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PykoBoacTso no akcnayatauun WEP-50L

1 BeBegeHune

1.1 AHHOTaumA

CoBpeMEHHbIE TEHAEHLMMN Pa3BUTKSA CBS3W AUKTYIOT onepaTopaM HeobxoAMMOCTb Noucka Havbonee
ONTVMasIbHbIX TEXHO/IOTWIA, NO3BO/IALLMX YAOBIETBOPUTL CTPEMUTE/ILHO BO3pacTatoLLe NOTPE6GHOCTH
abOHEHTOB, COXPaHssA NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb PA3BUTUSI U COKpaLLeHme
3aTpaT Ha npeAocTaB/ieHre pas/IMYHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMNOMMM BCe 60/bLUE HAGUpatoT
060pOThbl, U K JaHHOMY MOMEHTY OHU 3a KOPOTKOE BPEMSI MPOLL/IN OFPOMHbINV MyTb OT HECTAOWBHBLIX
HWU3KOCKOPOCTHBIX CEeTell CBSA3N Masioro paauyca ao ceteii LM/, conocTaBiMbIX NO CKOPOCTM C NPOBOAHbLIMM
ceTaAMM 1 06/1a4aKLWMNX BbICOKMMU KPUTEPUSIMU K KQUECTBY NPeaoCTaB/IEHNS YCYT.

OcHoBHoEe npegHasHayeHne WEP-50L — ycTaHOBKa BHYTpY 34aHuWii B kKa4ecTBe ToYek A0CTyna K pas/IMyHbIM
pecypcam ¢ co3gaHnem 6ecLIOBHOV 6ecrnpoBOAHON CETU U3 HECKO/IbKNX NOAEHTUYHBLIX TOYEK AocTyna
(«POYyMUHI»), €CIM TEPPUTOPUSI MOKPBITUS [OCTATOUYHO BEJIMKA.

B HacTosLEM PYKOBOACTBE MO 3KCMyaTalmmn N3/TI0KEHbI Ha3HAYEHNE, OCHOBHbIE TEXHUYECKME
XapaKTePUCTUKIN, KOHCTPYKTUBHOE UCMOSTHEHWE, NpaBuia 6e30nacHoi akcnayaTauuy yCTpoicTBa, a Takke
pekoMeHAaLMM No ero yCTaHOBKE U HacTPOIKe.

1.2 YcnoBHble 0603HaYeHns

MNpumeyaHua n npegynpexaeHus

© MpumeuaHus copepXaT BaxHYH0 MHGOPMALMIO, COBEThI MM PEKOMEH/ALMN MO UCMO/b30BaHMIO 1
HaCTpolike yCcTponcTaa.

@ nNpepaynpexaexna MHOPMUPYIOT NO/L30BATENA O CUTYaLMSX, KOTOPble MOTYT HaHeCTU Bpea
YCTPOWCTBY UM YENOBEKY, NPUBECTU K HEKOPPEKTHONW paboTe yCTponcTBa U noTepe AaHHbIX.




PykoBoacTso no akcnayatauun WEP-50L

2 OnucaHue n3aenus

2.1 Ha3HauyeHue

[na BO3MOXHOCTU NpefocTaB/ieHns AOCTyna nosib3oBaTesieil K BbICOKOCKOPOCTHOM 1 6e30nacHol ceTu
paspaboTaHa 6ecnpoBoaHast Touka goctyna WEP-50L (ganee — ycTpoiicTBO, Touka gocTyna unm T/).
OCHOBHbIM Ha3HayeHMeM yCTPOICTBA ABNSETCA co3faHe 6ecnpoBOAHON ceTu nepesayn gaHHbIX L2-ypoBHS
Ha CTblke ¢ NnpoBoaHo ceTbto. WEP-50L noakntovaeTcs K npoBogHoi cetn yepes 10/100/1000/2500M
Ethernet-uHtepdeiic n c nomoLbo pagnorHTepgericoB co3gaeT 6ecnpoBOAHON BbICOKOCKOPOCTHOM A0CTYN
ANS YCTPOWCTB, nogaepxmsarowwmx texHonormo Wi-Fi B ananasore 2.4 n 51Tu,.

YCTPOWCTBO COAEPXMUT 2 pagnonHTepdeinca s opraHmsaunm aByx msnyecknx 6ecnpoBofHbIX CETEN.

WEP-50L nogaepxuBaeT coBpeMeHHble TpeboBaHMs K Ka4eCTBY CEPBMCOB U NO3BOJISAET NepeaasaTb
Hanbonee BaxHbI Tpaurk B 60/1€e NPUOPUTETHLIX 0Yepeaax No CPaBHEHUIO C 0ObIYHBLIM. MpruopuTU3aLms
obecneunBaeTcs cneayrowmmm TexHonormsamm QoS: CoS (cneunanbHble meTky B none VLAN-naketa) n ToS
(meTkun B none IP-nakeTa). Moaaepxka PyHKUMOHANA LWelinuHra Tpadgmka Ha kaxxaom VAP no3BonseT B
MOJTHOW Mepe ynpaBNsTb AOCTYNOM, KA4eCTBOM CEPBUCOB M OrpaHNYeHNsIMU Kak /151 BceX abOHEHTOB, Tak U
[N15 K&XK40ro B YaCTHOCTMU.

YCTPONCTBO OPUEHTUPOBAHO Ha YCTAHOBKY B OPUCHI, FTOCYYPEXAeHNs, TOCTUHNLbI, NeperoBOpHbIe KOMHATbI U
Apyrue o6bekTbl. BO3MOXHOCTb CO3aHNs BUPTYa/lbHbIX TOYEK A0CTYrNa C Pas/IMYHbIMA TUNaMu LUMGPoBaHuA
nossonset yctaHasnmeatb WEP-50L B opraHusauusx, rae TpebyeTtcs pasrpaHmyeHve npas focTyna Mexay
06bIYHLIMW MON1b30BATENAMY U BblAENEHHBIMY TPyNnamMun nosib3oBaresnei.

2.2 XapaKTepuCTUKK YCTPOMCTBa
Numepagbelicnbi:

e 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;
e 1 nopt 10/100/1000BASE-T (RJ-45);

e Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax/be;

e Wi-Fi 5Ty IEEE 802.11a/n/ac/ax/be.

PyHKYyuu:
Bo3moxxHocmu WLAN:

noaaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac/ax/be;
noaaepxka ctaHgapToB poymuHra IEEE 802.11r/k/v;
arperaumsi gaHHblx, Bkitoyast A-MPDU (Tx/Rx) n A-MSDU (Rx);
nNpropuTETHI U N1IAHNPOBaHME NakeToB Ha ocHoBe WMM;
ANHaMuYeckunii Bbibop yacTtoTbl (DFS);

nogaepxka ckpoitoro SSID;

14 BUpTyasibHbIX TOYEK AOCTYNa;

06HapyXeHne CTOPOHHUX TOYEK JOCTYNa;
cnekTpoaHanunsaTop;

aBTOBbIOOP KaHaNa;

nogaepxka APSD.



PykoBO/ACTBO Mo 3aKcnayaTauum WEP-50L

Cemessble thyHKyUU:

aBTOMAaTMyeCcKoe corsiacoBaHne CKOpOCTK, OYN/IEKCHOTO pexunuMa 1 NepexkiioyeHmns Mexay pexmMmamu
MDI n MDI-X;

nogaepxka VLAN;

nogaepxka C-VLAN;

nogaepxka Management VLAN;

DHCP-knueHT;

nogaepxka GRE;

nepegaya aboHEHTCKOro Tpadmka BHE TyHHENe;
nogaepxka ACL,;

nogaepxka NTP;

noaaepxka Syslog;

nogaepxka LLDP.

®dyHkyuu QoS:

orpaHnyeHne NPoMycKHON CNocoGHOCTMY;
n3meHeHne napametpo WMM (EDCA) anst pagmonHTepdeiicos.

be3onacHocms:

LleHTpasim3oBaHHasn aBTopusaums yepe3 RADIUS-cepsep (802.1X WPA/WPA2/WPA3 Enterprise);
wndpposaHne WPA/WPA2/WPA3/0OWE;

NnoAAepPXKa BHELLHEro nopTasia aBTopusauny;

aBTopm3aunsa yepes RADIUS-cepBep npu BXxoAe Ha yCTPOWCTBO.

Ha pucyHke 1 npmBefeHa cxema npumeHeHns obopyaosaHna WEP-50L.

APM
’ oneparopa @

KoHTponnep

WLC/VWLC

Cepsep
DHCP, RADIUS

WEP-50L «@

PucyHok 1 — ®yHKUuMOHanbHaa cxema mcnosb3osaHna WEP-50L



2.3 TexHuuyeckue napameTpbl yCTPOicTBa

PykoBoacTso no akcnayatauun WEP-50L

Tabnmua 1 — OCHOBHbIE TEXHUYECKME napamMeTpbl

MapameTpbl MHTEepdpeiica Ethernet
KonunuecTtso noptos
DneKkTpuyeckuii pasbem

CkopocTb nepegauu

Moanepxka cTaH4apToB

MapameTpbl 6ecnpoBOgHOro UHTepcelica
CraHgapTbl

YacToTHbIi AnanasoH

Mogaynaums

Paboune kaHasbl

CkopocTb nNepefaun AaHHbIX

MakcumasibHOe KONMYecTBO O4HOBPEMEHHbIX
NnoAKNIOYEHWIA

MakcrMMasibHast MOLLHOCTb nepegaTynka
KoadhdhnUMEHT yCUneHnsa BCTPOEHHbIX aHTEHH

UyBCTBUTE/ILHOCTb NMPUEMHIMKA

Be3onacHocTb

2
RJ-45

10/100/1000/2500 M6uT/C, aBTOONpPEAENEHNE
10/100/1000 M6uT/c, aBTOONpPEAENEHNE

BASE-T

802.11a/b/g/n/ac/ax/be

2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM, 4096QAM
802.11b/g/n/ax/be: 1-13 (2401-2483 MrL)

802.11a/n/ac/ax/be:

e 36-64 (5170—-5330 ML)
« 100-144 (5490-5730 MTyy
* 149-165 (5735-5835 Mr'yy

2.4T1Tu, 802.11be: 688 Mbut/C
51Ty, 802.11be: 2882 M6ut/c

119

2.4TTuy; 20 pbm
5TTu: 24 pbm

24T1Tu: ~4 nbn
5TTuy: ~6 obu

2.4T1Tu: po-94 nbm
5TTuy:; 8o-95 abm

LieHTpa/IM3oBaHHasn aBTopusaums uepes RADIUS-cepeep (802.1X
WPA/WPA2/WPAS3 Enterprise)

lwndpposaHne aaHHbIx WPA/WPA2/WPA3/OWE

nogaepxka Captive Portal

PagunouHTepdeiic c nogaepxkoin OFDMA n MU-MIMO 2x2
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YnpaBneHue
YpaneHHoe ynpasreHue web-nnTtepgeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHnyeHue goctyna no naporsto, ayteHTnpmkauusa yepes RADIUS-cepsep

O6wue napameTpbl

Flash-namsaTtb 128 MB SPI-NAND Flash

RAM 512 Mb DDR3 RAM

MuTtaHne PoE+ 48 B/56 B (IEEE 802.3at-2009)
MoTpebnsemast MOLHOCTb He 6onee 17 BT

Pabounii gnana3oH Temnepatyp oT +5 80 +40 °C

OTHOCUTEe NbHAasA BNaXHOCTb Npu Temneparype 25 °C 0o 80 %

ra6aputsl (AvaMeTp x BbiCOTA) 238 x 56,5 MM

Macca 0,6 kr

CpoK cnyxo6bl He meHee 15 neT



PykoBoAcTBO Mo akcnyataumm WEP-50L

2.4 [OuarpamMmmbl Hanpas/ieHHOCTN
Ha prcyHkax H/xe npefcTas/ieHbl AvarpaMMbl HanpasieHHOCTU YCTPOMCTBA.
MonoxxeHne Nnpu nsmepeHnn

AZIMUTH (X2) ELEVATION (YZ)

T GE (POE)

AnanasoH 2.4 I'Ty,

0

255 - 285

AnanasoH 5y

10



PykoBoacTso no akcnayatauun WEP-50L

2.5 KOHCTPYKTMBHOE MCNOJSIHEHME

Yctpoiicteo WEP-50L BbINO/IHEHO B M/1aCTUKOBOM KOpryce.

2.5.1 OcHoBHasi NaHesnb yCTPONnCTBa

BHeLLHWIA B, OCHOBHOI NaHe M YCTPOCTBA NPVBEAEH Ha PUCYHKe 2.

1 2

2.5GE (PoE),

PucyHok 2 — BHewHwuiA Bug, ocHoBHoM naHenn WEP-50L

Ha ocHosHol naHenu yctpoirictea WEP-50L pacnonoxeHsbl cregytolme CBeTOBblEe NHAMKATOPbI, pa3beMbl U
opraHbl ynpaenexus (tTaénuua 2).

Ta6nmua 2 — OnucaHne UHAMKATOPOB, MOPTOB U OPraHoB ynpaB/ieHNs

dnemMeHT naHenu OnucaHue

1 LAN_1 CseToBas HaMkauusa coctosiHns nopta GE

2 LAN_2 CseToBast MHAMKaUMSA cocTosiHUA nopTa 2.5GE (PoE)

3 F KHonka cbpoca Kk 3aBOACKMM HacTpolikam

4 GE MopT GE pnsa nogxntoverns Ethernet-kabens

5  2.5GE (PoE) MopT 2.5GE gnsa nogkntoveHus Ethernet-kabensa n nogaum nutaHus PoE

11
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2.5.2 BepxHssa naHesib yCcTponcTea

BHeLwwHWin BuA, BepxHeli naHesim yCcTporcTBa NpuBefeH Ha pucyHKe 3.

1

PucyHok 3 — BHelwHuin Bug BepxHeii naHesim WEP-50L

Tabnuua 3 — OnucaHve UHAVKATOPOB BEPXHEeN naHenu
AnieMeHT naHenu OnucaHue

1  Power NHavkaTop cTaTyca paboTsl yCTpoiiCcTBa

12



2.6 CeTtoBas nHaukaums

PykoBoacTso no akcnayatauun WEP-50L

TekyLee cCOCTOsHNE YCTPOCTBa oToOpaxkaeTcs npu nomowm nHankatopos LAN, Power. MepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuvue 4.

Tabnuua 4 — CeToBas MHAMKaLMA COCTOAHUSA YCTPOICTBa

NHpukaTop

LAN_T

LAN_2

Power

CocTosiHMe nHgMKaTopa

FopwT 3eneHblin ceeToanog, (100 M61T/c);

FopwT 3e/EHLIN 1 opaHxeBbIli cBeToamos (1000 M6uT/

c)

3eneHblii, muraeT

FopwuT 3eneHblin ceeToanog, (100 M6uT/c);

opuT 3e/eHblli 1 opaHxeBblin ceeToamog (1000, 2500

MouT/c)

3eneHbli, MuraeT

3eneHblid, ropuT NOCTOSIHHO

OpaHXeBblii, FOPUT NOCTOSIHHO

KpacHbliA, ropuT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HaCTpoMkam

CocTosiHue ycTpoiicTBa

YCTaHOB/1EHO cOeAnHEHNe C
NOAK/MHOYEHHBIM CETEBbLIM YCTPOCTBOM

MpoLecc nakeTHO nepefayn AaHHbIX N0
LAN-nHTepgoeiicy

YCTaHOB/1EHO coeAnHeHne ¢
MOAK/HOYEHHBIM CETEBbLIM YCTPOCTBOM

MpoLecc nakeTHO nepefayn AaHHbIX N0
LAN-nHTepgoeiicy

Bk/toueHo nuTaHune ycTpoiicTBa,
HopMasibHas pa6oTta

YCTpOIACTBO 3arpy>eHo, HO He nosy4eH IP-
agpec no DHCP

3arpyska ycTpolicTea

[na copoca K 3aBOACKMM HacTporikam He06X04UMO B 3arpy>XEHHOM COCTOSIHUM YCTPOMCTBA HaxKaTb U
yaepxmBaTb KHOMKy «F» B TedyeHne 10—15 cekyHg, noka nHamkatop «Power» He HauHeT muratb. MponsongeT
aBToMartumyeckas nepesarpyska ycTponctaa. MNpu 3aBoACckmx ycTaHoBkax byaeT 3anyweH DHCP-kiveHT. B
cny4ae, ecnn agpec He 6yaeT nonydeH no DHCP, To y ycTpoiictea 6ygeT 3aBogckoit IP-agpec — 192.168.1.10,
macka nogcetn — 255.255.255.0, uma nonb3osarens/naponb AN gocryna yepes web-uHtepdpeiic: admin/

password.

2.8 KomnnekT nocTaBku

B KOMMAEeKT NocTaBKN BXOOAT:

e obopyaosaHue pagmnopoctyna WEP-50L;
* KOMMEKT Kpenexa,;

* PYKOBO/CTBO MO 3KcnayaTauum Ha CD-aucke (onumoHansHo);

g CepTl/ICbVIKaT COOTBETCTBUA,
* MamMATKa O AOKyMeHTaLunu,

* Macnopr.

13



PykoBoacTso no akcnayatauun WEP-50L

3 MpaBunia n pekoMeHaaLmmn no ycTaHoBKe YCTPOocTBa

B gaHHOM pasgene onncaHbl MHCTPYKLMM MO TEXHUKE 6€30MacHOCTY, PEKOMEHAALMM MO YCTaHOBKE,
npoueaypa yCTaHOBKM 1 NOPAA0K BK/HOYEHNSA YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHMKe 6e30MacHOCTY

1. He ycTaHaBnmBaiiTe yCTPOCTBO PAAOM C UCTOYHMKAMW TeM/a U B MOMELLEHNSIX C TeMNepaTypoin Hke
5 °C wnn Bbiwe 40 °C.

2. He ucnonb3ayiite yCTPOICTBO B NOMELLEHUAX C BbICOKOIM BNaXKHOCTbIO. He noageprainte yCTPOMCTBO
BO34ENCTBUIO AbIMa, NblAN, BOAbI, MEXAHUYECKNX KONebaHnin nnn yaapos.

3. He BckpbiBaliTe Kopnyc ycTpoicTBa. BHYTpy yCTpOCTBa HET 3/1EMEHTOB, NpeAHa3HavYeHHbIX 1S
06CNyXnBaHUA Nosib3oBaTeNeM.

€ Bo u3bexaHne neperpeBa KOMMNOHEHTOB YCTPOIICTBA U HAPYLLEHUS ero pa6oTsl 3anpeLlaeTcs
3aKpbiBaTb BEHTUSALMOHHbIE OTBEPCTMSA NOCTOPOHHMM NpeaMeTaMy 1 pa3MellaTtb NpeamMeTbl Ha
NOBEPXHOCTN 060pYyA0BaHMS.

3.2 PekomeHgauuu no yctaHoBke

1. PekomeHayemoe ycTaHaBMBaeMOE NOJIOXKEHNE: TOPU30HTa/TbHOE, Ha MOTOJIKE.

2. Mepep, yCTaHOBKOW 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha Haulyre BUAUMbIX
MeXaHMYeCKMX NoBpexaeHnii. B cnyyae obHapyxeHus NoBpexaeHuii creayeT npekpaTuTb YCTaHOBKY
YCTPOICTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06PaTUTLCA K NOCTaBLLKY.

3. Ecniv yCcTpoOWCTBO AMTENbHOE BPEMS HAXOAMI0Ch NMPU HA3KOW Temneparype, nepes Ha4asiom paboTbl
crnefyeT BblaepxaTb ero B TeYeHne AByX 4acoB Npu KOMHaTHOW TeMnepaTtype. Mocne gimTenbHoro
npebbliBaHWA YCTPONCTBA B YC/IOBUAX MOBbILLEHHOW BNIQXXHOCTN Nepes BK/IIYEHNEM BblAepXaTb B
HOPMaJIbHbIX YC/I0BUAX HE MeHee 12 yacos.

4. Mpu pasmeLLeHnn ycTpoincTea ansa obecneyeHns 30HbI NOKpbITUS cetn Wi-Fi ¢ Hannyywmmn
XapakTepucTukamy yuntbiBainTe cnegyrowme npasuna:

e YCTaHaB/vBaiTe YCTPOWCTBO B LLleHTpe 6ecnpoBOAHON CeTU.

o MyHVUMU3NPYIiTE yncio nperpag (CTeHbI, NOTOMKKU, MeGenb 1 Ap.) Mexay TOUKOol AocTyna u
Apyrumu 6ecrnpoBOfHbIMY CETEBbLIMU YCTPOMNCTBAMM.

e He ycTaHaBnuBaiiTe ycTpoiicTBo B6/1M3K (Mopsika 2 M) 3/1eKTPUYECKUX U PaanoyCTPOIACTB.

e He pekomMeHAyeTcs UCNO/b30BaTh paanoTenedoHsl 1 Apyroe obopyaoBaHue, paboTatoLlee Ha
yactote 2.4 Ty wam 5 Ty, B paguyce gelicteua 6ecnposogHoin cetn Wi-Fi.

e [penAaTcTBYA B BUAE CTEK/ISAHHbIX/METa/lNIMYECKNX KOHCTPYKLMIA, KUPMNYHLIX/GETOHHBIX CTEH, &
TaKke neperopoakm n3 6pyca 60/bLLOr0 AnameTpa, EMKOCT C BOAOW M 3epkasia MoryT
3HauMTEesIbHO YMeHbLUNTL paanyc geiicteusa Wi-Fi ceTn. He pekomeHayeTcs pasmelleHme co
BHYTPEHHEW CTOPOHbI (PasibLUNOTO/IKA, TaK Kak MeTal/IM4ecknii Kapkac Bbl3bIBAET MHOIO/ly4eBoe
pacrnpocTpaHeHve CUrHasia n ero 3atyxaHue npu NPoxXoXxaeHun Yepes peLueTky kapkaca
hanbLlunoTosika. Mo 3Tol Xe NpuymMHe He PeKOMeHyeTCcs yCTaHOBKa 3a lepPeBAHHbIM MOTO/IKOM
N B Yrny6neHnsx.

5. Mpu pa3meLLeHn HECKO/TbKMX TOYEK paanyc COTbl SO/DKEH NepeceKkaTbCs ¢ coceHel COTOW Ha YpPOBHe
0T -65 f0 -70 abm. lonyckaeTcs YMeHbLUEeHMe YPOBHA curHana go -75 AbMm Ha rpaHuuax coT, ecniv He
npegnonaraeTcs ucnosb3osaHve VolP, N0TOKOBOro BUAeOBELLaHUA U APYroro YyBCTBUTENIBHOTO K
notepsm Tpacvka B 6ecnpoBoAHON CeTu.

14
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3.3 PacueT HE06X0AMMOr0 uncna Touek gocTyna

Mpun BbIGOPE KOIMYECTBA HEOOXOAMMbIX TOUEK AOCTYNa A/15 NOKPbITUA NOMELLEHNA HEOOX0ANMO NMPON3BECTU
OLEHKY TpebyeMmoli 30HbI oxBaTa. [ins 6051ee TOYHON OLEeHKM HEOOX0AMMO NPOU3BECTU paanonccrefoBaHme
nomeLeHus. MpnbnnsnTesnbHbIA paguyc oxeaTa yBepeHHoro npuema Todek goctyna WEP-50L npu moHTaxe
Ha NOTOJIKE B TUNOBbLIX OPUCHLIX NoMeLleHnsx: 2.4 Iy — 40-50 m, 5Ty, — 20-30 m. MNpu nosHOM
OTCYTCTBUM NPenATCTBMiA paguyc oxBaTa: 2.4 'y, — o 100 m, 5Ty, — go 60 m.

B Tabnvue 5 npuBeaeHbl NpUbAN3nUTe IbHbIE 3HAYEHNS 3aTyXaHus.

Tabnvua 5 — 3HaueHus 3aTyxaHus

Matepuan N3meHeHne ypoBHA curHana, gb
24T1Ty, 5My,
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
M'mncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/I/IMYECKOI CETKOW -14,8 -13,2
LLinako610K -7 -11
MeTannmueckas pelueTka (sueiika 13x6 mMm, -21 -13

MeTan1 2 MM)

3.4 BbIGOp KaHA/I0B COCEACTBYIOLLMX TOYEK

Bo n3bexaHne MexkaHaIbHON MHTEPhEePEHLMIN MEX Y COCEACTBYOLLMMU TOYKaMK AOCTyNa peKOMeHayeTcs
YCTaHOBUTb HEMEPEKPbIBAKOLLMECS KaHAbI.

KaHansb!

2.402 Ty, |<7 22 MmH 2.483 Ty,

PucyHok 4 — O6wan gvarpaMmMa NepekpbITUSi YacTOTHbIX kaHanoB B 2.4 Ty,
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Mpumep cxeMbl pacnpeneneHsl KaHasioB MeX/ay COCeAHUMMU ToUKaMy B AnanasoHe 2.4 Ty, npv wypnHe

kaHana B 20 MI'y, npuBegeH Ha pucyHke 5.

PykoBO/ACTBO Mo 3aKcnayaTauum WEP-50L

PucyHok 5 — Cxema pacnpegeneHumsa KaHaoB Mexay cocefHUMU ToUKamu focTyna B gnanasoHe 2.4 Ty npu
LWwrpuHe kaHana B 20 My,

AHaNI0rnM4yHo PEeKOMEHOYETCA COXPaHATb ﬂ,aHHbIVI MeXaHN3M pacnpenesieHna KaHasioB npu pacnosioxXeHnn

TOueK Mexzay aTaxamu (PUCYHOK 6).

T
- €D,
D,
D G

D STy

GRW,

<y
S,

PucyHok 6 — Cxema pacnpe/ienieHnsi KaHasIoB MeX/ly COCeHMUN ToUKami A0CTYNa, PacnoIOXEHHLIMU MeXay

Mpn ncnonb3oBaHMK WINPUHBLI kaHana 40 My, B gnanasoHe 2.4 T, HET HenepekpbIBaloLWmMXCca KaHanos. B
Takux criyvasx CToUT BbIOMpaTb MakCUMaslbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

IEEE Channel #
20 MHz
40 MHz
80 MHz

160 MHz

Examples of
non-contiguous
VHT80+80 MHz

setup

PucyHok 7 — KaHauibl, ucnosibdyemole B gnanasoHe 5 'y npu wnpuHe kaHana 20, 40, 80 My,

ATaKaMin

:

5170 5330 5490 Weather 5730 5735 5835

MHz MHz MHz Radar MHz MHz MHz

ISSIITEESI ISR = I T2
| | I

L\

4

]
—

L vV

.
[

R
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4 YcTaHOBKa yCTpoiicTBa

YCTPOWCTBO MOXET ObITb YCTAHOBMIEHO HA NOTO/0UHbIV NPOWAb, LNNABKY, N0CKYH NOBEPXHOCTD,
KpoHwTeliH VESA100 npy cob6nt04eHNN MHCTPYKLMIA MO TEXHUKE 6e30MacHOCTY 1 pekoMeHaaLnii,
NpPUBEAEHHbIX BbILLE.

B kOMNekT NocTaBKM BXOAMT Kpenex A/1s yCTaHOBKM YCTPOICTBA Ha NOTOI04HbIA NPOUb, LNUbLKY,
MI0CKYO MOBEPXHOCTb.

4.1 YcTaHOBKa yCTPOICTBA Ha N/IOCKY0 MOBEPXHOCTb

OTBepCTMS 4151 KPENNIEHNS MOHTaXKHOW M/1ACTMHBI K NI0CKO NOBEPXHOCTM OTMEYEHbLI HAa PUCYHKe 8.

p
O

™m 9,

o o

o) o
o) Op, © o o o)
e o
o

PucyHok 8 — OTBepCTUs A5t KPENSIEHUSI MOHTaXHOV MNACTUHbI K CTEHE/NOTO/KY

1. 3aKpenuTe MOHTaXKHYI0 MNACTVHY Ha MOBEPXHOCTU, UCMO/b3Ysl KPENEX U3 KOMMEKTA NOCTaBKU. Bbinyk/ble
Kpasi Ha OTBEPCTUSX [0/KHbI GbITb HANpaBieHbl B CTOPOHY YCTAHOBOYHOM NOBEPXHOCTM (PUCYHOK 9).

=
e )

PUCyHOK 9 — KpenneHne MOHTaXHOI NNacTuHbI Ha MOBEPXHOCTb
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PykoBO/ACTBO Mo 3aKcnayaTauum WEP-50L

2. Mopaknounte Kabenm K COOTBETCTBYHOLLMM pa3bemam ycTpoiicTBa. OnmcaHe pasbeMoB NpPYBELEHO B
pasgene KOHCTPYKTVBHOE UCTOSTHEHME. YCTaHOBUTE YCTPOMCTBO HA MOHTAXHYIO M1ACTUHY, COBMECTVB
PE3VHOBbIE HOXKMN C OTBEPCTUSIMM Ha NacTuHe, pucyHkn 10 (a) n 10 (6).

®
@

PucyHok 10 (a) PucyHok 10 (6)

3. 3athmkcmpyiiTe yCTPOMNCTBO HA MOHTaXKHOW NaCcTUHE, CABUHYB €ro U3 NosIoKeHUs 1 B NONOXeHne 2
(pvicyHok 10(6)).

4.2 YcTaHoBKa yCTpoiicTBa Ha APMCTPOHT

1. NS yCTaHOBKM YCTPOICTBA HA NOTO/I04HbIA NPOUIbL NCNOb3YINTE NOTOIOUHbIV 3aKNM, N306paXKEHHbIN Ha
pucyHke 11.

PucyHok 11— MOTOMOYHbIA 3aKNM
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2. Pa3aBrHbTE 32KMM B KpaliHee NooXeHWe 1 3aléNKHUTEe Ha Nnpodusie NoToska (PUCYHOK 12).
Mpepnaraemblii BapuaHT Kpenexa npeAHasHayeH 418 TPEX TUNOB Npodusieli ¢ WmpuHoii 15, 24 n 38 Mmm (cm.
PUCYHOK 8).

PucyHok 12— KpenneHue 3axumMa Ha noTo/IouHoM npodnsie

3. 3aKkpenuTe MOHTaXHYH NIACTUHY Ha NOTO/IOYHOM 3aXUMe, UCMO/b3ys BUHTbI M3x5 13 KoMNiekTa
MocTaBKU, pUCYHOK 13.

PucyHok 13 — KpenneHne MOHTaXHOW NIacTUHbI K 3aKUMy
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4. NopgxnounTe Kabenm K COOTBETCTBYIOLLMM pa3bemaM ycTpoiicTBa. OnucaHe pa3beMoB NPUBELEHO B
pasgene KOHCTPYKTMBHOE UCTO/HEHVE. YCTaHOBUTE YCTPOWCTBO Ha MOHTaXHYHO N/1acTUHY, COBMECTUB
PE3MHOBbIE HOXKI C OTBEPCTUSIMI Ha NAACTVHE, PUCYHOK 14.

V.,

PucyHok 14 — YcTaHOBKa YCTPOACTBA Ha MOHTaXHYIO N/IacTUHY

5. 3adhmkcmpyiiTe yCTPOCTBO HA MOHTaXXHOI NNacTUHE, CABUHYB €ro B CTOPOHY MO Hanpas/ieHUO CTPenkn 1,
pucyHok 15 (a). ObpaTuTe BHUMaHWE Ha NOMOXEHNE UHAUKALMK (HanpaBeHNE CTPESKN 2) U pa3bEMOB, OHU
[O/DKHbI ObITb PAcnosIOXKeHbI BAO/b HanpaBneHns Npoduns, pucyHok 15 (6).

PucyHok 15 (6) — PacnonoxeHue pasbémMoB

PucyHok 15 (a) — ®ukcauus ycTpoiicTea Ha
MOHT&XXHOW njiacTuHe
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4.3 YcTaHOBKa YCTPOCTBA HA LLNU/bKY

1. YcTtaHoBUTE CKOBY M3 KOMM/IEKTA NOCTABKM HA MOHTaXHYH NIACTUHY C MOMOLLbIO BUHTOB M3x5, pucyHok
16.

PucyHoOK 16 — YCTaHOBKa CKOGbI HA MOHTaXKHYH0 M1acTUHY

2. HakpyTnte MOHTaXKHY0 NiiacTuHy Ha wnuibky M10 go ynopa, pucyHok 17.

PucyHok 17 — YcTaHOBKa MOHTaXHOI NNACTUHBI Ha WNU/bKY
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3. Mopkntounte kabesm K COOTBETCTBYHOLLMM pasbemam ycTpoiicTBa. OnncaHve pa3bemoB NpUBEAEHO B
pasgene KOHCTPYKTMBHOE UCTO/HEHVE. YCTaHOBUTE YCTPOWCTBO Ha MOHTaXHYHO N/1acTUHY, COBMECTUB
PE3MHOBbIE HOXKI C OTBEPCTUSIMI Ha NAacTVHe, PUCYHOK 18.

PucyHok 18 — YcTaHOBKa yCTPOMCTBA HA MOHTaXKHYHO NIAaCTUHY

4. 3adhmKcmpyliTe yCTPOICTBO Ha NiacTuHe, CABUHYB €ro B CTOPOHY, PUCYHOK 19.

PucyHok 19 — ®ukcaymsa ycTpoiicTBa Ha MOHTaXKHOW NaacTuHe
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4.4 YcTaHOBKa ycTponcTBa Ha KpoHwTeinH VESA100

KOHCTpYyKUMSt faHHOTO YCTPOMCTBa NpeAycMaTtpuBaeT KpenseHme ¢ cnosib3oBaHnem kpoHwTeiHoB VESA100.

1. BbIKpYTUTE PE3VMHOBbLIE HOXKW, PACMO/IOXEHHbIE HA 3aaHel naHenn yctpoiictea (pycyHok 10 (a)).
2. MNpvikpenuTe KpenseHne K yCTPOICTBY.
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5 YnpaBneHue ycTponcTBoM vepes web-uHtepdeic

5.1 Hauano pa6oTsl
[na Hayana paboTbl HYXXHO MOAK/IUNTLCA K YCTPOUCTBY Nno uHtepdgeinicy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBeauTe B agpecHoi cTpoke 6pay3epa IP-agpec ycTpoicTaa.

© 3asopckoii IP-agpec ycTpoiictea: 192.168.1.10, macka nogceTu: 255.255.255.0. Mo yMonuaHuio
YCTPOWCTBO MOXET noayuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXeHNN YCTPOICTBA B OKHE Gpay3epa 0To6pasnTCsi CTpaHMLa C 3anpocoM MMEHN
nosib3oBaTesns v naposs.

WEP-50L

3. BBegute nMs nonb3oBatenis B CTPOKe «BBeauTe NOrMH» U Naposib B CTPOKe «BBeauTe naposib».

© 3aBojckve ycTaHoBKM: lorvH — admin, naponb — password.

4. HaxmuTe KHoMKy «BoiiTn». B okHe Gpay3epa 0TKPOeTCS MEHI0 MOHUTOPMHIa COCTOSIHUSI YCTPOMCTBAL.

ZELTEX  WEP-50L

MOHUTOPHHT Radio VAP CeTeBble HaCTPOMKH BHeLLHHE CEpBUCHI Cuctema -~ (BBIXOA)

Wi-Fi KnueHTb! Wapenue WEP-50L
AnnapatHasa Bepcus 2v0
CTaTUCTHKa NO TpaduKy

3asoackon MAC-aapec 0C:EE:20:26:61:E0

CkaHupoBaHme 3upa
CepuitHblit HoMep WP62000048

XKypHan coOblTui

Bepcua MO
CeTesan UHopmMaLua PesepsHan sepcua MO
NHgpopMaLys o Bepcua 3arpysyuka
paauouHTepdericax CucTeMHoe BpeMa  09.06.2026 10:04:33
WHopmauua ob ycTpoicTse > Bpema paboTsl 0 AaH, 00:18:34
3arpyska LY 23@
Wcnonb3yemas namaTb 35% 168 MGaiiT / 460 MGainT

i OOHOBUTH
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5. Mpun HEO6XOAUMOCTU MOXHO NEPEK/IYNTL A3bIK 0TOOPaKeHUs nHdopmalmun. s ycTpolictea
WEP-50L gocTynHbl pycckas v aHrivinckas sepcumn web-uHtepdelica.

,ELTEX  WEP-50L

MOHUTOPUHT Radio VAP CeTeBble HaCTPOMKH BHelLHHe CepBUChI Cuctema - (BbIXOA)

Wi-Fi KnueHTbI Usnenue WEP-50L
AnnapartHas Bepcus 2v0
CTaTucTHKa no Tpacuky
3asoackon MAC-aapec 0C:EE:20:26:61:E0
CkaHupoBaHue aunpa
CepuitHblit HoMep WP62000048

JKypHan coObITui Bepcws MO
CeTeBas uH@opmauua PesepsHan sepcua MO
Y
VHpOPMALIS O Bepcua 3arpysyuka
panuomHTepdericax CucTeMHoe BpeMa  09.06.2026 10:04:33

WHpopmauma o ycTpoiicTse > Bpems paGoTel 0 aH, 00:18:34

3arpyska LMy 23?
Wcnonb3yemas namaTb 35% 168 MGaiiT / 460 MGanT

< OGHOBUTBL

5.2 TlpumeHeHue KoHdurypaumm n oTMeHa N3MeHeHui

1. MprMeHeHne KoHUrypauum

Mpwn HaXXaTUM KHOMKN 3anyckaeTcsl npouecc coxpaHeHus KoHdurypauum Bo flash-
NnamMsaTb YCTPOWCTBA 1 NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoliku BCTynatT B cuiy 6e3
nepesarpysku ycTpoicTBa.

B web-nHtepdeiice WEP-50L peannsoBaHa B13yasibHas MHAMKaLMA TEKYLLETO COCTOSIHMA npouecca
npYMeHeHnst HacTpoek (Tabnmua 6).

Ta6nuua 6 — BuayanbHasi MHAMKALMS TEKYLLLEErO COCTOSIHMS MPoLiecca NPUMEHEHNS HACTPOEK

BHeLlHNiA OonucaHue cocTosiHUA
BUA,

' [Mocne HaxaTust Ha KHOMKy «IMPYMEHUTb» MPOMCXOAMT NPOLIECC NMPUMEHEHMWs U 3anncK HacTPOeK B NaMsTb

ycTpoiicTBa. O6 3TOM MHIOPMUPYET 3HAUOK B Ha3BaHUM BKMAAKN 1 Ha KHOTMKe «MPUMEHUTb».

O6 ycneLHoM COXpaHeHN 1 NPUMEHEHUI HaCTPOEK MHADOPMUPYET 3HAUOK B Ha3BaHUM BKMAAKN.

2. OTMeHa U3MeHeHuM

© OtmMeHa M3MeHeHNIi NPOM3BOANTCS TOMbKO A0 HAXATUS Ha KHOMKY «[TPUMEHUTBL». Mpu HaXaTUn Ha
KHOMKY «[IPUMEHNTbL» N3MEHEHHbIE HA CTPaHWLIE NapaMeTpbl 6yayT OOHOB/EHbI HA TEKYLLME 3HAUYEHUS,
3anMcaHHble B NaMsITU YCTPOICTBA. MNocie HaxaTusi Ha KHOMKY «[pMMeHNTb» BO3BPAT K NPeabIAyLM
HacTpolikam 6yaeT HEBO3MOXEH.

. . X OTtmeHa
KHoMka 0TMEHbI U3MEHEeHWUI MMEEeT cnefyoLLmin BuAa;
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5.3 OcHoBHbIe anemeHTbl web-nHtepdeiica

Ha pucyHke HUXe npeacTaB/eHbl 3/IEMEHTbI HaBuUrauum web-nHtepdelica.

ELTEX

MOHMTOPHHT Radio VAF

Wi-Fi KnueHTbl
CTaTUCTHKa No TpaUKy
CkaHupoBaHue aupa

JKypHan cobbiTHit

Cetesan uHMoOpMauusa
MHopmaums o
paauonHTepeiicax

WHopmauusa ob ycTpoiictee >

© 000 "Mpednpusmue "Snmekc"”, 2026

WEP-50L

M3penue

AnnaparHas Bepcua
3asogckoit MAC-aapec
CepMHiiHblii HoMep
Bepcua MO

PesepsHana sepcua MO
Bepcua 3arpysumka
CucremHoe Bpema
Bpewma paboTb

3arpy3ka Ly

Mcnonb3yemas namatb

BHeLUHKE CEPBUCH

Cucrema u-

WEP-50L
2v0
0C:EE:20:26:61:E0

WP62000048

09.06.2026 10:04:33
0 aH, 00:18:34

N

23%

35% 168 MbaiiT / 460 MoaiT

Bepcus [10: (Bepcus WEB.

OKHO No/Ib30BaTe/IbCKOro UHTepdieiica pasaeneHo Ha NsiTb o6/1acTeli:

1. Bknagkm MeHo — NS rpynnupoBKU NogMeEHto no kateropusm: MoHutopuHr, Radio, VAP, CeteBble

HacTpoiiku, BHelwHue cepBuckl, Cuctema.
2. BbiGop si3blka MHTepderica 1 KHonka «(BbIXoA4)», NpeAHa3HavyeHHas 4151 3aBepLUeHNst ceaHca paboThbl B
web-uHTepdelice noa AaHHbIM NOb30BaTesIEM.
3. Bknagku nogMeHo — A1s ynpas/ieHUs NosieM HacTpoek.
4. MNone HacTpoekK yCcTpoincTBa — A5 NPOCMOTPA AaHHbIX U KOHhurypaumm.
5. HdpopmaumoHHoe none, otobpaxatowee sepcuto MO, ycTaHOBMEHHYIO HA YCTPOCTBE.
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5.4 MeH0 «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» 0TOGPAXKAETCA TEKYLLLEE COCTOSIHNE CUCTEMDI.

5.4.1 NogmeHto «Wi-Fi knneHTbI»
B nogmeHto «Wi-Fi kKnueHTbI» 0TOGpaxaeTcs nHopmaums o coCToAHUN noakntoveHHbIX Wi-Fi knneHToB.

NHdpopmaums no NoAKMYEHHLIM KNEHTaM He 0TOBpaxaeTcsl B peaslsHOM BpeMeHu. [ Toro yTo6bl
06HOBUTb UHPOPMALIVIO HA CTPAHULE, HEOBXOAVMMO HaXaTb Ha KHOMKY «OGHOBUTbL».

ELTEX  WEP-50L

MorutopuHr Radio VAP CeTeBule HacTpOiku BHelunue cepeucel Cuctema -~ BbIX0A)

Wi-Fi knueHTs! > £ O6HOBUTL
CramucTuka no Tpadmky
> RX
CranvposaHue bvpa WUma Link Link Link Quality RSSI,  SNR, BW, BW, Bpems
- Ne xocra IP-apgpec MAC-agpec Wutepdeiic  Capacity  Quality Common nbm nb TxRate RxRate Mry My pabotbi

Hypran cobermit v o1 1 wlan1va0 0 100 (not 98 37 3 HENSS2 HENSS2 20 20 00:45:24

changed) MCS11 MCS11
Cetesan uHdopmauma 286.8 286.8

MH’MD"'RL& o Mepepaario / npuHaATO BCero, BaiT 650 750 / 506 256 Mepenaxo ¢ owwubkamu, nakeTos 4
paavouHTepdericax
Mepeaako / NpUHATO BCEro, NakeTos 257212319 MoBTope! Nnepegauy 3a nocnegHuin Nepuoa, 0
Wrdpopmauya o6 ycTpoiicTee nakeTos
Mepenano / NpUHATO AaHHbIX, GanT 648 351 /505 689 _
OBLyee uMcno NOBTOPOE Nepegayy, NakeTos 17

MepenaHo / NPUHATO JaHHLIX, NakeTos 2531/2303
CropocTb nepeaauu / npuema, Kbut/c 0/0

ma

nakeToB MpuuaTo NakeToB
OFDM6 0% 108 5%

HE-NSS$2-MCS6 0% 81 4%

o o o o

HE-NSS2-MCS7
HE-NSS$2-MCS8 35 1% 35 2%
HE-NSS$2-MCS9 60 2% 44 2%
HE-NS$2-MCS10 32 1% 31 1%
HE-NSS2-MCS11 2404 95% 1967 85%

0% 37 2%

e No — HoMep NOAK/IHOYEHHOro YCTPOICTBA B CMUCKE;

* /IMs xocma — ceTeBOe UMS YCTPOWCTBa;

e |P-adpec — IP-agpec NnoaxKNHUYEHHOro YyCTPOICTBa;

e MAC-adpec — MAC-agpec nNoakIto4eHHOro YyCTPONCTBa;

e VIHmepgpelic — nHTepdeiic Blanmogenctena WEP-50L ¢ nogxntoUeHHbIM YCTPOCTBOM;

e Link Capacity — napameTp, KOTOpbI/i 0To6paxkaeT 3aheKTUBHOCTb NCMONb30BaHNS TOUKON AOCTyna
MOAYNAUMM Ha nepefady. PaccumTbiBaeTCAa NCXOAS U3 KOSIMYECTBa NakeToB, NepefaHHbIX Ha Kaxxaoun
MOAYNAUMM [0 KNINEHTA, N MOHMKALWNX KO3hdununeHToB. MakcumasibHoe 3HavyeHne — 100%
(o3HauaeT, uTo BCe NakeTbl NepeaatnTcs A0 KIMEeHTa Ha MakCMMasibHOl Moaynsiuum ans
Makc/MasibHOro TMna Nss, NoAAePXMBAEMOro KIMEHTOM). MUHUMasbHOe 3HaueHne — 2% (B cryyae,
Korga nakeTbl nepeparoTcs Ha moaynaumm nssTmes0 ans knmveHTa ¢ nogaepxkoin MIMO
3x3). 3HaueHVe napameTpa paccunTbiBaeTcs 3a nocreaHne 10 cekyHp;

e Link Quality — napameTp, KOTOPbIA 0OTOO6PaxXaeT COCTOAHME NINHKA A0 KNNEHTA, pacCUUTaHHbIA Ha
OCHOBaHUM KONIMYecTBa peTpaHCMUTOB MakeToB, OTMPaB/IEHHbIX KNIMEHTY. MakcuMasibHoe 3HaYeHne —
100% (BCe nepefaHHble NakeTbl OTNPABUINCH C NEPBOI NOMbITKA), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O/IMH NakeT [0 KNeHTa He 6bl/1 yCneLHo oTnpaB/ieH). 3HaueHre napamMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

e Link Quality Common — napameTp, KOTOpbIn 0TO6paxaeT COCTOAHME NIMHKA A0 KNNEHTA, pacCUUTaHHbIN
Ha OCHOBaHWUW KOSIMYeCcTBa peTpaHCMUTOB NaKeToB, OTNPaB/IEHHbIX K/IMEHTY. MakcuMasibHOe 3HavyeHne
— 100% (Bce nepefaHHble NakeTbl OTNPaABUANCHL C NepPBOIi MNOMbITKM), MUHMMasIbHOe 3HaveHne — 0% (Hu
O[IVH NakeT [10 KNeHTa He Gbl/ yCneLwHo oTnpaBsieH). 3HaueHre napamMeTpa paccUnTbiBaeTCs 3a Bce
BPeMSs NOAKOYEHUA KITUEHT],

e RSSI — ypoBeHb NpUHUMAEMOro curHana, gbwm;

SNR — oTHoOweHne curHan/wym, ab;
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TxRate — kaHa/iIbHasA CKOpOCTb nepegayvu, MouT/c;
RxRate — kaHanbHasi CKOpOCTb Npuema, MéuT/c;

Tx BW — nonoca nponyckaHusa Ha nepegade, My,

Rx BW — nonoca nponyckaHua Ha npueme, MI'y;

Bpems pabomsi — Bpemsa coeguHenusa ¢ Wi-Fi kinenTom.

[lnsa BbIBOAA 6051ee pa3BepHyTOl MHopmaLlmmn no onpeaeneHHoMy KIMEHTY BbibepuTe ero B
cnucke. Moapo6Hoe onncaHve BKIOYAET B Ce6s creaytoLive napameTpbl:

lNepedaHo/npuHamMo scezo, 6alim — KOIMYEeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IIOHYEHHOE YCTPOMNCTBO
oanT;

lNepedaHo/npuHAMO BCe20, nakemos — KOJIMYeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHsamo 0aHHbIX, 6alim — KO/IMYECTBO NepefaHHbIX/MPUHATBLIX Ha NOAK/IH0YEHHOe
YCTPOWCTBO GaiT AaHHbIX;

lNepedaHo/npuHAMO O0aHHbIX, MaKkemos — KONMYeCTBO NepefaHHbIX/NPUHATBLIX Ha NOAK/IIYEHHOe
YCTPOICTBO NAKeTOB AAHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KOJIMYeCTBO NakeToB, NepeAaHHbIX ¢ ownbkammn Ha NOAKNIOYEHHOE
YCTPOWCTBO;

lMosmopekl nepedayu 3a rnocsedHul nepuod, nakemos — KONN4ecTBO NOBTOPOB Nepesayn Ha
NOAKNIOYEHHOE YCTPOICTBO 3a nocnegHune 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KOIMYeCcTBO NOBTOPOB Nepejayn Ha NnoakIrvyeHHoe
YCTPOICTBO 3a BCe BpeMs NoAK/I0YEHNS,

Ckopocmb repedaydu/npuema, Kbum/c — akTyanbHast CKOPOCTb nepefayv Tpaduka B HaCTOALLMIA
MOMEHT BPEMEHW.
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5.4.2 TMogmeHto «CTatncTuka no Tpacuky»

B nogmeHto «CTaTucTUKa no Tpadpuky» oTobpaxkatoTcs rpadpukn CKOpocTU NepesaHHoro/nosly4eHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTVKa O KOSIMYEeCcTBe NepeAaHHoro/nonyyeHHoro Tpaduka ¢
MOMEHTA BK/IIOYEHMS TOUKU JOCTyna.

Mpacpmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nosiy4yeHHoro tpadmka yepes Ethernet-uHtepdelic
TOYKM oCTyna 3a nocnegHune 3 MuHyThbl. Fpadvk aBToMaTniecky 06HOB/ISETCS Kakable 6 CeKyHA,

Mpadomkm WLANO n WLANT Tx/Rx noka3biBatOT CKOPOCTb NepefaHHOoro/nosiy4eHHoro tpagvka
yepes nHTepgoeiicol Radio 2.4 'y, 1 Radio 5 My, 3a nocnegHune 3 MUHyThbI. Mpadink aBTomMaTnyecku
06HOB/IAETCA Kaxkble 6 CeKyHA,

eLTEX  WEP-50L

MNepea

MpwHsTo
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OnucaHue Tabnuubl «[lepedaHoy:

ViHmepcpelic — umsa nHitepdelica;
Bcezo nakemos — KO/IM4YeCTBO YCMEeLIHO OTNpPaB/ieHHbIX NakeToB;
Bcezo 6alim — KO/IM4ecTBO YCMNEeLHO OTNpaB/eHHbIX 6aliT;

e OMB6POWEHO NMakemos — KOSIMYeCTBO NakeToB, 0TOPOLLUEHHbIX MPY OTMpPaBKe,;
e OwubKU — KONNYECTBO OLLNOOK.

MepenaHo v

WHTepdpeiic Bcero naketoe Bcero 6anT OT6pOWEeHO NaKkeToB Ownbkun
LAN 4822 5618468 0 0
WLANO 0 0 0 0
WLAN1 0 0 [ 0
€th0.200 3223 3776891 0 0
wilan0-va0 0 0 0 ]
wilan0-va1 [ 0 0 0
wilan0-va2 [ 0 0 0
wilan0-va3 0 0 0 0
wilan0-va4 0 0 0 0
wilan0-vas 0 0 [ 0
wilan0-vaé 0 0 0 0
wilan1-va0 0 0 0 0
wilan1-vat 0 0 0 0
wlan1-va2 [ 0 0 0
wlan1-va3 [ 0 0 0
wilan1-va4 ] 0 0 0
wilan1-vas 0 0 0 0
wilan1-vaé 0 0 [ 0

OnucaHue Tabnuubl «[IpUHAMON:

e VIHmepgpelic — umsa nHTepdelica;

Bceao nakemos — KO/IM4YeCTBO YCMNEeLIHO NPUHATLIX NakeToB.;

Bcezo 6alim — KOM4ecTBO YCMNEeLHO NPUHATLIX 6aiiT;

Om6poweHo nakemos — KOJIMYEeCTBO NakeToB, OTOPOLLEHHbIX MPU NOSyYEHUN;

e Owu6KU — KONNYECTBO OLLNOOK.

[ Mpuhato v
WHTepdpeiic Bcero naketoe Bcero 6alT OT6pPOWEHO NaKeTOB Ownbkn
LAN 33547 3650608 0 0
WLANO 0 0 0 0
WLAN1 0 0 0 0
eth0.200 13243 1337547 0 0
wlan0-va0 0 0 0 0
wian0-va1 0 0 0 0
wian0-va2 0 0 0 0
wilan0-va3 0 0 0 0
wilan0-va4 0 0 0 0
wlan0-vas 0 0 0 0
wlan0-vaé 0 0 0 0
wian1-va0 0 0 0 0
wiant-val 0 0 0 0
wilan1-va2 0 0 0 0
wilan1-va3 0 0 0 0
wlan1-va4 0 0 0 0
wilan1-vas 0 0 0 0

|_ wian1-va6 0 0 0 0
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5.4.3 ToameHto «CkaHupoBaHue admpar

B nogmeHto «CkaHMpoBaHue 3achmpa» OCYLLECTB/ISETCS CKAaHMPOBAHWE OKPYXXaKoLLEro paamoadupa un
o6HapyXeHue coceHUX To4Yek focTyna.

JELTEX WEP-50L

MOHUTOPUHT Radio VAP CeTeBble HaCTPOWKN BHeluHKe CepBUCH Cucrema - (BbIXOA,

Wi-Fi KNWeHTs! MocnegHee ckaunpoBatue Gbino 09.06.2026 10:39:45

CTaTUCTHKa NO TPAPUKY

24Ty 50Ty

CkaHupoBaxue adupa >

[OunanasoH SSID Pexum 6esonacHocT  MAC-agpec Kanan / liupuHa RSSI, ABM
JKypHan coObITHit 241Ty WPA2 6120 32
CerteBaa uHopmauma 241y Open 11/20 -38
WHopMaLya o 2.41TY WPA2/WPA3 6/20 38
paguouHTepdeiicax 24Ty open p— e
WHdopmauua ob ycTpoicTee 241y WPA2_1X 6/20 40
24Ty Open 6/20 -40
24TTy WPA2/WPA3 1/20 -41

[lna 3anycka npouecca ckaHMpoBaHus adinpa HaxXmUTe Ha KHomnky «CkaHupoBaTb». Mocne 3aBepLieHns
npoLecca Ha cTpaHuLLe NOSIBUTCSI CMMCOK 0GHAPYXXEHHbIX B paanoachupe Touek AoCTyna U nHcpopmMaums o
HUX:

lMocnedHee ckaHuposaHue 6bi1/10... — fata v BPeMs Noc/refHero CKaHMpoBaHus;

Juana3oH — ykasbiBaeTcs Agnanas3oH 2.4 I'Tu nnn 5 I'Tu, B KoTopoM 6bl/1a 06HapYyXeHa Touka AoCTyna;
SSID — SSID o6Hapy»XeHHOI TOUYKM A0CTYNa;

Pexxum 6e3onacHocmu — pexnm 6e30nacHOCTN 0OHAPY>XEHHOI TOUYKM A0CTYNa;

MAC-adpec — MAC-agpec 06HapyXeHHOW TOYKN AOCTYN3;

KaHan/lLupuHa — pagnokaHas, Ha KOTOpoM paboTaeT 06HapyXeHHast Touka AOCTyna;

RSS! — ypoBeHb, C KOTOPbIM YCTPOIACTBO NPUHMMAET CUTHAN OGHaPY)XXEHHOW TOYKN A0CTYyNa, AbMm.

© Bo Bpems OCyLLECTBEHNA CKaHMPOBAHUA 3chupa paanonHTepdelic ycTpoiicTea 6yAeT OTKOUEH, YTO
npueeaeT K HEBO3MOXHOCTU nepefayn aaHHbix Ao Wi-Fi KMMeHTOoB BO BPEMS CKaHUPOBaHUA.
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5.4.4 MopgmeHo «XKypHan cobbITuii»

B nogmeHo KXKypHan co6bITUn» MOXHO NPOCMOTPETb CMNCOK MHGDOPMALMOHHBIX COOBLLEHUI B peaslbHOM
BpeMeHW, cofepxallnii criefyoLLyo nHgopMaumio:

ELTEX  WEP-50L

| VAP

MOHWUTOPHHT Radio VAP CeTeBble HAaCTPOIKH BHELUHWE CEpBUCH Cuctema u -~ (BbIXOA

Wi-Fi KnueHTbl < OGHOBHTD @ OumncTuTL

CTaTUCTHKA NO TPaHKy

[arta u Bpems Tvn Mpouecc CoobueHune
Craniposatie pitpa Jun 9 10:39:45 daemon.info scanwlan[6569] scan on interface 'wian1' finished
KypHan coObITHit > Jun 9 10:39:45 daemon.info scanwlan[6569] scan on interface 'wlan0' finished
Certesas UHopmauma Jun 9 10:39:20 daemon.info scanwlan[6569] start scan on interface ‘wiant'
WHcopMaLma o Jun 9 10:39:20 daemon.info scanwlan[6569] start scan on interface ‘wlan0'
PauoukTepeicax Jun 9 10:04:18 authpriv.info weblogin[3871] pam_unix(weblogin:session): session opened for user admin
WrdpopmaLun 06 ycTpoicTee Jun 9 10:04:05 auth.warn weblogin[3853] pam_authenticate call failed: Authentication failure (7)
Jun 9 10:04:03 authpriv.notice weblogin[3853] pam_unix(weblogin:auth): authentication failure for user admin

Jdama u spemsi — pata 1 Bpems, korga cobbiTve 6b110 CreHepMpoBaHo;
Tun — KaTeropus 1 ypoBeHb BaXKHOCTWN COObLITUS;

lMpoyecc — v npouecca, CreHepypoBaBLLErO COOOLLEHNE,;
CoobujeHue — onmcaHue cobbITus.

Tabnuua 7 — OnucaHve Kateropuin BaXXHOCTU COObITUI

YpoBeHb Tun BaXXHOCTU OnucaHue
CoOGLEeHNIA
0 Upe3sBblualiHble B cucteme npomsolusia Kputuieckas olwmnbka, cuctemMa MoXeT paboTaTb
(emergency) HenpaBW/IbHO
1 CurHanb! TpeBoru (alert) Heo6xoaumo HeMeEHHOE BMELLATENLCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npowvzoLusia KpuTuyeckasi owmoka
3 Own6ouHble (error) B cucteme npousolnia owmbka
4 MpeaynpexaeHus MpeaynpexaeHne, HeaBapuiiHoe CO06LLEHNE
(warning)
5 YeegomneHus (notice) YBeoM/IEHNE CUCTEMbI, HeaBapuiiHoe coobLleHne
6 NHdopMaLyoHHble NHdopMaLyoHHbIE COOBLLIEHUSI CUCTEMBI
(informational)
7 OtnasouHble (debug) OTnafouHble CO0BLLEHNSI NPeoCTaBsAT N0/b30BaTesNto NHhopmaLmio s

KOPPEKTHOI HACTPOIKN CUCTEMBI
[na nonyvyeHns HOBbIX COOOLLEHWI B XXYpPHasie COObITUI HEOBXOANMO HaXXaTb Ha KHOMKY «OBGHOBUTb».

Mpy HEO6GXOAMMOCTM BCE CTapble COOBLLEHUSI U3 XXypHasa MOXHO YAaINTh, HAXaB Ha KHOMKY «OUMCTUTbY.
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5.4.5 TMogmeHto «CeTeBas MHGopMaLns»
B nogmeHio «CeTeBas MHhopmaums» OCyLLLECTBSETCA MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOMCTBA.

ELTEX  WEP-50L

MoHWTOPHHT Radio VAP CeTeBble HaCTPOMKK BHewHWe cepBnch Cucrema

Wi-Fi KnueHTH! Craryc WAN
CTaTucTuka no Tpaduky WnTepdeiic br0
CkaHuposaHue sthupa Mpotokon DHCP

IP-aapec
JKypHan coBbiruit

Ethernet

CeTesan uHdOpMaLMA >

ETH1 ETH2
Wrdopmayuma o CocTosHKe nopta Up CocTosHue nopta Down
pagvouHTepdencax
CropocTb 1000
Wrdopmayus ob ycrpolictee Aynnexc Full
MpuHaTO 4.2 MGawT (4 445 084 GaiT)
MNepeaaHo 505.5 KBanT (517 642 Sawt)
ARP v

Ne IP-appec MAC-agpec

MapLpyTsl v
Ne WHTepdenc HasHauenune Wnios Macka ®narn
0 br0 0.0.00 0.0.0.0 uG

1 br0 0.0.0.0 u

Cratyc WAN:

VHmepabelic — nmsa bridge-uHtepdeiica;

e [IpomoKo/1 — NPOTOKON, UCNO/b3yeMbI Ansa goctyna k cetn WAN;
IP-adpec — IP-agpec ycTpoicTBa BO BHELLHENR CeTu;

e [IpUHSIMO — KONNYeCTBO NpuHATLIX HA WAN 6aiiT;

e [lepedaHo — KonNnuecTBo nepeaaHHbix ¢ WAN 6aiT.

Ethernet:

e CocmosiHue nopma — cocTtosiHne Ethernet-nopTa;
e CKOpOCmMb — CKOPOCTb NoAKMNo4YeHUs no nopTy Ethernet;
e [lyniekc — pexum nepefayn AaHHbIX:

e Full — nonHbIi aynnekc;

e Half — nonyaynnekc.

ARP:
B ARP-Ta6nuue cogepxutca nidopmauus o cootrsetctaum IP- n MAC-agpecoB cocelHMX CETEBbIX YCTPOWCTB:

¢ |P-adpec — IP-agpec yCcTpoiicTBa;
e MAC-adpec — MAC-aapec ycTpoicTsa.

MapLupyThbl:

e MIHmepaelic — nvs bridge-nHtepdeliica;
HasHauyeHue — IP-afpec xocTa unv NoAceTy HasHauYeHNs, 0 KOTOPbIX YCTAHOB/IEH MapLUpYT;

LLmo3 — IP-agpec Wwi3a, Yepes KOTOPbIN OCYLLLECTBNSETCA BbIXOA, HA ajpecaTa;
e Macka — macka nogcetu;

®1acu — onpefeneHHble XapakTePUCTUKN JaHHOTO MapLupyTa.
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CyLLEeCTBYIOT criefytolye 3HaueHns ¢o1aroB:

U — ykasblBaeT, YTO MapLUpyT CO34aH U ABSAETCHA NPOXOANMbIM.

H — yka3biBaeT Ha MapLUpyT K onpeAeneHHOM y3ny.

G — yka3bIBaeT, YTO MapLUpyT NposieraeT Yepes BHELUHWI Wwnio3. CeTeBoi nHTepgelic CUCTEMBI
npegocTas/iseT MapLUpyTbl B CETU C NPAMbIM MNOAKI0YEHMEM. Bce npoyre mapLupyTbl NPOXOAAT
yepes BHeLUHWe W/o3bl. Prarom G oTMevatoTcs BCe MapLUpyThbl, KOOMe MapLUpyTOB B CETU C
NPAMbIM NOAK/TOYEHNEM.

R — ykasbIBaeT, 4TO MapLUpyT, CKopee BCero, 6bi/1 co34aH ANHaMUYEeCKUM MPOTOKOI0M
MapLupyTu3aumnm, paboTatoLwmm Ha /I0KasIbHOM cucTeme, NoCpecTBOM napameTpa reinstate.

D — ykasbIBaeT, UTo MapLwpyT 6bi1 Ao6aB/eH B pe3ynbTaTte Nosly4yeHns coobLLeHNs
nepeHanpasnenns ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o MapLipyTe u3
coob6ueHnst ICMP Redirect, mapLlupyT BkIoYaeTcs B Tabnuuy MapLipyTusanmm, HToobl NCKAUNTD
nepeHanpasfneHve 18 nocseayoLwmx nakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, 4TO MapLIpyT NOABEPrcs N3MEHEHNIO, BEPOSATHO, B pe3y/ibTaTe paboThbl
AVHaMMYEeCKOro NpoToKoa MapLupyT1M3aLmmn Ha JI0KasIbHOM cucTeMe 1 NPYMEHEHMA napameTpa
mod.

A — yka3biBaeT Ha 6yhepn3oBaHHbI MapLUpPyT, KOTOPOMY COOTBETCTBYET 3anvchb B Tabnvue ARP.
C — yKasbIBaeT, YTO MCTOYHMKOM MapLupyTa sBnseTcs 6ydep mapLupyTusaunm agpa.

L — yka3bIBaeT, 4TO MYHKTOM Ha3Ha4YeHUss MapLupyTa SBNseTCA O4WH U3 aapecoB AAaHHOMO
KoMnbloTepa. Takne «/1oKasibHble MapLUPYTbI» CYLLECTBYIOT TONbKO B Bydhepe MapLupyTmnsaymm.

B — yka3bIBaeT, UTO KOHEYHbIM NMYHKTOM MapLupyTa SAB/ISeTCs LWMPOKOBeLLaTe bHbI agpec. Takne
«LLUMpOKOBeLLaTe IbHbIE MapLIpyThbl» CYLLECTBYHOT TO/IbKO B Oydhepe MapLupyTM3auun.

| — yKasbIBa€eT, UTO MapLUpyT cBs3aH C kosbleBbIM (loopback) nHTepdelicom ¢ Lesnbo NHOIA,
HeXesnnm obpallleHne K KObLLeBOW CeTU. Takne «BHYTPEHHNE MapLLpPYTbI» CYLLECTBYHOT TO/TbKO B
6ychepe mapLupyTUsaLun.

I — yka3blBaeT, YTo gelitarpaMmbl, HanpaeaseMble No 3TOMy agapecy, byayT oTBepraTbes
CUCTEMOI.
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B nogmeHio «MHpopmayuma o paguonHTepdericax» 0TO6paKeHO Tekylllee COCTOsIHME paanonHTepdericos

PykoBoacTso no akcnayatauun WEP-50L

-
eLTEX  WEP-50L
MOHUTOPHHT Radio VAP CeTeBble HAaCTPONKKU BHeLLHUe CepBUCh Cuctema ru (BbIXOA,
Wi-Fi KnueHTbl Radio 2.4 Ty
CTaTUCTHKa No TpatuKky Crartyc BbIKMIO4YEHO
Ck 5 MAC-agpec
CkaHupoBaHme aupa
Pexum |EEE 802.11b/g/n/ax/be
KypHan codblTui
Radio 5 'y

CeteBan WHOOPpMaUua

WHpopmauua o
paauouHTepdeicax >

MHpopmauua ob yCcTponcTse

Cratyc
MAC-agpec
Pexum
Kanan

LUnpuHa kavana, Mry

BKno4eHo

IEEE 802.11a/n/ac/ax/be
44 (5220 M)

20

PaavonHTepencsl ToUkn AOCTyna MOryT HaXOAUTLCA B ABYX COCTOAHUAX: «BK/IHOYEHO» 1 «BbIK/THOYEHO».
Crartyc Kaxzoro u3 paguonHtepdeincos oTpaxaeTcs B O4HOUMEHHOM napameTpe «CraTyc».
CraTtyc Radio 3aBvcUT OT TOrO, eCTb /1M Ha JaHHOM pagnouHTepdelice BK/IOYEHHbIE BUPTYasibHbIE TOUKM

poctyna (VAP). B cnyyae ecnv Ha paguonHTepdelice nmeeTcs XoTs 6bl ogHa aktmBHas VAP, Radio 6yget

HaxXoaAnTbCA B CTaTtyce «BKkntoyeHo», MHaye — «BbIK/HOYEHO».

B 3aBMcumocTy oT cTaTyca Radio Ans MOHMTOpYHra AOCTyNHa cnegyrowas nHopmaums:

«BbIK/THOYEHOY»:

e Cmamyc — COCTOsIHUe paguovHTepdeiica;
e MAC-adpec — MAC-agpec pagnonHtepdeiica;
e Pexxum — pexum paboTbl pagrnonHTepdieica cornacHo ctaHgaptam IEEE 802.11.

«BKIKOYEHO»:

e Cmamyc — COCTOsIHVE paauonHTepdelica;

MAC-adpec — MAC-agpec pagnovHTepdelica;
Pexum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;
KaHasn — Homep 6ecnpoBOAHOro KaHasa, Ha KOTOpoM paboTaeT paanonHTepgeic;

e [llupuHa kaHas1a — LUMPUHAa NOJI0Chl YacTOT KaHaua, Ha KOTOPOM pa60TaeT pa,EI,I/IOVIHTep(beVIC.
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5.4.7 TMoameHto «MHtopmaumnsa 06 ycTpoincTee»

B noameHio «MHopmayma 06 ycTponcTBe» 0TOOpaxXeHbl OCHOBHble xapakTepucTtukn WEP-50L.

JELTEX

MOHWTOPUHT Radio VAP

Wi-Fi KnueHTbI
CTaTuCTHKa No Tpacuky
CkaHupoBaHue adupa
XKypHan coObITu#
CeTeBas UH(opmMauma

WHdopMauma o
paguouHTepdencax

WHopmauusa o6 ycTpoiicTee >

WEP-50L

CeTeBble HaCTPOMKH BHELUH1E CEpBHUCHI

M3penue

AnnapatHas Bepcus
3asoackoi MAC-aapec
CepuitHblit HoMep
Bepcua MO

PesepsHan sepcua MO
Bepcua 3arpysyuka
CucTeMHoe BpeMa
Bpema paboTbl

3arpyska LNy
Wcnonb3yeman namatb

< OGHOBHTH

Cuctema - (BbIX0A)

WEP-50L
2v0
0C:EE:20:26:61:E0

WP62000048

09.06.2026 10:04:33
0 AaH, 00:18:34

N

23%

36% 168 MoaiT / 460 MoanT

e /I30e/iue — HaMMeHOBaHNe MoAeNn yCTPOCTBa,;

e AnnapammHasi Bepcusi — Bepcus annaparHoro obecneyeHnst yCTponicTea;

e 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepcpeiica yCTpoIiCcTBa, yCTaHOB/IEHHbIV 3aBOA0M-
N3roToBUTENEM,;

e CepuliHbIli HOMEP — CEPUHbIA HOMEP YCTPOICTBA, YCTAHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM,;

e Bepcusi O — Bepcus NporpammMHOro obecrneyeHns yCcTpoicTBa;

e Pe3zepsHas sepcusd O — npegblaywan ycrtaHoBsieHHasn sepcus MNoO;

e Bepcus 3a2py34yuka — Bepcusi NporpamMmMHoro obecneyeHns 3arpysuyvka ycTponcTsa;

e CucmeMHoe BpeMs — TeKyLle BpeMSA 1 AaTta, yCTaHOB/IEHHbIE B CUCTEME;

e Bpewmsi pabombl — BpeMs paboTbl C MOMEHTA NOCNeAHErO BKIKOYEHUSA UK Nepe3arpy3ku yCTPONCTBa,;

e 3azpy3ka L1y — cpeaHwnii NPOLEHT 3arpy3ku npoueccopa 3a nocnegHve 5 cekyHg,

e Vcrosb3yemasi namMmsimes — MPOLEHT NCNO/Ib30BaHUA onepaTyBHON NaMsATh YCTPOICTBa.
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5.5 MeHio «Radio»

B meHto «Radio» npon3BoanTCsA HacTpoiika pagmonHTepdencos ycTponcTaea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHio «Radio 2.4 Iy OCyLLECTBNSAITCA HACTPOIKM OCHOBHbIX NapaMeTpoB paanovHTepdeiica
yCTpOIiCTBa, paboTaloLlero B AgvanasoHe 2.4 I,

ELTEX WEP-50L

MOHUTOPUHT Radio VAP CeTeBble HaCTPOMKK BHeluHue cepBUCH! Cuctema u~ BbIX0/1

Radio 2.4 Ty > Obuwue
Radio 5 'y Pexum |EEE 802.11b/g/n/ax/be v
LlononH1TENBHO ABTOMaTU4ECKUI BLIOOP KaHana

OFpaHMHlITb CNUCOK KaHanos

WnpuHa kanana, Mry 40 v
OCHOBHOW KaHan Lower v
MoLHOCTb curHana, Abm 16 v

KaHanbHas CKopocTb nepeaadn Auto v

[JononHuTEnNbHO v

* Pexum — pexum paboTbl nHTepdieiica coriacHo cneayowmum cTaHgapTam:
e |EEE 802.11b/g/n;
e |EEE 802.11b/g/n/ax;
e |EEE 802.11b/g/n/ax/be;
e |EEE 802.11be.

e ABmomamu4deckul BbI60p KaHasia — Npu ycTaHOB/IEHHOM dolare To4ka 6yaeT aBToMaTnyecku
BblGMpaTh HaMMeHee 3arpyXXeHHblli paguokaHan ans paéotel Wi-Fi-uHTepdpeiica. Mpu cHATOM chnare
OTKpbIBaeTCA JOCTYN [/1 YCTaHOBKM CTaTUYeCcKoro paboyero KkaHana,

e KaHas1 — BbIOOp kaHaa nepefayv faHHbIX;

e Oz2paHu4ums CrucoK KaHas08 — Npu yCTaHOB/IEHHOM do/iare Toyka focTyna 6yaeT Ucnosib3oBarb
OorpaHnYeHHbI NoNb3oBaTesIeM CNMCOK KaHau1o0B 4715 paboTbl B aBTOMAaTU4eCckoM pexume Bbibopa
kaHana. Ecnu conar HanpoTtus «OrpaHNYnTb CNCOK KaHa/10B» He YCTaHOB/IEH UN B CNNCKE
OTCYTCTBYIOT KaHaJlbl, TO TOUKa AOCTyna 6yaeT BblbpaTb pabounii kaHan 13 Bcex AOCTYMNHbIX KaHa/10B
AaHHoro gnanasoHa JacToT. KaHanb!l guanasoHa 2.4 I'u; 1-13;

e lllupuHa kaHasa, My — wunpmHa Nonocbl HacTOT KaHas1a, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuHUMaeT 3HadeHns 20 n 40 My,

e OCHOBHOU KaHa/1 — napamMmeTp MOXeT ObITb U3MEHEH TOJIbKO MPW NPOMYCKHOM CNOCOBHOCTU CTaTUYeCKN
3aaHHoro KaHana, pasHoi 40 MI'y. KaHan 40 My, MOXHO cuMTaTb COCTOALWMM U3 ABYX KaHasioB no 20
MI L, KOTOpble rpaHnYaT B YaCTOTHOM 06/1acTu. 3TU ABa kaHana 20 My Ha3bIBaOT NEPBUYHBIM U
BTOPWYHbIM KaHanamu. NMepBuYHbIA kKaHas UCNOJb3yeTCs KNMeHTamu, KOTopble NoAAepXUBatoT TONbKO
nosnocy nponyckaHusa kaHana 20 MIy;

e Upper — nepBu4YHbIM KaHasioM BygeT BepxHuil kaHan 20 MI'y, B nosioce 40 MIy;
e Lower — nepBUYHbIM KaHas1oM ByaeT HxHUIA kaHan 20 MI'y, B nosoce 40 My,
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e MowHocmb cuaHasia, 0bM — perynnpoBka MoOLHOCTU curHana nepegarumka Wi-Fi B gbm. MpuHnmaeT
3HauyeHune ot 0 0o 16 gbwm;

e KaHasibHasi ckopocmb repedadyu — hUKCMpoBaHHasa CKOPOCTb 6eCnpoBOAHOW Nepefayn AaHHbIX,
onpegensemas cneundukaumamu ctaHgaptos IEEE 802.11.

© B cnyuae, ecnu B cnicke «OrpaHNuMTL CNINCOK KAHA/IOB» YKa3aH HeoCTYMNHbI Ans BbiGopa kaHas, To
OH OyZeT OTMeYeH cepbiM LBETOM. [1n1A TOro 4tobbl HoBas KOHUrypaums bina npMMeHeHa Ha Touke
[ocCTyna, B cnuncke «OrpaHnynTb CMMCOK KaHaUu10B» AO/DKHbI ObITb YKa3aHbl TOMIbKO AOCTYMHbIE
(BblAENEHHBIE CUHUM LBETOM) KaHaJslbl.
Mpumep. Ha Touke fgocTyna ewe He NPOM3BOAUIOCH HUKAKMX HACTPOeK, N0 ymonyaHuto Ha Radio 2.4
My, yctaHoBneHa «WnpuHa kaHanna» 20 Ml'y, a B cnucke «OrpaHnYmTb CMMCOK KaHaU10B» YKa3aHbl
KaHasbl: 1, 6, 11.
[Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LLvpuHa kaHanay», pasHblii 40 My, MNpu n3meHeHun
JaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoguT cnegytoulee:

e 0151 peAakTMpoBaHNs OTKpbiBaeTcs napameTp «OCHOBHOW KaHas1», MPUHUMAIOLLMIA 3Ha4YeHne no

yMOJ14aHuto «Lower»,
e kaHau1 11 B cnucke «OrpaHNYnTb CNNCOK KaHa/10B» MEHSET CBOW LBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napameTp «LUvpuHa kaHana» Ha 40 ML 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTUK Ha KHOMKy «[puMeHNTb» B Gpay3epe NosiBUTCS oLIMOKa «BBefeHHble faHHble coaepxaT
OLWNGKN. MI3MEHEHNA He Bbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOHCDUIYpaLMsa TOUKM focTyna
M3MEHEHA He ByAeT. TO NPOUCXOAUT NO NPUYUHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPbIM LLBETOM B
cnmcke «OrpaHUYnTL CMMCOK KaHa/I0B», HE NOAXOAAT nog onpeaeneHne «OCHOBHOW kKaHasn» = Lower.
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B pasgene «[JononHNTEIbHO» OCYLLECTBNAETCS HACTPOIiKa AOMNOMHMTE NbHbBIX NapaMeTpoB paanonHTepdeiica
yCTpOCTBA.

[OONONHUTENBHO v

OBSS Coexistence
KOpOTKMI SaLYMTHLIA MHTEPBAN
STBC
Mepuoa oTnpasku cnyxebHbix coobLyeHun, mc 100
Mopor oparmeHTaymm 2346
Mopor RTS 2347
Arperauus
KopoTkas npeambyna
Wewnep Broadcast/Multicast, nak/c

Legacy Rate Sefs Rate (Mbps) 54 48 36 24 18 12 11 9 6 55 2 1

Supported

Basic
Wi-Fi Multimedia (WMM)
Pennukauywa ARP
Pexum pabotel DHCP Snooping replace v
Onuus 82 copmar CID APMAC-SSID v
Onuus 82 cpopmar RID ClientMAC v
®opmar MAC-aapeca AA'BB:CC:DD:EE:FF v

Brnounte QoS

+ MNpuMeHnTL X OTmeHa

e OBSS Coexistence — pexum aBTOMATUYECKOr0 YMEHbLLEHUS LMPUHBI KaHasa npu 3arpyXeHHoM
pagnoadmpe. MNMpu yctaHoBNEHHOM ch/iare pexunm BK/THOYEH;

e Kopomkul 3awWjumHbIl uHmMepsas — NOALEPXKKA YKOPOUEHHOr0 3allMTHOIO nHTepBasa. Toyka goctyna
nepegaeT fAaHHble, NCNO/b3ys 3aluTHbI nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM C
KnneHTamu, KOTopble Takke NoAAEPXMBAtOT KOPOTKNIA 3alLMTHbIA MHTEpBaT,

e STBC — meTOo, NPOCTPAHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBaHUS, Hanpas/IeHHbI Ha NOBbILLEHNE
HafeXHOCTW nepefayuv faHHbIX. [1py ycTaHOBMEHHOM dhiare yCTPOCTBO nepefaeT OAMH NOTOK AAaHHbIX
yepes HeCKOJ/IbKO aHTeHH. Ecnu donar He ycTaHOB/EH, YCTPOMCTBO He nepeAaeT OAMH U TOT e NOTOK
[aHHbIX Yepe3 HECKOJIbKO aHTEHH,;

e [Tlepuod omnpasKu c/y)ebHbix coobweHul — nepunoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepeparoTcs Ana obHapyXXeHust ToUkM fgocTyna B achmpe. MapameTp npuHnumaeT 3HavyeHus 20—2000 mc,
no ymonyaxuio — 100 mc;

e [Topoe ghpaecmeHmayuu — nopor hparmeHTauunm opeinma B 6aiitax. NMpuHUMaeT 3HadYeHns 256—2346,
no ymonyaxuio — 2346;

e [Topoz RTS — yka3bIBaeT unc/io 6aiiT, yepes KOTopoe nocbliaeTcsa 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE [aHHOr0 3HAUYEHWSA MOXET Y/yulunTb paboTy TOUKM A0CTyNa npu 60/1bLLIOM
KO/INYeCTBe NOAKMNHOYEHHbIX KIMEHTOB, O4HAKO 3TO YMEeHbLIAeT 06LLYyH NPOMYyCKHY CNOCOBGHOCTb
6ecnpoBogHoii ceTu. MpuHumaeT 3HavyeHns 0—2347, no ymonyanuwo — 2347;

o Azpezayus — BknoveHne noggepxkn AMPDU/AMSDU;

e Kopomkasi npeambysia — UCNosib30BaHNe KOPOTKON npeamby bl NakeTa;
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Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBNIEHHOM do/iare BbINOJIHAETCA orpaHmyeHme
nepefaun LWMPOKOBeLLaTeIbHOro/My/ibTUKAcTOBOro Tpadmka no 6ecnpoBogHol ceTu. Jiumnt ans
LUMPOKOBELLLATE/ILHOTO TPaghmka MOXHO yKa3aTb B NOSBUBLLEMCSA OKHe (nak/c);
Legacy Rate Sets — nogaepXxvBaemble 1 TPaHCNMPyEMble TOUKONM A0CTyna Habopbl KaHaIbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3M KoHBepTupoBaHusa ARP-3anpocoB u3 Broadcast B Unicast;
Pexum pabomsl DHCP Snooping — Bbl6op nonutukn obpabotkn DHCP onunn 82. locTynHbIe 3HAYEHUA
Ana Bolbopa:
* jgnore — obpaboTka onuun 82 oTK/IDYEHA. 3HAYEHME MO YMONYaHWIO;
® remove — TOYKa [0CTyna yaasiseT 3HayeHne onuun 82;
 replace — ToYka 4OCTyna NOACTaBASAET UM 3aMeHseT 3HaveHve onuumn 82. MNpu BbIGOpe AaHHOro
3HaYeHnA ONA pefakTMpPOBaHUA OTKPbIBAOTCA Crefylowme napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HavyeHus napameTpa CID, MOXeT npuHnUMaThb 3Ha4YEeHNUS:
o APMAC-SSID — 3ameHa 3Ha4eHua napameTpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaueHne Mo YMOSTHaHUI;
e SSID — 3ameHa 3HavyeHus napameTpa Ha uma SSID, K KOTOPOMY NOAK/THOUYEH K/INEHT,;
e custom — 3aMeHa 3HayeHus napameTpa CID Ha 3HayeHue, ykazaHHOe B
napametpe «Onuus 82 yHukasibHbIin CID»;

e Onyus 82 yHukasbHbIlU CID — npon3BonbHasa CTPoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepegasatbcs B CID. Ecnu 3HayeHre napameTpa He 3a4aHo, Touka
o6yneTt nsameHATsb CID Ha 3HaveHue no ymonvaumio — APMAC-SSID;

e Onyus 82 gpopmam RID — 3ameHa 3HayeHus napameTtpa RID, MoxeT npuHumMaThb
crnefyoume 3Ha4yeHus:

e ClientMAC — n3meHsTb cogepxmnmoe RID Ha MAC-aapec K/IMeHTCKOro yCTpoiicTBa.
3HayeHune Nno ymos4yaHuio;

e APMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec Touku [oCTyna;

e APdomain — n3meHsTb cogepxumoe RID Ha AOMeH, B KOTOPOM HaxoAuTCs Touka
[ocTyna;

e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»;

e Onyus 82 yHuka/bHbIU RID — npon3BosibHasA cTpoka 4o 63 CMMBOJI0B, KOTOpas
6ynet nepegasartbes B RID. Ecnn 3HaueHne napameTpa He 3afaHo, Touka
6yneT nameHsTb RID Ha 3HadyeHune no ymonyaHuto — ClientMAC;

e ®opmam MAC-adpeca — Bbl6op pasgenvteneii oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
o AA:BB:CC:DD:EE.FF — B KauecTBe pasfenuTesia BbICTynaeT 3HaK ABOETOUMS.
3HayeHue Nno yMmos4yaHuio;

e AA-BB-CC-DD-EE-FF — B xayecTBe pa3fe/siuTesia BbICTyNaeT 3HaK TUpe.
e Bksrodumb QoS — npu yCTaHOB/IEHHOM dhnare AOCTyMNHa HacTpoiKa yHKUMIA o6ecneyeHns KavecTsa
o6cnyxusanua (Quality of Service). laHHbI (hyHKLMOHAN NO3BO/ISAET NEPEONpeAeUTL NapaMeTpsbl
EDCA. Mo ymonuaHuto QoS Bcerga BK/IOYEH.
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[N HACTPOIKN o6ecneyeHnst KauecTBa 06C/TYXXMBAHWUA AOCTYNHbI CeaytoLme hyHKLU:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) -

Data 2 (Best Effort)

Data 1 (Bugeo)

Data 0 (Fonoc)

Station EDCA Parameters
Ovuepeab AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7

Data 2 (Best Effort)

Data 1 (Bugeo)

N}

Data 0 (Fonoc)

N)
[
«

e AP EDCA parameters — Ta6nmua HacTpoek napaMmeTpoB TOUKM AocTyna (Tpadmk nepeaeTcsi OT TOUKM
[0CTYNa K K/IMEHTY):

e Oyepedb — NpefonpeeneHHble ouepean 418 pas/IMyHoOro poga Tpaduka:

e Data 3 (®0oH) — HMU3KONPMOPUTETHAsS oUYepe/b, BbICOKasi MPONYCcKHas CNoCco6HOCTb
(npnoputeTbl 802.1p: cs1, cs2);

e Data 2 (Best Effort) — cpeiHenproputeTHas ouepefpb, CPeAHss NPornyckHas Cnoco6HOCTb U
3a/epxka. B gaHHyto ovepepb oTnpasiseTcs 601bLUNHCTBO TPAAUUNOHHBIX IP-AaHHbIX
(npnoputeTbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKONPUOPUTETHASI oUYepe/lb, MMHUMasIbHbIE 3aAepPXKU. B aaHHO
oyepeaum aBTOMaTMyeCK/ obpabaTbiBalOTCA BUAEOAaHHbIE, YYBCTBUTEIbHbIE K BPEMEHN
(npnoputeTbl 802.1p: cs4, csb);

e Data 0 (F'o/10c) — BbICOKOMPUOPUTETHAs ouepeb, MUHUMa/IbHbIE 3a[1ePXKN. B fAaHHOI
oyepeaun aBTOMaTMyeCcKkn obpabaTbiBalOTCA AaHHble, HyBCTBUTE/IbHbIE K BDEMEHM, TaKne Kak
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsi oxuaaHus kaapos (chpeiimos)
OaHHbIX, U3MepseTcsa B c/ioTax, NpUHUMaeT 3HadeHnsa 1-255;

e cWMin — Havyas/IbHOE 3HaYeHVEe BPeEMEHW OXMAaHUA nepes NoOBTOPHOW OTNPaBKon kaapa,
3a4aeTcd B MUIIMCEKyHAax, NnpuHumaet 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHre cwMin He MOXeT npeBbIWwaTb 3HavyeHne cwMax;

e cwMax — MmakcumaibHOe 3HaYeHne BpeMeHn oXxXnaaHus nepes noBTOPHON OTNpaBKoK Kaapa,
3a4aeTcd B MUIIMCEKyHAaxX, NpuHuMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHve cwMax [O/MKHO 6bITb 60/bLUE 3HaYeHUss cwMin;

e TXOP Limit — napamMeTp UCMNONb3yeTCA TO/IbKO AN AaHHbIX, NnepejaBaeMbiX OT KMeHTa 40 TOYKU
foctyna. Bo3amMoXHOCTb nepefayn — HTepBaUsl BpeMeHW, B MUIJIUCEKYHAAX, KOorAa KMeHTcKas
WME-cTaHums nmeeT npasa MHULMMPOBAaTh nepesady AaHHbIX Mo 6ecnpoBOAHON cpefe K ToUke
A0CTyna, MakcumMmasibHoe 3HavyeHne 65535 munancekyHa,

e Station EDCA parameters — Tabnuua HacTpPoeK napameTpoB knmeHTa (Tpaduk nepeaaeTcs oT KveHTa
[10 TOYKM focTyna). OnucaHue nosei TabnunLbl NPMBEAEHO BbILLE.

[Nsi BCTYN/IeHUSI B Uy HOBOM KOHQOUIypaLun 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBUCHMYIO NaMsThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWNI HaXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 Mu»

PykoBoacTso no akcnayatauun WEP-50L

B noameHto «Radio 5 N uy» OCyLLECTBIAKTCA HACTPOMKN OCHOBHbIX NapaMeTpoB paanonHTepdeiica
YCTPOICTBa, paboTatowero B guanasoHe 5 'y,

“ILTEX  WEP-50L

Radio VAP  CeTeEbie HacTpoiikm  BHEWHMe cepeucsl  Cuctema U~ (Bbixod

Radio 2.4 Ty, 0Obume
Radio 5y Pexum IEEE 802.11a/n/ac/ax/be v
[ononkuTensHo ABTOMaTH4ecKuit BbIGOp KaHana

OrpaH4mTL CTIMCOK KaHanos

WwupuHa kaHana, My 40 v
OcHOBHOI KaHan Upper v
MowHocTs curHana, ABm 17 v

KananbHas CkopocTs nepeaasin Auto v

L ONONHUTENBHO v

m * Omaena

Pexum — pexum paboTbl UHTEpPGIeica cornacHo ctaHgapTam:

e |EEE 802.11a/n/ac;

e |EEE 802.11a/n/ac/ax;

o |[EEE 802.11a/n/ac/ax/be;

e |EEE 802.11be.
Asmomamudyeckull 8bI60p KaHas1a — NPy YCTaHOB/IEHHOM (piare Touka 6yeT aBToMaTuyecku
BblGMpaTb HaMMeHee 3arpy>XeHHblii pagnokaHan ans pabotsl Wi-Fi uHTepdieiica. Mpu cHATOM dhnare
OTKpbIBAETCSA AOCTYN A/ YCTAHOBKM CTaTMYeCcKoro paboyero kaHana;
KaHasn — BbIGOp KaHau1a nepefayn faHHbIX;
OepaHuyums CrnucoK KaHas108 — Npu yCTaHOBNIEHHOM chiiare Touka gocTyna 6yaeT ncnonb3oBatb
OrpaHvyeHHbIN Nosib3oBaTesieM CNUCOK KaHaU10B 419 paboTbl B aBTOMaTUYECKOM pexnme Bblbopa
kaHana. Ecnu dpnar Hanpotme «OrpaHnynTb CNMCOK KaHaI0B» He YCTaHOBJ/IEH N B CMICKE
OTCYTCTBYIOT KaHaJlbl, TO TOUKa A0CTyrna 6yaeT BblbpaTb pabounii kaHan 13 BcexX AOCTYMHbIX KaHa/10B
AaHHoro ananasoHa yacToT. KaHasbl gnanasoHa S 'Tu: 36—64, 132-144, 149-165;
LupuHa kaHasna, My — wmnprHa Noa0Ckbl YacTOT KaHas1a, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuHumaet 3HadveHus 20, 40, 80 n 160 Ml'y;
OCHOBHOU KaHa/1 — napameTp MOXET ObITb U3MEHEH TOJIbKO NPW NMPONYCKHON CNOCOOGHOCTU CTaTUYECKU
3a/laHHOro kaHana, paBHoi 40 MI'y. KaHan 40 MIMy, MOXHO cUMTaTb COCTOSLLMM N3 ABYX KaHasoB no 20
MI L, KOTOpble rpaHuyaT B YaCTOTHOW 061acTu. 3Tn ABa kaHana 20 My Ha3bIBaOT NEPBUYHBIM U
BTOPUYHBLIM KaHas1iamu. MepBUYHbIA KaHa! UCNONb3YEeTCH KNNeHTaMu, KOTopble NoALEPXMBAOT TO/IbKO
nosiocy nponyckaHusa kaHana 20 MIru;

e Upper — nepBUYHbIM KaHasIOM 6yaeT BepxHuii kaHan 20 My, B nonoce 40 My,

e Lower — NepPBUYHbIM KaHasioM 6yaeT HMxHUIA kaHan 20 MMy, B nonoce 40 MIy,.
MowHocmb cueHasia, 0bm — perynmpoBka MowHOCTH curHania nepegaryunka Wi-Fi B gbm. MpuHumaeT
3Ha4veHne ot 0 go 17 gbwm;
KaHasibHasi ckopocmsb nepedadyu — PUKCUpPOBaHHasi CKOPOCTb 6ecnpoBOAHON Nepefayn gaHHbIX,
onpepensiemas cneuudomkaunsamm ctaHaaptos IEEE 802.11.
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© B cnyuae, ecnun B cncke «OrpaHNuMTL CINCOK KAHA/IOB» YKa3aH HeoCTYMHbI Ans BbiGopa kaHas, To

OH OyZeT OTMeYeH cepbiM LBETOM. [1n1A TOro Ytobbl HoBasA KOHQMrypaums bina npMMeHeHa Ha Touke
[ocCTyna, B cnuncke «OrpaHnynTb CMMCOK KaHaUu10B» AO/DKHbI ObITb YKa3aHbl TOMIbKO AOCTYMHbIE
(BblAENEHHBIE CUHUM LBETOM) KaHaslbl.
Mpumep. Ha Touke focTyna eLle He NPOU3BOANIOCE HUKAKMX HACTPOEK, MO yMoyaHuio Ha Radio 5
My, yctaHoBneHa «WnpuHa kaHana» 20 Ml'y, a B cnucke «OrpaHnYmTb CMMCOK KaHaU10B» YKa3aHbl
kaHasbl: 36, 40, 44, 48.
[Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LLvpuHa kaHana», pasHblii 40 My, MNpu n3ameHeHun
JaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoguT cnegytoulee:

e OS5 peAakTUpoBaHNs OTKpbiBaeTcs napameTp «OCHOBHOW KaHas1», MPUHUMAIOLLMIA 3Ha4YeHne no

ymonyanuio «Upper»,
e kaHas1bl 36 1 44 B crnucke «OrpaHNYnTb CNINCOK KaHa/10B» MEHSAIOT CBOW LBET C CMHETO Ha CepbIl.

Ecnu naveHnTb napameTp «LvpuHa kaHana» Ha 40 ML 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTUK Ha KHOMKy «[puMeHNTb» B Gpay3epe NosiBUTCS oLuMOKa «BBefeHHble faHHble coaepxaT
OLWNGKN. MI3MEHEHNA He Bbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOHCDUIypaLMsa TOYKM focTyna
M3MEHEHA He ByAeT. TO NPOUCXOAUT NO NPUYUHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPbIM LLBETOM B
cnmcke «OrpaHuYnTb CMMCOK KaHa/I0B», He NOAXOAST nog onpeaeneHne «OCHOBHO kaHasn» = Upper.
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B pasgene «[JononHNTEIbHO» OCYLLECTBNAETCS HACTPOIiKa AOMNOMHMTE NbHbBIX NapaMeTpoB paanonHTepdeiica
yCTpOCTBA.

[ ONONHUTENBLHO v

OBSS Coexistence

Mogaepxka DFS BxnroueHo v
KOpOTKMI 33LUNTHLIM MHTEPBan
STBC [
Mepuog oTnpasku cnyxebHbiX COODLIEHMIA, MC 100
Mopor pparmeHTaymnu 2346
Mopor RTS 2347

Arperaums

Kopotkas npeambyna

LWewnep Broadcast/Multicast, nak/c

Legacy Rate Seis Rate (Mbps) 54 48 36 24 18 12 9 6
Supported
Basic 0O 0O O O O

Wi-Fi Multimedia (WMM)

Pennukauna ARP

Pexum pabotel DHCP Snooping replace v
Onuma 82 popmar CID APMAC-SSID v

Onyua 82 popmar RID ClientMAC v

®opmat MAC-aapeca AABB:CC:DD:EE:FF v

Bxniounts QoS

+ MNpumeHnTs X OtmeHa

e OBSS Coexistence — pexum aBTOMaTUYECKOro YMeHbLUEHNS LUMPUHBI KaHasa Nnpu 3arpy>eHHoM
paanoadmpe. MNMpu yctaHOBNEHHOM ch/iare pexxmm BKITHOYEH;

e [loodepxxka DFS — MexaHU3M ANHAMUYECKOro Bblbopa 4acToThl. TpebyeT OoT 6ecnpoBOAHbIX YCTPOWCTB
CKaHMpoBaTb pagmnoadup 1 n3beraTb UCMNOSIb30BAHNA KAHAU10B, COBMNaaloLwmnxX ¢ KaHaiamm, Ha KOTopbIX
paboTalT pagnoniokaLMoHHble cucTemMsl B 5 'L, AnanasoHe:

* Bbik/1l04eHO — MexaHun3M BblktoveH. DFS-kaHasbl He [OCTYNHbI A1 Bbl6opa;
* BK/Il04EHO — MeXaHU3M BKJ/THOYEH,;
e [IpuHyoumesibHO — MexaHu3m BblKNo4YeH. DFS-kaHanbl AOCTYNHbI 419 Bbl6opa.

e Kopomkul 3aWjumHbIl UHMepBsas — NOALEPXKKA YKOPOUEHHOr0 3allMTHOIo nHTepBasa. Toyka gocrtyna
nepeaaeT AaHHble, UCNosb3ys 3aluTHbI nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM ¢
KMeHTaMu, KOTopble Takke NoALepXMBat0T KOPOTKUIA 3alLMTHbIA MHTepBaUT,

e STBC — meTof, NPOCTPaHCTBEHHO-BPEMEHHOI0 6/104HOr0 KOAMPOBAHUSA, HanpaB/IeHHbIM Ha NOBbILWEHNe
HaAeXHOCTW nepefayv faHHblX. Mpy ycTaHOB/IEHHOM ¢hnare yCTPOMUCTBO nepesaeT O4MH NOTOK AaHHbIX
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yepes HeCKOJ/IbKO aHTeHH. Ecnu donar He ycTaHOB/EH, YCTPOWCTBO He nepefaeT OAMH U TOT e NOTOK
[aHHbIX Yepe3 HECKOJIbKO aHTEeHH,;

e [Tlepuod omnpasKu c/1yebHbiX coobweHul — nepuog nocbisikn Beacon-thpeiimoBs. ®peimbl
nepeparoTcs Ana o6HapyXXeHUs TOUKM AocTyna B achmpe, npuHumMaeT 3HadeHnsa 20—-2000 mc, no
ymonyanuio — 100 mc;

e [Topoz chpaecmeHmayuu — nopor hparmeHTaunm opeinma B 6aiitax. NMpuHUMaeT 3HadYeHns 256—2346,

no ymonyaxuio — 2346;

MMopoe RTS — ykasbiBaeT unmcno 6alit, yepes KoTopoe nocblaeTcsa 3anpoc Ha nepegady (Request to

Send). YMeHbLUEeHVE [aHHOIr0 3HAUYEHWSA MOXET Y/y4ylunTb paboTy TOUKM A0CTyNa npyu 60/1bLLIOM

KO/INYeCcTBe NOAKMNHOUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYH NPOMYCKHY CNOCOOHOCTb

6ecnpoBofHoi ceTu. MpruHumaeT 3HayeHnsa 0—2347, no ymonyaHuo — 2347;

o Azpezayus — BknoveHne nogaepxkn AMPDU/AMSDU;

Kopomkasi npeambynia — ncnosb3oBaHe KOPOTKON npeamby bl nakeTa;

Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBNIEHHOM do/iare BbINOIHAETCA orpaHMyeHme

nepegauu LWMpoKoseLlaTeIbHOro/MynbTUKacTOBOro Tpadumka no 6ecnpoBOfHON CETU. YKaXKUTE NUMUT

AN LUMPOKOBELLATENBHOMO Tpadhmka B NOsIBMBLUEMCSI OKHe (Nak/c);

Legacy Rate Sets — nogaepXxvBaemble 1 TPAHCMPYyEMble TOUKONM A0CTyNna Habopbl KaHaIbHbIX

cKopocTei;

Wi-Fi Multimedia (WMM) — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);

Pennukayusi ARP — mexaHn3M KoHBepTupoBaHusa ARP-3anpocoB n3 Broadcast B Unicast;

Pexum pabomsl DHCP Snooping — Bbl6op nonutukn obpabotkn DHCP onunn 82. JocTynHbIe 3HAaYEHUA

Ana Bolbopa:

e jgnore — obpaboTka onumm 82 oTkoYeHa. 3HaYeHre No YMOJTHaHWIO;
® remove — TOYKa [0CTyna yaasiseT 3HayeHne onuun 82;
 replace — ToYka 4OCTyna NOACTaBASAET UM 3aMeHseT 3HaveHve onuumn 82. MNpu BbIGOpe AaHHOro
3HaYeHnA ONA pefakTUpPOBaHUA OTKPbIBAOTCA Creaylowue napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HavyeHusa napameTpa CID, MOXeT npuHMMaTh 3Ha4YEeHNUS:
o APMAC-SSID — 3ameHa 3Ha4eHuna napameTpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaueHne Mo YMOSTHaHUI;
e SSID — 3ameHa 3HaveHus napameTpa Ha uma SSID, K KOTOPOMY NOAK/HOUYEH K/INEHT,;
e custom — 3aMeHa 3HayeHus napameTpa CID Ha 3HayeHue, ykazaHHOe B
napametpe «Onuus 82 yHukasibHbIin CID»;

e Onyus 82 yHukasbHbIlU CID — npon3BonbHasa CTPoka A0 52 CMMBOJ/IOB, KOTOpas
oyaet nepegasatbcs B CID. Ecnu 3HayeHre napameTpa He 3a4aHo, Touka
6yaeT nsmeHATb CID Ha 3HaveHne no ymondaHuo — APMAC-SSID;

e Onyus 82 gpopmam RID — 3ameHa 3HayeHus napameTtpa RID, MoxeT npuHumMaThb
crnefyoume 3Ha4yeHus:

e ClientMAC — n3meHsTb cogepxmnmoe RID Ha MAC-aapec K/IMeHTCKOro yCTpoiicTBa.
3HayeHune Nno ymos4yaHuio;

e APMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec Touku [oCTyna;

e APdomain — n3meHsTb cogepxumoe RID Ha AOMeH, B KOTOPOM HaxoAauTCs Touka
[ocTyna;

e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»;

e Onyus 82 yHuka/bHbIU RID — npon3BosibHasA cTpoka 4o 63 CMMBOJI0B, KOTOpas
6ynet nepegasartbes B RID. Ecnn 3HaueHne napameTpa He 3afaHo, Touka
6yneT nameHsTb RID Ha 3HadyeHune no ymonyaHuto — ClientMAC;

e ®opmam MAC-adpeca — Bbl6op pasgenvteneii oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
o AA:BB:CC:DD:EE.FF — B KauecTBe pasfenuTesia BbICTynaeT 3HaK ABOETOUMS.
3HayeHune Nno ymos4yaHuio;
e AA-BB-CC-DD-EE-FF — B xayecTBe pa3fesiuTesia BbICTyNaeT 3HaK TUpe.

e Bkrodumbs QoS — npu yCcTaHOB/IEHHOM dhnare AOCTyMNHa HacTPoKa yHKLUMIA o6ecrneyeHns KavecTsa
o6cnyxusanua (Quality of Service). laHHbI (hyHKLMOHAN NO3BO/ISAET NEPEONpeAeUTL NapaMeTpsbl
EDCA. Mo ymonuyaHuto QoS Bcerga BK/IOYEH.
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[N HACTPOIKN o6ecneyeHnst KauecTBa 06C/TYXXMBAHWUA AOCTYNHbI CeaytoLme hyHKLU:

AP EDCA Parameters
Ovepeas AIFS cwMin cwMax TXOP Limit

3
Data 3 (®oH) 7 15 v 1023 v

Data 2 (Best Effort)

Data 1 (Buaeo)

Data 0 (Tonoc) 1 3 v - v 17

Station EDCA Parameters
Ouyepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) . 15 v 1023 v

Data 2 (Best Effort) 3 15 v 1023 v

Data 1 (Bugeo)

Data 0 (Fonoc) ” 3 v 7 v 17

e AP EDCA parameters — Ta6/u1ua HacTpoek napaMmeTpoB TOUKM AocTyna (Tpadmk nepegaeTcsi OT TOUKM
[0CTYNa K K/IMEHTY):

e Oyepedb — NpefonpeeneHHble ouepean 418 pas/IMyHoOro poga Tpaduka:

e Data 3 (®oH) — HMU3KONPUOPUTETHAs oUYepe/pb, BbICOKasi MPONyCcKHasi CNoCO6HOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

* Data 2 (Best Effort) — cpeiHenproputeTHas ouepefpb, CPeaHsa NPornyckHas CnoCo6HOCTb U
3agepxka. B gaHHyto ovepepb oTnpasnisieTcs 60/1bLUNHCTBO TPAANLMOHHbLIX |P-AaHHbIX
(npuoputeTbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKONPUOPUTETHAS OUYepe/lb, MMHUMasIbHbIE 3aAepPXKU. B aaHHO
oyepeam aBTOMaTMyeckn obpabaTbiBalOTCA BUAEOAAHHbIE, YYBCTBUTEIbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

e Data 0 (F'os10c) — BbICOKOMPUOPUTETHAs ouepeb, MUHUMa/IbHbIE 3a[1ePXKN. B AaHHO
oyepeaum aBTOMaTMyeCckn obpabaTbiBalOTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHM, TaKne Kak
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsi oxuaaHuns kaapos (chpeiimoB)
OaHHbIX, U3MepPSeTca B cnoTax, NpUHUMaeT 3HadeHns 1-255.

e cWMin — Havyas/IbHOE 3HaYeHVe BPeEMEHW OXMAaHUA nepes NoOBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUINUCEKYHAAX, NpuHMMaeT 3Hadvenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHre cwMin He MOXeT npeBbIwaTb 3HavyeHne cwMax;

e cwMax — MmakcumasibHOe 3HaYeHne BpeMeHn oXnaaHus nepes noBTOPHON OTNpaBKoK Kaapa,
3ajaeTcs B MUANUCEKYHAAX, NpuHMMmaeT 3Hadvenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHve cwMax LO/IKHO 6bITb 60/bLUE 3HaYeHUss cwMin;

e TXOP Limit — napameTp UCMNONb3yeTCA TO/IbKO AN AaHHbIX, NnepefaBaeMbiX OT KfMeHTa 40 TOYKU
foctyna. Bo3amMoXHOCTb nepefayn — HTepBasl BpeMeHW, B MUIJIMCEKYHAAX, KOorAa KMeHTcKas
WME-cTaHums nmeeT npasa MHULMMPOBAThL nepegady AaHHbIX Mo 6ecnpoBOHON cpefe K ToUke
[0oCTyna, MakcumMmasibHoe 3HavyeHne 65535 mnnancekyHa,

e Station EDCA parameters — Tabnuua HacTpPoeK napameTpoB kveHTa (Tpaduk nepeaaeTcs oT KveHTa
[10 TOYKM focTyna). OnucaHue nosei TabnuLbl NPpMBEAEHO BbILLE.

[Nsi BCTYN/IEHUSI B CU/Y HOBOI KOHQOUIypaLun 1 3aHeCEHNs1 HACTPOEK B SHEPTOHE3aBUCHMYIO NaMAThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWNIA HAXXMUTE KHOMKY «OTMEHA».
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5.5.3 MoameHto «[onoNHUTENbHO»

B nogmeHo «[lonoNnHUTENIbHO» OCYLLIECTB/IAETCA HACTPOKa AONO/THUTENbHLIX NapaMeTpoB
pagnovHTepdelicoB ycTpolicTaa.

=LTEX  WEP-50L

MOHUTOPUHT Radio VAP CeTeBule HacTpoWKu BHelwuHue cepeuce Cucrema

Radio 2.4 Ty JlononHuTensHo
Radio 5 My Crpana Poccua v [JPasbnokuposats

moBantHas uzonAUMA

[lononHuTensHo >

e CmpaHa — Ha3BaHWe CTpaHbl, B KOTOPOI paboTaeT Touka AocTyna. 15 Bbibopa cTpaHbl HY)XXHO
BbICTaBUTb (pnar «Pa3bnoknpoBatb». B 3aBUCUMOCTM OT yKa3aHHOTrO 3Ha4YeHnsa 6yayT NpUMEHeHb!
OrpaHMyeHnst K MOsI0CE YacTOT M MOLLHOCTUN NepeaaTtynka, KoTopble AeCTBYHOT B AaHHON cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBMUCUT CMIMCOK AOCTYMHbIX YACTOTHbLIX KAHA/10B, YTO BNNSIET Ha
aBTOMaTtmyeckuii BbiIbop kaHana B pexume Channel = Auto. Ecnn kiveHTckoe 060pyaoBaHmne
NNLEH3MPOBAHO A/151 UICNOMb30BaHNS B APYroM pernoHe, BO3MOXHO, yCTAHOBUTb CBSI3b C TOYKO
[OCTyna B TaKOM C/lyyae He yaacTCs.

€@ Hacrtpoiika nokasibHbIX (PervoHanbHbIX) OrpaHUUeHuii, BKIYas paboTy Ha paspeLleHHbIX
YaCTOTHbIX KaHa/1ax U BbIXOHOM MOLLHOCTU, SIBNSETCA OTBETCTBEHHOCTLIO UHCTA/INISITOPOB.

© BLIGop HeNpaBUILHOMO PErMoHa MOXeT NPUBECTY K NPO6/1eMaM COBMECTUMOCTY C Pa3HbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

e [/106a/1bHast uU30/19yusi — NPV YCTaHOB/IEHHOM (py1are BKk/IloHaeTcsa N301aumusa Tpadouka Mmexay
KnneHTamm pasHbix VAP 1 pasHbiXx pagnonHTepdeincos.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOI KOHQOUIypaLun 1 3aHeCEHMs1 HACTPOEK B 3HEPTOHE3aBUCKMYIO NaMsATb
HaXKMUTE KHOMKY «[pUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHa».

47



PykoBoacTso no akcnayatauun WEP-50L

5.6 MeHto «VAP»

B meHi0 «VAP» BbINO/HAETCS HAcTpolika BUPTyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMogmeHo «CymmapHO»

B noameHio «CymmapHoO» oTobpaxatoTca HacTpoliku Bcex VAP Ha pagnonHTepdoeiicax Radio 2.4 'y, n Radio
5 Ty. MoXXHO NOCMOTPETL HACTPOIKN KaxKa0l BUPTyasibHOM ToUkM B pasgenax VAPO—-VAPG.

ELTEX  WEP-50L

MoHuUTOpUH Radio VAP CeteBule HacTpOWKK Brelunue cepeucel Cuctema -~ (ebixog

CymmapHo > 24T1Ty 5y
24Ty VAP  BknwouveHo Pexum 6ezonacioctu  VLANID SSID Tpaucnupoeatb SSID  Pexum Band Steer  Uzonauus abonentos

5y VAPO BoikntoueHo N ( (
VAP1 BeikntoueHo
VAP2 | BeiknioueHo
VAP3 [ BhikntoueHo

lNMokazatb Bee

e VAPO-VAP6 — nopsiIKOBbIA HOMEP BUPTYasIbHON TOUKM A0CTYNa;

* Bk/1l04eHO — Npuv YyCTaHOBIEHHOM (piare BUpTyasibHasa To4Ka A0CTyna BK/OYEHa, MHaye — BbIK/HYEeHa;

e Pexxum 6e3ornacHocmu — TUN WMAPOBAHUA AaHHbIX, UCNOb3YEMbI HA BUPTYasIbHOW TOYKE 40CTYNa;

e VLAN ID — Homep VLAN, c KOTOporo 6yaeTt cCHUMaTbCs MeTka npu nepegade tpadmka Wi-Fi knmeHTam,
NoAKIYEHHbIM K faHHou VAP. Mpu npoxoxaeHuy Tpadvka B 06paTHYHO CTOPOHY Ha HETermpoBaHHbIi
Tpaduk oT KIMeHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk);

e SSID — nms BUPTYasibHOI 6ecrnpoBOAHOM CeTw;

e TpaHcnuposamb SSID — npu ycTaHoBNEHHOM dhnare BK/OUYeHo BellaHue B achmp SSID, nHave —
BbIK/IHOYEHO;

e Pexum Band Steer — npn ycTaHOBNEHHOM hiare akTMBHO NPUOPUTETHOE NOAKIOYEHNE KMeHTa K 5 T
cetn. Ans paboTtbl yHKUMM HYXXHO co3aaTtb VAP ¢ ognHakoBbiM SSID Ha kaxxaom pagmonHTepdeiice n
aKTMBMpPOBaTb Ha HUX NapameTp «Pexum Band Steer»;

* V/I30/1584usi abOHEHMOB — NPV YCTaHOBNEHHOM chiare BK/I0UEHa U301AUMA Tpadimka Mexay KiMeHTamm
B npegenax ogHon VAP.

[Nsi BCTYN/IeHUSI B CU/TYy HOBOI KOHQOUIypaLun 1 3aHECEHNS1 HACTPOEK B 9HEPTOHE3aBUCHMYIO NaMsaTb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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MoameHto «VAP»

-ILTEX  WEP-50L

DHHT

VAP  CeTeBbie HACTPOIiKM  BHELUHME CEPENCh Cuctema - BbIX0A

CymmapHo VAPO VAP1 VAP2 VAP3 VAP4 VAPS VAP6

24Ty OBLWHe HaCTPOIKKU

5y BrnioueHo
VLAN ID
SSID WEP-50L_2.4GHz
Tpaxcnupoeats SSID /]
Pexum Band Steer
Wsonaums aBoHeHToB
Mogaepxxa 802.11k/v
Pennukayus Multicast
Mpuopuret DSCP v
Pexum Minimal Signal

MuHUManNbHLIA YpOBEHb CHrHana, ABM -100

Mopor ypoBHs cUrHana npu poymutre, ABm -100

Wntepsan Minimal Signal. ¢ 10

MaKcMmanbHoe KONMYECTEO KNMEHTOB 0

Pesxum GesonacHocTH BuIKNIO4EHO v (-]

Moaaepxka 802.11r

Pexum OWE Transition none v

O6LMe HaCTPOMKU:

Bk/io4eHO — npu ycTaHOBIEHHOM ch/iare BUpPTyasibHasA TOUka AOCTyrna BK/IHOYEHA, MHaYe — BbIK/IIOYEHa,
VLAN ID — Homep VLAN, c koToporo 6yaet cHAMaTbca MeTka npu nepegade tpaduka Wi-Fi kivenTtam,
NOAKNIOYEHHbIM K faHHoM VAP. Mpu npoxoxaeHun Tpadrika B 06paTHYt0 CTOPOHY Ha HETErMpOBaHHbIM
Tpaduk oT KIMeHTOB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk);
SSID — ums BUpPTYyasibHOI 6eCnpoBOAHO CeTY;
TpaHcuposams SSID — npu ycTaHOBNEHHOM ¢hnare BK/ItoUYeHo BewaHme B achmp SSID, nHave —
BbIK/TFOYEHO;
Pexxum Band Steer — npun ycTaHOBNIEHHOM (hriare akTBHO NPUOPUTETHOE NOAK/IIOYEHNE KNneHTa Kk 5 Ty,
ceTun. Ansa paboTbl hyHKUMM HYXHO co3gaTb VAP ¢ oguHakoBbiM SSID Ha KaxaoMm paanonHTepdelice un
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;
W3onsayus aboHeHMos — Npun yCTaHOB/IEHHOM ddiare BKIKOYEHa U3015AUMs Tpaurka Mexay KimeHTamm
B npegenax ogHoin VAP;
lModoepxka 802.11k/v — BKNOUNTL Nogaepxkky ctaHaapTos 802.11k/v Ha BUPTyaibHOW TOUKe AOCTYNa;
Pennukayusi Multicast — npun yctaHoBneHHOM chnare Multicast-Tpadmk B CTOPOHY KNMEHTOB byaeT
npeobpasosbiBaTbCA B Unicast 40 KaXA0ro KNMeHTa, Npy OTKIHOYEHHOM — NMPOoXoanTb 6e3
mMoandukaLmnia;
lpuopumem — BbIGOP cnocoba npuopuTusaunn. OnpegenseT nosne, Ha 0CHOBaHWM KOTOPOro Tpadvk,
nepegawLuincsa B pagmonHtTepgeiic, byget pacnpegenstbcsa no oyepeasm WMM:

e DSCP — bygeTt aHanusnposartbcs npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

e 802.1p — 6ypeT aHanmsmpoBaTbest npuoputeT 13 nons CoS (Class of Service) TermpoBaHHbIX

MakeToB.

Pexxum Minimal Signal — npv yctaHOB/IeHHOM dhnare oyHKUUS OTKIoYeHUs kKnneHTckoro Wi-Fi
o6opyfoBaHusi Npu HU3KOM ypoBHe curHasnia (Minimal Signal) BkntoueHa. ns paboTbl oyHKUMOHaNA
HeobX04MMO HaCTPOUTL Cneaylowue napaMmeTpsbl:

e MuHUMa/IbHbIU YPOBEHb CU2Ha/1a — YPOBEHb CUTHaNa B ABM, HUXKe KOTOPOro NponcxoauT

OTK/IHOYEHNE KIIMEHTCKOro 060pyi0BaHNs OT BUPTYasibHOM ceTw;
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 [Topo2 ypoBHS cugHasia rnpu poyMuH2e — YyPOBEHb YyBCTBUTE/IbHOCTN POYMUHTa B ABM, H/Xe
KOTOPOrO MPOUCXOAUT Nepek/ToyeHe KNIMEHTCKOro 060pyA0BaHMA Ha APYryro TOUKY AOCTyna.
MapameTp o/mKeH ObITb Bblle, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasia»: ecnu «MUuHUMasibHbIU
YypoBeHb cuzHas1a» paBeH -75 AbM, To «[lopoe yposHs cuzHasia npu poymMuHae» LOSHKEH ObITb
paseH, Hanpumep, -70 gbwm;

e VIumepsasn Minimal Signal — nepnog BpemMeHu, N0 UCTEYEHUN KOTOPOro NPUHMMaEeTCs peLueHne
06 OTK/IOUYEHNN KITMEHTCKOrO 060pyA0BaHMs OT BUPTyasibHON CETU.

e Makcuma/ibHoe KO/lu4ecmso K/IUeHmMos8 — MakCUMasibHO AOMYyCTUMOE YMC/I0 NOAKMI0YAEMbIX K
BUPTYaJ/IbHOW CETU K/TMEHTOB;
e Pexum 6e3onacHocmu — pexvum 6e30nacHoCTM AocTyna K 6ecrnpoBOHOW CeTu:

* BbIK/Il0YEHO — He UCNosb30BaTh LWNpoBaHve A/18 nepefayn gaHHbIX. Touka AOCTynHa o1s
NOAK/TOYEHNS JTI0B0r0 K/INEHTa;

e OWE (Opportunistic Wireless Encryption) — meTog, luncppoBaHusi, ob6ecnednBatoLLmii 6e3onacHoOCTb
[laHHbIX, NepejaBaeMbix N0 He3aLWULLEHHON ceTw;

o WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — crnocobsbl g poBaHus, npu BbiIoope o4HOro 13
cnocoboB 6yaeT AOCTyNHa creayloLlas HacTponka:

e Koy WPA — knod/naposib, He06X04UMbI /19 NOAKOYEHUSA K BUPTYa/IbHOWN TOUKe
goctyna. JsimHa kioya coctasnsaet oT 8 4o 63 CMMBOJIOB.

o WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPAS3-Enterprise, WPA3-
Enterprise — pexum LWMpoBaHUA kaHa1a 6ecnpoBOAHON CBA3W, NPU KOTOPOM K/TMEHT
aBToOpM3yeTCA Ha LeHTpaim3oBaHHOM RADIUS-cepBepe. /19 HACTPOKN AAaHHOTO pexunma
6e3onacHocTU TpebyeTcs ykasaTb napameTpbl RADIUS-cepBepa. Takke TpebyeTcs ykazaTb KoY
ona RADIUS-cepsepa. MNpu BeiGope onpegeneHHoro pexmnma 6e3onacHocTn 6yayT AOCTYMHbI
crnepfyloLme HacTpOnKu:

Pexvm GesonacHocTi WPA2/WPA3-Enterprise v e
MFP  OnumoHansto .
PMKSA kowwposatine
Moanepxea 802.11r
Bpyunyio
FT-over-DS
Kniod MoBunsHoro focTyna RO root
Knioy MoGunsHoro aoctyna R
MneHTHQHKATOp MOBHAIBHOTO AOMEHA

Berpeunbiii MAC-agpec

N2 MAC-anpec YnaneHHsi# Kntod Mo6unbHoro goctyna RO YnaneHHslii Koy MoGunbHoro goctyna R1 RRB knioy RO RRB kniou R1

+ Jlo6asuts BEPHYTE

e MFP — 3awuta management-kaapoB (40CTynHO Npu pexume 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope Apyrnx pexrmmos
6e3onacHocTn MFP nepesogunTcsa B coctosiHne Omk/ilo4eHo, Npy BbIbope pexnmMa 6e3o0nacHoCcTu
WPA3, WPA3-Enterprise, MFP nepeBoautcs B COCTOSIHUE BK/1IOYEHO):

e OmkK/Il04eHOo — 3almTa management-kaZpoB OTK/IOYEHE;

e OnyuoHa/IbHO — 3aWmTa paboTaeT, ecnv KMeHT nogaepxvsaet MFP. KnneHTbl 6e3 nogaepxku
MFP moryT nogxntoumnTbes K gaHHoi VAP;

e Bk/io4eHO — 3alumTa BK/IYEHa, KNNEeHTbI, He nogaepxusatowme MFP, nogkmiountbca He MoryT.

© B crangapre IEEE 802.11be (Wi-Fi 7) pekomeHgyeTcs CNoNb30BaTh pexuMbl 6esonacHocTyt WPA2/
WPA3, WPA3 nnn OWE.

e PMKSA kawuposaHue — pnar ynpasnsieT BK/IHOYEHNEM K3LUIMPOBaHMS MHhopMauumn o NogxknoyYeHmnm
Enterprise-knmeHTa. MNMpn BKNHOYEHUN AAHHON PYHKLUKX TOYKA A0CTyna 3anoMMHaET KNMEHTCKoe
YCTPOIACTBO Nocsie aBTopm3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOM ayTeHTumkaumm Ha RADIUS-
cepsepe npu NOAKIYEHNN B TEYEHME 3TOr0 BpeMeHW. BkoueHne AaHHON oyHKLUMM cokpallaeT BpemMs
pPOYMWHIra Npy BO3BPALLEHNN KNMEHTA Ha Touky B pexnme WPA Enterprise. HacTpolika AocTynHa TOMbKO
npu pexumax 6esonacHoctu Enterprise;
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e 802.17r — doyHKLMOHAN BbICTPOr0 POYMUHra, paboTaeT TO/IbKO C K/IMeHTaMu, KOTopble NoaaepXusaroT
ctaHgapT IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH ToNbKo mexay VAP ¢ pexumamun 6e3onacHocTu
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.

IModdepxxka 802.11r — BKNIOUNTb NoAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOM TOUKe AOCTYNa;
Bpy4Hyo — npy yCTaHOB/IEHHOM ¢hiare nosiBAsSieTCA BO3MOXHOCTb PYYHON HACTPOIKN
napameTpoB POYMUHTa;

FT-over-DS — BkntoueHve pexuma «Over the DS»;

Knrou mobusibHo20 docmyna RO — yHUKaNbHbIV KoY AN AaHHol VAP, Hanpumep, CepuiiHbIii
HOMep;

Kntou mobusibHo2o docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETb B BbIBOAE KOMaH/bI
ifconfig);

MoeHmugbukamop MobusibHO20 OOMEHA — HOMEP TPYNbl, B pamMmKax KOTOPO MOXET ObiTb
coBepLleH PoyMuHr. NMpuHumMaeT 3HadeHnsa ot 0 go 65535;

BcmpeuHbili MAC-adpec:

e MAC-adpec — MAC-agpec VAP-nHTepderica BCTpeUHOol ToUkn gocTtyna. MakcumasnbHoe
Konu4yecTtBo — 256;

* Y0asieHHbIU K/104 MObU/IbHO20 docmyrna RO — yHUKa/IbHbIW KoY, AO/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeyHOol Touke AoCTyna;

e Y0aneHHbIl K/1to4 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BCTpeyHol Touke
JocTyna;

* RRB k1104 RO — cnyvaiiHbiii kntod. He gomkeH coBnagatb ¢ «RRB ko4 R1», HO
0653aTenIbHO Jo/MKeH coBnagaTh ¢ «RRB ko4 R1» BCTpeuHol Toukn goctyna. AavHa
Knoya — 16 CUMBO/IOB;

* RRB k1104 RT — cnyvaiiHbiii kntod. He gomxeH cosnagatb ¢ «RRB kitoy RO», HO
06513aTenIbHO fo/mKeH coBnagath ¢ «RRB kitou RO» BCTpeuHol Touku goctyna. AivHa
Kntoya — 16 CMMBOSIOB.
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RADIUS:

RADIUS
HomeH root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa | sesess @
Wcnons3oBaTth akkayHTUHr yepez RADIUS
Vicnonsz20BaTh Apyrie HacTpoikM AnA
aKKkayHTUHra
|IP-agpec RADIUS cepeepa ana 192.168.0.1
aKKkayHTUHra
Mopt RADIUS cepeepa anA akkayHTUHra 1813
Mapons RADIUS cepeepa AnA akkayHTUHra | sesses @
MNepuoanueckan oTnpaeka akkayHTUHra
VHTepean oTnpaBku akkayHTUHra 600

JomeH — AOMeH noJsib3oBartens,
IP-adpec RADIUS cepsepa — agpec RADIUS-cepsepa;
Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbI UCNOb3yeTca A8 ayTeHTMdmKauum n
asTopuaunu,
lMaposb RADIUS cepsepa — naponb ana RADIUS-cepBepa, UCNob3yemoro ans ayteHTudmkaumm n
asTopuaunu,
Ucnonb3osames akkayHmuHea Yepes RADIUS — npu ycTaHOBMEHHOM hbnare 6yayT oTnpaBAATbCs
coobueHns «Accounting» Ha RADIUS-cepBep;
Ucnonb3osames opyaue HacmpolKu 07151 akkayHmMuHaa:
¢ |[P-adpec RADIUS cepsepa 0119 akkayHmuHza — agpec RADIUS-cepBepa, ncnosibayemoro asisi
aKKayHTUHIa;
e [Naposib RADIUS cepsepa 07151 akkayHmuHaa — naponb ana RADIUS-cepBepa, ncnosibayemoro ans
aKKayHTUHr;
Mopm RADIUS cepsepa 07151 akkayHmMuHaa — NopT, KOTOPbI 6yAeT NCNONb30BaH A1 c6opa akKayHTUHra
Ha RADIUS-cepsepe;
lMepuoduyeckasi omrpaska akkayHmuHaa — BKII0YUTb Nepuognveckyto OTnpasky COO6LLEHUI
«Accounting» Ha RADIUS-cepBep. 3agatb UHTepBasa OTNPaBKK COOOLLIEHWI MOXHO B None «/HTepsan
OTNpPaBK/ akKayHTUHra».
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[MopTasibHasg aBTOPU3aALUA:

Mpun pexnmax 6e3onacHocTu: BoeiktoueHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP gocTynHa
HacTpolika NopTasibHOM aBTOpM3aUun.

MopTanbHas asTopusayns

BknioumnTb
Hassanue BupTyansHoro noprana default

Aapec AN\ nepeHanpasneHus hitp://1192.168.0.1:3080/eltex_portal/

e BKk/1l0o4UMb — NpU YCTAaHOB/IEHHOM (o/lare aBTopusauumsi nonib3oBartesneli B ceTn byaeT NpomM3BoANTLCA
nocpeacTBOM BMPTyasibHOro noprana;

e HasgaHue Bupmya/ibHO20 ropmasia — UMs BUPTYasIbHOIo NopTasia, Ha KOTopbIil 6yaeT nepeHanpasieH
nosib3oBatesib NPy NOAKIOYEHUN K CETK;

e Adpec 0/15 rnepeHarnpas/sieHusi — afpec BHELLIHEro BUPTyasibHOro Noptasia, Ha KOTopbii 6yaeT
nepeHanpas/ieH Nosib3oBaTesib NPU NOAKNHOYEHNUMN K CETU.

OrpaHu4eHne CKOpOCTu:

OrpaH14eHnAa CKOpOCTH

Brnosuts

VAP Limit Down 0 KOMT/C
VAP Limit Up 0 KBuT/c
STA Limit Down 0 KOMT/C
STA Limit Up 0 KBuT/c

* Bk/1lo4UMb — aKTVBUPOBATb M0J1e HACTPOEK;

e VAP Limit Down — orpaHn4eHne nponycKHOM CNoCOGHOCTM B HaNpaB/fieHUM OT TOUKM A0oCTyna Ao
KTMEHTOB (B CyMMe), NOAK/THOUYEHHBIX K AaHHOW VAP, KGuT/c;

e VAP Limit Up — orpaHnyeHmne nponyckHo CNOCO6HOCTY B HANPaB/IEHUM OT K/IMEHTOB (B CyMME),
NoAKNHYEHHbIX K AaHHOW VAP, 0o ToUku aocTyna, Kéut/c;

e STA Limit Down — orpaHnyeHne NponyckHOW CNOCOOHOCTN B HanpaB/ieHMM OT TOUKM A0CTyna A0
KTMEHTOB (KaXK0ro B OTAE/IbHOCTM), MOAK/MOUYEHHbIX K AaHHo VAP, K6ut/c;

e STA Limit Up — orpaHuyeHne nponyckHOW CNoCO6HOCTU B HANPaB/IEHUN OT K/IMEHTOB (KaXaoro B
OTAEeNbHOCTM), MOAKMOUEHHbIX K AaHHoI VAP, oo Toukn gocTtyna, K6ut/c.
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KoHTponb goctyna no MAC

B gaHHOM nogpasaenie BbINosIHAETCS HacTpoiika cnuckoB MAC-afipecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTU
OT BbIGPAHHOI MNONNTUKN AOCTYNA, Pa3peLLeHo Uy 3anpeLleHo NoAKIYaTbes K gaHHon VAP.

KoHTpornb goctyna no MAC

BKNOYEHO

Monutuka 3anpetuTb v

Cnucok MAC-agpecoB

1 AA:BB:CC:DD:EE:FF - x

2 AABB:CC:DD:EEEE v x

* BK/1l04eHO — Npu yCTaHOBNIEHHOM ch/iare 6yfeT paboTarb BblopaHHas NoanTrka AOCTyna;
e [Toslumuka — NosMTuKa Joctyna. Bo3mMoXHble 3Ha4YeHus:
e 3anpemums — K faHHoi VAP 6yaeT 3anpelieHo nogkayarbes knneHtam, MAC-agpeca KOTopbIxX
cofepxarca B cnvicke. Bcem octanbHbIM A0OCTYN OyAeT paspeLleH;
e Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogxknivaTbCsa To/IbKo TeM knneHtam, MAC-
aZpeca KOTOpbIX coAepxaTcs B cnvcke. Bcem ocTanbHbIM AOCTYN OyAeT 3anpeLLeH.
e Crniucok MAC-adpecos — cnucok MAC-apecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH 4oCTyn K
AaHHoi VAP. MoxeT cogepxaTtb Ao 128 agpecos.

[na Toro 4To6bl A06aBUTL afpPec B CNMUCOK, HAXKMUTE KHOMKY n 1 B nosiBMBLLEMCS nosie Beeante MAC-

agpec. Utobbl yaanuTb aapec U3 Cnmcka, HaXKMUTE KHOMKY [E] B COOTBETCTBYIOLLEV CTPOKE.

Ecnn Bo3HMKIA HE06X0AUMOCTb A06aBUTb B cNUCcoK MAC-aapec KNneHTa, KOTOPbIA B AaHHbIA MOMEHT

MOJK/IOUYEH K TOUKE A0CTYNa, HAKMUTE B KOHLIE CTPOKM KHOMKY [:] 1 BbIGEPUTE HYXHbIA afpec U3 Cn1cka, OH
aBTOMaTUYeECK 06aBUTCS B Nose.

Mo ymonyaHuto B crnmcke otobpaxaeTcsa go 10 agpecos. 19 TOro 4tobbl yBUAETH NOJMHbLIV CMCOK B Cy4vae,
ecnv OH cogepxuT 6onee 10 aapecoB, HKMUTE KHOMKY «oka3aTb BCE».

10 AABB:.CC:DD:EE:AA v x

MokasaTtb BCE

[Nsi BCTYN/IeHUsI B CU/Ty HOBOI KOHOUIypaLun 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBUCKMYIO NaMsThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.7 MeHio «CeTeBble HACTPOIKN»

5.7.1 MogmeHto «CnucteMHasi KOHUrypaums»

=(T

EX  WEP-50L

HUTOPUHT CeTeBbie HACTPOKM  BHewkme cepeucsl  CucTema

CHCTeMHaR KOHPHTYPALMA Vs xocta WEP-50L
foctyn TeorpaduueckHit 3oMeH root
VLAN ynpaenexus Terminating v
VLAN ID
Nporokon Static v
Cramuueckuit IP 192.168.1.10
Ceresan macka 255.255.255.0
Wnios
Mepawurbiii DNS

Bropuunbiii DNS

e /IMsi xocma — ceTeBoe UMS YCTPOICTBa, 3aaeTcs cTpoka 1-63 CMMBOJIOB: NaTUHCKME 3ar/iaBHble 1
CTPOYHble BYKBbI, LMdpbl, 3HaK aedunc «-» (aednc He MOXeT ObITb NOC/IEAHUM CUMBOJSIOM B UMEHMW);

e [eozpagpuyeckuli domeH — [OMEH y3/a fepeBa YCTPOCTB cucTeMbl ynpasnexnms EMS, B kKoTopom
pacrnonaraeTcsa Touka 4OCTyna;

e VLAN ynpasneHus:

* Beik/mroyeHo — VLAN ynpaBneHus He NCnosib3yeTcs;

e Terminating — pexwum, npu kotopoM VLAN ynpaBneHusi TepMUHMPYETCSt Ha Touke aocTyna (B 3ToM
c/y4yae y KNIMEeHTOB, MOAK/IYEHHbIX Yepe3 pagnonHTepdeiic, HeT goctyna Ao gaHHoro VLAN.

e Forwarding — pexwum, npy kotopom VLAN ynpasiieHuns nepegaeTcs Takxe B paguonHTepderic
(npu cooTBeTCTBYIOLLEN HacTpoiike VAP).

e VLAN ID — npeHtudmkarop VLAN, ncnonb3syemsliii 418 [OCTyNa K YCTPOMNCTBY, NPUHUMAET 3HAaYEHUA
1-4094,

e [IpomoKo/1 — BbIGOP NPOTOKO/IA, MO KOTOPOMY ByAeT oCyLecTBNATLCA noakatoyeHne no Ethernet-
NHTepcpeicy ycTpoicTBa K ceTv npefocTaB/ieHus ycnyr nposaingepa:

e DHCP — pexum paboTsl, Npu koTopoM IP-agpec, macka nogacetu, agpec DNS-cepsepa, W3 no
YyMOJIYaHUIO 1 Apyrue napameTpbl, Heob6xoanmMble 418 paboTbl B ceTu, byayT nonyyeHsl ot DHCP-
cepsBepa aBTOMaTUYECKY,

e Static — pexum paboTbl, Npy kKoTopoM IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
NHTeppenc HazHavatoTcs cTaTuyecku. MNpu Boibope Tuna «Static» AN peaakTMpoBaHUsA CTaHyT
[AOCTYMHbI C/iefytoLLve napameTpbl:

e Cmamudeckul IP — IP-agpec WAN-nHTepdheiica ycTpoiicTBa B CeTU NpoBaingepa;
e Cemesasi Macka — Macka BHeLUHeW noaceTy;
e llIn03 — agpec, Ha KOTOPbIN OTNPaBNsAETCA NakeT, ecnv ANS Hero He HadeH MapLupyT B
Tabsvue MapLipyTusaumm.
e [lepsuy4Hbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepepoB. Ecnu agpeca DNS-cepsepoB He
HasHauvaloTcs aBTomaTmyeckn no npotokony DHCP, 3agalite nx Bpy4Hyto.

[N BCTYNNEeHWs1 B CUYy HOBOI KOHCOUIypaLMmn 1 3aHECEHUST HACTPOEK B 9HEPTOHE3ABUCKMYH NaMATb
HaXXMUTE KHOMKY «[pUMEHNUTb». 115 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».
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5.7.2 MopameHio «JocTyn»

B noameHo «focTtyn» NpoM3BOANTCA HACTPOKa AOCTyNna K yCTPONCTBY nocpeactsom web-nHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

e [1n5 BKOYEHUA AOCTYNa K YCTPOICTBY Yepe3 web-uHtepdeic no npotokony HTTP yctaHoBuTe donar
HanpoTue «WEB». B NosiBUBLLEMCS! OKHE €CTb BO3MOXHOCTb NOMeHATb HTTP-nopT (Mo ymonyaHuo —
80). Amana3oH A0NYCTUMbIX 3HAUYEHWIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO yMoiyaHmio, ¢ 1025 no
65535 BKIHOUNTENBLHO;

e [1n5 BKOYEHUA AOCTYNa K YCTPOICTBY Yepe3 web-uHtepdeic no npotokony HTTPS yctaHoBute donar
Hanpotus « WEB-HTTPS». B nosiBUBLLEMCS! OKHE €CTb BO3MOXHOCTb NoMeHATb HTTPS-nopT (no
ymonuaHuo — 443). inana3oH A0NYCTUMbIX 3HAYEHMWIA NOPTOB, MOMUMO YCTAHOB/IEHHOTO MO
ymMmonyaHnuto, ¢ 1025 no 65535 BKNIOUNTENBHO;

o MopTbl ana npotokosioB HTTP n HTTPS He Ao/mkHbI UMETb 04MHaKOBOE 3HaYeHue.

e [1nA BKNOYEHMA OOCTYyNa K yCTpoincTBy Yepes Telnet yctaHoBuTe chnar Hanpotus «Telnety,
e 1A BKOYEHMA OOCTYyNa K yCTponcTBy Yepe3 SSH yctaHoBuTe hiar Hanpotus «SSH»;
e 1nqa BKNtoveHus goctyna kK yctpoinctey yepe3 NETCONF yctaHoBuTe donar Hanpotns «NETCONF».

MOHWTOPMHT Radio

VAP CeTeBbie HaCTPOHKK BHELUHME CEepBMCh Cuctema nu -~ BbIX0A

I TEX  WEP-50L

CuctemHas KoHMUrypaums WEB
Hoctyn HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet
SSH
NETCONF
SNMP
Maponb Ha yTeHne public
Maponk Ha 3anucb private
Aapec ana npuéma Tpanoe v1
Apnpec Ans npuéma Tpanos v2
Agpec ana npuéma coobuierui Inform
CucTeMHOE UMA YCTPOUCTEA WEP-50L
KoHTakTHas MHDOpMaUMa NponssoguTens Contact
MecTononoxeHue yCTponcTea Russia

Mapone B Tpanax trap
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MporpammHoe obecneveHne WEP-50L no3BonisieT n3MeHsTb KOHhMrypaumio yCTpoiicTBa, MPoOBOANTb
MOHWUTOPVHI COCTOSIHWUSI TOYKM AOCTyNa 1 e€ AaTUnKOB, a Takke ynpaBnsATb YCTPONCTBOM, MCNO/b3Ys NPOTOKON
SNMP.

[na nameHeHns Hactpoek SNMP yctaHosuTe donar HanpoTtus «SNMP», nocne vero ansa pegakrmpoBaHus
CTaHyT OOCTYnNHbI cnegyowme napameTpsl SNMP-areHTa:

e [1aposib Ha YmeHue — Naposib Ha YTEHNE NapameTpPoB (06LEeNpPUHATBLIN: public);

e [1aposib Ha 3anuch — NapoJib Ha 3anMcb NapamMeTpoB (06LWENPUHATBLIN: private);

e Adpec 0515 npuéma mparnos vl — IP-agpec nnn goMeHHoe M NnpuemMHmnka coobueHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 015 npuéma mparos v2 — IP-agpec nam OMeHHoe nms npmemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 07151 npuéma coobuwjeHull Inform — IP-agpec nnn OMeHHOe UMS NpUeMHMKa coobLeHuii Inform B

thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMS YCTPOWCTBa;

e KoHmakmmHasi uHghopmMmayusi npoussooumesisd — KOHTakTHas MHhopMaLma NpomM3BoANTENS YCTPOICTBA;

MecmonosoxeHue ycmpolicmsa — NHopMaLus 0 MeCTOMOIOXEHNUN YCTPOCTBE;

Maposib 8 mpanax — naposib, coaepxalymniica B Tpanax (no ymonyaHuwo — trap).

Hwxe npuBefeH CnMcok 06BbEKTOB, NOAAEPXKMBAEMBIX /19 UTEHUSA U KOH(DUTYPUPOBaHWA NOCpeACcTBOM
npotokona SNMP:

e eltexLtd.1.127.1 — MOHMTOPUHI NapameTpoB TOYKN AOCTyNa 1 NOAKMHYUYEHHbIX KIIMEHTCKUX YCTPOICTB;
e eltexLtd.1.127.3 — ynpaBneHne TOYKOI AOCTYNa;
e eltexLtd.1.127.5 — koHchburypmpoBaHme To4kn gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtndmkatop npeanpuatns «JTTEKC».
Moapo6Hoe onncanme OID WEP-50L goctynHo no cnepytowei cebinke: Onvcarne 01D Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHnAa B CUny HOBOA KOH(*)I/IpraLIII/II/I N 3aHECEHNA HaCTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OTMeHa».
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5.8 MeHt0 «BHellHMe cepBUChI»

5.8.1 TMNMopgmeHto «MopTasibHas aBTopu3auunsa»

MoameHio «MopTanbHasa aBTopUsauus» NpeaHasHaueHo A5 BKIOUYEHUS 1 HACTPOiiku cepBuca APB Ha
TOuke JocTyna.

Cepsuc APB ucnonb3yeTcs ans o6ecneyeHmnsi NopTasibHOr0 POYMUHTa KNMEHTOB MeXAy Toukamiu A0CTyna,
MOAK/UYEHHBIMU K CEPBUCY.

=L TEX WEP-50L

HITODH adio AP CeTeBbie HAaCTPOKNH  BHELUHHe Cepsucsl  Cuctema

Mopranshan asTopusaa BKNIOUMTS

Appec cepsuca APB ws://192.168.1.1:3090/apb/broadcast

AirTune

* Bk/1o4umb — npu ycTaHOB/IEHHOM dosiare Touka 6yaeTt nogknovarbes k cepsucy APB, agpec koToporo
ykasaH B none «Agpec cepsuca APB», ona obecneyeHnss NopTasibHOTO POYMUHIa KNIMEHTOB;

e Adpec cepsuca APB — agpec cepBuca APB ansi nogaepXkn poymuHra B pexxmme nopTasibHOM
aBTopu3auun. 3agaetcsa B popmaTe: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IEHUSI B CU/Yy HOBOI KOHOUIypaLun 1 3aHeCEHNs1 HACTPOEK B 3HEPTrOHE3aBUCHMYIO NaMsaThb
HaXKMUTE KHOMKY «[pUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

5.8.2 TMogmeHto «AirTune»
MoameHto «AirTune» npegHasHa4YeHo A5 BKAOUYEHNST U HACTPOWkn cepsuca AirTune Ha Touke gocTyna.

Cepsuc AirTune ncnonb3yeTcs Ans onTuMmusaummn pagmopecypcos (Radio Resource Management) u
aBTOMAaTMYEeCKOl HaCTPOKM 6ecioBHOro poymundra 802.11 k/r.

=T

Vi R

eX WEP-50L

CeTebie HacTPOiikM  BHeLUHME CepeucHl  CucTema -

MopTansbHas asTopusaums BrnounTte

Agpec cepsuca AirTune ws://192.168.1.1:8099/apb/rrm

AirTune

* Bk/1o4umb — Npu ycTaHOB/IEHHOM doiare Touka 6yaeTt noAknoyarbes K cepsucy AirTune, agpec
KOTOpPOro yka3aH B nose «Agpec cepsuca AirTune», ans obecneveHms yHkumii Radio Resource
Management n/unu poymudra 802.11 k/r;

e Adpec cepsuca AirTune — aapec cepsuca AirTune. 3agaetcsa B chopmaTe: «ws://<host>:<port>/apb/
rrmpy.

[Nsi BCTYN/IEHUSI B CU/TY HOBOI KOHQOUIypaLun 1 3aHECEHNS1 HACTPOEK B 9HEPTOHE3aBUCKMYIO NaMsaThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWI HaXXMUTE KHOMKY «OTMEHA».
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5.9 MeHtw «Cucrtemar

B MeHi0 «CucTeMar» BbIMOHAKTCA HACTPOKM CUCTEMbI, BDEMEHM, OCTYNA K YCTPOCTBY MO pa3/IMyHbIM
NPOTOKO/1aM, NPOM3BOANTCS CMEHA Naposist U 0GHOB/IEHME NPOrpaMMHOro ob6ecneyeHunst ycTpoiicTaa.

5.9.1 MogmeHto «O6HOBMNEHME O ycTpoicTBar

MogmeHto «O6HOBNEHUe MO ycTponcTBa» NpeaHa3HayeHo a1 06HOB/IEHNS NPOrPaMMHOro obecneyeHus
yCTpoiicTBa.

ELTEX  WEP-50L

MoHUTOpHHT Radio VAP CeTeBsle HACTPOIKK BHeluHve cepeucel Cucrema -~ (Bbixon,

O6Hoenenue MO ycrpoiictea > Axtueran sepeua M0

. Posepaansepon 10
KoHdpmrypauma

AxmyaneHas eepcus 10 docmynxa no adpecy: http://eltex-co.ru/support/downloads/
Mepezarpyaka

Daiin obHosnexuAa MO BuibepuTe dhaiin | Gaiin He ewibpan

AyTeHTUdMKaLMA
HKypHan
[ara v Bpema

OtnapouHan uHdopmauma

» AkmusHasi sepcusi [10 — Bepcusi NporpaMMHOro obecneyeHusi, ycTaHOB/IEHHOTO Ha YCTPOICTBE,
paboTaoLasi B aHHbIi MOMEHT;
e PesepsHasi sepcusi [10 — Bepcusi NporpaMMHOro obecneyeHus, ycTaHOB/IEHHOTO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepekniounTbest 6e3 3arpysku gaiina Mo.
e COeslamb akmusHOU — KHOMKa, N03BO/IAOLWAA cAenaTe pe3epBHyto Bepcuto MO akTUBHOWN, Anst
3TOro NoTpebyeTcs nepesarpyska ycTpoiicTea. AKTMBHas Bepcusi MO B 3TOM c/lyyae cTaHeT
pe3epBHO.

OG6HOBEHME NPOrpamMMHOro obecneyeHus

3arpysute caiin MO c cavita http://eltex-co.ru/support/downloads/, BbiopaB WEP-50L B cnv1cke yCTpOWCTB 1
COXpaHuUTe ero Ha KomnbtoTepe. Moce 3Toro HaxXMUTe KHOMKY «BbibepuTe dhalin» B none ®adis1 06HoB/EHUST
0 n ykaxuTe nyTb K chaiiny MO B chopmaTe .tar.gz.

[nsa 3anycka npowecca 06HOBNEHUST HEOGXOAMMO HaXaTb KHOMKY «3anycTuTb 06HOB/IEHME». MNpoLecc
06HOB/IEHMS 3alAMET HECKONBbKO MUHYT (0 ero TekyLleM ctaTyce 6yAeT ykazaHo Ha CTpaHuLE), Noc/e Yero
YCTPOCTBO aBTOMAaTUYECKN Nepe3arpy3unTcs.

@ He oTtkovaiite nUTaHWe ycTpoiicTea 1 He BLINOMHSATE ero nepesarpysky B npoLecce 06HOBNEHNA
Mno.
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5.9.2 MoameHo «KoHurypaums»

B nogmeHto «<KoHpurypaums» BbINOMHAETCS COXpaHEHUE U OBHOB/IEHNE TEKYLLLE KOHburypaumu.

ELTEX  WEP-50L

MoHUTOpUHI Radio VAP CeTeBble HacTpoWikn Brelunue cepeucel Cucrema - (Bbixon,

O6roenenue MO ycTpoiictea MonyuuTs apxue KoHUrypaLym ¢ 7 Crauars
ycTpoiictea

Kowrdmrypauya >

3arpy3wrb apxue HOHqJMI’yPELMM Ha Bbﬁegvﬁe Qaﬁn daitn He ab(spaH

MNepesarpy3ka YCTPOIACTEO

AyTeHTudmrauma

CBpoc Ha 2aBoAcKMe HACTPOIKM CoxpanuTs napameTps! AocTyna

AKypran
DNara u Bpema

OtnagouHas uHdopmaumua

MonyyeHne KoHuUrypaumm

UT06bl COXPaHUTb TEKYLLYH KOHGIUIypaLMio YCTPONCTBA Ha /I0Ka/IbHbIN KOMMNbIOTEP, HAXKMUTE KHOTMKY
«CKavyaTb».

OGHOBIEHNE KOHUTrypaLmm

[lns 3arpy3kn COXpaHeHHOro Ha SI0KaJ/lbHOM KOMMbIOTepe haiina KoHUrypaumm Ncnosb3yeTcs NyHKT «3azpy3
Umb apxus KoHgbuaypayuu Ha ycmpolticmso». lns 06HOBNEHNSA KOHUTYpaL MM YCTPOCTBA HAXKMUTE KHOMKY
«BblbepuTe haiin», ykaxuTte aiin (B qpopmare .tar.gz) n HaKMuUTe KHOMKY «3arpy3unTb dhaiin». 3arpyxeHHas
KOHp1rypaums npuMeHsieTca aBToMatuyeckn 6e3 nepesarpyskum ycTpolicTea.

Cbpoc ycTpoiicTBa Ha 3aBOACKME HACTPOWKMU

UT06bI caenaTh C6pPOC BCEX HACTPOEK YCTPOICTBA Ha CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu aktnempoBaH dhnar «CoxpaHnuTb NapaMeTpbl 4OCTyna», To 6yayT COXpaHeHbl Te napameTpbl
KOHCDUrypaLmm, KoTopble 0TBEYAoT 3a A0CTYN K yCTPoIicTBY (HacTpoiika IP-agpeca, HacTpoiikv fgocTyna no
Telnet/SSH/SNMP/NETCONF/Web).

5.9.3 lMogmeHto «lMepesarpyska»

[nsi nepesarpysku yCTpoicTBa HaXXMUTE Ha KHOTKy «lepe3arpyska». MNpoLecc nepesanycka ycTpoictea
3aHMMaeT NpUMEPHO 1 MUHYTY.

elTeX WEP-50L

MoHuTOpUHT Rad

0 VAP CeTeBble HacTpoWikn Belunve cepeucel Cucrema -~ BbiX0g)

O6Hoenenue MO ycTpoiicTea Mepezarpyaka ycTpoiicTea & MNepesarpy3ka
Kondurypauma
Mepesarpy3ka >
AyTeHTudmrkauma
JKypHan
[Nara u Bpema

OtnagouHas uHdopmauus
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5.9.4 TMogmeHto «<AyTeHTUguKaumns»

Mpu Bxoge vepes web-nHtepdeiic agMuHUCTpaTop MMeeT NOJHbIN AOCTYN K YCTPONCTBY: YTEHUE U 3anuchb
NOObLIX HACTPOEK, NOJTHbIA MOHUTOPUHT COCTOSIHMSA YCTPOMCTBA.

© 3aBsopckan yueTHas 3anuck 4na AOCTyNa K yCTPOCTBY: orvH: admin, naposib: password.

=LTEX  WEP-50L

MoHuTOpUHI Radio VAP Ceresble HacTpoikn Bhewwnme cepeuce Cucrema u-~
O6Hoenexue MO ycTpoiicTea TNoKarnbHbIii Napons
Kondmrypauus Mapone @
Mepesarpyaka MoaTeepxaexue napona @
AyTentudmraupa > N
HacTpoiiku ceccum
Kyprian Taiim-ayT GeageiicTena, MuH 15
[ara v epema

- + MpumenuTs. X OTmeHa
Otnapounan nHgopmauma

Pasnen «J1oKanbHbI Naposib» NpeaHasHaueH As1si CMeHbl 3aBOACKOro Napossi Ans yueTHoit 3anvcy admin.

e [1aposib — BBOJ, HOBOIO Napons;
e [TodmBepxdeHue napo/sisi — NOATBEPXKAEHNE HOBOTO Naposis.

Pasnen «HacTpoiiku ceccum» npegHasHayeH A5 aBTOMaTMYecKoro BbIxoga nosibaoBarens ns web-
nHTepcpeica no TariM-ayTy.

* TaUM—aym 6e3delicmsust — BpeMA 6e3p,el7lCTBI/IFI nosib3oBartesida B MUHYyTax, Nocsie KOToporo ceccusa
aBToMaTn4yeCKn saBepLiaeTca.

,ﬂ,ﬂﬂ BCTYnJ/ieHna B cuny HOBOIA KOHCt)I/IpraLIII/II/I N 3aHECEHUNA HACTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNTE KHOMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».
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5.9.5 TMogmeHo «©KypHas»

MoameHto «XKypHan» npefHa3HayeHo 4715 HACTPOMKM BbiBOAA Pa3HOro poAa oT/1af0uHbIX COOOLLEeHNT
CUCTEMbI B LieNsiX 0b6HapyXeHus NpuynH npo6sieM B paboTe yCcTpolicTBa.

=(TE WEP-50L

MoHUTOpPUHT Radio VAP Cetegsle HacTpoiikn BHelwunme cepeuce Cucrema - (Bbix0n)

O6Hoenenue MO ycTpoiicTea Pexum Cepeep v dpaitn v
Kondmrypauua Agnpec Syslog-cepeepa syslog.server
Mepezarpyaka Mopr Syslog-cepeepa 514
AyTeHTUDMKaUA Paamep chaiina, kb 1000
Kypran >
+ MNpumennTs X OTtmeHa

[ara v Bpema

OtnagouHan uHdopmauma

e Pexum — pexum paboTbl Syslog-areHTa:
e Jloka/ibHbIl halin — HhopMaLKMs XXypHasia CoXpaHsaeTcs B /IoKa/ibHOM oainie n AoCTynHa B
web-nHTepdelice ycTpoiicTBa Ha Bkiagke «MoHUTOpUHr/XKypHan cobbITuiiy;
e Cepsep u ¢halin — nHgopmauus XypHana oTnpaBasieTcs Ha yaaneHHsblli Syslog-cepsep u
COXpaHsieTCs B /IOKa/IbHOM chaiine.
e Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepeepa;
 [Topm Syslog-cepsepa — NopT ANst BXoAsLmx coobuieHnii Syslog-cepsepa (no ymonyaxuto — 514,
A0nycTMble 3HauYeHus 1-65535);

e Pasmep ¢palina, kb — MakcUMasbHbIi pasmep dalina xxypHana (aonyctumble 3HaveHust 1-20000 kB).

,ﬂ.ﬂﬂ BCTYMJ/ieHna B CuUny HOBOIA KOHCbI/IpraLIII/II/I N 3aHECEHNA HACTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNUTE KHOMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».
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5.9.6 MogmeHto «JaTa 1 Bpems»

B noamMeHio «JaTta u BpeMsi» MOXHO HACTPOWTb BPEMS BPYUHYHO W/ C MOMOLLbIO MPOTOKO1A CUHXPOHU3ALMN
BpemeHn (NTP).

5.9.6.1 Bpy4Hyro
= TEX WEP-50L

MoHUTOpUHF Radio VAP CeTeBule HacTPOWMKK BHeluHue cepeuce Cuctema -~

O6Hoenenue MO ycTpoiicTea Pexum ® Bpyunyto (O NTP cepsep
Korcmrypauyn [ara v epema ycTpoiicTea 09.06.2026 11:29:24 ' # PepaxTupoeats

Yacosoit noAc Mockea, Poccua v
Mepezarpyaka
R BrniounTs nepexog Ha neTHee epema
,‘~‘<.‘,"E—<T.1\I,V84HH P A p

ypHan Mepexop Ha NeTHee BpeMA (He esibpaHo) (He esibpaHo) (He ewibpaHo) B -

[Nara v epems > lMepexog Ha zumHee Bpema (+He esibparo) (e exibpaHo) (He ewibparo) B -

OTnagouHan uHbopMauusa Cagwr epemenn (MuH.) 60

+ lNpumeHnTL % OtmeHa

e [lama u spemsi ycmpolicmsa — faTta v BpeMsi Ha YCTPOCTBE B fAaHHbI MOMeHT. Ecnn TpebyeTcs
KOPPEKUUS, HAXXMUTE KHOMKY «PefakTmpoBaTthb».
e [lama, spemMsi — 3afiainTe TeKyLLyo AaTy ¥ BpeMs UIn HaXXMUTe KHOMKY «Tekyllaa aara n Bpems»
ANS yCTaHOBKM BpeMeHn MK Ha yCTpOoIicTBO.
e Yacosol rosic — No3BO/IieT yCTaHOBUTb YaCcOBOM NOAC B COOTBETCTBUM C 6vKaiLLM ropooM B
BalLeM pervioHe 13 3a1aHHOro CrNucKa;
e Bk/1to4ums repexoo Ha /iemHee speMsi — Npu yCTaHOBIEHHOM dh/iare nepexos Ha fieTHee/3uMHee
Bpems 6yAeT BbINOHATLCA aBTOMATUYECKN B 3a[iaHHblii Nepuo BpeMeHMU:
 [lepexo0 Ha silemHee 8peMsi — [ieHb N BpeMs, Korga 6yaeT BbINOIHATLCA Nepexos Ha feTHee
Bpems;
* [lepexod Ha 3uMHee BpeMsi — [eHb U BpeMs, Koraa 6yaeT BbINOSHATLCA Nepexos, Ha 3uMHee
Bpems;
e Cdsue BpemMeHU (MUH.) — Nepuog, BpeMeHN B MUHYTaX, Ha KOTOPbII BbIMOJIHAETCSI CABUT BPEMEHM.
MoxeT npuHumaThb 3HaveHue ot 0 8o 720 MuH.

[ns BCTynneHnss B CUly HOBOW KOHAMUrypauum 1 3aHeceHnst HaCTpoeK B 3HEProHe3aBMCUMYH0 NaMsaTb
HaXKMUTE KHOMKY «MpUMEHUTb». [15 OTMEHbI MU3MEHEHWNIA HXXMUTE KHOMKY «OTMeHa.
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5.9.6.2 NTP-cepsep

=(TE WEP-50L

MOHUTOPUHT Radio VAP CeTesule HaCTPOMKN BHelwunme cepeucs! Cucrema -~

OBHoeneHue MO ycTpoiicTea Pexum Bpyuyio @ NTP cepeep

Korcpurypauys [lata v epemA ycTpoiicTea 09.06.2026 11:30:57

Yacogoii noAc Mockea, Poccua v
Mepesarpyaka
NTP -
JO— cepeep pool.ntp.org

Kypran BrniounTs Nepexoa Ha NeTHee BpeMA

Data v epema> Mepexoa Ha neTHee speMAa (He esibparo) (e esibparo) (He esibpaHo) B -

Otnagouran uHopmauya Mepexon Ha 3uMHee BpeMA (He esibpako) (e esibparo) (He exibpaHo) & -
Cpaeur epemenu (MuH.) 60

Anpeca pononnutensHbix NTP-cepeepoe

1 time.google.com %

2 time.cloudflare.com x

+ lMpumennTs X Otmexa

e [lamau spemsi ycmpolicmsa — faTta U BpeMs Ha YCTPONCTBE B [aHHbIA MOMEHT;

o NTP cepsep — IP-agpec/fOMEHHOE NMA cepBepa CUHXPOHU3aLMN BpemMmeHn. Bo3MOoXHO 3agaTh agpec
NN BbIGpaTh 13 CYLLECTBYHOLLErO CMNCKa;

e Yacosol rnosic — N03BONASET YCTAHOBUTb YaCOBOI NOSIC B COOTBETCTBUN C 6/IMXKANLLIMM FOPOAOM B
BalleMm pervoHe u3 3aaHHoro Cnucka,;

e Bi/1ro4ums rnepexoo Ha jiemdee spemMsi — Npu YCTaHOBMIEHHOM chyiare nepexon Ha fieTHee/31MHee
BpeMsi 6yeT BbINO/IHATLCSA aBTOMATUUYECKN B 3afaHHbI NEPUOL BPEMEHN:

e [lepexod Ha /iemHee BpeMsi — feHb U BPeMS, Koraa byaeT BbINO/HATLCA Nepexoq, Ha netHee
Bpewms;

e [lepexod Ha 3uMHee BpeMsi — AeHb 1 BpeMS, Korga 6yaeT BbINONHATLCA Nepexos Ha 3uMHee
Bpewms;

e Cdsue BpemeHu (MUH.) — Nepuop, BPEMEHN B MUHYTaX, Ha KOTOPbI BbINOJTHAETCA CABUT BPEMEHM.
MoxeT npuHnumaTb 3HaveHue ot 0 8o 720 MuH.

e Adpeca donosiHumesibHbix NTP-cepsepos — B Clyvae Kora OCHOBHOW CepBep CUHXPOHU3aLmMmn
BPEMEHM HeJOCTYNeH, YCTPOUCTBO ByAeT obpallatbCs K AONOSTHUTENbHLIM CepBepaM CUHXPOHM3aUUN
BpeMeHu. [1ns Toro 4to6bl 406aBUTb aApec B CNNCOK, HAXKMUTE KHOMKY «[106aBUTb» U B NOSIBMBLLEMCS
none seeaute IP-agpec nnan gomeHHoe ums cepsepa. Ytobbl ygannTb agpec U3 Crnmcka, B

COOTBETCTBYHOLLEI CTPOKE HAXKMUTE KHOMKY )

[N BCTYNNEeHWs1 B CUYy HOBOIA KOHCOUIypaLMmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYHO NaMSATb
HaXKMUTE KHOMKY «[TpUMEHNUTL». 115 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».
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5.9.7 MogmeHto «OTnagovHas nHopmMauns»

ELTEX  WEP-50L

MoruTopmHr Radio VAP Certessle HacTpoiiku Brewwmme cepeuce Cucrema - (Bbx04)
p

O6Hoenenue MO ycrpoiictea Daiin 0TNagoyHoit MHopMaLu #* Crauats
Kondmrypauma
Mepesarpyaka
AyTeHTudmrkauma
KypHan
[ara 1 Bpema

OtnapouHan uHopmauya >

daiin oTnagoyHor MHdopmauum

YTo6bl NonyunTtb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha NIOKasIbHbI KOMMNLIOTEP, HAXKMUTE KHOMKY
«CKayaTb».
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6 YnpaB/ieHve yCTPOCTBOM C NOMOLLbH KOMaH/AHOW CTPOKM

© /115 oTo6paxeHNs UMEILLMXCS HACTPOEK OMpeaeneHHOro pasena KoHhUrypaLun BBeauTe KoMaHay
show-config.
[ns nonyyeHns NoAckaskn O TOM, Kakoe 3HaYeHne MOXET NMPUHMMATb TOT WK UHOM napameTp
KOHCQUIypaLmm ycTpoiicTBa, HAXKMUTE coyeTaHue KnaBuil (B aHrnuiickoii packnaake) [Shift + ?].
[na nonyyeHns cnvcka napameTpos, AOCTYMHbIX A1 pefakTMpoBaHua B AaHHOM pasjere
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HaCTpPOeK BBeAMTe KOMaHay save.
[ns nepexopa B npeablaywwinii pasgesn KoHdurypauuy BBeguTe kKomaHay exit.
[na nepexofa B KOPHEBOW pas3fen sBeaute komaHay end.

6.1 TMoaknyeHne K yCTPOUCTBY

Mo ymonyaHuto yctpoincteo WEP-50L HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnu 3Toro He npomnsoLuno,
NOAKIUNTLCS K YCTPONCTBY MOXHO MO 3aBoAcKoMy IP-agpecy.

© 3asopckoii IP-agpec ycTpoiictea WEP-50L: 192.168.1.10, Mmacka nogceTu: 255.255.255.0.
MoAakntoyeHne K yCTPOMCTBY OCYLLECTBASIETCS € nomoLlblo SSH/Telnet:

ssh admin@<IP-afpec ycTpoiicTBa>, gasnee BBECTU Naposib

telnet <IP-agpec ycTpoiicTBa>, BBECTV NIOTVH 1 NapOo/ib
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6.2 HacTpolika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTMyecKux ceTeBbiX NapamMmeTpoB TOUKU AOCTyna

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L (config):/interface# br0

WEP-50L(config):/interface/br0# common

WEP-50L(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — IP-agpec WEP-50L)
WEP-50L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka noacetu)
WEP-50L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-50L (config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |P-agpec dns-cepsepa No2)
WEP-50L(config):/interface/br0/commont# protocol static-ip (n3veHeHve pexnma paboTsl ¢ DHCP Ha Static-
IP)

WEP-50L(config):/interface/br0/commont# save (coxpaHeHve HacTpoek)

Jo6aBneHne cTtatM4yeckoro MapLupyra:

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L(config):/route# add default (rzae default — HazBaHve mapipyTa)

WEP-50L (config):/route# default

WEP-50L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-agpec cetn nnm y3na HasHauyeHus,
ana gedpontHoro mapwpyTta — 0.0.0.0)

WEP-50L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka ceTv HaszHavyeHus, 415 4ed)o/ITHOro
mMapLipyTta — 0.0.0.0)

WEP-50L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |P-agpec wnto3a)
WEP-50L(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/brO# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ e~~~
—_— = o = ==

HacTpolika nonyyeHus ceTeBbiX NapaMeTpoB no DHCP

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

—_ e~~~ —~

© Ectb BosmoxHocTh 3agaBaTe MTU uepes DHCP (option 26).
3HadveHne MTU, nonyyeHHoe no DHCP, umeeT 6onbLunii NPUOPUTET, YEM NapameTp, 3aZlaHHbIN B
KOHUrypaumu.

@ Pasmep MTU ana bridge gomkeH 6bITh He 60sblLE, 4eM HauMeHbLII pasmep MTU Ha nHTepdeiicax,
KOTOpble HaxoasaTca B 3ToMm bridge.
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HacTpoliika pasmepa MTU Ha uHTepdpelice

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# bro

WEP-50L(config):/interface/br0# common

WEP-50L (config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aiTax. Bo3MOXHble 3HaYeHUs: 1-
1500. Mo ymonyaHuto: 1500)

WEP-50L(config):/interface/br0/commoni# save (coxpaHeHre HacTpoek)

6.2.1 HacTpoiika ceTeBbIX NapameTPoB C NOMOLLBI0 YTUANTLI set-management-vlan-mode

HeTerupoBaHHbIii gocTyn

[NMonyyeHne ceteBbIX HACTPOEK no DHCP:

WEP-50L(root):/# set-management-vlan-mode off protocol dhcp

CraTunyeckme HacTPONKNK:

WEP-50L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rge X.X.X.X — ctarnyeckuii IP-agpec, Y.Y.Y.Y — macka nogcetn, Z.Z.Z.Z — LU/03)

bocTtyn uepes VLAN ynpaBneHus B pexume Terminating

[MonyyeHne ceTeBbiX HACTPOeK No DHCP:

WEP-50L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOosIb3yeMbI N8 [OCTYNa K yCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratmyeckmne HacTPOWKK:

WEP-50L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnosib3yemslii A5 AOCTYyNa K YyCTPONCTBY,
BO3MOXHble 3HaYeHus: 1-4094; X.X.X.X — cTaTmyeckuin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — WJi03)

AocTtyn uepes3 VLAN ynpaBneHus B pexxume Forwarding

MonyyeHne ceTeBbix HACTPOekK no DHCP:

WEP-50L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNoJsb3yeMbI NS AOCTyNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

CraTtnyeckme HaCTPOMNKu:

WEP-50L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnosib3yemslii 415 AOCTYyna K YyCTPONCTBY,
BO3MOXHble 3HaYeHUs: 1-4094; X.X.X.X — cTaTmyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — WJ03)

3aBeplueHMe U COXpaHEHNE HACTPOeK

WEP-50L(root):/# save (COxpaHeHVe HacTPOeK)
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6.2.2 HacTtpolika yaanéHHoro ynpasneHus

HacTtpoiika SSH

WEP-50L(root):/# configure

WEP-50L(config):/# ssh

WEP-50L(config):/sshi# enable true (ynpasneHvie yganéHHbiM gocTyrnom no SSH. 1719 oTK/I04YeHNs BBeAUTE
false. 10 ymoniyaHuio: true)

WEP-50L(config):/ssh# port X (rae X — nopT SSH-cepBepa. o ymonyaHuto: 22)

WEP-50L (config):/ssh# session-limit X (rae X — MakcumMasibHOe kosimyecTBo SSH-ceccuid. Mo ymonyaHuio: 5)
WEP-50L(config):/ssh# save (coxpaHeHve HacTpoek)

HacTtpoiika Telnet

WEP-50L(root):/# configure

WEP-50L(config):/# telnet

WEP-50L(config):/telnet# enable true (ynpasneHue yganéHHbiM gocTtynom no Telnet. N OTKIOYEHMSA
BeeauTe false. [0 ymosiyaHuio: false)

WEP-50L(config):/telnet# port X (rae X — nopt. o ymonvaHmio: 23)

WEP-50L (config):/telnet# session-limit X (rae X — makcumansHoe konuyecTtso Telnet-ceccuia. o
YMOJTYaHUIO: 5)

WEP-50L(config):/telnet# save (coxpaHeHne HacTpoek)

HacTtpoiika SNMPv2

WEP-50L(root):/# configure

WEP-50L(config):/# snmp

WEP-50L(config):/snmp# enable true (ynpasneHve SNMP. [Ins otknioveHns seeaute false. 1o ymonyaHuio:
true)

WEP-50L(config):/snmp# rocommunity public (rze public — naposib Ha YyTeHve napameTpos)
WEP-50L(config):/snmp# rwmcommunity private (rze private — naposib Ha 3anuck napameTpos)
WEP-50L(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nnm JOMEHHOEe UMS NpYeMHMKa
coo6ueHnii SNMPv1-trap B oopmaTte HOST [COMMUNITY [PORT]])

WEP-50L(config):/snmp# trap2sink X.X.X.X (rae X X.X.X — IP-agpec niv JOMeHHOe NMs NpuemMHuKa
coo6ueHnii SNMPv2-trap B oopmaTte HOST [COMMUNITY [PORT]])

WEP-50L(config):/snmp# informsink X.X.X.X (rge X.X.X.X — |P-agpec nav AOMeHHOe UMS NpYeMHMKa
coo6ueHuii Inform B dpopmare HOST [COMMUNITY [PORT]])

WEP-50L(config):/snmp# sysname WEP-50L (rie WEP-50L — cuctemMHoe nms yctpoicTsa. o ymonyaHuto:
WEP-50L)

WEP-50L(config):/snmp# syscontact Contact (rge Contact — kOHTakTHas HopMaLsa NPon3BoANTENA
ycTpoiicTsa. Mo ymonyaHuto: Contact)

WEP-50L(config):/snmp# syslocation Russia (rze Russia — nHhopmaL s 0 MecTonosiIoKeHUn YCTPOCTBa.
Mo ymonyaHuto: Russia)

WEP-50L(config):/snmp# trapcommunity trap (rge trap — naposis, cogepxatiunincs B Tpanax. o
yMO4aHuIo: trap)

WEP-50L(config):/snmp# save (COxpaHeHne HacTpoek)
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HacTtpovika SNMPv3

WEP-50L(root):/# configure

WEP-50L(config):/# snmp

WEP-50L(config):/snmp# enable true (ynpasneHne SNMP. 1511 oTkntoueHns seeaute false. [1o ymonyaHuio:
true)

WEP-50L(config):/snmp# view (onpegenseT gruana3oH OID'0B, OCTYMNHbIX OJ/15 KOHKPETHbIX Py
nosib30BaTenei)

WEP-50L(config):/snmp/view# add inc-all

WEP-50L(config):/snmp/view# inc-all

WEP-50L(config):/snmp/view/inc-all# rule (onpegenseTt npasa goctyna Ans pasHbIX rpynn nosib3osartesiel
K onpefeneHHbIM yactam MIB)

WEP-50L(config):/snmp/view/inc-all/rule# add 1

WEP-50L(config):/snmp/view/inc-all/rule# 1

WEP-50L(config):/snmp/view/inc-all/rule/1# type included (rze included — Tvn gencTeus. BosamoxHble
3HauveHus: included — fo6asneHue 3agaHHoro OID, excluded — ncksitoueHne 3agaHHoro OID)
WEP-50L(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3a4aHHbIN OID. Ecnin B rpynne B kavyecTse
read-view ncnosb3yeTcs view ¢ type = included n OID .1, TO Ha YTeHne byaeT agoctyneH OID .1 n Bce ero
pouepHue. Ecnu type = excluded, To 6yayT gocTtynHbl Bce OID'bl KpOME .1 1 ero Ao4YepHUX)
WEP-50L(config):/snmp/view/inc-all/rule/1# exit

WEP-50L(config):/snmp/view/inc-all/rule# exit

WEP-50L (config):/snmp/view/inc-all# exit

WEP-50L(config):/snmp/viewt# exit

WEP-50L(config):/snmp# group (3agaeT gnana3oHsl OID'0B 4/19 UTEHUS 1 3anucu, onpeenset ypoBeHb
6e30nacHOCTH)

WEP-50L(config):/snmp/group# add rw (rae rw — HassaHue rpynnbl. Vicnons3yeTca An4 npyuBasky
nosb3oBaresien K rpynne)

WEP-50L(config):/snmp/group# rw

WEP-50L(config):/snmp/group/rw# read-view inc-all (rae inc-all — view /19 uTeHns napameTpoB.
Onpegenset gnanasoH OID'0B AOCTYMNHbIX 4J15 YTEHNS)

WEP-50L(config):/snmp/group/rw# write-view inc-all (rze inc-all — view gna 3anvcu napameTpos.
Onpegenset guanasoH OID'0B [OCTYMNHbIX 415 3aNnUcu)

WEP-50L(config):/snmp/group/rw# security-level priv (rzae priv — pexvmv 6e3onacHocTv. BO3MOXHble
3Ha4YeHus: noauth — Hukakoli 6e3onacHocTy, auth — 1CNob3yeTca aBTopusaLms 3anpocoB No NMeHU
nonb3oBaTesis 1 Naposito, priv — UCMNob3yeTca aBTopmnsaLnsa 3anpocoB Mo MMEeHW Nonb30BaTesis 1
naposnto, a Takke WKpoBaHUe 3anpoca 1 0TeeTa)

WEP-50L(config):/snmp/group/rw# auth-type MD5 (rze MD5 — meTof, asTopusauun. BoamMoxHble 3HaueHus:
MD5, SHA. icnonb3yeTcs, ecnu security-level = auth nnu priv. Ecnv He 3agaH, To ucnonb3yetca MD5)
WEP-50L(config):/snmp/group/rw# priv-type DES (rae DES — meTof, LundpoBaHns. BO3MOXHbIE 3HaYeHUs:
DES, AES. /lcnonb3yeTcs, ecniv security-level = priv. Ecnn He 3aaH, To ncnonb3yetcs DES)
WEP-50L(config):/snmp/group/rw# exit

WEP-50L(config):/snmp/group# exit

WEP-50L(config):/snmp# user (yyeTHas 3anucb nonb3oBartens. MprBA3bIBAETCA K onpeesieHHOoN rpynne un
COAEepXUT B cebe MMA 1 Napoan 418 asTopmsaunmn n WnposaHus)

WEP-50L(config):/snmp/user# add admin (rge admin — nmvs nose3osarens. VicnonssyeTca npu
aBTOpMU3auuUKn 3anpocoB, a TakKe MOXEeT Ha3HavyaTbCca AN target)

WEP-50L(config):/snmp/user# admin

WEP-50L(config):/snmp/user/admin# group rw (rze rw — rpyrna, B KOTOPy [06aBIAETCs Nosib30BaTeslb)
WEP-50L(config):/snmp/user/admin# auth-password password (rze password — napo/sib 419 aBTopu3aLmm.
Ecnu y rpynnbl security-level = auth nnn priv, a auth-password He 3agaH, TO Nosib3oBaTe/lb HE ByAeT
[OCTYNeH)

WEP-50L(config):/snmp/user/admin# priv-password password (rze password — naposib 414 WugpoBaHus.
Ecnu y rpynnbl security-level = priv, a priv-password He 3afaH, TO Nosib30BaTe/lb HE OyAEeT AOCTYMNEH)
WEP-50L(config):/snmp/user/admin# exit
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WEP-50L(config):/snmp/user# exit

WEP-50L(config):/snmp# target (BbI4a€T Tpanbl Ha 3afaHHbIe XOCTbl. JJobaBniseTca onumMoHasibHO. AHanor
trapsink n trap2sink gs1is1 SNMPv3)

WEP-50L(config):/snmp/target# add targetl

WEP-50L(config):/snmp/targeti# targetl

WEP-50L(config):/snmp/target/targetl# host X.X.X.X (rae X. X.X.X — IP-afpec xocTa Ha KOTopbIi 6yayT
OTNPaBNATLCSA Tpanbl)

WEP-50L (config):/snmp/target/targetl# port X (r4e X — HOMep nopTa Ha KOTOpbIi 6yAyT OTNPaBASaTLCA
Tpanbl)

WEP-50L (config):/snmp/target/target1# user admin (rge admin — nmvs nonb3oBartesisi, KOTOpoe
ncnonb3yeTcs ANs Bblayun Tpanos. Ha BCTPeUHOM CTOPOHe Nosib3oBaTesib A0/HKEH ObiTb HACTPOEH

aHanormyHo. Ecnun 3aaaH HeakTUBHBIN Nosib30BaTe b (Y HEro He 3aaH OfIMH U3 He0BX0ANMbIX Naposei),

TO target Takke OyAeT HeakTVBHbIM)

WEP-50L(config):/snmp/target/targetl# exit

WEP-50L(config):/snmp/target# exit

WEP-50L(config):/snmp# snmpv3-only true (Bk1toueHne 3anpeTa gocTyna ko scem OID no SNMPv1,
SNMPv2. Ansa oTtkitoveHus seeaute false. o ymonuaHuto: false)

WEP-50L (config):/snmp# save (CoxpaHeHne HacTpoek)

6.3 HacTpolika BUpTyasibHbix Touek gocTtyna Wi-Fi (VAP)

Mpwu HacTpolike VAP cnegyeT NOMHWTb, YTO Ha3BaHWe NHTepdheiicoB B gnanasoHe 2.4 Ty, HauMHaeTcs ¢
wlan0, B gnanasoHe 5 Ny, — wlant.

Ta6nvua 8 — KomaHAbl 4151 HACTPOIKK pexrma 6e3onacHocT Ha VAP

Pexxum 6e3onacHocTn KomaHpa gnsa HacCTpPoOViKM pexxmuma 6e30nacHOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPAS3-Enterprise mode WPA3_1X

Hwxe npeacTtaBneHbl NpuMepbl HACTPOlikn VAP ¢ pa3nnyHbiMy pexnmamn 6e3onacHocT ansa Radio STy,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wncpoBaHus

CospaHue VAP 6e3 wugpoBaHMAa ¢ Nnepnoamyveckoii oTnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-50L(root):/# configure

WEP-50L (config):/# interface

WEP-50L(config):/interface# wlan1-va0

WEP-50L (config):/interface/wlan1-va0# vap

WEP-50L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-50L_open' (13veHeHve nveHn SSID)
WEP-50L(config):/interface/wlanl-va0/vap# ap-security
WEP-50L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexxnm wunchposaHus off — 6e3 napons)
WEP-50L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L (config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10UeHVE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r1e secret — naposi 19 RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10HeHVIE NEpPNOANYECKON OTIPABKN
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas1 OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L (config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L(config):/interface/wlanl-va0/common# enabled true (Bik/1t04eHNE BUPTYA/ILHOM TOYKM AOCTYMA)
WEP-50L (config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.2 HacTtpoliika VAP c wndgposaHnem OWE

CospgaHue VAP ¢ wugposaHnem OWE

WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-50L (config):/interface/wlan1-va0# vap

WEP-50L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-50L_owe' (13veHeHne nmenn SSID)
)
)

—_ e~ e~~~

WEP-50L(config):/interface/wlanl-va0/vap# ap-security

WEP-50L (config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexviv wnchposaHns OWE —
LnhpoBaHHOE coeanHeHe 6e3 BBOAA Naposis. B TakoM pexnme cMoryT NOAKIHUYNTLCSA TOIbKO K/TUEHTbI
Wi-Fi 6)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10UeHVE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/1s1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r7e secret — naposib 15 RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10HeHVIE NEpPUOANYECKON OTIPABKN
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas1 OTNPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L(config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L(config):/interface/wlanl-va0/common# enabled true (Bi/1t04eHNE BUPTYA/ILHOM TOYKM AOCTYMA)
WEP-50L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
_ ===
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6.3.3 HacTtpoiika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTtu WPA-Personal ¢ nepnogunyeckoil oTnpaBKoO akKKayHTUHTa
Ha Radius-cepBep

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlan1-va0

WEP-50L(config):/interface/wlan1-va0# vap

WEP-50L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-50L_Wpa2' (n3meHeHve nveHn SSID)
WEP-50L(config):/interface/wlanl-va0/vap# ap-security
WEP-50L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LndposaHmns — WPA/
WPA2)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib, HeOOX0ANMbIN
0N NOAKNHYEHNS K BUPTYaUlbHOM ToUke AocTyna. [vHa kada A0/HKHa CoOCTaBAsATb OT 8 A0 63
CVMBOJIOB)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10UeHVE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r7e secret — naposi 15 RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10HeHVIE NEpPNOANYECKON OTIPABKN
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas1 OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L(config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L(config):/interface/wlanl-va0/common# enabled true (Bi/1t04eHNE BUPTYA/ILHOM TOYKM AOCTYMA)
WEP-50L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.4 HacTtpolika VAP c Enterprise-aBTopu3auueii

CospaHue VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepuoguyeckon oTnpaBKow
aKKkayHTuHra Ha Radius-cepBep

WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-50L(config):/interface/wlan1-va0# vap

WEP-50L (config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-50L_enterprise' (n3veHeHve nveHn SSID)
)
)

—_ e~ e~~~

WEP-50L(config):/interface/wlanl-va0/vap# ap-security

WEP-50L (config):/interface/wlanl-va0/vap/ap-security # mode WPA_WPA2_1X (pexvim wuchposaHns — WPA/
WPA2-Enterprise)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — fOMeH Nosib30BaTeNN)
WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rze X.X.X.X — [P-agpec RADIUS-
cepsepa)

WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTopbIii
ncnonb3lyeTcsa Ana ayTeHTudmkaumm n asTopmsagun. Mo ymonyaHuto: 1812)
WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposis /19 RADIUS-
cepBepa, UCMoJIb3yeMOro A/ ayTeHTMdmKaunumn 1 asTopmsagmnm)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10UeHVE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r1e secret — naposi 19 RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10HeHVIE NEpPNOANYECKON OTIPABKN
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas1 OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L(config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L (config):/interface/wlanl-va0/common# enabled true (Bik/1t04eHNE BUPTYA/ILHOM TOYKM L0CTYMA)
WEP-50L (config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===

o Mpun ncnonb3osaHun Enterprise-aBTopm3saymmn HasHadeHHbIn Ha RADIUS-cepsepe C-VLAN ctaHoBuTCA
npuopuTETHLIM ANs 06cnyXuBaHma knveHTa. 3HadeHne VLAN nepepaetca B RADIUS-atpnbyTte
Tunnel-Private-Group-Id.
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6.3.5 HacTtpoliika VAP c noptanbHoi aBTopusaumeit

KomaHAabl AN HacTPOMKM NOPTa/IbHOI aBTOpU3aLun ¢ OTNPaBKO akkayHTUHra Ha RADIUS-cepBep

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlanl-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndgposaHns off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-50L' (n3meHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazaTb URL BUpTyasibHOro noprasna)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykazatb nmsa noptana. Mo ymonyanuio: default)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit

WEP-50L (config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bx1t0unTsL MAC-aBTOpU3aLMIO
NnopTasibHbIX NO/b30BaTeENEN Yepes APB cepBuC (AOCTYNHO TOMbKO € SoftWLC 1.34.1 1 Bblwwe). Mo
ymoiyaHuio: false)

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — fOMeH Nosib30BaTeNNA)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l0UeHNE OTNPaBKN COOOLLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X. X.X.X — IP-agpec RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r7e secret — naposi 15 RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10HeHVIE NEpPNOANYECKO OTIIPABKN
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas1 OTNPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L (config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L (config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHNe BUPTYas/IbHOM TOYKM AOCTYNA)
WEP-50L (config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

~ N~ N~~~ o~~~ —
—_— -

—_ e~~~

—_ ===
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6.3.6 HacTpoiika VAP ¢ BHelLHel nopTasibHOM aBTopu3auueit

KomaHpgbl gnsa HACTPOVKU BHELLHE NopTa/sibHOI aBTOpU3aLumn

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlanl-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndgposaHns off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlanl-va0/vapt# ssid 'Portal_WEP-50L' (13veHeHne nveHn SSID)
WEP-50L(config):/interface/wlanl-va0/vap# captive-portal
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (si/1t0ueHne
NOALEPXKN BHELUHEN nopTasibHON aBTopmsaumu. Mo ymonyaHuio: portal)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BUPTYasIbHOIro
nopTtana B COOTBETCTBMM C Tabsimuein 9)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# enabled true (Bx/1t0ueHVe doyHKUMOHaa captive-
portal)

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X. X.X.X — IP-agpec RADIUS-
cepBepa, UCnosib3yemoro ans asTopusalmm)

WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposis /19 RADIUS-
cepBepa, UCnosibayemoro ans asTopusalmm)

WEP-50L(config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

~ N~~~ e~~~ o~ —
—_— =
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JononHutenbHble KOMaHAbI A5 HaCTpOI‘/'IKI/I BHELUHEeWN I'IOpTaﬂbHOI7I aBTopusaunmn

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napametp,
onpeaenswmin Ha 0OCHOBaHUK Yero byaeT huabTpoBaTbCA Tpavk HEaBTOPU30BAHHbIX K/TMEHTOB.
Bo3moxHble 3HaueHus: acl, white-list. [0 ymosiyaHuio: white-list)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# http-auth false (oTK/1H0UEeHNE aBTOpPU3aLLIN MO
http. Mo ymonyaHuto: true)

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# ipv4-acl ipv4_list (rge ipv4_list — nmsa cnvcka
npasus ipv4-acl)

WEP-50L(config):/interface/wlan1-va0/vap/captive-portal# url-acl url_list (rge url_list — umsa cnucka npaswun
url-acl)

WEP-50L (config):/interface/wlanl-va0/vap/captive-portal# filter-dns-by-acl true (Bk/t0ueHne dunsTpamn
DNS-3anpocoB no npasuiam preauth-acl. Mo ymonyanutio: false)
WEP-50L(config):/interface/wlan1-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rze XX-XX-
XX-XX-XX-XX — cpopmaT MAC-aapeca kMeHTa, KoTopblii 6yaeT noacTaBnsATbCAa BMecTo <AP_MAC> B
3anpocax Ha BHeLUHWnA nopTasl. Bo3amoxHble 3HaueHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTUAHNHD: XXXXXXXXXXXX)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-
XX-XX-XX — cpopmat MAC-agpeca TOUKM JOCTyna, KOTopbIi ByaeT noactasnAaTecs BMmecto <NAS_ID> B
3anpocax Ha BHeLUHWnA nopTasl. Bo3amoxHble 3HaveHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTUAHNHD: XXXXXXXXXXXX)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# disconnect-on-reject true (napamerp,
OoTBeYatoLLMii 3a OTK/IOYEHME KNIMEHTA nocsie nonydeHus Access-Reject. ns oTknoveHns seegute false)
WEP-50L(config):/interface/wlanl-va0O/vap/captive-portal# exit

WEP-50L(config):/interface/wlanl-va0O/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasate MAC-agpec
KnneHTa B kayecTBe napons B RADIUS 3anpocax. Mo ymonyanuio: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-XX-XX-
XX — cpopmat MAC-agpeca KNneHTa, KoTopblii byaeT churypmposatb B RADIUS 3anpocax. ®yHKLMOoHaN
paboTaeT To/IbKO Npu ycnoBuun use-macaddr-as-password = true. Bo3MOXHble 3HaueHust: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTYAHMHO: XXXXXXXXXXXX)

WEP-50L(config):/interface/wlan1-va0/vap/radius# exit

WEP-50L(config):/interface/wlan1-va0/vap# save (COxpaHeH/e HacTpoek)

© /15 nonyuenna nichopmaLm 06 anropuTMe B3aMMO/ECTBUSA C BHELLHUM NOPTa/IOM CM. CXeMy.
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Tabnuua 9 — Hactpoiika URL wabnioHa Ans BHeLWHe NopTasibHON aBTopm3aumm

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnn He 3agaH HW OAuWH
13 3TUX NapameTpoB, To B kayecTBe NAS ID B RADIUS- n HTTP(S)-
naketax 6yaet ncnons3osarbcsa MAC-agpec Touku goctyna B
thopmare "nas-id-format”

JomeHHOe nms, KOTopoe NokasblBaeTCA KIIMEHTY NMpu
nepeHanpaBneHnn

MAC-agpec Touku gocTtyna

MAC-agpec knneHrta

SSID

URL, KOTOpbI N3Ha4YasIbHO 3anpalunBas KINeHT
IP-agpec Touku goctyna

AP-location Touku goctyna
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6.3.7 HacTtpolika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbiit hyHKUMOHa AOCTYNEH TONbKO A4J/19 PEXMMOB NOPTasibHON 1 Enterprise-aBTopmsaymm.

KomaHab! o151 HACTPOIKKN foNoIHUTEeNNbHOro RADIUS-cepBepa Ha VAP

WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

WEP-50L(config):/interface/wlanl-va0/vap# radius (HacTpolika ocHoBHOro RADIUS-cepBepa)

WEP-50L (config):/interface/wlanl-va0/vap/radius# backup (HacTtpoiika gononHutesnsHoro RADIUS-cepsepa)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHUrypayum> (Co3gaHme pasaena koHgurypaumm gononHutTensHoro RADIUS-cepBepa.
MakcmMmasibHOE KO/IMYECTBO: 4)

WEP-50L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |P-afgpec A0N0/IHNTE/IbHOTO
RADIUS-cepBepa B KOHaurypaumm)

WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X. X.X.X — |P-
agpec RADIUS-cepBepa)

WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rge X — nopt RADIUS-
cepBepa, KOTOPbIA NCNob3yeTca ANa ayTeHTUdmMKaumm 1 asTopumsauun. Mo ymonyaHumio: 1812)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (e secret —
naponb ans RADIUS-cepBepa, UCNob3yemMoro Ansi ayTeHTudmkauum n aBtopmsangmnn)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |P-
aapec RADIUS-cepBepa, MCMosib3yeMOro Ans akkayHTUHra)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rge X — nopt RADIUS-
cepBepa, KOTOPbIA NCNOb3yeTcs A5 akkayHTUHra. Mo ymonyaxuio: 1813)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (/e secret — naposib
Anst RADIUS-cepBepa, UCMnosib3yemMoro A5 akkayHTUHra)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputeT RADIUS-
cepBepa. Ecnv npuoputeT He 6bl yKa3aH SIBHO, TO CYMTAETCS, UTO OH paBeH 0. B aTom cnyyae
o4yepenHOCTb BbiGOpa cepBepa byaeT COOTBETCTBOBATb NOPSAKY A06aBneHns RADIUS-cepBepa B
KOHdourypaumio)

WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—_ e~~~ —~
_ ===

6.3.8 [ononHutenbHble HacTpoiku VAP

HazHaueHue VLAN-ID Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

HasHauyeHue VLAN-Group Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (rae X,Y-Z — Homepa VLAN-ID, KoTopble MOXHO
Ha3HaunTb Ha VAP. BO3MOXHble 3HaueHus: 1-4094. Ecnn HacTpoeH napameTp vlan-group, To 6yaeT
UrHopuposartbcs napameTp vlan-id)
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BknioyeHue pexxuma Band Steer

WEP-50L(config):/interface/wlanl-va0/vap# band-steer-mode true (sk/t0ueHne pexurmva Band Steer. [1ns
oTKNoYeHnsa seeaute false)

BknroyeHune VLAN trunk Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# vlan-trunk true (Bxitouervie VLAN Trunk Ha VAP. na
oTkNtoueHnsa seeaute false)

BkntoueHune General VLAN Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/1t0ueHne General VLAN Ha SSID. [15
oTkAo4veHnsa seeaute false)
WEP-50L(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

BbiGop cnoco6a npuoputTusayum

WEP-50L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHan3 nprnoputerta ns nons CoS (Class of
Service) TErMPOBaHHbIX MAKeTOB. 3HAYEHME N0 YMOYaHWIo: true. B 3TOM cnyvae aHanm3npyeTcs
npuoputeT 13 nond DSCP 3aronoska IP-nakeTa)

BknioueHue pexxuma MFP (802.11W)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/1104nTL 32Ty management-
KagpoB (dppeimoB). required — TpebyeTcs noaaepxka MFP OT KNMEHTa, KNneHTbl 6e3 MFP He cMmoryT
noakounToCs. capable — coBmecTMo ¢ MFP, knineHTbl 6e3 noagepXkvu MFP MoryT nogknioumtbes. Ans
oTK4YeHNA BBeauTe off)

Bk/iloueHne Ucnosib3oBaHus TLS npy aBTopusauum

WEP-50L(config):/interface/wlanl-va0/vap/radius# tls-enable true (ncrnonb3oBath TLS npu asTopusauun. Ana
oTKNoYeHnsa seeaute false)

BkntoueHue CKpbIToro SSID

WEP-50L(config):/interface/wlanl-va0/vap# hidden true (Bx/itoueHve ckpbIToro SSID. 1715 OTKHYEeHNS
BeeauTe false)

BknioyeHne n3onfaunm KnmeHTos Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/i0ueHvie n3onauum Tpaduka Mexaiy
KNneHTamu B npegesnax ogHon VAP. ina oTkntoveHnst BBeguTe false)
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OrpaHuuyeHne KoNmyecTBa K/INEHTOB Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# sta-limit X (rae X — MakcmasisHO L0NyCTUMOE YACTIO
NOAKNHOYAEMbIX K BUPTYyasIbHOM CETU K/TMEHTOB)

BkniouyeHue 3awutbl oT ARP Spoofing

WEP-50L(config):/interface/wlanl-va0/vap# arp-inspection true (Bk/it0ueHve nposepky Tpadrka Ha
noameHy IP-agpeca uctoyHmka B ARP-naketax. [ins otknoveHns seeaute false. Mo ymonyaHuto: false)

Ha3HaueHue ACL Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# uplink-ipv4-acl X (rge X — vims ACL-nucTa, KoTopbIi ByaeT
npuMeHeH Ha VAP)

Bk/loueHne pensinkauum MysibTUKacToBoro Tpacduka Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bk/1t04eHne penvkaumm
My/IbTUKACTOBOro Tpadunka Ha VAP. s oTkIoueHns BBeaute false)

BkntoyeHue Minimal Signal u Roaming Signal

WEP-50L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/110ueHVIe 1CMoOIL30BaHNA
dyHKUMoHasia Minimal Signal. 19 oTkoyeHns seeaure false)
WEP-50L(config):/interface/wlanl-va0/vap# min-signal X (rge X — noporoeoe 3HaveHuve RSSI, npu
[OCTUXKEHMN KOTOPOro Touka byaeT oTkIYaTh KnneHTa ot VAP. MNapameTp MOXET NPpUHUMATb 3HaYeHUs
0T-100 g0 -1)

WEP-50L(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — nepvoz BpemeHn B cekyHaax,
MO UCTEYEHNM KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IHYEHUN KNIMEHTCKOro o6opyioBaHus Ot
BUPTYaJ1IbHOW ceTH)

WEP-50L(config):/interface/wlanl-va0/vap# roaming-signal X (rze X — noporosoe 3HaveHve RSSI, npu
[OCTUXKEHMN KOTOPOro MPOUCXOAUT NepPekItoYeHne KIMEHTCKOro 060pyA0BaHNsA Ha APYTyH TOUKY
goctyna. lNapameTp MOXeT NpUHMMaThb 3Ha4eHus ot -100 Ao -1. MapameTp roaming-signal O/DKEH 6bITb
BblLLe, YeM min-signal: ecnv min-signal =-75 gbm, TO roaming-signal Jo/mkeH ObITb paBeH, Hanpumep, -70
ABw)

WEP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

BknoueHue nepepaum aGoHeHCKoro Tpaduka BHe GRE-TyHHens

WEP-50L(config):/interface/wlanl-va0/vap# local-switching true (Bx/1t0ueHve nepegayun aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. ins oTknoueHns seeaute false. [0 yMOn4aHMO BbIK/THOYEHO)
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YnpaBneHue BewaHuem VAP Npuv nponagaHum cBssyu C KOHTPOJI/IEPOM

WEP-50L(config):/interface/wlanl-va0/vap# override-service-hold global (ynpasieHve BelwaHem gaHHOTO
VAP B achmpe npu nponagaHnmn CBSA3M C KOHTPOA1epoM. MoXeT npuHuMaTh 3HadeHus: global — ans
AaHHOoro VAP npyMeHsieTcs 3HaYeHne 13 rnobasibHoro napametpa service-hold npu nponagaHumn cBs3u ¢
KoHTponiepowm; false — /19 gaHHoro VAP BellaHve 6yaeT NnpuocTaHOB/IEHO NpY NponagaHnmn CBSA3KU C
KOHTPO/I/1IepoM; true — A5 AaHHOro VAP BelaHue 6yaeT Npov3BoANTLCA BHE 3aBUCUMOCTU OT
COeNHEHNA ¢ KOHTpoepoM. No ymonyaHuto: global)

© napameTtp override-service-hold nepeonpepensieT rno6anbHbIii napameTp service-hold gns
koHkpeTHoro VAP. B Ta6nuue 10 onMcaHo B3aMoAeincTBme aTUxX napameTpoB NoCc/ie HACTPOVKN Npu
nponagaHun CBsA3n C KOHTPOJIIEPOM.
Ta6nuua 10 — BaanmopaeiictBme napameTtpoB override-service-hold n service-hold

override-service-hold = global override-service-hold = false override-service-hold = true

service-hold HactpanBaemas VAP BewaeT B HacTtpanBaemas VAP He BewaeT B HacTtpanBaemas VAP BewjaeT B
= true athup achup achmp

service-hold HactpanBaemas VAP He BewaeT B HacTpamBaemas VAP He Bewaet B HactpamBaemas VAP Bewiaet B
= false admp achump admp

HacTpoiika orpaHU4eHUsi CKOpoCTU

HacTpoiika Leiinepa B HanpaB/AeHUN OT K/IMEHTOB (KaXK40ro B OTAe/1IbHOCTU), NOAK/THOUYEHHbIX K
AaHHoW VAP, 0 TOUYKK AOocTyna:

WEP-50L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rze X — makc/masibHas CKopocTb B
KOUT/C NN NakeTbl/c)

WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Br/itoueHve wennepa.
Bo3moXHble 3HaueHus: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOYEHO)
WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WEP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTtpoiika weiinepa B HanpaB/1EHUN OT TOYKM A0CTYNa A0 KIMEHTOB (KaXKAO0ro B OTAENIbHOCTH),
NOAKNIOUYEHHbIX K AaHHOW VAP:

WEP-50L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rae X — makcrumasibHas CKOpoCThb B
KOUT/C NN NakeTbl/c)

WEP-50L (config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bk/itoueHve wennepa.
Bo3moxHble 3HaueHus: kbps — K6UT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)

WEP-50L (config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHun4yeHusa He3BeCTHOro Tpaq)vu(a

HacTpoiika weiinepa B HanpaB/iIEHUU OT KJIMEHTA A0 TOUYKU AOoCcTyna:
WEP-50L(config):/interface/wlanl-va0/vap# shaper-unknown-ucast-rx
WEP-50L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rze X — mMakcr/masibHas CKOpoCTb B
KOGUT/C N NakeThbl/c)

WEP-50L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/toueHne wenepa. BoamoxHble
3HaueHusi: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-50L(config):/interface/wlanl-va0O/vap/shaper-mcast-rx# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika KOHTponsa goctyna no MAC

WEP-50L(config):/interface/wlan1-va0/vap# acl

WEP-50L(config):/interface/wlanl-va0/vap/acl# mode local (Bbi60p pexunma local — nposepka MAC agpecos
Mo CMMCKY Ha YCTPOICTBE)

WEP-50L(config):/interface/wlan1-va0/vap/acl# mac

WEP-50L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXXXXXXKXHKXK — MAC-
aZpec yCcTpolicTBa, KOTOPOMY HEOOXOAMMO pa3peLlnTb/3anpeTuTb 4OCTyn. ANs yaaneHmsa agpeca us
cnucka ucnosnb3yinte komaHay del)

WEP-50L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-50L(config):/interface/wlanl-va0/vap/acl# policy allow (Bci60p nonmTrkn. Bo3moxHble 3Ha4eHns:
allow — paspelwatb NOAK/IHOYEHME TONLKO TEM KneHTam, MAC-aapeca KOTOPbIX COAEPXKATCHA B CMUCKE;
deny — 3anpeliarb NnogxUYeHne kmeHTam, MAC-agpeca KOTopbIX COAepXaTcs B CnMcke. 3HayeHme no
yMO/4aHuio: deny)

WEP-50L(config):/interface/wlanl-va0/vap/acl# enable true (Bxt0ueHne kKoHTpoONsA goctyna no MAC. [ns
oTKNoYeHnsa seegute false)

WEP-50L(config):/interface/wlanl-va0/vap/acl# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpOeK)
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HacTpolika KOHTponAa goctyna no MAC yepes RADIUS-cepBep

WEP-50L(config):/interface/wlanl-va0/vap# acl

WEP-50L(config):/interface/wlan1-va0/vap/acl# mode radius (BL160p pexurma radius — nposepka MAC
agpecos Yepes RADIUS-cepsep)

WEP-50L(config):/interface/wlan1-va0/vap/acl# policy allow (BLI60p nosiuTrkn. Bo3amMoxHbIEe 3HAUYEHNS:
allow — paspelwatb NOAKIHOYEHME TOILKO TEM K/IEHTaM, KOTOpbIX 0406pua RADIUS-cepBep; deny —
3anpewaTb NoAKIOYEHNE KIMeHTaMm, KOTopbIx 0406pua RADIUS-cepBep. 3HavyeHne no ymonyaHuio: deny)
WEP-50L(config):/interface/wlan1-va0/vap/acl# enable true (Bk/toueHne KOHTPONA gocTyna no MAC yepes
RADIUS-cepBep. Ana oTknoveHna seeanTe false)

WEP-50L(config):/interface/wlan1-va0/vap/acl# exit

WEP-50L(config):/interface/wlanl-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — fOMeEH nosib3oBartesns)
WEP-50L(config):/interface/wlan1-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-50L (config):/interface/wlanl-va0/vap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTOpbIi
NCnosib3yeTca A1s ayTeHTudmkauum n astopmsaunn. Mo ymonyaHuio: 1812)
WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-password secret (re secret — napons g9 RADIUS-
cepBepa, UCMosIb3YEMOro A/151 ayTEHTUMMKALMM 1 aBTOpU3aLmn)

WEP-50L (config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHVE OTNPaBKN COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonuaHuto: false)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMosIb3YEMOro A/151 aKKayHTUHra)

WEP-50L(config):/interface/wlan1-va0/vap/radius# acct-password secret (rge secret — naposis a1 RADIUS-
cepBepa, UCMosIb3YEMOro A/151 aKKayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10HEHVE NEPUOANYECKOI OTIIPABKM
coo6ueHuii «Accounting» Ha RADIUS-cepBep. Mo ymon4yaHuio: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L(config):/interface/wlan1-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpolika 6/10KMPOBKM NOAKNIOUEHUA NONb30BaTesneil, nogmeHswmnx MAC-agpec ycTpoicTea
NnpoBOAHOW ceTn

B cnyyae ecnun Heob6xoaMmo nNo TpeboBaHMAM 6€30MacHOCTM peasin3oBaTh 3aLUUTy OT NOAKNHOUEHWI
nonb3osareniein gybnupyowmx MAC-agpec npoBOAHOrO ycTpoicTea (w3, MK n npoyee), To

Heobxoaumo Bocnosib3oBaTbecs HacTpolikoii fdb-filtering, KoTopas MeeT cnegytoLme pexvimbl paboTbl:
on-connect — pexumM 6/10KMpyeT BCe NOMbITKN NOAKIOYEHUS YCTPOICTB Yyepe3 Wi-Fi, B cnyyae ecsim MAC-

afpec yxe nu3ydeH Ha Ethernet-nopTy ToukM AOCTYNa;

by-eth-event — pexuvm oTko4aeT NoAkIHYEHHOro KveHTa no Wi-Fi, B cnyyae ecnv ero MAC-agpec ctan

n3yyeH Ha Ethernet-nopTy TOUKM fOCTyNa (PEXUM NOMOraeT ounLLaTb CTapyto 3anncb O K/IMEHTE Npu
pOyMUHre);

full — pexxum coBmeLLaeT B cebe Bce npefplaylime, To eCTb 6/10KMpyeT NoAK/IHYEHNE HOBOIO
nosnb3oBaresia no Wi-Fi, a Takke OTK/l04aeT paHee NoAK/H0YEHHOIO B Clyyae coBnageHus ero MAC-
agpeca c yCTpoircTBoM 3a Ethernet-uHtepdericom.

o Mpw BbicTaBneHnn pexxmmos full n on-connect poymMuHT Wi-Fi KIMEHTOB MOXET yXyALUUTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT KNNMEHTa NoNajatoT Ha OCTasIbHbIE TOYKM [OCTyMNa cetu, U
ero MAC n3yyaeTcs Ha BCeX Tovkax AOCTyrna CeTu, NO3TOMY Mpu POYMUHIe KneHTa, B cnyvyae
ecnv ero MAC-apec HaxoamuTcs B cnucke Ha Ethernet-nopTy, nepenoak/ioyeHe MOXeT
NPoONCXoAnTb ANNTENLHOE BPEMS.

WEP-50L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-50L(config):/interface/wlanl-va0/vap/fdb-filtering# enabled true (sxt0ueHne hyHkoHana. [Ans
oTkNoYeHns seeauTe false. 3HayeHve nNo ymonyaHuio: false)
WEP-50L(config):/interface/wlan1-va0/vap/fdb-filtering# mode full (Bbi60p pexvima paboTsl. 3HavyeHne no
ymon4yaHuio: by-eth-event)

WEP-50L(config):/interface/wlanl-va0/vap/fdb-filtering# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoekK)
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HacTtpoliika 802.11r
[aHHbIli BUA pOyMUHra AOCTYMNEH TONbKO A/18 TEX KNIMEHTCKNX YCTPOICTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r BO3MOXeH Tonbko Mexay VAP ¢ pexmmom 6e3onacHoctn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C vHcTpyKumei no HacTpoiike VAP ¢ pexrmom 6e3onacHoct WPA2-Personal n gpyrumu

MOXHO 03HaKOMUTbCA B pasgene Hactpoiika VAP ¢ pexvvom 6e3onacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna HyXXHO HacTpavBaTb MHAMBMAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) -« TA3(wlan1) n . .

Hwxe npeactasneH npumep HacTpoikm 802.11r Ha ABYX Toukax goctyna: TA1 v TA2.

HacTtpoliika 802.11r Ha TA1

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-50L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-anpec VAP.
MOXHO nocMOTpeThb B BbiBOAEe KoMaHAbl ifconfig)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHviKkabHLIN KIOY 4719 [AHHON
VAP)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/DkeH coBnagaTh Ha
BCTPEUHbIX VAP)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-apec VAP
nHTEepderica BCTPEeYHOM Toukn goctyna — T/[2)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH/Ka/IbHbIV
KNHOY BCTPeYHo VAP Toukn goctyna T2 — r0-key-holder-id)
WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BcTpeuHol VAP Ha T/[12)

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIli KoY. He gomkeH coBnagarh ¢ rl-kh-key T/11, HO 0653aTe/ibHO A0/MKEH coBnaaaTh C rl-kh-
key BCTpeuHoii TA2)

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ r0-kh-key T/11, HO 06513aTeibHO A0/MKEH coBnaaaTh € ro-kh-
key BCTpeuHoii TA2)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# exit

WEP-50L (config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/toueHvie paboTkl TOUKM 4OCTYNA Mo
npoToKos1y 802.11r)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11r Ha T2

WEP-50L(config):/interface/wlanl-va0O/vap/ft-config# enabled false
WEP-50L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-anpec VAP.
MOXHO nocMOTpeThb B BbiBOAEe KoMaHbl ifconfig)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHviKa/IbHbIA K04 15
AaHHoro VAP)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1omeH fo/DkeH coBnagaTh Ha
BCTPEUHbIX VAP)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-50L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-anpec VAP-
NHTEepdeica BCTPEUHON ToUkM goctyna — TA1)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka/IbHbIN
KNHOY BCTPeYHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha TA1)
WEP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIli kKoY. He gomkeH coBnagath ¢ rl-kh-key T/12, HO 0653aTelbHO A0/MKEH coBnaaaTh C rl-kh-
key BcTpeuHoii TA1)

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ r0-kh-key T/12, HO 0653aTe/ibHO A0/MKEH coBnaaaTh € ro-kh-
key BCTpeuHoii TA1)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# exit

WEP-50L (config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/toueHvie paboTkl TOUKM 4OCTYNA Mo
npoToKos1y 802.11r)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoymuHr no npotokosny 802.11k MOXeT GbiTb OpraHM30BaH Mexay Nto6bIMU CeTIMU (OTKpPbITbIe/
LWNcppoBaHHbIEe). Ecnv Ha Touke AocTyna HacTpoeHa pa6oTa no npoTtokosy 802.11k, To Npy NoaKNtoUYEHNUM
K/IMeHTa Touka JocTyna nepegaeT eMy CNUCOK «ApYXeCTBEHHbIX» TOUEK AOCTYMNa, Ha KOTOPbIe K/TMEHT MOXET
NnepekIyYnTLCA B NpoLecce poyMuHra. Cnncok cogepxut nidopmaumio o MAC-agpecax ToHek focTyna un
KaHasiax, Ha KOTOpbIX OHM paboTator.

Mcnonb3oaHue 802.11k NO3BONAAET COKPATUTb BPEMSI HA MOWUCK APYrOil CETU NPU POYMUHTE, Tak Kak KIIMEHTY
HE HY>XHO MPOM3BOAUTb CKAHMPOBaHMNE KaHa/I0B, HA KOTOPbIX HET AOCTYMHbIX 418 NEPEK/IOYEHNS LLENEBbLIX
ToYek gocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOMIbKO A/151 TEX KITMEHTCKMX YCTPOWCTB, KOTopble noaaepxusatoT 802.11k.

Huxe npepactasnieH npumep HacTpoiikn 802.11k Ha TOUKe AOCTyMNa — COCTaB/IEHNE CMNCKA «APYXKECTBEHHbIX»
ToYek gocTyna.

HacTpoliika 802.11k

WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r e
E8:28:C1:FC:D6:90 — MAC-apec «aApy>XECTBEHHOWN» TOUKN AOCTYNA)
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rpe 132 —
KaHas, Ha KOTOPOM paboTaeT Touka gocTyna ¢ MAC-agpecoMm E8:28:C1:FC:D6:90)
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (rae
E8:28:C1:FC:D6:70 — MAC-agpec «aApy>XECTBEHHOWN» TOUKN AOCTYNA)
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHas, Ha KOTOPOM paboTaeT Touka gocTyna ¢ MAC-aapecoMm E8:28:C1:FC:D6:70)

WEP-50L (config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/t0UeHVIe paboThl TOUKY
[0CTyrna no NpoTokosny 802.11Kk)

WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHue HacTpoek)
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HacTpovika 802.11v

PoymuHr no npotokosy 802.11v MOXET ObITb OpraHM3oBaH Mexay NtoobIMU ceTamu (OTKpbITblE/
lundppoBaHHbIie). EC/iM Ha TouKe A0CTyna HacTpoeHa paboTa no npotokosny 802.11v, To B npoLiecce cBoei
paboThbl yCTPOIACTBO OTNpaB/IsieT cneynasnibHblii nakeT (BSS Transition) no komaHae agmuHucTpatopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C peKOMeHAALMER 06 OCYLLECTBNIEHNN KTMEHTOM POYMUHra.
MocnepyeT N KNMEHTCKOE YCTPOMCTBO COBETY TOUKM AOCTYNa UK HET, rapaHTUpoBaTb HEBO3MOXHO, TaK Kak B
KOHEYHOM cueTe peLleHne 0 Nepek/TiyYeHnn Ha APYTyi0 TOUKY AOCTyna NpUHMMAaET KMeHTcKasi CTopoHa. B
COBOKYMHOCTM co cTaHgapTom 802.11k, B cO06LLEHMN C pEKOMEHAAUMEN O NEPEKITHOUEHNN KITMEHTY TakKxKe
nepegaeTcs CNUCOK peKkoOMeHAyeMbIX /19 POYMUHIa To4ek AOoCTyna C ykasaHneM, Ha KakoMm kaHase paboTtaet
Kavkzasi Touka 1 no kakomy ctaHgapty (IEEE 802.11n/ac/ax). Mocne Yero KNMeHT aHaIm3npyeT admp v
NPUHUMAET peLleHne B 3aBUCUMOCTY OT YPOBHS CUTHaNa, 3arpy>XeHHOCTU KaHasa, KOHpurypaumm BCTpeYHo
TOYKM JocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOIbKO A5t TEX KITMEHTCKMX YCTPOCTB, KOTopble noaaepxusatoT 802.11v.

HacTtpolika 802.11v

WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHVIe paboThl TOUKY
AocTtyna no npoTtokosny 802.11k/v)

WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (cOxpaHeHne HacTpoek)
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PykoBoacTso no akcnayatauun WEP-50L

6.4 Hactporika MLO

© MLO-rpynna 3ageiicteyet VAP no 0fHOMY U3 Kaaoro avanasora (2.4 u 5 L), npy 3ToM Homep
3agerictBoBaHHoro VAP paseH Homepy rpynnbl. Hanpumep MLO-rpynna 4 ucnosnb3yet cnegyowme
VAP: wlan0-vap4, wlan1-vap4.
Mpw BkOYeHUN MLO-rpynnbl HACTPOKKK cooTBeTCTBYOWMX VAP 6yayT rHopypoBaThbCs.
[ns pa6otbl MLO TpebyeTcs ucnonb3osarb 04uH U3 TUNoB wudposaHus: OWE, WPA3, WPA3-
Enterprise.

6.4.1 HacTtpoiika MLO-rpynnbl ¢ pexumom wndgposaHus OWE

CospgaHune MLO-rpynnbl ¢ pexxumom wmncposaHusa OWE

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# mlo

config):/mlo# mlo-group

config):/mlo/mlo-group# 1

config):/mlo/mlo-group/1# ssid 'SSID_WEP-50L_MLO_owe' (13veHeHve nmeHn SSID)
config):/mlo/mlo-group/1# ap-security

config):/mlo/mlo-group/1/ap-security# mode OWE (pexum wvdposaHmns OWE)
config):/mlo/mlo-group/1/ap-security# exit

config):/mlo/mlo-group/1# enabled true (Bk/1t0ueHie MLO-rpynnb)
config):/mlo/mlo-group/1# save (coxpaHeHvie HacTpoek)

—~ e~ e~~~ e~~~ o~ —
— =

6.4.2 HacTtpowika MLO-rpynnbl ¢ pexnmom 6e3onacHoctn WPA-Personal

CospgaHune MLO-rpynnbl ¢ pexxumom 6esonacHocty WPA3-Personal

WEP-50L(root):/# configure

WEP-50L(config):/# mlo

WEP-50L(config):/mlo# mlo-group

WEP-50L(config):/mlo/mlo-group# 1

WEP-50L(config):/mlo/mlo-group/1# ssid 'SSID_WEP-50L_MLO_Wpa3' (n3vieHeHne nmenn SSID)
WEP-50L(config):/mlo/mlo-group/1# ap-security

WEP-50L(config):/mlo/mlo-group/1/ap-security# mode WPA3 (pexxum LuidoposaHms WPA3)
WEP-50L(config):/mlo/mlo-group/1/ap-security# key-wpa password123 (k/1t04/naposib, He0OX0AUMbIA 15
NOAK/HYEHMS K BUPTyabHOM Touke AocTyna. nHa Kida Ao/hkHa CocTaBisaTb OT 8 10 63 CMMBOJIOB)
WEP-50L(config):/mlo/mlo-group/1/ap-security# exit

WEP-50L(config):/mlo/mlo-group/1# enabled true (Bk/1t0ueHne MLO-rpynmbl)

WEP-50L (config):/mlo/mlo-group/1# save (coxpaHeHve HacTpoek)
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6.4.3 HacTtpoiika MLO-rpynnbl ¢ Enterprise-aBTopu3auueii

CospaHue MLO-rpynnbl ¢ pexxuMmom 6e3onacHocTty WPA3-Enterprise

WEP-50L(root):/# configure

WEP-50L(config):/# mlo

WEP-50L(config):/mlo# mlo-group

WEP-50L(config):/mlo/mlo-group# 1

WEP-50L(config):/mlo/mlo-group/1# ssid 'SSID_WEP-50L_MLO_Wpa3E' (n3veHeHve nveHn SSID)
WEP-50L(config):/mlo/mlo-group/1# ap-security

WEP-50L(config):/mlo/mlo-group/1/ap-security# mode WPA3_1X (pexuvm wndposaHmns WPA3-Enterprise)
WEP-50L(config):/mlo/mlo-group/1/ap-security# exit

WEP-50L(config):/mlo/mlo-group/1# radius

WEP-50L(config):/mlo/mlo-group/1/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepeepa)
WEP-50L(config):/mlo/mlo-group/1/radius# auth-port X (rze X — nopt RADIUS-cepBsepa,

KOTOpbI UCNONb3yeTcsa ANns ayTeHTUMKaumm 1 astopusanmm. No ymonyaHumio: 1812)
WEP-50L(config):/mlo/mlo-group/1/radius# auth-password secret (rze secret — napons a1s RADIUScepsepa,
NCno/sib3yeMoro Asis ayTeHTudmkaumm 1 aBTopusasnnm)

WEP-50L(config):/mlo/mlo-group/1/radius# exit

WEP-50L(config):/mlo/mlo-group/1# enabled true (Bk/1t04eHne MLO-rpynms)
WEP-50L(config):/mlo/mlo-group/1# save (coxpaHeHve HacTpoek)

—_— =

6.5 Hactpolika AirTune

HacTtpoiika AirTune

WEP-50L(config):/# airtune

WEP-50L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rze 192.168.1.20 — |P-azpec
cepBepa, Ha KOTOPOM YCTaHOB/IEH cepBuC AirTune)

WEP-50L(config):/airtune# dca true (BKNOUEHME (PYHKLMOHAIA AUHAMNYECKOTO pacnpeiesieHns KaHanoB.
[na otkntoveHns seeguTe false)

WEP-50L (config):/airtune# tpc true (Bk/1t0UEHME (DYHKLMOHAIA aBTOMATUYECKOr0 YrpaBieHNsi MOLHOCTbHO.
[na otkntoveHns seeguTe false)

WEP-50L(config):/airtune# load-balance-80211v true (Bi/toueHne PyHKLUMOHaa BanaHCUPOBKA K/TMEHTOB.
[na otknoveHns seeguTe false)

WEP-50L(config):/airtune# enabled true (Bk1tOUeHMe B3aMMOAENCTBUA C cepBMUCOM AirTune. 15
oTKNoYeHnsa seeaute false)

WEP-50L(config):/airtune# save (coxpaHeHne HacTpoek)

[na aBTomaTnyeckoin HacTpoiikn 802.11r yepes cepsuc AirTune Ha ToUkKe AOoCTyna Heo6X0AMMO BKAOUYNTb
doyHKUMoHan 802.11r, 4na 3TOro BbINONHUTE cAeAyoume HacTPOKN:

HacTpolika 802.11r uepes AirTune

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVie paboTbl TOUKM AOCTYMA M0
npoToKosy 802.11r)
WEP-50L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTtpoiika 802.11k/v uepe3s AirTune

WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/toueHVie NoanepKKN
npoTokona 802.11k/v Ha BUPTyasibHOI TOUKe A0CTyna)
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (cOxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onucaHa B oKymMmeHTauum koHTponnepa SoftWwLC.

6.6 Hactpoliku Radio

Ha Radio no ymonuaHuto 1cnonb3yeTcsi aBToMaTUYECKIii BbIGOP paboyero kaHana. [is Toro Yto6bl
YCTaHOBUTb KaHas BPY4HYH UM CMEHUTb MOLLHOCTb, UCNO/b3YiiTe CriefytoLe KoMaHabl:

CMeHa pa6ouero KaHasia U MOLHOCTU paguounHTepdeiica

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlan0

WEP-50L(config):/interface/wlan0# wlan

WEP-50L(config):/interface/wlan0/wlan# radio

WEP-50L(config):/interface/wlan0/wlan/radio# channel X (rge X — HomMep cTtaTnyeckoro kaHana, Ha KOTOpoM
6yneT paboTaTb TOYKA)

WEP-50L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/t0ueHne asToBbIOOpa KaHasa. [
BK/THOUEHMS BBEAUTE true)

WEP-50L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHNE CMOIB30BAHNA
OrpPaHNYEHHOro cnmncka KaHasoB. 115 BK/IOUEHUS BBEAUTE true)
WEP-50L(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — lwuipvHa kadana. MNapavetp moxeT
NpUHUMaTh 3HaveHune: And Radio 1: 20, 40; Radio 2: 20, 40, 80, 160)
WEP-50L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb molHoCTM B ABM. [NapamveTp
MOXET NpPUHMMaTb 3HadYeHue: ans Radio 1: 0-16 aAbm; Ans Radio 2: 0-17 abm)
WEP-50L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku fOCTYNHbBIX KAaHANIOB

Ana Radio 2.4 Ty ansa BbIGOpA AOCTYNHbI CAeAYIOWNE KaHa/bl:
e Mpu WupuHe kKaHana 20 Miru: 1,2, 3,4,5,6,7,8,9,10,11,12, 13.
e Mpu WrpuHe kaHasia 40 MIy;
e ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
e ecnun «control-sideband» = upper: 5, 6,7, 8,9, 10,11, 12, 13.

Ansa Radio 5 Ty, ans BbIGOpa AOCTYNHbLI CNeAyOWMe KaHaMbl:
e Npu wWupuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
e Mpu WrpuHe kaHasia 40 MIy;
e ecnu «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
e ecnm «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
e Mpu wWupuHe kaHana 80 Mrru: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161.
e Mpu WrpuHe kaHana 160 MIru: 36, 40, 44, 48, 52, 56, 60, 64.

93


https://docs.eltex-co.ru/display/doc/v1.29_AirTune

PykoBoAcTBO Mo akcnyataumm WEP-50L

6.6.1 [ononHutenbHble HacTpoiikn Radio

Bbi6Op cTpaHbl/pernoHa

WEP-50L(config):/interface/wlan0/wlan/radio# country X (rze X — BbIO0p CTpaHbl/pernoHa, B KOTOPOW
HaxoAMTCS YCTPOMCTBO. MOXET nNpuMHMMaTh 3HadeHns: RU — Poccus (Russia), ALL — 6e3 orpaHuyeHuii. Mo
ymMoi4yaHuo: RU)

€ Hactpoiika nokanbHbIX (peroHabHbIX) OrpaHNyYenuii, BKIoYas paboTy Ha pas3peLleHHbIX YacTOTHBIX
KaHas1ax ¥ BbIXOAHOWN MOLLIHOCTW, SIBNSIETCS OTBETCTBEHHOCTbIO MHCTa/IISITOPOB.

HacTpolika orpaHUYEeHHOro CN1cKa KaHa/10B

WEP-50L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/1t04eHne 1CNONL30BaHMA
OrpaHNYeHHOro cnmncka KaHanoB B paboTe aBToBbIOOpa kaHas10B. Ans oTkAo4veHus eeeanTe false. [No
YMOJ14aHUIO: true)

WEP-50L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHasbl AvanasoHa, B
KOTOPOM MOXeT paboTaTb HacTpanBaeMblli paanonHTepdelic)

N3meHeHne OCHOBHOro KaHana

WEP-50L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTp MOXeT NpuHUMaThH
3HauyeHue: lower, upper. 1o ymonyaHuto: and Radio 1: lower; onsa Radio 2: upper)

BknroyeHne NcNosib30BaHUA KOPOTKOro 3allMTHOINo UHTepBaia

WEP-50L(config):/interface/wlan0/wlan/radio# sgi true (Bk/10ueHVIe NCNOML30BaHNS YKOPOYEHHOTO
3alUUTHOrO MHTEpPBasia A/is nepegayn gaHHbIX — 400 HC, BMecTo 800 He. [n1a oTkNoueHns: Beeaute false)

BkntoyeHue STBC

WEP-50L(config):/interface/wlan0/wlan/radio# stbc true (Bx1t0ueHne meToaa NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOr0 KoAMpoBaHuA (STBC), HanpaB/IEHHOIO Ha NOBbILLEHVE HAAEXHOCTN Nepeaayn
AaHHbIX. Ona oTkntoueHns seegute false)

BknioueHue arperayum

WEP-50L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/10ueHne arperaumy Ha Radio —
nogaepxkn AMPDU/AMSDU. nsa oTkitoyeHns seeguTte false)

BkntoueHMe Ncnosib30BaHNA KOPOTKOW npeamoy bl

WEP-50L (config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1104eHVIE NCMO/IL30BAHNS KOPOTKOM
npeambynbl naketa. s oTkoyeHns seegute false)
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BknioueHue Wi-Fi Multimedia (WMM)

WEP-50L (config):/interface/wlan0/wlan/radio# wmm true (Bk/toueHve nogaepxkn WMM (Wi-Fi Multimedia)
[na otkntoveHns seeguTe false)

HacTtpoiika mexaHuama DFS

HacTtpolika npon3BoanTca T0/bKo Ha Radio 5 T, (wlanl)

WEP-50L(config):/interface/wlanl/wlan/radio# dfs X (rge X — pexum paboTel MexaHusmva DFS. MoxeT
NpUHNUMaTb 3HaYeHus: forced — mexaHn3M BbIK/THOUYEH, DFS-KaHasbl AOCTYMHbI 4751 BblOopa; auto —
MexaHun3m BkntouveH; disabled — mexaHn3m BbIk/IOYEH, DFS-KaHa bl HEAOCTYMNHbI A1 BbIOGOpa)

BkniouyeHune pexnma aBTOMaTM4Y€ECKOIi CMEHbI LMPUHBbI KaHaa

WEP-50L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0UeHNE pPEXMMa aBTOMATUYECKOA CMEHbI
LWUMPWHBI KaHasa ¢ 40 MINy, Ha 20 MI'L, npuv 3arpyXeHHom paauoadmpe. Ana oTknodeHns seegute false)

BknroyeHue QoS n nsmeHeHMe napaMmeTpoB

WEP-50L (config):/interface/wlan0/wlan/radio# qos

WEP-50L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1t04ueHVIE NCMONL30BAHNS (DYHKLNIA,
obecneumBaroLLnx KayecTBo obcnymeaHua (Quality of Service). As1a oTkntoueHnsa seeaute false)

WEP-50L (config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS T4k A0CTyNa,
Tpadomk NnepegaeTcst OT TOUKM A0CTyna K KIINEHTY)
WEP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS A/
HU3KOMPUOPUTETHOI ouepean C BbICOKOM NPOMYCKHOM CMOCOBHOCTbLI0, MpMopuUTEThI 802.1p: €s1, cs2)
WEP-50L (config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxunaaHns kagpos
(dbpeitmoB) AaHHbIX, U3mepsiemoe B c/oTax. MprHMMaeT 3HaveHms 1-255)
WEP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOE 3HaYeHne BpeMeHu
OXnaaHus nepea NOBTOPHOM OTNPaBKOM Kaapa, 3a4aeTcs B MUNMIMCEKYHAAX. [IPUHMMAaET 3HayeHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin HE MOXET NpeBbILllaTh 3Ha4eHne cwMax)

WEP-50L (config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — MakcumasibHOe 3HaveHne
BPEMEHU OXMAaHWs nNepes NOBTOPHOR OTNPAaBKOW Kaapa, 3agaeTcsi B MuanncekyHaax. MpuHnmaet
3HauyeHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4YeHNe cwMax AO/HKHO ObITb 60/IbLLE 3HAYEHUS cwMin)
WEP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — vHTepBas BpemeHn B
MUANNCEKYHAAX, Koraa kKnneHtckas WME-CTaHUMSA MMEET npaBa MHULMMPOBATb nepegadvy AaHHbIX MO
6ecnpoBOAHON cpeae K Touke gocTyna. MakcumasibHoe 3Ha4YeHne 65535 MUIANCEKYH)

WEP-50L (config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-50L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS kveHTa: Tpadnk
nepegaeTcsi OT KMEHTa A0 TOYKM AOCTyna)

WEP-50L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHvie HacTpoek)

MeToamnka HacTpoiiku edca-sta aHasiornyHa MetToguke HacTpoiiku edca-ap.
HacTpoiika napameTpoB 4515 ouepeseii be, vi, vo aHasornyHa HacTpoiike napameTpoB ans ovepeam bk.
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6.7 Hactpoiika DHCP onuumn 82

o HacTpoiika DHCP onuummn 82 nponsBoguTca OTAENBHO 419 KaXA0ro paguonHtepgeinca. B gaHHOM
pasgene nNpuBoASATCS NpUMepbl HacTpoiku onuun 82 ana Radio 2.4 'y, — wlan0.

Pexvmbl paboTtel DHCP snooping:

e ignore — o6paboTka onuun 82 oTk/IOYeHA. 3HaYEHNE MO YMONYaHWIO;
* replace — Touka gocTyna noAcTaBnseT Uav 3amMmeHsieT 3HaveHve onuumn 82;
e remove - Touka foCTyna yaanseT 3HavyeHve onummn 82.

N3meHeHue pexuma pa6oTbi DHCP onuyum 82

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlan0 (HacTpolika 6ygeT npom3sBoanTbesa A8 Radio 2.4 I'Tu. Ecnn Heob6xoanmo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeauTe wlanl)

WEP-50L(config):/interface/wlan0# common

WEP-50L(config):/interface/wlan0/common# dhcp-snooping
WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BbiI60p paboThl
DHCP snooping B pexume 3ameHbl Ui NoAcTaBfeHns onuumn 82)

WEP-50L (config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

Ecnu Ha pagnonHTepdelice HacTpoeHa nonmMTuka 06paboTkm onuun 82 replace, To Anst KOHUIypUpoBaHUS
CTaHOBATCA AOCTYMHbI Cnegyowue napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (1 /e custom
— 3amMeHa cogepxmmoro CID Ha 3HaueHne, ykasaHHoe B napameTtpe dhcp-option-82-custom-CID. MapameT
p MOXeT npuHuMaTh 3HavyeHuda: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec ToUYkM SOCTyna>-
<nma SSID>. SSID — 3ameHa cogepxxnmoro CID Ha nms SSID, K KOTOPOMY NOAK/THOYEH KINEHT. 1o
ymonyaHuio: APMAC-SSID)

WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (/e custom
— 3amMeHa cogepxnmoro RID Ha 3HaueHne, ykaszaHHoe B napamvetpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HaueHus: ClientMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec
KNMeHTCcKoro yctponctea. APMAC — 3ameHa cogepxumoro RID Ha MAC-agpec Touku goctyna. APdomain —
3ameHa cogepXunmoro RID Ha JOMEH, B KOTOPOM HaxoAauTCs Touka gocTyna. Mo ymonyaHuto: ClientMAC)
WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HayeHVe OT 1 A0 52 CMMBO/IOB, KOTOPOe 6yaeT nepegasatbes B CID. Ecnun 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3a4aH0, ToUKa 6yaeT nsmeHsATb CID Ha 3Ha4YeHne no
yMO4YaHuio: <MAC-agpec ToUKM AocTtyna>-<mms SSID>)
WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r21e
longstring — 3HayeHVe OT 1 A0 63 CMMBO/IOB, KOTOPOe ByaeT nepegasatbcs B RID. Ecnn 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a/7aH0, ToUKa OyAeT M3MeHSAThb RID Ha 3HaYeHne no
yMO4YaHuio: MAC-afipec KSIMEHTCKOIO YCTPOMCTBA)
WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasaenutens oktetoB MAC-aapeca, koTopblii nepeaaetcs B RID u CID. radius — B KauecTBe pasgenurens
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3genntenis BbICTynaeT 3Hak
aBoetouns: AA:BB:CC:DD:EE:FF)

WEP-50L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)
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6.8 HacTtpolika pennukauum DHCP

© Hacpoiika akTuBMpyeT dhyHKLMOHAN Npeo6pa3osaHmus broadcast DHCP-0TBeTOB OT cepsepa B unicast
npu nx nepegaye 6ecnpoBOgHOMY K/TUEHTY.
OT0 N03BO/ISAET NOBbLICUTL CTAbWU/ILHOCTL 06MeHa DHCP mexay KMeHTOM 1 cepBepoM B paanocpese.
HacTpolika rnobasnbHas, npumeHsieTcs Ha Bce VAP pagnouHTepdelica.

Hwuxe npepactasneHa HacTpoiika pennukauyun DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlanl

WEP-50L(config):/interface/wlan1# common

WEP-50L(config):/interface/wlanl/common# dhcp-snooping
WEP-50L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bi/t0ueHve
pennukauun DHCP. Mo ymMon4aHuio BbIKIHOYEHO: false)
WEP-50L(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHve HacTpoek)

6.9 Hactpolika pennukaunn ARP

© Hacrpoiika arp-suppression Npon3BoOANTCA OTAENLHO A5 KaX/40ro paguonHTepdelica. B gaHHOM
pasgerne NpUBOASATCS NPMMEPbI HACTPOViKK arp-suppression ansa Radio 2.4 My, — wlan0.

lMocne BKNOYEHUS arp-suppression npouncxogut nogmeHa MAC-agpeca nosnydartesnsi.

Hactpoiika pennunkauuun ARP

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlan0

WEP-50L(config):/interface/wlan0# common

WEP-50L (config):/interface/wlan0/common# arp-suppression
WEP-50L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1toueHne arp-suppression. o
YMO/I4aHUIO BbIK/HOYEHO: false)

WEP-50L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yrnipasnexve
pennvkauuein ARP. Ecnn napameTp BK/IKOYEH true, TO NPOUCXOANT OTOpachkiBaHNe NakeToB C HEN3BECTHbIM
IP-agpecom HasHayeHus. Ecnv napameTp Bblk/toYeH false, ToO nakeTbl 6yayT nepegaBaTtbes
LuMpoKoBeLaTesibHO. Mo yMoYaHuio BKIKOYEHO: true. PaboTaeT TO/IbKO C BK/TKOUYEHHBbIM arp-suppression)
WEP-50L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHVe HacTpoek)
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6.10 CuctemHble HaCTPOWMKK

6.10.1 O6HoBneHue MO ycTpolicTBa

OGHoBneHue MO Touku goctyna no tftp

WEP-50L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue havna MNO> (nprvep:
firmware upload tftp 192.168.1.15 WEP-50L-3.1.1_build_X.tar.gz)
WEP-50L(root):/# firmware upgrade

O6HoBneHue MO Touku goctyna no http

WEP-50L(root):/# firmware upload http <URL ansa ckaumBaHua dpaiina MO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-50L-3.1.1_build_X.tar.gz)
WEP-50L(root):/# firmware upgrade

MepeknioueHne Ha pesepBHYIo Bepcuto MO ToUukn goctyna

WEP-50L(root):/# firmware switch

6.10.2 YnpaBneHue KOHUrypaumeii ycTpoiictea

C6poc KoHchurypaumm yctpoiictBa B fethontTHoe coCcTosiHNe 6e3 coXxpaHeHUA napamMeTpoB
poctyna

WEP-50L(root):/# manage-config reset-to-default

C6poc KoHdurypauum yctpoiictea B Aec)ONITHOE COCTOSIHNE C COXPaHEeHUeM napameTpoB
JocTyna

WEP-50L(root):/# manage-config reset-to-default-without-management

Ckauatb KOH(pUrypauuoHHbIii thaiin yctpoiictBa Ha TFTP-cepBep

WEP-50L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypauuoHHblii dhaiin yctpoiictea Ha cepBep/lNK uepes SCP

scp <Monb3oBaTenb>@<IP-agpec yctTpoiicTBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas KoMaHAa BbiNnonHaeTca Ha cepsepe/lK)

98



PykoBoacTso no akcnayatauun WEP-50L

3arpy3unTtb KOHhUrypauuoHHblii dpaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WEP-50L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaina
KoHurypauyumu=> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-50L(root):/# manage-config apply (nprveHeHve KoHurypaLmy Ha ToUKy A0CTyna)

6.10.3 Tllepesarpyska ycTponcTea

KomaHga ans nepesarpysku ycTpoiicTBa

WEP-50L(root):/# reboot

KomaHaa ons OTNI0XEeHHOI# nepe3arpy3ky ycTpoicTea

WEP-50L(root):/# reboot delay X (rae X — Bpems B CeKyHAaX, Yepes KOTOPOE Npon3oinaeT OT/I0KEHHAS
nepesarpyska ycTpoiicTBa. Bo3aMoxHble 3HayeHus: 0-86400)

KomaHpa pns 3anniaHUpoBaHHOW nepesarpys3ku ycTpolicTBa B Ha3Ha4YeHHOe BpeMsA

WEP-50L(root):/# reboot at hh:mm:ss (rge hh:mm:ss — Bpems, B KOTOpOe Npon30oiaeT 3aniaHnpoBaHHas
nepesarpyska ycTpoicTBa. BoamoxHble 3HaueHus: hh:mm, hh:mm:ss)

KomaHpga pna oTMeHbl OT/I0XKEHHO nepe3arpy3km ycTpoiicteBa

WEP-50L(root):/# reboot cancel

6.10.4 HacTtpoiika pexvma ayTeHTugurKaumm

YCTPOICTBO MMEET 3aBOACKYH YUYETHYH 3anucb admin ¢ naponem password. YaannTb faHHY0 YYETHYH
3anncb HeMb3s. VI3MeHNTb Naposib MOXHO C MOMOLLbIO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Asisi yueTHoii 3anucu admin

WEP-50L(root):/# configure

WEP-50L(config):/# authentication

WEP-50L(config):/authentication# admin-password <HoBbIii naponb AN y4yeTHoi 3anucu admin> (07 1
[0 64 CUMBOJ10B, BK/1HOYAs fTaTUHCKME BYKBbI 1 LMdPbI)

WEP-50L(config):/authentication# save (CoxpaHeHne HacTpoek)

BO3MOXHO co3aatb AONOHUTEbHBLIX NOMb30BaTeNel AN NoKasibHOM ayTeHTUurkaunm, a Takke
ayTeHTudmkaumn yepes RADIUS.

© HosbIM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 [BYX poneil:
admin — nonb3oBaTe b C TakoW POsbI0 ByAeT UMETb NOJMHbIV A0CTYN K KOHUIYPUPOBAHUIO 1
MOHUTOPWHIY TOYKM AOCTYN3;
viewer — nosnb3oBaTe/b C TaKOW PONbo ByAET MMETb AOCTYN TO/IbKO K MOHUTOPUHIY TOYKM AOCTyna.
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Jo6aBneHue HOBbIX nonb3oBaTenem

WEP-50L(root):/# configure

WEP-50L(config):/# authentication

WEP-50L(config):/authentication# user

WEP-50L (config):/authentication/user# add userX (rze userX — 1msi HOBOW Y4eTHO 3anucu. 18 yaaneHmns
ncnonb3ayiite komaHay del)

WEP-50L(config):/authentication/user# userX

WEP-50L (config):/authentication/user/userX# login userX (rze userX — nms HOBOW yYETHOW 3anucu)
WEP-50L (config):/authentication/user/userX# password <Maponb ANna yueTHOI 3anmucu userX> (0T 1 /10 64
CUMBOJI0B, BK/1H0UasA NaTUHCKuE ByKBbl 1 LMdpbI)

WEP-50L(config):/authentication/user/userX# role admin (nosib30BaTes10 BblAaTCA Npasa Ha
KOHhurypupoBaHve. Bo3mMoXHOe 3HaUYeHNe viewer — YYETHOR 3anncu 6yaeT AO0CTYMNEH TO/IbKO
MOHUTOPWHT)

WEP-50L(config):/authentication/user/userX# save (CoxpaHeHne HaCTPOeK)

[nsa ayteHtudmkaumm yepes RADIUS-cepBep HE06X0AMMO HACTPOUTbL NapaMeTpbl AOCTyNa K HEMY.

HacTtpoiika napameTpoB goctyna K RADIUS-cepBepy

WEP-50L
WEP-50L

root):/# configure

config):/# authentication

WEP-50L(config):/authentication# radius

WEP-50L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-50L(config):/authentication/radius# auth-port X (raie X — nopt RADIUS-cepBepa, KOTopbIii
ncnonb3lyeTcsa Ana ayTeHTudmkaumm n astopmsauun. Mo ymonyaHuio: 1812)

WEP-50L (config):/authentication/radius# auth-password secret (rze secret — ko4 a1s RADIUS-cepsepa,
MCNOMb3yeMOoro As1a ayTeHTUdUKaLUmMmM 1 aBTopusaLnm)

WEP-50L(config):/authentication/radius# exit

WEP-50L(config):/authentication# radius-auth true (Bk/i0ueHve pexuma ayteHTUdnKaumy Yepes RADIUS-
cepsep. Ana oTkntoveHns seeante false)

WEP-50L(config):/authentication# save (coxpaHeHve HacTpoek)

—_ e~~~

© pu ayteHTUUKaLMK Yepe3 RADIUS-cepeep HE06X0AMMO 0653aTeNIbHO CO3aThb TOKAIbHYIO YHETHYHO
3anuncb, kotopasi byaeT aHasorMyHa yyeTHoi 3anncu Ha RADIUS-cepsepe.
Mpn 3TOM B /IOKa/IbHOM YY4ETHOW 3anncu 06s3aTefibHO AO/MKHA ObITb YKa3aHa posib, onpeaenstoLas
npasa gocTtyna (admin unm viewer).
B cnyuae ecnn RADIUS-cepBep okaxeTcs HeAOCTyNeH, ayTeHTUMKaLms NpoiaeT No 10Ka/IbHOA
YUETHOW 3anucu.

HacTtpoiika nepnopga 6e3geinicteus

WEP-50L(root):/# configure

WEP-50L(config):/# authentication

WEP-50L(config):/authentication# session-idle-timeout X (r1e X — Bpemvs 6e31eincTBys Nob30BaTess B
web-nHTepdeiice B MUHYTax, MOC/1e KOTOPOro Ceccust aBTomaTuyeckn 3aBepluaeTcs. BoamoxHble
3Ha4YeHus: 0-10080. NS OTKIYEHMA (PYHKLMOHaNA yCTaHOBUTE 3HaYeHune 0. Mo ymonyaHmio: 15)
WEP-50L(config):/authentication# save (coxpaHeHve HacTpoek)
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6.10.5 HacTtpolika gatbl 1 BpeMeHU

KomaHab! A1 HACTPOKU CUHXPOHU3aLMU BpeMeHu ¢ cepBepom NTP

WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHVe pexuma paboTsl ¢ NTP)

config):/date-time# ntp

WEP-50L (config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepsepa)

WEP-50L (config):/date-time/ntp# alt-servers (ycTaHoBKa f0NONHUTESbHLIX NTP-cepBepos)
WEP-50L(config):/date-time/ntp/alt-servers# add <lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOoHtUrypayumn> (cozgaHme pasaena KoHdurypauum gonosiHutenisHoro NTP-cepBepa. MakcumanbHoe
KONn4yecTBo: 8. N9 yaaneHus ncnosnb3yiite komaHay del)

WEP-50L(config):/date-time/ntp/alt-servers# exit

WEP-50L (config):/date-time/ntp#exit

WEP-50L(config):/date-time# common

WEP-50L(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemMeHHO
30Hbl)

WEP-50L(config):/date-time/common# save (coxpaHeHne HacTpoek)

—_ e~ e~~~

6.10.6 [ononHuTeNbHble HACTPONKM CUCTEMBI

BkntoueHue rnodéasibHON u3onauumn

WEP-50L(root):/# configure

WEP-50L (config):/# system

WEP-50L(config):/system# global-station-isolation true (Bx/1t0ueHvie rnobasibHOM n30aaLMY Tpaduka
MeXay KnveHTamm pasHbix VAP 1 pasHbIxX pagnouHtepdeiicos. Ans oTknoyeHns seeauTe false)
WEP-50Lconfig):/system# save (coxpaHeHne HacTpoek)

MN3meHeHne UMEeHU yCTpocTBa

WEP-50L(root):/# configure

WEP-50L(config):/# system

WEP-50L(config):/system# hostname WEP-50L_room2 (re WEP-50L_room2 — HOBOE UM YCTPONCTBA.
MapameTp MOXeT cofepxaTtb OT 1 0 63 CUMBOJIOB: IATUHCKNE 3ar/iaBHble U CTPOYHble BYKBbI, LGP,
3HaK gednc «-» (aedmnc He MOXeT ObITb NOC/AeAHMM CUMBO/IOM B UMEHM). o ymonyaHuto: WEP-50L)
WEP-50L (config):/system# save (coxpaHeHVe HacTPOeK)

N3meHeHue reorpad)uueckoro goMeHa

WEP-50L(root):/# configure

WEP-50L(config):/# system

WEP-50L(config):/system# ap-location ap.test.root (r1e ap.test.root — fOMEH y3/1a fepeBa yCTPONCTB
CuUCTEeMbI ynpaBneHus EMS, B KOTOPOM pacnosiaraetcs To4ka goctyna. 1o ymonyaHmio: root)
WEP-50L(config):/system# save (coxpaHeHVe HacTpoek)
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MN3meHeHne Radius NAS-ID

WEP-50L(root):/# configure

WEP-50L(config):/# system

WEP-50L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rge Lenina_1.Novovsibirsk.root —
NAEHTUJIMKATOP AAHHOW TOoYkM AocTyna. MapameTp npegHasHavyeH ans naeHTudunkaumm ycTpoicTea Ha
RADIUS-cepBepe, B c/iyuae ecsiv RADIUS oxugaeT 3HaueHne, oT/im4Hoe ot MAC-aapeca. o ymonyaHuio:
MAC-agpec TO4Yku A0CTyna)

WEP-50L(config):/system# save (coxpaHeHVe HaCcTPOeK)

HacTpoliika LLDP

WEP-50L(root):/# configure

WEP-50L(config):/# Wldp

WEP-50L(config):/lldp# enabled true (BkntoueHne pyHkumoHana LLDP. insa oTknioueHnsa seeguTe false. Mo
YMOJTYaHWIO: true)

WEP-50L(config):/lldp# tx-interval X (rae X — n3meHeHve nepuoga otrnpasku LLDP-COO6LLEHNIA.
Bo3moxHble 3HaueHus: 1-86400. o ymonyaHuio: 30)

WEP-50L(config):/lldp# system-name WEP-50L_reserv (r1e WEP-50L_reserv — HOBOe nms ycTpoicTaa. o
ymonyaHuio: WEP-50L)

WEP-50L(config):/lldp# save (coxpaHeHne HacTpoek)

N3meHeHMe napons

WEP-50L(root):/# configure

WEP-50L(config):/# authentication

WEP-50L(config):/authentication# admin-password newpassword (/e newpassword — HOBbIV Naposib A5
BX0OAa B CUCTEMY TOUKM AocTyna. Mo ymonyaHuio: password)

WEP-50L(config):/authentication# save (coxpaHeHve HacTpoek)

6.11 HacTpolika napameTpoB NopTasibHO aBTOpM3aLnn

HacTtpoiika napameTpoB NopTasibHOV aBTOpU3aLmu

WEP-50L(root):/# configure

WEP-50L(config):/# captive-portal

WEP-50L(config):/captive-portal# ap-ip-alias <[lomeHHO€e UMS> (J0MeEHHOE NMS, Ha KOTopoe ByaeT
coBepLuaTbCsa nepeHanpasneHne KaneHTos. No ymonyaHuto: redirect.loc)
WEP-50L(config):/captive-portal# tinyproxy-https true (Bx/1t0ueHne nepeHanpas/ieHns KIMeHTOB Mo
npotokony HTTPS. Ana nepeHanpasneHus rno npotokony HTTP BBeauTe false. o ymonyaHuio: false)
WEP-50L(config):/captive-portal# save (coxpaHeHve HacTpoek)

© DNS-3anpoc JOMEHHOTo UMeHW, ykasaHHoro B ap-ip-alias, 6yaeT nepexsayeH TouKoi gocTyna. Ha atot
3anpoc 6yaeT oTnpaBfieH OTBET, U B 0TBeTe byaeT IP-agpec Toukun goctyna.
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HacTpoiika uMeH napaMeTpoB, NepefaBaeMbiX Be6-cepBepom aBTopusanum

WEP-50L
WEP-50L

root):/# configure

config):/# captive-portal

WEP-50L (config):/captive-portal# web-redirector

WEP-50L(config):/captive-portal/web-redirector# param-names
WEP-50L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nvenu
napameTpa, CoaepXallero NCXoaHbIi URL, 3anpOLUEHHbIV KNIMEHTOM. KNTMEHT GyeT nepeaapecoBaH Ha
[laHHbI URL B C/lyyae ycneLHon aBTopusaymn)
WEP-50L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nmeHn
napameTpa, cogepxatyero URL, Kyaa 6yaeT nepeafpecoBaH K/MEHT B Clydae OLMOKM aBTopu3auum)
WEP-50L (config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHn
napameTpa, CoaepXallero I0r1H An1si KNMeHTa)

WEP-50L (config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nveHu
napameTpa, CoaepXallero naposib A1 KNneHTa)
WEP-50L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHVe HacTPOeKk)

e = = =

o HacTpoiika HyHa, ecnin uMeHa napameTpoB B oTBeTe http ¢ kogom 302 oTanyatoTca oT AePONTHBIX
NMEH, NPUHNMAIOLLIMXCS TOUKOM AocTyna.

© B 3HaueHusx napameTpos redirect_url, error_url, username, password MOXHO MCMO/Ib30BaTb TO/IbKO
NaTyHWLY No60oro perncTpa, a Takke cumeosbl S\-_.1*'() anmHoii ot 0 4o 255 cMMBO/OB.

HacTtpoiika aganTMBHOro peXxuma padoTbl NOPTa/IbHOW aBTOpPU3aLUN

WEP-50L(root):/# configure

WEP-50L(config):/# captive-portal

WEP-50L(config):/captive-portal# web-redirector

WEP-50L (config):/captive-portal/web-redirector# captive-adaptive true (Bk1t0ueHne afanTvBHOIO pexunma
paboTbl NOPTasIbHOM aBTOpU3aL MM Ansg ycTpoicTB iOS. [ns oTkaoueHus seeanTe false. [10 ymonyaHuto:
false)

WEP-50L(config):/captive-portal/web-redirector# save (coxpaHeHne HacTpoek)

© Mpu BKIOUEHHOM aaNTUBHOM PeXuMe pa6oThbl MPU CBOPAYMBAHM OKHA aBTOPU3ALIMMA Ha
ycTpoiicTBax iOS paspbiBa CoOeANHEHNSA NPOMCXOANTb He byaeT.
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HacTtpoiika npaBun ipv4-acl

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# acl

config):/acl# ipva

config):/acl/ipv4# add ipv4_list (co3paHuve crnivcka ACL npaswun)

config):/acl/ipv4# ipva_list

config):/acl/ipv4/ipv4_list# entry

WEP-50L(config):/acl/ipv4/ipv4_list/entry# add 0 (co3gaHve ACL npasuna)
WEP-50L(config):/acl/ipv4/ipv4_list/entry# 0

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykazaHne gericteus o1a npasnna. BoamoxHble
BapuaHThbl: permit — paspeLnTb, deny — 3anpeTuThb)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpoiika pexuma paboTkl NPOTOKONA, M0
KoTopomy 6yaeT oTpabaTbiBaTb NpPaBu/i0. BO3MOXHbIe 3HA4YEeHUS: any — /10601 NpoToKon, value —
KOHKPETHbIA NPOTOKO/)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BbIGOP NpoToKoa. BO3MOXHbIE 3HAYEeHVS: gre,
icmp, igmp, tcp, udp)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (rae X — HauasibHbI NOPT NCTOYHNKA)
WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-end X (rge X — KOHEYHbIV MOPT UCTOYHUKA.
cnonb3yeTcsa ToAbKO Ans src-port-mode range)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpolika pexrva uibTpaumm NCTOYHMKA.
Bo3MOXHble BapuaHTbl: any — 110601 NCTOYHUK, host — chunbTpaums no agpecy xocta, network —
domnbTpaums no agpecy cetn)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rze X.X.X.X — IP-azpec xocTa NCTO4YHVKA)
WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-mask X.X.X.X (rge X.X.X.X — macka nogceTtu xocra
NCTOYHMKA)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTpolika pexvma paboTkl nopTta
NCTOYHMKA. BO3MOXHblE 3Ha4YeHWs: any — /110001 pexum, eq — paBHo, gt — 6osbLue, It — MeHbLUe, neq — He
paBHO, range — ana3oH NnopToB)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpoiika pexvmva unsTpaLmmn HasHayveHus. B
03MOXHble BapuaHTbl: any — /10601 MCTOYHMK, host — donnbTpauus no agpecy xocta, network —
domnbTpaums no agpecy cetn)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa HazHauyeHns)
WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rge X.X.X.X — macka nogceTtu xocra
HasHayeHus)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpolika pexvva paboTel nopTa
HasHayeHus. BO3MOXHbIe 3Ha4YeHNs: any — /10601 pexnm, eq — paBHo, gt — 6osibLue, It — MeHbLUEe, neq —
He paBHO, range — [Mana3oH NopToB)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (r1e X — Hauas/ibHbIV NOPT HAasHaYEeHNs)
WEP-50L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (rae X — KOHEYHLI NOPT HA3HAYEHNS.
Vcnonb3yeTca Tonibko ana dst-port-mode range)

WEP-50L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# save (coxpaHeHVe HacTpOek)

~ o~~~ o~ o~ —~ —
—_— N o O
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HacTtpoiika npasun url-acl

WEP-50L(root):/# configure

WEP-50L(config):/# acl

WEP-50L(config):/acl# url

WEP-50L(config):/acl/url# add url_list (co3paHne cnucka ACL npasu)

WEP-50L(config):/acl/url# url_list

WEP-50L(config):/acl/url/url_list# action permit (ykazaHve gencTeua a1 cnycka. Bo3amMoxHble BapuaHThbl:
permit — paspelwnTs, deny — 3anpeTuTh)

WEP-50L(config):/acl/url/url_list# entry

WEP-50L(config):/acl/url/url_list/entry# add 0 (co3paHve ACL npasuna)
WEP-50L(config):/acl/url/url_list/entry# 0

WEP-50L(config):/acl/url/url_list/entry/0# domain <[JoMeHHO€e UMSA> (yka3aHve JoMeHa Ui PerynsapHoro
BbIpaXKeHMWS)

WEP-50L(config):/acl/url/url_list/entry/0# save (coxpaHeHne HacTpPOeK)

6.11.1 ¥YnpaBneHve nopTasibHbIM CepTUUKATOM

3arpyska cepTudukaTta gns pegupekta no HTTPS no tftp

WEP-50L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska cepTudmkata gns pegupekta no HTTPS no http

WEP-50L(root):/# manage-certificates portal upload http <URL gnsa ckaunBaHus cpaiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CtupaHue ceptudmkara

WEP-50L(root):/# manage-certificates portal erase

6.12 Hactpoiika cepsuca APB

Cepsuc APB ucnonesyetca ana obecrneyeHnsa noptasibHOro pOyMUHra KNIMEHTOB MeXay ToukaMy JoCTyna,
NOAKNHYEHHBIMU K CEPBUCY.

KomaHpb! ans HacTpoliku cepBuca APB

WEP-50L
WEP-50L

root):/# configure

config):/# captive-portal

WEP-50L(config):/captive-portal# apbd

WEP-50L (config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-50L (config):/captive-portal/apbd# enabled true (BxitoueHve cepeuca APB. N5 OTkIOUEHNA BBEAUTE
false)

WEP-50L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)

—_ e~~~
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6.13 HacTtpolika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecrneumBaeT 06paboTKy 3anpocoB AnHamuyeckoin asTopu3auum RADIUS Toukamm
Joctyna.

KomaHpbl ans HacTpoiikn DAS-cepBepa

WEP-50L(root):/# configure

WEP-50L(config):/# das-server

WEP-50L(config):/das-serveri# enabled true (BxitoueHve DAS-cepsepa. [ns oTkioveHns seegnte false)
WEP-50L (config):/das-serveri# port X (rae X — nopt DAS-cepBepa. o ymonyaHuto: 3799)
WEP-50L(config):/das-server# auth-password secret (r/e secret — naposb an1s DAS-cepBepa, UCNosib3yeTcs
npuv wudoposaHnn RADIUS-3anpocos)

WEP-50L (config):/das-server# save (COxpaHeHne HacTpoek)

6.14 HacTtpoiika Heckobkux anpecoB KOHTPOJI/IEPOB

KoMaHAb! A4St HACTPOIKN HECKONIbKMX afpecoB KOHTPO/I/1IepoB

WEP-50L
WEP-50L

root):/# configure

config):/# service-activator

WEP-50L (config):/service-activator# wlc

WEP-50L (config):/service-activator/wlc# wlc-connections-info

WEP-50L (config):/service-activator/wlc/wlc-connections-info# add name (cozaHve 6/10ka HacTpoek /i
NOAKIUYEHNST K KOHTPOoNNepy. Bo3amMoXHO 106aBNATb HECKO/IbKO 6/TOKOB HACTPOEK. N5 yaaneHus
ncnonb3yrite kKomaHay del)

WEP-50L(config):/service-activator/wlc/wlc-connections-info/name# wlc-url <Agpec KoHTponnepa
WLC> (npumep: https://192.168.1.20:8043)

WEP-50L (config):/service-activator/wlc/wlc-connections-info/name# user-gre-addr X.X.X.X (rge X.X.X.X — IP-af
pec KOHTpoepa 419 TeEpMUHALMK user-gre TYHHEe s)

WEP-50L (config):/service-activator/wlc/wlc-connections-info/name# save (coxpaHeHvie HAaCTpPOeK)

—_ e~~~

6.15 YnpasneHue sewaHuem T/[ npu nponagaHun CBA3N C KOHTPOSIEPOM

KomaHgb! ynpaBneHus Bewauuem T, npy nponagaHun CBA3U C KOHTPO/I1EPOM

WEP-50L(root):/# configure

WEP-50L(config):/# service-activator

WEP-50L(config):/service-activator# wlc

WEP-50L(config):/service-activator/wlc# service-hold true (ynpasneHve BelwaHnem VAPOB B achupe npu
nponagaHnn CBs3n C KOHTPOsI/IepoM. MoXeT npuHnmaTth 3HaveHus: false — BellaHme VAPOB byaeT
NPMOCTAHOBIEHO NPU NponagaHnun CBSA3M C KOHTPO/I1IEPOM; true — BellaHve VAPOB 6yaeT Npon3BoANTLCS
BHE 3aBMCMMOCTI OT COeAMHEHUS C KOHTponnepom. Ansa oTkitodeHns seeguTe false. Mo ymonyaHuio: true)
WEP-50L(config):/service-activator/wlc# save (coxpaHeHne HacTpoek)
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6.16  MOHUTOPUHT

6.16.1 Wi-Fi knneHTtbl

WEP-50L(root):/# monitoring associated-clients

index (0]

hw-addr 5€:1C:99: XX XX XX
interface wlanmlo-val
rfid 1

wid (0]

band 5

state ASSOC SLEEP AUTH_SUCCESS
ssid WEP-50L_5GHz
vlan-id 100

ip-addr 192.168.1.15
frequency 5200

channel 40

hostname client
username TIOXXXXXXXXX
domain root
auth-algorithm open-system
encryption-cipher no-cipher
encryption-group-cipher no-cipher
dhcp-request-status obtained
authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

portal-auth-time 00:03:57
wlan-auth-type Open
wlan-auth-status authorized
wlan-auth-time 00:04:27
rx-retry-count 227
tx-fails 0
tx-period-retry 71
tx-retry-count 1801
rssi-1 -35

rssi-2 -42

rssi -42
max-rssi-1 -31
max-rssi-2 -40
max-rss-i -31

snr-1 38

snr-2 38

snr 38

noise-1 -73
noise-2 -80

noise -73
tx-rate EHT NSS2 MCS12 SGI 2594.1
rx-rate EHT NSS2 MCS13 SGI 2882.4
rx—bw 160M
rx-bw-all 160M

tx-bw 160M
uptime 00:04:27
mfp false
wireless-mode be
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perftest-capable
link-quality
link-quality-common
tx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support
mld-mac
mlo-1link-1-band
mlo-link-1-mac
mlo-1link-2-band
mlo-link-2-mac

false

95

95

14

745

112

111

33

45

60

78

1

no

no

no

none
5e:1c:99:54:9a:f6
5
1a:25:85:17:68:e0
2
ce:9f:e9:19:60:c3

PykoBoAcTBO Mo akcnyataumm WEP-50L

name (0]

name (0]
Counter Transmitted Received
Total Packets: 1997 964
TX success: 100
Total Bytes: 2071963 367428
Data Packets: 1989 957
Data Bytes: 2071530 367197
Mgmt Packets: 8 7

Mgmt Bytes: 433 231
Dropped Packets: 0 0
Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received
he-nss2-mcs4 0 | 0% 2
he-nss2-mcs6 0 | 0% 116
he-nss2-mcs7 46 | 2% 73
he-nss2-mcs8 224 | 119% 242
he-nss2-mcs9 455 | 22% 432
he-nss2-mcs10 458 | 23% 77
he-nss2-mcsll 806 | 40% 15

Multicast groups:

MAC IP

01:00:5E:00:00:FB

XXX.0.0.251
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6.16.2 NHbopmauumsa o6 ycTpoinctee

WEP-50L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WEP-50L

3.1.1 build X
3.1.1 build X
3.1.1 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WEP-50L

WEP-50L
68:13:E2:xX XX XX
68:13:E2:xX XX XX
WPXXXXXXXX

2v0

false

false

firmware update
false
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6.16.3 VIHhopmaLma 0 cepTudomkarax

WEP-50L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:e2:XxX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBoacTso no akcnayatauun WEP-50L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: F801COA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.*x/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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6.16.4 CeteBad nHopmauus

WEP-50L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses |
dns-servers |

WEP-50L(root):/# monitoring ethernet-ports

ETH1:
name: ETH1
link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 81921
rx-packets: 1077
tx-bytes: 30714
tx-packets: 112

ETH2:
name: ETH2
link: up

speed: 1000

duplex: enabled
media-type: copper
rx-bytes: 376715473
rx-packets: 303933
tx-bytes: 10438030
tx-packets: 54861
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WEP-50L(root):/# monitoring arp

# ip mac
(0] 192.168.1.1
1 192.168.1.151

WEP-50L(root):/# monitoring route

02:00:48 XX XX XX
2c:fd:ralixx:xx:xx

PykoBoacTso no akcnayatauun WEP-50L

Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WEP-50L(root):/# monitoring lldp

0.0.0.0
255.255.255.0

gi 0/16

System Name

Interface

bro

bro
Capabilities TTL
B,R 120
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6.16.5 BbecnpoBoaHble MHTepENChI

WEP-50L(root):/# monitoring radio-interface

name | wlano

rfid | ©

status | on

band | 2.4 GHz

hwaddr | 68:13:E2:xX:XX:XX

tx-power | 16 dBm

antenna-gain | 4 dBi

eirp | 26 dBm

connection-status | AP mode

operation-mode | vap

noise-1 | -76 dBm

noise-2 | -76 dBm

noise threshold (dBm) | -92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50 -1
noise ratio (%) | 0 7 8 5 4 6 10 9 12 23 8 6
utilization | 56%

rx-utilization | 7%

tx-utilization | 0%

co-channel-interference | 49%

ap-interference-ratio | 79%

non-wifi-interference | 34%

packet-error-rate | 6%

channel | 11

frequency | 2462 MHz

bandwidth | 40 MHz

mode | b/g/n/ax/be

thermal | 35

name wlanl

rfid 1

status on

band 5 GHz

hwaddr 68:13:E2: XX XX:XX

tx-power 19 dBm

antenna-gain 6 dBi

eirp 25 dBm

connection-status AP mode

operation-mode vap

noise-1 -76 dBm

noise-2 -76 dBm

noise threshold (dBm) -92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50 -1
noise ratio (%) 0 0 4 36 7 21 7 6 5 6 2 5

utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate

16%
7%
0%
9%
52%
22%
6%

channel 44

frequency 5220 MHz
bandwidth 160 MHz

mode a/n/ac/ax/be
thermal 35
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6.16.6 VAP

WEP-50L(root):/# monitoring vap

Interface Status

wlanmlo-va@
wlanmlo-val
wlanmlo-va2
wlanmlo-va3
wlanmlo-va4d
wlanmlo-va5
wlanmlo-va6
wlan@-va@

wlan@-val
wlan@-va2
wlan@-va3
wlan@-vad
wlan@-va5
wlan@-vab
wlanl-
wlanl-val
wlanl-va2
wlanl-va3
wlanl-vad
wlanl-va5

wlanl-va6é mlo

BSSID

6.16.7 >XXypHan cob6bITui

WEP-50L(root):/# monitoring events

Jan 1 03:00:
Jan 1 03:00:
successfully.
Jan 1 03:00:
Jan 1 03:01:

lease on 192.
Oct 29 05:28:

successfully

Oct 29 05:28:

successfully

Oct 29 05:30:

10 WEP-50L
12 WEP-50L

14 WEP-50L
17 WEP-50L
168.1.15.
57 WEP-50L
by admin
59 WEP-50L
by admin
25 WEP-50L

GE:BB:0OA:xX:xX:XXx ssid:

-62 location:
Oct 29 05:30:25 WEP-50L daemon.info monitord[1190]: event:
packet' ip: 192.168.1.20 mac: 6E:BB:0A:xx:xx:xx ssid:
channel: 48 rssi-1:

'root'

daemon
daemon

daemon
daemon

daemon

daemon

daemon

'"WEP-50L_5GHz'
auth-method:

-63 rssi-2:

.info
.info

.info
.info

.info

.info

.info

-65

location:

'root'

PykoBoAcTBO Mo akcnyataumm WEP-50L

Auth type Portal Clients Retry Rate

WPA3 down 1 16

OWE down 2] ]

WPA3 Enterprise down ] ]

WPA3 down ] ]

épen ;p é é

OWE down 1 24

WPA3 down 2] ]

open w e 0

WPA2 down 1 10

WPA2 Enterprise down ] ]
syslogd[1018]: started: BusyBox v1.21.1
configd[1031]: The AP startup configuration was loaded
networkd[1061]: Networkd started
networkd[1061]: DHCP-client: Interface br0® obtained
configd[1031]: The AP running configuration was updated
configd[1031]: The AP startup configuration was updated
monitord[1190]: event: 'authenticated' mac:

interface: wlanl-va® channel: 48 rssi-1: -64 rssi-2:
'Open' captive-portal: 'disabled'
'IP address was updated by DHCP
'"WEP-50L_5GHz' dinterface: wlanl-va0

reason: 0
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6.16.8 CkaHupoBaHue achupa

PykoBoAcTBO Mo akcnyataumm WEP-50L

€ Bo Bpems ocylLLecTBNEHNA aKTUBHOTO CKAHMPOBaHKS acupa paaouHTepdeiic ycTpoiicTea 6ygeT
OTK/IKOYEH, YTO NpUBEeAET K HEBO3MOXHOCTU Nepefayun gaHHbiX Ao Wi-Fi kineHToB BO Bpems

CKaHMPOBaHWI.

WEP-50L(root):/# monitoring scan-wifi

Security
wpa/wpa2-1x
wpa2-1x
wpa2

wpa2
wpa2/wpa3-1x
off

off

off

wpa2-1x
wpa2/wpa3-1x
off

wpa2
wpa/wpa2
off

wpa2-1x
wpa/wpa2-1x
wpa2

off

wpa2

off

Channel

RSSI, dBm

-51

-38
-38
-39
-40

-41
41

-42
-43
-50

Bandwidth, MHz
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6.16.9 CnektpoaHasmsaTop

CnekTpoaHasM3aTop npefoctasnseT MHPOoOPMaLMIO 0 3arpy>KeHHOCTU KaHau10B B ananasoHax 2.4 n 51Tu.
PesynbTtaT BbIBOAUTCSA B NPOLIEHTAX.

€ Bo Bpems paboThl cnekTpoaHaM3aTopa NPOUCXOANT OTK/IOUEHE BCEX KIMEHTOB OT TOUKM AOCTYnNa.
KnueHTbl nogkayaTcsa CHoBa TO/IbKO TOrAa, Koraa cnekTpoaHasim3aTop 3aKOHYMT CBOK paboTy.
Bpemsa aHasiM3a BCcex pagnokaHanoB ABYX AMana3oHOoB COCTaBNAeT NPUMEPHO 1.5 MUHYTBI.

© CnexrpoaHanusatop NPOU3BOAUT aHaIM3 BCEX KAHA/IOB A1ana3oHa BHe 3aBYCMMOCTM OT HACTPOEK Ha
pagnonHTepgeiice.
C 6o0nee noapobHon nHopmanmei o HacTpolike paauonHTepdeiica yepe3 CLI MOXXHO 03HAaKOMUTLCS B
pasnene «Hactpoliku Radio».

WEP-50L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1

116



PykoBoacTso no akcnayatauun WEP-50L

6.17 MonyyeHne oTnago4Ho nHhopmalmm

@ [anHas komMaHaa HeOCTYNHA AN CO3AaHHbIX MoMb3oBaTenei, 40CTynHa Tobko A5 admin.

KomaHpa pna coopa otnagouHon nHcpopmaymnm

WEP-50L(root):/# get-troubleshooting-file

Mocne BbINOMHEHUS KOMaHAbl 6yAeT co3aaH apxuB troubleshooting.tar.gz, cofepxallunii 0TNaA0uHbIE AaHHbIE
11 CBE[IEHMSI O COCTOSIHIM YCTPOIACTBA.

MonyunTb apxmB troubleshooting.tar.gz ¢ ycTpoiicTBa Ha cepBep/MK MoxHO no npoTtokony TFTP:

€@ [aHHbIil NpoTOKON HeJOCTYNEH ANA Co34aHHbIX NoNb30BaTenell, JOCTyneH TonbKo Ans admin.

WEP-50L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxmB troubleshooting.tar.gz c ycTpoiicTBa Ha cepBep/MK MoXHO no npoTokosny SCP:

€ [aHHbIil NpoTOKON HeJOCTYNEH ANA Co34aHHbIX NoNb30BaTenell, JOCTyneH TonbKo Ans admin.

scp <[Monb3oBaTenb>@<IP-agpec Touku gocrtyna>:troubleshooting.tar.gz troubleshooting.tar.gz (
npumep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz. JaHHaa komaHga
BbINosIHAETCA Ha cepBepe/lK)

[ns aBTomaTnyeckoin HacTpoiiku 802.11k/v yepes cepsuc AirTune Ha Touke AoCTyna He06XxoAMMO BKIHUNTL
dyHkumoHan 802.11k/v Ha SSID, ansa 3Toro BbINOAHMTE cneayowme HacTPOKN:
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7 Bcnomorare/sibHble YTUNNTBI

7.1 YTunnuta traceroute

YTunuTa nokasbIiBaeT, Yepes Kakue y3sbl (MapLupyTu3aTopbl) POXOAUT NakKeT, CKOIbKO BPEMEHW 3aHUMaeT

06paboTka nakeTa Ha KaXaoM y3ne.

@ [anHas yTunuTa HefOCTyNHA A4/15 CO3AaHHbIX NOMb30BaTeNeld, JOCTynHa ToNbko Ana admin.

KomaHga 3anycka TpacCUpOBKU

WEP-50L(root):/# traceroute <TeCTUpyeMbIii XOCT>

7.2 Ytunutatcpdump
YTnnuta tcpdump no3BonsieT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM MHTepdeiice.

Mony4nTb NOACKA3Ky No paboTe C YTUINTON MOXHO KOMaH/AO0A:

@ [anHas yTunuTa HefOCTyNHA /151 CO3AaHHBIX NOMb30BaTeNeld, JOCTynHa ToMbKo Ana admin.

WEP-50L(config):/# tcpdump --help

7.2.1 3axsart Tpadmka ¢ aKTMBHOIO UHTepdeiica

3axBaT nakeToB Ethernet-uHTtepdeiica.
WEP-50L(root):/# tcpdump -i ethO
3axBaT nakeToB Ethernet-uHTepdeiica c coxpaHeHnem B chaiin.

WEP-50L(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

7.2.2 Bbirpyska thaiina gamna tTpadmka ¢ TOYKM 4OCTyna Ha cepBep

[laHHas KoMaHAa BbINoHsieTcst Ha cepeepe/ K.

@ [anHas komMaHaa HeOCTYNHA A1 CO3AaHHbIX NoMb3oBaTeNel, 40CTynHa Tobko As admin.

scp <Monb3oBaTenb>@<IP-agpec yctTpoiicTBa>:tcpdump.pcap tcpdump.pcap (nprmvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)
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7.3 Ytnnuta iperf

[JaHHas yTunmMTa ucnosb3yeTcs Ans 3anycka noToka Tpadmka c 04HOro yCTpoicTBa Ha Apyroe.
OTnpasnsoLas CTOPOHa Ha3blBAETCS KIMEHTOM, NPUHMMAOLLAsi — CEPBEPOM.

@ [anHas yTunuTa HefOCTyNHA /15 CO3/AaHHbIX MOMb30BaTeNeld, JOCTynHa ToNbko Ana admin.

MonyunTb NoAckasky no paboTe ¢ yTUAUTON MOXHO KOMaHAOM!:
WEP-50L(root):/# iperf --help

MprMep 3anycka NoToka Tpaduka ¢ ToUku AOCTyna Ha cepBep:
HacTpolika cepBepa Ha npuém Tpacuka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WEP-50L(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)
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8 Cnuncok n3ameHeHumn

Bepcus gokymeHTa Jdata
Bbinycka
Bepcus 1.0 06.2026

Bepcusa nporpammHoro obecnevenus 3.1.1

CopepxaHne UsMeHeHui

Mepsas ny6nvkauus

PykoBoacTso no akcnayatauun WEP-50L
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TEXHNYECKAA NMOAOEPXKA

[nsa nonyyeHnss TeXxHMYECKol KOHCYIbTaumm No Bonpocam akcnsyaraumm obopygosaHms OO0
«Mpegnpusatue «3NTTEKC» Bbl MOXeTe 06paTuTbcs B CepBUCHbIN LEHTP KOMNAHWK:

dopma ob6paTHO cBA3M Ha caiiTe: hitps://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochmumanbHOM calite KoMNaHMM Bbl MOXETe HalTU TEXHUYECKYIO JOKYMEHTaLMo 1

nporpaMmmMmHoe obecneveHue ana npoaykumm OO0 «MpeanpuaTtne «/ITEKC», obpatutbcs K 6ase
3HAHWI NN OCTaBUTb UHTEPAKTUBHYHO 3a5BKY:

OdmuymanbHbIn caint komnanuu: https://eltex.ru/
Ba3sa 3HaHwuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpysok: https://eltex.ru/download
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