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+ C60p AmarHocTuyeckolr nHpopmaumm Ha koHTponnepe WLC
+ Kak cobpatb show tech-support B CLI koHTponepa
+ Kak cobpatb show tech-support 8 WEB-uHTepdelice KoHTposnepa
+ Kak cobpatb troubleshooting-file Toukn goctyna B CLI koHTponnepa
+ Kak cobparb troubleshooting-file Toukn goctyna B WEB-nHTepcpeiice koHTponnepa
+ Kak cobpatb gamn Tpadmka ¢ nHtepdeiicoB koHTponsiepa B CLI
+ Kak cobpatb gamn Tpadmka ¢ nHtepdericoB koHTponnepa B WEB-uHtepdeiice
+ Kak cobpatb gamn Tpadmka ¢ Toukm goctyna B CLI KoHTponnepa
+ Kak cobpatb gamn Tpadumka ¢ Toukn goctyna B WEB-uHTepdeiice koHTponnepa
+ Kak cHaTb perf ¢ sapa KoHTponepa
+ Touka focTyna He perucTpupyeTcs Ha KOHTposiepe
+ Touka fOCTyna He perncTpmpyeTcsa Ha KOHTposiiepe ¢ owmnbkoii: AP enter to Failed state, desc:
‘data-tunnel:status=can-not-create-tunnel'
+ Touka focTyna He perucTpupyeTcst Ha KOHTposiepe ¢ ownbkoii: no firmware image for upgrade
+ Touka focTyna He perucTpupyeTcs Ha KOHTposiepe ¢ ownbkoii: authentication error: failed to
connect AP
+ Touka fOCTyna He perncTpmpyeTcsa Ha KOHTposiiepe ¢ owmnbkoii: AP enter to Failed state, desc:
'‘CoA timeout expired'
+ Touka focTyna He perucTpupyeTcs Ha KOHTPOosIIepe C LUUK/IMYHON CMEHOM CTaTyCcoB B Service-
activator
* KAveHT He nony4vaet agpec npu NOAKIOYEHUN K TOUKe AoCTyna
+ KnveHT He nonyyaet agpec npu NOAKMOYEHMN K ToUke gocTyna — cxema ¢ SoftGRE-TyHHennamum
+ KveHT He nony4yaet agpec npu NoAKMI0YEHUN K ToUke gocTyna — cxema Local switching
+ KnveHT He nonyyaet agpec npu NOAKMOYEHMN K TOUKe AocTyna — cxema 6e3 GRE-
TYHHe/IMpoBaHus
+ Owwubka ceptudmkartos: error — certificate is not yet valid
+ He pab6oTatoT dpmsmnyeckmne nHTepgelicsl
+ He pa6otaeT Enterprise-aBTopr3auuns B cxeme ¢ NpokcmpoBaHveM Ha BHelwHuii RADIUS-cepsep
+ Ownbka «DMGR:failed to open transaction» n nepenonHexnve namatu Flash Ha koHTponnepax WLC
* PelleHve
+ Bepcusa MO 1.39.1 nnu Bbiwe
+ Bepcus MO Huke 1.39.1
+ HacTtpoiika 3awmTbl OT NOBTOPHOIO NepenosiHeHns

A\ UT06bI NOBBLICUTL TOUHOCTH ANArHOCTVKM, PEKOMEH/IYETCS BPEMEHHO OTK/ouarth firewall Ha Bcex
nHTepdeicax. s atoro ncnonb3yite komaHay ip firewall disable Ha kaxxgom nHTepdeiice.
TpabnwyTtuHr npasun firewall He GyaeT onucbiBaTbCA B paMKax AaHHOrO pasgena.

HaunHas c Bepcum 1.36.1 firewall MOXHO OTKNOUNTL F106A/TLHO:

wlc(config)# 1ip firewall disable



WLC-series. Troubleshooting Guide. Bepcus 1.42.0
1 C6op anarHocTuyeckon nHchopmauum Ha koHTponiepe WLC

1.1 Kak co6patb show tech-support B CLI KOHTpOnnepa

[lns c6opa AmarHocTnyeckoi nHdopmauum yepes uHtepdeiic komaHaHoi ctpokm (CLI) Bocnonb3yiitech
komaHgoli show tech-support. KoHTponnep cdhopmnpyet eanHblii apxus, COAEPXALLMA CUCTEMHbIE U
CEPBUCHbIE XypHasIbl (/10r1), KOHPUTYPaLMOHHbIE (haiiibl M MHhOPMALIMIO O CUCTEME.

Nms dhaitna reHepupyeTca asTomatmnyecku no wabnony: YYYYMMDD-HHMMSS_show_tech-support_SN.tar.gz.

wlc# show tech-support
|******************************************| 100% Success.

Show tech-support output available at: flash:data/20260902_103154_show_tech-
support_NP1F0O0O0668.tar.gz

CkonnpoBaTb CO3AaHHbI apXnB C KOHTPO/1EpPa MOXHO C MOMOLLIbIO NH060ro yA06HOro NPoToKOosa.

HaunHas ¢ Bepcum 1.39.1 c60p AMarHOCTUHECKOM MHGIOPMALIMN MOXHO 3anyckaTb 1 ckaunBaTb B WEB-
NHTepelice KOHTpoNNepa.

1.2 Kak co6partb show tech-support B WEB-uHntepderice koHTponnepa

[nsi c6opa AmarHocTuyeckoi nHcpopmaumm ¢ KoHTponnepa B WEB-uHTepdelice nepeiigute Bo BKNaaKy
«AQMVHUCTPUPOBaHME» — «[uarHocTka» — «C6op MHdpopmauum». s 3anycka c6opa gaHHbIX UCNONb3yiTe
KHOMKy «C037aTb apXmB».

2. WLC-30 [ > [marHocTuka
D MOHMTOPWHT > JmnarHocTuka

00 KoHpurypauma >

@ AgMMHMCTpPHUpOBaHWe v

Cbop nHdopmauunn
BhIrpyska auarHocTuyeckux AaHHbix ¢ WLC and cnyx6ol
NuueHsim MOLLEDKKN

MO ycTpoiAcTea

MO To4ek gocTyna MNepeiiT B dhaiinosblii MeHepiep

PaBoTa c painamu KoHg... »

DainoBsIiA MeHekep OTMeHa Co3faTh apXve

AwnarHoctka

Bce Heobxoaumble dhalinbl 6yayT 06beanHeHbl B apxmB. O 3aBepLlIeHUN POPMMPOBAHNS apXmuBa CoooLINT
BCMN/IbIBaOLLEE YBEAOM/IEHNE.

ﬂ C6op HpopMaLnK 3aBepLUEeH *

Apxue flash:data/20260604_133841_show_tech-
support_NP1F0O00550.tar.gz MOXET COiIepXaTh
NPMBATHYIO WHOPMaLMID. Bbl MOXETE ya4anuTh ero

CAMOCTORTENBHO.




WLC-series. Troubleshooting Guide. Bepcusi 1.42.0

UTo6bl cpasy NepenTn K co3gaHHOMY apXuBy, HXXMUTE KHOMKY «[epeiiTu K chaiiny». CobpaHHble AaHHble
MOXHO HaliTK Ha cTpaHuLe «daiinoBblii MeHemxkep» B nogmeHo «Flash».

1.3 Kak co6partb troubleshooting-file Toukn goctyna B CLI KOoHTpOnnepa

[na c6opa KOMMNIEKCHON CUCTEMHOWN MHGDOPMaLUN C OAHOM TOYKM AOCTyNa UM BCex ToYek AocTyna B
3a4aHHol nokaummn ucnonbdyercsa komaHga show tech-support wilc. Mpu BbINONHEHMM KOMaHAbI co34aeTcA
3aflaHve Ha hopmrpoBaHMe 1 cKaumMBaHue ¢ ToUkM goctyna tech-support apxmsa, KOTOPbIA HEOBXOAUM ANS
aHann3a cnyx60i TEXHNYECKON NOALEPXKKN B Clydae BO3HUKHOBEHNS HENONaAoK.

wlc# show tech-support wlc ap 68:13:e2:1f:7f:e0

2026-06-22T17:08:13+07:00 %WLC-W-WARN: BTE:tech-support archive from AP "68:13:e2:1f:7f:e0":
task started

wlc# 2026-06-22T17:08:15+07:00 %WLC-W-WARN: BTE:tech-support archive from AP
"68:13:e2:1f:7f:e0@": FINISHED (1/1)

2026-06-22T17:08:15+07:00 %WLC-W-WARN: BTE:show tech-support wlc output available at:
flash:data/06-22_17:08_techsupp_68:13:e2:1f:7f:e0_WEP-3ax.tar.gz

wlc# show tech-support wlc ap-location default-location

2026-06-22T17:10:49+07:00 %WLC-W-WARN: BTE:tech-support archive from location "default-
location": task started

2026-06-22T17:10:55+07:00 %WLC-W-WARN: BTE:tech-support archive from location "default-
location": FINISHED (43/43)

2026-06-22T17:10:55+07:00 %WLC-W-WARN: BTE:show tech-support wlc output available at:
flash:data/06-22_17:10_techsupp_default-location.tar

3apaHune paboTaeT B (hOHOBOM pexume. Mo 3aBepLleHny NoABSETCS apXMB B JTIOKA/TbHOW AMPEKTOPUM
koHTponnepa: flash:data/. Ctatyc n uctopumsa 3agaHunii 4OCTynNHbI B BbiBoAe KomaHAbl show wic background
download.

wlc# show wlc background download
Time Status Type Object
Done/Total Storage

2026-09-03 05:42:03 Finished Tech-support MAC AP: 68:13:e€2:c2:85:80
1/1 flash:data/
2026-09-03 05:45:42 Finished Tech-support MAC AP: 68:13:e2:c2:85:80
1/1 flash:data/
2026-09-03 06:51:40 Finished Tech-support MAC AP: 68:13:e2:c2:85:80
1/1 flash:data/

+ C60p KOMMIEKCHOW CUCTEMHOM UH(popMaumu ¢ T/l BO3MOXEH, C/I OHN HaXO4ATCA B cTaTyce:
+ Active
+ Sandboxed
+ Cfg_Failed
+ Failed
+ Lost (npu ycnosuu, uto coeagnHeHune c T[, cyllecTBYeT, a nepexog B ctatyc Lost Bbi3BaH
HenpeaBWAEHHOW OLLNGKOA)
+ C60p KOMMNNEKCHOM CUCTEMHOI MHGOpMaLMn HeBO3MOXeH A/151 mogeneit TA: WEP-2ac,
WEP-2ac Smart, WOP-2ac, WOP-2ac:rev.B, WOP-2ac:rev.C.
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1.4 Kak co6partb troubleshooting-file Toukn goctyna B WEB-uHtepdieiice KoHTponnepa
[na c6opa KOMNIEKCHON CUCTEMHOM MHdhopmaumn Touku goctyna B WEB-uHTepdelice koHTponnepa

nepeiiguTe BO BKNaaky «MoOHUTOpUHI» — «BecnpoBogHas cetb» — «TO4YkM gocTynar. [ns 3anycka céopa
[JaHHbIX UCNOJb3YyTe KHOMKY «BbIrpy3nTb 0T/18104HYI0 MHADOPMALMI0» B KOHTEKCTHOM MEHI0 KOHKPETHOW TOUKM
goctyna.

S WLC-30 18] » > Toukw goctyna > TlogKAYeHHbIe TOYKW JOCTyna
l;! MOHHTOPHHF v TO""IKH Aoc-ryna
becnpoBojHas ceTh v
Touku gocTyna HoBbie ToukK gocTyna
Nokauum
Touku gocTyna = > 1 D 7
Mpobnembl KOHGUIypaLmu
Nokauna £ MAC-aapec & Cratyc & IP-agpec & Mogens & mA ycTpoidcTea &
XypHan cobuITuiA i o * 2 e
: default-
KnueHThl I fseation 68:13:e2:c2:85:80 B pa6ote 192.168.1.16  WEP-30L WEP-30L
BupTyanbHble TO4KM AOCT...
Pry a 06HoBMTb MO 80 Bpabote  192.168.1.14 WEP-200L  WEP-200L
Cucrema p
Mepesarpysnts T/
b Kordurypauua >
8 AIMWHWUCTPUpOBaHWe p

BLIrpY3UThL OTNEA0UHYI0 MHGOPMAELIMED

CHATL Aamn Tpagyka

Pa3perucTprposaTth

UT0o6bI Cpasy nepeinTun K Co3gaHHOMY apXmBy, HOKMUTE KHOMKY «Iepeintn K dariny». CobpaHHble AaHHble
MOXHO HaliTh Ha cTpaHuue «DalinoBblili MeHemkep» B nogMeHio «Flash».

ﬁ Bbirpyska oTnago4Hoil MHPopMaLWKW 3aBepLUeHa L
CpopmMupoBaH ¢gaiin 09-
03_05:45_techsupp_68:13:e2:c2:85:80_ WEP-30L.tar.gz

[nsi c6opa KOMM/IEKCHOW CUCTEMHOI MHCbopMaLM CO BCEX TOYEK [I0CTyNa B paMkax nokauum 8 WEB-
VHTepdelice KOHTpoNepa nepeiauTe Bo BKNaaKy «MOHUTOPUHI» — «BecnpoBogHas ceTb» — «JloKauum».
[ns 3anycka c6opa AaHHbIX UCNOMb3YNTE KHOMKY «BbIrpy3uTb OT/1aj04HY0 UHPOPMALIO» B KOHTEKCTHOM
MEHI0 KOHKPETHOI NoKaLum.
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S WLC-30 @© > > Nokauun
O MoHuTopHHT v Jlokauwmm
BecnposojHas ceTb v
NokaLyym &

Tou4ku AocTyna

Hazganue $ KonuuecTso Touek gocTyna B AlrTune KonuuecTso Touek gocTyna <
Mpo6neMsl KOHGUIypawmmn

default-location 1 1
KypHan cobbiTi

1
Ktk BhIrpy3uTh OTNAA04HYH MHGOPMALIID

BHpTyﬂﬂbelE TO4YKN JOCT...

Cucrema >
) Kongurypauus »
8 AgMWHMCTPUpOBaHWE »

UT0o6bI Cpasy Nepeiit K co3gaHHOMY apxmBy, HXXMUTE KHOMKY «MepeiiTn k chaiiny». CobpaHHble gaHHble
MOXHO HaliTK Ha cTpaHuLe «dPaiinoBblii MeHemkep» B nogmeHo «Flash».

ﬂ Bbirpy3ska oTnago4Hoil nHgopmaUuWK 3aBeplueHa ¥
CpopmuposaH daiin 09-04_09:08_techsupp_default-
location.tar

1.5 Kak co6partb gamn Tpadmka ¢ nitepdreiicoB kKoHTponnepa B CLI

[ns cHATMA aamna Tpadmka Ha CeTEBOM MHTepdielice B peXunume peasibHoro BpeMeHu NonakeTHo
ncnonb3yiiTe kKOMaHay monitor. 19 3anvucy gamna B haiin Heobxoanmo ykasaTb napametp file n nyTb gns
coxpaHeHus dparina. Ymucno 3axsavyeHHbIX naketoB no ymonyanuto 1000, gnia 3axBarta 60/bLIero ymcna
nakeToB He0OX0AMMO MCNob30BaTh NapameTtp packets.

Mpumep Ana cHATUS Aamna Tpadmka ¢ nHTepdeiica gigabitethernet 1/0/2 ¢ npotokona UDP no nopty 67 n
3anucbto B thaiin dhep_dump.pcap. Bonee nogpo6HO napameTpsbl g1 c6opa gamna onvucaHbl B CrpaBovyHuKe
KOMaHz,

wlc# monitor gigabitethernet 1/0/2 protocol udp port 67 file flash:data/dhcp_dump.pcap packets
1500


https://docs.eltex-co.ru/pages/viewpage.action?pageId=749576791#id-%D0%9A%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4%D1%8B%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D1%81%D0%BA%D0%BE%D0%B3%D0%BE%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81%D0%B0-monitor

WLC-series. Troubleshooting Guide. Bepcusi 1.42.0

1.6 Kak co6partb gamn Tpachmka ¢ nurtepdeiicoB koHTponnepa B8 WEB-nHtepdeiice

[ns cHATMA gamna c nHtepdeicos KoHTponnepa B WEB-uHTepdpeiice nepeiignte Bo BKNaaky
«AOMUH/CTpUpOBaHMe» — «narHocTuka» — «3axsart naketoB Ha WLC». 1na 3anycka c6opa faHHbIX
NCMosnb3yiTe KHOMKY «CHATb Aamn».

3axeaT naketos Ha WLC

3anyckaeT 3aXBaT CeTeBbIX NaKeToB C MHTepdeiica WLC a4na
nocneaytoLiero aHanvsa npo6nem NoAKNO4EHNA A

aHOManuii Tpaguka.
CHATb Aamn

[Nsi NPoA0HKEHNs HA BCM/IbIBAtOLLEl CTPaHMLEe TpebyeTcsi HACTPOUTL napaMeTpbl As c6opa gamna. bonee
noApoGHO 3TV NapaMeTpbl onncaHbl B PYKOBOACTBE MO 3KCnyaTalum,

JaHHble gns 3axBaTa Ha WLC x

BeeauTe AaHHble Heobxo4MMble 4NA Hauana cGopa
fAamna. Mo ymonyaHuio daiin coxpanaeTca so flash:data/
CO CTAHA3PTHBIM Ha3BaHMeM.

NuTepdeiic

g/

3anoMuHarLLEee ycTPOMcTBO

flash:data/

NyTb k dpaiiny @
dhcp_dump.pcap
IP-agpec xocta (3@

BeeawuTe IP-agpec

MAC-agpec xocTa

Beegute MAC-agpec

IP-agpec HazHaueHna @

BeeauTe IP-agpec

MAC-agpec HasHa4yeHua

Beeaute MAC-aapec

KonnuecTeo nakeTos

1000

3anyck cbopa Tpadmka Nnpon3BoanTCSA KHOMKOW «CTapT».


https://docs.eltex-co.ru/pages/viewpage.action?pageId=747504203#id-%D0%A3%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5%D1%87%D0%B5%D1%80%D0%B5%D0%B7WEB%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81-catch_packet
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3axeaTt naketoB Ha WLC

1.gi1/0/2
] 1% O

Mget nepexeat Tpabdmka
OCTaHOBWTb BCE CHATL gamn

Mocne 3anycka Tpadmka 6yaeT oTobpaxaTbCsi NPOLEeCC 3axBaTa YyCTaHOB/IEHHOTO YMc/a NAKeTOB BM3YaslbHO U
B npoueHTax. OgHOBpeMeHHO MOXHO 3anycTuTb Ao 10 c6opoB gamna. B cnyyae HEOGXOAMMOCTM OCTAHOBKM

UJ o o o
OZIHOTO 13 3aXBaTOB MAaKETOB HAXXMUTE KHOMKY . BbIGpaHHbIi NOTOK OCTAHOBUT 3anucb B dhaiin. daiin
6yaeT AoCTyneH A/ ckaunmBaHus. [Ins oCTaHOBKMU BCEX NMOTOKOB HaXMUTE «OCTaHOBUTb BCE.

OCTaHOBWTL BCe 3aXBaThbl?

Bbl yBEpEHbI, 4TO XOTUTE OCTAHOBUTb BCE AKTWBHBIE
npoueccol cBopa Tpaguka? JaHHble, 3anMcaHHble 40

MOMEHTa OCTaHOEBKW, ﬁyﬂl':.’T COXpaHeHbl Ha HOCWTENE.

OTMeHa OCTaHOBWUTL

UT06bI Cpasy nepeinTun K co3gaHHoMy goainny, HakMuTe KHoMKy «Mepelitun K chainy». CobpaHHble faHHble
MOXHO HaliTh Ha cTpaHuue «dalinoBblil MeHemkep» B nogMeHio «Flashy.

@ 3axsat nakeTos 3aBpelleH *
3axBaT NakeToB ¢ MHTepderca gi1/0/2 coxpaHeH B
hann. HaxMITe Ha KHOMKY 4018 Nepexoja & ¢painoBbii
MeHegxep.

MNepeiit K daiiny

1.7 Kak cobpartb gamn Tpaduka ¢ Touku goctyna B CLI KoHTponnepa

[ns 3axBaTa Tpadmka (gamn Tpadmka, cobpaHHblii yepes tcpdump) ¢ TOUkM AOCTyna Heo6XoAMMO
ncnonb3oBaTb KOMaHay monitor wic ap. Mpy BbINO/THEHMM KOMaHAb! CO34aeTcs 3agaHne Ha cbop gamna,
KoTopoe paboTaeT B hOHOBOM peXuMe 1 No 3aBepLleHnn hopmupyetcs gain B popmarte .pcap B /IOKasIbHOIA
avpektopun KoHTponnepa: flash:data/ ¢ nocnepytoLen BO3MOXHOCTLIO KONMpoBaHus Ha usb/mmc/flash:data/
tftp-server. Ecnv B KOMaHae He 6yayT 3adaHbl Bpems c6opa nnv pasmep haiina, 3axsar Tpadmka
npekpaTuTca Yepes 24 yaca nocse Hadana BbinosiHeHns. CTaTyc U NCTOPUS 3a4aHNn AOCTYMHbI B BbIBOAE
komaHabl show wlc background download.

Mpumep Ana cHATUS gamna Tpadmka ¢ Toukn aoctyna ¢ MAC-agpecom a8:f9:4¢:1f:.f0:04 ¢ nHrepdeliica radio0

c BpemeHeMm 3axBata 30 cekyH/, 1 3anucbto B chaiin radiodump2.pcap. Bonee noapo6Ho napaMeTpbl AN
c6opa gamna onucaHbl B CripaBoYHVKE KOMaH/,

wlc# monitor wlc ap a8:f9:4c:1f:f0:04 radio® timeout 30 file flash:data/radiodump2.pcap


https://docs.eltex-co.ru/pages/viewpage.action?pageId=747503671#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0WLC-showwlcbackgrounddownload
https://docs.eltex-co.ru/pages/viewpage.action?pageId=747503671#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0WLC-monitor_wlc_ap

WLC-series. Troubleshooting Guide. Bepcusi 1.42.0

- C6op gamna Tpaduka ¢ T/, BO3MOXEH, EC/ OHI HAaXOASTCA B CTaTyce:

Active
Sandboxed
Cfg_Failed
Failed

Lost (npu ycnoBuu, 4To coeanHeHve ¢ T/, cywecTByeT, a nepexos B cTaTyc Lost Bbi3aBaH
HenpeaBuAEHHOW OLINGKONA)

+ C6op gamna Tpadmka HeBo3MOXeH ansa mogenen TA: WEP-2ac, WEP-2ac Smart, WOP-2ac,
WOP-2ac:rev.B, WOP-2ac:rev.C.

1.8 Kak cob6partb gamn Tpacuka ¢ Touku goctyna B WEB-nHtepdeiice KoHTponnepa

[na 3axBata Tpadmka ¢ Toukn goctyna B WEB-uHTepdpeiice KoHTponnepa nepengute Bo BKIAAKY
«ALMVHUCTPMpPOBaHue» — «narHoctmka» — «3axBar nakeToB Ha TAy». Ans 3anycka cbopa faHHbIX
NCNOb3yinTe KHOMKY «CHATb famn».

3axBaT naketoB Ha T/

3anyckaeT 3aXBaT CeTeBblX NaKeTOB ¢ MHTepdelica T/ Ans
nocneayrLLEro aHanusa npo6nem NoAKNYeHNa N
aHOManuii TpaguKa.

CHATL gamn

3agaiiTe napaMeTpbl 3axBaTa BO BCM/IbIBAOLLEM OKHE. Bosiee nogpo6HO 3TV NapaMeTpbl ONMCaHbI
B PyKOBOACTBE MO 3Kcnyatauum.
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JaHHble AnsA 3axBaTa Ha T/ X

BBegWTe JaHHble HeOBX0AUMbIE ANA Havana cGopa
Aamna. Mo ymonuaduio ¢ain coxpadaetca so flash:data/
€O CTaHAAPTHLIM Ha3BaHWeM.

MAC-agpec T/
68:13:e2:c2:85:80

WHTepdeiic

radio0

3anoMWHaKLWee YCTPOACTBO

flash:data/

NMyTb K daitny @

radiodump2.pcap

Pexum ¢pUnbTpauMm no MAC-agpecy
® Bez ykazaHua HanpaeneHwa

C yKa3zaHWeM HanpaBneHua
MAC-agpec
BeeanTe MAC-agpec
Pesxxum pUnbTpaLum no IP-agpecy

@ be3 YKa3aHWA HanpasneHra

C yKasaHWeM HanpaBneHWa
IP-agpec

ReenuTe IP-anner

3anyck c6opa Tpadhuka Npon3BoAMTCS KHOMKOW «CTapT».

3axeaT nakeToB Ha T/,

MAC-agpec: 68:13:e2:¢2:85:80

L} D

OcTaHoBUTL Beé  [eGELWIEL

Mocne 3anycka Tpaduka bynet oTo6paxarbCs npoLecc 3axsara yCTaHOB/IEHHOIO YMc/ia NakeToB BU3YaslbHO U
B npoueHTax. OgHOBpeMEHHO MOXHO 3anycTuTb Ao 10 c6opoB gamna. B cnyyae Heo6XxoaMMOCTN OCTaHOBKM

WMget nepexear Tpaduka

UJ o o o
O[IHOTO 13 3aXBaTOB MNAaKETOB HAXMMUTE KHOMKY . BbIGpaHHbIii NOTOK OCTAHOBUT 3anucb B dhaiin. daiin
6yaeT AOCTYyneH A/ cKaunmBaHus. [1ns oCTaHOBKU BCEX NMOTOKOB HaXMUTE «OCTaHOBUTb BCEX.
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OcTaHOBWUTbL BCe 3aXBaTbl?

Bbl yBEpeHbl, HTO XOTUTE 0CTaHOBWThL BCE aKTWBHbIE
npoueccel c6opa Tpaguka? JaHHble, 3an1caHHsle 40

MOMEHTa OCTaHOBKM, GyﬂJT COXpaHeHbl Ha HOCUTEeNne.

OTMeHa OCTaHOBWTL

UT06bI Cpasy nepeiTun K co3gaHHoMy doainny, HaKMUTe KHOMKY «Mepelitun K chainy». CobpaHHble faHHble
MOXHO HaliTu Ha cTpaHuue «PaiinoBblii MeHemxep» B nogmeHto «Flashy.

1.9 Kak cHAaTb perf ¢ agpa KoHTponnepa
[ns c6opa perf aBTopun3yinTecb B wic nog y4eTHol 3anucu ¢ npasamu techsupport.

Bocnonb3ayittecb komaHaol perf:

sudo perf record -g -e cpu-clock -F99 -C<core> -- sleep 60

rae <core> — HOMep A4pa, HanpyuMep 415 HYNeBOro Aapa KomaHa 6yaeT METb CreaytoLnii Bus:

sudo perf record -g -e cpu-clock -F99 -CO -- sleep 60

3anakyiite perf-thainn B apxus nepes, oTnpasKoW.

sudo perf script | gzip > perf-file.gz

MepeHecuTe haiin B nanky /mnt/data/data 4ns BO3MOXHOCTU ckayaTb dhaiin yepes Beb nHTepdeiic.

mv perf-file.gz /mnt/data/data/

B Beb6 nHTepdeiice nepengute Ha cTpaHuly «KAgMUHUCTPUPOBaHNe» — «Painosbli MeHempkep». CkavanTe
thawn.

S WLC-30 18] > QaiAnosblii MeHesxep

Q MoruTopur 2 QaiANoBbIA MEHELKEP

% BecnposogHan CeTb
Flash HDD MMC UsB

2 KommyTauus >
& AsA > cC & & 1 9w
B 06ui1e 06beKTsl >
HassaHmne
4 OwarHoctuka
O perf-file.gz
8 AgMUHUCTPVpOBaHWe v
. p_default-location.tar
Mo ycTpoicTBa CERELE
- p_default-location.tar
NALEHIMM Konwupoeate ¢aitn
p_68:13:e2:32:e1:c0_WEP-200L.tar.gz
MO Touek focTyna
1ow_tech-support_NP1F000550.tar.gz
MeHepxep KoHpUrypaumm >
YaanuTb

- - 10w_tech-support_NP1F000550.tar.
QaiiNnoBLIi MeHepkep . pport_ gz

M snncante Aonsas chens tockh cosnmaet MDA COANASEN $0r oy
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2 Touka AocTyna He PerncTpupyeTcst Ha KOHTPosiepe

MocmoTpeTb cTaTyc 1 APYryro MHhopMaLmio 0 BCEX TOUKaxX A0CTyNna, 06CAY)XMBaEMbIX KOHTPO/I/IEPOM MOXHO C
nomoubto komaHabl show wic ap all.

wlc# show wlc ap all

MAC address Status IP address SW version Hostname
Ap-location Uptime Clients

(2g/5g/6g/all)

68:13:e€2:35:€9:d0 Active 192.168.1.2 2.9.0 build 842 WEP-30L
default-location 02,22:53:42 0/0/-/0

cc:9d:a2:¢c2:96:c0 Active 192.168.1.5 1.15.0 build 42 WEP-3ax
default-location 00,18:53:00 0/0/-/0

OnuvcaHune cTaTycoB:

Active — Touka gocTtyna nofk/oyeHa, CKoHUrypmpoBaHa n HaxoguTcsa B paboTe;

Failed — B npouecce paboTbl TOUKM AOCTyna 4To-To nowwsio He Tak, NETCONF-coeguHeHue npu aTom
MOXET NPUCYTCTBOBATb;

Lost — Touka gocTyna oTknoveHa unm go Hee notepsaH goctyn, NETCONF-coeanHeHve OTCYTCTBYET;
Pre-configured — ans Touku gocTyna B KOHUIypaLum HaCTPOEH NHANBUAYabHbIV Npodunb no MAC-
aZipecy v Npu 3TOM OHa eLLle He NOoAK/IYanach K KOHTPOSIIEPY;

Applying cfg — NETCONF-coeguHeHve yCTaHOBEHO 1 TOUYKA B aHHbIi MOMEHT NPYMEHSIET
KOHoUrypaumio, CreHepmpoBaHHY KOHTPO/1EPOM,;

Cfg Failed — koHourypauust Ans Touku npeaoctassieHa ¢ owmbkamu. NMogpobHee MOXHO NOCMOTPETb
KomaHgoi show wic configuration warnings;

Ready — Touka goCTyna COAepXUT akTyaslbHYyH BEPCUIO MPOrpaMMHOro obecneyeHuns, yctaHoBuna
naposb U3 KoHdurypaumm 1 rotosa K yctaHossieHnto NETCONF-coegnHeHns, oxxmnaaeT noAgk/IoueHNsa co
CTOPOHbI KOHTPOJIIEPE;

Rebooting — Touka gocTyna nepesarpyxaeTcs no 3anpocy aiMMHUCTPaTopa;

Reconnecting — Touka goctyna npekpatunia NETCONF-coeanHeHe 1 NbiTaeTcA CHOBa MOAK/IOUNTBLCS;
Registering — Touka gocTyna npoLuna perncrpauumio 1 nosyvmna ceptuukar;

Sandboxed — NETCONF-coefivHeH/e yCTaHOB/IEHO, HO Ha KOHTPOJ/I/IEpe HET KOHUrypaLumn ans AaHHOM
TOUKY;

Updating creds — Touka goctyna o6HoBnsiet naposib, NETCONF-coegnHeHne pa3opBaHo;

Upgrading FW - Touka gocTtyna o6HOBNSET NporpaMMHoe ob6ecneyeHue.

Heo6xoaymo 06s13aTe/lbHO CUHXPOHU3MPOBATb BPEMSI HA KOHTPOJIIEPE U TOUYKax JOCTyna, T. K.
KOpPEeKTHOEe BPeMsi MO3BO/ISIET NPOTU NPOBEPKY BA/IMAHOCTM CEPTUIMKATOB.

[lns KOpPEeKTHOW perncrTpauumn To4ek ocTyna Ha KOHTposisiepe TpebyeTcsl CUHXPOHM3aUns BpeEMEHN.
HacTtpoiite NTP-cepBep, UTo6bl KOHTPO//IEP NOSYUM akTyaslbHOe BPEMS OT BbILLEeCTosiLero cepeepa (npuvep
HacTpolikv npeacTaBneH B pasgene Hactpoiika NTP-cepeepa). 3aTeM ykaxuTe afpec KOHTposiepa B
kauectBe NTP-cepBepa gnsi Touek goctyna B 42 onuum DHCP (nprMep HacTpoiiku NpeAcTaBneH B pasaene
HacTpoiika DHCP-cepBepa), UTo6bl TOUKM AOCTYMNA TakKe CMOIIN NOMYYUTb aKTyaslbHOE BPEMSI.

13


https://docs.eltex-co.ru/pages/viewpage.action?pageId=747504190#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80o%D0%B9%D0%BA%D0%B0WLC-NTP_serv
https://docs.eltex-co.ru/pages/viewpage.action?pageId=747504190#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80o%D0%B9%D0%BA%D0%B0WLC-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_DHCP

WLC-series. Troubleshooting Guide. Bepcusi 1.42.0

2.1 Touka gocTyna He perucTpupyercsi Ha KOHTponnepe c ownokoi: AP enter to Failed state,
desc: 'data-tunnel:status=can-not-create-tunnel'

1. MpoBepbTe, uTo radius-server local Bk/ItoUeH.

wlc# show running-config radius-server local

radius-server local
virtual-server default
enable
exit
enable
exit

2. Kntou B host nonxeH coBnagatb ¢ kn4oM, ykazaHHbiM Ans nas local B radius-server local. 3ta cBsizka
ob6sa3artesibHa A1l NOAHATUSA TYHHENen.

wlc# show running-config aaa

radius-server local
nas local
key ascii-text encrypted 8CB5107EA7005AFF
network 127.0.0.1/32
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text encrypted 8CB5107EA7O05AFF
exit

3. Mocne ycTpaHeHusi Npo6rieM nepepeructpupyiite T/ Ha KOHTponepe:

wlc# renew wlc ap failed

2.2 Touka gocTyna He perucTpupyeTcsa Ha KOHTposiiepe ¢ owmnokoi: no firmware image for
upgrade

Bepcus T/ He coBMmecTMMa C BepCUen KOHTponepa, Noatomy T/, He MOXET MPONTUN perncTpaumio.
Heobxoammo 3arpy3nTb MO Touek AoCcTyna Ha KOHTposep Asst Ux 06HoBNeHNs (KoMaHbl A5 0GHOBEHNS
ToYek A0CTyna npeacTas/ieHbl B pasaene O6HOBNEHME ToUek A0cTyna). MpocMoTpeTb MHhopmaLuio o
MUHUMaJ/TbHOI nogaepxvsaemoi sepcun MO 0N KaxK40 MOAeny TOYKM A0CTYNa, a Takke 0 3arpyXXeHHbIX Ha
KOHTposiniepe akTyasbHbix darinax MO T MOXHO KOMaHAOM:

wlc# show wlc ap firmware

2.3 Touka focTyna He perucTpupyeTcs Ha KOHTposiepe ¢ owunbkoi: authentication error: failed
to connect AP

1. MpoBepbTe, Nonyunna Nn Touka goctyna agpec.

2. MpoBepbTe KOppeKTHoe HanucaHue 43 onumn 15 nogonuuun B KoHdurypauun DHCP-cepeepa, He06XxoANMOli
[N TOro, YTOObI TOUKA AOCTyNna aBToOMaTnyecky NpuLLIIa Ha KOHTPOosIep 1 BKIKoYUIack B paboTy nog ero
ynpasnexHvem. Onuus coagepxmut HTTPS URL koHTponnepa, nmeet Bua https://192.168.1.1:8043/ n He aonmxHa
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cogepxatb Npobesibl N apyrne AUWHNE CUMBOSIbI.

wlc# show running-config dhcp server pool ap-pool

vendor-specific
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

3. Ecnn B 6noke ip-pool HacTpoeHa noaceTb, oTAnYHas ot gedpontHoro 3HaveHus 0.0.0.0/0, ybeautecs, uto T,
BXOZAT B CMUCOK pa3peLLeHHbIx IP-aapecos.

wlc# show running-config wlc ip-pool default-ip-pool

ip-pool default-ip-pool
description "default-ip-pool"
ap-location default-location
network 0.0.0.0/0

2.4 Touka gocTyna He permcTpmpyetcs Ha KOHTposnsiepe ¢ ownGkoii: AP enter to Failed state,
desc: 'CoA timeout expired'

1. Y6eguTech, UTo ToUku goctyna nonydatot 42 onuuio DHCP ¢ agpecom NTP-cepBepa 1 Ha HUX akTyasibHoe
Bpems.

WEP-200L(root):/# date
Mon Aug 11 14:35:31 WIT 2025

2. MNpoBepsbTe, UTo B softgre-controller B kauecTBe nas-ip-address ykazaHo 127.0.0.1.

wlc# show running-config softgre-controller

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit

3. [na opraHnsauumn TyHHeNa Tovka AocTtyna—KoHTponsnep, Tpedyetrca RADIUS-aBTopmsaumna Ha KOHTposiiepe.
OHa He npokcupyeTtcst Ha BHelwHuiA RADIUS, noatomy B 6n10ke npodonns «aaa radius-profile default_radius»
napameTp «radius-server host» gomkeH 6bITb «127.0.0.1». Y6eguTecn, YTO AaHHbI 610K HACTPOEH BEPHO.

wlc# show running-config aaa

radius-server host 127.0.0.1

key ascii-text encrypted 8CB5107EA7005AFF
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit
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2.5 Touka gocTyna He perucTpupyeTcsi Ha KOHTposiepe ¢ LUKJIMYHON CMEHOW CTaTycoOB B
service-activator

1. Ana gnarHocTupoBaHus NpobsieMbl NPOBepPLTE XypHa ToYek gocTyna Ha KoHTponiepe WLC: unknnyeckas
CMeHa CTaTyCcoB B service-activator yka3blBaeT Ha NpobsieMy NoAK/IHYEeHNS.

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: start tracking AP with path [/
wait/ap]'

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: connection path /register/ap,
valid AP json'

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: authenticating'
2026-04-10T10:55:18+07:00 AP Oc:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: auto authenticate
enabled'

2026-04-10T10:55:18+07:00 AP 0c:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: AP removed from
unauthorized'

2026-04-10T10:55:18+07:00 AP Oc:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: remove from tracking'
2026-04-10T10:55:19+07:00 AP 0c:ee:20:00:10:40 status registering, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: connection path /
register/ap, valid AP json'

2026-04-10T10:55:19+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: start tracking AP with path [/
wait/ap]'

MpoBepbTe syslog.log Ha TOYKax gocTyna. [/18 3TOro MOXHO NOAKIUYMTLCS K Held No ssh 1 npoBepuTb
Hasmume olmnboK SSL-coeanHeHWs], CBUAETENLCTBYIOLLIMX O C60€e Npu YyCTaHOB/IEHUN COeANHEHNS C
KOHTPO/1/1ePOM.

2. Y3HaiiTe BblgaHHbIn Touke aoctyna IP-aapec ¢ nomoulbio komaHabl show wlc service-activator aps.

wlc# show wlc service-activator aps

MAC address Status IP address Board type SW version HW
version Serial number

0c:ee:20:00:10:40 Join-auto 192.168.1.2 WEP-550K 1.3.0 build 99 1v2
WP6100006031

3. Nepeligute no ssh Ha Touky gocTyna (1orMH/naposnb no ymonyaHuto — admin/password) 1 Bocrnonb3yiitech
KomaHzoli monitoring events.
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wlc# ssh admin 192.168.1.2
admin@l92.168.1.2"'s password:

WEP
Apr
192
Apr

-550K(root) : /# monitoring events

10 03:43:41 WEP-550K daemon.info WLC-SA[10709]: Successfully connected to https://
.168.1.1:8043/ott/register/ap
10 03:43:41 WEP-550K daemon.info WLC-SA[10709]: Received SA_SERVER_CODE_AUTH_REQUIRED from

https://192.168.1.1:8043

Apr

192.

Apr
the
Apr
Apr

10 03:43:42 WEP-550K daemon.info WLC-SA[10720]: Successfully connected to https://
168.1.1:8043/ott/wait/ap

10 03:43:42 WEP-550K daemon.info SA_SERVER[10719]: 192.168.1.1 successfully connected to
SA Server

10 03:43:42 WEP-550K daemon.info SA_SERVER[10719]: Received a certificate from 192.168.1.1
10 03:43:43 WEP-550K daemon.err WLC-SA[10739]: Connection to https://192.168.1.1:8044/ott/

register/ap failed SSL connect error: error:1416F086:SSL
routines:tls_process_server_certificate:certificate verify failed, reason: Hostname mismatch

Hannuune owmnbkn

failed SSL connect error: error:1416F086:SSL
routines:tls_process_server_certificate:certificate verify failed, reason: Hostname
mismatch

CUTHaNU3npyeT o HecoBnageHun agpecos B 43 onuun 15 nogonumnn DHCP-cepBepa u outside-address
B 6/110ke KoHurypauum wic.

4. MNMpoBepbTe KOppekTHoe HanucaHme 43 onuun 15 nogonuun B KoHdurypauumn DHCP-cepBepa, Heobxoanmoli
[N TOro, YTOObI TOUKA AOCTyNna aBTOMaTnyecky NpuLLIIa Ha KOHTPOoIIep 1 BKIKoYUAack B paboTy nog ero
ynpasnexHvem. Onuus cogepxmut HTTPS URL koHTponnepa, nmeet Bug https://192.168.1.1:8043/ n He gonmxHa
cofepxatb npobesibl nnn apyrne NUWHNE CUMBOSIbI.

wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.2-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 dip-address 192.168.1.1
vendor-specific

suboption 12 ascii-text "192.168.1.1"
suboption 15 ascii-text "https://192.168.1.1:8043" <-———————————————————————

exit
exit

5. Y6epguTech, UTo napameTp outside-address B KOHQurypaumm WLC coBnagaeTt ¢ agpecom, ykazaHHbIM B 43
onummn 15 nogonumn DHCP-cepBepa. TO/IbKO Npy 3TOM YCNOBMM TOYKA AOCTYNa CMOXET KOPPEKTHO
3aperncTpmpoBaTbCs Ha KOHTposIepe.

wlc# sh running-config wlc

wlc

outside-address 192.168.1.1
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3 K/MeHT He nostiyda€eT agpec npn NnogkNro4YeHn K To4ke A0CTyNna

3.1 KnueHT He nony4aeTt agpec npu noaxksloueHun K Touke goctyna — cxema ¢ SoftGRE-
TYHHENAMMU

1. MpoBepbTe, YTO NToKaUMsa paboTaeT B peXxume TyHHENMPOBaHNs. [Lo/mKeH ObiTb BK/IHOYEH pexnm mode
tunnel:

wlc# show running-config wlc ap-location default-location

ap-location default-location
description "default-location"
mode tunnel
ap-profile default-ap
airtune-profile default_airtune
ssid-profile default-ssid
exit

2. MNpoBepbTe 6nok HacTpoek ssid-profile. B Hem gomkeH 6bITb knneHTckunii VLAN B komaHae vlan-id.

wlc# show running-config wlc ssid-profile

ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

3. MpoBepbTe 6/10K HacTpoek softgre-controller. B Hem gonkeH 6bITb knneHTcknii VLAN B KomaHze service-
vlan.

wlc# show running-config softgre-controller

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit
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4. MpoBepkTe, BK/OYEH N1 hyHKLMOHAN aBToMaTnyeckoro noaHaTus SoftGRE-TyHHenel:

wlc# show running-config tunnels

tunnel softgre 1
mode data
local address 192.168.1.1
default-profile
enable
exit

5. MpoBepsbTe, uTo 12 Nnogonumsa 43 onuun, Heobxoanmasn ansa noctpoennst SoftGRE data-TyHHenewn, 3agaHa
KOPPEKTHO: HEe AO/MKHO 6bITb NPO6ENoB, TOYEK 1 APYrX CUMBO/IOB.

wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.2-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 ip-address 192.168.1.1
vendor-specific

suboption 12 ascii-text "192.168.1.1" {mmmmmmm oo
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

exit
6. Yoeautech, UTO co3faH 6puapk 415 TepMUHALIMM KITMEHTCKOro Tpadmka 1 ykasaH nosb3oBatesibekuii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
mtu 1458
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

7. MpoBepkTe, uTo NnapameTp force-up HasHauyeH Ans vlan ¢ NoNbL30BaTEILCKUM TPAUKOM.

wlc# show running-config vlans
vlan 3
force-up {mmmmm e
exit
vlan 2
exit
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8. Y6eauTecs, 4To 6puaX AN TEpMUHALMM KIMEHTCKOTO Tpadgmka B COCTOSHUM up.

wlc# show interfaces status

Interface Admin Link MTU MAC address Last change Mode
State State (d,h:m:s)

gil/o/1 Up Up 1500 90:54:b7:3a:35:21 00,03:47:21
switchport

gil/o/2 Up Down 1500 90:54:b7:3a:35:22 03,17:28:58
routerport

gil/o/3 Up Up 1500 90:54:b7:3a:35:23 00,01:29:28
switchport

gil/o/4 Up Down 1500 90:54:b7:3a:35:24 ©3,17:28:58
routerport

gil/0/5 Up Down 1500 90:54:b7:3a:35:25 ©3,17:28:58
routerport

gil/0/6 Up Down 1500 90:54:b7:3a:35:26 ©3,17:28:58
routerport

bri Up Up 1500 90:54:b7:3a:35:20 00,03:47:18
routerport

br2 Up Up 1500 90:54:b7:3a:35:20 00,03:47:18
routerport

br3 Up Up 1458 90:54:b7:3a:35:20 03,17:28:48

routerport oo e e e e

3.2 KnueHT He nonyuaeT agpec Npu NoAK/AYEHUN K TOUKe gocTyna — cxema Local switching

Local switching — pexxum VAP ans Touek goctyna Eltex, kotopblii paboTaeT TonbKo B cxeme ¢ GRE-
TYHHENMpoBaHNEM 1 NO3BOJIAET BbiMycKaTb TPadMK KIIMEHTOB oTAeIbHOro SSID ¢ To4ku gocTtyna Bo
VLAN 6e3 TyHHens.

Hwxe npuBeaeH NnpMMep HaCTPOWMKN 15 BbiNyCKa KIMEHTCKOro Tpadinka ¢ ToukM goctyna no L2 ¢
TepMmunHaumen Ha WLC.

1. Y6eauntecsb, uTo B HacTpolikax SSID BkntoueH pexum local-switching n ykazaH Homep VLAN ana nepegaun
Nnosib30BaTes/1IbCKOro Tpagimka.

wlc# show running-config wlc ssid-profile default-ssid

ssid ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
local-switching
802.11kv
band 2g
band 5g
enable

exit
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2. MNpoBepbTe, UTO Ha NHTEepdIelice B CTOPOHY TOYEK AOCTyNa HACTPOEH NpMeM Nob30BaTeNbCKOro Tpadmka
VLAN, 3agaHHbliin B SSID.

wlc# show running-config interfaces

interface gigabitethernet 1/0/3

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3
exit

3. MpoBepbTe, UTO co3aaH GpUMK AN KNMEHTCKOro Tpadmka 1 ykasaH nosb3osaresibckuii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

4. MpoBepbTe, UTO Ha KOMMYyTaTope HacTpoeH VLAN ansa nepefayv nonb3oBatesibCKoro Tpaduka. Hanpumep:

HacTpoiika nopTta B CTOPOHY TO4YeK pgocTyna:

MES2324P#configure

MES2324P(config) #interface GigabitEthernet 1/0/3

MES2324P(config-if)#switchport mode trunk

MES2324P(config-if)#switchport trunk allowed vlan add 3 # VLAN 3 — pna nepegauun
nonb30BaTeNbCKOro Tpadmka

MES2324P(config-if)#switchport trunk native vlan 5 # VLAN 5 — VLAN ynpaBneHusi TOYKOIA
gocTyna

MES2324P (config-if)#exit

HacTpoika nopta B CTOPOHY WLC:

MES2324P(config) #interface GigabitEthernet 1/0/5
MES2324P(config-if)# switchport mode trunk
MES2324P(config-if)#switchport trunk allowed vlan add 3,5
MES2324P (config-if)#exit

3.3 KnuneHT He nony4yaet agpec npu noAgK/I0HEHNN K TOUKe aocTyna — cxema 6e3 GRE-
TYHHENMpPoBaHUsA

Ecnu He ncnonb3yeTcsi cxeMa ¢ TYHHeNMpoBaHueM (Toukam AocTyna He BblaaeTtcs 12 nogonuumsa
DHCP), To He TpebyeTca ykasbiBaTb local-switching B HacTpoiikax ssid.

1. Y6eguTech, UTo ToUKam A0CTyna He Bblgaetcs 12 nogonuus 43 onuymn, Heobxoavumas Ansi NoCTPOEHNS!
SoftGRE data-TyHHeneli. Mocne yaaneHns onuym HeobxoanMo nepesarpy3utb TOUKY A0OCTyna.
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wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
vendor-specific
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

2. MNpoBepbTe, YTO B SIOKALMK OTK/IHOUEH pexnm mode tunnel:

wlc# show running-config wlc ap-location default-location

ap-location default-location
description default-location
radio-2g-profile default_2g
radio-5g-profile default_5g
ap-profile default-ap
ssid-profile default-ssid
exit

3. YoeauTtecsh, 4To B HacTpoiikax SSID oTkntoueH pexum local-switching un ykazaH Homep VLAN ans nepegaun
Nnosib30BaTes1bCKOro Tpagimka.

wlc# show running-config interfaces

ssid ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

4. MNpoBepbTe, YTO Ha UHTepdhence AN NOAKIHYEHNS TOUEK AOCTYNa HACTPOEH BbIBOZ, NO/Ib30BATE/ILCKOIO
Tpadomka ¢ Terom.

wlc# show running-config interfaces

interface gigabitethernet 1/0/3

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3
exit
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5. MpoBepbTe, 4TO co34aH GpUAK AN TEPMUHALMM KITMEHTCKOro Tpadmka 1 ykasaH nonb3oBatesnbekmii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
mtu 1458
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

6. Takke pekoMeHAYeTCs yaanuTb HacTPokn ans koHdurypauumn SoftGRE-TyHHenein.

wlc(config)# no tunnel softgre 1
wlc(config)# no softgre-controller

7. MpoBepbTe, 4TO Ha KomMyTaTope HacTpoeH VLAN anda nepegayun nosnb3oBaresibCkoro Tpaguka. Hanpumep:

HacTpoiika nopTta B CTOPOHY TO4YeK pgocTyna:

MES2324P#configure

MES2324P(config) #interface GigabitEthernet 1/0/3

MES2324P(config-if)#switchport mode trunk

MES2324P(config-if)#switchport trunk allowed vlan add 3 # VLAN 3 — pna nepegauun
nonb30BaTeNbCKOro Tpadmka

MES2324P(config-if)#switchport trunk native vlan 5 # VLAN 5 — VLAN ynpaBneHusi TOYKOIA
gocTyna

MES2324P (config-if)#exit

HacTpoika nopta B CTOPOHY WLC:

MES2324P(config) #interface GigabitEthernet 1/0/5
MES2324P(config-if)# switchport mode trunk
MES2324P(config-if)#switchport trunk allowed vlan add 3,5
MES2324P (config-if)#exit
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4 Owwnbka ceptudpmnkaTtos: error — certificate is not yet valid

wlc(change-expired-password)# commit

error - certificate is not yet valid

check radius: got 1 errors during validation

check cert and ca 1in radius local: certificate does not match ca
error - can't commit configuration.

Ecnun gata n Bpems ycTaHOB/EHbI HEKOPPEKTHO, NPy commit MOXeT nosiBMTbLCA OLwmnbka "error — certificate is
not yet valid". 1ns peweHuns aToli npo6nembl HEO6X0AMMO YCTaHOBUTL AaTy U BpeMs yepes u-boot.

3alignTe B 3arpy34unk Yepes KOHCO/bHbIA MHTepdelic. B npouecce 3arpy3kun yCTPOMCTBa Noce nosiBfeHns
COo06LEHNS:

Autobooting in 5 seconds, enter to command line available now
u-boot>

BeeauTte cnoso stop.

AKTyasibHO TO/bKO Ans yctporicts WLC-30 Ha Bepcum 1.26 v Bbliwwe, /18 ocTasibHbIX ycTpoincts WLC
KomaHza foctynHa ¢ Bepcun 1.30.

Beegute komaHzbl date reset g1 copoca faTbl v reset 419 nepesarpysku ycTponcTsa.

u-boot> date reset
u-boot> reset

AnA Bcex ocTa/ibHbIX YCTPOICTB BBeAUTE KOMaHAbl AN O4NCTKM pasaena data clear_mtd_data v reset gns
nepesarpysku yCTPONcTBa, ecniv Bepcus MO 1.26 nnmn Huxe.

u-boot> clear_mtd_data
u-boot> reset
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5 He pab6oratoT domsnueckmne nHtepdeiics

Mpo6nema 1: [ocne NpUMeHeHUs1 KOHUIypauum arpernpoBaHHOro HTepdeica HeT NPOXoXaAeHNs Tpaduka.

wlc# configure

wlc(config)# interface port-channel 1
wlc(config-port-channel)# ip firewall disable
wlc(config-port-channel)# 1ip address 192.0.2.1/24
wlc(config-port-channel)# exit

wlc(config)# interface tengigabitethernet 1/0/1
wlc(config-if-te)# mode switchport
wlc(config-if-te)# channel-group 1 mode auto
wlc(config-if-te)# exit

wlc(config)# interface tengigabitethernet 1/0/2
wlc(config-if-te)# mode switchport
wlc(config-if-te)# channel-group 1 mode auto
wlc(config-if-te)# do commit

wlc(config-if-te)# do confirm

B BbIBOAe cTaryca pmsnyeckue nHTepdelicbl 1 arperMpoBaHHblii B ctatyce down.

wlc# show interfaces status

Interface Admin Link MTU MAC address Last change Mode
State State (d,h:m:s)

tel/0/1 Up Down 1500 a8:f9:4b:ab:0e:39 00,00:00:26
switchport

tel/0/2 Up Down 1500 a8:f9:4b:ab:0e:39 00,00:00:27
switchport

pol Up Down 1500 a8:f9:4b:ab:0e:39 00,00:00:23
routerport

PelweHue: Mo ymonyaHuio uHtepgoeinc port-channel nogHnumaeTcsa co 3Ha4eHnemM CKopocTu, paBHoi 1G. A
TOro 4Tobbl Ha NHTEepdelicax, OTINYHLIX OT gigabitethernet, NOAHANINCH NIMHKK, HEOBXOAMMO BPYUHYIO
nponucarb AEHTUYHYK CKOPOCTb A1 arpernpoBaHHOro nHTepdeiica:

wlc(config-if-port-channel)# speed 10G
Mpo6nema 2: dusnuecknin nHTepdeiic He gobasnsietca B port-channel.

wlc(config)# interface port-channel 3

wlc(config-if-port-channel)# mode routerport

wlc(config-if-port-channel)# exit

wlc(config)# interface gigabitethernet 1/0/5

wlc(config-if-gi)# channel-group 3 mode auto

error - Can not set channel-group on interface gigabitethernet 1/0/5, set mode switchport or
hybrid first

OwnbKa 3a510KeHa B NOHMMaHUN KOHdUrypawumn. Pexum routerport MOXHO BblGpaTb TONbKO Ans port-channel,
HO He A5 om3ndeckoro nHtepdelica. Npu gobasneHnn B arpernpoBaHHblil MHTepdelic pusnveckuii
NHTepdieiic Bcerga Ao/mkeH bbITb B pexxume switchport.

MNpo6nema 3: He pa6oTatoT nHTepdeiicbl XG (10G) Ha ckopocT 1G. MpUMEHUMO K MoAEeNsim
WLC-3200/3250/3350.

Ans pa6otsl interface tengigabitethernet Ha ckopocTy 1G Heo6XxoAVMMO NepeBecTy AMana3oH Heo6XoaAUMbIX
MHTepdelicoB Ha ckopocTb 1G 1 nepesarpysnTb KOHTPO/EP.
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wlc# configure

wlc(config)# interface tengigabitethernet 1/0/1-4
wlc(config-if-te)# speed 10060M

wlc(config-if-te)# do commit

wlc(config-if-te)# do confirm

wlc(config-if-gi)# end

wlc# reload system

Do you really want to reload system now? (y/N): y

MNpo6nema 4: MNocne NPMMEHEHVS CKOPOCTW BCE PABHO HE NOAHUMAIOTCS UHTEPIEICHI.

OpHa 13 BO3MOXHbBIX NMPUYNH — Kabenb/sfp-TpaHcrsep. MoMUMO hr3nYecKoin NcnpaBHOCTM HEO6X0ANMO
nepenpoBepuTb, Ha Kakyt CKOPOCTb OH paccynTaH.

2026-01-22T04:00:21+00:00 %LINK-I-UP: twentyfivegigabitethernet 1/0/1 changed state to up,
speed 1000M full-duplex

PelwieHune: NomeHsATb kKabesb UM NPUMEHUTb UMEHHO 3Ty CKOPOCTb K port-channel.
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6 He paboTtaeT Enterprise-aBTOpu3anusi B CxeMe C NPOKCUPOBAHMEM Ha BHELLHWIA
RADIUS-cepBep

MNpo6nema 1: HekoppekTHbIN agpec KoHTposepa B radius-profile.

B ypHasie cobbITuii aBTOpU3aLum KNMeHToB dmkenpyrotes owmbkm 802.1x auth fail n Unspecified:

wlc# show wlc journal clients

2026-06-16T08:17:59+00:00 Client 22:ec:85:1e:08:60 RADIUS authentication failed on AP 68:13:e2:3
5:€9:d0, SSID: !TEST_A_F, RSSI: -34, 1interface: wlanl-va@, band: 5 GHz, AP location: default-
location, reason: 23, description: '802.1x auth fail'

2026-06-16T08:18:08+00:00 Client 22:ec:85:1e:08:60 username: 'test' RADIUS authentication

failed on AP 68:13:e2:35:e€9:d0, SSID: !TEST_A_F, RSSI: -26, 1interface: wlanl-va@, band: 5 GHz,
AP location: default-location, domain: 'default', reason: 1, description: 'Unspecified

Mpun npocmoTpe soros RADIUS B pexxrmMe 0Tn1afku BbIBOZ, MO/THOCTLIO OTCYTCTBYET, Tak Kak 3anpocsl oT T/, He
[l0X0A4AT [0 cepBepa:

wlc# debug
wlc(debug)# show radius-debug
wlc(debug) #

PelwieHue: Toukn fOCTyna He 3HAKT, Ha Kakol agpec otnpaensatb RADIUS-3anpockl. Heo6xoamMmo ABHO
ykazartb IP-agpec koHTponnepa B ncnonblyemom radius-profile.

Ecnu Ha ceTn pa3BepHyTa cxema C pe3epBupoBaHMEM KOHTPO/I1EPOB, B Npodusie Heo6xoamMmo
yKasblBaTb BUPTYyasibHbIl IP-aapec (VIP) knactepa.

wlc# show running-config wlc radius-profile default-radius

radius-profile default-radius

description "default-radius"

auth-address 192.168.1.11 # YkasbBaeTca IP-agpec (unm VIP) KoOHTponnepa
auth-password ascii-text encrypted 8CB5107EA70Q05AFF

domain default

exit

Mpo6nema 2: HecoBnageHve o6Lero Knwya.
Maponun, HacTpoeHHsble B radius-profile n B napameTpax nas ap nokanbHoro RADIUS-cepBepa, He coBnaaator.

KnueHTbl Nony4yaloT oTkas B aBTopusaumm ¢ kogamm owwm6ok 802.1x auth fail nnm Unspecified:

wlc# show wlc journal clients

2026-06-16T08:40:35+00:00 Client 22:ec:85:1e:08:60 RADIUS authentication failed on AP 68:13:e2:3
5:€9:d0, SSID: !TEST_A_F, RSSI: -32, dinterface: wlanl-va0®, band: 5 GHz, AP location: default-
location, reason: 23, description: '802.1x auth fail'

2026-06-16T08:40:44+00:00 Client 22:ec:85:1e:08:60 RADIUS authentication failed on AP 68:13:e2:3
5:€9:d0, SSID: !TEST_A_F, RSSI: -28, dinterface: wlanl-va0®, band: 5 GHz, AP location: default-
location, reason: 1, description: 'Unspecified'

Mpu HecoBnageHumn obLuero kntova RADIUS-cepBep 0TOGpackiBaeT HEKOPPEKTHO NOAMUCaHHbIE NAKETI,
urHopupys 3anpocsl TZ. B norax show radius-debug cvikcupyetcs Luknmueckoe nonyyeHme naketoB Access-
Request 1 nx MrHOBEeHHOE yaaneHve no TaimayTy/3aBepLueHunio 6e3 otnpaskm oteeTa (Cleaning up request
packet due to done):
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wlc# debug
wlc(debug)# show radius-debug

(23) Tue Jun 16 08:40:57 2026: Debug: Received Access-Request Id 5 from 192.168.1.2:59262 to
192.168.1.11:1812 length 271

(23) Tue Jun 16 08:40:58 2026: Debug: Cleaning up request packet ID 5 with timestamp +1469 due
to done

(24) Tue Jun 16 08:40:59 2026: Debug: Received Access-Request Id 5 from 192.168.1.2:59262 to
192.168.1.11:1812 length 271

(24) Tue Jun 16 08:41:00 2026: Debug: Cleaning up request packet ID 5 with timestamp +1471 due
to done

(25) Tue Jun 16 08:41:01 2026: Debug: Received Access-Request Id 5 from 192.168.1.2:59262 to
192.168.1.11:1812 length 271

(25) Tue Jun 16 08:41:02 2026: Debug: Cleaning up request packet ID 5 with timestamp +1473 due
to done

PelueHue: Y6eauTech, uTo K/tod WwndpoBaHus (Maposb), UCnosb3yemblii Toukoit aocTyna B radius-profile,
CTPOro coBnalaeT ¢ K/YOM, HaCTPOEHHbIM Ansi ceTeBoro yctpolictea (NAS) Ha RADIUS-cepBepe. YcTaHoBUTE
NAEeHTUYHbIE Naponn B KoHdpurypauwmm radius-profile n radius-server local nas ap.

wlc# show running-config radius-server local

radius-server local nas ap

key ascii-text encrypted 8CB5107EA7TQO5AFF # Koy JO/MKEH ObiTb WUAEHTUYHbLIM
network 192.168.1.0/24

exit

wlc# show running-config wlc radius-profile default-radius

radius-profile default-radius

description "default-radius"

auth-address 192.168.1.11

auth-password ascii-text encrypted 8CB5107EA7Q05AFF # Koy JO/MKEH ObiTb WAEHTUYHbLIM
domain default

exit

Mpo6nema 3: bnokupoBka noptoB RADIUS MexceTeBbIM 3KpaHOM Ha KOHTpoOJiepe

Norn otnapgkm RADIUS show radius-debug octatotcs nyctbiMu, Tak Kak MeXCETEBOM 3KpaH 6/10KMpyeT Tpaduk
[0 TOro, Kak OH byaeT nepeaaH cnyxoe RADIUS.

wlc# debug
wlc(debug)# show radius-debug
wlc(debug) #

KNueHTbl He MOTyT NPOITK aBTOpM3aLmio, hukcmpytoTcs Tunosble owwmnobku 802.1x auth fail n Unspecified:

2026-08-05T09:18:51+00:00 Client d6:64:6e:70:59:80 RADIUS authentication failed on AP 68:13:e2:
c2:85:80, SSID: !TEST_A_F, RSSI: -34, dinterface: wlanl-va@, band: 5 GHz, AP location: default-
location, auth step: eap, reason: 23, description: '802.1x auth fail'

2026-08-05T09:19:00+00:00 Client d6:64:6e:70:59:80 RADIUS authentication failed on AP 68:13:e2:
c2:85:80, SSID: !TEST_A_F, RSSI: -35, dinterface: wlanl-va@, band: 5 GHz, AP location: default-
location, auth step: eap, reason: 1, description: 'Unspecified'

PelwweHue: [lo6aBbTe paspelatowe npasuna gns UDP-noptoe RADIUS (1812 — aBTopu3auus, 1813 — yueT
Tpadhrka) B KOH(UIypaLmo MeXCETEBOIO 3KpaHa 1M BPEMEHHO OTK/THOUMTE ero Ans nokanmsauuy npobnems.
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object-group service radius_auth
port-range 1812
port-range 1813

exit

wlc(config)# ip firewall disable

MNpo6nema 4: HekoppeKTHbIE YUYETHbIE aHHbIE N0/b30BaTENS

Haunbonee pacnpocTpaHeHHas npuunHa oTkasa (Access-Reject) — BBoA No/ib3oBaTesieM HEBEPHOIO /10rnHa/
naposis UM OTCYTCTBUE YUYETHOI 3anvcK B 6a3e JaHHbIX aBTopU3aLun.

B »ypHasie cobbIThii oTobpaxkaeTcs olmbka aBTopusauumn Ha ware oébmeHa TLS-cepTudpmkaramm/gaHHbiMu
nonb3oBatens (napameTp auth step: tls n onncanme Auth no longer valid):

2026-08-05T10:14:01+00:00 Client d6:64:6e:70:59:80 username: 'test' RADIUS authentication
failed on AP 68:13:e2:c2:85:80, SSID: !TEST_A_F, RSSI: -40, interface: wlanl-va@, band: 5 GHz,
AP location: default-location, domain: 'default', auth step: tls, reason: 2, description: 'Auth
no longer valid'

MockonbKy nokanbHbli RADIUS-cepBep KOHTposiiepa paboTaeT Kak NpoKCu-cepeep, OH nepeHanpasnseT
3anpoc Ha BHellHnit RADIUS-cepBep 1 nosyyaeT oT Hero siBHbIi oTBET Access-Reject (oTkas B focTyne).
Mocne 3TOro NokanbHbIV cepeep obpabaTtbiBaeT 0TKa3 U OTNpPaBAsSeT UTOroBbln Access-Reject Ha Touky
JoCTyna ANns OTKIIYEHNS KIIMeHTa:

wlc# debug

wlc(debug)# show radius-debug

(38) Wed Aug 5 10:14:01 2026: Debug: Received Access-Reject Id 170 from 100.127.1.3:1812 to
100.127.2.47:52906 length 49 # MNonyyeH oTKa3 OT BbluecToAwero cepsepa (100.127.1.3)

(38) Wed Aug 5 10:14:01 2026: Debug: Using Post-Auth-Type Reject

(38) Wed Aug 5 10:14:01 2026: Debug: # Executing group from file /etc/raddb/sites-enabled/
default

(38) Wed Aug 5 10:14:01 2026: Debug: Sent Access-Reject Id 135 from 192.168.1.11:1812 to
192.168.1.15:37061 length 44 # OTnpaBfeH MUTOrosbli 0TKa3 Ha T[4 (192.168.1.15)
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Ecnu BKAOUNTL 3an1cb Ha NoKasibHbIM syslog-cepeep coobuieHunin nokanbsHoro RADIUS-cepBepa, MOXHO
yBUAETb B florax NpuynHy oTkasa astopmsauun "Login incorrect:

wlc# show running-config syslog

syslog file flash:syslog/radius_test
severity debug
match process-name radius-server
exit

logging radius
wlc-30# show syslog flash:syslog/radius_test2

2026-09-09T10:03:38+00:00 %RADIUS-D-DEBUG: notice: (23) Login incorrect (Home Server says so):
[testuser/<no User-Password attribute>] (from client ap port 1 cli F6-22-49-51-F1-AC)
2026-09-09T10:03:38+00:00 %RADIUS-D-DEBUG: notice: (23) Login incorrect: [testuser/<no User-
Password attribute>] (from client ap port 1 cli F6-22-49-51-F1-AC)

PewieHune:
1. MpoBepbTe NPaBWU/ILHOCTbL BBOAA YUETHbIX AaHHbIX (SIOrMHA 1 Naposist) Ha KNIMEHTCKOM YCTPOICTBE.

2. MpoBepbTe HanMune 1 cTaTyc Y4eTHOI 3anmcK B 6a3e gaHHbIX BHelHero RADIUS-cepeepa (Active Directory,
LDAP vnun nokasnbHas 6a3a BHeELLHEro cepeepa).
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7 Owwnbka «DMGR:failed to open transaction» n nepenonHexme namatu Flash Ha
KoHTposinepax WLC

MpwW NepenosIHEHUM AMCKOBOTO NPOCTPAHCTBA 6asbl faHHbIX B CUCTEMHBIX XYpHanax (yiorax) KOHTponepa
WLC umknnyecky huKCMpyoTcs criefyowme npeaynpexaeHus:

2026-06-02T11:42:11+03:00 %WLC-W-WARN: DMGR:failed to open transaction
2026-06-02T11:42:21+03:00 %WLC-W-WARN: DMGR:failed to open transaction
2026-06-02T11:42:31+03:00 %WLC-W-WARN: DMGR:failed to open transaction

Ha KoHTpon/1Iepe NOIHOCTLIO NepecTaeT 0TObpaxaTbCs akTyaslbHbI XXypHa COObITUIA.

@ owwéka 500 X
Could not connect to server: No such file or directory Is
the server running locally and accepting connections on
Unix domain socket "/tmp/.5.PGSQL.5432"7

MpuuuHa: NMpobnema Bbi3BaHa NePENONHEHNEM 6a3bl AAHHbIX XXYPHa/I0B, PacnofIOKEHHOV BO BHYTPEHHEN
Flash-namsaTu yctpolictea. B Tekywmx Bepcusix MO KOHTponnepa nogaepXuBaetcsa orpaHnYeHne To/bKo no
CPOKY XpaHeHusi 3anncei, Ho He Mo nx onsnyeckomy 06bemy Ha gucke. Npu BbICOKOW akTUBHOCTM
6ecnpoBogHoro Tpaduka 1 60/bLLOM KonmyecTBe cobbiTuii Flash-namaTh 3anonHAeTcs paHblue, Yem
cpabaTtbiBaeT poTauus No BPEMEHMW.

7.1 PelwueHue

[ns BoccTaHOB/EHUs1 paGoTOCNOCOGHOCTY HEOBXOAMMO NOHOCTLIO YAANNTL NOBPEXAEHHYH0 6a3y AaHHbIX.

7.1.1 Bepcusa MO 1.39.1 nnu Bblle

BbinonHute KkomaHay:
wlc# clear wlc database

B cxeme c pe3epBrpoBaHMEM KOMaHAy YAASIEHUS HYXHO BbINOMHUTL Ha KOHTPOsiepe B ctaTyce Active. Mocne
BbINO/THEHMS KOMaH/Ibl CO34aCTCS HOBasi 6a3a AaHHbIX U NPORAET CUHXPOHU3ALMS C PE3EPBHbLIMY
KOHTpO/IIEpaMM.

Ecnv Ha pe3epBHOM KOHTPO/I/IEPE CUHXPOHM3ALMSI HE BOCCTAHOBMIACH B TeveHne 20 MUHYT nocsie yaaneHus
6a3bl AaHHbIX Ha KOHTposepe B ctatyce Standby, HE06x0AMMO BbINOHUTL KOMaHAY 151 YOAEHNUS.
MpocMOoTp cTaTyca CMHXPOHM3aLmMK A4OCTYNEH B BbiBOAE KomaHAabl show high-availability state.

KomaHpga clear wlc database goctynHa HaunHas ¢ Bepcum 1.39.1.

7.1.2 Bepcus MO Hmxke 1.39.1
Ecnu Bepcusa MO Huke 1.39.1, aBTOPU3yNTECH HA KOHTPOJIEPE NMOA, YYETHOW 3anucbio ¢ npaBamu techsupport.
BbinonHuTe KomaHgy ANs yaanieHns AMpekTopumn ¢ 6a3oi AaHHbIX:

techsupport@wlc:~$ sudo rm -rf /mnt/data/pgsql/
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BbinosiHuTe nepesarpysky yCTponcTBa 415 MHULMaIM3aLmMm HOBOM YACTON 6a3bl faHHbIX:

techsupport@wlc:~$ reload-system

Basza gaHHbIx PostgreSQL nepeco3gaetcs HenocpeACcTBEHHO B npouecce 3arpy3ku NO WLC, noatomy
nepesarpyska KOHTposi/iepa nocne yaasneHns aiinos sensetca obasarenbHbiM warom. Obpartute
BHUMaHWe, 4TO Noc/e BbIMNOSIHEHUS NPOLeAyPbl BCe cTapble XypHasibl COObITUIA ByayT 6e3B03BpaTHO
yfasieHbl C KOHTpoO//iepa.

B cxeme c pe3epBrpoBaHMEM MCMO/b3YiiTe CeaytoLii NoLWaroBblii anropuT™ A8 o4UCTKN Bl 6e3
npepbIBaHns 06CNYXMBAHNS KIMEHTOB:

1. OuucTtka 6a3bl Ha pe3epBHOM KOHTpoJsiepe B ctatyce Standby:
- ABTOpU3yTECH NOJ YYETHON 3anncbto techsupport Ha pe3epBHOIT HoAE.
- BbinonHMTE KOMaHAy NOJIHOIO yAasieHUst AUPEKTOprmn 6a3bl AaHHbIX.
- Mepesarpy3ute pe3epBHy0 HOAY.
- Mpwn cTapTe ycTpoiicTBa nyctas 6asa AaHHbIX OyAeT co3gaHa aBTOMATUYECKU.

techsupport@wlc-2:~$ sudo rm -rf /mnt/data/pgsql/
techsupportewlc-2:~$ reload-system

2. MepekntoueHue poneii (Murpayms akTMBHOCTN):
MepektoumMTe MacTEPCTBO HA OYMLLEEHHYHO PE3EPBHYH HOAY. HOBbIE CUCTEMHbIE COBLITUSA HAUHYT
3anncbIBaTLCS B YNCTYHO, TONIbKO YTO CO3aHHYt0 6a3y AaHHbIX.

3. OuncTKa 6a3bl Ha GbIBLLEM OCHOBHOM KOHTpoOsiepe:
ABTOpU3YITECH HA YCTPOICTBE, KOTOPOE Tenepb NepeLLsio B cTatyc pesepsHoro (6biBLunii VRRP Master
CO C/IOMaHHOW 6a30ii AaHHbIX). BbinonHuTe aeicteus n3 n.1.

techsupportewlc-1:~$ sudo rm -rf /mnt/data/pgsql/
techsupportewlc-1:~$ reload-system

4. CUHXpOHM3aUusa N BO3BpPAT K LUTATHOMY peXxumy:
Mocne BKNKOYEHUS pe3epBHbIVi KOHTPOIIEP aBTOMATUYECKN CUHXPOHU3NPYET 6a3y AaHHbIX C aKTUBHOTO
MacTepa v Npoao/HKNT paboTy B LUTATHOM pexume.
Mocne 3aBepLUeHMs NpoLecca CUHXPOHU3aLMK AaHHbIX (MpK He06X0AMMOCTH) NepekIunTe
MacTepCcTBO 06paTHO Ha UCXOAHbI KOHTPONEP.

7.2 HacTpoiika 3aWuTbl OT MOBTOPHOIO NepenosiHeHus

Mocne yaaneHuns 6a3bl AaHHbIX HE06X0AMMO HACTPOUTL NMPEBEHTVBHbIE Mepbl, BbIGPAB 0ANH U3 CrieAyoLLnX
BapVaHTOB:

+ BapwuaHT 1 (PekoMeHyemblii Npu MHTEHCUBHOM /I0TMPOBaHNK): MepeHoc XpaHeHNs1 CUCTEMHBIX
)XYPHa/10B Ha BHELLUHWUIA HakonuTe b (MpoLecc HaCTPOViKy NoApPo6HO onucaH B pasaene VIsMeHeHne nyTiu
XpaHeHus xypHanos WLC).

+ BapwuaHT 2 (OrpaHuyeHne cpoka XpaHeHusi AaHHbIX): HacTpoiika aBTOMaTMYecKoro yaaneHust cTapbix
3anuceli yepes 10—-30 gHelr. OrpaHMyYeHne HacTpamMBaeTCH B pexnme KOHOUrypmpoBaHmsa ans Bcex
TUMNOB XXYPHaU10B:
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wlc(config)# wlc-journal wids
wlc(config-wlc-journal-wids)# limit days 30
wlc(config-wlc-journal-wids)# exit

wlc(config)# wlc-journal clients
wlc(config-wlc-journal-clients)# limit days 30
wlc(config-wlc-journal-clients)# exit

wlc(config)# wlc-journal ap
wlc(config-wlc-journal-ap)# limit days 30
wlc(config-wlc-journal-ap)# exit

wlc(config)# wlc-journal all
wlc(config-wlc-journal-all)# limit days 30
wlc(config-wlc-journal-all)# end

B cxemax ¢ pe3epBMpPOBaHNEM NPOUCXOANUT aBTOMATMYECKasi CUHXPOHU3ALMS KOHPUTYpaLMOHHBIX
thaiinoB mexay Hogamu. Hactpolikn 060mx kKoHTposinepoB WLC A0/mKHbI GbITb CTPOTO MAEHTUYHBIMU.
Ecnu Bbl HacTpavBaeTe IMMUTbI XPaHEHWS XXYPHA/I0B, 3TO HEOBXOAMMO fenaTb Ha aKTVBHOM
ycTpoiictee (Master).
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa:

OdmuymansHbIn cant komnaHum: https://eltex.ru
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex.ru/downloads
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