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PykoBogacTBo no akcnayatauuu WB-2P-LR5

1 BBepneHune
AHHoTaLus

CoBpeMEeHHble TEHEHLMN Pa3BUTKS CBSI3N AMKTYIOT orniepatopam Heo6xoAMMOCTb NOUCKa ONTUMaslbHbIX
peLLeHuid, N03BONSIOLLMX YA0BMNETBOPUTbL CTPEMUTE/ILHO BO3pacTatoLye NoTpebHOCT aBOHEHTOB, COXPaHSIS
npu 3TOM NPEEeMCTBEHHOCTb 6M3HEC-NPOLIECCOB, TMBKOCTb Pa3BUTUSI U COKPALLIeHNe 3aTpaT Ha
npefocTaB/ieHne pasnnyHbIX CEPBMUCOB. BecnpoBoHbIE TEXHOMOMMN B KOPOTKOE BPEMS MPOLLSIM OFPOMHbIA
NyTb OT HECTABW/IbHbIX HU3KOCKOPOCTHBIX CETEl CBA3M Maioro paguyca ao ceteit LM/, conoctaBuMbIX NO
CKOPOCTM C NPOBO/HbLIMM CETAMM C BbICOKMMY TPEBGOBAHUSIMM K KQUEeCTBY NPeoCTaB/IEHNS YCNYT.

WB-2P-LR5 — 310 aboHeHTCKast CTaHLmMs, OCHOBHOE NpeAHa3HavYeHne KOTOPOo — NOAK/IUEHME K
6ecnpoBogHoli cetn goctyna Wi-Fi. CeTb MOXET ObITb NOCTPOEHA C MCMOMb30BaHWEM 6a30BbIX CTAHLNIA.
KoHcTpykuma WB-2P-LR5 nmeeT repmeTuyHbIin Kopnyc, YTO npeanonaraet ycTaHOBKY YCTpolicTBa
NPenMyLLECTBEHHO Ha OTKPbLITOM TEPPUTOPUN B PA3/TUYHbBIX KITMMATUYECKNX YC/TOBUSX.

B HacTosLLEeM pyKOBOACTBE MO 3KCnyarauum U3foXeHbl HasHauyeHre, OCHOBHbIE TEXHUYECKNE
XapaKkTepuCTHKKN, KOHCTPYKTUBHOE UCMOJTHEHWE, MOPALO0K YCTaHOBKM, Npasuia KOH(OUIrypupoBaHus,
MOHUTOPWHIA U CMEeHbI NPOrpamMmmHoro obecneyeHnss aboHeHTckol ctaHumn WB-2P-LRS5.

YcnoBHble 0603HAYEHUA

MpumeyaHnst 1 NpeaynpexaeHns

© Mpumeyanns cogepxaT BaxkHy MHOPMALWIO, COBETbI MM PEKOMEHAALIMN MO UCMOb30BaHWIO 1
HacTpolike yCTpoicTBa.

€ nNpepynpexaeHns MHPOPMUPYIOT NOML30BATENA O CUTYALWSIX, KOTOPble MOTYT HaHeCTW Bpes,
YCTPOICTBY W YENOBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UM NOTEePe AaHHbIX.

2 OnucaHue n3genunsa

2.1 Ha3HaueHue

AboHeHTCcKasi cTaHuma WB-2P-LR5 (ganee «ycTpoiicTBo») paspaboTaHa 418 npeaocTaBieHms 4ocTyna K
BbICOKOCKOPOCTHOW 6e30nacHoi 6ecnpoBOAHON CETU.

Yctporicteo WB-2P-LRS o6ecneunBaeT fOCTYN K COBPEMEHHbIM UHTEPAKTUBHLIM cepBucaM: HTepHeT, IPTV,
VolP.

WB-2P-LR5 nogkntoyaetcs kK 6a30B0ii ctaHumm no TexHonorun Wi-Fi n pabotaet B guanasoHe Sun 6 Iy
(4acToTHbI AnanasoH 5830-6150 MI'y, nogaepxaH Ha yctpoiictBax WB-2P-LR5 rev.B n WB-2P-LR5 rev.C).
Mpeanonaraercsa ncnonb3oBaHne coBMecTHO ¢ WOP-2ac-LRS5. Takke MOXET MCMNo/b30BaTbCa A4
opraHm3auunn 6ecnpoBOAHOIO MoCTa Mexay YCTpOCcTBamu.

WB-2P-LR5 nogaepxunBaeT coBpeMeHHble TpeboBaHNA K KaueCTBY CEpBUCOB M NO3BO/ISET Nepefasarb
Hanbonee BaxHbIli Tpagvik B NPUOPUTETHBIX ovepeanx. ObecneyeHre NpropnTM3aLmm NPOUCXOAUT Ha OCHOBE
TexHonoruii QoS: CoS (cneunansHble meTku B none VLAN-naketa) n ToS (MeTkn B none IP-naketa).

YCTpPOICTBO MOXET paboTaTh B LLUMPOKOM AnanasoHe pabounx TemnepaTyp 1 BbICOKOI B1aXXHOCTM (Napku,
3aBO/lbl, CTaIMOHbI U T.1.).

MuTaHne yCcTpolicTBa OCyLLEeCTBASETCS No TexHonorum Passive PoE 24 B.
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2.2 XapakTepuCTUKN yCTPONCcTBa
Unmepcpelicbi:

* 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);
« Wi-Fi 5-6 'y, IEEE 802.11a/n/ac;
+ TexHonornyeckuii Wi-Fi 2.4 'y, 802.11b/g/n (nHTepdpeiic masioro paguyca AeicTeus 4s OCTUPOBKY U

HACTPOIiKN YCTpOIicTBa B Nepuog, MHCTansLmn).

MuTaHme ycTpolicTBa ocylecTBasieTcs yepes PoE-nHxektop 24 B ot cetn 220 B.

€ YcTpoiicTBo BbIAET 13 CTPOSA NPY MUTAHUU UHXEKTOPOM HAMPSXKEHUS, OT/IMYHBIM OT 24 B!

1 0ns WB-2P-LR5 rev.C.
Cemesble chyHKYyuu:

+ paboTa B pexunume «<MocTa» Uimn «<mapLupytusaropa,

+ paborta B pexume yctporictea «Wi-Fi KnneHT» n «becnpoBogHoli MOCT»;

+ nogaepxka pexvma VLAN Trunk;

+ nognepxka Management VLAN,;

+ nopgaepxka General VLAN;

+ nopaepxka Transparent Mode;

+ nognepxka VLAN Mapping;

+ nopaepxka Loopback Detection;

* nogaepxka orpaHnyeHms ckopoct Unknown Unicast-Tpaduka;

* MogAepxka npuoputmnsaummu Tpadurka Ha ocHosaHun MAC/IP-agpeca;

*+ cTaTMyeckas maplpyTusauus;

* nogaepxka yHkUmn «becnpoBoHOM NPO3payHbIil MOCT;

* nopnepxka PPPoOE-knneHTa;

* CUHXpOHM3aLmsa BpeMeHun no NTP;

* nogaepxka crtatuyeckoro agpeca v DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepBep Ha cTopoHe
LAN);

+ nopnepxka DNS;

* nognepxka D-DNS;

+ nopnepxka NAT;

* nogaepxka UPnP;

* CEeTeBOW 3KpaH;

* nopaepxka knoHnposavus MAC-agpeca Ha WAN-uHTepdelice;

* noaAepxka MexaHW3MoB kauecTBa ob6cnyxusaHusa QoS (QoS no DSCP 1 802.1P).

* nogaepxka dpyHkumii IPTV (IGMP-proxy, UDP-to-HTTP proxy);

* nognepxka MVR,;

* noaAepxka orpaHuyeHns konmuectsa nlyveHHbix MAC-agpecoB (MAC-learninig);

+ obHoBneHue MO yepe3 web-nHtepdeiic;

+ nopaepxka DHCP-based autoprovisioning;

* nognepxka TR-069;

* yAa/leHHbIA MOHUTOPUHT, KOHUrypuposaHue u HacTpoiika: SNMP, web-untepdelic, Telnet, SSH.
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Ha prcyHKkax Hke npuBefeHbl CXembl NpuMmeHeHns obopynosaHns WB-2P-LRS.
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2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBogacTBo no akcnayatauuu WB-2P-LR5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl LAN-uHTepcpeiica Ethernet
KonnuyecTtBo noptoB

DneKTpuYeckunii pasbem

CkopocTb nepegayn, Méut/c

MNopfaepxka ctaH4apToB

MapameTpbl 6ecnpoBOAgHOrO uHTEpdhelica
CraHpapTsl

YacToTHbI gnanasoH, My,

Mogaynauus

CkopocTb nepegayn gaHHblx, Méut/c

MakcmmasibHas BbIXofHas MOLLHOCTb nepeaatuvka

YyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

XapaKTepchM KN aHTE€HHbI

Ycunenuve

Monapusauusa

Yron nanydeHust (ropusoHTasIbHas NonspusaLms)
Yron usnyyenusi (BepTukasibHas nonspusaums)
KCB

MimnepaHc

RJ-45
10/100/1000, aBTOONpPEAENEHNE

BASE-T

802.11a/n/ac

5150-5835 My,

5150-6160 Mry (ans yctpoiicte WB-2P-LR5 rev.B, WB-2P-
LR5 rev.C)

BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11a: go 54 MéuTt/c
802.11n: go 300 M6uT/c
802.11ac: go 867 Méut/c

5-6TITwu:
24 nbwm (ans yctpoiicte WB-2P-LR5, WB-2P-LR5 rev.B)
28 obm (ans ycrpoiicte WB-2P-LR5 rev.C)

5-6I'Ty: -94 nbm

64/128/152-6utHoe WEP-undpoBaHne gaHHbix, WPA/
WPA2,ueHTpannsoBaHHas aBTopmsaumns yepes RADIUS-
cepeep (WPA/WPA2 Enterprise)

2x12 obn
[ABYXMONSpU3aLnoHHas aHTEHHA
60°

15°

2.0:1

50 Om
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KoathpuuueHT 06paTHoOro usnyvyeHus >20 b

YnpaBsneHue

YnaneHHoe ynpasneHue web-nHTepdeiic, Telnet, SSH, SNMP (MoHuTOpWKHT), TR-069
OrpaHuyeHne goctyna no Naponto

O6Lwume napamMeTpbl

RAM 128 Mb

Flash 32 Mb

MuTtaHve Passive PoE 24 B
MoTpebnsemast MOLLHOCTb He 6onee 8 BT
Pabounin gnanasoH Temneparyp o1 -55 g0 +60 °C
OTHOCUTENbHAsA BAAXHOCTb 0o 100 %
CTteneHb 3anThl IP55

MaGaputsl (LU x B x T) 80 x 282 x 66 MM
Macca 0,35 kr



PykoBOACTBO No akcnyatauyum WB-2P-LR5

2.4 KOHCTPYKTMBHOE WCMNOJIHEHNE

Yctporicteo WB-2P-LRS umeeT nnacTukoBbIv KOPNyc B NPOMbILLIEHHOM UcnonHeHnn. Pasmep yctpoiictea 80 x
282 x 66 MM.

BHewHwuii Bug, yctpoiictea WB-2P-LR5 npuBefeH Ha puCyHKe HUXe.

EsmEms
Om.unll

BHewwHunin Bug, yctporictea WB-2P-LRS

Ha HuxHel naHenn yctpoiictea WB-2P-LR5 pacnonoxeHbl LAN-nopT 10/100/1000BASE-T (pa3bem RJ-45) ans
NOAK/OYEHUS K BHYTPEHHEl ceTn 1 nuTaHnto PoE, knemma 3a3emneHust (B ycTpoiictee WB-2P-LR5 rev.C) u
KHOMkKa cbpoca K 3aBoACKMM HacTpolikaMm («Reset»).

Pa3bembl HWXHel naHenn WB-2P-LR5



2.5 CaetoBas nHgukauus

PykoBogacTBo no akcnayatauuu WB-2P-LR5

BHewHuiA Bug, naHenn nHgnkaumm WB-2P-LR5 npuBefeH Ha puCyHKe HUXe.

e
Tam= N

BHewwHuin Bua naHenu nHankaumm WB-2P-LR5

TekylLlee COCTOsiHMe YyCTPOoNCTBa 0TOOpaxaeTcs nNpu NOMOLLM MHAMKATOPOB, PACNONOXEHHbIX Ha 3a4Hel
naHenu yctpoiictea WB-2P-LR5. NepeyeHb MHANKATOPOB U UX OnMcaHne NpuBeAeHsbl B Tabnuue 2.

Tabnmua 2 — OnucaHne MHANKATOPOB 3aAHeN naHenn

Nupgukatop

Power — nHaukaTop nuTaHnsa v ctaryca
paboTbl ycTpolicTBa

O

u LAN - nHgnkartop nopta LAN-
uHTepdeiica

CocTtosiHue
MHAOUKaTopa

3e/1eHbIl, roput
NOCTOSAHHO

OpaHXeBblii, ropuTt
NOCTOSAHHO

KpacHbIiA, roput
NOCTOSIHHO

ropuT 3eneHsim (10,
100 M6ut/c)/
oparxeBbiM (1000
M6uT/C)

mMuraet

OnucaHue

nMTaHne NoAK/IYEHO, HopMasibHas
paboTta

YCTPOWCTBO HE NOYYWIo afpec no
DHCP

3arpyska ycTpoiicTea

kaHan mexay LAN-uHtepceiicom WB-
2P-LR5 v nogknto4eHHbIM
YCTPOWCTBOM aKTVBEH

NpoLecc NakeTHOM nepegayn faHHbIX
mexay LAN-untepdeiicom WB-2P-
LR5 v nogkto4eHHbIM YCTPOCTBOM
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Nupgukatop

WLAN - vHAMKaTopbl YPOBHS cUrHasna
oT 6a3oBoii cTaHumn (RSSI)

2.6 C6poc K 3aBOACKMM HacTpolikam

CylecTByeT ABa cnocoba cépoca yCTpoiicTBa K 3aBOACKUM HACTPOKam.

1. UYepes KHOMKy «Reset» Ha ycTpoiicTBe. HE06X0MMO B 3arpy>X€HHOM COCTOSIHUM YCTPOICTBA HaXaTb 1

CocTtosiHue
MHAOUKaTopa

KpacHbIi, roput

XENTbIiA, ropuT

3e/1eHbliA, roput

3e/1eHbIl, roput

HV OAVH UHAMKATOP He
roput

PykoBogacTBo no akcnayatauuu WB-2P-LR5

OnucaHue

YCTPOICTBO NOAK/THYEHO K 6a30BOiA
cTaHumn, ypoBeHb curdana ot 6C
6onbLue -94 nbm

YCTPOWMCTBO NOAK/OYEHO K 6A30BOIA
CTaHUWMW, ypoBeHb curHasna ot 6C
6onbLue -80 agbm

YCTPOIACTBO NOAK/THYEHO K 6a30BOiA
cTaHumn, yposeHb curdana ot b6C
6onbLie -70 pbm

YCTPOICTBO NOAK/IUYEHO K 6a30BOiA
CTaHumu, ypoBeHb curHana ot 6C
6onbLie -60 gbm

YCTPOICTBO HE MOAK/OYEHO K
6a30BOI CTaHLUUN

yOEepXuBaTb KHOMKY «Reset» (okono 10-15 cekyHA), KoTopasi HaXoAUTCS Ha HKHEN NaHenn yCTpoicTea,
noka uHaykaTop «Power» He 3aMUraeT opaHXeBbIM LIBETOM.
2. Yepes POE-MHXEKTOp, NOCTaB/MsiEMbIii C YCTPONCTBOM. Heo6XoAyMOo B 3arpy>KEHHOM COCTOSHUM

YCTpOWCTBa HaXkaTb W yaepXuBaTb KHOMKY «RST» Ha uHxektope (okoso 10-15 cekyHa), noka MHAUKaTop
«Power» He 3amuraeT opaHXeBbIM LiBETOM.

© npousoiigeT aBTOMaTHYecKas nepe3arpyska ycTpoiicTea. Mpu 3aBOACKMX yCTaHOBKax ByaeT 3anylieH
DHCP-knueHT. B cnyyae, ecnu agpec He 6yaet nony4veH no DHCP, y ycTpoiicTBa 6yaet agpec

— 192.168.1.1, macka noacetn — 255.255.255.0; nms nonb3oBatensi/naponb Ansa Aoctyna vyepes web-

nHtepdeiic — admin/password.
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

2.7 KomnnekT nocTaBKu

B 6a30BbIi1 KOMNAEKT nocTaBkn yctpoinctea WB-2P-LR5 BxogsrT:

AbBOHeHTCcKas cTaHums WB-2P-LR5;

KomnnekT kpenexa: XoMyTbl 415 KpenaeHus, 2 Wwr.;
MHxekTop PoE 24 B;

Matu-kopg RJ-45, Se kar., 1.5m;

LWHyp nutaHus EepoBusnika-C13, 1.8m;

PyKoBOACTBO MO aKcnyaTaumn Ha CD-ancke (onuyoHansHo);
Bknaablll ¢ onucaHMem MHAnKauuy;

CepTudmkar cooTBETCTBUS;

MamaTka 0 AOKyMeHTauuu;

Macnoprt.

Mo 3anpocy B KOMMMEKT MOXET BXOAUTb KPOHLUTEH KPENIEHUSI C BO3MOXHOCTbLIO PETY/IMPOBKY MO
rOPV30HTaIN 1 BEPTUKASIN.

3 Mopsnok ycTaHOBKA

B faHHOM pasgene onucaHbl MHCTPYKLMM NO TeXHMKe 6e30nacHOCTY, peKkoMeHauumn no ycTaHoBke, npoieaypa
YCTaHOBKM 1 NOPSAOK BKAOYeHUs ycTpoictea WB-2P-LRS.

3.1 VIHCTpYKUUM MO TeXHUKe 6e30MacHOCTU

1.

He npou3BoauTe yCTaHOBKY A@HHOIO YCTPOICTBA BO BPEMS rpo3bl. ECTb pyCK yaapa Mo/HUEN.
Heo6xoanmo cobniofatb Tpe60BaHMS N0 HANPSHKEHIO, TOKY 1 YACTOTE, yKa3aHHbIe B AAaHHOI
VHCTPYKLIMN.

Mepen NOAKMNOUEHNEM K YCTPOCTBY U3MEPUTE/NbHbLIX MPMBOPOB 1 KOMMNbIOTEpPa, X Heo6XxoayMOo
npeaBapuTeNibHO 3a3eM/ITb. Pa3HOCTb NOTEHLMAN0B MexXay Koprnycamu 060py0BaHus 1
N3MepuTe/bHbIX NPMGOPOB He Ao/MKHA NpeBbIwaTth 1 B.

Mepepn BKNOUYEHNEM YCTPOICTBA Y6eaMTECH B LIENIOCTHOCTY Kabenei 1 X HafexHoOM KpenieHun K
pasbemam.

Bo BpeMsi MOHTaxa YCTPOICTBA Ha BbICOTHbIX KOHCTPYKLMSX CNeayeT BbiNO/HSATb YCTAaHOB/EHHbIE
HOPMbI 1 TPE6GOBaHMS NMPY BbICOTHLIX paboTax.

3kcnnyaTauys yCTpoicTBa [0/KHA NPOU3BOANTLCS UHXEHEPHO-TEXHNYECKM NEPCOHAIOM,
MpOoLLEALLNM CreLnanbHyH NoAroTOBKY.

MoakntouyaTh K YCTPOWCTBY TOMBLKO FOAHOE K MPYMEHEHWI0 BCNOMOraTe/ibHoe 060pyAoBaHue.

3.2 PekomeHAaumu Mo ycTaHOBKe

1.

2.

YCTPOWCTBO AO/MKHO ObITb YCTAHOB/IEHO BEPTUKa/IbHO Ha TPYy6OCTOlKY/CcTOoNG, Npy atom LAN-nopt
[O/IKEH ObITb HaNpaBeH BHA3.

Mepes yCTaHOBKOM 1 BKIIOYEHMEM YCTPOICTBA HEOOXOAVMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWA. B criyyae Hanmuns noBpexaeHuin cnefyert npekpatuTb
YCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT U 06paTUTLCA K MOCTaBLLKKY.

[nsa obecneyeHns Hauny4Llero ypoBHsi curHana pasmeryaite yctpoinicteo WB-2P-LR5 Ha Tpy6ocToiike/
ctonbe Takum 06pa3om, YTo6bI OHO ObISI0 MakCMMa/IbHO HanpaB/ieHO Ha CEKTOPHYI0 aHTEHHY 6a30BOiA
cTaHumu. MNpu aTom 06sA3aTesibHO A0/HKHA ObITb 06ecneyeHa npsMas BUAMMOCTb 40 6a30BOW CTaHLUN.
Han6onbLwnii ypoBeHb CUrHana MOXHO NOYYUTb FOCTUPOBKON aHTEHHbI C NOMOLLbI0 MHAMKaTopoB RSSI.
C 06patHOiA CTOPOHbI OT MecTa KpeneHns KpoHLITeliHa pacnosioxkeHa nepegatoLas YacTb aHTEHHbI.
IMEeHHO 3Ty NN0CKOCTb cnefyeT HanpaBnsaTb HA CEKTOPHYHO aHTEHHY 6a30BOl CTaHLMW.
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PykoBogacTBo no akcnayatauuu WB-2P-LR5
Mocne CcTNpOBKK y6€,£l,I/ITer, YTO CUTHaUT1 OT CTaHUMN HE HMXXe AoNMYyCTUMOIO yPOBHA -65+-70 ABM. BO3MOXHO

YMEHbLLUEHVE JaHHOTO nokasatesns Ao -75 aobm, ecnu He npegnonaraeTcs ncnosb3osaHve VolP, noTokoBoro
BUAEOBELLAHNA 1 APYTOro YyBCTBMTE/ILHOIO K NOTEPsIM Tpadika B 6ECNPOBOAHON CETH.
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PykoBoacTBO no akcnnyatauum WB-2P-LR5

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1. 3a3emnieHne Heo6X04MMO BbIMOMHATL U30/IMPOBAHHbLIM MHOTOXW/1bHBIM NPOBOAOM. YCTPOUCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.

2. MepByto yNNYHYIO rp0303aLLnTy HE06X0AMMO YCTaHaBIMBaTb MakCUMasibHO 6/1IM3K0 K aBOHEHTCKOM
CTaHLMK, COeMHAA NX KOPOTKUM ynnyHbIiM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOpaMMU.

3. BTOpylo y/iMyHyt0 rpo3o3amTy Heob6xo4MmMo ycTaHaBNnBaTb MakcMMasibHO 6/113Ko K POE-

NHXEKTOPY, COELMHAA UX KOPOTKUM yNnyHbiM FTP-kabenem ¢ akpaHMpOoBaHHbIMU KOHHEKTOPaMMU.

CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gavHoin go 100 m.

Heo6xoayMo 3a3emMnTb a6OHEHTCKYHO CTaHUMIO (NoApo6Hee B MyHKTe MOHTaX YCTPOCTBA).

POE-nHXeKTop A0/XeH ObITb NOAK/HOYEH B 3NEKTPUYeckyto po3eTky 220 B ¢ 3azemneHvem.

o s

A6oHeHTcKan

cTaHuma \/

4 CoedenumentHeiii kabens FTP
He 6osiee 60 . + IKPAHUPOBAHHBI N .
KoHHexkmop Y Aomawhnia poytep

Il

Kowmyp asemnenun B 4

.
P
" FTP xabens ynuunozo

. ucrionkenus. finua 00 100 m.
e Yanuunan v
’ rposozauwura

POE-mHxekTOp

Yanunas
rpososawumTa

I
/ Kowmyp sasemnenus P 4

\ v 4 Koumyp sasemnenun
\ 1
+ 4 Konmyp sasemnenun N

Cxema noakUYeHns aboHEHTCKON CTaHLUMK Ang ob6ecnevyeHuns rpo3o3almThbl
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PykoBOACTBO No akcnyatauyum WB-2P-LR5

3.4 MoHTax ycTtpoictea WB-2P-LR5

[na aboHeHTcKol cTaHumn WB-2P-LR5 npegycmoTpeHbl ABa BapMaHTa MOHTaXa: yCTaHOBKa YCTPOICTBa
HenocpeACcTBEHHO Ha TPYOOCTOWKY 1 yCTaHOBKa Ha TPYOGOCTOMKY C MCNOIb30BaHMEM KPOHLITEHA.

3.4.1 MoprotoBKa yCTpoOIiCcTBa K paboTe

1. CHUMUTE KPbILLKY, 3aKpbiBatoLLyto LAN-NOPT Ha HUXHEN naHenu ycTpoicTea. BeinonHuTe 3a3eMneHne
yCTPOICTBa Yepes crneumasibHy KneMmy pacnosioxeHHyto cnpasa ot LAN-nopta (ansa WB-2P-LR5 rev.C).

T————

b

2. Nogkntounte Ethernet-kabens k LAN-nopty.

—
—
| —

3. 3aKpoiTe KPbILWKY HKHE NaHenu.
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PykoBoacTBO no akcnnyatauum WB-2P-LR5

3.4.2 BkYeHue ycTpoiicTBa
1. Nogkntounte Ethernet-kabenb, naywmii ot WB-2P-LRS5, k POE-nopTy nHxekTopa.

2. Nogkntounte Ethernet-ka6ens Bawenn LAN-cetn nnu MK k LAN-nopty PoE-nHxekTopa.

3. Nogxntounte PoE-nHxekTop K po3eTke 220 B ¢ NOMOLLBI0 CETEBOTO LUHYpa. [1oc/ie BK/IYEHUA NUTaHUA
yctpoictBo WB-2P-LR5 3arpy3ntcsa B Te4UeHUe MUHYTbI.

.

4. MopxnoumTech € noMoubo 6paysepa k web-koHpurypatopy WB-2P-LR5, cnefys MHCTpyKuusam B
pasgene Ynpas/ieHne yCTpoNCTBOM vepe3 web-koHdurypaTop.

5. Ecnv 3T0 nepBblil 3anyck YCTPOICTBa, TO NepenguTe K pasgeny [pegsaputesibHast HacTpoiika.
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

3.4.3 lMpepgBapuTenbHas HacCTpoka
Mepes MOHTaXOM NpoBeauTe NpeaBapuTe/ibHy0 HACTPOKY YCTPONCTBA.

1. Y6eantech, UTO NUTaHNE NOAKNHOYEHO.
2. Cnepyite anroputmy u3 pasgena lpumep HacTponki.

YnocToBepbTeCh, YUTO abOHEHTCKasA CTaHUMS NOAKIYAETCA K HY)XHO 6eCcnpoBOAHON CETU: AO/KHbI TOPETb
NHAMKATOPbI YPOBHS CUrHasia. 3HaYeHns MHAuKauum npuBeeHsl B pasgene Ceetosas VHAMKaLNS.

3.4.4 MoHTax YyCTPOWCTBa Ha TPyOOCTONKY

1. BbINoAHWUTE NOAKAOUYEHNE YCTPOMCTBA K CETU M NPOBEANTE NpeaBapuTenbHY0 HACTPOiKy, cneays
WHCTPYKUMSIM 13 pasaena NpeasaputesibHas HacTpoiika. 3aTtem OTK/IUMTE YCTPOMCTBO OT CETU U
NPUCTYNUTE K MOHTAaXY.

2. YctaHoBuTe ycTpoiicTBo LAN-NOPTOM BHM3 Ha TPYOOCTOIKY Tak, Kak NoKasaHO Ha PUCYHKE HUXE, U
3aKpenuTe ero xomytamu, naywmmMmm B KOMMAEKTe ¢ ycTpoiicTBoM. CobntoganTte NHCTPYKLMM NO TEXHUKE
6e30MacHOCTX 1 pekoMeHaaunn, NpuBeAeHHbIe B pasaenax IHCTPYKLUMs Mo TeEXHMKe 6e30MacHOCTI 1
PekomeHgaLmn No ycTtaHOBKeE.

1 _h’:n““

3. BbInonHute nogxntoyeHne yCTporcTBa K CETU, Criegysa airopuTtMam 13 pasgenos [104roToska
YCTPOICTBA K paboTe W BkIYeHne yeTpolictea (NyHKTbl 1-3). 3aTemM NpUCTynNuTe K lCTUPOBKE
yCTpoiicTBa.
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

3.4.5 MoOHTaxX yCcTpoiCTBa C UCMONb30BaHNEM KPOHLUTEHA

BbINosHWTE NOAKMOUEHME YCTPOICTBA K CETY U NPOBEAMTE NPeABapUTE/IbHYI0 HACTPOIAKY, cneays
WHCTPYKLUSIM 13 pasgenos [peasapurTesisHas HacTpoiika. 3aTeM OTK/IHUMTE YCTPOCTBO OT CETU 1
NPUCTYNNTE K MOHTAXY.

3.4.5.1 KpenexHble aieMeHmMbI

KpenexHble anemMeHTbl, ucnonb3lyemble ana moHtaxa WB-2P-LR5, ykazaHbl Ha pUCyHKe HUXe.

1 — KpoHLWTeWhH 418 KpenneHus yCTponCTBa;

2 — OTBeTHas YacCTb KPOHLUTENHA, coeAnHstoLLasn KPOHLLUTENH (1) n oTBETHY YacTb (3);
3 — OTBeTHas YacTb KpOHLUTEliHaA. KpenuTca Ha TpybOoCTOoiKY;

4, 5 — KpenexHble BUHTH

6 — Waibbl 4518 HOCTUPOBOYHbIX BUHTOB;

7 — F'OpV30HTa/IbHbIV KOCTUPOBOYHBIA BUHT;

8 — BepTukasibHbIA OCTUPOBOYHbIN BUHT.

Pa3mepbl KPOHLUTEHA yKa3aHbl Ha PUCYHKE HUXE.

7
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PykoBoacTBO no akcnnyatauum WB-2P-LR5

3.4.5.2 MoHmax

1. 3akpenuTe yCTPOICTBO Ha KPOHLUTEliHE (1) C MOMOLLLH XOMYTOB, KaK NMOKa3aHO Ha PUCYHKE HIXE.

WB-2P-LR5

XomyT

P

KpoHwTeitH

2. CoeyHNTE OTBETHbIE YacTy KpoHLUTelHa (2 1 3) Mexay co6oii C MOMOLLIbIO KPENEXHOro BUHTA (4), He
cbuKcMpys ero fo KOHLA, 1 3aKpenuTe XoMyTaMi Ha TPyOOCTOIKe, Kak NoKa3aHo Ha PUCYHKE HUXE.

XomyTt

TpybocToiiKa

KpoHwTenH
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

B 3aBMCUMMOCTY OT AvameTpa TPy6OoCTOWKM A5t KpENSIEHNS BO3MOXHO MCMNOMb30BaTh Nasbl Kak B OCHOBAHUM
OTBETHOI YacTu KpoHLUTelHa (3), Tak U Ha 6OKOBbIX YacTAX.

3. CoeauHnTe KpoHLWTEH (1) C 3aKpensieHHbIM Ha HEM YCTPOICTBOM C YCTAHOB/IEHHOW Ha Tpy6oCTolike
OTBETHOI YacCTb0 C MOMOLLbIO KpenexHoro BuHTa (5), He donKeupyst ero 4o KoHua. MonHOCTbio cobpaHHas
KOHCTPYKLMSA BbIMAAUT CNeAYoWMM 06pa3om:

[anee BbINONHUTE NOAKNOYEHME YCTPOICTBA K CETH, Cieaysa anroputMam u3 pasgena loarotoska ycrponcTea
K paboTe n BK/IloYeHve yeTpoicTea (MYHKTbI 1-3). 3aTeM NPUCTYNUTE K HOCTUPOBKE YCTPONCTBRA.
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

3.5 HOcTmpoBKa ycTponcTea

© [ns ycrpoiicts WB-2P-LR5 rev.C peannsosaH TexHonornueckuii Wi-Fi, uTo no3sonseT ocylecTasATh
FOCTUPOBKY aHTEHHbI HE TOJIbKO MO MHAMKATOPaM, HO 1 UCMOJb3yS AaHHblE MOHUTOPUHIA NapameTpoB
coeanHeHns aboHeHTckol cTaHuun WB-2P-LR5 rev.C ¢ 6a30Boii cTaHumelt B web-nHTepdelice.
MHCTpyKUKnA gaHa B pasgene HOCTMpoBKa YCTPOMCTBA C UCnosib3oBaHeM TexHonornyeckoro Wi-Fi.

3.5.1 HOcTupoBKa yCTPONCTBA, 3aKPENNEHHOro Ha TpybocTolike

1. OTperynvpyiite NosioXXeHne yCcTponcTea A5 NoyYeHns MakCuMasibHOro curHana. Mpu atom
Heobxoaumo cneanTb 3a WLAN-nHankatopamu, pacnosioXeHHbIMU Ha 3afHel naHenn ycTpolicTea.
3HayeHusa nHankaumm npueBeaeHsl B pasgene Ceetosas VHANKaLN.

2. 3aTraHuUTe XOMYTbI.
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

3.5.2 KOcTupoBKa yCTpOINCTBa, 3aKPEen/IEHHOr0 Ha KPOHLUTENHe

° B nepBytlo ovepenb BbINMOTHAETCA TOPU3OHTA/IbHaA HOCTUPOBKa yCTpOﬁCTBa, 3aTeéM — BEPTUKasIbHaA.

1. ANsi TOpU30HTa/IbHON OCTMPOBKM aBOHEHTCKOIM CTaHUMW MedJ/IEHHO NepeMelLaiiTe 3aKpensieHHoe Ha
KPOHLUTEIHe YCTPOICTBO B rOPM30HTa/IbHOM Nase. Mpu aToM Heobxoaumo cneantb 3a WLAN-mHAMKaTopamu,
pacnosIoXeHHbIMM Ha 3aHel NaHeny ycTpolicTBa. 3HaYeHNA MHAMKaLUM NPUBEAEHLI B pasaene CeeToBas
vHAvKauus. Focne Toro, Kak 6b1710 06HapYXXEHO NOIOXKEHNE C MaKCUMasIbHbIM CUTHaUTOM, 3adpuKcupyiiTe
FOPW30HTa/IbHbIN IOCTUPOBOYHBIA BUHT (7), OTMEUYEHHbI Ha PUCYHKE HIXKE.

o

/-_‘—\

/

TOPW30HTaNbHBIN HOCTUPOBOYHBIA BUHT

\ Bua cHuzy
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PykoBoacTBO no akcnnyatauum WB-2P-LR5

2. [ina BEPTUKa/IbHO HOCTUPOBKN aBOHEHTCKOM CTaHUMW MeAJ/IEHHO NepeMeLLaiiTe 3aKkpensieHHoe Ha
KPOHLUTEWHe YCTPOICTBO B BEPTMKaIbHOM nase, cnegsa 3a WLAN-MHAMKaTopamMm Tak xe, Kak 1 npu
rOPW30HTasIbHOW FOCTUPOBKE. Mocne TOro, Kak 6b1/10 06HAPYXXEHO NOMIOXEHNE C MaKCUMasIbHbIM CUTHAUTOM,
3amKCUpyiiTe BePTUKasIbHbIN KOCTUPOBOUHBIA BUHT (8), OTMEUYEHHbI Ha PUCYHKE HIXE.

BepTHKa/bHbIiM KOCTUPOBOYHbBINA BUHT

3. Y6eanTech, 4TO BCE BUHTHI 3a(PMKCMPOBaHbI.

Mocne BbINOMHEHNA YKa3aHHbIX BblLle LaroB YCTPOMNCTBO OyAeT roToBO K AasibHeNLein HacTpolike.
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

3.5.3 KOcTtupoBkKa ycTpoicTBa ¢ ucnosb3osaHnem TexHonornyeckoro Wi-Fi

© TexHonornueckuii Wi-Fi goctyneH Tonbko Ha ycTpoiictee WB-2P-LR5 rev.C.

[ns yno6cTBa I0CTUPOBKM aHTEHHbI HA YCTPONCTBe peasim3oBaH TexHonornyeckuin Wi-Fi. OH gaet
BO3MOXHOCTb MOAK/OUNTLCA 6eCNPOBOAHBIM KIMEHTOM K oTKpbIToMy SSID «EltexWiFi» (gnanasoH yacTot 2.4
L) 1 BbINOMIHUTbL OCTUPOBKY, MCMO/b3YS AAaHHbIE MOHUTOPUHIA NapPaMETPOB COEANHEHUSI aBOHEHTCKOWA
ctaHuun WB-2P-LRS5 rev.C ¢ 6a3oBoit cTaHumeli B web-uHtepdelice.

1. Nogkntounte cmaptdoH Kk cetn Wi-Fi ¢ SSID «EltexWiFi».

2. 3apaiiTe cnepyloLme HaCTPOIKM coeanHeHUs Ha cmapTgioHe: cTatmueckuii IP-agpec — 192.0.2.X;
macka cetn — 255.255.255.0; wnos3 - 192.0.2.1 .

3. OTkpolite 6pay3ep 1 BBegute agpec 192.0.2.1:8080. OTKPOETCA OKHO HOCTUPOBKU, A€ B peasibHOM
BPEMEHM 0TOBpaxaeTcsl YypOBEHb CUrHaa OT CTaHLuK, K KoTopoi nogknoveHa WB-2P-LR5:

KOctuposka
RSSI Vertical -58 nBMm
RSS! Horizontal -56 fEM
SNR 16/18 15
LAN 100 MGHT/C

4. BbINOMHWTE HCTUPOBKY, A0OMBLUNCE MakcUmasibHOro RSSI.
5. Tocne 1CcTUPOBKM HEOOXOAMMO OTKAUUTL TexHonornveckuii Wi-Fi.

BkntoueHne/BbikntoueHne TexHonornyeckoro Wi-Fi BbinonHsieTcs yepes web-koHurypatop yCcTpoiicTBa,
onucaHue NpvBeaeHo B pasaene «[oaMeH0 «onoNHUTENbHbLIE HACTPOVIKIAY.

4 YnpaBrieHue yCTpOMCTBOM yepe3 web-koHdurypatop

4.1 Hayano paborsbl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPONCTBY No uHTepdeincy LAN uepes web-6pay3sep:

1. OTkKpoliTe web-6pay3ep (Nnporpammy A1s NPOCMOTPA rMNepTEKCTOBbIX A4OKYMEHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BBeguTe B agpecHoil cTpoke 6paysepa IP-agpec ycTpoicTsa.

© 3asopckoii IP-agpec yctpoiicTea: 192.168.1.1, Macka nogceTu: 255.255.255.0. M0 yMOn4aHuio
YCTPOWMCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXeHUM YCTPOICTBa B OKHE Gpay3epa 0To6pasuTCcs CTpaHuLa ¢ 3anpocoM UMEHN
nosib3oBatens v napornsi.
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Jlorvu:

]
[a3]
1]
I

Maponk:

[ ]

© 3aBopackue ycTaHoBKY: oruKH: admin, naposnb: password.

3. BBegute ums nosb3oBaresnis B CTPOKE «/10rvH» 1 Naposib B CTPOKe «[aposiby.
HaxmuTte KHOMKy «BoiTu». B okHe 6pay3epa OTKpoeTcs cTpaHula web-koHdurypatopa.

I GtI Cetb Cuctema

Buixog B IHTepHeT

MoaKnio4eHe K CETH
CocTosHWe NoaKe4eHns
SSID

Mpotokon gocTyna
IP-agpec

Link Capacity

Link Quality

Link Quality Common
RSS! Vertical/Horizontal
SNR

TxRate

RxRate

WB-2P-LR5 rev.B

admin

Ethernet-noptel  ARP  PPPoE Relay  YerpoiictBo  Conntrack MapLupyTusauma

Wi-Fi KnueHt
Authenticated
WOP-2ac-LRS
DHCP
100.110.0.209
45

55 (not changed)
55

-45/-42 nBM
47/50 OB

351 Méwur/c
585 MBuT/c

©Tecroseipexum  RU~ @ Boixog
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© Ha BepxHeii naHenn web-uHTepdelica MOXHO NEPEKNOUYUTB S3blK OTOBPaKeHUs MHchopMaLmun. ns
WB-2P-LR5 f10CTynHbI pyccKas 1 aHrmiickas Bepcun web-uHtepderica.

WB'2 P'LR5 rev. B © TecToBbIi peXxum RU~ @ Buixog
admin
Ethernet-noptel  ARP PPPoE Relay  Yctpoictso Conntrack MapLupyTusauns
Bbixoa B VIHTepHeT
Moako4eHne K ceTn Wi-Fi KnueHT
CaoCcTosAHNE NOAKNIOYEHNA Authenticated
SsID WOP-2ac-LR5
MpoTokon gocTyna DHCP
IP-agpec 100.110.0.209
Link Capacity 45
Link Quality 55 (not changed)
Link Quality Common 55
RSSI Vertical/Horizontal -45/-42 nbm
SNR 47150 pb
TxRate 351 Mbwurtic
RxRate 585 Mbut/c

4.2 CwmeHa nosnb3osarenem
Ha ycTpoiicTBe cyLlecTByeT ABa Tuna nonb3osaresneii: admin v viewer:

+ admin (naposb no ymonyaHuto: password) MeeT NoMHbI AOCTYN K YCTPOCTBY: YTEHNE 1 3annCb
NOBbIX HACTPOEK, MOJTHLIA MOHUTOPUHI COCTOSIHUSA YCTPOICTBA.

* viewer MMeeT NpaBo TO/IbKO NPOCMAaTPUBaTL BCHO KOHDUrypauuto ycTpolicTBa 6e3 BO3MOXHOCTMN YTO-
NMBO pefakTMpoBaThb, MOHUTOPUHT COCTOSIHUSI YCTPOIACTBA AOCTYMNEH B NO/IHOM OGLEME.

WB-2 P-L R5 rev. B © TecToBbLIA pexum RU~ | ® Buixog

admin

Mon I CeTb Cucrtema

Ethernet-noptel  ARP PPPoE Relay  Yerpoicteo  Conntrack MapLpyTHsaums

Mpu HAXaTUKN Ha KHOMKY «BbIx0d» TeKylllasi Ceccus nonb3oBaTens 6yaeT 3aBeplieHa, 0To6Pa3nTCs OKHO
aBTOpPU3ALUN:

Noruk:
Mapons:

.D.flﬂ CMEHbI ,qOCTyI'Ia HeO6XO,ﬂ||/|MO yKa3aTb COOTBeTCTByI'OLIJ'I/Ie NMA nNonb3oBaTend n I'IapOfIb, HaXKaTb KHOﬂKy
«Bolimu».
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4.3 TpuMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun
1. MNpumeHeHre KoHurypaLmm

© Mocne HaxaTusa Ha KHOMKY «[TpUMEHUMBb» NPOUCXOAUT COXpaHeHue KoHdurypaLmm Bo flash-
namsTb YCTPONCTBA MU NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpolikn BCTynatoT B cuny 6e3
nepesarpyskun ycTpomncTsa.

B web-uHTepdpelice peannsoBaHa Bu3yasibHas MHAMKaLMSA TEKYLLENO COCTOSIHUS MPoLecca NprMeHeHns
HaCTPOEK.

BusyasibHaa nHgMKauma TekyLero CoCTosHUA npoLecca NpUMeHeHNa HacTpoek:
BHeluHNi1 BUg, OnucaHue cOCTOAHUA

e Mocne Haxatus Ha KHOMKY «[TpuMeHUMb» NPOVCXOANT NPOLECC NPUMEHEHMS
HACTROMKM CETK < ¥ 3anncu HacTpoek B NamMsATb ycTpoiicTBa. O6 3TOM MHOPMUPYET 3HAYOK

B Ha3BaHMWN BKNaakn N Ha KHOMKe «I7pu1vleHumb».

O6 yCreLHOM COXPaHEHUN 1 MPUMEHEHUN HACTPOEK MHADOPMMPYET 3HAYOK
B Ha3BaHUW BKIAKM.

HacTpoikn cetn &

e Ecnun 3HaueHne napameTpa 6b110 yKa3aHo C OLIMOKOW, Moc/e HaxaTus Ha
HacTpolk ceTH @ KHOMKY «[lpuMeHUMb» NOSIBUTCS COOTBETCTBYHOLLEE COO6LLEHNE 06 OLWMOKE C

yKasaHMeM NpUYMHbI, @ B Ha3BaHWM BKIaAKN 0TO6PA3UTCS 3HAYOK

2. OTMeHa N3MeHeHUi

© OTMeHa n3MeHeHui NPOM3BOAUTCS TOMBKO [0 HAXATUA Ha KHOMKY «[TpuMeHUmb>. MNpn HaxaTum
Ha KHOMKY «[IpUMeHUMBb» U3MEHEHHbIE Ha CTpaHULEe napameTpbl 6yayT 06HOBNEHbI HA TeKyLue
3HAYEHUNS 1 COXPaHEHbI B NaMATb YCTPoicTBa. Moce HaxkaTusl Ha KHOMKY «[TpuMeHUMb»
BO3BpAT K NpeApblayLMM HacTpoiikam 6yAeT HEBO3MOXEH.

" %0
KHOMKa 0TMeHbI U3MEHEHWIT UMEET BUL,; I
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4.4 TecCTOBbIA PEXUM

Ha ycTpoiicTBe peanin3oBaH TECTOBbIN PEXUM /15 NPOOGHOr0 NPUMEHEHUSI KOH(UTYpaLmn.

UTo6bI ero akTMBMpOBaTh, HAXXMUTE KHOMKY «TeCTOBbIN pexuM» Ha BEpXHel naHenn web-uHrepdeiica.

WB-2 P-L R5 rev. B © TecToBbiii pexim RU~ [ Buixog

admin

Ethermet-noptel  ARP PPPoE Relay  YcrpoiictBo ~ Conntrack MapLupyTusaums

L

Bpems pa6oTbl TectoBoro pexxuma — 300 cekyHa, (5 MUHYT). B TeUeHne 3TOro BpEMEHM MOXHO NepemelLaTbes
no Bknaakam web-koHdurypatopa n nponssoanTb Kakme-nnbo N3MeHeHus, NPUMEHSISt UX Ha KaXaol cTpaHuLe
C MOMOLLI0 KHOTIKY «[TpUMEHUMb.

3anylleH TECTOBbLIA peXuUM. MNpaBkK GyayT OTMEHEHBI Yepes 270 cek. BLIATM U3 TECTOBOIO PEXMMA ¥

WB-2P-LR5 rev.B RU~ @ Boixon

admin

LT T CeTe  CucTema

Ethernet-nopthbl ARP PPPoE Relay YeTpoicTeo Conntrack MapLupyTusaums

Mocne NnpoBepky HEOGXOAMMO KOHGIMIypaLmn HAXXMIUTE KHOMKY «BbIATK N3 TECTOBOIO pexumar U BbibepuTte
HYXXHOE AeicTBue:

+ «COXpaHUTb U BbIATW» — NPU HAXATNM NPOV30IIET BbIXOA U3 TECTOBOIO PEXMMA 1 COXPaHEeHMe B
9HEepProHe3aBMCKMYI0 NaMATb BCEX M3MEHEHWIT B KOHQUIYypaLK, KOTOpbIe 6bIN CAENaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEHWUTb U3MEHEHUS], BbINOMIHEHHbIE B TECTOBOM peXuMe, 6yAeT HEBO3MOXHO.

+ «OTMEHUTb U BbIATW» — NPW HAXXATNM NPOMN30NIET BbIXOA, U3 TECTOBOIO PeXMMa 1 OTMeHa BCex
N3MEHEHMWIA, BbINMO/THEHHbIX B 3TOM pexumMe. byileT BOCCTaHOBNEeHa KOHhUrypaums, AeiicTBytoLLas Ha
YCTPOIiCTBE [10 aKTVBaLMN TECTOBOIO pPeXxuma.

Ecnu B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPOU30iNAET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOPbIE ObISIN CAeNaHbl B faHHOM PeXnME.
Mo NCTeYEeHMIO YKa3aHHOro BpeMeHW KOHAUrypaumsi BOCCTaHOBUTCS, AaXKe eC/in B pesy/ibTaTe cAenaHHbIX
N3MeHEeHWI ObiN NOTEPSH AOCTYN A0 YCTPONCTBA.

3anyLleH TecToBbIi pexum. MNMpaskn ByayT oTMEeHeHbI Yepes 294 cek. BbIMTI U3 TECTOBOTO pEXUMa ¥

WB-2P-LR5 rev.B

admin OTMEHUTL U BLINTU

5 OCHOBHbIE 3r1IeMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaBeHbl 31EMEHTLI HaBuraummn web-koHdurypatopa.
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admin

MOHWTOPWHT m Cuctema
‘-HTEpFET Hacrpm"l:a MAC—a,upems CeTesoi akpaH hapiu pyTHU3aLua SNMP

BecnpoBogHoW Npo3paYyHblil MoCT
Brnounts [
Hactpoinka MAC-agpeca WAN

Mepeonpegennts MAC (]

MAC

@ 000 "Tipednpusmue "nmexc”, 2011

PykoBoacTBO no akcnnyatauum WB-2P-LR5

© TectoBbli pexum  RU~ @ Bbixoa

Bepcus 110
Bepcus eed-uHmepapeiica

OKHO No/b30BaTeNIbCKOTo NHTEpdelica pasaeneHo Ha ceMb 061acTeil:

1. imsi nonb3oBatensi, Nog, KOTOPbIM OblN OCYLLECTB/IEH BXO/ B CUCTEMY, & TakKe KHOMKa 3aBepLIeHns]
ceaHca paboTbl B Web-uHTepdeiice (8b/1x00) Nog AaHHbIM NONb30BaTENEM.
2. Bknagkv MeH0 rpynnupyroT BKIaAKW NOAMEHIO Mo kaTeropusam: MoHuTopuHr, Cetb, IPTV (gocTynHo

TONIbKO B peXxume mapuipyTtusatopa), Cuctema.
Bknagkn nogMeHI0 cnyxar Ana ynpas/ieHusi NosIeM HacTPOeK.

pw

[None HacTpoek yCTpOIzCTBa, KOTOpoe 6a3|/|pyeTc9| Ha Bbl60pe nosnb3oBartesis, npeagHasHa4eHo A1

NMPOCMOTPa HaCTPOEK YCTPOICTBA 1 BBOAA KOH(DUIYPALMOHHbBIX AAHHBIX.
5. KHonkn ynpaBneHusi KoHduUrypaumei, nogpobHas nHcopmaumsi npusegeHa B pasaene lNprumeHeHne

KOHChUIypaumm n oTMeHa U3MEHEHMWIA.

6. VHdopmaumoHHoe nose, B KOTOPOM oToGpakaeTcs Bepcusi MO, Bepcust web-nHTepdelica.
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5.1 MeH «MOHUTOPUHI»

B faHHOM MeH0 AOCTYNeH MOHUTOPUHT YCTPOICTBA.

© Ha HekoTopbIX CTpaHULAX He peas3oBaHO aBTOMAaTUYecKe 0GHOB/EHNE AaHHbIX MOHUTOPUHIa

2 OBHOEWTE

yCTpoiicTBa. 11 Nony4YeHust Tekyllei nHpopmaLm 06 YCTPOICTBE HAXKMIUTE KHOMKY

5.1.1 TMoameHio «MHTepHeT»

B nogMeHo «/IHTEPHET» OCYLLIECTBNSIETCA MPOCMOTP OCHOBHbIX CETEBbIX NMApPaMeTPOB YCTPOCTBA.

m Cetb IP-TteneBupgeHve Cucrtema
Ethernet-noptbl DHCP ARP  PPPoEClient  Ycrporicteo  Conntrack  MapLupyTtnsaumna
Buixog B IHTepHeT
MoaKmioYeHe K ceTin Wi-Fi KnueHT
CoCTosHUE NOAKMIMEHNA Authenticated
SSID WOP-2ac-LR5
MpoTokon AocTyna DHCP
IP-agpec 100.110.0.209
Link Capacity 90
Link Quality 91 (not changed)
Link Quality Common 91
RSSI Vertical/Horizontal -45/-42 nbM
SNR 46/47 pb
TxRate 702 Mbut/c
RxRate 780 M6ur/c

Bbix00 8 IHmepHem

* [MoOk/IHeHUe K cemu — NoKasbIiBaeT TUN NOAK/IOUYEHUS K BHELLHEN ceTy;

+ CocmosiHue MooK/Il04EeHUST — NOKa3blBAET COCTOSIHNE NOAK/THYEHNS K BHELUHEN ceTu;

* MdeHmucgpukamop cemu (SSID) — nmsi 6ecnpoBOAHOl CETW, K KOTOPOI NOAKNHOUYEHO YCTPOIACTBO;

+ [Mpomokos docmyna — NPOTOKON, UCMOMb3yeMbIi A8 AOCTYyNa K CeTy;

* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* Link Capacity — napameTp, KOTOPbIil 0TOOpaxaeT ah(PeKTUBHOCTb UCMOb30BaHMSA YCTPONCTBOM
MOAyNAauMKn Ha nepegady. PaccumTbiBaeTcs UCX0O4S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaXaoi
MOAYNALMK, N NOHWXKAOLLMX KO3hhMLUmMeHTOB. MakcumasibHoe 3HadeHne —100% (o3HavyaerT, uTo Bce
nakeTbl NepefalTcs Ha MakCUMasibHOW MOAYNALMK /19 MaKCUMasibHOrO TUna nss, Noa4epXXMBaeMoro
yCTPOICTBOM). MHUMaIbHOE 3HaYeHne — 2% (B clyyae, Korga nakeTbl NepefarTcsl Ha MoayNsummn
nssTmcs0 ans yctpoiictea ¢ nogaepxkoii MIMO 3x3). 3HaueHMe NapamMeTpa paccunTbIBaeTCs 3a
nocnegHvie 10 cekyHz,

* Link Quality — napameTp, 0TO6paxatoLuii COCTOSAHME INHKA, pacCyUTbIBAETCA Ha OCHOBaHUN
KO/IMYecTBa OTNpaB/IeHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
nepefaHHble NakeTbl OTNPABUINCL C NEPBOV NOMbITKM), MUHUMabHOEe 3HaveHne — 0% (HW OAMH nakeT
He 6bl/1 yCMeLHo oTnpaB/eH). 3HauYeHne napamMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;

* Link Quality Common — napameTp, 0To6paxatoLuii COCTOSAHME NINHKA, PpacCUMTbIBAETCA HA OCHOBaHUK
KO/IMYecTBa OTNpaB/IeHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
nepefAaHHble NakeTbl OTNPABUINCH C NEPBOV NOMbITKM), MUHUMabHOE 3HaveHne — 0% (HW OAMH nakeT
He 6bl/1 yCMeLHo oTnpaB/eH). 3HauYeHne NnapaMeTpa paccunTbIBaeTCS 3a BCE BPEMS NMOAKMOUYEHNS;

* RSSI Vertical/Horizontal — ypoBeHb curHana ot 6a30Boi cTaHuuK, AbM;

* SNR — oTHOLLEeHWe curHan/wym, ab;
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+ TxRate — kaHaNIbHas CKOPOCTb Nepegayn, MéuTt/c;
* RxRate — kaHa/lbHasA CKOpoOCTb nNpuema, MouT/c.

[N 06HOBNEHMSA MH(DOPMALMK Ha CTPaHULLE HaXKMUTE KHOMKY «OBHOBUTLY.

5.1.2 MoameHto «WDS»

© nogmenio «\WDS» JOCTYNHO TONMBKO B pexumMe «5ecnpoBoaHoi MOCT».

B nogmeHto « WDS» ocyLLecTB/ISIeTCS MPOCMOTP HACTPOEK paanonHTepdieiica u CocTosiHie 6ecrnpoBOAHOIO

MOCTa.

[m— m Ethernet-nopTss

Radio

Homep kawana
Wipukia karana

Pexim padorsl

WDS

MAC-anpec

EO:D3:E3:7A:9B:40

ARP  Yerpoticiso  Connirack  Mapupytnsauns

36
80 MMy
80211ac

Vs knuenta 1P-anpec Link Capacity Link Quality Link Quality Common Yposet curkana SNR  Bpems noakmoueHns TxRate

WB-2P-LR5 192.168.1.1 13 80 47 -84 4 2MmH 83 ¢ 58.5 M6ut/c

RxRate

27.0 MGuT/c

Homep kaHana — kaHaJsl, Ha KOTOPOM YCTaHOB/IEH 6eCNPOBOAHO MOCT;
LllupuHa kaHana — ncnonb3lyemas WyprHa KaHana anas 6ecnpoBoAHOM0 MOCTa;
Pexxum pabomsl — TEKYLLMIA pexuM paboTbl pagnonHTepdelica ycTpolicTea.

MAC-adpec — MAC-agpec BCTPEYHOro YyCTPONCTBa;

Vimsi knueHma — ceTeBoe UMS BCTPEYHOIO YCTPONCTBa,

IP-adpec — |P-agpec BCTPEYHOro yCTPOCTBa;

Link Capacity — napameTp, KOTOpbIil 0To6paxaeT ahpeKTMBHOCTb MCNO/Ib30BaAHUSA MOAYIALNN HA
nepegadvy. PaccuntbiBaeTcs UCXOAS U3 KONMYECTBA NaKeToB, NepefaHHbIX Ha KaxK40i MOAy AUy, n
MOHMXAKLWNX KO3hPULMEHTOB. MakcMasibHoe 3HadeHne — 100% (Bce nakeTbl nepefatoTcs Ha
MakcuMasibHOW Moy NsLUM ANst MakCUMaslbHOTO TUna NSs, NOAAEPKMBAEMOr0 YCTPOCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatoTca Ha Moaynsuum nssTmes0 gns
ycTpolictea ¢ noaaepxkoint MIMO 3x3). 3HaueHune paccuntbiBaetcs 3a nocnegxme 10 c;

Link Quality — napameTp, KOTOpbIil 0OTOBpaXKaeT COCTOSAHNE JINHKA, PaCCYUTaHHbIA Ha OCHOBaHWM
KO/IMYecTBa OTNPaB/IEHHbIX PETPAHCMWUTOB NakeToB. MakcumasibHoe 3HaveHne — 100% (Bce nakeTsbl
OTNpaBW/IUCL C NEPBOIA NOMbITKN), MUHUMa/IbHOE 3HauYeHne — 0% (HY OAUH NakeT He 6bl yCneLIHO
oTnpas/eH). 3HaueHne paccumTbiBaeTcs 3a nocnegHue 10 c;

Link Quality Common — napameTp, KOTOpbIil 0TOBpaXkaeT COCTOSAHNE JINHKE, PACCUUTaHHbIN Ha
OCHOBaHWUM KOMMYECTBa OTNpaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
MakeTbl OTNPAaBWU/IUCE C NEPBOI NOMNbITKN), MUHUMasIbHOE 3Ha4YeHne — 0% (HY OfMH NakeT He Obln
yCneLHo oTrnpas/ieH). 3Ha4YeHNe paccUMTLIBAETCA 3a BCE BPEMS NOAK/IHOYUEHUS;

YposeHb cueHasia — ypoBeHb NPUHMMAEMOro CUrHasia OT BCTPEYHOro yCTPOICTBa, ABMm;

SNR — oTHOLWEeHWe curHan/wym, ab;

Bpewmsi nodk/to4eHUs1 — BPeMs, B TeYeHNEe KOTOPOro akTuBeH 6ecnpoBOAHOM MOCT;

TxRate — kaHasIbHasA CKOPOCTbL nepepayun, MéuT/c;

RxRate — kaHasnibHas CKOPOCTb Npuema, MéuT/c.
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5.1.3 MoameHto «Ethernet-nopTbi»

B nogmeHto «Ethernet-nopTbi» BbINONHAETCA NPOCMOTP cocTosAAHMA Ethernet-nopTos ycTpoicTea.

MuTeprer ESLEGEELLLYE DHCP  ARP  Yerpoicteo  Conntrack  MapwpyTWsauus

CocTosaHue Ethernet-noptos

Mopt MNoaknoyenne CropocTe Pemum MNepegaMo MpuHATO

LAMN Bxn 1000 MOUT/C Full-duplex 150.9 KG2WAT (154 496 GaAT) 13.9 KOaAT (14 208 Ganr)

0

OGHOBHTH

CocmosiHue Ethernet-nogmos

* [Nlopm — Ha3BaHWe nopra:

+ LAN — nopT NoKasbHOI ceTu.
* [MoOK/IHEHUE — COCTOSIHNE NOAK/THYEHNS K NOPTY:

* Bk — K NOPTY NOAK/MHOUYEHO CETEBOE YCTPOCTBO (COeAVHEHNE aKTUBHO);

* BbIK/1. — K NOPTY He NOAK/H0UYEHO CETEBOE YCTPOICTBO (COeAMHEHNE HE aKTUBHO).
+ CKopocmb — CKOPOCTb NOAK/IOUYEHNSI BHELLIHEro CETeBOro yctpoiicTea k nopty (10/100/1000 M6éut/c);
* Pexum — pexum nepeaadn AaHHbIX:

* Full-duplex — nonHbli aynnekc;

* Half-duplex — nonyaynnekc.
+ lNepedaHo — KONNYECTBO NepefaHHbIX C nopTa 6anTos;
+ [NpuHsIMO — KONMYECTBO NPUHATLIX NMOPTOM 6aTOB.

[nsa nonyyeHns Tekyllei nHpopmaumm o coctosHun Ethernet-nopToB HAXXMUTE KHOMKY «OBGHOBUTbY.

5.1.4 TMoameHo «DHCP»

© noamenio «DHCP» 4OCTYNHO TOMBKO B PEXMMe MapLUpyTU3aTopa.

B nogmeHto «DHCP» MOXHO NOCMOTPETb CNMCOK NOAKOYEHHbIX K LAN-MHTEepeincy ceTeBbIX YCTPOWNCTB,
KOTOpbIM Obl/M Ha3HaueHbl IP-agpeca nokanbHbiM DHCP-cepBepoMm, a Takke Bpems A0 uctedyeHnst apeHasbl IP-
agpeca.

WHteprer  Ethernet-noprel m ARP  Ycrpowcteo Conntrack MapwpyTtusaumsa

Cnucok DHCP-knueHTOB

MAC-agpec WwmA knwenTa IP-agpec EpemA g0 MCTE4EHNA apeHgel

 OGHOBUTE
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Cnucok DHCP-knueHmos

* MAC-adpec — MAC-apec Nok/IH4EeHHOro yCTPONCTBa;

* VIMs1 K/lueHma — ceTeBoe UMS MOAK/TIFOYEHHOIo YCTPOCTBA;

* IP-adpec — IP-agpec, Ha3HaYeHHbI KNMEHTY U3 Nyna afgpecos;

* Bpewmsi 00 ucmeyeHusi apeHobl — CPOK, Yepes3 KOTOPbI UCTEKaEeT apeH/a BblAe/IEHHOro aapeca.

[ns nonyyexus Tekywein nHgopmarmm o DHCP-knueHTax HaxxmuTe KHOMKY «OBGHOBUTLY.

5.1.5 lMoameHo «ARP»

B nogmeHto «<ARP» BbinonHsieTcs npocMmoTp ARP-Tabnuubl. B ARP-Tabnmue cogepxmtca nicopmanms o
cooteetcTBUM IP- 1 MAC-agpecoB cocejHUX CETEBbIX YCTPOWCTB.

WHTepHer  Ethernet-noptel DHCP m Yerposicteo Conntrack  MapuwpyTusaums

ARP-Tabnuua

IP-appec MAC-appec MmA knuesTa WHTeptpeiic

192.168.15.1 ABF3:48:80:ET:00 Wi-F.

ARP-mab6nuya

* IP-adpec - IP-agpec ycTpoIicTBa;

* MAC-adpec — MAC-agpec yCTpOIiCTBa;

* Vmsi knueHma — hostname ycTpoiictea (ecnn nmeetcs);

* MIHmepdpelic — nHTepdelic, Co CTOPOHbI KOTOPOro akTMBHO ycTpoicTBo: LAN, Wi-Fi, Bridge .

[Nsi nonyyeHus TekyLlein MHdopMaLuy HaXXMUTE KHOMKY «O6HOBUTb».

5.1.6 MoameHto «PPPOE Relay»

© nogmenio «PPPoE Relay» goctynHo Tonbko B pexume yctpoictea «Wi-Fi KnneHT» B pexume paboThbl
«MocCT».

© o ymonuanmio onuus «PPPOE Relay» oTknioueHa. Ee MOXHO BK/THOUNTL, HAKAaB Ha KHOMKY «BK/I0UNTb»
B nogmeHio «<PPPOE Relay».

HMHTEpHET Ethemet-nopTw ARP PPPoE Relay YcTpoicteo Conntrack MapLupyTHaauma

Coctoanue PPPoE Relay

PPPoE BuitoueH
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WHTepHeT Ethernet-nopTh: ARP PPPoE Relay [RISislIaEl] Conntrack

Coctoanune PPPoE Relay

PPPOE Brniouen

O OTRNIOUUTE

Ceccun PPPoE Relay

Yncno ceccui 1

Cnucok ceccui

CocrofAkuHe ID ceccuu Bpema ceccuu

ACTIVE 4 00:00:14

£ O6HoBHTL

MapLupyTusauua

MAC-anpec KnHeHTa

3C:1E:04:46:97:1F 00:00:11

TalmayT oT KNHeHTa

MAC-anpec cepeepa TaiimayT oT cepBepa

50:3E:AA:05:30:6F 00:00:11

* PPPoE 8k/1t04eH/BbIK/IHO4EH — cocTosiHMe onuun PPPOE Relay;
* KHorika «Bkitoqumb»/«Omk/iro4umb» — BKAOYMAEeT/oTkNo4vaeT onunto PPPOE Relay;

* Yucno cecculi — uncno PPPoE-ceccuii, NogHATLIX Yepes YCTPOCTBO. MakcumMasibHOe 3HaveHne — 64,
+ CocmosiHue — aKTuBHas IMO0 HEaKTUBHAs CECcus;

* ID ceccuu — HOMep ceccuy;

*+ Bpewmsi ceccuu — AnMTENbHOCTb Ceccuu;
« Talimaym om k/iueHma — BpeMsi C MOMEHTA NPUHATUS NOC/IEHErO NakeTa OT KNNEHT];
+ Talimaym om cepsepa — BPEMS C MOMEHTa NPUHATUSA NOC/IEAHErO NakeTa OT cepBepa.

Takxe MOXHO yBuaeTb nHcopmauunio o MAC-agpece kiMeHTa 1 cepaepa.

5.1.7 MNoameHto «PPPoE Client»

© nogmveHio «PPPOE Client» 4OCTYMHO TOMBKO B peXumMe paboTbl «<MapLupyTU3aTop.

Ha ctpaHuue moxHo yeuaetb nHpopmaumio o MAC-agpece v IP-agpece knveHTa n cepsepa. Napavetp
«CTaryc» oTob6paXkaeT COCTOSHME ceccum — akTUBHas IMb0 HeaKTUBHAsA ceccus.

Craryc

MAC-agpec knneHTa
MAC-agpec cepeepa
IP-agpec knueHTa

IP-agpec cepeepa

m Cetb IP-TteneBugeHne Cucrtema

WHTEepHeT Ethernet-nopTol DHCP ARP [z @l YcrpoiicTBo  Conntrack  MaplpyTtusaums

Nudopmaumsa o PPPoE Client

ACTIVE
E0:D9:E3:7A:BE:40
5C:D9:98:F5:8C:9B
10.10.1.10
10.10.1.1
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5.1.8 TloaMeHIo «YCTpOCTBO»

B nogmeHo «YcTpoincTBo» NnprBeseHa obuas nHpopmaums o6 ycTponcTsee.

MiHTepHeT  Ethemet-nopTel ARP  PPPoOE Relay [R{myuitlmpi:WMl Conntrack  MaplipyTu3auua
MHdopmaums ob ycTporicTee
M3genue WB-2P-LR5
Bepcua Mo 28016
Jasoacron MAC-agpec E0:D9:E3.7C.D4ED
CepWilHBIR HOMED WP29006703
CHCTEMHOE BpEMA 08:04:18 26.10.2022
Bpewmsa padoTb 18:53:35
3arpyska LMY _3.0%
Mcnonbsyeman naMAaTh m 51% (52 MB / 101 MB)

WHgopmayus 06 yecmpolicmse

* /I30es1ue — HaMMeHoBaHVe MOAE/N YCTPOICTBa,;

* Bepcusi O — Bepcus NporpammHoro obecrneyeHust yCTponcTaa,

*+ 3asodckol MAC-adpec — MAC-agpec WAN-uHTeppeiica ycTpoiicTea, yCTaHOB/IEHHbIN 3aBO0M-
N3roToBUTENEM;

+ CepuliHbili HOMep — cepuiiHbIi HOMepP YCTPOWCTBa, YCTaHOB/IEHHbIV 3aBOA0M-U3rOTOBUTENEM,

+ CucmeMHoe 8peMsi — TeKylle BpeMs 1 AaTa, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — Bpemsi pab0Tbl C MOMEHTa NOCNeAHEro BK/IKOYEHUS WX Nepe3arpyskn yCTponcTea;

+ 3aepy3ka LIy — cpefHuWii NPOLEHT 3arpy3ky npoleccopa 3a nocnefgHue 5 cekyHn,

* Vcrnionb3yemasi namMsime — NPOLLEHT UCNO/b30BaHUA (OU3NYECKON NaMATN YCTPONCTBA.
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B nogmeHto «Conntrack» oTo6paxaloTcs TekyLme akTUBHbIe CeTeBblE COeMHEHNS YCTPONCTBA.

m Cete  IP-Teneengeqme  CucTema

Mporoxon
IRIKNOWAN
UopP

uoP

TCP

TR
uoP
TCP
TCP
TCR
UoP
TCR
UNKNOWN
UNKNOWN
TCR
TCR
UDP
UNKNOWN

TCP

LHN0 SKTWEHED CORLIHEHMA

Cnucok coegvuHeHni

Brlgog akTUEHLIX ceccuin NAT

1@

LHCND NOKI3EMHEN COSnMHEHnA 10

Appec MCTOMHWER
192.168.1.1
127.0.0.1:58270
0.0.0.0:88

100.110.0.12:56823

100.110.0.243-38840

100.110.0.12:56224

100.110.0.243: 38240

100.110.0.12:56823

100.110.0.12:56825

100.110.0.12:56837

127.0.0.1:35513

100.110.0.12:56824

100.110.0.238

100.110.0.238

100.110.0.12:56828

100.110.0.12:56829

100.110.0.243: 38840

100.110.0.238

100.110.0.12:56823

Anpec HITHIYEHURA
224001
127.0.0.1:583
256.255.255 25587
100.110.0.242:80
172.16.0.100:52
100.110.0.243:80
100.110.1.252:52
100.110.0.242:80
100.110.0.242:80
100.110.0.242:80
127.0.0.1:53
100.110.0.242:80
230.255.255.250
2240025
100.110.0.242:80
100.110.0.242:20
172.16.0.250:532
2240.0252

100.110.0.242:80

TaimayT

&

40 23 u B0 MuH B8 2

406 23 u B0 MuH BT ¢

a

408 22 u B0 K S0 e

1w 3 &
Qe H o

e H o

g

208 22 u b0 muH S8 e

4an 23 u b0 muH 5T ¢

=

4023 ub0muH B8 e

Bbiso0 akmusHbix cecculi NAT

* Yuc1o akmusHbIX COEOUHEHUU — 00LLEE UNC/I0 aKTUBHbIX CETEBbLIX COEANHEHWIA;

* Yuc/o nokaszaHHbIX COEOUHEHUl — YACNO COeQUHEHNIA, BbIBEAEHHbIX B web-nHTepdeiic. UTobbl He
CHWXaTb NPOM3BOAUTENBHOCTL PaboTbl web-nHTepdelica, MakcMasibHOE YMC/I0 NOKa3aHHbIX
coeavHeHW orpaHnyeHo 3HadeHem 1024. OcTasibHble CoeANHEHNSI MOXHO NOCMOTPETbL Yepes3 KOHCO/1b

yCTpOWCTBA.

Cniucok coeduHeHul

* [IpomoKos1 — NPOTOKO/1, MO KOTOPOMY YCTAHOB/IEHO COeMHEHME;

+ Adpec ucmoyHuka — IP-agpec 1 HoMep nopTa uHuymaTopa coefMHeHs;

+ Adpec HazHadeHusi — IP-agpec 1 HoOMep nopTa agpecara CoeaVHEHNS;

« Talimaym — nepvof, BpEMEeH [0 pa3pbiBa COeANHEHUS.

[N nonyyeHust TekyLlein MHopmauum HaXM1UTe KHONKY «OGHOBUTb.
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5.1.10 MogmeHio «MapLipyTmzaums»

B nogmeHto «MappyTunsaums» oTobpaxkaeTca Tabnmua MapLpyTm3auun yCTpoicTea.

WHTepHeT Ethernet-noptbl DHCP  ARP PPPoE Client Yerpoicteo  Conntrack MapLupyTusaums

Tabnuua mapLipyTUsaunu

Appecar LWinto3 Macka onarn  MeTtpuka  OGpalleHus ObHapyXeHUA WUHTepdeiic
0.0.0.0 100.110.0.1 0.0.0.0 uG 0 0 0 wlan0
100.110.0.0 0.0.0.0 255.255.254.0 U 0 0 0 wlan0

192.168.1.0 0.0.0.0 255.256.255.0 u 0 0 0 bro

i OBHoBUTL

+ Adpecam - IP-agpec xocTa navm nogceTn HazHauYeHus), 40 KOTOPbIX YCTAHOBNEH MapLUpYT;

* LWmo3 — IP-afpec W/o3a, Yepes KOTOPbIA OCYLLLECTBISETCA BbIXOA Ha aapecara;

* Macka — macka nogceTtu;

*+ s1a2u — onpepfeneHHble XapakTepuCcTUKM AaHHOro mapupyTa. CyuecTByOT cneayowme 3Ha4eHus
razos:

U — yka3bIBa€eT, YTO MapLUPYT CO34aH N ABNSETCA NPOXOAMMbIM;

H - ykasbiBaeT Ha MapLipyT K onpeaesieHHOM y3ny;

G — yKasblBaeT, YTO MapLipyT NponeraeT yepes BHELHWA w3, CeTeBo nHTepdelic cuctemsbl
npeaocTaBAseT MapLUpyTbl B CETU C NPsiMbIM NOAK/OYEHNEM. BCe npoune mapLupyTbl IpoxogaTt
yepes BHelUHMe Wto3bl. Prarom G oTMeyaroTcsa Bce MapLUpyThl, KOOME MapLupyTOB B CETU C
NpsiMbIM NOAK/TIOYEHNEM,

R — yka3bIBa€eT, UTO MapLUpyT, CKopee BCero, 6b11 co3aaH AMHaMUYECKM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolymM Ha NoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — yka3bIBa€eT, UTO MapLUpyT 6bla f06aBNEH B pe3ynbraTe NoyyYeHnst Coo0LEHNS
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHns ICMP Redirect, mapLupyT BKkIO4aeTca B Tabnuuy MapLupyTmM3auun, YTobbl UCKTHYNTD
nepeHanpasneHne ansa nocneayowmx nakeTos, NpeaHasHauYeHHbIX TOMY Xe agpecary;

M — yka3bIBa€eT, YTO MapLLPYT NOABEPrcsa N3MEHEHUIO, BEPOSITHO, B pe3ysibTate paboThl
AVHaMMYEeCKOro NpoTOKOAa MapLupyTnsaumm Ha NoKasibHOM cuctemMe 1 NpMMEHEeHUs napamMeTpa
mod;

A — yKa3biBaeT Ha 6ychepun3oBaHHbIii MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;
C — yKa3bIBa€eT, YTO MCTOYHMKOM MapLupyTa siBNseTcsa 6ydep mapipytusaumm a4pa;

L — yka3bIBa€eT, UTO MYHKTOM Ha3Ha4YeHUs MapLupyTa SABMSETCS OANH U3 aApecoB AAaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyTbi» CYLLECTBYIOT TO/IbKO B Byddepe mMapLupyTusaumy;

B — ykasbIBaeT, UTO KOHEYHbIM MYHKTOM MapLupyTa SABASETCS LWMPOKOBeLaTe bHbIM agpec. Takue
«LLUMpPOKOBeLLaTeNbHbIE MapLUPYTbI» CYLLECTBYIOT TONbKO B Oydhepe mapLupyTm3auuu;

| — yka3bIBaeT, UTO MapLLPYT CBsi3aH ¢ KonbLeBbiM (loopback) nHtepdeiicom ¢ Luenbo NHON,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYThI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmsaumu;

I — yKka3bIBa€eT, YTO AenTarpaMmbl, HanpasasieMble N0 3TOMy agpecy, byayT oTBepraTbcs
CUCTEMOM.

* Mempuka — onpefgensieT «CTOMMOCTb» MapLwpyTa. MeTpuka ncnonb3yeTcs As1s1 COPTUPOBKN
Ay6nMpyoLwmMx MapLIpyToB, eC/iM TaKOBble NPUCYTCTBYIOT B TabMLg;

+ O6pauwjeHus — 3adMKCPOBAHHOE YMC0 06paLleHnii K MapLUpPYTY C LEe/blo Co34aHns coefnmHeHus (He
NCNonb3yeTcs B CUCTEME);

« O6Hapy)XeHusi — Yiacno obHapyXXeHnii MapLUpyTa, BbINOIHEHHbIX NPOTOKO/1OM IP;

* MlHmepgpelic — nms CETEBOrO MHTepPelica, Yepes KOTopbI NPo/eraeT AaHHbIi MapLUpyT.

[N nonyyeHust TekyLlein MHpopmauum HaXMUTe KHOMKY «OGHOBUTb.
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5.2 MeHio «CeTb»

B MeHt0 «CeTb» BbINOJIHSAKTCS OCHOBHbIE CETEBbIE HACTPOIKN YCTPOCTBA.

5.2.1 MoameHto «MHTepHeT»

B noMeHI0 «/IHTEPHET» BbINOMHSAETCS HACTPOIKA NapameTpoB A5 NOAK/IHUEeHUst K 6a30B0oii cTaHuum no Wi-Fi
11 BbIGOP pexuMa NoAKMUEHNs YCTPOIACTBA.

Pexum yctpoiictBa Wi-Fi KnueHt

MoHHTOPHHT m CucreMa
Hactpoira MAC-anpecos Ceresol sKpaH MapwpyTuzauma SNMP

OBuwme HacTPoRKA

Wur xocTa

BHewHas cetb
Pexwuwu yoTpoficTea Wi-Fi K nnent -

HacTpo#ku nomknovYeHus

S50 7T Q, Cranvposats stup
Pexnw B02.11 BOZ.11ac T
WinpwHa kaHana B0 MMy 7
Pexuw BezonacHocTi Off 7
MaowocTs cirhana (2B} 24 i
KOpoTEMA 38WMTHEA WHTEpBan
DUKCHDOBEHHER USHTDAMNEHER SBCTOTE
CNMCOoK PaZDEWEHHEX KaHAN0E
K BHENLHER CKOPOCTE Nepenasm Auto
MakcimMansHan ckopocTs Nepeaasm Auto
Oxnaanne ACK 64 o
Pexuu pabotu Moct
Mpwopwter DSCP
MpoTokon DHCP -]
Pexuu VLAN Trurk
AnsTepHatnessi Vendaor [D jonuns 60)
Vendor D (onuma 60}
MepanaHuin DNS
Bropwasain DNS
‘OrpEHN4EHNE WHDOKDBEWATENEHOrD TpathMKS (nakeToe/cex) | O >

Wsinep

* VMIMsi xocma — uMs, Ha3Ha4YeHHOe CEeTEBOMY YCTPOWCTBY;

+ Pexxum ycmpolicmsa — pexum NnoaknveHnst yCTPONCTBa;

+ SSID (MdeHmugbukamop cemu) — Ms1 GECNPOBO/HON CETW, UCNONb3YyeTcs A5 NOAKNIOUYEeHMs! K 6a30B0i
cTaHuun. MakcumasibHas f/ivHa UMeHn — 32 CMMBO/a, BBOJ, C YYETOM peructpa knasmarypbl. [JaHHbll
napamMeTp MOXET COCTOSATb U3 UMdIp, NAaTUHCKNX OYKB, @ TAKXKE CUMBOSIOB «-», «_», «.», «I», «;», «#» 1
npo6ena, Npu aToOM CUMBOJIbI «!», «;», «#» 1 NPO6GE He MOryT CTOSATb NEPBbLIMU.

+ CKaHuposamse 3¢hup — NO HAKaATUIO KHOMKM HAYHETCH CKaHMPOBaHWe paanoacdhmpa B 3aiaHHOM
AvanasoHe. Nocsie ckaHMpoBaHUA NOSABUTCSA CMUCOK HaAeHHbIX Touek goctyna. Cnnucok 6yaeT cocToATb
n3 cemun cton6uos.: SSID, pexum 6e3onacHocTy, MAC-agpec ToUkM AOCTyNa, KaHa, LuMprHa KaHana,
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4yacToTa, YpoBeHb curHana. MNpu BbiIbope O4HOW U3 HalileHHbIX Touek OyeT aBToMaTUYeCcKn 3anosiHeHO
none SSID, BbIGpaH COOTBETCTBYHOLLMI PEXUM 6E30MacHOCTH.

BHewHsns ceTb

HacTpoAKM NO AKMIOYSHMS

PeXWUM ycTpoicTBa  WI-Fi KnneHt

ssD | 777 Q CrarpoeaTs schnp

Pexum 802.11 802.11ac E SSID PeXWM 6230MacHoCTH MAC-agpec KaWan LUWpHHa KaHana, My YacToTa, M,  YpoBeHb CHrHana, AEM
WApKHa KaHana B0 ML Eltex-Guest Open E0:D9:E3:BF BD:42 48 20 5240 -60
Eltex-Local WPA_1X/WPA2_1X E0:D9:E3:8F BD:40 48 20 5240 -61
Paxim Geonackoord | OF N BRAS-Gues! Open E0:D9:E3:8F BD:A1 18 20 5240 61
MolHocTs cirHana (n6M) 24 o) Open E0:D9:E3:91:23:52 100 80 5530 7

Open E0:D9:E3:912353 100 80 5530 78

a

KopOTkuit 3aWMTHEIA WHTepBan

ac-L Open E0:D9:E391:23:54 100 80 5530 -78

DUKCUPOBaHHAS LSHTPaNIbHas uacToTa shipovalov_test2 Open E0:D9:E391:12:02 80 80 5400 78

CNWCoK PaspeteHHs X KaHaNos Open EO0:D9:E3:91:22351 100 80 5530 78

Open E0:D9:E391:12:01 80 80 5400 -80
KaHanLHas ckopocTh Mepefiayn | AUl
wop2_239_5_cvian WPA_1X/WPA2_1X E0:D9:E3:93:10:E1 44 20 5220 -80

MakcuMansHas ckopocTe Nepefadm Auto

OxunaHve ACK 64 =

Pexum paboTsl Moct

* Pexxum 802.117 — BbIGOp pexunma paboTbl 6ecnpoBOAHOrO nHTepdelica:

+ 802.17a — paHHbI cTaHAAPT NpedycMaTpuBaeT MakCUMasibHYH0 CKOpPOCTb A0 54 M6uT/c;

+ 802.11n - paHHbIA cTaHOAPT NpegycMaTpmBaeT MakcumasibHyro ckopocTb Ao 300 M6ut/c;

+ 802.11ac — gaHHbIli cTaHA4APT NpegycMaTpuBaeT MakCUmasibHyt0 CKOpOCTb o 866,7 MouT/c.

+ llupuHa kaHana — WnpunHa nosockl HacToT KaHasa, Ha KoTopom paboTaeT Wi-Fi knneHT, npuHumMmaeT
3HaveHnsa 5, 10, 20, 40 n 80 My, CToUT OTMETUTL, UTO LUIMPUHA KaHasia B 80 MI'y, 6yaeT paboTatb
Tonbko B ctaHAapTe 802.11ac. Ecnv Ha 6a30BOW CTaHLMM YCTaHOB/IEHA WKpKHa KaHana 5 nam 10 Mly,
TO Ha abOHEHTCKOW CTaHLMn He06X0A4MMO BbiGpaTb aHaNOMMYHyO Noaocy;

Pexxum 6e3onacHocmu — BbI6Op pexuma 6e30nacHOCTU 6eCnpoBOAHON CETU:

+ Off — oTKOYeHo WwndpoBaHne 6eCnpoBOAHON CETU, HA3KMIA YPOBEHb GE30MACHOCTY;

+ WEP - wndpposarHve WEP. WEP-kntou flo/mkeH coCToATb 13 WecTHaALuaTePUYHbIX LGP U UMETb
anvHy 10 nnv 26 cUMBOJIOB, IM60 AO/MKEH BbITb CTPOKON (CUMBOSLI a-z, A-Z, 0-9, ~|@#S$%*&*()_-
+=) U UMETb AMHY 5 nnn 13 cMMBOMOB. [laHHbIV PEXUM CKPbIT B web-uHTepdelice;

+ WPA, WPA2 — wndppoBaHune WPA n WPA2. inunHa kntoya coctassniseT oT 8 40 63 CMMBOJIOB.
PaspellaeTcs MCnob30BaTh TOMLKO CUMBOSLL: a-Z, A-Z, 0-9, ~|@#S%"&*()_-+=;:|/2.,<>"" unm
npo6en. PekomeHAyeTcs UCNonb30BaTh pexumsbl wnudposaHns WPA n WPA2 kak Hanbonee
6e30nacHble Ha AaHHbIi MOMEHT;

+ WPA-Enterprise, WPA2-Enterprise — wuncposaHne WPA n WPA2 ¢ ayteHTUduKaLmein kimeHTa no
802.1x. B kauecTBe aBTOpPM3aLMNOHHBIX AAHHbLIX HEOOXOAUMO BBECTM MMS MOJb30BaTeNA 1 Naposb.

MowHocmb cuzHasia — perynmpoBka MoLHoCTH curHasia nepepatuvnka Wi-Fi B abwm;

Kopomkul 3awjumHbIli uHmMepsas — NogaepXxKa yKOpoYeHHOro 3alMTHOro uHTepsasa. Micnonb3yertcs
400 Hc 3aumnTHbIA nHTepBas (BMecTo 800 Hc);

duKcuposaHHasi yeHmpasibHasi Yacmoma — npu akTuesauun conara Becb Tpaduvk (Naketbl AaHHbIX U
ynpasneHus) 6yaeT nepefaBaTbCsA HA YKa3aHHOW LEHTPasIbHOW YacToTe KaHasa ¢ 3a4aHHOW LUMPUHOWA
nonocsl (40 nnm 80 MIu). dyHKUUS SBNSIETCSA NPONPUETaPHONA, Nepeaaya BefeTcsl He No cTaHgapTam
IEEE 802.11, rae npegnonaraetcs UCMNoNb30BaHVe pasHbIX LEeHTPasIbHbIX 4acToT 418 Tpadouka AaHHbIX 1
ynpas/fieHuns npu wupuHe kadana 40/80 My, Mpu pa6ote WB-2P-LRS ¢ yctporictBamy WOP-2ac-LRS,
Ha KOTOpbIX BK/IOYEHA (DUKCMPOBaHHAsA LieHTpasibHas 4yacToTa, akTMBaumsa Ha abOHEHTCKON CTaHuun He
TpebyeTcs, T.K. NPOUCXOAUT aBTOMATUYECKN B MOMEHT NOAK/IIOYEHNS K 6a30BOI CTaHL MW,

Crucok paspeweHHbIx kaHasos (Limit Channels) — cnucok 4acToT, Ha KOTOPbIX NPOV3BOAUTCS
CKaHupoBaHue adpmpa Ans NoAKIYEHNST K 6a30BON CTaHLUUN.

39



PykoBogacTBo no akcnayatauuu WB-2P-LR5

© npu wupure kaHana 5, 10, 20 My, AOCTYNHbI kKaHanbl 32—165. Mpy WnpuHe kaHana 40, 80 MIy,
OOCTYNHbI KaHasbl 36—165.

Ecnu, Hanpumep, Ha BC BbicTaBneH kaHan 100L (5490-5530 MI'y) ¢ wmpuHoli nonockl 40 My, To B
CNUcKe paspeLleHHbIX KaHa/10B Ha abOHEHTCKOW CTaHLMK AO/MKHbI ObITb BbibpaHbl BCE KaHasbl,
Haxoaswmecsa B 3TOM YaCTOTHOM Auana3oHe: 98—106 kaHan BK/IOUMTENBHO. [pK Takoin HacTpolike
WB-2P-LR5 6yaeT ckaHnpoBaTb TO/IbKO YaCTOTHbIM gnana3oH 5490-5530 MIMy 1 ycnewHo
noaknountces Kk bC Ha kaHane 100L/40.

BHeLWHAA ceTb

Pexwm ycTpoiicTea ‘Wi-Fi KnueHt
HacTpoikn nogknioenms
SSID shi_testl
Pexnm 802.11 802.11ac ]
WnpuHa kakana | 40 My
Pexm besonacHocTn off
MOLLHOCTL CHrHana (46M) 24 :
KopoTkuii 3aluTHbii untepsan @

PUKCMPOBAHHAA LEHTRANBHAR YACTOTA

Cnucok paspelenHsix kavanos @

[ oo o ur o o8 o gy s s i 2 st 0 s i o s o i s 25 r 0 530y o

+ KaHa/ibHasi CKopocmb repedaqu — OUKCUPOBaHHasi CKOPOCTb 6eCnpoBOAHOI Nepegayn AaHHbIX,
onpegensemas crneundukaumsamm ctaHgaptos IEEE 802.11a/n/ac;

+ MakcumasibHasi ckopocms fepedaqyu — MakCMasibHas fonycTuMas CKOpPOCTb 6ecrnpoBOAHON nepesayn
OaHHbIX, onpegensemas cneundgukaunamm ctaHgaptos IEEE 802.11a/n/ac;

+ OxudaHue ACK — TalimayT oxugaHusi NoATBEPXAEHUS nakeTa. Mpu 60bLINX paccTosHusx (6onee 2,5
KM) napameTp cneayeT yBeNnunTb, Nogo6pas oNTMMasibHOe 3HaYEHME;

* Pexxum pabomsl — pexvm paboTbl yCTPOCTBA:

* Mapwpymuzamop — mexgy LAN- 1 WAN-uHTepgpeiicamm (WAN nHTepcheiicom cTaHOBUTCS
6ecnpoBofHoit nHTepdeiic Wi-Fi) yctaHaBnmBaeTcs pexum maplupyTtusatopa (LAN nsonvposaH
ot WAN);

* Mocm — ycTaHaBNMBaETCH pPeXUM MocTa Mexay 6ecnpoBoAHbIM U MPOBOAHLIM MHTepdeicamm
yCTpOWCTBA.

* MpuopwuTeT — BbIGOP cnocoba npuoputnsaummn. OnpefenseT nose, Ha OCHOBaHUM KOTOPOTo Tpadiuk,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP - 6ypget aHanmsnpoBaTbea npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6ypet aHanm3vpoBaTbest npuopuTeT u3 nonst CoS (Class of Service) TermpoBaHHbIX
MakeTos.

+ [Mpomoko/1 — onpeaenseT pexum padboTbl MHTEPJIECa, Yepes KOTOPbIA ByaeT OCyLEeCTBAATLCA
NOAK/NOYEHME YCTPOICTBA K CETV NpefoCcTaB/ieHns ycyr nposalijgepa:

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoaumble napameTpbl Ha WAN-
NHTEepdeinc Ha3HavarTCcsa ctatuyecku. MNpu Boibope Tuna «Static» ANs pegakTMpoBaHmsa CTaHyT
[AOCTYMHbI CeaytoLme napameTpsbl:

* IP-adpec - yctaHoBKa IP-agpeca WAN-uHTepdieiica ycTpoilcTBa B CETM NpoBaiigepa;

* Macka — yctaHoBka macku nogcetn WAN-uHTepdieiica ycTpoiicTBa B CETM NpoBangepa,;

* LU/t03 Mo yMo/14aHUKo — afpec, Ha KOTOpbIvi OTNPAaBASAETCA NakeT, eCNN A1 HEFO He HalgeH
MapLupyT B Tabnunue MmapLlpyTtusaymm.

* DHCP - pexum paboThbl, npu KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJTHaHWIO N gpyrve napamMmeTpbl, Heobxoanmble s pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBToMaTu4yecku. [1o Tex nop, noka agpec no DHCP He nony4eH, A4OCTyn K yCTPOWCTBY
6yneTt no agpecy mns nongd IP-agpec:

+ AnlbmepHamusHbil Vendor ID (onyusi 60) — npu ycTaHOBIEHHOM chfiare YCTPONCTBO
nepenaét B DHCP-coo6ueHusix B onumm 60 (Vendor class ID) 3HaueHne n3 nonsi Vendor ID
(onyus 60). Mpwn nycToM none onums 60 B coobuieHnsx npotokona DHCP He nepepaéTtcs.
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Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBneH, B onummn 60 nepeaaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwmii dopmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTtpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcusa nporpaMmmHoro o6ecneyeHus

Mpumep:

[VENDOR:Eltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161].

+ PPPoE (0ocmyrHo 8 pexxume mMapuwpymuzamopa) — Pexmm paboThbl, npu kotopom Ha WAN-
nHTepdpeice nogHumaetca PPP-ceccus. Mpu Boibope «PPPOE» Ans pefakTMupoBaHus cTaHyT
[AOCTYMHbI CeaytoLme napameTpsbl:

* Vms nosib3os8amesis — NMS NMosb3oBaTensa ana astopusaumm Ha PPP-cepsepe;

* Maposis — naponb gnda astopmsaumm Ha PPP-cepsepe;

* Pasmep MTU — makcmasibHblil pa3Mep nakeTa, KOTOpbIA MOXET 6bITb nepegaH vyepes PPP-
ceccuto 6e3 oparmeHTaumu;

* WMs cepsuca — ums cepsuca nposaigepa. 3HaveHve Tera Service-Name B coo6LLeHnn
PADI gnst uhuumanmsaumm PPPoE-coeanHeHus (Mcnob3oBaHWe AaHHON onuun He
ABNSAETCA 06A3arefibHbIM, 3TOT NapaMeTp HacTpavBaeTCA TO/IbKO Mo TpeboBaHmo
nposaiigepa);

* BmopuyHbil docmyn — onpegensiet cnocob yctaHoBku IP-agpeca Ha uHtepcpeiice ans
AOCTyna K yCTpOcTByY, ecnn He ncnonb3yetcsa VLAN ynpaBnieHus:

* DHCP - pexum paboTbl, npu KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa,
LU/TKO3 MO YMOJYaHUIO 1 ApYyrve napamMeTpsbl, Heobxoaumble AnsA paboTel B ceTy, ByayT
nony4yeHsl or DHCP-cepBepa aBTOMaTNU4eCKY;

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble NnapamMeTpbl Ha
WAN-uHTepdeiic HazHavaroTca ctatuyecku. MNpun Boibope Tvna «Static» gns
pefakTMpoBaHUA CTaHyT AOCTYMHbI C/eAytoLme napaMmeTpsbl:

* BHewHul IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdelica ycTpolicTea B
ceTu nposaligepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepgoeiica ycTpoinctea B
ceTu npoBaligepa;

* LU03 Mo ymMo/14aHuo — afpec, Ha KOTopblii OTNpaBnseTcsa naker, ecniv ans
Hero He HalifileH MapLpyT B Tabnvue mapLlipyTmsaumm;

* lNepsuyHbil DNS, BmopuuHbili DNS — IP-agpeca DNS-cepeeposB.

« OMK/IlDYUMb MpaHC/Isyuo adpecos omnpasumerisi (00CmynHo 8 pexumMe Mapuwpymusamopa) —
onuwusa No3BONSET OTK/OUNTL TPAHCNIALMIO aApecoB oTnpasuTeneit (masquerade);

+ OzpaHuyeHue WupokKoseuwjamesibHo20 mpaghuka (nakemos/c) — ycTaHaB/IMBAET OrpaHNYeEHNe Ha
nepegavy LWMpOKoBeLLaTeNbHOro Tpadguka Bo BHeLWHoW ceTb Wi-Fi;

* Lednep — orpaHnyeHne ckopocTu B HanpasneHusax Downlink n Uplink. MakcrumanbHoe
orpaHuyeHne 200 Méwut/c.
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VLAN Trunk B pexxume mocta

Pexum VLAN Trunk ¢
Mcnonb3oeaTe Management VLAN ¥
Management VLAN ID
Management 802.1P 0 v

Doctyn k Management VLAN Paavo u Ethemnet v

* Pexxum VLAN trunk — npu ycTaHOB/IEHHOM dhfiare akTMBUPYETCS TPaHKOBLIV NOPT. YCTPOWCTBO byaeT
npo3spayHo nepepasatb Bce VLAN (c yuetom onumm "OrpaHnumntb cnncok VLAN"), KoTopble NosyyYeHsbl oT
6a30B0i1 CTaHLMW, HA NPOBOAHbIX K/IMEHTOB U B 06paTHOM HanpasneHuun. Npu aToM NpoxoxaeHne
HeTerMpoBaHHOro Tpadinka 3aB1UCcUT OT onuun "Mpo3payHbIin pexum”;

* Vicnonb3osambs Management VLAN — npn ycTaHOBNEHHOM dhiare BK/IKOYaeTCa JOCTYN K
ycTpoiicTBy Yepe3 VLAN ynpaBneHus:
+ Management VLAN ID — vaeHTtudpmkatop VLAN, ncnonb3yemsblin o8 AOCTyna K yCTPOUCTBY;
+ Management 802.1P - npu3Hak 802.1P (gpyroe Ha3BaHue CoS — Class of Service),
yCTaHaB/IMBaeMbIli Ha NakeTbl, UCXOASALLME C JaHHOTO MHTepdelica. MNprHUMaeT 3HavYeHus
oT 0 (HM3wWwwit npropuTeT) A0 7 (HaMBbICLUMIA NPUOPUTET);
+ focmyn k Management VLAN — orpaHnyeHne goctyna K cetu ynpassieHus. Bo3moxHble
3HaYeHUs:
* Paoduo u Ethernet — gocTyn B ceTb ynpas/ieHUs BO3MOXEH CO CTOPOHbI
pagnovHTepdelica n nHTepdeiica Ethernet;
* Paduo - focTyn B CeTb ynpasB/ieHNss BO3MOXEH TO/IbKO CO CTOPOHbI
pagnovHTepdelica.

© npu BrtoueHnn chnara «Vcnonbsosat Management VLAN» 1 HenpasusibHOM HacTpoiike
Management VLAN Bo3MOXHa noTepsi 4ocTyna K ycTpoincTay. Mpu nogkntoyeHnn yepes Ethernet
YCTPOWCTBO 6yAeT AOCTynHO no agpecy 192.0.3.1.

OrpaHu4nTe cnncok VLAN - &

Cnucok VLAN 3020
[1000 x 20002010 %

+ OepaHuyums criucok VLAN - npu ycTaHoBNeHHOM cnare ycTpoiicTBo B pexxmme VLAN trunk 6yaet
nponyckaTb TONbKO orpaHnyeHHoe konnyecTtso VLAN, koTopble ykasaHbl B none "Cnucok VLAN":
* Cnucok VLAN - copgepxut ngeHtudmkarops! VLAN, KOTOpble paspeLlleHbl Ansa nepegadn.
MpuHUMaeT 3HaveHns oT 1 ao 4094, BO3MOXHO yKa3aTb AnanaloH, Hanpumep "2000-2010".

Vcnonezoeate General VLAN
General VLANM |1D

General 802.1P 0 ~

[Npo3payHbIi pEAIMM

* Uicnonb3osamsb General VLAN — npu ycTaHoBneHHoM cpnare ¢ oaHoro VLAN, ykazaHHOro B nosne
General VLAN ID 6ynet cHMMmaTbcsa MeTka 1 Tpaduk atoro VLAN npoiiget Ha knveHTa 6e3 Tera.
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Mpu npoxoxaeHny Tpadmka B 06paTHY0 CTOPOHY Ha HETErmpoBaHHbI Tpadnk byaeT
HaBewwmBaTbCcA MeTka General VLAN ID:
*+ General VLAN ID — npeHtucpmkarop VLAN;
+ General 802.1P — npusHak 802.1P (apyroe HasBaHue CoS - Class of
Service), ycTaHaBMBaeMblii Ha NAKeTbI, UICXOASLLME C AaHHOTO UHTepdelica. MpuHUMaeT
3HauyeHust oT 0 (HM3LWKIA NprMopuTeT) A0 7 (HAMBLICLLIMIA NPUOPUTET).
* [po3payHbIl pexxum — Npu yCTaHOB/IEHHOM doiare yCTpONCTBO ByaeT nponyckaTb
HeTermpoBaHHbIi Tpaduk B pexume VLAN trunk.

BEMHNUTE MVER
MWVR VLAN ID

MVR 802.1F 7 w

* Bkroyums MVR — npu ycTaHoBNeHHOM chnare mexaHusm Multicast VLAN Registration BkntoueH.
®PYyHKLMA AaeT BO3MOXHOCTb UCNosb3oBaTh oTaensHyto VLAN on1sa mynstukact-tpadouka. MNpu atom
Tpadvk B CTOPOHY aboHeHTa nepegaetca 6e3 Tera. NapameTp AOCTYNeH A1 HACTPONKM NpKU yCr10BUN
BK/IHOUeHUA pyHKumi «cnonb3oBatb General VLAN» nnu «Mpo3payuHbliii pexmmy:

* MVR VLAN ID — ngeHtndmukatop VLAN, B KOTOpOIi NnepeaaeTcsa My/bTUKacT-Tpaduk;

* MVR 802.1P — npu3Hak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBnmBaeMblii
Ha MakeTbl, UCXoAsALME C AaHHOro MHTepdeiica. MpuHUMaeT 3HaueHust oT 0 (HU3LWKIA NpuopuUTET)
[0 7 (HavBbicLwnii npropuTeT). Mo yMonyaHuo — 7.

VLAN Trunk B pexume maplipyTtmsaropa

* Pexum VLAN Trunk — npy ycTaHOBNEHHOM (priare akTMBMPYETCA TPaHKOBbIM NOPT 4151 BO3MOXHOCTU
ncnono3osaHua Management VLAN u Internet VLAN:

Pexum VLAN Trunk
Wcnonesosate Management VLAN
Management VLAN ID =
Management 802.1P 0 :I
Management npoTokon Static :I
Management IP-anpec 192.168.15.200

Management macka 255.255.255.0

Management wnwo3 No ymon4aHuo 192.168.15.1

* Ucnonb3zosambs Management VLAN — npu yCTaHOBNEHHOM dhiiare BK/OYaeTcst 4OCTYN K YCTPOUCTBY
yepes VLAN ynpasneHus:
+ Management VLAN ID — naeHtudpmkatop VLAN, ncnonb3yemolii Ansa Aoctyna K yCTpoicTBy;
« Management 802.71P — npusHak 802.1P (gpyroe HasaHue CoS - Class of
Service), ycTaHaBMBaeMblii Ha NakeTbl, UICXOASILIME C AaHHOTO UHTepdelica. MpuHUMaeT
3HaueHust oT 0 (HM3LWKi npmopuTeT) A0 7 (HaMBLICLLIMIA NPUOPUTET).
+ Management-npomokos — onpeaensieT pexum paboTel MHTepdeica ynpasneHus.
+ DHCP - pexum paboThbl, npn KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, Wwnio3
Nno YMO/IHaHWo 1 Apyrve napameTpbl, Heobxoamble ANns paboTbl B CETUH, ByAyT NosyYyeHsbl
oT DHCP-cepBepa aBTOMaTU4YECKN.
+ Static — pexum paboThbl, Npu KoTopom IP-agpec 1 Bce HeobxoauMmble napamMeTpbl Ha
nHTEepdenc HazHavatrTcs ctatmyecku. Mpu Boibope Tnna «Static» Ana pegakTMpoBaHus
CTaHyT OCTYMHbI Cneyrowme napameTpbl:
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* Management IP-adpec — ycTaHoBKa IP-agpeca nHtepgeiica ycTpoictea B ceTu
ynpaeneHns;

+ Management macka — yCTaHOBKa Macku NoACeTU NHTepdielica yCTpoinCcTBa B CETU
ynpaeneHns;

+ Management w1103 110 yMO/14aHUK0 — afipec, Ha KOTOPbI OTNPaBASETCA NakeT, ecnu
[ANS HEro He HangeH MmapLupyT B Tabnunue mapLupyTusaumm;

Pexum VLAN Trunk

Wcnone3osats Management VLAN

(<]

Wenone3osate MHTepHeT VLAN
WuTtepHet VLAN ID =
WHTepueT 802.1P 0 ~
WHTepHeT-npoToKon Static ~
WHTepHeT IP-agpec 182.168.12.200
WHTepHeT-Macka 255.255.255.0

MHTEpHEeT- W3 NO YMONYaHWIO 182.168.12.1

* Vcnonb3osams Internet VLAN — npu ycTaHOBNEHHOM chnare BkaovaeTcsa nogaepxka VLAN ans
nepegayv nosib3oBaTes/iIbCKoro Tpaguka.
+ Internet VLAN ID — ngeHtndgmkatop VLAN;
* Internet 802.7P — npusHak 802.1P (gpyroe Ha3BaHune CoS - Class of Service), ycTaHaBn1MBaemblii
Ha MakeTbl, UCXoAsLWMe C AaHHOro MHTepdeiica. MpuHUMaeT 3HaueHust oT 0 (HU3LWKIA NpUopUTET)
A0 7 (HavBbICLUNI NPUOPUTET).
* Internet-npomokos1 — BbIGOp pexrma paboTbl MHTepheica ycTpoicTea, NCNoNb3yeMOro A/s
nepegayn nonb3oBaTesibCkoro Tpadnka B otgensHom VLAN.
+ DHCP — pexum paboThbl, npn KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, Wwnio3
Mo YMO/IHaHWIO 1 Apyrve napameTpbl, Heobxoanmble Ans paboTbl B CETUH, ByAyT NOMyYeHb!
oT DHCP-cepBepa aBTOMaTU4YeCKM.
+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdenc HazHavatTcs ctatmyecku. Mpu Beibope Tnna «Static» Ana pefakTMpoBaHus
CTaHyT OOCTYMHbI CneyroLlme napameTpbl:
* Internet IP-adpec — yctaHoBka IP-agpeca WAN-uHTepdieiica ycTpoincTea B CETU
nposangepa;
* Internet macka nodcemu — yctaHoBka mackn nogcetn WAN-uHtepcpeiica yctpoictea
B CeTW nposaligepa;
* Internet-wi1t03 Mo yMo/1YaHUKO — afpec, Ha KOTOpbI OTNPaBNsAeTCsa NakeT, ecniv ons
Hero He HalifieH MapLwpyT B Tabnvue mapLipyTm3aumm.
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Ecnu B kauecTBe Internet-npotokona BbiopaH PPPOE, To NosiBNSIETCA BO3MOXHOCTb 3a4jaTb HACTPOVKN
BTOPUYHOIO AoCTyna:

(<]

Pexim VLAN Trunk
KMcnonbaosate Management VLAN

Wcnonb3osath Internet VLAN

(<]

Internet VLAN 1D =
Internet 802.1P | 0 9
Internet npoTokon PPPOE :I
Wms nonssosatens | admin
MNapons sesnssne
MTU | 1492 %
Service-Name
BropwuHbit poctyn Static :I
BrewHwuit IP-agpec 192.168.12.200
Macka | 255.255.255.0
Wnw3 no yMon4YaHu 192.168.12.1

DNS-cepsep

* BmopuyHbIl docmyn — onpegensiet cnocob yctaHoBku IP-afpeca Ha uHTepcpeiice ansa gocrtyna K
yCTpONCTBY, ecnun He ucnosnb3yetcs VLAN ynpasnieHus:

* DHCP — pexum paboTbl, Npu koTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, LWito3
no yMO/IHaHWUIo U Apyrue napametpbl, Heobxoanumble Ans paboTbl B ceTH, ByayT NoyyeHsbl
oT DHCP-cepBepa aBTOMaTU4yeCKM.

+ Static — pexum paboTbl, Npn KoTopom IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdeinc HasHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pegakTMpoBaHus
CTaHyT OOCTYMHbI CneyroLme napameTpbl:

* BHewHul IP-adpec - yctaHoBKa IP-agpeca WAN-nHTepdelica ycTpoiicTBa B CETK
nposangepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepdoeiica ycTpoiictea B ceTu
nposangepa;

* LU03 Mo ymMo/14aHuUo — afpec, Ha KOTOpbIi OTNpaBseTCcsa NakeT, ec/in A1 Hero He
HaiaeH MapwpyT B Tabnvue mapLipyTmsaumy;

« DNS-cepsep — agpec cepBepa AOMEHHbIX MMEH (MCnonb3ytoTca Ana onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN).

VLAN - BupTyasnibHas fiokasibHas cetb. [MpeactaBnsaeT cobol rpynny XoCToB, 06beAUHEHHbIX B OfHY CETb,
He3aBMCUMMO OT UX (PU3NYECKOro MECTOHaXOXAEHUS. YCTPONCTBA, CrpyNnMpoBaHHbIe B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetot oguHakoBbli naeHtucpmkatop VLAN-ID.
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Pexxum yctpoiicTBa «becnpoBogHoOiA MOCT»

MoHMUTOpHHT m Cucrema
m HacTponka MAC-anpecos CeTesol 3KpaH Mapwpy TW3auns SNMP

OB6wne HacTponKK

WMz xocTa

BHewHnas ceTb

PexuM yCTPORCTER BecnpoBOAHOR MOCT -
HacTpoiKki NogKnoYeHns
MpropuTeT OSCP -
TNpoTokon DHCP -
Pexim VLAN Trunk
AnbTepHaTWBHbIA Vendor 1D (onuwa 60)
TMepBrdHbIA DNS

BropuuHbiil DNS

Hactpoitka WDS

Pexum GesonackocTi Off -
Hactpoitka MAC-anpecos

Mure 0
Murar 1
NMuke 2
Murre 3
NMurx: 4
NuHE 5
Nurr &

Murk 7

BHellHAA ceTb

* VMIMsi xocma — uM$, Ha3Ha4YeHHOe CeTEBOMY YCTPOWCTBY;

* Pexxum ycmpolicmsa — pexvm NoAKNIYEeHUS YCTPOUCTBa;

* MpuopuTeT — BbIGOP cnocoba npuoputnsaumm. OnpegenseT nose, Ha OCHOBaHUM KOTOPOro Tpadgiuk,
nepegarowniica B paguonHtepdeiic byget pacnpegenartscs no oyepeasm WMM:

+ DSCP — 6ypet aHanusnpoBaTbca npuopuTteT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6yaet aHanm3vpoBaTbesi npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
nakeToB.

* [lpomoko/1 — onpeaenseT pexum padboTbl UHTEpPJIeca, Yepes KOTOPbIA ByaeT OCyLLeCTBIATLCA
NOAK/I0YEeHMe YCTPONCTBA K CeTU NpefocTas/ieHns yCcyr nposaingepa:

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
NHTEpdenc HazHavarTcA cTatuyecku. MNpu Boibope Tuna «Static» ANns pefakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdpelica ycTpolicTBa B CETM NpoBaigepa;

* Macka — yctaHoBka macku nogcetnn WAN-uHTepdpeiica ycTpoiicTBa B CETU NpoBangepa;

* LL/1103 Mo yMo/14aHUK0 — afipec, Ha KOTOPbI OTNpaBseTCsa NakeT, ec/iv A1 HEero He HanaeH
MapLUpyT B Tabnmue MapLipytmsauuun.

+ DHCP — pexum paboTbl, npu KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJIHaHMIo U Apyrve napameTpbl, Heobxoanmble 18 paboTbl B ceTun, byayT nosyyeHsl oT DHCP-
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cepsepa aBToMaTtu4yecku. [lo Tex nop, noka agpec no DHCP He nony4eH, A4OCTyn K yCTPOWCTBY
6ynet no agpecy ns nongd IP-agpec.

+ AnlbmepHamusHbil Vendor ID (onyusi 60) — npu ycTaHOBIEHHOM chfiare YCTPOICTBO
nepenaét B8 DHCP-coo6ueHusix B onuum 60 (Vendor class ID) 3HaueHne n3 nonst Vendor ID
(onyus 60). Mpwn nycToMm none onums 60 B coobuleHnax npotokona DHCP He nepegaéTtcs.
Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBNeH, B onummn 60 nepeaaetcs
3Ha4YeHne o yMo4aHuto, KOTOpoe MMeeT creayoLwunii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTtpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcus nporpaMmmHoro o6ecneyeHus
Mpumep:

[VENDOR:EIltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161].
* lNepsuyHbll DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos;

Pexim VLAN Trunk ¢
KMcrnone3oeate Management VLAN ¥
Management VLAN ID
Management 802.1P 0 v
Hoctyn k Management VLAN Paguno v Ethernet v

OrpaHu4nTe cnvcok VLAN - ¥

Cnucok VLAN
1000 xJ 20002010 x]

+ Pexum VLAN trunk — npn ycTaHOB/IEHHOM chnare akTBUPYeTCS TPAHKOBbIV NOPT C BO3MOXHOCTbIO
ncnonb3oBaHna Management VLAN:

* Wcnonb3osams Management VLAN — npu ycTaHOBMIEHHOM chriare BKKYaeTcs A0CTyn K
ycTpolictBy Yepe3 VLAN ynpaBneHus:

« Management VLAN ID — naeHtudukarop VLAN, ncnonblyemslit ans goctyna K yCTpOMCTBY;
+ Management 802.7P — npu3Hak 802.1P (apyroe HasBaHue CoS — Class of Service),
yCTaHaBNMBAEMbIN Ha NAKETbI, UCXOAALLME C AaHHOTO UHTepdenca. MpuHMUMaeT 3HaveHus
oT 0 (HM3wWwwit npropuTeT) A0 7 (HaMBbICLUMIA NPUOPUTET);
+ fJocmyn k Management VLAN — orpaHnyeHue goctyna K CeTu ynpas/ieHUs. BO3MOXHbIe
3HaYeHus:
+ Paduo u Ethernet — gocTyn B ceTb ynpaBieHUsi BO3MOXEH CO CTOPOHbI
pagunovHTepdelica n nHTepdgeiica Ethernet;
* Paduo - fOCTyn B CETb yNpaB/ieHNA BO3MOXEH TO/IbKO CO CTOPOHbI
pagnovHTepdelica.

« OepaHuyums criucok VLAN - npu yctaHoBNeHHOM donare ycTpoiicTBo B pexume VLAN trunk
6yfeT nponyckaTb TO/IbKO OorpaHnyeHHoe konnyecTtso VLAN, koTopble ykasaHbl B nose "Cnmcok
VLAN":

+ Cnucok VLAN - copepxunt ngeHtndurkaropsl VLAN, KOTopble paspeLleHbl 4ns nepegadn.
MpuHUMaeT 3HaveHns oT 1 go 4094, BO3MOXHO yKasaTb AnanaloH, Hanpumep "2000-2010".
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HacTtpovika WDS

HacTtponka WDS

Pesum Ge30nacHoCTH WPA2 ~
Knoy WPRA @
Hactponka MAC-agpecoe
Mk 0 O
M1 O

Mk 2 O
MueE 3 O
NuHE 4 [
MWK S O
NWHK G [

NMHET ]

* Pexxum 6e3onacHocmu — BbIGOp pexunma 6e3onacHoCcT1 6ecnpoBOgHOro MocTa:
+ Off — oTKOYeHo WwndpoBaHne 6eCNpPoOBOAHON CETU, HA3KMIA YPOBEHb GE30MACHOCTY;
+ WPA2 — ayteHTudnkauua WPA2. inuHa kntoua coctaenset ot 8 ao 11 cumeonos. Paspeluaetcs
ICNO/b30BaTh TO/ILKO CUMBOSIbI: @-Z, A-Z, 0-9, ~|@#S%*&*()_-+=;:|/?.,<>"" unu npoben.
* JluHk X (20e X=0..7) — BK/t0YeHne NMHKOB 6ecrnpoBOAHOr0 MOcTa. B COOTBETCTBYIOLLEM NOJIE
Heob6xoammMo Bnucatb MAC-aapec BCTPEYHOro yCTPOIACTBa, 40 KOTOPOro HacTpanBaeTcs 6ecnpoBOAHON
MOCT.
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5.2.2 MNoameHto «PagnonHTepdeiic»

© nMoameHio «PaanonHTephelic» AOCTYNHO TOMbKO B pexuMme «5ecnpoBOAHON MOCT».
B noameHto «PagnonHTepdeiic» ocyLLeCTBIATCA HACTPOIKN paanovHTepdeiica ansi opraHMsaumum
6ecnpoBOAHOro MocTa.

basoskie HachOUKU.'

MoHWTOPHHT m Cucrema
Wuteprer [MEENUGIEREDIOENI HacTpoitka MAC-agpecos  Certesoid skpaH  Mapuwpytusaums  SNMP

Wi-Fi5TTy

Ba3osbie HacTpoilkn | JlONoNHUTENbHBIE HACTPOIKK

Pexum 802.11 802.11ac Ml Q Ckanuposathk schup

KaHan 36 (5170 — 5250 MI'u) N
WwpwnHa kaHana 80 My N
UKCUPOBaHHAR LEHTPANbHAS YacToTa
MowHocTe curHana (abm) 24 :
KaHanbHas ckopocTk nepejasm Auto "
MakcuManbHas ckopocTb nepefayn Auto -

MNoppepxka DFS MpuHyamTenbHo ~

+ [pUMeHnTE x OTMeHa

+ CkaHUposamb 3¢hup — MO HAKATUIO KHOMKMN HAYHETCH CKaHMpOBaHWe paanoadvpa B 3aiaHHOM
AvanasoHe. [locne ckaHMpoBaHUA NOSABUTCA CNUCOK HaAEeHHbIX Tovek gocTyna. Cnncok 6yaeT cCoCcToATb
13 cemn cton6buoB: SSID Toukn gocTtyna, pexum 6e3onacHocTn, MAC-agpec Toukmn focTtyna, kaHarn,
LUMpPUHA KaHau1a, 4acToTa, YpOBEHb CUTHasIA.

* Pexum — pexum paboTbl pagnonHTepgelica cornacHo ctaHiapTam:

+ 802.17a — paHHbIA cTaHAAPT NpedycMaTpuBaeT MakCUMasibHYH0 CKOpoCTb 54 M6uT/c;
+ 802.11n — gaHHbIV CTaHAAPT NpegycMmatpuBaeT MakcumanbHyto ckopoctb 300 MouT/c;
+ 802.11ac — gaHHbIli cTaHAAPT NpegycMatpuBaeT MakCumasibHyt CKopocTb 866,7 MouT/c.

* Kanas1 — BbIGOp KaHana nepefayun faHHbIX;

o Mpu wupurHe kaHana 5, 10, 20 MI'y, gocTynHbl KaHasbl 32—-165. Mpu wnpuHe kaHana 40, 80 My,
OOCTYNHbI KaHasbl 36—165

*+ LlupuHa kaHas1a — LUMpUHa NON0Chl YacToT KaHausla, Ha KOTOpoM paboTaeT pagnmonHTepdgeiic
YCTpOICTBa, NpuHUMAaEeT 3HauveHns 5, 10, 20, 40 n 80 My, B 3aBUCUMOCTU OT BbIGPaHHOIO pexuma
paboTbl pagnonHTepdelica;

* PuKkcupoBaHHasi yeHmpasibHasi yacmoma — npwv akTMBaummn donara Becb Tpadomk (NakeTbl faHHbIX U
ynpasneHus) 6yaeT nepefaBaTbCs Ha yKasaHHOW LEeHTpasibHO YacToTe KaHasia ¢ 3aaHHOW LUMPUHOWA
nonocbl (40 nnm 80 MIru). ®yHKUMS SIBNSETCS NPONpUeTapHoii, nepegadya BefeTca He No cTaHaapTam
IEEE 802.11, rae npegnonaraetcs UCNo/b30BaHNE pasHbIX LLEHTPasIbHbIX YacTOT AN Tpadimka AaHHbIX U
ynpasfeHusi npu wnpunHe kaHana 40/80 Mru;

« MowHocmb cueHasna (0bm) — perynmpoBKa MOLHOCTY curHana nepegartumka Wi-Fi B gbm;

+ KaHasibHasi ckopocmb repedaqu — ouKcMpoBaHHas CKOPOCTb 6eCcnpoBOAHON Nnepeaayn AaHHbIX,
onpegensiemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac;
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* MakcumasibHasi ckopocms repedayu — MakcMasibHas fonycTuMas CKOpOCTb 6eCcnpoBOAHON Nepeaayn
[JaHHbIX, onpenensemas cneundmkaumamm ctaHgaptos IEEE 802.11a/n/ac;

* [Moddepxxka DFS — mexaHn3m guHaMmMyeckoro Bbibopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNo/Ib30BaHNA KaHas10B, COBNaaroLmx ¢ KaHanamu, Ha KOTOPbIX
paboTaloT pagnosiokaLUnoHHble cuctemsl B 5 'L, AvanasoHe:

* BbIK104YEHO — MexaHn3M BbIKNoYeH. DFS-kaHasbl He fOCTYMHbI 418 BbIOOPa,;
* BK/IlOYEHO — MEXaHV3M BK/HOYEH,;
* MpuHYyguTENbHO — MexaHu3M BblkodeH. DFS-kaHasbl 4OCTynHbI ANns Bbibopa.

ZonosiHume/sibHble HaCITlQOleU;
MoHuTOpHHr m Cucrema

WHtepHeT WELUGRIEIENGGERN HacTpoilka MAC-agpecos  CeTesoit skpaH  MapwpyTtusaums  SNMP

WIi-Fi5 Ty
Ba3oBbie HACTPOWKM | [lONOMHATENbHBIE HACTPOIKW

Mopor chparmentaumn | 2346 S (256-2346)
Mopor RTS | 2347 S (0-2347)
Mepwon oTnpasku cnyxebrbix coobuwennii, mc | 100 S | (20-1024)
Arperauma
KopoTknit sawnTHbIi nHTepsan

STBC

Coexistence 20/40 MI'u

+ lNopoe hpacmeHmayuu — nopor hparmeHTaunn ppeima, B 6alitax. NpuHMMaeT 3Ha4eHus 256-2346, no
yMos4aHuo — 2346.

* lMopoe RTS — uncno 6aiiToB, Yepe3 KOTOPoe NockilaeTcs 3anpoc Ha nepeaady (Request to Send).
YMeHbLUEeHNe JAaHHOro 3HaYeHUs MOXET Y/Iy4lnTb paboTy TOUKM AOCTyna npu 60/1bLWOM KOMM4ecTBe
NOAKNHOYEHHbIX KIMEHTOB, OAHAKO 3TO YMEHbLUAET 06LLYI0 NPOMYCKHYH CNOCOOHOCTL 6ECMPOBOAHOIA
cetn. MpuHnmaet 3HadeHus 0-2347, no ymonyaHuo — 2347.

+ lNepuod omnpasku C/yxebHbix cO06WeHUl, MC — Nepuno, NOCbIIKN MasiukoBbIX opeiimoB. ®peimbl
nepegaroTcs As1s 06HapyXeHns ToUYKM AocTyna B achmpe, npuHuMaeT 3HaveHmns 20-2000 mc, no
ymosi4aHumio - 100 mc.

+ Aegpeezayus — BkwoueHne nogaepxkmn AMPDU/AMSDU.

* Kopomkul 3awjumHbil uHmepsasa — nogaepxkka yKopoyeHHOro 3awmTHOro nHtepsasna. Npu nepegadve
AaHHbIX ncnonbayetcs 400 He 3aWuTHbI HTepBan (BMecTo 800 Hc).

+ STBC — meToq, NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHMS, HANPaB/IEHHbIN HA NOBbILLEHNE
HaAEeXHOCTU nepefayn gaHHbIX. Mpu ycTaHOB/IEHHOM ¢hiare yCTPOMCTBO nepefaeT oAuH NOTOK AaHHbIX
yepes HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOWCTBO He nepefaeT O4UH U TOT Xe MOTOK
[aHHbIX Yepes3 HEeCKOJIbKO aHTEHH.

+ Coexistence 20/40 MI'y — peXuM aBTOMaTnU4eCcKoi CMeHbI LUMPUHbI KaHa1a Npuy 3arpy>KeHHOM

paanoadupe.

© /115 paboTbl 6ecnpoBOAHOMO MOCTa HEOBXOAMMO, HTOGLI HACTPOIKN paavonHTepdelica 6biam
NAEHTUYHbI HA BCEX YCTPOICTBAX.
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5.2.3 MoameHto «JIokasnibHas CETb»

© nogmento «JlokanbHas ceTb» AOCTYMHO TOMLKO B pexume «MapLupyTusaTtop».

B nogmeHto «JlokasibHasi CETb» BbINOHAKTCSA HACTPOIiKN NnokasbHoi cetn, DHCP-cepBepa, ycTaHaBnuBaroTcA
cratnyeckue nNpyBA3KU aapecos.

YCTpPOICTBO MMEET BO3MOXHOCTb aBTOMaTM4eckn HasHavatb IP-agpeca n Heobxogumble 418 BbiIXxoga B
NHTepHeT napameTpbl KOMMbOTEPaM, NoAkNtoYeHHbIM K LAN-nHTepdeiicy, nocpeacTBoM NpoTokona
AnHamuyeckoro koHurypuposarusi (DHCP — Dynamic Host Configuration Protocol). Ero ucnonb3osaHue
No3BO/ISIET N3bexarb pyyHOli HacTpoikn npotokona TCP/IP.

MoHuTOPUHF m IP-TenesnpneHne  Cuctema

Wreprer Hacrpoiika MAC-apecos  Mokansibid DNS  NAT unpobpoc nopros  Ceresoit okpan  Mapupyrwsauns  Ouramnseckuit DNS — SNMP

JlokanbHas ceTb
IP-anpec 192.168.1.1

Macka | 255.255.255.0

Hactpoiiku DHCP-cepsepa
BeniounTs
HauansHbiit IP-anpec 192.168.1.2
Konusectso anpecos | 250

Cpok apeHnsi (8 MuHyTax) | 720

v Mpuwerine  EROUTEIT]

CraTtuyeckue NpuBs3kn ajpecos

Vs MAC-anpec IP-anpec

JlokasibHas ceme:

+ IP-adpec — IP-agpec ycTpoicTBa B NOKasIbHOWN CeTy;
+ Macka — macka NnofceTu B NIOKa/IbHOl CeTu.

Hacmpoliku DHCP-cepsepa:

* Bks1o4umsb — Npv yCTaHOBNEHHOM donare BKII0UUTL sIokaubHbI DHCP-cepBep, nHade — He BkoYarhb;

* HauasibHbIl IP-adpec — HauyanbHbI agpec nyna IP-agpecos;

* Kosiudyecmso adpecos — KONIMYeCcTBO aZ|pecosB B Ny/ie;

+ CpoK apeHobl (B MUHymax) — ycTaHOBKa MakCUMaibHOro BPEMEHM MCMOb30BaHUSI NOAKMOUYEHHbIM
ycTpoiicTeom IP-agpeca, HasHavyeHHoro DHCP-cepBepoM, B MUHYTax.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OmMeHa».

© Mpu nonbITke M3MeHNTL HauanbHBbI agpec nyna DHCP Ha agpec 13 Apyroii NOACETY N0 OTHOLLIEHWIO K
noacetu nHtepcpeiica LAN — npomcxogut aBTomatmyeckas yctaHoBKa nysia B COOTBETCTBUM C
3a/laHHOl NOKaNbHOW NOACEThHO.

Cmamuyeckue rpussisku adpecos
[na no6asneHnsi HOBOM CTATUYECKON MPUBA3KN HAXKMUTE KHOMKY «Job6asumb» 1 3ano/iHUTE cneayroLimne nons:

* VIMs1 — Ha3BaHWe NpUBA3KY;
* MAC-adpec - yctaHoBka ctatnyeckoro MAC-agpeca. 3agaetca B oopmare XX XX XXXXXX:XX;
+ IP-adpec — ycTtaHOBKa ctatudeckoro IP-agpeca ansa ykazaHHoro MAC-agpeca.
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KoHuryprpoBaHme cTaTyeckmx npuBsi3ok None3Ho, eC/ivi BamM HEOGXOAMMO, YTOGLI onpeaeieHHOMY
KoMMbloTepPY, NogktoueHHoMy K LAN-MHTepdheiicy ycTpoiicTBa, Bcerga HasHavasics onpeaeneHHslii IP-agpec.

HaxxmuTte KHONKy «[MpumeHuUmsb» onsa BHeceHus IP-agpeca B cnucok ctatnyeckux IP-agpecos ans DHCP-
cepsepa. N1 0OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OmmeHa.

[ns ypaneHusa agpeca n3 cnucka Heo6xoaumo yCTaHOBUTL dosiar HanpoTUB COOTBETCTBYHOLLEN 3anucu 1
HaXkaTb Ha KHOMKY «Y0a/iumb».

5.2.4 MoameHto «HacTtpoiika MAC-agpecoB»

B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsmeHnts MAC-agpec WAN-uHTepdelica ycTpoiicTaa.

MoHWTOpUHT m Cucrema
WuteprHer [MGEWRGIITERIEICENLELEM CeTepoid skpad  MapwpyTtnsaums  SNMP

BecnposoaHoi NpoapayHblit MOCT

Brniowte

Hactpoitka MAC-agpeca WAN

Mepeonpenenuts MAC

MAC

+ [NpMeHnTL % OTmMeHa

GecrposodHol npo3payHbIl Mocm

© /15 pexuma pa6oTbl Wi-Fi knneHTa «MocT» fOCTYNHA HACTpPOiika thyHKLMN «BecnpoBoAHOM
Npo3payHbIi MOCT».

Mpwn BKAOUYEHUN PYHKUMN «BecnpoBoaHONM nNpo3payHblii MocT» WB-2P-LR5 He 6yaeT NOAMEHATb KTMEHTCKME
MAC-aapeca n3 LAN-cetn Ha cBoit MAC-agpec. OrpaHunyeHune — 15 MAC-agpecoB 6e3 nogMeHsbl, Npu
npesblLeHnN orpaHnyeHuns knmeHTckne MAC-agpeca 6yayT noagMeHsaTbCA. Ha 6a30B0i cTaHUMK B pasgene
NOAKNHYEHHbIX KIMEHTOB, Kpome MAC-aapeca aboHEHTCKOWN CTaHUuMK, 6yayT oTo6paxeHsl MAC-aapeca
KNWEHTCKUX ycTpoincte us LAN-ceTu.

Hacmpotiika MAC-adpeca WAN
+ lNepeonpedesiumb MAC — npu ycTaHoBAeHHOM donare ncnonbsyetcss MAC-agpec us nons MAC.

[Nsi BCTYN/IEHUSI B WY HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «/[TpUMEeHUMb». ANs OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.
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5.2.5 MoameHto «JlokanbHbIii DNS»

© noameHio «JlokanbHbIi DNS» [OCTYMHO TOJIbKO B pexume «MapLupytmnsarop».

B nogmeHto «JlokanbHbIi DNS» nponsBoantcst KoHhmrypmpoBaHme nokanbHoro DNS-cepsepa ycTpoiictea
nytem fo6aeneHus B 6asy nap IP-agpec — JOMeHHOe nms.

NokanbHbllii DNS no3sonset nonyuuntsb IP-agpec ycTpolicTBa No ero JOMEHHOMY MMEHU (XOCTY) B c/lyyae
otcyTcTBusi cepBepa DNS B cermeHTe cetu. Mpu 3TOM HEO6GXOAMMO 3HAaTb YCTAHOB/IEHHbIE COOTBETCTBUS
Mexay MMeHamm y3/1oB (XocToB) 1 ux IP-agpecamu.

MoHUTOPKMHT m IP-TeneBugeHne Cucrema

WHTepHer  okanbHas ceTe  Hactpoitka MAG-anpecos [ITEUPLTIESNEE NAT u npofpoc nopToB  CeTeBoil 3kpaH MapwpyTusauns IuHamnyecknit DNS ~ SNMP

meHa yanoe

L oMeHHOE UMA IP-appec

Hacmpolika y3/108

Ons no6aBneHust agpeca B CNUCOK HEOBXOANMO HaxaTb KHOMKY «/Jo6asume» 1 B okHe «Co3damsb
coomsemcmaue» 3ano/iHUTL CreaytoLLue Nons:

MoHWTOpPUHF m IP-teneBupgeHne Cuctema

Cozpartb cooTBETCTBME
LomeHHoe uMa

|P-appec

+ [pUMEHUTE x OTMeHa

WuTepHer  NokanbHas ceTe  HacTpoitka MAC-appecos [RINCELPEEEESNISE MAT w npofpoc noptos  Cetesoit skpad  Mapwpytnsauma  Ounamuueckwit DNS  SNMP

* [lomeHHoe uMs — UMA y3na,
+ IP-adpec - IP-agpec y3na.

Haxmure KHOMKY «/7pUMeHUfTIb» Ana co3gaHnAa COOTBETCTBUA IP—a,qpec — AOMeHHoe um4. 1A OTMEHbI
N3MEHEHWIA HaXMUTE KHOMKY «OmmeHan». ana yaasieHnsa 3anncum n3 Cnncka H606X0,CI,I/IMO YCTaHOBUTb q:)nar
HarnpoTtme COOTBeTCTByIOU.LeVI 3arnncn n Haxkatb Ha KHOIMKY «Yoanumsp».
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5.2.6 MoameHto «NAT n npo6poc NopToB»

© noameHio «<NAT u nNpo6poc NOPTOB» AOCTYMNHO TOMLKO B pexmmMe «MapLupyTunsarop».

B noameHto «<NAT 1 npo6poc NopToB» BbINOMHAETCA HAcTpolika npobpoca noptos (ports forwarding) n3 WAN-
nHtepcpeica B LAN-uHTepdeiic.

NAT - (Network Address Translation) pexum TpaHCNAUMKN CETEBbLIX aflpeCOB — NO3BOJSIET NPE06Pa30BbLIBATL
IP-agpeca u ceteBble nopTbl IP-nakeToB. MNpo6poc ceTeBbIX NOPTOB He06xoanm, korga TCP/UDP-coeguHeHune ¢
NoKanbHbIM (NogknoYeHHbIM K LAN-uHTepdeiicy) KOMNbIOTEPOM yCTaHaB/IMBAETCS U3 BHELLHEN ceTu. [laHHoe
MEHIO HACTpOeK NO3BO/ISET 3a4aTb NPaBnia, paspeLlaoLme NPoxXoxaeHne NakeToB 13 BHELLHER ceTn Ha
yKasaHHbIli agpec B /IOKasIbHOM CEeTH, TEM CaMbIM Aefias BO3MOXHbIM YCTaHOB/IEHME coeauHeHus. [Mpobpoc
NOPTOB N1aBHbIM 06pa3oM HeobXxoAMM NMpKU NCMNoNb30BaHMK torrent- n p2p-cepBrncoB. [lNs 3TOro B HACTPOMKax
torrent- nn p2p-kKNMeHTa HY>XHO NOCMOTPETL Mcnonb3yemble um TCP/UDP-nopTel n 3apatb 4N aTnx nopToB
COOTBETCTBYIOLME npaBuna npobpoca Ha IP-agpec Bawero KomnoloTepa.

MoHMTOpMHI m IP-teneenpoeHne  Cucrtema

WHTEpHET NokaneHas ceTb Hactpoitka MAC-agpecos  TokanbHbiit DNS EENENETIGIII a3 CeTeBoil skpaH MapwpyTuaauns

HwHamuueckmit DNS SNMP

Hactporiku NAT

Paspewnts NAT

+ [pUMEHWTE % OTMeHa

Mpaewuna NAT

Nmsa LANIP Moptel LAN MpoTtokon WAN IP Moptel WAN
Rule-1 192.168.1.3 50002 TCP 76.44.23.56 50000
Rule-2 192.168.1.3 50005 UpDP 213.45.66.89 50005
Rule-2 192.168.1.125 65412 TCP/UDP 45.250.12.78 33244
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Hacmpolika npasuna NAT

[na npobasneHns Hosoro npasuna NAT HaxmuTe KHOMKY «Job6asumb» U B OTKPbIBLLUEMCS OKHe «Co3aaTb
HOBOE NpPaBwnI0» 3anoNHUTe cneaytoLme nons:

Cosgatk HOBOE NpaBuno
ma
IP-afpec HasHa4YeHMA NakeTos LAN
MopThl HasHadYeHna LAN
MpoTokon TCP v
|P-agpec MCToYHKKA nakeTos WAN

MopTel HAasHa4yeHua WAN

* Vmsi — Ha3BaHue npasuna (nosne 06s3aTenbHO 418 3anoNHeHNs);

* IP-adpec Ha3zHayeHusi nakemos LAN — IP-agpec xocTa B /IOKa/IbHOW CETU, Ha KOTOPbI OCYLLLECTBNAETCA

TpaHCIAUUA NakeToBs, NonagatoLwmx nog gaHHoe npaswuio;
* [Mopmsbl HasHavyeHusi LAN — 3HadyeHnns TCP/UDP-nopToB nosnyvarens, Ha Kotopble 6yayT

TPaHC/IMPOBATbLCS NAKEThI B NTIOKA/IbHYIO CETb (A0MyCKaeTCs yKa3blBaTb IMG0 OfMH NOPT, IM60 AnanasoH

NnopToB yepes aeduc);

+ [pomoko/1 — BbIGOP NPOTOKO/1A NakeTa, nonagatowlero nof gaHHoe npasuno: TCP, UDP, TCP/UDP;
* IP-adpec ucmoy4Huka nakemos WAN — IP-agpec oTnpaBuTens naketa BO BHELUHEN ceTu, nonazaroLLero

nog, AaHHoe NpPaBuIo;

* Mopmbi HazHadeHuss WAN — 3HaueHus TCP/UDP-nopToB nosnyyaresns naketa BO BHELLHEN CeTu, Npu

KOTOPbIX NAaKeT nonajaeTt noj AaHHoe npasuso (4onycKaeTcs ykasblsaTb IM60 OAMH NOPT, 60
AManasoH NopToB yepes aeduc).

Mpasnno npobpoca NopToB paboTaeT creayowmum o6pasom. Y naketa, npuxogswiero Ha agpec WAN-

NHTepdieica ycTpoincTea No NPoTOKOy «[1pomoko/1» Ha NOPT U3 AnanasoHa «[1opmsl HazHadeHust WAN» n
MMeEIOLLLero afpec UCTouHuKa «IP-adpec ucmoyHuka nakemos WAN» (ecnm 3To napaMeTp OCTaBUTb NYCTbIM —
afipec NCTOYHMKA HE aHA/TM3MPYETCS), OCYLLLECTB/ISIETCS NOAMEHA afpeca 1 NopTa HasHauyeHuli Ha 3HaYeHns!

COOTBETCTBEHHO 13 noneii «IP-adpec HazHayeHusi nakemos LAN» v «[opmbi HazHadyeHusi LAN».

Haxmurte KHOMKY «npUMeHumb» ansa ,EI|O68.BI'I€HI/IFI HOBOro npaswunia. [Ona oTmeHbl N3MEHEHWIT HaXMUTE KHOMKY

«OmmeHa».

[na ynaneHus npasuia U3 cnmcka HeobxoaMmo YCTaHOBUTL dhniar HaNnpPOTUB COOTBETCTBYOLLEN 3anncy 1

HaxkaTb Ha KHOIMKY «Yoa/siumab».
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5.2.7 MoameHto «CeTeBOI aKpaH»

PykoBogacTBo no akcnayatauuu WB-2P-LR5

B nogmeHto «Cemesol skpaH» yCTaHaBNMBAKOTCA Npasuia NPoxXoxaeHNss BXOAALLEro, UCXOAALLero u
TpaH3UTHOro Tpaduka. iMeetcsa BO3MOXHOCTb OrpaHnunBaTb NpoXoxaeHue Tpaduka pasHoro tuna
(BXOASALLMIA, UCXOASALLMIA, TPAH3UTHBII) B 3aBUCMMOCTM OT NPOTOKO/A, IP-aapecoB UCTOUHMKA U HAa3HAYEHUs,
TCP/UDP-nopToB UCTOYHMKA U Ha3HaueHus (ans npoTtokona TCP unm UDP), Tuna coo6uenns ICMP.

MoHuTOpUMHI m IP-TeneBngeHne Cuctema

JuHamuyeckunit DNS SNMP

Mpaeunna ong sxonawero Tpacuka

Wms MpoTtokon Appec oTnpaBuTens

MNpaBuna gns ucxodswero Tpaduka

Wus Mpotokon MopTel oTNpaBuTENs

MpaBuna Ans TpaH3uTHoOro Tpadmka

W Ynanute

WHTepHeT  JlokaneHas ceTe  HacTpoiika MAC-agpeco  JlokansHeld DNS — NAT u npoBpoc noptos MapuwpyTuaaumna

MopTul oTNpasuTens

Anpec nonyyarens

MopTel Nnonyyatens Lenctene

DeicTene

MopTel nonyuatens

Denctene

Wma MMpotokon Appec otnpaeutens [lopTel oTnp:

Appec nony MopTel Nony4arens

HachOlea rnpasu’si cemesoeso 3KpaHa

[na nobaBneHnsi HOBOTO NpPaBu/a HXXMUTE KHOMKY «/ob6asumeb» 1 B OTKPbIBLUEMCS OKHe «Co3aaTb HOBOE

npaBuIo» 3anofiHUTe cneayoLwme nonsi:

Jo6asuTe npaeuno
Mma
Tun Tpaguka
MpoTokon
Ajpec oTNpasuTens
MNopTel OTNpaBUTENA
MNopTel NoNy4aTena

[encTene

BroaAwmi v
TCP ¥
MponycTuTE v

* Vima — Ha3BaHWe npasuna;

+ Tun mpacgpuka — BbIGOP TUMNa Tpadgmka, Ha KOTOPbIN pacnpocTpaHsaeTcs AeilcTBMe AaHHOro npasuia:
* Bxodswuli — BXOASALWMIA Ha YCTPOICTBO Tpadhvk (nosyyatenem sABASETCS HENOCPEACTBEHHO OAVH
13 ceTeBbIX MHTepheiicoB ycTpoiicTea). Mpu BbIGOpe AaHHOro Tuna Tpadvka s
pefakTUpOBaHUA CTaHET AOCTYMNHO CneaytoLLee none:
+ Adpec omnpasume/isi — 3aaeT HavaNbHbIN IP-agpec otnpasuTens. YUepes cMMBon «/»

MOXHO yKa3aTb MacKy MoACceTn B (DOPMATaX XXX.XXX.XXX.XXX WU XX, HanpumMep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, 4To6bI BbIAENUTL CPa3y LeNbll
[imanasoH aapecos (3an1cb Macku B Bue /24 cooTBeTCcTBYeT 3anuck /255.255.255.0);
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* Mcxoosiwuli — vexoasawmia ¢ yctpoiictea Tpachvik (Tpadomk, reHepmpyemblii TokasibHO YCTPOCTBOM
C O[IHOro M3 CeTeBbIX MHTEPelicoB). Mpu BbIGOpe AaHHOro TUNa Tpaduka Ansi peaakTMpoBaHus
CTaHeT AOCTYMHO cneaytouee none:
+ Adpec nonyyamerisi — 3apaet IP-agpec nonyyarens. Yepes CUMBON «/» MOXHO yKa3aTb
Macky nogceTun B hopmarax XXX.XXX.XXX.XXX Unun xx, Hanpumep, 192.168.18.0/24 nnn
192.168.18.0/255.255.255.0, uT06bI BbIAENNTL Cpa3y Lenblii gnana3oH afpecos.
+ [Mpomoko/1 — NPOTOKON NakKeTa, Ha KOTOPbI pacnpocTpaHaeTcs AecTene gaHHoro npasuna: TCP, UDP,
TCP/UDP, ICMP, nto60i1;
« [elicmsue — feiicTBMe, coBepLUIaeMoe Haj naketamu (0T6poCuTb/MPOonycTUTb).

Mpw BbIGOpe npoTtokosioB TCP, UDP, TCP/UDP ans pepaktnpoBaHus 6yayT A4OCTYMHbI HACTPOKN:

* [Mopmbl omnpasumesisi — CNNCOK NOPTOB OTNPaBUTENS, MAKeTbl KOTOPOro 6yayT nonagaTb nog gaHHoe
npaswio (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPToB); A1 yKa3aHUs BCeX
nopToB BBeAMTe AnanasoH «0-65535y;

* [Mopmsl rnosly4amesisi — CNUCOK NOPTOB NOJlyyvaTesis, NakeTbl KOTOPOro 6yayT nonagaTb nog AaHHoe
npaswso (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPTOB); A1 yKa3aHUs BCeX
nopTos BBeanTe AnanasoH «0-65535».

Mpwu BbIGOpe npoTokona ICMP ans pegakTnpoBaHust 6yayT AOCTYNHbI HACTPOKM:

« Tun coobleHusi — MOXHO co3faTb NPaBU/Io TO/LKO A1 onpeaeneHHoro Tuna ICMP-coo6LeHnst 6o
AN1s1 BCEX.

HaxmuTte KHOMKy «[MpumMeHums» ons o6asneHns HoBOro npaeuna. 15 0TMeHbl U3MEHEHWI HAXKMUTE KHOMKY
«OmmeHa». [Ina yaaneHus 3anncu n3 cnucka Heo6xoayMo YCTaHOBUTL dhaiar HanpoTB COOTBETCTBYOLLE
3anncu 1 HaxaTb Ha KHOMKY «Yoa/iumb».
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5.2.8 MoameHo «MapLpyTunsaums»

B noameHo «<MapLupyTusaumsi» yCTaHaBIMBAKOTCA CTaTUYeCKne MapLupyTbl.

PykoBogacTBo no akcnayatauuu WB-2P-LR5

m IP-reneengeHne  CucTema

R Appec HAZHAYEHWUA
Route- 192 168.50.0
e-2 192.165.240.64

Route-3 76.56.23.25

[nsi [o6GaBNeHVss HOBOrO MapLUpyTa HAXMUTE Ha KHOMKY «[106aBUTb» 1 3an0oHUTE CReaytoLLmMe Nons:

[No6asuTte MmapwpyT

Mma
AJpEeC Ha3HAYeHNA
Macka nogaceTm

Lnto3

* VIMs — Ha3BaHWe MapLIpyTa;

+ Adpec HazHadyeHusi — IP-afpec xocTa Wn NOACETU Ha3HAYEHUS, 10 KOTOPbIX HEOGXOAMMO YCTAHOBUTb

MapLupyT,

+ Macka nodcemu — macka noacetun. [1na xocTa Mmacka nogcetn yctaHaB/IMBaETCA B 3HaYeHne

255.255.255.255, pnsa nogcety — B 3aBUCMMOCTU OT €€ pa3mepa,;

* Lmo3 - IP-afpec wWo3a, Yepes KOTopbIii OCYLLIECTBNSIETCA BbIXOA HA «AOPEC Ha3HaYEHUSsI».

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OmMeHa».
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5.2.9 MoameHwo «AuHammueckunii DNS»

© nogmenio «nHamnuecknii DNS» AOCTYNHO TOMLKO B pexume «MapLupyTu3aTop.

B nogmeHto «uHamuyeckunii DNS» BbINO/HSETCS HACTPOiiKa COOTBETCTBYHOLLIETO CepBuca.

OnHamunyeckmii DNS (D-DNS) nossonsieT nHchopmaumm Ha DNS-cepBepe 06HOBNSITLCS B pea/lbHOM BPEMEHM 1,
Mno >KenaHuto, B aBToMaTUYeCcKoM pexume. NpumeHaeTcs 419 Ha3Ha4YeHUA NOCTOAHHOIO AOMEHHOIO NMEHN
YCTPOICTBY (KOMMbOTEPY, POyTEPY) C ANHaMMYeckum IP-agpecom.

OnHamnuecknin DNS yacto npMMeHsieTcst B NOKa/IbHbIX CETSX, IAe KNneHTbl nonyyatoT IP-agpec no DHCP, a
NOTOM PErnmcTpUpyoT CBoM MMeHa Ha nokanbHom DNS-cepBepe.

MoHuTOpUHF m IP-TeneBuaeHue Cucrema

WHTepHeT  JlokanbHas ceTe  HacTpoilka MAC-agpecos  JlokaneHsii DNS  NAT v npo6poc nopros  CeTeBoit akpan  MapuwpyTusauma

JuHamuuecknii DNS SNMP

HuHamuyecknin DNS
Brnwounts D-DNS
Mposainep D-DNS dyndns.org h
Wms nonb3osarens

Napone

TomeHHoe uMa 0
TomeHHoe uMa 1
TomeHHoe uma 2
TNomerHoe uma 3
TNomerHoe uma 4
IomenHoe ums 5
DomeHrHoe uMa B
DomeHrHoe uMa 7
DomerHoe uMa 8

JTomeHHoe uMa 9

+ [NpUMEHUTE x OTMeHa

* Brksmoyums D-DNS — npun yctaHoBneHHoM donare cepsuc D-DNS akTuBeH u ansa pegakTnpoBaHus
[OCTYNHbI Creayoume HacTPOKN:

+ lposalioep D-DNS - Ha3BaHue npoBaiigepa D-DNS — BbiGepuTe 04HOro nposaiigepa ns cnmucka
[OCTYMHbIX;

* Vlms1 nosib30Bameyisi — UMs1 NOMb30BaTeNs A4sa AocTyna K yueTHoi 3anucu cepsuca D-DNS;

+ lNaposib — Naponb Ans AocTyna K y4eTHon 3anucu cepsuca D-DNS;

+ [omeHHoe umsi (0..9) — MOXHO 3aperMcTpupoBaTh A0 AECATU AOMEHHbIX UMEH YCTPOCTBA
(06bluHO TpebyeTcs NuLlb 0fHO). O6HOBNEHME HGopMaLun 06 IP-agpece ycTpoiicTBa Ha
cepBepe nposaigepa NpoMcxoanT nepuoanyeckn yepes 60 cekyHA.

[nsa BCTynneHms B CUy HOBOWM KOHQIUIypaumum 1 3aHeCEHUSA HaCTPOEK B AHEProHEe3aBMUCUMYIO NaMATb
HaXKMUTE KHOMKY «[lpuMeHUMb». [Nsi OTMEHbl U3BMEHEHWIA HXXMUTE KHOMKY «OmmeHan.
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5.2.10 MogmeHo «<SNMP»

MporpammHoe o6ecneveHne WB-2P-LR5 no3BonseT NpoBOANTL MOHUTOPUHT COCTOSHUA YCTPOICTBA U ero
AaTunKoB, ncnonb3ys npotokon SNMP. B nogmeHio «<SNMP» BbINO/THAKTCA HAcTpoikn napametTpoB SNMP-
areHTa. YCTpOICTBO nogaepxmsaeT npoTokosibl Bepcuii SNMPv1, SNMPv2c.

MoHUTOpPUHI m IP-TeneBugeHue Cucrema

WHTepHeT NokanbHas ceTs  HacTpoiika MAC-anpecos NokanbHuiit DNS ~ NAT u npoBpoc noptoB  CeTeBoit skpaH MapuwpyTuaauns

HnHamuueckuidi DNS m

HacTpoitka SNMP
Bkniounte SNMP
Maponk Ha YyTeHne public
Maponb Ha 3anuce | private
Anpec nns npuéma Tpanos vi
Anpec ans npréma Tpanos v2
Anpec nna npuéma coobuienuin Inform
CucTeMHoe UMs ycTpoiicTea
KoHTakTHan uHchopMauns nponssoputens  Contact
MecTononoxenue ycTpoicTea Russia

Mapons B Tpanax | frap

* Bkmouums SNMP — npu ycTaHOB/IEHHOM (pnare paspelleHo ncnonb3osaHue npotokosia SNMP;

* [Maposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LENPUHATBLIN: public);

+ Maposib Ha 3anuck — Naposib Ha 3anucb napameTpoB (06LLENPUHATBIN: private);

+ Adpec 0519 npuéma mparos v1 — IP-agpec nnn JoOMeHHoe nMs npuemHmka coobweHnii SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];

+ Adpec 0519 npuéma mparios v2 — IP-agpec nnn JOMeHHOe nMs npuemHmka coobeHnii SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

« Ao0pec 0515 npuéma coobwjeHul Inform — IP-agpec nnn JOMeHHOe UMS NPUEMHUKA coobLLeHniA Inform B
topmate HOST [COMMUNITY [PORT]];

+ CucmemHoe umsi ycmpoticmsa — NMSl YyCTPOICTBa;

* KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTaKTHas MHYopmaLusa NPonN3BOANTENS YCTPOICTBA,

+ MecmonosnoxeHue ycmpolicmsa — UHopMauust 0 MECTOMNOJIOXEHNN YCTPONCTBE,

* Maposib 8 mpanax — naposib, CoaepXaLmniica B Tpanax (no ymonyasuio: trap).

Hwxe npusBeseH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ YTEHUSA NocpeaACcTBOM npoTokona SNMP:
+ eltexLtd.1.164.1 — MOHUTOPUHT NapaMeTpoB abOHEHTCKOM CTaHLMN.
roe eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudomkatop npegnpuatns STEKC.

[lna BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «[IpuMeHUMb». N1 OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmMeHa».
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5.3 MeHo «IP-TenesnaeHmne»

© MeHio JOCTYNHO TONMBKO B pexuMe paboTbl «MapLupyTU3aTop».

5.3.1 MoameHio «IPTV»

B nogmeHto «IPTV» BbINOAHAKOTCA HACTPOIKM AN paboTbl cepsuca IP-teneBngeHuns.

MouuTopuHr Cete USCHEUNLELNE Cucrema

IPTV

HacTtporiku undposoro TenesunaeHus (IPTV)

Brknounts IPTV

Bepcua IGMP 3 -
Mepuoauyeckoe oGHOBNEHWE NOANNCKM
Brnounte
BhICTRLIA BEIXOM M3 rPpYNnbI
Brnounte

Hacrtpoika HTTP-npokcu

Q

BrnounTe

MopT HTTP | 1234 £

« lMpyMeHuTe x OTMeHa

* Brsmoyums IPTV — npn yctaHoBNeHHOM donare paspelleHa TpaHcnaums curHanos IP-tenieBngeHus ¢
WAN-uHTepdeiica (13 ceTv npoBaiiaepa) Ha yCTpoicTBa, NoAKNoueHHble kK LAN-uHTepdelicy;

+ Bepcusi IGMP — Bepcus npotokona IGMP ans otnpasku IGMP-coo6uieHuin ¢ WAN-uHTepdieiica
(cooblLLeHnn akTUBaLMK UK AeakTBaLuUW NOANNCKA Ha KaHaubl IP-TeneBngeHus). MoaaepXxmnsaroTcs
Bepcun 2 n 3.

[lepuoduyeckoe 06HOB/IEHUE NOONUCKU

* Bk/irouums — npuw BKKOUYEHHON onumm npomexoauT nepunogudeckas otnpaska ¢ WAN-uHTepdeiica
COOOLLIEHNI CO CMIMCKOM aKTUBHbIX IPTV-KaHa/10B Ha BbILLECTOSLMNIA CepBEP, OCYLLECTBSOLLLNIA
TpaHCIAuuIo curHanos IP-TeneBuaeHuns. BkioveHne (pyHKLMN NepruogmMyeckoro 06HOBMNEHNS NOAMUCKN
Heo6XxoaMMO, EC/N BbILLECTOSLLNIA cepBep OTKOYaeT TpaHcasumo IPTV-kaHanoB Yepes onpeaeneHHbli
NHTEpBas1 BpeEMEHU;

+ lNepuod o6HoB/MEHUS, C — NEPUOA, OTNPABKN COOOLLIEHWIA CO CMIMCKOM aKTUBHbIX IPTV-kaHanos, B
cekyHZax. YCTaHOBUTe BENIMUYMHY Nepuoga 06HOB/IEHUA B 3HAYEHNE, MeHbLLEee, YeM TanmayT
OTK/IHOYEHUSA TPAHCNALUM CUTHaUTA BbILWECTOSALWMUM CEPBEPOM.

Bbbicmpbili B8bIX00 U3 2pyriribl

*+ BK/1l04UMb — NPW BK/IKOYEHHOI ONUMK NMPOUCXOANT ObICTPBbINA BbIXOA U3 MY/IbTUKACTOBOW rpynnbl. JaHHyto
hYHKLMIO HE peKoMeHyeTCs BK/oYaTb, €C/IN UCMOMb3yeTcst 6o/1ee 0AHOro NpMeMHMKa
My/NbTUKACTOBOIO Tpadhvika.

Hacmpotika HTTP-ripokcu

* Bks1oyums — nNpw yctaHosrieHHoM conare BktoveHa dpyHkuma HTTP-npoken. HTTP-npokeu
ocyuiecTBnsieT npeobpasoaHne UDP-notoka B notok HTTP, ncnonb3aytowwmii npotokon TCP (npoTtokon
HaAEXHOWN [OCTAaBKM NaKETOB), YTO MO3BO/IAET Y/IyULNTb KAYECTBO TPAHC/IMPYEMOTo U306pakeHus Npu
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N/I0XOM Ka4ecTBe KaHasia CBS3W B /IOKA/IbHOWN ceTu. dyHKUMS nonesHa npu npocmotpe IPTV uepes

6ecnpoBogHbIin kaHan Wi-Fi;
* MMopm HTTP — Homep nopta HTTP-npokcK, ¢ KoToporo 6yAeT oCyWeCcTBNATLCA TpaHC/IMpoBaHne BUAEO-

noToka. Micnonb3yiiTe 3TOT NOPT 419 NOAK/IOYEHUS K TPAHCIMPYEMbIM YCTPOCTBOM notokam IPTV.

Hanpumep, ecnn yctpoiictBo umeet Ha LAN-uHTepdelice agpec 192.168.0.1, ana nopTa npokcu-cepeepa
BblGpaHo 3HaveHune 1234, n HeobxoanMmMo Bocnpomn3BecTy kaHan 227.50.50.100, TpaHcanpytowmiics Ha UDP-

nopt 9000 — ana nporpammbl VLC agpec notoka Hy)XHO 3agaTb B Buge: http://@192.168.0.1:1234/udp/
227.50.50.100:9000.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

5.4 MeHto «Cucremar

B MeHt0 «CuncTeMar» BbINOSTHSAKOTCS HACTPOWKM CUCTEMBI, BPEMEHW, AOCTYNa K YCTPONCTBY NO Pa3/IMYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.4.1

MNoameHto «Bpemsa»

B nogMeHto «Bpemsi» BbINO/THSIETCA HACTPOIiKa NPOTOKO/a CMHXPOHM3aumn BpeMeHn (NTP).

Hacmpoliku sBpemeHu

Mountopuur Cete  IP-TeneBnpeHmne m

DocTyn XypHan MNaponwn Ynpasnerwe KoHUrypaumen O6HoeneHue NO Mepesarpyaka ABTOKOHUIypUpOBaHWE

JononHuTensHele HaCTPONKK

HaCTpOﬁKVI BPEMEHMW
Yacosoil nosc Mockea, Poccua N
ABTOMATWHECKWIA NEPEXOL HA NETHEE/3UMHEE BPEMA

ﬂepexou Ha NeTHee BpeM:A - | - M

Mepexon Ha avMHee BpeMA - - - - .
B| —1--
Crpur BpeMeHn (MUH.) 60 -
Brnwounte NTP

CepBep cHXpoHn3aumm | pool.nip.org -

+ [NpyMeHnTE ® OTMeHa

Yacosol rnosic — No3BoOSIET yCTAaHOBUTb YaCOBOM NOSIC B COOTBETCTBMM C BAIMXKaLLIMM ropoAoM B BalleM
pervioHe n3 3alaHHoro Cru1cKa;

Asmomamudeckuli nepexod Ha jiemHee/3UuMHee speMs — NPU yCTaHOB/IEHHOM chriare nepexop, Ha
NeTHee/3nMHee BpeMs 6yA€eT BbINOMHATLCA aBTOMATMYECKM B 3aaHHbI Neprog, BPEMEHM:

+ [Nepexod Ha lemHee 8peMs — AeHb U BPEMS, KOrAa BbINOMHATE Nepexos Ha /IeTHee BpeMms;

+ [Nepexod Ha 3uMHee BpeMs — [eHb N BPeMs, Koraa BbINOSHATL Nepexos Ha 3MMHee BpeMms,

+ CoOBue BpeMeHU (MUH.) — Nepuof, BpeMeHN B MUHYTaX, HA KOTOPbIV BbINOIHAETCS CABUT BPEMEHN.
Bkmodums NTP — ycTaHoBUTe pnar, ecnm Heo6Xo4MMO BK/THOUNTL CUHXPOHM3ALMI0 CUCTEMHOIO
BPEeMeHM yCTpoiicTBa ¢ onpegeneHHoro cepeepa NTP;

Cepsep cuHxpoHu3ayuu — IP-agpec/[oMeHHOe MA cepBepa CMHXPOHM3aLUUn BpeEMEHMN.

[N BCTYNNEeHWs1 B CUYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHWIA HAXXMUTE KHOMKY «OmmMeHa».
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

5.4.2 ToameHto «JocTyn»
B nogmeHto «[ocTyn» HacTpamBaeTcsa [OCTYN K yCTPOMCTBY nocpenctsom web-nHtepdelica, Telnet n SSH.

MouutopuHr  CeTb  IP-TenesuaeHune m

Bpems XypHan  TMaponn Ynpasnexwe koHgourypaunen  OGHoenerwne MO Mepeaarpyska  ABTOKOHC(UIYpYpPOBaHNE

JDononHUTENbHBIE HACTPORKM

MopTbl Doctyna
Mopr HTTP 80 Z

MopT HTTPS 443 ©

Mopt Telnet 23 o

MopT SSH | 22 <

HocTyn K yenyre iHTepHeT
Web
BHewxss ceTh HTTP HTTPS
Nokanchas cete  GHTTP @HTTPS

Telnet

BHewHas ceTb

<]

llokancHas ceTo

SSH

BHewxsas ceTo

[<]

JlokaneHas ceTb

+ MpumeHnTs x OTMeHa

[Topmbi docmyna

B gaHHOM pasgene BbinosiHAeTcs HacTporika TCP-nopToB gn1a goctyna K yctponctey no HTTP, HTTPS, Telnet,
SSH.

* MMopm HTTP — HOoMep nopTa Ans Aoctyna K web-uHtepgoeiicy yctpoiictsa no npotokony HTTP, no
ymosnyaHuo — 80;

« Mopm HTTPS - Homep nopTa ans goctyna k web-nHTepdelicy yctpoiictea no npotokony HTTPS (HTTP
Secure - 6e3onacHoe NoAKMOUYEHNE), N0 yMonyaHuo — 443;

* Mopm Telnet — HoMep nNopTa 419 [oCcTyna K yCTPOMUCTBY NO NpoToKosy Telnet, no ymonyaHuio — 23;

* [Mopm SSH - Homep nopTa AN AocTyna K yCTPOKCTBY No NpoTokony SSH, no ymonyaHuwo — 22.

Mo npotokonam Telnet n SSH ocyllecTBAsSETCS AOCTYN K KOMaHAHOI cTpoke (KoHcosb linux).

docmyn k ycryee IHmepHem

© Pasgenenme Ha BHELLHIOW 1 TOKA/TbHYIO CeTb NPUCYTCTBYET TO/LKO B PEXMME MapLLpyTh3aTopa.

B gaHHOM pasgene paspeluaetcsa Uan 3anpeLaeTca AoCTyn K YCTPOACTBY OTAE/bHbIMU NpaBuaamMu ais
NOKa/bHOI 1 BHELUHEl ceTu (pexuM mapLupytusaropa). 15 3Toro Heo6XoAMMO YCTaHOBUTL
COOTBETCTBYHOLME chnaru:

Web:

« HTTP — npn ycTaHOBNEHHOM (hnare paspeLLeHo NoAKMYeHne K web-KoHpmrypaTopy ycTpoiicTBa yepes
WAN-nopt no npotokony HTTP (He6e3onacHoe nNoaktoueHme);

« HTTPS - npn ycTaHOBNEHHOM (onare paspeLleHo NoaknveHne K web-koHdurypatopy ycTpoiictea
uepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noakitoyeHve).
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

Telnet:

Telnet — npoTokon, NnpegHa3HayYeHHbI ANA yaaneHHOro ynpasneHus yctpoiicteamu. Mo3sonset
NOAKMOYNTLCS K YCTPOCTBY MO CETU A/ HACTPOIKN 1 yNpaBieHus.
[nsa paspelueHunst 4ocTyna K yCTpolicTBy No npoTokosny Telnet ycTaHOBMTE COOTBETCTBYHOLLMIA donar.

SSH:

SSH - 6e3onacHbIil NPOTOKO/ YAa/IEHHOTO YrpaB/eHus ycTpoicteamn. B otimume ot Telnet, npotokon SSH
WwndppyeT Becb Tpaduk, BKOYas nepegaBaemble naposn.
[ns paspelueHns gocTyna K yCTponcTey No NpoTokosly SSH ycTaHOBUTE COOTBETCTBYHOLWLMI dhiar.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.

5.4.3 ToameHo «KypHau»

MoameHto «XKypHan» npefHa3Ha4YeHo AN1s HACTPOIKM BbIBOAA Pa3HOro poAa OT/1af0uHbIX COOBLLEHWI
CUCTEMbI B Le/IAX 06HapYy>XeHnst NpuynH npobniem B pabote ycTpoictea. OTNafouHy0 HopMaL Mo MOXHO
nony4nTb OT CAEeAYHLMX NPOrpaMMHbIX Moy el yCTpoicTBa:

+ CUCTEeMHbIA MeHeXep — OTBEYaeT 3a HAaCTPOKY YyCTPOCTBA CcorfiacHo dpainy KoHdurypauuu,
« MeHemxep KoHUrypauum — oTBeyaeT 3a paboTy ¢ haitiom KoHdurypauum (4TeHre 1 3anuck B dpaiin
KOH(pUrypaumm n3 pasninyHbiX UCTOYHMKOB) M c6OP MHCPOPMALIM MOHUTOPKHTA YCTPOIACTBA.

MoHUTOpPUHT Cere  IP-TeneBupeHue eSS

Bpema Loctyn XKypuan Maponu Ynpage neHue KoHpUrypaunei OfHoBneHne MO Mepesarpyaka  ABTOKOHCPUIYpUpOBaHue LononHUTENbHLIE HACTPOMKA

)KypHan CUCTEMHOro MeHenxepa
BuiBon xypHana OrknoueHo
Ownbrn
MpeaynpexneHus
OTnanoyHas MHCPOPMaLMA

MHEPOpMaLMOHHEIE COOBLIEHIR

)KypHaﬂ MeHelxepa KoHurypauum
Buigon xypHana OTknioyeHo
Ownbku
MpeaynpexneHus
OTnanoyHas MHPOPMALNS

VH(popMaLmoHHble coobligHns

Hactpoiika Syslog
BrnounTs
Pexum
Anpec Syslog-cepsepa
MopT Syslog-cepeepa

Paamep paitna, kb

JKYpHa/1 cucmemMHo20 MeHedxepa

* BbIBOO XypHasia — HanpasneHne BbiBoAa CO0OLLEHWI XypHana:
* OMK/IIOHEHO — BbIBOA, OTK/HOYEH;
+ Syslog — coo6LLeHNsI BbIBOAATCS MO NPOTOKONY Syslog Ha yaasieHHbIn cepBep /MO0 B NTOKa/IbHbIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXE);
* KoHco/ib — co06LLEeHs BbIBOAATCS B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IOUEHNE Yyepes
nepexogHuk COM-nopra);
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+ TesiHem — coo6LeHns BbIBOAATCA B telnet-ceccuto; oA 3TOro cHavana Heo6xoAUMMO co34aThb
NoAK/IYeHMe No NpoTokony telnet.

Huxe HacTpamBaeTca T!Un C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYpPHa/1 CACTEMHOIO MeHeKepa:

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXxoAUMO BbIBOAUTL COOBLLEHUS TUNA «OLINGKN»,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHas uHghopmayusi — yctaHoBuTe donar, eciv Heo6xXoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIEe cO0bWEHUS — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COO006LLEHNS;

XKypHan MeHea)KeQa KOHd)UZMQagUU

* BbIBOO XypHasia — Hanpas/ieHne BbIBOAA COOOLLEHWNIA XXypHana:

* OMK/IIOYEHO — BbIBOJ, OTK/IHOYEH;

+ Syslog — coo6LLeHNs BbIBOAATCA NO NPOTOKONY Syslog Ha yaaneHHbI cepeep NMG0 B NTOKa/TbHbI
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBNAETCS HUXKE);

* KOHCO/1b = COOBLLEHNSA BbIBOASTCSA B KOHCOJb YCTPOCTBA (HEOGXOAMMO MOAKTHUEHME Yepes
nepexogHuk COM-nopTa);

+ TesiHem — coobLeHns BbiBOAATCSA B Telnet-ceccuto; A5 3TOro cHavasia Heo6xo4MMO Co34arb
noAk/toyeHne no npotokony Telnet.

Huxe HacTpamBaeTca TUn C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYPHa/1 MeEHEKEpPa KOH(*)VIpraLIII/II/IZ

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXoAUMO BbIBOAUTL COOBLLEHNS TUNA «OLINGKNY,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHast uHghopmayusi — yctaHoBuTe donar, ec/iv Heo6XoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIe cO0bWEeHUSs — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COOOGLLEHNS.

Hacmpotika Syslog

Ecnu xoTs 6bl 04MH U3 XYPHaI0B (CUCTEMHOIO MEHeKepa Un MeHexepa KOHGUrypaummn) HacTpoeH Ans
BbiBoga B Syslog, Heobxoaumo Bk/IHOUNTL Syslog-areHTa, KOTopbIii 6yAeT nepexBaTbiBaTb OT/1af04HbIE
COOGLLEHMNSI OT COOTBETCTBYIOLLLETO MeHegKepa 1 0TNpaBnsaTh UX NMM60 Ha yAaseHHbI cepeep, 6o
COXpaHATb B IOKaU/TbHbIV (haiin B hopmarte Syslog.

* Bksiro4ums — npy ycTaHOBNEHHOM (hriare 3anyleH Syslog-areHT;
* Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — HhopMaums XypHanoB OTNpPaB/SeTCs Ha yaaneHHbln Syslog-cepsep;
* Jloka/ibHbIl ¢halisl — NHhopMaLms XXypHaI0B COXPaHSIETCA B /IoKaNibHOM dhaiine;
« Cepsep u ¢halin — Hhopmaums XXypHasi0B OTNPaBASETCS Ha yaasieHHblli Syslog-cepsep u
COXpaHseTcs B JIOKaIbHOM haiine.

[Janee B 3aBUCMMOCTM OT pexuma Syslog-areHTa AOCTYMHbI HACTPOIKM:

+ Adpec Syslog-cepsepa — IP-agpec nnun gomeHHoe ums Syslog-cepsepa (He06xoAMMO /18 PEXUMOB
«CepBep», «Cepaep 1 thaiiny»);

+ Mopm Syslog-cepsepa — NopT ANA BXOAALMX coo6LeHNIA Syslog-cepBepa (Mo ymonyaHuio 514,
HeobXxoauMo ANna pexmmoB «Cepsep», «CepBep 1 aiin);

* Wms palina — vims dpaiina ans xpaHeHus xypHana B coopmare Syslog (Heob6xoaMmo Ans pexvrmos
«JlokanbHbIli chaiin», «Cepep 1 chaliny»). Mpun HaxaTnM Ha ccbiky «MokasaTb XypHas» OTKPOEeTCs
cTpaHuua c cogepxumbiM daina Syslog;

+ Pasmep ¢palina, Kb — makcuMasibHbIi pasmep dhaiina xypHana (Heo6xoaAMMO ANst PEXMMOB «J10KasTbHbIiA
thaiin», «Cepsep 1 chaiin»).
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5.4.4 TloameHio «lMaponu»
B nogmeHto «Maponu» yctaHaBNMBatoTCA Naposv AocTyna agMuHucTpaTopa 1 Habngarens.

YcTaHOB/IEHHbIE Naposv UCNO/b3YTCA A1 AOCTyNna K YCTPOUCTBY Yepe3 web-uHtepdelic, a Takxe no
npotokonam Telnet n SSH.

Mpu Bxofe Yepes web-nHTepdeiic agMmmHucTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTy
K YCTPOWCTBY: UTEHME U 3annChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOSAAHMA YCTpoicTBa. Habnoaaresnb
(naposnb No ymonuaHuto: viewer) MeeT BO3MOXHOCTb TO/IbKO NPOCMaTpMBaTh KOHUIypaLmio U faHHbIe
MOHUTOPWHIa yCTpoicTBa 6€3 BO3MOXHOCTU BHOCUTb Kakue-nnbo n3MeHeHus.

© /lorvH agMuHncTpaTopa: admin
JlorvH Habnogatens: viewer

MoHUTOpPUHr  CeTb IP-teneBunpeHne m

Bpema  Hoctyn KypHan [ERERILI] YnpaeneHwe koHUrypaunei O6HoBneHwne MO Mepesarpyaka ABTOKOHhUrypUpoBaHne JononHUTENbHbIE HACTPONKK

Mapone agMuHKucTpaTopa (admin)

Napone &
MNonTeepx neHve
Maponb Habnopgatens (viewer)
MNapone @

MNonTeepx neHve

* [Maposb adMuHUCMpPamopa — B COOTBETCTBYIOLLME NOMS BBEAWTE Napo/ib aAMUHUCTpaTopa 1
noATBEPAMUTE €ro;

« [Maposb Habirodamerisi (viewer) — B COOTBETCTBYIOLLME NOMS BBEAMTE Naposib HabMoaaTens u
noATBEPAMUTE €ro.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «/[TpuMeHUMb». [1N1s OTMEHbI M3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.4.5 ToameHIo «YnpasneHue KoHurypaumen»

B nogmeHto «YnpasieHve KoHdurypaumeii» BbINOMHAETCA cCOXpaHeHne 1 06HOBEHUE TeKyLLein
KOHUrypaumm.

[Mosny4yeHue koHghuaypayuu

MoHutopuHr Cetb  IP-TeneBmneHne m
Bpema  [HocTtyn XypHan  Maponn EEGECHERIERGEI IR UM O6HosneHue MO [Mepesarpyaka  ABTOKOH(DUrypwpoBaHWe  JOMONHMTENBHLIE HACTPORKY

daiinbl KOHdUrypauum

MonyunTh apXne KOHWUIYpaLWKn ¢ yeTpoicTea 7 Download

SBFPYSHTb apx1e KOHUrypauny Ha ycTporcTeo Browse... No file selected.

CBpoc Ha 3aBOLCKME HACTPOIKM ﬁ

UTO6bI COXpaHWTb TEKYLLYHO KOH(IUIypauuio YCTPONCTBA Ha /IOKasIbHbI KOMNbIOTEP, HAXKMUTE KHOMKY
«Download».

OG6HosneHue kKoHghu2ypayuu

*+ 3azpy3umsb apxus KOHghu2ypayuu Ha ycmpolicmso — 3arpy3Ka CoOXpaHeHHOro Ha J1I0Ka/lbHOM
KomMnbloTepe haitna koHpurypaummn. ns o6HOBNEHUS KOH(IUTYpaLUN YCTPONCTBA HAXXMUTE KHOMKY
«BblGepuTe haiiny, ykaxuTe caiin (B chopmarte .tar.gz) n HKMUTE KHOMKY «3arpy3nTb». 3arpyXeHHast
KOHurypaums npuMeHsieTcss aBTomarnyeckn 6e3 nepesarpysku yCTponcTaa.

© O6patnTe BHMMaHWE, BCe Naponu B KOHUIypaL[mmn yCTpoiicTBa WNAPYIOTCS KKOUOM, KOTOPbIi
3aBucut ot MAC-agpeca ycTporictsa. [Nepes 3arpy3koi KoHpurypawumm ¢ ogHOro ycTpoicTea Ha
Apyrve npeaBapuTesibHO HY)XHO MOMEHATbL Naposv B (haiine KoHurypaumu.

[N n3MeHeHns1 naponeii HeobXoAMMO OTKPbITb (haiiN KOHpUrypauuy B TEKCTOBOM PeAakTope 1 U3MEHUTb
naponu. flanee coxpaHUTb U3MEHEHNA B apxyBe KOH(Urypaumu. NMprumep n3MeHeHUs naposein npueeaeH

HWXe:

Passwords:
AdminPassword: "encrypted:7C607178736B7465"
ViewerPassword: "encrypted:7A68677C6176"

N3MeHAEeTCA Ha

Passwords:
AdminPassword: "password"
ViewerPassword: "password"

C6poc ycmpolicmsa Ha 3aB00CKUE HACmMpPOUKU
UT0o6bl caenatb COpOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKNE YCTAHOBKM, HAOOKMUTE KHOMKY
«Cbpoc».
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5.4.6 MoameHto «O6HoBMEHNE MO»
MoameHto «O6HoBMeHNe MNO» npefHa3HavYeHo A1 06HOB/IEHNS NPOrpamMmMHOro obecneyeHnss yCTponcTaa.

O6HoBneHue MO gna yctpoiictes WB-2P-LR5:
MoxutopuHr CeTe  IP-TeneBupeHue

Bpems Joctyn HypHan Maponu YnpasneHue koHdurypauves ‘OBHoenenue MO Mepesarpy3ka AsTokoHMrypypoBaHne  [lonoNHUTENbHLIE HACTPOAKN

OB6HoBMNeHWe nporpaMMHoro obecneyeHus

Axtuanan sepcua MO 2.3.0.213 B TR

ObHosnenus 10 maike docmynHbl no adpecy: hitp Heltex-co.ru/support/downloads/
Paiin obHosnetua N0 Browse..
& 3arpyanTs dhaiin

+ AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro obecrneyeHuns, ycTaHOBIEHHOIO Ha YCTPOCTBE,
paboTaloLlias B aHHbI MOMEHT;

* Pe3sepsHas sepcusi 10 — Bepcus NporpammMmHoro obecneyeHuns, ycTaHOB/IEHHOTO Ha YCTPOCTBE, Ha
KOTOPYI MOXHO NnepekntounTbes 6e3 3arpysku taina MNo;

* [Mposepumb 06HOB/IEHUS — KHOMKa A5 NPOBEPKM NocnefHen Bepcun nporpammHoro obecneyexms. C
MOMOLLbIO 3TOM (OYHKLMM Bbl MOXETE ObICTPO NPOBEPUTHL HANIMYME HOBOW BEPCUM MPOrPaMMHOIO
obecrneyeHns N B cnyvyae HeO6XOAUMOCTU BbINOSTHUTL €ro 06HOB/IEHME;

+ Coenamb akmusHOU — KHOMKa, N03BONAOWAaN caenarb pe3epsHyto Bepcuto MO akTUBHOM, /18 3TOro
noTpebyeTcsa nepesarpyska ycTporicta. AKTuBHasa Bepcus MO B 3TOM c/lyvyae CTaHEeT pe3epBHON.

© Ons paboTbl (hyHKLMN MPOBEPKN 0OHOBIEHNS HEOOXOANMO Hauumne Bbixoda B IHTEpPHET.

O6HOBUTL NpOrpaMmMHoe obecneyeHne yCTPONCTBa MOXHO TakKe BPYUYHYH0, TpeaBapuTeNbHO 3arpy3us daiin
MO c caitta https://eltex-co.ru/support/downloads/ n coxpaHms ero Ha KoMnbtoTepe. 19 3TOro HaXXMuTe
KHOMNKy «Bbibepute gaitn» B none datisn o6HosneHus N0 v ykaxuTe NyTb K haiiny B popmare .tar.gz.

[nsi 3anycka npoLiecca 06HOBMEHNSI HEOGXOAMMO HaxkaTb KHOMKY «3arpy3uTb daiin». Mpouecc 06HOBNEHNS
3aiiMeT HeCKo/IbKo MUHYT (0 ero TekyLLeM cTaTyce 6yAeT yKasaHo Ha CTpaHuLE), Noc/ie Yero yCTpoicTBO
aBTOMATUYECKN NnepesarpysuTcs.

@ He oTkntouaiiTe NUTaHMe yCTPOICTBa, He BbINOMHATE ero nepesarpysky B npouecce o6HosneHns MO.
B cnyuyae o6HoBneHus ¢ Bepcun MO 2.0.0 Ha Bepcuto MO 2.1.0 nocne 06HOBNEHNST HEOOX0ANMO
OCYLLLeCTBUTb COPOC YCTPONCTBA K 3aBOACKMM HACTPOIKaM 1 NOBTOPHO CKOH(bUryprpoBaTh B
COOTBETCTBMM CO CXEMOW MCNO/Ib30BaHMUS, IM60 NpeaBapuTeIbHO HACTPOUTL 3HAYEHNE MOLLHOCTM
CUrHasia B MeHKo «CeTb» — «/IHTepHeT» He MeHee 16 abwM.
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5.4.7 TMoameHto «Mepesarpyska»

B nogmeHto «lMepe3arpy3ka» BbINO/HAETCA nepesanyck yCTPoicTaa.

MouutopuHr CeTe  IP-TeneeupgeHue m

Bpema  HOoctyn  Xypwan Maponn  Ynpasnewwe koHdpurypaumeit  OBHosnerne MO  [MIEEEEUSELCHM ABTOKOH(UIrypUpoBaHue  JOMNOMHUTENbHbIE HACTPONKK

Mepesarpyska ycTpolicTea

£ MNepeaarpyaka

Mepesarpyska ycTpoiicTBa HAUHETCS MOC/Ie HAXaTWs COOTBETCTBYHOLLEI KHOMKW. Mpolecc 3aHMmaeT
NPUMEPHO 1 MUHYTY.

5.4.8 TMoameHIo «ABTOKOH(pUrypupoBaHue»

B nogmeHto «ABTOKOHQUIypupoBaHue» BbINOHAETCA HacTpolika anroputma DHCP-based autoprovisioning

(aBTOKOHCDMIyprpoBaHMe Ha ocHoBe npoTokosia DHCP) 1 npoTokosia aBToMaTUYeckoro KoHOUryprpoBaHus
aboHeHTCKMX ycTpolicTe TR-069.

MonuropuHr  Cerbe  IP-reneBuneHue m

Bpems Loctyn KypHan Maponu YNpasneHwe KoHpUrypauwei O6Hoe neHue NO Mepezarpyzxa  [EERIGRT IRy o elel-E UV LLoNoNHUTENbHbIE HACTROMKA

ABTOKOHWrypvpoBaHWe Ha ocHoee NpoTokona DHCP
ABTOMaTWueckoe oGHOBNEHNE BeiknioueHo -
@ain KoHUrypaumm
WHTepean o6HOBNEHWS KOH(UArypaLm, ¢ 300 =
dain Nno

WuTepean oGHoBneHns MO, ¢ 3600 5

ABTOKOHCDUryprpoBaHue no npotokony TR-069

O6wwe
BkniounTh KNHeHTa TR-069
Anpec cepsepa ACS hitp-/update local-9595
BKNIOYATL NEpPUOSMHECcKHi ONpoc
Mepwog onpoca, ¢ | 60 =
3anpoc coefWHeHuAc ACS
Mf nonk3osatens | acs
MNapone acsacs
3anpoc coeANHEHMA & KHEHTOM
Vmsi nonssoearens admin
Mapons admin
Hactporku NAT

Pexum NAT Off |

 [pUMEHNTE X OTMeHa
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ABTOKOHhUrypmposaHue Ha ocHoBe npotokosia DHCP

+ AsBmomamuyeckoe 06HoB/IEHUE — Bbl60p pexnma o6HOBNEHUA yCTDOI\/’ICTBa; BO3MOXHO HECKOJ1IbKO

BapWaHTOB:

* BbIK/Il04EHO — aBTOMAaTUYeCKoe 0OHOBMEHME KOHpUIypauumn n nporpamMHoro obecneyvyeHuns
YCTPOICTBA OTK/HOUEHO;

* KoHchuaypayus u O — pa3peLLeHo nepruogmyeckoe 06HOB/IEHNE KOH(UIypauum 1 nporpaMmmHoro
obecneyeHnst yCTpOICTBa,;

*+ To/IbKO KOHGhu2ypayusi — paspeLleHo nepnoamyeckoe 06HOBMEHME TO/bKO KOHMrypaumm
YCTPOWCTBA;

* Tosbko O — pa3peLLeHo nepruoamyeckoe 06HOB/IEHME TOMTBKO MPOrpamMMHOro obecneyeHns
yCTpOWCTBA.

lpuopumem napamempos U3 — faHHbI NapaMeTp onpegensieT, oTkyAa Heobxo4UMO B3SiTb Ha3BaHWA U
pacnonoxeHue gaisioB KOHUrypaumm n nporpaMMHOro obecnevyeHus:

« Static settings — nyTn Kk dpainam KoHUrypaumm 1 nporpaMmMHOro obecneyeHnst onpeaensatoTcs
COOTBETCTBEHHO M3 napameTpoB «Pali/1 KoHuaypayuu» n «Pads NO»; nogpobHee padboTy
asiropyTMa CMoTpuTe B pasgene Anroputv paboTel aBTOMATNYEeCKOro 06HOBNEHNS YCTPONCTBA Ha
ocHoBe npotokona DHCP;

+ DHCP options — nyTu K dharinam KoHgurypauum 1 nporpammHoro obecneyeHns onpeaenstorcs u3
DHCP onuuii 43 1 66 (ana aToro Heo6xoAMMO Anst ycnyrm HTepHeT BbiGpaTk npoTokon DHCP);
noapobHee paboTy asiroputma CMOTpUTE B pasgene Aroputv paboTsl aBTOMAaTUYecKoro
00OHOB/EHUA YCTPOMCTBA Ha OCHOBe npoTokosia DHCP.

®alin KoHghuaypayuu — NOMHbIVA NyTb K daiiny KoHdurypauum — 3agaértcs B coopmate URL (Ha gaHHbIi
MOMEHT BO3MOXHa 3arpy3ka haiina KoHgurypaumm no npotokony TFTP):

tftp://<server address>/<full path to cfg file>
rae < server address > — agpec TFTP-cepBepa (4omeHHoe ums unau IPv4),
< full path to cfg file > — nonHbIA NyTb K haitny KoHUrypauum Ha cepBepe.

VIHmepsas1 06HOB/1EHUST KOHGbu2Ypayuu, ¢ — NPOMEXYTOK BPEMEHUN B CEKYHAAX, Yepes3 KOTOPbIi
oCyLLecTBAseTCs nepmognyeckoe o6HOBEHNe KOHGUrypauumn ycTpoinctea. Boibop 3HaueHns 0
03Ha4yaeT oAHOKpaTHOe 0O6HOB/IEHNE TOMbKO Cpasy Moc/ie 3arpy3ku yCTPOMCTBa;

®alin MO - NonHbIN NyTb K (paiiny nporpammHoro obecneveHus — 3agaértcs B chopmarte URL (Ha
[laHHbIi MOMEHT BO3MOXHa 3arpy3ka ¢paiina Mo no npotokony TFTP):

tftp://<server address>/<full path to firmware file>
rae < server address > — agpec TFTP-cepBepa (4omeHHoe ums unau IPv4),
< full path to firmware file > — nonHbI NyTb K chaiiny MO Ha cepBepe.

ViHmepsan o6HogseHusi O, ¢ — NPOMEXYTOK BPEMEHMN B CeKyHax, Yepes KOTopblii OCyLLeCTBASIETCA
nepuoanyeckoe 06HOB/IEHME NMPOrPaMMHOr0 o6ecneveHunst ycTpoicTea. Bbibop 3HaueHusi 0 o3Hauaet
0fiHOKpaTHOe 06HOB/IEHUE TO/ILKO Cpasy Moc/ie 3arpy3Ku yCTpoicTaa.

[JeTtanbHoe onvcaHve asiroputma aBToMaTtnyeckoro 06HoBMeHNsA Ha ocHoBe npoTtokona DHCP cmoTpuTe B
pazgene ANroputm paboTbl aBToMaTnyYeckoro 06HOB/IEHNS YCTPONCTBA Ha ocHOoBe npoTokona DHCP.

ABTOKOHhUrypuposaHue no nportokony TR-069

o6wume

Bksrowums kueHma TR-069 — npu ycTaHOBNEHHOM (hriare paspelleHa pabota BCTPOEHHOIO K/iMeHTa
npotokosna TR-069, nHave — 3anpeLyeHa.

+ Adpec cepsepa ACS — agpec cepBepa aBTOKOH(purypmpoBaHus. Agpec Heobxoanmo BBOAUTL B

thopmarte http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec nnum gomeHHoe
nvst ACS-cepBepa, <port> — nopt cepBepa ACS, no ymonyaxuio nopt 9595). Bo BTOpom criyyae KIneHT
6yaeT ncnonb3osBatb 6e3onacHblin npotokosn HTTPS ansa obmeHa nHdopmaumeii ¢ cepsepom ACS.
Bkrroyums nepuodudeckud onpoc — nNpu ycTaHOB/IEHHOM dp/iare BCTPOEHHbIN kineHT TR-069
ocyLlecTBAseT nepuoguyecknii onpoc cepsepa ACS ¢ MHTepBasiOM, paBHbIM «[1epuody onpocar, B
cekyHgax. Llenb onpoca — 06HapyXuTb BO3MOXHbIE N3MEHEHWST B KOHDUTypaLmm YCTPOICTBA.
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3anpoc coegnHeHus ¢ ACS

* VImsi nosib3osamerisi, [Maposib — UMS NMoMb30BaTeNs U Naposib ANst AocTyna kneHTa k ACS-cepeepy.

3anpoc coeAVHEHUsI C K/IMEHTOM

* VImsi nosib3osamerisi, [aposib — UMs NoIb30BaTe s U Naposib Ansi goctyna ACS-cepBepa K KIMEeHTY
TR-069.

HacTtpovikn NAT

Ecnu Ha nyTn mexay kKnmeHToM 1 cepepoM ACS nmeeT mecTo npeobpasoBaHue ceTeBbix agpeco (NAT -
network address translation) — cepeep ACS MOXET HEe UMETb BO3MOXHOCTb YCTAHOBUTL COEANHEHUNE C
K/INEHTOM, EC/IN HE UCMNO/b30BaTh ONpeAesieHHble TEXHO/I0MMK, NO3BO/IAIOLLME 3TOTO n3bexarb. ITu
TEXHOMOTNM CBOAATCA K ONpeaeneHnto KNMEeHTOM CBOETO Tak HasbiBaeEMOro ny6/MyHoro agpeca (agpeca NAT
WM NO-ApPYroMy — BHELLHETO agpeca LU/3a, 3a KOTOPbIM YCTAHOB/EH KMEHT). Onpeaenns cBo Ny6anyHbIi
agpec, KNMeHT coobLLaeT ero cepeepy, 1 cepsep B fasibHeleM A5 YCTaHOBEHUSA COeUHEHUS C K/TMEHTOM
NCNO/b3YET YXXe HEe ero NoKasibHbI agpec, a NyoenNYHbINA.

+ Pexxum NAT — onpegensiet, Kakum 06pa3oM KIMEHT A0/HKEH NONYUYUTb MHOpMaLUIO O CBOEM
ny6nnyHom agpece. Bo3MOXHbI CneyroLme pexuMsl:

+ STUN - ucnonb3oBatb npotokon STUN an1s onpegeneHunsa nyoenmyHoro agpeca;

* Manual — py4Hoii pexxwum, korga ny6nyHbIl agpec 3afaeTcst ABHO B KOHUrypaumm; B 3TOM
pexvme Ha yCTPOICTBE, BbiNonHsAWweM yHkumm NAT, Heobxoanmo [o06aBUTb NpaBuIo
npo6poca TCP-nopTa, ncnosb3yemoro kanmeHTom TR-069;

+ Off — NAT He ncnonb3yeTcsa — AaHHbIA peXrM pekoMeHAYeTCA NCNONb30BaThb, TO/IbKO Korga
YCTPOMCTBO NOAKNOYEHO K cepBepy ACS Hanpsimyto, 6e3 npeobpa3oBaHns ceTeBbIX afpecos. B
3TOM cnyyae ny6/myHbIA agpec coBnagaeT C /IOKaUlbHbIM aApecoM KneHTa.

Mpw BbiGOpe pexnma STUN Heo6xoaMMo 3a4aTh crieaytoume HacTPOMKK:

+ Adpec STUN-cepsepa — IP-agpec nnn gpomeHHoe ums STUN-cepsepa;

« Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonuaHuto 3HaueHune 3478);

* MuHumasibHbIl nepuoo onpoca, ¢ n MakcumasibHbIU nepuod onpoca, ¢ — onpefensoT UHTepsa
BpeMeHV B CeKyHAax AJ/1a OTNpaBku nepuoamyeckux coobuieHnii Ha STUN-cepsep ¢ uesbio
06HapyXeHuns n3MeHeHus Ny6/IM4YHOro agpeca.

Mpw BbIGOpE pexnma Manual ny6nnyHblii agpec kaveHTa 3agaeTcs BpyyHyto yepes napametp Adpec NAT
(appec HeobxoayMo BBOAUTL B chopmarte IPv4).

Mo npotokosny TR-069 BO3MOXHO NPOM3BECTN OCHOBHOE KOHOMIypUpoBaHMe YCTPoCcTBa, 06HOBNEHME
nporpaMMHOro o6ecneyeHms], YTeHe nHopmauum o6 yctpolictee (Bepcus MO, Moaens, CepuiiHbli HOMep 1
T.4.), 3arpy3Ky U BbIrpy3Ky Lienioro chaiina koHdpurypauum, yaasieHHyo nepesarpysky ycTpoicTea (noagepxaHbl
cneundcpmkauyum TR-069, TR-098).

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHeCEHUsI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». 0N OTMEHbI UBMEHEHWNIA HAXXMUTE KHOMKY «OmmeHa».
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5.4.9 MoameHo «[JonoaHUTEbHbIE HACTPONKM»

B nogmeHto «[JonoHMTENbHbIE HACTPOMKM» MOXHO BK/IoUMTbL UPNP, ykasaTh 3apesepsupoBaHHblie VLAN ID,
BK/1HOUNTL/BbIKNIOUNTL TexHonorunveckunii Wi-Fi, a Takke HaCTpouTb sioKkasibHoe ynpasneHue yepes Ethernet.

UPnP

Brnouuts UPnP - @

3apesepBupoBaHHble VLAN ID
HauanbHbiid VLAN ID 1 <

KoHeuHbIA VLAN ID

JNokansHoe ynpaeneHue yepes Ethernet
Biwouedo @
IP-agpec ynpasneHns 192.0.3.1

Macka 255.255.255.0

TexHonornyeckuii Wi-Fi
Wi-Fiswnouen @

Kontburypuposasve yepes HTTRP/HTTPS

UPnP

© noamerio «UPNP» A0CTYMHO TOMLKO B peXuMe MapLLpyTu3aTopa.

MpoTtokon UPNP ncnosnb3yetcs HEKOTOPbIMU NpUioxeHusiMu (Hanpumep, DC-knneHTaMm, TakuMm Kak
FlylinkDC++) gnsi aBTOMaTmyeckoro cosaaHusi npasun npoépoca TCP/UDP-NopToB, UCNO/b3yeMbIMU 3TUMM
NMPUIOXEHMAMMU, Ha BbILLeCcToALWEeM MapLipyTusaTope. PekomeHgyetcs sknounts UPNP ansa obecneveHns
paboTbl cepBMcoOB 06MeHa halinamu B ceTu.

* Bkmroyums UPNP — npu yctaHoBNeHHOM dhniare npotokost UPNP BkntoveH, MHave — BbIK/THOYEH.
3apesepBuposaHHbie VLAN ID

3apesepsupoBaHHble VLAN ID — cnucok cnyxebHbix VLAN, ncnosb3yemMbiX YCTPOUCTBOM A1 BHYTPEHHUX
uenei.

* HayasibHbIl VLAN ID — HavanbHblin Homep VLAN;
* KoHeuHbIl VLAN ID — koHeuHblin Homep VLAN.

NokanbHoe ynpasneHue yepes Ethernet

NokanbHoe ynpasneHve yepes Ethernet — Bo3moxHOCTL focTyna Ao yctpolictea 6e3 Tera yepes Ethernet B
pexume paboTbl «MocT» npu BkoYeHHOM «VLAN trunk».

* BK/1l04EHO — Npu yCTaHOBNEHHOM (hriare noKasibHoe ynpas/ieHne yCTpoCcTBOM ByaeT AOCTYMNHO 6e3
Tera;

« IP-adpec ynpasneHusi — |P-agpec Ethernet-uHtepdelica ycTpoiicTBa B /10Ka/IbHOW ceTu (Mo yMOo4YaHuto

192.0.3.1);
+ Macka — macka nogcetu.
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TexHonorunuyeckuit Wi-Fi
+ TexHonorunyeckuit Wi-Fi (goctyneH Tonbko Ha WB-2P-LRS5 rev.C) ucnonb3syetcsi npu toctmposke Wi-Fi

(nyHkT FOCcTMpoBKa ycTpoiicTea). Mpu BKIYEHHOM TexHonormyeckom Wi-Fi K ycTpoACTBY MOXHO
noakntountbest Wi-Fi-knineHToM yepes oTkpbITyto ceTb ¢ SSID «EltexWiFi» (auanasoH yactot 2.4 ITw):

*+ Wi-Fi s8k/1toueH — npu yctaHoBfieHHOM donare TexHonornveckuii Wi-Fi BK/ItOYeH, nHave —
BbIK/ItOYEH. 10 ymonuaHuto TexHonornyeckuii Wi-Fi Bk/itoueH;

* KoHopuaypuposaHue 4epes HTTP/HTTPS — npwu yctaHoBNeHHOM ¢hriare fOoCTynHa BO3MOXHOCTb
KOHpMrypupoBaHus yctpoicTaa vepes TexHonormnyeckuin Wi-Fi. Mo ymonuaHuto
KoHourypuposaHue yepe3 HTTP/HTTPS BbikntoueHo.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaXXMUTe KHOMKY «[TpuMeHumsb». Ns OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OmmeHa».

Bo n36exaHne HecaHKLMOHMPOBAHHOIO A0CTYyNa K yCTpoincTBy nocne toctuposku Wi-Fi Heobxognmo
BbIKOUYUTL TexHonormnvecknii Wi-Fi.

6 MNpumep HACTPOWNKK

B oaHHOM pasgene npvBeaeH NpMmep nepBoHavYasibHON HACTPOIiKM YCTPOCTBA A1 NOAKMOUEHNS K 6230801
cTaHUuW.

© B agpecHoii cTpoke 6pay3epa BBeguTe IP-agpec ycTpoiicTea (no ymonuanuto 192.168.1.1, ecnu

YCTPOIACTBO He nonyunno aapec no DHCP). Mpu ycnewHoM NoAKUYEHUN K YCTPOCTBY NOSIBUTCS
OKHO C 3aMpoCOM /I0TMHA 1 Napons. 3anoIHUTE NOMS U HAXMUTE KHOMKY «BoliTu». Mo ymonyaHuo —

norvH: admin, napons: password.

WB-2P-LR5 rev.B RU -

TNorux

Mapone:

Ecnun 310 OKHO He NosIBUMIOCh, y6eanTech, 4To MK HaxoauTcs B OfHON CETU C YCTPOCTBOM.

74



PykoBOACTBO No akcnyatauyum WB-2P-LR5

MOHHTOPHHT m Cucrema

HacTpoika MAC-anpecos Ceresoi zkpad  Mapwpytnzauna  SNMP

Ofwme HacTpoiikk

WA xocTa

BHewHas ceTb

Pexnu yeTpaitcTea
HacTRoMKI NoAKAoHEHMR

SSID

Pexuw 802.11

WnpuHa kaHana

Pexuu GezonacHocTn

MouwwocTs curHana (aBu)

Koparkni 2awn THER WHTEpBEaN
PHRCAPOBAHHAR LUSHTRANLHAR YaCTOTa
Cnncox pazpewsHHLx kaHanoe
KaHansHan ckopocTe Nepeaasm
MakchmansHan copocTs NEpeaa
Oxnaanme ACK

Pexwnw patoTu

Mpwnopwuter

MpoTokon

Pexum VLAN Trunk

AnsTepHaTMeHEA Vendor |D (onuns 60)
‘Vendor 1D (onum= 60)

MNepenuHui DNS

Bropuunuit DNS

om Tpadhika

WeAnsp

v MEHTE X OTmens

Wi-Fi Knneut
802.11ac

80 My

Off
24

Y[z

Lo

»
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Ha cTpaHuue «MHTepHET» B MeHto «CeTb» HAcTpavBaeTCsl BHELLHEE COeMHEHNE.

1. B none «Pexum paboTbl» BbIGEpUTE HYXHbIV pexmmM paboTbl: MocT nnn MapLupyTusatop.

2. Ecnv ana nogxntoyeHus K ceTu nposalifepa Ucnosb3yTes cTaTuyeckme HacTPoiiku, To B Nose
«MPOTOKO/» HYXXHO BblOpaTh 3HaYeHune «Static», 3anonHUTL nonsa «IP-agpec», «Macka nogcetu, «LLno3
Mo YMO/TYaHUIO».

3. «MepBuyHbIli DNS» 1 «BTopryHbIi DNS» — 3HaueHns napameTpoB NpefoCcTaBisaTCs NpoBaigepom.

Heobxoanmo HacTpOUTb NOAKNKYEHNE K 6A30BO CTaHLMN.

1. B none «SSID» ykaxuTe ngeHtngmkatop 6ecnpoBogHOi CETU, K KOTOPO HEOBX0AMMO NPOU3BECTH
NMOAK/TOYEHMe.

2. B none «Pexnm 6e30MmacHOCTV» BbIOGepUTE pexnm 6e30nacHOCTH, MO KOTOPOMY OCYLLIECTB/IAETCA
ayTeHTUdMKauns B JaHHOW CETU 1 3aaliTe Kk, eCNN UCNO/b3YETCS CETb C LUMIPOBAHNEM.

3. Tocne HaxaTns Ha KHOMKY «[lpuMeHUMb», aBOHEHTCKast CTaHUMA BbINOSHUT NOUCK yKazaHHoro SSID B
ahmpe n Npy 06HaPY>XEHUN BbINOHMT MOMbITKY NOAK/IYEHUSA K 6a30BOI CTAHLUMMW C YKa3aHHbIMU
napameTpamu.

4. Ecnv napameTpbl yKa3aHbl KOPPEKTHO M YPOBEHb CUTHaA AOCTATOUHbIN, NPOM30AET YCNELHOoe
MOAK/TOYEHVE.

7 OrpaHuyeHne konnyecTsa nsydyeHHbix MAC-aapecoB (mac-learning limit)

[nsa BknoveHus oyHKUMOHana orpaHnyeHns konuyectaa nsyyeHHoix MAC-agpecos Heo6xoanMmo
NOAK/UNTLCA K YCTpoKcTBY No Telnet/SSH 1 3agaTh HECKONBKO KOMaHA HACTPOKN.

OrpaHuyeHne KonnyecTea N3yuyeHHbIx MAC-agpecoB

root@WB-2P-LR5:~$ setconf Internet.Network EnableMacLearningLimit 1 Bk/itoueHvie orpaHnyeHms
Konn4yectBa n3yvyeHHbIX MAC agpecos. [ina oTkoveHnsa seeguTe 0.

root@WB-2P-LR5:~$ setconf Internet.Network MacLearningLimit 100 [ /106a/1bHOe OrpaHuyeHve yicna
MAC-agpecoB (Wi-Fi+Ethernet). Bo3MOXHble 3HauyeHus:: 1-2048. Mo ymonyaHuio - 2048, He peKkoMeHayeTCA
MEHSATb.

root@WB-2P-LR5:~$ setconf Internet.Network WifiMacLearningLimit 100 OrpaHuyexve ynicia MAC-
ajpecoB CO CTOPOHbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048.

root@WB-2P-LR5:~$ setconf Internet.Network EthMacLearningLimit 100 Orparuyexve yicna MAC-aapecos
CO CTOPOHbI Ethernet. Bo3aMOXHble 3Ha4eHus: 1-2048.

root@WB-2P-LR5:~$ setconf Internet.Network DropUnknownUcastSrc 1 Bk/itoueHvie 3anpeta nepeaaqn
Tpadmka oT yCTpocTB, MAC-agpeca KOTOpbIX Obl/IM HE N3yYeHbl U3-3a NPEBbILEHUS KaKoro-1mobo
orpaHuyeHus n3ydeHHolx MAC-agpecos. 114 oTknoyeHua seeanTte 0.

root@WB-2P-LR5:~$ setconf Internet.Network DropUnknownUcast 1 Bk/iloueHvie 3anpeta nepegasv
Tpadomka Ha HensyyeHHble MAC-afpeca (ToMbKO unicast). na oTknoveHnsa seeaute 0.

8 Wennep Unknown Unicast Tpadvka

Ha WB-2P-LR5 ecTb BO3MOXHOCTb OrpaHnMunTb ckopocTb Ans Unknown Unicast-Tpadvka, nepegaBaemoro B
CTOpoHy 6a3oBoit ctaHumm (Uplink).

[ns BkAoueHns n HacTpoiikun wennepa Unknown Unicast Tpadvka HE06X0AMMO NOAKNHOUNTLCS K YCTPOCTBY
no Telnet/SSH 1 3agaTb HECKONBKO KOMaHA, HACTPOWKN.
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HacTtpoiika weitnepa Unknown Unicast Tpachuka

root@WB-2P-LR5:~$ setconf Internet.WiFiClient UnknownUnicastShaperMode Manual Bk/itoueHne
wennepa Unknown Unicast Tpadmka. Ana otknoveHnsa seeaute Off. [0 ymonyaHuio BbIK/THOYEH.
root@WB-2P-LR5:~$ setconf Internet.WiFiClient UnknownUnicastShaperLimit 5000 HacTpoiika
orpaHuyeHus ckopocTtu ons Unknown Unicast Tpadpyika B Kout/c. MapameTp MOXET NpUHUMATh 3HaYeHUS
oT1 0 go 200000.

9 LoopBack Detection

WB-2P-LR5 nogaepxusaet pyHKumio LoopBack Detection. Ecnn doyHKLMOHaAN BK/IOYEH aBOHEHTCKasA CTaHLus
NPOBEPSAET Ha/IMYMe NeTeslb Ha HMKECTOSALLEM 060pyL0BaHUN 1, B Crlyvae ux o6HapyxeHus, 6rnokupyet LAN-
NoOpT Ha 3aflaHHOEe B KOHUrypaLmmn ycTpoicTea BpeMs. Hamuve netesib NpoBepsieTcs C NOMOLLbIHO OTNPaBKM
cneumasnbHbIX HeTermpoBaHHbIX nakeToB B LAN-ceTb ¢ agpecom HasHaueHus cf:00:00:00:00:00.

B cnyyae 6/10kMpoBKN NOpTa, €C/iv Ha aBOHEHTCKOWM CTaHUMM HAaCTpoeHa oTnpaska coobLieHuii Ha Syslog-
cepsep, oTnpasnseTcsa nHgpopmaynoHHoe coobuieHne ¢ Tekctom "Loopback detected on ethQ", nocne
pa3610KNPOBKM NopTa Ha cepsep oTnpasnsetcsa coobuieHne "Port eth0 recovered”. Ctatyc LAN nopta B
MOHUTOPUWHIE YCTPOMCTBa MEHSAETCA Ha "BbikN." Ha Bpems AeCTBUA G/IOKMPOBKM.

[nsa BknoveHus n HacTpoiikn LoopBack Detection Heo6xoanMo NoaKNHUMTLCA K yCTpoincTey no Telnet/SSH u
3a4aTb HECKO/IbKO KOMaH/[, HaCTPOMKK.

HacTtpoiika LoopBack Detection

root@WB-2P-LR5:~$ setconf Internet.Network LoopbackDetectionEnable 1 Bk/itoueHve LoopBack Detection.
[nsa oTknoveHus seeaute 0. Mo yMoN4aHUo BbIK/HOUEH.

root@WB-2P-LR5:~$ setconf Internet.Network LoopbackDetectioninterval 15 HacTpoiika nHtepsana
BPEMEHU MeXy OTNPaBKOM NakeToB 06HapYyXeHns nNeTnu. MapameTp MOXEeT NpUHUMAaTb 3HauYeHns OT 1 Ao
86400 cekyHA. Mo ymonyaHuto - 2.

root@WB-2P-LR5:~$ setconf Internet.Network LoopbackDetectionRecoveryTimer 60 HacTpoiika BpemMeHn,
B TeueHune KoTtoporo LAN-nopT 6yaeT 3ab/10KkMpoBaH. MNapameTp MoOXeT NpuHMMaTh 3HadueHust oT 1 Ao 86400
cekyHA. Mo ymonyaHuio - 60.

10 Vlan Mapping
WB-2P-LR5 nogaepxusaet pyHKumoHan Vian Mapping, KOTOpbIil NO3BONSET:

N3meHATb VLAN Tpaduka;

CHumartb VLAN c TermpoBaHHOro Tpadvka;

HasHauaTb VLAN Ha HeTermpoBaHHbIi Tpaduk;

MeHsATb npuoputeT 802.1p Tpadmka, koTopblli 6yaeT otnpasneH Ha Wi-Fi- unun Ethernet-nHtepdeiic
YCTPOWCTBa;

5. YctaHaBnueatb ouepeab WMM, B COOTBETCTBUN C KOTOPOW Tpaduk 6yaeTt otnpasneH Ha Wi-Fi-
nHTepdeiic.

pOd =

Mpasuno Vlan Mapping cocTounT 13 cneayoumx napameTpos:
<ETH VLAN ID>:<WLAN VLAN ID>:<ETH PRI>:<WLAN PRI>:<FORCE WMM>

+ ETH VLAN ID — Homep VLAN Tpacpumka, KoTopblii npuxoaut/oTnpasnserca Ha Ethernet-uHtepdpeiic
YCTPOWCTBa;

* WLAN VLAN ID — Homep VLAN Tpadivka, koTopblli npuxogut/otnpaensetca Ha Wi-Fi-nHtepdelic;

+ ETH PRI — npuoputeT 802.1p, KOTOpPbIA NpucBanBaeTcs Tpaduky, oTnpasnsemomy Ha Ethernet-
NHTEepdeiic yCTPONCTBa;

+ WLAN PRI — npuoputeT 802.1p, KOTOpbI NpucBanBaeTcsa Tpaduky, otnpasnsemomy Ha Wi-Fi-
nHTEepdeic;
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* FORCE WMM — B COOTBETCTBUM C Kakoi ouepenpto Tpadvk 6yaet otnpasnaTeca Ha Wi-Fi-uHTepdelic.
Bo3moxHble 3HaveHunsa napamerpa FORCE WMM:

0 — BK;
1 — BE;
2 -Vl
3—Vo.

© [na pa6othi Vlan Mapping Tpe6yetcs BkntounTs Vian Trunk.

Hwxe npeactaBneHbl npumepbl HacTpoiikn Vlian Mapping Ha WB-2P-LR5:

1. Cnsatne VLAN 100 c Tpadimka, npuxogsiiero Ha Ethernet-nHTepdpeiic ycTpoiicTBa ¢ nocneanytoLLeii ero
oTnpaskoii Ha Wi-Fi-nHtepdeiic B HeTernposaHHoOM Buge. MNMpu nepegade Tpaduka B 06patHoM
HanpasneHun — ¢ Wi-Fi-nHtepdeliica Ha Ethernet-nHtepdelic, Ha HeTernpoBaHHbIi Tpaduk 6yaeT
Ha3HayeH VLAN 100:

root@WB-2P-LR5:~$ setconf Internet.Network VlanMapping 100:-::: Co3aaHvie npasuia Vian Mapping.
root@WB-2P-LR5:~$ setconf internet.Network UseVlanMapping 1 Bk/iloueHne ncnosb30BaHns
npasunaVlan Mapping. /19 BblkntoueHnA pyHKUMOHana seeauTe 0.

2. HasHauyeHve VLAN 200 Ha HeTermpoBaHHbIin Tpaduk, npuxogawmin ¢ Ethernet-nHtepdcpeiica Ha
YCTPOWCTBO C nocneaytowen nepegayein ero Ha Wi-Fi-nHtepdelic. Mpn nepegaye Tpaduka B 06patHOM
Hanpasnexnun — ¢ Wi-Fi-uHtepdpelica Ha Ethernet-uHtepdelic, ¢ Tpaduka 6yaeT cHumatbes VLAN 200 n
oTnpaenATbcA Ha Ethernet-nHtepdoeiic B HeTermpoBaHHOM BUE:

root@WB-2P-LR5:~$ setconf Internet.Network VlanMapping -:200::: Co3gaHune npasunaVian Mapping.
root@WB-2P-LR5:~$ setconf internet.Network UseVlanMapping 1 Bk/iloueHne ncnosb3oBaHns
npasunaVlan Mapping. /19 Bblkto4eHMA PyHKUMOHaa BBeauTe 0.

3. N3meHeHue VLAN c HasHaveHueMm npuoputeTtos 802.1p u yctaHoBieHneM ovepean WMM.
Ha Ethernet-untepdeiic yctpoiictea npuxogut Tpaduk VLAN 500. Mepepn otnpaskoin Tpaduka Ha Wi-Fi-
nHtepdpeiic ero VLAN 500 meHsietcst Ha VLAN 200, BbicTasnsietcs npuoputet 802.1p paBHbIin 7, a
06paboTka NPOBOANTCA B COOTBETCTBMM C ovepegbio WMM — VI.
Mpun nepegadve Tpadurka B o6paTtHom HanpasneHun — ¢ Wi-Fi-nHtepdelica Ha Ethernet-nHtepdelic,
VLAN 200 meHsieTca Ha VLAN 500, npuoputet 802.1p ctaHOBUTCA 4:

root@WB-2P-LR5:~$ setconf Internet.Network VlanMapping 500:200:4:7:2 Co3zaHve npasuia Vlan
Mapping.
root@WB-2P-LR5:~$ setconf internet.Network UseVlanMapping 1 Bi/iloueHne ncnosib3o8aHns
npasunaVlan Mapping. /19 Bblknto4eHMA pyHKUnMoHaa seeauTe 0.

4. [Ina ynaneHus npasuna Hy>XHO BBECTU KOMaHay:

root@WB-2P-LR5:~$ setconf Internet.Network VlanMapping '’

11 CnekTtpoaHasim3artop

UT06bI BOCMOML30BaTLCA BCTPOEHHbIM crekTpoaHanmn3aropom Ha WB-2P-LR5 Heo6xoanmo NoAK/IounTLCA K
ycTpoiicTay no Telnet nnn SSH.

3anyck npou3BoaMTCS KOMaHAol: spectrum-analyzer.

Bpemsi aHann3a Bcex paavokaHasioB AvanasoHa cocTaBnseT NpUMepPHO 5 MUHYT.

© O6patnTe BHUMAHME, UYTO Ha BpeMsi paBoThbl CNeKTpoaHaM3aTopa Npou3oiAeT oTKIoUeHe OT
6a30BOIi CTaHLMM [0 Tex Nop, NoKa CNeKkTpoaHaIM3aTop He NPeKpaTuT CBOK pPadoTy.
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Pe3ynbTtaT MOXHO NOJTyYnTb C NMOMOLLBI0 KOMaHbl spectrum-analyzer-result. B koHconb 6yeT BbigaHa
MHchopMaums 0 3arpyske Kaxgoro paguokaHana (B npoueHTax):

root@wB-2p-LR5:~$ spectrum-analyzer
Spectrum analyzer scanning 1in progress

root@wB-2p-LR5:~$ spectrum-analyzer-result

node: Monitoring.Network.SpectrumAnalyzer
name: 32, value: 0
name: 33, value: 0
name: 34, value: 3
name: 35, value: 3
name: 36, value: 18
name: 37, value: 8
name: 38, value: 6
name: 39, value: 7
name: 40, value: 40
name: 41, value: 8
name: 42, value:
name: 43, value: 5
name: 44, value: 15
name: 45, value: 4
name: 46, value: 7

IN
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12 Anroputm paboTbl aBTOMATN4ECKOro 06HOB/IEHNS YCTPOMCTBA HA OCHOBE
npotokona DHCP

Cete  IP-tenesmpenwe OISR
Bpems Ooctyn HypHan MNaponu NPBENEHWE KOHDKTYPaLWeR DGHOENEHKE NPOMPEMMBOND oSecnedaHrs Nepe3ampyxa [l onOMHMTENEHLE HECTP oMM

ABTOKOH(WIYpUPOBAHWE Ha OCHOBe npoTokona DHCP

AsTomaTwseckoe obkoanenne Komguerypayma u MNC v

MPHOPMTET NBPSMETPOB U3 DHCP options ¥

Dann KoHDRrypayne

WrHTepean oSHOBNEHUSA KOHDHIyDaLMn, ¢

Hrtepean obnosnenis MO, ¢ 3600

ABTOKOHWIypUMpoBaHue no npotokony TR-069
OBwme
BrACMMTD KNeerTa TR-068 &
Anpec cepespa ACS http:/1192.168.16.160:9555
BRAKYMTE NEQWOIMHECKNA Onpoc 0
Mepwog onpoca, ¢
3anpoc coeqMHEHNA ¢ ACS
VImA nonsaceaTens
Naponk
Sanpac COEQMHEHMA C KNHEHTOM
Wma nons3cesTens
Mapone
HacTposm NAT
Pexama NAT Off v
o OTmesa

ANroputm pa6oThl NPoLIeypbl aBTOMATUYECKOT0 06HOB/IEHUS YCTPOWCTBA ONpeae/iseTcsl 3HaueHnem
napametpa «/Tpuopumem napamempos u3».

Ecnun BbibpaHo 3HauveHune «Static settings», To U3 napameTpoB «Padis1 KoHgbuaypayuu» n «dadin MNo»
onpeaensieTcs NnonHblli NyTh (BK/OYas NPOTOKON AOCTyna 1 agpec cepBepa) K chaiinam KoHdurypauum n
nporpaMMHOro obecneyvenus. MonHbIA NyThb yKasbiBaeTcs B popmate URL:

<protocol>://<server address>/<path to file>, rge

+ <protocol> — npoTokon, MCNonb3yeMblii 415 3arpy3Kn COOTBETCTBYHOLLENO (haiina c cepBepa
(nopaepxmBaetcs npotokon TFTP);

« <server address> — afjpec cepBepa, C KOTOPOro HEO6GX0AMMO 3arpy3uTb hain (4OMeHHOEe UMS 1N
IPv4);

+ <path to file> — nyTb K chaiiny Ha cepsepe.

B URL gonyckaeTcs Mcnonb30BaHue CrefyHoLivx MakpocoB (3ape3epBrpoBaHHbIe C10Ba, BMECTO KOTOPbIX
YCTPOIACTBO MOACTaBNSAET ONpeAeNieHHble 3HAUYeHUs):

+ SMA - MAC address — BmecTo AaHHoro Mmakpoca B URL chaiina ycTpoiicTBo noactasnser
cobcTBeHHbI MAC-aapec;

+ SSN - Serial number — BmecTo gaHHoro makpoca B URL ¢haiina ycTpoiicTBo noactaBnsiet
COGCTBEHHbI CEPUIHBIV HOMEP;

« SPN - Product name — BMecTO JaHHoro Mmakpoca B URL cpaiina ycTpoiicTBo nofctasnser
HasBaHue mogenu (Hanpumep, WB-2P-LR5).
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MAC-agpec, cepuiiHblii HOMep U Ha3BaHue MOAENN MOXHO NOCMOTPETb B PEXMME MOHUTOPUHIA Ha
CTpaH1Le MEHI0 «YCTPOWCTBOY.
Mpumepsbl URL:

tftp://download.server.loc/firmware.file, http://192.168.25.34/configs/WB-2P-LR5//my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg, http://server.http/SPN/firmware/SMA.frm n 1.4,

Mpwn aTOM gonyckaeTcs onyckatb HekoTopble napameTpbl URL. Hanprmep, dhainn KoHdurypaumm MoxHoO
3ajarb B TakoM hopmare:

http://192.168.18.6
nnm
config_wb.cfg

Ecnu n3 URL-chaiina koHdurypaumm nim nporpaMMHOro obecneyeHms He yaaéTtcs u3B/eyb Bce
HeobxoauMble Af1s 3arpy3ku haiina napameTpbl (MPOTOKON, aapec cepeepa W NyTb K doaliny Ha
cepBepe) — 6yAeT NpousBeAeHa NonbITka N3BeYb HEU3BECTHBIN NapameTp u3 DHCP-onuwuii 43 (Vendor
specific info) unn 66 (TFTP server) n 67 (Boot file name), B cnyyae ecnu B ycnyre VIHTEPHET yCTaHOB/IEHO
nonyyeHvie agpeca no npotokosy DHCP (cpopmat n aHanus DHCP onuuii 6yaeT npuBeaéH Hxe). Ecnm ns
DHCP-onuuii He nonyyaeTcs U3Bevb HegoCTalLWNIA NapameTp, 6y4eT NCNoMb30BaTbCs 3a4aHHoe
3Ha4YeHne Mo yMoHaHuio:

* Ans npotokona: tftp;

« NS agpeca cepsepa: update.local;

* AN umeHn chaiina koHdurypaumm: wb-2p-Ir5.cfg;

* AN MeHun chaiina nporpammHoro obecneveHus: wb-2p-Ir5.fw.

Taknum o6pasom, ecniv nons «Padis1 KoHghuaypayuu» n «Padsn NO» oCcTaBUTb NYCTbIMU, U MO NPOTOKOY
DHCP He 6yaeT nony4yeHbl onumm 43 nnm 66, 67 ¢ ykazaHMem MecTononoxeHus atux caiinos — URL
dharina koHdurypaumm 6yaet UMeTb BUA,

tftp://update.local/wb-2p-Ir5.cfg,
a URL dpanna No:
tftp://update.local/wb-2p-Ir5.fw.

Ecnu Bbi6paHo 3HauyeHne «<DHCP options» — URL-thaiinioB KOHMUrypaumm 1 nporpaMmMHOro obecrneyeHms
n3snekatotrca n3 DHCP-onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), gns vero B
ycnyre VIHTEPHET [O/KHO ObITb YCTAHOB/IEHO MosyyYeHre agpeca no npotokony DHCP (chopmar 1 aHanms
DHCP onuuii 6yget npueegéH Huxke). Ecnun nz DHCP onuwii He yaaetcsa onpeaenuntb Kakoli-Hnbyas napameTp
URL — ona Hero ncnonb3yetcs 3aiaHHoe 3HauyeHne no yMOYaHuIo:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

* AN umeHn chaiina koHdurypaumm: wb-2p-Ir5.cfg;

* AN MeHun chaiina nporpammHoro obecneveHus: wb-2p-Ir5.fw.

®dopmat onyuum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>
1 — Kopg, agpeca cepBepa aBTOKOHUrypuposaHus rno npotokony TR-069;
2 — Kop, pnA ykasaHusa napameTpa Provisioning Code;
3 — KoA MeHu nonb3osaTens 4715 asTopusaunm Ha cepsepe TR-069;
4 - Ko napons ansa asropusaumm Ha cepeepe TR-069;

5 - kop agpeca cepBepa; agpec cepBepa 3agaetca B popmate URL: tftp://address nnu http://
address . B nepBom BapuaHTe yka3aH agpec cepsepa TFTP, Bo BTopom — HTTP;

6 — kog, MeHu haitna koHurypaumm;

7 — Kog umenun dpaiina MNo;
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| - 06513aTeNbHbIV pa3fennTesbHbIR CUMBO MEXAY KoAaMy U 3HaYeHUSIMU NOAONLUIA.

Anroputm onpegeneHus napamerpoB URL daiinoB KoHpUrypauum m nporpaMmMHoOro oéecrneyeHus us

DHCP onuuii 43 u 66, 67

1. NHnumnanunsauma DHCP-o6meHa
Mocne 3arpy3ku ycTpoicTBo nHuummpyet DHCP-06meH.

2. AHanus onumn 43
Mpu nonyyeHny onumm 43 BbINOSTHAETCA aHa/IM3 NOA4ONUMI € Kogamu 5, 6 1 7 ¢ Lenbio onpeaeneHus
agpeca cepsepa 1 UMEH hainnioB KOHUrypaumum n nporpaMMHOro obecneveHus.

3. AHauM3 onuun 66

Ecnu onuunsa 43 ot DHCP-cepsepa He nosny4veHa nnmbo nosydeHa, Ho U3 Heé He yaasniocb U3B/edb agpec
cepBepa — OCYLLEeCTBNSAETCA Nouck onuun 66. Ecnun nms caiina MO Takke He yaanocb NONyYnTb —

OCYLLLECTBNSAETCA NOUCK onummn 67. N3 HUX N3BMeKalTcAa COOTBETCTBEHHO aapec cepsepa TFTP v nyTb K

dhariny MO. fanee daiinbl KOHMrypayum n nporpammMHoOro obecneveHns 6yayT 3arpyxaTbCcsi ¢ agpeca u3

onuun 66 no npotokony TFTP.
Oco6eHHOCTN OGHOBIEHUS KOHhUrypaumm

®daiin KoHdurypauum gomkeH MMeTs chopmar .tar.gz (B 4aHHOM chopmMate NPoONCXoanT COXpaHeHve
KOHchurypaumm yepes web-nHtepdpeiic Bo Bknagke «Cuctemar - «Ynpas/ieHne KoHurypaumeii»).
3arpyeHHasi c cepBepa KoHurypauusi npuMeHsieTcsl aBToMaTMyeckn 6e3 nepesarpysku ycTpoiicTaa.

OCco6eHHOCTM OGHOBJ/IEHUS NPOrPamMMHOro oéecrneyeHus

®daiin nporpaMMHOro obecneyeHust Ao/HKeH UMETb chopmar .tar.gz . Mocne 3arpy3ku dpaiina Mo

OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrmoMy dhaiina version B tar.gz-apxmee).

Ecnu Tekywasa Bepcua nporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli chaiina, noanyyeHHoro no
npotokosy DHCP, o6HoBneHne MO npon3BoguTbCa He 6yaet. O6HOBIEHME NPOU3BOANTCA TOSIbKO B

C/liydae HecoBlnageHunsd Bepcvu7|. O 3anyLweHHOM npoLiecce 3anucu o6pa3a nporpaMmmMmHoro obecrneyeHns Bo

flash-namsiTb ycTpoiicTBa cBUAETENLCTBYET NOOYEPEAHOE LIMKINYECKOE MUTaHne nHavkatopa «<Power»
3e/1eHbIM, OPaHXEBbLIM 1 KPaCHbIM LIBETOM.

€ He oTknouaiiTe NUTaHNe U He Neperpyxaiite ycTpoiicTBO BO BpeMs 3anucy o6pasa Bo flash-namsThb.
[aHHble gelicTBUS NpuBeayT K YacTuuHol 3anucu MO, 4To paBHOLEHHO MopYe 3arpy304HOro pasaesna
ycTpoiicTBa. [lanbHeiilas pa6oTta ycTpoiicTea 6yaeT HEBO3MOXHaA. [1/11 BOCCTAHOB/IEHUS
pa6oToCcnoco6HOCTM YCTPOCTBA BOCMOMb3YITECH MHCTPYKLMEN, KOTopas NprBefeHa B pasaene
MpoLieaypa BOCCTAHOB/IEHUS CUCTEMBI Noc/ie c605 NPU 06HOB/IEHNM MPOTPAMMHOI0 06ecneyeHus .

13 lMpoueaypa BoCcCTaHOBEHUS CUCTEMbI Noc/ie c605 npu 06HOBAEHUN
nporpaMmMHOro obecnevyeHus

Ecnv npv BbINOMHEHNM NPOLIEAYPbI 06HOBMEHMS NPOrPamMMHOro o6ecnedeHust (Yuepe3 web-uHtepdoeiic unm

yepes MexaH13m aBTOMaTMUYecKoro 06HOB/IEHUsI Ha OcHOBe npoTokonia DHCP) npousoluen c6oii (Hanpumep,

13-3a CNy4aiiHOro OTK/IHOUEHUSI MUTAHKSA), B pe3ynkTaTe Yero JasbHelilas paboTa ycTpoiicTBa ctana
HEBO3MOXHOI1 (MHAMKaTOp «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCNO/b3YTECh CeayoLmM
anropMTMOM BOCCTAHOB/IEHUS pa60TOCNOCOGHOCTM YCTPOIACTBA:

+ PacnakyiiTe apxuB ¢ ¢haiiiom NnporpammMHOro o6ecneyeHusl.
+ Mogkntounte MK K NOPTY YCTPOICTBA, yCTAHOBUTE HA CETEBOM MHTepdheiice agpec 13 noaceTu
192.168.1.0/24.

+ 3anyctuTe Ha MK TFTP-knueHTa (ans Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B

KauecTBe agpeca yaaseHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaymn Bbibepute gaiin linux.bin 13

pacnakoBaHHOIo apxmea nporpamMmmHoro obecneyeHus.
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+ 3anycTuTe KomaHAy oTnpasku chaiisia Ha yaaneHHbIin xocT (komaHaa Put). [lo/mkeH 3anycTuTbCs
npouecc nepegayv caiina Ha ycTponCcTBO.

+ Ecnv npouecc nepegaumn dhaiina Hayancs, AoXANTECh EM0 OKOHYaHWSA, NOC/E YEro YCTPOCTBO
NPOM3BEAET 3annCb NPOrPaMMHOr0 06eCneyeHnst B NamsiTb 1 aBTOMATUYECKM BbINOMHUT 3anyck
cucTembl. Bpems 3anucy coctaBnsieT okosio 8 MUHYT. O6 ycnelwHoM BOCCTaHOB/IEHNM YCTPOCTBa
CBWAETENbCTBYET OpaHXEBbIA UM 3eMeHblii LBET MHAMKaTopa «Power». Mpun 3TOM Ha yCcTpoiicTBe
COXpaHsieTca KoHMrypaums, kotopasi 6bi1a 4o c60s. ECim NogknunTLCA K YCTPOMCTBY He yaaétes —
npousBeauTe c6pPOC Ha 3aBOACKNE HACTPOIAKM.

+ Ecnv npouecc nepegaun dhaiina He Hauascs, yb6eamTech B KOPPEKTHOCTM CETEBbIX HACTPOEK
KOMMblOTEPA M NONPoGYiiTe elle pas. B cnyyae Heygaum — yCTPOCTBO HEOBXOAMMO OTNPaBUTb B
PEMOHT /IM60 BbINOMNHUTL BOCCTAHOB/IEHWE, MOAKMOUMBLUMCE K yCTpoiicTBy no COM-nopTy Yepes
cneupanbHblii agantep (Npy ero HasIMunm).

14 TpunoxeHue A. 3anyck NPOM3BOJ/ILHOIO CKpunTa npu ctapTe CUCTEMbI

Mepuoanyeckn Bo3HMKAET HEOBXOAMMOCTb NPW CTapTe YCTPOMCTBA BbIMOHATL ONpeAeEHHbIe AeNCTBYS,
KOTOpble HENMb3sl OCYLLECTBUTL 3a4aHNEM ONpeAEeNEeHHbIX HACTPOeK Yepes haitn KoHdurypauum. ns atoro
Cnyyasi B yCTpOIACTBE NpeAyCMOTPeHa BO3MOXHOCTb Yepe3 KOH(IUIYpaLUMOHHbI (haiin HacTPOUTb 3anyck
MPOW3BO/ILHOIO CKPUNTA, B KOTOPbIA MOXHO NOMECTUTb JIH06YH0 XEeaeMyto Noc/nef0BaTe/IbHOCTb KOMaHA,

[ns 3anycka Npou3BoO/IbHOMO CKpUnTa B ghaiine koHdurypauum cfg.yaml cozgaHa cekumsi HacTPOEK:

UserScript:
Enable: "0"
URL: ™

Onuus «Enable» paspeluaeT (ecnu 3HaueHne 1) unu 3anpewaet (ecnm 3HadeHve 0) 3anyck ckpunTa, nyTb K
KOoTOopoMYy ykasaH B napameTpe URL.

3anyckaeMblii CKPUNT MOXET pacnofiaratbCsa Kak Ha yaanéHHOM cepBepe, Tak U Ha caMoMm ycTpolictse. C
yAanéHHOro cepsepa CKpUNT MOXET ObITb 3arpy>eH nocpefactsom npotokonos HTTP wav TFTP. PaccmoTtpum
npumepsbl dalina KoHdurypaumm 415 3anycka nosb30Bare/lbCKoro CKpunta ¢ pasHbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa
[ns 3anycka ckpunta ¢ HTTP-cepepa Heobxoaumo B napameTtpe URL ykasaTb NOMHbIN NyTh K dhaiiny B
oopmare HTTP-URL:
URL: " http://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne ctaprta ycTporictsa dhaiin script.sh, xpaHsawuiics B katasore user-script no
agpecy 192.168.0.250, asTomarunyeckn 3arpysutcsa no npotokony HTTP ¢ ykazaHHOro cepeepa, nocse
yero 6yaeT Npou3BeEH ero 3anyck.

2. 3anyck ¢ TFTP-cepBepa
[ns 3anycka ckpunta ¢ TFTP-cepsepa Heobxogmmo B napameTtpe URL ykasaTb NO/HbIV NyTh K doaiiny B
oopmate TFTP-URL.:
URL: " tftp://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne ctapta ycTporictsa haiin script.sh, xpaHsawuiics B katasnore user-script no
agpecy 192.168.0.250, aTomarumyecku 3arpy3uTcsa no npotokosy TFTP ¢ ykazaHHOro cepsepa, nocsne
yero 6yaeT Npou3BeEH ero 3anyck.

3. 3anyck nokanbHOro ckpunTa
BBugy ocobeHHoCTel (haiinoBoit cCUCTEMBI NTOKa/TbHBIA CKPUNT AO/DKEH pacnonaraTbCsa TONbKO B
katasiore /etc/config, T.K. TONbKO COAEPXUMOE 3TOTO KaTasiora COXpaHsieTcsa nocse nepesarpysku
ycTpoiicTBa. CKpunT B KaTasiore /etc/config MoXHO co3gatb NM6G0 ¢ NOMOLLBIO pedakTopa vi, 1Mo
3arpy3uThb ero ¢ BHewHero TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). Mocne
CO34aHusA cKkpunTa eMy Heobxo4MMO Has3HauMTb Npasa Ha 3arnyck KoMaH4ow
chmod 777 /etc/config/user.sh
B dhaiine koHdgurypauumn URL ans 3anycka N0Ka/IbHOro CKpunta uMeeT Bug;
URL: " File://etc/config/user.sh "

BaXkHO OTMETUTb, YTO MO/SIb30BATENILCKUIA CKPUNT JO/MHKEH HAUMHATLCA C AUPeKTUBLI #!/bin/sh.
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PykoBOACTBO No akcnyatauyum WB-2P-LR5

15 MNMpunoxeHue b. lnarpamma HanpasB1e€HHOCTH

Onarpamma HanpaB/eHHOCTV aHTEHHbI BEPTUKa/IbHOV nonsapusauumu B H-nnockocTu:
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PykoBOACTBO No akcnyatauyum WB-2P-LR5

Ovarpamma HanpaB/IeHHOCTU aHTE€HHbI TOPU30HTa/IbHOI Nonspusauum B H-nnockocTu:
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PykoBogacTBo no akcnayatauuu WB-2P-LR5

16 CnNUCoK nsMeHeHum

Bepcus gokymeHTa [Jarta Bbinycka CogepxaHve nsmMeHeHwui
Bepcua 9.0 02.12.2022 CuHxpoHusaums ¢ sepcueit MO 2.8.0
V3meHeHo:

+ 5.1.6 NoameHto «PPPoE Relay»
+ 5.1.8 NoameHIo «YCTPONCTBO»

Jo6asneHo:

+ 8 lWewinep Unknown Unicast-Tpadhmka
* 9 LoopBack Detection
+ 10 Vlan Mapping

Bepcusa 8.0 15.03.2022 CuHxpoHusauus ¢ sepcueit MO 2.6.2
Bepcua 7.0 30.01.2022 CwuHxpoHusauus ¢ Bepcueli MO 2.6.0
3meHeHo:

+ 3.4 MoHTax ycTtpoiictea WB-2P-LR5

* 5.4.9 NoameHto «lononHuTeNbHblEe
HacTpolikn» (406aBneH NyHKT «/lokasibHoe
ynpasneHue yepes Ethernet»)

* 6 [Npumep HacTpoliku

[o6aBneHo:

+ 3.4.5 MOHTaX yCTPOICTBa C UCMNO/Ib30BaHNEM
KpOHLUTEHA

Bepcusa 6.0 11.10.2021 CuHxpoHusaums ¢ Bepcueit MO 2.5.0
Jo6asneHo:

+ 3.3 PekomeHgauumn no obecneyeHuno
rpo3o3alunThbl
+ 7 OrpaHuyeHune Konuyectsa n3yvyeHHbix MAC-

aZipecoB
MN3meHeHo:

+ 5.2.1 MoameHto «NHTepHET»

Bepcus 5.1 22.12.2020 CwuHxpoHusaums ¢ sepcueli MO 2.4.1
Bepcusa 5.0 06.04.2020 CuHxpoHusauus ¢ Bepcueli MO 2.4.0
[o6aBneHo:

* 4.4 TecTOBbIli peXmm
3meHeHo:
*+ 5.2.1 MeHio «CeTb//HTEpPHET»

Bepcus 4.0 06.11.2019 CuHxpoHusauus ¢ sepcueli MO 2.3.0
3meHeHo:

+ TexHnyeckue napameTpbl

* KOHCTPYKTUBHOE MCMOJIHEHNE
+ Nopsagok MoHTaxXa

+ KOctuposka aHTeHHbl Wi-Fi

+ MeHio «CeTb/NHTepHeT»

* [NoagMeHo «J/loKasibHas CeTb»
+ MeHto «CeTb/SNMP»

* MeH «MOHUTOPUHI»

* MopmeHto «PPPOE Relay»
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Bepcusa gokymeHTta

Bepcua 3.0

Bepcua 2.0

Bepcusa 1.0

Bepcusa nporpaMMHOro
obecneyeHus

Jarta Bbinycka

28.06.2019

31.10.2018

24.11.2017

PykoBogacTBo no akcnayatauuu WB-2P-LR5

CopaepxaHue n3mMeHeHui

CuHxpoHusauus ¢ Bepcuein MO 2.2.0
[o6aBeHo:
+ KOctnposka aHTeHHbl Wi-Fi

Job6aBneHo:

+ 4.5.3 becnpoBoAHO MOCT

+ 4.6.4 NogmeHo «WDS»

+ 4.6.5 NoameHto «PagnonHtepdieiic»
+ 4.7.2 NogmeHto «WDS»

MN3meHeHo:

+ 2.2 XapaKkTepuCTUKM yCTpoiACcTBa
+ 4.6.3 lNogmeHI0 «NHTepHET»
+ 4.6.7 NoameHto «HacTpolika MAC-agpecoB»

MepBas nyb6nmkaums

2.8.0
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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