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PykoBogacTBo no akcnayarauum WOP-20L

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-20L siBnsieTcs Toukoin goctyna Wi-Fi. KOHCTpykumusa ycTpoiicTBa npeaycmaTpvBaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayarauum WOP-20L

2 OnucaHue n3nenus

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnposogHas Touka goctyna WOP-20L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WOP-20L nogkntoyaetcs K nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTpOIACTBO COAEPXKMUT ABa paanovHTepdeiica ans opraHMsauum aByx onsnyecknx 6ecnpoBOHbIX CETENA.

WOP-20L nogaepxunsaeT coBpeMeHHbIe TpeboBaHUA K kKaueCcTBY CEpBUCOB M NO3BOJISAET Nnepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayowymMmn TexHonornsmn QoS: CoS (teru B 3aronoske VLAN-kagpa) n ToS (MeTku B
3aronoske IP-naketa). ®yHkUMoHan co3aanuns npasun ACL 1 nogaepxka LweinuHra Tpaguka Ha kaxgom VAP
No3BONSAET B NOJSIHOW Mepe ynpas/ifaTb AOCTYNOM, KA4ECTBOM CEPBUCOB M OrpaHUYEHUAMN Kak A/151 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO ABNAETCS HE3AMEHNMbIM PELLUEHNEM AJ151 OpraHM3aLuy 6ecnpoBOAHON CETU B pa3/IMUHbIX
KIMMaTMYECKMX YCI0BUSIX, B LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOW B1aKHOCTU (napku,
3aBofbl, CTAANOHBI, T.4.), @ TaKKe ABNSETCA naeasibHON NNaTopmMoit A8 opraHn3aummn CBs3v B KOTTEMKHbIX
nocesnkax v yAaseHHbIX HaCeIeHHbIX NMyHKTaXx.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt Ethernet 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

* Wi-Fi 5Ty IEEE 802.11a/n/ac;

+ 4 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u

T.0.).
PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauusi AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BGHapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* nogaepxka WDS;

* aBTOBbIOOP KaHana;

* nogaepxka APSD;

* nopaepxka pexumMa knneHta (STA).
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Cemesbie (hyHKYUU:

* aBTOMarMyecKoe CorsiacoBaHne CKOPOCTK, AYTN/IEKCHOTO pexumMa 1 NepeksiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nognepxka VLAN;

+ nopaepxka C-VLAN;

* noggepxka Management VLAN,;

* DHCP-knueHT;

+ nopaepxka GRE;

* BO3MOXHOCTb Nnepefaym aboHEeHTCKOro Tpaduka BHe TYHHene;

+ nopaepxka ACL;

+ noggepxka NTP;

* nogaepxka Syslog;

* noggepxka IPv6,

* nognepxka LLDP.

®yHkyuu QoS:

* OrpaHnyeHune nNPornyckHo cnoco6HOCTY;
* n3meHeHune napametpos WMM (EDCA) ansi pagnonHTepdeiicos;
* nopaepxka npuoputnsaumm no 802.1p, DSCP.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundpoBaHue gaHHbIx WPA/WPA2;

+ nopaepxka Captive Portal;

+ aBTopu3auus yepe3 RADIUS-cepBep npu BXo4e Ha YCTPOWCTBO;

- noppepxka WIDS/WIPS',

(I Mopaepxka dyHkumoHana WIDS/WIPS npepoctaBnseTcs no AMUeH3nn.

Ha pucyHke 1 npuBefeHa cxema npuMeHeHus o6opy,qOBaH|/|;| WOP-20L.
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PucyHok 1 — ®@yHKUMoHanbHasa cxema ncnosisaosaHna WOP-20L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl MHTEpdelica Ethernet
Konnuectso noptos

DMEeKTPUYECKUIA pa3bem

CkopocTb nepegayn

Mopnepxka cTaHoapTOB

MapameTpbl 6ecnpoBogHOro nHTepdeiica
CraHgapTbl

YacToTHbIN gnanasoH

Mopnynsauns

Paboune KaHasbl

CKopOoCTb Nepegayn faHHbIX

MakcrMasnbHOe KO/IMYeCTBO OAHOBPEMEHHbIX
NOAKMHYEHNT

MakcrMasnbHasi MOLWHOCTb NepeaaTynka

L-|yBCTBI/ITeI'I bHOCTb NpMUeMHUKa

Be3onacHocTb

1
RJ-45

10/100/1000 M6uT/c, aBTOONpPELENEHME
BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

- 36-64 (5170-5330 ML)
- 100-144 25490—5730 MI'U,;
- 149-165 (5735-5835 My

802.11n: go 300 M6uT/c
802.11ac: po 867 Méut/c

241T1Tu: 120
51Ty 120

241Tu: 18 pbm
5TTuy: 20 pbm

2.4T1Tu: go-91 abm
51Tu: go-93 gbm

LleHTpasim3oBaHHasn aBTopusauusi yepes RADIUS-cepsep (802.1X WPA/
WPAZ2 Enterprise)

wndgpoBaHme gaHHbIXx WPA/WPA2

nogaepxka Captive Portal

nogaepxka WIDS/WIPS'

Bbi60p MOfie/IM aHTEHH 3aBUCUT OT MCMO/Ib30BAHNS TOUKM AOCTYyna

Mopaepxka 2x2 MIMO
YnpaBneHue
YaaneHHoe ynpasneHue
OrpaHuyeHne goctyna
O6wWwwue napameTpbl
Flash-namaTtb

RAM

MutaHune

MoTpebnsemMas MOLWHOCTb

web-uHtepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHtndmkaums yepes RADIUS-cepeep

128 MB SPI-NAND Flash
256 Mb DDR3 RAM
PoE 48 B/56 B (IEEE 802.3af-2003)

He 6onee 12 BT



PykoBogacTBo no akcnayarauum WOP-20L

CTeneHb 3aWmThbl IP55

Pa6ounin ananasoH TemnepaTyp oT -45 oo +65 °C
(2)5T+°|gcmeanaﬂ BIXKHOCTb Npu Temneparype [0 95 %

raGaputsl (LU x B x T) 125 x 236,5 x 50,4 Mm
Macca 0,77 xr

CpoK cnyx6bl He meHee 15 net

1I‘Io,u,,u,ep»q(a dyHKumoHanna WIDS/WIPS npepocTtaBnseTcsa no imueH3unm.

2.4 KOHCTPYKTUBHOE MUCMOJSIHEHNE
Yctporicteo WOP-20L BbINOIHEHO B N1aCTUKOBOM Kopnyce. BHelwHuin Bug, yctporictBa WOP-20L npuBeeH Ha
puUcyHke 2.

i & i &

&

Oo@ooo
Gk

PucyHok 2 — BHelwHuiA Bug, nepegHein naHenn WOP-20L



PykoBoacTBO Mo akcnnyatauum WOP-20L

oA, KPBILLKOW B HUXHel YacTu ycTpoiicTea pacrnonoxeH LAN-nopt 10/100/1000BASE-T (pasbem RJ-45) ans
NOAK/TIOYEHNSA K BHYTPEHHel ceTu 1 nutaHuio POE, a Takke kHornka «F» ans cépoca K 3aBOACKMM HACTpOLiKam
(pucyHok 3).

/N —

11—
\2

PucyHok 3 — BHeLWHWIA BUA, HWXHE naHenn
WOP-20L

"“W“' ;aq e ®
20 00

5-A1 2.4-A1 5-

‘ 1 T ' PucyHok 5 — BHewHwuiA Bug, 3agHei naHenn WOP-20L
3 4 5 6

PUCyHOK 4 — BHELLHWiA B, BEPXHE NaHenu
WOP-20L

Ha naHensix ycTpoicTBa pacnosioxeHbl crnefytolye pasbeMbl U OpraHbl ynpasneHnus, Tabnuua 2.

Ta6nuua 2 — OnucaHne NOpPTOB 1 OPraHoB ynpaB/eHus

AnemeHT nNaHenu OnucaHue

1 F (PYHKLMOHa/IbHASA KHOMKa cbpoca K 3aBOACKNM
HacTpoiikam

2 LAN-nopt 10/100/1000BASE-T (pa3bem RJ-45) c nogaepxkoin PoE

3,5 5-A1, 5-A2 pasbeMbl 419 NOAKIUYEHNUS BHELLHUX aHTEHH

ananasoHa 5Ty

4,6 2.4-A1, 2.4-A2 pasbeMbl A4/151 NOAKAUYEHNST BHELLUHUX aHTEHH
AnanasoHa 2.4 Ty,

7 @ 3a3eM/ieHne ycTpoiicTea

10



2.5 CaetoBas nHgukauus

PykoBogacTBo no akcnayarauum WOP-20L

TekyLLlee COCTOsSIHME YCTPOCTBa 0TOOPaxXaeTCcs Npu NOMOLLM MHAVMKATOPOB, PACNO/IOKEHHbIX HA NepeaHerl
naHenu yctpoicTea. lNepeyeHb COCTOSHUI MHAMKATOPOB NpuBeaeH B Tabnvue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB

Nuaukatop CocTosiHMe nLHgukaropa
Power — uHgukatop rOpUT MNOCTOSIHHO
(| nUTaHnsa 1 ctatyca
( ) paboThl yCcTpolicTBa Muraet

yacTtoe MUraet B TeuyeHun 3
CeKyHf, aanee roput
MOCTOSIHHO

LAN — nHgukatop nopta roput NOCTOAHHO
Ethernet-nHTepdelica

T

Muraet
o~ Wi-Fi2.4ITy rOpuT NOCTOSIHHO
- — MHAMKaTop crtaTtyca
2 4G paboTbl 6ecnpoBoAHOIA
: ceTn B gnanasoHe 2.4
My,
> Wi-Fi5 rOPUT NOCTOSIHHO
= 'y — nHankartop
: craryca pabortbl
5G 6ecnpoBOAHO CETU B

AwanasoHe 5Ty

2.6 C6pocC K 3aBOACKMM HacTpoiikam

OnucaHue
nuTaHue NOAKAYEHO, HopMasibHas paboTa
YCTPOWNCTBO He nosyunno agpec no DHCP

nepesarpyska/cbpoc Kk 3aBOACKMM HaCTpOiKam

kaHan mexay Ethernet-untepdpeiicom WOP-20L n
NOAK/MOYEHHbIM YCTPONCTBOM aKTUBEH

npoLecc NakeTHOM Nepegaun faHHbIX Mexay
Ethernet-untepdgeiicom WOP-20L n noaxntoueHHbIM
YCTPOIACTBOM

ceTb Wi-Fi B gnanasoHe 2.4 T4 akTMBHaA

ceTb Wi-Fi B gnanasoHe 5 T akTMBHA

[na copoca ycTpoicTBa K 3aBOACKMM HACTpoOlikaM Heo6X0AMMO B 3arpy>eHHOM COCTOSIHUM YCTPOMCTBA
HaxaTb U yaepxusarb KHOMKY «F» Ha npotsxeHun 10—15 cekyHg, noka nuankatopbl Wi-Fi 2.4 n STy He
HauyHyT Muratb. MNpon3oinaeT aBToMaTuyeckas nepesarpyska ycTponcTsa.

Mpu 3aBOACKUX ycTaHoBKax byaet 3anyweH DHCP-knueHT. B cniyyae, ecnun agpec He 6yaet nosyydeH no DHCP,
TO y ycTpoiicTBa byaet agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, ums nonb3osaTtens/naposb

ANs goctyna yepes web-nHTepdeic: admin/password.

2.7 KomnnekTt noctaBKu
B KoMNNeKkT nocTtaBku BXOAAT:

+ 06opyaoBaHune pagnogoctyna WOP-20L;
* KOMIMJIEKT Kpenexa,

* PYKOBOACTBO Mo 3Kcnnyatauuy Ha CD-ancke (onuuoHasibHo);

. CepTVI('*)VIKaT COOTBETCTBUA,
* NamMdaTKa 0 AOKYMEeHTauuwu,
* nacnopr.

11
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3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

10.

11.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He3aaeicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPEOYEeTCS 3aKpbITh 3aLUUTHOM KPbILIKOM, KOTOpasi BXOANUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M 4acToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEeHEeHWIo BCroMoraTesibHoe
obopyzoBaHue.

He Bkntovaite nutaHve 6e3 NoAKMOYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

(X

Mpn yNNYHOI YyCTaHOBKE MO0 B MECTax BbICOKOW BIAXXHOCTWN YCTPOMCTBO 06a3aTe/bHO A0/MKHO ObITh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopT 6611 HanNpaBIeH BHUS.

PekomeHayemoe NnosioXeHne yCTponcTea A1 YCTaHOBKM — KpensieHne Ha TPy6OoCTOoMKy/CToN6 unu
CTEHY.

Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInyme BUAUMbIX
MeXaHU4ecKnx noBpexaeHuii. B cryyae o6HapyXeHnsi NoBpexXaeHnin cneafyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K MOCTaBLLNUKY.

YCTPOWCTBO [O/MKHO ObITb YCTAHOB/IEHO Ha TPYOOCTONKY/CTONG Taknum o6pa3om, 4Tobel Ethernet-nopt
6bl1 HanpaB/ieH BHU3.

Mpun pasmeLLeHnn yCTponcTea 415 obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yuntblBainTe cregyrowime npasunia:

* YcTaHaBnuBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHON CET.

« MUHMMK3UNPYIITE uncio nperpag (CTeHbI, NOTOMKK, Mebenb 1 ap.) mexay WOP-20L n apyrumu
6ecnpoBoAHbLIMY CETEBLIMU YCTPOCTBaAMM.

* He ycTaHaBnvBaiite yCTpoiicTBO B6NM3U (NOpsigka 2 M) a/1eKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtaollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.

* [penAaATcTBUSA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, METa/I/IMYECKNX KOHCTPYKLMIA, KWPMUYHbIX U
OGETOHHbIX CTEH, a Takke neperopoakn n3 6pyca 60/bLOro guameTpa, EMKOCT C BOAON 1 3epkana
3HaYMTEeNbHO yMeHbLlato paguyc geinctems cetn Wi-Fi. He pekomeHayeTcs pasmelleHune ¢
BHYTPEHHE CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacnpocTpaHeHve curHasna 1 3atyxaHve npu npoxoxaeHun yepes peLleTky kapkaca

12
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hanbLunoToska. o 3Toi Xe NpuYnHe He pekoMeHAYeTCs YCTaHOBKa 3a AepeBAHHbLIM MOTOSIKOM U
B Yr/y6neHusax.

5. TMpu pa3mMeLLeHnn HECKO/TbKNX TOYEK paguyc COTbl JO/HKEH NepecekaTbCsl C COCeHel COTOIN Ha YpOBHe
0T -65 00 -70 gbm. [lonyckaeTca yMeHbLUeHe YPOBHSA curHasia Ao -75 AbM Ha rpaHuuax cot, ecnv He
npegnonaraetca ucnosib3osaHve VolP, NOTOKOBOro BUAEOBELLaHNA U OPYTOro YyBCTBUTE/TbHOIO K
noTepsm Tpadvka B 6eCnpoBOAHON CETH.

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

MNpwv BbIGOpE KonMyecTBa HEOOX0AMMbIX TOYEK AOCTyNa criefyeT npeasapuTeslbHO NPOM3BECTM OLIEHKY
Tpebyemoil 30Hbl 0XBaTa, yuntbiBasd [JH aHTEHH B rOPU30HTa/IbHOM U BEPTUKA/IbHON NAOCKOCTAX. 19 60nee
TOYHOW OLEHKM HEO6XO0AMMO NPON3BECTU pagnouccnefoBaHe TeppuTopun. JanbHOCTb OXBaTa yBEPEHHOIO
npuemMa TO4YK/ AOCTYyNa 3aBMCUT OT YCTAHOB/IEHHbIX aHTEHH 1 Ha/IMYMA NPensaTcTBuiA. B Tabnuue 3 npuBeaeHbl
NpUGAN3NTENbHbIE 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

Martepuan N3meHeHne ypoBHA curHana, gb
24I1Ty 5y
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crexno -0,5 1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/T/IMYECKOIN CETKOM -14,8 -13,2
LLinako610K -7 -11

MeTannuueckas pelueTka (sueiika 13 x 6 MM, MeTanN 2 MM) -21 -13

13
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3.4 BbI6Op KaHa/I0B COCE/CTBYOLLMX TOUEK

Bo nsbexaHve MexkaHasibHOM MHTepdepeHLmn Mexay CoCeCTBYOLLMMM TOYKaMM AOCTyNna peKkoMeHayeTcs
yCTaHOBUTb HENepeKpbIBaOLLMECS KaHasIbl.

Kanane!

1 2 3 4 5 8 7 8 9 10 11 12 13 14
2.402 Ty, |<7 22 MI'L.(H 2.483 Ty

PucyHok 6 — O6las gvarpamma nepekpbITs YacTOTHbLIX KaHanos B 2.4 Ty,

Mpumep cxeMbl pacnpeaeneHns KaHa/IoB MexXay COCeAHMMI ToYKaMmn JocTyna B AvanasoHe 2.4 Ty npu
lWMprHe KaHana B 20 My, npvBeaeH Ha pUCyHKe 7.

PucyHok 7 — Cxema pacnpefenieHnsa KaHasioB Mexay CocefHVMM ToukaMuy A0oCTyna B AuanasoHe 2.4 [Ty, npu
LWVpuHe kaHauia B 20 MI'y,

AHa/IOTMYHO PEKOMEHAYETCS COXPAHATh AaHHbI MeEXaHU3M pacnpefenieHnst KaHasI0B NpK PacnooXeHUN
TOUEK MexXay aTaxamu (PUCYHOK 8).

PucyHok 8 — Cxema pacnpefiefieH/sl KaHa/1I0B MeXAy COCeAHUMM TOUKaMU AOCTYNa, PacrofIOKEHHbIMU MeXy
aTaxamu

Mpu ncnonb3oBaHUN WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 ['TL, HET HenepekpbiBalLWMXCca KaHasoB. B
Takux criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz

IEEEChennel # 182 32N 823 S22 SINSEEII 2BEsE
20 MHz VOV VAV AV
somez T VTN LV VN
80 MHz |/ \ \.: [ \ Y \5 ) \
160 MHz IR A !

Examples of /IR A
non-contiguous

VHTS0+80 MHz [ [

mpsan

setup

PucyHok 9 — KaHauibl, ucnonb3yemble B gnanasoHe 5 ' npu wupuHe kaHana 20, 40, 80 MI'y,
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4 YcTaHOBKa yCTpoucTBa

[Ansa Toukm goctyna WOP-20L npefycMOTpeHbl ABa BapuaHTa MOHTaXKa: yCTaHOBKa YCTPOCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MpuKpenuTe KPOHLUTENH K KOPMyCY YCTPOCTBA C MOMOLLbIO BUHTOB, UAYLLMX B KOMIM/IEKTE, Kak
MOKa3aHO Ha PUCYHKE HIXE.

PucyHok 10 — KpenneHue KpoHLuTeliHa K YCTPOCTBY

2. YcTaHoBUTe ycTpoiicTBO Ethernet-nopTom BHM3 Ha TPYGOCTOIKY, Kak MOKa3aHO Ha PUCYHKE HUXE, U
3aKpenuTe ero XoMmyTamu, ayLWyM1 B KOMINJIEKTE C YCTpoiicTBOM. CobtofaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 peKoMeHJaLuy, NPUBEAEHHbIE B pasfenax «/IHCTPYKLMN N0 TeXHVKe 6e30MacHOCT» 1
«PekoMeHAaLmM Mo YCTaHOBKE.

»
’
-
4

A ey

PucyHok 11 — KpenneHue ycTpoicTea K Tpyb0oCcTOlike

3. BbINonHMTE 3a3eM/ieHne YCTPOIACTBA Yepes CneLasibHy KNemMMy Ha paguaTope ycTpoiicTea (cM.
PUCYHOK 5).
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PykoBO/ACTBO No akcnyaTauum WOP-20L

4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKM YCTPOICTBA ABNAETCA [JONOMHUTENLHBIM — KPENn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTE YeTbIpe OTBEPCTUA A/19 BUHTOB Ha KpOHLUTeVIHe C TakKMMK XXe OTBEPCTUAMUN Ha

ycTpoicTee. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTENH BUHTAMK K YCTPOMCTBY, Kak Noka3aHo Ha
pucyHke 12.

PucyHok 12 — KpennieHue KpoHLWTeliHa K YCTPOACTBY

2. BbiGeprTe MecTo A5t pa3MeLLIeHUst TOUKM A0CTyna B COOTBETCTBUN C PEKOMEHAAUUAMMN U3 pa3fesioB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE GE30MacHOCTI» U «PeKoMeHAaLMM Mo ycTaHoBKE». MpunoxuTe
OCHOBaHMWEe KPOHLUTEHA K CTEHE 11 OTMepbTe PacrosiokeHne oTBEPCTUIA 415 BUHTOB (pUCYHOK 13).
MpoCBeP/IUTE OTBEPCTUSI U 3aKPENUTE B HUX BUHTLI, HE 3aTAMMBas A0 KOHLA.

PucyHok 13 — Pa3melligHre YCTPOIACTBa Ha CTEHE
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PykoBoacTBO Mo akcnnyatauum WOP-20L

3. BbinosiHWTe 3a3eMneHne yCTpolicTBa Yepes cneumnasbHyo KNemMmMmy Ha paguaTtope ycTpoiictsa (CMm.
PUCYHOK 5).

4. COBMeCTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMUM Ha CTeHe. MNMepeaBrHbTE KPOHLUTENH BBEPX U BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 14).

PucyHok 14 — dukcrpoBaHue yCTpoinCcTBa Ha CTeHe

17



PykoBogacTBo no akcnayarauum WOP-20L

5 MopaknoueHne ycTpoicTea

PucyHok 15 — MopgxntoveHne Ethernet-kabens k POE-nopty

1. CHUMUTE KpPbILLIKY, 3aKpbiBatoLLyto Ethernet-nopTt Ha HWXHeN naHenn ycTpoiicTBa, noaktounte Ethernet-
kabenb k POE-nopTy (pncyHok 15).

2. 3aKpoliTe KpbILLKY HYKHEN naHesnu.

3. MoakntounTe aHTEHHY K YCTPOCTBY, CNefys MHCTPYKUMAM 13 pasaena «/IHCTpyKLmMs Nno repMeTusanum
AHTEHHbIX Pa3beMOBY:

a. MNpwu ncnonb3oaHny Omni-aHTEHH: NPUCOeANHNTE aHTEHHbl K SMA-pasbemam yCTPOICTBa,;

6. MNpu ncnonb3oBaHUA NaHesIbHbIX/CEKTOPHBIX aHTEHH: NPUCOeAUHNTE aHTeHHbI K SMA-pa3bemam
YCTPOMNCTBA C NOMOLLbIO KabenbHbIXx C60poK. OTperynnpyiTe NooXeHNe aHTEHHbI Tak, YTOObI
aboHeHTCKMe yCTpoicTBa Nnonagasiv B 30HY MOKPLITUSA YCTAHOBMEHHOW aHTEHHbI.

4. NMogkntounte Ethernet-kabens, naywmii ot WOP-20L, kK POE-nopTy nHxekTopa unv nopty kommytatopa (IEEE
802.3af-2003).

5. Ecnv Bbl ucnonb3yete PoE-mHXeKTop, nogxnumnTe ero k posetke 220 B ¢ NOMOLLbIHO CETEBOIO LUHYpPA.

[ € Bo usbexaHme BbIXoAa YCTPOICTBA 13 CTPOS PEKOMEH/LYeTCS UCMONb30BaThb rPO303aLLyTY. ]

{ € He BrnouaiiTe NUTaHNe 6e3 NOAKIUEHHBIX AHTEHH. ’

18



PykoBO/ACTBO No akcnyaTauum WOP-20L

5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPexXAeHNi, a Takke
MpoBepLTE HaMuMe YNI0THUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 16 (a,
6).

PucyHok 16a PucyHok 166

2. MogknounTe Kabenb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWUTE raiiky, Kak nokasaHo Ha pucyHke 17 (a,
6).

PucyHok 17a PucyHok 176

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 17a) Tpebyetcsa 0,15 M ruaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
176) Tpebyetcs 0,3 M rMapon30NMNPYIOLLLEN NTEHTbI, Kak NoKkasaHo Ha pucyHke 18 (a,6).

PucyHok 186

PucyHok 18a
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4. Ypanute ¢ pe3nHOBOI NEHTbI 3alLMTHbIA CMON, Kak NoKa3aHo Ha pucyHke 19.

N

PucyHok 19

5. HauyHuTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTesibHO OTCTYNMUB OT 06XMMHOWK YyacTu Ha 10—-15 mm.
3adkempyinTe KOHUKK NIEHTbI Ha onieTke kabens nog yrnom 15-25 rpagycoB kK ocu kabens, u, cnerka
pactarveas /IeHTy, HauHUTe obMaTbiBaTh Kabesb U pa3beM, NPOABUIasiCb B CTOPOHY Kopnyca ycTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb ApYr HA Apyra ¢ Hax/1eCToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 20 (a, 6).

PucyHok 20a PucyHok 206

6. LOCTUrHYB Kopryca yCTpoiCcTBa (AaHTEHHbI) KpaeM NeEHTI, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMasi Kpav NeHTbl K Kopnycy, gasee NpoAo/MKMTE HAMOTKY /IEHTbI Nog, APYTUM YINIOM, yAasssiCb OT
kopnyca. NMpn HamaTbiBaHWM He 3abbiBaiiTe pacTArMBaTb IEHTY U NIOTHO NPWXXMMATb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKE NIEHTbI PACTSHXKY HEOOXOAMMO YMEHbLUNTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXXeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 21 (a, 6).

v

P.I/IcyHOK 21a PucyHok 216
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PykoBO/ACTBO No akcnyaTauum WOP-20L

7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3aLUMTbl PE3VHOBOI 1IEHTbI OT Y/ILTPadMONETOBLIX Nyyeli. MI30neHTa nokasaHa Ha pucyHke 22.

PucyHok 22

8. HauHuTe 06MOTKY C Oon/ieTkn kabens, npeaBaputesibHO OTCTYNMB OT NEPBOrO BUTKA PE3NHOBOM SIEHTbI Ha 5—
10 mMm. 3adnkcnpyiiTe KOHYMK N30/1EHTBI Ha onneTke kabensa nog yrnom 15-25 rpagycos K ocu kabens, u,
cnerka pactsarmsas NieHTy, HauHMTe obmatbiBaTb kabesnb 1 pa3bem, NPoABUrasiCb B CTOPOHY Kopryca
yCcTpoicTBa. BUTkM HE06X0AMMO yKnaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagKkM Ha BUTKaxX He
ponyckatotca. ObmoTka kabesia nokasaHa Ha pucyHke 23.

PucyHok 23

9. locTUrHyB KOpnyca Kpaem feHTbl, caenalite 060poT BOKPYr pa3bemMa, MakCMMasibHO NpuKumas Kpa
N30NEHTbI K KOPMNYyCy YCTPOWCTBA, fanee NPOAO/HKMTE HAMOTKY NIeHTbl NO4 APYTUM YI/1I0M, YOANssach OT
kopnyca. Mpn HamaTbIBaHUK M/I0THO HakKablBaiTe BUTKW NIEHTLI, HEe Aornyckas cknafok. Ha nocnegHnx
BUTKaxX U30/1EHTbI PACTSHKKY HEOOXOAMMO YMEHbLUUTb 0 HYNS U NOCNeHWUIA BUTOK Y/IOXUTbL 6e3 pacTarnBaHus,
Kak nokasaHo Ha pucyHke 24 (a, 6).

PucyHok 24a PucyHok 246

10. MpoBepbTe 3arepMeTU3NPOBaHHbI pa3beM Ha OTCYTCTBME BUAMMbIX YHACTKOB PE3MHOBOM NIEHTBI.
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PykoBogacTBo no akcnayarauum WOP-20L

6 YnpassieHne yCTpOMNCTBOM vepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-20L

3. BBeguTe ums nonb3oBaresnis B CTPOKe «BBeAuTe NIOrvH» 1 Naposib B CTPOKe «BBeAUTE Naporsib».

© 3asogckue ycTaHOBKM: N0TMH — admin, naposb — password.

4. HaxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHH0 MOHUTOPMHIA COCTOSIHUSA YCTPOIACTBA.

MOHUTOPHHT Radio VAP WDSs STA CeTeBble HACTPORKH BHellHKe cepBMcE Cuctema - (BbIxom)
Wi-Fi knenTel Wagenne
WS AnnapaTHaA BepckA 2
3asogcroil MAC-agpec
Cratuctika no Tpadmey
CepuiHEIR HoMEp \WP52000401
Cranvposanue awpa Bepena MO
HypHan cobemin Peaepenan sepcua MO
CeTesan nHchopmauma Bepcsamy i
CucTemHoe Bpema 17.10.2025 12:47:08
Wrchopuaums o
paauouHTEpchedicax Bpewma pabote! 17 ou, 00:56:52
Wrdhopmaups o ycTpoiicTtee > Sarpyseal 1 A
Menonsayemas namate @ 135 MGair / 241 MGaiit
& OBHoBMTH
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PykoBogacTBo no akcnayarauum WOP-20L

5. Mpy HeoBXOANMOCTN MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-20L gocTynHbl

pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

Mowropmir  Radio VAP WDS  STA  Ceressiewacrpoiin  BHewmue cepsicsl  Cuctema - | (ssxon)

Wi-Fi knnesmsl WMagenue
WDS AnnapatHan sepcua 2
3aeoackoid MAC-apgpec
CTamicTika no Tpadgwmry
CepuiiHsii Homep WP52000401

CraHnpoBaHue mpa Bepena N0
Hypran cobermii Pesepanan sepcus M0
Certesan uHdropmanya Rl AR
CucTemHoe epema 17.10.2025 12:47:08

Wrchopmaums o
paavouHTepdeiicax Bpema paboTe! 17 g, 00:56:52

Wrdiopmauma of yetpoiictee » Saipyaay .

Wcroneayeman namaTe @ 135 M6aiit / 241 Mbaiit

6.2 TMprMeHeHne KoHUrypauum n oTMeHa N3MeHeHwit

1. MpuUMeHeHNe KoHUrypaumm

Mpn HaXKaTUK KHOMKM 3anyckaeTcsi IPOLEecc coxpaHeHust koHdurypauum Bo flash-
namsiTb YCTPOICTBA 1 NPUMEHEHNE HOBbIX HACTPOeK. Bce HacTpolikv BCTynatoT B cuny 6e3
nepesarpysku ycTpoiicTaa.

B web-nHTepdelice Touku fOCTyna peasim3oBaHa BU3yasibHas MHAMKALMSA TEKYLLLEro COCTOSIHMS npolecca

NpYMeHeHns1 HacTpoek (Tabnuua 5).

Tabnuua 5 — BusyasibHasi HAVKALMS TEKYLLLET0 COCTOSIHMA NpoLiecca NPUMEHEHNST HACTPOEK

BHeluHWi1 BUg, OnucaHue coCTOSIHUSA

Mocne HaxaTus Ha KHOMKY «MpYMEHUTL» MPOUCXOANT NPOLIECC NMPUMEHEHNUS 1

3anncy HacTpPoeK B NamMsTh yCTpoiicTBa. O6 3TOM MHPOPMUPYET 3HAUOK il B
Ha3BaHUW BK/IAKM 1 HA KHOMKE «[pUMEHNTb».

06 yCneLwHoM CoXpaHeH!n 1 NPUMEHEHNN HACTPOEK UHADOPMUPYET 3HAYOK

B Ha3BaHWUW BKIAAKW.

2. OTMeHa U3MeHEHWIA

© OtmeHa n3MeHeHNii NPOM3BOAUTCA TOMBKO [0 HAXKATUS Ha KHOMKY «[pUMeHnTb>. Mpy HaxkaTum Ha
KHOMKY «[pUMEHNTbL» N3MEHEHHbIE Ha CTpaHuLEe napamMmeTpbl 6yayT 06HOBNEHbI HA TEKYyLLME 3HAYEHNS,
3anMcaHHble B NaMsATU yCTpoiicTBa. Nocne Haxatus Ha KHOMKY «[MpuMeHNTbL» BO3BPAT K NpeablayLuimm
HacTpoiikam 6yaeT HEBO3MOXEH.

. . X OTmeta
KHomnka oTMeHbl U3MEHEHU UMEET cneayroLIni Bua;
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no akcnayarauum WOP-20L

BheLuHue cepeicel Cucrema

MoHUTOpIHT Radio VAP WDS STA CeTeBrle HacTpoFiKM
Wanenue
AnnapatHar BspckA 12
3asoacroii MAC-agpec
CepuifHEIM HoMep WP52000401
Bepcus MO

Peaepenan sepcun 10

Bepcun sarpyaumia

CucTenmHoe Bpema 17.10.2025 12:47:08

Wrdhopmaums o

paau Bpemn pabotul

17 gn, 00:56:52

= \ 3arpyata L|ITY 9,
WrdbopmalmnA ob ycTpolicTee > E 4

Wenonssyeman naMaTe 5:,9 135 M6ait / 241 Mbait

© 000 Tpednpuamue “Bnmexs", 2023

Bepcus M0, {Bepcus WEE. ]

OKHO No/b30BaTeNIbCKOTO HTepdielica pasfaesieHo Ha NsATb 06/1acTeld:

1. Bknagku MeHo — ANns rpynnupoBKM NogMeHto no kateropusm: MoHutopuHr, Radio, VAP, WDS, STA,

CeTeBble HacTpoliku, BHelwHue cepBuckl, Cuctema.

2. Bbl6op A3blka UHTEpeiica 1 kKHomnka «(BbIXxo)», NpeAHa3HaveHHas A5l 3aBepLUeHns ceaHca paboThbl B

web-nHTepdelice nog aHHbIM NoNb30BaTENEM.
Bknagkv nogMeHIo — 418 ynpas/ieHns NosieM HacTpoex.

arw

Mone HacTpoeK ycTpoiicTBa — A1t TPOCMOTPA AAHHBIX U KOH(UTypaLmu.
NHdpopmaumoHHoe none, otobpaxatoliee Bepcuto MO, ycTaHOBNEHHYIO Ha YCTPOICTBE.
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6.4 MeH «MOHUTOPUHI»

PykoBogacTBo no akcnayarauum WOP-20L

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MoHnToprHr  Radio VAP

WI-Fi KNHeHTBI >

WD

w

CTatucTura no Tpagmky
CKaHMpOoBaHHe 3dupa
JKypHan cobbiTuit
CeTeban MH(OpPMaLMA

WHbopMauya o
pagHOMHTEPDERCAX

VIHthopMaLma ob ycTpoiicTae

WDsS

STA  CeTeBble HAacTpOIKH BHelLHWe CepBHCh CucTeMa

= OOHOBMTL

Wwma

Link

N2  xocTa IP-anpec MAC-aapec
1 wlan1-va0 90
MEpenaHo / NpUHATO BCero, GaiT 33 409/ 33 907
Mepenalo / NPUHATO BCETo, NAKETOR 1321448
MepenaHo / NPHHATO AaHHbIX, AT 0721299
MepenaHo / NPUHATO AaHHEIX, NakeTos 0/ 193
Mogynauus MepegaHo NakeToB
OFDMs 9 7%
N§S§1-MC 55 0 0%
NSS51-MCSé 0 0%
N851-MCST V] 0%
NSS1-MCS8 114 86%
N851-MCS2 9 7%

Link
Link Quality RSSI, SNR,

WHTepepeiic Capacity Quality Common ABM  aB

100 S0 £9 13

Mepenaqo C oLMOKaMK1, NaKETOB
MoBTOPL Nepefady 3a nocnenHui
nepuog, NaKkeTos

OBLYee YUCNO NOBTOPOB NEPEnaqM,
NAKETOB

CKOPOCTs Nepeadn / npuema, KGutic

MPUHATO NaKkeToB

305 68%
] 1%
7 6%
T 2%
103 23%
0 0%

TxRate
VHT
NSS1-

MCS38
86.7

0

0

21

0/2

RxRate

VHT
NSS1-
MCS8

™
BW,
Mry

20

RX

BW, Bpema
Mry pa6oThl

20

(Bbixon)

00:00:24

+ Ne — HOMep NOAK/THUYEHHOTO YCTPOICTBA B CMUCKE;

* VIMsi xocma — ceTeBoe MMs YCTPOICTBa;

* IP-adpec — IP-agpec noakItoHeHHOro YCTPONCTBa,;

* MAC-adpec — MAC-agpec noAk/I04eHHOro YCTPOWCTBa;

* MlHmepcpelic — nHTepgoeinc s3anmogenctansg WOP-20L ¢ nogknto4YeHHbIM YCTPOUCTBOM,;

* Link Capacity — napameTp, KOTOpbI/i 0TO6paxaeT adhPeKTUBHOCTb UCMO/Ib30BaHNA TOYKON JocTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAYNALMMN 10 K/TMEHTA, U MOHNXKAIOLLMX KO3hMLUMeHTOB. MakcumaribHoe 3HauyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMeHTa Ha MakCMasibHOM MOAYNALMN 019 MakCMMa/lbHOTo Tuna nss,
noAAepPXMBAEMOro KNneHTom). MuHuMasibHoe 3HaueHne — 2% (B c/lyyae, Koraa nakeTbl nepejatoTcs Ha
moaynsiummn nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn,

* Link Quality — napameTp, KOTOpPbI OTOOGPaXKaeT COCTOAHME /IMHKA A0 KIIMEHTA, pacCUuUTaHHbI Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NAaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (Bce nepegaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMbITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu

OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHo OTnpaB/ieH). 3HaYeHne napameTpa paccumTbiBaeTcs 3a

nocnegHve 10 cekyHp,
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PykoBogacTBo no akcnayarauum WOP-20L

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyYUTaHHbI
Ha OCHOBaHWW KOMINYECTBa PETPaHCMUTOB NakKeToB, OTMNPAaBNEHHbIX KNWEHTY. MakcMMaibHOe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS MOAKNIOYEHUA KITUEHTA;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoga 60/1ee pa3BepHYTOW MHOPMaLMK Mo ONpeaeeHHOMY KIMEHTY BbIGEPUTE €ro B CMIUCKE.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYEeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHAMo 0aHHbIX, 6alim — KONUYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIH0YEHHOe
YCTPOWCTBO 6alT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKkeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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6.4.2 TNoameHto «becnpoBOAHON KaHas»

PykoBogacTBo no akcnayarauum WOP-20L

B noameHio «becnpoBoAHOI KaHan» oTo6paxaeTcs MHopMaL sl NOAKMOUEeHMs B pexume kineHTa (STA) K

TOYKe AaocTtyna.

MoHuTopuHr  Radio VAP

Wi-Fi KnWeHTbI
BecnposoaHON KaHan »

WD

L&)

CratucTika no Tpaduky
CraHuposaHmie 3(upa
JKypHan cobbITHii
CeTepan MHopMaLMA

MHcpopmaLma o
panuouHTepdeicax

WHopmaLma ob ycTpoicTae

WDS

STA

CeTeBble HACTPOWKM BHELWHWE CEPBHUCDI

= OGHOBHTB

Ne MAC-agpec

1

RSSI,

WHTepdeiic AEM

wilan1 -61

Mepefaxo / NPUHATO BCero, GaiT
MepeaaHo / NPUHATO BCEO, NAKETOR
Mepenaro / NPUHATO OaHHLIX, G3IT
epeaaHo / MPUHATO AAHHLLX, NAKETOR
Mogynauns

OFDM6&
NSS2-MCS6
NSS2-MCS7
NSS2-MCS8

NSS2-MCS9

687 /790

661/ 384

Cucrema

SNR,
a6

85955/ 244 034

66 710/ 106 568

TxRate

VHT NSS2-MCS8
173.3

TX BW,

RxRate Mry

VHT NSS2-MCS8 20
156

Mepenato ¢ oLMOKamMH, NaKeTos

TMoBTOPLI NEPENAYM 33 NOCMEAHWI NEPHO,

NakeToB

Ofee YMCno NOBTOPOB NepeNaYl, NakeTos

MepegaHo nakeTos

]

]
13
660
]

1%
0%
2%
96%

1%

MpHUHATO NaKkeToB

767 97%
1 0%
4 1%
17 2%
1] 0%

RX BW,
Mry

20

14

149

Bpemsa
pagoThl

00:01:18

(BBIXOM)

* Ne — HOMep NOAK/IHOYEHHOrO YCTPONCTBA B CMNICKE;
* MAC-adpec — MAC-agpec noak/I4eHHOro YyCTPOCTBa;

* VMIHmepgbelic — nHTepdeiic B3aMMogeiCcTBMSI TOUKM AOCTYNa C NOAK/THYEHHbLIM YCTPOWCTBOM,;

* RSSI — ypoBeHb NpuHUMaeMoro curHana, obwm;
* SNR — oTHOwWeHWe curHan/wym, ab;
* TxRate — kaHa/lbHasa CKOPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npuema, Méut/c;

+ Tx BW — nonoca nponyckaHus Ha nepegade, MI'y;

* Rx BW — nonoca nponyckaHus Ha npueme, MIy;

* Bpemsi pabomsi — Bpemsa coegmHenunsa ¢ Wi-Fi knneHTom

o MoameHto «BecnpoBoAHON KaHas» CTaHeT JOCTYNHO MOC/e BKUYEHUS pexnma knveHTa (STA) Ha
Touke gocTyna. Mocne oTkIYeHNUs pexxuma knmeHTa (STA) Ha ycTpoiicTBe «BecnpoBoaHON kaHas »

OyfeT CKpbIT.
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PykoBogacTBo no akcnayarauum WOP-20L

6.4.3 TogmeHto «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHpOpMAaLUUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-20L.

MoHHTOpUHN Radio VAP WDs STA CeTeBule HAaCTpOiikH Brelunne cepaucs! Cucrema - (ebxoa)

Wi-Fi knuenTsl £ OBHOBMTL

WDS >

X RX
CramieTua o Tpachiy Wma Link Link Link Quality RSSI, SNR, BW, BW, Bpema
o Ne xocta IP-agpec MAC-appec Wutepdpeiic  Capacity  Quality Common nbm nb TxRate RxRate My My paboTel

Crarposatine sdupa v 1 wlan0 100 3 79 52 17 MCS14  MCS13 20 20 00:04:28

"7 104
HypHan cobermii
Mepenawo / npunATo Beero, GaiT 228949/ 32 163 Mepeaaxo ¢ owmbramy, nakeTos 3
Cetesan wHchopmaLya
lNepenaHo / NPUHATO BCETD, NAKETOR 20287197 MoBTOpE! NEpenaun 3a NOCNEaHUA Nepuon, 28

Whchoprauya o a ‘ S 162 052 /3946 naxeTos
- s lepeaaHo | MPUHATO AaHHEIX, BaitT i
paanouHTEpeicax pea P . OBiwee UACNO NOBTOPOE Nepefady, naketos 863

Mepenako / NPUHATO JaHHKIX, NAKETOB 1986/27 ‘
WHipopmaLyA ob ycTpolicTee Cropocts nepegaum / npuema, Koutic 410

Mogynsuua Mepegano naketos MpuHATO NakeToB
DSsSs2 3 0% 0 0%
OFDM6 42 2% 38 19%
OFDM54 10 0% 0%

MCS2 0% 3%
MCS3
MCS5
MCS6
MCST 0% 28 14%

0
0
0 1%
0
0
MCS8 5 0% 0 0%
0
8
0
8

0
5

0% 3 2%
0% 1
[

0% 3%

MCS9 0% 15 8%

MCS10 0% 20 10%
MCS11 0% 13 7%
MCS12 0% 23 12%
MCS13 1 1% 29 15%
MCS514 129 6% 10 5%

MCS§15 1812 89% 5 3%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMNUCKE;

* VIMsi xocma — ceTeBoe MMS YCTPOICTBa,;

* IP-adpec — IP-agpec NoAKHYEHHOIO YCTPOCTBE,

* MAC-adopec — MAC-agpec noak/1t04eHHOro yCTponcTBa;

* MiHmepdpelic — nHTepdelic B3anmogerictens WOP-20L ¢ noak/1to4eHHbIM YCTPOCTBOM,;

* Link Capacity — napameTp, KOTOPbIi 0TO6paxaeT 3EeKTUBHOCTb NCMONb30BaHNA TOUKOIN JOCTyna
MOAYyNALMN Ha nepegady. PaccunTbiBaeTcs UCX0AS U3 KONMYeCTBa NaKeToB, NepefaHHbIX Ha KaxXa0i
MOAY/SILUMKN [0 KIMEHTA, N MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMU 019 MakCMMa/lbHOTO Tuna nss,
NoALEPXMBAEMOrO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B cilyyae, Korga naketbl NepefatoTcs Ha
mMoaynsiumm nss1mces0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs
3a nocnegHve 10 cekyHz,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMUTaHHbIA Ha
OCHOBaHMM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHOoe 3HaveHve —
100% (BCe nepepaHHble NakeTbl OTNPABUIUCH C NEPBOWA NOMbITKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OAVH NMakeT A0 K/IMeHTa He 6bl/1 yCreLHo oTnpaB/ieH). 3HaYeHre napamMeTpa paccumTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOPbIi 0TOGpaxaeT COCTOSAHME JIMHKA A0 KIMEHTa, pacCUMTaHHbIN
Ha OCHOBaHWW KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IEHHbIX KMEHTY. MakcMasibHoe 3HavyeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUICH C NEPBOIA NOMbITKM), MUHUMasIbHOEe 3HadeHne — 0% (Hu
OAVH MakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTNpaB/ieH). 3HaYeHre napameTpa paccuMTbiBaeTcs 3a Bce
BpeMs MOAK/TIIOUEHUS KNNEHT],

* RSSI — ypoBeHb NpuHUMaEMOoro curHana, obm;

* SNR — oTHOLWeHWe curHan/wym, ab;

+ TxRate — kaHanbHasA CKOPOCTb Nepegayn, Mout/c;

* RxRate — kaHanbHas cCKOpPoOCTb npuema, MouT/c;
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PykoBogacTBo no akcnayarauum WOP-20L

TX BW — nonoca nponyckaHus Ha nepegade, My,
RX BW — nonoca nponyckaHus Ha npueme, My,
Bpems pabombl — BpeMs COeANHEHUSA.

[Ons BbiBoAa 6onee pasBepHYTO MHChOPMALMK MO OnpeseneHHOMY NOAK/UYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napamerpsbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsAMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NAKeTOB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAK/IH0YEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, Nnakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKII0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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PykoBogacTBo no akcnayarauum WOP-20L

6.4.4 TogmeHto «CTatucTnka no Tpadomky»

B pasgene «CTtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpocTy nepeaaHHoro/noy4YeHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

Mowuropukr  Radio AP WDS  STA  CeTeswe wacTpoioe

WLAND TwiRx kbos

R 0 KDpS [Mex: 0.1 KDps)
@ T 4.3 kbos (max: 11.6 kops)

Wi-Fi knnenTel

kbps

e

- 108

CramucTaes no Tpachiecy > »

N 93

Crannposanne admpa as

HiypHan coBemit ae

az

a4

a6

e

Ehl

213

Hp Ly MCTEE 15

08
.................

WLANT THRX DO

Foc 0 bps imax: 0 bos)
® T 0bps [max 0bps)

2008 152020 162032 163044 162055 153000 163020 163032 163044 163056 163108 163130 183LIZ 163144 151155 161208 Ls
LAN Tx/Rx kbos

Fo 12,8 kbOS (max; 32 Kops)
® T 45 kbps (max: 142 kbos)

Mepenako ~

MpuHATe ~
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PykoBogacTBo no akcnayarauum WOP-20L

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MepenaHo v
WHTepderic Bcero nakeTos Beero 6aiT OTBPOLLIEHO NaKeTOR OwnGKu
LAN 2996 2504795 0 0
WLANO 0 0 0 0
WLAN1 1479 352261 222445 0
wian0-va0 0 0 0 0
wian0-val 0 0 0 0
wian0-va2 0 0 0 0
wian0-va3 0 0 0 0
wian0-va4 0 0 0 0
wilan0-va5 0 0 0 0
wian0-vab 0 0 0 0
wilan0-wds0 0 0 0 0
wian0-wds1 0 0 0 0
wilan0-wds2 0 0 0 0
wian0-wds3 0 0 0 0
wilan1-va0 1479 352261 222445 0
OnucaHue Tabnuupl «[PUHAMO»:
* MiHmepdgpelic — nmsa nHTepdeinca;
* Bceao nakemos — KO/IM4ecTBO YCNeLHO NPUHATLIX NaKeToB;
* Bcezo 6alim — KOIM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;
+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOYYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.
MpuHATO v
WnHTepdeic Bcero naketos Bcero Gait OTGpoLeHo NaKkeToB OwnGiu
LAN 235329 338827956 0 0
WLANO 0 0 0 8459
WLAN1 565 107889 0 0
wianQ-va0 0 0 0 0
wilan0-va1 0 0 0 0
wlan0-va2 0 0 0 0
wilanQ-va3 0 0 0 0
wilan0-va4 0 0 0 0
wlan0-va5 0 0 0 0
wlan0-vaé 0 0 0 0
wilan0-wds0 0 0 0 0
wlan0-wds1 0 0 0 0
wilan0-wds2 0 0 0 0
wlan0-wds3 0 0 0 0
wlan1-va0 555 107889 0 0
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PykoBogacTBo no akcnayarauum WOP-20L

6.4.5 TlogmeHto «CkaHnpoBaHue achrpar»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

MoHuTopUHT Radio VAP WDs STA CeTeBsle HACTPOWHKA BHeluHKe cepancel Cuctema - (Bbixon)
Wi-Fi kmveHTs! LA ETTLEEL SN [ocneaHes cranmposanmne Bono 17.10.2025 12:58:46
WDS
241Ty 5Ty
CramcTuka no Tpadmky Posonna
Nuanazon SSID De20NacHoCTH MAC-apgpec Kanan / Liupuna RSSI1, nbm
CraHuposanue adupa »
24Ty Open 1120 7
HypHan cobeimvit
24Ty Open 620 -5
Cetesan uxopMaLmAa
241Ty WPANVPA2 120 -6
S i 24y Open 1120 20
paguonHTepdelicax
241Ty WPA3 6/20 -22
Wudpopmanma o ycTpoicTee
241Ty Open 9i20 -22
2410y WPA2_1X 11/20 27
241y WPA3 13/40U -30
241y Open 11720 -31
24Ty Open (20 -34
241Ty WPA2 1720 -35

[nsA 3anycka npouecca ckaHMpoBaHMs 3hmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLueHust
npouecca Ha CTpaHuLe NOSIBUTCSA CNIMCOK 06HAPYXEHHbIX B paanoadnpe ToUeK AoCTyna 1 MHhopMaLms 0 HUX:

[NocnedHee ckaHupoBaHue 6b1/10... — fata yu Bpemsi NoCNefHero CKaHpoBaHus;

Juana3oH — ykasbiBaeTcsa gnanasoH 2.4 'y nnmn 5Ty, B KOTOPOM Oblsia 06HapyxeHa Touka 40oCcTyna,;
SSID — SSID o06Hapy»XeHHOW TOYKN JOCTYNa;

Pexxum 6e3onacHocmu — pexummM 6e30MacHOCT 06HapPY>XeHHOM TOYKN AOCTYNa;

MAC-adpec — MAC-agpec o6Hapy>XeHHOW TOYKN JOCTYNa;

KaHnas/LLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT obHapyXeHHast Touka AOCTyna,

RSS! — ypoBeHb, C KOTOPbIM YCTPOUCTBO NPUHMMAET CUrHas1 06Hapy)XXeHHOM TOYKM AOCTyna, ABM.

Bo Bpems ocyLLeCTBNeHUs CKaHNPoBaHUs achupa pagnovHTepdeiic ycTpoincTea 6yAeT OTK/IHUEH, YTO
npuBeaeT K HEBO3MOXHOCTN nepefayun gaHHbix 8o Wi-Fi KnneHToB BO BpeMsA CKaHUPOBaHUS.
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6.4.6 MoameHo «KypHas cobbIThi»

PykoBogacTBo no akcnayarauum WOP-20L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cneaytoLLyo MHOPMaLH:

MOHWUTOPHHT Radio VAP

OBHoBnenne MO ycTpoiicTea
Kongurypauma
Mepesarpyska

Maponk

KypHan »

[Nara W BpemMA

OtnagoyHan MHopMaLma

WDS

STA CeTeBble HACTPOMKK

Pexam

Appec Syslog-cepeepa

MopT Syslog-cepeepa

Pasmep daina, kb

BHELLHWE CEPBUCD Cucrema - (BbixOM)

Cepeep W daiin v

syslog.server

514

1000

Jama u spemsi — pata n Bpems, Korga cobbiTvie 6b1s10 CreHepypoBaHo;
Tun — KaTeropusi U ypoBeHb BaXHOCTU COObITUS;

lNpoyecc — nms npouecca, creHepupoBaBLLIEro COO6LLEHME,;
CoobuweHue — onncaHne cobbITus.

Tabnuua 6 — OnuncaHne KaTeropuin BaXXHOCTU COObITUI

YpoBeHb

0

N oo o g A WwN

UpesBblvaiiHble (emergency)

Tun BaXXHOCTU COOGLLEeHM

CurHans! Tpesoru (alert)

Kputunueckue (critical)

OwwBouHble (error)

MpenynpexaeHus (warning)

YBepomneHus (notice)

OnucaHue

B cucteme npowusoLuna Kputnyeckas owmnbka, cuctema
MOXeT pa6OTaTb HenpaBWJibHO

Heo6xoayMo HeMea/ieHHOe BMeLLaTe/IbCTBO B
cuctemy

B cucteme npousoLuna Kputuyeckas owmoka
B cucteme npousoLunia owmbka
MpeaynpexaeHne, HeaBapuinHoe coobLLieHne

YBefoM/IeEHE CUCTEMB, HeaBapMVIHOG coobLeHne

NHdpopmaumoHHble (informational) VHdhopMaLMOHHbIE COOOLLIEHMS CUCTEMBI

OTtnagouHble (debug)

OTnagouHble COOBLLEHMS NPeaoCTaBNsAT
nosb30BaTento MHoPMaLMIo 47151 KOPPEKTHOIA
HaCTPOWKN CUCTEMBI

[ns nonyyeHns HOBbIX COOBLLEHNIA B XXypHaUsie COObITUIn HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTbY.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XypHa/Ia MOXHO YAa/IUTb, HAXaB Ha KHOMKY «OUNCTUTbY.
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6.4.7 TMogmeHto «CeTeBas nHopmauns»

PykoBogacTBo no akcnayarauum WOP-20L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

MoHUTOpMHT Radio VAP

WWi-Fi knmeHTs

WDS

CramvcTuka no Tpadmey
CraHnpoeanue atwpa
KypHan cobtmi
Cereean wHopMauma »

Wrdbopumalma o
paguonHTepdericax

Midbopmaupa ob yeTpoicTee

WDSs

STA CeTeBtle HaCTpoiku
Cratyc WAN
WHTepdeiic
Mpotokon
|P-agpec
MpuHaTo
MepegaHo
Ethernet

CocTommre nopTa
CropocTe

Oynnekc

No IP-appec

MapuipyTsl ~
No Wurepdeiic
0 br0

1 br0)

Brelunme cepeucel Cucrema
br()
DHCP
130.7 Kbaiir (133 816 daiir)

1.6 MBanT (1 674 031 Gair)

Up
1000
Full

Haznauenue

0000

MAC-appec
Linwoz Macka
0.0.0.0
0.0.0.0

TR

Onaru

uG

(Ebixoq)

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;
* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELLUHEN CETY;
* [MpuHAMO — KonnyecTBo NpUHATLIX Ha WAN 6ailT;

*+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopra;

+ CKopocmb — CKOPOCTb NoAKMoUeHus no nopty Ethernet;
« [ynaekc — pexvum nepegaun gaHHbIX:

* Full — nonHbIi gynnekxc;
* Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxuTcsa nHopmauns o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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MapLipyThbl:

PykoBogacTBo no akcnayarauum WOP-20L

* Mlhmepdpetic — nms bridge-nHtepgeiica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogceTw.

®1azu — onpefeneHHbIe XapaKTepUCTUKN AaHHOTO MapipyTa. CyLlecTByOT CriefyLlime 3Ha4YeHUs
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOASaT
yepes BHeLWHWe wo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLUpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTaloLmmM Ha NIoKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasbIBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLupyT Bko4aeTcsa B Tabavuly MapLupyTm3aunm, YTobbl UCKIHOYNTD
nepeHanpasneHne a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, YTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMUYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamMerpa
mod.

A — yka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHus MapLupyTa SBASeTcs OAuH U3 afpecoB AaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUusaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpalleHne K KosbLEBOW CETU. Takme «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbcs
CUCTEMOM.
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PykoBogacTBo no akcnayarauum WOP-20L

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WOP-20L.

MoHUTOpUHT Radio VAP

Wi-Fi knnenTs

WDS

CratwcTuka no Tpadmwky
Cranupoeanne schvpa
HypHan cobeimai
Cetesan nHchopmauma

WHdbopmauma o
paguonHTepdeiicax »

HpopMaLmA ob yoTpoiicTee
W y

STA CeTeBele HaCTPOMHKM

Radio 2.4 Ty
Cratyc
MAC-agpec
Pesaa
Radio 5 TTu
Cratyc
MAC-agpec
Pezam
KaHan

Lupuxa kanxana, My

BrelwHue cepBuce!

BrikntousHo

IEEE 802.11blg/nfax

BrnroueHo

IEEE 802.11a/n/ac/ax
40 (5200 MIy)

20

ACTeMa - (Bbxog)

PagnovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BKIOYEHO» 1 «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 paamovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTpe «CTtaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /M Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP) unu WDS. B cnyyae ecnu Ha paguounHTtepdeiice nmeetcs xotsa 6bl ogHa akTneHasi VAP, Radio
Oy[eT HaxoanTbCA B cTatyce «BKMOYeHOo», nHaue — «BbIK/ToYeHOo».

B 3aBucMmocTu o1 ctaryca Radio A1 MOHUTOPUHIa AOCTynNHa crieayruias Manopmame:

«BbIKNHOYEHOY:

+ Cmamyc — cOCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexum paboTbl paguovHTepderica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — cOCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHasa, Ha KOTOPOM paboTaeT paavonHTepdec;

* WupuHa kaHana, My — wypuHa Nonockl 4acToT KaHasia, Ha KOTOpoM paboTaeT paguonHTepdeiic.
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6.4.9 TMogmeHto «VHhopmaLmsa 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WOP-20L.

MoHUTOpHHT Radio VAP WDS STA CeTensle HACTPOKN Brewwtre cepBucs! Cuctema - (Bbixom)

Wi-Fi knuenTe! Wanenue
WDS AnnapaTHas BepcuA 1v2
3asopcroi MAC-agpec

CratmcTuka no Tpadmky L
CepuiiHeii Homep WP52000401

CraHmpoBanue acmpa Bepeua M0

Hypran cobbimuit Pezepenan sepcua MO
Cetesan nHdopmaupa BepoAT Py
CuctemHoe epema 17.10.2025 12:47:08
Whdhopmauma o
pagmomnHTepdericax Bpewma pabotel 17 an, 00:56:52

Wrdbopmanpa ob yerpoiicTee > Sarpysa Y %

Hcnonbayeman namats 56% } 135 M6aiit / 241 MGaiit

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ AnnapammHdasi Bepcusi — BepCUs annaparHoro o6ecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTENeEMm;

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTBa;

* PesepsHas sepcus O — npefbiayuias yctaHoBsieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe speMs — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska L[1Y — cpefHuin NpoLEeHT 3arpy3kun npoueccopa 3a nocnegHue 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOICTBA.
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6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

MoruTOpIHT Radio VAP WDS STA CeTesele HAaCTpoiEM BHewHne cepeucel Cuctema - (Bbx0g)

Radio 2.4 Twy> 0bwwe
Radio 5 My Pesim IEEE 802.11b/g/n v

NononHuTensHo AsTomaTiueckuit exibop
KaHana

OI'paHH‘-lHTb CMWCOK KaHanos
KNWeHTa

Lupw+a kanana, My 40 v
OcroeHoi kaHan Lower v

MowpHocTk curHana, Abm 16 v

[ononHUTENLHO v

* Pexum — pexvm paboTbl MHTepderica cornacHo cregyrolwmmM ctaHaapTam:
+ IEEE 802.11n;
+ |IEEE 802.11b/g;
+ IEEE 802.11b/g/n.

+ Asmomamuyeckuli 8bI60p kaHasia — nNpu yCTaHOBEHHOM donare Touka focTtyna éyaetr asToMaTtuyecku
BblOMpaTh HaMMeHee 3arpyXXeHHblin paavokaHan ansa pabotbl Wi-Fi-untepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTATUYECKOro paboyero kaHana;

* KaHas1 — BbIGOp KaHana nepefayv AaHHbIX;

* O2paHuyums CrucoK KaHasi08 — NpW yCTaHOBNIEHHOM ch/iare Touka AocTyna 6yAeT UCrnosib30BaThb
OrpaHnYeHHbI Nonb30BaTeNnIeM CNUCOK KaHa10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa focTyna 6yaeTt Bblbuparb pabounii KaHas U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4YacToT. KaHasnbl gnanasoHa 2.4 I'u; 1-13;

+ OgpaHuyumsb CrnucoK KaHas08 K/lueHma — faHHbI donar aHasiornyeH «OrpaHuynTb CMCOK KaHas10By,
0flHaKO paboTaeT TO/bKO B pexume knveHTta (STA). Mo ymonyaHuto dpniar He yCTaHOB/EH;

+ UupuHa kaHana, MMy — wmpmnHa noaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka AOCTyna,
npuH1UMaet 3HaveHus 20 n 40 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3afjaHHOro KaHana, pasHoli 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPMYHbIM KaHanamu. MNepBuYHbIA KaHas MCNO/b3YeTCs KNMeHTamu, KOTopble NOoAAEPXMBAIOT TObKO
nosiocy nponyckaHusa kaHana 20 My,

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 MMy, B nonoce 40 MIy;
* Lower — nepBUYHbIM KaHa/10M 6yaeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu,

* MowHocmb cueHasia, 0bM — perynnpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHue ot 8 no 16 abm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

JONONHUTENLHO v
0BSS Coexistence
KaHankeHan ckopocTh Nepegaqm Auto w
KopoTkMIA 3alUMTHEIR MHTEpEEN
STBC
Mepuog oTNPAEKK CNyKeGHLIE COOBIEHHA, MC 100
Mopor fparmeHTaLue 2346
Mopor RTS 2347
Arperayma
KopoTeaa npeamdyna
LWeinep BroadcastMulticast, nak'c
Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 11 9% 6 655 2 1
Supported
Basic
Wi-Fi Multimedia (WKM)

Pennueauun ARP

Pexum padorel DHCP Snooping replace w
Onuma 82 dropmar CID APMAC-55ID w

Onuma 82 copmat RID ClientMAC w

Popmar MAC-agpeca ALBB:CC:DD:EE:FF w

Brniounte CloS

+ OBSS Coexistence — pexvum aBTOMaTMUYECKOTO YMEHbLLEHUS LUMPUHBI KaHaa npwv 3arpyXeHHoOM
paavoadovpe. Mpn yCTaHOBNEHHOM (hiare pexumM BK/IKOUEH;
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KaHasibHasi ckopocms nepedayu — hMKCMpoBaHHaA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensiemas cneundukaumamu ctaHgaptos IEEE 802.11b/g/n;
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIO 3allMTHOIO HTepBasia. Touka gocTyna
nepeAaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTU nepegayn AaHHbIX. MNose JOCTYNHO, TO/IbKO eCNN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiX coobweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lMopoe ¢hpacmeHmayuu — nopor doparmeHTaummn peliva B 6aritax. NMpuHUMaeT 3HavyeHnsa 256—2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOBHOCTbL
6ecnpoBogHoli cetu. NpuHnmaeT 3HaveHnst 0—-2347, no ymonyanuo — 2347;
Aepezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINO/HAETCS OrpaHnyeHne
nepegayv LMpoKoBeLWaTe/IbHOro/MynNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepXxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3m koHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
Pexxum pabombsi DHCP Snooping — BbI6op nonuTtnkmu o6pa6otkm DHCP onuun 82. loCTynHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — o6paboTka onuuun 82 oTK/IoYeHa. 3HaYeHUe No YMOIYaHUI;
* remove — To4Ka A0CTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HauyeHus napametpa CID Ha <MAC-agpec Touku gocrtyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
* custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyusi 82 yHuUKa/ibHbIl CID — npon3BosibHasa cTpoka 40 52 CMMBOJIOB, KOTopas
6ypet nepepasarbca B CID. Ecniv 3HayeHne napameTtpa He 3aaHo, TO Touka
poctyna 6yget nameHsats CID Ha 3HavyeHue no ymondanuto — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[ocCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

+ Onyus 82 yHuka/bHbIU RID — nponsBosibHasA CTpoka A0 63 CMMBOOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHre napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.
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+ ®opmam MAC-adpeca — Bblbop pasgenutenein oktetoB MAC-agpeca, kotopslii nepegaetca B CID
n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUNA. 3HaYEeHne no
YMOTYaHUIO;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.

* Bksmoyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNMiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service). aHHbI dhyHKLMOHaN NO3BO/SET NEpeonpeaenTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IHOYEH.

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (OoH) S = . P o

Data 2 (Best Effort)

Data 1 (Buaeo) B B

Data 0 (Fonoc)

Station EDCA Parameters

Quepeas AIFS cwMin cwMax TXOP Limit

Data 3 (Dok) 7 5 v 1023 v 0

Data 2 (Best Effort) 5. P o

Data 1 (Braeo) 5 7 v 15 v 94

Data 0 (Toioc) 5 S T B Y

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB TouYku gocTyna (Tpaduk nepegaeTcs OT TOUKU
[0CTYNa K KNUEeHTY):

* Oyepedb — npeponpefeneHHble ovepeamn 418 pas3/IMyHoro poga Tpaduka:

+ Data 3 (P0OH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsH MPOMNyCKHAsi CMOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OUYepPE/lb, CPeAHSA NPOMNYCKHas CNOCOBHOCTb U
3agepxka. B gaHHyto ouepep otrnpasnseTca 60MbWNHCTBO TPAAULMOHHBIX |P-AaHHbIX
(npropuTeTbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aePXKW. B AaHHO
ouyepem aBTOMaTnyeckn obpabarbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npropuTeTbl 802.1p: cs4, cs5);

+ Data 0 (los10c) — BbICOKONPUOPUTETHAS 0Yepesb, MAHMMa/IbHbIE 3a4epXK1. B aaHHO
ouyepeamn aBToMaTnyeckm o6pabartbiBaOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BpEMEHW, Takmne Kak
VolP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHus kKaapos (dppeliMoB)
[aHHbIX, U3MepAeTCcs B c/1oTax, npuHMMaeT 3HadeHns 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHU OXUAaHusa nepes noBTOPHONM OTNPaBKoK Kaapa,
3aflaeTca B MuanncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXEeT npeBbilaTh 3HaYeHne cwMax;

* cwMax — MakCc/MasibHOe 3HavyeHne BpeEMEHN OXMAaHUA nepes NoBTOPHOWN OTNPaBKo kaapa,
3aflaeTca B MuanncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax A0/MKHO ObITb 60/bLUEe 3HaYeHMS cwMin;

* TXOP Limit — napameTp UCMNO/b3YeTCA TONbKO A8 OAaHHbIX, NepefaBaeMblX OT KIMeHTa 40 TOUKN
focTtyna. Bo3aMOXHOCTb nepefayv — MHTepBasl BpEMEHU, B MUIIMCEKYHAAX, KOTAa KNMeHTCKas
WME-cTaHuma nMeeT npasa MHUuMMpoBaTb nepefady AaHHbIX No 6ecnpoBOAHON cpefe K Touke
[0CTyna, MakcuMasibHoe 3HavyeHue 65535 MUIIncekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB KneHTa (Tpadvk nepenaercs OT KMeHTa
[10 TOUKM focTyna). OnucaHve nonei Tabnuubl NPUBEAEHO BbILLE.

[ns BCTynneHnst B Culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MouuTopuHr  Radio VAP WDS  STA CeTeBble HACTPOMKM BHELUHHE CEpBHCLI Cuctema U~  (Bbixod)

Radio 2.4 Ty Obwme

Radio 5 Ty » Pexnm IEEE 802.11a/n/ac o4
llononkuTeneHo ABTOMaTHUeCKWiA BeIDOp kaHana

QrpaHW4UThL CNUCOK KaHanos

n 36 (5170 — 5210 MITu) X
44 (5210 — 5250 M) %

LLnpuHa kanana, My 40 v
OCHOBHOM KaHan Upper v

MOLHOCTL CHMHANa, ABM 19 v

OononHUTeNsbHO v

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
+ IEEE 802.114;
+ IEEE 802.11a/n;
+ |IEEE 802.11a/n/ac.

+ Asmomamuyeckuli 8bI60p kaHasia — nNpu yCTaHOBMEHHOM doare Touka focTtyna éyaet asToMaTtuyecku
BblGMpaTb HaVMeHee 3arpy>XeHHblii pagnokaHan ans paéotbl Wi-Fi nitepdpelica. Mpu cHaTom thnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;

* KaHas — BbIGOp KaHana nepegavuvn AaHHbIX;

+ O2paHuyumsb CrucoK KaHasi08 — NpPW yCTaHOBNIEHHOM ch/iare Touka AocTyna 6yAeT UCrnosib30Barhb
OrpaHnYeHHbI Nob3oBaTesieM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnyYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka focTyna 6yaeTt Bblbuparb pabounii KaHas U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4YacToT. KaHanbl agnanasoHa 5 'u; 36—64, 132-144, 149-165;

+ OgpaHuyumb CrnucoK KaHasi08 K/lueHma — faHHbI donar aHasiornyeH «OrpaHuynTb CMCOK KaHas10By,
0flHaKO paboTaeT TO/bKO B pexume knveHTta (STA). Mo ymonyaHuto dpniar He yCTaHOB/EH;

+ UupuHa kaHana, MMy — wmpmrHa nNoaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHumaeT 3HaveHus 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3afjaHHOro kaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWUYHbIM KaHannaMmu. MepBUYHbIA KaHa UCNOb3YEeTCH KIIMeHTaMu, KOTOpble NOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHusa kaHana 20 Mruy;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;
* Lower — nepBUYHbIM KaHa/10M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu.

* MowHocmb cueHasia, 0bm — perynnpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 11 go 19 abm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonyaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHne «OCHOBHOM kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

JONONHWUTENBHO v

OBSS Goexislence

KaHaneHaA CEopocTh Nepeaaqn Auto w

Nognepsxa DFS BrmouyeHo w
KopoTEMIA 23LUWTHEIR WHTEPEAN
STBC
Mepuon oTNPaEKK CNykeGHbX cooBLYEHHE, MC 100
MNopor dparmeHTaymn 2346
Mopor RTS 2347

Arperauyma

KopoTeas npeambyna

Weitnep BroadcastMulticast, nakic

Legacy Rate Sets Rate (Mbps) 54 45 36 24 18 12 9 G
Supported
Basic

Wi-Fi Multimedia (WMM}

Pennurauws ARP

Paxum paforsl DHCP Snooping replace ~
Cnuma 82 dopmar CID APMAC-S5ID b

Onums 52 dopmar RID ClientMAC b

Dopmar MAC-agpeca AA'BB:CC:DD:EE:FF w

Brniounte CloS

43



PykoBogacTBo no akcnayarauum WOP-20L

OBSS Coexistence — pexum aBTOMaTUY4ECKOTO YMEHbLUEHUSA LWUMPUHbI KaHaa npuv 3arpy>eHHOM
pagnoadmpe. MNMpu ycTaHOB/IEHHOM (hf1are pexxMm BK/THOYEH;
KaHasibHasi ckopocms nepedayu — hMKCMpoBaHHaA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensemas cneumdukaumsamm ctaHgapTos IEEE 802.11a/n/ac;
lModdepxxka DFS — mexaHn3M AMHaMMYecKoro Bbibopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNA KaHa10B, COBMaatoLmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:
* BbIK/Il04EHO — MexaHn3M Bblk/TtodueH. DFS-kaHasibl He JoCTynHbI 415 BbI60pa;
* BK/1l04EHO — MexaHn3M BK/IHOYEH;
* [MpuHyoumesibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4oCTynHbI 4719 BbiGopa.
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeAaeT AaHHble, UCNOosb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [AaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiXx coOo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs 18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256—2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CNOCOBHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HaveHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hniare BbINOHAETCS OrpaHuyeHmne
nepefayv LWMpPOKoBeLLaTeIbHOro/My/IbTUKAcTOBOrO Tpadguka no 6ecnpoBOAHON CETU. YKaknTe NMMUT
ANS LUMPOKOBELLATENBHOTO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocoBs 13 Broadcast B Unicast;
Pexxum pabombsi DHCP Snooping — BbI6op nonuTtnku o6padotkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4Ka A0CTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH KITNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6ypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3aaHo, TO Touka
poctyna 6yget nameHsats CID Ha 3HavyeHue no ymondanuto — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:
*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4veHune No ymosiyaHuio;
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* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHre napameTpa He 3afaHo, TO To4ka
poctyna éyaet nsameHstb RID Ha 3HauyeHne no ymonyanuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymMmosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxuBaHua (Quality of Service). JaHHbI dhyHKLMOHaN NO3BO/SIET NepeonpeaenTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IOYEH.

[N HaCTPOIiKM o6ecneyeHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouyepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®OH) S 15 . 1025 v N

Data 2 (Best Effort)

Data 1 (Buaeo) 4 -

Data 0 (Tonoc) 1

Station EDCA Parameters

Ouepens AIFS cwMin cwMax TXOP Limit
Data 3 (QoH) - 15 v 1023 * 0
Data 2 (Best Effort)

Data 1 (Buneo) 2 7

Data 0 (Fonoc) 2

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku gocTyna (Tpaduk nepegaeTcsa oT TOUKU
[0CTYNa K KNUEeHTY):
* Oyepedb — nNpeponpefeneHHble ovepeamn 418 pas3/IMyHoro poga Tpaduka:

+ Data 3 (POH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsH MPOMNYCKHAsi CMOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OUYepe/lb, CPeAHSA NPOMNyCcKHas COCOBHOCTb U
3agepxka. B gaHHyto ouepep otrnpasnseTcs 60MbWUNHCTBO TPAAULMOHHBIX |P-AaHHbIX
(npropuTeTbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aePXKW. B AaHHO
ouyepem aBTOMaTnyeckM obpabarbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npropuTeTbl 802.1p: cs4, cs5);

+ Data 0 (lo/10c) — BbICOKONPUOPUTETHAS 0Yepesb, MHUMa/IbHbIE 3a4epXK1. B aaHHO
oyepeamn aBToMaTnyeckM o6pabartbiBaOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BpEMEHW, Takmne Kak
VolP, notokoBoe Buaeo (npuoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHusi kKaapos (dpeliMoB)
[aHHbIX, U3MepAeTCcs B c/1oTax, npuHMMaeT 3HadeHns 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHU OXUAaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3aflaeTca B MuanmncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXEeT npeBbilaTh 3HadYeHne cwMax;
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+ cwMax — makcumasibHOe 3HaveHue BpeMeHN OXXnaaHua nepen I'IOBTOpHOI\/'I OTI'IpaBKOI\/'I Kaapa,

3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/MKHO BbITb 60/bLUEe 3HaYeHUs cwMin;
+ TXOP Limit — napameTp UCNosb3yeTCcsa TONbKO AN faHHbIX, NepefaBaeMblX OT KMeHTa 4o

TOYKMN

Aoctyna. BoaMoXHOCTb nepefayn — MHTepBasl BPEMEHW, B MUIIMCEKYHAAX, KOTAA KIMEHTCKas
WME-cTaHUmMsi UMe€eT npaBa MHULMMPOBaTb Nepegady AaHHbIX N0 6eCnpoBOAHOV Cpeae K ToUke

[0CTyna, MakcMMasibHoe 3HavyeHne 65535 MunmcekyHa.

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB KnveHTa (Tpaduk nepeaaeTcst oT KMeHTa

[10 TOUKM gocTyna). OnucaHue nonei TabnuLbl NPUBEAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.5.3 ToameHto «[onoNHUTENbHO»

B nogMeH0 «[lonoNHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

MoHUTOpUHT Radio VAP WDS STA CeTeBkle HacTpolikm BHellHmMe cepBucel Cuctema -

Radio 2.4 Ty [LOMONHUTENEHO
Radio 5 [Ty Crpana Poccun v [ Pasbnokupoeats

[lONONHUTENHO > [MoBansHasA nzonALMA O

+ [IpUMEHHTE ® OtmeHa

(BbIxod)

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeTt Touka goctyna. [nsa Bblbopa CTpaHbl HYXXHO
BbICTaBUTb (hriar «PasbnoknpoBaTb». B 3aBUCMMOCTI OT yKa3aHHOIO 3HaYeHus 6yayT NpYMEHEHbI
OrpaHNYeHns K No10ce YacToT M MOLLLHOCTU NepeaaTyunka, KoTopble AeNCTBYHOT B JaHHON CTpaHe.
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YACTOTHbLIX KAHA/I0B, YTO BAUSIET HA
aBTOMaTU4YeCKuUin BbIGoOp KaHana B pexume Channel = Auto. Ecnu knneHTckoe o6opyaoBaHue

or

JIMLEH3NPOBAHO AJ151 UICNOMb30BaHUS B PYrOM PernoHe, BO3MOXHO, YCTAHOBUTL CBA3b C TOYKOM AocTyna

B TaKOM C/lyyae He yaacTcsi.

€ Hactpoiika nokanbHbIX (PErMOoHaNbHBIX) OrpaHUyYeHNii, BKtouas paboTy Ha pa3peLleHHbIX YaCTOTHbIX

KaHau1ax n BleO,CI,HOI7I MOLLIHOCTU, AB/TAETCA OTBETCTBEHHOCTbLIO MHCTaU1/IATOPOB.

© BLI60p HeNpaBMILHOTO PErMOHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKUMM YCTpOAiCTBaMu.

* [7106a/1bHas u30/154usi — NpU YCTaHOB/IEHHOM dof1are BK/I0YaeTCs U30M1aums Tpadouka Mexay
KnneHtamm pasHbix VAP 1 pasHbix pagnonHTepdelicos.

[ns BCTynneHust B C1ly HOBOW KOHUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.6 MeH «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

(%)

Mocne BkIOUYeHUs1 pexxuma knneHTa (STA) 6yaet HegocTynHa HacTpoiika VAP B ToMm radio, B KOTOpoM
6bl/1 HACTPOEH peXuM kneHTa (STA).

6.6.1 TNoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6pakatoTcsi HacTpoiikm Bcex VAP Ha pagnonHTepdelicax Radio 2.4 'y, n Radio
5 I'Tu. MOXHO NOCMOTPETb HACTPOIKN KaXKA0W BUPTYasibHOM TOUkM focTyna B pasgenax VAPO-VAP6.

MoHUTOpHHT Radio VAP WDS STA CeTeBele HACTPOMHKM BHeLIHME CepBHCE! Cuctema - (BbX0A)

CymmapHo » 240Ty 50Ty
24Ty VAP Bknioueno  Pemum GezonacHocTu VLAN ID SSID Tpaucnupoeats SSID Peskum Band Steer Wzonaumuna abonentor

5Ty VAPD M) BeimioueHo
VAPT O BeiknioueHo
VAPZ O BelkniouaHo
VAP O BelkniouaHo

lMokazaTe BCR

+ MpuneHnTs [ O TEE

VAPO-VAP6 — nopsiikOBbIi HOMEP BUPTYasibHOM TOYKM AOCTYNa;

Bksito4eHo — npu yCTaHOB/IEHHOM dhiare BUPTYasibHas Touka AOCTYyna BK/IYeHa, MHaye — BbIK/THYeHa,;
Pexxum 6e3ornacHocmu — TUn WNGPOBaHUA AaHHbIX, UCNO/b3YEMbIl HA BUPTYasibHOM TOUKE A0CTYNa;
VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHuMaTbes Ter npu nepegade tpaduka Wi-Fi knneHTtam,
NOAK/THYEHHbIM K AaHHOo VAP. Tpu npoxoxaeHnn Tpadinuka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaselumBaTbes Ter VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk);
SSID — nimsa BUpTYyasibHOM 6eCnpoBOAHON CETY;

TpaHcnuposams SSID — npu ycTaHOB/IEHHOM doniare BK/IOYEHO BellaHue B acpup SSID, nHave —
BbIK/THOYEHO;

Pexxum Band Steer — npu ycTaHOB/IEHHOM dh/iare akTMBHO MPUOPUTETHOE NOAK/IOYEHNE KneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoMm pagnonHTepdeiice n
aKkTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer,

WV3onsyusi aboHeHmMos — nNpu yCTaHOB/IEHHOM doiare BKH0UYeHa U30/1Auna Tpadinka Mexay KaveHTaMmu
B npegenax ogHoii VAP.

(X

Mocne BkIOUYeHMst pexxuma knneHTa (STA) HacTpoiika VLAN ID 6yaet HefocTymnHa.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.6.2 TogmeHto «VAP»

MOHMTOPHHT Radio VAP WDS STA CeTeebie HaCTPOHKM BHEWHKE CEPEMCE CHcrema - BbIXOA)

CymmapHo VAPO | VAP1  VAPZ  VAP3  VAP4  VAPS  VAPS
2.41Ty> Ofpe HAacTPOAKK
5My BrnioseHo

WLAN ID

SSID
Tpaxcnwposats SSID
Pexum Band Steer
WsonAums aGorenTos
MNopaepxxa 802.11kfv
Pennugayma Multicast
MpuopuTeT 802.1p ~
Peskum Minimal Signal
IMUHHM ANEHEIR YDOESHE CHIHANE, O5M -100
Mopor ypoBKA CHIHANA NPH POYMHHTE, AEM =100
Wrrepean Minimal Signal, ¢ 10
MaxcrmankHoe KONUUecTED KNTHEHTOB 0
Pestaim GesonacHocTH BuIKMiO4EHE ;o

Moppepkka 802 11r

O6ume HaCTPOIKU:

* BK/1l04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTYyaUibHas TouKa AOCTyNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbesa Ter npu nepegade tpadwmka Wi-Fi knneHtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT knneHToB 6yaeT HaselwmBatbes Ter VLAN ID (npu oTkntoueHHoM pexxumve VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKOYEHO BelaHne B adomp SSID, nHave —
BbIK/IHOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl hyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagvonHTepderice n
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;

* U3on1syus aboHEHMOB — NPV YyCTaHOBNEHHOM ch/iare BK/IHOYEHA N30/1Auua Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* Moodepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHgapToB 802.11k/v Ha BUpTyasibHOW TOUKe AOCTYNa,;

* Pennukayusi Multicast — npu yctaHoBneHHoMm chnare Multicast-Tpacomk B CTOPOHY K/IMeHTOB ByaeT
npeobpasoBbiBaTbcA B Unicast 40 KaXA0ro KAMeHTa, npu OTKIIYEHHOM NPOXoAUTb 6e3 MogudmKaunii.

* [Mpuopumem — BbIGOP crocoba npuopuTusaunn. Onpeaenser nose, Ha 0CHOBaHMN KOTOPOTo Tpaguk,
nepegarowmiica B pagnonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;
+ 802.1p — 6yaeTt aHanu3unpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy ycTaHOBNeHHOM hnare dyHKUUS OTKIo4eHns knneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl (oyHKUMOHaNa
Heob6X04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUSA OT BUPTYasIbHON CeTu;

* [lopoe yposHs cuaHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHne K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp AO/MKEH 6bITb Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa»: ecnv «MuHuUMasibHbIl
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YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymuHae» [OMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHMN KOTOPOro NPYHUMAETCA peLleHne 06
OTKJ/THOUEHUM KNIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* MakcumasibHoe Ko/lu4ecmso K/IUeHMOos8 — MaKCMMasibHO A0MYyCTMMOE YMC0 NOAKNHYaeMbIX K
BMPTYas1bHOI CEeTU KNIMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — He UCMNO/b30BaTh WNpoBaHve 418 nepegadn AaHHbIxX. Touka JocTynHa ans
MOAK/TIOYEHMA NH0OOTO K/TMEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTpoka:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
Joctyna. [yivHa kntoya coctas/iseT ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3N, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ans RADIUS-cepeepa.

Mpw BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT ByayT AOCTYMNHbI Cneayowme HacTPOKM:

Pexam BezonacHocTu WPA2-Enterprise v
MFP CrmenioueHo v
PMKSA k3wmposaqne
Mopnepwxa 802.11r
Bpyunyio
FT-over-DS N
Koy moBunexore goctyna RO root
Ko moBunsHoro goctyna R1

Mnentudbieatop mobunsHoro 0
nomeHa

Berpeunbiii MAC-agpec

MAC- YoaneHHLIA Koy YoaneHHLIA Km0y RRB RRB
Ne agpec MobuneHoro goctyna RO mobuneHoro aoctyna R1 knrou RO kmioy R1
+ [oGasum CeephyTs
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+ MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoct WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHue OMK/IYEHO):
* Omk/io4eHo — 3almMTa management-kagpoB OTK/IIOYEHS,;
+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;
* Bk/1o4eHO — 3almTa BKIH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMteCca He MOryT.

* PMKSA kawuposaHue — hnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLUMM TOUKA AOCTYNa 3anoMUHAET K/IMEHTCKOe
YCTPOMCTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudmnkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEeYEHKEe 3TOro BpemMeHu. BkioueHre gaHHoN yHKLUMK coKpallaeT BpeMms
pPOyMUVHIra Npv BO3BpaLLEHUN KNIMeHTa Ha TouKy focTyna B pexvme WPA Enterprise. HacTtpolika
[OCTYyrHa TO/bKO Npu pexumax 6e3onacHocTtu Enterprise;

* 802.17r — chyHKUMOHAN BbICTPOro POyMUHra, paboTaeT TOIbKO C KIIMEeHTaMK, KOTOpbIe NoAAEPXKUBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;

* BpyyHyro — npv ycTaHOBIEHHOM (hiare NosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napaMeTpoB POYMUHTE,;

* FT-over-DS — BktoueHue pexnma «Over the DS»;

*+ Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHoin VAP, HanpyMep, CepuiiHbIi
HoMep;

* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);

* MldeHmucghukamop MobusIbHO20 OOMeHa — HOMEP TPyMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;

* BcmpeuHbiti MAC-adpec:

+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkn gocTtyna. MakcMmasibHoe
KonnyectBo — 256;

* YOasieHHbIU K/1o4 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN KoY, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeuHol Touke [ocTyna;

* YOasieHHbIU K14 Mobu/ibHo20 docmyrna R1T — MAC-agpec VAP Ha BCTpPeYHOi
TOYKe [OCTyna;

* RRB ksto4 RO — cnyyaliHblii kntoy. He gomkeH coBnagathb ¢ «RRB ktod R1», HO 06513aTe/1bHO
AomkeH conagatb ¢ «RRB kntou R1» BCTpeyHon Toukn gocTtyna. AnunHa kaoda — 16
CVIMBO/10B;

* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagath ¢ «RRB kntod RO», HO 06513aTe/1bHO
AomxkeH conagatb ¢ «RRB kntou RO» BCTpeyuHon Toukn gocTtyna. AnunHa kaoda — 16
CVIMBOJ10B.

@ nocne BrOYEHMS pexnma knveHTa (STA) HacTpoiika VLAN ID 6yaeT HefocTynHa.
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RADIUS:
RADIUS
Homen root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812

Mapone RADIUS cepeepa

®

Mcnoneaoeats akkayHTHHN yepes RADIUS

Mcnons20eats Apyrue HacTpoiky 4na
arEayHTHHa

IP-appec RADIUS cepeepa ona 192 168.0.1
AKEAYHTUH

Mopr RADIUS cepeepa 4nA akkayHTUHa 1813

8

Mapons RADIUS cepeepa AnR akkayHTUHra
lNepuopwueckan oTnpaeka akkayHTHHa

WMHTepean oTnpaBky akkayHTUHra 600

+ [lomeH — floOMeH nonb3oBaTtens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
* Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbIli MCNoNb3yeTcsa ANa ayTeHTudmkaumm n
aBTopu3auuy;
*+ laposnb RADIUS cepsepa — naponb ana RADIUS-cepBepa, MCnosib3yemMoro Ans ayteHTugukaumnm n
aBTopu3auuy;
* Vlcnosnib308ame akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/eHHOM donare 6yayT oTnpas/isaTbCcA
coobuweHuns «Accounting» Ha RADIUS-cepBep;
* Mcnonb3o8amb Opya2ue HacmpoUliku 0719 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 015 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro s
aKKayHTUHra,;
+ laposnb RADIUS cepsepa 05151 akkayHmuHzaa — naponb ana RADIUS-cepsepa, Mcnosb3yemoro ans
aKKayHTUHra,;
* Mopm RADIUS cepsepa 0715 akkayHmuHaa — NopT, KOTOpPbI ByAeT NCNo/b30BaH 418 coopa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agatb MHTEpBas1 OTNPaBku COOOLLEHWI MOXHO B none «MHmepsas
omnpasku akkayHmuHaan.
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[NopTanbHaa aBTOpU3aLINA:

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

MoHuTopuHr  Radic VAP WDS  STA  CeTeBhle HACTPOMKM  BHELHME CEpBHCHl  CUCTEMA

=
1

(Bbixon)

MopTankHaA asTopu3aLna > BrNtounTh

Agapec cepeuca APB ws:/192.168.1.1:8090/apb/broadcast

Airtune

* Bk/1ro4umsb — Npu yCTAHOB/IEHHOM dp/iare aBTopu3aLusi nosib3oBateneli B CeTv 6yAeT NPOU3BOANTLCS
nocpeACcTBOM BUPTYaslbHOToO nopTana;

* HassaHue BupmyasibHo20 rnopmasa — UMsi BAPTyas/lbHOro nopTtasia, Ha KoTopbli GyeT nepeHanpasieH
no/sib30BaTes b NPV NOAKIOUYEHNN K CETY;

* Adpec 0715 nepeHanpas/ieHusi — afpec BHELLIHero BUPTyaslbHOro NopTasna, Ha KoTopblii 6yaeT
nepeHanpas/ieH Nonb3oBaTe/lb NPU NOAK/YEHUN K CETU.

OrpaHnyeHmns CKOPOCTu:

OrpaH14eHMA CROPOCTH

BEMICYHTL

WAP Limit Down 0 KOuTiC
VAP Limit Up 0 KOuTE
STA Limit Down 0 KouTC
STA Limit Up 0 KoMTIC

* Br/moyums — aKTMBUPOBATH MNOJIE HACTPOEK,;

* VAP Limit Down — orpaHu4eHve nponyckHon cnocobHOCTN B HaNpaB/feHnn OT TOYKM JOCTyNna [0
K/TMEHTOB (B CyMME), NOAK/THUEHHbIX K faHHoi VAP, KouT/c;

+ VAP Limit Up — orpaHuyeHne nNponyckHoli CNoCOGHOCTY B HanpaBfeHUN OT KNIMEHTOB (B CyMMe),
NOAK/TYEHHbIX K AaHHOoN VAP, 00 TOYKM [oCTyna, KouT/c;

+ STA Limit Down — orpaHvuyeHune npornyckHoW Crnoco6HOCTM B Hanpas/ieH! OT TOYKM JocTyna A0
KNMEHTOB (KaXA0ro B OTAENbHOCTM), MOAK/YEHHbIX K AaHHo VAP, KGUT/C;

+ STA Limit Up — orpaHuyeHune nponyckHOi CnocoO6GHOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTK), NOAK/OYEHHbIX K AaHHo VAP, 0 Touku AocTyna, KouT/c.
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KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTpons goctyna no MAC
BENHYEHO

MonuTuka 3anpetuTe v

Cnuncok MAC-agpecoe

1 AABB.CC.DD:EEFF - x

2 AABB:CC:DD:EEEE - x

* Bk/ioueHO — npu ycTaHOBNEHHOM donare 6yaet pabotaTb BblopaHHas NnoanTuka focTyna;
* lMosrumuka — nonuTuka Joctyna. Bo3moxHble 3HaYeHus:
+ 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogkovatbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTtasibHbIM JOCTYN ByAeT paspeLlen;
+ Paspewums — K gaHHoli VAP 6yaeT paspeleHo nogknoyarbcs ToAbKo TeM kmeHTam, MAC-
aZipeca KOTOpbIX CoAepXarcs B Cnucke. Bcem octasibHbIM AOCTYN GyAET 3anpeLleH.
* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+

[lns Toro yTo6bl 406ABUTL afPEC B CNIUCOK, HAXKMUTE KHOMKY . 1 B nosiBuBLLEMCS none seeante MAC-
aapec. YTo6bl yaanuTb aapec 13 Crmcka, HOKMUTE KHOMKY B COOTBETCTBYHOLLEW CTPOKE.

Ecnu Bo3HUKNA HEO6X0AMMOCTb A06aBUTbL B cncok MAC-afpec KIMEHTa, KOTOPbI B AaHHbI MOMEHT

NOAKMKYEH K TOYKE A0CTYNa, HAXKMUTE B KOHLE CTPOKN KHOIMKY E] n BblﬁepI/ITe Hy)KHbII7| agpec n3 Cnncka, oH
aBToOMaTtn4yecku AO6aBMTCﬂ B rnone.

Mo ymonuaHuio B cnncke oTobpaxaercs Ao 10 agpecos. A1 Toro 4To6bl yBUAETh NOJHbIV CIUCOK B Cyvae,
€C/IM OH coaepxunT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 AABB.CC:DD:EE:AA d x

Mokasarb BCE

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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6.7 MeHw «WDS»

B meHo «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoHbIX MocToB Mexay WOP-20L.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

€ Mocne BKOUEHUS peXUMA KIMEHTA (STA) 6ynet HepgocTynHa HacTpoiika WDS B ToM radio, B kKOTOpoMm
6bl1 HACTPOEH pexuM kneHTa (STA).

6.7.1 TogmeHto «WDS»

MoHUTOpIHT Radio VAP WDS STA CeTeBele HAaCTpoikA BHeluHme cepBuce! Cucrema - (Bbxon)

WDS > 241y 5MTy
BrmoueHo
Pexum Gezonackoctn WPA2 v
Kntou WPA @

MAC-agpec pagvouHTeptbeiica
Whtepdeicsl WDS

Hurepdperc Bctpeunelid MAC-agpec KaHankbHaA CKOPOCTE Nepeaayy

wlan0-wds0 Auto ~

wlan0-wds1 [ Auto v

wlan0-wds2 [ Auto v

wlan0-wds3 [ Auto w

Bo Bknagkax «2.4 I'Tu» n «5 [Tu» BbIGUpaeTcs pagnonHTepgeinc ycTpoicTea, Ha KOTOPOM He06X04MMO
nocTpouTb 6ecnpoBOAHON MOCT.

* Bk/1oueHO — npu ycTaHoBNEHHOM dhiare pexxum 6ecnpoBo4HOro MOCTa BK/IOUEH, MHaYe — BbIK/THOUEH,
* Pexum 6e3ornacHocmu — pexum 6e3onacHocTy focTtyna Kk 6ecnpoBofHON CeTu:
* BbIK/Il04UMb — HE NCNO/b30BaTh WW(POBaHNE A8 nepefayn faHHbIX;
+ WPA2 — cnocob wundppoBaHus, npu Bbibope KOTOPOro 6yaet AOCTyNHa cneayoLlast HacTpoka:
* Koy WPA — knto4/naposnb, HE0O6X0AMMbI 4715 NOAKIYEHMS K BCTPEYHOW ToUke AocTyna.
[nvHa knioya coctaenser ot 8 o 63 cMMBOSOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgeinca gaHHOro ycTpomncTsa,;
* MlHmepcpetic — BbI6OP 1 BKNtoYeHne WDS-uHTepdieiica, Ha KOTOpom 6yaeT NOCTPOEH 6eCcrnpoBOAHON
MOCT;
* BcmpeuyHbil MAC-adpec — MAC-agpec pagnovHTepdelica BCTPEYHOro YCTPOMNCTBa, 0 KOTOPOro
HacTpansaeTcsa 6ecnpoBOHOIN MOCT;
+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHasA CKOPOCTb 6eCNPOBOAHON Nepeaaqn AaHHbIX,
onpegensemas cneundukaumamm ctaHgaptos IEEE 802.11. Ans kaxporo nHtepdpeiica Bbibpaetcs
NHANBUAYATbHO.

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.8 MeH «STA»

B meHi0 «STA» BbINOMHAETCS HAcTpolika pexumMa knneHta (STA).

6.8.1 TMogmeHo «KneHT»

MOHUTOPMHT Radio VAP WDS STA  CeTesble HACTPOIKK BHELUHWE CEPBHCHI Cucrema - (BbIx0M)

KNHeHT > BrntoyeHo
PaguouHTEpdEic 241y ~
SSID
Pesu Ge30MacHoCTH WPA2 v

Mapons | ===---- @

[NoaknyeHne:

* BK/1104€HO — NpV YCTAHOBMEHHOM hniare pexxmm knneHTta (STA) BK/IHOYEH, MHAYe — BbIK/THOYEH;
+ PaduouHmepgpelic — BbIGOP pagnonHTepdelica Ha KOTOPoM ByaeT HacTPOeH pexuma knneHTa (STA).
JocTynHblI:
« 241T1Ty;
« 5ITy.
+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTy;
* Pexum 6e3ornacHocmu — pexum 6e3onacHoCcTy gocTtyna Kk 6ecrnpoBogHoOl ceTu:
* BbIK/1l04EHO — He UCNo/b30BaTh WdpoBaHve 415 nepefayn gaHHbIX;
+ WPA2 — cnocob wundpoBaHus, npy BbiIbope KOTOPOro 6yaet AOCTyNHa cneayrolast HacTponka:

* [Maposib — KNy/naposb, He0OXoAUMbIA AN NOAKNIOYEHUS K BUPTYasIbHOW TOUKe gocTyna.

[nvHa knioya coctaenser ot 8 o 63 cMMBOOB.

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXXMUTE KHOMKY «[pUMEHUTL». 115 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.9 MeHto «CeTeBble HaCTPONKN»

6.9.1

MoameHto «CuctemHas KoHdurypaums»

MoHuTOpMHT  Radio VAP WDS  STA  CeTeBble HACTPOIKM  BHeLHUE CepBuChl cuctema I~ (Bbixon)

CMCTEMHAA KOHDUIypaLMa > Hma xocTa
RNoctyn TMeorpadnyeckui JoMeH root
VLAN ynpaernexus Terminating v
VLAN ID
MpoTokon Static ~
CraTnecknii [P
CeTesan macka 255.255.255.0
Lnios
MepBuyHbIil DNS

BTOpWYHbIA DNS

Vimsi xocma — ceTeBoe MMs YCTPOICTBA, 3a4aeTcs CTpoka 1-63 CMMBO/IOB: NaTUHCKME 3arfiaBHble 1
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AedUC «-» (Aedmc He MOXET GbiTb NOC/IEAHUM CUMBOJSIOM B UMEHM);
leozpacpuyeckuli doMeH — [OMEH y3na Aepesa YCTPOUCTB cucteMbl ynpasneHuss EMS, B koTopom
pacnonaraeTcs Touka 4OCTyna;

VLAN ynpagneHus:.

* BbiksitoyeHo — VLAN ynpasneHus He NCnosib3yeTcs;

+ Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCS Ha Touke AocTyna (B 3Tom
cryyae y K/IMEHTOB, NOAK/MIOYEHHbIX Yepe3 pagnonHTepdeiic, HeT gocTtyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS gaHHbIli pexxum VLAN ynpaBneHus He AOCTyneH ans
BblGOpa);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npu cooTBeTcTBYtOLLEN HAacTpoiike VAP).

VLAN ID — npeHtudmnkartop VLAN, ncnonb3ayemblii Ans Aoctyna K yCTpoiACTBY, NPUHUMAET 3Ha4YeHnsa 1-
4094;

lpomokosn — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByAeT OCyLeCTBNATLCA NoAktoveHne no Ethernet-
NHTepdpency yCTPoICTBa K CETU NpeaocTaBieHns ycnyr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJI4aHWUIO 1 Apyrie napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBToMaTNU4ecky;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHns cTaHyT
[OCTYMNHbI creayoLme napameTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoiicTea B ceTu npoBaiigepa;

+ Cemesasi Macka — Macka BHeLUHel noaceTy;

* L3 — afgpec, Ha KOTOpbIA OTNPaBAsEeTCA NakeT, ecv 418 Hero He HalijeH MapLipyT B
Tabnuue mappyTnsaumm.

MepsuyHbIl DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepepoB. Ecnn agpeca DNS-cepeepoB He
HasHaualoTcsa aBTomMartmyeckun no npotokony DHCP, 3aaalite nx Bpy4Hyo.

)

Mocne BKIOYEHNS pexuma knmenTa (STA) 6yaeT HefocTynHa HacTpoiika VLAN ynpaBnieHus
Terminating n Forwarding.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OTMeHa.
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6.9.2 TMoameHto «docT

yI'I »

PykoBogacTBo no akcnayarauum WOP-20L

B nogmeHto «4ocTyn» Npon3BoaUTCA HaCcTpoiika JoCTyna K yCTpOKCTBY nocpeactsom web-nHtepdelica,

Telnet, SSH, NETCONF

n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535

BK/TIOUYNTE/IBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 655358

K/THO4YNTEJIbHO.

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
+ [insa BKIOYEHNA foCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe chnar Hanpotms «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

CrcTemsan k

MOHATOPUHE Radio VAP WDS STA CeTeBkle HACTPOAKH

oHMrypauma WEB
Doctyn > HTTP-nopt
WEB-HTTPS

HTTPS-nopt

Telnet

SSH

NETCONF

SNMP

I'Iapum: Ha uTeHue

Maponks Ha samice

Anpec onA npuéma Tpanoe v1

Anpec onA npuéma Tpanoe v2

Appec gna npuéma coobuieHui

Inform

CuecTemHoe UMA yoTpolicTea

KoHTakTHaa uHbopmaLma

NpoWsBoAUTENA

MecTononoxexue ycTpoiicTea

Maponk B Tpanax

BHelunue cepaucs!

public

private

Contact

Russia

trap

m % e

Cuctema

- (ebixog)

MporpammHoe o6ecnedeHne WOP-20L no3BoNSAET M3MEHSATb KOH(pUIypaLUuio yCTPONCTBa, NpoBOANTb
MOHUTOPUHI COCTOSAHWS TOYKM JOCTyna 1 eé AaT4yMKoB, a Takke ynpas/isaTb YCTPOWCTBOM, UCMNO/b3YSA MPOTOKON

SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe chnar Hanpotue «SNMP», nocne 4yero ans pegaktnpoBaHms

CTaHyT AOCTYNHbI cnegyouwye napameTpbl SNMP-areHTa:

* [Maposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LLEenpUHATLINA: public);
* [Maposb Ha 3anuck — Naposb Ha 3anucb NapameTpoB (06LLENPUHATLINA: private);

+ Adpec 0715 npuéma mpanos vl — IP-agpec nnn goMeHHoe umsi npueMHuka coobueHnin SNMPv1-trap B

dopmate HOST [

COMMUNITY [PORT]];

+ Adpec 0715 npuéma mpanos v2 — IP-agpec nam goMeHHoe UMs nNpueMHunka coobeHnin SNMPv2-trap B

dopmate HOST [

COMMUNITY [PORT]];
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« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTOMNO/IOKEHNN YCTPOICTBE;

+ Maposib 8 mparnax — Naposb, Coaepxallmiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/18 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHune TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4YKn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHne OID WOP-20L gocTynHo no cnegytouleii cebinke: Onvcadme OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.10 MeHto «BHellHWe cepBuUCbI»

6.10.1 TMogmeHto «MopTasibHasa aBTopmu3ayms»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/UYEHMS! U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

MOHWUTOPKMHT Radio VAP WDS STA CETEBbIE HACTPOMKH BHELIHWE CEPBMCHI Cuctema - (BbIXOM)

MopTansHan aBTopU3aLMa » BRIHO4YUTE

Allpec cepeuca APB Wws://192.168.1.1:8090/apb/broadcast

AirTune

* Brksno4umb — Npun ycTaHOBNEHHOM chriare Touka goctyna 6yaer nogkniodarscs K cepsucy APB, agpec
KOTOPOro ykasaH B nosne «Agpec cepsuca APB», ans o6ecneyeHnss NopTasibHOr0 POyMUHra K/IMeHTOB.

+ Adpec cepsuca APB — aapec cepsuca APB ans noaaepxkm poymuHra B pexmme noptasibHol
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.10.2 TMogmeHto «AirTune»
MogmeHto «AirTune» NnpeaHasHa4YeHo 415 BKIKOYEHUSA U HACTPOkM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yetcs Ans onTuMmsanmm pagvopecypcos (Radio Resource Management) u
aBTOMAaTUYECKOIN HaCTPOIiKN 6ecloBHOro poymuHra 802.11 k/r.

MOHMTOPUHT Radio VAP wDs STA  CeTesble HACTPOAKK BHELLHWE CEPBUCHI Cucrema -~ (BbIXOA)
MopTankHan aeTopu3auma BKMHO4YMTL
Alpec cepamca Airfune ws://192.168.1.1:8099/apb/rrm

AirTune »

* Bk/s1o4umb — Npu yCTaHOBEHHOM donare Touka AocTyna 6yaeT nogkntoyarbes K cepsucy AirTune,
agpec KOToporo ykasaH B nose «Agpec cepsuca AirTune», gna obecnedeHuns goyHkumin Radio Resource
Management n/wnun poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp».

[Nsi BCTYN/IeHUsI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNsI HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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6.11 MeHto «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.11.1 MogmeHto «O6HOBNEHME O ycTponcTear»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

MoHUTOpPHHT Radio VAP WDS STA CeTeBble HacTpoik1 BHewHme cepaucel Cucrtema - (Bbr0a)

OBHoenenue MO ycTpoiicTea > Axtvenan eepcua N0

. Pesepavan seposs 10
Kondwrypauma
Axmyaneran eepcus 10 docmynHa no adpecy: hitp/feltex-co.ru/support/downloads/
Mepesarpyaka
@aitn obHoenexua MO Beibop dpaiina |He exifpan vy oguH daiin
AyTeHtudmrauma
HypHan

Narta w epema

OtnagoyHan MHpopMaLma

+ AkmusHasi sepcusi 10 — Bepcusi NpOrpaMMHOro 06ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOICTBE,
paboTatoLias B aHHbI MOMEHT;
* PesepsHasi sepcusi [10 — Bepcus NPOrpaMMHOro obecneyeHms, yCTaHOB/IEHHOTO Ha YCTPOICTBE, Ha
KOTOPYI0 MOXHO NMepeknounTbesa 6e3 3arpysku gaiina Mno:
+ Cdennamb akmusHOU — KHOMKa, M03BO/ISA0LLLANA cAenaTb pe3epBHyto Bepcuto MO akTUBHOWN, ANs
3TOro NoTpebyeTcsi nepe3arpyska ycTpoiicTea. AKTMBHast Bepcus MO B 3TOM criyyae cTaHeT
pe3epBHOIA.

O6HoBNEeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte chaiin MO c calita https://eltex.ru/download/, BoiopaB WOP-20L B cnucke o60pyaoBaHus, 1
COXpaHuUTe ero Ha komnbtoTepe. MNocse 3Toro HaXXMMTE KHOMKY «BbibepuTe dhaiin» B none dadlisn 06HoBAEHUS
0 n ykaxunTe nyTb K chaiiny MO B hopmare .tar.gz.

[lnsa 3anycka npouecca 06HOBEHNST HEOOXOAVMO HaXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM crtatyce 6yAeT ykasaHo Ha CTpaHuLie), Noc/e Yero
YCTPOIACTBO aBTOMATUYECKUN Nepe3arpy3unTcs.

€@ He oTknouaiite NUTaHNe yCTPOICTBA U He BbINOMHANTE ero nepesarpy3ky B NpoLecce 06HOBEHUS
Mno.

60


https://eltex.ru/download/

PykoBogacTBo no akcnayatauum WOP-2

6.11.2 TMoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

oL

MoHUTOpHHT Radio VAP WDS STA CeTeBble HacTpoiikk BHelwHWe cepeucel CucTema - (Bbixon)
O6Hoenenve MO yorpoiicTea MonyuuTh apxue KoHdMIypaLM © * Crauats
yCTpoHCTEa
Kondmrypawms »
3arpyauTh apxus KoHtUrypaLm Buibop dhaiina | He exibpan 11 oguH dhaiin
Mepezarpyaka Ha yCTpONCTED

AyTeHTHdMEALMA

CoxpaHuTs napamMeTpel jocTyna

- CBpoc Ha 3a804CcKWEe HACTPORKKM
Hypnan P A P

Narta u epema

OTnagouHan uHdo praunA

[NonyyeHne KoHduUrypaumm

UT0O6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIO YCTPOCTBA HAa TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHdIMIYpaLmn

[ns 3arpy3ky COXpaHEHHOro Ha JIoKas/lbHOM KOMMbloTepe dhaina KoHUrypauum NCcnonb3yeTcs NyHKT
«3azpy3ums apxus KoHguaypayuu Ha ycmpolcmaso». Ans 06HOBNEHNS KOH(IUIYpauum yCTPOMNCTBa HXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npUMeHseTCa aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnBmpoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiku focTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.11.3 TMogmeHto «lMepesarpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKTe Ha KHOMKY «[epesarpy3kar. [pouecc nepesanycka ycTpoiicTea
3aHVMaeT NPMMEPHO T MUHYTY.

Radio VAP WDS STA

Mepezarpyzka ycTporcTaa

MoHuTopUHT CeTeEsle HACTpOHKM BHelUHWe cepeuckl Cuctema

(Ebixog)

OBHoenenue MO ycTpolicTea
Kondmrypauma
Mepeszarpyaka >

AyTenTudmraLmA
HypHan
Narta w epema

OtnagouHan wHpo prMagnA
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6.11.4 TMogmeHto «AyTeHTUdnkaumnsa»

Mpw BXoAe yepe3 web-uHTepenc agMmMHUCTpaTop MMEET NOJHbIA AOCTYN K YCTPONCTBY: YTEHWE U 3anncb
NOObIX HACTPOEK, MOSHbIN MOHUTOPUHT COCTOSHUA YCTPOICTBA.

© 3asoackas yueTHas 3anuch AN 40OCTyNa K YCTPOIACTBY: noriH: admin, naponk: password.

MoHuTopHHT Radio VAP WDS STA CeTeBble HAacTpolKK BHellHWE cepBUCEl Cuctema - (Bsixon)

(OBHoenenune MO ycTpoiicTea NoKansHLIi Napons
Kondmrypauma Mapone @
Mepezarpyaka NoaTeep:#aeHue napona @
AyTenTudmrauma >

HacTpoikun ceccum

T B} - .
HypHan Taiim-ayT BezneiCTEUA, MUH.

o

Narta w epema

+ [IpUMEHHTE ® Otmena
OTJ'IE,J,D'—I—E!H HMHpOpMaLMA

Pazfen «/IoKa/ibHbI/ Naposib» NpefHasHayYeH A5k CMeHbl 3aBO/CKOro Napons Ans yueTHoli 3anucy admin.

« [Maposib — BBOA, HOBOTO Napons;
+ [ModmeepxoeHue naposisi — NOATBEPXAEHNE HOBOrO Napons.

Pasgen «<HacTpoiiku ceccum» npegHasHavyeH a1 aBToMaTtuyeckoro Bbixo4a nosb3oBarens us web-
NHTepdelica no Tanm-ayTy.

+ Talim-aym 6e3delicmsusi — BpeMsl 6e34eiCTBNSA N0Mb30BaTeNs B MMHYTax, NOC/1e KOTOPOro ceccus
aBTOMaTUYeCKN 3aBepLUAETCS.

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.11.5 ToameHo «KypHas»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsAX 06HapyXeHus npuyunH npobnem B paboTe yCTponcTaa.

MoHuTopIHT Radio VAP WDS STA CeTeBble HACTPOWEMN BHeluHWe cepBuCEl Cucrema - (esncon)

O6Hoenenue MO ycTpoiicTea Pestamn Cepeep v dain v

KoHdmrypauma Agpec Syslog-cepespa syslog.server
Mepezarpyaka Mopt Syslog-cepeepa 514
AyTenTudmrauna Paamep dhaiina, kb 1000
HKypuan »

+ [pUMEHHTE ® Otmena
INarta u epemA

'::lTJ'IE,CI,DL HaA UHpopMauna

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — HhopMaUns XXypHasia COXpaHaeTcsl B IOKa/ibHOM doainie n AoCcTynHa B
web-nHTepdelice ycTpoiictBa Ha BKknagke «MoHUTOpuHI/XKypHast coBbIThin;
+ Cepsep u ¢halizn — nHhopMaLms XypHana oTnpasiseTca Ha yaaneHHblli Syslog-cepsep v
COXpaHsieTcs B JIoKaibHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT AaNns BXoAsAwmx coobueHmnii Syslog-cepeepa (no ymonuanuto 514,
AonycTUMble 3HaueHust 1-65535);
+ Pasmep ¢palina, kb — MakcuManbHbIii pasmep haitna xypHana (gonyctMble 3HaueHmst 1-20000 kB).

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHMs1 HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXKMUTE KHOMKY «OTMEHa».
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6.11.6 TMogmeHto «[ata u Bpems»

PykoBogacTBo no akcnayarauum WOP-20L

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

6.11.6.1 Bpy4Hyro

MoHuTopHHr Radio VAP

OBHoenenue MO ycTpoiicTea
Kondmrypauma
Mepesarpyaka
AyTeHTHdMEALMA

HypHan

Mata v epema >

OtnagouHan uHbopMaLmA

STA CeTeBsle HACTPOWEM

Pexam

[lata 1 BpemMaA ycTpoicTBa

BHeluHWe cepeuckl Cucrema

@ Bpyunyro () NTP cepeep

27.02.2026 04:53:55 | # Penakmposats

Yacoeo#i noAc Mockea, Poccun b
BrniounTh nepexoq Ha neTHee
BpeMA
Mepexon Ha neTHes BpemA (He ecibpato) (He exibparo) (He exibparo)
Mepexog Ha 3uMHes Bpema (He ecibpato) (He exibparo) (He exibparo)
CABur BpemMeHy (MuH.) 60
+ [MpumeHnTs ® Otmena

TR (BbX00)

+ [Jama u spemsi ycmpolicmsa — Aata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnn TpebyeTcs

KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTb:

+ [ama, spemsi — 3afainTe TEKyLLY0 AaTy U BPEMS UK HAXXMUTE KHOMKY «Tekyllas gata u Bpems»

AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.

+ Yacosol rosic — N03BONSET YCTAHOBUTb YaCOBO NOAC B COOTBETCTBUM C GAvKaiLLIMM ropogom B

BalLEeM pervoHe 13 3afaHHOro Crmncka;

* Bk/iro4umb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIVi Nepuos BpEMEHMU:

+ [Mepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga OyaeT BbINOMHATLCA Nepexos, Ha neTHee

BpeMS;

+ [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS], Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMS;

+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «|_|pVIMeHI/ITb». p,l'lﬂ OTMEHbI U3MEHEHWIT HAXXMUTE KHOMKY «OTmeHa».
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6.11.6.2 NTP-cepsep

MoHUTOpMHT Radio VAP WDS STA CeTeskle HAaCTpPOIKM BHellH1e cepBucel Cuctema - (eenx0n)

OBHoenenue MO ycTpolicTea Pexam ) Bpyunywo @ NTP cepsep
KordmrypaLs [lata u BpemA ycTpoicTEa 27.02.2026 05:03:25

. Yacoeol noAc Mockea, Poccun v
epezarpyaka

AyTeHTudmraLmua NTP cepazp pool.ntp.org -
AyTerTrdmkaLy

BrrrouuTs nepexoq Ha NeTHee

HypHan
BpeMA
[ata u Bpems > lNepexoq Ha neTHee BpemA (He ecibparo) (He esibparo) (He embpana) B —
OTnagouHan MHhopMaLya Mepexog Ha 3uMHee BpeMA (He exibpaHn) (He ebibpako) (He epifpaKo) B -

CpAevr BpemMeHn (MMH.) 60

Appeca pononuutenchbix NTP-cepeepor

1 time.google.com x
2 time.cloudflare.com x
=+ lobasurs

+ [MprmeHHT: ® Otmena

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe NMSA cepBepa CUHXPOHMU3aUMn BpeMeHn. Bo3aMOXHO 3a4atb agpec
nNu BbIGPaTh N3 CYLLECTBYHOLLErO CrNCKa,
*+ Yacosol rosic — no3BoMSET YCTaHOBUTb YaCcOBO NOAC B COOTBETCTBUM C 6vKaiLLumMM ropogom B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bk/rouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NepUOL, BPEMEHN:
* [Nepexod Ha lemHee BpeMsi — AeHb U BpeMs, Korga 6yeT BbINOMHATLCA NepPexos, Ha fleTHee
BpeMS;
* [Nepexod Ha 3uMHee BpeMsi — [ieHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
BpeMS;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbIN BbINOMHAETCSA CABUT BPEMEHW.
MoxeT npuHumathb 3HavyeHue oT 0 go 720 MuH.
+ Adpeca donosiHumesibHbIX NTP-cepsepos — B Cnyyae Korga OCHOBHOW CepBep CUHXPOHU3aLMM BPEMEHN
HefoCTyNeH, yCTPOMCTBO ByaeT obpallarbCs K AONOMHUTE/bHLIM CepBepaM CUHXPOHU3aLNn
BpemMeHu. [1ndA Toro 4tobbl 406aBUTb afpec B CMUCOK, HOKMUTE KHOMKY «[J06aBUTb» U B NOABMBLUEMCS
none seeguTe |IP-agpec nnn JomeHHoe nmsa cepsepa. Ytobbl yganute agpec u3 crnuncka, B

COOTBETCTBYHOLLEN CTPOKE HAXKMUTE KHOMKY )

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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6.11.7 MogmeHto «OTNagouHasa nHhopmaumnsa»

MonuTopuHr Radio VAP WDS STA CeTeBble HACTPOWEN BHeluHWe cepBucEl Cuctema ru - (etmxon)

O6Hoenenne MO ycTpoiictea Dain oTnagouHo MHcopMaLm #* Crauats
KoHdmrypauus
Mepezarpyaka
AyTeHTUdMKaLMA
KypHan
INata n Bpems

OtnanoyHan MHdopMaLmsa »

dainn 0TnagouHon nHhopmMaumm

UTo6bl NoNy4nTb apxms troubleshooting.tar.gz ¢ ycTpoiicTBa Ha /IoKa/bHbI KOMMNbKOTEP, HAKMUTE KHOMKY
«CKayaTb».
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7 YnpaBneHue yCTPONCTBOM C NOMOLLbIO KOMaHAHOI CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoiCTBa, HaXXMIUTE codeTaHve Knasuil (B aHrnuiickoii packnagke) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiictBo WOP-20L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnn 3Toro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WOP-20L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib

67



PykoBogacTBo no akcnayarauum WOP-20L

7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# bro

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-20L)
WOP-20L(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-20L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WOP-20L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-20L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexunma paboTsl ¢ DHCP Ha Static-
IP)

WOP-20L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WOP-20L(config):/interface/br0/commont# exit

WOP-20L(config):/interface/br0# exit

WOP-20L(config):/interface# exit

WOP-20L(config):/# route

WOP-20L(config):/route# add default (rae default — HazBaHve mapipyTa)

WOP-20L(config):/route# default

WOP-20L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnm y3na HasHa4yeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-20L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTv HasHa4yeHus, 4/19 MapLupyTa no
ymo4aHumo — 0.0.0.0)

WOP-20L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wo3a)
WOP-20L(config):/route/default# save (coxpaHeHve HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—~ o~ o~~~ — —
DR R P

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasat MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble Haxo4ATcs B 3TOM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WOP-20L
WOP-20L

root):/# configure

config):/# interface

WOP-20L(config):/interface# br0

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# mtu X (rae X — pasvep MTU B 6aritax. Bo3amMoxHbIe 3HaYeHus: 1-
1500. Mo ymon4yaHuto: 1500)

WOP-20L(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_— e~ —~ —

7.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbI0 YTUANTbI set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WOP-20L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-20L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — L/103)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WOP-20L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WOP-20L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuit IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — L/3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-20L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WOP-20L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaUeHust: 1-4094; X.X.X.X — cTatmyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LuN+3)

3aBeplUeHMe U COXPaHEHME HaCTPoeK

WOP-20L(root):/# save (COxpaHeHne HaCTpPoeKk)
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7.2.2 HacTtpoiika yganéHHoro ynpasieHus

HacTtpoiika SSH

WOP-20L(root):/# configure

WOP-20L(config):/# ssh

WOP-20L(config):/ssh# enable true (ynpasneHve yaanéHHbIM fOCTYNoM no SSH. /19 OTK/I04eHns BBeanTe
false. 1o ymon4yaHuto: true)

WOP-20L(config):/ssh# port X (rge X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)

WOP-20L(config):/ssh# session-limit X (rae X — MakcumasibHoe KosimyecTBo SSH-ceccuid. Mo ymonyaHuio: 5)
WOP-20L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WOP-20L(root):/# configure

WOP-20L(config):/# telnet

WOP-20L(config):/telnet# enable true (ynpasneHve yganéHHsiM JocTynom no Telnet. N8 OTKNHOYEHUS
BeeauTe false. 1o ymonyaHuto: false)

WOP-20L(config):/telnet# port X (rae X — nopt. 1o ymonyanumio: 23)

WOP-20L(config):/telnet# session-limit X (rne X — makcumansHoe konuyecTtso Telnet-ceccnia. o
YMOJ/14aHUI0: 5)

WOP-20L(config):/telnet# save (coxpaHeHve HacTpoek)

HacTtpoiika SNMPv2

WOP-20L(root):/# configure

WOP-20L(config):/# snmp

WOP-20L(config):/snmp# enable true (ynpasnexne SNMP. [ina otknoveHns seeaute false. o ymonyaHnio:
true)

WOP-20L(config):/snmp# rocommunity public (rae public — naposib Ha YTeHve napameTpos)
WOP-20L(config):/snmp# rwcommunity private (rae private — naposib Ha 3anvcb napameTpos)
WOP-20L(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nnv JOMEHHOE UMSA NprYeMHVKa
coobuweHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-20L(config):/snmp# trap2sink X.X.X.X (rae X X.X.X — IP-agpec wiv OMeHHOe NMS NpueMHuKa
coobueHnii SNMPv2-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-20L(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec vy JOMeHHOe NMSA NprueMHuKa
coobuweHuii Inform B dpopmare HOST [COMMUNITY [PORT]])

WOP-20L(config):/snmp# sysname WOP-20L (rze WOP-20L — cuctemHoe nms ycTpoicTaa. 1o ymonyaHuo:
WOP-20L)

WOP-20L(config):/snmp# syscontact Contact (rge Contact — KOHTakTHasA HOPMaLUA NMPOU3BOANTENSA
ycTpoiicTBa. Mo ymonyaHuto: Contact)

WOP-20L(config):/snmp# syslocation Russia (rze Russia — HhopmMaL s 0 MecTonoI0KeHN YyCTPONCTBA.
Mo ymonyaHuio: Russia)

WOP-20L(config):/snmp# trapcommunity trap (rae trap — naposis, cogepxaiuiics B Tpanax. 1o
YMOJTHaHWIO: trap)

WOP-20L(config):/snmp# save (CoxpaHeHVe HacTpoekK)
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HacTtpovika SNMPv3

WOP-20L(root):/# configure

WOP-20L(config):/# snmp

WOP-20L(config):/snmp# enable true (ynpassieHne SNMP. 115 oTk/itoueHns seeguTe false. o ymonyaHuio:
true)

WOP-20L(config):/snmp# view (onpenenset anana3oH OID'0B, AOCTYMHbIX AN KOHKPETHbIX TPy
nosib30oBaTesnen)

WOP-20L(config):/snmp/view# add inc-all

WOP-20L(config):/snmp/view# inc-all

WOP-20L(config):/snmp/view/inc-all# rule (onpegenseT npasa focTyna 4/1a pasHbIX rpynn nonb3oBaTtenei K
onpeneneHHbIM Yyactam MIB)

WOP-20L(config):/snmp/view/inc-all/rule# add 1

WOP-20L(config):/snmp/view/inc-all/rule# 1

WOP-20L(config):/snmp/view/inc-all/rule/1# type included (rze included — Tvn geicTeus. BoamoxHbIe
3Ha4veHus: included — nob6asneHve 3agaHHoro OID, excluded — vckoueHve 3agaHHoro OID)
WOP-20L(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3aaHHbIN OID. Ecnn B rpynne B kayecTse
read-view ncnosib3yetcs view c type = included n OID .1, TO Ha YTeHue ByaeT gocTtyneH OID .1 n Bce ero
poyepHue. Ecnn type = excluded, To 6yayT focTynHbl Bce OID'bl KpOME .1 1 ero fOYEePHUX)
WOP-20L(config):/snmp/view/inc-all/rule/1# exit

WOP-20L(config):/snmp/view/inc-all/rule# exit

WOP-20L(config):/snmp/view/inc-all# exit

WOP-20L(config):/snmp/view# exit

WOP-20L(config):/snmp# group (3agaeT gnana3oHbl OID'0B 418 YTEHUSA 1 3annucu, onpesenser ypoBeHb
6e3onacHocTN)

WOP-20L(config):/snmp/group# add rw (rae rw — HazsaHue rpynnbl. Icnosibayerca o189 NpuBsa3kn
nonb3oBaTtesien K rpynne)

WOP-20L(config):/snmp/group# rw

WOP-20L(config):/snmp/group/rwi read-view inc-all (rge inc-all — view /15 uTeHns napameTpos.
Onpegenset guana3oH OID'0B [OCTYMNHbIX A/ YTEHNS)

WOP-20L(config):/snmp/group/rwi# write-view inc-all (rze inc-all — view gna 3anvcu napameTpos.
Onpegenset gruana3oH OID'0B [OCTYMNHbIX A/15 3aNUCK)

WOP-20L(config):/snmp/group/rwi security-level priv (rge priv — pexxvm 6esonacHocT. Bo3amMoxHble
3HauyeHus: noauth — HMKakol 6e3onacHocTK, auth — ncnonb3yercsa aBTopusauuns 3anpocoB Mo UMEHN
nonb30Bartesis U Naposto, priv — UCMOJb3yeTCca aBTopu3almsa 3anpocos No MMeHW Nosib3oBaTens u
naposto, a Takxe LnMdpoBaHue 3anpoca 1 oTeeTa)

WOP-20L(config):/snmp/group/rwi# auth-type MD5 (rze MD5 — meTof, aBTopr3aLmi. BoO3MOXHbIE 3HaYeHUS:
MD5, SHA. icnonb3yeTtcs, ecnu security-level = auth unu priv. Ecnv He 3agaH, To ucnosb3yerca MD5)
WOP-20L(config):/snmp/group/rwi priv-type DES (rze DES — meTo/ lWndpoBaHns. BO3MOXHbIE 3HaYeHNS:
DES, AES. /icnonb3ayeTtcs, ecniv security-level = priv. Ecnv He 3agaH, To ucnonb3yercs DES)
WOP-20L(config):/snmp/group/rwi exit

WOP-20L(config):/snmp/group# exit

WOP-20L(config):/snmp# user (yueTHasi 3anvcb nonb3osatens. MprBA3bIBaeTCA K ONpeaesieHHoN rpynne u
COAEPXUT B cebe nMsa 1 naponun Aasa asTopmsauumn n WnposaHus)

WOP-20L(config):/snmp/user# add admin (rge admin — 1ms nosibzoBatens. Icnonb3yeTca npy asTopusatim
3anpocoB, a Takke MOXEeT HazHayaTbca AN target)

WOP-20L(config):/snmp/user# admin

WOP-20L(config):/snmp/user/admin# group rw (rae rw — rpynna, B KOTOPY A06aB/seTcs nosb3osaresib)
WOP-20L(config):/snmp/user/admin# auth-password password (rz1e password — naposib /15 aBTopu3aLmnin.
Ecnu y rpynnel security-level = auth unu priv, a auth-password He 3agaH, TO No/b30BaTeNlb He OyaeT
[OCTYMNEH)

WOP-20L(config):/snmp/user/admin# priv-password password (rz1e password — naposib /14 lWngposaHus.
Ecnn y rpynnel security-level = priv, a priv-password He 3aaH, TO M0/1b30BaTe/lb He OyAeT AOCTYMEH)
WOP-20L(config):/snmp/user/admin# exit

= ==

71



PykoBO/ACTBO No akcnyaTauum WOP-20L

WOP-20L(config):/snmp/user# exit

WOP-20L(config):/snmp# target (BbiZa€T Tpanbl Ha 3aaHHble XOCTbl. [Jo6aBiseTcs onuuoHasibHo. AHanor
trapsink n trap2sink gs1is1 SNMPv3)

WOP-20L(config):/snmp/target# add targetl

WOP-20L(config):/snmp/targeti targetl

WOP-20L(config):/snmp/target/targetl# host X.X.X.X (r1e X.X.X.X — IP-afpec xocTa Ha KOTopbIin 6yayT
OTNpPaB/ISATLCA Tparnbl)

WOP-20L(config):/snmp/target/targetl# port X (rie X — HOMep rnopTa Ha KOTopbI ByayT OTNPaBNsATLCA
Tpanbl)

WOP-20L(config):/snmp/target/target1# user admin (r1e admin — 1V nosib30BaTesIA, KOTOPOE
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe nosb3oBaTesib AO/HKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe 6yAeT HeakTUBHbLIM)

WOP-20L(config):/snmp/target/target1# exit

WOP-20L(config):/snmp/target# exit

WOP-20L(config):/snmp# snmpv3-only true (Bk/10ueHVe 3anpeTa gocTyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WOP-20L(config):/snmp# save (coxpaHeHne HacTpoek)
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7.2.3 HacTtpolika ceTeBbIX napameTpoB IPv6

@ Mo ymonuannio 4OCTYN K YCTPOIACTBY MO NpoToKony IPV6 Ha Touke J0CTyna OTK/IOUEH.

BK/loueHue goctyna K yCTpoiicTBy Nno nNpoTokony IPv6e

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
DHCP)
WOP-20L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTyNa K YCTPOUCTBY M0
npotokony IPv6. s oTkoveHnsa seeante false)

WOP-20L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commont# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosyueHve cetesbix napameTpos IPv6 no

—_— e~~~ —~ —~
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HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# bro

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# ipvé

WOP-20L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rze
XXXXXXXX XXX XXXXXXXK:XXXX XXX X XXXX — cTaTnyeckuin IPve-aapec ycTpoictea WOP-20L)
WOP-20L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedhukc crarmyeckoro IPv6-
agpeca. lNMpuHnmMaet 3HayveHne ot 0 A0 128. 1o ymon4aHuio: 64)
WOP-20L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yKazbiBaeTtcs IPv6-
npedomkc, Hanpumep 3211:0:0:1234::/64)

WOP-20L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (rge XXXX:XXXX:XXXXXXXX:XXXXXXXXXXXX:XXXX/Y — IPv6-agpec dns-cepBepa Nel ¢ npedimkcom)
WOP-20L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (rge XXXX:XXXX:XXXXXXXX:XXXXXXXXXXXX:XXXX/Y — IPv6-agpec dns-cepBepa No2 ¢ npedimMkcom)
WOP-20L(config):/interface/br0/common/ipvé# protocol static-ip (Bk/il0ueHne ncnosb30BaHns cTaTnyeckmnx
ceTeBbIX IPv6 MapamMeTpoB. 151 nony4yeHuns ceTeBbix IPv6 napameTpos no DHCP BBeauTe dhcp)
WOP-20L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHne JOCTyNa K YCTPOUCTBY MO
npotokosny IPv6. Ans oTkntodeHns seeauTe false)

WOP-20L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)
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7.3 HacTpolika BupTyasnbHbIx Touek goctyna Wi-Fi (VAP)

Mpw HacTpolike VAP cnefyeT NOMHUTb, YTO Ha3BaHue nHTepdieincos B AvanasoHe 2.4 Iy HauMHaeTcs ¢
wlan0, B gnanasoHe 5 'y, — wlanT.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHocTU KomaHga AnA HacTpoiiku pexxuma 6e3onacHocTu
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2

WPA/WPA?2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactasneHbl npumepbl HACTPokn VAP ¢ pasnnyHbiMn pexmnMamu 6e3onacHocty ans Radio 51Ty,
(wlan1).

7.3.1 HacTtpoliika VAP 6e3 umdpoBaHuns

Co3zpgaHue VAP 6e3 WnMpoBaHus C NepuoauUecKoii oTNpaBKoii akkayHTUHra Ha RADIUS-cepBep

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1-va0

WOP-20L(config):/interface/wlan1-va0# vap

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-20L_open' (13veHeHne nmenn SSID)
WOP-20L(config):/interface/wlan1-va0/vap# ap-security
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexvmv wndposanus off — 6e3 napons)
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrnpasky COOBLLEHN
«Accounting» Ha RADIUS-cepsep. Mo ymonyanuto: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro 418 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rge secret — napons ans RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/110ueHVEe NeproanYeckon OTrpaBKy
coobueHnii «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOYKM AOCTYMNA)
WOP-20L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)
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7.3.2 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1-va0

WOP-20L(config):/interface/wlanl-va0# vap

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-20L_Wpa2' (n3veHeHve nmveHn SSID)
WOP-20L(config):/interface/wlanl-va0/vap# ap-security
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexumv wngposarHns — WPA/
WPA2)

WOP-20L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1104/naposis, He0OXo4NMbIIA
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WOP-20L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposns g1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NepUoaNYEeCcKOn OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaskn COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOUKN [OCTYNA)
WOP-20L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =

75



PykoBoacTBO Mo akcnnyatauum WOP-20L

7.3.3 HacTtpoliika VAP c Enterprise-aBTopu3sauueri

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-20L(config):/interface/wlanl-va0# vap

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-20L_enterprise' (13vieHeHne nmenn SSID)
)
)
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WOP-20L(config):/interface/wlanl-va0/vap# ap-security
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum LuncposaHms — WPA/
WPA2-Enterprise)
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# exit
WOP-20L(config):/interface/wlanl-va0/vap# radius
WOP-20L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — foMeH Mosb30BaTess)

(

)

=

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa

WOP-20L(config):/interface/wlan1-va0/vap/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
MCNONb3yeTcsa ANA ayTeEHTMdINKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposi 15 RADIUS-
cepBepa, UCrnosb3yemMoro 4/ ayTeHTudomkaunm 1 astopmsaunn)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0O/vap/radius# acct-password secret (rje secret — naposib 15 RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NepUoOANYECKON OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBkn COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYa/IbHOW TOYKN A,OCTYMA)
WOP-20L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)
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o Mpun ncnonb3oBaHun Enterprise-aBTopmsanmm HasHadyeHHbIn Ha RADIUS-cepsepe C-VLAN cTtaHoBUTCA
NPUOPUTETHLIM AN1A 06CNyxmBaHus knueHta. 3HaveHne VLAN nepepgaetca B RADIUS-aTpunbyTte Tunnel-
Private-Group-Id.
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7.3.4 HacTtpoiika VAP c noptasibHOI aBTOpU3aLmei

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexviv wnposanus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-20L' (n3veHeHne nveHu SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# scenarios
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bx/10unTE MAC-aBTOPM3ALNIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH MnosL30BaTess)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposib 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NepUoOANYECKON OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/10ueHVIe BUPTYas/IbHOWN TOYKN LOCTYMA)
WOP-20L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

e~~~ o~~~ o~~~ —~ —
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PykoBogacTBo no akcnayarauum WOP-20L

7.3.5 HacTtpoiika VAP c BHeluHel nopTasibHOM aBTopu3auueit

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'Portal_WOP-20L' (n3veHeHve nveHn SSID)
WOP-20L(config):/interface/wlan1l-va0/vap# captive-portal
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bx/itoueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3aTb URL BHELLUHEIo BUPTYasIbHOro
nopTasia B COOTBETCTBMM C Tabnmuel 8)
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# enabled true (Br/itoueHne hyHkLoHana captive-
portal)

WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (ra1e X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposi 15 RADIUS-
cepBepa, UICNosib3yeMoro Ans aBTopm3anunn)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

e~~~ o~~~ o~~~ —~ —
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PykoBoacTBO Mo akcnnyatauum WOP-20L

JononHutenbHble KOMaHAbI AN HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napametp,
onpeaensoLLnii Ha OCHOBaHUN Yero 6yaeT uNbLTPOBaTLCS TPAK HEABTOPNU30BAHHbIX K/TMEHTOB.
Bo3moxHble 3HaueHus: acl, white-list. [1o ymonyaHuto: white-list)
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# ipv4-acl ipv4_list (rae ipv4_list — nva cnncka
npasus ipv4-acl)

WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# url-acl url_list (rge url_list — nma cnucka npasun
url-acl)

WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# filter-dns-by-acl true (Bk/110ueHve dunstpayun
DNS-3anpocoB no npasuiam preauth-acl. Mo ymonuaHuto: false)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rze XX-XX-
XX-XX-XX-XX — chopmar MAC-agpeca KnneHTa, KOTopbli 6yAeT NOACTaBATLCS BMECTO <AP_MAC> B
3anpocax Ha BHELUHWU nopTasl. Bo3amoXHble 3HaUEeHUS: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-
XX-XX-XX — doopmat MAC-agpeca TOYKM A0CTyna, KOTOPbI OyaeT noAcTaBNATbCA BMecTo <NAS_ID> B
3anpocax Ha BHELUHW nopTasl. Bo3amoXHble 3HaUEeHUS: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# disconnect-on-reject true (napamverp,
OTBEeYaloLLMii 3a OTK/IOYEHME KNIMEHTa nocsie nosy4veHuns Access-Reject. 11 oTkitoueHms seeaute false)
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasars MAC-agpec
KNMeHTa B KauecTBe naposnd B RADIUS 3anpocax. o ymonyaHuio: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-XX-XX-
XX — chopmat MAC-aapeca KAneHTa, KOTopbIili 6yaeT douryprpoBartb B RADIUS 3anpocax. PyHKLMOHan
paboTaeT To/IbKO Nnpu ycnoBumn use-macaddr-as-password = true. Bo3aMOXHble 3HauYeHns: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOJTUYAHMHD: XXXXXXXXXXXX)

WOP-20L(config):/interface/wlanl-va0/vap/radius# exit

WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoekK)

© /115 nonyyenus nHcopmaumn 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.

79


https://docs.eltex-co.ru/pages/viewpage.action?pageId=504365113

PykoBogacTBo no akcnayarauum WOP-20L

Tabnuua 8 — HacTtpoliika URL wa6noHa an1a BHELWHe NopTasibHOM aBTopu3aunm

MapameTp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH Hu
OAMWH U3 3TNX NapameTpos, To B kadecTBe NAS ID B RADIUS-
HTTP(S)-naketax 6yaeT ucnonb3oBatbcs MAC-agpec ToUku
fgocTyna B cpopmare ‘nas-id-format”

[,oMeHHOe 1MS, KOTOpOoe NoKa3bIBAeTCs KAUEHTY Npu
nepeHanpas/ieHnn

MAC-agpec To4ku goctyna

MAC-agpec knueHTta

SSID

URL, KOTOpbIi M3Ha4Ya/IbHO 3anpalunBas KNMeHT
IP-agpec Toukn goctyna

AP-location Toukn goctyna

n
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PykoBoacTBO Mo akcnnyatauum WOP-20L

7.3.6 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomMaHAbl AnA HacTpoiiku gononHutenbHoro RADIUS-cepBepa Ha VAP

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WOP-20L(config):/interface/wlan1-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepBepa)
WOP-20L(config):/interface/wlan1l-va0/vap/radius# backup (HacTpoiika fonosHuTesnsHoro RADIUS-cepeepa)
WOP-20L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec aononHuTesbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONM4YeCcTBO: 1)

WOP-20L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |P-agpec A0NoNHUTENLHOIO
RADIUS-cepBepa B KOHurypauuu)

WOP-20L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-20L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (rje secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X. X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (rje secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputet RADIUS-
cepBepa. Ecnv npuoputeT He Bbin YKa3aH sIBHO, TO CUMTAETCS, UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WOP-20L(config):/interface/wlan1l-va0/vap/radius/backup/X.X.X.X# save (COxpaHeHne HacTpoek)

—_— e~~~ —~ —~
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PykoBoacTBO Mo akcnnyatauum WOP-20L

7.3.7 HacTtpoiika noBTOpHbIX 3anpocosB Ha RADIUS-cepsep

KomaHAbl ANs HACTPOIiKM NOBTOPHbIX 3anpocoB Ha RADIUS-cepBep

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1-va0

WOP-20L(config):/interface/wlanl-va0O# vap

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-retry-count X (rge X — Ko/IM4ecTBO OTNPaB/IEHHbIX
NMOBTOPHbIX 3anpocoB Access-Request RADIUS-cepBepy, ecnin RADIUS-cepBep He oTBevaeT. Bo3aMoXHble
3HauveHust: 0-32000. [No ymMmon4yaHuio: 4)

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-retry-timeout X (ra1e X — taim-ayT oxmngaHus
oTBeTa OT RADIUS-cepBepa B cekyHAax nepeg noBTOPHOM OTNpaBKol 3anpoca Access-Request. Bo3MOXHble
3HauveHust: 0-32000. o yMon4YaHuio: 2)

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-retry-count X (rge X — KonmM4ecTBo OTNpPas/IeHHbIX
NMOBTOPHbIX NakeToB Accounting-Request (Start), ecnvn RADIUS-cepBep He oTBeyaeT. Bo3MOXHble 3HaueHus:
0-32000. Mo ymon4yaHuto: 4)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-retry-timeout X (ra1e X — tavim-ayT oxugaHus
oTeBeTa oT RADIUS-cepBepa B cekyHAax rnepep noBTOPHON OTNpaBKoi nakeToB Accounting-Request (Start).
Bo3mOXHble 3Ha4YeHus: 0-32000. Mo ymonyaHuto: 2)

WOP-20L(config):/interface/wlanl-va0/vap/radius# save (coxpaHeHve HacTpoek)

7.3.8 [ononHutencHble HacTpoiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

Ha3HauyeHue VLAN-Group Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (rge X,Y-Z — Homepa VLAN-ID, KoTopble MOXHO
HasHauMTb Ha VAP. BO3MOXHble 3Ha4YeHuns: 1-4094. Ecnm HacTpoeH napameTp vlan-group, To 6yaeT
nrHopmpoBsartbcAa napametp vlan-id)

BknoueHue pexuma Band Steer

WOP-20L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bx/itoueHne pexvva Band Steer. /1715
OTK/Io4YeHNs BBeauTe false)

BkntoueHue VLAN trunk Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# vlan-trunk true (sitoueHne VLAN Trunk Ha VAP. 1514
OTK/Io4YeHus BBeauTe false)
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PykoBoacTBO Mo akcnnyatauum WOP-20L

BkntoueHune General VLAN Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# general-vlan-mode true (BktoueHve General VLAN Ha SSID. [ins
oTKNtoveHns seeaute false)
WOP-20L(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WOP-20L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasi13 nproputeta nz nons CoS (Class of
Service) TerMpoBaHHbIX NMAaKETOB. 3HAYEHME Mo YMOYaHUIO: true. B aTOM cnyyae aHanm3npyeTcs
npuoputeT 13 nona DSCP 3arosioBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WOP-20L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/1104NTE 3alLUMTy management-
Kagpos (opelimoB). required — TpebyeTcs nogaepxka MFP OT KNneHTa, KNneHTbl 6e3 MFP He cMoryT
noaknunTbes. capable — coBmecTuMo ¢ MFP, KNMeHTbl 6e3 nogaepXku MFP MoryT nogknitounTtbes. Ans
oTKo4YeHus BeeaunTe off)

BK/loueHue ucnosib3oBaHua TLS npu aBTopusauum

WOP-20L(config):/interface/wlanl-va0/vap/radius# tls-enable true (ncrnons3osars TLS npy asTopusauun. [Ans
oTK/o4YeHns Beeaute false)

BksitoueHue ckpbITOro SSID

WOP-20L(config):/interface/wlan1-va0/vap# hidden true (Bi/toueHne ckpbiToro SSID. N5 OTKH0YeHNs
BBeauTe false)

BK/lOUEHME U30NALUN KITMEHTOB Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# station-isolation true (Bi/il0ueHve n3onaumy Tpadrka mexany
KnneHTamu B npegenax ogHol VAP. insa oTknoveHns seegue false)

OrpaHu4yeHue KonmyecTBa KJINeHTOB Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# sta-limit X (rae X — makcrumansHo fonyctumoe Ymcsio
NOAK/IYAEMbIX K BAPTYa/IbHOW CETU K/IMEHTOB)

BkntoueHue 3awntbl oT ARP Spoofing

WOP-20L(config):/interface/wlan0-va0/vap# arp-inspection true (Bx/10ueHVIe NpoBepky Tpadmka Ha
nogmeny IP-agpeca nctovHmka B ARP-naketax. s oTknoueHnst seeaute false. Mo ymonyanutio: false)
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Bk/loueHue penivkauum MyibTUKacToBoro Tpacgmka Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bk/1l0ueHVe pensivkaLmm
MYNbTUKAcTOBOro Tpadinka Ha VAP. [1ns oTkaoueHus eeegute false)

BkntroueHue Minimal Signal u Roaming Signal

WOP-20L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bx/110ueHVE NCNONL30BaHNSA
dyHKUmoHana Minimal Signal. 19 oTkoueHnsa Beeaute false)
WOP-20L(config):/interface/wlan1-va0/vap# min-signal X (rge X — noporosoe 3HaveHve RSSI, npn
[OCTUXKEHMM KOTOPOro ToUka AocTyna 6yaeT oTkovarh knneHTa ot VAP. MapameTp MOXeT npuHUMaTh
3HayeHus oT-100 oo -1)

WOP-20L(config):/interface/wlan1-va0/vap# check-signal-timeout X (e X — nepuoz BpemMenn B cekyHaax,
Mo UCTEeYEHMM KOTOPOro NPUHUMAETCS peLleHne 06 OTKIYEHMM KITUEHTCKOro 060pyA0BaHUsA OT
BMPTYa/IbHOl CeTu)

WOP-20L(config):/interface/wlan1-va0/vap# roaming-signal X (rae X — noporoeoe 3HaveHune RSSI, npu
OOCTUXKEHMM KOTOPOrO NMPOMCXOAUT NepektoveHme KITIMEHTCKOro 060pyA0BaHUA Ha OPYTY0 TOUKY
pocTtyna. NapamMeTp MOXET NPUHUMaTb 3HauYeHns ot -100 Ao -1. MapameTp roaming-signal fO/MKeH ObITb
Bbllle, YeM min-signal: ecnim min-signal = -75 gbM, To roaming-signal Ao/mKeH 6bITb paBeH, Hanpumep, -70
ABM)

WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

BkntoueHne nepegaym aboHEHTCKOro Tpacuka BHe GRE-TyHHens

WOP-20L(config):/interface/wlan1-va0/vap# local-switching true (Bx/10ueHVe nepegayun aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. [ins oTkntoueHns seeguTe false. 10 yMOI4aHMIO BbIK/THOYEHO)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAE/IbHOCTU), MOAK/IIOYEHHbIX K
OaHHOW VAP, 10 TOYKM gocTtyna:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rae X — makcumasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1toueHne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — kK6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUN OT TOYKM AOCTYNA A0 KJINEHTOB (KaXXAOro B OTAENbHOCTN),
NOAKNIOYEHHbIX K AaHHOI VAP:

WOP-20L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rae X — makcymasibHas CKOpocTb B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itouerve wennepa. Moxer
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT K/INEHTOB (B CyMMe), NOAKIOYEHHbIX K JaHHOW VAP, 1,0
TOYKM AocTyna:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rae X — makcrumasibHas CKOpocThb B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/itoueHve weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (coxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT TOYKN AOCTYyNa A0 K/INEHTOB (B CyMMe), NOAKNKOYEHHbIX K
OaHHOoiA VAP:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — makcrumasnibHas CKopocTsb B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHvie weinepa. Moxet
npuHUMarth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-txi exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-20L(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WOP-20L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rze X — Makc/masibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/t0ueHve weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WOP-20L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WOP-20L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rze X — MakcrmasibHaa CKOPOCThL B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve welinepa. MoxeT
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-20L(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WOP-20L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rge X — makcumvasibHas CKOpoCcThb B
KOUT/C NI NakeThbl/c)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/t0ueHve welinepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WOP-20L(config):/interface/wlan1-va0/vap# shaper-mcast-tx

WOP-20L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# value X (rge X — mMakcrumasibHas CKOpoCTh B
KOUT/C NI NakeThbl/c)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bk/1t0ueHve Wwernepa. MoxeT
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)
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HacTtpoiika koHTponsa gocTtyna no MAC

WOP-20L(config):/interface/wlanl-va0/vap# acl

WOP-20L(config):/interface/wlanl-va0/vap/acl# mode local (Bbi60op pexvma local — npoBepka MAC-agpecos
Mo CMUCKY Ha YCTPOIiCTBE)

WOP-20L(config):/interface/wlanl-va0/vap/acl# mac

WOP-20L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XX XXXOEXKXKXX — MAC-
ajZipec yCcTPOoICcTBa, KOTOPOMY HEOOXOAMMO pa3peLLnTb/3anpeTuTb AOCTYyN. [na yaaneHus agpeca us
cnucka ucnosnbayiite komaHay del)

WOP-20L(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-20L(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p NONNTVKA. BO3MOXHbIE 3HAYEHNS:
allow — pa3peluarb NOAK/HYEHNE TO/ILKO TEM K/IMeHTaM, MAC-aapeca KOTOPbIX COAEPXATCs B CMMCKE;
deny — 3anpeulatb NOAKIOHEHNE KIMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTCsl B CMMCKe. 3HAYEHUe No
yMO/14aHuio: deny)

WOP-20L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/it0ueHVe KOHTPO/IA gocTyna no MAC. 15
oTKNtoveHns seegute false)

WOP-20L(config):/interface/wlanl-va0/vap/acl# exit

WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoekK)

HacTtpoiika KOHTpons gocTyna no MAC uepes RADIUS-cepBep

WOP-20L(config):/interface/wlanl-va0/vap# acl
WOP-20L(config):/interface/wlanl-va0/vap/acl# mode radius (Bb160p pexuma radius — nposepka MAC-
aapecos yepes RADIUS-cepBep)
WOP-20L(config):/interface/wlan1-va0/vap/acl# policy allow (BL160p nonnTnky. Bo3amoxHble 3Ha4eHns:
allow — paspeluaTb NOAKIOYEHNE TONBKO TEM KNMEHTaM, KOTOPbIX 0406pua RADIUS-cepBep; deny —
3anpewatb NOAK/IYEHME KNIMEHTaM, KOTOPbIX 0406pna RADIUS-cepBep. 3Ha4YeHME No yMONYaHuio: deny)
WOP-20L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1t0ueHvie KOHTPO/IA focTyna no MAC yepes
RADIUS-cepBep. nsa oTknoveHns seeaute false)
WOP-20L(config):/interface/wlanl-va0/vap/acl# exit
WOP-20L(config):/interface/wlanl-va0/vap# radius
WOP-20L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH nosb3o0Baresns)

(

)

= = =

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa

WOP-20L(config):/interface/wlan1-va0/vap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTOpbIN
ncnonb3yeTcs Ans ayTeHTudmkauum n astopusaunn. No ymonyaHuio: 1812)
WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposis 15 RADIUS-
cepBepa, UICNob3yeMoro A1 ayTeHTUrKaLmm n asTopmsalmm)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/il0ueHVie OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepsep. o ymonyaHuto: false)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro 418 akkayHTUHra)

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-password secret (rje secret — napons g1 RADIUS-
cepBepa, UCNosb3yeMoro 418 akkayHTUHra)

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHNE NEPUOLNYECKON OTNPABKN
coo6LLeHni «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (MHTepBa/ OTNPaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlanl-va0/vap/radius# exit

WOP-20L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpoiika 6NOKMpoOBKU NOAK/IIOHEHUSA NOMb30oBaTesnieil, nogmMmeHaWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xogumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKHOHEHNIA

nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoicTea (w3, MK 1 npoyee), TO HEO6X0ANMO

Bocnonb3oBatbcsa HacTpolikoin fdb-filtering, koTopas nmeeT cnegyrowme pexmmMbl paboThbl:

on-connect — peXum 610KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciyvae ecniv MAC-
agpec yxe nsyyeH Ha Ethernet-nopTty To4kun [OCTYNa;

by-eth-event — pexum oTk/Il04aeT NoakIH4YeHHOro knueHTa no Wi-Fi, B criydae ecnu ero MAC-agpec crta
n3yyeH Ha Ethernet-nopTy TOUkM AOCTyna (peXxmnm NnoMoraeT ounLaTb CTapyto 3anucb O K/IMEHTE Nnpu
pOymMUHre);

full — pexxum coBmelLaeT B cebe Bce npeplayLine, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nosnb3oBaresns no Wi-Fi, a Takke OTK/Ii0HaEeT paHee NoAKH0YEeHHOro B ciyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

o Mpw BbicTaBneHun pexnmos full v on-connect poyMuHTr Wi-Fi KTMEHTOB MOXET YXYALINUTLCA. Tak B
xofie paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNajatoT Ha OCTa/lbHble TOYKM AOCTYna CeTU 1
ero MAC nsyyaetcsa Ha BCexX Toukax [oCTyna CeTu, No3aToMy Npu POYMUHIE KIMEHTa, B Cnyyae ecnuv
ero MAC-agpec HaxoguTca B crimcke Ha Ethernet-nopty, nepenok/ioyeHe MOXeT NMPONCXOAUTL
AnnTesibHoe Bpems.

WOP-20L(config):/interface/wlanl-va0/vap# fdb-filtering
WOP-20L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHve dyHkUOHana. na
oTkNtoveHus seeauTe false. 3HayeHne no ymonyaHuto: false)
WOP-20L(config):/interface/wlan1-va0/vap/fdb-filtering # mode full (BL160p pexnmva paboTsl. 3HaveHne rno
ymonyaHuio: by-eth-event)

WOP-20L(config):/interface/wlan1-va0/vap/fdb-filtering # exit

WOP-20L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

88



PykoBogacTBo no akcnayarauum WOP-20L

HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasaene Hactpoiika VAP ¢ pexvimom 6e3onacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yHyKa/IbHbLIV KTHOY 4715 AaHHOIA
VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-20L(config):/interface/wlan1-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-azpec BCTpeuHoi VAP Ha T/[2)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVe paboThl TOUKK AOCTYNA MO
NPOTOKO/Yy 802.11r)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/KaIbHLIV KTHOY A5
AaHHoro VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagartb Ha
BCTPEYHbIX VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepelica BCTPEYHO Toukn aoctyna — T/[1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHKa IbHbINA
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVIe paboThl TOUKK AOCTYNA MO
npoTokosny 802.11r)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/it0ueHE PabOThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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PykoBogacTBo no akcnayarauum WOP-20L

HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYeTe peLLeHne O NepekIioYeHnn Ha APYryo TOUKY AOCTyna NPUHUMAaET KNIMeHTCKas CTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kaxxaasi Touka focTyna 1 no kakomy ctaHaapTy (IEEE 802.11n/ac/ax). lMocne Yero KNneHT aHanmsmpyeT adup
1 MPUHMMAET peLLeHre B 3aBMCMMOCTU OT YPOBHS CUTHaua, 3arpy>XXeHHOCTU KaHana, KOH(Urypauum BCTPeYHO
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/it0ueHE PabOThI TOUKM
[ocTyna no npotokosy 802.11k/v)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpOek)
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7.4 Hactpoika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA Mo WDS, B HacTpoiikax paavonHTepderica 6bl/1M BblopaH 04MHAKOBbIM KaHa 1 lnprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiku Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlanl-wdsO0 (Bb160p nHKa WDS. Bo3amoxHble 3Ha4eHns a4 Radio 2.4 [T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-20L(config):/interface/wlan1-wds0# wds

WOP-20L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHtepcpeiica
BCTPEYHOIN TOUKM AOCTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IN BBECTU HA BCTPEYHOWN TOUKE AOCTYyNna KoMaHay
monitoring radio-interface)

WOP-20L(config):/interface/wlan1-wds0/wds# exit

WOP-20L(config):/interface/wlanl-wds0# common

WOP-20L(config):/interface/wlan1l-wds0/common# enabled true (Bk/itoueHve nuHka WDS. /19 OTKIHOUEHNSA

BeeguTe false)

WOP-20L(config):/interface/wlan1l-wds0/common# exit
WOP-20L(config):/interface/wlan1-wds0# exit

WOP-20L(config):/interface# wlanl (npu HacTporike WDS Ha Radio 2.4 [Ty, BBeguTe wlan0)
WOP-20L(config):/interface/wlan1# wlan

WOP-20L(config):/interface/wlanl/wlan# wds

WOP-20L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexxunmva 6e3onacHocT WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WOP-20L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, He0BXoANMbIA A5
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-20L(config):/interface/wlanl/wlan/wds# enabled true (Bk/toueHne WDS. [1/15 OTK/IOUEHNS BBEAUTE
false)

WOP-20L(config):/interface/wlanl/wlan/wds# save (coxpaHeHve HacTpoek)

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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7.5 HacTtpoiika AirTune

HacTpolika AirTune

WOP-20L(config):/# airtune

WOP-20L(config):/airtunet airtune_service_url ws://192.168.1.20:8099/apb/rrm (r1e 192.168.1.20 — |P-
aZipec cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WOP-20L(config):/airtune# dca true (Bk/1l04eHME (PYHKLMOHA/IA AMHAMNYECKOro pacnpeaeneHns KaHasoB.
[ns otknoyeHns seeaute false)

WOP-20L(config):/airtunet tpc true (BKO4YEHNE (PYHKLMOHAIA aBTOMATMYECKOro ynpas/ieHUsA MOLLHOCTbHO.
[ns otknoyeHns seeaute false)

WOP-20L(config):/airtune# load-balance-80211v true (Bk/10ueHVIe (DYHKLOHAIA Ba/laHCUPOBKI K/IMEHTOB.
[ns otknoyeHns seeaute false)

WOP-20L(config):/airtune# enabled true (Bk/1l04eHVE B3aMOAENCTBUSA C cepBMCOM AirTune. /15
oTK/Io4YeHns Beeaute false)

WOP-20L(config):/airtune# save (coxpaHeHVe HacTpoek)

[ns aBTomartuyeckoi HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke 4OCTyna HeEO6X0AMMO BK/IHOUUTb
doyHKumoHan 802.11r, ANs 3TOro BbINONHUTE CreayoLMe HaCTPOWKM:

HacTtpolika 802.11r uepes AirTune

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bx/1t04eHne paboTel TOUKM [OCTYNA MO
npoTokosy 802.11r)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)

[na aBTomatnyeckoii HacTpoiikmn 802.11k/v yepes cepauc AirTune Ha TOUKe J4OoCTyna Heo6XoANMO BK/THOUUTb
dhyHkumoHan 802.11k/v Ha SSID, gn1a aTOro BbINONHUTE CReayoLme HaCTPOMKK:

HacTtpoiika 802.11k/v yepes AirTune

WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/10ueHVIe NOALEPKKY
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumu koHTponnepa SoftWLC.
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7.6 Hactpoiikm Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0

WOP-20L(config):/interface/wlan0# wlan

WOP-20L(config):/interface/wlan0/wlan# radio

WOP-20L(config):/interface/wlan0/wlan/radio# channel X (rge X — Homep cTatuyeckoro kaHasa, Ha KOTopom
6yaeT pabotarb TOUKa AOCTYyNa)

WOP-20L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1l04eHne aBTOBLIOOPa KaHana. s
BK/IIOUYEHNA BBeAUTE true)

WOP-20L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1104eHNE YCNOIBL30BaHNS
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WOP-20L(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — wypvHa kaHana. NapaveTtp Moxet
npuHUMaTh 3HadveHune: o Radio 1: 20, 40; Radio 2: 20, 40, 80)
WOP-20L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MoLHOCTL B ABM. [NapameTp
MOXET NMpUHUMAaTh 3HadyeHue: anda Radio 1: 8-16 nbm; anA Radio 2: 11-19 obm)
WOP-20L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku gocTynHbIX KaHaNoB

Ona Radio 2.4 Ty gnsa BbIGOpA AOCTYMHbI CeAYIOWMNE KaHAbI:
npu wupuHe kaHana 20 Mru; 1,2, 3,4, 5,6,7,8,9,10, 11, 12, 13.
npu wupuHe kaHana 40 Mrru;

« ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.

+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.

Ana Radio 5 Ty anAa BbiGOpa AOCTYNHbI cneAylolne KaHanbl:
npu wnpuHe kaHana 20 Mru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161, 165.

npu wupuHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.

npu wrpuHe kaHana 80 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

0 MapameTpsbl tx-power-min n tx-power-max NPUMeHSIIOTCS TOMbKO B peXume paboTbl C CEPBUCOM
AirTune.

7.6.1 [ononHutenbHble HAacTpoikn Radio

BbIGOp CTpaHbl/pernoHa

WOP-20L(config):/interface/wlan0/wlan/radio# country X (rae X — BbIGOp cTpaHbl/pernoHa, B KOTOPOM
Haxo4uTCsa yCTPONCTBO. MOXET NpuHMMaTh 3HavyeHuns: RU — Poccus (Russia), ALL — 6€3 orpaHuyeHuii. Mo
yMO/14aHuio: RU)
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€@ Hactpoiika nokanbHbIx (PErMOHasIbHBIX) OFPaHNYEHIiA, BKToUasi paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHanax 1 BbIXO4HO MOLLHOCTH, SIB/IIETCA OTBETCTBEHHOCTHIO MHCTA/IITOPOB.

HacTpoiika orpaHM4eHHOro CNUcKa KaHasl0B

WOP-20L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t0ueHE NCNONL30BAHUSA
OrpaHNYEeHHOro cnMcka KaHao0B B paboTe aBTOBbIOOPA KaHas10B. A1 oTk/toueHns BeeauTe false)
WOP-20L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1,6, 11 — kaHa/1bl AManasoHa, B
KOTOPOM MOXET paboTaTb HacTpamBaeMblii pagnonHTepderic)

HacTtpoiika orpaHMYe€HHOro CMMCKa KaHaJIOB B pexxume (STA)

WOP-20L(config):/interface/wlan0/wlan/radio# use-limit-channels-client true (Bk/1t0ueHVIe ncnonb30BaHMA
OrpaHMYEeHHOro Cnmncka KaHasioB B pexume knueHTta (STA). nsa otknoveHns seeauTe false. Mo
ymosnyaHuio: false)

WOP-20L(config):/interface/wlan0/wlan/radio# limit-channels-client '1 6 11' (rge 1,6, 11 — kaHasbl
AnanasoHa, B KOTOPOM MOXET paboTaTb HacTpavBaeMblii pagnonHTEpPIENC B pexnme kimeHTa (STA))

N3meHeHUe OCHOBHOrO KaHasa

WOP-20L(config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT NpuHUMAaTH
3HauyeHue: lower, upper. 1o ymonuaHuto: ansa Radio 1: lower; o5 Radio 2: upper)

BknrouyeHue Ncnosib30BaHUA KOPOTKOro 3alWMTHOro UHTepBana

WOP-20L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EHVE CMONL30BAHNSA YKOPOYEHHOTO
3alMTHOrO NHTepBasia 4sis nepegadm gaHHbIX — 400 HC, BMecTo 800 He. [Ansa oTkoveHus Beeaute false)

BkntoueHune STBC

WOP-20L(config):/interface/wlan0/wlan/radio# sthc true (Bk/1t0ueHe mMeToga NPoCcTPaHCTBEHHO-
BPEMEHHOr0 6/7104HOr0 KoAMpoBaHus (STBC), HaNnpaB/IEHHOIO Ha MOBbLILLEHNE HAAEXHOCTM Nepeaayn
AaHHbIX. s oTknovyeHnsa seeaunte false)

BkniouyeHue arperauyun

WOP-20L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/itoueHve arperauun Ha Radio —
nopaepxkn AMPDU/AMSDU. insa oTkntoyeHus Beegute false)

Bk/loueH1e UCNo/Ib30BaHUA KOPOTKOI NpeaMGynbl

WOP-20L(config):/interface/wlan0/wlan/radio# short-preamble true (Bi/1t0HeHNE CMONB30BAHNA KOPOTKOA
npeam6ysibl naketa. Ana otkaoyeHnsa seeguTe false)
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BkntoueHue Wi-Fi Multimedia (WMM)

WOP-20L(config):/interface/wlan0/wlan/radio# wmm true (Bx/toueHne nognepxkn WMM (Wi-Fi Multimedia)
[na otknoueHus seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 Tl (wlan1l)

WOP-20L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum paboTtsl MexaHnsma DFS. Moxet
npuHUMaThb 3HadeHus: forced — MexaH3M BbIk/IOUYeH, DFS-KaHabl JOCTYMNHbI 4158 Bbi6opa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BblktoYeH, DFS-kaHas bl He AOCTYNHbI 419 Bblbopa)

BknroyeHue pexuma aBTOMaTUUYECKOW CMEHbI LWNPUHBbI KaHana

WOP-20L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/il0ueHne pexrma asToOMaTnyeckor CMeHbI
LUMPWHBI KaHaua ¢ 40 MMy, Ha 20 MITy, npy 3arpy>keHHoM paanoadoupe. s oTknoveHnsi Beeaute false)

BknioueHue weiinepa Broadcast/Multicast

WOP-20L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (e X — orpannyenne nepegain
LLUMPOKOBELLATE/TbHOIO/MY/ITUKACTOBOrO Tpadurka No 6ecnpoBOAHON CETU, yKa3blBAETCA IMMUT A5
LIMpOKOBeLLlaTesibHOro Tpadurka B nak/c)

BkitoueHue QoS U UsSMeHeHne napameTpos

WOP-20L(config):/interface/wlan0/wlan/radio# qos

WOP-20L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1l04eHNE NCNOML30BAHNS (DYHKLNIA,
obecneunBarLLMX Ka4ecTBO o0b6cnyxusaHus (Quality of Service). Ans oTknoyeHns seeauTe false)
WOP-20L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpos QoS TOUK/ A0CTyna,
Tpaduk nepenaeTcs OT TOYKN AOCTYyNa K KNIMEHTY)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1s
HU3KOMPUOPUTETHON ouepeamn C BbICOKOM MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: csl, cs2)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# aifs X (rae X — Bpemsa oxungaHus kagpos
(dbpeimoB) AaHHbIX, U3Mepsiemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3Ha4YeHne BpeMeHM
oXuaaHusi nepe NOBTOPHOW OTNPABKOW Kaapa, 3afaeTcs B MUnancekyHaax. MpuHumaet 3HadeHus: 1, 3,
7,15,31, 63,127,255, 511, 1023. 3Ha4yeHne cwMin He MOXET MNpeBblllaTb 3HayeHne cwMax)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — MakcumvasibHoe 3HavyeHmne
BPEMEHM OXUAaHUs nepe/ NOBTOPHOW OTNPAaBKOW Kaapa, 3afaeTcst B MunancekyHaax. MpuHumaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHne cwMax 0/DKHO ObITb 60/1bLLE 3HAYEHNA cwMin)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (r1e X — vHTepBasi BpemeH B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHUmMsa MMEeeT npasa UHULMMPOBATbL Nepefady AaHHbIX No
6ecnpoBoAHON cpefie K ToUKe A0ocTyna. MakcumasibHoe 3HaYeHne 65535 MUINCEKYH)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki exit
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-20L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpoB QoS kneHTa: Tpatmk
nepegaeTcs OT KAMeHTa A0 TOYKM A0CTyna)

WOP-20L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)
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MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpolika napameTpoB a1s odepegeii be, vi, vo aHanornuHa HacTpolike napameTpos ans odyepeam bk.

7.7 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgesne NpMBOAATCA NPUMepbl HacTpoiiku onumn 82 ana Radio 2.4 Iy, — wlanO.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumun 82 oTk/YeHa. 3HaYeHVe No YMOTYaHIo;
* replace — Touka focTyna NoACTaBISET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

N3MeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0 (HacTpoiika 6yaet nponsBognTbcs Ansd Radio 2.4 'Tu. Ecnu Heobxognumo
HacTpouTb 82 onuuto Ha Radio 5 'L, — BBeanTe wlanl)

WOP-20L(config):/interface/wlan0# common

WOP-20L(config):/interface/wlan0/common# dhcp-snooping
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bbi60p paboThl
DHCP snooping B pexvme 3aMeHbl U1 NOACTaBNEHUS ONuuKn 82)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CeaytoLime napameTpbl:
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HacTpoiika napameTpoB onuum 82

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze custom
— 3amMeHa cogepxummoro CID Ha 3HayeHue, ykasaHHoe B napameTpe dhcp-option-82-custom-CID.
MapameTp MOXeT npMHUMaTh 3HaveHusi: APMAC-SSID — 3ameHa cogepxunmoro CID Ha <MAC-agpec TOUKU
foctyna>-<mms SSID>. SSID — 3ameHa cogepxumoro CID Ha nms SSID, K KOTOPOMY NOAK/IYEH KIMEHT. o
ymMon4yaHuo: APMAC-SSID)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze custom
— 3aMeHa cogepxmmoro RID Ha 3HayeHue, ykasaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXeT npuHuMaTh 3HaveHus: ClientMAC — 3ameHa cogepxummoro RID Ha MAC-agpec
KNMeHTCKOoro ycTporictea. APMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec Toukun goctyna. APdomain —
3amMeHa cogepXmnmoro RID Ha AOMEH, B KOTOPOM HaxoauTcs Touka goctyna. Mo ymonyaxuio: ClientMAC)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (e
longstring — 3Ha4eHne oT 1 40 52 CMMBO/10B, KOTOpoe byaeT nepegasatbes B CID. Ecnv 3HavyeHue
napameTpa dhcp-option-82-custom-CID He 3a4aH0, TO TOYKa AocTyna 6yaeT n3mMeHATb CID Ha 3HaYeHne
no ymosnyaHuto: <MAC-agpec To4kun gocTtyna>-<ums SSID>)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHne oT 1 40 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbca B RID. ECv 3HavyeHue
napameTpa dhcp-option-82-custom-RID He 3a4aH0, TO TOUka AOCTyna Oyaet n3MeHATb RID Ha 3HavYeHue
no ymonyaHuto: MAC-agpec KNIMEHTCKOrO YyCTPOCTBA)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenutens okteTtoB MAC-agpeca, KoTopblii nepegaercsa B RID u CID. radius — B kauecTBe pasgenutesns
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

7.8 Hacrtpolika pennumkaumm DHCP

© Hacrpoiika akTBMpYeT (hyHKLMOHAN Npeo6pasoBaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npwv nx nepegaye 6ecnpoBOAHOMY K/INEHTY.
370 NO3BONSIET NOBLICUTL CTAbWNLHOCTL 06MeHa DHCP mexy KMeHTOM 1 CEPBEPOM B pamnocpese.
HacTpolika rno6anbHasi, npumeHsieTcsl Ha Bce VAP paavonHTepdeiica.

Huxe npeacTaBneHa HacTpoiika pennvkauun DHCP ana Radio 5 'y, (wlan1).

HacTtpoiika pennnkauun DHCP

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlanl

WOP-20L(config):/interface/wlanl# common

WOP-20L(config):/interface/wlanl/common# dhcp-snooping
WOP-20L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bk/itoueHne
pennnkaumy DHCP. To ymoniyaHuio BbIK/THOYEHO, false)
WOP-20L(config):/interface/wlanl/common/dhcp-snooping# save (COxpaHeHne HacTpoek)
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7.9 Hactpoiika pennukaumm ARP

© Hacrpoiika arp-suppression NPonM3BOAUTCA OTAENLHO ANA KaX/A0r0 pagvouHTepdeiica. B gaHHOM
pasgene NnpuMBOASATCA NPUMepPbI HACTPOWKKM arp-suppression ana Radio 2.4 'y, — wlan0.

Mocne BK/KOUYEHWs arp-suppression npoucxoauTt nogmeHa MAC-agpeca nosyyatens.

HacTpoliika pennukauyum ARP

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0

WOP-20L(config):/interface/wlan0# common

WOP-20L(config):/interface/wlan0/common# arp-suppression
WOP-20L(config):/interface/wlan0/common/arp-suppression# enabled true (Bx/t0ueHve arp-suppression. 1o
YMOJ/I4aHMIO BbIKHOYEHO: false)

WOP-20L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasneHve
pennukaumeii ARP. Ecnv napamMeTp BK/IHOYEH true, TO MPOMCXOANT OTOPAChIBAHNE MAKETOB C HENM3BECTHbLIM
IP-agpecom Ha3Ha4vyeHus. Ecnn napameTp Bbik/oUeH false, TO nakeTbl 6yayT nepegaBaTbCs
LUMpOKoBeLLaTesibHO. M0 yMO4aHnio BK/IKOUYEHO: true. PAboTaeT TO/TbKO C BK/THOUEHHbIM arp-suppression)
WOP-20L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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7.10 HacTtpoiika pexuma knveHTa (STA)

HacTpoliky pexnma knneHTta (STA) MOXHO ocyLlecTBsTh Ha wlan0 — paguounHTepdpeiic 2.4 Iy, uamn wlan1 —
pagnovHTepdelic 5 Iy,

HacTpolika pexuma knueHTta (STA) 6e3 wndposaHus

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0

WOP-20L(config):/interface/wlan0# wlan

WOP-20L(config):/interface/wlan0/wlan# mode sta (Bbi60p pexnma paboTkl yCTpoicTBa)
WOP-20L(config):/interface/wlan0/wlan# sta

WOP-20L(config):/interface/wlan0/wlan/sta# ssid 'SSID_WOP-20L_open' (n3veHeHve nveHn SSID)
WOP-20L(config):/interface/wlan0/wlan/sta# security-mode off (pexxum wncpposaHus off — 6e3 napons)
WOP-20L(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTpolika pexuma knueHTta (STA) ¢ pexxumom 6e3onacHocTu WPA-Personal

WOP-20L
WOP-20L

root):/# configure
config):/# interface

(

(
WOP-20L(config):/interface# wlan0
WOP-20L(config):/interface/wlan0# wlan
WOP-20L(config):/interface/wlan0/wlan# mode sta (BbI60p pexnma paboTkl yCTPoCTBa)
WOP-20L(config):/interface/wlan0/wlan# sta
WOP-20L(config):/interface/wlan0/wlan/sta# ssid 'SSID_WOP-20L_WPA2' (n3veHeHne nveHu SSID)
WOP-20L(config):/interface/wlan0/wlan/sta# security-mode WPA2 (pexxum LundposaHms — WPA2)

WOP-20L(config):/interface/wlan0/wlan/sta# key-wpa password123 (rae password123 — k/104/naporis,
HEOoOXoANMbIA A5 MOAKUYEHUS K BUPTYaslbHOM TOUKe AocTyna. [iMHa Kida Ao/mKHa COCTaBNsATb OT 8
[0 63 CUMBOJIOB)

WOP-20L(config):/interface/wlan0/wlan/sta# save (coxpaHeHne HacTpoek)
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7.11 CucTeMHble HaCTPOWKU

7.11.1 O6HoBneHue MO ycTpoiicTBa

OGHoBneHue MO Touku goctyna no TFTP

WOP-20L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dpaiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-20L-2.11.3_build_X.tar.gz)
WOP-20L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WOP-20L(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-20L-2.11.3_build_X.tar.gz)
WOP-20L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-20L(root):/# firmware switch

7.11.2 YnpaBneHue KoHdurypaumnein ycTpomncTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-20L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WOP-20L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-20L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypaunoHHblili ¢paiin yctpoiictBa Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas koMmaHAa BbinonHaeTcAa Ha cepsepe/TK)
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3arpy3suTtb KOH(pUrypaumoHHsblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-20L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KoHdpurypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-20L(root):/# manage-config apply (npryivMeHeHne KoHhurypauum Ha To4Ky A0CTyrna)

7.11.3 TMepesarpy3ka ycTponcTea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-20L(root):/# reboot

KomaHga Ans oT/I0KEeHHOi nepe3arpysku ycTpoiictea

WOP-20L(root):/# reboot delay X (rge X — BpeMsi B CEKyHAaX, Yepes KOTOpoe NPOn30NAEeT OT/IOXKEHHAS
nepesarpyska ycTpoictea. BoaMoxHble 3HaueHus: 0-86400)

KomaHaa ans 3ansiaHMpoBaHHOI Nepe3arpys3ku ycTpoiicTBa B Ha3HauUeHHOe BpeMsi

WOP-20L(root):/# reboot at hh:mm:ss (r4e hh:mm:ss — Bpemsi, B KOTOpOe Npon3onaeT 3annaHnpoBaHHas
nepesarpyska ycTpoincrtea. BoamoxHble 3Ha4eHus: hh:mm, hh:mm:ss)

KomaHpa Ansa oTMeHbl OT/I0XKEHHOW nepesarpysku ycTpoiicTeBa

WOP-20L(root):/# reboot cancel

7.11.4 HacTpolika pexuma ayTeHTugumkaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YoannTb AaHHYH YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLI0 YKa3aHHbIX HIKE KOMaH.

N3meHeHMe napons AN yyeTHOW 3anucu admin

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# admin-password <HoBbIi naponb Ana yyeTHoi 3anmcu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AsA NTaTUHCKME BYKBbI U LNPbI)

WOP-20L(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 418 NOKaIbHOM ayTEHTUdIMKALMNY, a Takke
ayTeHTudmkaumn yepes RADIUS.

© HosbIM nonb3oBaTeENsM AOMKHA BbITb HA3HAYEHA OfHA U3 ABYX poneii:
admin — nonb3oBaTe/b C Takol Ponbto ByaeT MMETb MOJHbIA AOCTYN K KOHUIypMpoBaHUIO 1
MOHUTOPVIHIY TOYKN AOCTYNa;
viewer — nosb30BaTe/b C TakoW Posibo ByaeT MMeTb AOCTYN TOIbKO K MOHUTOPUWHIY TOYKM AOCTyna.
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Jo6aBneHne HOBbIX MOJI b3oBartesnei

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# user

WOP-20L(config):/authentication/user# add userX (rze userX — vms HOBOW y4eTHOM 3anvcu. [Ans yaaneHms
ncnonb3ynte komaHay del)

WOP-20L(config):/authentication/user# userX

WOP-20L(config):/authentication/user/userX# login userX (r1e userX — 1ms HOBOW Y4eTHOM 3anucn)
WOP-20L(config):/authentication/user/userX# password <[aponb Ana yyeTHO 3anmucu userX> (0T 1 710 64
CUMBOJ/IOB, BK/IHOYast NaTUHCKME BYKBbl 1 LMUdpbI)

WOP-20L(config):/authentication/user/userX# role admin (nosib30Bartesnio BbIAAKOTCA Npasa Ha
KOHGoUrypupoBaHue. Bo3MOXHOe 3HaveHne viewer — y4eTHON 3anncu 6yaeT AOCTYNeH TO/bKO
MOHUTOPWHT)

WOP-20L(config):/authentication/user/userX# save (coxpaHeHvie HaCTPOekK)

[nsa ayteHTudonkaumm yepes RADIUS-cepep HEO6XOAMMO HACTPOUTbL NapaMeTpbl 4OCTyNa K HeMmy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WOP-20L
WOP-20L

root):/# configure

config):/# authentication

WOP-20L(config):/authentication# radius

WOP-20L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WOP-20L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3yeTcsa ANA ayTeEHTMdIMKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WOP-20L(config):/authentication/radius# auth-password secret (r2e secret — ko4 4715 RADIUS-cepBepa,
NCMosb3yeMOro Ansa ayteHTudankaumm n aBtopusanmm)

WOP-20L(config):/authentication/radius# exit

WOP-20L(config):/authentication# radius-auth true (Bk/1t04eHVe pexumva ayTeHTUdnKaumy Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTte false)

WOP-20L(config):/authentication# save (coxpaHeHne HacTpoek)

—_ e~ o~ —

© 1pu ayTeHTUdMKaumm yepes RADIUS-cepeep HEOGXOAMMO 06S3aTeNbHO CO3AAaThb TOKA/IbHYIO YUETHYHO
3anuncb, KoTopasi OyaeT aHasiorMyHa yyetHol 3anmcn Ha RADIUS-cepBepe.
Mpn 3TOM B NOKa/IbHOW YYETHOM 3anucy 06s13aTenbHO A0/HKHA ObITh YKasaHa posib, onpeaensioulas
npasa gocTyna (admin unm viewer).
B cnyuae ecnm RADIUS-cepBep oKaXKeTcs HeAOCTYMNEH, ayTEHTMdIMKALMA NPORAET N0 NOKaIbHOW
YUETHOI 3anuncu.

HacTtpoiika nepnoga 6e3geincTeus

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# session-idle-timeout X (re X — Bpemvs 6e34eicTB1A Nosib30Baress B
web-nHTepgeiice B M1HyTax, Noc/1e KOTOPOro CeCCMs aBTOMAaTUUYECKN 3aBepLlaeTcs. Bo3MoxHble
3Ha4eHust: 0-10080. [1ns oTKNOHEHNST OYHKLUMOHAa YCTaHoBUTE 3HadYeHue 0. Mo ymonyaHuto: 15)
WOP-20L(config):/authentication# save (CoxpaHeHne HacTpoek)
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7.11.5 HacTtpolika aatbl 1 BpeMeHu

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Br/i0oueHve pexviva pabotsl ¢ NTP)

config):/date-time# ntp

WOP-20L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
WOP-20L(config):/date-time/ntp# alt-servers (ycTaHOBKa A0M0ONHUTESLHLIX NTP-cepsepos)
WOP-20L(config):/date-time/ntp/alt-servers# add <lomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdrypauyumn> (cosgaHne pasgena KoHdurypauum gononHutesibHoro NTP-cepBepa. MakcumasibHoe
Konn4yecTBo: 8. [N yaaneHnst ucnosnbayrite komaHay del)

WOP-20L(config):/date-time/ntp/alt-servers# exit

WOP-20L(config):/date-time/ntp#exit

WOP-20L(config):/date-time# common

WOP-20L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30HbI)

WOP-20L(config):/date-time/common# save (coxpaHeHne HacTpoek)

—_— e~~~ —~ —~
_ = = =

7.11.6 [ononHutesbHble HACTPOWKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# global-station-isolation true (Bx/10ueHVIe 106a/1bHON N30AALMN TPpadrKa
MeXAy KmeHTamm pasHbix VAP 1 pasHbIX pagumonHtTepdgieincos. Ans oTknoveHns seeguTte false)
WOP-20Lconfig):/system# save (CoxpaHeHVe HacTpoek)

M3aMeHeHue UMeHU ycTpoiicTBa

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# hostname WOP-20L_room2 (r1e WOP-20L_room2 — HOBOE MMS YCTPOACTBA.
MapameTp MOXET coaepXaTb OT 1 40 63 CMMBOJIOB: /ITATMHCKME 3ar/iaBHble U CTPOUHbIE OYKBbI, LINKpPbI,
3HaK geduc «-» (aedmnc He MOXET ObITb NOCMEAHNUM CUMBO/IOM B UMEHM). Mo ymonyaHuio: WOP-20L)
WOP-20L(config):/system# save (COxpaHeHue HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# ap-location ap.test.root (/e ap.test.root — foMeEH y3/n1a gepesa yCTPOUCTB
cucTeMbl ynpasneHus EMS, B KOTOpOM pacnonaraetcst Touka goctyna. o ymonyaHuio: root)
WOP-20L(config):/system# save (CoxpaHeHne HacTpoek)
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N3meHeHune Radius NAS-ID

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# nas-id Lenina_1.Novovsibirsk.root (re Lenina_1.Novovsibirsk.root —
NAEHTUJIMKATOP AAaHHOW TOUKM gocTyna. MapaMeTp npegHa3HavyeH ansg naeHTugunkauumn ycTpoicTea Ha
RADIUS-cepBepe, B c/iyuae ecnv RADIUS okngaeTt 3HaueHune, oT/imdHoe ot MAC-aagpeca. o ymonyaHuio:
MAC-agpec TOYKM AOCTyna)

WOP-20L(config):/system# save (cCoxpaHeH/e HacTpoek)

HacTpoliika LLDP

WOP-20L(root):/# configure

WOP-20L(config):/# ldp

WOP-20L(config):/lldp# enabled true (BkntoueHve doyHkumoHana LLDP. Aia oTkioveHus seeaute false. o
yMosiYaHuto: true)

WOP-20L(config):/lldp# tx-interval X (rae X — n3ameHeHve nepuoga otnpasku LLDP-co06LLEHNIA.
Bo3MoxHble 3HaueHus: 1-86400. Mo ymonyaHuto: 30)

WOP-20L(config):/lldp# system-name WOP-20L_reserv (rge WOP-20L_reserv — HOBOe MMs ycTporicTea. 1o
ymonyaHuo: WOP-20L)

WOP-20L(config):/lldp# save (coxpaHeHVe HacTpoek)

N3meHeHue napona

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# admin-password newpassword (rze newpassword — HOBbIV Naposib /15
BXOa B CUCTeMY TOYKM AocTtyna. o ymosiyaHuio: password)

WOP-20L(config):/authentication# save (CoxpaHeHne HacTpoek)

7.12 HacTpoiika napaMeTpoB NopTasibHON aBTOpU3aLmnm

HacTtpoiika napameTpoB NopTasibHOW aBTOpU3aLNmn

WOP-20L(root):/# configure

WOP-20L(config):/# captive-portal

WOP-20L(config):/captive-portal# ap-ip-alias <JoMeHHOEe UMA> ([,OMEHHOE VM, Ha KOTOpoe ByaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMeHTOB. Mo ymonyaHuto: redirect.loc)
WOP-20L(config):/captive-portal# tinyproxy-https true (Bx/10ueHVe nepeHanpas/ieHns KIVEeHTOB Mo
npotokony HTTPS. lna nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)
WOP-20L(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOTo NMeHH, ykasaHHOro B ap-ip-alias, Gy4eT nepexsayeH TO4Kol A0CTyna. Ha atoT
3anpoc 6yaeT oTrnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukm goctyna.
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HacTpoiika uMeH napaMeTpoB, NepeaaBaeMblX BE6-CepBepoOM aBTopu3saLmmn

WOP-20L
WOP-20L

root):/# configure

config):/# captive-portal

WOP-20L(config):/captive-portal# web-redirector

WOP-20L(config):/captive-portal/web-redirector# param-names
WOP-20L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nvieHu
napameTpa, CoAepPXKaLLero NCXoaHbli URL, 3anNpoLUEHHbI KNMEHTOM. KNMeHT ByAeT nepeaapecoBaH Ha
[laHHbIN URL B C/lyyae ycneLuHoi aBTopu3annm)
WOP-20L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napameTpa, cogepxallero URL, kyaa 6yaeT nepeagpecoBaH KNMEHT B C/lyvae OLIMOKN aBToOpuU3aLun)
WOP-20L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nmeHu
napameTpa, CoAePXKaLLEro NI0rvH 15 K/IMEHTA)
WOP-20L(config):/captive-portal/web-redirector/param-names# password pass (HacTporika nMeHn
napameTpa, CoAepXaLlero naposb ANs KNnNeHTa)
WOP-20L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHve HacTpOeK)

—_— e~ —~ —

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpoB B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCSA TOYKOIN gocTyna.

© B 3HaueHusx napameTpos redirect_url, error_url, username, password MOXHO 1UCNO/1b30BaThb TO/IbKO
natuHuLy Mo6oro perncTpa, a Takke cumsosbl S\-_.1*'() anuHoii ot 0 4o 255 cMMBO/IOB.

HacTtpoiika apanTUBHOIo pexumMa paéoThbl NOPTasiIbHOW aBTOpPU3aLMN

WOP-20L(root):/# configure

WOP-20L(config):/# captive-portal

WOP-20L(config):/captive-portal# web-redirector

WOP-20L(config):/captive-portal/web-redirector# captive-adaptive true (Bk/110ueHVe afanTyBHOIO pexxuma
paboTbl NOpTasIbHON aBTOpU3aL MK 418 YCTPOMCTB i0S. AN oTkioveHuns seegute false. 1o ymonyaHuio:
false)

WOP-20L(config):/captive-portal/web-redirector# save (coxpaHeHve HacTpoek)

© npu BKIKOUEHHOM aAaNTUBHOM peXVMe PaGoThl NPV CBOPAUYMBAHNN OKHA aBTOPU3aLMU Ha
ycTpoicTBax iOS paspbiBa COeMHEHNS NPOUCXOANTL He ByaeT.
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HacTtpoiika npaBun ipv4-acl

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# acl

config):/acl# ipva

config):/acl/ipv4# add ipv4_list (co3gaHune crnivcka ACL npasun)

config):/acl/ipva# ipva_list

config):/acl/ipv4/ipv4_list# entry

WOP-20L(config):/acl/ipv4/ipv4_list/entry# add 0 (cozpaHve ACL npasuna)
WOP-20L(config):/acl/ipv4/ipv4_list/entry# 0

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykazaHve geicteus Ans npasuia. BoamoxHsie
BapvaHThbl: permit — paspelnTb, deny — 3anpeTuTb)

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpoiika pexrmva paboTsl NPOTOKONA, N0
KOTOpOMy OyaeT oTpabaTtbiBaTb NPaBuni0. BO3MOXHbIE 3HAYEHMS: any — /11060 NPOTOKO/, value —
KOHKPETHbI NPOTOKON)

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BbI60p NpoToKoNa. BO3MOXHbIE 3HAYEHWS: gre,
icmp, igmp, tcp, udp)

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (rge X — HavasibHbIA NOPT UCTOYHMKA)
WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# src-port-end X (re X — KOHEUHbIA NOPT UCTOYHUKA.
Mcnonb3yeTcs ToMbKo Ans src-port-mode range)

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpolika pexxuma punsTpaLumn NCTOUHMKA.
Bo3mMOXHble BapuaHTbl: any — /1t060# NCTOUHWMK, host — douibTpaumsa no agpecy xocta, network —
domneTpaums rno agpecy cetn)

WOP-20L(config):/acl/ipv4/ipva_Llist/entry/0# src-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa UCTOUYHUKA)
WOP-20L(config):/acl/ipv4/ipv4_Llist/entry/0# src-mask X.X.X.X (rge X.X.X.X — macka nogceTtn xocta
WNCTOYHMKA)

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTpoiika pexxuma paboTsl nopra
NCTOYHMKA. BO3MOXHbIE 3HAYEHNS: any — /10601 pexrm, eq — paBHo, gt — 6onbLue, lt — MeHbLUe, neq — He
paBHO, range — Aana3oH NopToB)

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpolika pexuma huastpaunn HazHavyeHns. B
03MOXHbI€ BapuaHTbl: any — K000 CTOUHUK, host — domnbTpaums no agpecy xocta, network —
domneTpaums no agpecy cetn)

WOP-20L(config):/acl/ipv4/ipv4_Llist/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-azpec xocTa HaszHa4yeHus)
WOP-20L(config):/acl/ipv4/ipva_list/entry/0# dst-mask X.X.X.X (rge X.X.X.X — macka nogceTtn xocra
Ha3Ha4YeHus)

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpoiika pexxuma paboTsl nopTa
HasHavyeHusl. BO3MOXHble 3Ha4YeHUSA: any —/1l0601 pexnm, eq — paBHo, gt — 6obLue, lt — MeHbLUe, neq —
He paBHO, range — AMana3oH NopToB)

WOP-20L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (r1e X — HavasibHbIA NOPT Ha3HaYeHNs)
WOP-20L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (e X — KOHEYHbLIA NOPT HA3HAYEHUS.
Vicnonb3yetcsa Tonbko ansa dst-port-mode range)

WOP-20L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# save (coxpaHeHue HacTpoek)

e~~~ o~~~ — —
_— T O =

108



PykoBogacTBo no akcnayarauum WOP-20L

HacTtpoiika npasun url-acl

WOP-20L(root):/# configure

WOP-20L(config):/# acl

WOP-20L(config):/acl# url

WOP-20L(config):/acl/url# add url_list (co3naHue crivcka ACL npasun)

WOP-20L(config):/acl/url# url_list

WOP-20L(config):/acl/url/url_list# action permit (ykazaHve geicteus Ans cnvcka. BoamoxHble BapuaHTbl:
permit — paspelunTs, deny — 3anpetunTsb)

WOP-20L(config):/acl/url/url_list# entry

WOP-20L(config):/acl/url/url_list/entry# add 0 (co3paHve ACL npasuna)
WOP-20L(config):/acl/url/url_list/entry# 0

WOP-20L(config):/acl/url/url_list/entry/0# domain <JoMeHHOe UMSa> (yKazaHne foMeHa NN PerysispHoro
BbIpaXKeHMWsI)

WOP-20L(config):/acl/url/url_list/entry/0# save (cOoxpaHeHVe HacTpoek)

7.12.1 YnpaBsneHue noptasibHbIM cepTumnkaTom

3arpyska ceptudpmkarta ans pegupekta no HTTPS no tftp

WOP-20L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptucpmkara ans pegupekta no HTTPS no http

WOP-20L(root):/# manage-certificates portal upload http <URL gnsa ckaunBaHus cpaitna NO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WOP-20L(root):/# manage-certificates portal erase
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7.13 HacTpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepuca APB

WOP-20L
WOP-20L

root):/# configure

config):/# captive-portal

WOP-20L(config):/captive-portal# apbd

WOP-20L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-20L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHVe cepsuca APB. [1/19 OTK/IHYEHNA BBEAUTE
false)

WOP-20L(config):/captive-portal/apbd# save (coxpaHeHve HacTpoek)

—_— e~ —~ —

7.14 Hactpovika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecneuvBaeT 06paboTKy 3anpocoB AnHamuyeckoi asTopusaumm RADIUS Toukamu
focTtyna.

KomaHpbl anAa HacTpoiiku DAS-cepBepa

WOP-20L(root):/# configure

WOP-20L(config):/# das-server

WOP-20L(config):/das-server# enabled true (Bk/1toueHvie DAS-cepsepa. [Anga oTkiaoyeHns seeante false)
WOP-20L(config):/das-server# port X (rae X — nopt DAS-cepeepa. o ymonyaHuio: 3799)
WOP-20L(config):/das-server# auth-password secret (r1e secret — naposib /15 DAS-cepsepa, NCNosb3yeTcsd
npu wndpposaHmm RADIUS-3anpocoB)

WOP-20L(config):/das-server# save (CoxpaHeH/e HacTpoek)

7.15 HacTtpolika meHemkepa NacCMBHOIO CKaHMPOBaHUA Paan00KpYXeHUS

[nsi ocyLlecTBNEHMS MOCTOSIHHOTO CKaHMPOBaHMSA Ha TOUKe AOCTYNa, HE06X0AMMO HACTPOUTL MEHEMKEP
naccuBHOro ckaHnpoBaHus "scand".

KomaHabl Ans HacTpoiiku scand

WOP-20L(root):/# configure

WOP-20L(config):/# scand

WOP-20L(config):/scand# neighbor-scan

WOP-20L(config):/scand/neighbor-scan# neighbor-scan-enabled true (true — BktoueHve. [1na OTKIOYEHUA
BeeguTe false)

WOP-20L(config):/scand/neighbor-scan# save (CoxpaHeHVe HacTpoek)
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7.16 HacrTpolika pexnma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

7.16.1 HacTpoiika pagapa c OTnpaBKoli AaHHbIX No npoTtokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHKymnoHana Radar (HTTP/HTTPS)

WOP-20L(root):/# configure

WOP-20L(config):/#radar

WOP-20L(config):/radar# enabled true (Bk/1toueHve dyHkUMOHana radar. na otknoveHus seeaute false)
WOP-20L(config):/radar# url http://host:port/service (ykasbiBaeTcs URL-cChbiNKa Ha cepBuc, KOTopbIv ByaeT
NpYHMMaTb AaHHble OT To4kM goctyna B JSON-cpopmare. MNepegadva Bo3aMoXxHa no HTTP/HTTPS)
WOP-20L(config):/radar# scan-interface all (rae all — nHTepdpeiic, Ha koTopom byaeT pabotarb
CKaHnpoBaHue. BoaMoxHble 3HaveHus: wlan0 — nHTepdpeiic 2.4 IN'u, wlanl — nHtepdpenc 5 ML, all —
OAHOBPEMEHHO 2.4 Ty, n 5T, Mo ymonyaHuto: all)

WOP-20L(config):/radar# send-interval X (rae X — nHTepBas OTnpaBKN faHHbIX Ha KOEeKTOP. BO3MOXHbIe
3HauyeHust: 1-3600. o ymonyaHuio: 5 cekyHAa)

WOP-20L(config):/radar# mac-source"probe data" (e probe data — BeIGOp Tvna faHHbIX, COOMpPaembIX B
achmpe. Bo3amMoxHble 3HaueHus: probe — TO/IbKO probe request, assoc — TO/bKO assoc, data — TONbKO

data, all — Bce Tunbl naketos. Mo ymonyaHuto: all)

WOP-20L(config):/radar# scan-channel-timeout X (e X — Bpewms, BbieNleHHoe Ha CKkaHupoBaHve 0[HOro
KaHana. Bo3amoxHble 3HaueHust: 100-60000. Mo ymonyaHumto: 200 Mc)

WOP-20L(config):/radar# scan-limit-channels-2g "1 6 11" (rae 1,6, 11 — kaHasibl [/19 CKAHNPOBaHUS B
ananasoHe 2.4 I'Tu. NMycToe 3HaYeHne — CKaHMpPYTCA BCe AOCTYMHbIE KaHaslbl)

WOP-20L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — KaHa bl A1
CKaHMpoBaHus B gnanasoHe 5 T, MNycToe 3HaYeHne — CKaHUPYKTCS BCe AOCTYMNHbIE KaHaslbl)
WOP-20L(config):/radar# save (coxpaHeHve HacTpoek)
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7.16.2 HacTtpolika pagapa ¢ 0TnpaBKoi AaHHbIX No npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WOP-20L(root):/# configure

WOP-20L(config):/# radar

WOP-20L(config):/radar# url mqtt://host:port/service (ykasbiBaeTcs URL-cCbI/IKa Ha CepBuc, KOTOpbIA ByaeT
npUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WOP-20L(config):/radar# mqtt-username eltex (r/e eltex — nmsa nosssosaresnis. Heobxognmo s
aBTopM3aLn Ha cepsrce-KOIEKTopE)

WOP-20L(config):/radar# mqtt-password password (rze password — naposs. Heobxoaum a5 astropusaLmm
Ha cepBuce-KoJIJIEKTOpE)

WOP-20L(config):/radar# mqtt-topic qtracker_input_mqtt (ykasbiBaetcs URL-ngeHTngukaTop cyLHOCTEN B
o6MeHe MexXAy TOUYKOW JocTyna v KoniekTopoM no MQTT-npoTokony)

WOP-20L(config):/radar# scan-mode passive (r7e passive — pexum paboTsl pagapa. Bo3aMoxHbIe 3Ha4YeHns:
active — Touka foCTyna TO/IbKO CKaHUpyeT admp 1 He NpeaocTaB/IsieT CEPBUC KIMEeHTaMm; passive — ToUKa
[oCTyna npegocTas/iieT CepBUC KNIMEHTaM, 3Mp He CKaHUpYeT, nepefaeT faHHbIe MO NOAKNHYEHHbIM
KnveHTam. I'lo ymosiyaHuio: active)

WOP-20L(config):/radar# scan-interface all (rae all — nHTepdeiic, Ha koTopom byaeT pabortarb
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — nHTepdeiic 2.4 I'u, wlanl — nHtepdoeiic 5 ', all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, Mo ymonyanutio: all)

WOP-20L(config):/radar# send-interval X (rae X — nHTepBas1 oTnpaBKkN faHHbIX Ha KOeKTop. Bo3MOXHbIe
3HayeHus:: 1-3600. o ymon4aHuio: 5 cekyHp)

WOP-20L(config):/radar# mac-source"probe data" (rz1e probe data — BeIGOp Tvna faHHbIX, COOMpaemMbIx B
adoupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonuyaHuio: all)

WOP-20L(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bblge/IeHHoe Ha CKkaHupoBaHue 0fHOro
KaHasa. BoaMoxHble 3HavyeHust: 100-60000. o ymonyaHuio: 200 Mc)

WOP-20L(config):/radar# scan-limit-channels-2g "1 6 11" (r1e 1,6, 11 — kaHa/ibl [/151 CKAHNPOBaHUS B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHble KaHasbl)

WOP-20L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (11 36, 40, 44, 48 — KaHa bl 4115
CKaHupoBaHuA B AnanasoHe 5 . MNMycToe 3Ha4YeHne — CKaHUPYTCS BCE AOCTYMHbIE KaHaslbl)
WOP-20L(config):/radar# scan-min-signal X (rge X — nopor ypoBHs curHasia. Eciiv Touka goctyna BuanT
KNIMEeHTa C YPOBHEM HMXEe YKa3aHHOro, To MAC-aZipec K/imeHTa He nepefaeTcs Ha KO/IIEKTOP, U KITUEHT He
cuntaeTcs obHapyXeHHbIM. Bo3MOXHbIe 3HauyeHus: -100-0. Mo ymonyaHuio: 0, oYHKLMOHaUT OTK/TIHOHEH)
WOP-20L(config):/radar# enabled true (Bk/1toueHve dyHKUMOHaNa radar. Ana oTknoveHnsa seeaute false)
WOP-20L(config):/radar# save (coxpaHeHne HacTpoek)
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7.17 MOHUTOPUHT

7.17.1 Wi-Fi knneHTtnbl

WOP-20L(root):/# monitoring associated-clients

index (0]

state ASSOC SLEEP AUTH_SUCCESS
hw-addr 68:13:E2: XX XX XX
interface wlanl-va0

rfid 1

wid (0]

band 5

ssid WOP-20L_5GHz
vlan-id 100

ip-addr 192.168.1.15
frequency 5200

channel 40

auth-algorithm open-system
encryption-cipher no-cipher
encryption-group-cipher no-cipher
username TIOXXXXXXXXX
domain root

authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

portal-auth-time 00:10:36
wlan-auth-type Open
wlan-auth-status authorized
wlan-auth-time 00:11:09
rx-retry-count 11
tx-fails 0
tx-period-retry 1
tx-retry-count 27

rssi-1 -39

rssi-2 -40

rssi -40

snr-1 15

snr-2 15

snr 15

tx-rate VHT NSS2-MCS8 SGI 173.3
rx-rate VHT NSS2-MCS8 NO SGI 156
rx—bw 20M
rx-bw-all 20M

tx—bw 20M

mfp false
uptime 00:01:35
multicast-groups—-count 1
wireless-mode ac
using-802.11r no
using-802.11k no
using-802.11v no
dhcp-request-status obtained

not-required
authorized
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perftest-capable
dhcp-start-packet-type
dhcp-start-delay
dhcp-start-duration
dhcp-end-duration
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

ofdmé 8
ofdm24 0
nssl-mcs7 21
nss2-mcs4 129
nss2-mcs6 16
nss2-mcs7 149
nss2-mcs8 2075

Multicast groups:
MAC IP

01:00:5E:00:00:FB

Transmitted

XXX.0.0.251

false
discover
143

2

O
O

Transmitted

100
2792431
2392
2729920
6

319

0

0

0

Received

PykoBoacTBO Mo akcnnyatauum WOP-20L

403916
11065
368332
278
302

0

0

Received
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7.17.2 BecnpoBoAHOI KaHan

WOP-20L(root):/# monitoring wireless-peer

index

hw-addr
interface

band

state
frequency

ssid

rssi-1

rssi-2

snr-1

snr-2

tx-rate
rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality—-common
actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

0
68:13:E2 XX XX XX
wlanl

5

ASSOC AUTH_SUCCESS
5200

WOP-20L_5GHz

-20

-20

37

29

VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

00:01:43

ac

100

99

2

0

0

1

90

PykoBogacTBo no akcnayarauum WOP-20L
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7.17.3 WDS

Ana moHuTopuHra WDS-coeMHeHnin Ncnosb3yeTcs KoMmaHaa:

monitoring wds-entries <mac-agpec BCTPeYHOI TOUKM JocTyna 1> ... <mac-afpec BCTPEYHON TOUKU
poctyna N> filter <napametp 1> ... <napameTp N>,

rae <mac-afjpec BCTPEYHON TOUKM AoCTyna 1> ... <mac-afipec BCTPEYHOI ToUkM focTyna N> — mac-agpeca
BCTPEYHbIX TOYEK AOCTYNa, C KOTOPbIMU NOCTPOEHbI WDS-MOCTbI. [1/151 TOro, YUTOObI BbIBECTU MH(DOPMALMIO
Mo BCEM BCTPEYHbIM TOUKaM BBeAMTE BMECTO <mac-afpeca BCTPeYHOI Touku goctyna> all;

filter — cneuvansHoe €noBO, NOC/E KOTOPOTrO YKa3bIBAKTCA NapaMeTpbl MOHUTOPWHIA, HEO6X0AMMbIE
L1151 BbIBOZA MO OAHOM UM HECKO/TbKUM BCTPEYHBIM TOUKaM A0CTYNa,;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIA, HEOOX0AMMbIE A1 BbiBOAA MO
OZLHOI W/ HECKO/IbKMM BCTPEYHbIM TOUKaM A0CTyna.

[nsi BbIBOZA CNMCKa TOUeK A0CTYNa, C KOTOPbIMU NocTpoeHbl WDS-MOCTbI, HAXMUTe nocsie monitoring wds-
entries knaeuwly Tab.

WOP-20L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[nsi nonyyeHns cnucka napaMeTpoB MoHuTopuHra nocre filter HaxxmmTe knasuiy Tab.

WOP-20L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBopg, I/IH(bOpMaLWIVI no BCeM BCTPEYHbIM TOYKaM goctyna

WOP-20L(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

index 0

state WIFI_WDS

hw-addr e8:28:c1:d1:43:15
interface wlanl

rfid -1

wid -1

band 5

ssid

ip-addr 192.168.1.15
hostname WOP-20L

radius-mac-auth
portal-auth

not-required
not-required

I

I

I

I

I

I

I

I

I

I

I

I
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:02:51
rx-retry-count | 36
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 12
rssi-1 | -30
rssi-2 | -42
rssi | -42
snr-1 | 39
snr-2 | 36
snr | 36
wds-interface | wlanl-wdso
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
mfp | false
uptime | 00:02:30
multicast-groups-count | ©
wireless-mode | ac
using-802.11r | no
using-802.11k | no
using-802.11v | no
eltex-firmware-version | 2.11.3 build x
eltex-board-type | woP-20L
dhcp-request-status | not requested
perftest-capable | false
dhcp-start-packet-type | no
dhcp-start-delay | ©
dhcp-start-duration | ©
dhcp-end-duration | ©
link-capacity | 60
link-quality | 100
link-quality-common | 99
actual-tx-rate | ©
actual-rx-rate | 1
shaped-rx-rate | ©
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actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

ofdmé

nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups:

© 0+ O

Transmitted

100
577458
1462
529722
15

952

0

0

0

Transmitted

131

1195

none

PykoBoacTBO Mo akcnnyatauum WOP-20L

Received
1578
968817
1563
918036
15
765
(0]
(0]

Received

19

4

4

4

9

4

5

31

179

1318
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BbiBopg, I/IH(bOpMaLWIVI no Op.HOI7I NN HECKOJTbKUM BCTPEYHbIM TOYKaM AocTtyna

WOP-20L(root):/# monitoring wds-entries e8:28:c1:da:cb:80 (eCTb BO3MOXHOCTb yKazaTb HECKOsIbKo MAC-
aZipecos, HarpvmMep, monitoring wds-entries e8:28:c1:da:ch:80 €8:28:c1:d1:43:15)

index 1

state WIFI_WDS

hw-addr e8:28:cl:da:ch:80
interface wlanl

rfid -1

wid -1

band 5

ssid

ip-addr 192.168.1.20
hostname WOP-20L

radius-mac-auth
portal-auth

not-required
not-required

I

I

I

I

I

I

I

I

I

I

I

I
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:34
rx-retry-count | 2
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 4
rssi-1 | -30
rssi-2 | -24
rssi | -30
snr-1 | 35
snr-2 | 32
snr | 32
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS2 NO SGI 19.5
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
mfp | false
uptime | 60:03:52
multicast-groups-count | ©
wireless-mode | ac
using-802.11r | no
using-802.11k | no
using-802.11v | no
eltex-firmware-version | 2.11.3 build x
eltex-board-type | woP-20L
perftest-capable | false
dhcp-request-status | not requested
dhcp-start-packet-type | no
dhcp-start-delay | ©
dhcp-start-duration | ©
dhcp-end-duration | ©
link-capacity | 60
link-quality | 100
link-quality-common | 99
actual-tx-rate | ©
actual-rx-rate | ©
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shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

P O 0 o

Counter Transmitted Received
Total Packets: 316 69

TX success: 100

Total Bytes: 35549 14475
Data Packets: 262 16
Data Bytes: 22788 1879
Mgmt Packets: 54 53
Mgmt Bytes: 4377 12084
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0

Rate Transmitted Received

nssl-mcsoO
nssl-mcsl
nssl-mcs2
nss2-mcso
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8 196

I S ©) BN ) B0 BN O BN O BN O I

N
N

N

R
OO0 OO0 00O WhNUOO

Multicast groups: none
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dun bTpauuna napameTpoB MOHUTOPUHIa

WOP-20L(root):/# monitoring wds-entries e8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate uptime (
BbIBO/ OrPaHNYe€HHOro Ko/inyecTsa napameTpoB MOHUTOPUHTA NO onpeaeneHHoi Touke aoctyna. EcTb
BO3MOXHOCTb YKa3aTb HECKO/IbkO MAC-apecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 192.168.1.15

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
uptime | 00:06:32

WOP-20L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface
(BbIBOA, OrpaHMYEHHOr0 KOMIMYecTBa NapamMeTpoB MOHUTOPMHIA MO BCEM TOUYKaM AOCTyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -30

rssi-2 | -42

wireless-mode | ac

wds-interface | wlanl-wdso

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -30
rssi-2 | -24
wireless-mode | ac
I

wds-1interface wlanl-wdsl
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7.17.4 VIHopmMauns o6 ycTponctee

WOP-20L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WOP-20L

2.11.3 build X
2.11.3 build X
2.11.3 build X

46

126

111

237

2.0

1.33

false

Eltex

Access Point
WOP-20L

WOP-20L
68:13:E2:xX XX XX
68:13:E2:xX XX XX
WPXXXXXXXX

1v3

false

false

firmware update
false

122



7.17.5 NHopmaums o ceptudmkarax

WOP-20L(root):/# monitoring certificate

ott:

status: not present

wlc:

status: present
url: https://192.168.1.15:8044
file 'ca.pem':

correctness: true

issuer: /CN=WLC

serial: F15E65D33604010D

subject: /CN=WLC

not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT

file 'cert.pem':

correctness: true

issuer: /CN=WLC

serial: 6813E2XXXXXX

subject: /CN=68:13:e2:XxX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT

file 'key.pem':

web:

correctness: false

status: present
file 'host.pem':

portal:

correctness: true

PykoBogacTBo no akcnayarauum WOP-20L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: F801COA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

status: present
file 'portal.pem':

correctness: true

issuer: /CN=redirect.loc/0=Eltex Ent

serial: A1D68F94A6178E83

subject: /CN=redirect.loc/O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:
status: present
file 'redirector.pem':

correctness: true

issuer: /CN=x.*x/0=Eltex Ent

serial: A7TF95936FCF48CD2

subject: /CN=x.*x/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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7.17.6 CeteBas nHopmaums

WOP-20L(root):/# monitoring wan-status

Common 1information:

interface
mac
rx-bytes
rx-packets
tx-bytes
tx-packets

IPv4 information:
protocol
ip-address
netmask
gateway
DNS-1
DNS-2

IPv6 information:

addresses

dns-servers

broe

68:1
6232
2750
1545
T422

dhcp
192.
255.
192.
192.
8.8.

2002:
fe80:
2002:
2002:
2222:

312 XX XX XX
07607

425

4709

0

168.1.15
255.255.0
168.1.1
168.1.100
8.8

:8/128 Global
:6al13:e2ff:fee9:1470/64 Link
14144

: 8844

14144

WOP-20L(root):/# monitoring ethernet-ports

ETH1:
name: ETH1
link: up

speed: 1000
duplex: enabled

media-type: copper

rx-bytes: 1522632
rx-packets: 11735
tx-bytes: 322693
tx-packets: 996

WOP-20L(root):/# monitoring arp

# ip
(0] 192.168.1.1
1 192.168.1.151

02:00
2c: fd

148 XX XX XX
talixXXiXX:iXXx

PykoBoacTBO Mo akcnnyatauum WOP-20L
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WOP-20L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WOP-20L(root):/# monitoring lldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Port Device ID Port ID System Name Capabilities

etho e0:d9:e3:xx XX XX gi 0/16 MES B,R

TTL
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7.17.7 BecnpoBofHble MHTepgelichI

WOP-20L(root):/# monitoring radio-interface

name | wlano
rfid | ©

status | on

band | 2.4 GHz
hwaddr | EC:B1:E0:28:33:20
tx-power | 16 dBm
connection-status | AP mode
operation-mode | vap
noise-1 | -100 dBm
noise-2 | -100 dBm
utilization | 0%
channel | 1
frequency | 2412 MHz
bandwidth | 20 MHz
mode | b/g/n
thermal | 34

name | wlanl
rfid | 1

status | on

band | 5 GHz
hwaddr | EC:B1:E0:28:33:28
tx-power | 19 dBm
connection-status | AP mode
operation-mode | vap
noise-1 | -100 dBm
noise-2 | -160 dBm
utilization | 0%
channel | 44
frequency | 5220 MHz
bandwidth | 20 MHz
mode | a/n/ac
thermal | 34
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7.17.8 VAP

WOP-20L{root)./# monitoring vap

Interface Status

wlan@-vad up
wlan@-val up
wlan@-va2 up
wilan®-va3 up
wlan@-vad up
wlan@-vas up
wlan@-vas up
wlanl-vad up
wlanl-val up
wlanl-va2 up
wlanl-va3 up
wlanl-vad up
wlanl-vaS up
wlanl-vag up

BSSID

7.17.9 XypHan co6bITnit

WOP-20L(root):/# monitoring events

Jan 1 03:00:
Jan 1 03:00:
successfully.
Jan 1 03:00:
Jan 1 03:01:

lease on 192.
Oct 29 05:28:

successfully

Oct 29 05:28:

successfully

Oct 29 05:30:
6E:BB:0OA:xXx:xX:Xx ssid:
-62 location:
Oct 29 05:30:25 WOP-20L daemon.info monitord[1190]: event:
6E:BB:0A:xX:xX:XX ssid:

packet' Hp:

channel: 48 rssi-1:

10 WOP-20L daemon
12 WOP-20L daemon

14 WOP-20L daemon
17 WOP-20L daemon
168.1.15.
57 WOP-20L daemon
by admin
59 WOP-20L daemon
by admin
25 WOP-20L daemon

'root'

192.168.1.20 mac:

-63 rssi-2

'"WOP-20L_5GHz"'
auth-method:

PykoBoacTBO Mo akcnnyatauum WOP-20L

Auth type Portal Clients Retry Rate
o dom 0 o

wWpAz dowmn 2 2]

WPA/WPAZ dowmn ] a

Open up e a

WPA Enterprise dovm e 2]

WPA2 Enterprise dovm e a

WPA/WPA2 Enterprise down e @

Open dovm 1 a

wWpAz dowmn e 2]

WPA/WPAZ dowmn ] a

Open up e @

WPA Enterprise dovm e a

WPA2 Enterprise down 2 a

WPA/WPA2 Enterprise down e @
.info syslogd[1018]: started: BusyBox v1.21.1
.info configd[1031]: The AP startup configuration was loaded
.info networkd[1061]: Networkd started
.info networkd[1061]: DHCP-client: Interface br® obtained
.info configd[1031]: The AP running configuration was updated
.info configd[1031]: The AP startup configuration was updated
.info monitord[1190]: event: 'authenticated' mac:

wlanl-va@ channel: 48 rssi-1: -64 rssi-2:
'disabled'

'IP address was updated by DHCP
'"WOP-20L_5GHz' dnterface: wlanl-va0

reason: 0

interface:
'Open' captive-portal:

: -65 location: 'root!'
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7.17.10 CkaHupoBaHue adhmpa

€@ Bo Bpems ocylLECTBNEHNS aKTUBHOTO CKaHMPOBaHUs acupa paavouHTepdeiic ycTpoiicTea GyaeT
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems
CKaHVMpOoBaHWS.

AKTUBHOE CKaHUpoBaHue 3chupa

WOP-20L({root)./# monitoring scan-wifi

ssID Mode Security BSSID Channel  RSSI, dBm  Bandwidth, MHz
AP wpa/wpa2-1x 11 -45 20
AP wpaZ-1x 6 -46 20
AP wpaz 11 -47 28
AP wpa2 6 -48 20
AP wpa2/wpa3-1x 6 -43 20
AP off 1 -53 28
AP wpaZ-1x 6 -53 20
AP wpaZ/wpa3-1x 44 -38 20
AP wpa2 36 -39 20
AP off 36 -41 28
AP wpa2-1x 44 -41 28
AP wpaz 48 -42 &8
AP off 44 -42 28
AP wpa2 44 -43 &8
AP off 48 -58 28

MaccuBHOe ckaHUpoBaHue ahupa

MpeaBapuTensHO HEO6XO,£I,I/IMO BKMHOUYNTb MEHEKEP NaCCUBHOINO CKaHMPOBaHNA PaaNOOKPYXEHUA.

WOP-20L(root);/# monitoring neighbor-ap

SSID Security Mode BSSID Channel RSSI, dBm Bandwidth, MHz Last seen time
Open 1 -38 26 20825.10.29 12:26:42
OWE 1 -74 29 2025.198.29 12:26:42
WPA2 5 -73 29 2025.18.29 12:30:10
WPA/WPAZ [ -57 20 2825.10.29 12:208:30
WPA3 6 -58 26 20825.10.29 12:20:30
WPA3_1X ] -59 48 2025.19.29 12:32:14
WPA2 9 -7@ 48 2025.18.29 12:32:14
WPA3 9 -63 48 2825.10.29 12:32:14
WPAZ_1X 11 -63 26 2025.10.29 12:33:36
Open 36 -67 29 2025.19.29 12:34:37
WPA2/WPA3 36 -67 29 2025.18.29 12:34:37
WPA3 36 -52 80 2825.18.29 12:34:37
QOpen 36 -54 48 2825.10.29 12:34:37
Open 48 -67 29 2025.19.29 12:27:@3
WPA2/WPA3 48 -68 29 2025.18.29 12:27:@3
WPA2_1X 44 -61 29 2825.18.29 12:27:23
WPAZ 48 -74 28 2825.10.29 12:27:44
QOpen 48 -74 808 2025.10.29 12:27:44
Open 52 -59 48 2025.19.29 12:28:05
WPAZ_1X 56 -61 29 2025.18.29 12:28:25
WPA2_1X :] -39 28 2825.10.29 12:28:48
WPAZ_1X 60 -59 26 20825.10.29 12:28:46
WPA/WPA2 60 -59 88 2025.19.29 12:28:45
WPA2 64 -62 48 2025.18.29 12:29:@7
WPA2_1X 64 -64 20 2825.10.29 12:20:@7
WPAZ_1X 132 -47 40 20825.10.29 12:20:27
WPAZ 132 -47 48 2025.19.29 12:29:27
WPA2_1X 148 -72 48 2025.18.29 12:30:50
WPA2 149 -45 29 2825.10.29 12:32:12
WPAZ_1X 161 -64 26 20825.10.29 12:33:55
Open 165 -57 29 2025.19.29 12:34:16
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7.17.11 CneKktpoaHanunsaTtop

CnekTpoaHanM3aTop npefocTaBnaeT MHpopmMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT OTK/IIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnexTpoaHannsaTop NPoU3BOAMT aHANN3 BCEX KaHA/IOB Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
paagnounHTepdeiice.
C 60nee noapo6HOIi MHGhOpMaLMEn 0 HACTPOiike paanonHTepdeica Yepes CLI MoXHO
03HaKOMUTbCA B pasgene «HacTtpoikn Radio».

WOP-20L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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7.18 TMony4yeHne oTnagovHoON NHopMaunn

@ [anHas koMaHaa HeOCTYMNHa A1 CO3AaHHbIX NoMb3oBaTenei, 4oCTynHa Tonbko Ans admin.

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WOP-20L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii 0T1aouHbIe AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny TFTP:

€@ [aHHbIil npoToKON HEAOCTYNEH AN CO3AaHHbIX NOoMb30oBaTeNel, 40CTyneH Tonbko Ans admin.

WOP-20L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxue troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MNK MoXxHO no npoTokosy SCP:

€@ [aHHbIit npoToKON HEAOCTYNEH AN CO3AaHHbIX NoMb3oBaTeNei, 4oCTyneH Tonbko Ans admin.

scp <lMonb3oBarenb>@<IP-agpec Toukn gocrtyna>:troubleshooting.tar.gz
troubleshooting.tar.gz (nprmep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.
[aHHas komaHAa BbInosHAeTcA Ha cepBepe/TK)
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8 BcnomoraresibHble YTUNNTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT

06paboTka nakeTa Ha KaaoMm ya3rne.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

KomaHga 3anycka TpaccupoBKu

WOP-20L(root):/# traceroute <TecTUpyeMbIliA XOCT>

8.2 YTtunuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NaKeTbl HA Yka3aHHOM MHTepdielice.

MonyunTb Nogckasky no paéoTe ¢ yTUAUTOM MOXHO KOMaHAOM:

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb3oBaTenelt, 4ocTynHa Tonbko Ans admin.

WOP-20L(config):/# tcpdump --help

8.2.1 3axsar Tpadmka c aKkTMBHOro nHTEpdeica

3axBat naketoB Ethernet-nHtepdeiica.
WOP-20L(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdelica ¢ coxpaHeHnem B chaiin.

WOP-20L(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

8.2.2 CHudpcpep adpupa

© Ha Touke gocTyna fomkeH 6bITb BKIOUEH Nto6oli VAP B TOM AnanasoHe, 0TKy4a Heo6Xoanmo

3axBaTblBaTb TpagyK.

Heobxoanmo BKNKUYUTL crielmasbHblil UHTEPMEIC, KOTOPbIR y1aBnmMBaeT nakeTbl U3 ahupa, Ha paboyem

KaHaJs1e TO4YKM gocrtyna.

KomaHAab!

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# radioX (o151 ananasoHa 2.4 [Ty, — radio0, 1715 5 [T, — radiol)
WOP-20L(config):/interface/radioX# common

WOP-20L(config):/interface/radioX/common# enabled true
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3axsat naketoB admpa Ha radio0-nHTepdeiice.
WOP-20L(root):/# tcpdump -i radio0
3axsaTt naketoB admpa Ha radio0-nHTepdpelice ¢ coxpaHeHnem B haiisn.

WOP-20L(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

8.2.3 HacTtpoiika yaaneHHou 3anicu gamna Tpaguka

B paspgene remote-capture BbINOMHAETCA yAasleHHasa 3anucb gamna tpagunka.
Touka goctyna nogaepxunsaeT npotokos RPCAP, No3BonsOWMiA NPon3BoANTb 3annch gamMna Tpadmka ¢
NHTepelica ycTpoNCTBa Ha yAa/IEHHON MallMHE B PEXUME OHAAlH.

© /115 ynanéHHoro 3axsata NakeToB C paavonHTEPdeicoB HEOBX0AMMO NOAHATL UHTepdelick! radiol 1/
nnv radio1 13 npeaplgyLero nyHkTa.

KomaHgb! AN HAaCTPOIiKu remote-capture

WOP-20L(root):/# configure

WOP-20L(config):/# remote-capture

WOP-20L(config):/remote-capture# enabled true (true — BrioueHve. 19 oTkioueHns seegute false)
WOP-20L(config):/remote-capture# disable-authentication true (onuys nossonsger otkiUMTL TpeboBaHme
ayTeHTudukaumm npu gobaBneHnn yaganeHHoro nHtepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTurKaLlmsa 3anpalliBaeTcs)

WOP-20L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbLIA CNYXUT OJ/19 NOAK/THYEHUSA
YyAIEHHON MallnHbl. BO3MOXHble 3HaYeHus: 1025- 65530. Mo ymonyaHuto: 2002)
WOP-20L(config):/remote-capture# save (coxpaHeHve HacTpoek)

[na yganéHHoro nogkitoueHnsa Heobxoammo mcnosns3osatb RPCAP-npoTokon, ykasarth IP-agpec Touku
AocTyna v nopt. 18 3T0ro, Hanpumep, MoOXHO ncnonb3oBatb nporpammy Wireshark. 3atem Heobxoanmo
NoNy4YnTb CIUCOK MHTEpPdIeNcoB Ana CHUGMHIa OT TOUKM A0CTYNa, BbiopaTh OAUH N3 HUX M 3anyCTUTb CHATUNE
Aamna ¢ yaasieHHOro nHitepdelica.
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8.2.4 Bbirpyska paitna gamna tpadvka c TOUKM AOCTYyNa Ha cepeep

[aHHaa komaHga BbinosiHAeTca Ha cepsepe/TK.

€@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOb30BaTenelt, 4ocTynHa Tonbko Ans admin.

scp <Monb3oBarenb>@<IP-agpec ycrponctBa>:tcpdump.pcap tcpdump.pcap (nprumvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

8.3 Ytunura iperf

[JaHHas yTunmTa ncnonb3yetcs Ass 3anycka notoka Tpadiuka ¢ 04HOro YCTPOCcTBa Ha ApYyroe.
OTnpaensiiowas CTopoHa Ha3bIBAETCSA K/TMEHTOM, MPUHUMAOLLLAs — CEePBEPOM.

MonyunTb NOACKasKy No paboTe C YyTUIUTON MOXHO KOMaHol:

@ [annas yTunuTa HegoCTyNHa ANA CO3AaHHbIX NOb30BaTenelt, 4oCTynHa Tobko An8 admin.

WOP-20L(root):/# iperf --help

MpumMep 3anycka NoToka Tpadouka ¢ TOUYKM AOCTyna Ha cepBep:

HacTpoliika cepBepa Ha Npuém Tpaduka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WOP-20L(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepBepa)
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9 Cnncok U3MeHeHWN

Bepcusa gokymeHTa Jarta Bbinycka

Bepcusa 1.9

Bepcusa 1.8

Bepcua 1.7

PykoBogacTBo no akcnayarauum WOP-20L

CopgepxaHue U3mMeHeHuM

CuHxpoHn3auus ¢ Bepcumeii MO 2.11.3

[ob6aBneHo:

6.11.4 NoameHIo «<AyTeHTUduKaLmsa»

7.3.7 HacTpoiika noBTOpHbIX 3anpocoB Ha RADIUS-cepsep
7.17.8 VAP

Vi3meHeHo:

6.11 MeHio «Cnucremar»

7.2.2 HacTpoliika yaanéHHoro ynpasneHus
7.3.8 lononHutensHble HacTpoiikn VAP
7.6.1 [JononHutenbHble HacTpolikn Radio
7.11.3 MNepe3arpyska ycTpolicTea

7.11.4 Hactpolika pexmma ayTeHTugmnkaumm
7.17 MOHUTOPWHT

CuHxpoHn3zauus ¢ Bepcueii MO 2.8.0

[obaBneHo:

6.4.2 NMopgmeHto «becnpoBogHOI KaHan»

6.11.7 NogmeHto «OTNagouHas nHopmaumnsa»

7.14 Hactpoiika DAS-cepsepa

7.16.2 BecnpoBogHoIi KaHan

8.2.4 Brirpyska thaiina gamna Tpadmka ¢ TO4kM J4OoCTyna Ha cepBep

Vi3meHeHo:

7.3.5 HacTpoiika VAP ¢ BHeluHeli nopTasibHO aBTopr3aunei
7.3.7 JononHuTenbHble HacTpoliku VAP

7.11.2 YnpaBneHue KoHurypaumein yctpoiictea

7.12 HacTtpoiika napaMeTpoB NOPTa/IbHON aBTOpU3aLmm

7.17 Mony4yeHne oTag0uHol MHdopmaLun

CuHxpoHu3zauums ¢ sepcuein N0 2.7.0
[obaBneHo:

7.2.2 HacTpoiika yaanéHHoro ynpasneHus
7.7 Hactpoiika pennukauum ARP

7.12 HacTpoliika MeHegpkepa NacCUBHOrO CKaHMPOBaHUS
pagnooKpyXeHNs

Vi3meHeHo:

7.3.4 HacTpoiika VAP ¢ nopTanbHoi aBTopusaumei

7.3.5 HacTpoiika VAP ¢ BHelHeli nopTasibHO aBTOpr3auuei
7.3.6 HacTpoiika gononHutensHoro RADIUS-cepBepa Ha VAP
7.12 MOHUTOPWHT

7.13.8 CkaHupoBaHue achupa
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Bepcus 1.6

Bepcusa 1.5

Aarta BbinyckKa

12.2024

06.2024

PykoBogacTBo no akcnayarauum WOP-20L

CopgepxaHue nameHeHuii

CuHxpoHu3saums ¢ Bepcuein MO 2.6.2

[o6asneHo:

7.6 Hactpoiika pennvkauun DHCP

7.11.10 NonyyeHne oTNago4vHon nHpopmaumm

8.4 Hactpoiika pexuma Radar

8.4.1 HacTpoiika pagapa c oTnpaBKoii gaHHbIX No npotokony HTTP
8.4.2 HacTpoiika pagapa ¢ 0TnpaBKoi AaHHbIX No npotokony MQTT

Vi3meHeHo:

6.6.2 NogmeHto «VAP»

7.3.6 JlononHuTenbHble HacTpoliku VAP

7.3.7 Hactpoiika AirTune

7.11 HacTtpolika yaaneHHon 3anucy gamna Tpadinka

CuvHxpoHn3auus ¢ Bepcueii MO 2.5.2

[ob6aBneHo:

5.3.5 HacTtpoiika VAP c BHelUHeli nopTasibHOW aBTopusauuei
5.8 HacTpoiika napaMeTpoB NopTaibHON aBTopU3aLmm
5.8.1 ¥npaBneHune noptasibHbIM CEPTUINKATOM

6 BcnomoraTenbHble YTUAUTbI

6.1 YTunuta traceroute

6.2 Ytunuta tcpdump

6.2.1 3axBaT Tpadumka c N60ro akTMBHOIO MHTEpdelica
6.2.2 CHudpchep adhupa

6.3 Ytunura iperf

Vi3meHeHo:

5.3.6 [jononHutenbHble HacTpoiku VAP
5.4 Hactpoliiku Radio

5.7.5 HacTpolika gartbl 1 BpEMEHHU
5.11.4 inchopmaums o ceptudmkatTax
5.11.6 becnpoBogHble uHTepdeiicsl
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Bepcus 1.4 19.12.2023
Bepcua 1.3 16.08.2023
Bepcua 1.2 28.04.2023
Bepcus 1.1 17.03.2023
Bepcusa 1.0 17.02.2023

Bepcusa nporpammHoro obecneyenns 2.11.3

PykoBogacTBo no akcnayarauum WOP-20L

CopgepxaHue nameHeHuii

CuHxpoHu3saums ¢ Bepcuein MO 2.3.2
[o6asneHo:
5.9.4 VinchopmaLnmsa o cepTudpmkaTax

M3meHeHo:

4.4.8 MopmeHto «/Hdopmaumsa 06 ycTpoincTee»

4.6.2 MopmeHto «VAP»

5.3 HacTpolika BupTyasibHbIx Touek goctyna Wi-Fi (VAP)
5.3.1 Hactpoiika VAP 6e3 wudpoBaHus

5.3.2 HacTtpolika VAP c pexnmom 6e3onacHoct WPA-Personal
5.3.3 HacTtpoiika VAP c Enterprise-aBTopu3auuei

5.3.4 HacTtpoiika VAP ¢ noptasibHOIi aBTOpm3aumei
5.3.5 flononHutenbHble HacTpoiku VAP

5.4 Hactpoiiku Radio

5.4.1 JlononHuTesnbHble HacTpoiikn Radio

5.6 WOP-20L

5.9.3 VHhopmanus 06 ycTpoiictee

5.9.6 becnpoBogHble HTepdENiChI

CuHxpoHuzaums c sepcuein M0 2.2.0
[ob6asneHo:
4.9.2 TogmeHto «AirTune»

Vi3meHeHo:

4.4.4 NogmeHio «CKkaHMpoBaHue agoupar
4.5.3 NogmeHo «onoAHUTENBHO»

4.6.2 «MNogmeHto VAP»

5.2 HacTpoiika ceTeBbIx NapamMeTpoB

5.3.5 JononHutenbHble HacTpoliku VAP
5.7.6 [lononHWTe NbHbIE HACTPOWMKN CUCTEMBI
5.9.1 Wi-Fi knneHTh!

5.9.4 CeteBas nHdopmaLms

CuHxpoHu3aums ¢ sepcueit MO 1.7.1
[Job6aBneHo:
3.6.2 YcTaHOBKa YCTPOIiCTBaA HA CTEHY

Vi3meHeHo:
5.7 CuctemHble HACTPOKU

CuHxpoHu3saums ¢ Bepcuein MO 1.6.2

Mepsas ny6nvkaums
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