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PykoBogacTBo no akcnayatauum WOP-30LI

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-30LI sasnsietca Toukoi goctyna Wi-Fi. KOHCTpyKuus yCTpocTBa UMEET repMeTUYUHbI KOpryc,
KOTOPbIA NO3BO/IIET UCMO/Ib30BaTh TOUKY 0CTYNa BHE NOMELLEHWUI B pa3INUHbIX KNIMMATUYECKNX YCNOBUAX
npu Temneparypax ot -45 no +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayatauum WOP-30LI

2 OnucaHue n3nenus

2.1 Ha3HaueHue

WOP-30LI — 370 npombiLLIEHHAs Touka AocTyna HoBoro nokonexnmst Wi-Fi 6 (IEEE 802.11ax) (nanee —
YCTPOIACTBO, TOUKa AocTyna, T/), o6ecneumsatoLlasi BbICOKOCKOPOCTHYO M 6e3onacHyto 6ecnpoBoiHyH0 CETb.
Bnarogaps BCTpOEHHbIM nopTam

2 x 1GE n 2 x SFP (1G) WOP-30LI no3BosnisieT noakntoyaTb Apyrue yCTpoicTBa U COEANHSITb HECKO/IbKO TOUYEK
[locTyna B OHY CeTb KackazioM.

WOP-30LI nogaepxuBaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB M NO3BOSET NepefasaTb
Hanbonee BaxHblli Tpadnk B 6051ee NpUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmmu QoS: CoS (cneunansHble meTku B none VLAN-naketa) n ToS
(meTku B none IP-naketa). Mogaepxka welinvHra Tpacguka Ha kaxaom VAP no3BonsieT B NosHOW Mepe
ynpas/iATh AOCTYMNOM, KA4ECTBOM CEPBUCOB U OrpaHNYEHUAMN Kak A/151 BCeX aBOHEHTOB, Tak U AJ/19 KaXA0ro B
4acTHOCTMW.

MpouyHbIA repmeTuyHbI kopnyc WOP-30LI co cTteneHbio 3awmuTel IP67 ngeansHo nogxoaut AN yCTaHOBKM
YCTPOICTBA Ha 3KCTPEMa/IbHbIX MPOMbILL/IEHHbIX 0OGBLEKTAX U OTKPbIThIX TEPPUTOPUSIX (3aBOAbI, KApbepbl,
MPOW3BOACTBEHHbIE 3[,aHUSI, KPYMHbIE MPOMbILL/IEHHbIE KOMMNIEKCHI, CKNaapbl U T. n.)

2.2 XapaKTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 2 nopta 10/100/1000BASE-T (RJ-45), u3 koTtopbIx 1 NopT ¢ nogaepxkoii POE+

+ 1 nopt 100/1000BASE-X (SFP)

+ 1 nopt T000BASE-X (SFP)

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax

+ 4 pazbema N-Tvna (female) ans nogkntoueHns BHelHX aHTeHH (Omni, cekTopHasi, naHenbHasa u T. 4.)

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* nogaepxka WDS;

* nogaepxka MESH,;

* aBTOBbIOOP KaHana;

* nogaepxka APSD;

* nopaepxka pexuma knnenta (STA);

+ BSS coloring.
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Cemesbie (hyHKYUU:

* aBTOMarMyecKoe CorsiacoBaHne CKOPOCTK, AYTN/IEKCHOTO pexumMa 1 NepeksiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nognepxka VLAN;

* nognepxka C-VLAN;

* noggepxka Management VLAN,;

* DHCP-knueHT;

+ nopaepxka GRE;

* nepegaya aboOHEHTCKOro Tpaduka BHe TyHHenen;

+ nopaepxka ACL;

+ noggepxka NTP;

* nogaepxka Syslog;

* noggepxka IPv6,

* nognepxka LLDP.

®yHkyuu QoS:

* OrpaHnyeHune nNPornyckHo cnoco6HOCTY;
* n3meHeHune napametpos WMM (EDCA) ansi pagnonHTepdeiicos;
* nopaepxka npuoputnsaumm no 802.1p, DSCP.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wndpposarHne WPA/WPA2/WPA3/OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPOICTBO.

Ha pucyHkax 1, 2 n 3 npuBefeHbl cxembl NnpumMmeHeHns obopygosaHus WOP-30LI.

7 iz
[] (J

MaaHweT MK/HoyTbyk
7

Q E
Cmaprdon Wi- F| Kamepa

Wi-Fi 2.4 'y, /ﬁsrm

- (o)

MES POE/ETH1 touka poctyna
WoP-30U

PucyHok 1 — Mcnonb3oBaHne To4kn goctyna WOP-30LI ¢ PoE-nopTtom
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl uHTepdelicoB Ethernet
Konnuectso noptos

Pasbem

CkopocTb nepegayn

Mopnepxka cTaHoapTOB

MapameTpbl HTepdeiicoB SFP
KonuuecTtBo nopTos

Pasbem

CkopocTb nepegaqn

Moppepxka cTaHOapToB

MapameTpbl 6ecnpoBogHOro nHTepdeiica
CraHpgapThl

YacToTHbIN Anana3oH

Moaynsauns

Paboune kaHasbl

CkopocTb Nepefayn AaHHbIX

MakcrMMasibHOe KO/IMYecTBO OAHOBPEMEHHbIX
NoAK/oUEHNIA

MakcrMasnibHast MOLHOCTb Nnepegarynka

UyBCTBUTE/IbHOCTb NPUEMHUKA

Be3onacHocTb

2

RJ-45

10/100/1000 M6uT/c, aBTOONpEAeneHne
BASE-T

2

SFP

100/1000 M6ut/c Ha SFP1 1 1000 M6uTt/c Ha SFP2
BASE-X

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 My, 5470-5850 MI'y
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 ML)
802.11a/n/ac/ax:

*+ 36-64 (5170-5330 MI'y)
+ 100-144 (5490-5730 MI'yy
* 149-165 (5735-5835 MI'yy

Mu, 802.1Tax: 574 MéuTt/c
lu, 802.11ax: 1201 MéuT/c

Mu: go-93 gbm
u: 0o -94 nbm

LieHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/
WPA2/WPAS3 Enterprise)

wuncpposanne WPA/WPA2/WPA3/OWE

noaaepxka Captive Portal

Bbl60p MoAeNnn aHTeHH 3aBUCUT OT UCIMOJIb30BaHNA TOYKM OOCTyNna

PaanonHTepdelic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpaBneHue
YpnaneHHoe ynpasreHve

OrpaHnuyeHune goctyna

web-nHTepgeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naponto, ayteHtudukaumsa yepes RADIUS-cepsep

10



YnpaBneHue
O6wue napameTpbl
Flash-namaTtb

RAM

MutaHue

MoTpebnsiemas MOLLHOCTb
CTeneHb 3awWuThbl
Pabounin gnanasoH TemnepaTyp

OTHOCUTE/IbHaA BNaXXHOCTL Npu TeMneparype
25°C

ra6aputhbl (L x B x )

Macca

CpoK cnyx6bl

PykoBogacTBo no akcnayatauum WOP-30LI

128 MB SPI-NAND Flash
256 Mb DDR3 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
DC12-56 B

He 6onee 18 BT

IP67

oT -45 o +65 °C

00 95 %, 6e3 06pa3oBaHNs KOHAEHcaTa
308 x 253 x 91 Mm

308 x 367 x 91 MM (C repmMOBBOLOM)
3,2 kr

He meHee 15 net

11
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctpoiicteo WOP-30LI BbINONMHEHO B N1ACTUKOBOM KOPIyCe MPOMbILLSIEHHOTO UCMOMHEHNS. BHELWHWIA BUp,
ycTpoiictea WOP-30LI npvBegeH Ha pucyHke 4.

W e

PucyHok 4 — BHewHuin Bug WOP-30LI

12



PykoBogacTso no akcnnyatauum WOP-30LI

PucyHok 5 — BHeLHWIA BUg, BEpXHe
naHenn WOP-30LI

)
P

PucyHok 7 — BHelHWiA BUA, 3aQHel naHenm

PrCyHOK 6 — BHeLUHWUIA BUA, HMXHEN WOP-30LI
naHenn WOP-30LI

Ha naHensix ycTpoiicTBa pacnosiox)eHbl CrieflyoLmue pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnuncaHve NOpPTOB N OPraHoOB yrpas/ieHns

Ne

AnemeHT Ha
yCcTpoucTBe

A1, A3

A2, A4

DC
PoE/ETH1
ETH2
SFP1
SFP2

F

@

OnucaHue

pasbembl UHTEpdeiica Radio 1 ans noaxnoueHns BHELWHMX aHTEHH AvanasoHa 2.4
Muy,

pasbembl UHTepdeiica Radio 2 ans noaxnloueHNs BHELHMX aHTEHH AvanasoHa 5 Iy,
pazbeM MOAKMOUEHUS NMUTaHNS

nopT 10/100/1000 BASE-T (pasbem RJ-45 ¢ noagepxkoii PoOE+)

nopt 10/100/1000 BASE-T (pasbem RJ-45)

nopt 100/1000BASE-X

nopt T000BASE-X

hYHKLMOHaTbHAs KHOMKA, 3aKpbiTa repMeTUYHbIM BUHTOM

3a3em/iIeHne ycTpoincTea

MeM6paHHbI BEHTUISLMOHHbINA KianaH

13
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2.5 C6poc K 3aBOACKMM HacTpoiikam

[na cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKN YCTPOMCTBA HavKaTb U
yaepxmBaTtb KHOMNKY «F» Ha npoTshkeHun 10—15 cekyHpg,. MNpounsoiigeT aBTomarmyeckas nepesarpyska
ycTpoicTBa. MNpu 3aBoAcKnx ycTaHoBKax byaet 3anyweH DHCP-knuneHT. B cnyyae, ecnv agpec He 6yaet
nony4veH no DHCP, To y ycTpolicTBa 6yaeT 3aBogckoii IP-agpec — 192.168.1.10, macka nogcetn —
255.255.255.0, nms nonb3oBarens/napons Ans focrtyna yepes web-uHrepdpeiic: admin/password.

2.6 KomMnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ 06opyaoBaHune pagunogoctyna WOP-30LI;

* repMoBBO/pb|;

+ KabenbHasa YyacTb 419 pasbema nuTaHus;

* KOMIMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnyataumm Ha CD-gucke (onuuoHasnbHo);
* cepTMdmnKar COOTBETCTBUS;

* MamsTKa 0 AOKYMeHTaLmu;

* racnopr.

14



PykoBogacTBo no akcnayatauum WOP-30LI

3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

10.

11.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He3aaeicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPEOYEeTCS 3aKpbITh 3aLUUTHOM KPbILIKOM, KOTOpasi BXOANUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M 4acToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEeHEeHWIo BCroMoraTesibHoe
obopyzoBaHue.

He Bkntovaite nutaHve 6e3 NoAKMOYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

1.

2.

PekomeHayemMoe nosioXeHne yCTponcTea 4151 YCTaHOBKM — KpensieHne Ha TPy6OoCTOonKy/CToNn6 unm
CTeHy.
Mepepn yCTaHOBKOW Y BK/IKOYEHNEM YCTPONCTBA HEOOXOAMMO MPOBEPUTL €r0 Ha HaUIMyYne BUAUMbIX
MeXaHU4YecKnx noBpexaeHnin. B cnyyae o6HapyXeHusi NOBPeXAeHnin crnenyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBa, COCTaBUTb COOTBETCTBYIOLLMI aKT 1 06paTUTLCA K MOCTaBLLMKY.
Mpun pasmeLLeHnn yCTponcTea 418 obecneyeHns 30Hbl NoKpbITUs cetn Wi-Fi ¢ Hannyudwmmm
XapakTepucTvkamMu yuntbiBanTe cnegyolme npasunia:
+ YcTaHaBnuBaiTe YCTPOMCTBO B LIEHTPEe 6eCnpoBOAHON CETU.
* MUHUMK3UNPYIATE uncio nperpag (CTeHbI, NOToNKK, Mebenb n ap.) mexay WOP-30LI n gpyrimvm
6ecnpoBoAHbIMY CETEBLIMU YCTPOCTBaAMM.
* He ycTaHaBnvBaiiTe yCcTpoiicTBO B6NM3U (Nopsigka 2 M) a/1eKTPUYECKUX U PaanoyCcTpOIACTB.
* He pekomeHayeTca ucnonb3oBaTb pagmotesiedoHbl U gpyroe obopyaosaHve, paboTatoLLee Ha
yacTtote 2.4 'y nnn 5 I'ru, B pagunyce aenctensa 6ecnposogHoii cetn Wi-Fi.
* MNpensaTtcTBus B BUAE CTEK/IAHHbLIX/METa/I/INYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
Takke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuMTe/IbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
Mpun pasmeLLeHNN HECKO/TbKMX TOYEK paanyc COTbl AO/HKEH NepecekaTbCsa C COCeAHeN COTOM Ha ypoBHE
0T -65 0 -70 abMm. lonyckaeTca yMeHbLUEHNEe YPOBHSA curHana fo -7/5 Abm Ha rpaHuuax cot, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U gpyroro 4yBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.

15
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOPE KONMUYECTBA HEOOXOAMMbIX TOUEK AOCTYNa cneayeT npesBapuTeisHO MPOM3BECTY OLLEHKY
Tpebyemoii 30Hbl 0XBaTa, yunTbiBast [JH aHTeHH B rOPU30HTa/IbHOW U BEPTUKA/IbHOW NOCKOCTSIX.

[nsa 6onee TOYHOI OLEHKN HEOGXOAMMO NPOU3BECTM paanonccneoBaHne TeppuTopun. JanbHOCTL OxBaTa
YBEPEHHOTO NMprema TOUKM A0CTyna 3aBUCUT OT YCTAHOB/IEHHbIX @aHTEHH 1 HAIMUKA NPenaTCTBuiA. B Tabnuue 3
npuBeAeHb! NPUGAN3NTENbHBIE 3HAYEHNS 3aTyXaHUS.

Tabnuua 3 — 3HayeHus 3artyxaHus

Martepuan N3meHeHne ypoBHA curHana, gb
241I1Ty 5y

OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crexno -0,5 1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/T/IMYECKOIN CETKOM -14,8 -13,2
LLinako610K -7 -11
MeTannuueckas pelueTka (sueiika 13 x 6 MM, MeTa 2 MM) -21 -13

3.4 Bbl6b0Op KaHa10B COCEACTBYIOLNX TOYEK

Bo nsbexaHne MexKkaHas/lbHOIA I/IHTequ)epeHLl'I/II/I MexXxagy coceaAcTBYHOLWMMN TOYKaMi OA0CTYyMNMa peEKOMEHOYETCA
YCTaHOBUTb HEMNepeKpbiBaoWMNeCA KaHaslbl.

KaHansi

2,402 Ty |<7 22 My, 4% 2,483 My,

PucyHok 8 — O6uian amarpaMmma nepekpbITMa YacTOTHbIX KaHanos B 2.4 Ty,

16



PykoBO/ACTBO No akcnyaTauum WOP-30LI

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y nprBefeH Ha puUcyHke 9.

PucyHok 9 — Cxema pacnpefeneHus kaHasioB Mexay CocelHUMU TouKkamun ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/IYETCS COXPaHSThb AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
Touek mexay ataxamu (pucyHok 10).

NEEPSSVG L
%ﬂﬁ
EDapE

P Y,

PucyHok 10 — Cxema pacnpefeneHusi KaHasioB MeXay COCeAHUMM Toukamu A0CTyna, pacnooXeHHbIMM
MeXay aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.
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PucyHok 11 — KaHauibl, ncnosnb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 My,
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3.5 PekomeHgyemble SFP-moaynn

Mpun ncnonb3oBaHuKn Ha ycTporictee SFP-nopToB XenatenbHO BbIGUpaTb pekoMeHA0BaHHble moaenu SFP-
mMopynen ns Tabnuupl 4.

Tabnunua 4 — PekomeHpyemble SFP-moaynu

HanveHoBaHue CKopoCTb XapaKkTepucTuku TemnepatypHbIii TUN

FH-SB3512IDS20/ 1G 1.25G SFP SC 1310/1550nm 20km Industrial
FH-SB5312IDS20

FH-S3112IDL20 1G 1.25G SFP LC 1310nm 20km Industrial

18



PyKoBO/CTBO Mo aKcnyatawym WOP-30LI

4 YcTaHOBKa yCTpoucTBa

[nsa Toukn goctyna WOP-30LI npeaycMoTpeHbl Ba BapnaHTa MOHTaXa: yCTaHOBKa YCTPOICTBa Ha
Tpy6OCTOViKy 1 yCTaHOBKA YCTPOCTBA HA CTEHY.

4.1 MoprotoBka K MOHTaXxy
1. N3BneknTe 13 ynakoBKM YCTPOMCTBO, KPOHLUTENH, NakeT C KPENeXoMm, XOMYTbl, FepMOBBO/pbI.

2. Ans KpenneHns yCTPoncTBa Ha CTeHY UM TPYOGOCTONKY YyCTaHOBUTE KPOHLUTENH Ha paguartop,
pacnofioXeHHbI Ha 3a4Hel cTeHKe. Kpenko 3aTaHUTe BUHTbI U 0683aTeflbHO UCNO/b3yinTe Wainbbl 13
KOMM/IeKTa NOCTaBKW.

PucyHok 12 — KpennieHue KpoHLWTeiHa K YCTPOACTBY

3.B c/iydae ncnosib3oBaHua Omni-aHTeHH yCTaHOBUTE UX, NpeaBapuTesibHO CHAB 3ar/1yLlkKn C pa3beMoOB.

PucyHok 13 — YctaHoBka Omni-aHTeHH
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

4. MNepep, yCTaHOBKOW YCTPOICTBA HA CTEHY U/ TPY6GOCTOKY He 3abyabTe NOAK/IUNTL KNeMMy 3a3eM/IeHus,
1CMOsb3yst BUHT Ha 3afiHeli CTEHKe YCTpolicTBa.

PucyHok 14 — 3a3emneHune ycTpoiicTea

€© 3asemnenne MOXeT 6bITb OCYLLECTBIEHO Yepes pasbeM NuTaHus DC, cM. pasgen «Mlogkouermre
pa3zbema nutaHmsa DC».

4.2 YcTaHOBKa yCTpOWCTBa Ha TpybOCTOINKy/CTONG

@ nNpu MmoHTaxe ycTpoiicTBa Ha pasbeMbl aHTEHH 06A3aTeNbHO JOMKHbI 6biTb YCTAHOBEHbI AHTEHHI
WK NbiNe3alnTHble (repMeTUYHbIE) KOMMAaYKK, KOTOpble BXOAST B KOMM/EKT MOCTABKW YCTPOACTBA.
CHMMaTb KONMavky HY)XHO HENOCPEACTBEHHO Nepes, NOAKIIOUYEHNEM K aHTEHHBLIM pa3beMam.

1. Ans oykcaumm ycTpoiicTBa Ha TPy6OCTOiKe MCMOMb3yiiTe XOMYTbl M3 KOMM/IEKTA MOCTABKM.

Cob6ntogaliTe MHCTPYKLMI NO TEXHUKE 6e30MacHOCTM U pekoMeHaaumm, NprBeAeHHbIe B pasaenax
«MIHCTpYKUMM MO TeXHMKe Ge3onacHOCTU» N «PekomeHgaLmm No yCTaHOBKEe».

PucyHok 15 — KpenneHue ycTpoicTea K Tpyb0oCcTolike
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

4.3 YcTaHOBKa yCTPOWCTBA Ha CTEHY

€ Mpu MoHTaxe ycTpoiicTBa Ha pa3beMbl aHTEHH 06513aTebHO AOMKHbI GbiTb YCTAHOBMEHbI AHTEHHDI
UK NblnesawyTHble (repMeTUYHBIE) KONMaYKK, KOTOpble BXOAAT B KOMIM/IEKT MOCTaBKM YCTPOCTBA.
CHUMaTb KONMnayky Hy>XHO HenocpeACcTBEHHO nNepes, NoAK/IYEHNEM K aHTEHHBIM pa3beMam.

1. Vicnonb3yitTe acKn3 Ha pucyHke 16 osia pasMeTky OTBEPCTUIA KPEN/IEHUS Ha CTEHE.

60

g
e’

130

\S‘

PrcyHOK 16 — 3ckn3 ons pasmeTky OTBEpPCTUi
2. YcTaHOBWTE YCTPOMCTBO HA CTEHY C NOMOLLbIO aHKepHbIX 60/1TOB M6 unn arobenei.

Cobnioaiite HCTPYKLUMK MO TEXHMKe 6€30MacHOCTM U pEKOMEHAALMN, MPUBeAeHHbIe B pasaenax
«/IHCTPYKLMK NO TEXHUKe 6e30MacHOCTU» U «PeKOMeHAALMN MO YCTaHOBKEY.

PucyHok 17 — KpenneHue ycTpoiicTBa Ha cTeHe
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PykoBogacTso no akcnnyatauum WOP-30LI

5 MopgknoveHne ycTponcTea

5.1 MuTtaHne ycTponcTtea

1. MNogkniounTe Ethernet-kabenb, naywmii ot WOP-30LI (nopT POE/ETH1), kK POE-NopTy MHXEKTopa unv nopTy
kommyTaTopa (IEEE 802.3at-2009). MoakntoueHne Ethernet-ka6ensi k WOP-30LI onucaHo B pasgene
«[loaKnveHne CeTeBoro Kabess».

2. Ecnu Bbl ucnonb3yete POE-MHXeKTOp, NoAKIouMTe ero K posetke 220 B ¢ NOMOLLbIO CETEBOIO LLHYpPa.

3. Mpu NUTaHUM yCTPOMCTBA NOCTOSIHHBIM HanpshkeHneMm nepengute B pasgen «ogknyeHne pasbemva
nuTannsa DC».

@ He Bkniouaiite NUTaHMe 6€3 NOAKMOUYEHHBIX aHTEHH.

5.2 TMoakntoveHne ceTeBoro kabens

1. B KOMMMEKT NOCTaBKWN YCTPOICTBa BXOAUT repmoBBog, Ans Ethernet-noptoB. CkpyTuTte raiiky ¢ repmoBBoAa,
BbIHbTE YN/IOTHUTENbHYIO BTY/IKY U3 Nameneli kopnyca.

( |
. é/

PucyHok 18 — lepmMoBBO/j, B pa3o6paHHOM BUe

2. MNpopaeHbTe Kabenb ¢ pasbemom RJ-45 B 0TBEpPCTUE raiku repmoBBoja.

)

.\\"%\"

PucyHok 19 — YcTaHoBKa raiikv repMoBBoja Ha kabene
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PyKoBO/CTBO Mo aKcnyatawym WOP-30LI

3. YcTaHOBUTE pa3pesHyto Pe3MHOBYIO BTY/IKY Ha KaGesb Mexay pasbeMoM U YCTaHOB/IEHHOI paHee raikoii.

e S
I aa—
_‘é,‘"
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PucyHok 20 — YcTaHOBKa pe3nHOBOM BTY/IKM Ha kabene

4. MponycTuTe Kabenb ¢ pazbemMoM Yepes Koprnyc repMoBBoaA.

5 W
-
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PykoBogacTso no akcnnyatauum WOP-30LI

PucyHok 21 — YcTaHOBKa Kopnyca repMoBBoa Ha Kabene

5. YcTaHoBMTE YNIOTHUTENbHYIO BTY/IKY B laMenn kopnyca kabenbHOro BBoga.

e
\.

P1CYHOK 22 — YCTaHOBKa pe3nHOBOW BTY/IKM B KOpPMYyC repMoBBOAa

6. HakpyTuTe raliky Ha Kopryc repmoBBoAa Ha napy o60poToB (He 3aTsruealite raliky, NpoBog, A0/MKEH
CBOGO/IHO CKOJIb3WUTb BHYTPW YN/IOTHUTENbHON BTY/IKN).

PucyHok 23 — KpenneHue repMoBBoAa Ha kabene
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

7. BcTtaBbTe pasbeM RJ-45 B OTBETHYIO YaCTb Ha KOpryce yCTPOoCTBa.

PucyHok 24 — MNMopakntodeHne Ethernet-kabens

8. BKpyTUTE repMOBBO/, B OTBETHYIO YacTb Ha Kopryce YCTpOiCTBa 1 3aTSHUTE.

9. 3aTAHUTE raiiky repmMoBBO/ia [10 NIOTHOTO 06/IEeraHNs kKabens YynaoTHUTENBHO BTY/KOIA.

[ €@ HekoppekTHas ycTaHOBKa repMOBBO/A MOXET NPUBECTM K HAPYLLEHUIO FepMETUYHOCTI YCTPOiiCTBa. ’

[ @ Bo nsbexaHue BbIxoga yCTPOICTBA U3 CTPOS PEKOMEHYETCA UCNOMb30BaTb FPO303aLLMTY. ]
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

5.3 lMoagkntoyeHne onTUYeCKoro kabesns
1. YctaHoBuTe SFP-Moaynb B ONTUYECKMIA NOPT.

2. ina ycTaHOBKM ONTUYECKOro kabens CMOHTUpPYTe repmoBBog A1t SFP-nopToB No pucyHky 25.

' 3'

)

MADHHDDERD
CTON-AWHMR

PucyHok 25 — YcTaHOoBKa ONTn4eckoro kabens
3. CHMMUTE 3aLMTHYHO KPbILKY (1) 1 OTKPYTUTE 320KMMHYIO raiiky ¢ TOpLOB repmoBBoga (2).
4. BblTawute paspesHoii caslbHUK 1 NpofeHbTe kabesb Yepes 3akKMMHYHO raliky u repMoBBof, (3).
5. CHUMKMTe 3alMTHYIO 3arnyLwky ¢ diaHua Ha kopnyce yctpolicTea (4).
6. BcTaBbTe onTuuyeckuii kabens B pasbem SFP-mopyns (5).
7. BcTaBbTe repMOBBO/, B OTKPbIThIN (hiaHel, Ha YCTPOICTBE 1 NPOBEPHUTE Ha nos-o6opoTa Ao dunkcaumn (6).
8. YcTaHOBUTE pa3pesHoli ca/lbHUK Ha Kabenb U BCTaBbTe ero BHYTPb repMoBsoaa (7).

9. MNNOTHO 3aTAHUTE 3aXKMMHY!HO raiiky (8).
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PykoBogacTso no akcnnyatauum WOP-30LI

PUCYHOK 26 — YCTaHOB/IEHHbIVi repMOBBO/, HA YCTPOCTBE

€ HexoppekTHas ycTaHOBKa repMOBBO/A MOXET MPUBECTM K HapYLLIEHWIO FePMETUYHOCTY YCTPOICTBA.

5.4 TlogkntoyeHue pasbema nutaHms DC

1. PacnasiiTe oTBETHYIO YacTb pasbema nutaHms DC.

CX-N N

PucyHok 27 — OTBeTHas yacTb repMeTUyYHOro pasbema nutaHusa DC

2. Pacnaiika pasbema nuTaHus Ha Kopnyce yCTpOICTBa yka3aHa Ha pucyHke 28.

'a )

L J/

PucyHok 28 — Pacnaiika pasbema nutaHma DC Ha kopnyce ycTpoiicTBa
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PykoBogacTso no akcnnyatauum WOP-30LI

3. OTKpyTUTE 3arnyLlKy, BCTaBbTe kKabesb NUTaHuA 1 3aTaHUTe (PUKCUPYIOLLYIO raliky. YCTaHOBKa pacnasHHOro
kabesnia nokasaHa Ha pucyHke 29.

PucyHok 29 — lMNopgkntoveHne nutaHms DC

€ HexoppekTHas ycTaHOBKa OTBETHOI YacTu pasbeMa nuTaHus DC MOXeT NpUBECTU K HapyLLEHWIO
repMeTMYHOCTM YCTPOIACTBA.

5.5 TllogkniyeHne aHTeHH

MoAKNounTE aHTEHHBI K YCTPOIACTBY, Cefys MHCTPYKUMSM U3 pasaena «/HCTPyKLus no repMeTr3alim
AHTEHHbIX Pa3beMOB»;

* Mpu ncnonb3oBaHuy OMni-aHTEHH: NPUCOeANHUTE aHTEHHbI K N-pasbemam ycTpolicTBa. PekomeHayeTcst
BbINOMHATL HA aTane «[10AroToBKa K MOHTaXY».

+ Mpu NCNONb30BaHUM NaHENbHBIX/CEKTOPHbIX aHTEHH: NPUCOEAMHUTE aHTEHHbI K N-pasbemam
YCTPOIACTBA C NMOMOLLbIO KabenbHbIX CO0POK. OTPEryNIMpyinTe NofoXeHne aHTeHHbI Tak, 4To6bI
abOHEHTCKME YCTPOICTBA NONaAa/IN B 30HY NOKPbLITUS YCTAHOBNIEHHOV aHTEHHbI.
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5.6 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPeXaeHNi, a Takke
MpoBepLTE HaMuMe YNI0THUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 30 (a,
6).

PucyHok 30a PucyHok 306

2. MogknounTe Kabenb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWTE raiiky, Kak nokasaHo Ha pucyHke 31 (a,
6).

PucyHok 31a PucyHok 316

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 32a) TpebyeTcsa 0,15 M ruaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
326) TpebyeTcs 0,3 M rMapon30IMPYHOLLEN NIEHTbI, Kak NokasaHo Ha pucyHke 32 (a, 6).

PucyHok 326

PucyHok 32a
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4. Ypanute ¢ pe3nHOBOI NEHTbI 3alLMTHbIA CNOW, Kak NoKa3aHo Ha pucyHke 33.

N

PucyHok 33

5. HauyHuTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTesibHO OTCTYNMUB OT 06XMMHOWK YyacTu Ha 10—-15 mm.
3adkempyinTe KOHUKK NIEHTbI Ha onieTke kabens nog yrnom 15-25 rpagycoB kK ocu kabens, u, cnerka
pactarveas /IeHTy, HauHUTe obMaTbiBaTh Kabesb U pa3beM, NPOABUIasiCb B CTOPOHY Kopnyca ycTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb ApYr HA Apyra ¢ Hax/1eCToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
Kabesnis nokasaHa Ha pucyHke 34 (a, 6).

PucyHok 34a PucyHok 346

6. LOCTUrHYB Kopryca yCTpoiCcTBa (AaHTEHHbI) KpaeM NeEHTI, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMasi Kpav NeHTbl K Kopnycy, gasee NpoAo/MKMTE HAMOTKY /IEHTbI Nog, APYTUM YINIOM, yAasssiCb OT
kopnyca. NMpn HamaTbiBaHWM He 3abbiBaiiTe pacTArMBaTb IEHTY U NIOTHO NPWXXMMATb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKE NIEHTbI PACTSHXKY HEOOXOAMMO YMEHbLUNTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXXeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 35 (a, 6).

v

P.I/IcyHOK 35a PucyHok 356
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7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3aLUMTbl PE3MHOBOI 1IEHTbI OT Y/ILTPadMONETOBLIX Nyyeli. MI3oneHTa nokasaHa Ha pucyHke 36.

PucyHok 36

8. HauHuTe 06MOTKY C Oon/ieTkn kabens, npeaBaputesibHO OTCTYNMB OT NEPBOrO BUTKA PE3NHOBOM SIEHTbI Ha 5—
10 mMm. 3adnkcnpyiiTe KOHYMK N30/1EHTBI Ha onneTke kabensa nog yrnom 15-25 rpagycos K ocu kabens, u,
cnerka pactsarmsas NieHTy, HauHMTe obmatbiBaTb kabesnb 1 pa3bem, NPoABUrasiCb B CTOPOHY Kopryca
yCcTpoicTBa. BUTkM HE06X0AMMO yKnaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagKkM Ha BUTKaxX He
ponyckatotca. ObmoTka kabesia nokasaHa Ha pucyHke 37.

PucyHok 37

9. locTUrHyB KOpnyca Kpaem feHTbl, caenalite 060poT BOKPYr pa3bemMa, MakCMMasibHO NpuKumas Kpa
N30NEHTbI K KOPMNYyCy YCTPOWCTBA, fanee NPOAO/HKMTE HAMOTKY NIeHTbl NO4 APYTUM YI/1I0M, YOANssach OT
kopnyca. Mpn HamaTbIBaHUK M/I0THO HakKablBaiTe BUTKW NIEHTLI, HEe Aornyckas cknafok. Ha nocnegHnx
BUTKaxX U30/1EHTbI PACTSHKKY HEOOXOAMMO YMEHbLUUTb 0 HYNS U NOCNeHWUIA BUTOK Y/IOXUTbL 6e3 pacTarnBaHus,
Kak nokasaHo Ha pucyHke 38 (a, 6).

PucyHok 38a PucyHok 386

10. MpoBepbTe 3arepMeTU3NPOBaHHbI pa3beM Ha OTCYTCTBME BUAMMbIX YHACTKOB PE3MHOBOM NIEHTBI.
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6 YnpassieHne yCTpOMNCTBOM vepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-30LI

admin

3. BBegute ums nonb3oBarensi B CTpoke «BBeauTe NorvH» 1 naposb B CTPOKe «BBeanTe naposb».

© 3asogckue ycTaHOBKM: NOTMH — admin, Naposb — password.

4. HaxmunTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSHUSA YCTPOCTBA.

MoHwTopuHT Radie VAP WDS STA CeTesrle HacTpOlKH Brewrune cepamcel Cucrema - (Bexon)

Wi-Fi knnenTs! Wagenme
wos Annapavansepona 12
3asonckoit MAC-agpec
CramucTiia no Tpadiky
d Cepuitruiit Homep  WP52000401

Cicaruposarute adpa Bepar M0
HypHan coBermii Peaeparan sepona M0

Ceesan uHdpopmauys TR T
CucTemHoe Bpems 17.10.2025 12:47-08
Wrcbopmauma o
paauonHTEpdeiicax Bpema padots! 17 an, 00:56:62

ehopmavyn o6 yerpoiicTae > sappabiEr %

enonsayemas nawts @ 135 Meaiir [ 241 MGair

§
3
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5. Mpy HeoBXOANMOCTN MOXHO NMEPEeKNoUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-30LI gocTynHbl

pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

PykoBogacTBo no akcnayatauum WOP-30LI

Mosuopusr ~ Radio VAP

Wi-Fi knesTel
WS

Cramucmvia o Tpadbvry
Cravvpoganme anpa
HypHan cobermii
Ceresan nchopmauma

Urdpopmarys o
pagwon-Tepdeiicax

rdpopmarym oF ycrpolictae »

STA  CeteseieHacTpoiin  Brewnwe cepaucsi  Cucrema

Wanenwe

AnnapaTHa BepcHA
3aeoackoit MAC-agpec
Cepwittiuiit Homep
Bepcua M0

Peseparan sspovn 110
Bepcia sarpysuika
CrcrenHoe epema
Bpewn paborsi

arpyara LMY

Venonsayewan namaTe

w2

WP52000401

17.10.2025 12:47.08
17 an, 00-56:52

4%

SD 135 M6aiir / 241 Maiir

%:
7

6.2 NpuMeHeHne KoHUrypauum n oTMeHa N3MeHeHui

1. MNpumeHeHre KoHurypawmm

Mpy HaXXaTUn KHOMKMN 3anyckaeTtcsi npouecc coxpaHeHust koHgurypauum Bo flash-
namsTb YCTPONCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpolikn BCTynaroT B cuy 6e3
nepesarpysku ycTpoincTsa.

B web-uHTepdeiice Touku AocTyna peannsoBaHa BulyasibHasi MHAMKALMS TEKYLLErO COCTOSIHUS npoLiecca
nprMeHeHust HacTpoek (Tabnuua 5).

Ta6n|/|u,a 5-— B|/|3yaana;| NHONKaUnA TeKylero CoOCToAaHuUA npouecca npuMeHeHnsa HaCTpoek

BHewHwuii BUp, OnucaHue COCTOAHMUA

Mocne HaxaTtus Ha KHOTKY «[TpYMEHNTbL» MPOUCXOANT MPOLIECC MPUMEHEHNS U

3anncu HacTpoek B NamsThb ycTpoiicTBa. O6 3TOM MHPOPMUPYET 3HAUOK Ll B
HasBaHWW BKNAAKN 1 Ha KHOTMKe «[pUMEHUTb.

06 iCI‘IeLLIHOM COXpaHEeHNUN N NPUMEHEHUN HACTPOEK MHAIOPMUPYET 3HAUOK

2. OTMeHa U3MeHeHuM

B Ha3BaHUN BKNagkKu.

. . X Otmena
KHoMka OTMEHbI U3MEHEHWU UMEET CrieyoLlni Bua,

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUSA Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[MPUMEHNTBL» N3MEHEHHbIE HA CTPaHULLEe NnapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anMcaHHble B NaMsATU yCTpoiicTBa. Nocne Haxatusa Ha KHOMKY «[puMeHNTb» BO3BPAT K NpeablayLumm
HacTpoiikaMm 6yaeT HEBO3MOXEH.
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no akcnayatauum WOP-30LI

BheLuHue cepeicel Cucrema

MoHUTOpIHT Radio VAP WDS STA CeTeBrle HacTpoFiKM
Wanenue
AnnapatHar BspckA 12
3asoacroii MAC-agpec
CepuifHEIM HoMep WP52000401
Bepcus MO

Peaepenan sepcun 10

Bepcun sarpyaumia

CucTenmHoe Bpema 17.10.2025 12:47:08

Wrdhopmaums o

paau Bpemn pabotul

17 gn, 00:56:52

= \ 3arpyata L|ITY 9,
WrdbopmalmnA ob ycTpolicTee > E 4

Wenonssyeman naMaTe 5:,9 135 M6ait / 241 Mbait

© 000 Tpednpuamue “Bnmexs", 2023

Bepcus M0, {Bepcus WEE. ]

OKHO No/b30BaTeNIbCKOTO HTepdielica pasfaesieHo Ha NsATb 06/1acTeld:

1. Bknagku MeHo — ANns rpynnupoBKM NogMeHto no kateropusm: MoHutopuHr, Radio, VAP, WDS, STA,

CeTeBble HacTpoliku, BHelwHue cepBuckl, Cuctema.

2. Bbl6op A3blka UHTEpeiica 1 kKHomnka «(BbIXxo)», NpeAHa3HaveHHas A5l 3aBepLUeHns ceaHca paboThbl B

web-nHTepdelice nog aHHbIM NoNb30BaTENEM.
Bknagkv nogMeHIo — 418 ynpas/ieHns NosieM HacTpoex.

arw

Mone HacTpoeK ycTpoiicTBa — A1t TPOCMOTPA AAHHBIX U KOH(UTypaLmu.
NHdpopmaumoHHoe none, otobpaxatoliee Bepcuto MO, ycTaHOBNEHHYIO Ha YCTPOICTBE.
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6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MoruTopuHr Radio VAP WDS STA CeTegle HacTporim Brelwrue cepamcel Cucrema - (Bbxom)

WWi-Fi knueHTe! > £ ObroenTs
WDS
L RX
Cramcriea no Tpadwiky Wms Link Link Link Quality  RSSI, SNR, BW, BW, Bpems
G MNe xocra IP-agpec MAC-agpec Wutepdpeiic  Capacity  Quality Common nbm nb TxRate RxRate My My paboTel

fiasoratsie hupa v wianva0 100 100 87 51 32 HENSS2 ~ HENSS2 20 20 00:03:06

MCS11 MCSS MGI
#ypHan cobemi 286.8 2167

Cereaan uudbopmaums Mepenario / npunATo Bcero, Gaim 4295 134/213782 Mepenato c owmbkamn, naketos 1

Wrchopmaumn o lMNepenano / NPUHATO BLero, NakeToR 3195/878 MoeTopel Nepeayl 3a NOCNSAHIMA NepHog, [}
panuouHTepdeiicax nakeTos

Mepegano / NpUHATO faHHex, SainT 4294 800/ 213 650
OBLuee UUECNo NOBTOPOE NepadaqM, NakeTos 177

Wrpopmauma 06 ycTpoiicTae MepenaHo / NpuHATO AaHHeD;, naketos 3 190 /874
CropocTe nepegaum | npuena, Kbutic 0/0
Mogynauma Mepenato nakeToB TpHHATO NakeToR
NSS1-MCS8 0% 3 0%
NSS1-MCS11 0% 1 0%

N§52.MCS4

0
0

N§52MCS3 0 0% 19 2%
0 0% 94 1%
0

N§S2-MCS5 0% 170 19%
N§52-MCS6 548 17% 423 48%
NSS2-MCS7 2125 67% 95 1%
N$S2-MCS8 304 10% 33 4%
N§S2-MCS9 186 6% 32 4%
N§S2 MCS10 17 1% 4 0%
N§52MCST1 10 0% 0 0%

* Ne — HOMep NOAKHOYEHHOTO YCTPOMCTBA B CMUCKE;

* WIMsi xocma — ceTeBOe Ms YCTPOICTBa;

* IP-adpec — IP-agpec noakIt0HEHHOro YCTPONCTBA;

* MAC-adpec — MAC-agpec noak/io4YeHHOro yCTPOCTBa;

* Mlhmepgpelic — nHtepgoeic B3anmogenctans WOP-30LI ¢ noaxnto4eHHbIM YCTPOCTBOM;

* Link Capacity — napameTp, KOTOpbI/i 0TO6paxaeT ad(heKTUBHOCTb NCMNO/b30BaHNSA TOYKOIN AoCTyna
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcst UICX0AS U3 KONNMYECTBA NAKETOB, NepefaHHbIX Ha KaXXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 018 MakCMMa/ibHOTO Tuna nss,
noAZepXX1MBaemMoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHve 10 cekyHp,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB MNakeToB, OTNPaB/eHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakKeT A0 K/MEeHTa He 6blN YCNeLIHO OTrnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOpbI/i 0TO6paXKaeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUINCH C NEPBOIA NONbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCNeLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TOYEHUS KNTNEHTE,;

* RSSI/ — ypoBeHb NpuHMMaemMoro curHana, abw;
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PykoBogacTBo no akcnayatauum WOP-30LI

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[ns BbiBofaA 60/1€€ pa3BepHyToil MHGopMaL MK Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crimcke.
Moapo6Hoe onucaHue BKIKOYAET B cebs cneaytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIH0YEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepeaaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.4.2 TNoameHto «becnpoBOAHON KaHas»

B nogMeHto «BecnpoBogHOl KaHas1» 0TOGpakaeTcs MHGopMauusi NoOAKIoUeHUs B pexume kavenTa (STA) k

TOYKe AaocTtyna.

MonuTOpMHT  Radio VAP WDS STA  CeTeBble HACTPOWKM BHellHMe cepencel  CHcTeMa o~ (BbiXOm)

Wi-Fi KINHEHTBI < OOHOBUTBL

BecnpoBoaHoii KaHan »

TXBW, RX BW,
wos Ne MAC-agpec WHTepepeiic  RSSI, AEM  SNR, B  TxRate RxRate Mry Mry Bpems pasoTkl
¥ 1 wilan1 -42 36 HE NSS2 MCS10 OFDM6LGI6 20 20 00:02:50
CTaTUCTHKa NO TPagUKy 258 1
CKaHHpoBaHHe 3upa .
P . MepenaHo / NpUHATO Beero, BaT 79 876/ 491 355 lMepenaHo c owMbkamu, naketos 0
Kypran coGbimuit MepefaHo / NpUKATO BCero, naketos 1092/ 1552 TMoBTOpLI NepefayuM 3a NocneaHuil nepuog, 0

nakeTos
- P Mepenano / NPUHATO AakHbIX, BaAT 79 298 / 668
CeTesas UHpopMaLmMa OOLyee 4MCNo NOSTOPOE Nepeaaun, naketos 0
MepenaHo / NPUHATO AaHHBIX, NakeTos  1077/5
MIH(hOpMALINR O

panuouHTEppeiicax Mogynauus MepenaHo nakeTos MpPHHATO NakeToB
. OFDMe 0 0% 3 60%
MHthopmauus o ycTpoicTee

NSS82-MCS7 2 0% 0 0%
NSS2-MCS8 34 3% 1 20%
NSS§2-MCS9 384 36% 1 20%
NSS82-MCS10 379 35% 0 0%
NS82-MCS11 278 26% 0 0%

* Ne — HOMep NOAK/IFYEHHOIO YCTPONCTBA B CMNUCKE;

+ MAC-adpec — MAC-aapec noAK/IH4YEHHOrO YCTPOICTBA,;

* ViIHmepdpelic — nutepdpelic B3ammogenctena WOP-30LI ¢ nogkNtoYeHHbIM YCTPOIACTBOM,;
* RSSI — ypoBeHb NpUHMMAEMOro curHana, gbm;

* SNR — oTHOLUEeHne curHan/wym, ob;

+ TxRate — kaHa/bHasi CKOpPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npuema, Méut/c;

+ Tx BW — nonoca nponyckaHus Ha nepegave, My,

* Rx BW — nonoca nponyckaHusi Ha npueme, My,

* Bpemsi pabombl — Bpems coeamHenuns ¢ Wi-Fi knneHTom

© nMoamenio «BecnpoBoHOl KaHan» CTaHeT AOCTYMNHO NOC/e BKIIOYEHUs pexnMa knvneHTta (STA) Ha
Touke gocTyna. Mocne oTkAUYeHns pexmma knveHTa (STA) Ha ycTpoiicTBe «BecnpoBoaHO kaHa »
6yneT CKpbIT.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.4.3 TogmeHto «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHOPMALUUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-30LI.

Link ™ RX
[ Link Link  Quality RSSI, SNR, BW, BW, Bpews
Ne xocra IPampec  MAC-ampec Wurepdedic Capacity Quality Common gbu  n6  TxRate  RxRate My My paGors:

v wian1 % u 91 44 34 HENSS2 HENSS2 20 20 003502
MCSH MCS9
2868 2294
T 1105467/5833924
12867120544

Mepenato T 1016532122271

Tlepegano / npusaTo panHex, naretos 12441/ 109

Monynsumn Nepenaro nakeros Mpusso nakeros
OFDM6 0 0% 2 2
NSS1.MCS0 il 0% 0 o
NSS1.MCS4 0 0% 3
NSS2.MCS0 n 0% 0 o
NSs2.MCS1 18 0% 0 o
NSs2.MCS2 n 0% 0 o
NSS2.MCS3 " 0% 2 1%
NSs2.MCs4 " 0% 7 6
NSS2.MCS5 10 0% 5
NSS2MCS6 u 0% 4 4
NSs2.MCS7 % 0% 5
NSS2.MCS8 264 2% 7 1
NSS2.MCS9 1728 4% 27 2
NSS2.MCS10 6909 56% 5] 21%
NSS2.MCS1t 3400 % 0 0%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMUCKE;

* VIMsi xocma — ceTeBoe MMs YCTPOICTBa;

* IP-adpec — IP-agpec NoAKMHYEHHOIO YCTPONCTBE,

+ MAC-adpec — MAC-agpec noak/It4eHHOro yCTponcTBa;

* WiHmepdgpelic — nHTepdelic B3anmogerictens WOP-30LI ¢ nogknioYeHHbIM YyCTPONCTBOM;

* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT aheKTUBHOCTb NCMONb30BaHNA TOUKON AOoCTyna
MOAyNAaLMN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBA NakeToB, NepefaHHbIX Ha KaXaoi
MOAYNALMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUmMeHTOB. MakcumasibHoe 3HauyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/ibHOTO Tuna nss,
NnoALEPXXMBAEMOrO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B Cilyyae, Korga naketbl NepeaatoTcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHue 10 cekyHpn;

* Link Quality — napameTp, KOTOpPbI/i 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeTOB, OTMNPaB/IEHHbIX K/IMEHTY. MakCMMasibHOE 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbLITKMN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OZMH NakeT A0 KMEHTA He Gbl YCNeLIHO OTnpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOpbI/i 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCyUTaHHbI
Ha OCHOBaHWM KONNYeCTBa PETPAHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NAaKeTbI OTNPABUNCL C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KMEeHTa He 6bl YCNeLHo oTnpaBs/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TIOYEHUS KNTNEHTE,;

* RSSI/ — ypoBeHb NpyHMMaemMoro curHana, abw;

+ SNR — oTHOwWweHWe curHan/wym, ab;

* TxRate — kaHa/lbHas CKOPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npuema, Méut/c;

+ TX BW — nonoca nponyckaHvus Ha nepegade, MIu;

* RX BW — nonoca nponyckaHus Ha npveme, MI'y,

* Bpewmsi pabombl — BpeMs COefUHEHNS.
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PykoBogacTBo no akcnayatauum WOP-30LI

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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6.4.4 TogmeHto «CTatucTnka no Tpadomky»

PykoBogacTBo no akcnayatauum WOP-30LI

B pasgene «CTaTucTvka no Tpadiuky» 0TobpaxatoTcsl rpadoukii CKOPOCTM NepeaaHHoro/nofyyYeHHoro

Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaKKe CTaTUCTMKa O KOJIMYeCcTBe nepesaHHoro/nosy4yeHHoro tpaduka c

MOMEHTa BK/TIOYEHUA TOYKM AO0CTYyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic

TOUKM AOCTyNa 3a nocnegHue 3 MyHyTbl. Mpadink aBTOMaTUYECKN 0OHOBNAETCSA Kavkable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku

06HOBNSAETCA Kaxapble 6 CEeKyH.

VIHDOpuaLHR 08 yeTRoficTE

SFP2 TwRx bps.

R 0 bps (mas. 0bps)
@ T 0 bps (max: 0bps)

SFP1 TwRx bps.

R Dbps (max. 0 bps)
@ Tic 0bps (max: 0 bps)

bps bps
o o
[] 09
] 0
0 0
0 0
[] 0
] 0
0 0
0 0
[] 0
] 0
0 0
0 0
] 0
] 0
0 0
145014 145026 145030 145050 145102 145114 145126 145138 145150 145202 145214 145226 145230 145250 145302 145314 ts 185014 145026 145038 145050 145102 145114 145126 145138 145150 145202 145214 145226 145238 145250 145302 145314

WLANO TRx bps WLANT TXRx bps.

Ry pe) R Dbps (max 0 bpe)

® T 0 bge (max: 0 bps) @ T 0bps (max- 0 bps)
bps bps
o o
] 09
0 0
] 0
0 0
[] 0
] 0
] 0
] 0
0 0
] 0
] 0
0 0
0 0
] 0
] 0

ts

5014 145026 145038 145050 145102 145144 145126 145138 145150 145202 14521 145026 145230 145250 145302 145314 ts

ETHI TuRx kbps

5014 145026 145038 145050 145102 145114 145126 145130 145T50 145202 145214 145226 145208 145250 145302 145314 ts
ETHZ TXRxbps.

R 5.1 40ps (max: 17 kope) R 0 bpe (max 0bpe)

@ Tic 27.2 kigs (max 27.9 kbps) ® T 0 bps (max: 05ps)
Kops bps

] 0

% 0

N ]

2 ]

2 0

9 [}

i []

5 ]

0

0

]

]

0

0

0

]

4

1

3
i
9
e
5
4

2

0 T v T T T T gy
145055 145100 145120 145132 145144 145156 145200 145220 145202 145244 145256 145308 145320 14502 14534 145356 ts 45056 145108 145120 145132 145144 5156 145200 145220 W23 145244 145256 145300 145320 145332 145344 145356 s
Mepepato v

MpuHATO v
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

PykoBogacTBo no akcnayatauum WOP-30LI

*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

MNepegaHo v
HH'repq:eﬁc Bcero nakeToB Bcero 6alT DTEpOI.IJEHO NakeToB OWMNE KK
LAN 4001 4570083 0 0
WLANOD 0 0 0 0
WLAN1 0 0 0 0
bondQ 0 0 0 0
br-eth 9 378 0 0
eth1 0 0 0 0
pond 0 0 0 0

OnucaHune Tabnnupl «[TPUHSIMO»:

* ViIHmepdpelic — nms nHtepeiica;

* Bce2o nakemos — KO/IMYeCTBO YCMeLwHO NPUHATLIX NakeToB.;

+ Bceeo 6alim — KOnM4YecTBO YCMNELHO NPUHATbLIX 6aiiT;

+ OM6pPOWEHO rnakemos — KOSIM4YeCTBO NakeToB, OTOPOLLEHHbIX NMPY NOyYEHUY;

* OwubKU — KONNYECTBO OLLIMOOK.
MpuHaTO ~
HH'repcpeﬁc Bcero nakeToB Bcero 6alT DTEpOLIJEHO nakeToB OWHUBKN
LAN 1020884 178030138 8401 0
WLANO 0 0 1] 0
WLAN1 0 0 0 0
bond0 0 0 0 0
br-eth 806942 92978595 1] 0
eth1 0 0 0 0
pono 0 0 0 0
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6.4.5 TlogmeHto «CkaHnpoBaHue achrpar»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

MoHuTopUHT Radio VAP WDs STA CeTeBsle HACTPOWHKA BHeluHKe cepancel Cuctema - (Bbixon)
Wi-Fi kmveHTs! LA ETTLEEL SN [ocneaHes cranmposanmne Bono 17.10.2025 12:58:46
WDS
241Ty 5Ty
CramcTuka no Tpadmky Posonna
Nuanazon SSID De20NacHoCTH MAC-apgpec Kanan / Liupuna RSSI1, nbm
CraHuposanue adupa »
24Ty Open 1120 7
HypHan cobeimvit
24Ty Open 620 -5
Cetesan uxopMaLmAa
241Ty WPANVPA2 120 -6
S i 24y Open 1120 20
paguonHTepdelicax
241Ty WPA3 6/20 -22
Wudpopmanma o ycTpoicTee
241Ty Open 9i20 -22
2410y WPA2_1X 11/20 27
241y WPA3 13/40U -30
241y Open 11720 -31
24Ty Open (20 -34
241Ty WPA2 1720 -35

[nsA 3anycka npouecca ckaHMpoBaHMs 3hmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLueHust
npouecca Ha CTpaHuLe NOSIBUTCSA CNIMCOK 06HAPYXEHHbIX B paanoadnpe ToUeK AoCTyna 1 MHhopMaLms 0 HUX:

[NocnedHee ckaHupoBaHue 6b1/10... — fata yu Bpemsi NoCNefHero CKaHpoBaHus;

Juana3oH — ykasbiBaeTcsa gnanasoH 2.4 'y nnmn 5Ty, B KOTOPOM Oblsia 06HapyxeHa Touka 40oCcTyna,;
SSID — SSID o06Hapy»XeHHOW TOYKN JOCTYNa;

Pexxum 6e3onacHocmu — pexummM 6e30MacHOCT 06HapPY>XeHHOM TOYKN AOCTYNa;

MAC-adpec — MAC-agpec o6Hapy>XeHHOW TOYKN JOCTYNa;

KaHnas/LLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT obHapyXeHHast Touka AOCTyna,

RSS! — ypoBeHb, C KOTOPbIM YCTPOUCTBO NPUHMMAET CUrHas1 06Hapy)XXeHHOM TOYKM AOCTyna, ABM.

Bo Bpems ocyLLeCTBeHUs CKaHNPOBaHUA adhupa pagnovHTepdeic ycTpoincTea byaeT OTK/IHYEH, YTO
npuBeaeT K HEBO3MOXHOCTN nepefayun gaHHbix 8o Wi-Fi KnneHToB BO BpeMsA CKaHUPOBaHUS.
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6.4.6 MoameHo «KypHas cobbIThi»

PykoBogacTBo no akcnayatauum WOP-30LI

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cnegyoLLyo NHhopMaLmio:

MoHuTopuHT Radio VAP

Wi-Fi knnerTe

WDS

CrammcTika no Tpadmky
Cranupoeanie acupa
HypHan cobeimai »
CeTesan uHdopMaLmA

WHdbopmauma o
pagnonHTepdeicax

Hepopmauma ob yeTpolicTee
H y

Mpouecc

monitord[706]

monitord[706]

monitord[706]

scanwlan[23227]

scanwlan[23227]

WDSs STA CeTeBkle HACTPOWHKN
Fs Qo T N OuncTums
HNatau
EpEMA Tun
Oct 17 daemon.info
13:10:28
Qet 17 daemon info
13:01:25
Oct 17 daemon.info
13:01:24
Oct 17 daemon info
12:58:46
Qct 17 daemon.info
12:58:46

BHeluHKe cepBrchl

CoobDweHne

event: 'deauthenticated by STA' ip: 10.30.110.195 mac: AE:63:96:BE:26:95 ssid: "WEP-30L_5GHz' interface:
wlan1-val channel: 44 resi-1: -48 rssi-2: -36 location: ‘root’ reason: 3 description: ‘Deauth at STA leave BSS'

event: ‘|P address was updated by DHCP packet ip: 10.30.110.195 mac: AE:63:96:BE:26:95 ssid: "WEP-
30L_5GHz' interface: wlan1-val channel: 44 rssi-1: -45 rssi-2: -39 location: 'root’ reason: 0

event: ‘authenticated’ mac: AE:63:96:BE:26:95 ssid: "WEP-30L_5GHz' interface: wlan1-val channel: 44 rasi-
1: -39 rssi-2: -39 location: ‘root” auth-method: 'Open’ captive-portal: "disabled’

scan on interface 'wlan’ finished

scan on interface 'wlan0® finished

ema n -~ (ebixos)

Jama u spemsi — farta 1 Bpewmsi, Koraa cobbiTie GblfIo CreHEPUPOBAHO;
Tun — KaTeropvisi U ypoBeHb BAXXHOCTW COObITUS;
Mpoyecc — nms npoLecca, CreHeprpPoBaBLUEro COO6LLEHWE;

CoobujeHue — onmcaHue coobITus.

Tabnuua 6 — OnucaHve Kateropuii BaXKHOCTU CObbITUIA

YpoBeHb

0

N o o g b~ wN

Tun BaXXHOCTU COOGLIEHMIA

UpesBblvaiiHble (emergency)

CurHanbl TpeBoru (alert)

Kputunueckue (critical)

Owwm6ouHble (error)

MpeanynpexaeHus (warning)

YBegomneHus (notice)

NHgopmaymoHHble (informational)

OTtnapgouHble (debug)

OnucaHue

B cucTteme npouzoLunia KpuTuyeckas ownéka, cuctema
MOXeT paboTaTb HenpaBU/IbHO

Heo6xoayMo HeMea/ieHHOe BMeLlaTe/IbCTBO B
cuctemy

B cucteme npousoLuna KpUtTuyeckas omoka

B cucteme npousoLuia owmbka

MpeaynpexaeHne, HeaBapuinHoe coobLLieHne
YBeaomMeHne cuctembl, HeaBapuitHoe coobLLeHre
ViHdhopMaLMOHHbIE COOOLLIEHMST CUCTEMBI
OTnafouyHble cO06LLEHNSA NPeoCTaBNA0T

Mo/1b30BaTes0 MH(POPMALMIO A1 KOPPEKTHOM
HaCTPOWiKM cUCTeMbI

[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHaUsie COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTL.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXaB Ha KHOMKY «OUNCTUTb».
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6.4.7 TMogmeHto «CeTeBas nHopmauns»

PykoBogacTBo no akcnayatauum WOP-30LI

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

MonutopuHr Radio VAP

Wi-Fi knuenTel

WDS

CraticTiia no Tpadmky
CraHvposaHue achvpa
HypHan cobsmui
CeTesan UHGDOpMALKA >

Whchopmaiya o
papmouHTepdelicax

WindhopmaLya ob ycTpoiicTse

WDS

STA CeTeBble HacTpoliki

Craryc WAN
WinTepdeic
MpoTokon
IP-agpec
MpuHATo
Mepenato

Ethernet

Cocrorxue nopra
CropocTe

Dynnekc

Na IP-agpec

MapLwpyTel v~
No Wurepdeiic
0 br

1 brQ

Breuwmue cepancol Cuctema

brQ

DHCP

130.7 KBaitr (133 816 Gaiit)

1.6 MBaiiT (1 674 031 Baiir)

Up
1000
Full

Haznauenue

0000

MAC-agpec

Winko3 Macka
0.000

0.0.0.0

ru -

@naru

uG

(ebIxoa)

Cratyc WAN:

* MIhmepgpelic — nms bridge-nHtepdeliica;
+ [pomokos1 — NPOTOKO/, MCNoMb3yeMblli ansa goctyna k cetn WAN;
+ IP-adpec — IP-aapec yCTpoiicTBa BO BHELLHEN CETY;

Ethernet:

+ CocmosiHue nnopma — coctosiHue Ethernet-nopta;

+ CKOpocmb — CKOPOCTb NMOAK/IH0UEHUs o nopTy Ethernet;

« Adynnekc — pexum nepefayn gaHHbIX:
* Full — nonHbIi aynnekc;
+ Half — nonyaynnekc;

+ [puHsIMO — KONNYeCTBO NPUHATLIX Ha nopty ETH1/ETH2 6aliT;

SEP:

lMepedaHo — KONMYECTBO NepedaHHbIx ¢ Ha nopta ETH1/ETH2 6ainT.

SFP-module Status — oTo6paxaeT Hanuume/oTcyTcTBue SFP-moayns;
CocmosiHue rnopma — COCTOsiHME paboTbl ONTUYECKOrO HTEpdenca;
Tx Fault — nHOUKauMs HemcnpaBHOCTU NepeaaTymKa;

LOS — notepsa curHana;

CKopocmb — CKOPOCTb Nnepefayn gaHHbIX;

[pUHSAMO — KOMMYECTBO NPUHATLIX Ha nopTy SFP1/SFP2 6anr;
lMepedaHo — KONMYEeCTBO NepedaHHbIX Ha nopT SFP1/SFP2 6aliT;
Temnepamypa — Tekywas Temneparypa SFP-moayns;

HanpsixkeHue — HanpsxeHne nutaHus SFP-moayns;

Tok — TOK cMeLleHna nasepa SFP-moayns;

MowHocmb u3/ly4eHuUsi — MOLLHOCTb Ha BbIX0OA4e nepefarymka;
MowHocmb Ha rnpueme — MOLLHOCTb Ha BXofe NpueMHuKa.
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ARP:

PykoBogacTBo no akcnayatauum WOP-30LI

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

IP-adpec — IP-agpec ycTpoincTBa;
MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

Mumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT ClieaytolLe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH W AB/ISAETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K ornpeaeneHHoMY Y37y,

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IIOYEHEM. Bce npoyvie MapLupyTbl NPOXOAAT vyepes
BHeLLHWe wto3bl. Pnarom G oTMevaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH AMHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NIOKasTbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeEH B pe3ysibTare noyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx NakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCcs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/a MapLUpyTU3auun Ha NNOKasIbHOM cCUCTEME U NPUMEeHeHMs napameTpa mod;

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuvue ARP;

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fABnseTcsa 6ydep mapLupyTusaunm aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/bHble MapLUpyTbl» CYLLECTBYIOT TO/MIbKO B Bydhepe mapLipyTm3aumm;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSEeTCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUPyTbI» CYLLECTBYIOT TO/IbKO B Bychepe MapLupyTusauuy;

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHTepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aunu;

I — ykasbIBaeT, UTO AeTarpammbl, HaNpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.4.8 ToameHto «/HhopMaLmsa o pagnovHTepdencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WOP-30LI.

MoHUTOpUHT Radio VAP WDS STA CeTeBele HaCTPOMHKM BrelwHue cepBuce! Cuctema - (eBrxon)
Wi-F kel Radio 2.4 Ty
WDS Cratyc BrikniousHo
CratwcTuka no Tpadmwky MAC-agpec
Pesaa IEEE 802 11b/g/n/ax
Cranupoeanne schvpa
Radio 5 TTu
HypHan cobeimai
Cratyc BrnroueHo
Cetesan nHchopmauma
MAC-agpec
WHchopmalma o Pexoma  IEEE 802 11aln/ac/ax
paguonHTepdeiicax »
Kanan 40 (5200 MI'y)
Mrihopmauma of ycTpoiictee
APOPMELA O yETpoKETE Lupuxa kanxana, My 20

PafnonHTepdheicbl TOUKM J0CTYyNa MOTYT HAXOAUTLCS B iBYX COCTOSIHUAX: «BK/1HOUEHO» U «BbIK/TOUEHOY.
CTaTyc Kaxaoro u3 paiMoMHTepencoB oTpaxaercs B O4HOMMEHHOM napameTpe «CTaTyc».

Cratyc Radio 3aBUCUT OT TOrO, €CTb /I HA JaHHOM paguonHTepderice BKIHOYEHHbIE BUPTYasibHble TOYKU
pnoctyna (VAP). B cnyyae, ecnu Ha pagnovHTepderice umeetcst XoTsi 6bl ogHa aktuBHasa VAP, Radio 6yaet
HaxoanTbLCA B cTatyce «Bk1oyeHo», nHaye — «BbIKNoYeHo».

B 3aBucmumMocTu ot cTaryca Radio Ans MoHUTOpMHra AocTynHa cnegyowas nHpopmaums:
«BbIK/H0YEHO:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnovHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdpelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdec;

* WupuHa kaHana, MMy — wypuHa Nnonockl 4acToT KaHasia, Ha KOTopoM paboTaeT paguonHTepdeiic.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.4.9 TMogmeHto «VHhopmaLmsa 06 ycTpoincTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukm WOP-30LI.

Wi-Fi knuenTe! Wanenue
WDS AnnapaTHas BepcuA 1v2
3asopcroi MAC-agpec

CratmcTuka no Tpadmky L
CepuiiHeii Homep WP52000401

CraHmpoBanue acmpa Bepeua M0

Hypran cobbimuit Pezepenan sepcua MO
Cetesan nHdopmaupa BepoAT Py
CuctemHoe epema 17.10.2025 12:47:08
Whdhopmauma o
pagmomnHTepdericax Bpewma pabotel 17 an, 00:56:52

Wrdbopmanpa ob yerpoiicTee > Sarpysa Y %

Hcnonbayeman namats 56% } 135 M6aiit / 241 MGaiit

& ObHoEMTE

MoHUTOpHHT Radio VAP WDS STA CeTensle HACTPOKN Brewwtre cepBucs! Cuctema - (Bbixom)

* /I30es1ue — HaMeHOBaHWe Mofenu YCTPONCTBa,

*+ AnnapammHasi sepcusi — Bepcus annaparHoro obecneyeHus yCTponcTea;

+ 3asodckol MAC-adpec — MAC-agpec WAN-uHTepdelica yCTpPOCTBa, yCTaHOB/IEHHbIM 3aBOA0M-
N3roToBUTENEM;

+ CepuliHbili HOMEP — CepuiiHbIA HOMep YCTPOICTBA, YCTaHOB/EHHbI 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi O — Bepcus nporpammMHOro obecrnevyeHns yCTponcTea;

* Pe3epsHas sepcus 1O — npegblgylias yctaHoseHHas sepcus N0;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe 8peMsi — TekyLune BpeMs 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpemMs paboTbl C MOMEHTA MOC/Ie4HEro BKIHOYEHNS WX nepes3arpyskn yCTpPonCTBa;

+ 3aepy3ska LMY — cpefHuin NpoLeHT 3arpy3kun npoueccopa 3a nocnegHve 5 cekyHs;

* Vcrnonb3yemasi namMsimb — MPOLEHT UCMOMb30BaHNA OrnepaTuBHON NamMATH YCTPOUCTBA.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

MOHUTOPHHT Radio VAP wWDS STA CETeBblE HACTPOHKN BHELWHWE CepBUChH Cucrema -~ (BBIXOA)

Radio 2.4 Ty > Obuwme
Radio 5Ty Pexum |EEE 802.11b/g/nfax v
HononkuTensHo ABTOMATMYECKHIt BEIGOP kaHana

OrpaH14MTL CNUCOK KaHanos

1 (2432 — 2472 NIl'u) %

LupwHa kaxnana, My 40 -
OCHOBHOI KaHan Lower ~

MowHocTe curiana, gbm 16 ~

LoNoNHUTENBHO v

* Pexxum — pexunm paboTbl MHTepdelica cornacHo cneayrowmm ctaHaapram:

IEEE 802.11ax;

IEEE 802.11n/ax;

IEEE 802.11b/g;

IEEE 802.11b/g/n;

IEEE 802.11b/g/n/ax.

+ Aemomamuuyeckull 8bI60p KaHasa — nNpyu yCTaHOB/IEHHOM donare Touka byaet aBToMaTnyecku
BblOMpaTb HaMMeHee 3arpyXeHHblli paanokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaAETCH A0CTYN A1 YCTaHOBKM CTaTU4eckoro paboyero kaHana;

+ KaHas1 — BbIOOp KaHana nepegayun faHHblXx;

+ O2paHuyumsb CrucoK KaHasio8 — Npu yCcTaHOBNEHHOM chiiare Touka focTyna 6yaeT UChnosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTenieM CUCOoK KaHasloB A/15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounii KaHan U3 BCeX AOCTYMNHbIX KAHa/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 'u; 1-13;

+ O2paHuyumsb CrucoK KaHas108 K/lueHma — faHHbli donar aHanornyeH «OrpaHnynTb CNMCOK KaHau10B»,
0/lHaKo paboTaeT TO/bKO B pexume knveHTa (STA). Mo ymonyaHuio goniar He yCTaHOB/EH;

+ WupuHa kaHana, MMy — wmpmnHa Noaockbl YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa AOCTyna,
npuHmMmaet 3HaveHnsa 20 n 40 MIru;

+ OCHOBHOLU KaHa/1 — NnapameTp MOXET ObITb M3MEHEH TO/IbKO MPY MNPOMYCKHOW CNOCOBHOCTN CTaTU4eCKn
3aflaHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
Ml u, KOTOpble rpaHMyaT B YaCTOTHOM o6nactu. 3Tn ABa kaHana 20 MU, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa UICNOJb3YETCH KIIMeHTaMu, KOTOpble MOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 MIru;

« Upper — nepBu4YHbIM KaHasloM OyaeT BepxHuin kaHan 20 My, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas10M ByaeT HMKHWUI KaHan 20 MMy B nonoce 40 My,

* MowHocmsb cueHasla, 0bm — perynmpoBka MOLWHOCTM curHana nepegaryunka Wi-Fi B gbm. MpnHnumaet

3Ha4eHune ot 0 go 16 abm.
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PykoBogacTBo no akcnayatauum WOP-30LI

© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.
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PykoBogacTBo no akcnayatauum WOP-30LI

OONONMHKUTENEHO ~

DBSS Coexistence
KaHaneHan ckopocTh nepegaqn Auto bl
KopoTKMIA 3aWNTHLIK MHTEpEan
STBC
Mepwog oTnpaeky cnyxedHbE Co0DWEHNIE, MC 100
Mopor dparMeHTaL M 2346
Moper RTS 2347
Arperayma
Kopotraa npeambyna

We#nep BroadcastMulticast, naklc

Legacy Rate Seis Rate (Mbps) 54 485 3/ 24 18 12 1N 9 [ 5.5 2 1
Supported
Basic

Wi-Fi Multimedia (WMM)

Pennueauws ARP

Pexmm paSotel DHCP Snooping replace W
Cnums 82 dropmar CID APMAC-SSID w

OnuWa 82 dopmat RID ClientMAC w

Topmat MAC-agpeca AAEB:CC.DDEEFF W

BENO4WTE QoS

OBSS Coexistence — pexvM aBTOMaTUYECKOrO YMEHbLUEHUS LUMPUHBI KaHasa Npu 3arpy>KeHHOM
paanoadgupe. MNpy ycTaHOBNEHHOM hriare pexvM BK/OYEH;

KaHasibHasi ckopocms nepedadu — hKCMpoBaHHasA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensiemas crneundmkaunsammn ctaHgaptos IEEE 802.11;

Kopomkul 3awjumHbIli uHmMepsas — NOAAEPKKA YKOPOUEHHOTIO 3alMTHOro nHTepeasia. Touka goctyna
nepefaeT AaHHble, UCNOosb3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTaMu, KOTopble Takke NOAAEPXKMBaIOT KOPOTKMIA 3alLMTHbIN NHTepBaUT,

STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/1I04HOTO KOAMPOBaHUS, HanpaBeHHbIV Ha NOBbILEHNE
HafeXHOCTM nepegayn AaHHbiX. MNose 4OCTYNHO, TO/IbKO eCNN BbIGPaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, yCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;

Mepuod omnpasku c/1yxebHbIXx coobweHuUl, MC — Nepuog NocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs A/ 06HapyXeHUsa ToUKM gocTyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—2000 mc,
no ymonyanuio — 100 mc;

Mopoe ¢hpacmeHmayuu — nopor oparmeHTaummn gpelivma B 6aritax. NMpuHUMaeT 3HavyeHnsa 256—-2346, no
yMO/4aHuio — 2346;

lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpoe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAaHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM AoCTyna Npu 60/1bWoM
KO/IMyecTBe NOAKNHOUYEHHbIX KIMEHTOB, O4HAKO 3TO YMEHbLUaEeT 06LLYI0 NPOMYCKHYI0 CMOCOBHOCTb
6ecnpoBofgHoli cetu. MNpuHnmaeT 3HaveHnst 0-2347, no ymonyanuo — 2347;
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+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* llelinep Broadcast/Multicast, nak/c — npv ycTaHOBNEHHOM ¢onare BbIMOSHAETCA OrpaHMyeHne
nepegayv LMpPOKOBELATE/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIumnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);

+ Legacy Rate Sets — nogaepXvBaemble 1 TpaHC/IMPyEMble TOYKOIN AOCTyna Habopbl KaHAIbHbIX
cKopocTeW;

* Wi-Fi Multimedia (WMM) — BkntoueHne nogaepxkn WMM (Wi-Fi Multimedia);

* Pennukayusi ARP — mexaHn3m KoHBepTupoBaHusa ARP-3anpocoB 13 Broadcast B Unicast;

* Pexxum pabomsl DHCP Snooping — BbI6op nonntrkn o6pabotkn DHCP onunu 82. locTynHble 3HaYeHus
Ana Bolbopa:

* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4Ka JOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUs:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HauveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa [0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHasa CTpoka Ao 63 CMMBOJIOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHre napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.

* Brksmroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa
o6cnyxuBaHua (Quality of Service). JaHHbI hyHKLMOHaN NO3BO/SIET NEpeonpeaenTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IHOYEH.

[N HaCTPOIKM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

51



PykoBogacTBo no akcnayatauum WOP-30LI

AP EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit
Data 3 (OoH)

7 15 v 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) B B

Data 0 (Fonoc)

Station EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (Dok) 7 5 v 1023 v 0

Data 2 (Best Effort) 5. P o
Data 1 (Buaeo) 5 B P o

Data 0 (Toioc) 5 S T B Y

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB ToukM gocTyna (Tpaduk nepegaeTcsa OT TOUKU
[0CTYNa K KNUEeHTY):

* Oyepedb — nNpeponpefeneHHble ovepeamn 418 pas3/IMyHoro poga Tpaduka:

+ Data 3 (POH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsH MPOMNYCKHAsi CMOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OUYepPE/lb, CPEAHSA NPOMNYCKHasA CNOCOBHOCTb U
3agepxka. B gaHHyto ouepep otrnpasnseTca 60MbWUNHCTBO TPAAULMOHHbBIX |P-AaHHbIX
(npropuTeTbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aAePXKW. B AaHHO
ouyepem aBTOMaTnyeckn obpabarbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npropuTeTbl 802.1p: cs4, cs5);

+ Data 0 (lo/10c) — BbICOKONPUOPUTETHAS 0Yepesb, MAHMMa/IbHbIE 3a4epXK1. B aaHHO
oyepemn aBToMaTnyeckm o6pabartbiBaOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BpEMEHW, Takmne Kak
VolP, notokoBoe Buaeo (npuoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHus kKaapos (dpeliMoB)
[aHHbIX, U3MepSAeTCcs B c/1oTax, NpuHMMaeT 3HadeHns 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHV OXUAaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3aflaeTca B MuanncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63,127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbilaTh 3HaYeHne cwMax;

* cwMax — MakCc/MasibHOe 3HavyeHne BpeMEHN OXNAaHUA nepes NoBTOPHOWN OTNPaBKo kKaapa,
3aZlaeTca B MuanncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHune cwMax A0/MKHO ObITb 60/bLUE 3HaYeHMS cwMin;

* TXOP Limit — napameTp UCMNO/b3YeTCA TONbKO A8 OAaHHbIX, NepefaBaeMblX OT KIMeHTa 40 TOUKN
focTtyna. Bo3MOXHOCTb nepefayv — MHTepBasl BpEMEHU, B MUIIMCEKYHAAX, KOTAa KNMeHTCKas
WME-cTaHuma nMeeT npasa MHUuuMpoBaTb nepefady AaHHbIX No 6ecnpoBOAHON cpefe K Touke
[0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHs,

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB KneHTa (Tpadvk nepenaercs oT KMeHTa
[10 TOUKM focTyna). OnucaHve nonei Tabnuubl NPUBEAEHO BbILLE.

[ns BCTyNneHust B C1ly HOBOW KOHUIypauun 1 3aHeceHnss HaCTpoeK B 3HepProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.5.2 MoameHto «Radio 5 Mu»

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MOHUTOPMHT Radio VAP WDS STA CEeTEBbIE HACTPOMKM BHELUHWE CEPBUCH CucTema n - (BBIXOM1)

Radic 2.4 Ty O6Lme

Radio 5 T » Pesxum IEEE 802 11a/n/ac/ax v
JlononHUTENBLHO ABTOMATHYECKUIA BBIGOP KaHana

OrpaHU4uTL CNUCOK KaHanos

n 36 (5170 — 5210 M) %
44 (5210 — 5250 M) X

Wupura kaxana, My 40 v
OCHOBHOIA KaHan Upper v

MOLHOCTL CUTHANA, ABM 19 v

LoNonHUTENBHO v

* Pexum — pexuMm paboTbl MHTepdelica cornacHo ctaHiapTam:
+ |[EEE 802.11ax;
+ |IEEE 802.11a/n/ac;
+ |IEEE 802.11a/n/ac/ax.

* ABmomamuyeckul 8bI60p KaHasia — NpyY yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTuyeckm
BblOMpaTh HaMMeHee 3arpyXXeHHblil paguokaHan gnsa paéotsbl Wi-Fi nHtepdpeiica. Mpu cHaTom cnare
OTKpbIBaEeTCA A0CTYN A1 YCTaHOBKM CTAaTUYECKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepefayvn faHHbIX;

+ O2paHuyumsb CrucoK KaHasi08 — NpW yCTaHOBNEHHOM ch/iare Touka focTyna 6yaeT UCrnosib30BaThb
OrpaHNYeHHbI Nob3oBaTenIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNUCOK KAHaU10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa gocTtyna 6yaet BbloupaTtb pabounii KaHan U3 BCeX JOCTYMHbIX KaHa0B JaHHOro
AnanasoHa yacToT. KaHasnbl gnanasoHa 5 'u: 36-64, 132-144, 149-165;

+ OgpaHuUyumb CrnUCOK KaHasl08 K/lueHma — faHHbI donar aHanormyeH «OrpaHnynTb CMCOK KaHas10By,
0flHaKo paboTaeT To/IbKO B pexume knveHTa (STA). Mo ymonyaHuio cnar He YCTaHOB/EH;

* llupuHa kaHasna, MMy — WwnpmrHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaet 3HaveHuna 20, 40 n 80 MI'y;

+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYyX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YacTOTHOW o6nacTu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHal MCNOb3yeTCs KNMeHTamu, KOTopble NOoAAEPXMBAIOT TO/IbKO
nosaocy nponyckaHusa kaHana 20 Mruy;

+ Upper — nepBuYHbIM KaHasioM 6yaeT BepxHuii kaHan 20 MI'y, B nonoce 40 MIy;
+ Lower — nepBuWYHbIM KaHas1oM ByAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynnpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHune ot 0 go 19 gbm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonyaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHne «OCHOBHOM kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.
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OOoNoNHUTENBHO ~

0BS5S Coexistence
HatanbHas cKopoCTe NEpegaqu Auto v
Mopggepxra DFS Brnicdero W

KopoTkui 3awwMTHEIN HHTEPEAN

STBC O
Mepuog oTnpaekk cny#efHelx cooBLEHHA, MC 100
Mopor dparmeHTaLmMmn 2346
Mopor RTS 2347

Arperayus

KopoTkaa npeamtyna

We#nep Broadcast/Mullicast, nax/c

Legacy Rate Sets Rate (Mbps) 54 45 36 24 18 12 9 6
Supported
Easic O O O | O

Wi-Fi Multimedia (VWIMM)

Pennueayus ARP

Pexiam padote DHCP Snooping replace W
Onuwa 82 dopmar CID APMAC-SSID v

Onuwa 82 dopmat RID ClientMAC v

DTopmar MAC-agpeca AABE.CC:DD:EEFF W

BrnicuuTte QoS L

OBSS Coexistence — pexnm aBToMaTn4eCcKoro yMeHbLUIEHNA WNPWHBLI KaHana Npu 3arpy>XeHHOM
paanoadhmpe. MNMpn ycTaHOBNEHHOM (lare pexmnm BKITHOYEH;
KaHasibHasi ckopocmb nepedadu — (PUKCUPOBaHHasi CKOPOCTb 6eCcrnpoBOAHON Nepefayn faHHbIX,
onpegensemas cneundukaumsammn ctaHgaptos IEEE 802.11;
lModoepxxka DFS — mexaHn3M AnMHaAMMYECKOro BblOOpa YacToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadnp v nsberatb UCMOb30BaHNS KaHa10B, COBNaAatoLmx ¢ KaHasiaMu, Ha KOTOPbIX
paboTatoT paanonoKaLnoHHble cuctemsl B 5 ML, AnanasoHe:

* BbIK/1HO4EHO — MeXaHW3M Bbik/todeH. DFS-kaHasbl He AOCTYMHbI A5 BbI6OPa;

* BK/1lO4EHO — MeXaHU3M BK/IHOYEH;

* [puHyoumesnibHO — MexaHu3M BbiK/ItodeH. DFS-kaHasbl AOCTYNHbI A5 BbIOOPa;
Kopomkul 3awyumHbIli uHmMepsas1 — NoAaepXKKka YKOPOUEHHOro 3allMTHOrO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UICNOosb3ys 3alUTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTamMu, KOTopble Takke NoaaepXnBatT KOPOTKMIA 3allUMTHbBIA NHTepBaUT,
STBC — meToA, NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHWS, HANPaB/IEHHbIA Ha NOBbILLEHNE
HaAEeXHOCTU nepefayn AaHHbIX. MNone [OCTYNHO, TONbKO eC/iv BblGpaHHbI pexum padoThbl
paanounHTepdieiica BktodaeT B cebs 802.11n. MNpu yctaHoBNEHHOM chriare yCTPOMCTBO NepeaaeT oAuH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs 18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpPOoKoBeLLaTeIbHOro/My/IbTUKAcTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NMMAUT
ANS LUMPOKOBELLATENBHOIO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkv DHCP onuuun 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNoYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4YKa AOCTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBMAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
* custom — 3ameHa 3Ha4yeHus napametpa CID Ha 3HavyeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HayeHne no ymonyaxduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
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* Brksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa
o6cnyxuBaHua (Quality of Service). JaHHbI hyHKLMOHaN NO3BO/SIET NEpeonpeaenMTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IHOYEH.

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (o)

Data 2 (Best Effort)

Data 1 (8uae0)

Data 0 (fonoc)

Station EDCA Parameters

Ovepeas AFS cwMin cwMax TXOP Limit

Data 3 (oH)

« AP EDCA parameters — Tabnuia HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepeaaeTcs oT TOUKU
[0CTYNa K KNNEeHTY):

+ Ouepedsb — npeponpeseneHHble ovepean 418 pasfiMyHoro poga Tpaduka:

« Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMYyCkHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OUYepe/lb, CPeAHsA NPOMNyCcKHas CroCO6HOCTb U
3agepxka. B gaHHyto ovepeb oTrnpasnseTcs 60/bWMHCTBO TPaAMLMOHHBIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aePXKW. B AaHHO
ouepean aBTomaTMyeckn obpabartbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (lF'os0c) — BbICOKONPUOPUTETHASA ouepeib, MUHUMa/IbHbIE 3a[1ePXKN. B faHHOl
ouepean aBTomaTMyeckn obpabartbiBalOTCA faHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensier Bpems oxugaHusi Kaapos (dppeliMoB)
[aHHbIX, U3MepseTcs B cnoTax, NPUHUMAaET 3HavyeHnst 1-255;

* cwMin — Haya/lbHOe 3Ha4YeHne BpeMEHN OXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMAaET 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMin He MOXET NpeBbIWaTbL 3HadeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHU OXngaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMAaET 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax A0/MKHO ObITb 60/bLUe 3HaYeHMs cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO ANA AaHHbIX, NepeaBaeMblX OT KAMEHTa A0 TOUKU
foctyna. BoaMoXHOCTb nepefayv — UHTepBasl BpeMeHU, B MUIINCEKYHAAX, KOrAa KIMeHTcKas
WME-cTaHuma umeeT npasa MHUUMMPOBaTL Nepegadvy AaHHbIX N0 6eCnpoBOAHON cpefe K Touke
A0CTyna, MakcumasibHoe 3HavyeHne 65535 MnnnncekyHm,

« Station EDCA parameters — Tabnumia HacTpOeK NapaMeTpoB KnneHTa (Tpaduk nepeaaeTcsi oT KnMeHTa
[10 TOUkM gocTtyna). OnuncaHune noneii Tabnuubl NPMBEAEHO BbilLE.

[nsa BCTynneHns B CUy HOBOWM KOHGUrypaumum 1 3aHeCEeHNss HaCTPOEeK B AHEProHe3aBUCUMYH0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 151 OTMEHbI U3BMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

MoHUTOpUHT Radio VAP WDS STA CeTeBkle HacTpolikm BHellHmMe cepBucel Cuctema r - (EbIxom)

Radio 2.4 Ty [0NONHATENLHO
Radio 5 [Ty Crpana Poccun v [ Pasbnokupoeats

[lONONHUTENHO > [MoBansHasA nzonALMA O

+ [IpUMEHHTE ® OtmeHa

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeTt Touka goctyna. [nsa Bblbopa CTpaHbl HYXXHO
BbICTaBUTb (hriar «PasbnoknpoBaTby». B 3aBUCMMOCTI OT yKa3aHHOIO 3Ha4YeHus 6yayT NpYMEHEHbI
OrpaHUYeHns K N010Ce YacToT M MOLLHOCTU NepeaaTymka, KoTopble AeCTBYIOT B faHHON cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YACTOTHbLIX KAHA/I0B, YTO BAUSIET HA
aBTOMaTU4YeCKUin BbIGOP KaHana B pexnme Channel = Auto. Ecnv knnmeHTckoe o6opyaoBaHue
NMLEH3MPOBAaHO /151 UICNOMb30BaHNS B APYrOM permoHe, BO3MOXHO, YCTaHOBUTb CBA3b C TOUKON A0CTyna
B TAKOM C/lyyae He yaacTcs.

€@ Hactpoiika nokanbHbIx (PErMOHANbHBIX) OrpaHUYeHNii, Bktouas paboTy Ha paspeLleHHbIX
YaCTOTHbIX KaHaNax 1 BbIXOAHON MOLLHOCTW, ABNSETCA OTBETCTBEHHOCTLIO MHCTA/IISITOPOB.

© BLI60p HeNpaBMILHOTO PErMoHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKUMM YCTpOAiCTBaMu.

* [7106a/1bHas u30/154usi — Npu YCTaHOB/IEHHOM dofiare BK/ItoHaeTCs U30M1aums Tpadouka Mexay
KnneHtamm pasHbix VAP 1 pasHbix pagnonHTepdelicos.

[ns BCTynneHnst B Culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.6 MeH «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

@ nocne sknouenns pexuma knnenTa (STA) 6yaeT HeaocTynHa HacTpoiika VAP B Tom radio, B KOTOPOM
6bl/1 HACTPOEH peXuM kneHTa (STA).

6.6.1 TNoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6pakatoTcsi HacTpoiikm Bcex VAP Ha pagnonHTepdelicax Radio 2.4 'y, n Radio
5 I'Tu. MOXHO NOCMOTPETb HACTPOMKIN KaokA0W BUPTYyaibHOM Touky B pasgenax VAPO-VAPG6.

MoHUTOpHHT Radio VAP WDS STA CeTeBele HACTPOMHKM BHeLIHME CepBHCE! Cuctema - (BbX0A)

CymmapHo » 240Ty 50Ty
24Ty VAP Bknioueno  Pemum GezonacHocTu VLAN ID SSID Tpaucnupoeats SSID Peskum Band Steer Wzonaumuna abonentor

5Ty VAPD M) BeimioueHo
VAPT O BeiknioueHo
VAPZ O BelkniouaHo
VAP O BelkniouaHo

lMokazaTe BCR

+ MpuneHnTs [ O TEE

+ VAPO-VAP6 — nopsiikoBbIii HOMEP BUPTYasibHOM TOYKM A0CTYNa;

* Bk/1104eHO — Npy yCTaHOB/IEHHOM (hiare BUPTyasibHast TOUKa A0CTyna BK/IKOYEHa, MHaYe — BbIK/TIOYEH3,

* Pexum 6e3ornacHocmu — TUN WNpoBaHNS AaHHbIX, UCMONb3yeMblii Ha BUPTYa/lbHOW TOUKe J0CTyna;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumMaTbesl MeTka npu nepegadve tpadguka Wi-Fi knnentam,
NOAK/THYEHHbIM K AaHHOo VAP. Tpu npoxoxaeHnn Tpadinuka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
TpaduK OT KNNMeHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu oTkntoueHHom pexiume VLAN Trunk);

+ SSID — nmsa BUpTyanbHOI 6ecnpoBOAHON CETY;

* TpaHcnuposams SSID — npu ycTaHOB/IEHHOM doniare BK/IOYEHO BelaHue B acpup SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer — npv ycTaHOBNEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoMm pagnonHTepdeiice n
aKkTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer,

* U30n1534yuss aboHeHmMos — Npuv YCTaHOB/IEHHOM chnare BK/IKoYeHa M30/1aums Tpadinka Mexay KiveHTamu
B npegenax ogHoii VAP.

@ nocne sknouenus pexuma knnenTa (STA) HacTpoiika VLAN ID 6yget HefocTynHa.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[TpUMEHUTb». N5 OTMEHbI M3MEHEHUI HAXXMUTE KHOMKY «OTMeHa.
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Mowwtoputr  Radio VAP WDS  STA  CeTobwie HacTpoikn  BHewmue copemctl  GucTema

CyumapHo VAPD VAP1 VAP2 VAP3 VAP4 VAPS VAPG
24TTy> OBLYHe HACTPOMHKH
30y BrnioueHo
WLAN ID
S50
Tpaxcnwpoeats SSID
Pexum Band Steer
Wzonauur aboHeHTOB (]
Mopaepxxa 802. 11k
Pennukauus Multicast
MpxopuTeT DSCP ~
Pexum Minimal Signal
MUHHMANEHEIR YDOESHE CHIHANE, J5M -100
Mopor YpoBHA CHIHANA NPH POYMKHHTE, AEM -100
WnTepean Minimal Signal, ¢ 10
MakcimaneHoe KeNV4ecTED KHEHTOR 0
Pesum BesonacHocTH Briknueto v
Moagepxka 802.11r

Peskmm OWE Transition none v

O6uine HaCTPOKKK:

Bk/1royeHO — npy yCTaHOBIEHHOM cp/iare BUPTyasibHasa ToOYKa AOCTYyna BKHYEHA, MHavye — BbIK/IIOYEHa,
VLAN ID — Homep VLAN, ¢ koToporo 6yzeT cHuMaTbca MeTka npu nepegade tpaduka Wi-Fi knveHTam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — nms BUpTyabHON 6ecnpoBOHON CeTy;
TpaHcuposames SSID — npu ycTaHOBNEHHOM ¢h/iare BKKOYEHO BellaHune B adoup SSID, nHave —
BbIK/1HOYEHO;
Pexxum Band Steer — npu ycTaHOB/IEHHOM ¢h/iare akTMBHO MPUOPUTETHOE NOAK/IIOYEHNE KneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeince un
aKkTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;
W3onayusi aboHeHmMOoB8 — Npy YCTaHOB/IEHHOM doiare BK/toYeHa N30Nauns Tpadrka Mexay KavMeHTamm
B npegenax ogHoi VAP;
lodoepxka 802.11k/v — BkIOUUTL Nnoaaepxky ctaHgaptos 802.11k/v Ha BUPTyaibHOW TOUKe AOCTYNa,
Pennukayusi Multicast — npu yctaHoB/ieHHOM onare Multicast-Tpadouk B CTOPOHY K/IMEHTOB ByaeT
npeobpa3zoBbiBaTbCA B Unicast 40 KaXX40ro KNneHTa, Npy OTK/IIOYEHHOM — NpoxoanTs 6e3
MoaudrKaLmii;
lMpuopumem — BbIGOP cnocoba npuoputmusaymmn. OnpegensieT nose, Ha OCHOBaHNM KOTOPOro Tpadiuk,
nepegawLuiica B paguovHTepdelic, byaeT pacnpenensatbca no oyepeasim WMM:

+ DSCP — 6ypeT aHanusnposatbcsa npuoputeT u3 nons DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yneT aHanmanpoBaTtbcsi NnpuoputeT 13 nonsa CoS (Class of Service) TermpoBaHHbIX

MakeTos.

Pexxum Minimal Signal — npu yctaHoBneHHOM chnare pyHKUNS OTKNIoYeHUA kameHTckoro Wi-Fi
060pyaoBaHnsa Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. nsi pa6oTbl oyHKLUMOHANA
Heob6Xx04MMO HACTPOUTb CrieaytoLme napaMmeTpsbl:
* MuHumasibHbIU YpOBEHb CU2Ha/1a — YPOBEHb CUTHas1a B ABM, H/Ke KOTOPOro NponcxoauT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYasibHOMN CeTu;
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+ lNopoe yposHs cuaHasia rnpu poymuHae — YpoBeHb YyBCTBUTENIbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHne K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp Ao/MKeH 6bITb Bbile, YeM «MUHUMA/IbHbIU YPOBEHb CU2Ha/1a»: ecnn «MUHUMa 1bHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cucHasa npu poymMuHae» OOMKEH ObiTb
paBeH, Hanpumep, -70 gbwm;

* MlHmepsan Minimal Signal — nepnog BpeMeHu, N0 NCTEYEHUN KOTOPOro NpMHMMaeTCcs peLleHne 06
OTK/THOYEHMM KITMEHTCKOro 060pyA0BaHNs OT BUPTyasibHOM CETH.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MakKCUMa/lbHO AOMYyCTUMOE YMC/0 NMOAK/THYaEMbIX K
BUPTYaU1bHOW CETU K/IMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/THO4EHO — He UCNosb30BaTh WMdpoBaHne 18 nepegaydm gaHHblx. Touka gocTynHa ans
NOAK/IYEHMA NHOOOro KnMeHTa. [1a ceTeli OTKPbITOro TMna MOXHO AOMNO/IHUTENIbHO HACTPOUTb
«Pexxum OWE Transition'». B 3ToM none Heo6xoAnMo yKasaTb UHTepAENc ¢ TUNOM LWMgPoBaHUs
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHKs, 06ecneyrBaroLLmii 6e30nacHOCTb
[aHHbIX, NepeaaBaeMbix MO He3allULLEHHOW ceTu. [pn 3TOM OT nofnb3oBaTtenei He TpebyeTcs
KaKnX-TO JONOHUTENbHbIX AENCTBUIA U BBOAA NAPO/IA 419 NOAK/IOUEHMS K CETU.

Mpw BbIGOPE AAHHOTO PeXrMa 0TobpaxkaeTca HepeaakTupyemoe none «Pexum OWE Transition',
yKasblBawLee NHTepenc ¢ OTKPbITbIM TUMOM LWIMGPOBAHUS, C KOTOPbIM HACTPOEHA CBA3HOCTb B
TEKYLL A MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamp,
HenoaaepXxmeawLnmMm ayteHTudmkaumio OWE. Mpu nonbITKE NOAKAOYEHUS K OTKPLITOM CETH, rae
HacTpoeH "Pexum OWE transition”, knueHT, nogaepxunsatowmini OWE, noaknioumTcs K linpoBaHHOIMA
CETU, HACTPOEHHOI Ha YKazaHHOM MHTepdieiice, a KNMeHT, Henogaepxmsatowmnin OWE, nogknoumnTcs K
TekyLlel OTKpbITOM CeTn 6e3 LWnpoBaHus.

+ WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindpposaHus, npun Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE06X0AMMbIA 418 NOAKIHYEHNSA K BUPTYaslbHOWN TOUKe
Joctyna. [JivHa kioya coctaBnseT ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUSA kaHania 6ecnpoBOAHON CBA3N, NPU KOTOPOM K/MEHT
aBTOPU3YyeTCA Ha LeHTpanunsoBaHHOM RADIUS-cepBepe. /15 HACTPOWKM AaHHOTo pexnma
6e3onacHocTn TpebyeTtcs ykasatb napameTpbl RADIUS-cepBepa. Takxe TpebyeTcsa ykasarb KoY
ona RADIUS-cepsepa.

Mpwv BbIGOpE 0AHOT0 U3 cnoco6oB GyaeT AOCTynHa creayoLwasi HacTPolika (CM. CKPUH HIXe).

Pexum BazonacHocTi WPA2WPA3-Enterprise ~
MFP OnyvotansHo v
PMKSA k3wumposarine
Mopnepska 802.11r
Bpyunyio
FT-over-DS O
Kniou mobunekore aoctyna RO root
Kniou mobunexore goctyna R1
Wanewtudukarop moGunsHoro 0

naomena

Berpeunsin MAC-agpec

MAC- YaaneHHoIn Kniod MoBUNLHOro YoaneHHeId KNy mobunsHoro RRB kniou RRB kniou
Ne agpec poctyna RO poctyna R1 RO R1

CaepHyTb

=+ [lobanuTs
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* MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoct WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy BbiIbope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/io4eHo — 3almMTa management-kagpoB OTK/IHOYEHS,;

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

* Br/1o4eHOo — 3almTa BKIH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMtbCca He MOryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BKIIYEHNEM KILLVMPOBaHUA NHPOPMALMKN O MOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKA AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOICTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKEe 3TOro BpemMeHu. BkoueHre gaHHoN yHKLUMM coKpallaeT Bpems
POYMUHIra npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3zonacHocTtu Enterprise;

+ 802.17r — chyHKUMOHAN BbICTPOro POyMUHra, paboTaeT TObKO C KIIMEeHTaMK, KOTOpbIe NoAAePKUBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

*+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUKe AOCTYNa;
* Bpy4yHyro — npu ycTaHOBIEHHOM (piare nosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napaMeTpoB POYMUHTa,
* FT-over-DS — BkntoueHue pexnma «Over the DS»;
* K4 MobusibHo20 0docmyrna RO — yHVUKabHbIV KoY Ans gaHHoin VAP, Hanpumvep,
cepuiiHbIi Homep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
* MldeHmucghukamop MobusIbHO20 OOMeHa — HOMEP TPyMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
* MAC-adpec — MAC-agpec VAP-nHTepdelica BCTPEYHON TOUKM AOCTyna.
MakcrmasibHoe KosmyecTBo — 256;
* YOasieHHbIU K104 MO6U/IbHO20 docmyna RO — yHUKasIbHbIA KoY, A0/DKEH COBMNajaTthb
¢ «Kntou mobunbHoro goctyna RO» Ha VAP BCTpeuHoW Touke AoCTyna;
* YOasieHHbIU K14 MobusibHo20 docmyrna R1T — MAC-agpec VAP Ha BCTPEUHO Touke
[oCTyna;
* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB kntoy R1», HO
06513aTeNbHO A0/MKeH coBnagaTth ¢ «RRB kntoy R1» BCTpeyHoi Toukm goctyna. AavHa
Kntovya — 16 CMMBO/IOB;
* RRB ko4 R1 — cnyyaliHblii kntoy. He gomkeH cosnagatb ¢ «RRB kntoy RO», HO
06513aTenbHO A0/MKeH coBnagaTth ¢ «RRB kntoy RO» BCTpeyHoi Toukm goctyna. AavHa
Kntoya — 16 CMMBO/IOB.

@ nocne BrOYEHMS pexnma knveHTa (STA) HacTpoiika VLAN ID 6yaeT HefocTynHa.
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RADIUS:
RADIUS
DowmeH root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa sewnn -

Mcnonb3oBath akkayHTHHN Yepes RADIUS

Mcnone30BaTe APYTHE HACTPOWHEW LNA
AKKAYHTHHIA

IP-agpec RADIUS cepeepa onA 192 165.0.1
BKEAYHTHHTA
Mopt RADIUS cepeepa 4NA aKKayHTHUHIE 1813
Mapone RADIUS cepeepa onAa senann -

dEEayHTHHIA

MNepuogW4eckan oTNPABKA AKKaYHTHHIE

WHTEepEan oTNPABKK AEKAYHTHHIA GO0

+ [lomeH — JOMeH nonb3oBarens,;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIA NCNOMb3YeTCsA A8 ayTEHTUAINKALMA 1
aBTopu3auuy;
+ laposb RADIUS-cepsepa — naposnb s RADIUS-cepBepa, UCnonb3yemoro 415 ayTeHTugukaumm um
aBTopu3auuy;
* Vicnosnib308amb akkayHmuHe yepe3 RADIUS — npu ycTaHOB/EeHHOM donare 6yayT oTnpasisaTbCcs
coobuweHuns «Accounting» Ha RADIUS-cepBep;
* Ucrnonb3o8ame Opyaue HacmpoUlKu 07151 akkayHMUH2a:
+ IP-adpec RADIUS-cepsepa 0511 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro g/is
aKKayHTUHr 3,
* lNaposnb RADIUS-cepsepa 0151 akkayHmuHa2a — naponb g1 RADIUS-cepBepa, ncnonb3yemoro asis
aKKayHTUHra,;
* Mopm RADIUS-cepsepa 0151 akkayHmuHaa — NopT, KOTOPbI 6yAEeT UCNOMb30BaH A/15 c60opa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEpBaU1 OTNPaBKX COOOLLEHWIT MOXHO B nosne «HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

MopTankHasa aeTopKU3aUna

Brniounme
HazeaHwe eupTyansHoro nopTana default

Anpec AnA nepeHanpasneHuns http://192.168.0.1:8080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBartesniein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOMO NopTasna;

* HasgaHue supmyasibHO20 ropmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpaseH
nosb30BaTeslb NPU NOAKIYEHUM K CETH;

+ Adpec 0719 nepeHarpas/ieHusi — agpec BHELLHEro BUPTYasIbHOr0O nopTasia, Ha KoTopblii byaeT
nepeHanpasfeH Nosib3oBarteslb NPU NOAKIYEHNUN K CETU.

OrpaHnyeHnsa CKOPOCTU:

OrpaHuyeHna CKOpoCTH

BrniounTe

VAP Limit Down ] o KouT/C
VAP Limit Up 1| 0 kouT/C
STA Limit Down O o KouT/C
STA Limit Up 1| 0 komT/C

* Bk/ioyums — aKTMBUPOBATH MoJsie HACTPOEK;

+ VAP Limit Down — orpaHuyeHne NponyckHOM CnoCOBHOCTM B HaNpaB/IeHUN OT TOYKM AoCTyna Ao
KTMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAKMOYEHHbIX K gaHHon VAP, 0o Toukm goctyna, Kut/c;

+ STA Limit Down — orpaHuyeHune nponyckHOW CNOCOBHOCTM B Hanpas/eHU OT TOUKM AocTyna Ao
KTMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHOK VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnocoGHOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAE/NbHOCTM), NOAKMOYEHHbIX K AaHHOI VAP, 1o Toukn goctyna, K6ut/c.

,ﬂ.ﬂﬂ BCTYMJ/ieHNa B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTpons goctyna no MAC
BENHYEHO

MonuTuka 3anpetuTe v

Cnuncok MAC-agpecoe

1 AABB.CC.DD:EEFF - x

2 AABB:CC:DD:EEEE - x

* Bk/ioueHO — npu ycTaHOBNEHHOM donare 6yaet pabotaTb BblopaHHas NnoanTuka focTyna;
* lMosrumuka — nonuTuka Joctyna. Bo3moxHble 3HaYeHus:
+ 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogkovatbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTtasibHbIM JOCTYN ByAeT paspeLlen;
+ Paspewums — K gaHHoli VAP 6yaeT paspeleHo nogknoyarbcs ToAbKo TeM kmeHTam, MAC-
aZipeca KOTOpbIX CoAepXarcs B Cnucke. Bcem octasibHbIM AOCTYN GyAET 3anpeLleH.
* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+

[lns Toro yTo6bl 406ABUTL afPEC B CNIUCOK, HAXKMUTE KHOMKY . 1 B nosiBuBLLEMCS none seeante MAC-
aapec. YTo6bl yaanuTb aapec 13 Crmcka, HOKMUTE KHOMKY B COOTBETCTBYHOLLEW CTPOKE.

Ecnu Bo3HUKNA HEO6X0AMMOCTb A06aBUTbL B cncok MAC-afpec KIMEHTa, KOTOPbI B AaHHbI MOMEHT

NOAKMKYEH K TOYKE A0CTYNa, HAXKMUTE B KOHLE CTPOKN KHOIMKY E] n BblﬁepI/ITe Hy)KHbII7| agpec n3 Cnncka, oH
aBToOMaTtn4yecku AO6aBMTCﬂ B rnone.

Mo ymonuaHuio B cnncke oTobpaxaercs Ao 10 agpecos. A1 Toro 4To6bl yBUAETh NOJHbIV CIUCOK B Cyvae,
€C/IM OH coaepxunT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 AABB.CC:DD:EE:AA d x

Mokasarb BCE

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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6.7 MeHw «WDS»

B meHo «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoHbiXx MocToB mexay WOP-30LI.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

€ Mocne BKOUEHUS peXUMA KIMEHTA (STA) 6ynet HepgocTynHa HacTpoiika WDS B ToM radio, B kKOTOpoMm
6bl1 HACTPOEH pexuM kneHTa (STA).

6.7.1 TogmeHto «WDS»

MoruTopwHr Radio VAP wDs STA CeteBule HacTpoiiK BrewHue cepsucsl Cucrema - (ebnom)
wDSs > 24My 50y
BrnioueHo
Pexoma GesonacHocm WPA2 b
Knisou WPA @
MAC-anpec paguonHTepdeiica
Wutepdelicel WDS
Wutepdpeiic Betpeynsiii MAC-appec KanansHanA ckopocTb Nepefaiu
wlan0-wds0 Auto v
wlan0-wds1 [ Auto v
wlan0-wds2 [ Auto v
wlan0-wds3 [ Auto 2

Bo Bknagkax «2.4 I'Tu» n «5 I'Mu» BbIOUpaeTca pagnonHtTepdeiic ycTpoicTea, Ha KOTOPOM HEOGXOAMMO
NoCTPOUTb 6GECNPOBOAHON MOCT.

* BK/1l04eHO — Npu YCTaHOB/IEHHOM dhiare pexunm 6ecnpoBoAHOro MOCTa BK/IHOUEH, MHAYe — BbIK/THOYEH;
* Pexxum 6e3onacHocmu — pexum 6e30nacHOCTM A0CTyNna K 6ecnpoBOAHOI CeTu:
* BbIK/Il04UMb — HE NCNO/b30BaTh WWU(POBaHNE 1A nepefayn faHHbIX;
+ WPA2 — cnoco6 wndpoBaHus, Npy BbiIbope KOTOPOro byaeT AOCTyMNHa cneaytoulasi HacTpolika:
* Koy WPA — knio4/naposnb, HE0O6X0AMMbIN A5 NOAKIYEHUSA K BCTPEYHOW ToUke AocTyna.
[OnnHa knoya coctasnsieT ot 8 Ao 63 cMMBOSIOB.
+ MAC-adpec paduouHmepdgpelica — MAC-aapec pagnonHTepdieica AaHHOro yCTponcTBa;
* ViIHmepdpelic — BbI6OP 1 BKNoUeHne WDS-uHTepdpeiica, Ha KOTOpoM ByAeT NOCTPOeH 6ecnpoBOAHON
MOCT;
« BecmpeuHbili MAC-adpec — MAC-agpec paanonHtepdeiica BCTPEUYHOro YCTPOICTBA, A0 KOTOPOro
HacTpamBaeTcs 6ecnpoBOAHON MOCT;
* KaHa/ibHasi CKopocmb repedaqu — (PUKCMpoBaHHasA CKOPOCTb 6eCnpOBOAHON nepeaayn gaHHbIX,
onpenensiemas crneundmkaumsmmn ctaHgaptos IEEE 802.11. [ns kaxaoro nHtepgeica Bbibupaertcs
NHANBUAYA/TbHO.

[nsa BCTynneHms B CUy HOBOWM KOHQIUIypaumum 1 3aHeCEHUSA HaCTPOEK B AHEProHEe3aBMUCUMYIO NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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6.8 MeH «STA»

B meHi0 «STA» BbINOMHAETCS HAcTpolika pexumMa knneHta (STA).

6.8.1 TMogmeHo «KneHT»

MOHUTOPMHT Radio VAP WDS STA  CeTesble HACTPOIKK BHELUHWE CEPBHCHI Cucrema - (BbIx0M)

KNHeHT > BrntoyeHo
PaguouHTEpdEic 241y ~
SSID
Pesu Ge30MacHoCTH WPA2 v

Mapons | ===---- @

[NoaknyeHne:

* BK/1104€HO — NpV YCTAHOBMEHHOM hniare pexxmm knneHTta (STA) BK/IHOYEH, MHAYe — BbIK/THOYEH;
+ PaduouHmepdpelic — BbIGOP paanonHTepdeiica Ha KOTOPOM GyIeT HACTPOEH pexuma kmeHTa (STA).
JocTynHblI:
« 241T1Ty;
« 5ITy.
+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTy;
* Pexum 6e3onacHocmu — pexumM 6e30nacHOCTM JocTyna K 6ecnpoBOAHON CeTu:
* BbIK/1I04EHO — He UCNO/b30BaTh LWMPOBaHMe 415 nepegayn AaHHbIX.
+ WPA2, WPA3 — cnocobbl lWwmdypoBaHus, Npu BbIGOpe 04HOIO U3 CnocoboB ByAeT AOCTynHa
cnegywouian HacTporika:
*+ [Maposib — KAy/naposb, He0OXoANMbIA AN NOAKNIOYEHUS K BUPTYasIbHOW TOUKe gocTyna.
[OnnHa kntoya coctasnsieT ot 8 o0 63 CMMBOSIOB.
+ OWE (Opportunistic Wireless Encryption) — meTopa, WwndpoBaHus, obecneyvBatoLmii 6e30nacHOCTb
[laHHbIX, NepefaBaeMbIX N0 He3alUMLLEHHOW CEeTH.

[N BCTYNNEeHWs1 B CUNy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXXMUTE KHOMKY «[pUMEHUTL». 115 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.9 MeHto «CeTeBble HaCTPONKN»

6.9.1 MogmeHto «CncTtemMHas KOHUrypauus»

MOHUTOPHHT Radio VAP WDS STA CeTeBble HACTPOHKM BHEeLLHUE CEpBUCh! Cuctema - (BBIXOA)

CucTeMHaA KoH(MIypaLnA > s xocTa
foctyn reorpaguyecknit JoMeH root
VLAN ynpaenesua Terminating v
VLAN ID
rpoTokon static v
Cratnyeckuii IP
CeTesan macka 255.255.255.0
W03
MepBryUHbIA DNS

BTOpUUHbIi DNS

Vimsi xocma — ceTeBoe MMS YCTPOICTBa, 3aaeTcs CTpoka 1—63 CMBOJIOB: NTaTUHCKME 3ar/iaBHble 1
CTPOYHble BYKBbI, LUMPbI, 3HAK Aedurc «-» (aednc He MoXeT ObITb NOC/IEAHUM CYUMBOJ/IOM B UMEHN);
leoepacpuyeckuli 0OOMEH — AOMEH Yy3/1a Aepesa YCTPONCTB cucTeMbl ynpasnieHns EMS, B KoTopom
pacnonaraeTcs Touka JOCTyna;

VLAN ynpasneHus:

* Bbik/mtoueHo — VLAN ynpasneHunss He Ucnosb3yeTcs;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
crlyyae y K/IMeHTOB, NOAK/IUYEHHbIX Yepes3 paanovHTepdeiic, HeT aocTyna ao aaHHoro VLAN);

* Forwarding — pexwum, npu kotopom VLAN ynpasneHus nepefaercs Takxe B pagnonHTepdeinc
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

VLAN ID — npentndomkatop VLAN, ncnonb3yemblii 4718 40CTyNa K YCTPONCTBY, NPUHUMAET 3HaYeHus 1-
4094;

[pomokos1 — BbIGOP NPOTOKO/A, N0 KOTOPOMY OyZleT OCyLLeCTBNATLCA NoAk/ItoveHne no Ethernet-
NHTepdeicy yCTPOICTBA K CETU NpefoCcTaB/IeHNs yCyr nposaiigepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO 1 gpyrve napamMmeTpbl, Heobxoanmble a5 padoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCcKy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl HA WAN-
nHTepdeic HazHavarTcs ctatuyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CeaytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoicTea B ceTv nposaiigepa;

+ Cemesasi Macka — Macka BHeLLHen noAceTy;

* Llmo3 — afpec, Ha KOTOPbI OTNPaB/IAeTcsa NakeT, ec/v [/19 HEro He HalileH MapLipyT B
Tabnvue mappyTusaumu.

MepsuyHbIl DNS, BmopuyHbil DNS — IP-agpeca DNS-cepBepoB. Ecnin agpeca DNS-cepBepoB He
HasHavalTCcsa aBTomarmyecky no npotokony DHCP, 3apaiite nx Bpy4Hyto.

(%)

Mocne BKOUYEHUs pexuma knneHTa (STA) 6yaeT HegocTynHa HacTpolika VLAN ynpaBneHus B
pexumax Terminating n Forwarding.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBUCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.9.2 MoameHto «[locTyn»

PykoBogacTBo no akcnayatauum WOP-30LI

B nogmeHto «4ocTyn» Npon3BoaUTCA HaCcTpoiika JoCTyna K yCTpOKCTBY nocpeactsom web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI MMETb OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [insa BKIIOYEHMA JoCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

MoHHTOpHHT Radio VAP WDS

CucTemMHan koHdurypauua

JDocryn »

STA CeTeBsle HACTPOHKN BHelHWe cepBrcEl

WEB
HTTP-nopt &0
WEB-HTTPS V]
HTTPS-nopt 443
Telnet m]
SSH
NETCONF
SNMP
Mapons Ha YTeHue public
Mapone Ha aannce private
Anpac anA npuéma Tpanoe v1
Anpec anA npuéma Tpanoe v2
Anpec AnA npuéma coobleHWA
Inform
CucTtemHoe uA ycTpoiicTea

KoHTakTHan uHpopmauma Contact
NpOM3B0AMTENA

MecTononoxenue ycTpoiicTea Russia

Maponk B Tpanax trap

- (Bbxog)

MporpammHoe o6ecneveHne WOP-30LI no3BoNSIET U3MEHATbL KOHpUIypauuo yCTpoicTBa, NPOBOANTL
MOHUTOPWHI COCTOSIHUS TOYKM AOCTYNa U e€ AaTUMKOB, a Takke yrnpas/ifaTbh YCTPOWCTBOM, UCNO/b3YS MPOTOKO/

SNMP.

69



PykoBogacTBo no akcnayatauum WOP-30LI

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

+ Maposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KON AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WOP-30LI goctynHo no cneaytouleii ceoinke: Onucanne OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.10 MeHto «BHellHWe cepBuUCbI»

6.10.1 TMogmeHto «MopTasnibHasa aBTopmu3ayms»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

MOHWUTOPKMHT Radio VAP WDS STA CETEBbIE HACTPOMKH BHELIHWE CEPBMCHI Cuctema - (BbIXOM)

MopTansHad asTopu3aLya > BKITIOUUTD

Allpec cepeuca APB Wws://192.168.1.1:8090/apb/broadcast

AirTune

* Bksio4umb — Npu ycTaHOBNEHHOM hriare Touka byaet nogknioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrneveHus nopTasibHOro poOyMyHra K/IMeHTOB;

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymMmuHra B pexmme noptasibHoli
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.10.2 TMogmeHto «AirTune»
MogmeHto «AirTune» NnpeaHasHa4YeHo 415 BKIKOYEHUSA U HACTPOkM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yertcs A58 onTuMm3anmm paamo-pecypcos (Radio Resource Management) u
aBTOMAaTUYECKOIN HaCTPOIiKN 6ecloBHOro poymuHra 802.11 k/r.

MOHMTOPUHT Radio VAP wDs STA  CeTesble HACTPOAKK BHELLHWE CEPBUCHI Cucrema -~ (BbIXOA)
MopTankHan aeTopu3auma BKMHO4YMTL
Alpec cepamca Airfune ws://192.168.1.1:8099/apb/rrm

AirTune »

* Bk/s1ro4umb — Npu yCcTaHOB/IEHHOM donare Touka byaet nogkatovarbes K cepucy AirTune, agpec
KOTOpPOro ykasaH B none «Agpec cepsuca AirTune», 4na obecneyeHms yHkumin Radio Resource
Management n/wnun poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp».

[Nsi BCTYN/IeHUsI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNsI HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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6.11 MeHto «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.11.1 MogmeHto «O6HOBNEHME O ycTponcTear»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

MoHUTOpPHHT Radio VAP WDS STA CeTeBble HacTpoik1 BHewHme cepaucel Cucrtema - (Bbr0a)

OBHoenenue MO ycTpoiicTea > Axtvenan eepcua N0

. Pesepavan seposs 10
Kondwrypauma
Axmyaneran eepcus 10 docmynHa no adpecy: hitp/feltex-co.ru/support/downloads/
Mepesarpyaka
@aitn obHoenexua MO Beibop dpaiina |He exifpan vy oguH daiin
AyTeHtudmrauma
HypHan

Narta w epema

OtnagoyHan MHpopMaLma

« AKmusHasi sepcusi [10 — Bepcus NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ PesepsHas sepcusi 10 — Bepcusa NPoOrpaMMHOro 06ecneyvyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepekntounTbesa 6e3 3arpysku taiina MNo;
+ Codennamb akmusHOU — KHOMKa, N03BONAOLWANA caenatb pe3epBHyto Bepcuto MO akTUBHOM, ANs
3TOro nNoTpebyeTtcs nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHO.

O6HoBNEeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte cpaiin MO c canta http://eltex.ru/download, Bbi6pas 13 cnvucka o6opygosaHus WOP-30LI, n
COXpaHuTe ero Ha KomnbtoTepe. [ocne 3Toro HaxXMnTe KHoMKy «BbibepuTe daiin» B none dalis1 06Hos/eHUsI
10 v ykaxunTte nyTb K panny MO B hopmare .tar.gz.

[ns 3anycka npouecca 06HOBEHNSI HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBEHME. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLie), Noc/e Yyero
YCTPONCTBO aBTOMATUYECKM Nepesarpy3nTcs.

€ He oTkntouaiite NUTaHNe yCTPOICTBA U He BbINOMHANTE ero nepesarpy3ky B NpoLecce 06HOBAEHUS
Mno.
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6.11.2 TMoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

MoHUTOpHHT Radio VAP WDS STA CeTeBble HacTpoiikk BHelwHWe cepeucel CucTema - (Bbixon)
0OBHoanenue MO ycTpoiicTea MonyuuTe apxus KoHdMrypaLpm 7 Crauats
yCTpoHCTEa
Kondmrypawms »

3arpyauTh apxus KoHtUrypaLm Buibop dhaiina | He exibpan 11 oguH dhaiin

Mepezarpyaka Ha yCTpONCTED

AyTeHTHdMEALMA

WoypHan CBpoc Ha 3a804CcKWEe HACTPORKKM CoxpaHuTs napameTpsl AocTyna
Hypra
Narta u epema

OTnagouHan uHdo praunA

[Nony4yeHne kOHJMIypauum

UT0O6bl COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBNEHME KOHdIMIYpaLmn

[lns 3arpy3ky coXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe dainna KoHUrypauum NCnonb3yeTcsa NyHKT
«3azgpy3ums apxus KOHgu2ypayuu Ha ycmpolticmao». Ans 06HOBNEHNSI KOHhMIypaummn ycTpoincTeBa HaXXM1Te
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B popmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(UrypaLmusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKNE HACTPOKM

UTo6bI cAenaTb c6pOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnn aktBupoBaH dnar «CoxpaHuTb napameTpbl 40CTynay, To 6yAyT COXpaHeHb! Te napaMeTpsbl
KOHpUrypauumm, KOTopble 0TBEYatoT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.11.3 TMogmeHto «lMepesarpyska»

N5 nepesarpysku yCTpoincTBa HAXMUTE Ha KHOMKY «[epesarpy3kar. [Mpolecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

MonuTopuHr Radio VAP WDSs STA CeTesble HacTpoiiki BHellHMe cepBuckl Cuctema ru - (etmxoa)

—~ \ ) ~
OBHoenenue MO ycTpolicTea Mepesarpyska ycipoiicTea

Kondmrypauma
Mepeszarpyaka >
AyTenTudmraLmA
HypHan

DNara v epema

O anodHanA UHpopMaLKAa
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6.11.4 TMoameHto «AyTeHTUdINKaLNS»

Mpun BXoge yepes web-nHTepgeinc agMmMHMCTpaTop UMeeT MOJHbIVA A0CTYN K YCTPOMCTBY: YTEHNE U 3annchb
NOObLIX HACTPOEK, NOSHbLIA MOHUTOPUHI COCTOSIHUS YCTPOKCTBA.

© 3asoackas yueTHas 3anuch AN 40OCTyNa K YCTPOIACTBY: noriH: admin, naponk: password.

MoHuTopHHT Radio VAP WDS STA CeTeBble HAacTpolKK BHellHWE cepBUCEl Cuctema - (Bsixon)

(OBHoenenune MO ycTpoiicTea NokankHbIiA Naporns
Kondmrypauma Mapone @
Mepezarpyaka MNogTeep#aeHWe napona @
AyrenTadusaipa > HacTpoikun ceccum
HypHan Taiim-ayT BeanefcTBIA, MUH. 15
Narta w epema

+ [IpUMEHHTE ® Otmena
OTJ'IE,J,D'—I—E!H HMHpOpMaLMA

Pasnen «J/lokanbHbIA Naposib» NpegHasHavyeH 415 CMeHbl 3aBOACKOr0 nNapons Ans yyetHor 3anicy admin.

+ [laposib — BBOA, HOBOIO Naposns;
+ [NodmeepxoeHue naposisi — NOATBEPXAEHME HOBOrO Naposis.

Pasgen «HacTpoiku ceccum» npefHasHavyeH 419 aBToMaTuyeckoro Bbixo4a nosib3osarens u3 web-
nHTepdeica no Tanm-ayry.

+ TaliM-aym 6e30elicmsusi — BpeMs 6e34eiiCTBUS N0/Ib30BaTess B MUHYTax, Noc/ie KOTOPOro ceccust
aBTOMAaTMYECKM 3aBepLuaeTcs.

[N BCTYNNeHWs1 B CUy HOBOI KOHCOUTypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.11.5 ToameHo «KypHas»

MNMoameHto «KypHan» npefHa3Ha4yeHo A/18 HaCTPOWKN BbIBOA4A Pa3HOro poja O0TN1af0uHbIX COOOLLEeHNIA
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

MoHuTopIHT Radio VAP WDS STA CeTeBble HACTPOWEMN BHeluHWe cepBuCEl Cucrema - (esncon)

O6Hoenenue MO ycTpoiicTea Pestamn Cepeep v dain v

KoHdmrypauma Agpec Syslog-cepespa syslog.server
Mepezarpyaka Mopt Syslog-cepeepa 514
AyTenTudmrauna Paamep dhaiina, kb 1000
HKypuan »

+ [pUMEHHTE ® Otmena
INarta u epemA

'::lTJ'IE,CI,DL HaA UHpopMauna

* Pexum — pexum paboTbl Syslog-areHTa:
+ JlokasibHbIU ¢halil — HhopMaLUs XXypHasia COXpaHAeTCs B IOKa/IbHOM doaitnie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha BKknagke «MoHUTOpuHT/XKypHast coBbIThin,
« Cepsep u ¢halin — nHgopmauus XypHasa oTnpaBnsieTca Ha yaasieHHblin Syslog-cepeep u
COXpaHsieTcs B JIOKaIbHOM haiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepsepa;
+ Mopm Syslog-cepsepa — NopT aNs BXoAsAwmx coobuueHmnii Syslog-cepeepa (no ymonyanuio 514,
[l0NyCTUMble 3HaYeHusi 1-65535);
*+ Pasmep ¢palina, Kb — MmakcuManbHbIii pasmep haiina xypHana (gonyctMble 3HaueHmst 1-20000 kB).

Ansa BCTYMJ/ieHna B cuniy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

6.11.6.1 Bpy4Hyro

MoHuTopHHr Radio VAP

OBHoenenue MO ycTpoiicTea
Kondmrypauma
Mepesarpyaka
AyTeHTHdMEALMA

HypHan

Mata v epema >

OtnagouHan uHbopMaLmA

STA CeTeBsle HACTPOWEM

Pexam

[lata 1 BpemMaA ycTpoicTBa

BHeluHWe cepeuckl Cucrema

@ Bpyunyro () NTP cepeep

27.02.2026 04:53:55 | # Penakmposats

Yacoeo#i noAc Mockea, Poccun b
BrniounTh nepexoq Ha neTHee
BpeMA
Mepexon Ha neTHes BpemA (He ecibpato) (He exibparo) (He exibparo)
Mepexog Ha 3uMHes Bpema (He ecibpato) (He exibparo) (He exibparo)
CABur BpemMeHy (MuH.) 60
+ [MpumeHnTs ® Otmena

TR (BbX00)

+ [Jama u spemsi ycmpolicmsa — Aata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnn TpebyeTcs

KOPPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby;

+ [ama, spemsi — 3afainTe TEKyLLY0 AaTy U BPEMS UK HAXXMUTE KHOMKY «Tekyllas gata u Bpems»

AN ycTaHOBKM BpemeHu MK Ha ycTpoIicTBO;

+ Yacosol rosic — N03BONSET YCTAHOBUTb YaCOBO NOAC B COOTBETCTBUM C GAvKaiLLIMM ropogom B

BalLEeM pervoHe 13 3afaHHOro Crmncka;

* Bk/iro4umb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIVi Nepuos BpEMEHMU:

+ [Mepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga OyaeT BbINOMHATLCA Nepexos, Ha neTHee

BpeMS;

+ [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS], Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMS;

+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «|_|pVIMeHI/ITb». p,l'lﬂ OTMEHbI U3MEHEHWIT HAXXMUTE KHOMKY «OTmeHa».
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6.11.6.2 NTP-cepsep

MoHUTOpMHT Radio VAP WDS STA CeTeskle HAaCTpPOIKM BHellH1e cepBucel Cuctema - (eenx0n)

OBHoenenue MO ycTpolicTea Pexam ) Bpyunywo @ NTP cepsep

Korcburypaus [lata u BpemA ycTpoicTEa 27.02.2026 05:03:25

. Yacoeol noAc Mockea, Poccun v
epezarpyaka

AyTeHTudmraLmua NTP cepazp pool.ntp.org -
AyTerTrdmkaLy

BrrrouuTs nepexoq Ha NeTHee

HypHan
BpeMA
[ata u Bpems > lNepexoq Ha neTHee BpemA (He ecibparo) (He esibparo) (He embpana) B —
OTnagouHan MHhopMaLya Mepexog Ha 3uMHee BpeMA (He exibpaHn) (He ebibpako) (He epifpaKo) B -

CpAevr BpemMeHn (MMH.) 60

Appeca pononuutenchbix NTP-cepeepor

1 time.google.com x
2 time.cloudflare.com x
=+ lobasurs

+ [MprmeHHT: ® Otmena

« [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeHHOEe MMA cepBepa CMHXPOoHM3aunn BpeMeHn. Bo3MOXHO 3agartb agpec
nNn BbIGpaTh N3 CYLLECTBYHOLLErO CNCKa,
+ Yacosol rosic — nN03BONSET YCTAHOBUTb YaCcOBOI NOAC B COOTBETCTBUM C GAMKaiLLMM ropogom B
BalLEeM pervoHe 13 3afaHHOro Crmncka;
* Bk/iro4umb repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga OyaeT BbINOMHATLCA NepPexos, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb N BpeMs, Koraa OyaeT BbiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.
+ Adpeca dorosiHumesibHbiXx NTP-cepsepos — B C/lyvyae Korga OCHOBHOM CepBep CUHXPOHU3aL MmN BpeMeEHM
HefOoCTyNeH, yCTPOMCTBO OyaeT obpallaTbCs K AONOMHUTE/bHLIM CEpPBEPaM CUHXPOHM3ALNN
BpeMeHu. [1nsA Toro 4tobbl 406aBUTL afpec B CMUCOK, HOKMUTE KHOMKY «[J06aBUTb» U B NOABUBLUEMCS
none seeguTe IP-agpec nnv gomeHHoe nvis cepeepa. Utobbl yaanuTb agpec U3 CNncka, B

COOTBETCTBYHOLLEI CTPOKE HAXKMUTE KHOMKY .

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHUTb». [151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHa».
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6.11.7 MogmeHto «OTNagouHasa nHpopmauunsa»

MonuTopuHr Radio VAP WDS STA CeTeBble HACTPOWEN BHeluHWe cepBucEl Cuctema ru - (etmxon)

O6Hoenenne MO ycTpoiictea Dain oTnagouHo MHcopMaLm #* Crauats
KoHdmrypauus
Mepezarpyaka
AyTeHTUdMKaLMA
KypHan
INata n Bpems

OtnanoyHan MHdopMaLmsa »

dainn 0TnagouHon nHhopmMaumm

UTo6bl NoNy4nTb apxms troubleshooting.tar.gz ¢ ycTpoiicTBa Ha /IoKa/bHbI KOMMNbKOTEP, HAKMUTE KHOMKY
«CKayaTb».
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7 YnpaBneHue yCTPONCTBOM C NOMOLLbIO KOMaHAHOI CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanmto yctpoiicteo WOP-30LI HacTpoeHo Ha nony4veHne agpeca no DHCP. Ecnn 3Toro He npou3oLuso,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WOP-30LI1: 192.168.1.10, Mmacka nogceTu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# bro

WOP-30LI(config):/interface/br0# common

WOP-30LI(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — IP-agpec WOP-30LI)
WOP-30LI(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-30LI(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Neol)
WOP-30LI(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WOP-30LI(config):/interface/br0/common# protocol static-ip (13veHeHve pexuma paboTsl ¢ DHCP Ha Static-
IP)

WOP-30LI(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WOP-30LI(config
WOP-30LI(config
WOP-30LI(config
WOP-30LI(config
(
(

:/interface/br0/common# exit

:/interface/brO# exit

:/interface# exit

:/# route

WOP-30LI(config):/route# add default (r1e default — HassaHve mapLupyTa)

WOP-30LI(config):/route# default

WOP-30LI(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv v y3na HasHauyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WOP-30LI(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTu HasHauyeHus, 018 fedonTHoro
mMapLpyTta — 0.0.0.0)

WOP-30LI(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec Lnto3a)
WOP-30LI(config):/route/default# save (coxpaHeHve HacTpoek)

o =

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpOoek)

—_— e~ — — — —
_ = ==

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasath MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcsA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WOP-30LI
WOP-30LI

root):/# configure

config):/# interface

WOP-30LI(config):/interface# br0

WOP-30LI(config):/interface/br0# common

WOP-30LI(config):/interface/br0/common# mtu X (rae X — pasvep MTU B 6aiiTax. BO3MOXHbIE 3Ha4YeHns: 1-
1500. Mo ymon4yaHuto: 1500)

WOP-30LI(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_— e~ — —

7.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbI0 YTUANTbI set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WOP-30LI(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-30LI(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rge X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LU/03)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WOP-30LI(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rqe X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WOP-30LI(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuit IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — L/3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30LI(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WOP-30LI(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)
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3aBeplueHMe U COXpaHEHMe HacTPoeK

WOP-30LI(root):/# save (coxpaHeHne HacTpoek)

7.2.2 HacTpoiika yaanéHHoro ynpasneHuns

HacTpolika SSH

WOP-30LI(root):/# configure

WOP-30LI(config):/# ssh

WOP-30LI(config):/ssh# enable true (ynpasneHve ygaséHHbIM AOCTYNOM no SSH. [InA OTKNHYeHUsA BBeAnTe
false. [0 ymoniuyaHuio: true)

WOP-30LI(config):/ssh# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)

WOP-30LI(config):/sshi# session-limit X (rage X — makcumasibHoe konnyectso SSH-ceccuii. Mo ymonyaHuio: 5)
WOP-30LI(config):/ssh# save (coxpaHeHne HacTpoek)

HacTpoliika Telnet

WOP-30LI(root):/# configure

WOP-30LI(config):/# telnet

WOP-30LI(config):/telnet# enable true (ynpasneHne yaanéHHbiM 4OCTynom no Telnet. 15 OTK/IHOYEHNS
BBeauTte false. 1o ymonyaHuto: false)

WOP-30LI(config):/telnet# port X (raie X — nopt. o ymonyaHuio: 23)

WOP-30LI(config):/telneti# session-limit X (rae X — makcumansHoe konvyecTso Telnet-ceccuid. 1o
yMO/4aHuto: 5)

WOP-30LI(config):/telnet# save (coxpaHeHVe HacTpoek)
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HacTtpoiika SNMPv2

WOP-30LI(root):/# configure

WOP-30LI(config):/# snmp

WOP-30LI(config):/snmp# enable true (yrnipaBneHne SNMP. 1519 oTkntoveHns seeaute false. [0 ymonyaHuio:
true)

WOP-30LI(config):/snmp# rocommunity public (rge public — naponb Ha YTeHne napameTpoB)
WOP-30LI(config):/snmp# rwecommunity private (rge private — naposib Ha 3anvcb napaMmeTpos)
WOP-30LI(config):/snmpt# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nnv 4OMeHHOe NMSA NpuemMHuKa
coob6ueHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-30LI(config):/snmp# trap2sink X.X.X.X (roe X.X.X.X — IP-agpec uiv JOMeHHOe UMS NpueMHuKa
coob6ueHnii SNMPv2-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-30LI(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec nnn AOMEeHHOe NMSA NpuemMHuKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WOP-30LI(config):/snmp# sysname WOP-30LI (rie WOP-30LI — cucteMHoe nms ycTpoincTea. 1o ymonyaHumio:
WOP-30LI)

WOP-30LI(config):/snmp# syscontact Contact (rge Contact — KOHTaKkTHaA UHOPMAaLMA NPOU3BOANTESSA
ycTporictea. Mo ymonyaHmio: Contact)

WOP-30LI(config):/snmp# syslocation Russia (re Russia — vHhopmauus 0 MeCTOMNONIOKEHNN YCTPOCTBA.
Mo ymonyaHuio: Russia)

WOP-30LI(config):/snmp# trapcommunity trap (rae trap — naposis, cogepxaiminca B Tpanax. Mo
YMO/I4aHuIo: trap)

WOP-30LI(config):/snmp# save (COXxpaHeHne HacTpoek)

HacTtpoiika SNMPv3

WOP-30LI(root):/# configure

WOP-30LI(config):/# snmp

WOP-30LI(config):/snmp# enable true (ynpasnernne SNMP. [ins oTknoyveHns seeguTe false. 1o ymonyaHuio:
true)

WOP-30LI(config):/snmp# view (onpeaenset guanasoH OID'0B, AOCTYMHbIX A1 KOHKPETHbIX TPy
nosib3oBaTtesnei)

WOP-30LI(config):/snmp/view# add inc-all

WOP-30LI(config):/snmp/view# inc-all

WOP-30LI(config):/snmp/view/inc-all# rule (onpegenset npaea focTyna A5 pasHbIX rpynn nosib3oBarenei
K onpeAeneHHbIM YacTam MIB)

WOP-30LI(config):/snmp/view/inc-all/rule# add 1

WOP-30LI(config):/snmp/view/inc-all/rule# 1

WOP-30LI(config):/snmp/view/inc-all/rule/1# type included (rae included — Tun gencTemsA. BoamoxHble
3HauveHus: included — nob6asneHve 3agaHHoro OID, excluded — nckoveHve 3agaHHoro OID)
WOP-30LI(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3aaHHbIA OID. Ec/iv B rpynne B kayecTse
read-view ncnonb3yetcs view ¢ type =included n OID .1, TO Ha YTeHue 6yaeT goctyneH OID .1 n Bce ero
noyepHue. Ecnun type = excluded, To 6yayT focTynHbl Bce OID'bl KpOME .1 1 ero fo4EepPHUX)
WOP-30LI(config):/snmp/view/inc-all/rule/1# exit

WOP-30LI(config):/snmp/view/inc-all/rule# exit

WOP-30LI(config):/snmp/view/inc-all# exit

WOP-30LI(config):/snmp/view# exit

WOP-30LI(config):/snmp# group (3agaet gnanasoHbl OID'0B A/19 YTEHWUS 1 3anncu, onpeaenser YpoBeHb
6e30nacHoOCTH)

WOP-30LI(config):/snmp/group# add rw (rge rw — Ha3BaHue rpynnebl. Vicnosb3yeTtcs /18 NpyBA3KU
nonb3oBaTesnien K rpynne)

WOP-30LI(config):/snmp/group# rw

—_— e~ — —
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WOP-30LI(config):/snmp/group/rw# read-view inc-all (rae inc-all — view 4515 YTeHnsa napameTpos.
Onpegensiet gnanasoH OID'0B [OCTYMHbIX /19 YTEHUS)

WOP-30LI(config):/snmp/group/rw# write-view inc-all (rae inc-all — view gns 3anucu napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX 4715 3arncu)

WOP-30LI(config):/snmp/group/rw# security-level priv (rae priv — pexum 6e3onacHocT. Bo3aMoxHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yeTcsa aBTopu3auns 3anpocos Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOsb3yeTCsa aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 0TBeTa)

WOP-30LI(config):/snmp/group/rwi# auth-type MD5 (r1e MD5 — meTop, asTopusaumm. BoamoxkHbIe 3Ha4eHns:
MD5, SHA. icnonb3yeTtcs, ecnu security-level = auth unu priv. Ecnv He 3afaH, To ncnosb3syerca MD5)
WOP-30LI(config):/snmp/group/rwi# priv-type DES (r1e DES — meToz wnthposaHms. BO3MOXHbIE 3HAYEHNS:
DES, AES. /icnonb3ayeTtcs, ecniv security-level = priv. Ecnv He 3agaH, To ncnosnb3yercs DES)
WOP-30LI(config):/snmp/group/rw# exit

WOP-30LI(config):/snmp/group# exit

WOP-30LI(config):/snmp# user (yuyeTHasn 3anvcb nosb3oBartesis. MpuBsA3bIBAETCH K ONpeAeieHHOoN rpynne u
coaepXxnT B cebe nmsi 1 Naponu ans asTopusaumm n LNgopoBaHus)

WOP-30LI(config):/snmp/user# add admin (rge admin — nmsa noss3osartens. icnons3yercs rnpu
aBTOpM3aLLMKM 3anpoCcoB, a Takke MOXET HasHayaTbCs 415 target)

WOP-30LI(config):/snmp/user# admin

WOP-30LI(config):/snmp/user/admin# group rw (rae rw — rpynna, B KOTOPY A06aBaseTcs nosib3osaress)
WOP-30LI(config):/snmp/user/admin# auth-password password (rz1e password — naposbs /15 asTopusaLmm.
Ecnu y rpynnel security-level = auth unu priv, a auth-password He 3agaH, TO No/b30BaTe/lb He OyaeT
[OCTYMNeH)

WOP-30LI(config):/snmp/user/admin# priv-password password (rze password — naposb /18 WipoBaHus.
Ecnu y rpynnel security-level = priv, a priv-password He 3aaH, TO Mo/ib30BaTe/lb He OyAeT AOCTYIMEH)
WOP-30LI(config):/snmp/user/admin# exit

WOP-30LI(config):/snmp/user# exit

WOP-30LI(config):/snmp# target (BblAa€T Tpanbl Ha 3afaHHble XOCTbl. [Jo6aBiseTcs onunoHasibHo. AHanor
trapsink n trap2sink gs1is1 SNMPv3)

WOP-30LI(config):/snmp/target# add targetl

WOP-30LI(config):/snmp/target# targetl

WOP-30LI(config):/snmp/target/target1# host X.X.X.X (rie X.X.X.X — IP-agpec xocTta Ha KOTOpbIiA yayT
OTNpPaB/SATLCA Tparnbl)

WOP-30LI(config):/snmp/target/target1l# port X (rge X — HOMep noprta Ha KOTopbIA ByayT OTNPaBAsaTLCA
Tpanbl)

WOP-30LI(config):/snmp/target/target1# user admin (rge admin — nmsa NobL30BaTENIA, KOTOPOE
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe nosb3oBaTesib AO/HKEH ObiTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe 6yAeT HeakTUBHbLIM)

WOP-30LI(config):/snmp/target/target1# exit

WOP-30LI(config):/snmp/target# exit

WOP-30LI(config):/snmp# snmpv3-only true (Bk/1t0ueHve 3anpera goctyna ko scem 01D no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WOP-30LI(config):/snmp# save (coxpaHeHne HacTpoek)
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7.2.3 HacTtpolika ceTeBbIX napameTpoB IPv6

@ Mo ymonuannio 4OCTYN K YCTPOIACTBY MO NpoToKony IPV6 Ha Touke J0CTyna OTK/IOUEH.

BK/loueHue goctyna K yCTpoiicTBy Nno nNpoTokony IPv6e

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
DHCP)
WOP-30LI(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHVe A0OCTYNa K YCTPOWUCTBY M0
npotokony IPv6. s BbikoveHns BeeaunTe false)

WOP-30LI(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosnyueHve ceteBbix napameTpos IPv6 rno

—_— e~ —~ — —_— —
= = =

HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# br0

WOP-30LI(config):/interface/br0# common

WOP-30LI(config):/interface/br0/commont# ipvé

WOP-30LI(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXKX XXX XXX XXXKXXXXXXXXXXXX — cTaTruyecknia IPve-agpec ycTpoictea WOP-30LI)
WOP-30LI(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npedomkc crartmyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o ymMoi4aHuo: 64)
WOP-30LI(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaetcs IPv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WOP-30LI(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/
Y (rae XXXX:XXXXXXXXXXXX XXX XXXX:XXXX:XXXX/Y — IPv6-agpec DNS-cepeepa Nel ¢ npedukcom)
WOP-30LI(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX: XXXX:XXXX:XXXX: XXXX: XXX X:XXXX/
Y (rae XXXX:XXXXXXXXXXXX XXX XXXX:XXXX:XXXX/Y — IPv6-agpec DNS-cepeepa No2 ¢ npedukcom)
WOP-30LI(config):/interface/br0/common/ipv6# protocol static-ip (Bk/110ueHVIE NCNONB30BaHNA CTATUYECKMX
ceTeBbIX IPv6-napameTpoB. 115 nonyvyeHnsi CETEBbIX napameTpoB IPve no DHCP seeanTte dhcep)
WOP-30LI(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHV e AOCTYNa K YCTPOMUCTBY M0
npotokosny IPv6. Ans BbikntoveHns seegute false)

WOP-30LI(config):/interface/br0/common/ipv6# save (CoxpaHeHVe HacTpoek)

85



PykoBogacTBo no akcnayatauum WOP-30LI

7.3 HacTpolika BupTyasnbHbIx Todek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢

wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexxum 6e3onacHocTu
be3 napons

WPA

WPA2

WPA/WPA?2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA?2-Enterprise
WPA2/WPAS3-Enterprise
WPA3-Enterprise

KomaHga AnA HacTpoiiku pexxuma 6e3onacHocTu
mode off

mode WPA

mode WPA2

mode WPA_WPA?2
mode WPA3

mode WPA2_WPA3
mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X
mode WPA2_WPA3_1X
mode WPA3_1X

Hwxe npeactaBneHbl npuMepbl HACTPOoLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocTy ans Radio 5Ty,

(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoin oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WOP-30LI(root):/# configure
WOP-30LI(config):/# interface
WOP-30LI(config):/interface# wlan1-va0
WOP-30LI(config):/interface/wlanl-va0# vap
WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_open' (13veHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode off (pexvm wncpposaHus off — 6e3 naposns)
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-30LI(config):/interface/wlanl-va0/vap# radius
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposb a715 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (B 1t04eHNE Nepnoanyeckoin
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LI(config):/interface/wlanl-va0/vap# exit
WOP-30LI(config):/interface/wlan1l-va0# common

)

)

T =

WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHNE BUPTYA/ILHOM TOYKM [0OCTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_— o~ — —~

87



PykoBogacTso no akcnnyatauum WOP-30LI

7.3.2 Hactpoiika VAP c wndposaHnem OWE

CospgaHue VAP c wuncpposaHuem OWE

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure
config):/# interface
config):/interface# wlanl-va0
config):/interface/wlanl-va0O# vap
WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_owe' (13veHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexxum wndgposaHns OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-30LI(config):/interface/wlanl-va0/vap# radius
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs A715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bi/1t04eHNE NepnoanYeckoin
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LI(config):/interface/wlanl-va0/vap# exit
WOP-30LI(config):/interface/wlan1l-va0# common

)

)

—_— e~ —~ — —_— —
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WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHNEe BUPTYaILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_— o~ — —~
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7.3.3 Hactpoiika VAP c wudposaHnem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan1-va0 (HacTpoiika ckpbiToro VAP ¢ wungpposaHnem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)

WOP-30LI(config):/interface/wlanl-va0O# vap

WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_owe' (13veHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# hidden true (ckpbITh VAP)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexuvm wudposaHns OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)

WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# owe-transition-interface wlanl-val (ykazaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LI(config):/interface/wlanl-va0/vap# exit

WOP-30LI(config):/interface/wlan1l-va0# common

WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHne BUPTYa/ILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common#exit

WOP-30LI(config):/interface/wlanl-va0# exit

WOP-30LI(config):/interface# wlanl-val (HacTpoiika VAP 6e3 LunidposaHms)
WOP-30LI(config):/interface/wlanl-val# vap

WOP-30LI(config):/interface/wlanl-val/vap# ssid 'SSID_WOP-30LI_open' (13veHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HACTpoek pexrma 6e30MnacHoCcTu
Ha VAP)

WOP-30LI(config):/interface/wlanl-val/vap/ap-security# mode off (pexxum unchposaHms off — 6e3 naposin)
WOP-30LI(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlan1-va0 (ykazaHve VAP c
pexxumom wndposaHne OWE, K KOTOPOMY HEABHO ByAyT nofk/itodeHbl knveHTbl Wi-Fi 6, ocTasibHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WOP-30LI(config):/interface/wlanl-val/vap/ap-security# exit

WOP-30LI(config):/interface/wlanl-val/vap# exit

WOP-30LI(config):/interface/wlanl-val# common

WOP-30LI(config):/interface/wlanl-val/common# enabled true (Bk/l04eHne BUPTYaILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlanl-val/common#exit

WOP-30LI(config):/interface/wlanl-val# save (coxpaHeHve HacTpoek)
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7.3.4 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha RADIUS-cepBep

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan1-va0

WOP-30LI(config):/interface/wlanl-va0# vap

WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_Wpa2' (n3veHeHne nmeHn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LungpposaHmns — WPA/
WPA2)

WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib,
HEeoO6XoANMbIA A5 NOAKUYEHUS K BUPTYaslbHOM TOUke AocTyna. [AvHa Kda Ao/mkKHa CoOCTaBNATb OT 8
[0 63 CUMBOJIOB)

WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LI(config):/interface/wlanl-va0/vap# radius

WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposb a5 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bi/1t04eHNE Nepnoanyeckoin
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LI(config):/interface/wlanl-va0/vap# exit

WOP-30LI(config):/interface/wlan1l-va0# common

WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHne BUPTYa/ILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_— o~ — —~
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7.3.5 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure
config):/# interface
config):/interface# wlanl-va0
config):/interface/wlan1-va0O# vap
WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_enterprise' (13vieHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexxum wudposaHns — WPA/
)
)
)
)
)

—_— e~ —~ — —_— —

WPA2-Enterprise
WOP-30LI(config
WOP-30LI(config
WOP-30LI(config
WOP-30LI(config
cepsepa)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOoTopbIii
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaHmio: 1812)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-password secret (r/e secret — naposb a1s RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposb a715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bi/1t04eHNE Nepnoanyeckoin
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LI(config):/interface/wlanl-va0/vap# exit
WOP-30LI(config):/interface/wlan1l-va0# common

)

)

interface/wlanl-va0/vap/ap-security# exit

interface/wlanl-va0/vap# radius

interface/wlanl-va0O/vap/radius# domain root (rae root — fl0MeH Nosb30BaTesis)
interface/wlanl-va0O/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-

S~ T~ T~

WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHNe BUPTYaILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_— o~ — —~
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7.3.6 HacTtpoiika VAP c noptasibHOIn aBTOpU3aLmeit

KomaHAb! ANA HACTPOIiKK NOPTasIbHOW aBTOpPM3aLMun C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-30LI(root):/# configure

(
WOP-30LI(config):/# interface
WOP-30LI(config):/interface# wlan1-va0
WOP-30LI(config):/interface/wlanl-va0# vap
WOP-30LI(config):/interface/wlanl-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode off (pexxnm LunchposaHms off — 6e3 naposis)/
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-30LI' (n3veHeHve nveHn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# captive-portal
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect

WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykazarb nma noprana. o ymonyanuio: default)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bk/itounts MAC-aBTopr3aL o
nopTasibHbIX Nosib3oBaTenein Yepes APB cepBUC (4OCTYNHO TO/bKO ¢ SoftWLC 1.34.1 n Bbiwwe). Mo
ymos4aHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-30LI(config):/interface/wlanl-va0/vap# radius
WOP-30LI(config):/interface/wlanl-va0/vap/radius# domain root (rze root — foMeH rnosbL30Baresns)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X. X.X — |IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposb 715 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bi/1t04eHNE Nepnognyeckoin
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LI(config):/interface/wlanl-va0/vap# exit
WOP-30LI(config):/interface/wlan1l-va0# common

)

)

DA P P

WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/it0ueHne BUPTYasIbLHOM TOYKM A0OCTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_— o~ — —~
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7.3.7 HacTtpoiika VAP c BHeLlHel nopTasibHOW aBTopu3auueil

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexvv wndposanus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-30LI' (n3veHeHve nveHn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# captive-portal
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bk/1toueHne
noaAepXK1 BHELLIHEN nopTanibHOW aBTopu3aumun. Mo ymonyaHuto: portal)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>"(ykazarb URL BHELLIHEro BMpPTyasibHOro
nopTasia B COOTBETCTBMM C Tabnmuel 8)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# enabled true (Bik/1t0ueHne hyHKLMOHaNa captive-
portal)

WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-30LI(config):/interface/wlanl-va0/vap# radius

WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-password secret (r/e secret — napone a5 RADIUS-
cepBepa, UICNosib3yeMoro Ans aBTopm3anunn)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHVe HacTpoek)

— e~ ——— — —— =~
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JononHutenbHble KOMaHAbI AN HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napametp,
onpeaensLmii Ha OCHOBaHUN Yero byaeT hunbTpoBaTbCA Tpaduk HeaBTOPN30BAHHbIX KNTMEHTOB.
Bo3moxHble 3HaueHus: acl, white-list. [1o ymonyaHuto: white-list)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# http-auth false (oTk/1t0uEHNE aBTOPU3ALMM NO
http. Mo ymonyaHuio: true)

WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# ipv4-acl ipv4_list (rae ipv4_list — umsa cnvcka
npasu ipv4-acl)

WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# url-acl url_list (rge url_list — nmsa cnvcka npasun
url-acl)

WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# filter-dns-by-acl true (Bk/toueHve dousistpaLmm
DNS-3anpocoB no npasuiam preauth-acl. Mo ymonuaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rge XX-XX-
XX-XX-XX-XX — dpopmat MAC-agpeca KiimeHTa, KoTopblii 6yaeT noacTtaBnsaTbCa BMecTo <AP_MAC> B
3anpocax Ha BHeLHNA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-
XX-XX-XX — dpopmat MAC-agpeca TOUKM AOCTyna, KOTOpbIn 6yAeT NnoAcTaBnATbCs BMecTo <NAS_ID> B
3anpocax Ha BHeLHnA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXEXXXX, XXXXXXXXXXXX. [10 YMOTHAHMHD: XXXXXXXXXXXX)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# disconnect-on-reject true (napamvertp,
OTBEevaloLLMii 3a OTK/IOYEHME KNIMEHTa nocsie nosny4veHuns Access-Reject. 11 oTkitoueHms seeaute false)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# exit

WOP-30LI(config):/interface/wlanl-va0/vap# radius

WOP-30LI(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasars MAC-agpec
KnneHTa B kayecTBe naponsa B RADIUS 3anpocax. Mo ymonyanuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-XX-
XX — cpopmar MAC-agpeca KNneHTa, KoTopblii 6yaet courypuposatb B RADIUS 3anpocax. ®yHKUMoHasn
paboTaeT To/IbKO Nnpu ycnoBumn use-macaddr-as-password = true. Bo3MOXHble 3HauYeHns: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTHAHUHO: XXXXXXXXXXXX)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHVe HacTpPOeKk)

© /715 nonyyenns nHcopmaumn 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.

94


https://docs.eltex-co.ru/pages/viewpage.action?pageId=504365113
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Tabnuua 8 — HacTtpoliika URL wa6noHa an1a BHELWHe NopTasibHOM aBTopu3aunm

MapameTp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHblIii Ha VAP nnn B system. Ecnm He 3agaH H1 OguH
13 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS- n HTTP(S)-
nakeTtax éyget ucnosnb3oBarbcs MAC-agpec Touku gocTyna B
dopmare "nas-id-format”

JloMeHHOe MMS,, KOTOPOE MOKAa3bIBAETCS KITMEHTY NpK
nepeHanpaeneHum

MAC-azpec Toukn goctyna

MAC-agpec knueHTa

SSID

URL, KoTopbIii M3HaYa/IbHO 3anpaluvBas KNNeHT
IP-agpec To4kn goctyna

AP-location Toukn gocTtyna
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7.3.8 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomMaHAbl AnA HacTpoiiku gononHutenbHoro RADIUS-cepBepa Ha VAP

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan1-va0

WOP-30LI(config):/interface/wlanl-va0# vap

WOP-30LI(config):/interface/wlanl-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepsepa)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# backup (HacTpoiika gonosiHnTensHoro RADIUS-cepeepa)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutesbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec A0N0NHUTENIbHOIO
RADIUS-cepBepa B KOHurypauuu)

WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — IP-
agpec RADIUS-cepBepa)

WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (/e secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rae X.X.X.X — IP-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (/e secret —
naposnb Ans RADIUS-cepBepa, NCMNOosb3yeMoro A5 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — npuoputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

DA P P
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PykoBogacTso no akcnnyatauum WOP-30LI

7.3.9 HacTtpoiika noBTOpHbIX 3anpocoB Ha RADIUS-cepsep

KomaHAbl ANs HACTPOIiKM NOBTOPHbIX 3anpocoB Ha RADIUS-cepBep

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan1-va0

WOP-30LI(config):/interface/wlanl-va0O# vap

WOP-30LI(config):/interface/wlanl-va0/vap# radius

WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-retry-count X (rge X — KonM4ecTBO OTNpPaB/ieHHbIX
3anpocoB Access-Request RADIUS-cepBepy, ecnn RADIUS-cepBep He oTBevaeT. Bo3MoxHble 3HaueHus: 0-
32000. Ecnn napameTp paBeH 0, To 6yAeT oTnpas/ieH oAauH Access-Request. Mo ymonuaHuio: 4)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-retry-timeout X (rge X — tarim-ayT oxugaHums
oTBeTa oT RADIUS-cepBepa B cekyHAax nepep noBTOPHON OTNpaBKkoi 3anpoca Access-Request. BO3MOXHbIe
3HauveHust: 0-32000. o yMon4YaHuio: 2)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-retry-count X (rae X — KonmM4ecTBO OTrNpaB/eHHbIX
naketoB Accounting-Request (Start), ecnim RADIUS-cepBep He oTBeyaeT. Bo3aMoXHble 3HauyeHus: 0-32000.
Ecnu napameTp paseH 0, To 6yaeT oTnpas/ieH oanH Accounting-Request (Start). Mo ymonyaHutio: 4)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-retry-timeout X (rge X — tanim-ayT oxugaHms
oTeBeTa oT RADIUS-cepBepa B cekyHAax rnepep noBTOPHON OTNpaBKoi nakeToB Accounting-Request (Start).
Bo3mOXHble 3Ha4YeHus: 0-32000. Mo ymonyaHuto: 2)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# save (CoxpaHeHne HacTpoek)

7.3.10 [OononHutenbHble HacTpoiikn VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

Ha3HauyeHue VLAN-Group Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (rae X,Y-Z — Homepa VLAN-ID, KoTopble MOXHO
HasHauMTb Ha VAP. BO3MOXHble 3Ha4YeHuns: 1-4094. Ecnm HacTpoeH napameTp vlan-group, To 6yaeT
nrHopmpoBsartbcAa napametp vlan-id)

BknoueHue pexuma Band Steer

WOP-30LI(config):/interface/wlanl-va0/vap# band-steer-mode true (Bx/itoueHne pexrva Band Steer. [1715
OTK/Io4YeHNs BBeauTe false)

BkntoueHue VLAN trunk Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# vlan-trunk true (sktouenne VLAN Trunk Ha VAP. 115
OTK/Io4YeHus BBeauTe false)
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BkntoueHune General VLAN Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# general-vlan-mode true (BktoueHve General VLAN Ha SSID. [ns
oTKNtoveHns seeaute false)
WOP-30LI(config):/interface/wlanl-va0/vap# general-vlan-id X (ra1e X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WOP-30LI(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHann3 npnoputera 13 nons CoS (Class
of Service) TerMpoBaHHbIX NAKeToB. 3Ha4YeHWe Mo YMONYaHuIo: true. B aToOM cnyyae aHanm3npyeTcs
npuoputeT 13 nona DSCP 3arosioBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/110uNTH 3alUMTy management-
Kagpos (opelimoB). required — TpebyeTcs nogaepxka MFP OT KNneHTa, KNneHTol 6e3 MFP He cMoryT
noaknunTbes. capable — coBmecTMMo ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT noakatunTtbes. Ans
oTK4YeHus BeeaunTe off)

BknoyeHue ucnonb3oBaHusa TLS npun aBTopusauumn

WOP-30LI(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crnosb3oBars TLS npy aBTopusaLmm.
[na otknoueHus seeaute false)

BksitoueHue ckpbITOro SSID

WOP-30LI(config):/interface/wlanl-va0/vap# hidden true (Bk/1t0ueHVIe ckpbITOro SSID. 17151 OTK/IKOUEHNS
BeeauTe false)

Bk/oUeHue U30NsALUN KNIMEHTOB Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# station-isolation true (Bx/10ueHVIe V30NALMK TpadVKa Mexay
KnneHTamu B npegenax ogHol VAP. insa oTknoveHns seegue false)
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OrpaHuuyeHne KonmyecTBa KJiMeHToB Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# sta-limit X (roe X — MakcymasibHO fonyCcTUMOe YNCTIO
NOAKNOYAEMbBIX K BUPTYa/IbHOW CETU K/TMEHTOB)

BkntoueHue 3awmTbl oT ARP Spoofing

WOP-30LI(config):/interface/wlanl-va0/vap# arp-inspection true (Bk/1l0ueHve Nnposepky Tpadurka Ha
nogMeHy IP-aapeca uctoyHuka B ARP-naketax. [ins otknioveHus seeguTe false. o ymonuanuio: false)

Ha3HaueHune ACL Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# uplink-ipv4-acl X (rge X — vivs ACL-nucTa, KoTopbIin 6yaet
npvMeHeH Ha VAP)

BktovyeHue pennukaymum MynbTUKacToBOro TpachKa Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHne penvkaumm
MyNbTUKacToOBOro Tpadnka Ha VAP. [insa oTkaoueHus eeegute false)

BknroueHue Minimal Signal U Roaming Signal

WOP-30LI(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/1t04eHVIE CMONL30BAHNSA
doyHKuMoHana Minimal Signal. 19 oTkntoveHus Beegute false)
WOP-30LI(config):/interface/wlanl-va0/vap# min-signal X (r1e X — noporosoe 3HaueHve RSSI, npn
[OCTXXEHMN KOTOPOro Touka byeT oTk/IovaTb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WOP-30LI(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — nepros, BpemeHu B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyaoBaHns OT
BUPTYasibHOW CETHN)

WOP-30LI(config):/interface/wlanl-va0/vap# roaming-signal X (rie X — noporosoe 3Ha4eHve RSSI, npu
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYH0 TOUKY
foctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal Jo/mKeH ObITb paBeH, Hanpumep, -70
ABM)

WOP-30LI(config):/interface/wlanl-va0/vap# save (coxpaHeH/e HacTpPoekK)

BknioueHue nepepaum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WOP-30LI(config):/interface/wlanl-va0/vap# local-switching true (Bx/10ueHVe nepegaqun aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. s oTkntoueHns: BeeanTe false. [10 yMO4aHWIO: BbIK/THOUYEHO)
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YnpaBneHue BewwaHuem VAP nNpu nponagaHnun CBA3U C KOHTPOJI/IePOM

WOP-30LI(config):/interface/wlanl-va0/vap# override-service-hold global (ynpasneHve BelaHnem gaHHOrO
VAP B achupe npv nponagaHnm cBA3u C KOHTPOIepoM. MOXeT npuHnumaTth 3HadeHus: global — ans
AaHHoro VAP npyMeHsieTcs 3HavyeHne 13 rnobanbHOro napamerpa service-hold npy nponagaHum cesAsu ¢
KoHTponnepowm; false — os1a gaHHoro VAP BelaHme 6yaeT nprocTaHoBEHO NpU NponagaHnn CBA3N C
KOHTpONEePOM; true — AN AaHHOro VAP BellaHve 6yaet npon3BoauTbCs BHE 3aBUCUMOCTM OT
COeMHEHNS C KOHTPOs11epoM. o ymonyaHuio: global)

© napametp override-service-hold nepeonpegensieT rno6anbHbIii napameTp service-hold ans
KoHKpeTHoro VAP. B Tabnuue 9 onMcaHo B3aMMOAENCTBUE 3TUX NapaMeTPOB NOCe HACTPOVKKN Npu
nponagaHun CBsA3n C KOHTPOJ/I/IEPOM.

Tabnuua 9 — B3anmopelictBme napameTpoB override-service-hold u service-hold

override-service-hold = override-service-hold = false override-service-hold = true
global

service-hold = true HacTtpanBaemas VAP BewaeTr HacTtpavBaemasa VAP He HacTtpanBaemas VAP Beljaet
B achup BelaeT B achup B achup

service-hold = false HacTtpavnBaemasi VAP He HacTtpavnBaemasi VAP He HacTtpavnBaemas VAP BellaeT
BeLaeT B adhup BeLaeT B adup B achup
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAE/IbHOCTU), MOAK/IIOYEHHbIX K
OaHHOW VAP, 10 TOYKM gocTtyna:

WOP-30LI(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — makcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHve Lwelinepa.
Bo3MoXHble 3HaueHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUN OT TOYKM AOCTYNA A0 KJINEHTOB (KaXXAOro B OTAENbHOCTN),
NOAKNIOYEHHbIX K AaHHOI VAP:

WOP-30LI(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — maxkcumasibHasi CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHVe Wwelinepa.
Bo3MoxHble 3HaueHus:: kbps — KGUT/C, pps — NakeTkl/c, off — BbIK/1HOHEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-txi# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUU OT K/INEHTOB (B CyMMe), NOAKIOYEHHbIX K JaHHOW VAP, 1,0
TOYKM AocTyna:

WOP-30LI(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — makcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1t0ueHve Lwelinepa.
Bo3MoXHble 3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUU OT TOYKN AOCTYyNa A0 K/INEHTOB (B CyMMe), NOAKNKOYEHHbIX K
OaHHOoiA VAP:

WOP-30LI(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rae X — makcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve Lwelinepa.
Bo3MoXHble 3HaueHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-txi exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rae X — makc/masibHas CKOpPOCThL B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bk/itoueHne weinepa. BoamoxHble
3HauveHus: kbps — K6uT/C, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHVe HacTpPOeKk)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rge X — MmakcrmasibHas CKOpPOCThb B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/iloueHne weinepa. BoamoxHbIe
3HayeHus: kbps — KGUT/c, pps — NakeThbl/c, off — BbIK/THOYEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHVe HacTPOeK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — MakcumasibHasi CKOPOCTh B
KOUT/C NI NakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/itoueHe wennepa. BosmMoxHble
3HauyeHus: kbps — K6uUT/C, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcumasibHas CKopocTb B
KOUT/C NI NakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/itoueHne wennepa. BoamoxHble
3HauyeHus: kbps — K6uUT/C, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

102



PykoBogacTso no akcnnyatauum WOP-30LI

HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-unknown-ucast-rx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rae X — mMakc/masibHas CKOpoCThb B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/itoueHne weinepa. BoamoxHble
3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/1HOYEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (CoOxpaHeHne HacTpoek)

HacTtpoiika KOHTpons gocTyna no MAC

WOP-30LI(config):/interface/wlanl-va0/vap# acl

WOP-30LI(config):/interface/wlanl-va0/vap/acl# mac

WOP-30LI(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXOCXXXOEXKXX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb AOCTYN. ANa yaaneHus agpeca us
cnucka ncnosnb3yiite komaHay del)

WOP-30LI(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-30LI(config):/interface/wlanl-va0/vap/acl# policy allow (Bbi60p nonmTrkn. Bo3mMoxHbIE 3HAYEHNSA:
allow — paspeluaTb NOAKIOYEHME TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX COAepXaTcs B CMMCKE;
deny — 3anpewiatb nogkoueHme knneHtam, MAC-agpeca KOTOpbIX COAepXaTcs B CNMCKe. 3HavyeHne no
ymorsiyaHuio: deny)

WOP-30LI(config):/interface/wlanl-va0/vap/acl# enable true (Bx/itoueHne koHTponsa goctyna no MAC. [ns
oTkNtoueHust Beeaunte false)

WOP-30LI(config):/interface/wlanl-va0/vap/acl# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTpoiika 6NOKMpoOBKU NOAK/IIOHEHUSA NOMb30oBaTesnieil, nogmMmeHaWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xogumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKHOHEHNIA

nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoicTea (w3, MK 1 npoyee), TO HEO6X0ANMO

Bocnonb3oBatbcsa HacTpolikoin fdb-filtering, koTopas nmeeT cnegyrowme pexmmMbl paboThbl:

on-connect — peXum 610KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciyvae ecniv MAC-
agpec yxe nsyyeH Ha Ethernet-nopTty To4kun [OCTYNa;

by-eth-event — pexum oTk/I04aeT NOAKIHYEHHOTO KnveHTa no Wi-Fi, B criyyae ecnu ero MAC-agpec cTtasi
n3yyeH Ha Ethernet-nopTy TOUkM AOCTyna (peXxmnm NnoMoraeT ounLaTb CTapyto 3anucb O K/IMEHTE Nnpu
pOymMUHre);

full — pexxum coBmelLaeT B cebe Bce npeplayLine, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nosnb3oBaresns no Wi-Fi, a Takke OTK/Ii0HaEeT paHee NoAKH0YEeHHOro B ciyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

o Mpw BbicTaBneHun pexnmos full v on-connect poyMuHTr Wi-Fi KTMEHTOB MOXET YXYALINUTLCA. Tak B
xofie paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNajatoT Ha OCTa/lbHble TOYKM AOCTYna CeTU 1
ero MAC nsyyaetcsa Ha BCexX Toukax [oCTyna CeTu, No3aToMy Npu POYMUHIE KIMEHTa, B Cnyyae ecnuv
ero MAC-agpec HaxoguTca B crimcke Ha Ethernet-nopty, nepenok/ioyeHe MOXeT NMPONCXOAUTL
AnnTesibHoe Bpems.

WOP-30LI(config):/interface/wlanl-va0/vap# fdb-filtering
WOP-30LI(config):/interface/wlanl-va0/vap/fdb-filtering# enabled true (BxntoueHne hyHkuonana. [Ans
oTkNtoveHus seeauTe false. 3HayeHne no ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/fdb-filtering# mode full (ci60p pexnma paboTsl. 3HayeHve no
ymonyaHuio: by-eth-event)

WOP-30LI(config):/interface/wlanl-va0/vap/fdb-filtering# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexagy VAP ¢ pexxumom 6e3onacHocTn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C vHcTpyKumeit no HacTpoiike VAP ¢ pexvmom 6e3onacHoctn WPA2-Personal n gpyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvimom 6e3zonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHyika/IbHbLINA KNHOY /15
[aHHOI VAP)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (joveH fo/mkeH coBnagarb Ha
BCTpeYHbIX VAP)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-agpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH1Ka/IbHbIA
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bik/1l0ueHVe paboThbl TOUKK AOCTYNA MO
NPOTOKO/Yy 802.11r)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHbLIN KNHOY [/15
AaHHoro VAP)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (joveH fo/mkeH coBnagarb Ha
BCTPEYHbIX VAP)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azspec VAP-
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHuKaIbHbIN
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bik/1l0ueHVe paboThl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/il0ueHVE PabOThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/il0ueHVe paboThl TOUKM
[ocTyna no npotokosy 802.11k/v)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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7.4 Hactpoika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiku Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WOP-30LI(root):/# configure
WOP-30LI(config):/# interface
WOP-30LI(config):/interface# wlanl-wds0 (Bbi60p nnHKa WDS. Bo3amoxHble 3HaveHns ans Radio 2.4 [T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-30LI(config):/interface/wlan1l-wds0# wds
WOP-30LI(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHrepdeiica
BCTPEYHOIN TOUKM AOCTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IN BBECTU HA BCTPEYHOWN TOUKE AOCTYyNna KoMaHay
monitoring radio-interface)
WOP-30LI(config):/interface/wlan1-wds0/wds# exit
WOP-30LI(config):/interface/wlanl-wdsO# common
WOP-30LI(config):/interface/wlanl-wdsO/common# enabled true (BktoueHvie nuHka WDS. [119 OTK/IHOYEeHUA
BeeauTe false)
WOP-30LI(config):/interface/wlanl-wds0/commont# exit
WOP-30LI(config):/interface/wlan1-wds0# exit
WOP-30LI(config):/interface# wlanl (npu HacTpoiike WDS Ha Radio 2.4 [T, BBeanTe wlan0)
)
)

~ T~ T~

WOP-30LI(config):/interface/wlanl# wlan

WOP-30LI(config):/interface/wlanl/wlan# wds

WOP-30LI(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexxnumva 6e3onacHocT WPA?2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WOP-30LI(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Naposib, He0OXoANMbIA A1
MOAKMHOYEHUSA K BCTPEYHOM TouKe AocTyna. AnHa Kaya Ao/mKHa COCTaBNATb OT 8 40 63 CUMBOJIOB)
WOP-30LI(config):/interface/wlanl/wlan/wds# enabled true (Bk/toueHve WDS. [1/15 OTK/IHOUEHNS BBEAUTE
false)

WOP-30LI(config):/interface/wlanl/wlan/wds# save (coxpaHeHVe HacTpOek)

—_— e~ — —

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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7.5 Hactpoliika Mesh

© [insa cozpanms mesh-ceTn He06x0AMMO, UTOBLI HA TOUKAX AOCTYNa, KOTopble 6yayT 06LeANHATLCA B
efMHyt0 mesh-ceTb, B HaCcTpolikax pagnouHtepderica 6bia BbiIGpaH 04MHAKOBLIA KaHasT U ero LUMPUHA,
a Takxe OTK/IYeH aBTOBbIGOp KaHana. bonee nogpo6Hy0 NHhopMaL Mo 0 HacTpolike
pagnovHTepdelica Yepes KOMaHAHYH CTPOKY MOXHO y3HaTb B pasgene Hactpoiku Radio.

€ Mpu ncnonbsosaHun B mesh-ceTn paguonHTepeiica wlan0 6yayT 6110KMpPOBATLCS MHTEPelichl
wlan0-va6 n wlan1-va6 Ha Radio 2.4/5 'Tu,

HacTpoiika Mesh

WOP-30LI(root):/# configure

WOP-30LI(config):/# mesh

WOP-30LI(config):/mesh# mesh-id ELTEX-MESH-SSID (rae ELTEX-MESH-SSID — naeHTudukatop mesh-cetn,
KOTOpPbI/ NO3BONSET TOUKAM A0CTyna HaxoAuTb APYr Apyra 1 00bEeANHATLCS B €AMHYO CETb)
WOP-30LI(config):/mesh# password password123 (re password123 — k/1t04/naposib, UCMob3yeTcsa A4
3allUMTbl KaHana CBA3W Mexay y3namu. simHa Kitoya Ao/hkHa CocTaBAaTb OT 8 10 63 CMMBOJIOB)
WOP-30LI(config):/mesh# client-isolation true (Bk/1t0ueHVIE M30NALMM TpaVKa MEXIY KIVEHTCKUMN
yCTpoMCcTBaMu pasHbixX y3n0B. Ansa oTknoveHns seeaute false. o ymonyaHuto: false)
WOP-30LI(config):/mesh# neighbors-notify-interval X (rge X — BpemMeHHOV NPOMeXyToK B MUI/IUCEKYHAAX,
yepes KOTOopbIil ToUKa A0CTyna paccblnaeT cayebHyt nHgopmauunio o cebe cocegHNM y3nam.
Bo3moxHble 3HaueHus: 100-10000. Mo ymonyaHuio: 1000)

WOP-30LI(config):/mesh# port

WOP-30LI(config):/mesh/port# add wlanl (rae wlanl — pagnonHtepdeiic wlanl. Ans yaaneHus
ncnonbayiite komaHay del. B port no ymonuaHuio go6asneH pagnovHTepdelic wlan0. Mepep,
[ob6aBneHnem pagnonHTepdeinca wlanl cnegyet yaanutsb pagnonHtepderic wlan0)
WOP-30LI(config):/mesh/port# exit

WOP-30LI(config):/meshi# enabled true (Bk1toueHve mesh. Ans oTknoyeHns seegute false. Mo ymonyanuto:
false)

WOP-30LI(config):/mesh# save (coxpaHeHVe HacTpoek)
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7.6 Hactpoiika AirTune

HacTpolika AirTune

WOP-30LI(config):/# airtune

WOP-30LI(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-
aZipec cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WOP-30LI(config):/airtune# dca true (Bk/1toueHne pyHKLMOHaNa JUHAMNYECKOrO pacrnpenesieHs KaHasios.
[ns otknoyeHns seeaute false)

WOP-30LI(config):/airtune# tpc true (BktoUeHNe hyHKUMOHaIa aBTOMATU4eCcKoro

yrnpaB/ieHs MOLLHOCTLHO. /19 oTk/ItoueHns BeeauTe false)

WOP-30LI(config):/airtunet# load-balance-80211v true (Bk/it04eHVe PyHKLUMOHaa banaHCnpoBKY KIIMEHTOB.
[ns otknoyeHns seeaute false)

WOP-30LI(config):/airtune# enabled true (Bk/1t0ueHve B3anmoaencTens ¢ cepsmucom AirTune. /15
oTK/Io4YeHns Beeaute false)

WOP-30LI(config):/airtune# save (coxpaHeHve HacTpoek)

[ns aBTomartuyeckoi HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke 4OCTyna HeEO6X0AMMO BK/IHOUUTb
doyHKumoHan 802.11r, AN 3TOro BbINOAHUTE Crieayowme HaCTPOKN:

HacTtpolika 802.11r uepes AirTune

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bx/1t0ueHVe paboThl TOUKM AOCTYNA MO
npoTokosy 802.11r)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)

[na aBTomatnyeckoii HacTpoiikmn 802.11k/v yepes cepauc AirTune Ha TOUKe J4OoCTyna Heo6XoANMO BK/THOUUTb
dhyHkumoHan 802.11k/v Ha SSID, gn1a aTOro BbINONHUTE CReayoLme HaCTPOMKK:

HacTtpoiika 802.11k/v yepes AirTune

WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/it0ueHVe NoaLEPKKNA
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumu koHTponnepa SoftWLC.
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7.7 Hactpoiikm Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan0

WOP-30LI(config):/interface/wlan0# wlan

WOP-30LI(config):/interface/wlan0/wlan# radio

WOP-30LI(config):/interface/wlan0/wlan/radio# channel X (rze X — HOMep cTatnyeckoro kaHasia, Ha KOTOPOM
6yaeT pabotarb TOUKa)

WOP-30LI(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1104eHne aBTOBLIOOPa KaHana. s
BK/IIOUYEHNA BBeAUTE true)

WOP-30LI(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHVE CNONIL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WOP-30LI(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnpuHa kaHana. lNapamveTp Moxet
npuHUMaTh 3HadveHune: o Radio 1: 20, 40; Radio 2: 20, 40, 80)

WOP-30LI(config):/interface/wlan0/wlan/radio# tx-power X (rz1e X — ypoBeHb MOLHOCT B ABM. [NapameTtp
MOXET MpUHUMaTh 3HadyeHue: ana Radio 1: 0-16 gbm; ona Radio 2: 0-19 nbm)
WOP-30LI(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MYHUMa/IbHbIA YPOBEHL MOLLHOCTY
B AbM. MapameTp MOXET nNpuHMMaTb 3HadeHune: and Radio 1: 0-16 Abm; ansa Radio 2: 0-19 abm)
WOP-30LI(config):/interface/wlan0/wlan/radio# tx-power-max X (rge X — mMakcumasibHbI YPOBEHb
MOLLHOCTM B ABM. [MapamMeTp MOXeT npuHMMaTh 3HaveHue: ans Radio 1: 0-16 abm; ang Radio 2: 0-19 obm)
WOP-30LI(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)

DA P P

© Cnucku gocTynHbIX KaHaNoB

Ona Radio 2.4 Ty gnsa BbIGOpA AOCTYMHbI CeAYIOWMNE KaHAbI:
* Npu WupuHe kaHana20Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.
a

Ana Radio 5 Ty anAa BbiGOpa AOCTYNHbI cneaylolne KaHanbl:
* npwu wupuHe kaHana 20 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

0 MapameTpsbl tx-power-min 1 tx-power-max NPUMeHSIIOTCS TOMbKO B peXume paboTbl C CEPBUCOM
AirTune.
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7.7.1 [dononHuTtenbHble HacTpoiikn Radio

BbI6Op CTpaHbI

WOP-30LI(config):/interface/wlan0/wlan/radio# country X (re X — BbIOOp CTpaHbl, B KOTOPOIA HAXOANTCA
YCTPOMNCTBO. BO3MOXHble 3Ha4eHune: EU, RU, ALL. Mo ymonyaHuto: RU)

HacTpolika orpaHU4YeHHOro CNUCKa KaHas/loB

WOP-30LI(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/il0ueHne ncnosb3oBaHns
OrpaHnYyeHHOro crnycka kaHanos B pabote aBTOBbIOOPa KaHas10B. 115 BbikNoveHns BeeauTe false)
WOP-30LI(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rje 1, 6, 11 — kaHa/bl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIii paanonHTepPdec)

HacTtpoiika orpaHMYeHHOro CMuCKa KaHaJI0B B pexume STA

WOP-30LI(config):/interface/wlan0/wlan/radio# use-limit-channels-client true (Bx/110ueHne ncnonb3oBaHns
OrpaHNYEHHOro CnMcKka KaHa/0B B pexnme knueHTa (STA). s oTknoueHust Beeante false. o
ymMon4yaHuto: false)

WOP-30LI(config):/interface/wlan0/wlan/radio# limit-channels-client '1 6 11' (e 1, 6, 11 — kaHasbl
AnanasoHa, B KOTOPOM MOXET paboTaTb HaCTpanMBaeMbIil pagnonHTepdenc B pexxume kameHTta (STA))

N3meHeHUe OCHOBHOrO KaHasa

WOP-30LI(config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT npuHUMaThL
3HauveHue: lower, upper. o ymonyanuto: ang Radio 1: lower; ansa Radio 2: upper)

BknroyeHue NCcnosib30BaHUA KOPOTKOro 3alWmMTHOro UHTepBana

WOP-30LI(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EHVIE UCMONL30BAHNA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia ANnd nepegadn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTkAoveHus seeaute false)

BkntoueHune STBC

WOP-30LI(config):/interface/wlan0/wlan/radio# stbhc true (Bk/1t04eHne MeTofa NPOCTPaHCTBEHHO-
BPeMeHHOro 6/104HOro kogmpoBaHua (STBC), Hanpas/IEHHOTO Ha MOBbILEHNE HaAEXHOCTM nepeaayu
AaHHbIX. s oTknovyeHnsa seeaunte false)

BknioueHue arperauumn

WOP-30LI(config):/interface/wlan0/wlan/radio# aggregation true (Bk/1t0ueHne arperauny Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkioyeHnsa seeguTe false)
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BK/1l0OUEHME UCNO/Ib30BaHUA KOPOTKOIi NpeamMGy bl

WOP-30LI(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1H0HEHVIE NCMONL30BAHNA KOPOTKOIA
npeam6ysibl naketa. Anga otkaoyeHnsa seeguTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-30LI(config):/interface/wlan0/wlan/radio# wmm true (Bx/1t0ueHvie nogaepxki WMM (Wi-Fi Multimedia)
[na otknoveHus seegute false)

OrpaHuyeHue YyBCTBUTENbHOCTU NPUEMHUNKa

WOP-30LI(config):/interface/wlan0/wlan/radio# sensitivity-threshold-mode X (rae X — pexvm orpaHnyeHns
4yBCTBUTE/TLHOCTY NpUeMHUKa. MOXeT NpuHnmaTthb 3HadeHus: dynamic — gnHammnyeckas noAacTpoiika
yyBcTBUTENbHOCTY; fixed — hMKCMPOBaAHHOE OrpaHNYeHne YyBCTBUTETbHOCTN)
WOP-30LI(config):/interface/wlan0/wlan/radio# sensitivity-threshold X (rze X — ypoBeHb orpaHnyeHns
4yBCTBUTE/IbHOCTY NpUeMHUKa. MNpuHUMaeT 3HauYeHns: ANs WMpKUHbI KaHana 20 MIy;: ot -95 aAbm Ao -40
ABM; oA WnprHbl KaHata 40 MI'y;: ot -92 gbm fo -40 abm; ona wupuHbl KaHana 80 MITy;: oT -89 gbm A0 -40
M)

HacTpoiika mexaHuama DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 'L (wlanl)

WOP-30LI(config):/interface/wlanl/wlan/radio# dfs X (rge X — pexxum paboTtsl mexaHnsma DFS. Moxet
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IHOUYEH, DFS-KaHanbl AOCTYNHbI A5 BbIOOpa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3m BblkNOYeH, DFS-KaHas bl HeAOCTYMNHbI A5 BbiGopa)

BknroueHue pexnva aBTOMAaTUUYECKOI CMEHbI LIMPUHBbI KaHaa

WOP-30LI(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1t0HEHVE pPEXIMMA aBTOMATNYECKON
CMEHbI LLUMPUHbI KaHana ¢ 40 My Ha 20 MI'y, npu 3arpyXeHHoM paauoadompe. nsa oTKNHYeHUss BBeAUTE
false)

HacTtpoliika BSS coloring

WOP-30LI(config):/interface/wlanl/wlan/radio/bss-coloring# enable true (Bk/it0ueHne paboTsl mexaHusva
BSS Coloring. Ansa oTkntoueHns seeaute false. 1o ymonuaHuio: true)
WOP-30LI(config):/interface/wlanl/wlan/radio/bss-coloring# bss-color X (rae X — Homep LBeTa.
YcTtaHoBeHHOE 3HaveHne BSS Color OyaeT aHOHCMPOBATLCS BO BCEX NakeTax beacon v probe OT TOUKM
[0CTyMNa, eCNIN OHa paboTaeT ¢ NoAAEPXKKOM cTaHaapTa 802.11ax. MapaMeTp MOXET NPUHUMATb 3HAYEHUS:
1-63. Mo ymon4yaHuio: 0 (aBTOBbLIGOP))
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BkntoueHue welinepa Broadcast/Multicast

WOP-30LI(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rze X — orpaHnyeHvie nepegaun
LLIMPOKOBELLLATENIbHOIO/MY/ILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENLHOIO Tpadnka B nak/c)

BknitoueHne QoS 1 M3MeHeHue NnapaMeTpoB

WOP-30LI(config):/interface/wlan0/wlan/radio# qos

WOP-30LI(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1t04eHVE NCNONB30BAHNA YHKLNN,
obecneunBaroLLMx kKa4yecTBo 06¢cnyxmBaHuA (Quality of Service). Ans oTkntoueHns seeguTe false)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS Touky A0CTyna,
Tpadhvk nepegaeTcs OT TOUYKM A0CTyNa K KNINEHTY)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napameTpos QoS A/
HMU3KOMPUOPUTETHON 0Yepesmn C BbICOKOV NPONYCKHON CNOCOBHOCTLIO, MpuopuTeThl 802.1p: ¢sl, ¢s2)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpema oxngaHma kagpos
(bpeimoB) faHHbIX, n3mMepsiemMoe B coTax. lMprHMMaeT 3HavyeHns 1-255)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haua/ibHOe 3HaYeHne BpeMeHn
oXugaHus nepes NOBTOPHOW OTNPABKON Kaapa, 3afaeTcs B MUnancekyHaax. lNpuHumaet 3Hadenms: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbILaTh 3HaYeHne cwMax)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — mMakcumasibHoe 3HavyeHne
BPEMEHM OXUaaHNs nepes NOBTOPHOWN OTNPABKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHne cwMax A0/DKHO ObITb 60/IbLLE 3HAYEHNSA cwMin)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemeHun B
MUIMCEKYHAAX, KOraa KnmeHTckasd WME-CTaHuma MMeET npasa UHULMMPOBATb Nepegady AaHHbIX Mo
6ecnpoBoAHON cpeje K ToUke AocTyna. MakcumasibHOe 3HaYeHne 65535 MUAINCEKYHA)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-30LI(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpor QoS kveHTa: Tpadmk
nepegaeTcs OT KMeHTa A0 TOYKM A0CTyna)

WOP-30LI(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

MeToanka HacTpoiiku edca-sta aHanornyHa metoguke HacTpoiiku edca-ap.
HacTpoiika napameTpoB 4/1a ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans oyepegn bk.
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7.8 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbes Ansd Radio 2.4 'Tu. Ecnn Heobxogmmo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WOP-30LI(config):/interface/wlan0# common

WOP-30LI(config):/interface/wlan0/common# dhcp-snooping
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLI60p paboThl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTuka obpaboTkun onummn 82 replace, To 4N8 KOHUTYppPOBaHKS
CTaHOBATCA AOCTYMHbI CNeayoLne napameTpbi:

HacTtpoiika napameTpoB onuuu 82

WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa coaepxmnmoro CID Ha 3HaveHune, ykazaHHoe B napamvetpe dhcp-option-82-custom-
CID. [TapamMeTp MOXeT nNpuHUMaTh 3HadeHus: APMAC-SSID — 3ameHa conepxumoro CID Ha <MAC-azpec
TOUKM AocTyna>-<ums SSID>. SSID — 3ameHa cogepXmmMmoro CID Ha uMms SSID, K KOTOPOMY MOAK/THUYEH
KNueHT. Mo ymonyaHunio: APMAC-SSID)

WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (e
custom — 3aMeHa coaePXMmoro RID Ha 3HaveHne, ykazaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXnmoro RID Ha MAC-aapec
KNIMEHTCKOrO ycTpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-agpec Touku aocTtyna. APdomain —
3aMeHa coaepX1MmMoro RID Ha IOMEH, B KOTOPOM HaxoAMTCS Touka gocTtyna. Mo ymonyanuto: ClientMAC)
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rae
longstring — 3Ha4eHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecnv 3HaveHue
napametpa dhcp-option-82-custom-CID He 3a1aHO0, TOUKa 6yAeT n3MeHsATb CID Ha 3HAYeHMe No
ymMonyaHuo: <MAC-agpec TOUKM AocTyna>-<ums SSID>)
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHne oT 1 40 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbcA B RID. ECv 3HaveHue
napavetpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByAeT N3MEeHATL RID Ha 3HAYeHue no
ymonyaHuo: MAC-agpec K/IMEHTCKOro YCTPONCTBA)
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KQUecTBe pas3aenntens
BbICTyNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3fenntensi BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHe HacTpoek)
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7.9 Hactpoiika pennvkaunn DHCP

© Hactpoiika akTBMpyeT thyHKLMOHaN npeobpasosanuna broadcast DHCP-0TBeTOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlanl

WOP-30LI(config):/interface/wlan1# common

WOP-30LI(config):/interface/wlanl/common# dhcp-snooping
WOP-30LI(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bk/it0ueHNE
pennukaumm DHCP. o yMO/4aHUIO BbIK/HOYEHO, false)
WOP-30LI(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHe HacTpoek)

7.10 Hacrtpolika pennvkaumm ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO A5 KaX/A0ro paguonHTepdeiica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOIiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan0

WOP-30LI(config):/interface/wlan0# common

WOP-30LI(config):/interface/wlan0/common# arp-suppression
WOP-30LI(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/itoueHne arp-suppression. o
yMOI4aHuIo BbIK/THOYEHO: false)

WOP-30LI(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yripasnexve
pennvkaumen ARP. Ecnn napamMeTp BK/HOYEH true, TO MPOMCXOAMT oTOpachkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HasHaueHus. Ecnn napameTp Bbik/toYeH false, TO nakeTbl 6yayT nepegaBartbcs
LUMPOKOBeLLaTesibHO. Mo yMO/4YaH1Io BK/IKOYEHO: true. PaboTaeT TO/IbKO C BK/IIOYEHHbIM arp-suppression)
WOP-30LI(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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7.11 HacTtpoiika pexuma knveHTa (STA)

HacTpoliky pexuma knneHTa (STA) MOXHO ocyLiecTBsTe Ha wlan0 — paguouHTepdeiic 2.4 Iy, v wlan1 —
pagnovHTepdelic 5 Iy,

HacTpolika pexuma knueHta STA 6e3 wudpoBaHus

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan0

WOP-30LI(config):/interface/wlan0# wlan

WOP-30LI(config):/interface/wlan0/wlan# mode sta (BbI60p pexvva paboTel yCTPONCTBa)
WOP-30LI(config):/interface/wlan0/wlan# sta

WOP-30LI(config):/interface/wlan0/wlan/sta# ssid 'SSID_WOP-30LI_open' (n3veHeHve nveHn SSID)
WOP-30LI(config):/interface/wlan0/wlan/sta# security-mode off (pexxum wndposaHus off — 6e3 naponsn)
WOP-30LI(config):/interface/wlan0/wlan/sta# save (coxpaHeHne HacTpoek)

HacTpolika pexuma knumeHta STA c OWE

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan0

WOP-30LI(config):/interface/wlan0# wlan

WOP-30LI(config):/interface/wlan0/wlan# mode sta (BbI60p pexrva paboTel YyCTPOKCTBa)
WOP-30LI(config):/interface/wlan0/wlan# sta

WOP-30LI(config):/interface/wlan0/wlan/sta# ssid 'SSID_WOP-30LI_OWE' (n3meHeHne nmeHu SSID)
WOP-30LI(config):/interface/wlan0/wlan/sta# security-mode OWE (pexuvm LwundgposaHmis OWE —
LUMpOBaHHOE coeaHeHne 6e3 BBoAa Naposs. B Takom pexmnme CMOryT NOAKAUUTLCS TOMbKO K/TUEHTbI
Wi-Fi 6)

WOP-30LI(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpolika pexuma knmeHTa STA ¢ peXxumom 6e3onacHocT WPA-Personal

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BL100p pexnmva paboTsl yCTpoNCTBa)
config):/interface/wlan0/wlan# sta

WOP-30LI(config):/interface/wlan0/wlan/sta# ssid 'SSID_WOP-30LI_WPA2' (n3veHeHve nveHn SSID)
WOP-30LI(config):/interface/wlan0/wlan/sta# security-mode WPA2 (pexuvm lwnposaHmna — WPA2)
WOP-30LI(config):/interface/wlan0/wlan/sta# key-wpa password123 (rze password123 — k/104/naposis,
HeOoOX0ANMbIA A5 MOAK/UYEHUS K BUPTYaslbHOM TOUKe AocTyna. [/iMHa Kaoda Ao/mKHa COCTaBMAThb OT 8
[0 63 CUMBO/IOB)

WOP-30LI(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

— e~ o~ — — — — —~
PR e
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7.12 CuCTEMHble HACTPOWKU

7.12.1 O6HoBneHue MO ycTpoiicTBa

OG6HoBneHue MO Touku goctyna no tftp

WOP-30LI(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina MNO> (nprvep:
firmware upload tftp 192.168.1.15 WOP-30LI-2.11.1_build_X.tar.gz)
WOP-30LI(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WOP-30LI(root):/# firmware upload http <URL ansa ckaumBaHusa cavina NMO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WOP-30LI-2.11.1_build_X.tar.gz)
WOP-30LI(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-30LI(root):/# firmware switch

7.12.2 YnpaBneHue KoHurypauuen yctpoicraea

C6poc koHurypauyum yctpoiictea B Aepo/nTHOe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-30LI(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WOP-30LI(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-30LI(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvmvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypaunoHHblili ¢paiin yctpoiictBa Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas komaHAa BbinonHAeTcAa Ha cepsepe/TK)
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3arpy3suTtb KOH(pUrypaumoHHsblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-30LI(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue chaiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-30LI(root):/# manage-config apply (nprimeHeHne KoHhurypauum Ha To4Ky A0CTyrna)

7.12.3 lepe3arpy3ka ycTpolicTBa

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-30LI(root):/# reboot

KomaHga Ans oT/I0KEeHHOIi nepe3arpysku ycTpoiictea

WOP-30LI(root):/# reboot delay X (rae X — Bpemsi B ceKyHAax, Yepes KOTOpPoe Npon3onaeT OT/IOKEHHAs
nepesarpyska ycTpoictea. BoaMoxHble 3HaueHus: 0-86400)

KomaHaa ans 3ansiaHMpoBaHHOI Nepe3arpys3ku ycTpoiicTBa B Ha3HauUeHHOe BpeMsi

WOP-30LI(root):/# reboot at hh:mm:ss (rqe hh:mm:ss — Bpemsi, B KOTOpoe Npou3onaeT 3annaHnpoBaHHas
nepesarpyska ycTpoincrtea. BoamoxHble 3Ha4eHus: hh:mm, hh:mm:ss)

KomaHpa Ansa oTMeHbl OT/I0XKEHHOW nepesarpysku ycTpoiicteBa

WOP-30LI(root):/# reboot cancel

7.12.4 HacTpolika pexuma ayTeHTugurkaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YoannTb AaHHYH YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLI0 YKa3aHHbIX HIKE KOMaH.

N3meHeHMe napons AnA yyeTHOW 3anucu admin

WOP-30LI(root):/# configure

WOP-30LI(config):/# authentication

WOP-30LI(config):/authentication# admin-password <HoBbIi naponb Ana yyeTHoi 3anmucy admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4asA NTaTUHCKME BYKBbI U LNpbI)

WOP-30LI(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 411 NOKaIbHOM ayTEHTUdIMKALMNY, a Takke
ayTeHTudmkaumn yepes RADIUS.

© HosbIM nonb3oBaTENAM AOMKHA BbITb HA3HAYEHA OfHA U3 ABYX poneii:
admin — nonb3oBaTesb C Takol Ponbto ByaeT MMETb MOJHbIA AOCTYN K KOHUIypMpoBaHUIO 1
MOHUTOPVHIY TOYKMN AOCTYNa;
viewer — nosb30BaTe/nb C TakoW Posibo 6yaeT MMeTb AOCTYN TO/IbKO K MOHUTOPUWHIY TOYKWU AOCTyna.
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Jo6aBneHne HOBbIX MOJI b3oBartesnei

WOP-30LI(root):/# configure

WOP-30LI(config):/# authentication

WOP-30LI(config):/authentication# user

WOP-30LI(config):/authentication/user# add userX (rae userX — ¥Msi HOBOM YHYETHOW 3anvcu. s yaaneHns
ncnonb3ynte komaHay del)

WOP-30LI(config):/authentication/user# userX

WOP-30LI(config):/authentication/user/userX# login userX (rae userX — ¥Msi HOBOM YHYETHOI 3anucu)
WOP-30LI(config):/authentication/user/userX# password <Maponb ANA yyeTHOI 3anucuy userX> (0T 1 10 64
CUMBOJ/IOB, BK/IHOYast NaTUHCKME BYKBbl 1 LMUdpbI)

WOP-30LI(config):/authentication/user/userX# role admin (nosib30BaTesnto BblAaTCA Npasa Ha
KOHGoUrypupoBaHue. Bo3MOXHOe 3HaveHne viewer — y4eTHON 3anncu 6yaeT AOCTYNeH TO/bKO
MOHUTOPWHT)

WOP-30LI(config):/authentication/user/userX# save (coxpaHeHvie HacTPOekK)

[nsa ayteHTudonkaumm yepes RADIUS-cepep HEO6XOAMMO HACTPOUTbL NapaMeTpbl 4OCTyNa K HeMmy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WOP-30LI
WOP-30LI

root):/# configure

config):/# authentication

WOP-30LI(config):/authentication# radius

WOP-30LI(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-cepsepa)
WOP-30LI(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3yeTcsa ANA ayTeEHTMdIMKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WOP-30LI(config):/authentication/radius# auth-password secret (r7e secret — ko4 /19 RADIUS-cepBepa,
NCMosb3yeMOro Ansa ayteHTudankaumm n aBtopusanmm)

WOP-30LI(config):/authentication/radius# exit

WOP-30LI(config):/authentication# radius-auth true (Bx/1t0ueHVe pexnma ayTeHTUdUKauy Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTte false)

WOP-30LI(config):/authentication# save (coxpaHeHne HacTpoek)

—_— e~ — —

© 1pu ayTeHTUdMKaumm yepes RADIUS-cepeep HEOGXOAMMO 06S3aTeNbHO CO3AAaThb TOKA/IbHYIO YUETHYHO
3anuncb, KoTopasi OyaeT aHasiorMyHa yyetHol 3anmcn Ha RADIUS-cepBepe.
Mpn 3TOM B NOKa/IbHOW YYETHOM 3anucy 06s13aTenbHO A0/HKHA ObITh YKasaHa posib, onpeaensioulas
npasa gocTyna (admin unm viewer).
B cnyuae ecnm RADIUS-cepBep oKaXKeTcs HeAOCTYMNEH, ayTEHTMdIMKALMA NPORAET N0 NOKaIbHOW
YUETHOI 3anuncu.

HacTtpoiika nepnoga 6e3geincTeus

WOP-30LI(root):/# configure

WOP-30LI(config):/# authentication

WOP-30LI(config):/authentication# session-idle-timeout X (r1e X — Bpems 6e34eicTB1A Nosib30BarTess B
web-nHTepgeiice B M1HyTax, Noc/1e KOTOPOro CeCCMs aBTOMAaTUUYECKN 3aBepLlaeTcs. Bo3MoxHble
3Ha4eHust: 0-10080. [1ns oTKNOHEHNST OYHKLUMOHAa YCTaHoBUTE 3HadYeHue 0. Mo ymonyaHuto: 15)
WOP-30LI(config):/authentication# save (coxpaHeHve HacTpoek)
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7.12.5 HacTpolika aatbl 1 BpeMeHu

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Br/ioueHve pexvma pabotsl ¢ NTP)

config):/date-time# ntp

WOP-30LI(config):/date-time/ntp# server <IP-apgpec NTP-cepBepa> (ycTtaHoBKa NTP-cepsepa)
WOP-30LI(config):/date-time/ntp# alt-servers (ycTaHoBKa A0NONHUTENLHLIX NTP-cepBepos)
WOP-30LI(config):/date-time/ntp/alt-servers# add <A omeHHOe ums/IP-agpec NTP-cepBepa B
KOHdrypauyumn> (cosgaHne pasgena KoHdurypauum gononHutesibHoro NTP-cepBepa. MakcumasibHoe
Konn4yecTBo: 8. [1115 yaaneHnsa ncnonb3yinte komaHay del)

WOP-30LI(config):/date-time/ntp/alt-servers# exit

WOP-30LI(config):/date-time/ntp#exit

WOP-30LI(config):/date-time# common

WOP-30LI(config):/date-time/commont# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemMeHHoi
30HbI)

WOP-30LI(config):/date-time/commont# save (COxpaHeHne HacTpoek)

—_— e~ —~ — —_— —
= = =

7.12.6 [ononHutesbHble HACTPOVKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WOP-30LI(root):/# configure

WOP-30LI(config):/# system

WOP-30LI(config):/system# global-station-isolation true (Bx/it0ueHve r106asnbHON n30nauun Tpadnka
MexXay KnMeHTaMm pasHbix VAP 1 pasHbIxX pagmonHTepdeiicos. Ansa oTknoueHns seeaute false)
WOP-30LI(config):/system# save (coxpaHeHVie HacTpoekK)

M3aMeHeHue UMeHU ycTpoiicTBa

WOP-30LI(root):/# configure

WOP-30LI(config):/# system

WOP-30LI(config):/system# hostname WOP-30LI_room2 (rze WOP-30LI_room2 — HOBOE MS YCTPOICTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LpbI,
3HaK geduc «-» (aedmnc He MOXET ObITb NOCMEAHNUM CUMBO/IOM B UMeHM). Mo ymonvaHuto: WOP-30LI)
WOP-30LI(config):/system# save (coxpaHeHVe HacTpoekK)

N3meHeHue reorpacmuueckoro gomeHa

WOP-30LI(root):/# configure

WOP-30LI(config):/# system

WOP-30LI(config):/system# ap-location ap.test.root (r/e ap.test.root — oMeH y3na gepesa yCTPONCTB
cucTeMbl ynpasneHus EMS, B KOTOpOM pacnonaraetcst Touka goctyna. o ymonyaHuio: root)
WOP-30LI(config):/system# save (CoxpaHeHVe HacTpoek)
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N3meHeHune Radius NAS-ID

WOP-30LI(root):/# configure

WOP-30LI(config):/# system

WOP-30LI(config):/system# nas-id Lenina_1.Novovsibirsk.root (rge Lenina_1.Novovsibirsk.root —
naeHTudnKaTop AaHHOW ToYkn AocTyna. MapameTp npeaHasHavyeH an1s naeHTudmrkauum ycTpocTea Ha
RADIUS-cepBepe, B criydae ecniv RADIUS oxunaaeT 3HaueHne, oTindHoe oT MAC-agpeca. Mo ymoiyaHuio:
MAC-azipec TO4Yku AoCcTyna)

WOP-30LI(config):/system# save (coxpaHeHVie HacTpoekK)

HacTpoliika LLDP

WOP-30LI(root):/# configure

WOP-30LI(config):/# ldp

WOP-30LI(config):/lldp# enabled true (Bk/toueHve dyHkumoHana LLDP. ns BeikoyeHns seeguTe false. Mo
YMOJIHaHuIo: true)

WOP-30LI(config):/lldp# tx-interval X (rae X — n3meHeHue nepvoga otnpasku LLDP-coO6LEeHWA.
Bo3mMoXxHble 3HaYeHus: 1-86400. Mo ymosnyaHuto: 30)

WOP-30LI(config):/lldp# system-name WOP-30LI_reserv (r1e WOP-30LI_reserv — HOBOE UMs ycTpoicTaa. o
ymosnyaHuo: WOP-30LI)

WOP-30LI(config):/lldp# save (coxpaHeHve HacTpoek)

N3meHeHue napona

WOP-30LI(root):/# configure

WOP-30LI(config):/# authentication

WOP-30LI(config):/authentication# admin-password newpassword (rge newpassword — HOBbIV Naposib /1A
BXOa B CUCTeMY TOYKM AocTtyna. o ymosiyaHuio: password)

WOP-30LI(config):/authentication# save (coxpaHeHve HacTpoek)

7.13 HacTpoiika napaMeTpoB NopTasibHON aBTOpU3aLnm

HacTtpoiika napameTpoB NopTasibHOW aBTOpU3aLNmn

WOP-30LI(root):/# configure

WOP-30LI(config):/# captive-portal

WOP-30LI(config):/captive-portal# ap-ip-alias <JoMeHHOe NMA> (OMEHHOE VM, Ha KOTopoe ByaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMeHTOB. Mo ymonyaHuto: redirect.loc)
WOP-30LI(config):/captive-portal# tinyproxy-https true (BkioueHve nepeHanpasienns KIMeHToB o
npotokony HTTPS. lna nepeHanpassieHnsa no npotokony HTTP BeeauTe false. Mo ymonyaHuto: false)
WOP-30LI(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOTo NMeHH, ykasaHHOro B ap-ip-alias, Gy4eT nepexsayeH TO4Kol A0CTyna. Ha atoT
3anpoc 6yaeT oTrnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukm goctyna.
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HacTpoiika uMeH napaMeTpoB, NepeaaBaeMblX BE6-CepBepoOM aBTopu3saLmmn

WOP-30LI
WOP-30LI

root):/# configure

config):/# captive-portal

WOP-30LI(config):/captive-portal# web-redirector

WOP-30LI(config):/captive-portal/web-redirector# param-names
WOP-30LI(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpolika nmexn
napameTpa, CoAepPXKaLLero NCXoaHbli URL, 3anNpoLUEHHbI KNMEHTOM. KNMeHT ByAeT nepeaapecoBaH Ha
[laHHbIN URL B C/lyyae ycneLuHoi aBTopu3annm)
WOP-30LI(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napameTpa, cogepxallero URL, kyaa 6yaeT nepeagpecoBaH KNMEHT B C/lyvae OLIMOKN aBToOpuU3aLun)
WOP-30LI(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nvieHu
napameTpa, CoAePXKaLLEro NI0rvH 15 K/IMEHTA)
WOP-30LI(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CoAepXaLlero naposb ANs KNnNeHTa)
WOP-30LI(config):/captive-portal/web-redirector/param-names# save (CoxpaHeH1e HacTPOeK)

—_— e~ — —

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpoB B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCSA TOYKOIN gocTyna.

© B 3HaueHusx napameTpos redirect_url, error_url, username, password MOXHO 1UCNO/1b30BaThb TO/IbKO
natuHuLy Mo6oro perncTpa, a Takke cumsosbl S\-_.1*'() anuHoii ot 0 4o 255 cMMBO/IOB.

HacTtpoiika apanTUBHOIo pexumMa paéoThbl NOPTasiIbHOW aBTOpPU3aLMN

WOP-30LI(root):/# configure

WOP-30LI(config):/# captive-portal

WOP-30LI(config):/captive-portal# web-redirector

WOP-30LI(config):/captive-portal/web-redirector# captive-adaptive true (Bk/110ueH e afanTVBHOIO pexuma
paboTbl MOPTa/IbHOWM aBTOpM3aLmMn Ansa ycTpoicTB i0S. Ans oTkitodeHns seeauTe false. Mo ymonuaxuio:
false)

WOP-30LI(config):/captive-portal/web-redirector# save (coxpaHeHve HacTpoek)

© npu BKIKOUEHHOM aAaNTUBHOM peXVMe PaGoThl NPV CBOPAUYMBAHNN OKHA aBTOPU3aLMU Ha
ycTpoicTBax iOS paspbiBa COeMHEHNS NPOUCXOANTL He ByaeT.
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HacTtpoiika npaBun ipv4-acl

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure

config):/# acl

config):/acl# ipv4

config):/acl/ipv4# add ipv4_list (co3naHue crivcka ACL npasun)

config):/acl/ipv4# ipva_list

config):/acl/ipv4/ipv4_list# entry

WOP-30LI(config):/acl/ipv4/ipv4_list/entry# add 0 (co3paHue ACL npasuna)
WOP-30LI(config):/acl/ipv4/ipv4_list/entry# 0

WOP-30LI(config):/acl/ipv4/ipva_list/entry/0# action permit (ykazaHune neincteusa 418 npasusia. BosmoxHbie
BapvaHThbl: permit — paspelnTb, deny — 3anpeTuTb)

WOP-30LI(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpoiika pexrmva paboTkl NPOTOKO/A,
no KOTOpoMy ByAeT oTpabaTbiBaTb NpaBunio. Bo3aMoxHble 3Ha4YeHus: any — /10601 NpoTokon, value —
KOHKPETHbI NPOTOKON)

WOP-30LI(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BbIGOP NpoTokona. Bo3MoXHble 3Ha4YeHUs: gre,
icmp, igmp, tcp, udp)

WOP-30LI(config):/acl/ipv4/ipva_list/entry/0# src-port-start X (rae X — HayasibHbIA NOPT UCTOYHUKA)
WOP-30LI(config):/acl/ipv4/ipva_list/entry/0# src-port-end X (r4e X — KOHEUHbIA NOPT NCTOYHUKA.
Vicnonb3yeTcsa ToNbKO ANA src-port-mode range)

WOP-30LI(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpolika pexvima uasTpauuy NCTOUHMKA.
Bo3MOXHble BapuaHTbl: any — 110601 CTOYHMK, host — dounbTpauusa no agpecy xocta, network —
domneTpaums rno agpecy cetn)

WOP-30LI(config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rge X.X.X.X — IP-afgpec xocTa UCTOYHMKA)
WOP-30LI(config):/acl/ipv4/ipv4_Llist/entry/0# src-mask X.X.X.X (rge X.X.X.X — mMacka nogcetu xocrta
WNCTOYHMKA)

WOP-30LI(config):/acl/ipv4/ipva_list/entry/0# src-port-mode any (HacTpoiika pexxuma paboTsl nopra
NCTOYHMKA. BO3MOXHbIE 3HAYEHNS: any — /10601 pexrm, eq — paBHo, gt — 6onbLue, lt — MeHbLUe, neq — He
paBHO, range — Aana3oH NopToB)

WOP-30LI(config):/acl/ipv4/ipva_list/entry/0# dst-mode host (HacTporika pexvma huastTpauun HazHavyeHns. B
03MOXHbI€ BapuaHTbl: any — /I0601 NCTOYHWMK, host — dounibTpaums no agpecy xocta, network —
domneTpaums no agpecy cetn)

WOP-30LI(config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa HazHa4yeHus)
WOP-30LI(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rge X.X.X.X — mMacka nogcetu xocrta
Ha3Ha4YeHus)

WOP-30LI(config):/acl/ipv4/ipva4_Llist/entry/0# dst-port-mode any (HacTpoiika pexxuma paboTsl nopta
HasHavyeHusl. BO3MOXHble 3Ha4YeHUSA: any —/1l0601 pexnm, eq — paBHo, gt — 6obLue, lt — MeHbLUe, neq —
He paBHO, range — AMana3oH NopToB)

WOP-30LI(config):/acl/ipv4/ipva_list/entry/0# dst-port-start X (ra1e X — Haya/ibHbIA NOPT HasHa4YeHus)
WOP-30LI(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (rae X — KOHEYHbIV MOPT HA3HAYEHNS.
Vicnonb3yetcsa Tonbko ansa dst-port-mode range)

WOP-30LI(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# save (coxpaHeHVe HacTPOekK)

— e~ o~ — — — — —
P R e R e s
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HacTtpoiika npasun url-acl

WOP-30LI(root):/# configure

WOP-30LI(config):/# acl

WOP-30LI(config):/acl# url

WOP-30LI(config):/acl/url# add url_list (co3gaHuve cnvcka ACL npasus)

WOP-30LI(config):/acl/url# url_list

WOP-30LI(config):/acl/url/url_list# action permit (ykazaHue geicteusa g1a cnucka. Bo3aMoxHbIe BapnaHThbl:
permit — paspelunTs, deny — 3anpetunTsb)

WOP-30LI(config):/acl/url/url_list# entry

WOP-30LI(config):/acl/url/url_list/entry# add 0 (co3paHvie ACL npasuna)
WOP-30LI(config):/acl/url/url_list/entry# 0

WOP-30LI(config):/acl/url/url_list/entry/0# domain <JomeHHOe umsa> (ykazaHve foMeHa U PerynsapHoro
BbIpaXKeHMWsI)

WOP-30LI(config):/acl/url/url_list/entry/0# save (coxpaHeHVe HacTpoek)

7.13.1 ¥YnpaBneHue nopTasibHbIM CepTUgMKaTOM

3arpyska ceptudpmkara ans pegupekta no HTTPS no tftp

WOP-30LI(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dhaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptucpmkata ans pegupekta no HTTPS no http

WOP-30LI(root):/# manage-certificates portal upload http <URL gnsa ckaumBaHua daiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WOP-30LI(root):/# manage-certificates portal erase
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7.14 HacTpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepuca APB

WOP-30LI
WOP-30LI

root):/# configure

config):/# captive-portal

WOP-30LI(config):/captive-portal# apbd

WOP-30LI(config):/captive-portal/apbd# roam_service_url <Aapec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-30LI(config):/captive-portal/apbd# enabled true (Bx/1t0ueHve ceperca APB. 115 OTKIHOYEHNS BBEAUTE
false)

WOP-30LI(config):captive-portal/apbd# save (coxpaHeHve HacTpoek)

—_— o~ — —~

7.15 Hactporika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecneuvBaeT 06paboTKy 3anpocoB AnHamuyeckoi asTopusaumm RADIUS Toukamu
Joctyna.

KomaHpbl anAa HacTpoiiku DAS-cepBepa

WOP-30LI
WOP-30LI

root):/# configure

config):/# das-server

WOP-30LI(config):/das-server# enabled true (BktoueHve DAS-cepsepa. 14 oTkoveHns seeguTe false)
WOP-30LI(config):/das-server# port X (rae X — nopt DAS-cepepa. 1o ymonyaHnio: 3799)
WOP-30LI(config):/das-server# auth-password secret (rz1e secret — naposb 419 DAS-cepBepa, NCnob3yeTcs
npu wndpposaHmm RADIUS-3anpocoB)

WOP-30LI(config):/das-server# save (CoxpaHeH/e HacTpoek)

—_— e~ — —

7.16 HacTtpolika HEeCKO/IbKMX aZipecoB KOHTPO/1/1ePOB

KomaHabl ANsi HACTPOIKN HECKOJIbKUX apeCcOB KOHTPOJ1/1IepoB

WOP-30LI
WOP-30LI

root):/# configure

config):/# service-activator

WOP-30LI(config):/service-activator# wlc

WOP-30LI(config):/service-activator/wlc# wlc-connections-info
WOP-30LI(config):/service-activator/wlc/wlc-connections-info# add name (co3gaHune 610ka HacTpoek /15
MOAK/IOYEHMS K KOHTPO//1epPY. BO3MOXHO 106aB/1SATb HECKO/IBKO O/I0KOB HACTpeK. 18 yaaneHns
ncnonb3ynte komaHay del)

WOP-30LI(config):/service-activator/wlc/wlc-connections-info/name# wlc-url <Agpec KOHTponepa
WLC> (npumep: https://192.168.1.20:8043)
WOP-30LI(config):/service-activator/wlc/wlc-connections-info/name# user-gre-addr X.X.X.X (rge X.X.X.X — |P-
aZpec KOHTposiiepa 41s TepMUHaLmMm user-gre TYHHENS)
WOP-30LI(config):/service-activator/wlc/wlc-connections-info/name# save (coxpaHeHve HaCTPOekK)

—_— e — —
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MoxHo f06aBnsiTb 60/11ee 0gHOrO 6/10Ka C HACTPOViKamm [/1st NOAK/YEHUS K KOHTponnepy (6onee
0flHOTrO name).

7.17 YnpaBneHue Bewannem T/ npu nponagaHnn CBA3N C KOHTPO/I1EPOM

KomaHabl ynpaBneHus BewaHuem TA npy nponagaHumn CBA3u ¢ KOHTPO/11IepOM

WOP-30LI(root):/# configure

WOP-30LI(config):/# service-activator

WOP-30LI(config):/service-activator# wlc

WOP-30LI(config):/service-activator/wlc# service-hold true (ynpasneHne seljaHem VAP'0B B adhupe npu
nponagaHnn CBA3M C KOHTpoiepom. MoXeT npuHumaTth 3HadeHus: false — BewaHue VAP'oB 6yaet
MPMOCTaAHOB/IEHO NPV NponagaHnmn CBA3M C KOHTPO1IEPOM; true — BelaHve VAP'0B 6yaeT Npov3BOAUTbLCA
BHE 3aBMCMMOCTU OT COeAUHEHNS C KOHTPOIIepoM. s oTkaodeHns BeeauTe false. Mo ymonyaHuio: true)
WOP-30LI(config):/service-activator/wlc# save (CoxpaHeHne HacTpoek)

7.18 HacTpoiika MeHegkepa NacCUBHOIO CKAHMPOBAHMWS PAANOOKPYKEHNS

[N ocywecTBNeHNs NOCTOSHHOIO CKaHMPOBaHUS HA TOUKe A0CTyNa, HE06X0AMMO HACTPOUTbL MEHELXEP
naccuBHOro ckaHnpoBaHus "scand".

KomaHgb! AN HacTpoiiku scand

WOP-30LI(root):/# configure

WOP-30LI(config):/# scand

WOP-30LI(config):/scand# neighbor-scan

WOP-30LI(config):/scand/neighbor-scan# neighbor-scan-enabled true (Bx/104eHVIE NOCTOSAHHOTO
CKaHupoBaHwus. s oTknoveHnst BeeanTe false)

WOP-30LI(config):/scand/neighbor-scan# save (coxpaHeHne HacTpoek)

129



PykoBO/ACTBO No akcnyaTauum WOP-30LI

7.19 HacTtpolika pexvma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

7.19.1 HacTpoiika pagapa c OTnpaBKoOli AaHHbIX No npoTtokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHKymnoHana Radar (HTTP/HTTPS)

WOP-30LI(root):/# configure

WOP-30LI(config):/#radar

WOP-30LI(config):/radar# enabled true (BkntoueHne pyHkumoHana radar. Ansa otknoveHns seeguTte false)
WOP-30LI(config):/radar# url http://host:port/service (ykazbiBaetca URL-cCbI/ika Ha cepBuc, KOTOPLIN byaeT
NpYHMMaTb AaHHble OT To4kM goctyna B JSON-cpopmare. MNepegadva Bo3aMoXxHa no HTTP/HTTPS)
WOP-30LI(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaeT paboTarb
CKaHnpoBaHue. BoaMoxHble 3HaveHus: wlan0 — nHTepdpeiic 2.4 IN'u, wlanl — nHtepdpenc 5 ML, all —
OAHOBPEMEHHO 2.4 Ty, n 5T, Mo ymonyaHuto: all)

WOP-30LI(config):/radar# send-interval X (rae X — nHTepBasn oTnpaBkun AaHHbIX HA KO/IIEKTOP. BO3MOXHbIE
3HauyeHust: 1-3600. o ymonyaHuio: 5 cekyHAa)

WOP-30LI(config):/radar# mac-source"probe data" (rze probe data — BLIOOp Tuna fgaHHbIX, cObvpaembIx B
achmpe. Bo3amMoxHble 3HaueHus: probe — TO/IbKO probe request, assoc — TO/bKO assoc, data — TONbKO

data, all — Bce Tunbl naketos. Mo ymonyaHuto: all)

WOP-30LI(config):/radar# scan-channel-timeout X (r1e X — Bpemvs, Bble/IeHHOe Ha CKaHMpoBaHne 04HOro
KaHana. Bo3amoxHble 3HaueHust: 100-60000. Mo ymonyaHumto: 200 Mc)

WOP-30LI(config):/radar# scan-limit-channels-2g "1 6 11" (e 1, 6, 11 — kaHaslbl /19 CKaHUPOBaHWA B
ananasoHe 2.4 I'Tu. NMycToe 3HaYeHne — CKaHMpPYTCA BCe AOCTYMHbIE KaHaslbl)

WOP-30LI(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — kaHasibl [J15
CKaHMpoBaHus B gnanasoHe 5 T, MNycToe 3HaYeHne — CKaHUPYKTCS BCe AOCTYMNHbIE KaHaslbl)
WOP-30LI(config):/radar# save (CoxpaHeHne HacTpoek)
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7.19.2 HacTtpolika pagapa ¢ oTnpaBKoi AaHHbIX No npotokosy MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WOP-30LI(root):/# configure

WOP-30LI(config):/# radar

WOP-30LI(config):/radar# url mqtt://host:port/service (ykasbiBaetca URL-cCbl/ika Ha cepBuc, KOTOPLIA
6yaeT NpuHMMaTh AaHHbIe OT TOYKU AOCTYna no NpoTokony MQTT. Mpumep: mqatt://rtls.eltex.nsk.ru:1883/)
WOP-30LI(config):/radar# mqtt-username eltex (rze eltex — vvs nosbL3osarens. Heobxoanmo ans
aBTopM3aLn Ha cepsrce-KOIEKTopE)

WOP-30LI(config):/radar# mqtt-password password (r/e password — naposib. Heobxoamnm a1 asTopusanmnn
Ha cepBuce-KoJIJIEKTOpE)

WOP-30LI(config):/radar# mqtt-topic input_mqtt_topic (ykassiBaercs URL-naeHTUdunKarop cyLHocTel B
o6MeHe MexXAy TOUYKOW JocTyna v KoniekTopoM no MQTT-npoTokony)

WOP-30LI(config):/radar# scan-mode passive (re passive — pexum paboTsl pagapa. Bo3aMoxHbIe 3HaYeHNA:
active — Touka foCTyna TO/IbKO CKaHUpyeT admp 1 He NpeaocTaB/IsieT CEPBUC KIMEeHTaMm; passive — ToUKa
[oCTyna npegocTas/iieT CepBUC KNIMEHTaM, 3Mp He CKaHUpYeT, nepefaeT faHHbIe MO NOAKNHYEHHbIM
KnveHTam. I'lo ymosiyaHuio: active)

WOP-30LI(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaet paboTarb
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — nHTepdeiic 2.4 I'u, wlanl — nHtepdoeiic 5 ', all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, Mo ymonyanutio: all)

WOP-30LI(config):/radar# send-interval X (rae X — nHTepBasn oTnpaBkn AaHHbIX Ha KO/I1EKTOP. BO3MOXHble
3HayeHus:: 1-3600. o ymon4aHuio: 5 cekyHp)

WOP-30LI(config):/radar# mac-source"probe data" (r/e probe data — BbIOOp TuNa faHHbIX, cObrpaemMbIx B
adoupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonuyaHuio: all)

WOP-30LI(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bble/IeHHOE Ha CKaHMpoBaHne O4HOro
KaHasa. BoaMoxHble 3HavyeHust: 100-60000. o ymonyaHuio: 200 Mc)

WOP-30LI(config):/radar# scan-limit-channels-2g "1 6 11" (rze 1,6, 11 — kaHaJlbl /19 CKaHUPOBaHusA B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHble KaHasbl)

WOP-30LI(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — kaHa/slbl [J15
CKaHupoBaHuA B AnanasoHe 5 . MNMycToe 3Ha4YeHne — CKaHUPYTCS BCE AOCTYMHbIE KaHaslbl)
WOP-30LI(config):/radar# scan-min-signal X (rae X — nopor ypoBHs curdasia. Ecsiv Touka goctyna BuanT
KNIMEeHTa C YPOBHEM HMXEe YKa3aHHOro, To MAC-aZipec K/imeHTa He nepefaeTcs Ha KO/IIEKTOP, U KITUEHT He
cuntaeTcs obHapyXeHHbIM. Bo3MOXHbIe 3HauyeHus: -100-0. Mo ymonyaHuio: 0, oYHKLMOHaUT OTK/TIHOHEH)
WOP-30LI(config):/radar# enabled true (Bk/itoueHne pyHkumoHana radar. Ansa otknoveHns seegute false)
WOP-30LI(config):/radar# save (coxpaHeHne HacTpoek)

131



PykoBogacTBo no akcnayatauum WOP-30LI

7.20 MOHUTOPUHT

7.20.1 Wi-Fi knneHtnbl

WOP-30LI(root):/# monitoring associated-clients

index (0]

hw-addr 68:13:E2: XX XX XX
interface wlanl-va0
rfid 1

wid (0]

band 5

state ASSOC SLEEP AUTH_SUCCESS
ssid WOP-30LI_5GHz
vlan-id 100

ip-addr 192.168.1.15
frequency 5200

channel 40

hostname client
username TIOXXXXXXXXX
domain root
auth-algorithm open-system
encryption-cipher no-cipher
encryption-group-cipher no-cipher
dhcp-request-status obtained
authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

portal-auth-time 00:03:57
wlan-auth-type Open
wlan-auth-status authorized
wlan-auth-time 00:04:27
rx-retry-count 227
tx-fails 0
tx-period-retry 71
tx-retry-count 1801
rssi-1 -35

rssi-2 -42

rssi -42
max-rssi-1 -31
max-rssi-2 -40
max-rss-i -31

snr-1 38

snr-2 38

snr 38

noise-1 -73
noise-2 -80

noise -73
tx-rate HE NSS2 MCS10 SGI 258.1
rx-rate HE NSS2 MCS9 MGI 216.7
rx—bw 20M
rx-bw-all 20M
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tx-bw | 26M

uptime | 00:04:27

mfp | false

wireless-mode | ax

perftest-capable | false

link-quality | 95

link-quality-common | 95

tx-retry-ratio | 14

actual-tx-rate | 745

actual-rx-rate | 112

shaped-rx-rate | 111

actual-tx-pps | 33

actual-rx-pps | 45

shaped-rx-pps | 60

link-capacity | 78

multicast-groups-count | 1

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

name | ©
Counter Transmitted Received
Total Packets: 1997 964
TX success: 100
Total Bytes: 2071963 367428
Data Packets: 1989 957
Data Bytes: 2071530 367197
Mgmt Packets: 8 7
Mgmt Bytes: 433 231
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0

Rate Transmitted Received
he-nss2-mcs4 0 | 0% 2
he-nss2-mcs6 0 | 0% 116
he-nss2-mcs7 46 | 2% 73
he-nss2-mcs8 224 | 119% 242
he-nss2-mcs9 455 | 22% 432
he-nss2-mcs10 458 | 23% 77
he-nss2-mcsll 806 | 40% 15
Multicast groups:

MAC IP

01:00:5E:00:00:FB

XXX.0.0.251
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7.20.2 BbecnpoBOAHON KaHaU

WOP-30LI(root):/# monitoring wireless-peer

index
hw-addr
interface
band

state
frequency
ssid

rssi-1
rssi-2

snr-1

snr-2
tx-rate
rx-rate
tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality-common

actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

7.20.3 WDS

0]
68:13:E2:xx XX XX
wlanl

5

ASSOC AUTH_SUCCESS
5200
WOP-30LI_5GHz

-40

-43

36

36

HE NSS2 MCS9 SGI 229.4
HE NSS2 MCS9 SGI 229.4

20M

20M
00:08:29
ax

95

94

3

852
10014

90
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monitoring wds-entries <mac-agpec BCTpeuHoli TOUKM A0CTyna 1> ... <mac-afjpec BCTPEUHOW TOUKU
poctyna N> filter <napameTp 1> ... <napameTp N>,

rae <mac-afjpec BCTPEUHOI ToUKM A0cTyna 1> ... <mac-afpec BCTPeUHOI ToUKu AocTyna N> — mac-agpeca
BCTPEYHbIX TOUYEK [JOCTYNa, C KOTOPbIMM MOCTPOEHLI WDS-MOCTbI. [1711 TOr0, UTO6b! BbIBECTU MHCpOPMALNIO
Mo BCeM BCTPEeUHbIM TOUKaM BBEAUTE BMECTO <mac-ajpeca BCTPEeYHOi Touku goctyna> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOﬂ)yKa3HBaDTCﬂﬂapaMeprlMOHMTOpMHﬁLHeO6XOAMMbE

Ana BbiBOAA Mo O,D,HOVI NN HECKOJIbKUM BCTPEYHbIM TOYKaM A0CTyna,

<napametp 1> ... <napameTp N> — napameTp/napamMeTpbl MOHUTOPVHra, HEOGX0AMMbIE /1 BbiBOAA MO

OAHOM NN HECKOJIbKUM BCTPEYHbIM TOYKaM AO0CTyna.
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[ns BbIBOAA CNMCKa TOYEK A0CTYNa, C KOTOpPbIMK NocTpoeHbl WDS-MOCTbI, HaxxmuTe nocne monitoring wds-
entries knasuwy Tab.

WOP-30LI(root):/# monitoring wds-entries <Tab>

e8:28:c1:d1:43:15
e8:28:cl:da:cbh:80
all

[ns nonyyeHus cnucka napameTpoB MoHuUTopuHra nocne filter Haxmute knasumwy Tab.

WOP-30LI(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBopg, I/IH(bOpMaLWIVI no BCeM BCTPEYHbIM TOYKaM goctyna

WOP-30LI(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

index 0

hw-addr e8:28:cl1:d1:43:15
interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ssid

ip-addr 192.168.1.15
frequency 5240

channel 48

dhcp-request-status
radius-mac-auth
portal-auth

not requested
not-required
not-required

I

I

I

I

I

I

I

I

I

I

I

I

I

I
wlan-auth-type | Open
wlan-auth-status | pending
wlan-auth-time | N/A
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -30
rssi-2 | -30
rssi | -30
max-rssi-1 | -21
max-rssi-2 | -17
max-rssi | -17
snr-1 | 38
snr-2 | 38
snr | 38
noise-1 | -68
noise-2 | -68
noise | -68
tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 00:04:22
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 100
link-quality-common | 100
tx-retry-ratio | ©
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 1
actual-rx-pps | ©
shaped-rx-pps | ©
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link-capacity 100
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name

no
no
no
none

Counter Transmitted

Total Packets: 307
TX success: 100
Total Bytes: 24496
Data Packets: 251
Data Bytes: 13384
Mgmt Packets: 56
Mgmt Bytes: 11112
Dropped Packets: 0
Dropped Bytes: 0
Lost Packets: 0

Rate Transmitted

ofdmé 0
he-nssl-mcs4 11
he-nss2-mcs3
he-nss2-mcs4
he-nss2-mcs5
he-nss2-mcs6
he-nss2-mcs7
he-nss2-mcs8
he-nss2-mcs9
he-nss2-mcs10
he-nss2-mcsll 196

o U1l o oo b O

Multicast groups: none

Received

740774
25
3216
2596
737558
0

0

Received

PykoBogacTso no akcnnyatauum WOP-30LI

OO0 0ok MMM DMDD
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BbiBopg, I/IH(bOpMaLWIVI no Op.HOI7I NN HECKOJTbKUM BCTPEYHbIM TOYKaM AocTtyna

WOP-30LI(root):/# monitoring wds-entries e8:28:c1:da:ch:80 (eCTb BO3MOXHOCTb yKazarb HECKOsIbKO MAC-
aZipecos, HarpvmMep, monitoring wds-entries e8:28:c1:da:ch:80 €8:28:c1:d1:43:15)

index 0

hw-addr e8:28:cl:da:ch:80
interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ssid

ip-addr 192.168.1.20
frequency 5240

channel 48

dhcp-request-status
radius-mac-auth
portal-auth

not requested
not-required
not-required

I

I

I

I

I

I

I

I

I

I

I

I

I

I
wlan-auth-type | Open
wlan-auth-status | pending
wlan-auth-time | N/A
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -30
rssi-2 | -29
rssi | -30
max-rssi-1 | -21
max-rssi-2 | -17
max-rssi | -17
snr-1 | 38
snr-2 | 38
snr | 38
noise-1 | -68
noise-2 | -67
noise | -67
tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 060:05:28
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 100
link-quality-common | 100
tx-retry-ratio | ©
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 1
actual-rx-pps | ©
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shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name

100

no
no
no
none

Counter Transmitted

Total Packets: 307
TX success: 100
Total Bytes: 24496
Data Packets: 251
Data Bytes: 13384
Mgmt Packets: 56
Mgmt Bytes: 11112
Dropped Packets: 0
Dropped Bytes: 0
Lost Packets: 0

Rate Transmitted

ofdmé 0
he-nssl-mcs4 11
he-nss2-mcs3
he-nss2-mcs4
he-nss2-mcs5
he-nss2-mcs6
he-nss2-mcs7
he-nss2-mcs8
he-nss2-mcs9
he-nss2-mcs10
he-nss2-mcsll 196

o U1l o oo b O

Multicast groups: none

Received

740774
25
3216
2596
737558
0

0

Received

PykoBogacTso no akcnnyatauum WOP-30LI

OO0 0ok MMM DMDD
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dun bTpauuna napameTpoB MOHUTOPUHIa

WOP-30LI(root):/# monitoring wds-entries e8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate uptime (
BbIBO/ OrPaHNYe€HHOro Ko/inyecTsa napameTpoB MOHUTOPUHTA NO onpeaeneHHoi Touke aoctyna. EcTb
BO3MOXHOCTb YKa3aTb HECKO/IbkO MAC-apecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 192.168.1.15

tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
uptime | 00:06:32

WOP-30LI(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode (BbiBO/,
OrpaHNYeHHOro KO/IMYECTBA NapaMeTPOB MOHUTOPMHIA NO BCEM TOYKam A0CTYyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -30

rssi-2 | -30

wireless-mode | ax

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -30

rssi-2 | -29

wireless-mode | ax
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7.20.4 Mesh

C nomoLLbio KomMaHp, nepevyncneHHbIX HMXe MOXHO YBUAETb cOCenHNE Yy3/1bl, C KOTOPbIMW YCTAaHOBJ/IEHO

npsiMoe paaynocoearHeHne, NPpoaHaIN3MPOBaTb pacnpeaeneHHyo TabniLy afpecos, a TakKe NOCMOTPETb

PykoBogacTBo no akcnayatauum WOP-30LI

CMMCKM K/TMEHTCKMX YCTPOMCTB 1 BCEX aKTUBHBIX Y3/10B BHYTPY eAuHO mesh-ceTu.

WOP-30LI(root):/# monitoring mesh-neighbors

Interface

Neighbor

ec:bl:e0@:xx:xx:8f
68:13:e2:xx:xx:6f
ec:bl:e0@:xx:xx:df

Last seen, s

WOP-30LI(root):/# monitoring mesh-nodes

Active

Originator

ec:
ec:
ec:
ec:
ec
ec:
68:
68:
68:

bl:
bl:
bl:
bl:

:bl:

bl:
13:
13:
13:

e2:
e2:
e2:

xx:df
xx:df
xx:df
:xx:8f
:xx:8f
:xx:8f
:xx:6f
:xx:6f
:xx:6f

Nexthop

bl:
13:
bl:
bl:
13:
bl:
bl:
bl:
13:

ec:
68:
ec:
ec:
68:
ec:
ec:
ec:
68:

e0:
e2:
e0:
e0:
e2:
e0:
e0:
e0:
e2:

XX
XX
XX
XX

XX

XX
XX
XX
XX

Throughput, Mbps

Throughput, Mbps
xx:8f
xX:6f
xx:df
xx:df
xx:6f
xx:8f
xx:8f
xx:df
xX:6f

ol oo oMo OoNO]
© 000 W NN O o o

WOP-30LI(root):/# monitoring mesh-distributed-arp

.168.1.100
.168.1.15
.168.1.20
.168.1.25

TXX:
TXX:
68:13:e2:
ec:bl:e0:

XX
XX

XX 3
XX 3
XX 3
XX 3

Last seen, MM:SS
1:04
0:27
0:44
0:43

WOP-30LI(root):/# monitoring mesh-clients-local

ec:

SXX 2
SXX 2
SXX 2
SXX 2

XX
XX
XX
XX

Flags
P
e W,
P..

Last seen, s

0.
3.
0.
1.

00
79
00
32

Last seen, s

[cl oo OCEOCENCEE I I

~N N N0 oo oo

Interface
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7.20.5 WNHpopmaums o6 ycTpoinctee

WOP-30LI(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WOP-30LI

2.11.1 build X
2.11.1 build X
2.1.0 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WOP-30LI

WOP-30LI
68:13:E2:xX XX XX
68:13:E2:xX XX XX
WPXXXXXXXX

1v2

false

false

firmware update
false
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7.20.6 WNHopmaums o ceptudmkarax

WOP-30LI(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:e2:XxX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBogacTBo no akcnayatauum WOP-30LI

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: F801COA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.*x/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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7.20.7 CeteBas UHpopmaums

WOP-30LI(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-30LI(root):/# monitoring ethernet-ports

ETH1:
name: ETH1
link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 1060999
rx-packets: 12042
tx-bytes: 615591
tx-packets: 491

ETH2:
name: ETH2
link: up
speed: 100

duplex: enabled

rx-bytes: 13478

rx-packets: 293

tx-bytes: 1009092

tx-packets: 10815
SFP1:

name: SFP1
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link: up

speed: 1000
duplex: enabled
rx-bytes: 0
rx-packets: 0
tx-bytes: 1069686
tx-packets: 11085

SFP2:
name: SFP2
link: up

speed: 1000
duplex: enabled
rx-bytes: 0
rx-packets: 0
tx-bytes: 1069686
tx-packets: 11085

WOP-30LI(root):/# monitoring sfp

SFP1:
name: SFP1
status: exist
link: down
tx-fault: 0
los: 1
type: SFP
vendor: FANG HANG
model: FH-SB5312IDS20
revision: AO
connector: SC
speed: 1000
i2c-data: yes
volt: 3.3228 V
temperature: 32.218
current: 24.138 mA
ptx: -5.956795
prx: 0.000000

SFP2:
name: SFP2
status: exist
link: down
tx-fault: 0
los: 1
type: SFP
vendor: FANG HANG
model: FH-SB3512IDS20
revision: AO
connector: SC
speed: 1000
i2c-data: yes
volt: 3.2844 V
temperature: 34.542
current: 21.108 mA
ptx: -5.340226
prx: 0.000000
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WOP-30LI(root):/# monitoring arp

# ip mac
(0] 192.168.1.1 02:00:48 XX XX XX
1 192.168.1.151 2c:fdral:ixx:xx:xx

WOP-30LI(root):/# monitoring route

PykoBogacTBo no akcnayatauum WOP-30LI

Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WOP-30LI(root):/# monitoring lldp

0.0.0.0
255.255.255.0

Flags Interface
UG bro
u bro

System Name

Capabilities TTL
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7.20.8 bBecnpoBofHble MHTEpdeiChI

WOP-30LI(root):/# monitoring radio-interface

name | wlano

rfid 0

status on

band 2.4 GHz

hwaddr 68:13:E2: XX XX 1XX
tx-power 16 dBm

connection status AP mode

operation mode vap

noise-1 -67 dBm

noise-2 -67 dBm

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50 -1
1 0 1 1 2 8§ 15 11 18 18 11 12

79%

0%

2%

7%

95%

19%

11%

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate

channel 6

frequency 2437 MHz
bandwidth 20 MHz

mode b/g/n/ax

thermal 43

name | wlanl

rfid | 1

status | on

band | 5 GHz

hwaddr | 68:13:E2:xX:XX:XX
tx-power | 19 dBm

connection status | AP mode

operation mode | vap

noise-1 | -81 dBm

noise-2 | -81 dBm

noise threshold (dBm) | -92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50 -1
noise ratio (%) | 28 4 2 3 5 4 15 13 2 3 3 8
utilization | 12%
rx-utilization | 0%

tx-utilization | 0%
co-channel-interference | 12%
ap-interference-ratio | 55%
non-wifi-interference | 45%
packet-error-rate | 0%

channel | 36

frequency | 5180 MHz
bandwidth | 20 MHz

mode | a/n/ac/ax

thermal | 40
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7.20.9 VAP

WOP-30LI(root):/# monitoring vap

Interface Status  BSSID SSID Auth type Portal Clients Retry Rate
wlanB-vae up Open down a 2]
wlan@-val up WPAZ down 1 3
wlan@-va2 up Open up a <]
wlane-va3 up OWE down a <]
wlanB-vad up WPA/WPAZ Enterprise down 8 B
wlan@-vas up WPAZ/WPAZ Enterprise down ] =]
wlan@-vaé doun - -
wlanl-va@ up Open down 1 7
wlanl-val up WPA3 down 2] =]
wlanl-va2 up Open up ] ]
wlanl-va3 up OWE down a 5]
wlanl-vad up WPA2/WPA3 Enterprise down a 2]
wlanl-vas up WPA3 Enterprise down ] =]
wlanl-va6 down -

7.20.10 XXypHan co6bITuii

WOP-30LI(root):/# monitoring events

Jan 1 03:00:10 WOP-30LI daemon.info syslogd[1018]: started: BusyBox v1.21.1

Jan 1 03:00:12 WOP-30LI daemon.info configd[1031]: The AP startup configuration was loaded

successfully.

Jan 1 03:00:14 WOP-30LI daemon.info networkd[1061]: Networkd started

Jan 1 03:01:17 WOP-30LI daemon.info networkd[1061]: DHCP-client: Interface br0® obtained

lease on 192.168.1.15.

Oct 29 05:28:57 WOP-30LI daemon.info configd[1031]: The AP running configuration was

updated successfully by admin

Oct 29 05:28:59 WOP-30LI daemon.info configd[1031]: The AP startup configuration was

updated successfully by admin

Oct 29 05:30:25 WOP-30LI daemon.info monitord[1190]: event: 'authenticated' mac:

6E:BB:0OA:xX:xX:xX ssid: 'WOP-3OLI_5GHz' +interface: wlanl-va® channel: 48 rssi-1: -64 rssi-2:
-62 location: 'root' auth-method: 'Open' captive-portal: 'disabled'

Oct 29 05:30:25 WOP-30LI daemon.info monitord[1190]: event: 'IP address was updated by DHCP

packet' dip: 192.168.1.20 mac: 6E:BB:0A:xx:xx:xx ssid: 'WOP-30LI_5GHz' {interface: wlanl-va0

channel: 48 rssi-1: -63 rssi-2: -65 location: 'root' reason: 0
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7.20.11 CkaHupoBaHue achupa

€@ Bo Bpems ocylLECTBNEHNS aKTUBHOTO CKaHMPOBaHUs acupa paavouHTepdeiic ycTpoiicTea GyaeT
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems
CKaHVMpOoBaHWS.

AKTUBHOE CKaHUpoBaHue 3chupa

WOP-30LI{root):/# monitoring scan-wifi

ssID Mode Security BSSID Channel  RSSI, dBm  Bandwidth, MHz
AP wpa/wpa2-1x 11 -45 20
AP wpaz-Ix 6 -46 20
AP wpaz 11 -47 28
AP wpa2 6 -48 20
AP wpa2/wpa3-1x 6 -43 20
AP off 3 | -53 20
AP wpaZ-Ix 6 -53 20
AP wpa2/wpa3-1x 44 -38 20
AP wpa2 36 -39 20
AP off 36 -41 28
AP wpa2-1x 44 -41 28
AP wpaz 48 -42 &8
AP off 44 -42 208
AP wpa2 44 -43 &8
AP off 48 -58 28

MaccuBHOe ckaHUpoBaHue ahupa
MpeaBapuTeNbHO HEOBXOAMMO BK/THOUUTL MEHEIKED NMACCUBHOTO CKAHUPOBAaHWS Paay0o0KPYXXEHNS.

WOP-30LI(root);/# monitoring neighbor-ap

SSID Security Mode BSSID Channel RSSI, dBm Bandwidth, MHz Last seen time
Qpen 1 -38 20
OWE 1 -74 29
WPA2 5 -73 29
WPA/WPAZ [ -57 20
WPA3 6 -58 26
WPA3_1X ] -59 48
WPA2 9 -7@ 48
WPA3 9 -63 48
WPAZ_1X 11 -63 26
Open 36 -67 20
WPA2/WPA3 36 -67 29
WPA3 36 -52 80
QOpen 36 -54 48
Open 48 -67 20
WPA2/WPA3 48 -68 29
WPA2_1X 44 -61 29
WPAZ 48 -74 28
QOpen 48 -74 808
Open 52 -59 40
WPAZ_1X 56 -61 29
WPA2_1X :] -39 28
WPAZ_1X 60 -59 26
WPA/WPA2 60 -59 88
WPA2 64 -62 48
WPA2_1X 64 -64 20
WPAZ_1X 132 -47 40
WPA2 132 -47 40
WPA2_1X 148 -72 48
WPA2 149 -45 29
WPAZ_1X 161 -64 26
Open 165 -57 29
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7.20.12 CnektpoaHanunsaTtop

CnekTpoaHanM3aTop npefocTaBnaeT MHpopmMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT OTK/IIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnexTpoaHannsaTop NPoU3BOAMT aHANN3 BCEX KaHA/IOB Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
paagnounHTepdeiice.
C 6o0nee noapo6HOI MHdhopMaLmei 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpoliku Radio».

WOP-30LI(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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7.21 TMony4yeHne oTnafovHon NHopMaunn

@ [anHas koMaHaa HeOCTYMNHa A1 CO3AaHHbIX NoMb3oBaTenei, 4oCTynHa Tonbko Ans admin.

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WOP-30LI(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii 0T1aouHbIe AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny TFTP:

€@ [aHHbIil npoToKON HEAOCTYNEH AN CO3AaHHbIX NOoMb30oBaTeNel, 40CTyneH Tonbko Ans admin.

WOP-30LI(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxue troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MNK MoXxHO no npoTokosy SCP:

€@ [aHHbIit npoToKON HEAOCTYNEH AN CO3AaHHbIX NoMb3oBaTeNei, 4oCTyneH Tonbko Ans admin.

scp <lMonb3oBarenb>@<IP-agpec Toukn gocrtyna>:troubleshooting.tar.gz
troubleshooting.tar.gz (nprmep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.
[aHHas komaHAa BbInosHAeTcA Ha cepBepe/TK)
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8 BcnomoraresibHble YTUNNTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

KomaHga 3anycka TpaccupoBKu

WOP-30LI(root):/# traceroute <TecTUpyeMblii XOCT>

Mpumep ncnonb3oBaHUA

WOP-30LI(root):/# traceroute eltex-co.ru

8.2 Ytunnuta tcpdump
Ytunuta tcpdump NO3BOJIAET 3aXBaTblBaTb MakeTbl HA yKa3aHHOM I/IHTGpd)GVICG.

MonyunTb NoAckasky no padoTe ¢ yTUAUTOM MOXHO KOMaHAoM:

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

WOP-30LI(config):/# tcpdump --help

8.2.1 3axsaT Tpadmka C aKkTMBHOro uHTepdeca

3axsat naketoB Ethernet-uHtepdelica.
WOP-30LI(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdpelica ¢ coxpaHeHnem B chaiin.

WOP-30LI(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

8.2.2 CHudppep acompa

© Ha Touke gocTyna fomkeH 6bITb BKIKOYEH No60oii VAP B TOM AnanasoHe, 0TKya Heo6XoanMo
3axBaTbiBaTh TPAUK.

Heobxoanmo BKNKUYUTL crelmasbHblil UHTEPMEIC, KOTOPbIA yiaBnmMBaeT nakeTbl U3 achupa, Ha paboyem
KaHane TouYku goctyna.
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KomaHAbI

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# radioX (/19 auanasona 2.4 [T, — radio0, 17159 5 [T, — radiol)
WOP-30LI(config):/interface/radioX# common

WOP-30LI(config):/interface/radioX/common# enabled true

3axBat naketoB admpa Ha radio0-uHTepdeiice.
WOP-30LI(root):/# tcpdump -i radio0
3axBaTt naketoB admpa Ha radio0-nHTepdelice ¢ coxpaHeHnem B dhaiin.

WOP-30LI(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

8.2.3 HacTpoiika yganeHHoi 3anmucy gamna Tpadmka

B pa3spgene remote-capture BbINONHAETCA YAasleHHan 3anvcb fgamna Tpaduka.
Touka goctyna nogaepxmsaet npotokon RPCAP, no3sonsowmii npon3BoanTh 3anuck gamna Tpaduka ¢
NHTepdpeica ycTpoincTea Ha yaanieHHON MallnHe B peXnme OHNawiH.

© /1115 ynanéHHoro 3axeara NakeToB ¢ pavonHTepdeiicoB HE0GX0AMMO NOAHATL MHTepdelickl radiol 1/
nnu radio1 13 npeabigyLLero nyHKTa.

KomMaHAb! Anst HAcCTpoiikvu remote-capture

WOP-30LI(root):/# configure

WOP-30LI(config):/# remote-capture

WOP-30LI(config):/remote-capture# enabled true (true — BrIoUeHne. 18 oTkoveHns seegute false)
WOP-30LI(config):/remote-capture# disable-authentication true (oruys nossonaer oTkIUNTE TpeboBaHNE
ayTeHTudmrkaumm npm gob6aBneHnn yaasneHHoro niTepdieiica Ha yaasieHHoM xocTe. o ymonuaHuto: false
— ayTeHTumKaums 3anpalinBaeTcs)

WOP-30LI(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbIA CAYXUT ANA NOAKNHOYEHUS
yAaNIeHHON MalUnHbI. BO3MOXHbIe 3HauYeHus: 1025-65530. Mo ymonyaHmio: 2002)
WOP-30LI(config):/remote-capture# save (COxpaHeH/e HaCTpPoek)

[na yaanéHHoro nogktoueHnsa Heobxoammo ncnosnb3oBatb RPCAP-npoTokon, ykasarth IP-agpec Touku
AocTtyna v nopt. [ina 310ro, Hanpumep, MOXHO ncnosb3oBatb nporpammy Wireshark. 3atem Heob6xogmMmo
Nosy4YnTb CMUCOK MHTEPIEeNCcoB 1A CHUPGUHIA OT TOYKM AOCTYNa, BblOpaTh OAUH U3 HUX M 3anyCTUTb CHATUE
Aamna c yaasieHHoOro nHrepdeiica.
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8.2.4 Bbirpyska paitna gamna tpadvka c TOUKM AOCTYyNa Ha cepeep

[aHHaa komaHga BbinosiHAeTca Ha cepsepe/TK.

@ [anHas koMaHaa He[OCTYNHa A1 CO3AaHHbIX NoMb3oBaTenei, 4oCTynHa Tonbko Ans admin.

scp <Monb3oBarenb>@<IP-agpec ycrponctBa>:tcpdump.pcap tcpdump.pcap (nprumvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

8.3 Ytunura iperf

[JaHHas yTunmTa ncnonb3yetcs Ass 3anycka notoka Tpadiuka ¢ 04HOro YCTPOCcTBa Ha ApYyroe.
OTnpaensiiowas CTopoHa Ha3bIBAETCSA K/TMEHTOM, MPUHUMAOLLLAs — CEePBEPOM.

MonyunTb NOACKasKy No paboTe C YyTUIUTON MOXHO KOMaHol:

@ [annas yTunuTa HegoCTyNHa ANA CO3AaHHbIX NOb30BaTenelt, 4oCTynHa Tobko An8 admin.

WOP-30LI(root):/# iperf --help

MpumMep 3anycka NoToka Tpadouka ¢ TOUYKM AOCTyna Ha cepBep:

HacTpoliika cepBepa Ha Npuém Tpaduka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WOP-30LI(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepBepa)
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9 Cnncok U3MeHeHWN

Bepcusa gokymeHTta

Bepcusa 1.4

Bepcua 1.3

Jarta Bbinycka

04.2026

10.2025

PykoBogacTBo no akcnayatauum WOP-30LI

CopaepxaHue n3MeHeHui

CuHxpoHusauus ¢ Bepcueii MO 2.11.1

[Jo6asneHo:

7.3.9 HacTpoiika noBTOpHbIX 3anpocoB Ha RADIUS-cepsep
7.5 Hactpoliika Mesh

7.16 HacTtpolika HECKO/IbKUX afpecOoB KOHTPO/I/1IEPOB
7.19 Hactpoiika pexuma Radar

7.20.4 Mesh

M3meHeHo:

6.11.4 MoameHo «AyTeHTUprKaLma»

7.2.2 HacTpoiika yaanéHHoro yrnpaseHus
7.3.10 JononHuTeneHble HacTpoikn VAP
7.7.1 JononHutensHble HacTpolikn Radio
7.12.3 Nepesarpy3ka ycTpoiicTea

7.12.4 HacTpolika pexuma ayTeHTugmkaumum
7.20 MOHUTOPWUHT

CuHxpoHusauums c Bepcuein M0 2.8.0

Job6aBneHo:

6.4.2 NoameHto «becnpoBoaHO KaHan»

6.8 MeHto «STA»

6.8.1 MoameHto «KnneHT»

6.11.7 NMoameHto «OTnagoyHast MHhopmaLuns»

7.13 HacTtpoiika DAS-cepBepa

7.15.2 BecnpoBogHoOI KaHasl

8.2.4 BbIrpy3ka thaiina gamna Tpadmka ¢ TOUKM AOCTyna Ha cepeep

V13meHeHo:

7.3.7 HacTpoiika VAP ¢ BHeLUHel nopTasibHO aBTOpu3aumeri
7.3.9 JononHuTenbHble HacTpoliku VAP

7.10.2 YnpaBneHue KoHhurypaumein yctpoiictea

7.11 HacTtpolika napameTpoB NOpTasibHOI aBTOpU3aLnn

7.16 MNonyyeHne oTnago4Hoi MHopMauun
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Bepcusa gokymeHTa JaTta Bbinycka
Bepcus 1.2 06.2025
Bepcua 1.1 02.2025
Bepcusa 1.0 07.2024

Bepcusa nporpammHoro obecnedexms 2.11.1

PykoBogacTBo no akcnayatauum WOP-30LI

CopaepxaHne UsMeHeHuii

CuHxpoHusaums ¢ sepcuein MO 2.7.1
[o6asneHo:

7.2.2 HacTtpoiika yganéHHOoro yrnpas/ieHus
7.8 HacTtpolika pennukauunm ARP

7.13 HacTtpoiika DAS-cepBepa

7.14 Hactpoiika meHemkepa NacCMBHOMO CKaHWpPOBaHNS
PafNo0KpYXeHUA

VI3meHeHo:

7.3.6 HacTpoiika VAP ¢ noptanbHOl aBTopm3auueit

7.3.7 HacTpoiika VAP ¢ BHeLLHeli nopTasibHOV aBTopr3auunei
7.3.8 Hactpoiika gononHutensHoro RADIUS-cepeepa Ha VAP
7.15 MOHUTOPWHT

7.15.8 CkaHupoBaHue acoupa

CuHxpoHusaums ¢ sepcuein MO 2.6.1

JobasneHo:

7.3.8 HacTpoiika gononHutensHoro RADIUS-cepeepa Ha VAP

7.4 Hactpolika AirTune

7.7 HacTpoiika pennvkauum DHCP

7.13.10 Mony4eHne 0TNa[0uHON NHGOPMALIN

8.4 HacTpoiika pexuma Radar

8.4.1 HacTpolika pagapa c oTnpaBKoii gaHHbIX No npotokosy HTTP
8.4.2 HacTpolika pagapa ¢ oTnpaBKoli gaHHbIX No npotokony MQTT

VI3meHeHo:

2.3 TexHM4eckme napameTpbl yCTpoicTBa

6.4.3 NogmeHto «CTaTtucTrka no Tpadmky»

6.4.6 NoameHto «CeTeBasn MHGopmMaLmsa»

6.6.2 MoameHto «VAP»

6.13 HacTpoiika yaaneHHol 3anncu gamna Tpadmka
7.3.9 JononHuTenbHble HacTpoliku VAP

7.11.5 CeteBas nHgopmarms

Mepsas ny6nukauus
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex.ru/download
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