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PykoBoacTso no akcnnyarauum WOP-30LS

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-30LS siBnsietca Toukoi goctyna Wi-Fi. KOHCTpykums ycTpoicTBa npegycmarpusaet
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTso no akcnnyarauum WOP-30LS

2 OnucaHue n3nenus

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspa6oTaHa 6ecrnpoBogHasi Touka goctyna WOP-30LS (ganee — ycTpoiicTBo, Touka goctyna, T/A).

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbiKke ¢ npoBogHol ceTbio. WOP-30LS nogxntouaeTtcs K npoogHol cetn yepes 10/100/1000/2500M
Ethernet-uHtepdieiic n ¢ nomoLbio CBOMX paanonHTepdencos co3gaeT 6ecnpoBoAHON BbICOKOCKOPOCTHOA
[OCTYN ANsA yCTPOWUCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

Bnarogaps nognepxke ctaHgapta IEEE 802.11ax Touka goctyna WOP-30LS obecrneumBaeT CKOPOCTb
nepefaun AaHHbix 574 Meut/c (2.4 I'ru) + 1201 Méut/c (5 I'Tu). Micnonb3oBaHne CEeKTOPHO aHTEHHbI
NO3BOJIAET YMEHbLUNTL 30HY NOKPLITUA ToUkM gocTtyrna WOP-30LS, cokpaliasa KoimyecTBo NoTeHUnasbHbIX
K/INEHTOB Ha TOYKY U TEM CaMblM YBeNM4MBas nponyckHyr CroCOOHOCTb Ha K/IMEHTa.

WOP-30LS siBnsieTca He3aMeHUMbIM peLleHnemM 415 opraHm3aunmn 6ecnpoBOAHON CeTU Ha TeppuTopun, rae
TpebyeTcsi 06ecneunTb NOKPLITUE BbICOKOW N/IOTHOCTU (CTAAMOHbI, NApKX U T. A.), & TAKKE B NOMELLEHUSAX C
MHOXXECTBOM NepeoTPaKeHNIi OT METa/I/IMYECKUX KOHCTPYKLUIA (MPOM3BOACTBEHHbIE N/IOLLAAKN, CKAaACKUe
KOMMIEeKCbl U T. N.).

2.2 XapakTepuCTUKM YCTPONCTBa
Numepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptoB IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHMe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsarop;

* nogaepxka WDS;

* nogaepxka MESH,;

* aBTOBbIOOP KaHana;

* nogaepxka APSD;

* nopaepxka pexuma knnenta (STA);

+ BSS coloring.

Cemesbie (hyHKYUU:

* aBTOMarmyeckoe corsiacoBaHne CKOPOCTK, SYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka VLAN;

* nogaepxka C-VLAN;
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* noggepxka Management VLAN,;

* DHCP-knueHT;

* nogpepxka GRE;

* nepegaya aboOHEHTCKOro Tpaduka BHe TyHHenen;
+ nogpepxka ACL,;

* nogaepxka NTP;

* nogaepxka Syslog;

* nogaepxka IPvo;

* noggepxka LLDP.

®dyHkyuu QoS:

* OrpaHuyeHue NpomnyckHOi cnoco6HOCTY;
* n3meHeHune napametpos WMM (EDCA) ansi pagnonHTepdeiicos;
* noggepxka npuoputusaymm no 802.1p, DSCP.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepes RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHnsa o6opygosaHna WOP-30LS.

W03

Cepeep

DHCP, RADIUS

PucyHok 1 — ®yHKUMOHabHasa cxema ucrnosibsoBaHmsa WOP-30LS
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl uHTEepdelica Ethernet
KonuuecTso nopTos

DnekTpryecknii pasbem

CkopocTb nepegayn

Mopnepxka cTaHoapTOB

MapameTpbl 6ecnpoBogHOro nHTepdeiica
CraHgapTbl

YacToTHbIN gnanasoH

Moaynauns

Pa6oune kaHanbl'

CKOpOCTb Nepefaun AaHHbIX2

MakcruMasibHOe KOfIMYyecTBO OAHOBPEMEHHbIX
NnoAKoUeHNA

MakcumasibHass MOLLHOCTb I'IGp(i‘,EI.ElTHI/lKa-I

UyBCTBUTE/IbHOCTb NPUEMHUKA

Be3onacHocTb

1
RJ-45

10/100/1000/2500 M6uT/C, aBTOONPEAENEHNE
BASE-T

802.11a/b/g/n/ac/ax

2400-2483.5 MI'Ly,
5150-5350 MrI'u, 5470-5850 MrI'y,

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 MrI'u)
802.11a/n/ac/ax:

+ 36-64 (5170-5330 MI'w)
+ 100-144 (5490-5730 MI'yy,
+ 149-165 (5735-5835 MI'y,

2.4TTuy, 802.11ax: 574 M6uTt/c
5Tu, 802.11ax: 1201 Méut/c

2.4TTu:120
5ITuy: 120

2.4TTuy; 20 pbm
5TTu: 20 gbm

2.4T1Tu: go-94 nbm
5TTuy: no-94 bm

LleHTpa/IM3oBaHHas aBTopusauns depes RADIUS-cepeep (802.1X WPA/

WPA2/WPA3 Enterprise)
wncpposanne WPA/WPA2/WPA3/OWE
nogaepxka Captive Portal

PapnounHTepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2



MapameTpbl aHTEHHbI

KoathdpmumeHT ycuneHus

NuHeiiHan nonspusaums
KCB

WwupuHa AH (H)
WwupuHa OH (V)
YnpaBneHue
YpaneHHoe ynpas/sieHne
OrpaHuyeHune gocTtyna
O6LwWwe napameTpbl
Flash-namaTtb

RAM

MutaHue

MoTpebnsiemasi MOLWHOCTb

CreneHb 3aWmThl

Pabounin gnana3oH TemnepaTyp

PykoBoacTso no akcnnyarauum WOP-30LS

2.4T1Tu: po 9 gbn
51Tu:; go 12 abn

H/V

web-nHTepgeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naponto, ayteHtTudunkaums yepes RADIUS-cepsep

128 MB SPI-NAND Flash

256 MBb DDR3 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 12,95 BT

IP65

oT-45 po +65 °C

OTHOCUTEeNbHAasA BIAXHOCTb Npy TeMmnepartype 25 °C o 95%, 6e3 o6pa3oBaHUA koHAeHcaTa

ra6aputhbl (L x B x )
Macca

CpoK cnyxo6bl

250 x 250 x 97 MM (C Ka6enbHbLIM BBOOM)
1,1 kr

He meHee 15 net

T KonnyecTBo kaHasI0B 1 3HAUEHWEe MAaKCUMasTbHOM BbIXOZHO MOLLHOCTY GYAET M3MEHSITLCSA B COOTBETCTBUM C
npaBuiami paavodacToTHOTO PeryiMpoBaHs B Balleil cTpaHe.

2 MakcuManbHasi CKopocTb GeCPOBO/HOI Nepefaun AaHHbIX OnpeAeneHa cneLunkaumsMm CTaHaapToB
IEEE 802.11. PeanibHast nponyckHasi Cnoco6HOCTb ByaeT APYroi. YCrioBus, B KOTOPbIX paboTaeT ceTb, hakTopbl
OKpY>atoLLiei cpeabl, BK/Iovast 06beM ceTeBOro Tpadiuka, CTpouTe IbHbIE MaTepuasibl Y KOHCTPYKLMK, & Takke
cnyxebHble faHHble CeTU MOTYT CHU3UTb peasibHY0 MPOMYCKHYK CNOCOBHOCTbL. PaKkTopbl OKpYXatoLeli cpespbl

MOTyT TaKxke BNUATb Ha paguyc AeACTBUS CETH.
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2.4 [narpamMmbl Hanpas/eHHOCTU

PykoBOACTBO No akcnyatauum WOP-30LS

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

AZIMUTH (XY)

13

0

345

345

Py
105 7
120 60
135 45
150 30
165
X
- [ L S LS
195
210 330
25 315
240 300
255 e 25
vt
105 7
120 60
135 45
150 30
165
&
. ~foo=25 -0 -5 -0 -5 0
195
210 330
25 315
240 300

235

AvanasoH 2.4 I'Ty,

AvanasoH 5y,

MonoxeHue nNpu nsamepeHnn

ELEVATION (YZ)

”»
100 Yo
110 7
120 60
130 30
140 40
150 30
160 20
17 10
180 3
i e T e e T e R R
190 350
200 340
210 330
20 320
230 310
240 300
250 20
260 379 280
1y
105 7
120 60
135 45
150 30
165 13
180 >
[ e L R R T
195 345
210 330
25 315
240 300

25
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WOP-30LS BbINo/IHEHO B N1aCTMKOBOM Kopnyce. BHelwHuii Bug, nepegHein naHenn WOP-30LS
npuBeaeH Ha PUCYHKe 2.

PucyHok 2 — BHeluHuiA Bua nepegHein naHenn WOP-30LS

BHewHwuin Bug, 3agHein naHenn yctporictea WOP-30LS npeacTasnieH Ha pucyHke 3.

® ® ) 9

E ol
® ®
) a
B a
1 . ,—3 e a
[_
) 9 ]
2— W
P - - )

PucyHok 3 — BHewHuin BUA 3agHein naHenn WOP-30LS

Ta6nuua 2 — OnucaHne 3N1eMEHTOB 3aiHei naHenu

AnemeHT naHenu OnucaHue

1 @ KnemMma ansi 3a3eMneHns ycTpoicTea

2 F KHonka c6poca k 3aBOfICKMM HAcTpoiikam «F» (3aKpbiTa repMeTUYHLIM BUHTOM)
3 PoE/ETH MopT 10/100/1000/2500 BASE-T (pasbem RJ-45) ¢ nogaepxkoii PoE

4 MembpaHHbIii BEHTUASLMOHHBIV KanaH

12



2.6 CpetoBas nHgukauus

PykoBoacTso no akcnnyarauum WOP-30LS

CocTOsiHMe yCTpOoiicTBa 0TOOpaXKaeTcs Npy NOMOLLY UHAMKATOPOB, PACMOMOXEHHbIX B HUKHER YacTu
ycTpolictea (pUcyHoK 4). MepeyeHb COCTOSHUIA MHAMKATOPOB NpvBeAeH B Tabnuue 3.

PucyHok 4 — BHewHnin Bug WOP-30LS cHuzy

Tabnmua 3 — OnucaHne NHANKaTopoB

NHpgukaTtop CocTtosiHne nHgukaropa
Power — nigukarop rOpUT MNOCTOSAHHO
] nuTaHua n ctatyca
‘ ) paboTbl ycTpoincTea Muraet

yacTo MUraeT B TeueHue
3 cekyHp, aanee roput
MOCTOSAHHO

LAN — vHaukatop nopta ropuT NOCTOSAHHO

Ny Ethernet-nHTepdelica

Muraet
L~ Wi-Fi2.4T1Ty rOpuT NOCTOSAHHO
- — MHAMKaTop cTaTyca
2 4G paboTbl 6ecnpoBoAHOA
: ceTu B guanasoHe 2.4
My
/‘"A\ Wi-Fi 5Ty — nHgukatop roput NOCTOAHHO
5 crartyca paboTbl
5 6ecnpoBOAHO CETU B
5G AwanasoHe 5Ty

OnucaHue
nuTaHne NoaxlYeHo, HopMmasibHasa paboTa
YCTPOWCTBO He nonyunnio agpec no DHCP

nepesarpyska/copoc K 3aBOACKMM HacTpolikam

kaHan mexay Ethernet-untepdpeiicom WOP-30LS n
NOAK/OYEHHBIM YCTPOACTBOM aKTUBEH

npoLecc NakeTHOI Nepegayn faHHbIX Mexay
Ethernet-untepdgeiicom WOP-30LS 1
NOAKNHOYEHHBIM YCTPOCTBOM

ceTb Wi-Fi B gnanasoHe 2.4 'y, akTnBHa

cetb Wi-Fi B gnanasoHe 5 T akTMBHaA

13
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2.7 C6poc K 3aBOACKMM HacTpoiikam

[nsa copoca K 3aBOACKMM HACTpoiKam HeO0BX04MMO B 3arpy>XEHHOM COCTOSAHUW YCTPOWCTBA OTKPYTUTb
repMeTNYHbI BUHT (PUCYHOK 3, Tabnuua 2), HaxaTb 1 yaepXuBaTb KHOMKY «F» Ha npoTsbkeHnn 10—-15 cekyHp,
noka nHgukaropbl Wi-Fi 2.4 n 5 'y, He HayHyT Muratb. MNponsoiigeT aBTomaTnyeckas nepesarpyska
ycTpoiicTBa. MNpu 3aBoACcKNX ycTaHoBKax 6yaet 3anyweH DHCP-knneHT. B cnyyae, ecnu agpec He 6yaet
nony4yeH no DHCP, To y ycTpoiicTBa 6yaet 3aBoackoi IP-agpec — 192.168.1.10, macka nogcetu —
255.255.255.0, uma nonb3oBarens/naposnbs Ans focTtyna yepes web-uHtepdpeiic: admin/password. Mocne
BbINO/IHEHMA COpOCa K 3aBOACKMM HACTpoiKkaMm, 3aKpyTUTe repMeTUYHbIA BUHT.

€@ OrtcyTcTBME rEPMETUYHOTO BUHTA NPUBEAET K HAPYLLIEHI0 repMETUUHOCTM YCTPOICTBA.

2.8 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ obopyposaHue paguogoctyna WOP-30LS;

* KOMMNEKT Kpenexa;

* PYKOBOACTBO Mo 3Kkcnayatauuy Ha CD-aucke (onumnoHasibHo);
*+ cepTtucukaT CoOTBETCTBUS;

* namsaTka 0 fJOKyMeHTauuu;

* nacnopr.

14
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3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHOM
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/UTb. Pa3HOCTb NOTEHLMAIOB MeXay KoprycaMu 060pyaoBaHus 1
n3mMepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCA B LLe/IOCTHOCTU Kabenei n nx HagexXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpoicTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewurasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEHEeHWIo BCroMoraTesibHoe
obopyzoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1.

4.

PekomeHayemMoe NosioXeHne ycTponcTea 4151 YCTaHOBKM — KpernsieHne Ha TPy6OoCTONKY/CTery.
Mepepn yCTaHOBKOW Y BK/IKOYEHNEM YCTPONCTBA HEOOXOAMMO MPOBEPUTL €ro0 Ha HaUIMyne BUAUMbIX
MexXaHU4YecKnx noBpexaeHnin. B cnyyae o6HapyXeHusi NOBPeXAeHnin crnenyeTt npekpaTtuTb YCTaHOBKY
YCTPOWCTBa, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06paTUTLCA K MOCTaBLLMKY.

Mpun pasmeLLeHnn yCcTponcTea 418 obecneyeHns 30Hbl NoKpbITUs cetn Wi-Fi ¢ Hannyudwmmm
XapakTepucTvkaMu yunTbiBanTe cnegyolme npasunia:

* YcTaHaBnmMBanTe yCTPOMCTBO TakuM 06pa3oMm, 4ToObl B CEKTOP AEeNCTBUS aHTEHHbI Nonajasiv Bce
abOHEHTCKMe YyCTPONCTBa, KOTOPbIe N/IaHUPYeTCA NOAKIUYNTL K AaHHON TOUKe JocTyna.

* MuUHMMU3UPYiiTE uncio nperpag (CTeHbl, NOToskK, Mebenb 1 ap.) mexay WOP-30LS n gpyrumu
6ecnpoBoAHbIMY CETEBLIMU YCTPOMCTBaAMM.

* He ycTaHaBnvBaiiTe yCcTpoiicTBO B6NM3N (Nopsigka 2 M) a/1eKTPUYECKUX U PaanoyCcTpOIACTB.

* He pekomeHayeTca ucnonb3oBaTb pagmotesieddoHbl U gpyroe obopyaosaHve, paboTatoLlee Ha
yactote 2.4 'y nnn 5 I'ru, B pagunyce genctensa 6ecnposogHoii cetn Wi-Fi.

* MNpensaTcTBus B BUAE CTEK/IAHHbLIX/METaUIINYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
TaKke neperopogkm n3 6pyca 60nbLLOI0 AnameTpa, EMKOCTM C BOAOW U 3epkasia MoryT
3HauMTeNbHO yMeHbWNTb paanyc aectensa Wi-Fi cetn. He pekomeHayeTcs pa3melleHne co
BHYTPEHHEN CTOPOHbI (PasIbLUNOTO/IKA, TaK Kak MeTaUI/IMYECKNIN KapKac Bbi3blBAeT MHOTO/ly4eBoe
pacnpocTpaHeHne curHasia v ero 3aTyxaHue npv NPoOXoXAeHnn Yyepes peLueTky kapkaca
hanbinoTosnka. Mo aTon xe NnpuyunHe He peKOMeHAYeTCA yCTaHOBKa 3a AepeBAHHbLIM NOTONIKOM Y
B Yrny6neHusix.

Mpun pasmeLLeHNN HECKO/TbKMX TOYEK [OCTyrna pALOM PpeKOMeHAYeTCA pasHOCUTb X Mo BepTukanu/
rOPM30HTa/IM MMHUMYM Ha 2 MeTpa.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpu BbIGOPE KOMYECTBaA HEOOXOAMMbBIX TOYEK AOCTYNa 418 NOKPbITUA NOMELLEHUS cneayeT npeaBaputesibHO
NpPOM3BECTU OLEHKY TpebyeMoli 30Hbl 0XBaTa, yunTbiBas [H B ropy3oHTasIbHON 1 BEPTUKa/TbHOWM NSI0CKOCTAX.
[nsa 6onee TOYHOW OLLEHKN HEOBXOAUMMO NPOU3BECTU paanouncciefoBaHne noMmeweHus. NpubnnsntensHas
[aNbHOCTb OXBaTa yBepeHHoro npuema toukm goctyna WOP-30LS: 2.4 'y, — 40-50 m, STy —20-30 m. MNpwn
NO/THOM OTCYTCTBUM NPENATCTBUIA fanbHOCTb oxBaTa: 2.4 'y — go 100 m, 5Ty, — o 60 m. B Tabnuue 4
npvBeaeHbl NPUGN3NTENbHbIE 3HAYEHUS 3aTyXaHUS.

Tabnuua 4 — 3HayeHus 3artyxaHus

Martepuan N3meHeHne ypoBHA curHana, gb
24I1Ty 5y

OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crexno -0,5 1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/T/IMYECKOIN CETKOM -14,8 -13,2
LLinako610K -7 -11

MeTannuyeckas pelueTka (sueiika 13 x 6 MM, MeTa1 2 MM) -21 -13
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3.4 BbI6Op KaHa/I0B COCE/CTBYOLLMX TOUEK

Bo nsbexaHve MexkaHasibHOM MHTepdepeHLmn Mexay CoCeCTBYOLLMMM TOYKaMM AOCTyNna peKkoMeHayeTcs
yCTaHOBUTb HENepeKpbIBaOLLMECS KaHasIbl.

Kanane!

2.402 My |17 22 Mm*’{ 2.483 My

PucyHok 4 — O6Las guarpamma nepekpbITs YacTOTHbIX KaHanos B 2.4 T,

Mpumep cxeMbl pacnpeaeneHnsa KaHasioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npvBeAeH Ha pUCYHKe 5.

) ® ® ) 8 )

PucyHok 5 — Cxema pacnpefesnieHvsi KaHasioB Mexay cocefiHMMM TouKamMu AocTyna B guanasoHe 2.4 'y npu
LWVpuHe kaHauia B 20 MI'y,

AHa/TOTMYHO PEKOMEHAYETCS COXPaHSThb AaHHbI MeEXaHU3M pacnpefeneHunst KaHasl0B NPy PacnonoXeHUN
TOUeK Mexay aTaxamu. Mpumep cxembl NPUBEAEH HA PUCYHKE 6.

1 sTam

2 3Tam

PucyHok 6 — Cxema pacnpefiefieH/sl KaHa/I0B MeXAy COCeAHUMYN TOUKaMU AOCTYNa, PacrofIOKEHHbIMU MeXy
aTaxamu

Mpwu ncnonb3oBaHUK WKMPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [T, HET HenepekpbiBalLWmXca KaHaos. B
Takux criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835

MHz MHz MHz Radar MHz MHz MHz
1 | ]

EEEChemnel# (S22 gz SSECCSIVBEII 2BEE
A A A A A AR A A A A A A A A A A A A AR
o F VAT AP PV P
80 MHz [ \ Vo \ V [ 17
160 Mz [ A . i

Examples of [T A
non-contiguous
VHT80+80 MHz L S
setup H
TR RS

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 ' npu wupuHe kaHana 20, 40, 80 My,
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PykosogcTso no akcnyataumm WOP-30LS

4 YcTaHOBKa yCTpoucTBa

[nsa Toukn goctyna WOP-30LS npeaycMoTpeHbI ABa BapnaHTa MOHTaXa: yCTaHOBKa yCTPONCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 TloAroToBKa K MOHTaXy

1. 3BnekuTe 13 ynakoBKM YCTPONCTBO, NOABMKHYH YacCTb KPOHLUTEWHA, HEMOABWXHYH YacTb
KPOHLUTEHA, NaKeT C KPeneXxoM, XOMyTbl.

2. Ha 3a[HI00 CTEHKY YCTPOICTBa YyCTaHOBUTE NOABMXXHYIO YacTb KPOHLUTEHA. B 3aBUCMMOCTY OT
BapuaHTa MOHTaXa, NoABUXHASA YacTb KPOHLLTENHA ycTaHaBIMBAETCA Pyykoli BBEpX (BepTuKas/ibHas
yCTaHOBKa) 160 BNpaBo/BNEBO (TOPU30HTa/IbHAS YCTaHOBKA). 3aKpenuTe KPOHLLTENH BUHTAMM 13
KOMMekTa.

PrcyHok 8 — KpenneHue nogswxHOW YacTu KPOHLUTEHA K YCTPOUCTBY

3. B HENOABWXHOM YacTu KPOHLUTEHa BKPYTUTE BUHTbI HA HECKO/IbKO 060POTOB B pe3b60Bble OTBEPCTUS,
KaK nokasaHo Ha pucyHke 9.

PucyHOK 9 — YcTaHOBKa BYHTOB B HEMO/ABKHYIO YaCTb KPOHLITEHA
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PykoBOACTBO No akcnyatauum WOP-30LS

4.2 YcTaHOBKa HENOABWXHOW YaCTW KPOHLUTEHA Ha TPyOOCTOINKY/CTONO

YcTaHOBMTE HEMOABWXHYH YacTb KPOHLUTEHA Ha TPYGOCTOlKY, Kak nokasaHo Ha pucyHkax 10 (a) n 10 (6), n
3aKkpenuTe ee XomyTamu, MAYLLMMW B KOMMNIEKTE C YCTPOMCTBOM. MNepes oOKoHYaTe /IbHOM 3aTSXXKOW XOMYTOB,
oTperynupyite Heo6xoA4MMbIR yron yCTaHOBKM yCTpolicTBa. Cobntogalite MHCTPYKLUMM NO TEXHUKE
6e30nacHOCTN 1 pekoMeHgauun, NnpuBefeHHble B pasgenax «/IHCTpyKuun no TeXHVKe 6e30MacHoCT» 1
«PekomeHaauum rno yctaHoBKe».

PucyHok 10 (a) — BepTukasibHasi ycTaHOBKa PucyHok 10 (6) — Fopu3oHTasIbHas ycTaHOBKa

4.3 YcTaHOBKa HEMOABWXHOI YaCTW KPOHLUTEHA Ha CTEeHyY

1. BblibepuTe MecTo A5 pa3meLLeHNs TOUKM A0CTyna B COOTBETCTBUM C PEKOMEHAALMUAMMN U3 pa3esioB
PYKOBOACTBA «/IHCTPYKLMM M0 TEXHUKE 6E30MacHOCTI» U «PEKOMEHAALMN N0 yCTaHOBKE». MprnoxuTe
HENOABWXHYIO YaCTb KPOHLLTEWHA K CTEHE M OTMETLTE PACMNONOXKEHVE OTBEPCTUIA A5 BUHTOB.

2. MpocBepnuTe OTBEPCTUS 1 3aKPENUTE HEMOABWXHYH YaCTb KPOHLUTEHA HA CTEHEe NPX NOMOLLM
aHKepHbIX 60/1TOB M6 M60 camMope30B, Haresnei, LWypyrnoB AnaMeTpom Ao 6 MM (pucyHkn 11 (a) n 11(6)).

PucyHok 11 (a) — BepTukasibHasi ycTaHoBKa PucyHok 11 (6) — Nopu3oHTanbHas ycTaHoBKa
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PykoBOACTBO No akcnyatauum WOP-30LS

4.4 YcTaHOBKa YCTpOICTBA Ha KPOHLUTEIH

1. YcTaHOBMTE YCTPOCTBO Ha 3a(hMKCMPOBAaHHbIN KPOHLUTENH. MNpW yCTaHOBKE HEAOKPYYEHHbIE paHee
BUHTbI AO/DKHbI MONACTb B Na3bl NOABWXHON YacTy KPOHLUTEHA.

N

.&\
N

— Y

3 B —

(/

PucyHok 12 — YCTaHOBKa YCTPOICTBA Ha 3ad)KCMPOBAHHbI KPOHLLTEH

2. YCcTaHOBUTE PerynivMpoBOYHble BUHTbI (PUCYHOK 12) 1, BbiCTaBMB TpebyeMbIii yron HakfoHa ycTpoiicTea
(pucyHok 13), 3aTsiHUTe ux (pucyHok 14). Yron HaknoHa namensietcsi ot -70 go 70 rpaaycos.

© Otperynupyiite nonoxexe ycTpoiicTsa Tak, 4To6bl aGOHEHTCKUE YCTPOICTBA Nonajan B 30Hy
MOKPbITASA TOYKM AOCTyNa.

>

®

@

PucyHok 13 — Perynuposka HaknoHa PucyHok 14 — dukcauns BUHTOB

yCTpoicTBa

3. llanee 3aTAHUTE OCEBbLIE BUHTbI, BOLLEALLNE B Na3bl NOBOPOTHOTO KPOHLWTEHA (PUCYHOK 14).
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5 MopgknoveHne ycTponcTea

1. CHUMUTE KabesbHbIii BBOA, BLIKPYTUB €70 13 Kopryca yCTPOoiicTBa.

PucyHok 15 — CHsiTMe kabenbHOro Beoia

2. 13BneknTe 13 KabenbHOro BBOAA 3arnyLlKy, CKpYTUTE Taiiky, BbIHbTE YINIOTHUTENbHYH BTY/IKY U3
namMeneii kopnyca.

PucyHok 16 — KabesnbHblii BBOA B pa3o6paHHOM Buae

3. MNpoaeHbTe kKabenb ¢ pasbeMoM RJ-45 B oTBEpCTME raiikn KabesbHOro BBOAA.

PucyHok 17 — YcTaHOBKa raiiku kabesbHOro BBoga Ha kabene
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PykosogcTso no akcnyataumm WOP-30LS

4. YcTaHOBUTE pa3pe3Hyo Pe3NHOBYIO BTY/IKY Ha Kabenb MexXay pa3beMOM 1 YCTaHOB/IEHHOWN paHee
raikom.

PucyHok 18 — YcTaHOBKa pe3nHOBOIA BTy KM Ha kabene

5. MponycTuTe Kabesnb C pa3beMoM Yepes Kopnyc KabenbHoro BBoaa.

PucyHok 19 — YcTaHoBKka Kopnyca kabenbHoro BBoga Ha kaberne
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6. YCTaHOBWTE YNIOTHUTENBHYHO BTY/IKY B /TaMe/In Kopryca KabesibHoro BBoga.

PucyHok 20 — YcTaHOBKa pe3nHOBO BTY/IKM B KOPNYC KabesibHOro BBoga

7. HakpyTuTe raiiky Ha kopnyc ka6enbHoro BBoga Ha napy 060poToB (He 3aTsruBaiite raiiky, NpoBog
[LO/MKEH CBOBOAHO CKOMIb3UTb BHYTPU YNIOTHUTESIbHON BTY/IKN).

PucyHok 21 — KpenneHue kabenbHOro BBoga Ha kabene

8. BcTaBbTe pasbeM RJ-45 B OTBETHYIO YaCTb Ha Kopryce yCTPoCTBa.

PucyHok 22 — MopgxntoueHne Ethernet-kabens k POE-nopty
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9. BKkpyTuTe KabenbHblil BBOA B pe3bby Koprnyca. 3aTsaHuUTe C yMEepPEHHbIM YCUnnem ans obecneyeHms
cXaTusa ynaoTHUTENBHOTO KosbLa Ha dhnaHue kabenbHoro BBoja.

PucyHok 23 — YcTaHoBKa kabenbHOro BBOAA B KOpMyc yCTpoiicTBa

10. 3aTaHUTE raiiky kabenbHOro BBOAA A0 MI0THOro o6/1eraHnsi kKabens ynioTHUTENTbHOIN BTY/IKOIA.

PucyHok 24 — 3aTaruBaHue raiiku kabesibHOro BBoga

€ HexoppekTHas ycTaHOBKa Ka6enbHOro BBOAA MOXET NPUBECTM K HAPYLLEHUIO FePMETUYHOCTY
yCTpOWcTBa.

24



PykoBOACTBO No akcnyatauum WOP-30LS

11. BbINnonHUTE 3a3eM/IeHMe YCTPOoCTBa Yepes cneuuasbHyo Knemmy.

N

PucyHok 25 — 3a3emneHune ycTpoiicTea

12. Nopgkntounte Ethernet-kabens, naywmin ot WOP-30LS, k POE-nopTy uHxekTopa nav nopry
kommyTaTopa (IEEE 802.3af-2003).

13. Ecnu Bbl ucnosnb3yeTte POE-MHXeKTop, NoaxknoumTe ero K posetke 220 B ¢ NOMOLLbHO CETEBOTO LUHYPA.

€ Bo usbexaHme BbIxoaa YCTPOIICTBA 13 CTPOS PeKOMEH/LyeTCs UCMO/Mb30BaThb rPO303aLLyTY.
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PykoBoacTso no akcnnyarauum WOP-30LS

6 YnpassieHne yCTpOMNCTBOM vepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-30LS

3. BBeauTe ums nonb3oBarens B CTPOKe «BBeAuTe NorvH» 1 Naposb B CTPOKE «BBeaUTe Naposib».

© 3asogckue ycTaHoOBKM: NOrMH — admin, Naposnb — password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHIO MOHWUTOPUHIA COCTOSIHUSI yCTpOCTBA.

MOoHUTOPUHT Radio VAP WwDs STA CeTessle HacTpoi BHelwHue cepaucsl Cuctema - (ebxoa)

Wi-Fi ke Wagenne
wos Annapatwan sepons 12
3asogcxoii MAC-apec
Cramvctya no Tpadiy
Cepwiiruiit Homep  WP52000401
CrarmposaHue scvpa Bepows M0
HKypHan coBemii Peaeparan sepona M0
Ceresan urpopmaLa PR T
Cucremroempems 17102025 124708
Vkchopuauyia o
paauoHHTepdaiicax Bpews paborsl 17 an, 00:56:52

Viscbopmaww o6 ycTpoiicTae > Safpysi LY h

Vicnonsayenian nausTs 55%) 135 M6t / 241 M6aiir

§
3

26



PykoBoacTso no akcnnyarauum WOP-30LS

5. MNpy HeOBXOANMOCTN MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmauun. Ana WOP-30LS

[OCTYNHbI pycckasi U aHrnuiickas Bepcumn web-uHtepdeiica.

Mosuopusr ~ Radio VAP

Wi-Fi knesTel
WS

Cramucmvia o Tpadbvry
Cravvpoganme anpa
HypHan cobermii
Ceresan nchopmauma

Urdpopmarys o
pagwon-Tepdeiicax

rdpopmarym oF ycrpolictae »

STA  CeteseieHacTpoiin  Brewnwe cepaucsi  Cucrema

Wanenwe

AnnapaTHa BepcHA
3aeoackoit MAC-agpec
Cepwittiuiit Homep
Bepcua M0

Peseparan sspovn 110
Bepcia sarpysuika
CrcrenHoe epema
Bpewn paborsi

arpyara LMY

Venonsayewan namaTe

w2

WP52000401

17.10.2025 12:47.08
17 an, 00-56:52

4%

SD 135 M6aiir / 241 Maiir

%:
7

6.2 NpuMeHeHne KoHUrypauum n oTMeHa N3MeHeHui

1. MNpumeHeHre KoHurypawmm

Mpy HaXXaTUn KHOMKMN 3anyckaeTtcsi npouecc coxpaHeHust koHgurypauum Bo flash-
namsTb YCTPONCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpolikn BCTynaroT B cuy 6e3
nepesarpysku ycTpoincTsa.

B web-uHTepdeiice Touku AocTyna peannsoBaHa BulyasibHasi MHAMKALMS TEKYLLErO COCTOSIHUS npoLiecca
nprMeHeHust HacTpoek (Tabnuua 5).

Ta6n|/|u,a 5-— B|/|3yaana;| NHONKaUnA TeKylero CoOCToAaHuUA npouecca npuMeHeHnsa HaCTpoek

BHewHwuii BUp, OnucaHue COCTOAHMUA

Mocne HaxaTtus Ha KHOTKY «[TpYMEHNTbL» MPOUCXOANT MPOLIECC MPUMEHEHNS U

3anncu HacTpoek B NamsThb ycTpoiicTBa. O6 3TOM MHPOPMUPYET 3HAUOK Ll B
HasBaHWW BKNAAKN 1 Ha KHOTMKe «[pUMEHUTb.

06 iCI‘IeLLIHOM COXpaHEeHNUN N NPUMEHEHUN HACTPOEK MHAIOPMUPYET 3HAUOK

2. OTMeHa U3MeHeHuM

B Ha3BaHUN BKNagkKu.

. . X Otmena
KHoMka OTMEHbI U3MEHEHWU UMEET CrieyoLlni Bua,

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUSA Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[MPUMEHNTBL» N3MEHEHHbIE HA CTPaHULLEe NnapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anMcaHHble B NaMsATU yCTpoiicTBa. Nocne Haxatusa Ha KHOMKY «[puMeHNTb» BO3BPAT K NpeablayLumm
HacTpoiikaMm 6yaeT HEBO3MOXEH.
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PykoBoacTso no akcnnyarauum WOP-30LS

6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

MoHUTOpIHT Radio VAP WDS STA CeTeBrle HacTpoFiKM BheLuHue cepeicel Cucrema
Wanenue
AnnapatHar BspckA 12
3asoacroii MAC-agpec
CepuifHEIM HoMep WP52000401
Bepcus MO
Peaepenan sepcun 10

Bepcun sarpyaumia

CucTenmHoe Bpema 17.10.2025 12:47:08
Wrdhopmaums o
paau i Bpemn pabotul 17 aH, 00:56:52
= \ 3arpyata L|ITY 9,
WrdbopmalmnA ob ycTpolicTee > E 4
Wenonssyeman naMaTe 5:,9 135 M6ait / 241 Mbait
2 OBHoEMTE
© 000 Tipednpuamue "3nmenc’, 2023 Bepeus 10 (Bepcus WEB. l

OKHO No/b30BaTeNbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTeii:

1. Bknafgku MeHo — Ans rpynnupoBKK NoAMeH0 no kateropusam: MoHutopuHr, Radio, VAP, WDS, STA,
CeTeBble HacTpoWku, BHewHue cepBucel, Cuctema.

2. Bbl6op A3blka UHTEpeiica 1 KHomnka «(BbIxof)», NpeAHa3HaveHHas A5 3aBepLUeHns ceaHca paboThbl B

web-nHTepdelice nog faHHbIM NoNb30BaTENEM.

Bknafkv nogmeHo — 415 ynpas/ieHNA NoJsIeEM HacTpOeK.

Mone HacTpoekK ycTpoincTBa — 4715 NPOCMOTPA AaHHbIX 1 KOHUrypaLmu.

WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

arw®
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PykoBoacTso no akcnnyarauum WOP-30LS

6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MoHUTOpMHT Radio VAP WwDs STA CeTesele HACTPOWKMA BHeluHmMe cepBicel Cucrema - (esxon)

Wi-Fi knmeHTsl > £ ObHoenTs

WDS

> RX
Cramicruka no Tpadey Wmn Link Link Link Quality ~ RSSI, SNR, BW, BW, Bpems
Facti Ne xocra IP-appec MAC-agpec Wutepdeiic  Capacity Quality Common nbm ob TxRate RxRate My My paboTbl

Cisdpoealie dbip v o1 wlanivad 100 100 87 51 32 HENSS2 ~ HENSS2 20 20 00:03:06
MCS11 MCS9 MGI
Hypran coBemai 286.6 216.7
Ceeran urpopuauyn Mepaaxo / NpuHATO BCero, BaiT 4 295 1347213 782 MepanaHo ¢ owuBKamu, naketos 1
Whchopraln o lNepenaHo / NPUHATO BCETD, NAKETOR 3195/878 MoETopEl Nepenaquy 3a nocneqHWA nepuog, 0
DEQLIUHH’EDCOEI‘\C&X nakeTos

MNepeaaHo / NpUHATO faHHEX, GaiT 4294 800 213 650
OBLee wKCno NOBTOPOB Nepenaqy, NakeTos 177

WkpopmaLpn of ycTpoiicTee Mepenano / npuHATo fanHuix, naketos 3 190/ 874
CropocTe nepegaun / npuema, Koutic 0r0
Mogynauua NepenaHo nakeToR TMpuHATO NakeToR
NSS1-MCS8
NSS1-MCS11

0 0% 5] 0%
0

NS52 MCS3 0 0% 19 2%
0
0

0% 1 0%

NS52-MCS4
NS52-MCS5

0% 94 1%
0% 170 19%

NS52-MCS6 548 17% 423 48%
NSS52.MCS7 2125 67% 95 1%
NS52-MCS8 304 10% 33 4%
NS52-MCS9 186 6% 32 4%
NS52.MCS10 17 1% 4 0%
NSS2-MCST 10 0% 0 0%

* Ne — HOMep NOoAK/TIFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec noagKIOUeHHOr0 YCTPOCTBa;

+ MAC-adpec — MAC-aapec NoAK/IH4YEHHOrO YCTPOICTBA,;

* ViIHmepdpelic — nutepdheiic B3ammoaenctand WOP-30LS ¢ noak/toueHHbIM YCTPOCTBOM,;

* Link Capacity — napameTp, KOTOPbIli 0TO6paxaeT 3PEKTUBHOCTb NCMONb30BaHMA TOUKON AOoCTyna
MOAY/IAUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KOMMYECTBa NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAIOLLMX KO3hmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tvna nss,
noaepXX1MBaemMoro kKfiMeHToM). MuHuMmanbHoe 3HaueHne — 2% (B ciydyae, Koraa naketbl nepegatoTcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHune 10 cekyHp,

* Link Quality — napameTp, KOTOpPbIi 0TOGPaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TMEHTY. MakCcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O[IMH NaKeT A0 KNMeHTa He 6blN YCNeLIHO OTNpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

* Link Quality Common — napameTp, KOTOpbIi 0TOGPaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YecTBa peTpaHCMUTOB NaKeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanibHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOIi NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
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OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS MOAKNIOYEHNA KITUEHTa;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHa/IbHas CKOPOCTbL nepegayn, MouT/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHusa Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1e€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY K/IMeHTY BbiGepuTe ero B Crimcke.
Moapo6Hoe onucaHue BKKOYAET B cebs cneaytoLime napaMmeTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNMYeCTBO NakeToB, NepefaHHbIX C OLWMOKamMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.
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6.4.2 TNoameHto «becnpoBOAHON KaHas»

PykoBoacTso no akcnnyarauum WOP-30LS

B nogMeHto «BecnpoBogHOl KaHas1» 0TOGpakaeTcs MHGopMauusi NoOAKIoUeHUs B pexume kavenTa (STA) k

TOYKe AaocTtyna.

MoHuTOpMHr ~ Radio VAP WDS  STA  CETeBbie HACTPOiKM  BHELHWE cepsucsl  CHCTEMA -~ (Bbixom)
BecnpoBoaHOR KaHarn >
TX BW, RX BW,
WDS Ne MAC-agpec WHTepedpeiic  RSSI, AEM SNR,aE  TxRate RxRate My Mry Bpems paGoThl
~ 1 wian1 -42 36 HE N§S2 MCS10 OFDM B LGIE 20 20 00:02:50

CTaTHCTHKA MO TpadhuKy 258.1

CraHnposanune aupa .
P pup MepeaaHo / NPUHATO Beero, GailT 79876/ 491 355 MepenaHo ¢ oWwMGKaMu, NakeTos 0
KypHarn coObITHi TMepeaaHo / NPUHATO BCETO, NAKETOB 1092 /1552 TMoBTOpbI NEPEAAYM 38 NOCTEHWI NEPHON, 0
NaKeToB
o 4 MHDODM MepeaaHo / MPUHATO JaHHbIX, GalT 79298/ 663
CETERaR MHEopMauna OOLUEE YACTO NOBTOPOB MEPENAaYH, NAKETOB 0
MepeaaHe / NPUHATO AaHHLIX, NaKeToB 107745
WHthopMaLma o
pafuouHTEppelicax Mogynauus MepeaaHo NakeToE MPHHATO NaKeToR
N OFDM& 0 0% 3 60%
WMudpopmauma of ycTporcTee
NSS2-MCS7 2 0% 0 0%
NSS2-MCsg 34 3% 1 20%
NSS2-MCSS 384 6% 1 20%
NSS2-MCS10 379 35% 0 0%
NSS2-MCS11 278 26% 0 0%

No — HOMep MOAKMHYEHHOTO YCTPOICTBA B CMUCKE;

MAC-adpec — MAC-agpec nogKNHUYEHHOro YCTPONCTBA;

Mumepabelic — nHtepdeiic B3anmopeiictems WOP-30LS ¢ noaxknto4eHHbIM YCTPONCTBOM;
RSSI — ypoBeHb NpMHMMAaEMOoro curHana, abwm;

SNR — oTHoLleHue curHan/wym, ab;

TxRate — KaHa/bHas CKOpPOCTb nepegayn, MouT/c;

RxRate — kaHa/lbHas CKOPOCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegade, MIru;

Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;

Bpewmsi pabomsbi — Bpems coeanHernst ¢ Wi-Fi knneHTom

MNMoameHto «BecnpoBoAHOl KaHas» CTaHET JOCTYNHO MoCc/e BK/UYEHUs pexnma knveHTa (STA) Ha
Touke gocTyna. Mocne oTkAUeHns pexmma knveHTa (STA) Ha ycTpoiicTBe «BecnpoBoaHO kaHa»
OyneT CKpbIT.
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PykoBoacTso no akcnnyarauum WOP-30LS

6.4.3 TogmeHto «WDS»

B nogmeHto «WDS» BbIBOAUTCA MHpOPMALUA O COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-30LS.

Mowropur  Radio VAP WDS  STA  Cereswie wacipoi  Brewsme cepsncsi  Cvcrema e (ssxop)

Wi kvenTel
WDS>
Link X RX
Unn Link Link Quality RSS,  SNR, BW, BW, Bpemsn

CramiCTka no TpadHKy
Py Ne xocta IP-ampec MAC-anpec Mitepdelic Capacity Quality Common  mBm A5 TxRate  RxRate  MIu My paGorel

Cranposarue pupa v wian1 9% 94 91 44 34 HENSS2 HENSS2 20 20 003502

» _ MCS11 MCS9
KypHan coBeimmii 2868 2294

Ceresan rcpopuiaryn Mepepario | npursTo scero, Gaiir 1105 467 /5,833 924 Mepenano ¢ oumbranu, naretos 3

Vicpopuauytn o Mepegario / mpursro ecero, naretos 12,867 /20 544 Moarops! nepesat 3a nocneaswi neprog, 2
papoukTeppeiicax naretos
MepegaHo / NpUHATO JaHHLIX, GaifT 1016532722271

OBuyee uaCno NOETOPOR Nepepaun, nakeron 1228

Hrpopmaupn o6 ycrpoiicree Mepenao / NpuHATO Aakkbix, nakeTos 12441109

Ciopocts nepeaasn/ npuena, Koutle 240
Mogynsiuus Mepeaako nakeros MpunsTo naketos

OFDM6 0 0% 2
NSS1-MCS0 1 0% 0
NSS1-MCS4 0 0% 7 6%
NS52-MCS0 1 0% 0

NSS2-MCS1 8 0% 0

NSS2-MCS2 1 0% 0

NSS2:-MCS3 1 0% 2 1%
NSS2-MCS4 1 0% 7 6%
NSS2.MCS5 10 0% 5 5%
NS52.MCS6 1 0% 4 4%
NSS2.MCS7 46 0% 5 5%
NS52.MCS8 264 2% 17 16%
NSS2-MCS9 1728 14% 271 25%
NSS2-MCS$10 6909 56% 23 21%

NSS2.MCS11 3400 27% 0 0%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOMCTBA B CMUCKE;

* VIMsi xocma — ceTeBoe MMs YCTPOICTBa;

* IP-adpec — IP-agpec NoAKMHYEHHOIO YCTPONCTBa,

+ MAC-adpec — MAC-agpec noak/I4eHHOro yCTponcTBa;

* MiHmepdpelic — nHTepdelic B3anmogerictens WOP-30LS ¢ nogk/1to4eHHbIM YCTPOCTBOM,;

* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT aPPeKTUBHOCTb NCMONb30BaHNA TOUKON AOCTyna
MOAyNALMN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBA NakeToB, NepefaHHbIX Ha KaXao0i
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUmMeHTOB. MakcumasibHoe 3HauyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO Tuna nss,
NnoALEPXXMBAEMOTO KIMEHTOM). MUHUMaNIbHOE 3HaueHne — 2% (B Cnyyae, Korga naketbl nepeaatoTcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbIBaeTcs
3a nocnegHue 10 cekyHpn;

* Link Quality — napameTp, KOTOpPbI/i 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeToB, OTMNPaB/IEHHbIX K/IMEHTY. MakCMMasibHOE 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPABUINCH C NEPBOI NONbLITKMN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KAMEeHTA He Gbl YCNeLIHO OTnpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXaeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCyYUTaHHbI
Ha OCHOBaHWM KONNYeCTBa PETPAHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbI OTNPABUNCH C NEPBOA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KMEHTa He 6blN YCNeLHO oTnpaBsieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TIOYEHUS KNTNEHTE,;

* RSSI/ — ypoBeHb NpyHMMaemoro curHana, abm;

* SNR — oTHOLWweHWe curHan/wym, ab;

* TxRate — kaHa/lbHasa CKOPOCTb Nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npuema, MéuT/c;

+ TX BW — nonoca nponyckaHus Ha nepegade, MI'u;

* RX BW — nonoca nponyckaHus Ha npveme, MI'y,

* Bpewmsi pabombl — BpeMs COefUHEHNS.
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PykoBoacTso no akcnnyarauum WOP-30LS

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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PykoBoacTso no akcnnyarauum WOP-30LS

6.4.4 TogmeHto «CTatucTnka no Tpadomky»

B nogmeHto «CtaTucTuka no Tpadpuky» 0TobpaxaroTcs rpaukyi CKopocTu nepesaHHoro/noy4eHHoro
Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaKKe CTaTUCTMKa O KOJIMYeCcTBe nepesaHHoro/nosy4yeHHoro tpaduka c
MOMEHTAa BK/THOYEHUSA TOUKN AOCTYMa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM A0CTyna 3a nocnegHne 3 MUHyTbl. Fpadvk aBTOMaTnyeckm 06HOBNSETCA Kakable 6 CEKYHA.

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNAETCA Kaxable 6 CEKYH/,.

MowmTopuHr Radio VAP WDS STA

WLAND T/Rx bps

Fx 0 bps (max: 0 bps)
@ Tx 0bps (max: 0 bos)

CTaTMCTVKE No Tadmuey »

CraswpoBaHRE 3tinpa

Ceresan nchopmanna

SRR sl

165412 165424 165436 165:5440 155500 165512 16:5524 165536 165548 16:56:00 165612 165624 165536 155648 165700 ta

0
2

WLAN1 Ta/Rx bps

Pz 0 bps (max: 0 bps)
@ Tx 0bos (max: 0 bos)

e e e e e

(54:00 165412 165424 165436 165440 155500 165512 165524 165536 165548 165600 165612 165624 165636 155643 165700 ts

@

LAN Tx/Rx kbps

R B2 khips (max 156 kps)
@ T 232 kps (mac B4.3 kbps)

165418 165430 165442 165454 165506 16:5518 165530 165542 165554 16.56.06 1656018 1656030 165642 16:56:54 1657.05 165718 Ls

Mepegaxo v

TIPUHATD +
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PykoBoacTso no akcnnyarauum WOP-30LS

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MepenaHo ~
WHTepdenc Beero naketos Bcero Gant OTOpoweHo NakeTos Owwnbrn
LAMN 6363 3559276 0 0
WLAMD 0 0 0 0
WLAN1 4215 1376473 0 0
wlan0-val 0 0 0 0
wlanD-val 0 0 0 0
wlanD-va2 0 0 0 0
wlanD-val 0 0 0 0
wilan0-vad 0 0 0 0
wlanD-vas 0 0 0 0

OnucaHune Tabnuupl «[IpUHAMO»:

* MiHmepdgelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aiT,;

+ Om6powWeHo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;
* OWubKuU — KOJIMYECTBO OLLMOOK.

MpUHATO ~
WuTepdenc Bcero naketos Beero Gaat OTDpoweHo NakeToE Owwnbrm
LAN 316067 39969142 0 0
WLAND il ] 0 0
WLAN1 61508 5975329 0 0
wlan0-val il ] 0 0
wianl-val 0 0 0 0
wlan0-va2 0 0 0 0
wlanl-va3 0 0 0 0
wlanl-va4 0 0 0 0
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PykoBoacTso no akcnnyarauum WOP-30LS

6.4.5 TlogmeHto «CkaHnpoBaHue achrpar»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

MoHuTOpMH Radio VAP WDS STA CeTenble HacTpoiku BHewHue cepauckl Cuctema -~ (Bbixon)
Wi-Fi knueHTs! b e =T RS [TocnenHee cranMposatue beine 17.10.2025 12:58:46
WDS
24Ty 5Ty
CramcTuka no Tpadmky P
MuanazoH SSID BezonacHoCTH MAC-anpec Kanan / Lupuna RSSI, nbm
CranupoeaHue 3cupa >
24Ty Open 1120 7
HypHan cobemai
24My Open 620 5
CeTeean MHDOpMALINA
24Ty WPANVPAZ 9720 -5
SkxpDpUANGTO 24y Open 1120 20
pagnonHTepdeiicax
5 24Ty WPA3 6120 -22
WrHcpopmarma of ycTpoiicTee
24Ty Open 9720 -22
24Ty WPA2 1X 11720 =27
24Ty WPA3 137400 -30
24Ty Open 11720 =31
24Ty Open 6120 -34
24Ty WPAZ 1720 -35

[ns 3anycka npoLecca CKaHUPOBaHWsSI HXXMUTE Ha KHOMKy «CkaHMpoBaTb». Moc/e 3aBepLueHus npoLecca Ha
CTpaHuLe NOSIBATCS CMMCOK 0GHaPYXXEHHbIX B paanoadhmpe Todek AocTyna u MHopMaumsi 0 HUX:

* [locsiedHee ckaHUposaHue 6blI/10... — AaTa U Bpems Noc/ieqHero CkaHMpoBaHus,

+ [luana3oH — yKa3blBaeTcsa auanasoH 2.4 'y unm S I'Tu, B KOTOPOM 6blia 06HapyXXeHa Toyka AoCTyna;
+ SSID — SSID o6HapyXeHHOI TOYKM A0CTYNa;

* Pexxum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapYXXEHHOWN TOUKM A0CTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYNa;

* KaHasi/lLlupuHa — pagmokaHas, Ha KOTOPOM paboTaeT 06HapyXXeHHasa Touka AOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHUMAET CUTHaUT OGHAPYXXEHHOM TOUKK A0CTYyna, ABM.

© Bo Bpems ocyLLeCcTBAEHUS CKaHUPOBaHUS athupa PaaouHTepdelic ycTpolicTBa GyAeT OTK/IOUEH, YTO
npuBeaEeT K HEBO3MOXHOCTY Nepeaayn AaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHWPOBaHUSI.
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6.4.6 MoameHo «KypHas cobbIThi»

PykoBoacTso no akcnnyarauum WOP-30LS

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cnegyoLLyo NHhopMaLmio:

MoHUTOpUHT Radio VAP

Wi-Fi knuenHTel

WDS

CratucTika no Tpadmky
Cranvpoeadue auipa
JHyphan cobermai »
Cetesan nHgopmauma

Whdhopmauua o
paguonHTEpelicax

HcpopmaumA ob ycTpoiicTee
A ¥

WDS

STA CeTeBble HacTpoiky Bhewmme cepencel Cuctema - (BerXon)
= O6noevms [ -LO¥EY 8
HNatau
EpEMA Tun Mpouecc CoobueHne
Qct 17 daemon.info monitord[706] event: ‘deauthenticated by STA' ip: 10.30.110.195 mac: AE:63:96:BE:26:95 ssid: "WEP-30L_5GHz' interface:
13:10:28 wlan1-val channel: 44 rssi-1: -48 rssi-2: -36 location: ‘root' reason: 3 description: ‘Deauth at STA leave BSS'
Oct 17 daemen.info monitord[706] event: 'IP address was updated by DHCP packet’ ip: 10.30.110.195 mac: AE:63:96:BE:26:95 ssid: "WEP-
13:01:25 30L_5GHz' interface: wian1-va0 channel: 44 rssi-1: -45 rssi-2: -39 location: 'root’ reason: 0
Qct 17 daemon.info monitord[706] event ‘authenticated’ mac: AE:63:96:BE:26:95 ssid: "WEP-30L_5GHz' interface: wlan1-va0 channel: 44 rssi-
13:01:24 1: -39 rssi-2: -39 location: root” auth-method: "Open’ captive-portal: "disabled'
Oct 17 daemon.info scamwlan[23227] scan on interface 'wian1’ finished
12:58:46
Oct 17 daemon.info scanwlan[23227] scan on interface 'wian(’ finished
12:56:46

Jama u Bpemsi — nata n Bpemsi, Koraa coobiTue 6b110 CreHepUpPOBaHo;
Tun — KxaTeropusi U ypoBeHb BaXXHOCTW COObLITUS,
lMpoyecc — nmsa nNpouecca, CreHepupoBaBLLEro COOOLLEHNE;

CoobuweHue — onncaHue cobbITus.

Tabnmua 6 — OnucaHne KaTeropuini BaXxHOCTU cobbITuiA

YpoBeHb

0

N o o g hAWwN

UpesBbluaiiHble (emergency)
CurHans! Tpesoru (alert)

KpuTtnueckue (critical)

OwwBouHble (error)

MpeaynpexaeHus (warning)
YBegomneHus (notice)
NHdpopmaumoHHble (informational)

OTtnagouHble (debug)

Tun BaXXHOCTU COOGLLEHUA OnucaHue

MOXeT pa6OTaTb HenpaBW/ibHO

Heob6xoayMo HeMea/IeHHOe BMeLIaTe/IbCTBO B
cuctemy

B cucteme npousoLuna Kputuyeckas owmoka

B cucteme npousoLunia owmbka

MpeaynpexaeHne, HeaBapuinHoe coobLLieHne
YBeAOM/IEHUE CUCTEMbI, HEaBapuiiHoe coobLleHne
VIHchopMaLMoHHbIEe COOBLLEHNSA CUCTEMBI
OTnagoyHble COOBLLEHNS NPeoCTaBNsAT

nosb30BaTeNto MHOPMaLMIO A7151 KOPPEKTHOIA
HaCTPOWKN CUCTEMBI

[ns nonyyeHns HOBbIX COOBLLEHNIA B XXypHasie COObITUIN HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTbY.

Mpn HeOBXOAMMOCTM BCE CTapble COOOLLEHNS U3 XypHasIa MOXHO YAa/INTb, HAXXaB Ha KHOMKY «OUMCTUTbY.

B cucteme npowusoLuna Kputnyeckas owmnbka, cuctema
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6.4.7 TMogmeHto «CeTeBas nHopmauns»

PykoBoacTso no akcnnyarauum WOP-30LS

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

Cetesan uHbopmaLyiA » Ethernet

Whdpoprauma o
paguonHTepdericax

WHdopmaums ob ycTpoiictse

0 br

1 brl

MeHUTOpHHT Radio VAP WDS STA CeTedkle HACTPOIKM
Wi-Fi knvenTsl Craryc WAN

WDS WhHtepdeiic

e i [MpoToron
CTamicTika no Tpaduxy

IP-appec
Cranvposanue acupa

MpyHATO
VPH OEITH

HypHan cobeman T —

CocroaHue nopTa
Cropocte

Oynnexc

|P-anpec

MapLwpyTsl ~

Ne Wutepdenc

BHewHKe cepeucel CucTema

br0
DHCP

130.7 KGair (133 816 Gaitt)

1.6 MoaiT (1674 031 Gavr)

Up
1000

Full

Hazuauenue

0.0.00

MAC-agpec
LWintoa Macka
0.0.0.0
0.0.0.0

dnarn

uG

(BbXon)

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;
*+ [Mpomokos1 — NPOTOKON, UCNob3yeMblin ansa goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELLHEN CETY;
* [IpuHsIMO — KONNYecTBO NPUHATLIX Ha WAN 6Gair;

+ [NepedaHo — KonmyecTBO nepegaHHbix ¢ WAN 6aiir.

Ethernet:

« CocmosiHue nnopma — coctosiHue Ethernet-nopta;

+ CKopocmb — CKOPOCTb MOAK/ItoUeHust o nopty Ethernet;

« [ynaekc — pexvum nepegaun

OaHHbIX:

* Full — nonHbIi gynnekxc;

+ Half — nonygynnekc.
ARP:

B ARP-Tabnuue cogepxutca nHpopmaumsa o coorsetcteun IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTsa.
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PykoBoacTso no akcnnyarauum WOP-30LS

MapLipyThbl:

Wumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noaceTty;

®azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT Clieaytole 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/SETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBol MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/HOYEHEM. Bce npoyvie mapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NoKasIbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx NakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/a MapLUpyTU3auun Ha NTOKasIbHOM CUCTEME M NPUMEeHeHMs napameTpa mod;

A — yka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4WH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/bHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLLpPyTbI» CYLLECTBYIOT TO/IbKO B Bychepe MapLupyTusauuy;

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbLeBbiM (loopback) nHtepdpeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHUE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aunu;

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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6.4.8 ToameHto «/HhopMaLmsa o pagnovHTepdencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WOP-30LS.

PykoBoacTso no akcnnyarauum WOP-30LS

MoruTopuHr Radio VAP

Wi-Fi knuenTel

WDS

CramvcTika no Tpadmey
CraHwpogsanue scvpa
HypHan cobemait
Ceresan nHchopmauma

Whdhoprauma o
paavonHTEpdeicax »

WHdpopmauya ob ycTpoicTee

WDS

STA CeTesele HacTpoii

Radio 24Ty
Craryc
MAC-anpec

Pestana

Radio 5Ty
Craryc
MAC-anpec
Pestana
Kanan

LUupuHa karana, My,

Brewnue cepamcel

BriknicueHo

IEEE 802.11bfg/n/ax

BrnioueHo

IEEE 802.11a/n/ac/ax
40 (5200 M)

20

(Bexoq)

PagunovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» 1 «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 pagmovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTtpe «CTtaryc».
Crartyc Radio 3aBMCUT OT TOr0, €CTb JI1 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHblE TOUKM

poctyna (VAP). B cnyyae, ecnv Ha pagnovHTepdeiice umeetcst XoTsi 6bl ogHa aktuBHasa VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «BknoyeHo», Havye — «BbIKNMHoYeHOo».

B 3aBucumocTu oT cTatyca Radio A1 MOHMTOpPMHIA AOCTYNHA crieaytoLwas nHgpopmaums:

«BbIKNHOYEHOY:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexxum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;
* Kanas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* WupuHa kaHana, MMy — wypuHa Nonockl 4acToT KaHasia, Ha KOTOpoM paboTaeT pagnonHTepdeiic.
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6.4.9 TMogmeHto «VHhopmaLmsa 06 ycTpoincTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOpaeHbl OCHOBHbIE XapakTtepnuctnkm WOP-30LS.

Wi-Fi knueHTsl Wagenwne
WDS AnnapartHan BepcHA 12
3aeopcxoi MAC-agpec
CramcTiika no Tpadmiky
CepuiiHeii Homep WP52000401

Cranvposarue avpa Bepaun 110
Hypran cobuimvi Pezepenan sepcua M0
CeTesan uHchopmaLya Bepcnn sarpysuuka

CucTeMHoe BpemA 17.10.2025 12:47:08
Whchopmauma o
pafuoMHTEpdeicax Bpema pabote! 17 gw, 00:56:52

Wrchopmaupa o6 yeTpoficTee » Sapysal [l %

HMcnonsayeman namaTs 553 135 MGair / 241 MBaiit

MoruTopuHr Radio VAP WDS STA Cetegele HacTpoiin BHelunne cepeuce! Cucrema - (BB0xom)

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ Annapammdasi Bepcusi — BepCUs annaparHoro obecneyeHnst yCTpoicTBa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3roToBUTENEM,

+ CepuliHbili HOMEP — CEPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;

* Bepcus MO — Bepcusl nporpamMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbigyuias yctaHoBsieHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe BpeMsi — TeKyLLMe BPeMS 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

*+ Bpemsi pabomsbi — Bpemsi paboTbl C MOMEHTa NOC/IeAHEro BK/IKUEHUS UNW Nepes3arpy3kn YCTPONCTBa;

+ 3aepy3ska LI[1Y — cpefHuin NpoLeHT 3arpy3kun npoueccopa 3a nocnegHue 5 cekyHa;
* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOICTBA.
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6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

MOHMTOPUHT Radio VAP WDS STA  CeTeBble HACTPOIKM BHeLUHWe cepeuch Cucrema >~ (BbiXOd)

Radio 2.4 [Ty » ObLwme
Radio 5Ty Pexum IEEE 802.11b/g/n/ax ~
[lononHuTENbHO ABTOMATU4ECKMIi BBIDOP KaHana

OrpaHu4uTh CNMCOK KaHanos

LLnpuHa Kaxana, MIy 40 v
OCHOBHO KaHarn Lower v

MOLLHOCTE CUrHANE, AEM 16 v

LononHUTENBHO v

* Pexum — pexum paboTbl MHTepderica CornacHo criefyrowmmM ctaHaapTam:

IEEE 802.11ax;

IEEE 802.11n/ax;

IEEE 802.11b/g;

IEEE 802.11b/g/n;

IEEE 802.11b/g/n/ax.

+ ABmomamu4eckul B8bI60P KaHasa — Npu yCTaHOBNEHHOM chiiare Touka 6yaet aBToMaTuyeckm
BblGMpaTb HaVMeHee 3arpy>KeHHblin pagnokaHan ans paéotsl Wi-Fi-uHtepdpeiica. MNpu cHaToM donare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana;

* KaHas — BbIGOp KaHana nepefayun gaHHbIX;

+ OepaHuyums CrnucoK KaHasa08 — Npu yCTaHOB/IEHHOM chniare Toyka focTyna 6yaeT Ucnosb30BaTb
OrpaHnYeHHbI Nosib3oBaresieM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bblbopa
kaHana. Ecnu cpnar HanpoTue «OrpaHNynTb CMUCOK KaHa/10B» HEe YCTAHOB/IEH U/ B CMIUCKE OTCYTCTBYHOT
KaHasbl, TO ToYKa gocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCex AOCTYMHbIX KAHa/I0B AaHHOro
AnanasoHa 4yacTtoT. KaHasnbl gnanaszoHa 2.4 I'u; 1-13;

+ OepaHuyumsb CrucoK KaHasi08 K/lueHma — [faHHbI donar aHasiornyeH «OrpaHuynTb CMCOK KaHas10By,
0flHaKo paboTaeT To/bKo B pexume (STA). Mo ymonuaHuio donar He yCTaHOB/EH;

* llupuHa kaHasna, MMy — WwnpunHa nNonockl HacToT KaHasla, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuHumaet 3HaveHus 20 n 40 My,

* OCHOBHOU KaHa/1 — napaMeTp MOXET 6bITb U3MEHEH TO/IbKO NPY NPOMYCKHOM CMNOCOBHOCTM CTaTUYeCKn
3aaHHOro kaHana, pasHoi 40 MI'y. KaHan 40 My, MOXHO cunTatb COCTOALLMM M3 ABYX KaHanos no 20
MI L, KOTopble rpaHnyaT B 4acTOTHOW o6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBLIM U
BTOPUYHbIM KaHanamu. MNepBuYHbIA KaHasl UCNO/b3YeTCs KNNeHTamu, KOTopble NoAAEPXMBAKOT TObKO
noniocy nponyckaHnsa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHaloM ByaeTt BepxHuii kaHan 20 My, B nonoce 40 MIy,;
* Lower — nepBUYHbIM KaHa/10M 6yaeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu.

* MowHocmsb cueHasna, 0bm — perynnposka MoLLHocTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3Ha4yeHne ot 0 go 11 abm.
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© B cnyuae, ecnun B cnicke «OrpaHNUmMTBL CMIMCOK KAHAMOB» YkasaH HeOCTYMHbIN /15 BbIGOPA KaHaul, OH

OyAeT oTMeyeH cepbiM LBETOM. [11A TOro Yto6bl HOBast KOHpUrypaumsa 6oi1a NpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.
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B pasgene «[,oNo/IHUTENBHO» OCYLLECTBSETCS HACTPOMKA A0NO/THUTENbHbIX NapamMeTPoB paanonHTepdeiica
yCTpOWCTBA.

OONONMHKUTENEHO ~

DBSS Coexistence
KaHaneHan ckopocTh nepegaqn Auto bl
KopoTKMIA 3aWNTHLIK MHTEpEan
STBC
Mepwog oTnpaeky cnyxedHbE Co0DWEHNIE, MC 100
Mopor dparMeHTaL M 2346
Moper RTS 2347
Arperayma
Kopotraa npeambyna

We#nep BroadcastMulticast, naklc

Legacy Rate Seis Rate (Mbps) 54 485 3/ 24 18 12 1N 9 [ 5.5 2 1
Supported
Basic I [ [ [ ]
Wi-Fi Multimedia (WIM)
Pennueauws ARP
Pexmm paSotel DHCP Snooping replace W
Cnums 82 dropmar CID APMAC-SSID w
OnuWa 82 dopmat RID ClientMAC w
Topmat MAC-agpeca AAEB:CC.DDEEFF W

BENO4WTE QoS

+ OBSS Coexistence — peX1um aBTOMaTU4eCKOro yMeHbLUEHNS LWNPUHBI KaHaa Npy 3arpy>XeHHOM
paanoadgupe. MNpu ycTaHOBNEHHOM hriare pexviM BK/OYEH;

+ KaHasibHasi ckopocmb nepedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpegensiemas crneundmkaunsammn ctaHgaptos IEEE 802.11;

+ Kopomkul 3awyumHbIl uHmMepsas — NoAAEPXKKa YKOPOUEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHble, UCNOosb3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTaMu, KOTopble Takke NOAAEPXKMBatOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ STBC — meTo4 NpPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOTO KOAMPOBaHUS, HanpaBeHHbIV Ha NOBbILEHNE
HaZeXHOCTM nepegayn AaHHblX. MNose AOCTYNHO, TO/IbKO eCNN BbIGPaHHbIN pexum paboThbl
pagunovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, yCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH,;

* [Nepuod omnpasKu c/yXebHbix coobuwjeHul, MC — nepunopa nocbisikn Beacon-thpeiimoBs. Ppeimbl
nepegaroTcs A/ 06HapyXeHNsa ToUKM gocTyna B achupe. MNapameTp npuHumaet 3HaveHnsa 20—2000 mc,
no ymonyanuio — 100 mc;

* lopoz chpazmeHmayuu — nopor hparmeHTaumm gopeiima B 6aintax. MprHMMaeT 3HauyeHms 256—2346, no
yMO4aHuio — 2346;
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lMopoe RTS — ykasblBaeT unC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaBGoTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHuyeHmne
nepegayv LMpOKoBELWaTe/IbHOro/MynbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSIBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTeW;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
Pexxum pabombsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuuun 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne No YMOHaHNIO;
* remove — To4Ka AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [oCTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHus AN pefakTpoBaHUs OTKPbIBAKOTCA Cnefylolme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaTb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HayeHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanumio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — nameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4veHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHasa CTpoka A0 63 CMMBOJIOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;

* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npun yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika oyHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusaHus (Quality of Service). JaHHbI hyHKLMOHaN NO3BO/SET NEpeonpeaenTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IHOYEH.
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Quepenn AIFS cwhlin cwhtax TXOP Limit

Data 3 (9+) 5 1023 - 0

Data 2 (Best Effort)

Data 1 (Bugeo)

Data 0 (Fonoc)

Station EDCA Parameters

Ouepes AIFS cwiMin cwiax TXOP Limit

Data 3 QoK) 7 15w 1023 v 0

Data 2 (Best Effor) 3 5 v 1023 v o

Data 1 (Bugeo) 2

Data 0 {Fonoc) 2

« AP EDCA parameters — Tabnmua HacTpOeK napaMeTpoB Touku goctyna (Tpaduk nepenaetcs oT TOUKU
[0CTyna K KNMEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 4N1A pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONPUOPUTETHAA OYepesb, BbICOKasi NPOMNYyCKHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto oyepeb OTNpaBisgeTca 60/bWNHCTBO TPAAULNOHHBIX IP-g4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEb, MUHMMasTbHbIE 3aEePXKN. B AaHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA BUAEOAaHHbIE, YYBCTBUTESIbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA ovepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn obpabdaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHusi kagpos (dpeliMos)
OaHHbIX, U3MepPAETCs B c/1oTax, NpuHMMaeT 3HadeHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BPEMEHN OXnaaHns nepes NoOBTOPHONM OTNpPaBKoW Kaapa,
3afaeTcd B MUINUCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXET npeBbIwaTh 3HadueHne cwMax;

* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMEHN OXnaaHus nepes noBTOPHOWM OTNPaBKOW Kaapa,
3afaeTcd B MUINIMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAUYeHU cwWMin;

* TXOP Limit — napameTp UCNo/b3yeTCsA TONbKO A8 AaHHbIX, NepefaBaeMblX OT KMEHTa 40 TOUKN
Aoctyna. BoaMOXHOCTb nepefayn — MHTepBas BpEMEHU, B MUI/INCEKYHAAX, KOraa K/iMeHTcKas
WME-cTaHuma umeeT npaBa MHULMMPOBATL Nepegaqvy AaHHbIX N0 6eCNpPOBOAHON Cpeae K Touke
[0CTyNa, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB KneHTa (Tpaduvk nepeaaercs oT KimeHTa
[10 TOUKM gocTyna). OnucaHune nonei TabnuLbl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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6.5.2 MoameHto «Radio 5 Mu»

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MonuTopuHr  Radio VAP WDS  STA  CeTeBbie HAaCTPOMKH  BHELUHME CEPBMCH Cuctema U~ (BEIXoA)

Radio 2.4 Ty ObLume

Radio 5Ty > Pesiam IEEE 802.11a/n/ac/ax v
[ONONHUTENEHO ABTOMETHYECKWI BBEIDOP KaHana

QrpaHuymTb CNMCOK KAHANOB

n 36 (5170 — 5210 MIu) %
44 (5210 — 5250 MIu) %

LLinpnHa kawana, Mry 40 v
OCHOBHOIf KaHan Upper v

MoLHoCTe curHana, ABm 19 v

[OononHUTeNsHO v

Pexxum — pexum paboTbl MHTepdelica cornacHo cTaHgapTam:

« |EEE 802.11ax;

+ |IEEE 802.11a/n/ac;

+ IEEE 802.11a/n/ac/ax.
Asmomamuyeckuli 8b160p KaHa/1a — MpW YCTaHOB/IEHHOM dp/iare Touka OyaeT asTomMmaTruyecku
BblOMpaTb HaVMeHee 3arpy>eHHblii pagnokaHan ans paéotbl Wi-Fi nutepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;
Kanasn — BbI6Op KaHana nepefayun gaHHbix;
OepaHuyums CrnucoK KaHas108 — Mpu YCTaHOB/IEHHOM dp/1are Touka goctyna 6yaeT ncnosb3oBarb
OrpaHnYeHHbI Nob30BaTesIeM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnYnTbL CNMCOK KAHaUI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka focTyna 6yaeTt Bblbuparb pabounii KaHas U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4YacTtoT. KaHanbl agnanasoHa 5 'u; 36-64, 132-144, 149-165;
OzpaHu4ums CrUCOK KaHa/108 K/lueHma — AaHHbIi hnar aHanornyeH «OrpaHnyYnTb CNMCOK KaHa0BY,
0flHAaKO paboTaeT TO/bKO B pexume knveHTta (STA). Mo ymonyaHuto dpnar He yCTaHOB/EH;
UupuHa kaHasna, My — wmprHa Nonockl YacToT KaHaa, Ha KOTOpoM paboTaeT Touka 4OCTyna,
npuHumaeT 3HaveHus 20, 40 n 80 My,
OCHoBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPU NPOMYCKHON CNOCOBHOCTH CTaTUYeCKM
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cumTaTb COCTOALLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPWUYHbIM KaHaniaMmu. MepBUYHbIA KaHa UCNOb3YETCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHusa kaHana 20 Mruy;

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;

* Lower — nepBUYHbIM KaHa/10M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,
MowHocmb cuzHasia, 0bm — perynuposka MoLHOCTK curHana nepegaryuka Wi-Fi 8 gbm. MpuHnumaet
3HadeHne ot 0 go 11 gbm.
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© B cnyuae, ecnun B cnicke «OrpaHNUmMTBL CMIMCOK KAHAMOB» YkasaH HeOCTYMHbIN /15 BbIGOPA KaHaul, OH

OyAeT oTMeyeH cepbiM LBETOM. [11A TOro Yto6bl HOBast KOHpUrypaumsa 6oi1a NpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.
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B pasgene «[,oNo/IHUTENBHO» OCYLLECTBSETCS HACTPOMKA A0NO/THUTENbHbIX NapamMeTPoB paanonHTepdeiica
yCTpOWCTBA.

JONoNHUTENBHO v

OBSS Coexistence
KaHaneHas ckopocTe Nepegayn Auto b
Mopgepera DFS BrnioueHo v
KopoTini 3almMTHBIN MHTEpEAN
STBC
Mepuog oTNpasku cnyxeSHeX cooDILeHn, Mc 100
Mopor dparmeHdTauum 2348
Mopor RTS 2347
Arperaymua
KopoTkaa npeambyna
Wennep BroadcastMulicast. naw'c

0

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 [
Supporied
Basic

Wi-Fi Multimedia (WMM)

Pennukauus ARP

Pexum patotel DHCP Snooping replace v
Onuwa 52 dopmat CID APMAC-5SID b

Onuwa &2 dopmat RID ClientMAC v

Dopmat MAC-agpeca AABE.CCDDEEFF ~

BenouuTe QoS

* OBSS Coexistence — pexvM aBTOMaTM4YeCKOro YMeHbLUEHNS LUMPUHBI KaHauta Nnpu 3arpy>XeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dhf1are Pexunm BK/THOYEH;

* KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensiemas cneumdukaumsamm ctaHgapTos IEEE 802.11;

+ [Moddepxxka DFS — mexaHn3M AMHaMnyeckoro Bblbopa YacToTbl. TpebyeT OT 6ecnpoBOAHbIX YCTPOWCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNO/Ib30BaHNA KaHa10B, COBNaatoLmX ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MeXaHn3M Bblk/TtoueH. DFS-kaHasibl He JOoCTynHbI 415 BbIO60pa;
* BK/1l04EHO — MexaHW3M BK/IHOYEH;
* [MpuHyoume/sibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4OCTynHbI 4719 BblGopa.

* Kopomkul 3awjumHbil uHmepsas — NogaepKka yKoOpoueHHOoro 3almuTHOro nHtepsasia. Touka goctyna
nepefaeT AaHHble, UCNOsb3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,

+ STBC — meTOo4 NpPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOTO KOAMPOBaHUS, HanpaBeHHbIV Ha MNOBbILIEHNE
HaeXHOCTM nepefayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs 18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpPOoKoBeLLaTeIbHOro/My/IbTUKAcTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NMMAUT
ANS LUMPOKOBELLATENBHOIO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkv DHCP onuuun 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNoYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4YKa AOCTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBMAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
* custom — 3ameHa 3Ha4yeHus napametpa CID Ha 3HavyeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HayeHne no ymonyaxduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
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* Brksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa
o6cnyxuBaHua (Quality of Service). JaHHbI hyHKLMOHaN NO3BO/SIET NEpeonpeaenMTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IHOYEH.

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeab AIFS cwMin cwiMax TXOP Limit
Data 3 (@ox) 7 5 v 1023 v 0
Data 2 (Best Effort) 3 15 - 63 . 0
Data 1 (Bugeo) 1 7 - 15 . g4
Data 0 (Fonec) 1 3 w 7 v 47
Station EDCA Parameters
Ouepegb AIFS cwMin cwiMax TXOP Limit
Data 3 (Por) 7 15 W 1023 « 0
Data 2 (Best Effort) 3 15 w 1023 v 0
Data 1 (Bugeo) 2 7 “ 15 " g4
Data 0 (Fonoc) 2 3 “ 7 " 47

+ AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepefaeTcs oT TOUKM
A0CTYNa K KNMEeHTY):

+ Oyepedb — npefonpefeneHHble ovepean AN pasMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/b, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeENpMOpPUTETHAs OYepe/b, CPeAHsA NPOMyckHas CroCO6HOCTb U
3a4epxka. B gaHHy0 ovepeb O0TnpaBiseTcs 60/bUNHCTBO TPAANLUMOHHBIX IP-aaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHUMasIbHbIE 3aAePXKW. B AaHHO
ouyepeamn aBTOMaTnyeckn obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3afePXKn. B faHHOl
ouyepeamn aBTOMaTnYeckn o6pabatbiBalOTCA AaHHbIe, YyBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npuoputetsl 802.1p: cs6, cs7);

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpema oxugaHusi Kagpos (dppeliMoB)
[aHHbIX, N3MepseTcs B cnotax, npuHUMaeT 3HadeHmsa 1-255;

* cwMin — HayaNbHOE 3HaYeHVe BPEMEHM OXMUAAHUA nepes, NOBTOPHON OTNPaBKol Kaapa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHre cwMin He MOXET npeBbIWwaTb 3Ha4YeHne cwMax;

+ cwMax — MaKkCMMasibHOe 3HaYeHne BpeMEHN OXMAaHUa nepes NoOBTOPHOWN OTNPaBKO kagpa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHe cwMax J0/MKHO ObITb 60/1bLIEe 3HAaYeHNUs cwMin;

+ TXOP Limit — napameTp UCNosb3yeTCA TONbKO AN AaHHbIX, NepefaBaeMbIX OT KIMeHTa A0 TOUKN
AocTtyna. Bo3MOXHOCTb nepefayv — MHTepBas BpEMEHU, B MUINCEKYHAAX, KOTAa KNNeHTCKas
WME-cTaHuuMa nMeeT npasa MHMuMMpoBaTb nepeaady AaHHbIX No 6ecnpoBOAHON cpefe K Touke
[0CTyNa, MakcuMasibHoe 3HavyeHne 65535 MunnancekyHa,

« Station EDCA parameters — Tabnuua HacTpoek napamMeTpoB kKnveHTa (Tpaduk nepeaaeTcsi oT KneHTa
[0 TOUKM AocTyna). OnucaHve noseii Tabnunubl NPUBEAEHO BbILLE.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

MoHuTOpUHI Radio VAP WDS STA CeTeBkle HaCTPOHKKM Buelwnue cepeuck Cuctema - (Bbxog)

Radio 2.4 Ty JloNonNHUTENLHO

Radio 5 My CrpaHa Poccua v [ PasbnoknposaTs

[lOMONHUTENEHO > [moBansHas uzonAUMA O

+ [NpumeHnTs X OtmeHa

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 11 Bbloopa CTpaHbl HY)XXHO
BbICTaBUTbL (hriar «Pa3bnokMposaTb». B 3aBMCMMOCTY OT yKa3aHHOIO 3Ha4YeHus 6yayT NpMMeEHeHb!
OorpaHMyeHnst K NOsI0Ce YacToT U MOLLHOCTY Nepeaartynka, Kotopble AeCTBYHOT B aHHOW cTpaHe. OT
YCTaHOBNEHHOV CTPaHbl 3aBUCUT CMNCOK AOCTYMNHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha
aBTOMaTU4YeCcKuin BbIbop kaHana B pexmnme Channel = Auto. Ecnv knneHTckoe o6opyaoBaHue
NNLEH3MPOBAHO A/19 UCNO/Ib30BaHUA B APYrOM pPernoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKON AOCTyna
B TaKOM C/lyyae He yaacTcs.

HacTpoiika nokasibHbIX (pernoHasbHbIX) OrpaHNYeHuid, BKItoHasi paboTy Ha paspeLleHHbIX YacTOTHbIX
KaHanax 1 BbIXOAHOW MOLLIHOCTW, SIB/IIETCSI OTBETCTBEHHOCTHH) MHCTa/NISTOPOB.

BbI60p HENPaBUILHOTO PEFMOHA MOXET NPUBECTY K Npo6/1eMam COBMECTUMOCTU C Pa3HbIMU
K/TMEHTCKMMU YCTPONCTBaMM.

InobasibHas u30/1s14usi — NPU YCTAHOBIEHHOM dp/iare BKOYAETCS U30/1LMS Tpadimka Mexay
KneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

Ansa BCTYMJ/ieHna B cuny HOBOW KOH(DI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIKO NMaMATb
HaXXMNTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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6.6 MeH «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

(%)

Mocne BkIOUYeHUs1 pexxuma knneHTa (STA) 6yaet HegocTynHa HacTpoiika VAP B ToMm radio, B KOTOpoM
6bl/1 HACTPOEH peXuM kneHTa (STA).

6.6.1 TNoameHto «CymmapHO»

B pasgene «CymmapHoO» oTobpaxatoTcsa HacTpoiikm Bcex VAP Ha paguounHTepdeiicax Radio 2.4 'y, u Radio 5
I'My,. MOXHO NOCMOTPETb HACTPOWMKM KaxKA0i BUPTYasibHOM Toukn B pasgenax VAPO—-VAPS.

MoHUTOpHHT Radio VAP WDS STA CeTesle HaCTPOHKM BHelusue cepemcel Cucrema - (Beixom)

CymmapHo > 241y 50Ty
24Ty VAP Brmoveno  Pexum BezonacHocTu VLANID SSID Tpaxcnupoeats SSID Peskum Band Steer Wszonauma aboxeHToR

5Ty VAPO O BelknioueHo
VAP1 0O Buirniouero
VAPZ O BeikniousHo
VAP O BeiknoueHo

lMokazath Boe

AN U % Omena

VAPO-VAP6 — NOpsAKOBbIA HOMEP BUPTYasIbHON TOUKN A0CTYNa;

Bk/1royeHO — npw yCTaHOBIEHHOM ch/iare BUPTyasibHas TOUKa AOCTYyna BKHYEHA, MHAaYe — BbIK/IIOYEHa;
Pexxum 6e3onacHocmu — Tun WNGPOBaHUA AaHHbIX, UICNO/b3YEeMbIil HA BUPTYasibHOM TOUKe A0CTYNa;
VLAN ID — Homep VLAN, c koToporo 6yaet cHuMaTbes MeTka npu nepegadve tpaduka Wi-Fi knnenTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);
SSID — ums BupTyanbHON 6ecnpoBOAHON ceTy;

TpaHcuposams SSID — npun yctaHOBNEHHOM ¢hriare BKKOYEHO BelaHune B adonp SSID, nHave —
BbIK/TIOYEHO;

Pexxum Band Steer — npu ycTaHOB/IEHHOM ch/iare akTMBHO NPUOPUTETHOE NOAK/OYEHME KveHTa K 5 Ty
cetu. Ans paboTbl YyHKUUN HYXHO co3zaTb VAP ¢ ognHakoBbiM SSID Ha KaxaoM pagnonHTepderice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

M3onayusi aboHeHmMos8 — Npy YCTaHOBIEHHOM chiare BKIKUYEeHa N301Aaumsa Tpadinka Mexay KnmeHtamm
B npefenax ogHoi VAP.

)

Mocne BKItOYeHUS pexuma kinenTa (STA) HacTpoiika VLAN ID 6yaet HepgocTynHa.

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMEHNUTb». [1/19 OTMEHbI U3MEHEHUIA HAXKMUTE KHOMKY «OTMeHa.
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6.6.2 TogmeHto «VAP»

Momvopnmir  Radic VAP WDS  STA  Coressienacrpodm  Brcwmme cepvces  Crcrema - (oxog)

Cymmapto VAPO | WVAP1  VAP2  VAP3  VAP4  VAPS  VAPE
241Tu> OGLUMe HACTPOIKM
STy ErnrueHo
VLAN ID
SSID
Tpawcnuposats SS10
Pexum Band Steer
Wsonsums abonentos [
Mopaepsxa 802 11kiv
Pennukaumn Multicast
MpopwTer DSGP v
Pexum Minimal Signal
MUHMMansHeIi yposeHb chrkana, A6m -100
Mopor yposHs cHHana npH poymukre, ABM 100
Wnrepean Minimal Signal, ¢ 10
MaKCHMANEHOS KONMUECTEO KNUMEHTOR 0
Pesxum GesonacHocTH BoiknioueHo v
Moagepkka 802.11r

Pexwa OWE Transition none ~

O6uine HaCTPOKKK:

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHas ToYKa AOCTyNa BK/IOYEHA, MHAYe — BbIK/THOUEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeTt cHumatbcs MeTka npu nepegade tpaduka Wi-Fi knneHtam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHOWN 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHune B adoup SSID, nHave —
BbIK/1HOYEHO;

* Pexxum Band Steer — npv ycTaHOBNIEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Iy,
ceTn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* V3on15yusi aboHEHMOB — MNPW YCTaHOBIEHHOM donare BK/IloUEeHa U30NAuusa Tpadmka mexay KnneHTamm
B npegenax ogHoi VAP;

* [Mooddeprka 802.11k/v — BKNoUNTb nogaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHOI TOUKe [OCTYyNa;

* Pennukayusi Multicast — npu yctaHoBneHHom chnare Multicast-Tpacuk B CTOPOHY K/IMeHTOB ByaeT
npeo6pasoBbiBaTbCA B Unicast 40 kaXaoro KAneHTa, Npu OTK/II0YEHHOM NPOXoAnNTbL 6e3 MoandInKauuii;

+ lNpuopumem — BbI6Op cnocoba npuopuTtusaymmn. Onpegensaet nosne, Ha OCHOBaHUN KOTOPOro Tpaguk,
nepegawLuiica B paguovHTepderic, byaeT pacnpenensatbca no oyepeasim WMM:

+ DSCP — 6ypet aHanuauposarbcs npuoputeT 13 nonsa DSCP 3arosnoeka IP-naketa;
+ 802.1p — 6yneT aHanmanpoBaTtbcsi NnpuoputeT 13 nona CoS (Class of Service) TermpoBaHHbIX
MakeTos.

* Pexxum Minimal Signal — npu yctaHoBneHHOM dhnare yHKUmMsA oTKA4eHns knneHtckoro Wi-Fi
060pya0BaHNa Npu HU3KoM ypoBHe curHana (Minimal Signal) BkntoueHa. 45 pa6oTbl hyHKUMOHaNa
HeobXxo4MMO HacTPoOUTL cnedyloLme napameTpsbl:

* MuHumasibHbIU YpOBEHb CU2Ha/1a — YPOBEHb CUTHa1a B ABM, H/Ke KOTOPOro NponcxoauT
OTK/IHOHYEHME KITMEHTCKOro 060pyAoBaHns OT BUPTyaslbHOM ceTw,

+ [Nopo2 yposHsI cuzHasia rnpu poyMmuHae — YpPoBeHb YyBCTBUTENIbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepekItoyeHne KNMeHTCKOro 060pyaoBaHna Ha ApYryto TOUKY AOCTyna.
MapameTp J0/MmKeH ObITb Bbille, YeM «MUHUMa/IbHbIU YpoBeHb cu2Hasia». ecnu «MuHuUMasibHbIl
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YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymuHae» [OMKEH ObiTb
paBeH, Hanpumep, -70 gbwm;

* MlHmepsan Minimal Signal — nepnog, BpeMeHu, N0 NCTEYEHUN KOTOPOro NpMHMMaeTCs peLleHe 06
OTK/THOYEHMM KITMEHTCKOro 060pyA0BaHNs OT BUPTyasibHOM CETH.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MakCUMa/IbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BUPTYaU1bHOW CETU K/IMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/THO4EHO — He UCNOob30BaTh WKMdpoBaHne 418 nepegaydm gaHHblx. Touka gocTynHa ans
NOAK/IYEHMA NHOOOro KMeHTa. [1a ceTeli OTKPbITOro TMna MOXHO AOMNO/IHUTENIbHO HACTPOUTb
«Pexxum OWE Transition'». B 3ToM none Heo6xoAnMo yKasaTb UHTepdeNc ¢ TUNoOM LWMgPoBaHUs
OWE, c KoTopbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHKs, 06ecneyrBaroLL il 6e30nNacHOCTb
[aHHbIX, NepeaaBaeMbixX MO He3alULLEHHOW ceTu. [pn 3TOM OT nofnb3oBaTtenei He TpebyeTcs
KaKnX-TO AONO/HUTENbHbIX AENCTBUIA U BBOAA NAPO/IA 419 NOAK/IOUEHMS K CETU.

Mpw BbIGOPE AAHHOTO PexrMa 0TobpaxaeTca HepeaakTupyemoe none «Pexum OWE Trnasition',
yKasblBawLLee NHTepEenc ¢ OTKPbITbIM TUMOM LIMGPOBAHUS, C KOTOPbIM HACTPOEHA CBA3HOCTb B
TEKYLL A MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamp,
HenoaaepXmBawLnmMm ayteHTudmkaumio OWE. Mpu nonbITKE NOAKAOUYEHUS K OTKPLITOM CETU, rae
HacTpoeH «Pexxunm OWE transition», knneHT, nogaepxusatowimii OWE, nogkniountcs K indpoBaHHOM
CETU, HACTPOEHHOI Ha YKadaHHOM MHTepdieiice, a KNMeHT, Henogaepxmsatowmnin OWE, nogknoumnTcs K
TekyLlel OTKpbITOM CeTn 6e3 WnpoBaHus.

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindpposaHus, npun Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE06X04MMbINA 419 NOAK/IYEHNSA K BUPTYaslbHOWN TOUke AocTyna.
[nvHa knoya coctaenser ot 8 o 63 cMMBOOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-Enterprise —
pexum LWndpoBaHUA KaHana 6ecnpoBOAHON CBA3M, MPY KOTOPOM K/IMEHT aBTOPU3YETCA Ha
ueHTpanmsoBaHHoMm RADIUS-cepsepe. [Ins HACTPOIKM AaHHOTO pexuma 6e3onacHocTn Tpebyetcs
ykasaTb napametpbl RADIUS-cepBepa. Takke TpebyeTtcs ykasartb ko 519 RADIUS-cepsepa.

Mpwn BbIGOPE ONpeaeneHHoro pexmnva 6esonacHocTy 6yayT AOCTYMNHbI CAeAyoWmMe HAaCTPOKK:

Pexun BezonacHocTi WPA2-Enterprise ~
MFP QOTnrodeHo v
PMKSA k3mposanme
Mopgepxka 802.11r
BpyuHyio
FT-over-DS 0
Kntow moBuneroro goctyna RO root
Kntoy mobunerore gectyna R1
Waenmudhnkatop moSuneHoro 0

Aomena

Berpeynbiid MAC-anpec

MAC- YnaneHHbIA Knwoy YnaneHHbIA Knwoy RRB RRB
No  appec mobunkHoro goctyna RO mobunkHoro noctyna R1 kmkod RO kmiod R1

+ [oGaeute CeepHyTh
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* MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy BbiIbope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/iro4eHo — 3aWwmTa management-kagpoB OTK/IHOYEH3;

+ OnyuoHa/ibHO — 3almTa paboTaeT, ecnun KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/1r04eHO — 3almTa BK/IOYEHa, KNTMEHTbI, He nogaepxusatowe MFP, nogkounTbLCS He MOryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BKIIYEHNEM KILLVMPOBaHUA NHPOPMALMKN O MOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKA AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOICTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKEe 3TOro BpemMeHu. BkoueHre gaHHoN yHKLUMM coKpallaeT Bpems
POYMUVHIra npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3zonacHocTtu Enterprise;

+ 802.17r — chyHKUMOHAN BbICTPOro POyMUHra, paboTaeT TObKO C KIIMeHTaMK, KOTOpbIe NoAAePXUBaOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

*+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUKe AOCTYNa;

* Bpy4yHyro — npu ycTaHOBIEHHOM (piare nosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napameTpoB POYMUHIa;

* FT-over-DS — BktoueHue pexnma «Over the DS»;

*+ Koy MobusibHo20 docmyna RO — yHUKabHbI KoY Ana gaHHon VAP, Hanpyvep, cepuiiHbIi
HoMep;

* Kntoy mobusibHo2o docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);

* MldeHmucghukamop MobusiIbHO20 OOMeHa — HOMEp PyMbl, B paMkax KOTOPOI MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;

* BcmpeuHbiti MAC-adpec:

+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkK gocTyna. MakcMmasibHoe
KonnyectBo — 256;

* YOasieHHbIU K104 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN K104, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeuHol Touke [oCTyna;

* YOasieHHbIU K104 MobusibHo20 docmyrna R1T — MAC-agpec VAP Ha BCTPEUHOI Touke
[oCTyna;

* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aT€/1bHO
AomxkeH conagatb ¢ «RRB kntou R1» BCTpeyHon Toukn gocTtyna. AnunHa kaoda — 16
CMMBO/I0B;

* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagathb ¢ «RRB kitod RO», HO 06513aTe/1bHO
AomxkeH conagatb ¢ «RRB kntou RO» BCTpeyuHon Toukn gocTtyna. AnunHa kaoda — 16
CVIMBOJ10B.

@ nocne BrOYEHMS pexnma knveHTa (STA) HacTpoiika VLAN ID 6yaeT HefocTynHa.
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RADIUS:

RADIUS

Homen root
|P-apgpec RADIUS cepeepa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrie HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa anA akkayHTWHME 1813

®

Mapons RADIUS cepeepa onA akkayHTUHra
MNepuogmyeckan oTNpaeka akkayHTUHE

WMHTepean oTnpaeky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
+ lNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi UCNOMb3yeTcsa A5 ayTEHTUdMKALMMN 1
asTopusauuu;
* Maposib RADIUS-cepsepa — naponb ansa RADIUS-cepsepa, Mcnonb3yemoro ana ayteHtudmkaymm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe 4Yepe3 RADIUS — npu ycTaHOBNEHHOM dhnare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepsep;
* Vlcnonb3oB8amb opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro asisi
aKKayHTUHra;
* [Maposb RADIUS-cepsepa 0151 akkayHmuHaa — naposnbs ana RADIUS-cepBepa, ncnonb3yemoro asisi
aKKayHTUHra,;
+ lNopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTopbI 6yAeT ncnosb3oBaH A/1s1 cbopa akkayHTuHra
Ha RADIUS-cepsepe;
* [Nepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B Nose «HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

MoHuTopuHr  Radic VAP WDS  STA  CeTeBhle HACTPOMKM  BHELHME CEpBHCHl  CUCTEMA

=
1

(Bbixon)

MopTankHaA asTopu3aLna > BrNtounTh

Agapec cepeuca APB ws:/192.168.1.1:8090/apb/broadcast

Airtune

* Bk/to4umb — Npv YCTAHOB/IEHHOM poniare aBTopu3auys nosb3oBartesieli B CeTh 6yaeT Npou3BOANTLCS
nocpeacTBOM BUPTYaslbHOMo NopTana;

* Ha3sgaHue BUpmMya/ibHO20 ropmasa — UMs BUPTyaslbHOro NopTasia, Ha KoTopblii ByeT nepeHanpasnieH
no/sib30BaTes b NPU NOAKMOUEHUN K CETY;

+ Adpec 0719 nepeHanpas/ieHuss — afpec BHELLHEro BUPTyasibHOTo NopTasna, Ha KoTopblii 6yaeTt
nepeHanpaeneH Nosb30BaTe b NPY NOAK/IHOUYEHUN K CETK.

OrpaHnyeHmnsa CKOPOCTH:

OrpaH14eHMA CROpOCTH

BEMO4HTE

VAP Limit Down 0 KOWTiC
WAP Limit Up 0 KOwTiC
STA Limitt Down 0 KOuTiC
STA Limit Up 0 koWt

* Bk/1o4umb — aKTMBUPOBAThL NOJie HACTPOeK,;

+ VAP Limit Down — orpaHu4eHne NponyckHoM CNocoBHOCTM B HanpaBeHUN OT TOUKM A0CTyna Ao
KTMEHTOB (B CyMME), NOAK/THOUEHHbIX K AaHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHnyeHne nNponyckHoli CNoCOGHOCTY B HaNpaB/iEHUN OT KNIMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, Ao Toukn goctyna, Kout/c;

« STA Limit Down — orpaHMyeHne nNponyckHOM CNOCOGHOCTX B HaMNpaB/ieHMX OT TOUKK AOoCcTyna A0
KTMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHoi VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHue nponyckHOM Cnoco6GHOCTM B HanpaB/eHU OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKNOUEHHbIX K AaHHOI VAP, 10 Toukn aocTyna, K6ut/c.
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KoHTtponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTpons goctyna no MAC
BENHYEHO

MonuTuka 3anpetuTe v

Cnuncok MAC-agpecoe

1 AABB.CC.DD:EEFF - x

2 AABB:CC:DD:EEEE - x

* Bk/1104eHO — Npuv yCTaHOBEHHOM chnare 6yaeT pabotarb BblopaHHas NosmTnka gocTyna;
* lNonumuka — nonuTuka focTtyna. Bo3amMoXHble 3HaYeHns:
+ 3anpemums — K faHHoil VAP 6yaet 3anpeLyeHo nogktodarbcs kiaveHtam, MAC-agpeca KoTopbixX
cogepxarcs B cnvcke. BceM ocTasibHbIM AOCTYN ByaeT paspeLueH;
* Paspewums — K gaHHoi VAP 6yaeT paspelleHo nogkntoyarbes To/bKo TeM kimeHTam, MAC-
afpeca KoTopbIx cofepxarcs B cnucke. Bcem octasibHbIM LOCTYN GyAeT 3anpeLleH.
* Cnucok MAC-adpecos — cnucok MAC-apecoB K/IMEHTOB, KOTOPbIM paspeLLeH Uan 3anpeLleH A4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb 40 128 agpecos.

[Onsi Toro UToGbLI 06aBUTL AAPEC B CNUCOK, HAKMUTE KHOMKY n 1 B nosiBuBLUEMcs nosne BeeauTe MAC-
agpec. Ytobbl yaanutb afpec U3 Cnucka, HXXMUTE KHOMKY E] B COOTBETCTBYIOLLEN CTPOKE.
Ecnu Bo3HUKNA HEOGX0AMMOCTb A06aBUThL B cnMcok MAC-afipec KIMEHTa, KOTOPbI B AaHHbIA MOMEHT

NOAKMKYEH K TOYKE A0CTyNna, HOKMUTE B KOHLE CTPOKWN KHOMMKY [:] n Bbl6epI/ITe Hy)KHbII7I ajfipec n3 cnncka, oH
aBToOMaTtn4yeckun [l,06aBI/ITCFI B rnone.

Mo ymonuaHuio B cnncke oTtobpaxaercs Ao 10 agpecos. 15 Toro 4to6bl yBUAETb NOJHbIV CIUCOK B Cyvae,
€C/n OH coaepxmnT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 AABB.CC:DD:EE:AA d x

MokasaTk BCE

,ﬂ,ﬂﬂ BCTYMJieEHNA B CUNYy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBUCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.7 MeHw «WDS»

B meHo «WDS» BbINOHAETCA HacTpoika 6ecnpoBoaHbIX MocToB mexay WOP-30LS.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

€ Mocne BKOUEHUS peXUMA KIMEHTA (STA) 6ynet HepgocTynHa HacTpoiika WDS B ToM radio, B kKOTOpoMm
6bl1 HACTPOEH pexuM kneHTa (STA).

6.7.1 TogmeHto «WDS»

MowuTopuHr Radio VAP WDS STA CeteBule HacTpoiiK BrewHue cepsucsl Cucrema - (ebxon)
wDSs > 24My 50y
BrnioueHo
Pexoma GesonacHocm WPA2 b
Knisou WPA @
MAC-anpec paguonHTepdeiica
Wutepdelicel WDS
Wutepdpeiic Betpeynsiii MAC-appec KanankHaA cKopocTs Nepefaiu
wlan0-wds0 Auto v
wlan0-wds1 [ Auto v
wlan0-wds2 [ Auto v
wlan0-wds3 [ Auto 2

Bo Bknagkax «2.4 I'Tu» 1 «5 I'u» BblbnpaeTca pagnonHtTepdeiic ycTponcTea, Ha KOTOPOM HEOBX0AMMO
NoCcTPOUTb 6GeCNPOBOAHON MOCT.

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare pexvnm 6ecnpoBoAHOro MOCTa BK/IHOUEH, MHAYe — BbIK/THOYEH;
* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHocTn goctyna Kk 6ecrnpoBofHON ceTu:
* BbIK/Il04UMb — HE NCMNO/b30BaTh WKU(POBaHUe 1A nepesayn faHHbIX;
+ WPA2 — cnocob6 wndppoBaHus, Npu BbiI6ope KOTOPOro 6yaeT AOCTyMNHa cneaytollasi HacTpolika:
* Koy WPA — knto4/naposnb, He06X0AMMBIN A/15 NOAK/IOYEHUA K BCTPEYHOW ToYke AocTyna.
[nvHa knoya coctasnsieT oT 8 o 63 cMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdieinca gaHHOro yCTponcTBa,;
* ViIHmepepelic — Bbi6Op 1 BKNOUeHe WDS-uHTepdelica, Ha KOTopoM ByAeT NOCTPOeH 6ecnpoBOAHOM
MOCT;
+ BecmpeuHbili MAC-adpec — MAC-agpec pagnonHtepdelica BCTPEUYHOro YCTPOCTBa, 40 KOTOPOro
HacTpavsaeTca 6ecnpoBogHOM MOCT;
+ KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHaa CKOPOCTb 6eCnpoBOAHOM nepefayn gaHHbIX,
onpegensiemas crneundmkaumsamn ctaHgaptos IEEE 802.11. s Kaxaoro nHtepgeica Bbibupaetcs
NHONBUAYa/IbHO.

[Nsi BCTYN/IeHUS1 B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.8 MeH «STA»

B meHi0 «STA» BbINOMHAETCS HAcTpolika pexumMa knneHta (STA).

6.8.1 TMogmeHo «KneHT»

MOHUTOPUHT Radio VAP WDS STA  CeTeBble HAaCTPOHKH BHEILHWE CEPBHCI Cuctema - (BbIXO)

KnnenT > BKnIo4EHO
PaguonHTepdeic 24T1TY v
SSID
Pexum DesonacHocTi WPA2 v

Mapone —— @

OogkntoyeHue:
* BK/1104€HO — NpW YyCTAHOBNEHHOM hnare pexxmm knneHTta (STA) BK/IHOYEH, MHaYe — BbIK/THOYEH;

*+ PaduouHmepgbelic — BbIGOp pagnonHTepdelica Ha KOTOPOM ByAeT HACTPOeH pexnma knveHTa (STA).

JocTynHblI:

« 241T1Ty;
« 5TTy.

+ SSID — umsA BUpTYyabHON 6ecnpoBOAHON CeTY;

* Pexum 6e3onacHocmu — pexumM 6e30nacHOCTM JocTyna K 6ecnpoBOAHON CeTu:
* BbIK/IlOYEHO — He UCMNO/b30BaTh WWNpoBaHme 4718 nepefayv AaHHbIX.
+ WPA2, WPA3 — cnocobbl LLngpoBaHus, Npu BblIbope 04HOro U3 cnocobos 6yaeT foCcTynHa

cnepytoLlan HacTpoika:

* Maposib — KNy/naposnb, He0OXoAUMbIA AN NOAKNIYEHUS K BUPTYasIbHOW TOUKe gocTyna.

[JnvHa kntoya coctaBnsieT oT 8 10 63 CMMBOJIOB.

+ OWE (Opportunistic Wireless Encryption) — meTopa, LuMpoBaHusi, obecneunBatoLLmii 6e30nacHoCTb

OaHHbIX, nepefgaBaeMbIX MO HeBaLLI,I/ILLIIeHHO|7| ceTn.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.9 MeHto «CeTeBble HaCTPONKN»

6.9.1 MogmeHto «CncTtemMHas KOHUrypauus»

MOHUTOPHHT Radio VAP WDS STA CeTeBble HACTPOHKM BHEeLLHUE CEpBUCh! Cuctema - (BBIXOA)

CucTeMHaA KoH(MIypaLnA > s xocTa
foctyn reorpaguyecknit JoMeH root
VLAN ynpaenesua Terminating v
VLAN ID
rpoTokon static v
Cratnyeckuii IP
CeTesan macka 255.255.255.0
W03
MepBryUHbIA DNS

BTOpUUHbIi DNS

Vimsi xocma — ceTeBoe MMS YCTPOICTBa, 3aaeTcs CTpoka 1—63 CMBOJIOB: NTaTUHCKME 3ar/iaBHble 1
CTPOYHble BYKBbI, LUMPbI, 3HAK Aedurc «-» (aednc He MoXeT ObITb NOC/IEAHUM CYUMBOJ/IOM B UMEHN);
leoepacpuyeckuli 0OOMEH — AOMEH Yy3/1a Aepesa YCTPONCTB cucTeMbl ynpasnieHns EMS, B KoTopom
pacnonaraeTcs Touka JOCTyna;

VLAN ynpasneHus:

* Bbik/mtoueHo — VLAN ynpasneHunss He Ucnosb3yeTcs;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
crlyyae y K/IMeHTOB, NOAK/IUYEHHbIX Yepes3 paanovHTepdeiic, HeT aocTyna ao aaHHoro VLAN);

* Forwarding — pexwum, npu kotopom VLAN ynpasneHus nepefaercs Takxe B pagnonHTepdeinc
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

VLAN ID — npentndomkatop VLAN, ncnonb3yemblii 4718 40CTyNa K YCTPONCTBY, NPUHUMAET 3HaYeHus 1-
4094;

[pomokos1 — BbIGOP NPOTOKO/A, N0 KOTOPOMY OyZleT OCyLLeCTBNATLCA NoAk/ItoveHne no Ethernet-
NHTepdeicy yCTPOICTBA K CETU NpefoCcTaB/IeHNs yCyr nposaiigepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO 1 gpyrve napamMmeTpbl, Heobxoanmble a5 padoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCcKy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl HA WAN-
nHTepdeic HazHavarTcs ctatuyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CeaytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoicTea B ceTv nposaiigepa;

+ Cemesasi Macka — Macka BHeLLHen noAceTy;

* Llmo3 — afpec, Ha KOTOPbI OTNPaB/IAeTcsa NakeT, ec/v [/19 HEro He HalileH MapLipyT B
Tabnvue mappyTusaumu.

MepsuyHbIl DNS, BmopuyHbil DNS — IP-agpeca DNS-cepBepoB. Ecnin agpeca DNS-cepBepoB He
HasHavalTCcsa aBTomarmyecky no npotokony DHCP, 3apaiite nx Bpy4Hyto.

(%)

Mocne BKOUYEHUs pexuma knneHTa (STA) 6yaeT HegocTynHa HacTpolika VLAN ynpaBneHus B
pexumax Terminating n Forwarding.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBUCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.9.2 MoameHto «[locTyn»

B nogmeHto «4ocTyn» Npon3BoaUTCA HaCcTpoiika JoCTyna K yCTpOKCTBY nocpeactsom web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI MMETb OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [insa BKIIOYEHMA JoCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

MoruTopuHr Radio VAP WDS STA CeTeBsle HACTPOMEM Brewrue cepence! Cucrema ru - (Bsnxom)

CucTemHas xoHdgurypayua WEB
Hoctyn » HTTP-nopt 80
WEB-HTTPS mg
HTTPS-nopr 443
Telnet (]
SSH
NETCONF
SNMP
Maponk Ha uTeHne public
Maponk Ha zanics private
Anpec AnA npuéma Tpanos v1
Anpec AnA npuéma Tpanos v2
Anpec ana npuéma cooblleHui
Inform
CucTemHoe MMR yCTpoicTEa

KonTakTHar uscpopmaLma Contact
NpoM3BOAUTENA

MecTononoxeHue yeTpodcTea Russia

MNapone & Tpanax trap

cone

MporpammHoe o6ecnedeHne WOP-30LS no3BonsieT M3MEHATb KOHGIUIypaLmo YyCTPOiCTBa, NPOBOANTb
MOHUTOPUHI COCTOSAHWS TOUYKM AOCTyna 1 eé AaTyMKoB, a Takke ynpas/isaTb YCTPOWCTBOM, UCMO/b3YSA MPOTOKON
SNMP.
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[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

+ Maposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KON AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WOP-30LS gocTynHo no cneaytowein cebinke: Onncanve 01D Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.10 MeHto «BHellHWe cepBuUCbI»

6.10.1 TMogmeHto «MopTasnibHasa aBTopmu3ayms»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

MOHWUTOPKMHT Radio VAP WDS STA CETEBbIE HACTPOMKH BHELIHWE CEPBMCHI Cuctema - (BbIXOM)

MopTansHad asTopu3aLya > BKITIOUUTD

Allpec cepeuca APB Wws://192.168.1.1:8090/apb/broadcast

AirTune

* Bksio4umb — Npu ycTaHOBNEHHOM hriare Touka byaet nogknioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrneveHus nopTasibHOro poOyMyHra K/IMeHTOB;

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymMmuHra B pexmme noptasibHoli
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.10.2 TMogmeHto «AirTune»
MogmeHto «AirTune» NnpeaHasHa4YeHo 415 BKIKOYEHUSA U HACTPOkM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yetcs Ans onTuMmsanmm pagvopecypcos (Radio Resource Management) u
aBTOMAaTUYECKOIN HaCTPOIiKN 6ecloBHOro poymuHra 802.11 k/r.

MOHMTOPUHT Radio VAP wDs STA  CeTesble HACTPOAKK BHELLHWE CEPBUCHI Cucrema -~ (BbIXOA)
MopTankHan aeTopu3auma BKMHO4YMTL
Alpec cepamca Airfune ws://192.168.1.1:8099/apb/rrm

AirTune »

* Bk/siro4ums — npu yCcTaHOB/IEHHOM donare Touka byaet nogkatodarbes k cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ana obecneyeHns oyHkumin Radio Resource
Management n/wnu poymudra 802.11 k/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp».

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(DI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYKO NMaMATb
HaXXMNTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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6.11 MeHto «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.11.1 MogmeHto «O6HOBNEHME O ycTponcTear»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

MoHUTOpPHHT Radio VAP WDS STA CeTeBble HacTpoik1 BHewHme cepaucel Cucrtema - (Bbr0a)

OBHoenenue MO ycTpoiicTea > Axtvenan eepcua N0

. Pesepavan seposs 10
Kondwrypauma
Axmyaneran eepcus 10 docmynHa no adpecy: hitp/feltex-co.ru/support/downloads/
Mepesarpyaka
@aitn obHoenexua MO Beibop dpaiina |He exifpan vy oguH daiin
AyTeHtudmrauma
HypHan

Narta w epema

OtnagoyHan MHpopMaLma

« AKmusHasi sepcusi [10 — Bepcus NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ PesepsHas sepcusi 10 — Bepcusa NPoOrpaMMHOro 06ecneyvyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepekntounTbesa 6e3 3arpysku taiina MNo;
+ Codennamb akmusHOU — KHOMKa, N03BONAOLWANA caenatb pe3epBHyto Bepcuto MO akTUBHOM, ANs
3TOro nNoTpebyeTtcs nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHO.

O6HoBNEeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte cpaiin MO c caiita https://eltex.ru/download n coxpaHuTe ero Ha komnbtoTepe. ocne aToro
HaXKMUTE KHOMKY «BblbepuTte thalin» B none Patis1 06HosineHus 1O v ykaxnte nyTb K dainny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOBEHNSI HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBEHME. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLie), Noc/e Yyero
YCTPONCTBO aBTOMATUYECKM Nepesarpy3nTcs.

€ He oTkntouaiite NUTaHNe yCTPOICTBA U He BbINOMHANTE ero nepesarpy3ky B NpoLecce 06HOBAEHUS
Mno.
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6.11.2 TMoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

MoHUTOpHHT Radio VAP WDS STA CeTeBble HacTpoiikk BHelwHWe cepeucel CucTema - (Bbixon)
0OBHoanenue MO ycTpoiicTea MonyuuTe apxus KoHdMrypaLpm 7 Crauats
yCTpoHCTEa
Kondmrypawms »

3arpyauTh apxus KoHtUrypaLm Buibop dhaiina | He exibpan 11 oguH dhaiin

Mepezarpyaka Ha yCTpONCTED

AyTeHTHdMEALMA

WoypHan CBpoc Ha 3a804CcKWEe HACTPORKKM CoxpaHuTs napameTpsl AocTyna
Hypra
Narta u epema

OTnagouHan uHdo praunA

[Nony4yeHne kOHJMIypauum

UT0O6bl COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBNEHME KOHdIMIYpaLmn

[lns 3arpy3ky coXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe dainna KoHUrypauum NCnonb3yeTcsa NyHKT
«3azgpy3ums apxus KOHgu2ypayuu Ha ycmpolticmao». Ans 06HOBNEHNSI KOHhMIypaummn ycTpoincTeBa HaXXM1Te
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B popmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(UrypaLmusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKNE HACTPOKM

UTo6bI cAenaTb c6pOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnn aktBupoBaH dnar «CoxpaHuTb napameTpbl 40CTynay, To 6yAyT COXpaHeHb! Te napaMeTpsbl
KOHpUrypauumm, KOTopble 0TBEYatoT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.11.3 TMogmeHto «lMepesarpyska»

N5 nepesarpysku yCTpoincTBa HAXMUTE Ha KHOMKY «[epesarpy3kar. [Mpolecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

MonuTopuHr Radio VAP WDSs STA CeTesble HacTpoiiki BHellHMe cepBuckl Cuctema ru - (etmxoa)

—~ \ ) ~
OBHoenenue MO ycTpolicTea Mepesarpyska ycipoiicTea

Kondmrypauma
Mepeszarpyaka >
AyTenTudmraLmA
HypHan

DNara v epema

O anodHanA UHpopMaLKAa
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6.11.4 ToameHo «AyTeHTUdIMKaLNS»

Mpun BXoge yepes web-nHTepgeinc agMmMHMCTpaTop UMeeT MOJHbIVA A0CTYN K YCTPOMCTBY: YTEHNE U 3annchb
NOObLIX HACTPOEK, NOSHbLIA MOHUTOPUHI COCTOSIHUS YCTPOKCTBA.

© 3asoackas yueTHas 3anuch AN 40OCTyNa K YCTPOIACTBY: noriH: admin, naponk: password.

MonuTopyHr Radio VAP WDS STA CeTeBble HAacTpOWEM BHelHWe cepBicel Cuctema ru - (etxon)

(ObHoenenune MO ycTpoiicTea NoKanLHLIA Napons
KoHdmrypauma Maponk @
Mepezarpyaka MoaTeep:#aeHue naponA @
AyTeHTudmEaLMA >

HacTpolikn ceccum

T, ; - .
HypHan Taiin-ayT DesnefcTEMA, MUH. 1

[

Nara w epema

+ [MpumeHHTs % OTtmeHa
OTJ'IE,J,D'—D—EIF! HMHpOpMaLA

Pasgen «/1okanbHbI Naposib» NpeAHasHa4YeH A1 CMeHbl 3aBOACKOro Naposia Ans yyeTHol 3anucy admin.

* [laposib — BBOA HOBOrO Naposs;
+ [TodmsepxxoeHue napo/isi — NOATBEPXAeHNE HOBOro Napons.

Pasgen «<HacTpoiiku ceccum» npegHasHavyeH a1 aBToMaTuyeckoro Bbixo4a nosb3oBarens us web-
NHTepdelica no Tanm-ayTy.

+ Talim-aym 6e30elicmsusi — BpeMsl 6e34eiCTBNA N0Mb30BaTeN B MUHYTaX, NOC/1e KOTOPOro ceccus
aBTOMAaTUYECKN 3aBepLLAETCS.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHWIA HAXXKMUTE KHOMKY «OTMeHa.

68



PykoBoacTso no akcnnyarauum WOP-30LS

6.11.5 ToameHo «KypHas»

MNMoameHto «KypHan» npefHa3Ha4yeHo A/18 HaCTPOWKN BbIBOA4A Pa3HOro poja O0TN1af0uHbIX COOOLLEeHNIA
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

MoHuTopIHT Radio VAP WDS STA CeTeBble HACTPOWEMN BHeluHWe cepBuCEl Cucrema - (esncon)

O6Hoenenue MO ycTpoiicTea Pestamn Cepeep v dain v

KoHdmrypauma Agpec Syslog-cepespa syslog.server
Mepezarpyaka Mopt Syslog-cepeepa 514
AyTenTudmrauna Paamep dhaiina, kb 1000
HKypuan »

+ [pUMEHHTE ® Otmena
INarta u epemA

'::lTJ'IE,CI,DL HaA UHpopMauna

* Pexum — pexum paboTbl Syslog-areHTa:
+ JlokasibHbIU ¢halil — HhopMaLUs XXypHasia COXpaHAeTCs B IOKa/IbHOM doaitnie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha BKknagke «MoHUTOpuHT/XKypHast coBbIThin,
« Cepsep u ¢halin — nHgopmauus XypHasa oTnpaBnsieTca Ha yaasieHHblin Syslog-cepeep u
COXpaHsieTcs B JIOKaIbHOM haiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepsepa;
+ Mopm Syslog-cepsepa — NopT aNs BXoAsAwmx coobuueHmnii Syslog-cepeepa (no ymonyanuio 514,
[l0NyCTUMble 3HaYeHusi 1-65535);
*+ Pasmep ¢palina, Kb — MmakcuManbHbIii pasmep haiina xypHana (gonyctMble 3HaueHmst 1-20000 kB).

Ansa BCTYMJ/ieHna B cuniy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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PykoBoacTso no akcnnyarauum WOP-30LS

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

6.11.6.1 Bpy4Hyro

MoHuTopHHr Radio VAP

OBHoenenue MO ycTpoiicTea
Kondmrypauma
Mepesarpyaka
AyTeHTHdMEALMA

HypHan

Mata v epema >

OtnagouHan uHbopMaLmA

STA CeTeBsle HACTPOWEM

Pexam

[lata 1 BpemMaA ycTpoicTBa

BHeluHWe cepeuckl Cucrema

@ Bpyunyro () NTP cepeep

27.02.2026 04:53:55 | # Penakmposats

Yacoeo#i noAc Mockea, Poccun b
BrniounTh nepexoq Ha neTHee
BpeMA
Mepexon Ha neTHes BpemA (He ecibpato) (He exibparo) (He exibparo)
Mepexog Ha 3uMHes Bpema (He ecibpato) (He exibparo) (He exibparo)
CABur BpemMeHy (MuH.) 60
+ [MpumeHnTs ® Otmena

TR (BbX00)

+ [Jama u spemsi ycmpolicmsa — Aata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnn TpebyeTcs

KOPPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby;

+ [ama, spemsi — 3afainTe TEKyLLY0 AaTy U BPEMS UK HAXXMUTE KHOMKY «Tekyllas gata u Bpems»

AN ycTaHOBKM BpemeHu MK Ha ycTpoIicTBO;

+ Yacosol rosic — N03BONSET YCTAHOBUTb YaCOBO NOAC B COOTBETCTBUM C GAvKaiLLIMM ropogom B

BalLEeM pervoHe 13 3afaHHOro Crmncka;

* Bk/iro4umb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIVi Nepuos BpEMEHMU:

+ [Mepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga OyaeT BbINOMHATLCA Nepexos, Ha neTHee

BpeMS;

+ [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS], Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMS;

+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCDI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «I7pumeHumb». Iﬂ'.l'li;l OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.
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6.11.6.2 NTP-cepsep

MoHUTOpMHT Radio VAP WDS STA CeTeskle HAaCTpPOIKM BHellH1e cepBucel Cuctema - (eenx0n)

OBHoenenue MO ycTpolicTea Pexam ) Bpyunywo @ NTP cepsep

Korcburypaus [lata u BpemA ycTpoicTEa 27.02.2026 05:03:25

. Yacoeol noAc Mockea, Poccun v
epezarpyaka

AyTeHTudmraLmua NTP cepazp pool.ntp.org -
AyTerTrdmkaLy

BrrrouuTs nepexoq Ha NeTHee

HypHan
BpeMA
[ata u Bpems > lNepexoq Ha neTHee BpemA (He ecibparo) (He esibparo) (He embpana) B —
OTnagouHan MHhopMaLya Mepexog Ha 3uMHee BpeMA (He exibpaHn) (He ebibpako) (He epifpaKo) B -

CpAevr BpemMeHn (MMH.) 60

Appeca pononuutenchbix NTP-cepeepor

1 time.google.com x
2 time.cloudflare.com x
=+ lobasurs

+ [MprmeHHT: ® Otmena

« [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeHHOEe MMA cepBepa CMHXPOoHM3aunn BpeMeHn. Bo3MOXHO 3agartb agpec
nNn BbIGpaTh N3 CYLLECTBYHOLLErO CNCKa,
+ Yacosol rosic — nN03BONSET YCTAHOBUTb YaCcOBOI NOAC B COOTBETCTBUM C GAMKaiLLMM ropogom B
BalLEeM pervoHe 13 3afaHHOro Crmncka;
* Bk/iro4umb repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga OyaeT BbINOMHATLCA NepPexos, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb N BpeMs, Koraa OyaeT BbiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.
+ Adpeca dorosiHumesibHbiXx NTP-cepsepos — B C/lyvyae Korga OCHOBHOM CepBep CUHXPOHU3aL MmN BpeMeEHM
HefOoCTyNeH, yCTPOMCTBO OyaeT obpallaTbCs K AONOMHUTE/bHLIM CEpPBEPaM CUHXPOHM3ALNN
BpeMeHu. [1nsA Toro 4tobbl 406aBUTL afpec B CMUCOK, HOKMUTE KHOMKY «[J06aBUTb» U B NOABUBLUEMCS
none seeguTe IP-agpec nnv gomeHHoe nvis cepeepa. Utobbl yaanuTb agpec U3 CNncka, B

COOTBETCTBYHOLLEI CTPOKE HAXKMUTE KHOMKY .

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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6.11.7 MogmeHto «OTNagouHasa nHpopmauunsa»

MonuTopuHr Radio VAP WDS STA CeTeBble HACTPOWEN BHeluHWe cepBucEl Cuctema ru - (etmxon)

O6Hoenenne MO ycTpoiictea Dain oTnagouHo MHcopMaLm #* Crauats
KoHdmrypauus
Mepezarpyaka
AyTeHTUdMKaLMA
KypHan
INata n Bpems

OtnanoyHan MHdopMaLmsa »

dainn 0TnagouHon nHhopmMaumm

UTo6bl NoNy4nTb apxms troubleshooting.tar.gz ¢ ycTpoiicTBa Ha /IoKa/bHbI KOMMNbKOTEP, HAKMUTE KHOMKY
«CKayaTb».
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7 YnpaBneHue yCTPONCTBOM C NOMOLLbIO KOMaHAHOI CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiictBo WOP-30LS HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnm atoro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WOP-30LS: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# bro

WOP-30LS(config):/interface/br0# common

WOP-30LS(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-30LS)
WOP-30LS(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetn)
WOP-30LS(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)
WOP-30LS(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WOP-30LS(config):/interface/br0/common# protocol static-ip (n3meHeHre pexnma paboTtsl ¢ DHCP Ha Static-
IP)

WOP-30LS(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS(config):/route# add default (rae default — HaszBaHve maplipyTa)

WOP-30LS(config):/route# default

WOP-30LS(config):/route/default# destination X.X.X.X (rae X.X.X.X — [P-agpec cetv uiv y3/a HasHaqyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WOP-30LS(config):/route/default# netmask X.X.X.X (rae X.X.X.X — mMacka cetn HasHavyeHns, /15
aedhontHoro mapupyta — 0.0.0.0)

WOP-30LS(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wwo3a)
WOP-30LS(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/br0# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~~~ —~
—_— N o T

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont protocol dhcp
config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

—~ o~~~ —~ —~

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasat MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcA B aToM bridge.

74



PykoBoacTso no akcnnyarauum WOP-30LS

HacTpolika pasmepa MTU Ha uHTepdpeiice

WOP-30LS(root):/# configure

WOP-30LSL(config):/# interface

WOP-30LS(config):/interface# br0

WOP-30LS(config):/interface/br0# common

WOP-30LS(config):/interface/br0/common# mtu X (rge X — pasvep MTU B 6ainTax. BO3MOXHbIe 3Ha4YeHns: 1-
1500. Mo ymon4yaHuto: 1500)

WOP-30LS(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)

7.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbI0 YTUANTbI set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WOP-30LS(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-30LS(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rge X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LU/03)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WOP-30LS(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WOP-30LS(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuit IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — L/3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30LS(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WOP-30LS(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)
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3aBeplueHMe U COXpaHEHMe HacTPoeK

WOP-30LS(root):/# save (CoxpaHeHne HacTPOEK)

7.2.2 HacTpoiika yaanéHHoro ynpasneHuns

HacTpolika SSH

WOP-30LS(root):/# configure

WOP-30LS(config):/# ssh

WOP-30LS(config):/ssh# enable true (ynpasneHve ygasiéHHbIM AOCTYNOM Mo SSH. 1A OTKNHYeHNs
BeeauTe false. [0 ymonyaHuio: true)

WOP-30LS(config):/ssh# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)

WOP-30LS(config):/sshi session-limit X (rge X — makcumasibHoe KonmyecTBo SSH-ceccuid. Mo ymonyaHuio:
5)

WOP-30LS(config):/ssh# save (coxpaHeHne HacTpoek)

HacTpoliika Telnet

WOP-30LS(root):/# configure

WOP-30LS(config):/# telnet

WOP-30LS(config):/telnet# enable true (ynpasneHve yganéHHbiM 4OCTynom no Telnet. NS OTKIHOYEHNS
BBeauTe false. 1o ymonyaHuto: false)

WOP-30LS(config):/telnet# port X (rae X — nopt. o ymonvaHuio: 23)

WOP-30LS(config):/telneti# session-limit X (rge X — makcumansHoe konuyecTso Telnet-ceccuid. o
yMO/4aHuto: 5)

WOP-30LS(config):/telnet# save (coxpaHeHVe HaCcTpoek)
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HacTtpoiika SNMPv2

WOP-30LS(root):/# configure

WOP-30LS(config):/# snmp

WOP-30LS(config):/snmp# enable true (yrnpasneHue SNMP. 1515 oTk/toueHns seegute false. o ymonyaHuio:
true)

WOP-30LS(config):/snmp# rocommunity public (rge public — naposnb Ha YTeHne napamMeTpoB)
WOP-30LS(config):/snmp# rwcommunity private (rae private — naposib Ha 3anuck napameTpos)
WOP-30LS(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec niv AOMeHHOe UMSA NnpuemMHuKa
coob6ueHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-30LS(config):/snmp# trap2sink X.X.X.X (rge X.X.X.X — IP-agpec nin JOMEeHHOEe MMSA MPUeMHMUKa
coo6LeHnit SNMPv2-trap B hopmare HOST [COMMUNITY [PORT]])

WOP-30LS(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec nnv 4OMeHHOe NMSA NpuemMHuKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WOP-30LS(config):/snmp# sysname WOP-30LS (rge WOP-30LS — cuctemMHoe nms yctpoiicTaa. Mo
ymonyaHuo: WOP-30LS)

WOP-30LS(config):/snmp# syscontact Contact (rze Contact — KOHTakTHas MHhopMaLms Npon3BoauTeENs
ycTporictea. Mo ymonyaHmio: Contact)

WOP-30LS(config):/snmp# syslocation Russia (r1e Russia — nHhopmauus 0 MECTONONOXKEHNN YCTPONCTBA.
Mo ymonuaHuto: Russia)

WOP-30LS(config):/snmp# trapcommunity trap (rge trap — naposb, cogepxatumiics B Tpanax. o
YMO/I4aHuIo: trap)

WOP-30LS(config):/snmp# save (COXxpaHeHne HacTpPOoeKk)

HacTtpoiika SNMPv3

WOP-30LS(root):/# configure

WOP-30LS(config):/# snmp

WOP-30LS(config):/snmp# enable true (ynpasneHve SNMP. [Ins otknoveHns seegute false. [1o ymonyaHumio:
true)

WOP-30LS(config):/snmp# view (onpegenset ananasoH OID'0B, AOCTYMNHbIX A1 KOHKPETHbIX rpynn
nosib3oBaTesnen)

WOP-30LS(config):/snmp/view# add inc-all

WOP-30LS(config):/snmp/view# inc-all

WOP-30LS(config):/snmp/view/inc-all# rule (onpegenset npasa focTyna 415 pasHbIX rpynmn nosb3oBaresnei
K onpeAeneHHbIM YacTam MIB)

WOP-30LS(config):/snmp/view/inc-all/rule# add 1

WOP-30LS(config):/snmp/view/inc-all/rule# 1

WOP-30LS(config):/snmp/view/inc-all/rule/1# type included (rze included — Tun genctemsa. BoamoxHble
3HauveHus: included — nob6asneHve 3agaHHoro OID, excluded — nckoveHve 3agaHHoro OID)
WOP-30LS(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3aaHHbIA OID. Ec/iv B rpynne B kKayecTse
read-view ncnonb3yetcs view ¢ type =included n OID .1, TO Ha YTeHue 6yaeT goctyneH OID .1 n Bce ero
AodepHue. Ecnu type = excluded, To 6yayT AOCTynNHbI BCe OID'bl KpOME .1 M ero A0HEPHMX)
WOP-30LS(config):/snmp/view/inc-all/rule/1# exit

WOP-30LS(config):/snmp/view/inc-all/rule# exit

WOP-30LS(config):/snmp/view/inc-all# exit
)
)

—_— e~~~ —~

WOP-30LS(config):/snmp/view# exit

WOP-30LS(config):/snmp# group (3agaet gnana3oHbl OID'0B A/18 YTEHUSA U 3anncu, onpesensieT ypoBeHb
6e3onacHocTN)

WOP-30LS(config):/snmp/group# add rw (rge rw — Ha3BaHve rpynnbl. icnonb3yeTca A5 NPUBA3KN
nonb3oBaTenei K rpynne)

WOP-30LS(config):/snmp/group# rw
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WOP-30LS(config):/snmp/group/rwi# read-view inc-all (rae inc-all — view ans uteHns napameTpos.
Onpepgensiet gnanasoH OID'0B AOCTYMHbIX AJ/19 YTEHUS)

WOP-30LS(config):/snmp/group/rwi# write-view inc-all (rze inc-all — view /19 3anvcy napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX 4715 3arncu)

WOP-30LS(config):/snmp/group/rwi# security-level priv (rze priv — pexxum 6e3onacHocTn. Bo3MOXHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yeTcsa aBTopu3auns 3anpocos Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOsb3yeTCsa aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 0TBeTa)

WOP-30LS(config):/snmp/group/rwi# auth-type MD5 (r1e MD5 — meTop, asTopusau . Bo3amoxHble
3HauveHus: MD5, SHA. Vicnonb3yeTcs, ecnu security-level = auth wnv priv. Ecnv He 3agaH, TO UCnosb3yeTcs
MD5)

WOP-30LS(config):/snmp/group/rwi# priv-type DES (r1e DES — meTos wndhposaHms. BO3MOXHbIE 3HAYEHUS:
DES, AES. /icnonbayeTtcs, ecniv security-level = priv. Ecnv He 3afaH, To ucnosnb3yercs DES)
WOP-30LS(config):/snmp/group/rwi exit

WOP-30LS(config):/snmp/group# exit

WOP-30LS(config):/snmp# user (yueTHas 3anvcb nosnb3oBatens. MpuBsA3biBaeTCA K onpeaeneHHol rpynne u
coaepXxnT B cebe nmsi 1 Naponu ans astTopusaumm u LWNgopoBaHus)

WOP-30LS(config):/snmp/user# add admin (rge admin — umsa nonb3osartesns. icnonb3yeTcs npu
aBTOpM3aLLMKM 3anpocoB, a Takke MOXET HasHayaTbCs 415 target)

WOP-30LS(config):/snmp/user# admin

WOP-30LS(config):/snmp/user/admin# group rw (rae rw — rpynna, B KOTOPY A06aBnsgeTcs nosib3osare/lb)
WOP-30LS(config):/snmp/user/admin# auth-password password (re password — naposib /15 agTopusaLmm.
Ecnu y rpynnel security-level = auth unu priv, a auth-password He 3aaH, TO No/b30BaTeNlb He ByaeT
[OCTYMNeH)

WOP-30LS(config):/snmp/user/admin# priv-password password (1€ password — naposis A5 LW1poBaHns.
Ecnu y rpynnel security-level = priv, a priv-password He 3aaH, TO Mo/1b30BaTe/lb He OyAeT AOCTYIMEH)
WOP-30LS(config):/snmp/user/admin# exit

WOP-30LS(config):/snmp/useri# exit

WOP-30LS(config):/snmp# target (BblZaET Tpanbl Ha 3aZaHHble XOCTbl. [Jo6aBseTcs onunoHasibHO. AHasor
trapsink n trap2sink gs1is1 SNMPv3)

WOP-30LS(config):/snmp/target# add targetl

WOP-30LS(config):/snmp/target# targetl

WOP-30LS(config):/snmp/target/targetl# host X.X.X.X (rae X. X.X.X — IP-agpec xocta Ha KOTopbIA ByayT
OTNpPaB/ISATLCA Tparnbl)

WOP-30LS(config):/snmp/target/target1# port X (rae X — HOMep nopTta Ha KOTopbI ByAyT OTNPaBnsaTLCA
Tpanbl)

WOP-30LS(config):/snmp/target/target1# user admin (rge admin — nms NosbL30BaTess, KOTopoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe Nnosb3oBaTesib AO/HKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe ByAeT HeakTUBHbLIM)

WOP-30LS(config):/snmp/target/target1# exit

WOP-30LS(config):/snmp/target# exit

WOP-30LS(config):/snmp# snmpv3-only true (Bk/1t0ueHve 3anpeTa goctyna ko scem 01D no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WOP-30LS(config):/snmp# save (coxpaHeHne HacTpoek)
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7.2.3 HacTtpolika ceTeBbIX NnapameTpos IPv6

@ Mo ymonuanunio 4oCTYN K YCTPOICTBY Mo NpoTokony IPV6 Ha Touke J0CTyna OTK/IOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
DHCP)
WOP-30LS(config):/interface/br0/common/ipv6# enabled true (BKk/1t04eHne J0OCTyNa K YCTPOMCTBY M0
npotokony IPv6. s BbikIo4eHUs BeeaunTe false)

WOP-30LS(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 rno

—_ e~~~ —~ —

HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# bro

WOP-30LS(config):/interface/br0# common

WOP-30LS(config):/interface/br0/commont# ipv6

WOP-30LS(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rze
XXXXXXKX XXX XXXXXXXKXXXX XXX X XXXX — cTaTmyeckuin IPve-agpec ycTpoictea WOP-30LS)
WOP-30LS(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npecpuke cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o yMo14aHuo: 64)
WOP-30LS(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yKasbiBaeTcs |Pv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WOP-30LS(config):/interface/br0/common/ipv6# dns-server-1

XOOOKEXOOOKE XXX XXXEXXX XXX XXEXXXXTY (rae XXX XXX XXX XXX XXXXXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepsepa Nel ¢ npedorkcom)

WOP-30LS(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOKE XXX XXXEXX XX XXX EXXXXTY (rae XXXXXXXX XXX XXX XXXXXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WOP-30LS(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHne 1CnoIbL30BaHNs
CTaTU4Yecknx ceTeBblX IPv6 napameTpoB. [INsi No/lyyeHns ceTeBbIX NnapamMeTpoB IPve no DHCP BBeauTe
dhcp)

WOP-30LS(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTyNa K YCTPOMCTBY M0
npotokosny IPv6. Ans BbikntoveHns seegute false)

WOP-30LS(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)
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7.3 HacTpolika BupTyasnbHbIx Todek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢

wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexxum 6e3onacHocTu
be3 napons

WPA

WPA2

WPA/WPA?2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA?2-Enterprise
WPA2/WPAS3-Enterprise
WPA3-Enterprise

KomaHga AnA HacTpoiiku pexxuma 6e3onacHocTu
mode off

mode WPA

mode WPA2

mode WPA_WPA?2
mode WPA3

mode WPA2_WPA3
mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X
mode WPA2_WPA3_1X
mode WPA3_1X

Hwxe npeactaBneHbl npuMepbl HACTPOoLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocTy ans Radio 5Ty,

(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure
config):/# interface
config):/interface# wlan1-va0
config):/interface/wlanl-vaO# vap
config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_open' (13veHeHve nmeHn SSID)
config):/interface/wlanl-va0/vap# ap-security
config):/interface/wlanl-va0/vap/ap-security# mode off (pexxvm wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit
WOP-30LS(config):/interface/wlanl-va0/vap# radius
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHne OTNpasky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposb a1s RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHVIE NEpPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNpPaBky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)
WOP-30LS(config):/interface/wlanl-va0O/vap/radius# exit
WOP-30LS(config):/interface/wlanl-va0/vap# exit
WOP-30LS(config):/interface/wlanl-va0# common
(
(

—~ e~~~ o~~~ o~~~

WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/it0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

_ ===
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7.3.2 Hactpoiika VAP c wndposaHnem OWE

CospgaHue VAP c wuncpposaHuem OWE

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure
config):/# interface
config):/interface# wlan1-va0
config):/interface/wlanl-vaO# vap
WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_owe' (13veHeHne nveHn SSID)
WOP-30LS(config):/interface/wlanl-va0/vap# ap-security
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexum wudposaHns OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-30LS(config):/interface/wlanl-va0/vap# radius
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/l04eHne OTNpasky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposb a1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t0HeHVIE NEpPUOANYECKOI
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNpPasky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LS(config):/interface/wlanl-va0/vap# exit
WOP-30LS(config):/interface/wlanl-va0# common

(

(
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WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/it0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

_ ===
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7.3.3 Hactpoiika VAP c wudposaHnem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WOP-30LS(root):/# configure
WOP-30LS(config):/# interface
WOP-30LS(config):/interface# wlanl-va0 (HacTpoiika ckpbiToro VAP ¢ wmndposaHnem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)
WOP-30LSL(config):/interface/wlanl-va0O# vap
WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_owe' (13veHeHne nveHn SSID)
WOP-30LS(config):/interface/wlanl-va0/vap# hidden true (CkpbiTh VAP)
WOP-30LS(config):/interface/wlanl-va0O/vap# ap-security
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexxum wndgposaHmns OWE —
LUMdpoBaHHOE coearHeHne 6e3 BBoAa Napons. B Takom pexmnme cMOryT NOAKAUUTLCSA TONbKO KTUEHTbI
Wi-Fi 6)
WOP-30LS(config):/interface/wlanl-va0O/vap/ap-security# owe-transition-interface wlanl-val (ykasaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
TekyLwmm VAP c wndpposaHnem OWE, a npoune knneHTol 6yayT paboTarb € OTKPbIThbIM VAP)
WOP-30LS(config):/interface/wlanl-va0O/vap/ap-security# exit
WOP-30LS(config):/interface/wlanl-va0/vap# exit
WOP-30LS(config):/interface/wlanl-va0# common
WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/it0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlan1l-va0/commont exit
WOP-30LS(config):/interface/wlanl-va0# exit
WOP-30LS(config):/interface# wlanl-val (HacTpoiika VAP 6e3 wnposaHms)
WOP-30LS(config):/interface/wlanl-val# vap
WOP-30LS(config):/interface/wlanl-val/vap# ssid 'SSID_WOP-30LS_open' (13veHeHve nveHn SSID)
WOP-30LS(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HaCTpoek pexrmva 6e30MnacHoCTy
Ha VAP)
WOP-30LS(config):/interface/wlanl-val/vap/ap-security# mode off (pexuvm wncpposaHms off — 6e3 naposns)
WOP-30LS(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlanl-va0 (ykasaxHve VAP
C pexumom wncpposaHme OWE, K KOTOPOMY HesIBHO ByayT noaktoUeHbl kimeHTbl Wi-Fi 6, ocTasibHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WOP-30LS(config):/interface/wlanl-val/vap/ap-security# exit
WOP-30LS(config):/interface/wlanl-val/vap# exit
WOP-30LS(config):/interface/wlanl-val# common
WOP-30LS(config):/interface/wlanl-val/common# enabled true (Bk/it0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
( )
( )

— e e o =

WOP-30LS(config):/interface/wlanl-val/commont exit
WOP-30LS(config):/interface/wlanl-val# save (CoxpaHeHne HacTpoek)
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7.3.4 HacTtpoiika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

Co3spgaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKayHTUHra
Ha RADIUS-cepBep

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlanl-va0

WOP-30LS(config):/interface/wlanl-va0# vap

WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_Wpa2' (13veHeHne nmenn SSID)
WOP-30LS(config):/interface/wlanl-va0/vap# ap-security
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexunm wngposarms — WPA/
WPA2)

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1104/naposis,
HEeOoOXoANMbIN AN1S1 NOAKUYEHUS K BUPTYaslbHOM TOUke AocTyna. [AvHa Kida Ao/mkKHa CoOCTaBNATb OT 8
[0 63 CUMBOJIOB)

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it04eHne OTNpaBky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposb a1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHVE NEpPUOANYECKOI
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNPasky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# exit

WOP-30LS(config):/interface/wlanl-va0# common

WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)
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7.3.5 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WOP-30LS(config):/interface/wlanl-va0# vap

WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_enterprise' (13vieHeHne nveHn SSID)
)
)

—_ e~~~ —~ —

WOP-30LS(config):/interface/wlanl-va0O/vap# ap-security
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexxum wudposaHns — WPA/
WPA2-Enterprise)
WOP-30LS(config
WOP-30LS(config
WOP-30LS(config
WOP-30LS(config
cepsepa)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTOpbIi
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-password secret (rge secret — naposnbs a1 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it04eHne OTNpasky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposb a1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t0HeHVIE NEpPUOANYECKOI
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBasI OTNPaBKky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LS(config):/interface/wlanl-va0/vap# exit
WOP-30LS(config):/interface/wlanl-va0# common

(

(

interface/wlanl-va0/vap/ap-security# exit

interface/wlanl-va0O/vap# radius

interface/wlanl-va0/vap/radius# domain root (re root — fIOMEH Nosb30BaTesis)
interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-

_ N = =
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WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/it0ueHne BUPTYas/IbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

_ ===
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7.3.6 HacTtpoiika VAP c noptasibHOIn aBTOpU3aLmeit

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxviv wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-30LS' (n3veHeHne nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bxounts MAC-
aBTOpM3aLMio NOPTa/ibHbIX NONb30BaTesnei Yepes APB cepBuC (A0CTYNHO TO/bKO € SoftWLC 1.34.1 v Bbilue).
Mo ymonyaHwuto: false)

WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# domain root (rze root — fomeH rnonb3osaresns)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/t0ueHne OTNpasky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X. X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r1e secret — naposb an1s RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t0HeHVIE NEpPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNpPasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30LS(config):/interface/wlanl-va0O/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# exit

WOP-30LS(config):/interface/wlanl-va0# common

WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOYKN [OCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

~ N~ N~~~ o~~~ —
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7.3.7 HacTtpoiika VAP c BHeLlHel nopTasibHOW aBTopu3auueil

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxwvm wudgposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LS(config):/interface/wlanl-va0/vap# ssid '"Portal_WOP-30LS' (n3meHeHve nvmeHn SSID)
WOP-30LS(config):/interface/wlanl-va0/vap# captive-portal
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bk/itoueHne
noaAepXK1 BHELLIHEN nopTanibHOW aBTopu3aumun. Mo ymonyaHuto: portal)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30LS(config):/interface/wlanl-va0O/vap/captive-portal/scenarios# scenario-redirect
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>"(ykazarb URL BHELLUHEro BUPTyasibHOro
noptasia B COOTBETCTBUN C TAbNULEN 8)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# enabled true (Bx/toueHne hyHkMoHana captive-
portal)

WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCnosib3yeMoro A1 asTopusanmnm)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-password secret (rge secret — naposnb an1s RADIUS-
cepBepa, UCnosib3lyeMoro A1 asTopusanmnm)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

—~ e~~~ o~~~ o~~~
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JononHutenbHble KOMaHAbI AN HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napamverp,
onpeaensLmii Ha OCHOBaHUN Yero byaeT hunbTpoBaTbCA Tpaduk HeaBTOPN30BAHHbIX KNTMEHTOB.
Bo3moxHble 3HaueHus: acl, white-list. [1o ymonyaHuto: white-list)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# http-auth false (oTk/0ueHne aBTopu3aL My rno
http. Mo ymonyaHuio: true)

WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# ipv4-aclipv4_list (roe ipv4_list — nmsa cnncka
npasu ipv4-acl)

WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# url-acl url_list (rge url_list — umsa cnucka npasun
url-acl)

WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# filter-dns-by-acl true (Bk/1toueHne cunistTpaymm
DNS-3anpocoB no npasuiam preauth-acl. Mo ymonuaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rze XX-
XX-XX-XX-XX-XX — chopmaT MAC-agpeca KMeHTa, KOTopblil 6yaeT noAcTaBnATLCs BMecTo <AP_MAC> B
3anpocax Ha BHeLHNA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-
XX-XX-XX — dpopmat MAC-agpeca TOUKM AOCTyna, KOTOpbIn 6yAeT NnoAcTaBnATbCs BMecTo <NAS_ID> B
3anpocax Ha BHeLHnA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXEXXXX, XXXXXXXXXXXX. [10 YMOTHAHMHD: XXXXXXXXXXXX)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# disconnect-on-reject true (napamverp,
OTBEevaloLLMii 3a OTK/IOYEHME KNIMEHTa nocsie nosny4veHuns Access-Reject. 11 oTkitoueHms seeaute false)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasarb MAC-
aZpec KNueHTa B kayecTBe naposs B RADIUS 3anpocax. Mo ymonyaHutio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-XX-
XX-XX — dpopmat MAC-agpeca KNneHTa, Kotopblii 6yaet comrypupoBaTb B RADIUS 3anpocax. PyHKUmMoHan
paboTaeT To/IbKO Nnpu ycnoBumn use-macaddr-as-password = true. Bo3MOXHble 3HauYeHns: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTHAHUHO: XXXXXXXXXXXX)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HaCcTpPOekK)

© /715 nonyyenns nHcopmaumn 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 8 — HacTtpoliika URL wa6noHa an1a BHELWHe NopTasibHOM aBTopu3aunm

MapameTp

<NAS_ID>

<SWITCH_URL>
<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHblii Ha VAP nnn B system. Ecnn He 3agaH H1 OOUH 13 3TUX NapameTpoB, TO B
kauecTtBe NAS ID B RADIUS- n HTTP(S)-naketax 6yaeT ucnonb3oBarbcs MAC-aipec ToUKu
poctyna B gpopmare "nas-id-format”

JloMeHHOoEe 1MSs1, KOTOpPOe NoKasbIBaEeTCS KMEHTY Npy NepeHanpasieHnn

MAC-agpec Toukn goctyna

MAC-agpec KnueHTta

SSID

URL, KOTOpbIii M3HaYasIbHO 3anpalumBas KNNeHT

IP-appec Toukn goctyna

AP-location Toukn goctyna
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7.3.8 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

WOP-30LS(config):/interface/wlanl-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepsepa)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# backup (HacTpoiika gonosiHuTesnisHoro RADIUS-cepeepa)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenoHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec
aonosniHutenibHoro RADIUS-cepBepa B KOHpurypaumn)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (rje secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rge X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (/e secret —
naposnb Ans RADIUS-cepBepa, NCMNOosb3yeMoro A5 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputet RADIUS-
cepBepa. Ecnv npuoputeT He Bbin YKa3aH sIBHO, TO CUMTAETCS, UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHdourypaumto )

WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

—_ e~~~ —~ —
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7.3.9 HacTtpoiika noBTOpHbIX 3anpocoB Ha RADIUS-cepsep

KomaHAbl ANs HACTPOIiKM NOBTOPHbIX 3anpocoB Ha RADIUS-cepBep

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlanl-va0

WOP-30LS(config):/interface/wlanl-va0# vap

WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-retry-count X (rge X — konim4ecTBo OTNpas/IeHHbIX
3anpocoB Access-Request RADIUS-cepBepy, ecnn RADIUS-cepBep He oTBevaeT. Bo3MoxHble 3HaueHus: 0-
32000. Ecnn napameTp paBeH 0, To 6yAeT oTnpas/ieH oAauH Access-Request. Mo ymonuaHuio: 4)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-retry-timeout X (ra1e X — tavim-ayT oxugaHms
oTBeTa oT RADIUS-cepBepa B cekyHAax nepep noBTOPHON OTNpaBKkoi 3anpoca Access-Request. BO3MOXHbIe
3HauveHust: 0-32000. o yMon4YaHuio: 2)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-retry-count X (rae X — Ko/iM4ecTBO OTrpaB/eHHbIX
naketoB Accounting-Request (Start), ecnim RADIUS-cepBep He oTBeyaeT. Bo3aMoXHble 3HauyeHus: 0-32000.
Ecnu napameTp paseH 0, To 6yaeT oTnpas/ieH oanH Accounting-Request (Start). Mo ymonyaHutio: 4)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-retry-timeout X (rge X — tarim-ayT oxugaHus
oTeBeTa oT RADIUS-cepBepa B cekyHAax rnepep noBTOPHON OTNpaBKoi nakeToB Accounting-Request (Start).
Bo3mOXHble 3Ha4YeHus: 0-32000. Mo ymonyaHuto: 2)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# save (COxpaHeHne HacTpoek)

7.3.10 [JononHutenbHble HacTpoiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

Ha3HauyeHue VLAN-Group Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (rae X,Y-Z — Homepa VLAN-ID, KOoTopble MOXHO
Ha3HauMTb Ha VAP. BO3MOXHble 3Ha4YeHuns: 1-4094. Ecnmn HacTpoeH napameTp vlan-group, To 6yaeT
nrHopmpoBsatbcAa napametp vlan-id)

BknoueHue pexuma Band Steer

WOP-30LS(config):/interface/wlanl-va0/vap# band-steer-mode true (Bx/itoueHne pexrva Band Steer. [1715
OTK/Io4YeHNs BBeauTe false)

BkntoueHue VLAN trunk Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# vlan-trunk true (Bxktouenve VLAN Trunk Ha VAP. 115
OTK/Io4YeHus BBeauTe false)
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BkntoueHune General VLAN Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/toueHve General VLAN Ha SSID. [ina
oTKNtoveHns seeaute false)
WOP-30LS(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WOP-30LS(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHann3 nproputeta ns nons CoS (Class
of Service) TermpoBaHHbIX NAKETOB. 3HAYEHME NO YMOMYaHUIO: true. B 3TOM cnyyae aHaniM3npyeTcs
npuopuTeT 13 nons DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bxk/110unTH 3alUMTy management-
Kagpos (opelimoB). required — TpebyeTcs nogaepxka MFP OT KNneHTa, KNneHTol 6e3 MFP He cMoryT
noaknunTbes. capable — coBmecTMMo ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT noakatunTtbes. Ans
oTK4YeHus BeeaunTe off)

BK/loueHue ucnosib3oBaHua TLS npu aBTopusauum

WOP-30LS(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crnons3sosars TLS npy asTopmsanmnn.
[na otknoueHus seeaute false)

BksitoueHue ckpbITOro SSID

WOP-30LS(config):/interface/wlanl-va0/vap# hidden true (Bk/1t0ueHvie ckpbITOro SSID. 17151 OTK/IHOYEHNSA
BBeauTe false)

BK/lOUEHME U30NALUN KITMEHTOB Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# station-isolation true (Bi/1t0ueHVe n301ALMY Tpadivka Mexay
KnneHTamu B npegenax ogHol VAP. insa oTknoveHns seegue false)

OrpaHu4yeHue KonmyecTBa KJINeHTOB Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# sta-limit X (rge X — makcvmasribHO JOnyCTUMOE YNC/I0
NOAK/IYAEMbIX K BAPTYa/IbHOW CETU K/IMEHTOB)

BkntoueHue 3awntbl oT ARP Spoofing

WOP-30LS(config):/interface/wlanl-va0/vap# arp-inspection true (Bk/1t0ueHvie NpoBepky Tpadvka Ha
nogmeny IP-agpeca nctovHmka B ARP-naketax. s oTknoueHnst seeaute false. Mo ymonyanutio: false)
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Ha3HaueHue ACL Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# uplink-ipv4-acl X (rae X — vvs ACL-nucTa, KOTopbIiA byaet
NpUMeHeH Ha VAP)

Bk/iloueHne pensimkauumn MybTMKacToBOro Tpacgomka Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHne penvkaumun
MY/bTUKACTOBOrO Tpadomka Ha VAP. s oTktoueHns BeeauTe false)

BkntoyeHue Minimal Signal n Roaming Signal

WOP-30LS(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/1t04eHVE CMNO/IL30BAHNSA
doyHKUMoHana Minimal Signal. 19 oTktodyeHnsa Beeaute false)
WOP-30LS(config):/interface/wlanl-va0/vap# min-signal X (rae X — noporosoe 3HaueHve RSSI, npu
[OCTXXEHMN KOTOPOro Touka 6yAeT oTK/uaThb kaveHTa ot VAP. MapaMeTp MOXET NpUHMMAaTb 3Ha4YeHus
0T -100 A0 -1)

WOP-30LS(config):/interface/wlanl-va0/vap# check-signal-timeout X (rne X — neprioz BpemeHy B cekyHaax,
MO MCTEYEHNN KOTOPOro NPMHMMAETCS peLleHne 06 OTK/IIYEHNN KITMEHTCKOro 060pyaoBaHns OT
BUPTYyaJ/IbHOW CETN)

WOP-30LS(config):/interface/wlanl-va0/vap# roaming-signal X (rge X — noporosoe 3HaydeHne RSSI, npu
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepeKtoYEHNE KITMEHTCKOro 060pyA0BaHNS Ha APYTYH TOUKY
foctyna. NapameTp MOXET NPUHUMATb 3HaYeHns OT -100 A0 -1. NMapameTp roaming-signal O/HKEH 6bITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gbMm, TO roaming-signal LO/MXeEH 6bITb paBeH, Hanpumep, -70
ABbwm)

WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

Bk/toueHne nepegaun aboHEHCKOro Tpadmka BHe GRE-TyHHens

WOP-30LS(config):/interface/wlanl-va0/vap# local-switching true (Bk/1t0ueHvie nepegayy aboHeHTCKoro
Tpadomka BHe GRE-TyHHens. s oTknoveHust BeeaunTe false. 10 yMOI4aHUIO BbIK/THOYEHO)

YnpaBneHue BewaHuem VAP nNpy nponagaHnun CBA3U C KOHTPOJI/IEPOM

WOP-30LS(config):/interface/wlanl-va0/vap# override-service-hold global (yrpasieHne BellaHvem gaHHoro
VAP B achupe npu nponagaHum cBA3U ¢ KOHTposiepoM. MoXeT npuHumMath 3HaveHus: global — ana
[aHHOro VAP npuMeHsieTcs 3Ha4YeHne 13 rnobasibHOro napametpa service-hold npu nponagaHumn cBs3n ¢
KoHTponnepowm; false — 19 gaHHoro VAP BelaHve 6yAeT NprocTaHoBEHO NpKU NponagaHnn CBA3N C
KOHTpO1epom; true — AN faHHOro VAP BellaHve 6yaet npon3BoauTbCs BHE 3aBUCUMOCTM OT
COeNHEHNS C KOHTpOs1epoM. o ymonyaHuio: global)

© napametp override-service-hold nepeonpegensieT rno6anbHbIii napameTp service-hold ans
KOHKpeTHoro VAP. B Tabnuue 9 onvcaHo B3aMMogeincTBue aTux napaMeTpoB Nocie HacTPOVKK npu
nponagaHnn CBA3W C KOHTPOJ/I/IEPOM.
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Tabnuua 9 — B3anmogelicTBme napameTpoB override-service-hold n service-hold

service-hold = true

service-hold = false

override-service-hold =
global

override-service-hold = false override-service-hold = true

HactpanBaemas VAP Belwwaer HactpavsBaemasn VAP He HactpavBaemas VAP Belwlaet
B admp BeLlaet B adhmp B adhmp
HacTtpanBaemas VAP He HacTtpanBaemas VAP He HacTtpanBaemas VAP Bellaet
BeLlaeT B achmp BeLlaeT B achmp B adhmp
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAE/IbHOCTU), MOAK/IIOYEHHbIX K
OaHHOW VAP, 10 TOYKM gocTtyna:

WOP-30LS(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — makcumasibHasi CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHne Lweinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/c, pps — NakeTbl/c, off — BbIK/IHOYEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoOxpaHeHVe HacTpOeKk)

HacTpolika weiinepa B HanpaBJ€HUN OT TOYKM AOCTYNA A0 KJINEHTOB (KaXXAOro B OTAENbHOCTN),
NOAKNIOYEHHbIX K AaHHOI VAP:

WOP-30LS(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHVe Lwelinepa.
Bo3MoXHble 3HaueHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (COxpaHeHVe HacTpPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT K/INEHTOB (B CyMMe), NOAKIOYEHHbIX K JaHHOW VAP, 1,0
TOYKM AocTyna:

WOP-30LS(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — makcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1t0ueHve Lwelinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoOxpaHeHVe HacTpOeKk)

HacTpolika weiinepa B HanpaBJ€HUU OT TOYKN AOCTYyNa A0 K/INEHTOB (B CyMMe), NOAKNKOYEHHbIX K
OaHHOoiA VAP:

WOP-30LS(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — maxkcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve welinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoOxpaHeHVe HacTpOek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-30LS(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rze X — MakcymasibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bk/1toueHve welinepa. BosamoxHbie
3HayeHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/1HOYEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-rxi# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOekK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WOP-30LS(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rae X — MakcvmasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/1toueHve welinepa. Bo3amoxHble
3HayeHus:: kbps — KGUT/c, pps — NakeTbl/c, off — BbIK/1HOYEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOekK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-30LS(config):/interface/wlanl-va0O/vap# shaper-mcast-rx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — MakcrumMasibHast CKOpoCTh B
KOUT/C NI nakeThbi/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/1t04eHue Lwelinepa.
Bo3moxHble 3HavyeHus: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WOP-30LS(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcumMasibHasi CKOPOCThb B
KOUT/C NI nakeThbi/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bk/1t04eHue welinepa.
Bo3moxHble 3HavyeHus: kbps — KGUT/C, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOIo TpadmKa

HacTpolika wevinepa B HanpaBAe€HUU OT K/INEHTa A0 TOYKM gocTyna:
WOP-30LS(config):/interface/wlanl-va0/vap# shaper-unknown-ucast-rx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — MakcrumasibHas CKOpoCTh B
KOUT/C NN NakeTbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve wennepa.
Bo3MoxHble 3HaueHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)
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HacTpoiika KoHTponsa goctyna no MAC

WOP-30LS(config):/interface/wlanl-va0/vap# acl

WOP-30LS(config):/interface/wlanl-va0/vap/acl# mac

WOP-30LS(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XX XOXXXEXKXX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb A0CTYN. ANa yaaneHus agpeca us
cnucka ucnosnbayiite komaHay del)

WOP-30LS(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-30LS(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p NOANTYKA. BO3MOXHbIE 3HAYEHNS:
allow — paspeLuaTb NOAKNOYEHNE TONBKO TEM KaneHTam, MAC-aapeca KOTOpbIX COAEePXaTCcs B CMMCKE;
deny — 3anpeuwjarb Nogk/toueHme knneHtTam, MAC-agpeca KOTopbIX CoAepXarcs B CNMCke. 3HavyeHne no
yMO/14aHuio: deny)

WOP-30LS(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1l0ueHVIE KOHTPOIA AocTyna no MAC. /15
oTKNtoveHns seeaute false)

WOP-30LS(config):/interface/wlanl-va0/vap/acl# exit

WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpPOeK)

= ==L

HacTpoiika 6510KMpPOBKM NOAK/IOYEHUSA NoNb3oBaTeneil, nogMmeHsaWwmx MAC-agpec ycTpoicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xoaumMo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKNHOYEHNIA
nonb3oBatenei ayonvpyowmx MAC-agpec NpoBOAHOrO yCTpoKcTBa (w3, MK 1 npoyee), To HeO6X0ANMO
Bocnonb3oBatbcs HacTpolikoit fdb-filtering, koTopasi UMeeT cnepyowme pexmmMbl paboThbl:

on-connect — peXxum 6/10KMpyeT Bce MOMNbITKMA NOAKNHYEHUS YCTPOCTB Yepes Wi-Fi, B cnyyae ecnv MAC-
azpec yxe n3yyeH Ha Ethernet-nopTy To4ku [OCTYNa;

by-eth-event — pexvm oTK/IHO4aET NOAKNHOYEHHOTO KnneHTta no Wi-Fi, B cnyyae ecnv ero MAC-agpec cran
n3ydeH Ha Ethernet-nopTy TOUkM AocTyna (peXxmnm NnoMoraeT ouuLaTb CTapyto 3anucb O KIMEHTE Npu
pPOyMUHre);

full — pexvm coBmeLLaeT B cebe BCe npeablayLime, TO eCTb 6/10KMpyeT NoAKNHYEeHNE HOBOTO
nosnb3oBaresnisa no Wi-Fi, a Takke OTK/Il0HaEeT paHee NoAKI0YEeHHOro B c/iyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

Q Mpu BbicTaBneHnn pexxumos full 1 on-connect poymMuHr Wi-Fi KMMEHTOB MOXET yXyALnTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT K/MEHTa nonagatoT Ha OCTaslbHbIE TOUKM A0CTYNa CEeTU U
ero MAC nsyyaetcs Ha BCexX Toukax AoCTyna CeTu, No3aToMy Npu POYMUHTe KNNeHTa, B cnyyae ecnuv
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoakitoyeHne MOXeT NPOUCXOANTb
AnnTesibHoe Bpems.

WOP-30LS(config):/interface/wlanl-va0/vap# fdb-filtering
WOP-30LS(config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (Bx/itoueHne yHkyoHana. Ans
oTko4veHns Beegute false. 3HayeHve no ymonyaHuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/fdb-filtering #mode full (Bb160p pexuma paboTsl. 3HaveHne rno
yMoO/14aHuto: by-eth-event)

WOP-30LS(config):/interface/wlanl-va0/vap/fdb-filtering# exit

WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasaene Hactpoiika VAP ¢ pexvimom 6e3onacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHyKa/IbHbIV KITHOY A1
[aHHOI VAP)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnazarh Ha
BCTpeYHbIX VAP)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
nHTEepderica BCTPEeUYHOM Toukn goctyna — TA_2)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa IbHbIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-azpec BCTpeuHoi VAP Ha T/[2)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/it0ueHVe paboThl TOUKM AOCTYMA MO
NPOTOKO/Yy 802.11r)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHviKa/IbHbIV KITHOY 4715
AaHHoro VAP)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagarh Ha
BCTPEYHbIX VAP)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHu1KaIbHbIA
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/it0ueHVe paboThl TOUKM AOCTYMA MO
npoTokosny 802.11r)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/e
E8:28:C1:FC:D6:90 — MAC-azipec «Apy>XeCTBEHHO» TOUKM A0CTyna)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHas, Ha KOTOpPOM paboTaeT Touka AocTyna ¢ MAC-aapecom E8:28:C1:FC:D6:90)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (/e
E8:28:C1:FC:D6:70 — MAC-azipec «Apy>XeCTBEHHO» TOUKM A0CTyna)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r1e 36 —
KaHas, Ha KOTOPOM paboTaeT Touka AocTyna ¢ MAC-aapecom E8:28:C1:FC:D6:70)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHnEe paboThl TOUKY
[0oCcTyna no npotokony 802.11Kk)

WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHnEe pabOThl TOUKY
[ocTyna no npotokosy 802.11k/v)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpoek)
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7.4 Hactpoika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiku Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlanl-wdsO0 (Bb160p nnHKa WDS. Bo3amMoxHble 3HaveHusa and Radio 2.4 [TL;:
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-30LS(config):/interface/wlan1-wds0# wds

WOP-30LS(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-
NHTepdelica BCTPEUYHON TOUYKN A0CTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOYKE
[ocTyna komaHay monitoring radio-interface)

WOP-30LS(config):/interface/wlan1-wds0/wds# exit

WOP-30LS(config):/interface/wlan1l-wds0# common

WOP-30LS(config):/interface/wlanl-wds0/common# enabled true (Bik/toueHvie nuHka WDS. 19 OTKHOUEHSA
BeeauTe false)
WOP-30LS(config):/interface/wlanl-wds0/common# exit

WOP-30LS(config):/interface/wlan1-wdsO# exit

WOP-30LS(config):/interface# wlanl (npn Hactpoiike WDS Ha Radio 2.4 [T, BBeguTe wlan0)
WOP-30LS(config):/interface/wlan1# wlan

WOP-30LS(config):/interface/wlanl/wlan# wds

WOP-30LS(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexumva 6esonacHocTy WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WOP-30LS(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Naposib, He0OXoANMbIV A5
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-30LS(config):/interface/wlanl/wlan/wds# enabled true (Bk/itoueHne WDS. [/15 OTK/IHOUEHNS BBEAUTE
false)

WOP-30LS(config):/interface/wlanl/wlan/wds# save (coxpaHeHVe HacTpoek)

S~ T~ T~

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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7.5 Hactpoliika Mesh

© [insa cozpanms mesh-ceTn He06x0AMMO, UTOBLI HA TOUKAX AOCTYNa, KOTopble 6yayT 06LeANHATLCA B
efMHyt0 mesh-ceTb, B HaCcTpolikax pagnouHtepderica 6bia BbiIGpaH 04MHAKOBLIA KaHasT U ero LUMPUHA,
a Takxe OTK/IYeH aBTOBbIGOp KaHana. bonee nogpo6Hy0 NHhopMaL Mo 0 HacTpolike
pagnovHTepdelica Yepes KOMaHAHYH CTPOKY MOXHO y3HaTb B pasgene Hactpoiku Radio.

€ Mpu ncnonbsosaHun B mesh-ceTn paguonHTepeiica wlan0 6yayT 6110KMpPOBATLCS MHTEPelichl
wlan0-va6 n wlan1-va6 Ha Radio 2.4/5 'Tu,

HacTpoiika Mesh

WOP-30LS(root):/# configure

WOP-30LS(config):/# mesh

WOP-30LS(config):/mesh# mesh-id ELTEX-MESH-SSID (rae ELTEX-MESH-SSID — naeHTudrkatop mesh-cetu,
KOTOpPbI/ NO3BONSET TOUKAM A0CTyna HaxoAuTb APYr Apyra 1 00bEeANHATLCS B €AMHYO CETb)
WOP-30LS(config):/mesh# password password123 (re password123 — k/1t04/naposib, UCMosib3yeTcsa /1A
3aWmnThl KaHas1a CBA3M Mexay y3namu. [lnvHa kaw4va go/mkHa cocTaBnAaTb OT 8 10 63 CMMBOJIOB)
WOP-30LS(config):/mesh# client-isolation true (Bk/t0ueHne n3onALMY Tpadmka Mexay KIMeHTCKUMM
yCTpoMCcTBaMu pasHbixX y3n0B. Ansa oTknoveHns seeaute false. o ymonyaHuto: false)
WOP-30LS(config):/mesh# neighbors-notify-interval X (rge X — BpemMeHHOM NpoMexyToK B MUIINCEKYHAAX,
yepes KOTOpbIA ToYKa A0CTYyna pacchiiaeT cayxebHyo nHgopmaLmio o cebe coceaHMM y3nam.
Bo3moxHble 3HauveHus: 100-10000. Mo ymonyaHuto: 1000)

WOP-30LS(config):/meshi# port

WOP-30LS(config):/mesh/port# add wlanl (rae wlanl — paguonHtepderic wlanl. Ans yaaneHua
ncnonbayiite komaHay del. B port no ymonyaHuto gobasneH paguovHtepdgeiic wlan0. MNepeg,
[ob6aBneHnem pagnonHTepdeinca wlanl cnegyet yaanutsb pagnonHtepderic wlan0)
WOP-30LS(config):/mesh/porti# exit

WOP-30LS(config):/mesh# enabled true (Bk/toueHne mesh. Ans otkntoueHns seeguTe false. Mo ymonyaHumio:
false)

WOP-30LS(config):/mesh# save (coxpaHeHve HacTpoek)
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7.6 Hactpoiika AirTune

HacTpolika AirTune

WOP-30LS(config):/# airtune

WOP-30LS(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (r1e 192.168.1.20 — |P-
aZipec cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WOP-30LS(config):/airtune# dca true (Bk/1to4eHVe PyHKLUMOHaA SUHAMUYECKOrO pacnpeseneHns KaHaslos.
[ns otknoyeHns seeaute false)

WOP-30LS(config):/airtune# tpc true (BKNOUEHNE (PyHKLUMOHAIA aBTOMATNYECKOro

yrnpaB/ieHs MOLLHOCTLHO. /19 oTk/ItoueHns BeeauTe false)

WOP-30LS(config):/airtune# load-balance-80211v true (Bk/1t0ueHVe (OyHKLOHAIA BalaHCUPOBKN
KnMeHToB. 115 oTkAtoveHnsa seeante false)

WOP-30LS(config):/airtune# enabled true (Bk/1toueHne B3anmMogencTens ¢ cepsucom AirTune. 415
oTK/Io4YeHns Beeaute false)

WOP-30LS(config):/airtune# save (coxpaHeHne HacTpoek)

[ns aBTomartuyeckoi HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke 4OCTyna HeEO6X0AMMO BK/IHOUUTb
doyHKumoHan 802.11r, ANs 3TOro BbINONHUTE CreayoLMe HaCTPOWKM:

HacTtpolika 802.11r uepes AirTune

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bx/1t0ueHne paboTel TOUKK JOCTYNA MO
npoTokosy 802.11r)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

[na aBTomatnyeckoii HacTpoiikmn 802.11k/v yepes cepauc AirTune Ha TOUKe J4OoCTyna Heo6XoANMO BK/THOUUTb
dhyHkumoHan 802.11k/v Ha SSID, gn1a aTOro BbINONHUTE CReayoLme HaCTPOMKK:

HacTtpoiika 802.11k/v yepes AirTune

WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/il0ueHne NOALEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumu koHTponnepa SoftWLC.
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7.7 Hactpoiikm Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlan0

WOP-30LS(config):/interface/wlan0# wlan

WOP-30LS(config):/interface/wlan0/wlan# radio

WOP-30LS(config):/interface/wlan0/wlan/radio# channel X (re X — HOMep cTatnyeckoro kaHasna, Ha
KOTOpOM 6yaeT paboTaTb TOUKA)

WOP-30LS(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t04eHne asToBLIOOPa KaHana. 1
BK/IIOUYEHNA BBeAUTE true)

WOP-30LS(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHNE CNO/IL30BAHNS
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WOP-30LS(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wvpurHa kaHana. [NapaveTp moxet
npuHUMaTh 3HadveHune: o Radio 1: 20, 40; Radio 2: 20, 40, 80)
WOP-30LS(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MoLHOCTL B ABM. [NapameTtp
MOXET NMpUHUMaTh 3HadeHue: ana Radio 1: 0-11 gbm; anAa Radio 2: 0-11 gbm)
WOP-30LS(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MYHMMa/IbHbLIV YPOBEHL MOLLHOCTY
B ABM. NapameTp MOXeT npuHUMaTh 3HadeHue: ansa Radio 1: 0-11 gbm; anda Radio 2: 0-11 gbwm)
WOP-30LS(config):/interface/wlan0/wlan/radio# tx-power-max X (re X — Makc/masibHbIA YPOBEHb
MOLLUHOCTM B ABbM. [MapaMeTp MOXeT npuHMMaTh 3HaveHue: ans Radio 1: 0-11 abwm; ang Radio 2: 0-11 abm)
WOP-30LS(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)

© Cnucku gocTynHbIX KaHaNoB

Ona Radio 2.4 Ty gnsa BbIGOpA AOCTYMHbI CeAYIOWMNE KaHAbI:
* Npu WupuHe kaHana20Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.
a

Ana Radio 5 Ty anAa BbiGOpa AOCTYNHbI cneaylolne KaHanbl:
* npwu wupuHe kaHana 20 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

0 MapameTpsbl tx-power-min 1 tx-power-max NPUMeHSIIOTCS TOMbKO B peXume paboTbl C CEPBUCOM
AirTune.
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7.7.1 [ononHutenbHble HacTpoiikm Radio

BbI6Op CTpaHbI

WOP-30LS(config):/interface/wlan0/wlan/radio# country X (re X — BbI60OP CTpaHbl, B KOTOPOW HaxX04MTCA
YCTPONCTBO. BO3MOXHble 3Ha4eHue: EU, RU, ALL. Mo ymonyaHuto: RU)

HacTpolika orpaHU4YeHHOro CNUCKa KaHasloB

WOP-30LS(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/110ueHVe ncnonbL3o0BaHNA
OorpaHnYyeHHOro crnvcka kaHanos B pabote aBToOBbIOOPa KaHas10B. 115 BbikNoveHns BeeauTe false)
WOP-30LS(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1,6, 11 — kaHasbl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMblii paanonHTepPdec)

HacTtpoiika orpaHMYeHHOro CMMCKa KaHaJI0B B pexume STA

WOP-30LS(config):/interface/wlan0/wlan/radio# use-limit-channels-client true (Bx/110ueHve ncnons3osaHna
OrpaHNYEHHOro CnMcKka KaHao0B B pexnme knueHTa (STA). s oTknoueHnst BBeante false. o
ymMon4yaHuto: false)

WOP-30LS(config):/interface/wlan0/wlan/radio# limit-channels-client '1 6 11' (e 1,6, 11 — kaHas1bl
AnanasoHa, B KOTOPOM MOXET paboTaTb HaCTpanBaeMbIili pagnonHTepdenc B pexxume kameHTta (STA))

N3meHeHUe OCHOBHOrO KaHaa

WOP-30LS(config):/interface/wlan0/wlan/radio# control-sideband lower (napamerp MOXeT npuHUMaThL
3HauyeHue: lower, upper. 1o ymonuaHuto: ansa Radio 1: lower; o151 Radio 2: upper)

BknioyeHue Ncnosib3oBaHUA KOPOTKOro 3alWmMTHOro UHTepBana

WOP-30LS(config):/interface/wlan0/wlan/radio# sgi true (Bk/1H04EHVIE UCMONB30BAHMA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia ANnd nepegayn gaHHbIX — 400 HC, BMeCTo 800 He. [Ans oTkAouveHus eeegute false)

BkntoueHune STBC

WOP-30LS(config):/interface/wlan0/wlan/radio# stbhc true (Bk/il0ueHne meTofa NpPoCcTPaHCTBEHHO-
BPeMeHHOro 6/104HOro kogmpoBaHua (STBC), Hanpas/IEHHOTO Ha MOBbILEHNE HaAEXHOCTU nepesayn
AaHHbIX. s oTknovyeHnsa seeaunte false)

BknioueHue arperauumn

WOP-30LS(config):/interface/wlan0/wlan/radio# aggregation true (Bx/itoueHne arperayun Ha Radio —
nognepxxkn AMPDU/AMSDU. ina oTkioyeHnsa seeguTe false)
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BK/1l0OUEHME UCNO/Ib30BaHUA KOPOTKOIi NpeamMGy bl

WOP-30LS(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/10HEHVIE NCMONB30BAHNA KOPOTKO
npeam6ysibl naketa. Anga otkaoyeHnsa seeguTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-30LS(config):/interface/wlan0/wlan/radio# wmm true (BkntoueHve nogaepxkky WMM (Wi-Fi Multimedia).
[na otknoveHus seegute false)

OrpaHuyeHue YyBCTBUTENbHOCTU NPUEMHUNKa

WOP-30LS(config):/interface/wlan0/wlan/radio# sensitivity-threshold-mode X (rz1e X — pexum orpaHnyenns
4yBCTBUTE/TbHOCTY NpUeMHUKa. MOXeT NpuHnmaTthb 3HadeHns: dynamic — gnHammnyeckas noAcTpoiika
yyBcTBUTENbHOCTY; fixed — hMKCMPOBaHHOE OrpaHNYeHne YyBCTBUTETbHOCTH)
WOP-30LS(config):/interface/wlan0/wlan/radio# sensitivity-threshold X (rze X — ypoBeHb orpaHnyenns
4yBCTBUTE/IbHOCTY NpUeMHUKa. MNpuHUMaeT 3HauYeHns: 4NN WMPKUHbI KaHana 20 MIy;: ot -95 aAbm Ao -40
ABM; Ansa WnpuHbl KaHana 40 MI'u: ot -92 agbm [0 -40 gbm; ona WwnpuHel kaHana 80 Ml ot -89 aAbm a0 -40
ABbwm)

HacTpoiika mexaHuama DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 'L (wlanl)

WOP-30LS(config):/interface/wlanl/wlan/radio# dfs X (rne X — pexxum paboTtsl mexaHusma DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IHOUYEH, DFS-KaHanbl AOCTYNHbI A5 BbIOOpa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3m BblkNOYeH, DFS-KaHas bl HeAOCTYMNHbI A5 BbiGopa)

BknroueHue pexnva aBTOMAaTUUYECKOI CMEHbI LIMPUHBbI KaHaa

WOP-30LS(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/l0UeHNE pexMa aBTOMaTNYeCcKoM
CMEHbI LLUMPUHbI KaHana ¢ 40 My Ha 20 MI'y, npu 3arpyXeHHoM paauoadompe. nsa oTKNHYeHUss BBeAUTE
false)

HacTtpoliika BSS coloring

WOP-30LS(config):/interface/wlanl/wlan/radio/bss-coloring# enable true (Bx/t0oueHne paboTsl MexaH3ma
BSS Coloring. Ansa oTkntoueHns seeaute false. 1o ymonuaHuio: true)
WOP-30LS(config):/interface/wlanl/wlan/radio/bss-coloring# bss-color X (rae X — Homep uBeTa.
YcTtaHoBeHHOE 3HaveHne BSS Color OyaeT aHOHCMPOBATLCS BO BCEX NakeTax beacon v probe OT TOUKM
[0CTyMNa, eCNIN OHa paboTaeT ¢ NoAAEPXKKOM cTaHaapTa 802.11ax. MapaMeTp MOXET NPUHUMATb 3HAYEHUS:
1-63. Mo ymon4yaHuio: 0 (aBTOBbLIGOP))
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BkntoueHue welinepa Broadcast/Multicast

WOP-30LS(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (ra1e X — orpaHnueHve nepegayn
LLIMPOKOBELLLATENIbHOIO/MY/ILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENLHOIO Tpadnka B nak/c)

BknitoueHne QoS 1 M3MeHeHue NnapaMeTpoB

WOP-30LS(config):/interface/wlan0/wlan/radio# qos

WOP-30LS(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/t0ueHVIEe NCNONL30BAHNSA YHKLNI,
obecneunBaroLLMx kKa4yecTBo 06¢cnyxmBaHuA (Quality of Service). Ans oTkntoueHns seeguTe false)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToukM A0CTYyna,
Tpadhvk nepegaeTcs OT TOUYKM A0CTyNa K KNINEHTY)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpolika napameTpos QoS A/
HW3KONPMOPUTETHOI 0Yepean C BbICOKON MPONYCKHOW CMOCOGHOCTLI0, MPMOpUTETLI 802.1p: csl, ¢s2)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxngaHmia kagpos
(bpeimoB) faHHbIX, n3mMepsiemMoe B coTax. lMprHMMaeT 3HavyeHns 1-255)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3HaYeHne
BPEMEHM OXUAaHNs nepes NOBTOPHOW OTNPAaBKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HayeHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlLaTh 3HaYeHne cwMax)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — MakcumasibHoe 3HavyeHne
BPEMEHM OXUaaHNs nepes NOBTOPHOWN OTNPABKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4YeHMe cwMax A0/HKHO ObITb 60/1blUIE 3HAYEHUS cwMin)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — vHTepBasn BpemeHu B
MUIMCEKYHAAX, KOraa KnmeHTckasd WME-CTaHuma MMeET npasa UHULMMPOBATb Nepegady AaHHbIX Mo
6ecnpoBoAHON cpeje K ToUke AocTyna. MakcumasibHOe 3HaYeHne 65535 MUAINCEKYHA)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-30LS(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpolika napameTpos QoS knvneHTa: Tpatnk
nepegaeTcs OT KMeHTa A0 TOYKM A0CTyna)

WOP-30LS(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

MeToanka HacTpoiiku edca-sta aHanornyHa metoguke HacTpoiiku edca-ap.
HacTpoiika napameTpoB 4/1a ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans oyepegn bk.
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7.8 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbes Ans Radio 2.4 Ty, Ecnn
Heobxo4MMOo HacTpouThb 82 onuuio Ha Radio 5 'y, — BBeguTe wlanl)

WOP-30LS(config):/interface/wlan0# common

WOP-30LS(config):/interface/wlan0/common# dhcp-snooping
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLi60p paboThl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTuka obpaboTkun onummn 82 replace, To 4N8 KOHUTYppPOBaHKS
CTaHOBATCA AOCTYMHbI CNeayoLne napameTpbi:

HacTtpoiika napameTpoB onuuu 82

WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa coaepxmnmoro CID Ha 3HaveHune, ykazaHHoe B napamvetpe dhcp-option-82-custom-
CID. [TapamMeTp MOXeT nNpuHUMaTh 3HadeHus: APMAC-SSID — 3ameHa conepxumoro CID Ha <MAC-azpec
TOUKM AocTyna>-<ums SSID>. SSID — 3ameHa cogepXmmMmoro CID Ha uMms SSID, K KOTOPOMY MOAK/THUYEH
KnueHT. Mo ymonyaHunio: APMAC-SSID)

WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3aMeHa coaePXMmoro RID Ha 3HaveHne, ykazaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXnmoro RID Ha MAC-aapec
KNIMEHTCKOrO ycTpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-agpec Touku aocTtyna. APdomain —
3aMeHa coaepX1MmMoro RID Ha IOMEH, B KOTOPOM HaxoAMTCA Touka gocTtyna. Mo ymonyanuio: ClientMAC)
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rae
longstring — 3Ha4eHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecnv 3HaveHue
napametpa dhcp-option-82-custom-CID He 3a1aHO0, TOUKa 6yAeT n3MeHsATb CID Ha 3HAYeHMe No
ymMonyaHuo: <MAC-agpec TOUKM AocTyna>-<ums SSID>)
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHne oT 1 40 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbcA B RID. ECv 3HaveHue
napavetpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByAeT N3MEeHATL RID Ha 3HAYeHue no
ymonyaHuo: MAC-agpec K/IMEHTCKOro YCTPONCTBA)
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KQUecTBe pas3aenntens
BbICTyNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3fenntensi BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpPoeKk)
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7.9 Hactpoiika pennvkaunn DHCP

© Hacrpoiika akTuBMpyeT hyHKLMOHaN Npeo6pasosaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlanl

WOP-30LS(config):/interface/wlan1l# common

WOP-30LS(config):/interface/wlanl/common# dhcp-snooping
WOP-30LS(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bk/it0ueHne
pennukaumm DHCP. [No ymonyaHuio BbIKOYEHO: false)
WOP-30LS(config):/interface/wlanl/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

7.10 Hacrtpolika pennvkaumm ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO A5 KaX/A0ro paguonHTepdeiica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOIiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlan0

WOP-30LS(config):/interface/wlan0# common

WOP-30LS(config):/interface/wlan0/common# arp-suppression
WOP-30LS(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/itoueHne arp-suppression. o
yMOI4aHuIo BbIK/THOYEHO: false)

WOP-30LS(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yrpaenexve
pennvkaumen ARP. Ecnn napamMeTp BK/HOYEH true, TO MPOMCXOAMT oTOpachkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HaszHavyeHus. Ecnvn napameTp Bblk/o4YeH false, TO nakeTbl 6yayT nepegaBaTbCs
LUMPOKOBeLLaTesibHO. Mo yMO/4YaH1Io BK/IKOYEHO: true. PaboTaeT TO/IbKO C BK/IIOYEHHbIM arp-suppression)
WOP-30LS(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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7.11 HacTtpoiika pexuma knveHTa (STA)

HacTpoliky pexnma knneHTta (STA) MOXHO ocyLlecTBsTh Ha wlan0 — paguounHTepdpeiic 2.4 Iy, uamn wlan1 —
pagnovHTepdelic 5 Iy,

HacTpolika pexuma knueHta STA 6e3 wudpoBaHus

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlan0

WOP-30LS(config):/interface/wlan0# wlan

WOP-30LS(config):/interface/wlan0/wlan# mode sta (BbI60p pexvima paboTsl yCTponcTBa)
WOP-30LS(config):/interface/wlan0/wlan# sta

WOP-30LS(config):/interface/wlan0/wlan/sta# ssid 'SSID_WOP-30LS_open' (n3veHeHve nveHn SSID)
WOP-30LS(config):/interface/wlan0/wlan/sta# security-mode off (pexxm wndposaHus off — 6e3 napons)
WOP-30LS(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpolika pexuma knumeHta STA c OWE

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlan0

WOP-30LS(config):/interface/wlan0# wlan

WOP-30LS(config):/interface/wlan0/wlan# mode sta (BbI60p pexvima paboTsl yCTPocTBa)
WOP-30LS(config):/interface/wlan0/wlan# sta

WOP-30LS(config):/interface/wlan0/wlan/sta# ssid 'SSID_WOP-30LS_OWE' (13meHeHve nveHn SSID)
WOP-30LS(config):/interface/wlan0/wlan/sta# security-mode OWE (pexumv wndgposaHus OWE —
LUMpOBaHHOE coeaHeHne 6e3 BBoAa Naposs. B Takom pexmnme CMOryT NOAKAUUTLCS TOMbKO K/TUEHTbI
Wi-Fi 6)

WOP-30LS(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpolika pexuma knmeHTa STA ¢ peXxumom 6e3onacHocT WPA-Personal

WOP-30LS
WOP-30LS

root):/# configure
config):/# interface

(

(
WOP-30LS(config):/interface# wlan0
WOP-30LS(config):/interface/wlan0# wlan
WOP-30LS(config):/interface/wlan0/wlan# mode sta (BbI60p pexviva paboTsl yCTPOCTBa)
WOP-30LS(config):/interface/wlan0/wlan# sta
WOP-30LS(config):/interface/wlan0/wlan/sta# ssid 'SSID_WOP-30LS_WPA2' (n3veHeHne nveHu SSID)
WOP-30LS(config):/interface/wlan0/wlan/sta# security-mode WPA2 (pexum undgposaHms — WPA2)

WOP-30LS(config):/interface/wlan0/wlan/sta# key-wpa password123 (rz1e password123 — k/104/naposis,
HeOoOX0ANMbIA A5 MOAK/UYEHUS K BUPTYaslbHOM TOUKe AocTyna. [/iMHa Kaoda Ao/mKHa COCTaBMAThb OT 8
[0 63 CUMBO/IOB)

WOP-30LS(config):/interface/wlan0/wlan/sta# save (coxpaHeHne HacTpoek)
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7.12 CuCTEMHble HACTPOWKU

7.12.1 O6HoBneHue MO ycTpoiicTBa

OG6HoBneHue MO Touku goctyna no tftp

WOP-30LS(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina MO> (nprvep:
firmware upload tftp 192.168.1.15 WOP-30LS-2.11.1_build_X.tar.gz)
WOP-30LS(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WOP-30LS(root):/# firmware upload http <URL ansa ckaumBaHusa tpavina MO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WOP-30LS-2.11.1_build_X.tar.gz)
WOP-30LS(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-30LS(root):/# firmware switch

7.12.2 YnpaBneHue KoHurypauuen yctpoicraea

C6poc koHurypauyum yctpoiictea B Aepo/nTHOe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-30LS(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WOP-30LS(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-30LS(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (rnpuvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypaunoHHblili ¢paiin yctpoiictBa Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas komaHAa BbinonHAeTcAa Ha cepsepe/TK)
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3arpy3suTtb KOH(pUrypaumoHHsblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-30LS(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-30LS(root):/# manage-config apply (nprimeHeHne KoHurypaumm Ha To4Ky A0CTyna)

7.12.3 lepe3arpy3ka ycTpolicTBa

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-30LS(root):/# reboot

KomaHga Ans oT/I0KEeHHOIi nepe3arpysku ycTpoiictea

WOP-30LS(root):/# reboot delay X (rge X — Bpems B CEKyHAaX, Yepe3 KOTOpoe NPOU30NAET OT/TIOXKEHHAS
nepesarpyska ycTponcrtaa. BoamoxHble 3Ha4eHuns: 0-86400)

KomaHaa ans 3ansiaHMpoBaHHOI Nepe3arpys3ku ycTpoiicTBa B Ha3HauUeHHOe BpeMsi

WOP-30LS(root):/# reboot at hh:mm:ss (e hh:mm:ss — Bpemsi, B KOTOpOe Npon3oinaeT 3annaHnpoBaHHas
nepesarpyska ycTpoincrtea. BoamoxHble 3Ha4eHus: hh:mm, hh:mm:ss)

KomaHpa Ansa oTMeHbl OT/I0XKEHHOW nepesarpysku ycTpoiicteBa

WOP-30LS(root):/# reboot cancel

7.12.4 HacTpolika pexuma ayTeHTugurkaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YoannTb AaHHYH YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLI0 YKa3aHHbIX HIKE KOMaH.

N3meHeHMe napons AnA yyeTHOW 3anucu admin

WOP-30LS(root):/#configure

WOP-30LS(config):/# authentication

WOP-30LS(config):/authentication# admin-password <HoBbIii naponb ANA y4yeTHOW 3anmucy admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4asA NTaTUHCKME BYKBbI U LNpbI)

WOP-30LS(config):/authentication# save (coxpaHeHVe HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 411 NOKaIbHOM ayTEHTUdIMKALMNY, a Takke
ayTeHTudmkaumn yepes RADIUS.

© HosbIM nonb3oBaTENAM AOMKHA BbITb HA3HAYEHA OfHA U3 ABYX poneii:
admin — nonb3oBaTesb C Takol Ponbto ByaeT MMETb MOJHbIA AOCTYN K KOHUIypMpoBaHUIO 1
MOHUTOPVHIY TOYKMN AOCTYNa;
viewer — nosb30BaTe/nb C TakoW Posibo 6yaeT MMeTb AOCTYN TO/IbKO K MOHUTOPUWHIY TOYKWU AOCTyna.
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Jo6aBneHne HOBbIX MOJI b3oBartesnei

WOP-30LS(root):/# configure

WOP-30LS(config):/# authentication

WOP-30LS(config):/authentication# user

WOP-30LS(config):/authentication/user# add userX (rze userX — Mg HOBOW y4eTHON 3anvcn. [Ans yaaneHms
ncnonb3ynte komaHay del)

WOP-30LS(config):/authentication/user# userX

WOP-30LS(config):/authentication/user/userX# login userX (re userX — VM5l HOBOW YYETHOW 3anmcu)
WOP-30LS(config):/authentication/user/userX# password <Maponb Ana yyeTHOI 3anucu userX> (0T 1 710 64
CUMBOJ/IOB, BK/IHOYast NaTUHCKME BYKBbl 1 LMUdpbI)

WOP-30LS(config):/authentication/user/userX# role admin (nosib30BaTeto BbIAAKTCA Npasa Ha
KOHGoUrypupoBaHue. Bo3MOXHOe 3HaveHne viewer — y4eTHON 3anncu 6yaeT AOCTYNeH TO/bKO
MOHUTOPWHT)

WOP-30LS(config):/authentication/user/userX# save (CoxpaHeHVe HacTpoek)

[nsa ayteHTudonkaumm yepes RADIUS-cepep HEO6X0AMMO HACTPOUTL NapaMeTpbl 4OCTyNa K HeEMy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WOP-30LS
WOP-30LS

root):/# configure

config):/# authentication

WOP-30LS(config):/authentication# radius

WOP-30LS(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-30LS(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTOpbIi
MCNOMb3yeTcsa ANA ayTeEHTMdIMKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WOP-30LS(config):/authentication/radius# auth-password secret (r7e secret — ktou 15 RADIUS-cepsepa,
NCMosb3yeMOro Ansa ayteHTudankaumm n aBtopusanmm)

WOP-30LS(config):/authentication/radius# exit

WOP-30LS(config):/authentication# radius-auth true (Bx1t04eHNe pexrmva ayTeHTUdnKaunn Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTte false)

WOP-30LS(config):/authentication# save (coxpaHeHne HacTpoek)

—_ e~ —~

© 1pu ayTeHTUdMKaumm yepes RADIUS-cepeep HEOGXOAMMO 06S3aTeNbHO CO3AAaThb TOKA/IbHYIO YUETHYHO
3anuncb, KoTopasi OyaeT aHasiorMyHa yyetHol 3anmcn Ha RADIUS-cepBepe.
Mpn 3TOM B NOKa/IbHOW YYETHOM 3anucy 06s13aTenbHO A0/HKHA ObITh YKasaHa posib, onpeaensioulas
npasa gocTyna (admin unm viewer).
B cnyuae, ecnu RADIUS-cepBep OKaXXeTCSl HeAOCTYNEH, ayTEHTU(MKALNSA NPOAAET MO /IOKasIbHOM
YUETHOI 3anuncu.

HacTpolika nepuopga 6e3geincTeus

WOP-30LS(root):/# configure

WOP-30LS(config):/# authentication

WOP-30LS(config):/authentication# session-idle-timeout X (r1e X — Bpems 6e34eicTBuA nosib3osarens B
web-nHTepdeice B MUHYTax, NOC/1e KOTOPOro CECCUSA aBTOMATMUYECKN 3aBepLlaeTcs. Bo3mMoxHble
3Ha4eHust: 0-10080. [Ans OTKNOUYEeHUsT PYHKLMOHAa YCTaHoBUTE 3HadYeHue 0. Mo ymonyaHuio: 15)
WOP-30LS(config):/authentication# save (coxpaHeHVe HacTpoek)
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7.12.5 HacTpolika aatbl 1 BpeMeHu

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/10ueHVe pexxuma paboTsl ¢ NTP)

config):/date-time# ntp

WOP-30LS(config):/date-time/ntp# server <IP-apgpec NTP-cepBepa> (yctaHoBka NTP-cepsepa)
WOP-30LS(config):/date-time/ntp# alt-servers (ycTaHoBKa f0NoNHUTENBHLIX NTP-cepeepoB)
WOP-30LS(config):/date-time/ntp/alt-servers# add <A omeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHne pasaena KoHgurypaumm aononHntTensHoro NTP-cepepa. MakcumanbHoe
Konun4yecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)

WOP-30LS(config):/date-time/ntp/alt-servers# exit

WOP-30LS(config):/date-time/ntp# exit

WOP-30LS(config):/date-time# common

WOP-30LS(config):/date-time/commont# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30HbI)

WOP-30LS(config):/date-time/commont# save (CoxpaHeHne HacTpoek)

—_ e~~~ —~ —

7.12.6 [ononHutesbHble HACTPOVKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WOP-30LS(root):/# configure

WOP-30LS(config):/# system

WOP-30LS(config):/systemi global-station-isolation true (Bx/1t0ueHye r106anLHON n3onaLun Tpadurka
MeXAy KnveHTamu pasHbix VAP 1 pasHbix pagmovHTepdeiicos. Ansa oTknoueHus seeaute false)
WOP-30LS(config):/system# save (CoxpaHeHve HacTpoek)

M3aMeHeHue UMeHU ycTpoiicTBa

WOP-30LS(root):/# configure

WOP-30LS(config):/# system

WOP-30LS(config):/system# hostname WOP-30LS_room2 (rge WOP-30LS_room2 — HOBOE MMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LpbI,
3HaK gednc «-» (aedmnc He MOXET ObITb MNOCMEAHNM CUMBO/IOM B UMeHM). Mo ymonvaHuto: WOP-30LS)
WOP-30LS(config):/system# save (CoxpaHeHVe HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WOP-30LS(root):/# configure

WOP-30LS(config):/# system

WOP-30LS(config):/system# ap-location ap.test.root (r/e ap.test.root — gomMeH y3na gepeBa yCTponCcTs
cucTeMbl ynpasneHus EMS, B KOTOpOM pacnonaraetcst Touka goctyna. o ymonyaHuio: root)
WOP-30LS(config):/system# save (CoxpaHeHve HacTpoek)
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N3meHeHune Radius NAS-ID

WOP-30LS(root):/# configure

WOP-30LS(config):/# system

WOP-30LS(config):/system# nas-id Lenina_1.Novovsibirsk.root (rge Lenina_1.Novovsibirsk.root —
naeHTucmkaTop AaHHoM ToUkM gocTyna. MapameTp npeaHasHadyeH ans naeHTUgnKauumn ycTponcTea Ha
RADIUS-cepBepe, B c/lydae ecnv RADIUS oxunaaeT 3HaveHne, oTinyHoe ot MAC-agpeca. Mo ymonyaHuio:
MAC-agpec TO4kM AocTyna)

WOP-30LS(config):/system# save (CoxpaHeHVe HacTpoek)

HacTpoliika LLDP

WOP-30LS(root):/# configure

WOP-30LS(config):/# ldp

WOP-30LS(config):/lldp# enabled true (Bk/t0ueHvie doyHkUvoHana LLDP. s oTkioveHns seeute false. [0
YMOJIHaHuIo: true)

WOP-30LS(config):/lldp# tx-interval X (rae X — n3meHeHune nepuoga otnpasku LLDP-cO06LLEHNIA.
Bo3moxHble 3HaueHus: 1-86400. Mo ymonyaHumio: 30)

WOP-30LS(config):/lldp# system-name WOP-30LS_reserv (rge WOP-30LS_reserv — HOBOE 1Ms YCTPOACTBA.
Mo ymonyaHuio: WOP-30LS)

WOP-30LS(config):/lldp# save (coxpaHeHVe HacTpoek)

N3meHeHue napona

WOP-30LS(root):/# configure

WOP-30LS(config):/# authentication

WOP-30LS(config):/authentication# admin-password newpassword (re newpassword — HOBbI Naposib 415
BXOa B CUCTeMY TOYKM AocTtyna. o ymosiyaHuio: password)

WOP-30LS(config):/authentication# save (CoxpaHeHve HacTpoek)

7.13 HacTpoiika napaMeTpoB NopTasibHON aBTOpU3aLnm

HacTtpoiika napameTpoB NopTasibHOW aBTOpU3aLNmn

WOP-30LS(root):/# configure

WOP-30LS(config):/# captive-portal

WOP-30LS(config):/captive-portal# ap-ip-alias <JoMeHHOe UMA> ([0MEeHHOE 1M, Ha KOTopoe byaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMeHTOB. Mo ymonyaHuto: redirect.loc)
WOP-30LS(config):/captive-portal# tinyproxy-https true (Bk/itoueHne nepeHanpasneHns KIIMeHTOB Mo
npotokony HTTPS. lna nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)
WOP-30LS(config):/captive-portal# save (coxpaHeHve HacTpoek)

© DNS-3anpoc JOMEHHOTo NMeHH, ykasaHHOro B ap-ip-alias, Gy4eT nepexsayeH TO4Kol A0CTyna. Ha atoT
3anpoc 6yaeT oTrnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukm goctyna.
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HacTpoiika uMeH napaMeTpoB, NepeaaBaeMblX BE6-CepBepoOM aBTopu3saLmmn

WOP-30LS
WOP-30LS

root):/# configure

config):/# captive-portal

WOP-30LS(config):/captive-portal# web-redirector

WOP-30LS(config):/captive-portal/web-redirector# param-names
WOP-30LS(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTporika nmeHn
napameTpa, CoAepPXKaLLero NCXoaHbli URL, 3anNpoLUEHHbI KNMEHTOM. KNMeHT ByAeT nepeaapecoBaH Ha
[laHHbIN URL B C/lyyae ycneLuHoi aBTopu3annm)
WOP-30LS(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nmeHu
napameTpa, cogepxallero URL, kyaa 6yaeT nepeagpecoBaH KNMEHT B C/lyvae OLIMOKN aBToOpuU3aLun)
WOP-30LS(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nmeHu
napameTpa, CoAePXKaLLEro NI0rvH 15 K/IMEHTA)
WOP-30LS(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CoAepXaLlero naposb ANs KNnNeHTa)
WOP-30LS(config):/captive-portal/web-redirector/param-names# save (coxpaHeHvie HacTpoekK)

==L = = =L

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpoB B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCSA TOYKOIN gocTyna.

© B 3HaueHusx napameTpos redirect_url, error_url, username, password MOXHO 1UCNO/1b30BaThb TO/IbKO
natuHuLy Mo6oro perncTpa, a Takke cumsosbl S\-_.1*'() anuHoii ot 0 4o 255 cMMBO/IOB.

HacTtpoiika apanTUBHOIo pexumMa paéoThbl NOPTasiIbHOW aBTOpPU3aLMN

WOP-30LS(root):/# configure

WOP-30LS(config):/# captive-portal

WOP-30LS(config):/captive-portal# web-redirector

WOP-30LS(config):/captive-portal/web-redirector# captive-adaptive true (Bk/iloueHve afanTvBHOIO pexnma
paboTbl MOPTa/IbHOWM aBTOpM3aLmMn Ansa ycTpoicTB i0S. Ans oTkitodeHns seeauTe false. Mo ymonuaxuio:
false)

WOP-30LS(config):/captive-portal/web-redirector# save (coxpaHeHvie HAaCcTpOeK)

© npu BKIKOUEHHOM aAaNTUBHOM peXVMe PaGoThl NPV CBOPAUYMBAHNN OKHA aBTOPU3aLMU Ha
ycTpoicTBax iOS paspbiBa COeMHEHNS NPOUCXOANTL He ByaeT.
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HacTtpoiika npaBun ipv4-acl

WOP-30LS(root):/# configure

WOP-30LS(config):/# acl

WOP-30LS(config):/acl# ipv4

WOP-30LS(config):/acl/ipv4# add ipv4_list (co3paHve cnucka ACL npaswu)

WOP-30LS(config):/acl/ipv4# ipva_list

WOP-30LS(config):/acl/ipv4/ipv4_Llist# entry

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry# add 0 (co3paHve ACL npasuna)
WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry# 0

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# action permit (ykasaHuve geincteus A1 npasuia. BoamoxHbie
BapvaHThbl: permit — paspelnTb, deny — 3anpeTuTb)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# protocol-mode any (HacTpoiika pexvva paboTel NPOTOKONA,
no KOTOpoMy ByAeT oTpabaTbiBaTb NpaBunio. Bo3aMoxHble 3Ha4YeHus: any — /10601 NpoTokon, value —
KOHKPETHbI NPOTOKON)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# protocol gre (BbI60p NpoTOKONa. BO3MOXHbLIE 3HAYEHUS: gre,
icmp, igmp, tcp, udp)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# src-port-start X (ra1e X — HavaslbHbIA NOPT UCTOYHMKA)
WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# src-port-end X (rae X — KOHEUHbIA NOPT UCTOYHUKA.
Vicnonb3yeTcsa ToNbKO ANA src-port-mode range)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# src-mode host (HacTporika pexuma huasTpauumn NCToUHKKA.
Bo3MOXHble BapuaHTbl: any — 110601 CTOYHMK, host — dounbTpauusa no agpecy xocta, network —
domneTpaums rno agpecy cetn)

WOP-30LS(config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rze X.X.X.X — IP-afpec xocTa UCTOUHUKA)
WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# src-mask X.X.X.X (rge X.X.X.X — macka nogceru xocta
WNCTOYHMKA)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# src-port-mode any (HacTpoiika pexxunma paboTsl nopTa
NCTOYHMKA. BO3MOXHbIE 3HAYEHNS: any — /10601 pexrm, eq — paBHo, gt — 6onbLue, lt — MeHbLUe, neq — He
paBHO, range — Aana3oH NopToB)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# dst-mode host (HacTpolika pexvma hunstpam
HasHavyeHus. Bo3MOXHble BapuaHTbl: any — /110601 MCTOYHMK, host — hunbTpauusa no agpecy xocTa,
network — dounbTpaLms No agpecy cetu)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# dst-ip X.X.X.X (rze X.X.X.X — IP-afpec xocTa HazHa4yeHus)
WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# dst-mask X.X.X.X (rge X.X.X.X — macka nogcerun xocra
Ha3Ha4YeHus)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# dst-port-mode any (HacTpoiika pexxuma paboTsl nopTta
HasHavyeHusl. BO3MOXHble 3Ha4YeHUSA: any —/1l0601 pexnm, eq — paBHo, gt — 6obLue, lt — MeHbLUe, neq —
He paBHO, range — AMana3oH NopToB)

WOP-30LS(config):/acl/ipv4/ipv4_Llist/entry/0# dst-port-start X (ra4e X — HavasibHbIA NOPT Ha3Ha4YeHs)
WOP-30LS(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (rae X — KOHEYHbLIV MOPT HA3HAYEHNS.
Vicnonb3yetcsa Tonbko ansa dst-port-mode range)

WOP-30LS(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# save (coxpaHeHVe HacTpoek)

—_— i O
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HacTtpoiika npasun url-acl

WOP-30LS(root):/# configure

WOP-30LS(config):/# acl

WOP-30LS(config):/acl# url

WOP-30LS(config):/acl/url# add url_list (co3zgaHne crnivicka ACL npasu)

WOP-30LS(config):/acl/url# url_list

WOP-30LS(config):/acl/url/url_list# action permit (ykazaHne geicteus A5 cnncka. BosmoxHbIe BapnaHThbl:
permit — paspelunTs, deny — 3anpetunTsb)

WOP-30LS(config):/acl/url/url_list# entry

WOP-30LS(config):/acl/url/url_list/entry# add 0 (co3paHve ACL npasuna)
WOP-30LS(config):/acl/url/url_list/entry# 0

WOP-30LS(config):/acl/url/url_list/entry/0# domain < oMeHHOe umMsa> (yKazaHne foMeHa NN perynispHoro
BbIpaXKeHMWsI)

WOP-30LS(config):/acl/url/url_list/entry/0# save (coxpaHeHVe HacTpoek)

7.13.1 YnpasneHue noptasibHbIM cepTUmnkaTom

3arpyska ceptudpmkarta ans pegupekta no HTTPS no tftp

WOP-30LS(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue
channa>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptucpmkata ans pegupekta no HTTPS no http

WOP-30LS(root):/# manage-certificates portal upload http <URL gnsa ckaunBaHua daiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WOP-30LS(root):/# manage-certificates portal erase
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7.14 HacTpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepuca APB

WOP-30LS(root):/# configure

WOP-30LS(config):/# captive-portal

WOP-30LS(config):/captive-portal# apbd

WOP-30LS(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-30LS(config):/captive-portal/apbd# enabled true (Bk/1t0ueHvie cepeuca APB. 19 OTK/IHOUEHNSA BBEAUTE
false)

WOP-30LS(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

7.15 Hactporika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecneuvBaeT 06paboTKy 3anpocoB AnHamuyeckoi asTopusaumm RADIUS Toukamu
focTtyna.

KomaHpbl anAa HacTpoiiku DAS-cepBepa

WOP-30LS(root):/# configure

WOP-30LS(config):/# das-server

WOP-30LS(config):/das-server# enabled true (Bx/1t0ueHvie DAS-cepsepa. Ans otknoveHns seeaute false)
WOP-30LS(config):/das-server# port X (raie X — nopt DAS-cepsepa. 1o ymonyanno: 3799)

WOP-30LS(config):/das-server# auth-password secret (1€ secret — naposis /15 DAS-cepsepa, UCrnosib3yercs
npu wndpposaHmm RADIUS-3anpocoB)
WOP-30LS(config):/das-server# save (coxpaHeHne HacTPoek)

7.16 HacTtpolika HEeCKO/IbKMX aZipecoB KOHTPO/1/1ePOB

KomaHabl ANsi HACTPOIKN HECKOJIbKUX apeCcOB KOHTPOJ1/1IepoB

WOP-30LS
WOP-30LS

root):/# configure

config):/# service-activator

WOP-30LS(config):/service-activator# wlc

WOP-30LS(config):/service-activator/wlc# wlc-connections-info
WOP-30LS(config):/service-activator/wlc/wlc-connections-info# add name (co3gaHune 6n10ka HacTpoek /15
NOAKNHYEHNST K KOHTPO/11epy. Bo3MOXHO A06aBASITb HECKO/TLKO 6/10KOB HACTPeK. s yaaneHus
ncnonbayiite komaHay del)

WOP-30LS(config):/service-activator/wlc/wlc-connections-info/name# wlc-url <Agpec KOHTpoepa
WLC> (npumep: https://192.168.1.20:8043)
WOP-30LS(config):/service-activator/wlc/wlc-connections-info/name# user-gre-addr X.X.X.X (rge X.X.X.X — IP-
aZpec KOHTposiiepa Ana TepMUHaLmMm user-gre TYHHENS)
WOP-30LS(config):/service-activator/wlc/wlc-connections-info/name# save (coxpaHeHve HacTpoek)

=L = = =
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MoxHo f06aBnsiTb 60/11ee 0gHOrO 6/10Ka C HACTPOViKamm [/1st NOAK/YEHUS K KOHTponnepy (6onee
0flHOTrO name).

7.17 YnpaBneHue Bewannem T/ npu nponagaHnn CBA3N C KOHTPO/I1EPOM

KomaHabl ynpaBneHus BewaHuem TA npy nponagaHumn CBA3u ¢ KOHTPO/11IepOM

WOP-30LS(root):/# configure

WOP-30LS(config):/# service-activator

WOP-30LS(config):/service-activator# wlc

WOP-30LS(config):/service-activator/wlc# service-hold true (yripaeneHune BellaHem VAP'0B B achupe npu
nponagaHnn CBA3M C KOHTpoiepom. MoXeT npuHumaTth 3HadeHus: false — BewaHue VAP'oB 6yaet
MPMOCTaAHOB/IEHO NPV NponagaHnmn CBA3M C KOHTPOIEPOM; true — BellaHve VAPOB 6yaeT Npon3BoanTbLCS
BHE 3aBMCMMOCTU OT COeAUHEHNS C KOHTPOIIepoM. s oTkaodeHns BeeauTe false. Mo ymonyaHuio: true)
WOP-30LS(config):/service-activator/wlc# save (CoxpaHeHVe HacTpoek)

7.18 HacTpoiika MeHegkepa NacCUBHOIO CKAHMPOBAHMWS PAANOOKPYKEHNS

[N ocywecTBNeHNs NOCTOSHHOIO CKaHMPOBaHUS HA TOUKe A0CTyNa, HE06X0AMMO HACTPOUTbL MEHELXEP
naccuBHOro ckaHnpoBaHus "scand".

KomaHgb! AN HacTpoiiku scand

WOP-30LS(root):/# configure

WOP-30LS(config):/# scand

WOP-30LS(config):/scand# neighbor-scan

WOP-30LS(config):/scand/neighbor-scan# neighbor-scan-enabled true (Bx/1H04eHVIE NOCTOAHHOIO
CKaHupoBaHwus. s oTknoveHnst BeeanTe false)

WOP-30LS(config):/scand/neighbor-scan# save (CoxpaHeHne HacTpoek)
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7.19 HacTtpolika pexvma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

7.19.1 HacTpoiika pagapa c OTnpaBKoOli AaHHbIX No npoTtokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHKymnoHana Radar (HTTP/HTTPS)

WOP-30LS(root):/# configure

WOP-30LS(config):/#radar

WOP-30LS(config):/radar# enabled true (Bk/toueHve yHkumoHana radar. Ansa otknoveHus seeaute false)
WOP-30LS(config):/radar# url http://host:port/service (ykasbiBaeTca URL-CChINka Ha CepPBUC, KOTOPbIN
6yAeT NpuHMMAaTb AaHHble OT TOUYkM AocTyna B JSON-cpopmarte. Mepegayva Bo3MoxHa no HTTP/HTTPS)
WOP-30LS(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaeT paboTarb
CKaHnpoBaHue. BoaMoxHble 3HaveHus: wlan0 — nHTepdpeiic 2.4 IN'u, wlanl — nHtepdpenc 5 ML, all —
OAHOBPEMEHHO 2.4 Ty, n 5T, Mo ymonyaHuto: all)

WOP-30LS(config):/radar# send-interval X (rae X — nHTepBas OTNpaBKn AaHHbIX HA KO/I/IEKTOP. BO3MOXHbIE
3HauyeHust: 1-3600. o ymonyaHuio: 5 cekyHAa)

WOP-30LS(config):/radar# mac-source"probe data" (rze probe data — BeIOOp Tvna faHHbIX, cOOpaemMbIX B
achmpe. Bo3amMoxHble 3HaueHus: probe — TO/IbKO probe request, assoc — TO/bKO assoc, data — TONbKO

data, all — Bce Tunbl naketos. Mo ymonyaHuto: all)

WOP-30LS(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bble/IeHHOE Ha CKaHMpoBaHNe OHOro
KaHana. Bo3amoxHble 3HaueHust: 100-60000. Mo ymonyaHumto: 200 Mc)

WOP-30LS(config):/radar# scan-limit-channels-2g "1 6 11" (rae 1,6, 11 — kaHasibl [/151 CKAHNPOBaHUS B
ananasoHe 2.4 I'Tu. NMycToe 3HaYeHne — CKaHMpPYTCA BCe AOCTYMHbIE KaHaslbl)

WOP-30LS(config):/radar# scan-limit-channels-5g ""36 40 44 48" (r/e 36, 40, 44, 48 — KaHa bl A/15
CKaHMpoBaHus B gnanasoHe 5 T, MNycToe 3HaYeHne — CKaHUPYKTCS BCe AOCTYMNHbIE KaHaslbl)
WOP-30LS(config):/radar# save (coxpaHeHne HacTpoek)
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7.19.2 HacTtpolika pagapa ¢ oTnpaBKoi AaHHbIX No npotokosy MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WOP-30LS(root):/# configure

WOP-30LS(config):/# radar

WOP-30LS(config):/radar# url mqtt://host:port/service (ykasbiBaetca URL-CCbI/IKa Ha CepBUC, KOTOPLIN
6yaeT NpuHMMaTh AaHHbIe OT TOYKU AOCTYna no NpoTokony MQTT. Mpumep: mqatt://rtls.eltex.nsk.ru:1883/)
WOP-30LS(config):/radar# mqtt-username eltex (rze eltex — vms nosb3oBarens. Heobxoanmo ans
aBTopM3aLn Ha cepsrce-KOIEKTopE)

WOP-30LS(config):/radar# mqtt-password password (rze password — naposib. Heobxoamm ans
aBTopM3aLMn Ha cepsrce-KOIEKTOpE)

WOP-30LS(config):/radar# mqtt-topic input_mqtt_topic (ykassiBaercsa URL-naeHTUnKaTop cyLHOCTeN B
o6MeHe MexXAy TOUYKOW JocTyna v KoniekTopoM no MQTT-npoTokony)

WOP-30LS(config):/radar# scan-mode passive (rje passive — pexum paboTsel pagapa. BosmoxHble
3HayeHus: active — TouKa JOCTyNa TO/IbKO CKaHUpPYeT a¢hup U He NpefocTaB/IseT CEPBUC KIIMEHTaM;
passive — Touka 0CTyna NpefocTaBnseT cepBucC KMeHTam, aonp He CKaHUPYeET, nepesaeTt AaHHble Mo
NoAKNHYEHHbIM KAMeHTaM. o ymonyaHuio: active)

WOP-30LS(config):/radar# scan-interface all (e all — nHTepdeiic, Ha koTopom byaeT paboTarb
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — nHTepdeiic 2.4 I'u, wlanl — nHtepdoeiic 5 ', all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, Mo ymonyanutio: all)

WOP-30LS(config):/radar# send-interval X (rae X — nHTepBas OTNpaBKkn AaHHbIX HA KO/I/1EKTOP. BO3MOXHbIe
3HayeHus:: 1-3600. o ymon4aHuio: 5 cekyHp)

WOP-30LS(config):/radar# mac-source"probe data" (rze probe data — BbIOOp Tvna faHHbIX, cObpaemMbIx B
adoupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonuyaHuio: all)

WOP-30LS(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bble/IeHHOE Ha CKaHMpoBaHne O4HOro
KaHasa. BoaMoxHble 3HavyeHust: 100-60000. o ymonyaHuio: 200 Mc)

WOP-30LS(config):/radar# scan-limit-channels-2g "1 6 11" (e 1,6, 11 — kaHa/ibl [/151 CKAHNPOBaHUS B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHble KaHasbl)

WOP-30LS(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — KaHa bl /15
CKaHupoBaHuA B AnanasoHe 5 . MNMycToe 3Ha4YeHne — CKaHUPYTCS BCE AOCTYMHbIE KaHaslbl)
WOP-30LS(config):/radar# scan-min-signal X (rge X — nopor ypoBHs curHana. Ecnim Touka goctyna BuanT
KNIMEeHTa C YPOBHEM HMXEe YKa3aHHOro, To MAC-aZipec K/imeHTa He nepefaeTcs Ha KO/IIEKTOP, U KITUEHT He
cuntaeTcs obHapyXeHHbIM. Bo3MOXHbIe 3HauyeHus: -100-0. Mo ymonyaHuio: 0, oYHKLMOHaUT OTK/TIHOHEH)
WOP-30LS(config):/radar# enabled true (Bk/toueHve yHkLumoHana radar. Ansa otknoveHns seegute false)
WOP-30LS(config):/radar# save (coxpaHeHne HacTpoek)

124



PykoBoacTso no akcnnyarauum WOP-30LS

7.20 MOHUTOPUHT

7.20.1 Wi-Fi knneHtnbl

WOP-30LS(root):/# monitoring associated-clients

index (0]

hw-addr 68:13:E2: XX XX XX
interface wlanl-va0
rfid 1

wid (0]

band 5

state ASSOC SLEEP AUTH_SUCCESS
ssid WOP-30LS_5GHz
vlan-id 100

ip-addr 192.168.1.15
frequency 5200

channel 40

hostname client
username TIOXXXXXXXXX
domain root
auth-algorithm open-system
encryption-cipher no-cipher
encryption-group-cipher no-cipher
dhcp-request-status obtained
authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

portal-auth-time 00:03:57
wlan-auth-type Open
wlan-auth-status authorized
wlan-auth-time 00:04:27
rx-retry-count 227
tx-fails 0
tx-period-retry 71
tx-retry-count 1801
rssi-1 -35

rssi-2 -42

rssi -42
max-rssi-1 -31
max-rssi-2 -40
max-rss-i -31

snr-1 38

snr-2 38

snr 38

noise-1 -73
noise-2 -80

noise -73
tx-rate HE NSS2 MCS10 SGI 258.1
rx-rate HE NSS2 MCS9 MGI 216.7
rx—bw 20M
rx-bw-all 20M

125



tx-bw | 26M

uptime | 00:04:27

mfp | false

wireless-mode | ax

perftest-capable | false

link-quality | 95

link-quality-common | 95

tx-retry-ratio | 14

actual-tx-rate | 745

actual-rx-rate | 112

shaped-rx-rate | 111

actual-tx-pps | 33

actual-rx-pps | 45

shaped-rx-pps | 60

link-capacity | 78

multicast-groups-count | 1

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

name | ©
Counter Transmitted Received
Total Packets: 1997 964
TX success: 100
Total Bytes: 2071963 367428
Data Packets: 1989 957
Data Bytes: 2071530 367197
Mgmt Packets: 8 7
Mgmt Bytes: 433 231
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0

Rate Transmitted Received
he-nss2-mcs4 0 | 0% 2
he-nss2-mcs6 0 | 0% 116
he-nss2-mcs7 46 | 2% 73
he-nss2-mcs8 224 | 119% 242
he-nss2-mcs9 455 | 22% 432
he-nss2-mcs10 458 | 23% 77
he-nss2-mcsll 806 | 40% 15

Multicast groups:
MAC IP

01:00:5E:00:00:FB XXX.0.0.251

PykosogcTso no akcnyataumm WOP-30LS
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7.20.2 BbecnpoBOAHON KaHaU

WOP-30LS(root):/# monitoring wireless-peer

index
hw-addr
interface
band

state
frequency
ssid

rssi-1
rssi-2

snr-1

snr-2
tx-rate
rx-rate
tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality-common

actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

7.20.3 WDS

0]
68:13:E2:xx XX XX
wlanl

5

ASSOC AUTH_SUCCESS
5200
WOP-30LS_5GHz

-40

-43

36

36

HE NSS2 MCS9 SGI 229.4
HE NSS2 MCS9 SGI 229.4

20M

20M
00:08:29
ax

95

94

3

852
10014

90

PykoBoacTso no akcnnyarauum WOP-30LS

monitoring wds-entries <mac-agpec BCTpeuHoli TOUKM A0CTyna 1> ... <mac-afjpec BCTPEUHOW TOUKU
poctyna N> filter <napameTp 1> ... <napameTp N>,

rae <mac-afjpec BCTPEUHOI ToUKM A0cTyna 1> ... <mac-afpec BCTPeUHOI ToUKu AocTyna N> — mac-agpeca
BCTPEYHbIX TOUYEK [JOCTYNa, C KOTOPbIMM MOCTPOEHLI WDS-MOCTbI. [1711 TOr0, UTO6b! BbIBECTU MHCpOPMALNIO
Mo BCeM BCTPEeUHbIM TOUKaM BBEAUTE BMECTO <mac-ajpeca BCTPEeYHOi Touku goctyna> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOﬂ)yKa3HBaDTCﬂﬂapaMeprlMOHMTOpMHﬁLHeO6XOAMMbE

Ana BbiBOAA Mo O,D,HOVI NN HECKOJIbKUM BCTPEYHbIM TOYKaM A0CTyna,

<napametp 1> ... <napameTp N> — napameTp/napamMeTpbl MOHUTOPVHra, HEOGX0AMMbIE /1 BbiBOAA MO

OAHOM NN HECKOJIbKUM BCTPEYHbIM TOYKaM AO0CTyna.
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[ns BbIBOAA CNMCKa TOYEK A0CTYNa, C KOTOpPbIMK NocTpoeHbl WDS-MOCTbI, HaxxmuTe nocne monitoring wds-
entries knasuwy Tab.

WOP-30LS(root):/# monitoring wds-entries <Tab>

e8:28:c1:d1:43:15
e8:28:cl:da:cbh:80
all

[ns nonyyeHus cnucka napameTpoB MoHuUTopuHra nocne filter Haxmute knasumwy Tab.

WOP-30LS(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBopg, I/IH(bOpMaLWIVI no BCeM BCTPEYHbIM TOYKaM goctyna

WOP-30LS(root):/# monitoring wds-entries (111 monitoring wds-entries all)

index 0

hw-addr e8:28:cl1:d1:43:15
interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ssid

ip-addr 192.168.1.15
frequency 5240

channel 48

dhcp-request-status
radius-mac-auth
portal-auth

not requested
not-required
not-required

I

I

I

I

I

I

I

I

I

I

I

I

I

I
wlan-auth-type | Open
wlan-auth-status | pending
wlan-auth-time | N/A
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -30
rssi-2 | -30
rssi | -30
max-rssi-1 | -21
max-rssi-2 | -17
max-rssi | -17
snr-1 | 38
snr-2 | 38
snr | 38
noise-1 | -68
noise-2 | -68
noise | -68
tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 00:04:22
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 100
link-quality-common | 100
tx-retry-ratio | ©
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 1
actual-rx-pps | ©
shaped-rx-pps | ©
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link-capacity 100
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name

no
no
no
none

Counter Transmitted

Total Packets: 307
TX success: 100
Total Bytes: 24496
Data Packets: 251
Data Bytes: 13384
Mgmt Packets: 56
Mgmt Bytes: 11112
Dropped Packets: 0
Dropped Bytes: 0
Lost Packets: 0

Rate Transmitted

ofdmé 0
he-nssl-mcs4 11
he-nss2-mcs3
he-nss2-mcs4
he-nss2-mcs5
he-nss2-mcs6
he-nss2-mcs7
he-nss2-mcs8
he-nss2-mcs9
he-nss2-mcs10
he-nss2-mcsll 196

o U1l o oo b O

Multicast groups: none

Received

740774
25
3216
2596
737558
0

0

Received

PykosogcTso no akcnyataumm WOP-30LS

OO0 0ok MMM DMDD
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BbiBopg, I/IH(bOpMaLWIVI no Op.HOI7I NN HECKOJTbKUM BCTPEYHbIM TOYKaM AocTtyna

WOP-30LS(root):/# monitoring wds-entries e8:28:c1:da:cb:80 (eCTb BO3MOXHOCTb yKaszarb HECKO/IbKO MAC-
aZipecos, HarpvmMep, monitoring wds-entries e8:28:c1:da:ch:80 €8:28:c1:d1:43:15)

index 0

hw-addr e8:28:cl:da:ch:80
interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ssid

ip-addr 192.168.1.20
frequency 5240

channel 48

dhcp-request-status
radius-mac-auth
portal-auth

not requested
not-required
not-required

I

I

I

I

I

I

I

I

I

I

I

I

I

I
wlan-auth-type | Open
wlan-auth-status | pending
wlan-auth-time | N/A
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -30
rssi-2 | -29
rssi | -30
max-rssi-1 | -21
max-rssi-2 | -17
max-rssi | -17
snr-1 | 38
snr-2 | 38
snr | 38
noise-1 | -68
noise-2 | -67
noise | -67
tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 060:05:28
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 100
link-quality-common | 100
tx-retry-ratio | ©
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 1
actual-rx-pps | ©

131



shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name

100

no
no
no
none

Counter Transmitted

Total Packets: 307
TX success: 100
Total Bytes: 24496
Data Packets: 251
Data Bytes: 13384
Mgmt Packets: 56
Mgmt Bytes: 11112
Dropped Packets: 0
Dropped Bytes: 0
Lost Packets: 0

Rate Transmitted

ofdmé 0
he-nssl-mcs4 11
he-nss2-mcs3
he-nss2-mcs4
he-nss2-mcs5
he-nss2-mcs6
he-nss2-mcs7
he-nss2-mcs8
he-nss2-mcs9
he-nss2-mcs10
he-nss2-mcsll 196

o U1l o oo b O

Multicast groups: none

Received

740774
25
3216
2596
737558
0

0

Received

PykosogcTso no akcnyataumm WOP-30LS
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dun bTpauuna napameTpoB MOHUTOPUHIa

WOP-30LS(root):/# monitoring wds-entries e8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate uptime (
BbIBO/ OrPaHNYe€HHOro Ko/inyecTsa napameTpoB MOHUTOPUHTA NO onpeaeneHHoi Touke aoctyna. EcTb
BO3MOXHOCTb YKa3aTb HECKO/IbkO MAC-apecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 192.168.1.15

tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
uptime | 00:06:32

WOP-30LS(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode (BbIBO/,
OrpaHNYeHHOro KO/IMYECTBA NapaMeTPOB MOHUTOPMHIA NO BCEM TOYKam A0CTYyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -30

rssi-2 | -30

wireless-mode | ax

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -30

rssi-2 | -29

wireless-mode | ax
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7.20.4 Mesh

C nomoLLbio KomMaHp, nepevyncneHHbIX HMXe MOXHO YBUAETb cOCenHNE Yy3/1bl, C KOTOPbIMW YCTAaHOBJ/IEHO

npsiMoe paaynocoearHeHne, NPpoaHaIN3MPOBaTb pacnpeaeneHHyo TabniLy afpecos, a TakKe NOCMOTPETb

PykoBoacTso no akcnnyarauum WOP-30LS

CMMCKMN K/TMEHTCKMX YCTPOMCTB 1 BCEX aKTUBHBIX Y3/10B BHYTPY eAuHO mesh-ceTu.

WOP-30LS(root):/# monitoring mesh-neighbors

Interface

Neighbor

ec:bl:e0@:xx:xx:8f
68:13:e2:xx:xx:6f
ec:bl:e0@:xx:xx:df

Last seen, s

WOP-30LS(root):/# monitoring mesh-nodes

Active

Originator

ec
ec:
ec
ec:
ec:
ec:
68:
68:
68:

:bl:

bl:

:bl:

bl:
bl:
bl:
13:
13:
13:

e0:
e0:
e0:
e0:
e0:
e0:
e2:
e2:
e2:

XX

XX 3

XX

XX 3
XX 3
XX 3
XX 3

XX

XX 3

xx:df
xx:df
xx:df
xx:8f
xx:8f
xx:8f
xx:6f
:xx:6f
xx:6f

Nexthop

tbl:
13:
tbl:
bl:
13:
bl:
bl:
tbl:
13:

ec

68:

ec

ec:
68:
ec:
ec:

ec

68:

e0:
e2:
e0:
e0:
e2:
e0:
e0:
e0:
e2:

XX

XX

XX

XX
XX
XX
XX

XX

XX

Throughput, Mbps

Throughput, Mbps
:xx:8f
xX:6f
ixx:df
xx:df
xX:6f
xx:8f
xx:8f
xx:df
xX:6f

ol oo oMo OoNO]
© 000 W NN O o o

WOP-30LS(root):/# monitoring mesh-distributed-arp

192.168.1.100
192.168.1.15
192.168.1.20
192.168.1.25

P XX
P XX
P XX
P XX

XX 3
XX 3
XX 3
XX 3

Last seen, MM:SS
1:04
0:27
0:44
0:43

WOP-30LS(root):/# monitoring mesh-clients-local

Client

ec:
68:
ec:
ec:

XX
te2:
XX
XX

XX

XX
XX
XX
XX

Flags
P
e W,
P..

Last seen, s

0.
3.
0.
1.

00
79
00
32

Last seen, s

[cl oo OCEOCENCEE I I
~N N N0 oo oo

Interface
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7.20.5 WNHpopmaums o6 ycTpoinctee

WOP-30LS(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WOP-30LS

2.11.1 build X
2.11.1 build X
2.1.0 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WOP-30LS

WOP-30LS
68:13:E2:xX XX XX
68:13:E2:xX XX XX
WPXXXXXXXX

1v2

false

false

firmware update
false
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7.20.6 WNHopmaums o ceptudmkarax

WOP-30LS(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:e2:XxX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBoacTso no akcnnyarauum WOP-30LS

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: F801COA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.*x/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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7.20.7 CeteBasi uHcpopMaLms

WOP-30LS(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses 2002::8/128 Global

fe80::ce9d:a2ff:feed:1470/64 Link

dns-servers 2002::4144
2002::8844
2222::4144

WOP-30LS(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-30LS(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fdral:xx:xx:xx
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WOP-30LS(root):/# monitoring route

PykoBoacTso no akcnnyarauum WOP-30LS

Interface

Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WOP-30LS(root):/# monitoring lldp

0.0.0.0
255.255.255.0

Port ID

System Name

Capabilities TTL
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7.20.8 bBecnpoBofHble MHTEpdeiChI

PykoBoacTso no akcnnyarauum WOP-30LS

WOP-30LS(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power

connection status
operation mode
noise-1

noise-2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

name
rfid

status

band

hwaddr

tx-power

connection status
operation mode
noise-1

noise-2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

wlano

(0]

on

2.4 GHz
68:13:E2:xX XX XX
16 dBm

AP mode

vap

-67 dBm

-67 dBm

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50

1 (0] 1 1 2 8 15 11 18
79%
0%
2%
T7%
95%
19%
11%
6
2437 MHz
20 MHz
b/g/n/ax
43

wlanl

1

on

5 GHz
68:13:E2: XX XX XX
19 dBm

AP mode

vap

-81 dBm

-81 dBm

18

11

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50

28 4 2 3 5 4 15 13 2
12%
0%
0%
12%
55%
45%
0%
36
5180 MHz
20 MHz
a/n/ac/ax
40

3

3

-1
12

-1
8
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7.20.9 VAP

WOP-30LS(root):/# monitoring vap

Interface Status BSSID SSID
wlan@-vae up
wlan@-val up
wlan@-vaz up
wlan@-va3 up
wlan@-vad up
wlan@-vas up
wlan@-vaé down
wlanl-vae up
wlanl-val up
wlanl-va2 up
wlanl-va3 up
wlanl-vad up
wlanl-vas up
wlanl-va6 down

7.20.10 XXypHan cobbITuii

WOP-30LS(root):/# monitoring events

Jan 1 03:00:10 WOP-30LS daemon
Jan 1 03:00:12 WOP-30LS daemon
successfully.

Jan 1 03:00:14 WOP-30LS daemon
Jan 1 03:01:17 WOP-30LS daemon
lease on 192.168.1.15.

Oct 29 05:28:57 WOP-30LS daemon
updated successfully by admin
Oct 29 05:28:59 WOP-30LS daemon
updated successfully by admin
Oct 29 05:30:25 WOP-30LS daemon

PykoBoacTso no akcnnyarauum WOP-30LS

Auth type Portal Clients Retry Rate
Open down a8 a
L WPA2 down 1 3
2 Open up @ a
3 OME down Q a
1 WPA/WPA2 Enterprise down ] a
5 WPA2/WPA3 Enterprise down a a
Open down 1 7
WPA3 down ] -]
Open up @ a
OWE down ] a
WPAZ/WPA3 Enterprise down ] 2]
a a

WPA3 Enterprise down

.info syslogd[1018]: started: BusyBox v1.21.1
.info configd[1031]: The AP startup configuration was loaded

.info networkd[1061]: Networkd started
.info networkd[1061]: DHCP-client: Interface br0 obtained

.info configd[1031]: The AP running configuration was
.info configd[1031]: The AP startup configuration was

.info monitord[1190]: event: 'authenticated' mac:

6E:BB:0A:xx:xx:xx ssid: 'WOP-30LS_5GHz' {dnterface: wlanl-va0® channel: 48 rssi-1: -64 rssi-2:
-62 location: 'root' auth-method: 'Open' captive-portal: 'disabled'

Oct 29 05:30:25 WOP-30LS daemon

.info monitord[1190]: event: 'IP address was updated by DHCP

packet' ip: 192.168.1.20 mac: G6E:BB:OA:xx:xx:xx ssid: 'WOP-30LS_5GHz' interface: wlanl-va0

channel: 48 rssi-1: -63 rssi-2:

-65 location: 'root' reason: 0
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7.20.11 CkaHupoBaHue achupa

PykoBoacTso no akcnnyarauum WOP-30LS

€@ Bo Bpems ocylLECTBNEHNS aKTUBHOTO CKaHMPOBaHUs acupa paavouHTepdeiic ycTpoiicTea GyaeT
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems

CKaHMpOBaHWs1.

AKTUBHOE CKaHUpoBaHue 3chupa

WOP-30LS(roct)./# monitoring scan-wifi

Security
wpa/wpa2-1x
wpa2-1x
wpaz

wpa2
wpa2/wpa3-1x
off

wpaz-1x
wpa2/wpa3-1x
wpa2

off

wpa2-1x
wpaz

off

wpaZ

off

MaccuBHOe ckaHUpoBaHue ahupa

MpeaBapuTensHO HEO6XO,£I,I/IMO BKMHOUYNTb MEHEKEP NaCCUBHOINO CKaHMPOBaHNA PaaNOOKPYXEHUA.

WOP-30L5(root):/# monitoring neighbor-ap

SSID Security Mode

Qpen

OWE
WPA2
WPA/WPAZ
WPA3
WPA3_1X
WPA2
WPA3
WPAZ_1X
Open
WPA2/WPA3
WPA3
QOpen
Open
WPA2/WPA3
WPA2_1X
WPAZ
Open
Open
WPAZ_1X
WPA2_1X
WPAZ_1X
WPA/WPA2
WPA2
WPA2_1X
WPAZ_1X
WPAZ
WPA2_1X
WPA2
WPAZ_1X
Open

Channel

Channel

11

SEESEREEI"pe

RSSI, dBm

RSSI, dBm

Bandwidth, MHz

Bandwidth, MHz

20
20
20
28
28
20
20
20
28
28
28
=)
20
8e
20

Last

seen time
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7.20.12 CnektpoaHanunsaTtop

CnekTpoaHanM3aTop npefocTaBnaeT MHpopmMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT OTK/IIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnexTpoaHannsaTop NPoU3BOAMT aHANN3 BCEX KaHA/IOB Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
paagnounHTepdeiice.
C 60nee noapo6HOIi MHGhOpMaLMEn 0 HACTPOiike paanonHTepdeica Yepes CLI MoXHO
03HaKOMUTbCA B pasgene «HacTtpoikn Radio».

WOP-30LS(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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7.21 TMony4yeHne oTnafovHon NHopMaunn

@ [anHas koMaHaa HeOCTYMNHa A1 CO3AaHHbIX NoMb3oBaTenei, 4oCTynHa Tonbko Ans admin.

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WOP-30LS(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii 0T1aouHbIe AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny TFTP:

€@ [aHHbIil npoToKON HEAOCTYNEH AN CO3AaHHbIX NOoMb30oBaTeNel, 40CTyneH Tonbko Ans admin.

WOP-30LS(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxue troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MNK MoXxHO no npoTokosy SCP:

€@ [aHHbIit npoToKON HEAOCTYNEH AN CO3AaHHbIX NoMb3oBaTeNei, 4oCTyneH Tonbko Ans admin.

scp <lMonb3oBarenb>@<IP-agpec Toukn gocrtyna>:troubleshooting.tar.gz
troubleshooting.tar.gz (nprmep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.
[aHHas komaHAa BbInosHAeTcA Ha cepBepe/TK)
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8 BcnomoraresibHble YTUNNTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

KomaHga 3anycka TpaccupoBKu

WOP-30LS(root):/# traceroute <TecTUpyeMblii XOoCT>

Mpumep ncnonb3oBaHUA

WOP-30LS(root):/# traceroute eltex-co.ru

8.2 Ytnnuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTblBaTb NaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb NoAckasky no padoTe ¢ yTUAUTOM MOXHO KOMaHAOM:

€@ [anHas yTunuTa HegoCTYNHA ANA CO3AAHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

WOP-30LS(config):/# tcpdump --help

8.2.1 3axsar Tpadmka ¢ aKkTMBHOro nHTEpgeica

3axsat naketoB Ethernet-uHtepdelica.
WOP-30LS(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdpeliica ¢ coxpaHeHnem B chaiin.

WOP-30LS(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

8.2.2 CHudpdhep admpa

© HaTouke AocTyna Ao/mkeH ObiTb BKOYEH Nto6oi VAP B TOM gnanasoHe, oTkyaa Heo6Xxo4MmMo
3axsarbiBaTb Tpagvk.

Heo6xoayMo BKOUNTL crelyasbHbIii MHTepdgeiic, KOTopbIi ynaBnvMBaeT nakeTbl U3 admpa, Ha paboyem
KaHasie ToukM AocTyna.
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KomaHAbI

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# radioX (/19 aranasoHa 2.4 [Ty — radio0, 114 5 Ty, — radiol)
WOP-30LS(config):/interface/radioX# common
WOP-30LS(config):/interface/radioX/common# enabled true

3axBat naketoB admpa Ha radio0-uHTepdeiice.
WOP-30LS(root):/# tcpdump -i radio0
3axBaTt naketoB admpa Ha radio0-nHTepdelice ¢ coxpaHeHnem B dhaiin.

WOP-30LS(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

8.2.3 HacTpoiika yganeHHoi 3anmucy gamna Tpadmka

B pa3spgene remote-capture BbINONHAETCA YAasleHHan 3anvcb fgamna Tpaduka.
Touka goctyna nogaepxmsaet npotokon RPCAP, no3sonsowmii npon3BoanTh 3anuck gamna Tpaduka ¢
NHTepdpeica ycTpoincTea Ha yaanieHHON MallnHe B peXnme OHNawiH.

© /1115 ynanéHHoro 3axeara NakeToB ¢ pavonHTepdeiicoB HE0GX0AMMO NOAHATL MHTepdelickl radiol 1/
nnu radio1 13 npeabigyLLero nyHKTa.

KomMaHAb! Anst HAcCTpoiikvu remote-capture

WOP-30LS(root):/# configure

WOP-30LS(config):/# remote-capture

WOP-30LS(config):/remote-capture# enabled true (true — Bk/toueHne. 115 oTkoueHns seegnuTe false)
WOP-30LS(config):/remote-capture# disable-authentication true (orys no3songeT oTKIHUNUTE TpeboBaHue
ayTeHTudmrkaumm npm gob6aBneHnn yaasneHHoro niTepdieiica Ha yaasieHHoM xocTe. o ymonuaHuto: false
— ayTeHTumKaums 3anpalinBaeTcs)

WOP-30LS(config):/remote-capture# port 2002 (2002 — HOMep NOPTa, KOTOPbIV CAYXUT OJ19 NOAK/THOYEHNSA
yAaNIeHHON MalUnHbI. BO3MOXHbIe 3HauYeHus: 1025-65530. Mo ymonyaHmio: 2002)
WOP-30LS(config):/remote-capture# save (CoOxpaHeHne HacTpoek)

[na yaanéHHoro nogktoueHnsa Heobxoammo ncnosnb3oBatb RPCAP-npoTokon, ykasarth IP-agpec Touku
AocTtyna v nopt. [ina 310ro, Hanpumep, MOXHO ncnosb3oBatb nporpammy Wireshark. 3atem Heob6xogmMmo
Nosy4YnTb CMUCOK MHTEPIEeNCcoB 1A CHUPGUHIA OT TOYKM AOCTYNa, BblOpaTh OAUH U3 HUX M 3anyCTUTb CHATUE
Aamna c yaasieHHoOro nHrepdeiica.
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8.2.4 Bbirpyska paitna gamna tpadvka c TOUKM AOCTYyNa Ha cepeep

[aHHaa komaHga BbinosiHAeTca Ha cepsepe/TK.

@ [anHas koMaHaa He[OCTYNHa A1 CO3AaHHbIX NoMb3oBaTenei, 4oCTynHa Tonbko Ans admin.

scp <Monb3oBarenb>@<IP-agpec ycrponctBa>:tcpdump.pcap tcpdump.pcap (nprumvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

8.3 Ytunura iperf

[JaHHas yTunmTa ncnonb3yetcs Ass 3anycka notoka Tpadiuka ¢ 04HOro YCTPOCcTBa Ha ApYyroe.
OTnpaensiiowas CTopoHa Ha3bIBAETCSA K/TMEHTOM, MPUHUMAOLLLAs — CEePBEPOM.

MonyunTb NOACKasKy No paboTe C YyTUIUTON MOXHO KOMaHol:

@ [annas yTunuTa HegoCTyNHa ANA CO3AaHHbIX NOb30BaTenelt, 4oCTynHa Tobko An8 admin.

WOP-30LS(root):/# iperf --help

MpumMep 3anycka NoToka Tpadouka ¢ TOUYKM AOCTyna Ha cepBep:

HacTpoliika cepBepa Ha Npuém Tpaduka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WOP-30LS(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)
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9 Cnncok U3MeHeHWN

Bepcusa gokymeHTa

Bepcua 1.7

Bepcua 1.6

Jata Bbinycka

04.2026

10.2025

PykoBoacTso no akcnnyarauum WOP-30LS

CopepxaHue UsmMeHeHui

CuHxpoHusaums ¢ sepcueii MO 2.11.1

[ob6aBneHo:

7.3.9 HacTpoiika noBTOpHbIX 3anpocoB Ha RADIUS-cepsep
7.5 Hactpoiika Mesh

7.16 HacTpoiika HECKO/IbKNX afpecoB KOHTPO/IEPOB

7.19 Hactpoliika pexuma Radar

7.20.4 Mesh

Mi3meHeHo:

6.11.4 NoameHo «AyTeHTUrKaLma»

7.2.2 HacTpoiika yaanéHHoro ynpasneHus
7.3.10 JononHuTenbHble HacTpoiikn VAP
7.7.1 JononHuteneHble HacTpoiikn Radio
7.12.3 MNepesarpy3ka ycTpoicTea

7.12.4 HacTpolika pexuma ayTeHTugunkaymm
7.20 MOHUTOPWHT

CuHxpoHusauus ¢ sepcuein MO 2.8.0
[obaBneHo:

6.4.2 NoameHto «becnpoBoAHOl KaHan»

6.8 MeH10 «STA»

6.8.1 MogmeHto «KnneHT»

6.11.7 NoameHto «OTNafouHas nHopmauus»
7.10.2 YnpaBneHue KoHdurypaumein yctpoiictea
7.13 HacTtpoiika DAS-cepBepa

7.15.2 becnpoBoOAHOl KaHan

M3meHeHo:

7.3.7 Hactpoiika VAP ¢ BHellHeli nopTasibHOWN aBTopu3almeii
7.3.9 flononHuTenbHble HacTpoliku VAP

7.11 HacTtpoiika napaMeTpoB NOPTa/IbHON aBTOpU3aLmm

7.16 Mony4eHne 0TNago4vHoi MHopmauum
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Bepcua JOKyMeHTa

Bepcuna 1.5

Bepcnsa 1.4

Jarta Bbinycka

06.2025

12.2024

PykoBoacTso no akcnnyarauum WOP-30LS

CopepxaHue nameHeHuii

CuHXpoHn3aums ¢ sepcuein MO 2.7.1
[lob6aBneHo:

7.2.2 HacTpoiika yganéHHoro ynpasneHus
7.8 HacTpolika pennunkaunm ARP

7.13 HacTtpoiika DAS-cepBepa

7.14 HacTpoiika MeHemxepa nacCBHOIO CKaHMpPOBaHWs
pafmnooKpyXeHus

Vi3meHeHo:

7.3.6 HacTpoiika VAP ¢ nopTanbHoli aBTopusaumei

7.3.7 Hactpoiika VAP ¢ BHellHell nopTasibHOl aBTOpM3aumel
7.3.8 Hactpoiika gononHutensHoro RADIUS-cepsepa Ha VAP
7.15 MOHUTOPUHT

7.15.8 CkaHupoBaHue achnpa

CuHXpoHn3auus ¢ sepcueit MO 2.6.1

[ob6aBneHo:

7.6 Hactpoiika pennvkauun DHCP

7.12.10 Nony4yeHne oTNafo4Hon nHhopmaumm

8.4 HacTpoiika pexuma Radar

8.4.1 HacTpoiika pagapa ¢ 0TnpaBKoii gaHHbIX No npotokony HTTP
8.4.2 HacTpoiika pagapa ¢ 0TnpaBKoi AaHHbIX no npotokony MQTT

M3meHeHo:

6.6.2 NogmeHo «VAP»

7.3.8 flononHuTenbHbIe HacTpoliku VAP

7.3.10 Hactpoiika AirTune

7.11 HacTpoiika yganeHHon 3anucy gamna Tpadinka
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Bepcua JOKyMeHTa

Bepcusa 1.3

Jarta Bbinycka

07.2024

PykoBoacTso no akcnnyarauum WOP-30LS

CopepxaHue nameHeHuii

CuHXpoHn3aums ¢ sepcueit MO 2.5.1

[lob6aBneHo:

6.4.2 NMogmeHto «WDS»

6.7 MeHto «WDS»

6.7.1 NogmeHo «WDS»

7.3.7 Hactpoiika VAP ¢ BHelHelt nopTasibHON aBTopr3auner
7.6 HacTtpolika WDS

7.8 HacTpoiika napameTpoB nopTasibHOl aBTopu3aLum
7.8.1 YnpaBneHue noptasibHbIM cepTurkaTom

7.10 HacTpolika cHudbdhepa

7.11.2 WDS

8 BcrnomoratesnbHble YTUANTI

8.1 YTunuta traceroute

8.2 Ytnnuta tcpdump

8.2.1 3axsar Tpadhmka c No6Oro akTMBHOTO UHTEpPheiica
8.2.2 CHudhoep admpa

8.3 Ytunurta iperf

3meHeHo:

2.2 XapakTepucTukn yCTpoiicTBa

2.4 InarpaMmbl Hanpas/IeHHOCTU

7.3.8 [lononHuTenbHble HacTpoliku VAP
7.4 Hactpoiikn Radio

7.7.5 HacTpoiika gatbl 1 BpeMeHM
7.11.4 NHdhopmaums o ceptudinkarax
7.11.6 BecnpoBogHble nHTepheichl
7.11.9 CnektpoaHanusarop
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex.ru/download
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https://eltex.ru/download

	Введение
	Аннотация
	Условные обозначения

	Описание изделия
	Назначение
	Характеристики устройства
	Технические параметры устройства
	Диаграммы направленности
	Конструктивное исполнение
	Световая индикация
	Сброс к заводским настройкам
	Комплект поставки

	Правила и рекомендации по установке устройства
	Инструкции по технике безопасности
	Рекомендации по установке 
	Расчет необходимого числа точек доступа
	Выбор каналов соседствующих точек

	Установка устройства
	Подготовка к монтажу
	Установка неподвижной части кронштейна на трубостойку/столб
	Установка неподвижной части кронштейна на стену
	Установка устройства на кронштейн

	Подключение устройства
	Управление устройством через web-интерфейс
	Начало работы
	Применение конфигурации и отмена изменений
	Основные элементы web-интерфейса
	Меню «Мониторинг»
	Подменю «Wi-Fi клиенты»
	Подменю «Беспроводной канал»
	Подменю «WDS»
	Подменю «Статистика по трафику»
	Подменю «Сканирование эфира»
	Подменю «Журнал событий»
	Подменю «Сетевая информация»
	Подменю «Информация о радиоинтерфейсах»
	Подменю «Информация об устройстве»

	Меню «Radio»
	Подменю «Radio 2.4 ГГц»
	Подменю «Radio 5 ГГц»
	Подменю «Дополнительно»

	Меню «VAP»
	Подменю «Суммарно»
	Подменю «VAP»

	Меню «WDS»
	Подменю «WDS»

	Меню «STA»
	Подменю «Клиент»

	Меню «Сетевые настройки»
	Подменю «Системная конфигурация»
	Подменю «Доступ»

	Меню «Внешние сервисы»
	Подменю «Портальная авторизация»
	Подменю «AirTune»

	Меню «Система»
	Подменю «Обновление ПО устройства»
	Подменю «Конфигурация»
	Подменю «Перезагрузка»
	Подменю «Аутентификация»
	Подменю «Журнал»
	Подменю «Дата и время»
	Подменю «Отладочная информация»


	Управление устройством с помощью командной строки
	Подключение к устройству
	Настройка сетевых параметров
	Настройка сетевых параметров с помощью утилиты set-management-vlan-mode
	Настройка удалённого управления
	Настройка сетевых параметров IPv6 

	Настройка виртуальных точек доступа Wi-Fi (VAP)
	Настройка VAP без шифрования
	Настройка VAP c шифрованием OWE
	Настройка VAP c шифрованием OWE и OWE Transition Mode 
	Настройка VAP с режимом безопасности WPA-Personal
	Настройка VAP с Enterprise-авторизацией
	Настройка VAP с портальной авторизацией
	Настройка VAP с внешней портальной авторизацией 
	Настройка дополнительного RADIUS-сервера на VAP
	Настройка повторных запросов на RADIUS-сервер
	Дополнительные настройки VAP

	Настройка WDS
	Настройка Mesh
	Настройка AirTune
	Настройки Radio
	Дополнительные настройки Radio

	Настройка DHCP опции 82
	Настройка репликации DHCP 
	Настройка репликации ARP
	Настройка режима клиента (STA)  
	Системные настройки  
	Обновление ПО устройства
	Управление конфигурацией устройства
	Перезагрузка устройства
	Настройка режима аутентификации
	Настройка даты и времени
	Дополнительные настройки системы

	Настройка параметров портальной авторизации  
	Управление портальным сертификатом 

	Настройкa сервиса APB 
	Настройка DAS-сервера
	Настройка нескольких адресов контроллеров
	Управление вещанием ТД при пропадании связи с контроллером
	Настройка менеджера пассивного сканирования радиоокружения
	Настройкa режима Radar 
	Настройка радара с отправкой данных по протоколу HTTP
	Настройка радара с отправкой данных по протоколу MQTT

	Мониторинг
	Wi-Fi клиенты
	Беспроводной канал
	WDS
	Mesh
	Информация об устройстве
	Информация о сертификатах  
	Сетевая информация 
	Беспроводные интерфейсы
	VAP
	Журнал событий
	Сканирование эфира 
	Спектроанализатор

	Получение отладочной информации

	Вспомогательные утилиты 
	Утилита traceroute
	Утилита tcpdump
	Захват трафика с активного интерфейса
	Сниффер эфира 
	Настройка удаленной записи дампа трафика 
	Выгрузка файла дампа трафика с точки доступа на сервер 

	Утилита iperf

	Список изменений

