Ethernet-kommyTtaTopbli

MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P,
MES3500I1-8P8F, MES3500I1-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5320-24, MES5400-24, MES5400-48, MES5410-48,
MES5500-32, MES5700-32

PykoBoacTtBO no sKkcnayatauyuu, sepcua MO 6.6.11.2

D @ cltex.ru



HELTEX

Bepcua aokymeHTa

JAlaTa BbinycKa

CopaeprkaHue usmeHeHui

Bepcusa 1.40

08.05.2026

fo6aBneHbl pasaensbi:

2.2.2 Ucnonb3oBaHue TCAM
2.2.6 dyHKuum B VRF

4.5.2 lnueHsnposaHue
5.34 KoHdwurypauua MPLS

N3meHeHun B paspenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepUCTUKHU

2.4.4 CeeTOBaA UHAUKALMUA

3.2.3 YcraHoBKa ycrpoicts MES35001-08P, MES35001-10P, MES35001-8P8F
Ha DIN-peiiky

4.4 Pexkum paboTbl KOMMYTaTOpa

5.6.4 KomaHgbl ana paboTbl KaHAMAAT-KOHUrypaumm

5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.15.3 HacTtpoiika npotokona GVRP

5.18.1 MpoTtokon PIM

5.19.2 NMpotokon RADIUS

5.19.4 MpoTtoKon ynpasneHus cetbto (SNMP)

5.19.7 Hactpoiika gocTtyna

5.20 XypHan aBapwuii, npotokon SYSLOG

5.31.1 Hacrtpoiika QoS

5.32.3 Hactpoiika npotoKona OSPF, OSPFv3

5.32.4 Hactpoiika npoToKona BGP (Border Gateway Protocol)
5.33 KoHdurypauua VXLAN

Jo6aBneHo onucaHue moaeneii kKommyratopos MES5320-24, MES5700-32

Bepcua 1.39

05.12.2025

U3meHeHus B paspgenax:

2.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKKN

5.4 KomaHabl ynpaBneHus cucTemoit

5.6.1 OnucaHue aprymeHTOB KOMaHA,

5.6.3 KomaHpabl ans pesepBupoBaHma KOHPUrypauum

5.7 HacTpoiika cucTeMHOro BpemeHu

5.11 Mpynnbi arperauum KaHanos — Link Aggregation Group (LAG)
5.11.3 Hacrpoiika TexHonorun Multi-Switch Link Aggregation Group
(MLAG)

5.15.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.16 Voice VLAN

5.24 IP Service Level Agreements (IP SLA)

5.26.6 3awuTa IP-agpeca KameHTa (IP source Guard)

5.27 KoHdurypauua ACL

5.30.3 Hacrpoiika npotoKona OSPF, OSPFv3

5.30.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.30.12 Npotokon GRE

JNo6aBneHo onucaHue moaenu Kommytatopa MES35001-24F

Bepcua 1.38

07.10.2025

[o6aBneH pasgen:
5.25 neKkTponuTaHue no nnHuam Ethernet (PoE)

N3meHeHun B paspenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepUCTUKKN

4.4 Pexkum paboTbl KOMMYTaTOpa

5.6.3 KomaHpabl ans pesepsupoBaHma KOHPUrypaumum

5.9.2 Hactpoiika VLAN u pexxumoB KommyTauum uHtepdeiicos
5.15.4 MexaHusm o6Hapy»xeHus netenb (loopback-detection)
5.15.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.19.7 Hactpoiika gocTtyna

5.26.2 MpoBepKa NOAMHHOCTU K/IMEHTA HAa OCHOBe nopTa (ctaHaapT
802.1x)

5.26.2.1 basoBas npoBepKa NOAJNHHOCTH

5.26.2.2 PacwumpeHHas nposBepKa NoA/MHHOCTU

5.26.5 KoHTtponb npotokona DHCP u onuusa 82

5.27 ®yHkuumn DHCP Relay areHTa

5.29.2 KoHowurypauua ACL Ha 6a3e IPv6

5.32.1 KoHurypauma ctaTUuecKon mapLupytusaumm

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

2 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Bepcusa 1.37 02.09.2025 U3meHeHUA B paspenax:

2.3 OCHOBHbIE TeXHUYECKUEe XapaKTepPUCTUKN

4.4 Pexkum paboTbl KOMMYTaTOpa

[Ao6aBneHo onucaHue moaenu Kommyrtatopa MES35001-8P8F
Bepcusa 1.36 23.07.2025 CuHXpoHU3auua ¢ sepcueit N0 6.6.8.2
Bepcusa 1.35 21.05.2025 U3meHeHUA B paspenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepUCTUKH

5.6.2 KomaHabl ana pabotbl ¢ painammu

5.22 dyHkuuma sFlow

5.24 IP Service Level Agreements (IP SLA)

5.32 KoHdurypaumua npoToKos08 MmapLLpyTU3aLmm

5.32.3 Hacrtpoiika npotokona OSPF, OSPFv3

fNo6aBneHo onucaHne moaenm Kommyrtatopa MES2300-24P DC
Bepcus 1.34 11.04.2025 U3meHeHUA B paspenax:

2.1 HasHaueHue

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepUCTUKU

4.4 Pexxum paboTbl KOMMyTaTOpPa

5.5 KomaHAbl ynpaBnaeHusa cuctemoii

5.9.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel u Loopback-uH-

Tepdeiicos

5.11.2 MportoKon arperauumn kKaHanos LACP

5.11.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group

(MLAG)

5.26.2 MNpoBepKa NOANMHHOCTM KAMEHTa Ha OCHOBe nopTa (cTaHAapT

802.1x)

5.27 ®yHkumumn DHCP Relay areHTa

5.28 KoHpurypauua DHCP-cepBepa

5.32.3 Hacrtpoiika npotokona OSPF, OSPFv3

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

JAo6aBneHo onucaHue mogaeneii Kommytatopos MES2300-08,

MES2300-08P, MES5300-24, MES5300-48, MES5305-48
Bepcua 1.33 23.12.2024 fAo6asneHbl pasaensbi:

5.32.12 Npotokon GRE

U3meHeHusA B pasgenax:

5.19.4 MpoTtoKon ynpasneHus cetbio (SNMP)

5.32.11 Hacrtpoiika nporokona Bidirectional Forwarding Detection (BFD)
Bepcusa 1.32 01.11.2024 U3meHeHUA B paspgenax:

2.1 HasHauyeHue

2.3 OCHOBHbIe TeXHUYECKUe XapaKTepUCTUKKN

3.2.3 YcraHoBKa ycrpoiicts MES35001-08P, MES35001-10P Ha DIN-peitky

2.4.4 CeeToBaA uHAMKaLUA

5.7 Hactpoiika cuctemHoOro BpemeHu

5.19.1 MexaHusm AAA

5.19.2 NpoTtokon RADIUS

5.19.3 NMpotokon TACACS+

5.19.7 Hactpoiika goctyna

5.20 }ypHan aBapuii, npotokon SYSLOG

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

0 Hactpoiika npoTtokona IS-IS

5.32.6 Hactpoiika Route-Map

5.33 KoHpurypauua VXLAN

[o6aBneHo onucaHue mogeneit Kommytaropos MES2300-24F,

MES35001-08P

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Bepcusa 1.31

12.08.2024

fo6asneHbl pasaensbi:

3.2.3 YcraHoBKa ycrpoiictBa MES35001-10P Ha DIN-peiiky
5.23.1 lnarHocTMKa megHoro Kabens

4.5.1.2 PaclumMpeHHana HacTpoiiKa ypoBHA focTyna

5.23.1 ilnarHocTMKa megHoro Kabens

U3meHeHusA B pasgenax:

2.1 HasHaueHue

2.2.10 flononHuTenbHble GYHKLUN

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKHU

2.4.4 CeeToBaA UHAMKaLUA

4.4 Pexkum paboTbl KOMMYTaTOpa

5.8 KoHdpurypauma spemeHHbIX UHTEepBanos time-rang

5.9.4 Hactpoiika untepdeiica IP

5.11.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.12 Hacrpoiika IPv4-agpecauumn

5.15.5.1 HacTtpoiika npotokona STP, RSTP

5.19.4 MpoTtoKon ynpasaeHus cetbto (SNMP)

5.31.1 Hacrtpoiika QoS

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.6 Hactpoiika Route-Map

[No6aBneHo onucaHue mogeneii kKommyrtatopos MES2300B-24,
MES2300DI-28, MES2300D-24P, MES35001-10P, MES3300-48F, MES5310-48

Bepcua 1.30

21.05.2024

U3meHeHusa B paspenax:

2.4.4 CeBeToBaA UHAUKaUMUA

5.9.1 NapameTtpbl Ethernet-uHTtepdeiicos, Port-Channel u Loopback-
UHTepdodeiicos

Bepcua 1.29

18.04.2024

fob6asneH pasaen:
5.26.8 ®PyHKumMoHan First Hop Security

N3meHeHus B paspenax:

5.9.3 Hacrpoiika Private VLAN

5.19.1 MexaHusm AAA

5.32.3 Hacrpoiika npotokona OSPF, OSPFv3
5.33 KoHpurypauua VXLAN

[o6asneHo onucaHue mogeneit kKommyratopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcuma 1.28

15.03.2024

Jo6aBneHo onucaHue mogenm Kommyratopa MES5410-48

Bepcua 1.27

29.02.2024

CuUHXpoHU3auua ¢ sepcueit N0 6.6.2.9

Bepcua 1.26

15.12.2023

N3meHeHus B paspenax:

5.11.2 NMpoTokon arperayun KaHanos LACP

5.14.1 NMpotokon IPv6

5.32.1 KoHurypaumsa ctaTUuecKo mapLupyTmMsaumm

5.32.4 Hactpoiika npotoKkona BGP (Border Gateway Protocol)
5.32.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)

fAo6asneHo onucaHue mogeneii Kommytatopos MES2300-48P,
MES2300B-48, MES3300-48

Bepcua 1.25

09.10.2023

[o6aBneHo onucaHue mogeneit Kommyraropos MES2300-24, MES3300-24

Bepcua 1.24

07.09.2023

N3meHeHun B paspaenax:
2.3 OCHOBHbIE TeXHUYECKUE XapaKTEPUCTUKMU
5.32.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.23

26.07.2023

U3meHeHunA B pasaenax:

2.2.4 dyHKLMM BTOPOro ypoBHA ceTeBoii mogenu OSI

5.4 KomaHgbl ynpaB/iieHUs cucTemoi

5.10 Storm Control gna pasnnuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.5.2 Hactpoiika npotokona MSTP

5.17.5 Radius-aBTopu3auus 3anpocos IGMP

5.18.1 NMpotokon PIM

5.31.1 Hactpoiika QoS

5.32.3 Hacrpoiika npotoKkosa OSPF, OSPFv3

5.32.12 KoHdurypaumsa BupTyanbHoii o6nactu mapwpytusauum (VRF lite)

4 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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[o6aBneHo onucaHue mogeneit Kommytatopos MES3300-24F

Bepcusa 1.22

7.04.2023

U3meHeHusA B pasgenax:
5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.19.7 Hactpoiika goctyna

Bepcua 1.21

10.03.2023

[o6aBneHbl pasaensi:
5.18.2 ®dyHKuua PIM Snooping

U3meHeHusA B pasgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKHN

4.4 Pexxum paboTbl KOMMYTaTOpPA

5.15.2 HacTtpoiika npotokona ARP

5.16 Voice VLAN

5.17.1 ®yHKuMa nocpeaHuka nporokona IGMP (IGMP Snooping)
5.18.1 NMpotokon PIM

5.18.4 ®dyHKuua IGMP Proxy

5.19.7.1 Telnet, SSH

5.26.2 MpoBepKa NOAJMHHOCTU K/IMEHTA HA OCHOBE NopTa (cTaHAapT
802.1x)

5.32.1 KoHdurypauma cTaTUuecKon mapLupyTMsaumm

5.32.3 Hacrtpoiika npotokona OSPF, OSPFv3

5.32.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)
5.31 KoHdwurypauua VXLAN

Bepcua 1.20

11.11.2022

N3meHeHun B pasgenax:
5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

Bepcua 1.19

30.09.2022

U3meHeHusa B paspenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP
5.32.1 KoHdurypauma cTaTUuecKon mapLupyTusaumm

Bepcna 1.18

29.07.2022

[o6asneHbl pasaensbi:
5.31 KoHdurypauua VXLAN

U3meHeHUA B paspenax:

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU
2.4 KOHCTPYKTUBHOE UCNONIHEHUE

5.15.5.1 Hacrtpoiika npotokona STP, RSTP
5.18.1 NMpotokon PIM

Jo6aBneHo onucaHue mogeneii kKommyratopos MES5400-24, MES5400-48

Bepcua 1.18

05.03.2022

fAo6asneHbl pasaensbi:

5.15.8 Hactpoiika ¢pyHKuum Flex-link

5.11.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation Group
(MLAG)

5.24 IP Service Level Agreements (IP SLA)

N3meHeHun B pasgenax:
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.12 Hacrpoiika IPv4-agpecauum

Bepcuna 1.17

31.01.2022

fAo6asneHbl pasaensbi:
5.15.8 Hacrtpoiika ¢pyHKumm Flex-link
5.15.9 Hacrtpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)

N3meHeHun B paspenax:

4.3 3arpy3ouyHoe meHio

5.9.2 Hactpoiika VLAN u pexxumoB KommyTauumn uHtepdeiicos
5.17.1 ®yHKuMa nocpeaHuka nporokona IGMP (IGMP Snooping)
5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

5.31.1 Hacrpoiika

6.1 MeHio Startup

Bepcua 1.16

18.06.2021

U3meHeHunA B pasaenax:

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKN

5.12 Hacrpoiika IPv4-agpecauun

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

Bepcua 1.15

09.02.2021

fAo6asneHbl pasaensbi:

5.6.3 KomaHpabl ans pesepsupoBaHuUsa KOHPUrypauum
5.17.4 ®yHKumMA orpaHuyeHusa multicast-tpaduka
5.17.5 RADIUS-aBTopu3aums sanpocos IGMP

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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5.32.6 Hactpoiika Route-Map
5.30.7 Hacrpoiika Prefix-List
5.32.9 banaHcupoBKa Harpysku Equal-Cost Multi-Path (ECMP)

N3meHeHun B paspenax:

2.2.4 GyHKUMM BTOPOro YPOBHA ceTeBoi mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKHU

2.4.4 CeeTOBaA UHAUKALMUA

4.5.1 ba3oBas HacTpoiKa KOMMyTaTopa

5.4 KomaHabl ynpaBneHus cucremoit

5.6.2 KomaHabl ana pabotbl ¢ painammu

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.9.2 Hactpoiika VLAN 1 peXXMmoB KOMMyTaLuuu nHTepdeincos

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.1 Hactpoiika npoTtokosa DNS — cuctembl AOMEHHbIX UMEH

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

5.17.1 dyHKUMA nocpeaHUKa npoTtokona IGMP (IGMP Snooping)

5.19.1 MexaHusm AAA

5.20 }KypHan aBapwmii, npoToKon SYSLOG

5.26.1 ®PyHKuMM obecneyeHUA 3aWUTbl NOPTOB

5.31.2Cratuctnka QoS

5.32.3 Hacrtpoiika npotokona OSPF, OSPFv3

Bepcua 1.14

24.11.2020

U3meHeHUA B paspenax:

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU
5.6.2 KomaHgbl ana pabotbi ¢ paithamm

5.28 KoHurypauusa DHCP-cepBepa

Bepcua 1.13

12.06.2020

[o6asneHbl pasgensbi:
5.32.8 HacTpoiiKa CBA3KU Kntouen

U3meHeHUA B paspgenax:

2.2 dyHKUUM KOMMYTaTOpPA

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepUCTUKH
5.1 ba3oBble KOMaHADbI

5.9 KoHdurypauua nnrepdeiicos u VLAN
5.17 IpynnoBas agpecauus

5.19 ®yHKUMM ynpaBaeHUs

Bepcma 1.12

20.11.2019

U3meHeHuA B paspgenax:
2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU

Bepcna 1.11

15.10.2019

N3meHeHun B pasgenax:
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.19.4 MpoTokon ynpasneHus cetbto (SNMP)

Bepcua 1.10

20.05.2019

fAo6asneHo onucaHmne moaeneii kKommytaropos MES5316A, MES5324A,
MES5332A

Bepcua nporpamm-
Horo obecneueHus

6.6.11.2

6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue
B KBagpaTHbIX CKOBKax B KOMAHAHOW CTPOKe YyKa3blBatoTcA HeobA3aTesbHble
[1 napameTpbl, HO UX BBOJA NPefoCTaBAAET ONpeAesieHHble AOMNOMHUTENbHbIE
onuum.
0 B ¢uMrypHbix CKOBKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOXKHble 06A3a-
Te/ibHble NapameTpbl. Heobxoanmo BbIGpaTb OANH M3 NAPaMETPOB.
«,» [aHHble 3HAKMN B ONUCAHUN KOMaHZAbl UCMONb3YOTCA ANA YKA3aHWA AManaso-
«» HOB.
«|» [aHHbIN 3HaK B ONUCaHMM KOMaHAbl 0603HaYaeT KUANY.
«f» [aHHbI 3HaK B ONMCaHNEe KOMaHAbl YKa3blBaeT Ha 3HAaYEHME NO YMOIYAHUIO.
K Calibri Kypcmsom Calibri ykasbiBatoTca nepemeHHble ManM NapaMeTpbl, KOTOpble HeO6-
ypcue Calibri o
XOZAMMO 3aMEHUTb COOTBETCTBYHOLMM CTOBOM MU CTPOKOW.
MNonyKupHobiii Mony*KMpPHbIM WPUPTOM BblAENEHBI NPUMEYAHUA N NPeaYNPEXAEHUS.
<lMonyxcupHoliii MoNyXMPHbIM KYPCUBOM B YI/10BbIX CKOOKaXx yYKa3blBAlOTCA Ha3BaHMA KNaBULL
Kypcue> Ha KNaBuaType.
Courier New MonykupHbim LWpndTtom Courier New 3anmcaHbl NpMmepbl BBOAA KOMAHA,
. WpndpTtom Courier New B pamKe € TEHbIO yKa3aHbl pe3yabTaTbl BbINOJHEHUA
Courier New
KOMaHA.

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30OBATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa Mamn no-

,j‘ MpumeyaHua copepKaTt BaXKHYHO MH¢OpMaLI,MIO, coBeTbl WIN pekomeHaauumn no ncnosib-
P

Tepe AaHHbIX.

10 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMU € KoHuenuuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepaya wMHPOPMaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciutaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepun MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 MoryT MCMONb30BATLCS HA CETAX KPYMHbIX NPeAnpUATUIA U NPeanpuaATUIA MANoro U cpeaHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOWU3BOAUTENIbHOCTb, TMOKOCTD,
6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBo 0b6cnyuBaHus (QoS).

KommyTaTtopbl MES5300-24, MES5320-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24,
MES5400-48, MES5410-48, MES5500-32 oTtBeyatoT TpeboBaHUAM LLEHTPOB 06paboTKn aaHHbIX K Top-of-
Rack n End-of-Row-KommyTaTopam u TpeboBaHWAM OnepaTopoB K 060pyAOBaHWUIO CeTei arperaumm u
MarncTpanbHbIX ceTell, obecneymMBas BbICOKYIO MPOU3BOAUTENLHOCTb WM 3KOHOMMUYECKU 3ddEeKTUBHOE
peleHue.

MpomblwneHHble KommyTaTtopbl MES35001-08P, MES35001-10P, MES35001-8P8F n MES2300DI-28
npegHasHavyeHbl ANA OpraHM3auuu 3alMLLEHHbIX OTKA30yCTOMYMBBLIX CeTel nepefaynm LaHHbIX Ha
00bEKTaAX, rae HeobxoaMMO BbINONHEHWE TPeboBaHWUA NO 0becnevYeHUIo YCTOMYMBOCTU K BO3AENCTBUAM
pas3fIYHOro BUAA: TeMnepaTypHbIM, MEXaHUYECKMM, BUOpauuun n ap.

B HacToALleM pyKOBOACTBE M3/10XKEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepPUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 11
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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2 ONUWUCAHUE U3OENUA

2.1 HasHaueHmue

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32 — 3TO BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOICTBA, NPeAHa3HayYeH-
Hble A1 UCMONb30BaHMUA B LeHTpax 06paboTkn aaHHbix (LLOA) B KayectBe Top-of-Rack nan End-of-Row
KOMMYTaTOpPOB, a TaK}Ke B CETAX arperaumm n MarncTpaabHbIX CETAX ONepaTopoB CBA3W.

KommyTtatopbel MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48
ocHalleHbl nHTepdeicamm 1000BASE-X/10GBASE-R 1 40GBASE-R/100GBASE-R4. B pexxunme paclienneHus
HG-uHTepdeitca nogaepskmsaerca paboTa Ha ckopocTax 1 Féut/c, 10 Féut/c n 25 réut/c. Pexkum paciien-
NeHuna no3sonseT pacllennTb 4o 6 HG-uHtepdeiicos, 4to B cymme aaet 24 TWE-uHtepdeiical.

KommyTaTtopbl MES5320-24, MES5410-48 ocHalleHbl uHTepdeicammn 10GBASE-R/25GBASE-R wu
40GBASE-R/100GBASE-R4. B pexkume paclienneHuns HG-uHTepoeiica nogaepskmsaerca paboTta Ha CKOpo-
ctax 1 Féut/c, 10 F6ut/c 1 25 rémt/c. Pexnm paclienneHmsa no3BoaseT paclennTts 4o 6 HG-uHTepdeiicos,
yTo B cymme aaet 24 TWE-uHTepdelica.

KommyTaTtop MES5500-32 ocHauleH uHTepdeiicamm 10GBASE-R u 40GBASE-R/100GBASE-R4. B pe-
XUMe pacwenneHns HG-untepdelica nogaepkmsaetca paborta Ha ckopoctax 1 M6ut/c, 10 réut/c n 25
r6ut/c. Pexxum paclienneHmsa nossonset pacenntsb g0 30 HG-uHTepdeicos, yto B cymme aaet 120 TWE-
UHTepoelicos.

MopTbl KOMMYTaTOPOB MoAAep*KMBaloT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+),
25 I'éut/c (SFP28), 40 Iéut/c (QSFP+) 1 100 r6mt/c (QSFP28). HebnoKkupyemana KOMMYTaLUMOHHAA MaTpuLa
No3BOAAET OCYLWECTBAATb KOPPEKTHYIO 06paboTKy NaKeToB MPU MAKCMMasbHOM HarpysKe, COXpaHAaa npwu
3TOM MMHMUMabHbIE U NPeACKasyemble 3a4ePKKM ANa BCeX TUNOB TpaduKa.

KoMmyTaTopbl MMEKT BO3MOXHOCTb MCMO/Ib30BaHUA cXxem BeHTUnAuumn Front-to-Back u Back-to-
Front?, uto obecneunsaet 3GpdHEKTUBHOE OXNAXKAEHNE NPU UCNONb30BAHMUM YCTPOWUCTB B YCIOBUAX COBpe-
MeHHbIX LLOJ, ¢ pasHbIMU CUCTEMaMM OXNaXKLEHUA.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneymBaeTcs pes3epBMpPOBaHMEM UCTOYHUKOB NUTaHua (1+1) u
NPUMEHEHNEM CMEHHbIX MoAy/1eit BEHTUAALMU. KOMMYTaTOpbl MMEHT BO3MOXKHOCTb ropAYei 3ameHbl Mo-
Aynen NUTaHUS U BEHTUAALMOHHBIX Moaynei, obecneumsaa becnepeboiiHoe ¢yHKUMOHUPOBAHUE CeTU
onepaTopa.

KommyTaTtopbl arperaunu cepmin MES2300, MES3300, MES53XXA — 3TO BbICOKONPOU3BOANUTE/IbHbIE
YCTPOMCTBA, OCHAlWeHHble WHTepdencamm 10GBASE-R, 1000BASE-X w1 npegHasHayeHHble Ana
MCNONb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperaumm M B HeBONbLUMX LEHTpax
06paboTkK AaHHbIX (LLOA4).

MopTbl ycTpoicTBa noaaepxusatoT paboTty Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneymBaeT rMbGKOCTb B UCMO/Ib30BaHUM M BOSMOXKHOCTb NMOCTENEHHOMO nepexosa Ha 6onee BbICOKME
CKOPOCTM Mepefayv AaHHbiX. Hebnokupyemas KOMMYTAaUMOHHAs MaTpuua NO3BOJIAET OCYLLEeCTBAATb

! ina mopenn MES5400-24 B pexume paclienneHus AoCTynHbl nHTepdeicol HG3-HG6. Ana moaenn MES5400-24
rev.B faHHOro orpaHMyeHuns Her.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOKHbI B BYX UCMONHEHMAX: C BeHTMAAUMelN Front-to-Back nan Back-
to-Front.

12 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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KOPPEeKTHyto 06paboTKy NakeToB MPU MaKCMMAabHbIX Harpyskax, COXpaHAA Mpy 3TOM MWHUMa/bHbIE U
npeackasyemble 3a4epXKN Ha BCcex TMnax Tpaduka.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneynBaeTcs pesepBUpPOBaHMEM UCTOYHUKOB NUTaHuA (1+1) u
NPUMEHEHUEM CMEHHbIX MOAy/iel BEHTUAALMU. KOMMyTaTopbl MMEIT BO3MOMKHOCTb ropsyeli 3ameHbl
MoAynen NUTaHuA U BEHTUIALMOHHBIX Moaynein, obecneynsan becnepeboitHoe GyHKUMOHUPOBAHNE CETU
onepaTopa.

HoBoe nokoneHne kommyTtaTopos gocrtyna cepmn MES2300 ocyuwectsanaeT NoAKAOYEHNE KOHEYHbIX
Nnonb3oBaTesiel K CeTU KPYMHbIX NpeanpuaTuii, npeanpuaTMini masoro U cpeaHero 6usHeca U K cetam
onepaTtopoB CBA3M C nomoulblo UHTepdericos 1G/10G. Kommytatopbl MES2300 Takke MoryT
NCMNO/Ib30BaTbCA B ONEPATOPCKUX CETAX B KAYECTBE KOMMYTAaTOPOB YPOBHS arperaummnm uam TPaHCNOPTHbIX
KOMMYTaTOpPOB.

MopTbl YCTPOWCTB NogaepXuBatoT paboTy Ha ckopocTax 1 Iéut/c n 10 réut/c, uto obecneumsaeTt
rTMOKOCTb B MCMOJIb30BAaHWMM M BO3MOXKHOCTb MOCTEMEHHOIO Nepexoga Ha 6osiee BbICOKME CKOPOCTU
nepefayn AaHHbiX. Hebnoknpyemas KOMMyTaLMOHHAA MATpULA NO3BOAET OCYLLECTBAATb KOPPEKTHYIO
o6pa60TKy NaKeToB NP MaKCMMaJIbHbIX Harpy3Kax, CoxpaHAAa npu aToM MUHUMaAJIbHble U NpeacKa3dyemble
334€ePKKM Ha BCeX TMNAxX TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P, MES35001-8P8F n MES2300DI-28
npesHasHayvyeHbl 41 OPraHM3aLMKM 3aLLUMLLEHHbBIX OTKA30YCTOMYMBLIX CeTel nepeaym AaHHbIX HA 06beK-

Tax, rae HeobxoAMMO BbINOIHEHWE TPeboBaAHMI MO YCTOMYMBOCTU K BO3AENCTBUAM PAa3IMYHOIO BUAA TEM-
nepaTypHbIM U MEXaHUYECKMM BO3AENCTBMAM, BUOpaLmn 1 ap.

2.2 ®YHKUMM KOMMYyTaTOpA

2.2.1 basosble hyHKYUU
B Tabnnue 1 npuBeaeH cnMcok 6a3oBbix GyHKUWUI YCTPOMUCTB, 4OCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble yHKUUM YCTPOMCTBA

3awyuma om B/OKMPOBKa BO3HMKAET B C/ly4anx Neperpyskn BbIXOAHbIX MOPTOB YCTPOMCTBA Tpadu-
610KUpoBKuU o4Yepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3a4ePKKam nepesayun SaHHbIX
(HOL) M noTtepe NakeTos.

Moddepxka CnocobHocTb NoaaepxuBaTh Nepenady CBepXA/IMHHbIX KaapoB, YTo NO3BOJIAET Me-
C8epX0/IUHHbIX KAOPO8 | penasaTb AaHHbIE MEHbLUMM YMCOM NAKETOB. ITO CHUMKAET 06bem CNysKeBHON UH-
(Jumbo frames) dopmaunm, Bpems 06paboTKM 1 NepepbIBbI.

YnpaBneHne NOTOKOM MO3BOMAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N npeaoTBpalleHua nepenonHeHusa bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaB/ATb nakeT PAUSE, Tem cambim MHbopmuMpys
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHXOAMMOCTU cAenaTb Naysy npu nepegave na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)

KommyTaTop noaaepskvmsaer obbegMHeHNEe HECKOJIbKUX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOPbl PACCMaTPMBAIOTCA KaK eanHOE YCTPOMCTBO C 06LLMMM HACTPO-
Paboma e cmeke Kamu. BO3MOKHbI AB€ TONONOTMU NOCTPOEHNA CTEKA — KONbLO M LienoyKa. Mpu atom
ycmpoiicme napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOYKHO 334aTb C KOMMYTa-
Topa, paboTatoLLero B pexxume «mactep». CTeKMpoBaHMe yCTPONCTB NO3BOAET CHU-
3UTb TPYLOEMKOCTb YNpPaBAeHUs CETbl.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 13
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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2.2.2 MWUcnonvzosaHue TCAM

TCAM (Ternary Content-Addressable Memory) — TpoM4Has namaTb C agpecalmeit No coaepHRumomy.
Mcnonb3yetca pgas  ObICTPOro MNOWMCKa JaHHbIX B Tabauuax Mo Heo4HO3HayHO onpegeneHHoOMY
COOEPKUMOMY 3/IEMEHTOB, HeobxoaMma A/ BbICOKOMPOM3BOAUTE/NbHBIX TMPUIOMKEHUI Nepexsarta,
OUNbTPALMM, MHKANCYNALUN U NEePECHIIKMA AAHHbIX.

KntoueBoit ocobeHHocTblo TCAM ABAseTcA HanAnume TPex COCTOAHWI pe3yabTaToB MOWUCKA, YTO
NO3BOISIET BbINOAHATb NapanaesibHblA NOUCK MO BCEM 3aNUCAM MMEA TOJIbKO MacKy BO3MOMKHbIX 3HaYEHN
MCKOMOrO 3/1eMEHTa A0 NoayyYyeHusa Hanbonee TOYHOro pesynbTata NoOUCKa.

MouncK BbINONHAETCA MapannenbHo no Bcem saveikam TCAM, NosTomy ero Bpema He 3aBUCUT OT
KOAM4ecTBa Avyeek NamaTU. IToO Heobxoaumo Ans obecnedyeHna nepexsaTta, GUAbTPaLMK, moamubuUKaLuu,
TYHHE/NIMPOBAHUA U MepecblIKU AaHHbIX Ha MaKCUMaNbHOW CKOPOCTU uHTepdeiica, orpaHUyYeHHoM
XapaKTepUCTUKamMM cpeapl nepeaadn AaHHbIX (wire-speed).

— TCAM rules — dopmaTt 3anosHeHUa 3HaYeHun adeikun TCAM gnsa BbIMOJIHEHMWU MOWUCKA
cosnageHuii (lookup). MoaaepKMBaoTCA CTaHAAPTHbLIE U PaclUMPEHHbIe Npasuaa AanHoi 30
1 60 6aliT, COOTBETCTBEHHO.

— PCL (Policy Control List) — mexaHuM3m, onpeaenstowmn anroputm noucka cosnageHuii B
npasunax TCAM. OH Heobxoaum ana ngeHTMduKaumm n knaccudukaumm Tpadmka, Kotopble
obecneunBaloT paboTy ceTeBbIX CEPBMUCOB.

— IPCL (Ingress Policy Control List) — PCL gns nepexBaTta, ¢punbTpaumm u moaunduKaumm
TpadurKa BO BXOAALLEM HAMNpPaBAEHUN.

— EPCL (Egress Policy Control List) — PCL gna nepexsata, ¢puabTpaumm n moaundukaumm
TpaduKa B UCxoaALLEM HANPaABAEHUN.

— TTI (Tunnel Termination Interface) — wabnoH metoaos B3aumoaenctena ¢ TCAM ans
nepexsaTa, PUaAbTPaLMKU, MHKANCYNALUM M aNNAPaATHOrO TYHHENPOBaHMA TpaduKa.

— UDB (User-Defined Bytes) — nononHutenbHas annapatHasa Tabauua, Kotopasa MoXKeT 6biTb
3a4eicTBOBaHA [AN1A paclWMpeHns Bo3moKHocTel paboTtbl ¢ TCAM rules B PCL ¢
NCNONIb30BaHWEM ONpeaensemMblx Nosb3oBaTenem 3Ha4YeHui nonei: offset, port-range u T.n.

— Komnapatop — 3nemeHT UDB, cpaBHMBaIOWMI 3HAYeHUA npu ncnonb3osaHumu TCP/UDP
port-range. OAMH KOMMNapaTop MOMKET BbIMOJIHATb TOJIbKO O4HY ONepaLuio CpaBHEHMUA:
60/blUe, MeHbLIE, HEPABHO.

V’ TCAM sBnsetca pasgensaembim pecypcom ana Bcex PCL-cepBucoB Ha ycrpoicrse. Mpwm 3a-
rpyske yctpoiictea 6poHupytotca 74 ctaHgapTHbix TCAM-npaBuaa AnA ocyliecTBNeHUA ne-
pexBaTa TpaduKa cny»KebHbIX NPOTOKOJ1I0B U AeCTBUIA N0 YMONUYAHUIO U 6230BbiX PYHKL M
KOMMYyTaTopa. 3TU NpaBuaa He MoryT 6biTb 0CBO60XKAEHbI B AanbHeENULeM AAA NPOYMX ce-

TeBbIX CEPBUCOB.

MNpn o6bepguHeHMn ycTpoiicTB B cTeK, pecypcbl TCAM yTUAM3MPYIOTCA NapannenbHo U He
CYMMMUPYIOTCA ANA YCTPOMUCTB CTEKa.

L

Ha kommyTtaTtopax MES5400-48, MES5410-48, MES5500-32, MES5700-32 TCAM umeer cer-
MEHTAPHYI0 CTPYKTYpY U Kaxkabiii PCL u TTl-cepBuc pesepBupyet 610Ku no 512 ctaHgapTHbIX
TCAM-npaBun, KoTopble He MOryT 6biTb MCNOb30BaHbl Npounmu PCL n TTI-cepBucamu.

%

V’ ®DYHKLUM YCTPOICTBA UCNONb3YIOT 5 pasanuHbix PCL-cepBucos:
—  AnAa obpaboTtku Bxogauwero Tpadpuka (IPCL_O, IPCL_1, IPCL_2);
— 1 ana obpaboTku ncxoaauwiero Tpadpuka (EPCL);
— 1 pna paboTbi ¢ cepBucamu TyHHenuposaHusa (TTI).

14 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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DYHKLUMM KOMMYTATOPa, ucnonb3ytowme cepsucbl PCL, TTI u UDB, a Takke popmynbl pesep-
BMPOBAHMUA PECypCcoB AN CeTeBbIX CEPBUCOB NpuBeaeHbl B pasgene MpunoxkeHue . PyHK-
LMoHan KommyTaTopa, ucnoabsytowmii TCAM n UDB.

Ha kommyrtatopax MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P,
MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24,
MES5300-48 PCL-cepBucbl IPCL_0 u IPCL_1 o6beguHeHbl B 04HY rpynny U UCNo/b3yoT 06-
LLee NPOCTPAHCTBO A/1IA 3anUCK NPaBU/ CETEBbIX CEPBUCOB.

Mpu ucnonbzosauuu nuueHsmpyemoro ¢pyHkumoHana EVPN/VXLAN u MPLS npoucxoaut
6poHMpoBaHMe YacTu annapaTtHbix pecypcos TTI cepeucos B TCAM. OrpaHuyeHusa no mopge-

Nam cm. B pasgene 4.5.2.3 BoigeneHue annapaTtHbIX pecypcoB noa AMueH3upyemblt GpyHK-
yuoHan.

2.2.3 ®yHkyuu npu pabome ¢ MAC-adpecamu
B Tabnnue 2 npuseaeHbl GyHKUUKN YCTPOMCTB Npu paboTe c MAC-agpecamu.

Tabnumua 2 — PyHKuMKM pabotbl ¢ MAC-agpecamu

KommyTaTop COCTaB/IAET B NaMATU Ta6nmu,y, B KOTOpOVI YCTaHaB/1MBaAeTCA COOTBET-

Tabauya MAC-adpecos
cteme mexay MAC-agpecamu 1 y3namun nopToB KOMMyTaTopa.

B oTcyTCcTBME 0OYyYeHUs AaHHble, MOCTyNatoWwme Ha Kakon-nMbo NopT, nepesatoTca Ha
BCE OCTa/IbHble NOPTbl KOMMYTaTOPa. B perknume obyyeHMAa KOMMYTaATOp aHaNM3upyeT
Kagpsl n, onpeaenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy KommyTauuu.
Bnocneacteum Kagp Ethernet, npegHasHaveHHbIV ana xocta, MAC-aapec Kotoporo
y)Ke ecTb B Tabsmue, nepenaeTca TONIbKO Yepes yKasaHHbIM B Tabauue nopr.

Pexcum obyyeHus

Mododepxka nepedavu
Ha HecKonbKko MAC-
adpecos (MAC
Multicast Support)

[aHHaa ¢yHKUMA NO3BONAET YCTaHaBAMBaTb COEAMHEHUA «OAMH KO MHOMMM» U
«MHOTME KO MHOrmm». Takum o6pa3om, Kaap, aApecoBaHHblii MHOroaapecHom
rpynne, nepeAaeTca Ha KaxKablil NopT, BXOAALMI B Fpynny.

Asmomamuyeckoe

epems xpaHeHusa MAC-
adpecos

Ecam ot ycTpoiicTea c onpeaeneHHbiM MAC-aapecom 3a onpeaeneHHblii nepuog, spe-
MEHM He MOCTYNatoT NaKeTbl, TO 3aMuUCb A/1A AaHHOrO aApeca ycTapeBaeT v yaansaeTca.

(Automatic Aging for 370 no3BOAAET NOAAEPKMBATb Tab/IMLLY KOMMYTAUUKU B aKTyaIbHOM COCTOSHUM.
MAC Addresses)
Cmamuueckue 3anucu c .
. eTeBOn KOMMYTATOpP NO3BOJAET MOJZib30BaTe/Il0 onpeaennTbe CTatu4eCckue 3anmcum
MAC (Static MAC AyTaTop pea
Ent . ) COOTBETCTBUU MAC-ap,pecos, KOTOpPble COXPaHAKTCA B Ta61w|u.e KOMMYTauuun.
ntries

2.2.4 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnmue 3 npuseaeHbl pyHKUUM M 0COB6EHHOCTM BTOPOTo YpoBHA (ypoBeHb 2 OSI).

Tabnnuya 3 — OnncaHme PyHKLUMIN BTOPOro ypoBHSA (yposeHb 2 OSI)

@®yukyusa IGMP Snooping

Peanusauua npotokona IGMP nossonseT Ha ocHoBe MHPOPMaLMKM, NOAYYEHHOM
npv aHanuse cogepxumoro IGMP-nakeToB, onpeaennTb, Kakue yCTPOMCTBA B CETU
y4acTBYIOT B Fpynnax MHOroaApecHOM pacchiaikun, U aapecoBaTb TPaduUK Ha COOTBET-
CTBYIOLLME NOPThI.

@®yHkyusa MLD Snooping

Peanusauua npotokona MLD no3sosseT ycTpoicTBY MUHUMMU3NPOBATL MHOT0a4-
pecHbIn IPve-TpaduK.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 31O pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTos B
KaXK0M y3/1e, KOTopoe NpMUBOAMT K IaBMHOOB6pasHOMY POCTY UX YMcna U napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GPYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTL CKO-
pOCTb Nepesaym MHOr0aAPECHbIX U LIMPOKOBELLATENbHbIX KaAPOB, NPUHATbIX U ne-
peAaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanuposaHue NOPTOB NO3BOAAET Ay6AMPOBaTh TPAadUK HaboAaEMbIX NOPTOB,
nepecbiian Bxogawme n/Mam ucxoaawme nNakeTbl Ha KOHTPOAMPYIOWMIA nopT. Y
No/Ib30BaTE/NIA KOMMYTATOPA €CTb BO3MOMKHOCTb 3343aTb KOHTPOJIMPYIOLWMIA U KOH-
TpoAnpyemble NopTbl M BbIGpaTb TMM TpaduKa (BXOAAWMI N/UAN NCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayusa nopmos
(Protected ports)

[aHHaa dyHKLUMA no3BoAAET Ha3HAuYUTb NopTy ero uplink-nopT, Ha KoTopbIn Hes-
ycnoBHo ByaeT nepeHanpaBaaTbcsA Becb TpadumK, obecneynsan Tem caMbiM U30A-
LMIO C APYrMMK NopTamu (B Npegenax o4HOro KOMMYTaTopa), HaXo4ALMXCA B 3TOM
e WupokosewatenbHom gomeHe (VLAN) B npegenax ogHoro KommyTaTopa.

Private VLAN Edge

[aHHan dyHKLMA NO3BONAET M30AMPOBATL FPyNny NOpPTOB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELLATE/IbHOM AOMEHE MeKay cobol,
No3B0/iAA NPU 3TOM 06MeH TPadUKOM C APYTMMMU NOPTaMM, HAXOAALLMMUCA B STOM
e WMPOKoBeLLaTe/IbHOM AOMEHE, HO HENPUHAANEXKALLMMM K 3TON rpynne.

Private VLAN (light
version)

ObecneuynBaeT U30NALMIO MEXAY YCTPOMCTBAMM, HAXOAALWMMMUCA B O4HOM LUMPO-
KoBeLLaTe/IbHOM LlOMeHe, B Npeaenax Bcei L2-ceTn. PeannsoBaHbl TOAbKO 4Ba pe-
XuMMa paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBOW NPOTOKOJ, OCHOBHOM 3aZa4yei KOTOPOro ABAsA-
eTca npuseaeHue cetu Ethernet ¢ M36bITOYHBIMKM COEgUHEHUAMM K APEBOBUAHOM
TOMNONOMMK, UCKAKOYatoLWel neTan. KommyTaTopbl 06MeHMBaOTCA KOHOUTYPALMOH-
HbIMM COOBLLEHNAMM, UCNONb3YA Kaapbl cneyuanbHoro ¢opmarta, U BbIBOPOUYHO
BKJ/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha NnopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBeplLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepM3yeTca MeHbLIMM BpeMeHeM NPUBEAEHWNA CETU K APEBOBUAHOMN TONOAOTMN
1 MMmeeT 6oee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKOA NpeaHasHayYeH AN NOBbIWEHMA YCTOMYMBOCTA U HAZEKHOCTM CeTU ne-
pepaun AaHHbIX, UMeloLWein KoNbLEBYIO TOMOJIOMMIO, 33 CYET CHUMKEHNA BPEMEHM
BOCCTAHOBJ/IEHMA CETU B C/ly4Yae aBapun. Bpema BOCCTaHOB/AEHMA He npesbiwaeT 1
CeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHMW NEePECTPOMKM CETU NPU NCMO/b30Ba-
HMM NPOTOKO/I0B CEMEICTBA spanning tree.

Moddepxka VLAN

VLAN —3T0 rpynna nopToB KOMMyTaTopa, 06pasyoLmx O4HY LMPOKOBELATENbHYIO
obnacTb (aomeH). KommyTtaTop noaaepnsaeT pasinyHbie cpeacTsa Knaccuduka-
UMM NaKeToB ANA onpeaeneHuns x NPUHaaNeKHOCTM K onpegeneHHoi VLAN.

Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKLUMM ypOBHA KaHafa nepejayv [AaHHbIX MNpeacTaBAAloT coboil npoToKon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoToKone ana nepegaym nudopmaumm o
COCTOAHUWN KaHasa MeXAy HenocpeacTBEHHO MNOAKAOYEHHBIMU YCTPOMCTBaMMU
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-

802.3ah) CTBa A,0/1KHbI NogaepxuBatb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunn GARP VLAN obecneumBaeT guHamuueckoe pobasne-
Moddeprxcka GVRP (GARP | vue/ypanenve rpynn VLAN Ha noptax KommyTaTopa. ECAM BK/IIOYEH MPOTOKON
VLAN) GVRP, KommyTaTop onpesensneT, a 3aTeM PacnpoCcTpaHAeT gaHHble O NPUHAANEX-

HocTu K VLAN Ha Bce nopTbl, ABNAIOLMECH YACTbiO aKTUBHOM TOMOIOTUM.

Moddepxka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoaAHAETCA NO BXOoAAWMM nopTam. JaHHoe
pelleHve No3BoNAET UCMOJIb30BaTb Ha KaXKAOM NopTy TONbKo oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbI ONUCbIBAET NpoLeaypy TerMpoBaHua
TpadumKa ana nepegayum nHbopmaumm o npuHagnexHoctn kK VLAN. MossonseT uc-
nonb30BaTb HeckonbKo rpynn VLAN Ha ogHOM nopTy.

1 6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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O6veduHeHUe KaHan08
c ucnone3oeaHuem LACP

MpoTtokon LACP obecneunBaeT aBTomaTuyeckoe ob6beaAnHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMS YCTPOMCTBAaMWM (KOMMYTaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B e41HbIM KaHa nepesaym AaHHbIX.

B npoToKone NOCTOAHHO OnpeaenaeTcs BO3MOXHOCTb 00 beANHEHNA KaHa0B, U B
C/lyyae OTKasa CoegUHEeHUs, BXOAALLEro B 06beAUHEHHbIM KaHan, ero Tpaduk aBTo-
MaTUYeCKU nepepacnpesensietcs no He OTKa3aBWWMM KOMMOHEHTaM 06beAuHeH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpoicTBax nogaepkmeaeTtca GyHKLMA CO34aHMA rPYNN KaHanoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorus obbeAnHeHUA
HECKONbKMX QU3NYECKUX KaHanoBa B OAWMH NOrMYecKuid. 3To cnocobeTByeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MarMcTpaabHblX KaHAaN0B KOMMYyTa-
TOP-KOMMYTaATOP UM KOMMYTaTOP-CEPBEP, HO 1 NOBBILLEHUIO NX HAAEXKHOCTH. Bo3-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-agpecos, Ha ocHOBaHuMM |P-
aZipecoB M Ha 0cHOBaHWKM NopTa (socket) HazHayeHwUs.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PaboTalowWmx B AynaeKc-
HOM pexunme.

Moddepxcka Auto Voice
VLAN

MpepoctaBnsaeT BO3MOXHOCTb UAEHTUGUUMPOBATL r0J10COBOIN TPadUK Ha OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnnue kommyTaTopa npucytcreyet MAC-agpec ¢ OUl ronocoBoro wnto3a
unu e IP-TenedoHa, To AaHHbIN NOPT aBTOMaTMYECKN fobasnseTtcs B voice vlan
(naeHTMdUKauma no npotokony SIP unu e no MAC-agpecy nonydyatens He noa-
AepyKuBaeTca).

2.2.5 ®yHKyuu mpemoe2o ypoeHa cemesoii modenu OSI|

B Tabnnue 4 npuseaeHbl pyHKLMN TPeTbero ypoBHa (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GpyHKLUUIN TpeTbero ypoBHaA (Layer 3)

Knuenmeoi BootP

u DHCP

(Dynamic Host
Configuration Protocol)

YcTpoiictBa  CnocobHbl  aBTOMatMyecku noaydatb |IP-agpec no  mpoTokony
BootP/DHCP.

Cmamuyeckue
IP-mapwpymel

ALAMUHMCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb 406aBAATb U YAANATb CTaTUYe-
CKMe 3anucuy B TabnLy mMappyTmMsaumu.

lTpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHus IP-agpeca n dusnueckoro agpeca ycrpoiictsa. Coot-
BETCTBME YCTaHaB/MBAETCA Ha OCHOBE aHa/M3a OTBETa OT y3/1a CeTu, agpec y3na 3a-
NpaLMBaEeTCA B LUMPOKOBELLATENIbHOM NakKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/N AUHAMMYECKO MapLUPYTU3aLLMK, KOTOPbIA NO3BOASET MapLIPyTU3aTOpam
06HOBAATL MaPLWIPYTHYI NHOPMALMIO, MOyYan ee OT COCeaHNX MapLIPYTU3aTOPOB.
B 334auM NpOTOKONA BXOAUT ONpeaesieHne ONnTMMasibHOro MapLupyTa Ha OCHOBaHMM
[AaHHDbIX O KO/IMYECTBE MPOMEXKYTOUHbIX Y3/108B.

@®yukyusa IGMP Proxy

IGMP Proxy — ¢YyHKUMS YyNpPOLLEHHOW MapLIpyTU3aLMU MHOroaapecHbIX AaHHbIX
MeXAy ceTamu. s ynpaBaeHMa mapLipyTmsaumneint ncnonbayetcsa npotokon IGMP.

lpomokon OSPF

MpoTOKON AMHAaMMYECKON MapLlUpyTU3aL MK, OCHOBAHHbIA Ha TEXHONOTMU OTCAEKM-
BaHWA cocTtosHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoxKaeHus
KpaTyanwero Nyt anropmutm AdenkcTpol. Mpotokon OSPF pacnpocTpaHaeT MHbopma-
UMIO O AOCTYMHbIX MApLUPyTax MeXAy MapLlipyTM3aTopamMun OLHOW aBTOHOMHOM Cu-
CTEMBI.

lpomokon BGP

BGP (Border Gateway Protocol — npoTOKon rpaHMYHOrO WA3a) ABASETCA NPOTOKO-
JIOM MapLpyTU3aummn mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTusaTopbl 06-
MeHUBaTcA MHGOPMaLMEl O MapLIPyTax K CETAM Ha3HaYeHus.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 17
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lpomokon VRRP

MpoTtokon VRRP npegHasHayeH gna pesepBMpoOBaHNA MApPLLPYTM3aTOPOB, BbIMOJIHA-
IOLLMX POAb LIAO3A NO YMOIYaHUI0. 3TO AOCTUraeTcA NyTém obbeanHeHus IP-nHTep-
dbeicoB rpynnbl MapLIpyTM3aTOPOB B OANH BUPTYasibHbIM, KOTOPbIN ByAeT Ncnob3o-
BaTbCA KaK LU/O3 N0 YMONYAHUIO ANA KOMMbIOTEPOB B CETH.

PIM-npoToKon mHoroaapecHou maplipytusaumm ansa IP-ceteit, co3gaHHbIn ana pe-
WweHus npobsiem rpynnoBoit mapwpytmsaunun. PIM 6asumpyeTca Ha TPaAULMOHHbBIX
MapLIPyTHbIX MpoToKkonax (Hanpumep, Border Gateway Protocol), Bmecto ToOro,

lpomokon PIM 4yTObObI CO34aBaTb COBCTBEHHYIO ceTeByto Tonosiormto. PIM ucnonb3yeT unicast-tab-
MUy MaplipyTusaumm ana nposepku RPF. 3Ta nposepka BbINOAHAETCA MapLIpyTM3a-
Topamu, 4Tobbl Y6eamTbes, YTO Nepesadya MHOroaApecHoro Tpaduka BbiNoAHAETCA
no nytn 6e3 netens.
MpoToKon ana obmeHa Hbopmaumelt 06 UCTOYHMKAX MYIbTUKACTA MEX as3nny-
lpomokon MSDP P A bopma, 4 AY P

Hbimu RP B PIM.

2.2.6 ®yHKkyuu e VRF

Tabanuya 5 — PyHKuMK, nogaepxusatowme paboty ¢ VRF

DyHKYUA

Moddepicka pabomei 8 | lModdeprcka pabomel 8

Mpomokon/cepsuc VRF-Lite MPLS IPVPN

Unmepdpeliicor

OO0B-uHTepdoeic (Out Of + -
Band)

+
+

dusnuecknit nHTepoeiic

+
+

VLAN (Switch Virtual
Interface)

Port-Channel

loopback

IP interface

ICMP

Ping

Traceroute

ICMP Type 3

Mapwpymusayusa

+ |+ [+ ||+ |+
++ |+ [+ |+ [+ ]+

Cratnyeckas
MapLIpyTM3aLma

PBR (Policy-based routing)

BGP

OSPF

PIM

AAA

TACACS+ KnneHT

RADIUS-KnneHT

YnpasneHue

Telnet-cepsep?

SSH-knneHT/cepsep

SNMPv2/v3-cepsep

HTTP-cepsep!

HTTPS-cepsep?!

MoHumopuHe

sFlow

Syslog

Omka3soycmoliivueocmeo

BFD (ana OSPF n BGP)

VRRP

|||+ |+ |||+ |+ ]+ [+ ]|+

IP SLA

peer-detection (gns VPC)

Cepsucsl

NTP-knueHT/cepBep

SNTP-knuneHTt

DHCP Relay

||+ |+ |+ ]|+ ]+

+ |+ |+ [+

DNS-knuneHT

! Telnet, HTTP, HTTPS-cepBepa BkatouatoTca/oTKAIOUAOTCA r1obanbHo ana scex VRF, skntoyas VRF no ymonuaHumio.

18 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
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TFTP-knueHT/cepsep + +
Mepedauya ¢aiinos SCP-knueHT/cepBep
SFTP knnenTt

2.2.7 ®yHkyuu QoS
B Tabauue 6 npuBeaeHbl OCHOBHble GYHKLMM KavecTBa obcnykunsaHus (Quality of Service).

Tabnnua 6 — OcHoBHble QYHKLMM KauecTBa 06CNyKMBAHMSA

Mododepxka YCTPOWCTBO NOAAEPKUBAET NPUOPUTU3ALMIO UCXOAALLErO TPadKKa No ouepeaam Ha
npuopumemHoix Kax4om nopTty. PacnpegeneHune nakeTos no oyepeasm MOXKET NPOn3BOAMTLCA B pe-
oyepedeli 3y/ibTaTe KaaccudurKaumMm NakeTos Mo Pas/MyHbIM MoJIAM B 3aro/1I0BKax NaKkeTos.

CraHpapT 802.1p cneunduumpyeT MeTOL yKasaHMA NPUOpUTETA Kagpa M anroputm
MCNO/Ib30BaHMA NPMOPUTETA B LLENAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTE/IbHOTO K
BPEeMEHHbIM 3aepKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEM
npuopuTeTos. KOMMyTaTOpbl MOTFYT MUCNONb30BaTb 3Ha4YeHUe npuoputeta 802.1p gna
pacnpeaeneHna Kagpos No NPUOPUTETHLIM OYepeaam.

Moddepicka Knacca
obcnyrueaHusa 802.1p

2.2.8 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnvua 7 — PyHKUMKM obecneyeHns 6e3onacHOCTU

PyHKUMA KOMMYTATOpPa, NPefiHa3Ha4YeHHAA 414 3alUMUTbl OT aTak C UCMOb30BaHNEM
npotokona DHCP. O6ecneunsaet ¢punbrpaunto DHCP-coobuieHMiA, NOCTyNnUBLINX C
HeHaAeXHbIX NOPTOB MyTEM MOCTPOEHMA U NOALEP!KAHWUA Hasbl AAHHBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNOAHAET AencTeus
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu U cepsepamun DHCP.

DHCP snooping

Onuwus, KoTopas nossonsetr npouHoopmuposatb DHCP-cepBep o TOm, C KaKkoro
Onyus 82 npomokona DHCP-peTpaHcnaTopa 1 yepes Kakoi nopt n;imuen 3anpoc. .

Mo ymonyaHuio KOMMYTaTOp, UCNonb3yowmii dyHKLMo DHCP snooping, 06HapyXu-
DHCP o o o

BaeT u oTbpacbiBaeT Ntoboit DHCP-3anpoc, cogepKalimii onumio 82, KOTOPbI OH no-

Ny4ynn yepes HeHagéxHbIM (untrusted) nopr.
UDP relay MepeHanpasneHue wmpokoseluatenbHoro UDP-TpadmKa Ha yKasaHHbIn IP-aapec.
®yHKyuu DHCP- DHCP-cepBep ocyuiecTBaseT LeHTpan30BaHHOE yrnpaB/ieHWe CeTeBbIMU afpecamu
cepeepa M COOTBETCTBYHOLUMMMN KOHOUTYPALMOHHBIMM NapaMeTpamMu, aBTOMaTUYECKU Npeao-

CTaBAA UX KIMEHTAM.

®yHKUMA KOMMYTaTOpa, KOTopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUK TabMLLbl cCOOTBETCTBUI 6a3bl gaHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTtn-
Yecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca ana 6opbbbl ¢ Noa-
meHoM IP-agpecos.

IP Source address guard

PyHKUMA KOMMYTATOpPa, NpefHa3Ha4YeHHAA A/1A 3alUMUTbl OT aTak C MCMO/b30BaHNEM
npotokona ARP. CooblueHune, KOTOpoe NOCTyNaeT C HEHAaAEKHOro NopTa, Nnoagepra-
eTCcs MpoBepKe — cooTBeTcTBYeT an IP-agpec B Tene npuHsaToro ARP-coobuieHus
IP-agpecy otnpasuTens. Ecav agpeca He coBnafatoT, TO KOMMyTaTop oTbpacbiBaeT
naker.

Dynamic ARP
Inspection (Protection)

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 19
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L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHbOPMaLIMK, COAEPKALLENCA B 3ar010BKax ypoBHen 2, 3 1 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HAaCTPOWUTL MpaBua, COrMacHO KOTOPbIM Naket Byaer
ob6paboTtaH mbo oTHpoLeH.

Time-Based ACL

Mo3BonseT ckoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEHEHWE KOTOPbIX AaHHbIA ACL
byaeT AelcTBOBaTh.

Moddepika OcHoBHasa $yHKLMA 610KMPOBKM — NOBLICUTL H@30NacHOCTb CeTH, NpeoCcTaBNAA A0-
3a6ﬂ0KUp08aHHle CTyn K NOPTY KOMMYTATOpPa TONbKO ANA yCTpOVICTB, nmerownx MAC-a,u,peca, 3aKkpen-
nopmoe NeHHble 32 3TUM NOPTOM.

Mposepka Mposepka noganHHocTh IEEE 802.1x npepactaBnseT coboii mexaHM3mM KOHTPOANA [0-

nodsaAuHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam 4epes BHelHuit cepsep. Mpoweawine npoBepKy NoaMHHOCTU
Nno/ab30BaTe M NOAYHAOT AOCTYN K pecypcam BbibpaHHOM ceTw.

2.2.9 ®yHKYuU ynpasseHus KoMmmymamopom

Tabnnua 8 — OcHOBHble GYHKLMM YPaBAEHNA KOMMYTaTOPamMM

3azpy3Ka u ebiepy3Ka
¢aliina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B Ppaliie HAaCTPOIMKN, KOTOPbIM COAEPKUT AaH-
Hble KOHWIypaL MK Kak BCe CUCTEMbI B LIEJIOM, TaK M ONpeaeneHHOro nopTa ycTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3ayetca gns onepaunin 3anmcu u yteHuns dainos. MpoTtokon oc-
HOBaH Ha TpaHcNopTHOM npoToKoae UDP.

YcTpoiicTBa NOAAEPMKMBAIOT 3arpysKy U nepefady no AaHHOMY NpoTokony dainos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtokon SCP ncnonb3yetca gnsa onepaumnii 3anucuK n YteHuna ¢aiinos. MNpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YCTpoMcTBa NoAAep:KMBAKOT 3arpysKy U nepegady no AaHHOMY NMpoToKoay ¢ainnos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsiii
MoHumopuHa (RMON)

YaaneHHblh MOHUTOPUHT (RMON) — cpeficTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETEW,
pacwmpeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAIOT cObMPaTb AMArHOCTUYe-
CKMe [laHHble C MOMOLbIO CTaHUMK ynpaBneHua cetbto. RMON — aTo cTaHgapTHaA
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLLAA M NpeablayLas cTaTUcTuKa yposHsa MAC
1 06BbEKTBI YNpaBaeHUA, NPeaocTaBAAoWwmMe AaHHbIE B PealbHOM BPEMEHW.

lpomokon SNMP

Mpotokon SNMP ncnonb3yetca Ana MOHUTOPUHIA M yNPaBAEHUA CETEBbIM YCTPOWA-
cTBOM. [1A ynpaBneHUs AOCTYNOM K CUCTEME Onpeaenserca CNUCoK 3anunceit coob-
LWEeCTBA, KaXK4an M3 KOTOPbIX COAEPKUT NpuBuaernm gocTyna.

Unmepdpeiic
KOMaHOHOL cmpoKu
(CLI)

YnpasneHne kKommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNAbHO Yyepes no-
cneposaTtesibHbIM nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NnpomblWNeHHbIM CTaHAapTOM. UHTepnpe-
TaTop CLI NnpeaocTaBAser CNMCOK KOMaHZA, U K/YeBblX C/108 A1 MOMOLLM NOAb30Ba-
Te/Il0 M COKPaLLEHN0 06bema BBOAMMbIX AAHHbIX.

Syslog — npoToKo, obecneynBatowmii nepeaaydy coobLLEHNA O NPOUCXOAALLMX B CU-

Syslog o
cTeme cobbITUAX, a TaKKe yBeAOMIeHNn 06 owmnbKax yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUMHXPOHM3aLUN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM L0 MUANIUCEKYHADI.
Protocol)
Traceroute — cny»kebHan dyHKUMA, NpegHa3HavYeHHas Ana onpeaeieHnsa MapLupyToB
Traceroute y dyHKUMA, Npes, A peA pwpy
nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue .
AZMMHUCTPATOP MOXET onpeaennTb ypoBHM NpUBUAETUIA A0CTyNa A4 NO/b3oBaTe-
KOHMpoaupyemoim . . .
NeN yCTPOICTBA U XapaKTePUCTUKU AN1A KaXKLO0ro YPOBHA NpuUBUAErNin (TONbKO AnA
docmynom — ypoeHu .
» yTeHusi — 1 ypoBeHb, MNOHbIN AocTyn — 15 ypoBeHb).
npusunea2uu

2 0 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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KommyTaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyMa K KaxKaomy uHTepodeicy
ynpasnaeHusa (SNMP, CLI). 3anpeT moxeT 6bITb YCTaHOB/IEH OTAENbHO AN KaXKAoro

baokuposka
o TMNa gocTyna:
UHme, euca .
pb Telnet (CLI over Telnet Session);
ynpaenexua Secure Shell (CLI over SSH);
SNMP.
JlokaneHasa [na nokanbHol ayTeHTUdUKALMM NOAAEPIKMBAETCA XpaHEHWe naponeli B 6ase gaH-
aymeHmudgukayus HbIX KOMMYyTaTOpa.

duaempayus IP-

Joctyn no SNMP paspewaetca ana onpeaeneHHbix |IP-agpecos, ABNAKOLWMUXCA Yne-

adpecoes dna SNMP Hamu SNMP-coobecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayTeHTMGUKaumm, asTopmsaumm u yyeta. Cep-
Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NO/sb30BaTesIel, KOTopan COAEPKUT AaHHble
Knuexm RADIUS P YET basy A , HOTOPAA COAEPHUT A
NPOBEPKU NOANMHHOCTU ANIA KaXKA0ro nosib3osatend. Kommytatopbl cogepat Kam-
EHTCKYI0 YacTb npoTtokosa RADIUS.
TACACS+ YCTpPOMCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNMEHTOB nNocpea-
. cTBom npoTokosia TACACS+. MpoTtokon TACACS+ obecneunBaeT LLeHTPaNN30BaHHYIO
(Terminal Access .
cuctemy 6e30MacHOCTM A1 NMPOBEPKM MNONb30BaTenel, MNOAyvatowmx AOCTyn K
Controller Access .
YCTPOWMCTBY, @ TaK¥Ke LEHTPANM30BAHHYIO CUCTEMY YNpaBieHUs npu cobaoaeHum
Control System)
cosmectumocTtn ¢ RADIUS n apyrumun npoueccamm NpoBepKu NOAJAUHHOCTU.
dyHKuma cepsepa SSH nossonset kaneHTy SSH ycTaHOBUTL € YCTPOMCTBOM 3aLLMULLEH-
Cepeep SSH YHKL, peep Y Yy ycTp Ly
HOe coeAuHEeHWe ANA YNpaBaeHNA UM.
Mododepxka JaHHasa yHKLMA nNpefocTaBnAeT BO3MOXKHOCTb CO3/aBaTb MaKPOKOMaHAbl, nNpea-
MAKpPOKOMAHO cTaBnsAoLwWwme coboli Habop KOMaHA, U NPUMEHATb UX A5 KOHOUTYPALUKM YCTPOMCTBA.
Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 21
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2.2.10 AononrumenbHble pyHKYyUU

B Tabanue 9 npuseseHbl 4ONOAHUTENbHbIE PYHKLIMKN YCTPOICTBA.

Tabnunua 9 — [lononHuTeNbHble GYHKUUKM YCTPOMCTBA

JAuazHocmuka
onmuy4yecKoz0
mpaHcueepa

YCTPOICTBO NO3BO/IAET TECTUPOBATL ONTUYECKUI TpaHcusep. MNpu TeCTUPOBaHUM OT-
CNEXMBAKOTCA TakMe MapameTpbl, Kak TOK U HanpsKeHue MUTaHuA, TemnepaTtypa
TpaHcueepa. [nsa peanusauum Tpebyetca NoAAEPKKa 3TUX GYHKLMI B TpaHCUBEPE.

Green Ethernet

ﬂ,aHHblﬁ MeXaHU3M NO3BONAET KOMMYTATOPY CHU3UTb 3Hepron0Tpe6neHme 3a cyer
OTKNOYEeHNA HEAKTUBHbIX 3N1EKTPUYECKUX NOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTtaTop 06/1a4aeT BceEMU HEOBXOAMMBIMU XapaKTepPUCTUKaMKn gns paboTobl ¢
npotokonamu MMS, GOOSE, SV:

- Manas sennuunHa 3agepkn GOOSE-coobuieHuns npu nepegave;
- YmeHue pacnosHaBaTh Ethertype GOOSE-coobuieHus;

- YmeHue paboTaTb C Terom BUPTyasibHOM ceTn U Terom npuopwuTteta IEEE 802.1Q
GOOSE-coobueHus;

- Mopaep»kka nepegaum multicast-coobLLeHNn 1 BO3MOXKHOCTb paboTbl C onpeaeneH-
HbiM cTaHgapTom M3K 61850 gmManasoHom rpynn BeLaHus.

2 2 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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2.3 OCHOBHbIe TEXHUYECKNE XapaKTepPUCTUKHU

OCHOBHble TEXHMYECKME NapamMeTPbl KOMMYTAaTOPOB NpuBeAeHbl B Tabaumue 10.

Tabnnua 10 — OCHOBHbIE TEXHUYECKME XapPaKTEPUCTUKM

O6wue napameTpbl

NHTepdeichl

MES2300-08

10 x 10/100/1000BASE-T
2 x 1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-08P

2 x 10/100/1000BASE-T

8 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
2 x 1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300B-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300D-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300DI-28

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES3300-08F

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 23
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MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES35001-8P8F

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
8 x 100BASE-FX/1000BASE-X (SFP)

2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1xUSB2.0

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB2.0

MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

2 4 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5300-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5300-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5305-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5310-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5320-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

2 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 25
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES5700-32

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)/
400GBASE-R8 (QSFP56-DD)

2 x 10GBASE-R (SFP+)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

CKopoCTb Nepeaayn AaHHbIX

OnTunyeckme nHTepdelicol 1/10/25/100 rémt/c
AneKTpuueckme nHTepdeiicol 10/100/1000 M6uT/c

MES2300DI-28 56 F6uT/c
MES3300-08F 96 I6uT/c
MES3300-16F 112 r6u/c
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P 128 I6uT/c
MES2300-24P
MES3300-24
MES3300-24F
MES35001-24F
MES2300-48P
MES2300B-48
MES3300-48 176 Tbu/c
MES3300-48F
MES5700-32 25,6 T6MT/C
MES35001-08P 20 T6uT/c
MponyckHaa cnocobHOCTb MES2300-08
MES2300-08P 24 T6uT/c
MES35001-10P
MES35001-8P8F 72 6ut/c
MES5312 240 Iéeut/c
MES5316A 320 r6ut/c
MES5324A 480 I6uT/c
MES5332A 640 6uT/C
MES5300-24
MES5400-24 1,68 Tour/c
MES5320-24 1,6 Téu/c
MES5300-48
MES5305-48
MES5310-48 2,16 Tour/c
MES5400-48
MES5410-48 3,6 T6uT/C
MES5500-32 6,4 T6UT/C
MES2300DI-28 41,6 MPPS
n -
POVISBOANTEABHOCTS HA N3~ | \1ES3300-08F 71,4 MPPS
KeTax gnuHon 64 6ainTa
MES3300-16F 88,3 MPPS

! 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn.

2 6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES2300-24P 94,49 MPPS
MES2300-24

MES2300B-24

MES2300-24F

MES2300B-24F 95,2 MPPS

MES2300D-24P
MES3300-24
MES3300-24F
MES35001-24F

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-08P 14,8 MPPS

MES3500I-8P8F 53,57 MPPS

MES2300-08

MES2300-08P 17,8 MPPS

MES3500I-10P

MES5312 178 MPPS

MES5316A

MES5324A 238 MPPS

MES5332A

MES5300-24 593,7 MPPS

MES5300-48 552,15 MPPS

MES5305-48 575,80 MPPS

MES5310-48 1028,5 MPPS

MES5320-24 406,25 MPPS

MES5400-24 878,3 MPPS

MES5400-48 1041,5 MPPS

MES5410-48 2467 MPPS

MES5500-32 1398 MPPS

MES5700-32 5426 MPPS

MES2300-08

MES2300-08P

MES2300-24

MES2300B-24

MES2300-24F

MES2300B-24F

MES2300-24P

MES2300D-24P

MES2300DI-28 1,5 M6aiir
O6vem bydepHoin namATy MES3300-24

MES3300-08F

MES3300-16F

MES3300-24F

MES35001-08P

MES35001-10P

MES3500I-8P8F

MES3500I-24F

MES5312 2 Mbaut

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 27
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F 3 Mbait
MES5316A
MES5324A
MES5332A

MES5300-24

MES5300-48 6 Mbaiir

MES5320-24 8 Mbaiit

MES5305-48 10 Mb6awt

MES5310-48
MES5400-24 12 Mbait
MES5400-48

MES5410-48

MES5500-32 24 Mbaiir

MES5700-32 48 Mbant

MES5312
MES5316A 1 r6ant!
MES5324A
MES5332A

O6bem O3Y (DDR3)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48 2 r6aiit
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
O6vem O3Y (DDR4) MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

8 réamnt

1 06bém 03Y gna mogeneit MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 2 l6air.

2 8 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

O6bem M3Y (NAND Flash)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

512 Mbait

MES5312

MES5316A
MES5324A
MES5332A

1 reant

O6bem M3Y (embedded
uSsD)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 réant

O6bem M3Y (SSD)

MES5700-32

32 Ibant

Tabnuua MAC-agpecos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

16384

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

32768

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 29
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES5305-48

MES5320-24 131072

MES5310-48

MES5400-24 65536

MES5400-48 262144

MES5410-48
MES5500-32 131072%/2621442
MES5700-32

MES2300-083
MES2300-08P3
MES2300-243
MES2300B-243
MES2300-24F3
MES2300B-24F3
MES2300-24P3
MES2300D-24P3
MES2300DI-283
MES2300-483
MES2300-48p3
MES2300B-483

1981

MES3300-243
MES3300-08F3
MES3300-16F3
MES3300-24F3
MES3300-483
MES3300-48F3
MES3500I-08P3
MES3500I-10P3
MES3500I-8P8F3
MES3500I-24F3

Konnuyectso ARP-3anuce 4029

MES53124

MES5316A*
MES5324A%
MES5332A%

8125

MES5300-24*

MES5300-48* 16317

MES5305-48*
MES5310-48* 32701
MES5400-24*

MES5400-48* 131005

! MaKkcMmanbHOe 3Ha4YeHMe ONA pexnma pacnpeseneHms cucTemHblx pecypcos mid-13-mid-12.

2 MaKcumanbHOe 3HauYeHue A1 pexnma pacnpeaeneHmnsa CUCTEMHbIX pecypcos min-13-max-12.

3 ina kaxaoro xocTa B ARP-TabnuLie cozaaeTtca 3anuch B Tabaunue MaplupyTUsaummn. 3HadeHne XapakTepUCTUKN MOXKET
M3MEHUTLCA NpuU ycTaHoBKe anueHsnin EVPN/VXLAN uan MPLS B 3aBMCMMOCTM OT TUMa IMLEH3UU U MOAEAN YCTPOW-
ctBa. Cm. pasgen 4.5.2.3 BoigeneHune annapaTHbIX PECYPCOB MO ANLEeH3Npyemblit GyHKLMOHAN.

4 Ons kaxporo xocTa B ARP-Tabauue co3aaeTca AoNOAHUTE/IbHAA 3aNWCh B TaBAULE KOMMYTaUMK. 3HaYEHME XapaKTe-
PUCTUKN MOXKET M3MEHUTLCA NPU ycTaHoBKe AnueH3nin EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMa ANLEH3UN U
mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHue annapaTHbIX PecypcoB nNog, MLEH3UPYEMbIA GYHKLMOHAN.

3 0 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES5320-24*
MES5410-48*

1 2
MES5500-32* 65469'/98237
MES5700-324
Nopaepxka VLAN CornacHo 802.1Q ao 4094 akTtueHbIx VLAN
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300-24F
MES2300B-24F 246
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MakcmmanbHoe Konmyectso | MES35001-10P
VLAN c ¢pyHKuneir DHCP MES35001-8P8F 374
Snooping® MES3500I1-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES5312

MES5305-48
MES5310-48
MES5400-24 758
MES5410-48
MES5500-32
MES5700-32

MES5400-48 1526

MES5320-24 3039

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MakcmmanbHoe Konmyectso | MES2300-24F
VLAN c pyHKumen PIM MES2300B-24F 493
Snooping® MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

! MaKkcMmanbHoe 3HauYeHne ONA pexnma pacnpeseneHma CucTemMHblx pecypcos mid-13-mid-12.
2 MaKcuMmanbHoe 3HauYeHue 4/1A pexmMma pacnpeaeneHmsa CUCTEMHbIX pecypcos min-13-max-12.
3 dyHKUMM ncnonb3ytoT oblume annapaTHble pecypcbl TCAM, cm. pasgen 2.2.2 Mcnonb3osaHune TCAM. 3HaueHue xa-
PaKTEPUCTUKMN MOXKET MU3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa NULLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHure annapaTHbIX PeCcypcoB Nog NMLLEH3NpyeMblit pyHKLMOHAN.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 31
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 749
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES5312

MES5305-48
MES5310-48
MES5400-24 1517
MES5410-48
MES5500-32
MES5700-32

MES5400-48 3053

MES5320-24 4058

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 493
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MaKcrumanbHoe Konn4ecTso

VLAN c dyHKumeit ARP MES3300-24
inspection MES3300-24F
MES3300-48

MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 749
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

1 dyHKUMKM ncnonb3yloT obme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NPK ycTaHoBKe AnueHsnin EVPN/VXLAN nam MPLS B 3aBUCMMOCTM OT TMNA ANLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHure annapaTHbIX PeCcypcoB Nog NMLLEH3NpyeMblit pyHKLMOHAN.

32 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES5312

MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

1517

MES5400-48

3053

MES5320-24

4077

MakcumanbHoe Konmnyectso Subnet-Based VLAN?

256

MakcumanbHoe konmuectso MAC-Based VLAN?

256

MakcumanbHoe Konndectso Protocol-Based VLAN?

12

dyHKumeln IP Source Guard?

MakcumanbHoe Konndectso port/LAG/VLAN c

512

MaKcumanbHOe KOMYeCcTBo
CTaTUYECKMX 1
AMHaMUYecKnx 3anuceii IP
Source Guard*

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1966

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2990

MES5312

MES5305-48
MES5310-48
MES5400-24

6063

MES5410-48
MES5500-32
MES5700-32

5082

MES5400-48

10730

MES5320-24

10240

1 dyHKUMKM ncnonb3yloT obume annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKMN MOXKET MU3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa NULLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHure annapaTHbIX PeCcypcoB Nog NMLLEH3NpyeMblit pyHKLMOHAN.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

33

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1973
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MaKcrumanbHOe KOm4ecTBo MES3500I1-10P
cynamkantos 802.1x MES35001-8P8F 2998
Multi-Session? MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES5312

MES5305-48
MES5310-48
MES5400-24

6070

MES5410-48
MES5500-32 5068
MES5700-32

MES5400-48 10706

MES5320-24 16310

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300B-24
MES2300-24F 2048
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

Konnyectso rpynn L2
Multicast (IGMP snooping)

34 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48

4092

MES5410-48
MES5500-32
MES5700-32

2046

Konnuectso npasun SQinQ*

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1320 (ingress), 654 (egress) / 654 (ingress), 1320 (egress)?

L dyHKUMKM ncnonb3ytoT obwue annapaTtHble pecypcbl TCAM, cm. pasgen 2.2.2 UcnonbsosaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET MU3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa ULLEH-
3UKM U Mmogenm ycTpoiictea. Cm. pasaen 4.5.2.3 BoigeneHre annapaTHbIX PeCYpcoB Nog ANLUeH3Mpyemblii GyHKLMOHAN.
2 Bcero 1974 npasuna. [enarca B pasHbIX NPONOPLMAX MEXKAY BXOAALWMMM U UCXOAALLMMU NPaBUNAMU, HO He Bosee

1320 gna kaxgoro.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

35

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5700-32

1320 (ingress), 1320 (egress)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1974/1974
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24

MES3300-08F
MES3300-16F
MES3300-24F

Konnyectso npasun MES3300-48
MAC ACL input/output? MES3300-48F
MES35001-08P
MES35001-10P 2997/2997

MES35001-8P8F
MES35001-24F
MES5316A!
MES5324A!
MES5332A1
MES5300-24!
MES5300-48"

MES5312

MES5305-48"

MES5310-48* 6070/6070
MES5400-241

MES5400-48" 10737/10740

1 3HayeHme xapaKTePUCTUKN MOXKET M3MEHUTLCA NpU ycTaHoBKe AnueH3nit EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT
TMNa IMLEH3UN U MoZenn ycTponcTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AMUEH3NpPYeMbI
dYHKUMOHAN.

3 6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES5410-48"

MES5500-321 5089/5108
MES5700-321
MES5320-241 16310/16310

KonunuecTso npasun
IPv4 vnn IPve ACL
input/output!

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1974/1974 |1Pv4
987/987 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES3500I-10P
MES3500I-8P8F
MES3500I-24F
MES5316A2
MES5324A2
MES5332A2
MES5300-242
MES5300-482

2997/2997 IPv4
1499/1499 IPv6

MES53122

MES5305-482
MES5310-482
MES5400-242

6070/6070 IPv4
3035/3035 IPv6

MES5320-242

16310/16310 IPv4
8155/8155 IPv6

MES5400-482

10737/10740 IPv4
5368/5370 IPv6

MES5410-482
MES5500-322
MES5700-322

5089/5108 IPv4
2544/2554 IPve

L dyHKUMM ncnonb3yioT obwue annapaTtHble pecypcbl TCAM, cm. pasgen 2.2.2 UcnonbsosaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBMCUMOCTM OT TUMA NNULLEH-
31N U mogenm ycTpoiictea. Cm. pasgen 4.5.2.3 BoigeneHre annapaTHbIX PECYpPCoB NoA, ANLEH3NPYeMbI GYHKLMOHAAN.
2 3HaueHne XapaKTePUCTUKM MOXKET U3MEHUTLCA NPK ycTaHoBKe anueHsnii EVPN/VXLAN van MPLS B 3aBUCHMOCTH OT
TMNa IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AMUEH3NPYEMbI

dYHKUMOHAN.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

37

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2048
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 3072
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

Konnyectso ACL

MES5312

MES5305-48
MES5310-48
MES5400-24 6144
MES5410-48
MES5500-32
MES5700-32

MES5320-24 9970

MES5400-48 12288

Konnyectso npasun ACL B ogHom ACL 512

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
Konnyectso mapwpyTtos L3 MES2300-24F 4063 IPv4
Unicast! MES23008-24F 1014 IPv6
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P

MES2300B-48

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.

3 8 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

13279 IPv4
3317 IPv6

MES5312?
MES5316A*
MES5324A!
MES5332A!
MES5300-24
MES5300-48

16351 IPv4
4085 IPv6

MES5305-48

28639 IPv4
7158 IPv6

MES5400-24
MES5400-48
MES5310-48

32735 IPv4
8181 IPv6

MES5320-24

118756 1Pv4
29687 IPv6

MES5410-48
MES5500-32
MES5700-32

2948841/163362IPv4
73688/40562 IPv6

Konnyectso mapwpyTos L3
Multicast (IGMP Proxy, PIM)?

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1981 IPv4
505 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

4027 IPv4
1656 IPv6

1 3HayeHMe xapaKTepMCTUKM MOXKET M3MEHUTLCA NP ycTaHoBKe AnueH3nit EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT
TMNa IMLLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AMUEH3Npyembli

dYHKUMOHAN.

2 MapuwpyTbi IPv4/IPv6 Unicast/Multicast ucnonbsytot obLime annapaTHble pecypcbl.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

39

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

Konunyectso
VRRP-mappyTt1saTopos

MES5312
MES5316A
MES5324A 8174 IPv4l
MES5332A1 2040 IPv6!
MES5300-24
MES5300-48

14318 IPv4
MES5305-48 3577 IPV6
MES5400-48 16336 IPv4
MES5310-48 4088 IPv6

16370 1Pv4
MES5320-24 12309 1PV6

12278 IPv4
MES5400-24 2088 IPE
MES5410-48 245641/81002 IPv4
MES5500-32 245641/40562 IPv6
MES5700-32
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

255

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

127

1 3HayeHme xapaKTePUCTUKN MOXKET U3MEHUTLCA NP ycTaHoBKe anueH3nit EVPN/VXLAN nan MPLS B 3aBMCMMOCTH OT
TMNA IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AMUEH3NPYEMbIA
dYHKUMOHAN.

40 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

Konunuectso VRF

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A

16 (Bkatoyan VRF no ymonyaHuto)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

251 (BKkAtoyaa VRF no ymonyaHuio)

Konunuectso
L3-uHTepodeincos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2032

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 41

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F

MES35001-08P
MES35001-10P
MES35001-8P8F

MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

2050

MakcmanbHoe Kon4ecTso
VXLAN?

MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2476

MES5312

MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5500-32
MES5410-48
MES5700-32

4093

MaKcumanbHOe KOIMYecTso
MPLS-TyHHenen Bcex TMNOB,
MHKancynauma/
JeKancynauma’

MES5316A
MES5324A
MES5332A

4127

MES5300-24
MES5300-48

4346

L dyHKUMKM ncnonb3yioT obwue annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 UcnonbsosaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET MU3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa ULLEH-
31N U Mmogenm ycTpoiictea. Cm. pasgen 4.5.2.3 BoigeneHve annapaTHbIX PeCYpcoB Nog, ANLUEeH3Mpyemblii GyHKLMOHAN.
2 NoapobHyto nHbopmaLmio No pacnpeaeneHunio pecypcos ana MPLS-TyHHenel cm. Tabanua 36 — BoigeneHue anna-
PaTHbIX PECYPCOB NOA TMLEH3NPYEMbIN PYHKLMOHAN.

42 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5410-48
MES5500-32
MES5700-32
MES5400-48

4362

MES5316A
MES5324A 2048
MES5332A

MES5300-24

MES5300-48 2032

MakcumanbHoe KONmM4ecTso

TpaHCNopTHbIX MPLS-TyHHe- | MES5305-48
nen, uHKancynaumsa/ MES5310-48
Aekancynaumal MES5400-24
MES5410-48
MES5320-24
MES5500-32
MES5700-32
MES5400-48

2048

MES5316A
MES5324A
MES5332A
MES5300-24

MES5300-48
MaKcrumanbHOe KoInM4ecTBo MES5305-48

2048/15

cepBUCHbIX MPLS-TyHHene,

nHKancynaumsa/ MES5310-48
fekancynaumsa’ MES5400-24

MES5410-48
MES5320-24 2048/250
MES5500-32
MES5700-32
MES5400-48

MakcmmanbHoe Konnyectso GRE-TyHHeneir? 16

MakcmmanbHoe Konmyectso ECMP-rpynn 1024

! NMopapobHyto nHPopmaLumio No pacnpegeneHunto pecypcos ana MPLS-TyHHenel cm. Tabaunua 36 — Boigenenune anna-
paTHbIX PecypcoB noa, NnueH3npyemblii dyHKLMoHan. Tabamua 1 — ba3oBble GyHKLUMM YCTPOICTBA

2 dyHKUMM Mcnonb3ytoT obluue annapaTHble pecypcbl TCAM, cm. pasgen 2.2.2 Mcnonb3osaHue TCAM. 3HaueHue xa-
PaKTEPUCTUKN MOXKET MU3MEHUTLCA NPK ycTaHoBKe AnueH3nii EVPN/VXLAN nam MPLS B 3aBUCMMOCTM OT TMNA ANLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHure annapaTHbIX PeCcypcoB Nog NMLLEH3NpyeMblit pyHKLMOHAN.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 43
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48 8
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48

MES3300-48F
MaKcrumanbHOEe KoIn4ecTBo MES3500!1-08P

nyteit 8 ECMP-rpynne MES35001-10P

MES35001-8P8F
MES35001-24F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

64

MakcrmanbHoe konmyectso OSPF-npoueccos 20

MaKcumanbHoe Konnvectso OSPF-coceacts 64

MaKcumanbHoe KonnyecTtso IS-IS-coceacTs 32

44 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MaKcrmanbHoe KoAn4ecTso
BGP-coceacts

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48

32

MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

64

MakcumanbHoe Konnyectso BFD-cocepcTs?

128

MakcrmanbHoe kKonmyectso RIP-nupos

64

MakcmmanbHoe Konmyectso PIM-nupos

64

MakcmmanbHoe Konmyectso MSDP-nnpos

32

MaKcrumanbHoe KONNMYecTBo
SA-3anucen B8 MSDP-cache

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

1 dyHKUMKM ncnonb3yloT obuwue annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKMN MOXKET MU3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa NULLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHure annapaTHbIX PeCcypcoB Nog NMLLEH3NpyeMblit pyHKLMOHAN.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

45

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

6656

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

8192

MES5305-48 14336

MES5320-24
MES5400-24
MES5400-48
MES5310-48

16384

MES5410-48

MES5500-32 147456/8192

MakcumanbHoe Konandectso MSDP mesh-group 32

Konnuectso BupTyanbHbix Loopback-nHtepdeiicos | 64

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48 123 rpynnbl, 40 8 NOPTOB B Kaxa0M
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
Arperaumsa KaHanos (LAG) MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

MES5312

MES5316A
MES5324A
MES5332A
MES5300-24 128 rpynn, A0 8 NOPTOB B KaxK40M
MES5300-48
MES5305-48
MES5310-48
MES5320-24

46 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

128 rpynn, 80 32 NOPTOB B KaxKA0M

Konnyectso sk3emnnapos
PVST

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A

64

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

255

Konnuyectso aksemnaapos MSTP

64

Konnuectso DHCP pool

16

KauecTBo o6cnyxuBaHma QoS

8 BbIXOAHbIX OYepeaei AN Kaxaoro nopTa

CeepxanmHHble Kagpbl (jumbo frames)

MaKcmanbHbI pasmep naketos 10240 6anT

CreknpoBaHue

[Jo 8 yctpoticte (Kpome MES35001-08P, MES3500I-10P)

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 47
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

CooTseTcTBME CTaH4APTAM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

YnpasneHue

JNlokanbHoe ynpasnexue

Console

YpaneHHoe ynpasaeHue

SNMP, Telnet, SSH, web

du3nueckne XapaKTepPUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MCTOYHMKM NnuTaHmal

MES2300-08

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-24
MES3300-48

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 Ty, ans PM165-220/12

CeTb NnepemeHHOro Toka: 100-240 B,

47-63 'y, ans PM160-220/12

CeTb nepemeHHOro Toka: 100-240 B,

47-63 Iy, ana PM65-220/122

CeTb NocToAHHOrO Toka: 120-370 B ana PM65-220/122
CeTb NOCTOAHHOTO TOKa: 36—72 B ana PM100-48/12
BapuaHTbl NUTaHuA:

- OAVH UCTOYHUK NUTaHMA NOCTOAHHOTO AW NepeMeHHOoro
TOKa;

- ABa UCTOYHMKA NUTaHUA NOCTOAHHOMO WN NepemMeHHOro
TOKa C BO3MOKHOCTbH ropsyeit 3ameHbl.

MES35001-24F

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 'y, ansa PM165-220/12

CeTb nepemeHHOro Toka: 100-240 B,

47-63 Ty, ana PM65-220/122

CeTb NocToAHHOrO ToKa: 120-370 B ana PM65-220/122
CeTb NOCTOAHHOTO TOKa: 36—72 B ana PM100-48/12
BapuaHTbl NUTaHuA:

- OOVH UCTOYHUK NUTaHMA NOCTOAHHOTO AN MEePEMEHHOro
TOKaQ;

- ABa UCTOYHMKA NUTAHMA NOCTOAHHOIO MW NEPEMEHHOIO
TOKa C BO3MOXHOCTbIO ropsiueit 3aMeHbl.

MES2300-24

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24F
MES2300-24P DC

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-08P
MES2300-24P AC

CeTb nepemeHHoOro Toka: 200-240 B, 50-60 I'y,

! flna yetpoiicte MES2300-08 AC, MES2300-24 AC, MES2300B-24 AC, MES2300B-24F AC, MES2300B-48 AC agonycka-
€TCA 31eKTPOonNnUTaHMe OT NOCTOAHHOIO HanpAaXKeHua, gmanasoH 120-370 B DC

2 Nna 6noka nutaHma PM65-220/12 gonyckaeTca 3NeKTPOnNUTaHne oT CeTU NOCTOAHHOMO TOKa C HanpAXKeHWeM B Ana-

nasoHe 120-370 B DC

48 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb NnepemeHHoOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 12 B

XapaKTepUCTUKM 3apAAHOIo YCTPOMCTBA:

- TOK 3apaga:

1+0.1 A — MES2300B-48.

- HanpAXeHue cpabaTbiBaHWUA pacUennTenn Harpyskm —

10-10,5 B;

- MOPOroBoe HanpAXKeHne MHANKALUM HU3KOro 3apaga —

11B.
CeueHue nposoaa ana nogkntodeHna AKb He meHee
1,5 mm. Ana MES2300B-48 pekomeHAyeTcA UCNO/b-
3o0BaTb AKB emKocTblo He meHee 9 Ah.

MES2300D-24P

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ans PM450-220/12

CeTb nepemeHHOro Toka: 200-240 B,

47-63 'y, ansa PM380-220/12

CeTb NOCTOAHHOrO ToKa: 36—72 B ana PM380-48/12
BapuaHTbl NUTaHuA:

- OAVH UCTOYHUK NUTAHWUA NOCTOAHHOTO UN NEePEMEHHOro
TOKaQ;

- ABa UCTOYHMKA NUTAaHWUA NOCTOAHHOIO UM NEPEMEHHOro
TOKa C BO3MOXHOCTbIO ropsiyei 3aMeHbl.

MES2300-48P

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ana PM950-220/56

CeTb NOCTOAHHOTO TOKa: 36—72 B ana PM950-48/56
BapuaHTbl NUTaHuA:

- 10 ABYX UCTOYHMKOB NMUTAHWUS C BO3MOMXHOCTbIO ropsayeit
3aMmeHbl

MES35001-08P
MES35001-10P
MES35001-8P8F

CeTb NOCTOAHHOTIO TOKa:
C BK/ItOYEHHOM dyHKumel PoE: 45-57 B;
C OTKNtOYEHHOM PyHKumel PoE: 20-57 B

MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 'y, ana PM165-220/12

CeTb NnepemeHHOro Toka: 100-240 B,

47-63 'y, ans PM160-220/12

CeTb NOCTOAHHOTO TOKa: 36—72 B ana PM100-48/12
BapunaHTbl NUTaHuUA:

- OOVH UCTOYHMK NUTaHMA NEPEMEHHOTO TOKa;

- ABa UCTOYHWMKA NUTAHMA NEPEeMEHHOro TOKa C BO3MOKHO-
CTbiO ropAYen 3aMeHbl.

MES5300-24
MES5400-24

CeTb NnepemeHHOro Toka: 100-240 B,

47-63 'y, ana PM165-220/12

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 'y, ana PM160-220/12

CeTb NOCTOAHHOrO TOKa: 36—72 B ana PM160-48/12
BapuaHTbl NnnTaHuA:

- OAWH UCTOYHUK NMUTAHMA MOCTOAHHOIO MAN NEePeMeHHOro
TOKa;

- ABa UCTOYHWMKA NUTAHMA NOCTOAHHOIO MW NEPEMEHHOTO
TOKa C BO3MOKHOCTbH ropsiyeit 3aMeHbl.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 49
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES5300-48
MES5305-48
MES5310-48
MES5400-48

CeTb nepemeHHOro Toka: 200-240 B,

47-63 'y, ana PM350-220/12

CeTb NMOCTOAHHOrO TOKa: 36—72 B ana PM350-48/12
BapunaHTbl NUTaHuA:

- OOVH UCTOYHUK NMUTAHWUA MOCTOAHHOrO UAN MEPEeMeHHOro
TOKa;

- ABa UCTOYHWMKA NUTAHMA NOCTOAHHOIO MW NepPeMeHHOro
TOKa C BO3MOKHOCTbH ropsyeit 3aMeHbl.

MES5410-48
MES5500-32

CeTb NnepemeHHOro Toka: 200-240 B,
47-63 'y, ans PM600-220/12
CeTb NOCTOAHHOIO TOKa: 36—-72 B ans PM600-48/12

MES5320-24

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapuaHTbl nuTaHuA:

- OOVH UCTOYHUK NUTaHMA NEPEMEHHOTO TOKa;

- ABa UCTOYHMKA NUTaHUA NePEMEHHOr0 TOKa C BO3MOXHO-
CTbiO FOpAYEN 3aMeHblI.

MES5700-32

CeTb nepemeHHOro Toka: 100-240 B, 50-60 I'y,

BapuaHTbl NUTaHMA:

- OOVH UCTOYHMK NUTaHMA NEPEMEHHOTO TOKa;

- ABA UCTOYHMKA NUTaHUA NePEMEHHOr0 TOKa C BO3MOXHO-
CTbiO FOpAYEN 3aMeHblI.

[yckoBble TOKKU

MES2300-08

AC: SPM30-220/12, 50 A, 5 mc

MES2300-08P

AC: SPM270-220/56, 36 A, 5 mc

MES2300-24

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2300B-24

AC: SPM45B-220/12 rev.B, 15 A, 6 mc

MES2300B-24F AC
MES2300-24F DC

AC: SPM60B-220/12, 40 A, 1 mc
DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2300-24P AC

AC: SPM380-220/56, 25 A, 8 Mc
DC: SPM380-48/56, 200 A, 0,5-1,0 (72 B)

MES2300D-24P

AC: PM380-220/56, 16 A, 15 mc
AC: PM450-220/56, 15 A, 4 mc

MES2300B-48

AC: SPM60B-220/12, 40 A, 1 mc

MES2300-48P

AC: PM950-220/56, 41 A, 10 mc
DC: PM950-48/56, 52 A, 4 mc (72 B)

MES2300DI-28

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

AC: PM160-220/12, 50 A, 8 mc
AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

50 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES35001-08P
MES35001-10P
MES35001-8P8F

DC: DRS-270-56, 300 A, 1 mc

MES35001-24F

AC: PM65-220/12, 30 A, 3 mc

DC: PM100-48/12, 140 A, 4 mc (48 B)
DC: PM100-48/12, 200 A, 4 mc (72 B)
AC: PM165-220/12, 50 A, 8 mc

AC: PM160-220/12, 50 A, 8 mc

Notpebnaemas MOLLHOCTb

MES>300-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
AC: PM160-220/12, 27 A, 5 mc
MES5320-24 DC: PM160-48/12, 180 A, 0,2 mc (48 B)
DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5300-48
MES5305-48 AC: PM350-220/12, 100 A, 4 mc
MES5310-48 rev.B | DC: PM350-48/12, 320 A, 0,14 mc (72 B)
MES5400-48
AC: PM160-220/12, 50 A, 8 mc
MES5400-24 AC: PM165-220/12, 23 A, 5 mc
DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5410-48 AC: PM600-220/12, 18 A, 17,5 mc
MES5500-32 DC: PM600-48/12, 40 A, 4 mc (72B)
MES2300-08 He 6onee 13 BT

MES2300-08P

He 6onee 267 BT

MES2300-24

He 6onee 20 Bt

MES2300-24F
MES35001-24F

He 6onee 35 Bt

MES2300B-24

He 6onee 50 Bt

MES2300-24P AC

He 6onee 445 BT (c yyeTom Harpysku PoE)

MES2300-24P DC

He 6onee 480 BT (c yyeTom Harpysku PoE)

MES2300D-24P

He 6o0nee 850 BT (c yueTom Harpysku PoE)

MES2300DI-28

He 6onee 31 Bt

MES2300-48P

He 6onee 1600 BT (c yueTom Harpysku PoE)

MES2300B-24F
MES2300B-48

He 6onee 55 Bt

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 Bt

MES3300-48

He 6onee 45 BT

MES3300-48F

He 6onee 89 BT

MES35001-08P
MES35001-10P
MES35001-8P8F

He 6onee 270 BT (c y4éTtom Harpysku PoE)

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 BT
MES5324A He 6onee 73 BT

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 51
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES5332A He 6onee 85 Bt
MES5300-24 He 6onee 118 Bt
MES5300-48 He 6onee 157 BT
MES5310-48 He 6onee 170 BT
MES5320-24 He 6onee 155 Bt
mg?zggii He 6onee 150 Bt
MES5400-48 He 6onee 170 BT
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 Bt
MES5700-32 1350 Bt
MES2300B-24 24 Bt

MoTpebaseman MOLWHOCTb

6e3 yyeta 3apsga AKB MES23008-24F 40 BT
MES2300B-48

MES2300-24P 380 Bt
MES2300D-24P 720 Bt
MES2300-48P 1450 Bt

MES2300-08P
MES35001-08P
brogxxeT PoE MES35001-10P 240 Bt

MES35001-8P8F

MES2300-08P
MES35001-08P

MES35001-10P 240 Br
MES35001-8P8F
[OnA CMeHHbIX NICTOYHMKOB
AC, W DC, W
2x AC, W 2x DC, W
MES35001-08P DC - 8 - -
MakcumanbHas notpebnse- MES35001-10P DC B 9 B -
MaA MOLWHOCTb 6e3 y4yeTa MES2300-08P 11 - - -
Harpy3ku PoE
MES2300-24P AC 12 - - -
MES2300D-24P 18 i 57 i
rev.Cl
MES2300-48P AC 31 30 34 40
MES2300-08 13 Bt
MES2300-24 20 Bt
MES2300-08P
MES2300B-24 27Br
TennosblgeneHne MES2300-24F 35 g7

MES35001-24F

MES2300-24P AC 70 Bt

MES2300-24P DC 100 Bt

MES2300D-24P 130 Bt

52 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
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D ELTEX

MES2300DI-28 31 BT
MES2300-48P 150 BT
viszoonas | B
MES3300-24 33 BT
MES3300-08F 29 Br
MES3300-16F 37 BT
visaooas | 4SE"
MES3300-48F 89 BT
vesssooitor | 05"
MES35001-8P8F 50 BT
MES5312 25 Br
MES5316A 58 BT
MES5324A 73 BT
MES5332A 85 Br
MES5300-24 118 BT
MES5300-48 157 BT
MES5310-48 170 BT
MES5320-24 155 BT
e
MES5400-48 170 BT
MES5410-48 360 BT
MES5500-32 400 BT
MES5700-32 1350 Br
MES2300-08

AnnapaTHasa NoAAep»KKa MES2300-08P

Dying Gasp MES2300-24 ectb
MES2300B-24F
MES2300B-48

Ethernet-xommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 53
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HELTEX

MES2300B-24
MES2300-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

HeT

BeHTUnAuUA

MES2300-24
MES2300B-24
MES2300DI-28
MES35001-08P
MES35001-10P

nacCnBHOE OxXnaXaeHue

MES2300-24P
MES2300B-48
MES3300-08F

Front-to-Back, 2 BeHTMATOpa

MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300-48P
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5320-24
MES5400-24
MES5400-48

Front-to-Back, 4 BeHTUAATOpPA
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HELTEX

Front-to-Back/

MaKcrMManbHbIiA ypoBeHb
aKyCTMYECKOTO Wyma

MES5310-48 Back-to-Front?, 4 seHTunATOpa
MES5410-48 Front-to-Back/
MES5500-32 Back-to-Front!, 5 c4BOEHHbIX BEHTUAATOPOB
Front-to-Back/
MES5700-32
55700-3 Back-to-Front?, 6 cABOEHHbIX BEHTUAATOPOB
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300DI-28
MES35001-10P
MES35001-08P
MES35001-8P8F
MES35001-24F

C nepegHen naHenu, max < 33 ab
C 3afHen naHenu, max < 33 ab

MES2300-24P
MES2300D-24P

C nepegHen naHenn, max < 49,5 ab
C 3aaHen naHenu, max < 54 ab

MES2300B-48

c nepegHen naHenn, max < 52,1 ab
C 3afHel naHenu, max < 53,7 ab

MES2300-48P

C nepegHen naHenn, max < 52,1 ab
C 3aaHen naHenu, max < 53,7 nb

MES2300-24F
MES2300B-24F
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F

c nepegHen naHenu, max < 53,9 gb
C 3afiHei naHenu, max < 54,2 nb

MES3300-48 C nepegHen naHenn, max < 53,9 ab
MES3300-48F C 3afiHei naHenu, max < 54,2 nb
MES5312
MES5316A C nepegHen naHenn, max < 65,6 ab
MES5324A C 3aaHen naHenu, max< 71,2 b
MES5332A
MES5300-24 C nepep,?ew naHenu, max < 62,8 ab

C 3agHen naHenun, max < 69,1 ab
MES5300-48 C nepegHen naHenn, max < 61,4 ab
MES5305-48 € 3aaHen naHenu, max < 69,3 ab
MES5320-24 C nepep,tiem naHenun, max < 55 ab

C 3agHen naHenu, max < 62 ab
MES5400-24 C nepe,u,?em naHenu, max < 65 ab

C 3agHen naHenu, max< 71,2 gpb
MES5310-48 C nepegHen naHenn, max < 62,5 ab
MES5400-48 C 3afiHei naHenu, max < 70,8 nb

! Mo ymonyaHuio yctaHoBAeHa BeHTUAAUMA Front-to-Back. [1na yctaHoBKM Moy el seHTunaumm Back-to-Front o6pa-

TUTECb B KOMMEPYECKUI oTaen.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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HELTEX

Front-to-back:
C nepeaHen naHenu, max < 73,5 ab
C 3afHen naHenu, max < 85,1 ab

MHTepsan pabounx
Temnepatyp

MES5410-48 Back-to-Front:
C nepegHen naHenu, max < 78,8 nb
C 3afiHen naHenu, max < 85,4 ab
Front-to-back:
C nepegHen naHenu, max < 75,9 nb
MES5500-32 C 3agHen naHenun, max < 87,6 gb
Back-to-Front:
C nepegHen naHenu, max < 80,4 nb
C 3afiHen naHenu, max < 85,4 ab
Front-to-back:
MES5700-32 C nepegHen naHenu, max < 80,3 ob
C 3afHen naHenu, max < 89,2 ab
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P

Ot -20 go +50 °C

MES2300-24F
MES2300B-24F

OT1-20 go +65 °C

MES2300DI-28

OT1-40 go +60 °C

MES2300-48P

O1-10 go +50 °C

MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

O1-40 po +70 °C

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 go +45 °C

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

OT0 po +45 °C
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WHTepBan TemnepaTypbl XpaHEHUs

NHTepBan Temnepatypbl XpaHeHus ot -50 go +70 °C (ot -50
no +85 °C pna MES35001-08P, MES35001-10P wu
MES35001-8P8F)

/' MMepepn nepBbim BKAOYEHUEM MOC/AE XpaHeHUA
V npu TemnepaTtype meHbLiei, yem -20 °C, unu npu
6onbleit, yem +50 °C, TpebyercAa BbiAepKaTb
KOMMYTaTop Npu KOMHaATHOW Temnepatype He
MeHee 4YeTbIpEX YacoB..

OTHOCMTEeNbHAA BNAXKHOCTb MPU 3KCNyaTauum
(6e3 obpasoBaHMA KOHAEHcaTa)

He 6onee 80 % (ot 5 mo 95% ana MES3500I-08P,
MES35001-10P, MES35001-8P8F n MES3500I-24F)

OTHOCKTE/IbHAA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpasoBaHUs KOHAEHCATA)

Ot 10 go 95 % (ot 5 mo 95% pns MES3500I1-08P,
MES35001-10P, MES3500I1-8P8F n MES3500I-24F)

MES2300-08

310 x 44 x 159 mm

MES2300-08P

430 x 44 x 159 mm

MES2300-24

430 x 44 x 204 mm

MES2300B-24

430 x 44 x 158 mm

MES2300-24F
MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-24F

430 x 44 x 305 mm

labapuTHble pasmepsl MES3300-48
(W xBxT) MES3300-48F

440 x 44 x 330 mm

MES35001-08P

85x 152 x115 mm

MES35001-10P

85x 175 x 115 mm

MES35001-8P8F

150 x 175 x 124 mm

MES5312 430 x 44 x 230 mm
MES5316A

MES5324A 430 x 44 x 275 mm
MES5332A

MES5300-24

MES5320-24 440 x 44 x 309 mm
MES5400-24 440 x 44 x 321 mm
MES5300-48

MES5305-48 440 x 44 x 425 mm
MES5310-48

MES5400-48 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 mm
MES5500-32 440 x 44 x 534 mm

Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A, 57
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MES5700-32 440 x 44 x 530 mm
MES2300-08 1,61 kr
MES2300-08P 2,6 Kr
MES2300-24 2,94 kr
MES2300B-24 2,79 kr
MES2300-24F 4,03 kr
MES2300B-24F 4,08 kr
MES2300-24P 3,2 Kr
MES2300D-24P 6, 85 Kkr
MES2300DI-28 4,95 kr
MES2300-48P 9,98 kr
MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-08F 4,64 kr
MES3300-16F 4,89 Kkr
MES3300-24F 5,04 kr
MES3300-48 5,67 kr
MES3300-48F 5,68 Kr
Macca MES35001-08P 1,4 kr
MES35001-10P 1,76 kr
MES35001-8P8F 2,8 Kr
MES3500I1-24F 5,5 Kr
MES5312 3,8 Kr
MES5316A 3,6 Kr
MES5324A 3,7 Kr
MES5332A 3,8 Kr
MES5300-24 6,11 kr
MES5310-48 8,7 Kr
MES5320-24 6,1 Kr
MES5400-24 6,36 Kr
MES5300-48
MES5305-48 8,7 kr
MES5310-48
MES5410-48 12,1 kr
MES5500-32 11,8 kr
MES5700-32 12,23 kr
CpoK cny»bbl He meHee 15 net

=
V' Tun NUTaHUA YCTPOCTBa onpeaenseTca Npu 3aKase.
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2.4 KOHCTpYyKTUBHOE UCNONHEHue

B naHHOM pa3gene onuMcaHo KOHCTPYKTUBHOE UCMNOJIHEHME YCTPOCTB. MpeactaBneHbl N306paxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtatopbl  MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48,
MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P,
MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, MES5332A,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-
48, MES5500-32, MES5700-32 BbINO/IHEHbI B META/IZIMYECKOM KOPMyCe C BO3MOXHOCTbIO YCTaHOBKM B 19”
KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl MES35001-08P, MES3500I-10P 1 MES3500I1-8P8F BbINo/IHEHbI B METaNN-
YyecKom Kopnyce gns KpenaeHna Ha DIN-peiky.
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B Tabnumue 11 npuBeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB ynpaBieHus,

PacnoNOKEHHbIX Ha NepeaHei NaHean KOMMYTaTOPOB.

Tabanuya 11 — OnucaHue pa3beMOB, MHANMKATOPOB M OPraHoOB ynpasaeHns nepeaHei naHenm MES2300-08,
MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES3500I1-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24,
MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48,
MES5500-32, MES5700-32

No dnemeHT nepeaHeln naHenn OnwucaHwne
Unit ID NHAMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master NHauKaTop pexxuma paboTbl yCTPOMCTBa B COCTaBe CTeka (master — Beay-
wmin, backup — segomblit).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKATOp pe3epBHOro 3/1eKTPONUTAHUA.
dyHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponcTea u cbpoca K 3a-
BO/ZCKMM HaCTPOMKam:
) . - MPY HaXKaTUM HA KHOMKY AAUTENIbHOCTbIO MeHee 10 ¢ npoucxoguT nepe-
3arpyska ycTpoWcTBa;
- MPM HAXKaTMM Ha KHOMKY gauTenbHoCcTbio 6bonee 10 ¢ npouncxoaut copoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauuu.
KoHCObHbIV NOPT AN IOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 He ncnonb3yeTca
2 He ucnonb3yeTcA
3RX
4 GND
I
3 Console 5 GND
6 TX
7 He ncnonb3syeTcA
8 He ncnonb3syerca
Pacnaiika KoHconbHOro Kabena npusegeHa B pasgene «lpunoxkenune b.
KOHCO/IbHbIV Kabenb.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HUA YCTPOMUCTBOM.
YnpaBneHue ocyLecTBAAETCA NO CeTU, pas3aenbHO C KaHa/oM nepegayn
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
5 C 10G SFP+/1G SFP.
MES5300-24 JI0Tbl ANA YCTAaHOBKWM TPAHCUBEPOB /
[1-24] MES5320-24
MES5400-24
MES5310-48
1-48
[ ] MES5400-48
[XG1-XG2] MES5500-32
Ethernet-xommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500i-10P, MES3500I-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 65

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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[XG1-XG4]

MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES35001-24F

[XG1-XG2]

MES5700-32

MES5316A
MES5324A
MES5332A
MES5320-24
MES5400-24
MES5500-32
MES35001-24F
MES5700-32

USB-nopr.

[HG1-HG6]
[HG1-HG32]

MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32

CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.

[1-20]

MES2300-24F
MES2300B-24F
MES3300-24F
MES35001-24F

[1-4]

MES3300-08F

[1-12]

MES3300-16F

[1-48]

MES3300-48F

CnoTbl gna yctaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).

(5-8]

MES3300-08F

[13-16]

MES3300-16F

[21-24]

MES2300-24F
MES2300B-24F
MES3300-24F
MES35001-24F

4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.

10

[1-24]

MES2300-24
MES2300B-24
MES2300DI-28
MES3300-24

[1-48]

MES2300B-48
MES3300-48

[1-10]

MES2300-08
MES2300-08P

MopTbl 10/100/1000BASE-T.

11

100-240 V AC
50-60 Hz

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24F

Paszbem AnA NOAKNIOYEHUA K UCTOYHUKY I1EKTPONUTAHUA NepemeHHOro
TOKa.

66 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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36-72 VDC MES2300-24 Pasbem AnAa NOAKAOYEHUA K UCTOYHWUKY SNEKTPOMUTAHMA NOCTOAHHOMO
MES2300-24F TOKa.
[1-24] MES2300-24P
12 MES2300D-24P | noprei 10/100/1000BASE-T (RJ-45) PoE/PoE-+.
[1-48] MES2300-48P
13 | [1-48] MES5410-48 CnoTbl pna ycTaHoBKM TpaHcueepos 1G SFP/10G SFP+/25G SFP28.
14 | 12V DC MES2300B-24F Knemmbl gna nogkntoueHna akkymynatopHoli 6atapen 12 B.
15 200-240 V AC MES2300B-24 Pasbem AnAa NOAKNIOYEHUNA K UCTOYHUKY S1EKTPONUTAHUA NepeMeHHOro
50-60 Hz MES2300-24P TOKa.
16 | Link/Speed MES2300DI-28 CBeToBan MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPDENCOB.
MES2300-08
[ )
17 = MES2300-08P Knemma gna 3asemneHuna yCTpoucrsa.
MES2300-08
18 | [11-12] MES2300-08P Cnotbl Ana yctaHoBKM TpaHcuBepos 1000BASE-X (SFP).
CnoTbl gna ycTaHoBKM TpaHcusepos 40GBASE-R4 (QSFP+)/100GBASE-R4
1 1-32 MES5700-32
9 | 1-32] 55700-3 (QSFP28)/400GBASE-R8 (QSFP56-DD).
=
Helrex
— MES35001-10P
5 —
lg”;o;
5O Os 4
L | (ool
| Q Pwr1
QO rwr2
O Alzrm 3
OTsmp
6—
o 1
2
1.8 - 10/100/1000BASE-T PoE+
PucyHok 36 — NepeaHas naHenb MES35001-08P
Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 67
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=
JeLtex
MES3500(-10P
1 ﬂ
’ ﬂ
’ ﬂ
PoE
0 10 02
ool
! @:] HeYoll 4
(ool
KO OrwR1
T o] QO rwr2
O Alzrm 3
WK Q Q Temp
L o]
KO E
° 1
spD Q)
Console
L3 0] 2
L | [ o]
1.8 - 10/100/1000BASE-T FoE+
9.12 - 100BASE-FX / 1000BASE-X

PucyHok 37 — NepeaHas naHeno MES3500I1-10P

=
| JueLTeX
MES35001-8P8F
! © PwR1
O pwR2
3 Q Alarm 3
5 ] 0 D Q Temp
L
] 0 S
0 0 Ny
REES £ RS -
] 0
1—] E
9 [o)e]
E :
2 Console
o0 )

l

O
O

el
|

1..8 - 10/100/1000BASE-T, 802.3at PoE+
9..16 - 100/ 1000BASE-X
XG1..XG2 - 1000BASE-X/10GBASE-R

)

PucyHok 38 — lNepeaHas naHenb MES3500I-8P8F
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HELTEX

B Tabaunue HUXKe NpuBeaeH NepeyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB W OPraHoB ynpas/e-
HUMA, PAaCnoJIOXKEHHbIX Ha NepeaHen NaHenn Kommytatopos MES35001-08P, MES35001-10P n MES3500I-

8P8F.

Tabnnua 12 — OnucaHve pas3bemoB, WMHAOMKATOPOB WM OPraHOB YNpaB/ieHUA nepeaHer naHenu
MES3500I1-08P, MES35001-10P, MES3500I-8P8F

No dnemeHT nepeaHeit naHenu

OnucaHue

PyHKUMOHANbHAA KHOMKa AN nepesarpysku yctpoiictea u cbpoca K 3a-
BOACKMM HAaCTPOMKaM:

- NPW Ha)KaTUK Ha KHOMKY AANTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepe-
3arpysKa yCTpOKnCTBa;

- NPW HaXKaTUKW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoamt cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuuu.

2 Console

KoHCO/IbHbIN nopT ANA TOKa/IbHOTO ynpasaeHnAa YCTDOVICTBOM.

PWR1, PWR2 NHAMKaTOPbl NUTAHWA YCTPOMCTBA.
3 Alarm UHpmKaTop aBapun.
Temp UHOMKaTop TemnepaTypsl.
4 [1-8] CseToBasn MHAMKauua PoE.
5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
6 [9-12] MES35001-10P | MopTbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P MopTbl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo
8 [XG1-XG2] MES35001-8P8F | CnoTbl ans yctaHoBKM TpaHcmBepos 10G SFP+/1G SFP.
9 | e MES35001-8P8F | USB-nopr.

BHewHWn BMA, BepxHel naHenu kommytatopos MES35001-08P, MES3500I-10P n MES3500I1-8P8F

npueeaeH Ha pUCyHKe HUXKe.

B—

PucyHok 39 — BepxHaa naHenb MES35001-08P u MES3500I1-10P

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 69
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 40 — BepxHaa naHenbs MES35001-8P8F

Tabnvua 13 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHOB YMpPaB/IEHUSA BEPXHEM mnaHenu

MES35001-08P, MES35001-10P, MES35001-8P8F

No dnemeHT nepeaHeln naHenm

OnucaHue

1 | ==

Knemma gna 3aszemneHua YCTpOVICTBa.

2 PWR1, PWR2

Paszbembl ONA NOAKNHYEHUA K UCTOYHUKAM 3N1EeKTPONMUTAaHNA NOCTOAHHOIO
TOKa.

3 Dry contact

PeneliHbiv Bbixog curHanmsaumm 1 A, 24 B DC ¢ HOpMaibHO 3aMKHYTbIM

(NC — Normal Closed) u HopmanbHo pa3omkHyTbiM (NO — Normal Open)
KOHTaKTaMM.

7 0 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHMn BuA 3agHenm naHenu KommyTtatopos MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48,
MES3300-48F, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32, MES5700-32 npuBegeH Ha PUCYHKAX HMXKe.
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PucyHok 45 — 3agHaa naHens MES2300-24P
Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A, 71

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 46 — 3agHAaa naHenb MES2300D-24P

® J® -
@ asre M oo ||=
. -
[ Joiiniid
| \
1 2 3

aewrex  (IC] g
TYEIY
(N i

SNXURCNRRR 5

PucyHok 51 —3aaHaa naHenb MES3300-08F
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MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



PucyHok 54 — 3agHaa naHenb MES3300-48, MES3300-48F
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PucyHok 55 — 3agHaa naHenb MES35001-24F

Lo

PucyHok 56 — 3agHaa naHenb MES35001-08P, MES3500I1-10P

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 73
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

B2 VD0E
=

=N

100240 V AC =
50460 He =

1 2 2 2 2 3 4

®I2 V06
()
100:200 ¥ AC
R 5060 B
aaE
®

@)\‘Hf( ,\"
LN

¥ Y

2‘ 3 2 2 75 6 1 2 |2 4

aaaaaa

100-240V AC
50-60 Hz

@ ®
iz
P S=21C)

PucyHok 61 —3agHAa naHenb MES5320-24, MES5400-24
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PucyHok 62 — 3agHaa naHenb MES5400-48
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PucyHok 63 —3agHaa naHenb MES5410-48
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PucyHok 65 — 3aagHaa naHenb MES5700-32

B Tabnvue 13 npuBepeH nepeveHb PasbeMoB, PACMOJIOMKEHHbIX Ha 33aAHeil MNaHeNn KOMMYTaTopoB
MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F,
MES5312, MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5320-24,
MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32.

Tabnnua 14 — OnucaHvMe pasbemMoB 3afdHel naHenn KommyTaTopoB MES2300-08, MES2300-08P,
MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, @ MES2300-24P,  MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32, MES5700-32

No dNeMeHT 3aZHeln naHenun OnucaHue
—_— v
1 Knemma 3azemneHna = Knemma pgna 3asemneHuna ycTpomcTsaa.
2 BeHTUANATOPBI BeHTMNATOPbI ANA OXNaKAEHUA YCTPOMCTBA.
3 CnotT ans ycTaHOBKM pe3epBHOro 610Ka nutaHma AC uam DC.
Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 75

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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NMUTaHUA

CnoTbl ANA YCTAaHOBKU 6nokoB

CnoT gns yCcTaHOBKM OCHOBHOTO 610Ka nuTtaHua AC nam DC.

5 Console

KOHCONbHbIM NOPT ANA IOKANBbHOIO YNpaB/eHUA YCTPOUCTBOM.

mg:g;gg_ig :;)E;;fc:;:i;g;g;g1/\10/100/1000BASE-T (RJ-45) pnsa yaaneHHoro ynpas-
6 008 MES5310-48 YnpasneHue OCVLLI,E(;TBHHETCH no ceTu, pasae/bHO C KaHaIoM Nepeaayn
MES5410-48 !
MES5400-48 AQHHbIX.
7 5 USB-nopr.
MES35001-08P KpoHLWTeNH Ansa ycTaHoBKK ycTpoicTea Ha DIN-peitky.
8 KpoHwTeiH MES35001-10P

MES35001-8P8F

2.4.3 bokoevble naHenu ycmpolicmea

QOO0A0000000
Q0000 CItI)
TR aTa e R
coboEossecan

PucyHoK 66 — JleBas 6oKkoBan naHenb MES2300-08

PucyHok 68 — flesaa 6okoBas naHenbs MES2300-24, MES2300B-24, MES2300-24P
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PucyHok 69 —

JNleBana 60KkoBaa naHenb MES2300-24F

® @

@®

@®

PucyHok 70 —

MpaBas bokosas naHenb MES2300-24F

7 6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
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PucyHok 72 — JleBas 60KoBan naHenb MES2300D-24P
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PucyHok 73 — JleBass 60KkoBan naHenb MES2300DI-28
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PucyHok 75 — JleBaa 60okoBas naHenb MES2300B-48
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PucyHok 90 — NpaBasa 6okosas naHenb MES5500-32

Ha 60KoBbIX NnaHenax yCTpOVICTBa pacnonoXeHbl BEHTUNALUMOHHbDbIE PELUETKN, KOTOPbIE CAyXKaT ONA
oTBoaa Tenna. He 3aKprBal71Te BEHTUNAUNOHHbIE OTBEPCTNA NMOCTOPOHHMMU NpeaMeTamMmM. JTO0 MmoXKeT
npumeBecTn K neperpesy KOMMNOHEHTOB YCTpOﬁCTBa M BbI3BATb HapyLWweHNA B €ro pa60Te. PekomeHpgauuun no
YCTaHOBKe YCTpOl\aCTBa pPacnonoXeHbl B pa3gene «YCTQHOBKA 1 NOAKOYEHMEY.

2.4.4 Ceemoeasn uHOUKayusa

CocrtosHue uHTepodeiicos Ethernet nnanumnpyetca asyma ceetoanmoaHbIMU MHANKaTOpamu, LINK/ACT
3eneHoro useta u SPEED aHTapHOro ugeTa. PacnonoxeHune cBeToANOA0B NOKa3aHO Ha PUCYHKaX HUXKe.

Link @ O Speed
T ol

]

PucyHok 91 — BHellHuWIA BUA oaMHapHOro pasbema SFP/SFP+

Do ]
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LINK/ACT  SPEED

PucyHOK 92 — BHelwHKWI1 BUA, cABOEHHOro pasbema SFP/SFP+/SFP28

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 79
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LINK/ACT SPEED

PucyHok 93 — BHewHMi1 BMA pa3bema RJ-45

LINK/ACT ~ SPEED

00 Avw OO0

PucyHok 94 — BHewHu BMA, pasbema QSFP+ n QSFP28 ana MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48

Ona  mogenn MES5500-32 coctoaHne wuHTepderncos QSFP28 uHAMuMpyeTcA 4YeTblpbmaA
CBETOANOAHBIMU MHANKATOPAMM 3€/1€HOT0 U AHTAPHOIO UBETOB: AaHHble MHAMKATOPbI MOTYT NPUHUMATb
Kak posb LINK, Tak n SPEED, nx coctosHMs onucaHbl B Tabsmuax 21, 22, 22. A KaxK4oro pexxmma padboTbl
nopta WMHAMKATOPbl MMEIT pas/nyHoe HasHayeHwe. Beuay storo B Tabauuax 21, 22, 22 paHHble
WMHAMKaTOpbl ByayT NPOHYMEpPOBaHbI KaK K MHAMKATOP 1», K MHAMKATOP 2», «MHAUKATOP 3», K<MHANKATOP 4».

CocToAHMe wWHTepdelicoB XG-NOpPTOB MHAMLMPYETCA ABYMA CBETOAMOAHLIMW WMHAMKATOPaMMU,

LINK/ACT 3eneHoro useta 1 SPEED aHTapHOro LBeTa. Pacnoso)eHne cBETOAMOA0B NOKa3aHOo Ha PUCYHKaXx
HUXe.

WMHuankatop 1 O (T-) Cl) O NupmkaTop 4

WMHauwkartop 2 WMuawnkaTop 3

MHaukartop 1 WMupvkatop 4

WMuaukaTop 2 O CI) CI) O NHamkatop 3

PucyHok 95 — BHewHMI Bug, pasbema QSFP+ 1 QSFP28 ans MES5500-32
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Tabnuua 15 — CBeToBasA MHAMKALMA COCTOAHUA UHTepdelicoB QSFP56-DD ans MES5700-32

BbikntoueH loput loput loput MwuraHune

NOCTOAHHO NOCTOAHHO NOCTOAHHO

BbikntoueH loput loput loput -
NOCTOAHHO NOCTOAHHO NOCTOAHHO

BbikntoueH BbikntoueH loput loput -
NOCTOAHHO NOCTOAHHO

BbikntoueH BbikntoueH BbikntoueH loput -

NOCTOAHHO

MopT BbIKAOYEH
WU coefiMHeHue
He YCTaHOB/EHO.

YCTaHOB/EHO CO-

eguHeHune Ha
ckopoctn 40 unun
100 réwmr/c.

YCTaHOBNEHO CO-

eguHeHue Ha
CKOpOCTH 200
réut/c.

YcTaHoBIEHO CO-
eAnHeHue Ha
CKOpOCTH 400
réur/c.

MpeT nepegava
OAHHbIX.

Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
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Tabnnua 16 — CeBeToBan MHAMKaLMA cOCTOoAHMA MHTepdeicoB QSFP28 ana MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48

BbikntoueH

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MAN cCOeauHe-
HUWe He YCTaHOB/IEHO.

BbikntoueH

FopnT NnocToAHHO

FopuT nocToAHHO | FTOPUT NOCTOAHHO | BbIKAtOYEeH

YcTaHOBNAEHO coeguHeHue Ha
ckopoctu 40 réut/c.

lopuT nocToAHHO

fopuT NOCTOAHHO | [OPUT NOCTOAHHO | FOPUT NOCTOAHHO

YcTaHOBNAEHO coeauHeHue Ha
ckopocTn 100 réut/c.

Mwuranue

- MaeT nepepaya AaHHbIX.

Tabnunua 17 — CBeToBan MHAMKALMA COCTOAHUA MHTepdeicoB SFP28

BbikntoueH BbikntoyeH MopT BbIKNOYEH AN COeAUHEHNE HE YCTAHOB/IEHO.
FopnT NnoCcToAHHO BbikntoueH YcTaHOBMEHO coeAnHeHmne Ha ckopocTu 1 Iéut/c.
lopwuT nocTtoAHHO BbikntoueH YcTaHOB/IEHO coeanHeHne Ha ckopoctu 10 Méut/c.

FopnT nocToAHHO

FopuT NnocToAHHO

YcTaHOBNEHO coeAnHeHMe Ha ckopocTu 25 Meut/c.

Mwuranue

MpeT nepepaya AaHHbIX.

Tabnunua 18 — CBeToBan MHAMKaALMA COCTOSHUA UHTepdelicoB SFP+

BbikntoueH

BbikntoyeH

MopT BbIKNOYEH AU COEANHEHME HE YCTAHOBNEHO.

FopnT NnocTOAHHO

BbikntoyeH

YcTaHOBAEHO coeAnHeHmne Ha ckopocTu 1 Iéut/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctv 10 Féut/c.

Mwuranue

MpeT nepepava AaHHbIX.

Tabanuya 19 — CeBeToBan MHAMKaLMA cOCTOAHMA UHTepdeiicoB SFP

BbikntoueH

BbikntoyeH

MopT BbIKAOYEH AU COeANHEHME He YCTaHOBAEHO.

lopuT nocTtoAHHO

BbikntoyeH

YcTaHOB/IEHO coeanHeHne Ha ckopoctn 100 M6uT/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOB/EHO coeanHeHune Ha ckopoctu 1 reut/c.

Mwuranue

MpeT nepesaya AaHHbIX.
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Tabauua 20 — CeeToBasA MHAMKaLMA cocToaHuA Ethernet-noptos 10/100/1000BASE-T

BbikntoueH BbikntoueH MopT BbIK/OYEH AN COEAUHEHME HE YCTaHOBAEHO.

YCcTaHOB/EHO coeAnHeHne Ha ckopocTti 10 M6uT/c uam

BbIkntoueH 100 M6uT/c.

lopuT nocToAHHO

FopuT NOCTOAHHO opuT NoCcTOAHHO YcTaHOB/IEHO coeanHeHne Ha ckopocty 1000 MéuTt/c.

MwuraHune - MpeT nepenava AaHHbIX.

Tabnvua 21 — CBeToBasA MHAMKaLMA COCTOAHUA MHTepdeiicoB QSFP28 ans MES5500-32

MopT BbIKAKOYEH WAN COefMHEHME He
BbikntoueH BbikntoueH BbikntoueH BbikntoueH

YCTaHOB/EHO.
loput loput loput

YCTaHOB/IEHO COeAMHEeHUEe Ha CKOpPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoyeH 40 r6ut/c
3e/IeHbIM AHTAPHbIM AHTAPHbIM ’
loput loput loput Foput

YCTaHOB/NIEHO COeAMHEeHUEe Ha CKOpPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 100 M6ut/c
3e/leHbIm AHTAPHbIM AHTAPHbIM AHTAPHbIM '
MwuraHune - - - NpoeT nepepava gaHHbIX.

Tabnuua 22 — CeeToBas UHAMKAUMA cocTossHUA nHTepdelicoB QSFP28 ana MES5500-32 B pexkume pacuien-

NeHnA

MopT BbIKAKOYEH WAN COEOMHEHME He
BbikntoueH BbikntoueH BbikntoueH BbikntoueH

YCTaHOB/IEHO.
loput loput loput Foput

YCTaHOB/NIEHO COeAMHEHUEe Ha CKOpPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

1/10/25 réut/c.
3e/1leHbIM 3e/1leHbIM 3e/leHbIM 3e/1eHbIM
MwuraHune MwuraHune MwuraHune MwuraHue MpoeT nepegava gaHHbIX.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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Tabnunua 23 — CBeToBas UHAMKALUMA cOCTOAHUA MHTepdeiicos QSFP56-DD ans MES5700-32 B pexxume pac-
wenneHus

BbikntoyeH lopur lopur loput MwuraHue
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH loput loput loput -
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH loput loput -
NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH BbikntoueH loput -
NOCTOAHHO

MopT BbIKAOYEH
MU coeguHeHne
He YCTaHOB/EHO.

YcTaHoBIEHO Cco-
efnHeHune Ha
ckopoctn 40 unun
100 réwmr/c.

YcTaHoB/IE€HO CO-
eauHeHune Ha
CKOpOCTH 200
réur/c.

YcTaHOBIEHO CO-
eauHeHne Ha
CKOpOCTH 400
réur/c.

MpeT nepegava
OaHHbIX.

Tabnnua 24 — CBeToBaA MHAMKaLMA COCTOAHMA MHTepdeicos SFP+ gna MES5500-32

BbikntoueH

BbikntoyeH

MopT BbIKAOYEH AW COeANHEHME He YCTAaHOBAEHO.

[opuT nocToAHHO

[opuT noctoAaHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctv 10 Meut/c.

Mwuranue -

MaoeT nepegaya gaHHbIX.
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NHuankatop Unit ID (1-8) cayxut ans obo3HayeHUa Homepa yCTpomcTBa B cTeKe. CUCTEMHble

Tabnuua 25 — CeeToBas MHANKALMA CUCTEMHbIX MHANKATOPOB

nHamnkatopsbl (Power, Master, Fan, RPS) cay»at ana onpeaeneHma cocTossHUA paboTbl y310B KOMMYTAaTOPOB.

Ha3eaHue DyHKYUA .
CocmosHue uHOuUKamopa CocmosaHue ycmpolicmea
uHOukKamopa uHOukamopa
BbikntoyeH MuTaHWe BbIKAOYEHO.
o MuTaHne BKAOYEHO, HOPMa/bHasA
3eneHbll, ropuUT NOCTOAHHO N
paboTa ycTpoicTea.
OTcyTCTBME NEPBUYHOrO NUTAHUA
MES5312 . | ocHoBHOro McTOUYHMKa (NPU NUTaHUK
MES5316A Oparixesbii YCTPOIiCTBa OT pe3epBHOro
MES5324A MCTOYHMKA).
MES5332A o
KpacHbin ABapuA BTOPUYHOIO UCTOYHMKA.
MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F KpacHbin ABapua BTOPUYHOIO MCTOYHMUKA.
MES2300DI-28
MES2300B-24F
Cocroarue MES2300-24P
Power WCTOYHWKOB MES2300B-48
nnTaHnA MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5300-24 OTCyTCTBME NEPBMYHOIO NUTAHMA
MES5300-48 KpacHbiii OCHOBHOIO UCTOYHMKA (NpY NUTaHUK
MES5305-48 YCTPOICTBa OT pe3epBHOro UCTOYHMKA)
MES5310-48 WU aBapuA BTOPUYHOTO MCTOYHUKA.
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32
MpusHak . YCTpoICcTBO ABNAGTCA «MacTeEPOM» B
3eneHbln, rOpUT NOCTOAHHO
Master BeayLiero cTeke.
yCTpOICTBa Npu YCTPOICTBO He ABNAETCA «KMacTeEpPOM»
BbikntoyeH
paboTe B cTeKe B CTEKe.
3enenbii, Bce BHYTpeHHWe cuctembl paboTaioT B
MES2300-24F roput LITATHOM peskmme.
MES2300B-24F NOCTOAHHO
MES2300-24P BO3MOXXHaA HeNCNpaBHOCTb
MES2300D-24P KpacHbii, BEHTUNATOPOB, BbICOKAA Temmnepatypa
MES2300B-48 roput Ha O4HOM M3 TEPMOAATYNKOB.
NHamkaTop
Status COCTORHMA MES2300-48P NOCTOAHHO Owwnbkn PoE (TonbKo gnn
o MES2300-48P).
yCTpoWncTBa -
MES2300-08 f:'ss:bm' Bce BHyTpeHHWe cuctembl paboTaioT B
MES2300-08P HOCTORHHO LWTAaTHOM pexume.
MES2300-24 "
KpacHbin,
MES2300B-24 ropuT BbicoKkaa TemnepaTtypa Ha O4HOM 13
MES2300DI-28 TePMOLATYMNKOB.
NOCTOAHHO
Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 85
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CocTosiHne 3eneHbli, FOpUT NOCTOAHHO Bce BEHTUAATOPbLI MCMPABHbI.
Fan BEHTUNATOpPA . OTKas ogHoro unu 6onee
KpacHbIN, ropuT NOCTOAHHO
oXJlaXaeHun BEHTUNATOPOB.
Pe3epBHbIN UCTOYHUK YCTAHOB/IEH,
3eneHbli, ropuT NOCTOAHHO NUTaHWe BKAOYEHO, paboTaeT
Pexum paboTbl
HOPMAaNbHO.
€3epBHOro
RPS pesep OTcyTCTBME NEPBMYHOIO NUTaHMA
MCTOYHMKA o
KpacHbIN, ropuT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nuTaHus
HEeNCnpPaBHOCTb.
BbikntoueH Pe3epBHbIN UCTOYHUK HE MOAK/OYEH.
3eneHbii
ropuT ’ MoakntoyeH notpebutens PoE xoTa Bbl
PoE P B OAMH NOPT.
MES2300-08P MOCTOAHHO
R KpacHbin
CoctosHue PoE MES2300-24P r: - , Asapus PoE (NOpT 8 COCTOAHMM
P neperpysku, rnobanbHan aBapus PoE).
NOCTOAHHO
BbikntoyeH MoTpebutenn PoE He NOAKNIOYEHDI.
3eneHsbin, AKB nogKntoyeHa, NUTaHWe B HOpPMe.
ropur
NOCTOAHHO
3eneHsbin, AKE 3apsrkaeTtcs.
muraet
KpacHbin- OcHoBHOe NuTaHue oTkAoYeHo, AKb
MES2300B-24 3:neHbu71 paspsaxaetca ,
Battery Coctoanne AKE | MES2300B-24F raer ’ '
MES2300B-48 " =
KpacHbin, Hu3kmn yposeHb 3apaga AKB.
muraet
KpacHbii, ABapus PTE (pacuenuTtensa Toka
roput 6aTapewm).
NOCTOAHHO
BbikntoyeH AKB oTKAoYeHa.
3eneHbll,
DT BnoK NUTaHWA yCTaHOBAEH B C/OT,
P nUTaHWe BKIOYEHO.
NOCTOAHHO
MES2300-48P BNOK NUTaHWA yCTaHOBAEH B CNIOT, HO
CocTosAHue b1oKa .
PS1 . MES2300D-24P KpacHbin, nUTaHMe OTKAOYEHO; 610K NUTaHKUA
nutaHua Main
MES3500I1-24F roput YCTaHOBJ/IEH B CN10T, MUTaHUe
NOCTOAHHO BK/IHOYEHO, HO MMeeTCA
HEeWCNpPaBHOCTb.
BbikntoyeH BNOK NUTaHWA He YCTaHOB/EH B CNOT.
3eneHbin,
ropUT BnoK NUTaHWA yCTaHOBNEH B C/OT,
P nuUTaHWe BKAOYEHO.
NOCTOAHHO
CoctoAHue 6naoka | MES2300-48P BNOK NUTaHWA yCTaHOBAEH B CNIOT, HO
nUTaHuA MES2300D-24P KpacHbin, nUTaHMUe OTKAYeHOo; 610K NUTaHUA
pPS2 Redudant MES3500I1-24F roput YCTaHOBJ/IEH B CNOT, MUTaHUe
NOCTOAHHO BK/IHOYEHO, HO MMeeTcA
HencnpaBHOCTb.
BbikntoyeH BNoK NUTaHWA He YCTaHOB/EH B C/IOT.
3eneHbln,
roput MopaHo nutaHue Ha BBog PWR1.
PWR1 UnamkaTopsl MocToAHHG
coCToAHMA MES35001-08P BbIkntoyeH MutaHue Ha BBog PWR1 He nogaHo
AUTarMA MES35001-10P ’
y MES35001-8P8F | 3€/1€HbIN,
ycTponcTea roput MoaaHo nutaHue Ha Beog, PWR?2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
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MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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NHaunkaTop
Alarm aBapum
NHpukatop
Temp Temneparypbl
PoOE NHaunkaTopbI
cocToaHuA PoE

KpacHbin
r: T ! nobanbHan aBapus PoE-KoHTponnepa

P (He oTBeuyaeT PoE-KoOHTpOANEP).
NOCTOAHHO
BbikntoyeH HopmanbHana paboTa ycTpoiicTaa.
KpacHbiin,
roput Meperpes ycTpoiicTBa.
NOCTOAHHO
BbIKAtOYEeH HopmanbHas paboTa, neperpesa Her.
3eneHbii
roDUT ’ MoaknoyeH notpebutens PoE B

P COOTBETCTBYHOLLMIA NOPT.
NOCTOAHHO

MoTpebutens PoE He nogKkntoyeH B

BblkAtoyeH

COOTBETCTBYIOLLMI NOPT.
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2.5 KomnnekTt nocraBKku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nuTaHms EBpoBunka-C13, 1.8m (Tonbko ana MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300B-48);

—  WHyp nutaHms NBC 2x1.5, 2m (Tonbko ana MES2300B-24, MES2300B-24F, MES2300B-48,
MES3500I1-08P, MES35001-10P);

— Pa3bem KabenbHol yacTn 2EDGK-5.08-02P-14-00AH — 2 wr. (Tonbko ana MES3500I1-08P,
MES3500I-10P, MES3500I-8P8F);

— Pa3bem KabenbHol Yactu 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ans MES35001-08P,
MES3500I-10P, MES35001-8P8F);

— MamAaTKa 0 AOKYyMeHTaumu;

— CepTudurKaT COOTBETCTBUS;

— MNacnopr.

Mo 3aKka3y NoKynaTtena B KOMMAEKT NOCTaBKN OMUUOHAAbHO MOTYT 6bITb BKNIOYEHDI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanma PM65-220/12 (ana MES2300DI-28, MES3300-24, MES3300-08F,
MES3300-16F, MES3300-24F, MES3300-48, MES3500I-24F);

— Moaynb nutaHma PM160-220/12 (gna MES3300-08F, MES3300-16F, MES3300-24,
MES3300-24F, MES3300-48, MES5312, ana cepun MES53xxA, MES5300-24, MES5320-24,
MES5400-24);

— Mogaynb nutaHma PM350-220/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Mogaynb nutaHma PM600-220/12 (ana MES5410-48, MES5500-32);

— Mogaynb nutaHusa PM450-220/56 (ana MES2300D-24P);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nuTaHms EBpoBuaka-C13, 1.8m (B cnyyae KomnnekTaumMm moaynem NUTaHUS
PM160-220/12, PM350-220/12, PM600-220/12 nnu PM950-220/56);

—  Moaynb nutanmua PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepum MES53xxA);

—  Moaynb nutaHua PM160-48/12 (ana MES5300-24, MES5320-24, MES5400-24);

—  Moaynb nutaHma PM165-220/12 (ans MES2300DI-28, MES3300-08F, MES3300-16F,
MES3300-24, MES3300-24F, MES3300-48, MES3300-48F, MES3500I1-24F, MES5300-24,
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24);

—  Moaynb nutavua PM350-48/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Moaynb nutaHua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHma PM950-48/56 (ana MES2300-48P);

—  WHyp nutanua NBC (B cayvae KoMmnaekTaumm moaynem nutaHna PM100-48/12,
PM160-48/12, PM350-48/12, PM600-48/12 unn PM950-48/56);

—  SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KPOHWTENHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHDbI A5 YCTAaHOBKM B CTOMKY M BUHTbI A41A Kpen-
JNIEHUNA KPOHLUTEMHOB K KOpNycy YCTPOMCTBA. Ha KpOHLITEMHAX PAcnoN0XKEHbI LECTb KPeneKHbIX OTBEPCTUM
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto
n aBepLel cepsepHoro wrada. A ycTaHOBKM KPOHLWTENHOB BbibepuTe OANH U3 BapMAHTOB KpPenieHuA:

PucyHok 97 — BapuaHT KpenaeHua KpoHWwTenHoB No2

1. CoBmecTtuTe BblibpaHHble YeTblpe OTBEPCTUA A1A BUHTOB Ha KPOHLUTEMHE C TAKMMU Ke OTBep-
CTUAMM Ha BOKOBOW NMaHen YCTPOICTBA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCY.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KPpoHLWTENHa.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 89
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3}
PucyHok 98 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMmoe nonoxeHne aetann 1 (aBa BapmaHTa nonoxeHus). CoemecTtute ye-
Tblpe OTBEPCTUA HA AeTann 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOW NaHenu yctpoicTea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

2. BblbepuTe HEObX0OAMMOE NONOXKEHME AeTanu 2 (4,Ba BapmaHTa nosoxeHusn). CoBMecTuTe BO-
CeMb OTBEPCTUIA Ha AEeTann 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu ycTpoiictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

3. BblbepuTe HeObX0AMMOE NONOXKEHME AeTanu 3 (Y4eTbipe BapmaHTa noioxeHus). Coemectute
TPW OTBEPCTUA HA AETaNMN 3 C TaKUMMU Ke BblOpPaHHbIMM OTBEPCTUAMM Ha aeTann 4. C nomo-
b0 OTBEPTKU COEAUHUTE AETaNN BUHTAMM C BHYTPEHHEW CTOPOHbI KPOHLWITEMHA, 3aKpy4m-
BaA TO/IbKO KpaHWE BUHTbI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKA YCTPOWCTBA B CTOMKY (CM. pa3gen 3.2).

90 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A,
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3.2 YcTaHOBKA YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24,
MES5400-xx

[nA yCTaHOBKM YCTPOIMCTBA B CTOMKY:

1. Mpunoxute ycTpoiCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITEMNHOB C OTBEPCTUAMM Ha HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HaNpasAAOWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PACNO/1arasoch ropM30oHTaIbHO.

3. C nomoLbto OTBEPTKMU NPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

PucyHoK 99 — YcTaHOBKa YCTPOMCTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES5410-48, MES5500-32, MES5700-32

Ona yctaHoBkM ycTporicte MES5410-48, MES5500-32, MES5700-32 B CTOMKY:

1. 3adukcupyiite aetanb 4 Ha HanNpaBAAOLWEN CTOMKM C MOMOLLbIO BUHTOB.

2. BcTaBbTe YCTPOMCTBO B CTOMKY, UCMONb3YA AETab 3 KaK HanpaBftoLwy!Ho.

3. 3aduKcupyiite getanb 1 Ha HanpasAAlOWEN CTONKN.

4. Wcnonb3ysa oTBEPTKY, 3adUKCUPYITE LEHTPANbHBIA BUHT, COEANHAIOWNIA AeTann 2 u 3.
Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A, 91
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3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

PucyHok 100 — YcTaHOBKa yCTpOMCTBa ME555-60-32 B CTOMKY

Ha pucyHKe HUxe npuBegeH Nnpumep pasmelleHna kommyTtatopos MES5312 B cTolike.

MES-5312 N1

KabenbHbiii opraHaiisep

MES-5312 N2

KabenbHblit opraHaiiaep

MES-5312 N3

KabenbHbiii opraHansep

MES-5312 N4

KabenbHbiit opraHaiisep

MES-5312 N5

KabenbHblii opraHaiisep

PucyHok 101 — PasmeleHne kommyTtatopos MES5312 B cToiKe

’.] AHaNOrM4yHO NPOUCXOAUT pa3mell,eHUe OCTasibHbIX KOMMYTaTOPOB B CTOliKe.

’t He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA

4 o

. 3a4Hel NnaHenu, NOCTOPOHHUMMU NpeameTamu Bo M3bexkaHue neperpeBa KOMMNOHEHTOB KOM-
MyTaTopa U HapyLweHua ero paboTbl.
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3.2.3 YcmaHoeka ycmpolicme MES35001-08P, MES3500I-10P, MES3500I-8P8F Ha
DIN-peliky

‘1 Ycrpoicrsa MES35001-08P, MES35001-10P, MES3500I1-8P8F ycraHaBninBaeTca BepTUKanbHO,
. TaK KaK 60KoBble naHean obecneunBaloT TENJ1I00TBOA,

[ns yctaHoBKM ycTpolicTBa Ha DIN-peliky:

1. HaKnoHWUTb Kopnyc yCTpoWcTBa BEpXHEn YacTbio oT ceba 1 npunoxutb K DIN-pelike Tak,
YTOObLI €€ BEPXHAA KPOMKA OKasasacb 33 NPOBOIOYHON NPYKMUHOM KpenieHus.

2. HapgaBwuTb Ha KOpMyC YCTPOMCTBA CBEPXY, KaK NPeAcTaBAeHo Ha pucyHKe 102 — MNepBbIi 3Tan
nHctannaumm MES Ha DIN-peiiky.

3. He cHMMas gaBneHus, NPUXKATb HUMKHIOKD YacTb Kopnyca ycTpoiictea K DIN-peike go 3a-
LLLe/IKUBAHUA, KaK NpeacTaBAeHOo Ha pucyHKe 103 — Btopon atan uHctannsumm MES Ha DIN-

pemnky.
PucyHok 102 — MepBsbiii aTan nHctannauum MES Ha DIN-peitky
PucyHok 103 — Btopoit atan nHctannaummn MES Ha DIN-peiky
Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 93
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[Ona pemoHTaxa yctporictea ¢ DIN-peliku:

1.
2.
3.

HazaBuTb Ha KOpnyc yCTPOMCTBA CBEPXY.
He cHMMasn gaBneHus, NOTAHYTb HUMKHIOKD YacTb YCTPOMCTBA Ha cebA.
MpunoaHaB Kopnyc, CHATb ycTpoicTeo ¢ DIN-peliku.

MoakntoueHne NPOMbILWEHHbIX KoMMyTaTopos MES35001-08P, MES35001-10P, MES3500I1-8P8F k
610Ky nuTaHma DRS-270-56

1.
2.

Y6eauTbcea, uto nuTaHMe 230 B oTKAodeHo oT 6/10Kka nuTaHusa DRS-270-56.

CoeauHUTb Kabesnem oTpuLaTeNbHbIA NOAOC 6A0KA NUTAHUS U OTPULATE/bHBIN MOJIOC
KOMMYTaTOpa Yepes KNeMMHble KOIOAKM.

AHaNOrMYHbIM 06PaA3OM COEAMHUTL NOOKUTENbHbIE NOKOCHI.

HapeXHo 3aTAHYTb BUHTbI HA KNEMMHbIX KOJI0ZKAaX U YCTAaHOBUTb UX B COOTBETCTBYHOLLME
pa3bembl Ha 6/0Ke NUTaHMA U KoMMyTaTope. Pe3ynbTaT NpeacTaBieH Ha pucyHke 104 —
MoakntoveHne NuTaHMA KommyTtatopa ot DRS-270-56.

MoakntounTtb Kabenb nutaHua 230 B K kKnemmHon Konogke DRS-270-56 ¢ cobaogeHnem
dasbl (L), Hyna (N) u 3a3emnenus (£). HagexHo 3aTAHYTb BUHTbI HA KIEMMHOM KONOKe U
YCTAHOBMUTb €€ B pa3beM C MapKkuposkoi 110-240V~ 3A 50-60Hz Ha 61oKe NUTaHWUS B COOT-
BeTcTBUM ¢ pucyHKom 105 — MoakntoueHme nutaHua K DRS-270-56.

Y6eaunTbCa, YTO BCE KOHTAKTbl NOAKAIOYEHbI BEPHO M UCKIIOYEHO 3aMblKaHWE HUMM, Noc/e
yero nogaTtb NUTaHue Ha DRS-270-56.

PucyHok 104 — MNogKntovyeHmne nuTaHuA KommyTtaTtopa ot DRS-270-56
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PucyHok 105 — MNogKkntoyeHne nutaHma K DRS-270-56

Mpumep NOAKNOMEHUS MPOMBIWIEHHONO KOMMYyTaTopa OT oAHoro 6s0Kka nuTtaHua DRS-270-56
npeacTaB/ieH Ha PUCYHKE HUXKeE.

PucyHok 106 — MogKkntoveHmne nutaHnAa KommyTtaTtopa ot DRS-270-56
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Mpumep NOAKAOYEHMA MPOMBILNEHHOTO KOMMyTaTopa OT AByX 610KoB nuTaHua DRS-270-56
npeacTas/ieH Ha PUCYHKE HUXKe.

PucyHok 107 — MogKkntoyeHne npomblLLIEHHOrO KOMMYyTaTopa OT ABYyX 6/10KOB NuTa-
HuA DRS-270-56
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3.3 YcraHoBKa mogynein NnUTaHuA

KommyTtaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAYAAMM NUTAHUA. YCTAaHOBKA BTOPOro Moays
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPeOYOLWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA paBHOLEHHbI. C TOYKM
3pEeHUA UCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HaXo4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW AOMOJIHUTE/IbBHOrO MOAYNA MUTAHMA KOMMYyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ ' Mepea 06cny>KMBaHMEM U3AENNA, PEMOHTOM UAN APYFMMM aHANOTUUHBIMU AEeNCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTaHUA.
. BAOKU NUTaHUA A0NMKHbI 6bITb BCTaBNEHbI B KOMMYTaTOp A0 ynopa. Mpu nogkaoueHnn 6.10-
’ KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
-

C/IbllLUEH WeN4yoK.

PucyHok 108 — YcTaHOBKa moay/ieit nnTaHus

CoctosiHMe Mmoaynei MUTaHUMA MOXKET OblTb NPOBEPEHO MO MHAMKALMM Ha nepefHen naHenm
KommyTaTopa (cm. pasgen 2.4.4) wav nNo AmMarHoCTMKe, AOCTYMHOM yepe3 uHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHauKauma asapum moayna NnUTaHUA MOXKeT 6bITb BbI3BaHA HE TO/IbKO OTKA3oMm mopayna, Ho
ol n OTCyTCTBMEM NepBUYHOIo NUTaHuA.

3.4 MopgKnioueHue nuTaloLei ceTn

1. Mpexae 4yem K yCTpoOMCTBY OyAeT MOAKAOYEHA NUTAKOWAA CeTb, HEOHXOAMMO 3a3eMNTb
KOpMnyc yCTPOICTBa. 3a3emneHne HeobxoAMMO BbIMONHATb U30/IMPOBAHHBIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eMJIEHUA U CeYEHME 3a3eMIAIOLLErO NPOBOAA AOJIXKHbI CO-
oTBeTCTBOBaTb TpebosaHuam MY3.
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’ MoaknoueHUe A0MKHO OCYLLLEeCTBAATLCA KBaI'IM(bMUMPOBaHHbIM cneynanncTtom.
-

2. Ecav npeanonaraeTcA NOAKNIOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCOAb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HALEKHO 3a3eM/IEHO.

3. MNopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBUCMMOCTM OT KOMMIEKTALUKN YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBNATLCA OT CETU NEPEMEHHOTO TOKa IMB0 OT CETU NOCTOAHHOTO TOKa.
Mpn NOAKNIOYEHUN CETU NMEPEMEHHOro TOKa CleAyeT MCMO/Ib30BaTb Kabenb, BXOAALLMIA B
KOMNAEKT ycTponcTBa. MNMpu NOAKAIOYEHMM K CETU NMOCTOAHHOTO TOKa MCMO/Ib3yMTe NPOBOA,
ceyeHrem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYIO Ha 6/10Ke NUTaHuA.

Bo usbekaHue BO3HMKHOBEHMUA KOPOTKOrO 3aMblKaHUA NPU NOAKAIOYEHUU K CETU NOCTOAH-
HOro TOKa PEKOMEeHAYEeTCA NPOU3BECTU 3a4UCTKY NPOBOAA HA A/IMHY 9 MM.

.‘

Llenb NnUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa copgepiKaTtb YCTPOVICTBO OTK/IIO4YEHUA NUTaHUA C
¢M3VI‘-IECKMM pa3beguHeHnem coeguHeHua (BbIKl"O‘-IaTenb, pa3bem, KOHTAKTOpP, aBTOMATU-
YeCcKuii BbiKAloYaTe b U T.0.).

.‘

4. BKAOYMTE NUTaHMeE YCTPOMCTBA M ybeanTech B OTCYTCTBMM aBapuid NO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHen naHenw.

3.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepoB

TonbKo gna MES5500-32: Bo u3berxkaHue noBpexAeHUA yCTPOMCTBA NPU OAHOBPEMEHHOM
ucnonb3oBaHuu noptoB XG1 n XG2 Heob6xoaMMO 1cnonb3oBaTb SFP+ TpaHcuBepbl ¢ TUNOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

.‘

/ YcTaHOBKa ONTUYECKUX MOAyﬂEﬁ MOXeT NPpon3BoaAnUTbCA KaK Npu BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

1. BcTaBbTe BepxHUit SFP-moaynb B CNOT OTKPbITOM YacTbto padbema BHU3, @ HUXKHNI SFP-mo-
OyNb OTKPLITOM YacTblO pa3bema BBEPX.

PucyHok 109 — YctaHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILIWUTE XapaKTEPHbIN LENYOK.

PucyHok 110 — YctaHoBAneHHble SFP-TpaHcuBepbl

[na yapaneHus TpaHcueepa:

1. OTKpoiiTe 3alenky moayns.

PucyHok 111 — OTKpbITHe 3awenkn SFP-TpaHcueepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 112 — N3BneveHune SFP-TpaHcuBepoB
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4 HAYA/NIbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTtpoiika TepMmuHana

Ha KomnbtloTepe 3anycTuTb Nporpammy amynasaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GOpMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6€3 KOHTPONA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

— 334aTb pPeXMM 3myaAaumu TepmmHana VT100 (MHorme TepMWHanbHble MPOrpPaMmbl
MCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKnwuyeHue yCcTpoiicTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa no3soaseT onpeaennTb pabotocnocobHoCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Nocne 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpamMmHoro
obecneyeHna KommyTatopa. [aA BbINOAHEHMA chneuManbHbIX Npoueayp UCnoab3yeTca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpPepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro

BpeEMEHMWN.

Mocne ycnewHoOM 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npuraalweHune WHTepdenca

KOMaHAHoM cTpoku CLI.

>lcli

detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

Console baud-rate auto detection is enabled, press Enter twice to complete the

/ [nsa 6bICTPOro Bbi30Ba CNPABKM 0 A0CTYNHbIX KOMaHAaX UCMONb3yiTe KOM6MHALMIO KNaBUL

<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BXofa B 3arpy304HOE MEHI0 cneayeT NOAKNUMTLCA K YCTPOMCTBY Yepes uHTepdeiic RS-232,
nepesarpysuTb YCTPOMCTBO U B TEYEHME ABYX CEKYHA NOC/e 3aBeplueHma npoueaypbl POST HaxKaTb «ESC»

mnn «<ENTER»:

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnunua 26 — GyHKUUN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3za cuctemHoro MO.
Restore Factory Defaults BoccTtaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YAaNUTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTeHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexunm paboTbl KOMMyTaTOpa

KommyTatopsl cepmin MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5320-24, MES5400-xx, MES5410-48, MES5500-32, MES5700-32 paboTatot
B PeUME CTEKMPOBAHUA.

CteK QYHKLUMOHMPYET KaK egMHOe YCTPOMCTBO M MOXKET 00beANHATb A0 8 KOMMYTAaTOPOB OAHOMN UK
pasHbiX Mogenei (pernamMeHTUpPOBaHO MaTPULEA CTEKMPOBAHUA), MMEIOWMX Caeaylolme posu,
onpeaensemble Ux nopsaxkosbimm Homepamu (UID):

—  Master (UID ycTtpoiictBa oT 1 A0 8) — C HEro npomncxoamuT ynpasaeHne BCEMU YCTPOMCTBAMM B
cTeke. Ponb MOXHO Ha3HAYUTb BCEM YCTPOMCTBAM, HO aKTMBHbIM master npu aTom byaer
OAMH, ocTanbHble byayT GyHKLMOHUPOBaATL B posin backup.

—  Backup (UID ycTpoiictea oT 1 ao 8) — ycTpoiicteo, noadmHaAoweecs master. lybaunpyer sce
HaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaB/AlOWEro ycTpolhcTBa M3 cTpos, bepeT Ha cebs
dYHKLMM ynpaBaeHUA CTEKOM. POsib MOMKHO Ha3HauYNTb MAaKCUMYM CEMMW YCTPOMCTBaM.

— Slave (UID ycTpolicTte oT 1 go 8) — ycTponcTBo, noaumnHsatoweeca master. He moxkeT pabotatb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Pofib MOXHO Ha3HauUTb MaKCMMyM
LecTm ycTponcTeam. [lonycTuma KoppeKTHan paboTa cTeka 6e3 yCTPOMCTB € AaHHOM posblo.

' DOnsa KOppeKTHOI paboTbl cTeKa HeobXxoauMm XOTA 6bl OAWH IOHUT C PONbI0O Master U 0AUH
N IOHUT ¢ ponbto backup.

Mo ymon4yaH1I0O KOMMYTATOP Y¥XKe COCTOUT B CTEKe, MMeeT PoJib MacTep, HO NPU 3TOM Bce
NOPTbI YY4ACTBYIOT B Nnepeagave AaHHbIX 40 TOro MOMEHTa, NMOKa He 6y,qy1' HaCTPOEHbI CTEKO-
BbIMMU.

UHTepdeiicbl B peykMme CTEKUPOBAHUA PaboTaloT TONIbKO HA MaKCMMa/IbHO CKOPOCTU UH-
Tepdeiica.

Mpwu cteknposaHMn KommyTtatopos mogenu MES2300-xxP ¢ oTanyaloWmMmnUca Bepcuamm
MO Heo6X0AMMO YUUTbLIBATb, YTO CTEK BO3MOKHO COBPaThb TONIbKO B CNeAYIOWUNX CAydanX:
- Bce pobaBnsemblie B cTeK OHUTbI uMmetoT Bepcuto MO 6.6.9.3 1 HoBee;
- Bce gobaBnsemble B CTEK IOHUTbI UMmetoT Bepcuio MO HuxKe 6.6.9.3.

< < <

B pexume CTEKMPOBaHMA AR CUHXPOHM3ALMM KOMMYTATOPbl LO/IKHbI MCNONb30BaTh CleaytoLme
nopTbl:

1. MES2300-08, MES2300-08P: 1G (1000BASE-T u/vnv 1000BASE-X)

2. MES2300-24, MES3300-24, MES3300-24F, MES3300-48, MES3300-48F, MES5312,
MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C, MES5324A
rev.Cl, MES5332A, MES5332A rev.C: XG (ucnonb3oBatb 10G wam 25G  TpaHcwu-
Bepbl/DAC/AQC);

3. MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48,  MES5500-32: HG (ucnonb3oBatb TOAbKO 100G
TpaHcusepbl/DAC/AOC);

4. MES5700-32: FO (ncnonb3osatb TonbKo 400G TpaHcusepbl/DAC/AOC).

Mpu 3TOM yKasaHHble MOPTbl He y4yacTBYKOT B nepegadvye AaHHbiIX. CTEKMpOBaTb KOMMYyTATOpPbI
MES53xxA ¢ KommyTtatopamm MES53xxA rev.C u MES53xxA rev.Cl HEeBO3MOMKHO BBMAY anmnapaTHbIX
pasnnunin 3TUX Moaenen ycTPomcTB. BO3MOKHbI ABE TOMONOMMU CUHXPOHU3UPYIOLLMUXCA YCTPOMUCTB —
KOMbLEBAA W NMHEeNHaAa. PeKoMeHZyeTCcA WCMNOAb30BaTb KOJ/bLEBYHO TOMOMOIMIO ANA NOBbIWEHUA
OTKa30yCTONYMBOCTM CTEKA.
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KommyTtatopbl nopaepxuBatoT ¢yHKumoHan NSF (Non-Stop Forwarding) B cTeke. [aHHbIl
dYHKLMOHAN no3BOAAET MWMHMMM3IMPOBATL MOTEPU TPAH3UTHOFO HEMAPLIPYTU3MPYyemMoro TpaduKa B
MOMEHT MepPeKNOYEHNA PON KOMMYTATOpPa ¢ master Ha backup.

MpuHuMn paboTtbl NSF: B MOMeHT, Korga backup 6epet ynpasneHune Ha cebs 1 3anycKaeT npoLecc
AOVHMLUMANAM3aUnmM 4o poan master, 3anyckaetca Taimep NSF n pukeupytotca STP-cTaTycbl NOpTOB, NOPThI
B LACP, uneHctBo noptoB Bo VLAN, cKopocTb noptoB U T.4. OCTasibHble HAaCTPOMKM MPUMEHAIOTCA Ha
KOMMyTaTope, CTaBwem master, B pea/ibHOM BpeMeHMu.

Mpn atom Bo Bpema npouecca NSF mameHeHue crtatyca noptoB B STP Ha cTeKke MOAHOCTbIO
urHopupyetca. TakKe 3anpellaeTcs BbINOJHEHNE KOMaHA NPoCcMoTpa KoHdurypaumm (KomaHabl “show
running-config, show startup-config” B pexume EXEC), u3MeHeHWe COCTOAHUA NOPTOB (KOMaHAbI
“shutdown, no shutdown” B KOHTEKCTHOM MeHIO KOHOUTypaumm uHtepodeiica) n VLAN (komaHga “vlan 2” B
KOHTEKCTHOM MeHio “vlan database”), ckopoctu noptos (“negotiation, speed” B KOHTEKCTHOM MEHIO
KoHdurypaummn uHtepdeinca), ounctka FDB (“clear mac address-table dynamic” B pexume EXEC),
nepesarpyska ycrponctea (“reload” B pexumme EXEC), nsmeHeHue mmeHu ycTpoictea (“hostname” B
pexume rnobanbHOW KoHUrypauum), BraloveHue/sbiknoyeHme STP (“no spanning-tree” B pexume
rnobanbHoi KoHdUrypauum).

Korga ucrekaetr tanmep NSF, Bce paHee 3aduMKCMPOBaHHbIE HACTPOMKU MPUMEHAIOTCA K CTEKY B
peasibHOM BpeMEHMN.

/’- NoppepikaHa npoueaypa aBToo6HOBNEeHMA Ha Bepcuuio MO ¢ master-kommyTaTtopa npu
[06aBNAEHNN HOBbIX IOHUTOB B Y)Ke CYLLLeCTBYIOLLMUIA CTEK.
/" Onsa kommyratopos MES2300/3300 pa6ota cTeka u3 4-8 IOHUTOB NoagepKaHa C BepcUn
6.6.5.5.
V dyHKumnoHan NSR (Non-Stop Routing) 6yaet peanusosaH B 6yaywmnx sepcuax NO.
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Tabnunua 27 — MaTtpuua ctekmpoBaHus ana MES2300-xx
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Tabnunuya 28 — MaTtpuua ctekmpoBaHua ana MES3300-xx
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Tabnunua 29 — MaTtpuua ctekmpoBaHua ana MES53xxA
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Tabnnua 30 — MaTtpuua ctekmposaHua ans MES5300-xx, MES5400-xx, MES5500-32, MES5700-32
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Hacmpolika cmeKkuposaHuUa KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnuua 31 — ba3oBble KOMaHAbl

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

stack configuration links te
te_port | hu hu_port

Ha3HauuTb MHTepdencbl ANA CUHXPOHU3ALMKN PaboTbl KOMMYTa-
Topa B cTeke. MUHMMa/IbHOE KO/IMYecTBO — 1, MakcMmManbHoe —
2.

stack configuration unit-id

Ha3HauMTb HOMep YCTPOMCTBA «unit-id» NOKaNbHOMY yCTPOMNCTBY

unit_id unit_id: (1..8, (Ha KoTopom BbINONHEHA KOMaHAa). CMeHa HoMepa ycTpoicTBa
auto)/auto Npou3onAET nocne nepesarpyskn KommyraTopa.

no stack configuration YpanuTb HaCTPOMKM CTeKa.

stack unit unit_id unit_id: (1..8, all) Mepexon K KOHPUTYPUPOBAHUIO OHUTA B CTEKE.

| master}

stack configuration role {slave

no stack configuration role

role: (master/slave)/1-
2 toHUTblI — master, 3-8
HOHUTbI — slave

HasHauuTb ponb KOMMyTaTopa B cTeKe. Ponb master npegnona-
raeT BO3MOXHOCTb IOHWUTY CTaHOBUTLCA MacTepom B cTeke. Mpu
3TOM B CTEKE MOXKET ObITb TOJIbKO O4HO YCTPOUCTBO C PO/IbI0 Mas-
ter. Bce ocTanbHble C HACTPOEHHOW POJ/IbIO Master BO3bMyT Ha
cebs ponb backup.

| Pone master nonyuur YCTPOICTBO € Haubonbwnm

o uptime. Ecam uptime 6yper oauHakoBblii (pasHuua
MeKay loHMTamu meHee 20 CeKyHA), TO ponb master noayumnt
IOHUT C HAUMEHbLUMM HOMEpPOoM.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

stack nsf

no stack nsf

-/BbIK/IIOYEHO

PaspewunTb HenpepbiBHYO nepegaydy AaHHbix (NSF) npu cmeHe
master-ycTpoicTea.

3anpetuTb HenpepbiBHYO nepeaady AaHHbix (NSF) npu cmeHe
master-ycTponcraa.

stack nsf timer value

no stack nsf timer

value: (60..600) ¢/120 ¢

3apatb Bpems, B TedeHune Kotoporo anutca NSF.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

.‘

[Ona noapep:KaHMA KOppeKTHOU paboTbl cTeKa Npu cmeHe master-ycTpoucTsa npu Mcnosib-
30BaHUM Gosnblue ABYX IOHUTOB C ponbio master/backup HacToaTenbHO pekomeHayeTca Uc-
nonb3oBatb NSF.

’ MuHumanbHoO pekomeHgyemoe 3HaueHune NSF timer coctaBnsaer 120 cekyHa.
-

[pumep

O6begMHUTL B CTEK ABa KommyTaTopa MES5312. HasHaunTb BTOPbIM IOHUTOM, UCMO/1b30BaTb MHTepdeNchbI
tel-2 B KayecTBe CTEKMPYIOLLMX.

console#config

console (config) #stack configuration unit-id 2 links tel-2

console (config) #
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua,
console#

Tabnunua 32 — basoBble KOMaHAbl, OCTYMNHblE B pexxnume EXEC

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
show stack - OTobparkaeT MHPopMaLMio 06 YCTPOMCTBAX, BXOAALWMX B CTEK.
show stack configuration OTobparkaeT MHPOPMALMIO O CTEKMPYIOLLMX UHTEpdeicax oHU-
TOB B CTEKe.
show stack configuration role ) OTobparkaeT pacluMpeHHy MHGOPMALMI0O O PONSX HOHWUTOB B
cTeke.
show stack links [details] PacwupeHHoe oTobparkeHne MHGOPMaLMM O CTEKUPYHOLLUNX UH-
Tepdelicax.
Mpumep ncnonb3osaHMa KomaHAabl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 10G tel/0/2
2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu ugeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
e CTeke.

4.5 Hacrtpoiika GpyHKuMiIi KommyTaTopa

®YHKLMKN NO HaYaibHOMY KOHOUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3ae/iuTb Ha A4B8a TUna.

— basoBas HacTpoiMKa — BK/oYaeT B ceba onpeaeneHne 6a3oBbix GyHKLMIA KOHPUTYpaLmm n
HACTPOMKY ANMHAMMYECKUX IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/IOYAET YMpaB/ieHUE CUCTEMOM
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHeHHble AaHHble ByayT yTepaHbl. AnA coxpaHe-
HUA N106bIX BHECEHHDbIX U3MEHEHUW B HACTPOIMKY KOMMYTaToOpa UCNob3yeTca c/eaytowan
KOMaHpga:

console# write
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4.5.1 bas3osasa Hacmpolika Kommymamopd

[Ona Hayana KOHPUIrypaLUmMmM ycTpoicTBa HEO6X0AMMO NOAKAOYUTL YCTPOMCTBO K KOMMbIOTEPY Yepe3
nocaefoBaTebHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmMy IMYIALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa HayanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdeinc, KoTopbii byaeT NCNOob30BaTbCA
ONA NOAKNOYEHNS K YCTPOMCTBY YAaNeHHO.

ba3oBan HacTPOMKA BKAKOYAET cneayioLlee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
Monyyenune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 014 nonv3osamesns «admin» u co30aHue HoB8bIX NMosb3osamerel

[na ob6ecneyeHnA 3alWULLEHHOrO BXOAA B CUCTEMY HEO06X0AMMO HA3HAUYMTb NAPO/Ib NPUBU-
e JlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena wu naposb BBOAUTCA Npu BXOoAe B CUCTeMy BO BpemAa CeaHCOoB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [na co3gaHmMAa HOBOro Nonb3oBaTeNA CUCTEMbI U HaCTpOVIKM noboro
13 NapameTpoB — UMEHU NOJ/1Ib30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

V YpoBeHb npuBuaeruii 1 paspewaeT A0CTyN K YCTPOICTBY, HO 3anpeLyaeT HacTPoiKy. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak 40CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KoMaHa, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» 1 cosaaHua nonb3osaTens
«operator» c naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa Hacmpolka yposHsa docmyna

Ha ycTpoiicTBe cyLiecTByeT BO3MOXKHOCTb pacnpeaeneHuns npas nosb3osaTtenel B 3aBUCMMOCTHU OT
YPOBHSA MNPUBWUAErMIA, Ha KOTOPOM KaxKAblM M3 nosib3osaTesnel bl co3gaH. KOHKPETHOMY YPOBHIO
NpuBWUErUiA NPpUCBaMBaeTCA Habop KOMaHA, KOTOPbIE MOTYT BbIMOIHATLCS MO/1b30BATENAMM C YPOBHEM HE
HUKe 3a4aHHOrO.

’ ' KommyTtaTop nogaeprKuBaeT cuctemy HacnepoBaHus Habopa KomaHA oT 6osee HU3KMUX
e YPOBHe npuBuneruii.

Mpusunernn BbICTPAMBAIOTCA TOJIbKO A1 KOHKPETHO 3aAaHHOoro y3na. Kaxkayio KomaHay
Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.

.‘
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobasnbHOro KOHGUrypupoBaHMA MMEET C/ieayoWnin BUA,:
console (confiqg) #

Tabnnua 33 — KomaHab! 4N HACTPOMKM paclUMpPeHHOro 4ocTyna

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
privilege context level MpuceanBaeT yKasaHHOMY YPOBHIO NPUBUAETUIA 33aHHYIO KO-
command MaHay.
level: (1..15); .
. - context — pexxum paboTbl KOMaHAHOMN CTPOKM;
/ypoBeHb npuBunerni o
- level — ypoBeHb npuBuaervii, Ha Kotopom byaer AocTynHa
KOMaHA, pexuma EXEC
HacTpaMBaeman KOMaHAa;
— 1, BCcex oCTanbHbIX
- command — KomaHaa.
o KomaHg — 15
no privilege context level YaanaeT 40CTYN K KOMaHAEe C YPOBHA, HA KOTOPOM KOMaHAa bbina
command paspelueHa.

Mpumep HacTpoiKkM Habopa KomaHa 41 nosb3osatens «admin» ¢ 4 yposHeM npusuaernin n Habopa
KOMaHZ Ana nonb3oBartens «user» ¢ 10 ypoBHeM NpuBUAErUiA:

console# configure

console (config)# username admin password passl privilege 4
console (config)# username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

HH H= H H

Tenepb ANA NOKanbHbIX MOAb30BaTeNeN, Yeil ypoBeHb NPUBWMAEINIA Bbille UAWM paBeH 4, cTaHeT
JOCTyneH BbiBOA KomaHabl show running-config, Ho He 6ygeT pocTynHa Hactpoiika vlan. [Ona
nosib3oBaTesiell, ypoBeHb NPUBMAETNIA KOTOPbIX cooTBeTcTByeT 10 M Bbiwe, ByAeT AOCTYNHA HACTPOWKa u
vlan, v BbiBOog KoMaHAbl show running-config.

4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wwist03a 1o yMoa4aHuro

[Ons BO3MOMKHOCTU ynpaB/eHUs KOMMYyTaTOPOM M3 CeTM HeobxoaAuMMOo HasHauuTb ycTponctey IP-
agpec, MacKy NoAceTW U, B C/ly4ae ynpasaeHUAa M3 APYroi ceTu, W3 Mo yMmon4daHuto. IP-agpec moxKHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopTy, rpynne noptoB (N0 yMOAYaHMIO Ha
nHTepdelice VLAN 1 HasHayeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
npuHagnexKatb K TON e NoaceT, 4To U oanH u3 IP-nHTepdencos ycTponcTaa.

V‘ B cny4yae ecnu IP-aapec HacTpanBaeTca gna uHtepdeiica pusnyeckoro nopTa uam rpynnbl

; ) nopToB, 3TOT MHTepdeic yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHagnexan.

V’- IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom mHTepdeice cTaTUUecKu
unm no DHCP He co3aaH apyroii IP-agpec.

V‘ Mpu ypaaneHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBaAaTbea no IP-
aapecy 192.168.1.239/24.

Mpumep KomaHg, HacTpolkK IP-agpeca ana nHtepodeiica VLAN 1.

MapameTpbl MHTEpelica:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymon4vaHuro —192.168.16.1
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[nsa Toro utobbl yoeanTsea, UTo agpec 6bin HasHayYeH MHTepdEiCy, BBeAMTE KOMaHAY:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [onyuyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepepa DHCP moxHo nonyyatb Yyepes ntoboi uHtepdeiic — VLAN,
dusnYeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

MpurMmep HaCTPOIKK, NpeaHa3HAYeHHOM ANsA NoAyYeHUn AMHammyeckoro IP-aapeca or DHCP-cepsepa
Ha uHTepdelice vlian 1:

console# configure

console (config)# interface vlan 1
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl ybeanTbea, YTo agpec H6bil1 HazHauyeH UHTepdelicy, BBeAMTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokona SNMP 0aa docmyna K ycmpolicmay

YCTPOMCTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 nogaeprkusaer sepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[nA BO3MOXKHOCTM aAMUHUCTPUPOBAHMA YCTPOWCTBA NOCPEACTBOM NpoTokosa SNMP Heobxoanmo
cOo34aTb XOTA bbl 0A4HY CTPOKY coobliecTBa. KoMmyTaTopbl MOAAEPKMBAOT TPY TUMa CTPOK coobLiecTBa:

— ro-—onpeaenseT AOCTYyN TO/IbKO Ha YTEHUe;
— rw-—onpeaenaert A0CTyN HAa YTEHUE U 3anNuChb;
— su-—onpeaenaet goctyn SNMP-agmnHUCTPaTOpPa;
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Hanbonee pacnpocTpaHeHO MCcnosib3oBaHME CTPOK coobuiecTBa public — ¢ fOCTYyNoOM TOMbKO AN
yTeHua obbekToB MIB U private — ¢ AOCTYyNomM Ha yYTeHMe U nameHeHue obbektoB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep coszgaHua coobluectsa private ¢ AOCTYNOM Ha YTeHMe W 3anucb U IP-agpecom crTaHumm

ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44

console (config)# exit
console#

[na npocmoTpa co3aaHHbIX CTPOK coobluectBa M HacTpoek SNMP ncnosib3yeTca KomaHAa:

console# show snmp

SNMP is enabled.
SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:
Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type
Traps are enabled.
Authentication-failure trap is enabled.
Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:
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4.5.2 JluyeH3upoesaHue

KommyTatopsbl cepun MES nogaepKnsatoT MUeH3npoBaHme GyHKUMOHanNa, Takoro Kak BGP, EVPN,
MPLS.

dain NMUEH3MU MOXKET cofepaTb MHOPMaLMIO Kak 06 0gHOM GYHKLMK, Tak U 06 MX KOMBMHaLUK,
Hanpumep, BGP/EVPN.

JlnueHsmna solgaeTca Ha KOHKpPETHOE yCTpOﬁCTBO.

[Nna 3arpyskn AMUEH3MN NPUMEHAETCA KOMaHAaA:
console#boot license tftp://X.X.X.X/{name}
npOCMOTp 3arpy*>eHHbIX B NaMATb yCTpOVICTBa !'IMLI,EH3M171 BO3MOXXeH C NOMOLWbO KOMaHA4bl:

console#show license

Features installed:
Licenses Licenses
Feature installed used Active

Licenses installed:

License name: ES7A001107
License version: 1.0
This license has no limited expiration date
Valid for device: ES7A001107 (e4:5a:d4:40:46:80)
Status: Active
Features:

BGP

B namATK yCTpOMCTBA MOMYT OAHOBPEMEHHO XPAHUTLCA Kak aKTUBHbIE, TaK N HEAKTUBHbIE JINLLEH3UN,
M3MmeHeHuA cTaTyca NNLLEH3MIN BCTYNAKOT B CUAY TOIbKO NOC/E nepesarpysKku yCTPOoCTBa.

B Tekywen Bepcun MO ¢yHKLUMM EVPN u MPLS aBnatoTCA B3aMMOUCKAOYAOWMMKU Npu paboTte Ha
ofHOM ycTporictee. OgHOBPEMEHHAA YCTAaHOBKA ABYX B3aMMOWCK/IOHAOWMX JULLEH3UA UAWN NINLEH3UN C
KombuHaumelr ¢yHKUMA EVPN u  MPLS Bo3mMoO)KHa. J[lonyckaeTrcA oOfHOBpPeMeHHas YCTaHOBKaA
COOTBETCTBYHOLUMNX JIULLEH3UI UK IULLEH3UM C KOMBUHaLMel 3TUX GYHKLMIA, HO NpuM 3arpy3Ke Takoro ¢anna
cucTema BbiBefeT coobueHne o KoHPAMKTE:

%LICENSE-I-FEATURE-CONFLICT: Feature conflict: EVPN and MPLS. To choose a feature, use the command
"system vpn-encapsulation" after reload the device.

Mocne nepesarpysku yCcTponicTBa aKTMBHOWM Bceraa byaet BbibpaHa anueHsma EVPN.
BblbOp aKTMBHOM AMUEH3MM NPOM3BOAMUTCS C MOMOLLbID KOMaHAbl ynpasiaeHua pexmmom VPN-
WHKancynaumm. [laHHaa KomaHaa aoctynHa B CLI ToAbKO Npy HaIMYMM NINLEH3UI C B3UMOMWCK/TIOYAIOLLMM

dYHKLMOHaNoM.

JIMueH3nmM pasaenatoTca No BpemMeHn paboTbl U MOTYT BbITb BpEMEHHbIMM (4eMO) 1 NOCTOAHHbIMMU.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:

console (confiqg) #

Tabanua 34 — KomaHabl ynpaBaeHUsA CUCTEMOM B perKMme rnobanbHOM KoOHUrypaLumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue

no ymosn4aHuro
system vpn-encapsulation { YCTaHOBUTb PEXKMM UHKANCYNALNM:
vxlan | mpls } - EVPN: yCcTaHOBUTb aKTUBHOW AnueH3uto Ha EVPN;

- MPLS: yCTaHOBWUTb aKTUBHOW NLEH3UI0 Ha MPLS/
vxlan, mpls/vxlan .
HacTpoiika BCTynuT B cMNy TONbKO Nocae nepesarpysku
. yCTpoicTBa.

no system vpn-encapsulation YCTaHOBUTb PEXKMM MHKANCYNALMM MO YMOAYAHUIO.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKK B pexkume EXEC cneaytowmii Bua;

Console>

Tabnunua 35 — KomaHabl ynpasneHus cuctemom B pexkmme EXEC

3HayeHue/3HavyeHue »
KomaHoa / Aelicmeue
no ymoa4aHuro
show system OTtobpazunTb pexknmbl VPN-nHKancynaumm:
vpn-encapsulation - TeKYLMIA;

- LOCTYNHbI;
- yCTaHaB/AMBaEMbIl NOC/e nepesarpysku.

4.5.2.1 YnpasneHue spemeHHbIMU (demo) nuyeHsuamu

®YHKUMOHAN NO BPEMEHHOMN NNLEH3UN AOCTYMEH NoC/ae ee aKTMBaUMK. Bpems KU3HU NULEH3UN
ymeHbLIaeTcsa npu paboTe ycTpoiicTea. Nepesarpy3ka He 06HOBAAET AaHHbIN TaliMep, TaKKe KaKk U npoLecc
yAaNeHUn NIMLEH3UU U NOBTOPHAnA ee 3arpyska. lMocie UCTeYEHUSA BPEMEHM KU3HWU INLLEH3UN B CUCTEME

6yAaeT BbiBeAeHbl yBeAOMIEHUA U KOMMYTaTop ByeT NpUHYANTENLHO NepesarpyKeH, Nocae nepesarpysKku
BPEMEHHAA NNLLEH3MA ByaeT yaaneHa.

Mpumep oTobpakeHUA BpEMEHHOM NNLLEH3UK:

Licenses installed:
License name: ESHF000793.demo
ELM License
Trial license with time-limited expiration
Total duration: 2 months, 10 days
Time to expire: 2 months, 8 days, 14 hours, 54 minutes, 13 seconds
Valid for device: ESHF000793 (90:54:b7:16:d4:c0)
Status: Active
Features:
BGP
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4.5.2.2 YnpaeneHue 6eccpoYHbIMU AUYEH3UAMU

®yHKUMOHAN No 6eccpoyHOl /UULEH3UM [OCTYNEeH Mnocse ee akTMBauuu. Bpema JKU3HU He
YyMeHblUaeTca npu paboTte ycTponcTsa. JIMLEH3NI0 MOXKHO Y4a/NUTb U MOBTOPHO 3arpy3uTb Ha 3TO e
YCTPOICTBO.

Mpumep oTobparkeHMa 6eccpoYHOM NULLEH3NN:

Licenses installed:
License name: constant-ESHF000793
ELM License
This license has no limited expiration date
Valid for device: ESHF000793 (90:54:b7:16:d4:c0)
Status: Active
Features:
BGP, EVPN

4.5.2.3 BoblOeseHue annapamHsix pecypcos rnood AuyeH3upyemoll ¢pyHKYUOHAN

BblgeneHue 1 3aHATUE PECYPCOB NPOUCXOAMUT Ha 3Tane MHULMAAN3ALMN YCTPOMCTBA B NpOLLecce ero
3arpysku. ®OyHkumoHan EVPN/VXLAN n MPLS, npenoctasifgembii C COOTBETCTBYIOWMMMU JIMLEH3UAMM,
TpebyeT ana ceoelt paboTbl NpeaBapUTENbHOTO BPOHMPOBAHMA YacTW annapaTHbIX PECYpPCOB.

Ons obecneyeHna oyHkumoHupoBaHua VXLAN u MPLS TyHHenei BblAenawTca U 3aHUMMalOTCA
pecypcol TCAM 1 ARP-Tabanubl - 3TO OTPAXKAETCA HA KOIMYECTBEHHbIX XapaKTePUCTMKaX APYrMX CETEBbIX
CepBu1CoB.

3aHATHe PecypcCoB BbINOJIHAETCA ABYMA METOOaMU:

— CraTuyecku, M3 pacyeTa Ha MAKCUMAJIbHble KONNYECTBEHHbIE XapPaKTEPUCTUKU OYHKLMIA
TYHHENIMPOBaHUA U H6e3 BO3MOXKHOCTM COBMECTHOTO WMCMO/b30BAaHWUA MPOYMMU CETEBLIMM
cepBucamu;

— [OvHamunuyeckn, C BO3MOXKHOCTbIO COBMECTHOFO WCMO/b30BaHUA MPOYMMK  CETEBLIMM
cepBuCcCamMMm.

Tabauua 36 — BblaeneHne annapaTHbIX PecypcoB nog, NMLeH3npyemblit GyHKLMOHaN

Tun nuyeH3suu
Modenb EVPN/VXLAN MPLS
Xapakmepucmuka
KomMmMmymamopa | bes nuyeH3uu VXLAN
VXLAN co3daH (LDP omknroyeH|LDP exkntoueH
lomcymcmeyem
MES5316A
MES5324A
MES5332A 374 374 310 374 76
MES5300-24
MES5300-48
MakcmmanbHoe
KONMYECTBO MES5305-48 758 758 694 758 588
VLAN ¢ dyHKumein MES5310-48
DHCP 758 758 694 758 758
' MES5400-24
Snooping
MES5410-48
MES5500-32 758 758 694 758 421
MES5700-32
MES5400-48 1526 1462 1462 1526 1362
MES5320-24 3039 3039 2943 3039 2562
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MES5316A
MES5324A
MES5332A 749 749 621 749 152
MES5300-24
MES5300-48
MakcmmanbHoe
KONMYECTBO MES5305-48 1517 1517 1389 1517 1176
VLAN c dyHKumemn MES5310-48
PIM 1517 1517 1389 1517 1517
MES5400-24
Snooping
MES5410-48
MES5500-32 1517 1517 1389 1517 843
MES5700-32
MES5400-48 3053 2925 2925 3053 2725
MES5320-24 4058 4058 3930 4058 3421
MES5316A
MES5324A
MES5332A 749 749 621 749 152
MES5300-24
MES5300-48
MakcumanbHoe
KOMMUYECTBO MES5305-48 1517 1517 1389 1517 1176
VLAN c dyHKumen MES5310-48
ARP 1517 1517 1389 1517 1517
. . MES5400-24
inspection
MES5410-48
MES5500-32 1517 1517 1389 1517 843
MES5700-32
MES5400-48 3053 2925 2925 3053 2725
MES5320-24 4058 4058 3949 4058 3437
MES5316A
MES5324A
MES5332A 512 512 512 512 452
MES5300-24
MES5300-48
MakcmmanbHoe
KONMYECTBO MES5305-48 512 512 512 512 512
port/LAG/VLAN c MES5310-48 512 512 512 512 512
¢dyHKumen IP Source MES5400-24
Guard
MES5410-48
MES5500-32 512 512 512 512 512
MES5700-32
MES5400-48 512 512 512 512 512
MES5320-24 512 512 512 512 512
MES5316A
MES5324A
MaKcumasibHoe MES5332A 2990 2499 2476 2990 451
KO/INYecTBo MES5300-24
CTaTUYECKUX U MES5300-48
OUHaMUYECKNX
3anuceii IP MES5305-48 6063 5572 5549 6063 3523
Source Guard MES5310-48
6063 6063 5549 6063 6063
MES5400-24
MES5410-48 5082 5082 4570 5082 2523
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MES5500-32
MES5700-32
MES5400-48 10730 10218 10218 10730 8172
MES5320-24 10240 10240 10240 10240 10240
MES5316A
MES5324A
MES5332A 2998 2505 2485 2998 457
MES5300-24
MES5300-48
MakcumaneHoe MES5305-48 6070 5565 5523 6070 3529
KO/INYeCTBO MES5310-48
cynaunkaxTos 802.1x 6070 6070 5523 6070 6070
Multi-Session MES5400-24
MES5410-48
MES5500-32 5068 5068 45515 5068 2520
MES5700-32
MES5400-48 10706 10194 10194 10706 8172
MES5320-24 16310 16310 15798 16310 13750
MES5316A
MES5324A 1320 (ingress), | 1320 (ingress), 1320 (ingress),
MES5332A 1320 (ingress), | 1185 (egress)/ | 1162 (egress)/ | 1320 (ingress), | 654 (egress)/
1320 (egress) 1185 (ingress), | 1162 (ingress), 1320 (egress) 654 (ingress),
MES5300-24 1320 (egress)! | 1320 (egress)? 1320 (egress)3
MES5300-48
MES5305-48
K
O/MHECTBO MPABUN | \1Ee5310-48 1320 (ingress), 1320 (egress)
SQinQ
MES5400-24
MES5410-48 1320 (ingress),
MES5500-32 1320 (ingress), | 1320 (ingress), | 1320 (ingress), | 1320 (ingress), | 1209 (egress)/
1320 (egress) 1320 (egress) 1320 (egress) 1320 (egress) | 1209 (ingress),
MES5700-32 1320 (egress)*
MES5400-48
1320 (ingress), 1320 (egress)
MES5320-24
MES5316A
MES5324A
MES5332A 2997/2997 2505/2505 2484/2484 2997/2997 457/457
MES5300-24
Konunuectso npasun MES5300-48
MAC ACL input/ MES5305-48 6070/6070 5577/5577 5556/5556 6070/6070 3529/3529
output MES5310-48
6070/6070 6070/6070 5556/5556 6070/6070 6070/6070
MES5400-24
MES5410-48
MES5500-32 5089/5108 5089/5108 4577/4596 5089/5108 2529/2548
MES5700-32

1 Bcero 2505 npasun. [lenatca B pasHbIX NPONOPLMAX MEXAY BXOAALMMMU M UCXOAALMMMU NPaBUaamm, HO He Bonee

1320 gna kaxaoro.

2 Bcero 2482 npasuna. [lenatca B pasHbIX NPONOPLMAX MEXKAY BXOAALMMMU U UCXOAALLMMU NPaBUAaMuK, HO He Bonee

1320 pgna kaxaoro.

3 Bcero 1974 npaswuna. [lenatca 8 pa3HbIX NPONOPLMAX MEXAY BXOAALLMMMU M UCXOAALLMMM NpaBUnamu, Ho He bonee

1320 gna Kaxkgoro.

4 Bcero 2529 npasuna. [1enatca B pasHbIX NPOMNOPLMAX MEXAY BXOAALLMMM U UCXOAALLMMM NpaBunamm, Ho He 6onee

1320 gna kaxgoro.
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MES5400-48 10737/10740 | 10225/10228 10225/10228 10737/10740 8177/8180
MES5320-24 16310/16310 | 16310/16310 15798/15798 16310/16310 | 13750/13750
MES5316A
2997/2997 IPv4 | 2505/2505 IPv4 | 2484/2484 |Pv4 | 2997/2997 IPv4 | 457/457 IPv4
1499/1499 IPv6 | 1252/1252 IPv6 | 1242/1242 IPv6 | 1499/1499 IPv6 | 228/228 IPv6
MES5324A
MES5332A
MES5300-24
MES5300-48
Konuuectso npasun MES5305.48 6070/6070 IPv4 | 5577/5577 IPv4 | 5556/5556 IPv4 | 6070/6070 IPv4 [3529/3529 IPv4
IPv4 nnu IPvée ACL 3035/3035 IPv6 | 2788/2788 IPv6 | 2778/2778 IPv6 | 3035/3035 IPv6 |1764/1764 IPv6
input/output
input/outpu MES5310-48 | 6070/6070 IPv4 | 6070/6070 IPv4 | 5556/5556 IPv4 | 6070/6070 IPv4 |6070/6070 IPv4
MES5400-24 | 3035/3035 IPv6 | 3035/3035 IPv6 | 2778/2778 IPv6 | 3035/3035 IPv6 [3035/3035 IPv6
MES5410-48
VESS500-32 5089/5108 IPv4 | 5089/5108 IPv4 | 4577/4596 IPv4 | 5089/5108 IPv4 [2529/2548 IPv4
2544/2554 IPv6 | 2544/2554 I1Pv6 | 2288/2298 IPv6 | 2544/2554 IPv6 [1264/1274 IPv6
MES5700-32
10225/ 10737/
ssaonss [T oz [ o (ST
5112/5114 IPv6 5368/5370 IPv6
16310/ 16310/ 16310/ 13750/
MES5320-24 16310 IPv4 16310 IPv4 13;33?;;3?:24 16310 IPv4 13750 IPv4
8155/8155 IPv6 | 8155/8155 IPv6 8155/8155 IPv6 |6875/6875 IPV6
MES5316A
MES5324A 8125 6085 8183
MES5332A
MES5300-24
16317 14277 16375
MES5300-48
MES5305-48
ARP-3anmcy MES5310-48 32701 30661 15317
MES5400-24
MES5410-48
MES5500-32 65469/98237 63421/- 48085/-
MES5700-32
MES5400-48 131005 128965 113621
MES5320-24 65468 63420 48084
MES5316A
MES5324A 8174 6085 8174
MES5332A
MES5300-24
8174 8174 8174
MES5300-48
MES5305-48 14318 14318 14318
Mapwpyrbi L3 MES5310-48 16366 16366 15317
Multicast, IPv4
MES5400-24 12278 12278 12278
MES5410-48
MES5500-32 24564/8100 24564/- 24564/-
MES5700-32
MES5400-48 16366 16366 16366
MES5320-24 16370 16371 16371
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Ana pekancynaumm tyHHenen VXLAN n MPLS ncnonb3ytorca pecypcbl TCAM. Bnoku no 512
CTaHAAPTHbIX NPABUJ1 3aHUMAKOTCA CTAaTUYECKU Cpa3y ANA BCeX TYHHeNel U He MoryT 6bITb
pasaeneHbl c NPOYUMU CETEBbIMU CEPBUCAMMU.

Ana nakancynaummn VXLAN-TyHHeneit ucnonb3ytorca pecypcbl TCAM, KOTOpble BblAenaTca
M 3aHMMaIOTCA AUHAMMUUYECKU U MOTYT BbITb pasgaenieHbl C NPOYUMM CeTEBbIMU CEpBUCAMM.
Ona nHkancynauun VXLAN-TyHHene ucnonb3yrotca pecypcbl ARP-Tabaunubl, SKBUBaNEHT-
Hble 2040 ARP-3anucam, KoTopbie 3aHMMAKOTCA CTaTUYECKU Cpa3y ANA BCeX TYHHenel n He
MOryT 6bITb pasaenieHbl C NPOYUMU CEeTEBbIMU CepBUCAMM.

DAna vHkancynsaumumn MPLS-TyHHenel ncnonb3ytotca pecypcbl ARP-Tabaunubl, KOTopble 3aHU-
MaloTCA KaK CTaTUUYECKU, Cpasy ANA BCeX TYHHenel, Tak U AMHaMu4yecku: 1 TyHHenb noTpe6-
nAeT pecypcbl, 3KBMBaneHTHble 4 ARP-3anucaim B 3aBUCMMOCTU OT MOAENAUN YCTPOUCTBA
(cm.Tabnunuy Bbiwe — BblgeneHne annapaTHbIX PecypcoB nog AuueH3upyembid GyHKLMO-
Han).

Ana kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢pyHKLMA TYHHEAUpo-
BaHMA OrpaHMYeHa HaCTPOMKOM Npoduan nepepacnpeseneHna annapaTHbiX pecypcos. MNpu
ucnonb3oBaHuu npodpuna min-13-max-12 paborta pyHKUMOHANA TYHHENUPOBAHUA B TEKYLL el
sepcum MO HeBO3MOKHaA.

<

< XL
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4.5.3 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHna 6e30MaCHOCTU CUCTEMbI MCMOAL3YETCA MexaHuam AAA (ayTeHTUUKaLus,
aBTopu3aums, ydyeT). Ans wmudpoBaHMA AaHHbIX UCNOb3yeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKaumMa) — conocTaBAeHME 3anpoca CyLLeCcTBYHOLWENA YYETHOM
3anucu B cucteme 6e30nacHOCTH.

— Authorization (aBTopr3auua, NpoBepKa YPoBHA JOCTyNa) — COMNOCTaBAeHWE YYETHOM 3anucK
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpeaeEHHbIX NOJHOMOYUIA.

— Accounting (y4€T) — cneskeHue 3a noTpebaeHnem pecypcos nosib3oBaTesem.

Mpu MCNonb30BaHUM HACTPOEK YCTPOWCTBA MO YMOYAHUIO UMA NoJsib3oBatens — admin, naponb —
admin. MNaponb HasHauyaeTcA Nonb3oBaTeseM. B ciyyae ecnn naponb yTpayeH, MOXHO Mepesarpysutb
YCTPOWCTBO W Yepes cepuiHbIi NOPT NpepBaTb 3arpysKy, HaXKaB Knasuwy <Esc> unu <Enter> B TeuyeHue
nepBbIX ABYX CEKyHSA Moc/ie noAsaeHus cooblueHns aBTo3arpysku. OTKpoeTca meHto Startup, B KOTOpom
HY»KHO 3aMyCTUTb NpoLEeAypYy BOoccTaHoBeHUA napons ([2] Password Recovery Procedure).

V' Monb3osaTtenb no ymonuanuio (admin/admin) cywecteyer A0 Tex nop, NOKa He CO34aH Nio-
60i1 gpyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.
V Mpwu yaaneHnn Bcex co3gaHHbIX NoJsib3oBaTenei ¢ 15 ypoBHeM NpuBUAErniA AOCTYN K KOM-
myTaTopy byaeT ocywecTBaATbLCA NOA Nosb3osaTtesniem no ymonudawuio (admin/admin).

Ana obecneveHus nepBOHaqaanoﬁ 6esonacHoCTH Nnapo/ib B CUCTeMe MOXHO 3a4aTb ANA CEPBUCOB:

— KoHconb (noaknoueHme Yyepes cepuinHbIn NOpT);
—  Telnet;
— SSH.
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4.5.3.1 YcmaHoeKa naposs 0718 KOHCoAu

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npu1raallieHne BBECTU Napo/b BO BPEMSA PErMcTpaLMn B YCTPOMCTBE Yepes ceaHC KOHCON

BBEAUTE Naponb — console.

4.5.3.2 YcmaHosKa napons 0ns Telnet

aaa authentication login default line
aaa authentication enable default line

console (confiqg) #

console (confiqg) #

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password telnet

B oTBET Ha NpuraaweHMe BBECTU NApo/ib BO BPEMA PErnCTpaLLMM B YCTPOMCTBE Yepes ceaHc Telnet

BBeAuTe naposb — telnet.

4.5.3.3 YcmaHoska napons onsa SSH

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha npuraaweHne BBECTM Napo/b BO BPeMS PerMcTpauMu B YCTPOMCTBe yepes ceaHc SSH

BBEAUTE NApPO/Jib — ssh.

4.5.4 Hacmpoiika 6aHHepa

[na ynobcTBa aKCnyaTaumm ycTpoicTBa MOXKHO 3a4aTb 6aHHep — coobLeHne, coaepKallee ntobyio

nHdopmaumto. Hanpumep:

console (config) # banner exec;

Role: Core switch
Location: Objedineniya 9, str.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIM pexXum AOCTyNeH cpasy nocae yCcnewHol 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesknm AOCTYNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaH4OM configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
¢burypauum, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perrMm OCyLLECTBAAETCA U3 pexmnma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOowb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;
console>

Tabnunua 37 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
no ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETMPOBAHHDBIN PEXUM (€CN 3HaYEeHNe
He yKa3aHo — To ypoBeHb Npusunernit 15).

login - 3aBeplueHuWe TeKyLLe CeccMmn U CMeHa Nob30BaTeNs.

exit - 33KpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help 3anpoc cnpaBoYHoOW MHPopmauum o paboTe mHTepdeiica Ko-

i MaHAHOW CTPOKM

12 2 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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show history

MoKasaTb UCTOPUIO KOMaHZA, BBEAEHHbIX B TEKYLLEN TePMUHANb-
HOM ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUMN BBEAEHHbIX KOMaHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

OTKNOUUTL GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
ANA TEKyLel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

M3meHUTb pasmep Bydepa NCTOpMM BBEAEHHbIX KOMaHA ANA Te-
Kylien TEpMUHANbHOM ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMO4aHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeNeHne BbIBO4A CMPABKM MO CTPaHMLLAM OCYLLECTBAAETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKNKOYEH]

BK/IOUUTB MOATBEPXKAEHMNE Nepes, BbINONHEHNEM HEKOTOPbIX KO-
MaHZ.

OTK/IOUYNUTb MOATBEPXKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6baHHepoB.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KoOMaHAHOW CTPOKM MMEET C/ieayoLmnin BUA,

console#

Tabnunua 38 — basoBble KoMaHAbl, 4OCTYMNHblE B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbcA B KOMaHAHbIV pexum (EXEC) u3 npusmaerMpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTn B peXXMM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX peXUMax KOH@du2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET OAMH M3 CleayoLLmMX BUOOB:

console#
console (config) #

console (config-line)#

Tabnnua 39 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliT 13 n06Oro pexkmma KOHPUrypaLmm Ha ypoBeHb Bbllle B
i mnepapxmmn komang, CLI.

end BbIliTV U3 nt060ro perkMuma KoHOUrypauum B KOMaHAHbIN pexrum
) (Privileged EXEC).

do ) BbINONHWUTbL KOMaHAY KOMaHAHOro ypoBHa (EXEC) u3 noboro pe-

KMMa KOHOUrypaumu.
help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunuya 40 — ba3oBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHdUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

banner exec d message_text d

no banner exec

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMNTL BbIBOZ, Ha 9KPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHnn (B cTpoke 4o 510 cMmBo/I0B,
ob6uiee 2000 cumBo/0B).

YAanuTb TEKCT coobLieHns exec.

banner login d message_text d

no banner login

3apaTtb TeKCT coobuweHua login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHunn (B cTpoke 4o 510 cMmB0/I0B,
obuiee 2000 cumBosioB).

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line) #

Tabnnua 41 — ba3oBble KOMaHAbI, OCTYMHbIE B PeXXMMe KOHUTypaLmMm TepMmUHana

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

history

no history

-/dYHKLMA BKAKOYEH]

Bkatountb C'JyHKLI‘MlO COXpaHeHNA UCTOPUKN BBEAEHHDBIX KOMaHA.

BbIKNtOUNTb QYHKLMIO COXPAaHEHWUS UCTOPUN BBEAEHHbBIX KOMAHA,

history size size

no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANIBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 ®unbrpauyma coobuieHnii KOMaHAHOM CTPOKU

dunbTpauma coobLLeHNt N03BONAET YMEHbLWUTL 06bem 0TO6parkaembiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena M 0baerynTb NOUCK HEOBXoANMON MHboPMaumK. Ans dunbTpaunm nHGopmauum Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCMOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,

nepevYncneHHbIX B Taﬁnmu,e.

Tabnunua 42 — KomaHabl perkrma rnobanbHom KoHGUrypauum

Memoo

3HayeHue/3Ha4yeHue
Mo yMmoA4YaHuo

Aeilicmeue

begin pattern

include pattern

exclude pattern

Nwet nepesoe cosnageHue C WwabnoHom B Hayane CTPOKMK U BbIBO-
OUT BCe CTPOKU 3a HeM.

BbIBOAWT BCe CTPOKM, cogepiKalume WwabnoH.

BblBOAWT BCE CTPOKM, He cogepsKalume wabaoH.

12 4 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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5.3 HacTpoiiKa MaKpoKomaHp,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 43 — KomaHab! perkmma rnobanbHom KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAbop KOMaHA, eC/IM HABOP C TAKUM UMEHEM CY-
LLecTBYeT — nepesanucbiBaeT ero. Habop KomaHa BBOAUTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMMmBOAa “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 44 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT ykasaHHbIM MaKpOC Ha BaNAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KoOMaHAHOM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if) #

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnunua 45 — KomaHapl pexknma KoHburypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

macro apply word

word: (1..32) cumsonos

MpuMeHAEeT yKaszaHHbIA MaKpoc.

macro trace word

word: (1..32) cumBonoB

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBO/10B

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpOKy-AecKpmnTop.

5.4 KomaHpgbl ynpaBaeHUA CUCTEMOMN

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnunua 46 — KomaHabl ynpaBneHus cuctemom B pexkmme EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D] [df]

vrf_name: (1..32) cumsona;
host: (1..158) cumBoNOB;
size: (64..9000)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/
2000 mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP ykaszaHHOMY y3/1y CeTU, a TaKKe ANA KOHTPOANA
nocrynatowmx otsetos (ICMP Echo-Reply).

- vrf_name — uma BUpPTyanbHOM 061aCcT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYECTBO BalT B NakeTe;
- count — KONNYECTBO NaKeTOB ANA Nnepefayn;

- timeout — Bpema 0XXUAaHMA OTBETA Ha 3anpoc;

- df — oTMeHWTb dparmeHTaLMIO MAKETOB.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny ceTu, a TaKxe A/1A KOHTpoAA
nocrtynatowux oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F —IPv6-agpec y3na cetu;

- host — pomeHHOe UMS y3na ceTu;

- Size — pa3mep NakeTa A/19 OTNPaBKK, KONMYECTBO HalT B NaKeTe;
- count — KONMYECTBO NaKeToB ANA Nepesayn;

- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpepeneHve maplupyTa TpaduKa L0 y31a Ha3HaYeHus.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLpyTU3aLNK;
- A.B.C.D — IPv4-apgpec y3na cetu.
- host — pomeHHOEe UMA y31a ceTu;
- Size — pa3mep NakeTa 419 OTNPaBKK, KONMYECTBO HalT B NaKeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
- count — KO/NMYECTBO MOMbLITOK Mepefayn MakeTa Ha Kakaom
yyacTke;
- timeout — Bpema 0XXnAaHWA 0TBeTa Ha 3anpoc;
- IP_address — IP-agpec uHTepdeiica KOMMyTaTopa, UCMOJb3ye-
MbIi1 4NA Nepefayn NakeTos;

OnucaHue oWwM60K NpU BbINOJIHEHUU KOMAHA U pe3yb-
V TaToB NpuBeAeHo B Tabanuax 48, 49.

12 6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonosB;
size: (66..1518)/66 baiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpepeneHvne maplupyTa Tpaduka 40 y3/1a HasHaYeHuA.
- A.B.C.D.E.F — IPv6-appec y3na cetu.
- host — pomeHHOe UMsA y3na ceTu;
- Size — pa3mep NakeTa A4/ OTPaBKK, KONMYECTBO HalT B NaKeTe;
- tt/ — maKcMmanbHOe KOIMYeCcTBO Y4aCTKOB B MapLUpyTe;
- count — KO/IMYeCTBO MOMbITOK Mepefayn naketa Ha KarKaom
yyacTke;
- timeout — Bpema 0XXnaaHMA 0TBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepderica KommyTaTtopa, UCNosib3ye-
MbI ANA NepeAayn NakeTos.
V OnucaHue oWwn60K NpU BbINOIHEHMN KOMaHA, U pesy/b-

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

TaToB NpuBeAeHo B Tabauuax 48, 49.
OTtkpbiTve TELNET-ceccun ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe UMSA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4eBoe cnoso.
V OnucaHue cneumanbHbix KomaHa Telnet U Knouesbix

ssh {A.B.C.D | host} [port]
[vrf vrf_name] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/22;
vrf_name: (1..32) cumBonos

CNoB npuBepeHo B Tabauyax 50, 51.
OTKpbITME SSH-ceccun gna ysna cetu.
- A.B.C.D — IPv4-agpec y3na cetu;
- host — LOMeHHOE UMsA y3N1a ceTu;
- port — TCP-nopT, no KoTopomy paboTaet cnyxb6a SSH;

- vrf_name — ums BUPTyanbHON 06nacTn maplupyTU3aumuu;
- keyword — kntoyeBoe cnoso.

V OnucaHue KnloveBbiX CN0B NpuseaeHo B Tabauue 51.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepekntoyeHne Ha ApYryto ycTaHoBAeHHYto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTobparkeHne MHOGOPMALMM O MO/b30BATENAX, MCMOMb3YIOLLMX
pecypcbl yCTpoicTBa.

show sessions

OTobpakeHne NHPopPMaLMK 06 OTKPBITLIX CECCUAX K YAANEHHbIM
ycTpoicTBam.

show system

BbiBOA, cMcTeMHOM MHbOPMaL MK,

show system id [unit unit]

OTobparkeHne cepuiiHOro Homepa ycTpPoMCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo.6pa>KeHme CVICTeI\\‘AHOI‘;I MHPOPMaLUM KoMMyTaTopa.
- unit — HoMep YyCTPOWCTBa B CTEKe.
show system fans [unit unit] unit: (1..8)/- OTo.6pa>KeHme VIHd)OEMaLI,MM 0 COCTOAHUU BEHTUNATOPOB.
- unit — HoMep yCTPOWCTBa B CTEKe.
show system power-supply - OtobparkeHne nHGOPMaLMU O COCTOAHUN UCTOYHUKOB MUTAHMUA.
show system sensors - OTobparkeHne MHGOPMALMU TEMMNEPATYPHbIX AATYMKOB.
show version OTo6parkeHne TeKyLLLEe BEPCUN CUCTEMHOIO NPOrpaMmmMHOro obec-
i neyeHua ycTpomncTea.
show hardware version - OTobparkaeT MHGopMaLmio 06 annapaTHOW BEPCUM NNATbI
show system router OTobparkeHne pasmepa 1 3aHATOCTM annapaTHbIX TabauL, yCTPOn-
resources cTBa (MapLupyTM3aumn, cocesen, MHTepodencos).
show system tcam utilization OTtobparkeHne 3arpysku pecypcos namsatv TCAM (onpegeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namaTb).

- Unit — HoMep yCTPOICTBa B CTEKE.

show tasks utilization

OTo6pakeHne ypoBHsA 3arpy3ky pecypcoB LEeHTPabHOro npowec-
copa KOMMYTaTopa A4/ KaXA0ro CUCTEMHOIO npoLecca.
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show tech-support [config | OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
memory] HaYyaNbHOM AMArHOCTUKKM Npobaem.
BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e show tasks utilization

e  show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding OTo6pasnTb TEKYLLMI, YyCTaHABAIMBAEMbI NOCAE Nepe3arpysku u
resources - [JOCTynNHble ANA UCMNONb30BAHUA PEXUMbI pacnpeaeseHuns anna-
paTHbIX pecypcos.

KomaHpa «show sessions» 0T06pa)K36T BCe yAaJieHHble COoeAUHEHUA TOJIbKO U3 TEKyLI.I,EI‘a
vad ceccuu. [laHHaA KOMaHAA UCNOb3yeTCA Cneayowmum 06pa30M:

1. BbINOAHUTb NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTaTOpa € NOMOLLbIO
Telnet nnun SSH;

2. BepHyTbCcA B pogUTeNbCKylo ceccuio (Ha KommyTtatop). [NA 3TOro HaKaTb
KombuHauuio knasuw <Ctrl+Shift+6>, oTnyctutb M HaxaTtb <x> (MKc). Mpousongéer
nepexoA B pOAUTE/NIbCKYIO CECCUID;

3. BbinonHuUTb KomaHgy «show sessions». B Tabnuue [0AXHbI NPUCYTCTBOBaTb BCe
ucxopsduume coegMHeHUn B TeKylei ceccum;

4. Ana TOro utobbl BEpHYTbCA K CEcCMU YAANEHHOro YyCTpoicTBa, Heobxogumo
BbINO/HUTb KOMaHAy «resume N», rae N — Homep coeauHeHMA 13 BbIBOAA KOMaHADI
«show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 47 — KomaHabl ynpaBaeHus cuctemomn B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

reload [unit unit_id]

unit_id: (1..8)/-

KomaHaa cny»KuT ana nepesanycka ycTponcTaa.
- unit_id — Homep ycTpoicTBa B CTekKe.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NPOMEXKYTKA BPEMEHM, Yepe3 KOTOpblii NpousonaeT
OT/I0XKeHHanA nepesarpysKka ycTponcTaa.

reload at hh:mm

hh: (0..23), mm: (0..59).

YcTaHOBKa BpemMeHM nepesarpysKku yCTponcTsaa.

reload cancel

OTMeHa OT/I0XKEeHHOro nepesanycka.

boot password password

no boot password

YcTaHoBKa napos Ha bootrom.

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3kuM PecypcoB LieH-
TpanbHOro Npoteccopa.

show cpu input rate

OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaEeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTOb6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX MPOLLECCOPOM MO TUMY TpaduKa.

show cpu thresholds

OTobparkeHne cn1cka HacTpoeHHbIX noporos aas CPU.

show memory thresholds

OTobparkeHne cNMcKa HacTPOEHHbIX Noporos aasa RAM.

show sensor thresholds

OTO6parkeHne cnuncka Noporos 419 AaTYMKOB.

show storage thresholds

OTobparkeHWe cn1cKa Noporos 415 pa3fenioB YCTPOUCTB.

show storage devices

OTobparkeHne 3HauyeHut obbema 1 cBoboaHoi namaTtu MN3Y.

Mpumep ncnoab30BaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69)
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

form , 30 hops max, 18 byte packets

Tabanuya 48 — OnucaHue pe3ynbTaToB BbINOJIHEHUA KOMAHAb! traceroute

lMone OnucaHue

1 MopagKoBbIi HOMEpP MapLUPYTM3aTopa B MyTW K YKasaHHOMY Y371y CeTu.

gateway.eltex CeTeBoOe MMsA 3TOr0 MapLipyTM3aTopa.

192.168.1.101 IP-agpec aToro maplipyTtusaTopa.

Bpems, 3a KOTopoe nakeT 6biN NepesaH M BepHYACA OT MapLipyTusaTopa. YKasbiBaeTcs

0 msec 0 msec 0 msec .
ONA KaXK4oW NonbITKM Nepesayn nakeTa.
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HELTEX

Mpw BbINOSIHEHUN KOMaHAbI traceroute moryT I'IpOM30l\/'1TM OLLIVI6KM, onucaHue ownboK npmneeaeHo B

Tabnnue 49.

Tabnmua 49 — OWMBKM Npu BbINOIHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tanm-ayT Npu NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TN NakeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOANT NpU BAOKMPOBAHUM UCXOLALLENO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaumna n yctaHoBKka 6mTos DF.
H Y3en cety HeOCTynNeH.
N CeTb HegoCTyMHa.
P MpoTOKON HeaOoCTyNEH.
Q NCTOYHMK NnoaasneH.
R NcTekno Bpems NOBTOPHOMN cbopKu pparmeHTa.
S OwnbKa ncxoasallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecneyeHre Telnet KOMMyTaToOpoB NOAAEPKMBAET cheuuanbHble KOMaHAbl —
OYHKLMM KOHTPOANA TepMuHana. Jaa BXoZa B PEXUM creumanbHbiX KOMaHg, BO Bpems akTMBHOM Telnet-
CECCMU UCMOJIb3YEeTCA KOMOUHAUMA Knasuw <Ctrl+shift+6>.

Tabnuua 50 — CneumanbHble KomaHabl Telnet

CneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatb no telnet yganeHue cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
AN Mepepnatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNIOYEHMSA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTENbHBIX ONLUMIA Npu OTKPbITUKM Telnet- n SSH-ceccnii:

Tabnunua 51 — Knrouesble cnoBa, Mcnosibayemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYaeT pyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHunit nporpammHoro obecneveHus Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensHocTtei Telnet. MoTokoBoe coegnHeHue He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, HE B-
nawowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.
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HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:
console (confiqg) #

Tabnnua 52 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rNobanbHOM KOHPUrypaLmm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuio

hostname name name: (1..160) KomaHza cnyxuTt AN 3aaHus ceTeBoro MMeHM yCTPOMCTBA.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMA YCTPOICTBA B 3HAYEHNE MO YMOYAHUIO.

service tasks-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LEHTPaNbHOIO NpoLLeccopa KOMMYTaTopa A8 KaXK4oro
CUCTEMHOrO npoLiecca.

- — -/BKAtOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Kku
pPecypcoB LEHTPaNbHOIo NpoLeccopa KOMMYTaTopa 418 KaxK4oro
CUCTEMHOrO npouecca.

service cpu-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOro NpoL,eccopa KOMMyTaTopa.

- — -/BKAtOYEHO -

no service cpu-utilization 3anpeTnTb YCTPOMCTBY NPOrpaMmMHO U3MepPATb YPOBEHb 3arpy3ku
pPecypcoB LLEHTPaAbHOrO NPoL,Eeccopa KOMMyTaTopa.

service cpu-input-rate Pa3spewnTb yCcTpoNCTBY NPOrpamMMHO U3MEPATb CKOPOCTb BXOAA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPaAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATb CKOPOCTb BXOAALLMX
Kagpos, o6pabaTbiBaemMbix LLEHTPaIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options, other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YctaHoBKa Ha CPU orpaHuyeHua CKOPOCTM BXOAALMX KagpoB AnA
onpegeneHHoro TMna Tpadpuka.
- pps — NaKeTOB B CEKYHAY.

V Peanusyert ¢pyHKumio CoPP (Control plane protection).

BoccTaHaB/MBaET 3HaYeHWe pps MO YMONYAHUIO ANA OnpeseneH-
Horo TpaduKa.

syn);
pps: 8..2048

service password-recovery PaspewnTb BOCCTaHOB/IEHWE MApPONsA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» ¢ coxpaHeHnem KoHOUrypauuu.
no service password-recovery /enabled Pa3pelnTb BOCCTAaHOBAEHWE MAPONsA 4Yepes 3arpy3o4HOe MEHH

«password recovery procedure» ¢ yaaneHmem KoHoUrypauuu.
link-flap prevention enable BKntounTb NpegoTepalieHme GaannuHra IMHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpalleHne GaannuHra MHKa.
service mirror-configuration Co34aBaTb pe3epBHYHO KOMUIO TEKYLWEN KOHPUTypauun.
no service -/enabled OTKNOYUTL KONUPOBaHWUE TeKyLLEe KoHbUTypauuu.

mirror-configuration
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gna 3arpysku CPU.

- index — NPoOn3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpysku CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3T0OT MHTEpBan byaeT cpaBHMBATLCA C NMOPOrOBbIM;
- relation — oTHoweHWe mexay 3arpy3kon CPU 1 noporosbim 3Ha-
YeHuem, Heobxoanmoe ana cpabaTbiBaHWUA NOPOra;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHuns nopora nocne cpabatbiBaHuUs;

- Severity — ypOBeHb BaXHOCTM TPanoB A1a 3TOro nopora;

- notify — BK/ItoYaeT/oTKAOUaET OTNPABKY Tpanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — BK/lo4aeT/oTkNOUAET OTNPABKY TPAnos o BOC-
CTaHOBNEHMM Mopora.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity /level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obbema ceobogHOM namatv RAM.

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6beMom CBOH6OAHOM NamMATU U
NoporoBbiM 3HaYEHNEM, Heobxoanmoe ana cpabaTtbiBaHMA MO-
pora;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHue, onpegenstoliee MOMEHT BOCCTaHOB-
NleHnA nopora nocse cpabatbiBaHUA;

- severity — ypOBEHb BaXXHOCTM TPANoB A/A 3TOro Nopora;

- notify — BK/louaeT/oTKAOYaET OTNPaBKy TPanos o cpabaTbiBa-
HUM Nopora;

- recovery-notify — Bk/l0YaeT/OTKIOYaEeT OTNPaBKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTb NOPOr ¢ 3a4aHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3a4aTtb Nopor ANA AaT4MKa CKOPOCTM BpaleHUa BeHTUAATOpPa.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA BEHTUAATOP;

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeXAY CKOPOCTbIO BpaLLEeHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe s cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHWe Nopora;

- flap_interval — 3HayeHue, onpegenstoliee MOMEHT BOCCTaHOB-
NeHnA nopora nocne cpabaTbiBaHUsA;

- severity — ypOBeHb BaXXHOCTM TPaNoB Aa 3TOro Nopora;

- notify — BKAtouaeT/oTK/IO4aEeT OTNPaBKy TPanos o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BKtouYaeT/oTKOUaeT OTNPaBKy TPanos O BOC-
CTAHOBNEHMM nopora.

YAanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BEHTUAATOPa fan_num
Ha IoHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor AN AaTyMKa TeMnepaTypbl.

- sensor_num — HOMep TEPMOAATYMNKa;

- unit_id — Homep 1OHWTa, Ha KOTOPOM HaXOAUTCA TePMOAATUMK;

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — OTHOLEHWE MeXKay TemMMnepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ansa cpabaTbiBaHWUA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHus nopora nocne cpabaTbiBaHuUs;

- severity — ypoBeHb Ba)KHOCTU TPanoB A/11 3TOro Nopora;

- notify — BK/Il04aeT/OTKAOYaET OTNPABKY TPanos o cpabatbiBa-
HWW nopora;

- recovery-notify — BKktouyaeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOB/IEHUM Nopora.

YAanuTb nopor ¢ 3aaHHbIM UHAEKCOM A1 TepmogaTymKa sen-
SOr_num Ha oHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHoweHMe mexxay obbema cBob6oAHOM NamATU U Mo-
pPOroBbiM 3HaYeHUem, Heobxoammoe a5 cpabaTtbiBaHWA NOPOra;

- value — 3HayeHwWe nNopora;

- flap_interval — 3HauyeHue, onpeaensaoL,ee MOMEHT BOCCTAHOB-
NeHusA nopora nocne cpabatbiBaHus;

- severity — ypOBEHb BaXXHOCTM TPANoB Aa 3TOro Nopora;

- notify — BKAtouaeT/oTK/IKO4aET OTNPABKY TPanos o cpabaTbiBa-
HUK Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOC-
CTAHOBNEHMM Mopora.

Y4anunTb NOPOr € 3alaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuyu KommyTaTopa Ha HaxaTve KHOMNKK F.

- enable — npu Ha)aTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NpoOUCXoauT nepesarpyska yCTPOMCTBA; NPU HaXaTUKM Ha KHOMKY
anutenbHocTtbio 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea Ao
3aBOACKOM KOHOUrypaumm;

- disable — He pearupoBaTb (0TK/OYEHa);

- reset-only — TonbKo nepesarpyska.

system forwarding resources
mode {mid-I13-mid-12 | min-I3-
max-12}

mode:
mid-I3-mid-12,
min-13-max-12/
mid-I3-mid-12

YcTaHOBUTb pecypcos
mid-I3-mid-12:

- 06bvem Tabanubl MAC po 128K aapecos;

- 06bem Tabanupl FIB ao 288K mappyTos;

- 06bem Tabaumubl ARP oo 64K 3anuceit.
min-13-max-12:

- 06bem Tabanubl MAC ao 256K agpecos;

- 06bem Tabanupl FIB ao 16K mapLupyTos;

- 06bem Tabanupbl ARP go 96K 3anuceit.

’ KomaHaa nopgepXaHa TONAbKO Ha

H MES5500-32, MES5700-32.

peMM pacnpegesieHus  annapaTHbIX

MES5410-48,

’ HacTpoiika BCTynuT B CMAY TONbKO Moc/ie nepesarpysku
N ycTpoiicTBa.

I [na KoppekTHOW paboTbl yCTPOiCTBA C nepepacnpege-

H NeHHbIMU pecypcamMu B COOTBETCTBUM C npodunem min-
I13-max-I2 HacTpoiiku TyHHenupoBaHua (GRE/VXLAN/
MPLS) A0nKHbI OTCYTCTBOBATb B KOHGUrypaLumu.

no system forwarding
resources

YCTaHOBWTb PEXUM pacnpegeneHus annapaTtHbiX PecypcoB nNo
yMOANYaHuto.

5.5 KomaHapbl gna HaCcTPOiKM NapameTpoB ANA 3ag4aHUA naponen

[JaHHbIV KOMNAEKC KOMAHA, NpeAHa3HayYeH 41a 3343aHNA MUHUMANbHOM CNI0XKHOCTM Mapos, a TaKKe
ONA 334aHMA BPEeMEHU AeNCcTBMA Napons.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoM KOHPUTypauum MMeeT cneayowmii Bua;

console (config) #

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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Tabnuua 53 — KomaHapl ynpaBaeHMa cUCTemMoi B pexknume rnobanbHom KoHdurypauymm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHei

3apaeT Bpemsa KU3HW naponei. Mo ucteyeHUn 3aflaHHOrO CPOKa
byaeT NpesioXKeHo CMeHUTb Naposib. 3HadeHne 0 roBOpuT O TOM,
YTO BPEeMSA KM3HW Naponei He 3afaHo.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IOYEHO

BK/itoyaeT orpaHuyeHve Ha dopmart napons.

BbIK/lOYaEeT orpaHuyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/ilO4aeT orpaHuyeHue, 3a4alolee MMHUMAbHOE KOJIMYEeCTBO
KNaccoB CMMBOJIOB (CTPOYHble BYKBbI, 3ariaBHble 6yKBbI, LUbPbI,
CMMBO/bI).

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BkAtoyaeT orpaHUyYeHne Ha MMHUMANbHYIO ANNHY NaponAa.

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

BkatouaeT orpaHuyeHue, 3ajaloliee MaKCMManibHOE KOJM4YecTBO
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO1I0OB B HOBOM Napone.

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
not-current

3anpeLaeT NpM CMeHe Mapo/is UCMO/Ib30BaTh B Ka4ecTBe HOBOMO
CTapbii.

no passwords complexity /enabled PaspelaeT ncnonb3oBaTh CTapbli NAPO/b NPU CMEHE.

not-current

passwords complexity 3anpeLaeT UCNONb30BaTh B Ka4eCTBe Napoasa UMA NoAb30BaTeNs.

not-username Jenabled

no passwords complexity PaspeluaeT MCNONb30BaTh B Ka4ecTBe Napois MMA NoNb30BaTeNs.

not-username

passwords lockout value 3aZaeT orpaHMYeHne Ha KOIMYECTBO HEBEPHbIX MOMbITOK BXO4a Ha
value: KommyTaTop. Mocne nocnegHeit HenpaBWUAbHOM MOMbITKM BBECTU

no passwords lockout

(1..5)/BbIKNtOYEHO

naponb NO0/sb30BaTeb 610KM pyeTca.

BbIK/IlOYaET OrpaHMYeHME Ha KOIMYECTBO HEBEPHbIX MOMbITOK BXO-
aa.

Tabnunua 54 — KomaHabl ynpaBneHus cuctemom B pexkmme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show passwords configuration

OTobpakaeT MHPopmaL Mo 06 orpaHUYEHUAX HA NAPON.

set username name active

name: (1..20) cumBonos

PasbnokupyeT nonb3osartens, 3a6NOKMPOBAHHOIO NOCAe Heyaau-
HbIX MOMbITOK BXOAa Ha KOMMyTaTOp.

5.6 Pa6ora c paitnammu

5.6.1 OnucaHue apeymeHmMoe KOMaHO

Mpu ocylecTeaieHNN onepaunin Hag dainamm, B KauecTBe aprymeHTOB KOMaHZ BbICTyMnaloT agpeca

URL — onpeaenutenn MecToHaxoXaeHuAa pecypca. OnucaHue KA4veBbiX CAOB, WUCMOAb3YEMbIX B
onepaumax, npuseaeHo B Tabanue Tabnnua 55.
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HELTEX

Tabnunua 55 — CNMcoK KntoUyeBbIX CIOB N UX ONUCaHKe

Knrouesoe cnoso

OnucaHue

flash://

McxoaHbIvi agpec nan agpec mecta Ha3HauYeHUA ANA SHeproHe3aBMCMMONM NaMATU. IHeproHesasu-
CMMan NaMATb UCMOb3yeTcsA No yMmodaHuio, ecam agpec URL onpegeneH 6e3 npedpukca (npeduk-
camu ssastoTcs: flash:, tftp:, scp:...).

running-config

daiin TekyLLet KoHOUrypaumm.

mirror-config

Konus ¢aiina Tekyuwien KoHourypaumm.

startup-config

®aiin nepBoHaYaibHOM KOHOUTypauuu.

active-image

daiin c akTMBHLIM 0bpasom.

inactive-image

daliin c HeakTMBHbIM 0bpasom.

tftp://

UcxogHbI agpec unm agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename [ vrf vrf_name]
- host — IPv4-appec unu ceteBoe MMaA yCTPOMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — kaTanor;

- filename — uma daina;

- vrf_name — Ha3BaHwe vrf.

V Ecam vrf He ucnonb3yeTca, KomaHay vrf name mMmoXHo He YKa3bliBaTb.

sftp://

UcxopHbIV agpec unv agpec mecta HazHadeHua ana SSH-cepsepa.

Cuntakcuc: sftp://[username:[password]@]host[:port][directory/]/filename [ vrf vrf_name]
- username — UMA NO/Ib30BATENSA;

- password — napoab Noab3oBaTeNs;

- host — IPv4-agpec unm ceTeBoe MmA yCTPOICTBa;

- port — NopT Ha3Ha4YeHus;

- directory — kaTanor;

- filename — vms daiina;

- vrf_name — Ha3BaHwe vrf.

http://

UcxogHbl agpec unm agpec mecta HasHadyeHua ana HTTP-cepsepa.
CuHtakcuc: http://host[:port]/filename [ vrf vrif_name ]

- host — IP-aapec nau ceTeBoe UMA YCTPOWCTBA;

- port — NopT Ha3Ha4YeHus;

- filename — ums daina;

- vrf_name — Ha3BaHue vrf.

scp://

UcxopHbIM apgpec unv agpec mecta HasHayeHua ana SSH-cepsepa.

CuHTakcuc: scp://[username[:password]@]host[:port]/[directory/] filename [ vrf vrf_name]
- username — UMA NoNb30BaTeNS;

- password — naponb NoNb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA yCTPOMCTBA;

- directory — katanor;

- filename — ums daina;

- vrf_name — Ha3BaHue vrf.

logging

daiin c uctopmeit KomaHa,

IPv6-apgpec UCTOYHMKA [O0/MKEH YKasblBaTbCA B KBaApaTHbIX CKOB6Kax B ¢dopmare
tedt [XXXXXXXX:: XXXX].

5.6.2 KomaHObI dna pabomevi ¢ halinamu

3anpoc KomaHgHoM cTpoKu B pexxkume Privileged EXEC nmeeT cneayrowmin BuAa;

console#

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 135
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Tabnunua 56 — KomaHapbl ans paboTbl ¢ pannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

copy source_url
destination_url

copy source_url {running-
-config| candidate-config}

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CUMBOJIOB;

KonuposaHue daitna n3 MectonosoxKeHns UCTOYHUKA B MEeCTomno-
NIOXKEHNE Ha3HaYeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢paiina;

- destination_url — agpec mecTa Ha3HayeHus, Kyaa ¢ain byaeT cko-
NUpPOBaH.

KonupoBsaHue dalina KoHUrypaunm c cepeepa B TEKYLLYHO KOHPU-
rypauuio.

CoxpaHeHue TeKkyLen KoHOUTypauum Ha cepeepe.

CoxpaHeHue nepBoHa4asIbHOM KOHOUIYypaLLMn Ha cepBepe.

copy running-config
startup-config

CoxpaHeHue TeKyLLel KOHOUTYpaL MK B epBOHaYabHY KOHOUTY-
paumio.

copy running-config file

CoxpaHeHUue TeKywen KoHPuUrypauum B 3aZaHHbIA pe3epBHbIn
daiin KoHdpurypauuu.

copy startup-config file

CoxpaHeHue nepBoHaYanbHOM KOHOUIYpaLMK B 3a4aHHbIN pe3eps-
HbI daitn KoHdUrypauuu.

delete candidate-config

Ypanenve ¢aiina KaHaUMAAT-KOHPUrypaLumm.

boot config source_url

KonupoBsaHue ¢aiina KoHdurypauumu c cepsepa B ¢alin nepsoHa-
YanbHOM KOHUrypauuu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢painos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaeT cogeprmmoe daina.

- startup-config — oTobparkaeT coaepxunmoe daina nepsoHavanb-
HOW KOHOUrypaumm;

- running-config — oTobparkaeT cogepknmoe dpaiina TeKyLWEen KoH-
urypauuu;

- flash: — oTobparkaeT dainbl c dnew-namaTi ycTponcTea;

- mirror-config — oTobpakaeT cogepkmumoe daina TekyLen KoH-
dburypaumum c sepkana;

- active-image — otobpakaeT Bepcuto Tekyuiero ¢alina obpasa Mo.
- inactive-image — oTobparkaeT Bepcuio HeakTMBHOro ¢alina ob-
pasa 0.

- logging — oTobpakaeT cogepkunmoe daina KypHana.

- file — uma darina.

l daiinbl oTobpaxkatorca B popmate ASCII.
.o

delete ur/

Yaanenue daina.

delete startup-config

Yaanenus daina nepBoHavanbHON KOHOUTypaumu.

boot system source_url

KonuposaHue daitna NO c cepepa B HEAKTUBHYIO 06/1aCTb NaMATH
Ha mecTto pesepsHoro MNO.

boot system inactive-image

3arpysunTbca ¢ HeakTMBHOro obpasa MO.

show {startup-config |
running-config | candidate-
config} [brief | detailed |
interfaces

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogeprnmoe palina nepBoHayYanbHOM KOHOUIypauum
(startup-config) unu Tekywein KoHPUrypaumm (running-config).

- interfaces — KoHdUrypauua nHTepdeicoB KommyTaTopa - dusnye-
CKuX MHTepdeicos, rpynn uHtepoeiicos (port-channel), VLAN-uH-
Tepdelicos, oob-nopTa, nHTepdelica 3ambikaHWA Ha cebn, TyHHe-
new.

Cnegylowme onumm AOCTYNHbI NPU BbiBOAE TeKylen KoHburypa-
Luu:

- brief — BbiBOg, KOHOUIYPaLMK 6e3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL kntouen.

- detailed — BbIBOA KOHOUTYpaALUK C BKAOYEHNEM ABOUYHbLIX AAH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN paiin cuctemHoro MO, KOTopbIi YCTPOMCTBO
3arpy»Kaet npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHourypaumm B ¢aiin nepBoHaYasbHOM
KoHbUrypauuu.

13 6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
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boot license source_url [unit
unit_id] [vrf vrf_name]

3arpyyKaeT Ha yCTPOMCTBO Galin NULLEH3UN.
- unit_id — Homep OHWUTA B CTEKE;

unit_id: (1..8);
vrf_name: (1..32)
cumBona

- vrf_name — ums BUPTyanbHON 061acTN MapLupyTU3aLuun.

’ ®aiinbl AMLEH3MM MOryT 6bITb YCTAaHOB/IEHbI HA YCTPOWA-
e CTBO C posbto master u backup.

delete license [ word ] [unit
unit_id]

Ypansaer ¢ ycTponcTBa BCe YCTaHOB/IEHHbIE dali/ibl INLEH3UNA.
- word — ums daitna AMUEH3NU, KOTOPbIN A0MKEH BbITb yaaneH;
- unit_id — HoMep OHWUTA B CTEKe.

word: (1..160) cumsona;
unit_id: (1..8)

show license [unit unit_id] MoKa3blBaeT ycTaHOB/IEHHbIE dalinbl ANLEH3UN.

unit_id: (1..8 .
d:(1.8) - unit_id — Homep tOHWUTA B CTEKE.

MN3meHeHne umeHu daiina.
- url — Terywee uma danna;
- new-url — HoBoe nmsa daina.

rename url new_url url, new_url: (1..160)

CMMBOJ10B

Cepeep TFTP He moKeT 6biTb agpecom MCTOYHMKOM M aApPecomM HasHaueHua ANA OAHOWM
e KOMaHAbI KONUPOBaHMUA.

[pumepbl UC1016308AHUS KOMAHO

Yaanutb ¢ain test N3 sHeproHesaBUMCMMOMN NamATU:

console# delete flash:test
Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHMA KOMaHAbI: MOC/e NOATBEPXKAEHUA cbaﬁn 6YAET yAaneH.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxume rnobanbHON KOHOUTYpaLMmM MMEET CeayoWnn BUA,:
console (config) #

Tabnnua 57 — KomaHabl ans paboTsl ¢ paitnammn B pexkume rnobanbHoli KoHdUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

MepeBoa cuctembl KonuposaHua Yepes TFTP B onpeaeneHHblit VRF.
- vrf_name — ums BUPTyanbHOM 061aCTU MaApLLPYTU3aLUN.

MNepesop cuctembl KonuposaHua vyepes TFTP B VRF no ymonyaHuto.

ip tftp source-vrf vrf_name vrf_name: (1..32)

CMMBO/1I0B

no ip tftp source-vrf

5.6.3 KomaHObI 0514 pe3epsuposaHus KOHguz2ypayuu

B paHHOM pasgene onucaHbl KOMaHAbl, NpeAHasHa4YeHHble A8 HACTPOWKM pe3epBMPOBaAHMA
KOHdUrypaummn no Talimepy Uam nNpu COXpaHeHUn Tekyllein KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06asab6Hol KoOHguU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHoi KoHOUTypaLunmn MMeeT ceayowmn Bua;

console (config) #

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnunua 58 — KomaHabl ynpaBaeHns cUcTeMoin B pexkmme rnobanbHol KoHuUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro

YKasaHue cepBepa, Ha KOTopblit 6yaeT NPoM3BOAUTLCA Pe3epBUpPO-
BaHWe KoHbUrypauum.

CTtpoka B popmare:

server: (1..22) cumsonos | «tftp://XXX XXX XXX XXX»

«scp://[[username][:[password]]]host»
«sftp://[[username][:[password]]]host»

backup server server format

no backup server YpaneHue cepsepa ANa pe3epBuMpoBaHUs.
YKasaHue cepBepa, Ha KOTopblit 6yaeT Npom3BOAUTLCA Pe3epBUpoO-
server: (1..22) BaHMe KOHOUrypaumm.
backup server server port port [ CMMBOJIOB, - server — cTpoKa B popmate «tftp://XXX. XXX XXX XXX»,
vrf vrf_name ] port: (0..65535)/nopT no | «scp://username:password@XXX.XXX.XXX.XXX» u
YMO/YaHMIO «sftp://username:password @XXX. XXX. XXX.XXX»
(tftp — 69, scp u sftp — | - vrf_name — nma BMpTyanbHo 061acTV MapLpyTU3aLmu.
no backup server [ vrf vrf_name 22)

YaaneHue cepsepa ANA pe3epBUPOBAHMA.

]

YKasaHWe nyTM pacnonoxeHua daina Ha cepsepe U npedukca
backup path path danna. Mpu coxpaHeHun K npeduKcy byaeT obaBnATbCA TeKyLWas
path: (1..128) cumBonos
AaTa v Bpema B popmate rrrrmmagqyymmcc.

no backup path YpaaneHve nyTu gns pesepBupoBaHuA.
backup history enable / BKtOUNTL COXPaHEHWE UCTOPUU pPe3epBHbIX KOMUNA.
- -/BbIKNOYEHO >
no backup history enable OTKNOYUTbL COXPaHEHUE UCTOPUN PE3EPBHbIX KOMUNA.
. . . YKasaHWe npomexKyTKa BpPeMeHM, Mo UCTeYeHUn KoToporo byaet
backup time-period timer timer: P y P ! P va
OCYLLLECTBAATLCA aBTOMATUYECKOE pe3epBMpPOBaHMe KOHOUTypauum.
- - (1..35791394)/720 muH
no backup time-period BoccTaHaBnMBaeT 3HAYEHME MO YMOTYAHUIO
backup auto / BK/IlOYEHME aBTOMATUUYECKOTO Pe3epBnpPOBaHNA KOHOUTYypaLMHK.
-/BbIKAOYEHO
no backup auto YcTaHOBKa 3Ha4YeHMA N0 YMOAYAHUIO.

BK/loYeHMe pe3epBUPOBaHMA KOHOUIypaLuumM Mpu  COXPaHEHUU

backup write-memor
P v -/BbIKAOYEHO nosb3oBaTenem KoHpurypaumm Ha flash-Hakonutens.

no backup write-memory YcTaHOBKa 3Ha4YeHuna no YMO4aHULO.

HacTpolika BO3MOXKHOCTM Mcnosb3oBaHusa USB-nopTta kommyTaTopa.
usb {enable/disable} -/enable - enable — ncnonb3osaHne USB-nopra paspeLueHo;
- disable — ncnonbsoBane USB-nopTa 3anpelueHo.

Tabnuua 59 — KomaHabl ynpasneHua cuctemon B pexkmume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
show backup OTobparkaeT MHGOPMALMIO O HACTPOMKaxX pe3epBMPOBaAHUA KOH-
i durypaumm
show backup history i OTObparkaeT UCTOPMIO YCMELLIHO COXPAaHEHHbIX HA cepBep KOHPU-
rypaumi.

5.6.4 KomaHObI 0n1a pabomel kKaHOUOamM-KoHgpu2ypayuu

B AaHHOM pasaesie onvcaHbl KOMaHAbl, NpegHasHayeHHble Aaa paboTbl ¢ KaHAMAAT-KOHUTYpauum
un rollback-Taitmepom.

B cucteme cyulecTtByeT HeCKONbKO TunoB KoHdurypaumii: CANDIDATE — pepaktupyemas
KoHourypauma. RUNNING — peiictBytowan KoHpurypaums. MNoa ynpasaeHmMem 3Ton KoOHOUrypaumm ysen
aoctyna paboTtaeT B AaHHbIM MomeHT. BACKUP — xpaHUT AeNCTBOBaHHYIO paHee KoHburypauuio wm
NCcnosb3yeTca AA OTMEHbl NPUMEHEHUA KOHOUIYpaLmK.

Ona Toro 4tobbl BHECEHHble B KOHOUIypauuio M3MEeHEeHWUA BCTYNUAW B CUAY, AO0/XHA 6bITb
BbINOJIHEHA Onepaumua MpUMeHeHUs KoHdurypauum commit. Mpu 3Tom aeicTeylowan KoHourypauma
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ctaHoBuTCA pe3sepsHoit, a RUNNING Konupyetca 8 BACKUP. 1na 0oTMeHbl BHECEHHbIX USMEHEHWI MO KaKOM-
nbo npuumHe ncnonabyetca onepaumsa rollback.

Ona noaTeepKAeHUA KOPPEKTHOCTU NPUMEHEHHOW KOHpUrypaLmm oT onepaTopa TpebyeTcs BBOL
KOMaHAbl noAaTtBep:KaeHua confirm, ecnn nogTeepKaeHUe He MOCTYNUT B TedeHue AencTsuA Talimepa
noAaTBepPXKAeHUA (N0 YMOMYAHMIO YCTAHOB/IEHO 5 MMHYT), TO KOH$UIrypauus ycTpoicTBa aBTOMATUYECKU
BEPHETCA K COCTOAHUIO, KOTOpOe HbINO A0 BBOAA NOC/AegHEN KoMaHabl commit.

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnuya 60 — KomaHabl ans paboTbl ¢ dannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show candidate-config status

OtobpaxkaeT uHbOpPMaALMIO O COCTOAHMM commit, Talimepa
rollback n cocTtosHUM BNOKMPOBKM KaHAMAAT-KOHOUTYpaLUK.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXMME KaHAMAAT-KOHOUTYpaLUM UMEET CieayoLwmii Bua;

console (config) #

Tabnuua 61 — KomaHap! ans paboTbl ¢ paitnamm B perknme KaHaMaaT-KoOHGUrypauum

KomaHoa 3HauyeHue/3HaYyeHue Aelicmeue
no ymoa4aHuro
commit [at timer ] timer: MpumeHsaeT KoHdUrypaumio 3 candidate-config.
(1...1200)/600 - timer — pNAUTENbHOCTb TallMepa OTKaTa B CEKyHAAX. 3Ha4YeHue

«0» yKasblBaeTca ANA NOATBEPHKAEHUA NPUMEHEHUA KOHOUrY-
pauun 6e3 HeobxoamMmocTu BBOAA confirm.

confirm

Moateepkpaet npumeHeHune candidat-config, yaanaet rollback
Tanmenp.

5.6.5 KomaHObI 013 asmomamuyecko20 ob6HoeneHUA u KOHgu2ypayuu

[pouecc asmomamu4eckozo 0b6Ho8neHUSA

KommyTaTop 3anyckaeT npouecc aBToMaTuyeckoro obHosneHus, 6asmpytowmitica Ha DHCP, ecam oH
BK/OYEH U MMmA TeKkctoBoro ¢aiina (DHCP-onums 43, 125), copepxkauwero nmsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMATMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx aTanos:

1. KommyTaTop 3arpy:KaeT TeKCToBbIN daiin 1 uMtaeT us Hero nma daina obpasa MO Ha TFTP-cep-

Bepe;

2. KommyTaTtop ckaumBaeT nepsbiit 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
pepxutca sepcma lMO;
3. KommyTaTtop cpaBHUBaeT Bepcuto dpaina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKkTMBHOro obpasa MO KommyTaTopa. ECnm OHM OTAIMYAKOTCA, KOMMYTATOP 3arpyaeTt obpas MNO
c TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa U AenaeT AaHHbl 06pa3s akTmB-

HbIM;

4. Ecnn o6bpas MO 6bin 3arpyKeH, To KOMMYTaTOp Nepesarpyraercs.
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Hpouecc asmomMmamu4yecKoeco KOHdJueypupoeaHu;I

KommyTaTop 3anyckaeT npoLuecc aBTOMaTUYECKOro KOHGUIypupoBaHua, basupytowmiica Ha DHCP,
NPy BbINOJIHEHUN CNeAyOLWMX YCIOBUIA:

— B KOHOUIypauum paspeleHo aBTOMATUYECKOEe KOHOUTYPUPOBAHME;
— otBer DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuma 66) u mma daina
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

’ MonyueHHbI ¢aiin KoHPUrypauum aobasnserca K TeKyuweii (running) KoHourypauum.
v _E8l

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoM KOHPUTypauum MmeeT cneayowmii Bua,:
console (config) #

Tabnnua 62 — KomaHabl ynpaBaeHUsA CUCTEMOM B peXKMMe rNobanbHOM KOHPUrypaLmm

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuio

boot host auto-config BK/loueHMe aBTOMaTMYECKOM KoHbUrypauum, H6asmpytolleiica Ha

DHCP.
- -/BKRAOYEHO - -

no boot host auto-config BbIkntoyeHMe aBTOMaTUUECKOM KoOHPUrypaumm, basupytolieinca Ha
DHCP.

boot host auto-update BKkntoueHne aBToMaTuyeckoro obHosneHua MO, b6asupyowerocs
Ha DHCP.

-/BKAtOYEHO

no boot host auto-update BbikntoueHne aBTomatuyeckoro obHosneHua MO, 6asupytoweroca

Ha DHCP.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayowmii BuAa;
console#

Tabnuua 63 — KomaHabl ynpasaeHua cuctemon B pexkmume Privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

show boot MPOCMOTP HacTPOEK aBTOMaTUYECKOro 06HOBAEHUA U KOHdUrypa-
.

Mpumep KoHpUrypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTudmKaTOp NPOM3BOOUTENS, BCerma pabBeH
35265 (Eltex)

unsigned integer 8, #data-len. JiamMHa BCeX HAHHHX ONUMM. PaBHa IJMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Konm momomnummu, BCerma paBeH 1

unsigned integer 8, #sub-option-len. JnuHa cTpoku sub-option-data

text #sub-option-data. Mmsa TexcToBOTO Oamnna, comepxamero MM
obpaza IIO

}i

host mes2124-test {
hardware ethernet a8:£f9:4b:85:a2:00; #mac-ampec xoMMmyTaTopa
filename "mesXXX-test.cfg"; #1Ma KOHOUTYpaLUVM KOMMYyTaTopa
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option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1MS TEKCTOBOTO
barna, comepxamero mMa obpazsa IIO
next-server 192.168.1.3; #IP-ampec TFTP cepBepa
fixed-address 192.168.1.36; #IP-ampec KoMMyTaToOpa
}

5.7 HacTpo#iKa cuctTemHOro BpemeHu

/ Mo ymonuaHuio aBTOMaTUYECKUN Nepexoa Ha NieTHee Bpems OCYLLeCcTBAAEeTCA B COOTBET-
cTBUM co cTaHgapTamu CLLUA n Esponbl. B KoHdUrypauum moryt 6biTb 3agaHbl ntobble gaTta
M Bpemsa ANA NnepexoAa Ha eTHee Bpems U obpaTtHo.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;
console#

Tabnvua 64 — KomaHAapl HACTPOMKN CUCTEMHOTO BpemeHu B pexkmnme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CMCTEMHOro BpemMeHM (KOmaHAa [oCTynHa
year mm: (0..59); TONbKO ANA MPUBUAETMPOBAHHOIO NOAb30BaTENS).
ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau; year — ropa,
month: (Jan..Dec);
year: (2000..2037)
show sntp configuration vrf_name:(1..32) MokKasbiBaeT KoHbMrypauuio npotokosa SNTP.
[ vrf {vrf_name | all}] CMMBOOB - vrf_name — ums BUpPTyanbHOM 061aCTM MapLLpyTM3aLmu.
show sntp status vrf_name:(1..32) Moka3sblBaeT cTaTyc npoTokona SNTP.
[ vrf {vrf_name | all}] CMMBONOB - vrf_name — ums BUpPTyanbHOM 061aCTU MapLLpyTU3aLum
show ntp - MoKa3blBaET TEKyLLLEe COCTOAHME U CTAaTUCTUKY CyKObl NTP.
show ntp status MokasbiBaeT cTaTyc NPOTOKONA CMHXPOHM3aumm BpemeHn NTP no
i cetu.
show ntp associations [ vrf Moka3sblBaeT MHPOpPMaUUIO O cornacoBaHuu yctpolictBa ¢ NTP-
vrf_name | all ] - cepBepamm 1 04HOPAHTOBbIMU y31aMK.
- vrf_name — ums BupTyanbHoW 061acTM MapLupyTm3auuu.
show ntp statistics - MoKa3blBaeT CTaTUCTUKY PaboTbl NPOTOKONA.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayrowimin Bua;
console>

Tabnunua 65 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHu B pexkmme EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show clock MNoKasbiBaeT cUCTEMHOE BPeMS U AaTy.
show clock detail - JononHutenbHo oTobparkaeT NapameTpbl YacOBOro nosca U nepe-
X0fa Ha NeTHee Bpems.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoM KOHGUTypauum MMeeT cneayowmii Bua,:

console (confiqg) #

Tabanua 66 — CNMCOK KoMaHA, A1 HAaCTPOMKN CUCTEMHOTO BPEMEHU B pPeXKmnme rnobanbHoM KoHUTypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp |
browser}

-/BHELWHUIA UCTOYHUNK
He ucnonb3yercs

Mcnonb3yeT BHEWHMWIN UCTOYHMK A1 YCTaHOBKM CUCTEMHOrO Bpe-
MeHM.
B cnyyae HasHauyeHUA UCTOYHUKOM htp ycTpoiicTBo 6yaeT
No YMOYaHUIO BbINOHATb PONb ntp-cepsepa,
OTBeYas Ha 3anpocbl KIMEHTOB.

3anpewaeT NCNosb3oBaHMe BHELWHero UCTOYHMKA A1A YCTaHOBKMU
CUCTEMHOIO BpeEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OnNncaHuA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaET 3HaYeHMe YacoBOro nosca.

- zone — cnoBo, cPOPMUPOBAHHOE M3 NepPBbIX BYKB CIOBOCOYETA-
HUSA, KOTOPOE OHO 3ameHAEeT (onuncaHme 30Hbl);

- hours-offset — yacoBoe cmelLeHMe OTHOCUTENbHO HYJIEBOFO MepU-
amana UTGC;

- minutes-offset — MUHYTHOE CMeLLeHNEe OTHOCUTE/IbHO HYNEBOrO
mepuanaHa UTC.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT onncaHuA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;
Mo ymon4yaHuio
nepexog, Ha fieTHee
BpeMs BbIKtOYeH

3apgaet faty v Bpema 48 aBTOMaTUYECKOro nepexoga Ha neTtHee
Bpema 1 Bo3BpaTa 0bpaTHO (418 onpedeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBAaeTCA ONUCaHMeE 30HbI, BTOPbIM Bpems
014 Nepexona Ha nNeTHee BPems 1 TPETbUM BPEMA A/18 BO3BpaTa.

- zone — cnoBo, chopMMpPOBaHHOE U3 NepBbiX BYKB COBOCOYETa-
HUA, KOTOPOE OHO 3aMeHSET (onucaHMe 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —4acbl, mm — MUHYTbI;

- offset — KONMYECTBO MUHYT, L06aBNAEMbIX MPU Nepexoae Ha neT-
Hee Bpems.

3agaet Aaty v Bpema AN aBTOMaTUYECKOro nepexoga Ha netHee
BpEems 1 BO3BpaTa 06paTHO B peXKMME eXXerogHo.

- zone — cnoBO, CHOPMUPOBAHHOE M3 NepBbiXx BYKB CNOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHsAEeT (ONMcaHMe 30Hbl);

- usa — YCTaHOBWTb NpaBuia nepexoaa Ha neTHee BPems, UCMo/b-
3yemble B CLUA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, obpaTHO
B NepBoe BOCKpeceHbe HoAbpA, B 2 Yaca yTpa N0 MeCcTHOMY Bpe-
MeHMU);

- eu — yCTaHOBWTb NpaBuaa Nepexosa Ha n1eTHee BpemMa, UCMONb3Y-
emble EBpocoto3om (nepexos B mociaegHee BOCKpeceHbe mapTa,
06paTHO B Noc/iegHee BOCKpeceHbe OKTAbpA, B 1 yac yTpa no MpuH-
BUYy);

- hh —4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecau;

- offset — KonnyecTBo 406aBAAEMbIX MUHYT NPU NEepexose Ha feT-
Hee Bpems.

OTKAtOYaeT aBTOMATUYECKUI nepexoj Ha NeTHee Bpemsa.

sntp authentication-key
number md5 value

encrypted sntp
authentication-key number
md5 value

no sntp authentication-key
number

number:
(1..4294967295);
value: (1..32)
CMMBOJIOB;
Mo ymonyaHuio
nposepKa
Noa/IMHHOCTKN
OTK/ItOYEHa

YcTaHaBAMBaET K/OY MPOBEPKU MNOAAMHHOCTM ANA NPOTOKONa
SNTP.

- number — Homep KAtoua;

- value — 3HayeHMe KNtoua;

- encrypted — 3a4,aTb 3HaYeHMWe K/OYa B 3alLMPPOBAHHOM BUAE.

Ypanaet KNy NpoBepKM NOAJANMHHOCTU aasa npoTokona SNTP.
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sntp authenticate -/npoBepka TpebyeT NnpoBepKy NOAANHHOCTM ANA NONYYeHUA UHPopmauum ot
NOANNHHOCTM He NTP-cepsepos.

no sntp authenticate TpebyeTca YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.

sntp trusted-key key_number key_number: OcyuiecTBnseT NpoBepKy NoAJMHHOCTU CUCTEMbI, OT KOTOPOW CUH-

(1..4294967295);
Mo ymon4yaHuio

XpoHu3unpyeTca c nomoubio SNTP no 3agaHHOMY Karouy.
- key_number — HOMep K/toya.

no sntp trusted-key npoBepKa YcTaHaBMBaET 3HAaYEHME N0 YMONYAHUIO.
key_number NoA/IMHHOCTKN
OTK/IlOYEeHa
sntp broadcast client enable PaspewaeT paboTy wupokosewatenbHbix SNTP-KANMeHTOB.
{both | ipv4 | ipv6} : /3anpetseno
no sntp broadcast client YcTaHaBMBaET 3HAaYEHME N0 YMONYAHUIO.
enable
sntp anycast client enable Paspewaer paboty SNTP-KAMeHTaM, MOAAEPKMBAIOLLMM METOZ,
{both | ipv4 | ipv6} PacCbIIKM MaKeToB, NO3BONAKOWMIA MNOCbINATb AaHHble BauKal-
-/3anpelueHo

no sntp anycast client enable

LemMy YCTPOWCTBY M3 rpynnbl NoayyaTenen.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..32);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id (1..4094)

Paspewaet paboty SNTP-KAvMeHTam, MoAfepKMBAOLMM METOL
PAcCbI/IKM MaKeTOB, NO3BO/AKLWMIA MOCbINATh AaHHble baMKal-
LemMy YCTPOWMCTBY M3 rpynmnbl NO/y4aTeNiel, a TaKKe LWMPOKOBeLLa-
TenbHbIM SNTP-KMeHTam ans BbibpaHHOro nHTepdelica.

- noapobHoe onncaHue MHTepHENCOB U3N0XKEHO B pasaene «KoH-
durypauma nHtepdericos».

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

twentyfivegigabitethernet /3anpeweHo

twe_port |

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable /sanpeleo PaspewwaeT paboTty ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client enable YCcTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO.

sntp unicast client poll PaspelsaeT nocnesoBaTebHbIM ONPOC 3aZaHHbIX O4HO3APECHbIX
-/3anpetweHo SNTP-cepBepos.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

sntp server {ipv4_address |
ibv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CMMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CMMBOJIOB

3agaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na ceTu;

- ipv6_address — IPv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-aapec y3na cetu gaa ping.

dopmart agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbili IPv6 agpec KaHana;
interface_name —nms ucxopsaiero uHTepdeiica 3agaercs B ce-
aytowem dopmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — vaeHTUdUKaATOP KtoYa;

- vrf_name — ums BUPTYyasibHON 061aCTN MapLUPYTU3aLUK.

YpaneHue cepsepa 13 cnucka NTP-cepsepos.
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sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan

vlan_id | oob} [ vrf vrf_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CUMBOJI0B/BbIKNHOYEHO

OnpegenseT IP-uHtepdelic uctoyHrKa ana naketos NTP IPv4.

YcTaHaBAWBaeT 3HaYeHne No YMONAYAHUIO.

sntp source-interface-ipv6

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

(1..8/0/1..120);

hu_port: (1..8/0/1..32);

loopback_id: (1..64)

tn_port: (1..16);
group: (1..128);

OnpegenseT IPv6-nHTepdeiic nctouHuka ana naketos NTP IPv6.

vlan_id} vlan_id: (1..4094)
no sntp source-interface- /BbIKNOYEHO YcTaHaB/MBaeT 3Ha4YeHMe NO YMONYAHUIO.
ipv6

sntp source-port [udp_port]

no sntp source-port

udp_port: (1..65535)/
Mo YMOAYaHUIO
ucnonbsyetcs
CNy4YaiHbIi NopT

YctaHasnmsaeT SRC UDP-nopT gna naketos NTP.
Mpu ucnonososaHun UDP-nopToB 13 amnanasoHa 1-1024
npeaBapUTeNbHO HYXXHO y6eauTbCA, YTO AaHHbIN nopT
cBobogeH U He uconb3yetca apyrumu cepsucamu. Mopr
50000 sBnsetcA gedontHbim AnA PyHKUMOHANA peer
detection ipaddr.

YcTaHaBAWBaeT 3HaYeHWe No YMOAYAHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeleHo

PaspemaeT nonyvyeHune TaknUX OaHHbIX KaK 4acoBOM NOAC U NeTHee
Bpemsa ot DHCP-cepsepa.

3anpeLaeT NoAy4YeHUs TaKUX AaHHbIX KaK YacOBOW MOAC U SIeTHee
spemsa ot DHCP-cepsepa.

ntp {server | peer}
{ipv4_address | ipv6_address
| hostname } [ version version ]
[ vrf vrf_name ]

no ntp {server | peer}
{ipvd_address | ipv6_address |
hostname } [ vrf vrf_name ]

version: (1..4)/4
hostname: (1..158)
CUMBO/IOB;
vrf_name: (1..32)
CUMBOJI0B

3apaet agpec NTP-cepBepa naM 04HOPAHIoBOro y3na.

- ipv4_address — IPv4-aapec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — poMeHHOE UMA y3na ceTu;

- version — onpegenseT BepCuio NPoToKoAa ntp;

- vrf_name — ums BUPTyanbHOM 061aCT MapLIPYTU3ALNN.

Ypanaet cepsep u3 cnmucka NTP-cepsepos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKM B peXXmMMe KOHOUIypauum nHTepdenca meeT cneayowmnii BUua.:

console (config-if) #

Tabanua 67 — CNUCOK KOMaHA AN1A HACTPOMKM CUCTEMHOTO BPEMEHU B PEKMME KOHPUTYpaumm nHTepdelica

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

sntp client enable

no sntp client enable

-/3anpeLyeHo

PaspewaeT paboty SNTP-KAMeHTY, KOTOpbIV NOAAEPKUBAET METOL,
paccblIKM NaKeToB, NO3BONAIOLWMI NOCbINATL AAHHbIE YCTPOMCTBY
6AnKariweMy U3 rpynnbl noayyaTenen, a TakKe LWMpPOoKoBeLLaTeNb-
Homy SNTP-KAMeHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.
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[pumepbl 8bINOAHEHUS KOMAHO

OT06pasuTb cucTeMHoe BPeMs, AaTy U AaHHble N0 YacOBOM 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyc npouecca CMHXPOHU3aLMM BPEMEHN OTOBpPaXKaeTca C NMOMOLLbIO AOMNOHUTEIbHO CUMBOAA
nepes 3Ha4YeHMeM BPEMEHN.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3sytoTca cieaytoume o6o3HauyeHns:

— TOYKa (.) o3HayaeT, 4To Bpems J0CTOBEPHO, HO HET CUHXPOHM3aL MK ¢ cepsepom SNTP;
—  OTCYTCTBME CMMBOJIa 03HAYaeT, YTO BPEMSA AOCTOBEPHO M CUHXPOHM3ALMA eCTb;
— 3Be3g04Ka (*) o3HauyaeT, YTo Bpems He4OCTOBEPHO.

3apaTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

OTo6pasuTb cTaTyc NpoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status T oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npuvmepe Bbile CUCTEMHOE BpemMa CUHXPOHU3NPOBaHO oT cepsepa 10.10.10.1, nocnegHuin oteeTt
nonydyeH B 10:37:38, HecoBnageHWe CMCTEMHOIO BPeMeHU C BpemeHem Ha cepeepe coctasmno 1.04 c.
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5.8 KoHpurypauma BpemeHHbIX MHTEpBanoB time-range

KomaHObI pexcuma 2a06an6HolU KOHgu2ypayuu

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume rnobanbHom KoHbUrypaumm:

console (config) #

Tabnnua 68 — KomaHab! perknma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

time-range time_name

no time-range time_name

time_name:
(0..32) cumBona

Co3paHue time-range v BXoA, B peXuUmM KOHPUrypaLumm BpeMeHHbIX
NHTEPBaNOB.
- time_name — uma npoduna HacTpoek time-range.

YaanuTb BpeMeHHOM MHTepBa.

KomaHObI pexcuma KoHu2ypayuu 8pemMeHHbIX UHMepsasnos

console# configure

console (config)# time-range range name
console (config-time-range) #

Tabnvua 69 — KomaHapl pexkxmma KoOHGUIypauum BpeMeHHOro MHTepBasa

month: (jan..dec);
year: (2000..2097)

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
absolute {end | start} hh:mm hh: (0..23); 3a4aTb Havyano u (MNK) KoHel, BpeMeHHOro MHTepeana B popmare:
date month year mm: (0..59); 4yac: MMHYTa AeHb MecAL, roa.
no absolute {end | start} date: (1..31); YaanuTb BpeMeHHOM UHTepBan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BpeEMEHHOM MHTEPBAN B TEYEHUE OAHOTO U3 AHEW Heaenun unm
KaX[0ro AHA Hepenu.

Y[anuTb BpeMeHHON nHTepBsan.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOVI WUHTEpPBan B TedeHne Heaenu.

Yaanutb BpeMeHHOW UHTepBan.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet u Port-Channel

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KOHPUrypaumnm nHtepodeiicos:

console (config-if) #

Tabnunua 70 — KomaHapl pexknma KoHoburypaumm nHtepdeitcos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

operation time time_name

no operation time

time_name: (0..32)
cumBona

3apaTb time-range, onpeaensAoWwmii BpeMeHHOW UHTEPBan, B KOTO-
pom nHTepdeiic byaet HaxoauTcea B cocTosaHun Up.
- time_name — umsa npoduna HacTpoek time-range.

Yaanutb BpemMeHHOWM UHTepBan.
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5.9 KoHdurypauua untepdeiicos n VLAN

5.9.1 TMapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback-
uHmepaelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos)

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | oob | port-channel group | range {..} | loopback Ioopback id }

console (config-if) #

[aHHbIN peXMm J0CTyneH U3 pexkMma KoHOUrypauum v npegHasHayeH Aaa 3a4aHua napameTpos
KOHdUrypaumm uHTepdeica (nopta KommyTaTtopa WAM Tpynnbl MNOpPTOB, paboTalowux B pexume

pasaeneHus Harpysku) inbo gnanasoHa MHTepdencos.
Bbibop MHTepdeica ocyLWwecTBASETCA NPU NOMOLLM KOMaHZ U3 Tabanubl HUXKe.

Tabnvua 71 — KomaHap! Bbibopa nHTepdeica gns KOMMyTaTopoB

Komanxda HasHavyeHue
interface gigabitethernet gi_port [na HacTpolikn 1G-nHTepdeicos.
interface tengigabitethernet te_port Onsa HacTpolikn 10G-uHTepdeincos.
interface twentyfivegigabitethernet twe_port [na HacTpovikn 25G-nHTepdeiicos.
interface hundredgigabitethernet hu_port [na Hactpoikn 100G-nHTepdencos.
interface port-channel group [na HacTpoMKuM rpynn KaHanos.
interface oob [na HacTpolikn nHTepdelica ynpasneHua (MHTepdenc ynpasneHums
NPUCYTCTBYET HE Ha BCEX KOMMYTATOPax).
interface loopback loopback_id [na HaCTPOMKKN BUPTYaNnbHbIX MHTEPdECcoB.
roe:

—  group —nopAAKOoBbIi HOMep rpynnbl, 06Lee KoMYecTBo cornacHo Tabaumue 10 (cTpoka «Arperaums

KaHanos (LAG)»);
— gi_port —nopsaaKkosbiit Homep 1G-uHTepdeiica, 3agaertca s suae: 1..8/0/1..48;
— te_port — nopagKosbii Homep 10G-nHTepdeliica, 3agaetca B suae: 1..8/0/1..48;
— twe_port — nopagKosblii Homep 25G-nHTepdeiica, 3agaetca s suae: 1..8/0/1..120;
—  hu_port — nopaakosbiii Homep 100G-nHTepdeiica, 3apaetca B suae: 1..8/0/1..32;

— loopback_id — nopaaKoBbIi HOMep BUPTYanbHOro MHTepdeiica, obLLee KOMYECTBO COrNacHo Tab-

nmue 10 (ctpoka «KonnyectBo BUpTyanbHbix Loopback-nHTepdelicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep ca0Ta Homep UHTepdelica

KomaHZbl, BBeAEeHHble B peuMme KOHdUrypauuu wHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.
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HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PeXKMM HacTponKu aecatoro Ethernet-uHtepdeiica nep-
BOTO YCTPOWCTBA B CTEKE M BXOAA B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config)# interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bblbop AManasoHa MHTepPENCOB OCYLLECTBAAETCSA NMPU MOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — pna HacTpoiikm pamanasoHa gigabitethernet-
nHTepoelicos;

— interface range tengigabitethernet portlist — gna HacTpoMkn amanasoHa tengigabitethernet-
nHTepdelcos;

— interface range twentyfivegigabitethernet portlist — pna HacTpoliku ananasoHa twentyfivegiga-
bitethernet-untepdelicos;

— interface range hundredgigabitethernet portlist — gna HacTpolikm gmuanasoHa hundredgiga-
bitethernet-untepdelicos;

— interface range port-channel grouplist — pns HacTpoliku gnanasoHa rpynn nopTos.
KomaHzbl, BBegeHHble B JAHHOM peXKMMe, NPUMEHAIOTCA K BbiIBpaHHOMY AnanasoHy MHTepdelicos.

Huxke npuBeseHbl KOMaHAbI 415 BXO4A B PEXMM HACTPOMKM ananasoHa Ethernet-uHtepdelicos c 1
no 10 scex rpynn NOpTOB.

console# configure
console (config) # interface range gigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range twentyfivegigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range hundredgigabitethernet 1/0/1-10
console (config-if)#

console# configure

console (config)# interface range port-channel 1-10
console (config-if)#

Tabnunua 72 — KomaHabl perknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
shutdown BbIKntounTb  KOoHOUrypupyembii  nHtepdeiic (Ethernet, port-
-/BKNOYEH channel)
no shutdown BKAtoUnTL KOHOUTYpPUpPYEMBIN MHTEpdEIC.
description descr [Oo6asuTb onucaHme nHtepoeiica (Ethernet, port-channel).
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no description descr: (1..64)
CUMBONIOB/HET Ypanutb onvcaHue uHTepdeiica.
onuncaHua
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaayun gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

duplex mode

no duplex

mode: (full, half)/full

3afaTtb pexum aynnekca uHTepdeiica (nosHoaynaekcHoe coeu-
HeHwue, NnoayaynaekcHoe coeanHeHue, Ethernet).

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/toyaeT aBTOCOr1IacoBaHMe ANA CKOPOCTU U AynaeKca Ha HacTpa-
MBaemMoM UHTepdeince. MoKHO yKasaTb onpeaesieHHble COBMEeCTU-
MOCTM NapameTpa aBTOCOI/1aCOBaHWA, €C/IM NapamMeTpbl He 3a4aHbl,
TO nNoageprKmBatoTca Bce coBmecTumoctu (Ethernet, port-channel).

BbIK/NlOYAET aBTOCOr/NacoOBaHWE AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

negotiation bypass forced

-/long

PexxMm ycTaHOBNeHWA cBA3M B 06X04 npolueaypbl aBToCOrna-
COBaHWA, €CNN NapTHep Ha BCTPEYHOM CTOPOHE He oTBevaeT Co
CTaHAAPTHbIM TalimayTOM Mpolecca aBTocornacosaHus (negoti-
ation timeout long).

PexxMm ycTaHOBNeHWs €BA3M B 06X04 npoleaypbl aBTOCOMa-
COBaHWA, ecnuM MapTHEP Ha BCTPEYHOW CTOPOHE He OTBeYaeT C
MMHUMANbHbIM TaliMayTOM NpoLEecca aBTOCOrnacoBaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexmMm ynpasseHua notokom flowcontrol (BkaounTb, OT-
KNHOYMTb UM aBTOcOrnacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TO/NbKO B CAyyae, €C/IM PEXMM aBTOCOr/acoBaHMA

auto)/off negotiation BKk/AOYeH Ha HacTpauBaemom uHTepdeice (Ethernet,
port-channel).
no flowcontrol OTKNOUNUTL PEKMM YNPaBAEHWUA MOTOKOM.
back-pressure BkntoyaeT ¢yHKUMIO «0BpaTHOro AaB/ieHMUA» Ha HAaCcTpaMBaeMoMm
nHTepdelice (Ethernet).
-/BbIKOYEH

no back-pressure

BbikntouaeT GyHKUMIO «0BPATHOro AaBNEHUA» HA HACTPAMBAEMOM
nHTEpdelice.

load-average period

no load-average

period: (5..300)/15

YcTaHOBWTb Nepros, B Te4eHMe KOTOpPoro cobupaeTca cTaTUcTMKa O
Harpyske Ha uHTepodelice.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

unidirectional send-only

no undirectional

-/BbIK/OYEHO

BKNtoYyaeT MopT, OCHaLLEHHbIW ABYHaMNpaBAeHHbIMW NUuemonepe-
AaTYMKaMU, B PEXUM OLHOHANPaBAEHHOW nepeaayun.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x40g

MepekntoumnTb pexxum uHtepoelicos HG.
HacTpoiika npumeHsieTca nocne coxpaHeHUs KoHurypa-
V LM U nepe3arpysKu ycTpoiicTea.
NoppepxkuBaerca pabota ¢
V 100G-4x25g n 40G-4x10g.

breakout-kabenamm

feccl74

fec cl91

-/BbIK/IIOYEH

BKAOUNTE peXMM NpAMON KoppeKkuumn owmnbok cl74 Ha wuHTep-
deiice 25G.

BK/IIOUMTL peXXMmM MPAMOI KoppeKuun owmnbok cl91l Ha uHTep-
deiice 25G.

fec off

OTKAOUUTD PEXUM NPAMOI KOPPEKLLMM OLINBOK.

speed mode

no speed

mode: (10, 100, 1000,
10000, 25000, 40000,
100000)

3afaTb CKOPOCTb Nepesayn AaHHbIX (Ethernet).
[ocTynHOCTb KOHPUTYPUPOBAHUA CKOPOCTHDIX PEXXUMOB
3aBUCUT OT TMNA UHTepdelica yCTpoiicTBa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

V Ha MES5400-24 B pexkume pacwiensieHua moryt paboratb 100G-unHtepdeiicbl HG3-HG6.
' Ha uHTtepdeiicax HG1, HG2 aaHHbIM pexxum He noaaep)kusaetca. Ha MES5400-24 rev.B
noaaepKKa pacwienieHna ectb Ha Bcex 100G-untepdeiicax.

V Ha MES5500-32 B pexxume paclyensieHusa aoctynHo makcumym 30 100G-uHtepdeiicos.
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HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnunua 73 — KomaHabl perknma obLmx HacTpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

port jumbo-frame

PaspewaeTt kKommyTaTopy paboTaTth € Kagpamu 60NbLIOro pasmepa.

V 3HaueHne maximum transmission unit (MTU) no ymonua-
Huto 1500 6aiit.

HacTpoiika BCTynuT B CUAY TO/IbKO MoOcCae nepesarpysku

seconds

no errdisable recovery interval

(30..86400)/300 cekyHg,

-/3anpelueHo V ycTpoiictea.
| 3HauyeHuMe maximum transmission unit (MTU) npwm
V HacTpoiiKe port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaeT KommyTaTopy paboTaTh € Kagpamu 60bLIOro pasmepa.
errdisable recovery cause {all | BK/OUMTL aBTOMaTMYECKYIO aKTUBaALMIO MHTepdelica nocae ero oT-
loopack-detection | KNHOYEHUS B CIeAYOLWMX CAyYanX:
port-security | - loopback-detection — 06HapyxeHune netens;
dotlx-src-address | acl-deny | - port-security — HapywweHune 6e3onacHocTM AnA port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHne ayTeHTMdMKaLMM, OCHOBAH-
stp-loopback-guard | udid | Holt Ha MAC-aapecax noJsib3oBaTeneiu;
storm-control | link-flapping | - acl-deny — HecooTBeTcTBME cnnckam goctyna (ACL);
evpn-core-tracking} - stp-bpdu-guard — aktmBauuma 3awmuTel BPDU Guard (nepeaaya He-
CaHKUMOHMpoBaHHOro naketa BPDU uepes nHTepdeiic);
- stp-loopback-guard — o6HapyKeHue netenb npoTokosom STP;
- udld — akTMBauus 3awmTel UDLD;
-/3anpeleHo - storm-control — 3awmTa OT «WTOPMa» ANA Pa3INYHOIo TpaduKa;
- link-flapping — dnannuHr AnHKa;
- evpn-core-tracking — mexaHM3M 3alMTbl OT M30AAUMUM AZPa B
EVPN.
no errdisable recovery cause YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping |
evpn-core-tracking}
errdisable recovery interval seconds: YCTaHOBUTb BPEeMEHHOW MHTepBan ANS aBTOMATMYECKOro MoBTOp-

HOro BKAlOYEHUA UHTepdelica.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLueHnii 0 COCTOAHUM UHTep-
bencHbIX TMHKOB.

OTkntoyaeT otnpasky SNMP trap-coobLieHnii.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepdelica nam rpynnol MHTEPHENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMONYAHMIO.
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HELTEX

KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxume EXEC:

console#

Tabnunua 74 — KomaHab! perkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM aNa Bcex nHTepdelicos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

C6poc CTaTUCTMKKM ANA uHTepdeica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTMBMPYET NOPT MAW TPYNNy MOPTOB, BbIKAOYEHHbIX KOMaHAOM
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb KOHPUTYpaLMIO MHTEpPhENCOB.

show interfaces status

MoKasaTb cocToAHUE BCex MHTepdEencoB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb cocToAHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNAacoBaHUA, 06bABNEHHbIE ANA BCEX
UHTEepdEencos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb napameTpbl aBTOCOrNACOBAHUA,
Ethernet-nopta, rpynnbl nopTos.

obbABNEHHbIE g

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb onucaxue Ethernet-nopTa, rpynnbi NOpToB.

show interfaces counters

MoKa3aTb CTaTUCTUKY AR BCeX nHTepdelicos.
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HELTEX

show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTURY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HarpysKe 415 BCex nHTepdelicos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cTaTUCTUKY Mo Harpy3ke ansa Ethernet-uHtepdelica.

show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CBOAHYIO MHOPMALMIO O COCTOSIHUM, HACTPOMKE U CTaTU-
CTMKe nopTa.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HAaCTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTUBaLUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKas3aTb NPUYUHY OTKOYEHUA NOPTA, rPYnMbl NOPTOB U COCTOA-
HWe aBTOMaTUYECKOM aKTUBaLLUW.

show hardware profile
portmode

MoKasaTb permm paboTbl POAUTENBCKOrO UHTepdeica U Homepa
NOPTOB, HAa KOTOPblE POAUTENBbCKUI UHTEepdENC pacLLenieH.

[pumepbl 8b1M0MHEHUS KOMAHO

MoKa3aTb cocToAHME UHTepPdEICOoB:

console# show interfaces status

Port Type

Port Mode

tel/0/3 10G-Fiber
Access

tel/0/4 10G-Fiber
Access

tel/0/5 10G-Fiber
Access

tel/0/6 10G-Fiber
Access

tel/0/7 10G-Fiber
Access

tel/0/8 10G-Fiber
Access

tel/0/9 10G-Fiber
Access

tel/0/10 10G-Fiber
Access

tel/0/11 10G-Fiber
Access

Flow Link Back Mdix
Duplex Speed Neg ctrl State Pressure Mode
Full 1000 Disabled Off Up Disabled Off

Down - -=

Down -= -=

Down -= -=

Down - -=

Down -= -=

Down -= -=

Down -= -=

Down -= -=
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tel/0/12 10G-Fiber -- -- --
Access

Flow

Oob Type Duplex Speed Neg

oob 1G-Copper - - -—

Ch Type Duplex Speed Neg control

Down

Link

State

Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present

MokasaTb NapaMeTpbl aBTOCOr1aCOBaAHMA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled --
tel/0/4 10G-Fiber Disabled --
tel/0/5 10G-Fiber Disabled --
tel/0/6 10G-Fiber Disabled -
tel/0/7 10G-Fiber Disabled --
tel/0/8 10G-Fiber Disabled -
tel/0/9 10G-Fiber Disabled --
tel/0/10 10G-Fiber Disabled -
tel/0/11 10G-Fiber Disabled -=
tel/0/12 10G-Fiber Disabled --
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave
Po2 Unknown Enabled Slave
Po3 Unknown Enabled Slave
Po4 Unknown Enabled Slave
Po5 Unknown Enabled Slave
Po6 Unknown Enabled Slave
Po7 Unknown Enabled Slave
Po8 Unknown Enabled Slave
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HELTEX

Po9 Unknown
Pol0 Unknown
Poll Unknown
Pol2 Unknown
Pol3 Unknown
Pol4 Unknown
Polb5 Unknown
Poléb Unknown
Pol7 Unknown
Pol8 Unknown
Pol9 Unknown
Po20 Unknown
Po21 Unknown
Po22 Unknown
Po23 Unknown
Po24 Unknown
Po25 Unknown
Po26 Unknown
Po27 Unknown
Po28 Unknown
Po29 Unknown
Po30 Unknown
Po31 Unknown
Po32 Unknown
Oob Type
oob 1G-

Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Neg

Enabled

Operational Link Advertisement

MNMoKasaTb CTaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

HOKBBBTbCTaTMCTMKYITOFp

ynne KaHanos 1:

console# show interfaces counters port-channel 1
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HELTEX

Ch InUcastPkts InMcastPkts InBcastPkts
""" P 11 o o
Ch OutUcastPkts OutMcastPkts OutBcastPkts
""" Pl o & 3

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

InOctets

OutOctets

MokasaTb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled

Jumbo frames will be disabled after reset

MoKasaTb perkum paboTbl PoANTENLCKOrO MHTepdeiica 1 Homepa NOPTOB, Ha KOTOPbIe POANUTENLCKUIA UH-

Tepdelic pacwenneH:

console# show hardware profile portmode

twel/0/1-4
twel/0/5-8
twel/0/9-12
twel/0/13-16
twel/0/17-20
twel/0/21-24
twe2/0/1-4
twe2/0/5-8
twe2/0/9-12
twe2/0/13-16
twe2/0/17-20
twe2/0/21-24
twe3/0/1-4
twe3/0/5-8
twe3/0/9-12
twe3/0/13-16
twe3/0/17-20
twe3/0/21-24
twed/0/1-4
twed4/0/5-8
twed/0/9-12
twed/0/13-16
twed/0/17-20
twed/0/21-24
twe5/0/1-4
twe5/0/5-8
twe5/0/9-12

Expanded interfaces

Interface Port Mode after reset Port Mode
hul/0/1 4x25G 4x25G
hul/0/2 4x25G 4x25G
hul/0/3 1x100G 1x100G
hul/0/4 1x100G 1x100G
hul/0/5 1x100G 1x100G
hul/0/6 1x100G 1x100G
hu2/0/1 4x25G 1x100G
hu2/0/2 1x100G 1x100G
hu2/0/3 1x100G 1x100G
hu2/0/4 1x100G 1x100G
hu2/0/5 1x100G 1x100G
hu2/0/6 1x100G 1x100G
hu3/0/1 1x100G 1x100G
hu3/0/2 1x100G 1x100G
hu3/0/3 1x100G 1x100G
hu3/0/4 1x100G 1x100G
hu3/0/5 1x100G 1x100G
hu3/0/6 1x100G 1x100G
hu4/0/1 1x100G 1x100G
hu4/0/2 1x100G 1x100G
hu4/0/3 1x100G 1x100G
hud4/0/4 1x100G 1x100G
hu4/0/5 1x100G 1x100G
hud/0/6 1x100G 1x100G
hu5/0/1 1x100G 1x100G
hu5/0/2 1x100G 1x100G
hu5/0/3 1x100G 1x100G
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HELTEX

hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hu6/0/1 1x100G 1x100G twe6/0/1-4
hu6/0/2 1x100G 1x100G twe6/0/5-8
hué6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hug8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hug8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnuua 75 — OnucaHMe cH4eTYMKOoB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATLIX 6alToB.

InUcastPkts KonnyectBo NPUHATBLIX 04HOAAPECHbIX NAaKeTOoB.

InMcastPkts Konnyectso NPMHATLIX MHOFOaAPECHbIX MaKeToB.

InBcastPkts Konnyectso NPMHATBIX LUMPOKOBELLATEIbHbIX NAKETOB.

OutOctets Konnuectso nepesaHHbIX 6aniToB.

OutUcastPkts Konnyectso nepesaHHbIX O4HOALPECHbIX MAaKeTOB.

OutMcastPkts Konnyectso nepefaHHbIX MHOTOaApeCHbIX MaKeToB.

OutBcastPkts Konnyectso nepefaHHbIX LMPOKOBELLATE/IbHbIX MAaKeTOB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTLIO (C KoAMYecTBoM HalT He
COOTBETCTBYIOLLMM AJIMHE) U He NpoLIeAwnX NPOBEPKY KOHTPONbHOM cymmbl (FCS).

FCS Errors

Ko/IM4ecTBO NPUHATLIX KaZpPOB C KOAUYECTBOM 6aiT, COOTBETCTBYIOLWMM AJIMHE, HO He
npoLueaWwmx NPOBepPKY KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnuyectso KaZpoBs, BOBNEYEHHbIX B €AMHUYHYIO KOIN3MIO, HO BNOC/eACTBMMN nepe-
AaHHbIX YCNELWHO.

Multiple Collision Frames

Konnyectso Kafpos, BOBMEYEHHbIX 6onee yem B OAHY KONNn3nko, HO BnocaeacTsunu ne-
penaHHbIX ycnewHo.

Deferred Transmissions

Konnuyectso Kagpos, 414 KOTOPbIX NepBas NonbiTKa nepegaqmn oT/a0XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konunuectso cnyyaes, Korga Konnmnsma s3admMKcMpoBaHa nocsie Toro, Kak B KaHan cBA3M
y»Ke 6bin1 NnepeaaHbl Nepsble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnuectso KaapoBs, KOTopble He BbiAn nepeaaHbl U3-3a M36bITOYHOrO KOIMYECTBA KO-
IZETZIZ

Carrier Sense Errors

Konnyectso ciyyaes, KOrga coOCToAHME KOHTPOAA Hecylwen 6bi10 NoTepaHo, AMbo He
YTBEP}KAEHO MPKU NONbITKE Nepegaumn Kagpa.

Oversize Packets

Konnyectso NpuMHATLIX NAaKeTOB, pa3mep KOTOPbIX NPEeBbILLAET MaKCUMasbHbIW paspe-
LIEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpPbIE HE BbIAN MPUHATLI YCNELWHO M3-3a BHYTPEHHEN OWnbKM
npuema Ha yposHe MAC.
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HELTEX

Symbol Errors [na vuTepdelica, paboTatoulero B pexxume 100 M6/c — KonnyecTsBo cayyaes, Koraa
MMesICA HeAOMYCTUMbIV CUMBOA AaHHbIX, B TO BPEMS KaK NpaBuabHasA HecyLan bbina
npeacras/eHa.

[nsa nutepdeiica, pabortatowero 8 noayayniekcHom pexmume 1000 M6/c — Koanyectso
C/ly4aeB, KOraa cpeacTBa NPMEMA 3aHATbI B TEUEHWE BPEMEHM, PaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4EHME KOTOPOro MMENOCh XOTs Hbl 04HO CObbITUE,
KoTopoe 3acTasnseT PHY BblgaBaTth oWwWM6BKy npvema gaHHbIX (Data reception error) nau
owmnbKy Hecyuiel (Carrier extend error) Ha GMII.

[nsa nHtepdeitca, paboTatowero B noJIHOM aynaekcHom pexkume 1000 M6/c — konumde-
CTBO C/ly4yaeB, KOraa cpeacTsa NpUema 3aHATbl B TeYeHWe BPEMEHU, PaBHOMY UAK 60/1b-
Lemy YemM MUHUMAbHBIN pasmep Kagpa (minFrameSize), n B Te4eHMe KOTOpPOro nme-
nocb xoTA 6bl 0A4HO cobbITME, KoTOpOe 3acTaBnfeT PHY BbigaBaTb OWMOKY npuema faH-
Hbix (Data reception error) Ha GMII.

Received Pause Frames | KonvyecTBo NpuHATbIX ynpasasowmx MAC-Kaapos c Kogom onepauumm PAUSE.

Transmitted Pause
Frames

Konunuectso nepepaHHbix ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.9.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepageiicoe

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHoli KoHUrypaumm:
console (config) #

Tabanua 76 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

KomaHda

3HayeHue/3Haye-

Aelicmeue
Hue Mo yMoa4YaHU

vlan database

R MNepeitn B pexxum KoHdurypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

- add — no6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLLeHHbIxX
ONA BHYTPEHHEero Ucno/sib30BaHus;

- remove — yaanuTb yKasaHHble VLAN ID 13 nepeyHa 3anpeLLeH-
HbIX 418 BHYTPEHHEro NCnonb30BaHuA;

- except — 06aBUTb B NepeyeHb 3anpeLLeHHbIX g5 BHYTPEHHEro
ncnonb3osaHua Bce VLAN ID, 32 UCKNOYEHUEM YKa3aHHbIX B Kaye-
CTBe NapameTpa;

- none —o4ynctutb nepeyeHb VLAN ID, 3anpeLueHHbIX A8 BHYTPEH-
HEero MCnosib3oBaHuA.

VLANIist: (2..4094)

vlan mode {basic | tr101}

BKOYMTL BO3MOMKHOCTb A06aBeHUA Ha GU3NYECKOM UHTEP-

-/basi .
/basic device B pexknme customer cpasy asyx naeHtnduratopos VLAN.

vlan tr101 map inner-vlan
c_vilan_id interface { giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
port-channel group}

CHATb Ha ¢u3nyeckom WHTepodelice cpasy 2 uaeHTMdUKaTopa
VLAN (B peskmme customer), 6a3mpytonck Kak Ha s_vlan_id, Tak u
Ha c_vlan_id. Mpwv 3Tom AeiicTBUE BbINMONHAETCA TONBKO ANA Tpa-
duKa, nayuiero c uHTepdelica, ykasaHHOro B JaHHOM HacTpoiiKe.
- c_vlan_id — naeHTMdu1KaLMOHHbIM Homep BHyTpeHHen VLAN.

- interface — cnucok uHTepdeicos, K BxoasLLemy TpaduKy KoTo-
pbIX BO3MOXHO NPYMEHEHWe faHHOro NpaBuaa. [jnanasoH Home-

c_vlan_id: (1..4094); pOB MHTePHENCOB MOXKHO 334aTb NepeyncieHMem Yepes 3anaTyto

gi_port: AN YKa3aTb Haua/bHOE M KOHEUHOe 3HaYeHWA AManasoHa yepes
(1..8/0/1..48); aeduc.
(1@787 1rt'4) Dnn paboTbl AaHHON KOMaHAbI HEOBXOAMMA HACTPOIIKaA

pexkuma «vlan mode tr101».

group: (1..123)
V NoapepxaHo ansa cepuii MES2300-xx/MES3300-xx.

no vlan tr101 map inner-
vlan c_vlan_id interface

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

Ypanutb npasunnio.
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KomaHObI pexcuma KoHguypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIA pexknm AoCTyneH M3 pexknma rn1obasibHOM KOHPUrypaumm m npegHasHavyeH aas 3agaHun

napameTpos KoHdurypaumm VLAN.

Tabnnua 77 — KomaHabl perkmma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vlan VLANIist [name
VLAN_name)]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBona

[No6asutb VLAN nan Heckosbko VLAN.

Ypanutbe VLAN nnaun Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb MPOTOKOA K rpynmne NpPOTOKO/I0B, acCOLMMPOBAHHbIX
BMecTe.

Y0anuTtb NpuBA3KY.
*- Homep npoToKona (16 6ur).

map mac mac_address {host |
mask} macs-group group

Mpusazatb MAC-agpec nan ananasoH MAC-agpecoB no macke K
rpynne MAC-agpecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npuBAsKy.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-group grou, IP-appecos.
group group mask: (1..32); AP

Y4anuTb NpuBA3KY.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B perxnume KoHdurypaumm nutepdeinca VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIN pexxnm OCTYNeH U3 perkMma KOHOUrypaumm M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KoHdurypaummn nutepoeiica VLAN nnbo agmanasoHa nHTepdencos.

Bbibop MHTepdeica ocyLWwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlian id

Bbibop AManasoHa MHTepdencoB OCyLLEeCTBAAETCA NPU NOMOLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeseHbl KOMaHAb! 415 BXO4A B PEXUM HacTponku nHTepdeiica VLAN 1 1 Bxoga B pexxum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1
console (config-if) #
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HELTEX

console# configure
console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnunua 78 — KomaHabl pexknma KoHourypaumm nHtepdenca VLAN

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

name name name: (1..32) LNo6aButb ums VLAN.

CMMBONOB/MA
COOTBETCTBYET HOMEPY
VLAN

no nhame YCTaHOBUTb 3HAYeHUe Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢elica epynnsl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

[aHHbIV peXum [OCTYNEH U3 pernma KoHOUrypaumm n npeaHasHavyeH gns 3a4aHua napameTpos
KOHOUrypaumMm wuHTepdelica (nopta KoMMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3geneHus Harpysku) nmbo ananasoHa uHTepdeiicos.

MopT MoXeT paboTaTb B YETbIPEX PEXUMAX:

— access —nHTepdenc gocTyna — HeTErMPOBaHHbIN MHTepdelic ana ogHon VLAN;

—  trunk — nHTepdenc, NPUHUMAIOLWNIN TONBKO TETMPOBAHHbLIN TPadKK, 32 UCKAKOYEHNEM O4-
Horo VLAN, KOTOpbI MOKeT ObITb f06aBAEH C NOMOLLbIO KOMaHAbl switchport trunk native
vian;

— general —nHTepdeWnc c nonHou nogaeprkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIV Tpaduk;

— customer — Q-in-Q nHtepdeic.

Tabnnua 79 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

3apath pexkum paboTbl nopta 8 VLAN.
- mode — pexum paboTbl nopta B VLAN.

switchport mode mode mode: (access, trunk,

general,

no switchport mode customer)/access YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oob6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

-/NpUHUMATB BCE TUMbI
Kagpos

MpUHMMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro TMna:
- untagged-only — To/bKO HeTerMpoBaHHble;
- all — Bce Kagpobl.

MpuHMMaTL Ha MHTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vlan

vlan_list: (2..4094)

YKazatb cnvcok VLAN ana uHtepodeiica.
- vlan_list — cnnucok VLAN ID. AunanasoH Homepos VLAN MOXHo 3a-
0aTb NepeyncieHrem Yyepes 3anaTyto AN yKasaTb HavabHOE U Ko-
HeYHoe 3HayeHus AManasoHa Yepes gepuc "-".
V TeKywumii cnucok VLAN Ha uHTepdeiice byaer 3ameHEH Ha
YKa3aHHbIA B KOMaHAe.

Ypanute cnucok VLAN gns uHtepdeiica.
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switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnncok VLAN ansa nHtepdeica K Tekywmm VLAN.

- vlan_list — cnncok VLAN ID. inana3soH Homepos VLAN MOXKHO 3a-
[aTb nepeyncieHnem Yyepes 3anaTyto UK YKa3aTb Ha4aNbHOE U KO-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauecte Default VLAN ans gaHHOro nH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNaoLWMA Ha AaH-
HbI NOPT, onpeaenseTca B AaHHyo VLAN.

- vlan_id —vaeHTUdUKaLMOHHBbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIK/IIOYEHO

ABTOMaTMyecku gobasnset Bce goctynHble VLAN gns 4aHHOro WH-
Tepdelica.

OTKAoYaeT aBTomaTtuyeckoe aobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnmcok VLAN ana nHtepdeiica.

- tagged — nopt byaeT nepenaBaTb TErMpoOBaHHble NAKeTbl A/A
VLAN;

- untagged — nopt 6yaeT nepesaBaTtb HETErMPOBAHHbIE NAKETbI 415
VLAN.

-vlan_list —cnucok VLAN ID. inana3oH VLAN moHo 3agatb nepe-
YUCIEHMEM Yepe3 3anATY UM YKasaTb Ha4ya/lbHOE U KOHeYHoe
3HauyeHua ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4YaHUIo

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) Ana 0OCHOBHOrO MH-
Tepdelica.
- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IlOYEHa

BbIKNHOUNTL AN OCHOBHOIO MHTepdeica puabTpaumto BXOAALLMX
NaKeToB HA OCHOBE NPUCBOEHHOIo MM 3HavyeHuA VLAN ID.

BKNOUMTL /19 OCHOBHOTO MHTepdelica GUNbTPALUIO BXOAALLMX Na-
KeToB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHma VLAN ID.

Ecnu dunbTpauma BrAOYEHa, M NakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
Kagpos

MpUHMMaTb Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TO/IbKO TErMpPOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce Kagpbl.

MpUHMMaTL Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana uHtepoeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — vaeHTUGUKaLMOHHBIV HOMep rpynnbl;

- vlan_id — vaeHTuduKaumoHHbIi Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana uHtepoeiica, oc-
HOBaHHOe Ha npmeAaske K MAC-aapecy.

- group — uaeHTUGUKaLMOHHbBIV HOMep rpynnbl;

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBmno Knaccudukaumm VLAN ana uHtepdeiica, oc-
HOBaHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUGUKaLMOHHbI HOMep rpynnbl;

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccuduraumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npusAasKe K IP-agpecy.

Yaanute npasunno Knaccudurkaumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro HTepdeiica.
-vlan_id — npeHTMdUKaLMoHHbIN Homep VLAN.

[06aBunTb K BXOAALLMM HETETMPOBAHHbLIM NAaKeTaM Ha KAMEHTCKOM
nopty BHyTpeHHuI 802.1g 3aronoBok — C-VLAN (inner-vlan) wn
BHewwHui 802.1q 3aro/s0BOK, coaeprKawmii pvid 4ONONAHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3T0i KOMaHAbI HE06X0AMMO BKAOYMUTD IN10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATL MHOrOaZpecHbli TPadUK U3 yKa3aHHbIX
VLAN (He aBnsatowmxca VLAN nonb3oBaTesibCKoro nHtepdeiica) Ha
HacTpaMBaeMom UHTepdelice, COBMECTHO C NOb30BaTENAMMN ApY-
r'MX NO/Ib30BATE/IbCKUX MOPTOB, MPUHUMAIOLLMX MHOrOaAPECHbIN
Tpaduk 13 gaHHbIX VLAN.

- vlan_list — cnnucok VLAN ID. inanasoH VLAN Mo»KHO 3a4aTb nepe-
YncreHnem yepes 3anATyl0 WM yKasaTb HayaJbHOE U KOHe4yHoe

non

3HayeHuA AuMana3oHa Yepes gepuc "-".

3anpeLLaeT NPUHMMATb MHOFOAZPECHbIN TpadWK Ha HacTpausae-
mom unHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAnT NOPT B PEKMUM U30AALMMN BHYTPW FPYNMbl NOPTOB.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuo
YNEeHCTBO B AedoNTHOM
VLAN paspelieHo

3anpetutb gobasneHune gedontHoi VLAN nopty.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWUTL NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
UCXOAALMX C AaHHOTO UHTepdeiica.
Donyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.
H NopaepxmBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ucxoasLlero ¢ HTepdeiica NakeTa Ha 3Ha-
YeHWe No YMoNYaHuio.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabnunuy knaccndmratopos VLAN.
DOonyctumble 3HaueHus EtherType cm. Mpunoxkenune B.
H NopaepnBaemble 3HaueHun Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Yaanute TPID 13 Tabavubl knaccudukatopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 80 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show vlan

MokaszaTb uHopmauuto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHdopmauuto no VLAN, nouck no naeHtudukatopy.

show vlan internal usage

MokasaTtb cnncok VLAN gna BHYTPEHHEro Mcnoiib30BaHMA KOMMY-
TaToOpPOM.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 81 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

Mokas3aTb MOPTbI-UCTOYHUKU U MPUEMHUKN MHOFOagpecHoro Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepenasaThb,
TaK Y NPUHMMaTb MHOTOaAPeCHbI TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMaLLMIO O Fpynnax NPOTOKOOB.

show vlan macs-groups

MNokaszatb uHopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKaszaTb KOHOUIypaLuto NopTa, rPyNMbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNoKasaTb cocTosHMe MopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8b1M0AHEHUS KOMAHO

MNMokasatb MHPopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN

Tagged Ports UnTagged Ports Created by

tel/0/1-12 D

Pol-16

0 o) U b W N
O oY U b W N
0N n n n n

MoKa3aTb NOPTbl UCTOYHUKM U MPUEMHUKN MHOroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

te0/1
te0/2,te0/4,te0/8

Source ports

Receiver ports:

MoKa3aTb MHGOPMaLMIO O rPyNMax NPOTOKO/OB:

console# show vlan protocols-groups
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Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

MokasaTtb KoHPUrypaumio noprta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npov3BoguTb pasrpaHuyeHue Tpaduka Ha BTOPOM
ypoBHe mogenun OSI mexay nopTamm KOMMyTaTopa, KOTOpble HAX0AATCA B O4HOM LUMPOKOBELLATeNbHOM
JomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHUryprposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIN cnocobeH 0O6MeHMBATLCA AaHHbIMU Mexay AbbiMmu
nHTepdelicamm, Bkatoyas isolated n community-noptel PVLAN;

— isolated — nopT, KOTOPbLI NONHOCTBLIO M30IMPOBAH OT APYrMX NOPTOB BHYTPU OAHOFO M TOFO
e PVLAN, Ho He oT promiscuous-noptoB. PVLANbI 610KupYylOT Becb TpaduK, naywuii B
CTOpoOHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI Promiscuous-nopToB; MaKeTbl CO
CTOpPOHbI isolated-nopToB MoryT nepeaaBaTbCA TO/IbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptos, KOTOpble MOryT 0BMeHWBaTbCA AaHHbIMU Mexay coboi u
promiscuous-nopTamu, 3T MHTepdencbl oTAeNeHbl Ha BTOPOM yposHe mogenun OS| oT Bcex
oCTasibHbIX community MHTepdeincoB., a TakKe isolated-nopTos BHYTpM PVLAN.

Mpouecc BbINOAHEHUA GYHKLMW AONONHUTENBHOTO pa3aeseHMA NOPTOB C NOMOLLbBIO TeXHoNorMu Private
VLAN npegcrasneH Ha pucyHke 113.
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VLAN 100

Switch A

5

Promiscuous ports

=D

Trunk ports

-

VLAN 100

Switch B

O U

VLAN 201

VLAN 202

O U

VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 113 — Mpumep paboTbl TexHonormm Private VLAN

Bug 3anpoca KOMaHAHOWM CTPOKM B pexkume KoHpUurypaumnm nHtepoeiica Ethernet, nHrepdeiica Vlan,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnua 82 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuio

Aelicmeue

switchport mode private-vian
{promiscuous | host}
no switchport mode

3apaTtb pexkum paboTbl nopta B VLAN.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

switchport mode private-vian
trunk {promiscuous |
secondary}

no switchport mode
private-vlan trunk

3apaTb pexkum paboTbl nopta B VLAN Trunk.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan
mapping [trunk] primary_vlan
[add | remove secondary_vlan]

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (yZanuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha
promiscuous uHTepdeiic.
/1 Ha oauH promiscuous uHtepdeiic Henb3a nobasntb

6onblue ogHoM primary vlan.
YAanuTb 0CHOBHYO 1 BTOopocTeneHHble VLAN.

switchport private-vlan
host-association primary_vilan
secondary_vlan

no switchport private-vian
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asutb primary n secondary vlan Ha host nHtepdeiic.
/‘ Ha oauH host nHtepdeiic Henb3a fo06aBUTb 60nbLUIE
¥ opHoii secondary vian.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
association trunk primary_vlan

primary_vlan:

[Oo6asutb primary u secondary vlan Ha wuHTepdelic trunk-
secondary.

vlan

secondary_vilan (1..4094); V Ha oguH promiscuous nHtepgdeiic trunk-secondary
secondary_vlan: L Henb3A AobasuTb 6onblie oaHol secondary vlan.

no switchport private-vlan (1..4094) YAanuTb OCHOBHYIO 1 BTOpocTeneHHble VLAN.

association trunk

switchport private-vlan [o6asutb Ha PVLAN Trunk-unHtepderic VLAN, He yyacTeyoLLei B

trunk allowed vlan add vlan: (1..4094) PVLAN.
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switchport private-vlan Yaanutb Ha PVLAN Trunk-uHTepoeice VLAN, He ydyacTylowein B
trunk allowed vlan remove PVLAN.
vlan
switchport private-vlan [Nob6asutb Homep VLAN, He yuacTtsylouwein B PVLAN, B KayecTse
trunk native vlan vlan Default VLAN ana PVLAN Trunk-uHTtepdeiica.
- - vlan: (1..4094)/1
no switchport private-vlan YCTaHOBUTb 3HaYEHNE MO YMONYAHUIO.
trunk native vlan

Tabnunua 83 — KomaHabl pexknma KoHourypaumm nHtepdeinca VLAN

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
no ymoa4YaHuro
private-vlan {primary | BkntounTtb mexaHu3m Private VLAN 1 3agaTb TMn nHTepdeiica.
isolated | community}
no private-vlan OTKAOYNTb MexaHu3m Private VLAN.
private-vlan association [add | Oob6asuTtb (yaanutb) npmeasky BTopocteneHHol VLAN K OCHOBHOW.
remove] secondary_vlan HacTpolika npumeHnma TonbKo ans primary VLAN.
no private-vlan association (1..4094) Yaanutb npusAsky BTopocteneHHol VLAN K OCHOBHO.

) MaKkcumanbHoe KonmuecTso BTopocteneHHbix VLAN — 256.
V MakcumanbHoe Koandectso community VLAN, KoTopble MoryT 6biTb acCOLMMPOBAHbI C 0AHOM
ocHoBHoM VLAN - 8.

[Mpumep Hacmpoliku uHmepgelicoe Kommymamopa Switch A (pucyHok 70 — [lpumep pabomebi
mexHosnoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopTt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|
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interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHosao02uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
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switchport forbidden default-vlan
exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community

5.9.4 Hacmpolika uimepgbelica IP

IP-uHTepdenc cospmaértca npu HasHadveHun IP-agpeca Ha noboi M3 MHTEPPENCOB YCTPOMCTBA
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel nnun vian.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHurypaumm nHtepdeica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexxnm OCTYNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KOHOUrypauum nHtepoelica IP.

Tabnnua 84 — KomaHabl pexuma KoHdurypauumn nHtepdeiica IP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
directed-broadcast BkntouaeT pyHKUMIO nepesoaa IP directed-broadcast nakeTa B cTaH-
[JapTHbIM LUMPOKOBELLATEIbHbIN MAaKeT U paspellaeT nepegavy ye-
-/BbIKNOYEHO . o
pes BblbpaHHbIN MHTepdeiic.
no directed-broadcast 3anpeuwaeT TpaHcnaymio IP directed-broadcast nakeTos.
helper-address ip_address Bk/toyaeT nepeaspecaumio WnpoKoseLatebHbix UDP-nakeToB Ha
onpeaeneHHbl agpec.
ip_address: A.B.C.D - ip_address — IP-apgpec HasHayeHUsA, Ha KoTopbll ByayT nepeHa-
NpaBNATbCA NAKeTbI.
no helper-address ip_address OTKNoYaeT nepeagpecaunio wWnpokosewatenbHbix UDP-nakeToB.
ip redirects BKkAtoyaeT reHepaumio MaplpyTusatopom coobuieHnin ICMP
-/BKAOYEHO Redirect.
no ip redirects OTkntoyaeT oTnpasKy ICMP Redirect.

[pumepsi 8biM0AHEHUS KOMAHO

Brkntountb PpyHKumto directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast
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5.9.5 Selective Q-in-Q

[aHHbI  GYHKLMOHAN MNO3BONAET HAa OCHOBE CKOHPUIrypuMpoBaHHbIX npasua ¢uabTpaumm no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoautb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHsTb Customer VLAN, a TaK»Ke 3anpeLaTtb NpoxoxaeHune Tpadmka.

[na ycTpoiicTBa co3a4aeTca CNMCOK NPaBu/l, Ha OCHOBaHMM KoToporo byaeTt obpabatbiBaTbcs TpaduK.

KomaHOwbI

pexcuma KoHgu2ypayuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet u

Port-Channel

Bug,3anpoca KOMaHAHOM CTPOKM perkmma KoHdurypaumm nHtepoeiica Ethernet, uHtepdeiica rpynnoi

NnopTOB:

console (config-if)#

Tabnnua 85 — KomaHapl pexknma KoHdUrypaumm nHtepdeinca (amanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan

. . vlan_id: (1..4094)
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3paeT NpaBu/Io, Ha OCHOBAHMM KOTOPOTO K BXOAALLEMY NaKeTy
C BHeWHen meTKoM ingress_vlan_id byaeTt nobasnatbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npaBuio by-
AeT NPUMEHATLCA KO BCEM BXOAALLMM NAKeTam, K KOTOPbIM He
6bIN1M NPUMEHEHbBI ApYrMe NpaBuaa («NPaBUIo N0 YMOIYAHUNION).

selective-qingq list ingress deny

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3gaerT 3anpeLyatowee NpPaBuIo, Ha OCHOBAHMM KOTOPOro BXO-
OALMe NaKeTbl C BHELWHEN MeTKoM Tera ingress_vlan_id 6yayT oT-
6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — byayT oT-
bpacbiBaTbCA BCe BXOASALLME NAKETbI.

selective-qinq list ingress
permit [ingress_vlan

ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3paeT paspelatowee NpaBuao, Ha OCHOBAHUMU KOTOPOrO BXO-
OALLMe NaKeTbl C BHELWHEeN MeTKoM Tera ingress_vlan_id 6yayT ne-
penaBaTbcA 6e3 nameHeHui. Ecam ingress_vlan_id He yKkasbiBa-
eTca — byayT nepenaBaTbCa BCe BXOAALWME NaKeTbl 6e3 uameHe-
HURA.

selective-qinq list ingress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paet NpaBuIo, Ha OCHOBAHWMM KOTOPOTO BHELHAA METKa in-
gress_vlan_id BxogAuwero naketa byaet 3ameHATbeA Ha vlan_id.
Ecnm ingress_vlan_id He ykasbiBaTb — npasuio byaet npume-
HATbCA KO BCEM BXOAALLMM MaKeTaMm.

no selective-qing list ingress

[ingress_vlan vlan_id] vlan_id: (1..4094)

Ypansaet ykasaHHoe npasuio selective ging ans BxoaAwwmx nake-
ToB. KomaHaa 6e3 napametpa «ingress vlan» yaanaer npasuno
Mo YMOYAHMIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaeTt NpaBuio, HAa OCHOBAHMM KOTOPOrO BHELHAA MeTKa in-
gress_vlan_id ncxogsawero naketa byaet 3ameHATbCA Ha vlan_id.

no selective-qing list egress

ingress_vlan vian_id vian_id: (1-4094)

YpanseT cnnucok npasun selective qing 4ns MCXOAALWLMX NMaKeToOB.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

168 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

Tabnuua 86 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

show selective-ginq

OTobpaxkaeT cnucok npasua selective ging.

show selective-ginq interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);

OTob6parkaeT cnucok npasBun selective ging pna yKasaHHoro
nopra.

twe_port |
hundredgigabitethernet
hu_port | port-channel group}

hu_port: (1..8/0/1..32);
group: (1..128)

[pumepbl 8bIN0AHEHUS KOMAHO

Co3patb NpaBun/io, Ha OCHOBaHWUM KOTOPOTO, BHELLHAA MeTKa BxoadAllero nakera 11 6yaert 3ameHATbCA Ha
10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-qing list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gns pasnunuHoro Tpaduka (broadcast, multicast, unknown
unicast)

((LUTOpM)) BO3HUKaeT BCnencrteBne 4YpesmepHoro Koamyecrtsa broadcast—, muIticast—, unknown
unicast-coo6u.|,eHm71, OAHOBpPEMEHHO NepeagaBaemblX MO CETU Hepe3 OAUNH NMOPT, YTO NPUBOAUT K NEPErpy3Ke
pecypcoB ceTu U NOABAEHUIO 3ajepKeK. «LLITopm» MOXKeT BO3HUKHYTb NPU HAaANYUK «3aKONbLLOBAHHbIX»
cermeHTOB B ceTu Ethernet.

KommyTaTop M3mepsieT CKOPOCTb MPUHMMAEMOro LUMPOKOBELLATEIbHOTO, MHOTO3APECHOro W
HEeW3BECTHOTO OAHOAAPECHOro TpaduKa A1 NOPTOB C BKIIOYEHHbIM KOHTPOJIEM LUMPOKOBELLATE/IBHOTO
«LUTOPMa» M OTOPACHIBAET MAKETbI, C/IN CKOPOCTb NPEBBILAET 334aHHOE MAKCMMa/IbHOE 3HAYEHME.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 87 — KomaHapl pexknma KoHburypaumm nHtepdeica Ethernet

3Ha4yeHue/3HayeHue
Mo yMOMYaHUIo

KomaHoa Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

BK/ItOYaeT KOHTPOIb MHOTOaAPEeCcHOro Tpaduka:

- registered — 3aperncTpupoBaHHoOro;

- unregistered — He3aperncTpPMPOBaHHOrO.

- level — 06bem TpadumKa B NpOLLEHTaX OT NPOMYCKHOM cnocobHOCTH
MHTepdeica;

- kbps - 06bem TpaduKa.

Mpu 06HapyKeHUM MHOroaapecHoro Tpaduka MHTepdeinc moxeT
6bITb OTKAtOYeH (shutdown) nnu nobasneHa 3anmch B XKypHan co-
obLeHnit (trap).

level: (1..100);
kbps: (1..10000000)

no storm-control multicast BbIKtOYAET KOHTPO/Ib MHOFOAAPECHOTO TpaduKa.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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BK/IlOYaEeT KOHTPO/Ib MHOTOAAPECHOIO TPpadumKa:

- registered — 3aperncTpMpoBaHHOro;

- unregistered — He3aperucTpUpPOBaHHOrO.

- pPS — KONNYECTBO NAKETOB B CEKYHAY.

Mpu obHapyKeHMM MHOroaapecHoro TpadurKa MHTepdenc mokeTt
6bITb OTKAtoYeH (shutdown) nnmn nobasneHa 3anmchb B XKypHan co-
obuweHui (trap).

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

pps: (125.. 19531250)

no storm-control multicast BblKkntoYaeT KOHTPO/Ib MHOTOaAPECHOTo TpaduKa.

BK/to4aeT KOHTPOIb HEU3BECTHOFO OAHOAAPECHOro TpaduKa.

- level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHON CNOCOBHOCTK
MHTepoeica;

- kbps — obbem Tpaduka.

Mpu 06HapyKeHUU HEN3BECTHOrO OAHOAAPECHOrO TpadUKa NHTEp-
delic moxeT 6biTb OTKAtOYEH (shutdown) unn nobasneHa 3anuco B
KYpHan coobuieHwuii (trap).

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

level: (1..100);
kbps: (1..10000000)

no storm-control unicast BbIK/IlOYaET KOHTPO/Ib OAHOAAPECHOTo TpaduKa.

BK/tO4aET KOHTPO/Ib HEU3BECTHOrO OA4HOaAPECcHOro Tpaduka.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06HaPYKEHUM HEU3BECTHOMO O4HOALPECHOTO TpadUKa UHTEP-
deic moxeT 6bITb OTKAoYeH (shutdown) naun gobasneHa 3anuch B
YKypHan cooblueHwnii (trap).

storm-control unicast { pps
pps} [trap] [shutdown]

pps: (125.. 19531250)

no storm-control unicast BbIK/IlO4aET KOHTPO/Ib O4HOAAPECHOro TpaduKa.

BK/ItOYaEeT KOHTPO/Ib LUIMPOKOBELLATENIBHOTO TPaduKa.

- level — 06bem TpadurKa B NpOLLEHTAX OT NPOMNYCKHOM cnocobHoCTH
MHTepoeica;

- kbps — ob6bem TpaduKa.

Mpu obHapyKeHnM WnpoKoBeLaTeibHoro TpadurKka nHTepdenc mo-
eT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKypHan
coobuieHuii (trap).

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

level: (1..100);
kbps: (1..10000000)

no storm-control broadcast BblKntOYaeT KOHTPO/Ib LUMPOKOBELLATENIbHOTO TPaduKa.

BK/tOYaAET KOHTPO/b LIMPOKOBELLATENIbHOMO TpaduKa.

- pPS — KONNYECTBO NAKETOB B CEKyHAY.

Mpw 0BHapy»KeHUM WnpoKoBeLLaTebHOro TpaduKa nHTepdelic mo-
eT 6bITb oTKNtoYeH (shutdown) nnn gobasneHa 3anucb B KypHan
coobuieHuii (trap).

storm-control broadcast {pps
pps} [trap] [shutdown]

pps: (125.. 19531250)

no storm-control broadcast

BbIK1tOYAET KOHTPO/Ib LMPOKOBELLaTeNbHOrO TpadmKa.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnunua 88 — KomaHabl pexunma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show storm-control interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet |
hu_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKa3bIBaeT KOHPUIYpaLMIo GYHKLMM KOHTPOAA «LUTOPMA» ANA yKa-
3aHHOro nopTa Mbo BCcex NOPTOB.

1 7 0 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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[pumepbl 8bINOAHEHUS KOMAHO

BKAOUYNTb KOHTPOJIb LMPOKOBELLATENIbHOIO, MHOTOaZAPECHOIo U 0AHOAAPECHOTO TpaduMKa Ha TPeTbeM WUH-
Tepdeiice Ethernet. YcTaHOBUTb CKOPOCTL AN KOHTPOAMPYyemoro Tpaduka — 5000 K6/c: ana wmnpokoseLa-
TenbHoro, 30% Noaocbkl NPOMNYyCKaHUA ANA BCero mHoroaapecHoro, 70% ana Hen3BeCTHOro 04HOa4PEeCHOrO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.11 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunsatoT NogaepKKy rpynn arperaunmn KaHanos LAG B Koan4yecTBe COrnacHo
Tabnnue 10 (cTpoka «Arperauma KaHanos (LAG)»). Kakpaa rpynna nopToB A0NXHA COCTOATb W3
nHTepoericos Ethernet ¢ oaMHaKoBOM CKOPOCTbIO, PaboTalOWMX B AynaeKCHOM pexxume. Ob6beanHeHne
MopTOB B T[PYnNny YyBeAWYMBAET MPOMYCKHYD CMOCOOHOCTb KaHana MeXKay B3aMMOAEMNCTBYHOLWMMU
YCTPOMCTBAMM M MOBbILWAET OTKA30yCTOMUYMBOCTb. [pynna MopToB ABASETCA A1 KOMMYTaTtopa OAHWUM
JIOTMYECKUM MOPTOM.

YCTpoIiCcTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl NOPTOB — CTAaTUYECKasA Fpynna u rpynna,
paboTtatowasn no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pa3gesne
KOHUrypaumu.

/" Ecnam ana nHtepdeiica nponsseaeHbl HaCTPOMKKU, TO ANA A06aBNeHUA ero B rpynny ciegyet
BEPHYTb HAaCTPOMUKM NO YMONYAHUIO.

[obaeneHne nHTepdeicos B rpynny arperauymn KaHanoB AOCTYNHO TONIbKO B peXKMME KOHOUrypaumnm
nHTepdelica Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabanua 89 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMona4aHuro
channel-group group mode [o6asuntb ethernet-uHTepdeiic 8 rpynny nopTos.
mode group: (1..128); - on — no6aBuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — no6aBuTbL NOPT B KaHan ¢ LACP B pexxnme «active».
no channel-group Ypanutb Ethernet-uHtepdeiic 13 rpynnbl nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypauum nHtepdeica:

console (config-if) #

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 171
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnunua 90 — KomaHapl pexknma KoHburypaumm nHtepdeica Port-Channel

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHoa

Aeiicmeue

lacp min-links min-links

min-links: (1..32)/1

Bap,aTb MWUHUMaNbHOE YUCNO0 aKTUBHbIX JIMHKOB B COCTaBe

Port-Channel, npu KoTopom oH nepexoauT B8 coctosaHue Up.
Hactpoiika BO3mMOXHa Tonbko npu pabote Port-
V Channel B pexxume LACP.

no lacp min-links

YCTaHOBWUTb 3HAYeHME NO YMO/I4YaHUIO.

Pexcum KoHgpuaypauuu uHmepagelica

BunAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnunua 91 — KomaHapl perknma KoHburypaumm nHtepdeitca

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

hold-time up time
time: (0..300) cekyHa/0

HasHauuTb 3agep)KKy A06aBneHMA nopTa B arperMpoBaHHyio
rpynny.

no hold-time up

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

[pumepbl 8b1M0AHEHUS KOMAHO

console# configure

console (config) # interface port-channel 1

console (config-if)# hold-time up 30

KomaHObI pexcuma 2a06anb6HolU KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabauua 92 — KomaHabl pexkuma rnobanbHol KoHOK

rypauum

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

3apaeT mexaHU3m 6anaHCMPOBKKM HArpysku ans ctpaternn ECMP
W ONA rPYNNbl arpernpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCUpPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaEeTCA Ha IP-aa-
pece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCUMPOBKM OCHOBbLIBA-
etca Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaH13m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
afpece nosnyyatens;

- dst-ip — mexaHn3m 6anaHcMpPOBKM OCHOBbLIBAeTCA Ha IP-aa-
pece nonyyaTens;

- src-mac — MexaHM3m 6anaHCcUMpPOBKM OCHOBbIBaeTcA Ha MAC-
afipece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBaeTCA Ha IP-agpece
oTnpasuTens;

- mpls-aware — BKAtoYeHMe napcuHra L3/L4-3aronoBKoB nake-
T0B ¢ MPLS-meTKammn s BCero ycTpomncTea. AKTyanbHO TO/IbKO C
pexkmmamu 6anaHcuposku no L3/L4-3aronoskam nakeTa.

172 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P,

MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
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no port-channel load-balance Bo3BpaT K HacTporikam 6aNaHCUPOBKM Harpy3Ku No yMoJI4aHuio.
port-channel load-balance 3apaTb NapameTp BblUMCAEHUA X3W-PYHKUMK, KOTOPbIY ByaeT uc-
hash {seed | salt} Nosb30BaTbCA ANA USMEHEHUA PE3YNbTATOB €€ pacyéTta, 3To AacT

YCTPOMCTBY BO3MOMHOCTb GanaHCMPOBKM paHee oTHasaHCUMpo-
BaHHOro TpaduKa:

-salt — nocnefoBaTeNbHOCTb AAHHbIX, KOTOPas NpubaBaseTca K
pe3ynbTaTy BblYMCAEHUA X3LW-DYHKLUUNK;

-seed — MHUUMANU3UPYIOLLLEE 3HAYEHME A5 BbIYMCAEHUA X3LW-
cymmbl no anroputmy CRC32.

seed (1..4294967295);
salt (1..4294967295)
/BbIKNIOYEHO

no port-channel load-balance YcTaHaBAMBaeT 3HaYeHMe NO YMOAYAHUIO.
hash {seed | salt}

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabanua 93 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
10 yMoAYaHUIo

KomaHda

show interfaces channel-group MokasbiBaeT MHOPMaLMIO NO rpynne KaHanoB..

roup: (1..128
[group] group: ( )

KomaHObl uHmepaelica LAG

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepoeica LAG:

console# configure
console (config)# interface port-channel 1
console (config-if)# hold-time up 30

Tabnnua 94 — KomaHab! perkmma KoHourypaumm nHtepderica LAG

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda Aelicmeue

HasHayaet 3agepxKy gobasneHus nopra B arperMpoBaHHyto

hold-time up time .
time: (0..300) cekyHa/0 | rpynny.

no hold-time up YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

5.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

(DYHKLI,MEﬁ CTaTnyecrux rpynn LAG asnaetca 06be,D,VIHEHM€ HECKOJIbKNX d)l/I3M‘-IeCKMX KaHa/10B B O4UH,
YTO NO3BOJIAET YBE/IMYNTb NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbLICUTb €ro 0TKa3OYCTOﬁ‘4MBOCTb. Ona
CTaTU4ECKUX rpynn npnopuTeT NCNOJ1b30BaHNA KaHa/10B B O6'beLI,MHEHHOM nyyke He 3a4a€eTcA.

/ [nsa BknoueHUA paboTbl MHTepdeiica B cOCTaBe CTaTUUECKOM rpynnbl UCNONb3YIiTE KOMaHAY
channel-group {group} mode on B pe;kume KoHpUrypauumn cooTBeTCTBYIOLErO MHTEPdeiica.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 173
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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5.11.2 Npomokon azpezayuu KaHanoe LACP

dyHKUmen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHeHNe HECKONbKUX
dU3NYECKMX KaHanoB B OAMH. ArperMpoBaHMe KaHaj0B MCMOMb3YeTcA AAA YBENMYEHUS MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beAMHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

V Ona BKnoueHua pabotbl uHTepdeiica no npotokony LACP wucnonb3yitte KomaHgy
channel-group {group} mode auto B pexXume KoHdUrypauum cOOTBETCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabanua 95 — KomaHab! perkmma rnobanbHomM KOHGUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
Mo yMmoan4YaHuo
lacp system-priority value YcTaHaBAMBAET NPUOPUTET CUCTEMDBI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaBAMBaeT 3Ha4YeHue no YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua, 3anpoca KOMaHAHOM CTPOKM B peskMme KoHdurypauumn nHtepdeiica Ethernet:
console (config-if) #

Tabanua 96 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMmon4aHuro
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHBIM TaliMayT npoTokosa LACP:
Mo ymonyaHuio o .
- long — anutenbHoe Bpems TalimayTa;
ncnonbsyertcs o
- short — manoe Bpems TailimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.
lacp port-priority value YcTaHaBnvBaeT npuopuTeT nHTepdeica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaeT 3HaYeHMEe N0 YMONYAHUIO.
lacp force-up YCTaHOBUTb PEXUM NPUHYAUTENBHOTO A0baBneHns uHTepderica B
-/BbIKNOYEHO LACP, BHe 3aBUCUMOCTM OT HannumA lacp pdu c OTBETHOI CTOPOHbI.
no lacp force-up YcTaHaBAMBaeT 3HaYEHME N0 YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

1 7 4 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnnua 97 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

show lacp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port } [parameters |
statistics | protocol-state]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT MHPopmaLmio o npoTokone LACP gns nHtepdeiica
Ethernet. Ecnu gononHuTenbHble NapameTpbl HE WUCMNOJb3y-
toTcA, To byeT nokasaHa Bca MHGopmauma.

- parameters — NoKasblBaeT NMapameTpbl HACTPOWMKWM MpPoOTO-
Kona;

- statistics — noka3bIBaeT CTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocToAaHMe paboTbl NPOTOKOAA.

show lacp port-channel [group]

group: (1..128)

MNokasbiBaeT nHdopmaumo o npotokone LACP pgns rpynnbl
nopToB.

[pumepebl 8b1M0AHEHUA KOMAHO

Co3patb nepByto rpynny nopTtos, paboTtatowyto no npoTtokoay LACP u BKAoYalowyo ABa MHTepodeiica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6ut/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6, NPUOPU-
TeTbl 12 n 13 gnAa noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config) # interface port-channel 1
console (config-if) # speed 1000
console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 1000
console (config-if) # channel-group 1 mode auto

console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 1000

console (config-if) #
#
#

)
console (config-if)
console (config-if)

(
(
(
(
(
(
console (config-if)# lacp port-priority 12
(
(
(
(
(
(

exit

channel-group 1 mode auto
lacp port-priority 13

5.11.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak un LAG, BupTyanbHble LAG no3BonstoT 06begMHUTL OAHY UKW HECKONbKO Ethernet-nuHnin ans
yBeANYEeHMA CKOPOCTU U obecneyeHus oTKasoyctonumsocTn. MLAG Tak ke msBecTHa Kak VPC (Virtual
port-channel). Mpn o6blMHOM LAG arperMpoBaHHble AMHUM [O/KHbI ObiITb HA OQHOM U3NYECKOM
ycTpoiicTBe, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAaX0AATCA Ha Pa3HbIX PUINYECKUX YCTPOMCTBAX.
®dyHKumA VPC no3BonAeT coeAnHUTL ABa PU3NYECKMX YCTPOMCTBA B OAHO BUPTYasibHOE.

/ Mpwu HacTpoitke VPC Ha 04HOPaHroBbIX KOMMYTaTOpaXx A0/XKHaA 6biTb OAMHAKOBAA Bepcun
nporpammHoro obecneyeHus.

Secondary ucnonb3yet HacTpoiku Primary.

Henb3a ucnonb3oBaTtb HacTpoiKy switchport forbidden default-vlan ana peer-link, Tak Kak

V’- VPC Port-Channel KOHTPOAMPYIOTCA TONIBKO KOMMYTAaTOPOM C poAblo Primary, KommyTaTtop
!

TpaduK npotokona VPC xogut untagged B default vian.

B VPC rpynne B BbiBoge show port-channel otrobpakaloTca NOKanbHbIA U yAaNeHHbIM
V nopTbl. B KauecTBe yAaneHHOro NopTa cornacHo Aoruke pabotbl VPC ncnonbayercs ifindex
' ' HecyuwecTBytow,ero 3-ro loHuTa.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:
console (confiqg) #

Tabnnuya 98 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
Ha oaHOMm ycTpoiicTBe MoXKeT 6biTb CO34aH TO/bKO
V oauH agomeH VPC. Ha napHbIX yCTPOMUCTBAX A0MKEH
6bITb 0gMHaKOBbIN VPC-g0MeH.

Ynansaet VPC-goMeH c ycTpoiicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospgaet VPC-rpynny. [lna Ka*kaoro arperMpoBaHHOro nHTep-
delica gonKHa bbITb co3gaHa otaenbHaa VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn foMXKHbI COBNaaTh.
1 CymmapHoe Konunyectso VPC-rpynn He MOXKeT npe-
V BbIiCUTb 48.

Ypansaet VPC-rpynny c ycTpoiicTsa.

vpc

no vpc

—/BbIK/IOYEHO

BkntouaeT pexkum VPC. UcnonbayeTca nocne KoHdUrypaumm
VPC.

Bbikntouaet pexkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypaumm VPC:

console (config) # vpe domain domain id
console (config-vpcdomain) #

Tabnnua 99 — KomaHabl pexkuma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauvaet Port-Channel B kauectse peer-link.

MUckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

— /BbIK/OYEHO

BkntouaeT peer detection protocol.
| Peer-detection — [AONOAHUTENbHbIN MEXaHU3M,
V obecneuunsatowmii pyHKunoHmposaHue VPC B cny-
yae o6pbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link gna opraHusauum uHTep-
deiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3agaeT MHTepBan oTnpasBKK coobuieHunin peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIo.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3asaTtb Bpema 0XKuAaHua oteeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

1 7 6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] [vrf vrf_name]

no peer detection ipaddr

udp_port:
(1..65535)/50000;
vrf_name: (1..32) cumBona

HacTtpawnsaet IP-agpec nony4atensa naketos, IP-agpec otnpa-
sutensa, VRF n UDP nopt gna peer detection protocol.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLUpPyTU3aLUN.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BbikntovaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BpemA OXMAAHMA OTBETa Ha 3anpoc Le/I0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBAET NPUOPUTET YCTPOMUCTBA. YCTPOMCTBO C MEHb-
LWKM 3HaYeHnem byaeT HazHavyeHo Primary.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHaBnmeaer MAC-agpec cuctembl ana otnpaskun B8 VPC
nopTbl.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT NpuopuTeT cuctembl Ana otnpaskn B VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug 3anpoca KOMaHAHOM CTPOKK perknma KoHourypaumum VPC-group:

console (config) # vpe group group-id

console (config-group) #

Tabnnua 100 — KomaHab! pexmuma KoHdpurypaumum VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

Uckntouvaet VPC-group u3s VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[ob6asnset Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbil.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 101 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo ymon4YaHuro

Aeiicmeue

show vpc

OTobparkaeT uHGopmaumto o KoHourypauum VPC.

show vpc group id

OTobparkaeT HPopmMaumio o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosHMe cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMALUIO O POSIU YCTPOICTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6parkaeT coCTOAHME CHETUMKOB CNy»K6bl VPC.
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5.12 Hactpoiika IPv4-agpecauumn

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM cTaTUYeCcKux napamertpos IP-agpecauun,
TaKMX Kak IP-agpec, macka noaceTu, W03 N0 ymon4aHuio. Hactpoiika npotokonos DNS un ARP onucaHa B

COOTBETCTBYIOLLNX pa3aeniax AoKYMeHTauum.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdelica
rpynnbl nopTtos, uHTepdeiica VLAN, uutepdeiica Loopback.

console (config-if) #

Tabnunuya 102 — KomaHabl perknuma KoHourypaumm nHtepdeiica

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aelicmeue

ip address ip_address {mask |
prefix_length}

prefix_length: (8..32)

no ip address [/P_address]

HasHaueHue 3agaHHOMY MHTepdeiicy IP-agpeca U mMacku nog-
cetu.
3HaueHMe MacKM MOKeT bbiTb 3anucaHo an6o B ¢op-
mate X.X.X.X, am6o 8 dpopmare /N, rae N — Konuuecrso
eAVHUL, B 4BOVYHOM NPeACTaBNeHUU MacKu.

Ypanenwue IP-agpeca nHtepdeiica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonb3yetca gna loopback—-uHTtepdeiica.

3anpet mcnonb3oBaHuA npotokona DHCP ana nonyveHua IP-
appeca BblbpaHHbIM UHTepdeicom.

ip unnumbered {vlan vian_id |

loopback /oop-back_id} vian_id:

(1..4094);loopback_id: (1)

no ip unnumbered

PaspeluaeT KoHPUrypupyemomy uHTepdeicy sammcreosatb IP-
aapeca VLAN u Loopback-uHTtepdeiica.

OTKAoYaeT GyHKLMIO 3aMMCTBOBaHMUA agpeca.

ip icmp unreachables

BbIkntoueHue oTnpasku icmp unreachable.

(1..32) cumBona

no ip vrf

disable
— -/BKAtOYEHO
no ip icmp unreachables .
. BkntoyeHue otnpasku icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: [ob6aeneHune nHtepdelica B yKasaHHbili VRF.

Ona nHtepdeiica OOB u gedonTtHoii VLAN nepepg, ao-
6asneHmnem B VRF Heobxogumo BBectu «no ip address
dhcp». Takxe «no ip address dhcp» Hy»HO noBTOPATL
npm ouepeaHbix cmeHax VRF.

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepderica oT
DHCP-cepsepa.
V YpaneHue nHrepodeiica us paHee ykasaHHoro VRF.

ip tcp adjust-mss value
value:
(500..1460)/1460 6aiiT

HasHauutb ¢usmyeckomy uHTepoeiicy Ethernet pasmep TCP
Maximum segment size.

l Ucnonb3yetca npu Hannumm IP address Ha uHTepdeiice.
o

no ip tcp adjust-mss

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnumua 103 — KomaHap! pexknuma rnobanbHoi KoHGUrypaumnm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/LIJ}1I03 N0 YMONYaHUIO

3afaeT 419 KOMMYTaTOpa afpec LWJ03a Mo YMONYaHMIO.

He 3a4aH

Ypanaet Ha3HaYeHHbIN ajpec Wn3a Nno YMOIHaHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

BkntouaeT nepeagpecaumio wmpokosewatenbHbix UDP-nakeTos
Ha onpefeneHHbIN agpec.

- ip_interface — IP-appec nHtepdelica, A4 KOTOPOro BbINONHAETCA
HaCTpOMKa;

- all - no3Bonset BbIbpPaTh BCe IP-uHTEpdEiichl yCTPONCTBa;

- ip_address — IP-agpec HazHayeHwuA, Ha KOTOPbIN ByayT NnepeHa-
npasnATbca naketbl. 3HavyeHne 0.0.0.0 oTkAOYaeT Nnepeaspeca-
unio;

- udp_port_list — cnnucok noptos UDP. LLInpoKoBseLwaTenbHblin Tpa-
bUK, HanpaBNeHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raeTca nepeagpecaunu. MakcumanbHoe obliee KOaMYeCTBO Nop-
TOB M aflpecoB Ha ycTponcTeo - 128.

OTMmeHsAEeT nepeapecaLmio Ha 3aaHHbIX MHTepdencax.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabanuya 104 — KomaHgabl perkmnma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear host {* | word}

word: (1..158) cumBonos

Ypanaet us namAtu noay4vyeHHble no npotokoay DHCP 3anucu co-
OTBETCTBUMN UMEH MHTepdencos 1 ux IP-agpecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

OTtnpasnseT 3anpoc kK DHCP-cepsepy Ha o6bHoBNeHMe IP-agpeca.
- force-autoconfig — npu obHoBNeHUN IP-agpeca 3arpy:raetcs
KOHPUrypauma c TFTP-cepsepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT KoHOUrypauumto ip unnumbered ana yKazaHHOO UH-
Tepdelica.

KomaHOwbi pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>
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Tabnmua 105 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue no Neiicmeue

YMOAMYAHUIO
show ip interface [vrf vrf_name: (1..32) MoKa3sbiBaeT KoHbUrypaumio IP-agpecaumm ona yKasaHHOTO WH-
vrf_name | all} | CUMBONA; Tepdeiica nam 061acTm BUpTyanbHoOW mapupytusaumm (VRF).
gigabitethernet gi_port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | group: (1..128);
hundredgigabitethernet twe_port: (1..8/0/1..120);
hu_port | port-channel group hu_port: (1..8/0/1..32);
| loopback loopback id | vlan loopback_id : (1...64);
vlan_id | tunnel tunnel | oob] tunnel: (1..16);

vlan_id: (1..4094)

5.13 HactpoukKa Green Ethernet

Green Ethernet — TexHonorusa, nosposAlOWAs CHU3UTb 3HepronoTpebseHne yCTPOMCTBA 3a CYET
OTKNKOYEeHNA NMUTaHUA ANA HEeaKTUBHbIX 3/1EKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA nepenaBaemoro
CUrHana B 3aBUCMMOCTU OT A/IMHbI Kabens.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 106 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymon4aHuio
green-ethernet energy-detect BkatouaeT sHeprocHeperaoLLmin pexxMm ana HeaKTUBHbIX MOPTOB.
no green-ethernet -/BbIKNIOYEH OTKANtoYaeT sHeprocbeperaoWwmnin pexxmMm ANA HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BkntoyaeT aHeprocbeperatolmii pexxum a1a nopTos, K KOTOPbIM

NOAK/OYAIOTCA YCTPOWCTBA C A/IMHOM Kabens noaKaoYeHus
MeHbLLEe MOPOroBOro 3Ha4YeHwus, yCTaHaBIMBAaEMOro C NMOMOLLbIO

-/BbiKnioven KomaHabl green-ethernet short-reach threshold.

no green-ethernet short-reach OTKNtoYaeT aHeprocbeperatomin pexkMm Ha OCHOBAHWUWU AJMHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:
console (config-if) #

Tabnnua 107 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4YaHuro

green-ethernet energy-detect BKntouaeT sHeprocbeperatowmii pexxum ans nHtepdelica.
no green-ethernet -/BKAIOYEH OTKANOYaeT aHeprocbeperatowmin pexxum gna nHtepdeica.
energy-detect
green-ethernet short-reach BKntouaeT aHeprocbeperalomin pexKMm Ha OCHOBAHWWM AJIUHbI

Kabens.

-/BKNOYEH —

no green-ethernet short-reach OTKAtoYaeT aHeprocbeperatomin pexxMm Ha OCHOBAHWUWU OJHbI

Kabens.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabnunua 108 — KomaHab! perkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show green-ethernet OTobparkaeT CTaTUCTMKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port | detailed]
green-ethernet power-meter ) CbpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTU.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

OT06pas3uTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT
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5.14 HactpoiKa IPve-agpecauum

5.14.1 Npomokon IPv6

KommyTtatopbl noaaepusatot paboty no npotokony IPv6. MNMoaaeprkka IPv6 ABnsetcAa BarKHbIM
LOCTOMHCTBOM, MOCKONbKY NpOTOKOAN |IPv6 npu3BaH, B nepcnektnee, MNOAHOCTbIO 3aMeHUTb agpecaunto
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclumpeHHoe agpecHoe NpoCcTpaHCcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6,10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaXKaoM 610Ke
16 61T, 3aNM1CaHHbIX B BUAE YeTbipex WeCcTHaALaTePUYHbIX Yncen.

MoMMMO yBeNMYEHMA aApPecHOro NPOCTPaHCTBa MPOTOKOA IPV6 MMeeT MepapXUyeckylo cxemy
agpecaumn, obecrnedymBaeT arperauuio MaplUpyToB, ynpowaet Tabauuy MapupyTMsaumu, npu 3Tom
abdeKTMBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbILAETCA 33 CYET MeXaHM3Ma 0BHapyKeHUA CoceqHUNX Y3/108B.

NoKkanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHayaloTca WHTepdeiicam, nosTomy npu
Mcnonb3oBaHUK IPv6Z-agpecoB B CMHTAKCUCE KOMaHA, UCNoib3yeTca cieaytowmii dopmar:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — nma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6]|7]|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V’- Ecnmn 3HaueHMe rpynnbl UM HECKONIbKUX FPyNNn noapaa B agpece npotokona IPvé paBHO
HyAto — 0000, To AaHHbIe FpynMnbl MOryT 6bITb ONYLLEHDI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb COKpalleH A0
FE40::AD21:FE43. CoKpalwieHuto He moryT 6biTb NoaBeprHyTbl 2 paspenieHHble HyneBble
rpynnbl n3-3a BOSHUKHOBEHUA HEO4HO3HAYHOCTM.

V’- EUI-64 — 310 naeHtudumkatop, co3gaHHbli Ha 6ase MAC-agpeca uHtepdeiica, ABnaoWmninca
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gBse yactu no 24 6ura,
MerXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6HolU KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnuya 109 — KomaHab! perknma riobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3apaeT 3HaYeHue NI0KaNbHOro agpeca IPv6-wnto3a no ymon4a-
HUIO.

Ypanser HacTpolKu IPV6-Lunt03a MO yMOYaHUIO.
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ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3paet cTtaTuyeckoe cooTseTcTBMe Mexay MAC-agpecom co-
cefiHero ycTpolicTea u ero IPv6-agpecom.

- ipv6_address — |Pv6-aapec;

- mac_address — MAC-appec.

Ypanaet ctatuyeckoe cooTtseTcTBuMe mexay MAC-agpecom co-
cegHero ycTpoiicTtea u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoct ana ICMPv6-coobuieHuii 06
owmnbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

JobasneHune ctaTuyeckoro mapupyta IPv6

- prefix — ceTb Ha3HaYeHUs;

- prefix_length —npeduKc macku ceTu (KOAMYeCcTBO eANHUL, B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU HAa3HaYeHus;

- metric — MeTpUKa AN AaHHOTO MapLUpyTa;

- distance — agMUHUCTPATUMBHAA AUCTAHUMA MapLUpyTa.

YaaneHwe ctatnyeckoro mapuupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKNOYEHO

BkatoyaeT nepeHanpasaeHne ogHOaLPECHbIX MaKeTOoB.

OTKAtoYaeT nepeHanpasaeHne 04HOALPECHbIX MAKeTOB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaeT 3Ha4YeHUEe afMUHUCTPATUBHOW AUCTaHumuK (AD)
ONA BCEX MaPLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — ycTaHaBAnBaeT 3Ha4yeHne AD ans meXK30Ha b-
HbIX MapLLPYTOB, NPUHATbLIX NO NpoTokoay OSPF;

- ospf intra-as — ycTaHaBanBaeT 3HayeHue AD gna BHyTpU30-
Ha/IbHbIX MapLUPYTOB, MPUHATbIX NO npoTtokony OSPF;

- static — ycTaHaBnMBaeT 3HaueHne AD gns CTaTUYECKUX MaplLu-
pyTOB.

YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.

KomaHObI pexcuma KoHpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeica:

console

(config-if) #

Tabnvua 110 — KomaHAabl pexkuma KoHourypaumm nHtepoeica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKAOYEHO

BKkntouaeT noaaepkKy IPv6 Ha uHtepdelice.

OTKANtoYaeT noaaepky IPv6 Ha nHTepdeiice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHuio
aBTOMaTUyecKas
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3HayeHbl.

BK/toueHWe aBTOMaTMUYecKoW KoHourypaumu IPv6-agpecoB Ha
nHTepdelice. Anpeca HacTPanBakoTCA B 3aBUCMMOCTU OT NpeduK-
COB, KOTOpPble Noy4YeHbl B coobleHusx «Router Advertisement».

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

Mo ymonyaHuio
3HaYeHMe I0Ka/IbHOTo
aapeca: (FE80::EUI64)

3agaeT nokanbHbIM IPv6-agpec nHtepdetica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::
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no ipv6 address
[ipv6_address/prefix-length
link-local]

Ypansiet nokanbHbIn IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3afaeT KOMYecTBO COObLEeHNn-TpeboBaHMIA, NepeaaBaemMbixX
MHTepdeicom B3aMMOLENCTBYOWEMY YCTPOWCTBY B Cay4vyae 06-

no ipv6 unreachables

(0..600)/1 HapyXeHus gybaunkaumm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3Ha4YeHWe Mo YMOHAHUIO.

ipv6 unreachables BkntoyeHne ICMPV6 coobuieHnit o HegOCTUXKMMOCTM agpecaTta
-/enabled npu nepefaye NakeTos Ha onpeaeneHHbIN nHTepdeic.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipvé mld version version

version: (1..2)/2

no ipvé mld version

OnpepeneHuve sepcuum npotokona MLD ana nHtepdeiica.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 111 — KomaHabl perkmuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aeiicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT HAaCTPOMKM NpoToKona IPv6 Ansa yKasaHHOro MHTep-
delica.

show ipv6 route [summary |
local | connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

hu_port | port-channel group |
loopback | vlan vian_id}]

te_port | i ; )
twentyfivegigabitethernet grou p( 1( 18”/102/?’ 3h2u)._port.
twe_port | RN
hundredgigabitethernet vian_id: (1..4094)

MoKa3sblBaeT Tabauuy IPv6-mapLipyToB.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MoKasbiBaeT MHPOPMALMIO O COCEAHMX
cofeprKallyrocs B Kalue.

IPv6-ycTpoiicTBax,

clear ipv6 neighbors

OuMiLaeT KaWw, cofepawuii MHOOPMaLUIO O CcOocCeaHUX
ycTpoicTBax, paboTatolwmx no npotokony IPv6. MHbopmaums o
CTaTMYECKMX 3aMUCAX COXPaHAeTCA.

show ipv6 distance

lMoKka3aTb 3HayeHwue aAMMHMCTpaTMBHOVI ANCTaHUUN  OnAa
Pa3NNYHbIX ICTOYHMKOB MapLlpyTa.
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5.15 HacTtpoiKa npoTtokonos

5.15.1 Hacmpolika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3aza4yeli npoTtokosa DNS sBnsetca onpeaeneHue IP-aapeca y3na cetu (xocta) no 3anpocy,
cofepawemy ero gomeHHoe umA. basa [aHHbIX COOTBETCTBMA [AOMEHHbIX WMEH Y3/10B CEeTU MU
cooTBeTCcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 112 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

KomaHda

Aelicmeue

ip domain lookup

Paspewaet ncnonb3osaHune npotokona DNS.

no ip domain name [vrf
vrf_name]

-/BKIOYEHO
no ip domain lookup 3anpewaeT ncnonb3osaHue npotokona DNS.
ip name-server Onpegenser IPv4/IPv6-aapeca s goctynHbix DNS-cepsepos.
{serverl_ipv4 address | -vrf_name — ums BUPTyanbHOM 061acTn mapLpyTUsaymm.
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...] [vrf
vrf_name]
no ip name-server Ypanaet IP-agpec DNS-cepsepa 13 cnnvcKa AOCTYMHbIX.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...][vrf
vrf_name]
ip domain name name [vrf OnpegenseT LOMEHHOE UMA MO YMOMaHWUIO, KoTopoe byaeT uc-
vrf_name] NnoNb30BaTbCA MNPOrPammoi, ANA AONOSHEHUA HEenpaBWU/bHbIX
[OMEHHbIX UMeH (LOMEHHbIX UMeH 6e3 TouKM). [ns AOMEHHbIX
name: (1..158) MMeH 6e3 TOUKM B KOHeL, UMeHU byaeT A06aBNATLCSA TOYKA U YKa-
CUMBOJIOB 3aHHOEe B KOMaHAe AOMEHHoe UMs.

- vrf_name — uma BUPTyanbHO 061acT MapLIpyTU3aLLUK.

Yaansaer 4OMeHHOE UMS MO YMOHaHUIO.

ip host name address1
[address2 ... address4] [vrf

vrf_name
f ] name: (1..158)

CMMBOJ1I0B

no ip host name [vrf vrf_name]

OnpepenseTt cTaTU4eCcKne COOTBETCTBUA MMeH y3n0B cetu IP-ag-
pecam, p[ob6aBnseT YCTaHOB/NIEHHOE COOTBETCTBME B  K3L.
DyHKLMA nokanbHoro DNS. Mo»HO onpeaenntb 00 BocbMU IP-
aApecoB Ha OAHO UMA.

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLpPYTM3aLUu.

YpanaeTt ctaTMyeckne COOTBETCTBMA MMeH y3n0B ceTu |P-agpe-
cam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#
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Tabnmua 113 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

clear host {name | *}

name: (1..158)
CMMBOJI0B

Ypanaet 3anucb COOTBETCTBUA MMeEHM y3na ceTn IP-agpecy Kawa
nmbo Bce 3anumck (*).

show hosts [name] [vrf
vrf_name]

name: (1..158)
CUMBOJI0B

OT0b6parkaeT 4OMEHHOE UMA NO yMmoNYaHuto, cnucok DNS-cepse-
pOB, CTaTUYECKME U KIWMPOBAHHbIE COOTBETCTBUA MMEH Y3/10B
cetn n IP-agpecos.

Mpun ncnonb3oBaHMKM B KOMaHAe MMEHM y3/1a ceTu, oTobparkaeTca

cooTBeTcTBYOWMIN emy IP-agpec.
- vrf_name — ums BUpPTyanbHOW 061aCTM MapLLpPyTM3aLuu.

[pumepbl UC016308AHUS KOMAHO

Mcnonb3sosaTtb DNS-cepsepa no agpecam 192.168.16.351 192.168.16.38, ycTaHOBUTb JOMEHHOE UMA
Nno YMO/ZT4aHUIO — Mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3€/1 CETU C UMEHeEM eltex.mes umeeT IP-agpec
192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.15.2 Hacmpoliika npomokona ARP

ARP (Address Resolution Protocol — npoToKon paspelueHuAa aapecoB) — MPOTOKO/ KaHa/IbHOro
YPOBHA, BbINONHAKOWMIN PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAepPrKaLLerocsa B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypauuu:

console (config) #

Tabnunua 114 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6asnaeT cTaTnyeckyto 3anucb cootsetctaua IP- 1 MAC-agpe-
cos B Tabnunuy ARP gna yKasaHHOro B KomaHae nHTepodeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratnyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabanupl ARP ana ykasaHHOro B KOMaHae uHtepdelica.
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no ip arp proxy disable

arp timeout sec sec: HacTpanBaeT Bpema XM3HW AMHAMWUYECKMX 3anucelt B Tabamue
(1..40000000)/60000 ARP (cek).
no arp timeout CeKk YcTaHaBAMBaeT 3Ha4YeHMe NO YMOAYAHWIO.
ip arp proxy disable OTKNloYaeT pexxum npokcnposaHma ARP-3anpocos ana KommyTa-
. Topa.
-/OTKNIOUEH

Topa.

Bkntoyaet pexkum npokcmposaHna ARP-3anpocos Ana KommyTa-

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H van H:H:H:H:H:H
mnun H-H-H-H-H-H /
BUPTyanbHbI MAC-
ajpec He 3a4aH

3apaeT BupTyanbHblt MAC-agpec, KOTopbiit 3ameHseT 6aso-
Bblt MAC-agpec KommyTaTopa B ucxogawmx ARP-coobuie-
HUAX.
- mac_address — MAC-agpec.
B kavectse suptyanbHoro MAC-agpeca Henb3a uc-
V nonb3oBatb cnegytowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBblit MAC-agpec KommyTa-
Topa, 6asoBbiii MAC-agpec Kakoro-nmbo wHuUTa U3
cTeKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 115 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

clear arp-cache

Ypansaer Bce AgMHaMmMyeckue 3anucu ns ARP-tabaunubl (KomaHza go-
CTYNHa TO/IbKO 411 NPUBUAETMPOBAHHOIO NOb30BaTeNs).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H uan H:H:H:H:H:H
nnm H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT 3anuc ARP-Tabauubl: Bce 3anucu, dunbtp no IP-aa-
pecy; dunbTp no MAC-agpecy; dpunbTp No MHTepdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHoUrypaumio ARP n KoHoUrypaumio
ARP ans nHtepdeliicos.

show ip anycast-gateway

MoKasbiBaeT KOHdUrypaLumio anycast gateway.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #

Tabnnua 116 — KomaHabl perkuma nHtepdeica Ethernet, rpynnel nHtepdeicos uHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/BKNOYEHO

Bkntoyaet pexum npokcuposaHmMa ARP-3anpocos Ha HacTpausae-
MOM UHTepodeiice.

OTKNtOYaET peXkum NpoKcnpoBaHua ARP-3anpocoB Ha HacTpavBae-
MOM MHTepdeice.
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anycast-gateway BktoyaeT onumto anycast gateway Ha nHTepdeiice. B ncxoaaimx
ARP-coobuieHx 6a3oBbii MAC-agpec KOMMYyTaTopa 3aMeHseTcsl Ha
BUpPTYyanbHbin MAC-agpec.
-/BbIKNOYEHO
V BupTyanbHbii MAC-agpec AonxeH 6biTb 3a4aH KOMaH-
B[oW anycast-gateway mac-address.

no anycast-gateway YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

[pumepbl UC016308AHUA KOMAHO

[Job6aBuTb cTaTnyeckyto 3anucb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTaHOBUTb BPEMSA KU3HU ANHAMUYECKUX 3anncenn B ARP-tabamue — 12000 cekyHA;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config)# arp timeout 12000

MNMoKasaTb cogep:knumoe ARP-Tabnumubi:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MpoToKosn nossonser
pacnpocTpaHuTb no cetu maeHTudukatopbl VLAN. OcHoBHOM ¢yHKumen npoTtokona GVRP sasnsertca
obHapykeHne nHpopmaLmm o6 oTcyTcTByOWMX B B6ase fAaHHbIx KommyTaTopa VLAN-ceTaX Npu NoAyYeHUn
coobueHnin GVRP. Monyuns nHdopmauuio 06 otcytcreyrowmx VLAN, kommyTaTtop fobasaseT ee B CBOHO
6a3y AaHHbIX.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:
console (config) #

Tabnunua 117 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

3HaveHue/3Ha4yeHue o
KomaHda / Aeiicmeue
no ymoa4yaHuro
gvrp enable / BknatoyaeT ncnonb3oBaHme NnpoTokoaa GVRP-kommyTaTopom.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP-kommyTatopom.
gvrp static-vlan BkntouaeT pgobasneHve VLAN nonydyeHHbix no GVRP sBo VLAN
database.
- -/BbIK/OYEH
no gvrp static-vlan OTkntoyaeT gobasnenne VLAN nonyydeHHbix no GVRP Bo VLAN
database.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
elica 2pynnbl MOpmMos

Bua 3anpoca KOMaHOHOW CTPOKU B pexume KoHdurypaumm mHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnmua 118 — KomaHap! pexkxuma KoHourypauum nHtepdeiica Ethernet, rpynnel nHTepdeiicos

no gvrp vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4yaHuro
gvrp enable BkntouaeT ncnonb3osaHue npoTtokona GVRP Ha HacTpansaemom
UHTepodeiice.
-/BblKIOYEH
no gvrp enable BbikntoyaeT ncnonb3oBaHme npotokona GVRP Ha HacTpansBaemom
UHTepodeiice.
gvrp vlan-creation-forbid 3anpewaet AMHamuyeckoe nameHeHue uam cosganve VLAN ana
HacTpanmBaemoro nHTepoeica.
-/pa3pelueHo

Paspewaet guHamumyeckoe mameHeHne unu cosgaHue VLAN ana
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonuyaHutio
co3gaHve n
peructpauma VLAN Ha
MHTepodeince
paspelieHa

BbinonHsaeT cHATUe pernctpaumm ana scex VLAN n He gonyckaeT co-
34aHuNA unn pernctpaumm Hosbix VLAN Ha aaHHOM MHTepdeiice.

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 119 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

OunwaeT HAKONAEHHYIO CTaTUCTUKY NpoTokona GVRP.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 120 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KoHdUrypauuto npotokona GVRP gns ykazaHHOro uH-
Tepdeica, 1Mbo ans sBcex MHTepdencos.

lNoKa3sbiBaeT HaKONAEHHY CTaTUCTUKY no npotokony GVRP gna
yKasaHHoro nHTepdeliica, inbo gna Bcex nHTepdeicos.
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show gvrp error-statistics MoKasblBaeT CTaTUCTUKY Mo owmnbkam npu paboTe npoTokosia GVRP
[gigabitethernet gi_port | ONA yKasaHHOro uHtepderica, imbo ansa Bcex MHTephencos.
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

5.15.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIN MexaHW3M MO3BONSAET YCTPOMCTBY OTCAEXKMBATL 3aKO/bLOBaHHbIE NOPTbI. [eTnsa Ha nopTy
OobHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
nosie Source MAC 1 WwunpokoseLaTenbHbIM (Mo yMonyaHuio) agpecom B nosne Destination MAC.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkMme rnobasibHoMN KoHdUrypaumm:
console (config) #

Tabnnuya 121 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HavyeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro
loopback-detection enable / BkAtoyaeT mexaHU3mM 06HapyKeHUa netenb A4 KOMMYTaTopa.
-/BbIKNOYEHO
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMONYAHUIO.
loopback-detection interval ds: (1.60)/ YcTaHaBnvBaeT MHTepBan mexay loopback-kagpamu.
seconds secgg A - seconds — UHTepBan BpemeHu mexay LBD-kagpamu.
. CEKYHZ,

no loopback-detection interval v BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
loopback-detection vlan-based BkntoyaeT pexxkmm obHapyxeHusa netam o VLAN. Mpu Hanuuum

netan 8o VLAN pgaHHasa VLAN 6yaeT 3abnokupoBaHa Ha nopTy, Ha

-/BbIKAOYEHO KOTOpOM bblna obHapyxKeHa neTns.
no loopback-detection vlan- OTKNOYUTD pexxum obHapyKeHua netam so VLAN.
based
loopback-detection vlan-based 3apaTtb Bpems 610KkMpoBKKM VLAN.
recovery-time value - value — Bpems, no ucteyeHne kotoporo VLAN aBTOMaTM4eCKK
value: (30..1000000)/
pasbnokupyercs.
- BbIK/IIOYEHO

no loopback-detection vlan- 3abnokuposaHHble VLAN He ByayT BOCCTaHaBAMBATLCA aBTOMATU-
based recovery-time YeCcKu.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 122 — KomaHAabl pexuma KoHourypaumm uHtepdelica Ethernet, rpynnsl nHTepdelicos, nHTep-
demnca VLAN

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro
loopback-detection enable / BK/toyaeT mexaHn3m obHapyKeHWA neTesb Ha NopTy.
-/BbIKNtOYEH
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHMe NO YMONYAHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 123 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymon4aHuro

show loopback-detection OTobparkaeT cocTosaHue mexaHnsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3agaveit npotokosa STP (Spanning Tree Protocol) Aasnsetca npuseaeHue cetn Ethernet c
MHOECTBEHHbIMM CBA3AMM K APEBOBUAHON TONONOMMU, UCKAOYAKOLEN LUMKAbl nakeToB. KommyTaTopsbl
06MeHMBalOTCA KOHMUrYPaUMOHHbIMM COOBLIEHMAMM, UCMONb3YA Kadpbl cneumanbHoro dopmara, U
BbIBOPOYHO BK/IHOYAIOT M OTKAKOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllieHCTBOBaHMEM MPOTOKona STP, xapaktepusyetcs
MEHbLIMM BpemeHem MpuBeAeHMA CeTM K APEeBOBMAHOW TOMOMOTMM M uUmeeT 60see  BbICOKYHO
YCTOMYNBOCTD.

Mpotokon Multiple STP (MSTP) sBndeTcA Haubonee coBpemeHHoOW peanusaumein STP,
nogaeprkmpatoweir mcnonb3osaHme VLAN. MSTP npegnonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA SK3eMMNASAPOB CBA3YIOLWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMnaap MOKeT cogepaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKona
MSTP aBnsieTca To, YTO Ha BCEX KOMMYyTATOpax, B3anmogencreyrowmx no MSTP, gonxKHbl 6bITb 04MHAKOBO
CKOHOUrypuposaHsbl rpynnbl VLAN.

V MaKcMMmanbHO [0NYyCTUMOE KOIMYECTBO 3K3emnaapoB MSTP yKasaHo B Tabauue 10.

MexaHu3m Multiprocess STP npeaHasHa4yeH Ans co3gaHna HesaBucumblx gepesbes STP/RSTP/MSTP
Ha NopTax ycTponcTea. M3meHeHMa COCTOAHUA OTAE/IbHOMO AepeBa He OKa3biBAOT BAUAHUA HA COCTOAHME
APYrnX AepeBbeB, YTO NO3BONAET NOBLICUTb YCTOMYMBOCTb CETU U COKPATUTL BPEMA NEPECTPOEHMUA AepeBa
B C/lydae OTKas30B. Mpu KOHOUTYypMpPOBaHUN CnedyeT MUCKAUYUTb BO3MOXMHOCTb BO3HWMKHOBEHWA Kojel,
MeXKay NnopTaMmn-ysieHaMn pasHbIX aepeBbeB. 18 06CNyKUBAHUA U30IMPOBAHHbLIX AEPEBLEB B CUCTEME
Cco3A4aéTcA oTAe/IbHbIA Npouecc Ha Kaxaoe gepeBo. C NpouLeccom COnoCTaBAAKTCA NOPTbl YCTPOMCTBA,
npuMHagnexKauwme gepesy.

5.15.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #
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Tabnunua 124 — KomaHabl pexkunma rnobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

spanning-tree

Paspewaet ucnonb3oBaHme KOMMyTaTOpoM NpoTokoaa STP.

no spanning-tree mode

- -/BKOUEHO
no spanning-tree 3anpeLiaeTt NCNONb30BaHNE KOMMYTaTOPOM NpoTokoaa STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAVBAET UHTEPBA/ BPEMEHMU, 3aTPAYMBaEMbIii HA MPOCAYLIN-
BaHWeE U U3yYeHWe COCTOAHUI Nepes, NepeKkItloYeHNEM B COCTOAHME
nepegayu.

YcTaHaBAMBAET 3Ha4YeHUe no YMOYaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBMBaeT UHTEPBaA/ BPEMEHM MEXKAY Nepefadamm WMpPoKoBe-
LaTeNbHbIX coobweHnin «Hello» K B3anmoaencTeyowmMm KoMmyTa-
TOopam.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeuyeHo

PaspelwaeT 3awmTy, BbIKAHOYAOWY WHTEpdenc npu NoayvyeHumn
csoero BPDU.

3anpewaeT 3awWwuTy, BblKAOYaOWY MHTepdenc Npu NoayyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMs XKU3HU cBA3ytowero aepesa STP.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpanBaeT npuopuTeT ceasytowero gepesa STP.
3HauyeHue NnpuopuTeTa A0AXKHO bbITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBAET MeToA, ONpeaeneHns LEHHOCTU NyTuH.
- long — 3HayeHWe ueHHOCTM B gManasoHe 1..200000000;

no spanning-tree bpdu

-/long - short — 3HauyeHuWe ueHHocTH B ganasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HaYeHMEe N0 YMOIYAHUIO.
method
spanning-tree bpdu Onpepenset pexxmm obpaboTkm naketos BPDU-uHTepdeicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOYEH NpoToKoA STP.
- filtering — Ha wHTepdelice c BbIKNOYEHHbIM MpoTOKONOM STP
/flooding BPDU-nakeTbl GuUAbTpytOTCH;

- flooding — Ha MHTepdeiice ¢ BbIKNOYEHHBIM MPOTOKOOM STP HeTe-
rmpoBaHHble BPDU-nakeTbl nepenatoTcs, TerMpoBaHHble — GUAbTPY-
toTCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree loopguard
default

no spanning-tree loopguard
default

-/BbIK/IOYEHO

BkntoyaeT ¢pyHKuUmio Loop Guard ans Bcex NopTos.

Ha gaHHbIN momeHT ¢pyHKLMOoHan Loopguard peanuso-
. BaH ana pexxumos STP, RSTP, MSTP.

OTKAtoYaeT pyHKumio Loop Guard.

Mpu 3aaanum STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinosHEHUE
vl ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepagpelica Ethernet, uHmepdgelica epynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKWU B pexume KoHourypaumm mHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnumua 125 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

spanning-tree disable

3anpeuwaeT paboTy npoTokona STP Ha KOHPUIypMpyeMOm UHTEp-
deiice.

no spanning-tree disable */paspewerio PaspelaeT paboTy npotokona STP Ha KOHUrypupyemMom UHTep-
deiice.
spanning-tree cost cost YCTaHaBAMBAET LLEHHOCTb NYTW Yepes AaHHbIi nHTepdeiic.
cost: - oSt — LEHHOCTb NyTH.
no spanning-tree cost (1..200000000)/cm. YcTaHaB/IMBaeT 3HauYeHue, onpeaeiiemoe Ha OCHOBaHUM CKOPOCTH
Tabaunuy 96 nopTa 1 meToAa onpeaeneHns LLeHHOCTU NyTh, CM.Tabaunuy

Tabnnua 126

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaET NpuopuUTeT MHTepdeiica B cBasyolem gepese STP.

V 3HaueHue nNpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree portfast [auto]

Bk/itOYaeT peum, B KOTOPOM MOPT NPU NOAHATUM HA HEM NNHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepefayu, He JO0XMUAAACh ucTeye-
HWA Talmepa.

-/auto - auto — fobaBnsaeT 3a4epKKy 3 CEKyHAbI Nepes, Nepexosom B co-
CTOSIHWE Nepeaayu.
no spanning-tree portfast BbIKNIOYAET pPeXXMM MOMEHTANIbHOIO NEPexoaa B COCTOAHUE nepe-
Aa4yn No NOAHATUIO KTUHKa».
spanning-tree guard {root | BktouyaeT 3awmTy «KKOPHA» ANA BCex CBA3yOLWMX aepesbeB STP Bbi-
loop | none} 6paHHOro nopra.
- root — 3anpeLuaeT nHTepdeicy 66ITb KOPHEBLIM NMOPTOM KOMMY-
TaTopa;
-/vcnonb3oBaHue - loop — BK/tOYaET Ha UHTepdence AONONHUTENbHYIO 3aLUUTY OT

no spanning-tree guard

rnobanbHoOM HaCcTPOIKK

netenb. B cnyyae ecnm uHTeppenc HaxoauTCsA B COCTOSIHUM, OTINY-
Hom oT Designated 1 npu aTom nepecrtaet nony4atb BPDU, nHTep-
deiic bnokumpyertcs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

Ucnonb3yeT rnobanbHy0 HaCTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspeluaeT 3awuTy, BbIK/IHOYaloLLYO0 MHTepdec Npy Npuéme nake-
ToB BPDU.

3anpeLaeT 3aWumTy, BbIK/IOYAIOLLYIO MHTEpdENC Npy Npuéme nake-
TOo8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/ona gynnekcHoro
nopTa «TOYKA-TOYKA»,
O1A NoNyAYNAeKCHOro

— «pPa3BeTB/IEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepegatolee coctosiHne u onpe-
AenaeT TMN cBA3M A4 BbIbpaHHOro nopTa:

- point-to-point — TO4Ka-TOu4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpepenset pexxnm obpaboTkn naketos BPDU-uHTEpdeicom, Ha
KOTOPOM BbIKAOYEH NPOTOKoA STP.

- filtering — Ha wuHTepdelice ¢ BbIKAOYEHHbIM NpoToKkosom STP
BPDU nakeTbl GuUnbTpyrOTCA;

- flooding — Ha uHTepdeiice c BbIKNOYEHHbIM MpPOTOKO/NOM STP
HeTermposaHHble BPDU-nakeTbl nepeparoTca, TermpoBaHHble —
duUnbTpyOTCA.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHsaeT MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — otnpasnsatoTca u npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca U npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeuwaet npuem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c ¢narom TCN.
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Tabanua 126 — LleHHOCTb NyTK, yCTaHOBAEHHAA N0 YMOA4YaHUIO (spanning-tree cost)

Unmepaeiic Memoo onpedeneHus yeHHocmu nymu
Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1
V' Dnsa nntepdeiicos Port-channel HauanbHaa cToMMoCTb onpegenaeTca CTOMMOCTbIO NEPBOro
JINHKa, BolleaLllero B CoCtas Port-channel. an AOGaBHEHMM dKTUBHbIX TUHKOB, Ha4a/ibHaA

ctoumocTtb Port-channel genutca Ha ux Konnuecrtso.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 127 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

. n TP.
gi_port: (1..8/0/1..48); OKa3blBaeT COCTOAHME NPOTOKO/1a S

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

show spanning-tree detail
[active | blockedports]

MokasbiBaeT NoapobHy MHPOPMaLMIO O HACTPOWKaxX MPOTOKO/A
STP, nHpopmaumio 06 aKTUBHbIX AN 3a6/10KMPOBAHHBIX NOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

MepesanyckaeT NpoLecc MUrpaLmu NPOToKo1a. 3aHOBO NPOUCXO-
gi_port: (1..8/0/1..48); | auT nepecuyét aepesa STP.
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 128 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

MoKa3sblBaeT pexkum 06paboTkmn naketos BPDU Ha uHTepdericax.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
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5.15.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (confiqg) #

Tabnunua 129 — KomaHab! perknma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree

PaspelwwaeT Mcnonb3oBaHWE KOMMYTAaTOPOM NpoTokoaa STP.

no spanning-tree pathcost
method

- -/pa3spelueHo

no spanning-tree 3anpelaeT NCNonb30BaHNWE KOMMYTaTOPOM NpoToKosa STP.

spanning-tree mode {stp | YcTaHaBAMBAET pexkMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOYAHUIO.

spanning-tree pathcost YcTaHaBAMBAET MeToA, ONpeaeeHUs LEHHOCTU NyTuH.

method {long | short} - long — 3HauyeHuMe ueHHOCTM B gManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT NpUOPUTET ANA LAHHOTO KOMMyTaTopa nepej,
0CTa/IbHbIMM, UCMONb3YHOLWMMM 0BWMi sKk3emnaap MSTP.

- instance_id — ak3emnaap MST;

- priority — npuopuTeT KOMMYyTaTOpa.

V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaB/MBaeT MaKCMMa/lbHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB
ANna naketa BPDU, Heobxogumbix ana popmmnpoBaHua aepesa u
yaepKaHua nHGopmaLmm o ero cTpoeHun. Eciv nakeT yxke npoluen
MaKCMManbHOE KOJIMYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha C/eayto-
LLlem yyacTke OH oTbpacbiBaeTcs.

- hop_count — MmakCMManbHOE KONMYECTBO TPAH3UTHbIX YY4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnunua 130 — KomaHabl pexkuma KoHourypaumm npotokona MSTP

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

instance instance_id vlan
vlan_range

Co3paeT COOTBETCTBME MEXAY 3K3emMniapom npotokona MSTP u
rpynnamm VLAN.

- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

instance_id:(1..63);
vlan_range: (1..4094)

no instance instance_id vlan YpanseT COOTBETCTBME MEXKAY 3K3eMNAspom npotokona MSTP u

vlan_range rpynnamm VLAN.

name string 3apaeT uma KoHourypaumm MST.
string: (1..32) cumBona | - string —uma KoHoUrypaumm MST.

no name Yaanset umsa KoHdpurypauym MST.
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revision value

no revision

value: (0..65535)/0

3apaet Homep peBu3un KoHoUurypauum MST.
- value — Homep peBusnn KoHdurypaumm MST.

YcTaHaBAMBaET 3HayeHue No ymondauuio (value).

show {current | pending}

Moka3sblBaeT TeKyLyto (current) 1Mbo oxugatowwyto (pending) KoH-
odurypauuio MST.

exit ) Bbixoa, 3 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
HUEM KOHOUTypaLmm.
abort Bbixog, 13 pexxuma KoHburypauum npotokona MSTP 6e3 coxpaHe-

HUA KOHOUIypaumm.

KomaHObI pexcuma KoHguaypayuu uHmepgelica Ethernet, uHmepdgelica epynnsi nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 131 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

spanning-tree guard {root |
loop | none}

no spanning-tree guard root

-/Mcnonb3oBaHune
rnob6anbHOM HaCTPOMKK

BKAtoyaeT 3aWmTy «KOPHA» ANA BCeX CBA3YyHOWMX aepesbes STP Bbl-
6paHHOoro nopra.

- root — 3anpeuaeT nHTepdeicy H6biTb KOPHEBBIM NOPTOM
KOMMYTATOpa;

- loop — BK/tOYAET Ha UHTEpdElice [ONONHUTENBHYIO 3aLLNUTY OT
netenb. B cnyyae ecnv uHTepdeic HaXoAUTCA B COCTOAHUM,
oTiM4Hom oT Designated v npu sTom nepectaet nosyyats BPDU,
MHTepdeinc baokupyetcs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

YcTaHaBAMBaeT rnobanbHyo HaCTPOMKY.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3aWwmTa BbIKNOYEH]

BKAtoyaeT 3amTy «KKOPHA» YKA3aHHOro aksemnaapa MSTP ana Bbl-
6paHHOro uHTepodelica. [JaHHan 3awWwmTa 3anpewaeT uHTepdeicy
ObITb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — naeHTUPUKaTOpP 3K3emnaApa NnpoTokosa MSTP.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBavBaeT npuoputeT nHTepdeiica B aksemnaape MSTP.
- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT MHTepdeica.

V 3HaueHMe NpUopUTETa J,OMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaET LLEHHOCTb MyTH Yepes BblbpaHHbIN MHTepdenc ana
onpeaeneHHOro sksemnaspa npotokona MSTP.

- instance-id — naeHTUdUKATOP 3K3emnaapa npoTokona MSTP;

- cost — LLeHHOCTb NyTw.

YcTaHaBAMBaeT 3HavyeHue, onpegenAaemoe Ha OCHOBaHUM CKOPOCTU
nopta U metoda onpegeneHna LEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT nHTepdelica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.

V 3HaueHue nNpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
lweH

3anpeuwaet npuem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c ¢narom TCN.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 132 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

MokasbiBaeT KoHbUrypauuto npoTokona STP.

gi_port: (1.8/0/1..48); | _ instance_id — naeHTMdUKaTOpP 3K3emnasapa npoTokona MSTP.

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

show spanning-tree detail
[active | blockedports]
[instance instance_id]

MokasbiBaeT NoapobHy MHGOPMaLMIO O HACTPOMKe NPOTOKONA
STP, nHpopmaLmio 06 aKTUBHbIX AN 3a6/I0KMPOBAHHbIX NOPTAX.

- active — npocmoTp nHGopMaLmm 06 aKTUBHBIX NOPTaXx;

- blockedports — npocmoTp MHbGopMaLuUKM 0 3a610KMPOBAHHbIX NOP-
Tax;

- instance_id — naeHTUdUKATOP 3K3emnasipa npoTokona MSTP.

instance_id: (1..63)

show spanning-tree
mst-configuration

Moka3sbiBaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHBIX IK3eMNAAPax
MSTP.

clear spanning-tree
detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

MepesanyckaeT NpoLEecc MUrpaLmMmn NpoToKona. 3aHOBO NPOUCXO-
gi_port: (1..8/0/1..48); | gt npocuét gepesa STP.
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);

group: (1..128)

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb noanepKKy npotokona STP, ycTaHOBUTb 3HaYeHWE NpuopuTeTa ceasyrowero aepesa RSTP —
12288, nntepsan forward-time — 20 cekyHA, UHTEPBA/ BPEMEHU MEKAY NepesadyamMim LMPOKoBe-
LwaTenbHbIX coobueHnin «Hello» — 5 cekyHA, BpemMa KU3HKU CBA3YIOLLEro AepeBa — 38 ceKyHa. MNo-

Ka3aTb KOHPUrypaLmio npotokona STP:

console (config) #
console (config

console (config
console (config

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5

( )
( ) #
console (config) #
( ) #
( ) #
console (config)# spanning-tree
console (config) # exit
console# show spanning-tree

max-age 38

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address a8:£f9:4b:7b:e0:40
This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5

hello 5, max age 38, forward delay 20
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tel/0/1 enabled 128.1
tel/0/2 disabled 128.2
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6
7
8

Interfaces
Name

State Prio.Nbr Cost Sts Role PortFast Type

4 Frw Desg Yes P2P (RSTP)

tel/0/7 enabled 128. 100 Dsbl Dsbl No -
tel/0/8 enabled 128. 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

enabled 128.1000 4 Dsbl Dsbl No -

5.15.5.3 Hacmpolika npomokosnoe PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pa3HoBUAHOCTEN NPOTOKoAa Spanning
Tree, pacwupawan GyHKUMOHANbHOCTb STP anAa ncnonb3oBaHuA B oTaenbHbix VLAN. MpumeHeHne
[AHHOr0 NPOTOKO/1a No3BosieT B Kaxkaom VLAN co3aaTb OTAe/bHbIN 3k3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (6bicTpblit) PVSTP+ (RPVSTP+) ABnsieTcA ycoBepLleHCTBOBaHWEM NPoToKona PVSTP+, xapaKTe-
pU3yeTca MeHbLIMM BpeMEHEM NPUBEAEHMA CETU K APEBOBUAHOM TONOMAOTMK U UMeeT 6oJiee BbICOKYHO
YCTOMYMBOCTb.

/

.‘

.‘

.~

MaKkcumanbHoe uucno PVST/RPVST-uHctaHcoB pgna  MES5300-XX, MES5305-48,
MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 255, ansa Bcex octasnb-
HbIX mogeneit — 64 Mpu aTtom Hynesoi ucnonbayerca ana scex VLAN, B KOTOPbIX OTKAIOUEH
PVST/RPVST. Kaxkgomy VLAN c BkntoueHHbIm PVST/RPVST cooTtsetcTtayeT oanH PVST/RPVST
MHCTaHC.

Moptbl, Ha KoTopbix Konuvectso VLAN npeBbillaeTr MaKCMManbHOE KOAUYECTBO
PVST/RPVST-nHCcTaHCOB Npu nepexoae B pexxum PVST/RPVST BpemeHHo 610KupyloTca, no-
aTomy nepeg BkaoueHnem PVST/RPVST Heo6xoaMMo pacumtatb KOMYECTBO UCMONb3ye-
mbixX VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecam aaHHoe 3HaueHue npesbiwaer 64, To
NepBOHaYaNbHO HYXHO OTKAOUNTb PVST/RPVST B n36biTouHbix VLAN/RPVST KomaHgoii "'no
spanning-tree vlan <VLAN ID>".

Mpwu BkAOUEeHHOM pexume PVST/RPVST kommyTtatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cayuyasx, KOrga B KOJbLie UCNO/b3YIOTCA KOMMYTATOpPbl C Koau4ye-
cteom PVST/RPVST VLAN, npesbliwaiowem makcumanbHoe Konudectso PVST/RPVST-uH-
CTaHCOB, C/ieayeT pacwuputb AMMuTbl 06pabotkn PVST bpdu-tpaduka Ha CPU. Ana storo
ucnonb3lyetca KomaHaa "service cpu-rate-limits other-bpdu 1024".

Ecnu B npouecce 3Kcnyataunmn noHagoburca yépatb VLAN ns PVST/RPVST-uHcTaHCOB 1 A0-
6aBUTb HOBble, HYYXHO NPOU3BECTU C/eayoL e A4eUCTBUA:

1) OTknounTtb STP B HeHyXHbIXx VLAN (KkomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM peXkume KOHGUIypUpoOBaHUA);

2) Bknountb STP B HoBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}UMe KOHOUryprupoBsaHusa).

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 199
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabanua 133 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIIOYEHbI

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAoyaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa BPEMEHM, 3aTPaunBaeMblii Ha NPoOCay-
LWMBAHWE U U3yYeHNe COCTOAHWUI Nepes, NepekntoyeHem B Co-
CTOfIHME nepefayn andA ykasaHHbix VLAN.
Talimepbl AONKHbI COOTBETCTBOBATb CNeAYH0-
V weii popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaAET UHTEPBAN BPEMEHN MEXAY Nnepeaadamu LWMpPo-
KoBelaTesbHbIX coobuieHnin «Hello» K B3aumoaencTeyloLWmMM
KOMMYyTaTOpam AN1A yKasaHHbIX VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpems XU3Hu cBasytowero gepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

spanning-tree vlan vian_list
priority priority_value

no spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpansaeT npuoputeT ceaAsytoLero agepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpaLmA OTKAOYEHa

dunbTpyer uaM nponyckaet Bxoadlme Kaapbl PVST/RPVST-

BPDU.

- filtering — BKAOUMTL PUNBTPaLMIO;

- flooding — oTkntounTL dUAbTPaLMIO.

V [aHHaa KomaHAa AeucTByeT B TOM ciayyae,

ecnm STP oTKAKoUeH 1M60 BKAIOYEH B O AHOM
u3 pexxumos: STP/RSTP/MST. Ecam BKaloueH
pexkum PVST/RPVST, To gaHHaa KomaHaa 6y-
AeT AeicTBOBATb TO/IbKO B TOM C/ay4yae, ecam
B YKa3aHHoM VLAN otkntoueH STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if)#

2 00 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

Tabnuua 134 — KomaHabl pexmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBAET LEHHOCTb MYTU Yepe3 AaHHbIN UHTepdelic gna
yKa3aHHbIx VLAN.
- cost — LeHHOCTb NyTu.

YcTaHaB/MBAET 3HAYEHMe, onpeaeisemMmoe Ha OCHOBaHUMU CKOPO-
CTVM NopTa U MeToAa OnpeAeneHns LEeHHOCTU NyTU A/A yKasaH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

YcTaHaBAMBaET NpUOPUTET MHTepdeiica B KOPHEBOM CBA3YIOLLEM

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

nepese STP.
V 3HauyeHue Bbl6MpaeTcA U3 AnanasoHa C wWwa-

rom 16.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom

3anpewaet npuem BPDU c pnarom TCN gns ykasaHHbIx VLAN.

TCN pa3pelueH;
vlan_list: (1..4094)

PaspewaeT npruem BPDU c ¢pnarom TCN ana yKasaHHbIx VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dUNbTPaLMA OTKKOYEHA

dunbTpyeT mMAM nponyckaet sxogalme Kaapbl PVST/RPVST-
BPDU.
- filtering — BkAtOUNTL GUNBTPaLMIO;
- flooding — oTkntounTL GUnbTpPaLMiO.
V [AaHHaA KomaHAa AeicTByeT B TOM cayyae,

ecnm STP oTKAouYeH MM60 BKAKOYEH B 04HOM
u3 pexkumos: STP/RSTP/MST. Ecau BkaloueH
pexum PVST/RPVST, To gaHHas KomaHaa 6y-
AeT AeicTBOBaTb TO/IbKO B TOM C/lyyae, ecam
B YKa3aHHoM VLAN oTkntoueH STP.

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ans NoBbIWEHUSA YCTONYMBOCTH
N HaOEXHOCTU CeTU nepefayun AaHHbIX, UMEIOLLEN KOJbLEBYO TOMOJIOTUIO, 33 CYET CHUMMKEHWUA BPEMEHMU
BOCCTAaHOB/IEHMA CETM B Cayyae aBapuu. Bpema BoccTaHOBNEHWA He npeBbiwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPeMeHW NepecTpoKu CETU NP NCNOb30BAaHUM NPOTOKOJ/I0B CEMENCTBA spanning

tree.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnnua 135 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

erps

no erps

-/BbIKNIOYEHO

Paspewaet paboTy npotokona ERPS.

3anpewaet paboty npotokona ERPS.

erps vlan vian_id

vlan_id: (1..4094)

no erps vlan vian_id

CospaHwue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpoM byaeT nepeaaBaTbcs Cy*KebHaa MHbopmaLuma 1 ne-
pexos, B pexunm KoHduUrypaumm Konbla.

- vlan_id — Homep R-APS VLAN.

YaaneHune ERPS-konbua ¢ naeHtuoukatopom vian_id.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 201
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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KomaHObI pexcuma KoHgu2ypauuu Koasvyad

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaumm KoabLa:

console (config-erps) #

Tabnnua 136 — KomaHabl perknma KoHourypaumm ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[No6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN. inana3soH VLAN MoKHO 3a4aTb ne-
peuncneHnem yepes 3anATyl0 MW yKasaTb Haya/bHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnmcka s3awmuweHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaaneHums.

port {west | east}{

twe_port |
hundredgigabitethernet
hu_port | port-channel
group}

tengigabitethernet te_port |
twentyfivegigabitethernet

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopTa KommyTaTOpa, BK/IOYEHHOTO B
KONbLO.

YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbibop RPL-nopTa KoMMyTaTOpa M €ro poau.

- west — RPL-nopTom 6yaeT Ha3HayeH west-noprT;

- east — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- owner — KOMMmyTaTop byaer ABnsaTbcAa Bnagenouem RPL-
nopTa;

- neighbor — KommyTaTop OyZeT ABNATLCA COCEA0M BNALENb-
ua RPL-nopra.

YpaneHve RPL-nopTta KommyTtaTtopa.

level level

no level

level: (0..7)/1

HacTpoiika yposHs coobuweHuin R-APS. Heobxogumo pans
NpoXoXKaeHusa coobuweHnin yepes CFM MEP.
- level — ypoBeHb coobueHunii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne QyHKUMOHNPOBAHUA KObLa.

BbikntoueHne GYHKLUMOHMPOBAHWUA KObLA.

version version

no version

version: (1..2)/2

Bbi60p pexrma COBMECTUMOCTU C APYTMMU BEPCUAMM NPOTO-
Kona G.8032.
- version — BepcuA npoTtokosa G.8032.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknuma paboTbl KosbLa.

YCcTaHOBKa 3Ha4YeHnA no YMOI4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHuWe nofKonbLa 419 AAaHHOTO KOJblia.
- vlan_id —Homep VLAN.

YaaneHve noAaKkonbLA.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUNTL OTNPABKY CUrHANa 04McTKM MAC-Tabaunubl B OCHOB-
HOe KOJbLLO MPpU NepecTpoeHnn NoaKoAbLaA.

OTKNOYUTL OTNPABKY CUrHana ouncTkn MAC-Tabamubl B oc-
HOBHOE KO/bLL0 NPWU NepecTpoeHnmn NoAKOAbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Tamepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTtHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa Talimepa 3a4epKu peakLum KommyTaTopa Ha 13-
MEeHEHWe B COCTOAHUW. BMeCTo peakLmu Ha cobbiTve BKOYa-
eTcA Talimep, MO WCTEYEHWU KOTOPOro KOMMYyTaTop MHGbOP-
MUpPYEeT O CBOEM COCTOAHUMU. MNpeAHa3HaYeH ANA ymeHblue-
Hua dayaa naketos npv GaannuHre NnopTos.

YcTaHOBKa 3Ha4YeHnA no YMOI4aHUIO.

2 02 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

timer wtr value

no timer wtr

value:(1..12) M1H/5 MuH

YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonb3yetrca ana
NpefoTBPALLEHNA YACTbIX 3aWMUTHBIX NEPEKNOYEHUNA U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3alMUTHOTO NEPEKYEHMA KobLa, Npu

-/no 3TOM 6710KMpPYETCA YKa3aHHbIW NOpT.
no switch forced OTmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.
switch manual {west | PyyHoe 6/110KkMpoOBaHUe yKazaHHOro west (east)-nopTa u pas-
east} -/no 610KnpoBaHue east (west).
no switch manual OTmeHa py4yHoW 61OKMPOBKU.
abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHbUrypauum Konbla.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 137 — KomaHzabl pexkmma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

3anpoc nHdpopmaumm 06 obuem coctosHun ERPS nam cocrto-
AHWM YKa3aHHOTro KoAbLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpolika npomokKona LLDP

OcHoBHoW ¢yHKUMei npoTokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. MHbopmaums, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOMKET ObITb 3aMpoLUeHa yNPaBAAtoLWLMM KOMMIbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHUM COBpPaHHOM MHOPMALMM, HA YNPABAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TONOJIOMUS CETU.

KOMMyTaTOpr noagepxnBaroT nepenavdy Kak CTaHOAPTHbIX NApPaMeTpoB, TaK U ONUMOHA/IbHbIX,
TaKUX KaK:

—  WMSA YCTPOMCTBA U €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHoopmauusa o MAC/PHY;

- utTA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:
console (config) #

Tabnunua 138 — KomaHabl perkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue ”
KomaHda / Aeilicmeue
no ymon4YaHuro
lidp run /paspeleHo Pa3spelaet KOmmyTaTOpy MCNOAb30BaHMe NpoToKkona LLDP.
no lidp run pasp 3anpeliaeT KOMMYTaTOPYy UCNOAb30BaHWe NpoToKkona LLDP.

lldp timer seconds OnpegaenserT, Kak 4acTo yCTPOMCTBO ByAeT oTNpaBAaTb 06HOBAEHUE

seconds: (5..32768)/30 uHdopmaLym LLDP.

cek

no lidp timer YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMIO.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 203
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3afaeT BeIMYMHY BPEMEHW ANA NPUHMMAIOLLErO YCTPOICTBA, B Te-
YeHWe KOTOPOro HYXKHO yAepKnBaTb NpMHUMaemble naketbl LLDP
nepez ux cbpocom.

[aHHaa BeAnYMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax o6HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems Kun3Hu LLDP na-
KeToB paccumTbiBaeTtca no popmyse TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaats nepes
NoBTOPHOW UHULManu3aumen LLDP.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolmnmm nepegavamm
naketos LLDP, MHMLMMPOBAHHbIMU U3MEHEHUAMM 3HAYEHUN WU
CTaTyca B /IOKaNbHbIX 6a3ax gaHHbIXx MIB LLDP.
V PeKkomeHayetca, uTo6bl JaHHAA 3ajaepkKa 6bina
MeHbLue, yem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpeaenneT pexum obpaboTkn naketosB LLDP, Koraa npoTokon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yka3sbiBaeT, yTo LLDP-nakeTbl pUAbTPYLOTCA, €CAn Npo-
TOKO/ LLDP BbIk/IlOYEH Ha KOMMYTaTOpE;

- flooding — yka3sbiBaeT, uto LLDP-nakeTbl nepeaatoTca, ec/iv npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYyTaATOpe.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAMBaeT uncno nostopeHunin PDU LLDP ana 6bicTporo 3a-
nycKa, onpegensemoro nocpeactsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
NINTMKA yCTPOMCTBa). [laHHbIV NapameTp ABAAETCA ONLMOHANbHbIM
ANA pacwupeHua npotokosa LLDP MED.
- number — NnopaaKoBbI Homep npasuaa network policy;
- application — rnaBHan GyHKUMA, onpeaeneHHas 419 AaHHOro npa-
Buna network policy.
- vlan_id — npeHntndukatop VLAN ana gaHHoro npasuna;
- tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NpPaBuIoM.
- priority — npuopuTeT AAHHOIO NpaBuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuo KommyTatop byaer
oTtnpasnaTtb napametp DSCP 0.
V U3meHeHne network-policy BO3MOXKHO TONbKO no-
cne CHATUA NONUTUKU CO BCeX MHTepdeiicos, rae
OHa NpPUMeHeHa.

Ypansaet co3gaHHoe npasuao ansa napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YctaHaBauBaet MaKCUMaNbHYO CKOPOCTb Nnepeayun yBep,omneHmﬁ
LLDP.

- seconds — nepuoa spemeHun, B Te4eHne KoToporo yCTpOVICTBO MO-
XKEeT OTNPaBUTb He bonee O4HOro yseaoMNeHUA.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHPurypaumnm nHtepdericos Ethernet:

console (config-if)#
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Tabnmua 139 — KomaHap! pexxmuma KoHourypauum nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Mo ymonyaHuto paspeLueHo
MCNonb30BaHWe B 060mX
HanpasaeHUAX.

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha wHTep-
deiice.

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

PaspelwaeT npvem nakeToB no npoTokony LLDP Ha uHTepdelice.

3anpewiaeT NnpMem NakeTos no npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
desc, 802.3-mac-phy,
802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/
Mo ymonyaHuio
onuMoHanbHble TLV He
BK/IIOYEHbI B MaKeT.

OnpegenseT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAKOYEHbI YCTPOMCTBOM B nepegaBaemblit LLDP-
naker.

B KOMaHAY MOXHO BK/IOYMTb OT OAHOFO A0 NATU OMNUMOHA/IbHBIX

TLV.
V TLV 802.3-power-via-mdi gocTynHa To/IbKO Ha yCTpoii-
CTBaX C NoAAepKKoit PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuo
onumoHanbHoble TLV He
BKJ/IIOYEHbI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
yCTPOMCTBOM B NepesaBaemblii LLDP-nakerT:

- pvid — PVID unHTepdelica;

- ppvid — po6asutsb/yaanuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — ,06aBUTL/yAaNNTL ONpeseneHHbI NPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymonyaHuio
ynpasnstowmii agpec
onpeaensetca
aBTOMATUYECKM.

OnpegenseT ynpasasatowWwmii agpec, ob6bABNAEHHbIN Ha WHTEp-
deiice.
- ip_address — 3apaeTcsa ctaTuyeckuii IP-agpec;
- none — yKa3blBaeT, YTo afpec He 0bbABEH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastowmii agpec n3 scex IP-agpecos KommyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
yNpaBAsAoLWmMiA agpec, U3 CKOHOUTYpPUPOBAHHbIX a4PecoB 3aaH-
HOro uHTepodelica.
Ecnn nHTepdelic ethernet unm nHtepdelic rpynnbl NOpPTOB NpU-
HagnexaT VLAN, To gaHHbi agpec VLAN He 6yaeT BKIOYEH B
CMUCOK BO3MOXHbIX YNPaBAAOLWMX agpecos.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6GMpaeT HauanbHbIN IP-agpec U3 AnanasoHa AuHa-
V muueckux IP-apgpecos. Ecnn guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTeMa Bbl6MpaeT HauyanbHbIii IP-ag-
pec U3 guanasoHa BO3MOXHbIX cTaTudeckux IP-agpe-
COB.

Ypansaert ynpasaatowmit IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymon4yaHuio oTnpaBKa
yBegomiennit LLDP
3anpetLeHa.

PaspeluaeT/3anpeLyaer oTnpaBKy yBegomaeHuit LLDP Ha uHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewgaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMO4YaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewaet ucnonb3osBaHue pacwmpeHma npotokona LLDP MED.

location, B KOMaHAY MOXHO BK/OYUTb OT O4HOMO A0 TPEX CNeLmanbHbIX
inventory)/3anpelieHo TLV.
MCMo/b30BaHMe
paclmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nnHtepdelicy.
{add | remove} number - add — Ha3HavaeT npasuno;
number: (1-32) - remove — yaanaeT npaBuio;

no lidp med network-policy

- number — Homep npasuna.

Ypanset npasuno network-policy c saHHoro uHtepdeiica.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/10KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPANHAT;

- civic_address_data — apMUHUCTPATUBHbIV aApec YyCTPOMNCTBA;

no lldp med notifications
topology-change

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypansaet HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspellaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | M3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3peluaer oTnpaBKy yBegomneHui;

- disable — 3anpewaet oTnpaBKy yBeOMAEHUA.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

v/
v/

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepe3 rpynny nopros, 3anoOMWHAIOTCA UHAUBUAYANIbHO MOPTaMMU
rpynnbl, NPUHABWMMMK coobuieHun. LLDP oTtnpaBnaeT pas/inuHble cOO6BWEHUA Ha KaXKAbIA

PaboTa npotokona LLDP He 3aBUCUT OT COCTOAHMA NPOTOKona STP Ha nopty, nakeTtbl LLDP oT-
NPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKo0M STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONbKO B C/yvae, eciv OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 140 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOWCTB U
HauMHaeT HOBbIM LKA 0bmeHa nakeTamu no npoTtokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-koHdUrypauumn Bcex GpU3MYecKmx uHTepdeiicos
ycTponcTBa Mbo 3aaaHHbIX MHTEpPENCOB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT KOHbUrypaunmu pacwmpeHuma npotokona LLDP — MED
4NA Bcex pusnyeckux nHtTepdeicos nnMbo 3agaHHbIX MHTEPdeicos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-MHbOpmaLmio, KOTOPYO aHOHCUPYET AaHHbIN
nopr.
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show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTtokoa LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

lMoKasbiBaeT CTaTUCTMKY LLDP.

[pumepbl 8b1M0MHEHUS KOMAHO

YctaHoBUTb Ana nopta tel/0/10 cnepytowme tlv-nons: port-description, system-name, system-description.
[Ons paHHoro uHtepdeiica gobasutb ynpasaawowmin agpec 10.10.10.70.

console (config) # configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnnua 141 — OnucaHne pesynbTaTos
lMone OnucaHue
Timer OnpeaenseT, Kak YacTo ycTponcteo wnet LLDP-o6HoBNeHMA
OnpegensieT BeanumHy Bpemenn (TTL, Time-To-Live) gns npuHMmatoLero ycTpoicTea, B
Hold Multiplier TeYeHMe KOTOPOro HYXKHO yaepXuBaTb NpMHMMaemMble nakeTbl LLDP nepea nx cbpocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MUHUMaNbHOE BPEMSA, B TEUEHWE KOTOPOro NopT byaeT oxunaaTte nepes
y nocbinKkol cnegytouiero LLDP-coobweHus.
Ethernet-kommymamope! cepuii MES2300-xx MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, ()7
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OnpegendaeT 3a4epKKy mexay nociaeayrowmmmn nepegadyamm LLDP-kagpos, MHULMKMPO-

Tx delay N

BaHHbIX U3MEHEHUAMM 3Ha4YeHU AMbBO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuumn, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnncaHune cucTtemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpeleHsl ysegomnenua LLDP.

= [lokasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W

Tabnnua 142 — OnucaHue pesynbTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTMdmKaTOp NopTa cocemHero ycTpomncTaa.

System name

CucteMHoe UMSA YCTPOCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOMCTBaA:

B — MocrT (Bridge);

R — MapuwpyTtumsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosTopuTenb (Repeater);

O — Tun HenssecTeH (Other).

System description

OnucaHune coceaHero ycTpoicTea.

Port description

OnucaHWe nopTa coceHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTsom.

Auto-negotiation
support

Auto-negotiation status

nopra.

Auto-negotiation
Advertised Capabilities

nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoWncTBa.
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5.15.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUUKN ypOBHA
KaHana nepefayn [aHHbIX NPeacTasaatoT coboil MPOTOKO MOHUTOPWMHIA COCTOAHWMA KaHana. B atom
NPOTOKO/e ANA nepesadym MHPopMaLMM O COCTOAHMM KaHana MeXKay HENOCPEeACTBEHHO NOAKAOYEHHbBIMM
ycTpoictBamu Ethernet ucnonbsytoTca 610KM faHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoictsa
OO0/IKHbI noaaep*knBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguaypayuu uHmepgelicos Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypauum nntepoericos Ethernet:

console (config-if) #

Tabnunua 143 — KomaHgbl pexxuma KoHdpurypaumm nutepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

BKkatounTtb noaaepky Ethernet OAM Ha nopty.

—/oTKNKOYEHO
no ethernet oam / OTKkAtounTb Ethernet OAM Ha KoHdUryprpyemom nopry.
ethernet oam link-monitor BKAtounTb noagepKKy «link-monitor».
supported
PP —/OTKNO4EHO

no ethernet oam link-
monitor supported

BocctaHOBUTL 3HaYeHMe nNo YMOYaHUIO.

ethernet oam link-monitor
frame threshold count

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1

YCTaHOBWTb NMOPOr KO/MMYeCTBa OWMBOK 3a yKasaHHbIM nepuog
(nepuopg, yctaHaBAuBaeTca KomaHaon ethernet oam link-monitor
frame window).

BocctaHOBUTL 3Ha4YeHMe nNo YMON4YaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam
link-monitor frame window

window: (10..600)/100
mc

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK A/ MOACYETa KOMYecTBa
owmnboK.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1

YctaHoBUTb nopor ans  cobbitna  «frame-period» (nepuog
ycTaHaBnuBaeTca KomaHaoi ethernet oam link-monitor frame-
period window).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam
link-monitor frame-period
window

window:
(1..65535)/10000

YCTaHOBWUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period» (B Kagpax).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YctaHoBUTL nopor pgna  cobbitna  «frame-period» (nepuog
yCcTaHaBnuBaeTca KomaHgol ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam
link-monitor frame-
seconds window

window:
(100..9000)/100 mc

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK ana cobbitna «frame-
period».

BocctaHOBUTL 3Ha4YeHMe no YMON4YaHUIO.

ethernet oam mode {active
| passive}

YCcTaHOBUTb pexxkum paboTbl npoTokona OAM:
- active — KommyTaTop NocToAHHO oTnpasaser OAMPDU;

—/active .
/ - passive — KommyTaTop HaumHaeT otnpasnate OAMPDU Tonbko
npu Haanunum OAMPDU co BCTPeYHOM CTOPOHbI.
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no ethernet oam mode

BoccTaHOBUTb 3HAYEHWE NO YMOSYAHUIO.

ethernet-oam remote-
failure

BKNounTb NoanepKKy M 06paboTky cobbiTnin «remote-failure».

no ethernet oam
uni-directional detection
aggressive

—/BKAOYEHO
no ethernet oam BoccTtaHOBUTL 3HaUYEHME NO YMONYAHMIO.
remote-failure
ethernet oam BkAtounTb nopaepKy GyHKLMM 3aBopoTa TpaduKa.
remote-loopback
supported —/OTKAOUYEHO
no ethernet oam BoccTtaHOBUTL 3HaUYEHME NO YMONYAHMIO.
remote-loopback
supported
ethernet oam uni- Bkntounte PyHKLUMIO OBHApyXKeHUs OAHOHANpPaBAEHHbIX CBA3eM
directional detection Ha 6a3e npoTokosa Ethernet OAM.
—/OTKAIO4YEHO
no ethernet oam BoccTtaHOBUTL 3HaYEHME NO YMONYAHMIO.
uni-directional detection
ethernet oam uni- Onpefenvte peakumio KOMMyTaTopa Ha OAHOHaMNpPaB/eHHYHO
directional detection action CBA3b:
{log | error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepeBog nopta B coctoaHue «error-disable, 3a-
nncb B XypHan n otnpaska SNMP trap.
no ethernet oam BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
uni-directional detection
action
ethernet oam uni- BKNOUNTL arpeccuBHbIN pexum onpeneseHna ogHOHanpaB/eH-
directional detection HOW cBA3U. Ecan oT coceiHero ycTpoicTBa NepecTaloT NPpUXoaAnTb
agressive Ethernet OAM-coobueHna — NMHK NOMeYaeTca Kak og4HOHanpas-
—/OTKAOYEHO NEHHbIN.

BoccTtaHOBUTL 3HaYeHWE N0 YMOYAHMUIO.

ethernet oam uni-
directional detection
discovery-time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOI MHTEPBAN 414 ONpeseseHUs TUNa CBA3N
Ha nopry.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHOwb1 pexcuma privileged EXEC

Bce KomaHApbl AOCTYMHbI ANA NPUBWIETMPOBAHHOIO Monb3oBaTena. Bua 3anpoca KomaHAHOM
CTpOKM pexkuma privileged EXEC:

console#

Tabnuua 144 — Komanapl pexkmuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Ounctntb cTatucTMKy Ethernet OAM pans yKasaHHOro WHTep-
deica.

[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

show ethernet oam discovery

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb cocTosiHMe npoTokona Ethernet OAM pns ykasaH-
HOro MHTepodeiica.
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show ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb CTAaTUCTUKY O6MEHa NPOTOKO/IbHbIMK COOBLLLEHMAMM
019 YKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb HacTpolikn Ethernet OAM ans yKasaHHOro uHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb COCTOAHME MEexaHU3Ma onpeaeneHna ofHOHanpas-
JIEHHbIX CBA3eN ANA yKa3aHHOro nHtepdeica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3anyck/oCTaHOBKa yAa/feHHOW MEeTAM AAA YKa3aHHOro MHTep-
delica.

[pumepbl 8b1N0AHEHUS KOMAHO

OTo6pa3uTb cocTosHMe NPOTOKONA AN1A nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:

Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:

Remote client

MAC address:
Vendor (oui) :

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500
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5.15.9 Hacmpoliika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuUmnA pesepBMpoOBaHUSA, NpegHasHayeHHasa aaa obecneyeHUs HaALEXHOCTU KaHana
nepegayn gaHHbix. B ceaske flex-link moryt HaxoguTtbca uHTepdelicol Ethernet n Port-channel. OguH ns
3TUX UHTepdencoB HaxoamnTca B 3ab6JOKMPOBAHHOM COCTOAHMMU M HAYMHAET NPONYCKaTb TPadMK TONbKO B
cnyyae aBapum Ha BTOpom UHTepdodelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet, uHmepdgetica epynnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B peMme KoHourypuposaHus WHTepdelica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 145 — KomaHabl pexkmma KoHoUrypmposaHua nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

no flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha nHTepdeiice n HasHavaeT BbIGPAaHHOMY MHTep-
delicy ponb backup-nHtepdeiica B flex-link nape.

Boikntoyaert flex-link Ha MHTepdelice u yaansaeT BbIbpaHHbIA UHTEp-
deiic us flex-link napel.

flex-link preemption mode
[forced | bandwidth| off]

-/off

3apaeT aeincreme Npy NoAHATUM MHTepdeiica, yyacTeytoutero Bo flex-
link:

- forced — ecnmn nogHaBLWMIiCA MHTepdENC HAaCTPOEH KaK master, TO
OH CTaHeT aKTUBHbIM UHTepdeiicom;

- bandwidth — npu nogHATUM MHTEpdElica aKTUBHBIM CTaHET UHTEp-
deic c 6osbLiein NPonyCKHOW CNOCOBHOCTbLIO;

- off — nogHABLWMICA MHTepdeic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUMW.

no flex-link preemption mode

Bo3BpaliaeT 3HayeHne No yMONYaHUIO.

flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3asaeT Bpems OT Nepexosa OTKIOYEHHOTO MopTa B COCTOAHUE «UPY,
Mo NPOLIECTBUM KOTOPOro BbINOAHAETCA 4eNCTBUE, YCTAHOBNEHHOE
komaHgoi flex-link preemption mode.

- delay — nepvog BpemeHu, B CEKYHAAX.

Bo3BpallaeT 3Ha4yeHMe No YMOIYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnmua 146 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show interfaces flex-link
[detailed] {gigabitethernet
gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel port-
channel}

gi_port: (1..8/0/1..48);
te_port:
(1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
port_channel: (1..48)

MNokasbiBaeT KoHdUrypauuto epyHrumm flex-link.

5.15.10 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuma Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAyXebHble MakeTbl
pa3nunyHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, UYTO NO3BOJIAET MPO3PayHO CBA3aTb

KNNMEeHTCKne cermeHTbl CeTu.

L2PT uHkancyaupyet PDU Ha nHtepdeiice KommyTaTopa, rpaHunyaLLero ¢ obopyaosaHMem, Kagapbl
KOTOPOro Heo6X0AMMO MHKAMNCYIMPOBATb, U NepesaeT UX Ha APYroi TaKoM Ke KOMMYTaTop, KOTOPbIn
OXMAAeT MHKAMCY/IMPOBaHHbIE Kadpbl, a 3aTem AeKancyampyeTr ux. ITO NO3BOJAET NOAb30BaTeNAM
nepenasaTb MHPOPMALMIO 2-TO YPOBHA 4Yepe3 ceTb npoBangepa. Kommytatopbl npenocTaBAasaioT
BO3MOXHOCTb MHKAMNCY/IMPOBaTb CAy»KebHble nakeTbl npoTokosaos STP, LACP, LLDP, IS-IS.

[pumep

Ecnu BkAtoumTb L2PT ana npotokona STP, To KommyTaTopsl A, B, C u D 6yayT o6beanHeHbl B 04HO
CBA3yloLLLee AepeBo, HECMOTPSA Ha TO, YUTO KOMMYTaTop A He coeaAUHEH HanPAMYIO C KOMMyTaTopamu B,
C n D. UHPopmauma 06 nameHeHUM TONONOTMN CETU MOXKET BbITb NepesaHa CKBO3b CETb NpoBaiaepa.
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CeTb
npoBangepa

Switch 2

PucyHok 114 — Mpumep paboTbl dyHKuMM L2PT
Anroputm paboTbl GyHKUMOHANA C/ieayoWwmii:
MHKancynauma:

1. Bce L2 PDU nepexsaTbiBatoTca Ha CPU.

2. Mopacuctema L2PT onpepensaeT L2-npoToKos, KOTOPOMY COOTBETCTBYET MPUMHATbIN PDU, 1
npoBepsAeT, BKAOYEHa I Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoiika I2protocol-
tunnel gna gaHHoro L2-npoTtokona.

Ecnu HacTpoiika BKAOYEH], TO:

— Bo Bce noptbl VLAN, Ha KOTOpPbIX BK/IIOYEHO TYHHeAnpoBaHue, oTnpasasetca PDU-kaap;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAOYEHO TYHHE/NNPOBaHWe, OTNpaBaAeTcA
MHKancynnpoBaHHbiii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
M3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnun HacTpoiKa BbIKAOYEHA, TO:
— PDU-Kagp nepenaetca B 06paboTyMK COOTBETCTBYHOLLLENO NPOTOKOA.
Jdekancynauuma:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpoe ¢ MAC-agpecom Ha3HayYeHUA, 3a4aHHbIM
npu nomouwm KomaHab! |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsaT BKAlOYaeTCA
TO/IbKO TOrZa, KOrga XoTa 6bl Ha 04HOM NOPTY BK/IKOYEHA HAcTpoiiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKOA).

4. Tlpu nepexsate naketa c MAC-aapecom Ha3zHAYEHMA XX-XX-XX-XX-XX-XX, OH CHa4yana nonagaet
B noacuctemy L2PT, koTopasa onpeaenset L2-npoTokon ana gaHHoro PDU no ero 3aronosky,
W npoBepseT, BKAOYEHa /iU Ha MOPTY, C KOTOPOro MPUHAT WHKANCyAMpoBaHHbIN PDU,
HacTpoiKa |2protocol-tunnel gna gaHHoro L2-npoTokona.
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Ecnv HacTpoiika BK/oYeHa, To:

—  MOPT, C KOToporo bbl/1 NoyYeH MHKaNCyAnMpoBaHHbIM PDU-Kaap, 610KMpyeTcs ¢ NpUYMHOM
[2pt-guard.

Ecnun HacTpoiiKa BbIKAOYEHA:

— BO Bce noptbl VLAN, Ha KOTOpbIX BKAKOYEHO TYHHE/NUPOBAHME, OTNpPaBAAeTCA
AeKancynpoBaHHbIi PDU-Kaap;

— BOo Bce nopTtbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYHHE/NINMPOBaHWe, OTNpaBaAeTcA
WMHKancyanpoBaHHbI PDU-kaap.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 147 — KomaHabl perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec HazHayYeHuA 414 TYHHeAUpyembIX Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

YCTaHOBUTb 3HaYEHUE MO YMOAYAHUIO.
01:00:ee:e€:00:00 y

no I2protocol-tunnel
address

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHMUaLLEM C OKOHEUYHbIM YCTPOMCTBOM, He nogaeprkusatrowmm STP,
V BO/MKeH bbiTb OTKNOUEH NpoTokon STP (spanning-tree disable) u BknaroueHa punbTpauyma
BPDU (spanning-tree bpdu filtering).

BuAa 3anpoca KOMaHAHOM CTPOKKU B pexnme KoHdurypaumm nHtepoeiica Ethernet, untepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 148 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

12protocol-tunnel {stp | BKntoueHMe pexnma MHKancynaummn naketos STP BPDU.
lacp | lidp | isis-I1 | isis-I2
| pust | cdp | dtp | vtp |

a udid
Pagp | ! -/BbIKAOYEHO
no I2protocol-tunnel {stp | BbikNtoueHMe pexuma MHKancynsaumm naketos STP BPDU.

lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

12protocol-tunnel cos cos 3apaTb 3HavyeHune CoS ana 3anakoBaHHbIx PDU-Kaapos.
P cos: (0..7)/5 A A AP

no I2protocol-tunnel cos YcraHoBKa CoS B 3HaYeHMe N0 YMOIYaHWIO.

12protocol-tunnel drop- HacTpolika noporosoro 3Ha4eHMsA CKopocTu Bxoaawmx PDU-Kag-
threshold {stp | lacp | lidp poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MOANEXKALLMX UHKAN-
| isis-I1 | isis-12 | pvst | cdp cynauun. Mpu npeebilweHnn nopora PDU ot6pacbliBatoTcs.

treshold: (1..4096)/
BbIK/IOYEHO
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| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

OTKNIOYaET PeXKMM KOHTPOJIA CKOpOCTH BXxogAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporoBoro 3HayeHma ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MOANEXKALLMX UHKAN-
cynaumun. Mpu npesbiWeHUN Nopora nopT byaeT nepeseneH B Co-
cToaHue Errdisable (oTkntoueH).

OTKNIOYaET PeXKMM KOHTPOJIA CKOPOCTU BXxogAwmx PDU-Kagpos.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 149 — KomaHabl perkmma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port gi_port: (1..8/0/1..48);
| te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..48)
hu_port | port-channel

group]

OTobparkaeT MHbopmaymio L2PT ana yKasaHHoOro mHTepodeica
WK ANA BCeX MHTepdENCoB, Ha KOTOPbIX BKAtOYeH L2PT, ecam uk-
Tepdelic He yKaszaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OuncTKa cTaTucTmkm L2PT ana ykasaHHOro uHTepdeica nam ana
BCeX MHTepdencoB, Ha KOTOPbIX BKAtoYeH L2PT, ecam uHtepdeiic
He yKas3aH.

[pumepsi 8biM0AHEHUS KOMAHO

YcTaHoBUTb TyHHenbHbIM MAC-agpec B 3HaueHue 01:00:0c:cd:cd:d0, BKkatounTb oTnpasky SNMP traps ot
Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold u shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

BKNOUUTb perKMm TyHHenmMpoBaHus STP Ha nHTepdelice, yctaHoBUTb 3HayeHmne CoS-naketos BPDU paBs-
HbIM 4, BKNOYUTb KOHTPOJIb CKOPOCTU BXOAALLMX NnakeTos BPDU.

console (confiqg) # interface tengigabitEthernet 1/0/1
console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer
console (config-if) # switchport customer vlian 100
console (config-if) # 12protocol-tunnel stp
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console (config-if) # 12protocol-tunnel cos 4
console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobuieHUn o cpabaTbiBaHWMM TpUrrepa:

tel/0/1

interface tel/0/1

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface

12-Nov-2015 14:32:35 %$-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BblaeneHna VolP-obopynosaHus B otgenoHyto VLAN. Ona VolP-

KagpoB MOryT 6biTb HazHavyeHbl QoS-aTpmnbyTbl A NpuopuTnsaumm Tpadumka. Knaccudumkauma Kagpos,
oTHocAWMXCA K Kagpam VolP-obopynosaHus, 6asmpyetca Ha OUIl (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHaveHue Voice VLAN pans noprta npoucxoaut
aBTOMaTMYECKM — Koraa Ha nopT nocTynaet Kagp ¢ OUl ns tabaunybl Voice VLAN. Korga nopT onpegensercs,
Kak npuHagnexkawmin Voice VLAN — gaHHbIN nopT aobasnserca Bo VLAN Kak tagged.

Voice VLAN npyumeHUm gns cnegyromx cxem:

VolP-obopyaoBaHue HacTpauBaeTcs, YTobbl paccbliaTb TerMpoBaHHble NakeTsbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTaTopE;

VolP-obopyaoBaHme paccbinaet HetermposaHHble DHCP-3anpocbl. B otsete ot DHCP-
cepsepa npucytcteyeT onuua 132 (VLAN ID), ¢ nomolbio KOTOPOW YCTPOMCTBO
aBTOMATUYECKM HasHayaeT cebe VLAN ana mapkupoBku Tpadmka (Voice VLAN).

DOnsa HasHauyeHun Voice VLAN Ha cTopoHe OKOHeuYHoro o6opyaoBaHuA Heo6xoa4UMMo UCNOb30-

V BaTb lldp-med noantuku nam DHCP.

Cnucok OUl-npoussoauteneit VolP-o6opyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

oul dupma-npounssoautesnb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN moKeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexxume trunk u general.
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HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnnua 150 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

voice vlan aging-timeout

timeout .
timeout:

(1..43200)/1440

no voice vlan aging-timeout

YcTaHaBAMBaeT TamayT ANs MOpTa, NPUHALNEKALLErO K voice-
vlan. Ecav ¢ nopTa B TeYeHWe 3a4,aHHOMO BpeMeHU He bbla1o Kag-
pos ¢ OUI VolP-obopyaoBaHus, To voice vlan yaanserca ¢ gaH-
HOro nopTa.

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcTaHaBAMBAET BbIXOAHYIO oyepeab Ansa Tpaduka B Voice VLAN B
COOTBETCTBMM C HacTpoeHHbIm gns Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BK/tOYaeT nepeHasHavyeHne CoS Ha yKasaHHbIM ans
Tpaduka B Voice VLAN.

BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHMIO.

voice vlan id vian_id
no voice vlan id

vlan_id: (1..4094)

YctaHaeauBaeT ugeHtudumkatop VLAN ana Voice VLAN

Ypanset ngentuéumkatop VLAN ans Voice VLAN
V Ana ypaneHna wupeHtMdukatopa VLAN Tpebyetca

voice vlan oui-table {add oui |

] d
remove oui} [word] word: (1..32) cumBonos

no voice vlan oui-table

npeaBapuUTeNbHO OTKAOUYUTb PYHKUMIO voice vlan Ha
BCEX noprax.

MNo3BonseT pegakTMposaTb Tabaunuy OUL.

- oui — nepsble 3 6aliTa MAC-agpeca;

- word — onvcaHue oui.

Ypanset Bce Nosb30BaTeNbCKMe nameHeHua OUI-Tabaunybl.

voice vlan oui-table auto-
learning

-/BbIKNIOYEHO

no voice vlan oui-table auto-
learning

Mo3BonsAer BKAKUUTL aBTOMATMYecKoe 3anonHeHwe OUI-
TabmuUbl Ha OcHOBe NPUHATbIX LLDP.
/| Mpu ucnonbsosanum c port security BoamokHa pa6ora
TONbKO B pexxume max-addresses.

BepHyTb 3HaYeHne no ymonyaHuio.

voice vlan secure mac-learning

-/BbIK/IIOYEHO

no voice vlan secure mac-
learning

YctaHaBaAuBaeT 3anpeT Ha usydyeHne MAC-agpecoB B HeTermpo-
BaHHOM vlan, nepsble 24 6UTa KOTOPbIX COBMAAAIOT C 3aMUCAMMU
13 OUl-Tabaunubl Ha KOMMyTaTOpE.

BepHyTb 3HaYeHne no ymonyaHuio.

voice vlan state {oui-enabled |
disabled}
no voice vlan state

-/BbIKNIOYEHO

BKkntounTb/oTKAOUMTD Voice VLAN.

BepHyTb 3Ha4YeHWe No YMOJIHaHUIO.

voice vlan authentication
bypass enable

-/BbIK/IOYEHO

no voice vlan authentication
bypass enable

Paspewunts Tpaduky Voice VLAN urHopupoBaTtb ayTeHTUOUKA-
umto 802.1x.

dyHKUMOHan paboTaer ana pexxumos dotlx host-mode
single-host, multi-session.

3anpeTtutb Tpadumky Voice VLAN nrHopmpoBaTb ayTeHTUdMKaLMIO
802.1x.
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A ELTEX

Tabnuua 151 — KomaHap! pexkuma Privileged Exec

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmoa4aHuro
show voice vlan type oui MoKkasaTb KoHoUrypaumto dyHuKLmMK voice vlan n OUl-Tabanuy.
[dynamic] - - dynamic — oTob6paxeHne KoHoUrypaunm dyHKLMK voice vian u
AnHammuyeckux 3anucent 8 OUl-Tabanue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 152 — KomaHab! pexkuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMoa4aHuro

voice vlan enable Bkntouaet Voice VLAN gns nopta.

- -/OTK/IO4EHO -
no voice vlan enable Otkntoyaet Voice VLAN gns nopra.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa Aaa BCeX Kagpos, B0 TONbKO

-/src ONA UCTOYHMKA.

no voice vlan cos mode BoccTaHaB/MBaAET 3HaYEHME MO YMONYAHMIO.

5.17 'pynnoBasa agpecauums

5.17.1 ®yHKyusa nocpedHuKa npomokona IGMP (IGMP Snooping)

®yHKuUMA IGMP Snooping ucnonb3yetcsa B ceTAX rPynnoBoW paccbinku. OcHoBHOM 3aaadveit IGMP
Snooping ABnAeTCA NpeAoCTaBNeHWME MHOroafdpecHoro TpaduKa TOMbKO AnA Tex MNopToB, KOTOpble
3anpocwau ero.

V‘ IGMP Snooping MoOXeT UCNO0/1b30BaTbCA TO/IbKO B cTaTudecKoi rpynne VLAN. Mogpepusa-
oTCcA Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbtpaumm “bridge multicast

L. filtering” ponxHa 6bITb BKAOYeHa (cm. pasgen 5.17.2 Mpasuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOrOaApPeCHbIe MapLUIPYTM3aTOPbl, OCHOBaHO Ha
cneayolmx cobbITUaAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;

— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpTYy;

— NakeTbl NPOTOKO/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NOPTY;

— nakKeTtbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NOpPTY.
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HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 153 — KomaHab! perkrma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonuyaHutio
dYHKUMA BbIKAOYEHA

PaspewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping kKommyTa-
TOpoM.

3anpeuaet ncnonb3osaHne ¢yHKUMKM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonuyaHutio
dYHKLMA BbIK/IOYEHA

Paspewaet ncnonb3osaHne dyHKunn IGMP Snooping kKommyTa-
TOpPOM AN AaHHOro nHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpewaeT ncnonb3osBaHne GpyHKumMmM IGMP Snooping kKommyTa-
TOpPOM AN1A AaHHOro uHTepderica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMU U CTaTUYECKN [06aBNAET UHTepdeNCbl U3 rpynnbl ANA TEKY-
wew VLAN.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosoi IP-agpec.

MNepeuncneHne nHTephEcoB OCyLLECTBAACTCA YEPEe3 «—» U «,».

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyaHutio
paspelleHo

Paspewaet gna gaHHon rpynnel VLAN aBTOMaTMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAHOYEHbI MHOroafpecHble
MapLLpPyTU3aTOPbI.

-vlan_id — naeHTUOUKaUNOHHbIM Homep VLAN.

3anpewaeT ana gaHHow rpynnbl VLAN aBTOomaTtuyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAOYEHbl MHOroafpecHble
MapLLpPyTU3aTOPbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Onpegensetr nopT, K KOTOPOMY MOAKAHOYEH MapLUpyTU3aTOp
MHOroaZpecHoOm paccblIKM Ansa 3agaHHon VLAN.
-vlan_id — naeHTUOUKaUuMOHHbIA Homep VLAN.

YKa3bIBaeT, YTO K MOPTY He MOAK/YEH MapLLpPYTU3aTOP MHOrO-
aZlpeCcHO PaccbINKMu.
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ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAVBAET 3anpeT Ha onpejeneHne nopra (cTaTuyecku, au-
HaMWYECKM) KaK NopTa, K KOTOPOMY MOAK/IOYEH MapPLIPYTU3aTOP
MHOrOaZpecHOMn PaccblNKu.

- vlan_id — naeHTUOUKaLUMOHHbIA Homep VLAN.

CHMMaeT 3anpeT Ha onpeaeneHne NopTa Kak nopTa, K KOTOPomy
NOAKOYEeH MapLIPYTM3aTOP MHOTOaAPECHOW PacCbIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094),;
-/Bblgaya 3anpocos

Bk/itovaeT noAAep KKy BblAauM 3anpocoB igmp-query KOMMyTaTo-
pom B gaHHol VLAN.

OTKAKOYaET NOAAEPHKKY Bbl4auM 3aNpPOCOB igMp-query KoMmyTa-

. X OTK/ItOYEHa v
vlan_id querier Topom B gaHHou VLAN.
ip igmp snooping vlan vian_id YcTtaHasnauBaet Bepcmio IGMP-npoTOKOa, HA OCHOBAaHWM KOTO-
querier version {2 | 3} poi 6yayT dopmuposaTbea IGMP-query 3anpocsi.
-/IGMPv2

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIKO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

Onpepenset ucxofHbit IP-agpec, KoTopbit ByaeT mcnonbso-
BaTbcA IGMP querier-om. Querier — ycTpoIicTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocbl.

YcTaHaBAMBaeT 3HavyeHre No ymosvaHuio. Mo ymonyaHuo ecnm
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse aa-
peca uctouHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BkntouaeT 3ameHy IP-agpeca UCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
-vlan_id — naeHTMPMKauMoHHbIN Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTOpbIit bygeT nponsseseHa 3ameHa
SRC IP.
3HaueHue no ymonyanuio 0.0.0.0 roBopuT 0 TOM, YTO 3a-
V meHa SRC IP IGMP report npoussoautbcs He 6yaer.

OTkntovaeT 3ameHy IP-agpeca UcToyHMKa B nakeTax IGMP report
B 3afaHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywien
VLAN. O3Ha4aeT, 4To NOpT A0/IKEH ObITb HEMeAIeHHO yaaneH u3
rpynnbl IGMP nocne nonyyeHuns coobuieHmsa IGMP leave.

- host-based — mexaHn3m fast-leave cpabatbiBaeT TONIbKO B TOM
Cnyyae, Korga BCe MOAK/IIOYEHHbIEe K JaHHOMY MOPTY MOAb30Ba-
TeNn OTNMCANNC OT rPyNnMbl (CYETYMK NONb30BaTENEN BEAETCA Ha
ocHoBaHuK Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTKkAtounTb Npouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKntounTtb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwm
BKNOYEHUM 3TOW OYHKLUMW KOMMyTaTop Ha npuwegwue IGMP
query byaeT oTBeyaTb OT cBoero umeHu. KnmeHtckmne IGMP report
npv 3Tom oTbpacbiBatoTCA.

- version — yctaHaBnumBaeT Bepcuto IGMP ana oTnpaBKu nakeTos.
Mo ymonyaHuio Bepcma onpegenaeTca No npulleemy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpeageneHHom VLAN.

ip igmp snooping vlan vian_id
€os cos

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBuBaeT 3HadeHne CoS Ana UCXoaawmx B nopT
mrouter IGMP-coobLeHunit B ykazaHHon VLAN.
-vlan_id — waeHTuduKaumoHHbIn Homep VLAN;

- €0S — Kfacc 0bCayKMBaHMA.

YcTaHaBnMBaeT 3HaueHue CoS ansa Ucxoaamx B NopT mrouter
IGMP-coobuweHunit B ykazaHHoM VLAN paBHbIM HY/HO.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypaumm VLAN:
console (config-if) #

Tabnnua 154 — KomaHabl perkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBAET 3HaYeHUe ycTonumnsoctm gns IGMP.
Ecnv Ha KaHane HabaogaeTcs noteps AaHHbIX, 3HAaYEHMe YCTOM-
YMBOCTU LO/IKHO BbITb YBENYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBAMBaEeT TalimayT, N0 KOTOPOMY cucTema OTnpaBAaseT oc-
HOBHble 3aNpPOoCbl BCEM Y4YaCTHMKaM rpynmbl MHOrOaApecHow ne-
pefayu Ana NPOBEPKMU UX aKTUBHOCTY.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHOe BpeMsa OTBeTa Ha 3anpoc.

no ip igmp YcTaHaBMBaET 3HaYEHWE N0 YMOMYAHMIO.
query-max-response-time
ip igmp YCTaHaBAMBAET KOIMYECTBO 3aMNpOoCoB, NOC/E PACChIIKM KOTOPbIX,

last-member-query-count

count: (1..7)/3HaueHne

KOMMYTaTOp ONpeaenifeT, YTO Ha AAHHOM MOPTY HET Kenarowmx

count nepemeHHoM y4acTBOBATb B MHOTrOaApeCcHOM paccbliike.
no ip igmp robustness YcTaHaBAMBaEeT 3HAYEHUE N0 YMOSYAHUIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTepPBaA 3anpoca AN NOCAeAHEro y4acTHUKaA.
last-member-query-interval .

e milliseconds:
milliseconds

— (100..25500)/1000 mc

no ip igmp YcTaHaBMBAET 3HAYEHUE MO YMOIYAHUIO.

last-member-query-interval

ip igmp version version YcTaHOBUTb Bepcuto npoTtokona IGMP.

version: (1-3)/3

no ip |gmp version YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeinca:
console (config-if) #

Tabnnua 155 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN ansa nHtepdeiica B pexxmme «access».

| Dns paboTbl AaHHOU PYHKLMM TpebyeTca BKAKOYe-
vlan_id: (1..4094) - Hue ip igmp snooping He ToNbKO rno6anbHO U B
Multicast VLAN, Ho u B KaneHTckux VLAN.

no switchport access mul-
ticast-tv vlan

BbikntoyaeT nepeHanpasneHue IGMP-3anpocoB ¢ KNMEHTCKUX
Vlan B Multicast Vlan gna nntepdeiica B pexnme «access».

2 2 2 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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switchport trunk multicast-
tv vlan vian_id [tagged]

vlan_id: (1..4094)

no switchport trunk mul-
ticast-tv vlan

BkntoyaeT nepeHanpasaeHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX aBnseTca nopt, B Multicast VLAN gns
MHTepodeiica B pexkume «trunk». Multicast-Tpaduk nepepna-
€TCs Ha NOPT HETErMpPOBaAHHbLIM U TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT napameTpa tagged. NMapameTp tagged yKka3biBaeT Ha
TO, YTo Multicast-TpadumK foNKEH OTNPABAATLCA B MOPT TEMU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. TMopT WCKAYaeTca M3 rpynn MHOroafpecHoi pac-
cblnikm B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

vlan_id: (1..4094)

no switchport general mul-
ticast-tv vlan

Bkntoyaet nepeHanpasneHue IGMP-3anpocos wu3 VLAN,
YYaCTHUKOM KOTOpbIX ABAfeTcA nopt, B Multicast VLAN ana
nHTepderica B pexxume «general». Multicast-Tpaduk nepega-
€TCA Ha NOPT HETErMPOBAHHbLIM W/IM TEFTMPOBAHHbIM B 3aBUCK-
MOCTU OT NapameTpa tagged. MapameTp tagged ykasbiBaeT Ha
7o, YyTo Multicast-Tpaduk fonKeH oTNPaBAATLCA B NOPT TErK-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. TMopT WCKAYaeTca M3 rpynn MHOroafApecHoi pac-
cblikm B Multicast VLAN.

KomaHOowbl pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MOb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 156 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

KomaHda

Aeiicmeue

show ip igmp snooping

mrouter [interface vian_id] vlan_id: (1..4094)

Moka3sbiBaeT MHPopmauuio 06 U3y4yeHHbIX MHOroaApPecHbIX
MapLIpyT13aTopax B yKasaHHol rpynne VLAN.

show ip igmp snooping

interface vian_id vian_id: (1..4094)

MNokasbiaeT MHopmauuto IGMP-snooping ansa AaHHOTO UHTEp-
deiica.

show ip igmp snooping groups
[vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOpPMaLMio 06 N3yYEHHbIX MHOTOAAPECHbIX rpyn-
nax, y4acTBYHOLIMX B TPYNMNOBOI paccbiKe.

show ip igmp snooping cpe

vlans [vlan vian_id] vlan_id: (1..4094)

MokasbiBaeT Tabauuy cootseTcTBUi mexay VLAN obopyaosa-
HUA, YCTaHOBAEHHOro y nonb3osaTend, u VLAN ana tenesewa-
HUA.

[Mpumepbl 8bINOAHEHUA KOMAHO

Bkntountb pyHKUMio IGMP snooping Ha KommyTaTope. Ons VLAN 6 paspelwmnTb aBToOMaTMyYecKkoe pac-
NMo3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOFO3A4pEeCHble MapLLPYTU3aTopbl. YBENYUTb 3Ha-
YyeHue yCTOMUYMBOCTM A0 4. YCTaHOBUTb MAaKCMMAJIbHOE Bpems OTBETa Ha 3anpoc — 15 cekyHA.

console# configure
console
console

console
console

(config) # ip igmp snooping

(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

(

(

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

223

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

5.17.2 lMpasuna 2pynnoseoii adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHasHayeH AAA 33afaHWA NpaBuA FPynnoBoOi aapecauym B CeTU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHpurypaumm nHtepdeiica VLAN:
console (config-if)#

Tabanua 157 — KomaHab! perkmuma KoHourypaumm nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva4-src-group}

no bridge multicast mode

-/mac-group

3apaeT permMm rpynnoson nepefayn AaHHbIX.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHasA Ha VLAN un
MAC-agpecax;

- ipv4-group — MHOroagpecHasn nepezada c TMnom ¢puabTpauun, oc-
HoBaHHbIM Ha VLAN u agpece npueMHunKa B popmare |Pv4;

- ip-src-group — MHOroagpecHaa nepegaya ¢ TMNOM GuUAbTPaUUK,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare I1Pv4.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

bridge multicast address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

LOobasnsaet rpynnosoit MAC-aapec B Tabauuy rpynnoeoit agpeca-
LU U cTaTUYECKK Ao6aBAAET UK yaanseT uHtepdeincol U3 rpynnbl.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHOM paccbinku;

- add — go6asnseT cTaTuyeckyto nognucky K rpynnosomy MAC-ag-
pecy AnanasoHa Ethernet-nopToB Mau rpynn nopTos.

- remove — yfansaeT CTaTMYecKylo NoANUCKyY K rpynnosomy MAC-ag-
pecy.

MepeuncneHme nHTepdEcoB OCYLLECTBASETCS YEPE3 «—» U «,»

Yaansaet rpynnosoit MAC-agpec n3 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NoOAK/IOYEHWE HAaCTpauBaemoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHOM paccbinku;

- add — go6asneHune nopta/NMOPTOB B CNCOK 3aMpeLLEHHbIX;

- remove — yaneHue nopTa/nopToB U3 CNUCKa 3anpeLLeHHbIX. Me-
peuncneHne MHTepGeCcoB OCYLLECTBAAETCA YEPE3 «—» U «,»

Ypanaet 3anpeuwatoee npasuao ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonuyaHutio
nepefaya Bcex
MHOF0aZpecHbIX
NMaKkeToB 3anpelLLeHa.

PaspeluaeT nepeaayy Bcex MHOroaApecHbIX NakeToB Ha NOPTY.

- add — fob6aenaet nopTbl/06begUHEHHbIE MOPTbI B CMIUCOK NOPTOB,
[NA KOTOPbIX paspelleHa nepeaaya BCEX MPYNnoBbiX NAKETOB;

- remove — y6upaert rpynny noptos/o6besMHEHHbIX NOPTOB W3 pas-
peluatoLero npasua.

MepeuncneHne nHTepdeNcoB OCYLLECTBAAETCA Yepes «—» U «,».

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

2 2 4 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHuio noptam
He 3anpeLeHo
AVHAMMUYECKU

NPUCOeANHATLCA K
MHOroaapecHom
rpynne.

3anpelyaeT NOpTy ANMHAMMUYECKU [06aBAATLCA K MHOTOaApecHoM
rpynne.

- add — nob6aenser nopTtbl/06beAUHEHHbIE NOPTbI B CMUCOK NOPTOB,
AN KOTOPbIX 3anpeLLeHa nepesaya BCeX rpynrnoBbIX NAKeToB.;

- remove — y6upaeT rpynny noptos/06beAMHEHHbIX NOPTOB U3 3a-
npeLatoLLLero npasunia.

MepeuncneHve nHTepdENcoB OCYLLECTBAAETCS YEPES K—N» U &, ».

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyer IP-agpec B Tabauue rpynnosoi agpecaumm v ctatu-
yecku gobasnset/ypanaeT uHtepdelicsl U3 rpynnbi.

- ip_multicast_address — rpynnosoii IP-aapec;

- add — gobasnseT NopThbI K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPEncoB OCYLLLECTBNAETCA HYEPES «—» U &, .

Ypanaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NopTy AMHAMMUYECKM 006aBAATLCA K MHOTOaApecHoM

rpynne.

- ip_multicast_address — rpynnosoti IP-agpec;

- add — go6asneHmne NopTa/NOPTOB K CMUCKY 3aMNpeLLeHHbIX;

- remove — yaaneHne nopTa/NopToB U3 CANCKA 3anpeLLeHHbIX.

MepeuncieHne MHTEPdENCOB OCYLLLECTBAAETCA YEPES «—» U «,»
Mpexpge uyem onpeaenuTb 3anpellieHHble NopThl,
rpynnbl MHOroagpecHoM PaccbiIKU A0/IXKHbI 6bITb 3ape-
rMCTPUPOBaHbI.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaET COOTBETCTBME MeXAy IP-aapecom nosnb3osatens u
rpynnoBbIM agpecom B Tabavue rpynnoBoi agpecauuu, u ctatnye-
cKM pobasnset/yaanaer uHTepdencol U3 rpynnoi.

- ip_address — vncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — go6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4anunTb NOpTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcraHaBavBaeT 3anper Ha pobassieHne/yaaneHne COOTBETCTBUA
mexay IP-agpecom nonb3oBaTens M rpynnoBbiM agpecom B Tab-
ue rpynnoBoi agpecauun 4aa onpegeneHHoro nopra.

- ip_address — ucxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha gobasneHue nopta B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaseHue nopra U3 rpynnbl ucxogHoro IP-
aapeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3ajaeT pexuMm rpynnoBoi nepefayu AaHHbIX ana IPv6-naketos
MHOr0aZpecHON PacCbIIKM.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN n
MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNIOM GuabTPaLMK, oc-
HOBaHHbIM Ha VLAN u agpece npueMHuKa B popmare |Pv6;

- ip-src-group — MHOroagpecHaa nepegaya ¢ TMNOM GUAbTPaLUK,
ocHOBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare IPv6.

YcTaHaBAMBaET 3Ha4YeHue no YMONYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyert rpynnosoi IPv6-agpec B Tabnuvue rpynnosoii agpe-
caumu, v cTaTuyecku aobasnset/yaanset uHtepdeicol U3 rpynnbl.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT NopThbI K rpynne;

- remove — yaanseT NopTbl U3 rpynmnbl.

MepeuncneHne NHTePHENCOB OCYLLECTBAACTCA YEPEe3 «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLaeT NoAK/IYEHME HAaCTPanBaemoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — go6asneHne nopTa/NMOPTOB B CNMCOK 3aMpeLLEHHbIX;

- remove — yaasnieHune nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
MepeuncneHve nHTepdEncoB OCYLLECTBASETCS YEPES K—» U &,»

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAuBaeT cooTeeTcTBMe mexKay IPvb-aapecom nonb3oBatens
M rpynnoBbiM agpecom B Tabauue rpynnoBoi agpecaumu, u ctatu-
yecku fobasnset/yaanaet nHtepoeicol U3 rpynnb.

- ipv6_address — vcxoaHbiv IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuUTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yaaanTb NOPTbI U3 rPynnbl UCxogHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBnAvBaeT 3anpeT Ha gobasneHue/yaaneHue cCOOTBETCTBUA
mexay IPv6-anpecom nonb3oBaTens u rpynnoBbiM agpecom B Tab-
NLLe rpynroBoii agpecaumnn s onpeaeseHHoro nopra.

- ipv6_address — ucxoaHbint IPv6-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpert Ha go6aBneHue nopta B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha yAaneHue nopTa U3 rpynmnbl UcxofHoro IPv6-
afpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.
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KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabanuya 158 — KomaHab! perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaB/MBaeT NpasuiIo Nepesayn NakeToB C HE3apPerncTpupo-
BaHHbIX rPyNnoBbIX afPecos.

- forwarding — nepegaBaTb He3aperncTpUpoBaHHble MHOroas-
pecHble NaKeTbl;

- filtering — punnbTPOBaTL HE3apPErNCTPUPOBAHHbBIE MHOTOaAPEC-
Hble NaKeTbl.

YcTaHaBAMBaEeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabanua 159 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNIOYEHO

BK/itoYaeT puAbTPaALMIO FPYNMNOBbLIX a4 PEecoB.

OTKAOYaeT GUALTPALMIO FPYNMOBbIX a4PECOB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3apaeT Bpems xpaHeHua MAC-agpeca B Tabavue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OYEHO

Bkntountb nsydyeHne MAC-agpecos B gaHHom VLAN.

OTKNOUMTL M3yyeHne MAC-agpecos B saHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port:
(1..8/0/1..32);
group: (1..128)

[ob6asnaeT ucxoaHbvli MAC-agpec B Tabnumuy rpynnosol agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHblii MAC-aapec MOXHO YA4aAnTb TObKO C
nomoLbo KomaHabl no bridge address;

- delete-on-reset — fgaHHbLIN agpec yaanutca nocne nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIM agpec yAanuTCAa TOMIbKO C MNOMOLLbIO KO-
MmaHgpl no bridge address nnv nocne Bo3spalleHus nopTa B pe-
MM 06yyeHusn (no port security).

Yaanser MAC-agpec u3 Tabanupl rpynnoBon agpecaunu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic sap |
lic-snap pid ] {discard | bridge}

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpegaenseT aeicreme AnA NAaKETOB MHOr0aAPECHOMN PacChbiNKK
C 3ape3epBMPOBAHHOIO aapeca.

- mac_multicast_address — rpynnosont MAC-agpec;

- ethtype — Tvn naketa Ethernet v2;

- sap —T1n naketa LLC;

- pid —™1n naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepeaatoTca B pexkmme bridge.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

YcTaHaBAnBaeT 3HaYeHWe No YMOHAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 160 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypanset craTMyeckne/guMHammuyeckme 3anucu M3 Tabauupl
rpynnoBow agpecaumm.

- dynamic — yaaneHve guHamMnUYecKunx 3anucei;

- secure — yaaseHne CTaTUYeCKuUX 3anucen.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnunua 161 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sbliBaeT Tabanuy MAC-afpecoB Ans yKkasaHHOro nHtepdelica
nmMbo Bcex HTepdencos.

- dynamic — npocmoTp TONIbKO AMHAMUYECKUX 3anucen;

- static — npocMOTp TO/IbKO CTaTUYECKUX 3anucei;

- secure — NPOCMOTP TO/IbKO 6e3onacHbIX 3anuncei;

- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTso 3anucelt B Tabavue MAC-agpecos ans
YKa3aHHOro nHTepderica nmbo ansa scex MHTepdencos.
- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

2 2 8 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
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show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabmLy rpynnoBbIX agpecos AN YKa3aHHOro UHTep-
deiica nnbo scex nHTepdericos VLAN (KomaHAaa AOCTYMHA TObKO
O1A NPUBUNETMPOBAHHOIO NO/Nb30BaTENA).

- vlan_id — vaeHTndUKaumMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address]
[source ipv4 _source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT TabanLy CTaTUYECKMX FPynMnoBbIX aApPecoB ANA YKa-
3aHHOro UHTepdelica NMbo Bcex nHTepdelicos VLAN.
-vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-aapec;

- ipv6_multicast_address — rpynnosoti IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all - npocmoTp nonHoM Tabanupl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MokasbiBaeT KoHoUrypaumio ¢uabTpa rpynmnosbIX aapecos As
yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT KoHdurypaumto dunbTpa ANA He3aperncTpuposaH-
HbIX rPyMMnoBbIX af4pecos.

show bridge multicast mode
[vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBaET PeXUM rpynnoBoi ajpecaumy oA YKasaHHOro UH-
Tepdelica nnbo scex nHTepoeiicos VLAN.
- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

show bridge multicast
reserved-addresses

Oto6parkaeT npaswaa, yCTaHOB/IEHHbIE 4/1A TPYNMOBbIX 3apesep-
BMPOBAHHbIX aA4PECOB.

[pumepbl 8b1M0AHEHUS KOMAHO

BKAOUNTL GpUABTPALMIO TPYNMOBbIX aAPEecoB KOMMyTaTopoM. 3a4aTb Bpems xpaHeHus MAC-agpeca 400
CeKyHA, paspelnTb nepeaady He3aperucTpupoBaHHbIX MHOTOaAPECHbIX NakeToB Ha 11 NopTy KommyTa-

Topa.

console # configure

console (config)
console (confiqg)
console (confiqg)

console (config-if)

# mac address-table aging-time 400
# bridge multicast filtering
# interface tengigabitethernet 1/0/11

# bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

1 224-239.13012.2.3
19 224-239.13012.2.8

type Ports
dynamic te0/1, tel/2
static te0/1-8
dynamic te0/9-11

Forbidden ports for multicast addresses:

te0/8
te0/8

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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5.17.3 MLD Snooping — npomoKosa KOHMponAa MHo2o0adpecHo20 mpadguka e IPve

MLD Snooping — MexaHM3M MHOroagpecHom coobuieHui,

MWHUMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

pPaccbisiKK NO3BO/IAIOLLUN

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 162 — KomaHabl rnobanbHOro pexnma KoHurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/IOYEHO

Bkntouyaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoi IPv6-aapec B Tabsiuvue rpynnosoi agpe-
caumu U ctaTvyeckn pobasnset/yganaet uHtepdeiicsl U3 rpynnbl
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MepeuncneHne HTephENcoB OCYLLECTBAAETCA YEPEes «—» U «,».

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnaeT npasuno, 3anpeLLatolliee NopTaM 13 CrUCKa PerncrTpm-
poBaTbcA Kak MLD-mrouter.

Yaansaet npasuno, 3anpeluatolLee noptam M3 CNncKa perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKNIOYEHO

M3y4yaTb nopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NOAKAOYEHHbIe K mrouter no MLD-query-nake-
Tam.

2 3 0 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
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ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obaBnseT cnMcok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIK/NOYEHO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha Tekyluen
VLAN.

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIK/IIOYEHO

BkntouaeT noaaepiKKy BblAaum 3anpocos igmp-query.

OTKAKOYaET NOALEPHKKY BblAAUM 3aNpoCoB igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-

gelica epynnsl nopmos, uHmepgeuca VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica

rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #

Tabnuvua 163 — KomaHapl pexxnuma KoHourypaumm nHtepodeiica (gumanasoHa nntepdeiicos) Ethernet, nHtep-
denca rpynnbl nopTtos, nHTepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MWUIINCEKYHA,

3agaeT MaKCMMasbHYI0 3aflepXKKy OTBeTa MOC/efdHEero 4jieHa
rpynnbl, KOTOpaAa UCNOab3yeTcA ANA BblHUCNEHUA KOOA MaAKCU-
MasibHOM 3a4epKKn oTeeTa (Max Response Code).

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3Hauenne
nepemeHHowm
robustness

YcTaHaB/MBaeT KOIMYECTBO 3anNpOCOB, MOC/AE PACCbIIKM KOTOPbIX,
KOMMYTaTOp ONpeaenseT, YTO Ha AAaHHOM MOPTY HET KenatoLwmx
y4acTBOBaTb B MHOTrOaZAPECHOM paccbliKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipvé mld query-interval value

no ipv6 mid query-interval

value: (30..18000)/125
CeKyH[,

3afaeT MHTepPBan PacCbiIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3apaer MaKCUMaNbHYO 3a4EPKKY OTBETA, KOTOpPaA NCNOJIb3yeTcA
anAa BblYMCNEHMI KO4a MaKcMMmanbHoM 3a4epXKKU OoTBeTa.

no ipv6 mid CeRYHA BoccTaHaB/IMBaAET 3HaYeHWe Mo YMONYAHUIO.
guery-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HayeHMe KoadpPpuumeHTa OTKa3oyCTOMUYMBOCTY.
Ecnu Ha KaHane HabnogaeTca NoTeps AaHHbIX, KO3PDULMEHT OT-
value: (1..7)/2

no ipv6 mld robustness

Ka30yCTOﬁHMBOCTM AO0N1XKeH 6bITb yBeNnn4eH.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHUIO.

ipvé mld version version

no ipvé mid version

version: (1..2)/2

YcTaHaB/MBaeT BEPCUIO NPOTOKOA, AEWACTBYIOWYIO Ha AaHHOM
MHTepodeiice.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 164 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id] [address
ibv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OT0b6parkaeT MHGOPMALMIO O 3apPerncTPUPOBaHHBIX Fpynnax B co-
OTBETCTBMM C 3af,@aHHbIMUN B KOMaHe napameTpamu GuabTpaLmu.
- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHUKA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

Otobparkaet nHdopmaumto o KoHbdurypauum MLD-snooping ans
naHHol VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6parkaeT MHGOPMaLMIO 0 mrouter-nopTax.

5.17.4 ®dyHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotcs gna yaAobHOM HACTPOMKM OrpaHMuYeHus
NPOCMOTpPA OnpeAeneHHbIX FPynn MHOroaApecHOM PacchIIKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnuua 165 — KomaHabl pexknma rnobanbHoN KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CYMBO/I0B

Mepexon, B pexxum KoHdurypaumm multicast-npoduna.

YaanuTb yKasaHHbIi multicast-npodpunb.
Multicast-npodunb moxkeT 6bITb yaaneH TONbKO No-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTtopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum multicast-npoduna:

console (config-mc-profile) #

Tabnnua 166 — KomaHabl pexkmuma KoHourypauum multicast-npoduna

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIn mul-
ticast-agpec;
high_ip: BaangHbin mul-

3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypanaetr cooTBeTcTBME Npoduns ykasaHHOMY AmanasoHy |IPv4

[high_ip] ticast-appec multicast-agpecos.
match ipvé low_ipv6 3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPve mul-
[high_ipv6] ticast-agpecos.
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no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbiii IPv6
multicast-agpec;

high_ipv6: BanngHbiii IPv6
multicast-agpec

YpanseT cooTBetcTBue npoduas ykasaHHOMY AmanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AManNasoHOB,
IGMP-report 6yayT nponyckaTbcs.

B cnyyae HecooTBETCTBMSA OAHOMY M3 3a[aHHbIX A4ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHduUrypauumn nHtepdeiica:

console (config-if)#

Tabnnua 167 — KomaHabl perkuma KoHourypaumm nHtepdelica (amanasoHa nHtepodeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHMuYMBaeT KOAMYECTBO OA4HOBPEMEHHO MpOCMaTpuBae-
MbIx multicast-rpynn ana nHtepoeiica.

CHMMaeT orpaHMYeHne Ha KOANYecTBO OAHOBPEMEHHO Mpo-
CMaTpUBaeMbIX rpynn ana nHtepdeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CUMBO/I0B

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K HTepdelicy.

Ypanaetr cootBercTBue multicast-npodumna (eBcex multicast-
npoduneit) nHTepdeicy.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 168 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show multicast snooping
groups count

OTo6paskaeT MHGOPMALMIO ANA BCEX MOPTOB O TEKYLLEM KO-
NNYecTBe 3aperMcTPMpPOBaHHbIX FPYNM, a TakKe MaKcumasb-
HOe BO3MOXHOE KONYecTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
C“MBO/I0B

OTobparkaeT nHpopmaumio o multicast-npodunax, Kotopbie
6bINN CKOHOUIYPUPOBAHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocos IGMP

[JaHHbIV MexaHW3M NO3BOIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. Ana obecneyeHns HadeXHOCTU U pacrnpefieNeHUs Harpyskm MOKET UCNo/b30BaTbCA
HeckonbKo RADIUS-cepsepoB. Bbibop cepBepa Ans OTNpaBKM 0O4YepeaHOro 3anpoca aBTopU3aLuu
NPOUCXOAMUT CNyYaiHbIM 0bpasom. Ecim cepsep He 0TBETMA, OH NOMEYaeTcA Kak BpeMeHHO Hepabounit, u
nepectaeT y4yacTBOBaTb B MeXaHM3Me ofnpoca Ha onpefesieHHbI nepuoj, a 3anpoc OTCbINAeTcs Ha

cnepyrowmin cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPaHATCA B K3W-NaMATM KOMMYyTaTopa B TedyeHue
3aZ.aHHOro NepMoaa BpemeHu. ITo NO3BOAAET YCKOPUTL MOBTOPHYIO 06paboTKy IGMP-3anpocos.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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MapameTpbl aBTOpPM3aLMKM BKAKOYAIOT B CebA:

=  MAC-agpec KNIMEHTCKOrO YCTPOMCTBA;
=  WpeHTndUKaTop nopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

= PelweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:
console (config) #

Tabnnuya 169 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHums

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YcTaHaBAMBaeT BPEMSA KM3HM B Kawe. Ecan 3HayeHue
tion cache-timeout timeout PaBHO HY/t0 — OTCYET BPEMEHM }KMU3HM OTKIOYEH (3anucb

timeout: (0..10000) He yaanaeTca co BpemeHem).

— . " MnH/0
no ip igmp snooping authori-

. . YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexmnma KoHOUIYpUpoBaHUA nHTepdelica:
console (config-if) #

Tabnunua 170 — KomaHabl pexkuma KoHourypmuposaHus nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4YaHuro
multicast snooping Bkntouaet astopusaumto yepes RADIUS-cepsep. Ecam
authorization radius YKasaH napameTp required, To B cnydyae HegoOCTYMHOCTU
[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKNIOYEHO B npotusHom cnyyae IGMP-3anpoc 6yaetr obpaboTaH

JaX<e npu OTCYTCTBMM OTBETA CepBepa.

no multicast snooping OTK/ItoYEeHMe aBTOpM3aLUM.
authorization

BkntoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
Ha nopty ao oteeta RADIUS-cepsepa. Mo noayvyeHuun
OTBETa OT CepBepa B C/yyae MOJIOKUTENIbHOrO OTBeTa
nognucka octaeTca, B C/ly4yae OTPULATENbHOMO —

multicast snooping
authorization forwarding-first

-/oTKNKOYeHO YAanAeTca, eCv AONONHNUTENbHO HAacTpoeHa GYHKUMA ip
igmp snooping immediate-leave.
no multicast snooping
authorization forwarding-first BoccTaHaBNMBaeT 3HaueHMe Mo YMOYaHUIO.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYMHbI TOABKO 418 NPUBUAETMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 171 — KomaHap! pexkmuma EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
110 yMOAYAHUIO

show ip igmp snooping au- OTOb6parkaeT cofepRmMmoe Kala aBTopusauumn IGMP.
thorization-cache Ecnu B KOmaHAe yKasaH UHTepdeic — To oTobparkatoTea
[interface gigabitethernet gi_port: (1..8/0/1..48); TONIbKO Te rpynnbl, KOTOpble 3aperucTpupoBaHbl Ha
?;_;;c;z |I tengigabitethernet te.port: (1..8/0/1..4); yKa3aHHOM nHTepdelice.

tv;entyfivegigabitethernet twe_port: (1..8/0/1..120);

twe. port | hu_port: (1..8/0/1..32)

hundredgigabitethernet

hu_port ]

clear ip igmp snooping au- OuunLaeT KL aBTopU3aLLUM.

thorization-cache Ecnv B KomaHAe yKasaH WHTepdelic — Kaw-3anucu

OUMLLAIOTCA ANA YKa3aHHOro HTepdeiica.
Ecnun nHtepdeic He yKaszaH — K3l 0YMLLAETCS MOIHOCTbHO.

[interface gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);

te_port |

= . twe_port: (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32)
twe_port |
hundredgigabitethernet
hu_port]

5.18 MapuwpyTt1usauma mHoroagpecHoro tpadpumka

5.18.1 NMpomokon PIM

PIM — npoToKoa MHOroaapecHoM mapLpyTmsauum gns IP-cetei, co3gaHHbIN ana peweHnsa npobnem
rpynnoBon mapLipytmsaumu. PIM 6a3mpyeTca Ha TPaAMUMOHHbBIX MapLUPYTHbLIX NPOTOKOAaxX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, 4ytobbl co3gaBaTb COBCTBEHHYIO ceTeByl Tonosoruio. PIM
ucnosbdyet unicast-tabavuy MapwpytMsaumm ana nposepkn RPF. 3Ta nposepka BbINosHAETCS
MapLLpyTU3aTopamu, 4Tobbl yoeamTbes, YTo nepesadya MHOroaApecHoro TpaduKa BbIMOAHAETCA NO NyTH
6e3 netenb.

V PIM B VRF peanusosaH ana IPv4.

RP (rendezvous point) — Touyka paHAEeBY, Ha KOTOpPOW O6yayT PerncTpuMpoBaTbCA MCTOYHWUKM
MHOTroaApecHbIX MOTOKOB 1 CO3AaBaTbh MapLLpPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHgmaaTax, opmMUpoBaHUN CNMCKa
RP pna Kakgool MHOroaZpecHoM rpynnbl M OTMPaBKa CNMCKA B npegenax gomeHa. KoHdurypaums
MHOroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUrypaumm:

console (config) #
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Tabnunua 172 — KomaHabl perknuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ip multicast-routing pim [ vrf
vrf_name]

no ip multicast-routing pim [
vrf vrf_name]

-/To ymon4aHuio
DYHKLMSA BbIKNOYEHa;
vrf_name: (1..32)
cumBona

BKAOUMTL MHOroagpecHyo mapLlpyTnsaumio, npotokon PIM Ha
BCeX MHTepdeicax.
- vrf_name — vma BMpTyanbHOW 0BnacTv mapLipyTM3aumm.

OTKAIOYUTb MHOFOAAPECHYO0 MapLIPYyTU3aLnio u npotokon PIM.
-vrf_name — umsa BUpPTYanbHOI 061aCTU MapLIPYTU3ALMMK.

ipv6 multicast-routing pim

no ipvé multicast-routing pim

-/To ymon4aHuio
dYHKUMA BbIKOYEHA

Bkntountb ana IPvé mHOroagpecHyro mapLupyTnsaumio, NpOTOKON
PIM Ha Bcex uHTepdericax.

OTKAOYNTL AN IPv6 MHOroagpecHyo MapLipyT13aumio U NpoTo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num] [ vrf vrf_name]

no ip pim bsr-candidate [ vrf
vrf_name]

mask: (8..32)/30;
priority_num:
(0..192)/0;
vrf_name: (1..32)
cumBona

YKas3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTeT;

- vrf_name — umsa BUpTYyanbHO 061acTU MapLupyTU3aLmm.

OTKAKOYEHWEe f4aHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ipv6_address — BanngHbivi IPv6-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTeT.

OTKAKOYEHMEe 4aHHOro NapameTpa.

ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

BKNOUMTL MapLIpyTM3aLMIO 3aaHHOTO AMana3oHa My/bTUKacT-
HbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHoroaapecHasn noacetb;
- default — onpegenser ananasoH 8 224.0.1.0/24.
V KomaHAy MOXHO BBeCTU HeCKO/IbKO pas, 3aAaB He-

CKO/IbKO AWanasoHoB.
OTKNOUUTL AaHHbIN NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

vrf_name: (1..32)

Co3pgaHue ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
MOKHO YKa3aTb MHOrOaZpecHyto NoaceTb Ana AaHHoMU RP.

- unicast_addr — IP-agpec;

- multicast_subnet — MHOroagpecHas NoAceTb;

- vrf_name — nmsa BUpTYyanbHOI 061acTn MmapLupyTnsaumm.

[interval secs] [ vrf vrf_name]

no ip pim rp-candidate
unicast_address [ vrf vif_name]

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA;
vrf_name: (1..32)
cMmBoOsIa

no ip pim rp-address cumeona YpaneHue ctatuyecko RP unv yaaneHve RP ansa ykasaHHoM noa-
unicast_address ceTu.
[multicast_subnet] [ vrf
vrf_name]
ipv6 pim rp-address CospaHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
ipv6_unicast_address MOKHO YKa3aTb MHOTOaZpecHyto NoaceTb Aas aaHHoM RP.
[ipv6_multicast_subnet] - ipv6_unicast_addr — IPv6-agpec;

- - ipv6_multicast_subnet — mHoroagpecHas noaceTb.
no ipv6 pim rp-address YpaneHue ctatuyeckoli RP unu yaanenue RP ans ykasaHHoM nog-
ibv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate CospaHue KaHauaata ana Rendezvous Point (RP)
unicast_address [group-list acc_list: (0..32) - unicast_addr — IP-agpec;
acc_list] [priority priority] cMmBONa - acc_list — cnucok mHoroagpecHbix npeduKcos, 3afaBaemblii ¢

nomolupto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KaHAMAATa;

- secs — nepvog oTNpPaBKM COObLWEeHUI;

- vrf_name — umsa BUPTYaNbHOI 061aCTU MapLUPyTU3ALLMM.

OTKNtOYeHMe AaHHOTo napameTtpa.
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ipv6 pim rp-candidate CospaHue KaHauaata ana Rendezvous Point (RP)
ipv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;
. . - acc_list: (0..32) . .
[group-list acc_list] [priority - acc_list — cnMCOK MHOroaApecHbiXx NpedrKcoB, 3a4aBaemblil C
. cumBoNna
priority] [interval secs] L nomoupto ctaHaapTHoro ACL;
priority: (0..192)/192; . .
- priority — NPUOPUTETHOCTb KAaHANAATA;
secs: (1..16383)/60 N
- secs — nepuog, oTNpPaBKK COOBLLEHUN.
- : - CeKyHA,
no ipv6 pim rp-candidate OTK/NlOYEeHWe AaHHOTo NapameTpa.
ipv6_unicast_address
ip pim ssm {range YKa3aTb MHOroapecHyto noaceTb
multicast_subnet | default} [ - range — yka3aTb MHOToaApecHyto NoAceTb;
vrf vrf_name] - multicast_subnet — mHOroagpecHasn noaceTb;
vrf_name: (1..32) - default — ykasatb ananason 8 232.0.0.0/8;
cumBoNna - vrf_name — umsa BUpTYanbHOI 061acT MapLupyTU3aLmK.
no ip pim ssm [range OTKNloYeHWe JaHHOro napameTpa.
multicast_subnet | default] [
vrf vrf_name]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyto noacertb
ipv6_multicast_subnet | - range — yKa3aTb MHOIoaApecHyto NoAaceTb;
default} - ipv6_multicast_subnet — mHOroagpecHasa NoAceTb;
- default — ykasatb ananason 8 FF3E::/32.
no ipv6 pim ssm [range OTKNOYEeHWE AaHHOTO NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKNOUUTL paclumpeHHbiit pyHKUMoHan rendezvous point (RP).
- - -/BKAtOYEHO " -
no ipv6 pim rp-embedded OTKNOUNUTB pacLlUMpeHHbI GyHKUMOHan rendezvous point (RP).
ip multicast multipath {group- BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B CTOPOHY AOCTYMHbIX
paths-num | group-next-hop} [ RP.
vrf vrf_name] - group-paths-num — metoz 6anaHCUMPOBKK, NPU KOTOPOM XeLl
bYHKUMSA, NOACYMTaHHANA Ha OCHOBE aJpeca rpynmbl, AeAUTCS No
moaynto Ha N, rae N — KoanyecTBo A0CTynHbIX RP.
BbllWweyKa3aHHbI meToa HeobXxoAnMM ANA KOPPEKTHOMU
l paboTbl 6anaHCUpPOBKMN npu WUCNO/Ib30BaHUMU
- EVPN/VXLAN. Ha npakTMKe OH NPUBOAMT K K CUHXPOHU-
-/BbIK/IIO4EHO; 3aumu» VTEP u BbiGopy oaHoro u Toro ke RP ana or-
vrf_name: (1..32) npasKu TpaduKa KOHKPETHOM rpynnbl.
cumBoNna
- group-next-hop — meToz 6anaHCMPOBKK, NPU KOTOPOM NoacyeT
xew GyHKUMKM BasupyeTcs Ha agpece rpynnbl U agpece next-hop.
Mo ymonuyaHuio B cnyyae Hanuuma B Tabanue mapLipyr-
! Tn3auum 6onee ogHoro mapuwpyTta go RP, PIM Join ot-
npasnsetca B cTopoHy PIM coceaa ¢ Hanbonbwumm IP.
- vrf_name — umaA BUpTYanbHOI 061acTU MapLupyTU3aLLMK.
no ip multicast multipath [ vrf YcTaHaBAMBaET 3HaYeHMe Mo YMONYAHMIO.
vrf_name]

KomaHObI pexcuma KoHguaypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

BuAa 3anpoca KOMaHAHOWM CTPOKMU:
console (config-if)#

Tabnunua 173 — KomaHabl pexkmma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi noptos

3HaveHue/ 3Ha4yeHue "
KomaHda / Aeilicmeue
no ymoa4YaHuro
ip (ipv6) pim BkntoyeHune PIM Ha uHTepodelice.
T - -/BKAtOYEHO -
no ip (ipv6) pim BbikntoueHume PIM Ha uHTepdeiice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHunii c MHTepdeiica.
— -/oTKAtO4EHO
no ip pim bsr-border OTKNtoYEeHMe JaHHOTo NapameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeta gaa sbibopa DR-poyTepa.
priority: - priority — npuopuTeT DR-poyTepa onpeaenstowmii, KTo 13 Kom-
(0..4294967294)/1 myTaTopoB cTaHeT DR-poytepom. KommyTtatop ¢ Hambonblumm
3HaveHuem ctaHeT DR-poyTepom.
Ethernet-kommymamopsi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 237
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HELTEX

no ip (ipv6) pim dr-priority

Bo3BpalaeT 3Ha4yeHne No YMOAYAHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec —nepwog, otnpasku hello-naketos.

Bo3BpalaeT 3Ha4yeHme No YMOIYAHMUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKasaTb MHTepBas, B Te4EHME KOTOPOrOo KOMMYTaTOp OTCblNaeT
join unm prune-coobueHuns.
- interval — nepvog, BpeMeHUn OTNPaBKM join, prune coobLeHUA.

no ip pim passive

- - CeKYHA,
no ip (ipv6) pim Bo3BpaluaeT 3Ha4YeHWe Mo YMOYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbrpauma sxoaawmx PIM-coobieHui.
acc_list acc_list: (0..32) - acc_list — cnucoKk appecos, Ha OCHOBE KOTOPbIX NPOU3BOAUTCA
cumBoNna dunbTpaums.
no ip (ipv6) pim neighbor-filter OTKNlOYEeHWe AaHHOro NapameTpa.
ip igmp static-group group- BKAOUNTL CTAaTUYECKMI 3anpoc multicast-rpynnbl Ha UHTep-
address [ sourse sourse_addr ] deiice.
- group_address — IP-appec rpynnbl;
- source_addr — IP-agpec UCTOYHMKa rpynnbl.
! Ha uHtepdeiice aonxeH 6biTb BKAKOYEH PIM.
no ip igmp static-group group- BbIKNHOUMTbL cTaTUYecKuiA 3anpoc multicast-rpynnbl.
address [ sourse sourse_addr ]
ip pim passive BKNIOUMTL NAaCCUBHBIN PEXUM Ha UHTepdence. ITOT MHTepdeNc
He bygeT oTNpaBAATb U NPUHMMaATL coobuieHua PIM oT apyrux
-/OTKNIOUEHO mapLlpyTusaTopos PIM. HacTpoiika H1KaK He BAUSEeT Ha cooblye-

Hua IGMP.

BbIKNHOYMTb MACCUBHbIN pexunm.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 174 — KomaHabl pexxknma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr] { vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OtobparkaeT akTMBHble RP, cBA3aHHble C MapLIpyTHOM nHGopMma-
umen.

- RP_addr — IP-apapec;

- vrf_name — ums B1pTyanbHO 061aCTU MapLUpPYTU3aLMK.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobparkaeT nHdopmaumio o PIM-coceanx.
- vrf_name — umsa BUpTYyanbHOI 061aCTU MapLUPYTU3aLMN.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group |
hundredgigabitethernet
hu_port | vlan vian_id |state-
on | state-off] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobparkaeT MHdopmaumio no PIM-uHTepoeicam:

- state-on — oTobparkaeT Bce MHTepdeiicol, rae BkAYeH PIM;

- state-off — oTo6parkaeT Bce nHTepdelicol, rae BoikatoueH PIM;
- vrf_name — ums BUpTYyanbHOI 061aCTU MapLUpPYTU3aLMN.

show ip (ipv6) pim group-map
[group_address] { vrf vrf_name

| all}

vrf_name:
(1..32) cumeona

OTob6parkaeT TabauLy NPUBA3KM MHOTOAAPECHBIX rpynn.
- group-address — agpec rpynnbi;
- vrf_name — ums BUpTYyanbHOI 061aCTU MapLLpPyTU3aLUN.
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HELTEX

show ip (ipv6) pim counters { vrf_name: OtobparkaeT cogepkMmoe PIM-cyeTunkos.

vrfvrf_name | all} (1..32) cumeona - vrf_name — ums BUpTyanbHOM 061acTU MapLpyTU3aLmm.
show ip (ipv6) pim bsr election vrf_name: Otobparkaet nudopmaumio o BSR.

{vrfvrf_name | all} (1..32) cumBona - vrf_name — ums BUpTyanbHOM 061acTU MapLpyTU3aLmm.
show ip (ipv6) pim bsr rp-cache vrf_name: OTobparkaeT MHPOPMALMIO O U3yYEHHbIX KaHauAaTax B RP.
{vrfvrf_name | all} (1..32) cumBona - vrf_name — ums BupTyanbHOM 061aCTM MapLLpPyTM3aUUu.

OTo6paskaeT cocToAHUE KaHanaaTos B RP.
- vrf_name — ums BupTyanbHOM 061aCTM MapLLpPyTM3aUuu.

show ip (ipv6) pim bsr

. vrf_name:
candidate-rp { vrf vrf_name | ~

(1..32) cumsona

all}
clear ip (ipv6) pim counters { vrf_name: O6HynseT PIM-cyeTumKku.
vrf vrf_name | all} (1..32) cumBona - vrf_name — ums BupTyanbHOM 061aCTM MapLLpyTM3aLmUu.

[Mpumep Ucnosnb308aHUA KOMAHO

basoBas HacTpoliika PIM SM c ctatnyeckum RP (1.1.1.1). NpeasaputenbHo A0MKeEH BbiTb HACTPOEH NpoTo-
KON MapLupyTUsaumu.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®yHkyusa PIM Snooping

®yHKumA PIM Snooping ncnonb3yeTca B ceTAX, r4e KOMMYTAaTOp UCNOHAET ponb L2-ycTpoictsa
mexay PIM-mapwpyTtusatopamm.

OcHoBHoOM 3agayelt PIM Snooping ABiaeTca npeaocTaBieHne MHOroagpecHoro TpadpuKka TosbKo
AN TeX MOPTOB, C KOTOPbIX 6blaM nosiydeH PIM Join, PIM Register.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabnnua 175 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue -
KomaHoa Aeilicmeue
Mo ymon4aHuio
ip pim snooping PaspewunTb ncnonbsosaHue ¢pyHKUMM PIM Snooping KommyTaTo-
—/BbIKOYEHO pom.
no ip pim snooping 3anpeTuTb UCNob3oBaHMe GpyHKLUUMU
ip pim snooping vlan PaspewunTtb ncnonbsosaHue ¢yHKumMmM PIM Snooping kKommyTaTo-
vlan_id pom Ans gaHHoro nHtepderica VLAN.
vlan_id: (1..4094) vlan_id — naeHTMPUKaUMOHHbI Homep VLAN.
no ip pim snooping vlan 3anpetuTb ucnonbsosaHune ¢yHKumMm PIM Snooping KommyTtaTo-
vlan_id pom Ans gaHHoro uHtepderica VLAN.
KomaHoel pexcuma EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#
Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 239
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SHELTEX
Tabnnua 176 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOMYAHUIO

KomaHoa

show ip pim snooping — MoKa3aTb 061y MHPOPMALMIO O HACTPOMKaAX.

show ip pim snooping vlan [MoKa3aTb CTAaTUCTUKY KOHTPOIA MHOT0aApecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id OaHHoM vlan.
show ip pim snooping groups — MoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX Fpynm.
sh ip pim snooping neighbors — MoKa3aTb CNMCOK 3aperncTpMpPOBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKkon 06HapyXKeHUA WCTOYHMKOB MHOFOagpecHolr paccblikn (MSDP) ucnonbsyetca ans
obmeHa MHbopmaument 06 nctoyHmnkax Multicast-tpadmka mexxkgy pasHbimu PIM-gomeHamm. MSDP-
coeanHeHMe 0bblYHO yCTaHaBAMBAETCA MexXay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkume rnobasibHoMN KoHdUrypaumm:
console (config) #

Tabnnua 177 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4YaHuro
router msdp BKAtounTb NnpoTokon MSDP 1 nepenTtn B peKMm ero KoH-
durypauymn.
no router msdp OcTtaHoBUTb NpoToKoa MSDP 1 yaanutb BCO €ro KOHpUry-
pauutio.

KomaHObI pexcuma KoHgu2ypayuu npomokosaa MSDP

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KoHpurypaumm npotokona MSDP:
console (config-msdp) #

Tabnuua 178 — KomaHapl pexkuma KoHpurypaumm npotokosa MSDP

3HaveHue/3Ha4eHue "
KomaHoa / Aeiicmeue
1o ymon4yaruro
connect-source ip_address HasHauutb IP-agpec, KoTopbli ByaeT MCNoib3oBaH B KayecTse
-/IP-agpec He Ha3HayeH | WCXOAALLero npu coegnHeHnn ¢ MSDP-nupom.
no connect-source YCTaHOBUTb 3Ha4YeHue no YMON4YaHUIO.
cache-sa-holdtime secs secs: (150..3600)/150 YCTaHOBUTb BpeMSA u3Hu SA-3anmcu B KaLle.
no cache-sa-holdtime CeK YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
holdtime secs YcTtaHoBuTb Talimep holdtime. Ecam B TeueHune atoro Bpe-
MeHW He byaeT npuHATo keepalive-coobueHne, To coeau-
secs: (3..150)/75 cek
HeHue ¢ coceflom cbpacbiBaeTcs.
no holdtime YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
keepalive secs YCTaHOBWUTbL MHTEpPBA/s Mexay oTnpaBkoi keepalive-
secs: (1..60)/30 cek Cco0ob6LLeHUNA.
no keepalive YCTaHOBUTb 3HAYEHWE NO YMOAYAHMUIO.
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HELTEX

originator-ip ip_address

no originator-ip

-/IP-agpec He Ha3HauyeH

HasHauuTb IP-agpec, ucnonbsyemblit B KauyecTBe agpeca RP
B MCXo4ALWMX coobuieHmax SA.

YCTaHOBUTb 3HaYeHME NO YMO/T4HaHULO.

peer ip_address

no peer ip_address

[o6aButb B KOHOUrypaumio MSDP-nMp 1 BONTK B peXUM
ero KoHdurypaumm.

Yaanutb MSDP-nup.

KomaHObI pexcuma KoHguaypauuu MSDP-nupa

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnnua 179 — KomaHab! pexmuma KoHpurypauum MSDP-nnpa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3Ha-
yeH

HasHauuTb IP-aspec, KoTopblit ByAeT MCNONb30BaH B KayecTse UC-
xogAawero npu coegmuHeHnmn ¢ MSDP-nupom.

YCTaHOBWUTb 3HaUEHME MO YMONYAHWIO.

description text

no description

text: (1..160) cumBona

3apaTb onncaHne MSDP-nupa.

Yaanntb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

[ob6asutb cocega k MESH-rpynne.

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter { in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb Npasuno uabTpaumm SA-coobLLEeHNI:

- permit — paspelatoLiee npasuao GuUabTPaLmm;

- deny — 3anpewatoLiee npasuao GuabTpaLmm;

- Sec_num — HOMep CeKLUW NpaBuna;

- ip_addr_rp — dunbTpaumsa no agpecy RP;

- ip_addr_gr — dvnbTpauma no agpecy rpynnoi;

- ip_addr_src — ¢wunbTpauma no agpecy uctouyHmnka Multicast-
Tpaduka.

YaanaeT co34aHHYI0 CEKLMIO npasua.

shutdown

no shutdown

—/BbIKAOYEHO

AZMUHUCTPATUBHO BbIKAOYUTL ceccunto ¢ MSDP-nupom, He yaa-
NAs ero KOHPUrypaumm.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KoOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 180 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
0 yMon4YaHuo

KomaHda

MokasaTb MHGOPMALMIO O HACTPOEHHbIX MUpPax, cTaTyce coeam-
HeHWA, HAacTPOMKax NMPOB, a TaK¥Ke CTaTUCTUKY obMeHa cooblue-
HUAMKM npoTokona MSDP

- ip_addr — IP-appec nupa.

show ip msdp peers [ ip_addr]

show ip msdp source-active — MoKasaTb cogeprkMmoe Kala SA.

show ip msdp summary — MokasaTb cymmapHyto nHbopmaumto npotokona MSDP.

clear ip msdp counters — OB6HYNNTb CYETUMKN.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 241
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HELTEX

clear ip msdp peers [ ip_addr] MNepeycTtaHoBUTb coeanHeHna ¢ MSDP-nupamm
- ip_addr — 1P-agpec nupa.

5.18.4 ®yHkyus IGMP Proxy

®PyHKUMA MHoroagpecHon mapwpyTtmnsaumm IGMP Proxy npegHasHayeHa QAna peanusaumu
YNPOLLEHHOM MApLpPyTU3aLMM MHOTOAZAPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaseMol Ha OCHOBAHWMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTpoicTBa, He HaxogswMumecsa B O4HOW CETU C CepBEPOM
MHOTF0a4,peCHOM PACCbINIKW, UMEIOT BO3SMOXKHOCTb MOAKAOHATLCA K MHOTOa4pECHbIM FPYMnnam.

MaplpyTmM3aumsa OCYLLEeCTBASIETCA MeXKay WHTepdencom BblwecTosAwer cetn  (uplink) wn
nHTepdelricamm HuKectoawmx cetent (downlink). Mpu atom Ha uplink-uHTepdelice KommyTaTop BeaeT cebn
Kak 0OblYHbIN MosyyaTenb MHoroagpecHoro Tpaduka (multicast client) u dopmupyetr cobcTBeHHbIe
coobueHns npotokona IGMP. Ha uHTtepdelicax downlink KommyTaTop BbICTynaeT B KayecTBe cepBepa
MHOTrOa4pecHOM paccbinkn U 0bpabaTbiBaeT coobuieHna NpoTokoaa IGMP OT yCTpOICTB, NOAKNOUYEHHDIX K
3TUM MHTepdecam.

V KonunuecTso nogaep:xMBaembix rpynn MHOroagpecHou paccbiiku npotokonom IGMP Proxy
yKa3aHo B Tabauue 10.

V IGMP Proxy nogaepusaet go 512 downlink-untepdeiicos.

V OrpaHuyeHusa peanusaumm ¢pyHKumumn IGMP Proxy:

- IGMP Proxy He noaaepKMBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeAesieH TO/IbKO OAUH MHTepdeic BbILLIECTOALLEN CeTH;

- Npu ucnonb3osaHuu sepcuun V3 nporokona IGMP Ha uHTepdeiicax K HUKecToALeN ceTu,
o6pabaTtbiBaloTcA TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnuua 181 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip multicast-routing PaspewaeT paboTy MapLpyTM3aLmMm MHOTOaAPECHbIX AAaHHbIX Ha
igmp-proxy -/To ymonuaHuio CKOHOUIYpPUPOBaHHbIX UHTepdelicax.
no ip multicast-routing GYHKUMA BbIKIOYeHa 3anpewaeT paboTy MapLpyTU3aLUM MHOTOAAPECHBIX AaHHbIX HA
CKOHOUIYPUPOBaHHbIX UHTEpdelicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdurypaumm uHtepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#
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Tabnunua 182 — KomaHzabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHourypupyembiit nHtepdeiic asnaetTca MHTepdencom K HuKe-
cToAwen ceTn. KomaHaa HasHavaeT ceA3aHHbIN uplink-uHTepdeiic,
YYaCTBYIOLWMIA B MapLIPyTM3aLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAtOuMTb 3almTy no HUcxoaawemy nHtepdeicy. IPv4 multicast-
Tpaduk, nocTynatowmii Ha uHTepdelic, He ByaeT NnepeHanpaseH.

OTKNOYUTD 3aLLMTY N0 HUCXOAALLEMY UHTepdeicy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BKAtounTb cTaTMyeckuin 3anpoc multicast-rpynnbl Ha WHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHUMKA rpynnbl.

' Ha untepdeiice aonkeH 6biTb BKAoueH IGMP Proxy.
.

BbIK/MOYMTb CTaTUYECKMiM 3anpoc multicast-rpynnbl.

KomaHOobl pexcuma EXEC

BumAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 183 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

show ip mroute
[ip_multicast_address
[in_address]] [summary]

KomaHaa npeaHasHadyeHa AN NPOCMOTPa CMMCKOB MHOroagpec-
HbIX rpynn. Bo3amoxeH BbI6op rpynn no agpecy rpynnbl UAK No
aZlpecy UCTOYHMKA MHOTOAZPECHbIX AAHHbIX.

- ip_multicast_address — |IP-agpec rpynnbi;

- ip_address — IP-appec UCTOYHMKA;

- summary — KpaTKoe COAep}KaHMe KaK4oW 3anmcu B MHOroas-
pecHow Tabanue mapLupyTMsaumu.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

hu_port: (1..8/0/1..32);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128);
vlan_id: (1..4094)

NHdpopmauma o ctatyce IGMP-proxy npUMeHUTENBHO K UHTEp-
deicam.

[Mpumepbl 8bINOAHEHUA KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
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SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
vlan30 downstream default - -

5.19 ®yHKuMKM ynpaBaeHus

5.19.1 MexaHu3zm AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAbL3YEeTCA MexaHusm AAA  (ayTeHTUdUKaLms,

aBTOpM3aLMA, yUeT).

— Authentication (ayTeHTUdMKaumA) — conocTaBneHMe 3anpoca CyLLeCTBYIOLLEeN YYETHON 3a-

nncu B cucteme 6e30MacHoOCTMU.

— Authorization (aBTopu3auus, NpoBepKa yPoBHA A0CTyna) — COnocTaBaeHue YYETHOM 3anmncu
B cucTeme (npolwealiein ayTeHTUOUKALMIO) U onpeaenéHHbIX NOJTHOMOYUIA.
— Accounting (y4éT) — cnexxeHue 3a notpebneHMem pecypcos rnosib3oBaTesiem.

Ons wudpoBaHUA AaHHbIX UCNONb3YeTcA MexaHu3m SSH.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHo KOHPUrypaLmm:

console (config) #

Tabnunua 184 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method._list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymonuaHuio
OCYLLECTBASAETCA NPOBEPKa
no IoKanbHo 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBaAuMBaeT cnocob ayTeHTUdUKaLMM ANA BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAEeHUe aBTOPM3aLLMM No
OMUCAHHBIM HUXE MeToAam;
- default — ucnonbsoBatb s ayTeHTUOMKALUMM OMNUCaAHHble
HUXKe MeToabl;
- list_name — vms cnMcKa ayTEHTUPUKALMOHHbBIX METOL,0B, aKTU-
BM3MPYIOLLErocs, Korga nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ucnonb3oBaTb NAPO/b A5 ayTEHTUPUKALUW;
- line — ncnonb3oBaTb NAPO/Ib TEPMUHANA ANA AayTEHTUDUKaALUK;
- local — vcnonb3oBaTb NoKanbHYtO 6a3y MMeH Nosb3osaTesein
Ana ayteHTMduKaumm;
- none — He UCMNO/Ib30BATb ayTEHTUDMKALMIO;
- radius — ncnonb3oBaTtb cnMcok RADIUS-cepBepoB A5 ayTeHTU-
duKaumu;
- tacacs — ucnonb3osaTtb cnucok TACACS cepBepoB AN1A ayTEHTU-
duKaumm.

V‘ Ecnn metop ayteHTUMKALMKM He onpeaeneH, TO

A0CTYN K KOHCOIN BCEraa ycnewHbIi.

V ] Co3aaHMe CNUCKA OCYLL,EeCTBAAETCA KOMaHAo0M:
aaa authentication login list_name method._list.
WUcnonb3oBaHuMe CNUCKa:
aaa authentication login list-name

Bo u3bexkaHue notepu AocTyna cnegyer BBOAUTb
HeobXxoAuMbIA MUHUMYM HACTPOEK ANA YKa3blBa-
emMoro meTtoga ayTeHTMdUKauun.

®
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no aaa authentication login
{default | list_name}

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymon4aHuio
OCYLLLECTBAAETCA NMPOBEPKa
no fIoKanbHo 6ase
AaHHbIX (aaa
authentication enable
authorization default

YcTaHaBnMBaeT cnocob ayTeHTUOMKALMM NpPU  MOBbILEHUM
YPOBHA NPUBUErUiA ANA BXOAA B CUCTEMY.

- authorization - paspeLuaeT NPOXOXAeHWe aBTOPU3aLLMK NO
OMUCaHHbIM HUXKEe MeTofaM;

- default — ucnonbsoBatb AnA ayTeHTUOMKALMM ONUCaHHblE
HUXe MeToAbl;

- list_name — vuma cnncka ayTeHTUGUKALMOHHbBIX METOA,0B, aKTU-
BM3MPYIOLLLErocA, KOraa nosib3oBaTteslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ucnonb3oBaTb NAPOb A5 ayTEHTUPUKALUW;

no enable password [level
level]

enable) - line —ncnonb3oBaTb Naponb TepMUHaANA A8 ayTeHTUPUKaLUK;
- local — ncnonb3oBaTb NoKasbHyt0 6a3y MMeH Nosb3oBaTesnei
ANA ayTeHTUdUKaLmu;
- none — He UCMNO/Ib30BaTb ayTEHTUDMKALMUIO;
- radius — ncnonb3osatb cnMcok RADIUS-cepBepoB Ans ayTeHTU-
duKaumu;
- tacacs —ucnonb3osaTb cnncok TACACS-cepBepoB aNA ayTeHTH-
duKaumm.
V Ecnu meTton ayTeHTUPMKALUKU He onpeaeneH, To
AOCTYN K KOHCOIN BCeraa ycnewHbin.
V Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
Bo u3bexkaHue notepu focTyna cnepyet BBOAUTb
! Heob6Xx04UMbIA MUHUMYM HACTPOEK ANA YKa3blBa-
eMoro meToga ayTeHTudMKauum.
no aaa authentication YcTaHaBAMBaEeT 3HaYEHME N0 YMOYAHUIO.
enable authorization
{default | list_ name}
enable password password level: (1..15)/1; YcTaHaBAMBAET Naposib AJ1A KOHTPOSA U3MEHEHUA NPUBUIETUIA
[encrypted] [level level] password: (0..159) [0CTyna nonb3osaTenei.
CMMBONIOB - level — ypoBeHb npuBuaeruii;

- password — napons;

- encrypted — 3a4aTb 3aWwmnbpPOBaHHbIN Naposb (Hanpumep, na-
ponb B 33WMPPOBAHHOM BMAE, CKOMUPOBAHHbLIA C ApYroro
yCTpoicTBa).

YpanseT naposib AN COOTBETCTBYIOLLETO YPOBHA NMPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password |
encryption-algorithm
encryption-algorithm }
[priveliged level]

no username name

name: (1..20) cumBo0B;
password: (1..64)
CUMBOJIOB;
encrypted_password:
(1..64) cumBonos;
encryption-algorithm:
sha-512,sha-1, md5 /sha-1;
level: (1..15)

[ob6asnseT nosb3oBaTeNs B I0KaAbHYO 633y AaHHbIX.

- level — ypoBeHb npuBuaeruii;

- password — naponb;

- name — UMA No/b30BaTeNs;

- encryption-algorithm — anropuT™M X3WIMPOBaHUA NapoNs;

- encrypted_password — 3awmndpoBaHHbIA Napoab (Hanpumep,
naposb B 3aWMppPOBaHHOM BWZAE, CKOMWPOBAHHbIW C APYroro
YCTPOICTBA).

Ypanaet nonb3osarena us NIOKaNbHoW 6asbl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/I'IO YMON4aHUIO BeaeHUe
y4eTa 3anpeweHo

Pa3pelaeT BegeHWe yyeTa (aKKayHTa) ANs ceccuin ynpaBaeHus.
BeaeHue yyeta paspelueHo TONIbKO ANA NoJb3oBaTe-
V Neii, BoleALWNX B CUCTEMY NO UMEHU U NAPOAIO, ANA
nonb3oBaTesieid, BOWeALWMX NO NAPO/I0 TepMUHana,

BeAeHue yyeta 3anpeLueHo.
| BepeHue yyeTta akTMBUpPYETCA U NpeKpaLlaeTca, Korga
V no/b30BaTe/lb BXOAMUT U OTKNIOYAETCA OT CUCTEMBbI, YTO
COOTBETCTBYeT 3HaueHuam start u stop B coobuieHnax
npoTtokona RADIUS (napameTpbl, cogepiKalumeca B co-
o6weHuax npotokona RADIUS, npuseaeHbl B Tabauue

185).

3anpelyaeT BeJeHWe yyeTa (akKayHTa) 419 BBefeHHbIX B CLI Ko-
MaHz.

aaa accounting dotlx
start-stop group radius

-/no ymonyaHuio BeaeHue
yyeTa 3anpeLeHo

PaspewaeT BegeHue yyeTa (aKkayHTa) gna ceccuin 802.1x.
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no aaa accounting dotlx
start-stop group radius

BepeHue yueta aKTMBUpPYETCA U NpeKpallaeTca, Korga
V nonb30BaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYET 3HaUeHusaMm start u stop B coobuieHnsx
npotokona RADIUS (napameTpbl, cogepKaLimecs B co-
obweHuax npotokona RADIUS npusegeHbl B Tabauue
185).
| B pexume Multiple sessions coobweHus stat/stop no-
V CbINAIOTCA ANA KaXKAOoro nosb3oBaTensi, B pexume
Multiple hosts — TonbKo gna nonb3oBartens, npoiea-
wero ayteHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepensetr metos ayTeHTUOUKauuu npu poctyne Kk HTTP-
cepsepy. Mpn ycTaHOBKE CMWCKA METOLO0B AOMONAHWUTENbHbIN
meToz byaeT NpMMEHATLCA TONbKO B TOM C/lyyae, Korga no oc-
HOBHOMY MeTOAY ayTeHTMdUKaLMM BO3BpaLLLEHa OWKbKa.

- method_list — metopg ayteHTUdMKaumm:

local — no umeHM 13 NoKanbHOM 6a3bl AAHHbIX;

none — He Ucnonb3yeTcs;

tacacs —vcnonb3oBaHWe cNMcKos Bcex cepsepos TACACS+;
radius — vucnonb3oBaHuWe cnuckos Bcex RADIUS-cepBsepos.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBAET afifOPUTM ONPOCA METOL0B ayTEHTUUKALUN.

- chain — nocne HeygauHoM NONbLITKM ayTeHTUOUKALMK NO Nep-
BOMY MeTOAy B CMMCKe cnefyeT NonbiTKa ayTeHTUGUKaumm no
cnepytolemMy MeToay B LIEMOYKE;

- break — nocne HeypauHol ayTeHTUOUKALMM NO NnepBOMy Me-
TOAy npouecc ayTeHTUMKaLMKM ocTaHaBAnBaeTcs. AyTeHTUdK-
KaLusa no cnegyolemy MeToay A0NyCTUMA TO/IbKO B C/lyyae He-
BO3MOHOCTM ayTEHTUOUKALMM MO NPeabIoYLLEMY METOAY.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/no ymon4aHuio BeaeHune
yyeTa KOMaHZ, BbIK/IOHEHO

BkntouaeT BegeHue yyeta BBegeHHbix 8 CLI komaHg no npoTto-
Kony Tacacs+.

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.

aaa accounting update

no aaa accounting update

-/BbIK/IOYEHa

BkntoyeHne otnpasku Interim-Update yepes perynspHblie npo-
MEXYTKN BPEMEHMU.

BbikntoueHue otnpasku Interim-Update yepes perynsapHoie npo-
MEXKYTKN BPEMEHW.

aaa accounting update
periodic minutes

no aaa accounting update
periodic

minutes: (1..300)/1 muHyTa

YKasaHue npomMeKyTKa BpeMeHHu, yepes KoTopbli byaeTt npouns-
BOAMTbCA OoTnpaska Interim-Update.

YCTaHOBUTb 3HAYE€HME MO YMONYAHWIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumsonos; method_list:
(tacacs, local);

-/N0 YMONYaHUIO aKTUBEH
cnucok default n
aBTOPU3aLMA He
ocyuiecTenseTca

YcTaHaBavBaeT cnocob aBTopm3aLMn BBOAUMbIX KOMAHA,.

- default — pepaktmpoBaTtb cnucok ¢ umeHem default, KoTopbliit
Mo YMONYAHUIO eCTb B CUCTEME;

- list_name — uma cnucka metoAoB aBTOpM3aLuMK, co3paBae-
MOFO 1 PefakTMpPyemMoro nosb3oBatenem:

- tacacs — meToA, N03BONAOLWMIA NCNONb30BaTb cnucok TACACS-
cepBepoB Ana aBTopU3aLnm;

- local — meToz, Npy KOTOPOM aBTOPU3ALLMA HE OCYLLLECTBAAETCA.

YcTaHaB/MBaeT 3HaYeHUE N0 YMOYAHUIO.
- default — cbpoc cnncka ¢ umeHem default K 3HayeHuo no
YMONYAHUIO;
- list_name — ypganeHve No/sb30BaTENbCKOIO CMMUCKA C MMEHEM
list_name.
Cnucok ¢ umeHem default He moxkeT 6bITb yaaneH 13
cucTembl.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CUMBOJIOB;
-/default

AKTUBMPYET CMMCOK METOA0B aBTOPM3aLMMN BBOAUMBIX KO-
MaHa,

- default — caenaTb aKTUBHbIM cnNMCcOK ¢ meHem default;

- list_name — caenaTb aKTMBHbIM COOTBETCTBYIOLLMIA NONb30Ba-
TENbCKUI CMINCOK.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIKO.
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[na Toro uto6bl KNMEHT NONYYUA QOCTYN K YCTPOMCTBY, AaXKe eC/In BCe MeToAbl ayTeHTUHU-
e Kaluuu BepHyIu olwnbKy, UCNob3yiiTe 3HaUEHUe NoCAeaHEero MeToga B KOMaHae — none.

Tabanuya 185 — ATpmnbyTbl cooblueHmnii BeaeHna yyeta npotokona RADIUS ana ceccuit ynpasneHuma

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop

User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec Ko aTopa, KOTOPbIM MCNONb3yeTc

NAS-IP-Address (4) EcTb Ectb AP 5 MMyT. TP, KOTOPBIM MCNONBIYETCA
ana ceccuin ¢ Radius-cepsepom.

Class (25) Ects Ecto MpounssonbHoe 3Haqe|1v|e, BK/IIOYEHHOE BO BCe CO-
obLLeHNn yyeTa ceccui.

. MAC- NAS, 7 -

Called-Station-ID (30) EcTb Ectb . a,u,pgc nopra VICNONIG3YEMBIM ANIA cec
cuit ¢ Radius-cepsepom.

Calling-Station-ID (31) EcTb EcTb MAC-agpec nonb3osarens.

Framed-IP-Address (8) EcTb EcTb IP-agpec nonb3oBaTens.

Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.

Acct-Authentic (45) Ectb Ecto YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT AO/IKEH
6bITb ayTEHTUOULMPOBAH.

Acct-Session-Time (46) Her Ecro MoKasblBaeT, Kak A0Aro nosb3osaTtens Hbin noa-
KJIOYEH K cucTeMe.

Acct-Terminate-Cause (49) | Het EcTb MpuYMHa 3aKPbITUA Ceccum.

Tabnunua 186 — ATpmnbyThbl coobuieHUIt BeaeHMa ydeTa npotokona RADIUS ana ceccmin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym PUoY POy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMdMKaums nosb3osaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y' P P v
ana ceccuin ¢ Radius-cepsepom.
MopT KOMmyTaTOpa, Ha KOTOPOM MOAKAHOUMUACA
NAS-Port (5) EcTb EcTb P Y pa, P A
nosab3oBaTesb.
Mpon3BonbHOE 3HaUYeHNe, BKAKYEHHOE BO BCE CO-
Class (25) Ectb Ectb P .
obueHnA yyeTa ceccuit.
Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKaTOp yyeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY KAWEHT AOJIXKEH
Acct-Authentic (45) EcTb EcTb bIBAET METOA, NO KOTOPOMY KAMEHT AOA
6bITb ayTEHTUDULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nosb3osaTtens Hbla noa-
Acct-Session-Time (46) Het Ectb A A
K/IIOYEH K cUcTeme.
Acct-Terminate-Cause (49) | Hert EcTb MpuUYmMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb MNoKasbiBaeT TUN NOpTa KAMEHTa.
NAS-Port-Id (87) EcTb Ectb [MoKa3biBaeT Ha3BaHMe NOPTa KAMEHTA.
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KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaumm tTepmumHana:

console (config-line) #

Tabnunua 187 — KomaHab! perknma KoHoUrypaumm TepmrHaibHbIX CECCUi

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

login authentication {default |
list_name}

no login authentication

list_name: (1..12)
CMMBOJI0B

3apaeT meTos ayTeHTUGUKaL MK Npu BXxoae Ans KoHconu, Telnet,
SSH.

- default — ncnonb3oBaTh CNMCOK MO YMONYAHMIO», CO3AaHHbIM
KoMaHaol aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOoN aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

enable authentication
{default | /ist_name}

no enable authentication

list_name: (1..12)
CUMBOJI0B

3apaeT metog, ayTeHTUOUKALMM NOMb30BATENA NPU NOBbILWEHWN
YPOBHSA NpuBunernii ana kosconu, Telnet, SSH.

- default — ncnosb30BaThb CNMCOK «MO YMONYAHWIO», CO3A4aHHbIN
KOoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNWCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIKO.

password password
[encrypted]

no password

password: (0..159)
CUMBOJI0B

3apaeT naposb AnAa TepMuHana.

- encrypted — 334aTb 3aWwWMdpPOBaHHbIA Naposb (Hanpumep, na-
poNb B 3allMPpOBaHHOM BUZAE, CKOMMPOBAHHbLIA C APYroro
yCTpoWcTBa).

Ypanaet naposb ANnA TepMmuHana.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 188 — KomaHabl pexxunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show authentication methods

MoKasbiBaeT nHbopmaumio 06 ayTeHTUOUKAUMOHHBIX MeToaax
Ha KommyTaTope.

show users accounts

MoKa3biBaeT N0KaNbHy0 6a3y AaHHbIX NOAb30BaTeNeN U UX NpK-
BUNIETUNA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO A1A NPUBUAETMPOBAHHbIX nonb3oBaTene.

2 48 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnmua 189 — KomaHap! pexkmuma EXEC

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4aHuio

KomaHda

Moka3sbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHus
yyeTa (aKkKkayHTa).

show accounting

5.19.2 Mpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayreHTMduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NOMb30BATENEN, KOTOPaA COAEPKMUT AaHHble MPOBEPKU MNOAJMHHOCTUM ANA
Kakgoro nosb3oBatens. TakMum o6pasom, ucnonb3oBaHuMe npotokona RADIUS obecneunBaet
OONONHUTENIbHYIO 3aLNUTY NPU AOCTYMNe K pecypcam CeTu, a TaKKe Mpu J40oCTyne K CaMOMy KOMMYTaTopy.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe rn106anbHON KOHPUrypaumm:

console (config) #

Tabnunua 190 — KomaHab! perknma rnobanbHOM KoOHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

hostname: (1..158)
CMMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CMMBO/IOB;

priority: (0..65535)/0;
type: (login, *igmp-
auth*, coa, dotlx-eapol,
dotlx-mac, all)/all;
vrf_name:(1..32)

[obaBnseT ykasaHHbI cepBep B CNUCOK ucnosbdyembix RADIUS-
cepBeposB.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

- guth_port — Homep nopTa AN nepefaym ayTeHTUPUKALUMOHHbIX
OaHHbIX;

- acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;

- timeout — NHTepBan OXXMAaHMA OTBETA OT CepBepa;

- retries — KOANMYECTBO NONbITOK Noncka RADIUS-cepBepa;

- time — BpemsA B MMHYTaXx, B Te4EHWE KOTOPOro HeJOCTYMHble cep-
Bepa He byayT onpawmneatbca RADIUS-KAMEHTOM KOMMYTaTopa;

- secret_key — Knto4 ans ayteHTMoMKauMm u wndposaHMA Bcero
obmeHa aaHHbimuM RADIUS;

- priority — npuopuTeT ncnonb3osaHuns RADIUS-cepBepa (4em Huke
3HayeHue, TEM NPUOPUTETHEE CEPBEP);

- type — TMn ncnonb3osaHnAa RADIUS-cepBepa;

- encrypted — 3a4aTb K/toY B 3aWINMPPOBAHHOM BUAE;

- vrf_name — uma BupTyanbHol 061acTM MapLLpyTU3aLum.

B cnyyae oTcyTCcTBMA B KOMaHAe MapameTpoB timeout, retries,
time, secret_key ana paHHoro RADIUS-cepBepa ucnonb3ytoTca

CMMBOIOB
3HaYeHWA, HACTPOEHHbIE C NOMOLLbIO KOMaHA, YKa3aHHbIX HUKeE.

no radius-server host Ypanser yKasaHHbIW cepBep M3 CMKUCKa Mcnosb3dyembix RADIUS-
{ipv4-address | ipv6-address | cepBepos.
hostname} [vrf vrf_name]
[encrypted] radius-server key key: (0.128) YcTaHaBAMBAET K/OY, UCNOAb3yeMbli MO YMONYAHUIO, AN ayTeH-

ey: (0..
[key] Y TMOMKALMM U WwudpoBaHua Bcero obmeHa aAaHHbiMM RADIUS

CMMBON10B/NO

no radius-server key

YMONYAHUIO KtoY —
nycras cTpoka

MeXay YCTPOMCTBOM M oKpyeHnem RADIUS.
- encrypted —3a4aTb K/toY B 3aWMbPOBAHHOM BUA,

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT MHTEPBaN OXWAAHUA OTBETa OT cepBepa, UCMO/b-
3yemblli MO YMONYAHUIO.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpepenseT KOAMYECTBO MOMbITOK, MCNO/b3yemoe Mo ymosya-
Huto, noncka RADIUS-cepsepa 13 cnucka cepsepos. lMpun oTkase
OCYLLECTB/IAETCA MOUCK CnefyloLero No NpMopuTeTy cepeepa us
CrnucKa.

YcTaHaBAMBaeT 3HaYeHune no YMON4aHUKO
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radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/
0 MmuH

MNMo3BonseT onTMMmn3npoBaTb Bpema onpoca RADIUS-cepBepos, Ko-
rga HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaB/IMBaeT BPEMA B MU-
HyTax, UCMONb3yeMoe Mo YMOJIYaHUIO, B TeYeHMe KOTOpPOro Hejo-
CTynHble cepBepa He byayT onpawmsaTbcs RADIUS-KNMeHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id} [vrf vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CMMBOJI0B

3agaeT nHTepdeliic yctponctea, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMO/IYAHMIO B KAUecTBe agpeca UCTOYHMKA nepesaBa-
emoro B coobueHuax npotokosa RADIUS.

Ypansaet uHtepdelic ycTpoicraa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdelic ycTpoictsa, IPv6-agpec KoToporo byaet uc-
No/1b30BaTbCA MO YMOJIYAHMIO B KauyecTBe agpeca UCTOYHUKA nepe-
[aBaemoro B cooblueHusax npotokoaa RADIUS.

Ypansaet uHtepdenic ycTpoicrsa.

radius-server attributes
framed-ip-address include-in-
access-req

no radius-server attributes
framed-ip-address include-in-
access-req

-/OTKNIOYEHO

Bkntouaet oTnpasKky RADIUS-aTpmnbyTa 8 B access-request naketax.

Bbikntoyaet otnpasky RADIUS-aTpubyTa 8 B access-request nake-
Tax

radius-server attributes nas-
port-id include-in-access-req
format

format:(1-32)/pnnHHoe

Hactpaunsaet popmat RADIUS-aTpubyTa 87 B nakeTax access-

request.

Mpw onpeaeneHnm NCnoNb3yoTca cneaytolme WabaoHbl:

%p — ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1 8

ASClI;

%V — naeHtuounkatop VLAN B ASCII.

V Ecnun Ha nopTy BKAOYeH critical-vlan u guest-vlan, To npu
BbICTaBNAEHUMU Katoua %v, B onuun 87 6yaeT nepesaH Ho-

no radius-server attributes
service-type

nmsa nopTa mep critical vlan. Ecam Ha nopTy TonbKo guest-vlan, To 6y-

AetT nepeaaH Homep guest-vlan. Mpu oTcyTcTBUU AaHHDBIX
HacTpoek Ha nopty, 6yaeT nepepaH PVID. laHHoe ycno-
BUA BbINO/IHAETCA NPU NepBoii ayTeHTUdUKaLUK, Npu pe-
ayTeHTUdUKauum B 87 onuum byaeT nepegaH PVID.

no radius-server attributes YcTaHaBAMBaET 3Ha4YeHUe No YyMONYaHUIO.

nas-port-id include-in-access-

req

radius-server attributes BkntouaeT oTnpasKy RADIUS-aTpmnbyTa 6 B access-request naketax.

service-type {administrative | - administrative — yctaHOBUTb 3Ha4YeHWe 6 RADIUS-aTpnbyTa;

nas-prompt} -/OTKNOYEHO - nas-prompt — ycTaHOBUTb 3Ha4YeHne 7 RADIUS-aTpubyTa.

Bbikntouaet otnpaBky RADIUS-aTpubyTa 6 B access-request nake-
Tax.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#
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Tabnuua 191 — KomaHap! pexkuma Privileged EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro

show radius-servers { status | OTobparkaeT napameTpbl HacTpolikn RADIUS-cepsepoB (KomaHaa
key | vrf {vrf_name | all} } ) [O0CTYMHA TONIbKO AR NPUBMAETMPOBAHHbIX NOb30BaTeNen).
show radius server {statistics | OTobparkaeT cTaTUCTUKY NpoTokona Radius, HGopmauuto o nosb-
group | accounting | 30BaTtenax, KoHourypauuto RADIUS-cepsepa
configuration | nas | rejected )
| secret | user}

[pumepbl UC016308AHUA KOMAHO

YcTaHoBUTb rN106anbHble 3HAYEHMA 1A NapaMETPOB: MHTEPBAN OXUAAHMA OTBETA OT cepBepa — 5 CeKyHa,
KOAIM4ecTBO NonbITOK noncka RADIUS-cepsepa — 5, BpemsA, B Te4eHNEe KOTOPOro HeAOCTyMNHble cepBepa He
6yayT onpawusaTbcs RADIUS-KnneHTOM KommyTaTopa — 10 MUHYT, CEeKpeTHbIN Kntod — secret. 1o6aBuTb B
cnmcok RADIUS-cepBep, pacno/ioKeHHbI Ha y3ne cetun ¢ IP-agpecom 192.168.16.3, nopTt cepsBepa aAnd
ayTeHTUdPUKaumm — 1645, KoNMYECTBO NOMbITOK AOCTyNa K cepsepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645

retransmit 2

MoKa3aTb NapameTpbl HacTponkmn RADIUS-cepBepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.19.3 Npomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPa/IM30BaHHYO CUCTEMY 6e30MacHOCTM ANA MPOBEPKU
nosib30BaTeNeN, NONYYAOLLMX AOCTYN K YCTPOWCTBY, MPU 3TOM NogaeprKMBas coBmecTMmocTb ¢ RADIUS u
APYrMMUK npoueccammn npoBepku noainHHocTn. TACACS+ npefocTaBaseT cneayouime cnyxooi:

— Authentication (nposepka nodauHHocmu). ObecneynBaeTcs BO BpemMs BXO4A B CUCTEMY MO
MMEeHaM MNo/b30BaTesIei U onpeaeNeHHbIM NOb30BaATENSAMM NaAPOIAM;

— Authorization (asmopu3sayus). ObecneynBaeTcA BO Bpema BXoda B cuctemy. [locne
3aBepLlIeHMs ceaHca MPOBEPKU MOAJMHHOCTM 3aMyCKaeTca CeaHC aBTopu3auuu ¢
MCMO/NIb30BaHNEM MPOBEPEHHOrO MMEHM MNOJIb30BATENA, TaKXKe CEepBEpPOM MpoBepAtoTcA
NPUBWUIErMM NONb30BaTENA.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 192 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
vrf_name: (1..32)

[ob6aBnseT yKasaHHbI cepBep B CMMCOK Mcnoabdyembix TACACS
cepBeposB.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepsepa;

- single-connection — B KaXAbli MOMEHT BpPeMeHUM WUMETb He
6onblie ogHOro coeguHeHun ana obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa Ans obmeHa gaHHbiMu ¢ TACACS-cepsepom;
- timeout — HTepBaN OXUAaHNA OTBETa OT CepBepa;

- secret_key — Kntou gna ayteHTMOUKaumm n wndposaHma Bcero 0b-
meHa gaHHbimun TACACS;

- priority — npuopuTeT ucnosb3osaHua TACACS-cepBepa (Yem HUuxe
3HauyeHue, TeM NpMopUTeETHEE Cepaep);

- vrf_name — ums BupTyanbHoW 061acTv mapLupyTmsaumu;

key

no tacacs-server key

YMOYAHUIO KNtoY —
nycTas CTpoKa

CMMBO/IOB
- encrypted — 3HaueHue secret_key B 3awndpoBaHHOM BUAE.
B cnyyae oTCyTCTBMA B KOMaHAe napameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa MCNONb3YOTCA 3HAaYEHUSA, HACTPOEH-
Hbl€ C MOMOLLbIO KOMaHA, YKa3aHHbIX HUKe.
no tacacs-server host Ypanser yKasaHHbI cepsep U3 cnucka ncnonbsyembix TACACS-cep-
{ip_address | hostname} BEpOB.
tacacs-server key key YcTaHaBAMBAET KAKOY, UCMOb3YEMbIN MO YMOAYaAHUIO, 418 ayTeH-
encrypted tacacs-server key key: (0..128) TMdMKaumMm mn wuodpoBaHus Bcero obmeHa gaHHbimm TACACS
CMMBOI0B/MO

MEXKAY YCTPOUCTBOM U OKpyKeHnem TACACS;
- encrypted — 3HaueHwue secret_key B 3alundppoBaHHOM BUAE.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBaN OXMAAHWA OTBETa OT cepBepa, NUCNonb3y-
emblii No YMONYaHUIO.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id | oob} [vrf
vrf_name]

no tacacs-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id (1..64);
tunnel (1-16);
group: (1..128);
vrf_name: (1..32)
CUMBOIOB

3apaeT uHTepodeic yctTpoicTea, IP-agpec KoToporo 6yaeT ucnosb-
30BaTbCA MO YMO/YAHMIO B KayecTBe afpeca UCTOYHMKA Ana 06-
meHa coobueHnammu ¢ TACACS-cepsepom.

Ypanaer untepdelic yctpoicTsa.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKMK B pexxknme EXEC:

console#
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Tabnmua 193 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show tacacs [ip_address |

host_name: (1..158)

OTobparkaeT HACTPOIKY U CTaTUCTUKY anA cepBepa TACACS+.

hostname] [vrf vrf_name] CMMBOJIOB; - ip_address — IP-agpec TACACS+ cepsepa;
vrf_name: (1..32) - hostname — nms cepsepa;
CMMBOI0B - vrf_name - umaA BUPTYanbHON 061aCTU MapLIPyTU3aLMM.
show tacacs key [vrf vrf_name] vrf_name: (1..32) .
CUMBOIOB OTobparkaeT napameTpbl HacTpolikn TACACS-cepepoB

5.19.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHonorvs, npusBaHHas obecneuynTb ynpaBAeHME W KOHTPO/Jb Hag, YCTPOWCTBaMU U
NPUNOKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasasowen uHOOPMALMEN MeXKay areHTamu,
PacnoNoXKeHHbIMU Ha CETEBbIX YCTPOMCTBAX, U MEHEeAKEPaMM, HAXOAAWMMMCA Ha CTAHLUMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMX CTAaHLUMIA U SNEMEHTOB CETHU (rNaBHble
MaLUMHBbI, WAO3bl MU MapWwpyTU3aTopbl, TEPMUHANbHbIE CEPBEpPbI), KOTOPble COBMECTHO obecneynBatoT
aAAMWUHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAIOWMMM CTAHUNAMM N CETEBLIMMU areHTamm.

KommyTaTopbl NO3BONAIOT HAacTpoutb paboTty npotokona SNMP gns yaaneHHOro MOHUTOPUHIA U
ynpaB/ieEHNs YCTPOMCTBOM. YCTPOICTBO NoaaepKMBaeT NnpoTokonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 194 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaHuio
noaAepKKa NnpoToKona
SNMP oTkntoueHa

BkatounTb noaaepky npotokona SNMP.

OTKAtoYaeT noaaeprKKky npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community
encrypted_community

[ro | rw | su]

[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length] [vrf

vrf_name]

community: (1..20)
CUMBOJIOB;
encrypted_community:
(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX
dopmar ipv6z_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1.32)/32;
view_name: (1..30)
CMMBO/I0B;
vrf_name:(1..32)
CMMBO/IOB;
group_name: (1..30)
CMMBOI0B

YcTaHaB/MBaeT 3HayeHWe CTPOKM cooblyectBa Ans obmeHa AaH-
HbIMK No npoTtokony SNMP.

- community — cTpoKa coobuecTsa (Naposb) Ana AOCTyNa No NpoTo-
kony SNMP;

- encrypted — 3a4aTb CTPOKY coobLecTBa B 3aIMPPOBAHHOM BUAE;
- r0 — AOCTYN TONbKO AN YTEHUS;

- rW — JOCTYN A8 YTEHUA U 3anncu;

- SU — 0CTyN aAMUHUCTPATOPA;

- view_name —onpegenseTt UMA AN npasuna o6ospeHna SNMP, ko-
TOpOe [0/KHO ObITb NpeaBapuTeNbHO ONpeaeneHo C NOMOLLBHO KO-
MaHgbl snmp-server view. Onpezenser 06beKTbl, AOCTYMHble C006-
ecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTponCTBa;
- mask — macka agpeca IPv4, koTopas onpegenset, Kakme 6UTbl aa-
peca UCTOYHMKA NaKeTa CPaBHMBAOTCA € 3aZaHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KOTopble cocTaBnAloT npedukc IPva-as-
peca;

-vrf_name — “mA BUPTYyasibHOW 061aCTM MapLIpyTM3aLmK;
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encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address

| ipv6_address | ipv6z_address
[vrf vrf_name]] [mask mask |
prefix prefix_length]

no encrypted snmp-server
community
encrypted_community [ro | rw
| sul [vrfvrf_name]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]
[vrf vrf_name]

- group_name — onpegenseTr UMA rpynmnbl, KOTOPoe AOKHO 6biTh
npefBapuTeNbHO ONpeaeneHo ¢ NOMOLLbIO KOMaHAbl snmp-server
group. OnpesenseT 06bEKTbI, JOCTYNHble cO0bLLeCTBY.

Yaanaer 3HayeHue CTPOKM coobuiecTBa A4i1a obmeHa JaHHbIMKU Mo
npotokony SNMP.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [0OID]

view_name: (1..30)
CMMBOJIOB

Co3paeT unm pegakTupyeT npasuio ob6ospeHusa ana SNMP — paspe-
Lwatolee npasuao, IMHO orpaHMymMBaloLLee cepsepy-obospesaTento
poctyn K OID.

- OID — npeHTudukaTop obbekta MIB, npeacTaBieHHbIN B BUAe fe-
pesa ASN.1 (cTpoKa Bmnaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs 3ape-
3epBMpPOBaAHHbIe C/10Ba, Hanpumep: system, dod). C nomoLbio cum-
B0/1a * MOXHO 0603HaunTL cEMeicTBO noaaepesbes: 1.3.*.2);

- include — OID BKkAtoyeHa B NpaBuio gna 0603peBaHus;

- exclude — OID uckntouyeHa u3 npasuna ana obospesaHums.

Ypanset npasuno obo3peHus gns SNMP.

encrypted snmp-server user
username group_name {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] } [ vef vrf_name]

no snmp-server user username
[remote engineid-string] [ vrf
vrf_name]

username: (1..20)
CMMBO/IOB
groupname: (1..30)
CMMBONOB
engineid-string: (5..32)
CMMBO/10B
password: (1..32)
cMmBoNna
md5:

16 nnun 32 6ant
sha:

20 nnan 36
6anT
dopmar
IPv4: A.B.C.D
IPv6: X:X:X:X::X
IPv6z:
X:X:X:X::X%<ID>;
vrf_name: (1..32)

Cospaet SNMPv3- noab3osaTtens.

- username — VMA NoJib30BaTeNs;

- groupname — VMs rpynnbl;

- engineid-string — naeHTudukaTop yganeHHoro SNMP-ycTpolicTea,
KOTOPOMY MONb30BaTe/lb NPUHAANIENKHUT;

- auth—password — naponb AnA ayTeHTUPUMKAUMM U TFeHepaumm
KNto4a;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ nms xocTa;

- vrf_name — nma 061acTv BUPTyanbHOW MapLIpyTMU3aLmu.

Ypanaetr SNMP-v3-nonb3oBartens.

snmp-server group
group_name {v1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CUMBOJIOB;
notify_view: (1..32)
CMMBO/IOB;
read_view: (1..32)
CMMBOIOB; Write_view:
(1..32) cumBonos

Cozpaet SNMP-rpynny unm tabaunuy cootsetctamit SNMP-nonb3osa-
Tenen u npasmn 06o3peHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 moaens 6e3onacHocTy;

- noauth, auth, priv — Tun ayteHTUdUKaunn, NCNonb3yemblit NpoTo-
Kosom SNMP v3 (noauth — 6e3 ayteHTUdMKaLuK, auth — ayteHTUU-
Kaumsa 6e3 wuposaHus, priv — ayTeHTUOMKaLMA C WndpoBaHUeMm);
- notify_view — umAa npasuna 0b603peHns, KOTOPOMY paspeLlleHo
onpeaenatb coobuweHna SNMP-areHTa — inform u trap;

- read_view — umA npaBuna ob03peHUs, KOTOPOMY paspelleHo
TO/IbKO YTeHune coaepknumoro SNMP-areHTa KoMmMmyTaTopPa;

- write_view —uma npasuna o603peHuns, KOTOPoMy paspeLLeHo BBO-
OUTb faHHble U KOHPUrypuposaTb cogepxumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaet SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
{ip_address | host} [ vrf
vrf_namel}

user_name: (1..20)
CMMBOJIOB;

Cospaet SNMPv3-nonb3osatens.

- user_name — VMs NoJsib30BaTeNs;

- group_name — UMa rpynnbi;

- vrf_name — uma 061acTv BUPTyanbHOW MapLIpyTU3aL K.
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no snmp-server user
user_name {v1 | v2c | v3
remote {ip_address | host}
[ *vrf vrf_name] }

group_name: (1..30)
CMMBOJI0B;
vrf-name: (1..32)
CMMBO/I0B

Ypanaer SNMPv3-nonb3oBatens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CUMBOJI0B

Co3pgaeT unun pegaktmpyet npasuao SNMP-¢unbTpa, KoTopoe nos-
BonseT ¢unbTposaTb inform u trap-coobuwieHuns, nepepasaemble
SNMP-cepBepy.

- filter_name — nmsa SNMP-bunbTpa;

- OID — vaeHTnduKaTop obbekTa MIB, NnpeacTaBieHHbI B BUAe ge-
peBa ASN.1 (cTpoKa Bnaa 1.3.6.2.4, MOXKeT BKtOYaTb B cebs 3ape-
3epBUpPOBaAHHbIE C10Ba, Hanpumep: system, dod. C nomoupto cum-
BoMa * MOXKHO 0603HaUYNTL CEMeNCTBO nogaepesbes: 1.3.%.2);

- include — OID BK/toYeHa B NpaBuao GpunbTpaumu;

- exclude — OID uckntoyeHa u3 npasuna GuabTpPaLmm.

Yaanset npasuno SNMP-ounsTpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries] [vrf
vrf_name]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[vrf vrf_name]

hostname: (1..158)
CUMBOJIOB;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBO/I0B

OnpegensieT HaCTPOMKKM Ana nepegaym coobueHunin yseaomaeHms
inform u trap SNMP-cepsepy.

- community — cTpoka coobuwectsa SNMPv1/2c ana nepegaun coob-
LEeHUM yBEAOMIEHUS;

- username — nma nonbsosatens SNMPv3 ans ayteHTUGUKaunu;

- version — onpeaenat Tmn coobuenunin trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIBaeT NoANMHHOCTb NakeTa 6e3 WindppoBaHus;

- noauth — He yKasblBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3bIBaeT NOAJ/IMHHOCTb MaKeTa C WMdPOBaHUEM;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepnog, OXXnaaHna NoOATBEPKAEHUI Nepes, NOBTOPHOM
nepegadyeit coobuweHnin inform;

- retries — KOAMYECTBO NOMbITOK Nepegayn coobuweHunit inform, npu
OTCYTCTBUMU UX MOATBEPKAEHUSA;

- vrf_name — nma 061acTv BUPTyanbHOW MapLIpyTU3aLmu.

Yaanser HacTpoMKM pAns nepefaun cooblueHuit yseaomaeHus
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Co3paet ngeHtuomKkatop nokanbHoro SNMP-yctpoiictea — enginelD.
- engineid_string — uma SNMP-ycTpoicTsa;

- default — npu ncnonb3oBaHMM AaHHOW HacTpoliku engine ID byaet
aBTOMaTUYeCKM co3faH Ha ocHose MAC-agpeca ycTpoiicTBa.

Ypanaet naeHtuounkaTop nokanbHoro SNMP-ycTpoiictea —engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vilan id}

[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [ vrf vrf_name ]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32)
CUMBOIOB

3apaeT uHTepdeiic ycTpoicTsa, IP-agpec KoToporo byaeT Ucnonb3o-
BaTbCA MO YMOMYAHMIO B KayecTBe aZpeca UCTOYHUKA ANns obmeHa
coobuweHnamu c SNMP-cepsepom.

- vrf_name — uma 061acTv BUPTyanbHOW MapLIpyTU3aL MK,

Ypanaer untepdeliic yctpoicTsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback_id | vlan
vian id}

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ansa IPve.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

255

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

no snmp-server
source-interface-ipv6 [traps |
informs]

Ypanser untepdelic yctpoicrsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3pgaeT naeHtndukaTop yganeHHoro SNMP-ycTpoiictBa — engine
ID.

hostname} engineid_string . C,V(;MBtOFO?" 5.32 - engineid_string —vaeHTndukatop SNMP-ycTpoiicTBa;
[ vrf vrf_name] engmilwc\z;ni.( ~32) | . vrf_name — nma 06,1acTv BUPTyabHOW MapLIpyTMU3aLMK.
no snmp-server enginelD vrf-name: (1 '32) Ypansetr ngeHtuoukatop yaaneHHoro SNMP-ycTpoiictBa — engine
remote {ipv4_address | CVIMB(;/]O.B- ID.
ipv6_address | hostname}
snmp-server enable traps / BkntouaeT nogaepxKy SNMP trap-coobuweHuni.

-/BKNtOYEHO
no snmp-server enable traps OTkAtoyaeT noaaepKky SNMP trap-coobuieHuit.
snmp-server enable traps ospf BkntouaeT oTnpasKy SNMP trap-coobuieHnin npotokona OSPF.
no snmp-server enable traps -/BKNtO4EHO OTKAtoYaeT oTnpasky SNMP trap-coobLeHnii.
ospf
snmp-server enable traps ipv6 BksitouaeT otnpasky SNMP trap-coobuieHuii npotokona OSPF (IPv6).
ospf

d -/BKOYEHO —
no snmp-server enable traps OTKkAntoyaeT otTnpaBky SNMP trap-coobuieHnin.
ipv6 ospf
snmp-server enable traps erps BKkntoyaeT otTnpaBky SNMP trap-coobuieHnit npotokona ERPS.
no snmp-server enable traps -/BKAOYEHO OTkntouaeT otTnpasky SNMP trap-coobuweHnin npoTokosa ERPS.
erps
snmp-server enable traps vrrp Bkntouaet otnpasky SNMP trap-coobuweHnin 06 owmnbkax VRRP:
errors - ttl-error — owwn6kKa TTL B 3aronoBKe nakeTa;
- version-error — HecooTBeTcTBMe Bepcumn VRRP B npuHATOM
/ aHOHCe;
“/BR/TIO4EHO - checksum-error — ownbKa checksum B 3aronoske nakera;
- virtual-router-id-error — ownb6ka virtual-router-id.

no snmp-server enable traps OTKAtounTb oTnpaBky SNMP trap-coobuieHuit VRRP.
VITp errors
snmp-server trap PaspewaeT nepenasaTb coobLeHMs trap-cepBepy, KOTOPbIN He Npo-
authentication / wen ayteHTUdMKaumto.

-/pa3pelueHo

no snmp-server trap
authentication

3anpeLaeT nepesasaTtb CO0bLLEHUs trap-cepBepy, KOTOPbIN He Npo-
Wwen ayTeHTUdUKaLMIo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

OnpeaenseTt KOHTAKTHYO MHOPMaLMIO YCTPOMCTBA.

YpanaeT KOHTaKTHYH0 MHbOPMaLLMIO yCTPOICTBa.

snmp-server location text

no snmp-server location

text: (1..160) cumBonos

OnpegensieT MHGOPMALMIO O MECTOMOJIOXKEHMM YCTPONCTBA.

YpanaeT nHbopmaLmio 0 MECTOMNONOMNKEHUMN YCTPOICTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value goMKHbI
3a4aBaTbCA B
COOTBETCTBUM CO

Mo3BONAET YCTAaHOBUTL 3HAYEHMA NepemeHHbIX B 6ase aaHHbIx MIB
KOomMMmyTaTopa.

- variable_name — uma nepemeHHO;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHMe.

cneunduraumen

snmp-server enable traps BksitoyaeT otnpasky SNMP trap-coobuieHnit no cobbituam login/
authentication logout/reject.

-/BKAKOYEHO —
no snmp-server enable traps OTkntoyaeT otnpasky SNMP trap-coobuieHni.
authentication
snmp-server enable traps BkntounTb oTnpasky SNMP trap-coobuweHuii Npy AOCTUNKEHMM Mpe-
dhcp-snooping limit clients AeNbHOro Konmyectsa nogKnodeHHbix DHCP-KaneHToB.

-/OoTKNtO4EHO

no snmp-server enable traps
dhcp-snooping limit clients

OTKAtounTb oTnNpaBky SNMP trap-coobLieHni.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if)#
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Tabnuua 195 — KomaHap! pexkxmuma KoHopurypauum nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAIOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHnit Npu M3MeHeHuUmn co-
CTOAAHWA HacTpPanBaemoro nopTa.

BbikntoyaeT otnpaBky SNMP trap-coobuieHunii npu M3meHeHUn co-
CTOAHUA HAaCTPaAMBAEMOro NopTa.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console (confiqg) #

Tabnunua 196 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show snmp [vrf vrf name | all]

vrf_name: (1..32)
CMMBOJI0B

Moka3biBaeT HacTpolikn SNMP.
- vrf_name — umaA BUPTyanbHOM 061aCTU MapLIpyTU3aLLMK.

show snmp enginelD

Moka3sbiBaeT maeHTUOUKaTOp nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)

MokasbiBaeT npaBuna o6o03peHna SNMP.

CMMBOJI0B
show snmp groups group_name: (1..30) MokasbisaeT SNMP-rpynnbi.
[group_name] CMMBO/10B

show snmp filters [filter_name]

filter_name: (1..30)
CMMBO/10B

MokasbiBaeT SNMP-buUbTPSI.

show snmp users [user_name]

user_name: (1..30)
CMMBO/I0B

MokasbiBaeT SNMP-nonb3oBatenei.

5.19.5 NMpomokKon yoanéHHo20 moHumopuH2a cemu (RMON)

MpoTokon MoHuTopuHra cetn (RMON) sBnseTca pacwmpeHrem npoTtokona SNMP, nossonss
npeaocTaBuTb 6onee WMPOKME BO3MOMKHOCTU KOHTposa ceteBoro Tpadmka. Otanume RMON ot SNMP
COCTOMT B XapakTepe cobupaemoit MHbopmaumm — AaHHble cobupaemble RMON B nepsyto ouvepesb
XapaKTepusyloT TpaduK MexKay y3namum cetn. UHpopmauma, cobpaHHaa areHTom, nepesaeTcs B
NPWUIOXKEHWNE YNPaBAEHNA CETbIO.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KoOHOUIypaumm:

console (config) #

Tabnunua 197 — KomaHabl perkunma rnobanbHOM KoOHGUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBOJIOB;
desc_text: (0..127)
CUMBO/IOB;

HacTpaunsaeT cobbiTnsA, UCnosib3yemble B CUCTEME YAANEHHOTO MO-
HUTOPUHra.

- index — nHAEKC cobbITUA;

- type — TUN yBeAOMIEHUA, TeHEPUPYEMOTO YCTPOMUCTBOM M0 STOMY
cobbITHIO:

none — He reHepMpoBaTb YBeAOM/IEHUSA,

log — reHepupoBaTb 3anuchb B Tabanue,

trap — otcbinate SNMP trap,
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HELTEX

no rmon event index

name: CTPOKa

log-trap — reHepupoBaTb 3anuch B Tabauue n otcblnate SNMP trap;
- com_text — cTpoka coobuwectea SNMP ana nepecbinku trap;

- desc_text — onncaHue cobbITus;

- name — Ums co3aaTens cobbITusA.

YaanseT cobbiTMe, UCNOb3yeMOe B CUCTEME YA,ANEHHOTO MOHUTO-
pwvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppekTHbIi OID;
interval: (1..2147483647)
CekK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoKa

HacTpaunBaeT ycnosua Bblgaum aBapuiHbIX CUTHANOB.

- index — nHAEKC aBapUMHOro cobbITUSA;

- mib_object_id — vwaeHTUPUKATOP nNepemeHHOM YacTh obbeKTa
OID;

- interval — nHTepBan, B Te4EeHME KOTOPOro AaHHble 0TbMpatoTCs U
CPaBHUBAIOTCA C BOCXOAALLEN U HUCXOAALLEN rPaHULAMK;

- rthreshold — BocxoaAwan rpaHuLa;

- fthreshold — HUCXoaAWan rpaHnLa;

- revent — uHAeKc cobbITHA, KOTOPOE UCNONb3YETCA NPU Nepeceye-
HUW BOCXOAALLEN FPAHULLbI;

- fevent — uHpeKc cobbITUA, KOTOPOE UCMO/L3YETCA NPU nepeceye-
HUW HUCXOAALLEN rPaHULbI;

- type — meTog, 0T60Pa YKa3aHHbIX NepPeMEHHbIX U NoAcYeTa 3HaYe-
HUWA ANA CPAaBHEHMSA C rPAHULLAMMU:

MeTog absolute — abcontoTHoe 3HayeHWe BbIbpaHHOM nepemeH-
HOM ByAeT CpaBHEHO C rPaHULEN Ha KOHLUE UCCNeayeMOro UHTep-
Bana;

Metog delta — 3HayeHMe BbIbpaHHOM NepeMeHHOI Npu nocnea-
Hem oTbope 6yaeT BbIuTEHO U3 TEKYLLEro 3HaYeHUs U pasHuua by-
[EeT cpaBHEeHa C rpaHULamu (pasHuLa mexay 3HaueHUamMu nepe-
MEHHO B KOHLE 1 B Ha4aNie KOHTPO/IbHOTO MHTEPBana);

- startup — MHCTPYKUMA ANs reHepauumn cobbiTUn Ha NEPBOM KOH-
TPONbHOM MHTepBane. OnpeaenseT Npasuaa reHepaLun aBapuii-
HbIX COBbITUI AN NEPBOrO KOHTPOJIbHOrO MHTEPBana NyTem cCpas-
HEeHWUs OTOBpPaHHOW NepemeHHOW C oaHoW, Mbo obenmu rpaHu-
Lamu:

- rising — reHepupoBaTb eAUHUYHOE aBapUitHOoe cobbITUE NO BOCXO-
OALWEeN rpaHnLe, ec/iv 3HaYeHMe 0TOBpaHHOW NepemeHHOM Ha nep-
BOM KOHTPO/IbHOM MHTepBase 60/blie MH6O paBHO 3TOM rpaHULE;
- falling — reHepupoBaTb egMHUYHOE aBapuinHoe cobbiThe No HUC-
X04ALLeN rpaHuLLe, ecn 3HayeHne OoTobpaHHOW nepemeHHOW Ha
NepBoM KOHTPONbHOM MHTepBasie MeHblue M60 paBHO 3TOM rpa-
HULE;

- rising-falling — reHeprpoBaTb eanHWYHOE aBapuiiHOE cobbITME NO
BOCXOAAWEN WU/MAN HUCXOAALLEN FpaHULLe, eciv 3HauYeHue OTo-
bpaHHOW nepemeHHOM Ha NEepBOM KOHTPOAbHOM WHTepBane
6onblue NMbo paBHO BOCXOAALLEN rpaHuLe U/uan meHblue, 6o
PaBHO HUCXOAALLEN rPaHNLLE;

- OWner — Mms co3aaTesia aBapunHoro cobbiTus.

YaanaeT ycnosue BblAaun aBapunHbIX COObITUI.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaeT makcumanbHbIv pasmep RMON-Tabauu,.
- history — makcMmanbHoe KonM4ecTBo CTPOK B Tabamue nctopuu;
- log — makcmanbHOe KoMYecTBO CTPOK B TabauLie 3anuceit.
3HayeHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
H yCTpoicTBa.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #
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HELTEX

Tabnnua 198 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, rpynnel nHTepdeiicos

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aeiicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cex

BkatoyaeT GopmMpoBaHMe UCTOPUM MO rPpynnam CTaTUCTUKKU AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — NHQEKC Tpebyemol rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMY;

- bucket_num — 3Ha4yeHWe, accouMMpPyemMoe C KOJIMYECTBOM AYEEK
O1a cbopa UCTOPMM MO rpynne CTaTUCTUKK;

- interval — nepvog onpoca ans GopMUPOBaAHUA UCTOPUU.

BbIKk/Ilo4aeT GopMMpoBaHME UCTOPUK MO rPynnam CTaTUCTUKK AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console>

Tabanuya 199 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT cTaTUCTUKY MHTepdeica Ethernet anbo rpynnbl nop-
TOB, UCMO/Ib3yEMYIO ANA YAANEHHOTO MOHUTOPUHTA.

OTob6parkaeT MHPOpPMaLMIO MO 3anpalinMBaemMbimM rpynnam cratu-
CTUKM.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MokasbliBaeT uctoputo Ethernet cratuctukn RMON.

- index — 3anpoLleHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT CYETYMKM NPOU3BOANUTENBHOCTU (MpPO-
NYCKHOM cnocobHocTw);

- errors — NoKasbIBaeT CHETYNKN OLUINOOK;

- other — NoKasblBaeT cYeTYMKU 0BPLIBOB U KONU3UN;

- period — NOKa3blBaeT UCTOPUIO 33 3aMpoLUEHHbIN nepuos Bpe-
MeHM.

show rmon alarm-table

MoKa3blBaeT CBOAHYIO TabanLy aBapUAHbIX COBbITUN.

show rmon alarm index

index: (1..65535)

MNoKa3sbiBaeT KOHPUIyPaLMIO HACTPOMKM aBapPUMHbIX CODbITUI.
-index — MHAEeKc aBapuiiHOro cobbiTus.

show rmon events

MokasbiBaeT Tabanuy cobbiTuit yaaneHHoro moHutopnHra RMON.

show rmon log [index]

index: (0..65535)

Moka3sblBaeT TabauLy 3anucei yaaneHHoro MoHuTopmuHra RMON.
- index — nHAEKC cobbITUA.
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HELTEX

[pumepbl 8b1M0AHEHUS KOMAHO

MokasaTb cTaTUCTMKY 10 nHTepdeliica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8

Broadcast:

Fragments:
64 Octets:

Octets: 878128 Packets: 978

7 Multicast: 1

CRC Align Errors: 0 Collisions: 0
Undersize Pkts:
0 Jabbers: 0

98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: 0

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

0 Oversize Pkts: 0

Tabnnua 200 — OnucaHne pesynbTaToB

Mapamemp OnucaHue

Dropped Konnuectso 3a4eTeKTUPOBaHHbIX COBbITUM, KOraa NakeTbl 6bl1M OTOPOLLEHDI.

Octets Konunuectso 6aliT AaHHbIX (BKAKOYAA 6aiTbl NNOXMX NAKETOB), MPUHATbLIX U3 CETU (MCKAKoYanA
dperimosble 6UTbI, HO BKAKOYAA BUTblI KOHTPOALHOM CyMMblI).

Packets Konmuectso NpUHATLIX NAKETOB (BK/IOYan NAoXue, LWIMPOKOBELLATENbHbIE U MHOTOaApecHble
nakeTbl).

Broadcast Ko/muecTBo NPMHATLIX WMPOKOBELLLATE/IbHbIX NAaKETOB (TO/IbKO KOPPEKTHbIE NaKETbI).

Multicast KonmuecTBo NPUHATLIX MHOrOaApeCHbIX MaKeToB (TONIbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

Konnyectso NpUHATLIX NakeToB A/IMHOM OT 64 a0 1518 6aliT BKIOUYNTEIBHO, UMEIOLLMX He-
BEPHYIO KOHTPO/IbHYI0 CYMMY NGO C Lie/IbIM YNCOM BT (OLLMBKM NPOBEPKN KOHTPONABHOWM
cyMmbl — FCS), Mbo ¢ HeuenbiM Ynuciom 6aiT (owmnbku BoipaBHMBaHUA — Alignment).

Collisions

OLeHKa KOIMYecTBa KoAAn3nii Ha gaHHom Ethernet-cermenTe.

Undersize Pkts

Konnyectso NpUHATbLIX NAaKeTOB A/IMHOM MeHblue 64 6aliT (McKatoyas dpelimoBble HUTbI, HO
BKJ/1t0YAA BUTbI KOHTPO/IBHOM CYMMbI), HO B OCTa/IbHOM MPaBUIbHO CHOPMUPOBAHHBIX.

Oversize Pkts

Konanyectso NpuHATLIX NakeToB AanHON 6osble 1518 6anT (Mckaouan dpelimosble 6UTHI,
HO BK/t0YAA 6UTbl KOHTPObHOM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHBIX.

Fragments

KonnuecTBo NPUHATbLIX NAKETOB AJ/IMHOM MeHbLlie 64 6aliT (McKkaoYas ¢pelimoBble 6UTbI, HO
BKJ/1t0YAA 6BUTbI KOHTPOJILHOM CYMMbI), UMEIOLLIMX HEBEPHYIO KOHTPOJIbHYO CyMMy Mbo C Le-
NbIM YMcnom 6aiT (OWMBKU NPOBEPKU KOHTPOJIbHOM cyMmmbl — FCS), Nnb0 C HeLenbim Yncaom
6anT (owmnbKKM BbipaBHMBaAHKUA — Alignment).

Jabbers

KonnuectBo NpMHATLIX NaKeTOB AnnHON 6onblwe 1518 6aiT (Mckntovan dperimosble 6UTHI,
HO BKtOYan BUTbl KOHTPOILHOW CYMMbl), UMEIOLLIMX HEBEPHYIO KOHTPO/IbHYO CYMMY M6O C
Le/ibiM Ynciom 6ainT (oWwWmMbKM NpoBepKM KOHTPOAbHOW cyMmmbl — FCS), inbo ¢ HeL.enbim Yuc-
nom 6aiT (owmnbKM BbipaBHMBaHMA — Alighment).

64 Octet

Konnyectso MpuHATLIX NAaKeTOB (BK/KOYaA MaoXue makeTbl) AivHou 64 6aitta (McKwodas
¢dpeiimoBble 6UTbI, HO BKOYAA BUTbI KOHTPOJIbHOM CYMMBbI).

65 to 127 Octets

KoanyectBo NpUHATLIX NaKeTOB (BK/AOYas Naoxue nakeTbl) AAMHON OT 65 ao 127 6aiT BKAtO-
unTenbHo (MCKAoYasa GppernmoBble BUTbI, HO BKAOUYAA BUTbl KOHTPO/IbHOM CYMMbI).

128 to 255 Octets

Konnyectso NpMHATBLIX NaKeToB (BKAOYas NA0XMe NaKeTbl) AANHOM oT 128 oo 255 6aiT BKAO-
YnTENbHO (MCKAoYasa GpernmoBble BUTbI, HO BKAOYAA BUTbl KOHTPOJIbHOM CYMMbl).

256 to 511 Octets

Koanyectso NpMHATBLIX NaKeTOB (BKAOYAs NA0OXMeE NaKeTbl) AJnHOM oT 256 g0 511 6aiT BKAtO-
unTenbHo (McKAoYasa GpernmoBble BUTbI, HO BKAOUYAA BUTbl KOHTPO/IbHOM CYMMblI).

512 to 1023 Octets

Konnyectso NpUHATLIX NAaKeToB (BKAk4aa Naoxue naketbl) ganHon ot 512 go 1023 6aiT
BK/IIOYMTENbHO (MCKAtoYasa pperimoBble BUTbI, HO BK/ItOYan BUTbl KOHTPO/IbHOM CYMMbl).

1024 to 1518 Octets

Konnyectso NpuHATLIX NAKeToB (BKAOYasA Njoxue nakeTbl) gnnHok ot 1024 go 1518 6ait
BK/IIOUMTENbHO (MCKaoYana dpeiimoBble BUTbI, HO BKAOYan BUTbl KOHTPOIbHOM CYMMbl).
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HELTEX

MokasaTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK 41A nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabanuya 201 — OnucaHue pesyabTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOMULMPYIOLLMIA 3aNNCh.
Interface Ethernet-uHtepdeiic, Ha KoTopom 3anyLueH onpoc.
Interval MHTepBan B CEKyHAAX MeXay onpocamu.

Requested Samples

3anpoLeHHoe KOIMYeCTBO OTCHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJGECﬂ) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHOo.

Owner

Bnageneu gaHHOM 3anucu.

MoKasaTb CHETYMKM MPOMYCKHOM CNOCOBHOCTM ANA rpynnbl CTaTUCTUKK 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: tel/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnunua 202 — OnucaHne pesynbTaToB
Mapamemp OnucaHue
Time [aTta u Bpema co3gaHma 3anumcu.
Octets Konmuectso 6aiT gaHHbIX (BKAOYAn 6aliTbl NIOXMX NAaKETOB) NPUHATLIX U3 CETU (MCKAtoYas
dperimoBble 6UTbI, HO BKNtOYAA BUTbI KOHTPOIbHOM CYMMbI).
Packets Ko/IMyecTBO NPUHATLIX NAKETOB (BK/AOYasA NAOXMe NaKeTbl) B TedeHue nepmoga ¢popmupo-
BaHWA 3anucu.
Broadcast Konnuyectso NpUHATbLIX XOPOLUMX NAKETOB B TeyeHue nepuoaa GopMMPOBAHUA 3anucK
HanpaB/ieHHbIX Ha LUIMPOKOBELLATeIbHbIE agpeca.
Multicast KonnyecTBo MPUHATLIX XOPOLIMX MAKeTOB B TeyeHWe nepuoaa GopmMMpoBaHMA 3anucu
HanpaB/ieHHbIX Ha MHOroagpecHble agpeca.
OueHKa cpegHel NponycKHOM cnocobHOCTM pU3MUYECKOro YPOBHA Ha aHHOM MHTepdelice
Utilization B TeyeHue nepuoga popmmposaHma 3anucu. NMponyckHasa cnocobHOCTb OLEeHMBAETCA Be-
NINYMHON A0 ThICAYHOM NpOLEHTa.
KonnyecTBo NpUHATBIX B Te4eHUe nepunoaa GopmMmmpoBaHMA 3anncy NakeTos AANHOW OT 64
CRC Alien 40 1518 6aliT BKAHOUMTENbHO, MMEIOLLNX HEBEPHYIO KOHTPOJ/IbHYIO CYMMY B0 C Lenbim
& yncaom 6anT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo c Heuenbim Ynciom
6ainT (oWmM6bKK BbipaBHMBaAHMA — Alignment).
Collisions OueHKa Ko/imyecTBa KONM3KUI Ha gaHHom Ethernet cermeHTe B TeueHue nepuoga dop-
MWPOBAHUA 3aNMUCHK.
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HELTEX

Undersize Pkts

KonnyectBo MpUHATbIX B TedeHue nepuosa GopmMMpPOBaHMA 3anUcU MAKETOB AMHOM
MeHbLle 64 6aiT (MckNoYan ppernmoBblie BUTbI, HO BKAOYAA BUTbI KOHTPOILHOW CYMMbl),
HO B OCTa/IbHOM NPaBU/IbHO CHOPMUPOBAHHBIX.

Oversize Pkts

Ko/iMyecTBo MpUHATLIX B TedeHue nepuoga GpopmMpOoBaHMA 3anucK MaKeToB AJMHOWM
6onbwe 1518 6aiT (Mckaoyaa ¢permoBble BUTbI, HO BKAKOYAA OUTbI KOHTPOJbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Fragments

Konnuyectso NpuUHATBIX B TeYeHWe nepuoaa GoOpMMPOBAHMA 3aNMCKU NAKETOB AJIMHOMN
MeHblue 64 6aiT (UcKkAoYas dpelimoBble BUTbI, HO BKAtOYAn BUTbI KOHTPOJIbHOW CYMMbl),
MMeIOLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY IMBO C LenbiM Ynciom 6anT (owmnbKku npo-
BEPKWN KOHTPOAbHOM cymmbl — FCS), ninbo ¢ Heuenbim yncnom 6ainT (owmbKM BbipaBHMBa-
Hua — Alignment).

Jabbers

KonuyectBo npuHATbIX B TeyeHue nepuoga GOpPMUPOBAHMA 3anNUCKM MAKeTOB ANUHOM
6onblwe 1518 6aiT (UcKnioyas ¢perimoBble BUTbI, HO BKAOYas OUTbI KOHTPOJbHOW
CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYHO CyMMY IMBO € LieNbiM YMCAOM 6alT (OwmnbKM
NPOBEPKM KOHTPObHOW cyMmbl — FCS), 6O C Heuenbim Yuciom 6aiT (ownbKKM Bbipas-
HWBaHuA — Alignment).

Dropped

KonnyecTso 3a4eTEKTUPOBAHHbIX COBbLITMI, KOrga nakeTbl 6biav OTOPOLLIEHbI B TeYEHUE
nepuoaa GopmmpoBaHmna 3anucu.

HOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTpEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 203 — OnucaHune pesynbTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWLMIA 3aNNCh.
OID OID KOHTPO/IMpYEMOI NepeMeHHOMN.
Owner Monb3oBaTtenb, CO34aBLUNIA 3aMUCh.

MNMoKa3aTb KOHGUIypaL Mo aBapUiAHbIX COBbITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI
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HELTEX

Tabnuua 204 — OnucaHue pesynbLTaTos

Mapamemp OnucaHue

(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.

3HayeHne NnepemMeHHoI Ha NocaegHeEM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
Last Sample Value pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHUe nepemeHHo, ecan delta — 1o pas-
HULA MeXKAY 3HAaYEHUAMM NePEeMEHHOM B KOHLLE U B Haya/le KOHTPOIbHOIO MHTepBana.

MHTepBan B CEKyHAAX, B TEYEHME KOTOPOro AaHHble OTOMPatOTCA M CPaBHMBAIOTCA C BEPX-

Interval . o
Hel M HUXKHEWN rpaHnLamu.
MeToga oTbopa yKasaHHbIX NepeMEHHbIX U MOACYETA 3HAYEHUA O1A CPABHEHUA C IPaHu-
uamu. Metog, absolute — abcontoTHOe 3HauyeHMe BbIbBpPaHHOW NepemeHHoN byaeT cpas-
HEHO C rpaHuLEen Ha KoHUe uccnegyemoro nHtepsana. Metog delta — 3HaueHue BbIOpaH-
sample Type paHuL, m ay p a p

HOM NepemMeHHOM Npu nociegHem oTbope ByAeT BbIMTEHO U3 TEKYLLEFO 3HAYEHUA, U pas-
HUUa ByaeT cpaBHeEHa C rpaHuULaMuM (pasHMLA MeXay 3HAYeHUAMU NeEPEeMEHHON B KOHLLE
M B Ha4asie KOHTPOJILHOTO MHTEPBANA).

WHCTPpYKLMA ONs reHepauymn cobbITUiA Ha MepBOM KOHTPOJIbHOM MHTepBasie. Onpeaensaer
npaBuia reHepaLmmn aBapuiHbIX COBbLITUI 41 NepBOro KOHTPOJIbHOTO UHTEpBaaa NyTem
CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IMb60o 0benmm rpaHULAMMN.

rising — reHepupoBaTb egMHUYHOE aBapuiiHOEe CObbITUE MO BOCXOASALLEN rpaHuLe, ecau
3HayeHWe oTobpaHHOM NepeMeHHOM Ha NePBOM KOHTPOJIbHOM UHTEpBasie 6obluem AnMbo
paBHOM 3TOM rpaHuLe.

Startup Alarm falling — reHepupoBaTb egMHMYHOE aBapUiMHOe COBbITUE NO HUCXOAALLEN FPAHULLE, ECAN
3HayeHMe 0TOBPaHHOWM NEPEMEHHON Ha NePBOM KOHTPOJ/IbHOM UHTEPBAJIE MeHbLUe MB0o
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eanHuyHOe aBapuitHoe cobbITWe No BoCXogAlwen u/uam
HUCXOAALEN TPAHULLE, €CNN 3HAYEeHUE OTODPaHHOM NepeMeHHOM Ha NePBOM KOHTPO/Ib-
HOM MHTepBane 6onblue AMBO PaBHO BOCXOAALLEN rpaHULE, U/ MAK MeHble MBOo paBHO
HUCXOAALLEN rPaHULLE.

3HauyeHuMe BocxoaAalLel rpaHuubl. Korga 3HauyeHre oTobpaHHOM nepemeHHoM Ha npeapi-
OyLLEeM KOHTPOJIbHOM MHTepBasie OblI0 MeHblUe AAHHOM rPaHMLbl, @ Ha TEKYLLEM KOH-
TPOSIbHOM MHTepBasie 60/bliem NMH60 PaBHOM 3HAYEHUIO FPaHULbI, TOTA4a eAUHUYHOE CO-
6biTHe reHepupyeTcs.

Rising Threshold

3HavyeHue HUcxoaALlen rpaHuLbl. Koraa 3HavyeHne oTobpaHHON NnepemeHHoM Ha npeapl-
OyUWleM KOHTPOJIbHOM MHTepBane 6bi10 60/blie AaHHOW rPaHuULbl, a Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBasie MeHblUe IMB0 PaBHO 3HAYEHMIO FPaHMLbI, TOraa eamHnYHoe cobbl-
The reHepupyeTcs.

Falling Threshold

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BoCXoAALlaa rpaHuLa nepeceyeHa.
Falling Event MHAaeKc cobbITUA MCMOJIb3YHOLLErocs, KOraa HUCXOAALLAA rpaHMLa nepeceyeHa.
Owner Monb3oBate/ib, CO34aBLUMI 3aMUCh.

MokasaTb Tabanuy cobbiTnin yganeHHoro moHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnnua 205 — OnucaHne pesynbTaToB

Napamemp OnucaHue
Index NHAEeKC, YHUKaNbHO MAEHTUOMLMPYIOLWMIA COBbITHE.
Description KommeHTapwuit, onvcbiBaloLWmin cobbiTue.
Ethernet-xommymamope cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, )63
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HELTEX

- none — He reHepMpoBaTb YBEAOM/IEHUS;
Type - log — reHepupoBaTb 3anuch B Tabauue;
- trap — otcbinate SNMP trap;

Tun yBeLOMNEHUSA, FeHepUpPYyEMOro YCTPOMCTBOM MO 3TOMY COBbITUIO:

- log-trap — reHepupoBaTb 3anncb B Tabaunue un otcbinatb SNMP trap.

Community CTpoka coobuectsa SNMP ana nepecbinku trap.

Owner MNMonb3oBaTtenb, CO34aBLLUMI COObITUE.

Last time sent

6bITUIA, TO 3TO 3HaYeHue ByeT paBHO Hy 0.

Bpema n pata reHepmpoBaHMA nocnegHero cobbiTnA. Ecaun He 6bino creHepunpoBaHO Co-

MoKasaTb Tabanuy 3anucen yaaneHHoro mMoHMTopuHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabnvua 206 — OnucaHue pesynbLTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3aNnChb.
Description KommeHTapuii, onucbiBaloLWmin cobbiTue.
Time Bpema co3gaHuAa 3anucu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOpPOB MO3BOAAET paspewwnTb AMB0 OrpaHMyunTb AOCTYN K
ynpaB/ieHWo YCTPONCTBOM Yepes onpegenieHHble noptbl nan rpynnbl VLAN. Oas 3ToM uenun cosgarorca

cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:
console (config) #

Tabnunua 207 — KomaHabl perknma rnobanbHoM KoOHGUrypauum

KomaHda 3HayeHue/3HayeHue Aelicmeue
10 yMOA4aHuio

management access-list name Co3faeT CNUCOK JocTyna AN ynpasaeHus. Bxog, B pexxum KoHdu-

rypauumn cnmcka AoCctyna gna ynpasneHuA.

name: (1..32) cumsona

no management access-list YpanaeT Cnncok AocTyna 41 ynpas/ieHus.
name
management access-class OrpaHuuMBaeT ynpas/ieHMe YCTPOMCTBOM MO onpeaeneHHoMy
{console-only | name} cnucky goctyna (access list). AKTMBMPYET yKa3aHHbI CNUCOK A0-
cTyna.
name: (1..32) cumsona | - console-only — ynpasneHue ycTpoicTBOM AOCTYMHO TONBKO C KOH-
conu.
no management access-class OTMeHSsIeT OrpaHNYeHmne Ha ynpaseHne YCTPOWCTBOM Mo onpeae-

NIeHHOMY CNUCKY gocTyna (access list).

2 64 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHusa

BuA 3anpoca KOMaHAHON CTPOKM B peXxnume KOHPUrypaumm cnmcka goctyna gnsa ynpasaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnunua 208 — KomaHabl perkMma KoHbMrypaumm Cnucka 4octyna aaa ynpasaeHun

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLiee ycaoBMe ANa YNPaBAAIOLWEro Cnucka 4o-

cTyna.
- service — TMn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3agaer 3anpeLatoLee ycaoBMe 411 YNPaBAAIOLWEro Cucka go-

cTyna.
- service — TN foCTyna,

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32

HELTEX




HELTEX
Tabnunua 209 — KomaHabl pexkuma Privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4aHuo

show management access-list MoKasblBaeT cnucku goctyna (access list) ans ynpasnexums.

name: (1..32) cumBona

[name]
show management MokasbiBaeT MHPOpPMaLMO 06 aKTUBHbLIX CMMCKax AocTyna
access-class (access list) gns ynpasnexuma.

5.19.7 Hacmpoiika docmyna

5.19.7.1 Telnet, SSH

[aHHble KOMaHAbl npeAHa3HayeHbl A8 HACTPOMKM CepBepoB AOCTyna AAA  ynpaBaeHus
KommyTaTopom. Moaaepkka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET YAANEHHO NOAKNHOYATLCA
K HEMY 419 MOHUTOPUHIA U KOHPUrypauuu.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 210 — KomaHab! perkuma rnobanbHOM KoHGUrypaumm

3Ha4yeHue/3HayeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
ip telnet server PaspewaeT yganeHHoe KOHOUIrypupoBaHUe yCTPOMCTBa
Mo ymonuaHuio Telnet yepes Telnet.
no ip telnet server cepsep BKAOYEH 3anpelsaeTt yaaneHHoe KOHPUrypupoBaHue yCTPOMCTBa
yepes Telnet.
ip ssh server [vrf vrf_name] PaspelwaeT yaaneHHoe KOHGUrypupoBaHue yCTpoWcTBa
yepes SSH.

- vrf_name — vma sk3emnnspa VRF.
Jlo Tex nop, NOKa KAY ANA WUPPOBAHUA He
V creHepupoBaH, SSH-cepeep 6yaer HaxoauTbcA
B pe3epse. Mocne reHepauuu kava (Mcnonb-
3yemble KOmaHAbl crypto key generate rsa u

vrf_name: (1..32)
CMMBO/13/NO YMONYAHUIO
SSH cepBep OTKAOYEH BO

Bcex VRF crypto key generate dsa) cepsep nepeiiger B
pabouee cocTosiHMe.
no ip ssh server [vrf vrf_name] 3anpelaeTt yaaneHHoe KOHPUrypuposaHue yCTPOMCTBa
yepes SSH.
ip scp server PaspewaeT KonupoBaHue ¢ainioB n3 ¢paiioBOro XpaHu-

ML KOMMYyTaTopa U Ha Hero Yepes SCP.
no ymonyaHuto SCP-cepsep

OTK/OYEH V SSH-cepBep A0/1XKeH 6bITb BKAOYEH.
no ip scp server BbikntovaeT SCP-cepsep.
ip s.sh port port_number port_number: (1.65535)/22 TCP-nopT, ucnosbyemsiii SSH-cepsepom.
no ip ssh port YcTaHaBAMBaeT 3HaYeHMe No YMOIYAHUIO.
ip ssh-client source-interface 3agaet vHTepdeic ana SSH-ceccui.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet hu_port | loopback_id: (1..64)
port-channel group | loopback group: (1..128);
loopback_id | vlan vian_id} vlan_id: (1..4094)
no ip ssh-client source-interface Ypanser uitepdeiic.
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ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaet HTepdeic ana IPvé SSH-ceccui.

Ypansaer untepdeiic.

ip ssh-client username username

no ip ssh-client username

username: (1..70) cumBonos

YcTaHaBAuBaeT ums nonb3osatena ansa SCP-ceccui.

Ypanset uma nonb3osatena ana SCP-ceccui.

ip ssh-client password password

no ip ssh-client password

password: (1..70) cumBosioB

YcTaHasauneaeT naponb ana SCP-ceccui.

Ypanset naponb ana SCP-ceccuit.

ip ssh pubkey-auth [ auto-login ]

no ip ssh pubkey-auth

Mo ymon4yaHuio
ncnosb3oBaHue nyb6aMyHoro
K/toYa 3anpeLueHo

Pa3pewaeT ncnonb3oBaHme Ny6AMYHOIO KAtoYa ANa BXO-
aawmx SSH-ceccui.

- auto-login — oTK/toyaeT HeobxoAMMOCTb ayTeHTUdUKa-
LMK NO NOTUHY M NAPOJII0 Nocae NPoBepKn SSH-Katova.

3anpewaeT UCNonb3oBaHMeE Ny6AMYHOrO KAKOYa A8 BXO-
aawmx SSH-ceccui.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/paspelueHbl Bce
a/NIrOPUTMbI, KPOME None

3a4aeT CNUCOK pa3peLleHHbIX aropuTMOoB LWndpoBaHUA
Ana cepsepa.

BoccTaHaBnMBaeT CNUCOK paspeLleHHbIX aIFOPUTMOB 06-
MeHa K/Ilo4aMy N0 YMON4YaHUIo.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
paspelleHbl Bce METOAbI

3afaeT CNUCOK paspeLleHHbIX MeToAoB obMeHa Kito-
Yamu gaa cepsepa.

BoccTaHaBnmMBaeT CNMCOK paspeLleHHbIX aifopuTMoB 06-
MeHa Klo4amMu No yMmoNn4aHuio.

ip ssh password-auth

no ip ssh password-auth

Mo YMONYaHUIO BKIKOYEHO

Bkatouvaet pexnm ayTeHTVIC')MKaLI,MM no naponto.

OTkAtovaet pexnm ayTeHTVIC')MKaLI,MM no naponto.

crypto key pubkey-chain ssh

Mo ymonuyaHuio Koy He
co3pgaH

BxoauT B pexxum KoHdurypauum nybamyHoro Kaova.

crypto key generate dsa

FeHepupyeT napy Katodeit DSA — YacTHbI U NY6ANYHBIN
pna SSH-cepsuca.
V Ecnun xota 6bl O4UH U3 Napbl KAlouel yKe co-

crypto key generate rsa [size] size

size: (2048..4096)/2048

34aH, TO cMCTeMa NpPeasioXKUT nepes3anucaTb
KAtou.
leHepupyeT napy Katoyer RSA — yacTHbI M Ny6AMYHbIN
ona SSH-cepsuca.

- Size — 3apaeT pa3mep KAatoya.

V Ecnun xota 6bl O4UH U3 Napbl KAlouel yxKe co-

crypto key import dsa

encrypted crypto key import dsa

3/aH, TO cucTema NpeJIoKUT nepesanucarb
MUmnopTtupyet napy Kntoyeit DSA.

KA.
- encrypted — B 3aWwWnppoBaHHOM BUE.

crypto key import rsa

encrypted crypto key import rsa

MUmnopTtupyeT napy Katoyer RSA.
- encrypted — B 3aWwWnppoBaHHOM BUE.

ip http server

no ymon4yanuto HTTP-
cepBsep BK/IOYEH

PaspeluaeT yganeHHoe KOHOUIypUpoBaHWe yCTpoOICTBa
yepes web.
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no ip http server 3anpewaeT yganeHHoe KOHOUIypupoBaHWe ycTponcTsa
yepes web.

ip h'ttp port port 1..59999/80 3apaet nopt HTTP-cepsepa.

no ip http port BoccTaHaBMBaeT 3Ha4YeHMEe N0 YMONYAHUIO.

ip http secure-server no ymonuaHuio HTTPS- Brsitouaet HTTPS-cepsep.

no ip http secure-server cepBep BKAKOYEH Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds 3agaet TaimayT HTTP-ceccuu.

[http-only | https-only] seconds: (0..86400)/600

no ip http timeout-policy BoccTtaHaBnnBaeT 3HaYeHMEe N0 YMONYAHUIO.

crypto certificate {1 | 2} generate leHepupyeT SSL-cepTudUKar.

crypto certificate {1 | 2} import Mmnoptupyet SSL-cepTUdUKAT, Ha3HAYEHHbIA LeHTPOM

- cepTuduKaumm.

no crypto certificate {1 | 2} BocctaHaBnamnBaeT SSL-cepTMdUKAT NO ymonyaHuoo ana

yKa3aHHoro cepTudmkara.

/ Knioun, creHepupoBaHHble KomaHgamum crypto key generate rsa un crypto key generate
dsa, coxpaHaloTcA B 3aKpbITOM AnA Nosb3oBartena ¢aine KoHpurypauyum.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kayd

Bug 3anpoca KOMaHAHOM CTPOKU B peXknume KoHpurypaumm nybiM4HOro Karua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnuua 211 — KomaHapb! pexknuma KoHbUrypauum nybaAnYHoOro Kaoda

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4aHuro
user-key username {rsa | dsa} BXOZ, B peKMM CO34aHUA UHOMBUAYANLHOTO NY6AUYHOTO KAto-
. Ya.
username: (1..48) - rsa — co3aatb RSA-kntoy;
CMMBO/I0B - dsa — co3gatb DSA-Kntou.
no user-key username YaanaeT nybAnyHbIN KoY ANs onpeaeneHHoro noab3osaTens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXnume co3aaHna nHanBmnayasabHOro I'IY6J'IMLIHOFO K/to4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnumua 212 — KomaHAabl peskuma co3AaHna MHAUBUAYANbHOMO NyBANYHOrO Katova

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4aHuio
key-string - Co3gaeT ny6AnYHbIN KoY gns onpeaeneHHoro nosib3osaTens.
key-string row key_string Co3pgaeT ny6MYHbIN KAoY gNA onpeseeHHOro Nonb3osaTens.

BBOA, K/t0Ya OCYLLECTBAAETCA NOCTPOUHO.

- key_string — 4acTb KAtova.
[Ona Toro utobbl cUCTEeMa NOHANA, YTO K/OY BBeAEH
NO/IHOCTbIO, HE06X0AUMO BBeCTM KoMaHAy key-string
row 6e3 cumBONOB.

KomaHOb! pexcuma EXEC

KomaHabl JaHHOro pa3aena 4OoCTynHbl TONIbKO ANA NPUBUNETMPOBAHHbBIX nosib3oBaTenem.

Buna 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
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console#

Tabnumua 213 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip ssh

MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKkKe aKTUBHble
Bxoaswme SSH-ceccum.

show crypto key pubkey-chain
ssh [username username]
[fingerprint {bubble-babble |
hex}]

username: (1..48)
cumsonos.llo
YMOJIYQHUIO OTNEYaTOK
K/IloMa B WecTHaaua-
TepuyHoOM popmare.

MokasbiBaeT nybanyHble SSH-KN0UM, cOXpaHEeHHbIe Ha KOMMYTa-
Tope.

- username — UMA YAaNI€HHOTO K/MEHTa;

- bubble-babble — otneuatok Kntoua B Koge Bubble Babble;

- hex — oTneyaTok Kntoya B WeCTHaALATEPUIHOM KozZe.

show crypto key mypubkey

MoKasblBaeT nyb6anyHble Katoun SSH-kommyTaTopa.

[rsa | dsa]
show crypto certificate [1 | 2] -

OTobparkaeT SSL-cepTudmKkaTbl ana HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb cepep SSH Ha KommyTaTope. PaspelwmnTb ncnonb3oBaHue nybsiMyHbIX Katoden. Co3aaTb
RSA-Kknou ana nonb3osartens eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config)# crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key) # key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIw9GBRoNZQZx JHKCcgKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUVV35LgJJk67I0U/zfwOl1gkTwml75Q
RI9gHU] S6KWGN2QWXgh3ub8gDjTSqmuSn/WA05iDX2TIExQWu081icglk02LYciz+Z4TrEU/9FIx
wPiVQOjc+KBXuR0OjuNgbnEFYsYOZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWnNzNRADYDvSzg01DnwCACS
QOh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHpU2ypayuu mepmuHana

KomaHZabl KOHOUIypauumn TepMMHaNa CAYXKaT ANA HACTPOMKM NapaMeTPOoB SI0KabHOM U yAaneHHOM
KOHCOAN.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHoOm KOHOUrypaumm:
console (confiqg) #

Tabnunua 214 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BXOf, B PEXMM COOTBETCTBYIOLLENO TEPMMUHaANA (1OKaNbHasA KOH-
- COAb, yAaneHHaa KoHconb — Telnet nan yaaneHHas sawmuieH-
HasA KOHcoNb — SSH).

line {console | telnet | ssh}

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm tTepmumHana

console# configure
console (config)# line {console]tel
console (config-line) #

net|ssh}

Tabanuya 215 — KomaHabl pexkMma KoOHoUrypaumm TepmuHana

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuro
speed bps YcTaHaBAMBaAET CKOPOCTb J0CTYNa MO JIOKANbHOM KOHCOMMU (KO-
peedbp bps: (4800, 9600, P v :
MaHAa AO0CTyMNHa TO/IbKO B peXXMme KOHGUrypauumn oKaabHOM
19200, 38400, 57600,
KOHCOANMN).
115200)/115200 604,
no speed YcTaHaBAMBaAET 3HaYeHMeE MO YMONYAHMUIO.
autobaud BK/toYaeT aBTOMaTMUYECKOe onpeaesieHe CKOPOoCTU AoCTyna no
NIOKaNIbHOM KOHCOM (KOMaHZa AOCTYMHA TO/IbKO B PEXKMME KOH-
-/BKAKOYEHO durypaumm 1oKanbHoOM KOHCOM).

no autobaud

BbIKntoyaeT aBTomaTMyecKkoe onpeaesieHne CKoOpocTn A0CTyna
No NI0KaNIbHOM KOHCONN.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MWH;

3agaeT MHTepBas, B TeYeHNe KOTOPOro CMCTeMa OXngaeT BBOAa
nonb3osatena. Ecan B Te4eHWe AaHHOrO MHTEPBana Nosb3oBa-
TeNb HUYEro He BBOAUT, TO KOHCO/1Ib OTK/1IOYaeTCA.

- seconds: (0..59)/0 cek
no exec-timeout

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 216 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show line [console | telnet |
ssh]

MNoka3sbiBaeT napameTpbl TepMUHanNa.

5.20 XypHan aBapuit, npoTtokon SYSLOG

CUCTeMHbIE KYPHa bl MO3BOAIOT BECTU UCTOPUIO COBLITUIA, NPOU3OLLEALLIMX HA YCTPOWCTBE, a TaKKe

KOHTPO/IMPOBATb npousowegiine cobbIiTMA B pean

bHOM BpeMEHMU. B KypPHan 3aHOCATCA cobbITnA cemu

TUNOB: qpeasblqaﬁlele, CUrHanbl TpeBOrn, KpUtTn4eCkne n He Kputndyeckme OLIJVI6KM, npeagynpexaeHus,

yBeaomMneHwumA, VIHd)OpMaLI,I/IOHHbIe N OTNnagou4HblE.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (config) #

Tabnunua 217 — KomaHabl pexkrma rnobanbHoM KoOHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
o yMOMYAHUIO
logging on -/peructpaums BKAtoyaeT pernctpaumio oTnafouHbIX COObWeHNn U coobweHnit
BK/IlOYEHa 06 owmnbKax.
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no logging on

BbIK/NtOYAET perncTpaumio 0TAag0uHbIX COObLWEeHNN 1 coobweHnin
06 owunbKax.
Mpu BbIKNIOYEHHOW perucTpaumumn oTnagouHble coob-
weHMa u coobweHna o6 owubkax 6yayTt nepepa-
BaTbCA HA KOHCO/b.

logging host {ip_address |
host} [port port] [severity
level] [facility facility] [ msg-
format msg-format ]
[description text]

[ vrf vrf_name]

host: (1..158)
CUMBO/IOB;
port: (1..65535)/514;
level: (cm.
Tabnunua 218);
facility: (local0..7)/lo-
cal7;
msg-format: (default,
cef)/default;
text: (1..64) cumsonos
vrf_name:(1..32)

BkatoyaeT nepepavy aBapuMHbIX M OTNAAO0YHbIX COODOLEHUM Ha
yaaneHHblt SYSLOG-cepsep.

- ip_address — IPv4 nnu IPv6-appec SYSLOG-cepBepa;

- host — ceTeBoe nma SYSLOG-cepsepa;

- port — Homep MopTa ANA Nepefayn coobleHUi No NPOTOKoNy
SYSLOG;

-level — ypoBeHb Ba)KHOCTU COObBLLEHWUI, NepenaBaembiXx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B coobLeHuUAXx;

- msg-format — ¢opmaTr coobuieHuid, nepegaBaemMbix Ha
SYSLOG-cepsep;

- text —onucaHue SYSLOG-cepsepa;

- vrf_name — ums BUpPTyanbHOM 061aCTM MapLLPYTU3aLUu.

no logging host {ip_address | cumBonos YpanseTt BblOpaHHbIA cepBep U3 cnmncka mcnonbsyemblix SYSLOG-
host} [ vrf vrf_name] cepBepos.
logging console [/evel] BKntoyaeT nepegayy aBapuUiiHbIX UM OTAaA04HbIX COOBLLEHNI Bbl-
level: (cm. 6paHHOro YPOBHA BaXKHOCTU Ha KOHCO/b.
Tabnnua

no logging console

218)/informational

BbIK/lOYaeT nepeaady aBapuMHbIX MAW OTAALOYHbIX COOBLLEHUM
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnnua
218)/informational

Bk/itoyaeT nepesady aBapuiHbIX UM OTNAL0UHBIX COOBLLEHWI Bbl-
6paHHOro ypoBHA BaXKHOCTU BO BHYTpeHHU bydep.

BbikntoyaeT nepesayy aBapuiHbIX UK OTAAA04YHbIX COOOLWEHUI BO
BHYTPEHHUI bydep.

logging cli-commands

no logging cli-commands

-/OTKNIOUEHO

BkntouaeT nornposaHume BeeaeHHbIX B CLI kKomaHa,.

OTKAOYaeT normposaHme BeeaeHHbIx B CLI kKomaHg,

logging buffered size size

no logging buffered size

size: (20..1000)/200

MN3MeHAeT Ko/IMYecTBo cOObLLEHMI, 3aNOMUHAEMbIX BO BHYTPEH-
Hem bydepe. HoBoe 3HaueHne paszmepa bydepa npumeHnUTca no-
Cne nepesarpyskun ycTpomncTea.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

logging file [level]

no logging file

level: (
Tabanua 218) /errors

BkatouaeT nepegady aBapunHbIX AW OTAAA0UHbIX COOBLLEHWIA BbI-
H6paHHOro YypOBHA BaXKHOCTW B Gain KypHana.

BbIK/lOYaeT nepegayvy aBapunHbIX UAK OTNAZ0UHBIX COOBLLEHUI B
dain KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B KYpHaJibl COObLITMA ayTeHTUDMKALMM, aBTOPU3ALUMN U
yyeta (AAA).

He 3aHOCKTb B KypHasbl COObITUA ayTEHTUPUKALMK, aBTOPM3ALUU
n yyeTa (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonyaHuio
perucTpauma BKAOYEHa

BktoyaeT pernctpaumio cobbiTmit GpainnoBoit cuctemel.

- COPY — PEerncTpaLma coobLLeHNIM, CBA3AHHbIX C OnepaLuamm Ko-
nuposaHua ¢alinos;

- delete-rename — peructpaums coobLLeHUI, CBA3AHHbIX C yaane-
Huem $aiioB 1 NepenmeHoBaHUeM onepaLmii.

BbikNtoYaeT permcrpaunio cobbiTuii palinoBol cucTemol.

logging aggregation on

no logging aggregation on

-/OTKAOYEHO

BK/toyaeT KOHTPO/Ib arperaumm syslog-coobueHnii.

OTKANOYaeT arperaumio syslog-coobieHumii.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300
CeKyHA,

YcTaHaBAMBaET BPEMA XPaHEHUA CrpynnupoBaHHbIX syslog-coob-
LLEHWA.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

logging service cpu-rate-limits

traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-

Bkntouaet KOHTPO/Ib OrpaHN4YeHnA CKOPOCTU BXOOALUMX Kagpos
Ana onpeaeneHHoro Tmna Tpad)MKa.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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no logging service
cpu-rate-limits traffic

switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
vrrp)/-

OTkntovaer iormposaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3afaeT napameTp, KOTOpblM 6yAeT MCno/ib30BaTbCA B KayecTse
naeHTMdumKaTopa xocTta B syslog-coobuieHusx.

Mcnonb3oBaTb 3Ha4YeHWe nNo YMOYaHUIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback id | vlan
vlan_id | oob} [ vrf vrf name]

no logging source-interface
[ vrf vrf_ name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJI0B

Mcnonb3osath IP-agpec ykasaHHOro nHTepdeiica B KayecTse uc-
TOYHMKa B IP-nakeTax npoTtokonaa SYSLOG.
- vrf_name — ums BUpPTyanbHOW 061aCTM MapLLpyTM3aUuu.

Ucnonb3osaTth IP-agpec ucxogauwero nHtepdelica.

logging source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback id | vlan
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CUMBOJI0B

Ucnonb3osaTh IPVv6-agpec yKazaHHOro HTepdelica B KayecTse Uc-
ToyHuKa B IP-naketax npotokona SYSLOG.
- vrf_name — ums BUpPTyanbHOM 061aCTM MapLLPYTU3aLUu.

no logging source-interface-
ipv6

Mcnonb3osaTb IPv6-aapec ucxoasaiero nHtepdeica.

Karkgoe coobLieHmne MMeeT CBOM YpOBEHb BaXKHOCTU — B Tabauue 218 npueeaeHbl TUMNbI COOOLLEHMIA
B nopsake ybbiBaHUA X BaXKHOCTM.

Tabnvua 218 — Tunbl BaXKHOCTU COOBLLEHUIA

Tun eaxxHocmu coobuweHuii

OnucaHue

YpesBblyaiHble (emergencies)

B cucTeme npowusoluna Kputuyeckas owunbKa, cuctema moxKeT paboTaTb
HenpaBu/bHO.

CurHansbl Tpesoru (alerts)

H606XO,CI,MMO HemegneHHoOe BMeLWaTeN1bCTBO B CUCTeEMY.

Kputnyeckue (critical)

B cucteme npounsowna Kputuyeckan owmnbKa.

OwwnbouHble (errors) B cucteme npousowwna owmbKa.

MpeaynpexaeHus (warnings) MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBepgomneHusa (notifications) YBegoMeHme CMCTEMbI, HeaBapuiiHoe coobuleHume.

NHpopmaumoHHble (informational) MHbOpMaLMOHHbIE COOBLLEHNA CUCTEMDI.

OTnagouyHble coobLEeHMs, NPeaoCTaBAAIOT N0Ab30BaTENO MHPOPMaLIUIO

OtnagoyHble (debuggin . o
A ( gging) ON1A KOPPEKTHOM HACTPOIKM CUCTEMBI.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnuua 219 — KomaHaa pexuma Privileged EXEC gns npocmoTpa dpaiina KypHana

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
Mo YyMOAYAHUIO

clear logging - Ypanset Bce coobLieHna u3 BHyTpeHHero bydepa.

clear logging file - Ypansaet Bce coobuieHuns us dainna xKypHana.

show logging file OTOobparkaeT COCTOAHME KypHana, aBapuiHble U OTNIaA04HbIE CO-
) obLeHun, 3anncaHHble B daline KypHana.

show logging OTOobparkaeT COCTOAHME KypHaNa, aBapuiHble U OTNIaA04HbIE CO-
) obLeHun, 3anncaHHble Bo BHYTpeHHeMm bydepe.

show syslog-servers - OTobparkaeT HaCTPOWKKN ANA yaanéHHbIX syslog-cepeepos.

show syslog-servers vrf_name:(1..32) OTobparkaeT HAacTPOMKK ANA yaanéHHbIX syslog-cepsepos.

[ vrf {vrf_name | all}] CMMBO/OB - vrf_name — ums BUPTyanbHON 061acTn MapLupyTU3aumum

[pumepbl UC016308aHUA KOMAHO

BkntounTtb perncrpaumio OLINBOYHBIX COO6LLI,€HMl71 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

OumncTnTb dain KypHana:

console# clear logging file
Clear Logging File [y/n]ly

5.21 3epKanuposaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNMPOBaHMA MOPTOB NpeAHasHayYeHa ANA KOHTPOAs ceTeBoro TpaduKa nytem
NepecbINKM KOMUI BXOAAWMX U/UAN UCXOOALMX NAKETOB C OAHOTO WM HECKO/bKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMIA NOpPT.

K KOHTpoaupyloLemMy NopTy NPUMEHSAIOTCA Cleaytowme orpaHnUYeHus:

— MopT He MOoXKeT BbITb KOHTPONMPYHOLLUM U KOHTPOANPYEMbIM NOPTOM O4HOBPEMEHHO;
— MopT He MoXKeT BbITb YN1EHOM FPYMMbl NOPTOB;

— IP-uHTepdeiic foNKeH OTCYyTCTBOBATL A48 3TOr0 NOpPTa;

— MpoTtokon GVRP gonKeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpOAMpPyeMbIM NOPTaM NPUMEHAIOTCA CeAYIOLWME OrPaHNYEHUS:
— TopT He MOXKET HbITb KOHTPOIMPYIOLWMM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;

CyuecTByeT orpaHMYeHmne Ha 7 Ceccuin 3epKanmpoBaHus: no 8 sepkannpyembix nHtepoeiicos (nop-
T0B Man VLAN) B KaxkaoM.

V 3epKanupoBaHue VLAN BO3MOXKHO TONbKO B NepBOA ceccumn

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnunua 220 — KomaHabl pexknma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [network] |
port-channel group [network]

no monitor session session_id
destination

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YKa3blBaeT 3epKannpyowmnin NnopT AN BbibpaHHOW CECCUM MOHUTO-
pwHra.
- network — no3BonseT BeCTM 06MeH JaHHbIMMK.

BbIK/lOYaeT GYHKLMIO MOHWTOPUHFA Ha HacTpPaMBaemMOM MWHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |

port-channel group [network]

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YKa3blBaeTca CAyKebHbIl vlan ana 3epkanmpoBaHus Tpaduka c 3a-
[aHHoro pednekTop-nopTa A1 BbI6paHHOW ceccuu.

- remote vlan — cnyxe6bHbili vlan ana sepkannposaHuns TpaduKa;

- reflector-port — dpu3myeckmnii NopT ANa nepesaym sepKaanpyemoro
TpadukKa, Ha aTomM MHTepdelice He JomKeH Bbln NponucaH remote
vlan.

BbikntoyaeT GyHKLMIO MOHWTOPUMHIA Ha HacTpPaMBaeMOM WHTep-
deiice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT ANA BbibpaHHOM cec-
CUM MOHWUTOpPUHTA.

- IX — KOMMPOBaTb NaKeTbl, MPUHATbIE KOHTPOIMPYEMbIM NOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbIM NOPTOM;
- both — KonMpoBaTb BCce NaKkeTbl C KOHTPOANPYEMOrO NopTa.

BblKNOYaeT GYHKLMIO MOHWTOPUHFA Ha HacTpaMBaemMoM MHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

JobaBnaeT yKasaHHbIM 3epKanupyemblii vian gns BblbpaHHOM cec-
CUN MOHUTOPUHrAa.

BblkntouaeT GyHKLMIO MOHWTOPMHIa Ha HACTpaMBaeMoOM WHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[ob6aBnser B KauecTse UCTOYHMKaA Vlan ¢ y)Ke paHee 3epKannpyembim
TpadmKOM A5 BbIBPAHHOM CECCUU MOHUTOPUHTA.

BbIk/OYaeT GYHKLMIO MOHWUTOPUHFA Ha HacTpaMBaemom MHTep-
delice.

5.22 ®yHKuusa sFlow

SF|0W-T€XHOJ’IOI'VIF|, Nno3B0O/1IAOWAaA OCYLLEeCTB/IATb N\OHMTOpVIHI'Tpad)VIKa B MaKeTHbIX CeETAX nepeaayu
AaHHbIX NyTEM YacCTUYHOM BbI60pKVI Tpadwn(a Aana I'IOCJ'IGAVPOLLI,EVI MHKancynauumn B cneyunasabHble coo6u.|,e—

HUA, NnepeaaBaemMble Ha CepBep c6opa CTaTUCTUKWN.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B peXxume rnobanbHoi KoHbUrypaunm:

console (confiqg) #

Tabnunua 221 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymona4aHuro
sflow receiver id id: (1..8); 3agaeT agpec cepsepa cbopa ctatucTmkm sflow.

{ipv4_address | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte] [vrf
vrf_name]

no sflow receiver id

port: (1.. 65535)/6343;
byte: nonoxurtenoHoe
uenoe uncno/1400;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX Xo X X;

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec;

- url — poMmeHHOEe MMSA XOCTa;

- port — HOMep NopTa;

- byte — MaKcMManibHOe Ko/iM4ecTBo 6aiT, KoTopoe MOXKeT BbITb OT-
NnpaBieHo B OAMH NAKeT AaHHbIX;

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLpPyTM3aLuUu.

dopmar ipvbz_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonos;
vrf_name: (1..32) cum-
BOJIOB

Ypanset agpec cepsepa cbopa ctatuctukm sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback_id | vlan
vlan_id | oob} [vrf vrf_name]

no sflow receiver {source-in-
terface | sourceinterface-ipv6}
[vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);

3agaeT nHtepdeliic ycTpoiictea, IP-agpec KoToporo 6yaeT Ucnonb3o-
BaTbCA MO YMOJIYAHUIO B KayecTBe agpeca UCTOYHMKa cbopa cratu-
CTUKU.

vrf_name: (1..32) cum-
BO/IOB

Ypansert ABHoe 3agaHue uHTepodelica, ¢ agpeca Kotoporo byaeT oT-
npasnATbCcA cTatucTuka sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B peskMme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabnuua 222 — KomaHabl pexknma KoHoburypaumm nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT

no sflow flow-sampling

3apaeT cpeaHio CKOPOCTb BbIGOPKMU NaKkeToB. MToroeas cKopocTb
BbIGOPKM cumMTaeTca Kak 1/rate*current_speed (current_speed —
TeKyLaA CpeAHAsA CKOPOCTb).

- rate — cpefiHAs CKOPOCTb BbIGOPKM MaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — MakcMmasibHoe KoamyecTso 6aiT, KoTopoe byaeT ckonu-
poBaHo 13 0bpasLa naketa.

OTKANOYaET CHETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

sec: (15..86400)
CeKyHA;
id: (0..8)

no sflow counters-sampling

OnpenenseT MakCMManbHbIi UHTEPBAN MEXAY YCMELHbIMU Bbi-
60pKamu NaKeTos.

- Sec — MaKCMManbHbI MHTEPBaN MeXay BbI6OpKamu B ceKyHAAX;
- id — Homep sflow-cepsepa (3apaetca komaHaol sflow receiver B
rnobanbHOM pexunme KOHGUTypaLum).

OTK/OYAET CHETUMKM BbIBOPKM Ha NopTy.
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KomaHOwbi pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin BuAa;
console>

Tabnnua 223 — KomaHabl, 4OCTYNHble B pexkmume EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show sflow configuration BbiBOAMT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

clear sflow statistics Ounwaet ctatnuctnky sFlow. Ecam uHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | maHAa O4YMLLAET BCE CYETYUKM CTaTUCTUKM SFlow.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port]

show sflow statistics Otobparkaet cTatUcTUKy sFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

[pumepbl 8b1N0AHEHUS KOMAHO

YctaHoBuTb IP-agpec 10.0.80.1 cepsepa 1 ans cbopa cratuctukm sflow. Ona ethernet-uHtepdelicos
te1/0/1-te1/0/24 yctaHOBUTbL CPeAHIO CKOPOCTb BbIBOPKM NakeTos — 10240 K6UT/C N MaKCUManbHbINA NH-
TepBaa MeXay ycrnelwHbiMu BbibopKamu nakeTos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flow-sampling 10240 1
console (config-if-range) # sflow counters-sampling 240 1

5.23 ®yHKUUM ANArHOCTUKU PU3NYECKOro YPOBHA

CeTeBble KOMMYTaTOpbl COAEpP:KaT annapaTHble M NporpammHble CpeacTBa ANA AMArHOCTMKM
dU3NYECKMX MHTepdENCcoB M MHUI CBA3M. B NnepeyeHb TECTMPYEMbIX NapamMeTPOB BXOAAT CAeaytowme:

[ns aneKkTpuyecknx nHTepdencos:

—  [AJIMHa Kabens;
— paccTosiHMe A0 MecTa HeMCnpaBHOCTU — 06pbIBa AN 3aMblKaHUA.

[ns onTnyecknx nHtepoeicos 1G n 10G:

— NapamMeTpbl NMNTaHNA — HanpAXeHne n TOK,
— BbIXOA4HaA onNTU4eCKaa MOLWHOCTb,
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— OonTn4yeCKada MOLWHOCTb Ha npuneme.

5.23.1 fluazHocmuka medHo20 Kabensa

KomaHOobl pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnvua 224 — KomaHapl ANArHOCTUKM MeZHOro Kabens

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

test cable-diagnostics tdr
[all | interface gigabitethernet
gi_port ]

gi_port: (1..8/0/1..48)

BbINOAHUTL BUPTYasibHOE TECTUPOBaHME Kabens Ans yKasaHHOro
MHTepdelica.
- all — ana Bcex MHTepodelicos.

show cable-diagnostics tdr
[interface gigabitethernet
gi_port ]

gi_port: (1..8/0/1..48)

OT06pasnTb pesy/ibTaTbl NOC/AEAHEro BUPTYasbHOTO TECTUPOBaHMA Kabens
[N yKa3aHHoro uHTepdeiica.

show cable-diagnostics cable-
length [interface
gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OTo6pa3nTb NPeanoNoKUTENbHYIO ANNHY Kabensa, NoAKAYEHHOTo
K YKa3aHHOMYy MHTepdeiicy (ecnm Homep nopTa He 3adaH, TO Ko-
MaHAa BbINONHAETCA A/1F BCEX MOPTOB).
UHTepdeiic gonkeH 6biTb aKTMBHbIM M paboTaTtb B pe-
V ume 1000 M6ut/c nam 100 M6ut/c. AnarHoctuka noa-
AepXKuBaeTca TONbKO Ha uHTepdeiicax GigabitEthernet.

[pumep 6b1M0AHEHUS KOMAHObI

MpoTectnposatb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.23.2 luaezHocmuKka onmu4yecKko2o0 mpaHcueepa

CDyHI-(LI,Mﬂ ANArHOCTUKN NO3BO/IAET OLUEHUTb TeKylee COCToAHME ONTUYeCKOro TpaHCUBEpPa U

ONTUYECKOM NUHUM CBA3K.

Bo3moXKeH aBTOMaTUYECKWui

KOHTPO/Ib COCTOAHUA JNIMHUI  cBA3MN. Ona astoro KOMMYTATOpP

nepuoanyYeckn onpawmBaeT MapameTpbl ONTUYECKUX MHTepPdencoB M CpaBHMBAET MX C MOPOrOBbIMM
3HaYeHUAMM, 334aHHbIMW MPOU3BOAUTENAMM TPAHCMBEPOB. MpKU BbIXoge NapameTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GopMUpPYeET NpeaynpexaatoLlme 1 aBapuiiHble COobLLEHMS.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeeT chepytowmii Bua;

console>
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Tabnunua 225 — KomaHaa AMarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHda

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4YaHuro

show fiber-ports
optical-transceiver [interface

OTobparkaeT pesynbTaTbl AUArHOCTUKM ONTUYECKOTO TPaHCUBepa.

gi_port: (1..8/0/1..48);

gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | t]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Mpumep 8biNOAHEHUA KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E

Output Power -

- Error

Transceiver information:
Vendor name: OEM
Serial number: S1C53253701833
Connector type: SC
Type: SFP/SFP+
Compliance code:
Laser wavelength: 1550 nm
Transfer distance: 20000 m
Diagnostic: supported

BaseBX10

Tabauua 226 — MapameTpbl ANArHOCTUKM ONTUYECKOrO TPaHCUBEPa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsarkeHue nuTaHMA TpaHcuBepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepeaaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3HayeHMA pe3ynbTaToB AMATHOCTUKMU:
— N/A-HepocTynHo;
N/S — He noaaepskmBaeTcs.
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5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe ob6cnyKuBaHus B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHUA MapameTpoB ObICTPOAENCTBMA KOMMbIOTEPHbLIX CeTeM W KayecTBa
nepefaynm fAaHHbIX. AKTUBHbIA MOHWUTOPUHI MNPeacTaBAseT coboil MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumto TpadpuKka, coop MHPopMaLUM O ero NPOXOXKAEHUM MO CETU U BeeHNEe CTaTUCTUKN.

Ha [aHHbI MOMEHT M3MeEpEeHMEe MapPaMEeTPOB CEeTU MOMKET OCYLLECTBAATLCA C MCMOJb30BaHMEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHMM onepaumm ICMP Echo ycTpoiictBo oTnpasnaset ICMP Echo request
coobLieHMe Ha agpec Ha3HauYeHus, OXKMaaeT nonydyeHus coobueHma ICMP Echo reply B Te4eHune 3agaHHOro
WHTepBasa BPEMEHMU.

C ogHoW IP SLA onepaumelt MOXKHO cBA3aTb HeckosibKo 06bekToB TRACK. CoctoAaHne o6bekTa TRACK
N3MEHAETCH B MOMEHT M3MeHeHUs cocTosHKsA IP SLA onepauymm, inbo ¢ 3a4aHHON 3a4ePKKOM.

Mpn U3MEHEHMWN COCTOAHUA TPEKa BO3MOMKHO BbINOJAHEHME MaKPOKOMaHA. MaKpOKOMaHAbI
BbINONHAOTCA B peXXMMe rnobanbHOro KoHoGUrypmupoBaHus. [na BbINONHEHUA KOMaHA, pexxunuma privileged
EXEC KomaHAapl HeobxoaMmo AononHWUTb npedukcom do. KomaHabl co3gaHMa Habopa MaKpOKOMaHA,
npuseaeHsl B Tabaunye 43.

[ns ucnonbsosaHua GyHKLMM IP SLA He0H6X0AMMO BbINONHUTL CeAyoLmne AeACTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBsatb eé.

— 3anycTutb BbINOJIHEHME OMNEpaLMK.

— Cospgatb TRACK-06beKT, CBsiI3aHHbIM C KOHKpeTHOM IP SLA onepaumein U cCKOHGUrypupoBsaTb
ero.

— [pn HeoBX04MMOCTH, CO34aTb MAaKPOChI, BbINOAHAEMbIE NPU U3MEHEHUWN COCTOAHNA 06bEKTA
TRACK.

— [pocmoTpeTb CTaTUCTUKY, MPU HEOBXOANMOCTU, OUUCTUTDL ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLUM.

KomaHObI pexcuma 2a06an6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasbHoM KoHdUrypaumm:
console (config) #

Tabnunua 227 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

Komarda 3HayeHue/3HayeHue Leiicmeue
no ymosn4aHuro
ip sla operation MNepexogunT B pexkum KoHpurypmuposaHusa IP SLA onepaumu.
operation: (1..64) - operation — Homep onepauuu.
no ip sla operation Ypansaert IP SLA onepaumio.
ip sla schedule operation life 3anycKaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — Homep onepayuu.
operation: (1..64); - life — Bpems, B TeyeHne KoToporo onepauua byaet Bbinon-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpema 3anycka.
no ip sla schedule operation Mpekpaluaet sbinosHeHwue IP SLA onepauuu.
- operation — Homep onepaLluu.
track object ip sla operation Co3paeTt TRACK-06beKT, KOTOPbIM ByaeT oTCiexunBaTb COCTOS-
state Hue IP SLA onepauuu.
object: (1..64); operation: | - object — Homep TRACK-06bekTa.
(1..64) - operation — Homep IP SLA onepauuu.
no track object ip sla Ypansetr TRACK 06bekT.
- object — Homep TRACK-06beKTa.
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Tabnuua 228 — KomaHabl pexmma cos3gaHuma onepaunii IP SLA

KomaHOoa

3HayeHue/3HayeHue
no ymon4YaHuio

Aelicmeue

icmp-echo {A.B.C.D | host } [
source-ip A.B.C.D]

[ next-hop-ip A.B.C.D] [ vrf
vrf_name]

host: (1..158) cumsonos;
vrf_name: (1..32) cumBona

MepexoguT B pexnum KoHourypmposaHua ICMP ECHO
onepauuu.

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOe UMmsA y3na ceTu;

- vrf_name — umaA BUpTYyanbHOW obnacTn mapwpyTtunsa-
Lu1u.

KomaHObI pexcuma KoHguaypuposaHus IP SLA ICMP ECHO onepauuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypuposanuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabnnua 229 — KomaHabl pexruma KoHpurypumposaHua onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue
Mo yMOoAYaHUIo

Hlelicmesue

frequency secs

no frequency

secs: (10..500)/10 cek

YctaHasamsaet yactoty nostopeHua ICMP ECHO onepauwun.
- 5ecs — 4acToTa, B CeKYHAAX.

YcTaHaBAnBaeT 3HayYeHWe 4acToTbl I'lOBTOpeHVII‘/'I no ymonya-
HUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YcTaHaBAMBaAeT O/IMHY TalimayTa, NO WCTEYEHMU KOTOPOTo,
ecnu He npuwen ICMP-oTBeT, onepauma byaeT cuntaTbea He-
YOAUYHOM.

- msecs — TaiMayT, B MUIIMCEKYHAAX.

YcTaHaBAWBaeT 3HaYeHue TaﬁmayTa NoO YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YCTaHOBWTb KOIMYECTBO 6aliT, nepenasaembix B ICMP-nakete
B KayecTBe AaHHbIx (payload).
- bytes — KonuyecTso H6anT.

YCTaHOBWTb 3HaYeHMe KoanyecTsa 6anT no YMONYaHUIO.

[Onsa HopmanbHOro BbinoaHeHUA onepauun ICMP Echo peKomeHayeTca ycTaHaBAMBATb 3HA-
H YeHue YacToTbl BbINONIHEHUA onepaunmn 601bWKMM, YeM 3HAUEHUE TallMayTa onepauuu.

KomaHObI pextuma KoHgpu2ypuposaHUs mpeKda

BunAa 3anpoca KoOMaHAHOWN CTPOKM pexnma KoHOUIYpPUPOBaAHUA TPeKa:

console (config-track) #
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Tabnnua 230 — KomaHAabl pexkuma KoHpUrypaumum Tpeka

3HayeHue/3HayeHue
no ymon4YaHuro

KomaHoa Aelicmeue

06beKTa, Npy U3meHeHnn cocTosiHuA IP SLA onepauuu.

- secs — 3aflepiKKa, B CEKyHAaAX.
delay {up secs down secs | up AcpiKia, YRA

secs | down secs}

secs: (1..180)/0 HUK onepaumm B coctoaHme OK;

onepaunn B COCToAHUE Error.

YcTaHaBAMBaeT 33a4epXKKy ANnAa cmeHbl coctoaHma TRACK-

- Up — 3a4epXKKa USMEHEHUA COCTOAHUA, NpU NpU UaMmeHe-

-down — 3a4eprKKa USMeHEeHUA COCTOAHUA, NPU USMEHEHUN

delay {up secs down secs | up

Ypanaert 3a4eprKKy.
secs | down secs} A ACPMKY

KomaHOwbl pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnnua 231 — KomaHgbl pexkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show ip sla operation

[operation] operation: (1..64)

- operation — HoMmep onepaLuu.

OTobparkaeT MHGOpMaL Mo 0 HacTPoeHHbIX |IP SLA onepauusx.

show track fobject] object: (1..64) - object — Homep 06beKTa

OTobparkaeT MHdopmMaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.

clear ip sla counters
[operation]

O6HynseT cyeTymnkm IP SLA onepauum.

ion: (1..64
operation: (1..64) - operation — HOMep onepauuu.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHON AN KOHTPOAA y31a ceTh c agpecom 10.9.2.65 c oTnpasKoi

ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m
pasmepomM JaHHbix 92 6aiTa; 3aaeprKKa CMeHbl coctoaHuA TRACK-obbekTa — 3 ceKkyHAbl; npu

n3ameHeHuUn coctonaHuA TRACK-o6beKTa BbinoHATCA makpocbl TEST DOWN m TEST_UP:

console# configure

console (config)# interface vlan 1

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (confiqg) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20
console (config-ip-sla-icmp-echo)# request-data-size 92

console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state
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console (config-track)# delay up 3 down 3
console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTUKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

Operation state — TeKylee COCTOAHME OnepaLumu:

= scheduled — onepauua BbINONHAETCS;

= pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
Operation return code — Kog, 3aBepLleHus Noc/eaHel BbINOJHEHHOM onepaunu:

=  OK — ycnewHoe 3aBepLueHne npeablayLLei onepaumm;

= Error — Heyga4yHoe 3aBepLueHne nocneaHer nonbiTkM U3MepeHUs.
Operation Success counter — KOMYeCTBO YCMELHO 3aKOHYEHHbIX Onepauui.
Operation Failure counter — KONNYeCTBO HeYAAYHO 3aKOHYEHHbIX ONepauuii.
ICMP Echo Request counter — KOnM4ecTBO NPOBEAEHHbIX 3aMyCKOB OnepaLymu.
ICMP Echo Request counter — KonuyecTBo noay4eHHbIx otBeTos Ha ICMP-3anpoc.

ICMP Error counter — c4éT4mK, oTobpakatoWwmii KONYECTBO M3MEPUTENbHBIX OnepaLyMii, 3aKOHYMBLUNXCA
C COOTBETCTBYIOLLMM KOAOM OLINGOKM.

5.25 dnekTtponutaHme no nuHuam Ethernet (PoE)

Mogenn kommyTatopoB ¢ cypdukcom ‘P’ B 0603HauYeHMU NOALEPKMBAIOT 3/EKTPONUTaHUE
ycTpolicTB no nnHum Ethernet B cootBeTcTBuM ¢ pekomeHaaumamu |IEEE 802.3af (PoE) u IEEE 802.3at (PoE+)
Mo TMNY PacnmMHOBKK A,

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (confiqg) #
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Tabnuua 232 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

class}

power inline limit-mode {port |

no power inline limit-mode

-/class

BbibpaTb perKMM OrpaHUYeHUA MOLLHOCTU NEKTPONUTaHUA:

- port — orpaHuyeHune ycTaHaB/AMBAETCA HAa OCHOBaHWUM aAMUHU-
CTPaTUBHBIX MapaMeTpOB NOPTa;

- class — orpaHuuyeHue ycTaHaBAMBAETCA HAa OCHOBAHWWM Kaacca
NOAK/IIOYEHHOTO YCTPOMUCTBA

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

power inline restart auto

no power inline restart auto

-/BKAOYEHO

BKkntounTb aBTOMaTMYecKkuii pectapT PoE B cnyyae oTkaoueHUs
PoE-KoHTpOoNnepa.

YCTaHOBWUTb 3HayeHue Mo ymonvaHuio. OTKAOUYUTL aBTOMATUYe-
cKui pectapT PoE B cnyyae oTkatoueHusa PoE-KoHTponnepa.

power inline usage-threshold
percent

no power inline usage-
threshold

percent: (1..99)/95

YCTaHOBWUTb NOPOr NOTPE6AAEMOM MOLLHOCTH, NPU KOTOpoMm dop-
MupyeTca MHbopmaLmoHHoe coobuweHne (snmp trap) o npesbi-
LWeHMUM nopora.

YCTaHOBUTb 3HaYeHMe NopPora No YMOIYAHUIO.

power inline traps enable

no power inline traps enable

-/BbIKNOYEHO

Paspewnts popmupoBaHne MHGOPMALMOHHDBIX COOBLLEHUI AN
nogcucrtemsl PoE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

power inline inrush test
disable

no power inline inrush test
disable

-/BKNOYEHO

BKAtOUNTB NpoBepKy inrush-Toka.

OTKOUYNUTL NPOBEPKY inrush-Toka.

power inline disable

no power inline disable

-/BbIK/IOYEHO

OTKAOYNTL Ucnonb3oBaHme PoE.

/! Hactpoiika BCTYynuT B CUAly TO/IbKO NOC/e Nepesarpysku
yCTpONCTBa.

BkntounTtb ncnonbsosaHue PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabanua 233 — KomaHabl pexnma KoHdurypaumm nHtepdelrica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

[time-range range_name]

power inline {auto | never}

range_name: (1..32)
CMMBONa;
-/auto

YnpaBnaTb paboToi NpoToKona obHapyKeHna PoE-ycTpoicTe Ha
nHTepoeice.

-auto — paspelwaet paboTy npoTokona obHapyxeHus PoE-
YCTPOWCTB Ha UHTepdelice U BKAOYAET NOAAYY INEKTPONUTAHUA
Ha UHTepodelic;

- never — 3anpewwaeT paboTy npotokona obHapyxeHus PoE-
YCTPOWCTB Ha MHTepdeiice 1 OTKOYAET NOAAYY SNEKTPONUTAHUA;
- time-range — BpeMeHHOI MHTepPBas, B TEYEHUE KOTOPOro NuTa-
Hue byaeT nofaBaTbCcs Ha UHTepdelic.
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power inline powered-device
pd_type

pd_type:(1..24)

[06aBUTb NPOM3BO/IbHOE ONKcaHWe POE-ycTpoiicTBa ANA MOMOLLM
B agMUHUCTPUPOBaHUK 060pya0BaHUA.

cumsonos/
no power inline powered-de- He 3aaH0 Ypanute paHee 3agaHHoe onncaHune PoE-ycTpoiicTsa.
vice
power inline priority {critical | 3apatb npuopuTeT nHTepdeiica POE npu ynpasaeHumn anektponu-
high | low} TaHuem.
- critical — ycTaHaBAMBaeT HaMBbICWMI NPUOPUTET INEKTPONUTA-
y HUA. DNEKTPONUTAHME NOPTOB C TaKUM NPUOPUTETOM ByaeT npe-
-/low

no power inline priority

KpallaTbCa B NOC/EAHIO ovepeab Npu neperpyske cuctembl PoE;
- high — ycTtaHaBanBaeT BbICOKMI NPUOPUTET SNEKTPONUTAHUS;
- low — ycTaHaBAMBaAET HU3KMI1 NPUOPUTET /IEKTPONUTAHMA.

YCTaHOBWUTb NPUOPMUTET MO YMOYAHUIO.

power inline limit power

no power inline limit

power: (0..30000)/
30000 mBT

HasHauuTb Npesen MOLWHOCTU 31eKTPONUTaHNUA ANA BbIGPaHHOrO
nopra.

YcTaHOBUTL npegen MmowHOCTH NO YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 234 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

0OT06pa3nTb COCTOAHUE INEKTPONUTaHMA MHTepdeicoB, noaaep-
KUBAOLWMX NUTAHME NO NnHUK POE.
- unit_id — Homep toHUTa B cTeke.

show power inline
consumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OTO6pasnTb XapaKTepuUcTUKM noTpebneHus mouHocTn PoE-
MHTepdencoB ycTpolncTBa.
- unit_id — Homep toHUTa B CTEKe.

show power inline version

OT06pasnTb Bepcuto NporpaMmHoro obecneyeHms KOHTposanepa
nogcucrtemsbl PoE.

[pumepbl 8b1M0MHEHUS KOMAHO

e [loKasaTb COCTOSIHME 31IEKTPONUTAHUA BCEX MHTepdeCcoB yCTpoiicTBa:

consolef#show power inline

Power-1limit mode:

Class based

Usage threshold: 95%

Trap: Enable

Legacy Mode: Enable

Inrush Test: Enable

Class Error Detection: Enable

Guard-Band Value: Static (1W)

Unit Module Nominal Consumed Temp SW PSE chipset
Power (W) Power (W) (C) Version HW Revision

1 MES2300-24P AC 380 353 (93%) 39 22.211.20.2

0x0

Interface Admin Oper Power (W) Class Device Priority

gil/0/1 Auto On 14.400 0 low

gil/o0/2 Auto On 14.600 0 low

gil/0/3 Auto Oon 14.800 0 low

gil/0/4 Auto Oon 14.700 0 low
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gil/0/5 Auto Oon 14.400 0 low
gil/0/6 Auto Oon 14.300 0 low
gil/o0/7 Auto On 14.900 0 low
gil/0/8 Auto Oon 14.500 0 low
gil/0/9 Auto Oon 14.500 0 low
gil/0/10 Auto On 14.800 0 low
gil/0/11 Auto On 14.900 0 low
gil/0/12 Auto On 14.800 0 low
gil/0/13 Auto On 14.800 0 low
gil/0/14 Auto Oon 14.700 0 low
gil/0/15 Auto On 14.900 0 low
gil/0/16 Auto On 14.600 0 low
gil/0/17 Auto On 14.700 0 low
gil/0/18 Auto Oon 14.700 0 low
gil/0/19 Auto On 14.600 0 low
gil/0/20 Auto Oon 14.700 0 low
gil/0/21 Auto On 14.600 0 low
gil/0/22 Auto On 14.700 0 low
gil/0/23 Auto On 14.700 0 low
gil/0/24 Auto On 14.700 0 low
[pumepsbi 8biM0AHEHUS KOMAHO
o [TokasaTb cocToAHUE INNEKTPONUTAHUA Bbl6paHHOF0 MHTedeeﬁca:
consolef#show power inline GigabitEthernetl/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process
Port standard: 802.3AT
Admin power limit (for port power-limit mode): 30.000 watts
Time range:
Max Power Allocation: 30.000 watts
Spare pair: Disabled
Negotiated power: 0.0 watts (None)
Current (mA) : 0
Voltage (V) : 0.000
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0
Tabnunua 235 — MapameTpbl CTaTyca 3N1eKTPONUTaHUSA

Nominal Power HOMMHaNbHaA MOLLLHOCTb UCTOYHMKA NUTAaHUA nogcuctembl PoE.

Consumed Power N3mepeHHOe 3HauYeHne noTpebaaemoit MOLLHOCTU.

Usage Threshold MoporoBoe 3HayeHMe NoTpebaAseMoi MOLWHOCTH, NPU KOTopom Gopmu-
pyeTtca uHbopmaLMoHHOe cooblieHre (snmp trap) o NpeBbleHNN no-
pora.

Traps OTobparkaeT paspelleHme popmmpoBaHMe MHPOPMALMOHHBIX coobLe-
HUIA.

Port 0O603HauyeHue nHTepdeica KommyTaTopa.

Admin ALMWHUCTPATUBHOE COCTOAHWE INEKTPONUTAHMA NopTa. Bo3aMoXKHble

3HayeHMAa — auto u never.

Priority MpuopwuTeT yNpaBAEHUA SNEKTPONUTAaHNEM NOPTA. BO3MOKHbIe 3Have-

HuA — critical, high, low.
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Oper

OnepaTMBHOE COCTOAHME 31IEKTPONUTAHUA NOpPTa. BO3MOKHbIe 3Have-
HUA:

- Off — nuTaHMe nopTa BbIKAKOYEHO aAMUHUCTPATUBHO;

- Searching — nuTaHWe NopTa BK/IOYEHO, OXKUAaHWE NoAKAoYeHUs PoE-
YCTPOWCTBa;

- On — nNuTaHWe NopTa BKJOYEHO U eCTb NpucoegnuHeHHoe PoE-ycTpoi-
CTBO;

- Fault — aBapwua nuTaHWa nopTa. PoE-ycTpolicTBO 3anpocnio MOLHOCTb
60/bLlWyl0, YeM AOCTYNHO unu notpebnsemasa PoE-ycTpoictBoM MoLu-
HOCTb NPeBbICKNA 3afaHHbIM Npegen.

Port standard

Knaccudukaumsa noaxnyeHHOro yctpoictBa B cootseTctBum c |EEE
802.3af, IEEE 802.3at.

Overload Counter

CYeTunK KONNYECTBa C/Iy4aeB NepPerpysKm No 31eKTPONUTAHMUIO.

Short Counter

CyeTumk CnydyaesB KOPOTKOIro 3aMblKaHUA.

Denied Counter

CyeTymK cnyyaeB OTKa3a B NO4a4e 3INeKTPONUTaHKUA.

Absent Counter

CyeTuMK C/lyyaeB NPeKpaLLeHns 31eKTPOMUTAaHMA U3-3a OTKIHOYEHMUSA Nn-
Taemoro ycTpoicTea.

Invalid Signature Counter

CueTumK oWwMBOK KnaccnduKaumm nograueHHbIX POE-ycTpolicTs.

5.26 ®yHKuun obecneueHunsa 6esonacHocTH

5.26.1 ®yHKYyuu obecnevyeHus 3aujumeol Nopmoe

C uenbto nosbiweHWs 6e30NacHOCTU B KOMMYTAaTOpPe CYLLEeCTBYET BO3MOXKHOCTb HaCTPOUTb KaKoWM-
Ambo nopT Tak, 4Tobbl JOCTYN K KOMMYTATOpYy 4Yepe3 3TOT NOPT MPeAoCTaBAANCA TO/IbKO 3a4aHHbIM
ycTponcTeam. PyHKLMSA 3alMTbl NOPTOB OCHOBaHa Ha onpeaeneHn MAC-agpecoB, KOTOPbIM pa3peLlaeTca
poctyn. MAC-agpeca moryT 6biTb HAaCTPOEHbI BPYYHYIO MAM U3ydyeHbl KOMMyTaTopom. ocne msyyeHus
HeobXxo4MMbIX afApecoB MNoOpT cneayeT 3ab/0KMPOBaTb, 3alUMTMB €ro OT MOCTYNNeHUA NaKeToB C
HensyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPoBaHHbIM NOPT NoayyaeT nakeT, 1 MAC-
agpec NCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3MPYETCA MEXaHM3M 3aLUTbl, B 3aBUCUMOCTH OT
KOTOPOro MOryT 6biTb MPUHATbI CleaylolmMe Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a6/10KMPOBaHHbIV NOPT, NepecbliatoTcs, 0TOpacbiBatoTcA, MO0 e NOPT, NPUHABLLMIA NAKET, OTKAOYAETCA.
®yHKuMA Be3onacHocTn Locked Port nossonseT coxpaHWUTb CMMCOK M3y4veHHbIXx MAC-agpecos B daine
KOHOUrypaLmm, TakKMM 06pasom, 3TOT CNMCOK MOYKHO BOCCTaHOBUTb NOC/E Nepe3arpyskun ycTponcTsaa.

/ CyuwiecTByeT orpaHuyeHue Ha Konuyectso MAC-agpecoB, KOTOpoe MOXKeT U3y4UTb NOPT, UC-
nonb3yowmii GyHKLMIO 3aLLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl IOpPmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

2 86 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnunua 236 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi uHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

port security

no port security

-/BbIK/IOYEHO

BKAtoyaeT GyHKUMIO 3alWnTbl Ha UHTepdelice. BAOKUpYeET dyHK-
LMI0 M3yYeHUA HOBbIX aapecoB ANnsA uHTepdelica. MakeTbl C HeU3y-
yeHHbIMM MAC-agpecamun UCTOYHMKA OTOpacbiBatoTcA. KomaHaa
aHanornyHa KomaHge port security discard.

OTKAoYaeT GYHKUMIO 3alLMTbI HA UHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3alaeT MaKCcMMasbHOE KOJIMYECTBO aApecoB, KOTOPOE MOXKEeT
M3Y4UTb NOPT.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBauBaeT 3awmiLeHHbii MAC-agpec.

Ypansaet sawmuweHHbit MAC-agpec.

port security {forward |
discard | discard-shutdown}
[trap freq]

freq: (1..1000000) cek

BKAtoyaeT GyHKUMIO 3aWnTbl Ha UHTepdelice. BAOKMpYeT dyHK-
LMIO U3yYeHMA HOBbIX a4pPecoB Ans nHTepdelica.

- forward — nakeTtbl ¢ HensyyeHHbIMM MAC-agpecamMn UCTOYHMKA
nepecblnaroTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTCH;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHWMKa OTOpacbIBatOTCA, NOPT OTKAKOYAETCH;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap npu NOCTyN/NeHNU HECAHKLMOHNUPOBAHHBIX NaKEeTOB.

port security trap freq

freq: (1..1000000) cek

3afaeT 4YacToTy reHepupyembix coobueHuin npotokona SNMP
trap npu nocTynjieHnn HecaHKLLMOHMPOBAHHbIX MAaKeToB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3apaeT peum orpaHudeHna wusydeHma MAC-agpecos pgna
HacTpanBaemoro nHtepdeica.

- secure — HacTpauMBaeT CTaTUYECKOe OrpaHW4YeHWe W3y4YeHus
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuUTca B Tabvue gaxe
nocne nepesarpysKku ycTponcTsa;

- delete-on-reset — faHHbIM afpec yaanmTca Noc/e nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekylwme AMHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c NHTEpOEricom. PaspeweHo
M3y4yeHMe MaKCMMaJbHOTO KOJIMYecTBa aApPecoB Ha MOpTy.
MoBTOpPHOE N3yYeHMe U CTapeHUe pa3peLleHbI;

- lock — coxpaHsaeT B KOHOUTYpauMto TEKyLLME AUHAMUYECKN U3Y-
YeHHble afpeca, CBA3aHHble C MHTepdencom 1 3anpeLyaeT obyye-
HUEe HOBbIM afpecam U CTapeHUe y¥Ke U3YYeHHbIX afpecos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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Tabnuua 237 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show ports security MoKa3blBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Hom uHTepdeiice.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
show ports security addresses MoKa3sblBaeT Tekywme AnHamumyeckme agpeca ansa 3abnokupo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | BaHHbIX NOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
seFint?ﬁaceacﬁvg gi__port: (1..8/0/1..48); AKTMBM3MpPYET UHTepdenc, OTKAIOYEHHDbIW GYHKUMEN 3aWnTbl
{gigabitethernet gi_port | nopta (KomaHga AOCTyNHa TOAbKO ANA NPUBUIErMPOBAHHOMO

N te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe._port: nonb3osarens).
2Z2n;£?:7ggabnethernet (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group} group: (1..128)

[pumepbl 8b1M0AHEHUS KOMAHO

BKNoUMTb PpYHKLMIO 3aLmTbl Ha 15 nHtepdeiice Ethernet. YctaHOBUTb OrpaHMyeHMe Ha U3yYeHWe afpecoB
— 1 agpec. Nocne nsyyeHns MAC-agpeca 3a610KMpoBaTb GYHKLMIO M3yYEHMA HOBbIX afpPecoB Ana UHTep-
delica ¢ uenbto oT6POCUTb NakeTbl ¢ HensyyeHHbIMM MAC-agpecamun UCTOYHMKA. CoXpaHUTb B dainn usy-
YeHHbIM agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if) # port security

MoaKNounTb KNMeHTa K NopTy 1 n3yunts MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.26.2 lNpoeepka nodauHHOCMU KnueHmMa Ha ocHoge nopma (cmaHdapm 802.1x)

5.26.2.1 baszosas nposepKa nodauHHocMuU

AyTeHTUdMKauMAa Ha oOcHoBe cTaHgapta 802.1x obecneunBaeT npoBepKy MNOAJMHHOCTU
Nnosib30BaTeNeEN KOMMYTATOPA Yepes BHELLHUI CepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAKIOYEH KAUEHT.
Tonbko ayTeHTUOUUMPOBAHHbIE U aBTOPM3OBaHHbIE MO/Ab30BAaTE/IM CMOTYT Nepefasatb M NPUHUMATH
AaHHble. poBepKa NOAAMHHOCTM NOJib30BaTeNIe NOPTOB BbiNosHAeTCA cepBepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunuya 238 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
dotlx system-auth-control BKAOUMTL pexknum ayTeHTUdMKaumm 802.1X Ha KommyTaTope.
-/BbIK/IIOYEHO
no dotlx system-auth-control BbIkNtounTb perkmm ayteHTUdumKaumm 802.1X Ha KommyTaTope.
aaa authentication dotlx 3a4aTb OAMH MM ABa MEeTOAA NPOBEPKM NOAJMHHOCTH, aBTOpU3a-
default {none | radius} [none | uMn 1 yyeta (AAA), ana ncnonb3oBaHUsA Ha MHTepdelicax IEEE
radius] 802.1X.
- none — He BbINOJIHATb ayTEHTUDMKALMIO;
- radius — ncnonbsoBatb cnmcok RADIUS-cepBepoB Ansa ayTeHTU-
-/radius duKaumm nonbsosaTens.
BTopoii meToa, ayTeHTUGUKALUMN UCNOJb3YETCA TONIbKO B
V c/lyyae, ecim nNo nepsomy ayTeHTUdUKauuma 6biia He-
yCneLwHoii.
no aaa authentication dotlx YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
default
dotlx guest-vlan timeout time . YCTaHOBWUTb 3a4ep»KKy B HasHauyeHUW guest-vlan Ha nopTt nocne
time: (30..180) nonyyeHus access-reject ot cepsepa.
cekyHa/0
no dotlx guest-vlan timeout YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
dotlx mac-auth { radius | eap } BbibpaTb dopmaT coobueHuii, KoTopble oTnpasastoTca RADIUS-
[ username { groupsize KnmeHToM Ha RADIUS-cepBep B npouecce ayTeHTUdMKaL MM Ha OcC-
groupsize separator separator HoBe MAC-agpeca, ¥ ONUMOHabHO HACTPOUTb dopmaT aTpnbyTa
{ lowercase | uppercase }}] -/eap User-Name.
groupsize: 1,2,4,12/12 | _ eap — “cnosb3osaTb aTpnbyT EAP B coobuieHmnax RADIUS.
separator: -, :,./none | _ radius — ucnonbsosats RADIUS 6e3 aTpubyTa EAP. B KauecTse
3HayeHua aTpubyTa User-Password ncnonbsyetca MAC-agpec cy-
NAVKaHTa.
Ecam username He 6yaeT HacTpoeH, To npumeHuTca ¢pop-
V mart 6e3 pasaenuTens c HUXKHUM PErucTpom.
no dotlx mac-auth YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
dotlx mac-auth password Mcnonb3oBaTb 3aaHHbIN aAMUHUCTPATOPOM Naposib B aTpubyTe
password User-Password Bmecto MAC-agpeca cynanKaHTa.
password:
(1..32) cumsonos V KomaHga ucnonb3syetca B nape ¢ dotlx mac-auth radius.
no dotlx mac-auth password OTMeHa Mcnoab30BaHMA 3a4aHHOTO aAMUHUCTPATOPOM Mapona B
aTpubyTe User-Password: ncnonb3osatb MAC-agpec cynivMkaHTa
B aTpubyTte User-Password.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelic

a Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKU B PeXKUME K

console (config-if)#

v/

MpoTtokon EAP (Extensible Authenticat

oHdurypaunm nHtepoelica Ethernet:

ion Protocol) BbinonHAeT 3agaun ana ayreHTMdUKa-

UMUN yOAa/IeHHOro K/IneHTa, Nnpu 3Tom onpeagenaa mexaHnam BYTEHTMd)MKaU,MM.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-
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Tabnunua 239 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaumto 802.1X Ha uHTepdeiice. Paspe-
LWaeT py4YHOM KOHTPOJIb 338 COCTOAHMEM aBTOPU3aLMM NopTa.

- auto — ucnonb3osatb 802.1X ANA U3MEHEHWNA COCTOAHMUA KAK-
€eHTa MeXKy aBTOPM30BaHHbIM U HEAaBTOPU3OBAHHbIM;

- force-authorized — Bbikntouaet ayteHTUOUKaumo 802.1X Ha
nHTepoeice. MopT nepexoauT B aBTOPM30OBaHHOE COCTOAHME
6e3 ayTeHTUGUKauuu;

time: (1..32) - force-unauthorized — nepeBoauT NopT B HeaBTOpPM30BaHHOE
cocToAHMe. IrHopumpytoTca BCe NOMbITKM ayTeHTUPUKALMMN KAK-
€HTa, KOMMYTATOP He NPeAOoCTaBAAET CEPBUC ayTEHTUDUKaL MM
AN 3TOro NnopTa;
- time — nHTepBan BpemeHu. Ecn AaHHbIN NapameTp He onpe-
JeneH, TO MOpPT He aBTOPM30BaH.
no dotlx port-control YcTaHaBMBaeT 3Ha4YeHMe NO YMONYAHMIO.
dotlx reauthentication -/nepuogunyeckme Bk/toyaeT nepuoanyeckme NoBTOPHbIE MPOBEPKMU MOAJMHHO-
NOBTOPHbIE NPOBEPKMU cTn (nepeayTeHTUMKALMIO) KNMEHTA.
no dotlx reauthentication NOAMHHOCTN BbIKk/tOYaeT Nnepuoamyeckne NoBTOPHbIE MPOBEPKU NOAJMHHO-
BbIK/IOYEHbI cTM (nepeayTeHTUMKALMIO) KNNEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPeMeHW B CEKyHAAX, B TeyeHue KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 10 NnoBTOpHOM ne-
peaaym 3anpoca.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuog BpemMeHu, B TedeHMe KOTOpPOro 3anpalimsato-
WM KAET A0 Nepesanycka ayTeHTUdMKaLMm nocae noayvyeHmn
oteeTa FAIL oT cepBepa Radius.

YCTaHOBUTb 3HaYyeHue no YMONYaHULO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cekK

YCTaHaBNMBAET NepuUos MexAy NOBTOPHbIMU NpPOBepKamu
NoA/IMHHOCTU.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mmepuos, B TeYeHMe KOTOPOro KOMMYTaTop
OCTaeTCcs B COCTOAHMM MOJIYAHMA MOC/Ae HeyAauHON NPoBepKU
NOANMHHOCTK.

B TeyeHue nepuoga MONYAHMA KOMMYTATOP He MPUHMMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIKO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAnBaeT Nepuo, B Te4eHne KOTOPOro KOMMYTaTOP OXMU-
[aeT OTBeT Ha 3anpoc AMbo naeHTUPUKaALMIO MO NPOTOKONY
EAP OT KnneHTa, nepes, NOBTOPHOM OTNPaBKOM 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMMabHOE YUCNO MOMbITOK Nepesayn 3a-
npocos npoTtokona EAP-kAMeHTy nepes HOBbIM 3aMyCKOM Mpo-
Lecca NpoBepKu NOAAMHHOCTY.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAUBAET Nepuos Mexay NOBTOPHbIMM Nepefavyamu 3a-
npocos NpoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcraHaBAuBaet nepnoa, B Te4HeHne KOTOPOro KOMMyYTaTop OXKuU-
AaeT OTBeTa OT cepBepa ayTeHTMd)VIKa uun.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout silence-period
period

period: (60..65535)
CeK/He 3a4aHo

YcTaHaBAMBaeT nNepuoj, BpeMeHW HeaKTUBHOCTU KAUEHTa, No
ncre4yeHme KoToporo KIMeHT CTaHOBUTCA HEABTOPU30OBAHHbIM.
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no dotlx timeout
silence-period

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 240 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4yHyto OCyLLECTBAAET MOBTOPHYH MNPOBEPKY MNOAJAMHHOCTU
YKa3aHHOro nopTa B KOMaHzAe, MMbH0 BCcex NopToB, NOAAEPHKMBA-
towmx 802.1X.

dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3ab610KMpPOBaATb KAMEHTA C YKazaHHbIM MAC-agpecom Ha nopty
npu O0CTUXKEHUM NOPOra MakKCMMa/ZibHO BO3MOXKHbIX NOMNbITOK
ayTeHTUOUKALMM.

show dot1x [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctosHMe 802.1X ana KommyTtatopa Mbo ans yka-
3aHHOro uHTepdelica.

show dotlx users [username
username]

username: (1..160)
CMMBOJI0B

MoKa3blBAeT aKTUBHbIX ayTEHTUGULMPOBAHHBIX NOAb30BaTENEN
802.1X KommyTaTtopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTUcTUKY no 802.1X anA BblbpaHHOro MHTEp-
deiica.

show dot1x advanced
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbliBaeT pexxumbl paboTbl dotix.

[Mpumepbl 8bINOAHEHUA KOMAHO

BKNOUMTb pexum ayteHTuduKaumm 802.1x Ha KommyTaTope. Mcnonb3osaTe RADIUS-cepBep a0 NpoBepKU
NoA/IMHHOCTU KNNEHTOB Ha MHTepdencax IEEE 802.1X. na 8 nHtepdeica Ethernet ncnonbsosatb pexmm

ayTeHTuduKaymm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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HELTEX

MokasaTtb coctoAaHMe 802.1x ana KommyTtaTopa, Ana 8 nHrepdenca Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max reqg: 2
Authentication success: 0
Authentication fails: 0

Tabnunua 241 — OnucaHue pesynbTaToB BbINOJHEHUS KOMaHA,

Mapamemp OnucaHue

Port Homep noprTa.

Admin mode Pexxnum ayteHTndmkaymm 802.1X: Force-auth, Force-unauth, Auto.

OnepaLMoHHbIN PeXnM NopTa: aBTOPM30BaHHbIN, HEABTOPU30BAHHbIN, MMB0 BbIKAOYEH-

Oper mode HbIl (Authorized, Unauthorized, Down).

Reauth Control KoHTponb nepeayTeHTUOMKALUNN.

Reauth Period Mepuoa mexay NOBTOPHbIMU NPOBEPKAaMU NOAJAUHHOCTU.

Mmsa nonb3osaTens npu mcnonbsosaHumn 802.1X. Eciv NopT aBTOpPU30BaH, TO oTobparKa-

Username €TCA MMA TEKYLLLEro nosb3oBaTens. Ecam nopTt He aBTOpU30BaH, To oTobparkaeTca MMaA no-
cneaHero ycnewHo aBTopM30BaHHOrO N0Ab30BaTeNA Ha NOPTY.
Quiet period MNepuoa, B Te4eHME KOTOPOro KOMMYTATOpP OCTaeTCA B COCTOAHUM MOANYAHUA NOCNe He-
YA34YHOM MPOBEPKU MNOAJMHHOCTH.
Tx period Mepuopg, B Te4EHME KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc AM60 naeHTUdMKa-
p umto no npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPABKOM 3anpoca.
Max req MaKcnumanbHoe 4MCI0 NOMNbITOK Nepeaayn 3anpocos NpoTokona EAP kaneHTy nepes Ho-

BbIM 3aMyCKOM NpoLLecca NpoBepKn NoAJAMHHOCTY.

Supplicant timeout Mepuoa mexay NOBTOPHbIMM Nepegadamu 3arnpocos NpoToKona EAP KnneHTy.

Server timeout

Mepwnopa, B Te4eHUe KOTOPOro KOMMYTaTOpP OXKMAAeT OTBeTa OT cepBepa ayTeHTMCbVIKaLI,I/IM.

Session Time

Bpems noAKAoUYeHUs Noib3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUUKALMM YCTAHOBNEHHOM CecCUm.

Termination Cause

[MprYmHa 3aKpbITUA CECCUMN.

State

TeKywee 3HayeHMe aBTOMaTa COCTOSIHUM onpeaenntena NOAAMNHHOCTU U BbIXOOAHOIO aB-
TOMaTa COCTOAHUN.

Authentication success

KonunyecTBo nosiy4eHHbIX coobLieHnii 06 ycnewHon ayTeHTudmKauum ot cepsepa.

Authentication fails

KonnyecTBo NoslyyeHHbIX COOBLLEHUI O HeycnelwHoW ayTeHTUdMKaLMmM OT cepeepa.
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HELTEX

VLAN pynna VLAN Ha3Ha4yeHHaA Nnosnb3oBaTento.

Filter ID NaeHTudukaTop rpynnbl GUabTpaLUu.

MokasaTb cTaTUCTMKY no 802.1x ana nHtepdeica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnuvua 242 — OnucaHue pesynbTaToB BbINOJIHEHUS KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iiMyecTBo KOppPEeKTHbIX NakeToB Atoboro Tuna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), NpuMHATLIX AaHHbIM onpeaenutenem noaMHHOCTU.
Konnuectso KOppeKTHbIX NakeToB ntoboro Tuna npoTtokona EAPOL, nepepaHHbix
EapolFramesTx
OaHHbIM onpeaennTenem NOAJIMHHOCTW.
Konunuyectso naketos Start npotokona EAPOL, NnpuHATbIX AaHHbIM onpegenntenem
EapolStartFramesRx P » NP A PeA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpuHATbLIX AaHHbIM onpeaennTenem
EapolLogoffFramesRx g P » P P
NOA/IMHHOCTHU.
Konnuectso naketos Resp/ld npotokona EAPOL, npuHATbIX AaHHbIM onpeaenure-
EapolRespldFramesRx P P » NP A PeA
nem NoA/IMHHOCTW.
KonnyectBo naketos oteeToB (Kpome Resp/ld) npoTtokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP A
HbIM onpegenutenem NoAANHHOCTU.
Konunuectso naketos Resp/Id npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaeimTe-
EapolReqldFramesTx P P » NEpeA A Pea
nem NoA/IMHHOCTW.
KonnyectBo naketoB 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepepaHHbIx
EapolReqFramesTx P (kp p/id) np » NEPEA
OaHHbIM onpeaennTenem NogIMHHOCTW.
. Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATLIX AaH-
InvalidEapolFramesRx P P » P A
HbIM onpegenutenem NOAANHHOCTU.
Konunyectso naketoB npoTtokona EAPOL c HEKOPPEKTHOM ANMHON, NPUHATbIX AaHHbIM
EaplLengthErrorFramesRx P i A M A
onpeaenntenem nogIMHHOCTM.
. Bepcua npoTtokosna EAPOL, NnpuHATas B CaMOM MOCAeAHEM Ha AaHHbIM MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
LastEapolFrameSource MAC-agpec UCTOYHUKA, NPUHATBIM B CAMOM NocieaHeM Ha AaHHbIM MOMEHT NakeTe.

5.26.2.2 PacwupeHHas nposepKa nodsauHHocmu

PacwupeHHble HacTpoiku dotlx No3Bo/AOT NPOBOAMTL MPOBEPKY MOAJAMHHOCTM ANA HECKObKMUX
K/MEHTOB, NOAK/IOUYEHHbIX K NOpTy. CyLLecTByeT ABa BapnaHTa ayTeHTUGUKALMK: NEPBbIN, KOraa NPoBepKa
NOA/IMHHOCTM Ha OCHOBe MnopTa TpebyeT ayTeHTUPUMKALMKM TONbKO OAHOrO KAMEHTa, 4Tobbl A4OCTyn K
cucTeMe MMenn Bce KameHTbl (peskum Multiple hosts), BTopoit, Koraa nposepka NOAAMHHOCTM Tpebyet
ayTeHTMOUKALMM BCeX NOAKAOUEHHbIX K MOPTY KAMeHTOoB (pexkum Multiple sessions). Ecav nopt B pexunme
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HELTEX

Multiple hosts He npoxoAuT ayTeHTUPUKaLUIO, TO BCEM MOAKAOYEHHbBIM XOCTamM OyAeT 0TKa3aHo B AoCTyne
K pecypcam ceTu.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexXkume rnobanbHoi KoHPUrypaumm:
console (config) #

Tabnunua 243 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

-/BbIKOYEHO

PaspelwaeT oTnpasky trap-coobuieHunit, Koraa KAMEHT ycnewHo
NpOXoAuT ayTeHTUdMKaLmio.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIKNOYEHO

PaspelwaeT oTnpaskKy trap-coobLLeHN, Koraa KAMEeHT He npowen
ayTeHTUdUKaLMIO.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIK/NOYEHO

BK/tOYaeT OTNpaBKy trap-coO6LEHWI NpU NPEBbILWEHUM M0Jb30-
BaTe/leM MaKCMManbHO AOMYCTUMOrO Ko/auyecTBa 6esycneLHblx
NonbITOK ayTeHTUdMKaLMK.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B peskMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnuua 244 — KomaHabl pexkuma KoHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspeluaeT HanMune ogHOro/HECKONbKUX KAMEHTOB Ha aBTOPU30-
BaHHOM noprty 802.1X.

no dotlx single-host-violation

-/multi-host - multi-host — HeCKO/IbKO KNNEHTOB;
- single-host — oguH KnneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT [aelicTeue, KOTOopoe HeobXxoauMMo BbIMOJHUTL, Koraa
{restrict | protect | shutdown} ycTpoiicteo, MAC-agpec KoToporo otauuyaetca otT MAC-agpeca
[trap freq] KNMEHTA, OCYLLLeCTBAAET NOMbITKY AOCTYNa K MHTepdeicy.
- restrict — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
KAWEHTa, NepecbiNaloTca, NPy 3TOM afpec UCTOYHUKA He U3yda-
erca;
-/protect; - protect — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
freq: (11000000)/1 KNNeHTa, 0T6paCb|Ba}OTCﬂ;
ceK - shutdown — nopT BbikAtoYaeTcA, nakeTbl ¢ MAC-agpecom, OTanY-

HbIM 0T MAC-aspeca KnneHTa, oTbpacbiBatoTCs;
- freq —4acToTa reHepupyembix coobueHunit npotokona SNMP trap
npv NOCTYNAEHUN HECAHKLIMOHMPOBAHHbIX MAKETOB.

V KomaHga urHopupyertcsa B pexkume Multiple hosts.

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.
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HELTEX

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIK/IIOYEHO

BkntoyaeT ayTeHTUPMKaLMIO
- mac — BK/IloYaeT ayTeHTUMKaLmIo, ocHOBaHHYy Ha MAC-aape-
cax;
- 802.1x — BKAtOYAET ayTeHTUOUKALMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkntoyaeT mexaHnam Web-based ayteHtTndumrkaumm.
- He ponkHo 6bITb cTaTUueckux npueasok MAC-aapecos.
e - ®yHKUMA NOBTOPHOI ayTeHTUPMKAUUKU AOMKHA 6biTb
BK/lOYEHa.

BbIk/loyaeT ayTeHTUOMKauMo, OCHOBaHHyto Ha MAC-agpecax
nosb3osaTesen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3afaeT MakcMMasibHOE KOJIMYECTBO XOCTOB, NPOLUEALINX ayTeHTHU-
duKaumio.

Bo3Bpaluaer 3HaYeHMe No YMOI4aHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KOAMYECTBO HeyAauHbIX MOMbITOK BBOAA I0TMHA, NOCAE KO-
TOpPbIX KANEHT BI0KMpyeTC.
- 0 — 6eCKOHeYHOe YMCN0 MOMbITOK.

Bo3BpallaeT 3HaueHMe No YMOIYaHMIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIK/IIOYEHO

BkntouaeT pyHKumio roctesort VLAN Ha Tekywem nHtepdelice.

BbikntouaeT pyHKUMIo rocteBoit VLAN Ha Tekyluem nHTepdeiice.

dot1x critical-vlan enable

no dotlx critical-vlan enable

-/BbIKNOYEHO

Bkntountb dyHKLMIO KpuTHyeckol VLAN Ha Tekywem nHTepdeiice.
OTKpblBaeT HEAaBTOPM30BaHHbIM MOJIb30BaTeNAM AOCTYN B KPUTU-
yeckyto VLAN npu HegocTynHocTn cepsepos RADIUS.

Ecnu KkpuTnueckasa VLAN onpegeneHa v pa3spelieHa, nopt byaet
aBTOMaTuyeckn fobaBneH B Hero Mocsie akTMBaLUW WU MOKMHET
KpuTtnyeckyto VLAN npu nonyvyeHumn otTeeTta OT cepsepa.

Bbikntountb ¢GyHKUMIO KpuTudecko VLAN Ha Tekyliem MWHTep-
deiice.

dotlx radius-attributes filter-id

no dotlx radius-attributes
filter-id

-/BbIKNOYEHO

BK/OYNTb MPOBEPKY MOAJMHHOCTU, OCHOBaHHY Ha ACL/HasHa-
ynTtb QOS-Policy.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes vlan

-/BbIK/IIOYEHO

BkAounTtb 06paboTKy onuum Tunnel-Private-Group-ID (81) B coob-
weHunax RADIUS-cepsepa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

BKAOUNTbL GYHKLMIO AMHAaMUYecKoro gobasneHuns ACL Ha nopT ve-
pe3 coobuieHnn ot RADIUS-cepBsepa.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume KoHPurypaumnm nHtepoeiica VLAN:

console# configure

console

(config)# interface vlan vian id

Tabnnua 245 — KomaHab! perknma KoHourypaumm nHtepdelica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vlan

no ymon4yaxumio VLAN
He onpefeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpblBaeT HEaBTOPM30BaHHbIM MO/Ib30BaTENAM UHTepdelica 4o-
ctyn K roctesovt VLAN. Ecam roctesas VLAN onpegeneHa u paspe-
WweHa, NopT byaeT aBTOMATUYECKU NPUCOEAMHATLCA K Hel, Koraa
He aBTOPW30BAH, M MOKMAATb, KOrga NpoMAeT aBTOpM3auMio.
YT106bI NCNONB30BATL AAHHbIN GYHKLMOHA, MOPT HE A0/IKEH ObITb
CTaTUYeCKMM YneHom roctesoit VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.
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HELTEX

dotlx critical-vlan

no dotlx critical-vlan

no ymon4yaxumio VLAN
He onpepaeneHa Kak
KpUTUYECKas

Onpegenutb VLAN B KauecTBe KPUTUYECKOMN.

OTKpblBaeT HEaBTOPM30BaHHbIM MOJIb30BaTENAM AOCTYN B KPUTU-
yeckyto VLAN npu HegocTynHocTn cepsepos RADIUS.

Ecnn KpuTnueckas VLAN onpegeneHa v paspelieHa, nopt byger
aBTOMaTMYeckM fo06aBneH B Hero nocsie akTMBauum M MOKMHET
KpuTtnyeckyto VLAN npu nonyvyeHuu oteeTta OT cepsepa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

dotlx auth-not-req

no dotlx auth-not-req

no yMOAYaHuio
asTopusauma ana VLAN
BK/IlOYEHA

Onpegenntb VLAN 6e3 aBTopr3auunun. OTKpbIBaeT HEaBTOPU30BaH-
HbIM NONb30BaTENAM A0CTYN K BblaeneHHomy VLAN. HeasTopuso-
BaHHbIN VLAN posiKeH 6biTb HasHayeH Ha MOPT CTaTUYECKM Kak
tagged.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 246 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show dot1x [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctosHMe 802.1X gnsa KommyTaTopa Mbo ans yKa-
3aHHOro UHTepdelica.

show dotlx detailed

MoKa3blBaeT pacluMpeHHble HAaCTPOMKKM npoTokosa 802.1x.

show dot1x credentials

CprKTypa yyeTa AaHHbIX 0To6pamaeT napameTpbl aBTOPU30BaH-
HbIX K/INEHTOB.

show dot1x users [username]

username: CTpOKa

MNoka3sbiBaeT ABTOPU30BAHHbIX KIMEHTOB.

show dotlx locked clients

MoKa3bIBaeT HEaBTOPU30BAHHbIX KIMEHTOB, 3aDBIOKMPOBaAHHbIX NO
Talm-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTatucTnKy 802.1X Ha MHTepdeicax.

5.26.3 Hacmpoiika akmueHoz20 ceaHca KaueHma (CoA)

RADIUS CoA (Change of Authorization) — 3To ¢yHKuMA, KoTopas nossonseTt cepsepy RADIUS
HaCTPOMTb aKTUBHbIN CEAHC K/IMEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OCHoBe cTaHAapTa 802.1x. O6pa-
60TKa coobuieHnit CoA-Request npoucxoaut B cootseTcTBumn ¢ RFC 5176. O6pabatbiBatoTca coobuieHus,
npuweawme Ha UDP-nopt 3799 oT cepBepoB, 3aZ@aHHbIX KOMaHAoM radius-server hosts n ¢ KAto4oMm, 3a4aH-
HbIM KomaHaol radius-server key. Ana naeHTMduUKauum ceaHca KnmeHTta ncnonbsytotca RADIUS-aTpnbyThbl
User-Name wnu Acct-Session-ld. Ons HacTpOMKM ceaHca KnneHTa noaaepxusatotca RADIUS-aTpubyTtbl Tun-
nel-Private-Group-ld, Filter-Id, Calling-Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.
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HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 247 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

aaa authorization dynamic
radius

no aaa authorization
dynamic

-/BbIK/IIOYEHO

BKOUNTL GPYHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaneHTa (CoA).

BbIKNOUUTL PYHKLMIO HAaCTPOMKM aKTMBHOMO CEaHCa K/MeHTa
(CoA).

aaa authorization dynamic
radius port local
<port_num>

no aaa authorization dy-
namic radius port

<1-65535>/3799

Ycranasnusaet UDP-port ans pabotbl ¢ 3anpocamu CoA oT cep-
Bepa.

BepHyTb 3HaYeHMe MO YMOAYaHUIO.

5.26.4 Hacmpoiika ¢pyHkyuu MAC Address Notification

®dyHKuma MAC Address Notification nossonseT otchexmnsatb NosiBAEHWE N UCHE3HOBEHME AKTUBHOIO
0b60pyaoBaHUA Ha CeTU MyTemM COXpaHeHus wuctopum usydeHns MAC-agpecos. Mpu o0BHapyKeHUK
M3MEHEeHU B cocTaBe M3yyeHHbiIx MAC-agpecoB KOMMYTATOp COXpaHaeT uHbopmauuio B Tabavue u
ussewaer o6 3ToM C MNOMOLLBbIO coobuWeHUt npoTtokona SNMP. ®yHKUMA MMeeT HacTpamBaemble
napameTpbl — rybuHa UCTOPUM O COBBITUAX U MUHUMANbHbIN MHTEPBAN OTNPaBKM coobweHnin. Cepauc
MAC Address Notification oTKAHOYEH NO YMONYAHUIO U MOXKET ObITb HACTPOEH BbIBOPOUHO AN OTAENbHbIX

NopTOB KOMMYTaTOPa.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 248 — KomaHabl perkunma rnobanbHOM KoOHGUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac address-table notification
change

no mac address-table
notification change

-/BblK/IIOYEHA

KomaHza npegHasHayeHa Ana rnobanbHOro ynpasneHus ¢yHK-
umen MAC notification. KomaHaa paspelaeT perucrtpaumuio cobbl-
M pobasnenus n yganedna MAC-agpecos 8/v3 Tabauy, Kommy-
TaToOpa W OTMNPaBKY yBeAOMIEHNA 0 cObbITUAX. [na paboTbl GyHK-
LMK HEeobXxoAMMO AONONHWUTENbHO pa3peLlaTb reHepauuto yse-
OOMAEHUI Ha UHTepdericax (Ccm. HUKe).

Bbikntountb PpyHKUuMto MAC notification rnob6anbHO M OTMEHUTb CO-
OTBETCTBYIOLLME HACTPOMKM Ha BCcex MHTepdeiicax.

mac address-table notification
flapping

no mac address-table
notification flapping

-/BK/OYEHA

BKAtOUNTb GYHKLMIO 06HapyKeHus dnannuHra MAC-aapecos.

BbIKNtoUnTb GyHKLMIO 0BHapyKeHus daannuHra MAC-aapecos.
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mac address-table notification
change interval value

no mac address-table
notification change interval

value:
(0..4294967295)/1

MaKcMManbHbIM  MPOMENKYTOK BPEMEHM MeEXAy OTNpaBKamu
SNMP-yBegomieHnit. Ecnn 3HayeHue MHTepBana BpeMeHU pPaBHO
0, TO reHepaLua yBegOMIAEHUI U cOXpaHeHWe cobbITUI B UCTOPUIO
ByAeT OCyLLecTBAATLCA HEMEANEHHO MO Mepe BO3HWKHOBEHMA C
6bITUA 06 M3MeHeHMU cocToaHua Tabamupl MAC-agpecos. Ecam
3HauyeHWe MHTepBana BpemeHn b6onbwe 0, To ycTpolicTBo byaeT
HaKanAueaTb cobbITMA 06 M3MEeHEeHUU cocToAHUA Tabaunusl MAC-
a[pecoB B TEYEHME 3TOFO BPEMEHM, a 3aTeM OTNPaBAATb YBeAOM-
neHna npotokona SNMP 1 coxpaHaTb cOBbITUA B UCTOPUU.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

3a4aTb MaKCMMabHOE KONMYecTBO CObbITUIN 06 M3MeHeHuUn co-
cTosHMA Tabanubl MAC-agpecoB, KOTOPOE COXPaHAETCA B UCTO-
pun. Ecnm ycTaHOBAEH pasmep UCTOPUKM paBHbIi 0, To cobbiTnA He
coxpaHsatoTca. Mpu nepenonHeHnn bydepa nctopum Hosoe cobbl-
TWe NoMeLLLAeTCA Ha MeCcTo CaMoro CTaporo.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BblK/IlOYEHA

BkntoumTb oTnpaeky SNMP-yBegomieHunit 06 MU3MEHEHUN COCTONA-
HuA Tabanubl MAC-agpecoB. Ona OTKAKYEHUS UCMOJb3yeTca OT-
puuatenbHaa dopma KomaHabl. Ecnv oTnpaBKa yBesomMAeHWUIA
BKJ/IIOYEHA, TO YCTPOMCTBO byAeT MHPOpMUPOBaTb O COBLITUAX CO-
obweHnamm npotokona SNMP 1 coxpaHATb COOTBETCTBYOLWME CO-
6biTMA B uctopumn. Ecam otnpaska SNMP-yBeAOMNEHWNI BbIK/IO-
YyeHa, TO YCTPOMCTBO ByAEeT TONIbKO COXPaHATbL COBbITUA B UCTOPUMU.

OTkAtounTL oTNpasky SNMP-yBegomneHnii 06 nsmeHeHnn cocto-
AHKUA Tabamubl MAC-aapecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BK/OYEHA

BKAtOUMTb OTNpaBKy Tpanos o ¢nannuHre MAC-aapecos.

OTKAOYNUTL OTNPaBKY Tpanos o dpaannmuHre MAC-aapecos.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 249 — KomaHabl pexknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BblK/IlOYEHA

BKAOUUTL reHepaLmio yBegomneHui Ha nHtepdeice o cobbiTUAX
nameHeHusa coctoaHna MAC-agpecoB. OTAenbHO MOXHO paspe-
WINTb FreHepauuio yBeAOMAEHUI ToNbKO 06 nsydyeHnn MAC-agpe-
coB b0 ToNbKO 06 UX yaaneHuum.

OTKNOUUTL reHepaLuio yBeJoMAeHUI Ha nHTepdelice.

KomaHObi pexcuma privileged EXEC

Bug, 3anpoca KOMaHAHOM CTPOKM:

console#
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A ELTEX

Tabnuua 250 — KomaHapb! pexknuma KoHourypauum nHtepdeiica Ethernet

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHUuto

show mac address-table OTobpasnTb BCe yBegomneHma ob nameHeHum coctoaHmna MAC-

notification change history gi_port: (1..8/0/1..48); a[pecoB, COXPaHEHHbIX B UCTOPUMU.

[gigabitethernet gi_port | te_port: (1..8/0/1..48);

tengigabitethernet te_port | twe_port:

twentyfivegigaethernet (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32)

hundredgigabitethernet group: (1..128);

hu_port | port-channel vlan_id: (1..4094)

group | vlan vian_id]

show mac address-table OT06pa3nTb CTaTUCTUKY CcepBUca: obLiee KoanYecTBo cobbiTmii 06

notification change statistics ) n3yyeHun MAC-agpecos, obuiee KonnyectTso cobbiTuii 06 yaane-
HuM MAC-agpecoB, obliee KoAMYecTBO OTnpaB/ieHHbIXx SNMP-
coobLeHuni.

[pumep UCN0a15308aHUA KOMAHO

B npMmepe noKasaHo, Kak HacTpouTb nepeaady coobueHmin SNMP MAC Notification Ha cepBep ¢ agpecom
172.16.1.5. MNpu HacTpoiKe 3aaaeTca obliee paspelieHne paboTbl cepBuca, HACTPaMBAETCA MUHUMAJIbHbIN
MHTepBan OTNPaBKM cOObLEHN, 3a4aeTcA pasMmep UCTOPMM COBbITUIA U HAacTpanBaeTCa CepBUC Ha BbIBpaH-
HOM MopTy.

console (config
console (config

) # snmp-server host 172.16.1.5 traps private

)
console (config)

)

)

( #
( # snmp-server enable traps mac-notification change
( # mac address-table notification change

console (config)# mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7
console (config-if) # snmp trap mac-notification change
console (config-if) # exit
console (confiqg) #

5.26.5 KoHmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceteBoi NMpOTOKO/, MO3BONAIOWMNA KAUEHTY MO
3anpocy nony4atb IP-aapec 1 apyrue Tpebyemble napameTpbl, HeobxoanMmble ana pabotbl 8 cetn TCP/IP.

MpoTokon DHCP moKeT Mcnonb30BaTbCs 3/10YMbILUNEHHUKAMW 415 COBEPLUEHWUSA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KameHTa, 3actasnaa DHCP-cepsep BblaaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHDI
cepBepa nyTem ero noameHsbl. NporpammHoe obecneyeHme KOMMyTaToOpa NO3BOASET 06ecneYnTb 3aLLmUTy
YCTPOMCTBA OT aTak C UCNosib3oBaHMem npoTokosna DHCP, ana yero npumeHsaeTca QyHKUMA KOHTpOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nossneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» MHTepdeicax, a TaKkKe KOHTPOIMPOBATb AOCTYMN KAUMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUM.

Onuma 82 npoTokosa DHCP (option 82) ncnonbsyetca gns Toro, 4tobbl NpomHbopmmnposaTs DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) u yepes Kakol ero nopt 6611 NoAy4YeH 3anpoc.
MpumeHseTca ANA YCTaHOBNEHUA COOTBETCTBUI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKKe ANA 3aWmThl
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeacTtasnsaetr cobot AOMNOAHUTENbHYIO
nHpopmaumio (MMs yCTPOICTBA, HOMep MopTa), AobaBasAeMylo KOMMYTaTOPOM, KOTOpbI paboTaer B
perknume DHCP relay areHTa (6e3 gobasneHus IP-agpeca Ha KANMEHTCKUI nHTepdeiic) nam edyHkumm DHCP
Snooping (npu ychoBum BKAOYEHUA KomaHabl ip dhcp information option). Ha ocHoBaHUKM gaHHOM onumu,
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DHCP-cepsep BbigensieT IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOpTy KOMmyTaTopa.
Monyume Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT Bbliaenset IP-aapec KAMEHTY, a TaKxe
nepenaert emy apyrue HeobxoamMmble napameTpbl.

Tabnuua 251 — dopmat nonei onuum 82

lMone

Mepedaeaemas uHghopmayus

Circuit ID

Mmsa xocTa ycTpoiicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuit 6ainT — Homep MopTa, K KOTOPOMY MOAK/OYEHO YCTPOWCTBO, OTNpasaaoLLee
dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1
MAC-agpec ycTponcTsa.

A

.‘

[Ons ucnonb3oBaHuA onuun 82 Ha YCTPOWCTBE A0/KHA 6biTb BKAOYEHA GYHKUUA
DHCP relay areHTa (6e3 po6asneHusa IP-agpeca Ha KAMEHTCKUI MHTepdeic) nam
$yHKumna DHCP Snooping (npu ycnosum BkatoueHua KomaHgbl ip dhcp information
option).

Ona KoppeKTHOM paboTbl ¢pyHKUMn DHCP Snooping Bce ncnonbsyemble DHCP-cep-
BEpPbl AO/KHbI 6bITb NOAKNIOUEHDI K «AOBEPEHHbIM» NOPTamMm KommyTaTtopa. [Ana
[obaBneHnA noprta B CNUCOK «A0BEPEHHbIX» ucnonb3yetca KomaHaa IP dhcp
snooping trust B pexxume KoHpUrypaumnm uHtepoeiica. fina obecneueHms 6esonac-
HOCTM BCE OCTa/IbHble NOPTbl KOMMYTATOPA A0/}KHbI 6bITb K HEL,0BEPEHHBIMUY.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 252 — KomaHabl pexkuma rnobanbHoM KoHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

ip dhcp snooping

BkatoyaeT KOHTponb npoTtokona DHCP nytem BegeHua
Tabanubl DHCP snooping 1 oTNpaBKM KNMEHTCKUX
wunpokoselatenbHblx DHCP-3anpocos Ha «40BepeHHble»
nopTbl.

-/BbIKNIOYEHO

no ip dhcp snooping

BbIkAtoyaeT KOHTPOAbL NpoTokona DHCP.

ip dhcp snooping vlan vian_id

PaspelwaeTt KoHTponb npotokona DHCP B npeaenax ykasaHHOM

vlan_id: VLAN.

no ip dhcp snooping vlan
vlan_id

(1..4094)/BbIkNtO4EHO

3anpelyaeT KOHTponb nNpoTtokona DHCP B npegenax yKasaHHOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuio npuem
DHCP-nakeToB ¢
onuueri 82 ot
«HEHAAEeXHbIX» NOPTOB
3anpeLLeH

PaspewaeT npuHnmaTte DHCP-nakeTbl ¢ onumen 82 oT «HeHaaeX-
HbIX» NMOPTOB.

3anpewaeT npuHMMaTe DHCP-nakeTbl ¢ onument 82 OT «HEeHaAex-
HbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyaHutio
BepuduKaums
BK/IIOYEHa

Bkntouaet Bepudumkaunio MAC-agpeca knneHta u MAC-agpeca mc-
TOYHUKA, NnpuHAToro B8 DHCP-nakeTe Ha «HeAOBEepPEHHbIX» NOpTax.

BbikntoyaeT Bepupukaumio MAC-agpeca kameHTa u MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBepPEeHHbIX» Nop-
Tax.
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ip dhcp snooping database

no ip dhcp snooping database

PesepBHbIi dpain He
ncnosb3yerca

PaspelaeT ucnosb3oBaHue pesepBHoro daiina (6asbl) KOHTPONA
npotokona DHCP, no3sonsiowero BOCCTaHOBWTbL 3anucy B Tab-
NWLE B C/lydae nepesarpysku ycTpoicTea.

|  Heo6xoAnMma HacTPOIiKa CUHXPOHU3ALMU CUCTEMHOTO
V BpemeHu (NTP/SNTP).

3anpeLaeT Ucnonb3oBaHUe pesepBHOro ¢aina (6asbl) KOHTpPoONA
npoTtokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIKNOYEHO

PaspeluaeT ycTpolicTBy aobasneHne onunm 82 npu paboTe npoTo-
kona DHCP.

3anpewaet ycTponcTey gobasieHne onumnmn 82 npu paboTe npoTo-
kona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBOJI0B/system
description

YctaHasnausaeT uaeHtndumkatop Access Node ID onumm 82.

YcTaHaBAMBaET 3Ha4YeHMeE No YMONYaHULO.

p dhcp information option for-
mat-type circuit-id format [de-
limiter delimiter]

no ip dhcp information option
format-type circuit-id

format: (sp, sv, pv, spv,
bin,user-defined);
delimiter: (.,;#)/npo6en

Hactpaunsaet ¢opmat DHCP onuum 82.

dopmar:

- Sp — HOMep cnoTa 1 NopTa;

- sv — Homep cnota un VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOmep cnioTa, nopTa u VLAN;

- bin — 6uHapHbIN popmaT: VLAN, cnoT, noprt;

- user-defined — dopmat onpeanenserca nosb3osaTenem. Bos-
MOXHO HacTpouTb WabnoHbl B ASCII 1 HEX.

Mpu onpeaeneHnn UCNONbL3YIOTCA Caeaytolme WabnoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: oiMHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1 B8
ASCII;

%t: TMN nopta (3HaveHue nons ifTable::ifType B
wecTHaauaTepuyHom suae) B ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHuTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha anuesol naHenwn) 8 ASCII;

%i: ifiIndex nopta B ASCII;

%v: ngeHtudukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%C: MmaK-agpec KnumeHTa B popmate H-H-H-H-H-H 8 ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —agpec ¢
interface vlan 10);

%%: oAMHOYHbI cumBon % B ASCII.

SS: 0AMHOYHbIN cumBon S B ASCII

St: TMN nopTa (3HaveHue nons ifTable::ifType B
wecTHaauaTepuyHom smae) 8 HEX;

Sm: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;
SM: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoit naHenwn) B8 HEX;

Si: ifindex nopta 8 HEX;

Sv: naeHtudurarop VLAN B HEX;

Sc: Mmak-agpec KnneHTa 8 popmate H-H-H-H-H-H B HEX;
Sb[XY]: nobasnatoTca Nnpon3soabHblie 6ainTbl XY B HEX (Sb13)

3anpewaeT ycTpocTey gobasneHue onumm 82 npu pabote npoTo-
Kona DHCP.

ip dhcp information option for-
mat-type remote-id
remote-id

no ip dhcp information option
format-type remote-id
remote-id

remote_id:
(1..128)/mac address B
hex

YctaHaBauBaeT uaeHTnudumrkatop Remote agentID onuum 82.
[na HacTPOlKM BO3MOXKHO MCMNO/b30BaTh WABAOHbI, onpeaeneH-
Hble B circuit-id user-defined.

YcTaHaBAMBaEeT 3HaYeHUe Mo YMOAYAHUIO.
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ip dhcp information option Lob6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
suboption-type -/BbIKHOYEHO 6aiita (Type u length).

no ip dhcp information option YcTaHaBAMBaET 3HaYeHME MO YMONYAHUIO.

suboption-type

Tabnunuya 253 — dopmat nonen onumm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedasaemasn uHgpopmayusa

MmA xocTa ycTpoicTBa.
cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnenHuii 6aitT — Homep NOPTa, K KOTOPOMY NOAKNHOYEHO YCTPOWCTBO, OTNPaBaalowWwee
3anpoc DHCP.

Circuit ID

Enterprise number —0089c1

R t tID
emote agen MAC-aapec ycTponcTsa.

Tabnunuya 254 — dopmart nosen onumm 82 pexuma custom

Mone Mepedaeaemasn uHghopmayus
OnvHa (1 6aiT)
Twn Circuit ID
Circuit ID Annia (1 6aii)

VLAN (2 6aliTa)
Homep moayns (1 6aiiT)
Homep nopra (1 6aliT)

OnvHa (1 6aiT)

Tun Remote ID (1 6aiT)
Onvna (1 6anT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl MOpmMos

CyLLecTByeT BO3MOXHOCTb BK/IOUUTb f06aBAeHMe onumn 82 Ans oTAeNbHbIX MHTepdeiicoB 1 NopToB..
MpUopUTET NPUMEHEHUA KOMaHAbI OT HU3KOTO YPOBHSA K BbICOKOMY: r/106a/1bHasA HAaCcTPOMKa, HacTpolKa Ha
MHTepdelice, HACTPOMKA Ha NOPTY.

tDopmaT onumn 82 npuv 3TOM onpeaenAaeTca To/IbKO B rno6anbHOM pexunme.

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 255 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
1o ymon4aHuio

ip dhcp snooping trust [obasnaeT UHTEpdENC B CNMUCOK «40BEPEHHBIX» NPU UCNONb30-
BaHUM KOHTponAa npotokona DHCP. DHCP-tpaduKk «posepeH-

Mo ymonyaHutio o
Horo» uHTepdeica cuntaetca 6e30nacHbIM U He KOHTPO/IMPY-

UHTepodeiic He ABnaeTcA

- - [L0BEPEHHbIM °TeAR. —
no ip dhcp snooping trust YaanseT uHtepdeiic U3 CNMcKa «A0BEPEHHbIX» MPU UCMOo/b30-
BaHMM KOHTpoAA npoTokona DHCP.
ip dhcp information option PaspewaeT fobasneHue onuumn 82 Ha BbibpaHHOM MHTepdeice
[global] -/global npwv pabote npotokona DHCP.

global — rnobanbHasa HacTpoika gs NpUMeHeHus onumm 82.
Mpuoputet pabotbl KomaHAb! ip dhcp information op-
V tional — nopr, interface vlan, rno6anbHas KoHdurypa-
ums.
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no ip dhcp information option

3anpeuwaet gobasneHuve onumm 82 Ha BbiIbpaHHOM UHTepdelice
npu pabote npoTtokosa DHCP.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit
clients

value: (1..2048)/
He 3agaH

YcTaHaBAMBaeT npegenbHoe KONMYeCTBO MNOAKIHOYEHHbIX Kn-
€HTOB.

YcTaHaBAMBaET 3HaUYeHMeE No YMOANYaHULO.

ip dhcp snooping limit rate pps

no ip dhcp snooping limit rate

pps: (1..2048)/
6e3 orpaHuyeHun

YcTaHaBAMBaET OrpaHUYeHWe CKopOCTU

nakeTos.

- pps — KO/NIMYECTBO MaKeTOB B CEKYHAY.
Mpu npeBbiweHUN nMMnUTa UHTepdeiic byaer NPUHy-

e AuTenbHo yBeaeH B errdisable.

Bxogawmx DHCP-

YcTaHaBAMBaET 3Ha4YeHMe No YMONYaHULO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 256 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

LOobasnsaet B dpaiin (6asy) KoHTpoaa npoTokona DHCP cooTeeT-
ctene MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy gns yka-
3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AencTBUTENbHA B TEYEHUE YKAa3aHHOTO B
KOMaHAe BpeMeHU KU3HU 3anucu, eciv KAUeHT He OTNpaBuT
3anpoc Ha DHCP-cepBep Ha obHoBNeHMe. Talimep 0bHynseTcs
B C/ly4yae NOJIlyYeHUA OT K/MEHTA 3anpoca Ha 06HOBNEeHUeE (KO-
MaHAa AOCTYMHa TONbKO A1 MPUBUAETMPOBAHHONO NOAb30Ba-
Tena).

- seconds — Bpems }KU3HW 3anuncu;

- infinity — Bpems }KM3HKW 3anncK He orpaHUYeHo.

Yaansaet us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
ctene MAC-agpeca knameHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

Ounwaer daiin (6asy) KoHTpona npoTokona DHCP.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 257 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

show ip dhcp information
option

MokasbiBaeT MHPopmaumio 06 UCNoIb30BaHMM onumn 82 npo-
ToKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

MoKasbiBaeT MHOPMALLMIO NO oMLK 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MoKasbiBaeT MHPopmaumio o
HACTPOWKK WabnoHoB B onumu 82.

BO3MOXHbIX BapuaHTax

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT KOHOUrypaumio ¢yHKUMM KOHTPOAA MPOTOKOAA
DHCP.

hu_port | portchannel group]
show ip dhcp snooping binding
[macaddress mac_address] [ip-
address ip_address ] [vlan
vlan_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

MoKa3blBaeT cooTBeTCTBMA U3 ¢daiina (6asbl) KOHTPONSA NPOTO-

gi_port: (1..8/0/1..48); | 0@ DHCP-

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[pumepbl 8b1M0AHEHUS KOMAHO

PaspewunTb ncnonososaHme DHCP onumun 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

e [loKasaTb BCe COOTBETCTBUA U3 TabAWLLbl KOHTPOAA NpoToKona DHCP:

console# show ip dhcp snooping binding

5.26.6 3awyuma IP-adpeca knueHuma (IP source Guard)

®yHKUMA 3awWwmThI IP-agpeca (IP Source Guard) npegHasHadeHa ans GuUnbTpauum Tpaduka, NPUHATOro
¢ uHTepdelica, Ha ocHoBaHMM Tabanupbl cootseTctBUiN DHCP snooping un ctaTtuyeckmx cooTseTcTBuid IP
Source Guard. Takum obpasom, IP Source Guard nossonsaeT 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

Y
Y
¥

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

[Ona KoppeKTHOI paboTbl PyHKUMOHana Heobxoaumo npepBapuTenbHo Hactpoutb DHCP
Snooping.

dyHKumio 3awuTbl IP-agpeca (IP Source Guard) Heo6x04UMMO BKAOUYUTL rNO06anbHO U ANa
uHTepdeiica.

B pexxume KoHourypauum nutepdeiica Ethernet goctynHa KomaHga ip source-guard mac-
check, nossonsowan gononHutenbHo 60poTbca ¢ nogmeHoii MAC-agpeca UCTOUHUKA.

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #
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Tabnuua 258 — KomaHap! pexkmma rnobanbHoin KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip source-guard

no ip source-guard

no yMO4aHUIO

BkntouaeT ¢yHKUMIO ANA  33WMUTbl  KAMEHTOB OT  MNOAMEHbI
IP-TpaduKa NO agpecy MWCTOYHMKA HA OCHOBaHUM Tabauupl
cootBeTctBMii DHCP Snooping u cratuMyeckux cooTeeTcTBuii IP
Source Guard.

bYHKLMA BbIKAOYEHA

BbikntovaeT GpyHKLMIO ANA 3aWMTbl KAMEHTOB OT NnogMeHbl |P-Tpa-
duKa no agpecy NCTOYHMUKA Ha OCHOBaHUK TabaNLLbl COOTBETCTBUM
DHCP Snooping u ctatuyeckux cootseTcTBuii IP Source Guard.

ip source-guard [ mac-check ] [
vlan vian-id]

no ip source-guard [ mac-check
1[ vlan vian-id]

BKkntovaeT PpyHKLUMIO 3aWmTbl OT NnoameHbl IP-Tpaduka MCTOUHUKA
ONA HacTpaMBaemoro uHtepdelica.
- mac-check — pob6asnset nposepky MAC-agpeca UCTOYHMKA ANA
BXoasLLero Tpadpuka.
- vlan — BkstoyaeT PyHKUMIO 3alwmTbl IP-TpadurKa UCTOYHUKA ANnA
nHTepdeiica VLAN.
Heckonbko KnueHTckux VLAN gob6asnsatoTca yepes 3ansa-
TYI0 B C/ly4ae nepeyncieHus u vyepes geduc B cnydae yKa-
3aHMA AMANAa30HOB.

BbIKkntoyaeT pyHKUMIO 3awmThbl IP-TpadmKa MCTOUHMKA ANA HacTpa-
nBaemoro nHtepdeiica.

- mac-check — BbikntoyaeT nposepky MAC-agpeca UCTOYHMKA oA
BXoAALLero Tpadpuka.

- vlan — BbIkntoYaeT PpyHKUMIO 3awmnThl IP-TpadmKa CTOYHMKA aNA
HacTpanBaemoro nHTepoeica VLAN.

ip source-guard binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3paHune cTaTUYecKom 3anmcK B Tabanue cooTBeTcTeus mexay IP-
agpecom KnueHta, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-
HOTo B KOMaHAe UHTepdelica.

YpaneHue CTAaTUYECKOW 3anuncu B Ta6l'IVILI,e COOTBETCTBMUA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
cek

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam €
LLeNibio 3aMMcK B MaMATb HEAKTUBHbIX 3alUmLLeHHbIX IP-aapecos.

- never — 3anpewaeT 3anucb B NaMATb HEAKTUBHbIX 3aLLULLEHHbIX
IP-appecos.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl Mopmos

Bua 3anpoca KOMaHOHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 259 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip source-guard

Mo ymonyaHutio

no ip source-guard

byHKLMA BbIKNIOYEHA.

BratovaeT GyHKUMIO 3aWwmThl IP-agpeca KnneHTa ana HacTpau-
Baemoro nHtepoeliica.

BbiktovaeT GyHKUMIO 3aWwmTbl IP-agpeca KAneHTa 4asa HacTpa-
MBaemoro nHtepdeiica.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 260 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpalleHus ycTPoWCTBa K BHYT-
PEHHMM pecypcam C Lieblo 3anucKn B NamATb HEAKTUBHbIX 3a-
wueHHbIX IP-agpecos. KomaHaa 4ocTynHa TObKO 414 NPUBK-
NIerMpoBaHHOro No/b3oBaTens.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 261 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHpaa oTobpaskaeT HacTpoiKy ¢pyHKumuM IP Source Guard Ha
3afaHHOM nnbo Ha Bcex UHTepdericax ycTpomncTaa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHza otobparkaert ctatuctuky dyHkumm IP Source Guard Ha
3aZaHHOM 60 Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHza otobparkaer ctatyc ¢yHKummn IP Source Guard ans
yKasaHHoro nHtepdeiica, IP-agpeca, MAC-agpeca nam rpynnol
VLAN.

show ip source-guard inactive

KomaHpa otobpakaet IP-agpeca UCTOYHWUKOB, HE NPOXOAALLMX
nposepky IP Source Guard.

[pumepsi 8biM0AHEHUS KOMAHO

MoKa3aTb HAacTPOMKY GYHKLMK 3aWwmThl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled
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BkntounTb pyHKUMIO 3awmTbl IP-agpeca ana punostpaumm Tpaduka Ha OCHOBaHMM TabauLbl COOTBET-
ctuit DHCP snooping u ctatnyeckmx cootseTcTBmin IP Source Guard. Co3aaTb CTaTUYECKYHO 3anuch B
Tabnuue cootsetcTBUA ana nHtepdeiica Ethernet 12: IP-agpec knmeHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdeiic B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.26.7 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KoHTpona npotokona ARP (ARP Inspection) npepgHasHayeHa pgis 3alimTbl OT aTak C
ncnosb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTponb
npoToKosia ARP ocyuiecTBaseTca Ha OCHOBE CTaTUYecKux cooTsetcTauii IP- n MAC-agpecos, 3a4aHHbIX AN
rpynnbl VLAN.

’ ' MopT, ckoHPUrypupoBaHHbIN «HeaoBepeHHbIM» anAa GyHKUMM ARP Inspection, AonXKeH TakKe
radk 6bITb «HepgoBepeHHbIM» ana ¢yHKuum DHCP snooping namu coorsercteue MAC-agpeca u IP-
agpeca Ana 3Toro NopTa A0/XKHO 6biTb CKOHPUIYPUPOBaAHO cTaTUYECKU. MHaue AaHHbIA nopT

He 6ygeT oTBeuaTtb Ha 3anpocbl ARP.
Ona HeHagEXXHbIX NOPTOB BbINOJ/IHAIOTCA NpoBepKu coorsetcTeui IP- u MAC-agpecos.
KomaHObI pexcuma 2n0b6aabHol KOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnnuya 262 — KomaHab! perknma riobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHoa Aelicmeue

ip arp inspection Mo ymonuaHuio BkntoyaeT KOHTpoib NnpoTokona ARP (dyHkumio ARP Inspection).

no ip arp inspection dYHKUMA BbIKNOYEHa BbIKntoYaeT KOHTPoIb NpoTokona ARP (dyHKumMio ARP Inspection).

ip arp inspection vlan vian_id PaspelwaeT nposepKy npoTtokosia ARP, ocHoBaHHyt Ha 6ase cooT-

vlan_id: (1..4094); BeTcTBuit DHCP snooping, B Bbi6paHHo rpynne VLAN.

Mo ymonyanumio

no ip arp inspection vlan GYHKLMA BLIKAIOYEH2

vlan_id

3anpelyaeT npoBepKy npoTtokona ARP, ocHoBaHHyto Ha 6ase cooT-
BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

ip arp inspection validate MpepocrtaBnaeT cneynduyHblie NPOBEPKN ANA KOHTPONA NPOTOKOAA
ARP.

MAC-agpec ucrouHuka: na ARP-3anpocoBs 1 0TBETOB NpoBepsAeTca
cooTeeTctBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHWKaA B cogepkMmom npotokona ARP.

- MAC-agpec Ha3HavyeHua: [1na ARP-oTBETOB npoBepaeTcA COOTBET-
creue MAC-agpeca B 3aronoske Ethernet MAC-agpecy HasHayeHuUA
B coAepKmmom npoTtokona ARP.

IP-agpec: Mposepserca coaepxumoe ARP-coobLLeHMA HA Hanuuyme
HeKoppeKTHbIX IP-agpecos.

no ip arp inspection validate

3anpewaeT cneunduyHble NPOBEPKMU A8 KOHTPOAA NPoTOKoNa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3paHue cnmcka ctatuyecknx ARP-cooTBeTCTBUN.
2. Bxog B perkum KoHdpurypaumm ARP-cnncKos.

YpaneHue cnucka ctatuyecknx ARP-cooTBeTCTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHavaeTt cnucok ctatnyeckmx ARP-COOTBETCTBUIM A5t YKa3aHHOM
VLAN.

OTMeHAeT Ha3HayYeHne CNUcKa cTaTuyeckux ARP-cooTBeTcTBUI AN
yKasaHHow VLAN.
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ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/
5 cek

3af4aeT MUHMMANbHbIN MHTEPBAN MEXAY COOBLLEHUAMM, COaepIKa-
wymn nHpopmaumio npotokona ARP, nepegaBaeMbiMU B 3KypHal.

- 3HaueHue 0 yKasbiBaeT Ha ToO, YTO coobleHna byayT reHepupo-
BaTbCA HE3AMEA/IMTE/IbHO;

- infinite — He reHepMpoBaTbL COOBLLEHNI B XKypHa.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnbl Mopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 263 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuo
nHTepdelic He ABnaeTca
[,0BEPEHHbIM

[ob6asnaeT nHTEpdENC B CNUCOK «A0BEPEHHBIX» MPU UCNO/b30Ba-
HUM KOHTPOJIA NpoTokoaa ARP. ARP-TpaduK «10BEPEHHOTO» UHTEP-
delica cuntaetca 6e3onacHbIM U He KOHTPO/IMPYETCA.

Yaanset uHtepdeinc n3 crnncka «40BepeHHbIX» NPU UCMOIb30BaHMMU
KOHTpOnA npoTokosa ARP.

ip arp inspection limit rate rate

no ip arp inspection limit rate

rate:(0..2048)/0 pps

HacTtpouTb orpaHuyeHmne ckopoctu paspelweHHbix ARP-naketos B
pps.

YAanutb orpaHMyeHmne CKopocTu ANna paspelleHHbix ARP-nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-cnuckos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnuua 264 — KomaHabl pexxnma kKoHourypaummn ARP-cnnckos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[obasnaeT ctatuyeckoe cootseTcTeue IP- 1 MAC-agpecos.

Ypanaet ctatnyeckoe cootsetcteme IP- u MAC-agpecos.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

3 08 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

Tabnuua 265 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KOHOUrypaumo ¢GyHKLMKU KOHTpOANs npoTokona ARP
Inspection Ha BbIbpaHHOM MHTepdeiice/Bcex nHTepdelicax.

show ip arp inspection list

MoKasblBaeT CNUCKKN cTaTUYeCcKnx cooTseTcTeuit IP- 1 MAC-agpecos
(komaHAa pocTynHa TONbKO AN NMPUBUIETMPOBAHHOIO NOJb30Ba-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3biBaeT CTaTUCTUKY ANA CleAyIOLMX TUMOB NaKeToB, KOTopble
6b111 06paboTaHbl Npy Nomowm dyHKUMKM ARP:
- nepefaHHble naketbl (forwarded);

- noTepsAHHble nakeTsl (dropped);
- owmnbKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection OuunLaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.

statistics [vlan vian_id] vlan_id: (1..4094)

[pumepbl 8bINOAHEHUS KOMAHO

BKNOUNTb KOHTPOJIb NpoToKona ARP 1 gob6aBuTb B cnncok spisok ctatuyeckoe cootsetctemne: MAC-aapec:
00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cnucoK spisok ctatnyeckmx ARP-cooTBeTCTBUN ANA
VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

MoKasaTb CIMCKKN cTaTUYECKMX cooTBeTcTBUi IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98

0060.70AB.CCCD

5.26.8 ®yHkyuoHan First Hop Security

MakeT dyHKUMI First Hop Security Bkatouaet B ceba aHanusatop DHCPv6-nakeTos, IPv6 Source Guard,
ND Inspection n RA Guard. OaHHbIi Habop ¢GyHKUMIA npeaHasHayeH Ans obecneyeHUs KOHTPOAA U
dunbtpaymm IPv6 TpaduKa B ceTu.

AHanunsaTtop DHCPv6 nakeToB no3sonseT Aob6aBnsaTh cocenei B Tabauuy npueasok IPv6 binding table
npu nonydyeHumn agpeca no DHCP, a Takke no3BosiaeT 6opoTbca ¢ HegosepeHHbIMW DHCPV6 cepsepamu.

IPv6 Source Guard no3BosAeT YyCTPONCTBY OTKIOHATbL TPAadUK, €C/IM OH UCXOAUT OT apeca, KOTOPbIN
He coxpaHeH B IPv6 binding table. Tabnuua npuessok cocepeli IPv6 binding table, nogknouyeHHbIX K
YCTPOWMCTBY, CO343E€TCA M3 TaKMX MCTOYHMKOB MHGOOPMALMM, KaK OTCNEKMBaAHME MO MNPOTOKOAY
obHapyxeHus coceaen (NDP).

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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HELTEX

C nomolubto ¢pyHKUuKM ND Inspection kommyTtaTtop nposepseT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) 1 coxpaHaeT ux B IPv6 binding table. Ha ocHoBaHUU TabanLbl KOMMYyTaTOpP
otbpacbiBaeT nt0bble noaaensHble coobuweHna NS / NA.

®yHKuMoHan RA Guard no3sonsieT 6,10KMPOBATb UK OTK/IOHATb HeXKenaTebHble MW NOCTOPOHHME
coobuweHnn Router Advertisement (RA), noctynatowme Ha KOMMyTaTop OT MapLpyTU3aTopa.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 266 — KomaHab! perknuma rnobanbHo KoOHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipv6 neighbor binding policy
policy_name

no ipv6 neighbor binding policy
policy_name

policy_name: (1..32)
cuMmBO/Ia

Co34aTb NONIMTUKY NPUBA3KM coceaelt (neighbor binding) v ne-
penTh B pemMm eé KoHOUTrypnupoBaHus.

Y4anuTb NOAUTUKY NPUBA3KK coceaeit.

ipvé6 first hop security policy
policy_name

no ipvé6 first hop security policy
policy_name

policy_name: (1..32)
cMMBO/IA

Co3pgatb nonnTuky First Hop Security.

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipv6 first hop security logging
packet drop

no ipvé first hop security logging
packet drop

-/BbIK/IIOYEHO

AKTMBMPOBATL IOTMPOBaHME ApPONa NaKeToB NpW HECOOTBET-
CTBUM NoMTUKam Be3onacHocTu cnykb RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ipv6 neighbor binding address-
config {stateless | any | dhcp}

no ipv6 neighbor binding ad-
dress-config

-/BbIK/IIOYEHO

BKkntounTb fob6aBneHue 3anmceit B TabanLy NpUBA3KKM cocenen
Ha OCHOBAHWUM:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tabavuy NpuBA3KKM cocesei no ymonya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — no6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHuni.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[ob6aBuTb CcTaTMuecKylo 3anucb ¢ npedukcom B Tabauuy
Neighbor Prefix Table:
vlan — npuBAa3saTtb 3anuck K onpegeneHHomy VLAN.

Ypanutb cTaTUyeckylo 3anucb C npedukcom M3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IOYEHO

BkAlOUMTL NPOBEPKY aapecos B TabauLe NpuUBA3KK coceaeit

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BpemsaA XU3HU TaﬁI'IVILI,bI NPUBA3KN COCEAEVI AanAa
3anncn B MUHyTax.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IOYEHO

Bkatountb lormMpoBaHMe OCHOBHbIX CO6bITUIN NO U3MEHUHUIO
Ta6/1VILI,bI NPUBA3KN.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

3 10 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/NHOYEHO

Onpeaenvute MakCMManbHOE KONNYEeCTBO 3anucelt B Tabauue
NpWBA3KK coceaelt.

- interface-limit — onpegenuTb AMMUT gns nHTepdelica;

- vlan-limit — onpegennts AumuT VLAN;

- mac-limit — onpegennte numut MAC-agpecos;

- disable — pa3pewnTb MaKCMMaNbHOE KOJIMYECTBO 3anncei.
MakcumanbHoe 3HadyeHue = 4294967294.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ipv6 neighbor binding static ipv6
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[Jo6aBuTb cTaTMyeckyto 3anucb 6e3 npedukca B Tabauuy
Neighbor Prefix Table:

- vlan — npuBAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npwuBA3aTb 3anucb K onpeaesieHHOMY WUHTep-
deiicy;

- mac — npmBeA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

Y0anutb CTaTUYECKYIO 3aMUCh.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3gaTtb NoAnTUKy Source Guard U NepeinTn B peXXnMm eé KoH-
duUrypmpoBaHus.

YpanuTe nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3patb nonntnky DHCP Guard v nepevit B pexunm eé KoH-
burypuposaHus.

Yaanutb nonantuky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWUTb MaKCUMasIbHbIM U MUHUMaNbHbIM Npeaenbl npes-
nouteHuna gna DHCPv6-cepsepa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3aatb nonntuky ND Inspection n nepeit B pexunm eé KoH-
durypmpoBaHus.

Yaanutb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIKNIOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU NN HE-
A0NYyCTUMbIMU NMapamMmeTpamMmn Uam Nnoanucbio.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/TIOYEHO

YCTaHOBUTb MMHUMA/IbHOE 3HaYeHWe NapameTpa YpoBHA bes-
OMacHOCTU NpU WCMONb30BaHWM ONUMIA KpunTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIK/IIOYEHO

BkntounTb npoBepky MAC-agpeca naketa no ero agpecy link-
layer.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3patb nonmTtnky ND RA Guard u nepeinTn B pexkum eé KoH-
durypmpoBaHus.

Yaanutb nonntnky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNtO4EHO

YcTtaHoBUTb Npeaensl 3HadeHus Cur Hop Limit B coobuieHnax
Router Advertisement.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IOYEHO

Bk/itountb nposepky ¢snara managed-config B coobuieHnax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HauyeHue pnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

ipv6 nd raguard other-config-flag
{off | on}

-/BbIK/OYEHO

Bkntountb nposepky ¢nara other-config B8 coobuweHunsax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HauyeHue pnara JOMKHO 6biTb 1.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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HELTEX

no ipv6 nd raguard other-config-
flag

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIKIOYEHO

YCTaHOBUTb MUHMMaNbHoe obbAsnAemoe 3HayeHue Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HauyeHue;

- medium — cpegHee 3HayeHue;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCcMManbHoe ob6baBasemoe 3HaveHne Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HauyeHue;

- medium — cpegHee 3HauYeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasKku cocedell

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-nbr-binding) #

Tabnunua 267 — KomaHAabl pexkuma NOAUTUKM NPUBA3KK coceaei

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

-/BbIKNOYEHO

Bkatountb nornposaHue aobasneHua/yaaneHusa IPve B Tab-
MLy NPUBA3KK coceaen.

BbIKNtOUMTL NornposaHue gobasneHus/yaaneHuns IPv6 B Tab-
MLy NPUBA3KK coceaen.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/KOYEHO

OnpenennTb MakCMMasbHOE KOIMYECTBO 3anucei B Tabauue
NpWBA3KK coceaelt.

- interface-limit — onpeaennts AMMUT ana nHTepoeiica;

- vlan-limit — onpegenutb Aaumut VLAN;

- mac-limit — onpegennto nmutT MAC-aapecos;

- disable — pa3pewnTb MaKCMMaNbHOE KOIMYECTBO 3anucei.
MaKcumanbHoe 3HaveHue = 4294967294.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIKNIOYEHO

BkntounTtb fobaBneHMe 3anumceli B TabamLy NpuBA3KKM coceaen
Ha OCHOBAHUMU:

- dhcp-nakera DHCPv6 Reply. Mpu stom Bce Link-local IPv6-
afpeca BHOCATCA B Tabavuy NpuBA3KKM cocefieit MO ymonya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — no6asnaTtb BCce agpeca;

- stateless — Ha ocHoBe IPv6 RA cooblueHnit.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIK/IOYEHO

BK/ItOUMTbL NPOBEPKY aApecos B TabavLe NpuBA3KK coceaei.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHWIO.

device-role {permiter | internal}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOWCTBA, MOAKNOHEHHOIO K MHTEPdEeCy:
- permiter — yCTpoOWCTBO NEpUMeETpa;
- internal — BHyTpeHee yCTpONCTBO.

Y6paTb posb C YCTPOMCTBA, NOAKAOYEHHOTO K MHTepbeicy.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ipv6-srcgrd) #

3 12 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnmua 268 — KomaHap! pexknuma IPv6 Source Guard noanMTrKu

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmesue

trusted-port

no trusted-port

-/BbIK/IOYEHO

Onpenenntb f0BeEpeHHbIM NopT. [laHHaA NOANTMKA HasHa4a-
€TCA Ha NOPT, HA KOTOPOM He J0/IKHA NPUMEHATLCA NOAUTUKA
Source Guard.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-dhcp-guard) #

Tabnunuya 269 — KomaHab! perkuma ipv6 DHCP Guard noantmku

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

device-role {client | server}

no device-role

-/BbIKNIOYEHO

YKa3aTb po/ib YCTPOWCTBA, MOAKNOUEHHOTO K UHTEpdeiicy:
- server — yCTaHOBWTb PO/ib CEPBepa;
- client — ycTaHOBUTb PO/Ib KNMEHTA.

Y6paTb posib € YyCTPOMCTBA, NOAKNIOYEHHOTO K MHTEpdENCy.

match reply {disable | prefix-list prefix_list: BKNOUMTb NPOBEPKY aHOHCUPYEMbIX a4PECOB, MOJYYEHHbIX B
prefix_list} (1..64) cumsona/ coobuieHunax DHCPv6:
BbIK/IHOYEHO - disable — oTkntounTb NpoBepKy no DHCPv6-coobueHnam;
- prefix-list — npedukc-macKka, no KoTopolt byaeT ocyLLecTs-
NIATCA NPOBEpPKa.
no match reply YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
match server address {disable | prefix_list: BKkAtounTb NpOBEPKY agpeca NCTOYHMKA cepBepa:
prefix-list prefix_list} (1..64) cumsona/ - disable — oTKAOUUTL NPOBEPKY agpeca UCTOYHUKA cepBepa;
BbIK/IlOYEHO - prefix-list — npeduKkc-macka, no KoTopoi byaeT ocylecTs-

no match server address

NIATCA NpoBepPKa.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MMHMMabHBIN Npeaen aHoHcupyembix DHCPV6-
cepBepom Onuumi:
- disable — BbIKNOUNTL NPOBEPKY ONLLMIA.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNtO4EHO

YCTaHOBUTb MaKCMMaNbHbIV Npeaen aHoHcupyembix DHCPV6-
cepBepom onuuin:
- disable — BbIKNOUNTL NPOBEPKY ONLMIA.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypauyuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 313
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

Tabnunua 270 — KomaHabl pexkmuma IPve ND Inspection noanTmuku

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOTO K MHTepdeicy:
- host — ycTtaHOBUTb posb XOCTa
- router — yCTaHOBUTb POJIb MapLIpyTM3aTopa

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

drop-unsecure {enable |disable}

no drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU UNTN HE-
A0NYyCTUMbIMUK NapameTpamn Uam noanucbio.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

sec-level minimum
{sec_level_minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbiKNtOYMEHO

YKasaTb MUHMMa/IbHOE 3HayeHWe napameTpa ypoBHs 6es-
ONacHOCTM MpPM MCNO/Mb30BaHUM ONUMUI KpuUnTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIKNOYEHO

BKkntounTb npoBepKy MAC-agpeca naketa no ero link-layer ag-
pecy:

- enable — BkatOUUTH

- disable — BbIKAOUNTD

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ra-guard) #

Tabnunua 271 — KomaHabl pexkuma IPv6 RA Guard noantukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IIOYEHO

YKazaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOTO K MHTEpdecy:
- host — ycTaHOBUTb PONb XOCTa;
- router — yCTaHOBUTb PONIb MapLLpPYTU3aTOpPA.

YCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtO4EHO

YcTaHoBUTb Npeaensl 3HaveHus Cur Hop Limit B8 coobuyeHunax
Router Advertisement.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IIOYEHO

BkntounTtb nposepky ¢nara managed-config B coobuweHmax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3Ha4yeHwne dara JOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

match ra address {disable | prefix- prefix_list: Bkntountb nposepky aapecoB B coobuieHuax Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IlOYEHO - disable — oTKNtOUMTL NPOBEPKY aapecos
- prefix-list — npedukc macka, no KoTopoi byaer ocyLliecTs-
NATCA NpoBepKa.
no match ra address YCTaHOBWTb 3HaYEeHME MO YMONYAHUIO.
match ra prefixes {disable | prefix- prefix_list: BKAtounTb NpoBepKy NpeduKcos B cooblueHnax Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IOYEHO - disable — oTkatouMTL NPOBeEpKy NpeduKcoB;

no match ra address

- prefix-list — npeduKkc-macka, no KoTopoi byaeT ocyliecTs-
NATCA NpoBepKa.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIK/IOYEHO

Bkntountb npoBepKy d¢nara other-config B coobueHunax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O]

- on — 3HayeHuWe dpnara LOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIKNOYEHO

YCTaHOBUTb MUHMManbHoe obbasnsemoe 3HaveHue Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HaYeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCcMManbHoe ob6baBasemoe 3HaveHne Default
Router Preference B Router Advertisement cooblueHusax:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HayYeHwUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ipv6e-fhs) #

Tabnunua 272 — KomaHabl pexkuma IPv6 First Hop Security nonMtukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIKNOYEHO

AKTMBMpPOBaTb NOTMPOBAHME Apona NakeToB NpPU HECOOTBET-
CTBUM nonuMTMKam 6esonacHoctn cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BKAOUMTL NOrMpoOBaHME APONA NAKETOB A/1A AaH-
HOM NOJIUTUKM;

- disable — oTkntounTbL NOrMpoOBaHME Apona NAaKeToB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 273 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 first hop security

no ipvé first hop security

-/BbIKNIOYEHO

BkntounTb dyHKLMOoHan First Hop Security o VLAN.

BbIKntounTb PyHKUMOHaN First Hop Security Bo VLAN.

ipv6 first hop security attach-policy
policy_name

no ipv6 first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lob6asutb nonntuky First Hop Security Ha uHTepdeiic.

Yaoanutb nonnTuky First Hop Security c uHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IOYEHO

BKAtounTb NpuBA3KY coceaelt n aobasneHue 3anuceit B Tab-
nnuy.

BbIKNtOUMTb NPUBA3KY cocenent n aobasneHune 3anucei B Tab-
auy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lo6asutb nonntuky Neighbor Binding Ha uHtepdelic.

Yaanutb nonntuky Neighbor Binding c uHtepgeiica.

ipv6 source guard

no ipv6 source guard

-/BbIK/IOYEHO

BKkatountsb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

-/BbIKIOYEHO

Bkatountb DHCP Guard.

Bbikntountb DHCP Guard.
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ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumeona/
BbIK/IOYEHO

Lo6asutb nonntruky DHCP Guard Ha uHTepodeiic.

Yaanutb nonntukn DHCP Guard ¢ nHtepdetica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKNOYEHO

Bkatountb IPv6 ND Inspection.

BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6aeutb nonntuky ND Inspection Ha uHTepdeiic.

Yaanutb nonntuky ND Inspection ¢ nHTepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIK/IOYEHO

Bknatountb IPv6 ND RA Guard.

BbikntounTb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumeona/
BbIK/IlO4YEHO

[o6asutb nonntuky ND RA Guard Ha nHTepdeiic.

Yaanutb nonntuky ND RA Guard c nHtepdeiica.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KOMaHAHOM CTPOKU:

console#

Tabnunua 274 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue

110 ymon4aHuro

Aelicmeue

show ipv6 first hop security

OT06pa3nTb HacTPoMKKM PpyHKLMI IPV6 First Hop Security.

show ipv6 source guard

OT06pa3unTb cocToaHne dyHKLMM IPV6 source guard.

show ipv6 neighbor binding table

OT06pa3unTb TabanLy NpUBA30K cocenen.

show ipv6 dhcp guard

OTO6pPO3UTL COCTOAHUE M HACTPOIKK dyHKLUMKM DHCP Guard.

show ipv6 nd inspection

OTO6pP0O3UTL COCTOAHUE M HAcTpolKkn ¢dyHKUmMM ND Inspection.

show ipv6 nd raguard

OT06pasunTb COCTOAHME M HACTPOMKKM dyHKLMKM RA Guard.

5.27 ®yHkuum DHCP Relay areHta

KommyTtaTtopbl noaaep*kunsatoT ¢pyHKUmMn DHCP Relay areHTa. 3agaueii DHCP Relay areHTa saBnaetcs
nepeaaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cnydae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMEHT B apyroi. Opyroint ¢yHKumMen asnsetca gobasneHne AONONHUTENbHbIX onuuit B DHCP-
3anpocbl KANEHTa (Hanpumep, onuum 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaToOp NPUHUMAET OT KaneHTa DHCP-
3anpocbl, NepesaeT 3TM 3anNpoChl CepBEPY OT UMEHM KIMEHTa (OCTaBaAsA B 3anpoce onuuun ¢ Tpebyembimm
KIMEHTOM MapameTpamMm W, B 3aBUCUMOCTM OT KOHOUrypaumm, aobasnsa ceoun onuuu). Monyyms oTeBeT OT
cepBepa, KOMMYTATOpP NepeaaeT ero KAUeHTY.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #

Tabnunua 275 — KomaHabl pexkunma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o ymon4aHuo
ip dhcp relay enable Mo ymonuaHuio areHT | Bratountsb dyHKummn DHCP Relay areHTa Ha KommyTaTope.

no ip dhcp relay enable

BbIK/1KO4EH

BbikntounTb dyHKUMM DHCP Relay areHTa Ha KommyTaTope.
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ip dhcp relay address
ip_address [vlan vian_id]

[vrf vrf_name] vlan_id: (1..4094);

vrf_name: (1..32)
CMMBONOB
MosKeT 6bITb 3a4aH0 40
32 cepBepoB
(ananasoHom nam

3apatb IP-agpec pgoctynHoro DHCP-cepepa gns DHCP Relay
areHTa.

- vlan — knuneHTckmnin VLAN, 3anpocbl U3 KoToporo byayT Hanpas-
neHbl Ha IP-agpec koHKpeTHOro DHCP-cepBepa;

- vrf_name — ums BUpPTyanbHOM 061aCTM MapLLpyTM3aLmu.

Heckonbko KnueHTckux VLAN pgob6asnsiotca yepes 3ans-
TYIO B C/ly4ae nepeyncieHuns n yepes aeduc B cnyvae yka-
3aHUA AMaNa3oHOB.

no ip dhcp relay address nepeyncneHnem)

[ip_address] [vrf vrf_name]

Yaanutb IP-appec u3 cnucka DHCP-cepsepos ana DHCP Relay
areHTa. MoxeT 6bITb 33aHO A0 BOCbMW CEPBEPOB B BUAE AMana-
30Ha UK NepeyncneHmem.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaunm nHtepoerica VLAN:

console# configure

console(config)# interface vlan vian id

console (config-if) #

Tabanuya 276 — KomaHabl perknma KoHourypaumm nHtepdeiica VLAN, nHtepdeitca Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip dhcp relay enable
Mo ymonuyaHuto areHT

no ip dhcp relay enable BbIK/IFOYEH

Bkntounte ¢yHKumMm DHCP Relay areHTa Ha HacTpavBaemom
nHTepoelice.

BbikntounTb dyHKUMM DHCP Relay areHTa Ha HacTpavMBaemom
nHTepoelice.

ip dhcp relay gateway-address

in_addr Mo ymonyaHutio agpec

He BblbpaH

no ip dhcp relay gateway-address

M03BOANTb HACTPOUTb KOHKPETHbIM agpec WCTOYHUKA ANA
DHCP-nakeToB 13 kaneHtckoro VLAN.

BepHyTb B peskum paboTbl N0 YMOSYAHMIO.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 277 — KomaHabl pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip dhcp relay [ vrf {vrf_name |

all}]

- vrf_name — uma BUpTyanbHOM 061aCT MapLIpyTU3aALNN.
OTo6pa3uTb KOHOUrypaumto HacTpoeHHoW ¢yHKumum DHCP
Relay areHTa Ansa KOMMyTaTOpa M OTAENbHO AN UHTepdeicoB,
a TaK¥e CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepsbi 8biM0HEHUS KOMAHO

MNMokasaTtb coctoaHMe ¢yHKunM DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled

Servers: 192.168.16.38

DHCP relay 1is not configured on any vlan.

Relay agent Information option is Enabled
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SHELTEX
5.28 KoH¢wurypauma DHCP-cepBepa

DHCP-cepBep ocyLLecTBAAET LEHTPANM30BAHHOE YpaBAeHMe CEeTEBbIMUN agpecamm U COOTBETCTBYIO-
LWMMU KOHPUTYPALMOHHbBIMM NapameTpamm, aBTOMATUYECKM NPeaoCcTaBias UX KaMeHTam. 3To No3BosneT
n3bexkaTb Py4HOM HACTPOMKM YCTPOMCTB CETU U YMEHDBLUAET KOJIMYECTBO OLLUMOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KaueHT (nonyyeHune cobereeHHoro IP-aapeca ot
cepsepa DHCP), Tak n kKak DHCP-cepBep. BoamoskHa ogHoBpemeHHan pabota DHCP-cepsepa n DHCP-relay.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM peXxnmMa rnobaibHOW KOHPUrypaLmm:
console (confiqg) #

Tabnnua 278 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

Bkntountb dyHKLMIo DHCP-cepBepa Ha KommyTaTope.
MNepep, BKkAoueHnem DHCP-cepsepa npepsapm-
l | TeNbHO AO0/KHbI 6bITb OTKAOYEHbl DHCP-KAMEHTDI
-/BbIK/IIOYEHO 2 .
Bo Bcex VLAN. B Tom yucne BKAHOUYEHHDbIA NO yMON-
yaHuio DHCP-knueHT B VLAN 1.
BbIkntountb dyHKUMo DHCP-cepBepa Ha KommyTaTope.
Boitn B pexum KoHdurypaumm craTmyeckux agpecos DHCP-
cepsepa.
Ypanutb KoHdurypaumto DHCP-KnneHTa ¢ 3a,aHHbIM MMEHeM.
Bowtn B pexxum koHourypaumm DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — uma DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konudectso DHCP pool
N YyKasaHo B Tabnuue 10.

ip dhcp server

no ip dhcp server

ip dhcp pool host name
P PP name: (1..32)

CMMBO/1I0B

no ip dhcp pool host name

ip dhcp pool network name

name: (1..32) cumBonos

no ip dhcp pool network name

Ypannte DHCP-nyn ¢ 3agaHHbIM MMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

Ykazatb IP-agpeca, koTopble DHCP-cepBep He byaeT HazHavaTb
ona DHCP-knneHTOB.

- low-address — Ha4anbHbIN IP-agpec AnanasoHa;

- high-address — koHeuHbIV IP-agpec AnanasoHa.

Ypanute IP-agpeca 13 cnucka UCKIOYEHUI o5 Ha3HauYeHUs ero
DHCP-knueHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckKux adpecos DHCP-cepsepa

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoOHOUrypaumm ctatuyecknx agpecos DHCP-cepsepa:
console# configure
console (config) # ip dhcp pool host name

console (config-dhcp) #

Tabnnuya 279 — KomaHabl perkMma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address}

PyyHoe pe3epsuposaHue IP-agpecos ana DHCP-knumeHTa.

- ip_address — |P-agpec, KoTopblii byaeT conocTaBneH ¢ pusm-
YeCKMM afpecom KINEHTa;

- mask/prefix_length — macka nogcetn/anmHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGMKaTOP) CeTEBOM KapTbl;

- mac_address — MAC-aapec.
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no address

Ypanutb 3ape3epsupoBaHHble IP-agpeca.

client-name name

name: (1..32) cumBonos

no client-name

Onpegenutb uma DHCP-knneHTa.

Ypanute uma DHCP-knneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabanuya 280 — KomaHabl perkMma KoHouUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YCTaHOBWUTb HOMEp NOACETV U MACKy MOACETU ANS Nyna ajape-
cos DHCP-cepsepa.

- network_number — |P-agpec Homepa NoaceTH;

- low_address — HayanbHbIl IP-agpec AnanasoHa aapecos;

- high_address — koHeuHbIV |IP-agpec gManasoHa agpecos.

- mask/prefix_length — macka nogcetn/agnvHa npeduxca.

Ypanute KoHdurypaymto DHCP - nyna agpecos

lease {days [hours [minutes]] |

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.

no auto-default-router

infinite} - infinite — Bpems apeHgbl He OorpaHNYEHo;
- days — KonuyecTso gHew;
-/1 peHb
- hours — KOINYECTBO YacoB;
- minutes — KONYECTBO MUHYT.
no lease YCTaHOBWUTb 3HAaYEHWE MO YMOYAHUIO.
auto-default-router -/BK/IIOYEHO DHCP-knueHTy BblgaeTca maplpyT no ymonyaHuto ¢ IP-agpe-

com DHCP-cepsepa B cnydyae, €C/iM KOHKPETHbIWA W3 He
HacTpoeH KomaHaoi default-router .

OTMEeHMUTb BblAady MapLLpyTa no ymoayaHuto DHCP-kaneHTy.

KomaHObI pexcuma KoHgu2ypayuu nyna DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bua, 3anpoca KOMaHAHOMN CTPOKMK:
console (config-dhcp) #

Tabnuua 281 — KomaHabl pexnma KoHburypaumum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

default-router ip_address_list

Mo yMmonYaHMIo CNncoK
MapLLpPYTU3aTOPOB He
onpesenex.

no default-router

OnpeaennTb CNMCOK MapLIpyTU3aTOPOB MO YMONYAHUIO ANs
DHCP-knuneHTa:
- ip_address_list — cnucok IP-aapecoB mapLpyTM3aTopoB, Mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.
IP-agpec maplupyTusaTopa AOMKeH 6biTb B TOl e
e NoACEeTH, YTO U KIINEHT.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

dns-server ip_address_list
Mo yMON4YaHWUIO CNUCOK
DNS-cepsepoB He

OnpegennTb cnncok DNS-cepBepoB, AOCTYMHbIX A1 KIMEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, moKeT

onpeaenex. copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.
no dns-server YCTaHOBWTb 3HaYeHNe NO YMOIYAHUIO.
domain-name domain domain: (1..32) Onpegenutb gomeHHoe uma ana DHCP-kaneHToB.
no domain-name CMMBO/I0B YCTaHOBWTb 3HaYeHNe NO YMONYAHUIO.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuto cnncok
WINS-cepBepoB He
onpeaeneH.

Onpeaenntb cnucok WINS-cepBepoB, AOCTYMNHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblix npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuto TMn
y3na NetBIOS He
onpegeneH.

Onpeaenutb TMN y3na NetBIOS Microsoft ans knaneHtos DHCP:
- b-node — lWMpOKoBeLWaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBaAHHbIW;

- h-node — rnbpuaHbIN.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

next-server ip_address

no next-server

Mcnonb3osatb Ana ykasaHuAa DHCP-kaneHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOTrO AOJIKEH BbITb NONY-
YeH 3arpy3oydHbli ¢an.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3osaTb gnAa ykazaHma DHCP-KAneHTy uma cepsepa, € Ko-
TOPOro A0/KeH 6bITb NOYYEH 3arpy304Hblii dpaii.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBO/IOB

YKazaTtb ums ¢$aina, UCnonb3yemoro A8 HavalbHOM 3arpysKku
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

time-server ip_address_list

no time-server

Mo ymonuyaHuio cnmucok
cepBepoB He
onpeaeneH.

OnpeaennTb CNUCOK CEPBEPOB BPEMEHW, AOCTYNHbIX A1A KAU-
eHTos DHCP.

- ip_address_list — cnucok IP-aapecoB cepBepoB BPEMEHMU, MO-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

option code {boolean

bool_val | integer int_val |

ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBOIOB

Hactpoutb onumm DHCP-cepsepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- integer — uenoe NONOXNUTENbHOE YNCAO;
- ascii_string — ctpoka B dopmarte ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om dopmare.

Ypanutb onuuun ana DHCP-cepsepa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 282 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Ypanute 3anuceit U3 TabanLbl COOTBETCTBUA GU3NYECKUX aape-
COB W1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4YeHHbIn DHCP-cepsepom;

- * —yAanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, KoTopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-apgpec KnueHTa;

- name — vumAa DHCP-nyna agpecos.

show ip dhcp pool network

[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepBepa:
- name — vma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble cONOCTaBeHbl C GU3NYECKUMU
afipecamMu K/IMEHTOB, a TaKXKe Bpems apeHAbl, cnocob HasHaue-
HUA K coctoaHue IP-agpecos.

show ip dhcp server statistics - MpocmoTp ctatnuctukm DHCP-cepBepa.

32 0 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

| show ip dhcp allocated | - MpocmoTp akTMBHbIX IP-agpecos, BbigaHHbix DHCP-cepsepom. |

[pumepbl 8b1M0AHEHUA KOMAHO

HacTtpoutb DHCP-nyn ¢ nmeHem test un ykasaTb ana DHCP-KAMeHTOB: MmAa gomeHa — test.ru, Wwato3 no ymon-

YaHuto —192.168.45.1 n DNS-cepBep — 192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.29 KoHdwurypauua ACL (cnucku KOHTpoAa aoctyna)

ACL (Access Control List — cnucok KoHTposa aoctyna) — Tabauua, KoTopasa onpeaenser npasuna
duNbTpaLMM BXOAALLENO M UCXoaalero Tpaduka Ha OCHOBAHUKM NepefaBaeMbiX B MaKeTax NPOTOKONOB,

TCP/UDP noptos, IP-agpecos nam MAC-aapecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 40/1KHbl MMETb OAWHAKOBble Ha3BaHUA.
V IPv6- u IPv4-cnuckn moryt pabotatb BmecTe Ha OAHOM d¢u3nMyecKom uHTepddeiice.
IPv4-cnucku n ACL Ha 6a3e MAC-agpecauum moryt pabotaTtb BMecTe Ha 0gHOM pu3nuecKkom

uHTepdeice. Cnucok ACL Ha 6ase MAC-agpecaumm He MOXKeT COBMeLLATbCA CO CMUCKamMm
AnA IPv6. [1Ba cnucKa 04UMHAKOBOrO TUNA He MOTyT paboTaTb BMmecTe Ha HTepdeiice.

KomaHabl Ans co3faHua M pedaktMpoBaHua cnmckoB ACL gocTynHbl B pexkume rnobanbHoi

KOHUrypauum.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

KomaHaHan cTpoKa B perkume rnobanbHo KOHGUIypauumn nmeet Bua;

console (config) #

Tabnuua 283 — KomaHabl Ansa co3gaHua u KoHourypaumm cnmckos ACL

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list
access_list: (0..32)

Co3patb cTaHAaPTHbIN cnvcok ACL.

- deny — 3anpeTuTb NPOXOXKAEHWE MAKETOB C yKasaHHbIMW Mnapa-
MeTpamu;

- permit — paspeLwmnTb NPOXOKAEHNE NAKETOB C YKa3aHHbIMK Napa-
MeTpamu.

YaanuTb cTaHaapTHbIM cnncok ACL.

Co3paTtb HOBbIV paclmpeHHbIn cnncok ACL ana agpecauum IPv4d mn
BOMTM B PEXUM €ro KoHdurypauumn (ecim CnncoKk ¢ AaHHbIM nme-
HeM eLle He co3AaH) 60 B peXnm KoHOUrypaunm paHee Co3aaH-

cMmBoIa HOrO Cru1cKa.
no ip access-list extended YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4.
access_list
ipv6 access-list access_list Co34aTb HOBbIN CTaHZAPTHbIN cnncok ACL ans agpecaumm IPv6.
{deny | permit} {any | - deny — 3anpeTUTb NPOXOXKAEHME MAKEeTOB C YKasaHHbIMM Napa-
ipv6_address MeTpamu;
[ipv6_address_prefix]} - permit — paspeLwmnTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMM Napa-

MeTpamu.

no ipv6 access-list access_list Yaanutb cTaHgapTHbIM cnncok ACL ans appecaumm IPv6.
Ethernet-kommymamopsi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 321

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co34aTtb HOBbIM paclwmpeHHbIn cnncok ACL ana agpecauum IPvé m
BOWTU B PEXMM ero KoHoMrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeM eLle He co3AaH) IM60 B pexnm KoHOUTypaLnm paHee Co34aH-
HOTO CMWCKa.

Ypanutb pacwmpeHHoro cnucka ACL gna agpecaumm IPv6.

Co3patb HoBbIV cnvcoK ACL Ha 6a3e MAC-aapecaummn u BOUTHU B pe-
UM ero KoHoUrypauum (ecam cnucok ¢ JaHHbIM UMEHeM elle He
€034aH) IM60 B peXxnm KOHOUTypaLmUm paHee CO34aHHOIO CNMCKa.

Yaanutb cnucka ACL Ha 6a3e MAC-agpecauuu.

time-range time_name

time_name: (0..32)

BoliTn B pexkum KoHdurypauum time-range 1 onpeaenntb BpemeH-
Hble MHTepPBanbl ANA CNUCKa JOCTyna.

cMmBona - time_name — nma npoduna HacTpoek time-range.
no time-range time_name Yaanutb 3agaHHyto KoHdurypaumio time-range.
access-list statistics -/oTKNOYEHO BkAtountb GyHKUMOHaN noacyeTta paboTbl ana ACL-npasua.

no access-list statistics

B Tekywein Bepcum NO dyHKUMOHan paboTaer B Hanpas-
nexuu IN, pabota pyHKUMOHaNA He NnogAepiKaHa Ha KOM-
myTtaTtopax cepumn MES53xxA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

Ona Toro 4rtobbl aKTMBM3MpoOBaTb cnncok ACL, Heobxoaumo CcBfA3aTb €ro c WHTepdencom.
NHTepdelicom, MCNONb3YIOLLMM CIIMCOK, MOXET bbiTb Nb60 nHTEpdelic Ethernet, inbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

KomaHZHasa cTpoka B perkume KoHouUrypaummn nHtepdeiica Ethernet, VLAN, rpynnbl nopToB MmeeT

BUA:

console (config-if) #

Tabnunua 284 — KomaHaa HasHauyeHus cnucka ACL-mHTepdeicy

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cumBoNa

B HacTpoiKax onpegenéHHoro pusmyeckoro nHTepdeica KomaHaa
NPUBA3bIBAET YKa3aHHbIM CMIUCOK K JaHHOMY MHTepdeiicy.
—rnobanbHaa HacTPOWKa A5 NPUMEHeHUA onuum 82,
MNop peiictBue ACL, HasHavyaemoro Ha interface vlan, no-
V nagaeT He TONbKO MapLUPYTUIMPYEMbIA TPadUuK, HO M
Tpad UK BHYTPU CETU.
Nop petvicteue ACL, HasHayaemoro Ha interface vlan, no-
V napaeT Becb BXOAALMI B NOPTbI TpadpuK B AaHHOM VLAN.

V Ha untepdeiic MoxkHO HasHauuTb ToNbKO Extended ACL.

V MpueAaska K uHtepdeiicy VLAN BO3MOXKHa TONbKO ANnA
HanpasaeHus input.

YaanuTb cNUCOK ¢ uHTepdelica.

KomaHOwbi pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC nmeet Bua:

console#

32 2 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnuua 285 — KomaHap! ans npocmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMmBosia

MokasaTtb cnuckn ACL, co3gaHHble Ha KOMMyTaTope.

Mokasatb cnuckn ACL, co3pgaHHble Ha KommyTaTope, KoTopble B
HacToALLee BpeMaA ABNAIOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasaTtb cnucku ACL, HazHa4YeHHble UHTepdericam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYANTbL BCe cYeTYMKM cnucKkoB ACL IMbo cyeTuMKM AN1a CNUCKOB
ACL 3apaHHoOro nHtepdelica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MNoKa3aTb CHETYMKM CAMCKOB A0CTyNa.

KomaHOwbl pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabnnuya 286 — KomaHab! gnsa npocmoTpa cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

MokasaTb KoHdUrypaumio time-range.

5.29.1 KoHndpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBedeHbl 3HAYEHUA U OMUCAHUA OCHOBHbLIX MAapPAaMETPOB, UCMO/b3YEeMbIX B
COCTaBe KOMaHJA, HacTpoiikmn cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3aaHne U BXOZ B pPeKUM
penakTMpoBaHuna cnmnckos ACL, ocHOBaHHbIX Ha agpecaumn IPv4, ocywecTBaseTca Mo KOMaHAe: ip
access-list extended access-1ist.Hanpumep, gnsa cosganus cnucka ACL nog HasBaHuem EltexAL
Heo6X0AMMO BbINOJAHUTL CNeayioLLMe KOMaHOb!:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnunua 287 — OCHOBHbIe MapamMeTpbl, UCNOb3yeMble B KOMaHaax

Napamemp 3HayeHue Aelicmeue

permit [JeicTBure ‘paspewnts’ Co3patb paspelatollee npasuao ¢punbTpaumm 8 cnmcke ACL.

deny [ewncTteue ‘3anpetuTs’ Co3patb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.

protocol Mone npegHasHayeHo Ana yKasaHWA NPOToKoa (MK Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOPOro ByaeT ocyllecTsaseTcs puabTpaumsa.
Mpw BbIGOpE NPOTOKO1a BO3MOXKHbI CieaytoLme BapuaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,

Mpotokon _EPP_P gp, 18p IO_D.P_FJ p P _

ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MMBO UMcNOBOE 3HAaYEHME NPOTOKOA, B AManasoHe
(0—255).
[na cooTBeTcTBMA NHO6OMY NPOTOKONY UCNOb3yeTcsA 3HaveHue IP.

source Aapec UCTOYHMKA Onpegenntb IP-agpec ncTouHMKa nakerta.

source_wildcard

Wildcard-macka agpeca
MUCTOYHMKA

butoBaA macka, npumeHsemas K IP-agpecy MCTOYHMKa nakeTa.
Macka onpepgenset 6uthl IP-agpeca, KoTopble He06X04MMO UTHO-
pupoBaTb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB A0/IXKHbI ObITb 3aMK-
caHbl eguMHuubl. Hanpumep, Mcnonb3ya macky, MOXKHO onpege-
NUTb gna npasuna euabtpaumm IP-cetb. Ytobbl A06aBUTL B Npa-
Buao punbtpaumm IP-cetb 195.165.0.0, HeobxogMMO 3a4aTb 3Ha-
yeHne macku 0.0.255.255, To ecTb COrnacHo AaHHOW MacKke rno-
cnepgHve 16 6ut IP-appeca 6yayT UTHOPUPOBATHLCS.

destination

Appec HazHayeHun

Onpepgenutb IP-agpec Ha3HavYeHUA NakeTa.

destination_wildcard

Wildcard-macka agpeca
HasHayeHus

butoBaA macka, npumeHsemas K IP-agpecy HasHayeHWA nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X0AMMO UTHO-
pupoBaTb. B 3HaYeHUs UrHopmpyembix BUTOB JOKHbI ObITb 3anK-
caHbl eauHuubl. Macka wcnonb3yeTca aHalorM4yHO Macke
source_wildcard.

vlan

NaeHTndumkaTop Vlan

Onpeaenntb VLAN, ana Kotoporo 6yaet npumeHAaTbCA NPaBuo.

dscp

MNone DSCP B 3aronoske L3

Onpepenntb 3HavyeHne DSCP-nons diffserv. BoamorkHble Koabl co-
obuweHwuii nona dscp: (0 —63).

precedence

Mpuopwutet IP

Onpeaenutb NnpuopwuteT IP-Tpaduka: (0-7).

time_name

Mma npoduna
KoHbUrypaumm time-range

OnpeaennTb KOHGUIYPaLMIO BPEMEHHbIX UHTEPBANOB.

icmp_type

Tun coobuweHnin npotokona ICMP, ncnonbsyemolt gns puabTpa-
umm  ICMP-naketoB. BO3MOMHble TuUMbl COOBLIEHUI noAA
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HKWe Tuna coobuieHus, B aManasoHe (0 — 255).

icmp_code

Koa coobuieHnsa npoTokona
ICMP

Kopg, coobennit npotokona ICMP, ncnonbsyemoiit ans dunbtpa-
umm  ICMP-nakeToB. BO3MOMKHble Koabl COOb6UIEHUI nonA
icmp_code: (0 — 255).

igmp_type

Tun cooblweHna npoTokona
IGMP

Tun coobweHnii npoTokona IGMP, ncnonbsyemoii ana GunbTpa-
UMM naketos |IGMP. Bo3MoOKHble TuMbl coobLIEHMIA nonAa
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo 4yncnoBOe 3HaYeHue
Tvna coobuieHuns, B ananasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HaYeHus
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source_port

UDP/TCP-nopT MCTOYHMKaA

Bo3moskHble 3HaueHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcep (177).

JInbo uncnosoe 3HayeHue (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecam ana ycnosua dunbTpaumm naar goaxkeH 6biTb YCTaHOB/EH,
TO nepes, HUM CTaBUTCA 3HAK «+», €C/IN He A0/KeH BbITb yCTaHOB-
NleH, To «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonvzoBaHun
HECKOJIbkMX ¢naros B ycnosuun punbtpaumm, dnarn obbegmHa-
10TCA B OA4HY CTPOKY H6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobuieHni

disable_port BbIK/OYMTL MOPT, C KOTOPOTo 6bia NPUHAT NaKeT, Y40BAETBOPAIO-
OTKAtOYeHMe nopTa Wit ycnosuam ntobol U3 KomaHg 3anpeTa deny, B cocTaBe KOTO-

pow 6bl10 onucaHo none.
log_input BKAOUUTL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHDIN

KYPHaN Nnpu NONy4eHUM NakeTa, KOTOprl\a COOTBETCTBYET 3anncu.

offset_list_name
HanmeHoBaHMe cnncKka

wabnoHoB Nonb3osaTens

3a4aTb UCMONb30BaAHUE CMMCKA WAbNOHOB No/Ib30BaTeNA AJ1A pac-
Nno3HaBaHWA NakeToB. [na Kaxaoro cnucka ACL moskeT bbITb onpe-
AesleH CBOM CNUCOK WabsoHOoB.

ace-priority
MpuopwuTeT 3anucm

MNHAeKe 3a4aeT NONOMKEHWe NpaBMaa B CMUCKE M ero NpuopuTerT.
Yem MeHblue MHAEKC — TEM NpuopuTeTHee npasuno. [AunanasoH
O0NYyCTUMbIX 3HauYeHui (1..2147483647).

Y

pameTp «any».

HU ogHoro u3 npasun IP ACL).

v
Y
v

Ona Bbibopa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyerca na-
Ecan nakert nonagaet nop, Kputepuii npasuna B ACL, TO Haa, HAM BbINOIHAETCA AeNcTBUe
aToro npasuna (permit/deny). flanbHeillan npoBepKa He NPOU3BOAUTCA.

Ecnu Ha nHTepdeiic HasHaueHbl IP u MAC ACL, To nepBOHa4YasibHO NakeT 6yaeT NpoBepeH Ha
cooTBeTcTBue npasunaam IP ACL, notom MAC ACL (B cnyyae, ecnim He NnonagéT noa Aeicrene

Ecnm nocne npoBepKu Ha cootBetrcTBue npasunam IP unn MAC ACL (korga 1 ACL Ha3HaueH
Ha uHTepdeic) uam IP u MAC ACL (Koraa 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan

nopa AeicTBME HU OAHOrO U3 NPaBUA, TO HaZ AaHHbIM NakeTom 6yaeT NpUMeHeHO aelicTeue

"deny any any".

Tabnnuya 288 — KomaHabl, Ucnosibayemble aaa HacTpoliku ACL-cnnckoB Ha ocHoBe IP-aapecauunn

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[06aBuTb paspeluatoLLyto 3anncb GUAbTPaLUM ANs NPOTOKOAa.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbCa
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

YaanuTb cO34aHHYI0 paHee 3anuchb.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[06aBuTb paspeLuatoLLyto 3anucb GUAbTPaLuUn ana npoTokona IP.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbea
KOMMYTaToOpPOM.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YLanuTb CO34aHHYI0 paHee 3anuchb.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[ob6aBuTb paspellatolyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
ICMP. MaKeTbl, oTBEYatoWwue ycaoBUAM 3anmcu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

YLanuTb CO34aHHYI0 paHee 3anucsb.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[o6aBuTb paspeluatolyto 3anmMcb GUAbLTPaALUK Oaa NPOTOKoNa
IGMP. MaKeTbl, oTBEYatoLWme ycaoBuAmM 3anmncu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YLanuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[Jo6aBunTb paspelsarolyo 3anuce GUAbTPaAUMKM A1A NPOTOKONa
TCP. MaKeTbl, oTBevatowme ycioBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YLanuTb CO34aHHYI0 paHee 3anuchb.

permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[Jo6aBunTb paspelsarolyo 3anuce GUAbTPaUMKM A1A NPOTOKONa
UDP. MakeTbl, OTBeYatowWwme ycnosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6asuTb 3anpelatolyto 3anmcb GUAbTPaLMK ANA NPOTOKONa.
MakeTbl, OTBeYaloLWMe ycnoBmMaAmM 3anucu, byayt 6aoknposaTtbea
KoMmyTaTopoM. lMpu ncnonb3oBaHUK Katouesoro ciosa disable-
port dp13myeckunii MHTepdENnc, NPUHABLLMIA TaKoM NakeT, byaeT Bbl-
KntoyeH. Mpu ncnonb3oBaHMKM Kntovesoro cnosa log-input 6yaer
OTNpPaBNEHO COODLEHME B CUCTEMHbIV KYPHan.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLuatoLLyto 3anncb GUabTpaLumn gaa npotokona IP.
MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayT 610KMpPoBaTLCA
KomMmyTaTopom. Mpu ncnonbaoBaHuM Katoyesoro cnosa disable-
port dp13myecKkuii MHTepdenc, NPMHABLLMIA TaKoM NakeT, byaeT Bbl-
KatoueH. Mpu ncnonb3oBaHMK Katouesoro cnoea log-input 6yaer
OTNPaBAEHO COOBLEHNE B CUCTEMHbIN KYpHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

YaanuTb cO34aHHYI0 paHee 3anuchb.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBuTb 3anpeLlatollyto 3anucb GUAbTpaLUKU ANs NPOTOKoAa
ICMP. MakeTbl, OTBEYatOWMe yCNOBMAM 3anucu, byayt 61o0kupo-
BaTbCA KOMMYTATOpPOM. [pM MCNONb30BaHUMU KAKOYEBOro CNOBA
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaeT BbikAtoYeH. Mpu Mcnonb3oBaHMM Katodesoro ciosa log-
input 6yaeT oTnpaBieHo cOObLLEHME B CUCTEMHBIV KypHa.
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no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YAanuTb CO34aHHYI0 paHee 3anuchb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6asuTb 3anpelLatowyto 3anucb GUAbBTPALUKM A NPOTOKO/A
IGMP. MakKeTbl, oTBeYatoLWme ycaoBUsAM 3anmcu, byayT 610Kupo-
BaTbCA KOMMyTaTopom. lMpu MCNONb30BaHUM KAOYEBOrO C/10Ba
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOM NakerT,
6yaeT BbikAoYeH. Mpu Ucnonb3oBaHWK KatouesBoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[anuTb cO34aHHYI0 paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[obauTb 3anpelLatowyto 3anucb GUAbBTPALUKM ANA NPOTOKONA
TCP. MaKeTbl, oTBeYaloWMe ycioBUAM 3anucu, byayT 610Knpo-
BaTbCA KOMMyTaTopom. lMpu MCNO/b30BaHUU KJIKOYEBOTrO C/0BA
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6ynet BblkAoYeH. Mpu Ucnonb3oBaHWK Katouesoro ciosa log-
input 6yaeT oTnpasieHo coobLLEHNE B CUCTEMHBIN XKypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[o6aBuTb 3anpeluatowyto 3anucb GUAbBTPALUK A NPOTOKOAA
UDP. MNakeTbl, oTBeYatowWwme ycaoBuam 3anucu, byayt 610kupo-
BaTbCA KOMMyTaTOpoMm. [pun MCNONb30BaHUM KJIIOYEBOrO CNOBA
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6yneT BbikAtoYeH. Mpu Ucnonb3oBaHWK Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coobLLEHNE B CUCTEMHBIN KypHan.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YAanuTb CO34aHHYIO paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3fatb CNUCOK WabioHOB No/b30BaTeNs ¢ UMeHem name. Uma
MOXET BKAtoYaTb 0T 1 0 32 cMBONOB. B 04HO KOMaHAe MOXKeT
coaepKaTbCa A0 TpMHAAUaTK WabaoHOB B 3aBUCMMOCTU OT Bbli-
6paHHOro peMma HacTPOMKM CNMCKOB A0CTyNa (KomaHaa set sys-
tem mode), BKAOYaOLWMX Cheaylowme napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MoXKHble 3HaYeHUs:

13 — Hayano cmeleHus ¢ Havyana IP-3arosioBKa;

14 — Hayano cmelleHUs ¢ KoHua IP-3aronoBsKa.
- offset — cmeleHue balita faHHbIX B Npeaenax nakera. basosoe
CMeLLeHVe NPUMHUMAETCA 33 Hayano oTcyeTa;
- mask — macka. B aHanM3e nakeTa NPUHMMALOT y4acTUe TOJIbKO Te
paspagbl 6aliTa, ONA KOTOPbIX B COOTBETCTBYHOLWMX paspasax
Macku 3agaHa ‘0’;
- value — nckomoe 3HaveHue.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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5.29.2 Konepuzypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONMCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA HacTponku cnmckos ACL, ocHOBaHHbIX Ha aapecaummn IPve.

CosgaHue n BXo4, B pexum pepaktmpoBaHma cnmuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,

OCyLWLeCTBNAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, gna cosgaHua cnucka

ACL nog, HazBaHMem MESipv6 HeobxoaMMO BbINOHUTL CAeaylowmne KoMaHabl:

console#

console# configure
console (confiqg)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabnunua 289 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAax

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcteue paspewmnTb Co3patb paspewatollee npasuao ¢punbTpaumum B cnmcke ACL.
deny [OeiicTBue 3anpeTuTb Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npegHasHavyeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-

KO/10B), Ha OCHOBE KOTOPOro byaeT ocyliecTBaseTca dpuabTpauma.
Mpu BbIGOPE NPOTOKO1a BO3MOXKHbI CleAyHoLMe BapuaHThl: icmp,
tcp, udp Mbo yMcnoBoe 3HaYeHMe NpoTokoaa —icmp (58), tep (6),
udp (17).

[ns cooTBeTCTBMA N106OMY MPOTOKOY MCMNONb3YeTcA 3HauyeHue
IPv6.

source_prefix/length

Appec oTnpasutensa n ero

Onpegenntb IPv6-agpec n AnnHy npedukca cetv (0-128) (konnye-

ANVHa CTBO CTapLmx 6UT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/length Aapec HazHaYeHWA U ero Onpegaenntsb IPv6-agpec n anvHy npedukca cetv (0-128) (konmue-
ANMHa CTBO CTapLuMx 6UT aipeca) HasHaYeHUs nakeTa.

Kona ICMP

dscp None DSCP & saronoske L3 Onpe,u,ellmb 3HavyeHue DSCP-nonsa diffserv. BoamoxHble Kogbl co-
obuweHwuii nona dscp: (0 —63).
precedence Mpwoputer IP Onpegenutb npuopuTtet IP-Tpadumka:(0-7).
time_name Nma npoduna Konourypa- | Onpeaenntb KOHUIrypaL Mo BpeMeHHbIX MHTEPBANOB.
umu time-range
icmp_type Ucnonbsyetca ana punbrpaumm ICMP-nakeToB. Bo3MoXKHbIe TUMbI
M YNCNOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Kopg, coobuieHunii npoTo- Ucnonbsyetca gns ¢unbtpaumm ICMP-naketos. Bo3MoKHble 3Ha-

yeHus nons (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HadyeHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecan ana ycnosua dunbTpaumm daar goaxeH 6biTb YCTaHOBIIEH,
TO nepea HUM CTaBUTCA 3HAK «+», €CIN He A0/KeH BbITb YCTaHOB-
NIeH, To «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.
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disable-port
OTKAtOYeHMe nopTa

BbIK/NOYMTL MOPT, C KOTOPOTo 6biN NPUHAT NaKeT, YA0BAETBOPAIO-
WM ycnoBmam Ntoboit M3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
poi#1, bbln0 onucaHo none.

log-input .
0g-inpu OTnpaBKa coobLeHmit

BKNOUMTL OTNPaBKY MHGOPMALMOHHBIX COOBLLEHNI B CUCTEMHDIN
)KYPHaA Npu NoAyYeHUM NaKeTa, KOTOPbI COOTBETCTBYET 3aMucHy.

ace-priorit
P v MNHaekc npasuna

MHaekc npasuna B Tabauue, Yem MeHblle MHAEKC — TEM NPUOPU-
TeTHee npaswuno: (1..2147483647).

ecn Mone ECN B 3aronoske L3

Onpegenntb 3HauyeHne ECN-nons. Bo3moskHble Koabl CO0bL,EeHMi
nona ecn: (0-3).

V napameTp «any».
V 6aBnAlOTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[na sbibopa Bcero guanasoHa napameTtpos, Kpome dscp, ecn u IP-precedence ucnonbsyercs

Mocne Toro, Kak xoTa 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHMMM B CIUCOK A,0-

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPv6-ycTpoiicTB ¢ nomoLlblo npoToKona IC-
MPv6, a nocneaHAa o3Ha4YaeT UrHOPUPOBAHME BCEX NAKETOB, He YA0BNETBOPAIOLWMX YC/O-

suam ACL.

Tabnnua 290 — KomaHabl, ncnosibayemble ana HacTpoiiku ACL cnuckoB Ha ocHoBe IPv6-aapecauum

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name] [ace-
priority index]

[Jo6aBunTb paspeluatowlyo 3anmcb GUAbTPALMM ANA NPOTOKONA.
MakeTbl, OTBEYatOLMe yCAOBUAM 3anucK, byayT obpabaTbiBaTbea
KOMMYTaToOpOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]

YAanuTb CO34aHHYIO paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority
index]

[obaButb paspewatowyto 3anucb GuabTpaumm Ana nNpoTokona
ICMP. NaKeTbl, OTBeYatOLWMeE YCNOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

Yaanutb CO34aHHYIO paHee 3anucb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags] [ace-priority index]

[ob6aBuTb paspewatowyto 3anucb GpuabTpaumMm Oaa nNpoToKona
TCP. MNakeTbl, OTBEYalOLME YCNOBUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all

list_of flags]

Yaanutb CO34aHHYIO paHee 3anucb.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority index]

[Jo6aBuTb paspelatollyto 3anucb GuUAbTPALUKM ANA NPOTOKONA
UDP. MakeTbl, OTBEYalOLLME YCAOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

YaanuTb cO34aHHYI0 paHee 3anuchb.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |

precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6aBuTb 3anpelyatowyto 3anmucb GUAbTPaLUU ANA NPOTOKOAA.
MakeTbl, oTBevaloLWMe ycnoBuaAm 3anucu, byayt 610knposaTbCA
KommyTaTopom. Mpu ncnosnb3oBaHumM Katouvesoro ciosa disable-
port dbusmueckuin nHTepdelic, NPUHABLLMI TaKOKN NakeT, byaeT Bbl-
KntoveH. Mpu ucnonb3oBaHuM Katouesoro cnosa log-input byaet
OTNPaBAEHO COObLEHNE B CUCTEMHDIN KYpHan.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[anuTb co34aHHYI0 paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6aBuTb 3anpelsarowyro 3annuce GuabTpauum gas nNpoTokona
ICMP. MNakeTbl, OTBEYatOLWME YCAOBUAM 3anucu, byayt 6aokupo-
BaTbCA KOMMyTaTopom. [pu Mcnonb3oBaHWM KAKOYEBOro CAOBA
disable-port ¢usnyecknin nHTepdenc, NpUHABLUMIA TaKON NakKer,
byaeT BblkAtodYeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source_prefix/length}{any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Y[anuTb co34aHHYI0 paHee 3anuch.

[dscp dscp | ecn ecn | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input] [ace-priority index]

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination port}

[o6aBuTb 3anpelsarowyro 3annuce GuabTpaunm gaa nNpoTokona
TCP. MNakeTbl, OTBEYalOLWME YCAOBMAM 3anucu, byayT 610KMpo-
BaTbCA KOMMyTaTopom. [pu Mcnonb3oBaHWM KAKOYEBOro CAOBA
disable-port ¢usnuecknin nHTepdenc, NPUHABLINI TaKOW NakKeT,
6yaeT BblkAoYeH. Mpu mcnonb3oBaHMK Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo cOObLLEHNE B CUCTEMHBIN XKypHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input] [ace-priority
index]

[o6aBuTb 3anpeLiarowyto 3annucb GuabTpaunm gasa nNpoTokona
UDP. MakeTbl, OTBeYaloLmMe ycaoBUAM 3anucu, byayT 610Kupo-
BaTbCA KOMMYyTaTopom. [pn MCnonb3oBaHWM KAKOYEBOrO CN0BA
disable-port ¢pusnuecknin nHTepdenc, NPUHABLINI TaKOW NaKeT,
bynet BblkAtodeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3paTb CNUCOK WabaoHOB Nonb3oBaTens ¢ umeHem name. Nima
MOXKeT BKAtoYaTb oT 1 10 32 cumBo/10B. B 0A4HOM KOMaHAEe MOXKeT
cofleprKaTbCa A0 TPMHAALATM Wab/JOHOB B 3aBUCMMOCTU OT Bbl-
H6PaHHOro peXmrma HaCTPOMKM CMUCKOB AOCTyna (KomaHaa set
system mode), BKNtOYaOLWMX Ceaytolme napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MOXKHble 3HaYeHUs:

13 — Hauano cmeleHuna ¢ Havyana IPv6-3aronoeka;

14 — Hayano cmelleHUs ¢ KoHua IPv6-3aronoBKa.
- offset — cmeleHne HaliTa AaHHbIX B Npesenax nakera. basosoe
CMeLLeHVe NPUHUMAETCA 33 HaYano OTCYeTa;
- mask — macka. B aHanM3e nakeTa NPMHUMALOT y4acTMe TONbKO Te
paspagbl 6aiiTa, A4NA KOTOpbIX B COOTBETCTBYIOLWMX pa3pagax
Macku 3aaaHa ‘0’;
- value — nckomoe 3HayeHue.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.
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5.29.3 Kongpuzypayusa ACL Ha 6a3e MAC

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONMCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B peXum pepaktmposaHma cnuckoB ACL, ocHoBaHHbIx Ha MAC-agpecauumn,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, gna cosgaHuma cnucka ACL noa HasBaHMem MESmac HeobxoaMmo BbIMOAHUTL

cnefytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 291 — OcHOBHblE NapaMeTpbl, UCNOIb3yeMble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3patb paspelatoliee npasuao ¢punbTpaumm B cnmcke ACL.
deny [Oevicteue 3anpeTuTb Co3patb 3anpewatoulee npasuao ¢punbtpaymm B cnmcke ACL.
source Appec otTnpasutena Onpegenaetr MAC-agpec CTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
NCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6Xo0ANMO Ur-
HOPMPOBATb. B 3HAaUYEeHWA UTHOPUPYyEMbIX BUTOB JOMKHbI ObITb 3a-
nucaHbl eguMHULbl. Hanpumep, UCNonb3ya Macky, MOXHO onpeae-
NUTb ana npasuaa ¢punbTpauun guanasoHa MAC-agpecos. YTobbl
£06aBuTb B Npasuio uabtpaumm sce MAC-aapeca, HauMHaOLWMU-
eca Ha 00:00:02:AA.xx.xx, He0bx0A4MMO 3a4aTb 3HAYEHWE MaACKM
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHOM macke, nocnegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHanAu3a.

destination

Ap,pec Ha3Ha4yeHunA

Onpepenntb MAC-agpec Ha3HaYeHWA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO UT-
HOPUPOBATb. B 3HaUeHMs UTHOPUPYEMBIX BUTOB A0/MKHbI BbITh 3a-
nucaHbl eguHuLbl. Macka MCMO/b3yeTca aHaforMyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
ob6cnyxnsanua (CoS)
dUNbTPyeMbIX NaKeToB

Macka onpegenset 6utbl CoS, KoTopble He06X04MMO UTHOPUPO-
BaTb. B 3HauUeHuWa urHopupyembix 6UTOB A0MKHbI ObITb 3aNMUcaHbI
eguHuubl. Hanprumep, 4Tobbl Mcnonb3oBaTh B Npasuie ¢punbTpa-
umm CoS 6 1 7, Heobxoammo B nose CoS ykasaTtb 3HaYeHue 6, inbo
7, a B nosie Macku 3HavyeHune 1 (7 B ABOUYHOM NpeacTaBAeHUU —
111, 1 — 001, nonyyaercs, YTo nocneaHui 6UT byaer UrHopupo-
BaTbcsA, TO ecTb CoS moxKeT 6biTb 60 110 (6), b0 111 (7)).

eth_type Ethernet-Tun ¢unbTPyembix NaKeToB B LIECTHAALATEPUYHON 3a-
-vP eth_type: (0..0XFFFF) buneTRY Alarep
nucw.
disable-port BbIKNOUNTb MOPT, C KOTOPOTO 6blN NPUHAT NAKET, yA0BNETBOPSAIO-
LM yCNOBMAM KOMaHApbl 3anpeTa deny.
log-input N BKNOUMTL OTNPaBKy MHGOPMALMOHHBIX COODBLLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky urGopma, . W
YKYPHaN Npu NONy4YeHUU NakeTa, KOTOPbI COOTBETCTBYET 3aMUCH.
time_name Mma npoduna Onpeaenvtb KOHOUTYpaLMIo BpeMeHHbIX UHTEPBANOB.

KoHbUrypauum time-range

offset_list_name

MobaliToBOE CMellleHne oT
KNHOYEBOM TOUKHM

3apaTb UCNONb30BAHME CNMCKA WabNoHOB Nonb3oBaTensa gasa pac-
Nno3HaBaHMA NakeToB. A Kaxgoro cnucka ACL moKeT 6bITb onpe-
AeneH CBOW CNUCOK WabsoHoB.

ace-priority

MHAaekc npasuna

MHAekc npasuna B Tabnauue, 4em MeHbLUe MHAEKC — TEM NPUOPU-
TeTHee npasuno 1-2147483647.

v

Ona Bbi6opa Bcero ananasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbayerca na-
pameTp «any».

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 331
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V‘ Ecam naket nonagaet nopg, Kputepuii npasuna B ACL, To Hag, HAM BbINOJIHAETCA AeUcTBue
aTtoro npasuna (permit/deny). JanbHeliwana npoBepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asibHO NakKeT 6yaeT npoBepeH Ha

cooTtBeTcTBUE NpaBuaam IP ACL, notom MAC ACL (B cnyuae, ecnm He nonagér noa aeiicreme

HU ogHoro u3 npasun IP ACL).

Ecnu nocne npoBepKu Ha cootBeTcTBue npasunam IP uam MAC ACL (koraa 1 ACL Ha3HauyeH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan
noa, AeicTBMe HU OAHOro U3 NPaBUJ, TO Hag AaHHbIM NakeTom 6yaeT NnpuMeHeHo aelicTeue

"deny any any".

Tabnumua 292 — KomaHgapl, ucnosiblyemble aas Hactponkn ACL-cnmckos Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[o6aBuTb paspeluatoLLyto 3anuce puabtpaumn. NakeTbl, oTBe-
Yatolme ycaosuam 3anucu, byayt obpabatbiBaTbca KOMMYyTa-
TOpOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YAanuTb CO34aHHYIO paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[Jo6aBuTb 3anpeluatoLLyto 3anuce ¢punbTpauun. MNaketol, oTee-
YaloLme ycnoBMAM 3anucK, byayT 610KMPOBATLCA KOMMYTATO-
pom. Mpu ncnonb3oBaHuK Kntouyesoro cnosa disable-port, dpu-
3UYeCcKuit HTepdeNc, NPUHABLLMIA TaKoM NakeT, ByaeT BbIKO-
YeH.

Mpu ncnonb3oBaHUM KtoueBoro cnosa log-input byaeT otnpas-
/IeHO coobLLEeHME B CUCTEMHbIV KypHan.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co3gaTb CNMCOK WabnoHOB MONb30BATENA C UMEHEM hame.
Mma moxkeT BKAoYaTb oT 1 40 32 cumB0oA0B. B ogHOM KOMaHae
MOXET coAepKaTbCs A0 TPMHAALATY WabOHOB B 3aBUCUMOCTH
OT BbIGPAHHOrO pPe)XMMa HaCTPOMKM CMUCKOB AocTyna (Ko-
maHaa set system mode), BKAlOYalOWMX creayowme napa-
MeTpbl:
- offset_base — 6a3oBoe cmeLLeHne. BOo3MOXKHble 3HaYeHUs:

12 — Havano cmeweHun ot EtherType;

outer-tag — Hauyano cmeueHns ot STAG;

inner-tag — Hayano cmeuenus ot CTAG;

src-mac — Havano cmelleHmna ¢ MAC-agpeca UCTOUYHUKA;

dst-mac — Hauano cmeleHua ¢ MAC-agpeca HazHayeHus.
- offset — cmelleHMe baliTa AaHHbIX B Npegenax nakerta. baso-
BOE CMeLLeHne NPUHUMAETCA 33 Hayaso oTcyeTa;
- mask —macKa. B aHann3e naketa NpMHMMAIOT y4acTue TONbKO
Te paspaabl 6aliTa, 4NA KOTOPbLIX B COOTBETCTBYIOLMX pa3psaLax
Macku 3aaaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list_name

Yaanutb C03p,aHHbIl71 paHee CNUCOK.

332 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
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5.30 KoHowurypaumsa sawmtbl ot DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Knaccbl DoS-aTak.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console

(config) #

Tabnuua 293 — KomaHap! Ans HacTponKky 3awwmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpeTuTb NPOXOXKAEHUE KAagpOoB C HeAONYCTUMbIMU («MapcuaH-
ckummn») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

OTtb6pacuTb NnakeTbl TCP c ogHOBpemMeHHO ycTaHoBAeHHbIMU SYN- 1
FIN- dnaramn.

BbIKMOUNTb GYHKUMIO 0TOBpackiBaHUA nakeTos TCP c oaHoBpe-
MeHHO ycTaHoBneHHbIMKU SYN- u FIN- pnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspewmnTb NPOXOXKAEHNE ONpeseneHHbIX TUNOB Tpa-
dU1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpaMmm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbIM 2140 1 nopTOM UCTOYHUKaA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C NOPTOM Ha3Ha-
YyeHuA 31337 1 nopTomM MCTOYHMKA paBHbIMm 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BKOUNTB Knacc KOMaHA, security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAOUUTL KNacc KoMaHg, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpoutb pexkum 3awmtbl oT SYN-aTak:

- block — otbpacbiBaeT npegHasHayeHHble ycTpoicTey TCP-
nakeTbl C ycTaHoBNeHHbIM dnarom SYN u dopmupyeTt npeaynpe-
}Aaawouee cooblueHue;

- report — dopmupyeT npegynperaatollee cooblieHme npu npu-
Xo4e npepHasHavyeHHoro yctponctey TCP-nakeTa C ycTaHOBAEH-
HbIM dnarom SYN;

- disable — oTk/touaeT 3awmTy.

HacTpouTb pexMm No yMmonyaHuio.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpepennTb MHTEPBAA, NO UCTEYEHUU KOToporo byaeT pa3baoku-
poBaH paHee 3ab60KMPOBAHHBIN UCTOYHUK SYN-aTaku.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpegennTb CKOPOCTb (KOIMYECTBO NaKeTOB B CEKYHAY) OT KOH-
KPETHOro UCTOYHMKA, MPU KOTOPOM 3TOT UCTOYHUK ByAeT NaeHTU-
dUUMPOBAH KaK aTaKyHoLWMN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BkatounTb BegeHue ctatuctmkm SYN-aTtak.

BbIkntounTb BegeHune ctatuctmkm SYN-aTak.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

KomaHaHan cTpoka B pexknume KoHourypaumm nutepdeica Ethernet, rpynnbl noptos umeet Bua;:

console

(config-if) #

Tabnnua 294 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npeduKca

CosgaTb NpaBwo, 3anpelyatolee NPoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

YaanuTe 3anpeuatoliee npasuio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3agaTb NOPOr syn-3anpocoB Ha onpeageneHHbii IP-agpec/ceTb,
npu NpeBbILEHUM KOTOPOro /INWHME Kagpbl byayt oTbpachkl-
BaTbCA.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 295 — KomaHaa pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show security-suite configura-
tion

OT06pa3nTb HAaCTPOIMKKM 3alLmTbl OT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
group: (1..48)

OT06pa3nTb HACTPOMKK 3aLLmTbl OT SYN-aTak M onepatnusHoe
COCTOAHWE UHTEepdEeCcoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port | port-
channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OTO6pPa3nTb HACTPOMKM CTATUCTUKM 3alUmTbl OT SYN-aTak 1 UH-
dopmaumio 06 UCTOYHMKAX aTaKu.

- detailed — oTobpakaeT fononHUTENbHYIO MHPOPMaLUIO 06
UCTOYHWKE aTaKu;

- source-ip — oTobpakaeT MHPOPMaLMIO ANA YKa3aHHOrO ip-
ajpeca UCTOYHUKA;

- interface — oTobparkaeT HGOpPMaUMIO A5 YKA3aHHOTO UH-
Tepodelica.

V B cTratuctuke coxpaHsaerca nHpopmaumsa o 512 no-
cneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OYNCTUTb CTAaTUCTURY 06 UCTOYHMKAX SYN-aTaK.

334 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

5.31 KauectBo 0b6cnyuBaHus — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMOAb3YeTCA OpraHM3auuMa odepeaun NakeTos Mo
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Nepeaayn
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NpPobaembl, MOCKONbKY YCTPOMCTBOM
UrHOPUPYIOTCA BCE MNaKeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAlOTCA
6e3B03BpaTHO. Pelwaetr gaHHyio npobnemy meTon, OpraHUsylOWMIA odepean no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAnyXKMBaHMA), peann3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopUTeETa NAKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.31.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 296 — KomaHabl perkuma rnobanbHOM KoOHPUrypauum

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHOBUTL 3HayeHne nona DSCP gns IP-nakeToB, dopmupyembix

ip tx-dscp value
value: (0..63)/56 L,eHTpabHbIM NPOL,ECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HAaYEHWE NO YMOIYAHUIO.

YcTaHoBWTb 3HaveHue nona DSCP gna naketos, bopmupyembix

ipv6 tx-user-priority val
Ipvo tx-user-priority value value: (0..7)/7 LeHTPaIbHbIM MPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

. . YcTaHOBUTb 3HaueHue noaa CoS anA TermpoBaHHbIX MAKETOB,
ip tx-user-priority value

value: (0..7)/7 dopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBWTb 3HaYE€HNE NO YMONYAHUIO.
gos [basic | advanced PaspewnTb KOMMyTaTOpPy MCNONb30BaTh QOS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] - advanced — paclIMpeHHbIN pexnm KoHpurypaumm QoS, BKAKoYa-

oM MOHBIN NepeYyeHb KOMaHA, HacTpolikn QoS;

- ports-trusted — B AaHHOM noApexunme nakeTbl HANPaBAAOTCA B
BbIXOZAHYIO oyepesb Ha OCHOBaHWM NOJIeN B 3TUX NakeTax;

-/basic - ports-not-trusted — B AaHHOM nogpeXknme Bce NaKeTbl Hanpas-
NAOTCA B oyepesib, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOXXHO MOCMOTPeTb KoMaHaoW «show qos interface queuingy),
[ANA OTNPaBKKU B Apyrue odepean TpebyeTca Ha3HauTb HA BXOA4HOW
UHTepdeic cTpaTernto Knaccudurkaumm Tpaduka (policy-map). 3Ha-
YyeHua dscp He yuuTbIBalOTCA MpW BbliBOpe BbIXOAHOWN ovepenun B
3TOM nogpexunme.

gos advanced-mode trust YCTaHOBWUTL MeTOg, J0BepuA Ha MopTax npu pabote B pexunme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.
- €os — nopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/cos-dscp - dscp — nopT gosepaet 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuopwuTeT Hag 802.1p.

no gos advanced-mode trust YCTaHOBWUTbL METOZ, N0 YMOYAHMUIO.
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class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymonyaHuo
MCMONb3YeTca onumn
match-all

1. Co3path CNUCOK KpUTepUeB Knaccubukaumm Tpadumka.
2. BOMTU B peXXMM peflakTMPOBaHWUA CNIUCKA KpUTepues Knaccuou-
Kauuu TpaduKa.
- match-all — Bce KpuUTepMM JaHHOTO CNMCKa AO/XKHbI ObITb BbINO-
HEHbI;
- match-any — oauH, nto6oli KpUTepUin aHHOTO CMUCKA O0/KEH
6bITb BbINONHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABaA npa-
V Buna. Ecnau npasuna aBa, 1 06a OHM yKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukauma byger ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

YLanuTb CNUCOK KpuTepues Kaaccudurkaumm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3patb cTpaTerunto Knaccubmukaumm tpadumka.
2. BolTM B peMM peaakTUpOBaHMA CTpaTermm Kaaccuopukaumm
Tpaduka.
B oaHOM HanpasBneHUM noapepKUBaeTcA TOJIbKO OAHA
V cTpaterua KnaccuduKkaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnmeaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Yaanutb npaBmno KnaccuduKkaumm Tpadpuka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..100000000) K6uT/C;
excess_burst_byte:
(3000..268431360) 6air;
peak_rate_kbps:
(3..100000000) K6uT/c;
peak_burst_byte:
(3000..268431360) 6aiiT

Onpefenntb WabsOH HACTPOEK, KOTOPbLI NO3BO/AET OFPAHUYUTL
nosocy NPONycKaHUA KaHana.
Mpu paboTe ¢ N00COM NPOMNYCKaHMA UCMO/b3YeTCA aAroOpPUTM Map-
KMPOBaHHOW «KOP3UHbI». 3a4a4eit anroputma ABAAETCcA NPUHATUE
peweHua: nepeaatb NakeT uan oTbpocuTb. MapameTpamu anro-
puTMa ABAATcA ckopocTb noctynneHus (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBbI».
- committed-rate-kbps — cpepHee 3HauyeHWe CKOpocTM TpaduKa.
[laHHasA CKOPOCTb rapaHTUpyeTca Npu nepegade nHbopmaumu;
- committed-burst-byte — pasmep caeprkmBatoero nopora B 6ai-
Tax;
- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3UHbLI» 3Haye-
Hue DSCP 6ygpet nepeonpeneneHo;
- peak — ycTaHOBWUTbL NOPOroBOE 3HAYEHUE CKOPOCTU TpaduKa C ne-
peonpegeneHHbIMmM 3HavYeHnammu DSCP;
- violate-action — ycTaHOBWTb geiicTBME Hag NakeToM nocae npe-
BbILLIEHMWA MOPOroBOro 3HaYeHus.
Henb3a yaanutb WabnoH HACTPOEK, ecau OH UCNOJb3y-
V eTcA B cTpateruu policy map, nepea yganeHmem cneayer
YyAanuTb HasHaueHue wabnoHa crpatermm: no police
aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonseT npu npesbl-
WeHUn 3HaueHua committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpauBaeTcA KomaHAoi qos map policed-dscp c
AONONAHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu 3tom npu npesbllweHnn committed_rate
n peak_rate mo)XHO HacTpauBaTb pasHbie 3HaYeHuA dscp.

Yaanutb wabnoH HaACTpOeK peryaimposaHMA CKOPOCTU KaHana.
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qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) nakeTos;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) nakeToB

OnpepenuTb WabsOH HAaCTPOEK, KOTOPbIN NO3BONAET OFrpaHUYUTD
NosIoCy MPOMYCKaHWMA KaHasa M B TO e BpemA rapaHTMpoBaTb
onpezeneHHYo CKOPOCTb Nepeaayn AaHHbIX.
Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMO/b3YETCA arOPUTM Map-
KUPOBaAHHOMN «KOP3UHbI». 3af3a4el aNropuTma ABAAETCA NPUHATUE
pelweHna: nepeaatb NakeT uan otbpocuTb. MapameTpamu anro-
puTMa ABAATCA ckopocTb noctynneHuna (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».
- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;
- excess_burst_packet — pasamep caepuBaloLLero nopora B nake-
Tax;
- drop — naket byzeT oTOpoOLLEH, KOr4a «KOp3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npy nepenosHeHNn KKOP3UHbI» 3Haye-
Hue DSCP 6yget nepeonpegeneHo.
Henb3a yaanutb wabnoH HacTpoeK, ecan OH UCNo/b3y-
V erca B cTpaterum policy map, nepeg yaaneHuem cnegyer
yAanuTb HasHauyeHue wWwabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
WeHUn 3HaueHua committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B Hem MeTKy dscp, KOoTo-
pas HacTpamBaeTcAa KomaHAoi qos map policed-dscp ¢
AONONIHUTENbHbIM aprymeHTom violation B cayyae ¢
peak_rate. Mpu 3Tom npu npesbllweHMn committed_rate
1 peak_rate MoOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

YaanuTb WwabnoH HaCTPOEK PerysiMpoBaHusa CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunA DSCP pgnsa Bcex

BXOOALLMX MNAKETOB
OCTaAOTCA HEM3MEHHbIMM

3anonHUTb Tabanuy nepemapkmposku DSCP. Jns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HauyeHue
DSCP.

- dscp_list —onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe npu npesbilie-
HUW 3HaYeHuA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YCTaHOBUTb 3HAYeHUA No YMOANYaHULO.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayveHusa CoS no
YMONYaHUIO Ans
ouepenen:
CoS=1-ouepeab 1
CoS =2 — ouepepp 2
CoS =0-ouepeap 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5 —ouepegpb 6
CoS =6 —ouepeab 7
CoS =7 —ouepesb 8

OnpegennTb 3HaYeHna CoS ans oyepesen ncxoaawero TpadmKa.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymon4aHmio Bec
KasKgoM oyepeam paseH 1

MPUCBOUTL BEC UCXOAALLMM OYepesnm, UCNONb3YEeMbI MexaHW3-
mom WRR (Weighted Round Robin — BecoBoit mexaH13m pacnpe-
AeneHus Harpysku).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
oyepean obpabaTbiBalOTCA
no anropuTmy «strict
priority».

3a4aTb KONMYECTBO NPUOPUTETHBIX OYepeseit.
Ona npuoputeTtHoii ouepeamn sec WRR 6yaeT urHopupo-

V BaTbCA, ouepeAm c aaroputmom SP 6yayT o6cnykuBaTbea
paHble oyepeaeit WRR.

Ecnm 3apaetca otanuHoe ot «0» 3HauyeHue N, To cTaplumne
N ouepepgeit 6yayT npuopuTteTHbiMU (He 6yayT yyacTBo-
BaTb B WRR).

Mpumep:
0: Bce ouepeamn paBHOMNPABHbI;

1: cemb mnapawmx ouepepgeii yyactsyt B8 WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwnx odepeaen ydacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/IIOYEHO

Mcnonb3oBaTth 3afaHHyl0 Tabauly nNepemapKMpoBKM A8 fose-
PeHHbIX MOPTOB KOMMYTaTOpA.

He ncnonb3osathb TabunLy NepeMapKUPOBKM.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabnuuy nepemapknposku DSCP. 3ameHseT 3HayeHue
DSCP Ha CoS.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTbL Tabanuy nepemapkupoBku CoS. 3ameHAeT 3HayeHue
CoS Ha DSCP.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAPKMUPOBKM
ABAAETCA NYCTOM, TO eCTb
3HayveHunA DSCP pgnsa Bcex

BXOAALLMX MAKeTOB
OCTaAOTCA HEU3MEHHbIMMU

3anonHuTL Tabanuy nepemapkmpoBku DSCP. ns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list — onpeaenset go 8 3HayeHnit DSCP, 3HayeHuA pasaens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

qos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHMA Mo YMONYAHMIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepegp 3
DSCP: (24-31), ouepeap 4
DSCP: (32-39), ouepeab 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YCTaHOBUTb COOTBETCTBME MeXAay 3HadeHuamu DSCP BxopAalmx
NakeToB M o4yepeaamu.
- dscp_list —onpeaenset po 8 3HaueHuit DSCP, 3HaueHuWA pasaens-
10TCA 3HaKoM npobena.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/dscp

YCTaHOBUTbL PEXMM L0BEPUA KOMMyTaTopa B 63a3oBOM pexunme
QoS (CoS nau DSCP).

- COS — yCTaHaBNMBAET KNaccndrKaLMIo BXOAALMX NAKETOB MO 3Ha-
YyeHuAm CoS. [InAa HeTerMpoBaHHbIX MAKETOB UCMONb3yEeTCA 3Haue-
Hue CoS no ymonyaHuio;

- dscp — ycTaHaBAMBaeT KAaccMPUKaLMIO BXOAALLMX MAKETOB Mo
3HayeHmam DSCP.

- cos-dscp — ycTaHaB/AMBAET KNacCMOUKALMIO BXOAALLMX NAKETOB
no 3HadyeHuam DSCP ana IP-naketoB n no 3HavyeHuam CoS ana He
IP-nakeTos..

V [DeiicTByeT TONbKO ANA peXXuma qos basic.

YCTaHOBUTb 3Ha4Ye€HUA MO YMOJIHAHUIO.
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HELTEX

qos dscp-mutation

no qos dscp-mutation

Mo3BoAUTL NPUMEHUTb TabaNLy M3MeHeHU I dscp K COBOKYMHOCTU
dscp-aoBepeHHbIX NOpToB. Mcnonb3oBaHne Tabanubl USMeHeHWM
no3sosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MNpumeHutb TabAULy wu3MmeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXoaALliero Tpadpuka 40BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTMEHWTb UCNO/Ib30BaHMe KapTbl N3MEHEeHU dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymon4yaHuio KapTa 13-
MEHEHUI ABNAeTCA NyCTON,
TO ecTb 3Ha4YeHua DSCP gna

BCEX BXOAALIMX NaKeToB

0OCTaloTCA HEM3MEHHbIMU

3anonHUTb Tabanuy nepemapknpoBku DSCP. [na BXogALMX NaKe-
TOB C YKa3aHHbiMK 3HayeHnamu DSCP 3apaeT HOBble 3HauyeHMUA
DSCP.

- in-dscp — onpepenseT no 8 3Ha4yeHuit DSCP, 3HaueHua pasgens-
1oTCA 3HaKom npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

YCTaHOBUTb 3HAYeHUA MO YMONYaHULO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
K6UT/C;
burst: (3000..268431360)
6anT/128 KbanT

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTU A5 BXoAsALlero Tpaduka ana
3agaHHoli VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caep)KuBatoLwero nopora (orpaHu4eHne ckopo-
cTu) B H6aTax.

CHATb OrpaHMYeHne CKOPOCTU BXoAALLero Tpaduka.

rate-limit vlan vian_id
pps rate_pps burst_packet

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTU A5 BXOAALLero Tpaduka gas
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepuBatolLero nopora (orpaHuyeHune

nakeToB CKOPOCTM) B NaKeTax.
no rate-limit vlan vian_id CHATb OrpaHUYeHmne CKOPOCTU BXoAALero Tpadumka.
traffic-limiter mode {kbps | YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
pps} - kbps — orpaHuueHune BXOAALLMX KUIOBUT B CEKYHAY;
- pps — orpaHuyeHue BXOAALLMX NAKETOB B CEKYHAY;
V [laHHaA KomaHAa U3MeHsAeT peXxum paboTbl Ana cnegy-
towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
/kbps limit vlan, police, qos aggregate-policer.

Bbl6paHHbII  peXXum  [JONKEeH  COOTBeTCTBOBaTb
V HacTpoiiKam orpaHuyeHuA TpaduKa MHaue orpaHuye-
HuA TpaduKa He npousoiiger. Hanpumep: KomaHpga
storm-control unicast kbps He 6yaeTr orpaHuumsaTtb
Tpaduk, ecnu BeegeHa KomaHpa traffic-limiter mode

pps.

KomaHObI pexcuma pedaxrmupo8aHUs CUCKa Kpumepues Kaaccugpukauuu mpaguKka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXnma penakTtnposaHnA CnUCKa KpuUtepues KﬂaCCMd)I/IKaLI,MM

TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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Tabanua 297 — KomaHAabl pexxnma peaakTMpoBaHUA CrIMCKa KpuTepmes Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[ob6aBuTb Kputepuit kKnaccudurkaumm Tpaduka. Onpegenser npa-
Buaa ¢unbTpaumm Tpaduka no cnucky ACL ana knaccupurkauum.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

YpanuTe KpUtepuin KnaccuduKkaumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bua 3anpoca KOMaHAHOM CTPOKU PeXKMMa peaKTUPOBaHMA cTpaTerMm knaccupmkaumm Tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabnvua 298 — KomaHap! pexkMma pegakTUpPoBaHMA cTpaTerMm knaccupumkaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CUMBOJI0B

OnpeaennTb NPaBUIO KNaccUPUKaLnm Tpaduka n BXOSUT B PEKUM
KOHOUrypaumm npasuaa knaccubukaumm — policy-map class.
-acl_name — onpegensaeT npaswuna ¢éunbTpauun Tpaduka no
cnucky ACL ana knaccudpukaumm. Mpu co3gaHMm HOBOro nNpaBua
KnaccMdUKaLmMm ONLMOHANbHbIM NapameTp access-group obssaTe-
NeH.

Ona Toro utobbl MCNONBL30BaTb HACTPOMKU cCTpaTerum
V policy-map ana uHTepdeilica, ucnonb3yute KomaHAy

service-policy B pexkume KoHdurypauum nHtepoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Yaanutb npaBuno Knaccuoukaumm tpadumka class-map us ctparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHPUrypaLmm npaBmnaa Knaccubmurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnuya 299 — KomaHabl perkMma KoHbUrypaumm npaeuna Knaccupurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMmoN4YaHu1IO pexkum
[OBEPUA He YCTaHOBNEH

OnpenenvTb pexkum JoBepUa K onpeaeneHHomMy TMny Tpaduka
COTNacHO rNo6anbHOMY pPeXUMY A0BEpUS.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBble 3HaYeHuA ana IP-nakera.
KomaHpaa set ABnseTca B3aMMOMUCK/OYAIOLWEN C KO-
V MaHZAoI trust gna ogHoM u Toii e cTpaterum policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALUX MHTEPDECcOoB.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypanntb HoBble 3Ha4YeHuMA ana IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

HanpaBuTb NakeTbl, y40BAETBOPAIOWME NPABUY KNaccudmKa-
uMu TpadmKa, B yKasaHHbIN NOpPT.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6aiT

M03BONIUTL OrPaHMUYUTL MOIOCY NPOMYCKAHMA KaHana.

Mpu paboTe ¢ NONOCOM NPONYCKaHUA UCMOJIb3YETCA aNropUTM
MapKUMPOBAHHOW «KOP3MHbI». 3agadyelt anroputma ABASETCA
NPUHATUE peLLeHuA: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anroputma ABAAOTCA CKopocTb noctynneHus (CIR) map-
KEPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHBIY.

- committed_rate_kbps — cpeaHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKMBaloLWEro nopora B
6anTax;

- drop — naket byaeT oTbpoLLEH, Korga «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUM «KOP3UHbI», 3Ha-
yeHue DSCP bynet nepeonpegeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHMe CKOPOCTM TpaduKa ¢
nepeonpeaeneHHbIMU 3HaYeHnamu DSCP;

- volate-action — ycTaHOBMTb AEWCTBME HaZ MAaKeToM nocne
npeBblLeHNA NOPOroBOro 3HaYeHUs.

V [eiicTByeT TONbKO ANA pexxuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUsa committed-rate wam

V peak_rate nepeaaTb NakeT ganblue, UI3MEHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAo (oS
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuyae c peak_rate. Npu atom npu npe-
BbllleHMn committed_rate u peak_rate moxKHO
HacTpauBaTb pasHble 3HayeHus dscp.

HasHauuTb npaBuny kKnaccudukaumm Tpaduka wabnoH
HaCTpOEK, KOTOPbIl NO3BO/IAET OrPaHUYUTL NOJOCY NPOMYCKa-
HWA KaHana.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanutb wabnoH HacTPoeK PeryinpoBaHus CKOPOCTM KaHana
13 NpaBuna kKnaccuduraumm tpaduka.
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police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTosB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

M03BOAUTb OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKMPOBAHHOW «KOP3UHbI». 3aJavyeir anroputma ABAAeTCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_pps — cpepHee 3HaYeHNe CKOpOCTU Tpaduka
B pps;

- committed_burst_packet — pasamep caepKuBatoLLero nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoiHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTu TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
NpeBbleHNA NOPOroBOro 3HaYeHus.

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHuA committed-rate wam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAO qos
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu atom npu npe-
BblWeHUU committed_rate w peak _rate MOMKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypanutb wabnoH HacTPOEK PEeryiMpoBaHus CKOPOCTU KaHana
13 npaBuaa Knaccudukaumm Tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccun Ana 3epKanvpoBaHUA Tpa-
duka.

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabanua 300 — KomaHab! perknma KoHourypaumm npoduns qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHoro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb MapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B oYepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, epynnsi nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnbl nopros:

console (config-if) #
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Tabnumua 301 — KomaHap! pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

Ha3sHauntb MHTepdeicy cTpatermto Knaccuoukaumm tpaduka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKM;

- permit-any — paspelunTb NpoxoxaeHune Tpaduka, He
nonazgatoLero nog AencTamne NOANTUKM.

Ypanute cTpaterunto knaccudukaymm Tpadurka c MHTepdeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) 6aiit

YCTaHOBWUTb OrpaHMYeHne CKOPOCTU AN UCXOAALEro TpaduKa ye-
pe3 uHTepdeliic.

- committed_rate — cpeaHAn CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HUWe ckopocTu) B baliTax.

CHATb OrpaHMYeHne CKOPOCTU UCXOAALLEro TpaduvKa Yepes uHTep-
deic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
K6KnT/C;
committed_burst:
(4096..12578880) 6aitT

YCTaHOBUTbL OrpaHWYeHMe CKopocTu TpaduKa uepes uHTepdeic
ONA ucxoasLel ovepeam.

- committed_rate — cpefHAsa CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUe CKopocCTK) B baiTax.

CHATb OorpaHMYeHne ckopocTn TpadurKa yepes nHTepdeic ana mc-

no qos trust

-/BKNIOYEHO

queue_id xoAsAuen oyepegn.
qos trust [cos | dscp | BKAtouMTb 6a30BbIN MeXaHW3M qos A4 MHTepdeiica.
cos-dscp] - €os — NopT AosepsAeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopt gosepsAeT 060MM ypoBHAM, ogHako DSCP nmeet
npuoputet Hag 802.1p.

BbIKNt0UNTb 6a30BbINM MexaHM3M (oS a5 UHTepdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
KébuT/C;
burst:
(3000..268431360)
6anT/128 KbanT

YCTaHOBUTb OrpaHMyYeHne CKOpoCTU ANA BXOAALLLEro Tpad)m(a.

CHATb OrpaHMYeHme CKOPOCTU BXxoasALLero Tpadmka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:
(125..195312500) pps;
burst_pps:
(1..195312500)
nakeTos

YCTaHOBUTb OrpaHMYeHne CKOpPOCTU AnsA BxoAswero Tpaduka B
pps.

CHATb OrpaHMYeHme CKOPOCTU BXxoasALLero Tpadmka.

qos cos default_cos

no qos cos

default_cos: (0..7)/0

YcTaHoBUTL 3HaueHMe CoS no ymondaHuto gna nopta (CoS, npume-
HAEMbIW AR BCEro HeTermpoBaHHOIo TpaduKa, NPOXOAALLEro Ye-
pes nHTepdeiic).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

gos tail-drop profile profile_id

no gos tail-drop profile

profile_id: (1..8)

MprBA3aTb yKazaHHbIN Npodunb K MHTepdeicy.

Y6paTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma KoHourypaumm nHtepdeica VLAN:

console (config-if) #
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Tabnunua 302 — KomaHabl pexknuma KoHourypaumm nHtepderica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YCcTaHOBUTb 3HaYeHWe napameTtpa nona npuopurteta 802.1p anAa
UCXOOALWEro TernMpoBaHHOro Tpaduka, ¢opmupyemoro LeH-
TPa/sibHbIM NPOLLECCOPOM.
Mpwu oTcyTCTBMM KOMaHAbI 3HaYeHue cos byaer nony-
V YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
ipv6 tx-user-priority value.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

KomaHObl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 303 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasaTtb pexunm QOS, HaCTPOeHHbIN Ha ycTpoiicTee. B 6asoBom
perKMme NoKasbiBaeT «40BEPEHHbIN» pexxum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKasaTb cnUCKM Kputepues Knaccudukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasaTb NnpaBuia knaccubukaummn Tpadumka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKasaTb HAaCTPOWMKM CpeaHelt CKOPOCTU M OrpaHNYeHMs NoaoCHI
nponycKaHua Aaa npasua Knaccudukauum TpadumKa.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Mokasatb QoS-napameTpbl gas uHTepdelica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm 06paboTkmn ovepeaent (WRR nam EF), Bec
ona WRR-ouepenelt, Knaccbl 06Cny)KMBaHMA OAs odepenen U
npuopwutet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
TpaduKa gns nHtepdelica;

- shapers — orpaHuyeHne ckopocT ans ncxogsailero Tpaduka.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3aTb MHPOPMaLMIO O 3aMeHe NoJiei B NakeTax, UCNob3ye-
mbix QOS.

- dscp-queue — Tabnnua cootsetcTemna DSCP 1 ouepesei;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHui dscp-cos;

- cos-dscp — TabamLa M3meHeHun cos-dscp.

show qos tail-drop

MpocmoTpeTb napameTpos tail-drop.
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show qos tail-drop MpocmoTpeTb tail-drop MHbOpPMauMM MO KOHKPETHOMY MNopTy

gigabitethernet gi_port | gi_port: (1..8/0/1..48); (Bcem noptam).

tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32)

hu_port

show qos tail-drop unit unit_id unit_id: (1..8) MpocmoTpeTb tail-drop MHPopmauumn No KOHKpPETHOMY YCTpOWn-
- CTBY B CTEKE.

[pumepbl 8b1M0AHEHUA KOMAHO

Brntountb pexknum QoS advanced. Pacnpeaenutb Tpaduk no oyepegam, naketbl ¢ DSCP 12 B nepsyto
oyepenb, naketbl ¢ DSCP 16 Bo BTOpY0. Bocbmasa oyepeab — npuoputeTHasa. Co3aaTb CTpaTeruio
Knaccudukaumm Tpadmka no cnmncky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP 12 n 16
M OrPaHUYMBAIOLLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6uT/c, nopor orpaHuyeHns 200000 6aiiT.

Mcnonb3oBaTb AaHHYO cTpaTernto Ha uHtepdeiicax Ethernet 14 n 16.

console#

console# configure

console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# gos map dscp-queue 12 to !

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic

console (config-if) # exit

console (confiqg) #

5.31.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUrypaumm:
console (config) #

Tabnunua 304 — KomaHabl pexkunma rnobanbHoM KoHGUrypauum

aggregate_policer_name

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
qos statistics aggregate-policer BKAtOUMTb QOS-CTAaTUCTUKY NO OrpPaHUYEHUIO0 NMONOC MPOMyCKa-
aggregate_policer_name aggregate_policer_name: | Husa.
no qos statistics (1..32) OTKntounTb QOS-CTaTUCTUKY MO OrpaHUYEHMIo NO0C MPOMNycKa-
aggregate-policer CMMBO/10B/BbIKNOYEHO HUA.

qos statistics interface -/BBIKNIOYEHO BKkntounTb c6op QOS-CTaTUCTMKM Ha BCeX MHTepdecax.
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no qos statistics interface BbIkNtoUnTb C60p QOS-CTAaTUCTUKM Ha BCEX MHTepdelcax.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnumua 305 — KomaHap! pexkuma EXEC

Komanda 3HayeHue/ 3HayeHue Leiicmeue
o yMOMYAHUIO

clear qos statistics - OuncTUTb cTaTUCTUKY QOS No Bcem MHTepdeicam.
clear gos statistics interface OuncTUTb cTaTUCTUKY QOS yKasaHHOro nHTepdeiica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port
show qos statistics - MokasaTtb ctaTncTuKy QOS nNo Bcem MHTepdeincam.
show qos statistics interface MoKa3aTb cTaTMCTUKY QOS yKa3aHHOro uHTepdeica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port

5.32 KoHdurypauma npoToKoN0B MapLupyTU3aLUm

5.32.1 KoHjpuz2ypayua cmamu4eckoli mapwpymu3sayuu

CTaTmMyeckasa MapLupyTM3auma — BMA, MapLUpyTM3aLMKM, NPU KOTOPOM MapLUpPyTbl yKasblBaloTCcA B
ABHOM BUAE NPW KOHPUrypaL MM MmapLIpyTn3aTopa. Bca maplupytnsaums npu sTom nponcxoamt 6e3 yyactus
KaKnx-1nbo NpoToOKON0B MapLUPYTMU3aLIUN.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM peXMMa rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 306 — KomaHab! perknma riobanbHOM KoHGUrypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
o yMOAYAHUIO
ip route prefix prefix_length Co3zaTb CTaTUYecKoe NpPaBM/Io MapLpPyTU3aLUK.
{reject-route | gateway [met- prefix: (A.B.C.D); - prefix — IP-agpec ceTn Ha3HayeHus;
ric metric] [track track] [vrf prefix_length: (A.B.C.D | - prefix_length — macka npeduKca Ha3HaYeHUn UK eé gAnHa;
vrf_name] [distance distance]} unum /n); - reject-route — 3anpeLwiaeT MapLpPyTM3aLMIO K CETU HasHaYeHus
gateway: (A.B.C.D) yepes Bce LW03bI;
metric (1..255)/1; - gateway — IP-agpec wno3a Ana A0CTyna K CeTu Ha3HayeHus;
vrf_name: (1..32) - metric — MeTpuKa aNa AaHHOTro MapLipyTa;
CMMBONA; - vrf_name — ums BUpTyanbHOM 061aCTM MapLLpyTU3aLUN.
track: (1..64); - track — Homep 06bEKTA OTCNEKMBAHUSA;
distance (1..255)/1 - distance — aAMMHUCTPATMBHAA SUCTAaHUMS MapLupyTa.
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no ip route prefix prefix_length
{rejectroute | gateway} [vrf
vrf_name]

Y4anuTb NpaBuao 13 TabaunLbl CTaTUYECKOW MapLIPYTU3aLLUK.
- vrf_name — ums BUPTyanbHON 061aCcTN MapLUpyTU3aL K.

distance {ospf {inter-as | intra-

as} | bgp {ebgp | ibgp} | static}
distance

no distance {ospf {inter-as |

intra-as} | bgp {ebgp | ibgp} |
static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110,
BGP intra-as:200,
BGP inter-as:20

YCTaHOBWUTb 3HAYeHWEe aAMUHUCTPATUBHON AncTaHumu (AD) pna
BCEX MapLUPYTOB YKa3aHHOro TMna.

- ospf inter-as — yctaHaBnvBaeT 3HaueHne AD AN MeK30HasIbHbIX
MapLLpPYyTOB, NPUHATLIX No npoTtokony OSPF;

- ospf intra-as — yctaHaB/nMBaeT 3HayeHne AD anA BHYTPU3OHaA/b-
HbIX MapLIPYTOB, NPUHATLIX N0 NpoToKoay OSPF;

- BGP inter-as (ebgp) — yctaHaBauBaeT 3HayeHue AD ans mapuipy-
TOB, NPUHATLIX N0 NpoToKoay BGP ot eBGP coceaa;

- BGP intra-as (ibgp) — yctaHaBnvBaeT 3HaueHne AD ans mapupy-
TOB, MPUHATLIX N0 NPoToKoNy BGP o1 iBGP coceaa;

- static — yctaHaBamnBaeT 3HayeHue AD ana cTaTMyecKMx mapLipy-
TOB.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 307 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKa3aTb TabAnLy MapLIpyTU3aLIMK, YA0BAETBOPAIOLLYIO 3a4aHHbIM
Kputepuam.

— connected — NOAKNOUYEHHDbIV MapLLIPYT, TO €CTb MapLLPYT, B3ATbIN
C HeMnocpeACTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLErO MHTEp-
delica;

— static — cTaTMUYeCKMUii MapLIPyT, NPONUCaHHbIN B TabanLe mapLipy-
T™M3aumm.

show distance [vrf {vrf_name |

all}]

vrf_name (1..32)
CMMBO/I0B

MoKasaTb 3HaYeHUE aAMUHUCTPATUBHOMN AUCTAHLLUMN ANA PA3/INYHBIX
MCTOYHUKOB MapLLpyTa.
- vrf_name — ums BUpTyanbHOM 061aCT MapLIpyTU3aALNN.

[pumep 8b1M0AHEHUS KOMAHObI

MoKkasaTb TabaMLy MapLIpyTU3aLmm:

console# show ip route

via 10.0.1.2,
via 10.0.2.2,
via 10.0.3.1,

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2]
S 10.9.1.0/24 [5/3]
S 172.1.1.1/32 [5/3]

17:19:18, Vlan 12
Backup Not Active
19:51:18, Vlan 12

Tabnnuya 308 — OnucaHune pesyabTaTa BbINOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3bIBaeT NPOUCXOXKAEHME MapLLPYTa:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTMyecKuii MapLIpyT, MPONMCaHHbIM B Tabanue maplupyTusaumm).
10.9.1.0/24 Aapec cetu.
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MepBoe 3HaYeHMe B CKOOKax — aAMUHUCTPATMBHAA AUCTAHLMA (CTENEeHb A0BEPUA MapLu-
[5/2] pyTM3aTopy, YEM YMCO Bbllle, TEM MEHbLUE JOBEPUE K UCTOYHUKY), BTOPOE YUCI0 — MET-
puvKa mapwpyTa.

OnpepenseTt IP-agpec cieayowero MapLupyTM3aTopa, Yepes KoTopblii NpoXoanT MapLu-

via 10.0.1.2

pyT 80 ceTu.
00:39:08 OnpeaenseT Bpema nociegHero 06HOBAEHUS MapLpyTa (Y4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 OnpeaenseT nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT 4O CETU.

KomaHObI pexcuma KoHguaypauyuu VRF

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHodurypaumm VRF:
console (config-vrf) #

Tabanua 309 — KomaHabl perkmuma KoHourypaumm VRF

3HayeHue/ 3Haye-
KomaHda Hue no ymonya- Aelicmeue
HULO
ip route prefix {mask | pre- Co3paTb CTaTUYECKOe NPaBMA0 MapwpyTU3aLmm.
fix_length} {gateway [met- - prefix — ceTb Ha3zHauyeHus (Hanpumep, 172.7.0.0);
ric distance] - mask — macka cetu (B popmate OECATUYHON CUCTEMBI MCUUCAE-
HuA);
prefix_length: (0..32); | - prefix_length — npeduKkc macku ceTu (KOnM4ecTBO eauHUL, B

distance (1..255)/1 macke);
- gateway — W03 ANA AOCTYNA K CETU Ha3HAYeHus;
- distance — Bec mapLupyTa.

no ip route prefix {mask | YaanuTtb NpaBuno 13 Tabaunubl CTaTMYECKOM MapLLpyTU3aLNN.
prefix_length} {gateway}

ip default-gateway {gate- 3afaTb AnA KOMMYTaToOpa aApec Wko3a No ymondaHuio Yepes VRF.
way} —/Wwni03 no ymonya-

no ip default-gateway HWIO He 3a43aH YAanuTb HasHauYeHHbIM agpec Wk3a No YMOAYaHMIo.

{gateway}

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 310 — KomaHabl pexxkuma EXEC

3HayeHue/ 3Haye-
Komanda Hue no ymonya- Aelicmsue
HULO

show ip route [connected | MokasaTb Tabnuuy MapLIpyTU3aLmMK, yA0BAETBOPAIOLLYIO 334aHHbIM
vrf vrf_name | static | ad- KpUtepuam.
dress ip_address [mask | - connected — NOAK/MOYEHHbIN MApPLLPYT, TO €CTb MappyT, B3ATbIN C
prefix_length] [longer-pre- HenocpeacTBEHHO MOAKNIOYEHHOTO U QYHKLMOHUPYIOLLErO UHTEp-
fixes]] . deiica;

- static — cTaTUYecKuii MapLIpyT, NPONUCaHHbIV B TabanLe MapLipy-

TM3aumu;

- vif — 06nacTb BMPTyanbHOW MapLipyTM3aLMK, B KOTOPOW Haxo-

ANTCA MapLUpyT.

- vrf_name — ums BUPTyanbHON 061aCcTN MapLLpyTU3aLMK.
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5.32.2 Hacmpoiika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWI1 NPOTOKOA, KOTOPbIN NO3BOASET
MapLpyTM3aTopaMm AMHAMMYECKM OOHOBNATL MapLpPYTHYO MHPOPMauMIo, Noay4vyas ee OT COCeAHWUX
MapLIpyTM3aTOPOB. ITO OYEHb NPOCTOM NPOTOKOA, OCHOBAHHbIMA Ha MPUMEHEHUM ANCTAHLMOHHOTO BEKTOPA
MapLpyTM3aumn. Kak AUCTaHUMOHHO-BEKTOPHbIM npoToKon, RIP nepuoanyeckn nocbinaer ob6HOBAEHUA
MeXay cocegamu, CTposi, Takmm obpasom, TOMonorvo cetn. B Kaxaom o6HOBNEeHWM NepepaeTca
nHpopmauma o AMCTaHUMM A0 BCEX CeTel Ha coceaHWin maplipyTmsaTop. KommyTtatop nogaeprkmsaet
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnnua 311 — KomaHabl pexkmma rnobanbHol KoHurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

router rip

no router rip

Boitu B pexkum KoHdurypaumm npotokona RIP.

Yaanutb rnobanbHol KoHoUrypaumm npotokona RIP.

KomaHObI pexcuma KoHgu2ypauuu npomokosaa RIP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnnua 312 — KomaHabl pexkmma KoHburypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBUTb 3HaYeHue MeTPUKH, c KOTOpOl‘/'I 6y,u,yT AHOHCUPO-
BaTbCA MapLpyTbl, NOJIy4eHHble 4pYyrMMKU NPOTOKO/1IaMU MapLU-
pyTnsaumun. bes napameTpa yCTaHaB/MBaET 3Ha4YeHne No ymon-
YaHuUo.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YctaHoBUTb IP-aapec MHTepdeiica, KoTopbli ByaeT y4acTBoBaThb
B NpoLecce MapLupyTU3aLmun.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..64) cumona

no network A.B.C.D nHTepdeiica Ypanutb IP-agpec uHtepderica, KoTopblit byaeT y4acTBoBaTh B
npouecce MapLipyTM3aLmu.
redistribute {static | Pa3pewntb aHOHCHMpOBaHUe mapLlpyToB Yepes RIP.
connected } [metric - 6e3 napameTpoB — O3HayaeT, YTo byaeT MCnosb30BaTbCA
transparent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3Hauyaet, 4To b6y4eT MCNoAb30BaTLCA
) METPUKA U3 TabAnLbl MapLLPYTU3aLUu.
no redistribute {static | 3anpeTnTb aHOHCMPOBaHMe CTaTUYECKMX MmapLupyToB Yepes RIP.
connected} [metric - metric transparent — 3anpeLaeT UCNO/Jb30BaTb METPUKY M3
transparent] TabAnubl mapLupyTU3aLum.
redistribute ospf [metric metric: (1..15, Pa3pewuntb aHOHCcMpoBaHue OSPF-mapwpyTos yepes RIP.

- type — Npon3BOANTL AHOHCUPOBAHME TONLKO ANA YKA3aHHbIX
TMnos OSPF-mapLupyTos;

- route-map_name — NPOM3BOAMUTb aHOHCMPOBaAHWE MapLLpy-
TOB Nnocse ux GpuNbTPaLMM Yepes yKasaHHYIo route-map;

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32

349



HELTEX

redistribute bgp metric [metric
| transparent]

Pa3pewuntb aHOHCcMpoBaHUe BGP-mapwpyTtos yepes RIP.

- metric — 3HaYeHMe METPUKU 419 UMMOPTUPYEMbIX MapLL-
pyTOB;

- metric transparent — o3HayaeT, 4To b6yAeT UCMONb30BaTbCA
METPUKA U3 TabAnLbl MapLLPYTU3aLNNA.

metric: (1..15,
transparent)/1

no redistribute bgp metric
[metric | transparent]

3anpeTnTb aHOHCMpoOBaHMe MmaplipyToB BGP yepes RIP. B cny-
Yyae yKasaHuA napameTpa Bo3BpallaeT ero AedonTHoe 3Have-
Hue.

redistribute isis [level] [match
match] [metric metric]
[transparent]

PaspewunTb aHOHCcMpoBaHUe IS-IS maplpyTos yepes RIP.

- level — ycTaHOBUTb, U3 KaKoro ypoBHA IS-IS byayT aHOHCK-
poBaTbLCA MapLUPYThI;

- match —npon3BoOAUTb aHOHCUPOBAHME TO/IbKO A1 YKA3aHHbIX
T1nos IS-IS mapwpyTos.

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

no redistribute isis [/evel]
[match match] [metric metric]

3anpeTnTb aHOHCUpOBaHMe mapLpyTos IS-IS yepes RIP. B cay-
Yae yKasaHuA napameTpa BOo3BpallaeT ero AedponTHoe 3Haye-

[transparent] Hue.

shutdown BbIkntounTb Npouecc mappyTmsaumm no npotokony RIP.
no shutdown /BKioverio BKAOUYMTb Npouecc mappyTtnsaumm no npotokony RIP.
passive-interface JaKnioueHo OTKNOYUTL OBHOBNEHUA MapLIPYTU3ALUN.

no passive-interface BKNtOUNTE OBHOBAEHMA MApLLpPYTM3aLM.

default-information originate
no default-information
originate

[eHeprpoBaTb MapLLPYT MO YMOYAHUIO.

-/MapLupyT He

BoCCTaHOBMTb 3HAUYEHME MO YMOYaHMIO.
reHepupyerca

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica IP

Bua, 3anpoca KOMaHAHOMN CTPOKM:
console (config-ip) #

Tabnuua 313 — KomaHabl pexxkuma KoHoburypaumm nHtepoeiica IP

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip rip shutdown

no ip rip shutdown

-/BKIOYEHO

BbIKNOUMTL Npouecc mapLupyTusauum no npotokoay RIP Ha gaH-
HOM MHTepodeiice.

BkaounTb npouecc mapwpytmsaumm no npotokony RIP Ha gan-
HOM MHTepdelice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuio
oTnpaBKa 06HOBNEHUI
BKNIOYEHA

BbIKNHOUMTL OTNPABKY 0BOHOBAEHWUI HA UHTepdelice.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aB1Tb CMeLLeHNe K MeTpUKe.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuio
dYHKLMA OTKAIOYEHA

YCTaHOBUTb METPUKY A/1A MapLUPYTa NO YMOAYAHWUIO TPAHCANPY-
emoro yepes RIP.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymon4yaHuio
ayTeHTUdMKaUmA
OTKNIIOYeHa.

BKntounTb ayTeHTUdMKaumto B RIP 1 onpeaennTs ee Tmn:
- text — ayTeHTUGUKALMA OTKPbLITbIM TEKCTOM;
- md5 — ayteHTMdUKaumm MD5.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CYMBO/I0B

OnpegennTb Habop Katoyei, KOTOPbIM MOXKET MCMOo/b30BaThCA
ONA ayTeHTUGUKaLmuu.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CMMBOJIOB

Onpep,enMTb KAKY gnAa ayTeHTVI(bI/IKaLI,I/IM OTKPbITbIM TEKCTOM.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOJI0B

YcTaHOBUTL CTaHAApTHbIN IP ACL ana dunbTpaumm aHoHcupye-
MbIX MapLIPYTOB.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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HELTEX

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 314 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip rip [database |
statistics | peers]

MNpocmoTpeTb MHPopmaumm o RIP-mapwpyTusaumm:
- database — nHdopmaLma o HacTpoiiKkax RIP;

- statistics — ctaTucTnyeckme gaHHble;

- peers — MHGOPMaLMA yYaCTHUKA CETU.

[pumepbl UCI016308AHUA KOMAHO

BKkntountb npotoKkon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdukaumo MD5 yepes Habop Kntouelt mykeys:

console#

console# configure

console (config)# router rip
console (config-rip) # network 172.16.23.1

console
console

(
(
(
(

config-rip) # interface ip 172.16.23.1
config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.32.3 Hacmpoliika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAaMMUYECKOW MapLLPYTU3aLLMKN, OCHOBAHHbIN Ha Tex-
HO/IOTMM OTCAEKMBAHUA COCTOoAHMA KaHana (link-state technology) M ucnonb3ylowmin ana HaxoKaeHus
KpaTtyaliwero nytn anroputm [elkctpbl. MNpoTtokon OSPF npepctaBnseT coboit NPOTOKON BHYTPEHHEro
wto3a (IGP). MpoTokon OSPF pacnpocTpaHaeT MHPOPMaLMIO O AOCTYMHbIX MAPLLPYTAaX MEXAY MapLipyTu-
3aTopamMu OAHON aBTOHOMHOM CUCTEMBI.

YcTpoiicTBO NnoaaepKMBaeT 04HOBPEMEHHYHO PabOTy HECKOIbKMX HE3aBUCUMbIX SK3eMMNIAPOB Npo-
ueccos OSPF. HacTpoiika napameTpoB ak3emnaspa OSPF nponsBoguTca NyTemM yKasaHUa naeHTuduKatTopa

aKk3emnnspa (process_id).

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 315 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
router ospf [process_id] process_id: BKAtOUNTL MapLLpyTU3aumio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaTb uaeHTUdMKaTop npoLecca.
no router ospf [process_id] vrf_name: (1..32) BbIKNOUMTE MapLipyTM3aumio no npotokony OSPF.
[vrf vrf_name] cumBona
ipv6 router ospf [process_id] BKAOUMTL MapLipyTnsaLmio no npotokony OSPFv3.
process_id: 3apaTb aeHTUdUKaTop npouecca.
no ipv6 router ospf (1..65535)/1 BbIKNIOYMTL MapLIPYTU3aLMIO No NpoTokony OSPFv3.
[process_id]
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HELTEX

ipv6 distance ospf {inter-as |
intra-as} distance

no ipv6 distance ospf
{inter-as | intra-as}

distance: (1..255)

3af4aTb agMUHUCTPATUBHYIO AUCTaHUMIO Ana mapupytos OSPF,
OSPFv3.

- inter-as — 417 BHELWHWX aBTOHOMHbIX CUCTEM;

- intra-as — BHyTPY aBTOHOMHOW CUCTEMbI.

BepHyTb 3HAYEHMA MO YMOAYAHMIO.

KomaHOb1 pexcuma npouecca OSPF

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHurypaunm npouecca OSPF:

console (router ospf process)#

console (ipv6 router ospf process)#

Tabnnua 316 — KomaHabl pexkmma KoHourypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

metric: (1..65535);
name: (1..64)
CUMBO/IOB;
acl_name: (1..32)
cumBona

PaspewnTtb aHoHCMpoBaHKWe connected mapLpyToB:

- metric — 3Ha4YeHME METPUKM A1A UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — UMA NOAUTUKU MMMNOPTA, No3BoAAOWeN GUnbTPoBaTL U
BHOCWTb U3MEHEHUS B UMMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopbiit ByaeT uc-
Nnosb30BaH A5 GUABTPALUN UMNOPTUPYEMBIX MapLLPYTOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

3anpeTuTb yKasaHHY GyHKUMIO.

redistribute static [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1..65535);

MmnopTtuposatb ctatnyeckne mapwpytbl B OSPF.

- metric — ycTaHaBNWBaET 3HaYeHNe METPUKU 18 UMMIopTUpye-
MbIX MapLIPyTOB;

- name — NpPUMeHAET NOJIMTUKY UMMOPTa, NO3BONAIOLYO PUb-

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBona

name: (1..64) TPOBaTb U BHOCUTb M3MEHEHUA B UMNOPTUPYEMbIE MapPLLPYThI;
CMMBOJIOB; - acl_name — umsa ctangaptHoro IP ACL, KoTopbli byaeT uc-
acl_name: (1..32) NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLPYTOB;
cumBona - subnets — No03BoAAET MMNOPTMPOBATL NOACETH.
no redistribute static [metric 3anpeTuTb YKaszaHHY GYHKLMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MmnopTtutopBaTh MapLupyTbl U3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type - nssa-only — ycTtaHaBnMBaeT 3HayeHWe nssa-only ans Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLLPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyeTr ¢ nomeTtkon Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — uMmnopTupyeTr c nomeTkon Kak OSPF
id: (1..65535); external 2;

- match internal — umnopTupyeT mapLupyTbl B Npeaenax area;

-match external-1 — uvmnopTtupyer mapuwpyTtbl TMna OSPF
external 1;
- match external-2 — umnopTupyeT MapwpyTbl Tuna OSPF
external 2;

- subnets — no3BoAET MMNOPTMPOBATL NOACETH;

- name — NPUMeHsET yKasaHHY MOAWUTUKY MMMNOPTa, NO3BOASA-
foLLylo GUNLTPOBATL U BHOCUTb M3MEHEHUS B MMMNOPTUPYeMmble
MapLLpyTbl;

- metric — yCTaHaBAMBAET 3HAYEHME METPUKM 41A MMNOPTMPYe-
MbIX MapLIPYTOB.
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HELTEX

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

3anpeTuTb YKasaHHyo GyHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBona

MmnopTtuposatb mapuwpyTtbl u3 RIP 8 OSPF.

- metric — 3Ha4YeHe MEeTPUKM A1 UMMOPTUPYEMBIX MAPLLIPYTOB;
- name —NMA NOANTUKM MMMOPTA, NO3BONAIOLWEN GUNBTPOBATL U
BHOCWTb M3MEHEHUA B UMMNOPTUPYEMble MAPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
NoNb30BaH 414 GUABTPALUN UMMNOPTUPYEMBIX MAPLLIPYTOB;

- subnets — no3BoaAET MMNOPTMPOBATL NOACETH.

3anpeTuTb yKasaHHyo GyHKLUMIO.

redistribute isis [/eve/] [match
match] [metric metric]
[route-map name]

[filter-list ac/_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBoNna

MmnopTtupoBsaTtb mapupyTbl U3 IS-IS 8 OSPF.

- level — ycTaHOBWUTbL M3 KaKoro ypoBHA IS-IS 6yayT aHOHcKpo-
BaTbCA MapLUpyThl;

- match — Npon3BOAUTb AaHOHCUPOBAHWE TONbKO AR YKA3aHHbIX
T1nos IS-IS mapwpyTos;

- metric — 3HaYeHNe MeTPUKM ANA UMMNOPTUPYEMbIX MapPLLPYTOB;
- name — UMA NOANTUKN MMMOPTA, NO3BOAAOLWEN GUAbTPOBATb U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MApPLLPYTbI;

- acl_name — uma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 414 GUNbTPALUN UMMNOPTUPYEMBIX MapLLPYTOB;

- subnets — no3sonAeT UMNopTMPOBaTL NOACETH.

be3 napameTpos 3anpeTuTb MMMNOPT MappyTos u3 IS-IS 8 OSPF.
B cnyyae ykasaHma napameTpa BEpHYTb ero 3HauyeHne no ymos-
YaHuio.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);
name: (1..64) cumBona;
acl_name: (1..32)

MmnopTtuposatb mapwpyTtbl n3 BGP 8 OSPF.

- metric — 3HaYeHNe MeTPUKN AN UMNOPTUPYEMbIX MaPLLPYTOB;
- name — UMA NOAUTUKM MMMNOPTA, NO3BONAKOLWEN GUNLTPOBATDL U
BHOCUTb U3MEHEHUA B UMMNOPTUPYEMble MAPLLPYTbI;

- acl_name — uma ctaHgapTHoro IP ACL, KoTopbiii byaeT ucnonb-
30BaH 414 GUNbTPaALUN UMMOPTUPYEMBIX MaPLLPYTOB;

cumBona - subnets — no3sonAeT UMNOPTUPOBATL NOACETH.
no redistribute bgp [metric be3 napameTpoBs 3anpeTuTb UMNOpPT mapipytos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMA napameTpa BO3BpalLaeT ero 3HayeHue no
[filter-list ac/_name] [subnets] YMONYaHMIo.
router-id A.B.C.D A.B.C.D: YCTaHOBUTb MAEHTUOMKATOP MapLIPYTU3ATOPa, KOTOPbLIA YHU-
M,D,eHTMdJVIKaTOp Ka/lbHO le,eHTVI(bVILI.MpyeT MapLpyTn3aTop B Npegenax OfiHOWM aB-

no router-id A.B.C.D

MapLIpyTU3aTopa B
dopmarte ipvd-agpeca

TOHOMHOW CUCTEMBI.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtounTb (OTKNOUMTL) 3K3emnaap OSPF Ha IP-uHtepdelice (ans
IPv4).

Yaanutb IP-agpec uHTepodeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBuTb meTpuKy OSPF-mapupyTa.

OTKNIOUYNUTD GYHKLMMN.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKaTop
MaplupyTusaTopa B
dopmarte IPv4-agpeca

YCTaHOBWTb AN1A YKa3aHHOM 30HbI TMN stub. 30Ha — COBOKYMHOCTb
ceTei U MapLLIPYTU3aTOPOB, UMEIOLLMX OAMH U TOT Ke UaeHTUdU-
KaTop.

- NO-summary — He OTNPaBAATb UHPOPMALLMIO O CYMMUPOBAHHbBIX
BHELIHUX MapLupyTax.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.
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HELTEX

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNIOXKUTENBbHOE YNC/IO

YCTaHOBWTb O/15 YKAa3aHHOW 30HbI TUN NSSA.

- no-summary — He NPUHUMATb MHPOPMALMIO O CYMMUPOBAHHbIX
BHELWHUX mapLupyTax BHYTpb NSSA-30HbI;

- interval — onpefenaeT NPOMeXyTOK BpemMeHM (B CEKyHAaxX), B Te-
YeHKne KOTOPOro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
Cne TOro, Kak 0BHapYKWT, YTO TPAHCAATOPOM CTan ApYyron rpa-
HWYHbIM MapLLpPyTU3aTOP;

- translator-role — onpegenseT, Kakum 06pa3om Ha MapLIpyTU3a-
Tope byaeT PyHKUMOHMPOBATb PEXKMM TPaHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpMHyAMUTENIbHOM NOCTOAHHOM pPeXUME;

- candidate — B pe)kMme yyacTus B Bbibopax TpaHcasTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHtTnduKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca;
secs: (1..65535) cekyHa;

Co3gaTb BUPTYanbHOE COEAMHEHNE MEXKAY OCHOBHOW U APYrMMM
yAaneHHbIMK 061acTAMM, KOTOPbIE MMEIOT MeXay HUmKM obna-
cTw.

- hello-interval — ykasatb hello-uHTepBan;

- retransmit-interval — ykasaTb uHTepBan meay NOBTOPHbIMM Me-
penavamu;

- transmit-delay — yka3aTtb Bpemsa 3a4epiKKu;

- dead-interval — ykasaTtb dead-uHTepBan;

- null — 6e3 ayTeHTUdPUKaunu;

- message-digest — ayTeHTUdMKaumaA ¢ wndposaHmem;

- word — naponb ANA ayTeHTUGUKaL K.

no area A.B.C.D default-cost

MaplupyTu3aTopa B
dopmare IPv4-appeca;

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB Yaanutb BUpPTYyanbHOe coeguHeHMe.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YCTaHOBUTb 3Ha4YeHMe CTOMMOCTM CYMMAPHOro maplpyTa, uc-
naeHTudukaTop nonbsyemoro ans stub- u NSSA-30H (gna IPv4).

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

no area A.B.C.D authentication
[message-digest]

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
-/BbIKNOYEHO

cost: uenoe
MONOXKUTEIbHOE YNC/I0
area A.B.C.D authentication A.B.C.D: BKAtounTb ayTeHTUPUKAUMIO ONA BceX WMHTepdencoB AaHHOM
[message-digest] naeHTUdMKaTop 30HbI (anAa IPv4):

- message-digest — ¢ wupposaHnem MD5.

OTKNOYNTDL ayTEHTUPUKALMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHtTnduKatop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
network_address:

Co34aTb CyMMapHbI/ MapLIpyT Ha rpaHuLLe 30HbI (a5 IPv4).
- advertise — aHOHCMPOBATbL CO3AAHHBIN MapLUPYT;
- not-advertise — He aHOHCMPOBATb CO34aHHbIA MApPLLPYT.

Y8anuTb CyMMapHbIN MapLipyT.

no area A.B.C.D filter-list prefix

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YCTaHOBUTb GUABLTP HAa MApPLLIPYTbl, aHOHCUMpPYEeMble B YKa3aHHYO
prefix_list in naeHTUPMKaTop 30HY U3 ApYruX 30H (gna IPv4).

®unbTpauma NPovs3BOAUTCA TONbKO ANA MapLIPYTOB
LSA Type 3.

Ypanute GUABTP Ha MapLUpyTbl, aHOHCUMPYEeMble B YKa3aHHYHO

no area A.B.C.D filter-list prefix
prefix_list out

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cMmBona

prefix_list in cumBona 30HY U3 ApYrux 30H (gna IPv4).
area A.B.C.D filter-list prefix A.B.C.D: YCcTaHOBUTbL GUIBTP Ha MapPLLPYTbl, aHOHCMpPYeMble U3 yKa3aHHOM
prefix_list out naeHtTnduKaTop 30HbI B Apyrue 30HbI (ans IPv4).

®unbTpaumAa Npous3BOAUTCA TONbKO ANA MapLUpPYTOB
LSA Type 3.

Ypanute oUNLTP Ha MapLUpyTbl, aHOHCUpPYEeMble M3 YKa3aHHOM
30HbI B Apyrue 30Hbl (gna IPv4).

area A.B.C.D shutdown

OTKAtoUMTL Npouecc OSPF ana 30HbI.
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HELTEX

no area A.B.C.D shutdown

A.B.C.D:
naeHTudumKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;

BkatounTb npouecc OSPF ansa 30HbI.

-/BKAOYEHO
auto-cost reference-bandwidth YCTaHOBWTb aBTOMATUYECKUIA PacYET METPUKN UHTepdelica B 3a-
reference BMCMMOCTU OT ero ckopocTu no ¢popmyne: reference/ifSpeed.
- reference - 6a3o0Bas CKOPOCTb.
reference:

no auto-cost reference-
bandwidth

(0..400000)/0 M6uT/c

/| 3Hauenue reference pasHoe 0 OTKNlO4aeT aBTOMaTUYe-
CKMi1 PacyéT MeTpuKK.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpeTtutb Bcem IP-uHTepdelicam, yyacTsyowmm B npouecce
OSPF, 06MeHMBaTLCA NPOTOKOIbHBbIMK COOBLLLEHNAMM C coce-
OAMU (BK/IKOYAET MNACCUMBHbBIN PEXUM).
MNpu NnpUumeHeHUN AaHHOI KOMaHAbI HACTPOiiKa ip
V ospf passive-interface yaanaerca co Bcex ip uHTep-
deiicoB u cTaHOBUTCA ANA HUX 3HAYEHUEM NO YMON-
YaHuio.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

shutdown

no shutdown

-/BKNIOYEHO

OTKAtouMTb Npouecc OSPF.

Bkntountb npouecc OSPF.

timers spf delay delay

delay: (0..600000)/

YCTaHOBUTb BE/NIMYMHY 33JEpP’KKM, NPOM3BOAMMON nepes, odye-
peAHbIM nocnegosBaTenbHbim pacyetom SPF.

- 5000 mc

no timers spf delay YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.
timers Isa throttle min_interval 3apaTb BpeMeHHble napameTpbl LSA-TpoTTAnHra. TpOTTAUHT aei-
hold_interval max_interval CTBYET TONIbKO Ha LSA, MCTOYHNKOM KOTOPbIX ABAAETCA IOKA/IbHOE

YCTPOWCTBO.
o . - min_interval — MWMHUManNbHbLIN BPEMEHHON UHTEPBaN MeXay
(0..Er?(;gaé)r;jzz)€cl).mc; ,EI,SBZMH nocnesfoBaTe/IbHO OTMPaBAAOLWMMUCA OAMHAKOBLIMU
hold_interval: '

no timers Isa throttle

(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

- hold_interval — nHTepBan, onpeaenaiolLnin TEKyLLEe BPEMS 3a-
AepxKu. C Kaxaol HoBol nocneaoBatenbHol LSA sToT MHTepBan
YMHOAeTca Ha ABa, NOKa He AOCTUIHET 3HayeHns max_interval.
- max_interval — MaKcMMasbHbIN BPEMEHHON UHTEPBAN MeEXayY
OBYMA nocnefoBaTesibHO  OTMPaBAAWMMUCA OAMHAKOBbIMU
LSA.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMA/bHbLIV BPEMEHHOM WHTepBas, C KOTOPbIM
MapLipyT1satop obpabatbiBaeT npuHMMaemsble LSA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apatb IPv4-apgpec gna ctatnyeckoro OSPF-cocena
- ip_add — IPv4-appec;
- priority — yKasaTb priority ans cocena (y4nTbiBaeTcA TONbKO B
coctoAHun attempt/down).
HacTpoiika aKryasbHa ToNbKO Ans non-broadcast u
V point-to-multipoint non-broadcast Tunos cerei.

Yaanutb KoHdurypaumio ana OSPF-cocepa c ykasaHHbIM |Pv4-
aapecom.

max-metric router-Isa [include
stub] [on-startup period ]

no max-metric router-lsa

period: (0..86400)
CeKyHA;
-/BbIKAOYEHO

YCTaHOBWUTb MAKCMMAabHOE 3HAYeHWe METPUKU ANA aHOHCMPO-
BaHHbIX non-stub mapLupyTos.

- include-stub — ycTaHOBWUTb MaKcMManbHOE 3HaYeHUE METPUKK
TakKe Ana stub-maplpyTos

- period — nepvoa, aHOHCMPOBAHWUA MaPLLPYTOB C MAaKCUMaANbHOW
METPUKON.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

summary-address ipv4_addr
mask [not-advertise]

no summary-address ip_addr
mask [not-advertise]

-/BbIK/IIOYEHO

BKAtOUNTL cymmmMpoBaHMe mappyToB IPv4, KoTopble 6biiv no-
nyyeHbl OSPF 13 apyrnx NpoOTOKOJI0B.
not-advertise — npocymmunpoBath, HO He aHOHCUPOBATb.

OTKAOUYUTL CYMMApPH3aLLMI0 MapLLPYTOB.
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HELTEX

summary-prefix ipv6 [not-
advertise]

no summary-prefix ipvé

-/BbIK/IIOYEHO

BK/IIOUMTb CyMMMpPOBaHMe mapLipyTos IPv6, KoTopble 6biaun
nonyyeHol OSPF 13 apyrMx npoToKo0B.
not-advertise — NpocymmMMpoBaTh, HO He aHOHCUPOBATb.

OTKNHOUUTL CYMMApPU3aLMI0 MApLUPYTOB.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabanuya 317 — KomaHabl perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

ip ospf shutdown

BbikntounTb Maplupytmsaumio no npotokony OSPF Ha uHTep-
deiice.

no ip ospf network

- -/BK/IIOYEHO
no ip ospf shutdown BKkAtounTb mapwpytmsaumio no npotokony OSPF Ha uHTep-
deiice.

ip ospf network {broadcast | BbibpaTtb TMN ceTun:

non-broadcast | point-to-point - broadcast — wupoKoBewaTenbHan CETb C MHOMECTBEHHbIM
| point-to-multipoint non- AOCTYNoMm;

broadcast} - non-broadcast — HewwupokoBellaTebHasA CETb C MHOXe-

-/broadcast CTBEHHbIM AOCTYMNOM;

- point-to-point — ceTb «TO4YKa-TOYKaY;
- point-to-multipoint non-broadcast — HelwmnpoKoBewaTenb-
Hasi CeTb C MHOXECTBEHHbIM AOCTYNOM «TOYKA-MHOFOTOYKAY.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/OYEHO

Bkntountb ayteHTUdMKaumo B OSPF ¢ ncnonb3oBaHnem 3agaH-
HOro naponA B HelwndpPoBaHH

- message-digest — Bk/toyaeT ayteHTUdPMKaumio B OSPF ¢ umc-
nonb3oBaHWeM 33aHHOro Habopa Ktoyel u anroputma MD5.

3Ha4YeHne No ymo4aHuio.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumso-
nos/naposb He 3agaH

HasHauuTb naponb Ansa ayTeHTMdUKaLmm cocesel, AOCTYNHbIX
yepes Tekywmi nHtepdelic. NMaponb 3agaetca B HelwmndpoBaH-
HOM BUAe.

Maposb, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aroo-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
Ktoya ayTeHTUdUKaLMK.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aiT/naponb He 3aaaH

HasHauuTb naponb Ansa ayTeHTMdUKaLmmM cocesel, AOCTYNHbIX
yepes Tekywmit uHTepdeiic. Maponb 3agaerca B WKMdPOBAHHOM
BuAe.

Maposb, yKasaHHbIN Takum obpasom, byaeTt BHeApeH B 3aroo-
BOK Ka)K[Oro yxoZsllero B 3Ty ceTb naketa OSPF B KayecTse
K/toYa ayTeHTUdMKaLmu.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/He 3aaHO

3apaTb UMA Habopa KAloyen, KoTopbl ByaeT NCNoNb30BaTLCA
npu ayTeHTUOUKaLmK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf authentication null

-/He ncnonbsyeTca

OTKNOUUTD UCMONBb30BaHME ayTEHTUOUKALMM Ha TEKYLLEM WH-
Tepoelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWUA KaHaia, KoTopaa AsaseTcs
YC/IOBHbIM MOKa3aTenem "cToMmoctu" nepecbiiku AaHHbIX MO
KaHasny.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHWIO.
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HELTEX

ip ospf poll-interval interval

no ip ospf poll-interval

interval: (1..255)/120
CeKyHA,

YCTaHOBWUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUM KO-
Toporo maplupyTtusaTtop otnpasnset hello-nakeTbl ¢ HeakTUB-
Horo uHTepdeiica (OSPF-coceacTBo B cTaTyce down).

V HacTtpoiika akTyanbHa TonbKo ans non-broadcast u

point-to-multipoint non-broadcast Tunos ceteii.
YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, NO UCTEYEHMM KO-
TOporo cocep, 6yAeT cUMTaTbCA HEAKTUBHbIM. ITOT UHTEpBan
OOIKEH BbITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-naketos.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YCTaHOBWUTb MHTEPBAZ BPEMEHMW B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro MapLpyTu3aTop oTnpasaset cneayrowmin hello-naket c

10 cekyHA MHTepodeiica.
no ip ospf hello-interval YCTaHOBUTb 3HAY€HME N0 YMOJIHaHUIO.
ip ospf mtu-ignore OTKAOYMNTL NpoBepkn MTU.
-/BKAOYEHO

no ip ospf mtu-ignore

YCTaHOBUTb 3HAYEHMe No YMO/I4aHUIO.

ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/OYEHO

3anpetutb IP-uHTEepdeiicy 0bmeHMBaTbCA NPOTOKO/IbHBIMMU CO-
06LWeHUAMM C coceaamm (BKAOYAET NACCUBHDBIN PEXUM).

YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
» Ecnu npumeHeHa Hactpoiika passive-interface B pe-

HOro pexuma.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

*ume KoHpuUrypaumm npouecca OSPF, To AaHHas Ko-

MaHAA BbIBOAUT AaHHbIA IP-uHTepdeiic M3 naccme-
YCTaHOBUTb NPUOPUTET MAPLLIPYTM3aTOPa, KOTOPbIM MCNO/b3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf bfd

no ip ospf bfd

-/BbIK/IIOYEHO

BKatounTb NnpoTokon BFD Ha uHTepdeiice ana cocegeit no npo-
TOoKONY OSPF.

BbikntounTb npoTokon BFD Ha uHTepdelice gns cocepeit no
npotokony OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgpelica Ethernet, VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 318 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbIKNOUMTE MapLipyTM3aumio no npoTtokony OSPFv3 Ha uHTep-
deiice.

BkatounTb mapuwpyTtmsaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: ngeHTudmkaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

BkntounTb (0TKAtOUNTL) OSPF-npouecc Ana onpeaeneHHoM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWA KaHasia, KoTopas fBAseTcs
YC/IOBHbIM NOKa3saTtesieM "cToMmocTu" nepecbiNiKM AaHHbIX MO Ka-
Hany.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YCTaHOBWTb UHTEPBA/I BPEMEHU B CEKYHAAX, MO UCTEYEHWM KOTO-
poro cocep, 6yAeT cuMTaTbCA HEAKTUBHbLIM. ITOT UHTepPBan A0N-
»KeH BbITb KpaTHbIM 3HauveHuto hello-interval. Kak npasuno, dead-
interval paBeH 4 nHTepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HaYeHue no YMOHaHUIO.
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HELTEX

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YCTaHOBWTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUM KOTO-
poro mapwpyTtusaTop oTnpasaseT ciegyowmii hello-nakeT ¢ uH-

no ipv6 ospf mtu-ignore

CEKYHZ, Tepdelica.
no ipv6 ospf hello-interval YCTaHOBWTb 3HAYEHME N0 YMOIUYAHUIO.
ipv6 ospf mtu-ignore . OTKAtounTbL Nposepkn MTU.
-/disabled

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3apaTb IPv6 agpec cocepa.

Ypanutb IPv6 agpec cocepa.

ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YCTaHOBUTb NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIN MCMONb3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CEKYHA,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHMM KOTO-
pPOro MapLLpyTM3aToOp NOBTOPHO OTMNPABUT NaKeT, Ha KOTOPbIN He
Nnoy4ymMn NoATBEPNKAEHMA O nonyvyeHun (Hanpumep, Database
Description naket unm Link State Request nakeTsbl).

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CEKYHA,

YCcTaHOBUTL NpUMeEpPHOE BpeMA B CEKYHAAX, Heobxoaumoe ans
nepefayn naketa COCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabanuya 319 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OT06pa3nTb KoHPUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OTo6pa3unTb MHPopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocepa
vrf_name: (1..32)
cuMMmBOIA

OTo6pa3sunTb MHPopmaumm o6 OSPF-cocese ¢ yKasaHHbIM agpe-
CoMm.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OT06pasunTb KOHPUrypaumm scex OSPF-uHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cMMBONIA

OT06pasunTb KOHPUrypaLmm KoHKpeTHoro OSPF-uHTepdeiica.
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HELTEX

show {ip | ipv6} ospf OT06pa3unTb cocTosHMe H6a3bl 4aHHbIX NpoToKosia OSPF.
[process_id] database [vrf process_id: (1..65535)
vrf_name] [router [vrf vrf_name: (1..32)
vrf_name] | summary [vrf cMmBoNa
vrf_name] | as-summary [vrf
vrf_name] ]
show {ip | ipv6} ospf process_id: (1..65535) OTo6pasnTb nNapameTpbl U TeKylee COCTOAHWE BUPTYasbHbIX
virtual-links [process_id] | [vrf vrf_name: (1..32) JINHKOB.
vrf_name] cMmBONa
clear ip ospf {process_id | vrf process_id: (1..65535) PasopBaTb coceacTBa M yAaAUTb COOTBETCTBYHOWME MAPLLPYThI.
vrf_name process} vrf_name: (1..32)
cumBona

[pumepbl UC016308GHUA KOMAHO

e T[oKasaTb OSPF-cocenei ans onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

KomaHObI pexcuma KoHgu2ypayuu VRF

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm VRF:
console (config-vrf) #

Tabnunua 320 — KomaHabl perknuma KoHourypaumm VRF

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMmon4aHuro
distance ospf {inter-as | intra- YCTaHOBWTb 3HaYeHMe aAMUHUCTPATUBHON AncTaHumm (AD) gna
as} distance BCEX MapLUPYTOB YKa3aHHOro TMna.

- ospf inter-as — ycTaHaBAnBaeT 3HaueHne AD OnA Me30Hasb-
HbIX MapLUPYTOB, NPUHATbLIX MO NpoTokoay OSPF;
- ospf intra-as — ycTtaHaBAuBaeT 3HaueHue AD ans BHYTPU3OHa/b-
HbIX MapLLPYTOB, NPUHATbLIX NO NpoTokoay OSPF.

(1..255)/0SPF intra-
as:30,
OSPF inter-as:110

no distance ospf {inter-as | YCTaHOBUTb 3HaYEHME N0 YMOYaHWIO.
intra-as}

5.32.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKoA rpaHWYHOro WA03a) ABAAETCA NPOTOKO/IOM MapLUpy-
TU3aUMKM MeXKay aBTOHOMHbIMM cucTemamm (AS). OcHoBHOM dyHKUMel BGP-cuctembl aBnsetca obmeH
MHopMaumelt 0 4OCTYNHOCTM ceTel ¢ Apyrumn cuctemamm BGP. MHpopmauma o gocTynHocTu ceTei
BK/1HOYAET CMNCOK aBTOHOMHbIX cucTem (AS), yepes KoTopble NPOXOAMT 3Ta MHPopMaLmA.

BGP ABnseTcA NPOTOKO/IOM MPUKNAAHOIO YPOBHA U PYHKLMOHUPYET MNOBEPX MPOTOKOJA TPaHC-
nopTHoro ypoBHa TCP (nopt 179). Mocne ycTaHOBKK coeauHeHUA nepenaétca uHpopmaumsa obo Bcex
MapLLpyTax, NpeAHa3Ha4YeHHbIX ANA SKCNopTa. B ganbHenwem nepenaérca Tonbko nHdopmaumsa o6 us-
MeHEeHUsAX B TabanLax MmapLupyTmsaumm.

V NoppepxKa npotokona BGP npeaoctaBnserca No ANLEH3UN.
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HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (confiqg) #

Tabanuya 321 — KomaHabl perknuma rnobanbHomM KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

router bgp [as_plain_id |
as_dot _id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BKAKOUMTL MapLupyTU3aLmio No npotokony BGP.

3agatb naeHTUdMKaTop AS U NEpPenTU B peXUM €€ KOHPUrypu-
poBaHus.

- as_plain_id —vwaeHTMPUKATOP aBTOHOMHOW CUCTEMBI, UCMO/b-
3yemblii MaplwpyTU3aTOpoOM NpPU YCTAaHOB/NIEHWUU COCeACTBA U
obmeHe mapLLpyTHON MHbOPMaLmen;

- as_dot_id — naeHTMdMKaTOP aBTOHOMHOM CUCTEMbI B 32-6UT-
Hom popmare.

OcTtaHoBUTb BGP-mapLupytnsatop, yaanute Bclo KoHuUrypa-
umio npotokona BGP.

ip community-list standard
name seq section_id
{permit | deny}

ip community-list expanded
name seq section_id
{permit | deny} reg_exp

name: (1..32)
CUMBOAA;
section_id:
(1..4294967295);
reg_exp: (1..127)

Co3paTb CTaHAAPTHBIN CMCOK community ¥ BOMTK B PEXKUM ero
KOHUrypaumm.

Co34aTb pacliMpeHHbI CIMCOK community.

reg_exp — perynsipHoe BbipasKeHue.

[aHHbIi cnMcok community cnonb3yerca Kak wabnoH gna no-
MCKa coBnageHni community B cekuumn match 8 route-map.

section_id {permit | deny}
reg_exp

(1..4294967295);
reg_exp: (1..127)

no ip community-list cnmsona Y[anuTb yKasaHHbIW CMMCOK community LeJIMKOM MW TOJIbKO
{standard | expanded} KOHKPETHYIO ero CeKumtio.

name seq [section_id]

ip extcommunity-list Co34aTb CTaHAAPTHBIN CMMCOK C PaclMPeHHbIMU community u
standard name seq BXOAMT B PEXKMM ero KoHdurypauum.

section_id {permit | deny}

ip extcommunity-list name: (1"3.2) Co34aTb pacUMPEHHDBIN CNMCOK C paclMPEHHbIMU community.
expanded name seq scevéili‘:::n?olr reg_exp — perynspHoe BblpaxKeHue.

[aHHbIN cnncok extcommunity MCNob3yeTca Kak WwabioH ans
NMoMcKa COBMafeHWI paclMPEHHbIX community B ceKkuuu
match B route-map.

no ip as-path access-list
name seq [ section_id ]

(1-4294967295);
reg_exp: (1..160)
cMmBosIa

no ip extcommunity-list cvmeona Y4anuTb YKasaHHbIA CNMCOK extcommunity LEeAnMKom uau
{standard | expanded} TONIbKO KOHKPETHYHO €ro CEeKLMIO.

name seq [section_id]

ip as-path access-list name name: (1..32) Co3gaTtb cnNu1cok as-path.

seq section_id {permit | CMMBONA; - reg_exp — PeryasapHoe BbipaxkeHue.

deny} reg_exp section_id [aHHbIN CNMCOK as-path ncnosibayeTtca Kak WabioH 419 noncka

coBnageHui as-path-filter 8 cekumm match s route-map.

Ypanutb yKa3aHHbIl‘;I CNUCOK as-path LEeNNKOM UIN TONIbKO KOH-
KPEeTHYIO ero cekuuio.

KomaHObI pexcuma KoHgu2ypayuu AS

Bupg, 3anpoca KOMaHAHON CTPOKM B pexMme KoHdurypauum AS:

console (router-bgp) #

Tabnnua 322 — KomaHzabl perkmuma KoHourypaumm AS

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

bgp router-id ip_add

no bgp router-id

3agaTtb naeHTudumkaTop BGP-mapwpytusaTopa.

Ypanute naeHtnoukatop BGP-mapwpyTtusaTtopa.

bgp asnotation dot

-/asplain

3ageiicTBoBaTb ccTeMy 0bo3HaueHne Homepos AS B popmate
asdot.
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HELTEX

no bgp asnotation

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

bgp client-to-client reflec-
tion

no bgp client-to-client re-
flection

-/BKIOYEHO

BKOUNTbL NEpecbiKy MaplupyToB, nosydyeHHbix oT reflector-
KnveHTa, apyrum reflector-knnenrtam.

BbIK/IIOYMTL NepPecbiNKy MapLwpyToB, nosy4YeHHbIx oT reflector-
KnueHTa, apyrum reflector-knnenHrtam.

bgp cluster-id ip_add

3aaéT naeHTUPUKaTop Knactepa BGP-mapwpyTtusaTopa.
B cnyyae ecnm wupeHTMPUKaTOp Kaactepa He
V HacTpoeH, B KauyectBe uaeHTuduKatopa 6yaer uc-
nonb3oBaTtbcA rnobanbHblit ngeHTupukatop BGP-
MapLipyTusaTopa.

no bgp cluster-id

YpanuTb naeHTMoUKaTop Knactepa BGP-mapwpyTtmsaTtopa.

bgp bestpath as-path multi-
path-relax

no bgp bestpath as-path
multipath-relax

-/BbIK/IIOYEHO

BK/IHOUNTb YCTAHOBKY HECKOJ/IbKMUX PAaBHO3HAYHbIX MapLUPYTOB C
OAMHaKOBbIM MO ANMHe aTpubyTom AS-Path, HO ¢ oTanYaloWm-
MWCA HOMEPaMM aBTOHOMHbIX CUCTEM BHYTPU HEro.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKAOYNTL NpoToKoa BGP, He yaanasa ero
KOHOUrypaumio.
370 AeicTBUE BNIEYET 3a c060I4 pa3pbiB BCEX CECCUM C
V BGP-cocegamu u o4UCTKY TabauLbl MapLIpyTU3aLumn
npoTtokona BGP.

BkntoumTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3agatb IP-agpec ana BGP-cocega wav nepentn B pexum
KOH}rypMpoBaHu1sA CyLLEeCTBYIOLWEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocega ¢ yKasaHHbiM |Pv4
nnu IPve-agpecom.

peer-group name

name: (1..32) cum-

Cosgartb Peer-rpynny.
- name — vmA rpynnbi.

BO/a

no peer-group name Yoanute co3gaHHyto Peer-rpynny.

address-family ipv4 {unicast Ykasatb TMn IPv4 Address Family u nepesect KommyTaTop B

| multicast} Junicast pexum KoHdurypaummn cootsetctaytoweit Address Family.
-/unicas

no address-family ipv4
{unicast | multicast}

BblkntounTb cooTBeTCTBYOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/OYEHO

YKazatb ™1n 12vpn Address Family 1 nepesectn kKommyTaTop B
peKmMm KoHourypaumm cootsercreytouleit address-family.

BbIkNOUNTL cooTBeTCTBYHOLWYO address-family.

address-family vpnv4
{unicast | multicast }

no address-family ipv4
{unicast | multicast}

-/BbIK/OYEHO

Ykazatb Tun VPNv4 Address Family n nepesectv KommyTaTop B
perKmum KoHpurypaumm cootsetcreytolLeit address-family.
V B TeKkyuwei Bepcuu MO nopaeprkaHo SAFI Unicast.

B TeKywei Bepcum MO nopgaep’kaHO BbiaeneHue
MPLS-meTOK perVRF.

BbIkNOUNTL cooTBeTCTBYHOLWYO address-family.

vrf [vrf-name]

no vrf [vrf-name]

vrf-name: (1..32)
cumBona

Co3paatb KoHTeKcT VRF.
l VRF gonKeH 6bITb co3aaH B rnobanbHoi KoHurypa-
- MU KOMMyTaTOpa.

Ypanutb KoHTeKcT VRF.

KomaHObI pexcuma KoHguaypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #
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HELTEX

Tabnunua 323 — KomaHabl pexkuma KoHourypaumm Address-Family

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3agatb noaceTb, KOTOpPasA aHOHcUpyeTca BGP-coceaam.

- ip-add — appec noacetu;

- mask — macka noaceTu.
Ecnam macka He yKasaHa, N0 yMO/YaHU1IO OHa 3ajaeTca
KN1acCOBbIM METOA0M agpecauunn.
mask — macka IP-noacet nam anmHa npedukca.

Y[anuTb aHOHC faHHOM NoaceTw.
- ip-add — appec noacetu;
- mask — macka noaceTu.

redistribute connected
[metric metric | filter-list
name | route-map
route_map_name ]

no redistribute connected

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

Pa3pelwnTb aHOHCMpOBaHWe connected-mapLUpyTOB.

- metric — 3Ha4yeHune aTpmbyTta MED, KOoTOpOEe BbyaeT NpPMCBOEHO
MMMOPTUPOBAHHbLIM MapLUPyTam;

- name — Ha3BaHWe access-list, KoTopblii ByaeT NpUMeHeH K
MapLpyTam;

- route-map_name — NpPOU3BOAWNTb aHOHCUPOBAHUE MapLLPYTOB
nocne ux uabTpaLmm Yepes ykasaHHyto route-map.

3anpeTuTb aHOHCMpPOBaHMe connected-mapLIpyToB.

redistribute rip [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute rip

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

MmnopTtuposaTb mapwpyTsbl RIP 8 BGP.

- metric — 3HayeHune aTpmbyTa MED, KOoTOpOE ByaeT NPUCBOEHO
MMMNOPTMPOBAHHLIM MapLLIPyTam;

- name — Ha3BaHuWe access-list, KoTopbI ByaeT npumeHeH K
MapLupyTam;

- route-map_name — Npov3BOANTb aHOHCMPOBAHNE MapLUPYTOB
nocne ux puabTpaLmm Yepes ykasaHHyto route-map.

3anpeTuTb UMNOPT MapLpyToB 13 npotokona RIP.

redistribute static [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute static

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

PaspelwnTb aHOHCUMPOBAHME CTAaTUHECKMX MAPLUPYTOB.

- metric — 3Ha4yeHune aTpubyTta MED, KoTopoe 6yaeT npucBOEHO
MMMNOPTUPOBAHHbIM MapLLPyTam;

- name — Ha3BaHuWe access-list, KOoTopbIh ByaeT nNpumeHeH K
MapLupyTam;

- route-map_name — NPou3BOANUTb aHOHCUPOBAHWE MapLLPYTOB
nocne ux puNbTPaLMM Yepes yKasaHHyto route-map.

3anpeTnTb aHOHCMPOBAHUE CTaTUYECKMUX MapLupyToB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name | route-
map route_map_name ]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-1,
external-2); name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-2);
name: (0..32) cumBona;
route_map_name:
(1..64) cumeona;
route_map_name:
(1..64) cumBona

MmnopTtuposaTtb mapupytbl OSPF B8 BGP.

- id — npenTudmKaTop npouecca OSPF;

- metric — 3HayeHune aTpmbyTa MED, KOoTOpOE byaeT NpMCBOEHO
MMMNOPTUPOBAHHLIM MapLLPYTaMm;

- type — T1n OSPF-mapLipyToB, aHOHCMpyembix B BGP;

- name — Ha3BaHuWe access-list, KoTopbIi ByaeT npumeHeH K
MapLupyTam;

- mtype — T1n meTpukmn Ex1 nnm Ex2;

- route-map_name — NpoOV3BOANTb aHOHCMPOBAHNE MapLUPYTOB
nocse ux GpuUnbTPaLUKM Yepes yKazaHHyto route-map.

3anpeTnTb MMMNOPT MapLLPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list ac/_name
| route-map
route_map_name ]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
CMMBON3;
route_map_name:
(1..64) cumsona

MmnopTtupoBaTtb mapwpyTbl u3 IS-IS B BGP.

- level — ycTaHOBUTbL M3 Kakoro ypoBHs IS-IS 6yayT aHOHcupo-
BaTbCA MapLLpyTbl;

- match — npon3BoANUTL aHOHCMPOBAHME TO/IbKO ANA YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3HaYeHMe MEeTPUKM A8 UMMOPTUPYEMbIX MAPLLPYTOB;
- acl_name — vmsa ctaHgapTHoro IP ACL, KoTopblii byZeT ucnosb-
30BaH 414 GUNbTPALMM UMNOPTUPYEMbIX MAPLLPYTOB;

- route-map_name — Npov3BOAUTb aHOHCUPOBAHNE MAPLUPYTOB
nocne ux puabTPaLMM Yepes yKasaHHyt route-map.

3anpeTnTb MMMNOPT MApPLLPYTOB M3 NpOoToKoAa IS-IS.
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HELTEX

redistribute bgp [ metric
metric | filter-list name |
route-map

metric:
route_map_name ]

(1-4294967295);
name: (1..32) cumBona;
route_map_name:

(1..64) cumsona

no redistribute bgp

MmnopTupoBaTb MapLLpyTbl, Nosy4YeHHble B none default VRF no
npotokony BGP, B BGP AF [2vpn evpn

- metric — 3HayeHune aTpmbyTa MED, KOoTOpOE HBYyAEeT NPUCBOEHO
MMMOPTUPOBAHHBIM MapLUpyTam;

- name — Ha3BaHMe access-list, KoTopblii ByaeT npumeHeH K
MapLupyTam;

- route-map_name — NpoM3BOANTb aHOHCMPOBAHNE MapLUPYTOB
nocse nx GpuUnbTPaLUKM Yepes yKasaHHyo route-map.

3anpeTuTb aHOHCMPOBaHWE MapPLUPYTOB.

aggregate-address
ipv4_add mask [ summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntounTb arperaumio 6onee cneunduUUHbIX MApLLPYTOB, BXOAA-
LLMX B YKa3aHHbIN NpeduKc:

- ipv4_add — IPv4-appec noacety;

- mask — macKa noacetu

- route_map_name — uma route-map;

- summary-only — 3anpeTuTb OTNPaBKY COCeAAM MApPLLPYTOB, KO-
TOpble NOMNAAAIT NOA CYMMUPYIOWNI MapLIpyT;

- as-set — BK/OUUTb f06aBNEHME B CyMMUPYIOLLMIA MapLLPYT as-
path, nonyyeHHbI 13 NpedUKCoB, NONaZAIOLWMX NOL CYMMUPYIO-
LWMA MapLUpyT;

- Suppress-map — 3anpeTUTb OTNPABKY COCeAAM MApPLLIPYTOB, NO-
nafatouwmx nog route-map (napametp summary-only urHopumpy-
etca);

- advertise-map — MapLpyTbl, NoNagatolme nog route-map, He
byayT nonagatb Noa CyMMUPYOLWNIA;

- attribute-map — BKNIOYUTb YCTAHOBKY A8 CYMMMUPYHOLLErO
MapLpyTa aTpmMbyTOoB, YKa3aHHbIX B AeicTBUK set B route-map.

Ypanutb arperaumio 6onee cneumdUUHbIX MapLUpPYTOB, BXOAA-
LLMX B YKa3aHHbIN npeduKc.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 324 — KomaHabl pexkuma KoHourypaumm BGP-cocena

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BKNOUYNTL OrpaHMyeHue KOAMYecTBa NPUHMMAEMbIX MapLu-
pyTos oT BGP-coceaa.

- value — MaKcMManbHoOe KO/IMYECTBO NPUHUMAEMbIX MapL-
pyTOB;

- percent — NPOLLEHT OT MAaKCUMA/IbHOTO KOJIMYeCcTBa MapLupy-
TOB, NO AOCTUNKEHUM KOTOPOro OTNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOM NPOMEKYTOK (B CEeKyHAax), No ncteve-
HWIO KOTOPOTO MPOUCXOAMUT NEPENOSKIOYEHNE, ECIN CecCUn
6blna pasopBaHa M3-3a NPEBbIWEHMA KOAMYECTBA MapLlipy-
TOB;

- type — Ha3HavaeT AeincTeue, BbINOJHAEMOE MpU A0CTUXE-
HUW MAKCMMA/IbHOTO 3Ha4YeHUA (pa3pblB ceccum <restart> nnm
oTNpaBKa npeaynpexaeHunsa <warning-only>).

BbIKNtOUMTL OrpaHUYeHne KoamyecTsa NPMHMMAEMbIX MapLu-
pyTtos oT BGP-cocepa.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKYHS;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHbIe MHTepBasbl.

- adv-sec — MMHMMAa/bHbIN MHTEPBAN MeXay oTrnpaskon UP-
DATE coobuieHnit 04HOTrO U TOTO e MapLLpyTa;

- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.

V —Advertisement-interval gonkeH 6biTb 60sblie
unu paseH withdraw-interval;

— MapLpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCUMPO-
BaHbl cocegHUM BGP-mapLlupytusatopam, pacnpe-
[,EenfaTca No Heckonbkum UPDATE-coobuweHuam.
Mexxay otnpaeKkoi atTux UPDATE-coo6uieHui Bbl-
AEp’KUBAETCA CNydaliHbli BpeMeHHOI UHTepBan
Takum o6pa3om, 4tobbl obLiee Bpema mexay 06-
HOB/NIEHWEM MapLUPYTOB B JIOKa/NbHOW Tabauue
BGP wu ortnpasBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae ornpasku
NOKaNbHbIX (MapLwpyTbl U3 IOKaNAbHOW AS) mapLu-
pyToB B eBGP-coeguHeHun. Takum 06pasom, KaxKk-
Ablii U3 MapLLIPYTOB MOXET UMETb C/IYYANHYIO Be-
NINYUHY 3aZePXKKM aHOHCUPOBAHMUS;

— TouHoCTb pa6oTbl Taimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMaNbHOro 3HauyeHua noboro us
3TUX TPEX TallMmepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuuTbiBaloTcA  Taiimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U Ae-aHOHCUPOBa-
HUMA MapLpyTOB, CKOHPUrypMpoBaHHbIX Ha
YCTPOMCTBE, AUCKPETUIMPYIOTCA WMHTEpBasioMm B
1/255 ot Hanbonbluero HaCTPOEHHOrO 3HaYeHUA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yper
NPUBOAUTb K YBEJIMUEHUIO YaCTOTbl AUCKPETU3a-
LM TaliMepoB U, COOTBETCTBEHHO, K MOHUXKEHUIO
TOYHOCTHN UX PaboTbl.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3afaTb BpEMEHHOM MHTepBaa mexay otrnpaskoit UPDATE co-
0b6LLEeHNI O4HOrO U TOTO Ke MapLUpyTa, UCNoab3yeTcs ANs
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NoKanbHOU AS) mapLipy-
T0B eBGP cocepam.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CEeKYHA,

3afaTb BPEMEHHOW MHTEPBan, N0 UCTEYEHUIO KOTOPOrO BO3-
06HOBAAETCA NOMbITKa co3aaTh BGP-ceccuio ¢ cocesom.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

next-hop-self

no next-hop-self

-/BbIK/IIOYEHO

Bkntountb nogmeHy 3HauveHua atpubyta NEXT_HOP Ha no-
KasbHbI agpec mapLipyTmsartopa.

OTKAtounTb NogMmeHy aTpmbyta NEXT_HOP.

as-override

no as-override

-/BbIKNOYEHO

BKAtounTb noameHy BcTpeyatoueroca B AS-Path Homepa AS
Ha CBOM MpW aHOHCMPOBAHUU B TaKYIO e aBTOHOMHYIO CU-
cremy.

BbikntounTb nogmeHny AS.

allowas-in allowas_number

no allowas-in

allowas_num-
ber:(0..255)/0

BK/ItOYMTb BO3MOXKHOCTb MPUHMMATL MapLUIpyTbl, B aTpubyTe
AS-Path KoTopbIx npucyTcTBYeT HOMep COBCTBEHHOM aBTo-
HOMHOI CUCTEMbI.
allowas_number — maKkcvmanbHO 4OMYCTUMOE KOAMYECTBO
BXOXAEHWUI COBCTBEHHOrO HOMEpa aBTOHOMHOM cUCTeMbl B
atpubyte AS-Path

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

remote-as [as_plain_id_|
as_dot _id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3afaTb HOMep aBTOHOMHOWM CUCTEMbI, B KOTOPOI HaxoauTcs
BGP-cocea. YcTaHOBNEHME COCeACTBA HEBO3MOXHO, NOKa CO-
ceay He HaszHavyeH Homep AS.

3710 AeicTBUE BIEYET PaspbiB CECCUM C COCEA0M U
V OUYUCTKY BCEX NPUHATBIX OT HEro MapLUPYTOB.

3 64 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

no remote-as

YAanutb MAeHTUOMKATOP cocesHelt aBBTOHOMHOW CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3afaTb BpeMeHHble UHTepBasbl.
- holdtime — ecnn B TeyeHue 3TOro BpeMeHU He byaeT npu-
HaTo keepalive-cooblueHune, To coeanHeHme ¢ coceaom cbpa-
cbiBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime ponkeH 6biTb 60nblie waAn paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, KoTopbii
HaCTPOEH Ha /JIoKa/IbHOM MapLUpyTU3aTope, TO
MCMNoNb3yeTcs NIOKaZbHOe 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCTPOeH Ha coceAHeM MapLipyTusatope U
3HauyeHWe JIOKaNIbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Talimepa keepalive;

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbiit
HaCTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbsyetca uenoe umucno, Ko-
TOpoe meHblue Yyem 1/3 Bbi6paHHOro Taiimepa
hold.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3agaTb BpemMeHHON MHTEPBAN yAepsKaHua coceaa B COCTOSA-
Huu ldle nocne Toro, KaKk oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTEPBAA BCe MOMbITKM NepeyCcTaHOBUTL COegnHeHne
C coceaom ByayT OTKNOHEHbI.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3afaTb BPEMEHHOW WHTEepBas MeXay YcTaHosBkoh TCP-
coeauHeHuA 1 oTnpaBkol nepsoro OPEN-coobuweHus.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OuMLL@eT MPUHATbIE OT HEro MapLUPYTbl, He YAANAA ero KOH-

durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHaunTb uHTEpdelic, KoTopbll ByaeT UCNOb30BaH B Kaye-
CTBE UCXOAALLEro Npyu COeaAnHEHUN C COCEA0M.

OTMEHUTb PYYHYIO HACTPOWKY UCXOAAWEro WHTepdeica,
BKNIOYAET aBTOMATUYECKMI BbIbOp MHTEpdelica.

route-reflector-client
[meshed]

HasHaunTb BGP-cocesa Route-Reflector knneHTom.

- meshed — napameTp BbICTaBAAETCA €CAU WUCMOAb3YyeTCA

mesh-tononorva. Mpu Noay4yeHUn oT Takoro KaveHta BGP-

MapLUPYTOB OHU He ByAyT NepecbiNaTbeca APYrMM KAUEHTaM.
BGP-mapwpytusatop asnsertca route-reflector-om,

-/disabled V ecnn xota 6bl 0aMH ero coces CKOHGUrypuposaH
KaK route-reflector knueHT.
Ana npumeHeHMA AAHHOW KOMaHAbl Heobxogum
‘ nepe3anyck BGP-ceccum ¢ cocegom.
no route-reflector-client YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
Ethernet-kommymamopsi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES35001-24F, MES5312, MES5316A, MES5324A, 365

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namati. MeTtoa No3BOASAET MPUMEHUTb
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
| Mo ymonuyaHuio pabotaet mexaHusm Route
V Refresh.

OTKAIOYUTb MEXaHU3M COXPaHEHWNA MapLIPyTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (1..64) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbI ByaeT NnpuMeHeH K
QHOHCMPYEMbIM WAN NPUHUMAEMbIM MapLIPyTaM.

OrtsazaTb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — uma Peer-rpynnbl, KoTopasa 6yaeT NpUMeHeHa K co-
ceay.
) Hacrtpoiiku Ha Peer-rpynne nmetoT 60os1ee BbICOKUIA
V npuopuUTeT, YeM HACTPOIKKN HA camom cocege.

Ypanutb cocega us rpynnbl.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasatb Tvn IPv4 address family n nepesectv kommyTatop B
pexum KoHdurypaumm cootseTcTBytowen address family gns
atoro BGP-cocepa.

BbikntounTb cooTBeTcTBYOLWYIO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/NOYEHO

YKazatb T1n 12vpn address family n nepesect kommyTaTop B
pexunm KoHdurypauum cootsetcTBytowert Address Family
ona satoro BGP-cocepa.

BbIkNtounTb cooTBeTCTBYIOLWYI Address-Family.

address-family vpnv4
{unicast | multicast }

no address-family ipv4
{unicast | multicast}

-/BbIK/IIOYEHO

Ykazatb Tun VPNv4 Address Family u nepesectn KommyTtatop
B PeXXMM KOoHdUrypaumm cootsetcTBytowent address-family.
V B Tekywiei sBepcum NO nogaepxaHo SAFI Unicast.

B Tekyuweii Bepcuu MO nopaep:kaHo BblaeneHue
MPLS-meToK perVRF.

BbIKNtoUMTb cooTBeTCTBYIOLWYO address-family.

fall-over bfd

no fall-over bfd

-/BbIK/IIOYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb npotokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..64) cumBona

3apaTb dunbTp as-path gna BGP-cocepa.
- name — “MA cNucKa as-path;

- in — 4NA BXOAALLMX MapLUPYTOB;

- out — 4N UCXOAALLMX MApPLUPYTOB.

Yaanutb ¢punbTp as-path.

password word

no password

word: (1..128) cumBon0B;
Mo ymonyaHuio
ayTeHTUdMKaumA
OTKNIOYEHa

BkntounTtb ayTeHTUdUKaumio Bcex TCP-cermeHToB, NPUHATBLIX OT
BGP-cocena. 3aaTb KoY ayTEHTUOUKALMM B TEKCTOBOM BUAE.
[aHHas HacTpoWika MrHoOpUpyeTca, ecan pas ayTeHTUduKaumm
yKa3saHa key-chain.

- word — K/to4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHWIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaHuio
ayTeHTUdMKauma
OTKNlOYEeHa

BkntounTb ayteHTUduKaumo scex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocepa. 3agaeT Koy ayTeHTUGMKaLMM B 3alIMPPOBAHHOM
BuAe (Hanpumep, Naposb B 3aMPPOBAHHOM BUAE, CKOMMPOBAH-
HbllA C ApYroro ycTponcTsa).

[aHHaA HacTpoiKa WUrHopupyeTcs, ecnn ana ayteHTuduKauum
yKasaHa key-chain.

- encryptedword — Knto4 B 3aliM$pPOBaHHOM BUZE.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

password key-chain word

word: (1..32) cumBonos;
Mo yMOAYaHWIO ayTeHTU-
duKauua oTKNOYEH]

3afaTb UMA CBA3KM KNtodeit, KoTopasa byaeT Ucnonb3oBaTbes AnA
ayTeHTUdMKauum Bcex TCP cermeHTOB, NPUMHATLIX OT BGP-coceaa.
- word — UMA CBA3KM KtOYen.

3 66 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

no password key-chain

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWIO.

ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHoBuTb TTL paBHbiit 64 ona EBGP-noakatoueHui.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWUIO.

evpn multihoming
core-tracking

no evpn multihoming
core-tracking

-/BbIKNOYEHO

BKAtounTb OTCnexmBaHme coctoaHna BGP-ceccumn go cocepa ana
nepesoga ethernet-segment B errdisable coctosHue.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

KomaHObl pexcuma KoHgu2ypayuu Address Family BGP-coceda

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxunume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabnnua 325 — KomaHzabl pexkuma KoHourypaumm Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second

| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKOUYNTL OrpaHMUYeHmne KomyecTBa NpMHUMaeMbiX MapLpyToB
oT BGP-cocepa.

- value — MaKcMMmanbHOe KOMYECTBO MPUHMMAEMbIX MapLupy-
TOB;

- percent — NPOLEHT OT MaKCMMasIbHOTO KOZIMYECTBa MapLLIPYTOB,
Nno AOCTUNKEHMM KOTOPOro OTNPABAAETCA NPeaynpexRaeHue;

- second — BpeMeHHOM NPOMEKYTOK (B CEKyHAaX), N0 UCTEYEHUIO
KOTOPOro NPOUCXOAUT NepenogKatoyeHne, ecam ceccus bbina
pa3opBaHa M3-3a NPEeBbILEHNUA KOMYECTBA MApPLLIPYTOB;

- type — Ha3Ha4aeT AeNCTBUE, BbINOJHAEMOE MPU AOCTUNKEHUN
MaKCMMaNbHOrO 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHuna <warning-only>).

BbIKNOYMTL OrpaHnyeHne Koan4yecTsa NMPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec

withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3afaTb BpeMeHHble UHTepBasbl.

- adv-sec — MMHMManbHbIN MHTepBan mexay oTnpaskoit UPDATE
COO0bLLEHUI O4HOTO M TOTO YKe MapLIpyTa;

- With-sec — MMHUMAnNbHbIV MHTEPBAN MEXAY aHOHCUPOBaHWEM
MapLupyTa 1 ero nocneayoWwmnm ae-aHOHCUPOBAHUEM.

V —  Advertisement-interval gomxkeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble AO0NXHbl 6biTb aHOHCUPO-
BaHbl cocegHUm BGP-mapwipyTtusatopam, pacnpe-
[enaTca no Heckonbkum UPDATE-coobweHusam.
Mexay otnpaskoit 3Tux UPDATE-coo6uieHuit Bbi-
AEP}KUBAETCA CNyYalHbli BPEeMEHHOW MHTepBan
Takum o6pasom, utobbl obLiee Bpema mexay 06-
HOBJIEHWEM MapLUPYTOB B JIOKa/NbHOW Tabnuue
BGP u ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyuyae otnpasku
NIOKaNbHbIX (MapLpyTbl U3 0KanbHOM AS) mapLu-
pyToB B eBGP-coeguHeHnun. Takum o6pasom, Kaxk-
AblA U3 MApPLUPYTOB MOXKET UMETb C/Ty4alHYIO Be-
JNINUMHY 33[,eP3KKM aHOHCUPOBaHUA;

—  TouHocTb pabotbl TaiimepoB advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAaKCMManbHOro 3HavyeHuAa noboro u3
3TUX TPEX TallMepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuuTbiBatoTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeii). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HUA  MapLIPYTOB, CKOHPUIYPUPOBAHHLIX HA

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 367
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HELTEX

no advertisement-interval

YCTPOWCTBE, AUCKPETUIMPYIOTCA MHTEPBAJIOM B
1/255 oT Hanb0/bLIEro HaCTPOEHHOrO 3HAYEHUS.
YBennMyeHne MaKCMManbHOro 3HauveHusa 6yaer
NPUBOAUTb K YBEIMYEHUIO YacTOTbl AUCKpPETU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K NOHUXXEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBWUTb 3HAYEHUE NO YMOI4YaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aTb BpeEMEHHOW MHTepBan mexay otnpaskoi UPDATE coob-
LLLEHNI O4HOTO U TOTO }Ke MapLIpyTa, UCNONb3YeTCcA ANA aHOHCa
NIOKaNbHbIX (MapLwpyTbl M3 NOKanbHOM AS) maplpytos eBGP-co-
ceanam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

default-originate [route-map
name]

no default-originate

name: (1..64) cumsona/-

AHoOHcHpoBaTb BGP-coceay mappyT no YyMOAYaHUIO BHE 3aBU-
CUMOCTM OT Ero HaZIMUMA B IOKANbHOM TabanLLe MapLpyTM3aLmn.
B KauecTBe nexthop B Takom MapupyTe b6yaeT yKasaH WHTep-
delic, ¢ KoToporo ycTaHosneHa BGP-ceccus.
- route-map — napameTp NO3BOJIAET aHOHCUPOBATb MapLUPYT NO
YMO/IYaHMIO, TONIbKO €CAM OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
IMLE MapLpyTM3aL MK U ero UCTOYHUKOM He ABAETCA MPOTOKO
BGP.
- name — UMA NONIMTUKM route-map, Kotopasa byaeTt npumeHeHa
K onepaLmy aHOHCMPOBAHUA MAPLLPYTA NO YMOAYAHUIO.
Route-map po/mKHa copepkatb B cebe TONbKO Cek-
V yuio match ip address c ykazaHuem Ha prefix-list, nog
KOTOpbIi NonagaeT mapwpyT no ymonuyanuio. Mpu-
Mep HaCTPOMKM TaKoM route-map m prefix-list npuse-
OeH nopg Tabauueid.

Ecnu B prefix-list HaxoauTca ykasaHue Ha Kako-1M6o
MapLIPYT, OT/IMYHBIN OT Ae(PONTHOrO, TO UMEHHO 3TOT
MapLUPYT AOMXKEH NPUCYTCTBOBATb B JIOKa/IbHOM Ta6-
Nvue MapupytusauuM, 4tobbl aHOHcMpoBancAa
MapLUpPYT N0 yMOA4aHMI0. OrpaHUYECHUIt Ha UCTOu-
HUK 3TOr0 MapLIpyTa HerT.

Y

OTmeHuTb HacTpoiiky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (1..64) cumBona

- name — UMA NONUTUKM route-map, KoTopas byaeT NpUmeHeHa
K cocenly B gaHHoi Address Family. Mo3sonseT puabTpoBath U
BHOCWTb M3MEHeHUA B aHOHCUMPYeMble U NMPUHUMaeMble MapLu-
pyTbI.

Y8anuTb NoNUTUKK ¢ gaHHon Address Family.

next-hop-self

no next-hop-self

-/BKAKOYEHO

Bkntountb nogmeHy 3HaveHua atpmbyta NEXT_HOP Ha nokanb-
HbI agpec MapLpyTM3aTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

as-override

no as-override

-/BbIK/IIOYEHO

BKntounTb NnogmeHy BcTpeyatowerocsa B AS-Path Homepa AS Ha
CBOI MPU aHOHCUPOBAHMM B TAKYIO K€ aBTOHOMHYIO CUCTEMY.

BbIkntounTb nogmeHy AS.

allowas-in allowas_number

no allowas-in

allowas_number:
(0..255)/0

BK/1104MTb BO3MOXKHOCTb MPUHMMATb MapLIpyThl, B aTpubyTe
AS-Path KoTopbix npucyTcTByeT HoMep COBCTBEHHOM aBTO-
HOMHOWM CUCTEMBI.
allowas_number — makcMmanbHO 0OMyCcTMMOE KOJIMYECTBO
BXOXAEHWUI COBCTBEHHOrO HOMEepa aBTOHOMHOWN CUCTEeMbI B
aTpmbyTe AS-Path

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

next-hop-unchanged

no next-hop-unchanged

-/BbIKNIOYEHO

CoxpaHATb BGP atpnbyT next hop npu nepegaye mapwpyTta eBGP
cocegy.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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HELTEX

route-reflector-client [meshed] HasHauutb BGP-cocepa Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAAETCA €CU UCNoNb3yeTcAa mesh-
Tononorua. Npu nonydyeHnUn oT Takoro KameHta BGP-mapwpytos
OHW He byayT NepecbIiNaTbCa APYrMM KANEHTAM.
-/disabled BGP-mapwpyTtusatop nasnsetrca route-reflector-om,
« ecnn XoTAa 6bl 0AUH ero cocep, CKOHPUrypuMpoBaH KaK
V route-reflector KnueHr.

Ansa npumeHeHMA JAHHOW KOMaHAbl Heobxoaum ne-

pe3sanyck BGP-ceccum ¢ cocegom.

no route-reflector-client YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

[Mpumep HacmpolKu route-map, ucnosas3yemol 8 KomaHoe default-originate

consolef#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit

console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #fexit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHgu2ypauuu Peer-epynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoHpurypauum Peer-rpynn:
console (router-bgp-nbrgrp) #

Tabnunua 326 — KomaHabl perknuma KoHourypaumm Peer-rpynn

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
maximum-prefix value [thresh- BK/IlOUMTbL OrpaHUYeHme KonYecTsa NPMHUMaEMbIX MapLIPyTOB
old percent | hold-timer second oT BGP-cocegaa.
| action type] - value — MakcMManbHOe KOAMYECTBO MPUHUMAEMbIX MApLLpY-
TOB;
- percent — NPOLLEHT OT MaKCMMa/IbHOTO KO/IMYECTBA MapLLPYTOB,
value: (0-4294967295); Nno AOCTUXKEHUN KOTOPOTro OTNPaBAAETCA NpeaynpexiaeHue;
percent: (0-100); - second — BpeMeHHOI NPOMEKYTOK (B CEKYHAAX), MO UCTeYEHUIO
second: (30-86400); type: | KOTOPOro MPOUCXOAMT MepenojkatoyeHne, ecan ceccua bbina
(restart, warning-only) pa3opBaHa M3-3a NPeBbIEHNA KOMYECTBa MapLUPYTOB;
- type — Ha3Ha4aeT AelcTBUe, BbIMOJHAEMOE NPU AOCTUNKEHUU
MaKCMManbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaska npeaynpexaeHua <warning-only>).
no maximum-prefix BbIK/IIOUNTL OrpaHUYeHME KOIMYECTBA NPUHUMAEMBIX MapLUpy-
ToB OT BGP-cocepa.
advertisement-interval adv_sec 3a4aTb BpeMeHHble MHTepBabl.
withdraw with_sec - adv-sec — MMHUManbHbIM MHTEPBAN mexay oTnpaskoi UPDATE
COO0DBLWEHNI OLHOTO U TOTO e MapLLIPYTa;
- With-sec — MMHMMaNbHbIN UHTEPBAN MeEXAY aHOHCUPOBAHUEM
MapLIpyTa 1 ero Nocneayowmm fe-aHoOHCUPOBaHNEM.
V —  Advertisement-interval gomkeH 6biTb 60nblue
unu paseH withdraw-interval;
adv-sec: (0-65535)/30 —  MapuwpyTbl, KOTOpble A0NXHbI 6biTb AHOHCUMPO-
CeKyHa,; BaHbl cocegHUm BGP-mapwipyTtusatopam, pacnpe-
with-sec: (0-65535)/30 [enaTtca no Heckonbkum UPDATE-coobweHuam.
CEeKyHZ, Mexay otnpaBkoi aTux UPDATE-coo6uieHunit Bbl-
AEP’KUBAETCA CNYYalHbIi BPeMEHHOM MHTepBan
Takum o6pasom, 4Tobbl obLiee Bpema mexKay 06-
HOBJIEHUEM MapLUPYTOB B JIOKa/NbHOW Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuye-
HUA He npeBblwano advertisement-interval nan
as-origination-interval B cnyuae otnpaBKu 10Kab-
HbIX (MaplwpyTbl U3 N0KanbHOM AS) mapLipyToB B
eBGP-coeanHeHnn. Takum obpasom, Kaxapblii u3
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HELTEX

no advertisement-interval

MapLUPYTOB MOXET MMETb C/y4YaliHYI0 BEeIMYUHY
334,ePKKM aHOHCUPOBAHMUSA;

— TouHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBUCMT OT MaKCMManbHOro 3HauyeHus
N60ro 13 aTUX TPEX TalimepoB, HACTPOEHHbIX Ha
BGP-mapuwpyTusatope (yuuTbiBaloTca Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocegeit). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HUA MapLIPYTOB, CKOHPUIypUMPOBaHHbIX Ha
YCTPOICTBE, AUCKPETU3IMPYIOTCA MHTEPBAJIOM B
1/255 ot HambonbLEro HaCTPOEHHOrO 3HAYEHUSA.
YBenMueHue MaKCMManbHOro 3HauveHua 6yger
NPUBOAUTL K YBE/IMYEHUIO YacTOTbl AUCKpPeTU3a-
UMM TaliMepoB U, COOTBETCTBEHHO, K MOHUXKEHUIO
TOUYHOCTU uX paboTbl.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3afaTb BpeMEHHOW MHTepBan mexay otnpaskoit UPDATE coob-
WEHWUI OAHOIO M TOTO }Xe MapLUpyTa, MCMNO/b3YeTCA AN aHOHCa
JIOKaNbHbIX (MapwpyTbl U3 NoKanbHoM AS) mapwpyTtoB eBGP co-
cepam.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3apatb BpeMeHHOﬁ WMHTEepBan, N0 UCTEYEHUID KOTOPOro B0306-
HoB/IAETCA NOoMbITKa co3aatb BGP-ceccuto ¢ cocegom.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BkntounTb NnogmeHy 3HauveHua atpubyta NEXT_HOP Ha nokanb-
HbI/ aApec mapwpyTusaTopa.

OTKAtouMTbL NoameHy aTpmbyta NEXT_HOP.

as-override

no as-override

-/BbIK/IIOYEHO

BkntoumTb NnogmeHy BcTpevatoweroca B AS-Path Homepa AS Ha
CBOM NPU aHOHCUPOBAHWUM B TAKYHO e aBTOHOMHYIO CUCTEMY.

Bbikntountb nogmeHy AS.

allowas-in allowas_number

allowas_number:

BKOUYNTE BOSMOMKHOCTb NPUHUMATb MapLLpPYTbl, B aTpnbyTe
AS-Path KoTopbIx npucyTcTByeT Homep cOBCTBEHHOM aBTO-
HOMHOW CUCTEMBbI.

allowas_number — makcumanbHO JOMyCTMMOE KOJIMYEeCTBO

no remote-as

(1.0..65535.65535)

(0..255)/0 BXOXAEHWUWA cOBCTBEHHOrO HOMEpa aBTOHOMHOW cUCTeMbl B
aTpunbyTe AS-Path
no allowas-in YCTaHOBUTb 3Ha4YeHUE NO YMONYAHUIO.
remote-as [as_plain_id_| 3apaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOW HaxoauTcs BGP-
as_dot_id] as_plain_id: cocep,. YCTaHOB/IEHUE COCEACTBA HEBO3MOXHO, MOKAa coceay He
(1..42_94967_295)/1 Ha3HayeH Homep AS.
as_dot_id:

JTo peiicTBMe BNEUYET paspbiB CECCMMU C COCEfOM U
OUMCTKY BCEX NPUHATLIX OT HErO MapLLPYTOB.

Ypanute naeHTMPUKATOp coceHeit aBTOHOMHOM CUCTEMbI.

timers holdtime keepalive

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3afaTb BpEMEHHbIe MHTEPBabI.

- holdtime — ecnu B TeueHUe 3TOro BpemeHu He ByaeT NPUHATO
keepalive-coobuieHre, To coeguHeHue c cocegom cbpacbiBa-
ercs;

- keepalive —uHTepBan mexay otnpaBKoi keepalive-coobLueHmit.

V 3HaueHusa holdtime u keepalive gonxHbl 6biTb NM60O
06a paBHbI HyA10, 1M60 06a 60/blue HyAS.

holdtime gonxeH 6biTb 60nble UK paBeH keepalive.

— Ecnm 6bin BblbpaH Taiimep hold, KoTtopbii

HaCTPOEeH Ha JIOKaZlbHOM MapLLPyTU3aTope, TO UC-

nonb3yeTcA JiIOKa/sbHOE 3HauyeHue Talimepa
keepalive;
— Ecnm 6bin BbibpaH Taiimep hold, Kotopbliii

HaACTPOEH Ha coceaHEeM MapLUpyTM3aTope U 3Haue-
HUEe JIOKa/ZIbHO HacTpoeHHoro Taiimepa keepalive
meHbLe yem 1/3 BbibpaHHoOro Taiimepa hold, To
MCcnosib3yeTca JIOKasbHOe 3HaueHue Talimepa
keepalive;

Echu 6bin BbiGpaH Taimep hold, Kotopbii
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HELTEX

no timers

HacTPOEH Ha coceHeM MapLUPYTM3aTope U 3Haue-
HUEe JIOKa/ZIbHO HacTpoeHHoro Taiimepa keepalive
6onbwe yem 1/3 BbiGpaHHoOro Taiimepa hold, To
UCNONb3yeTca Lenoe 4YUCA0, KOTOpoe MeHblue
yem 1/3 Bbi6paHHOro Taitmepa hold.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aTb BpeMeHHOW MHTepBan yaep)KaHuaA cocena B COCTOAHUM
Idle nocne Toro, Kak oH 6bl1 COPOLLEH B 3TO COCTOSAAHME. 3a 3TOT
MHTEpPBa/ BCE NOMbITKM NepeycTaHOBUTb COeANHEHMNE C COCEA0M
6yAyT OTKJOHEHbI.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3afaTb BPEMEHHOW WHTepBan Mexay YycTtaHoskoih TCP-

coeguHeHus n otTnpasKoi nepsoro OPEN-coobuweHus.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

AOMUHUCTPATMBHO BbIK/AOYaEeT ceccum co Bcemn BGP-cocegamm,
BXOAALMMM B COCTaB peer-rpynnbl, 1 O4MLLAET NPUHATLIE OT HUX
MapLUpyTbl, HE yAanAaa UX KOHPUrypaLmu.

B KOHUIypaumio Kaxaoro cocesa, BXOAALLErO B peer-rpynny, B
KOHTeKCT (router-bgp-nbr) gobaenserca komaHga shutdown.

AOMWHUCTPATUBHO BKAKOYAET ceccumn co scemun BGP-cocegamm,
BXOAALLMMM B COCTaB peer-rpynnol. YaanaeTt komaHay shutdown
U3 KOHPUIypaLMmM KaxkAoro cocesa, BXOAALLErO B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet

te port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

HasHauntb nHTEpdelic, KoTopbI byaeT NCNOoNb30BaH B KayecTse
NcXoaALLEero Npu CoeAMHEHNN C COCEA0M.

twe_port | twe_port: (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | Port-Channel group | group: (1..48);
Loopback loopback | Vlan loopback: (1-64);
vlan_id] vlan-id: (1-4094)
no update-source OTMEHUTb PYYHYH HACTPOWMKY Mcxoasawero nHtepderica, BKAO-
YaeT aBTOMATUYECKUM BbIbop nHTepdeiica.
route-reflector-client [meshed] HasHauntb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBNAETCA €C/IM UCMOAb3yeTca mesh-
Tononorua. MNpu noay4yeHnn oT Takoro KnaneHTa BGP-mapwpyTtos
OHU He ByayT nepecbiNaTbCsa APYrUM KNNEHTAM.
BGP-mapwpytusatop ssnsetca route-reflector-om,
-/disabled V ecnm xota 6bl OAMH ero coce, CKOHGUIYPMPOBaH Kak
route-reflector KnueHr.
DOnsa npumeHeHuA BAHHOW KOMaHAbl Heobxoaum ne-
V pe3sanyck BGP-ceccum ¢ cocegom.
no route-reflector-client YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
soft-reconfiguration inbound KomaHza coxpaHAeT nojsyyYyeHHble OT cocena MaplupyTbl B OT-
nenbHon obnactv namatu. Metog no3BoAseT NPUMEHUTb BXOAA-
LWyt MOAUTUKY «route-map in» ansa cocega 6e3 c6poca cocea-
/disabled CTBa M 3anpoca MapLipyToB.

no soft-reconfiguration in-
bound

71 Mo ymonuaHuio pabortaer mexaHusm Route Refresh.

OTKAOUYUTL MEXaHM3M COXpaHEeHUA MapLpPyTOB.

prefix-list name {in | out}

no prefix-list name {in | out}

name: (1..64) cumsona

- name — HasBaHue IP prefix-list, KoTopbIi 6ygeT npumeHeH K
AHOHCMPYEMbIM WM NPUHUMAEMbIM MapLIPyTam.

Otsasathb IP prefix-list.

fall-over bfd

no fall-over bfd

-/BbIKNIOYEHO

BkatounTb npoTtokon BFD Ha peer-rpynne.

BbikntounTb npotokon BFD Ha peer-rpynne.
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HELTEX

password word

no password

word: (1..128) cumBo0B;
Mo ymonyanuo
ayTeHTUdUKaLmA
OTK/IloYeHa

BkatounTb ayteHTUdUKaumio Bcex TCP-cermeHToB, NPUHATBIX OT
BGP-cocepa. 3agaeT Koy ayTeHTUOMKALMM B TEKCTOBOM BUAE.
[aHHasa HacTpoiKa WrHOpUpYeTCa, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[aHHaa HacTpoiKa MWrHopupyeTca 4aa NUPOB, BXOOALLMX B
HacTpanBaemyto rpynny, 4na KOTOPbIX NPUCYTCTBYIOT COOCTBEH-
Hble HaCTPOMKM ayTEHTUDUKALMMN.

- word — KntoY B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyanumio
ayTeHTUdUKaLmA
OTK/IloYeHa

BkntounTb ayTeHTUdUKaumio Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocena. 3apaet Knto4 ayTeHTMdUKaLMM B 3alIMPpPOBaHHOM
Buge (Hanpumep, naponb B  3awndpoBaHHOM  BuAe,
CKOMMPOBaHHbIV C APYroro ycTpomncTaa).

[aHHas HacTpoWika UrHopupyetca, ecan gns ayTeHTUdUKaumm
yKasaHa key-chain.

[aHHaa HacTpolika WrHopupyeTca A/AA NUPOB, BXOAALLMX B
HacTpauMBaemylo  rpynny, A48  KOTOPbIX  MPUCYTCTBYIOT
CcOBCTBEHHbIE HACTPOMKM ayTEHTUDUKALUN.

- encryptedword — kntou B 3aluMdpOBaHHOM BUAE.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

password key-chain word

no password key-chain

word: (1..32) cumBo108B;
Mo ymonyanumio
ayTeHTUdUKaumA
OTK/ItOYEHA

3a4aTb UMA CBA3KM KKOYEN, KOTopas byaeT Ncnosib30BaTbCA s
ayTeHTMdMKaumm Bcex TCP cermeHTOB, NPUHATBLIX OT BGP-coceaa.
[aHHas HacTpoiKa MUrHopupyeTtca 414 NUPOB, BXOOALLMX B
HacTpamBaemylo  rpynny, AAA  KOTOPbIX  MPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKKM ayTeHTUDUKALUK.

- word — VMs CBAI3KM KHOYEN.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 community list

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHduUrypaLmm ctTaHaapTHoro community list:

console (ip-comm-list) #

Tabnunua 327 — KomaHabl pexkMma KoHbUrypaumm ctaHgapTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[Oo6aBnTb community B CMCOK.

Ypanntb community M3 cnucka.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdUrypaLmum cTaHgapTHoro extcommunity list:

console (ip-extcomm-list) #

Tabnunua 328 — KomaHabl perkruma KoHouUrypaumm ctaHgapTHoro extcommunity list

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath| rt | soo}
number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBuTb pacluMpeHHOe community B CMUCOK.
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HELTEX

ext-community cost [igp |
pre-bestpath] value

value: (0..255)

[06aBuTb paclumpeHHoe community B CIUCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath] | rt | soo}

Yaanutb peclumpeHHoe community U3 cnucka.

KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNMPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 329 — KomaHab! perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip bgp [ip_add]
vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

MNepeycTtaHOBUTb coeanHeHuA ¢ BGP-cocegamm, ouniuas npum-
HATbIE OT HUX MapPLLIPYTbI;

- ip_add — apgpec cocegHero BGP-cnukepa, ¢ KoTopbiMm byaeT
nepeycTaHOB/IEHa ceccus;

- vrf — obsacTb BUMPTyasbHOM MapLpyTU3aLMK, B KOTOPOM
HaxoAMTCA MapLIPyT.

show ip bgp dfi safi
vrf [vrf-name]

afi: (all, ipv4, 12vpn);
safi (all, unicast,
multicast, evpn);
vrf-name: (1..32)
cumBona, all

OTo6pa3snTb Tabanuy BGP-mapwpyTtoB (Loc-RIB) yKasaHHbIX
AFI/SAFI.

- afi — naeHTndumkaTop Address Family;

- safi — nageHtTnpukatop Sub-Address Family;

- vrf — obsacTb BMPTyasbHOM MapLpyTU3aLMK, B KOTOPOM
HaX04MTCA MapLUPYT.

show ip bgp [ip_add]
vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT06pasunTb Tabanuy BGP-mapwpyTos (Loc-RIB).

- ip_add — npeduKc noacetTn HasHayeHus, No KoTopomy byaeT
oTobpaykeHa noapobHas MHPopMaLMA O MapLIpyTax A0 HEE;

- vrf — obsacTb BMPTYyasbHOM MapLIPyTU3aLMKU, B KOTOPOM
HaX04MTCA MapLUPYT.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]
vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT106pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
-ip_add —appec coceaHero BGP-cnvKepa, no KoTopomy byaet
oTPuUNbTPOBaHa MHDOPMALUS;
- detail — oTo6pasnTb NoAPO6HYIO0 MHbOPMaLMIO;
- advertised-routes — 0To6pa3nTb TabAULY MapLLPYTOB, aHOH-
CUPOBaHHbIX coceay;
- received-routes — 0T06pasuTb TabauLy NPUHUMAEMbIX
MapLUPYTOB A0 NPUMEHEHUS K HUM BXOAALLEN NOAUTUKM;
- vrif — obnacTb BUpPTyanbHOW MapLUpyTM3aLMK, B KOTOPOM
HaxoAMUTCA MapLIpyT.
Ona oTobpa’keHUs NPUHUMAEMBbIX MapLIPYTOB C
V K/ouom received-routes B KOHTEKCTE HAaCTPOIKM CO-
OTBETCTBYIOLLEro coceAa A0/MKHA bbiTb 3a4eicTBo-
BaHa KomaHaa soft-reconfiguration inbound.

show ip bgp peer-group
name vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT06pa3smnTb co3gaHHble Peer-rpynmnbl U UX HAaCTPOMKMK.

- name — 0T06pasnTb HAaCTPOMKM rPyNMbl C UMEHEM nhame;

- vrf — obsacTb BUMPTyaNbHOM MapLpyTU3aLMK, B KOTOPOM
HaX04MTCA MapLLPYT.

show ip bgp peer-group
name neighbors vrf
[vrf-name]

-/vrf-name: (1..32)
cumBona, all

OTO6pasuTb COCTOALLMX B peer-rpynne coceseil.
- vrf — obnactb BUPTyanbHOM MapLIpyTM3aLMKU, B KOTOPOW
HaxoAWTCA MapLLPYT.
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HELTEX
Tabnunua 330 — KomaHabl pexkuma KoHourypaumm VRF

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
distance bgp {ebgp | ibgp} YCTaHOBUTb 3HaYeHMe aAMUHUCTPATUBHOW gucTaHumm (AD) ans
distance BCEX MApPLUPYTOB YKa3aHHOro Tuna.
distance - BGP inter-as (ebgp) — ycTaHaBnmBaeT 3HaueHne AD ans mapLu-
(1..255)/ pyTOB, NPUHATbIX MO NpoTokony BGP oT eBGP cocepga;
BGP intra-as:200, - BGP intra-as (ibgp) — yctaHaeausaeT 3HayeHne AD ana mapui-
BGP inter-as:20 pyTOB, NPUHATbLIX N0 NpoTokoay BGP ot iBGP cocepa.
no distance bgp {ebgp |
ibgp}

5.32.5 Hacmpolika npomokKona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMYECKON MapLUpPYyTU3aLLMK, OC-
HOBaHHbI Ha TEXHO/MIOTUWN OTCAEXKUBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3ytowmin ans
HaXOXAEeHUA KpaTyanwero nyty anroputm Jenkcrpbl. NpoTokon IS-IS npeacTtasnseT coboi NPOTOKON BHYT-
peHHero wo3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHGOPMALIMIO O AOCTYMHbIX MapLIpyTax Meskay
MapLLpPyTU3aTOPaMmn 04HON aBTOHOMHOM CUCTEMbI.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:
console (config) #

Tabnunua 331 — KomaHabl perkuma rnobanbHoM KoOHGUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro
router isis 3anycTuTb IS-IS mapwpyTr3aTop. BxoauT B pemm KoHourypaumm
-/ISIS mapLpyTM3aTtop npotokona IS-IS.
no router isis OTK/tOYeH OcTaHoBUTb IS-IS MmapwpyTusaTop. YaanaeT KoHPUrypaumo npoTo-
kona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokona I1S-1S

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPUrypaumm npotokona IS-IS:
console (router—-isis) #

Tabnunua 332 — KomaHabl pexkMma KoHourypauum npotokona IS-IS

3HayeHue/3Ha4yeHue
KomaHoa o ymonyaHuio Jelicmsue
address-family ipv4 unicast - MepeiTn B pexkum KoHpurypaumm Address-Family.
authentication key word 3apaTtb KAY ayTeHTMOUKaumMM B BuAe Tekcta. Mcnonblyetca
[level] word: (1..20) Ana ayteHTudumKaumm LSP, CSNP, PSNP PDU. [laHHas HacTpoiika
CUMBO/IOB; UTHOpUpYyeTCcA, ecan gaa ayTeHTUudMKaumm ykasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, s KOTOPOro NPUMEHUTCA HAaCTPOWKa.
no authentication key YpanuTb KoY ayTeHTUOUKauuu.
authentication key encrypted 3a/aTb K04 ayTEHTUGMKALLMM B 3aLIMOPOBAHHOM BUAe (Hanpu-
encryptedword [level] encryptedword: mep, naponf, B 3aWMPpPOBAHHOM BUAE, CKOMMPOBaHHbLIN C ApY-
roro yctporcrea). Mcnonbayetca ans ayTeHTUduraumm LSP,
(1..128) cumBonos; N
level: (level-1, level-2)/ CSNP, PSNP PDU. daHHas HaCTpO.MKa UrHOpUpyeTca, ecan AnA
level-1-2 ayTeHTMdMKaLMM yKasaHa key-chain.
- encryptedword — Kntou B 3aluM$pPOBAHHOM BUAE;
- level — ypoBeHb IS-IS, gna KOTOPOro NPUMEHMUTCA HacTPOMKa.
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HELTEX

no authentication key

Y4anuTb KNty ayTeHTUOUKaLUK.

authentication key-chain
word [level]

no authentication key-chain

word: (1..32)
CMMBONA;
level: (level-1, level-2)/
level-1-2

3apaTb MMA CBA3KKU Ktouen, KoTopas byaeT Mcnosib3oBaTthbeA
ona aytreHTudumraumm LSP, CSNP, PSNP PDU.

- word — UMA CBA3KU KNtoYel;

- level — ypoBeHb IS-IS, AN KOTOPOro NPUMEHUTCA HAaCTPOMKA.

OTK/IIOYUTD PEKUM UCMONB30BAHUA CBA3KM KNKOYEN AN ayTeH-
TUdUKaumK.

authentication mode {text |

level: (level-1, level-

BkntounTb ayTeHTUdMKaumio B IS-IS u onpeaensaeT ee Tmn:

md5} [level] 2)/level-1-2; - text — ayTeHTUOMKaLMA OTKPLITBIM TEKCTOM;
Mo ymonyaHuio - md5 — ayTreHTUPUKaLma MD5;
ayTeHTUOMKaLMA - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication mode OTK/IIOYeHa. YCTaHOBUTbL 3Ha4eHMe N0 YMO/IHaHMIO.
hostname dynamic BkAOUNTb Noafep:KKy AMHammnyeckmx hostname.
-/BKAKOYEHO

no hostname dynamic BbIKNOUNTL NOAAEPIKKY AMHAMUYecKnx hostname.
is-type {level-1 | level-2-only 3apatb TMN MaplupyTusaTopa B IS-IS someHe:
| level-1-2} - level-1 - Bce B3anmoaencTema ¢ ApyrMmu mapLupyTMsatTopamm

npoucxogAat Ha 1 yposHe;

- level-2-only — Bce B3avmoaencTaus ¢ 4pyrumu mapLipytmsa-

-/level-1-2

no is-type

TOPamMM NPOUCXOLAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NnogaepsknBaeT B3aumogencTama 06o-
NX YPOBHEN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YCTaHOBWUTb MaKCMMaibHO BO3MOXKHbIM pa3mep OTNpaBAseMbIX
LSP 1 SNP. 3HaueHue Isp buffer size He gonkHO NpeBbIWaTh 3Ha-

6aliT yeHue pdu buffer size.
no Isp-buff-size YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
Isp-gen-interval second [level] 3aaTb MUHUMA/bHBIV MHTEPBAN B MC MeXAy reHepauunei oa-
second: (1- HO 1 TOM Xe LSP.
65535000)/30000 - second — 3HaYeHWe MHTEPBANa B MUJIMCEKYHAAX, NO UCTEYe-
MUNCEKYHA, HUM KoToporo LSP moeT 6biTb 3aHOBO CreHepupoBaHo;

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

- level — ypoBeHb 419 KOTOPOro MPMMEHUM AaHHbIA MHTEPBa.
ECANM He yKa3blBaTb, MHTEPBaA MPUMEHUTCA K 060MM YPOBHAM.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a4aTb MaKCMManbHbIM MHTEPBAN B CEKYHAAX Mexay reHepa-
umeit LSP.

- second — 3Ha4YeHWe UHTepBasa B CEKYHAAX, MO UCTEYEHWUN KO-
Toporo LSP 6yaeT 3aHOBO CreHepupoBaHo.

YCTaHOBUTb 3HaYeHue no YMO4aHULO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHA

3agaTb Bpemsa KunsHu LSP. 3HaueHne foKHO 6biTb XOTA 6bl Ha
300 cekyHz 6onblue, yem Isp-refresh-interval.
- second — 3HaYeHWe B CEKyHAaX.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

metric-style style [level]

style: (narrow, wide,

3afaTb UCNO/b3yeMbIii CTUAb METPUKM.

-narrow — NoAAEPKMBaATb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
PpUKY;

-wide — NoaAepKMBaATb TONbKO PACLUMPEHHYIO METPUKY;

both)/both -both — nopaep»neaTb 06a CTUNA METPUKMU;
level: (level-1, level- - level — ypoBeHb, ANA KOTOPOrO NPUMEHUM YKa3aHHbIN CTUb
2)/level-1-2 MeTPUKU. ECIM He yKa3biBaTb, MeTPMKa NPUMEHUTCA K oboum
YPOBHAM.
no metric-style YCTaHOBWTb 3HAYEHME MO YMOHAHUIO.
net XOUOOOXXXX.XX YcTaHoBUTb Tak Hasbisaembli NET (Network Entity Title) agpec
— YHWKaNbHbIN MAEGHTUOMKATOP MapLlupyTu3aTopa B npeenax
- IS-IS pomeHa. Mpwu 3anmcm NET ncnonblyerca wectHagLaTMpny-
HasA CMCTEeMA CYUCNEHUA.
no net Yoanutb naeHTMdUKaTop mapLipytnsaTtopa.
shutdown OTkntounTb Npouecc ISIS.
-/BKAKOYEHO
no shutdown BkatoumTb npouecc ISIS.
Spf interval maximum-wait second: (O- YCTaHOBUTb MHTEPBAN MeXAy ABYMA NOC/iefoBaTeIbHbIMU Ne-
second 4294967295)/5000 pecyeTamu anroputma SPF B MunncekyHaax.
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HELTEX

no spf interval maximum-
wait

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

spf threshold restart-limit

YCTaHOBWUTbL CKOJIbKO pa3 anroputm SPF moxeT 6biTb npepBaH

number number: (1- o6HoBneHMem LSDB.
4294967295)/10
no spf threshold restart-limit YCTaHOBUTb 3HAYeHMEe N0 YMOJHAHUIO.
spf threshold updates-restart 3agaTb KoamyecTBo 06HoBAEHMI LSDB, npu KOTOPbIX anropmntm
number number: (1- SPF ocTtaHaBnMBaeTcA M nepe3anyckaeTca.
4294967295)/
no spf threshold updates-re- 4294967295 YCTaHOBUTb 3HAYeHME N0 YMOHAHMUIO.
start
spf threshold updates-start KonunuectBo o6HoBNEeHMIA LSDB, Heobxoanmoe ans HemepgaeH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/ 3TOM UTHOpUpYyeTCcA).
no spf threshold updates- 4294967295 YCTaHOBUTbL 3HaYEHKE N0 YMONYAHWIO.

start

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm Address-Family:

console (router—-isis—-af) #

Tabanuya 333 — KomaHab! perknma KoHourypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewunts uMnopT connected mapLpyTos:

- level — ypoBeHb IS-IS, B KOTOpbIV ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBUTb UMMOPTUPYEMbBIM MapLUPyTam TN MeT-
PVKK;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nms cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 414 GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) CTuab meT-
PUKM, BCE 3HAYEHUs MEeTPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpelaet uMmnopT connected mapLipyToB
B IS-IS. B cnyyae yKasaHWA nmapameTpa BO3BpallaeT ero ge-
donTHOe 3HaYeHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Pa3zpewmnTb MMNOpPT cTaTUUECKNX MapLLpyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIi ByaeT BbINONHATLCA Nepe-
pacnpegeneHve mMapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLLpyTam TUN MeT-
pUKK;

- metric — 3HaYeHME METPUKMN A1 UMMNOPTUPYEMBIX MApLLpPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ncnonb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTAaHAAPTHBIN (narrow) ctunb met-
PVKW, BCE 3HAYEHUA MeTPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpellaeT MMMOPT CTaTUYECKUX MapLLpy-
TOB B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpallaeT ero
AedonTHoe 3HaveHwue.

3 7 6 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

metric] [filter-list name]

redistribute rip [level /evel]
[metric-type type] [metric

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paszpewmntb umnopT mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ucnonb-
30BaH 14 GUAbTPALMKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet umnopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHuWs napameTpa Bo3BpalLaeT ero fedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewuntb umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — YyCTaHOBWUTb MMMOPTUPYEMbIM MapLUPyTam TUM MeT-
pVIKK;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnau rnobanbHO BKAKOYEH CTaHAAPTHbIM (Narrow) cTunb meT-
PWKW, BCe 3HAYEHUA MEeTPUKKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLaet MMNopT mappyTtos ns BGP B IS-
IS. B cnyyae yKasaHMsA napameTpa Bo3BpallaeT ero aedont-
HOe 3HayeHue.

level] [metric-type type]
[match match] [metric
metric] [filter-list name]

redistribute ospf [id] [level

no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspewuntb umnopt mappytos n3 OSPF B IS-IS.

- id —npeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb UMMOPTUPYEMbBIM MapLUPYTaMm TUN MeT-
PUIKK;

- match — Tvn mapwpyta OSPF, noanexalmi uMnopTy.

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — umsa cTaHgapTHoro IP ACL, KoTopbiit bygeTt ucnonb-
30BaH AN GUNbTPALLMM MMMOPTUPYEMBIX MaPLLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) CTuab meT-
PWKW, BCe 3HAYEHUA MEeTPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpelaet umnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yKasaHMA napameTpa Bo3BpaLLaeT ero AeponT-
HOe 3HayeHue.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 334 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

ip router isis

-/BbIKOYEHO

BkatoyaeT npoTokon mapupyTtusaumm IS-IS Ha Tekywem uHTep-

delice.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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no ip router isis

BbIKk/lOYaeT NPOTOKON MaplupyTusauun IS-IS Ha Tekywem uHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/
level-1-2

3apaTb KoY ayTeHTUdMKauUM B BUAe TeKcTa. Ncrnonesyromes 0aa
aymeHmugukayuu HELLO PDU. [faHHas Hacmpolka uzsHopupy-
emcs, ecnu 045 aymeHmughukayuu yKa3aH key-chain.

- word — K/1104 8 meKkcmosom sude;

- level — ypoBeHb IS-IS.

Ypanaet ka4 ayTeHTUOUKaumn.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CUMBOJIOB;
level: (level-1, level-2)/
level-1-2

3apaeT Koy ayTeHTUdMKaumm B 3awmdpoBaHHOM BUAe (Hanpu-
Mep, Naposib B 3alWMPPOBAHHOM BUAE, CKOMMPOBAHHbIN C APYroro
ycTpoictea). UcnonbayioTca ana ayteHtuéukaumm HELLO PDU.
[aHHasA HacTpoiika UTHOPUPYETCA, eC/IU ANA ayTeHTUOUKaLNK YKa-
3aH key-chain.

- encryptedword — knto4 B 3aMdpoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Ypanaet ka4 ayTeHTUGUKaumn.

isis authentication key-chain
word [level]

no isis
chain

authentication key-

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3apaTb UMA CBA3KKM KAlouel, KoTopas byaeT MCnosb3oBaTbCa A/A
ayTeHTMdMKauum HELLO PDU.

- word — MA CBA3KM K/toYel;

- level — ypoBeHb IS-IS.

OTKAKOYAET PEXKMM MCMO/b30BAHMA CBA3KM KtOUEW ANA ayTEHTUDU-
Kauuu.

isis authentication mode {text
| md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
M0 YMONYaHWUIO ayTEHTH-
duKauma oTKNKoYEHa

BkntouaeT ayteHTUPUKaumio B HELLO PDU Ha Tekyliem nHTepdeiice
W onpeaenser ee Tmn:

- text — ayTeHTUdMKaLMA OTKPbITLIM TEKCTOM;

- md5 — ayTeHTUdUKaumna MD5;

- level — ypoBeHb IS-IS.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

isis circuit-type {level-1 | level-
2-only | level-1-2}

no isis circuit-type

-/level-1-2

YKa3blBaeT, COCeAcTBa KaKoro ypoBHA MOXHO $opmMMpoBaTb Ha
AaHHOM uHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

isis metric metric [/evel]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBaeT METPUKY A4 AaHHOTO UHTepdelica.

- metric — 3Ha4yeHWe MeTpuKK. Ecnm rnobanbHO BKAKOYEH CTaHAAPT-
HbI (Narrow) cTMb METPUKM, BCE 3HAYEHUA METPUKK Bonblue 63
6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ana KoToporo 6yaeT NPUMEHATLCA METPUKaA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbINA PesKUM OT-
KAtoueH

MepeBoanT MHTepdENC B NACCUMBHbIN peMM. B aToM pexnume mH-
Tepdelic He oTnpaBaseT U He npuHumaeT HELLO PDU.

YcTaHaBAMBaeT 3HAYEHNE MO YMOJYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTtaHaBauBaeT TMN nHTepdeiica point-to-point.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaeT pexxum paboTbl naganHra hello-coobuieHuii.
- disable — oTKNOUUTb NaAAUHT BO Beex cooblieHusx hello;

- enable — BKNOUUTL NagauHr BO Bcex coobuweHuax hello;

- adaptive — BKNOUYUTb NaAAVHT [0 YCTAaHOBNEHWUA COCEACTBA.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/
1500 6ant

YcTaHaBAMBaEeT MaKCMManbHbIM pasmep PDU, oTnpasasembix U no-
Nlyyaembix Ha 3Tom mHTepdeice. 3HadeHne pdu-buff-size gonkHo
6bITb 60/1bLLIE 3HAYeHUA isp-buff-size.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

isis bfd

no isis bfd

-/BbIK/IOYEHO

BKkntouaeT npoTokon BFD Ha vHTepdeiice ansa coceneli no npoTo-
Koy IS-1S.

BbikntoyaeT npoTtokon BFD Ha uHTepdelice ana coceseit no npoTo-
Koy IS-IS.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Loopback

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

3 7 8 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnunua 335 — KomaHabl pexkuma KoHourypaumm nHtepdelica Loopback

KomaHda

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIKOYEHO

BKAOUMTb NPOTOKOA MapwpyTusaumm IS-IS Ha Tekywem nHTep-
deiice.

BbIKOUMTbL NPOTOKON MapLUpyTU3aLLum IS-IS Ha TekyLwem nHTep-
deiice.

isis circuit-type {level-1 | level-
2-only |level-1-2}

no isis circuit-type

-/level-1-2

YKaszaTb, cOCeacTBa KaKoro ypoBHA MOXHO GpopmMpoBaTb Ha
OaHHOM nHTepdeiice.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YCTaHOBUTb METPUKY ANA AaHHOro UHTepdelica.

- metric — 3HaYeHne mMeTpuKK. Ecim rnobanbHO BKAKOYEH CTaH-
JapTHbI (narrow) CTUAb METPUKM, BCE 3HAYEHUA METPUKMU
6onbwe 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ans KoToporo 6yaeT NPpUMeHATLCA MeT-
puKa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHBIN peXxum
OTK/ItOYeH

MepeBectn MHTepdENc B NACCUBHLIN pexxum. B aTom pexume
MHTepdeinc He oTNpPaBAAEeT U He NpuHMMmaeT HELLO PDU.

YCTaHOBUTb 3HAYEHMe Nno YMOI4YaHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMeET BUA,:

console#

Tabanua 336 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show isis database [level]
[detail] [Isp-id Isp-id]

level: (level-1, level-2);
Isp-id: 20 cumsonos

OT06pa3unTb 6a3y AaHHbIX TONOAOrMM NpoTOoKoAA IS-IS.

- level — yKa3sbiBaeT ypoBeHb NpoToKona IS-1S, 6a3y fAaHHbIX KOTO-
poro Heob6xoanMMo 0TObpPasnTb;

- detail — oTobpaxkeHune noapobHoMn nHdopmauum o TLV;

- Isp-id — oTo6parkeHne nHbopmaLmmn no BbibpaHHoW LSP PDU.

show isis hostname

OT06pa3nTb U3BECTHbIE COOTBETCTBUA SystemID n Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3unTb MHPopMaumto 06 MHTepdelicax, yyacTasyrowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

0OT06pasunTb MHGOPMaLMIO O CoceasX.
- detail — ucnonb3oBaHWe faHHOrO NapameTpa No3BoaseT oTobpa-
3UTb AeTasbHy MHGOPMaLMIO O coceanx.

clear isis

C6pocuTb BCe COCEACTBA M OYUCTUTL TabanLy mapLipyTusaumm IS-IS.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A,
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5.32.6 Hacmpoiika Route-Map

MpumeHeHWe route-map No3BoAAET USMEHATb aTPMOYTbl Yy aHOHCUPYEMBIX M MPUHUMAEMbIX MapLL-
pyToB BGP, a Tak»Ke nameHaTb next-hop ana mapwpytnsnpyemoro Tpaduka.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoi KoHdUrypaumu:

console (config) #

Tabnunua 337 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aeiicmeue

system router resources

olicy-ip-routes [number o
poticy-ip L f number of IPv4 policy

IPv4 policy routes]

policy-ipv6-routes ro Etes- f(?P 3 62)/ Oll'
[number of IPv6 policy numboer of IPv6 policy
routes] routes: (0..32)/0

no system router resources

BblaennTb pecypcbl MapLupyTUsauumn aAna usmeHeHunsa next-hop y
TPaH3UTHOrO MapLUPyTU3NPYyeMOro TpadumKa.
KomaHaa npumeHsaeTca nocsie nepesarpyskiu.
B TeKkyweit Bepcun NO nopaeprkaHa paboTa ToNbKO
V IPv4 policy routes.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

route-map name
[section_id ] [ permit |
deny]

name: (1..64) cumBona;
section_id:
(1..4294967295)

no route-map name
[section_id ] [ permit |
deny ]

Co3pgatb 3anuck route-map.
MepeBoAnNT KOMaHAHYIO CTPOKY B PEXKUM KOHOUIYPUPOBAHUSA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TON route-map;
- permit — npMmeHUTb set KOMaHabl K MapLlpyTam;
- deny — oTOpOCUTbL MapLWpyTbI.
MakcumanbHoe Konuuyectso route-map = 32
V (BKNtOYanA ceKuumn ogHoro route-map).

Ypanutb route-map.
- name — Ha3BaHue route-map;
- section_id — ypanaeT 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepaelica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHurypauum uHtepdencos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnuua 338 — KomaHabl pexkuma koHoburypaunm nntepdeiica Ethernet, VLAN, nHtepdelrica rpynnel nop-

TOB

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aeiicmeue

ip policy route-map name name: (1..64) cumsona

no ip policy route-map name

MpuUMeHUTb route-map ¢ MMeHemM name ANS 33laHHOTOo UHTep-
deiica.

Ypanutb route-map c uHtepderica.

KomaHObI pexuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKM B peXxume KoHdUrypaLmm cekumm route-map:

console (config-route-map) #

380 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnumua 339 — KomaHap! pexkxmma KOHbUrypauum cekumm route-map

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3apaTb HOMeEp cneaylolen cekumu route-map, KoTopaa byaet
NPYMEHEHa K MapLUpyTam, Nocae NPUMeEHEHUA TEKYLLEN.
- section_id — Homep 3anucu B 3TOM route-map;
- and — yKasblBaeT, 4To match ycTaHOBKM B 3TOM route-map
OOJ/IXKHbI 6bITb orMyeckn obbeamHeHbl (AND) ¢ match yctaHoB-
Kamu B route-map, o603HauyeHHbIX NapameTpom section_id.
Co3fiaHune uenouyek route-map (6e3 napametpa and)
V BO3MOXXHO, €C/IM TUN route-map BbICTaB/eH B permit.
Ecan npu co3gaHum LLenoYyku npumeHseTca napametp
V and, To Bce set YCTaHOBKM A0/13KHbI HAXOAUTLCA B NO-
cnepHel CEKLUM ITOM LienoYKu.

C6pOoCKTb YCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (1..64) cumBona

3apatb cootBeTcTBUe prefix-list u agpeca mapwpyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cooTtBeTcTBume prefix-list u next-hop ip-agpeca mapLu-

pyTa;

- route-source — cootBeTtcTBue prefix-list u ip-agpeca ncrouHmnka

MapLwpyTa;

- name — Ha3BaHuWe route-map;
Yto6bl He OT6GpACLIBA/INCH OCTaZibHble MapLUPYTbl, He

V yKa3aHHble B prefix-list, Heo6xogumo co3gatb nycroii
route-map M NpmMBA3aTb €ro K TeKywemy yepes con-
tinue.

Cbpocutb COOTBETCTBUE.

match local-preference
value

no match local-preference

value: (1..4294967295).

3apaTb cooTBETCTBME MapLUpyTa ¢ aTpubyTom local-preference.

C6pocuTb cooTBETCTBUE.

match metric value

no match metric

value: (1..4294967295).

3afaTb COOTBETCTBME MapLLpyTa C aTpMbyTOM metric.

C6pocuTb cooTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3a4aTb COOTBETCTBME MAPLLPYTA C aTpMBYTOM origin.

- igp — MapwpyT 661N NONYYEH U3 NPOTOKO/IA BHYTPEHHEN mapLu-
pyTu3auuu (Hanpumep, KomaHaol network);

- egp — MapLupyT 6b1/1 BblyyeH no npoTtokony EGP;

- incomplete — mapwpyT 6611 Bbly4eH KaKUM-TO UHbIM 06pasom
(Hanpumep, komaHaoi redistribute).

C6pocuTb cooTBETCTBUE.

match {community |
extcommunity} name
[exact-match]

no match {community |
extcommunity}

3afaTb COOTBETCTBME, NPM KOTOPOM community U3 CrMCKa C Ume-
HemM name AO/MKHbI COAEPKATLCA B cOmmunity mapLipyTa.
exact-match — TpebyeT TO4HOro coBnaZeHus Bcex community us
crnMcKa ¢ community mapLupyTa.

C6pocuTb COOTBETCTBUE.

match as-number reg_exp

no match as-number

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBME NYTU MaPLLPYTa U PETYNAPHOTO BbIPaXKeHUA
reg_exp.

C6pocuTb COOTBETCTBME.

match as-path-filter name

no match as-path-filter

reg_exp: (1..127) cumsona

3a/aTb COOTBETCTBME NYTU MapLLPYTa U PEryAPHOrO BblpasKeHUs
as-path 13 cnucka c umeHem name.

CHpocuTb COOTBETCTBUE.

set community {add |
replace | remove}
{graceful-shutdown |
internet | local-as |
no-advertise | no-export |
number}

no set community

number: ASN2:NN

add — f,06aBMTb K MapLpyTy community;

replace — yoanuTb Bce community M3 maplupyTta 1 o06aBUTb yKa-
3aHHOe;

remove — yAanuTb U3 MapLUpyTa YyKasaHHOe community.

CbpocuTb geiictemne set community.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 381
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set community-list { add |
remove } name

no set community-list {
add | remove }

name: (1..64) cumBona

add — 06aBUTb K MapLIpyTy community;
remove — yAaauTb M3 MapLIpyTa Bce community, cogepskatimecs
B CMUCKE C UMEeHeM name.

Cbpocutb geicreme set community-list.

set community-list remove
all

no set community-list
remove all

YaanuTb n3 mapLupyTta Bce community.

CbpocuTb geicTene, yaansioliee U3 mappyTa Bce community.

set evpn gateway-ip
ip_add

no set evpn gateway-ip

-/0.0.0.0

YcTaHOBUTbL 3HayeHne aTpmbyTta IPv4 gateway address 8 EVPN
MapLpyTax Tuna 5.
- ip-add — IPv4-agpec wnto3a.

Cbpocutb ycTaHOBKY aTpubyTa gateway IP B EVPN-mapwpyTax
T™Mna 5.

set extcommunity {add |
replace | remove}
sub-type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — 0,06aBUTb K MapLUPYTy pacliMpeHHOe community;

replace — y4anuTb BCe pacluMpeHHble community U3 mapLipyTa u
006aBUTb YKa3aHHOE;

remove — yAanuTb M3 MapLUpyTa YKasaHHOe community.

set extcommunity {add |
replace | remove}
sub-type color value

value: (0..4294967295)

add — o06aBUTb K MapLUpPYTy pacliMpeHHoe community;

replace — yaanuTb BCe pacluMpeHHble community U3 mapLipyTa u
[,06aBUTb YKa3aHHOE;

remove — y4anuTb U3 MapLUpyTa yKasaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — ,06aBUTb K MapLIpyTy pacliMpeHHOe community;

replace — yaanuTb BCe paclMpeHHble community U3 mapLipyTa 1
£06aBUTb YKa3aHHOE;

remove — y4anuTb U3 MapLUpyTa yKasaHHoe (Mau BCe nonagato-
Wue nog, perynspHoe BbipaxkeHne) community. [lna gaHHol one-
paLMM MOKHO MCNONBb30BaTb B KAaYecTse napameTpa word pery-
NAIPHOE BbIPaAXKEHUE;

word: — uma community B8 HEX-popmare.

no set extcommunity

CbpocuTb peicreume set extcommunity.

set extcommunity-list
{add | remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — 0o6aBuTb K MapLUpPyTy BCe pacluMpeHHble community u3
CMUCKa C MMeHeM name;

remove — yAannTb M3 MapLIpyTa BCe pacluMpeHHble community,
cofiepsKalumecs B CrMCKe C MMeHem hame.

CbpocuTtb gericteme set extcommunity add nam remove.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyT AS_PATHLIMIT.

Hynesoe 3HaueHwWe orpaHM4YMBaeT aHOHCMPOBAHWE NOKaNbHO
CreHepupoOBaHHbIX MapLIPYTOB, TONbKO Mexay iBGP cocepamu
(He ByayT BUAHbI AN eBGP).

3HayeHue 6onblue 0 03HavaeT, uto ecam AS_PATH aTpubyt umeet
6onbwe AS-HOMepoB, Yem 3HauyeHne AS_PATHLIMIT, To Hy»KHO
ero otbpocuTb Npu Bbixoae B eBGP.

C6pocuTb path-limit.

set as-path prepend
as_number

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS HOmepa.

4294967295)
no set as-path prepend Cbpocutb gobasneHue K AS-Path.
set as-path prepend local- [o6asuTtb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbixog,
as value eBGP-coceay).

value: (0-10) AY)

no set as-path prepend lo-
cal-as

Cbpocutb fobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
BO/A

Ypanute n3 atpmnbyta AS-Path ykasaHHyto AS.

C6pocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpubyT maplupyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HaYeHue aTpunbyTa local-preference.

CbpocuTtb ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCcTaHOBWTL 3HaYeHue aTpnbyTta metric.

CHpocuTb ycTaHOBKY aTpubyTa metric.
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set next-hop-peer

no set next-hop-peer

ATpUBYT He ycTaHOoB/EH

YcTaHOBWTL 3HauYeHue aTpubyTa next-hop, Kak agpec coceaa.

C6pocuTb ycTaHOBKY aTpubyTa.

set next-hop-unchanged

no set next-hop-
unchanged

CoxpaHaATb BGP aTpubyT next hop npu nepegaye mapwpyTta eBGP
cocepny.

CbpocuTb coxpaHeHue aTpubyTa next hop npu nepegaye mapui-
pyTta eBGP coceay.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTL 3HaueHwue aTpubyTa origin.

- igp — MapwpyT 6611 NOMYYEH M3 NPOTOKO/IA BHYTPEHHEN mapLu-
pyT13aumm (Hanpumep, KomaHaon network);

- egp — MapLpyT 6bi/1 BblyyeH no npoTokony EGP;

- incomplete — mapLpyT 6b1/1 Bbly4eH KaKUM-TO UHbIM 06pasom
(Hanpumep, kKomaHaoli redistribute).

C6pocuTb ycTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBWTL 3HaueHue aTpunbyTa weight.

CbpocuTtb ycTaHOBKY aTpmnbyTa weight.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO MNONb30BaTeNA.

BuAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabanuya 340 — KomaHabl perkuma Privileged EXEC

3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
Mo yMoM4YaHuo
show route-map [name] name: (1..64) MpocmoTp MHPOPMALLMKM O CO3AaHHbIX route-map.
CMmBoONa - name — nMma route-map.

5.32.7 Hacmpoiika Prefix-List

Prefix-nucTbl N03BONAOT PUALTPOBATL NPUHUMAEMbIE U @aHOHCUMPYEMbIE MAPLLPYTbl NPOTOKO0B AMHA-
MUYECKOWM MapLpyTU3aLmm.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM B pexxume rnobanbHol KoHdUrypaumm:
console (config) #

Tabnnua 341 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip prefix-list name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge
ge_value] [le le_value]

name: (1..64);
seq_value: (1..
4294967294);
text: (1..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

Cosparb Prefix-list.
- name — ums co3gasaemoro prefix-1ucra;
- seq_value — Homep 3anuncu B cnMcke npedurKCcos;
- text — onMcaHue cnucka npedurKcos;
- deny —3anpeLLatolee feiicTBME ANA MapLIPYTa;
- permit — paspeLuatolee AelCTBME ANA MapLIPYTa;
- ge_value — cooTBeTcTBME A/iMHE npeduKca, PaBHON MK
60NblUEN, YeEM HAaCTPOEHHan AnnHa npeduKca;
- le_value — cooTseTcTBME AnvHe npeduKca, KOTopas pasHa
WM MeHbLUe HAaCTPOEHHOM A/MHbI NpeduKca.
Ec/v He HaLNOCb HU O HOrO COOTBETCTBUSA, TO ByaeT
V npumeHeHa HeABHaA NO/IMTMKa No ymonyaHuio deny
any.
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no ip prefix-list name [seq Ypanute co3gaHHbii Prefix-List.
seq_value]

KomaHOwbi pexcuma Privileged EXEC

Bce KOMaHAbl JOCTYNHbI A4NA NPUBUNETMPOBAHHOIO NO/b30BaTENS.
BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 342 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

MpocmoTp nHPopmauum o codgaHHbix prefix-list.
- name — numa prefix-list.

show ip prefix-list [name] name: (1..64) cumsona

5.32.8 Hacmpolika ceasku Kntoueli

CBA3Ka K/Ato4en NO3BOAET CO34aTb Habop naponei (KAwoyelt) ¢ nocnesyowen BO3MONKHOCTbIO
HACTPOMKM BpeMeHW AeNCTBMA Kaxaoro naponsa. Co3gaHHble Napo/iv MOTyT MCMO/1b30BaTbCA NPOTOKOAaMMU
RIP, OSPF, IS-IS ana ayteHTUdMKaLmu.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 343 — KomaHab! pexxkmma rnobanbHomn KoHurypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro

Cospaet CBA3KY Kntoyel ¢ umeHem word u BXO4UT B PpEXUM KOHdJM-

key chain word .
rypaumm CBA3KM KNKOYeN.

word: (1..32) cumsona/- "
Ypanaer cBA3Ky KAtoYel ¢ umeHem word.

no key chain word

KomaHObI pexcuma KoHgu2ypayuu cea3Ku Karoyel

Bupa 3anpoca KOMaHAHOM CTPOKU B peXnUme KoHPUrypaumm cBA3KM Katoven:
console (config-keychain) #

Tabnnua 344 — KomaHabl pexkMma KoOHOUTrypaumm CBA3KKN Katoue

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro

Co3pgaeT KAtou ¢ naeHtndurkaTopom key_id v BXOAMT B pEXKMM KOH-
key key id durypaumm knwoya.

key_id: (1..255)/-
ey_id: { / Ypansaet knwoud ¢ naeHtudukaTopom key_id.

no key key id
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KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHOUrypaumm Knroua:

console (config-keychain-key) #

l£|,aHHbIl\;1 PeEXUM 0OCTYNEH U3 PEXMUMA KOHd)VII'ypaLI,VIM CBA3KM KNtoYel U npeaHasHadYyeH gnAa 3agaHuAa

CaMoOro K/1ito4a 1 ero napameTpos.

Tabnnua 345 — KomaHabl pexkMma KoHbUrypauum Katoua

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

key-string word

no key-string word: (1..16) cumsonos/-

3a4aeT 3Ha4YeHme Katoua.

YpanaeT 3HayeHune Kawova.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3apaeT 3HauyeHue Kato4a B 3awndpoBaHHOM BUE.

- encryptedword — 3aWwndpoBaHHbIi Naponb (Hanpumep, na-
posb B 3aWNdPOBaHHOM BUAE, CKOMMPOBAHHbLIA C APYroro
YCTPOWCTBA).

YpanaeT 3HayeHune Kawova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCerna pencreuteneH

no accept-lifetime

3a/aeT BpPeMA XKMU3HM K/ItoYa, B TEYEHWE KOTOPOrO KoY by-
[AEeT [elCTBUTENEH A1 CBEPKM C KNHOYOM B NPUHUMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpemsa 1 AaTa Hayana AencTBMA KNtova. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpems W pata NpeKkpaleHus AencTeus
Kntoua. 3agetca B popmate hh:mm:ss month day year;

- duration — 3apaeT NPOAOIKUTENBHOCTb AEUCTBUA KNtOYA B
CEKyHAaX;

- infinite — yctaHaBnMBaeT HeckoHeyHoe Bpema AEeNCTBUA
KAtoya.

YaanuTb BpeMA XKU3HU KtoYa.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCeraa gencTeuTeneH

no send-lifetime

3aaeT Bpema XWU3HM Kto4a, B TeYeHWe KOTOPOoro Kt 6y-
OeT AecTBUTENEH AN OTNPABKU COOBLLIEHMIA.

- time_to_start —Bpems U faTta Hayana AencTBMA Katova. 3a-
naetca B popmate hh:mm:ss month day year.

- time_to_stop — BpemMAa W faTa MpeKpaleHUs LencTBuA
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3a8aeT NPOAONKNTENbHOCTb AEACTBMA KAtoYa B
CeKyHAaax.

- infinite — ycTaHaBNMBaeT HeckoHeYHoe Bpema AeNCTBUSA
K/tova.

YaanuTb BpeMA XKU3HU KtoYa.

¥

KomaHObI pexcuma Privileged EXEC

Bua, 3anpoca KOMaHAHOW CTPOKU UMEET BUA,:
console#

Tabnunua 346 — KomaHgabl perkuma Privileged EXEC

Ecnn B KaKOW-TO MOMEHT BPEMEHM Cpa3y HECKObKO Kalouen byayT ABNATbCA AeUCTBUTENb-
HbIMU, TO GAKTUUECKU UCMONb30BaTbCA 6yAEeT KOY C HAUMEHbLUMM UAEHTUDUKATOPOM.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

word: (1..32) cumsona/-

show key chain word

OTobparkaeT HGOPMaLMIO O CBA3KE K/koYen ¢ umeHem word.
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HpumepblswnonHeHUﬂKomaHd

Co34aTb CBA3KY KaoUen ¢ umeHem namel n nomectTuTb B Heé ABa Katoya. Ha Kntode key 2 HacTpouTb
BPEMEHHOW MHTEPBAJI, B TEYEHME KOTOPOTO 3TOT KU MOXKET BbITb MCNO/Ib30BaH /19 CBEPKU C K/IOYOM B
NPUHATbLIX NAKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #fexit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MoKasaTb MHGOPMALMIO O CO3aHHOMN CBA3KE K/toUen:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9InRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIwHBL6UXZYyWVPzbgZ/6fI0F3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.32.9 bBanaHcuposKka Hazpy3ku Equal-Cost Multi-Path (ECMP)

BbanaHcuMpoBKa Harpysku ECMP nossonseT nepenaBaTb NAaKeTbl OAHOMY NOJIyYaTENHO NO HECKO/b-
KUM «Ty4lMM mapLupyTamy». JaHHbll GyHKUMOHAN NpegHa3HavyeH AN pacnpeaeneHus Harpysku u on-
TUMM3aLMKN NPONYCKHOM cnocobHocTK ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpYTamu,
TaK 1 C NPOTOKOIAaMMN AMHAMUYECKO MapPLLPYTM3aUMM.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasbHon KoHduUrypaumm:
console (config) #

Tabnuua 347 — KomaHabl pexknma rnobanbHon KoHPUrypaumm

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
N0 yMOMYAHUIO
ip maximum-paths maxi- 3a4aTb MAKCMMaJIbHOE KOJIMYECTBO MyTel, KOTopbie MOryT
mum_paths . 6bITb ycTaHOBNEHDI B FIB Ana Kaxaoro maplupyra.
maximum_paths: "

1.64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/ie COXpaHe-

(1. \ 4 HUA KOHUrypauumn u nepesarpysKku ycTpomcTea.
no ip maximum-paths YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.
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5.32.10 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npepHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3aTOPOB, BbINOAHAKOWMUX POb
LWtO3a MO YMOYAHUIO. ITO AOCTUraeTca NyTéM obbeanHeHus IP-nHTepdeincos rpynnbl MapLIpyTU3aTopoB
B OAMH BUPTYasbHbIA, KOTOPbIN BYAET MCNONb30BATLCA KaK LUHO3 MO YMOYAHMIO A1 KOMMbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pesepsupyemble UHTepdeincbl nmetor MAC-agpec 00:00:5E:00:01:XX, roe XX —
Homep rpynnbl VRRP (VRID).

TonbKo 0aMH N3 PUINYECKMX MAPLUPYTU3ATOPOB MOMKET BbINOJHATL MapLipyTM3aumo Tpaduka Ha
BUpTyanbHom IP-uHTepdeiice (VRRP master), ocTanbHble MapLUpyTU3aTOpPbl B rpynne npefHasHavyeHbl Ann
pesepsuposaHua (VRRP backup). Beibop VRRP master npoucxoauT B cootsetcteuu ¢ RFC 5798. Ecau
TEKyLWNii master CTaHOBWUTCA HeAOCTYNHbIM — BbIOOpP noBTOpAeTcA. HamBbiCcWwWMi NpUOPUTET UMeET
MapLpyTmM3aTop ¢ cobcTBeHHbIM IP-aapecom, coBnagatowmm ¢ BUpPTyanbHbiM. B cnyyae gocTynHOCTM OH
Bcerga craHosutcA VRRP master. MakcumanbHoe Konuyectso VRRP-npoueccoB gnd KoOmMmyTaToOpoB
MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHodurypaumm uHtepdeiicoB Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnunua 348 — KomaHapl pexkuma KoHourypaumm nHtepoeliica Ethernet, VLAN, nHtepdeiica rpynnbi nop-
TOB

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

vrrp vrid description text JobasneHune onncaHus Leam uam ncnonb3osanus ana VRRP maplu-

vrid: (1..255); .
: __ text: (1..160 CUMBONOE) pyT13aTopa ¢ naeHTMdUKaTOpOM vrid.
no vrrp vrid description YpaneHnune onncanma VRRP-mapwpyTusaTopa.
vrrp vrid ip ip_address OnpegeneHune IP-agpeca VRRP-mapwpyTtnsartopa
no vrrp vrid ip [ip_address] Ypanenwne IP-appeca VRRP c mapwpyTtusaTtopa. Ecam B Kadectse na-
vrid: (1..255) pameTpa He yKasaH IP-agpec, To yaanatca Bce |IP-agpeca BupTyans-

HOro MapLpyTU3aTopa, BCIEACTBME Yero yAanuTca U cam BUPTY-
aNbHbIN MapLUpyTU3aTOp Vrid Ha JaHHOM YCTPOWCTBE.
vrrp vrid preempt BkAtoueHue pexxmma, npu Kotopom backup-mappytusatop c 6o-
Nee BbICOKMM NPUMopUTeTOM ByZeT NbiTaTbCa NepexsaTmTb Ha cebs
posib master y Tekywiero master-maplpytusatopa ¢ 6os1ee HU3KUM
NpUopUTETOM.

MapupyTusaTop, KOTOpblii ABAAETCA Bhajenblem

vrid: (1..255);
IP-agpeca mapuwpyTtusaTtopa, 6yaeT nepexsaTbiBaTb Ha
Mo ymonyanuio V o
ceba ponb master He3aBUCUMO OT HACTPOEK AAHHOWM
BK/IIOYEHO
KOMaHAbI.
no vrrp vrid preempt BblKntoYeHMe pexkmma, npu Kotopom backup-mappytmsatop c 60o-
/lee BbICOKMM NpUOPUTETOM BYAET NbITaTbCA NepexsaTUTb Ha cebn
posib master y Tekyw,ero master-mapwpyTusaTtopa c 6onee HU3KUM
NPUOPUTETOM.
vrrp vrid priority priority vrid: (1..255); HasHaueHune npuoputeta VRRP-mapwpyTtnsatopa.
no vrrp vrid priority priority: (1..254); YCTaHOBKa 3HaYeHMA No YMOAYAHMIO.
Mo ymonuanuto: 255
ana snagensua IP-
agpeca, 100 gna
OCTaIbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoveHne VRRP-NpoToKoMa Ha AaHHOM MHTepdeiice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP-npoToKona Ha JaHHOM UHTepdelice.
BbIK/IIOYEH
vrrp vrid source-ip ip_address vrid: (1..255); Onpegenexune peansHoro VRRP-agpeca, KOTopblit 6y4eT Ucnosib3o-

Mo ymonuanumio: 0.0.0.0 | BaTbcA B KauyecTse IP-agpeca oTnpasutens ana VRRP-coobLeHWN.
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no vrrp vrid source-ip

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npuoputeT VRRP-mapwpyTnsatopa npu MsmeHeHun co-
CTOAHUM TpeKa. [Mpu nepexose Tpeka B cocToaHne down npuopuTeT
VRRP-mapLpyTmM3atopa NOHUXKAETCA Ha 3HayeHue decrement_pri-
ority unv Ha 10, ecnu 3Ha4eHue decrement_priority He ykasaHo.

OTmeHAeT nsmeHeHue npuoputeta VRRP-mapwpyTtmnsaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuaHuto: 1 cek

OnpegeneHve MHTepBana Mexay aHOHCaMW master-mapLpyTusa-
Topa. Ecnv uHTepBan 3agaH B MUAIMCEKYHAAX, TO MPOUCXOAMUT
OKpYr/ieHne BHM3 A0 6ausKaiwen cekyHabl gns VRRP Version 2 n
00 6avKanwunx coTbix dosieit cekyHabl (10 munnucekyHg) ans
VRRP Version 3.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHne noaaepkmaemoit sepcun VRRP npoToKkona.

-2 — nopaepkunsaetca VRRPv2, onpegeneHHbin B RFC3768. Mony-
yaemble VRRPv3-coobueHna oTbpacbiBaloTCd MapLLpyTU3aTOPOM.
OTnpasnatoTca T0/1bko VRRPv2-aHOHChI;

-3 — noppepkmeaetca VRRPv3, onpeneneHHbin 8 RFC5798, 6e3
coBmectumocTn c VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
oblweHna oTbpacbiBaloTcA  MapwpyTusatopom. OTnpasaatoTca
ToNbKO VRRPV3-aHOHCHI;

- 2&3 —noppeprkmsaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoi coBmectumocTbio ¢ VRRPv2. Monyyaemble VRRPV2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasaatoTca
VRRPv2- 1 VRRPv3-aHOHCbI.

YcTaHOBKa 3HAaY€HUA N0 YMONYAHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymonuaHuto:
MCNosb3yeTca MeTo/,
pacyeTa KOHTPO/IbHOM

BKIOUMTL METOZ, pacyeTa KOHTPOJIbHOM CyMMmbl B 3arosioBke VRRP
6e3 yyeta ncesgo3aronoska. RFC 3768.

YCTaHOBWUTb METOZA, pacyeTa KOHTPO/IbHOM CYMMbI, ONpeseieHHbl i

pseudo-header CYMMbI C B RFC5798, no ymonyaHuio.
ncesA03aro/I0BKOM
vrrp vrid accept mode [accept | YcTaHaBMBaEeT peXxnum paboTbl 06paboTKM NaKeToB, afpPecoBaHHbIX
drop] Ha BMPTyasbHbli agpec:
- accept — VRRP-mapLupyT1saTop B coctoaHuu Master 6yget npu-
HMMaTb MaKeTbl, afpPecoBaHHble HA BUPTYaNbHbIA agpec, Aaxke
-/drop; €C/IM OH He ABAAETCA BNaje/bLiem 3TOro agpeca;
vrid: (1..255) - drop — VRRP-mapwpyTursaTtop B coctosaHun Master 6yaet otopa-

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpecoBaHHbIEe Ha BMpTya/’lebIVI agpec, ecan oH
He ABNAEeTCA BlaaeibueMmM 3TOro agpeca.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumBonos;
key: (1-32) cumBonos;
string: (1-80) cumBonOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonyaHutio:
ayTeHTUdMKauma
OTK/loYeHa

YcTaHaBAMBAET peXKmMm ayTeHTuduKaumm ana naketos VRRP:

- text — nogctaHoBKa B VRRP-nakeTbl Napons 4na ayTeHTudunKaLmm
B He WndpoBaHHOM BUAE;

- md5 key-chain — noactaHoska 8 VRRP-nakeTbl naponsa ansa ayteH-
TMdMKaumm B LUIMPPOBAHHOM BUAE C MOMOLLbI CKOHPUIYPUPOBaH-
HOTO K/toYa WwndpoBaHus;

- key — ckoHOUTYpPUpPOBaHHbI KAtoY WKdPOBaHUA;

- md5 key-string — nogcraHoBKka 8 VRRP-nakeTbl napons gna ayTex-
TMdMKaumn B WMPPOBAHHOM BUAE C MOMOLLIO 3a4aHNA Napons;

- string — naponb 3aaeTcsA B OTKPbITOM BUAE (XpaHUTCA B 3alund-
poBaHHOM);

- md>5-string — naponb 3agaeTca B 3aWwMbpPoBaHHOM BUAE.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.
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HELTEX

KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNMPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnunua 349 — KomaHab! perkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue

no ymon4aHuro
show vrrp [all | brief | MpocMoTp KpaTKOM MK AeTanbHON MHPOPMaLUKN ANA BCEX UK
counters interface gi_port: (1..8/0/1..48); | ogHOro HaCTPOEHHOro BUMPTYyasbHOro MapLipyTmusatopa VRRP.
{gigabitethernet gi_port | te_port: (1..8/0/1..48); | - all — npocmoTp UHPOPMaLMK O BCEX BUPTYabHbIX MapLIpyTU-
tengigabitethernet te_port | twe_port: 3aTopax, BK/OYaA OTKNIOYEHHDIE;
twentyfivegigabitethernet (1..8/0/1..120); - brief — npocmoTp KpaTkon MHbOPMaLMK O BCeX BUPTYyanbHbIX
twe_port | hu_port: (1..8/0/1..32); | mapwpyTusartopax;
hundredgigabitethernet group: (1..128); - counters - oTobparkaeT cuetumkn ana VRRP.
hu_port | port-channel group | vlan_id: (1..4094)
vlan vian_id}]

[pumepbl 8b1N0AHEHUS KOMAHO

HactpouTb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3osaTb 3TOT ag4pec B KayecTse agpeca BUPTyanb-
HOro mapuwpyTtmsaTopa. Bkatounts VRRP-npoToKkon Ha uHtepdeiice VLAN.

console (config-vlan)# interface wvlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

MNocmoTpeTb KoHpUurypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.32.11 Hacmpoiika npomokosna Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosneT 6bicTpo 0O6HapyKUTb HEUCNPABHOCTU IMHKOB. BFD moxKeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMm, TaK U C NPOTOKONAMM gMUHAMUYECKOM mapupyTmsauum RIP, OSPF, BGP.
B Tekywen Bepcum MO peannsosaHa paboTa ¢ npoTtokosamu IS-1S, OSPF, BGP.

AnnapatHbiit BFD peanusoBaH TonbKo B VRF no ymonuyaHuio. B octanbHbix VRF npumens-
rad eTca nporpammHblii BFD.

AnnapaTHbliii BFD He peanu3oBaH gna mogeneit MES2300-xx/MES3300-xx. [AnA gaHHbIX MO-
vt Aenei npumeHaeTca NporpammHbiii BFD.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24fF, MES5312, MES5316A, MES5324A, 389
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (confiqg) #

Tabnnua 350 — KomaHab! pexuma rnobanbHoMn KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

bfd neighbor ip_addr
[interval int ] [min-rx min]
[multiplier mult_num]

no bfd neighbor ip_addr

int: (150..1000)/150
min: (150..1000)/150
mult_num: (2..15)/3

YKasatb napameTpbl BFD-ceccumn ana BFD-cocepa.

- int — MUHUManNbHLIW UHTEPBAN nepegayn Ans obHapyKeHuA
oWwnbKY;

-min — MUHUMaNbHLIA MHTEPBaN NpUEMa ANA OBHapyKeHuA
ownbKu;

- mult_num — KonnyectBo NOTepsHHbIX NAaKeToB A0 pa3pbiBa
ceccum.

YCTaHOBUTb 3HAYEHMeE Mo YMO/THaHUIO.

KomaHObl pexcuma Privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 351 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

[ vrfvrf_name | all ]

[ detail ]

MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.

5.32.12 TNpomokon GRE

GRE (Generic Routing Encapsulation) — npoTokon TyHHenMpoBaHWUA ceTeBbiX NakeToB. Ero ocHoB-
HOe Ha3Ha4yeHMe — MHKaNCyAALnA NaKeToB CeTeBOro yposHA ceteson mogenn OSI B IP-nakeTbl. GRE moxeT
ncnonb3oBaTtbca 4na opraHmsaummn VPN Ha 3-m yposHe mogenun OSIl. B kommyTaTopax MES peannsoBaHbl
cTaTMyeckue Heynpasaaemble GRE-TyHHeNU, TO eCTb TYHHEIM CO34at0TCA BPYYHYHO NyTem KOHGUIypuposa-
HWS HA IOKA/IbHOM W yaaneHHoM y3nax. [lapameTpbl TYHHeNs 418 KaXK40M U3 CTOPOH A0/1KHbI ObITb B3au-
MOCOI1aCOBAaHHbIMU UM MEPEHOCUMMbIE AaHHbIE He ByAyT AEeKancyMpoBaTbCA NAPTHEPOM.

’ ' Ana kommytatopos MES5410-48, MES5500-32, MES5700-32 pabota ¢yHKLMIA TYHHEeAupo-
Cad BaHMA OrpaHMYEHa HaCTPOMKOM Npoduaa nepepacnpeseseHna annapaTHbiX pecypcos. Mpu
ucnonb3oBaHuu npoduna min-13-max-12 pabora pyHKLMOHANA TYHHENMPOBAHUA B TEKYLLLEN

Bepcumn MO HeBO3MOXKHA. CM. KomaHAy system forwarding resources mode B paspene 5.4
KomaHgbl ynpaBieHUsa CUCTEMOA.
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HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXnume rnobanbHON KoHOUrypaumm:

console (config) #

Tabnnua 352 — KomaHab! pexuma rnobanbHoM KoHdUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

interface Tunnel tunnel_id tunnel_id: (1..16)

Co3patb UHTepdelic TyHHens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica myHHens

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHdUrypauumn nHtepdeiica TyHHeNs:

console (config-tunnel) #

Tabanua 353 — KomaHabl pexkuma KoHourypaumm nHtepdeica TyHHens

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

Tunnel mode gre ip
no Tunnel mode gre ip

-/BbIKNIOYEHO

3apatb TMn TyHHenAa GRE ¢ nucnonbsoBaHuem IPv4.,

YLanuTb TYHHeb.

Tunnel source
{ipv4_address |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | tunnel tunnel_id |
vlan vian_id }

no Tunnel source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

HasHauutb IP-agpec nam uHtepdeiic, Kotopbii byaet ncnonb-
30BaTbCA B KayecTBe ajpeca OTNPaBUTENA  BHELLIHEro
IP-3aronoska GRE-TyHHens.

Ypanuts IP-agpeca oTnpasutens.

Tunnel destination {_URL_
| ipv4_address} -
no tunnel destination

HasHauuTb IP-agpec nonyyatens (KOHUA TyHHeNs).

Ypanutb IP-agpec nonyyatens.

ip address ipv4_address

no ip address

YctaHoBuUTb IP-agpec nHtepdeiica TyHHens. C Mcnonb3oBaHMeM
3TOro agpeca KOMMYTaToOp AOCTyneH yepes TyHHenb. MoxeT
MCMO/Ib30BaTbCA B KAaYeCTBe LW/03a Ha yAaNleHHOM yCcTpoicTae
NPV MapLLpyTM3aLmMKn B TYHHEND.

Ypanuto IP-agpec uHtepoerica TyHHens.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 354 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip Tunnel [ tunnel-id ] tunnel_id: (1..16)

OT06pas3unTb MHGOPMaLMU TYHHENS.

show ip interface Tunnel

tunnel_id tunnel_id: (1..16)

OT106pa3unTb UHGopmaumto 06 IP-uHTepdelice TyHHenA.

show interfaces Tunnel

tunnel-id tunnel_id: (1..16)

OT06pa3zutb MHbGOPMaLMIo UHTepdeiica TyHHens.
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HELTEX

[Mpumep HacmpoUliku myHHens

CosfaHue TYHHEeNA M HacTPOMKa CTaTMYECKOro MaplipyTa 414 CeTH, Haxodallencsa Ha NPoTMBONO-

JIOXKHOW CTOPOHE TYHHeNA:

® B KayecTBe NOKA/NbHOro agapeca gnAa TyHHena ucnonosyetca IP-agpec 192.168.1.1;
e B KayecTBe yAaneHHOro agpeca aAnda TyHHenAa ncnonbsyetca IP-agpec 192.168.1.2;
e |P-agpec TyHHeNna Ha NoKanbHoW cTtopoHe 172.16.0.1/30;

® CeTb Ha MPOTMBOMNO/IOXHOW CTOPOHe TyHHens 10.10.1.0/24.

console (config) #vlan database
console (config-vlan) #vlan 301
console (config-vlan) #fexit
console (config) #interface tengigabitethernetl/0/1
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 301
console (config-if) #exit

console (config) #interface vlan 301
config-if) #ip address 192.168.1.1 /24

console (config-if) #exit

console (config) #interface Tunnel 1

console (config-tunnel) #Tunnel mode gre ip

console (config-tunnel) #Tunnel source 192.168.1.1
console (config-tunnel) #Tunnel destination 192.168.1.2
console (config-tunnel) #ip address 172.16.0.1 /30
console (config-tunnel) #exit
console (config) #ip route 10.10.1.0 /24 Tunnel 1

(
(
(
(
(
(
(
(
console (
(
(
(
(
(
(
(
(

’ Ha BCTPEYHOM yc1poif1c13e HEO6XOAMMO BbINOJIHUTb B3aUMOCOr/1aCOBaHHbIE HaCTPOﬁKM.
-

5.32.13 KoHgpu2ypayusa supmyansvHoii obaacmu mapwpymusayuu

VRF (Virtual Routing and Forwarding) — 3To TexHonorus, KoTopas NO3BONAET HECKOJIbKMM JK3eM-
naspam TabanLbl MapLIpyTM3aLLMM COCYLLECTBOBATL B OA4HOM MapLUPyTM3aTOpe OAHOBPEMEHHO.
CnucoK noaaepKaHHbix B VRF GyHKLMI focTyneH B pasgene ®yHKuum B VRF.

V KommyTtatopbl cepuit  MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P,
MES35001-8P8F, MES35001-24F He noapep:usBatoT paboty ¢ MP-BGP, goctyneH TO/lbKO
¢yHKumnoHan VRF-Lite.

Tabnunua 355 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32) cum-
Boa

Co3faHue BUPTYanbHOM 061aCTM MapLUpyTU3aLUHN.

YaaneHue BUpTyanbHOM 061acT MapLupyTU3aLmu.

Tabnnua 356 — KomaHgb! pexxuma KoHdpurypaumm nHtepoeiica

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip vrf [vrf_name]

no ip vrf

vrf_name: (1..32)
cumBona

MpuBAasKa nHTepdelica K 061acTn BUPTYabHOM MapLIpyTU3a-
unun. NMocne BBOAA KOMaHAbI BCe CO3ZaHHble B faNbHelwem IP-
agpeca byayT accoummnposatbea ¢ VRF, K KoTopomy 6bi1 npuss-
3aH uHTepdelic.

OTBA3Ka UHTepdelica OT 061aCcTM BUPTYaIbHOM MapLIPyTU3aLMK.
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HELTEX

KomaHObI pexcuma KoHguaypauyuu VRF

Buza 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHdurypaumm VRF:
Console (config-vrf) #

Tabnunuya 357 — KomaHab! pexkmuma KoHpurypauum VRF

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
route-target {import | 3agatb 3HaYeHue pacwmpeHHoro BGP-kombloHUTM route-tar-
export | both} get.

- import — umnopTUpoBaTb KOMbIOHUTH;
- export — 3KCNopTUPOBATb KOMbIOHUTW;
- both — skcnopTMpoBaTb M MMNOPTUPOBATL KOMbBIOHUTH.
ASN2:NN or IPV4:NN or | ®opmart 3anmcu KOMbIOHUTH:
ASN4:NN/- ASN2 — 16-6uTHOE 3HayeHue AS;
ASN4 — 32-61uTHOe 3HaueHue AS;
IPv4 — IPv4-apgpec;
NN —uuncnoBoe 3HayeHue route target.
no route-target {import | YAanuTb 3HaYeHNe KOMbIOHUTU.
export | both}
rd route-distinguisher

3afaTb 3HaYeHMe pacwmpeHHoro BGP-kombloHUTH route-dis-
tinguisher.
YAannTb 3Ha4YEHNE KOMbIOHUTW.

ASN2:NN or IPV4:NN
or ASN4:NN/-

no rd

Tabnunua 358 — KomaHab! pexkuma EXEC

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
no ymoa4YaHuro
show ip vrf [all [vrf_name] vrf_name: (1..32) cum- BbIiBOA MHPOPMALMK O CO3AAHHBIX BUPTYasIbHbIX 061aCcTAX MapLu-
BO/a pyTM3auum 1 06 L3-uHTepdeiicax, KOTopble B HAX HAaxoAATCA.

V dyHKuMK, noaaeprKaHHble anA pabotbl B VRF: pasgen: 2.2.6 ®yHKuum B VRF.

5.33 KoHowurypauma VXLAN

VXLAN — 370 BMpTyasibHas pacluMpeHHas 4acTtHasa cetb (Virtual eXtensible Local Area Network).
[aHHaA TexHoNorMA No3BoNAET ynakoBbiBaTb Ethernet-kagpbl 8 UDP-cermeHTbl ¥ TpaHCMOPTMPOBaTb MUX NO
IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpo1cTBO, Ha KOTOPOM HauMHaeTca an 3akaHumBaetcss VXLAN-
TOHHenb. Moaenu, onucbiBaemble B SAaHHOM PYKOBOACTBE, MOTYT AeACTBOBATb B KadecTse VTEP.

B kauectBe control plane gna VXLAN wucnonbsyetcas EVPN. 310 pacwwupeHue npoTtokona BGP,
KOTOpoe NO3BO/AET CEeTU MepenaBaTb MHGOPMALMIO O AOCTYMHOCTM KOHEYHOrO YCTPOMCTBA, TaKyl0 Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 3Ta TeXHONOMMA NJIOCKOCTU ynpasaeHua ncnonbsyet MP-BGP
ans pacnpegenerdma MAC-agpecos 1 IP-agpecoB KOHeYHbIX ycTpolicTs, rae MAC-agpeca paccmaTpuBaroTca
Kak mapuwpyTtbl. EVPN nossonseT ycTpoiicTBam geincreoBaTtb B Kayectse VTEP ana obmeHa nHpopmaume
Mexay coboi 0 AOCTYNHOCTN CBOUX KOHEYHbIX YCTPOWMCTB.

V Noapeprxkka VXLAN npeaoctaBaserca no AULEH3UN.
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HELTEX

V ®dyHKumnoHan VXLAN TpebyeT pe3epBUpOBaHMA annapaTHbIX pecypcoB. CBeAeHUA O XapaK-
TEPUCTUKAX PecypcoB ANA KOHKPETHbIX Mogenieii KOMMYTaTopoB NpuBeAEeHbl B pasgene
4.5.2.3 BoiaeneHue annapaTHbIX pecypcoB Noa AnueH3npyembii GyHKLMOHanN.

Ona KommyTaTtopos cepmit MES2300-xx u MES3300-xx TexHonorua EVPN/VXLAN He noagep-
KuBaerca.

.‘

Ona kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHENupo-
BaHWA OrpaHUYeHa HaCTpoiikoi npoduna nepepacnpeseneHna annapaTHbiX pecypcos. Mpu
ucnonb3oBaHuu npoduna min-13-max-12 paborta pyHKUMOHANA TYHHEIMPOBAHUA B TEKyLL el
Bepcuum MO HeBO3MOXKHA. Cm. KomaHay system forwarding resources mode B pasgene 5.4
KomaHpabl ynpaBneHus cuctemon.

.‘

KomaHObI pexcuma 2a06ana6Hol KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM B peXnume rnobanbHON KoHOUrypaumm:
console (config) #

Tabanuya 359 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoM4YaHuo

Aelicmeue

vxlan word

no vxlan word

word: (1..64) cumsona

Co3aatb VXLAN-UHCTaHC ¢ umeHem word 1 NepenTn B pexum
ero KoHdpurypaumu.

Ecnn VXLAN-MHCTaHC C TaKUM UMEHEM Y3Ke CO34aH, TO NepeinTu
B PEXKMM ero KoHdurypaumu.

Ypanute VXLAN c umeHem word.

anycast-gateway
mac-address mac_address

no anycast-gateway
mac-address

mac_address: H.H.H nau
H:H:H:H:H:H nnan H-H-H-
H-H-H/
He 3a4aHo

3azaTb BUPTYanbHbii MAC-aapec, KOTopbli 3aMeHseT 6a30BbIl
MAC-agpec KommyTaTtopa B ARP-cOOBLLEHMAX, NUCXOAALLMX C
NHTepdencoBs, Ha KOTOPbIX AaHHAA GYHKLMA aKTUBHA.

YCTaHOBUTb 3HaYeHue no YMO4aHULO.

arp suppression-cache
timeout timeout

no arp suppression-cache
timeout

timeout: (30..40000000)/
300 ceKyHg,

3afaTb MakcumasnbHoe Bpems KU3Hu 3anuceit Tuna local 8
Tabauue arp suppression-cache.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

ip dhcp information option
vpn [link-selection |server-
override | virtual-subnet]

no ip dhcp information
option vpn

-/BbIK/OYEHO

PaspewunTb ycTpoicTey gobasneHune B onumio 82 (ecnu eé oo-
b6aBneHue paspeLleHo) AONONHUTENbHbIX MOAOMNUNNA:

-vpn — gobasuTb nogonumu 5, 11 n 151;

- link-selection — n06aBuTb TONbLKO Nogonuuio 5;

- server-override — g06asuTb ToNbKO Nogonuuio 11;

- virtual-subnet — go6asutb TonbKO Nogonuuto 151.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp relay source-
interface [gigabitethernet
gi_port |
tengigabitethernet te_port
| hundredgigabitethernet
hu_port |
twentyfivegigabitethernet
twe_port | portchannel
group | Loopback loopback
| vlan vian_id] [vrf
vrf_name]

no ip dhcp relay source-
interface [vrf vrf_name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan: (1..4094);
vrf_name: (1..32)
cMmBoOsIa

3azaTb MHTepdelic ycTponcTtea, IPvd-agpec KoToporo byaerT uc-
Nnonb30BaTbCA B KavecTse |IP-agpeca ncTouHMKa B IP-3aronoske
1 3Ha4yeHua nona Relay agent IP address B coobLieHUax npoTo-
Kona DHCP ot relay-areHTa.

Ecnu Ha yKazaHHOM MHTepdelice He HacTpoeH IP-agpec, To npu
Bblbope IP-agpeca UCTOYHMKA ByaeT Mcnonb3oBaTbCsA nosese-
HWe relay-areHTa no ymon4yaHuio.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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HELTEX

evpn ethernet-segment
multihoming core-tracking
delay time

no evpn ethernet-segment
multihoming core-tracking
delay time

seconds: (1-300)/0 cek

BK/OUYNTL 3a4eprKKy nepeBoaa ethernet-segment u3 errdisa-
ble coctoaHus.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHguaypauyuu VXLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume pexkmume koHdurypaumm VXLAN:

console (config-vxlan) #

Tabmmua 360 — KomaHOH pexmMma KoHQuIypaumum VXLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

arp-suppression

no arp-suppression

-/BbIK/IIOYEHO

BKkntoumTb GyHKUMIO arp-suppression B Tekyuiei VXLAN u B cBa-
3aHHOM ¢ Hei VLAN.
OpHoBpemeHHasn paboTa B 04HOI U Toli e VLAN
! dyHKumit arp-suppression 1 arp inspection 3anpe-
weHa.
BkaoueHune pyHKUMM TpebyeT BblgeneHus aonon-
! HUTeNbHbIX pecypcoB TCAM Ha ycTpoMcTBE, UTO
NPUBOAUT K YMEHbLUEHUIO KONNYECTBEHHbIX XapaK-
TEPUCTUK HEKOTOPbIX CETEBbIX CEPBUCOB.
Cm. pasgen 2.2.2 Ucnonb3oBaHue TCAM.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

shutdown

no shutdown

-/no shutdown

YCTaHOBUTb agMUHUCTPaTMBHBIN cTaTyc DOWN gna VXLAN-uH-
CTaHca.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

vlan vian-id

no vlan

vlan-id: (1-4094)

3agatb vian id, koTopsbiii 6yaet ceszaH ¢ VXLAN-uHcTaHCOM.

Ypanutb ceasky vlan id ¢ VXLAN-uHcTaHCcOM

vni vni-id [ip-routing]

no vni

vni-id: (1-16777214)

3agartb Virtual Network Identifier (VNI), koTopbiii 6yaet uc-
NoNb30BaTbCA B paMKax AaHHoro VXLAN.

- ip-routing — yKasbiBaeT, Yto AaHHbI VNI ByaeT ucnonbso-
BaTbcA Ana uHkancynaumm 8 VXLAN IP-nakeTos, mapLipyTnsm-
pyembix B VRF.

Ypanutb 3agaHHbIin VNI

route-target { export | im-
port | both } community

no route-target { export |
import | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

Co3paet cnmcku nmnopTa n skcnopTa Route Target Community:
- export — no6aBuTb Route Target Community K akcnopTupye-
MOV MapLLpyTHOM MHbOPMaLmu;

- import — uMnopTMpoBaTb MapLIPYTHYIO MHPOPMALMIO C YKa-
3aHHbIM Route Target;

- both — ykaszatb uMnopT 1 aKcnopT.

Ypanaet cnuckn nmnopra u akcnopta Route Target Commu-
nity.
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HELTEX

mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIKNOYEHO

Bkntountb B Tekywer VXLAN pexum penamkaumm BUM-

Tpaduka c nomowpio PIM Multicast n npussasbiBaeT rpynnosoi

agpec K aaHHoi VXLAN. ToT agpec 6yaeT Mcnonb3oBaThCA Kak

agpec HasHadveHua B VXLAN naketax.

- ip_multicast_address — rpynnosou IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHOI B KOMaHae
BbllLe rpynnbl HE06X0AUMO BKAKOYEHUE

V npotokona PIM Ha untepdeiice loopback ¢

YyKa3zaHMem JaHHOMW rpynnbl KaK CTaTU4eCKOid.
OnucaHue cOOTBETCTBYIOLMX KOMaHA, B
cnepyouweii Tabnuue.

Bce VTEP B ogHom VNI gonKHbl UCNONb30BaTh
V OAMH U TOT XXe MmeTop, penaukauuu. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNONb30BaTbCA OAMH U TOT XKe aapec rpynnbl.

~ MakcumanbHoe KoM4ecTBO YHUKanbHbIx mul-
ticast VXLAN TyHHenel (multicast rpynn) 256.
V OpHa multicast rpynna moxeT 6bITb Ha3HayeHa Ha
Heckonbko VXLAN TyHHenen.

YCTaHOBUTb 3HaYeHue Nno YMONYaHULO.

V' Ona KoppekTHoM pabotbl VXLAN Heobxogumo yctaHoBneHue ceccumn BGP mexxay loopback-
nHTepdeicamm ycTpoicTB ¢ yKasaHuem agpeca loopback B kauecrse bgp router-id.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica loopback

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHUrypaumm nutepoeica loopback nmeet sna;:

Console (config-if) #

Tabnnua 361 — KomaHab! pexkmuma KoHpurypaumm nHtepdetica loopback

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

3HayeHue/3HayeHue .
KomaHoa Aelicmsue
no ymoa4YaHuro
ip pim -/BbIKNIOYEHO BkntounTb npotokon PIM Ha nHTepdeiice.
no ip pim YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.

Co3paeT 3anuch (*, G) ¢ ykasaHHOW MyNbTUKACTOBOW rpynnoi
n pnobasnsaet nHtepdeiic loopback 8 OIL. OTnpaBnseT Ha RP
PIM Join ¢ yKa3aHHbIM agpecom My/bTUKACTOBOM rpynmbl.

- ip_multicast_address — rpynnosoi IP-agpec.

Ypanset 3anuck (*, G) ¢ ykazaHHON MyNbTUKAcTOBOW rpynnoi.
Otnpasnaet Ha RP PIM Prune c yka3aHHbIM aipecom My/ibTu-
KacToBOM rpynnbl.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KOMaHAHOW CTPOKM B pexknme KoHdUrypaumm nntepoeiica VLAN:

console (config-if) #

Tabnunua 362 — KomaHabl pexkuma KoHdpurypaumnm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

anycast-gateway

no anycast-gateway

-/BbIKNtOYEHO

BrAtounTb GYHKLMIO anycast-gateway Ha JaHHOM UHTepdelice.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.
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HELTEX

KomaHObI pexcuma KoHguaypauyuu VRF

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHdurypaumm VRF:

Console (config-vrf) #

Tabnunuya 363 — KomaHab! pexkmuma KoHpurypauum VRF

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vni vni-id

no vni

vni-id: (1-16777214)

3apatb Virtual network Identifier (VNI), koTopblit 6yaeT ncnonb-
30BaTbcA Ana uHkancynauum 8 VXLAN IP nakeToB, mapipyTtu-
3upyembix B VRF.

Ypanute 3agaHHbin VNI,

route-target {import |
export | both}

no route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

3apaTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — UMNopTUPOBATb KOMbIOHUTY;

- export — 3KCNopTUPOBATb KOMbIOHUTY;

- both — akcnopTMpoBaTb M UMNOPTUPOBATL KOMBIOHWUTH.
dopmaT 3annMcn KOMbIOHUTU:

ASN2 — 16-6uTHOE 3HayeHue AS;

ASN4 — 32-6uTHOE 3HayeHue AS;

IPv4 — IPv4-apgpec;

NN —uuncnosoe 3HayeHue route target.

YAannTb 3Ha4YEHNE KOMbIOHUTW.

rd route-distinguisher

nord

ASN2:NN or IPV4:NN
or ASN4:NN/-

3afaTb 3Ha4YeHMe pacwmpeHHoro BGP-kombloHUTH route-dis-
tinguisher.

YpanuTb 3Ha4eHMe KOMbIOHUTH.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Buza 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm cekumm route-map:

console (config-route-map) #

Tabnuua 364 — KomaHabl pexkuma KoHOUrypaumm cekumm route-map

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set evpn gateway-ip
ip_address

no set evpn gateway-ip

/0.0.0.0

YcTaHoBUTL 3HaveHune [P-v4 Gateway address B NLRI
otnpasnaembix EVPN-mapwpyTos Tvna 5.
- ip_address — yctaHaBnanBaemoe 3HavyeHue IP-v4 Gateway
address.
Route-map c gaHHOM HacTpoiiKoii cnegyeT
Mcnonb3oBaTb B KOHTeKcTe address-family 12vpn
evpn BGP-cocepa 1 TonbKo B HanpasaeHuu out.

YCTaHOBUTb 3HaYeHue nNo YMONYaHUIO.

KomaHOb! pexcuma Priveleged EXEC

Bug 3anpoca KOMaHAHOW CTPOKM MMeeT BUA.:

console#
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HELTEX

Tabnunua 365 — KomaHabl pexkuma Priveleged EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show arp suppression-cache
[local | remote | vlan]

OTobpaXkaeT cogepKMmoe Kalla arp suppression:

- local — oTobparkaeT TONbKO NOKabHbIE 3aMKCHy;

- remote — oTo6pakaeT TONbKO yAaneHHble 3anucy;

- vlan — oTobpakaeT TONbKO 3anncK, OTHOCALLMECA K YKa3aH-
How VLAN.

group: (1..48);
es_number:
(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

show evpn Ethernet-seg-
ment {port-channel group

| es_number mac-address |
esi} [detailed]

OTobpaxaeT nHbopmaumio 06 Ethernet Segment Identifier.

show evpn inclusive-mul-

ticast [word] word: (1..64) cumBona

OTo6parkaeT MHGOPMALLMIO O MapLLIpyTax TMNa 3, KOTopble Uc-
No/b3yHTCA 414 NepeAaqn LNPOKOBELLATeNbHOrO, HEM3BECT-
HOro 04HOAAPECHOrO U MHOroagpecHoro (BUM) Tpaduka.

show evpn ingress-
replication [vni vni-id]
vni-id: (1-16777214)

BbisognT cnucok VTEP, Kyga BbiNOAHAETCA LenesBas pac-
cblika BUM-Tpadmka metogom ingress-replication ana scex
co3gaHHbIX VNI,

- vni — BbIBOA, MHPOPMALMK BbINOSHAETCA TO/IbKO ANA YKa-
3aHHoro VNI.

show evpn ingress-
replication flood-domain

OTobparkaeT cnncoK Bcex yaaneHHbix VTEP B IP-pabpuke, a
Takke crnmcok VNI/VLAN, nonaswux 8o flood-domain.

Mpu HexBaTKe CUCTEMHbIX PECYPCOB A1 LLeNeBOM Paccblku
BUM-TpaduKka metoaom ingress-replication, VNI nomelua-
etca Bo flood-domain. Ana takux VNI pacceinka BUM-Tpa-
¢duKa BbinonHaeTca Ha Bce VTEP IP-babpuku.

show evpn ingress-
replication resources

OTobpakaeT MHPOPMALMIO O CUCTEMHBIX PECYPCAX, UCNOb-
3yloWwmxca ana pacnpocrpaHeHma BUM-Tpaduka.

show evpn mac-ip [word] word: (1..64) cumsona

OTobparkaeT MHGOPMALMIO O MAPLLPYTaX TUMA 2, KOTOPbIE UC-
nosb3ytoTca AN nepeaaqdn nHdopmaumm o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumsona

OTobparkaeT uHGopmauuto 060 Bcex ycTaHosaeHHbIX VXLAN-
TYHHENAX:

- word — umsa VXLAN. OTobpaskaeT MHpopmaumio 06 ycTaHOB-
JIEHHbIX TYHHenAX ykazaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumsona

OTobparkaeT KpaTKyto MHPOPMaLMIO NO BCEM CO3AaHHbBIM
VXLAN-TyHHenAXx:

- word — uma VXLAN. OTobparkaeT getanbHyto MHGOpMaLMio
no ykasaHHol VXLAN.

show ip anycast-gateway -

BbiBOAUT MHOOpMaLMio 06 anycast-gateway.

[Mpumep KoHpuU2ypayuu 014 08yx ycmpolicme

Meay asymsa yctpoincteamu R1 n R2 yctaHoBneHa BGP-ceccua mexay loopback-untepdeiicamm.

BkntoueHa AF [2vpn evpn ana obecneyeHunsa yctaHoBneHusa VXLAN-TyHHenen n nepegaym nHpopma-

umm 06 nsydyeHHbix MAC-agpecax.

CospgaH VXLAN-mHcTaHc ¢ umeHem test_vxlan. K Hemy npusasaHa VLAN 1000, 3agaH VNI 1000.
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HELTEX

KoHourypaums 1:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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SHELTEX

KoHourypaumsa 2:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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Ecam  m3yuntb MAC-agpec Ha uHTepdeitice TenGigabitEthernet1l/0/3 Ha R1, TO MOXHO
NPOKOHTPOAMPOBATb ero Hannuue B Tabamue MAC-agpecoB Ha R2.

MocmoTpetrb MAC-agpeca, nsydeHHble B VXLAN, MOXKHO B BbiBOAe KOMmaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Buza 3anpoca KOMaHAHOM CTPOKM peXnma KoHourypaumm nHtepdeica:
console (config-if) #

Tabnunua 366 — KomaHabl pexkuma KoHdurypaumm nntepdetiica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMmo/a4YaHuro
ethernet-segment esi Co3pgatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
pPenTU B PEKMUM KOHOUTYPUPOBAHUA.
HoW ¢ HeW VLAN.
’ ) BkatoueHue pyHKLMN Ha KommyTaTopax MES5316A,
. MES5324A, MES5332A, MES5300-24, MES5300-48
esi: (1-16777214) - Tpebyet BbigeneHua 512 craHpaptHbix TCAM-npa-
BWJI, YTO NPUBOAUT K YMEHbLUEHUIO KONUYECTBEH-
HbIX XapaKTePUCTUK HEKOTOPbIX CeTEBbIX CEPBUCOB.
Cm. pasgen 2.2.2 Ucnonb3oBaHue TCAM.
no ethernet-segment esi Yaanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHgu2ypuposaHusa ESI

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm ESI:
console (config-es) #

Tabnunua 367 — KomaHgbl pexxuma KoHdurypaumm ESI

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymoa4YaHuro
system-mac system_mac mac_address: H.H.H nan | 3agate MAC-agpec, ucnosnb3yemblii B Kadectse System ID npo-
H:H:H:H:H:H nnn H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.

5.34 KoHdurypauua MPLS

MPLS (MultiProtocol Label Switching) — TexHonorMa KommyTauum U NEPECbIKU MNAKeTOB AaHHbIX,
KOTOpas UCKAtoYaeT HeobXoAMMOCTb aHann3a IP-3aronoBKa M Nomncka Nyt no Tabaunue IP-mapwpyTnsaumm
Ha KaXXAoM TpaH3UTHOM y3ne. AHanu3 IP-3aronoBKa BbINOAHAETCA OAMH pa3 — Ha Bxoge B MPLS-ceTh,
nocne 4yero nakety gobasnsetcs MPLS-3aronoBok 1 npucsamsaetca MPLS-meTKa. JanbHelwan nepeaaya
JAHHbIX OCYLLEeCTBAAETCA Ha OCHOBaHUM MPLS-3aronoBKOB. ITO BO3MOMKHO 32 CYET MPUCBOEHUA METOK
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OUKCUMPOBAHHOM ANMHbI NOTOKAM TpaduKa, MMEIOWMM 3KBMBAJMIEHTHbIE MYTWM Mepefayn K y3nam
Ha3HayeHua B MPLS-cetn. pu 3TOM cCamMu METKM MMEIOT JIOKANbHOE 3HAaYeHWe Ha KaXaAom y3ne.
MHKancynauma MPLS-3aronoska Npon3BoaMTCA MeX Ay 3aro/l0BKaMM KaHaNbHOIO U CETEBOrO YPOBHA.

B npouecce nepecblikn Kaxabit yzen MPLS (LSR) BbinonHaeT onepaunn gobasieHus, 3ameHbl Uan
vaaneHua metku. Kommytaums no MPLS-meTke He TpebyeT aHanusa coaepumoro IP-3aronoBKa, yto
nosblwaeT 3¢pPEKTUBHOCTb NEPECHIZIKM NAKETOB.

MPLS-MeTKM MCMONb3YHTCA O/ MOCTPOEHUA NOrnYecknx TyHHenel (LSP) BHyTpu MPLS-gomeHa
nosepx IP-ceTu. 3T TYHHEN MOTYT UCMOIb30BATbCA A1 NOCTPOEHUA BUPTYanbHbIX YacTHbIX ceTel (VPN)
Kak BToporo (L2VPN), Tak u TpeTtbero (L3VPN) ypoBHeli.

— MPLS domain — coBoKynHocTb y37108 MPLS, mexay KOTOpbIMU CyLLLECTBYIOT HEMPEPbIBHbIE
LSP.

— LSR (Label Switch Router) — maplpyTtrsatop B gomeHe MPLS, BbinonHsOWMIA onepaymm ¢
MPLS-meTKamu (MHKancynaummn/aekancynauum/3ameHsl (push/swap/pop)) 8 3aBucumoctu
oT ponu y3na (ingress/transit/egress).

— LER (Label Edge Router) — norpaHu4Hbiii mapwpyTtnsatop MPLS-ceTu, BbINOAHAOWMIA PO/b
ingress/egress LSR.

— LSP (Label Switched Path) — KommyTupyemblii MO MeTKam NyTb. ITO 0AHOHaNPaBAEHHbI
KaHan ot Ingress LSR go Egress LSR, no kotopomy byaeT Hanpas/ieH nakeT yepe3 MPLS-ceTb.

— FEC (Forwarding Equivalence Class) — Knacc MHoXecTBa NakeToB, MMEIOLWMX OA4MHAKOBbIM
NnyTb OTHOCUTE/NIbHO TeKywero ysna MPLS-gomeHa. MaeHTUOUKATOPOM Knacca ABASETCS
afpecHbli npeduKc HasHayeHua (IP-agpec wan noaceTb HasHAYyeHMsA), BCe MOTOKW,
npuHagnexkalme ogHomy Knaccy (ogHomy FEC), ncnonbsytot ogmH LSP.

— P-mapuwpyTtusartop (provider) — TpaH3uTHbIA MapLupyTm3aTop B MPLS-gomeHe, KOTopbil He
ABNAETCA TOYKON TEPMMHALMN CEPBUCOB BMPTYa ibHbIX YaCTHbIX CETEM.

— PE-mapuwpyTtusatop (provider edge) — norpaHW4YHbIM MapLpyTM3aTop CO CTOPOHbl MPLS-
OOMEHa, ABNAIOLLMINCA TOYKOM TEPMUHALNMN CEPBUCOB BUPTYANbHbIX YAaCTHbIX CETEN.

Moppepxka MPLS npeaocraBnaeTca nNo NLEH3UN.

B Ttekyuweit Bepcun MO noppeprkaHa 6a3oBaA pabota MPLS B TPaHCNOPTHOM NIOCKOCTU
(underlay) u pa6bota IPv4 Unicast L3VPN B cepeucHoi naockoctu (overlay).

Ona Kommyrtatopos cepui MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P,
MES35001-8P8F, MES3500I-24F texHonorna MPLS He nogaepyKusaeTtca.

- < <

B Tekyweit Bepcun NO ¢pyHKunoHan EVPN/VXLAN u MPLS aBnsaloTca B3aMMOMUCKAIOUAIO-
wmmm.

.‘

B TeKyuieii Bepcumn NO He nopaep)kaHa coBmecTHaAa pabora MPLS u dotlq Ha ogHOM UHTep-
deiice.

.‘

B TeKyuwieii Bepcum MO nogaeprkaHa TONbKO cTaTudecKas annokaumua ECMP-pecypcos gns
MPLS LSP. Bo usbexxaHue nepepacxoga u geduumuta annapaTHbIX pecypcoB yCTPOMUCTBaA pe-
KOMeHAYyeTCA YCTaHaB/AMBaTb 3HaueHue ip maximum-paths He 6onee 4 anbTepPHATUBHbIX Ny-
Teun.

.‘
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Ona kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHENUpo-
’ ‘ BaHWA OrpaHUYeHa HaCTpoiikoi npoduna nepepacnpeseneHna annapaTHbiX pecypcos. Mpu
N ucnonb3oBaHuu npoduna min-13-max-12 paborta pyHKUMOHANA TYHHEIMPOBAHUA B TEKYLL el
sepcumn NO HeBO3MOXKHa.

Tabnunuya 368 — PacnpeaeneHue pecypcos ana MPLS-TyHHenel

Tun myHHens/

MakcumansHoe yucno
myHHeneli ecex
munoe, paszdensemoe

MakcumanbHoe yucno
mpaHcnopmHbix
myHHeneli ecex

MaKcumanbHoe 4ucno
cepeucHbIx myHHeneli

MaKcumanbHoe 4Yucno
cepeucHbIx myHHeneli

pecypca

Kommymamop munoe, pazdensemoe
0214 UHKancyAayuu u 0018 UHKancyaayuu 0na dekancynayuu
dexancynauuu 018 UHKancyaayuu u
dekancynayuu

MES5316A 4127 2048 2048 15
MES5324A 4127 2048 2048 15
MES5332A 4127 2048 2048 15
MES5300-24 4346 2032 2048 15
MES5300-48 4346 2032 2048 15
MES5305-48 4362 2048 2048 15
MES5310-48 4362 2048 2048 250
MES5320-24 4362 2048 2048 250
MES5400-24 4362 2048 2048 250
MES5410-48 4362 2048 2048 250
MES5500-32 4362 2048 2048 250
MES5700-32 4362 2048 2048 250
MES5400-48 4362 2048 2048 250
Tvn pasaenaemoro ARP 1 TCAM ARP 1 TCAM ARP TCAM

¥

y
y
Y

Ae/ieHne annapaTtHbIX PecypcoB nog, AMueH3mpyemblii GyHKLMUOHAN.

5.34.1 Hacmpoiika npomokona LDP

DYHKUMU MHKANCYALUKM U AeKancynaunmn Tpaduka gnsa TPAHCNOPTHLIX U cepBUCHbIX MPLS-
TyHHenel ucnonb3yloT obwme pasgensemblie pecypcbl.

DYHKLUUM UHKaNCcyAauum TpaduKa ana TPAHCNOPTHbIX U cepBUCHbIX MPLS-TyHHeneit Bbinon-
HAIOTCA C annapaTHbIM YCKOpPeHUeMm, C 3aaeicTBoBaHueM obLiero pasaensemoro pecypca
ARP-Tabnuupbl. 1 TYyHHeNb pe3epBUpPYET pecypcbl 3KBUBaNeHTHble 4 ARP-3anucam.

dyHKUMM aeKkancynaumum TpadpuKa gNA TPAHCNOPTHDBIX U cePBUCHBbIX MPLS-TyHHenel Bbinon-
HAIOTCA C anNnapaTHbIM YCKOPEHUeM C 3aAeACcTBOBaHUEM obLLero pasaenaemoro pecypca
TCAM.

Mudopmauuto 06 orpaHUUEHUAX, BOSHUKAIOLLMX NPU 6POHUPOBaHMM annapaTHbIX pecypcoB
ARP-Tabnunubl n TCAM gna KOHKpPETHbIX MoAeneil KOMMYTaTopoB CM. B pasgene 4.5.2.3 Bbl-

— LDP (Label Distribution Protocol) — npoTtokon pacnpeaeneHua MPLS-meTok ansa FEC 1 pacnpocTtpa-
HeHUs MHPOoPMaLMM O MEeTKax MexXay maplpyTnsatopamu MPLS-gomeHa.

— LIB (Label Information Base) — 6a3a aaHHbIX Bcex MeToK U FEC, M3BeCTHbIX MaplUpyTM3aTopy B
MJ0CKOCTM ynpasaeHus, aHanornyHa tabamue RIB B IP.

— LFIB (Label Forwarding Information Base) — 6a3a gaHHbIx MeToK 1 FEC maplupyT13aTopa, ycTaHoB-
JIEHHbIX B KOMMYTALMOHHYIO MATpULy ANA annapaTHOM nepegayn Tpaduka B NJAOCKOCTU OAHHbIX,
aHasnornyHa Tabauue FIB B IP.
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V B TeKywei Bepcun MO B LDP noppep’kaHO YyCTAaHOB/IEHME COCEACTB TOJIbKO B peume
Neighbor Autodiscovery.

V' B TeKyweit Bepcun MO nogpepkuBaerca pabora LDP TtonbKo B pexxmme Downstream
Unsolicite Independent Control u Liberal Label Retention Mode.

V B Tekyuwieit Bepcuu MO LDP-npouecc knaccupuuympyet Kak FEC TonbKo IPv4-nogcetn HasHa-
YyeHua ¢ gAnHou npedukca 32.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma rnobanbHoi KoHburypaumm:
console (config) #

Tabanua 369 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

3Ha4yeHue/3HayeHue .
KomaHoa Aeiicmeue
no ymona4aHuro
mpls Idp y— BkntoyaeT ucnonb3osaHue npoTtokona LDP Ha KommyTaTope.
no mpls Idp BbIkntoyaeT ncnonb3oBaHme NpoTtokosia LDP Ha kKommyTaTope.

KomaHObI pexcuma KoHgu2ypauuu LDP

Bupa 3anpoca KOMaHAHOM CTPOKM B perume rnobasibHo KoHbuUrypaumm:
console (mpls-1dp) #

Tabnnua 370 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no yMmoa4YaHuro
router-id A.B.C.D A.B.C.D: naeHTMdukaTop | YcTaHaBaMBaeT yHUKabHbIN naeHTUPnKaTop MPLS maplupyTu-
MapLipyT1satopa B pop- | 3atopa B npegenax MPLS-gomeHa.
no router-id A.B.C.D mare IPv4-agpeca YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

/IP-uHTepdeiic ¢
HaVMEeHbLUMM 3HaYeHVeM

afpeca
address-family ipv4 unicast BkntoyeHue IPv4 Address Family u nepesog KommyTaTopa B
XXMM KOHOUrypaumm cooTeeTcTeytolen address-family.
— -/BbIKNIOYEHO P urypay ylow - y
no address-family ipv4 BbIKNtoUMTb cooTBeTCTBYtOLWYO address-family.

unicast

KomaHObI pexcuma KoHguaypauyuu Address-Family

Bupa, 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm Address-Family:

console (mpls-1dp) #
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Tabnuua 371 — KomaHabl pexkmma KoHpurypaumm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

redistribute connected

no redistribute connected

-/BbIK/IOYEHO

Pa3peLmntb aHoHCMpoBaHWe connected-mapLupyToB.

3anpeTuTb aHOHCKMpPOBaHue connected-mapLupyTos.

redistribute static

no redistribute static

-/BbIKIOYEHO

Pa3pewmntb aHOHCMpOBaHMe static-mapLupyTos.

3anpeTnTb aHOHCMpPOBaHMe static-mapLupyTos.

redistribute rip

no redistribute rip

-/BbIKNOYEHO

Pa3pelunTb aHOHCMPOBAHME rip-MapLIPyTOB.

3anpeTuTb aHOHCMPOBAHMWE rip-MapLIPYTOB.

redistribute bgp

no redistribute bgp

-/BbIKNOYEHO

Pa3pelunTb aHOHCMpoBaHMe bgp-mapLupyTos.

3anpeTuTb aHOHCMPOBaHWe bgp-mapLIpyToB.

redistribute isis [/evel]
[match match]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,

external)/BbikntoueHo

MmnopTtuposaTtb mappyTbl n3 IS-IS 8 LDP.

- level — ycTaHOBUTb U3 KaKoro ypoBHs IS-IS 6yayT aHOHCMpo-
BaTbCA MapLUPYThI;

- match — Npon3BOAUTL AHOHCMPOBAHMWE TONIBLKO A4 YKa3aH-
HbIX TUNOB IS-IS mapwpyToB.

3anpeTnTb UMNOPT MapLIPYTOB U3 NpoTokona IS-IS.

redistribute ospf id [ match
typel

no redistribute ospf

lid: (1..65535);
type: (internal,
external-1, external-2)/
BbIK/IOYEHO

MmnopTtuposaTtb mapwpyTtbl OSPF B LDP.
- id — ngeHTMdmKaTop npouecca OSPF;
- type —tvn OSPF-mapwpyTos, aHOHcUpyemblix B BGP.

3anpeTnTb UMNOPT MapLLIPYTOB M3 NpoTokoaa OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 372 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHTepdelicos

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
no yMmoa4YaHuro
mpls ip y—— BKkntoyaeT ncnonbsosBaHue npotokona LDP Ha nHtepdeiice.
no mpls ip BbIKNtoYaeT ncnosb3oBaHMe npoTokona LDP Ha uHtepodelice.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console>

Tabnnuya 373 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

show mpils Idp neighbors [
A.B.C.D | detailed]

A.B.C.D: LSR ID B ¢op-
mate IPv4-appeca

OTobparkaeT Tabanuy LDP-coceneln.

show mpils Idp bindings [
ip_address {mask |
prefix_length} | local |
remote]

prefix_length: (8..32)

OTobpasunTb cogeprkmumoe LIB gna FEC, noKkanbHble U NosyyeH-
Hble OT coceAei 3anumcu.

show mpls forwarding [
AB.CD]

A.B.C.D: npedukc
HasHayeHus

OTobpasunTb Tabnaunuy LFIB gna FEC.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup vcnonb3yeTtcs 418 BbINOAHEHUA CNeLManbHbIX NPOLEaYP, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTuem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ —Y

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp (3HaueHMe No yMoa4aHUIO) He BbiGpaH HM OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHua MOXKHO YBE/IMUMTb C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 374 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daitna cucremuoro MO.
Ecnu He BbIGPaH HOBbIW 3arpy»KeHHbIn dain cuctemHoro MO aKTUBHBIM, TO YCTPOI-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemHoro MNO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOB/IEHME KOHOUIYpaLUM MO YMONYaHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yaaneHve napons 3arpysumk.
Ha Hava bHbIN 3arpy3yunk
[aHHasa npoueaypa UCNoab3yeTcs AN BOCCTAHOBNEHUA YTPAYeHHOro Napons, oHa
No3BO/IAET NOAKNOYUTLCA K YCTPONCTBY 6e3 napos.
/19 BOCCTAHOB/IEHWNA NAPOAA HaXKaTb KAaBuLy <2>, Npu NocAeAytoueM Nogxtode-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥KaTbcA NporpammHoe obecneuveHue. CepBep A0KEH MMETb paspelleHue Ha YTeHue dait-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A,0/1XKeH 6bITb A0CTYNEH 418 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINOAHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec komnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 O6HoBnEHUe cucCMeMHO20 NPo2PamMmmHO20 obecneyeHus

3arpysKa ycTpoWcTBa ocywecTBaseTcs u3 ¢alina CUCTEMHOro nporpammHoro obecneuvenus (MO),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

I

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuto MO 6.x.x peko-
MeHAyeTCcs BOCNO0/b30BaTbCA MHCTPYKLUMEeN No o6HoBneHUIO Bepcuu MO B ceTeBbIX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasaene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOro nporpammHoro obecneyeHus, paboTtaroliero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN dalin NPorpammHoOro obecneyeHma Ha YCTPOMCTBO B BblgeneHHY 061acTb Na-
dopmaT KOMaHabI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHus CTaHeT akTMBHOW noce nepe3arpyskn Kommyrtatopa.

[Nna npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM Y.
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NPUNOMEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MpoTokoa MSTP no3BOAAET CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB Aaa otaenbHbix rpynn VLAN
Ha KOMMyTaTOpax /IOKa/IbHOM CEeTK, YTO NO3BOJIAET HasaHCMPOBaTb Harpysky. 1A NpoCToTbl PacCMOTPUM
CAyyan c Tpema KoMmyTaTopamm, 06beANHEHHbIMU B KOJIbLEBYIO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnasape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaerca cy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptol tel u te2. Huke npusegeHa cxema, M306parkatoLas JIOrnMYecKyto TONOI0TUIO CETH.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Korga oAnMH 13 KOMMYTaTOPOB BbIXOAMUT U3 CTPOA MO0 06pbIBAETCA KaHa, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATb NOCNEACTBUA aBapumn. HuxKe npmseaeH npouecc
KOHdUrypaumm KommyTtatopos. Jna 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KOHPUIYPaLMOHHbLIN
WwabnoH, KOTopbIn 3arpyrkaeTca Ha TFTP-cepBep M MCNOAb3YeTCA BNOCNEACTBUN A1 HACTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK 006aBNAATb METKY
SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, 15 KOMMYTATOPOB YPOBHSA AOCTYNA CyLLECTBYET TUMOBasA KOHOUIypaLus, HO NO/Ib30BaTE b-
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnydae 66110 6bl yA06HO BOoCcnonb3oBaTbes GpyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpasneHus. Huxke npuseaeHa KoHoUrypawmsa
KOMMyTaTopa, B KOTOpOM ocyliectsasetca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHas
noameHa A0/1KHa OCYLLECTBAATLCA Ha 3TOM Ke UHTepdelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b
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PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepkn metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPONUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnpoBaHune KoHOUIypaumMoHHbIX pannos

CNLD 3arpyska/sbirpysKka KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). Ucnonbayetca B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa M0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThit OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTBMe c Nonb3oBaTenem)

ESTC JlorvpoBaHue cobbiTuid 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4YecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypoBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAHuA SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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EVRX Ob6paboTKa cobbiTUiM NpMEMA NaKeTa u3 KommytaTopa B CPU, HUKHUI ypOBEHb, Nepeaaya
nakeTa Ha ypOBEHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanunsauns Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTaTop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 n IPvV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHas 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3afaya gns paboTbl ¢ BUPTYAIbHbIMM NPEPbIBAHUAMM

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnmn Loopback Detection

LBDT OTnpaBKa nakeTtoB Loopback Detection

LTMR O6wan 3agaya g8 BCeX TaMMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHne U3MEHEHWIM CTPYKTYPbI CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabena (VCT)

NBBT N-Base

NINP PaboTa c kKombo-nopTamu

NSCT HacTtpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK MO ne-
pexBayeHHbIM NakeTam
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NSFP OTcnexmBaHue cobbITU, cBA3aHHbIX ¢ SFP, Ha ceTeBoM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta M oTCAeXmnBaHMe U3MEHEHUA COCTOAHUA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUIN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHne cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoMMyTaTop, HUXKHUIA YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbiTMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KoMaHA, Talimep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JlorvpoBaHue cobbiThid 0 NpeBsbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccna yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M O6paboTKa cobbiTuin Address Update ot FDB, 610KMpoBKa NopTa Npu BO3HUKHOBEHUM OLLIU-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHne IOHUTaMM B CTEKE C NOAAEPHKKOMN TPaH3aKLNiM

TRNS File Transfer — konupoBaHue daiinoB mexay toHUTamm cteka (MN0)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YPOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanunsaums npotokosa X-modem
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NPUNOXEHUE L. ®YHKUMOHANT KOMMYTATOPA, UCNONb3YIOWMNIA TCAM U

uDB

Tabnunuya 4.1 — PyHKUMOHaN KommyTaTopa, ucnonbayrowmii cepsucel PCL n TTI ana pabotsl c TCAM

Pazden PyHKYUA PCL-client Mompe6neHue TCAM
input port IPCL_1 ACE=30B rule
IPv4 output port EPCL ACE=30B rule
input VLAN IPCL_O ACE=30B rule
input port IPCL_1 ACE=60B rule
ACL IPv6 output port EPCL ACE=60B rule
input VLAN IPCL_O ACE=60B rule
input port IPCL_1 ACE=30B
MAC output port EPCL ACE=30B
input VLAN IPCL_O ACE=30B
DHCP Snooping BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=2x30B+2x60B rules
2.1x Multi-
80 X. urtl Bk/toueHme GyHKUMM Ha port/LAG IPCL_2 Supplicant=30B rule
Session
PIM Snooping BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=30B+60B rules
ARP inspection BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=30B+60B rules
CraTuyeckune 1 AMHaMMUYECKme 3anncu IPCL_1 Entries=30B rule
IP Source Guard BkntoueHue GyHKLMM Ha
IPCL_1 VLAN=308B rul
port/LAG/VLAN CL per 30B rule
VPC Peer-link IPCL_1 VPC domain enable=30B+60B rules|
BKkntoueHue pyHKUMM Ha uHTepdeice .
BFD neighbor=30B+60B rules
coceAcTea
QoS service- input port IPCL_1 ACEs=30B rule
o .
policy output port EPCL ACEs=30B rule
Selective input port IPCL_2 rule=30B rule
QinQ output port EPCL rule=30B rule
VPC IPCL_1 VPC domain=30B+60B rules
VLAN Subnet-Based IPCL_2 mapping group=2x30B rules
MAC-Based IPCL_2 mapping group=30B rule
RPVST IPCL_2 Global process=30B+60B rules
vxlan=30B rule;
I_ ’
Tunnel VXLAN encapsulate IPCLO arp-suppressioni=30B+60B rules
decapsulate TTI vxlan=30B rule
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TR-101
vlan mode decapsulate TTI inner-vlan=30B rule
Double-tag

per port

GRE decapsulate TTI tunnel=308B rule
transport | decapsulate TTI LSP=30B rule
MPLS
service decapsulate TTI Label per VRF=30B rule

Y

Mpu nepBom HasHavyeHun ACL Ha VLAN-uHtepdeiic aBTomaTMUeckn ycTaHaBAMBAIOTCA ABa
rnobanbHbIX Npasuna 06paboTku TpadpurKa no ymonuaHuio: permit any any u deny any any.
B panbHeiiwem 3TM NpaBuaa NPUMEHAIOTCA Ko Bcem nocnegytrowmm ACL Ha VLAN-uHtep-
deircax.

ACL Ha VLAN He nopaep»uBaloT paboTy c guanasoHamu uHTep¢peincoB: Npu HasHaYeHUU
oaHoro u Toro e ACL Ha HeckonbKo VLAN-uHtepdeiticos TCAM-npasuna gna ACL 6yayt
Ayb6nunposaTtbca anA Kaxaoii VLAN, Ha KOTOPYIO OH Ha3HaueH.

Tabnunua 4.2 — PyHKUMOHaN KommyTaTopa, ncnonbsyowmin UDB komnapaTtopsbl B PCL ana pabotsl c TCAM

dyHKYUOHAnN Tun Komnapamopa Yucno komnapamopos
BFD rnobanbHbIN 2
TCP port-range ingress 4
TCP port-range egress 4
UDP port-range ingress 4
ACL p 8 g
UDP port-range egress 4
offset 16

UDB aBnsaeTca pasgenaembim pecypcom ana scex PCL-cepBucoB Ha ycTpoiicTBe.

OAMH KOMNapaTop MOXKeT BbIMOJIHUTb TONIbKO OAHY onepauuio cpaBHeHua: 6oablue,
MeHblue uamn HepasHo. MNMpu ucnonbzosauun UDB gna ¢unbtpauymm no TCP/UDP-noptam
AnanasoHbl Buga 0-6000 u 7999-65535 nortpebytoT Nno ogHOMY Komnapatopy. [uana3oH
nopTos Buaa 6000-7999 notpebyeTt aBa KOMNapaToOpPa, TaK Kak ONUCbIBaeTcA ABYMA YC/0BU-
AMU ogHoBpemeHHOo (n26000 && n<7999).

OpuHakosbie guanasoHbl TCP/UDP-noptos gna SRC IP u DST IP TpebyioT BbiaeneHus or-
AeNbHbIX KOMNApPaTOpPOB.

Mpasuno cnegylowero eupa notpebyer BbigeneHne 4 KomnapaTtopos: <action> <protocol>
<SRC IP> <SRC wildcard> 6000-7999 <DST IP> <DST wildcard> 6000-7999
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMpPOCam 3KchjayaTaumMm obopyaoBaHUs
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opuumancHOM caitTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTaLMIO U MPOrpaMMHOe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3ITEKC», 06paTuTbca K 6ase 3HaHUIA UM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cant Komnanuu: https://eltex.ru/
ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex.ru/support/downloads
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