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PykoBogacTBo no akcnayatauum WOP-2ac-LR2

1 BBepneHune

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/IMyHbIX cepBucoB. becnpoBoHble TeXHOMOrMy Bce 6onblue HabuparoT
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CETAMU C BbICOKMMU KPUTEPUAMMW K KAYeCTBY NpefoCcTaB/IeHNs YCyr.

WOP-2ac-LR2 — ycTpoiicTBO, npeaHasHavyeHHoe Ans opraHmsauun BLUM/ cetn B MaccmnBax YacTHOM
3actpoiikn. WOP-2ac-LR2 no3sonsieT o6ecneymTb LUMPOKONOOCHbIV AOCTYN B VIHTEPHET K/IMEeHTaM Ha
paccTosiHUM A0 3 KM. YCTPOMCTBO ABNSAETCHA He3aMeHVMbIM peLleHeM /19 opraHu3aumm 6ecrnpoBogHOi ceTu
B Pa3/IMYHbIX KIMMaTUYeCKMX YCI0BUSAX — B LUMPOKOM AuanasoHe paboumx Temneparyp 1 BbICOKOM
B/TQXKHOCTU, C BO3MOXHOCTbIO MOAK/MOYEHNSA Pa3/INYHbIX TUMOB CEKTOPHbIX @HTEHH.

B HacTosLWEeM pyKOBOACTBE MO 3KCM/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUE
XapaKTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWe, NOPAA0K YCTaHOBKM, Npasuia KOHUIypupoBaHus,
MOHUTOPUHIA 1 CMeHbI NPOrpaMMHoOro obecneveHms 6asosoli ctaHuun WOP-2ac-LR2.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTpOWCTBA.

@ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOiCTBa UK NOTEPE AAHHbIX.

2 OnucaHwne n3penunsa

2.1 Ha3HaueHue

BasoBasi ctaHumss WOP-2ac-LR2 (nanee «ycTpoiicTBo») paspaboTaHa A/1s NnpefocTaB/IeHNs LMPOKOMNOIOCHOTO
A0CTyna B VIHTEPHET K/IMeHTaM Ha PaccTosiHAM A0 3 KM 1 opraHusauum 6ecnpoBogHbix mocTtoB (WDS).
YcTpoiictBo WOP-2ac-LR2 — HoBelillee ru6koe pelueHne, o6ecrneymsatollee 60/bliyto 30HY NOKPbITUS CETU
3a CYEeT MOLLIHOCTY nepegaTtuuka (4o 26 A5M) U CNOMb30BaHNSA CEKTOPHbIX aHTEHH. Brarogapsi BbICOKON
MPOU3BOAUTENBHOCTM annapaTHoi NAaTgopMbl, BO3MOXHOCTAM MaclLUTabupoBaHusl, UHTYUTUBHO NOHSTHOMY
NHTepdelicy, MOXHO /Terko 1 GbICTPO pasBopayMBaTh 6ecnpoBoAHYH0 IT-MHPACTPYKTYPY.

TexHonorusi POE+ AaeT BO3MOXHOCTb YCTaHOBKM 060pyA0BaHuUs B t06bIX MECTaX, HE3aBUCKMO OT
PAaCMOMIOXEHNS UCTOUYHUKA 3MEKTPONUTAHUS, NMO3BOISET 3KOHOMUTb HA CTOMMOCTU CU/OBbLIX Kabeneli u genaet
VHCTaIISILMI0 NPOCTOl 1 He TpebytoLlei 6oNbLIMX 3aTpaT BPEMEHN.

2.2 XapaKTepucTuKu yCTpOicTBa
Unmepagpelicbl:

+ 1 Combo-nopt 10/100/1000BASE-T (Ethernet)/100/1000BASE-X (SFP);
+ 2 pazbema SMA-Tuna (female) Ana NogkNYEHUSI BHELLIHUX aHTEHH. BbIGOp MOAENN 3aBUCUT OT
NCNOJIb30BaHUA TOUKN JOCTynNa: A1 6ecnpoBOAHbIX MOCTOB NpeanoyYTuTe/IbHee Bbiomparb
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y3KOHanpas/IEHHbIE aHTEHHbI, & B PexrMe 6a30B0i CTaHLMN CEKTOPHbIE aHTEHHbI C 60/1ee LLIMPOKOWA
Amnarpammon Harnpas/IeHHOCTY,;
+ Wi-Fi 2.4 Ty IEEE 802.11b/g/n.

MuTaHune ycTpolicTBa ocywecTtensietcs yepes PoE-utxektop (IEEE 802.3at-2009).
dyHKYuUU:
BoamoxHoctnn WLAN:

* nogaepxka ctaHgaptos IEEE 802.11b/g/n;

* arperauusi aaHHbix, Bkoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHI M NSIAHMPOBaHNE NakeToB Ha ocHoBe WMM,;
* nogpepxka ckpbitoro SSID;

* 4 BMpPTyasibHble TOYKU JOCTYN3;

* nopgaepxka MAC ACL,;

* 06Hapy>XXeHne CTOPOHHMX TOYEK AOCTYNa;

* nopaepxka APSD;

* CnekTpoaHaIn3aTop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

+ Polling;

* nopaaepxka oMKCMPOBaHHON LIEHTPasIbHO YacToTbl;

* MexceKTopHas cuHxpoHusaums (PTP)'.

CeTteBble PyHKUMN:

* aBTOMAaTMYecKoe Cor/lacoBaHne CKOPOCTK, AYN/IEKCHOIO peXxumMa 1 NepekiovyeHnss Mexay pexnmamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* nopaepxka Hactpolikm C-VLAN 6e3 ncnonb3oBanust RADIUS-cepBepa;

« mannuHr VLAN;

* DHCP-knueHT;

* nopgaepxka NTP;

T Tonbko anst WOP-2ac-LR2 SYNC

* nogaepxka Syslog;

+ DHCP snooping;

* IGMP snooping (C BO3MOXHOCTbI0 OrpaHUYEHNsA KOIMYecTBa rpynn);
* (punerpauunsa BPDU;

+ nogaepxka Ping Watchdog.

®yHkuMn QoS:

* OrpaHuyeHune nponyckHol cnocobHocTn ans kaxagoro SSID;
* OrpaHu4YeHune CKopocTy AN KveHTa Ha Kaxaom SSID;

* MHAMBUAYaUTbHOE OrpaHnyeHne CKOpoCTU A5 KNNEeHTa;

* npuoputesaums Tpaduka Ha ocHoBaHun MAC/IP-agpeca;

* n3MmeHeHue napametpos WMM ansi pagmonHtepdeinca;

+ noggepxka npuoputunsauumn no CoS, DSCP n VLAN ID.

Be3onacHoCTb:

* UeHTpanm3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (WPA/WPA2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
* 64/128/152-6utHoe WEP-LundpoBaHne AaHHbIX.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus oéopygosaHms WOP-2ac-LR2.
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2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBogacTBo no akcnayatauum WOP-2ac-LR2

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpuBeAeHs! B Tabnuue 1.

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl Ethernet-untepcpeiica
KonmuecTtBo nopToB

DneKTpuYeckunii pasbem

CkopocTb nepegaun, Méut/c

MNopfaepxka ctaH4apToB

OcobeHHOCTY nopTa

MapameTpbl 6ecnpoBogHOro MHTepdelica
CraHpapThbl

YacToTHbIn Anana3oH, My,

Mogaynauus

CKOpOCTb Nepeaaun AaHHbIx', M6uT/c

MakcuMasibHas BbIXOAHast MOLLHOCTb nepejaTymka’
UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

YnpaBneHue

YpaneHHoe ynpasrieHve

OrpaHnyeHne goctyna

O6wue napameTpbl

RAM
Flash-namsaTtb

MntaHne

RJ-45/SFP
10/100/1000, aBTOONPEAENEHNE
BASE-T/BASE-X

Combo-nopt

802.11b/g/n
2400-2483.5 MI'y
BPSK, QPSK, 16QAM, 64QAM

802.11b: go 11 MéuTt/c
802.11g: oo 54 Méut/c
802.11n: go 300 M6uT/c

2.4TTy: 26 abm
2.4TTy: 0o -98 nbm

64/128/152-6utHoe WEP-LuMpoBaHve gaHHbIX,
WPA/WPA?2, ueHTpanim3oBaHHas aBTopusaLms
uepe3 RADIUS-cepeep (WPA/WPA2 Enterprise)

Web-untepdeiic, CLI, Telnet, SSH, SNMP,
NETCONF

NokanbHasa ayTeHTMdMKauUuA 1 ayTeHTUmkaums
yepes RADIUS-cepsep

128 Mb
32 MB SPI Flash

PoE+ (IEEE 802.3at-2009)



MoTpebnsemas MOLLHOCTb
Pabounin gnanasoH Temneparyp
OTHOCUTENbHAsA BNaXXHOCTb
CTeneHb 3aunThl

Mabaputhbl

Macca

PykoBogacTBo no akcnayatauum WOP-2ac-LR2

He 6onee 13 BT
oT-55 go +60 °C
0o 100 %

IP55

88 x232,5x 47 mm

0,32 kr

T MakcumarnbHas ckopoCTb 6eCrpoBOAHON Nepeaaqmn AaHHbIX onpeaeneHa cneuudukaLysamMm cTaHaapToB
IEEE 802.11b/g/n. PeanbHas nponyckHas cnocobHOCTbL ByAeT ApYroi. YCnoBus, B KOTOPbIX paboTaeT ceTb, a
Takke hakTopbl OKPYXaloLLei cpeabl, BKltoyas 06bem ceTeBoro Tpadvka, CTpomTeNbHble MaTepuasibl 1
KOHCTPYKLMW 1 CTy)ebHble faHHble CEeT MOTYT CHU3UTb peasibHY0 NPONYCKHY CNoCcO6GHOCTbL. Ha paanyc

LEeCTBUSI CETV MOTYT BNUSAThL (haKTOPbI OKpYXXatoLLeli cpeapbl.

2 KonnuecTBO KaHau10B 1 3HAYEHNEe MaKCUMaUTbHOW BbIXOAHOM MOLLHOCTY 6yAyT U3MEHATLCSA B COOTBETCTBUM C
npaBuiami PaavodacToTHOTO Pery/sIMpoBaHys B Balleil cTpaHe.



PykoBOACTBO No akcnyaTauyum WOP-2ac-LR2

2.4 KOHCTPYKTMBHOE WCMOMHEHnEe

YctpoiictBo WOP-2ac-LR2 umeeT nnacTuKoBbIli KOpNyc B NPOMbILIEHHOM UCNOMHEHUW. BHeLWHWA Bug,
ycTpoiictBa WOP-2ac-LR2 npuBeaeH Ha pricyHke 2.

PucyHok 2 — BHeluHwuin Bua ycTpoiictBa WOP-2ac-LR2

MoA, KPbILLKOW B HUXHEI YacTu yCcTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)/
100/1000BASE-X (SFP) anst noakntoueHusi K BHyTpeHHeli ceT 1 nutaHunto PoE, kneMma 3a3eM/ieHunst 1 KHomnka
c6poca Kk 3aBoackum HacTpoiikam (F), prcyHok 3.

S LLLLT R

| ©Fr - = = B

PucyHok 3 — Moptbl WOP-2ac-LR2
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PykoBogacTBo no akcnayatauum WOP-2ac-LR2

2.5 CaetoBas nHgukauus

BHewHwuin Bug, naHenn nHgukaumm WOP-2ac-LR2 npuepgeH Ha pucyHke 4 .

s ]

EEREEE
O&s-unil

PucyHok 4 — BHewHwuiA Bug, naHenn nignkaumm WOP-2ac-LR2

Tekyllee COCTOsIHME YyCTPOoNCTBa 0TObpaxaeTcs Npu NOMOLLM MHAMKATOPOB, PACNOIOKEHHbLIX HA NepegHeit
naHenun yctpoictea WOP-2ac-LR2. MepeyeHb MHAMKATOPOB M UX OnvcaHne npuBeaeHbl B Tabsvie 2.

Tabnuua 2 — OnncaHve HAMKaToOpPOoB

NHpunkartop CocTtosiHne nHgmkaropa OnucaHune

Power — uHgukartop 3e/1eHbIR, roput nMTaHne NoaKIlYeHo, HopMasibHas paboTa

nUTaHnsa n ctatyca paboTbl  MOCTOSAHHO

yCcTpoicTea

| OpaHXeBblii, rOpUT YCTPOWCTBO He nony4unnio agpec no DHCP

MOCTOSIHHO
KpacHblii, roput 3arpyska ycTpoicTtea
MOCTOSIHHO

LAN — nHgukaTtop nopta ropuT 3eneHbim (10, 100 kaHan mexay Ethernet-untepdeiicom WOP-2ac-

Ethernet-untepdpeiica M6uT/C)/ OpaHXeBbIM LR2 » nogkntoUYeHHbIM YCTPOCTBOM aKTUBEH

(1000 M6éuT/c)

11



PykoBogacTBo no akcnayatauum WOP-2ac-LR2

Nupunkarop CocTtosiHne nHgmkaropa OnucaHune

muraet MpoLLeCcC NakeTHON Nepegayun faHHbIX Mexay
Ethernet-uHtepdeiicom WOP-2ac-LR2 1
MOAK/MOYEHHbIM YCTPONCTBOM

WLAN — nHavkaTtopbl KpacHbIiA, roput YypOBeHb curHana 6osbLue -98 abm
ypoBHs curHana (RSSI)

XenTblid, roput ypoBeHb curHana 6onbLue -80 abm
]

3€/1eHbIN, roput YPOBEHb curHana 6osble -70 obm
[
I 3e/1EeHbIlA, ropuT ypoBeHb curHana 6onbuue -60 abm

HW OWH MHAMKATOP He CUrHasa HeT

roput

2.6 CO6pocC K 3aBOACKMM HacTpokam

C6poc KoHGmrypaumm ycTporicTBa NpomM3BOANTCS C NOMOLLbH KHOMKN «F». B 3arpy>x€HHOM COCTOSHWU
YCTPOICTBa HaXXMUTE 1 yaepxmBaiiTe kHomnky «F» (okono 10-15 cekyHz), KOTopasi HAXOANTCS Ha HUXKHE
naHenu ycTpoicTBa, Noka uHankatop «Power» He 3amMuraet opaHXeBbliM LBETOM.

[anee npousoiget aBTomarnyeckas nepesarpyska yctpoctaa. Mpu 3aBoOACKUX yCTaHOBKaxX ByAeT 3anyLueH
DHCP-knneHT. Ecnn agpec He nony4veH no DHCP, To y ycTpoiictBa 6yaet agpec — 192.168.7.10, macka
noacetn — 255.255.255.0; uma nonb3osartens/naposnb Ans gocryna yepes web-nHrepdeiic: admin/password.

2.7 KomnnekTt noctaBku
B 6a30BbIii KOMNIEKT nocTaBkn ycTpoiictBa WOP-2ac-LR2 BxoaaT:

+ basoBas ctaHuus WOP-2ac-LR2;

* KOMN/IEeKT Kpenexa,

* Maty-kopg RJ-45, 5e kaT., 1.5Mm;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (OnuMoHasbHO);
+ CepTudomkar CoOTBETCTBUS;

+ MamATka 0 AOKyMeHTauuw;

* [acnopr.

3 Mopsnok ycTtaHOBKN

B gaHHOM pasgene onucaHbl MHCTPYKUUKM MO TEXHWKE 6e30MacHOCTM, pekoMeHAaLmmn no ycTaHoBKe, npoueaypa
YCTaHOBKM 1 NOpsAokK BkAoveHus yctpoictea WOP-2ac-LR2.

3.1 VIHCTpyKUUM MO TeXHUKe 6e30MacHOCTK

1. He BCKpbIBaiiTe Kopnyc ycTpoiicTBa. BHYTpW yCTPOCTBA HET 3/1EMEHTOB, NPeAHa3HaYeHHbIX /15
06CNyXMBaHKS Nosb30BaTENEM.
2. He npousBoauTe YCTaHOBKY AAHHOMO YCTPOICTBA BO BpeMsi rpo3bl. ECTb pucK yaapa MOSHUEl.

12



PykoBogacTBo no akcnayatauum WOP-2ac-LR2

Heobxoanmo cobnoaatb TpeboBaHMsA N0 HANPSHKEHWUIO, TOKY M YacToTe, yKasaHHbIe B AaHHO
NHCTPYKUMN.

Mepen NOAKMYEHNEM K YCTPONCTBY M3MEPUTE/bHbIX MPMOOPOB 1 KOMNbLIOTEPA, MX HEOOX0ANMO
npeaBapuTenbHO 3a3eMNnTb. Pa3HOCTb NOTEHUMANIOB MeXay Kopnycamy 060pya0oBaHms n
N3MepuTeNbHbIX NPUOOPOB HE A0/HKHA NpeBbiwaTb 1 B.

Mepepn BKIOUEHMEM YCTPOICTBA y6eanTeCh B LLE/IOCTHOCTM Kabenel n nx HagexxHoM KpenneHun K
pasbemam.

Bo Bpems MOHTaxa YCTPOMCTBa Ha BbICOTHbIX KOHCTPYKUMSX CNeayeT BbINOMNHATb YCTaHOBMEHHbIE
HOpPMbI 1 TPEGOBaHNS NPU BbICOTHLIX paboTax.

kcnayaTauus yCcTpoiicTBa Ao/MKHA MPON3BOANTLCS MHXEHEPHO-TEXHUYECKUM NEPCOHAIOM,
npoweaLmnmM cneymasnbHy NoAroToBKY.

MopakntoyaTb K yCTPOWCTBY TOMbKO roAHOE K MPMMEHEHNI0 BCioMorate/ibHoe 060pyaoBaHue.

3.2 PekomeHpaumun no yctaHoBke

1.

5.

PekomeHayemoe ycTaHaB/IMBaeMoe NooXKeHVEe: KpensieHne Ha TpyooCTolKy/cTono.

Mepepn yCcTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOANMO NPOBEPUTL YCTPOMCTBO HA HaMuune
BUANMbIX MEXaHNYECKNX NOBPEXAEHNIA. B cnyyae Hamuust noBpexaeHuii cnegyeT npekpaTuTb
yCTaHOBKY YCTPOICTBa, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K NOCTaBLLUMKY.

. YCTpPOWCTBO A0/MKHO ObITb YCTAHOB/IEHO Ha TPY6HOCTOMKY/CTON6 Takum obpa3om, 4tobsl Ethernet-nopt

6bl1 HanpaB/ieH BHU3.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yuntbiBanTe cregyrowime npasunia:
a. YcTtaHaBnuBaiiTe yCTPOWCTBO TakmuM 06pa3oMm, YTOObl B CEKTOP AENCTBUS aHTEHHbI Nonagasnv Bce
aboHEeHTCKMe CTaHuMW, KOTopble 3ansiaHMpoBaHo NOAKMIUNTL K JaHHON 6a30BOI CTaHUuV;
b. He yctaHaBnuBaiite ycTpoiAicTBO B6M3N (Nopsiaka 2 M) 3/1EKTPUYECKUX YCTPOWCTB U
paanoycTpoiCTB.
c. He pekomeHpyeTcs ncnonb3oBatb paamotenedoHbl 1 Apyroe 06opyfoBaHue, paboTarLlee Ha
yactoTe 2.4 ['Tu, B paguyce gelicteusa 6ecnposogHoii cetn Wi-Fi;
d. MNpenaTtcTBuUs B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKUNIA, KUPNUYHBIX/OETOHHBIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUNTb paguyc aericteusa Wi-Fi ceTtn.
Mpu pa3meLLeHn HECKONBbKNX TOYeK J0CTyrna Ha 04HOM TpybOCTOoKe peKkoMeHAyeTCA pa3HOCUTb UX MO
BEPTMKaIN MUHUMYM Ha 2 MeTpa.

3.2.1 YacToTHble nonockl 1 kaHasbl B gnanasoHe 2.4 'y, ana Wi-Fi

Mepenaya gaHHbIX B Anana3oHe 2.4 'y ucnonbdyercsa ansa ctaHgaptos IEEE 802.11b/g/n. YcTpolicTBo
WOP-2ac-LR2 nogaep>xuBaeT 4acTOTHbIE KaHaslbl B AnanasloHe 2.4 I'Ty ¢ wupuHoii 5, 10, 20 n 40 Mru.
[Nns BblUMCNEHUS LeHTpasbHOM YacToTbl kaHana Wi-Fi f, MMy, ucnonb3syertcs choopmyna:

f=2407+(5*N), rae N — Homep kaHana Wi-Fi.

3.3 PekomeHfaumu no obecnevyeHunto rpo3o3atlnTbl

1.

2.

No o s

3azemsieHne Heob6xoAMMO BbINOAHATb N30/IMPOBAHHBLIM MHOFOXW/TbHBIM NPOBOAOM. YCTPOCTBO
3a3eM/IeHNs 1 CevyeHne 3a3eM/IS0LWero NPoBoaa A0/MKHbI COOTBETCTBOBATL TpeboBaHuaM MYy 3.
MepByHO YNNYHYIO FPO303aLLMTy HE06X0AMMO yCTaHaBIMBaTb MakCuMasibHO 6/1M3K0 K 6a30BOI CTaHLmMu,
COeNHAS UX KOPOTKUM yNu4YHbIM FTP-kabenem ¢ akpaHMpOBaHHbLIMU KOHHEKTOpaMW.

BTOpyto YNIMYHYIO rpo303aLUmMTy He06Xo4UMO yCTaHaB/IMBaTb MakCcMMasibHO 6/113K0 K POE-kommyTaTopy
(POE-nHXeKTopy), coeauHsia X KOPOTKMM y/nYHbIM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOPaMW.
CoeavHeHune rpo3o3awmnT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
CekTopHas aHTeHHa A0/hKHA 3a3eMJ/IATBCA Yepes MadTy A1 KPpernsieHUs aHTEeHHbI.

Heo6xoanMmo 3a3eMnnTb 6a3oByt0 cTaHUMo (Mogpo6Hee B MyHKTe MOHTaxX YCTPONCTBRA).
PoE-kommyTaTop (POE-MHXEKTOpP) AO/MKEH BbITb NOAK/MOUYEH B 3/1IEKTPUYECKYHO po3eTky 220 B ¢
3a3emieHnem N0 3a3eM/IeH Yepes Kopnyc.
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PyKoBOZACTBO Mo akcnyaTtauum WOP-2ac-LR2
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PucyHok 5 — Cxema noaxnoueHnst 6a3oBoii cTaHUumn A5 o6ecnedeHns rpo3o3atnTbl
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PyKoBOZACTBO Mo akcnyaTtauum WOP-2ac-LR2

3.4 MoHTax yctpoiictBa WOP-2ac-LR2

1. MpuKpennTe KPOHLWWITENH K KOPMYCY YCTPOCTBA C MOMOLLbH0 BUHTOB, MAYLLMX B KOMM/IEKTE, KakK
MoKasaHo Ha PUCYHKE HIXeE.

WA

A N [ m@‘
-—r«'x«w‘“‘*‘“ \ -

ﬁ ﬁw ﬁ )

2. YcTtaHoBWTe ycTpoiicTBO Ethernet-noptom BHM3 Ha TPy6BOCTOIKY, Kak MOKa3aHOo Ha PUCYHKE HUXE, U
3aKpenuTe ero XxoMmytamu, nayLummMm B KOMIieKTe ¢ ycTpoiicTBom. Cobntogante MHCTPYKLUN N0 TEXHUKE
6e30MacHOCTV 1 pekoMeH4aumm, NpuBeAeHHbIE B pasgenax «/IHCTpyKUMM Mo TeXHUKe 6e30NacHoCT» 1
«PekomeHzauum no yctaHoBKe» .
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PykoBOACTBO No akcnyaTauyum WOP-2ac-LR2

3. CHMUMUTE KPBILLKY, 3aKpbliBatoLLyto Ethernet-nopT Ha HXHEN NaHenun ycTpoiicTea. BbinosHuTe
3a3eM/IEHNE YCTPOICTBA Yepes crneuuasibHyo Knemmy, 3atem nogkntoumnte Ethernet-kabens k POE-nopry.
Mpy NOCTPOEHUM CETU MO ONTOBO/IOKHY YCTAHOBUTE TPAHCUBEP U NPOM3BeAnTe NOAK/OUEHNE.

o=
m
n

I mmmm.
e — =

4. 3aKpoiiTe KPbILLKY HKHEN NaHenu.

5. MopgxnounTe aHTEHHY K YCTPOWCTBY C MOMOLLbIO KabenbHbIX COOPOK.

6. OTperynupyiTte NONOXEHNE aHTEHHbI Tak, YTOObI aOOHEHTCKMe YCTPOMCTBa Nnonagasiv B 30Hy NOKPbITUS
YCTaHOB/IEHHOWN aHTEHHbI.

7. NMopgxniounTe Ethernet-kabenn, naywmin ot WOP-2ac-LR2, k POE-NOpTy MHXeKTopa uin nopTy
kommyTatopa (IEEE 802.3at-2009).

8. Ecnun Bbl ncnonb3yete POE-MHxeKTop, nogkounTe ero K posetke 220 B ¢ NOMOLLbI0 CETEBOTO LUHYpa.
9. BbInonHuTe 60/1€e TOYHYH HOCTUPOBKY aHTEHHbI MO CBETOBLIM MHAUKATOpaM Ha Kopryce yCTPOiCTBa.

[ @ Bo nsbexaHue BbIxoga yCTPOICTBA U3 CTPOS PEKOMEHYETCA UCNOMb30BaTb FPO303aLLMTY. ’

3.4.1 VIHCTPYKUMS MO TepMeTu3aLum aHTEHHbIX Pa3beMoB

[ @ repmeTusaumio HeO06X0AMMO NPOBOANTL C 06ENX CTOPOH Kabens. ’

1. Mepep nogkNoYeHneM Kabens K pasbemy TpebyeTcsi OCMOTPETb ONNETKY Kabens Ha Hasinume
NOBPEXAEHWI, a TaKkKe NPOBEPUTL HA/TMUME YNNOTHUTENBHOTO KO/bLA B railke pasbema, pacrnosiokeHune
nokasaHo Ha pucyHke 6 (a, 6).
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PykoBOACTBO No akcnyaTauyum WOP-2ac-LR2

PucyHok 6a PucyHok 66

2. MoaxnounTb Kabenb K pa3beMy YCTPOCTBA (AHTEHHBI) 1 3aTAHYTb raiiky, Kak nokasaHo Ha pUCyHKe 6
(a, 6).

PucyHok 7a PucyHok 76

3. OTpe3aTtb pe3vHOBYH repMEeTU3NPYIOLLYHO NTIEHTY COOTBETCTBYIOLWEN A/IMHbI: HA TepMETM3aLmio 0O4HOI0
pasbema SMA (pucyHok 7a) Tpebyetcsi 0,15 M rmaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
76) Tpebyetcs 0,3 M rMapon30NMNPYIOLLEI NEHTbI, Kak NokasaHo Ha pucyHke 8 (a,6).

PUCyHOK 8a PucyHok 86

4. YnanuTb C pe3vHOBOIi NEeHTbI 3alLMTHbIA C/I0M, Kak NoKa3aHo Ha PUCyHKe 9.

PucyHok 9
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PykoBOACTBO No akcnyaTauyum WOP-2ac-LR2

5. O6MOTKY HauMHaTb CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNMB OT 0OXMMHO YacTh Ha 10-15 mm.
3admkcrpoBaTb KOHUMK IEHTLI Ha oneTke kabens nog yrnom 15..25 rpagycoB K ocu kabens, 1, crerka
pacTarveas /ieHTy, HayaTb obMaTbiBaTh Kabenb 1 pasbem, NpoABurasicb B CTOPOHY Kopnyca yCTponcTBa.
BuTkn yknagbiBatb Apyr Ha Apyra C Hax/1eCcToMm, CKIaZKkn Ha BUTKax He gonyckatotcs. O6mMoTka kabens
nokasaHa Ha pucyHke 10 (a, 6).

o

PucyHok 10a PucyHok 106

6. [LOCTUrHYB KOprnyca ycTpoiicTBa (aHTEeHHbI) KpaeM fieHTbl, TpebyeTcsl caenaTb 060pOT BOKPYT pasbema,
MaKCMMasibHO NPUXMMast Kpaii TeHTbl K Koprnycy, Aanee NpoAo/KUTb HAMOTKY NIEHTbI Nog, APYTUM YI/IOM,
yaansisicb oT kopnyca. Mpu HamaTblBaHUM He 3abblBaiiTe pacTArMBaTh IEHTY W MIOTHO NPUXUMATL ee K
paHee HamMOTaHHbIM BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKY YMEHbLUUTL U N/IOTHO NPUXKaTb Ero K BUTKaM,
pacnonoXeHHbIM Ha OneTke kabesns, kak nokasaHo Ha pucyHke 11 (a, 6).

v

PucyHok 11a PucyHok 116

7. Otpe3atb MNBX-neHTy (M30/1eHTY) COOTBETCTBYIOLLEN A/IMHBI: HA TepMEeTM3aLuio 0AHOro pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4nA pasbema N-type Tpebyetca 0,6 M n3oneHTbl. MI3oneHTa Tpebyetcs ans
3alLMTbl PE3MHOBOW NTEHTHI OT Y/ILTPAMONETOBLIX Ny4yeii. I3oneHTa nokasaHa Ha pucyHke 12.

PucyHok 12
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PykoBOACTBO No akcnyaTauyum WOP-2ac-LR2

8. O6MOTKY HauMHaTh C ONJIeTKN Kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOM JIEHTbI
Ha 5-10 mmMm. 3admKcrMpoBaTb KOHUMK M30NEHTLI Ha onneTke Kabensa nog yrnom 15-25 rpagycos K ocu
kabens, u, cnerka pactarvsas fIeHTy, HayaTb 06MaTbiBaTb Kabesb 1 pasbeM, NPOABUTasiCb B CTOPOHY
Kopnyca ycTpoicTea. BuTkn yknaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNaiku Ha BUTKaxX He
ponyckatotcs. O6MoTKa Kabensa nokasaHa Ha pucyHke 13.

PucyHok 13

9. [locTUrHyB KOprnyca Kpaem NeHTbl, TpebyeTcs cenatb 060p0T BOKPYr pasbema, MakCMMasibHO
NPWXUMas Kpaii U30/1eHTbI K KOPMyCy YCTPOCTBA, Aaniee NPOAOC/HKUTL HAMOTKY NIEHTbI NOA, APYTM YI/IOM,
yaansasch oT kopnyca. Mpu HamaTbiBaHUM M/IOTHO HaknafblBaliTe BUTKU JIEHTbI, HE oMycKas cknaaok. Ha
nocneaHNX BUTKAX U30/1€HTbI PACTSHKKY YMEHbLLUTbL [0 HY/S U NMOCNEAHWIA BUTOK Y/IOXUTb 6e3
pacTsarMBaHus, Kak nokasaHo Ha pucyHke 14 (a, 6).

PucyHok 14a PucyHok 146

10. MpoBepnTb 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3NHOBOI NIEHTHI.

4 YnpaB/ieHne yCTPOMNCTBOM Yepe3 web-nHrepgeiic

4.1 Hauyano pa6oThl
[ns Hayana paboTbl HY)XXHO NOAKUNTLCS K YCTPOICTBY No HTepdielicy Ethernet uepes web-6paysep:

1. OTKpoiiTe web-6pay3ep (Nporpammy-npoCMOTPLLMK TMNEPTEKCTOBLIX A0KYMeHTOB), Hanpumep Firefox,
Opera, Chrome.

2. BeeanTte B agpecHoli cTpoke bpaysepa IP-agpec ycTpoiicTea.
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PykoBogacTBo no akcnayatauum WOP-2ac-LR2

© 3asogckoii IP-agpec ycTpoiicTsa: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo ymonyaxuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

3aBofCKMe YyCTaHOBKW: JIOTUH: admin, naposib: password.

Mpu ycnewwHoM 06HapyXeHUM YCTPOICTBA B OKHE Gpay3epa 0To6pasuTCcsl CTpaHuLa ¢ 3anpocoM UMEHN

nosib3oBaresia 1 naposns.

WOP-2ac-LR2

3. BBeauTe NOrviH 1 Naposib B COOTBETCTBYIOLLMX CTPOKAX.

4. HaxkmuTe KHOMKy «BoliTn». B OkHe Gpay3epa OTKPOETCS MEHIO KOHADUIYPUPOBaHKSI.

5. Mpn HEOBXOAMMOCTN MOXHO MEPEK/IUNTL SA3blK 0TOOpaxeHus nHdopmauun. Ana WOP-2ac-LR2

[OCTYNHbI pyccKasi U aHrviickan Bepcus web-uHtepdeiica.

WOP-2ac-LR2

WELTEX

MOoHUTOPUHI Radio VAP WDS CeTeBble HAaCTPOWKN Cwuctema

Wi-Fi knueHTbl Uapenve

AnnapatHas Bepcust
WDS

Basopackoit MAC-aapec
Cratuctvka no Tpaduky
CepuitHblit Homep

CkaHupoBaHue acupa Bepcusi O

KypHan cobbiTuit PesepsHasn sepcus MO

Bepcus sarpyauunka
CeTeBas UHdOpMaLs " Lk

CucTemHoe Bpems

WHdopmauus o
paguouHTepdelice Bpewmsi pa6oTbl
. Barpyska LIy

WHcbopmauums o6 ycTpoiicTse >

Mcnonbayemas namstb

© 000 "TMpednpusmue "Snmekc", 2017 - 2022

WOP-2ac-LR2
1v1
E8:28:C1:03:F7:A0

WP37000041

22.11.2022 06:54:33
0 aH, 00:04:14
22.8%

56MB/92MB (60%)

@ TecToBbIN pexum

-~ (BbIXOA)

Bepcus 10: (Bepcust WEB: )

4.2 TlpuMeHeHue KOHUrypaumm n oTMeHa n3MeHeHui

1. MpuUMeHeHne KoHUrypaumm

Mo HakaTuo Ha KHOMKY NPOUCXOAUT coXpaHeHue KoHdmrypauwmm Bo flash-namsts
YCTPOICTBA 1 NPUMEHEHNe HOBbIX HAacTpoek. Bce HacTpolikv BCTynatoT B cuny 6e3 nepesarpyskiu

YCTpOIiCTBa.
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B web-nHtepdelice peanvsoBaHa BU3yasibHast MHAMKALNA TEKYLLLErO COCTOSHMUS NpoLecca NpYMeHeHus
HacTpoek, Tabnmua 3.

Ta6n|/|u,a 33— B|/|3yaana;| MHONKaUnA TeKylero CoOCToAaHuUA npouecca npuMeHeHna HaCTpoek

BHelHnii B4 OnucaHue COCTOSAHUA

Mocrne HaxaTusi Ha KHOMKY «[TPUMEHNTL» MPOUCXOAUT MPOLIECC NPUMEHEHUS 1 3an1ch HACTPOEK B
namsitb ycTpoiictea. O6 3TOM MH(OPMUPYET 3HAYOK Ha KHorKe «MpUMEHUTb.

06 ycneLwwHoM COXpaHeHUn U NPUMEHEHUW HacTpoeK NHOPMUPYET 3HAYOK Ha KHOMke
«[TpUMEHNTL».

2. OTMeHa U3MEeHEHNIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUSA Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[PUMEHUTb» M3MEHEHHbIE HA CTPaHULLE NapameTpbl 6yayT 06HOB/EHbI HA TEKYLLME 3HAUYEHMS]

N COXpaHeHbl B NaMsiTb YCTPONCTBa. [ocne HaxaTnst Ha KHOMKY «MprMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

. ®X OTmeHa
KHoNKa oTMeHbl UBMEHEHUN UMEET BMA:
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4.3 TecCTOoBbI PEXUM
Ha ycTpoiicTBe peasim3oBaH TECTOBbIA PEXMUM A1 NTPOOGHOr0 NPUMEHEHUA KOHGUIypauun.

YT0O6bI €ro aKTMBMPOBaTb, HKMUTE KHOMKY «TECTOBbIN PeXrM» Ha BepxHein naHenn web-nHrepdeiica.

E LTex WOP-zaC -LR2 @ TecToBbIi pEXUM

IMOHHWTOPHHT Radio VAP WDS CeTeBbleé HACTPOHKK Cucrema - (Bbix0m)

Bpewms pa6oTbl TectoBoro pexxvma — 300 cekyHa, (5 MuHYT). B TeUeHMe 3TOro BPEMEHM MOXHO NepeMelLaTbes
no BKNajkam web-koHdurypatopa 1 npon3BoanTb Kakme-nmbo N3MEHEHMS], MPUMEHSS UX Ha KaXaol cTpaHuLe
C NMOMOLLbKO KHOMKM «MPUMEHUTb».

3anyweH TECTOBbIA peskuM. MNpaskn CyayT oTMEHEHBI Yepes 296 cek. BLIATA W3 TECTOBOMO PEXMMA ~

= TEX WOP-2ac-LR2

MOHWUTOPHHI Radio VAP WwDS CeTeBble HaCTPOHKK Cuctema - (BbiXOD)

Mocne npoBepky HEOGXOAMMO KOHGIMIypaLmn HAXXMIUTE KHOMKY «BbIATK N3 TECTOBOIO pexumar U BbibepuTte
HY)XHOe AeicTBue:

+ «COXpaHUTb U BbIATW» — NPY HaXXaTuK NPOU30IAET BbIXO[, 13 TECTOBOMO PEXMMA U COXPAHEHNWE B
SHEeproHe3aBMCHMYI0 NaMsATb BCEX M3MEHEHWIT B KOHQUIypaLK, KOTOpbIe 6bIN CAeNaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEHUTb U3MEHEHUS, BbINOMIHEHHbIE B TECTOBOM peXuME, By1eT HEBO3MOXHO.

+ «OTMEHUTb U BbIATW» — NPY HaXKaTUV NPOU30IAET BbIXO[, U3 TECTOBOMO PEXMMa U OTMEHA BCex
N3MEHEHMWIA, BbINO/THEHHbIX B 3TOM pexumMe. byleT BOCCTaHOB/NEHa KOHUrypaums, AeiicTBytoLLas Ha
YCTPOICTBE [10 aKTVBaLMN TECTOBOIO pexuma.

3anyLleH TECTOBbIA pexWM. MNpaBki GyayT OTMEHEHBI YEpEs 269 Cek. BbIHTH M3 TECTOBOTO peEXUMa

E LTeX WOP-2ac-LR2 COXPaHUTE W BoIIATH

OTMEHWTbL W BBIATH

IMOHMTOPUHT Radio VAP WwDS CeTeBble HACTPOMKM Cuctema - (BbIXOM)

Ecnu B TeueHune 300 cekyHA agMUHUCTPATOPOM He ByAeT Npou3BeAeH BbIXO4 13 TECTOBOIO Pexunma, aTo
Npov30NaeT aBTOMaTU4eCKn BMECTE C OTKATOM BCEX M3MEHEHWUI, KOTOpble Obl/in cAeaHbl B JaHHOM pexnMme.
Mo ncTeveHno ykasaHHOro BpeMeHn KoHpurypauusa BOCCTaAaHOBUTCS, faxe ec/n B pesy/ibtaTte CAe/aHHbIX
N3MeHeHuW 6b11 NOTEPSIH AOCTYN A0 YCTPONCTBa.
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4.4 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

:> LTex WOP'ZaC'LRZ © TecCTOBbIN pexum

MoHUTOPUHT

Wapenve WOP-2ac-LR2
AnnapatHas Bepcus 1v1
3asoackoit MAC-anpec E8:28:C1:03:F7:A0
CepuitHblit Homep WP37000041
Bepcus MO
PesepsHas Bepcusi MO
Bepcus sarpyaquka
CucremHoe Bpems 22.11.2022 06:54:33
Bpewmsi paboTbl 0 aH, 00:04:14
Barpyska LINMY 22.8%

WHdopmauums o6 yctporictee >

Wcnonbayemasi namsitb 56MB/92MB (60%)

© 000 "Tpednpusmue "dnmekc", 2017 — 2022 Bepcus I10. Bepcusi WEB.

OKHO M0/b30BaTE/NbLCKOMO UHTepeiica pasaeneHo Ha LWecTb o6nacTeil:

1. KHorka «TeCcToBbIli pexvuM» — 4718 3anycka pexuma B KOTOPOM BO3MOXHO NPO6HOe NpyMeHeH s
KOHUrypauuu.

2. Bknagkv MeHio — 1S rpynnupoBKy NoAMeHt0 no kareropusim: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, Cuctema.

3. Bbl6op A3blka UHTEPEelica 1 kHomnka (BbIxo4), NpefiHazHaYeHHas [A/1a 3aBepLUeHusi ceaHca paboThbl B

web-nHTepdelice nog faHHbIM NoNb30BaTENEM.

Bknagkv nogmeHo — 4715 ynpas/ieHns NoJsiIeM HacTpoeK.

Mone HacTpoek ycTpoincTBa — A/ NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.

NHpopmaumoHHoe none, otobpaxatoLee sepcuto MO, ycTaHOBNEHHYIO Ha YCTPONCTBE.

o v s
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4.5 MeH «MOHUTOPUHT»

B MeHI0 «MOHUTOPUHI» 0TOBpaXaeTcs TEKYLLEEe COCTOSIHUE CUCTEMBI.

4.5.1 NMopgmeHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnneHTbI» BbIBOAUTCA MHAIOPMAaLMSi O COCTOAHUM NoaKtoYeHHbIX Wi-Fi KnneHToB,
cTatucTuka no Tpadinky, a Takke AOCTYNHO TECTMPOBaHME CKOPOCTU INHKA.

MOHUTOpUHT  Radio VAP DS  CeTeBble HACTPOAikM  CucTeMa

VIHOPMaLWA 06 YCTpoficTEE

(L TEX  wWOP-2ac-LR2 S —

Wi-Fi KIHEHTbI >

wDS
Link CkopocTs  CkopocTs
CraTHCTHKA MO TADHKY s Link Link Quality ~ RSSI, SNR, Yhanewwbii  YaaneHsii nepenain, npuema, BW, Bepcun Bpemsn
# Ne xocra IP-agpec  MAG-ampec Whtepdenic Capacity Quality —Common aBm a5 RSSIaBm SNR, 0B TxRate RxRate M&utic M6uric MMy Mo paborsi  [leiictane

Crarmposarive brpa ~ e
v 1 WB2P- 10248071 e8:28:c1:dacd:60 wWan0vad 84 (not  72(not 77 371 41 24124 & 5452 | MCS14 MCS15 0 0 20 26013 00:0208 OTKNOWMTL

- LR2 changed)  changed) 98 o7 "7 130
JKypHan CoBBITMi

CeTesan UHpopMALUA TecTUpoBaHNe CKOPOCTH v

VircpopmaLws o Hanpasnetne Downlink Uplink ® Downlink+Uplink
panvomHTepdeiice
anycTuTs
Downlink HeT AaHHBIX

Uplink HeT aanHsix

[lna yno6¢cTBa MOHUTOPUHIA CYLLLEECTBYET BO3MOXHOCTb BbiGpaTh NapaMeTpbl A1 0To6paxeHus. Ans

g
aToro HaxmuTe Ha ¢ . Mpn HaXKaTUM Ha KHOMKY «[10 YMOMYaHWI0» GyyT 0TOGPaKeHbI NapameTpbl Mo
YMO/TYaHMIO.
[l noMcka KIMEHTOB AOCTYMHbI creaytoLime OUILTPbI: N0 BCEM MOAM, N0 UMEHM X0cTa, no IP-

—s-
==

agpecy, no MAC-agpecy. s Bbibopa huisTpa HOKMUTE Ha

No — HOmep MOAKMHYEHHOTO YCTPOCTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMs YCTPOMCTBa,

IP-adpec — IP-agpec NoAKIHYEHHOrO YCTPOWCTBA,;

MAC-adpec — MAC-agpec noakNH4YEeHHOro YCTPOCTBA,;

Hmepgbelic — nntepeiic Bzanmopeinctama WOP-2ac-LR2 ¢ nogkioueHHbIM YCTPOUCTBOM;

Link Capacity — napameTp, KOTOPbIi 0ToO6paxaeT aPeKTUBHOCTb NCMONb30BaHMSA TOUKON AoCcTyna
MOAY/IALUMN Ha nepeady. PaccunTbiBaeTca UCXOAA N3 KONMYECTBa NakeToB, NepefaHHbIX Ha Kakaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3dhhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAunn AN MakCUMa/ibHOro Tvuna nss,
noaJepXX1MBaemMoro KfimeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatoTcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ noaaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHue 10 cekyHA.

Link Quality — napameTp, KOTOPbI OTOOpaXaeT COCTOSIHNE JIMHKA [0 KNMEHTa, pacCYMTaHHbIl Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBO NOMNbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakKeT A0 K/MeHTa He 6blN YCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHa.

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOSAHME NINHKA A0 KIMEHTA, pacCyUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUANCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfINH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcsl 3a Bce
BPEMS NOAK/TOHYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpUHMMaeMoro curHana, gbw;

SNR — oTHoweHue curHan/wym, ab;
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*+ YOasieHHbIlU RSSI — BbIBOA YPOBHSA MPUHMMAEMOro CurHasia ¢ aboHeHTCKOM cTaHuun, Abm;

*+ Y0asieHHbIU SNR — BbIBOA, YPOBHSI OTHOLLEHWNE CUTHas1/LLUYyM C aBOHEHTCKOM cTaHumu, ab;

* TxRate — kaHa/lbHas CKOPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npuema, Méut/c;

+ CKkopocmb repedayu — CPefHAA CKOPOCTb Nnepefayn AaHHbIX 3a nocnegHve 10 cekyHa, Méut/c;

+ CKkopocmb rpuemMa — CpefiHAA CKOPOCTb NpruemMa AaHHbIX 3a nocnegHve 10 cekyHa, Mout/c;

* BW — nonoca nponyckaHusa paguokaHana, MIu,

* Bepcusi MO — Bepcus nporpamMHoOro obecrnevyeHnss aboHeHTckol ctaHummn WB-2P-LR2; Ha AC gomkHa
6bITb Bepcus MO He Huxe 2.4.1;

* Bpewms pabomsbi — BpeMs coegmHeHns ¢ Wi-Fi knneHTom.

« [elicmsue — npn HaxaTum KHonkn «OTkounTb», Wi-Fi coegmHeHne ¢ aboHEeHTCKOW cTaHumen byaet
pa3opsaHo. AC nepenogkounTcs.

© 3Hauenns YoaneHHbiili RSSI u YdaneHHbiili SNR He 0GHOBNAKOTCA B peasibHOM BpeMeHu. s
~a

3anpoca TekyLmux 3Ha4YeHnii HeobxoAMMO HaxaTb ~ , nocse yero B TeyeHun 10 cekyHa, MHhopmaums
B NoNsiX 6yaet 06HOBAATLCS.

Moapasaen «TecTupoBaHne CKOPOCTU» NpeAHa3HauYeH 415 TECTMPOBaHMA CKOPOCTU IMHKA B HanpaBneHumn ot
6a30B0I1 CTaHUMN A0 aBOHEHTCKON N 06paTHO:

« Downlink — TecT ckopocTu 6yaeT BbINO/IHEH B HanpaB/1eHUN OT 6a30BOI CTaHUMK 0 aGOHEHTCKOIA;
+ Uplink — TecT ckopocTu 6yAeT BbINOMHEH B HANpaB/ieHnM OT abOHEHTCKOW CTaHLUmMK A0 6a30BOi;
« Downlink+Uplink — TecT ckopocTu 6yAeT BbINO/IHEH NOOYEPEAHO B KAXKAYH CTOPOHY.

TecT BbInoniHseTcs Tpadukom TCP n gnntca 10 cekyHa, Ans oAHOro HanpasneHusi. B oAMH MOMEHT BpEMEHMU
TECT MOXET ObITb 3anyLeH TObKO 10 OAHON aboHeHTCKOM cTaHuuKn. Ha AC gomkHa 6biTb Bepcust MO He Huxke
2.4.4.

[ns 3anycka Heo6XoAMMO BblOpaTb HanpaB/eHNe TeCTa U HaxaTb KHOMKY «3anyCcTuTb». 10 3aBepLUeHNto
TecTa pe3ynbraT 6yaeT 0ToOpaxeH B COOTBETCTBYIOLLIEM MOS1E.

Mo ymonuaHuo ansa Tecta ucnonbayerca VLAN 7 n noacetb 192.0.4.0/24. Ecnun B CETU YXXe UCMNO/b3YTCS
Takas nogcetb 1 VLAN, TO HE0O6X0AMMO N3MEHUTb HACTPONKM A1 TeCTa TakuM 06pa3oMm, UTOObI OHM He
nepecekannuchb ¢ AeNCTBYOLWMMN CETAMU. ITO BO3MOXHO caenatb yepe3 CLI. bonee nogpo6HO npouecc
onucaH B pasaene «TecT CKopocTu».

Moapaspen «PaclumpeHHast cTaTucTika no Tpadomky» CoaepXnT MHOpMaLIMIO O KONIMYeCTBE NepefaHHoro 1
NPUHATOrO Tpadmka, owmnbKax 1 NoBTOpax nepeaauyn, TEKYLLYH CKOPOCTb U CTAaTUCTUKY NAKETOB MO
MOAYNALMSM.
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PaclwmnpeHHas cTaTUcTMKa No TpaduKy
MepenaHo / NpUHATO BCEro, BalT 106 435/ 9 056 MepenaHo c owKBKamu, NakeTos 1
MepenaHo / NPUHATO BCEro, NakeTos 592 /232 MosTOpLI NEpeAadH 3@ NocneaHui 4
. Nep1oA, NaKeTos
MepenaHo / NPUMHATO AaHHbIX, DaiT 90 866 /2 518
Oflyee YUCNO NOBTOPOB NEpPEaaYM, 528
MepenaHo / NPUHATO JaHHbIX, NAKETOB 581 /14 NakKkeToB
CKopocTb nepegayy / npuema, Kout/c 0/0
Mogynaums MepegaHo NakeToB MPUHATO NaKkeToB
DS581 13 2% 219 95%
MC $1 ] 0% 1 0%
MCsS3 0 0% 2 1%
MCs4 165 28% 2 1%
MCsS5 98 17% 0 0%
MCsé 34 6% 0 0%
MCS7 4 1% 0 0%
MCs9 0 0% 2 1%
MCS10 132 22% 5 2%
MCS11 108 18% 0 0%
MCS812 38 6% 0 0%

lMepedaHo/npuHsImMo Bceao, 6alim — KONMYECTBO NepeaaHHbIX/NPUHATLIX HA MNOAK/IHYEHHOE YCTPOMCTBO
OanT;

[NepedaHo/npuHsaMo Bcez2o, nakemos — KOSIMYEeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNIYEHHOe
YCTPOWCTBO NAKETOB;

lepedaHo/npuHIMo daHHbIX, 6alim — KONNMYECTBO NepeaaHHbIX/NPUHATLIX Ha MNOAKAHYEHHOE
YCTPOWCTBO GalT AaHHbIX;

[MepedaHo/npuHsAmMo O0aHHbIX, Nakemos — KO/IMYeCTBO NnepefaHHbIX/NPUHATLIX Ha NOAKIOYEHHOe
YCTPOWCTBO NakeToB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOINYeCTBO NakeToB, NepefaHHbIX C olWwmbkaMu Ha NOAK/IYEHHOE
YCTPOWCTBO;

lMosmopsi nepedayu 3a noc/e0HuUli Nepuod, Nakemos — KONMUYeCcTBO NOBTOPOB Nepeaayn Ha
NnoAKNHYEeHHOE YCTPONCTBO 3a nocneaHne 10 cekyHp;

Obuwee yuc/10 NMoBMOPoB rnepedayu, nakemos — KoM4ecTBo NOBTOPOB Nepejayn Ha NoAKNHYEeHHOoe
YCTPOWCTBO 3a BCe BPEMS NOAK/TOHEHNS;

Ckopocmb nepedadu/npuema, Kbum/c — cpefHsis CKOPOCTb nepefadn AaHHbIxX 3a nocnegHve 10
CeKyHA,.
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4.5.2 NMopgmeHo «WDS»

B nogmeHto «WDS» BbIBOAUTCA MHpOpMALMA O COCTOAHUM NoAkoyveHHbIX no WDS Touek goctyna WOP-2ac-
LR2.

Wma Link Link Link Quality RSSI, SNR, YpaneHHbli YpanexHbli TX BW, RX BW, Bpema
# Ne xocta IP-appec MAC-agpec Whrepdpeitc  Capacity Quality Common aBm a6 RSSI, gbm SNR, gb TxRate RxRate MIy My padorel

v 1 WOP-2ac- 192.168.50.60 e8:28:c1:c3:f7:.b0 wian0 49 65 B4 -48/-48 20/17 -56/-56 o 22113 MCS4 MCS7 20 20 00:08:51
LR2 39 65
MepegaHo / NpuHsATO Beero, GanT 189 601 962 /874 947 MepeaaHo ¢ owrBKamu, NakeTos 15
MepeaaHo / NPUHATO BCETD, NAKETOR 144 476/ 4 598 TMoBTOpsI Nepegaun 3a NOCNeHNA NepUog, NAKeTos 877
MepegaHo / NPUHATO gaHHelX, GanT 184 977 867 / 105 195 OfLee uncno NOBTOPOE NepeqauM, NakeTos 60932
MepenaHo / NPUHATO IaHHLIX, NaKETOR 144 45117317 CKOpOCTL Nepepaun | npuema, Kéut/c 227511

Mogynsauusa MepepaHo nakeToB MpuHATO NakeToB
DSSS1 25 0% 4334 94%
OFDM54 o 0%
MCS1 o] 0%
MCs2 o 0%
MCS3 o] 0%

MCs4 14485 10%

© m N e e
=]
E

MCS5 13382 9% 45 1%
MCS6 230 0% 32 1%
MCS7 Q 0% 65 1%
MCS10 7920 5% 0 0%
MCS11 75050 52% 100 2%
MCs12 31493 22% 0 0%
MCS13 1587 1% 0 0%

MCS15 294 0% 0 0%

© /15 yno6cTBA MOHUTOPUHTA CYLLECTBYET BO3MOXHOCTb BbiGpaTh NapameTpbl A5 oTo6paxeHust. s

g
aT0ro HaxmuTe Ha ¢ . Mpn HaXkaTUM Ha KHOMKY «[0 YMOMYaHI0» GyyT 0TOGPaKeHbI NapameTpbl Mo
YMO/TYaHMI0.

* Ne — HoMep NOAK/THYEHHOIO YCTPOUCTBA B CMUCKE;

* MIMsi xocma — ceTeBoe NUMS YCTPOWCTBa;

+ IP-adpec — IP-agpec noaKIoUeHHOr0 YCTPOCTBa;

+ MAC-adpec — MAC-aapec NoaKIHUYEHHOr0 YCTPOICTBA;

* ViIHmepdpelic — nutepdhelic B3ammoaenctena WOP-2ac-LR2 ¢ nogkntoueHHbIM YCTPOICTBOM,;

* Link Capacity — napameTp, KOTOPbIli 0TO6paxaeT 3PEKTUBHOCTb NCMONb30BaHNA TOUKON AOCTyna
MOAY/IAUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KOMMYECTBAa NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 K/TMEHTA, U NOHUXKAOLLMX KO3hmLUmeHToB. MakcumarbHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoAyNAunn AN MakCUMa/ibHOrO Tvna nss,
noaepXX1MBaemMoro kKfiMeHToM). MuHuMmanbHoe 3HaueHne — 2% (B ciydyae, Koraa naketbl nepegatoTcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHune 10 c;

+ Link Quality — napameTp, KOTOPbIi 0TO6PaXAET COCTOSTHNE /IMHKA A0 KMEHTA, pacCYMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TMEHTY. MakCcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OIMH MakKeT A0 KNMEeHTa He 6blN YCNeLIHO OTNpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* Link Quality Common — napameTp, KOTOpbIi 0TOGPaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4ecTBa peTpaHCMUTOB NaKeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOIi NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OINH NakKeT A0 KNMeHTa He 6blN YCNeLIHOo OTnpaB/ieH). 3HaueHre napaMeTpa paccumTbiBaeTcs 3a Bce
BPeMs NOAK/TIOUYEHUS KITNEHTE,;

* RSSI — ypoBeHb NpUHMMAEMOro curHana, gbm;

* SNR — oTHoLleHuWe curHan/wym, ab;

27



PykoBogacTBo no akcnayatauum WOP-2ac-LR2

YoasneHHbIl RSSI — BbIBOA, YPOBHSA NPUHUMAEMOrO CUrHana co BCTPEYHOWN CTaHuuu, obm;
YoasieHHbIl SNR — BbIBOA, yPOBHS OTHOLLEHWE CUTHaU1/LLIYM CO BCTPEYHOW cTaHumu, A6,

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabombl — BpeMs COeANHEHUSA.

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

[NepedaHo/npuHAMo Bce2o, nakemos — KOJIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/HYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNMepedaHo/npuHAMo OaHHbIX, Nakemos — KOJIMYECTBO NnepefaHHbIX/NPUHATBIX Ha NOAK/HYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJINYeCTBO NaKeToB, NepefaHHbIX C OlWrbKaMu Ha NOAK/IHYEHHOoe
YCTPOWCTB;

[Mosmopsb! nepedayu 3a rnoc/siedHul nepuood, nakemos — KONIMYeCTBO NMOBTOPOB Nnepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

Obuwee yuc/10 MOBMOPOB nepedayu, nakemos — KONIMYeCTBO NMOBTOPOB Nepesayn Ha NoAKNHYEeHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHM.

3HayeHus YoasieHHbIlU RSSI u YoaneHHbIl SNR He 06HOBNAIOTCA B peaslbHOM BpemeHu. s

~a
L=

3anpoca TekyLmux 3Ha4eHni HeobXoANMO HaxaTb
B NoNsiX 6yaet 06HOBAATLCS.

, nocrne yero B TeyeHnn 10 cekyHa, nHcpopmaLma
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4.5.3 TogMeHto «CTaTucTmKa no Tpadouky»

B pasgene «CTtaTuctuka no tpadimky» oToGpaxkatoTcs rpadimky CKopocTu npuema/nepegaqv Tpadmka 3a
nocnefHvie 3 MUHyTbI, @ TaKke MH(hOPMaLMsi O KOJIMYECTBE NepefaHHOro/noslyYeHHoro Tpaduka ¢ MOMeHTa
BK/THOYEHMSI TOYKU AOCTYyna.

I TEX WOP-2ac-LR2 © Tecropeth pexma

Morwrrope

LAN TwRK mbps, WLAN TxRx mbps

R 27.7 mbps (max. 30 mbps
mbps @ T 0.6 mbps (max 0.6 mops mops.

frchopuaLma of

173306 173926 173945 174006 174026 174046 174106 174126 ts 173826 173846 17.3906 173926 17.3946 174006 17:4026 17:4046 17.41:06 174126 13

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb nNprvemMa/nepegayun tpadguka vyepes Ethernet-unrepcpeinc Touku
[flocTyna 3a nocregHue 3 MUHyTbl. Mpadvik aBToMaTnyeckn 06HOBASETCH Kaxkable 2 CEKYHAbI.

Mpadpmk WLAN Tx/Rx nokasbiBaeT CKOpOCTb npuema/nepegayn tpadmka yepes Radio-mHrepeiic Touku
flocTyna 3a nocregHue 3 MuHyTbl. Mpadvik aBToMaTnyeckn 06HOBASETCA Kaxkable 2 CEKYHAbI.

OnucaHue Tabnuupl «lepedaHo»:

* MlHmepcpelic — nma nHTepdelica;

* Bcez2o nakemos — KO/IMYeCTBO YCMeLLIHO OTrnpaB/IeHHbIX NakeToBs;

* Bcezo 6alim — KO/IM4YeCTBO YCMeLHO OTnpaB/ieHHbIX 6aiT,

* Om6powWeHo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPV OTMNPAaBKE;
* OWUbKU — KONNYeCTBO OLUNBOK.

MepenaHo v

WHTepdheiic Bcero naketos Bcero GaiT OT6poWeHO NAKETOB OWnEKK
LAN 51021 50788678 0 0
WLAN 46946 44937958 366 81
wlan0-va0 46946 44937958 366 81
wlan0-val 0 0 0 0
wlan0-va2 0 0 0 0
wlan0-va3 0 0 0 0
wlan0-wds0 0 0 0 0
wlan0-wdsl 0 0 0 0
wlan0-wds2 0 0 0 0
wlan0-wds3 0 0 0 0
wlan0-wds4 0 0 0 0
wlan0-wds5 0 0 0 0
wlan0-wds6 0 0 0 0
wilan0-wds? 0 0 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

Bceao nakemos — KONIMYeCTBO YCNEeLUHO NMPUHATLIX NaKeTos;

Bcezo 6alim — KONM4ecTBO YCNeLHO NPUHATbLIX 6aiT;
Om6poweHo nakemos — KONNYeCTBO NakeToB, OTOPOLLEHHbIX MPU NOMyYeHUN;
OwubKu — KONM4YecTBO OLINGOK.

PykoBogacTBo no akcnayatauum WOP-2ac-LR2

MpuHATO
WHTepdeiic
LAN
WLAN
wlan0-va0
wian0-val
wlan0-va2
wlan0-va3
wlan0-wds0
wian0-wds1
wian0-wds2
wlan0-wds3
wlan0-wds4d
wlan0-wds5
wian0-wds6

wian0-wds7

w

Bcero naketos

47694

50146

50146

0

0

0

Bcero Gadrt

43468218

51658057

51658057

0

0

0

OTGPOLIEHD NAKETOB

24

0

0

OWNGKN

4.5.4 MopMeHo «CKaHMpoBaHue adanpar

B nogmeHto «CkaHvpoBaHue adrpa» OCYLLECTB/ISIETCS CKaHMPOBaHME OKPYXatoLEro paavoadgupa u

06HapyXeHre coceHnx ToUeK JoCTyna.

Mocne HaxaTusi Ha KHoMKy «CkaHMpoBaTb» npouecc 6yaeT 3anyLleH. MNocne 3aBepLUeHns CKaHMPOBaHUS

€

(TEX

IMOHUTOPHHT Radio VAP

Wi-Fi KnMeHTbI

w

CTaTHCTHEA No TpadmHKy

CHaHWpOBaHWe 3upa »

HKypHan cobbITui

CeTeBan wHpopMauma

MHpOpMaLMA o
panuouHTepdeiice

Whdhopmauma ob ycTpoicTee

WOP-2ac-LR2

WDS

CeTeBble HACTPOHKH

& CkaHWpoBaTh

SSID
Portal_WEP-3ax
Portal_WEP-2ac
Eltex-Guest
BRAS-Guest
Eltex-Local
MSS_Free 1

lent_wep2

Cucrema

PemumM
Be30NacHoCTH

Open
Open
Open
Open
WPRA2_1X
Open

WPA2_1X

MocnegHee ckaHMpoBaHue Obino 22.06.2021 12:04:44

MAC-agpec
E4:5A'E4 E3.C4B0
E2:E4D2:E2:C4B1
E8 28 A4 FCDE51
3D:28:C1.FC:DB50
2D:15:C1:FC:D6:52
12:66:E3:70:95:80

E1:E9:E2:70:98:83

© TecToBbIA PEHHM

Kawan /
LIMPUHA

44/20

44/20

48/20

48/20

48/20

52/20

52120

(BblX0f)

RSSI,
aEm

42

45

45

-45

45

MOSIBUTCS CMMCOK 06HAPYXXEHHbIX TOUEK AOCTyNa 1 MHDOPMALIMS O HUX:

+ SSID — SSID o6HapyXeHHOI TOYKM A0CTYyNa;
Pexxum 6e3onacHocmu — pexvumMm 6e30nacHOCT 06HaPYXXEHHOM TOYKN JOCTYNa;
MAC-adpec — MAC-agpec 06Hapy>XeHHOW TOYKN AOCTyna;
Kawnas/lLupuHa — paguokaHaJsl, Ha KOTOpom paboTaeT o6HapyXeHHas Touka JOCTyna;

RSSI — ypoBeHb, C KOTOPbIM YCTPOCTBO NPUHUMAET CUrHas1 06HaPY)XXEHHOW TOUYKM AoCcTyna, ABM.
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© Bo Bpems ocyLLeCcTBNEHUS CKaHUPOBaHUS athupa paavouHTepdelic ycTpolicTa GyAeT OTK/IOUEH, YTO
npuBeaeT K HEBO3MOXHOCTY Nepeaayun aaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHMPOBaHUS.

4.5.5 NMopgmeHIo «KypHan co6bITUin»

B gaHHOM pasgene MOXHO NPOCMOTPETL CMMCOK MHAPOPMALMOHHBIX COOBLLEHMIT B peasibHOM BPEMEHW,
cofepxawuii cnegytoLLyto MHopMaLmio:

n LTeX WOP-2ac-LR2 @ TecToBblii peXum
MOHWUTOPKUHT Radio VAP WDs CeTeBble HACTPOAKK Cucrema U~ (Bblx0g)
Wi-Fi knueHTbl T OuncTHTL
WDS
bara u

CTaTUCcTHKa Mo Tpadiky EELE ul HEgnecc CoobuisHuE

Aug 11  daemon.info monitord[1109] event: 'authenticated' mac: EE:B5:DB:79:51:CE ssid: 'WOP-2ac-LR2-test interface:
CKaHMpoBaHue 3upa

11:13:16: wlan0-va0 channel: 1 rssi: -72 location: 'root' reason: 0
HypHan coBbiTui > Aug 11  daemon.info monitord[1109] event: 'deauthenticated by AP' mac: EE:B5:DB:79:51:CE ssid: "WOP-2ac-LR2-test’
1151312 interface: wlan0-va0 channel: 1 rssi: -58 location: ‘root' reason: 3 description:
CeTesan MHbopmMaLua 'Deauth at STA leave BSS'
MHthopMaLa o Aug 11 daemon.info configd[991] The AP startup configuration was updated successfully.
pagmouHTepdeiice 111312

Aug 11  daemon.nfo monitord[1109] event 'deauthenticated by AP' mac: EE:B5:DB:79:51.CE ssid: "WOP-2ac-LR2-test’
11:13:11 interface: wlan0-va0 channel: 1 rssi: -58 location: ‘root’ reason: 3 description:
'Deauth at STA leave BSS'

MHhopmauma o ycTpoiicTee

+ [lama u spemsi — BpeMs, Korga cobbiTve 6bls10 CreHeppoBaHo;
* Tun — KaTeropms n ypoBeHb BaXKHOCTW COObLITUS;

* [poyecc — nms npouecca, CreHeprpoBaBLLIEro COO6OLLEHNE;

+ CoobujeHue — onucaHue coobbITuS.

YpoBeHb Tun BaXXHOCTU OnucaHue
CoO0OGLeHN
0 Upe3sBblyaiiHble B cucteme npousowsia kputudeckas owmnbka, cuctemMa MoxXeT paboTtaTb
(emergency) HenpaBW/bHO
1 CurHans! TpeBoru (alert) Heo6xogumMo HeMeaieHHOe BMeLllaTe/lbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLLia KpUtuieckas oLimoka
3 Own6ouHble (error) B cucTeme npowusoLusia owmnéka
4 MpeaynpexaeHus MpeaynpexaeHne, HeaBapuinHoe coobLLieHne
(warning)
5 YBepomneHnus (notice) YBefoMeHNe cUCTEMbI, HeaBapuiiHoe coobLleHne
6 NHdhopMaLoHHble NHhopMaLMOHHbIE COOBLLEHNSI CUCTEMBI

(informational)

7 OtnagouHble (debug) OTnagoyHble cOOOLLEHNS NPEfOCTaBNSAIOT NOIb30BAaTEN0 NHhopMaLIMIO A5
KOPPEKTHOW HAaCTPOWKN CUCTEMDI
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4.5.6 MNMopmeHo «CeTeBas UHopMaLms»

PykoBogacTBo no akcnayatauum WOP-2ac-LR2

B noameHto «CeTteBas MHhopMaLmsi» OCYLLECTB/ISETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

ELTEX  WOP-2ac-LR2
MoHuTOpUHT Radio VAP 1S CeTeBkle HacTpoi C
Wi-Fi knveHTel CraTyc WAN
WDSs WuTepdheiic
CramcTiea no MpoTokon
Crammctika padmky
IP-appec
Cranupoeadue acupa AP
MpuHATO
JHypHan cobemai
MepenaHo
Cetesan wHdopmauma >
Ethemnet
Whudbopmavma o
pannonsTepdeiice CocToAHue nopTa
CropocTe
WMhchopmaums ob ycTpoiicTee
Oynnexc
SFP
SFP-module Status
ARP v~
Ne IP-agpec
0 10.24.80.29
1 10.24.80.37
2 10.24.80.85
3 10.24.80.1

MapLpyTsl v

Ne WHTepdeic
0 br0
1 brl

br0

DHCP

10.24.80.50

3.3 MGair (3 534 094 172 GaiT)

652.9 MbaiiT (684 624 216 baitT)

Up
1000
Full
Off
MAC-agpec
3CAE04:46:97:1F
14:CC:20:05:A9.7E
38:2C4A71:DC:D9
EN:DS:E3:ES:E1:40
HaznaueHue Wintoz Macka ®naru
0.00.0 10.24.80.1 0.0.0.0 (U]e]
10.24.80.0 0.0.0.0 255.255.255.0 u

@ TecToskIi pesum

- (BbDXOO)

Cratyc WAN

* MlHmepdpetic — nms bridge-nHtepdelica;

*+ [Mpomoko/s1 — NPOTOKON, UCNob3yeMblin onsa goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELLHEN CETY;

* [IpuHsIMO — KONNYecTBO NPUHATLIX Ha WAN 6aiT;

+ [NepedaHo — KonmyecTBO nepegaHHbix ¢ WAN 6aiT.

Ethernet

« CocmosiHue nnopma — coctosiHme Ethernet-nopta;
+ CKopocmb — CKOPOCTb MoAK/IHoUeHust o nopty Ethernet;

« dynaekc — pexvum nepegayn faHHbIX:
* Full — nonHbIi gynnekxc;
+ Half — nonygynnekc.

2]
T
O

* SFP-module Status — oto6paxaeT Hannune/otcyTcTeue SFP-moayns;
+ CocmosiHue rnopma — COCTOosiHMe paboTbl ONTUYECKOro UHTepdeinca;
+ Tx Fault — nHaMKaums HemcnpaBHOCTY NepeaaTyrka;

+ LOS — noteps curHana;
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CKopocmb — CKOPOCTb Nepefayn AaHHbIX;

Temnepamypa — Tekywas Temneparypa SFP-moayns;
HarnpsixxeHue — HanpskeHne nutadua SFP-moayns;

Tok — TOK cmeLLeHusa nasepa SFP-mopyns;

MowHocmb u3/lyyeHuUs1 — MOLLHOCTb Ha BbIXOAE nepefarymka;
MowHocmb Ha npueme — MOLLHOCTb Ha BXoAe NpYeMHMKa.

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa,;
+ MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyThbl

* Mlhmepdpetic — nms bridge-nHtepgeiica;

HasHaueHue — IP-aipec xocTa Uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noacety;

®1azu — onpefeneHHbIe XapakTepUCTUKN AaHHOTO MapuipyTa. CyLecTByOT Cliefylime 3Ha4eHUs
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH ¥ AB/ISETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3iy.

G — yka3bIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe wo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NpPsIMbIM NOAK/TIOYEHNEM,

R — ykasbIBaeT, UTO MapLUpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolwymM Ha NoKasTbHO cucTeme, nocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabnvuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHne a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmnm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yKka3blBaeT Ha 6ydhepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HayeHuss MapLupyTa SBSeTcs OAMH U3 aapecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBNSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLnn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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4.5.7 MopmeHto «MHopmaums o pagunonHtepderice»

B nogmeHto «MHdhopmaums o paguonHtepdeiice» 0TOOpaxXeHo TekyLee COCTOAHNE pagmonHTepdgenca
6a30B0i1 CTaHLUMW.

MOHMTOPUHT Radio

:: LT e X WOP.ZaC.LRz TecTOBLIA PEXWUM

8]

WDS CeTeBble HaCTPOW KK Cuctema n - (BbIXOO

=

Wi-Fi KnMeHTEl Cratyc  BKMONEHO
WS MAC-agpec E8:28:C1:DAEG:20
Pexum IEEE 802.11b/g/n
CTaTMCTHEA N0 TpadmKy
Kanan 1 (2412 MIy)

CkaHupoBaHue aupa LnpuHa kanana, My 30

HypHan cobbITMA YpOBEHDb LWyMa, ABM -90/-93

- YTUNW3aLUMA Kadana, % 76
CeTeBan WHpOPpMaUKWA

WMHDopMaLUKa o
pagMouHTEpdEiice >

WHhopmauua ob ycTpoicTee

PaavonHTepdenc Toukn JocTyna MOXeET HaXoAUTLCA B ABYX COCTOSAHUAX: «BK/IOYEHO» NN «BbIKHOYEHO.
CraTyc nHTepdeiica 3aBUCUT OT TOrO, ECTb /1N BK/IIOUEHHbIE BUPTYasibHble Toukn aoctyna (VAP) nnm
6ecnpoBoaHble mocTbl (WDS). B cniyyae, ecnv nMmeetcs XoTs 6bl oaHa aktuBHas VAP nnmn HactpoeH WDS —
NHTepdeic byaeT HaXoANTLCS B cTaTyce «BkNYeHOo», MHauye — «BbIK/T4YeHO».

B 3aBUCKMMOCTM OT cTaTyca nHTepdheiica 418 MOHUTOPUHIa AOCTyMNHa cneaytolas MHopMaums:

«BbIKNHOYEHO»

Cmamyc — cocTosiHue pagunonHtepdeiica;
MAC-adpec — MAC-agpec paaMovHTepgieiica;
Pexum — pexum paboTbl paanonHtepdielica cornacHo ctaHgaptam IEEE 802.11.

«BKIHOYEHO»

Cmamyc — cocTosiHue pagunonHtepdeiica;

MAC-adpec — MAC-agpec paaMovHTepgeiica;

Pexum — pexunm paboTbl pagnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

Karasn — Homep 6ecnpoBOHOr0 KaHasa, Ha KOTOPOM paboTaeT paanonHTepdeiic;

LlupuHa KaHas1a — LWWMpUHa NOJ10Ckl YacTOT KaHasa, Ha KOTOpPOM paboTaeT pagnonHTepdeiic;
YposeHb wymMma — ypoBeHb LWyMa B paguokaHane, abwm;

Ymunusayusi kaHas1a — MHhopmauusi 0 3aHATUM paguokaHasa no BpeMeHW, BbipaXkeHHas! B MPOLeHTax.
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4.5.8 TMogMeHo «MexceKkTopHasi CUHXPOHU3auunsa»

[laHHOe NoMEHI0 COAEPXUT MHCPOPMALMI0 O CTaTyce MEeXCEKTOPHOI cnHxpoHusauun (MCC) n Bcex
yyacTHuMKax Knacrtepa.

© nogmeno focTynHO Tonbko Ans ycTpoiicts WOP-2ac-LR2 SYNC.

Bo3MOXHble 3HavyeHusa cTatyca:

* AKmusHO — Mexay 6a30B0OI CTaHLMel 3anyLLeH NpPoLecc CUHXPOHU3auuy nepejaqu;

*+ OXudaHue rocmpoeHusi K1acmepa — NnpoLecc OXuaaHnsa roTOBHOCTN BCEX YYaCTHUKOB Ki1acTepa /s
Havyasia CMHXpPOoHMU3aLmK;

* OmksodeHo — MCC BbIk/IlO4EHa B HAacTpolikax 6a30BOI CTaHUuW.

) o~
ELTEX  woP-2ac-LR2 SYNC B
MoHWTOpKHT Radio VAP WDS CeTeBblE HACTPOWKK Cuncrema - (BbIXOA)
Wi-Fi kiMeHTb! Crartyc AKTUBHO
WDS
Ne MAC-agpec FoToBHOCTL Mactep
CTaTscTka 0 Tpainy 1 E8:28:CLEF:22:40 v o108 v lla
CraHupoBaHue athupa 2 EB8:28:C1:EF:22:30 + [0T0B ® Her
XypHan cobbITuid 3 E8:28:C1L.EF:22:00 + [0TOB ® HeT
4 E8:28:C1:EF:21:EQ + [0TOB ® Her

Cetesan nHhopmauma

MHchopmaywa o
paguouHTepdeiice

MexceKTopHanA CUHXpOHU3aLWNA »

MHdopmaymna ob yeTpoiicTee

NHdhopmaumsa 06 yyacTHMKax KnacTepa:

* Ne — Homep B CMUCKE;
+ MAC-adpec — MAC-agpeca 6a30Bbix CTaHLMIA, BXOAALIMX B AaHHbIA knactep MCC;
* fomoBHOCMb — COCTOSIHME TOTOBHOCTM YYaCTHUKA KiiacTepa. Bo3MOXHbIe COCTOAHUS:
* fomos — faHHas 6a30Bas CTaHUMA UMEET CBA3b CO BCEMM OCTa/IbHbIMU YYaCTHUKaMu kiactepa u
rotoBa Hayatb NPOLLEeCC CUHXPOHU3aLmY;
* He 2omos — faHHasa 6a30Basi CTaHUMA HE UMEET CBA3WN XOTA Obl C OAHVMM APYTMM Y4aCTHUKOM
KnacTtepa, KOTOpbIil yka3aH B ee KoHdurypauum Ha ctpaHuue Radio/CuHxpoHusaums.
+ Macmep — chnar, onpegensowmini mactepa B knactepe MCC.

CTpoka ¢ nHchopmauveii o AaHHoli 6a30B0ii CTaHLMKM BblaeneHa rony6biM LIBETOM.
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4.5.9 MopmeHto «NHdopmaums 06 ycTpoincTee»

B nogmeHto «MHdhopmaumst 06 ycTpoiicTBe» 0TOBpaxeHbl OCHOBHble xapakTepuctukn WOP-2ac-LR2.

):’, LT e X Wo P-2ac-LR2 © TecCTOBbIN pexum

MOHUTOPUHI Radio VAP WDS CeTeBble HACTPOWKN Cuctema -~ (BbIXOA)

Wi-Fi knneHTsI Wapenve WOP-2ac-LR2

AnnapaTtHas Bepcus 1v1
WDS P P
B3asopackoit MAC-aapec E8:28:C1:03:F7:A0
CratucTtvka no Tpaduky
CepuitHblit Homep WP37000041

CkaHunposaHue adupa Bepcus MO

KypHan cobbiTnit PesepsHas Bepcysi MO
CerteBas nHdopmauus Bepous sarpysuuka
CuctemHoe Bpemsa 22.11.2022 06:54:33
WHdpopmauus o
paavonHTepdeiice Bpems pa6oTbl 0 aH, 00:04:14
Barpyaka LMY 22.8%
WHcbopmauus o6 ycTpoiicTse > Py u ’
Vcnonbayemas namsitb 56MB/92MB (60%)

© 000 "Mpednpusmue "3nmexc”, 2017 — 2022 Bepcus I10. (Bepcus WEB. )

* MI30esiue — HaMMeHoBaHMe MoLEeNN YCTPOCTBa;

+ Annapammdasi Bepcusi — Bepcus annaparHoro obecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTENeMm;

+ CepuliHbili HOMEP — CEepUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbiayluias yctaHoBsieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe speMs — TekyllMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska Li[1Y — cpeaHunii NPOLIEHT 3arpy3kun npoueccopa 3a nocnegHune 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLLEHT UCNOb30BaHUA (hM3nYEeCcKoli NnamsAaTh YCTpolCcTBa.
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4.6 MeHto «Radio»

B meHto «Radio» npon3BoguTCca HacTpolika 6ecnpoBoAHOro UHTEpdenca.

4.6.1 MoameHto «Radio»

B noameHto «Radio» ocylllecTBNSAIOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

-
- LTeX WOP-Zac-LRZ © TeCTOBbIA PEXMM
MOHMTOPMHT Radio VAP DS CeTeBble HaCTPOMNKH Cucrema TR (BbIXOM)
Radio > ObLune
QoS Pexum IEEE 802.11b/g/n v
Kanan 1 (2412 ML) v
LLInpuHa kaHana, My 20 v
MOLLHOCTb CUrHana. 26 v
LBM
KaHansHaa ckopocTh Auto v
nepeaadn
TaiimayT oxuaaHua 64
ACK, MKC
Polling
MaKcMMansHoe BpeMa 10
nepeaa4u, Mc
Mogynauua ana OFDM24 (24 MBuTIC) v
VNpaEnAWMX NaKETOB

* Pexxum — pexum paboTbl MHTepdielica cornacHo ctaHgapTam:
+ |IEEE 802.11b/g;
+ |EEE 802.11b/g/n;
+ |[EEE 802.11n.

* KaHan — BbIOGOp KaHana nepefayun gaHHbIX;

*+ llupuHa kaHasna, MMy — WwnpunHa nonockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT 6a3oBasi CTaHUUS,
npuHuMaet 3HaveHunsa 5, 10, 20 n 40 M. Ecnv Ha 6a30BOI CTaHUMKM yCTaHOB/IEHa WMPUHA KaHasa 5
nnn 10 MIry, To Ha aBOHEHTCKOM CTaHUUN HeEOBX0AMMO BbIGpaTh aHaI0MMYHYHO Nosocy;

+ @ukcupoBaHHasi yeHmpasibHasli Yacmoma — npu akTueauum donara Becb Tpadmk (nakeTbl AaHHbIX U
ynpae/fieHns) 6yaeT nepeaaBaTbCs Ha YKa3aHHOW LeHTPasIbHOI YacToTe KaHasia ¢ 3ajaHHO LLIMPUHO
nonocsbl (40 MIL). PyHKLMS SBNSIETCA NPONpUeTapHOiA, nepeadya BeeTcs He no ctaHaapTam IEEE
802.11, rae npeanosiaraeTcs NCNONb30BaHUE pasHbIX LeHTPasbHbIX 4acToT AN Tpaduka AaHHbIX 1
ynpasneHns npu wupuHe kaHana 40 Mrru;

* MowHocms cueHasna, 0bm — perynmposka MoLHoCcTU curHana nepegartunka Wi-Fi B abwm;

* KaHasibHasi ckopocms nepedaqu — (OUKCPOBaHHAA CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensiemas cneundgukaumsamm ctaHgaptos IEEE 802.11b/g/n;

+ Talmaym oxudaHusi ACK, MKC — BpPeMS OXuAaHusA NOATBEPXAEHMSA LOCTABKN NakeTa OT KNEHTa;

* Polling — npu ycTaHOB/IEHHOM hare onuus BK/OYEHa, MHayve — BblkaodeHa. Polling — ato oanH 13
BapuaHToB TDM-gocTyna k cpeae (C pasgeneHnem no BpeMeHN). XapakTeprayeTcsi NOCTOSIHHbIM
ONPOCOM K/IMEHTOB CO CTOPOHbI 6A30BON CTAHLUMN:

* MakcumasibHoe BpemMsi nepedayu, MC — BPeMS, NoKasblBatoLlee, Kakoe MakCMMaslbHO BO3MOXHOE
Bpems aboHeHTCKas CTaHUMA MOXET nepegasarb Tpagnk;
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+ Modynayus 0515 yrnpasasiouux nakemos — (OMKCMpoBaHHas CKOpPOCTb Nepegayv ans
ynpaBNsAoLmMX NakeToB.

LOONoNHUTENEHO v
KOpOTKMIA 3aLYMTHBIA
MHTEpEBAN
STBC O
Mepuog oTNpaBkK 100
cny*eGHbIX
COODLUEHWA, MC
Mopor dyparmeHTanumn 2346
Mopor RTS 2347
Arperauua
KopoTkas npeamgyna
LWefnep
Broadcast/Multicast,
nak/'c
+ [IpHMEHHTL X OTmena

B nogMeHo «[JoNoNHNUTENbHO» OCYLLECTBASKTCA HACTPOWKN AOMNOMHUTE bHBIX NapamMeTpoB
pagnovHTepdelica ycTpoiicTea.

OBSS Coexistence — pexxvMm aBTOMaTUYECKOr0 YMEHbLLIEHUS LUMPUHBI KaHasa npu 3arpy>KeHHOM
pagnoadgupe. MNpy ycTaHOBNEHHOM hriare pexvM BK/OYEH;

Kopomkul 3awjumHbili uHmepBas — NOAAEPKKA YKOPOUEHHOTIO 3alMTHOro nHTepeasia. Touka goctyna
nepenaet AaHHble, ncnosb3ys 400 He 3awmTHBI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNNEHTaMM,
KOTOpble Takke NOAAEPXKMBAOT KOPOTKUIA 3aLLMTHbIN NHTepBaUT,

STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOTO KOAMPOBAHUS, HanpPaB/iEHHbIV HA MNOBbILWEHNE
HaeXHOCTW nepegayn AaHHbiX. MNosne 4OCTYNHO, TO/IbKO eCNN BblIOPaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBNEHHOM dh/iare yCTPOMCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH,;

Mepuod omnpasku c/yxebHbIX coobweHUl — nepuog NocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs s 06HapyXeHnsa TOUKM AocTyna B adhupe, npuHumMaeTt 3HavyeHms 20-2000 mc, no
ymonyaHuio — 100 mc;

Mopoe ¢hpaemeHmayuu — nopor oparmeHTauumn dpeiima, B 6alitax. NMpuHMMaeT 3Ha4eHns 256-2346, no
ymonuaHuo — 2346;

lMopoe RTS — ykasblBaeT unc/o 6aiiT, Yepes KOTopoe nocbklinaercs 3anpoc Ha nepegady (Request to
Send). YMeHblUEHME AAaHHOTO 3HAUYEeHMS MOXET YNyULLNTL PaboTy TOUYKM AOCTyna Npu 60/1bWoM
KO/MyecTBe NOAKMHUYEHHbIX KTIMEHTOB, O4HAKO 3TO YMEHbLUAET 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli cetu. NMpuHMmaeT 3HadeHns 0-2347, no ymonyanuo — 2347;

Aepezayusi — BKtodeHne nogaepxkn AMPDU/AMSDU;

Kopomkasi npeambysia — Ncnonb30BaHWe KOPOTKOIN npeambysbl NakeTa;

Lletinep Broadcast/Multicast, nak/c — npu ycTaHOBNEHHOM chiare BbINOMHAETCS OrpaHnyeHne
nepefayv LMpoKoBeLaTeIbHOro/MyIbTUKacTOBOro Tpadginka no 6ecnpoBOAHON CETU. YKaxknTe NMMUT
AN LUMPOKOBELLATENBHOro Tpadgmka B NosIBUBLLEMCS OKHe (nak/c).

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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4.6.2 ToameHto «QoS»

B nogmeHto «QoS» ocyLecTBsieTcst HacTpolika doyHKUMIA obecneveHunst kadectsa obenyxumBaHus (Quality of

Service).

MoHuTopuHr Radio

.TEX

WOP-2ac-LR2

© Tecrossii pexiti

CeTeBbie HacTpONi KK Cucrema - BbIXO)

Radio Wi-Fi Muttimedia (WMM)

Qos BKMIOUUTE QS

AP EDCA Parameters

Quepeas AIFS cwMax TXOP Limit

Data 3 (oH) 5
Data 2 (Best! Effort)
Data 1 (Bnaeo) . B

Data 0 (Tenoc) 1

Station EDCA Parameters

Ouepeas AFS TXOP Limit

Data 3 (¢oH) S
Data 2 (Best Effort)
Data 1 (Buaeo) ) -

Data 0 (Tornoc) 2

P TU X Otnexa

* WMM — skntodeHne nogaepxkn WMM (Wi-Fi Multimedia);

* Bksmoyumb QoS — npu ycTaHOBNEHHOM chnare AOoCTyrnHa HacTpoiika napametpos EDCA;

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku goctyna (Tpaduk nepenaetcs oT TOUKU
[0CTyna K KNMEHTY):

Ouepedb — npefonpeseseHHble oyepean /18 pas/IMyHoro poga Tpagmka:

+ Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepesb, BbICOKasi NPONyCckHasi CNOCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas COCOBHOCTb U
3aZepxka. B gaHHylo ovepenpb oTnpaBnsAeTca 60/1bLUNHCTBO TPAAULMOHHbIX |P-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHASA oYepesb, MUHUMAasIbHbIE 3a1ePXKKN. B AaHHOIA
ouyepen aBTomMatMyeckn obpabarbiBalTCA BUAEOAAHHbIE, YYBCTBUTE/IbHBbIE K BPEMEHN
(npuopuTeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA ovepeb, MUHUMaIbHbIE 3afePXKN. B faHHOl
ouyepenn aBToMaTMyecky obpabarbiBalOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BDEMEHW, TaKMe Kak:
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpegensieT BpeMsi oxmaaHuns kaapos (hpeiimoB)
[laHHbIX, U3MepsieTcsa B cioTax, NpUHMMAaeT 3HadveHns (1-255);

cwMin — HayasIbHOE 3HaYeHne BpeMEHW OXMAaHUs nepes NoBTOPHOM OTNPaBKol Kaapa,
3afiaeTcs B MUINUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXET npeBbiaTh 3HadeHne cwMax;

cwMax — MakcMMasibHOe 3HauYeHVe BpeMeHU OXnaaHusa nepes noBTOPHOM OTNpaBKol Kaapa,
3afiaeTcd B MUINMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0/MKHO ObITb 60/bLUE 3HAYeHU cwMin;

TXOP Limit — napaMeTp NCMo/b3yeTcA TONbKO A1 AAHHbIX, NepefaBaeMblX OT CTaHLUW K/TMeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npaBa MHULMUPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke J0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnuncekyHs,
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« Station EDCA parameters — Tabnumua HacTpoOeK NnapamMeTpoB CTaHUMMW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BhILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.6.3 TMogMeHto «CYHXPOHM3aLNSI»

© nogmenio focTynHO Tonbko Ans ycTpoiicts WOP-2ac-LR2 SYNC.

[laHHOe NoAMEHI0 COAEPXKUT HACTPOIKN MEXCEKTOPHOM cHXpoHM3aumm (MCC) 6a30BbIx CTaHLMIA.

) .3 LTex WOP-2ac-LR2 SYNC @ TecToBbIi pEXIM

MOHUTOPKMHT Radio VAP WwDS CeTeBble HACTPOWKK Cuctema - (BbIXOA)

Radio Brniountb !

Cluster ID
QoS

MAC-agpec 1 €8:28:¢1:f7:90:50
CHHXPOHM3aLMSA >

MAC-agpec 2 €8:28:¢1:f7:10:10 x

MAC-anpec 3 €8:28:¢1:{7:20:20 x

* Bk/mo4umb — nNpy ycTaHOBNEHHOM chnare MmexaHnam MCC BK/IHOUYEH, MHAYe — BbIK/THOYEH,;

* Cluster ID — vaeHTUdMKaTOp KNactepa 6a3oBbix cTaHUmii. o ymonuaHuto — 0. Mcnonb3yertcs gns
opraHm3aunmn HeCKOsIbKMX K/1lacTepoB BHYTPWU OAHOrO cermeHTa L2, ytobbl naeHTuduumposatb
ynpasnawowme naketel MCC BC, BXOAAWMX B OANH KNacTep;

+ MAC-adpec 1..3 — MAC-agpeca ocTa/lbHbIX 6a30BbIX CTAHLMIA, BXOASLWMX B AaHHbIA Knactep MCC.

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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4.7 MeHo «VAP»

PykoBogacTBo no akcnayatauum WOP-2ac-LR2

B pa3gene «VAP» BbINO/HAETCS HACTPOlika BUPTYasibHbIX Toduek aoctyna Wi-Fi (VAP).

4.7.1 TlogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» 0To6paxaroTcst HacTpoiikv Bcex VAP. MOXHO NMOCMOTPETb HACTPOIKM Kaxaoi

BUPTYanbHOW ToUkM B pasgenax VAPOQ..3.

=
- LTGX WOP-ZaC-LRZ TECTOBLIA PEXUM
MOHMTOPHHI Radio VAP WDS CeTeBbie HacTpPoRKK Cuctema - (BbiX0O)
CymmapHo TpaHcnupoBaTe VLAN  General General WzonAuua
VAP  BknwyeHo LUugpposanuwe VLANID §SID SsiD Trunk  Mode VLANID A60HEHTOR
APO
VAPO WPA/WPA2 0 WOP-2ac-LR2-test O (]
VAP1
AP2 vAP1 (O BBIKIHYEHO WOP-2ac-LR2-1
VAP3 ) _
vAP2 0 BBIKIHYEHO WOP-2ac.LR2-2
AP O Bhlkio4eHo WOP-23c-LR2-3
+ [pUMEHHTE X OTtmena

VAPQ..3 — nopsaaKoBbIi HOMeEP BUPTYasibHOM TOUKM A0CTYNa;

Bk/1ro4eHO — npw yCTaHOBIEHHOM ch/iare BUpPTyasibHas ToUKa A0CTyna BKNKYEHa, MHavye — BbIK/II0YEeHa;
LughposaHue — Tvn WKUPOBaAHUA AaHHbIX, NCNOJb3yeMblid Ha BUPTYaslbHOWN TOUKe A0CTYna,;

VLAN ID — Homep VLAN, ¢ KoToporo 6yaeT cHuMatbcst MeTka npu nepegade tpadmnka Wi-Fi knneHTam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpn npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — nmsa BUpTyanbHOM 6ecnpoBOAHON CETH;

TpaHcnuposams SSID — npun ycTaHOBMEHHOM chiare BKNKOYEHO BellaHne B adinp SSID, nHave —
BbIK/1HOYEHO;

VLAN Trunk — npu ycTaHoBNeHHOM chriare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

General Mode — npu ycTaHOB/IEHHOM dhfiare paspeLuaeTcs nepegada HeTermpoBaHHoro Tpadumka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKNtoueHHoM pexxume VLAN Trunk);

General VLAN ID — ¢ ykasaHHoro VLAN ID 6yaet cHumaTbcst MeTka 1 Tpadomk atoro VLAN npoiget Ha
KnueHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpaduk dyaeT
HaBelwmBaTbca meTka General VLAN ID;

M3onayusi aboHeHmMos — Npv YyCTaHOB/IEHHOM do/1are BK/IloYeHa U3onauns Tpadmka mexay KnmeHTamu B
npegenax ogHoi VAP.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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4.7.2

PykoBogacTBo no akcnayatauum WOP-2ac-LR2

MoameHto «VAP»
—
- LTe x Wop-zac.LRz @ TecToBLIA PEXUM
MOHMTOPUHT Radio VAP WDS CeTeBble HACTPOWKN Cuctema - (BbIXOA)
CymMapHo OBLUMe HaCTPOMKK
VAPO » BrnioyeHo
VAP1 VLAN ID
VAPZ
VAP3 SSID WOP-2ac-LR2-test

TpaHcnuposatk SSID

(<]

WVLAN Trunk

4]

General Mode

a8

General VLAN 1D

<]

M3onAumMs aBoHeHTOR O

MpHOPHTET DSCP v
MakcHmansHoe 0
KOMUYECTBO KIMEHTOB
Pexum Ge30nacHoCTH WPANPA2-Enterprise v

O6LIMe HacTPonKK

Bk/1o4eHO — npw yCTaHOBIEHHOM ch/iare BUpPTyasibHas ToUKa A0CTyna BKNKYEHa, MHavye — BbIK/IIYEeHa;
VLAN ID — Homep VLAN, c KoToporo 6yaeT cHAMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knneHTam,
NOAK/TOYEHHbIM K AaHHon VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — vimsa BUpTYyanbHOM 6eCcnpoBOAHON CETH;
TpaHcnuposams SSID — npu ycTaHOBNEHHOM chiare BKNKOYEHO BellaHne B adinp SSID, nHave —
BbIK/1HOYEHO;
VLAN Trunk — npu ycTaHoBNeHHOM chriare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;
General Mode — npu ycTaHOBNEHHOM chnare paspeLlaeTcs nepegada HeTermpoBaHHoOro Tpadgmka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKNtoueHHoM pexume VLAN Trunk);
General VLAN ID — ¢ ykasaHHoro VLAN ID 6yaet cHumaTbcst MeTka 1 Tpadomk atoro VLAN npoiget Ha
KNueHTa 6e3 Tera. MNpu npoxoxaeHnn Tpadrka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI Tpadiuk 6yaeT
HaBelwmBaTbca meTka General VLAN ID;
M3onayusi aboHeHmMoB — Npv YCTaHOB/IEHHOM dof1are BK/IloYeHa U3onaums Tpadmka mexay KnmeHTamu B
npegenax ogHoii VAP,
lMpuopumem — BbIGOP cnocoba npuopuTnsaumn. Onpegenset nose, Ha OCHOBaHUN KOTOPOro Tpaduk,
nepegarowniica B paguonHtepdeiic byget pacnpegenartscs no oyepeasm WMM:

+ DSCP — 6yneT aHanuauposatbcs npuoputeT 13 nonst DSCP 3aronoBka IP-nakeTa; ecnivm 3HaueHne

DSCP B TermpoBaHHbIX NakeTax paBHo 0, TO aHanM3npoBaTbes 6yaeT npuoputeT 13 nonsi CoS
(802.1p);
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+ 802.1p — 6yaeTt aHanu3unpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB; ec/in NPUOPUTET Nepeonpesenserca npasunamm mannvira VLAN, To aHanu3nposartbea
6yneT NPUOpUTET, YCTAaHOB/NEHHbIV ANS Nnepejayv B paavmoKaHa.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/Il04UMb — HE UCMO/b30BaTh WWU(POBaHNE A1 nepesayn faHHbIX. Touka AoCcTynHa Ans
MOAK/TIOYEHMA NH0OOTO K/TMEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnoco6bl WwnpoBaHus, Nnpy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [/ivHa kntoya coctasiser oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n1 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod gnsg RADIUS-cepeepa. Mpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyNHa HacTpolika napameTpoB RADIUS-cepsepa:

RADIUS
NomeH root
Appec RADIUS- 192.168.0.1
cepeepa
MopT RADIUS-cepeepa 1812
Mapons RADIUS- @

cepeepa

Mcnone3oeath
AKKAYHTUHI Yepes
RADIUS

Mcnonb3oBate gpyrie
HACTPORKK ANA
AKKAYHTHMHIA

IP-agpec RADIUS- 192 168.0.1
cepeepa 4nAa
aKKayHTMHa
MopT RADIUS-cepeepa 1813
ANA aKKayHTUHra
Mapons RADIUS- @

cepeepa ona
aAKKAYHTHHIA
Mepuoouyeckan
OTNpaBKa aKKayHTMHIA
MHTepBan oTnpask1 500
AKKAVHTHHIE

+ [lomeH — gomeH nosib3oBaresis;
* IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* [Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbI UCMOMb3yeTcs AJ1s
ayTeHTMdMKaunm 1 asTopusaunm,
+ laposb RADIUS-cepsepa — naponb anis RADIUS-cepBepa, ncnonb3yemoro asis
ayTeHTMdomKauum 1 asTopmsaumy;
* Hcnonb3osamb akkayHmuHe yepes RADIUS — npv yctaHoBNeHHOM conare 6yayT
oTnpaBnATbCA coobLieHnsa «Accounting» Ha RADIUS-cepsep;
* Mcnosb3o8amb Opyaue HacmpoUliKu 07189 akkayHmuHa2a:
+ IP-adpec RADIUS-cepsepa 019 akkayHmuHza — agpec RADIUS-cepBepa,
NCMNOJIb3YeMOr0 A1 aKKayHTUHTa;
+ [Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NnopT, KOTOPbIA 6yAeT UCNosb3oBaH A/
cbopa akkayHTuHra Ha RADIUS-cepBepe;
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* laposb RADIUS-cepsepa 0715 akkayHmuHaa — naposb ans RADIUS-cepsepa,
NCMNOJb3yeMOr0 A1 aKKayHTUHTa;

* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMNYECKYIO OTNPaBKy
coobueHnii «<Accounting» Ha RADIUS-cepBep. 3agatb nHTEpBas OTNPaBKu
COO0O6LLEHN MOXHO B Nnone «/IHTepBas OTNPaBKN akKayHTUHa.

OrpaHn4YeHns CKopocTH
Mokasats
VAP Limit Down
VAP Limit Up

STA Limit Down

STA Limit Up

KOWT/C

KOMT/C

KOMT/C

KOWT/C

OrpaHnyeHnsa CKOpoCTH

+ [Mokaszame — aKTMBUPOBATb NOJE HACTPOEK;

VAP Limit Down — orpaHnu4eHue nponyckHOi CNOCOOHOCTM B HanpaB/eHUN OT TOYKM AOCTyna Ao
KTMEHTOB (B CyMME), NOAK/THOUEHHbIX K faHHoli VAP, K6nT/c;
VAP Limit Up — orpaHuuyeHmne nponyckHoi Cnoco6HOCTM B HaNpaB/ieHUM OT K/IMEHTOB (B cymme),
NoAKNHYEHHbIX K AaHHol VAP, oo Toukn goctyna, Kout/c;
STA Limit Down — orpaHu4eHne NpPonycKHOM CNOCOGHOCTM B HanpaBNeHUn OT TOUKM AOCTyna Ao
KTMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHoN VAP, K6ut/c;

STA Limit Up — orpaHuuyeHne npomnyckHoli cnoco6HOCTY B HanpaBneHnn oT KNneHToB (Kaxkaoro B
OTAENbHOCTY), NOAKMOUEHHbIX K AaHHO VAP, 10 Toukn aocTyna, K6ut/c.

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINOMHSAETCS HacTpoiika cnuckoB MAC-apecoB KIMEHTOB, KOTOPbLIM, B 3aBUCMMOCTH
OT BbIGpaAHHOI NOMUTMKX AOCTYNa, PA3pPELLEHO WX 3anpeLleHo NoAKNYaTbCs K gaHHoN VAP.

Brno4eHo

Monutuka

]

w

+ [IpUMEHHTL

KoHTponb goctyna no MAC

3anpeTuTs

Cnucok MAC-agpecoB

6:D4:

6:83.C2:9

[=]
o1}

o
-

w1}

6:62:

9]

1:9

9]

(o)
&

1
2

66:04:B6:83:C2:9

[
=

X OTMeHa

* Bk/1r04eHO — npuv yCTaHOBNEHHOM chnare 6yaeT pabotarb BblopaHHas NosmTnka gocTyna;

 lNonumuka — nonuTuka focTtyna. Bo3amMoXHble 3HaYeHns:

+ 3anpemums — K fgaHHo VAP 6yaeT 3anpeLleHo nogknoyarbca kineHtam, MAC-agpeca KoTopbIxX
cogepxartcs B cnvcke. Bcem ocTasibHbIM AOCTYN ByaeT paspeLueH;

* Paspewums — K aHHoin VAP 6ygeT pa3peLleHo NoaKIoyaTbCs TobKO TeM kimeHTam, MAC-
afpeca KoTopbIx cofepxarcs B cnucke. Bcem octasibHbIM LOCTYN GyAeT 3anpeLleH.

* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH 4oCcTyn K

AaHHoin VAP. MoxeT cogepxaTb 4o 128 agpecos.

44



PykoBogacTBo no akcnayatauum WOP-2ac-LR2

+

[Lns TOro yTo6bl A06ABUTL afPEC B CNIUCOK, HAXXMUTE KHOMKY 1 B nosiBueLLeMcs none seeaute MAC-
agpec. Ytobbl yaanuTb afpec U3 Cnncka, HaXKM1UTE KHOMKY @ B COOTBETCTBYHOLLEN CTPOKE.

Ecnu Bo3HUKNA HEO6X0AMMOCTb A06aBUThL B cnMcok MAC-afpec KIMEHTa, KOTOPbIA B AaHHbIA MOMEHT

noAK/toYeH K 6a30BOI CTAHLMW, HAXKMUTE B KOHLIE CTPOKM KHOMKY 1 BbIGEPUTE HYXHbIV apec 13 cnmcka,
OH aBTOMaTM4Yecku fo6aBuTCS B None.

Mo ymonyaHuto B cnncke otobpaxaetcs Ao 10 agpecos. [18 TOro 4tobbl yBUAETb NOMHbIV CAMCOK B CNy4vae,
€C/In OH coaepxuT 6onee 10 aapecoB, HAXXMUTE KHOMKY «[Moka3aTb BCE».

10 EO:D9:E3TABE:CO - x

[MoKasaTk BCE

[Nsi BCTYN/IEHUS B CUY HOBOW KOHCPMIypaLymn 1 3aHECEHUSI HACTPOEK B SHEProHE3aBUCKMYI0 NaMsATb
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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4.8 MeHo WDS

B meHto «WDS» BbINONHAETCA HacTpolika 6ecnpoBogHbix MocToB Mexay WOP-2ac-LR2.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04MHAKOBbIV KaHaul U lWnprHa
KaHana.

4.8.1 NopgmeHo «WDS»

L TEX WOP-2ac-LR2 SR —
MoHATOpHHT Radio VAP WDS CeTeBbie HacTpoilku Cucrema - BRIXO[,
WDS > Brrnioueko

Pesiun BesonacHocTn WPAZ2 ~

Krow WPA

@

MAC-agpec pagmonHTepdeiica E8:28:C1:03:FT-AD
Nikkn WDS

JITETY Berpeunsii MAC-anpec KananLHanA CKOpOCTb Nepeaaiu

Nurkd

Auto ~

Tkl

Auto v

S

Auto ~

Nuke3

Auto v

Nirkd

Auto v
NMuwes O Auto ~
Mukee O Auto v

NMuwe? O Auto 7

* BK/104eHO — Npuw YCTaHOBEHHOM dhnare pexumm 6ecnpoBO4HOr0 MOCTa BK/THOYEH, MHAYe — BbIK/THOYEH;
* Pexum 6e3onacHocmu — pexunm 6e3onacHocTy focTyna K 6ecnpoBogHOl ceTu:
* BbIk/1t04UMb — HE UCMONb30BaTh WNhpoBaHne 4118 nepefadn AaHHbIX.
+ WPA2 — cnoco6 wuncpoBaHus, Npu Bbibope 6yAeT AOCTyNHa cneayoulas HacTpoiika;
* Koy WPA — kntoy/naposb, HEO6X0AMMbIN 415 NOAKIYEHMS K BCTPEUYHOW Touke gocTyna. AnnHa
K/oya coctasnisieT oT 8 4o 63 CMMBO/IOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdgieinca gaHHOro ycTponcTea;
* JluHk X (20e X=0..7 — HoMep /IUHKa) — BK/IOUYEHME NTMHKA GECNPOBOAHOIO MOCT3;
* BcmpeyHbili MAC-adpec — MAC-afpec BCTPEUYHOro YCTPOMCTBA, 0 KOTOPOro HacTpavsaeTcs
6ecnpoBoAHOI MOCT;
+ KaHasibHasi ckopocmb repedaqu — (OUKCMpPOBaHHaA CKOPOCTb 6eCnpoBOAHON Nepesayn AaHHbIX,
onpeaensiemas cneungukaumsamm ctaHgaptos IEEE 802.11b/g/n. Ans kaxaoro nnHka BblbrpaeTcs
NHANBMAYANbHO.

,ﬂ.ﬂﬂ BCTYMJ/ieHNa B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.9 MeHto «CeTeBble HACTPOMKM»

4.9.1 MNoamMeH «CucTemMHasa KoHdurypaums»

t LTeX WOP-ZHC-LRz @ TecToBbIit pexM

MoHUTOPUHT Radio VAP WDS CeteBble HACTPOMKK Cucrema - (BbIXOO)

CucTeMHasn koHbUrypaums > Mma xocta WOP-2ac-LR2
Hoctyn VLAN ynpasnexus Forwarding v
VLANID
MpoToxkon Static v
Cratnyeckuid P 192.168.1.10
Ceresan macka 25652552550
Lintoa
MNepBuyHbId DNS

BropuyHbiid DNS

JlokaneHoe ynpaenenue Yepes Ethernet

Bknioueno
Cratuueckun IP 192.0.3.1

Cetesas macka 2552552550

x OTMEHa

* VIiMsi xocma — ceTeBOe UMS YCTPOICTBA, 3aJaeTcs CTpoka 1-63 CMMBO/OB: NaTMHCKME 3ar/iaBHble U
CTPOUHbIe BYKBbI, LMPBbI, 3HAK AednC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBO/IOM B UMEHM);
* VLAN ynipas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

+ Terminating — pexum, npu kotopom VLAN ynpaBneHus TeEpMUHUPYETCA Ha TOYKE AOCTYNa; B 3TOM
CNyyae y K/IMEeHTOB, NOAK/IHOUYEHHbIX Yepes pagnonHtTepdelic, HeT goctyna Ao aaHHoro VLAN;

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

« VLAN ID — ngentudonkarop VLAN, ncnonb3yemsbiii Ans goctyna K yCTPONCTBY, NPUHUMAET 3HAYEHUS
1-4094;

+ [Mpomokos — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAET OCyLLeCTBAATLCA nogkntodeHune no Ethernet-
NHTepelcy yCTPOCTBa K CETN NpeaocTaB/eHNs YCyr npoBaiiaepa:

+ DHCP — pexum pa6oTbl, npu KoTopom IP-agpec, macka noacetu, aapec DNS-cepsepa, w3 no
YMOYaHMo 1 apyrue napameTpbl, He06xoanmble An1s paboTel B ceTw, 6yayT nonydeHsl ot DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npn KoTopom IP-aapec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTepec HasHa4varoTca cTaTudeckn. INpu Bolbope Tuna «Static» ANA peaakTupoBaHus CTaHyT
[OCTYMNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckutli IP — IP-agpec WAN-nHTepdeiica ycTpoiicTBa B CeTU npoBaliaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Ll/103 — afpec, Ha KOTopbI OTNpaBAsAeTca NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mapLipytTmsaumm,

* lNepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos. Ecnu agpeca DNS-
CEepBEPOB He Ha3HA4alTCsa aBToOMaTMyeckn no npotokony DHCP, 3agaiTte nx Bpy4yHyto.
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JlokanbHOoe ynpasneHue Yyepes Ethernet1

[aHHbIli nogpasfen no3BosieT HAaCTPOUTb HETEMMPOBAaHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
NHTepelc B cnydae, koraa BkayveH VLAN ynpaBneHus.

* BK/1O4EHO — aKTUBUPYET HACTPOIKY;

« Cmamuueckuli IP — |P-appec Ethernet-uHtepdeiica ycTpoiicTBa B nokasibHOM ceTu (N0 ymMon4aHuto
192.0.3.1);

+ Cemesasi Macka — Mmacka nofceTw.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».

1 HacTpoiika gocTynHa as1a KoHurypupoBaHus Tonbko B pexnmax VLAN ynpaenenus Terminating n
Forwarding.

4.9.2 lMopmeHio «ocTyn»

B nogmeHto «ocTyn» Npon3BOAMTCSA HACTPOIiKa A0CTyna K yCTPOMCTBY nocpeacTtsom web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

;‘: LTeX WO P'2aC'LR2 @ TecToBbIi pexum

MOHUTOPUHHT Radio VAP WDS CeTeBble HACTPONKN Cucrema - (Bbixoq)

CucTemMHan KoHgurypauma WEB
Hoctyn » HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet
Port 23
SSH
Port 22
NETCONF

SNMP

« [nAa BKNOYeHUsA gocTyna K yCTpoicTBy yepes web-uHtepdperic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NMOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onyCcTMMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NO ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTENbHO;

+ [nAa BKNOYeHUA AocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMo/lYaHuio 443). [lnanasoH A0onyCTUMbIX 3HAYEHUIA NOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMOJTYaHMIO, C
1025 no 65535 BKIOUMTENBHO;

o MopTtbl gns npotokonoB HTTP n HTTPS He fo/mXHbI UMETbL OAUMHAKOBOE 3HAYeHNe.

+ [1ns BK/IOYEHUS AOCTYNa K ycTpPolicTBy Yepe3 Telnet yctaHoBuTe chnar HanpoTue «Telnet». B
NOsIBUBLUEMCSI OKHE ECTb BO3MOXHOCTb NOMeHsITb Telnet-nopT (Mo ymonuaHwmio 23). AvanasoH
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[0NYCTUMbIX 3HAYEHWNI MOPTOB, NMOMUMO YCTAHOB/IEHHOTO N0 YMoN4yaHuto, ¢ 1025 no 65535
BKJ/THOUUTENBHO;

+ [insa BKIOYEHMA foCcTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLLeEMcS
OKHe eCTb BO3MOXHOCTb NOMeHsITb SSH-nopT (No ymonyanuto 22). inanasoH AonyCTUMbIX 3HAUYEHW
MOpPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTENTBHO;

+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute donar Hanpotus «NETCONF».

MporpammHoe o6ecneveHne WOP-2ac-LR2 no3BonseT U3MeHATb KOHMrypaumio yCTpoiicTBa, NPOBOAUTL
MOHUTOPWHI COCTOSIHWUSA 6a30BOI CTaHUMK 1 €€ AaTUMKOB, a Takke yrnpaB/ifaTb YCTPOWCTBOM UCNO/b3YS
npotokonn SNMP.

(] KoHdhurypupoBaHue yctpoicTea no npotokony SNMP gocTynHO HaumHas ¢ Bepcumn NporpaMMHOro
ob6ecneyenmna 1.11.0.

YCTpOMNCTBO NoaaepXxueaeT NPoTokosbl Bepcuii SNMPv1, SNMPv2.

SNMP
Maponb Ha YTeHne public
Maponk Ha 3anucs private

Alpec Ans npuéma
Tpanos v1
Alpec Ans npuéma
Tpanos v2
Alpec Ans npuéma
coofLeHuii Inform
CHUCTEMHOE UMA WOP-2ac-LR2
ycTpoicTsa
KonTakTHan Contact
WHbopMaLMA
NpoM3BOAUTENA
lMecTononoxeHue Russia
ycTpoicTsa

Mapont & Tpanax trap

[na nameHeHusa napametpos SNMP-areHTa yctaHoBuTe thriar HanpoTtns «SNMP», nocsie atoro ctaHyT
[LOCTYMHbI CriefytoLie HacTPONKN:

« [Maposib Ha YmeHue — Naposib Ha YTeHNe napameTpoB (06LLENPUHSTLINA: public);

+ [Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSTLIN: private);

« Adpec 0515 npuéma mparos vl — IP-agpec nnn goOMeHHoe UMsi NpUemMHnKa coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

« Adpec 0515 npuéma mparios v2 — IP-agpec nnn goOMeHHoe UMs NpUemMHmnka coobuieHnin SNMPv2-trap B
thopmarte HOST [COMMUNITY [PORT]];

+ Aodpec 0515 npuéma coobweHul Inform — IP-agpec nnn foMeHHOe UMS NpUeMHMKa coobLleHunin Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

« KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHgopmMaumns NnponM3BoAMTENS YCTPOICTBA,

* MecmononoxeHue ycmpoticmsa — UHopMaLms 0 MeCTONO/IOXKEHNN YCTPOICTBE;

* Maposib 8 mparnax — Naposb, coaepxallmiica B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXKMBAEMbBIX A/ YUTEHUS U KOH(PUTYPMPOBaHKA NOCPEeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHMTOPMHT NapamMeTpoB 6a30BOV CTaHLMM N NOAK/IOUYEHHBIX AGOHEHTCKMX CTaHLWIA;
+ eltexLtd.1.127.3 — ynpaBneHvne 6a30Boi cTaHUMeEl;
+ eltexLtd.1.127.5 — kOHpuryprpoBaHe 6a30BO CTaHL K.

roe eltexLtd — 1.3.6.1.4.1.35265 — naeHTudpmkatop npegnpuatunsa SMNTEKC.
Moppo6Hoe onucanune OID WOP-2ac-LR2 goctynHo no ccbiike Onvcanne OID Ha WOP-2ac-LRx (c Bepcun 1.4).
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,ﬂ.flﬂ BCTYyn/1€HNA B CUNYy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

410 MeHwo «Cuctema»

B mMeHi0 «CrcTemMa» BbINOHAKTCA HACTPONKM CUCTEMbI, BPEMEHMU, XypHaUia syslog, Npon3BoanTCca cCMeHa
naposs, BbIrpy3ka/3arpy3ka KoHdurypawmmn, 06HOBNEHVE NPOrpaMMHOro obecnevyeHns u nepesarpyska
ycTpoicTBa.

4.10.1 NopgmeHo «O6HOBNEHME MO ycTpoicTBa»

MoaMeHto NpeHa3HauyeHo A5t 0GHOBEHUSI MPOrpPaMMHOr0 06ecneyeHmnst yCTpoiicTea.

¢ - L | e x WOP-ZaC-LRz O TecToBbIA pexm
gt
MoHuTopuHr  Radio VAP WDS  CeTeBble HacTpoilku  CucTema - (Bbixom)
OGHoBNEHWe MO ycTpoiicTea » AKTWBHAR BEpCHA MO
Pesepetas Bepcus M0
KoHpurypaLms

Axmyanstan eepcus 10 docmynna no adpecy: hitp:/eltex-co.ru/support/downioads/
KoHTponk OOCTYMHOCTH

®aiin oGHOBNEHNS M0 | BeIBepuTe (aiin | Daiin He BHIGPaH
Mepe3arpyaka

AYTEHTHDMEILMA

JKypHan

[laTa U Bpema

« AkmusHas sepcusi 10 — Bepcusi NpOrpaMMHOro 06ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOICTBE,
paboTatoLias B aHHbI MOMEHT;
* PesepsHasi sepcusi [10 — Bepcusi NPOrpaMMHOro obecneyeHms, yCTaHOB/IEHHOTO Ha YCTPOICTBE, Ha
KOTOPYI MOXHO MepekounTecs 6e3 3arpysku goaiina MNo;
+ Cdennamb akmusHOU — KHOMKa, M03BO/ISALLANA cAenatb pe3epBHyto Bepcuto MO akTUBHOWN, AN
3TOro NnoTpebyeTcs nepe3arpyska ycTpoiicTea. AKTMBHas Bepcus MO B 3TOM c/lyyae CTaHeT
pe3epBHOIA.

O6HoBNeHKE nporpaMmmMmHoro obecneyeHus

3arpysute hainn MO c caitta http://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha KomnbtoTepe. MNocne
3TOr0 HaXXMUTE KHONMKY «Bblibepute gain» B none datis1 o6HosneHusi N0 v ykaxuTe nyTb K chainy MO B
opmare .tar.gz.

[ns 3anycka npouecca 06HOBEHNSE HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [pouecc
06HOBNEHMs 3aliMET HECKO/TbKO MUHYT (0 ero TekyleM crtatyce 6yAeT ykazaHo Ha CTpaHuLIe), NOC/e Yero
YCTPOMNCTBO aBTOMaTUYECKM Nepesarpy3nTcs.

@ He oTkntouaiiTe NUTaHNe yCTPOICTBa, He BbINOMHATE ero nepesarpysky B npouecce o6HosneHus MO.
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4.10.2 MopgmeHto «KoHGurypaums»

B noameHo «KoHmrypaumsi» BbINOHAETCA COXPaHEeHMe TEKYLLE KOHUrypauum n BOCCTaHOB/EHME.

p—
- L | e x Wop'zac'LRz @ TecToBLIA pexMm
MOHMTOPHHT Radio VAP wDs CeTeBble HacTpPOHKH Cucrema - (BbIXOA)
OBHoenenue MO ycTpoAcTEA Mony4uTe apxis * Crauars

KOH(UIYPALMM C YCTPORCTEA

KoHdburypauus >
3arpyauTe apxue | BuiGepuTe chaiin | @aiin He BoiBpaH
KoHTponk AOCTYMHOCTH KOHUTYpaLKK Ha
YCTPOACTBO
Mepesarpyska

COpoC Ha 33B0ACKME CoxXpaHWTe NapaMeTpel AoCTyNa

AyTeHTUdDHEALMA -
HACTPOWKH % COpoc

JypHan

Nata 1 Bpems

[lony4yeHmne KoHuUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuio YCTPOCTBa Ha /IOKasIbHbIA KOMMbLIOTEP, HXKMUTE KHOMKY
«CKavaTb».

BoccTtaHoBneHne koHduUrypatmm

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum NCnosb3yeTcsa MyHKT
3aepy3ums apxus KOHthu2ypayuu Ha ycmpolicmso. A 3arpy3km KOHUrypaumm yCcTponcTea HaOXMUTE KHOMKY
«BblbepuTte haiin», ykaxute daiin (B choopmare .tar.gz) 1 HKMUTE KHOMKY «3arpy3uTb goaiin». 3arpyxeHHas
KOHurypaums npuMeHsieTcss aBTomarmyeckn 6e3 nepesarpysku ycTponcTaa.

© Bce naponn B KOHUrypawumm ycTpoincTea LWNpyTCs KNKYoM, KoTopblli 3aBucnt oT MAC-agpeca
yCTpoWcTBa. Nepen 3arpy3koit KOHUrypawumm ¢ O4HOro YCTPOMCTBa Ha Apyrue npeaBaputesibHO
HY>XHO MOMEHSATbL Naposn B HEN.

Onsi nsmeHeHusi naporeli HeoGX0AMMO OTKPbITL (a1 KOHGIMIypaLym B TEKCTOBOM PEAAKTOPE U N3MEHUTb
naposnu. [lanee coxpaHuTb N3MEHEHUS B apX1Be KOHUrypauuu. MNpuvep n3mMeHeHnsi naposneii npueeaeH
HUXE:

"authentication": {
"admin-password":"encrypted:7068747570617169"

1,

M3MeHseTCA Ha
"authentication": {
"admin-password":"password"

I

C6poc yCTpoiicTBa K 3aBOACKAM HACTPOKaM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA K CTaHAAPTHBIM 3aBOACKUM YCTaHOBKAM, HKMUTE KHOMKY
«C6poc». Ecnu akTnBmpoBaH dnar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KoTopble OTBEYAKT 3a A0CTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiku focTyna no
Telnet/SSH/SNMP/Netconf/Web).
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4.10.3 MNogMeH «KOHTPO/b AOCTYNHOCTUY

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovicxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN-uHTepdelice.

’ LTe X Wo P'2aC'LR2 @ TecToBblit pexum

MoHuTopHHT Radio VAP WDS CeTeBble HacTpoiku Cucrema - (Bbixon)

OBHosnenue MO ycTpoicTea Brniouero
Kondurypauus OeficTeue MNepesarpyska ycTpoicTBa v
KonTponb goctynHocTw > Ping-cepeep 192.168.1.1

Mepesarpyska 3ajepxka nepen Hayanom 300
NpPOBEPKK

AyTEHTUMKALUA MNepuon otnpasku ICMP-3anpocos 300

*Kypan TaimayT oxuaaHua ICMP-oTeeTOB 1

aTa v Bpema
A P MakcumansHoe Konu4ecTso 3

HEYAa4HbIX NPOBEPOK

* BK/1l04EHO — NpW YCTaHOB/IEHHOM dh/1are KOHTPO/Ib AOCTYNHOCTU BK/IHOYEH, MHAYE — BbIK/HOYEH;

« [Jeticmsue:

* [Mepe3arnyck ethernet uHmepgpelica — B cnyvyae HefOCTYNHOCTU 3afaHHOro Ping-cepeepa
npousonget nepesanyck Ethernet-nHtepdelica yctpoiicTaa;

* [epesaryck 6ecrnposodHO020 uHMepelica — B Criydae HeOCTYNHOCTM 3agaHHoro Ping-cepeepa
Npov30n4eT nepesanyck 6ecnpoBoAHOro NHTepdeica yCTPOnCTBa;

* [epe3acpyska ycmpolicmsa — B C/ly4yae HeO0CTYNHOCTW 3afaHHoro Ping-cepsepa nponsonget
nepesarpyska yCcTpolicTBa.

* Ping-cepsep — IP agpec nnv 4OMeHHOe UMs XOCTa, Kyaa 6yayT otnpasnsatbesa ICMP-3anpocsi;

+ 3adep)xka rneped Hayas1oM rpPosBeEPKU — BPEMS B CEKYHAAX NOC/e BK/IOYEHUSA YCTPONCTBA U/
npeablgywero cpabarbiBaHns B TEHEHME KOTOPOro KOHTPO/b AOCTYNHOCTU He ByaeT paboTarh.
JonycTtnmble 3HaveHns 60-86400 BKIHOUNTENBHO;

* [Mepuod omnpasku ICMP-3anpocos — BpeMsi B CEKyHAaX, Yepes koTopoe byaeT otnpasneH ICMP-3anpoc
nocne nonyyexus ICMP-oTBeTa NN NPUHATUA PELLEHMSA O TOM, YTO nNpeaplaywmnin ICMP-3anpoc
okasasics HeygauyHbiM. [lonycTrmble 3HaveHns 1-86400 BKIHOUNTENBHO;

+ Talimaym oxudaHusi ICMP-omsemos — BpeMsi B CEKyHAaX, B Te4eHne KoToporo oxumgaercsa ICMP-oTeeT
Ha oTnpasneHHbIii ICMP-3anpoc. Ecnv no ucteyeHnn spemenn ICMP-oTBeT He nosnyyeH, To ICMP-3anpoc
cuuTaeTcda HeygauHbIM. JonycTumble 3Ha4eHns — 1-10 BKIOUNTESBHO;

* MakcumasibHOe KO/Iu4ecmBs0 Hey0auyHbIX MPosepPoK — MakCUMasibHOe KONnMyecTBo HeyaaduHbix ICMP-
3anpocoBs, ecnn Konn4yecTso HeyaayHblx ICMP-3anpocoB focturaet yka3zaHHOro YMcsa, TO BbINOJIHAETCA
3aZiaHHoe gevicteue. [lonycTumbie 3HaveHns — 1-86400 BK/IOUNTENBHO.
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4.10.4 NMopmeHto «Mepesarpyska»

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

‘E LT e x WOP-2aC-LR2 @ TecToBbIA pesmMM

MoHHMTOpHHT Radio VAP WDS CeTeBble HACTPORKK Cucrema - (BbIXOA,

OBGHoenenne MO ycTpoiicTea Mepezarpyaka i« Mepesarpyaka
yCTpoicTEa
KoHdurypauyus
KoHTpone AoCTYNHOCTH
Mepesarpyaka »

AyTeHTHDUKALMA

KypHan

[lata u Bpema

4.10.5 ToagmeHto «AyTeHTUdMKaLunsa»

MoamMeHto «AyTeHTUdMKaLMA» NpegHa3HavYeHo A1 HACTPOViKM ayTeHTMdMKauum nosb3oBarens.

© 3asopckan yueTHas 3anuch Ana AOCTyNa K YCTPOCTBY: norvH: admin, naponk: password.

Takke eCTb BO3MOXHOCTb CO34aH1sA AOMNOMHUTENbHbIX YYETHbIX 3anuceli ¢ ponsamMn agMmmHucTparopa nin
Ha6noaatens (HacTpoiika AoCTynHa Tonbko Yepe3 CLI). YueTHble 3anucu ¢ posbio agMUHUCTpaTopa UMetoT
MOJIHbIA AOCTYN K YCTPOWCTBY: YTEHME U 3aMUCh NIHOObIX HACTPOEK, MOSTHbIA MOHUTOPUHT COCTOSIHUSA
YCTPOWCTBA. YUYETHbIM 3anncsaM ¢ posibio Habngarens 4oOCTyNneH TO/IbKO MOHUTOPWHI.

Paspnen «JlokanbHblil Naponb» NpeaHasHayveH a1 CMeHbl 3aBOACKOro Naposia As1s y4eTHon 3anucu admin.
DTOT Naposib XpaHUTCA Ha Touke AocTyna. [1si CMeHbl Naposia BBEAUTE HOBbIM Naposib CHavana B none
«[Maponb», 3aTeM B none «oareepxaeHne napons» n HOKMUTE KHOMKy «MpuMeHnTb» B JaHHOM pasgene ans
COXpaHeHnss HOBOro Naposns.

B pasgene «AyteHTudpmkaumnsa yepes RADIUS» BbiNnonHSAETCA HacTpoiika napametpos goctyna kK RADIUS-
cepBepy, C MOMOLLbI KOTOPOro ByAeT OCyLEeCTBAATLCA ayTeHTUmkauusa 1 aBtopmsanumns nonb3oBaTens ToUkn
foctyna.

:_: LTeX WOP'ZaC'LRZ @ TecToBLIA pesxum

MOHUTOPUHT Radio VAP WDS CeTeBble HACTPOHKM Cuctema - (BbIxon)

O6Hoenexue MO ycTpolicTea JNokanbHbIA napone

Kondpurypauus Maponb @

KoHTpone focTynHOCTM MonTeep#aerue napona @

AyTeHTudukauma yepes RADIUS

Mepesarpyska
AyTeHTUDHKaUMA >
Kypran
Aytentudukauma yepes RADIUS
[lara v sBpema
Appec RADIUS-cepsepa 192.168.1.1

Mopt RADIUS-cepeepa 1812 =

Mapone RADIUS-cepeepa ssssss @
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* AymeHmugpukayusi yepe3 RADIUS — npu ycTaHOBNEHHOM (priare aytTeHTUdumkauma 6yaeT BbINOMHATLCA
no y4yetHoli 3anucn Ha RADIUS-cepsepe;

+ Adpec RADIUS-cepsepa — IP apgpec RADIUS-cepBepa;

+ Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbI UCNOMb3YeTCA A/18 ayTeHTUdMKauum 1
asTopusauuu;

* laposb RADIUS-cepsepa — kmod RADIUS cepsepa, NCnosb3yemMoro Ansa ayteHTuuvkauum n
asTopusauuu.

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHeCEHUSI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMeHNTb» B JaHHOM pasgene. [ OTMEeHbl U3MEHEHWI HAXXMUTE KHOMKY «OTMeHa.

Mpun ayTeHTudmkaumm yepes RADIUS-cepBep 0653aTe/IbHO HEOBXOAUMO CO34aTh JIOKA/IbHYIO YYETHYIO 3aMuch,
KoTopas OyaeTt aHanormyHa yyetHoi 3anncu Ha RADIUS-cepsepe. HacTpolika BbinonHsietcs yepes CLI. bonee
noApo6Ho npovecc onvcaH B pasgene «CosgaHne A0N0HUTENBHBIX NOMb30BaTesen».

© Ecnu Brntouera ayTeHTUdmkaums yepes RADIUS, Ho cepBep okasanca HeAOCTYNeH, ayTeHTUduKauns
6y,u,eT BbIMOJTHEHA NO SIOKA/IbHOA yquH0|7| 3arnumcu.
MogmeHIo «)XXypHasn»

MoameHto «XKypHas» npefiHasHa4eHo A1 HACTPOIKM BbIBOAA PA3HOro poaa OTNaA0UHbIX CO0BLLEHWI
CUCTEMbI B LIENISAX 06HAPYXEHNSA NpUYKH Npo6iem B paboTe yCTpoiicTBa.

L TEX  WOP-2ac-LR2 E——

MOHUTOPHHI Radio VAP WDS CeTeBble HACTPORKM Cucrema - (Bbixoa)

OBHoBneHue MO ycTpoicTsa Pexm Cepeep u ain v
Kondpurypayma Anpec Syslog-cepsepa syslog.server
KoHTpons goctynHocTH Nopt Syslog-cepeepa 514

Mepesarpyska Pasmep daiina, kb 1000

AyTeHTudbukayma

Oumbrn
MypHan >

MpenynpesaeHua
lata v BpeMa

OTnagoyHan wHhopmauma U

WHdropmaymorHble cooblyeHua

* Pexxum — pexum pabotbl Syslog-areHTa:
* JlokasibHbIl gpali/l — HhopmMaLms XypHasia cCoXpaHAeTcsa B /I0KasIbHOM chaiinie n focTynHa B
web-nHTepdelice yctpoiictea Ha Bkiagke «MOHUTOPUHT/XKypHan coObITUIAY,
+ Cepsep u ¢halis1 — nHhopMaLms XypHana oTnpas/seTca Ha yaaneHHbll Syslog-cepsep v
COXpaHseTcs B /IOKasIbHOM dhaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepeepa;
* Mopm Syslog-cepsepa — nopT Ana BXoAsLmx coobuieHnii Syslog-cepeepa (no ymonuaxuio 514,
[loNyCTUMble 3HaYeHust 1-65535);
« Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

Huxe HacTpamBaeTcs TUN COOBOLLEHNIA, BbIBOAMMBIX B XYPHaUT MEHemKepa KOH(UIrypaumm:

+ OwubKu — yctaHoBuUTe donar, ecnm HeobxoanMMo BbIBOAWUTL COOOLLEHUS TUna «OLWnGKn»,

* [pedynpexoeHus — ycTaHOBUTe hnar, ec/in He06X04MMO BbIBOAUTL COOOLLEHMS TUNa
«[IpedynpexoeHusi»;

* OmsiadoyHasi UHghopmayusi — yctaHoBuTe donar, ecnm Heo6xo4MMO BbIBOANUTL OT/1afl04HbIE COOBLLEHNS;

* VIHhopmayUuoHHbIe cO0bWeHUs1 — ycTaHoBUTe hnar, ec/im Heo6XoAMMO BbIBOAUTL NHADOPMALMOHHbIE
COo00LEHNS.
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B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU/ C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMK

BpemeHn (NTP).
BpyyHyto

MoHMTOPUHT Radio VAP

OBnosnenwue MO ycTpoiicTea
KoHdurypauua

KoHTponb AocTynHocTu
Mepesarpyska
AyTeHTuduKaLus

KypHan

Nara u Bpema >

WDS CeTeBble HACTPOKK

WOP-2ac-LR2

Pexum

[Nata 1 Bpema ycTpoicTea
Yacosoit moac

Brntounts Nepexo[ Ha NeTHee
BpeMs

I'Iepexr);l Ha neTHee BpemA

I'Iepexon Ha 3UMHeE Bpema

Capwr BpeMern (MHH.)

Cuctema

® Bpyuhyio

27.12.2021 10:10:27 | # Pepaxtuposars

@ TecToBuIii pesxum

-~ (Bbix0M)

NTP cepeep

Mockea, Poccua v

(He sbibparo) (e sbibpano) (He sblbparHo) B —

(He ebIbpaHo) (He eblbpaHo) (He eblbpaHo) B — |

60

+ [Jama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbIN MOMeHT. Ecnu TpebyeTcs
KOppeKLMs, HXMUTE KHOMKY «PefakTmpoBaTby;
+ [ama, spems — 3afiainTe TEKYLLYI0 AaTy Y BPEMSA WU HAXXMUTE KHOMKY «TekyLlas gara u Bpems»
[ANS yCTaHOBKM BpemeHu MK Ha yCcTponCTBO;
+ Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUMN C GAVKAALLMM TOPOLOM B

BalleM pernoHe n3 sagaHHOro Cnmncka,

* Bk/tod4umsb nepexod Ha iemHee BpeMsi — Npw YCTaHOB/IEHHOM chiare nepexoq, Ha ieTHee/3MumHee
BpeMmsi ByieT BbINOSHATLCS aBTOMATUYECKM B 3a/iaHHbI Nepuog, BpeMeHMU:
* [Mepexod Ha iemHee BpeMsi — AeHb 1 BPeMsi, Korga GyaeT BbINO/HATLCSA Nepexos Ha fieTHee

Bpemsi;

+ [Nepexod Ha 3uMHee BpeMsi — [leHb U BPeMsi, Koraa GyfeT BbINOMHATLCS Nepexos Ha 3UMHee

Bpemsi;

+ CoBue spemeHu (MUH.) — Nepuo BPEMEHN B MUHYTaX, Ha KOTOPLINA BbINOHAETCSA CABUT BPEMEHN.
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LTEX

MoHuTopUHT Radio VAP

O6HoeneHue MO ycTpoicTea
Kondurypayua

KDHTFIC-I'Ib LNOCTYNHOCTH
Mepesarpyzka
AyTeHTuHMKaymna

Hypran

[ata v Bpema »

WDS

WOP-2ac-LR2

CeTeBble HACTPOKK Cuctema

Pesxum BpyuHyio @ NTP cepeep

[ata u Bpema ycTpoicTea 27.12.2021 10:11:06

NTP cepsep pool.ntp.org -

Yacosoit noac Mockea, Poccus v

Brnrouuts Nnepexo[ Ha NeTHee
Bpema

MNMepexoa Ha NeTHee Bpems (He ebibparo) (He ebibpaHo) (He ebibpaHo)

[Nepexoa Ha 3uMHee BpemMs (He sbibparo) (He sbibparo) (He sbibparo)

CABur BpeMeHH (MHH.) 60

@ TecToBbIi pesxum

- (Bbixog)

B -

B -

+ Jama u spemsi ycmpoticmsa — gata  BpeMs Ha YCTPOICTBE B AAaHHbIA MOMEHT;

* NTP cepsep — IP-agpec/noMeHHOe nMA cepBepa CUHXPOHU3aLUn BpeMeHn. Bo3aMoxHO 3aaatb agpec
NN BbIGpaTb U3 CYLLECTBYIOLLENO CMNUCKa,;

+ Yacosol nosic — no3BOASIET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUM C GAMXaiLLMM ropoaom B
BalleM pervoHe 13 3aZlaHHoro crmcka.

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamMsiTb
HaXXMUTE KHOMKY «[TpuMeHUMb». NS OTMEHbl U3MEHEHWI HaXXMUTE KHOMKY «OmmeHar.

NTP-cepsep

5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© /115 nepexoaa B pexum KOHUIypUpOBaHNs BBeAWTE KoMaHy configure.
[Nsi OTOGPAXEHNA MMEILLMXCS HACTPOEK ONPEAENEHHOI0 pasaena KoHgurypaumm BeeauTe KoMaHay

show-config.

[na nonyyeHnss NoAcKasky 0 TOM, KaKoe 3Ha4YeHVe MOXET NPUHMMATb TOT UM UHOW napameTp
KOHpUrypawumm ycTpoiicTBa, HaXXMuTe codeTaHune knasuil (B aHrnuiickoli packnaake) [Shift + ?].
[na nonyyeHns cnncka napaMeTpoB, AOCTYMNHbIX A8 pefakTpoBaHus B JaHHOM pasgene
KOHcburypauumm, HaxmnTe knasuwy Tab.

[na coxpaHeHns HaCTPOEeK BBeAUTE KOMaHy save.
[na nepexofa B NpeablayLLmMii pa3gen KoHurypauuy BBeamTe KOMaHay exit.
[nsa BbIxoga 13 pexvMa KoHUrypupoBaHusa BBeanTe komaHgy end.

5.1 MopgkntoyeHne K ycTpomncTay

Mo ymonyanuto yctpoiictBo WOP-2ac-LR2 HacTpoeHo Ha nony4yeHune agpeca no DHCP. Ecnu agpec He 6bin
NoyyeH, NOAKIUYNTLCA K YCTPONCTBY MOXHO NO 3aBOACKOMY IP-aapecy.

© 3aBopckoit IP-agpec ycTpoiictea WOP-2ac-LR2: 192.168.1.10, macka noacetut: 255.255.255.0.

Moaxni4YeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoulbo SSH/Telnet:

ssh admin@<IP-agpec ycTpoicTea>, fasiee BBOAUM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM IOTUH 1 Naposb
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5.2 HacTtpoiika ceTeBbIX NapameTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# bro

WOP-2ac-LR2(config):/interface/br0# common

WOP-2ac-LR2(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |IP-agpec WOP-2ac-LR2)
WOP-2ac-LR2(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-2ac-LR2(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)

WOP-2ac-LR2(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WOP-2ac-LR2(config):/interface/br0/commont# protocol static-ip (13veHeHne pexvva paboTel ¢ DHCP Ha
Static-IP)

WOP-2ac-LR2(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WOP-2ac-LR2(config):/interface/br0/commont# exit

WOP-2ac-LR2(config):/interface/br0# exit

WOP-2ac-LR2(config):/interfacet# exit

WOP-2ac-LR2(config):/# route

WOP-2ac-LR2(config):/route# default

WOP-2ac-LR2(config):/route/default# destination X.X.X.X (rge X.X.X.X — |P-afpec cetn unn y3na HazHavyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-2ac-LR2(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHuns, 15
MapLupyTa no ymosndaHuto — 0.0.0.0)

WOP-2ac-LR2(config):/route/default# gateway X.X.X.X (rae X.X.X.X — [P-agpec wo3a)
WOP-2ac-LR2(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# br0

WOP-2ac-LR2(config):/interface/br0# common

WOP-2ac-LR2(config):/interface/br0/commont# protocol dhcp (n3meHeHne pexrmva paboTsl ¢ Static-IP Ha
DHCP)

WOP-2ac-LR2(config):/interface/br0/commont# save (CoxpaHeHve HacTpoek)
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5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C MOMOLLbIO YTUINTLI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-2ac-LR2(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WOP-2ac-LR2(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-2ac-LR2(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMblii AN AOCTYNA K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckme HacTpoOKu

WOP-2ac-LR2(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbI€ 3HaueHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noAaceTu; Z.Z.Z.Z — Lu103)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WOP-2ac-LR2(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNoNb3yeMbIli 418 AOCTYyNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMs: 1-4094)

Cratnyeckme HaCTPOKK

WOP-2ac-LR2(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HAUeHUsT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu/t03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-2ac-LR2(root):/# save (cCoxpaHeHne HacTpoek)
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)
B Tabnuue npeactasneHbl KOMaHabl 4715 HACTPOWKK pexnmoB 6e3onacHocTy VAP.

Tabnuua 4 — KomaHgpb! 4N HaCcTpoikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpoukn pexuma 6e30nacHoOCTU
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA?2 security-mode WPA_WPA?2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Huxe npeactasneHbl NpUMepbl HACTPOWKKN VAP ¢ pasninyHbIMU pexumammn 6e30nacHOCTH.

5.3.1 Hactpolika VAP 6e3 wndpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# vap

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_open' (n3veHeHne nveHn SSID)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# security-mode off (pexxum LwndposaHmns off — 6e3 napons)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-va0/common# enabled true (Bik/1t04eHNE BUPTYaIbHON TOUKM
aoctyna)

WOP-2ac-LR2(config):/interface/wlan0-va0/common# save
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WPA2)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# key-wpa password123 (k/1t04/naposib, HeOOXOANMBIA [J15
NOAKMIOYEHMS K BUPTYasibHOWM TOUKe AocTyna. [AnnHa Kn4va Ao/mkKHa CoCTaB/saATb OT 8 10 63 CUMBOJI0B)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common

WOP-2ac-LR2(config):/interface/wlan0-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKY
aoctyna)

WOP-2ac-LR2(config):/interface/wlan0-va0/common# save

root):/# configure

config):/# interface

config):/interface# wlan0-va0

config):/interface/wlan0-va0# vap

config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_Wpa2' (n3vieHeHve nveHn SSID)
config):/interface/wlan0-va0/vap# security-mode WPA_WPA2 (pexuvimv wnpposanns — WPA/

AAAAAA
_ = ==
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# vap

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_enterprise' (13veHeHne nmenn
SSID)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# security-mode WPA_WPA2_1X (pexvmv lwngposanms —
WPA/WPA2-Enterprise)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# radius
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# domain root (re root — f10MeH nosib3oBaTesis)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCNONb3YeTCH ANA ayTeHTUUKaLnmn n apTopmsaumu. No ymonyaHuio: 1812)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-password secret (1/e secret — naposb A1
RADIUS-cepBepa, Crnosb3yeMoro ans ayTeHTudumkaumm n asTopusasmm)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-enable true (Bk/104eHVIE OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS cepsep. Mo ymonyaHuto: false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-port X (rae X — nopt RADIUS-cepBepa, KOTopbIi
NCNONb3YETCA AN akKkayHTUHra. Mo ymonyaHuio: 1813)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-password secret (1€ secret — naposis /15
RADIUS-cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-periodic true (Bk/110ueHVIe NeproANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-interval 600 (HTepBas OTNPaBkM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# exit

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common

WOP-2ac-LR2(config):/interface/wlan0-va0/common# enabled true (Bk/1t04EHVE BUPTYa/IbHON TOUKY
aoctyna)

WOP-2ac-LR2(config):/interface/wlan0-va0/common# save

5.3.4 [ononHuTesnbHble HacTpolikn VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)
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BkntoueHue VLAN trunk Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-trunk true (Bk/itoueHune VLAN Trunk Ha VAP. [1ns
oTKNtoveHns seeaute false)

BknroueHune General VLAN Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# general-vlan-mode true (Bk/1t0ueHne General VLAN Ha SSID.
Ins otknoueHus seBeaute false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

HacTpoiika yHMKaNbHOro Nnosib3oBaTesibcKkoro VLAN (C-VLAN) Ha VAP

© 1.C-VLAN He pa6oTaeT npu BkIO4eHHOM VLAN Trunk Ha VAP. EC/M Bbl XOTUTE 1CNOb30BaTh C-VLAN
1 Npu 3TOM nepefaBaTtb B CTOPOHY aOOHEHTCKON CTaHLUMM TErMpOoBaHHbIN Tpaduk, BKNKOUMTE Ha
VAP Vlan Trunk 1 General Mode.
2. Ecnn VLAN-ID Broadcast-Tpaduka coBnagaet ¢ ogHuM 13 C-VLAN, HacTpoeHHbIX Ha VAP, TO
[JaHHbI Broadcast-Tpaduk oTnpaBuTCcA BCeM K/iMeHTaM 6a30B0i CTaHL MK, NOAK/THYEeHHBbIM K VAP,
6e3 Tera.
3. He pekomeHpyeTcsa HacTpavBaTtb 0auH C-VLAN 4151 HECKOJIbKUX K/IMEHTOB.
4. VLAN, c KoTOpbIX ByaeT cHUmMaTbCcs MeTka B onuuu C-VLAN (415 nepegayn HeTermnpoBaHHOro
Tpadvka K abBOHEHTCKOW CTaHLuMK), He AO/DKHbI ObITb UCNOIb30BaHbI B TETMPOBAHHOM BUAE HA
abOHEHTCKOWN CTaHUMW 1 B NO/Ib30BaTE/IbCKOM CETU HKE aB0HEHTCKOM CTaHUUN.
5. B cnyyae, ecnun Ha VAP HacTpoeHa Enterprise-aBTopu3auns 1 ans knveHta Ha RADIUS-cepsepe
6b171 yKa3aH C-VLAN, TO UMEHHO OH ByAeT NCnoNb3oBaTbCA A1 PaboThl C AaHHbIM KIIMEHTOM, T. €.
C-VLAN, HacTpoeHHbIn Ha VAP 6a30B0o cTaHLumu, 6yaeT NpourHopupoBaH.

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# customer-vlans
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# clients (nepexos B pasgen clients ais
HaCTPOWKN cnucka cooTBeTcBus MAC-agpeca nosb3oBarens nVLAN-ID)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec yCTPOMCTBa, A/151 KOTOPOro HeobxoanumMo ycTaHoBUTb C-VLAN. s
yaaneHus agpeca us cnmcka ucnosb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id Y (rae Y —
VLAN-ID, KOTOpbIn ByaeT ncnonb3oBaH kak C-VLAN ansa nonb3oBarens ¢ MAC-agpecom XX:XX:XX:XX:XX:XX)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# enable true (Bk/1t0ueHie paboThl
nokanbHoro C-VLAN Ha VAP. 1nsa oTkatoueHus BBeauTe false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# save (CoxpaHeHve HacTpoek)

BkntoueHune cKpbITOro SSID

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# hidden true (Bk/itoueHve ckpbIToro SSID. /19 OTK/IHYeHNA
BeeauTe false)
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OrpaHuuyeHne KonmyecTBa KJiMeHToB Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# sta-limit X (rze X — MakcrmasibHO fonyCcTUMOoe YnCsIo
NoAKNHYaeMbIX K BUPTYasibHOW CETU K/INEHTOB)

Bk/iloueHve U30nsLumn KIIMEHTOB Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# station-isolation true (Bx/it0ueHvie nzonaumsa Tpaduka
MeXAy KMeHTamn B npeaenax ogHon VAP. ina oTkatoueHns seeaute false)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpoiika orpaHn4yeHuns nponyckHOW CNOCOGHOCTY B HanpaBaeHun o1 6a30B0i CTaHUMK A0 KIMEHTOB
(Kakaoro B OTAENbHOCTU), NOAKAYEHHbIX K IaHHOW VAP (STA Limit Down)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHas CKOpoCTb
B KbuTt/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itouerve wennepa. [ns
oTKNtoYeHus seeauTe off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-txi# exit

HacTpoiika orpaHn4yeHmnsa nponyckHOW CNOCOGHOCTM B HanpaBAEHUW OT KAVEHTOB (KaXA0ro B
OTAE/IbHOCTU), NOAKNOYEHHbIX K AaHHOW VAP, 10 6a30B0i cTaHumu (STA Limit Up)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# value X (rae X — mMakcumasibHasi CKOpoCTh
B Kbut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHne werinepa. ns
oTKNtoYeHus seeuTe off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# exit

HacTpoiika orpaHn4yeHnsa nponyckHOW CNOCOGHOCTM B HanpaBAeHuy 0T 6a30B0 CTaHUMN A0 KIUEHTOB (B
CYMMe), NOAK/YEHHbIX K AaHHO VAP (VAP Limit Down)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-vap-tx (HacTpoiika Lweiinepa B HanpasieHnn ot
TOYKM AOCTyna [0 KMEHTOB (B CyMME), NOAKIYEHHbIX K AaHHO VAP)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-tx# value X (rae X — MakcumasisHasi CKOpoCTh
B Kbut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHve weinepa. 515
oTKNtoYeHus seeauTe off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-txi# exit

HacTpoiika orpaHn4yeHnsa NnponyckHOW CNOCOGHOCTM B HanpaBAEeHUM OT KINEHTOB (B CymMMe),
NOAK/IYEHHbIX K AaHHOW VAP, 10 6a30B0W cTaHumm (VAP Limit Up)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-vap-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# value X (rae X — mMakcrumMasibHast CKOpoCTh
B Kbut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# mode kbps (Bx/itouervie weinepa. [ns
oTKNtoYeHus seeauTe off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# exit

© Hauunas ¢ Bepcum MO 1.12.0 NOABUNACL BO3MOXHOCTb HACTPaNBaTh WHANBUAYA IbHbIE
orpaHnyYeHns NPoMnycKHON CNOCOBHOCTU ANA KIMEHTOB.
[aHHoe orpaHuyeHve NponyckHom cnocobHOCTN ByaeT pacnpoCTPaHATLCA TOMIbKO Ha
KOHKPETHOr0 KNneHTa. /19 OCTa/lbHbIX K/IMEHTOB, NOAK/THYEHHbIX K AaHHOW VAP, 6yayT
pacnpoCcTpaHATLCA OrpaHnyeHns, 3a4aHHble B 00LeM Lwelinepe (HacTporika npeacTaBneHa
BblLLE).

64



PykoBogacTBo no akcnayatauum WOP-2ac-LR2

HacTpolika nHAMBMAYa/IbHOTO OrpaHNYeHnst NPONYCKHOM CNOCOBHOCTM B HANPaBAEHWUN OT KOHKPETHOIO
KNWEeHTa, NOAKAHYEHHOIO K AaHHOW VAP, 10 6a30BOI CTaHLUK (RX)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rxi clients
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec yCTpOMCTBa, 4151 KOTOPOro Heo6XxoAnuMO YCTaHOBUTbL OrpaHuyeHune. Ans
yaaneHus agpeca us cnmcka ucnosb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# value X (rge X —
MakCuMasibHas CKOpPOCTb B K6uT/C)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# mode kbps
(Bk/ItOYeHMe welinepa. Ans BbikaoyeHns seegute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# exit

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika nHameuayanbHOro orpaHMyeHns NponyckHOM CNOCO6HOCTU B HaNpaBieHn OT 6a30BO
CTaHUMN A0 KOHKPETHOIO K/INeHTa, NOAKAKYEHHOIO K AaHHOoM VAP (TX)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-txi clients
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-apec yCTpOMCTBa, 4151 KOTOPOro Heo6XxoAuMO YCTaHOBUTbL OrpaHudeHne. Ans
yaaneHus agpeca us cnmcka ucnosb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# value X (rge X —
MakCuMasibHas CKOpPOCTb B K6uT/C)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# mode kbps
(BkItoYeHMe welinepa. Ans BbikaoyeHns seegute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients#exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-txi# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika weinepa ansa multicast/broadcast B HanpaBneHWM OT KAWEHTOB (B CYMME), NOAKAKYEHHbIX K
OaHHo VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-mcast-bcast-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx # value X (rge X — makcrmasibHas
CKOpOCTb B KGUT/C)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx# mode kbps (Br/itoueHne weinepa.
[na BbikoyeHna seeute off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx# exit

HacTpoiika wennepa ans multicast/broadcast B HanpaBaeHWM 0T TOYKM JOCTYNA A0 KANEHTOB (B CyMME),
NOAKNHYEHHbIX K IaHHO VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-mcast-bcast-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# value X (rge X — makcumasnsHas
CKOpOCTb B KGUT/C)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# mode kbps (Bk/itoueHmne weinepa.
[na BbikoyeHna seeute off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# exit
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Bbi6op cnocoba npuoputTusaymum

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# priority-by-dscp false (aHa/113 nproputera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3Ha4YeHne No yMon4aHuto: true. B aTom criyyae aHanmsmpyercs
npuopuTeT 13 nonst DSCP 3aronoBka IP-nakeTa)

HacTtpoiika KOHTpons gocTyna no MAC

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# acl

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# mac
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (re XXXXXHKXXXK —
MAC-agpec yCcTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLUnTb/3anpeTnTb A4OCTyn. 19 yganeHns agpeca 13
cnucka ncnosnb3yiite koMaHay del)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl/mac# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# policy allow (BLI60p nosmnTVKK, NP KOTOPOW K AaHHOA
VAP 6yfeT paspeLleHo nogknoyarbes To/bKO TeM KmeHTam, MAC-agpeca KOTOpbIX COAEPXaTCs B CMNCKE.
3HauyeHune no ymosnyaHuto: deny — nonnTrKa, Npy KOTOPOI K AaHHOI VAP ByaeT 3anpeLLeHo NoAgKIvaTbCs
KnneHtam, MAC-agpeca KOTOpbIX COAEPXKaTcs B CNMCKE)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# enable true (Bk/itoueHVie BbIGPaHHOM NOMUTUKM LOCTYNA.
[na otknoueHus seeaute false)

MannuHr VLAN

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-mapping
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# add namel (rae namel — nms npasuna
mMannuudra. 4na yganeHus npasuna ncnosnbayite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# eth-priority X (rae X — npuopuret
802.1P npu nepepadye B Ethernet. Bo3MOXHble 3HavyeHust: 0-7, auto. ECAv npuopuTeT auto Uam He
onpegeneH B JaHHON onuumnm — 6yaeT NCNob30BaTbCH NCXOLHbIN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID Bo
WLAN)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# wlan-priority X (rae X —
npuopuTeT 802.1P npu nepeaaye Bo WLAN. Bo3amoxHbIe 3HauYeHus: 0-7, auto. Ecnmn npuopuTeT auto nnm He
onpegeneH B JaHHOW onuumnm — 6yaeT NCNob30BaTbCH NCXOLHbIN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping# enable true (Bx/1t0ueHve vian-mapping. A5
oTK/Io4YeHns BeeauTe false)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# mac-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# add namel (rge namel — vvd npasuia
npuoputesaumn no MAC. inga yganeHus npasuna ucnosb3yite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKA, eCNM NapaMeTp He 3aaH, Ui ero 3Ha4yeHme SBASETCsSl MyCTo
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaaeHus)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-afipec noayyaresisi, eC/ivm napameTp He 3aaH, Un ero 3HadeHne SB/sieTcs
NycTOIA CTPOKOW, TO OH HE ByAEeT UCNOMb30BaThbCA NPY MPOBEPKE HA COBNAAeHUS)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# wlan-priority X (rge X — npuoputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4yeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# eth-priority X (rze X — npuoputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4YeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# enable true (BktoueHvie mac-priority. [na
oTKNtoveHns seegute false)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamvma

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# mac-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# add namel (rge namel — vvd npasuia
npuoputesaumn no MAC. inga yganeHus npasuia Ucnosb3yite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKA, eCNM NapaMeTp He 3aaH, Ui ero 3Ha4YeHme SBASETCS MyCTo
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaaeHus)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-afipec noayyaresisi, eC/v napameTp He 3aaH, Uan ero 3HadeHne SB/sieTcs
NycTOli CTPOKOW, TO OH HE ByAeT UCNOMb30BaThbCA NPY MPOBEPKE HA COBNAAEHUS)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# wmm-queue X (r1e X — ouepeb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaueHust: bk, be, vi, vo, auto. Ecnn ouepeab auto He onpeaeneHa
B [JaHHO onuun, To 6yaeT aHa/IM3npoBaTbCcsa npuoputeT DSCP B nakeTe)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# enable true (BktoueHve mac-priority. [na
oTKNtoveHns seeaute false)
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MpuopuTtunsauusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ip-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# add namel (rae namel — vivs npasuna
npuoputesaumu no IP. Ana yganeHus npasuia Ucnosb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# src-ip XXX.XXX.XXX. XXX (rae
XXXXXX:XX:XX:XX — IP-aApec UCTOYHMKA, eCli NapaMeTp He 3aAaH, Un ero 3Ha4YeHue SIBASeTCsl NyCTou
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaAeHus)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# dst-ip XXX. XXX.XXX. XXX (rze
XXXXXX:XX:XX:XX — IP-aApec nonyyatens, eCnu napameTp He 3adaH, v ero 3HaYeHne SBAsIeTCS NyCcTom
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaaeHus)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# wlan-priority X (rze X — npnoputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4yeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# eth-priority X (rae X — npuoputer
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4YeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# enable true (Bx/itoueHve ip-priority. [na
oTKNtoveHns seegute false)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamvma

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ip-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# add namel (rae namel — nivs npasuna
npuopuTesaummn no IP. Ans yganeHunsa npasuna ncnosnb3yinte komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# src-ip XXX. XXX.XXX. XXX (rae

XX XX XX XX XX:XX — IP-apec UCTOYHMKA, eCNN NapaMeTp He 3aaH, U ero 3HadeHne ABAsSeTcs nycTol
CTPOKOW, TO OH He ByAeT UCMOo/b30BaTbCA NPV NPOBEPKE Ha CoBNaAeHNs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# dst-ip XXX. XXX.XXX. XXX (rze
XXXXXXXX:XX:XX — IP-agpec nonyyarens, ecnv napameTp He 3ajaH, Wiy ero 3HadyeHune SABMSeTCS nycTomn
CTPOKOW, TO OH He ByAeT UCMNOo/b30BaTbCA NPV NPOBEPKE Ha COBNaAeHNs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# wmm-queue X (rge X — ovepenb WMM
ANS AaHHOro npasuia. Bo3amoxHble 3HaveHus:: bk, be, vi, vo, auto. Ecnn ouepeab auto He onpeaeneHa B
AaHHOW onumu, To ByaeT aHanmsmpoBaTbcs npuoputeT DSCP B nakeTe)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# enable true (Bk/itoueHve ip-priority. [ns
oTKNtoveHns seeaute false)

© Ecnv naket nonagaeT ogHoBpeMeHHO nog, npasuna Vlan-Mapping, MAC-Priority 1 IP-Priority, To
pelueHne o npucsoeHmmn npuoputeta 802.1P 6yaeT npuHATO Ha ocHoBe Priority-Order — npuoputeta
npasuna, rae 1 — MMHUMasnbHbIi npuopuTeT, 100 — MakcManbHbIiA MPUOPUTET.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamsbicLumia Priority-Order.
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MopsaoK npuopuTUsaLmm

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# priority-order
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# mac X (rae X — npruopuTeT AaHHOro rnpasusia.
Bo3MOXHble 3HaueHus: 1-100. BbiCLUMA NpUOPUTET NMEET 3Ha4veHne 100)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# ip X (rge X — npyiopuTeT faHHOro npasusa.
Bo3MOXHble 3HaueHus: 1-100. BbiCLUMA NpUOpPUTET UMEET 3Ha4veHne 100)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# vlan X (rae X — npuoputeT gaHHoro npasuia.
Bo3MOxHble 3HaueHuns: 1-100. BbiCLUNA NpUOpUTET UMEET 3HauveHne 100)

OrpaHu4yeHue KosimyecTBa MyJ/IbTUKACTOBLIX Fpynn ANs KJneHTa

O6u,ee orpaHnyeHune KoanyectTBa rpynn aa4a Kaxxaoro KnmeHTa, noAKAHn4YeHHOro K IQ,aHHOI‘/II VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-limits
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# default-limit X (rge X —
MaKCUMasibHOE KOMMMYECTBO MY/IbTUKACTOBbIX FPYMM, HA KOTOPbIE MOXET NOANUCATLCA K/IUEHT.
Bo3MOXHble 3Ha4YeHus: 1-64. [0 yMON4aHuio: 64)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# enable true (Bk/t0ueHve multicast-
group-limits. nsa oTknoveHnsa seegute false)

VHamsuayanbHoe orpaHn4yeHve KoamM4yecTBa rpynn Aad onpeaesieHHoro kKnveHra

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-limits
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# mac
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac# add XX:XX:XX:XX:XX:XX (rae
XX XX XX XX:XX:XX — MAC-agpec yCTpoiicTBa, A1 KOTOPOro 3aJaeTcs orpaHuyeHue. Ansa yaaneHms
ncnonb3yiTe komaHay del)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac# XX:XX:XX:XX:XX:XX (rae

XX XX XX XX:XX:XX — MAC-agpec yCTpOiicTBa, A1 KOTOPOro 3a4aeTcs orpaHu4eHune)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# limit X (rae X —
MaKCUMasibHOE KOMMYECTBO MY/IbTUKACTOBbIX FPYMN, Ha KOTOPblE MOXET NOANMUCATLCA AAHHbIA K/IUEHT.
B0o3MOXHble 3HAYEHUS: 1-64)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# enable true (Bk/1t0ueHve multicast-
group-limits. nsa oTknoveHnsa seegute false)

[lnsi BCex KNNEHTOB, /19 KOTOPbIX HE yKa3aHO MHAMBUAYaIbHOEe OrpaHnyeHne — byaet NpyMeHATbLCA obLlee
orpaHuyeHve KonnyecTsa rpynn, 3agaHHoe B «default-limit».
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dunbrpauyust BPDU-nakeToB

HacTpoiika counstpaunn BPDU-nakeToB Ansa onpegeneHHon VAP

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-va0/common# bpdu-filter true (Bk/toueHne cuistpaymm BPDU
nakeToB Ha AaHHol VAP. ins oTknoyeHns seeguTe false)

HacTpoiika comunstpaunm BPDU-naketoB ansa nHrepdeiica eth0

WOP-2ac-LR2(config):/interface/ethO# common
WOP-2ac-LR2(config):/interface/eth0/common# bpdu-filter true (Bk/toueHne cunsTpaymm BPDU nakeToB Ha
nHTepdeiice eth0. Ansa otknoveHns seeguTe false)

dunbTpayms MynbTUKACTOBbIX Fpynn

(DI/I]'IpraI:I,I/IH MYBTUKACTOBLIX TPYyNN ANA KabKA0ro KJineHTa, NoAK/II0HYEHHOIO K lQ,aHHOI‘/JI VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-filter
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter# global (nepexos B pasgesn HacTpoikm
dunnbTpaymMmn MysTUKACTOBbIX FPYNN ANs BCEX KNNMEHTOB. ECnmn HE06X0ANUMO HACTPOUTbL OrpaHnUYeHne ans
KOHKPETHOTO K/iMeHTa nepengute B pasgen client - npymep HaCTPOIKN HUXeE)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# enable true (skt0ueHne
dunnsTpaymm MybTMKACTOBbIX FPYNN A1 BCEX KNMEHTOB Ha VAP. [insa oTkntoueHne seeaute false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# policy deny (Bci60p nonutrkm
paboTbl huabTpaunm MynbLTUKCTOBbLIX rpynn: deny — My/nbTUKACTOBbIE TPYNMbl U3 CNMcKa ANnsa AaHHon VAP
3anpeueHsbl; allow — MyNbTUKaCcTOBbIE TPYNMbl U3 CrMcKa AN AaHHON VAP pa3peLleHbl)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# group
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global/group# add XX:XX:XX:XX:XX:XX
(rae XX:XX:XX:XX:XX:XX — MAC-agpec MynbTMKaTOBOW rpynnbl, 4151 KOTOPOW 3agaeTtcsa punstp. s
yAaneHus ncnonb3yiTte komaHay del)

(DI/I]'IpraI:I,I/IFI MYITUKACTOBLIX TPyNn And onpeaesieHHoro K/inedTa, noAK/II04EHHOIO K lQ,aHHOI‘/JI VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-filter
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter# client (nepexoz B pasgesn HacTpoinkm
dnnbTpaymMn MysTUKACTOBbIX FPYNN A1S ONPEAEIEHHONO KNMEHTA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client# add XX:XX:XX:XX:XX:XX (rae
XXXXXXXX:XX:XX — MAC-agpec KNIMEHTCKOro yCTPOCTBA, AJ/151 KOTOPOro HacTpanBaeTcst ounbtp. Ans
yAaneHus ncnonb3yiTte komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client# XX:XX:XX:XX:XX: XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# enable true
(BK/IKOUYEHME NbTPaL MK MY/ILTUKACTOBBIX FPYNN ANs KmeHTa ¢ MAC-agpecom XX:XX:XX:XX:XX:XX. A5
oTkNtoveHne seeguTe false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# policy allow
(BbIGOP NOMUTUKM paboTbl UNLTPALMM MYNLTUKCTOBBIX FPyNn ANs kaveHTa: deny — My/ibTUKACTOBbIE
rpynnbl U3 cnmcka 3anpelyeHbl; allow — My/ibTUKaCcTOBbIE TPYNMbl M3 CNUCKA pa3peLLeHbl)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# group
(nepexopq, B pa3gen HaCTPOoiKmM CnMcKa MynbTUKACcTOBbIX Fpynn As1a KnneHta ¢ MAC-agpecom
XXXXXX XX XX:XX)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX/group# add
YY:YY:YY:YY:YY:YY (rae YY:YY:YY:YY:YY:YY — MAC-agpec My/lbTUKACTOBOI rpynnbl, MO KOTOPOW 6yaeT
paboTtatb uUNbTP. 418 yaaneHns rpynnbl U3 cnucka ncnosbayinte komaHay del)
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MNonntuka p8.60TbI (*)I/U'Ipra allow — 6enblit CMNCOK, NO3BOMIAET noanncarbCsAa TOJSIbKO Ha rpynrbl, yKa3aHHbIE B
Crncke. Deny - qepr||7| CMNCOK, 3anpewaeT noanmcbiBatbCA Ha rpynnsbl, yKasaHHbI€ B CMUCKE.

HacTpoiiku Radio

[N TOro Yto6bl USMEHUTL PagMoKaHaU, WMPUHY NO0ChI KaHasla UM MOLWHOCTb, UCMO/b3YITe crieaytowme
KOMaHApb!:

CMeHa paguoKaHasa, WWMPUHbI NOIOChI U MOLHOCTU paauouHTepdelica

WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-2ac-LR2(config):/interface/wlan0/wlan# radio

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B AEM)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# channel X (rge X — Homep cTtatuyeckoro kaHana, Ha
KOTOpoM ByaeT paboTaTrb ToUKa)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — winpuHa kaHana)

e
—_ = = =

5.3.5 JlononHutenbHble HacTpolikn Radio

N3meHeHue pexuma pa6oTbl paguo uHTepdeiica

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# work-mode X (rae X — pexvmv paboTsl pagmno
MHTepgoelica cornacHo ctaHaapTy IEEE 802.11. BO3MOXHble 3Ha4YeHust: bg, bgn, n)

BkntoueHne (MKCUPOBAHHOW LIEHTPasIbHO YacToTbl

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# center-frequency true (Bk/1t04eHne PUKCMPOBAHHON
LeHTpasIbHOW YacToTbl. 19 oTkNoveHns BeeauTe false)

N3meHeHne OCHOBHOIO KaHasna

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# control-sideband lower (napavietp moxeT npuHuvars
3HayeHwue: lower, upper. Mo ymon4yaHuto: lower)

BknroueHue ncnosib3oBaHus KOPOTKOro 3aluTHOIo UHTEpBasia

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# sgi true (Bk/il0ueHne NCNOIL30BaHNS YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia ANnd nepeaayn gaHHbIX — 400 HC, BMecCTo 800 He. [Ans oTkAouveHus seeaunTe false)

BknroueHue STBC

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# stbc true (Bk/1H0UeHVe MeToga NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoanpoBaHus (STBC), HanpaBNeHHOro Ha MOBbILLEHNE HAAEXHOCTU nepeaaym
AaHHbIX. s oTknoveHns seeante false)
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BkntoueHue arperauum

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# aggregation true (Bk/it0ueHne arperauyy Ha Radio —
nogaep>xxkm AMPDU/AMSDU. insa oTkaoueHus seeauTte false)

BK/loUeHVe UCNO/Ib30BaHUA KOPOTKOI NpeaMGynbl

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/i10ueHne ncnonb3oBaHns
KOpOTKOW npeambynbl naketa. Ansa otknoveHns seeaute false)

HacTtpoiika nonnuHra

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# polling
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# enable true (Bx/itoueHne nonavdra. Ans
oTK/Io4YeHns BeeauTe false)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# tx-duration X (rae X — makcymasibHO BO3MOXHOE
BpeMsi nepegayn Tpadnka aboHEeHTCKONM cTaHumen B Mc. Bo3MOXHble 3HavyeHust: 1-100. 1o yMmonyaHuio:
10)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# tx-modulation X (ckopocTs nepegauv a5
ynpaBAsowmx nakeToB. Bo3amMoXHbIe 3HAYEHUs: 6,9, 12,18, 24, 36, 48, 54. [0 ymon4yaHuio: 24)

BkntoueHne (OMKCMPOBaHHO KaHa/IbHOI CKOPOCTU nepeaauu

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# fixed-rate X (re X — HazsaHve MOAYNALMM 3ar/1aBHbIMN
6ykBamun 6e3 Nnpobenos, Hanpumep, OFDM54, MCS15. PaspelleHHble 3Ha4YeH1s ONpeaensatTcs peXxnmMmom
paboTbl pagnonHTepderica n WMPUHONM NO0Ckl KaHana)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bk/1l04NTL hrKCYPOBaHHYO
KaHaNbHY CKOpPOCTb nepepayn. na otknoveHusa seeaute false)

OrpaHuyeHne KaHa/IbHOW CKOPOCTU nepegauu

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# maximal-rate-legacy X (e X — HazsaHve Moay 1AL
3arnaBHbIMK BykBaMun 6€3 Npo6enoB.. MNapaMeTp UCNosb3yeTcst NPy NOAKHYEHNN KNIMEHTOB B pEXUME
IEEE 802.11g)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# maximal-rate-ht X (e X — HazsaHve MoayIaLmMmn
3arnaBHbIMK BykBaMun 6e3 Npo6enoB. MNapaMeTp UCNob3yeTcst NPy NOAKIHYEHNN KNIMEHTOB B PEXUME
IEEE 802.11n)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# enable-maximal-rate true (Bk/1l04NTE OrpaHuyeHve
KaHas/IbHOW CKOpOCTY nepegayn. Ans oTknoyeHns seeguTe false)

BkntoueHue wevinepa Broadcast/Multicast

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpadnueHve nepegayun
LLIMPOKOBELLLATENIbHOIO/MY/NLTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3biBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBHOIO Tpadinka B nak/c)
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HacTtpoiika ACK-TaiimayTa

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# ack-timeout X (rae X — ACK-TarimayT. Bo3MOxHbIe
3HauYeHust: 1-255. Mo ymonyaHuto: 64)

HacTtpoiika uHtepsana DTIM

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — nHtepsan DTIM. BO3MOXHbIe
3Ha4yeHus: 1-255. 1o ymonyaHuio: 64)

BkntoueHne QoS 1 M3MeHeHue NnapaMeTpoB

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# qos
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# enable true (npv BKIHOYEHHOV ONUUN NPYMEHAKTCH
napameTpbl EDCA, 3agaHHble B KOHpUrypaumu. ns otkaodeHms seegute false)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToukM AoCTyrna
(Tpadhuk nepefaeTcs OT TOUKM AOCTYNa K K/TUEHTY))
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napaverpos EDCA ans
HN3KONPUOPUTETHOIN ovepean (NpropuTeTbl 802.1p: csl, cs2))
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxumaaHns kaapos
[AaHHbIX, U3MepsieMoe B cnotax. lNpuHuMaeT 3HadeHuns 1-255)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hava/ibHOe 3Ha4yeHve
BPEMEHM OXUaaHns nepes NOBTOPHOWN OTNPABKOW Kaapa, 3afgaeTcs B MunancekyHaax. lNpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlLaTh 3HaYeHne cwMax)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasisHoe
3Ha4YeHNe BPEMEHN OXMaaHMA nepes NoBTOPHOM OTNPaBKOl Kagpa, 3a4aeTcs B MUIIUCEKYHAAX.
MprHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax 40/HKHO 6biTb 60/1bLue
3HayeHus cwMin)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepeasn BpemeHu, B
MUIMCEKYHAAX, KOoraa KnmeHTckas WME-CTaHuma MMEET NpaBo UHULMMPOBATbL Nepefady AaHHbIX Mo
6ecnpoBoAHON cpefe K Touke AocTyna. MakcumasibHoe 3HaYeHne 65535 MUIINCEKYHA)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS cTaHLum
KnuneHTa (Tpadpuk nepegaercs OT CTaHUMM KMeHTa A0 TOYKM A0CTyna))

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiiki edca-ap.
HacTpolika napameTpoB ans odepegetii be, vi, vo aHanornuHa HacTpolike napameTpos ans odyepeam bk.
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5.4 Hactpoiika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana (cm. HacTpoiikv Radio BbilLe).

HacTtpoiika WDS

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-wds0 (Bb160p finHka WDS. Bo3moxHble 3HaveHns: wlan0-wds0 —
wlan0-wds7)

WOP-2ac-LR2(config):/interface/wlan0-wds0# wds

WOP-2ac-LR2(config):/interface/wlan0-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azpec BCTPe4HO
TOYKM AOCTyna)

WOP-2ac-LR2(config):/interface/wlan0-wds0/wds# exit

WOP-2ac-LR2(config):/interface/wlan0-wds0# common
WOP-2ac-LR2(config):/interface/wlan0-wds0/common# enabled true (Bx/1t0ueHvie nvHka WDS. 1715
oTK/Io4YeHns Beeaute false)

WOP-2ac-LR2(config):/interface/wlan0-wds0/common# exit

WOP-2ac-LR2(config):/interface/wlan0-wds0# exit

WOP-2ac-LR2(config):/interface# wlan0

WOP-2ac-LR2(config):/interface/wlan0# wlan

WOP-2ac-LR2(config):/interface/wlan0/wlan# wds

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# security-mode WPA2 (BL160p pexrva 6e30nacHocTy
WPA2. Bo3MOXHOe 3HadeHwue: off — 6e3 naposns)

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# key-wpa password123 (k/1t04/raposib, He0OX0AMMBIA [J15
NOAK/MIOYEHMS K BCTPEUYHOWN ToUKe AocTyna. J/iMHa K/ioda Ao/MKHa COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# enabled true (Bk/itoueHve WDS. [115 OTKIH0HEHNS BBEAUTE
false)

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# save

—_ e~ — —~

HacTpoiika BcTpeuHoli 6a30B0Ii CTAHLMUW BbINOMHSAETCS aHA/TOMMYHO.
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BknioyeHue BO3MOXXHOCTU nepeaayuu 6onbwnx naketos B WDS

WOP-2ac-LR2
WOP-2ac-LR2

root):/# configure

config):/# interface

WOP-2ac-LR2(config):/interface# eth0

WOP-2ac-LR2(config):/interface/eth0# eth

WOP-2ac-LR2(config):/interface/eth0/eth# jumbo-support true (Bk/1l0UEHVIE BO3MOXHOCTY Nepesayn
6onbLIKX NakeTos. [Ana oTknoveHus seeaute false)

WOP-2ac-LR2(config):/interface/eth0/eth# exit

WOP-2ac-LR2(config):/interface/eth0# exit

WOP-2ac-LR2(config):/interface# exit

YBenuyeHve MTU Ha nHtepdericax

WOP-2ac-LR2(config):/interface# eth0

WOP-2ac-LR2(config):/interface/ethO# common

WOP-2ac-LR2(config):/interface/ethO/common# mtu X (rge X — 3HaueHne MTU. MakcumasibHoe 3HavyeHne
2400)

o~

WOP-2ac-LR2(config):/interface/eth0/commont# exit

WOP-2ac-LR2(config):/interface/eth0# exit

WOP-2ac-LR2(config):/interface# wlan0-wds0

WOP-2ac-LR2(config):/interface/wlan0-wdsO# common
):/

WOP-2ac-LR2(config
3Ha4veHune 2400)
WOP-2ac-LR2(config):/interface/wlan0-wds0/common# save

interface/wlan0-wds0/common# mtu X (rae X — 3HaveHne MTU. MakcumasibHoe

5.5 CuctemHble HacTpoiiKn

5.5.1 O6HosneHue MO ycTpoiicTBa

O6HoBneHue MO Touku goctyna no TFTP

WOP-2ac-LR2(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue dhaiina MNO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-2ac-LR2-1.7.0_build_358.tar.gz)
WOP-2ac-LR2(root):/# firmware upgrade

OGHoBneHue MO Touku gocTtyna no HTTP

WOP-2ac-LR2(root):/# firmware upload http <URL gna ckaumBaHus canna NO> (npumvep: firmware upload
https://eltex-co.ru/upload/iblock/c41/WOP-2ac-LR2-1.7.0_build_358.tar.gz)
WOP-2ac-LR2(root):/# firmware upgrade

MepekntoueHne Ha pe3epBHY0 Bepcuto MO Touku gocTyna

WOP-2ac-LR2(root):/# firmware switch
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5.5.2 YnpaBneHue KoHUrypaumei ycTpoictea

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WOP-2ac-LR2(root):/# manage-config reset-to-default

C6poc KoHurypayum yctpoiictea B AeponTHoe COCTOAHUE C COXpPaHeHeM napamMeTpoB gocTtyna

WOP-2ac-LR2(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiictBa Ha TFTP-cepBep

WOP-2ac-LR2(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npvmep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-2ac-LR2(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <Ha3BaHue haina
KOHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-2ac-LR2(root):/# manage-config apply (npumeHeHre koHpurypaLm Ha Touky 4ocTyna)

5.5.3 Tlepe3arpy3ka ycTponcTea

KomaHga ans nepesarpysku ycTpoiicTea

WOP-2ac-LR2(root):/# reboot

5.5.4 HacTtpolika pexnma ayTeHTugumkalmm

YCTPOIACTBO MMEET 3aBO/ICKYI0 YUETHYIO 3anvck admin ¢ naponem password. YaanuTb JaHHy0 YUYETHYIO
3anncb HeMb3sl. VI3MEHUTb Naposib MOXHO C MOMOLLBH YKa3aHHbIX HUXKE KOMaH.

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# admin-password <HOBbIii naponb ANA yyeTHoU 3anucu admin>
(0T 1 1O 64 CMMBO/IOB, BK/1H0HYAA NTaTUHCKUE BYKBbI U LINGpPbI)

WOP-2ac-LR2(config):/authentication# save

MImeeTca BO3MOXHOCTb CO34aTb AONOMHUTENbHbIX NOMb30BaTeNel A1 N0Ka/lbHON ayTeHTUdMKaUNK, a Takke
ayTeHTudgukauymm yepes RADIUS.
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© HosbiM nonb3oBaTenam AomkHa GbITh HA3HAYEHa OAHA U3 ABYX POSeli:
admin — nonb3oBaTesb C Takoli posibio BYAET MMETH NOJHbIA AOCTYN K KOH(UIYPUPOBaHMIO 1
MOHUTOPUHTY 6a30BOI1 CTaHLUWK;
viewer — nosib3oBartesib C Takoli posibto BYAET MMETH AOCTYN TOMLKO K MOHUTOPUHIY 6a30BOI CTaHLMW.

CosgaHuve foNnoSIHUTESNbHbIX nosib3oBaresieli BbINO/HAETCS cnegyrouwimMmm KomaHgammn:

AOGaBHEHMe HOBbIX Nosib3oBarenei

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# user

WOP-2ac-LR2(config):/authentication/user# add userX (rae userX — vMsi HOBOM YYeTHON 3anvcu. s
yAasieHnsa ncnosnb3yinte komaHay del)

WOP-2ac-LR2(config):/authentication/user# userX

WOP-2ac-LR2(config):/authentication/user/userX# login userX (rge userX — 1Ms HOBOW YYETHO 3anuncu)
WOP-2ac-LR2(config):/authentication/user/userX# password <[Maponb AnA yyueTHOW 3anucu userX> (0T 1 /10
64 CMBOJIOB, BK/1HO4aA NlaTHCKMe ByKBbl U LMdpbI)

WOP-2ac-LR2(config):/authentication/user/userX# role admin (no/sib30BaTeN0 BLIAAKTCA MpaBa Ha
KOH(purypmpoBaHue. Bo3MOXHO€e 3HauYeHune: viewer — y4eTHOIM 3anncu dyaeT AOCTYNeH TOSIbKO
MOHWTOPWHT)

WOP-2ac-LR2(config):/authentication/user/userX# save

[na ayteHTudpmkaumm yepes RADIUS-cepBep He06X04MMO HACTPOUTL NapamMeTpbl AOCTYNa K HeMy.

HacTtpoiika napameTpoB gocTyna K RADIUS-cepBepy

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# radius

WOP-2ac-LR2(config):/authentication/radius# auth-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS cepsepa)
WOP-2ac-LR2(config):/authentication/radius# auth-port X (rae X — nopt RADIUS cepBepa, KOTOpbIiA
NCNOMb3YeTCA A4/18 ayTEHTUdINKaLMK 1 aBTopusaumun. Mo ymonyaHuto: 1812)
WOP-2ac-LR2(config):/authentication/radius# auth-password secret (rae secret — kntou 19 RADIUS cepepa,
MCNOJIb3yEMOro A5 ayTeHTUmKauumn n astopmsaumnn)

WOP-2ac-LR2(config):/authentication/radius# exit

WOP-2ac-LR2(config):/authentication# radius-auth true (Bk/toueHve pexvma ayTeHTUurkaLum yepes
RADIUS-cepBep. Ans otkntoyeHnsa seeguTe false)

WOP-2ac-LR2(config):/authentication# save

© npu ayteHTudmrkaummn yepes RADIUS-cepeep HEOGXOAMMO CO3/AaTh SIOKA/TLHYIO YHETHYIO 3anuch,
KoTopasi 6yaet aHasiormyHa yyetHoi 3anucn Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posib, onpeaensiowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HeAOoCTyNeH, ayTeHTUMKaLma NpoigeT no /I0KasibHOM
YYETHOM 3anuncu.
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5.5.5 Hactpoliika DCHP-snooping

KomaHpb! ana HacTpoiiku DHCP-snooping

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# dhcp-snooping

WOP-2ac-LR2(config):/dhcp-snooping# enable true (Bk/toueHie DHCP-snooping. [1151 OTK/IHOHYEHNS
BBeauTe false)

WOP-2ac-LR2(config):/dhcp-snooping# vlan (HacTpoiika DHCP-snooping A1 TerMpoBaHHOro Tpaduka)
WOP-2ac-LR2(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — nms rpynnst VLAN, a1
KoTopbIx byaeT pabotarb DHCP-snooping)

WOP-2ac-LR2(config):/dhcp-snooping/vlan# vlan-group
WOP-2ac-LR2(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rge X — Homep VLAN, Y-Z — ananasoH
VLAN, KoTOpble 6yayT BXOAMTb B rpynmny vlan-group 1 Ans KoTopbix 6yaeTt pabotate DHCP-snooping.
Mpumep KoHurypauum nepeyHsa VLAN: vid '10;100-110")
WOP-2ac-LR2(config):/dhcp-snooping/vlan/vlan-group# exit
WOP-2ac-LR2(config):/dhcp-snooping/vlani# exit

WOP-2ac-LR2(config):/dhcp-snooping# untag true (Bk/1t0ueHie DHCP-snooping 47151 HETErMpoBaHHOIO
Tpaduka. Ana otknodeHns seegute false)

—_—

© Mo ymonuaHnio AoBEPEHHBIM NOPTOM cunTaeTcst Tonbko eth0. [1s Bcex nHTepdhelicos wlan0-vaX —
dhcp-trusted false. IiaMeHWUTb HACTPOIKN MOXHO C MOMOLLIbIO KOMaH[, YKa3aHHbIX HUXE.

HacTpoiika goBepeHHoro nopta Ha VAP:
KomaHAb! AN HACTPOIAKM AOBEPEHHbIX NOPTOB

WOP-2ac-LR2
WOP-2ac-LR2

:/# interface

:/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# common

WOP-2ac-LR2(config):/interface/wlan0-va0/common# dhcp-trusted true (Bk/1l0UEHVIE JOBEPEHHOIO NOpPTA.
Mpwn 3Ha4YeHn true paspeluaeTtcs pabota ¢ DHCP-cepBepoM, KOTOPbIN HAXOAUTCS HA CTOPOHE K/TMEHTA,
NMOAK/THOYEHHOTO K faHHo VAP. insa oTknoveHus seeaute false, B aTom criyvae pabota ¢ Takum DCHP-
cepBepoM OyaeT 3anpeLleHa)

config
config

AAAA
—_ = ==
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5.5.6 HacTtpolika gaTbl 1 BpeMeH!

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# date-time

WOP-2ac-LR2(config):/date-time# mode ntp (Bk/1t0ueHVe pexma paboTsl ¢ NTP. Bo3MOXHOe 3HaqeHve:
manual — ycTaHOBKa BPEMEHW BPYUHYHO)

WOP-2ac-LR2(config):/date-time# ntp

WOP-2ac-LR2(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoska NTP-cepsepa)
WOP-2ac-LR2(config):/date-time/ntp# exit

WOP-2ac-LR2(config):/date-time# common

WOP-2ac-LR2(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa
BPEMEHHOW 30Hbl)

WOP-2ac-LR2(config):/date-time/common# save

_ == =

5.6 MOHUTOPUHT

5.6.1 Wi-Fi knnentnbl

[ns BbiBOAa MOHUTOPUHIra nogkntoveHHbIX Wi-Fi KnneHToB ncnosb3yeTca kKomaHaa:

monitoring associated-clients <MAC-agpec knneHTa 1> ... <MAC-agpec knneHta N> filter <napametp 1> ...
<napametp N>,

rae <MAC-agpec knmeHTa 1> ... <MAC-agpec knneHTa N> — MAC-agpeca KIMEHTCKNX YCTPOWCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. 19 Toro 4tobbl BbIBECTM MHPOPMALMIO N0 BCEM K/IMeHTaMm BBeguTe
BMecTO <MAC-agpeca knveHTa> all;

filter — cneunanbHoe cnoBo, Noc/ie KOTOPOro yKasblBatoTCA NapameTpbl MOHUTOPWHIA, HE0BX04MMbIEe
[ANA BbIBOAA MO K/IMEHTY/KMEHTaM,;

<napamertp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPWHIa, HeobxoauMble A1 BbIBOAA MO
KITMEHTY/K/TNEHTaM.

[lnsa BbIBOAA crnvcKa NoaxIlUeHHbIX K TOUKe AOCTyna K/IMEHTOB HaXKMMTe nocsie monitoring associated-
clients knaBuiy Tab.

WOP-2ac-LR2(root):/# monitoring associated-clients <Tab>

e0:d9:e3:49:cl:a0
60:ab:67:ba:89:24
all
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[N nonyyeHusi cnucka napameTpoB MoHuUTopuHra noche filter Haxmute knasumwy Tab.

WOP-2ac-LR2(root):/# monitoring associated-clients all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBopg, MHd)opmame no BCceM NOAKNHYEHHbIM K/TUeHTamMm

WOP-2ac-LR2(root):/# monitoring associated-clients all
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index

interface

state

hw-addr

ssid

ip-addr

hostname

authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-serial-number
eltex-firmware-version
eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

Total Packets: |
TX success: |
Total Bytes: |
Data Packets: |
Data Bytes: |

0

wlan0-va0

ASSOC AUTH_SUCCESS
e0:d9:e3:49:cl:ab
Eltex
192.168.50.61
WB-2P-LR2

true

false

false

34

0

0

27

-71

-86

-42

-42

29

44

-46

-46

44

36

MCS11 NO SGI 52
MCS5 NO SGI 52
20M

20M

20M

00:12:47

0

n

WP36000038
2.8.0.16
WB-2P-LR2

true

true

37 (not changed)
100 (not changed)

67
0]
0]
0]
0]
0]
0]
0]
0]

Transmitted Received
83 | 127
100 |
18529 | 21472
75 | 89
16213 | 17609
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Mgmt Packets: |

Mgmt Bytes: | 366

Multicast groups: none

index

interface

state

hw-addr

ssid

ip-addr

hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate

1
wlan0-va0

129%
0%
0%
1%

57%

15%
1%

129%

ASSOC SLEEP AUTH_SUCCESS

60:ab:67:ba:89
Eltex
192.168.50.77
Test

true

false

false

18

0

0

0

=75

-89

-49

-34

26

55

N/A

N/A

N/A

N/A

MCS5 NO SGI 52
MCS7 NO SGI 65
20M

20M

20M

00:00:05

1

n

false

false

100

[

124
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actual-tx-pps | ©
actual-rx-pps | 1
shaped-rx-pps | ©
polling-max-resp-delay | ©
name | 1
Rate Transmitted Received
Total Packets: | 5 | 70 |
TX success: | 100 | |
Total Bytes: | 573 | 6640 |
Data Packets: | 2 | 24 |
Data Bytes: | 316 | 4768 |
Mgmt Packets: | 3 | 46 |
Mgmt Bytes: | 205 | 192 |
Rate Transmitted Received
dsss1 | 5 | 100% 9 | 13%
ofdm24 | © | 0% 41 | 59%
mcso | © | 0% 1| 1%
mcs2 | © | 0% 1| 1%
mcs3 | © | 0% 2| 2%
mcs4 | © | 0% 4 | 5%
mcs5 | © | 0% 3 4%
mcs7 | © | 0% 8 | 11%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0| 01:00:5E:00:00:FB | XXX.0.0.251 | 1]  192.168.41.97(295) |
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BbiBoA UH(hOpMaLUN MO KOHKPETHOMY/KOHKPETHbIM KIMEHTY/K/IMeHTam

WOP-2ac-LR2(root):/# monitoring associated-clients e0:d9:e3:49:c1:a0 (eCTb BO3MOXHOCTb yKazaTb
Heckonbko MAC-anpecos, Hanpumep, monitoring associated-clients e0:d9:e3:49:c1:a0 e0:d9:e3:7a:88:20)
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index
interface
state
hw-addr
ssid
ip-addr
hostname
authorized

captive-portal-vap

enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-serial-number
eltex-firmware-version

eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality

link-quality—-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

polling-max-resp-delay

name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

(0]
wlan0-va0

e0:d9:e3:49:cl:ab
Eltex
192.168.50.61
WB-2P-LR2

true

false

false

36

0

0

27

-99

-90

-42

=27

57

63

-46

-46

44

36

MCS5 NO SGI 52
MCS6 NO SGI 58.5
20M

20M

20M

00:15:08

0

n

WP36000038
2.8.0.16
WB-2P-LR2

true

true

38 (not changed)
100 (not changed)
67

[clcl ool oMo oMOo)

Transmitted

100
21924
86
19322

ASSOC AUTH_SUCCESS

Received
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Mgmt Packets: | 8 | 43 |
Mgmt Bytes: | 366 | 821 |
Rate Transmitted Received

dsssi | 10 | 10% 46 | 33%
ofdmé | © | 0% 1] 0%
mcs3 | © | 0% 21 | 15%
mcs4 | 1 | 1% 12 | 8%
mcs5 | 57 | 60% 34 | 24%
mcs6 | 13 | 13% 23 | 16%
mcs1l | 3 | 3% 0| 0%
mcs12 | 10 | 10% 0| 0%

Multicast groups: none

dunbTpaums napamMeTpoB MOHUTOPUHTA

WOP-2ac-LR2(root):/# monitoring associated-clients e0:d9:e3:49:c1:a0 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNYEHHOrO KONIMYecTBa NapaMeTpoB MOHUTOPWHIA N0 ONpeaesieHHOMY KIMeHTY. EcTb
BO3MOXHOCTb YKa3aTb HECKO/IbkO MAC-apecoB)

hw-addr | e0:d9:e3:49:cl:a0
ip-addr | 192.168.50.61
tx-rate | MCS5 NO SGI 52
rx-rate | MCS4 NO SGI 39
uptime | 00:17:18

WOP-2ac-LR2(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OrPaHNY€HHOro Ko/iMyecTBa napameTpoB MOHUTOPUHIA MO BCEM K/IMEHTaMm)

hw-addr | e0:d9:e3:49:cl:a0
rssi-1 | -44

rssi-2 | -26

wireless-mode | n

interface | wlano-va0

hw-addr | 60:ab:67:ba:89:24
rssi-1 | -48

rssi-2 | -38

wireless-mode | n

interface | wlano-va0
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5.6.2 WDS

Ana moHuTopuHra WDS-coeMHeHnin Ncnosb3yeTcs KoMmaHaa:

monitoring wds-entries <MAC-azpec BCTpeyHoOl cTaHumm 1> ... <MAC-apec BCTpeyHol cTtaHumm N> filter
<napameTp 1> ... <napametp N>,

rae <MAC-agpec BCTPeYHOW cTaHumm 1> ... <MAC-agpec BCTPeYHOol cTaHuumn N> — MAC-agpeca BCTPEeUHbIX
6a30BbIX CTaHLMi, C KOTOPbIMW NOCTPOEHbI WDS-MOCTbI. [/19 TOro 4To6bl BIBECTM MHPOPMALMIO N0 BCEM
BCTPEYHbIM CTaHUMSAM BBeAMTe BMeCTo <MAC-afpeca BCTPeYHoi cTaHumm> all;

filter — cneuvansHoe €noBO, NOC/E KOTOPOTrO YKa3bIBAKTCA NapaMeTpbl MOHUTOPWHIA, HEO6X0AMMbIE
L1151 BbIBOZA MO OZHOV U/IN HECKO/TbKMM BCTPEYHbIM 6a30BbIM CTaHLMAM,;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIA, HEOOX0AMMbIE A1 BbiBOAA MO
OZLHOI U/ HECKO/TbKMM BCTPEYHbIM 6a30BbIM CTaHLMSIM.

[ns BbIBOZA cnvcka 6a30BbIX CTaHLUA, C KOTOpbIMI NOCTPOEHbI WDS-MOCTbI, HXXMUTE nocsie monitoring wds-
entries knaeuwly Tab.

WOP-2ac-LR2(root):/# monitoring wds-entries <Tab>

e0:d9:e3:49:c2:a0
e8:28:cl:f7:7f:b0
all

[Nsi nonyyeHus cnincka napamMeTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WOP-2ac-LR2(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBog MHhopMaLmu no BceM BCTpeuHbiM BC

WOP-2ac-LR2(root):/# monitoring wds-entries (1711 monitoring wds-entries all)
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index
interface
state
hw-addr
ip-addr
hostname
authorized

captive-portal-vap

enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
wds-interface
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-firmware-version

eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality

link-quality—-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

polling-max-resp-delay

name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:

(0]
wlan0
WIFI_WDS

WOP-2ac-LR2
false
false
false

11

20

11

361

-46

-33

-42

-33

4

0

-46

-46

48

49
wlan0-wds0O

20M

20M

20M
00:02:02
0

n

WOP-2ac-LR2
true

true

47

72

w
(o]

O 0 00 N oW’

Transmitted

96
153703
1113
115939
25

e0:d9:e3:49:c2:a0
192.168.50.61

MCS11 NO SGI 52
MCS3 NO SGI 26

1.12.0 build 335

Received

7190
24
2842
21
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Mgmt Bytes:

Multicast groups:

index
interface
state
hw-addr
ip-addr
hostname
authorized

none

captive-portal-vap

enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
wds-interface
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-firmware-version

eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality

link-quality-common

246
426
254

2%
0%
21%
37%
22%

| 4%

1%
6%
4%
0%

1

wlan0

WIFI_WDS
e8:28:cl:f7:7f:b0
100.110.0.229
WOP-2ac-LR2-SYNC
false

false

false

237

0

4

78

-67

-67

-50

-37

17

30

-42

-42

49

50

wlanO-wdsl

MCS11 NO SGI 52
MCS12 NO SGI 78
20M

20M

20M

00:01:47

0

n

1.12.0 build 335
WOP-2ac-LR2 SYNC
true

true

52

42

42
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actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

polling-max-resp-delay

name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Multicast groups:

none

P O 0 000 oo WK

Transmitted

A NOOOENKF ON

=
(o)

9%
0%
1%
2%
0%
0%
0%
2%
5%
13%
9%
10%
2%
17%
24%
0%

Received

122338
1035
88732
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PykoBogacTBo no akcnayatauum WOP-2ac-LR2

BbiBog MHhopMaL MK NO OA4HOI UU HECKONIbKUM BCTpeUHbIM BC

WOP-2ac-LR2(root):/# monitoring wds-entries e8:28:¢c1:f7:7f:b0 (eCTb BO3MOXHOCTbL YKa3aTb HECKOJIbKO
MAC-azpecos, Hanpumvep, monitoring wds-entries e8:28:c1:ef:21:e0 e8:28:c1:ef:22:a0)
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index

interface

state

hw-addr

ip-addr

hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
wds-interface
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-firmware-version
eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

Total Packets: |
TX success: |
Total Bytes: |
Data Packets: |
Data Bytes: |
Mgmt Packets: |

1
wlan0
WIFI_WDS

e8:28:cl:f7:7f:b0

100.110.0.229
WOP-2ac-LR2-SYNC
false

false

false

478

0

0

108

-85

=72

-50

-37

35

35

-40

-40

49

50

wlanO-wdsl

MCS6 NO SGI 58.5
MCS12 NO SGI 78
20M

20M

20M

00:03:13

0

n

1.12.0 build 335
WOP-2ac-LR2 SYNC
true

true

46

100

I
O

H O 0 0o © h~

Transmitted

Received

253835
1974
190181
7
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Mgmt Bytes:

ofdms54
mcso0
mcsl
mcs2
mcs3
mcs4
mcs5
mcs6
mcs7
mcs10
mcsll
mcsl12
mcs13

Multicast groups: none

N O O ONKFEF O N

W N =P W
(O] AN DR

27

4%
0%
0%
1%
0%
0%
0%
1%
7%
23%
8%
9%
1%
21%
19%
0%
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PykoBOACTBO No akcnyaTauyum WOP-2ac-LR2

dunbTpaums napamMeTpoB MOHUTOPUHTA

WOP-2ac-LR2(root):/# monitoring wds-entries e8:28:c1:f7:7f:b0 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBO/, OrpaHNYEHHOrO KOIyecTBa NapaMeTpoB MOHMTOPWHIA NO onpeaeseHHol 6a30Boii
CTaHUuN. ECTb BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aipecoB)

hw-addr | e8:28:cl:f7:7f:b0
ip-addr | 100.110.0.229
tx-rate | MCS6 NO SGI 58.5
rx-rate | MCS5 NO SGI 52
uptime | 00:03:52

WOP-2ac-LR2(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface
eltex-firmware-version (BbIBOA OrpaHM4Ye€HHOro KOIM4ecTBa napameTpoB MOHUTOPUHIA NO BCEM 6a30BbIM

CcTaHumMsIM)
hw-addr | e0:d9:e3:49:c2:a0
rssi-1 | -42
rssi-2 | -42
wireless-mode | n
wds-interface | wlan®-wdso
I

eltex-firmware-version 1.12.0 build 335

hw-addr e8:28:cl:f7:7f:b0o
rssi-1 -50
rssi-2 -37

wireless—-mode
wds-1interface
eltex-firmware-version

n
wlanO-wds1
1.12.0 build 335

5.6.3 Tect ckopoctn

HacTtpoiika Tecta ckopocTu

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# perftest

WOP-2ac-LR2(config):/perftest# server-ip X.X.X.X (rae X.X.X.X — IP agpec, KOTopbIi ByaeT HasHayeH
NHTEpdeicy abOHEHTCKON CTaHUMM Ha BPeMS BbINOSIHEHWUS TecTa. o ymonyaHuio: 192.0.4.1.
PekomeHayeTcs HacTpanBaTb NOACETb, KOTOPAsk He UCMOJIb3YeTCH Ha LEeNCTBYIOLLEN ceTn)
WOP-2ac-LR2(config):/perftest# client-ip X.X.X.X (rge X.X.X.X — IP agpec, KoTopbI ByaeT HasHayeH
NHTEpdency 6a30BO CTaHLMM Ha BPeMS BbINOSIHEHMA TecTa. 1o ymonuaHuto: 192.0.4.2. PekomeHayeTcs
HacTpaumBaTb NOACETb, KOTOPAs He NUCNONb3YETCS Ha AENCTBYIOLLEN CETH)
WOP-2ac-LR2(config):/perftest# netmask X.X.X.X (rge X.X.X.X — macka nofceTu, Kotopasi UCrosib3yTcsa /15
TecTa. o ymonyaHuio 255.255.255.0)

WOP-2ac-LR2(config):/perftest# vlan-id X (rge X — VLAN ID, ucnonb3yemsblii Ans Tecta. 1o ymonyaHuio: 7.
PekomeHpyeTtcs HacTpanaTb VLAN ID, KOTOPbI/ HE UCMNO/b3YyeTCs Ha AEeNCTBYIOLLEN ceTun)
WOP-2ac-LR2(config):/perftest# save

96



PykoBoacTBO no akcnnyatauum WOP-2ac-LR2

5.6.4 WNHopmaumsa 06 ycTpoincTee

WOP-2ac-LR2(root):/# monitoring information

07:16:19 17.11.2022
00:03:34

1.12.0 build 335
1.12.0 build 335
1.7.0 build 348

system-time

uptime

software-version
secondary-software-version
boot-version

memory-usage 67
memory-free 29
memory-used 62
memory-total 92

cpu-load 8.0
cpu-average 0.79
is-default-config false
board-type WOP-2ac-LR2
hw-platform WOP-2ac-LR2

E8:28:C1:03:F7:A0
E8:28:C1l:03:F7:A0

factory-wan-mac
factory-lan-mac

factory-serial-number WP37000041
hw-revision 1lvl
session-password-initialized false

ott-mode false
last-reboot-reason firmware switch
test-changes-mode false
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5.6.5 CeteBasn nHopmaums

WOP-2ac-LR2(root):/# monitoring wan-status

Common 1information:

interface | bro.1000
mac | €8:28:c1:03:f7:a20
vlan | 1000
rx-bytes | 667443
rx-packets | 7210
tx-bytes | 1903365
tx-packets | 1514
IPv4 information:
protocol | dhcp
ip-address | 100.110.0.228
netmask | 255.255.254.0
gateway | 100.110.0.1
DNS-1 | 100.110.1.253
DNS-2 | 172.16.0.100

WOP-2ac-LR2(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 700817
rx-packets: 7585
tx-bytes: 1905096
tx-packets: 1531

WOP-2ac-LR2(root):/# monitoring arp

# ip mac
0 100.110.0.252 9c:5c:6e:83:e5:5d
1 100.110.0.191 a8:f9:4b:aa:3f:21

WOP-2ac-LR2(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 100.110.0.1 0.0.0.0 uG bro
100.110.0.0 0.0.0.0 255.255.255.0 u bro
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5.6.6 becnpoBoaHble MHTEPMENChI

© [ns BuiBoga MHopMaLy 0 6ecnpoBoAHbIX UHTepdeiicax Ha Bepeusax ctapiue 1.12.0 build 335
ncnonb3yetcs komaHga monitoring radio.

WOP-2ac-LR2(root):/# monitoring radio

wlan@:
name: wlan@
band: 2.4

hwaddr: E8:28:Cl:xX:XX:XX
status: on

noise-1: -87

noise-2: -87

utilization: 53

channel: 6

tx-power: 26

thermal: 39

bandwidth: 20

frequency: 2437

5.6.7 WHdopmaunsa o coctosiHum MCC

WOP-2ac-LR2-SYNC(root):/# monitoring cluster-synchronization

status | running

MAC Ready Master Slot Delay Me

e8:28:cl:ef:22:40 | true | true | 5 0
e8:28:cl:ef:22:30 | true | false | 5 | © | true |
5 0]

e8:28:cl:ef:22:00 | true | false | | | false |
PTP 1info:

port-state | SLAVE

servo-state | SERVO_LOCKED_STABLE
master-offset | 223

path-delay | 3376
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5.6.8 XXypHas cobbITuii

WOP-2ac-LR2(root):/# monitoring events

Jan 1 03:00:21 WOP-2ac-LR2 daemon.info networkd[1034]: DHCP-client: Interface br® obtained

lease on 100.110.0.222.

Dec 10 08:40:39 WOP-2ac-LR2 daemon.info monitord[1119]: event: 'authenticated' mac:

EO:D9:E3:49:C1:A0 ssid: 'test' dinterface: wlan@-va0® channel: 1 rssi: -60 location: 'root'
reason: 0

Dec 10 08:43:14 WOP-2ac-LR2 daemon.info monitord[1119]: event: 'deauthenticated by STA'
mac: EO:D9:E3:49:C1:A0 ssid: 'test' dinterface: wlan®-va0® channel: 1 rssi: -64 location:
'root' reason: 3 description: 'Deauth at STA leave BSS'

5.6.9 CnekTpoaHanumsarop
CnekTpoaHasiM3aTop npefocTaBnseT MHpopMaLmio 0 3arpy>XeHHOCTU KaHau10B.

Bpemsi aHanun3a BCcex paAyoKaHasioB Avana3oHa CocTaBseT NPUMEPHO 5 MUHYT.

© Bo Bpems paboThl CnekTpoaHaIM3aTopa NPOUCXOAUT OTK/IOUEHUE BCEX KIMEHTOB OT 6a30B0i
CTaHLUMM. AGOHEHTCKME CTaHLMM NOAK/MNIOUATCS CHOBA TO/bLKO TOTAa, KOra CrieKTpoaHanusaTop
3aKOHUMT CBOO paboTy.

B pesynbrarte paboTbl CnekTpoaHanM3aTopa B KOHCO/b OyAeT BblAaHa MH(OpMaLIMs O 3arpy3ke Kaxaoro
KaHana (B npoueHTax):

WOP-2ac-LR2(root):/# monitoring spectrum-analyzer

Channel| CCA
1| 57%
2| 39%
3| 12%
4| 6%
5| 47%
6| 43%
7| 30%
8| 5%
9| 9%

10| 42%
11| 56%
12| 24%
13| 18%

LR2

6 Mpoueaypa BOCCTAHOB/MEHMS CUCTEMbI Nocsie c6051 NPy 0GHOBIEHUM NPOrPAMMHOI0

obecneyeHuns

Ecnv npu BbINO/HEHUM NpOLEAYPbI 06HOBNEHMS NPOrPaMMHOro obecnedeHust (Yuepes web-nHTepdeiic nnm
yepes MexaHM3M aBTOMaTMYeckoro 06HOB/IeHNs Ha ocHoBe npoTokonia DHCP) npoun3soluen c6oii (Hanpumep,
13-3a C/ly4aiiHOro OTK/IOUEHWS NUTaHKsA), B pe3ynbTaTe Yero fasibHelilas paboTa ycTpoiicTea ctana
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HEBO3MOXHOI (MHAMKaTOp «Power» NOCTOSIHHO FOPUT KPacHbIM LIBETOM), BOCMO/Ib3YTECH CeAyoWmM
a/ITOPUTMOM BOCCTaHOB/IEHUSI PA6OTOCNOCOBHOCTU YCTPOCTBA:

+ PacnakyiiTe apxvB ¢ pail/lom NporpaMMHOro obecneyeHms.
* MopxntoumTe MK K NOPTY YCTPOICTBA, yCTAHOBUTE Ha CETEBOM MHTEpAIece aapec 13 noaceTu
192.168.1.0/24.

+ 3anyctuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B

KayecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegayumn Bobidbepute gaiin linux.bin 13

pacnakoBaHHOTO apxvBa NPOrpamMMHOro 06GecrnedeHus.

+ 3anycTuTe KOMaHZy OTNpaBku (haiisia Ha yaaneHHbli xocT (komaHaa Put). [lomkeH 3anycTuTbes
npoLuecc nepeaaun haiina Ha ycTpoincTeo.

+ Ecnu npouecc nepegaun aiina Hauyascs, 4OXANTECH er0 OKOHYaHUS, NOC/e Yero YCTPONCTBO
npousBefeT 3aniCb NPOrPamMMHOro 0GecrnedeHrst B NamsTb U aBTOMATUYECKM BbIMOTHWAT 3amnyck

cucTeMbl. Bpems 3anmcy coctasnsieT okono 8 MMHYT. O6 ycneLHOM BOCCTaHOB/IEHUM YCTPOCTBA
CBWAETENbCTBYET OpaHXEBbIA UM 3eMeHbli LBET MHAMKaTopa «Power». Mpun 3TOM Ha yCcTpoiicTBe

COXpaHsieTcs KoHdUrypaums, kotopasi 6bis1a A0 c60si. ECNM NoaKNiounTLCA K YCTPOMCTBY He yaaéTea —

npousBeauTe c6pPOC Ha 3aBOACKNE HACTPOIAKM.

+ Ecnv npouecc nepegaum chaiina He Hauascs, ybeamTech B KOPPEKTHOCTM CETEBbIX HACTPOEK
KOMMblOTEPA M NONPoBYiiTe elle pas. B ciyyae Heyaaum — yCTPOMCTBO HEOBXOAUMO OTNPaBUTL B
PEMOHT /IM60 BbINOMNHUTL BOCCTAHOB/IEHWE, MOAKMOUMBLUMCE K yCTpolicTBy no COM-nopTy Yepes
cneupanbHblii agantep (Npy ero HaiMunm).

7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa Jata CopepXXxaHne N3MeHEeHNiA
BblMycKa
Bepcusa 1.9 27.03.2024 CuHxpoHu3auus ¢ Bepcueii MO 1.12.2
KoppekTupoBska:

+ 4.5.1 NogmeHto «Wi-Fi KMneHTbI»

Bepcusa 1.8 02.12.2022 CuHxpoHu3auus ¢ Bepcmeld MO 1.12.0
KoppekTupoBka:

+ 2.2 XapakTepuUCTUKM yCTPOCTBa

+ 4.5.9 NoameHto «MHopmauus 06 ycTpolicTee»
4.8.1 MNMogmeHo «WDS»

+ 4.9.2 NogmeHto «JocTyn»
4.1
5.3.

0.6 MogmeHio <KypHan»
4 [lononHutesnbHble HacTpoiikn VAP

Bepcua 1.7 31.01.2022 CuHxpoHu3auus ¢ Bepcumeit MO 1.10.0
[obaBneHo:
* 4.10.3 NogMeHto «KOHTPOsIb AOCTYMHOCTU»
KoppeKkTupoBka:

« 4.5.1 NogmeHto «Wi-Fi KMneHTbI»

+ 4.5.7 NogmeHo «MHdopmauus o pagmonHTepdeiice»
* 4.9.1 NogmeHIo «CuctemMHasn KoHdurypauus»

+ 5.3.4 JlononHuTenbHble HAacTpoikn VAP
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Bepcus gokymeHTa

Bepcus 1.6

Bepcua 1.5

Bepcua 1.4

Bepcua 1.3

Bepcusa 1.2

Bepcua 1.1
Bepcua 1.0

Bepcus nporpaMmMHOro
obecneyeHus

Jara
BbiNyckKa

11.10.2021

25.06.2021

21.12.2020

20.08.2020

07.04.2020

11.12.2019

06.11.2019

PykoBogacTBo no akcnayatauum WOP-2ac-LR2

CopepxaHne usmeHeHui

CuHxpoHu3auus ¢ Bepcumeii MO 1.9.0
[ob6aBneHo:

+ 3.3 PekomeHgaLmun no ob6ecnevyeHnto rpo3o3atunThbl
+ 5.6.5 Hactpoiika DHCP Snooping

KoppekTupoBka:

+ 4.5.1 NogmeHo «Wi-Fi KMneHTbI»

4.5.2 NMoagmeHo « WDS»

5.3.4 lononHutesnbHble HacTpoiikn VAP
* 5.7 MOHUTOPUHT

CuHxpoHu3aums ¢ Bepcuein MO 1.8.2
[ob6aBneHo:

+ 4.5.8 NogmeHIo «MexceKTopHas CUHXPOHM3auns»
+ 5.6.4 HacTpoiika pexnma ayTeHTudmkaumm
+ 5.7.2 TecT ckopocTu

KoppekTupoBka:

2.3 OCHOBHbIe TEXHUYECKME NapameTpsbl

4.5.1 NMogmeHto «Wi-Fi KNneHTbI»

7 MopmeHto «VHdopmaumsa o0 paguonHTepgeiice»
3 MogmeHo «CUHXPOHU3aumsa»

0.4 NMogmeHto «AyTeHTUdmKauuns»

HacTpoiika ceTeBbix NapaMeTpoB

1 AononHuTenbHble HacTpoliku Radio

4 HacTpoiika pexvnma ayTeHTucukaumum

3 NHhbopmauus 06 ycTpoiicTee

+ 4.5
+ 4.6
* 4.1
+ 52
+ 54
+ 5.6
+ 57

CuHxpoHu3saums ¢ sepcuein MO 1.7.0
[o6aneHo:

+ 4.6.3 MNoamMeH0 «CUHXPOHM3aLMA»
+ 5 YnpaBfieHne yCcTpoMnCTBOM C NOMOLLbH KOMaHAHON CTPOKM

CuHxpoHu3auus ¢ Bepcumeii MO 1.6.0
[obaBneHo:

+ 4.3 TeCTOBbI pexum
+ 4.5.7 NogmeHo «Hdopmauus o pagnonHTepderice»
* Mopgpasgen «KoHTposnb goctyna no MAC» B nogMeHto
«VAP»
KoppekTupoBka nogMeHto «CTaTucTuka no Tpagomky»

CuHxpoHusaums ¢ sepcuein MO 1.5.0
KoppekTupoBka nogMeHto «JocTtyn»

CuHxpoHusaums ¢ sepcuein MO 1.4.1
MepBas nybnvkaums

1.12.2
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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