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!!"#"$%"

&''()*+,-
4"+&)56,, #%.)/)0+&/) +)0,#7'& )1'+"2', 8,&)0)/ 2"+&#)3.' 9%2.:'3 8"#$#%&'("&)#)/
ELTEX +,#'' ME. ; #"(0,<"= #%.)/)0+&/" 1#'/,0,2* 1#'8,#* 2"+&#)3.' 9%2.:')2"<>2*=
?<).)/, 1)<2), )1'+"2', /+,= '8,@6'=+5 .)8"20 + 1)5+2,2',8 '= 1"#"8,&#)/ +)0,#7'&+5
/ "A1#"/)B2'., .)8"20".

C2&,#9,3+ .)8"202)3 +&#).' (Command Line Interface, CLI)DÑD'2&,#9,3+, 1#,02"(2"B,22*3
0<5 %1#"/<,2'5, 1#)+8)&#" +)+&)52'5 ' 8)2'&)#'2E" %+&#)3+&/". F<5 #"?)&* 1)&#,?%,&+5
<@?"5 %+&"2)/<,22"5 2" GH 1#)E#"88", 1)00,#7'/"@6"5 #"?)&% 1) 1#)&).)<% Telnet, SSH
'<' 1#58), 1)0.<@B,2', B,#,( .)2+)<>2*3 1)#& (2"1#'8,#, Putty/SecureCRT).

./0/1*- *23,)(4,-
-%.)/)0+&/) 1) 2"+&#)3., 1#,02"(2"B,2) 0<5 &,=2'B,+.)E) 1,#+)2"<", /*1)<25@6,E)
2"+&#)3.% ' 8)2'&)#'2E 8"#$#%&'("&)#)/ +,#'' ME 1)+#,0+&/)8 '2&,#9,3+" .)8"202)3
+&#).' (CLI). H/"<'9'.":'5 &,=2'B,+.)E) 1,#+)2"<" 1#,01)<"E",& (2"2', )+2)/ #"?)&*
+&,." 1#)&).)<)/ TCP/IP ' 1#'2:'1)/ 1)+&#),2'5 IP/MPLS-+,&,3.

560(1'7/ (8(9'*:/',-
!"#$%&" 1. '#()*"+,*%- . /0%1,0"2 % (/%3"*%-2 4(1"*5

;8(9'*:/',- ;<,6*',/

command example !)2)$'#'22*8 $#'9&)8 1#'/,0,2* 1#'8,#* //)0" .)8"20 '
#,(%<>&"&)/ '= /*1)<2,2'5.

[ ] ; ./"0#"&2*= +.)?."= 0<5 .)8"20 %."(*/"@&+5 2,)?5("&,<>2*,
1"#"8,&#*.

{ } ; 9'E%#2*= +.)?."= 0<5 .)8"20 %."(*/"@&+5 /)(8)72*, )?5("&,<>2*,
1"#"8,&#*, 1#'/,0,22*, +1'+.)8. 4,)?=)0'8) /*?#"&> )0'2 '(
1"#"8,&#)/.

| F"22*3 (2". / )1'+"2'' .)8"20* )?)(2"B",& "'<'".

< > ; %E<)/*= +.)?."= 0<5 .)8"20 %."(*/",&+5 '85 1"#"8,&#", &'1 '
(2"B,2', .)&)#)E) )?I5+25@&+5 / )1'+"2''.

NOTE
G#'8,B"2'5 +)0,#7"& 1)<,(2%@ '29)#8":'@, .)&)#%@ 2,)?=)0'8)
%B'&*/"&> 1#' 2"+&#)3., %+&#)3+&/".

IMPORTANT
G#'8,B"2'5 +)0,#7"& /"72%@ '29)#8":'@, +)/,&* '<'
#,.)8,20":'' 1) '+1)<>()/"2'@ ' 2"+&#)3., %+&#)3+&/".

CAUTION G#,0%1#,70,2'5 '29)#8'#%@& 1)<>()/"&,<5 ) +'&%":'5=, .)&)#*, 8)E%&
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2"2,+&' /#,0 %+&#)3+&/%, 1#'/,+&' . 2,.)##,.&2)3 #"?)&, +'+&,8*,
1)&,#, 0"22*= '<' 2"#%$,2'@ 1#)=)70,2'5 ' )?#"?)&.' &#"9'.".
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;=$;!> ?&@;A> = B;C&$#$;D
=A?;B;D

B(E*'3'7F ,')/4G/F6 , 3(6)2< H 26)4(F6)12
J+2)/2*8 '2+&#%8,2&)8 2"+&#)3.' ' %1#"/<,2'5 %+&#)3+&/)8 5/<5,&+5 '2&,#9,3+
.)8"202)3 +&#).' (CLI).

KBL&2)3 ("1'+>@ 1) %8)<B"2'@ 5/<5,&+5 admin  + 1"#)<,8 password . F"22)3 %BL&2)3
("1'+>@ 8)72) /)+1)<>()/"&>+5 0<5 "/&)#'(":'' 2" %+&#)3+&/, ' 1)<%B,2'5 0)+&%1" .
.)8"202)8% '2&,#9,3+% / 1#):,++, 1,#/)2"B"<>2)3 2"+&#)3.'.

IMPORTANT
J1,#":')22"5 +'+&,8" %+&#)3+&/" '8,,& +'+&,8% #"(0,<,2'5
1#'/'<,E'3 1)<>()/"&,<,3. G)<>()/"&,<@ admin  1) %8)<B"2'@
2"(2"B,2* 8".+'8"<>2*, 1#'/'<,E'' - %#)/,2> p15.

H)8"202*3 '2&,#9,3+ %+&#)3+&/" 1)00,#7'/",& 9%2.:'@ "/&)8"&'B,+.)E) 0)1)<2,2'5
.)8"20. M&" 9%2.:'5 ".&'/'#%,&+5 1#' 2"7"&'' .<"/'$' &"?%<5:'' <TAB>. N".7,
'2&,#9,3+ .)8"202)3 +&#).' '8,,& 9%2.:'@ .)2&,.+&2)3 1)0+."(.'. 4" <@?)8 O&"1,
//)0" .)8"20* 8)72) 1)<%B'&> 1)0+."(.% ) +<,0%@6'= /)(8)72*= O<,8,2&"= .)8"20*
1%&L8 //)0" /)1#)+'&,<>2)E) (2"." <?>.

?/I,E7 H(E*'3'(J( ,')/4G/F6* , H(E*'37
'*1,J*+,,
C2&,#9,3+ .)8"202)3 +&#).' '8,,& 0/" )+2)/2*= #,7'8"DÑDE<)?"<>2*3 #,7'8 ' #,7'8
.)29'E%#'#)/"2'5. F<5 %0)?+&/" )1,#"&)#" 1#' 1,#,=)0, 8,70% #,7'8"8' 8,25,&+5
1#'E<"$,2', .)8"202)3 +&#).'.

6%5 /0%7$"8,*%- 4(1"*5*(9 3:0(4% . 7$(#"$;*(1 0,<%1,

0/ME5100:EOS#

6%5 /0%7$"8,*%- 4(1"*5*(9 3:0(4% . 0,<%1, 4(*=%7>0%0(."*%-

0/ME5100:EOS(config)#

!"#$%&" 2. '3*(.*?, 4(1"*5? *".%7"&%% % /,0,2(5(. . %*:,0=,93, 4(1"*5*(9 3:0(4%

B(E*'3* ?/I,E #/F6)1,/ H(E*'37

configure global-view G,#,=)0 '( E<)?"<>2)E) #,7'8" CLI / #,7'8
.)29'E%#'#)/"2'5

exit config G,#,=)0 2" /*$,+&)56'3 %#)/,2>
.)29'E%#'#)/"2'5
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B(E*'3* ?/I,E #/F6)1,/ H(E*'37

logout config , global-view P*+&#*3 /*=)0 '( +,++'' '2&,#9,3+"
.)8"202)3 +&#).'

do <command_sequence> config ;*1)<2,2', .)8"20* E<)?"<>2)E) #,7'8"
CLI (command_sequence) ?,( /*=)0" '(
#,7'8" .)29'E%#'#)/"2'5

root config ;*=)0 2" /,#=2'3 %#)/,2> #,7'8"
.)29'E%#'#)/"2'5

end config ;*=)0 '( <@?)E) %#)/25 #,7'8"
.)29'E%#'#)/"2'5 / E<)?"<>2*3 #,7'8

quit global-view ;*=)0 '( +,++'' '2&,#9,3+" .)8"202)3
+&#).'

?*8()* 6 J0(8*0K'7E 4/I,E(E
; E<)?"<>2)8 #,7'8, '2&,#9,3+" .)8"202)3 +&#).' 0)+&%12* .)8"20* 1#)+8)&#"
)1,#"&'/2)E) +)+&)52'5 +'+&,8* ( show-.)8"20*), .)8"20* %1#"/<,2'5 .)81)2,2&"8'
+'+&,8* (2"1#'8,#, reload , hw-module), ("1%+." #"(<'B2*= 0'"E2)+&'B,+.'= &,+&)/ ' #"?)&*
+ )?#"("8' )1,#":')22)3 +'+&,8*.

F<5 %8,2>$,2'5 )?I,8" )&)?#"7",8*= 0"22*= / )&/,& 2" ("1#)+* 1)<>()/"&,<5 '
)?<,EB,2'5 1)'+." 2,)?=)0'8)3 '29)#8":'' 8)72) /)+1)<>()/"&>+5 9'<>&#":',3. F<5
9'<>&#":'' /*/)0" .)8"20 2%72) 0)?"/'&> / .)2,: .)8"202)3 +&#).' +'8/)< "|" '
'+1)<>()/"&> )02% '( )1:'3 9'<>&#":'':

¥ beginDÑD/*/)0'&> /+L 1)+<, +&#).', +)0,#7"6,3 ("0"22*3 $"?<)2;

¥ include DÑD/*/)0'&> /+, +&#).', +)0,#7"6', ("0"22*3 $"?<)2;

¥ excludeDÑD/*/)0'&> /+, +&#).', 2, +)0,#7"6', ("0"22*3 $"?<)2;

¥ countDÑD1#)'(/,+&' 1)0+BL& .)<'B,+&/" +&#). / /*/)0, .)8"20*.

G#' 2,)?=)0'8)+&' /.<@B'&> / $"?<)2 1)'+." +'8/)< 1#)?,<" 2,)?=)0'8) (".<@B'&>
/,+> $"?<)2 / 0/)32*, ."/*B.'.

Q'<>&#* 8)72) +&,.'#)/"&>, %."(*/"5 2,+.)<>.) 9'<>&#)/ B,#,( +'8/)<* "|".

@0%1,0: %3/($;)(."*%, =%$;:0(.

0/ME5100:EOS# show running-config | begin "telnet server"
Thu Mar 23 12:03:57 2017

telnet server vrf mgmt-intf
exit

user admin
Ê password encrypted
$6$zMGqwSsQnYcfDrxH$6TGyBVbqUB8s2InhRT4QA5VADoCc4zGhILDKjTxgVt7H0TBzxmbwNkpkHSkHNAU9qC
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zdQ/ZeonlI8EOrkII620
Ê privilege p15
exit

0/ME5100:EOS#

?*8()* 6 4/I,E(E H('G,J24,4(1*',-
; #,7'8, .)29'E%#'#)/"2'5 .)8"202*3 '2&,#9,3+ +'+&,8* 1)(/)<5,& 1#)'(/)0'&>
2"+&#)3.% %+&#)3+&/". G,#,=)0 / #,7'8 .)29'E%#'#)/"2'5 1#)'(/)0'&+5 .)8"20)3
configure . ; #,7'8, .)29'E%#'#)/"2'5 '2&,#9,3+ 1#'2'8",& ' #"+1)(2",& .)8"20*
2"+&#)3.' +))&/,&+&/%@6'= #"(0,<)/. ;+, //,0,22*, .)8"20*, / +/)@ )B,#,0>, 9)#8'#%@&
)?6%@ .)29'E%#":'@ %+&#)3+&/".

H)8"202*3 '2&,#9,3+ +'+&,8* #"?)&",& + 0/%85 O.(,81<5#"8' .)29'E%#":'' %+&#)3+&/":

¥ N,.%6"5 .)29'E%#":'5 ( running-config ). N,.%6"5 .)29'E%#":'5DÑDO&) .)29'E%#":'5,
.)&)#"5 / 0"22*3 8)8,2& 1#'8,2,2" ' '+1)<>(%,&+5 2" 8"#$#%&'("&)#,.

¥ H"20'0"&-.)29'E%#":'5 ( candidate-config ). H"20'0"&-.)29'E%#":'5DÑDO&) .)29'E%#":'5,
.)&)#"5 /.<@B",& / +,?5 '(8,2,2'5, /2,+,22*, )1,#"&)#)8 / 1#):,++, +,"2+"
.)29'E%#'#)/"2'5. H"20'0"&-.)29'E%#":'5 8)7,& ?*&> 1#'8,2,2" / ."B,+&/,
&,.%6,3.

IMPORTANT
;+, //,0,22*, / #,7'8, .)29'E%#'#)/"2'5 .)8"20* '/
<4,E/'-L)6-  1) 8,#, //)0", " ("2)+5&+5 / ."20'0"&-.)29'E%#":'@
(candidate-config ).

; )?*B2)8 +)+&)52'' +'+&,8* ."20'0"&-.)29'E%#":'5 '0,2&'B2" &,.%6,3. G)+<,
/2,+,2'5 '(8,2,2'3 / ."20'0"&-.)29'E%#":'@ ,L 8)72) <'?) 1#'8,2'&> (+.)1'#)/"&> /
&,.%6%@), <'?) )&8,2'&>.

!"#$%&" 3. '3*(.*?, 4(1"*5? 0"#(:? 3 A4),1/$-0"1% 4(*=%7>0"&%%

B(E*'3* ?/I,E #/F6)1,/ H(E*'37

configure global-view G,#,3&' '( E<)?"<>2)E) #,7'8" CLI / #,7'8
.)29'E%#'#)/"2'5.

show running-config global-view ;*/,+&' &,.%6%@ .)29'E%#":'@
%+&#)3+&/".

show candidate-config global-view ;*/,+&' ."20'0"&-.)29'E%#":'@
%+&#)3+&/".

show configuration changes global-view ;*/,+&' +1'+). '(8,2,2'3 / ."20'0"&-
.)29'E%#":'' )&2)+'&,<>2) &,.%6,3
.)29'E%#":'' %+&#)3+&/".

commit config G#'8,2'&> ."20'0"&-.)29'E%#":'@
(1#'8,2'&> '(8,2,2'5, /2,+,22*, /) /#,85
+,"2+" #,0".&'#)/"2'5).

5



B(E*'3* ?/I,E #/F6)1,/ H(E*'37

abort config J&8,2'&> '(8,2,2'5 / ."20'0"&-
.)29'E%#":'' ' /*3&' '( #,7'8"
.)29'E%#'#)/"2'5. G#' /*1)<2,2'' O&)3
.)8"20* ."20'0"&-.)29'E%#":'5
+&"2)/'&+5 '0,2&'B2)3 &,.%6,3 (+&"#&)/)3)
.)29'E%#":''.

IMPORTANT
G#' /*1)<2,2'' .)8"20* commit &,.%6"5 .)29'E%#":'5
"/&)8"&'B,+.' +)=#"25,&+5 2" %+&#)3+&/, / ."B,+&/, ("E#%()B2)3.
J&0,<>2)3 .)8"20* +)=#"2,2'5 .)29'E%#":'' 2" %+&#)3+&/, 2,&.

CAUTION

N,.%6"5 /,#+'5 .)8"202)E) '2&,#1#,&"&)#" 2, 1)00,#7'/",& 2,+.)<>.)
."20'0"&-.)29'E%#":'3 ' 2,("/'+'8), .)29'E%#'#)/"2', %+&#)3+&/" '(
#"(2*= +,++'3. H"20'0"&-.)29'E%#":'5 / <@?)3 8)8,2& /#,8,2'
5/<5,&+5 ,0'2)3 0<5 /+,E) %+&#)3+&/". N".'8 )?#"()8, .)8"20* commit '
abort , //,0,22*, )1,#"&)#)8, 8)E%& 1)/<'5&> 2" '(8,2,2'5, /2,+,22*, /
0#%E'= +,++'5= .)29'E%#'#)/"2'5.

@0%1,0: *"3:0(94" 3%3:,1*(7( %1,*% (hostname)

EOS login: admin
Password:

********************************************
*            Welcome to ME5100             *
********************************************

0/ME5100:EOS# config
0/ME5100:EOS(config)# hostname Router
0/ME5100:EOS(config)# do show configuration changes
Tue Jan 18 21:37:19 2000

hostname Router
0/ME5100:EOS(config)# commit
Tue Jan 18 21:37:23 2000

Commit successfully completed in 0.031951 sec
0/ME5100:Router(config)# end
0/ME5100:Router#

%E/'(1*',/ ,')/4G/F6(1
G#' #"?)&, 8"#$#%&'("&)#" '+1)<>(%@&+5 +,&,/*, '2&,#9,3+* #"(<'B2)E) &'1" '
2"(2"B,2'5. A'+&,8" '8,2)/"2'5 1)(/)<5,& )02)(2"B2) "0#,+)/"&> '2&,#9,3+* 1) '=
9%2.:')2"<>2)8% 2"(2"B,2'@ ' 8,+&)1)<)7,2'@ / +'+&,8,. F"<,, / &"?<':, 1#'/,0,2
1,#,B,2> &'1)/ '2&,#9,3+)/.
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!"#$%&" 4. @(55,0<%.",1?, :%/? %*:,0=,93(.

A,< ,')/4G/F6* ;8(9'*:/',/ , G2'H+,('*0

Q'('B,+.', '2&,#9,3+* J?)(2"B,2', 9'('B,+.)E) '2&,#9,3+" /.<@B",& / +,?5 ,E) &'1
' '0,2&'9'."&)#.
C0,2&'9'."&)# '8,,& /'0 <UNIT>/<SLOT>/<PORT> , E0,:

¥ <UNIT> - 2)8,# %+&#)3+&/" / .<"+&,#, %+&#)3+&/;

¥ <SLOT> - 2)8,# 8)0%<5 / +)+&"/, %+&#)3+&/";

¥ <PORT> - 1)#50.)/*3 2)8,# '2&,#9,3+" 0"22)E) &'1" /
8)0%<,.

B%)%+,34%, %*:,0=,93? .3,75" /0%3>:3:.>C: . 3%3:,1,.

C2&,#9,3+* Ethernet
10R?'&/+

tengigabitethernet <UNIT>/<SLOT>/<PORT>

G#'8,# )?)(2"B,2'5: 'tengigabitethernet 0/0/10' . F)1%+.",&+5
'+1)<>()/"&> +).#"6,22%@ 9)#8% + )?5("&,<>2*8 1#)?,<)8,
2"1#'8,#, 'te 0/0/10' .

C2&,#9,3+* Ethernet
40R?'&/+

fourtygigabitethernet <UNIT>/<SLOT>/<PORT>

G#'8,# )?)(2"B,2'5: 'fourtygigabitethernet 0/0/2' . F)1%+.",&+5
'+1)<>()/"&> +).#"6,22%@ 9)#8% + )?5("&,<>2*8 1#)?,<)8,
2"1#'8,#, 'fo 0/0/2' .

C2&,#9,3+* Ethernet
100R?'&/+

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>

G#'8,# )?)(2"B,2'5: 'hundredgigabitethernet 0/0/3' .
F)1%+.",&+5 '+1)<>()/"&> +).#"6,22%@ 9)#8% +
)?5("&,<>2*8 1#)?,<)8, 2"1#'8,#, 'hu 0/0/3' .

R#%11* "E#,E":''
."2"<)/

bundle-ether <BUNDLE_ID>

J?)(2"B,2', E#%11* "E#,E":'' ."2"<)/ /.<@B",& / +,?5 &'1
'2&,#9,3+" ("bundle-ether") ' 1)#50.)/*3 2)8,# E#%11*.
G#'8,# )?)(2"B,2'5: 'bundle-ether 8' . F)1%+.",&+5
'+1)<>()/"&> +).#"6,22%@ 9)#8% + )?5("&,<>2*8 1#)?,<)8,
2"1#'8,#, 'bu 8' .

D0>//? "70,7"&%% 4"*"$(. . 3%3:,1, 1(<*( 3()5".":; %
>5"$-:;.
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A,< ,')/4G/F6* ;8(9'*:/',/ , G2'H+,('*0

A"?'2&,#9,3+* bundle-ether <BUNDLE_ID>.<SUBIF_ID>
tengigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>
fourtygigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>
hundredgigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>

J?)(2"B,2', +"?'2&,#9,3+" )?#"(%,&+5 '( )?)(2"B,2'5
?"()/)E) '2&,#9,3+" ' '0,2&'9'."&)#" +"?'2&,#9,3+",
#"(0,<,22*= &)B.)3. F<5 +"?'2&,#9,3+)/ )?5("&,<>2) ("0"2',
&'1" '2."1+%<5:'' ('encapsulation'). G#'8,# )?)(2"B,2'5:
'tengigabitethernet 0/0/10.350'

E"#%*:,0=,93? . 3%3:,1, 1(<*( 3()5".":; % >5"$-:;.

C2&,#9,3+* <)."<>2)3
1,&<'

loopback <ID>

;'#&%"<>2*3 '2&,#9,3+ <)."<>2)3 1,&<'. F"22*3 &'1
1#'8,25,&+5 / +<%B"5=, .)E0" &#,?%,&+5 1)+&)522) ".&'/2*3
<)E'B,+.'3 '2&,#9,3+. G#'8,# )?)(2"B,2'5: Ôloopback 100Õ

F*:,0=,93? $(4"$;*(9 /,:$% . 3%3:,1, 1(<*( 3()5".":; %
>5"$-:;.

N%22,<>2*, '2&,#9,3+* tunnel-ip <ID>

;'#&%"<>2*3 '2&,#9,3+ tunnel IP. ;)(8)72* #,7'8* #"?)&*
IP-IP ' IP-GRE. G#'8,# )?)(2"B,2'5: Ôtunnel-ip 100Õ

!>**,$;*?, %*:,0=,93? . 3%3:,1, 1(<*( 3()5".":; %
>5"$-:;.

C2&,#9,3+* BVI (Bridge-
domain Virtual Interface)

bvi <ID>

;'#&%"<>2*3 '2&,#9,3+ BVI. F"22*3 &'1 1#'8,25,&+5 /
+<%B"5=, .)E0" &#,?%,&+5 0)?"/<,2', 8"#$#%&'('#%@6,E)
'2&,#9,3+" / ?#'07-0)8,2. G#'8,# )?)(2"B,2'5: Ôbvi 100Õ

F*:,0=,93? BVI . 3%3:,1, 1(<*( 3()5".":; % >5"$-:;.
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A,< ,')/4G/F6* ;8(9'*:/',/ , G2'H+,('*0

C2&,#9,3+* %1#"/<,2'5 mgmt <UNIT>/<SLOT>/<PORT>

C2&,#9,3+* out-of-band %1#"/<,2'5 - O&) /*0,<,22*, ethernet-
'2&,#9,3+* 0<5 0)+&%1" ' %1#"/<,2'5 8"#$#%&'("&)#)8. ;
."B,+&/, <SLOT> 8)E%& /*+&%1"&> 'fmc0' ' 'fmc1', / ("/'+'8)+&'
)& "11"#"&2)3 .)29'E%#":''. G#'8,#* )?)(2"B,2'3:

¥ 'mgmt 0/fmc0/1'  - 0<5 ME5100;

¥ 'mgmt 0/fmc0/0'  ' 'mgmt 0/fmc0/1'  0<5 FMC0 / 8"#$#%&'("&)#,
ME5000;

¥ 'mgmt 0/fmc1/0'  ' 'mgmt 0/fmc1/1'  0<5 FMC1 / 8"#$#%&'("&)#,
ME5000

F*:,0=,93? >/0".$,*%- .3,75" /0%3>:3:.>C: . 3%3:,1,.

IMPORTANT

C2&,#9,3+* %1#"/<,2'5 2,
1#,02"(2"B,2* 0<5 1,#,0"B' &#"2('&2)E)
&#"9'." (2, %B"+&/%@& / #"?)&, data-
plane) ' 7,+&.) 1#'.#,1<,2* . VRF 'mgmt-
intf '.

NOTE

1. H)<'B,+&/) 9'('B,+.'= '2&,#9,3+)/ / +'+&,8, ("/'+'& )& 8)0,<'
8"#$#%&'("&)#" ' %+&"2)/<,22*= <'2,32*= 8)0%<,3.

2. N,.%6"5 /,#+'5 GJ 2, 1)00,#7'/",& .<"+&,#'(":'@. 4)8,# %+&#)3+&/" /
.<"+&,#, <UNIT> 8)7,& 1#'2'8"&> &)<>.) (2"B,2', 0.
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#;=A5M B 5=A?;D=A!5

N(H*0K'7/ 2:/)'7/ 9*<,6,
KBL&2)3 ("1'+>@ 1) %8)<B"2'@ 5/<5,&+5 admin + 1"#)<,8 password ' %#)/2,8 1#'/'<,E'3
p15. F<5 <)."<>2)E) 0)+&%1" . %+&#)3+&/% #,.)8,20%,&+5 +)(0"&> %B,&2*, ("1'+'
1)<>()/"&,<,3, /)(8)72), )E#"2'B'/ 0<5 2'= %#)/,2> 1#'/'<,E'3. G) %8)<B"2'@
1)<>()/"&,<> )E#"2'B,2 %#)/2,8 1#'/'<,E'3 p1.

!"#$%&" 5. G"3:0(94" $(4"$;*(9 >+,:*(9 )"/%3%

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

user user_name G,#,=)0 / #,7'8 .)29'E%#":'' %B,&2)3 ("1'+' 1)<>()/"&,<5.

password [encrypted]
password

S"0"2', 1"#)<5 1)<>()/"&,<5 / )&.#*&)8 '<' $'9#)/"22)8
/'0,.

privilege  p1-p15 S"0"2', %#)/25 1#'/'<,E'3 1)<>()/"&,<5.
F<5 #"(<'B2*= %#)/2,3 1#'/'<,E'3 0)+&%12* +<,0%@6',
0,3+&/'5:

¥ p1 : &)<>.) .)8"20* ping  ' traceroute ;

¥ p2-p9 : .)8"20* %#)/25 p1 1<@+ /+, show-.)8"20*, .#)8,
show running-config , show configuration , show users;

¥ p10-p14 : .)8"20* 1#,0*0%6'= %#)/2,3 1<@+ /+, .)8"20*
%#)/25 .)29'E%#":'', (" '+.<@B,2',8 2"+&#),. 1)0+'+&,8
?,()1"+2)+&';

¥ p15 : 1)<2*3 0)+&%1 . %+&#)3+&/%.

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" >+,:*(9 )"/%3% /($;)(.":,$-.

user test
Ê password test123
Ê privilege p10
exit

N".7, 8)72) ("0"&> <)."<>2*3 1"#)<> 0<5 ."70)E) %#)/25 1#'/'<,E'3.

@0%1,0.

enable p15
Ê password highest
exit
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!"#$%&" 6. H(1"*5" /,0,2(5" *" 3((:.,:3:.>CI%9 >0(.,*; /0%.%$,7%9 . :,4>I,9 3,33%%

B(E*'3* $*9'*:/',/

change-privilege { p1 | p2
| .. | p15 } [  PASSWORD
]

G,#,=)0 2" +))&/,&+&/%@6'3 %#)/,2> 1#'/'<,E'3.

@0%1,0.

0/ME5100:Router> change-privilege p15 highest
0/ME5100:Router#

NOTE G,#,=)0 2" 8,2>$'3 %#)/,2> 1#'/'<,E'3 1#)'(/)0'&+5 ?,( 1"#)<5.

?(0/1*- E(3/0K 2<4*10/',- 3(6)2<(E
F<5 ?)<,, E'?.)3 2"+&#)3.' 1#"/ 1)<>()/"&,<,3 2" 8"#$#%&'("&)#"= +,#'' ME
#,"<'()/"2" #)<,/"5 8)0,<> %1#"/<,2'5 0)+&%1)8. -)<,/"5 8)0,<> #"?)&",& 1)/,#=
%#)/2,3 1#'/'<,E'3.

?(0K  (role) - O&) 2"?)# 1)<2)8)B'3, )1'+"22*= .)8"20"8', 0)+&%12*8' 1)<>()/"&,<@ '
2,)?=)0'8*8' 0<5 /*1)<2,2'5 )1#,0,<L22*= #"?)B'= ("0"B. H"70*3 1)<>()/"&,<> 8)7,&
'8,&> )02% '<' 2,+.)<>.) #)<,3, " ."70"5 #)<> 8)7,& +)0,#7"&> )& )02)E) 0) 82)7,+&/"
1)<2)8)B'3 / #"8."= O&)3 #)<'. -)<' 8)E%& ?*&> "E#,E'#)/"2* / E#%11* (group). R#%11* '
#)<' '8,@& +<,0%@6', "&#'?%&*:

¥ default  - 1)(/)<5,& ("0"&> 1#"/'<) 0<5 .)8"20 1) %8)<B"2'@;

¥ deny  - ("1#,&'&> 1)<>()/"&,<@ '+1)<>()/"&> .)8"20*;

¥ permit  - #"(#,$'&> 1)<>()/"&,<@ '+1)<>()/"&> .)8"20*.

J&0,<>2) E#%11* '8,@& "&#'?%& role :

¥ role  - 0)?"/'&> #)<> / E#%11%. G#"/'<) '( #)<' 2"B'2",& 0,3+&/)/"&> 2" 1)<>()/"&,<,3,
.)&)#*, 0)?"/<,2* / E#%11%.

G)<>()/"&,<> 8)7,& '8,&> #)<> ' ('<') ?*&> %B"+&2'.)8 E#%11*. T+<' 0<5 E#%11*/#)<' 2,
("0"2* "&#'?%&*, &) 1#"/" 1)<>()/"&,<,3 )1#,0,<5@&+5 '= %#)/2,8 1#'/'<,E'3, ("0"22*8
1#' +)(0"2'' %B,&2)3 ("1'+'.

4"+&#)3." #)<,3 ' E#%11 )1'+"2" / #"(0,<, "C/O*',9E &&&" .

&1)(4,9*+,- <( SSH-H0L:2
G" 1"080>:%)":(0"2 3,0%% JK /(55,0<"*" :($;4( 0(H*0K'*-  ".:(0%)"&%- /( SSH-4$C+>.

4" 8"#$#%&'("&)#,, '+1)<>(%,8)8 / ."B,+&/, SSH-+,#/,#", +)(0",&+5 <)."<>2"5 %B,&2"5
("1'+> 1)<>()/"&,<5 + 1%?<'B2*8 RSA-.<@B)8, +E,2,#'#)/"22*8 SSH-.<',2&)8.

!"#$%&" 7. G"3:0(94" $(4"$;*(9 >+,:*(9 )"/%3% 3 RSA-4$C+(1.
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B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

user user_name G,#,=)0 / #,7'8 .)29'E%#":'' %B,&2)3 ("1'+' 1)<>()/"&,<5.

password [encrypted]
password

S"0"2', 1"#)<5 1)<>()/"&,<5 / )&.#*&)8 '<' $'9#)/"22)8
/'0,.

authorized-key  key_name S"0"2', '0,2&'9'."&)#" .<@B" ' 1,#,=)0 / #,7'8 ,E)
.)29'E%#":''.

description  descr (J1:')2"<>2)) F)?"/'&> )1'+"2',, )?<,EB"@6,,
'0,2&'9'.":'@ 1)<>()/"&,<5.

key-string  rsa_key S"0"2', 1%?<'B2)3 B"+&' RSA-.<@B" 1024-11870 ?'&. A&#).%
.<@B" 2,)?=)0'8) (".<@B"&> / ."/*B.'.

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. E()5":; >+,:*>C )"/%3; /($;)(.":,$- tester 5$- /(54$C+,*%- 5.>2 >3:0(93:. /( SSH-
4$C+>.

! !"#$%&'() * +#%,(-./&0(( #1%# .23/#423*# +&+ den (authorized-key den), 1/.-#5 - +&+
ivan (authorized-key ivan)

user tester
Ê authorized-key den
Ê   key-string "ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAAAgQCxDLKDlivI1f3WC28uhuUL1LdaOPsMOqbJI5nVUIllLhKmHntmRCPaIb
Lqy853Wnz/iDTFe42XOaYfpl96i1V5u7aDCHrXPdmDJRJsnbi1oa+u5uZK1Ocm37+L+OloA88JfniVJN/6zfaw
kbAamyBvAEtV1np3wiJXILnwIZX9rQ== tester_den"
Ê exit
Ê authorized-key ivan
Ê   key-string "ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAAAgQC+3gnEwRxRucf5P/EwKjyw/Bf639w2Jh/sNBl3hgjj2Xr5Vx7y5ovwqe
PvSPOJTyzX65qO8vXZx3EwVeOX/9T2GTYqzr+DSsy9SsVpzf+Lk0go3x7Vr9JMaQJvjKTMGhcwcwEWQuQNXySu
sLqQNwJD2bsOC1udT27yeNISksq3Ww== tester_ivan"
Ê exit
Ê password encrypted
$6$MttCGmTPooukMAq7$X3z8rSGtppDAJo44fu5G03a3He9T1CwEIF8OlrcjW262/Fj/m5WPW6r8/ZKIDUg2Mn
6kwUWfE3e/mE/xUPY/I1
Ê privilege p15
exit

P/'/4*+,- SSH-H0L:*

R,2,#":'5 .<@B" 1#)'(/)0'&+5 +<,0%@6,3 .)8"20)3:
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B(E*'3* $*9'*:/',/

key generate  { dsa | rsa |
rsa1 } [ label  label  ][ modulus
value  ]

A)(0"&> .<@B %."("22)E) &'1", E0, 
label  - '0,2&'9'."&)# %+&#)3+&/", 1) %8)<B"2'@ '+1)<>(%,&+5
hostname;
modulus - #"(8,# .<@B" / ?'&"=.

@0%1,0. E()5":; SSH-4$C+ RSA 5$%*(9 1024 #%: 3 %5,*:%=%4":(0(1 >3:0(93:." "ME5100_mio"

0/ME5100:Router# key generate rsa modulus 1024 label ME5100_mio
You already have rsa keys.
Do you really want to replace them? (y/n): [n] y
Fri Nov  3 15:32:32 2023
Keys generated successfully
Elapsed time was 0.774307 sec
0/ME5100:Router#

@0%1,0. @(31(:0,:; (:40?:>C +"3:; SSH-4$C+"

0/ME5100:Router# show ssh key
Fri Nov  3 15:31:21 2023
---------------KEY #1---------------
Ê Keys type:         rsa
Ê Keys modulus:      4096 bits
Ê Label:             ME5100_mio
Ê Creation date:     Fri Nov  3 12:06:20 GMT+7 2023
Ê Public key:
Ê   ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAACAQC4ye8ouerG37BaKqhMtEfSsZMDMs8osPYfaTJ/Kb2V4EoCnkXLRfNZvc
l+rsbW1yDfiJ+x9ehy8ai2YdwQpuMA1UNSz0VD+V8Ho0md9DrUlc9+1P0Kpo+U6qoyBXYIwT2BZF/zMyo3FiOi
2P1G8kUTdq38ekzYQXA6S9NQjn4NtrgGe015kWoXMfmjEL893Zv2cbYn/ukjGrH3Z5xGny8YcxCLxijEgTtqPD
gmLhBJqaPNIr3/ek8F4/hAm41m7FxAq5UK4c6EkbvA6xVMUNt6aPonyxAcN4oLFJ1UdX4oxX25qm5T8wPiSAWP
BNhGHiTo7NnlnGcng8cwrSKbIDDPu+JNsYYLBUoERMss3kfDtxv5H5PlruXuW6+mDfwjyhZNyootY+mn6oouO2
GfmtbbvA7a9QsWdXD3vB2MgRAuRNGLI06SYxU0HKVO2YDs+I4r+MD4HU9zuRo77lH/75KjK4hXfabto5zcD4fd
7pRZA7w8OGR6GZfZDG0+Ijb0HcKIKyJ/vR+VS8dmBs16/SzSvlea9WSeKJB9/EJaBrLzy6o9bYEJpAOhjh63FS
bOsdJee9lYeoYpFi7+cx6lIOZVXaZEAah+hjPUWPBD1zg6YoblLKproAV2/xdtQB0zxtpnQgD6wwDpxUm2BuJ0
19JVzmOnOT1mKBv/f2sBeSvMoQ== ME5100_mio

J&.#*&"5 B"+&> .<@B" .)1'#%,&+5 ' 0)?"/<5,&+5 / .)29'E%#":'@ /+&#,B2)E) %+&#)3+&/"
.". SSH-.<@B 0<5 <)."<>2)3 %B,&2)3 ("1'+' 1)<>()/"&,<5.

K0"<,2', .<@B,3 1#)'(/)0'&+5 +<,0%@6,3 .)8"20)3:

B(E*'3* $*9'*:/',/

clear ssh key { all | dsa |
rsa | rsa1 }

K0"<'&> .<@B %."("22)E) &'1" '<' /+, .<@B'.
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C/O*',9E &&&
F<5 )?,+1,B,2'5 ?,()1"+2)+&' +'+&,8* '+1)<>(%,&+5 8,="2'(8 UUU ("%&,2&'9'.":'5,
"/&)#'(":'5, %B,&):

¥ authentication ("%&,2&'9'.":'5)DÑD+)1)+&"/<,2', ("1#)+" +%6,+&/%@6,3 %BL&2)3
("1'+' / +'+&,8, ?,()1"+2)+&';

¥ authorization ("/&)#'(":'5, 1#)/,#." %#)/25 0)+&%1")DÑD+)1)+&"/<,2', %BL&2)3 ("1'+' /
+'+&,8, (1#)$,0$,3 "%&,2&'9'.":'@) ' )1#,0,<L22*= 1)<2)8)B'3;

¥ accounting (%BL&)DÑD%BL& 0,3+&/'3 1)<>()/"&,<5.

!"#$%&" 8. G"3:0(94" ">:,*:%=%4"&%%

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

aaa authentication { login
| enable }  list_name

A)(0"2', +1'+." "%&,2&'9'.":''.

¥ login  ÑD0<5 /=)0" / +'+&,8%;

¥ enable ÑD0<5 +8,2* %#)/25 1#'/'<,E'3.

method { ldap| local |
tacacs | radius }

S"0"2', 8,&)0" "%&,2&'9'.":'' /2%&#' +))&/,&+&/%@6,E)
+1'+." "%&,2&'9'.":''

¥ ldap  ÑD8,&)0 %+&"2"/<'/",& "%&,2&'9'.":'@ B,#,(
+.)29'E%#'#)/"22*, LDAP-+,#/,#*;

¥ local  ÑD8,&)0 %+&"2"/<'/",& <)."<>2%@ "%&,2&'9'.":'@,
&) ,+&> "%&,2&'9'.":'@ +)E<"+2) 2"+&#)3."8 'enable' '
'user' / &,.%6,3 .)29'E%#":'';

¥ tacacs  ÑD8,&)0 %+&"2"/<'/",& "%&,2&'9'.":'@ B,#,(
+.)29'E%#'#)/"22*, TACACS+-+,#/,#*;

¥ radius  ÑD8,&)0 %+&"2"/<'/",& "%&,2&'9'.":'@ B,#,(
+.)29'E%#'#)/"22*, RADIUS-+,#/,#*.

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

14



B(E*'3* $*9'*:/',/

aaa authentication retry-
options { backoff-factor |
backoff-threshold |
lockout-period | login-
grace-time | tries-before-
disconnect }  value

(J1:')2"<>2)) 4"+&#)3." 1"#"8,&#)/ 2,%0"B2*= 1)1*&).
"%&,2&'9'.":''

¥ backoff-factor DÑD/#,85 / +,.%20"= 8,70% 1)1*&."8'
"%&,2&'9'.":'' 1)+<, '+B,#1"2'5 .)<'B,+&/" 1)1*&).,
)1#,0,<,22*= (2"B,2',8 1"#"8,&#" backoff-threshold .

¥ backoff-threshold DÑD.)<'B,+&/) 2,%0"B2*= 1)1*&).
"%&,2&'9'.":'' 0) %+&"2)/.' ("0,#7.' 8,70% 1)1*&."8'
"%&,2&'9'.":''.

¥ lockout-period DÑD/#,85 ?<).'#)/.' %B,&2)3 ("1'+'
1)<>()/"&,<5. KB,&2"5 ("1'+> ?<).'#%,&+5 2" /#,85 '<'
2"/+,E0" (permanent). F)1)<2'&,<>2) 8)72) ("0"&>
'2&,#/"< /#,8,2' (fail-interval), / &,B,2', .)&)#)E)
1#,01#'2'8"<'+> 2,%+1,$2*, 1)1*&.' "%&,2&'9'.":''.
H)E0" ("0"22), /#,85 (".)2B'&+5, %B,&2"5 ("1'+> ?%0,&
("?<).'#)/"2".

¥ login-grace-time DÑD8".+'8"<>2), /#,85 )7'0"2'5
%+&#)3+&/)8 2"B"<" //)0" <)E'2" ' 1"#)<5.

¥ tries-before-disconnect DÑD8".+'8"<>2), .)<'B,+&/)
1)1*&). "%&,2&'9'.":'' 0) #"(#*/"
+),0'2,2'5(0,9)<&2), (2"B,2',-3).

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

NOTE

G#' %0"<,2'' %(<" lockout-period '29)#8":'5 ) 2,%+1,$2*= 1)1*&."= /=)0"
/+,= 1)<>()/"&,<,3 2,5/2) %0"<5,&+5.
P<).'#)/." #"?)&",& +) /+,8' <)E'2-<'+&"8' aaa authentication login, ,+<'
1#'+%&+&/%,& lockout-period.
P<).'#)/." '+1)<>(%,&+5 0<5 <)."<>2*= 1)<>()/"&,<,3, 2) 2,
#"+1#)+&#"25,&+5 2" 1)<>()/"&,<5 root.
Q%2.:')2"< 1#'8,2'8 0<5 "%&,2&'9'.":'' B,#,( ssh/telnet/console.

@0%1,0. G"3:0(94" ">:,*:%=%4"&%% 5$- 3,0.%3" telnet.

G)+<, 15&' 2,%+1,$2*= 1)1*&). "%&,2&'9'.":'' / &,B,2', &#,= 8'2%& 1)<>()/"&,<>
?%0,& ("?<).'#)/"2 2" B"+.

aaa authentication enable telnet
Ê method tacacs
exit
aaa authentication login TAC245
Ê method tacacs
Ê method local
exit
aaa authentication retry-options lockout-period 360 fail-interval 3
aaa authentication retry-options tries-before-disconnect 5
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line telnet login authentication TAC245

G#' 1)1*&., 1)0.<@B,2'5 . %+&#)3+&/% 1)+<, ?<).'#)/.' 1)5/'&+5 %/,0)8<,2',:

0/ME5100:Router login: tester
The account is locked due to 5 failed logins.
(360 minutes left to unlock)
Login incorrect

;#,85 ).)2B"2'5 ?<).'#)/.' 1)<>()/"&,<5 1)."7,& .)8"20" "show users lockout"

0/ME5100:Router# show users lockout
Tue Dec 30 15:25:11 2025
Ê User                Consecutive  Lock      Latest failure       Lockout end
Ê                     failures     status
Ê ------------------- ------------ --------- -------------------- ------------
Ê tester              5            Locked    2025-12-30 15:24:52  2025-12-30 16:26:52

!"#$%&" 9. G"3:0(94" $(7%0(."*%-

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

aaa accounting commands {
start-only | start-stop |
stop-only } tacacs

;.<@B,2', <)E'#)/"2'5 .)8"20 1)<>()/"&,<5 2" TACACS+-
+,#/,#,.

aaa accounting login start-
stop { tacacs | radius }

;.<@B,2', <)E'#)/"2'5 /=)0" 1)<>()/"&,<5 / +'+&,8% '
/*=)0" '( 2,, 2" TACACS+ '<' RADIUS-+,#/,#,.

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. 64$C+,*%, $(7%0(."*%- 4(1"*5 /($;)(.":,$-, .2(5" /($;)(.":,$- . 3%3:,1> % .?2(5"
%) *,, *" TACACS+-3,0.,0,.

aaa accounting commands start-only tacacs
aaa accounting login start-stop tacacs

!"#$%&" 10. G"3:0(94" ".:(0%)"&%%

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

aaa authorization commands
tacacs

;.<@B,2', "/&)#'(":'' .)8"20 1)<>()/"&,<5 B,#,( TACACS+-
+,#/,#.
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B(E*'3* $*9'*:/',/

aaa authorization role
name

A)(0"2', #)<' ' 1,#,=)0 / #,7'8 ,L .)29'E%#":''.

default { by-privilege |
deny | permit }

S"0"&> 1#"/" 0)+&%1" 1) %8)<B"2'@.

¥ by-privilege  ÑD1#"/" 0)+&%1" )1#,0,<5@&+5 %#)/2,8
1#'/'<,E'3 1)<>()/"&,<5;

¥ deny ÑD<@?*, 0,3+&/'5 ("1#,6,2*;

¥ permit  ÑD<@?*, 0,3+&/'5 #"(#,$,2*;

deny comm"nd K."("&> ("1#,6,22*, . //)0% .)8"20*.

permit  comm"nd K."("&> #"(#,$,22*, . //)0% .)8"20*.

no-configure S"1#,&'&> #"?)&% / #,7'8, .)29'E%#":''.

priority  value (J1:')2"<>2)) K."("&> 1#')#'&,& #)<'.

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

aaa authorization group
name

A)(0"2', E#%11* ' 1,#,=)0 / #,7'8 ,L .)29'E%#":''.

default { by-privilege |
deny | permit }

S"0"&> 1#"/" 0)+&%1" 1) %8)<B"2'@.

deny comm"nd K."("&> ("1#,6,22*, . //)0% .)8"20*.

permit  comm"nd K."("&> #"(#,$,22*, . //)0% .)8"20*.

no-configure S"1#,&'&> #"?)&% / #,7'8, .)29'E%#":''.

priority  value (J1:')2"<>2))K."("&> 1#')#'&,& E#%11*.

role  name F)?"/'&> #)<> / E#%11%.

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" 0($,.(9 1(5,$% 5(3:>/".

A.)29'E%#'#)/"2* 0/, #)<' ' E#%11". KB"+&2'."8 E#%11*, %B,&2"5 ("1'+> .)&)#*= 2,
1#'/5("2" . #)<', 0)+&%12* .)8"20* '( E#%11* (permit "show clock") ' .)8"20* #)<,3 1 ' 2
(show running-config, show tech-support, show ntp status)

G"3:0(94" ".:(0%)"&%%

aaa authorization group test
Ê default deny
Ê permit "show clock"
Ê role role-1
Ê role role-2
exit
aaa authorization role role-1
Ê default deny
Ê permit "show running-config"
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Ê permit "show tech-support"
exit
aaa authorization role role-2
Ê default deny
Ê permit "show ntp status"
exit

G"3:0(94" /($;)(.":,$,9

user u1
Ê role role-1
Ê role role-2
exit

user u2
Ê role role-2
exit

user user-0
Ê group test
exit

$*6)4(FH* 6/41/4(1 TACACS+ , RADIUS
!"#$%&" 11. G"3:0(94" 3,0.,0" TACACS+

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

tacacs-server host  {
DOMAIN NAME |
_IP_serveraddr  |
IPv6_serveraddr } [ vrf
vrf_name  ]

S"0"2', / .)29'E%#":'' +,#/,#" TACACS+ + %."("22*8 IPv4
(IPv6)-"0#,+)8 '<' 0)8,22*8 '8,2,8 / E<)?"<>2)3 &"?<':,
8"#$#%&'(":'' (GRT) '<' /2%&#' %."("22)E) VRF.

password [encrypted]
password

S"0"2', 1"#)<5 +,#/,#" TACACS+ / )&.#*&)8 '<'
$'9#)/"22)8 /'0,.

priority  priority S"0"2', 1#')#'&,&" TACACS-+,#/,#".

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

tacacs-server timeout  secs (J1:')2"<>2)) S"0"2', /#,8,2' )7'0"2'5 )&/,&" )& +,#/,#)/
TACACS+, / +,.%20"=.

tacacs-server dscp  dscp_val (J1:')2"<>2)) S"0"2', (2"B,2'5 1)<5 DSCP, + .)&)#*8 ?%0%&
E,2,#'#)/"&>+5 IP-1".,&*, )&1#"/<5,8*, 2" +,#/,#* TACACS+.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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@0%1,0. G"3:0(94" 3,0.,0" TACACS+.

tacacs-server timeout 10
tacacs-server dscp 7
tacacs-server host 192.168.16.245 vrf mgmt-intf
Ê password encrypted 8FB1007FB51B43FED3
exit

!"#$%&" 12. G"3:0(94" 3,0.,0" RADIUS

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

radius-server host  {
DOMAIN NAME |
_IP_serveraddr  |
IPv6_serveraddr } [ vrf
vrf_name  ]

S"0"2', / .)29'E%#":'' +,#/,#" RADIUS + %."("22*8 IPv4
(IPv6)-"0#,+)8 '<' 0)8,22*8 '8,2,8 / E<)?"<>2)3 &"?<':,
8"#$#%&'(":'' (GRT) '<' /2%&#' %."("22)E) VRF.

password [encrypted]
password

S"0"2', 1"#)<5 +,#/,#" RADIUS / )&.#*&)8 '<' $'9#)/"22)8
/'0,.

priority  priority S"0"2', 1#')#'&,&" RADIUS-+,#/,#".

source-address  { IP_intf-addr
| IPv6_intf-addr }

S"0"2', IP (IPv6) "0#,+", .)&)#*3 ?%0,& '+1)<>()/"&>+5 /
."B,+&/, IP-"0#,+" )&1#"/'&,<5 1#' )&1#"/., 1".,&)/ 2"
RADIUS-+,#/,#. A<,0%,& %."(*/"&> "0#,+, 1#'2"0<,7"6'3
'2&,#9,3+% 8"#$#%&'("&)#" / +))&/,&+&/%@6,8 VRF.

acct-port  port (J1:')2"<>2)) S"0"2', 2)8,#" UDP-1)#&" 0<5 1,#,0"B'
0"22*= %B,&".

auth-port  port (J1:')2"<>2)) S"0"2', 2)8,#" 1)#&" 0<5 1,#,0"B'
"%&,2&'9'.":')22*= 0"22*=.

timeout  secs (J1:')2"<>2)) S"0"2', /#,8,2' )7'0"2'5 )&/,&" )& +,#/,#"
RADIUS, / +,.%20"=.

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

timeout  secs (J1:')2"<>2)) S"0"2', /#,8,2' )7'0"2'5 )&/,&" )& +,#/,#)/
TACACS+, / +,.%20"=.

radius-server dscp  dscp_val (J1:')2"<>2)) S"0"2', (2"B,2'5 1)<5 DSCP, + .)&)#*8 ?%0%&
E,2,#'#)/"&>+5 IP-1".,&*, )&1#"/<5,8*, 2" +,#/,#* RADIUS.

radius-server timeout  secs (J1:')2"<>2)) S"0"2', /#,8,2' )7'0"2'5 )&/,&" )& +,#/,#)/
RADIUS, / +,.%20"=.

radius-server retransmit  val (J1:')2"<>2)) S"0"2', .)<'B,+&/" 1)1*&). )?#"6,2'5 .
RADIUS-+,#/,#%.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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@0%1,0. G"3:0(94" 3,0.,0" RADIUS.

radius-server host 10.1.1.10 vrf test
Ê password radius-pass
Ê source-address 5.5.0.0
Ê timeout 10
exit

$*6)4(FH* 6/41/4(1 SSH , telnet
K0"<,22*3 0)+&%1 . %1#"/<,2'@ %+&#)3+&/)8 )+%6,+&/<5,&+5 1) 1#)&).)<% SSH '<' telnet,
<)."<>2*3 - B,#,( .)2+)<>2*3 1)#&. F<5 %0"<,22)E) 0)+&%1" 2,)?=)0'8) %."("&> /
.)29'E%#":'' +))&/,&+&/%@6', +,#/,#*.

!"#$%&" 13. G"3:0(94" telnet-3,0.,0".

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

telnet server  [ vrf
vrf_name  ]

A)(0"2', / .)29'E%#":'' Telnet-+,#/,#" ' 1,#,=)0 / #,7'8
2"+&#)3.' ,E) 1"#"8,&#)/ (config-telnet-server-vrf). G#' ("1%+.,
Telnet-+,#/,#" / .".)8-<'?) VRF (<'?) / E<)?"<>2)3 &"?<':,
8"#$#%&'(":'') %+&#)3+&/) 2"B'2",& 1#'2'8"&> +),0'2,2'5
1) 1#)&).)<% Telnet 2" &,= +/)'= '2&,#9,3+"=, .)&)#*,
/.<@B,2* / %."("22*3 VRF.

dscp dscp_val (J1:')2"<>2)) S"0"2', (2"B,2'5 1)<5 DSCP, + .)&)#*8 ?%0%&
E,2,#'#)/"&>+5 IP-1".,&*.

session-limit  val (J1:')2"<>2)) S"0"2', 8".+'8"<>2)E) .)<'B,+&/"
)02)/#,8,22) 1)0.<@B,22*= 1)<>()/"&,<,3

port  val (J1:')2"<>2)) S"0"2', 2)8,#" 1)#&", 1) .)&)#)8% ?%0,&
1#'2'8"&> /=)056', +),0'2,2'5 +))&/,&+&/%@6'3
<)."<>2*3 +,#/,#.

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$#%&'("&)#* +,#'' !T 1)00,#7'/"@& 1#)&).)< SSH /,#+'3 1 ' 2. G) %8)<B"2'@
'+1)<>(%,&+5 1#)&).)< SSHv2

!"#$%&" 14. G"3:0(94" SSH-3,0.,0".

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.
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B(E*'3* $*9'*:/',/

ssh server  [ vrf  vrf_name  ] A)(0"2', / .)29'E%#":'' SSH-+,#/,#" ' 1,#,=)0 / #,7'8
2"+&#)3.' ,E) 1"#"8,&#)/ (config-ssh-server-vrf). G#' ("1%+.,
SSH-+,#/,#" / .".)8-<'?) VRF (<'?) / E<)?"<>2)3 &"?<':,
8"#$#%&'(":'') %+&#)3+&/) 2"B'2",& 1#'2'8"&> +),0'2,2'5
1) 1#)&).)<% SSH 2" &,= +/)'= '2&,#9,3+"=, .)&)#*,
/.<@B,2* / %."("22*3 VRF.

version-1 (4, #,.)8,20%,&+5) ;.<@B,2', 1)00,#7.' SSHv1.

dscp dscp_val (J1:')2"<>2)) S"0"2', (2"B,2'5 1)<5 DSCP, + .)&)#*8 ?%0%&
E,2,#'#)/"&>+5 IP-1".,&*.

session-limit  val (J1:')2"<>2)) S"0"2', 8".+'8"<>2)E) .)<'B,+&/"
)02)/#,8,22) 1)0.<@B,22*= 1)<>()/"&,<,3

hostname-lookup (J1:')2"<>2)) ;.<@B'&> #"(#,$,2', DNS-'8,2

paranoid disable (J1:')2"<>2)) -"(#,$'&> '+1)<>()/"2', %+&"#,/$'=
"<E)#'&8)/ $'9#)/"2'5.

port  val (J1:')2"<>2)) S"0"2', 2)8,#" 1)#&", 1) .)&)#)8% ?%0,&
1#'2'8"&> /=)056', +),0'2,2'5 +))&/,&+&/%@6'3
<)."<>2*3 +,#/,#.

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

$*6)4(FH* <*4*E/)4(1 )/4E,'*0K'7O 6/66,F
!"#$%&" 15. G"3:0(94" Telnet-3,33%9.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

line telnet enable
authentication  list_name

;.<@B,2', enable-"%&,2&'9'.":'' ("%&,2&'9'.":'' 1#'
1,#,=)0, 2" #"(2*, %#)/2' 1#'/'<,E'3) 1)0.<@B,22*= 1)
1#)&).)<% Telnet 1)<>()/"&,<,3 B,#,( #"2,,
+.)29'E%#'#)/"22*3 +1'+). 8,&)0)/ AAA ( aaa authentication
enable). G)+<, /*1)<2,2'5 0"22)3 .)8"20* enable-
"%&,2&'9'.":'5 1)0.<@B,22*= 1) 1#)&).)<% Telnet
1)<>()/"&,<,3 ?%0,& 1#)/)0'&>+5 1) 8,&)0"8, %."("22*8 /
O&)8 +1'+.,.

line telnet login
authentication  list_name

;.<@B,2', "%&,2&'9'.":'' /=)0" 1)<>()/"&,<,3 1#'
1)0.<@B,2'' 1) 1#)&).)<% Telnet B,#,( #"2,,
+.)29'E%#'#)/"22*3 +1'+). 8,&)0)/ AAA ( aaa authentication
login ). G)+<, /*1)<2,2'5 0"22)3 .)8"20* "%&,2&'9'.":'5
/=)0" 1)0.<@B,22*= 1) 1#)&).)<% Telnet 1)<>()/"&,<,3 ?%0,&
1#)/)0'&>+5 1) 8,&)0"8, %."("22*8 / O&)8 +1'+.,.
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B(E*'3* $*9'*:/',/

line telnet session-timeout
val

(J1:')2"<>2)) S"0"2', 1,#')0" 2,".&'/2)+&' 1)<>()/"&,<5 (/
8'2%&"=), )&.#*/$,E) telnet-+,++'@, 1) '+&,B,2'' .)&)#)E)
+,++'5 ?%0,& 1#'2%0'&,<>2) ("/,#$,2".

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 16. G"3:0(94" SSH-3,33%%.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

line ssh enable
authentication  list_name

;.<@B,2', enable-"%&,2&'9'.":'' ("%&,2&'9'.":'' 1#'
1,#,=)0, 2" #"(2*, %#)/2' 1#'/'<,E'3) 1)0.<@B,22*= 1)
1#)&).)<% SSH 1)<>()/"&,<,3 B,#,( #"2,,
+.)29'E%#'#)/"22*3 +1'+). 8,&)0)/ AAA ( aaa authentication
enable). G)+<, /*1)<2,2'5 0"22)3 .)8"20* enable-
"%&,2&'9'.":'5 1)0.<@B,22*= 1) 1#)&).)<% SSH
1)<>()/"&,<,3 ?%0,& 1#)/)0'&>+5 1) 8,&)0"8, %."("22*8 /
O&)8 +1'+.,.

line ssh login
authentication  list_name

;.<@B,2', "%&,2&'9'.":'' /=)0" 1)<>()/"&,<,3 1#'
1)0.<@B,2'' 1) 1#)&).)<% SSH B,#,( #"2,,
+.)29'E%#'#)/"22*3 +1'+). 8,&)0)/ AAA ( aaa authentication
login ). G)+<, /*1)<2,2'5 0"22)3 .)8"20* "%&,2&'9'.":'5
/=)0" 1)0.<@B,22*= 1) 1#)&).)<% Telnet 1)<>()/"&,<,3 ?%0,&
1#)/)0'&>+5 1) 8,&)0"8, %."("22*8 / O&)8 +1'+.,.

line ssh session-timeout  val (J1:')2"<>2)) S"0"2', 1,#')0" 2,".&'/2)+&' 1)<>()/"&,<5 (/
8'2%&"=), )&.#*/$,E) SSH-+,++'@, 1) '+&,B,2'' .)&)#)E)
+,++'5 ?%0,& 1#'2%0'&,<>2) ("/,#$,2".

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 17. G"3:0(94" $(4"$;*(9 4(*3($;*(9 3,33%%.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

line console enable
authentication  list_name

;.<@B,2', enable-"%&,2&'9'.":'' ("%&,2&'9'.":'' 1#'
1,#,=)0, 2" #"(2*, %#)/2' 1#'/'<,E'3) 1)<>()/"&,<,3 2"
.)2+)<>2)8 1)#&% %+&#)3+&/" B,#,( #"2,,
+.)29'E%#'#)/"22*3 +1'+). 8,&)0)/ AAA ( aaa authentication
enable). G)+<, /*1)<2,2'5 0"22)3 .)8"20* enable-
"%&,2&'9'.":'5 ?%0,& 1#)/)0'&>+5 1) 8,&)0"8, %."("22*8 /
O&)8 +1'+.,.
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B(E*'3* $*9'*:/',/

line console login
authentication  list_name

;.<@B,2', "%&,2&'9'.":'' /=)0" 1)<>()/"&,<,3 2"
.)2+)<>2)8 1)#&% %+&#)3+&/" B,#,( #"2,,
+.)29'E%#'#)/"22*3 +1'+). 8,&)0)/ AAA ( aaa authentication
login ). G)+<, /*1)<2,2'5 0"22)3 .)8"20* "%&,2&'9'.":'5
/=)0" B,#,( .)2+)<> ?%0,& 1#)/)0'&>+5 1) 8,&)0"8, %."("22*8
/ O&)8 +1'+.,.

line console session-
timeout  val

(J1:')2"<>2)) S"0"2', 1,#')0" 2,".&'/2)+&' 1)0.<@B,22)E)
2" .)2+)<>2)8 1)#&% 1)<>()/"&,<5, 1) '+&,B,2'' .)&)#)E)
+,++'5 1)<>()/"&,<5 ?%0,& 1#'2%0'&,<>2) ("/,#$,2".

line console baudrate  val (J1:')2"<>2)) S"0"2', +.)#)+&' .)2+)<>2)E) 1)#&". S2"B,2',
1) %8)<B"2'@DÑD115200 ?'&/+.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" Telnet-3,33%%.

line telnet login authentication TAC245
line telnet enable authentication PRIO
line telnet session-timeout 40
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Q5$B.%% 5M?&!N"$%R

56)*'(1H* 6,6)/E'(J( 14/E/',
=,6)/E'(/ 14/E- E(I'( 26)*'(1,)K 312E- 6<(6(8*E,:

¥ ;#%B2%@;

¥ A 1)8)6>@ 1#)&).)<" NTP.

G#' 2"+&#)3., /#%B2%@ / %+&#)3+&/, %+&"2"/<'/",&+5 /#,85 ' 0"&", 2) )&+%&+&/%,&
/)(8)72)+&> 1#)/,#'&> &)B2)+&> /#,8,2'. G#)&).)< NTP )1#,0,<5,&+5 +1,:'9'.":',3
RFC1305 ' 1#,0)+&"/<5,& %+&#)3+&/"8 / +,&' 8,="2'(8 1)<%B,2'5 &)B2)E) /#,8,2' )& NTP-
+,#/,#". G#' '+1)<>()/"2'' 1#)&).)<" NTP /+, %+&#)3+&/" +'2=#)2'('#%@&+5 '
1)00,#7'/"@& &)B2), /#,85.

!"#$%&" 18. L3:"*(.4" 3%3:,1*(7( .0,1,*% .0>+*>C.

B(E*'3* $*9'*:/',/

clock set  HH:MM:SS  DAY
MONTH  YEAR

K+&"2)/." /#,8,2' ' 0"&* / 1#)E#"882*= B"+"= +'+&,8*, /
9)#8"&,: B"+*:8'2%&*:+,.%20* 0,2> 8,+5: E)0

clock read-calendar A'2=#)2'(":'5 1#)E#"882*= B"+)/ +'+&,8* ' "11"#"&2*=
B"+)/.

clock update-calendar K+&"2)/." / "11"#"&2*, B"+* %+&#)3+&/" /#,8,2' ' 0"&*
1#)E#"882*= B"+)/.

@0%1,0. L3:"*(.4" 3%3:,1*(7( .0,1,*% .0>+*>C.

0/ME5100:Router# clock set 12:21:15 21 march 2019

!"#$%&" 19. L3:"*(.4" 3%3:,1*(7( .0,1,*% /(30,53:.(1 /0(:(4($" NTP.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

clock timezone gmt  +/-12 K+&"2)/." B"+)/)3 ()2*

ntp  [ vrf  vrf_name  ] A)(0"2', / .)29'E%#":'' NTP-+,#/,#" ' 1,#,=)0 / #,7'8
2"+&#)3.' ,E) 1"#"8,&#)/ (config-ntp-vrf). G#' ("1%+., NTP-
+,#/,#" / .".)8-<'?) VRF (<'?) / E<)?"<>2)3 &"?<':,
8"#$#%&'(":'') %+&#)3+&/) 2"B'2",& #"?)&"&> + NTP-
+,#/,#"8' 2" &,= +/)'= '2&,#9,3+"=, .)&)#*, /.<@B,2* /
%."("22*3 VRF.

broadcast-client -"(#,$,2', 1)<%B,2'5 $'#).)/,6"&,<>2*= 1".,&)/.
A&"20"#&2) #"/2)1#"/2*, NTP-+,#/,#* )&1#"/<5@& '
1#'2'8"@& )02)"0#,+2*, 1".,&*. ; +<%B",, ,+<' 2,+.)<>.)
NTP-+,#/,#)/ #"+1)<)7,2* / )?6,3 +,&', /8,+&) )02)"0#,+2*=
1".,&)/ 8)E%& '+1)<>()/"&>+5 82)E)"0#,+2*,.
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B(E*'3* $*9'*:/',/

source-address  { IP_intf-addr
| IPv6_intf-addr }

S"0"2', IP (IPv6) "0#,+", .)&)#*3 ?%0,& '+1)<>()/"&>+5 /
."B,+&/, IP-"0#,+" )&1#"/'&,<5. A<,0%,& %."(*/"&> "0#,+,
1#'2"0<,7"6'3 '2&,#9,3+% 8"#$#%&'("&)#" /
+))&/,&+&/%@6,8 VRF.

peer { IP_intf-addr  |
IPv6_intf-addr  }

S"0"2', IP (IPv6) "0#,+" %0"<,22)E) NTP-+,#/,#". NTP-+,#/,# 2"
8"#$#%&'("&)#, #"?)&",& / #,7'8, 0/%+&)#)22,3 ".&'/2)+&'
+ %0"<,22*8 NTP-+,#/,#)8, %."("22*8 / .)8"20,. ; +<%B",
1)&,#' +/5(' )02)E) '( 1"#&2,#)/ + /*$,+&)56'8 NTP-
+,#/,#)8, )2 +8)7,& +'2=#)2'('#)/"&> /#,85 1) +,#/,#%-
1"#&2,#%.

authenticate (J1:')2"<>2)) JE#"2'B,2', 0)+&%1" . NTP-+<%7?, + 1)8)6>@
"%&,2&'9'.":''.

authentication-key  key-
number

G,#,=)0 / #,7'8 .)29'E%#'#)/"2'5 .<@B" "%&,2&'9'.":''
(config-authentication-key).

md5 [encrypted]  password S"0"2', 1"#)<5 / )&.#*&)8 '<' $'9#)/"22)8 /'0,.

trusted-key  key-number K."("2', .<@B", 1) .)&)#)8% +<,0%,& 1#)/)0'&>
"%&,2&'9'.":'@.

exit ;)(/#"& / #,7'8 .)29'E%#":'' NTP-+,#/,#".

server  { IP_intf-addr  |
IPv6_intf-addr  }

S"0"2', IP (IPv6) "0#,+" NTP-+,#/,#" ' 1,#,=)0 / .)8"202*3
#,7'8 config-ntp-vrf-server-ipv4. !"#$#%&'("&)# #"?)&",& +
%."("22*8 NTP-+,#/,#)8 / #,7'8, )02)+&)#)22,3
".&'/2)+&'. ; 0"22)8 #,7'8, <)."<>2*, B"+*
8"#$#%&'("&)#" 8)E%& +'2=#)2'('#)/"&>+5 + %0"<,22*8 NTP
+,#/,#)8.

maxpoll value S"0"2', 8".+'8"<>2)E) (2"B,2'5 '2&,#/"<" /#,8,2' 8,70%
)&1#"/.)3 +))?6,2'3 NTP-+,#/,#%. G"#"8,&# .)8"20*
'+1)<>(%,&+5 .". 1)."("&,<> +&,1,2' 0/)3.' 1#' /*B'+<,2''
0<'&,<>2)+&' '2&,#/"<" / +,.%20"=. A"8 '2&,#/"<
/*B'+<5,&+5 1%&,8 /)(/,0,2'5 0/)3.' / +&,1,2>, ("0"22%@
1"#"8,&#)8 .)8"20*. G#'2'8",& (2"B,2'5 4..17.

minpoll  value S"0"2', 8'2'8"<>2)E) (2"B,2'5 '2&,#/"<" )1#)+". G"#"8,&#
.)8"20* '+1)<>(%,&+5 .". 1)."("&,<> +&,1,2' 0/)3.' 1#'
/*B'+<,2'' 0<'&,<>2)+&' '2&,#/"<" / +,.%20"=. A"8
'2&,#/"< /*B'+<5,&+5 1%&,8 /)(/,0,2'5 0/)3.' / +&,1,2>,
("0"22%@ 1"#"8,&#)8 .)8"20*. G#'2'8",& (2"B,2'5 4..17.

version  { NTPv1 | NTPv2 |
NTPv3 | NTPv4 }

K."("2', /,#+'' NTP-+,#/,#".

prefer ;*?)# &,.%6,E) NTP-+,#/,#" .". 1#,01)B&'&,<>2)E). G#'
1#)B'= #"/2*= %+<)/'5= 0"22*3 NTP-+,#/,# ?%0,& /*?#"2 0<5
+'2=#)2'(":'' +#,0' /+,= #"?)B'= NTP-+,#/,#)/.
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B(E*'3* $*9'*:/',/

key key-number K."("2', #"2,, +)(0"22)E) .<@B", '+1)<>(%,8)E) 0<5
"%&,2&'9'.":'' 2" NTP-+,#/,#,.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. L3:"*(.4" +"3(.(9 )(*? % *"3:0(94" NTP-3,0.,0(..

clock timezone gmt 7

ntp
Ê server 10.115.0.5
Ê   key 4
Ê exit
Ê authentication-key 4
Ê   md5 encrypted 99B1063CE15E
Ê exit
Ê authenticate
Ê trusted-key 4
exit
ntp vrf mng
Ê server 192.168.16.113
Ê exit
Ê server 192.168.16.245
Ê   prefer
Ê   minpoll 4
Ê exit
exit

#,*J'(6),:/6H,/ H(E*'37 6,6)/E'(J( 14/E/',

show clock detail

H)8"20" /*/)0'& '29)#8":'@ ) 0"&,, /#,8,2' ' B"+)/)3 ()2,.

@0%1,0: show clock detail

0/ME5100:Router# show clock detail
Fri Aug 22 15:22:58 2025
Timezone: GMT7

show ntp status

H)8"20" /*/)0'& '29)#8":'@ ) +&"&%+, NTP-+,#/,#"

@0%1,0: show ntp status

0/ME5100:Router# show ntp status
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Fri Aug 22 15:18:05 2025

Ê Clock is synchronized (associd=0 status=0614 leap_none, sync_ntp, 1 event,
freq_mode)
Ê System peer:        192.168.16.245:123
Ê System peer mode:   client
Ê Leap indicator:     00
Ê Stratum:            3
Ê Log2 precision:     -20
Ê Root delay:         24.923 msec
Ê Root dispersion:    36.102
Ê Reference ID:       192.168.16.245
Ê Reference time:     ec52a63a.f8cb4be1  Fri, Aug 22 2025 15:18:02.971
Ê System jitter:      0.000000
Ê Clock jitter:       0.790 msec
Ê Clock wander:       0.000 msec
Ê Broadcast delay:    -50.000 msec
Ê Symm. auth. delay:  0.000 msec
Ê VRF:                mng

show ntp associations

H)8"20" /*/)0'& '29)#8":'@ ) +'2=#)2'(":'' + /*$,+&)56'8' +,#/,#"8'

@0%1,0: show ntp associations

0/ME5100:Router# show ntp associations
Fri Aug 22 14:33:22 2025

ÊFri Aug 22 15:22:30 2025

Ê remote                refid             st   t    when  poll   reach   delay
offset    jitter     auth        vrf
Ê --------------------- ----------------- ---- ---- ----- ------ ------- --------
--------- ---------- ----------- ----------------------------------
Ê *192.168.16.245       91.206.16.3        2   u       3    16     17      0.110
+2.083   +0.849    none        mng
Ê  192.168.16.113       .INIT.            16   u       -    64      0      0.000
+0.000   +0.000    none        mng
Ê  10.115.0.5           .INIT.            16   u       -    64      0      0.000
+0.000   +0.000     bad        default-ns

?/9/41'(/ H(<,4(1*',/ H('G,J24*+,,
-,(,#/2), .)1'#)/"2', .)29'E%#":'' +,&,/*= %+&#)3+&/ Ð )02" '( )?5("&,<>2*= 8,# 1)
+).#"6,2'@ /#,8,2' 1#)+&)5 +,&'. -,(,#/2*, .)1'' .)29'E%#":'' 1)8)E%& ?*+&#)
/)++&"2)/'&> +,&> .". / +<%B", 9'('B,+.)E) /*=)0" %+&#)3+&/ '( +&#)5, &". ' 1#' +?)5=,
/*(/"22*= )$'?."8' "08'2'+&#"&)#)/ +,&'.
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!"#$%&" 20. G"3:0(94" 0,),0.%0(."*%- 4(*=%7>0"&%%.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

backup to  URL A)(0"2', O<,8,2&" #,(,#/'#)/"2'5 .)29'E%#":'' ' 1,#,=)0 /
#,7'8 2"+&#)3.' O&)E) O<,8,2&" (config-backup-to).
C0,2&'9'."&)#)8 O<,8,2&" 5/<5,&+5 URL, %."("22*3 / 0"22)3
.)8"20,. G)+<, +)(0"2'5 O<,8,2&" #,(,#/'#)/"2'5 1)<2"5
.)29'E%#":'5 %+&#)3+&/" ?%0,& /*E#%7"&>+5 1) %."("22)8%
URL 1,#')0'B,+.' <'?) 1)+<, 1#'8,2,2'5 .)29'E%#":''DÑD/
("/'+'8)+&' )& 2"+&#)3.' O<,8,2&". F)1%+&'8) +)(0"2',
2,+.)<>.'= O<,8,2&)/.

daily  HH:MM:SS K+&"2)/." /#,8,2' (/ 24-B"+)/)8 9)#8"&,) ,7,02,/2)3
/*E#%(.' 9"3<" .)29'E%#":''.

interval  value S"0"2', (2"B,2'5 '2&,#/"<" (/ 8'2%&"=, 1#'2'8",& (2"B,2'5
)& 1 0) 43200), B,#,( .)&)#*3 ?%0,& 1#)'(/)0'&>+5
1,#')0'B,+."5 /*E#%(." 9"3<" .)29'E%#":''.

memory-limit  value S"0"2', )E#"2'B,2'5 2" )?6'3 )?I,8, ("2'8",8*3 ?O."1"8'
(/ 8,E"?"3&"=, 1#'2'8",& (2"B,2'5 )& 0 0) 300) 0<5 %+&#)3+&/".

post-commit ;.<@B,2', /*E#%(.' 9"3<" .)29'E%#":'' 1)+<, ."70)E)
/*1)<2,2'5 )1,#":'' commit.

pre-commit ;.<@B,2', /*E#%(.' 9"3<" .)29'E%#":'' 1,#,0 ."70*8
/*1)<2,2',8 )1,#":'' commit. H)8"20" 1#'8,25,&+5 /
#,7'8, 2"+&#)3.' O<,8,2&" #,(,#/'#)/"2'5 .)29'E%#":''
"backup to".

password [encrypted]
password

S"0"2', 1"#)<5 1)<>()/"&,<5, .)&)#*3 ?%0,& '+1)<>()/"2 1#'
)1,#":'5= /*E#%(.' 9"3<" .)29'E%#":'' 2" %0"<,22*3
+,#/,# / )&.#*&)8 '<' $'9#)/"22)8 /'0,.

vrf  vrf_name C85 O.(,81<5#" VRF, / .)&)#)8 ?%0,& )+%6,+&/<5&>+5 +/5(> +
%."("22*8 URL.

source-address  { IP_intf-addr
| IPv6_intf-addr }

S"0"2', IP (IPv6) "0#,+", .)&)#*3 ?%0,& '+1)<>()/"&>+5 /
."B,+&/, IP-"0#,+" )&1#"/'&,<5 1#' )1,#":'5= /*E#%(.' 9"3<"
.)29'E%#":'' 2" %0"<,22*3 +,#/,#. A<,0%,& %."(*/"&> "0#,+,
1#'2"0<,7"6'3 '2&,#9,3+% 8"#$#%&'("&)#" /
+))&/,&+&/%@6,8 VRF.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: *"3:0(94" ,<,5*,.*(7( 3(20"*,*%- ="9$" 4(*=%7>0"&%% *" >5"$,**(1 3,0.,0,.

backup to tftp://192.168.16.119/ME5100/
Ê daily 24:00:00
Ê vrf mng
exit
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@0%1,0: *"3:0(94" ".:(3(20"*,*%- ="9$" 4(*=%7>0"&%% *" >3:0(93:., /(3$, 4"<5(7(
.?/($*,*%- (/,0"&%% commit.

backup to fs://backups
Ê post-commit
Ê memory-limit 250
exit

A)=#"2,22*, 9"3<* .)29'E%#":'' 2" %+&#)3+&/, 8)72) 1)+8)&#,&> + 1)8)6>@
+<,0%@6,3 .)8"20*:

show configuration backup

@0%1,0: show configuration backup

0/ME5100:Router# show configuration backup
Wed Apr  3 17:01:06 2019
Ê ID                Date                      Stage
Ê ----------------- ------------------------- -------------------------
Ê 0                 20190403_165328           post_commit
Ê 1                 20190403_133440           post_commit
Ê 2                 20190403_133322           post_commit
Ê 3                 20190403_121717           post_commit
Ê 4                 20190403_121708           post_commit
Ê 5                 20190403_121638           post_commit

; +<%B", +?)5 '<' 2,.)##,.&2*= 0,3+&/'3 1,#+)2"<" 1) '(8,2,2'@ .)29'E%#":''
+%6,+&/%,& /)(8)72)+&> ?*+&#)E) /)(/#"&" . 1#,0*0%6,3 #"?)B,3 .)29'E%#":''.

@0%1,0: (:4": 4(*=%7>0"&%% 4 /0,5?5>I,9 .,03%%

0/ME5100:Router#commit backup 1_

53*0/',/ H('G,J24*+,, , 1(914*) H 9*1(36H,E
'*6)4(FH*E
G#' 1)<2)3 1)&,#, %1#"/<,2'5 %+&#)3+&/)8 +%6,+&/%,& /)(8)72)+&> /,#2%&>+5 .
("/)0+.'8 2"+&#)3."8. F<5 O&)E) 2,)?=)0'8):

2" ME5100/ME5200

¥ J&.<@B'&> 1'&"2',;

¥ ;.<@B'&> 1'&"2', 1#' 2"7"&)3 .2)1., F (2"=)0'&+5 2" 1,#,02,3 1"2,<'). K0,#7'/"&>
.2)1.% / &".)8 1)<)7,2'' 2,)?=)0'8) 0) 2"B"<" 8'E"2'5 '20'."&)#" "RUN";

¥ G,#,("E#%('&> %+&#)3+&/) 1) 1'&"2'@.

2" ME5000
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¥ J&.<@B'&> 1'&"2',;

¥ ;.<@B'&> 1'&"2', 1#' 2"7"&)3 .2)1., F 2" 1<"&, FMC, .)&)#"5 / 0"22*3 8)8,2&
5/<5,&+5 8"+&,#)8. K0,#7'/"&> .2)1.% / &".)8 1)<)7,2'' 2,)?=)0'8) 0) 2"B"<"
8'E"2'5 '20'."&)#" "STATUS";

¥ G,#,("E#%('&> %+&#)3+&/) 1) 1'&"2'@.

5<4*10/',/ <(36,6)/E(F SYSLOG
Syslog (+'+&,82*3 7%#2"<)DÑD+&"20"#& )&1#"/.' ' #,E'+&#":'' +))?6,2'3 ) 1#)'+=)056'=
/ +'+&,8, +)?*&'5=, &) ,+&> +)(0"2'5 +)?*&'32*= 7%#2"<)/, '+1)<>(%@6'3+5 / +,&5=,
#"?)&"@6'= 1) 1#)&).)<% IP. Q'<>&#)8 ("2)+'8*= / 7%#2"< +))?6,2'3 5/<5,&+5
8'2'8"<>2"5 +&,1,2> /"72)+&' (severity) +)?*&'3. ;+, +'+&,82*, +)?*&'5, '8,@6',
/"72)+&> #"/2%@ '<' ?)<,, /*+).%@, B,8 ("0"22"5, 1)0<,7"& ("1'+' / 7%#2"< +)?*&'3
%+&#)3+&/".

A)E<"+2) RFC3164, '8,@&+5 +<,0%@6', +&"20"#&2*, (2"B,2'5 +&,1,2,3 /"72)+&':

Numerical Code Severity

0 Emergency: system is unusable

1 Alert: action must be taken immediately

2 Critical: critical conditions

3 Error: error conditions

4 Warning: warning conditions

5 Notice: normal but significant condition

6 Informational: informational messages

7 Debug: debug-level messages

!"#$%&" 21. '+%3:4" 3%3:,1*(7( <>0*"$".

B(E*'3* $*9'*:/',/

clear logging JB'+&'&> <)."<>2*3 7%#2"< %+&#)3+&/".

clear logging persistent
[file file_name ]

JB'+&'&> 9"3<*, +)=#"2,22*, 2" 0'+., %+&#)3+&/".

!"#$%&" 22. G"3:0(94" 3%3:,1*(7( <>0*"$".

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

logging buffered severity
severity

S"0"&> 8'2'8"<>2%@ +&,1,2> /"72)+&' (severity) +))?6,2'3,
+)=#"25,8*= / <)."<>2)8 7%#2"<, %+&#)3+&/". S"0"22"5
+&,1,2> /"72)+&' '+1)<>(%,&+5 / ."B,+&/, 9'<>&#"DÑD/+,
+'+&,82*, +)?*&'5, '8,@6', /"72)+&> #"/2%@ '<' ?)<,,
/*+).%@, B,8 ("0"22"5, 1)0<,7"& ("1'+' / 7%#2"< +)?*&'3
%+&#)3+&/".
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B(E*'3* $*9'*:/',/

logging size  file_size S"0"&> 8".+'8"<>2*3 #"(8,# 9"3<)/ 7%#2"<", '+1)<>(%,8*=
+'+&,8)3 7%#2"<'#)/"2'5 %+&#)3+&/" / 1#):,++, #)&":''.
G#' 0)+&'7,2'' 9"3<)8 ("0"22)E) #"(8,#" )2 1)0<,7'&
#)&":'', 1#' O&)8 +&"#*3 9"3< %0"<5,&+5. -"(8,# 9"3<" 1)
%8)<B"2'@ 10000 KiB.

logging rotate  file_count S"0"&> .)<'B,+&/) 9"3<)/, '+1)<>(%,8*= +'+&,8)3
7%#2"<'#)/"2'5 %+&#)3+&/" / 1#):,++, #)&":'' 9"3<)/
7%#2"<". H)<'B,+&/) 9"3<)/ 7%#2"<" 8)7,& 1#'2'8"&>
(2"B,2'5 )& 1 0) 1000.

NOTE

H)8"20% #,.)8,20%,&+5 '+1)<>()/"&> +)/8,+&2)
+ logging buffered size. 4" +'+&,8"=, 2"=)056'=+5
/ O.+1<%"&":'', 2, +<,0%,& ("0"/"&> (2"B,2'5
?)<,, 10; /8,+&) O&)E) #,.)8,20%,&+5
'+1)<>()/"2', %0"<,22*= +,#/,#)/
7%#2"<'#)/"2'5.

logging crash-info rotate
file_count

S"0"&> 8".+'8"<>2), .)<'B,+&/) 9"3<)/, +)0,#7"6'=
"/&)8"&'B,+.'3 )&B,& ) .#'&'B,+.'= +?)5= %+&#)3+&/". G#'
1#,/*$,2'' O&)E) .)<'B,+&/" 1#)'(/)0'&+5 #)&":'5 9"3<)/.
H)<'B,+&/) 9"3<)/ 8)7,& 1#'2'8"&> (2"B,2'5 )& 1 0) 50.

logging cli-commands
disable

J&.<@B'&> %B,& //,0,22*= 1)<>()/"&,<58' .)8"20 / +'+&,8,
7%#2"<'#)/"2'5 +)?*&'3. G) %8)<B"2'@ #,7'8 <)E'#)/"2'5
.)8"20 /.<@B,2.

logging netconf-ssh disable J&.<@B'&> %B,& //,0,22*= 1)<>()/"&,<58' 1) +,++'' "netconf
over ssh" .)8"20 / +'+&,8, 7%#2"<'#)/"2'5 +)?*&'3. G)
%8)<B"2'@ #,7'8 <)E'#)/"2'5 .)8"20 /.<@B,2.

logging console  severity S"0"&> 8'2'8"<>2%@ +&,1,2> /"72)+&' (severity) +))?6,2'3,
/*/)0'8*= 2" "11"#"&2%@ .)2+)<> %+&#)3+&/".

logging monitor  severity S"0"&> 8'2'8"<>2%@ +&,1,2> /"72)+&' (severity) +))?6,2'3,
.)&)#*, ?%0%& )&)?#"7"&>+5 / +,++'5= %0"<,22)E) %1#"/<,2'5
%+&#)3+&/)8 (Telnet/SSH).

logging control-plane
internal

;.<@B'&> 7%#2"<'#)/"2', /2%&#,22'= &#"++'#)/).
)+2)/2)E) 1#)&).)<>2)E) 1#):,++" ' 1,#,3&' / #,7'8
.)29'E%#'#)/"2'5.

limit  file_size S"0"&> 8".+'8"<>2*3 #"(8,# "#='/".

exit ;*3&' '( #,7'8" .)29'E%#'#)/"2'5.

logging control-plane
problem-detection

;.<@B'&> 7%#2"<'#)/"2', &#"++'#)/). )$'?). )+2)/2)E)
1#)&).)<>2)E) 1#):,++" ' 1,#,3&' / #,7'8
.)29'E%#'#)/"2'5.

limit  file_size S"0"&> 8".+'8"<>2*3 #"(8,# "#='/".

exit ;*3&' '( #,7'8" .)29'E%#'#)/"2'5.
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B(E*'3* $*9'*:/',/

logging control-plane
signal

;.<@B'&> 7%#2"<'#)/"2', +'E2"<>2*= &#"++'#)/).
)+2)/2)E) 1#)&).)<>2)E) 1#):,++" ' 1,#,3&' / #,7'8
.)29'E%#'#)/"2'5.

limit  file_size S"0"&> 8".+'8"<>2*3 #"(8,# "#='/".

exit ;*3&' '( #,7'8" .)29'E%#'#)/"2'5.

logging persistent ;.<@B'&> #,7'8 7%#2"<'#)/"2'5 2" 0'+., %+&#)3+&/" '
1,#,3&' / #,7'8 2"+&#)3.' ,E) 1"#"8,&#)/.

file  file_name K."("&> '85 9"3<" 7%#2"<'#)/"2'5 ' 1,#,3&' / #,7'8
2"+&#)3.' 1"#"8,&#)/.

severity  severity S"0"&> 8'2'8"<>2%@ +&,1,2> /"72)+&' (severity) +))?6,2'3,
)&1#"/<5,8*= / 9"3<.

match { regex regular-
expression  | string  string  |
subsystem subsystem }

S"0"&> %+<)/',, 1#' +))&/,&+&/'' .)&)#)8% +))?6,2', ?%0,&
)&1#"/<,2) / 9"3<.

¥ regex - +)0,#7'& ("0"22), #,E%<5#2), /*#"7,2',;

¥ string - +)0,#7'& ("0"22%@ +&#).%;

¥ subsystem - +))?6,2', %."("22)3 1)0+'+&,8*.

exit ;*3&' '( #,7'8" 2"+&#)3.' 1"#"8,&#)/ ("1'+' 9"3<".

exit ;*3&' '( #,7'8" logging persistent.

logging host  { IP_intf-addr
| IPv6_intf-addr  }  [ vrf
vrf_name  ]

;.<@B'&> )&1#"/.% SYSLOG-+))?6,2'3 2" +,#/,# %0"<,22)E)
7%#2"<'#)/"2'5 ' 1,#,3&' / #,7'8 2"+&#)3.' 1"#"8,&#)/
O&)E) +,#/,#" (config-logging-host). ; .)29'E%#":'' %+&#)3+&/"
8)72) ("0"/"&> 2,+.)<>.) +,#/,#)/ %0"<,22)E)
7%#2"<'#)/"2'5.

description  name S"0"&> '85 =)+&".

severity  severity S"0"&> 8'2'8"<>2%@ +&,1,2> /"72)+&' (severity) +))?6,2'3,
)&1#"/<5,8*= 2" %0"<,22*3 +,#/,# 7%#2"<'#)/"2'5.

match { regex regular-
expression  | string  string  |
subsystem subsystem }

S"0"&> %+<)/',, 1#' +))&/,&+&/'' .)&)#)8% +))?6,2', ?%0,&
)&1#"/<,2) 2" %0"<,22*3 +,#/,# 7%#2"<'#)/"2'5.

¥ regex - +)0,#7'& ("0"22), #,E%<5#2), /*#"7,2',;

¥ string - +)0,#7'& ("0"22%@ +&#).%;

¥ subsystem - +))?6,2', %."("22)3 1)0+'+&,8*.

tcp  port K+&"2)/'&> #,7'8 #"?)&* 1) 1#)&).)<% TCP 0<5 &,.%6,E)
%0"<,22)E) +,#/,#" 7%#2"<'#)/"2'5 ' ("0"&> 2)8,#
'+1)<>(%,8)E) 1)#&".

udp port K+&"2)/'&> #,7'8 #"?)&* 1) 1#)&).)<% udp 0<5 &,.%6,E)
%0"<,22)E) +,#/,#" 7%#2"<'#)/"2'5 ' ("0"&> 2)8,#
'+1)<>(%,8)E) 1)#&".
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B(E*'3* $*9'*:/',/

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: *"3:0(94" <>0*"$%0(."*%- *" >5"$,**(1 3,0.,0, % )"/%3% . ="9$ 3((#I,*%9
/(53%3:,1? if-mgr.

logging console debug
logging host 192.168.17.18 vrf mgmt-intf
Ê description "ME EMS 17-18"
exit
logging monitor notice
logging persistent
Ê file int
Ê   match subsystem if-mgr
Ê   exit
Ê exit
exit
logging rotate 15
logging size 100

M4()(H(0 2<4*10/',- 6/)KL (SNMP)
SNMP (Simple Network Management Protocol Ñ 1#)+&)3 1#)&).)< +,&,/)E) %1#"/<,2'5) Ñ
+&"20"#&2*3 '2&,#2,&-1#)&).)< 0<5 %1#"/<,2'5 %+&#)3+&/"8' / IP-+,&5= 2" )+2)/,
"#='&,.&%# UDP/TCP. G#)&).)< )?*B2) '+1)<>(%,&+5 / +'+&,8"= +,&,/)E) %1#"/<,2'5 0<5
.)2&#)<5 1)0.<@B,22*= . +,&' %+&#)3+&/ 2" 1#,08,& %+<)/'3, .)&)#*, &#,?%@& /2'8"2'5
"08'2'+&#"&)#".

!"#$#%&'("&)#* +,#'' !T 1)00,#7'/"@& 1#)&).)< /,#+'3 SNMPv1, SNMPv2, SNMPv3.

!"#$%&" 23. G"3:0(94" /0(:(4($" SNMP.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

snmp server sysLocation
descr

S"0"2', )1:')2"<>2*= 1"#"8,&#)/ SNMP-+,#/,#". F)?"/'&>
'29)#8":'@ ) 8,+&, %+&"2)/.' %+&#)3+&/" '<' <@?%@
'29)#8":'@ 0<5 '0,2&'9'.":'' %+&#)3+&/" / +,&'.

snmp server sysContact  descr F)?"/'&> '29)#8":'@ ) .)2&".&"= '<' <@?%@ '29)#8":'@
0<5 "08'2'+&#"&)#" +,&'.

snmp server trapMode
{extended | standart}

J&1#"/<5&> +&"20"#&2*, (1) %8)<B"2'@) '<' #"+$'#,22*,
(#,()</'&+5 if-index '2&,#9,3+" / &,.+&)/), '85) SNMP-
%/,0)8<,2'5.

snmp server dscp  value S"0"2', (2"B,2'5 1)<5 DSCP, + .)&)#*8 ?%0%& E,2,#'#)/"&>+5
IP-1".,&*.
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B(E*'3* $*9'*:/',/

snmp server client-list
name

A)(0"2', +1'+." =)+&)/, .)&)#*8 #"(#,$,2 0)+&%1 . SNMP-
+,#/,#% ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.' (config-snmp-server-
client-list).

prefix  { ipv4address
| iv6address }

K."("2', "0#,+" =)+&".

range { ipv4address range
| iv6address range }

K."("2', 0'"1"()2" "0#,+)/ =)+&)/.

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

snmp server view  name (J1:')2"<>2)) A)(0"2', +1'+." )&)?#"7",8*=
'0,2&'9'."&)#)/ )?I,.&)/ (OID) ' 1,#,=)0 / #,7'8 ,E)
2"+&#)3.'. J&/,&)8 2" SNMP-("1#)+ .<',2&" ?%0%& &)<>.)
#"(#,$,22*, "08'2'+&#"&)#)8 )?I,.&*, B&) 1)(/)<5,&
1)/*+'&> ?,()1"+2)+&> +,&'.

oid-tree {excluded |
excluded} oid  oid

G,#,=)0 . )1'+"2'@ #"(#,$,22*=/("1#,6,22*= 0<5 )1#)+"
)?I,.&)/. OID ("0",&+5 / &)B,B2)3 2)&":''.

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

snmp server [ vrf vrf_name] G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ SNMP-+,#/,#" (config-
snmp-server-vrf). G#' ("1%+., SNMP-+,#/,#" / .".)8-<'?) VRF
(<'?) / E<)?"<>2)3 &"?<':, 8"#$#%&'(":'') %+&#)3+&/)
2"B'2",& 1#'2'8"&> +),0'2,2'5 1) 1#)&).)<% SNMP 2" &,=
+/)'= '2&,#9,3+"=, .)&)#*, /.<@B,2* / %."("22*3 VRF.

community label  name F)?"/'&> .#"&.), )1'+"2', E#%11* 0)+&%1". G,#,=)0 / #,7'8
2"+&#)3.' 1"#"8,&#)/ E#%11* 0)+&%1". C85 E#%11* 0)+&%1"
(community) )&)?#"7",&+5 / .)29'E%#":'' 8"#$#%&'("&)#" /
$'9#)/"22)8 /'0,. T+<' E#%11 ?)<>$,, B,8 )02", 0)?"/<,2',
.#"&.)E) )1'+"2'5 (community label) )?<,EB",&
"08'2'+&#"&)#% +,&' '0,2&'9'.":'@ community.

community-name {encrypted
encrypted name | name}

S"0"2', '8,2' E#%11* 0)+&%1" / )&.#*&)8 '<' $'9#)/"22)8
/'0,.

address { ipv4address
| iv6address }

K."("2', "0#,+" =)+&" 0<5 )?#"6,2'5 . community

rights  { ro | rw_} S"0"2', 1#"/ 0)+&%1".

¥ ro  ÑD&)<>.) B&,2',;

¥ rw ÑDB&,2', ' ("1'+>.

version {any|v1|v2c} K."("2', 8)0,<' ?,()1"+2)+&'.

view name K."("2', +1'+." )&)?#"7",8*= )?I,.&)/ 0<5 O&)E) community

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 2"+&#)3.' SNMP-+,#/,#".
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B(E*'3* $*9'*:/',/

host {ipv4 address
ipv4address  | ipv6 address
ipv4address | hostname}

K."("2', "0#,+" =)+&", 2" .)&)#*3 ?%0%& )&1#"/<5&>+5 SNMP-
%/,0)8<,2'5 ' 1,#,=)0 / #,7'8 '= 2"+&#)3.'.

community {encrypted
encrypted name  | name}

S"0"2', '8,2' E#%11* 0)+&%1" / )&.#*&)8 '<' $'9#)/"22)8
/'0,.

port  value (J1:')2"<>2)) K."("2', 1)#&" 0<5 1#',8" SNMP-%/,0)8<,2'3
2" %0"<,22)8 +,#/,#, (1) %8)<B"2'@-162).

user name G,#,=)0 / #,7'8 .)29'E%#":'' %B,&2)3 ("1'+' 1)<>()/"&,<5
SNMPv3

authentication access {auth
| priv}

;*?)# #,7'8" ?,()1"+2)+&' 1)<>()/"&,<5.

¥ auth ÑD&)<>.) "%&,2&'9'.":'5;

¥ priv  ÑD"%&,2&'9'.":'5 ' $'9#)/"2', 0"22*=.

authentication algorithm
{sha1 | md5}

;*?)# "<E)#'&8" $'9#)/"2'5.

authentication key
{encrypted value  | value }

S"0"2', .<@B" "%&,2&'9'.":'' / )&.#*&)8 '<'
$'9#)/"22)8 /'0,.

authentication access {auth
| priv}

;*?)# #,7'8" ?,()1"+2)+&' 1)<>()/"&,<5.

¥ auth ÑD&)<>.) "%&,2&'9'.":'5;

¥ priv  ÑD"%&,2&'9'.":'5 ' $'9#)/"2', 0"22*=.

privacy algorithm  {aes128 |
des}

;*?)# "<E)#'&8" $'9#)/"2'5 0<5 priv-#,7'8" ?,()1"+2)+&'
1)<>()/"&,<5.

privacy key  {encrypted
value  | value }

S"0"2', .<@B" "%&,2&'9'.":'' 0<5 priv-#,7'8" ?,()1"+2)+&'
1)<>()/"&,<5 / )&.#*&)8 '<' $'9#)/"22)8 /'0,.

rights  { ro | rw_} S"0"2', 1#"/ 0)+&%1" 1)<>()/"&,<5.

¥ ro  ÑD&)<>.) B&,2',;

¥ rw ÑDB&,2', ' ("1'+>.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: *"3:0(94" SNMPv2 3,0.,0" . GRT

snmp server vrf default
Ê community label public
Ê   community-name encrypted 8CA10161B90C
Ê   rights rw
Ê exit
Ê host 192.168.13.1
Ê   community encrypted 8CA10161B90C
Ê exit
exit
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@0%1,0: *"3:0(94" >+,:*(9 )"/%3% /($;)(.":,$- SNMPv3

user tester
Ê   authentication access auth
Ê   authentication algorithm sha1
Ê   authentication key encrypted CDE65039E5591FA3
Ê   rights rw
Ê exit

@0%1,0: E()5"*%, 3/%34" (:(#0"<",1?2 %5,*:%=%4":(0(. (#M,4:(.

snmp server view entPhysicalContainedIn
Ê oid-tree included
Ê   oid 1.3.6.1.2.1.1
Ê exit
Ê oid-tree excluded
Ê   oid 1.3.6.1.2.1.1.9
Ê exit
exit

=1-9H, H0L:/F (KEY-CHAIN)
Key chain - 9%2.:')2"<, 1)(/)<5@6'3 +)(0"&> )?6%@ 0<5 /+,= 1#)&).)<)/ 8"#$#%&'(":''
?"(% .<@B,3 "%&,2&'9'.":''. F<5 ."70)E) .<@B" %."(*/",&+5 1,#')0 /#,8,2' ,E)
'+1)<>()/"2'5 ' 8,&)0 "%&,2&'9'.":''.

U%&,2&'9'.":'5 1)+#,0+&/)8 key chain #,"<'()/"2" 0<5 1#)&).)<)/ OSPFv2, OSPFv3, IS-IS.
T+<' 0<5 "%&,2&'9'.":'' '+1)<>(%,&+5 key chain, &) 2'7,1,#,B'+<,22*, %(<*
.)29'E%#":'' 1#)&).)<)/ 8"#$#%&'(":'' 'E2)#'#%@&+5:

¥ authentication-id

¥ authentication-key

¥ authentication-type

;*?)# .<@B,3 '( key chain 0<5 "%&,2&'9'.":'' 1#)'+=)0'& +<,0%@6'8 )?#"()8:

0<5 /=)056,E) 1".,&" OSPFv2/3

¥ '6,&+5 .<@B + &".'8 7, '0,2&'9'."&)#)8 (ID), .". ' / 1)<%B,22)8 Hello-1".,&,;

0<5 /=)056,E) 1".,&" IS-IS

¥ 0<5 )?6,3 .#'1&)E#"9'B,+.)3 "%&,2&'9'.":'' (SHA1,256,384,512) "2"<)E'B2) OSPFv2/3;

¥ 0<5 HMAC-MD5 ' Simple-password 1,#,?'#"@&+5 .<@B', =#"256',+5 / +))&/,&+&/%@6,8
key chain, 0) &,= 1)# 1).", 2, 2"30,2 &".)3 7, .<@B .". / 1)<%B,22)8 Hello-1".,&,.
A/5("2) O&) + &,8, B&) / 1".,&, 2, +)0,#7'&+5 ID .<@B", + 1)8)6>@ .)&)#)E) ?*<
/*B'+<,2 digest;
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0<5 '+=)056'= 1".,&)/ 1#)&).)<)/ OSPFv2, OSPFv3, IS-IS

¥ /*?'#",&+5 .<@B + 8".+'8"<>2*8 /#,8,2,8 7'(2'. T+<' '8,,&+5 2,+.)<>.) .<@B,3 +
)0'2".)/*8 lifetime, &) 1#'8,25,&+5 .<@B + 2"'?)<>$'8 ID.

$*6)4(FH* key chain

!"#$%&" 24. @(3$,5(.":,$;*(3:; *"3:0(94% key chain

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

key-chain  name G,#,=)0 / #,7'8 .)29'E%#'#)/"2'5 key-chain.

key key-id S"0"2', '0,2&'9'.":')22)E) 2)8,#" .<@B" ' 1,#,=)0
/ #,7'8 ,E) 2"+&#)3.'.

authentication-key [encrypted]  key S"0"2', .<@B" / )&.#*&)8 '<' $'9#)/"22)8 /'0,.

authentication-type {hmac-md5 |
hmacsha1 | hmacsha256 | hmacsha384
| hmacsha512 | simple-password}

;*?)# "<E)#'&8" "%&,2&'9'.":''.

accept-lifetime G,#,=)0 / #,7'8 2"+&#)3.' 1,#')0" /#,8,2'
'+1)<>()/"2'5 .<@B" 0<5 1#',8" /=)056'= 1".,&)/.

start-time  value J?5("&,<>2*3 1"#"8,&#! S"0"2', /#,8,2' 2"B"<"
0,3+&/'5 .<@B" / 9)#8"&, YYYY.MM.DD-hh:mm:ss.

duration  value S"0"2', /#,8,2' 0,3+&/'5 .<@B" / +,.%20"=. T+<'
1"#"8,&# 2, ("0"2, &) .<@B 0,3+&/%,& ?,+.)2,B2).

end-date-time  value S"0"2', ).)2B"2'5 /#,8,2' 0,3+&/'5 .<@B" / 9)#8"&,
YYYY.MM.DD-hh:mm:ss. T+<' 1"#"8,&# 2, ("0"2, &) .<@B
0,3+&/%,& ?,+.)2,B2).

exit ;)(/#"& / #,7'8 .)29'E%#":'' .<@B".

send-lifetime G,#,=)0 / #,7'8 2"+&#)3.' 1,#')0" /#,8,2'
'+1)<>()/"2'5 .<@B" 0<5 )&1#"/.' '+=)056'= 1".,&)/.

start-time  value J?5("&,<>2*3 1"#"8,&#! S"0"2', /#,8,2' 2"B"<"
0,3+&/'5 .<@B" / 9)#8"&, YYYY.MM.DD-hh:mm:ss.

duration  value S"0"2', /#,8,2' 0,3+&/'5 .<@B" / +,.%20"=. T+<'
1"#"8,&# 2, ("0"2, &) .<@B 0,3+&/%,& ?,+.)2,B2). G#'
("0"2'' ).)2B"2'5 /#,8,2' 0,3+&/'5 .<@B" 1"#"8,&#
"duration" 'E2)#'#%,&+5.

end-date-time  value S"0"2', ).)2B"2'5 /#,8,2' 0,3+&/'5 .<@B" / 9)#8"&,
YYYY.MM.DD-hh:mm:ss. T+<' 1"#"8,&# 2, ("0"2, &) .<@B
0,3+&/%,& ?,+.)2,B2).

exit ;)(/#"& / #,7'8 .)29'E%#":'' .<@B".

exit ;)(/#"& / #,7'8 .)29'E%#":'' key-chain.

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.
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B(E*'3* $*9'*:/',/

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: 4(*=%7>0"&%- key-chain.

key-chain primero
Ê key 10
Ê   accept-lifetime
Ê     end-date-time 2022.09.01-00:00:00
Ê     start-time 2022.08.01-00:00:00
Ê   exit
Ê   authentication-key encrypted 8CB1117FBF
Ê   authentication-type simple-password
Ê   send-lifetime
Ê     end-date-time 2022.09.01-00:00:00
Ê     start-time 2022.08.01-00:00:00
Ê   exit
Ê exit
Ê key 20
Ê   accept-lifetime
Ê     start-time 2022.08.02-12:12:45
Ê   exit
Ê   authentication-key encrypted 8CA60A60B1
Ê   authentication-type hmacsha1
Ê   send-lifetime
Ê     start-time 2022.08.02-12:12:45
Ê   exit
Ê exit
Ê key 30
Ê   accept-lifetime
Ê     duration 30000
Ê     start-time 2022.08.02-20:00:00
Ê   exit
Ê   authentication-key encrypted 9EB5116FB9
Ê   authentication-type hmac-md5
Ê   send-lifetime
Ê     duration 30000
Ê     start-time 2022.08.02-20:00:00
Ê   exit
Ê exit
exit

B(E*'37 3,*J'(6),H,

4'7, 1,#,B'+<,2* show-.)8"20*, 1)+#,0+&/)8 .)&)#*= 8)72) 1)<%B'&> '29)#8":'@ )
/"<'02)+&' .<@B,3 / &,.%6'3 8)8,2& /#,8,2'.
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show key-chain

H)8"20" /*/)0'& +&"&'+&'.% 1) /+,8 key-chainÕ"8 +'+&,8*

@0%1,0: show key-chain

0/ME5100# show key-chain
Thu Aug  4 15:52:31 2022
Ê Key-chain name : dos

Ê   Number of keys         : 2
Ê     Active send key-id   : none
Ê     Active accept key-id : 1, 2

Ê Key-chain name : primero

Ê   Number of keys         : 2
Ê     Active send key-id   : 10, 20
Ê     Active accept key-id : 10, 20

Ê Key-chain name : tres

Ê   Number of keys         : 2
Ê     Active send key-id   : 30, 40
Ê     Active accept key-id : 30, 40

Ê Key-chain name : uno

Ê   Number of keys         : 1
Ê     Active send key-id   : 10
Ê     Active accept key-id : 10

show key-chain detailed

H)8"20" /*/)0'& 0,&"<'('#)/"22%@ +&"&'+&'.% /+,8 key-chainÕ"8 +'+&,8*

@0%1,0: show key-chain detailed

0/ME5100# show key-chain primero detailed - 23&3(23(+& 6# *7"/&%%#). key-chain
Thu Aug  4 15:57:47 2022
Ê Key-chain name : primero

Ê   Number of keys         : 2
Ê     Active send key-id   : 10, 20
Ê     Active accept key-id : 10, 20

Ê   Key ID                : 10
Ê     Key password        : 8CB1117FBF
Ê     Send   key validity : 2022.08.01-00:00:00 to 2022.09.01-00:00:00
Ê     Accept key validity : 2022.08.01-00:00:00 to 2022.09.01-00:00:00
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Ê   Key ID                : 20
Ê     Key password        : 8CA60A60B1
Ê     Send   key validity : 2022.08.02-12:12:45 to infinite
Ê     Accept key validity : 2022.08.02-12:12:45 to infinite
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;@$;!N"$%" M?;P?&CC$;P;
;@"=M"S"$%R
F"22*3 #"(0,< +)0,#7'& '2+&#%.:'' 1) )?2)/<,2'@ 1#)E#"882)E) )?,+1,B,2'5
8"#$#%&'("&)#)/ MVNTHA +,#'' ME.

M(3J()(1H*
F<5 1#)/,0,2'5 )?2)/<,2'5 1#)E#"882)E) )?,+1,B,2'5 2,)?=)0'8* +<,0%@6',
1#)E#"88*:

¥ G#)E#"88" &,#8'2"<)/ (TeraTerm, PuTTY, SecureCRT ' "2"<)E');

¥ G#)E#"88" TFTP-+,#/,#", %+&"2)/<,22"5 2" #"?)B,3 +&"2:'' '<' %0"<,22)8 +,#/,#,.

G#' )?2)/<,2'' GJ 2,1)+#,0+&/,22) + #"?)B,3 +&"2:'' &#,?%,&+5:

1. G)0.<@B'&>+5 .)2+)<>2*8 ."?,<,8 . 1)#&% Console 8"#$#%&'("&)#";

2. A),0'2'&> Ethernet-1)#& #"?)B,3 +&"2:'' + '2&,#9,3+)8 OOB 8"#$#%&'("&)#";

3. S"1%+&'&> &,#8'2"<>2%@ 1#)E#"88%;

4. 4"+&#)'&> +<,0%@6', 1"#"8,&#* COM-1)#&" #"?)B,3 +&"2:'': +.)#)+&> 1,#,0"B'
115200 ?)0, 9)#8"& 0"22*= 8 ?'&, ?,( 1"#'&,&", 1 ?'& +&)1)/*3, ?,( %1#"/<,2'5 1)&).)8
(115200-8N1);

5. S"1%+&'&> 2" #"?)B,3 +&"2:'' 1#)E#"88% TFTP-+,#/,#", / 1"1.%-.)#,2> +,#/,#"
+.)1'#)/"&> 9"3< )?#"(" GJ 8"#$#%&'("&)#", '85 /'0" firmware_2.10.1.xxxR.me5100;

6. ;.<@B'&> 8"#$#%&'("&)#, 1#' 1)8)6' &,#8'2"<>2)3 1#)E#"88* 0)70"&>+5 ("E#%(.'
' 1#'E<"$,2'5 'login:' ;

7. U/&)#'()/"&>+5 2" 8"#$#%&'("&)#,, '+1)<>(%5 +&"20"#&2*, %BL&2*, 0"22*,
admin/password;

8. 4"+&#)'&> 2" #"?)B,3 +&"2:'' IP-"0#,+, 2"1#'8,#, 192.168.0.1/24 ;

9. 4"+&#)'&> 2" OOB-1)#&% 8"#$#%&'("&)#" IP-"0#,+ '( &)3 7, 1)0+,&' - 2"1#'8,#,
192.168.0.10/24 :

@0%1,0

0/ME5100:EOS# config
0/ME5100:EOS(config)# interface mgmt 0/fmc0/1
0/ME5100:EOS(config-mgmt)# ipv4 address 192.168.0.10/23
0/ME5100:EOS(config-mgmt)# commit
Commit successfully completed in 3.246298 sec
0/ME5100:EOS(config-mgmt)# end
0/ME5100:EOS# show running-config interface mgmt 0/fmc0/1
interface mgmt 0/fmc0/1
Ê vrf mgmt-intf
Ê ipv4 address 192.168.0.10/23
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exit
0/ME5100:EOS#

G#' )?2)/<,2'' %7, 2"+&#),22)E) 8"#$#%&'("&)#" 0"22*, $"E' 8)72) )1%+&'&>,
)+2)/2*8 &#,?)/"2',8 5/<5,&+5 2"<'B', +,&,/)3 +/5(2)+&' 8,70% 8"#$#%&'("&)#)8 '
TFTP-+,#/,#)8.

G,#,0 /*1)<2,2',8 0"<>2,3$'= $"E)/ 2%72) /*1)<2'&> .)8"20% show firmware, +&"&%+*
)?#"()/ 0)<72* ?*&> "2"<)E'B2* +<,0%@6,8% /*/)0%:

@0%1,0

0/ME5100:EOS# show firmware

Ê Unit              Image  Running  Boot          Version               Date
Ê ----------------- ------ -------- ------------- ---------------------
-----------------------
Ê 0/ME5100          0      Yes      *             2.11.0.35R            26-Sep-2022
04:22:16
Ê 0/ME5100          1      No                     2.11.0.1T             08-Aug-2022
04:50:02
0/ME5100:EOS#

T*J429H* G*F0* 6 (84*9(E <4(J4*EE'(J(
(8/6</:/',-
4,)?=)0'8) ("E#%('&> 9"3< )?#"(" 1#)E#"882)E) )?,+1,B,2'5 + %0"<,22)E) +,#/,#" /
"<>&,#2"&'/2*3 #"(0,< 1#)E#"882)E) )?,+1,B,2'5 8"#$#%&'("&)#" .)8"20)3 copy.

F<5 ("E#%(.' 1)00,#7'/"@&+5 #"(<'B2*, 1#)&).)<* 1,#,0"B' ('= 1,#,B,2> 0)+&%1,2 /
.)2&,.+&2)3 1)0+."(., .)8"20* copy).

@0%1,0 5$- )"70>)4% /( TFTP

0/ME5100:EOS# copy tftp://192.168.0.1/firmware_3.0.0.177R.me5100 fs://firmware vrf
mgmt-intf

Downloading image file:
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! OK
Verifying firmware image compatibility: ! OK
Firmware image MD5 checksum: 2703f324f7ed6dbcf0f1385b37776e44
Preparing partition: !! OK
Extracting firmware image:
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
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!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! OK
Writing firmware image: !! OK
Firmware has been copied and installed successfully
0/ME5100:EOS#

NOTE

G#' /*1)<2,2'' )1,#":'' .)1'#)/"2'5 /+, )+&"<>2*, +,"2+* #"?)&* +
%+&#)3+&/)8 ?<).'#%@&+5 ' /)(8)72)+&> )&.#*&'5 2)/*= 1)0.<@B,2'3 .
%+&#)3+&/% +&"2)/'&+5 /#,8,22) 2,0)+&%12)3 (+ /*/)0)8 +))?6,2'5 "Netconf
server doesnÕt respond"). M&) 5/<5,&+5 2)#8"<>2*8 1)/,0,2',8.

F"<,, +<,0%,& 1#)/,#'&>, B&) ("E#%7,22*3 )?#"( 1)8,6,2 / "<>&,#2"&'/2*3 #"(0,<:

0/ME5100:EOS# show firmware

Ê Unit              Image  Running  Boot          Version               Date
Ê ----------------- ------ -------- ------------- ---------------------
-----------------------
Ê 0/ME5100          0      Yes      *             2.11.0.35R            26-Sep-2022
04:22:16
Ê 0/ME5100          1      No                     3.0.0.177R            23-Nov-2022
00:04:21
0/ME5100:EOS#

!78(4 *0K)/4'*),1'(J( 4*93/0* 1 H*:/6)1/
9*J429(:'(J( , </4/9*J429H*
G#' 1)8)6' .)8"20* firmware select alternate  %+&"2)/'&> "<>&,#2"&'/2*3 #"(0,< /
."B,+&/, ("E#%()B2)E) ' %?,0'&>+5 / #,(%<>&"&, .)8"20)3 show firmware:

@0%1,0

0/ME5100:EOS# firmware select alternate
0/ME5100:EOS# show firmware

Ê Unit              Image  Running  Boot          Version               Date
Ê ----------------- ------ -------- ------------- ---------------------
-----------------------
Ê 0/ME5100          0      No       MIGRATE CUR*  3.10.0.771T           28-Jul-2025
16:34:43
Ê 0/ME5100          1      Yes      FALLBACK      3.10.0.773T           29-Jul-2025
21:27:55
0/ME5100:EOS#

; +<%B",, ,+<' 1#)'(/)0'&+5 )?2)/<,2', 2" GJ + ?)<,, +&"#)3 8"7)#2)3 /,#+',3 ()&."&),
8)7,& 1)2"0)?'&>+5 +)=#"2,2', .)29'E%#":'' +&"#)E) )?#"(". M&) 8)72) +0,<"&>, 0)?"/'/
1"#"8,&# keep-config :
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@0%1,0

0/ME5100:EOS# firmware select alternate keep-config
0/ME5100:EOS#show firmware

Ê Unit              Image  Running  Boot          Version               Date
Ê ----------------- ------ -------- ------------- ---------------------
-----------------------
Ê 0/ME5100          0      No       KEEP ALT*     3.10.0.771T           28-Jul-2025
16:34:43
Ê 0/ME5100          1      Yes      FALLBACK      3.10.0.773T           29-Jul-2025
21:27:55
0/ME5100:EOS#

G,#,("E#%('&> 8"#$#%&'("&)# .)8"20)3 reload system , 1)0&/,#0'/ 0,3+&/', 2"7"&',8
.<"/'$' y:

0/ME5100:EOS# reload system
Do you really want to reload system? (y/n): [n] y

T*<26H E*4U42),9*)(47 , <(3)1/4I3/',/ '(1(F
1/46,,
G)+<, %+1,$2)E) ("1%+." 8"#$#%&'("&)#" 2" 2)/)3 /,#+'' 1#)E#"882)E) )?,+1,B,2'5
+<,0%,& +2)/" "/&)#'()/"&>+5 2" 2,8 + 2,)?=)0'8*8' %B,&2*8' 0"22*8' ' 1)<%B'&>
&".'8 )?#"()8 0)+&%1 . .)8"202)3 +&#)., %+&#)3+&/".

G#' "/&)#'(":'' ?%0,& /*/,0,2) 1#,0%1#,70"@6,, +))?6,2',, B&) &,.%6"5 /,#+'5 GJ
2"=)0'&+5 / #,7'8, )02).#"&2)E) ("1%+." ('CONFIRMING') ' 0<5 '+1)<>()/"2'5 O&)3 /,#+''
0<5 1)+<,0%@6'= ("1%+.)/ %+&#)3+&/" 2,)?=)0'8) /*1)<2'&> .)8"20% firmware confirm .

@0%1,0

***********************************************
*****     System successfully started     *****
***********************************************

version 3.0.0.177R
EOS login: admin
Password:

********************************************
*            Welcome to ME5100             *
********************************************

Warning:
Ê   Firmware upgrade is in progress (consult 'show firmware' for details).
Ê   To finalize upgrade type 'firmware confirm'. Otherwise previous version
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Ê   will be used next time.
0/ME5100:EOS#

G#' 1)8)6' .)8"20* show firmware 1#)/,#'&> +)+&)52', /,#+'3 2" ".&'/2)8 '
"<>&,#2"&'/2)8 #"(0,<"= GJ:

0/ME5100:EOS# show firmware

Ê Unit              Image  Running  Boot          Version               Date
Ê ----------------- ------ -------- ------------- ---------------------
-----------------------
Ê 0/ME5100          0      No       FALLBACK*     2.11.0.35R            26-Sep-2022
04:22:16
Ê 0/ME5100          1      Yes      CONFIRMING    3.0.0.177R            23-Nov-2022
00:04:21
0/ME5100:EOS#

4)/"5 /,#+'5 0)<72" 2"=)0'&>+5 / +&"&%+, Running/CONFIRMING (/ 1#,0*0%6'= /,#+'5= GJ
+&"&%+ )?)(2"B"<+5 .". Running/TESTING). ; 8"#$#%&'("&)#, 1#,0%+8)&#,2" +'+&,8" )&."&"
/,#+''DÑD1#' 1,#,("E#%(., %+&#)3+&/" '( &,.%6,E) +)+&)52'5 )2) ("E#%('&+5 + 1#,0*0%6,E)
)?#"(", 2"=)056,E)+5 / +&"&%+, FALLBACK. ; +<%B",, ,+<' &,.%6"5 /,#+'5 #"?)&",&
%0)/<,&/)#'&,<>2), +<,0%,& 1)0&/,#0'&> ,, '+1)<>()/"2', .)8"20)3 firmware confirm  '
1#)/,#'&> #,(%<>&"& .)8"20)3 show firmware.

@0%1,0

0/ME5100:EOS# firmware confirm
0/ME5100:EOS# show firmware

Ê Unit              Image  Running  Boot          Version               Date
Ê ----------------- ------ -------- ------------- ---------------------
-----------------------
Ê 0/ME5100          0      No                     2.11.0.35R            26-Sep-2022
04:22:16
Ê 0/ME5100          1      Yes      *             3.0.0.177R            23-Nov-2022
00:04:21
0/ME5100:EOS#

G#' 2,)?=)0'8)+&' /)(/#"&" . 1#,0*0%6,3 /,#+'' +<,0%,& 1,#,("E#%('&> 8"#$#%&'("&)#
3( 17<(0'/',-  firmware confirm . J?#"&'&, /2'8"2',, B&) )?#"&2), 1,#,.<@B,2', 2"
1#,0*0%6%@ /,#+'@ / +<%B", 2,)?=)0'8)+&' 8)72) )+%6,+&/'&> .)8"20)3 firmware select
alternate  "2"<)E'B2) )1'+"22)8% / 2"B"<, '2+&#%.:'' 8,&)0%, )02".) / O&)8 +<%B", 8)7,&
?*&> %&,#52" B"+&> .)29'E%#":'' %+&#)3+&/" '(-(" 1,#,=)0" 2" ?)<,, +&"#%@ /,#+'@.
A)=#"22)+&> .)29'E%#":'' 1#' &".)8 1,#,.<@B,2'' /,#+'' "/2'(" +<,0%,&
1#).)2&#)<'#)/"&> )&0,<>2), /*E#%('/ 1#,0/"#'&,<>2) &,.+&)/%@ .)29'E%#":'@ 2"
/2,$2'3 +,#/,# .)8"20)3 copy.
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;8'(10/',/ 9*J429:,H(1 X-Loader, U-Boot ,
E,H4(H(3* FPGA
J?2)/<,2', ("E#%(B'.)/ 1#)'(/)0'&+5 '( .)8"202)E) #,7'8" + '+1)<>()/"2',8 1#)&).)<"
1,#,0"B' 9"3<)/, . 1#'8,#% tftp.

IMPORTANT
4,)?=)0'8) )?,+1,B'&> ?,+1,#,?)32), 1'&"2', %+&#)3+&/" /) /#,85
)?2)/<,2'5 ("E#%(B'.)/. J&.<@B,2', %+&#)3+&/" /) /#,85 ("1'+'
("E#%(B'.)/ 8)7,& 1#'/,+&' . ,E) 1)<2)3 2,#"?)&)+1)+)?2)+&'.

F<5 )?2)/<,2'5 2"B"<>2)E) ("E#%(B'." X-Loader 2,)?=)0'8) 2" tftp-+,#/,#, #"(8,+&'&>
9"3< <VERSION>-me5100-xload.sec.img, 1)+<, B,E) +.)1'#)/"&> ,E) 2" %+&#)3+&/) +
'+1)<>()/"2',8 .)8"20* copy.

@0%1,0

0/ME5100:EOS# copy tftp://192.168.0.1/3.0.0.177R-me5100-xload.sec.img fs://x-loader
vrf mgmt-intf

!!!
X-loader has been copied and updated successfully
0/ME5100:EOS#

IMPORTANT

4,)?=)0'8) .)2&#)<'#)/"&> +))?6,2'5 %+&#)3+&/" 1#' )?2)/<,2''
("E#%(B'." X-loader. T+<' /8,+&) +))?6,2'5 "X-loader has been copied
and updated successfully" %+&#)3+&/) )&/,B",& )$'?.)3 /'0" "Error:
failed to check image header", &) 0<5 )?2)/<,2'5 +<,0%,&
/)+1)<>()/"&>+5 )?#"()8 ("E#%(B'." ?,( 8)0'9'."&)#" .sec.
(2"1#'8,#, 2.10.1.5R-me5100-xload.img), "2"<)E'B2) 1#).)2&#)<'#)/"/
2"<'B', +))?6,2'5 )? %+1,$2)8 )?2)/<,2''. ; +<%B",, ,+<'
)?2)/<,2', ("E#%(B'." /+,-&".' 2, 1#)'+=)0'&, 2,)?=)0'8)
)+&"2)/'&> 1#):,++ )?2)/<,2'5 ' )?#"&'&>+5 / +<%7?% &,=2'B,+.)3
1)00,#7.' 1#)'(/)0'&,<5.

F<5 )?2)/<,2'5 ("E#%(B'." U-Boot 2,)?=)0'8) 2" tftp +,#/,#, #"(8,+&'&> 9"3< <VERSION>-
me5100-u-boot.sec.img , 1)+<, B,E) +.)1'#)/"&> ,E) 2" %+&#)3+&/) + '+1)<>()/"2',8 .)8"20*
copy.

@0%1,0

0/ME5100:EOS# copy tftp://192.168.0.1/3.0.0.177R-me5100-u-boot.sec.img fs://u-boot vrf
mgmt-intf

!!!!!!!!!!!!
U-boot has been copied and updated successfully
0/ME5100:EOS#
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F<5 )?2)/<,2'5 1#)$'/.' FPGA 2,)?=)0'8) 2" tftp +,#/,#, #"(8,+&'&> 9"3<
FPGA_ME5100_v<VERSION>.img (<'?) ME5100_and_ME5100_revX_FPGA_EP3C5_v7.img), 1)+<,
B,E) +.)1'#)/"&> ,E) 2" %+&#)3+&/) + '+1)<>()/"2',8 .)8"20* copy.

@0%1,0

0/ME5100:EOS# copy tftp://192.168.0.1/ME5100_and_ME5100_revX_FPGA_EP3C5_v7.img
fs://fpga vrf mgmt-intf
!!!!
FPGA has been copied and updated successfully
0/ME5100:EOS#

K0)+&)/,#'&>+5, B&) /,#+'' ("E#%(B'.)/ xloader ' u-boot +)/1"0"@& (/ 1#)&'/2)8 +<%B",
8)E%& /)(2'.2%&> 1#)?<,8* + ("1%+.)8 %+&#)3+&/"):

@0%1,0

0/ME5100:EOS# show system versions

Ê ME5100
Ê   Firmware: 3.0.0.177R (23-Nov-2022 00:04:21)
Ê   X-Loader version: 3.0.0.177R (23-Nov-2022 06:14:21)
Ê   U-boot version:   3.0.0.177R (23-Nov-2022 06:14:14)
Ê   FPGA version:     0x07

0/ME5100:EOS#

F<5 /+&%1<,2'5 '(8,2,2'3 / +'<% 2,)?=)0'8) 1,#,("E#%('&> %+&#)3+&/) + '+1)<>()/"2',8
.)8"20* reload system .
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$&=A?;DB& T&V%A> CONTROL-PLANE
Control-plane (1<)+.)+&> %1#"/<,2'5) / 1#)E#"882)3 "#='&,.&%#, 8"#$#%&'("&)#" )&/,B",&
(" #"?)&% #"(<'B2*= 1#)&).)<)/ ' )?#"?)&.% +<%7,?2)E) &#"9'.". ;+, 1".,&* 1<)+.)+&'
%1#"/<,2'5 (control-plane) )?#"?"&*/"@&+5 2,1)+#,0+&/,22) :,2&#"<>2*8 1#):,++)#)8
(CPU) 8"#$#%&'("&)#". 4"+&#)3." 9'<>&#)/ control-plane 1)(/)<5,& "08'2'+&#"&)#%
%+&"2"/<'/"&> 1#"/'<" )?#"?)&.' /=)056'= 1".,&)/ 0<5 ("6'&* )& +,&,/*= "&". '
2,+"2.:')2'#)/"22)E) 0)+&%1".

; 0"22)3 E<"/, #"++8"&#'/"@&+5 1#'2:'1* 2"+&#)3.' ("6'&* %#)/25 control-plane.

;6'(1'7/ <4,'+,<7
1. G) %8)<B"2'@ (1#' )&+%&+&/'' / .)29'E%#":'' ?<)." ("6'&* control-plane) /+,

/=)056', +),0'2,2'5 . %+&#)3+&/% #"(#,$,2*. A))&/,&+&/,22), 1#' ("1%+., .".)E)-
<'?) +,#/'+" (2"1#'8,#, telnet-server) . 2,8% +8)E%& 1)0.<@B"&>+5 /+, =)+&*, .)&)#*,
'8,@& +/5(2)+&> + %+&#)3+&/)8.

2. H)29'E%#'#)/"2', ("6'&* control-plane 0,<'&+5 2" 0/" <)E'B,+.'= ?<)."DÑD("6'&"
+,#/'+)/, .)&)#*, #"?)&"@& / Global Routing Table <'?) / +,#/'+2*= VRF %+&#)3+&/"
(control-plane inband ) ' ("6'&" +,#/'+)/, #"?)&"@6'= 2" Out-of-band '2&,#9,3+"=
(control-plane out-of-band ).

3. ;2%&#' ."70)E) '( ?<).)/ in-band/out-of-band  .)29'E%#'#%,&+5 2"?)# 1#"/'<, .)&)#*,
0,3+&/%@& 2" 1O(3-W,/  +,&,/*, +),0'2,2'5 . %+&#)3+&/%. G#"/'<" 8)E%& 1#'8,25&>+5
.". .) /+,8 '2&,#9,3+"8 0"22)E) VRF (.<@B interface all ), <'?) . )&0,<>2*8
%."("22*8. F<5 1#"/'< 9'<>&#":'' 2, &#,?%,&+5 %."("2', VRF (1#"/'<" ?%0%&
"/&)8"&'B,+.' #"?)&"&> / &)8 VRF, . .)&)#)8% )&2)+'&+5 '2&,#9,3+).

4. G#"/'<" 9'<>&#":'' 0,3+&/%@& &)<>.) 2" Layer3-'2&,#9,3+* %+&#)3+&/" ' 1#' O&)8 2,
0,3+&/%@& 2" &#"2('&2*3 &#"9'. 8"#$#%&'("&)#".

5. ;"72)! F<5 ."70)E) 1#"/'<" ("6'&* control-plane 0,3+&/',8 1) %8)<B"2'@ 5/<5,&+5
"("1#,&'&> /+, )+&"<>2*, /=)056', +),0'2,2'5".

$*6)4(FH* 8*9(17O <4*1,0 9*W,)7
!"#$%&" 25. @(3$,5(.":,$;*(3:; *"3:0(94% control-plane 5$- %*:,0=,93" out-of-band >/0".$,*%-
% inband %*:,0=,93(. . GRT %$% 3,0.%3*?2 VRF.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

control-plane  {out-of-band |
inband } interface mgmt  {
num | all}

G,#,=)0 / #,7'8 2"+&#)3.' 9'<>&#)/ control-plane
'2&,#9,3+" out-of-band %1#"/<,2'5 '<' inband '2&,#9,3+)/ /
GRT '<' +,#/'+2*= VRF.
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B(E*'3* $*9'*:/',/

policy { drop | reject } ;*?)# 0,3+&/'5 1#' 1)<%B,2'' 1".,&", 1)01"0"@6,E) 1)0
("1#,6"@6,, 1#"/'<): * reject  -D)&/,&'&> +))?6,2',8 ICMP
Port unreachable (1) %8)<B"2'@); * drop - )&?#)+'&>
(#,.)8,20%,&+5).

allow  protocol K."("&> 1#)&).)< '( 1,#,B'+<,22*= 2'7,. ;=)056',
+),0'2,2'5 (1".,&*) %."("22*= 1#)&).)<)/ ?%0%&
1#'2'8"&>+5 ' )?#"?"&*/"&>+5 8"#$#%&'("&)#)8, )+&"<>2*, -
)&?#"+*/"&>+5.

¥ all  --D/=)056', 1".,&* /+,= 1#)&).)<)/;

¥ bfd  ;

¥ dhcp ;

¥ dhcpv6 ;

¥ ftp  ;

¥ http  ;

¥ ftp  ;

¥ icmpDÑD+ %."("2',8 &'1" icmp-+))?6,2'5;

¥ icmpv6DÑD+ %."("2',8 &'1" icmp-+))?6,2'5;

¥ igmp ;

¥ ldp  ;

¥ netconf  ;

¥ ntp  ;

¥ ospf  ;

¥ pim ;

¥ rsvp  ;

¥ snmp ;

¥ ssh ;

¥ tcp DÑDtcp + %."("2',8 2)8,#" 1)#&";

¥ telnet  ;

¥ tftp  ;

¥ udpDÑDudp + %."("2',8 2)8,#" 1)#&".

¥ vrrp  ;

any G#'2'8"&> 1".,&* (+),0'2,2'5) )& /+,= source-"0#,+)/ 0<5
%."("22)E) 1#)&).)<".

peer-list  PEER-LIST_NAME G,#,3&' / #,7'8 2"+&#)3.' 9'<>&#":'' +,&,/*= +),0'2,2'3
(1".,&)/) ' 1'#".
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B(E*'3* $*9'*:/',/

peer PEER_NAME { source |
destination }

G,#,3&' / #,7'8 5/2)E) %."("2'5 source ' destination-"0#,+)/.

address { ipv4address  |
ipv4address/mask  |
ipv6address  |
ipv6address/mask  }

K."("&> IPv4 <'?) IPv6-"0#,+, 1".,&* )& .)&)#)E) ?%0%&
1#'2'8"&>+5 8"#$#%&'("&)#)8.

address-range { ipv4address-
ipv4address  | ipv6address-
ipv6address  }

K."("&> 0'"1"()2 IPv4- <'?) IPv6-"0#,+)/, 1".,&* )& .)&)#)E)
?%0%& 1#'2'8"&>+5 8"#$#%&'("&)#)8.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" control-plane 5$- %*:,0=,93" out-of-band >/0".$,*%-NÑN0")0,8%:; 3(,5%*,*%-
/( /0(:(4($> ssh 3 5%"/")(*(1 "50,3(. (:/0".%:,$,9 172.168.16.1-172.168.20.0, " :"4<,
=%$;:0(.":;3- #>5,: tcp :0"=%4 3 "50,3"1% (:/0".%:,$,9 172.1.0.0/16.

control-plane out-of-band interface mgmt 0/fmc0/1
Ê allow ssh
Ê   peer-list mgmt-network
Ê     peer main
Ê       source
Ê         address-range 172.168.16.1-172.168.20.0
Ê       exit
Ê     exit
Ê   exit
Ê exit
Ê allow tcp 777
Ê   peer-list mgmt-network_ssh
Ê     peer tcp
Ê       source
Ê         address 172.1.0.0/16
Ê       exit
Ê     exit
Ê   exit
Ê exit
Ê policy drop
exit

IMPORTANT
4,.)##,.&2"5 2"+&#)3." control-plane 8)7,& 1#'/,+&' . 1)&,#,
%0"<,22)E) %1#"/<,2'5 8"#$#%&'("&)#)8 ' B"+&'B2)3 <'?) 1)<2)3
2,#"?)&)+1)+)?2)+&' +))&/,&+&/%@6'= +,&,/*= +,#/'+)/.
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@0%1,0. G"3:0(94" )"I%:? control-plane 5$- %*:,0=,93(. inbandNÑN*"3:0(94" =%$;:0(. 5$-
3"#-%*:,0=,93" te0/0/7.3501, 75, =%$;:0>C:3- /"4,:? /0(:(4($" LDP c "50,3(1 (:/0".%:,$-
7.7.7.7 % "50,3(1 "50,3":" 99.99.99.99. !"4<, =%$;:0>C:3- /"4,:? /0(:(4($" ospfv2, 75, /"4,:?
/0%*%1"C:3- :($;4( (: (:/0".%:,$,9 3 "50,3(1 177.1.1.1-178.2.4.1.

control-plane inband interface tengigabitethernet 0/0/7.3501
Ê allow ldp
Ê   peer-list ldp_neighbor
Ê     peer one
Ê       destination
Ê         address 99.99.99.99
Ê       exit
Ê       source
Ê         address 7.7.7.7
Ê       exit
Ê     exit
Ê   exit
Ê exit
Ê allow ospf
Ê   peer-list ospf_neighbors
Ê     peer first
Ê       source
Ê         address-range 177.1.1.1-178.2.4.1
Ê       exit
Ê     exit
Ê   exit
Ê exit
exit

$*6)4(FH* 4*6U,4/''7O <4*1,0
G#"/'<" 9'<>&#":'' control-plane &".7, 8)72) .)29'E%#'#)/"&> + %B,&)8
0)1)<2'&,<>2*= 1"#"8,&#)/DÑD9#"E8,2&":'', &'1)/ +))?6,2'3 ICMP, IPv4 )1:'3, IPv6
extension headers, TTL, " &".7, + )E#"2'B,2',8 1)&)." 0"22*= ' .)<'B,+&/" +),0'2,2'3.

$*6)4(FH* G,0K)4(1 Control-plane 30- G4*JE/'),4(1*''7O ,
'/G4*JE/'),4(1*''7O IPv4-<*H/)(1

Q%2.:')2"< Control-plane 1)(/)<5,& +)(0"/"&> 1#"/'<" 9'<>&#":'' 0<5
9#"E8,2&'#)/"22*= ' 2,9#"E8,2&'#)/"22*= IPv4-1".,&)/.

W&)?* )&?#)+'&> 9#"E8,2&'#)/"22*, 1".,&*, 2,)?=)0'8) /)+1)<>()/"&>+5 2"+&#)3.)3
fragmentation-ipv4 negation. N".'8 )?#"()8 8"#$#%&'("&)# +,#'' ME ?%0,& )?#"?"&*/"&>
&)<>.) 2,9#"E8,2&'#)/"22*, 1".,&*.

F<5 ".&'/":'' 9'<>&#", B&) ?%0,& )&?#"+*/"&> 2,9#"E8,2&'#)/"22*, 1".,&*DÑD&#,?%,&+5
1#'8,2'&> 2"+&#)3.% fragmentation-ipv4.
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@0%1,0. G"3:0(94" )"I%:? control-plane 5$- )"I%:? (: =0"71,*:%0(."**?2
/"4,:(.NÑNG"3:0(94" /0".%$ *" %*:,0=,93, te0/0/15, 75, /0%*%1":;3- #>5>: :($;4(
*,=0"71,*:%0(."**?, /"4,:? /0(:(4($" snmp % "50,3(1 (:/0".%:,$- #>5,: 172.1.2.1.

control-plane inband interface tengigabitethernet 0/0/15
Ê allow snmp
Ê   peer-list snmp_users
Ê     fragmentation-ipv4
Ê     peer firstone
Ê       source
Ê         address 172.1.2.1
Ê       exit
Ê     exit
Ê   exit
Ê exit
exit

$*6)4(FH* G,0K)4(1 '* (6'(1/ ),<(1 6((8W/',F <4()(H(0* ICMP

G#"/'<" Control-plane 1)(/)<5@& 9'<>&#)/"&> +),0'2,2'5 (1".,&*) 2" )+2)/, &'1)/
+))?6,2'3 1#)&).)<" ICMP, / &)8 B'+<, 2" )+2)/, 1"#"8,&#" code.

K+&#)3+&/" +,#'' !T '8,@& +<,0%@6', /)(8)72)+&' 9'<>&#":'' 2" )+2)/, &'1)/
+))?6,2'3 1#)&).)<" ICMP:

¥ address-mask-reply DÑDAddress mask reply type

¥ address-mask-request DÑDAddress mask request type

¥ all DÑDAll ICMP message types

¥ destination-unreachable DÑDDestination unreachable type

¥ echoDÑDEcho type

¥ echo-reply DÑD Echo reply type

¥ information-reply DÑDInformation reply type

¥ information-request DÑDInformation request type

¥ parameter-problem DÑDParameter problem type

¥ redirect DÑDRedirect type

¥ source-quenchDÑDSource quench type

¥ time-exceededDÑDTime exceeded type

¥ timestamp-reply DÑDTimestamp reply type

¥ timestamp-request DÑDTimestamp request type

F<5 ."70)E) &'1" +))?6,2'3 /)(8)72) &".7, ("0"&> ' .)0 &'1" + 1)8)6>@ .)8"20* code.
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@0%1,0. G"3:0(94" =%$;:0" Control-plane *" (3*(., :%/(. 3((#I,*%9 /0(:(4($" ICMPNÑN/"4,:?
/0(:(4($" ICMP *" .3,2 %*:,0=,93"2 >/0".$,*%- #>5>: (:#0"3?.":;3- .3,, 40(1, /"4,:(. 3
:%/(1 0(echo reply) % 8(echo). O%"/")(* "50,3(. (:/0".%:,$,9 172.1.1.1-173.2.1.1

control-plane out-of-band interface mgmt all
Ê allow icmp
Ê   peer-list all_users
Ê     icmp-type echo-reply
Ê     exit
Ê     icmp-type echo
Ê     exit
Ê     peer enough
Ê       source
Ê         address-range 172.1.1.1-173.2.1.1
Ê       exit
Ê     exit
Ê   exit
Ê exit
exit

$*6)4(FH* G,0K)4(1 Control-plane '* (6'(1/ IPv4 options

-,"<'(":'5 9%2.:')2"<" Control plane 1#,0+&"/<5,& /)(8)72)+&> 9'<>&#)/"&> &#"9'. 1)
1)<@ options / ("E)<)/., 1".,&".

!"#$#%&'("&)#* +,#'' !T '8,@& /)(8)72)+&> 9'<>&#)/"&> /+, +%6,+&/%@6', IPv4
option, " '8,22):

¥ lsr DÑDLoose Source Route Option

¥ mtup DÑDMTU Probe Option

¥ mtur DÑDMTU Reply Option

¥ no-opDÑDNo Operation Option

¥ rec-route DÑDRecord Route Option

¥ router-alert DÑDRouter Alert Option

¥ securDÑDBasic Security Option

¥ ssrDÑDTime Stamp Option

¥ timestamp DÑDStrict Source Routing Option

¥ traceroute DÑDTrace Route Option

U#E%8,2& any-specified  1)(/)<5,& +85EB'&> %+<)/'5 9'<>&#". T+<' / .)29'E%#":''
%+&"2)/<,2) .".),-<'?) (2"B,2', option, &) +)/8,+&2) + "#E%8,2&)8 any-specified ?%0,8
1#)1%+."&> 1".,&, E0, / 1)<, options 2"=)0'&+5 %+&"2)/<,22), 2"8' (2"B,2', '<'(') <@?),
0#%E), (2"B,2', option. 4"1#'8,#: ,+<' '8,,8 / .)29'E%#":'' 2"+&#)3.% option rec-route  '
any-specified , &) ?%0%& 1#'2'8"&>+5 1".,&*, E0, / 1)<, option 1#'+%&+&/%,& (2"B,2', Record
Route '('<') <@?), 0#%E), (2"B,2', option.
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@0%1,0. G"3:0(94" =%$;:0", /0,5*")*"+,**(7( 5$- (:#0"3?."*%- /"4,:(. /( )*"+,*%C IPv4
optionNÑN*"3:0(94" /0".%$ *" %*:,0=,93, te0/0/7, 75, (:#0"3?."C:3- /"4,:? /0(:(4($" udp 3
$C#?1 /(0:(1, 4(:(0?, *, %1,C: . /($, header (/&%9 Loose Source Route Option % Record Route
Option. P50,3 (:/0".%:,$- 172.5.1.44.

control-plane inband interface tengigabitethernet 0/0/7
Ê allow udp all
Ê   peer-list udp_traffic
Ê     ipv4-options try
Ê       option lsr
Ê       option rec-route
Ê     exit
Ê     peer first
Ê       source
Ê         address 172.5.1.44
Ê       exit
Ê     exit
Ê   exit
Ê exit
exit

$*6)4(FH* G,0K)4(1 Control-plane 30- G4*JE/'),4(1*''7O ,
'/G4*JE/'),4(1*''7O IPv6-<*H/)(1

Q%2.:')2"< Control-plane 1)(/)<5,& +)(0"/"&> 1#"/'<" 9'<>&#":'' 0<5
9#"E8,2&'#)/"22*= ' 2,9#"E8,2&'#)/"22*= IPv6-1".,&)/.

G,#,3&' . 2"+&#)3., %1#"/<,2'5 9#"E8,2&'#)/"22*8' ' 2,9#"E8,2&'#)/"22*8'
1".,&"8' /)(8)72) + 1)8)6>@ 2"+&#)3.' fragmentation-ipv6 NAME .

!"#$#%&'("&)#* +,#'' !T '8,@& /)(8)72)+&> 9'<>&#)/"&> ipv6 9#"E8,2&'#)/"22*,
1".,&* 1) +<,0%@6'8 &'1"8 9#"E8,2&":'':

¥ ipv6-first DÑDfirst fragment

¥ ipv6-id DÑDID in range

¥ ipv6-last DÑDlast fragment

¥ ipv6-more DÑDnot last fragment

¥ ipv6-res DÑDreserve fields are zero

G#' '+1)<>()/"2'' "#E%8,2&" ipv6-id  2,)?=)0'8) ("0"&> 0'"1"()2 9#"E8,2&'#)/"22*=
1".,&)/, " '8,22) + 1)8)6>@ 2"+&#)3.' ipv6-id-range  {first /| last}.

U#E%8,2& negation 1#'8,25,&+5 <'$> 1#' %."("2'' 9'<>&#":'' 1) &'1% ipv6-id-range .
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@0%1,0. G"3:0(94" =%$;:0", /0,5*")*"+,**(7( 5$- (:#0"3?."*%- =0"71,*:%0(."**?2
/"4,:(.NÑN*"3:0(94" /0".%$ *" %*:,0=,93, te0/0/1, 75, (:#0"3?."C:3- =0"71,*:%0(."**?,
IPv6-/"4,:?, 40(1, /(3$,5*%2 10 =0"71,*:(.. P50,3 (:/0".%:,$- 2008:192:199:114::56

control-plane inband interface tengigabitethernet 0/0/1
Ê allow udp all
Ê   peer-list udp_trx
Ê     fragmentation-ipv6 fragIPv6
Ê       ipv6-id-range
Ê         last 10
Ê       exit
Ê       type ipv6-id
Ê     exit
Ê     peer user_first
Ê       source
Ê         address 2008:192:199:114::56
Ê       exit
Ê     exit
Ê   exit
Ê exit
exit

$*6)4(FH* G,0K)4(1 Control-plane '* (6'(1/ IPv6 extension headers

-,"<'(":'5 9%2.:')2"<" Control plane 1#,0+&"/<5,& /)(8)72)+&> 9'<>&#)/"&> 1) 1)<@
extension Header / header IPv6-1".,&".

!"#$#%&'("&)#* +,#'' !T '8,@& /)(8)72)+&> 9'<>&#)/"&> /+, IPv6 extension header, "
'8,22):

¥ auth DÑDAuthentication header

¥ dstDÑDDestination Options header

¥ espDÑDEncapsulating Security Payload header

¥ frag DÑDFragment header

¥ hopDÑDHop-by-hop Options header

¥ noneDÑDNo next header

¥ prot DÑDProtocol header

¥ route DÑDTime Stamp Option

¥ timestamp DÑDProtocol header

U#E%8,2& any-specified 1)(/)<5,& +85EB'&> %+<)/'5 9'<>&#". T+<' / .)29'E%#":''
%+&"2)/<,2) .".),-<'?) (2"B,2', option, &) +)/8,+&2) + "#E%8,2&)8 any-specified ?%0,8
1#)1%+."&> 1".,&, E0, / 1)<, extension header 2"=)0'&+5 %+&"2)/<,22), 2"8' (2"B,2',
'<'(') <@?), 0#%E), (2"B,2', option. 4"1#'8,#: ,+<' '8,,8 / .)29'E%#":'' 2"+&#)3.%
option esp ' any-specified, &) ?%0%& 1#'2'8"&>+5 1".,&*, E0, / 1)<, extension header
1#'+%&+&/%,& (2"B,2', Encapsulating Security Payload '('<') <@?), 0#%E), (2"B,2', option.
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U#E%8,2& negation  1)(/)<5,& )&?#"+*/"&> +))?6,2'5 + extension headers .#)8, &,=, B&)
("0"<' / .)29'E%#":''.

@0%1,0. G"3:0(94" =%$;:0", /0,5*")*"+,**(7( 5$- (:#0"3?."*%- /"4,:(. /( )*"+,*%C ipv6
extension headerNÑN*"3:0(94" /0".%$ *" 3"#-%*:,0=,93, te0/0/7.4000, 75, (:#0"3?."C:3- /"4,:?
/0(:(4($" http, 4(:(0?, %1,C: . /($, extension header (/&%C Hop-by-hop Options header. P50,3
(:/0".%:,$- % "50,3":" $C#(9.

control-plane inband interface tengigabitethernet 0/0/7.4000
Ê allow http
Ê   any
Ê     ipv6-options 1
Ê       negation
Ê       option hop
Ê     exit
Ê   exit
Ê exit
exit

$*6)4(FH* G,0K)4(1 Control-plane '* (6'(1/ (J4*',:/',- 6H(4(6),
<()(H* 3*''7O , H(0,:/6)1* 6(/3,'/',F

Q%2.:')2"< rate-hashlimit 1)(/)<5,& '+1)<>()/"&> +<,0%@6', '2+&#%8,2&* 0<5
9'<>&#":'' +.)#)+&' 1)&)." 0"22*=:

¥ burst DÑD1'.)/*3 )?I,8 &#"9'."

¥ expire DÑD/ &,B,2', .".)E) /#,8,2' 9'<>&# ?%0,& 2"=)0'&>+5 / &"?<':, 1#"/'<

¥ hashlimit-value DÑD)?I,8 '29)#8":'' 9'<>&#":''

¥ mode {destination-ip | destination-port | source-ip | source-port}DÑD#,7'8 =O$'#)/"2'5

¥ period  {day | hour | minute | second}-- ,0'2':" '(8,#,2'5 /#,8,2' 0<5 #"+BL&" +.)#)+&'
1)&)." 0"22*=

¥ type {above | up-to}DÑD&'1 )E#"2'B,2'5 +.)#)+&' 1)&)." 0"22*=

NOTE
burst '(8,25,&+5 / ?"3&"=, ,+<' hashlimit-rate '(8,#5,&+5 /
?"3&"=/.'<)?"3&"=/8,E"?"3&"= / ,0'2':% /#,8,2'.

F<5 )E#"2'B,2'5 .)<'B,+&/" +),0'2,2'3 2,)?=)0'8) '+1)<>()/"&> .)8"20% connection-rate
{per-second | per-minute}.

NOTE
4"+&#)3." connection-rate  '+1)<>(%,&+5 &)<>.) 0<5 +<,0%@6'= 1#)&).)<)/:
dhcp, dhcpv6, igmp, ldp, ospf, pim, rsvp, ssh, tcp, telnet, udp, vrrp.
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@0%1,0. G"3:0(94" =%$;:0" *" (3*(., (70"*%+,*%- 34(0(3:% /(:(4" 5"**?2NÑN/"4,:?
/0(:(4($" tcp 3 /(0:(1 145 *" %*:,0=,93, twe0/0/4 #>5>: (#0"#":?.":;3- 1"080>:%)":(0(1
3( 34(0(3:;C *, #($,, +,1 100 1,7"#"9: . 3,4>*5> 3( )*"+,*%,1 burst 0".*?1 104915200 #"9:. 6
:,+,*%, 1%*>:? .()1(<*( (:40?:; $%8; 10 tcp-3,33%9. P50,3 (:/0".%:,$- 171.1.2.1 % "50,3
/($>+":,$- 171.1.7.1

control-plane inband interface twentyfivegigabitethernet 0/0/4
Ê allow tcp 145
Ê   peer-list tcp_traffic_banned
Ê     peer userLast
Ê       connection-rate per-minute 10
Ê       destination
Ê         address 171.1.7.1
Ê       exit
Ê       source
Ê         address 171.1.2.1
Ê       exit
Ê     exit
Ê     rate-hashlimit max
Ê       burst 104915200
Ê       hashlimit-value 100
Ê       period second
Ê       unit mbyte
Ê     exit
Ê   exit
Ê exit
exit

$*6)4(FH* G,0K)4(1 Control-plane '* (6'(1/ 14/E/', I,9', <*H/)*
TTL

G#"/'<" Control-plane 1)(/)<5@& 9'<>&#)/"&> +),0'2,2'5 (1".,&*) 2" )+2)/, /#,8,2'
7'(2' 1".,&)/ TTL.

K+&#)3+&/" +,#'' !T '8,@& +<,0%@6', /)(8)72)+&' 9'<>&#":'' 2" )+2)/, TTL:

¥ ttl eq DÑDTTL 1".,&" #"/2) (2"B,2'@

¥ ttl greater DÑDTTL 1".,&" ?)<>$, (2"B,2'5

¥ ttl less DÑDTTL 1".,&" 8,2>$, (2"B,2'5

¥ ttl neq DÑDTTL 1".,&" 2, #"/2) (2"B,2'@

@0%1,0. G"3:0(94" =%$;:0" *" (3*(., .0,1,*% <%)*% /"4,:" TTLNÑN/"4,:? /0(:(4($" tftp *"
.3,2 %*:,0=,93"2 >/0".$,*%- 3 "50,3"1% (:/0".%:,$,9 192.168.1.0/24 #>5>: (:#0"3?.":;3-, ,3$%
*, /(/"5"C: . 5%"/")(* TTL 240-250

control-plane out-of-band interface mgmt all
Ê allow tftp
Ê   peer-list upload
Ê     peer oob_tftp
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Ê       source
Ê         address 192.168.1.0/24
Ê       exit
Ê     exit
Ê     ttl less 250
Ê     ttl greater 240
Ê   exit
Ê exit
exit
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%$A"?Q"D=> % &#?"=&.%R

M*4*E/)47, '*6)4*,1*/E7/ '* ,')/4G/F6*O
A'2&".+'+ .)8"202)3 +&#).' 8"#$#%&'("&)#)/ 5/<5,&+5 9%2.:')2"<>2)-
)#',2&'#)/"22*8. M&) )(2"B",&, B&) 2,1)+#,0+&/,22) 2" '2&,#9,3+"= 2"+&#"'/",&+5
&)<>.) )E#"2'B,22*3 +1'+). 1"#"8,&#)/, 1#' O&)8 1#)&).)<>2*, 2"+&#)3.' (2"1#'8,#,
'2&,#9,3+2*, 2"+&#)3.' 1#)&).)<" OSPF) ("0"@&+5 / )&0,<>2*= 1#)&).)<>2*= ?<)."= CLI.

$* ,')/4G/F6*O H('G,J24,42/)6-:

¥ A&#).)/), )1'+"2', '2&,#9,3+" (0<5 /+,= '2&,#9,3+)/);

¥ 4"(2"B,2', IP-"0#,+)/ (<'?) /.<@B,2', IP unnumbered) ' O.(,81<5#" VRF, . .)&)#)8%
)&2)+'&+5 '2&,#9,3+;

¥ G"#"8,&#* #"?)&* 1#)&).)<" ARP (0<5 /+,= '2&,#9,3+)/, .#)8, <)."<>2)3 1,&<',
&%22,<>2*= ' bvi-'2&,#9,3+)/) ' #,7'8" ARP proxy;

¥ ;.<@B,2', ' )&.<@B,2', )&1#"/.' +))?6,2'3 ICMP unreachable ' ICMP redirect;

¥ G"#"8,&#* 8".+'8"<>2)E) #"(8,#" 1".,&)/DÑDMTU ."2"<>2)E) %#)/25 ' 1#)&).)<>2*,
IP MTU (0<5 9'('B,+.'=, "E#,E'#%@6'= '2&,#9,3+)/ ' +"?'2&,#9,3+)/);

¥ C2&,#/"< 1)0+BL&" +&"&'+&'.' 1) &#"9'.% (0<5 /+,= '2&,#9,3+)/, .#)8, <)."<>2)3
1,&<' ' bvi-'2&,#9,3+)/);

¥ G"#"8,&#* ?"()/*= )E#"2'B'&,<,3 1)<)+* (0<5 /+,= '2&,#9,3+)/, .#)8, <)."<>2)3
1,&<', &%22,<>2*= ' bvi-'2&,#9,3+)/);

¥ 4"(2"B,2', 1)<'&'.' QoS ' .<"++'9'."&)#)/ /=)056,E) &#"9'." (0<5 /+,=
'2&,#9,3+)/, .#)8, <)."<>2)3 1,&<', &%22,<>2*= ' bvi-'2&,#9,3+)/);

¥ U08'2'+&#"&'/2*3 +&"&%+ '2&,#9,3+" (shutdown);

¥ -,7'8* #"?)&* '2&,#9,3+)/DÑD+.)#)+&> ' 0%1<,.+ (0<5 9'('B,+.'= '2&,#9,3+)/);

¥ G"#"8,&#* MicroBFD (&)<>.) 0<5 "E#,E'#%@6'= '2&,#9,3+)/).

?/I,E E*4U42),9*+,, , 4/I,E H(EE2)*+,,
C2&,#9,3+ 8"#$#%&'("&)#" 8)7,& 2"=)0'&>+5 / )02)8 '( 0/%= #,7'8)/DÑD/ #,7'8,
8"#$#%&'(":'' ( layer3 forwarding ) <'?) .)88%&":'' ( layer2 forwarding ).

-,7'8 8"#$#%&'(":'' )(2"B",&, B&) 2" '2&,#9,3+, +.)29'E%#'#)/"2 IPv4/IPv6-"0#,+ '
+./)(2"5 .)88%&":'5 Ethernet-."0#)/ B,#,( 2,E) 2,/)(8)72".

-,7'8 .)88%&":'' )(2"B",&, B&) 2" '2&,#9,3+, 2, /.<@B,2" IP-8"#$#%&'(":'5 ' B,#,(
2,E) 8)7,& )+%6,+&/<5&>+5 +./)(2"5 .)88%&":'5 Ethernet-."0#)/.

C29)#8":'5 ) #,7'8, +)0,#7'&+5 / /*/)0, .)8"20* show interfaces :
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@0%1,0: %*:,0=,93 . 0,<%1, layer3 forwarding

0/ME5100:Router# show interfaces tengigabitethernet 0/0/1.500
Tue Jan 30 21:24:35 2018
Ê tengigabitethernet 0/0/1.500 is up
Ê   Interface index is 62
Ê   Hardware is tengigabitethernet, address is a8:f9:4b:8b:bc:21
Ê   Encapsulation 802.1Q, VLAN tag 500
Ê   Description is not set
Ê   IPv4 address is 200.1.1.151/24
Ê   No IPv6 address assigned
Ê   Interface is bound to VRF default
Ê   Interface is in layer3 forwarding mode
Ê   ARP aging time is 240 minutes
Ê   Interface MTU is 1518
Ê   Interface IP MTU is 1500
Ê   300 seconds input rate is 0 bit/s
Ê   300 seconds output rate is 0 bit/s
Ê   300 seconds input rate is 0 pps
Ê   300 seconds output rate is 0 pps
Ê     9793 packets input, 666441 bytes received
Ê     893 packets output, 63423 bytes sent

IMPORTANT

G) %8)<B"2'@ '2&,#9,3+* %+&#)3+&/" 2"=)05&+5 / #,7'8,
.)88%&":''. -,7'8 8"#$#%&'(":'' /.<@B",&+5 "/&)8"&'B,+.' 1#'
2"(2"B,2'' IPv4/IPv6-"0#,+" 2" '2&,#9,3+,. G)0#)?2,, ) 1#'8,2,2''
#,7'8" .)88%&":'' +8. #"(0,< "L2VPN ' +,#/'+* Ethernet". C2&,#9,3+
/ #,7'8, layer2 forwarding 2, )+%6,+&/<5,& 2'.".)3 1,#,+*<.'
1".,&)/ 0) &,= 1)#, 1)." 2, ?%0,& /.<@B,2 / ?#'07-0)8,2 '<' .#)++-
.)22,.&.

$*6)4(FH* IP-*34/6*+,,, <*4*E/)4(1 ARP,
(<,6*',- ,')/4G/F6* , 4/I,E* ()<4*1H,
6((8W/',F ICMP unreachables/redirects
F<5 8"#$#%&'(":'' IP-&#"9'." B,#,( '2&,#9,3+ &#,?%,&+5 2"(2"B'&> 2" 2,8 IPv4/IPv6
"0#,+ ' 2"(2"B'&> 0<5 '2&,#9,3+" VRF. T+<' VRF 2" '2&,#9,3+, 2, +.)29'E%#'#)/"2, &)
'2&,#9,3+ )&2)+'&+5 . E<)?"<>2)3 &"?<':, 8"#$#%&'(":'' %+&#)3+&/" (Global Routing
Table, GRT).

VRF (Virtual Routing and Forwarding instance) 1#,0+&"/<5,& +)?)3 /'#&%"<>2*3 O.(,81<5#
8"#$#%&'(":'', '<' 1#)+&)3 /'#&%"<>2*3 8"#$#%&'("&)#. H"70*3 VRF '8,,& )&0,<>2*3
2,("/'+'8*3 +1'+). '2&,#9,3+)/, &"?<':% 8"#$#%&'(":'' ' ARP-&"?<':%. N#"9'. 8,70%
'2&,#9,3+"8' #"(2*= VRF 1)<2)+&>@ '()<'#)/"2 0#%E )& 0#%E" ' 8"#$#%&'('#%,&+5
2,("/'+'8).

; +<%B",, ,+<' #"(0,<,2', 1) VRF '+1)<>(%,&+5 / 1#,0,<"= )02)E) 8"#$#%&'("&)#", 8,&)0
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'8,,& 2"(/"2', VRF lite. J#E"2'(":'5 )02)E) VRF 2" 2,+.)<>.'= +/5("22*= %+&#)3+&/"=,
.". 1#"/'<), )?)(2"B",&+5 .". &,=2)<)E'5 L3VPN (Layer3 Virtual Private Network).
C+1)<>()/"2', VRF Lite ' L3VPN )1'+"2) / #"(0,<, "L3VPN" 0"22)E) -%.)/)0+&/".

V)."<>2) 2" '2&,#9,3+"= &".7, 8)72) 2"(2"B'&> 1"#"8,&# ARP timeout. F"22*3 1"#"8,&#
("0",& 8".+'8"<>2), /#,85 7'(2' ARP-("1'+,3 2" %."("22)8 '2&,#9,3+,. ; &,B,2',
/#,8,2' 7'(2' ("1'+,3 8"#$#%&'("&)# 1,#')0'B,+.' 1#)'(/)0'& '= )?2)/<,2', 1%&,8
#"++*<.' ARP-("1#)+)/. ; +<%B",, ,+<' %0"<,22*3 =)+& 2, )&/,B",& 2" ARP ("1#)+* /
&,B,2', %."("22)E) &"38"%&", ("1'+> %0"<5,&+5 '( &"?<':*.

!"#$%&" 26. @(3$,5(.":,$;*(3:; *"3:0(94% IP-"50,3"&%% % VRF *" %*:,0=,93,

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface  type num G,#,=)0 / #,7'8 2"+&#)3.' '2&,#9,3+".

vrf  vrf_name 4"(2"B,2', 2" '2&,#9,3+, O.(,81<5#" VRF.

ipv4 address  ipv4address/prefix 4"(2"B,2', 2" '2&,#9,3+, IPv4-"0#,+" / 9)#8"&, CIDR
("0#,+/0<'2" 1#,9'.+").

arp aging-time  minutes S"0"2', /#,8,2' 7'(2' ARP-("1'+,3 2" '2&,#9,3+,.
G"#"8,&# 5/<5,&+5 )1:')2"<>2*8 ' <'?) 2"+<,0%,&+5
)& E<)?"<>2)3 2"+&#)3.' arp aging-time , <'?)
%+&"2"/<'/",&+5 #"/2*8 (2"B,2'@ 1) %8)<B"2'@DÑD240
8'2%&.

ipv6 address  ipv6address/prefix 4"(2"B,2', 2" '2&,#9,3+, IPv6-"0#,+".

description  descr 4"(2"B,2', 2" '2&,#9,3+, '8,2'-)1'+"2'5. J1'+"2',
+<,0%,& (".<@B"&> / ."/*B.' / +<%B",, ,+<' +&#)."
+)0,#7'& +'8/)<* 1#)?,<".

ipv4 unreachables disable (J1:')2"<>2)) S"1#,&'&> 9)#8'#)/"2', 1".,&)/ ICMP
unreachable 1#' 2,0)+&%12)+&' IPv4-=)+&".

ipv6 unreachables disable (J1:')2"<>2)) S"1#,&'&> 9)#8'#)/"2', 1".,&)/ ICMP
unreachable 1#' 2,0)+&%12)+&' IPv6-=)+&".

ipv4 redirects disable (J1:')2"<>2)) S"1#,& 9)#8'#)/"2'5 %/,0)8<,2'3
=)+&% ) &)8, B&) 2%72*3 ,8% "0#,+ 2"(2"B,2'5 &,1,#>
0)+&%1,2 B,#,( 0#%E)3 $<@( (ICMP redirects).

IMPORTANT: ;/'0% "#='&,.&%#2*= )+)?,22)+&,3
%+&#)3+&/" )&1#"/." ICMP redirect / #50, +<%B",/ 2,
1#)'(/)0'&+5DÑD/ B"+&2)+&', 1#' 8"#$#%&'(":''
1".,&" .)88%&":')22*8 B'1)8 %+&#)3+&/" ?,(
1,#,=/"&" 2" :,2&#"<>2*3 1#):,++)#.
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B(E*'3* $*9'*:/',/

ipv6 redirects disable (J1:')2"<>2)) S"1#,& 9)#8'#)/"2'5 %/,0)8<,2'3
=)+&% ) &)8, B&) 2%72*3 ,8% "0#,+ 2"(2"B,2'5 &,1,#>
0)+&%1,2 B,#,( 0#%E)3 $<@( (ICMP redirects).

IMPORTANT: ;/'0% "#='&,.&%#2*= )+)?,22)+&,3
%+&#)3+&/" )&1#"/." ICMP redirect / #50, +<%B",/ 2,
1#)'(/)0'&+5DÑD/ B"+&2)+&', 1#' 8"#$#%&'(":''
1".,&" .)88%&":')22*8 B'1)8 %+&#)3+&/" ?,(
1,#,=/"&" 2" :,2&#"<>2*3 1#):,++)#.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: *")*"+,*%, "50,3", (/%3"*%- % A4),1/$-0" VRF

0/ME5100:Router# configure
0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router(config-tengigabitethernet)# vrf example_vrf
0/ME5100:Router(config-tengigabitethernet)# ipv4 address 10.0.0.1/24
0/ME5100:Router(config-tengigabitethernet)# ipv6 address 2000::1/64
0/ME5100:Router(config-tengigabitethernet)# arp aging-time 10
0/ME5100:Router(config-tengigabitethernet)# description "Example interface"
0/ME5100:Router(config-tengigabitethernet)# commit

@0%1,0: )"5"*%, 7$(#"$;*(9 4(*=%7>0"&%% ARP-:"91">:":

0/ME5100:Router# configure
0/ME5100:Router(config)# arp aging-time 10
0/ME5100:Router(config)# commit

$*6)4(FH* IP unnumbered
F"22*3 9%2.:')2"< 1)(/)<5,& /.<@B'&> #,7'8 8"#$#%&'(":'' 2" '2&,#9,3+, ?,(
2"(2"B,2'5 ,8% IPv4/IPv6-"0#,+", 1%&,8 ("'8+&/)/"2'5 IPv4/IPv6-"0#,+", %7, 2"+&#),22)E)
2" )02)8 '( '2&,#9,3+)/ 8"#$#%&'("&)#". 4,)?=)0'8) 1)82'&>, B&) unnumbered-
'2&,#9,3+ ("'8+&/%,& +/)3 "0#,+ % ("1%6,22)E) ' #"?)&"@6,E) '2&,#9,3+", 1)O&)8%
#,.)8,20%,&+5 %."(*/"&> / ."B,+&/, '+&)B2'." IPv4/IPv6-"0#,+" Loopback-'2&,#9,3+.

T+<' 2" '2&,#9,3+, '+1)<>(%,&+5 IP unnumbered, &) 2" 2,8 2, 8)E%& ?*&> 2"(2"B,2* "0#,+"
.)8"20"8' "ipv4 address/ipv6 address" .

!"#$%&" 27. @(3$,5(.":,$;*(3:; *"3:0(94% IP unnumbered *" %*:,0=,93,

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface  type num G,#,=)0 / #,7'8 2"+&#)3.' '2&,#9,3+".

vrf  vrf_name 4"(2"B,2', 2" '2&,#9,3+, O.(,81<5#" VRF.
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B(E*'3* $*9'*:/',/

ipv4 unnumbered type num ;.<@B,2', IP unnumbered 2" '2&,#9,3+, ' ("0"2',
'2&,#9,3+"-'+&)B2'." IPv4-"0#,+".

ipv6 unnumbered type num ;.<@B,2', IP unnumbered 2" '2&,#9,3+, ' ("0"2',
'2&,#9,3+"-'+&)B2'." IPv6-"0#,+".

arp aging-time  minutes S"0"2', /#,8,2' 7'(2' ARP-("1'+,3 2" '2&,#9,3+,.
G"#"8,&# 5/<5,&+5 )1:')2"<>2*8 ' <'?) 2"+<,0%,&+5
)& E<)?"<>2)3 2"+&#)3.' arp aging-time , <'?)
%+&"2"/<'/",&+5 #"/2*8 (2"B,2'@ 1) %8)<B"2'@DÑD240
8'2%&.

arp proxy ;.<@B,2', proxy ARP.

description  descr 4"(2"B,2', 2" '2&,#9,3+, '8,2'-)1'+"2'5. J1'+"2',
+<,0%,& (".<@B"&> / ."/*B.' / +<%B",, ,+<' +&#)."
+)0,#7'& +'8/)<* 1#)?,<".

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

G)+<,0)/"&,<>2)+&> 2"+&#)3.' 9%2.:')2"<" IP unnumbered

1. A)(0"&> Loopback-'2&,#9,3+, 2"(2"B'&> 2" 2,8 IPv4/IPv6 "0#,+.

2. A)(0"&> +"?'2&,#9,3+.

3. ;.<@B'&> 2" +"?'2&,#9,3+, ip unnumbered ' %."("&> '2&,#9,3+, IP-"0#,+ .)&)#)E) ?%0,&
'+1)<>()/"&>+5 / ."B,+&/, Source / IP-1".,&"= (<%B$, '+1)<>()/"&> Loopback)

4. G#)1'+"&> +&"&'B,+.'3 8"#$#%& 0) .<',2&+.)E) =)+&", %."("/ / ."B,+&/, $<@("
+)(0"22*3 +"?'2&,#9,3+.

5. T+<' 2%72" +/5(2)+&> 8,70% .<',2&+.'8' =)+&"8', &) 2" +"?'2&,#9,3+"= 2,)?=)0'8)
/.<@B'&> #,7'8 proxy ARP.

@0%1,0:

; VRF "client" 2%72) /*0,<'&> IP-"0#,+" &#,8 .<',2&"8. G,#/*3 .<',2& 0)+&%1,2 B,#,(
'2&,#9,3+ te 0/0/1.101, /&)#)3-B,#,( te 0/0/1.102, &#,&'3-B,#,( te 0/0/1.103. !,70% 1,#/*8 '
&#,&>'8 =)+&)8 0)<72" ?*&> +/5(2)+&>.

E()5",1 Loopback-%*:,0=,93, *")*"+",1 *" *,1 IPv4 "50,3 %) 3,:%, .?5,$,**(9 5$- 4$%,*:34%2
/(54$C+,*%9, *")*"+",1 VRF.

0/ME5100:Router# configure
0/ME5100:Router(config)# interface loopback 100
0/ME5100:Router(config-loopback)# description "office"
0/ME5100:Router(config-loopback)# vrf client
0/ME5100:Router(config-loopback)# ipv4 address 100.1.1.1/24
0/ME5100:Router(config-loopback)# exit
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E()5",1 3"#%*:,0=,93? . :(1 <, VRF, +:( % Loopback, *" /,0.(1 % :0,:;,1 .4$C+",1 proxy
ARP.

0/ME5100:Router(config)#
0/ME5100:Router(config)# interface te 0/0/1.101
0/ME5100:Router(config-tengigabitethernet-sub)# description "office-1"
0/ME5100:Router(config-tengigabitethernet-sub)# encapsulation outer-vid 101
0/ME5100:Router(config-tengigabitethernet-sub)# ipv4 unnumbered loopback 100
0/ME5100:Router(config-tengigabitethernet-sub)# arp proxy
0/ME5100:Router(config-tengigabitethernet-sub)# exit

0/ME5100:Router(config)#
0/ME5100:Router(config)# interface te 0/0/1.102
0/ME5100:Router(config-tengigabitethernet-sub)# description "office-2"
0/ME5100:Router(config-tengigabitethernet-sub)# encapsulation outer-vid 102
0/ME5100:Router(config-tengigabitethernet-sub)# ipv4 unnumbered loopback 100
0/ME5100:Router(config-tengigabitethernet-sub)# exit

0/ME5100:Router(config)#
0/ME5100:Router(config)# interface te 0/0/1.103
0/ME5100:Router(config-tengigabitethernet-sub)# description "office-1"
0/ME5100:Router(config-tengigabitethernet-sub)# encapsulation outer-vid 103
0/ME5100:Router(config-tengigabitethernet-sub)# ipv4 unnumbered loopback 100
0/ME5100:Router(config-tengigabitethernet-sub)# arp proxy
0/ME5100:Router(config-tengigabitethernet-sub)# exit

@0(/%3?.",1 3:":%+,34%, 1"080>:?

0/ME5100:Router(config)#
0/ME5100:Router(config)# router static vrf client
0/ME5100:Router(config-vrf)# address-family ipv4 unicast
0/ME5100:Router(config-unicast)# destination 100.1.1.101/32 0.0.0.0 interface te
0/0/1.101
0/ME5100:Router(config-tengigabitethernet-sub)# exit
0/ME5100:Router(config-unicast)# destination 100.1.1.102/32 0.0.0.0 interface te
0/0/1.102
0/ME5100:Router(config-tengigabitethernet-sub)# exit
0/ME5100:Router(config-unicast)# destination 100.1.1.103/32 0.0.0.0 interface te
0/0/1.103
0/ME5100:Router(config-tengigabitethernet-sub)# exit
0/ME5100:Router(config)# commit
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$*6)4(FH* MTU, 4/I,E(1 G,9,:/6H(J( ,')/4G/F6*
, ,')/41*0* <(36:/)* 6)*),6),H,
MTU (Maximum Transmission Unit)DÑD8".+'8"<>2*3 #"(8,# 1,#,0"/",8*= B,#,( '2&,#9,3+
1".,&)/. -"(8,# MTU )&2)+'&+5 . 0<'2, Ethernet-9#,38" (."0#" ."2"<>2)E) %#)/25) +
%B,&)8 VLAN-&,E)/. 4"1#'8,#, 0<5 IP-1".,&" #"(8,#)8 / 1500 ?"3& ."2"<>2*3 MTU
+)+&"/<5,& 1522 ?"3&" + %B,&)8 /)(8)72)E) 0/)32)E) &,E'#)/"2'5.

K+&"2)/<,22), (2"B,2', MTU /<'5,& 2" 1,#,0"B% /+,= Ethernet-."0#)/, 2,("/'+'8) )& '=
1#)&).)<>2)E) +)0,#7'8)E).

IP MTUDÑD8".+'8"<>2*3 #"(8,# 1,#,0"/",8*= B,#,( '2&,#9,3+ IPv4/IPv6-1".,&)/.
S2"B,2', IP MTU 1#'8,25,&+5 1#' #"?)&, '2&,#9,3+" / #,7'8, 8"#$#%&'(":'' (layer3
forwarding) 0<5 &#"2('&2)E) &#"9'.", " &".7, 0<5 1".,&)/, )&1#"/<5,8*= +"8'8
8"#$#%&'("&)#)8 + 0"22)E) '2&,#9,3+"DÑD2"1#'8,#, +'E2"<>2*8 +))?6,2'58 1#)&).)<)/
8"#$#%&'(":''.

NOTE
G) %8)<B"2'@ 2" '2&,#9,3+"= 8"#$#%&'("&)#" '+1)<>(%,&+5 MTU 1522
?"3&" ' IP MTUDÑD1500 ?"3&.

IMPORTANT

S2"B,2'5 MTU ' IP MTU ("0"@&+5 :,<'.)8 0<5 9'('B,+.)E)
'2&,#9,3+" (<'?) "E#,E'#%@6,E) '2&,#9,3+") ' 2"+<,0%@&+5 /+,8'
,E) +"?'2&,#9,3+"8'. G#' .)29'E%#'#)/"2'' "E#,E'#%@6,E)
'2&,#9,3+" ( bundle-ether ) +<,0%,& ("0"/"&> (2"B,2'5 MTU 2" 2,8, O&'
(2"B,2'5 ?%0%& %2"+<,0)/"2* +)+&"/<5@6'8' ,E) 9'('B,+.'8'
'2&,#9,3+"8'.

H #,7'8"8 9'('B,+.)E) '2&,#9,3+" )&2)+'&+5 +.)#)+&> (speed) ' 0%1<,.+ (duplex). F<5
'2&,#9,3+)/ 40G ' 100G 1)00,#7"2" &,=2)<)E'5 .)##,.:'' )$'?). (Forward Error
Correction Ñ FEC). A1'+). 1)00,#7'/",8*= #,7'8)/ )1#,0,<5,&+5 /)(8)72)+&58'
%+&"2)/<,22)E) / '2&,#9,3+ &#"2+'/,#".

NOTE
G) %8)<B"2'@ '2&,#9,3+* %+&#)3+&/" 2"=)05&+5 / #,7'8, 1)<2)E)
"/&)+)E<"+)/"2'5 (speed auto, duplex auto).

C2&,#/"< 1)0+B,&" +&"&'+&'.' )1#,0,<5,& /#,85, (" .)&)#), ?%0,& %+#,025&>+5 +&"&'+&'."
1,#,0"22*=/)&1#"/<,22*= 1".,&)/ ' ?"3& 1#' /*B'+<,2'' (2"B,2'3 &,.%6,3 ("E#%(.'
'2&,#9,3+".

NOTE
G) %8)<B"2'@ '2&,#/"< 1)0+B,&" +&"&'+&'.' +)+&"/<5,& 300 +,.%20 (5
8'2%&). K8,2>$,2', O&)E) '2&,#/"<" 1)(/)<5,& %/,<'B'&> &)B2)+&>
)1#,0,<,2'5 "8)8,2&"<>2)3" ("E#%(.' '2&,#9,3+".

!"#$%&" 28. M(60/3(1*)/0K'(6)K '*6)4(FH, MTU, 4/I,E* ,')/4G/F6* , ,')/41*0* <(36:/)*
6)*),6),H,
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B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface  type num G,#,=)0 / #,7'8 2"+&#)3.' '2&,#9,3+".

mtu l2_mtu_bytes K+&"2)/." ."2"<>2)E) MTU / ?"3&"=.

ip mtu  ip_mtu_bytes K+&"2)/." IP MTU / ?"3&"=.

speed { 10 | 100 | 1G | 10G | 40G |
100G | auto }

S"0"2', +.)#)+&' 9'('B,+.)E) '2&,#9,3+".

duplex { half | full | auto } S"0"2', 0%1<,.+" 9'('B,+.)E) '2&,#9,3+".

fec  { auto | cl74 | cl91 | off } S"0"2', #,7'8" .)##,.:'' )$'?). (FEC) 0<5
'2&,#9,3+)/ hundredgigabitethernet '
fortygigabitethernet, E0,:
auto  - #,7'8 "/&))1#,0,<,2'5 FEC (0,9)<&2*3 #,7'8
0<5 100G-'2&,#9,3+)/);
cl74  - 1)8,=)%+&)3B'/), .)0'#)/"2', /.<@B,2) 1) cl74
(R-FEC);
cl91  - 1)8,=)%+&)3B'/), .)0'#)/"2', /.<@B,2) 1) cl91
(RS-FEC);
off  - #,7'8 1)8,=)%+&)3B'/)E) .)0'#)/"2'5 )&.<@B,2
(0,9)<&2*3 #,7'8 0<5 40G-'2&,#9,3+)/).

load-interval  seconds K+&"2)/." '2&,#/"<" 1)0+B,&" ("E#%(.' '2&,#9,3+" /
+,.%20"=.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: *"3:0(94" MTU, 0,<%1" %*:,0=,93" % %*:,0."$" /(53+,:" 3:":%3:%4%:

0/ME5100:Router# configure
0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router(config-tengigabitethernet)# mtu 9122
0/ME5100:Router(config-tengigabitethernet)# ip mtu 9100
0/ME5100:Router(config-tengigabitethernet)# speed 1G
0/ME5100:Router(config-tengigabitethernet)# duplex full
0/ME5100:Router(config-tengigabitethernet)# load-interval 30
0/ME5100:Router(config-tengigabitethernet)# commit

$*6)4(FH* 8*9(17O (J4*',:,)/0/F <(0(67
<4(<26H*',- ,')/4G/F6*
F<5 )E#"2'B,2'5 1)<)+* 1#)1%+."2'5 '2&,#9,3+" 0<5 /=)056,E) &#"9'." '+1)<>(%,&+5
.)8"20" rate-limit input , 0<5 '+=)056,E) &#"9'."DÑD shape output . S2"B,2', 1)<)+*
1#)1%+."2'5 ("0",&+5 / .'<)?'&"= / +,.%20%.

G#' ("0"2'' 1)<)+* 2" 9'('B,+.)8 '<' "E#,E'#%@6,8 '2&,#9,3+, 0"22), )E#"2'B,2',
0,3+&/%,& 2" /,+> &#"9'. '2&,#9,3+", /.<@B"5 ,E) +"?'2&,#9,3+*.
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!"#$%&" 29. M(60/3(1*)/0K'(6)K '*6)4(FH, 8*9(17O (J4*',:,)/0/F <(0(67

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface  type num G,#,=)0 / #,7'8 2"+&#)3.' '2&,#9,3+".

rate-limit input  input_rate_kbps K+&"2)/." )E#"2'B,2'5 1)<)+* 0<5 /=)056,E) &#"9'.",
/ .'<)?'&"= / +,.%20%.

shape output  output_rate_kbps K+&"2)/." )E#"2'B,2'5 1)<)+* 0<5 '+=)056,E)
&#"9'.", / .'<)?'&"= / +,.%20%.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: *"3:0(94" (70"*%+%:,$,9 /($(3? 5$- .2(5-I,7( % %32(5-I,7( :0"=%4":

0/ME5100:Router# configure
0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router(config-tengigabitethernet)# shape output 30000
0/ME5100:Router(config-tengigabitethernet)# rate-limit input 30000
0/ME5100:Router(config-tengigabitethernet)# commit

$*9'*:/',/ QoS-<(0,),H , H0*66,G,H*)(4(1
)4*G,H* '* ,')/4G/F6/
F<5 #"?)&* +'+&,8* )?,+1,B,2'5 ."B,+&/" )?+<%7'/"2'5 (QoS, Quality of Service) &#,?%,&+5
2"(2"B,2', .<"++'9'."&)#)/ &#"9'." 2" '2&,#9,3+,. F"22*, .<"++'9'."&)#* 1)(/)<5@&
)1#,0,<'&> 1#'2"0<,72)+&> /+,E) /=)056,E) / '2&,#9,3+ &#"9'." . +.)29'E%#'#)/"22*8
2" %+&#)3+&/, .<"++"8. 4"(2"B,22"5 2" /=)0, .<"++'9'.":'5 ?%0,& '+1)<>()/"&>+5 1#'
)?#"?)&., QoS-1)<'&'."8' 2" /*=)0, '( '2&,#9,3+)/ 8"#$#%&'("&)#".

N".'8 )?#"()8, 0<5 )?#"?)&.' &#"9'." +)E<"+2) 1)<'&'. QoS &#,?%,&+5 2"(2"B,2',
.<"++'9'."&)#)/ 2" /=)0, / '2&,#9,3+* ( tc-map ) ' 2"(2"B,2', 1)<'&'. QoS 2" /*=)0, '(
'2&,#9,3+)/ ( service-policy ).

!"#$%&" 30. M(60/3(1*)/0K'(6)K '*9'*:/',- H0*66,G,H*)(4(1 )4*G,H* , <(0,),H QoS

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface  type num G,#,=)0 / #,7'8 2"+&#)3.' '2&,#9,3+".

tc-map input  tcmap_index K+&"2)/." .<"++'9'."&)#" /=)056,E) / '2&,#9,3+
&#"9'.". tcmap_index DÑD2)8,# 1#,0/"#'&,<>2)
+.)29'E%#'#)/"22)E) .<"++'9'."&)#".

service-policy output
servicepolicy_name

K+&"2)/." 1)<'&'.' QoS 0<5 '+=)056,E) '( '2&,#9,3+"
&#"9'.". servicepolicy_name DÑD'85 1#,0/"#'&,<>2)
+.)29'E%#'#)/"22)3 1)<'&'.' QoS.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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@0%1,0: *")*"+,*%, 4$"33%=%4":(0" :0"=%4" % /($%:%4% QoS:

0/ME5100:Router# configure
0/ME5100:Router(config)# interface tengigabitethernet 0/0/2.300
0/ME5100:Router(config-tengigabitethernet)# tc-map input 3
0/ME5100:Router(config-tengigabitethernet)# service-policy output VPN_30Mbit
0/ME5100:Router(config-tengigabitethernet)# commit

P)<,, 1)0#)?2) )1'+"2', #"?)&* 1)0+'+&,8* QoS +8. / +))&/,&+&/%@6,3 E<"/, 0"22)E)
-%.)/)0+&/".

%6<(0K9(1*',/ *J4/J,42LW,O ,')/4G/F6(1
UE#,E'#%@6', '2&,#9,3+* (E#%11* "E#,E":'' ."2"<)/, '<' '2&,#9,3+* bundle-ether )
1#,0+&"/<5@& +)?)3 <)E'B,+.', '2&,#9,3+*, ."70*3 '( .)&)#*= +)+&)'& '( 2,+.)<>.'=
9'('B,+.'=. G)<)+" 1#)1%+."2'5 "E#,E'#%@6,E) '2&,#9,3+" #"/2" +%88, 1#)1%+.2*=
+1)+)?2)+&,3 +)+&"/<5@6'= ,E) 9'('B,+.'= 1)#&)/ + %B,&)8 ?"<"2+'#)/.' 1) O&'8 1)#&"8.

G#' '+1)<>()/"2'' "E#,E'#%@6'= '2&,#9,3+)/ +<,0%,& %0,<5&> )+)?), /2'8"2', /)1#)+%
?"<"2+'#)/.' &#"9'." ' .)2&#)<5 ("E#%(.' +)+&"/<5@6'= '2&,#9,3+)/DÑD&)<>.) 1#'
0)+&"&)B2) #"/2)8,#2)3 ?"<"2+'#)/., &#"9'." 1) +)+&"/2*8 1)#&"8 8)72) 1)<%B'&>
8".+'8"<>2) /)(8)72%@ 1#)1%+.2%@ +1)+)?2)+&>. ;)(2'.2)/,2', 7, 1,#,E#%(.' 2" )02)8
'<' 2,+.)<>.'= '2&,#9,3+"=-%B"+&2'."= "E#,E'#%@6,E) +),0'2,2'5 1#'/,0,& . 1)&,#58
&#"9'.", =)&5 )?6"5 ("E#%(." "E#,E'#%@6,E) '2&,#9,3+" 8)7,& 1#' O&)8 2, 0)+&'E"&>
8".+'8%8".

R#%11* "E#,E":'' &".7, 8)72) 1#'8,25&> + :,<>@ )#E"2'(":'' #,(,#/'#)/"2'5
."2"<)/DÑD1#' )&."(, )02)E) '( '2&,#9,3+)/-%B"+&2'.)/ (2"1#'8,#, 9'('B,+.)8 )?#*/,
+),0'2,2'5) &#"9'. "/&)8"&'B,+.' 1,#,#"+1#,0,<5,&+5 2" )+&"/$',+5 ".&'/2*, 1)#&*.

F<5 +)(0"2'5 "E#,E'#%@6'= '2&,#9,3+)/ 8)72) 1#'8,25&> 0/" 1)0=)0"DÑD+)(0"2',
+&"&'B,+.'= "E#,E":'3 <'?) "E#,E":'3 + '+1)<>()/"2',8 1#)&).)<" LACP (Link Aggregation
Control Protocol).

G#' )#E"2'(":'' '2&,#9,3+)/ + '+1)<>()/"2',8 LACP #"?)&)+1)+)?2)+&> +)+&"/<5@6'=
+),0'2,2'3 .)2&#)<'#%,&+5 +'E2"<>2*8' +#,0+&/"8' 0"22)E) 1#)&).)<". UE#,E'#%@6',
'2&,#9,3+* + 1#)&).)<)8 LACP #,.)8,20%,&+5 1#'8,25&> / ?)<>$'2+&/, +<%B",/, &". .".
1#)&).)<>2*, 8,="2'(8* .)2&#)<5 :,<)+&2)+&' +),0'2,2'5 E"#"2&'#%@& )?2"#%7,2',
)?#*/)/ 0"7, / &,= +<%B"5=, .)E0" 9'('B,+.', '2&,#9,3+* 1#)0)<7"@& )+&"/"&>+5 /
".&'/2)8 +)+&)52''.

4"1#'8,#, 1#' )#E"2'(":'' +&*." 8,70% 0/%85 8"#$#%&'("&)#"8' &#"2+1)#&)8 8,70%
2'8' 8)7,& +<%7'&> ."."5-<'?) 1,#/'B2"5 +,&>, .)&)#"5 2, )&.<@B'& .)2,B2*, 1)#&*
&#".&" 1#' ,E) )?#*/,. P,( '+1)<>()/"2'5 +'E2"<'(":'' LACP / 0"22)8 +<%B",
8"#$#%&'("&)#* 1#)0)<7"& )&+*<"&> B"+&> &#"9'." / 2,'+1#"/2*3 <'2., B&) 1#'/,0,& .
1)&,#, O&)E) &#"9'.".

A&"&'B,+.', E#%11* "E#,E":'' #,.)8,20%,&+5 1#'8,25&> &)<>.) 1#' 2,)?=)0'8)+&' ' /
+<%B"5=, ,+<' +),0'25,8*, %+&#)3+&/" +),0'2,2* "+1'2" . +1'2,", &) ,+&> 1#58*8'
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Ethernet-+),0'2,2'58' ?,( %B"+&'5 .".)E)-<'?) 0)1)<2'&,<>2)E) &#"2+1)#&". J02".) 0"7,
/ &".)8 +<%B", /)(8)72" +'&%":'5, .)E0" 2,'+1#"/2)+&> <'2'' ("&#)2,& &)<>.) )02)
2"1#"/<,2', 1,#,0"B' &#"9'.", ' &)E0" )02) '( %+&#)3+&/ 2, +8)7,& )?2"#%7'&> )&."( '
1#)0)<7'& )&+*<"&> &#"9'. / 2,#"?)&)+1)+)?2*3 '2&,#9,3+.

G#' )?I,0'2,2'' %+&#)3+&/ "E#,E'#%@6'8' '2&,#9,3+"8' +<,0%,& '+1)<>()/"&>
)0'2".)/*3 #,7'8 #"?)&* (+&"&'B,+.'3 <'?) LACP) + )?,'= +&)#)2 +),0'2,2'5.

F<5 ."70)E) "E#,E'#%@6,E) '2&,#9,3+" 8)72) /*?#"&> 8,&)0 ?"<"2+'#)/.' &#"9'." 1)
+)+&"/<5@6'8 1)#&"8DÑD"hash" '<' "round-robin". !,&)0 ?"<"2+'#)/.' "hash" )(2"B",&, B&)
."70*3 )&1#"/<5,8*3 1".,& ?%0,& )&1#"/<5&>+5 / )0'2 '( +)+&"/<5@6'= <'2.)/ 2"
)+2)/"2'' =O$-9%2.:'' )& ("E)<)/.)/ O&)E) 1".,&". F"22*3 8,&)0 1)(/)<5,& 2"1#"/'&>
/+, 1".,&* ."70)E) )&0,<>2) /(5&)E) 1)&)." &#"9'." (2"1#'8,#, &#"9'." 8,70% 0/%85
)1#,0,<,22*8 %(<"8') / )0'2 ' &)& 7, '2&,#9,3+-%B"+&2'. "E#,E":''. !,&)0 "round-robin"
)&1#"/<5,& ."70*3 1)+<,0%@6'3 1".,& / +<,0%@6'3 1) )B,#,0' +)+&"/<5@6'3 <'2. (&.2.
1)1".,&2"5 ?"<"2+'#)/."), 2,/('#"5 2" ,E) 1#'2"0<,72)+&> . .".)8%-<'?) 1)&).%.

!,&)0 "round-robin" 1)(/)<5,& 8".+'8"<>2) #"/2)8,#2) #"+1#,0,<'&> &#"9'. 1)
%B"+&2'."8 "E#,E'#%@6,E) <'2.", )02".), ,E) 1)?)B2*8 O99,.&)8 8)7,& 5/<5&>+5
1,#,%1)#50)B'/"2', 1".,&)/ /2%&#' 1)&).)/ &#"9'."DÑD/ +<%B",, ,+<' +)+&"/<5@6',
+),0'2,2'5 /2)+5& #"(2%@ ("0,#7.%. ; ?)<>$'2+&/, 1#'8,2,2'3 #,.)8,20%,&+5
'+1)<>()/"&> 8,&)0 ?"<"2+'#)/.' "hash", 1#,0/"#'&,<>2) +.)29'E%#'#)/"/ 2" %+&#)3+&/,
8,&)0 %B,&" 1)<,3 0<5 /*B'+<,2'5 =O$-9%2.:'' (.)8"20" load-balancing hash-fields
E<)?"<>2)E) #,7'8" .)29'E%#":'').

A*H,E (84*9(E, '* E*4U42),9*)(4*O ME E(I'( ,6<(0K9(1*)K 60/32LW,/ 1(9E(I'(6),
'*6)4(FH, *J4/J*+,, H*'*0(1:

1. A)(0"/"&> "E#,E'#)/"22*, '2&,#9,3+*, /.<@B"5 / 2'= 9'('B,+.', 1)#&*;

2. K+&"2"/<'/"&> 8,&)0 #"?)&* "E#,E'#%@6,E) '2&,#9,3+"DÑD+&"&'B,+.'3 <'?) +
'+1)<>()/"2',8 LACP;

3. ;*?'#"&> #,7'8 #"?)&* LACPDÑD"slow" '<' "fast";

4. S"0"/"&> #,7'8 ?"<"2+'#)/.' &#"9'." / "E#,E'#%@6,8 '2&,#9,3+,DÑD"hash" '<'
"round-robin";

5. 4"+&#"'/"&> 8".+'8"<>2), ' 8'2'8"<>2), .)<'B,+&/) ".&'/2*= %B"+&2'.)/ /
"E#,E'#%@6,8 '2&,#9,3+,;

6. ;.<@B"&> ' 2"+&#"'/"&> 2" "E#,E'#%@6,8 '2&,#9,3+, 0)1)<2'&,<>2*3 8,&)0 ?*+&#)E)
0,&,.&'#)/"2'5 )?#*/" <'2."DÑD1#)&).)< MicroBFD.

!"#$%&" 31. M(60/3(1*)/0K'(6)K 6(93*',- , '*6)4(FH, *J4/J,42LW/J( ,')/4G/F6*

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

lacp interface tengigabitethernet
num

F)?"/<,2', 9'('B,+.)E) <'2." / "E#,E'#)/"22*3
'2&,#9,3+ ' 1,#,=)0 / #,7'8 2"+&#)3.' ,E)
1"#"8,&#)/ "E#,E":''.
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B(E*'3* $*9'*:/',/

bundle id  bundle_id G#'/5(." 9'('B,+.)E) '2&,#9,3+" . %."("22)8% 2)8,#%
"E#,E'#)/"22)E) '2&,#9,3+" +'+&,8*.

bundle mode { active | passive |
off }

K."("2', #,7'8" #"?)&* "E#,E":''DÑDLACP active, LACP
passive <'?) +&"&'B,+."5 "E#,E":'5. ;"72) %."(*/"&>
)0'2".)/*3 #,7'8 #"?)&* 0<5 /+,= %B"+&2'.)/ )02)E)
' &)E) 7, "E#,E'#)/"22)E) '2&,#9,3+".

timeout { short | long } (J1:')2"<>2)) ;*?)# #,7'8" #"?)&* LACPDÑD"slow"
(long ) '<' "fast" ( short ).

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''. F"<,,
8)72) 1)/&)#'&> 1,#,B'+<,22*, $"E', 0)?"/'/
&#,?%,8*, '2&,#9,3+* / +)+&"/ "E#,E'#)/"22)E)
+),0'2,2'5.

lacp interface bundle-ether
bundle_id

A)(0"2', /+1)8)E"&,<>2)E) O<,8,2&"DÑD?<)."
2"+&#)3.' 1"#"8,&#)/ "E#,E":'' '2&,#9,3+" bundle-
ether  ' 1,#,=)0 / #,7'8 2"+&#)3.' O&'= 1"#"8,&#)/.
H)8"20" 5/<5,&+5 )?5("&,<>2)3.

active-links max  max_links (J1:')2"<>2)) K."("2', 8".+'8"<>2) /)(8)72)E)
.)<'B,+&/" ".&'/2*= %B"+&2'.)/ "E#,E'#)/"22)E)
'2&,#9,3+". G#' 2"<'B'' ?)<>$,E) .)<'B,+&/"
%B"+&2'.)/ )2' ?%0%& 1,#,/)0'&>+5 / 2,".&'/2),
+)+&)52',.

active-links min  min_links (J1:')2"<>2)) K."("2', 8'2'8"<>2) &#,?%,8)E)
.)<'B,+&/" ".&'/2*= %B"+&2'.)/ "E#,E'#)/"22)E)
'2&,#9,3+". ; +<%B",, ,+<' .)<'B,+&/) ".&'/2*=
%B"+&2'.)/ )1%+&'&+5 2'7, 0"22)E) (2"B,2'5,
"E#,E'#)/"22*3 '2&,#9,3+ ?%0,& 1#'2%0'&,<>2)
0,".&'/'#)/"2.

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface bundle-ether  bundle_id A)(0"2', / +'+&,8, "E#,E'#)/"22)E) '2&,#9,3+" '
1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

ipv4 address  ipv4address/prefix (J1:')2"<>2)) S"0"2', IPv4-"0#,+" 2" '2&,#9,3+,.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

NOTE
4"(2"B"&> 9'('B,+.', '2&,#9,3+* / E#%11% "E#,E":'' ."2"<)/ 8)72) <'?)
1)+<,, <'?) )02)/#,8,22) + +)(0"2',8 / +'+&,8, +))&/,&+&/%@6,E)
'2&,#9,3+" bundle-ether .

IMPORTANT

G) %8)<B"2'@ #,7'8 ?"<"2+'#)/.' "E#,E'#)/"22)E)
'2&,#9,3+"DÑD"hash". F<5 )?,+1,B,2'5 &#,?%,8)3 ?"<"2+'#)/.'
2,)?=)0'8) /)+1)<>()/"&>+5 .)8"20)3 " load-balancing hash-fields "
E<)?"<>2)E) #,7'8" .)29'E%#":''.

70



G)<%B,22*3 "E#,E'#)/"22*3 '2&,#9,3+ 8)72) '+1)<>()/"&> / +'+&,8, 2"#"/2, +
)?*B2*8' 9'('B,+.'8' 1)#&"8'.

@0%1,0: 4(*=%7>0"&%- "70,7%0(."**(7( %*:,0=,93", 3(3:(-I,7( %) 5.>2 =%)%+,34%2:

load-balancing hash-fields mac-src
load-balancing hash-fields mac-dst
load-balancing hash-fields ip-src
load-balancing hash-fields ip-dst

lacp interface tengigabitethernet 0/0/8
Ê bundle id 1
Ê bundle mode active
exit
lacp interface tengigabitethernet 0/0/9
Ê bundle id 1
Ê bundle mode active
exit
lacp interface bundle-ether 1
Ê active-links min 2
exit

interface bundle-ether 1
Ê bfd address-family ipv4 local-address 11.11.11.1
Ê bfd address-family ipv4 neighbor 11.11.11.2
Ê bfd multiplier 5
Ê ipv4 address 11.11.11.1/24
exit

%6<(0K9(1*',/ 6*8,')/4G/F6(1
A"?'2&,#9,3+* (subinterfaces) 1#,0+&"/<5@& +)?)3 <)E'B,+.', '2&,#9,3+*, 5/<5@6',+5
1)&)8."8' 9'('B,+.)E) '2&,#9,3+" (<'?) E#%11* "E#,E":'' ."2"<)/) ' #"?)&"@6', +
&,E'#)/"22*8 Ethernet-&#"9'.)8.

4"1#'8,#, 2" )02)8 9'('B,+.)8 '2&,#9,3+, 8)72) +)(0"&> &#' <)E'B,+.'=
+"?'2&,#9,3+", 1,#/*3 '( .)&)#*= #"?)&",& &)<>.) + &#"9'.)8 + '2."1+%<5:',3 802.1q '
1)8,B,22*8 &,E)8 100, /&)#)3 - + &,E)8 300 ' &#,&'3 - + &,E)8 400. G)0 #"?)&)3 + &#"9'.)8 /
0"22)8 +<%B", 1)0#"(%8,/",&+5 1#',8 +))&/,&+&/%@6,E) &,E'#)/"22)E) &#"9'." '
1,#,0"B" &#"9'." + +))&/,&+&/%@6'8' &,E"8'. ;+,E) 2" )02)8 9'('B,+.)8 '2&,#9,3+,
8)72) +)(0"&> 0) 4000 +"?'2&,#9,3+)/. !".+'8"<>2), .)<'B,+&/) +"?'2&,#9,3+)/ /
+'+&,8, ("/'+'& )& 8)0,<' 8"#$#%&'("&)#" ' %."("2) / +))&/,&+&/%@6,8 &,=2'B,+.)8
)1'+"2''.

NOTE

C0,2&'9'."&)# +"?'2&,#9,3+" (%."(*/",&+5 B,#,( &)B.% 1)+<, 2)8,#"
#)0'&,<>+.)E) '2&,#9,3+")DÑDB'+<), %2'."<>2), / 1#,0,<"= #)0'&,<>+.)E)
'2&,#9,3+". C0,2&'9'."&)# 1#' O&)8 8)7,& ?*&> 1#)'(/)<>2*8 ' 2,
)?5("2 +))&/,&+&/)/"&> &,E"8, ("0"22*8 0<5 '2."1+%<5:''. N,8 2, 8,2,,,
0<5 %0)?+&/" #,.)8,20%,&+5 '+1)<>()/"&> .".%@-<'?) +'+&,8% +))&/,&+&/'5
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8,70% '0,2&'9'."&)#"8 ' '+1)<>(%,8*8' &,E"8'.

; ."B,+&/, .<"++'9'."&)#" 0<5 '2."1+%<5:'' 8)7,& '+1)<>()/"&>+5 )0'2 '<' 0/" &,E".

H<"++'9'."&)# '2."1+%<5:'' ("0",&+5 2" +"?'2&,#9,3+, .)8"20)3 encapsulation .

IMPORTANT

F) /,#+'' GJ 2.0.1 /.<@B'&,<>2) / ."B,+&/, VLAN-&,E)/
#"+1)(2"/"<'+> &)<>.) &,E' + TPID 0x8100. 4"B'2"5 + /,#+'' 2.2.0, 2"
."70)8 '( 9'('B,+.'= '2&,#9,3+)/ 8)72) %."("&> TPID 0<5 /2,$2'=
' /2%&#,22'= &,E)/ 1#' 1)8)6' .)8"20* "encapsulation-map outer-
type { 8100 | 88a8 | 9100 } [ inner-type { 8100 | 88a8 | 9100 } ]" . F"22"5
2"+&#)3." ?%0,& 1#'8,25&>+5 0<5 16/O  +"?'2&,#9,3+)/
+))&/,&+&/%@6,E) 9'('B,+.)E) '2&,#9,3+". G) %8)<B"2'@
1#'8,25,&+5 TPID 0x8100/0x8100.

A"?'2&,#9,3+* 8)E%& 1)<2):,22) '+1)<>()/"&>+5 / +'+&,8, 2"#"/2, + 9'('B,+.'8' '
+<%7'&> .". 0<5 Layer3-8"#$#%&'(":'', &". ' 0<5 Layer2-.)88%&":''.

=*8,')/4G/F67 1 4/I,E/ L3-E*4U42),9*+,,

A"?'2&,#9,3+, .". ' )?*B2*3 9'('B,+.'3 '2&,#9,3+, 8)7,& #"?)&"&> / #,7'8, layer3
forwarding 1#' 2"(2"B,2'' 2" 2,E) IPv4/IPv6-"0#,+)/.

G#' 1)<%B,2'' Ethernet-."0#" / L3-+"?'2&,#9,3+ /+, ("E)<)/.' /&)#)E) %#)/25, /.<@B"5
VLAN-&,E', )&?#"+*/"@&+5, ' /<)7,22*3 IP-1".,& 8"#$#%&'('#%,&+5 +)E<"+2) &"?<':
8"#$#%&'(":''.

G#' 1,#,0"B, IP-1".,&" '( L3-+"?'2&,#9,3+" 1".,& '."1+%<'#%,&+5 / Ethernet-."0# +
"/&)8"&'B,+.'8 0)?"/<,2',8 &,= VLAN-&,E)/, .)&)#*, ("0"2* 2" +"?'2&,#9,3+, / ."B,+&/,
.<"++'9'."&)#" '2."1+%<5:''.

!"#$%&" 32. M(60/3(1*)/0K'(6)K 6(93*',- , '*6)4(FH, L3-6*8,')/4G/F6*

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface { tengigabitethernet |
bundle-ether }  num.subif_id

A)(0"2', +"?'2&,#9,3+" ' 1,#,=)0 / #,7'8 2"+&#)3.'
,E) 1"#"8,&#)/.

encapsulation outer-vid  outer-vid
[inner-vid  inner-vid  ]

S"0"2', .<"++'9'."&)#"DÑD'2."1+%<5:'' &#"9'." 2"
+"?'2&,#9,3+,.
outer-vid DÑD(2"B,2', /2,$2,E) VLAN-&,E".
inner-vid DÑD(2"B,2', /2%&#,22,E) VLAN-&,E".

ipv4 address  ipv4address/prefix (J1:')2"<>2)) S"0"2', IPv4-"0#,+" 2" '2&,#9,3+,.

ipv6 address  ipv6address/prefix (J1:')2"<>2)) S"0"2', IPv6-"0#,+" 2" '2&,#9,3+,.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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@0%1,0 L3-3"#%*:,0=,93" 3 (5%*"0*?1 VLAN-:,7%0(."*%,1

interface tengigabitethernet 0/0/1.4036
Ê vrf example_vrf
Ê ipv4 address 10.10.36.1/24
Ê encapsulation outer-vid 4036
exit

@0%1,0 L3-3"#%*:,0=,93" 3 5.(9*?1 VLAN-:,7%0(."*%,1

interface tengigabitethernet 0/0/1.40000100
Ê vrf example_vrf
Ê ipv4 address 192.0.2.0/31
Ê encapsulation outer-vid 4000 inner-vid 100
exit

NOTE 4" L3-+"?'2&,#9,3+"= 'E2)#'#%,&+5 .)8"20" rewrite ingress/egress tag .

=*8,')/4G/F67 1 4/I,E/ L2-H(EE2)*+,,

A"?'2&,#9,3+ &".7, 8)7,& #"?)&"&> / #,7'8, layer2 forwarding, /.<@B"&>+5 / +,#/'+*
L2VPN (?#'07-0)8,2* '<' .#)++-.)22,.&*) ' +<%7'&> 0<5 +./)(2)3 .)88%&":'' Ethernet-
."0#)/.

G#' #"?)&, / #,7'8, L2-.)88%&":'' ,+&> /"72), )&<'B',DÑD1#' 1,#,0"B, ."0#)/ B,#,(
+"?'2&,#9,3+ 8"#$#%&'("&)# '/ <4(,91(3,)  2'.".)3 8)0'9'.":'' VLAN-&,E)/. N".'8
)?#"()8, ,+<' &#,?%,&+5 + 1#'2'8",8*= ."0#)/ +25&> &,E', 2"(2"B'&> 2" 2'=
0)1)<2'&,<>2*, &,E' <'?) '(8,2'&> &,E',DÑD&) 2,)?=)0'8) ("0"&> &#,?%,8), 0,3+&/', 1#'
1)8)6' 0)1)<2'&,<>2)3 .)8"20* rewrite ingress/egress tag .

A,8,3+&/) .)8"20 rewrite ingress/egress tag  1)(/)<5,& /*1)<2'&> + &,E"8' +<,0%@6',
0,3+&/'5:

¥ push DÑD0)?"/'&> / Ethernet-."0# )0'2 '<' 0/" VLAN-&,E" + ("0"22*8 VLAN ID;

¥ pop DÑD+25&> + ."0#" )0'2 '<' 0/" VLAN-&,E";

¥ replace DÑD("8,2'&> /2,$2'3 &,E 2" ("0"22*3 VLAN ID ' ()1:')2"<>2)) ("8,2'&> &".7,
/2%&#,22'3 &,E / ."0#,;

¥ exchange DÑD1)8,25&> 8,+&"8' /2,$2'3 ' /2%&#,22'3 &,E'.

NOTE
4" )02)8 +"?'2&,#9,3+, 8)72) ("0"&> &)<>.) )02) 1#"/'<) ' rewrite ingress
tag ' ' )02) 1#"/'<) ' rewrite egress tag '.

!"#$%&" 33. @(3$,5(.":,$;*(3:; 3()5"*%- % *"3:0(94% L2-3"#%*:,0=,93"

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.
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B(E*'3* $*9'*:/',/

interface { tengigabitethernet |
bundle-ether }  num.subif_id

A)(0"2', +"?'2&,#9,3+" ' 1,#,=)0 / #,7'8 2"+&#)3.'
,E) 1"#"8,&#)/.

encapsulation outer-vid  outer-vid
[inner-vid  inner-vid  ]

S"0"2', .<"++'9'."&)#"DÑD'2."1+%<5:'' &#"9'." 2"
+"?'2&,#9,3+,.
outer-vid DÑD(2"B,2', /2,$2,E) VLAN-&,E".
inner-vid DÑD(2"B,2', /2%&#,22,E) VLAN-&,E".

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 34. G"3:0(94" /0".%$ ' rewrite egress tag ' *" L2-3"#%*:,0=,93,

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface { tengigabitethernet |
bundle-ether }  num.subif_id

A)(0"2', +"?'2&,#9,3+" ' 1,#,=)0 / #,7'8 2"+&#)3.'
,E) 1"#"8,&#)/.

rewrite egress tag pop {one | two} A25&> )0'2 '<' 0/" &,E" + 1,#,0"/",8)E) Ethernet-."0#".

rewrite egress tag push outer-vid
outer-vid  [inner-vid  inner-vid  ]

F)?"/'&> )0'2 '<' 0/" &,E" 2" 1,#,0"/",8*3 Ethernet-
."0#.

rewrite egress tag replace outer-
vid  outer-vid  [inner-vid  inner-vid  ]

S"8,2'&> )0'2 (/,#=2'3) '<' 0/" &,E" 2" 1,#,0"/",8)8
Ethernet-."0#,.

rewrite 5gress tag exchange G)8,25&> 8,+&"8' /2,$2'3 ' /2%&#,22'3 &,E' 2"
1,#,0"/",8)8 Ethernet-."0#,.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 35. G"3:0(94" /0".%$ ' rewrite ingress tag ' *" L2-3"#%*:,0=,93,

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

interface { tengigabitethernet |
bundle-ether }  num.subif_id

A)(0"2', +"?'2&,#9,3+" ' 1,#,=)0 / #,7'8 2"+&#)3.'
,E) 1"#"8,&#)/.

rewrite ingress tag pop {one |
two}

A25&> )0'2 '<' 0/" &,E" + 1#'25&)E) Ethernet-."0#".

rewrite ingress tag push outer-vid
outer-vid  [inner-vid  inner-vid  ]

F)?"/'&> )0'2 '<' 0/" &,E" 2" 1#'25&*3 Ethernet-."0#.

rewrite inress tag replace outer-
vid  outer-vid  [inner-vid  inner-vid  ]

S"8,2'&> )0'2 (/,#=2'3) '<' 0/" &,E" 2" 1#'25&)8
Ethernet-."0#,.

rewrite ingress tag exchange G)8,25&> 8,+&"8' /2,$2'3 ' /2%&#,22'3 &,E' 2"
1#'25&)8 Ethernet-."0#,.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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5),0,9*+,- 6*8,')/4G/F6(1

H". 2" 9'('B,+.'= ' "E#,E'#%@6'= '2&,#9,3+"=, 2" +"?'2&,#9,3+"= /,0,&+5 +&"&'+&'."
1,#,0"22*= ' 1#'25&*= 1".,&)/. N".7, '8,,&+5 /)(8)72)+&> 1)0+B,&" &,.%6,3 ("E#%(.'
'2&,#9,3+" / ?'&"= / +,.%20%. G)0+B,& ("E#%(.' 0<5 +"?'2&,#9,3+)/ /.<@B",&+5
E<)?"<>2)3 .)8"20)3 system subint-utilization .

!"#$%&" 36. 64$C+,*%, /(53+,:" )"70>)4% 3"#%*:,0=,93(.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

[no] system subint-utilization ;.<@B,2', 1)0+B,&" ("E#%(.' 0<5 /+,= +"?'2&,#9,3+)/
+'+&,8*. J&#':"&,<>2"5 9)#8" .)8"20* )&.<@B",&
1)0+B,&. G) %8)<B"2'@ 1)0+B,& ("E#%(.' 2"
+"?'2&,#9,3+"= /*.<@B,2.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

B(E*'37 3,*J'(6),H, ,')/4G/F6(1
4'7, 1,#,B'+<,2* show-.)8"20*, 1)+#,0+&/)8 .)&)#*= 8)72) 1)<%B'&> #"(<'B2%@
0'"E2)+&'B,+.%@ '29)#8":'@ )? '2&,#9,3+"= +'+&,8*.

show interfaces

H)8"20", 1#' %."("2'' '8,2' ' 2)8,#" '2&,#9,3+", /*/)0'& 0,&"<'('#)/"22%@
'29)#8":'@ ) +)+&)52'' '2&,#9,3+" ' +&"&'+&'.% '2&,#9,3+". P,( %."("2'5 .)2.#,&2)E)
'2&,#9,3+" /*/)0'&+5 '29)#8":'5 1) /+,8 '2&,#9,3+"8 +'+&,8*.

@0%1,0: show interfaces

0/ME5100:Router# show interfaces tengigabitethernet 0/0/5
Tue Feb  6 20:45:47 2018
Ê tengigabitethernet 0/0/5 is up
Ê   Interface index is 6
Ê   Hardware is tengigabitethernet, address is a8:f9:4b:8b:bb:25
Ê   Link is up for 9 hours, 1 minutes, 46 seconds
Ê   Description: to AR1(1.1.1.1) te 0/0/5
Ê   IPv4 address is 100.100.12.1/31
Ê   No IPv6 address assigned
Ê   Interface is bound to VRF default
Ê   Interface is in layer3 forwarding mode
Ê   ARP aging time is 240 minutes
Ê   Interface MTU is 9192
Ê   Interface IP MTU is 1500
Ê   Full, 10G, link type is auto, media type is 10G-Fiber
Ê   Flow control is rx
Ê   300 seconds input rate is 6120 bit/s
Ê   300 seconds output rate is 6200 bit/s
Ê   300 seconds input unicast rate is 10 pps
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Ê   300 seconds output unicast rate is 10 pps
Ê   300 seconds input multicast rate is 0 pps
Ê   300 seconds output multicast rate is 0 pps
Ê   300 seconds input broadcast rate is 0 pps
Ê   300 seconds output broadcast rate is 0 pps
Ê     346192 packets input, 24913496 bytes received
Ê     6 broadcasts, 14268 multicasts
Ê     0 input errors, 0 FCS
Ê     0 oversize, 0 internal MAC
Ê     350273 packets output, 25201238 bytes sent
Ê     1 broadcasts, 14269 multicasts
Ê     0 output errors, 0 collisions
Ê     0 excessive collisions, 0 late collisions
Ê     0 symbol errors, 0 carrier, 0 SQE test error

show ipv4 interfaces brief

H)8"20" /*/)0'& / &"?<'B2)8 /'0, '29)#8":'@ )?) /+,= L3-'2&,#9,3+"= +'+&,8* +
%."("2',8 '= IPv4-"0#,+)/, +)+&)52'5 ' VRF, . .)&)#*8 )2' )&2,+,2*.

@0%1,0: show ipv4 interfaces brief

0/ME5100:Router# show ipv4 interfaces brief
Wed Dec 15 15:43:49 2021
Ê Interface             IPv4 address        State                 VRF
Ê --------------------- ------------------- --------------------- ----
Ê te 0/0/5              100.100.12.1/31     Up                    default
Ê te 0/0/6              100.100.24.1/31     LowLayerDwn           default
Ê te 0/0/7              100.100.23.1/31     LowLayerDwn           default
Ê te 0/0/17.10004000    4.4.4.4/24          LowLayerDwn           l3-1
Ê te 0/0/17.10004001    1.1.1.1/24          Up                    l3-1
Ê te 0/0/17.20004000    172.16.0.0/31       Up                    l3-1
Ê lo 1                  2.2.2.2/32          Up                    default
Ê lo 7991               3.1.3.1/32          Up                    l3-1
Ê mgmt0/fmc0/1          172.17.0.32/24      Up                    mgmt-intf

show interfaces description

H)8"20" /*/)0'& / &"?<'B2)8 /'0, 1,#,B,2> '2&,#9,3+)/ + %."("2',8 '= )1'+"2'3
(description), +.)29'E%#'#)/"22*= 1)<>()/"&,<,8.

show interfaces counters

H)8"20" /*/)0'& / &"?<'B2)8 /'0, 1,#,B,2> '2&,#9,3+)/ ' +&"&'+&'.% 1) +B,&B'."8
1".,&)/ 2" 2'=.

show interfaces status

H)8"20" /*/)0'& / &"?<'B2)8 /'0, 1,#,B,2> 9'('B,+.'= ' "E#,E'#%@6'= '2&,#9,3+)/ '
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'29)#8":'@ )? '= &,.%6'= +)+&)52'5= ' #,7'8, #"?)&*.

show interfaces summary

H)8"20" /*/)0'& +/)02%@ &"?<':% 1) .)<'B,+&/% '2&,#9,3+)//+"?'2&,#9,3+)/ +'+&,8* '
'= +)+&)52''.

@0%1,0: show interfaces summary

0/ME5100:Router# show interfaces summary
Tue Feb  6 20:52:34 2018
Ê Interface type             Total       Up          Down        Admin down
Ê -------------------------- ----------- ----------- ----------- -----------
Ê tengigabitethernet         20          2           18          0
Ê tengigabitethernet-sub     22          21          1           0
Ê bundle-ether               2           0           2           0
Ê loopback                   1           1           0           0
Ê mgmt                       1           0           1           0
Ê ALL                        46          24          22          0

show interfaces utilization

H)8"20" /*/)0'& / &"?<'B2)8 /'0, '29)#8":'@ ) &,.%6,3 ("E#%(., 9'('B,+.'= '
"E#,E'#%@6'= '2&,#9,3+)/.

$*6)4(FH* <4()(H(0* VRRP
VRRP (Virtual Router Redundancy Protocol) Ñ +,&,/)3 1#)&).)<, 1#,02"(2"B,22*3 0<5
%/,<'B,2'5 0)+&%12)+&' 8"#$#%&'("&)#)/, /*1)<25@6'= #)<> $<@(" 1) %8)<B"2'@.

K/,<'B,2', 0)+&%12)+&' 0)+&'E",&+5 1%&L8 )?I,0'2,2'5 E#%11* 8"#$#%&'("&)#)/ / )0'2
/'#&%"<>2*3 8"#$#%&'("&)# ' 2"(2"B,2'5 '8 )?6,E) IP-"0#,+", .)&)#*3 ' ?%0,&
'+1)<>()/"&>+5 .". $<@( 1) %8)<B"2'@ 0<5 %+&#)3+&/ +,&'. Q".&'B,+.', /'#&%"<>2*3
8"#$#%&'("&)# Ñ O&) E#%11" '2&,#9,3+)/ 8"#$#%&'("&)#)/, .)&)#*, 2"=)05&+5 / )02)3
+,&', ' #"(0,<5@& Virtual Router Identifier (VRID) ' /'#&%"<>2*3 IP-"0#,+ (VIP). J0'2
8"#$#%&'("&)# 8)7,& +)+&)5&> / 2,+.)<>.'= E#%11"=, ."70"5 '( .)&)#*= 0)<72" '8,&>
+/)@ %2'."<>2%@ 1"#% VIP/VRID. G"#" VIP/VRID 0)<72" ?*&> )0'2".)/)3 2" /+,=
8"#$#%&'("&)#"= )02)3 +,&'.

VRRP '8,,& 0/, /,#+'': VRRPv2 ' VRRPv3. VRRPv2 1#'8,2'8 &)<>.) . +,&58, '+1)<>(%@6'8
1#)&).)< IPv4. VRRPv3, / +/)@ )B,#,0>, #"?)&",& .". + IPv4, &". ' + IPv6. 4" 8"#$#%&'("&)#"=
+,#'' ME 1)00,#7"2* )?, /,#+''.

VRRP Master Ñ VRRP-8"#$#%&'("&)#, .)&)#*3 )&/,B",& (" )&1#"/.% 1".,&)/ 2" IP-"0#,+,
"++):''#)/"22*3 + /'#&%"<>2*8 8"#$#%&'("&)#)8, ' (" )&/,&* 2" ARP-("1#)+*,
)&1#"/<,22*, 2" O&)& "0#,+. T+<' /<"0,<,: IP-"0#,+" 0)+&%1,2, &) )2 /+,E0" +&"2)/'&+5
8"+&,#)8.

VRRP Backup Ñ O&) E#%11" 8"#$#%&'("&)#)/, .)&)#*, 2"=)05&+5 / #,7'8, )7'0"2'5 '
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E)&)/* /(5&> 2" +,?5 #)<> 8"+&,#", .". &)<>.) &,.%6'3 VRRP Master +&"2,& 2,0)+&%12*8.

VRRP-8"#$#%&'("&)# 8)7,& 2"=)0'&>+5 / )02)8 '( &#,= +)+&)52'3: Initialize, Backup, Master.
M&' +)+&)52'5 8"#$#%&'("&)# 1)+<,0)/"&,<>2) 8,25,&.

; +)+&)52'' "Initialize" 8"#$#%&'("&)# )7'0",& 2"B"<" #"?)&*. T+<' O&)& 8"#$#%&'("&)#
5/<5,&+5 /<"0,<>:,8 VIP "0#,+", &) ,+&> IP-"0#,+ '2&,#9,3+" &".)3 7, .". ' /'#&%"<>2*3
IP-"0#,+ (1#')#'&,& #"/,2 255), &) 8"#$#%&'("&)# )&1#"/<5,& +))?6,2'5 ) &)8, B&) )2
+&"2)/'&+5 8"+&,#)8. J2 &".7, )&1#"/<5,& Gratuitous ARP-("1#)+, / .)&)#)8 MAC-"0#,+
'+&)B2'." #"/,2 "0#,+% /'#&%"<>2)E) 8"#$#%&'("&)#". S"&,8 )2 1,#,=)0'& / +)+&)52',
"Master". T+<' 8"#$#%&'("&)# 2, 5/<5,&+5 /<"0,<>:,8 VIP, &) )2 1,#,=)0'& / +)+&)52',
Backup.

!"+&,# 1)+&)522) #"++*<",& +))?6,2'5 2" $'#).)/,6"&,<>2*3 "0#,+ 224.0.0.18 0<5 IPv4 '
FF02:0:0:0:0:0:0:12 0<5 IPv6, B&)?* +))?6'&> Backup-8"#$#%&'("&)#"8, B&) )2 #"?)&",&.
!"+&,# )&1#"/<5,& +))?6,2'5 + '2&,#/"<)8 (advertise interval), #"/2*8 1) %8)<B"2'@
)02)3 +,.%20, 0<5 VRRPv2 ' )02)3 8'<<'+,.%20, 0<5 VRRPv3. G#' O&)8 / ."B,+&/, MAC
"0#,+" )&1#"/'&,<5 '+1)<>(%,&+5 "0#,+ E#%11* 00:00:5E:00:01:xx, E0, xx Ñ VRID /
$,+&2"0:"&,#'B2)8 9)#8"&,.

T+<' Backup-8"#$#%&'("&)# 2, 1)<%B",& +))?6,2'5 / &,B,2', &#,= advertise intervalÕ)/, &)
)2 )&1#"/<5,& VRRP-+))?6,2', ) &)8, B&) +)?'#",&+5 +&"&> 8"+&,#)8. S"&,8 )&1#"/<5,&
$'#).)/,6"&,<>2), VRRP-+))?6,2',, / .)&)#)8 MAC-"0#,+ '+&)B2'." #"/,2 "0#,+% O&)E)
/'#&%"<>2)E) 8"#$#%&'("&)#". ; 0"22)8 +))?6,2'' 8"#$#%&'("&)# %."(*/",& +/)3
1#')#'&,&.

4)/*8 8"+&,#)8 +&"2)/'&+5 8"#$#%&'("&)# + 2"'?)<>$'8 1#')#'&,&)8. G#' )0'2".)/*=
(2"B,2'5= 1#')#'&,&" % 2,+.)<>.'= Backup-8"#$#%&'("&)#)/ 8"+&,#)8 +&"2)/'&+5
8"#$#%&'("&)# + 2"'?)<>$'8 +)?+&/,22*8 IP-"0#,+)8.

!"#$%&" 37. E()5"*%, % *"3:0(94" 0(>:,0" VRRP

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router vrrp A)(0"2', /'#&%"<>2)E) 8"#$#%&'("&)#" ' 1,#,=)0 /
#,7'8 ,E) .)29'E%#":''.

gratuitous-arp refresh VALUE (J1:')2"<>2)) S"0"2', '2&,#/"<" / +,.%20"=, +
.)&)#*8 VRRP-8"#$#%&'("&)#, 2"=)056'3+5 /
+)+&)52'' "master" )&1#"/<5,& gratuitous ARP-
+))?6,2'5. G) %8)<B"2'@ gratuitous ARP-+))?6,2'5
)&1#"/<5@&+5 &)<>.) )0'2 #"(, / 8)8,2& 1,#,=)0" /
+)+&)52', "master".

gratuitous-arp refresh-repeat
VALUE

(J1:')2"<>2)) S"0"2', B'+<" gratuitous ARP-
+))?6,2'3, )&1#"/<5,8*= VRRP-8"#$#%&'("&)#)8 1#'
1,#,=)0, / +)+&)52', "master". F,9)<&2), (2"B,2',-2.

interface TYPE NUM ;.<@B,2', 1#)&).)<" VRRP 2" L3-'2&,#9,3+, ' 1,#,=)0
/ #,7'8 ,E) .)29'E%#":''.
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B(E*'3* $*9'*:/',/

address-family ipv4 vrrp VRRP-ID S"0"2', '0,2&'9'."&)#" E#%11* (VRID) '2&,#9,3+" 0<5
#"?)&* + IPv4 ' 1,#,=)0 / #,7'8 ,, .)29'E%#":''.

description STRING (J1:')2"<>2)) 4"(2"B,2', '8,2'-)1'+"2'5 0<5 VRRP-
E#%11*. J1'+"2', +<,0%,& (".<@B"&> / ."/*B.' /
+<%B",, ,+<' +&#)." +)0,#7'& +'8/)<* 1#)?,<".

priority VALUE S"0"2', 1#')#'&,&" <)."<>2)E) 8"#$#%&'("&)#" 0<5
VRRP-E#%11* / 0'"1"()2, 1-254. S2"B,2', 1)
%8)<B"2'@-100.

timers advertise VALUE (J1:')2"<>2)) S"0"2', /#,8,22)E) '2&,#/"<" (/
+,.%20"=) 8,70% )&1#"/.)3 8"+&,#)8 VRRP-+))?6,2'3.
F,9)<&2), (2"B,2', - 1. 4" /+,= 8"#$#%&'("&)#"= VRRP
0)<72* ?*&> )0'2".)/*, (2"B,2'5 timers advertise.

preempt disable ;.<@B,2', ("1#,&" 1,#,=/"&" #)<' 8"+&,#". Backup-
8"#$#%&'("&)# + ?)<,, /*+).'8 1#')#'&,&)8 2, ?%0,&
1*&"&>+5 1,#,=/"&*/"&> #)<> 8"+&,#" % &,.%6,E)
Master-8"#$#%&'("&)#" + ?)<,, 2'(.'8 1#')#'&,&)8.
C+.<@B,2', '( O&)E) 1#"/'<" Ñ VRRP-8"#$#%&'("&)#
/+,E0" ?%0,& +&"2)/'&>+5 8"+&,#)8, ,+<' )2 /<"0,<,: IP-
"0#,+", .)&)#*3 1#'+/),2 /'#&%"<>2)8%
8"#$#%&'("&)#% 2,("/'+'8) )& O&)E) 9<"E" (1#')#'&,&
255)

preempt delay VALUE K."("2', /#,8,2' / +,.%20"=, .)&)#), Backup-
8"#$#%&'("&)# ?%0,& 70"&>, 1#,70, B,8 )?I5/'&> +,?5
8"+&,#)8, /(5&> 1)0 .)2&#)<> /'#&%"<>2*3 IP-"0#,+ '
2"B"&> 8"#$#%&'(":'@ 1".,&)/. F,9)<&2), (2"B,2',-0.

virtual-ip IPv4_ADDRESS K."("2', /'#&%"<>2)E) IPv4-"0#,+".

source-ip IPv4_ADDRESS K."("2', +)?+&/,22)E) IPv4-"0#,+" '2&,#9,3+".

version { 2 | 3 } (J1:')2"<>2), &)<>.) 0<5 IPv4) ;*?)# /,#+''
1#)&).)<" VRRP. ;,#+'5 3 2, '8,,& )?#"&2)3
+)/8,+&'8)+&' + /,#+',3 2.

shutdown (J1:')2"<>2)) U08'2'+&#"&'/2), )&.<@B,2',
1#)&).)<" VRRP 2" L3-'2&,#9,3+,.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

4"+&#)3." VRRP 0<5 IPv6 / :,<)8 1#)'(/)0'&+5 "2"<)E'B2), 2) )&<'B",&+5 ("0"2',
1"#"8,&#)/ virtual-ip  ' source-ip .

!"#$%&" 38. 6 0,<%1, 4(*=%7>0"&%% /0(:(4($" VRRP *" L3-%*:,0=,93, IPv6
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B(E*'3* $*9'*:/',/

interface TYPE NUM ;.<@B,2', 1#)&).)<" VRRP 2" L3-'2&,#9,3+, ' 1,#,=)0
/ #,7'8 ,E) .)29'E%#":''.

address-family ipv6 vrrp VRRP-ID S"0"2', '0,2&'9'."&)#" E#%11* (VRID) '2&,#9,3+" 0<5
#"?)&* + IPv6 ' 1,#,=)0 / #,7'8 ,, .)29'E%#":''.

virtual-ip global IPv6_ADDRESS K."("2', /'#&%"<>2)E) E<)?"<>2)E) IPv6-"0#,+".

virtual-ip link-local {
IPv6_ADDRESS | autoconfig }

K."("2', /'#&%"<>2)E) <)."<>2)E) IPv6-"0#,+" /#%B2%@
<'?) 1#' 1)8)6' "/&).)29'E%#'#)/"2'5. G)
%8)<B"2'@ 1#'8,25,&+5 (2"B,2', 'autoconfig' .

source-ip IPv6_ADDRESS K."("2', +)?+&/,22)E) <)."<>2)E) IPv6-"0#,+"

@0%1,0 4(*=%7>0"&%% 0(>:,0" VRRP 5$- IPv4 % IPv6

router vrrp
Ê interface tengigabitethernet 0/0/1.67
Ê   address-family ipv4
Ê     vrrp 67
Ê       priority 200
Ê       source-ip 67.1.1.151
Ê       virtual-ip 67.1.1.5
Ê     exit
Ê   exit
Ê   address-family ipv6
Ê     vrrp 66
Ê       source-ip fe80::aaf9:4bff:fe8b:bc21
Ê       virtual-ip global 2001:67::15
Ê       virtual-ip link-local fe80::200:5eff:fe00:242
Ê     exit
Ê   exit
Ê exit
exit

#,*J'(6),:/6H,/ H(E*'37

show vrrp

H)8"20" /*/)0'& '29)#8":'@ ) +)+&)52'' VRRP-8"#$#%&'("&)#)/.

@0%1,0. show vrrp

0/ME5100:Router# show vrrp
Fri Nov  1 16:13:20 2024
Ê Interface                VRRP ID   Priority  Virtual IP                      State
Role
Ê ------------------------ --------- --------- -------------------------------
--------------------- ---------------------
Ê te0/0/1.67               67        200       67.1.1.5                        running
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master
Ê te0/0/1.67               66        100       fe80::200:5eff:fe00:242         running
master

show vrrp statistics

H)8"20" /*/)0'& '29)#8":'@ )? )&1#"/<,22*= ' 1#'25&*= 1".,&"= VRRP-E#%11.

@0%1,0. show vrrp statistics

0/ME5100:Router# show vrrp statistics
Fri Nov  1 16:13:49 2024
Ê te0/0/1.67:
Ê   Address-family: IPv4
Ê     VRID: 67
Ê       Become master:          1
Ê       Release master:         0
Ê       Advertise send:         16715
Ê       Advertise receive:      1
Ê       Priority zero send:     0
Ê       Priority zero receive:  0
Ê       Errors:
Ê         Packet length errors:                 0
Ê         IP TTL errors:                        0
Ê         Invalid type errors:                  0
Ê         Address list errors:                  0
Ê         Advertise interval errors:            0
Ê         Router version errors:                0
Ê         Authentication failures errors:       0
Ê         Invalid auth type errors:             0
Ê         Authentication type mismatch errors:  0
Ê   Address-family: IPv6
Ê     VRID: 66
Ê       Become master:          1
Ê       Release master:         0
Ê       Advertise send:         16715
Ê       Advertise receive:      2
Ê       Priority zero send:     0
Ê       Priority zero receive:  0
Ê       Errors:
Ê         Packet length errors:                 0
Ê         IP TTL errors:                        0
Ê         Invalid type errors:                  0
Ê         Address list errors:                  0
Ê         Advertise interval errors:            0
Ê         Router version errors:                0
Ê         Authentication failures errors:       0
Ê         Invalid auth type errors:             0
Ê         Authentication type mismatch errors:  0
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M;=A;R$$>" C&?X?5A> %
=A&A%S"=B&R C&?X?5A%T&.%R
; O&)3 E<"/, 0",&+5 1)25&', 1)+&)522*= 8"#$#%&)/, )1'+"2* 8,&)0* '= 0'"E2)+&'.' '
2"+&#)3." +&"&'B,+.)3 8"#$#%&'(":'' 0<5 E<)?"<>2)3 &"?<':* (GRT) ' O.(,81<5#)/ VRF.

NOTE
J+2)/2), +#,0+&/) 0'"E2)+&'.' &"?<': 8"#$#%&'(":''
%+&#)3+&/"DÑD.)8"20" show route .

A,<7 <(6)(-''7O E*4U42)(1
G)+&)522*, 8"#$#%&*DÑDO&) 8"#$#%&*, 2, ("/'+56', )& #"?)&* 1#)&).)<)/
0'2"8'B,+.)3 8"#$#%&'(":'' ' +%6,+&/%@6', / +'+&,8, .". #,(%<>&"& #%B2)3
2"+&#)3.'.

; +'+&,8, '8,,&+5 &#' &'1" &".'= 8"#$#%&)/:

¥ 1#'+),0'2,22*, (connected);

¥ <)."<>2*, (local);

¥ +&"&'B,+.', (static).

M4,6(/3,'/''7/ E*4U42)7
G#'+),0'2,22*, (connected) 8"#$#%&*DÑDO&) 8"#$#%&*, +))&/,&+&/%@6', 2"(2"B,22*8
2" IP-'2&,#9,3+* 1)0+,&58. G"#"8,&#* 1#'+),0'2,22)E) 8"#$#%&"DÑDO&) 2,1)+#,0+&/,22)
"0#,+ +,&' ' '2&,#9,3+, 2" .)&)#)8 2"(2"B,2" 0"22"5 1)0+,&>.

4"1#'8,#, 1#' 2"(2"B,2'' 2" '2&,#9,3+, IPv4-"0#,+" 100.64.0.1/24  / &"?<':%
8"#$#%&'(":'' ?%0,& /2,+,2), B&) ".&'/,2 8"#$#%& 100.64.0.0/24 , 1#'+),0'2,22*3 .
+))&/,&+&/%@6,8% '2&,#9,3+% %+&#)3+&/".

G#'+),0'2,22*, 8"#$#%&* 1)5/<5@&+5 / &"?<':, 8"#$#%&'(":'' ' '+1)<>(%@&+5 0<5
1,#,+*<.' &#"9'." &)<>.) / &)8 +<%B",, ,+<' +))&/,&+&/%@6'3 '2&,#9,3+ 2"=)0'&+5 /
".&'/2)8 +)+&)52''.

N(H*0K'7/ E*4U42)7
V)."<>2*, (local) 8"#$#%&*DÑDO&) 8".+'8"<>2) +1,:'9'B2*, (/32 0<5 IPv4) 8"#$#%&*,
+))&/,&+&/%@6', 2"(2"B,22*8 2" IP-'2&,#9,3+* %+&#)3+&/" "0#,+"8. G"#"8,&#*
<)."<>2)E) 8"#$#%&"DÑDO&) "0#,+ '2&,#9,3+" + 8"+.)3 /32 ' 2,1)+#,0+&/,22) +"8
'2&,#9,3+, 2" .)&)#)8 "0#,+ 2"(2"B,2.

4"1#'8,#, 1#' 2"(2"B,2'' 2" '2&,#9,3+, IPv4-"0#,+" 100.64.0.1/24  / &"?<':%
8"#$#%&'(":'' ?%0,& /2,+,2), B&) ".&'/,2 8"#$#%& 100.64.0.1/32 , <)."<>2*3 0<5
+))&/,&+&/%@6,E) '2&,#9,3+" %+&#)3+&/".
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V)."<>2*, 8"#$#%&* 1)5/<5@&+5 / &"?<':, 8"#$#%&'(":'' &)<>.) / &)8 +<%B",, ,+<'
+))&/,&+&/%@6'3 '2&,#9,3+ 2"=)0'&+5 / ".&'/2)8 +)+&)52''. V)."<>2*, 8"#$#%&*
'+1)<>(%@&+5 / +'+&,8, 0<5 /2%&#,22'= 2%70.

CAUTION

A<,0%,& + )+&)#)72)+&>@ 1#'8,25&> #,0'+&#'?%:'@ <)."<>2*=
8"#$#%&)/ / 1#)&).)<* 0'2"8'B,+.)3 8"#$#%&'(":'', &". .".
1)5/<,2', &".'= +1,:'9'B2*= 8"#$#%&)/ 8)7,& 1#'/,+&' .
2,)B,/'02)8% /*?)#% <%B$'= 1%&,3 / +,&'.

IMPORTANT

; +<%B",, ,+<' 2" '2&,#9,3+ 2"(2"B,2 "0#,+ + 8"+.)3 /32 (2"1#'8,#,
1#' '+1)<>()/"2'' '2&,#9,3+)/ <)."<>2)3 1,&<'DÑDloopback),
+))&/,&+&/%@6'3 8"#$#%& ?%0,& #"++8"&#'/"&>+5 +'+&,8)3 .".
<)."<>2*3, " 2, .". 1#'+),0'2,22*3. F"22%@ )+)?,22)+&> +<,0%,&
%B'&*/"&> 1#' #,0'+&#'?%:'' "0#,+)/ loopback-'2&,#9,3+)/.

M4(6E()4 <4,6(/3,'/''7O , 0(H*0K'7O
E*4U42)(1
;*/)0 /+,= '8,@6'=+5 1#'+),0'2,22*= 8"#$#%&)/ 1#)'(/)0'&+5 .)8"20)3 show route
[vrf NAME] connected .

;*/)0 /+,= '8,@6'=+5 <)."<>2*= 8"#$#%&)/ 1#)'(/)0'&+5 .)8"20)3 show route [vrf NAME]
local .

G#,01)<)7'8, / +'+&,8, 2"+&#),2 IPv4-'2&,#9,3+:

interface tengigabitethernet 0/0/5
Ê load-interval 30
Ê description "to AR2(2.2.2.2) te 0/0/5"
Ê ipv4 address 100.100.12.0/31
exit

N)E0" / &"?<':, 8"#$#%&'(":'' ?%0%& 1#'+%&+&/)/"&> +<,0%@6', 1#'+),0'2,22*, (.)0 C)
' <)."<>2*, (.)0 L) 8"#$#%&*:

Ê C      100.100.12.0/31     is directly connected, 12h50m46s, te 0/0/5
Ê L      100.100.12.0/32     is directly connected, 12h50m46s, te 0/0/5

=)*),:/6H,/ E*4U42)7
A&"&'B,+.', 8"#$#%&* +)(0"@&+5 / +'+&,8, /#%B2%@ 1%&,8 ("0"2'5 +))&/,&+&/%@6'=
.)8"20 .)29'E%#":''. G#' +)(0"2'' +&"&'B,+.'= 8"#$#%&)/ '8,@&+5 )?5("&,<>2*, '
)1:')2"<>2*, 1"#"8,&#*.
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;8-9*)/0K'7/ <*4*E/)47:

¥ A,&> '<' 1#,9'.+ 2"(2"B,2'5 / 9)#8"&, CIDR;

¥ IP-"0#,+ +<,0%@6,E) %(<" (nexthop).

;<+,('*0K'7/ <*4*E/)47:

¥ C2&,#9,3+, B,#,( .)&)#*3 2"1#"/<5,&+5 +&"&'B,+.'3 8"#$#%&;

¥ ;.<@B,2',/)&.<@B,2', ?*+&#)E) 0,&,.&'#)/"2'5 )?#*/" BFD;

¥ !,&#'." 8"#$#%&";

¥ ;2%&#,22'3 B'+<)/)3 &OE 8"#$#%&".

$*6)4(FH* 6)*),:/6H,O E*4U42)(1 1'2)4, J0(8*0K'(F )*80,+7
E*4U42),9*+,, (GRT)

F)?"/<,2', +&"&'B,+.'= 8"#$#%&)/ / E<)?"<>2)3 &"?<':, 1#)'(/)0'&+5 / ',#"#='B,+.)8
/'0, / #"(0,<, .)29'E%#":'' router static .

!"#$%&" 39. G"3:0(94" 3:":%+,34%2 1"080>:(. . GRT

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router static G,#,=)0 / #,7'8 .)29'E%#":'' +&"&'B,+.)3
8"#$#%&'(":'' / E<)?"<>2)3 &"?<':,.

address-family { ipv4 | ipv6 }
unicast

G,#,=)0 / #,7'8 2"+&#)3.' IP unicast-8"#$#%&)/.

destination  ip_network  ip_nexthop A)(0"2', +&"&'B,+.)E) 8"#$#%&" 2" 1)0+,&> ip_network  +
"0#,+)8 +<,0%@6,E) %(<" ip_nexthop  ' 1,#,=)0 / #,7'8
.)29'E%#":'' )1:')2"<>2*= 1"#"8,&#)/ 0"22)E)
8"#$#%&".

description  descr 4"(2"B,2', 8"#$#%&% '8,2'-)1'+"2'5. J1'+"2',
+<,0%,& (".<@B"&> / ."/*B.' / +<%B",, ,+<' +&#)."
+)0,#7'& +'8/)<* 1#)?,<".

interface { null |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip
| tunnel-rsvp | mgmt |
twentyfivegigabitethernet}  num

(J1:')2"<>2)) K."("2', '2&,#9,3+", B,#,( .)&)#*3
?%0,& 2"1#"/<,2 8"#$#%& ' 1,#,=)0 / #,7'8 2"+&#)3.'
0"<>2,3$'= )1:')2"<>2*= 1"#"8,&#)/.

bfd fast-detect (J1:')2"<>2)) ;.<@B,2', ?*+&#)E) 0,&,.&'#)/"2'5
)?#*/" +/5(' 0) +<,0%@6,E) %(<" (nexthop).
$/ <4,E/'-/)6- 30- tunnel-ip-, tunnel-rsvp-, mgmt-
,')/4G/F6(1.

metric (J1:')2"<>2)) K+&"2)/." 8,&#'.' 8"#$#%&".

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 2"+&#)3.'
)1:')2"<>2*= 1"#"8,&#)/ 8"#$#%&".
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B(E*'3* $*9'*:/',/

tag  tag (J1:')2"<>2)) K."("2', /2%&#,22,E) B'+<)/)E) &,E",
.)&)#*3 8)7,& ?*&> /1)+<,0+&/'' '+1)<>()/"2 1#'
9'<>&#":'' 8"#$#%&" 1#"/'<"8' #,0'+&#'?%:''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: *"3:0(94" 3:":%+,34(7( 1"080>:" *" 3,:; 100.70.0.0/16 +,0,) >),$ 4.4.4.4, %*:,0=,93
bundle-ether 1.21, 3 1,:0%4(9 15 % .*>:0,**%1 :,7(1 555:

router static
Ê address-family ipv4 unicast
Ê   destination 100.70.0.0/16 4.4.4.4
Ê     description "the way to the unknown"
Ê     interface bundle-ether 1.21
Ê       metric 15
Ê     exit
Ê     tag 555
Ê   exit
Ê exit
exit

$*6)4(FH* 6)*),:/6H,O E*4U42)(1 1'2)4, YH9/E<0-4* VRF

F)?"/<,2', +&"&'B,+.'= 8"#$#%&)/ 0<5 O.(,81<5#" VRF 1#)'(/)0'&+5 / ',#"#='B,+.)8
/'0, / #"(0,<, .)29'E%#":'' router vrf .

IMPORTANT
F<5 /.<@B,2'5 IP-8"#$#%&'(":'' / O.(,81<5#, VRF '/(8O(3,E(
2"<'B', / .)29'E%#":'' .". 8'2'8%8 1%+&)E) ?<)." router vrf
VRF_NAME 0<5 0"22)E) O.(,81<5#".

!"#$%&" 40. G"3:0(94" 3:":%+,34%2 1"080>:(. .*>:0% A4),1/$-0" VRF

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router vrf  vrf_name ;.<@B,2', 8"#$#%&'(":'' / %."("22)8 O.(,81<5#,
VRF ' 1,#,=)0 / #,7'8 2"+&#)3.' )+2)/2*= 1"#"8,&#)/
8"#$#%&'(":'' 0<5 2,E).

static G,#,=)0 / #,7'8 .)29'E%#":'' +&"&'B,+.)3
8"#$#%&'(":'' / &,.%6,8 O.(,81<5#, VRF.

address-family { ipv4 | ipv6 }
unicast

G,#,=)0 / #,7'8 2"+&#)3.' IP unicast-8"#$#%&)/.

destination  ip_network  ip_nexthop A)(0"2', +&"&'B,+.)E) 8"#$#%&" 2" 1)0+,&> ip_network  +
"0#,+)8 +<,0%@6,E) %(<" ip_nexthop  ' 1,#,=)0 / #,7'8
.)29'E%#":'' )1:')2"<>2*= 1"#"8,&#)/ 0"22)E)
8"#$#%&".
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B(E*'3* $*9'*:/',/

description  descr 4"(2"B,2', 8"#$#%&% '8,2'-)1'+"2'5. J1'+"2',
+<,0%,& (".<@B"&> / ."/*B.' / +<%B",, ,+<' +&#)."
+)0,#7'& +'8/)<* 1#)?,<".

interface { null |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip
| tunnel-rsvp | mgmt |
twentyfivegigabitethernet}  num

(J1:')2"<>2)) K."("2', '2&,#9,3+", B,#,( .)&)#*3
?%0,& 2"1#"/<,2 8"#$#%& ' 1,#,=)0 / #,7'8 2"+&#)3.'
0"<>2,3$'= )1:')2"<>2*= 1"#"8,&#)/.

bfd fast-detect (J1:')2"<>2)) ;.<@B,2', ?*+&#)E) 0,&,.&'#)/"2'5
)?#*/" +/5(' 0) +<,0%@6,E) %(<" (nexthop).
$/ <4,E/'-/)6- 30- tunnel-ip-, tunnel-rsvp-, mgmt-
,')/4G/F6(1.

metric (J1:')2"<>2)) K+&"2)/." 8,&#'.' 8"#$#%&".

exit (J1:')2"<>2)) ;)(/#"& / #,7'8 2"+&#)3.'
)1:')2"<>2*= 1"#"8,&#)/ 8"#$#%&".

tag  tag (J1:')2"<>2)) K."("2', /2%&#,22,E) B'+<)/)E) &,E",
.)&)#*3 8)7,& ?*&> /1)+<,0+&/'' '+1)<>()/"2 1#'
9'<>&#":'' 8"#$#%&" 1#"/'<"8' #,0'+&#'?%:''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0: *"3:0(94" 3:":%+,34(7( 1"080>:" .*>:0% VRF "example_vrf" *" 3,:; 10.0.0.0/23 +,0,)
>),$ 4.4.4.4, %*:,0=,93 tengigabitethernet 0/0/18.1, 3 1,:0%4(9 15 % .*>:0,**%1 :,7(1 65001:

router vrf example_vrf
Ê static
Ê   address-family ipv4 unicast
Ê     destination 10.0.0.0/23 4.4.4.4
Ê       interface tengigabitethernet 0/0/18.1
Ê         metric 15
Ê       exit
Ê       tag 65001
Ê     exit
Ê   exit
Ê exit
exit

B(E*'37 <4(6E()4* E*4U42)'(F ,'G(4E*+,,

show route [vrf VRF] [ connected | static | local ]

F"22"5 .)8"20" /*/)0'& 1)<2*3 +1'+). 8"#$#%&)/ %+&#)3+&/" / E<)?"<>2)3 &"?<':,
8"#$#%&'(":'' <'?) / %."("22)8 O.(,81<5#, VRF. G#' %."("2'' &'1" 8"#$#%&)/
(connected/static/local) /*/)0 9'<>&#%,&+5 / +))&/,&+&/'' + ("0"22*8 1"#"8,&#)8.

86



@0%1,0: .?.(5 4(1"*5? show route

0/ME5100:Router# show route
Wed Feb  7 00:20:01 2018
Ê Codes: C - connected, S - static, O - OSPF, B - BGP, L - local
Ê     IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2
Ê     i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
Ê     LE1 - ISIS level1 external, LE2 - ISIS level2 external
Ê     BI - BGP internal, BE - BGP external, BV - BGP vpn

Ê L      1.1.1.1/32     is directly connected, 13h41m48s, lo 1
Ê i L2   2.2.2.2/32    via 100.100.12.1 [116/10], 13h39m57s, te 0/0/5
Ê i L2   3.3.3.3/32    via 100.100.13.0 [116/10], 13h41m22s, te 0/0/6
Ê i L2   4.4.4.4/32    via 100.100.14.0 [116/10], 13h38m03s, te 0/0/7.14
Ê i L2   5.5.5.5/32    via 100.100.13.0 [116/30], 13h41m09s, te 0/0/6
Ê i L2   6.6.6.6/32    via 100.100.13.0 [116/20], 13h41m09s, te 0/0/6
Ê i L2   9.9.9.9/32    via 100.100.13.0 [116/10], 13h41m22s, te 0/0/6
Ê C      10.10.0.0/24     is directly connected, 13h41m30s, te 0/0/1.10
Ê L      10.10.0.1/32     is directly connected, 13h41m30s, te 0/0/1.10
Ê C      10.100.100.0/24     is directly connected, 13h41m30s, te 0/0/1.100
Ê L      10.100.100.1/32     is directly connected, 13h41m30s, te 0/0/1.100
Ê C      11.1.0.0/24     is directly connected, 13h41m30s, te 0/0/1.11
Ê L      11.1.0.1/32     is directly connected, 13h41m30s, te 0/0/1.11
Ê B BI   20.20.0.0/32    via 100.100.12.1 [200/0], 13h38m05s, te 0/0/5
Ê B BI   22.11.0.0/24    via 100.100.12.1 [200/0], 13h38m05s, te 0/0/5
Ê B BI   22.21.21.0/24    via 100.100.12.1 [200/0], 13h38m05s, te 0/0/5
<..>

NOTE
G#' 2"<'B'' / +'+&,8, ?)<>$)E) .)<'B,+&/" 8"#$#%&)/ /*/)0 1)<2)3
&"?<':* 8)7,& ("2'8"&> (2"B'&,<>2), /#,85.

show route [vrf VRF] { ipv4 | ipv6 } PREFIX

F"22"5 .)8"20" /*/)0'& 0,&"<>2%@ '29)#8":'@ 1) .)2.#,&2)8% 1#,9'.+% / &"?<':,
8"#$#%&'(":''.

@0%1,0: .?.(5 4(1"*5? show route ipv4 PREFIX

0/ME5100:Router# show route ipv4 6.6.6.6/32
Wed Feb  7 00:24:31 2018
Ê Routing entry for 6.6.6.6/32
Ê   Last update: 13h45m39s
Ê   Routing Descriptor Blocks
Ê     100.100.13.0, via te 0/0/6
Ê     Known via isis, distance 116, metric 20
Ê       type isis-level2-internal, protection none, route-type remote
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Ê Entries: 1

IMPORTANT

; ."B,+&/, "#E%8,2&" .)8"20" show route { ipv4 | ipv6 }  1#'2'8",&
&)<>.) &)B2*3 8"#$#%& / 9)#8"&, CIDR, '8,@6'3+5 / &"?<':,
8"#$#%&'(":''. F<5 /*1)<2,2'5 1)'+." 8"#$#%&" 0<5 .".)E)-<'?)
IP-"0#,+" (&.2. 1#):,++ &)B2)E) 1)'+." 8"#$#%&") +<,0%,&
/)+1)<>()/"&>+5 .)8"20)3 show l3forwarding .

show route rib summary [detailed]

H)8"20" /*/)0'& +/)02%@ '29)#8":'@ ) .)<'B,+&/, 8"#$#%&)/ / +'+&,8, + %."("2',8 '=
&'1)//'+&)B2'.)/.

@0%1,0: .?.(5 4(1"*5? 'show route rib summary':

0/ME5100:Router# show route rib summary
Thu May 29 11:21:53 2025

Ê Route Source       IPv4 Routes    IPv6 Routes
Ê ----------------   -------------- --------------
Ê static             0              1
Ê connected          153            8
Ê local              155            10
Ê ospf               5              4
Ê isis               1              0
Ê bgp                0              0
Ê rip                0              1
Ê lfa                0              0
Ê summary address    0              0
Ê default origin     0              0
Ê FIB installed      310            21
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$&=A?;DB& M?;A;B;N& OSPF
; 0"22)3 E<"/, )1'+"2* 1#'2:'1* 2"+&#)3.' 1#)&).)<" 0'2"8'B,+.)3 8"#$#%&'(":''
OSPFv2 (Open Shortest Path First, version 2).

F"22*3 1#)&).)< 1#'2"0<,7'& . +,8,3+&/% 1#)&).)<)/ +)+&)52'5 +),0'2,2'5 ' )&2)+'&+5
. E#%11, IGP (Interior Gateway Protocol).

M4,'+,<7 H('G,J24,4(1*',- <4()(H(0* OSPFv2
4"+&#)3." 1#):,++" 0'2"8'B,+.)3 8"#$#%&'(":'' OSPF 1#)'(/)0'&+5 / #"(0,<,
.)29'E%#":'' router ospfv2 . ;2%&#' 0"22)E) .)29'E%#":')22)E) ?<)." 2"+&#"'/",&+5
OSPFv2 .". 0<5 E<)?"<>2)3 &"?<':*, &". ' 0<5 '8,@6'=+5 2" 8"#$#%&'("&)#, O.(,81<5#)/
VRF.

4" %+&#)3+&/, /)(8)72) +)(0"&> 0) 16 1#):,++)/ 8"#$#%&'(":'' OSPF.

F"<>2,3$"5 .)29'E%#":'5 ?<)." router ospfv2  1#)'(/)0'&+5 ',#"#='B,+.'. ;2%&#'
&"?<':* 8"#$#%&'(":'' .)29'E%#'#%@&+5 OSPF-()2* (area), / .)&)#*, %7, 2"(2"B"@&+5
<)E'B,+.', ' 9'('B,+.', '2&,#9,3+* %+&#)3+&/".

IMPORTANT

G) %8)<B"2'@ 2' )0'2 '( '2&,#9,3+)/ %+&#)3+&/" 2, /.<@B,2 /
1#)&).)< OSPF. F<5 ("1%+." 1#)&).)<" OSPF 2" '2&,#9,3+, '/'<'
+"?'2&,#9,3+, &#,?%,&+5 5/2) %."("&> O&)& '2&,#9,3+ / .)29'E%#":''
+))&/,&+&/%@6,3 ()2* /2%&#' 1#):,++" OSPFv2.

IMPORTANT

4" '2&,#9,3+,, +.)29'E%#'#)/"22)8 /2%&#' .".)3-<'?) ()2* OSPF,
("1%+.",&+5 8,="2'(8 1#)&).)<>2)E) )?2"#%7,2'5 OSPFDÑD2"B'2",&+5
)&1#"/." HELLO-1".,&)/ ' 1#',8 &".'= 1".,&)/. C+.<@B,2',
+)+&"/<5@& &.2. "1"++'/2*," '2&,#9,3+*DÑD&".', '2&,#9,3+* &)<>.)
/.<@B"@&+5 / +)+&"/ )?I5/<,2'3 OSPF Router links 1#' #"++*<.,
1#)&).)<>2*= +))?6,2'3, +)+,0+&/" B,#,( &".', '2&,#9,3+* 2,
%+&"2"/<'/"@&+5.

A*H,E (84*9(E, <(60/3(1*)/0K'(6)K H('G,J24,4(1*',- <4()(H(0* OSPF 17J0-3,)
60/32LW,E (84*9(E:

1. A)(0"2', 1#):,++" 8"#$#%&'(":''.

2. J?6"5 2"+&#)3." 1#)&).)<" OSPF 2" %+&#)3+&/,.

3. A)(0"2', &#,?%,8*= OSPF-()2 /2%&#' ?<)." 1#):,++" 8"#$#%&'(":'' ' 2"+&#)3."
O&'= ()2.

4. F)?"/<,2', '2&,#9,3+)/ / +))&/,&+&/%@6', OSPF-()2*.

M(33/4IH* Instance ID
4" 8"#$#%&'("&)#"= +,8,3+&/" ME #,"<'()/"2 8,="2'(8 1)00,#7.' 2,+.)<>.'=
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O.(,81<5#)/ 1#)&).)<", #"?)&"@6'= 2" )02)8 '2&,#9,3+,, )1'+"22*3 / RFC 6549. M&)&
0).%8,2& #"+$'#5,& RFC 2328 8,="2'(8)8 0'99,#,2:'":'' 1".,&)/ 0<5 #"(<'B2*=
O.(,81<5#)/, )&1#"/<5,8*= ' 1)<%B",8*= 2" )02)8 ' &)8 7, '2&,#9,3+,.
F<5 1)00,#7.' O&)3 /)(8)72)+&', '(8,2,22*3 9)#8"& ("E)<)/." 1".,&" + 1)<,8
"Authentication Type" #"(0,<5,&+5 2" 1)<, "Instance ID" ' 1)<, "AuType".

Ê      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
Ê     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Ê     |   Version #   |     Type      |         Packet length         |
Ê     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Ê     |                         Router ID                             |
Ê     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Ê     |                          Area ID                              |
Ê     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Ê     |          Checksum             | Instance ID   |  AuType       |
Ê     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Ê     |                     Authentication                            |
Ê     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Ê     |                     Authentication                            |
Ê     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Ê                          83/.+3./& OSPFv2 Header

;+, 1)<5, (" '+.<@B,2',8 1)<5 '0,2&'9'."&)#" O.(,81<5#" OSPFv2 (Instance ID),
)1#,0,<,2* / RFC 2328. F<5 Instance ID /*0,<5@&+5 1,#/*, 8 ?'& 1)<5 "AuType", &,8 +"8*8
1)<, "AuType" %8,2>$",&+5 0) 8 ?'& ?,( '(8,2,2'3 / (2"B,2''.

Instance ID 1)(/)<5,& '+1)<>()/"&> 2,+.)<>.) O.(,81<5#)/ OSPFv2 2" )02)8 '2&,#9,3+,.
H"70)8% O.(,81<5#% 1#)&).)<" 2" 8"#$#%&'("&)#, 1#'+/"'/",&+5 )&0,<>2*3
'0,2&'9'."&)# O.(,81<5#" OSPFv2.

; ("E)<)/., OSPFv2-1".,&" %+&"2"/<'/",&+5 '0,2&'9'."&)# O.(,81<5#" OSPFv2 '2&,#9,3+"
(Instance ID). Instance ID '+1)<>(%,&+5 0<5 %1#)6,2'5 0,8%<>&'1<,.+'#)/"2'5 1".,&" '
+/5(*/"2'5 ,E) + 1#"/'<>2*8 O.(,81<5#)8 OSPFv2. G)<%B,22*, 1".,&* + Instance ID, 2,
#"/2*8 2' )02)8% '( 2"+&#),22*= Instance ID O.(,81<5#)/ OSPFv2 2" 1#'2'8"@6,8
'2&,#9,3+,, )&?#"+*/"@&+5.

;<4/3/0/'7 60/32LW,/ ,3/'),G,H*)(47 YH9/E<0-4(1 OSPFv2:

¥ 0 - ?"()/*3 O.(,81<5# IPv4 - O&) O.(,81<5# 8"#$#%&'(":'' IPv4 1) %8)<B"2'@,
+))&/,&+&/%@6'3 )02)"0#,+2)3 8"#$#%&'(":'' IPv4 1) %8)<B"2'@ ' &"?<':,
8"#$#%&'(":'' IPv4 )1,#"&)#". C+1)<>()/"2', O&)E) '0,2&'9'."&)#" O.(,81<5#"
)?,+1,B'/",& )?#"&2%@ +)/8,+&'8)+&> + ?"()/)3 +1,:'9'.":',3 OSPF;

¥ 1 - ?"()/*3 O.(,81<5# 82)E)"0#,+2)3 #"++*<.' IPv4 - O&)& O.(,81<5# IPv4
+))&/,&+&/%,& )&0,<>2)3 &"?<':, 8"#$#%&'(":'' IPv4, '+1)<>(%,8)3 0<5 1#)/,#.'
1,#,+*<.' )?#"&2)E) 1%&' (RPF), /*1)<25,8)3 0<5 82)E)"0#,+2)E) &#"9'." IPv4
(multicast traffic);

¥ 2 - %1#"/<,2', in-band;
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¥ 3-127 - B"+&2), '+1)<>()/"2',, )1#,0,<5,8), "08'2'+&#"&)#)8 <)."<>2)3 +,&'.

G)+.)<>.% 1)<, ("E)<)/." "AuType" OSPFv2 ?*<) %8,2>$,2) + 2 ).&,&)/ 0) 1 ).&,&",
8"#$#%&'("&)#*, 2, 1)00,#7'/"@6', RFC 6549, 2, +8)E%& /*1)<2'&> "%&,2&'9'.":'@
1".,&)/ 0<5 <@?)E) O.(,81<5#", .#)8, O.(,81<5#" 1) %8)<B"2'@ (&) ,+&> ?"()/)E)
O.(,81<5#" IPv4 Unicast, + Instance ID #"/2*8 2%<@).

@*9(1*- '*6)4(FH* <4()(H(0* OSPFv2
4"+&#)3." 1#)&).)<" 1#)'(/)0'&+5 +)E<"+2) )1'+"22)3 /*$, ',#"#=''.

!"#$%&" 41. Q")(."- *"3:0(94" /0(:(4($" OSPFv2

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router ospfv2  OSPF_NAME A)(0"2', 1#):,++" 8"#$#%&'(":'' OSPFv2 + '8,2,8
OSPF_NAME ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

router-id  X.X.X.X S"0"2', '0,2&'9'."&)#" %(<" +,&' (Router ID) / 9)#8"&,
IPv4-"0#,+".

instance-id  instance-id (J1:')2"<>2)) K."("2', '0,2&'9'."&)#" O.(,81<5#"
1#):,++" OSPF (Instance ID).
G#'2'8",& (2"B,2'5 0..127.
G) %8)<B"2'@ (2"B,2', Instance ID #"/2) 2%<@.

area Y.Y.Y.Y A)(0"2', / .)29'E%#":'' OSPF-()2* (area) ' 1,#,=)0 /
#,7'8 ,L 2"+&#)3.'. Backbone-()2)3 5/<5,&+5 ()2" +
2)8,#)8 0.0.0.0 .

nssa (J1:')2"<>2)) K."("2', &,.%6,3 ()2* / ."B,+&/, OSPF
NSSA ('not-so-stubby area').

stub (J1:')2"<>2)) K."("2', &,.%6,3 ()2* / ."B,+&/, OSPF
Stub area.

interface { bundle-ether | bvi |
fortygigabitethernet |
gigabitethernet |
hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |
twentyfivegigabitethernet }  num

F)?"/<,2', +))&/,&+&/%@6,E) '2&,#9,3+" (<'?)
+"?'2&,#9,3+") / %."("22%@ ()2% OSPF ' 1,#,=)0 /
#,7'8 2"+&#)3.' OSPF-1"#"8,&#)/ O&)E) '2&,#9,3+".

dead-interval { minimal |  SECONDS
}

(J1:')2"<>2)) K+&"2)/." /#,8,22)E)
'2&,#/"<"DÑD&"38"%&" 1)<%B,2'5 HELLO-1".,&)/ )&
+)+,0", 1) '+&,B,2'' .)&)#)E) +)+,0 2" 0"22)8
'2&,#9,3+, ?%0,& +B'&"&>+5 1)&,#522*8.
K."("2', 1"#"8,&#" minimal /.<@B",& #,7'8 OSPF fast
hello.

hello-interval  SECONDS (J1:')2"<>2)) K+&"2)/." '2&,#/"<" )&1#"/.' HELLO-
1".,&)/ 2" &,.%6,8 '2&,#9,3+,, / +,.%20"=.

91



B(E*'3* $*9'*:/',/

fast-hello-multiplier  PACKETS (J1:')2"<>2)) K+&"2)/." .)<'B,+&/" HELLO-1".,&)/,
.)&)#*, ?%0%& )&1#"/<5&>+5 + '2&,#9,3+" (" +,.%20%
1#' #"?)&, / #,7'8, OSPF fast hello.
G#'2'8",& (2"B,2'5 2..20.

metric  METRIC (J1:')2"<>2)) K+&"2"/<'/",& 1#)&).)<>2%@
"+&)'8)+&>" ('2"B,DÑD8,&#'.%) '2&,#9,3+".
G#'2'8",& (2"B,2'5 0..65535.

IMPORTANT

; &,.%6,3 /,#+'' GJ /+,
'2&,#9,3+* %+&#)3+&/" 1)
%8)<B"2'@ '8,@& 8,&#'.% 10.
4"(2"B,2', 8,&#'. 2"
'2&,#9,3+* +<,0%,& 1#)'(/)0'&> /
+))&/,&+&/'' + 1#'25&)3 2" +,&'
1)<'&'.)3 IGP-8"#$#%&'(":''.

vlan-pcp  value (J1:')2"<>2)) K+&"2"/<'/",& (2"B,2', 1#')#'&,&" L2
CoS (p-bit) / )&1#"/<5,8*= + '2&,#9,3+" 1".,&"=
1#)&).)<" OSPF.
G#'2'8",& (2"B,2'5 0..7.

mtu-ignore (J1:')2"<>2)) A 0"22*8 1"#"8,&#)8 1#'
%+&"2)/<,2'' +)+,0+&/ B,#,( '2&,#9,3+ ?%0,&
'E2)#'#)/"&>+5 '29)#8":'5 ) #"(8,#, MTU /
)?I5/<,2'5= +)+,02'= 8"#$#%&'("&)#)/. H)8"20%
+<,0%,& '+1)<>()/"&> 1#' 2,/)(8)72)+&' /*1)<2,2'5
+)E<"+)/"22)3 2"+&#)3.' MTU 2" +)+,02'=
8"#$#%&'("&)#"=.

network { broadcast | nbma |
point-to-multipoint | point-to-
point }

(J1:')2"<>2)) K."("2', &'1" OSPF-1)0+,&' 2"
'2&,#9,3+,. S2"B,2', 1) %8)<B"2'@ "broadcast".

G#' '+1)<>()/"2'' &'1" point-to-multipoint %+&#)3+&/)
8)7,& #"?)&"&> &)<>.) / 1"++'/2)8 non-broadcast
#,7'8,, &) ,+&> %+&"2"/<'/"&> +)+,0+&/) 1) 9".&%
1)<%B,2'5 unicast HELLO-+))?6,2'3 )& +)+,0,3.
;)(8)72)+&> '2':'":'' +),0'2,2'3 .
+.)29'E%#'#)/"22*8 +)+,058 ?%0,& 0)+&%12" /
?%0%6'= #,<'("= GJ.

passive (J1:')2"<>2)) G,#,/)0 '2&,#9,3+" / 1"++'/2*3
#,7'8.
; 0"22)8 #,7'8, '2&,#9,3+ 2, )&1#"/<5,& ' 2,
1#'2'8",& HELLO-+))?6,2'3 ' B,#,( '2&,#9,3+ 2,
%+&"2"/<'/",&+5 2'.".'= +)+,0+&/. -,7'8 '+1)<>(%,&+5
1#' 2,)?=)0'8)+&' "2)2+'#)/"&> / OSPF 1)0+,&>
0"22)E) '2&,#9,3+" (2"1#'8,#, 0<5 '2&,#9,3+)/
<)."<>2)3 1,&<' loopback).
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B(E*'3* $*9'*:/',/

priority  ROUTER_PRIORITY (J1:')2"<>2)) K+&"2)/." 1#')#'&,&" 8"#$#%&'("&)#"
0<5 %B"+&'5 / /*?)#"= Designated router.
G#'2'8",& (2"B,2'5 0..255.

exit ;)(/#"& / #,7'8 2"+&#)3.' OSPF-()2*.

exit ;)(/#"& / #,7'8 2"+&#)3.' OSPF-1#):,++".

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. Q")(."- *"3:0(94" /0(:(4($" OSPFv2

router ospfv2 test
Ê area 0.0.0.0
Ê   interface loopback 1
Ê     passive
Ê   exit
Ê   interface tengigabitethernet 0/0/12
Ê     network point-to-point
Ê   exit
Ê   interface tengigabitethernet 0/0/13
Ê     metric 20
Ê     network point-to-point
Ê   exit
Ê exit
Ê area 0.0.0.100
Ê   interface bundle-ether 7.400
Ê     metric 250
Ê     network point-to-point
Ê   exit
Ê   stub
Ê exit
Ê router-id 1.1.1.1
exit

$*6)4(FH* OSPF 30- YH9/E<0-4* VRF
F<5 ("1%+." 1#):,++" 8"#$#%&'(":'' OSPF /2%&#' .".)E)-<'?) O.(,81<5#" VRF 2,)?=)0'8)
+.)29'E%#'#)/"&> +))&/,&+&/%@6'3 ?<). vrf <NAME> /2%&#' ("#"2,, +)(0"22)E) 1#):,++"
8"#$#%&'(":'' router ospfv2 . G#):,++ 0"<>2,3$,3 2"+&#)3.' OSPF /2%&#' VRF '0,2&'B,2
&".)/)8% 0<5 E<)?"<>2)3 &"?<':* 8"#$#%&'(":''.

NOTE
G#):,++* 8"#$#%&'(":'' 0<5 #"(2*= VRF #"?)&"@& 2,("/'+'8) 0#%E )&
0#%E".

!"#$%&" 42. G"3:0(94" /0(:(4($" OSPFv2 5$- A4),1/$-0" VRF
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B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router ospfv2  OSPF_NAME A)(0"2', 1#):,++" 8"#$#%&'(":'' OSPFv2 + '8,2,8
OSPF_NAME ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

vrf  VRF_NAME S"1%+. 1#):,++" 8"#$#%&'(":'' OSPFv2 / %."("22)8
VRF ' 1,#,=)0 / #,7'8 2"+&#)3.' O&)E) 1#):,++".

router-id  X.X.X.X S"0"2', '0,2&'9'."&)#" %(<" +,&' (Router ID) / 9)#8"&,
IPv4-"0#,+".

area Y.Y.Y.Y A)(0"2', / .)29'E%#":'' OSPF-()2* (area) ' 1,#,=)0 /
#,7'8 ,L 2"+&#)3.'. Backbone-()2)3 5/<5,&+5 ()2" +
2)8,#)8 0.0.0.0 .

nssa (J1:')2"<>2)) K."("2', &,.%6,3 ()2* / ."B,+&/, OSPF
NSSA ('not-so-stubby area').

stub (J1:')2"<>2)) K."("2', &,.%6,3 ()2* / ."B,+&/, OSPF
Stub area.

interface { bundle-ether | bvi |
fortygigabitethernet |
gigabitethernet |
hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |
twentyfivegigabitethernet }  num

F)?"/<,2', +))&/,&+&/%@6,E) '2&,#9,3+" (<'?)
+"?'2&,#9,3+") / %."("22%@ ()2% OSPF ' 1,#,=)0 /
#,7'8 2"+&#)3.' OSPF-1"#"8,&#)/ O&)E) '2&,#9,3+".

dead-interval { minimal |  SECONDS
}

(J1:')2"<>2)) K+&"2)/." /#,8,22)E)
'2&,#/"<"DÑD&"38"%&" 1)<%B,2'5 HELLO-1".,&)/ )&
+)+,0", 1) '+&,B,2'' .)&)#)E) +)+,0 2" 0"22)8
'2&,#9,3+, ?%0,& +B'&"&>+5 1)&,#522*8.
K."("2', 1"#"8,&#" minimal /.<@B",& #,7'8 OSPF fast
hello.

hello-interval  SECONDS (J1:')2"<>2)) K+&"2)/." '2&,#/"<" )&1#"/.' HELLO-
1".,&)/ 2" &,.%6,8 '2&,#9,3+,, / +,.%20"=.

fast-hello-multiplier  PACKETS (J1:')2"<>2)) K+&"2)/." .)<'B,+&/" HELLO-1".,&)/,
.)&)#*, ?%0%& )&1#"/<5&>+5 + '2&,#9,3+" (" +,.%20%
1#' #"?)&, / #,7'8, OSPF fast hello.
G#'2'8",& (2"B,2'5 2..20.

metric  METRIC (J1:')2"<>2)) K+&"2"/<'/",& 1#)&).)<>2%@
"+&)'8)+&>" ('2"B,DÑD8,&#'.%) '2&,#9,3+".
G#'2'8",& (2"B,2'5 0..65535.
!&Z$;:  ; &,.%6,3 /,#+'' GJ /+, '2&,#9,3+*
%+&#)3+&/" 1) %8)<B"2'@ '8,@& 8,&#'.% 10.
4"(2"B,2', 8,&#'. 2" '2&,#9,3+* +<,0%,&
1#)'(/)0'&> / +))&/,&+&/'' + 1#'25&)3 2" +,&'
1)<'&'.)3 IGP-8"#$#%&'(":''.
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B(E*'3* $*9'*:/',/

mtu-ignore (J1:')2"<>2)) A 0"22*8 1"#"8,&#)8 1#'
%+&"2)/<,2'' +)+,0+&/ B,#,( '2&,#9,3+ ?%0,&
'E2)#'#)/"&>+5 '29)#8":'5 ) #"(8,#, MTU /
)?I5/<,2'5= +)+,02'= 8"#$#%&'("&)#)/. H)8"20%
+<,0%,& '+1)<>()/"&> 1#' 2,/)(8)72)+&' /*1)<2,2'5
+)E<"+)/"22)3 2"+&#)3.' MTU 2" +)+,02'=
8"#$#%&'("&)#"=.

network { broadcast | nbma |
point-to-multipoint | point-to-
point }

(J1:')2"<>2)) K."("2', &'1" OSPF-1)0+,&' 2"
'2&,#9,3+,. S2"B,2', 1) %8)<B"2'@ "broadcast".

passive (J1:')2"<>2)) G,#,/)0 '2&,#9,3+" / 1"++'/2*3
#,7'8.
; 0"22)8 #,7'8, '2&,#9,3+ 2, )&1#"/<5,& ' 2,
1#'2'8",& HELLO-+))?6,2'3 ' B,#,( '2&,#9,3+ 2,
%+&"2"/<'/",&+5 2'.".'= +)+,0+&/. -,7'8 '+1)<>(%,&+5
1#' 2,)?=)0'8)+&' "2)2+'#)/"&> / OSPF 1)0+,&>
0"22)E) '2&,#9,3+" (2"1#'8,#, 0<5 '2&,#9,3+)/
<)."<>2)3 1,&<' loopback).

priority  ROUTER_PRIORITY (J1:')2"<>2)) K+&"2)/." 1#')#'&,&" 8"#$#%&'("&)#"
0<5 %B"+&'5 / /*?)#"= Designated router.
G#'2'8",& (2"B,2'5 0..255.

exit ;)(/#"& / #,7'8 2"+&#)3.' OSPF-()2*.

exit ;)(/#"& / #,7'8 2"+&#)3.' OSPF-1#):,++" /2%&#' VRF.

exit ;)(/#"& / #,7'8 2"+&#)3.' OSPF-1#):,++".

exit ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" OSPFv2 5$- A4),1/$-0" VRF.

router ospfv2 test
Ê vrf EXAMPLE
Ê   area 0.0.0.0
Ê     interface loopback 100
Ê       passive
Ê     exit
Ê     interface tengigabitethernet 0/0/2
Ê       mtu-ignore
Ê       network point-to-point
Ê     exit
Ê     interface tengigabitethernet 0/0/3
Ê       metric 20
Ê       network point-to-point
Ê     exit
Ê   exit
Ê   area 0.0.0.100
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Ê     interface bundle-ether 6.400
Ê       metric 250
Ê       network point-to-point
Ê     exit
Ê     stub
Ê   exit
Ê   router-id 1.1.1.1
Ê exit
exit

IMPORTANT
A))&/,&+&/%@6'3 O.(,81<5# VRF 0)<7,2 ?*&> ("#"2,, +)(0"2 /
.)29'E%#":'' 8"#$#%&'("&)#".

?*8()* 6 <4()(H(0(E BFD
G#)&).)< BFD (Bidirectional forwarding detection) +<%7'& 0<5 ?*+&#)E) )?2"#%7,2'5 )&."()/
+),0'2,2'3 8,70% 0/%85 ' ?)<,, +)+,02'8' %+&#)3+&/"8'.

!"#$#%&'("&)#* +,8,3+&/" ME '8,@& "11"#"&2%@ 1)00,#7.% BFD, B&) 1)(/)<5,&
8".+'8"<>2) ?*+&#) )?2"#%7'/"&> )?#*/* +),0'2,2'3 ' 1#)'(/)0'&> 1,#,.<@B,2',
&#"9'." 2" #,(,#/2*, 8"#$#%&*.

;.<@B,2', 1#)&).)<" BFD 1#)'(/)0'&+5 1%&L8 /*1)<2,2'5 .)8"20* bfd fast-detect  2"
+))&/,&+&/%@6,8 '2&,#9,3+, / .)29'E%#":')22)8 ?<)., 1#)&).)<" OSPFv2. G#' O&)8
8"#$#%&'("&)# ?%0,& 1*&"&>+5 %+&"2)/'&> BFD-+,++'' + IP-"0#,+"8' /+,= +)+,0,3, .)&)#*=
1#)&).)< OSPF )?2"#%7'& 2" '2&,#9,3+,. ; +<%B", %+1,$2)E) %+&"2)/<,2'5 &".'= +)+,0+&/
+&"&%+ OSPF-+,++'' +/57,&+5 +) +&"&%+)8 +))&/,&+&/%@6,3 BFD-+,++''.

!"#$%&" 43. G"3:0(94" /0(:(4($" BFD 5$- OSPF-3(3,53:.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router ospfv2  OSPF_NAME A)(0"2', 1#):,++" 8"#$#%&'(":'' OSPFv2 + '8,2,8
OSPF_NAME ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

area Y.Y.Y.Y A)(0"2', / .)29'E%#":'' OSPF-()2* (area) ' 1,#,=)0 /
#,7'8 ,L 2"+&#)3.'.

interface { bundle-ether | bvi |
fortygigabitethernet |
gigabitethernet |
hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |
twentyfivegigabitethernet }  num

G,#,=)0 / #,7'8 2"+&#)3.' OSPF-1"#"8,&#)/
+))&/,&+&/%@6,E) '2&,#9,3+".

bfd fast-detect ;.<@B,2', 8,="2'(8" %+&"2)/<,2'5 BFD-+,++'3 0<5
/+,= 1#)&).)<>2*= OSPF-+)+,0,3 2" 0"22)8 '2&,#9,3+,.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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@0%1,0. G"3:0(94" /0(:(4($" BFD 5$- OSPF-%*:,0=,93".

router ospfv2 test
Ê area 0.0.0.0
Ê   interface tengigabitethernet 0/0/5
Ê     bfd fast-detect
Ê   exit
Ê exit
Ê router-id 1.1.1.1
exit

?/3,6)4,82+,- E*4U42)'(F ,'G(4E*+,,
!,="2'(8 #,0'+&#'?%:'' 1)(/)<5,& 1,#,0"&> / OSPF 8"#$#%&* '( 0#%E'= 1#)&).)<)/
(IGP/EGP, +&"&'B,+.'= 8"#$#%&)/ ' &.1).

G) %8)<B"2'@ 8"#$#%&*, 1,#,0"22*, / OSPF 1#' 1)8)6' 8,="2'(8" #,0'+&#'?%:'',
'8,@& &'1 OSPF External.

-,0'+&#'?%:'5 2"+&#"'/",&+5 1%&L8 +)(0"2'5 2"?)#" '8,2)/"22*= 1#"/'<, 1#' 1)8)6'
.)&)#*= 8)72) 9'<>&#)/"&> 8"#$#%&*, 1)0<,7"6', #,0'+&#'?%:'', " &".7, 2"(2"B"&>
2" 8"#$#%&* 1"#"8,&#*, +1,:'9'B2*, 0<5 OSPF. F<5 ."70)E) '( '+&)B2'.)/
(bgp/connected/local ' &.1.) 8)72) +)(0"&> 2,+.)<>.) 1#"/'<, 2"(2"B'/ '8 1#')#'&,&
.)8"20)3 priority DÑD0"22*, 1#"/'<" ?%0%& 1#'8,25&>+5 . 8"#$#%&% 1) )B,#,0' 0) 1,#/)E)
/=)70,2'5. G#"/'<" #,0'+&#'?%:'' '8,@& 1) %8)<B"2'@ 0,3+&/', "#"(#,$'&>"DÑD&".'8
)?#"()8, 1%+&), 1#"/'<) "/&)8"&'B,+.' 1#)'(/)0'& #,0'+&#'?%:'@ /+,= 8"#$#%&)/ '(
%."("22)E) '+&)B2'.".

%6)(:',H, 4/3,6)4,82+,,:

1. bgp DÑD8"#$#%&2"5 &"?<':" 1#)&).)<" BGP;

2. connected DÑD8"#$#%&*, +))&/,&+&/%@6', 1)0+,&58, 2"(2"B,22*8 2" IP-'2&,#9,3+*
8"#$#%&'("&)#" / 0"22)8 VRF (<'?) GRT);

3. isis DÑD8"#$#%&2"5 &"?<':" 1#)&).)<" IS-IS;

4. local DÑD8"#$#%&*, 5/<5@6',+5 +1,:'9'."8' /32 0<5 "0#,+)/, 2"(2"B,22*= 2" IP-
'2&,#9,3+* 8"#$#%&'("&)#".

5. rip DÑD8"#$#%&2"5 &"?<':" 1#)&).)<" RIP;

6. static DÑD+&"&'B,+.', 8"#$#%&*.

!"#$%&" 44. G"3:0(94" 0,5%3:0%#>&%% . OSPF 1"080>:*(9 %*=(01"&%% %) 50>7%2 /0(:(4($(..

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router ospfv2  OSPF_NAME A)(0"2', 1#):,++" 8"#$#%&'(":'' OSPFv2 + '8,2,8
OSPF_NAME ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.
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B(E*'3* $*9'*:/',/

redistribution { bgp | connected |
isis | local | rip | static }
RULE_NAME

A)(0"2', 1#"/'<" #,0'+&#'?%:'' + '8,2,8 RULE_NAME
'( %."("22)E) '+&)B2'."
(bgp/connected/isis/local/rip/static) ' 1,#,=)0 / #,7'8
2"+&#)3.' O&)E) 1#"/'<".

match prefix  IPv4PREFIX/MASK K."("2', 9'<>&#", '+1)<>(%,8)E) 0<5 0"22)E) 1#"/'<".
G#' %."("2'' &".)E) 9'<>&#" 1#"/'<) ?%0,&
0,3+&/)/"&> &)<>.) 2" 8"#$#%&*, +&#)E) +)/1"0"@6', +
("0"22*8 IPv4PREFIX/MASK.

metric-type { ospf-type1-external
| ospf-type2-external}

4"(2"B'&> 2" 8"#$#%&*, 1#)$,0$', B,#,( 0"22),
1#"/'<), 8,&#'.% &'1" "OSPF External 1" <'?) "OSPF
External 2".

metric-value  METRIC K+&"2)/'&> (2"B,2', OSPF-8,&#'.' 0<5 8"#$#%&)/,
1#)$,0$'= B,#,( 0"22), 1#"/'<).

priority  RULE_PRIORITY K+&"2)/'&> 1#')#'&,& 0"22)E) 1#"/'<" #,0'+&#'?%:''.
G#"/'<" #,0'+&#'?%:'' /*1)<25@&+5 1) )B,#,0' )&
2'(.)E) (2"B,2'5 1#')#'&,&" . /*+).)8% '
+#"?"&*/"@& 1) 1,#/)8% /=)70,2'@. N".'8 )?#"()8,
8"#$#%&, 1)1"/$'3, 2"1#'8,#, / 1,#/), 1#"/'<), ?%0,&
1,#,0"2 / OSPF +)E<"+2) 2"+&#),. O&)E) 1#"/'<" ' 2,
?%0,& )?#"?"&*/"&>+5 1)+<,0%@6'8' 1#"/'<"8'.

redistribute disable S"1#,&'&> #,0'+&#'?%:'@ 8"#$#%&)/, 1)1"/$'= /
&,.%6,, 1#"/'<). G#' /*1)<2,2'' 0"22)3 .)8"20*
&,.%6,, 1#"/'<) +&"2)/'&+5 ("1#,6"@6'8.

exit ;*=)0 '( #,7'8" 2"+&#)3.' 1#"/'<" #,0'+&#'?%:''.
F"<,, 8)72) 2"+&#)'&> +<,0%@6', 1#"/'<"DÑD0<5 &)E)
7, +"8)E) '+&)B2'.", <'?) 0<5 0#%E'= '+&)B2'.)/
#,0'+&#'?%:''.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" /0(&,33" OSPF 3 5.>1- /0".%$"1% 0,5%3:0%#>&%% connected-1"080>:(..

router ospfv2 test
Ê area 0.0.0.0
Ê   interface loopback 1
Ê     passive
Ê   exit
Ê   interface tengigabitethernet 0/0/5
Ê     bfd fast-detect
Ê   exit
Ê   interface tengigabitethernet 0/0/7
Ê     bfd fast-detect
Ê   exit
Ê exit
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Ê redistribution connected CONNECT-OSPF
Ê   match prefix 100.65.0.0/24
Ê   priority 10
Ê   redistribute disable
Ê exit
Ê redistribution connected CONNECT-OSPF-20
Ê   metric-type ospf-type1-external
Ê   metric-value 300
Ê   priority 20
Ê exit
Ê router-id 1.1.1.1
exit

Multi-area link
G#)&).)< 0'2"8'B,+.)3 8"#$#%&'(":'' OSPF 8)7,& #"?)&"&> + )02)3 ()2)3 (single area)
'<' + 82)E'8' (multi area). A #)+&)8 +,&', #"?)&"@6,3 / )02)3 ()2,, <"/'2))?#"(2)
%/,<'B'/",&+5 &"?<':" 8"#$#%&'(":'', ?"(" 0"22*= <'2.)/ LSDB, /#,85 /*1)<2,2'5
"<E)#'&8" 1)+&#),2'5 0,#,/" ' 1)'+." 8"#$#%&)/. H#)8, &)E), <@?), '(8,2,2', / +,&'
(2"1#'8,#, ,+<' E0,-&) 2" %0"<L22)8 %B"+&., <'2. &) 1)5/<5,&+5, &) 1#)1"0",&), 1#'/)0'& .
1)<2)8% 1,#,#"+BL&% OSPF 2" /+,= 8"#$#%&'("&)#"=, B&) %/,<'B'/",& 2"E#%(.% 2"
1#):,++)#. A,E8,2&'#)/"2', +,&' 2" ()2* #,$",& O&' 1#)?<,8*.

J02".), 8)7,& /)(2'."&> 2,)?=)0'8)+&> 1,#,+*<"&> &#"9'. 8,70% 8"#$#%&'("&)#"8'
()2*, )&<'B2)3 )& area 0, '+1)<>(%5 /*+).)+.)#)+&2)3 ."2"< 8,70% 0/%85 E#"2'B2*8'
8"#$#%&'("&)#"8' ()2* (ABR).

@0%1,0 :(/($(7%%

Ê                         R1-------Backbone------R2
Ê                          |                      |
Ê                        Area 1                 Area 1
Ê                          |                      |
Ê                         R3--------Area 1--------R4

V'2. 8,70% R1 ' R2 5/<5,&+5 /*+).)+.)#)+&2*8, ' 7,<"&,<>2) 1,#,+*<"&> &#"9'. area 1
8,70% R1 ' R2 1) 2,8%. J02".), 1)+.)<>.% 1%&> /2%&#' ()2* 1#,01)B&'&,<>2,,, R1 /+,E0"
?%0,& 2"1#"/<5&> &#"9'. . R4 B,#,( area 1 1) ."2"<"8 + ?)<,, 2'(.)3 +.)#)+&>@ '
1,#,+*<"&> &#"9'. B,#,( R3 . +,&58 area 1, 1)0.<@B,22*8 . R2.

RFC 5185 1#,0<"E",& '(562), #,$,2', - +.)29'E%#'#)/"&> multi-area <'2. (2" 1#'8,#,
/*$, - 8,70% 8"#$#%&'("&)#"8' R1 ' R2), )&2)+56'3+5 .". . area 0, &". ' area 1.

!"#$%&" 45. G"3:0(94" multi-area $%*4"

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

99



B(E*'3* $*9'*:/',/

router ospfv2  OSPF_NAME A)(0"2', 1#):,++" 8"#$#%&'(":'' OSPFv2 + '8,2,8
OSPF_NAME ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

router-id  X.X.X.X S"0"2', '0,2&'9'."&)#" %(<" +,&' (Router ID) / 9)#8"&,
IPv4-"0#,+".

area 0.0.0.0 A)(0"2', / .)29'E%#":'' OSPF Backbone-()2*(area) '
1,#,=)0 / #,7'8 ,L 2"+&#)3.'. Backbone-()2)3 5/<5,&+5
()2" + 2)8,#)8 0.0.0.0 .

interface { bundle-ether | bvi |
fortygigabitethernet |
gigabitethernet |
hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |
twentyfivegigabitethernet }  num

F)?"/<,2', +))&/,&+&/%@6,E) '2&,#9,3+" (<'?)
+"?'2&,#9,3+") / %."("22%@ ()2% OSPF ' 1,#,=)0 /
#,7'8 2"+&#)3.' OSPF-1"#"8,&#)/ O&)E) '2&,#9,3+".

exit ;*=)0 '( #,7'8" '2&,#9,3+2*= 1"#"8,&#)/ OSPF.

exit ;*=)0 / #,7'8 .)29'E%#":'' 1#):,++" OSPF.

area Y.Y.Y.Y A)(0"2', / .)29'E%#":'' OSPF-()2* (area) ' 1,#,=)0 /
#,7'8 ,L 2"+&#)3.'.

multi-area-interface {
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip
}  num

F)?"/<,2', +.)29'E%#'#)/"22)E) #"2,, '2&,#9,3+"
backbone-()2* . 2"+&#"'/",8)3 ()2,.

neighbor  ipv4address (J1:')2"<>2)) K."("2', IP-"0#,+" +)+,0".
$/F8(4 2H*971*/)6-, /60, ),< OSPF-<(36/), '*
,')/4G/F6/ ()0,:/' () point-to-point .

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" multi-area $%*4".

router ospfv2 1
Ê   area 0.0.0.0
Ê     interface loopback 5
Ê       passive
Ê     exit
Ê     interface tengigabitethernet 0/0/1.2
Ê     exit
Ê   exit
Ê   area 0.0.0.2
Ê     interface loopback 2
Ê       passive
Ê     exit
Ê     multi-area-interface tengigabitethernet 0/0/1.2
Ê       neighbor 100.2.2.150
Ê     exit
Ê   exit
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Ê   router-id 5.5.5.31
Ê exit
exit

K?,0'&>+5 / #"?)&)+1)+)?2)+&' multi-area <'2." 8)72) + 1)8)6>@ show-.)8"20.

; 1#'/,0,22*= 1#'8,#"= '2&,#9,3+ te0/0/1.2 1#'2"0<,7'& area 0 ' area 2.

Ê 0/ME5100:Router# show  ospfv2 neighbors

Ê Routing Process: 1, ID 5.5.5.31
Ê   Router is an area border router

Ê Neighbor ID      Area ID       Pri  State            BFD        Dead Time  Last
state change  Address          Interface
Ê ---------------- ------------- ---- ---------------- ---------- ----------
------------------ ---------------- ----------
Ê 5.5.2.30         0.0.0.0       1    full-BDR         active     00:00:35   02d03h29m
100.2.2.150      te0/0/1.2
Ê 5.5.2.30         0.0.0.2       --   full             --         00:00:34   02d03h29m
100.2.2.150      MA te0/0/1.2

0/ME5100:Router## show  ospfv2 neighbors  detailed
Wed Oct 25 16:49:34 2023
Ê Routing Process: 1, ID 5.5.5.31
Ê   Router is an area border router

Ê     Interface Loopback2, state: loopback, status: up Area 0.0.0.2

Ê     Interface Loopback5, state: loopback, status: up Area 0.0.0.0

Ê     Interface Tengigabitethernet0/0/1.2, state: designated-router, status: up Area
0.0.0.0

Ê       Neighbor: 100.2.2.150, router-id: 5.5.2.30, permanence: dynamic
Ê         State: full, relationship has changed 5 time(s)
Ê         Priority: 1, oper-status: up
Ê         Router state of this neighbor: backup-designated-router
Ê         Retransmission queue length: 0
Ê         Hellos is not suppressed
Ê         LSAs awaiting a response: 0
Ê         Dead time: 00:00:30
Ê         Last state change: 02d03h32m ago
Ê         Restart helper status: not-helping, time-remaining: 0 seconds, exit reason:
none
Ê         Local OSPF interface address: 100.2.2.151, Interface Index: 366
Ê         BFD status: active

Ê     Multi Area Interface Tengigabitethernet0/0/1.2, state: point-to-point, status:

101



up, Area 0.0.0.2

Ê       Neighbor: 100.2.2.150, router-id: 5.5.2.30
Ê         State: full, relationship has changed 12 time(s)
Ê         Retransmission queue length: 0
Ê         LSAs awaiting a response: 0
Ê         Dead time: 00:00:30
Ê         Last state change: 02d03h32m ago
Ê         Restart helper status: not-helping, time-remaining: 0 seconds, exit reason:
none
Ê         Local OSPF interface address: 100.2.2.151, Interface Index: 366
Ê         Session authentication: disabled

&2)/'),G,H*+,- OSPF
!"#$#%&'("&)#* +,8,3+&/" ME 1)(/)<5@& '+1)<>()/"&> "%&,2&'9'.":'@ OSPF-+)+,0+&/".

U%&,2&'9'.":'5 2"+&#"'/",&+5 1)'2&,#9,3+2), 0<5 ,L #"?)&* 2,)?=)0'8) %."("&>
&#,?%,8*3 &'1 .)8"20)3 'authentication-type' , ("0"&> .<@B .)8"20)3 'authentication-key' .

N".7, 0<5 2"+&#)3.' "%&,2&'9'.":'' 8)72) /)+1)<>()/"&>+5 .)8"20)3 'authentication-
key-chain' . G#' '+1)<>()/"2'' O&)3 .)8"20* %(<* .)29'E%#":'', ("0"22*, .)8"20"8'
'authentication-key' , 'authentication-id ' , 'authentication-type' , 'E2)#'#%@&c5.

N".7, 0<5 2"+&#)3.' "%&,2&'9'.":'' 8)72) /)+1)<>()/"&>+5 .)8"20)3 'authentication-
key-chain' . G#' '+1)<>()/"2'' O&)3 .)8"20* %(<* .)29'E%#":'', ("0"22*, .)8"20"8'
'authentication-key' , 'authentication-id ' , 'authentication-type' , 'E2)#'#%@&c5.

!"#$%&" 46. G"3:0(94" ">:,*:%=%4"&%% OSPFv2

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router ospfv2  OSPF_NAME G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" 8"#$#%&'(":''.

area Y.Y.Y.Y G,#,=)0 / #,7'8 2"+&#)3.' ()2* OSPF.

interface { bundle-ether | bvi |
fortygigabitethernet |
gigabitethernet |
hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |
twentyfivegigabitethernet }  num

G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ OSPF
&#,?%,8)E) '2&,#9,3+".

authentication-type { hmacsha1 |
hmacsha256 | hmacsha384 |
hmacsha512 | md5 | none | simple-
password }

;*?)# &'1" OSPF-"%&,2&'9'.":'' 2"
'2&,#9,3+,DÑDHMAC-SHA1, HMAC-SHA256, HMAC-SHA384,
HMAC-SHA512, MD5 <'?) 1#)+&)3 1"#)<> (simple-
password).
S"0"2', 1"#"8,&#" 'none'  )&.<@B",& "%&,2&'9'.":'@
2" '2&,#9,3+,, B&) +))&/,&+&/%,& 1)/,0,2'@ 1)
%8)<B"2'@.
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B(E*'3* $*9'*:/',/

authentication-key {  KEY_STRING |
encrypted  KEY_ENCRYPT }

S"0"2', .<@B" 0<5 "%&,2&'9'.":'' / )&.#*&)8
(KEY_STRING) <'?) / ("$'9#)/"22)8 ( KEY_ENCRYPT)
/'0,.

authentication-id  authentication-id S"0"2', '0,2&'9'."&)#" .<@B".
F,9)<&2), (2"B,2', - 1.
G#' /*?)#, &'1" "%&,2&'9'.":'' simple-password
1"#"8,&# authentication-id  'E2)#'#%,&+5.

exit ;*=)0 '( #,7'8" '2&,#9,3+2*= 1"#"8,&#)/ OSPF.
F"<,, 8)72) 2"+&#)'&> 1"#"8,&#* "%&,2&'9'.":'' 2"
0#%E'= &#,?%,8*= '2&,#9,3+"=.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 47. E %3/($;)(."*%,1 key-chain.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router ospfv2  OSPF_NAME G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" 8"#$#%&'(":''.

area Y.Y.Y.Y G,#,=)0 / #,7'8 2"+&#)3.' ()2* OSPF.

interface { bundle-ether | bvi |
fortygigabitethernet |
gigabitethernet |
hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |
twentyfivegigabitethernet }  num

G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ OSPF
&#,?%,8)E) '2&,#9,3+".

authentication-key-chain
KEY_CHAIN_NAME

K."("2', '8,2' +1'+." .<@B,3 ( key-chain ), .)&)#*3
?%0,& '+1)<>()/"&>+5 0<5 "%&,2&'9'.":''.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" OSPF-">:,*:%=%4"&%% . 0,<%1, MD5 *" %*:,0=,93,.

router ospfv2 test
Ê area 0.0.0.0
Ê   interface tengigabitethernet 0/0/5
Ê     authentication-key encrypted B98C224080236D
Ê     authentication-type md5
Ê   exit
Ê exit
exit

@0%1,0. G"3:0(94" OSPF-">:,*:%=%4"&%% 3 %3/($;)(."*%,1 4$C+".

router ospfv2 test
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Ê area 0.0.0.0
Ê   interface tengigabitethernet 0/0/5
Ê     authentication-key-chain new
Ê   exit
Ê exit
exit

IMPORTANT
A1'+). .<@B,3 ( key-chain ) 0)<7,2 ?*&> ("#"2,, +)(0"2 /
.)29'E%#":'' 8"#$#%&'("&)#".

NOTE

;+, //)0'8*, / )&.#*&)8 /'0, .<@B' "/&)8"&'B,+.' $'9#%@&+5 / &,.%6,3
.)29'E%#":'' ' )&)?#"7"@&+5 / /'0, encrypted  KEY_ENCRYPT.
H<@B' 8)72) 1,#,2)+'&> / ("$'9#)/"22)8 /'0, 8,70% 8"#$#%&'("&)#"8'
ME + )0'2".)/)3 /,#+',3 GJ.

M4(1/4H* 4*8()7 OSPF , 3,*J'(6),:/6H,/
H(E*'37

show route ospf

H)8"20" /*/)0'& 8"#$#%&*, '8,@6',+5 / &"?<':, 8"#$#%&'(":'', 1)<%B,22*, '(
1#)&).)<" OSPF.

@0%1,0. show route ospf

0/ME5100:Router# show route ospf

Ê Codes: IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2

Ê O EA   1.1.1.1/32    via 100.100.12.0 [30/2], 06h17m31s, te 0/0/5
Ê O EA   4.4.4.4/32    via 100.100.24.0 [30/2], 06h05m51s, te 0/0/6
Ê O E1   100.100.13.0/31    via 100.100.12.0 [110/301], 00h02m54s, te 0/0/5
Ê O EA   100.100.14.0/31    via 100.100.12.0 [30/2], 06h10m24s, te 0/0/5

Ê Total route count: 4

show ospfv2

H)8"20" /*/)0'& )?6,, +)+&)52', ' +&"&'+&'.% 1) /+,8 1#):,++"8 8"#$#%&'(":'' OSPFv2.

@0%1,0. show ospfv2

0/ME5100:Router# show ospfv2
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Ê Routing Process: test, with ID 2.2.2.2
Ê   Router is not an area border router
Ê   Graceful restart: not-restarting, remaining time: 0, reason: none
Ê   OSPF traffic engineering: not supported
Ê   The maximum delay before the Routing Table is recalculated: 0
Ê   Route max equal cost paths are stored: 5
Ê   External lsa refresh interval: 1800
Ê   LSA timers (ms): 5000 min interval, 1000 min arrival, 0 hold interval, 0 max
interval
Ê   Number of new LSA originated: 118
Ê   Number of new LSA received: 85
Ê   Number of external LSA (LS type 5): 3, checksum: 0x0001E204
Ê   Number of type-11 LSAs in the external database (opaque): 0, checksum: 0x00000000
Ê   Number of LSA in LSD at checksum checked: 0
Ê   Number of updates 0 pending, 0 merged
Ê   Number errors:
Ê       instance id: 0, bad IP header length: 0
Ê       header length: 0, bad IP header length: 0
Ê       no virtual link: 0, version: 0
Ê       bad source: 0, resource errors: 0
Ê   Number of packets received have been dropped: 0

Ê     Area 0.0.0.0, up
Ê       Area can carry data traffic: false
Ê       SPF algorithm executed 19 times
Ê       Number of area border routers: 0, Autonomous routers: 3
Ê       Number of Translator State changes: 0
Ê       NSSA Border router state: disabled
Ê       Number of LSA (LS type-1) count: 3, checksum: 0x0000A0E7
Ê       Number of LSA with LS type-2 count: 3
Ê       Number of LSA with LS type-3 count: 0, checksum: 0x00000000
Ê       Number of LSA with LS type-4 count: 0, checksum: 0x00000000
Ê       Number of LSA with LS type-7 (NSSA) count: 0, checksum: 0x00000000
Ê       Number of LSA with LS type-10 (opaque) count: 0, checksum: 0x00000000
Ê       Number of with LS type-7 (NSSA): 0, checksum: 0x00000000
Ê       Total number of LSA: 6, checksum: 0x00016D09

Ê       Number of interfaces in this area is: 3

F<5 1#)+8)&#" '29)#8":'' )? )&0,<>2)8 OSPF 1#):,++, / show-.)8"20, 2,)?=)0'8)
%."("&> '85 1#):,++".

show ospfv2 instance new

H)8"20" /*/)0'& )?6,, +)+&)52', ' +&"&'+&'.% 1) 1#):,++% 8"#$#%&'(":'' OSPFv2 +
'8,2,8 "new".

@0%1,0. show ospfv2 instance new

0/ME5100:Router# show ospfv2 instance new
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Fri Mar  1 14:55:55 2024
Ê Routing process: new, ID 5.5.5.31
Ê   Instance ID: 5
Ê   Router is not an area border router
Ê   Graceful restart: not-restarting, remaining time: 0, reason: none
Ê   OSPF traffic engineering: disabled
Ê   Traffic engineering disabled, router ID: 200.151.1.1
Ê   The maximum delay before the Routing Table is recalculated: 5000
Ê   Route max equal cost paths are stored: 5
Ê   External LSA refresh interval: 1800 secs
Ê   Full SPF calculation: 00h10m46s ago
Ê   LSA timers:
Ê     Minimum time between originations: 5000 msec
Ê     Minimum time between receptions: 1000 msec
Ê     Time to increase minimum originations interval: 0 msec
Ê     Maximum time to delay originations: 0 msec
Ê   Number of new LSA originated: 6
Ê   Number of new LSA received: 21
Ê   Number of AS-External LSA (type 5): 19, checksum: 0x000a54a4
Ê   Number of AS-Opaque LSA  (type 11): 0, checksum: 0x00000000
Ê   Number of LSA in LSDB at checksum check: 0
Ê   Number of updates: 0 pending, 0 merged
Ê   Errors count:
Ê     Header length errors:            0
Ê     Header errors:                   0
Ê     No interface for virtual link:   0
Ê     Version field is invalid:        0
Ê     Invalid or unrecognized address: 0
Ê     Resource errors:                 0
Ê   Packets dropped by unknown reason: 0

Ê     Area 0.0.0.0, up
Ê       Area can carry data traffic: false
Ê       SPF algorithm executed, times: 6
Ê       Number of area border routers: 0, autonomous routers: 2
Ê       Number of translator state changes: 0
Ê       NSSA Border router state: disabled
Ê       Number of LSA type-1: 2, checksum: 0x00014612
Ê       Number of LSA type-2: 0, checksum: 0x00000000
Ê       Number of LSA type-3: 0, checksum: 0x00000000
Ê       Number of LSA type-4: 0, checksum: 0x00000000
Ê       Number of LSA type-7: 0, checksum: 0x00000000
Ê       Number of LSA type-10: 0, checksum: 0x00000000
Ê       Total count of LSAs: 2, checksum: 0x00014612
Ê       Number of interfaces in this area: 2

show ospfv2 database

H)8"20" /*/)0'& +)0,#7'8), OSPF LSDB 0<5 O.(,81<5#" VRF <'?) 0<5 E<)?"<>2)3 &"?<':*
8"#$#%&'(":''. G#' %."("2'' 1"#"8,&#" 'detailed'  ?%0,& /*/)0'&>+5 0,&"<>2),
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+)0,#7'8), '8,@6'=+5 LSA.

G#' %."("2'' &'1" LSA ?%0%& /*/,0,2* &)<>.) LSA +))&/,&+&/%@6,E) &'1".

@0%1,0. show ospfv2 database

0/ME5100:Router# show ospfv2 database

Ê Routing Process: test, with ID 2.2.2.2

Ê Area Link State Database:

Ê Link ID           ADV Router     Age        Seq#        Checksum    Area
Type
Ê ----------------- -------------- ---------- ----------- -----------
----------------- -----
Ê 1.1.1.1           1.1.1.1        00:14:16   0x80000034  0x00003E58  0.0.0.0
router-lsa
Ê 2.2.2.2           2.2.2.2        00:02:25   0x80000036  0x00004C27  0.0.0.0
router-lsa
Ê 4.4.4.4           4.4.4.4        00:09:45   0x80000011  0x00001668  0.0.0.0
router-lsa
Ê 100.100.12.1      2.2.2.2        00:21:42   0x80000030  0x00000B37  0.0.0.0
network-lsa
Ê 100.100.14.1      1.1.1.1        00:14:16   0x8000000D  0x00008DD1  0.0.0.0
network-lsa
Ê 100.100.24.1      2.2.2.2        00:14:23   0x8000000D  0x0000331A  0.0.0.0
network-lsa

Ê Link State Database:

Ê External Link States:
Ê Link ID           ADV Router     Age        Seq#        Checksum    Type
Ê ----------------- -------------- ---------- ----------- -----------
---------------------
Ê 100.100.12.0      1.1.1.1        00:06:50   0x80000001  0x0000ABA2  external-lsa
Ê 100.100.13.0      1.1.1.1        00:06:50   0x80000001  0x0000A0AC  external-lsa
Ê 100.100.14.0      1.1.1.1        00:06:50   0x80000001  0x000095B6  external-lsa

show ospfv2 neighbors

H)8"20" /*/)0'& / &"?<'B2)8 /'0, +1'+). ".&'/2*= OSPFv2-+)+,0,3.

G#' %."("2'' 1"#"8,&#" 'detailed'  ?%0,& /*/)0'&>+5 0,&"<>2"5 '29)#8":'5 1) +)+,058.

@0%1,0. show ospfv2 neighbors

0/ME5100:Router# show ospfv2 neighbors

Ê Routing Process: test, with ID 2.2.2.2
Ê   Router is not an area border router
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Ê Neighbor ID      Area ID          Pri    State            BFD           Dead Time
Address          Interface
Ê ---------------- ---------------- ------ ---------------- ------------- ----------
---------------- ----------
Ê 1.1.1.1          0.0.0.0          1      full-BDR         active        00:00:35
100.100.12.0     te 0/0/5
Ê 4.4.4.4          0.0.0.0          1      full-BDR         active        00:00:30
100.100.24.0     te 0/0/6

show ospfv2 interfaces [detailed]

H)8"20" /*/)0'& +)+&)52', ' +&"&'+&'.% 1) '2&,#9,3+"8, %B"+&/%@6'8 / 1#):,++,
OSPFv2.

@0%1,0. show ospfv2 interfaces detailed

0/ME5100:Router# show ospfv2 interfaces detailed

Ê Routing Process: test, with ID 2.2.2.2
Ê   Router is not an area border router

Ê     Interface Loopback 1, state: designated-router, status: up
Ê       Area 0.0.0.0, configured metric: 1
Ê       Changed state: 2 time, Administrative group 0
Ê       Designated Router IP addr: 2.2.2.2
Ê       Backup Designated Router IP addr: 0.0.0.0
Ê       Subnet mask: 255.255.255.255
Ê       Remote peer index: 0
Ê       Number of LSA count: 0, checksum: 0x00000000

Ê     Interface Tengigabitethernet 0/0/5, state: designated-router, status: up
Ê       Area 0.0.0.0, configured metric: 1
Ê       Changed state: 2 time, Administrative group 0
Ê       Designated Router IP addr: 100.100.12.1
Ê       Backup Designated Router IP addr: 100.100.12.0
Ê       Subnet mask: 255.255.255.254
Ê       Remote peer index: 0
Ê       Number of LSA count: 0, checksum: 0x00000000

Ê     Interface Tengigabitethernet 0/0/6, state: designated-router, status: up
Ê       Area 0.0.0.0, configured metric: 1
Ê       Changed state: 2 time, Administrative group 0
Ê       Designated Router IP addr: 100.100.24.1
Ê       Backup Designated Router IP addr: 100.100.24.0
Ê       Subnet mask: 255.255.255.254
Ê       Remote peer index: 0
Ê       Number of LSA count: 0, checksum: 0x00000000

Ê     Interface Tengigabitethernet 0/0/7, state: down, status: down
Ê       Area 0.0.0.0, configured metric: 1

108



Ê       Changed state: 0 time, Administrative group 0
Ê       Designated Router IP addr: 0.0.0.0
Ê       Backup Designated Router IP addr: 0.0.0.0
Ê       Subnet mask: 255.255.255.254
Ê       Remote peer index: 0
Ê       Number of LSA count: 0, checksum: 0x00000000

;*$,1#'/,0,22*, .)8"20* )&)?#"7"@& '29)#8":'@ ) /+,= 1#):,++"= OSPF, 2"+&#),22*=
E<)?"<>2) (/ GRT).
F<5 1#)+8)&#" '29)#8":'' ) 1#):,++"= / VRF / show-.)8"20, 2,)?=)0'8) %."("&> '85 VRF.
G#' /*?)#, VRF all  ?%0,& /*/)0'&>+5 ("1#)$,22"5 '29)#8":'5 1) /+,8 VRF.

show route vrf test ospf

H)8"20" /*/)0'& 8"#$#%&*, '8,@6',+5 / &"?<':, 8"#$#%&'(":'', 1)<%B,22*, '(
1#)&).)<" OSPF / VRF test.

@0%1,0. show route vrf test ospf

0/ME5100:Router# AR31-17-151# show route vrf test ospf

Tue Feb 20 15:09:50 2024
Ê Codes: IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2

Ê O E2   2.2.2.0/24    via 100.101.31.2 [110/0], 00h00m20s, te0/0/1.3
Ê O EA   5.5.0.30/32    via 100.101.31.2 [30/2], 00h00m20s, te0/0/1.3
Ê O E2   13.13.13.0/24    via 100.101.31.2 [110/0], 00h00m20s, te0/0/1.3
Ê O E2   28.1.1.0/24    via 100.101.31.2 [110/0], 00h00m20s, te0/0/1.3

#(<(0',)/0K'*- 3,*J'(6),H*

Unexpected non-zero DR

A))?6,2', "Unexpected non-zero DR" )&)?#"7",&+5 1#' 1)<%B,2'' 1".,&" + 2,2%<,/*8
(2"B,2',8 / 1)<, DR.

G#'8,#.

4" 0/%= 8"#$#%&'("&)#"= 2"+&#),2 1#)&).)< OSPFv2, 2" )02)3 +&)#)2, 2"+&#),2 broadcast
2" '2&,#9,3+,, 2" 0#%E)3 +&)#)2, point-to-point.

M4,E/4 H('G,J24*+,, R1

0/ME5100:R1# show running-config router ospfv2
router ospfv2 1
Ê area 0.0.0.0
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Ê   interface tengigabitethernet 0/0/4
Ê   exit
Ê exit
Ê router-id 1.1.1.1
exit
0/ME5100:R1#

M4,E/4 H('G,J24*+,, R2

0/ME5100:R2# show running-config router ospfv2
router ospfv2 1
Ê area 0.0.0.0
Ê   interface tengigabitethernet 0/0/4
Ê     network point-to-point
Ê   exit
Ê exit
Ê router-id 2.2.2.2
exit
0/ME5100:R1#

G#' &".)3 .)29'E%#":'' 2" R2 ?%0%& +))?6,2'5 /'0":

0/ME5100:R2# 2025-09-23T10:07:53+07:00 %OSPF_V2-I-ADJCHANGE: Unexpected non-zero DR
192.168.3.2 in hello packet from interface te0/0/4
0/ME5100:R2# 2025-09-23T10:08:13+07:00 %OSPF_V2-I-ADJCHANGE: Unexpected non-zero DR
192.168.3.2 in hello packet from interface te0/0/4
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$&=A?;DB& M?;A;B;N& IS-IS
; 0"22)3 E<"/, )1'+"2* 1#'2:'1* 2"+&#)3.' 1#)&).)<" 0'2"8'B,+.)3 8"#$#%&'(":'' IS-
IS (Intermediate System to Intermediate System).

F"22*3 1#)&).)< 1#'2"0<,7'& . +,8,3+&/% 1#)&).)<)/ +)+&)52'5 +),0'2,2'5 ' )&2)+'&+5
. E#%11, IGP (Interior Gateway Protocol).

M4,'+,<7 H('G,J24,4(1*',- <4()(H(0* IS-IS.
4"+&#)3." 1#):,++" 0'2"8'B,+.)3 8"#$#%&'(":'' IS-IS 1#)'(/)0'&+5 / #"(0,<,
.)29'E%#":'' router isis . ;2%&#' 0"22)E) .)29'E%#":')22)E) ?<)." 2"+&#"'/",&+5 IS-IS
.". 0<5 E<)?"<>2)3 &"?<':*, &". ' 0<5 '8,@6'=+5 2" 8"#$#%&'("&)#, O.(,81<5#)/ VRF.

4" %+&#)3+&/, /)(8)72) +)(0"&> 0) 16 1#):,++)/ 8"#$#%&'(":'' IS-IS.

F"<>2,3$"5 .)29'E%#":'5 &".7, 1#)'(/)0'&+5 ',#"#='B,+.'.
;2%&#' &"?<':* 8"#$#%&'(":'' .)29'E%#'#%@&+5 1"#"8,&#* IS-IS (NET, level /+,3
+'+&,8*, IS-IS hostname ' &.1.), " &".7, 0)?"/<5@&+5 '2&,#9,3+*, .)&)#*, ?%0%& %B"+&/)/"&>
/ 8"#$#%&'(":'' IS-IS.

IMPORTANT

G) %8)<B"2'@ 2' )0'2 '( '2&,#9,3+)/ %+&#)3+&/" 2, /.<@B,2 /
1#)&).)< IS-IS. F<5 ("1%+." 1#)&).)<" IS-IS 2" '2&,#9,3+, '/'<'
+"?'2&,#9,3+, &#,?%,&+5 5/2) %."("&> O&)& '2&,#9,3+ / .)29'E%#":''
1#):,++" IS-IS.

IMPORTANT

4" '2&,#9,3+,, +.)29'E%#'#)/"22)8 /2%&#' 1#):,++" IS-IS,
("1%+.",&+5 8,="2'(8 1#)&).)<>2)E) )?2"#%7,2'5 IS-ISDÑD2"B'2",&+5
)&1#"/." 1".,&)/ IS-IS Hello ' 1#',8 &".'= 1".,&)/. C+.<@B,2',
+)+&"/<5@& &.2. "1"++'/2*," '2&,#9,3+*DÑD&".', '2&,#9,3+* &)<>.)
/.<@B"@&+5 / "0#,+2*, TLV / 1".,&"= LSP, +)+,0+&/" B,#,( &".',
'2&,#9,3+* 2, %+&"2"/<'/"@&+5.

M(60/3(1*)/0K'(6)K H('G,J24,4(1*',- <4()(H(0* IS-IS 17J0-3,) 60/32LW,E (84*9(E:

1. A)(0"2', 1#):,++" 8"#$#%&'(":'' IS-IS.

2. J?6"5 2"+&#)3." 1#)&).)<" IS-IS 2" %+&#)3+&/,.

3. F)?"/<,2', ' 2"+&#)3." '2&,#9,3+)/ / +))&/,&+&/%@6', &"?<':* 8"#$#%&'(":''.

@*9(1*- '*6)4(FH* <4()(H(0* IS-IS
4"+&#)3." 1#)&).)<" 1#)'(/)0'&+5 +)E<"+2) )1'+"22)3 /*$, ',#"#=''.

F<5 ?"()/)3 #"?)&)+1)+)?2)+&' +'+&,8* 2,)?=)0'8) %."("&> 1"#"8,&# 'net'  (IS-IS Network
Entity Title). N".7, #,.)8,20%,&+5 ("0"&> 1"#"8,&# 'host-name'  ', / +<%B", '+1)<>()/"2'5
&)<>.) )02)E) '( %#)/2,3 IS, /*?#"&> +))&/,&+&/%@6'3 %#)/,2> )?6,3 2"+&#)3.)3 'is-
level' .
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!"#$%&" 48. Q")(."- *"3:0(94" /0(:(4($" IS-IS

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router isis  ISIS_NAME A)(0"2', 1#):,++" 8"#$#%&'(":'' IS-IS + '8,2,8 ISIS_NAME '
1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

net  NET S"0"2', +'+&,82)E) IS-IS Network Entity Title (NET) / 9)#8"&,
XX.XXXX.XXXX.XXXX.XXXX.00. F"22*3 1"#"8,&# %2'."<>2)
'0,2&'9':'#%,& +'+&,8% /) /+,8 IS-IS-0)8,2,.

is-level { level-1 | level-
1-2 | level-2 }

(J1:')2"<>2)) ;*?)# %#)/25 IS, / .)&)#)8 ?%0,& #"?)&"&>
+'+&,8". G) %8)<B"2'@ '+1)<>(%,&+5 (2"B,2', 'level-1-2'.

host-name HOSTNAME (J1:')2"<>2)) S"0"2', IS-IS hostnameDÑD'8,2' %(<", .)&)#),
?%0,& %."(*/"&>+5 / +))&/,&+&/%@6'= TLV +<%7,?2*= 1".,&)/
IS-IS. G) %8)<B"2'@ '+1)<>(%,&+5 +'+&,82), '85 %+&#)3+&/"
('hostname' ).

set-overload-bit full-db
disable

(J1:')2"<>2)) 4, %+&"2"/<'/"&> 9<"E "IS-IS overload bit", .)E0"
8"#$#%&'("&)# 1,#,E#%7,2. G) %8)<B"2'@ overload bit
%+&"2"/<'/",&+5 / LSP 0<5 )1)/,6,2'5 +)+,0,3 ) &)8, B&)
8"#$#%&'("&)# 2, 8)7,& '+1)<>()/"&>+5 0<5 1,#,0"B'
&#"2('&2)E) &#"9'.".

IMPORTANT

9<"E "IS-IS overload bit" 2, +2'8",&+5
"/&)8"&'B,+.' 1#' '+B,(2)/,2''
1,#,E#%(.'. A25&> ,E) 8)72) .)8"20)3
"clear isis overload" .

level { level-1 | level-2 } G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ %#)/25 1 '<' %#)/25 2
(0<5 )?)'= %#)/2,3 1"#"8,&#* 2"+&#"'/"@&+5 )0'2".)/)).

metric-style { wide | both
}

(J1:')2"<>2)) ;*?)# &'1" 8,&#'.' 0<5 &,.%6,E) %#)/25 IS-IS.
G) %8)<B"2'@ 0<5 8"#$#%&)/ IPv4 '+1)<>(%,&+5 #,7'8 "both",
+8,$"22*3, 8,&#'.' .". "narrow", &". ' "wide".
G#' O&)8, 1#' 1)<%B,2'' internal/external-8"#$#%&)/ +
8,&#'.)3 "narrow" 8"#$#%&'("&)# 1#'/)0'& internal/external-
8"#$#%&* + 8,&#'.)3 "narrow" . 8"#$#%&"8 ?,( 1#'(2"."
internal/external, 2) + 8,&#'.)3 "wide" ' 1,#,0"L& '= / SPF.

set-overload-bit on-startup
SECONDS

(J1:')2"<>2)) G#' %."("2'' 0"22)E) 1"#"8,&#" 1#' +&"#&,
1#):,++" IS-IS / +'+&,8, ?%0,& %+&"2"/<'/"&>+5 9<"E "IS-IS
overload bit" 2" SECONDS +,.%20 1)+<, ("1%+.".

set-overload-bit persist (J1:')2"<>2)) G#' %."("2'' 0"22)E) 1"#"8,&#" 9<"E "IS-IS
overload bit" ?%0,& %+&"2)/<,2 / +'+&,8, 1)+&)522).

exit ;)(/#"& / #,7'8 2"+&#)3.' 1#):,++" IS-IS.
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B(E*'3* $*9'*:/',/

interface { loopback |
tengigabitethernet |
bundle-ether |
fortygigabitethernet |
hundredgigabitethernet |
tunnel-ip |
twentyfivegigabitethernet }
num

F)?"/<,2', +))&/,&+&/%@6,E) '2&,#9,3+" (<'?)
+"?'2&,#9,3+") / 1#):,++ IS-IS ' 1,#,=)0 / #,7'8 2"+&#)3.'
1"#"8,&#)/ 1#)&).)<" IS-IS 0<5 O&)E) '2&,#9,3+".

address-family { ipv4 |
ipv6 } unicast

;.<@B,2', #"?)&* IS-IS + IPv4 '<' IPv6 2" 0"22)8 '2&,#9,3+,
' 1,#,=)0 / #,7'8 .)29'E%#'#)/"2'5 +))&/,&+&/%@6,3
AFI/SAFI.
!*I'(:  / ?)<>$'2+&/, 1#'8,2,2'3 0"22"5 .)8"20" 5/<5,&+5
)?5("&,<>2)3DÑD0<5 .)##,.&2)E) /.<@B,2'5 '2&,#9,3+" / IP-
8"#$#%&'(":'@ 1#)&).)<" IS-IS 1)&#,?%,&+5 %."("&> ipv4
unicast , ipv6 unicast  '<' )?, AFI/SAFI.

exit ;)(/#"& / #,7'8 2"+&#)3.' '2&,#9,3+" IS-IS.

circuit-level { level-1 |
level-1-2 | level-2 }

(J1:')2"<>2)) K."("2', %#)/25 IS, . .)&)#)8% )&2)+'&+5
0"22*3 '2&,#9,3+.
C2&,#9,3+ 1) %8)<B"2'@ #"?)&",& 2" /+,= (' &)<>.) 2" &,=)
%#)/25=, .)&)#*, ("0"2* )?6,3 2"+&#)3.)3 'is-level' .
H)8"20" 7, 'circuit-level'  1)(/)<5,& /*?#"&> +#,0'
+'+&,82*= %#)/2,3 &)&, .)&)#*3 &#,?%,&+5 0<5 .)2.#,&2)E)
'2&,#9,3+".
G#".&'B,+.), 1#'8,2,2', .)8"20" '8,,& / &)8 +<%B",, .)E0"
("0"2 'is-level level-1-2' DÑD/ &".)8 +<%B", .)8"20)3 'circuit-
level'  8)72) /*?#"&> 0<5 '2&,#9,3+" <'?) level-1, <'?) level-2.
C2&,#9,3+2*, 1"#"8,&#* +))&/,&+&/%@6,E) %#)/25
2"+&#"'/"@&+5 '2&,#9,3+2)3 .)8"20)3 'level'  (+8. 0"<,,).

level { level-1 | level-2 } G,#,=)0 / #,7'8 2"+&#)3.' IS-IS 1"#"8,&#)/ '2&,#9,3+"
+))&/,&+&/%@6,E) %#)/25.
F)+&%12*, 2"+&#)3.' / 0"22)8 #,7'8, )0'2".)/* 0<5 )?)'=
%#)/2,3 IS, )02".) .)29'E%#'#%@&+5 0<5 ."70)E) %#)/25
)&0,<>2).

csnp-interval  SECONDS (J1:')2"<>2)) S"0"2', '2&,#/"<" 8,70% )&1#"/."8' 1".,&)/
CSNP.

hello-multiplier  MULT (J1:')2"<>2)) S"0"2', .)<'B,+&/" 1)&,#522*= IS-IS Hello,
1)+<, .)&)#*= +)+,0 2" 0"22)8 '2&,#9,3+, ?%0,& +B'&"&>+5
1)&,#522*8.

hello-timer  SECONDS (J1:')2"<>2)) S"0"2', '2&,#/"<" )&1#"/.' IS-IS Hello.

lsp-interval  MSEC (J1:')2"<>2)) S"0"2', '2&,#/"<" 8,70% )&1#"/."8' 1".,&)/
LSP.

metric  METRIC (J1:')2"<>2)) K."("2', 1#)&).)<>2)3 8,&#'.' (+&)'8)+&')
'2&,#9,3+".
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B(E*'3* $*9'*:/',/

priority  PRIO (J1:')2"<>2)) K."("2', 1#')#'&,&" %+&#)3+&/" 1#' /*?)#"=
DR 2" 0"22)8 '2&,#9,3+,.

exit ;)(/#"& / #,7'8 2"+&#)3.' '2&,#9,3+" IS-IS.

passive (J1:')2"<>2)) G,#,/)0 '2&,#9,3+" / 1"++'/2*3 #,7'8.
; 0"22)8 #,7'8, '2&,#9,3+ 2, )&1#"/<5,& ' 2, 1#'2'8",&
IIH-+))?6,2'3 ' B,#,( '2&,#9,3+ 2, %+&"2"/<'/",&+5 2'.".'=
+)+,0+&/. -,7'8 '+1)<>(%,&+5 1#' 2,)?=)0'8)+&'
"2)2+'#)/"&> / IS-IS 1)0+,&> 0"22)E) '2&,#9,3+" (2"1#'8,#,
0<5 '2&,#9,3+)/ <)."<>2)3 1,&<' loopback).

point-to-point (J1:')2"<>2)) ;.<@B,2', 2" '2&,#9,3+, #,7'8" "IS-IS Point-
to-point".
; 0"22)8 #,7'8, 2, 1#)'(/)05&+5 /*?)#* DR ' 2, +)(0"@&+5
1+,/0)2)0*.
A<,0%,& +<,0'&> (" &,8, B&)?* #,7'8 '2&,#9,3+" ?*< ("0"2
)0'2".)/) 0<5 )?)'= .)2:)/ IS-IS +),0'2,2'5.

shutdown (J1:')2"<>2)) J&.<@B",& 1#)&).)< IS-IS 2" %."("22)8
'2&,#9,3+, 1)<2)+&>@.
H)8"20" '8,,& 1#".&'B,+.), 1#'8,2,2', / &,= +<%B"5=, .)E0"
&#,?%,&+5 /#,8,22) '+.<@B'&> '2&,#9,3+ '( IS-IS, +)=#"2'/
1#' O&)8 /+@ ,E) .)29'E%#":'@.

exit ;)(/#"& / #,7'8 2"+&#)3.' 1#):,++" IS-IS. F"<,, 8)72)
/.<@B'&> / IS-IS ' 2"+&#)'&> 1"#"8,&#* 0#%E'= &#,?%,8*=
'2&,#9,3+)/.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. Q")(."- *"3:0(94" /0(:(4($" IS-IS

router isis test
Ê interface loopback 1
Ê   address-family ipv4 unicast
Ê   exit
Ê   passive
Ê exit
Ê interface tengigabitethernet 0/0/5
Ê   address-family ipv4 unicast
Ê     bfd fast-detect
Ê   exit
Ê   hello-padding disable
Ê   point-to-point
Ê exit
Ê interface tengigabitethernet 0/0/7
Ê   address-family ipv4 unicast
Ê     bfd fast-detect
Ê   exit
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Ê   hello-padding disable
Ê   point-to-point
Ê exit
Ê host-name Router
Ê ipv4-te-level level-2
Ê level level-2
Ê   metric-style wide
Ê exit
Ê net 49.0001.0010.0100.1001.00
exit

$*6)4(FH* IS-IS 30- YH9/E<0-4* VRF
F<5 ("1%+." 1#):,++" 8"#$#%&'(":'' IS-IS /2%&#' .".)E)-<'?) O.(,81<5#" VRF 2,)?=)0'8)
+.)29'E%#'#)/"&> +))&/,&+&/%@6'3 ?<). vrf <NAME> /2%&#' ("#"2,, +)(0"22)E) 1#):,++"
8"#$#%&'(":'' router isis . G#):,++ 0"<>2,3$,3 2"+&#)3.' IS-IS /2%&#' VRF '0,2&'B,2
&".)/)8% 0<5 E<)?"<>2)3 &"?<':* 8"#$#%&'(":''.

NOTE
G#):,++* 8"#$#%&'(":'' 0<5 #"(2*= VRF #"?)&"@& 2,("/'+'8) 0#%E )&
0#%E".

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router isis  ISIS_NAME A)(0"2', 1#):,++" 8"#$#%&'(":'' IS-IS + '8,2,8
ISIS_NAME ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

vrf  VRF_NAME S"1%+. 1#):,++" 8"#$#%&'(":'' IS-IS / %."("22)8 VRF '
1,#,=)0 / #,7'8 2"+&#)3.' O&)E) 1#):,++".

net  NET S"0"2', +'+&,82)E) IS-IS Network Entity Title (NET) /
9)#8"&, XX.XXXX.XXXX.XXXX.XXXX.00. F"22*3 1"#"8,&#
%2'."<>2) '0,2&'9':'#%,& +'+&,8% /) /+,8 IS-IS-
0)8,2,.

is-level { level-1 | level-1-2 |
level-2 }

(J1:')2"<>2)) ;*?)# %#)/25 IS, / .)&)#)8 ?%0,&
#"?)&"&> +'+&,8". G) %8)<B"2'@ '+1)<>(%,&+5 (2"B,2',
'level-1-2'.

host-name HOSTNAME (J1:')2"<>2)) S"0"2', IS-IS hostnameDÑD'8,2' %(<",
.)&)#), ?%0,& %."(*/"&>+5 / +))&/,&+&/%@6'= TLV
+<%7,?2*= 1".,&)/ IS-IS. G) %8)<B"2'@ '+1)<>(%,&+5
+'+&,82), '85 %+&#)3+&/" ( 'hostname' ).

level { level-1 | level-2 } G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ %#)/25 1 '<'
%#)/25 2 (0<5 )?)'= %#)/2,3 1"#"8,&#* 2"+&#"'/"@&+5
)0'2".)/)).

metric-style { wide | narrow |
both }

(J1:')2"<>2)) ;*?)# #,7'8" 8,&#'.' 0<5 &,.%6,E)
%#)/25 IS-IS. G) %8)<B"2'@ '+1)<>(%,&+5 #,7'8 "both".
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B(E*'3* $*9'*:/',/

set-overload-bit on-startup
SECONDS

(J1:')2"<>2)) G#' %."("2'' 0"22)E) 1"#"8,&#" 1#'
+&"#&, 1#):,++" IS-IS / +'+&,8, ?%0,& %+&"2"/<'/"&>+5
9<"E "IS-IS overload bit" 2" SECONDS +,.%20 1)+<,
("1%+.".

exit ;)(/#"& / #,7'8 2"+&#)3.' 1#):,++" IS-IS.

interface { loopback |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip
| twentyfivegigabitethernet }  num

F)?"/<,2', +))&/,&+&/%@6,E) '2&,#9,3+" (<'?)
+"?'2&,#9,3+") / 1#):,++ IS-IS ' 1,#,=)0 / #,7'8
2"+&#)3.' 1"#"8,&#)/ 1#)&).)<" IS-IS 0<5 O&)E)
'2&,#9,3+".

address-family { ipv4 | ipv6 }
unicast

;.<@B,2', #"?)&* IS-IS + IPv4 '<' IPv6 2" 0"22)8
'2&,#9,3+, ' 1,#,=)0 / #,7'8 .)29'E%#'#)/"2'5
+))&/,&+&/%@6,3 AFI/SAFI.
!*I'(:  / ?)<>$'2+&/, 1#'8,2,2'3 0"22"5 .)8"20"
5/<5,&+5 )?5("&,<>2)3DÑD0<5 .)##,.&2)E) /.<@B,2'5
'2&,#9,3+" / IP-8"#$#%&'(":'@ 1#)&).)<" IS-IS
1)&#,?%,&+5 %."("&> ipv4 unicast , ipv6 unicast  '<' )?,
AFI/SAFI.

exit ;)(/#"& / #,7'8 2"+&#)3.' '2&,#9,3+" IS-IS.

circuit-level { level-1 | level-1-
2 | level-2 }

(J1:')2"<>2)) K."("2', %#)/25 IS, . .)&)#)8%
)&2)+'&+5 0"22*3 '2&,#9,3+.
C2&,#9,3+ 1) %8)<B"2'@ #"?)&",& 2" /+,= (' &)<>.) 2"
&,=) %#)/25=, .)&)#*, ("0"2* )?6,3 2"+&#)3.)3 'is-
level' . H)8"20" 7, 'circuit-level'  1)(/)<5,& /*?#"&>
+#,0' +'+&,82*= %#)/2,3 &)&, .)&)#*3 &#,?%,&+5 0<5
.)2.#,&2)E) '2&,#9,3+".
G#".&'B,+.), 1#'8,2,2', .)8"20" '8,,& / &)8 +<%B",,
.)E0" ("0"2 'is-level level-1-2' DÑD/ &".)8 +<%B",
.)8"20)3 'circuit-level'  8)72) /*?#"&> 0<5
'2&,#9,3+" <'?) level-1, <'?) level-2.
C2&,#9,3+2*, 1"#"8,&#* +))&/,&+&/%@6,E) %#)/25
2"+&#"'/"@&+5 '2&,#9,3+2)3 .)8"20)3 'level'  (+8.
0"<,,).

level { level-1 | level-2 } G,#,=)0 / #,7'8 2"+&#)3.' IS-IS 1"#"8,&#)/
'2&,#9,3+" +))&/,&+&/%@6,E) %#)/25.
F)+&%12*, 2"+&#)3.' / 0"22)8 #,7'8, )0'2".)/* 0<5
)?)'= %#)/2,3 IS, )02".) .)29'E%#'#%@&+5 0<5 ."70)E)
%#)/25 )&0,<>2).

csnp-interval  SECONDS (J1:')2"<>2)) S"0"2', '2&,#/"<" 8,70% )&1#"/."8'
1".,&)/ CSNP.

hello-multiplier  MULT (J1:')2"<>2)) S"0"2', .)<'B,+&/" 1)&,#522*= IS-IS
Hello, 1)+<, .)&)#*= +)+,0 2" 0"22)8 '2&,#9,3+, ?%0,&
+B'&"&>+5 1)&,#522*8.
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B(E*'3* $*9'*:/',/

hello-timer  SECONDS (J1:')2"<>2)) S"0"2', '2&,#/"<" )&1#"/.' IS-IS Hello.

lsp-interval  MSEC (J1:')2"<>2)) S"0"2', '2&,#/"<" 8,70% )&1#"/."8'
1".,&)/ LSP.

metric  METRIC (J1:')2"<>2)) K."("2', 1#)&).)<>2)3 8,&#'.'
(+&)'8)+&') '2&,#9,3+".

priority  PRIO (J1:')2"<>2)) K."("2', 1#')#'&,&" %+&#)3+&/" 1#'
/*?)#"= DR 2" 0"22)8 '2&,#9,3+,.

exit ;)(/#"& / #,7'8 2"+&#)3.' '2&,#9,3+" IS-IS.

passive (J1:')2"<>2)) G,#,/)0 '2&,#9,3+" / 1"++'/2*3
#,7'8.
; 0"22)8 #,7'8, '2&,#9,3+ 2, )&1#"/<5,& ' 2,
1#'2'8",& IIH-+))?6,2'3 ' B,#,( '2&,#9,3+ 2,
%+&"2"/<'/",&+5 2'.".'= +)+,0+&/. -,7'8 '+1)<>(%,&+5
1#' 2,)?=)0'8)+&' "2)2+'#)/"&> / IS-IS 1)0+,&>
0"22)E) '2&,#9,3+" (2"1#'8,#, 0<5 '2&,#9,3+)/
<)."<>2)3 1,&<' loopback).

point-to-point (J1:')2"<>2)) ;.<@B,2', 2" '2&,#9,3+, #,7'8" "IS-IS
Point-to-point".
; 0"22)8 #,7'8, 2, 1#)'(/)05&+5 /*?)#* DR ' 2,
+)(0"@&+5 1+,/0)2)0*.
A<,0%,& +<,0'&> (" &,8, B&)?* #,7'8 '2&,#9,3+" ?*<
("0"2 )0'2".)/) 0<5 )?)'= .)2:)/ IS-IS +),0'2,2'5.

shutdown (J1:')2"<>2)) J&.<@B",& 1#)&).)< IS-IS 2" %."("22)8
'2&,#9,3+, 1)<2)+&>@.
H)8"20" '8,,& 1#".&'B,+.), 1#'8,2,2', / &,= +<%B"5=,
.)E0" &#,?%,&+5 /#,8,22) '+.<@B'&> '2&,#9,3+ '( IS-IS,
+)=#"2'/ 1#' O&)8 /+@ ,E) .)29'E%#":'@.

exit ;)(/#"& / #,7'8 2"+&#)3.' 1#):,++" IS-IS /2%&#' VRF.
F"<,, 8)72) /.<@B'&> / IS-IS ' 2"+&#)'&> 1"#"8,&#*
0#%E'= &#,?%,8*= '2&,#9,3+)/.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

IMPORTANT
A))&/,&+&/%@6'3 O.(,81<5# VRF 0)<7,2 ?*&> ("#"2,, +)(0"2 /
.)29'E%#":'' 8"#$#%&'("&)#".

@0%1,0. G"3:0(94" IS-IS . A4),1/$-0, VRF.

vrf l3-1
Ê rd 100:31
Ê import route-target 100:31
Ê export route-target 100:31
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exit

interface tengigabitethernet 0/0/17.10004000
Ê vrf l3-1
Ê description "Some example interface"
Ê ipv4 address 100.64.0.0/31
Ê encapsulation outer-vid 1000 inner-vid 4000
exit

router isis test
Ê vrf l3-1
Ê   interface tengigabitethernet 0/0/17.10004000789
Ê     address-family ipv4 unicast
Ê       bfd fast-detect
Ê     exit
Ê     hello-padding disable
Ê     point-to-point
Ê   exit
Ê   host-name AR1
Ê   is-level level-1
Ê   level level-1
Ê     metric-style wide
Ê   exit
Ê   net 49.0001.0010.0100.1001.00
Ê exit
exit

?*8()* 6 <4()(H(0(E BFD
G#)&).)< BFD (Bidirectional forwarding detection) +<%7'& 0<5 ?*+&#)E) )?2"#%7,2'5 )&."()/
+),0'2,2'3 8,70% 0/%85 ' ?)<,, +)+,02'8' %+&#)3+&/"8'.

!"#$#%&'("&)#* +,8,3+&/" ME '8,@& "11"#"&2%@ 1)00,#7.% BFD, B&) 1)(/)<5,&
8".+'8"<>2) ?*+&#) )?2"#%7'/"&> )?#*/* +),0'2,2'3 ' 1#)'(/)0'&> 1,#,.<@B,2',
&#"9'." 2" #,(,#/2*, 8"#$#%&*.

;.<@B,2', 1#)&).)<" BFD 1#)'(/)0'&+5 1%&L8 /*1)<2,2'5 .)8"20* bfd fast-detect  2"
+))&/,&+&/%@6,8 '2&,#9,3+, / .)29'E%#":')22)8 ?<)., 1#)&).)<" IS-IS. G#' O&)8
8"#$#%&'("&)# ?%0,& 1*&"&>+5 %+&"2)/'&> BFD-+,++'' + IP-"0#,+"8' /+,= +)+,0,3, .)&)#*=
1#)&).)< IS-IS )?2"#%7'& 2" '2&,#9,3+,. ; +<%B", %+1,$2)E) %+&"2)/<,2'5 &".'= +)+,0+&/
+&"&%+ +,++'' IS-IS +/57,&+5 +) +&"&%+)8 +))&/,&+&/%@6,3 BFD-+,++''.

!"#$%&" 49. G"3:0(94" /0(:(4($" BFD 5$- IS-IS-3(3,53:.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router isis  ISIS_NAME A)(0"2', 1#):,++" 8"#$#%&'(":'' IS-IS + '8,2,8
ISIS_NAME ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

118



B(E*'3* $*9'*:/',/

interface { tengigabitethernet |
bundle-ether |
fortygigabitethernet |
hundredgigabitethernet |
twentyfivegigabitethernet }  num

G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ 1#)&).)<" IS-IS
&#,?%,8)E) '2&,#9,3+".

address-family { ipv4 | ipv6 }
unicast

;.<@B,2', #"?)&* IS-IS + IPv4 '<' IPv6 2" 0"22)8
'2&,#9,3+, ' 1,#,=)0 / #,7'8 .)29'E%#'#)/"2'5
+))&/,&+&/%@6,3 AFI/SAFI.

bfd fast-detect { ipv4 | ipv6 } ;.<@B,2', 8,="2'(8" %+&"2)/<,2'5 BFD-+,++'3 0<5
/+,= 1#)&).)<>2*= +)+,0,3 IS-IS 2" 0"22)8 '2&,#9,3+,.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. 64$C+,*%, /0(:(4($" BFD *" 0"*,, 34(*=%7>0%0(."**(1 %*:,0=,93, IS-IS.

router isis test
Ê interface tengigabitethernet 0/0/5
Ê   address-family ipv4 unicast
Ê       bfd fast-detect
Ê   exit
Ê exit
exit

?/3,6)4,82+,- E*4U42)'(F ,'G(4E*+,,
!,="2'(8 #,0'+&#'?%:'' 1)(/)<5,& 1,#,0"&> / IS-IS 8"#$#%&* '( 0#%E'= 1#)&).)<)/
(IGP/EGP, +&"&'B,+.'= 8"#$#%&)/ ' &.1).

-,0'+&#'?%:'5 2"+&#"'/",&+5 1%&L8 +)(0"2'5 2"?)#" '8,2)/"22*= 1#"/'<, 1#' 1)8)6'
.)&)#*= 8)72) 9'<>&#)/"&> 8"#$#%&*, 1)0<,7"6', #,0'+&#'?%:'', " &".7, 2"(2"B"&>
2" 8"#$#%&* 1"#"8,&#*, +1,:'9'B2*, 0<5 1#)&).)<" IS-IS. F<5 ."70)E) '( '+&)B2'.)/
(bgp/connected/local ' &.1.) 8)72) +)(0"&> 2,+.)<>.) 1#"/'<, 2"(2"B'/ '8 1#')#'&,&
.)8"20)3 priority DÑD1#' #,0'+&#'?%:'' 8"#$#%&" 0"22*, 1#"/'<" ?%0%& 1#'8,25&>+5 .
2,8% 1) )B,#,0' 0) 1,#/)E) +#"?"&*/"2'5. G#"/'<" #,0'+&#'?%:'' '8,@& 1) %8)<B"2'@
0,3+&/', "#"(#,$'&>"DÑD&".'8 )?#"()8, 1%+&), 1#"/'<) "/&)8"&'B,+.' 1#)'(/)0'&
#,0'+&#'?%:'@ /+,= 8"#$#%&)/ '( %."("22)E) '+&)B2'.".

%6)(:',H, 4/3,6)4,82+,,:

1. bgp DÑD8"#$#%&2"5 &"?<':" 1#)&).)<" BGP;

2. connected DÑD8"#$#%&*, +))&/,&+&/%@6', 1)0+,&58, 2"(2"B,22*8 2" IP-'2&,#9,3+*
8"#$#%&'("&)#" / 0"22)8 VRF (<'?) GRT);

3. ospf DÑD8"#$#%&2"5 &"?<':" 1#)&).)<" OSPF;

4. local DÑD8"#$#%&*, 5/<5@6',+5 +1,:'9'."8' /32 0<5 "0#,+)/, 2"(2"B,22*= 2" IP-
'2&,#9,3+* 8"#$#%&'("&)#";
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5. rip DÑD8"#$#%&2"5 &"?<':" 1#)&).)<" RIP;

6. static DÑD+&"&'B,+.', 8"#$#%&*.

!"#$%&" 50. G"3:0(94" 0,5%3:0%#>&%% . IS-IS 1"080>:*(9 %*=(01"&%% %) 50>7%2 /0(:(4($(..

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router isis  ISIS_NAME G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" 8"#$#%&'(":''
IS-IS + '8,2,8 ISIS_NAME.

address-family ipv4 unicast G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ "0#,+2)E)
+,8,3+&/" IPv4 unicast.

redistribution { bgp | connected |
ospf | local | rip | static }
RULE_NAME

A)(0"2', 1#"/'<" #,0'+&#'?%:'' + '8,2,8 RULE_NAME
'( %."("22)E) '+&)B2'."
(bgp/connected/ospf/local/rip/static) ' 1,#,=)0 / #,7'8
2"+&#)3.' O&)E) 1#"/'<".

match prefix  IPv4PREFIX/MASK K."("2', 9'<>&#", '+1)<>(%,8)E) 0<5 0"22)E) 1#"/'<".
G#' %."("2'' &".)E) 9'<>&#" 1#"/'<) ?%0,&
0,3+&/)/"&> &)<>.) 2" 8"#$#%&*, +&#)E) +)/1"0"@6', +
("0"22*8 IPv4PREFIX/MASK.

metric-type { isis-level1-external
| isis-level1-internal | isis-
level2-external | isis-level2-
internal }

4"(2"B'&> 2" 8"#$#%&*, 1#)$,0$', B,#,( 0"22),
1#"/'<), 8,&#'.% +))&/,&+&/%@6,E) &'1".

metric-value  METRIC K+&"2)/'&> (2"B,2', 8,&#'.' 0<5 8"#$#%&)/,
1#)$,0$'= B,#,( 0"22), 1#"/'<).

priority  RULE_PRIORITY K+&"2)/'&> 1#')#'&,& 0"22)E) 1#"/'<" #,0'+&#'?%:''.
G#"/'<" #,0'+&#'?%:'' /*1)<25@&+5 1) )B,#,0' )&
2'(.)E) (2"B,2'5 1#')#'&,&" . /*+).)8% '
+#"?"&*/"@& 1) 1,#/)8% /=)70,2'@. N".'8 )?#"()8,
8"#$#%&, 1)1"/$'3, 2"1#'8,#, / 1,#/), 1#"/'<), ?%0,&
1,#,0"2 / IS-IS +)E<"+2) 2"+&#),. O&)E) 1#"/'<" ' 2,
?%0,& )?#"?"&*/"&>+5 1)+<,0%@6'8' 1#"/'<"8'.

redistribute disable S"1#,&'&> #,0'+&#'?%:'@ 8"#$#%&)/, 1)1"/$'= /
&,.%6,, 1#"/'<). G#' /*1)<2,2'' 0"22)3 .)8"20*
&,.%6,, 1#"/'<) +&"2)/'&+5 ("1#,6"@6'8.

exit ;*=)0 '( #,7'8" 2"+&#)3.' 1#"/'<" #,0'+&#'?%:''.
F"<,, 8)72) 2"+&#)'&> +<,0%@6', 1#"/'<"DÑD0<5 &)E)
7, +"8)E) '+&)B2'.", <'?) 0<5 0#%E'= '+&)B2'.)/
#,0'+&#'?%:''.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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@0%1,0. G"3:0(94" /0(&,33" IS-IS 3 5.>1- /0".%$"1% 0,5%3:0%#>&%% connected-1"080>:(..

router isis eltex-test
Ê address-family ipv4 unicast
Ê   redistribution connected CONN-ISIS
Ê     match prefix 100.65.0.0/24
Ê     priority 10
Ê     redistribute disable
Ê   exit
Ê   redistribution connected CONN-ISIS-20
Ê     metric-type isis-level1-internal
Ê     metric-value 300
Ê     priority 20
Ê   exit
Ê exit
Ê interface loopback 1
Ê   address-family ipv4 unicast
Ê   exit
Ê   passive
Ê exit
Ê interface tengigabitethernet 0/0/5
Ê   address-family ipv4 unicast
Ê     bfd fast-detect
Ê   exit
Ê   hello-padding disable
Ê   point-to-point
Ê exit
Ê interface tengigabitethernet 0/0/7
Ê   address-family ipv4 unicast
Ê     bfd fast-detect
Ê   exit
Ê   hello-padding disable
Ê   point-to-point
Ê exit
Ê host-name Router
Ê ipv4-te-level level-2
Ê level level-2
Ê   metric-style wide
Ê exit
Ê net 49.0001.0010.0100.1001.00
exit

&2)/'),G,H*+,- IS-IS
!"#$#%&'("&)#* +,8,3+&/" ME 1)(/)<5@& '+1)<>()/"&> "%&,2&'9'.":'@ / 1#)&).)<, IS-
IS.

F<5 1#)&).)<" IS-IS 1)00,#7'/",&+5 0/" /'0" "%&,2&'9'.":'':

¥ R<)?"<>2"5 "%&,2&'9'.":'5 %#)/25 ( level)DÑD2"+&#"'/",&+5 / #"(0,<, 'level'  ?<)."
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'router isis' ;

¥ U%&,2&'9'.":'5 +)+,0+&/"DÑD2"+&#"'/",&+5 1)'2&,#9,3+2) / ?<)., 'router isis' .

F<5 '+1)<>()/"2'5 ."70)E) '( 1,#,B'+<,22*= /'0)/ 2,)?=)0'8) %."("&> &#,?%,8*3 &'1
.)8"20)3 'authentication-type' , ("0"&> .<@B .)8"20)3 'authentication-key'  ' '0,2&'9'."&)#
.<@B" .)8"20)3 'authentication-id ' .

N".7, 0<5 2"+&#)3.' "%&,2&'9'.":'' 8)72) /)+1)<>()/"&>+5 .)8"20)3 'authentication-
key-chain' . G#' '+1)<>()/"2'' O&)3 .)8"20* %(<* .)29'E%#":'', ("0"22*, .)8"20"8'
'authentication-key' , 'authentication-id ' , 'authentication-type' , 'E2)#'#%@&c5.

!"#$%&" 51. G"3:0(94" 7$(#"$;*(9 ">:,*:%=%4"&%% >0(.*- IS-IS.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router isis  ISIS_NAME G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" 8"#$#%&'(":''
IS-IS + '8,2,8 ISIS_NAME.

level { level-1 | level-2 } G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ %#)/25 1 '<'
%#)/25 2 (0<5 )?)'= %#)/2,3 1"#"8,&#* 2"+&#"'/"@&+5
)0'2".)/)).

authentication-type { hmacsha1 |
hmacsha256 | hmacsha384 |
hmacsha512 | md5 | none | simple-
password }

;*?)# &'1" "%&,2&'9'.":'' 0<5 /*?#"22)E) %#)/25 IS-
ISDÑDHMAC-SHA1, HMAC-SHA256, HMAC-SHA384, HMAC-
SHA512, MD5 <'?) 1#)+&)3 1"#)<> (simple-password).
S"0"2', 1"#"8,&#" 'none'  )&.<@B",& "%&,2&'9'.":'@
0<5 %#)/25, B&) +))&/,&+&/%,& 1)/,0,2'@ 1)
%8)<B"2'@.

authentication-key {  KEY_STRING |
encrypted  KEY_ENCRYPT }

S"0"2', .<@B" 0<5 "%&,2&'9'.":'' / )&.#*&)8
(KEY_STRING) <'?) / ("$'9#)/"22)8 ( KEY_ENCRYPT)
/'0,.

authentication-id  authentication-id S"0"2', '0,2&'9'."&)#" .<@B".

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 52. E %3/($;)(."*%,1 key-chain.

configure M/4/O(3 1 4/I,E J0(8*0K'(F H('G,J24*+,,.

router isis  ISIS_NAME G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" 8"#$#%&'(":''
IS-IS + '8,2,8 ISIS_NAME.

level { level-1 | level-2 } G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ %#)/25 1 '<'
%#)/25 2 (0<5 )?)'= %#)/2,3 1"#"8,&#* 2"+&#"'/"@&+5
)0'2".)/)).

authentication-key-chain
KEY_CHAIN_NAME

K."("2', '8,2' +1'+." .<@B,3 (key-chain), .)&)#*3
?%0,& '+1)<>()/"&>+5 0<5 "%&,2&'9'.":''.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.
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configure M/4/O(3 1 4/I,E J0(8*0K'(F H('G,J24*+,,.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 53. G"3:0(94" ">:,*:%=%4"&%% 3(3,53:." IS-IS.

B(E*'3* $*9'*:/',/

router isis  ISIS_NAME G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" 8"#$#%&'(":''
IS-IS + '8,2,8 ISIS_NAME.

interface { loopback |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip
| twentyfivegigabitethernet }  num

G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ 1#)&).)<" IS-IS
&#,?%,8)E) '2&,#9,3+".

authentication-type { hmacsha1 |
hmacsha256 | hmacsha384 |
hmacsha512 | md5 | none | simple-
password }

;*?)# &'1" "%&,2&'9'.":'' 0<5 +)+,0+&/" 2" &,.%6,8
'2&,#9,3+,DÑDHMAC-SHA1, HMAC-SHA256, HMAC-SHA384,
HMAC-SHA512, MD5 <'?) 1#)+&)3 1"#)<> (simple-
password).
S"0"2', 1"#"8,&#" 'none'  )&.<@B",& "%&,2&'9'.":'@
+)+,0+&/" 2" '2&,#9,3+,, B&) +))&/,&+&/%,& 1)/,0,2'@
1) %8)<B"2'@.

authentication-key {  KEY_STRING |
encrypted  KEY_ENCRYPT }

S"0"2', .<@B" 0<5 "%&,2&'9'.":'' / )&.#*&)8
(KEY_STRING) <'?) / ("$'9#)/"22)8 ( KEY_ENCRYPT)
/'0,.

authentication-id  num S"0"2', '0,2&'9'."&)#" .<@B".

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 54. E %3/($;)(."*%,1 key-chain.

B(E*'3* $*9'*:/',/

router isis  ISIS_NAME G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" 8"#$#%&'(":''
IS-IS + '8,2,8 ISIS_NAME.

interface { tengigabitethernet |
bundle-ether }  num

G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ 1#)&).)<" IS-IS
&#,?%,8)E) '2&,#9,3+".

authentication-key-chain
KEY_CHAIN_NAME

K."("2', '8,2' +1'+." .<@B,3 (key-chain), .)&)#*3
?%0,& '+1)<>()/"&>+5 0<5 "%&,2&'9'.":''.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. 64$C+,*%, %*:,0=,93*(9 ">:,*:%=%4"&%% IS-IS % ">:,*:%=%4"&%% 3(3,53:." *"
%*:,0=,93,.

router isis test
Ê level level-2
Ê   metric-style wide
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Ê   authentication-type hmacsha1
Ê   authentication-key 3
Ê exit
Ê interface tengigabitethernet 0/0/7
Ê   authentication-key-chain test
Ê exit
exit

NOTE

G#' 2,+)/1"0,2'' .<@B,3/&'1)/ "%&,2&'9'.":'' +)+,0+&/" 8,70% 0/%85
8"#$#%&'("&)#"8' 2, ?%0,& %+&"2"/<'/"&>+5 +)+,0+&/) ("%&,2&'9'.":'5
#"+1#)+&#"25,&+5 2" 1".,&* ISIS Hello).
G#' 2,+)/1"0,2'' .<@B,3/&'1)/ "%&,2&'9'.":'' %#)/25 8"#$#%&'("&)#*
8)E%& %+&"2)/'&> +)+,0+&/) 0#%E + 0#%E)8, )02".) 2, 8)E%& 1,#,0"/"&> 0#%E
0#%E% 8"#$#%&2%@ '29)#8":'@ ("%&,2&'9'.":'5 #"+1#)+&#"25,&+5 2"
1".,&* LSP/CSNP/PSNP).

M4(1/4H* 4*8()7 IS-IS , 3,*J'(6),:/6H,/ H(E*'37

show route isis

H)8"20" /*/)0'& 8"#$#%&*, '8,@6',+5 / &"?<':, 8"#$#%&'(":'', 1)<%B,22*, '(
1#)&).)<" IS-IS.

@0%1,0. show route isis

0/ME5100:Router# show route isis
Tue Jun 12 00:44:30 2018
Ê Codes: i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2
Ê     LE1 - ISIS level1 external, LE2 - ISIS level2 external

Ê i L2   4.4.4.4/32    via 100.100.14.0 [116/10], 00h12m42s, te 0/0/7
Ê i L2   100.100.24.0/31    via 100.100.14.0 [116/20], 00h12m42s, te 0/0/7

Ê Total route count: 2

show isis

H)8"20" /*/)0'& )?6,, +)+&)52', ' +&"&'+&'.% 1) '8,@6,8%+5 1#):,++% 8"#$#%&'(":''
IS-IS.

@0%1,0. show isis

0/ME5100S:C_ME5100S_410_2-19# show isis
Tue Feb 10 09:03:03 2026
Ê IS-IS Router 1
Ê   System Id: 1720.1612.7005
Ê   IS Levels: level-2
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Ê   Net: 49.0001.1720.1612.7005.00
Ê   Hostname: C_ME5100S_410_2-19
Ê   LSP full-suppress: external
Ê   LSP refresh-interval: 900 secs
Ê   LSP max-lifetime: 1200 secs
Ê   Area-address: 49.0001
Ê   Tx packets PCP fields: 7
Ê   Graceful-restart: Enable
Ê     Adjacency wait: 10 secs
Ê     Helper mode: Enable
Ê   Topologies supported by IS-IS:
Ê     IPv4 Unicast, IPv6 Unicast
Ê       level-2
Ê         Metric style (generate/accept): wide, lsp-max-size: 1492
Ê     Redistributed ipv4 unicast:
Ê       none bgp redistributed
Ê       none ospf redistributed
Ê       none static redistributed
Ê       Connected routes redistribution is enabled via 'CONN-ISIS' rule
Ê       Connected routes redistribution is enabled via 'CONN-ISIS-20' rule
Ê       none local redistributed
Ê     Redistributed ipv6 unicast:
Ê       none bgp redistributed
Ê       none ospf redistributed
Ê       none static redistributed
Ê       none connected redistributed
Ê       none local redistributed
Ê     Interfaces supported by IS-IS
Ê       Loopback0 is up (passive in configuration)
Ê       Tengigabitethernet0/0/1.30 is up (active in configuration)
Ê       Tengigabitethernet0/0/1.31 is up (active in configuration)
Ê       Tengigabitethernet0/0/1.3986 is up (active in configuration)
Ê       Tengigabitethernet0/0/1.3987 is up (active in configuration)
Ê       Tengigabitethernet0/0/1.50 is up (active in configuration)
Ê       Tengigabitethernet0/0/1.51 is up (active in configuration)
Ê     Traffic Engineering:
Ê       Level-1: ipv4 disabled, ipv6 disabled
Ê       Level-2: ipv4 enabled, ipv6 disabled
Ê       Router: ipv4 172.16.127.5, ipv6
0/ME5100S:C_ME5100S_410_2-19#

show isis database

H)8"20" /*/)0'& +)0,#7'8), ?"(* 0"22*= IS-IS 0<5 O.(,81<5#" VRF <'?) 0<5 E<)?"<>2)3
&"?<':* 8"#$#%&'(":''. G#' %."("2'' 1"#"8,&#" 'detailed'  ?%0,& /*/)0'&>+5 0,&"<>2),
+)0,#7'8), '8,@6'=+5 LSP.

@0%1,0. show isis database.

0/ME5100:Router# show isis database
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Ê IS-IS Router test
Ê   IS-IS level-2 link-state database
Ê LSP ID                Sequence  Checksum  Lifetime  Length  Attributes
Ê --------------------- --------- --------- --------- ------- -----------
Ê 0010.0100.1001.00-00  0x11ab    0x632d    986       66      level-2
Ê 0010.0100.1001.00-01  0x11a8    0xa71b    517       57      level-2
Ê 0010.0100.1001.00-02  0x11c9    0xd0f7    492       116     level-2
Ê 0040.0400.4004.00-00  0x11ac    0x24e6    726       66      level-2
Ê 0040.0400.4004.00-01  0x119f    0x57b1    719       64      level-2
Ê 0040.0400.4004.00-02  0x11bd    0x7848    692       116     level-2

Ê Total LSPs: 6

show isis neighbors

H)8"20" /*/)0'& / &"?<'B2)8 /'0, +1'+). ".&'/2*= +)+,0,3 1#)&).)<" IS-IS.

@0%1,0. show isis neighbors.

0/ME5100:Router# show isis neighbors

Ê IS-IS Router AR31-17-151 adjacency:
Ê System Id        Interface             State     Type          SNPA            Hold
(sec)  NSF    BFD   Hostname
Ê ---------------- --------------------- --------- ------------- ---------------
----------- ------ ----- ---------
Ê 0050.0500.0032   te0/0/1.12            up        level-1       0013.8083.3671  27
true   none  AR32-17.32

show isis interfaces

H)8"20" /*/)0'& +)+&)52', '2&,#9,3+)/, %B"+&/%@6'= / 1#):,++, 8"#$#%&'(":'' IS-IS.

@0%1,0. show isis interfaces.

0/ME5100:Router# show isis int te0/0/1.6 detailed
Fri May 30 11:44:03 2025
Ê IS-IS Router AR31-17-151 interface:

Ê Tengigabitethernet0/0/1.6, circuit id: 54
Ê   Last up: 17h31m26s ago
Ê   BFD Fast detect: IPv4 disabled, IPv6 disabled
Ê   Operation state: up
Ê   Disabled creating neighborhood on this interface: false
Ê   Hello padding: enabled
Ê   Circuit 3 way: enabled
Ê   LDP-IGP synchronization: disabled
Ê   T1 timer status: stopped
Ê   Media Type: p2p
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Ê   Used PDU: 1500
Ê   Administrative tag: 0
Ê   IPv4 Address Family: enabled
Ê   IPv6 Address Family: disabled
Ê   Circuit level: level-2
Ê                                     Level-1           Level-2
Ê   ID                                0050.0500.0031    0050.0500.0032
Ê   Hostname                          none              AR32-17.32
Ê   Priority                          64                64
Ê   Metric                            10                10
Ê   Key-chain                         none              none
Ê   Authentication                    none              none
Ê   Hello Multiplier                  3                 3
Ê   Hello Timer, sec                  9                 9
Ê   Minimum arrival interval, msec    0                 0
Ê   CSNP retransmit interval, sec     10                10
Ê   LSP retransmit interval, sec      10                10

show isis interfaces statistics

H)8"20" /*/)0'& 0,&"<>2%@ 1#)&).)<>2%@ +&"&'+&'.% 1) '2&,#9,3+"8, %B"+&/%@6'8 /
1#):,++, 8"#$#%&'(":'' IS-IS.

@0%1,0. show isis interfaces statistics.

0/ME5100:Router# show isis interfaces statistics

Ê IS-IS Router test

Ê Interface: Tengigabitethernet0/0/3.4094
Ê                             Level-1                 Level-2
Ê                       Received    Sent        Received    Sent
Ê     Hello IS-IS PDUs  1479        4422        1471        4416
Ê     Hello ES-IS PDUs  0           0           0           0
Ê     Hello ES PDUs     0           0           0           0
Ê     LSP               47          96          50          100
Ê     CSNP              1           1161        1           1161
Ê     PSNP              2           0           2           1
Ê     Unknown packet    0           0           0           0
Ê     Discarded IIH     0           0           0           0
Ê     Discarded LSP     0           0           0           0
Ê     Discarded CSNP    0           0           0           0
Ê     Discarded PSNP    0           0           0           0
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$&=A?;DB& M?;A;B;N& BGP
; 0"22)3 E<"/, )1'+"2 1#):,++ 2"+&#)3.' 1#)&).)<" 0'2"8'B,+.)3 8"#$#%&'(":'' BGP
(Border Gateway Protocol ).

M4,'+,<7 H('G,J24,4(1*',- <4()(H(0* BGP

$*6)4(FH* BGP-<4(+/66*

4"+&#)3." 1#):,++" 0'2"8'B,+.)3 8"#$#%&'(":'' BGP 1#)'(/)0'&+5 / #"(0,<,
.)29'E%#":'' 'router bgp <ASN>' . 4" %+&#)3+&/, /)(8)72) +)(0"&> &)<>.) )0'2 1#):,++
8"#$#%&'(":'' BGP ', +))&/,&+&/,22), ("0"&> ,0'2+&/,22%@ <)."<>2%@ "/&)2)82%@
+'+&,8%. ;2%&#' 0"22)E) .)29'E%#":')22)E) ?<)." 2"+&#"'/",&+5 BGP .". 0<5 E<)?"<>2)3
&"?<':* 8"#$#%&'(":'' (Global Routing Table, GRT), &". ' 0<5 '8,@6'=+5 2"
8"#$#%&'("&)#, O.(,81<5#)/ VRF.

;2%&#' ."70)3 '( &"?<': (E<)?"<>2)3 &"?<':* <'?) VRF) 8)72) .)29'E%#'#)/"&>:

¥ J?6', 1"#"8,&#* #"?)&* 1#)&).)<" BGP;

¥ G#"/'<" #,0'+&#'?%:'' 8"#$#%&2)3 '29)#8":'';

¥ G,#,B,2> 1#)&).)<>2*= +)+,0,3 BGP, 0)+&%12*= / 0"22)8 VRF <'?) / GRT, ' 1"#"8,&#*
O&'= +)+,0,3.

GRT-6(6/3, , VRF-6(6/3,

F<5 +)(0"2'5 +)+,0", +/5(2)+&> + .)&)#*8 1#)'(/)0'&+5 B,#,( E<)?"<>2%@ &"?<':% (GRT-
+)+,0"), &#,?%,&+5 +.)29'E%#'#)/"&> +))&/,&+&/%@6'3 ?<). /2%&#' #"(0,<" 'router bgp
<ASN>'.

@0%1,0. G"3:0(94" 3(3,5" . GRT.

router bgp 65535
Ê bgp router-id 1.1.1.1
Ê neighbor 2.2.2.2
Ê   address-family ipv4 unicast
Ê   exit
Ê   remote-as 65535
Ê   update-source 1.1.1.1
Ê exit

F<5 +)(0"2'5 +)+,0", +/5(2)+&> + .)&)#*8 1#)'(/)0'&+5 B,#,( '8,@6'3+5 2" %+&#)3+&/,
VRF (VRF-+)+,0"), &#,?%,&+5 +.)29'E%#'#)/"&> +))&/,&+&/%@6'3 ?<). /2%&#' 1)0#"(0,<"
'vrf <VRF_NAME>' #"(0,<" 'router bgp <ASN>' .

@0%1,0. G"3:0(94" 3(3,5" . A4),1/$-0, VRF.

router bgp 65535
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Ê vrf l3-2
Ê   bgp router-id 1.1.1.1
Ê   neighbor 172.16.0.0
Ê     address-family ipv4 unicast
Ê     exit
Ê     remote-as 65535
Ê     update-source 1.1.1.1
Ê   exit
Ê exit
exit

IMPORTANT
; &,.%6,3 /,#+'' GJ '/(8O(3,E(  ("0"/"&> 'router-id'  .". /
E<)?"<>2)3 &"?<':, 8"#$#%&'(":'', &". ' 0<5 ."70)E)
+.)29'E%#'#)/"22)E) / BGP O.(,81<5#" VRF.

&34/6'7/ 6/E/F6)1* , ,O ,3/'),G,H*)(47 (AFI/SAFI)

-,"<'(":'5 1#)&).)<" BGP 2" 8"#$#%&'("&)#"= +,#'' ME 1)00,#7'/",& 1#',8, 1,#,0"B% '
)?#"?)&.% 1%&,3 #"(<'B2*= &'1)/ ("0#,+2*= +,8,3+&/).

; &,.%6,3 /,#+'' GJ #,"<'()/"2" #"?)&" +) +<,0%@6'8' "0#,+2*8' +,8,3+&/"8':

¥ IPv4 (unicast, labeled, multicast, mvpn, flowspec);

¥ IPv6 (unicast, labeled, multicast, mvpn, flowspec);

¥ VPNv4 (unicast, flowspec);

¥ VPNv6 (unicast, flowspec);

¥ L2VPN (VPLS, EVPN).

W"+&> 2"+&#)3.' 1#)&).)<" BGP 8)72) 1#)'(/)0'&> )&0,<>2) 0<5 ."70)E) '( +,8,3+&/.
H#)8, &)E), 0<5 ."70)E) '( 1#)&).)<>2*= +)+,0,3 1)00,#7." .)2.#,&2*= AFI/SAFI
/.<@B",&+5 )&0,<>2).

IMPORTANT

G) %8)<B"2'@ 2" 1#)&).)<>2*= +)+,05= BGP /+, "0#,+2*, +,8,3+&/"
)&.<@B,2*. F<5 )?8,2" 1%&58' +))&/,&+&/%@6'= AFI/SAFI
'/(8O(3,E( -1'( 1H0L:,)K ,O <(33/4IH2  .)8"20)3 'address-family
<AFI> <SAFI>' / #"(0,<, .)29'E%#":'' BGP-+)+,0".

NOTE
F<5 VRF-+)+,0,3 1)00,#7'/"@&+5 +,8,3+&/" 'ipv4 (unicast, labeled, mvpn)'  '
'ipv6 (unicast, labeled, mvpn)' . J+&"<>2*, +,8,3+&/" 8)E%& ?*&>
'+1)<>()/"2* &)<>.) 0<5 GRT-+)+,0,3.

M/4/3*:* <*4*E/)4(1 community

G) %8)<B"2'@ 1"#"8,&#* community  ' extended community  2, 1,#,0"@&+5
+.)29'E%#'#)/"22*8 +)+,058 (%0"<5@&+5 '( "2)2+'#%,8*= 1%&,3).
F<5 &)E) B&)?* +)=#"25&> 0"22*, 1"#"8,&#* 1#' 1,#,0"B, BGP-+)+,0%, +<,0%,& 1#'8,25&>
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.)8"20* 'send-community'  ' 'send-community-ext' .

@0%1,0. 64$C+,*%, /,0,5"+% /"0"1,:0(. community  % extended community  5$- GRT-3(3,5" 3
"50,3(1 2.2.2.2.

router bgp 65535
Ê neighbor 2.2.2.2
Ê   send-community
Ê   send-community-ext
Ê exit
exit

Q,0K)4*+,- E*4U42)'(F ,'G(4E*+,,

F<5 %1#"/<,2'5 "2)2+"8' 1#' '= )&1#"/., ' 1)<%B,2'' '8,@&+5 0/" 8,="2'(8"DÑD."#&*
8"#$#%&)/ ( route-maps ) ' +1'+.' 1#,9'.+)/ ( prefix-lists ). G#,0/"#'&,<>2)
+.)29'E%#'#)/"22*, ."#&* 8"#$#%&)/ ' +1'+.' 1#,9'.+)/ 8)72) '+1)<>()/"&> 0<5
9'<>&#":'' .". 1)<%B",8*= )& +)+,0", &". ' )&1#"/<5,8*= ,8% 1%&,3.

A1'+.' 1#,9'.+)/ 5/<5@&+5 1#)+&*8' 9'<>&#"8', / .)&)#*= 1#' +)/1"0,2'' + %+<)/',8
9'<>&#" 1#)/,#5,8*3 1#,9'.+ <'?) #"(#,$",&+5, <'?) ("1#,6",&+5. K+<)/',8 0<5 &".'=
9'<>&#)/ 5/<5,&+5 &)<>.) +)/1"0,2', 1#,9'.+" (+,&'/8"+.').

H"#&* 8"#$#%&)/ 5/<5@&+5 ?)<,, +<)72*8' 9'<>&#"8', .)&)#*, 1)8'8) 0,3+&/'5
"#"(#,$'&>/("1#,&'&>" 8)E%& &".7, 8)0'9':'#)/"&> BGP-"&#'?%&* +))&/,&+&/%@6,E)
1%&'.

IMPORTANT

H"#&* 8"#$#%&)/ ' +1'+.' 1#,9'.+)/ 1#' )02)/#,8,22)8
'+1)<>()/"2'' (/ 2"1#"/<,2'' /=)0" <'?) /*=)0") 2, '8,@&
1#')#'&,&" 0#%E 2"0 0#%E)8, )2' 1#'8,25@&+5 . "2)2+"8
)02)/#,8,22). N".'8 )?#"()8, "2)2+ ?%0,& 1#'25& ('<' 1,#,0"2), ,+<'
,E) "#"(#,$'<'" ' ."#&" 8"#$#%&)/, ' +1'+). 1#,9'.+)/.

IMPORTANT

G) %8)<B"2'@ 1#'2'8",8*, )& +)+,0" ' )&1#"/<5,8*, ,8% "2)2+* 2,
9'<>&#%@&+5. N".'8 )?#"()8, 1%+&"5 .)29'E%#":'5 9'<>&#)/
1#'/,0,& . &)8%, B&) +)+,0% ?%0%& )&1#"/<,2* /+, '8,@6',+5 /
+))&/,&+&/%@6,8 "0#,+2)8 +,8,3+&/, 8"#$#%&*; &".7, ?%0%&
1#'25&* /+, 1#)"2)2+'#)/"22*, +)+,0)8 1%&'.

@*9(1*- '*6)4(FH* BGP-<4(+/66*
F<5 ?"()/)3 #"?)&)+1)+)?2)+&' BGP-1#):,++" 2,)?=)0'8) +)(0"&> ,E) / .)29'E%#":'',
("0"&> router id  0<5 %+&#)3+&/" ' +.)29'E%#'#)/"&> +)+,0,3.

!"#$%&" 55. Q")(."- *"3:0(94" BGP-/0(&,33"

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.
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B(E*'3* $*9'*:/',/

router bgp  ASN A)(0"2', 1#):,++" 8"#$#%&'(":'' BGP + "/&)2)82)3
+'+&,8)3 + 2)8,#)8 ASN ' 1,#,=)0 / #,7'8 ,E)
2"+&#)3.'.

bgp router-id  A.B.C.D 4"(2"B,2', <)."<>2)E) '0,2&'9'."&)#"
8"#$#%&'("&)#". -,.)8,20%,&+5 '+1)<>()/"&> 0<5 O&)3
:,<' IPv4-"0#,+ )02)E) '( loopback-'2&,#9,3+)/
%+&#)3+&/".

address-family ipv4 unicast (J1:')2"<>2)) G,#,=)0 / #,7'8 2"+&#)3.' "0#,+2)E)
+,8,3+&/" IPv4 Unicast.

aggregate-address  IPv4_PREFIX [
summary-only ]

A)(0"2', "E#,E'#%@6,E) 8"#$#%&". F"22*3 8"#$#%&
?%0,& +%88'#)/"&> ?)<,, +1,:'9'B2*, 1#,9'.+* 1#'
'= 2"<'B''. G#' %."("2'' 1"#"8,&#" 'summary-only'  /+,
/=)056', +1,:'9'B2*, 1#,9'.+* ?%0%& 1)0"/<,2* (&.,.
2, ?%0%& "2)2+'#)/"&>+5 +)+,058).

exit ;)(/#"& / #,7'8 2"+&#)3.' 1"#"8,&#)/ BGP 0<5 IPv4
Unicast.

dampening ;.<@B,2', 8,="2'(8" 1)0"/<,2'5 8,#:"2'5
8"#$#%&)/.

redistribution { bgp-labeled |
connected | isis | local | ospf |
rip | static }  RULE_NAME

A)(0"2', 1#"/'<" #,0'+&#'?%:'' ' 1,#,=)0 / #,7'8
,E) 2"+&#)3.'. G)0#)?2,, +8. #"(0,< "-,0'+&#'?%:'5
8"#$#%&2)3 '29)#8":''".

exit ;)(/#"& / #,7'8 2"+&#)3.' 1"#"8,&#)/ BGP 0<5 IPv4
Unicast.

exit ;)(/#"& / #,7'8 2"+&#)3.' 1"#"8,&#)/ BGP. F"<,,
8)72) 2"+&#)'&> 1"#"8,&#* 0#%E'= AFI/SAFI.

neighbor  A.B.C.D |  A:B:C:D::X A)(0"2', 1#)&).)<>2)E) +)+,0" (+ IPv4- '<' IPv6-
"0#,+)8) ' 1,#,=)0 / #,7'8 2"+&#)3.' ,E) 1"#"8,&#)/.

description  "STRING" S"0"2', &,.+&)/)3 +&#).'DÑD)1'+"2'5 1#)&).)<>2)E)
+)+,0".

ebgp-multihop ttl  MULTIHOP-TTL F"22"5 .)8"20" %."(*/",&, B&) 0"22*3 eBGP-+)+,0 2,
5/<5,&+5 2,1)+#,0+&/,22) 1)0.<@B,22*8 .
8"#$#%&'("&)#% ' 0<5 #"?)&* + 2'8 2" BGP-+,++''
+))&/,&+&/%@6'8 )?#"()8 +<,0%,& %/,<'B'&> IP TTL +)
+&"20"#&2)E) (2"B,2'5 1 0) %."("22)E) MULTIHOP-TTL .

max-prefixes  PREFIXES K+&"2"/<'/",& )E#"2'B,2', 2" .)<'B,+&/) 1)<%B",8*=
)& +)+,0" 1#,9'.+)/.

remote-as ASN S"0",& 2)8,# "/&)2)82)3 +'+&,8* BGP-+)+,0". X/<5,&+5
)?5("&,<>2*8 1"#"8,&#)8 1#' +)(0"2'' +)+,0".
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B(E*'3* $*9'*:/',/

send-community ;.<@B",& )&1#"/.% 1"#"8,&#" community  / )&+*<",8*=
+)+,0% "2)2+"=. G) %8)<B"2'@ 1"#"8,&#* community
%0"<5@&+5 '( )&1#"/<5,8*= "2)2+)/.

send-community-ext ;.<@B",& )&1#"/.% 1"#"8,&#" extended community  /
)&+*<",8*= +)+,0% "2)2+"=. G) %8)<B"2'@ 1"#"8,&#*
extended community  %0"<5@&+5 '( )&1#"/<5,8*= "2)2+)/.
F<5 .)##,.&2)3 #"?)&* AFI L2VPN, VPNv4/VPNv6
)&1#"/.% extended community  2,)?=)0'8) /.<@B"&>.

address-family { ipv4 { unicast |
flowspec | labeled | multicast |
mvpn } | ipv6 { unicast | flowspec
| labeled } | l2vpn { vpls | evpn
} | vpnv4 { unicast | flowspec } |
vpnv6 { unicast | flowspec } }

;.<@B,2', 2" 0"22)8 +)+,0, %."("22)E) "0#,+2)E)
+,8,3+&/" ( (8-9*)/0K'( 30- 4*8()7 6(()1/)6)12LW/F
AFI/SAFI ) ' 1,#,=)0 / #,7'8 2"+&#),. 0"22)E)
+,8,3+&/".

next-hop-self G#' %."("2'' 0"22)3 .)8"20* 0<5 /+,= )&1#"/<5,8*=
8"#$#%&)/ / ."B,+&/, 1"#"8,&#" next-hop  ?%0,&
%+&"2"/<'/"&>+5 "0#,+ 0"22)E) 8"#$#%&'("&)#".

prefix-list { in | out }
PREFLIST_NAME

K+&"2)/." 9'<>&#" 1#,9'.+)/ 0<5 1#'2'8",8*= ( in )
'<' )&1#"/<5,8*= ( out ) "2)2+)/. A))&/,&+&/%@6'3
9'<>&# 1#,9'.+)/ 0)<7,2 ?*&> +)(0"2 / .)29'E%#":''
8"#$#%&'("&)#".

route-map { in | out }
ROUTEMAP_NAME

K+&"2)/." "."#&* 8"#$#%&)/" 0<5 9'<>&#":'',
+))&/,&+&/,22), 1#'2'8",8*= ( in ) '<' )&1#"/<5,8*=
(out ) "2)2+)/. H"#&" 8"#$#%&)/ + '8,2,8,
+))&/,&+&/%@6'8 ROUTEMAP_NAME, 0)<72" ?*&>
+)(0"2" / .)29'E%#":'' 8"#$#%&'("&)#".

route-reflector-client K+&"2)/." &,.%6,E) 1#)&).)<>2)E) +)+,0" / #,7'8 RR-
.<',2&". N".)8% iBGP-+)+,0% ?%0%& "2)2+'#)/"&>+5 1%&',
1)<%B,22*, 1) iBGP )& 0#%E'= 8"#$#%&'("&)#)/ +,&'.

soft-reconfiguration ;.<@B,2', /)(8)72)+&' 85E.)3 #,.)29'E%#":'' 1%&,8
=#"2,2'5 /+,= 1)<%B,22*= )& +)+,0" "2)2+)/ /
1#)8,7%&)B2)3 &"?<':,. G"#"8,&# 2, #,.)8,20%,&+5 .
1#'8,2,2'@ '(-(" 0)1)<2'&,<>2)E) #"+=)0" #,+%#+)/; /
+)/#,8,22*= #,"<'(":'5= BGP 2,)?=)0'8)+&> 0"22)E)
9%2.:')2"<" +2'7,2" ?<"E)0"#5 +%6,+&/)/"2'@ route-
refresh capability.

exit ;)(/#"& / #,7'8 2"+&#)3.' 1"#"8,&#)/ 1#)&).)<>2)E)
+)+,0" BGP. F"<,, 8)72) +.)29'E%#'#)/"&> 0#%E',
"0#,+2*, +,8,3+&/" 0<5 %."("22)E) +)+,0".

exit ;)(/#"& / #,7'8 2"+&#)3.' 1"#"8,&#)/ BGP. F"<,,
8)72) +)(0"&> ' 2"+&#)'&> 0#%E'= 1#)&).)<>2*=
+)+,0,3.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.
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B(E*'3* $*9'*:/',/

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. Q")(."- *"3:0(94" /0(:(4($" BGP.

router bgp 65530
Ê address-family ipv4 unicast
Ê   dampening
Ê   aggregate-address 100.100.0.0/16
Ê   exit
Ê   aggregate-address 100.64.0.0/16
Ê     summary-only
Ê   exit
Ê   redistribution connected CONN-10
Ê     set local-preference 120
Ê     set origin igp
Ê   exit
Ê exit
Ê bgp router-id 4.4.4.4
Ê neighbor 2.2.2.2
Ê   address-family ipv4 unicast
Ê     route-map in Client
Ê     route-map out FULL
Ê   exit
Ê   address-family l2vpn vpls
Ê   exit
Ê   address-family vpnv4 unicast
Ê   exit
Ê   remote-as 65532
Ê   send-community
Ê   send-community-ext
Ê   update-source 4.4.4.4
Ê exit
Ê vrf l3-2
Ê   address-family ipv4 unicast
Ê     redistribution connected CONN
Ê     exit
Ê   exit
Ê   bgp router-id 4.4.4.4
Ê   neighbor 172.16.0.0
Ê     address-family ipv4 unicast
Ê     exit
Ê     remote-as 65532
Ê   exit
Ê exit
exit
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Q,0K)4*+,- E*4U42)(1 6<,6H*E, <4/G,H6(1
(prefix-lists)
A1'+.' 1#,9'.+)/ 1#'8,2'8* &)<>.) 0<5 9'<>&#":'' 8"#$#%&2)3 '29)#8":'' ' 2,
1#,02"(2"B,2* 0<5 9'<>&#":'' &#"9'.".

A1'+.' 1#,9'.+)/ 5/<5@&+5 1#)+&*8' 9'<>&#"8' + 0,3+&/'58' "("1#,&'&>" (1#,9'.+ 2,
1#)30,& B,#,( 9'<>&#) ' "#"(#,$'&>" (1#,9'.+ 1#)30,& B,#,( 9'<>&#). F<5 '=
'+1)<>()/"2'5 2,)?=)0'8) +)(0"&> / .)29'E%#":'' +"8 +1'+). 1#,9'.+)/, 1)+<, B,E)
2"(2"B'&> ,E) +))&/,&+&/%@6,8% +)+,0%.

!"#$%&" 56. G"3:0(94" 3/%34" /0,=%43(..

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

prefix-list  PREFLIST_NAME A)(0"2', +1'+." 1#,9'.+)/ PREFLIST_NAME ' 1,#,=)0 /
#,7'8 ,E) 2"+&#)3.'.

seq-num SEQ-NUM A)(0"2', O<,8,2&" +1'+." 1#,9'.+)/ +
+))&/,&+&/%@6'8 2)8,#)8 ' 1,#,=)0 / #,7'8 ,E)
2"+&#)3.'. 4)8,# O<,8,2&" 8)7,& 1#'2'8"&> (2"B,2'5
1-4294967295.

prefix {  A.B.C.D/N |  X:X:X:X::X/N } S"0"2', 1#,9'.+", +#"/2,2', + .)&)#*8 ?%0,&
1#)'(/)0'&>+5 0"22*8 O<,8,2&)8 +1'+.".

action { permit | deny } F,3+&/',, .)&)#), ?%0,& 1#)'(/)0'&>+5 +
+))&/,&+&/%@6'8 1#,9'.+)8, ,+<' )2 1)1"< 1)0
%+<)/'5 0"22)E) O<,8,2&" +1'+.".

G) %8)<B"2'@ %+&"2)/<,2) action permit .
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B(E*'3* $*9'*:/',/

le  1..128 K."("2', 0)1)<2'&,<>2)E) %+<)/'5 2" 0<'2% 1#,9'.+"
(less or equal , "1#,9'.+ .)#)B, <'?) #"/,2 ("0"22)E)
(2"B,2'5").

; 0"22)8 +<%B", O<,8,2& 9'<>&#" +&"2)/'&+5
2,+&#)E'8DÑD/ +)B,&"2'' + ("0"22*8 prefix  )2 ?%0,&
/.<@B"&> / +,?5 /+, ?)<,, +1,:'9'B2*, 1#,9'.+*,
/=)056', / 2,E) ' '8,@6', 8"+.% 2, 0<'22,, ("0"22)3
1"#"8,&#)8 le .

4"1#'8,#, .)8?'2":'5:

Ê seq-num 10
Ê   prefix 100.64.0.0/16
Ê   le 24
Ê exit

0"+& 9'<>&#, / .)&)#*3 1)1"0%& /+, 1#,9'.+*,
1)1"0"@6', / 100.64.0.0/16 ' '8,@6', 8"+.% )& /16 0)
/24.

ge 1..128 K."("2', 0)1)<2'&,<>2)E) %+<)/'5 2" 0<'2% 1#,9'.+"
(greater or equal , "1#,9'.+ 0<'22,, <'?) #"/,2 ("0"22)E)
(2"B,2'5").

; 0"22)8 +<%B", O<,8,2& 9'<>&#" +&"2)/'&+5
2,+&#)E'8DÑD/ +)B,&"2'' + ("0"22*8 prefix  )2 ?%0,&
/.<@B"&> / +,?5 /+, ?)<,, +1,:'9'B2*, 1#,9'.+*,
/=)056', / 2,E) ' '8,@6', 8"+.% 2, .)#)B, ("0"22)3
1"#"8,&#)8 ge.

H)8?'2":'5:

Ê seq-num 10
Ê   prefix 100.64.0.0/16
Ê   ge 20
Ê exit

0"+& 9'<>&#, / .)&)#*3 1)1"0%& /+, 1#,9'.+*,
1)1"0"@6', / 100.64.0.0/16 ' '8,@6', 8"+.% )& /20 0)
/32.

exit ;*=)0 '( #,7'8" 2"+&#)3.' O<,8,2&" +1'+." 9'<>&#"
1#,9'.+)/. F"<,, 8)72) +)(0"&> +<,0%@6', &#,?%,8*,
O<,8,2&* +1'+.".

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''
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B(E*'3* $*9'*:/',/

router bgp  ASN G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" BGP.

neighbor  A.B.C.D |  A:B:C:D::X G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ BGP-+)+,0".

address-family { ipv4 unicast |
ipv6 unicast | vpnv4 unicast |
vpnv6 unicast }

G,#,=)0 / #,7'8 2"+&#),. &,= AFI/SAFI, 0<5 .)&)#*=
&#,?%,&+5 1#'8,2'&> 9'<>&# 1#,9'.+)/.

prefix-list { in | out }
PREFLIST_NAME

K+&"2)/." 9'<>&#" 1#,9'.+)/ 0<5 1#'2'8",8*= ( in )
'<' )&1#"/<5,8*= ( out ) "2)2+)/.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" % *")*"+,*%, *" 3(3,5" =%$;:0" /0,=%43(., 4(:(0?9 #>5,: /0(/>34":;
:($;4( 1"080>:?, .2(5-I%, . 109.171.0.0/17 3 5$%*(9 1"34% (: /20 5( /24, " :"4<, ,5%*3:.,**?9
1"080>: 82.200.0.0/17:

prefix-list PREF-LIST-EXAMPLE
Ê seq-num 10
Ê   prefix 109.171.0.0/17
Ê   ge 20
Ê   le 24
Ê exit
Ê seq-num 20
Ê   prefix 82.200.0.0/17
Ê exit
exit

router bgp 65535
Ê neighbor 100.64.28.1
Ê   address-family ipv4 unicast
Ê     prefix-list in PREF-LIST-EXAMPLE
Ê   exit
Ê exit
exit

IMPORTANT

G) %8)<B"2'@ ."70*3 O<,8,2& +1'+." 1#,9'.+)/ '8,,& 1#"/'<)
"permit". G) %8)<B"2'@ ."70*3 +1'+). 1#,9'.+)/ '8,,& 2,5/2),
("1#,6"@6,, 1#"/'<) / .)2:,, &) ,+&> 1#)=)70,2', /+,= 1#,9'.+)/
("1#,6",&+5.

; +<%B",, ,+<' BGP-+)+,0 1)00,#7'/",& 9%2.:')2"< Route Refresh, 2, &#,?%,&+5 +?#)+ +,++''
(<'?) soft-#,.)29'E%#":'5) 1#' '(8,2,2'' 8"#$#%&2*= 1)<'&'.; O&' 1)<'&'.' ?%0%&
("2)/) 1#'8,2,2* "/&)8"&'B,+.'. G#)/,#'&> /)(8)72)+&' +)+,0" 8)72) .)8"20)3 'show
bgp neighbor' :

0/ME5100:Router# show bgp neighbors 100.64.28.1 | i Capabilities
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Ê     Capabilities sent:  mp-ipv4-unicast route-refresh route-refresh-cisco four-
octet-as enhanced-route-refresh
Ê     Capabilities received:  mp-ipv4-unicast route-refresh graceful-restart four-
octet-as enhanced-route-refresh
Ê     Capabilities negotiated:  mp-ipv4-unicast route-refresh four-octet-as enhanced-
route-refresh
0/ME5100:Router#

Q,0K)4*+,- E*4U42)(1 <(64/36)1(E route-map
F<5 )+%6,+&/<,2'5 )02)/#,8,22)3 9'<>&#":'' ' 8)0'9'.":''
1#'2'8",8*=/)&1#"/<5,8*= "2)2+)/ '+1)<>(%@&+5 ."#&* 8"#$#%&)/ ( route-maps ).

M4*1,0* 4*8()7 H*4) E*4U42)(1:

1. H"#&* +)+&)5& '( 2%8,#)/"22*= O<,8,2&)/ (seq-num).

2. H"70*3 O<,8,2& 8)7,& +)0,#7"&> %+<)/'5 +))&/,&+&/'5 ( match).

3. H"70*3 O<,8,2& 8)7,& +)0,#7"&> 1#"/'<" 8)0'9'.":'' "2)2+" ( set ).

4. H"70*3 O<,8,2& 0)<7,2 +)0,#7"&> 1#"/'<) "#"(#,$'&>" '<' "("1#,&'&>" ( action ).

5. Q'<>&#%,8*, "2)2+* 1#)=)05& 1)+<,0)/"&,<>2) /+, O<,8,2&* route-map, )&
8,2>$,E) seq-num . ?)<>$,8%, 0) 1,#/)E) +#"?"&*/"2'5 %+<)/'5 +))&/,&+&/'5 match.
G#' +#"?"&*/"2'' %+<)/'5 +))&/,&+&/'5 . "2)2+% 1#'8,25@&+5
+.)29'E%#'#)/"22*, 8)0'9'.":'' set  ' /*0",&+5 1)8,&." "#"(#,$'&>" ( permit ) '<'
"("1#,&'&>" ( deny) / +))&/,&+&/'' + 2"+&#)3.)3 O<,8,2&". F"<>2,3$"5 )?#"?)&."
"2)2+" 1)+<, O&)E) 1#,.#"6",&+5.

6. G) %8)<B"2'@ / .)2:, ."70)3 ."#&* 8"#$#%&)/ %+&"2)/<,2) 2,5/2), ("1#,6"@6,,
1#"/'<). N".'8 )?#"()8, 1%+&"5 route-map ("1#,&'& 16/  1#)1%6,22*, B,#,( 2,L
8"#$#%&*.

;8W,/ <4*1,0* '*6)4(FH, H*4) E*4U42)(1

!"#$%&" 57. E()5"*%, route-map.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

route-map ROUTEMAP_NAME A)(0"2', ."#&* 8"#$#%&)/ + '8,2,8 ROUTEMAP_NAME
' 1,#,=)0 / #,7'8 ,, 2"+&#)3.'.

seq-num SEQ-NUM A)(0"2', O<,8,2&" ."#&* 8"#$#%&)/ +
+))&/,&+&/%@6'8 2)8,#)8 ' 1,#,=)0 / #,7'8 ,E)
2"+&#)3.'. 4)8,# O<,8,2&" 8)7,& 1#'2'8"&> (2"B,2'5
1-4294967295.
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B(E*'3* $*9'*:/',/

set { comm-list .. | community ..
| ext-comm-list .. | extcommunity
.. | local-preference .. | med ..
| nexthop .. | prepend .. | remove
.. | weight .. }

4"(2"B,2', 1#"/'<" 8)0'9'.":'' "2)2+". G,#,B,2>
1"#"8,&#)/ ("/'+'& )& &'1" 1#"/'<" 8)0'9'.":'', +8.
/ +<,0%@6'= #"(0,<"=.

F<5 ."70)E) O<,8,2&" ."#&* 8)72) 2"(2"B'&>
2,+.)<>.) #"(2)&'12*= 1#"/'< 8)0'9'.":'',
2,+.)<>.) )02)&'12*= 1#"/'< 2"(2"B'&> 2,/)(8)72)
(2"1#'8,#, 0<5 )02)E) O<,8,2&" 8)72) ("0"&> 1#"/'<"
set community ' set remove, 2) 2,<>(5 2"(2"B'&>
2,+.)<>.) 1#"/'< set community).

match { as-path .. | comm-list ..
| ext-comm-list .. | prefix-list
.. }

4"(2"B,2', %+<)/'5 +))&/,&+&/'5 "2)2+". G,#,B,2>
1"#"8,&#)/ ("/'+'& )& &'1" %+<)/'5 +))&/,&+&/'5, +8. /
+<,0%@6'= #"(0,<"=.

F<5 ."70)E) O<,8,2&" ."#&* 8)72) 2"(2"B'&>
2,+.)<>.) #"(2)&'12*= %+<)/'3 +))&/,&+&/'5,
2,+.)<>.) )02)&'12*= %+<)/'3 2"(2"B'&> 2,/)(8)72)
(2"1#'8,#, 0<5 )02)E) O<,8,2&" 8)72) ("0"&> %+<)/'5
match prefix-list  ' match as-path , 2) 2,<>(5 ("0"&>
2,+.)<>.) %+<)/'3 match prefix-list ).

G#' 2,)?=)0'8)+&' 9'<>&#":'' "2)2+)/ + #"(<'B2*8'
)02)&'12*8' %+<)/'58' match &#,?%,&+5 +)(0"/"&>
)&0,<>2*, O<,8,2&* ."#&* 8"#$#%&)/, 1) )02)8% 2"
."70), %+<)/',.

action { permit | deny } F,3+&/',, .)&)#), ?%0,& 1#)'(/)0'&>+5 + "2)2+)8, ,+<'
)2 1)1"< 1)0 %+<)/'5 0"22)E) O<,8,2&" +1'+.".

exit ;*=)0 '( #,7'8" 2"+&#)3.' O<,8,2&" ."#&*
8"#$#%&)/. F"<,, 8)72) +)(0"&> +<,0%@6', &#,?%,8*,
O<,8,2&* +1'+.".

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" route-map 3 5.>1- A$,1,*:"1%.

route-map EXAMPLE-RM
Ê seq-num 10
Ê   match as-path ^65054(_[0-9]+)*_21127$
Ê   set local-preference 80
Ê exit
Ê seq-num 20
Ê   match prefix-list destination EXAMPLE-PRFLIST
Ê   match as-path ^65054(_[0-9]+)*_197728$
Ê   set remove as-path 3216
Ê   set local-preference 150
Ê exit
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exit

M4*1,0* E(3,G,H*+,, *'('6(1

G#"/'<" 8)0'9'.":'' "2)2+)/ ("0"@&+5 /2%&#' O<,8,2&)/ ."#&* 8"#$#%&)/ 1)+#,0+&/)8
.)8"20* 'set' . ;'0* 1#"/'< 8)0'9'.":'' 1#'/,0,2* / &"?<':,.

!"#$%&" 58. 6%5? /0".%$ 1(5%=%4"&%% "*(*3(. 'set' .

B(E*'3* $*9'*:/',/

comm-list { add | delete }
COMMLIST_NAME

F)?"/'&> '<' %0"<'&> '( "2)2+" 2"?)# community,
("0"22*3 +))&/,&+&/%@6'8 1#"/'<)8 community-list
COMMLIST_NAME .

community remove-all K0"<'&> /+, community '( "2)2+".

community remove-all-and-set value
{ 0-4294967295 | 0-65535:0-65535 |
accept-own | accept-own-nexthop |
blackhole | gshut | internet |
llgr-stale | local-as | no-
advertise | no-export | no-llgr |
nopeer | route-filter-translated-
v4 | route-filter-translated-v6 |
route-filter-v4 | route-filter-v6
}

K0"<'&> /+, community '( "2)2+" ' 0)?"/'&> )02%
2)/%@.

community set-specific value { 0-
4294967295 | 0-65535:0-65535 |
accept-own | accept-own-nexthop |
blackhole | gshut | internet |
llgr-stale | local-as | no-
advertise | no-export | no-llgr |
nopeer | route-filter-translated-
v4 | route-filter-translated-v6 |
route-filter-v4 | route-filter-v6
}

F)?"/'&> . "2)2+% )02% 2)/%@ community.

ext-comm-list { add | delete }
EXTCOMMLIST_NAME

F)?"/'&> '<' %0"<'&> '( "2)2+" 2"?)# extended
community, ("0"22*3 +))&/,&+&/%@6'8 1#"/'<)8
extcommunity-list  EXTCOMMLIST_NAME .

extcommunity remove-all K0"<'&> /+, extended community '( "2)2+".

extcommunity remove-all-and-set {
rt | soo } value {  AS:Nr(0-65535:0-
4294967295, 0-4294967295:0-65535)
|  IPv4:Nr(0-65535)  }

K0"<'&> /+, extcommunity '( "2)2+" ' %+&"2)/'&>
%."("22%@ RT- '<' SOO-extcommunity.

extcommunity set-specific { rt |
soo } value {  AS:Nr(0-65535:0-
4294967295, 0-4294967295:0-65535)
|  IPv4:Nr(0-65535)  }

F)?"/'&> %."("22%@ RT- '<' SOO-extcommunity.

local-preference  LOCALPREF K+&"2)/'&> +))&/,&+&/%@6,, (2"B,2', 1"#"8,&#" BGP
Local Preference.
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B(E*'3* $*9'*:/',/

med value MED K+&"2)/'&> +))&/,&+&/%@6,, (2"B,2', 1"#"8,&#" BGP
MED.

nexthop IPv4_ADDR |  IPv6_ADDR K+&"2)/'&> +))&/,&+&/%@6,, (2"B,2', BGP Nexthop

prepend as-path  ASN
prepend times  N

K+&"2)/'&> 1#,1,20* 2" 1"#"8,&# AS-PATH, +)+&)56',
'( 2)8,#" "/&)2)82)3 +'+&,8* ASN, 1)/&)#,22*, N
#"(.

remove as-path ASN K0"<'&> '( AS-PATH 0"22)E) "2)2+" %."("22*, 2)8,#"
"/&)2)82*= +'+&,8 ASN.

remove private-as K0"<'&> '( AS-PATH 0"22)E) "2)2+" /+, 1#'/"&2*,
2)8,#" "/&)2)82*= +'+&,8 (RFC6996).

weight value  WEIGHT K+&"2)/'&> 1"#"8,&# weight.

560(1,- 6(()1/)6)1,- *'('6(1

K+<)/'5 +))&/,&+&/'5 "2)2+)/ ("0"@&+5 /2%&#' O<,8,2&)/ ."#&* 8"#$#%&)/ 1#' 1)8)6'
.)8"20* 'match' . ;'0* %+<)/'3 +))&/,&+&/'5 1#'/,0,2* / &"?<':,.

!"#$%&" 59. 6%5? >3$(.%9 3((:.,:3:.%- "*(*3(. 'set' .

B(E*'3* $*9'*:/',/

as-path  AS_REGEXP G#)/,#." AS-PATH "2)2+" 2" +))&/,&+&/',
1#'/,0,22)8% #,E%<5#2)8% /*#"7,2'@ AS_REGEXP.
F)1%+&'8"5 0<'2" #,E%<5#2)E) /*#"7,2'5DÑD0) 300
+'8/)<)/.

comm-list name COMMLIST_NAME G#)/,#." 1,#,B25 community / "2)2+, 2" +))&/,&+&/',
("0"22)8% community-9'<>&#% (9'<>&# 0)<7,2 ?*&>
+)(0"2 .)8"20)3 "`community-list` COMMLIST_NAME ")

ext-comm-list name
EXTCOMMLIST_NAME

G#)/,#." 1,#,B25 #"+$'#,22*= community / "2)2+, 2"
+))&/,&+&/', ("0"22)8% extcommunity-9'<>&#% (9'<>&#
0)<7,2 ?*&> +)(0"2 .)8"20)3 "`extcommunity-list`
EXTCOMMLIST_NAME")

prefix-list destination
PREFLIST_NAME

G#)/,#." 1#,9'.+" "2)2+" 2" +))&/,&+&/', %."("22)8%
9'<>&#% 1#,9'.+)/. Q'<>&# 1#,9'.+)/ 0)<7,2 ?*&>
+.)29'E%#'#)/"2 )&0,<>2) .)8"20)3 "`prefix-list`
PREFLIST_NAME".

prefix-list nexthop
PREFLIST_NAME

G#)/,#." 1"#"8,&#" BGP nexthop "2)2+" 2"
+))&/,&+&/', %."("22)8% 9'<>&#% 1#,9'.+)/. Q'<>&#
1#,9'.+)/ 0)<7,2 ?*&> +.)29'E%#'#)/"2 )&0,<>2)
.)8"20)3 "`prefix-list` PREFLIST_NAME".
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B(E*'3* $*9'*:/',/

prefix-list source
PREFLIST_NAME

G#)/,#." "0#,+" BGP-+1'.,#", )& .)&)#)E) 1)<%B,2
"2)2+, 2" +))&/,&+&/', %."("22)8% 9'<>&#% 1#,9'.+)/.
Q'<>&# 1#,9'.+)/ 0)<7,2 ?*&> +.)29'E%#'#)/"2
)&0,<>2) .)8"20)3 "`prefix-list` PREFLIST_NAME".

Internal BGP , External BGP
A)E<"+2) +1,:'9'.":'58 1#)&).)<", BGP-+,++'' 0,<5&+5 2" 0/" &'1"DÑD/2%&#,22', BGP-
+,++'' ( Internal BGP, iBGP ) ' /2,$2', BGP-+,++'' ( External BGP, eBGP).

¥ ;2%&#,2255 BGP-+,++'5DÑDO&) +,++'5 8,70% BGP-+1'.,#"8' )02)3 "/&)2)82)3 +'+&,8*;

¥ ;2,$255 BGP-+,++'5DÑDO&) +,++'5 8,70% BGP-+1'.,#"8' #"(2*= "/&)2)82*= +'+&,8.

!"#$#%&'("&)#* +,#'' ME )1#,0,<5@& &'1 +,++'' "/&)8"&'B,+.', +)1)+&"/<55 2)8,#
+/),3 "/&)2)82)3 +'+&,8* + 2)8,#)8 "/&)2)82)3 +'+&,8* +)+,0".

;6'(1'7/ ()0,:,)/0K'7/ (6(8/''(6), iBGP-6/66,F:

1. G#' "2)2+'#)/"2'' 1%&' 1) &".)3 +,++'' 2, '(8,25,&+5 1"#"8,&# BGP nexthop;

2. U2)2+*, 1)<%B,22*, 1) )02)3 iBGP-+,++'', BGP-+1'.,# )?I5/<5,& &)<>.) eBGP-
+)+,058, 2) 2, 0#%E'8 iBGP-+)+,058.

F<5 %1#"/<,2'5 0"22*8 1)/,0,2',8 +%6,+&/%@& .)8"20*-0'#,.&'/* 'next-hop-self'  '
'route-reflector-client' . G,#/"5 .)8"20" 1#'2%0'&,<>2) ("0",& / )?I5/<5,8*= "2)2+"=
+/)3 IP-"0#,+ / ."B,+&/, 1"#"8,&#" BGP nexthop. ;&)#"5 .)8"20" /.<@B",& 1,#,0"B%
+))&/,&+&/%@6,8% iBGP-+)+,0% "2)2+)/, 1)<%B,22*= )& 0#%E'= iBGP-+)+,0,3.

@0%1,0. F3/($;)(."*%, 4(1"*5 'next-hop-self'  % 'route-reflector-client' .

router bgp 65535
Ê neighbor 2.2.2.2
Ê   address-family ipv4 unicast
Ê     next-hop-self
Ê     route-map in STANDART-CLIENT
Ê     prefix-list out ANY
Ê   exit
Ê   remote-as 65535
Ê   route-reflector-client
Ê exit

&3E,',6)4*),1'*- 3,6)*'+,- <4()(H(0* BGP
U08'2'+&#"&'/2"5 0'+&"2:'5DÑDO&) 1"#"8,&#, )1#,0,<5@6'3 1#')#'&,& /+,= 8"#$#%&)/,
1)<%B",8*= '( +))&/,&+&/%@6,E) '+&)B2'.". T+<' )0'2 ' &)& 7, 8"#$#%& +'+&,8"
1)<%B",& '( #"(2*= '+&)B2'.)/ (2"1#'8,#, '( 1#)&).)<" 0'2"8'B,+.)3 8"#$#%&'(":'' '
'( +&"&'B,+.' 1#)1'+"22)E) 8"#$#%&"), &) ?%0,& /*?'#"&>+5 8"#$#%& '( '+&)B2'." +
8,2>$,3 "08'2'+&#"&'/2)3 0'+&"2:',3. ; %."("22)8 1#'8,#, 1) %8)<B"2'@ ?%0,&
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/*?#"2 +&"&'B,+.'3 8"#$#%&.

S2"B,2'5 "08'2'+&#"&'/2)3 0'+&"2:'' 1) %8)<B"2'@ 1#'/,0,2* / &"?<':, (1#'
1#'25&'' #,$,2'5 8,2>$,, (2"B,2', 5/<5,&+5 <%B$'8):

!"#$%&" 60. R*"+,*%- "51%*%3:0":%.*(9 5%3:"*&%%.

M4()(H(0/,6)(:',H &3E,',6)4*),1'*- 3,6)*'+,- M4,(4,)/)

G#'+),0'2,22*, (connected) 8"#$#%&* 0 1

A&"&'B,+.', (static) 8"#$#%&* 1 2

Tunnel endpoint 2 3

BGP-LU external 19 4

External BGP 20 5

OSPF inter/intra-area 30 6

OSPF external 110 7

IS-IS level1 internal 115 8

IS-IS level2 internal 116 9

IS-IS level1 external 117 10

IS-IS level2 external 118 11

RIP 120 12

BGP-LU internal 199 13

Internal BGP 200 14

BGP aggregate 200 15

S2"B,2'5 "08'2'+&#"&'/2)3 0'+&"2:'' 8)72) '(8,2'&>.

!"#$%&" 61. G"3:0(94" "51%*%3:0":%.*(9 5%3:"*&%% 5$- /0(:(4($" BGP.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router admin-distance G,#,=)0 / #,7'8 2"+&#)3.' #"(0,<" "08'2'+&#"&'/2)3
0'+&"2:'' 1#)&).)<)/.

bgp external  0..255 S"0"2', (2"B,2'5 "08'2'+&#"&'/2)3 0'+&"2:'' 0<5
8"#$#%&)/ eBGP.

bgp internal  0..255 S"0"2', (2"B,2'5 "08'2'+&#"&'/2)3 0'+&"2:'' 0<5
8"#$#%&)/ iBGP.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. F)1,*,*%, "51%*%3:0":%.*(9 5%3:"*&%% 5$- eBGP.

router admin-distance
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Ê bgp external 112
exit

NOTE
S2"B,2'5 "08'2'+&#"&'/2)3 0'+&"2:'', ("0"22*, 1) %8)<B"2'@, 5/<5@&+5
)1&'8"<>2*8'. 4, +<,0%,& '(8,25&> '= ?,( 5/2)3 2,)?=)0'8)+&'.
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$&=A?;DB& MPLS-B;CC5A&.%% %
M?;A;B;N& LDP
; 0"22)3 E<"/, #"++8"&#'/"@&+5 1#'2:'1* 2"+&#)3.' '29#"+&#%.&%#* MPLS (Multiprotocol
Label Switching) ' 1#)&).)<" LDP.

$/(8O(3,E7/ U*J,
F<5 1)0E)&)/.' '29#"+&#%.&%#* MPLS / ."B,+&/, &#"2+1)#&" 0<5 L2VPN- ' L3VPN-+,#/'+)/
&#,?%,&+5 1#)'(/,+&' +<,0%@6', 0,3+&/'5:

1. J1#,0,<'&> '2&,#9,3+*, .)&)#*, ?%0%& '+1)<>()/"&>+5 0<5 +),0'2,2'5 + +)+,02'8'
MPLS-8"#$#%&'("&)#"8';

2. 4"+&#)'&> 2" %+&#)3+&/, ' 2" +))&/,&+&/%@6'= '2&,#9,3+"= &#,?%,8*3 1#)&).)< IGP
(OSPF <'?) IS-IS);

3. 4"+&#)'&> 2" %+&#)3+&/, ' 2" +))&/,&+&/%@6'= '2&,#9,3+"= 1#)&).)< LDP 0<5
#"+1#)+&#"2,2'5 &#"2+1)#&2*= MPLS-8,&)..

H)2,B2*8 #,(%<>&"&)8 2"+&#)3.' 5/<5,&+5 2"<'B', &#"2+1)#&2*= 8,&). / &"?<':, mpls
ldp forwarding :

@0%1,0. 6?.(5 'show mpls ldp forwarding' :

0/ME5100:Router# show mpls ldp forwarding

Ê Codes:
Ê   R = Remote LFA FRR backup

Ê Prefix                Label(s) out  Outgoing Interface  Next Hop              flags
Ê --------------------- ------------- ------------------- --------------------- ------
Ê 2.2.2.2/32            ImpNull       te 0/0/5            100.100.12.1
Ê 4.4.4.4/32            ImpNull       te 0/0/7            100.100.14.0
0/ME5100:Router#

M4/31*4,)/0K'*- '*6)4(FH* IGP
4"+&#)3." 1#)&).)<)/ /2%&#,22,E) $<@(" IGP (IS-IS ' OSPF) )1'+"2" / +))&/,&+&/%@6'=
#"(0,<"= 0"22)E) #%.)/)0+&/". ; )?6,8 +<%B", &#,?%,&+5 1#)/,+&' ?"()/%@ .)29'E%#":'@
' /.<@B,2', IGP 2" '2&,#9,3+"= . +)+,02'8 8"#$#%&'("&)#"8.

G)8'8) O&)E), 2,)?=)0'8) /*?#"&> 2" %+&#)3+&/, loopback-'2&,#9,3+ / E<)?"<>2)3
&"?<':, 8"#$#%&'(":'', "0#,+ .)&)#)E) ?%0,& '+1)<>()/"&>+5 / ."B,+&/, router-id 0<5
1#)&).)<)/ IGP ' LDP, ' &".7, /.<@B'&> ,E) / 1#):,++ 8"#$#%&'(":'' IGP (7,<"&,<>2) /
1"++'/2)8 #,7'8,).
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@(57(:(.4" 4(*=%7>0"&%% IGP *" /0%1,0, /0(:(4($" IS-IS:

interface tengigabitethernet 0/0/5
Ê mtu 9192
Ê description "to AR2(2.2.2.2) te 0/0/5"
Ê ipv4 address 100.100.12.0/31
exit

interface tengigabitethernet 0/0/7
Ê mtu 9192
Ê description "to DR1(4.4.4.4) te 0/1/7"
Ê ipv4 address 100.100.14.1/31
exit

interface loopback 1
Ê ipv4 address 1.1.1.1/32
Ê description "Main loopback"
exit

router isis test
Ê interface loopback 1
Ê   address-family ipv4 unicast
Ê   exit
Ê   passive
Ê exit
Ê interface tengigabitethernet 0/0/5
Ê   address-family ipv4 unicast
Ê     bfd fast-detect
Ê   exit
Ê   hello-padding disable
Ê   ldp-igp-synchronization
Ê   point-to-point
Ê exit
Ê interface tengigabitethernet 0/0/7
Ê   address-family ipv4 unicast
Ê     bfd fast-detect
Ê   exit
Ê   hello-padding adaptive
Ê   point-to-point
Ê exit
Ê host-name Router
Ê ipv4-te-level level-2
Ê level level-2
Ê   metric-style wide
Ê exit
Ê net 49.0001.0010.0100.1001.00
exit

; 1#):,++, 2"+&#)3.' 1#)&).)<" LDP 2,)?=)0'8) 1#)/,#'&> 2"<'B', / &"?<':,
8"#$#%&'(":'' /+,= 1%&,3, 0<5 .)&)#*= 1#,01)<"E",&+5 /*0,<,2', &#"2+1)#&2*= 8,&)..

145



N#"2+1)#&2*, 8,&.' ?%0%& /*0,<,2* &)<>.) 0<5 &,= 1%&,3, .)&)#*, '8,@& .)##,.&2*,
8"#$#%&* / IGP ' 0<5 .)&)#*= 1)<%B,2* +))&/,&+&/%@6', LDP Label Mapping.

$*6)4(FH* <4()(H(0* LDP
F<5 ("1%+." ' 2"+&#)3.' 1#)&).)<" LDP 2,)?=)0'8):

1. S"0"&> router-id 0<5 LDP (#,.)8,20%,&+5 /*?#"&> ")+2)/2)3" loopback-'2&,#9,3+ ' /
."B,+&/, Router ID /(5&> ,E) "0#,+, .)8"20" 'mpls ldp router-id' );

2. ;.<@B'&> 2" '2&,#9,3+"= / +&)#)2% +)+,0,3 1#):,++ "/&))?2"#%7,2'5 LDP (.)8"20"8'
'mpls ldp discovery interface' );

3. ;.<@B'&> 2" '2&,#9,3+"= / +&)#)2% +)+,0,3 1#):,++ MPLS-.)88%&":'' (.)8"20"8'
'mpls forwarding interface' );

4. ;.<@B'&> / 1#)&).)< LDP +))&/,&+&/%@6', loopback-'2&,#9,3+* %+&#)3+&/"
(.)8"20"8' 'mpls forwarding interface' ).

IMPORTANT

!"#$#%&'("&)#* +,#'' ME "2)2+'#%@& +)+,058 1) LDP &)<>.)
'2&,#9,3+* /.<@B,22*, / LDP .)8"20)3 'mpls forwarding interface' .

; +<%B",, ,+<' 0'("32 +,&' 1#,01)<"E",& "2)2+ / LDP &".7, ' "0#,+)/
+,&,3 )?*B2*= '2&,#9,3+)/, &#,?%,&+5 )&0,<>2"5 2"+&#)3."
#,0'+&#'?%:'' connected-+,&,3 .)8"20)3 'mpls ldp address-family ipv4
unicast redistribution connected' .

!"#$%&" 62. Q")(."- *"3:0(94" LDP.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ ' 1#)&).)<)/
MPLS.

router-id  IPv4_ADDR S"0"2', Router ID 0<5 1#):,++" LDP.

penultimate-hop-popping disable ()1:')2"<>2)) J&.<@B,2', 8,="2'(8" MPLS PHP
(+25&'5 &#"2+1)#&2)3 8,&.' 2" 1#,01)+<,02,8
8"#$#%&,).

IMPORTANT

F<5 1#'8,2,2'5 0"22)3
2"+&#)3.' 1)&#,?%,&+5 /#%B2%@
1,#,%+&"2)/'&> LDP-+,++'' +
+)+,058'.

transport-address  IPv4_ADDR ()1:')2"<>2)) S"0"2', &#"2+1)#&2)E) "0#,+" 0<5
1#)&).)<" LDP. -,.)8,20%,&+5 5/2) ("0"/"&> 0"22*3
"0#,+.

ldp G,#,=)0 / #,7'8 2"+&#)3.' 1#)&).)<" LDP.
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B(E*'3* $*9'*:/',/

discovery interface {
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet }  num

F)?"/<,2', +))&/,&+&/%@6,E) '2&,#9,3+" (<'?)
+"?'2&,#9,3+") / 1#):,++ "/&))?2"#%7,2'5 LDP '
1,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ LDP 0<5
0"22)E) '2&,#9,3+".

bfd fast-detect ()1:')2"<>2)) ;.<@B,2', 1#)&).)<" BFD 0<5
)?2"#%7,22*= +)+,0,3 2" 0"22)8 '2&,#9,3+,.

shutdown ()1:')2"<>2)) F,".&'/":'5 LDP discovery 2"
'2&,#9,3+,.

exit ;)(/#"& / #,7'8 2"+&#)3.' 1#)&).)<" LDP.

neighbor  IPv4_ADDR A)(0"2', / .)29'E%#":'' targeted-+,++'' + %."("22*8
+)+,0)8 ' 1,#,=)0 / #,7'8 2"+&#)3.' O&)3 +,++''.

NOTE

A)(0"2', targeted-+,++'3 &#,?%,&+5 &)<>.)
/ +<%B", '+1)<>()/"2'5 L2VPN + LDP-
+'E2"<'(":',3, +8. +))&/,&+&/%@6'3
#"(0,< -%.)/)0+&/".

hello-holdtime  SECONDS
holdtime-interval  SECONDS

(J1:')2"<>2)) 4"+&#)3." +))&/,&+&/%@6'= &"38,#)/
2" targeted-+,++''.

bfd fast-detect (J1:')2"<>2)) ;.<@B,2', 2" 0"22)3 targeted-+,++''
1#)&).)<" BFD.

shutdown (J1:')2"<>2)) U08'2'+&#"&'/2), )&.<@B,2', 0"22)3
targeted-+,++''.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 63. 64$C+,*%, 4(11>:"&%% MPLS *" %*:,0=,93"2.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ ' 1#)&).)<)/
MPLS.

forwarding G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ MPLS-
.)88%&":'' 2" %+&#)3+&/,.

interface { loopback |
tengigabitethernet | bundle-ether
}  num

;.<@B,2', MPLS-.)88%&":'' 2" 0"22)8 '2&,#9,3+,
<'?) +"?'2&,#9,3+,. J?5("&,<>2) /.<@B,2', / 0"22*3
+1'+). &".7, &,= loopback-'2&,#9,3+)/, .)&)#*,
1<"2'#%,&+5 "2)2+'#)/"&> +)+,058 1) LDP.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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@0%1,0. G"3:0(94" MPLS LDP *" 5.>2 %*:,0=,93"2.

mpls
Ê forwarding
Ê   interface tengigabitethernet 0/0/5
Ê   interface tengigabitethernet 0/0/7
Ê exit
Ê ldp
Ê   discovery interface tengigabitethernet 0/0/5
Ê   exit
Ê   discovery interface tengigabitethernet 0/0/7
Ê   exit
Ê   neighbor 2.2.2.2
Ê     bfd fast-detect
Ê   exit
Ê   neighbor 4.4.4.4
Ê     bfd fast-detect
Ê   exit
Ê exit
Ê router-id 1.1.1.1
Ê transport-address 1.1.1.1
exit

LDP-IGP 6,'O4(',9*+,-
F<5 +,&,3, '+1)<>(%@6'= LDP, '8,,&+5 /+1)8)E"&,<>2*3 8,="2'(8, 1)8)E"@6'3 '(?,7"&>
)$'?)B2)E) 2"1#"/<,2'5 &#"9'." / 2,#"?)&)+1)+)?2), +),0'2,2', ( blackhole ). F"22*3
8,="2'(8 2"(*/",&+5 +'2=#)2'(":',3 LDP-IGP ' 1#,02"(2"B,2 0<5 '+1)<>()/"2'5 2" &,=
+),0'2,2'5=, E0, 0)<72* )02)/#,8,22) #"?)&"&> LDP ' 1#)&).)<* IGP.

!,="2'(8 ' 1#'2:'1* ,E) #"?)&* )1'+"2* / RFC5443 ( "LDP IGP Synchronization" ).

A%&> #"?)&* 0"22)E) 8,="2'(8" (".<@B",&+5 / &)8, B&) 1#' )&+%&+&/'' ".&'/2*= LDP-
+)+,0+&/ 2" &)8 '2&,#9,3+,, E0, )2' ?*&> 0)<72*, 1#)&).)< IGP (IS-IS '<' OSPF)
"/&)8"&'B,+.' %/,<'B'/",& +&)'8)+&> 0"22)E) '2&,#9,3+" + :,<>@ 8".+'8"<>2) 2"0,72)
'+.<@B'&> ,E) '( 1%&,3 1#)=)70,2'5 &#"9'.".

M&)& 8,="2'(8 1)(/)<5,& '+.<@B'&> +'&%":'', .)E0" '(-(" )$'?.' / .)29'E%#":'' '<'
+?)5= / #"?)&, +'+&,8 &#"9'. ?%0,& 2"1#"/<5&>+5 / +),0'2,2'5, 2" .)&)#*= 1#)0)<7",&
#"?)&"&> IGP, 2) 1,#,+&"< #"?)&"&> LDP.

;.<@B,2', 0"22)E) 8,="2'(8" 1#)'(/)0'&+5 1)'2&,#9,3+2) / .)29'E%#":')22*= ?<)."=
1#)&).)<)/ IS-IS '<' OSPF .)8"20)3 'ldp-igp-synchronization' .

@0%1,0. 64$C+,*%, LDP-IGP 3%*20(*%)"&%% *" %*:,0=,93, /0(:(4($" IS-IS:

router isis eltex-test
Ê interface tengigabitethernet 0/0/5
Ê   ldp-igp-synchronization
Ê exit
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exit

@0%1,0. 64$C+,*%, LDP-IGP 3%*20(*%)"&%% *" %*:,0=,93, /0(:(4($" OSPFv2:

router ospfv2 test
Ê area 0.0.0.0
Ê   interface bundle-ether 7.400
Ê     ldp-igp-synchronization
Ê   exit
Ê exit
exit

!H0L:/',/ 1 LDP 3(<(0',)/0K'7O ,')/4G/F6(1
(4/3,6)4,82+,-)
G) %8)<B"2'@ 1#)&).)< LDP 9)#8'#%,& label mappings &)<>.) 0<5 "0#,+)/ loopback-
'2&,#9,3+)/ +'+&,8*.

; +<%B",, ,+<' 0'("32 +,&' 1#,01)<"E",& "2)2+ / LDP &".7, ' "0#,+)/ +,&,3 )?*B2*=
'2&,#9,3+)/ (" &".7, 8"#$#%&)/, 1)<%B,22*= )& BGP), &#,?%,&+5 )&0,<>2"5 2"+&#)3."
#,0'+&#'?%:'' connected-+,&,3 .)8"20)3 'mpls ldp address-family ipv4 unicast
redistribution connected' .

!"#$%&" 64. S,5%3:0%#>&%- . LDP.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls G,#,=)0 / #,7'8 2"+&#)3.' 1"#"8,&#)/ ' 1#)&).)<)/
MPLS.

ldp G,#,=)0 / #,7'8 2"+&#)3.' 1#)&).)<" LDP.

address-family ipv4 unicast
redistribution { connected | bgp |
local }  RULE_NAME

A)(0"2', 1#"/'<" #,0'+&#'?%:'' + '8,2,8 RULE_NAME
'( %."("22)E) '+&)B2'." (bgp/connected/local) ' 1,#,=)0
/ #,7'8 2"+&#)3.' O&)E) 1#"/'<".

match prefix  IPv4PREFIX/MASK ()1:')2"<>2)) K."("2', 9'<>&#", '+1)<>(%,8)E) 0<5
0"22)E) 1#"/'<".
G#' %."("2'' &".)E) 9'<>&#" 1#"/'<) ?%0,&
0,3+&/)/"&> &)<>.) 2" 8"#$#%&*, +&#)E) +)/1"0"@6',
+ ("0"22*8 IPv4PREFIX/MASK.

priority  RULE_PRIORITY K+&"2)/'&> 1#')#'&,& 0"22)E) 1#"/'<" #,0'+&#'?%:''.
G#"/'<" #,0'+&#'?%:'' /*1)<25@&+5 1) )B,#,0' )&
2'(.)E) (2"B,2'5 1#')#'&,&" . /*+).)8% '
+#"?"&*/"@& 1) 1,#/)8% /=)70,2'@. N".'8 )?#"()8,
8"#$#%&, 1)1"/$'3, 2"1#'8,#, / 1,#/), 1#"/'<), ?%0,&
1,#,0"2 / LDP +)E<"+2) 2"+&#),. O&)E) 1#"/'<" ' 2,
?%0,& )?#"?"&*/"&>+5 1)+<,0%@6'8' 1#"/'<"8'.
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B(E*'3* $*9'*:/',/

redistribute disable S"1#,&'&> #,0'+&#'?%:'@ 8"#$#%&)/, 1)1"/$'= /
&,.%6,, 1#"/'<). G#' /*1)<2,2'' 0"22)3 .)8"20*
&,.%6,, 1#"/'<) +&"2)/'&+5 ("1#,6"@6'8.

exit ;*=)0 '( #,7'8" 2"+&#)3.' 1#"/'<" #,0'+&#'?%:''.
F"<,, 8)72) 2"+&#)'&> +<,0%@6', 1#"/'<"DÑD0<5 &)E)
7, +"8)E) '+&)B2'.", <'?) 0<5 0#%E'= '+&)B2'.)/
#,0'+&#'?%:''.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" 0,5%3:0%#>&%%, 4(:(0"- /().($%: LDP (#M-.$-:; 1,:4% 5$- connected-
3,:,9 .3,2 %*:,0=,93(., )" %34$C+,*%,1 100.100.12.0/31.

mpls
Ê ldp
Ê   address-family ipv4 unicast redistribution connected LDP-CONN10
Ê     priority 10
Ê     redistribute disable
Ê     match prefix 100.100.12.0/31
Ê   exit
Ê   address-family ipv4 unicast redistribution connected LDP-CONN20
Ê     priority 20
Ê   exit
Ê exit
exit

M4(1/4H* 4*8()7 <4()(H(0* LDP ,
3,*J'(6),:/6H,/ H(E*'37

show mpls ldp bindings

H)8"20" /*/)0'& <)."<>2*, ( 'local' ) ' %0"<,22*, ( 'remote' ) FEC/8,&.'. F)+&%12* 9'<>&#*
1) 8,&."8, +)+,058 '<' 1#,9'.+% FEC.

@0%1,0. show mpls ldp bindings remote

0/ME5100:Router# show mpls ldp bindings remote

Ê Prefix                Peer ID                    Label       State
Type        Interface
Ê --------------------- -------------------------- -----------
---------------------------- ----------- ----------
Ê 10.0.0.26/32          10.0.0.134:0               312         mapping-liberally-
retained   prefix
Ê 10.0.0.30/32          10.0.0.134:0               58          mapping-established
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prefix      bu1.4033
Ê 10.0.0.111/32         10.0.0.111:0               69          mapping-established
prefix      bu1.4010
Ê 10.0.0.111/32         10.0.0.134:0               308         mapping-liberally-
retained   prefix
Ê 10.0.0.134/32         10.0.0.111:0               229         mapping-liberally-
retained   prefix
Ê 10.0.0.134/32         10.0.0.134:0               59          mapping-established
prefix      bu1.4033
Ê 46.0.0.0/24           10.0.0.111:0               70          mapping-established
prefix      bu1.4010
0/ME5100:Router#

show mpls ldp forwarding

H)8"20" /*/)0'& &"?<':% ".&'/2*= LSP. F)+&%12* 9'<>&#* 1) nexthop ' 1) 1#,9'.+%
2"(2"B,2'5.

@0%1,0. show mpls ldp forwarding

0/ME5100:Router1# show mpls ldp forwarding

Ê Codes:
Ê   R = Remote LFA FRR backup

Ê Prefix                Label(s) out  Outgoing Interface  Next Hop              flags
Ê --------------------- ------------- ------------------- --------------------- ------
Ê 2.2.2.2/32            437           te 0/0/5            100.100.12.1
Ê 4.4.4.4/32            ImpNull       te 0/0/7            100.100.14.0
0/ME5100:Router1#

show mpls ldp igp sync

;*/)0 +)+&)52'5 LDP-IGP +'2=#)2'(":'' 2" '2&,#9,3+"=.

@0%1,0. show mpls ldp igp sync.

0/ME5100:Router1# show mpls ldp igp sync
Thu Jan 24 16:35:03 2019

Ê LDP-ISIS sync

Ê LDP-OSPF sync

Ê Interface                LDP state  Metric    Hold-time duration  Hold-time left
Ê ------------------------ ---------- --------- ------------------- ---------------
Ê te0/0/5                  up         normal    0                   0

0/ME5100:Router1#
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show mpls ldp neighbors

;*/)0 1,#,B25, +)+&)52'5 ' +&"&'+&'.' 1) LDP-+)+,058 +'+&,8*.

@0%1,0. show mpls ldp neighbors.

0/ME5100:Router# show mpls ldp neighbors detail

Ê LDPv1 peer: 1.0.0.1:0
Ê   Current state: operational, role: active
Ê   TCP connection: 1.0.0.1, MD5 off
Ê   Label distribution method: downstream-unsolicited
Ê   Session uptime: 03h46m06s
Ê   Keepalive interval: 7 secs
Ê   Session holdtime: 40 secs (own 40 secs, peer 40 secs)
Ê   Next keepalive in: 4 secs, session expires in: 37 secs
Ê   Established adjacencies:
Ê     link, bu1, holdtime: 14 secs, bfd: none (not-required)
Ê     targeted, with 1.0.0.1, holdtime: 34 secs, bfd: none (not-required)
Ê   Negotiated maximum PDUs length: 4096 octets
Ê   Graceful Restart support: peer is false, local is false
Ê   Peer reconnect time: 0 secs, recovery time: 0 secs
Ê   Addresses bound to session:
Ê     1.0.0.1
Ê     192.168.55.2
Ê     192.168.55.5
Ê     192.168.55.17
Ê   Labels received from neighbor:
Ê     3, type: prefix, installed: yes, bu1
Ê     27, type: prefix, installed: no
Ê   Stats:
Ê     0 unknown message count, 0 unknown tlv count

Ê LDPv1 peer: 1.0.0.2:0
Ê   Current state: operational, role: active
Ê   TCP connection: 1.0.0.2, MD5 off
Ê   Label distribution method: downstream-unsolicited
Ê   Session uptime: 03h46m47s
Ê   Keepalive interval: 7 secs
Ê   Session holdtime: 40 secs (own 40 secs, peer 40 secs)
Ê   Next keepalive in: 4 secs, session expires in: 37 secs
Ê   Established adjacencies:
Ê     link, bu2, holdtime: 10 secs, bfd: none (not-required)
Ê   Negotiated maximum PDUs length: 4096 octets
Ê   Graceful Restart support: peer is false, local is false
Ê   Peer reconnect time: 0 secs, recovery time: 0 secs
Ê   Addresses bound to session:
Ê     1.0.0.2
Ê     192.168.55.6
Ê     192.168.55.13
Ê     192.168.55.22
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Ê   Labels received from neighbor:
Ê     35, type: prefix, installed: no
Ê     3, type: prefix, installed: yes, bu2
Ê   Stats:
Ê     0 unknown message count, 0 unknown tlv count

show mpls ldp parameters

;*/)0 '29)#8":'' )? '8,@6'=+5 +)+,05= ' ("0,3+&/)/"22*= / LDP '2&,#9,3+"= +'+&,8*.

@0%1,0. show mpls ldp parameters.

0/ME5100:Router# show mpls ldp parameters

Ê LDP Parameters:
Ê   Router ID: 1.1.1.1
Ê   Transport address: 1.1.1.1
Ê Graceful Restart:
Ê   Status: disabled
Ê   Reconnect Timeout: 200 sec, Forwarding State Holdtime: 200 sec

Ê Neighbors:

Ê   Peer address: 2.2.2.2
Ê     BFD status: enabled
Ê     Holdtime interval: 40 sec
Ê     Hello interval: 0 sec

Ê   Peer address: 4.4.4.4
Ê     BFD status: enabled
Ê     Holdtime interval: 40 sec
Ê     Hello interval: 0 sec

Ê Interfaces:

Ê   Interface Tengigabitethernet 0/0/5
Ê     BFD status: disabled
Ê     Holdtime interval: 40 sec
Ê     Hello interval: 15 sec

Ê   Interface Tengigabitethernet 0/0/6
Ê     BFD status: disabled
Ê     Holdtime interval: 40 sec
Ê     Hello interval: 15 sec

Ê   Interface Tengigabitethernet 0/0/7
Ê     BFD status: disabled
Ê     Holdtime interval: 40 sec
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Ê     Hello interval: 15 sec
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$&=A?;DB& MPLS L3VPN
; 0"22)3 E<"/, #"++8"&#'/"@&+5 1#'2:'1* )#E"2'(":'' ' 2"+&#)3.' /'#&%"<>2*=
B"+&2*= +,&,3 &#,&>,E) %#)/25 (Layer 3 VPN, L3VPN), '+1)<>(%@6'= / ."B,+&/, &#"2+1)#&"
&,=2)<)E'@ MPLS.

G)0 +,#/'+)8 L3VPN (0,+> ' 0"<,, 1)0#"(%8,/",&+5 )?)+)?<,22), 1#)+&#"2+&/)
8"#$#%&'(":'' (+ '+1)<>()/"2',8 1#)&).)<)/ +,8,3+&/" IP). N".), 1#)+&#"2+&/) '8,,&
+)?+&/,22%@ &"?<':% 8"#$#%&'(":'', &"?<':% ARP/ND ' )&0,<>2*3 +1'+). L3-
'2&,#9,3+)/, /.<@B,22*= / 2,E). A,#/'+ L3VPN 1)(/)<5,& %(<"8, 1)0.<@B,22*8 . ,E)
'2&,#9,3+"8, 1,#,0"/"&> IP-&#"9'. 8,70% (' &)<>.) 8,70%) +)?)3.

$/(8O(3,E7/ U*J,
F<5 )?,+1,B,2'5 #"?)&* +,#/'+" MPLS L3VPN &#,?%,&+5 /*1)<2'&> +<,0%@6', 0,3+&/'5:

1. 4"+&#)'&> '29#"+&#%.&%#% #"+1#)+&#"2,2'5 &#"2+1)#&2*= 8,&). (+8. E<"/% "4"+&#)3."
MPLS-.)88%&":'' ' 1#)&).)<" LDP" ), &) ,+&> )?,+1,B'&> +/5(2)+&> + 0#%E'8'
%+&#)3+&/"8' +,&';

2. A)(0"&> ' 2"+&#)'&> 2" 8"#$#%&'("&)#, O.(,81<5# VRF, /.<@B'&> / O&)& O.(,81<5#
&#,?%,8*, '2&,#9,3+*;

3. J?,+1,B'&> 1,#,0"B% 8"#$#%&2)3 '29)#8":'' 0"22)E) O.(,81<5#" VRF . 0#%E'8
%+&#)3+&/"8 +,&' 1#' 1)8)6' 1#)&).)<" MP-BGP + '+1)<>()/"2',8 "0#,+2)E) +,8,3+&/"
VPNv4 unicast.

H)2,B2*8 #,(%<>&"&)8 2"+&#)3.' 5/<5,&+5 1)5/<,2', +/5(2)+&' 8,70% %(<"8',
1)0.<@B,22*8' . VRF 2" #"(<'B2*= 8"#$#%&'("&)#"= +,&', &) ,+&> )?I,0'2,2', VRF 2"
#"(2*= 8"#$#%&'("&)#"= B,#,( MPLS-&#"2+1)#&. G#' O&)8 0)<72" ?*&> )?,+1,B,2"
1,#,0"B" +,#/'+2*= MPLS-8,&). 0<5 +,#/'+" L3VPN 1)+#,0+&/)8 MP-BGP ' 1,#,0"B"
&#"2+1)#&2*= 8,&). 0<5 0)+&'7,2'5 nexthop-"0#,+)/ 1)<%B,22*= BGP-8"#$#%&)/.

=(93*',/ YH9/E<0-4(1 VRF , )/O'(0(J,- VRF Lite
F<5 #"?)&* +,#/'+" L3VPN 2,)?=)0'8) +)(0"&> / .)29'E%#":'' %+&#)3+&/" O.(,81<5# VRF '
/.<@B'&> / 2,E) &#,?%,8*, '2&,#9,3+*.

; +<%B",, ,+<' VRF 1#'8,25,&+5 &)<>.) 2" )02)8 8"#$#%&'("&)#,, &,=2)<)E'5 '8,,&
2"(/"2', VRF Lite (")?<,EB,22*3" VRF).

!"#$%&" 65. E()5"*%, % *"3:0(94" A4),1/$-0" VRF.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

vrf  VRF_NAME A)(0"2', / .)29'E%#":'' %+&#)3+&/" O.(,81<5#" VRF +
'8,2,8 VRF_NAME ' 1,#,=)0 / #,7'8 2"+&#)3.' O&)E)
O.(,81<5#".
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B(E*'3* $*9'*:/',/

rd  RD S"0"2', Route Distinguisher 0<5 0"22)E) O.(,81<5#" VRF.
G"#"8,&# 5/<5,&+5 )?5("&,<>2*8 1#' +)(0"2'' VRF.

F)1%+&'8*, 9)#8* ("0"2'5:

¥ ASN:Nr DÑD+) (2"B,2'58' [0..65535]:[0..4294967295],
[0..4294967295]:[0..65535];

¥ IPv4:Nr DÑD+) (2"B,2'58' A.B.C.D:[0..65535]; (0,+> /
."B,+&/, IPv4-"0#,+" #,.)8,20%,&+5 1#'8,25&> "0#,+
)+2)/2)E) loopback-'2&,#9,3+" 8"#$#%&'("&)#".

maximum prefix MAX_ROUTES ()1:')2"<>2)) K+&"2)/." )E#"2'B,2'5 .)<'B,+&/"
8"#$#%&)/ /2%&#' O.(,81<5#" VRF.

import route-target
RT_COMMUNITY_VALUE

()1:')2"<>2)) K+&"2)/." 1,#,B25 (2"B,2'3 route-target
extended community, VPNv4 BGP-1%&' + .)&)#*8' ?%0%&
%+&"2"/<'/"&>+5 / &"?<':% 8"#$#%&'(":'' O.(,81<5#"
VRF (+8. 2'7, #"(0,< "-"(<'B', 8,70% 1"#"8,&#"8' RT
' RD" ).
Q)#8"& ("0"2'5 RT_COMMUNITY_VALUE "2"<)E'B,2
9)#8"&% 1"#"8,&#" RD.

export route-target
RT_COMMUNITY_VALUE

()1:')2"<>2)) K+&"2)/." 1,#,B25 (2"B,2'3 route-target
extended community, + .)&)#*8' 8"#$#%&* '( 0"22)E)
O.(,81<5#" VRF ?%0%& "2)2+'#)/"&>+5 / VPNv4 BGP (+8.
2'7, #"(0,< "-"(<'B', 8,70% 1"#"8,&#"8' RT ' RD" ).
Q)#8"& ("0"2'5 RT_COMMUNITY_VALUE "2"<)E'B,2
9)#8"&% 1"#"8,&#" RD.

description  STRING ()1:')2"<>2)) S"0"2', +&#).)/)E) )1'+"2'5
O.(,81<5#" VRF.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

NOTE
G)+<, +)(0"2'5 ' 2"+&#)3.' O.(,81<5#" VRF 8)72) 0)?"/<5&> / 2,E)
'2&,#9,3+*.

@0%1,0. G"3:0(94" A4),1/$-0" VRF 3 5.>1- %*:,0=,93"1% . *T1. G"3:0(94" /0(%).(5%:3- *"
>3:0(93:., Router1.

vrf example
Ê description "Example L3VPN service"
Ê rd 1.1.1.1:100
Ê import route-target 65535:100
Ê export route-target 65535:100
exit

interface tengigabitethernet 0/0/17.1100
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Ê vrf example
Ê description "CE interface 1 on Router1"
Ê ipv4 address 100.100.1.1/24
Ê encapsulation outer-vid 1100
exit
interface tengigabitethernet 0/0/17.1200
Ê vrf example
Ê description "CE interface 2 on Router1"
Ê ipv4 address 100.100.2.1/24
Ê encapsulation outer-vid 1200
exit

@0%1,0. O%"7*(3:%4" 3()5"**(7( A4),1/$-0"NÑN(#I"- %*=(01"&%-, :"#$%&" 1"080>:(. % ARP-
:"#$%&".

0/ME5100:Router1# show vrf example

Ê Route distinguisher: 1.1.1.1:100
Ê Description:         Example L3VPN service
Ê Import from route-target:
Ê   65535:100
Ê Export to route-target:
Ê   65535:100
Ê Interfaces:
Ê   Tengigabitethernet0/0/17.1100
Ê   Tengigabitethernet0/0/17.1200
Ê Total entries:    2

0/ME5100:Router1# show route vrf example

Ê Codes: C - connected, S - static, O - OSPF, B - BGP, L - local
Ê     IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2
Ê     i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
Ê     LE1 - IS-IS level1 external, LE2 - IS-IS level2 external
Ê     BI - BGP internal, BE - BGP external, BV - BGP vpn,
Ê     BL - BGP labeled, R - RIP

Ê C      100.100.1.0/24     is directly connected, 00h01m12s, te 0/0/17.1100
Ê L      100.100.1.1/32     is directly connected, 00h01m12s, te 0/0/17.1100
Ê C      100.100.2.0/24     is directly connected, 00h01m12s, te 0/0/17.1200
Ê L      100.100.2.1/32     is directly connected, 00h01m12s, te 0/0/17.1200

Ê Total route count: 4
0/ME5100:Router1# show arp vrf example

Ê ARP aging time is 240 minutes
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Ê IP address       Age         Hardware address   State       VRF
Interface
Ê ---------------- ----------- ------------------ ----------- ----------------
----------
Ê 100.100.1.1      00:00:00    a8:f9:4b:8b:bb:b1  Interface   example          te
0/0/17.1100
Ê 100.100.2.1      00:00:00    a8:f9:4b:8b:bb:b1  Interface   example          te
0/0/17.1200

Ê Total entries: 2
0/ME5100:Router1#

; ."B,+&/, '<<@+&#":'' 0<5 0"<>2,3$,3 2"+&#)3.' 1#'/,0,8 &".7, 1#'8,# +)(0"2'5
&".)E) 7, O.(,81<5#" VRF 2" 0#%E)8 8"#$#%&'("&)#,.

@0%1,0. G"3:0(94" A4),1/$-0" VRF 3 (5*%1 %*:,0=,93(1. G"3:0(94" /0(%).(5%:3- *"
>3:0(93:., Router2.

interface tengigabitethernet 0/0/17.1300
Ê vrf example
Ê description "CE interface 1 on Router2"
Ê ipv4 address 100.100.3.1/24
Ê encapsulation outer-vid 1300
exit

vrf example
Ê description "Example L3VPN service"
Ê rd 2.2.2.2:100
Ê import route-target 65535:100
Ê export route-target 65535:100
exit

@0%1,0. J"080>:? . A4),1/$-0, VRF *" Router2.

0/ME5100:Router2# show route vrf example
Tue Jan 29 13:35:25 2019
Ê Codes: C - connected, S - static, O - OSPF, B - BGP, L - local
Ê     IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2
Ê     i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
Ê     LE1 - IS-IS level1 external, LE2 - IS-IS level2 external
Ê     BI - BGP internal, BE - BGP external, BV - BGP vpn,
Ê     BL - BGP labeled

Ê C      100.100.3.0/24     is directly connected, 00h01m21s, te 0/0/17.1300
Ê L      100.100.3.1/32     is directly connected, 00h01m21s, te 0/0/17.1300
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Ê Total route count: 2

$*6)4(FH* MP-BGP
F<5 1,#,0"B' 8"#$#%&2)3 '29)#8":'' L3VPN 2" 0#%E', %+&#)3+&/" +,&' 2,)?=)0'8)
'+1)<>()/"&> 1#)&).)< MP-BGP. C29)#8":'5 ) 8"#$#%&"= L3VPN ?%0,& )?I5/<5&>+5 BGP-
+)+,058 1) +,++'58 + "0#,+2*8 +,8,3+&/)8 VPNv4 unicast.

N".'8 )?#"()8, 2" %+&#)3+&/, 0)<7,2 ?*&> 1#,0/"#'&,<>2) ("1%6,2 ' +.)29'E%#'#)/"2
1#):,++ 8"#$#%&'(":'' BGP, 1)+<, B,E) 8)72) 0)?"/<5&> 2,)?=)0'8*= +)+,0,3.

!"#$%&" 66. G"3:0(94" BGP-3(3,5" 5$- /,0,5"+% 1"080>:(. L3VPN.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router bgp  ASN G,#,=)0 / #,7'8 2"+&#)3.' 1#):,++" 8"#$#%&'(":''.

neighbor  A.B.C.D A)(0"2', 1#)&).)<>2)E) +)+,0" 1 J0(8*0K'(F )*80,+/
E*4U42),9*+,,  ' 1,#,=)0 / #,7'8 2"+&#)3.' ,E)
1"#"8,&#)/.

IMPORTANT

G,#,0"B" 8"#$#%&2)3
'29)#8":'' L3VPN /)(8)72"
&)<>.) +)+,058 / E<)?"<>2)3
&"?<':, 8"#$#%&'(":''.

description  "STRING" ()1:')2"<>2)) S"0"2', &,.+&)/)3 +&#).'DÑD)1'+"2'5
1#)&).)<>2)E) +)+,0".

remote-as ASN S"0",& 2)8,# "/&)2)82)3 +'+&,8* BGP-+)+,0".
L3VPN-+,++'' 1)00,#7'/"@&+5 &)<>.) 0<5 iBGP-+)+,0,3.

send-community ;.<@B",& )&1#"/.% 1"#"8,&#" community  / )&+*<",8*=
+)+,0% "2)2+"=. G) %8)<B"2'@ 1"#"8,&#* community
%0"<5@&+5 '( )&1#"/<5,8*= "2)2+)/.
F<5 .)##,.&2)3 #"?)&* L3VPN )&1#"/.% extended
community  #,.)8,20%,&+5 /.<@B"&>.

send-community-ext ;.<@B",& )&1#"/.% 1"#"8,&#" extended community  /
)&+*<",8*= +)+,0% "2)2+"=. G) %8)<B"2'@ 1"#"8,&#*
extended community  %0"<5@&+5 '( )&1#"/<5,8*= "2)2+)/.
F<5 .)##,.&2)3 #"?)&* L3VPN )&1#"/.% extended
community  '/(8O(3,E( 1H0L:*)K .

address-family vpnv4 unicast ;.<@B,2', 2" 0"22)8 +)+,0, "0#,+2)E) +,8,3+&/"
VPNv4 unicast ( (8-9*)/0K'( 30- 4*8()7 L3VPN/IPv4 ) '
1,#,=)0 / #,7'8 2"+&#),. 0"22)E) +,8,3+&/".
;2%&#' +,8,3+&/" 1#' 2,)?=)0'8)+&' 8)72) 1#)/,+&'
+))&/,&+&/%@6%@ 2"+&#)3.% 1)<'&'. 8"#$#%&'(":''
0<5 1,#,0"B'/1#',8" "2)2+)/ )& &,.%6,E) BGP-+)+,0".
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B(E*'3* $*9'*:/',/

exit ;)(/#"& / #,7'8 2"+&#),. BGP-+)+,0".

update-source  IPv4_ADDR S"0"2', IPv4-"0#,+", + .)&)#)E) ?%0,& 1#)'(/)0'&>+5
/("'8)0,3+&/', + +)+,0)8. F"22*3 1"#"8,&#
#,.)8,20%,&+5 /+,E0" %."(*/"&> 0<5 iBGP-+,++'3.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" MP-BGP 3,33%% 1,<5> Router1 % Router2, 4(*=%7>0"&%- Router1:

router bgp 65535
Ê bgp router-id 1.1.1.1
Ê neighbor 2.2.2.2
Ê   address-family vpnv4 unicast
Ê   exit
Ê   remote-as 65535
Ê   send-community
Ê   send-community-ext
Ê   update-source 1.1.1.1
Ê exit

@0%1,0. G"3:0(94" MP-BGP 3,33%% 1,<5> Router1 % Router2, 4(*=%7>0"&%- Router2:

router bgp 65535
Ê bgp router-id 2.2.2.2
Ê neighbor 1.1.1.1.
Ê   address-family vpnv4 unicast
Ê   exit
Ê   remote-as 65535
Ê   send-community
Ê   send-community-ext
Ê   update-source 2.2.2.2
Ê exit

@0%1,0. H(*:0($; >3:"*(.$,*%- BGP-3,33%% 3 3((:.,:3:.>CI%1% AFI/SAFI:

0/ME5100:Router1# show bgp vpnv4 unicast summary

Ê BGP router identifier 1.1.1.1, local AS number 12389
Ê Graceful Restart is disabled
Ê BGP table state: active
Ê BGP scan interval: 120 secs
Ê Neighbor                   AS          MsgRcvd       MsgSent       Up/Down
St/PfxRcd
Ê -------------------------- ----------- ------------- ------------- ----------
-------------
Ê 2.2.2.2                    12389       54452         54462         04d22h20m  1
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0/ME5100:Router1#

0/ME5100:Router2# show bgp vpnv4 unicast summary

Ê BGP router identifier 2.2.2.2, local AS number 12389
Ê Graceful Restart is disabled
Ê BGP table state: active
Ê BGP scan interval: 120 secs
Ê Neighbor                   AS          MsgRcvd       MsgSent       Up/Down
St/PfxRcd
Ê -------------------------- ----------- ------------- ------------- ----------
-------------
Ê 1.1.1.1                    12389       54469         54469         04d22h23m  2
0/ME5100:Router2#

@0%1,0. @0(31(:0 /($>+,**?2 /( VPNv4 unicast BGP-"*(*3(.:

0/ME5100:Router1# show bgp vpnv4 unicast neighbors 2.2.2.2 routes

Ê BGP router identifier 1.1.1.1, local AS number 12389
Ê Graceful Restart is disabled
Ê BGP table state: active
Ê BGP scan interval: 120 secs

Ê Status codes: d damped, h history, > best, S stale, * active, u untracked, i
internal
Ê Origin codes: i igp, e egp, ? incomplete

Ê Received bgp routes from neighbor: 2.2.2.2

Ê Route Distinguisher        IP Prefix             Next hop         Metric  Rcvd/Lcl
label  LocPrf  Weight  Path
Ê -------------------------- --------------------- ---------------- -------
--------------- ------- ------- -----
Ê u>i  2.2.2.2:100           100.100.3.0/24        2.2.2.2          0       34/-
100     0       ?

Ê Total paths: 1

0/ME5100:Router2# show bgp vpnv4 unicast neighbors 1.1.1.1 routes

Ê BGP router identifier 2.2.2.2, local AS number 12389
Ê Graceful Restart is disabled
Ê BGP table state: active
Ê BGP scan interval: 120 secs

Ê Status codes: d damped, h history, > best, S stale, * active, u untracked, i
internal
Ê Origin codes: i igp, e egp, ? incomplete
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Ê Received bgp routes from neighbor: 1.1.1.1

Ê Route Distinguisher   IP Prefix             Next hop         Metric  Rcvd/Lcl label
LocPrf  Weight  Path
Ê --------------------- --------------------- ---------------- ------- ---------------
------- ------- -----
Ê u>i  1.1.1.1:100      100.100.1.0/24        1.1.1.1          0       67/-
100     0       ?
Ê u>i  1.1.1.1:100      100.100.2.0/24        1.1.1.1          0       67/-
100     0       ?

Ê Total paths: 2

@0%1,0. @0(31(:0 1"080>:(., >3:"*(.$,**?2 . :"#$%&> 1"080>:%)"&%% A4),1/$-0"
VRFNÑNRouter1.

0/ME5100:Router1# show route vrf example

Ê Codes: C - connected, S - static, O - OSPF, B - BGP, L - local
Ê     IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2
Ê     i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
Ê     LE1 - IS-IS level1 external, LE2 - IS-IS level2 external
Ê     BI - BGP internal, BE - BGP external, BV - BGP vpn,
Ê     BL - BGP labeled, R - RIP

Ê C      100.100.1.0/24     is directly connected, 01h54m07s, te 0/0/17.1100
Ê L      100.100.1.1/32     is directly connected, 01h54m07s, te 0/0/17.1100
Ê C      100.100.2.0/24     is directly connected, 01h54m07s, te 0/0/17.1200
Ê L      100.100.2.1/32     is directly connected, 01h54m07s, te 0/0/17.1200
Ê B BV   100.100.3.0/24    via 2.2.2.2 [200/0], 01h09m21s

Ê Total route count: 5

@0%1,0. @0(31(:0 1"080>:(., >3:"*(.$,**?2 . :"#$%&> 1"080>:%)"&%% A4),1/$-0"
VRFNÑNRouter2.

0/ME5100:Router2# show route vrf example

Ê Codes: C - connected, S - static, O - OSPF, B - BGP, L - local
Ê     IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2
Ê     i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
Ê     LE1 - IS-IS level1 external, LE2 - IS-IS level2 external
Ê     BI - BGP internal, BE - BGP external, BV - BGP vpn,
Ê     BL - BGP labeled, R - RIP
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Ê B BV   100.100.1.0/24    via 1.1.1.1 [200/0], 01h11m03s
Ê B BV   100.100.2.0/24    via 1.1.1.1 [200/0], 01h11m03s
Ê C      100.100.3.0/24     is directly connected, 01h11m03s, te 0/0/17.1300
Ê L      100.100.3.1/32     is directly connected, 01h11m03s, te 0/0/17.1300

Ê Total route count: 4

56)*'(1H* BGP-<2)/F 1 H*:/6)1/ E*4U42)(1
YH9/E<0-4* VRF

?*90,:,/ E/I32 <*4*E/)4*E, RT , RD

G#' .)##,.&2)3 .)29'E%#":'' 1)<%B,22*, 1) BGP "2)2+* '8,@& 1"#"8,&#* Route
Distinguisher  (RD) ' Route-Target  (RT). J?" O&' 1"#"8,&#" '8,@& )0'2".)/*3 9)#8"&, )02".)
/*1)<25@& #"(2*, ("0"B'.

¥ RD 5/<5,&+5 B"+&>@ '29)#8":'' MP-REACH NLRI ' +<%7'& 0<5 '()<5:'' #"(<'B2*=
1<)+.)+&,3 9)#/"#0'2E" (2"1#'8,#, #"(2*= VRF) 0#%E )& 0#%E".

¥ RT 5/<5,&+5 #"+$'#,22*8 community ' '+1)<>(%,&+5 .)2,B2*8' 8"#$#%&'("&)#"8'
1#' '81)#&,/O.+1)#&, 8"#$#%&)/ '(// VRF.

G"#"8,&# RD 1)8)E",& #"(0,<'&> "2)2+* 1#' 1,#,0"B, B,#,( &#"2('&2*, BGP-+1'.,#* .
.)2,B2)8% 8"#$#%&'("&)#%. 4"1#'8,#, ,+<' / )02)8 ' &)8 7, +,#/'+, L3VPN (&.,. / )02)8
VRF) 2" 1#)8,7%&)B2*3 BGP-+1'.,# 1#'0%& 0/" )0'2".)/*= 8"#$#%&" + )0'2".)/*8' RD,
&) O&)& +1'.,# 1#)/,0,& /*?)# <%B$,E) +#,0' 2'= ' "2)2+'#%,& 0"<,, / +,&> &)<>.) <%B$'3
1%&>. J02".) ,+<' O&' 8"#$#%&* ?%0%& '8,&> #"(<'B2*, RD, &) /*?)# <%B$,E) +#,0' 2'=
?%0,& 1#)/)0'&>+5 &)<>.) .)2,B2*8' 8"#$#%&'("&)#"8', .)&)#*, 2" )+2)/"2''
2"+&#),22*= 1)<'&'. '81)#&" RT 1#)/,0%& %+&"2)/.% O&'= BGP-1%&,3 / ."B,+&/,
8"#$#%&)/ /2%&#> +))&/,&+&/%@6'= VRF.

F'("32 %+<%E, 1#' .)&)#)8 #,$,2', ) <%B$,8 1%&' 1#'2'8",&+5 2" .)2,B2)8 %+&#)3+&/,,
5/<5,&+5 ("B"+&%@ ?)<,, 1#,01)B&'&,<>2*8, =)&5 ' 8)7,& 1#'/,+&' . 1)/*$,22)8%
1)&#,?<,2'@ #,+%#+)/ &#"2('&2*= BGP-+1'.,#)/.

56)*'(1H* E*4U42)(1 1'2)4K 6(()1/)6)12LW,O VRF

; 1#'8,#"= #"2,, ?*<" 1#'/,0,2" 2"+&#)3.", 1)(/)<5@6"5 1)<%B'&> 1) VPNv4-+,++''
"2)2+* 8"#$#%&)/ #"(2*= RD. ; +<%B",, ,+<' VRF 2" 8"#$#%&'("&)#"= ?*< 2"+&#),2 +
)0'2".)/*8' 1)<'&'."8' import/export, &) O&' "2)2+* ?%0%& %+&"2)/<,2* / &"?<':%
8"#$#%&'(":'' +))&/,&+&/%@6'= VRF.

@0%1,0. !"#$%&" 1"080>:%)"&%% VRF *" 1"080>:%)":(0, Router1:

0/ME5100:Router1# show route vrf example
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Ê Codes: C - connected, S - static, O - OSPF, B - BGP, L - local
Ê     IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2
Ê     i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
Ê     LE1 - IS-IS level1 external, LE2 - IS-IS level2 external
Ê     BI - BGP internal, BE - BGP external, BV - BGP vpn,
Ê     BL - BGP labeled, R - RIP

Ê C      100.100.1.0/24     is directly connected, 02h38m30s, te 0/0/17.1100
Ê L      100.100.1.1/32     is directly connected, 02h38m30s, te 0/0/17.1100
Ê C      100.100.2.0/24     is directly connected, 02h38m30s, te 0/0/17.1200
Ê L      100.100.2.1/32     is directly connected, 02h38m30s, te 0/0/17.1200
Ê B BV   100.100.3.0/24    via 2.2.2.2 [200/0], 01h53m44s

Ê Total route count: 5
0/ME5100:Router1#

@0%1,0. !"#$%&" 1"080>:%)"&%% VRF *" 1"080>:%)":(0, Router2:

0/ME5100:Router2# show route vrf example

Ê Codes: C - connected, S - static, O - OSPF, B - BGP, L - local
Ê     IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2
Ê     i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
Ê     LE1 - IS-IS level1 external, LE2 - IS-IS level2 external
Ê     BI - BGP internal, BE - BGP external, BV - BGP vpn,
Ê     BL - BGP labeled, R - RIP

Ê B BV   100.100.1.0/24    via 1.1.1.1 [200/0], 01h54m58s
Ê B BV   100.100.2.0/24    via 1.1.1.1 [200/0], 01h54m58s
Ê C      100.100.3.0/24     is directly connected, 01h54m58s, te 0/0/17.1300
Ê L      100.100.3.1/32     is directly connected, 01h54m58s, te 0/0/17.1300

Ê Total route count: 4
0/ME5100:Router2#

N".'8 )?#"()8, / 0"22)8 1#'8,#, 8"#$#%&* ?*<' %+1,$2) %+&"2)/<,2* / &"?<':%
8"#$#%&'(":'' VRF example. J?5("&,<>2*8 %+<)/',8 0<5 O&)E) &".7, 5/<5,&+5 2"<'B',
&#"2+1)#&2)3 8,&.' 0) nexthop-"0#,+" +))&/,&+&/%@6,E) 8"#$#%&":

@0(.,04" *"$%+%- :0"*3/(0:*?2 1,:(4 5( nexthop *" Router1:

0/ME5100:Router1# show mpls ldp forwarding | include 2.2.2.2

Ê 2.2.2.2/32            ImpNull       te 0/0/5            100.100.12.1
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0/ME5100:Router1#

@0(.,04" *"$%+%- :0"*3/(0:*?2 1,:(4 5( nexthop *" Router2:

0/ME5100:Router2# show mpls ldp forwarding | include 1.1.1.1

Ê 1.1.1.1/32            ImpNull       te 0/0/5            100.100.12.0
0/ME5100:Router2#

M4(+/66 BGP 30- YH9/E<0-4* VRF , 4/3,6)4,82+,-
E*4U42)(1

M4(+/66 BGP 30- VRF

4" 8"#$#%&'("&)#"= +,8,3+&/" ME +%6,+&/%,& 1)25&', BGP-1#):,++" / O.(,81<5#, VRF. M&)
1)25&', /.<@B",& / +,?5 )&0,<>2%@ +&#%.&%#% / #"?)&"@6,3 )1,#":')22)3 +'+&,8,
%+&#)3+&/", ("2'8"@6%@ 2,.)&)#*, #,+%#+* ' /*1)<25@6%@ )1#,0,<,22*, 0,3+&/'5.

F,3+&/'5, .)&)#*, 1)(/)<5,& 1#)'(/)0'&> BGP-1#):,++ / O.(,81<5#, VRF:

1. K+&"2)/." BGP-+)+,0+&/ /2%&#' O.(,81<5#" VRF. F"22"5 /)(8)72)+&> )&2)+'&+5 '8,22)
. +)+,0+&/"8 /2%&#' VRF (&.2. +,++'' PE-CE), 2) 2, . L3VPN-+)+,0+&/"8 / E<)?"<>2)3
&"?<':, 8"#$#%&'(":''.

2. R'?."5 2"+&#)3." #,0'+&#'?%:'' 8"#$#%&2)3 '29)#8":'' / BGP-&"?<':%
+))&/,&+&/%@6,E) VRF.

S"1%+. BGP-1#):,++" 0<5 O.(,81<5#" VRF 1#)'(/)0'&+5 "/&)8"&'B,+.' 1#' +)(0"2''
.)29'E%#":')22)E) ?<)." 'vrf VRF_NAME' / #"(0,<, 2"+&#)3.' 'router bgp'  ' +)(0"2'' / 2,8
.". 8'2'8%8 )02)E) +)+,0".

; 1#'8,#, 2'7, 0<5 VRF example )&0,<>2)E) BGP-1#):,++" 2, ("1%6,2), " 0<5 VRF l3-1  &".)3
1#):,++ ("1%6,2; .#)8, O&)E), /2%&#' VRF 'l3-1'  +.)29'E%#'#)/"2 BGP-+)+,0 + "0#,+)8
172.16.0.1 ' #,0'+&#'?%:'5 +&"&'B,+.'= ' 1#'+),0'2,22*= 8"#$#%&)/.

vrf example
Ê description "Example L3VPN service"
Ê rd 2.2.2.2:100
Ê import route-target 65535:100
Ê export route-target 65535:100
exit

vrf l3-1
Ê rd 65535:1
Ê import route-target 65535:1
Ê export route-target 65535:1
exit
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router bgp 65535
Ê bgp router-id 2.2.2.2
Ê neighbor 1.1.1.1
Ê   address-family ipv4 unicast
Ê   exit
Ê   address-family vpnv4 unicast
Ê   exit
Ê   remote-as 12389
Ê   send-community
Ê   send-community-ext
Ê   route-reflector-client
Ê   update-source 2.2.2.2
Ê exit
Ê vrf l3-1
Ê   address-family ipv4 unicast
Ê     redistribution static STAT
Ê     exit
Ê     redistribution connected CONN
Ê     exit
Ê   exit
Ê   bgp router-id 2.2.2.2
Ê   neighbor 172.16.0.1
Ê     address-family ipv4 unicast
Ê     exit
Ê     remote-as 65530
Ê   exit
Ê exit
exit

IMPORTANT
A)(0"2', )&0,<>2*= 1#):,++)/ 2" ?)<>$'= .)29'E%#":'5= (+)&2' VRF)
8)7,& 1#'/,+&' . B#,(8,#2)8% 1)&#,?<,2'@ #,+%#+)/
8"#$#%&'("&)#".

NOTE

H)E0" 1#):,++ 8"#$#%&'(":'' BGP 2, ("1%6,2 /2%&#' VRF, BGP-&"?<':" /
+))&/,&+&/%@6,8 O.(,81<5#, &".7, )&+%&+&/%,& (/*/)0 .)8"20 'show bgp vrf
VRF_NAME' ?%0,& 1%+&*8). J02".) / &"?<':, 8"#$#%&'(":'' VRF 8)E%&
1#'+%&+&/)/"&> 8"#$#%&* + 1)8,&.)3 "BGP" / &)8 +<%B",, ,+<' '=
'+&)B2'.)8 5/<5,&+5 AFI VPNv4/VPNv6 unicast.

&1)(E*),:/6H*- 4/3,6)4,82+,-

G) %8)<B"2'@ 2" 8"#$#%&'("&)#"= +,8,3+&/" ME #"?)&",& "/&)8"&'B,+."5 #,0'+&#'?%:'5
/+,= '8,@6'=+5 / VRF 8"#$#%&)/ ((" '+.<@B,2',8 local-8"#$#%&)/) / AFI VPNv4/VPNv6
unicast ' "/&)8"&'B,+.), "2)2+'#)/"2', &".'= 1%&,3 VPNv4- ' VPNv6-+)+,058. G#):,++
"/&)8"&'B,+.'3 #,0'+&#'?%:'' 2,)&.<@B",8.

U/&)8"&'B,+."5 #,0'+&#'?%:'5 2, &#,?%,& ("1%+." )&0,<>2)E) BGP-1#):,++" 0<5
+))&/,&+&/%@6,E) O.(,81<5#" VRF.
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F<5 2"(2"B,2'5 0)1)<2'&,<>2*= "&#'?%&)/ BGP 2" 8"#$#%&*, 1)1"0"@6', / 1#)+&#"2+&/)
VPNv4, 2,)?=)0'8) +)(0"/"&> ?<). 1#"/'< 'redistribution'  / #"(0,<, 'router bgp <ASN>
address-family vpnv4 unicast'  ' 2"+&#"'/"&> &"8 1#):,++ #,0'+&#'?%:'' +))&/,&+&/%@6'=
+,&,3 + 2"(2"B,2',8 2%72*= "&#'?%&)/ ' + )1:')2"<>2*8 %."("2',8 VRF-'+&)B2'."
(1#"/'<) 'match vrf <VRF_NAME>') <'?) +1'+." VRF-'+&)B2'.)/ (1#"/'<) 'match vrf-list
<LIST_NAME>').

; 1#'8,#, 2'7, )1'+"2" 2"+&#)3." )E#"2'B,2'5 "/&)8"&'B,+.)3 #,0'+&#'?%:''
connected-8"#$#%&)/ '( VRF 'VRFTEST' / L3VPN. S0,+> 0<5 VRF ?%0,& #"(#,$,2"
#,0'+&#'?%:'5 8"#$#%&)/ / l3vpn 1#' %+<)/'' '= +))&/,&+&/'5 1#,9'.+-<'+&% TESTVRF-
PRFLST (("1'+> "ALLOW-TESTVRF-PREFIXES" + 1#')#'&,&)8 10); 0<5 )+&"<>2*= 8"#$#%&)/
#,0'+&#'?%:'5 / L3VPN ("1#,6",&+5 ("1'+>@ "ANNOUNCE-NONE" + 1#')#'&,&)8 99.

@0%1,0 *"3:0(94% (70"*%+,*%- ".:(1":%+,34(9 0,5%3:0%#>&%% connected-1"080>:(.

prefix-list TESTVRF-PRFLST
Ê seq-num 10
Ê   prefix 10.2.2.0/24
Ê exit
Ê seq-num 20
Ê   prefix 10.9.1.0/24
Ê exit
exit
router bgp 65535
Ê address-family vpnv4 unicast
Ê   redistribution connected ALLOW-TESTVRF-PREFIXES
Ê     match prefix-list destination TESTVRF-PRFLST
Ê     match vrf TESTVRF
Ê     priority 10
Ê   exit
Ê   redistribution connected ANNOUNCE-NONE
Ê     match vrf TESTVRF
Ê     priority 99
Ê     redistribute disable
Ê   exit
Ê exit
exit

?/3,6)4,82+,- *34/6(1 loopback-,')/4G/F6(1

J&0,<>2*8 +<%B",8 5/<5,&+5 ("0"B" "2)2+'#)/"2'5 "0#,+)/ loopback-'2&,#9,3+)/,
)&2)+56'=+5 . VRF.

F"22*, "0#,+", 5/<55+> 2, 1#'+),0'2,22*8', " <)."<>2*8', 2, 1)01"0"@& 1)0
"/&)8"&'B,+.%@ #,0'+&#'?%:'@. ; +<%B",, ,+<' 2,)?=)0'8) "2)2+'#)/"&> '= +)+,02'8
BGP-8"#$#%&'("&)#"8 / VPNv4 unicast, 2,)?=)0'8) 2"+&#"'/"&> #,0'+&#'?%:'@ /#%B2%@.

; 1#'8,#, 2'7, /.<@B",&+5 #,0'+&#'?%:'5 "0#,+" '2&,#9,3+" lo7991, )&2)+56,E)+5 . vrf
l3-1 , / "0#,+2), 1#)+&#"2+&/) vpnv4 unicast 0<5 0"<>2,3$,E) "2)2+'#)/"2'5 ,E) / l3vpn.
G)+<, 0"22)E) #%B2)E) 1#"/'<" +#"?"&*/",& #"(#,$"@6,, 1#"/'<) "/&)8"&'B,+.)3
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#,0'+&#'?%:'' /+,= )+&"<>2*= 8"#$#%&)/.

@0%1,0 *"3:0(94% 0,5%3:0%#>&%% "50,3(. loopback-%*:,0=,93(..

interface loopback 7991
Ê ipv4 address 3.1.3.1/32
Ê vrf l3-1
exit

router bgp 65535
Ê address-family vpnv4 unicast
Ê   redistribution local LOCAL
Ê     match prefix 3.1.3.1/32
Ê     match vrf l3-1
Ê   exit
Ê exit
exit

168



$&=A?;DB& MPLS L2VPN
; 0"22)3 E<"/, #"++8"&#'/"@&+5 1#'2:'1* )#E"2'(":'' ' 2"+&#)3.' /'#&%"<>2*=
B"+&2*= +,&,3 /&)#)E) %#)/25 (Layer 2 VPN, L2VPN), '+1)<>(%@6'= / ."B,+&/, &#"2+1)#&"
&,=2)<)E'@ MPLS.

A,#/'+* L2VPN 1)(/)<5@& )+%6,+&/'&> <)."<>2%@ .)88%&":'@ 2" %#)/2, Ethernet .".
8,70% 2,+.)<>.'8' '2&,#9,3+"8' )02)E) %+&#)3+&/", &". ' 8,70% 2,+.)<>.'8'
%+&#)3+&/"8', +),0'2,22*8' MPLS-&#"2+1)#&)8.

=(6)*1'7/ Y0/E/')7 L2VPN
%')/4G/F6 0(H*0K'(F H(EE2)*+,,  (Attachment circuit , AC)DÑD'2&,#9,3+ <'?) +"?'2&,#9,3+
%+&#)3+&/", 2"=)056'3+5 / #,7'8, L2-.)88%&":'', /.<@B,22*3 / +)+&"/ ?#'07-0)8,2"
<'?) .#)++-.)22,.&" ' 1)(/)<5@6'3 1#)'(/)0'&> +./)(2%@ .)88%&":'@ Ethernet-."0#)/.
V@?)3 '2&,#9,3+ %+&#)3+&/" ?,( 2"(2"B,22*= IP-"0#,+)/ 2"=)0'&+5 / #,7'8, L2-
.)88%&":''. C2&,#9,3+ + 2"(2"B,22*8' 2" 2,8 IP-"0#,+"8' 2,/)(8)72) /.<@B'&> /
L2VPN / ."B,+&/, AC.

IMPORTANT

G#' 1#',8, ' 1,#,0"B, Ethernet-."0#)/ B,#,( AC 1) %8)<B"2'@ '/
(62W/6)10-/)6-  2'.".)3 8)0'9'.":'' ("E)<)/.)/ ."0#)/. ; 1,#/%@
)B,#,0>, '2&,#9,3+* <)."<>2)3 .)88%&":'' 2, 1#)'(/)05& +25&'5
VLAN-&,E)/ + &#"9'." ' 0)?"/<,2'5 &".'= &,E)/. T+<' &#,?%,&+5
1#)'(/,+&' )1,#":'' 2"0 &,E"8' (+25&',, 0)?"/<,2', <'?) ("8,2%), &)
0<5 O&)E) 2,)?=)0'8) 5/2) +.)29'E%#'#)/"&> 0"22%@ )1,#":'@ 2"
'2&,#9,3+, .)8"20)3 'rewrite' . N".'8 )?#"()8, &#"9'., 1)1"/$'3 /
?#'70-0)8,2 <'?) .#)++-.)22,.& B,#,( '2&,#9,3+ AC, 1) %8)<B"2'@
?%0,& .)88%&'#)/"&>+5 + +)=#"2,2',8 /+,= &,E)/.

H<"++'9'."&)#*, ("0"22*, 2" +"?'2&,#9,3+"= .)8"20)3 'encapsulation' , )&/,B"@& &)<>.)
(" )&2,+,2', /=)056,E) / #)0'&,<>+.'3 '2&,#9,3+ &#"9'." . 0"22)8% +"?'2&,#9,3+%.
N#"9'., /*=)056'3 '( +"?'2&,#9,3+" +)E<"+2) '8,@6,3+5 .)29'E%#":'' L2VPN-+,#/'+",
2, 1#)/,#5,&+5 2" 1#,08,& +))&/,&+&/'5 &,E)/ .<"++'9'."&)#% +"?'2&,#9,3+".

@4,3I-3(E/' , .". )0'2 '( )+2)/2*= O<,8,2&)/ L2VPN, 1)(/)<5,& )?I,0'2'&> / )?6%@ L2-
+#,0% )0'2 '<' 2,+.)<>.) '2&,#9,3+)/ <)."<>2)3 .)88%&":'' (AC), " &".7, O<,8,2&*
+,#/'+)/ EoMPLS (Ethernet over MPLS)DÑD1+,/0)1#)/)0" ( Pseudowire , PW) ' /'#&%"<>2*,
O.(,81<5#* .)88%&":'' ( Virtual Forwarding Instance , VFI).

B4(66-H(''/H)  (point-to-point element , p2p) &".7, 5/<5,&+5 O<,8,2&)8 L2VPN ' 1)(/)<5,&
)?I,0'2'&> / )?6%@ +#,0% +&#)E) )0'2 '2&,#9,3+ <)."<>2)3 .)88%&":'' (AC) ' )0'2
1+,/0)1#)/)0 (PW).

C*4U42),9,42/E7F ,')/4G/F6  (routed interface) 5/<5,&+5 )1:')2"<>2*8 O<,8,2&)8
?#'07-0)8,2". TE) #)<> /*1)<25,& #"2,, +)(0"22*3 BVi-'2&,#9,3+. J2 1)(/)<5,&
/*1)<25&> )?8,2 &#"9'.)8 8,70% +'+&,82*8' 1#):,++"8' (ICMP, 8"#$#%&'('#%,8*,
1#):,++*, &".', .". PIM, IGMPDÑD9%2.:')2"<>2)+&> #"+$'#5,&+5) ' 8,70% <)."<>2*8'
'2&,#9,3+"8' '/'<' 1+,/0)1#)/)0"8'.
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IMPORTANT

G#' '+1)<>()/"2'' 8"#$#%&'('#%,8)E) '2&,#9,3+" / ?#'07-0)8,2,
/8,+&, + +"?'2&,#9,3+"8', 2" 1)+<,02'= &#,?%,&+5 '+1)<>()/"&>
.)8"20% 'rewrite'  0<5 +25&'5 ()1,#":'5 'pop' ) /+,= 8,&). 1#' 1,#,0"B,
&#"9'." / ?#'07-0)8,2 ' '= )?#"&2)8 2"/,$'/"2'' ()1,#":'5 'push' )
1#' 1,#,0"B, &#"9'." / AC.

IMPORTANT

C+1)<>()/"2', 8"#$#%&'('#%,8)E) '2&,#9,3+" /8,+&, +
+"?'2&,#9,3+"8' )02)E) 9'('B,+.)E) '2&,#9,3+" &#,?%,& 2"<'B',
E<)?"<>2)3 2"+&#)3.' 'system hw-extended-resources-mode'  '
2,/)(8)72) 2" <'2,32*= ."#&"= LC18XGE 0<5 ME5000 ' 2"
%+&#)3+&/"= ME5100 / ME5100S / ME5100rev.X

;*?)# '+1)<>(%,8)E) 0<5 L2VPN-+,#/'+" 8,="2'(8" (?#'07-0)8,2" <'?) .#)++-.)22,.&")
("/'+'& )& ("0"B', .)&)#%@ &#,?%,&+5 /*1)<2'&>.

$*6)4(FH* 84,3I-3(E/'(1
F<5 )#E"2'(":'' L2VPN-+,#/'+" + '+1)<>()/"2',8 ?#'07-0)8,2" 2,)?=)0'8)
+.)29'E%#'#)/"&> 2" %+&#)3+&/, +"8 ?#'07-0)8,2, +)(0"&> &#,?%,8*, AC, PW '/'<' VFI '
/.<@B'&> /+, 2%72*, O<,8,2&* / 0"22*3 ?#'07-0)8,2.

!,70% O<,8,2&"8' ?#'07-0)8,2" ?%0,& 1#)'(/)0'&>+5 .)88%&":'5 Ethernet-."0#)/.

M4*1,0* H(EE2)*+,, )4*G,H* 1 84,3I-3(E/'/

!,70% O<,8,2&"8' ?#'07-0)8,2" )+%6,+&/<5,&+5 .)88%&":'5 &#"9'." 2" )+2)/"2''
1,#,B'+<,22*= 1#"/'<:

1. F<5 ."70)E) ?#'07-0)8,2" "/&)8"&'B,+.' +)(0",&+5 &"?<':" MAC-"0#,+)/ 1) "2"<)E''
+ Ethernet-.)88%&"&)#"8'. Ethernet-."0#* .)88%&'#%@&+5 2" )+2)/"2'' "2"<'(" MAC-
"0#,+" 1)<%B"&,<5 (DST MAC).

2. H"0#* + '(/,+&2*8 DST MAC ?%0%& )&1#"/<5&>+5 / +))&/,&+&/%@6', AC/PW.

3. H"0#* + 2,'(/,+&2*8 DST MAC, broadcast- ' multicast-."0#* (&.2. BUM-&#"9'., "Broadcast,
Unknown unicast ' Multicast") ?%0%& )&1#"/<5&>+5 /) /+, O<,8,2&* ?#'07-0)8,2", ("
'+.<@B,2',8 &)E) O<,8,2&" (AC <'?) PW), + .)&)#)E) /)$<' / ?#'07-0)8,2.

4. G#' .)88%&":'' %B'&*/"@&+5 DST MAC / ."0#"=, 2) 2, %B'&*/"@&+5 VLAN-&,E',
'8,@6',+5 2" ."0#"=DÑD&".'8 )?#"()8, .)88%&":'5 /2%&#' ?#'07-0)8,2" 2, 5/<5,&+5
"VLAN-aware".

M6/13(<4(1(3* (pseudowires)

G+,/0)1#)/)0DÑD<)E'B,+.'3 O<,8,2&, )?I,0'25@6'3 O.(,81<5#* L2VPN 8,70% 0/%85
%+&#)3+&/"8', )?I,0'2,22*8' MPLS-&#"2+1)#&)8 ' 1)(/)<5@6'3 1,#,0"/"&> Ethernet-
."0#* 1)/,#= MPLS (&,=2)<)E'5 2)+'& 2"(/"2', Ethernet over MPLS , EoMPLS). U2"<)E'B2)
+,#/'+"8 L3VPN, 0<5 )?,+1,B,2'5 #"?)&* 1+,/0)1#)/)0)/ L2VPN 2,)?=)0'8) 2"<'B', '
#"?)&)+1)+)?2)+&> MPLS-+/5(2)+&' 8,70% %+&#)3+&/"8' (0)<72* ?*&> /*0,<,2*
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&#"2+1)#&2*, 8,&.' MPLS 0<5 0)+&'7,2'5 "0#,+" +)+,02,E) %+&#)3+&/").

F<5 ."70)E) 1+,/0)1#)/)0" +,#/'+" L2VPN /*0,<5,&+5 &".7, +,#/'+2"5 MPLS-8,&."
(2"(2"B",&+5 1)+#,0+&/)8 1#)&).)<" LDP 0<5 +&"&'B,+.'= 1+,/0)1#)/)0)/ <'?) +#,0+&/"8'
1#)&).)<" MP-BGP 0<5 L2VPN + "/&))?2"#%7,2',8 +)+,0,3).

G+,/0)1#)/)0" 0<5 L2VPN-+,#/'+)/ +)(0"@&+5 ' 2"+&#"'/"@&+5 /2%&#' .)29'E%#":')22*=
?<).)/ ?#'07-0)8,2)/ ' .#)++-.)22,.&)/.

; E<)?"<>2)3 .)29'E%#":'' %+&#)3+&/" 1#' O&)8 '/(8O(3,E(  +)(0"&> 1#)9'<>
1+,/0)1#)/)0" ( pw-class ) ' +.)29'E%#'#)/"&> targeted-+,++'@ LDP 0) "0#,+" %+&#)3+&/", +
.)&)#*8 +)(0",&+5 1+,/0)1#)/)0 (targeted-+,++'' 2, &#,?%@&+5 1#' '+1)<>()/"2'' BGP
autodiscovery + signalling).

!"#$%&" 67. G"3:0(94" /0(=%$- /3,.5(/0(.(5".

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

l2vpn pw-class  CLASS_NAME A)(0"2', / .)29'E%#":'' %+&#)3+&/" 1#)9'<5
1+,/0)1#)/)0" ' 1,#,=)0 / #,7'8 ("0"2'5 ,E)
1"#"8,&#)/.

encapsulation mpls signaling-type
{ manual | pseudowire-id-fec-
signaling }

S"0"2', 8,&)0" +'E2"<'(":'' 0<5 1+,/0)1#)/)0)/,
'+1)<>(%@6'= 0"22*3 1#)9'<>. F<5 '+1)<>()/"2'5
.<"++'B,+.)3 +'E2"<'(":'' LDP +<,0%,& '+1)<>()/"&>
1"#"8,&# 'pseudowire-id-fec-signaling' . G#'
'+1)<>()/"2'' 8,&)0" 'manual'  +,#/'+2*, 8,&.'
("0"@&+5 /#%B2%@ / .)29'E%#":'' ."70)E)
1+,/0)1#)/)0".

F"22*3 1"#"8,&# 5/<5,&+5 )?5("&,<>2*8.

encapsulation mpls mtu  MTU_SIZE ()1:')2"<>2)) S"0"2', (2"B,2'5 MTU, .)&)#), ?%0,&
'+1)<>()/"&>+5 1#' +'E2"<'(":'' 1+,/0)1#)/)0)/.
F"22*3 1"#"8,&# /<'5,& &)<>.) 2" 1#):,++
+'E2"<'(":'' ' 2, )E#"2'B'/",& #"(8,# 1,#,0"/",8*=
1".,&)/.

encapsulation mpls control-word {
preferred | non-preferred }

()1:')2"<>2)) S"0",& (2"B,2', 1"#"8,&#" control word
(1#,01)B'&",8*3 "preferred" <'?) 2, 1#,01)B'&",8*3
"non-preferred") 0<5 1#):,++" +'E2"<'(":''
1+,/0)1#)/)0".

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0 *"3:0(94% /0(=%$- /3,.5(/0(.(5".

l2vpn pw-class example-class
Ê encapsulation mpls control-word preferred
Ê encapsulation mpls signaling-type pseudowire-id-fec-signaling
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exit

!"#$%&" 68. G"3:0(94" targeted LDP-3,33%% ((#-)":,$;*( 5$- /3,.5(/0(.(5(. 3 LDP-
3%7*"$%)"&%,9).

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls ldp neighbor  IPv4_ADDR A)(0"2', targeted LDP-+,++'' 0) %+&#)3+&/" + %."("22*8
"0#,+)8. U0#,+, %."("22*3 1#' +)(0"2'' +,++'', 0)<7,2
+)/1"0"&> + "0#,+)8, '+1)<>(%,8*8 1#' +)(0"2''
+"8)E) 1+,/0)1#)/)0" /2%&#' +))&/,&+&/%@6,E)
O<,8,2&" L2VPN. F<5 %+1,$2)3 %+&"2)/.' targeted-
+,++'' 0)<72* ?*&> 1#,0/"#'&,<>2) %+&"2)/<,2*
&#"2+1)#&2*, LSP 0) %."("22)E) "0#,+".

bfd fast-detect ()1:')2"<>2)) ;.<@B,2', 8,="2'(8" BFD 0<5
+))&/,&+&/%@6,3 targeted LDP-+,++''.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0 *"3:0(94% targeted LDP-3,33%%.

mpls ldp neighbor 2.2.2.2
Ê bfd fast-detect
exit

G)+<, /*1)<2,2'5 0"22*= 2"+&#),. 8)72) 1#)'(/)0'&> +)(0"2', ' .)29'E%#'#)/"2',
1+,/0)1#)/)0)/ /2%&#' +))&/,&+&/%@6'= L2VPN-+,#/'+)/.

=(93*',/ 84,3I-3(E/'*

!"#$%&" 69. E()5"*%, % *"3:0(94" #0%5<-5(1,*".

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

l2vpn bridge-group default bridge-
domain BD_NAME

A)(0"2', / .)29'E%#":'' %+&#)3+&/" ?#'07-0)8,2" '
1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

interface { tengigabitethernet |
bundle-ether |
fortygigabitethernet |
hundredgigabitethernet }  num  |
num.subif_id

;.<@B,2', %."("22)E) '2&,#9,3+" <'?) +"?'2&,#9,3+"
/ +)+&"/ ?#'07-0)8,2" / ."B,+&/, '2&,#9,3+"
<)."<>2)3 .)88%&":'' (AC).
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B(E*'3* $*9'*:/',/

pw IPv4_PEER PW_ID A)(0"2', /2%&#' ?#'07-0)8,2" 1+,/0)1#)/)0" 0)
%."("22)E) %+&#)3+&/" ' 1,#,=)0 / #,7'8 2"+&#)3.'
O&)E) 1+,/0)1#)/)0".
G"#"8,&# PW_ID (&".7, 1#'8,25,&+5 &,#8'2 VC ID,
Virtual circuit ID ) +<%7'& 0<5 '0,2&'9'.":''
1+,/0)1#)/)0" 2" %+&#)3+&/"=, )2 '+1)<>(%,&+5 /
1#):,++, +'E2"<'(":'' ' 2"(2"B,2'5 +,#/'+2*= 8,&).
' 0)<7,2 ?*&> )0'2".)/*8 0<5 )02)E) ' &)E) 7, PW 2"
)?)'= %+&#)3+&/"=.

pw-class  CLASS_NAME G#'/5(." #"2,, +)(0"22)E) / .)29'E%#":'' 1#)9'<5 .
0"22)8% 1+,/0)1#)/)0%.

G#'/5(." 1#)9'<5 . 1+,/0)1#)/)0% 5/<5,&+5
)?5("&,<>2)3.

mpls static label local
LOCAL_LABEL_VALUE
mpls static label remote
REMOTE_LABEL_VALUE

()1:')2"<>2)) S"0"2', <)."<>2)3 ' %0"<,22)3
+,#/'+2)3 MPLS-8,&.' 0<5 0"22)E) 1+,/0)1#)/)0".
G"#"8,&#* '+1)<>(%@&+5 / +<%B",, .)E0" 1#)9'<>
1+,/0)1#)/)0" 1#,01)<"E",& '+1)<>()/"2', #%B2)E)
2"(2"B,2'5 +,#/'+2*= 8,&). ( 'manual' ).

backup ()1:')2"<>2)) G,#,=)0 / #,7'8 2"+&#)3.' ("1"+2)E)
(backup) 1+,/0)1#)/)0".

pw IPv4_PEER PW_ID A)(0"2', ("1"+2)E) (backup) 1+,/0)1#)/)0" 0)
%."("22)E) %+&#)3+&/" ' 1,#,=)0 / #,7'8 2"+&#)3.'
O&)E) 1+,/0)1#)/)0". S"1"+2)3 1+,/0)1#)/)0 ?%0,&
'+1)<>()/"&>+5 / +<%B", )&."(" )+2)/2)E).

pw-class  CLASS_NAME G#'/5(." #"2,, +)(0"22)E) / .)29'E%#":'' 1#)9'<5 .
0"22)8% 1+,/0)1#)/)0%.

exit ;)(/#"& / #,7'8 .)29'E%#":'' backup PW.

exit ;)(/#"& / #,7'8 .)29'E%#":'' )+2)/2)E) PW.

ignore encapsulation-mismatch
ignore mtu-mismatch

K+&"2)/." #,7'8" 'E2)#'#)/"2'5 2,+))&/,&+&/'5
1"#"8,&#)/ '2."1+%<5:'' (&'1" 1+,/0)1#)/)0") <'?)
(2"B,2'5 MTU 1#' +'E2"<'(":'' 1+,/0)1#)/)0".

exit ;)(/#"& / #,7'8 .)29'E%#":'' ?#'07-0)8,2".

routed interface bvi PW_ID F)?"/<,2', 8"#$#%&'('#%,8)E) '2&,#9,3+".

transport-mode { ethernet | vlan } K+&"2)/." &#"2+1)#&2)E) #,7'8" 0<5 /+,=
1+,/0)1#)/)0)/ 0"22)E) ?#'07-0)8,2" (type4/"port" '
type5/"tagged" +))&/,&+&/,22), +)E<"+2) +1,:'9'.":''
EoMPLS). N#"2+1)#&2*3 #,7'8 ("0",&+5 0<5 :,<,3
+'E2"<'(":'' ' 2, /<'5,& 2" )?#"?)&.% 1,#,0"/",8)E)
1) 1+,/0)1#)/)0% &#"9'.".
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B(E*'3* $*9'*:/',/

mtu MTU_SIZE K+&"2"/<'/",& #"(8,# MTU / ?"3&"= 0<5 /+,E) ?#'07-
0)8,2". 4"+&#)3." +<%7'& 0<5 :,<,3 +'E2"<'(":''.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. E()5"*%, #0%5<-5(1,*" 3 :0,1- AC % 5.>1- /3,.5(/0(.(5"1% (%) *%2 (5%*NÑN3 )"/"3*?1
/3,.5(/0(.(5(1)

l2vpn
Ê bridge-domain example-bd
Ê   interface tengigabitethernet 0/0/15
Ê   exit
Ê   interface tengigabitethernet 0/0/1.400500
Ê   exit
Ê   interface tengigabitethernet 0/0/17.5
Ê   exit
Ê   pw 2.2.2.2 400500
Ê     backup
Ê       pw 4.4.4.4 400500
Ê         pw-class example-class
Ê       exit
Ê     exit
Ê     pw-class example-class
Ê   exit
Ê   pw 3.3.3.3 400501
Ê     pw-class example-class
Ê   exit
Ê exit

; 1#'/,0,22)8 1#'8,#, ?#'07-0)8,2 1)(/)<'& )+%6,+&/<5&> .)88%&":'@ &#"9'." 8,70%
AC tengigabitethernet 0/0/15 , tengigabitethernet 0/0/1.400500 , tengigabitethernet 0/0/17.5  ' 0/%85
1+,/0)1#)/)0"8' 0) +)+,0,3 + "0#,+"8' 2.2.2.2 ' 3.3.3.3. G+,/0)1#)/)0 0) +)+,0" 2.2.2.2 &".7,
'8,,& #,(,#/2*3 PW 0) +)+,0" 4.4.4.4.

!,4)2*0K'7/ YH9/E<0-47 H(EE2)*+,, , 4*93/0/''7F J(4,9(') 30-
<6/13(<4(1(3(1

H". ?*<) %."("2) #"2,,, .)88%&":'5 1".,&)/ / ?#'07-0)8,2, 8)7,& 1#)'(/)0'&>+5 8,70%
/+,8' O<,8,2&"8', /.<@B,22*8' / ?#'07-0)8,2, &) ,+&> / 2"1#"/<,2'5= AC-AC, AC-PW '
PW-PW.

J02".), .)88%&":'5 &#"9'." 8,70% #"(2*8' 1+,/0)1#)/)0"8' )02)E) ?#'07-0)8,2"
8)7,& ?*&> 2,7,<"&,<>2)3 / #50, +<%B",/ (/ B"+&2)+&', 1#' 1)+&#),2'' 1)<2)+/5(2*=
&)1)<)E'3 VPLSDÑD/ &".'= +<%B"5= .)88%&":'5 1".,&)/ 8,70% PW 1#'/,0,& . (".)<>:)/.,
&#"9'.").

F<5 #,$,2'5 0"22)3 ("0"B' '+1)<>(%,&+5 1#'2:'1 "#"(0,<,22)E) E)#'()2&"" ( split horizon ),
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.)E0" 1+,/0)1#)/)0" +)?'#"@&+5 / +1,:'"<>2%@ E#%11% ( split horizon group ), ?<"E)0"#5 B,8%
("1#,6",&+5 .)88%&":'5 &#"9'." 8,70% 2'8', )02".) )+&",&+5 /)(8)72)+&> .)88%&":''
8,70% 1+,/0)1#)/)0)8 E#%11* ' '2&,#9,3+"8' (AC) ?#'07-0)8,2".

; .)29'E%#":'' %+&#)3+&/" &".', E#%11* 2"(*/"@&+5 /'#&%"<>2*8' O.(,81<5#"8'
.)88%&":'' ( VFI, Virtual Forwarding Instance ). ; ."70*3 O.(,81<5# 8)72) /.<@B'&>
1#)'(/)<>2), .)<'B,+&/) 1+,/0)1#)/)0)/.

!"#$%&" 70. E()5"*%, % *"3:0(94" A4),1/$-0" VFI .*>:0% #0%5<-5(1,*".

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

l2vpn bridge-group default bridge-
domain BD_NAME

G,#,=)0 / #,7'8 2"+&#)3.' ?#'07-0)8,2".

vfi  VFI_NAME A)(0"2', /2%&#' ?#'07-0)8,2" O.(,81<5#" VFI '
1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

pw IPv4_PEER PW_ID A)(0"2', /2%&#' O.(,81<5#" VFI 1+,/0)1#)/)0" 0)
%."("22)E) %+&#)3+&/" ' 1,#,=)0 / #,7'8 2"+&#)3.'
O&)E) 1+,/0)1#)/)0". F"<>2,3$"5 .)29'E%#":'5
1+,/0)1#)/)0" (/.<@B"5 backup) "2"<)E'B2" 2"+&#)3.,
PW 2,1)+#,0+&/,22) / ?#'07-0)8,2,.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. Q0%5<-5(1,* 3 :0,1- %*:,0=,93"1% % (5*%1 A4),1/$-0(1 VFI.

l2vpn
Ê bridge-domain example-bd
Ê   interface tengigabitethernet 0/0/15
Ê   exit
Ê   interface tengigabitethernet 0/0/1.400500
Ê   exit
Ê   interface tengigabitethernet 0/0/17.5
Ê   exit
Ê   vfi VFI-A
Ê     pw 10.10.10.214 300
Ê       pw-class example-class
Ê     exit
Ê     pw 10.10.10.220 312
Ê       pw-class example-class
Ê     exit
Ê   exit
Ê exit
exit

NOTE ; ?#'07-0)8,2, 8)7,& ?*&> 2, ?)<,, )02)E) O.(,81<5#" VFI.
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$*6)4(FH* H4(66-H(''/H)(1
F<5 )#E"2'(":'' L2VPN-+,#/'+" + '+1)<>()/"2',8 .#)++-.)22,.&" 2,)?=)0'8) +)(0"&> 2"
%+&#)3+&/, 2,)?=)0'8*3 AC, O<,8,2& .)29'E%#":'' P2P, /.<@B'&> / 0"22*3 O<,8,2&
.)29'E%#":'' +))&/,&+&/%@6'3 AC ' +.)29'E%#'#)/"&> &"8 7, 1+,/0)1#)/)0.

!,70% AC ' PW, /.<@B,22*8' / .#)++-.)22,.&, ?%0,& 1#)'(/)0'&>+5 .)88%&":'5 Ethernet-
."0#)/.

J+2)/2*, 1#'2:'1* #"?)&* .#)++-.)22,.&" "2"<)E'B2* 1#'2:'1"8 #"?)&* ?#'07-
0)8,2", )&<'B', (".<@B",&+5 &)<>.) / .)<'B,+&/, /)(8)72*= O<,8,2&)/ (/ .#)++-.)22,.&,
8)72) )?I,0'25&> &)<>.) )0'2 PW ' )0'2 AC), " &".7, / )&+%&+&/'' 1#):,++" '(%B,2'5
MAC-"0#,+)/ / .#)++-.)22,.&,.

!"#$%&" 71. E()5"*%, % *"3:0(94" 40(33-4(**,4:".

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

l2vpn xconnect-group
XCONNECT_GROUP_NAME

A)(0"2', / .)29'E%#":'' %+&#)3+&/" '8,2)/"22)3
E#%11* .#)++-.)22,.&)/ ' 1,#,=)0 / #,7'8
.)29'E%#":'' O&)3 E#%11*.

p2p P2P_NAME A)(0"2', .#)++-.)22,.&" /2%&#' +))&/,&+&/%@6,3
E#%11* ' 1,#,=)0 / #,7'8 2"+&#)3.' O&)E) .#)++-
.)22,.&".

interface { tengigabitethernet |
bundle-ether |
fortygigabitethernet |
hundredgigabitethernet}  num  |
num.subif_id

;.<@B,2', %."("22)E) '2&,#9,3+" <'?) +"?'2&,#9,3+"
/ +)+&"/ .#)++-.)22,.&" / ."B,+&/, '2&,#9,3+"
<)."<>2)3 .)88%&":'' (AC).

pw IPv4_PEER PW_ID A)(0"2', /2%&#' .#)++-.)22,.&" 1+,/0)1#)/)0" 0)
%."("22)E) %+&#)3+&/" ' 1,#,=)0 / #,7'8 2"+&#)3.'
O&)E) 1+,/0)1#)/)0".
G"#"8,&# PW_ID (&".7, 1#'8,25,&+5 &,#8'2 VC ID,
Virtual circuit ID ) +<%7'& 0<5 '0,2&'9'.":''
1+,/0)1#)/)0" 2" %+&#)3+&/"=, )2 '+1)<>(%,&+5 /
1#):,++, +'E2"<'(":'' ' 2"(2"B,2'5 +,#/'+2*= 8,&).
' 0)<7,2 ?*&> )0'2".)/*8 0<5 )02)E) ' &)E) 7, PW 2"
)?)'= %+&#)3+&/"=.

pw-class  CLASS_NAME G#'/5(." #"2,, +)(0"22)E) / .)29'E%#":'' 1#)9'<5 .
0"22)8% 1+,/0)1#)/)0%.

G#'/5(." 1#)9'<5 . 1+,/0)1#)/)0% 5/<5,&+5
)?5("&,<>2)3.
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B(E*'3* $*9'*:/',/

mpls static label local
LOCAL_LABEL_VALUE
mpls static label remote
REMOTE_LABEL_VALUE

()1:')2"<>2)) S"0"2', <)."<>2)3 ' %0"<,22)3
+,#/'+2)3 MPLS-8,&.' 0<5 0"22)E) 1+,/0)1#)/)0".
G"#"8,&#* '+1)<>(%@&+5 / +<%B",, .)E0" 1#)9'<>
1+,/0)1#)/)0" 1#,01)<"E",& '+1)<>()/"2', #%B2)E)
2"(2"B,2'5 +,#/'+2*= 8,&). ( 'manual' ).

backup ()1:')2"<>2)) G,#,=)0 / #,7'8 2"+&#)3.' ("1"+2)E)
(backup) 1+,/0)1#)/)0".

pw IPv4_PEER PW_ID A)(0"2', ("1"+2)E) (backup) 1+,/0)1#)/)0" 0)
%."("22)E) %+&#)3+&/" ' 1,#,=)0 / #,7'8 2"+&#)3.'
O&)E) 1+,/0)1#)/)0". S"1"+2)3 1+,/0)1#)/)0 ?%0,&
'+1)<>()/"&>+5 / +<%B", )&."(" )+2)/2)E).

pw-class  CLASS_NAME G#'/5(." #"2,, +)(0"22)E) / .)29'E%#":'' 1#)9'<5 .
0"22)8% 1+,/0)1#)/)0%.

exit ;)(/#"& / #,7'8 .)29'E%#":'' backup PW.

exit ;)(/#"& / #,7'8 .)29'E%#":'' )+2)/2)E) PW.

ignore encapsulation-mismatch
ignore mtu-mismatch

K+&"2)/." #,7'8" 'E2)#'#)/"2'5 2,+))&/,&+&/'5
1"#"8,&#)/ '2."1+%<5:'' (&'1" 1+,/0)1#)/)0") <'?)
(2"B,2'5 MTU 1#' +'E2"<'(":'' 1+,/0)1#)/)0".

exit ;)(/#"& / #,7'8 .)29'E%#":'' .#)++-.)22,.&".

transport-mode { ethernet | vlan } K+&"2)/." &#"2+1)#&2)E) #,7'8" 1+,/0)1#)/)0" /
0"22)8 .#)++-.)22,.&" (type4/"port" ' type5/"tagged"
+))&/,&+&/,22), +)E<"+2) +1,:'9'.":'' EoMPLS).
N#"2+1)#&2*3 #,7'8 ("0",&+5 0<5 :,<,3 +'E2"<'(":''
' 2, /<'5,& 2" )?#"?)&.% 1,#,0"/",8)E) 1)
1+,/0)1#)/)0% &#"9'.".

mtu MTU_SIZE K+&"2"/<'/",& #"(8,# MTU / ?"3&"= 0<5 0"22)E) .#)++-
.)22,.&". 4"+&#)3." +<%7'& 0<5 :,<,3 +'E2"<'(":''.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" 40(33-4(**,4:".

l2vpn
Ê xconnect-group EXAMPLE-GROUP
Ê   p2p PW-CUSTOMER-1
Ê     interface tengigabitethernet 0/0/9.2001
Ê     pw 2.2.2.2 4012
Ê       backup
Ê         pw 4.4.4.4 4018
Ê           pw-class example-class
Ê         exit
Ê       exit
Ê       pw-class example-class
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Ê     exit
Ê     transport-mode vlan
Ê   exit
Ê exit
exit
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$&=A?;DB& MPLS TRAFFIC ENGINEERING
; 0"22)3 E<"/, #"++8"&#'/"@&+5 1#'2:'1* )#E"2'(":'' ' 2"+&#)3.' 9%2.:')2"<" MPLS
Traffic Engineering.

F<5 2"B"<" )1#,0,<'8 2,.)&)#*, &,#8'2*, .)&)#*, ?%0%& '+1)<>()/"2* / )1'+"2''
1#):,0%# .)29'E%#":'':

¥ LSPDÑDLabel Switched Path. J02)2"1#"/<,22*3 1%&>, 1) .)&)#)8% .)88%&'#%@&+5
1".,&*;

¥ TE-)2''/0K DÑD/'#&%"<>2*3 )02)2"1#"/<,22*3 '2&,#9,3+, .)&)#*3 '8,,& )0'2 '<'
2,+.)<>.) LSP;

¥ IGPDÑD+,8,3+&/) 1#)&).)<)/ 0'2"8'B,+.)3 8"#$#%&'(":'' 2" ?"(, 1#'2:'1)/ Link-
state;

¥ LSRDÑDLabeled Switching Router. !"#$#%&'("&)#, .)88%&'#%@6'3 1) 8,&."8;

¥ Ingress LSR DÑD)2 7, Head-End Router. !"#$#%&'("&)#, + .)&)#)E) +&"#&%,& LSP;

¥ Egress LSR DÑD)2 7, Tail-End Router. !"#$#%&'("&)#, 2" .)&)#)8 &,#8'2'#%,&+5 LSP;

¥ RSVPDÑD1#)&).)<, '+1)<>(%,8*3 9%2.:')2"<)8 MPLS TE 0<5 #"+1#)+&#"2,2'5 8,&). '
+'E2"<'(":'' LSP;

¥ CSPFDÑD#"+$'#,22*3 "<E)#'&8 /*?)#" <%B$,E) 1%&'. K8,,&, .". ' OSPF, +&#)'&>
.#"&B"3$', 1%&' 2" )+2)/, &)1)<)E'B,+.)3 ?"(* 0"22*=, 2) 1#' O&)8 %B'&*/"&>
)E#"2'B,2'5, 2".<"0*/",8*, &#,?)/"2'58' . NT-&%22,<58.

$/(8O(3,E7/ U*J, 30- '*6)4(FH, MPLS TE
4" 8"#$#%&'("&)#"= Eltex +,#'' ME 0<5 )?,+1,B,2'5 #"?)&* 9%2.:')2"<" MPLS Traffic
Engineering &#,?%,&+5 /*1)<2'&> +<,0%@6', 0,3+&/'5:

1. 4"+&#)'&> '29#"+&#%.&%#% #"+1#)+&#"2,2'5 &#"2+1)#&2*= 8,&). ' +<%7,?2*= RSVP
+))?6,2'3, &) ,+&> )?,+1,B'&> IP-+/5(2)+&> + 0#%E'8' %+&#)3+&/"8' +,&';

2. U.&'/'#)/"&> #"+$'#,2'5 Traffic Engineering 0<5 ;ATY CAGJVZSKT![Y 1#)&).)<)/ IGP;

3. U.&'/'#)/"&> 1#)&).)< RSVP 2" '2&,#9,3+"= 8"#$#%&'("&)#)/ 0<5 1#',8" ' )&1#"/.'
+<%7,?2*= +))?6,2'3;

4. 4"+&#)'&> MPLS TE-&%22,<>;

5. U.&'/'#)/"&> 8,="2'(8 CSPF.

H)2,B2*8 #,(%<>&"&)8 2"+&#)3.' 5/<5,&+5 #"?)&)+1)+)?2*3 NT-&%22,<>, .)&)#*3
5/<5,&+5 &#"2+1)#&)8 0<5 L2/L3VPN-+,#/'+)/.
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$*6)4(FH* ,'G4*6)42H)247 4*6<4(6)4*'/',-
)4*'6<(4)'7O E/)(H
; 1,#/%@ )B,#,0>, 0<5 #"+1#)+&#"2,2'5 8,&). 2,)?=)0'8) )?,+1,B'&> IP-+/5(2)+&> 8,70%
loopback-'2&,#9,3+"8' 8"#$#%&'("&)#)/, B&)?* 1#)&).)< RSVP 8)E )&1#"/<5&> ' 1)<%B"&>
+<%7,?2*, +))?6,2'5. F<5 O&)E) 2,)?=)0'8) ".&'/'#)/"&> 1#)&).)< IP 2" '2&,#9,3+"=
LSR-a ' ".&'/'#)/"&> #"?)&% IGP 1#)&).)<" (ISIS '<' OSPFv2) 0<5 )?8,2" 8"#$#%&2)3
'29)#8":',3. G)+<, &)E) .". / +,&' 1)5/'<"+> IP-+/5(2)+&> 8,70% loopback-'2&,#9,3+"8'
LSR-)/, 8)72) +B'&"&>, B&) '29#"+&#%.&%#" 0<5 #"+1#)+&#"2,2'5 8,&). +)(0"2".

!H0L:/',/ H(EE2)*+,, MPLS-<*H/)(1 '*
,')/4G/F6*O
!"#$%&" 72. 64$C+,*%, MPLS 4(11>:"&%% *" %*:,0=,93"2 LSR.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls G,#,=)0 / #,7'8 .)29'E%#":'' +,#/'+)/ mpls.

forwarding G,#,=)0 / #,7'8 .)29'E%#":'' MPLS forwarding.

interface  <type>
<unit>/<dev>/<port>.<sub>

;.<@B,2', 2" '2&,#9,3+, 9%2.:')2"<" .)88%&":''
labled IP 1".,&)/.

root ;)(/#"& / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. 64$C+,*%, 4(11>:"&%% MPLS-/"4,:(. *" %*:,0=,93"2

mpls
Ê forwarding
Ê   interface loopback 1
Ê   interface tengigabitethernet 0/0/17.353
Ê   interface tengigabitethernet 0/0/18.200
Ê   interface tengigabitethernet 0/0/20
Ê exit
exit

NOTE

; 0"22)8 1#'8,#, /'02), B&) / .)29'E%#":'' 1#'+%&+&/%,& '2&,#9,3+
loopback 1, 1#' O&)8 1".,&* B,#,( 0"22*3 '2&,#9,3+ 2, 1,#,0"@&+5. J02".),
.)8"20" 'mpls forwarding interface loopback N' /*1)<25,& /"72%@
9%2.:'@DÑD2" 8"#$#%&'("&)#"= +,#'' ME 8,&.' E,2,#'#%@&+5 &)<>.) 0<5
&,= connected-1#,9'.+)/, '2&,#9,3+* .)&)#*= 0)?"/<,2* / #"(0,< 'mpls
forwarding'. T+<' 2,)?=)0'8), B&)?* Egress LSP 1)<%B"<' +))&/,&+&/%@6',
MPLS 8,&.', 2%72) 0)?"/<5&> loopback '2&,#9,3+ c IP-"0#,+)8, #"/2*8 LSR-
ID / #"(0,< 'mpls forwarding'.
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&H),1*+,- <(33/4IH, A" 1 IGP <4()(H(0/
4"<'B'5 IP-+/5(2)+&' 8,70% loopback-'2&,#9,3+"8' 2,0)+&"&)B2) 0<5 #"?)&*
9%2.:')2"<" Traffic Engineering. 4,)?=)0'8), B&)?* 1#)&).)< IGP #"+1#)+&#"2'<
0)1)<2'&,<>2%@ '29)#8":'@ )? '2&,#9,3+"= 8"#$#%&'("&)#)/ (2"1#'8,#: max-resv-band,
available-resv-band, admin-group, te-metric). M&" 0)1)<2'&,<>2"5 '29)#8":'5 1)(/)<'&
8"#$#%&'("&)#"8 +,&' #"++B'&"&> LSP + %B,&)8 )E#"2'B,2'3, 2".<"0*/",8*= 2" LSP
.)29'E%#":',3 NT-&%22,<5.

!"#$%&" 73. P4:%."&%- /(55,0<4% Traffic Engineering . /0(:(4($, OSPF.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router ospfv2  NAME A)(0"2', / .)29'E%#":'' OSPFv2 1#):,++" + '8,2,8
NAME  ' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

te-router-id  A.B.C.D ; #,7'8, .)29'E%#":'' 1#):,++" OSPFv2 2,)?=)0'8)
%."("&> IPv4-"0#,+, '+1)<>(%,8*3 / ."B,+&/, LSR-id.

area A.B.C.D A)(0"2', / .)29'E%#":'' OSPFv2 1#):,++" )?<"+&' +
2)8,#)8 A.B.C.D. G"#"8,&# 5/<5,&+5 )?5("&,<>2*8 1#'
+)(0"2'' )?<"+&'.

F)1%+&'8*, 9)#8* ("0"2'5:

¥ A.B.C.DDÑD+) (2"B,2'58' [0..255] / ."70)8 ).&,&,;

¥ Number DÑD+) (2"B,2',8 [0..4294967295];

interface  <type>
<unit>/<dev>/<port>.<sub>

G,#,=)0 / #,7'8 .)29'E%#":'' 1"#"8,&#)/ OSPF
'2&,#9,3+".

te-support U.&'/'#%,& 1)00,#7.% 9%2.:')2"<" MPLS TE 2" OSPF-
'2&,#9,3+,. G)+<, ".&'/":'' '2&,#9,3+ ?%0,& +1)+)?,2
)?#"?"&*/"&> &.2. Opaque LSA, / .)&)#*= ' 1,#,0",&+5
'29)#8":'5, 2,)?=)0'8"5 0<5 &)1)<)E'B,+.)3 ?"(*
0"22*= (TEDB).

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

NOTE
N".'8 )?#"()8, 0<5 ".&'/":'' 9%2.:')2"<" MPLS TE / 1#)&).)<, OSPF
2,)?=)0'8) %."("&> 1"#"8,&# 'te-router-id' ' /.<@B'&> 'te-support' 2" &,=
'2&,#9,3+"=, B,#,( .)&)#*, ?%0,& '0&' )?8,2 OSPF LSA.

@0%1,0. P4:%."&%- MPLS TE . /0(:(4($, OSPFv2.

router ospfv2 BackBone_Region1
Ê area 0.0.0.0
Ê   interface loopback 1
Ê   exit
Ê   interface tengigabitethernet 0/0/17.353
Ê     te-support
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Ê   exit
Ê   interface tengigabitethernet 0/0/18.200
Ê     te-support
Ê   exit
Ê   interface tengigabitethernet 0/0/20.350
Ê     te-support
Ê   exit
Ê exit
Ê te-router-id 3.3.3.3
exit

!"#$%&" 74. P4:%."&%- /(55,0<4% Traffic Engineering . /0(:(4($, IS-IS.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router isis  NAME A)(0"2', / .)29'E%#":'' IS-IS 1#):,++" + '8,2,8 NAME
' 1,#,=)0 / #,7'8 ,E) 2"+&#)3.'.

te-router-id  A.B.C.D H)8"20" )1#,0,<5,& 1"#"8,&# 'te-router-id' 0<5 1#):,++"
IS-IS.

ipv4-te-level  level-N H)8"20" )1#,0,<5,&, .".)3 &'1DÑD'level-1' '<' 'level-
2'DÑD'+1)<>(%,&+5 1#' #"?)&, 9%2.:')2"<" Traffic
Engineering.

F)1%+&'8*, 9)#8* ("0"2'5:

¥ level-1 DÑDIS-IS 8"#$#%&'("&)# 5/<5,&+5 level-1
%+&#)3+&/)8;

¥ level-2 DÑDIS-IS 8"#$#%&'("&)# 5/<5,&+5 level-2
%+&#)3+&/)8;

interface  <type>
<unit>/<dev>/<port>.<sub>

G,#,=)0 / #,7'8 .)29'E%#":'' 1"#"8,&#)/ ISIS
'2&,#9,3+".

address-family ipv4 unicast H)8"20" ".&'/'#%,& 1#)&).)< IS-IS / #,7'8, Integrated.

F)1%+&'8*, 9)#8* ("0"2'5:

¥ ipv4 unicast DÑDIS-IS #"?)&",& 2" '2&,#9,3+, 0<5
8"#$#%&'(":'' IPv4 1".,&)/;

¥ ipv6 unicast DÑDIS-IS #"?)&",& 2" '2&,#9,3+, 0<5
8"#$#%&'(":'' IPv6 1".,&)/.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

NOTE
N".'8 )?#"()8, 0<5 ".&'/":'' 9%2.:')2"<" MPLS TE / 1#)&).)<, IS-IS
2,)?=)0'8) %."("&> 1"#"8,&# 'ipv4-te-level' ' 'te-router-id'.
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@0%1,0. P4:%."&%- MPLS TE . /0(:(4($, IS-IS.

router isis BackBone_Region1
Ê interface loopback 1
Ê   address-family ipv4 unicast
Ê   exit
Ê   passive
Ê exit
Ê interface tengigabitethernet 0/0/17.353
Ê   address-family ipv4 unicast
Ê   exit
Ê   level level-2
Ê     metric 5
Ê   exit
Ê exit
Ê host-name Router1
Ê ipv4-te-level level-2
Ê is-level level-2
Ê net 49.0000.0100.0001.9004.00
Ê te-router-id 10.0.19.4
exit

&H),1*+,- <4()(H(0* RSVP '* ,')/4G/F6*O
F<5 #"?)&* 9%2.:')2"<" Traffic Engineering 2,)?=)0'8" &".7, #"?)&" 1#)&).)<" RSVP /)
/+,8 IGP-0)8,2,. F<5 O&)E) 2" ."70)8 8"#$#%&'("&)#, / IGP-0)8,2, 2,)?=)0'8) /.<@B'&>
1#)&).)< RSVP 2" '2&,#9,3+"=, %B"+&/%@6'= / 1,#,+*<., MPLS-&#"9'.".

!"#$%&" 75. P4:%."&%- /(55,0<4% Traffic Engineering . /0(:(4($, IS-IS.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls G,#,=)0 / #,7'8 .)29'E%#":'' 1#)&).)<" MPLS

rsvp R<)?"<>2), /.<@B,2', 1#)&).)<" RSVP ' 1,#,=)0 /
#,7'8 ,E) .)29'E%#":''.

interface  <type>
<unit>/<dev>/<port>.<sub>

;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, ' 1,#,=)0 /
#,7'8 .)29'E%#":'' 1"#"8,&#)/ 1#)&).)<" RSVP.

maximum-reservable-bandwidth
BANDW

(J1:')2"<>2)) J1#,0,<,2', )02)E) '( /)(8)72*=
"&#'?%&)/ '2&,#9,3+"DÑDmax-resv-band, .)&)#*3 ?%0,&
#"+1#)+&#"2,2 1) &)1)<)E'B,+.'8 ?"("8 (TEDB) /+,=
8"#$#%&'("&)#)/ IGP 0)8,2" + /.<@B,22*8'
#"+$'#,2'58' 0<5 MPLS TE.

hellos hello-interval  MILLISEC (J1:')2"<>2)) ;.<@B,2', 9%2.:'' rsvp-hello 2"
'2&,#9,3+, NDÑD'2&,#/"< )&1#"/.' / 8'<<'+,.%20"=.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..
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@0%1,0. 64$C+,*%, /0(:(4($" RSVP.

mpls
Ê rsvp
Ê   interface tengigabitethernet 0/0/17.353
Ê     hellos hello-interval 2000
Ê     maximum-reservable-bandwidth 200000
Ê   exit
Ê   interface tengigabitethernet 0/0/18.200
Ê     hellos hello-interval 2000
Ê     maximum-reservable-bandwidth 102400
Ê   exit
exit

=(93*',/ MPLS A" )2''/0-
G)+<, 1)0E)&)/.' '29#"+&#%.&%#*, ".&'/":'' 1#)&).)<>2*= #"+$'#,2'3 IGP 0<5
1)00,#7.' MPLS TE ' #"(/,#&*/"2'5 RSVP 2" 8"#$#%&'("&)#"= IGP-0)8,2" 8)72)
1#'+&%1"&> . 2"+&#)3., TE-&%22,<,3.

!"#$%&" 76. O$- 4(*=%7>0"&%% TE-:>**,$- *,(#2(5%1(:

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls G,#,=)0 / #,7'8 .)29'E%#":'' 1#)&).)<" mpls.

rsvp R<)?"<>2), /.<@B,2', 1#)&).)<" RSVP ' 1,#,=)0 /
#,7'8 ,E) .)29'E%#":''.

tunnel  Name A)(0"2', &%22,<5 + '8,2,8 Name ' 1,#,=)0 / #,7'8 ,E)
.)29'E%#":''.

bandwidth BW (J1:')2"<>2)) H)8"20" /*1)<25,&+5 / #,7'8,
.)29'E%#":'' &%22,<5 ' )1#,0,<5,& &#,?)/"2',
#,(,#/'#)/"2'5 1)<)+* 1#)1%+."2'5 0<5 LSP-&%22,<5.

source A.B.C.D H)8"20" %."(*/",& IPv4-"0#,+, 1#'2"0<,7"6'3 )02)8%
'( loopback-'2&,#9,3+)/ Ingress LSR-a. -,.)8,20)/"2)
'+1)<>()/"&> Source IPv4, #"/2*3 LSR-ID Ingress LSR.

destination  A.B.C.D H)8"20" %."(*/",& IPv4-"0#,+, 1#'2"0<,7"6'3 )02)8%
'( loopback-'2&,#9,3+)/ Egress LSR-a. -,.)8,20)/"2)
'+1)<>()/"&> Destination IPv4, #"/2*3 LSR-ID Egress LSR.

tunnel-lsp  Name H)8"20" %."(*/",& '85 RSVP LSP, .)&)#), ?%0,&
'+1)<>()/"&>+5 1#' 1)+&#),2'' RSVP LSP '
1,#,.<@B",& / #,7'8 ,E) .)29'E%#":''.
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B(E*'3* $*9'*:/',/

path-computation explicit {
partial | path }  Name

H)8"20" )1#,0,<5,& +1)+)? /*B'+<,2'5 1%&'
1#)=)70,2'5 RSVP LSP.

F)1%+&'8*, 9)#8* ("0"2'5:

¥ partial DÑD2" Ingress LSR RSVP LSP ?%0,& 1*&"&>+5
+&#)'&>+5, 0"7, ,+<' CSPF 2, 8)7,& #"++B'&"&> /+,
hop-by-hop )& source 0) destination (1#,01)<"E",&+5
("1%+. CSPF 2" Transit LSR);

¥ path DÑD2" Ingress LSR 1#)&).)< CSPF ?%0,& /*B'+<5&>
/+, Transit LSR hop-by-hop )& source 0) destination '
&)<>.) 1)&)8 +'E2"<'('#)/"&> RSVP LSP.

NOTE
P,( %."("2'5 0"22)3 .)8"20* RSVP LSP
?%0,& +&#)'&>+5 / 1)<2)+&>@
"/&)8"&'B,+.)8 #,7'8, (dynamic).

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. G"3:0(94" MPLS TE :>**,$- 3 %1,*,1 "41".

mpls
Ê rsvp
Ê   interface tengigabitethernet 0/0/17.353
Ê     hellos hello-interval 2000
Ê     maximum-reservable-bandwidth 200000
Ê   exit
Ê   interface tengigabitethernet 0/0/18.200
Ê     hellos hello-interval 2000
Ê     maximum-reservable-bandwidth 102400
Ê   exit
Ê   explicit-path not_over_ne5k
Ê     explicit-route-object 0
Ê       exclude
Ê       ip-prefix 10.0.19.3
Ê       loose
Ê     exit
Ê   exit
Ê   tunnel 41
Ê     bandwidth 1000
Ê     destination 10.0.19.1
Ê     source 10.0.19.4
Ê     tunnel-lsp lsp1
Ê       path-computation explicit path not_over_ne5k
Ê     exit
Ê   exit
Ê exit
exit
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H)29'E%#":'5 NT-&%22,<5 41 / 1#'8,#, /*$, )1#,0,<5,&, B&) 1#' #"+B,&, RSVP LSP
2".<"0*/"@&+5 +<,0%@6', )E#"2'B,2'5:

¥ G#)=)0'&> RSVP LSP 0)<7,2 &)<>.) B,#,( &, '2&,#9,3+*, / .)&)#*= ,+&> /)(8)72)+&>
("#,(,#/'#)/"&> 1Mbps;

¥ RSVP LSP 2, 0)<7,2 1#)=)0'&> B,#,( LSR + IP-"0#,+)8 10.0.19.3 (0'#,.&'/" 'exclude ip-
prefix' ).

$*6)4(FH* 260(1,F , (J4*',:/',F 30- RSVP TE
)2''/0-
J02)3 '( .<@B,/*= /)(8)72)+&,3 9%2.:')2"<" MPLS TE 5/<5,&+5 %+&"2)/." #"(<'B2*=
)E#"2'B,2'3 ' %+<)/'3 0<5 1)+&#),2'5 TE-&%22,<,3. G#' .)29'E%#'#)/"2'' TE-&%22,<5 %
1)<>()/"&,<5 ,+&> /)(8)72)+&> %."("&> )1#,0,<,22*, )E#"2'B,2'5 / ("/'+'8)+&' )&
1)&#,?2)+&,3 / 1,#,0"B, +,#/'+2)E) &#"9'."DÑD2"1#'8,#, 1,#,0"/"&> &#"9'. &)<>.) B,#,(
&, '2&,#9,3+*, 2" .)&)#*= ,+&> /)(8)72)+&> ("#,(,#/'#)/"&> 1)<)+% 1#)1%+."2'5 / N
Mbps; '<'/' ("1#,& 2" 1,#,0"B% &#"9'." B,#,( '2&,#9,3+ + IP "0#,+)8 A.B.C.D; '<'/'
#"(#,$,2', 1#)=)70,2'5 &#"9'." B,#,( '2&,#9,3+*, .)&)#*, 1#'2"0<,7"& #,E')2% 'T'
'<' #,E')2% 'N', 2) ("1#,& 1,#,0"B' B,#,( '2&,#9,3+*, .)&)#*, /.<@B,2* / #"0')-
#,<,32%@ &#"2+8'++'@.

H". #"?)&"@& )E#"2'B,2'5:

1. H"70*3 LSR 0)<7,2 '8,&> &)1)<)E'B,+.%@ ?"(% +,&', / .)&)#)3 0)<72" 1#'+%&+&/)/"&>
0)1)<2'&,<>2"5 '29)#8":'5 1) +#"/2,2'@ + &#"0':')22)3 LSDB;

2. F<5 &)E) B&)?* /*1)<2'<+5 1,#/*3 1%2.&, 2,)?=)0'8) 1#)1'+"&> 0)1)<2'&,<>2*,
"&#'?%&* '2&,#9,3+"8 (max-resv-band/link attribute/te metric) 2" '2&,#9,3+"= LSR / IGP
0)8,2,;

3. F<5 &)E) B&)?* /*1)<2'<+5 1,#/*3 1%2.&, &".7, 2,)?=)0'8), B&)?* 0)1)<2'&,<>2*,
"&#'?%&* #"+1#)+&#"2'<'+> 1) &)1)<)E'B,+.'8 ?"("8 0"22*= (TEDB) /+,= LSR / IGP
0)8,2,DÑD0<5 O&)E) 2%72) /.<@B'&> 1)00,#7.% MPLS TE / 1#)&).)<, IGP;

4. G)+<, &)E) .". /+, LSR 1)<%B'<' '0,2&'B2%@ &)1)<)E'B,+.%@ ?"(% ) +,&', 2"
%+&#)3+&/"= ("1%+.",&+5 "<E)#'&8 CSPF (Constraint Shortest Path First). J2 /*B'+<5,&
.#"&B"3$'3 1%&> )& Ingress LSR 0) Egress LSR, .)&)#*3 %0)/<,&/)#5,& 2"?)#%
)E#"2'B,2'3, 1#)1'+"22*= / 2"+&#)3."= NT &%22,<5. T+<' &".)3 1%&> /*B'+<'&>
%0"<)+>, &) #,(%<>&"&)8 #"?)&* CSPF ?%0,& +1'+). %(<)/, B,#,( .)&)#*, 2,)?=)0'8)
1#)<)7'&> RSVP LSP 0<5 NT-&%22,<5. M&)& +1'+). 2"(*/",&+5 Explicit Route Object (ERO);

5. 4" )+2)/"2'' ERO 1#)&).)< RSVP 2"B2,& 1)1*&.' %+&"2)/'&> RSVP LSP.

$*6)4(FH* (J4*',:/',F: 4/9/41,4(1*',/ <(0(67 <4(<26H*',- 30-
RSVP LSP.
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Figure 1. H(*=%7>0"&%- TE-:>**,$- 3 :0,#(."*%,1 0,),0.%0(."*%- /($(3? /0(/>34"*%- 85 Mbps.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

rsvp G,#,=)0 / #,7'8 2"+&#)3.' 1#)&).)<" RSVP.

interface te0/0/17.353 ;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, te0/0/17.353.

IMPORTANT
J?#"&'&, /2'8"2',, B&) "&#'?%&
max-resv-band 2, %."("2 2"
'+=)056,8 '2&,#9,3+, te0/0/17.353.

interface te0/0/18.200 ;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, te0/0/18.200.

maximum-reservable-bandwidth 80000 ; #,7'8, .)29'E%#":'' RSVP 1"#"8,&#)/ '2&,#9,3+"
te0/0/18.200 ("0"2" 8".+'8"<>2) /)(8)72"5 0<5
#,(,#/'#)/"2'5 1)<)+" 1#)1%+."2'5 - 80Mbps.

exit ;)(/#"& / #,7'8 .)29'E%#":'' RSVP 1#)&).)<".

tunnel 41 A)(0"2', MPLS TE &%22,<5 + '8,2,8 41 ' 1,#,=)0 /
#,7'8 ,E) .)29'E%#":''.

bandwidth 85000 N#,?)/"2', #,(,#/'#)/"2'5 1)<)+* 1#)1%+."2'5 85
Mbps 2" '+=)056'= '2&,#9,3+"= / IGP 0)8,2, 0<5 LSP
TE-&%22,<5.

description from_ER05_to_ER07 N,.+&)/), )1'+"2', NT-&%22,<5. H)8"20" 2, '8,,&
9%2.:')2"<>2)E) (2"B,2'5, 2) 1)8)E",& / "2"<'(,
.)29'E%#":''.

187



B(E*'3* $*9'*:/',/

destination 10.0.19.1 J1#,0,<,2', IPv4 "0#,+" Egress-LSR-
aDÑD8"#$#%&'("&)#", E0, ?%0,& &,#8'2'#)/"&>+5 NT-
&%22,<>.

source 10.0.19.4 J1#,0,<,2', IPv4 "0#,+" Ingress LSR-aDÑD'2&,#9,3+", +
.)&)#)E) ?%0,& +&"#&)/"&> NT-&%22,<>.

tunnel-lsp ER05_to_ER07 K."("2', '8,2' RSVP LSP NT-&%22,<5 ()2)
+'E2"<'('#%,&+5 1#)&).)<)8 RSVP) ' 1,#,=)0 / #,7'8
,E) .)29'E%#":''. F"<,, / #,7'8, .)29'E%#":''
tunnel-lsp 8)72) %."("&> +1)+)? /*B'+<,2'5 1%&',
%."("&> ,8% backup #)<>, 1#'/5("&> admin-E#%11*.
G)+.)<>.% #"+BL& 1%&' ?%0,& 0'2"8'B,+.'8 ' O&)
0,3+&/', 1) %8)<B"2'@, 2'B,E) .)29'E%#'#)/"&> /
O&)8 #,7'8, 2, ?%0,8.

exit ;)(/#"& / #,7'8 2"+&#),. TE-&%22,<5.

exit ;)(/#"& / #,7'8 2"+&#),. 1#)&).)<" RSVP.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

NOTE

J?#"&'&, /2'8"2', 2" &), .". 1)+&#)'<+5 LSP NT-&%22,<5 41. T+<' +B'&"&>,
B&) /+, <'2.' '8,@& )0'2".)/%@ TE-8,&#'.%, &) .#"&B"3$'8' 1%&58'
?%0%&:
- ER05\ER06\ER07
- ER05\ER08-ER07
J02".) LSP 1)+&#)'<+5 1) 1%&', '()?#"7,22)8% 1%2.&'#)8 2" #'+%2., 1.
G#'B'2" / 1"#"8,&#, max-resv-band , 1#)1'+"22)8 2" '2&,#9,3+"=
8"#$#%&'("&)#)/ +=,8*, ' &#,?%,8)3 1)<)+, #,(,#/'#)/"2'5 0<5 NT-
&%22,<5. A<,0%,& )?#"&'&> /2'8"2',, B&) % #"(2*= /,20)#)/ (2"B,2', max-
resv-band  1) %8)<B"2'@ 8)7,& ?*&> #"(2),. 4"1#'8,#, % 8"#$#%&'("&)#)/
Cisco ' Huawei, '+1)<>(%,8*= / /*$,)1'+"22)8 1#'8,#,, max-resv-band
'2&,#9,3+" 1) %8)<B"2'@ #"/,2 2%<@. K 8"#$#%&'("&)#)/ Juniper max-resv-
band  #"/,2 9'('B,+.)3 1)<)+, 1#)1%+."2'5 '2&,#9,3+". 4"
8"#$#%&'("&)#"= Eltex !T max-resv-band 1) %8)<B"2'@ #"/,2 9'('B,+.)3
1)<)+, 1#)1%+."2'5 '2&,#9,3+".

$*6)4(FH* (J4*',:/',F: explicit path
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Figure 2. H(*=%7>0"&%- !K-:>**,$- 3 (70"*%+,*%,1 . .%5, explicit path.

; 0"22)8 1#'8,#, #"++8)&#'8 0#%E)3 &'1 )E#"2'B,2'3DÑDexplicit-path. G#,01)<)7'8, B&)
2,)?=)0'8) 5/2) %."("&> /+, =)1*, B,#,( .)&)#*, 0)<7,2 1#)3&' RSVP LSP. F<5 O&)E) /
1#'8,#, +)(0",&+5 explicit-path over_er08 , / .)&)#)8 %."("2* ipv4 "0#,+" /+,= '2&,#9,3+)/,
B,#,( .)&)#*, 0)<7,2 1#)3&' LSP. ; #,7'8, .)29'E%#":'' tunnel-lsp NT-&%22,<5 41_short
'+1)<>(%,&+5 8,&)0 path-computation dynamic  (O&) 0,3+&/', 1) %8)<B"2'@, ' 1)O&)8%
.)8"20" 2, )&)?#"7",&+5 / .)29'E%#":'').

N".'8 )?#"()8, LSP 0<5 NT-&%22,<5 41_short  8,="2'(8 CSPF 1)+&#)'& ?,( %BL&" .".'=-<'?)
)E#"2'B,2'3 +"8*8 )1&'8"<>2*8 1%&L8 (+8 +'2'3 1%2.&'# 2" +=,8, 2). ; #,7'8,
.)29'E%#":'' tunnel-lsp NT-&%22,<5 41_long  1#'8,25,8 +.)29'E%#'#)/"22*3 explicit-path
over_er08 , .)&)#*3 )1#,0,<5,& 1%&>, )&)?#"7,22*3 9')<,&)/*8 1%2.&'#)8 2" +=,8, 2.

4" 1#".&'., %."(*/"&> /+, hop-* / .)29'E%#":'' explicit-path '(?*&)B2) ' 2,E'?.),
1)O&)8% )?*B2) %."(*/"@& &)<>.) ipv4 "0#,+" loopback '2&,#9,3+)/ 8"#$#%&'("&)#)/,
B,#,( .)&)#*, )?5("&,<>2) 0)<7,2 1#)3&' LSP, +2"?7"5 '= "&#'?%&)8 'loose' /8,+&) 'strict'.

@0%1,0 4(*=%7>0"&%%, /(4")?."CI%9 0")$%+%- . /(3:0(,*%% 5.>2 RSVP LSP (TE-:>**,$; 41_short
3:0(%: 3.(9 LSP #,) (70"*%+,*%9, " TE-:>**,$; 41_long  3:0(%: 3.(9 LSP c >+T:(1 (70"*%+,*%9,
4(:(0?, *"4$"5?.",: explicit-path over_er08 ):

mpls
Ê rsvp
Ê   interface tengigabitethernet 0/0/17.353
Ê   exit
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Ê   interface tengigabitethernet 0/0/18.200
Ê   exit
Ê   explicit-path over_er08
Ê     explicit-route-object 0
Ê       ip-prefix 192.168.54.21
Ê     exit
Ê     explicit-route-object 1
Ê       ip-prefix 192.168.54.22
Ê     exit
Ê     explicit-route-object 2
Ê       ip-prefix 192.168.54.18
Ê     exit
Ê     explicit-route-object 3
Ê       ip-prefix 192.168.54.17
Ê     exit
Ê     explicit-route-object 4
Ê       ip-prefix 192.168.54.30
Ê     exit
Ê     explicit-route-object 5
Ê       ip-prefix 192.168.54.29
Ê     exit
Ê   exit
Ê   tunnel 41_long
Ê     description from_ER05_to_ER07
Ê     destination 10.0.19.1
Ê     source 10.0.19.4
Ê     tunnel-lsp lsp1
Ê       path-computation explicit partial path over_er08
Ê     exit
Ê   exit
Ê   tunnel 41_short
Ê     description from_ER05_to_ER07
Ê     destination 10.0.19.1
Ê     source 10.0.19.4
Ê     tunnel-lsp lsp1
Ê     exit
Ê   exit
Ê exit
exit

G)+8)&#,&>, B,#,( .".', hop-* 1)+&#)'<+5 RSVP LSP, 8)72) .)8"20)3:

0/ME5100:ER05# show mpls rsvp lsps tunnel 41_short
Wed Jan 11 15:36:30 2023
Ê Tunnel: 41_short, id: 7
Ê   LSP name: lsp1, signaled-name: 41_short@lsp1, id: 1, Source: 10.0.19.4,
Destination: 10.0.19.1
Ê     State: up, Protection role: working
Ê     Direction: ingress, Node protect: disabled, Bandwidth protection requirement:
disabled
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Ê     Carrying the normal traffic after protection switching: no
Ê     Protected by a fast reroute: none
Ê     Downstream repaired: yes
Ê     Path recording is not desired
Ê     SE Style is desired
Ê     LSP rerouting is none
Ê     OAM MEP entities are not desired
Ê     OAM MIP entities are not desired
Ê       Downstream information:
Ê         Next hop: 192.168.54.22
Ê         Signaling interface: Tengigabitethernet0/0/17.353
Ê         Neighbor: 192.168.54.22
Ê         Label: 4358, type: mpls-label

Ê                          Incoming ERO                 Outgoing ERO
Ê                  ---------------------------- ----------------------------
Ê         hop0     192.168.54.21/32             192.168.54.22/32
Ê         hop1     192.168.54.22/32             192.168.54.25/32
Ê         hop2     192.168.54.25/32             192.168.54.26/32
Ê         hop3     192.168.54.26/32

0/ME5100:ER05# show mpls rsvp lsps tunnel 41_long
Wed Jan 11 15:36:35 2023
Ê Tunnel: 41_long, id: 8
Ê   LSP name: lsp1, signaled-name: 41_long@lsp1, id: 1, Source: 10.0.19.4,
Destination: 10.0.19.1
Ê     State: up, Protection role: working
Ê     Direction: ingress, Node protect: disabled, Bandwidth protection requirement:
disabled
Ê     Carrying the normal traffic after protection switching: no
Ê     Protected by a fast reroute: none
Ê     Downstream repaired: yes
Ê     Path recording is not desired
Ê     SE Style is desired
Ê     LSP rerouting is none
Ê     OAM MEP entities are not desired
Ê     OAM MIP entities are not desired
Ê       Downstream information:
Ê         Next hop: 192.168.54.22
Ê         Signaling interface: Tengigabitethernet0/0/17.353
Ê         Neighbor: 192.168.54.22
Ê         Label: 4361, type: mpls-label

Ê                          Incoming ERO                 Outgoing ERO
Ê                  ---------------------------- ----------------------------
Ê         hop0     192.168.54.21/32             192.168.54.22/32
Ê         hop1     192.168.54.22/32             192.168.54.18/32
Ê         hop2     192.168.54.18/32             192.168.54.17/32
Ê         hop3     192.168.54.17/32             192.168.54.30/32
Ê         hop4     192.168.54.30/32             192.168.54.29/32
Ê         hop5     192.168.54.29/32
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0/ME5100:ER05#

F"<,, 1#'/,0,8 1#'8,# 1#) explicit-path c )1:',3 loose. F<5 &)E), B&)?* 2, 1,#,B'+<5&> /
7,+&.)3 )B,#,02)+&' #,7'8" strict /+, ipv4-"0#,+" / explicit-path, '+1)<>(%,8 explicit-path
over_er08_new .

Figure 3. H(*=%7>0"&%- !K-:>**,$,9 3 explicit path % (/&%-1% loose % partial.

J?#"&'&, /2'8"2',, B&) NT-&%22,<> 41_Violet  / +/),3 .)29'E%#":'' '8,,& )1:'@ partial , "
NT-&%22,<> 41_Blue DÑD2,&. Explicit-path )2' )?" '+1)<>(%@& )0'2 ' &)& 7, - over_er08_new .
G)+&#)'<'+> )?" LSP 1) )0'2".)/)8% 1%&', 2) / /*/)0, .)8"20* show mpls rsvp lsps tunnel
%E-_)2''/0-  )?I,.&* ERO )&)?#"7"@&+5 1)-#"(2)8%. J1:'5 partial , 1#' '+1)<>()/"2''
path-computation explicit, 0"L& %."("2', 1#)&).)<% CSPF #"++B'&"&> /+, 1#)8,7%&)B2*,
%(<* )& Ingress-LSR 0) Egress-LSR. N".'8 )?#"()8 ingress LSR + O&)3 )1:',3 ?%0,&
1#,)?#"()/*/"&> +.)29'E%#'#)/"22*3 2"8' explicit-path over_er08_new  + 0/%85 loose
Explicit-Route )?I,.&"8' / 1)+<,0)/"&,<>2)+&> '( 15&' strict Explicit-Route )?I,.&)/ (+8.
?<). "Outgoing ERO" / /*/)0, .)8"20* show mpls rsvp lsps tunnel <C85_&%22,<5>).

T+<' 2, '+1)<>()/"&> )1:'@ partial , &) Ingress LSR #"++B'&",& 1#)8,7%&)B2*, Explicit-
Route )?I,.&* &)<>.) 0) 1,#/)E) %(<", %."("22)E) .". loose, ' ?%0,& "1)<"E"&>", B&)
%."("22*3 .". loose +<,0%@6'3 8"#$#%&'("&)# 1#' )?#"?)&., PATH-+))?6,2'5, ("1%+&'&
+/)3 CSPF ' 0)?"/'& 1)+<,0%@6', 2,0)+&"@6', strict ERO.

$*6)4(FH* (J4*',:/',F: Affinity/Admin Group

A2"B"<" 0"0'8 )1#,0,<,2', 1)25&'3 .)&)#*8' ?%0,8 )1,#'#)/"&> 0"<,,:
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¥ M4,9'*H  - "?+&#".&2), %+<)/', 1#'2"0<,72)+&' '2&,#9,3+" . )1#,0,<,22)8% .<"++%.
4"1#'8,#, 1#'(2". 1#'2"0<,72)+&' . %+<)/2)8% ":/,&%", <'?) 1#'(2".
1#'2"0<,72)+&' . )1#,0,<L22)8% &'1% 1,#,0"@6,3 +#,0* (#"0')#,<,32"5 +#,0",
)1&)/)<).2), 8,02"5 /'&"5 1"#" ' &.0.), <'?) 1#'(2". 1#"/))?<"0"2'5 <'2',3 +/5('
(+)?+&/,22"5, "#,20" % ISP1, "#,20" % ISP2 ' &.0). G#'(2".)/ 8)72) 1#'0%8"&> 82)7,+&/)
' )2' )1#,0,<5@&+5 O.+1,#&"8' 2" O&"1, 1<"2'#)/"2'5 0'("32" +,&' '
8)0'9':'#%@&+5 2" O&"1, O.+1<%"&":'' +,&';

¥ Admin-Group  - 32-?'&2*3 /,.&)#, / .)&)#)8 ."70*3 )&0,<>2*3 ?'& ('<' '=
.)8?'2":'5) )1#,0,<5,& &)& '<' '2)3 1#'(2". (+)E<"+2) 0'("32-1#),.&% 2" +,&>,
HLD/LLD), 1#'8,25,&+5 2" '2&,#9,3+ ' #"+1#)+&#"25,&+5 /2%&#' IGP-0)8,2"
1#)&).)<)8 8"#$#%&'(":'' (IS-IS/OSPF).

¥ Affinity  - 32-?'&2*3 /,.&)#, 2"(2"B",8*3 RSVP LSP TE-&%22,<5 ' )1#,0,<5@6'3, .".',
'2&,#9,3+* ?%0%& "#)0+&/,22*" 0<5 .)2.#,&2)E) RSVP LSP, " .".', 2,&.

¥ Mask  - 32-?'&2*3 1"#"8,&#, .)&)#*3 )1#,0,<5,&, .".', ?'&* 8,70% Admin Group  '
Affinity  1)0<,7"& 1#)/,#., 2" +)/1"0,2', (2"()/L8 O&) O<,8,2&)8 #)0+&/"), "
.".',DÑD2, "2"<'('#%@&+5. "T0'2':"" / 8"+., )1#,0,<5,& B&) +))&/,&+&/%@6', ?'&)/*,
1)(':'' / Admin Group  ' Affinity  0)<72* +)/1"0"&>, "2)<>" / 8"+., )1#,0,<5,&, B&)
+))&/,&+&/%@6', ?'&)/*, 1)(':'' / Admin Group  ' Affinity  2, "2"<'('#%@&+5 ' 8)E%&
?*&> <@?*8'.

A%6,+&/%@& 0/, .)2:,1:'' 1#'8,2,2'5 Affinity/Admin Group  2" 1#".&'.,. 4"()/L8 '=
N*H(',:'*-  ' %')2,),1'*- .

N*H(',:'*- DÑD&#,?%,& ("1'+' /+,= &#L= 1"#"8,&#)/ / $,+&2"0:"&,#'B2)8 /'0,. Admin
Group  1#'8,25,&+5 2" <'2.' (1) %8)<B"2'@ AG = 0x0), Affinity  ' Mask  - 2" RSVP LSP TE-
&%22,<5. G)+<, O&)E) CSPF 8)7,& '+.<@B'&> '( #"++8)&#,2'5 &, <'2.', .)&)#*, ?%0%& 2,
#)0+&/,22* NT-&%22,<@. R<%?'2% 1#)/,#.' #)0+&/" )1#,0,<5,& 1"#"8,&# Mask  (1)
%8)<B"2'@ Mask = 0x0).

%')2,),1'*- DÑD&#,?%,& .)0'#)/"&> 1#'(2".' )&0,<>2*8' ?'&"8', " 2, '= .)8?'2":'58',
/ #,(%<>&"&, B,E) /)(2'.",& /("'82)-)02)(2"B2), +))&/,&+&/', M4,9'*H - @,)(1*-
<(9,+,- , .)&)#%@ 8)72) )&#"('&> / .)29'E%#":''. N".), +))&/,&+&/', %1#)6",&
1)2'8"2',, .".', ?'&* .".', 1#'(2".' .)0'#%@&, 2) :,2)3 O&)E) 5/<5,&+5 2,O99,.&'/2),
'+1)<>()/"2', 32-?'&2)E) 1#)+&#"2+&/" (2"B,2'3 Affinity. 4"1#'8,#, 2,)?=)0'8)
(".)0'#)/"&> 15&> ":/,&)/". T+<' '+1)<>()/"&> N*H(',:'2L  .)2:,1:'@, &) 1)2"0)?'&+5
&)<>.) 3 ?'&", .)&)#*8' 8)72) (".)0'#)/"&> 5 :/,&)/, ' ,6L 3 )+&"/'&> / #,(,#/, 2"
+<%B"3 #"+$'#,2'5 1)&#,?2)+&,3. T+<' '+1)<>()/"&> %')2,),1'2L  .)2:,1:'@, &)
1)2"0)?5&+5 /+, 5 ?'&DÑDO&) 2,O.)2)82), 2) <,E.) B'&",&+5 )1,#"&)#)8. ;8,+&) 1"#"8,&#"
Mask //)0'&+5 &#' '2&%'&'/2) 1)25&2*, 1)0E#%11* +))&/,&+&/'5:

¥ include-all DÑD/+, 1#'(2".', %."("22*, / affinity, 0)<72* 1#'+%&+&/)/"&> / 1"#"8,&#,
Admin Group  '2&,#9,3+" (",+<' C2&,#9,3+-G"$" ' N%22,<>-A"$" '8,@& )0'2".)/*,
1#'(2".': :/,& E<"(, 9)#8% 2)+" ' %$,3, &) )2' 1#'(2"@&+5 #)0+&/,22*8' 0#%E 0#%E%");

¥ include-any DÑD=)&5 ?* )0'2 1#'(2". '( O&)3 1)0E#%11*, %."("22*3 / Affinity , 0)<7,2
+)/1"0"&> + Admin Group  '2&,#9,3+" (",+<' C2&,#9,3+-G"$" ' N%22,<>-A"$" '8,@&
)0'2".)/*3 #)+& '<' /,+, &) 1#'(2"@&+5 &#)@#)02*8' ?#"&>58'");

¥ exclude DÑD1#'(2".', %."("22*, / O&)3 1)0E#%11, / Affinity , 0)<72* )&+%&+&/)/"&> /
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1"#"8,&#, Admin Group  '2&,#9,3+" (",+<' N%22,<>-A"$" '8,,& 1#'(2". ?)<,<>6'."
QH ]AHU ' /2,+,2 / +))&/,&+&/%@6%@ E#%11%, &) C2&,#9,3+-G"$" 2, 0)<7,2 ?)<,&> ("
QH ]AHU, ' &)E0" )2' +2)/" 5/<5@&+5 #)02*8' 0#%E 0#%E%").

RFC 3209 )1#,0,<5,& 1)+<,0)/"&,<>2)+&> 1#)/,#). 1#'(2".)/, %."("22*= / #"(2*= E#%11"=
(&". .". 0<5 )02)E) RSVP LSP 8)72) %."("&> 1#'(2".' / #"(2*= 1)0E#%11"=) N".'=
1#)/,#.' &#':

1. (admin-group & exclude-any) == 0 DÑD1#)/,#.", B&) 2'.".', "&#'?%&*, %."("22*, / exclude-
group, 2, %+&"2)/<,2* 2" '2&,#9,3+,;

2. (include-any == 0) | ((admin-group & include-any) != 0) DÑD1#)/,#.", B&) include-any
1#'(2".' % RSVP LSP 2, %+&"2)/<,2* <'?) 2" <'2., %."("2 =)&> )0'2 '( %+&"2)/<,22*=
/ E#%11, include-any 1#'(2".)/;

3. (include-all == 0) | (((admin-group & include-all) ^ include-all) == 0) DÑD1#)/,#.", B&)
include-all 1#'(2".' % RSVP LSP 2, %+&"2)/<,2* <'?) 2" <'2., %+&"2)/<,2* /+,
1#'(2".' '( E#%11* include-all % RSVP LSP &%22,<5

T+<' /+, &#' &,+&" %+1,$2*, &) &".)3 <'2. 1#'(2"L&+5 #)0+&/,22*8 &%22,<@ ' 0)1%+.",&+5
. #"+BL&% )1&'8"<>2)E) 1%&' 1#)&).)<)8 CSPF.

G,#,30L8 . 1#".&'B,+.)8% 1#'8,#%:

Figure 4. H(*=%7>0"&%- !K-:>**,$- 3 (70"*%+,*%,1 . .%5, Admin-Group.

4" #'+%2., /*$, /'02):

194



¥ RSVP LSP 42_Orange@lsp1  1)+&#)'<+5 ,0'2+&/,22) /)(8)72*8 1%&,8DÑDB,#,( <'2.', 2"
.)&)#*= '8,,&+5 1#'(2". "Orange" ()#"27,/"5 1%2.&'#2"5 <'2'5);

¥ RSVP LSP 42_Violet@lsp1  1)+&#)'<+5 ,0'2+&/,22) /)(8)72*8 1%&,8DÑDB,#,( <'2.', 2"
.)&)#*= '8,,&+5 1#'(2". "Violet" (9')<,&)/"5 1%2.&'#2"5 <'2'5);

¥ RSVP LSP 42_Red@lsp1  1)+&#)'<+5 ,0'2+&/,22) /)(8)72*8 1%&,8DÑDB,#,( <'2.', 2"
.)&)#*= )&+%&+&/%,& 1#'(2". "Violet" (.#"+2"5 1%2.&'#2"5 <'2'5).

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls rsvp G,#,=)0 / #,7'8 2"+&#)3.' 1#)&).)<" RSVP.

admin-group Red bit-position 0 4"(2"B",8 ?'&"8 0 1 2 3 4 +))&/,&+&/', %+<)/2*8
1#'(2"."8 Red , Violet , Blue , Orange , Green  +)E<"+2)
0'("32% +,&'.

admin-group Violet bit-position 1

admin-group Blue bit-position 2

admin-group Orange bit-position 3

admin-group Green bit-position 4

interface te0/0/17.353 ;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, ' 1,#,=)0 /
#,7'8 ,E) .)29'E%#":''

attribute-flags Blue ; #,7'8, .)29'E%#":'' RSVP-1"#"8,&#)/ '2&,#9,3+"
te0/0/17.353 1#'+/"'/",8 ,8% 1#'(2".' Blue , Violet .attribute-flags Violet

exit ;)(/#"& / #,7'8 .)29'E%#":'' RSVP 1#)&).)<".

interface te0/0/17.363 ;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, te0/0/17.363 '
1,#,=)0 / #,7'8 ,E) .)29'E%#":''.

attribute-flags Green ; #,7'8, .)29'E%#":'' RSVP-1"#"8,&#)/ '2&,#9,3+"
te0/0/17.363 1#'+/"'/",8 ,8% 1#'(2".' Green , Orange .attribute-flags Orange

exit ;)(/#"& / #,7'8 .)29'E%#":'' RSVP 1#)&).)<".

tunnel 42_Orange A)(0"L8 3 MPLS TE &%22,<5 + '8,2"8' 42_Orange, 42_Red,
42_Violet ' 2"+&#"'/",8 '= 2" '+1)<>()/"2', Admin-
Groups c #"(<'B2*8' /"#'"2&"8' include-all-group ,
include-any-group , exclude-group  (0"<,, 1)/&)#5@6',+5
.)8"20* )1%+&'8).

tunnel 42_Red

tunnel 42_Violet

destination 10.0.19.2 J1#,0,<,2', IPv4-"0#,+" Egress-LSR-
aDÑD8"#$#%&'("&)#", E0, ?%0,& &,#8'2'#)/"&>+5 NT-
&%22,<>.

source 10.0.19.4 J1#,0,<,2', IPv4-"0#,+" + Ingress LSR-aDÑD'2&,#9,3+", +
.)&)#)E) ?%0,& +&#)'&>+5 NT-&%22,<>.

tunnel-lsp lsp1 A)(0",8 % NT-&%22,<5 LSP + '8,2,8 lsp1  ' 1,#,=)0'8 /
#,7'8 ,E) .)29'E%#'#)/"2'5.
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B(E*'3* $*9'*:/',/

admin-groups include-all-group
Orange

F<5 RSVP LSP 42_Orange@lsp1  1#'8,25,8 )E#"2'B,2',
B,#,( ?'&)/*3 /,.&)# "+))&/,&+&/', /+,8 1#'(2"."8".
G#):,++ CSPF ?%0,& '+1)<>()/"&> 0<5 #"+BL&" &)<>.) &,
<'2.', .)&)#*, ?%0%& '8,&> /+, ?'&)/*, 1#'(2".',
%."("22*, / .)8"20,. ; 0"22)8 1#'8,#, )?5("&,<>2*3
1#'(2". 2" '2&,#9,3+"= )0'2 - Orange .

admin-groups exclude-group Violet F<5 RSVP LSP 42_Red@lsp1  1#'8,25,8 )E#"2'B,2',
B,#,( ?'&)/*3 /,.&)# "exclude-group". G#):,++ CSPF
?%0,& '+1)<>()/"&> 0<5 #"+BL&" &)<>.) &, <'2.',
.)&)#*, 4T ?%0%& '8,&> ?'&)/*, 1#'(2".', %."("22*,
/ .)8"20,. ; 0"22)8 1#'8,#, 1#'(2". )0'2DÑD":/,&"
Violet. RSVP LSP 42_Red@lsp1  0)<7,2 1)+&#)'&>+5,
'(?,E"5 '2&,#9,3+)/ + 1#'(2".)8 Violet .

admin-groups include-any-group
Violet

F<5 RSVP LSP 42_Violet@lsp1  1#'8,25,8 )E#"2'B,2',
B,#,( ?'&)/*3 /,.&)# "+))&/,&+&/', =)&5 ?* )02)8%
1#'(2".%". G#):,++ CSPF ?%0,& '+1)<>()/"&> 0<5 #"+BL&"
&)<>.) &, <'2.', .)&)#*, ?%0%& '8,&> =)&5 ?* )0'2 '(
1,#,B'+<,22*= / .)8"20, ?'&)/*= 1#'(2".)/. ;
0"22)8 1#'8,#, 7,<",8*3 1#'(2". 2" '2&,#9,3+"=
)0'2DÑDViolet .

exit ;)(/#"& / #,7'8 2"+&#),. TE-&%22,<5.

exit ;)(/#"& / #,7'8 2"+&#),. 1#)&).)<" RSVP.

root ;*=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

NOTE

G)+8)&#,&> &)1)<)E'B,+.%@ ?"(% 0"22*= (TEDB) 8)72) .)8"20)3 "show mpls
te topology" . ; 2,3 0<5 ."70)E) '2&,#9,3+" IGP-0)8,2" ,+&> 1"#"8,&#
"Color/Resource class"DÑDO&) 1#,0+&"/<,2', "Link Attribute" ()2 7, "Admin
Group") / $,+&2"0:"&,#'B2)8 9)#8"&,.

=<(6(87 </4/'*<4*10/',- 6/41,6'(J( )4*G,H* 1
TE-)2''/0K
G)+<, &)E) .". LSP TE-&%22,<5 %+1,$2) 1)+&#)'<+5 1#)&).)<)8 RSVP, +,#/'+2*3 &#"9'. /
2,E) "/&)8"&'B,+.' 1,#,0"/"&>+5 1)-1#,72,8% 2, ?%0,&. F<5 &)E) B&)?* 1,#,2"1#"/'&>
&#"9'. / RSVP LSP, 2,)?=)0'8) /*1)<2'&> 0)1)<2'&,<>2*, 0,3+&/'5.

-"++8)&#'8 #"(<'B2*, /"#'"2&* 2"1#"/<,2'5 &#"9'." / TE-&%22,<>:

¥ IGP shortcut DÑDO&) +1)+)? 1#,0+&"/'&> TE-&%22,<> .". '2&,#9,3+ + /.<@B,22*8 IGP-
1#)&).)<)8 ' 2"(2"B,22)3 8,&#'.)3, 1#' O&)8 '29)#8":'5 ) 0"22)8 '2&,#9,3+, 2,
"2)2+'#%,&+5 / IGP 0)8,2; +<,0)/"&,<>2), 0#%E', 8"#$#%&'("&)#* 2, (2"@& ) ,E)
+%6,+&/)/"2'' ' 2, 8)E%& 1,#,1#"/'&> &#"9'. B,#,( NT-&%22,<>;
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¥ Static route DÑDO&)& +1)+)? 1)(/)<5,&, '+1)<>(%5 +&"&'B,+.%@ 8"#$#%&'(":'@,
1,#,2"1#"/'&> &#"9'. 2" 1)0+,&> '( E<)?"<>2)3 &"?<':* 8"#$#%&'(":'' (GRT) / NT-
&%22,<>.

¥ L3VPN Forwarding DÑD0<5 &)E), B&)?* RSVP LSP #"++8"&#'/"<+5 8"#$#%&'("&)#)8 .".
/)(8)72*3 '2&,#9,3+ 0<5 0)+&"/.' &#"9'." . nexthopÕ% 8"#$#%&" / VRF, 2,)?=)0'8)
/*1)<2'&> .)8"20% 'l3vpn' / #,7'8, .)29'E%#":'' 1#)&).)<" RSVP;

¥ L2VPN switching DÑD0<5 &)E), B&)?* +,#/'+2*3 &#"9'. '( xconnect '<' bridge-domain 8)E
?*&> 1,#,0"2 B,#,( RSVP LSP, 2,)?=)0'8) / .)29'E%#":'' PW L2VPN-+,#/'+" %."("&>
.)8"20% "transport rsvp tunnel NAME" .

-"++8)&#'8 O&' +1)+)?* ?)<,, 0,&"<>2).

Q(41*43,'J IP-)4*G,H* GRT (J0(8*0K'(F )*80,+7 E*4U42),9*+,,)
:/4/9 TE-)2''/0K E/)(3(E IGP shortcut

4" 8"#$#%&'("&)#"= +,#'' ME '+1)<>()/"2', 8,&)0" IGP shortcut 1)(/)<5,&
1,#,2"1#"/'&> / NT-&%22,<> &#"9'. '( GRT, 2) 2, ("&#"E'/",& &#"9'. '( L2- '<' L3VPN-
+,#/'+)/.

T*3*:* : 4,)?=)0'8) )?,+1,B'&> IP +/5(2)+&> 8,70% CE1 ' CE2 / GRT.

A(<(0(J,- :

Figure 5. @,0,5"+" :0"=%4" %) GRT +,0,) !K-:>**,$;
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4" 1#)8,7%&)B2*= P-8"#$#%&'("&)#"= (ER06 ' ER08) 2,& 8"#$#%&2)3 '29)#8":'' ) +,&5=
192.168.70.0/24 ' 192.168.56.0/24. C29)#8":'5 ) 2'= #"+1#)+&#"25,&+5 1) 1#)&).)<% BGP
8,70% PE-8"#$#%&'("&)#"8'; +<,0)/"&,<>2), 0<5 )?,+1,B,2'5 +/5(2)+&' PE-
8"#$#%&'("&)#* 0)<72* '2."1+%<'#)/"&> O&)& &#"9'. / TE-&%22,<', 1)+&#),22*, 8,70%
2'8'.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

mpls G,#,=)0 / #,7'8 .)29'E%#":'' 9%2.:')2"<" MPLS.

rsvp G,#,=)0 / #,7'8 2"+&#)3.' 1#)&).)<" RSVP.

interface te0/0/17.353 ;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, te0/0/17.353.

interface te0/0/18.200 ;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, te0/0/18.200.

exit ;)(/#"& / #,7'8 .)29'E%#":'' 1#)&).)<" RSVP.

tunnel 41 A)(0",8 TE-&%22,<> + '8,2,8 41 ' 1,#,=)0'8 / #,7'8
,E) .)29'E%#":''.

description from ER05 to ER07 N,.+&)/), )1'+"2', NT-&%22,<5 0<5 )?<,EB,2'5
1)2'8"2'5 .)29'E%#":''.

destination 10.0.19.1 H)8"20" %."(*/",& 2" LSR-ID Egress-8"#$#%&'("&)#". ;
2"$,8 1#'8,#, O&) ER07.

igp-shortcut metric-type absolute H)8"20" /.<@B",& 9%2.:')2"< igp-shorcut ' )1#,0,<5,&
&'1 8,&#'.'DÑDabsolute.

igp-shortcut metric-value 1 H)8"20" )1#,0,<5,& (2"B,2', IGP-8,&#'.' 0<5 TE-
&%22,<5, #"/2)3 '1'.

source 10.0.19.4 H)8"20" %+&"2"/<'/",& LSR-ID Ingress-8"#$#%&'("&)#"
/ ."B,+&/, '+&)B2'." TE-&%22,<5.

tunnel-lsp ER05_to_C7206 A)(0",8 RSVP LSP + +'E2"<>2*8 '8,2,8 'ER05_to_C7206'
' 1,#,=)0'8 / #,7'8 ,E) .)29'E%#'#)/"2'5.

path-computation explicit partial
path over_er06

H)8"20" 2".<"0*/",& )E#"2'B,2', 2" 1)+&#),2', LSP,
)2 0)<7,2 1#)=)0'&> B,#,( hop-*, %."("22*, /
.)29'E%#":'' explicit-path 'over_er06'.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

IMPORTANT

G)+<, &)E) .". NT-&%22,<> +.)29'E%#'#)/"2 +1)+)?)8, )1'+"22*8
/*$,, )2 /+, ,6, 2, 8)7,& ?*&> '+1)<>()/"2 0<5 0)+&"/.' &#"9'." 0)
%(<" 10.0.19.1, 0"7, ,+<' ,E) 8,&#'." #"/2" 1, " % "<>&,#2"&'/2)E) IGP
8"#$#%&" 8,&#'." 25. %9-9* *4O,)/H)24'7O (6(8/''(6)/F
E*4U42),9*)(4(1 6/4,, ME '/(8O(3,E( 1H0L:,)K G2'H+,('*0
ECMP :/4/9 H(E*'32 4/I,E* J0(8*0K'(F H('G,J24*+,, 'router
equal-cost' .
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@0%1,0. O,:"$;*"- 4(*=%7>0"&%- /0(:(4($" RSVP 5$- =(0."05%*7" :0"=%4" %) GRT +,0,) TE-
:>**,$; 41:

Ê rsvp
Ê   interface tengigabitethernet 0/0/17.353
Ê   exit
Ê   interface tengigabitethernet 0/0/18.200
Ê   exit
Ê   explicit-path over_er06
Ê     explicit-route-object 10
Ê       ip-prefix 10.0.19.2
Ê       loose
Ê     exit
Ê   exit
Ê   tunnel 41
Ê     description "from ER05 to ER07"
Ê     destination 10.0.19.1
Ê     igp-shortcut metric-type absolute
Ê     igp-shortcut metric-value 1
Ê     source 10.0.19.4
Ê     tunnel-lsp ER05_to_C7206
Ê       path-computation explicit partial path over_er06
Ê     exit
Ê   exit
Ê exit

router equal-cost

C*4U42) '* C7206 (ER07) C*4U42) '* ME5100 (ER05)

C7206VXR#show ip route 192.168.56.2  
Routing entry for 192.168.56.0/24
Known via "static", distance 1, metric 0
(connected)
Routing Descriptor Blocks:
* directly connected, via Tunnel14
Route metric is 0, traffic share count is 1
C7206VXR#

0/ME5100:ER05# show route 192.168.70.100
Wed Jan 18 12:20:36 2023
Routing entry for 192.168.70.0/24
Last update: 02h53m37s
Routing Descriptor Blocks
192.168.54.5, via tu41@ER05_to_C7206
Known via bgp, distance 200, metric 0
type bgp-internal, protection none, route-type
remote
Entries: 1
0/ME5100:ER05#

Q(41*43,'J IP-)4*G,H* GRT (J0(8*0K'(F )*80,+7 E*4U42),9*+,,)
:/4/9 TE-)2''/0K 6 <(E(WKL 6)*),:/6H(J( E*4U42)*

4" 8"#$#%&'("&)#"= +,#'' ME '+1)<>()/"2', 0"22)E) 8,&)0" 1)(/)<5,& 1,#,2"1#"/<5&>
&#"9'. '( GRT, 2) 2, ("&#"E'/",& &#"9'. L2- '<' L3VPN-+,#/'+)/.

S"0"B": 4,)?=)0'8) )?,+1,B'&> IP +/5(2)+&> 8,70% CE1 ' CE2 / GRT
N)1)<)E'5:
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Figure 6. @,0,5"+" :0"=%4" %) GRT +,0,) !K-:>**,$; 3 /(1(I;C 3:":%+,34(7( 1"080>:"

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

rsvp G,#,=)0 / #,7'8 2"+&#)3.' 1#)&).)<" RSVP.

tunnel 41 A)(0",8 TE-&%22,<> + '8,2,8 41 ' 1,#,=)0'8 / #,7'8
,E) .)29'E%#":''.

description from_ER05_to_ER07 N,.+&)/), )1'+"2', NT-&%22,<5 0<5 )?<,EB,2'5
1)2'8"2'5 .)29'E%#":''.

destination 10.0.19.1 H)8"20" %."(*/",& 2" LSR-ID Egress 8"#$#%&'("&)#". ;
2"$,8 1#'8,#, O&) ER07.

forwarding-adjacency H)8"20" %+&"2"/<'/",& "&#'?%& /)(8)72)+&' 1,#,0"B'
+,#/'+2)E) &#"9'." B,#,( RSVP LSP TE-&%22,<5.

IMPORTANT

F"22"5 .)8"20" )?5("&,<>2" 0<5
".&'/":'' /)(8)72)+&' 1,#,0"B'
&#"9'." B,#,( TE-&%22,<>. P,( 2,L
9)#/"#0'2E +,#/'+2)E) &#"9'."
B,#,( NT-&%22,<> 2,/)(8)7,2.
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B(E*'3* $*9'*:/',/

routing-adjacency H)8"20" %+&"2"/<'/",& 1#'(2". NT-&%22,<5 .".
'2&,#9,3+", B,#,( .)&)#*3 8)72) 1)<%B"&>
8"#$#%&2%@ '29)#8":'@.

IMPORTANT

F"22"5 .)8"20" )?5("&,<>2" 0<5
".&'/":'' /)(8)72)+&' 1,#,0"B'
&#"9'." B,#,( TE-&%22,<'. P,( 2,L
+&"&'B,+.'3 8"#$#%&,
'+1)<>(%@6'3 NT-&%22,<> .".
'+=)056'3 '2&,#9,3+, 2, ?%0,&
'2+&"<<'#)/"2 / &"?<':%
8"#$#%&'(":''.

source 10.0.19.4 H)8"20" %."(*/",& LSR-ID Ingress 8"#$#%&'("&)#" /
."B,+&/, '+&)B2'." TE-&%22,<5.

tunnel-lsp ER05_to_C7206 A)(0",8 RSVP LSP + +'E2"<>2*8 '8,2,8 'ER05_to_C7206'
' 1,#,=)0'8 / #,7'8 ,E) .)29'E%#'#)/"2'5.

path-computation explicit partial
path over_er08

H)8"20" 2".<"0*/",& )E#"2'B,2', / /'0,
'+1)<>()/"2'5 explicit-path + '8,2,8 'over_er08'.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

!"#$%&" 77. @0%1,0 4(*=%7>0"&%% 3:":%+,34(7( 1"080>:" +,0,) !K-:>**,$;:

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

router static G,#,=)0'8 / #,7'8 .)29'E%#":'' +&"&'B,+.'=
8"#$#%&)/.

address-family ipv4 unicast J1#,0,<5,8 &'1 address-family ' 1,#,=)0'8 / #,7'8
.)29'E%#":'' 0)1)<2'&,<>2*= 1"#"8,&#)/.

destination 192.168.70.0/24
0.0.0.0

H)8"20" %."(*/",& +,&> 2"(2"B,2'5 0<5 8"#$#%&"

IMPORTANT

U0#,+ $<@(" 2,)?=)0'8) %."("&>
#"/2*8 0.0.0.0 / +<%B",
'+1)<>()/"2'5 NT-&%22,<5 .".
'+=)056,E) '2&,#9,3+".

interface tunnel-rsvp 41 H)8"20" )1#,0,<5,& '+1)<>()/"2', NT-&%22,<5 .".
'+=)056,E) '2&,#9,3+" / +&"&'B,+.)8 8"#$#%&,.

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. O,:"$;*"- 4(*=%7>0"&%- /0(:(4($" RSVP 5$- =(0."05%*7" :0"=%4" %) GRT +,0,) TE-
:>**,$; 41:

mpls
Ê rsvp
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Ê   interface tengigabitethernet 0/0/17.353
Ê   exit
Ê   interface tengigabitethernet 0/0/18.200
Ê   exit
Ê   explicit-path over_er08
Ê     explicit-route-object 0
Ê       ip-prefix 10.0.19.3
Ê       loose
Ê     exit
Ê   exit
Ê   tunnel 41
Ê     description "from ER05 to ER07"
Ê     destination 10.0.19.1
Ê     forwarding-adjacency
Ê     igp-shortcut metric-type absolute
Ê     igp-shortcut metric-value 1
Ê     routing-adjacency
Ê     source 10.0.19.4
Ê     tunnel-lsp ER05_to_C7206
Ê       path-computation explicit partial path over_er08
Ê     exit
Ê   exit
Ê exit
exit
router static
Ê address-family ipv4 unicast
Ê   destination 192.168.70.0/24 0.0.0.0
Ê     interface tunnel-rsvp 41
Ê     exit
Ê   exit
Ê exit
exit

G#'8,#. N"?<':" 8"#$#%&'(":'':

Cisco 7206 (ER07) Eltex ME5100 (ER05)

C7206VXR#show ip route 192.168.56.2
Routing entry for 192.168.56.0/24
Known via "static", distance 1, metric 0
(connected)
Routing Descriptor Blocks:
* directly connected, via Tunnel14
Route metric is 0, traffic share count is 1

0/ME5100:ER05# show route 192.168.70.1
Routing entry for 192.168.70.0/24
Last update: N/A
Routing Descriptor Blocks
192.168.54.22, via tu41@ER05_to_C7206
Known via static, distance 1, metric 1
type static, protection none, route-type
remote
Entries: 1

@0%1,0. '#1,* ICMP-/"4,:"1%

C7206VXR#traceroute 192.168.56.2 source 192.168.70.100
Type escape sequence to abort.
Tracing the route to 192.168.56.2
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VRF info: (vrf in name/id, vrf out name/id)
Ê 1 192.168.54.30 [MPLS: Label 70 Exp 0] 4 msec 0 msec 0 msec
Ê 2 192.168.54.6 0 msec 0 msec 0 msec
Ê 3 192.168.56.2 4 msec 0 msec 4 msec
C7206VXR#

0/ME5100:ER05# traceroute 192.168.70.1 source 192.168.56.1
Mon Oct  7 16:45:52 2019
Traceroute to 192.168.70.1 (192.168.70.1), 30 hops max, 60 byte packets
Ê1  192.168.70.1 (192.168.70.1)  0.323 ms  0.312 ms  0.304 ms
0/ME5100:ER05#

Q(41*43,'J L3VPN-)4*G,H* :/4/9 TE-)2''/0K

4" 8"#$#%&'("&)#"= +,#'' ME '+1)<>()/"2', 0"22)E) 8,&)0" 1)(/)<5,& 1,#,2"1#"/'&>
&#"9'. L3VPN-+,#/'+)/ / TE-&%22,<>.

S"0"B": 4,)?=)0'8) )?,+1,B'&> IP-+/5(2)+&> 8,70% CE1 ' CE2 / VRF 'TEST1'
N)1)<)E'5:

Figure 7. @,0,5"+" 3,0.%3*(7( :0"=%4" %) VRF TEST1 +,0,) TE-:>**,$;.

B(E*'3* $*9'*:/',/

configure G,#,=)0 / #,7'8 E<)?"<>2)3 .)29'E%#":''.

rsvp G,#,=)0 / #,7'8 2"+&#)3.' 1#)&).)<" RSVP.

interface te0/0/17.353 ;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, te0/0/17.353.

interface te0/0/18.200 ;.<@B,2', 1#)&).)<" RSVP 2" '2&,#9,3+, te0/0/18.200.

exit ;)(/#"& / #,7'8 .)29'E%#":'' RSVP 1#)&).)<".
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B(E*'3* $*9'*:/',/

l3vpn ;.<@B,2', #,7'8" 1,#,0"B' L3VPN &#"9'." B,#,( TE-
&%22,<'.

IMPORTANT

F"22"5 .)8"20" )?5("&,<>2" 0<5
".&'/":'' /)(8)72)+&' 1,#,0"B'
&#"9'." B,#,( TE-&%22,<'.
H)8"20" #"?)&",& 0<5 &#"9'." /+,=
VRF, +)(0"22*= 2" 0"22)8
8"#$#%&'("&)#,. G#' 2"<'B''
RSVP LSP 0) .)2.#,&2)E) nexthopÕ",
L3VPN 8"#$#%& + &".'8 nexthopÕ)8
?%0,& '+1)<>()/"&> LSP 0<5
)&1#"/.' +,#/'+2)E) &#"9'.".

tunnel 41 A)(0",8 TE-&%22,<> + '8,2,8 41 ' 1,#,=)0'8 / #,7'8
,E) .)29'E%#":''.

description "from ER05 to ER07" N,.+&)/), )1'+"2', NT-&%22,<5 0<5 )?<,EB,2'5
1)2'8"2'5 .)29'E%#":''.

destination 10.0.19.1 H)8"20" %."(*/",& 2" LSR-ID Egress 8"#$#%&'("&)#". ;
2"$,8 1#'8,#, O&) ER07.

forwarding-adjacency H)8"20" %+&"2"/<'/",& "&#'?%& /)(8)72)+&' 1,#,0"B'
+,#/'+2)E) &#"9'." B,#,( RSVP LSP TE-&%22,<5.

IMPORTANT

F"22"5 .)8"20" )?5("&,<>2" 0<5
".&'/":'' /)(8)72)+&' 1,#,0"B'
&#"9'." B,#,( TE-&%22,<'. P,( 2,L
BGP vpnv4 8"#$#%&*, '(%B,22*,
)& %0"<L22*= PE-
8"#$#%&'("&)#)/, 2, ?%0%&
'2+&"<<'#)/"2* / &"?<':%
8"#$#%&'(":'' VRF, &". .".
#"?)&)+1)+)?2)E) &#"2+1)#&2)E)
LSP 0) next-hop-)/, '(%B,22*=
8"#$#%&)/ 2, ?%0,& (2,+8)&#5 2"
&), B&) TE-&%22,<> / +)+&)52'' UP).
H)8"20" 'routing-adjacency' /
0"22)8 +:,2"#'' 2, 2%72".

source 10.0.19.4 H)8"20" %+&"2"/<'/",& LSR-ID Ingress-8"#$#%&'("&)#"
/ ."B,+&/, '+&)B2'." TE-&%22,<5.

tunnel-lsp ER05_to_C7206 A)(0",8 RSVP LSP + +'E2"<>2*8 '8,2,8 'ER05_to_C7206'
' 1,#,=)0'8 / #,7'8 ,E) .)29'E%#'#)/"2'5.

path-computation explicit partial
path over_er06

H)8"20" 2".<"0*/",& )E#"2'B,2', 2" 1)+&#),2',
LSPDÑD)2 0)<7,2 1#)=)0'&> B,#,( 8"#$#%&'("&)# ER06.
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B(E*'3* $*9'*:/',/

commit G#'8,2,2', 1#)'(/,0,22*= 2"+&#),..

@0%1,0. O,:"$;*"- 4(*=%7>0"&%- /0(:(4($" RSVP 5$- =(0."05%*7" :0"=%4" %) VRF 'Test1' +,0,)
TE-:>**,$;:

mpls
Êrsvp
Ê   interface tengigabitethernet 0/0/17.353
Ê   exit
Ê   interface tengigabitethernet 0/0/18.200
Ê   exit
Ê   explicit-path over_er06
Ê     explicit-route-object 10
Ê       ip-prefix 10.0.19.2
Ê       loose
Ê     exit
Ê   exit
Ê   l3vpn
Ê   tunnel 41
Ê     description "from ER05 to ER07"
Ê     destination 10.0.19.1
Ê     forwarding-adjacency
Ê     source 10.0.19.4
Ê     tunnel-lsp ER05_to_C7206
Ê       path-computation explicit partial path over_er06
Ê     exit
Ê   exit
Ê exit
exit

@0%1,0. @0(31(:0 :"#$%&? 1"080>:%)"&%% VRF 'TEST1':

0/ME5100:ER05# show route vrf TEST1
Wed Jan 18 18:53:42 2023
Ê Codes: C - connected, S - static, O - OSPF, B - BGP, L - local
Ê     IA - OSPF inter area, EA - OSPF intra area
Ê     N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
Ê     E1 - OSPF external type 1, E2 - OSPF external type 2
Ê     i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
Ê     LE1 - IS-IS level1 external, LE2 - IS-IS level2 external
Ê     BI - BGP internal, BE - BGP external, BV - BGP vpn,
Ê     BL - BGP labeled, R - RIP

Ê C      192.168.56.0/24     is directly connected, 00h17m29s, te0/0/17.340
Ê L      192.168.56.1/32     is directly connected, 00h17m29s, te0/0/17.340
Ê B BV   192.168.70.0/24    via 10.0.19.1 [200/0], 00h08m58s

Ê Total entries: 3
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0/ME5100:ER05# show l3forwarding vrf TEST1
Wed Jan 18 18:54:32 2023
Ê Prefix                    Nexthop                   Outgoing label     Interface
Ê ------------------------ ------------------------- ------------------ ----------
Ê 192.168.56.0/24            attached                    --/--          te0/0/17.340
Ê 192.168.56.1/32            receive                     --/--          te0/0/17.340
Ê 192.168.70.0/24            192.168.54.5                73/43          te0/0/18.200
0/ME5100:ER05# ping 192.168.70.1 source 192.168.56.1 vrf TEST1
Wed Jan 18 18:54:32 2023

Sending 4, 56-byte ICMP Echos to 192.168.70.1,
request send interval is 0.100 seconds,
response wait timeout is 2.000 seconds:
!!!!

Success rate is 100 percent (4/4), round-trip min/avg/max = 0.282/0.303/0.314 ms
0/ME5100:ER05#

Q(41*43,'J L2VPN-)4*G,H* :/4/9 TE-)2''/0K

4" 8"#$#%&'("&)#"= +,#'' ME '+1)<>()/"2', 0"22)E) 8,&)0" 1)(/)<5,& 1,#,2"1#"/'&>
&#"9'. L2VPN-+,#/'+)/ / NT-&%22,<>.

S"0"B": 4,)?=)0'8) )?,+1,B'&> IP +/5(2)+&> 8,70% CE1 ' CE2 B,#,( VPLS +,#/'+ 'BD-TEST'
N)1)<)E'5:
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