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14 ®YHKUMA SFLOW
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2 KPATKME OBO3HAYEHUA
Bepcua 1.6 07.04.2023 MN3meHeHns B pasgene:

12 ®YHKUNW YNPABNEHNA
Bepcua 1.5 10.03.2023 CuHxpoHu3aums c sepcuert MO 6.5.0
Bepcua 1.4 30.09.2022 MN3meHeHuA B pasgene:

6.1 MapameTtpbl Ethernet-uxntepdelicos
Bepcua 1.3 29.07.2022 [JobasneH pasgen:

20 KOHOUTYPALMA VXLAN
Bepcua 1.2 31.01.2022 Bropas nybavkauus
Bepcua 1.1 04.02.2021 Mepeasa nybamkauma
Bepcua nporpammuoro | 6.6.12
obecneyeHus
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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[

B KBaApaTHbIX cKobKax B KOMaH,D,HOﬁ CTPOKe yKa3blBaloTCA Heobn3aTeNibHble napa-
MEeTpPbI, HO X BBO, NpeaocCTaBaAEeT onpeaeneHHble 4ONONTHUTE/IbHbIE ONLUUMN.

{}

B ¢urypHbIX CKOBKax B KOMAaHAHOM CTPOKe YKa3blBatoTcA 0b6s3aTesIbHble NapaMeTpsbl.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCAaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHNA ANaNa30HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUANY.

«/»

,ﬂ,aHHblﬁ 3HaK Npu yKkasaHuu 3HaAYeHU nepemeHHbIX pa3aenAaeT BO3MOKHblE 3Ha4YeHUA
M 3Ha4YeHnA No YMON4YaHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepemMeHHble nan napameTpbl, KOTopblie Heobxoanmo
3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM UK CTPOKOW.

MoayxcupHsiii Kypcue

MoNYXMPHBIM KYPCMBOM BblAENEHbI NMPUMEYAHUA U NPeaynpeRaeHus.

<lMonyxrcupHuolii
Kypcus>

MoNY>KMPHbIM KYPCUBOM B YFNOBbIX CKOBKAX YKa3blBalOTCA Ha3BaHMA KAaBUL Ha KNa-
Buarype.

Courier New

MNonyxupHbim Wpndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

MpumeyaHua U npegynpexaeHus

MpumeyvaHuA copep:KaT BaXkKHYI0 MHGOPMALMIO, COBETbI MU PEKOMEHAALMM NO
MCNOJIb30BaHMWIO U HAaCTPOIKe YCTPOUCTBA.

MpeaynpexaeHna UHGOPMUPYIOT NOb30BaTENA O CUTYaLMUAX, KOTOPble MOTYT HAHECTHU Bpea
l YCTPOUCTBY MU YENOBEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTPOMCTBA MM NOTEPE AaHHDIX.
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1 HACTPOWKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

snmp-server server
snmp-server community public ro

snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKHUE OBO3HAYEHUA

e iflndex — nHaekc nopTa.

MoxeT npuHUMmaThb cnegyowme 3HaYeHUA:

1. KommyTtaTopbl AocTyna

Mogaenb KommyTaTopa NHaeKcebl

- uHAeKeol 49-72 — gigabitethernet 1/0/1-24

- nHaekcbl 105-108 — tengigabitethernet 1/0/1-4
- MHAEeKcbl 157-180 — gigabitethernet 2/0/1-24

- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4
- MHAEKCbl 265-288 — gigabitethernet 3/0/1-24

- nHaeKcbl 321-324 — tengigabitethernet 3/0/1-4

MES2300-08 - MHAeKcbl 373-396 — gigabitethernet 4/0/1-24
MES2300-08P - HAeKeol 429-432 — tengigabitethernet 4/0/1-4
MES2300-24 L

- nHaeKcol 481-504 — gigabitethernet 5/0/1-24
MES2300-24P
MES2300B-24 - MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4
MES2300B-24F - MHAEeKcbl 589-612 — gigabitethernet 6/0/1-24

MES2300D-24P - MHAeKcbl 645-648 — tengigabitethernet 6/0/1-4

- MHAeKcbl 697-720 — gigabitethernet 7/0/1-24

- MHAEeKcbl 753-756 — tengigabitethernet 7/0/1-4
- MHAeKcbl 805-828 — gigabitethernet 8/0/1-24

- MHAEeKcbl 861-864 — tengigabitethernet 8/0/1-4
- nHaeKebl 1000-1122 — Port-Channel 1-123

- UHaeKebl 7000-7063 — loopback 1-64

- MHAeKcbl 121-132 — tenGigabitEthernet1/0/1-12
- MHAeKcbl 145-148 — twentyFiveGigaEthernet1/0/1-4
- MHAeKcbl 283-294 — tenGigabitEthernet2/0/1-12
- uHaekcbl 307-310 — twentyFiveGigaEthernet2/0/1-4
MES2310-12XU . .
- MHAeKcbl 445-456 — tenGigabitEthernet3/0/1-12
- MHAeKcbl 469-472 — twentyFiveGigaEthernet3/0/1-4
- MHAeKcbl 607-618 — tenGigabitEthernet4/0/1-12

- MHAeKcbl 631-634 — twentyFiveGigaEthernet4/0/1-4
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- MHAeKcbl 769-780 — tenGigabitEthernet5/0/1-12

- MHAeKcbl 793-796 — twentyFiveGigaEthernet5/0/1-4

- MHAeKcbl 931-942 — tenGigabitEthernet6/0/1-12

- MHAEeKcbl 955-958 — twentyFiveGigaEthernet6/0/1-4

- uHaekcbl 1093-1104 — tenGigabitEthernet7/0/1-12

- uHAeKcbl 1117-1120 — twentyFiveGigaEthernet7/0/1-4
- MHAEeKcbl 1255-1266 — tenGigabitEthernet8/0/1-12

- HAeKcbl 1279-1282 — twentyFiveGigaEthernet8/0/1-4
- nHAaekcbl 3000-3122 — Port-Channel 1-123

- nHAaekcbl 7000-7063 — loopback 1-64

2. KommyTtaTtopsbl arperauum

Mogaenb KommyTaTopa

UHAaeKcebl

MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F

- MHAeKcbl 49-72 — gigabitethernet 1/0/1-24

- nHaekcobl 105-108 — tengigabitethernet 1/0/1-4
- nHaeKcbl 157-180 — gigabitethernet 2/0/1-24

- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4
- MHAEKCbl 265-288 — gigabitethernet 3/0/1-24

- nHaeKcbl 321-324 — tengigabitethernet 3/0/1-4
- MHAeKcbl 373-396 — gigabitethernet 4/0/1-24

- MHAeKcbl 429-432 — tengigabitethernet 4/0/1-4
- nHaeKcol 481-504 — gigabitethernet 5/0/1-24

- MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4
- MHAEeKcbl 589-612 — gigabitethernet 6/0/1-24

- MHAeKcbl 645-648 — tengigabitethernet 6/0/1-4
- MHAeKcbl 697-720 — gigabitethernet 7/0/1-24

- MHAEeKcbl 753-756 — tengigabitethernet 7/0/1-4
- nHaeKcbl 805-828 — gigabitethernet 8/0/1-24

- MHAEeKcbl 861-864 — tengigabitethernet 8/0/1-4
- nHaeKebl 1000-1122 — Port-Channel 1-123

- UHaeKebl 7000-7063 — loopback 1-64

MES5312

MES5316A
MES5324A
MES5332A

- MHAeKcbl 1-32 — tengigabitethernet 1/0/1-32

- MHAeKcbl 53-84 — tengigabitethernet 2/0/1-32

- nHaeKcbl 105-136 — tengigabitethernet 3/0/1-32
- MHAeKcbl 157-188 — tengigabitethernet 4/0/1-32
- uHAeKcbl 209-240 — tengigabitethernet 5/0/1-32
- MHAEeKcbl 261-292 — tengigabitethernet 6/0/1-32
- uHaeKcbl 313-344 — tengigabitethernet 7/0/1-32
- MHAEeKcbl 365-396 — tengigabitethernet 8/0/1-32
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- nHgeKebl 1000-1127 — Port-Channel 1-128
- HAaekcbl 7000-7063 — loopback 1-64

3. WNHaycTpuanbHble KOMMYTATOPbI

Mopaenb KommyTtaTopa

UHAaeKcebl

MES2300DI-28

- MHAEeKcbl 49-76 — gigabitethernet 1/0/1-28

- MHAEeKcbl 157-184 — gigabitethernet 2/0/1-28
- UHAEKCbI 265-292 — gigabitethernet 3/0/1-28
- nHaekeol 373-400 — gigabitethernet 4/0/1-28
- MHAeKcbl 481-508 — gigabitethernet 5/0/1-28
- MHAeKcbl 589-616 — gigabitethernet 6/0/1-28
- MHAeKcbl 697-724 — gigabitethernet 7/0/1-28
- MHAeKcbl 805-832 — gigabitethernet 8/0/1-28
- MHAeKebl 1000-1122 — Port-Channel 1-123

- HAaeKcbl 7000-7063 — loopback 1-64

MES35001-08P
MES35001-10P

- MHAeKcbl 49-60 — gigabitethernet 1/0/1-12
- MHAeKebl 1000-1122 — Port-Channel 1-123
- HAaeKcbl 7000-7063 — loopback 1-64

MES35001-8P8F

- MHAeKcbl 49-64 — gigabitethernet 1/0/1-16

- MHAeKcbl 105-106 — tengigabitethernet 1/0/1-2
- nHaekcbl 1000-1122 — Port-Channel 1-123

- HAaekcbl 7000-7063 — loopback 1-64

4. KommyTtaTtopbl ana U0,

Mogaenb KommyTaTopa

UHpeKcenbl

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48

- MHAeKcbl 1-48 — tengigabitethernet 1/0/1-48

- MHAeKcbl 49-72 — twentyfivegigabitethernet 1/0/1-24

- nHaekcbl 103-108 — hundredgigabitethernet 1/0/1-6

- uHAeKcbl 109-156 — tengigabitethernet 2/0/1-48

- uHaeKcbl 157-180 — twentyfivegigabitethernet 2/0/1-24
- MHAeKcbl 211-216 — hundredgigabitethernet 2/0/1-6

- MHAeKcbl 217-264 — tengigabitethernet 3/0/1-48

- MHAEKcbl 265-288 — twentyfivegigabitethernet 3/0/1-24
- nHaekcbl 319-324 — hundredgigabitethernet 3/0/1-6

- MHAeKcbl 325-372 — tengigabitethernet 4/0/1-48

- uHaeKcbl 373-396 — twentyfivegigabitethernet 4/0/1-24
- nHAeKcbl 427-432 — hundredgigabitethernet 4/0/1-6

- uHaekcbl 433-480 — tengigabitethernet 5/0/1-48

- uHAeKcbl 481-504 — twentyfivegigabitethernet 5/0/1-24
- nHaeKcbl 535-540 — hundredgigabitethernet 5/0/1-6
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- MHaeKcbl 541-588 — tengigabitethernet 6/0/1-48

- Haekeobl 589-612 — twentyfivegigabitethernet 6/0/1-24
- MHAEeKcbl 643-648 — hundredgigabitethernet 6/0/1-6

- MHAEKcbl 649-696 — tengigabitethernet 7/0/1-48

- HaeKeobl 697-720 — twentyfivegigabitethernet 7/0/1-24
- MHAeKcbl 751-756 — hundredgigabitethernet 7/0/1-6

- MHAeKcbl 757-804 — tengigabitethernet 8/0/1-48

- nHaekcol 805-828 — twentyfivegigabitethernet 8/0/1-24
- nHaekKcbl 859-864 — hundredgigabitethernet 8/0/1-6

- HaeKebl 1000-1127 — Port-Channel 1-128

- HAeKcbl 7000-7063 — loopback 1-64

- uHaekceol 1-24 — TwentyFiveGigaEthernet1/0/1-24

- MHAeKcbl 49-56 — TwentyFiveGigaEthernet1/0/49-56

- uHaeKcbl 103-104 — HundredGigabitEthernet1/0/1-2

- uHaekeol 109-132 — TwentyFiveGigaEthernet2/0/1-24
- uHaeKcbl 133-140 — TwentyFiveGigaEthernet2/0/49-56
- MHAeKcbl 211-212 — HundredGigabitEthernet2/0/1-2

- uHAeKebl 217-240 — TwentyFiveGigaEthernet3/0/1-24
- MHAEeKCbl 265-272 — TwentyFiveGigaEthernet3/0/49-56
- nHaekcbl 319-320 — HundredGigabitEthernet3/0/1-2

- nHaeKcbl 325-348 — TwentyFiveGigaEthernet4/0/1-24
- nHaekKcbl 373-380 — TwentyFiveGigaEthernet4/0/49-56
- nHAeKcbl 427-428 — HundredGigabitEthernet4/0/1-2

- uHaeKcbl 433-456 — TwentyFiveGigaEthernet5/0/1-24

MES5320-24 - nHaekcol 481-488 — TwentyFiveGigaEthernet5/0/49-56
- MHAeKcbl 535-536 — HundredGigabitEthernet5/0/1-2
- MHAeKcbl 541-564 — TwentyFiveGigaEthernet6/0/1-24
- MHAeKcbl 589-596 — TwentyFiveGigaEthernet6/0/49-56
- MHAEKcbl 643-644 — HundredGigabitEthernet6/0/1-2
- MHAeKcbl 649-672 — TwentyFiveGigaEthernet7/0/1-24
- MHAeKcbl 697-704 — TwentyFiveGigaEthernet7/0/49-56
- MHAEKcbl 751-752 — HundredGigabitEthernet7/0/1-2
- MHAeKcbl 757-780 — TwentyFiveGigaEthernet8/0/1-24
- uHaeKcbl 805-812 — TwentyFiveGigaEthernet8/0/49-56
- MHAeKcbl 859-860 — HundredGigabitEthernet8/0/1-2
- nHaekebl 1000-1127 — Port-Channel 1-128
- nHaeKebl 7000-7063 — loopback 1-64
- uHAeKcbl 1-32 — hundredgigabitethernet 1/0/1-32
MES5500-32

- uHaekcbl 33-160 — twentyfivegigabitethernet 1/0/1-128
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- MHAeKcbl 161-162 — tengigabitethernet 1/0/1-2

- nHaekeol 163-194 — hundredgigabitethernet 2/0/1-32

- MHAeKcbl 195-322 — twentyfivegigabitethernet 2/0/1-128
- MHAeKcbl 323-324 — tengigabitethernet 2/0/1-2

- HAeKcbl 325-356 — hundredgigabitethernet 3/0/1-32

- MHAeKcbl 357-484 — twentyfivegigabitethernet 3/0/1-128
- MHAeKcbl 485-486 — tengigabitethernet 3/0/1-2

- Haekeol 487-518 — hundredgigabitethernet 4/0/1-32

- nHAeKebl 519-646 — twentyfivegigabitethernet 4/0/1-128
- MHAEeKcbl 647-648 — tengigabitethernet 4/0/1-2

- nHAekKcbl 649-680 — hundredgigabitethernet 5/0/1-32

- nHaeKcbl 681-808 — twentyfivegigabitethernet 5/0/1-128
- uHaeKcbl 809-810 — tengigabitethernet 5/0/1-2

- uHaeKcbl 811-842 — hundredgigabitethernet 6/0/1-32

- nHaeKcbl 843-970 — twentyfivegigabitethernet 6/0/1-128
- nHAeKcbl 971-972 — tengigabitethernet 6/0/1-2

- uHAeKcbl 973-1004 — hundredgigabitethernet 7/0/1-32

- nHaekcbl 1005-1132 — twentyfivegigabitethernet 7/0/1-128
- nHaekcol 1133-1134 — tengigabitethernet 7/0/1-2

- uHAeKcbl 1135-1166 — hundredgigabitethernet 8/0/1-32
- MHAeKcbl 1167-1294 — twentyfivegigabitethernet 8/0/1-128
- nHAeKcbl 1295-1296 — tengigabitethernet 8/0/1-2

- nHAekebl 3000-3127 — Port-Channel 1-128

- nHaeKebl 7000-7063 — loopback 1-64

index-of-rule — uHaekc npasuaa B ACL Bcerga KpateH 20. Ecan npw co3gaHum npasun byayt
YKa3aHbl MHAEKCbl He KpaTHble 20, TO nocne nepes3arpyskn KoOMmyTaTopa MopAAKOBble HOMepPaA
npasun B ACL cTaHyT KpaTHbI 20;

3HaueHue nona N — B IP 1 MAC ACL nto6oe npasmao 3aHMmaeT oT 1 40 3 noselt B 3aBUCUMOCTU OT
ero CTPYKTypbl;

IP address — IP-agpec gns ynpaBaeHUs KOMMYTaTOpPOM;

B npvBeaeHHbIX B JOKYMEHTe Mpumepax UCMosb3yeTca creayowmin IP-agpec ans ynpaBneHus:
192.168.1.30;

ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBeaeHHbIX B AOKYMEHTe MpuUMepax ucrnonb3yetcs cnepyowmi IP-agpec TFTP-cepsepa:
192.168.1.1;

community — cTpoka coobuiecTsa (Napoab) gna Aoctyna no npotokoay SNMP.
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B npmueeaneHHbIX B AOKYMEHTE NPpUMepax NCnosib3yroTca caeagytouwme community:

private — npasa Ha 3anucb (rw);
public — npaBa Ha uTeHue (ro).
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3 PABOTA C PANNIAMMU

3.1 CoxpaHeHue KOHgu2ypayuu

CoxpaHeHue KoOHgU2ypayuu 8 3Hep20He3a8UCUMYH MaMAMb

MIB: rlcopy.mib

Ucnonb3syembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep

KomaHpa CLI:

copy running-config startup-config

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

CoxpaHeHue KOHguaypauuu 8 3Hepa203as8ucuMyto Nnamsame U3 SHepaoHe3asucumoli

MIB: rlcopy.mib

Ucnonbsyembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep

Komanpga CLI:

copy startup-config running-config

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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YoaneHue KOH@uU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: RADLAN-rndMng

Ucnonb3syembie Tabnnupl: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.2.0 1 {eraseStartupCDB (20)}

Mpumep yganeHus startup-config

KomaHpa CLI:
delete startup-config

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.2.0 1 20

BoinosHeHuUe commit HO Kommymamope

MIB: RADLAN-rndMng

Ucnonb3syemble Tabauubi: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c¢ <community> <address> 1.3.6.1.4.1.89.1.2.0 1 102 \
1.3.6.1.4.1.35265.1.23.1.10.3.1.2.0 <rollback timer>

Mpumep

Komanpga CLI:
Commit at 1200

Komanga SNMP:

snmpset -v2c -c private 192.168.70.13 1.3.6.1.4.1.35265.1.23.1.10.3.1.2.0 u
1200 \

1.3.6.1.4.1.89.1.2.0 1 102

BoinonHeHue confirm Ha Kommymamope

MIB: RADLAN-rndMng

Ucnonb3syembie Tabnanupi: rndAction — 1.3.6.1.4.1.89.1.2
snmpset -v2c¢ -c¢ <community> <address> 1.3.6.1.4.1.89.1.2.0 1 103 \

Mpumep

KomaHpa CLI:

confirm

KomaHga SNMP:
snmpset-v2c -c private 192.168.70.13 1.3.6.1.4.1.89.1.2.0 i 103
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3.2 Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu u3 sHepao3asucumoli namamu Ha TFTP-cepsep

MIB: RADLAN-COPY-MIB

Ucnonb3syembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

v/

=
3

e

P
3
3

.3.
3
3
3
3

o O O O O)Y O)Y O

e

[ N TSN

set -v2c
.4.

e

—-C

.89
.89.
.89.
.89
.89
.89.
.35265.

<community> -t 5 -r 3 <IP address> \
1.3.1 1 {local(l)} \

.87
87.
87.
.87.
.87.
87.

L2,

RN DNDDNDN

S Y e

.7.1 i {runningConfig(2)} \

.8.1 1 {tftp(3)} \

.9.1 a {ip address of tftp server} \

.11.1 s "MES-config.cfg" \

.17.1 1 {createAndGo (4)} \

3.3.11.1.1.1 i {number of vrf (default 1)}

KomaHpga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)} npumeHsaertca B cny-
Yyae UCNo/sib30BaHUA OTAIMYHOrO OoT AedonTHoi VRF.

Mpumep KonupoBaHua U3 running-config Ha TFTP-cepeep

= = W =

1.

3.

w w wwww

6.

o) O O O)Y O)Y O

1.

= = W =

[ N R T S JTAN

Komanga CLI:
copy running-config tftp://192.168.1.1/MES-config.cfg [vrf test]

4.

1.
.89.

= = W =

.89

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
2.

89.

.89.
.89.
.89.
.352

87
87.

.87.

87.
87.
87.
65.

NN DNDDNDDN

1

1
1
1.
1
1
2

.3
L7

L1110\
1120\
.8.1 1 3\
9.1 a 192.168.1.1 \

11.1 s "conf.cfg" \
17.1 1 4 \

3.3.11.1.1.1 1 2

v/

KomaHpa 1.3.6.1.4.1.35265.1.23.3.11.1.1.1i 2 npumeHseTca B ciy4ae UCNOJIb30BaHUA OT/INY-
Horo oT gedontHoii VRF: vrf test.

KonuposaHue KoHgu2ypayuu 8 aHep203asucumyro namams ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonbsyembie Tabnnupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c
1.

v/

e = N =

3.

wwwwww

O O)Y OY O O) O)Y O

I N S S S

4.

[ N N > TN

I N S S S

-C

.89.
.89.
.89.

.89

.89.
.89.

.35

<community> -t 5 -r 3 <IP address> \
2.

87

87.
87.

.87.

87.
87.

265.

R NN DNDDNDDN

1
1
1
.1
1
2

1

3.1 i {tftp(3)} \

.4.1 a {ip address of tftp server} \

.6.1 s "MES-config.cfg" \

.8.1 1 {local(l)} \

.12.1 i {runningConfig(2)} \

.17.1 1 {createAndGo (4)} \

3.3.11.1.1.1 i {number of vrf (default 1)}

KomaHpga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)} npumeHsaertca B cny-
yae MCNo/ib30BaHUA OT/IMYHOrO oT aedontHoii VRF.
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Mpumep KonuposaHusa ¢ TFTP-cepeepa B running-config

KomaHaa CLI:
copy tftp://192.168.1.1/MES-config.cfg running-config [vrf test]

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4 \
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i 2

V KomaHpa 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i 2 npumeHAETCA B CAy4ae UCNO/Ib30BaHUA OTAIUY-
Horo oT aedontHoit VRF: vrf test.

MIB: rlcopy.mib

Ucnonb3syembie Tabnnupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <Ip address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s {config} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {candidate-config (102)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHusa ¢ TFTP-cepeepa B candidate-config

Komanpga CLI:
copy tftp://192.168.1.1/MES-config.cfg candidate-config

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.70.13 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.69.198 \
1.3.6.1.4.1.89.87.2.1.6.1 s "5400.txt" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 102 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

KonuposaHue KoHgu2ypauuu u3 aHepaoHe3asucumol namamu Ha TFTP-cepsep

MIB: ¢aitn rlcopy.mib

Ucnonb3ayembie Tabnnupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}\
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)}

V Komanga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)} npumenserca B cny-
4yae UCNo/ib30BaHUA OTAUYHOrO oT gedontHoi VRF.
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Mpumep KonuposaHua u3s startup-config Ha TFTP-cepsep

KomaHaa CLI:
boot config tftp://192.168.1.1/MES-config.cfg [vrf test]

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4 \
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i 2

V KomaHpa 1.3.6.1.4.1.35265.1.23.3.11.1.1.1i 2 npumeHAeTcA B C/1y4ae UCNOIb30BAHUA OT/INY-

Horo oT aedontHoit VRF: vrf test.

KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MiB: RADLAN-COPY-MIB

Ucnonbsyembie Tabnnupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 i {local(1l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonuposBaHua startup-config c TFTP-cepsepa

KomaHpa CLI:
boot config tftp://192.168.1.1/MES-config.cfg

Komanga SNMP:
snmpset -v2c¢ -c¢ private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

[lepesod cucmemobi KonuposaHud no TFTP e onpedeneHHbil VRF

MIB: eltip.mib
Ucnonbsyembie Tabnauupl: eltTftpSourceVrf — 1.3.6.1.4.1.35265.1.23.91.9.1.0

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.91.9.1.0 1 {number of VRF (default(l))}
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Mpumep nepesoga cuctembl KonuposaHua no TFTP B onpeaeneHHbin VRF:

KomaHpa CLI:

ip tftp source-vrf test

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.1.23.91.9.1.0 1 2

3.3 ABMOKOH@u2ypuposaHue Kommymamopa

BKrtoyeHUe asmomamuyecko20 KoHguaypuposaHusa, basupyrowe2oca Ha DHCP (sKaroyeHo no

ZMOﬂqGHUDZ

MIB: radlan-dhcpcl-mib.mib

Ucnonb3yemble Tabauuybi: riDhcpClOption67Enable — 1.3.6.1.4.1.89.76.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 i {enable(l), disable(2)}

Mpumep

Komanga CLI:

boot host auto-config

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1

3.4 O6HosneHue Npo2pamMmMHOo20 obecrneyeHus

O6HosneHUE Npo2pammHo20 obecneyeHUs KoMmymamopa

Mpoxoaut B ABa 3Tana:

1. 3arpy3ka o6pa3sa NO

MiIB: RADLAN-COPY-MIB

Ucnonb3ayembie Tabnnupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c¢ <community> <IP address> \

w
[e)}

I S S SR
oY Oy OV oY OO

I S S SR
NSO O O NI

www www

1.

R R R e

89.
.89.
.89.
.89.
.89.
.89.
.35265.

87

.2
87.
87.
87.
87.
87.

EF NN DNDDNDDN

L1.3.1 1 {tftp (3)} \

.4.1 a {ip add of tftp server} \
.6.1 s "image name" \
.8.1 i {local(l)} \

.17.1 1 {createAndGo (4) }\
3.3.11.1.1.1 i {number of vrf (default 1)}

1
1
1
.1.12.1 i {image(8)} \
1
2

KomaHpga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)} npumeHsaertca B cny-
4yae UCNo/ib30BaHUA OTAUYHOrO oT gedontHoi VRF.
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Mpumep

KomaHaa CLI:
boot system tftp://192.168.1.1/mes5300a-611-R2.ros [vrf test]

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "mes5300a-611-R2.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 1.3.6.1.4.1.89.87.2.1.12.1 1 8 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4 \
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 1 2

V KomaHpa 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i 2 npumeHsAeTca B C/ly4ae UCNOJIb30BAHUA OT/INY-
Horo oT gedonTtHoii VRF: vrf test.

2. CmeHa aKTUBHOro 0bpasa KommyTtaTopa
MIB: RADLAN-DEVICEPARAMS-MIB

Ucnonb3zyemble Tabauubi: rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 i {imagel (1), image2 (2)}

Mpumep

Komanga CLI:
boot system inactive-image

KomaHnaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 i 1

« Mocne 3arpy3ku MO c TFTP-cepBepa AaHHaA KOMaHAA NPUMEHAETCA aBTOMATUYECKMU.

[lepe3az2py3ka Kommymamopa

MIB: rimng.mib

Ucnonbsyemble Tabnuubi: rIRebootDelay — 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.10.0 t {3anmepxka BpeMeHM Iepen Iepe3arpy3Kol}

Mpumep nepesarpysKku, OTI0}KEHHOWU Ha 8 MUHYT

KomaHpa CLI:
reload in 8

KomaHaa SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

V [na yKasaHMA MOMeHTabHO Nepe3arpysku TpebyeTtca yKasaTb 3HaueHue t=0.
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[Mpocmomp obpasa 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbsyembie Tabnnupi: rndActiveSoftwareFile — 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.2

Mpumep

KomaHpa CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

V 1) Bo3mMoOKHble BapUaHTbI:

imagel(1)
image2(2)

2) NocmoTpeTb AKTUBHbIN ob6pas no nocne nepesarpysku MOXHO B
rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3.

[Mpocmomp 3az2pyxceHHbIx obpa3os 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3syembie Tabnnupl: rndimagelnfoTable — 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.16.1

Mpumep

Komanpga CLI:

show bootvar

KomaHnga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

pocmomp mekyuwiel sepcuu [10 Kommymamopa

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3syemble Tabnuupl: rndBrgVersion — 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep

KomaHpa CLI:

show version

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4
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[lpocmomp mekyweti HW sepcuu

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3ayembie Tabnuupl: genGroupHWVersion — 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep

KomaHpa CLI:
show system id

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1
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4 YNPABNIEHUE CUCTEMOW

4.1 CucmemHble pecypcol

[Mpocmomp cepuliHo20 HOMepa KOMMymamopa

MIB: riphysdescription.mib

Ucnonb3ayemblie Tabnunupl: riPhdUnitGenParamSerialNum — 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep

KomaHpa CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

[Mpocmomp uHgopmayuu o 3az2py3ke tcam

MiB: RADLAN-QOS-CLI-MIB

Ucnonbsyemble Tabnuupbi: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep

KomaHpa CLI:
show system tcam utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MAKCUMAabHO20 KOAUYECMBA XOCMO8

MIB: rltuning.mib

Ucnonb3ayembie Tabnunupi: rsMaxlpSFftEntries — 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep

Komanpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1
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[Ipocmomp UCrnonb3yemo20 Koau4ecmada Xxocmos

MIB: rifft.mib

Ucnonb3ayembie Tabnunupl: riSysmngTcamAllocinUseEntries — 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

Mpumep

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

[Ipocmomp MaKcuMasibHO20 KO/AU4Yecmaa Mapuwpymos

MIB: rltuning.mib

Ucnonb3ayemblie Tabnunupl: rsMaxlpPrefixes — 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

[Ipocmomp UcCnonb3yemo20 Koau4ecmea mapuipymos

MIB: rlip.mib
Ucnonb3ayembie Tabnunupi: rlipTotalPrefixesNumber — 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25
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[Tpocmomp MaKcuManb6HO20 Koaudecmea IP-uHmepdgelicos

MIB: rltuning.mib

Ucnonb3ayembie Tabnnupl: rsMaxlpinterfaces — 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1

[pocmomp ucnonb3zyemo20 Konuyecmaa IP-uHmepagelicos

MIB: rlip.mib
Ucnonb3syembie Tabnunupl: rlipAddressesNumber — 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

[Mpocmomp cucmemHo2o MAC-adpeca Kommymamopd

MIB: rlphysdescription.mib

Ucnonbsyemble Tabnuupbi: riPhdStackMacAddr — 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

Mpumep

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7
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[Tlpocmomp Uptime kommymamopa

V KomaHpa aKyTtanbHa gna Uptime meHble 497 gHeid.

MIB: SNMPv2-MIB

Ucnonbsyembie Tabnunupl: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

Mpumep npocmoTpa Uptime KommyTtaTopa

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

[Mpocmomp cuémyuka Uptime Kommymamopa 8 CeKyHOax

MIB: eltSystemGlobal.mib
Ucnonb3zyemble Tabauubi: eltSysUpTimelnSec - .1.3.6.1.4.1.35265.1.23.1.10.3.1.1

snmpget -v2c -c <community> <IP address> \
.1.3.6.1.4.1.35265.1.23.1.10.3.1.1.0

MpocmoTp cuétunka Uptime KommyTaTopa B CEKYHAAX

KomaHaa SNMP:
snmpget -v2c -c private 192.168.1.30 \
.1.3.6.1.4.1.35265.1.23.1.10.3.1.1.0

[pocmomp cuémyuka Uptime kommymamopa 8 ceKyHOax 0419 OHUMA 8 CMeKe

MIB: ELTEX-PHYSICAL-DESCRIPTION-MIB.mib
Ucnonb3ayembie Tabnunupl: eltPhdUnitEnvParamTable -.1.3.6.1.4.1.35265.1.23.53.7

snmpget -v2c -c <community> <IP address> \
.1.3.6.1.4.1.35265.1.23.53.7.1.1.{unit}

MpocmoTp cuétunka Uptime KommyTaTopa B CEKYHAAX ANA IOHUTA B CTEKe

KomaHga SNMP:
snmpget -v2c -c private 192.168.1.30 \
.1.3.6.1.4.1.35265.1.23.53.7.1.1.1
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[Tlpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonb3yemble Tabnuubi:
sysUpTime — 1.3.6.1.2.1.1.3
ifLastChange — 1.3.6.1.2.1.2.2.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmoTtpa Uptime noprta TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface status TenGigabitethernet 1/0/23

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.23

/ M3 BbiBOAa NepBoii KOMaHAbl HEO6X0AUMMO OTHATbL BbIBOA, BTOPOit KOMaHAbl. MonyyeHHoe
3HaueHue u byget aBnaTbca uptime nopra.

BKroyeHue cepguca MoOHUMOpPUH2a npuxodauwe2o Ha CPU mpaguka

MIB: rlsct.mib

Ucnonbsyemble Tabnuubi: riSctCpuRateEnabled — 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 1 {true(l), false(2)}

Mpumep

Komanpga CLI:

service cpu-input-rate

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.203.1.0 1 1

[lpocmomp cyemyukos U Konu4ecmada obpabameisaemoix CPU nakemos 8 cekyHOy (mo munam

mga@uxa)

MIB: rlsct.mib

Ucnonb3ayembie Tabnuupl: eltCpuRateStatisticsTable — 1.3.6.1.4.1.35265.1.23.1.773.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.{rate in pps(2), packets count(3)}
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Mpumep npocmoTpa Konndectsa o6pabaTtbiBaembix CPU B ceKyHAy nakeTos

KomaHaa CLI:
show cpu input-rate detailed

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.2

V Mpueaska uHOeKcos K munam mpaguka:

stack(1)

http(2)

telnet(3)

ssh(4)

snmp(5)

ip(6)

arp(7)

arplnspec(8)

stp(9)

ieee(10)
routeUnknown(11)
ipHopByHop(12)
mtuExceeded(13)
ipv4Multicast(14)
ipv6Multicast(15)
dhcpSnooping(16)
igmpSnooping(17)
mldSnooping(18)
ttiIExceeded(19)
ipvalllegalAddress(20)
ipv4HeaderError(21)
ipDaMismatch(22)
sflow(23)
logDenyAces(24)
dhcpv6Snooping(25)
vrrp(26)
logPermitAces(27)
ipvéHeaderError (28)

UzmeHeHue numumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Ucnonb3syemble Tabnnupi: eltCPURateLimiterTable — 1.3.6.1.4.1.35265.1.23.1.773.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.{index} 1 {limiter value}

Mpumep yctaHoBKM orpaHmnuyeHua SNMIP-tpaduka ana CPU B 512 pps

KomaHpa CLI:
service cpu-rate-limits snmp 512

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.4 1 512
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/’ Criucok uHdeKcos:

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
eltCPURLTypelp(5)
eltCPURLTypelinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArpinspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypeLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)

MoHumopuHe 3a2py3Kku CPU

MIB: rimng.mib

Ucnonbsyemble Tabauubi:
rICpuUtilDuringlLastSecond — 1.3.6.1.4.1.89.1.7
rlICpuUtilDuringlLastMinute — 1.3.6.1.4.1.89.1.8
rICpuUtilDuringlLast5Minutes — 1.3.6.1.4.1.89.1.9

e 3arpyska 3a nocnegHux natb cekyHA: snmpwalk -v2c -c <community> <IP address>

1.3.6.1.4.1.89.1.7;

e 3arpyska 3a 1 muHyTy: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.8;
e 3arpyska 3a 5 muHyT: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.9.

Mpumep npocmoTpa 3arpy3ku CPU 3a nocnegHue NATb CEKYHA,

KomaHpa CLI:

show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BrnroyeHue moHumopuHaa 3a2py3ku CPU no npouyeccam

MIB: RADLAN-rndMng

Ucnonb3ayembie Tabnunupi: riCpuTasksUtilEnable — 1.3.6.1.4.1.89.1.6

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.6.0 i {true(l), false(2)}
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Mpumep

KomaHaa CLI:

service tasks-utilization

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.1.6.0 1 1

MoHumopuHe 3a2py3Kku CPU no npouyeccam

MIB: ELTEX-MES-MNG-MIB

Ucnonb3yemble Tabnuubi:

eltCpuTasksUtilStatisticsUtilizationDuringlLast5Seconds — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3
eltCpuTasksUtilStatisticsUtilizationDuringLastMinute — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.4
eltCpuTasksUtilStatisticsUtilizationDuringlLast5Minutes — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3.{5sec(3), 1min(4), 5min(5)}.{task index}

Mpumep NnpocmoTpa 3arpy3Ku No npoueccam 3a nociegHue 5 cekyHa,

KomaHpa CLI:
show tasks utilization

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3

Y

Mpueaszka uHAeKcoe K npoyeccam

LTMR (0) 35WQ (62) MSRP (124)
ROOT (1) POLI (63) MUXT (125)
HWAW (2) OBSR (64) DMNG (126)
IT18 (3) NTPL (65) DSYN (127)
Vi1 (4) L2HU (66) HSES (128)
MEMT (5) L2PS (67) HSEU (129)
DDFG (6) RROt (68) HSCS (130)
SYLG (7) LBDR (69) UDLS (131)
CDB_ (8) LBDT (70) L2TS (132)
SNMP (9) SFSM (71) STPS (133)
NTST (10) NSCT (72) DTSA (134)
CNLD (11) UDLD (73) SS2M (135)
I0TG (12) NSFP (74) DSND (136)
IOUR (13) NVCT (75) STMB (137)
I0TM (14) NACT (76) MRDP (138)
CPUT (15) NSTM (77) MLDP (139)
HOST (16) NINP (78) XMOD (140)
CPUM (17) CNCT (79) URGN (141)
STUT (18) QStT (80) AAAT (142)
MEMV (19) STPT (81) AATT (143)
TBI_ (20) L2PT (82) SCPT (144)
BRMN (21) L2UT (83) DH6C (145)
TMNG (22) BRGS (84) RCLA (146)
COPY (23) FHSS (85) RCLB (147)
TRNS (24) FHSF (86) RCDS (148)
MROR (25) FLNK (87) PVNT (149)
DFST (26) FFTT (88) SETX (150)
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SFTR (27) IPAT (89)
SFMG (28) IP6M (90)
HCLT (29) IP6L (91)
HCPT (30) IP6C (92)
HCWT (31) IP6R (93)
EVLC (32) RPTS (94)
SELC (33) ARPG (95)
SCLC (34) IPG_ (96)
EVAU (35) DNSC (97)
SEAU (36) ICMP (98)
EVFB (37) TFTP (99)
EVLT (38) IPRD (100)
EPOE (39) PNGA (101)
EVSC (40) SLAP (102)
EVAN (41) UDPR (103)
CRPT (42) VRRP (104)
HUTT (43) TRCE (105)
HUTX (44) SSLP (106)
ESTC (45) WBSO (107)
SSTC (46) WBSR (108)
DSPT (47) GOAH (109)
12DT (48) HTTC (110)
UNQt (49) ECHO (111)
BOXS (50) TNSR (112)
BSNC (51) TNSL (113)
BOXM (52) SSHP (114)
B_RS (53) SSHU (115)
TRMT (54) SSHS (116)
D_SP (55) SSHL (117)
D_LM (56) PTPT (118)
PLCT (57) NBBT (119)
PLCR (58) MDLS (120)
SW2M (59) MSDP (121)
exRX (60) LICT (122)
3SWF (61) SQIN (123)

[Mpocmomp obwez2o0 obvema onepamugHol namamu

MIB: ELTEX-PROCESS-MIB.mib

EVTX (151)
SERX (152)
SCRX (153)
EVRX (154)
HLTX (155)
LACP (156)
GRN_ (157)
VPCM (158)
VPCB (159)
OAMT (160)
IPMT (161)
SNTP (162)
DHCP (163)
DHCp (164)
RELY (165)
MSSS (166)

WBAM (167)

WNTT (168)
RADS (169)
SPRT (170)
SNAS (171)
SNAE (172)
SNAD (173)
MNGT (174)
UTST (175)
SOCK (176)
SSHC (177)
TCPP (178)
MSCm (179)
STSA (180)
STSB (181)
STSC (182)
STSD (183)
STSE (184)
STSF (185)

Ucnonb3syemble Tabnuupl: eltexProcessMemoryEntry - 1.3.6.1.4.1.35265.41.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.41.1.2.1.1.{Ina MES5312, MES5316A, MES5324A, MES5332A — (3),
ona MES5400-24, MES5400-48, MES5500-32 — (5)1.0

Mpumep

KomaHpa CLI:

show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0
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[Mpocmomp c8obodH020 0b6bema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3yemble Tabnuubl: eltexProcessMemoryEntry - 1.3.6.1.4.1.35265.41.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.41.1.2.1.1.{Ona MES5312, MES5316A, MES5324A, MES5332A — (7),
ona MES5400-24, MES5400-48, MES5500-32 — (9)1.0

Mpumep

KomaHpa CLI:

show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

BkrtoyeHuUe nodoepiKu caepx0s1uHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib

Ucnonb3zyemble Tabauubl: rlJumboFrames — 1.3.6.1.4.1.89.91

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 i {enabled(l), disabled(2)}

Mpumep

Komanpga CLI:

port jumbo-frame

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1

4.2 CucmemHble napamempeol

KoHmponab cocmosHusa 6710K08 numaHus

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnunupi: riPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e OcHoBHoOWM 610K nuTaHma: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.2;
e PesepBHbIi 610K NUTaHKUA: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.3.

Mpumep NnpocmoTpa COCTOAHUA OCHOBHOTO 610Ka NUTaHnA

Komanpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2

30

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

/" 1) anAa ocHOBHOro 610Ka NUTaHMA BO3MOXHbI c/ieaylowme CoOCTOAHUA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

2) ana pesepBHOro 6J10Kka NUTaHUA BO3MOXKHbI C/lieAylowue COCTOAHUA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

KoHmponb cocmosaHua 6eHMUAAMopos

MIB: riphysdescription.mib

Ucnonb3syembie Tabnunupli: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

BeHtunatop 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.4
BeHTmaatop 2: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.5
BeHtunatop 3: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.6
BeHtunatop 4: snmpwalk -v2¢ -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.7

Mpumep npocmoTpa cOCTOAHUA BeHTUAATOpa 3 KommyTatopa MES5332A

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

/) Bo3MOXKHbI ciegytowme COCTOAHMUA:

normal (1)
notFunctioning (5)

KoHmposab nokasaHuli memmnepamypHbix 00dmyuKos

MIB: RADLAN-MIB
Ucnonb3syembie Tabnnupli: rlEnv — 1.3.6.1.4.1.89.83.2.1.1.1.4
TemnepaTtypHbIit gatunk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.83.2.1.1.1.4

Mpumep npocmoTpa TemnepaTypbl faTYUKa

Komanpga CLI:
show system sensors

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.83.2.1.1.1.4
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KoHmposab cocmosaHusa memnepamypHbiX 0amYyuKos

MIB: riphysdescription.mib
Ucnonbayembie Tabnnupli: riPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

TemnepaTtypHbIi gatumnk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.11

Mpumep

KomaHpa CLI:
show system sensors

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.11

4.3 [lapamempbl cmeka

MoHUMOpUH2 napamempos cmekxa

MIB: riphysdescription.mib

Ucnonb3syembie Tabnunupl: riPhdStackTable — 1.3.6.1.4.1.89.53.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4

Mpumep npocmoTpa napameTpoB CTeKa

KomaHpa CLI:
show stack

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MoHUmMopuUH2 CMeKo8bIX Mopmos

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnunupl: riCascadeTable — 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23

Mpumep NpocMmoTpa COCTOAHMUA CTEKOBbIX NOPTOB

Komanpga CLI:
show stack links

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23
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4.4 YnpaeneHue ycmpolicmeom

3a0ams/cmeHums hostname Ha ycmpolicmee

MIB: SNMPv2-MIB

Ucnonb3ayemble Tabnunupl: sysName — 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

Mpumep npucsoeHunsa hostname "mes5332A"

KomaHpa CLI:
hostname mes2324

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes5332A"

BKﬂfO‘—IEHUE/OmeIiOLIeHUE management acl

MIB: RADLAN-MNGINF-MIB

Ucnonbsyemble Tabnuubi:
rIMngInfEnable — 1.3.6.1.4.1.89.89.2
rIMngInfActiveListName — 1.3.6.1.4.1.89.89.3

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.89.2.0 i {true(l), false(2)}\
1.3.6.1.4.1.89.89.3.0 s {name}do ping

Mpumep BKAlOYeHUA management acl c umeHem eltex

Komanga CLI:
management access-class eltex

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 1 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Ycnons3o8aHue ymuaumel ping

MIB: rlapplication.mib

Ucnonb3syemble Tabnuupl: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} i {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} i {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} 1 {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} i {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} 1 {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{(1IpP address>} i {createAndGo (4), destroy(6),
active (1)}
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Mpumep KomaHAabl ping y3na 192.168.1.1

KomaHaa CLI:

ping 192.168.1.1 count 10 size 250 timeout 1000
KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 1 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 1 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 1 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 i 4
V MNpu ycraHoBKke B none rsPingEntryStatus 3HaueHuna 4 (createAndGo) cospaértca wm

aKTUBUpYeTCA onepauma ping.

Yro6bl NOBTOPHO MPONMHIOBaTb YAaNEHHbIN XocT, Tpebyerca B none rsPingEntryStatus
BbICTaBUTb 3HaueHue 1(active).

Nocne oKoHYaHMA onepauumn o06s3aTenbHO HaAo yAa/UTb BCe 3aNMUCHU, BbICTaBUMB B nose
rsPingEntryStatus 3HaueHue 6 (destroy). UHaue uepes CLI u SNMP onepauuio ping ao
OPYroro XocTa BbiNOJIHUTb He yAacTCcA.

MNpumep ypaneHus:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1i 0\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1i 2\
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1i 6

MoHuUmopuH2 ymuaumei ping

MIB: rlapplication.mib

Ucnonb3ayembie Tabnanupi: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1
snmpwalk -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.{KomnuecTBO OTIPAaBJIEHHX NakeToB (7), KommMuecTBO HNPMHSATEIX
nakeToB (8), MuHuMaJbHOe BpeMms orTBeTa (9), CpenuHue Bpemsa oreetTa (10), MakcuMaJibHOE
BpeMsa oTeBeTa (11)}

Mpumep NpocMmoTpa KOANYECTBA NPUHATLIX NAaKeTOB

KomaHpa CLI:
ping 192.168.1.1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8

V Mpu yctaHoBKe B none rsPingEntryStatus 3HaueHua 6 (destroy) moHuTOpUHr 6Gyaer
3anpeLyéH A0 CO3AaHMUA HOBOW onepauuu.
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Hacmpolika cucmemHo20 xypHaaa

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Ucnonbsyembie Tabnamupbl: snmpSyslogCollectorEntry — 1.3.6.1.4.1.89.82.1.2.4.1

snmpset -v2c -c <community>
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-t 10 -r 5 <IP address> \
"{name}" \

{ipv4 (1), ipv6(2)} \

{ip add in HEX} \

{udp port number} \

{syslog facility(16-24)} \
{severity level} \
{createAndGo (4), destroy(6)}

I N S R S S
Bob-RSOX R

Mpumep pobasneHna cepsepa ANA NOrMPoBaHUA

KomaHpa CLI:

logging host 192.168.1.1 description 11111

KomaHaa SNMP:

snmpset -v2c -c private

1.3.6.1.4.1.89.
.89
.89.
.89.
.89.
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.89.

e
Wwwwww
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-t 10 -r 5 192.168.1.30 \

"11111" N\
1\
COA80101 \
514 \

23\
6\

4

R = )

Severity level 3adaemcsa cnedyrowum obpazom:

emergency(0),

alert(1),
critical(2),
error(3),

warning(4),

notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),

no-map(24)
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5 HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika adpeca SNTP-cepsepa

MIB: risntp.mib

Ucnonb3ayemble Tabnuupl: riISntpConfigServerinetTable — 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{1ip address in DEC.
pasmengnTcs TouKamMm} 1
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{1ip address in DEC.
paszmensaorca Toukamm} u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.{1ip address in DEC.
pasnmensanTcs Toukammu} i1 {createAndGo (4), destroy(6)}

Mpumep ykasaHna SNTP-cepsepa c IP-agpecom 91.226.136.136

{true(l), false(2). YkazaHue 3HaueHus poll}

IP-ampeca
IP-ampeca

IP-anpeca

Komanpga CLI:
sntp server 91.226.136.136 poll

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 1 1 \
3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
3.6.

1.
1. 1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4

YcmaHoska spemeHu onpoca 0189 SNTP-knueHma

MIB: risntp.mib

Ucnonbayembie Tabnaunupi: riSntpNtpConfig — 1.3.6.1.4.1.89.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}

Mpumep ycTaHOBKM BpemeHu onpoca B 60 ceKyHp,

Komanga CLI:
sntp client poll timer 60

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 1 60

V : YT0o6bl BEpHYTLCA K HACTPOMKaM NO YMOJIHAHUIO A0CTaTOYHO YCTaHOBUTbL BpemsA B 1024 cek.

Hacmpolika pabomsi 00HoadpecHbix SNTP-KnueHmos

MIB: risntp.mib

Ucnonb3syembie Tabnunupi: rISntpConfig — 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspeweHnsa nocnegosarenbHoro onpoca SNTP-cepsepos

KomaHaa CLI:
sntp unicast client poll

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosozo noaca

MIB: risntp.mib

Ucnonb3ayembie Tabnanupli: riTimeSyncMethodMode — 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZone}" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep ao06aBNeHNUA YACOBOro NOACA Ha YCTPOCTBE

KomaHpa CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00™ \
1.3.6.1.4.1.89.92.1.7.0 s "test"

[Mpocmomp mekyuwie2o cucmemHo20 8pemMeHU Ha ycmpolicmee

MIB: risntp.mib

Ucnonb3ayembie Tabnunupl: rndTimeSyncManagedDateTime - 1.3.6.1.4.1.89.92.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.4

Mpumep NPocMoOTPa TEKyLLEro BpeMeHU Ha YCTPOUCTBe

Komanpa CLI:

show clock

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 .1.3.6.1.4.1.89.92.1.4
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6 KOH®UrYPUPOBAHMUE UHTEP®EMNCOB

6.1 [lMapamempeol Ethernet-unmepgbelicos

[TIpocmomp Description nopma

MIB: IF-MIB nau eltMng.mib

Ucnonb3syembie Tabnuupl: ifAlias — 1.3.6.1.2.1.31.1.1.1.18 unu iflongDescr —
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmotpa Description Ha nHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interfaces description TenGigabitEthernet 1/0/23

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.23

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.23

Mpocmomp Description vlian

MIB: Q-BRIDGE-MIB

Ucnonb3syembie Tabnnupl: dotlqVlanStaticTable — 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Mpumep npocmotpa Description vian 100

Komanpga CLI:

show interfaces description vlan 100

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.1

[Tpocmomp ckopocmu Ha uHmepdgetice

MIB: IF-MIB

Ucnonb3syemble Tabnunupl: ifHighSpeed — 1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep BbiKAlOYEHUA negotiation Ha TenGigabitethernet 1/0/23

KomaHaa CLI:
show interface status TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.23

BKntoyeHue/8bikarYeHue a8mocoanaco8aHuUs CKOpocmu Ha uHmepaelice

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: swifSpeedDuplexAutoNegotiation — 1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} 1 {negotiation(l), no negotiation(2)}

Mpumep BbiKAOYEeHUA negotiation Ha TenGigabitethernet 1/0/23

Komanpga CLI:
interface TenGigabitethernet 1/0/23
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.23 1 2

YcmaHo8Ka pexumos a8moco2a1aco8aHUS CKOpocmu Ha uHmepgelice

MIB: swinterfaces.mib

Ucnonb3ayembie Tabnuupl: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities —
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x “{negotiation mode (HEX-string) }”

Mpumep HaCTpoOIiKK aBTOCOrNacoBaHMA Ha ckopoctu 1000f u 10000f Ha uHTepdeitce TenGigabitethernet
1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
negotiation 1000f 10000f

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.23 x 14

V 1) B asonuHon cuctreme 1000f u 10000f 3anucbiBaetca Kak 00110000000. B HEX
W cucteme cumcneHums ato 180.

2) Onucanue 6umos

Default(0),
Unknown(1),
TenHalf(2),
TenFull(3),
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FastHalf(4),
FastFull(5),
GigaHalf(6),
GigaFull(7),
TenGigaFull(8),
FiveGigaFull(9),
TwoPointFiveFull(10).

lMopadok bumos

109876543210

[lpocmomp duplex-pexcuma nopma

MIB: EtherLike-MIB

Ucnonb3zyemble Tabauubi: dot3StatsDuplexStatus — 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmoTtpa pexkuma duplex nopta TenGigabitEthernet 1/0/23

KomaHpa CLI:
show interfaces status TenGigabitEthernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.23

V‘ Pacwudpoeka ebidasdaembix 3HaYeHul
unknown (1)

halfDuplex (2)
fullDuplex (3)

CmeHa duplex-pexcuma Ha UHmMepgelice

MIB: RADLAN-rlInterfaces

Ucnonb3syembie Tabnunupl: swifDuplexAdminMode — 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{ifIndex} 1 {none(l),half(2),full (3)}

Mpumep cmeHbl pexkuma duplex nopra TenGigabitethernet 1/0/23

Komanpga CLI:
interface TenGigabitethernet 1/0/23
duplex half

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.23 1 2
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[pocmomp cpedsl nepedayu uHmMepgelica

MIB: EtherLike-MIB

Ucnonb3ayemble Tabnuubl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeapl nepeaaum nopra TenGigabitEthernet 1/0/23

KomaHpa CLI:
show interfaces status TenGigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.23

/ Pacwudpoeka sbidasaembix 3HaYeHuUl

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonb3ayembie Tabnunupi: swifFlowControlMode — 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.14.{ifindex} 1 {on(l),0ff(2),auto (3)}

Mpumep BKAOUEHUA YyNpaBAeHUA NOTOKOM Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
flowcontrol on

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.23 1 1

[Mpocmomp admMUHUCMPAMUBHO20 COCMOAHUSA Nopmad

MIB: IF-MIB

Ucnonb3ayembie Tabnunupl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmoTpa craTtyca noprta TenGigabitethernet 1/0/23

Komanpga CLI:
show interfaces status TenGigabitEthernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.23
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( Bo3moicHbIe sapuaHmeol
up(1)

down(2)
testing(3)

BKﬂiO‘lumb/BblKﬂiOqumb KOHghuaypupyemoili uHmepghelic

MIB: IF-MIB

Ucnonb3ayembie Tabnunupl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep

Komanpga CLI:
interface TenGigabitEthernet 1/0/23
shutdown

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.23 1 2

Braroyume/Bbika04UmMes pacuenneHue Ha KoHgpuaypupyemom uHmepgelice

MIB: eltMesHardwareMib

Ucnonb3syemble Tabnuupl: eltHardwarelnterfaceEntry — 1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.2.{ifIndex} 1 {4*25g(3),1*100g (1)}

Mpumep BKAlOUEeHUA paclenneHua nopta HundredGigabitEthernet1/0/2 ana KommyTtatopa MES5500-32

KomaHpaa CLI:
interface HundredGigabitEthernetl1/0/2
hardware profile portmode 4x25g

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.2.1 1 3

[lpocmomp ¢hakmu4ecko20 cCOCMOoAHUSA pacuiensaeHus nopma

MIB: eltMesHardwareMib

Ucnonb3ayemble Tabnuupi: eltHardwarelnterfaceEntry — 1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.3.{ifIndex}
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Mpumep npocmoTtpa cratyca pacwenneHua nopta HundredGigabitEthernetl/0/2 ana kKommyTtaTtopa
MES5500-32

KomaHaa CLI:
show hardware profile portmode

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.3.2

/ Bo3moixHbie sapuaHmol

1*100g(1)
4*25g(3)

[Ipocmomp cocmoAaHUA pacuwienaeHua nopma nocae rnepe3azpys3Ku

MIB: eltMesHardwareMib

Ucnonb3ayemble Tabnuupl: eltHardwarelnterfaceEntry — 1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.2.{ifIndex}

Mpumep npocmoTpa craTyca pacwenneHua noprta HundredGigabitEthernetl/0/2 nocne nepesarpysku
AnAa KommyTtatopa MES5500-32

Komanpga CLI:

show hardware profile portmode

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.2.2

/ Bo3mMoiHbIe sapuaHmol

1*100g(1)
4%25g(3)

[Ipocmomp onepamugHoO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonb3syemble Tabnunupl: ifOperStatus — 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa cTatyca noprta TenGigabitethernet 1/0/23

KomaHpa CLI:
show interfaces status TenGigabitEthernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.8.23
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/ Bo3mosicHble sapuaHmel

up(1)
down(2)

OnpedeneHue muna NOOKAKYEHUA nopma

MIB: rlinterfaces.mib

Ucnonb3ayemble Tabnuubl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{1ifIndex}

Mpumep onpegeneHuns Tuna nopra TenGigabitethernet 1/0/23

Komanga CLI:
show interfaces status

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.23

/- ‘ Bo3moscHble sapuaHmel

regular (1)
fiberOptics (2)
comboRegular (3)
comboFiberOptics (4)

lpocmomp cyuemyuka unicast-nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonb3syembie Tabnunupl: ifinUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}

Mpumep NnpocmoTpa cYeTUMKa BXOAALLMX unicast-nakeTos Ha uHTepdeiice TenGigabitethernet 1/0/23

Komanpga CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.23

[Mpocmomp cyem4uka multicast-nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonb3syemble Tabnuupl: ifinMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}
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Mpumep npocmoTpa cueTuMKa Bxogawmx multicast-naketos Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHaa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.23

Mpocmomp cyemyuka broadcast-nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonbsyembie Tabnuupl: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTunKa Bxogawmx broadcast-nakeros Ha uHtepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.23

[Mpocmomp cuemuyukos oKmemos Ha uHmepdgelice

MIB: IF-MIB

Ucnonb3yembie Tabauubi:

iflInOctets — 1.3.6.1.2.1.2.2.1.10
ifHCInOctets — 1.3.6.1.2.1.31.1.1.1.6
ifOutOctets — 1.3.6.1.2.1.2.2.1.16
ifHCOutOctets — 1.3.6.1.2.1.31.1.1.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}

Mpumep NpocMmoTpa cYETUMKA NPUHATLIX OKTETOB Ha UHTepdeice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.23

/ Mop oKTeToM MMeeTcAa B BUAY KONMYECTBO BaliT.

1 oKteTr = 1 6auT

[Mpocmomp cyemyuka FCS Errors Ha uHmepgelice

MIB: EtherLike-MIB

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 45




HELTEX

Ucnonb3syembie Tabnnupl: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmoTpa cuetumnka FCS Errors Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.23

[Mpocmomp cyemyuka Internal MAC Rx Errors Ha uHmepdgelice

MIB: EtherLike-MIB

Ucnonb3ayemble Tabnunupl: dot3StatsinternalMacReceiveErrors — 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmoTpa cuetumnka Internal MAC Rx Errors Ha uHTtepdeiice TenGigabitethernet 1/0/23

Komanpga CLI:

show interface counters TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.23

lpocmomp cuemyuka Transmitted Pause Frames Ha uHmepagelice

MIB: EtherLike-MIB

Ucnonb3syembie Tabnunupl: dot30utPauseFrames — 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}

Mpumep npocmoTpa cuetunKka Transmitted Pause Frames Ha nHtepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.23

[Mpocmomp cuemyuka Received Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB

Ucnonb3ayembie Tabnunupl: dot3InPauseFrames — 1.3.6.1.2.1.10.7.10.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}
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Mpumep npocmoTpa cueTunka Received Pause Frames Ha uHtepdeiice TenGigabitethernet 1/0/23

KomaHaa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.23

O4yucmka c4emyukos uHmepgelicos

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupi: rlifClearPortMibCounters — 1.3.6.1.4.1.89.54.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {BuToBag mMacka}

Mpumep 0UMCTKU cueTYMKa uHTepdelicos

KomaHpa CLI:

clear counters

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
FFFFFFFFOOOOOFFFFFFFFOOOOOFFFFFFFFOOOOOFFFFFEFFFOOOOOFFFFFFFFOOOOOFFFFEFFFFOOOOOF
FFFFFFFOOOOOFFFFFFFF00000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001 FFFFFFFEOOQQQO

/ 1) B 3HaueHUM OUYUCTKM CYETUMKOB B CTeKe 3aaaeTca 6UToBaa macKa 419 BCex NopTos
BCeX IOHUTOB CTeKa:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x 000000000000FFFFFFO0000000F000000000000FFFFFFOO000000F
000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO
0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F00000000000
OFFFFFFO0000000F0000000000000000000000000000000001 FFFEO000000000

2) NocmoTpeTb 3HaUeHMe 6UTOBOM MACKM MOXXHO KOMaHA,0M:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.54.9.0

MoHuUmopuH2 3a2py3KU NopmMos Kommymamopa

MIB: eltMes.mib

Ucnonb3ayembie Tabnuupli: eltSwifUtilizationEntry — 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parametr}

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 47



HELTEX

Mpumep

KomaHaa CLI:

show interfaces utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

/I CnucoK 803MOMCHbIX NapamMmempos

eltSwifUtilizationlfIndex(1)
eltSwifUtilizationAverageTime(2)
eltSwifUtilizationCurrentinPkts(3)
eltSwifUtilizationCurrentinRate(4)
eltSwifUtilizationCurrentOutPkts(5)
eltSwifUtilizationCurrentOutRate(6)
eltSwifUtilizationAveragelnPkts(7)
eltSwifUtilizationAveragelnRate(8)
eltSwifUtilizationAverageOutPkts(9)
eltSwifUtilizationAverageOutRate(10)

BrnroyeHue/8biKkAOYeHUE percuma 0OHOHanpasneHHol nepedayu nopma

MIB: ELTEX-MES-eltInterfaces

Ucnonb3syembie Tabnuupl: eltSwifTable — 1.3.6.1.4.1.35265.1.23.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.1.1.15.{index} i {disable(0), send-only (1)

Mpumep BKAOUEHUA peXKMMa O4HOHaNPaBAEeHHOW nepeaayumn nopra

KomaHpa CLI:

interface TenGigabitEthernetl/0/1
unidirectional send-only

exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.1.1.15.1 1 1

6.2 [pynnel azpe2ayuu KaHanoe — Link Aggregation Group (LAG)

BKﬂiO‘*IEHUB/6bIKﬂI’O‘4€HU€ pabomel uHmMepgelica 8 cocmase 2pynnsl aepe2ayuu

MIB: IEEE8023-LAG-MIB

Ucnonb3yemble Tabnuubi:
dot3adAggPortTable — 1.2.840.10006.300.43.1.2.1

snmpset -v2c -c <community> <IP address> \
1.2.840.10006.300.43.1.2.1.1.20.{ifIndex} x {auto and long timeout (A2), auto and
short timeout (E2), on(22) }\

1.2.840.10006.300.43.1.2.1.1.4.{ifIndex} i {ifIndex}
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Mpumep skaoueHunsa channel-group Ha TenGigabitethernet 1/0/1

KomaHaa CLI:
interface TenGigabitethernet 1/0/1
channel-group 1 mode auto

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.2.840.10006.300.43.1.2.1.1.20.1 x "A2" \
1.2.840.10006.300.43.1.2.1.1.4.1 i 10000

Mpumep sbikaoueHus channel-group Ha TenGigabitethernet 1/0/1

KomaHpa CLI:
interface TenGigabitethernet 1/0/1
no channel-group

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.2.840.10006.300.43.1.2.1.1.20.1 s """\
1.2.840.10006.300.43.1.2.1.1.4.1 1 0

CmeHa pexcuma 6aaaHCUPO8KU Ha2py3KU

MIB: eltLinkAgg.mib

MUcnonb3syemble Tabauubi:
eltAggTable-1.3.6.1.4.1.35265.1.23.9.1.1.3.1

sudo snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.9.1.1.3.1.1.4.{port-channel ifindex} i {default(0),
static(l), resilient(2)}

Mpumep co3pgaHua route-map RM c HacTpoeHHbIM PyHKUMOHanom As-Override

Komanga CLI:
interface port-channel 1
load-balance mode static resilient

Komanga SNMP:
sudo snmpset -v2c -c private 192.168.100.1
1.3.6.1.4.1.35265.1.23.9.1.1.3.1.1.4.1000 1 2

6.3 KoHgueypuposaHue VLAN

JobasneHue VLAN s vian database

MIB: rlvlan.mib

Ucnonbayemble Tabauubi:
rldotlqVlanStaticList1t01024 — 1.3.6.1.4.1.89.48.69.1.2

rldot1gVlanStaticlList1025t02048 — 1.3.6.1.4.1.89.48.69.1.3
rldot1gVlanStaticList2049t03072 — 1.3.6.1.4.1.89.48.69.1.4
rldotlgVlanStaticList3073t04094 — 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.2 x {BuroBas mMacka}

Mpumep cosaanua vlian 994 Bo vlan database
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KomaHpaa CLI:
vlan database
vlan 994

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000040000000

1) Npu pacuerte 6uToBOI Macku gna vian 1025-2048 BbINONAHUTL BbluMTaHue 1024 ot
V Heobxogumoro vlan, a 3aTem yKe BbINONHATb pacyeT Macku. AHanorM4Ho aaa vlan
2049-3072: HeobxoaMmo oTHATbL 2048 nepeps pacuetrom. Ana 3073-4094 — BbluecTb

3072. butoBas macKa A0N*KHa BKAOYaTb B ceba He meHee 10 cumBoONOB.

2) Mpumep pacyeta 6uUTOBOIK Macku npusedeH B paspgene «MpunoxeHue A.
MeToauKa pacyeta 6MTOBOI Mackn».

[flobasneHue VLAN Ha nopm

MIB: rlvlan.mib

Ucnonb3zyemble Tabauubi: rldotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B BuUIOe OMTOBOMW MaCKN}

Mpumep pobasneHuns vlian 622 1 3100 Ha nHTepdeiic TenGigabitEthernet 1/0/23 B pexxum trunk

Komanpga CLI:

interface TenGigabitEthernet 1/0/23
switchport mode trunk

switchport trunk allowed vlan add 622,3100

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.4.23 x 0000001000

Mpumep pobasneHuns vlian 622 Ha nHTepdeiic TenGigabitEthernet 1/0/23 8 Kauectse native vlian

Komanpga CLI:

interface TenGigabitEthernet 1/0/23
switchport mode trunk

switchport trunk native vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

Mpumep pobasneHuna vlian 622 Ha nHTepdeiic TenGigabitEthernet 1/0/23 B pexkume access
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KomaHpaa CLI:
interface TenGigabitEthernet 1/0/23
switchport access vlan 622

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.21 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004 \
1.3.6.1.4.1.89.48.68.1.5.21 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

V" 1. NepeyeHb Tabany;:

rldotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
rldotlqPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
rldotlqPortVianStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
rldotlqPortVianStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1025t02048
1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList2049t03072

1.3.6.1.4.1.89.48.68.1.7 {ifindex}
rldotlgPortVlanStaticUntaggedEgressList3073to4094
1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. NMpumep coctaBneHua 6UTOBOM MacKu npuseaeH B pasgene «lMpunoxeHue A.
MeToauKa pacyeta 6MTOBOIT MacKkn».

3. butoBasa macKa A0/KHA BK/IOYaTb B ceba He meHee 10 cumBONOB.

3anpemums default VLAN Ha nopmy

MIB: eltVlan.mib

Ucnonb3syemble Tabnunupl: eltVianDefaultForbiddenPorts — 1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopT B BMIEe OMUTOBOM MaCKM}

Mpumep 3anperta default vlan Ha nopTy TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 0000020000

A 1. Npumep coctasneHna 6MTOBOI Macku npusBegeH B pasgene «fpunoxeHue A.
MeToauka pacyeta 6UTOBOI Mackn».

2. butoBas macKa A0N1XKHa BKOYaTb B ceba He meHee 10 cumBONOB.
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[TIpocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupl: rildotlgVianStaticName — 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}

Mpumep npocmoTtpa umenu vian 994

KomaHpa CLI:
show vlan tag 994

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.994

[Tpocmomp yneHcmaa nopma 8o VLAN

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: rldotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}

Mpumep npocmotpa VLAN Ha TenGigabitethernet 1/0/23

KomaHpa CLI:
show interfaces switchport TenGigabitethernet 1/0/23

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.23

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.23

/ 1. B npumepe npeacraBaeHbl 2 KomaHabl snmpwalk. Ecav noprt Tagged — 3HaueHus
V B BbIBOAE BTOPOA KOMaHAbl MPUHUMAIOT HyneBoe 3HaueHMe U Homep VLAN
COOTBETCTBYeT 3HAaueHUAM BbiBOga NepBod KomaHabl. Ecam nopt Untagged — B
BblBO4E BTOPON KOMaHAbl MPUCYTCTBYIOT 3HAUEHUA, OT/IMUHbIE OT HYANA, U HOMep

VLAN cooTBeTcTBYET 3TUM 3HAYEHUAM.

2. NepeyeHb Tabany;:

rldotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
rldotlqPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2 {ifindex}
rldotlqPortVlanStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
rldotlqPortVianStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1t01024 -
1.3.6.1.4.1.89.48.68.1.5 {ifindex}
rldotlgPortVlanStaticUntaggedEgressList1025t02048

— 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList2049t03072

— 1.3.6.1.4.1.89.48.68.1.7.{ifindex}
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rldotlqPortVlanStaticUntaggedEgressList3073t04094
— 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

3. NonyuyeHHble B pe3y/ibTaTe BbiNO/HEHUA 3aMpPoca 3HAYEHUA NPeACTaBAAIT U3 cebn
61TOBYIO MacKy, MeTOAMKA pacyeTa KOTOpOi nNpueeaeHa B pasgene «lMpunoxeHue
A. MeTopguKa pacyeta 6UTOBOIA MacKu».

Hacmpolika pexcuma pabomel nopma

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: vianPortModeEntry — 1.3.6.1.4.1.89.48.22.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifIndex} i {general (1), access(2), trunk (3),

customer (7) }

Mpumep HacTpoliku nutepdeiica TenGigabitEthernet 1/0/23 8 pexum trunk

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
switchport mode trunk

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.21 1 2

[Ipocmomp pexcuma nopma

MIB: rlvlan.mib

Ucnonbsyemble Tabnuubi: vlanPortModeState — 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}

Mpumep npocmoTpa pexkuma Ha TenGigabitethernet 1/0/23

Komanpga CLI:
show interfaces switchport TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.23

/ Bo3moiHble eapuaHmel

general(1)
access(2)
trunk (3)
customer (7)

Ha3Hayume pvid Ha uHmepaelic

MIB: Q-BRIDGE-MIB.mib

Ucnonb3syembie Tabnuupi: dotlqPortVlanTable — 1.3.6.1.2.1.17.7.1.4.5
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snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep HazHaueHus pvid 15 gna TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
switchport general pvid 15

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.23 u 15

Hacmpolika map mac

MIB: rlvlan.mib

Ucnonb3zyemble Tabauubl: vianMacBaseVlanGroupTable — 1.3.6.1.4.1.89.48.45

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.48.45.1.3.{MAC address in DEC}.{mask} 1 {map-group number} \
1.3.6.1.4.1.89.48.45.1.4.{MAC address in DEC} . {mask} i {createAndGo (4),
destroy (6) }

Mpumep

Komanga CLI:
vlan database
map mac a8:£9:4b:33:29:c0 32 macs-group 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 1 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 i 4

YecmaHoska npasuna Kadaccugukayuu VLAN, ocHosaHHo20 Ha npusfaske K MAC-adpecy, 0n4
UHmMepgelica

MIB: rlvlan.mib

Mcnonb3syembie Tabnunupl: vianMacBaseVlanPortTable — 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} 1.3.6.1.4.1.89.48.46.1.3.58.1 i
{createAndGo (4), destroy(6)}

Mpumep BKAoUeHUa npasuna Knaccudurkaumnn VLAN gna nntepdeiica TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
switchport general map macs-group 1 vlan 20

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.23.1 u 1 \
1.3.6.1.4.1.89.48.46.1.3.23.1 1 4
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[pocmomp memku inner-vlian 8 pexcume customer Ha nopmy

MIB: eltIfExtensionMIB.mib

Ucnonb3ayembie Tabnuupl: eltifDotlgingressCvlanEntry — 1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1.{ifindex}
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Mpumep npocmoTtpa npasuna Customer VLAN Ha TenGigabitethernet1/0/1

KomaHaa CLI:

show running-config interface GigabitEthernetl/0/1

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1.49

Y3meHeHUe memku inner-vlan 8 pexcume customer Ha nopmy

MIB: eltIfExtensionMIB.mib

Ucnonb3yemble Tabnuubl: eltifDotlqgingressCvlanEntry — 1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1.{ifindex} i {inner-vlan}

Mpumep nsmeHeHna metku inner-vlan Ha TenGigabitethernet1/0/1

Komanga CLI:
switchport customer vlan 100 inner-vlan 200

KomaHga SNMP:
snmpset -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1.49 1
200

[Mpocmomp npasun vian tr101 map

MIB: eltIfExtensionMIB.mib

Mcnonb3syembie Tabnnupl: eltifDotlglngressCvlanEntry — 1.3.6.1.4.1.35265.1.23.1.276.1.4.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.276.1.4.2.1.2.{inner-vlan}

Mpumep npocmoTtpa npasuaa vlan trl01 map inner-vlian 200

KomaHpa CLI:

show running-config

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.276.1.4.2.1.2.200

V | AkmyanbHo 0aa modeneii ycmpolicme MES2300-xx/3300-xx.

Co30aHue npasua vlan tr101 map

MIB: eltIfExtensionMIB.mib

Ucnonb3syembie Tabnunupl: eltifDotlgingressCvlanEntry — 1.3.6.1.4.1.35265.1.23.1.276.1.4.2.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.276.1.4.2.1.2.{inner-vlan} x {Buromasa Macka}
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Mpumep co3gaHua npasuna vlan tr101 map inner-vlan 200 interface gi1/0/1

KomaHaa CLI:
vlan trl0l map inner-vlan 200 interface gil/0/1

KomaHaa SNMP:
snmpset -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.276.1.4.2.1.2.200 x
0000000000008000

V | AKmyanbHo 013 modeneli yempolicme MES2300-xx/3300-xx.

6.4 Hacmpolika u moHumopuHe errdisable-cocmoaHus

[lpocmomp Hacmpoek 0419 asmomamu4eckoli arkmusayuu UHmepagelica

MIB: rlinterfaces_recovery.mib

Ucnonb3syemble Tabauubi: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2

Mpumep NpocMoTPa HACTPOEK A1 aBTOMATUMYECKOM aKTUBaLUMK uHTepdeica

Komanga CLI:
show errdisable recovery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2

Mpocmomp npu4uHsl 610KUPOBKU nopma

MIB: rlErrdisableRecoverylfReason

Ucnonb3ayemble Tabnunupl: rlErrdisableRecoverylfReason — 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep

Komanpga CLI:
show errdisable interfaces

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1
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V Bo3moiHble sapuaHmeoi:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limit (8)
12pt-guard (9)
storm-control (10)

Hacmpolika asmomamuyeckol akmusauyuu UHmepgelca

MIB: rlinterfaces_recovery.mib

Ucnonb3syemble Tabnunupl: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2. {index of reason} i {true(l), false(2)}

Mpumep BKAOUEHUA aBTOMATUUECKOM aKTuBauum uHtepdeiica B cnydyae loopback detection

KomaHpa CLI:

errdisable recovery cause loopback-detection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 1 1

Bo3moxcHble 3HayeHus index of reason, 8 3agucumMocmu om muna eblnoaHaAemol
v Hacmpoliku:

loopback detection — (1)
port-security — (2)
dotlx-src-address — (3)
acl-deny — (4)
stp-bpdu-guard — (5)
stp-loopback-guard (6)
unidirectional-link — (8)
storm-control — (9)
12pt-guard — (11)

Hacmpolika uHmepsana sbixoda uHmepgelica us errdisable cocmosaHusa

MIB: rlinterfaces_recovery.mib

Ucnonb3syemble Tabnunupl: rlErrdisableRecoveryinterval — 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 i {interval 30-86400}
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MNpumep HacTpoiiku 30 ceKyHA4HOro MHTepBana Bbixoga us coctoaHus errdisable

KomaHaa CLI:
errdisable recovery interval 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 1 30

6.5 Hacmpolika voice vian

JlobasneHue voice vlan

MIB: RADLAN-vlanVoice-MIB

Ucnonb3ayembie Tabnanupi: vianVoiceAdminVid — 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

Mpumep ao6asneHus voice vian id 10

Komanga CLI:

voice vlan id 10

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10

AKkmusauyus voice vian Ha uHmepaelice

MIB: RADLAN-vlanVoice-MIB

Ucnonbsyemble Tabnuubi: vlanVoiceOUIBasedPortTable — 1.3.6.1.4.1.89.48.54.12.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.5.1.1.{ifIndex} 1 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep

Komanga CLI:
interface TenGigabitethernet 1/0/23
voice vlan enable

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.23 i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.23 u 10

PedakmuposaHue mabauybi OUI

MIB: rlvlanVoice.mib

Ucnonb3ayemble Tabnuupl: vianVoiceOUIBasedTable — 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BauThl pas3nejfdloTCsa TodKamMmu} 1
{createAndGo (4), destroy(6)}
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Mpumep

KomaHaa CLI:
voice vlan oui-table add 002618

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 1 4

6.6 Hacmpoliika LLDP

nobanbHoe sKaYeHUe/omknodyeHue LLDP

MIB: riLIdp.mib

Ucnonb3syembie Tabnuupl: riLidpEnabled — 1.3.6.1.4.1.89.110.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}

Mpumep oTkntoueHua LLDP

KomaHpa CLI:
no Lldp run

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 1 2

Hacmpolika lldp-med noaumuKu ¢ yKazaHuem Homepa voice vian 0419 meauposaHHO20 mpaguKa
voice vian

MIB: rllldb.mib

Ucnonb3ayembie Tabnuupl: riLidpXMedLocMediaPolicyContainerTable — 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-voice(3),
guest-voice-signaling (4), softphone-voice(5), video-conferencing(6), streaming-
video (7), video-signaling(8)} \

1.3.6.1.4.1.89.110.1.2.1.1.3.1 1 {vlan} \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 i {priority} \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)} \
11.3.6.1.4.1.89.110.1.2.1.1.9.1 i {createAndGo (4), destroy(6)}

Mpumep HacTpoiiku nonnTtuku lidp-med c ykasannem VLAN 10, ykazaHuem npuopureta 4

Komanpga CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.3.1 i 10 \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 4 \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.9.1 1 4
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Hacmpolika lldp-med noaumuku 0718 mea2uposaHHo20 mpaguKa voice vian

MIB: rllldb.mib

Ucnonbayembie Tabnunupi: riLidpXMedNetPolVoiceUpdateMode — 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 i {manual (0), auto(l)}

Mpumep HacTpoiiku nonutuku lldp-med B pexkume auto

KomaHpa CLI:
no 1lldp med network-policy voice auto

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 1 1

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP

61




HELTEX

7 HACTPOWKA IPV4-AAPECALIUU

Co3daHue IP-adpeca Ha interface vian

MIB: rlip.mib

Ucnonb3syembie Tabnunupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.1.1.2.{1ip address(DEC)} 1 {ifIndex} \
1.3.6.1.4.1.89.26.1.1.3.{ip address (DEC)} a {netmask}

Mpumep HacTpoiiku IP-agpeca 192.168.10.30/24 Ha vian 30

KomaHpa CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian

MIB: rlip.mib

Ucnonbsyembie Tabnnupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset -v2c -c <community> <IP address> \

1.3. 6.1.4 1.89.26.1.1.2.{ip address(DEC)} 1 {ifIndex} \

1.3.6.1.4.1.89.26.1.1.3.{ip address(DEC)} a {netmask} \
}

1.3.6. l 4.1.89.26.1.1.6.{ip address(DEC)} i 2

Mpumep yaaneHus IP-agpeca 192.168.10.30 Ha uHTepdeiice vian 30

KomaHpa CLI:
interface vlan 30
no ip address 192.168.10.30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 1 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 1 2

[onyyeHue IP-adpeca no DHCP Ha interface vian

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnunupl: riDhcpClActionStatus — 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} 1 {createAndGo (4), destroy(6)}
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Mpumep

KomaHaa CLI:
interface vlan 30
ip address dhcp

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.301\1.3.6.1.4.1.89.76.3.1.2.100029 i 4

,ﬂo6aeumb/ydanumb w3 o ymosa4YaHuro

MIB: rlip.mib

Ucnonb3syembie Tabnunupl: rlinetStaticRouteEntry — 1.3.6.1.4.1.89.26.28.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {metric(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {remote(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {createAndGo (4),

destroy (6) }

Mpumep aobaBneHums ip default-gateway 192.168.1.10

KomaHpa CLI:
ip default-gateway 192.168.1.10

KomaHaa SNMP:

snmpset -v2c -c private 192 168.1.30 \
1.3.6.1.4.1.89.26.28.1.7.1.4.0.0.0.0.0.1.4.192.168.1.10.0 u 4 \
1.3.6.1.4.1.89.26.28.1.8.1.4.0.0.0.0.0 4.192.168.1.10.0 i 4 \
1.3.6.1.4.1.89.26.28.1.10.1.4.0.0.0.0.0.1.4.192.168.1.10.0 i4
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8 HACTPOMKA IPV6-AAPECALIUU

BknroyeHue/sbikno4eHue IPv6-adpecayuu Ha interface vian

MIB: ip-mib.mib
Ucnonb3syemble Tabnuupl: ipvbinterfaceEnableStatus — 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BKAOUeHUn IPv6-agpecaymm Ha vian 2

KomaHpa CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/ydaneHue IPv6-adpeca Ha interface vlan

MIB: rlip.mib
Ucnonb3zyemble Tabauupbi: rlipAddressEntry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.26.36.1.5.{xonmuecTBO DOauT B anpece}.{kxaxnoel OaWT B OEeCATUUHOM
BuUme uepes paspenuresb}.2.0 1 {ifindex} \
1.3.6.1.4.1.89.26.36.1.13.{kxommuecTBO OanT B ampece}.{kaxney OaVT B OECATUUYHOM
BuUme uepes pasgenmuTesib}.2.0 u {Macka B mecaTMuHOM Buae}\
1.3.6.1.4.1.89.26.36.1.11. {xonuuecTBO OauT B anpece}.{xaxniel OauT B OEeCATUUHOM
BUme uepes paszmenuresb}.2.0 i1 {createAndGo (4), destroy(6)}

Mpumep pobasneHns agpeca 2001::1/64 Ha vlan 2

KomaHpa CLI:
interface vlan 2
ipv6e address 2001::1/64

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 1 100001 \
1.4.1.89.26.36.1.13.2.16.32. 0 u 64 \

0 i

1.3.6. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.
1.3.6.1.4.1.89.26.36.1.11.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2. 4
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9 HACTPOMKA GREEN ETHERNET

[nobanbHoe omKnaryeHue green-ethernet short-reach

MIB: rigreeneth.mib

Ucnonb3ayembie Tabnuupli: riGreenEthShortReachEnable — 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 1 {true (1), false (2)}

Mpumep oTkAoueHUs green-ethernet short-reach

KomaHpa CLI:
no green-ethernet short-reach

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKarwYyeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Mcnonb3ayemblie Tabnuupl: riGreenEthEnergyDetectEnable — 1.3.6.1.4.1.89.134.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep oTKkNOUeHUA green-ethernet energy-detect

KomaHpa CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

[Mpocmomp napamempos green-ethernet

MIB: rIGreenEth.mib

Ucnonb3ayembie Tabnunupli: riGreenEthCumulativePowerSaveMeter — 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep npocmoTtpa napameTpos green-ethernet

Komanpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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10 HACTPOWMKA KONbLEBbIX MPOTOKO/10B

10.1 flpomokon ERPS

OnpedeneHue Homepa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3syemblie Tabnunupl: eltexErpsMgmtRAPSWestPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep

KomaHpa CLI:

show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoAaHuAa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayembie Tabnunupi: eltexErpsMgmtRAPSWestPortState —1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep

KomaHpaa CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3MOXHble COCTOAHMA NopTa:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

OnpedeneHue HoMmepa east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnunupl: eltexErpsMgmtRAPSEastPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep

KomaHaa CLI:
show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmosAHUA east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnnupl: eltexErpsMgmtRAPSEastPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep

Komanga CLI:

show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

)| Bo3moxcHble cocmoaHua nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

[Ipocmomp cocmoAaHUA Koasbua

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayembie Tabnunupli: eltexErpsMgmtRAPSRingState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep

Komanpga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

/ Bo3moicHble cocmoaHUA Konbya erps:

1. Init (1)

2. 1dle(2)

3. Protection (3)

4. Manual-switch (4)
5. Forced-switch (5)
6. Pending (6)
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10.2 Hacmpoiika npomoKona Spanning Tree

BkrntoyeHue/omkKnao4YeHue npomokKosaa spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonbsyembie Tabnuupli: rldotldStp — 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep oTKNKOYEHUA spanning-tree

KomaHpa CLI:
no spanning-tree

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

BkrntoyeHue/omkKao4eHue npomokosaa spanning-tree Ha KOH@uU2ypupyemom uHmepgelice

MiIB: BRIDGE-MIB

Ucnonb3syembie Tabnuupl: dotldStpPortTable — 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{1ifIndex} i {enabled(l), disabled(2)}

Mpumep oTKoueHMA paboTbl spanning-tree Ha uHTepdeiice TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
spanning-tree disable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.23 1 2

BkntoyeHue/8biKaoYeHUe pexcuma obpabomku rniakemos BPDU uHmepgelicom, Ha Komopom
8bIK/0YeH nNpomoKosa STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syembie Tabnuupl: rldot1dStpPortTable — 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}

Mpumep BKAoYeHUA punbTpaymm BPDU Ha uHtepdeiice TenGigabitethernet 1/0/23

Komanpga CLI:
interface tengigabitethernet 1/0/23
spanning-tree bpdu filterin

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.23 1 1
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Hacmpolika pexcuma pabomesl npomoKoaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonb3syembie Tabnunupl: dot1dStpVersion — 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}

Mpumep ycTaHOBKMU perkuma paboTbl NPoToKoAa Spanning-tree

KomaHpa CLI:
spanning-tree mode rstp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[Tpocmomp ponau nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syemblie Tabnunupl: rldotldStpPortRole — 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmoTpa poam TenGigabitethernet 1/0/23 B STP

KomaHpa CLI:
show spanning-tree TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.23

/ Bo3moicHble cocmoAaHUA nopma:

1. Disabled (1)
2. Alternate (2)
3. Backup(3)

4. Root(4)

5. Designated(5)

[Ipocmomp cocmosaHusa nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3ayembie Tabnuupl: rldotlsMstpinstancePortState — 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}
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Mpumep npocmoTtpa coctoaHua TenGigabitethernet 1/0/23 8 mstp

KomaHaa CLI:
show spanning-tree TenGigabitethernet0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.23

/ Bo3moicHble cocmoAaHUA nopma:

1. Disabled (1)
2. Blocking (2)
3. Listening (3)
4. Forwarding(5)

Konuyecmeo nepecmpoeHuli (topology change)

MIB: BRIDGE-MIB

Ucnonb3zyemble Tabanupbi: dotldStpTopChanges — 1.3.6.1.2.1.17.2.4.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.4.0

Mpumep NnpocmoTpa KoAnyecTea NepecTPoeHuin

Komanpa CLI:

show spanning-tree

Komanga SNMP:
snmpwalk -v2c -c¢ public 192.168.1.30 \
1.3.6.1.2.1.17.2.4.0

[Mpocmomp epemeHu ¢ nocaedHe20 nepecmpoeHus (topology change)

MIB: MIB: BRIDGE-MIB

Ucnonb3syemble Tabnunupl: dot1dStpTimeSinceTopologyChange — 1.3.6.1.2.1.17.2.3.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.3.0

Mpumep npocmoTpa ¢ NocneaHero nepecTpoeHms

KomaHpa CLI:

show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.2.3.0
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[Mpocmomp uHmepagelica, c Komopo20 NpuHAmM nocaedHul topology change

MIB: eltBridgeExtMIB.mib

Ucnonb3ayembie Tabnuupli: eltdot1dStplastTopologyChangePort — 1.3.6.1.4.1.35265.1.23.1.401.0.5.2

snmpwalk -v2c -c <community> <IP address> \1.3.6.1.4.1.35265.1.23.1.401.0.5.2

Mpumep npocmoTtpa nHTepdeiica, c KOToporo NPUHAT nocnegHui topology change

KomaHpa CLI:
show spanning-tree

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.401.0.5.2
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11 rPynnoBsAAd AAPECALMUA

11.1 lMpasuna epynnoeoii adpecayuu (multicast addressing)

3anpeuwjeHue OUHaMuUYyecKo20 0o0basaeHUsa nopmad K MHo2oa0pecHoU 2pynne

MIB: rlbrgmulticast.mib

Ucnonb3ayemble Tabnunupl: rIBrgStaticlnetMulticastEntry — 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.6.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
0000000000000000 \

1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{BuToBasa macka uHTepbdercal \

1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 1
{createAndGo (4), destroy (6)}

Mpumep 3anpeta nayyeHua rpynnbi 239.200.200.17 Ha nopty TenGigabitEthernet 1/0/23 B vlan 622

KomaHpa CLI:

interface vlan 622

bridge multicast forbidden ip-address 239.200.200.17 add TenGigabitEthernet
1/0/23

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000000000

\
1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000020000 \
1.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 1 4
1) CymmapHoe Konudectso uudp 8 OID 1.3.6.1.4.1.89.116.5.1.6 1 OID
V 1.3.6.1.4.1.89.116.5.1.7 f,0MKHO 6bITb OAUHAKOBBIM N YETHBIM.

2) MeToguKy pacyeTa 6UTOBOI MaCKU MOXKHO NOCMOTpPETb B pasgene «MpunoxeHue
A. MetoguKa pacyeta 6UTOBOIA MaCKu».

3anpeuweHue npoxoxoeHus HesapeaucmpuposaHHo20 Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnnupl: riIMacMulticastUnregFilterEnable — 1.3.6.1.4.1.89.55.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuroBasa Macka mnjsa uHTepdelicor}"

Mpumep 3anpelileHNs nNPOXOXKAEHUA He3aperucTpuposaHHoro Multicast-tpaduka pna nopros
TenGigabitEthernet 1/0/20-21

KomaHpa CLI:
interface range TenGigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "0000180000000000"
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/ 1) Ona yaaneHua HaACTPOMKU HAAO 3aMeHUTb COOTBETCTBYIOLLME MOopTam nona B
6uTtoBsoii macke Ha 0.

2) MeToguKy pacueta 6UTOBOI MacKM MOXKHO NOCMOTpeTb B pa3gene «MpunoxkeHue
A. MeToguMKa pacueta 6MTOBOA MACKu».

Puabmpayuss MH020a0pecHo20 MpPaduKa

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupl: riIMacMulticastEnable — 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA GUNbTPALMM MHOrOa4pPecHOro Tpaduka

Komanga CLI:
bridge multicast filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobasnbHOe 8KAYEHUE igmp shooping

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnunupl: rligmpSnoopEnable — 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep

Komanpga CLI:

ip igmp snooping

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 1 1

BknroyeHue igmp snooping 8 vlan

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnunupl: rligmpMIidSnoopVianEnable — 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} 1 {true(l), false(2)}

Mpumep BKAOUYEHUA igmp snooping B vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 1 1
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[Mpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupi: rligmpMIidSnoopMembershipTable — 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep

KomaHpa CLI:
show ip igmp snooping groups

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: vianMulticastTvEntry — 1.3.6.1.4.1.89.48.44.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.89.48.44.1.2.50 1 {createAndGo (4), destroy (6)}

Mpumep HacTpoiikn multicast-tv vian 622 Ha uHTepddeiice TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface tengigabitethernet 1/0/23
switchport access multicast-tv vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.23 u 622 \
1.3.6.1.4.1.89.48.44.1.2.23 1 4

Hactpoiika pexuma pabotbl multicast-tv vlan <customer/access/trunk/general>
V 3aBMCUT OT peXMMa HaCTPOMKM nopTa, T.e. OT KOMmaHAbl switchport mode
customer/access/trunk/general.

OyucmkKa Usy4eHHbIX MHo20a0pecHbIXx 3anuceli npomokoaa IGMP u MLD

MIB: ELTEX-BRIDGE-MULTICAST.mib

Ucnonb3ayembie Tabnunupi: eltigmpMIdSnoopClearTable -.1.3.6.1.4.1.35265.1.23.55.5.6

sudo snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.55.5.6.1.6.<vlan id>.<group_ ip type>.<group ip size>.<gr
oup_ ip addr>.<source_ ip type>.<source ip size>.<source ip addr> i <action>
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Mpumep oUMCTKU U3ydeHHbIX 3anucein Tabauy IGMP n MLD Snooping

KomaHaa CLI:
clear ip igmp snooping groups ip-multicast-address 233.3.2.1 ip-address
192.168.1.10 vlan 5

KomaHga SNMP:
sudo snmpset -v2c -c private 192.168.1.239 1
1.3.6.1.4.1.35265.1.23.55.5.6.1.6.5.1.4.233.3.2.1.1.4.192.168.1.10 i 1

KomaHpa CLI:
clear ipv6 mld snooping groups address ff02::1000 vlan 10
clear ipv6 mld snooping groups address ff02::1000 source fd0l::1 vlan 10

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.1
1.3.6.1.4.1.35265.1.23.55.5.6.1.6.10.2.16.255.2.0.0.0.0.0.0.0.0.0.0.0.0.16.0.2.
16.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 1
snmpset -v2c -c private 192.168.1.1
1.3.6.1.4.1.35265.1.23.55.5.6.1.6.10.2.16.255.2.0.0.0.0.0.0.0.0.0.0.0.0.16.0.2.
16.253.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1 1 1

=

11.2 ®yHKYyuu o2paHu4eHus multicast-mpaguka

Co3daHue multicast snooping profile

MIB: eltlpMulticast.mib

Mcnonb3ayembie Tabnunupli: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
1.3.6.1.4.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
1.3.6.1.4.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo(4),
destroy (6) }

Mpumep co3pganua npoouna c umeHem IPTV (npegnonoxum, uto npodpunb byaer umeTb NOPAAKOBDIA
Homep 3)

KomaHpa CLI:
multicast snooping profile IPTV

KomaHaa SNMP:

snmpset -v2c -c private 192.168.
1.3.6.1.4.1.35265.1.23.46.1.1.2.
1.4.1.35265.1.23.46.1.1.3.
1.4.1.35265.1.23.46.1.1.4.

w w wkR

1.3.6.
1.3.6.

YKkasaHue duanasoHos Multicast-adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3syemblie Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} i

{ip (1) ,ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-ampec
Hauajla IOMarnasoHa B LEeCTHaOuaTepuuyHoM Bume} \
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1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-ampec
KOHIla IMarnas30Ha B MEeCTHAAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} 1
{createAndGo (4), destroy(6)}

Mpumep orpaHuueHna Multicast-rpynn 233.7.70.1-233.7.70.10 pna npoduna c umeHem IPTV
(npeanonoxum, uto npodpunb UMmeeT NOPAAKOBbI Homep 3. B nepsom npodune 2 npasuna, BO BTOPOM
—1)

Komanaa CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \
1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

V index of rule — cuntaeTca no cymme Bcex npaBua BO BCex Npodpunsx.

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonb3zyemble Tabauubl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \
1.3.6.1.4.1.35265. 1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \

1.3.6.1.4.1.35265. 1.23.46.7.1.3.{ifIndex}.{Index of profile} i
{createAndGo(4), destroy(6)}

Mpumep pobasneHnsa npodpuns test (c uHgekcom npodpunsa 3) Ha uHtepdeiic TenGigabitethernet 1/0/23

Komanga CLI:
interface TenGigabitethernet 1/0/23
multicast snooping add test

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.23.3 1 23 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.23.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.23.3 1 4

Hacmpolika oepaHu4eHus Koau4ecmea Multicast-epynn Ha nopmy

MIB: eltlpMulticast.mib

Ucnonb3ayembie Tabnuupl: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} 1 {MAX number}
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Mpumep HacTpoliku orpaHuueHus B Tpu Multicast-rpynnbl Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHaa CLI:
interface TenGigabitethernet 1/0/23
multicast snooping max-groups 3

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.23 1 3
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12 ®YHKLUWU YMNPABJIEHUA

12.1 MexaHuzm AAA

LobasneHue HO8020 osnsL308amess

MIB: rlaaa.mib

Ucnonbsyembie Tabnunupl: rIAAALocalUserTable — 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxnas OykBa JIOT'MHa
oTmenseTcs OT ciuenyomer Toukor} s {login} \
1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, xaxnas OykKBa JIOTMHAa
ormesiseTcsa OT cienynmelr Toukoi} s "#{encoding password}l" \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxnas OykBa JIOT'MHAa
ormesiseTca OT clenymmer Toukor} 1 {privelege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4.{number of letters}.{Login in DEC, xaxnas OykKBa JIOTMHAa
oTmenseTcs OT cJjenyomel Toukon} i {create and go(4)}
Mpumep ao6aBneHunsa nonb3osartena techsup ¢ naponem password u yposHem npusunernii 15
Komanga CLI:
username techsup password password privilege 15
KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#5baa6l1edc9b93£f3£f0682250b6cf8331b7ee68£d8™ \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15
\N1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 i 4

HalTn

/ 1. NloruH nepesogutca us ASCIl 8 HEX ¢ nomouybto Tabauubl, KOTOPYO MOXKHO
V no ccbinke https://ru.wikipedia.org/wiki/ASCII.

2. Maponb 3ap3aeTca UCKAIUUTENBHO B WMdpPOBaHHOM BUAe, NUweTca 06A3aTeNIbHO

B KaBbluKax, nepeg naponem aobasnsaerca #.

Hacmpolika memodos aemopu3ayuu 04 login-nosnv3osamens

MIB: rlaaa.mib

Ucnonb3ayembie Tabnuupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{“1login c default” in DEC, xaxznas
JIOTMHa OoTneJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login n default” in DEC, xaxznas
JIOTMHa OoTneJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),
line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{“1login c default” in DEC, xaxznas
JIOTMHAa OTIEeJIIeTCsa OT cJienyimer Toukown} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs(5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login n default” in DEC, xaxnas
JIOTMHa OTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),
line(1l),enable(2),local (3)radius(4),tacacs (5),none(6)} \

OykBa

OyKBa

OyKBa

OyKBa
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1.3.6.1.4.1.89.79.15.1.10.15.{"1login _c default” in DEC, kaxpasa OyKBa JOIMHA
oTmesyiaeTcda oT cienyomer Touxkon} 1 {disable (0), enable(l)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kaxnasa OyKBa JIOIMHA
oTmeyigeTcsa OT cJjenyiomer Toukoi} i {disable (0), enable(l)}

Mpumep

KomaHaa CLI:

aaa authentication login authorization default radius local

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
116 14 4\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 4 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 1 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i 1
7 authindex — nHgekc metoga asTopusauun. [loctynHbie 3Ha4YeHus ot 2 ao 7. Mepsbim
V MUCNO/Ib3yeTCA MEeTOoA C HAMMEHbLUUM HOMEPOM.
MNone 1.3.6.1.4.1.89.79.15.1.10.15 pa3speluaeT NpoxoxgeHue asTopusaumm gna login-
nonb3oBaTens.
7 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepesoautca m3 ASCII-
V Tabnuupl (pacwmndposbiBaerca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepesogurca ns ASCII-
Tabnnupl (pacwmndposbisaerca login_n_default).

YoaneHue Hacmpoliku memodos aemopu3ayuu 04 login-noanv3zosamens

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login_c default”
JIOTMHa OoTneJyideTcsa OT cJjenykoumey Toukom} i1 {deny(0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{“1login n default”
JIOTMHa OoTneJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),
line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login_c default”
JIOTMHAa OTIEeJIIeTCsa OT cJienyomer Toukown} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login n default”
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),
line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \

in

in

in

in

DEC,

DEC,

DEC,

DEC,

Kaxngad

Kaxmnoas

Kaxnad

Kaxnad

OyKBa

OykBa

OykBa

OyKBa

1.3.6.1.4.1.89.79.15.1.10.15.{"1login _c default” in DEC, kaxpasa OyKBa JOIMHA
oTmesigeTCcsa oOT ciyenypomen Toukoi} i {disable (0), enable(l)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kxaxnaa OykBa JIOT'MHa
oTmejsigeTcsa OT cienyimelr Toukor} i {disable (0), enable(l)}
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Mpumep yganeHuna metonos asTopusauum gna login-nonb3osatensa

KomaHaa CLI:
no aaa authentication login default
KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
116 1 3\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i

7 authindex — nHaekc metoga aBTopusaumnu. loctynHble 3HauyeHus ot 2 go 7. MNepsbim

V MUCNoNb3yeTcs MeToA, C HAMMEHbLUMM HOMEPOM.
Mone 1.3.6.1.4.1.89.79.15.1.10.15 pa3peluaeT npoxoxaeHue aBTopusauum ana login-
nosb3oBaTens.
/7 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepesogutca u3 ASCII-
V Tabaunubl (pacwudposbisaeTca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepesoautca u3 ASCII-
Tabnnupl (pacwmndposbisaerca login_n_default).

Hacmpolika memodos aemopu3ayuu 074 enable-nonb3osamens

MIB: rlaaa.mib

Ucnonbayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“1login c default” in DEC, xaxnas OykBa
JIOTMHAa OTIEeJIIeTCsa OT cJijenyiumer Toukowm} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"1login n default” in DEC, xaxnmasa Oykea
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),

line(1l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“1login c_default” in DEC, xaxnasa Oykea
JIOTMHAa OTIEeJIIeTCsa OT cJjenyimer Toukown} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs(5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"login n default” in DEC, xaxnaa Oykpa
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"1login _c default” in DEC, kaxnmasa OyKBa JOIMHA
oTmesiseTcda oOT cienybumei Toukoi} i {disable (0), enable(l)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"1login n default” in DEC, xaxnaa OykBa JIOT'MHa
oTmesigeTcsa oOT cienyiomel Toukor} i {disable (0), enable(l)}
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Mpumep HacTpoliku meToa,0B aBTOpU3auumn gna enable-nonb3osarens

KomaHaa CLI:

aaa authentication enable authorization default radius enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.79.
08.116 1 4 \
1.3.6.1.4.1.89.79.
108.116 1 4 \
1.3.6.1.4.1.89.79.
08.116 1 2 \

1.3.6.1.

108.116

1.3.6.1.

108.116

1.3.6.1.
.108.116 i

N N S

L S

.89.79.
\
.89.79.

\
.89.79.

1

15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1

15

15.

15.

15.

15.

1.

1.

2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.

3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1

.3.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.

.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.

.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117

authindex — nHaekc metoga aBTopusaumuu. loctynHble 3HaueHusa ot 2 8o 7. MNepsbim
MUCNonb3yeTcs MeToa, C HAMMEHbBLUMM HOMEPOM.

MNone 1.3.6.1.4.1.89.79.15.1.10.16 paspewaeT NpoxoxaeHue aBToOpuU3aLMU ANA
enable-nonb3oBarens.

101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepeBoautca u3 ASCII-
Tabaunubl (pacwudposbisaeTtca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepeBOAUTCA U3
ASCII-Tabnuybi (pacwmdpposbisaetca enable_n_default).

YoaneHue Hacmpoliku memodos aemopu3ayuu 014 enable-nosav3osamens

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“login c default” in DEC, xaxnmas OykBa
JIOTMHAa OTIEeJIIeTCsSa OT cJienyiumer Toukowm} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"1login n default” in DEC, xaxnasa Oykea
JIOTMHa OoTneJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),

line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“1login c default” in DEC, xaxnas Oykea
JIOTMHAa OTIEeJIIeTCsa OT cJjenynmer Toukown} 1 {deny (0),

line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"1login n default” in DEC, kaxnasa Oykea
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"1login c default” in DEC, kaxnasa OyKBa JOIMHA
oTmesiaeTca oOT cienypomer Touxkon} 1 {disable (0), enable(l)} \
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Mpumep yganeHna metoaos aBTopusauum gna enable-nonbsosartens

KomaHaa CLI:

no aaa authentication enable default

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

>1.3.6.1.4.1.89.79.15.

108.116 1 2 \

>1.3.6.1.4.1.89.79.15.

.108.116 1 2 \

>1.3.6.1.4.1.89.79.

108.116 1 0 \

>1.3.6.1.4.1.89.79.

.108.116 1 0 \

>1.3.6.1.4.1.89.79.

.108.116 1 0 \

>1.3.6.1.4.1.89.79.

7.108.116 1 0

15

15.

15.

15.

1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.

1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117

.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.

1.3.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117

1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117

1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.11

/) authindex — nHaekc metoaa aBTopusaumuu. loctynHble 3HaueHusa ot 2 8o 7. MNepsbim
V MUCNonb3yeTcs MeToa, C HAMMEHbBLUMM HOMEPOM.

MNone 1.3.6.1.4.1.89.79.15.1.10.16 paspewaeT NpoxoxaeHue aBTOpuU3aLMU ANA
enable-nonb3oBarens.

101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepeBoautca us ASCII-
V Tabaunubl (pacwudposbisaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepeBOAUTCA U3
ASCII-Tabnuybi (pacwmdpposbisaetca enable_n_default).

12.2 Hacmpolika docmyna

BrnrouyeHue TELNET-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonbsyemble Tabnuubi: riTelnetEnable — 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 i {on(l), off(2)}

Mpumep srkntoueHua TELNET-cepsepa

Komanpga CLI:

ip telnet server

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1
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BrnroyeHue SSH-cepsepa

MIB: rlssh.mib
Ucnonb3ayembie Tabnunupl: riISshServerEnable — 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep srknoueHna SSH-cepsepa

KomaHpa CLI:
ip ssh server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 1 1

lMpocmomp akmusHbix cecculi

MIB: rlAAA.mib

Ucnonb3syembie Tabnunupl: rIAAAUserinetName — 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5

Mpumep NPoCcMOTpPa aKTUBHbIX CeccUin

KomaHpa CLI:
show users

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKA/IMPOBAHMUE NMOPTOB

Hacmpolka 3epKaaupo8aHusa nopmos

MIB: rIspan.mib

Ucnonb3yemble Tabnuubi:
rISpanDestinationTable — 1.3.6.1.4.1.89.219.2
rISpanSourceTable — 1.3.6.1.4.1.89.219.3

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.2.1.2.{session id}

-

{ifindex dst port} \

1.3.6.1.4.1.89.219.2.1.3.{session id} i {span(l), rspan-start(2), rspan-
final (3)} \

1.3.6.1.4.1.89.219.2.1.4.{session id} i {monitor-only(l), network(2)} \
1.3.6.1.4.1.89.219.2.1.5.{session id} i {vlan id} \
1.3.6.1.4.1.89.219.2.1.6.{session id} i {createAndGo(4), destroy(6)}

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.219.3.1.4.{session id}.l.{ifindex src port} i {rx(l), tx(2),
both(3)} \

1.3.6.1.4.1.89.219.3.1.5.{session id}.1l.{ifindex src port} i {createAndGo(4),
destroy (6) }

Mpumep 3eprkanuposBaHua Tpaduka ¢ uHTepdeiica TenGigabitEthernet 1/0/16 Ha wuHTepdeiic
TenGigabitEthernet 1/0/17

KomaHpa CLI:
monitor session 7 destination interface TenGigabitEthernet 1/0/17
monitor session 7 source interface TenGigabitEthernet 1/0/16

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.219.2.1.2.7 1 17 \
1.3.6.1.4.1.89.219.2.1.3.7 1 1 \
1.3.6.1.4.1.89.219.2.1.4.7 i 1 \
1.3.6.1.4.1.89.219.2.1.5.7 i 1 \
1.3.6.1.4.1.89.219.2.1.6.7 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.3.1.4.7.1.16 1 3 \
1.3.6.1.4.1.89.219.3.1.5.7.1.16 i 4

Hacmpolka 3epKkaauposaHus vian

MIB: rlspan.mib

Ucnonb3yemble Tabnuubi:
rISpanDestinationTable — 1.3.6.1.4.1.89.219.2
rISpanSourceTable — 1.3.6.1.4.1.89.219.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \

1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}
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Mpumep HacTpoliku 3epKanuposaHua vlian 622 Ha uHTepdeiic TenGigabitEthernet 1/0/17

KomaHaa CLI:
monitor session 7 destination interface TenGigabitEthernet 1/0/17
monitor session 7 source interface vlan 622

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.2.1.2.1 1 17 \

.89.219. 1i 1
.89.219.
.89.219.
.89.219.

e e
wwww
PPN
[N
IS
[N
N NN
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PR ISEREN
R
BB e
S
P

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.3.1.4.1.2.100621 1 1 \
1.3.6.1.4.1.89.219.3.1.5.1.2.100021 1 4
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14 ®YHKUMNA SFLOW

3a0amb adpec cepsepa cbopa cmamucmuku sFlow

MIB: rfc3176.mib
Ucnonb3ayemble Tabnunupl: sFlowRcvrTable — 1.3.6.1.4.1.14706.1.1.4

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.14706.1.1.4.1.2.{number of
receiver (1-8)} s "local" \

1.3.6.1.4.1.14706.1.1.4.1.3.{number of receiver(1-8)} i 2147483647 \
1.3.6.1.4.1.14706.1.1.4.1.5.{number of receiver(1-8)} i

{unknown (0) ,ipv4 (1) ,ipv6 (2) ,ipvdz (3),ipv6z (4),dns (16)} \
1.3.6.1.4.1.14706.1.1.4.1.6.{number of receiver(1-8)} x {IP address (HEX) }

Mpumep HacTPoIiKK agpeca cepsepa cb6opa cTaTUCTUKK sFlow

Komanpga CLI:
sflow receiver 1 192.168.1.1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.2 .1.3.6.1.4.1.14706.1.1.4.1.2.1 s "local"™ \
1.3.6.1.4.1.14706.1.1.4.1.3.1 1 2147483647 \

1.3.6.1.4.1.14706.1.1.4.1.5.1 1 1 \

1.3.6.1.4.1.14706.1.1.4.1.6.1 x COA80101

3adamb uHmepagelic ycmpoticmea, IP-adpec Komopo2o bydem ucnos63080mMbCA M0 YMOAYAHUKO 8
Kayecmeae adpeca UcmoYHUKa cbopa cmamucmuKu

MIB: rlip.mib
Ucnonbsyemble Tabnuubl: riSourceAddressSelectionTable — 1.3.6.1.4.1.89.26.35

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.26.35.1.2.115.102.108.111.119 i {ifindex} - nmusa IPv4
snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.26.35.1.3.115.102.108.111.119 i {ifindex} - mmsa IPv6

Mpumep HacTpoiiKK nHTepdeiica UCTOUHUKA cbopa CTaTUCTUKKU

KomaHpa CLI:
sflow receiver source-interface TenGigabitEthernet 1/0/1
sflow receiver source-interface-ipv6 TenGigabitEthernet 1/0/1

KomaHga SNMP:

snmpset -v2c -c private

192.168.1.2 .1.3.6.1.4.1.89.26.35.1.2.115.102.108.111.119 1 1
snmpset -v2c -c private

192.168.1.2 .1.3.6.1.4.1.89.26.35.1.3.115.102.108.111.119 1 1
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300amb cpedHo CKOpocmb 8bI6OPKU NaKemos

MIB: rfc3176.mib
Ucnonbsyembie Tabnnupi: sFlowFsTable — 1.3.6.1.4.1.14706.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.14706.1.1.5.1.3.11.1.3.6.1.2.1.2.2.1.1.{ifindex}.1 i {number of
receiver (1-8)} \

1.3.6.1.4.1.14706.1.1.5.1.4.11.1.3.6.1.2.1.2.2.1.1.{ifindex}.1 i {rate (1024~
1073741823) }

Mpumep HacTPONKK cpeaHen CKOPOCTU BbIBOPKU NaKeToB

KomaHaa CLI:
interface te 1/0/1
sflow flow-sampling 1024 1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.2 \
1.3.6.1.4.1.14706.1.1.5.1.3.11.1.3.6.1.2.1.2.2.1.1.1.1 1 1 \
1.3.6.1.4.1.14706.1.1.5.1.4.11.1.3.6.1.2.1.2.2.1.1.1.1 i 1024

3adamb MakcumanbHbIl UHMeP8asn Mexdy ycrneuHbIMU 86160pPKAMU NAKEMO8

MIB: rfc3176.mib
Ucnonbsyemble Tabnuubl: sFlowCpTable — 1.3.6.1.4.1.14706.1.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.14706.1.1.6.1.3.11.1.3.6.1.2.1.2.2.1.1.{ifindex}.1 i {number of
receiver (1-8)} \

1.3.6.1.4.1.14706.1.1.6.1.4.11.1.3.6.1.2.1.2.2.1.1.{ifindex}.1 i {seconds (15-
86400) }

Mpumep HaCTPOIKN MAKCUMAIbHOTO MHTEPBAAa MEXAyY yCneLwHbIMU BbiIGOpKaMu NakeTos

KomaHpa CLI:
interface te 1/0/1
sflow counters-sampling 15 1

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.2 \
1.3.6.1.4.1.14706.1.1.6.1.3.11.1.
1.3.6.1.4.1.14706.1.1.6.1.4.11.1.

\

3.6.1.2.1.2.2.1.1.1.1 1 1
3.6.1.2.1.2.2.1.1.1.1 1 15

[lepesod HacmpoeHHo20 adpeca cepsepa cbopa cmamucmuku sFlow 8 onpedeneHHbil VRF

MIB: eltSflow.mib
Ucnonb3syemble Tabnuupl: eltSflowRcvrTable — 1.3.6.1.4.1.35265.1.23.18.1.1.1

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.18.1.1.1.1.1.{number of receiver(1-8)} ui {number of VRF
(default (1))}
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Mpumep nepesoaa HaCTPOEHHOrO aapeca cepsepa c6opa cratuctuku skFlow B onpeaeneHHbit VRF

KomaHaa CLI:
sflow receiver 2 192.168.1.1 vrf 1

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.2 1.3.6.1.4.1.35265.1.23.18.1.1.1.1.1.2 ui 2

[Tpocmomp cmamucmuKu Nakemos, nonaswux 8 8b160pKy sFlow

MIB: risflow.mib
Ucnonb3ayembie Tabnuupl: risFlowStatisticsTable — 1.3.6.1.4.1.89.147.1

snmpget -v2c -c <community> <IP address>
1.3.6.1.4.1.89.147.1.1.2.11.1.3.6.1.2.1.2.2.1.1.{ifindex}

or

snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.147.1.1.2

Mpumep NpocMmoTpa CTaTUCTUKA NAKETOB, NONaBLUKX B BbI6OpKyY sFlow

Komanpga CLI:

show sflow statistics

KomaHga SNMP:

snmpget -v2c -c private 192.168.1.2
1.3.6.1.4.1.89.147.1.1.2.11.1.3.6.1.2.1.2.2.1.1.10

or

snmpwalk -v2c -c private 192.168.1.2 1.3.6.1.4.1.89.147.1.1.2

[lpocmomp Konuvecmea ecex nakemos, omnpasaeHHbIX Ha cepsep cbopa cmamucmuKu

MIB: risflow.mib
Mcnonb3ayembie Tabnunupl: risFlowStatisticsTable — 1.3.6.1.4.1.89.147.1

snmpget -v2c -c <community> <IP address>
1.3.6.1.4.1.89.147.1.1.3.11.1.3.6.1.2.1.2.2.1.1.{ifindex}

or

snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.147.1.1.3

Mpumep NpocmoTpa KOAMYECTBa BCEX NAKETOB, OTNPaB/IEHHbIX Ha cepBep cbopa CTaTUCTUKM

KomaHpa CLI:
show sflow statistics

KomaHaa SNMP:

snmpget -v2c -c private 192.168.1.2
1.3.6.1.4.1.89.147.11.3.11.1.3.6.1.2.1.2.2.1.1.10

or

snmpwalk -v2c -c private 192.168.1.2 1.3.6.1.4.1.89.147.1.1.3
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15 ®YHKUMU AUNATHOCTUKN PUSNYECKOIO YPOBHA

15.1 Juaz2HocmuKa onmu4YecKo20 mpaHcueepad

CHamue noka3aHuli DDM

MIB: riphy.mib
Ucnonb3syemble Tabnuupl: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{mnHmexc nopra}.{Tun mnapamerpa}

Mpumep 3anpoca nokasaHut DDM c uHtepdeiica TenGigabitethernet 1/0/23 (ana scex napamertpos)

KomaHpa CLI:

show fiber-ports optical-transceiver interface TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.23

/ Tun napamempa moxcem NpUHUMame caedyrouiue 3Ha4eHus:

rIPhyTestTableTransceiverTemp (5) — Temnepartypa SFP-TpaHcuBepa;
rIPhyTestTableTransceiverSupply (6) — HanpsaxeHMe NUTaHUA B MKB;
rIPhyTestTableTxBias (7) — TOK cmelueHuUsa B MKA;

rIPhyTestTableTxOutput (8) — ypoBeHb MOLLHOCTU Ha Nepegaye B mDbm;
rIPhyTestTableRxOpticalPower (9) — ypoBeHb mowHOCTM Ha Npueme B mDbm.

[Mpocmomp cepuliHo2o Homepa SFP-mpaHcusepa

MIB: eltMes.mib

Ucnonb3syemble Tabnuupl: eltMesPhdTransceiver — 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.{muHmexc nopTa}

Mpumep npocmoTtpa cepuitHoro Homepa SFP ¢ uHTepdeiica TenGigabitEthernet 1/0/23 (ana scex
napametpos)

KomaHpa CLI:
show fiber-ports optical-transceiver interface TenGigabitEthernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.23
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16 PYHKLUMNU OBECNEYEHUA BE3SONACTHOCTU

16.1 ®yHKyuu obecnevyeHus 3auumsi NOPMoO8

O2paHuyeHue Konudecmaa MAC-adpecos, usyyaemoix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i1 {max mac addresses}

Mpumep orpaHnyenns 8 20 MAC-agpecos Ha nopt TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
port security max 20

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.23 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: swifPortLocklfRangeTable — 1.3.6.1.4.1.89.43.6

v2c -c <community> <IP address> \

4.1.89.43.6.1.3.1 i {locked(l), unlocked(2)} \

4.1.89.43.6.1.4.1 1 {discard(l), forwardNormal (2), discardDisable(3),
HaI MakeToM, He MOoMaBWMM [OI MNpaBuiia port security} \
4.1.89.43.6.1.5.1 i {true(l), false(2). Insa oTnpaBkKu TpamnoB} \
4.1.89.43.6.1.6.1 i {uacToTa oTmpaBKM Tpamnos (cek)} \
4.1.89.43.6.1.2.1 x {ifindex B BuUIe OMUTOBOM MACKN}

Mpumep HacTpoiiku port security ana unrepdeiicos TenGigabitEthernet 1/0/21-23

Komanpga CLI:
interface range TenGigabitEthernet 1/0/21-23
port security discard trap 30

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.6.1.3.1 1 1 \
1.3.6.1.4.1.89.43.6.1.4.1 1 1 \
1.3.6.1.4.1.89.43.6.1.5.1 i 1 \
1.3.6.1.4.1.89.43.6.1.6.1 1 30 \
1.3.6.1.4.1.89.43.6.1.2.1 x "0O0OOOOEOOOOQ™"
MeToauka pacyeta 6MTOBOII Macku npuBegeHa B pasgene «MpunoxkeHue A.
V MeToauka pacyeta 6UTOBOI MacKn».
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YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} i {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset (4)}

Mpumep HACTPOMKM peXMma OrpaHMYeHUs MO KoaudectBy uayyeHHbiX MAC-agpecoB Ha nopty
TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
port security mode max-addresses

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.23 i 2

[pocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonb3syemble Tabauubi: swifLockAdminStatus — 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cratyca port security

KomaHpaa CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnaunupl: swifAdminLockAction — 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNA port security

Komanpga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Tpocmomp MaKCUManbHO 3a0aHHO20 KoauvYecmea MAC-adpecos, u3y4aemsix Ha Ethernet
nopmax

MIB: rlinterfaces.mib

Ucnonbayembie Tabnnupl: swifLockMaxMacAddresses — 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep npocmoTpa MaKcMmanbHO 3agaHHOro Konunudecrsa MAC-agpecoB, usydyaembix Ha Ethernet-
noprax

KomaHpa CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

[lepesod nopma 8 pexcum U3oaAAyUU U 8HymMpuU 2pynibl 1opmos

MIB: rlprotectedport.mib

Ucnonb3syembie Tabnuupl: rIProtectedPortsTable — 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTpoiikn nsonaumm Ha noptax TenGigabitEthernet 1/0/21 n TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface range TenGigabitEthernet 1/0/23
switchport protected-port

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.21 i 2 \
1.3.6.1.4.1.89.132.1.1.1.23 1 2

Co30aHue cmamu4ecKkol npusasku 8 MAC-mabauue

MIB: Q-BRIDGE-MIB

Ucnonb3syemble Tabnnupl: dotlqgStaticUnicastTable — 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> -t 20 -r 0 <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{vlan id}.{mac address (DEC). BauTer MAC-azmpeca
pasnensaworcs Toukamu}.{ifIndex} 1 {other(l), invalid(2), permanent (3),
deleteOnReset (4), deleteOnTimeout (5) }

Mpumep npusaskn MAC-agpeca 00:22:68:7d:0f:3f 8 vlan 622 k unrepdeliicy TenGigabitethernet 1/0/23
pexkume secure (Mo yMmo4aHMIO UCNOJIb3YETCA PEXXUM permanent)

KomaHpa CLI:
mac address-table static 00:22:68:7d:0f:3f vlan 622 interface tenGigabitethernet
1/0/23 secure

KomaHaa SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.23 1 1
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[pocmomp MAC-mabauysl

MIB: Q-BRIDGE-MIB

Ucnonb3yemble Tabnuubl: dotlqTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

MNpumep npocmotpa MAC-Tabnuubl

KomaHpa CLI:
show mac address-table

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co3z0aHue cmamu4ecKkol npusasku 8 ARP-mabauue

MiIB: RFC1213-MIB

Ucnonb3syembie Tabnuupl: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{v1lan id}.{IP address} x {,MAC address™“} \
1.3.6.1.2.1.4.22.1.3.{v1lan id}.{IP address} a {IP address} \
1.3.6.1.2.1.4.22.1.4.{v1lan id}.{IP address} i 4

Mpumep npusasku ip 192.168.1.21 n MAC aa:bb:cc:dd:ee:ff Kk vlan 1

KomaHpa CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlan 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff" \
1.3.6.1.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \
1.3.6.1.2.1.4.22.1.4.100000.192.168.1.21 i 4

7 1. Ana ypaneHna npueasku Heobxoaumo B none 1.3.6.1.2.1.4.22.1.4 npucBonTb 3HaUeHHe 2.
V 2. IP-agpec yctpoiictBa u IP-agpec cosgaBaemoii ctatuyeckoi 3anucu B ARP-tabnuue
BONI3KHbI HAXOAUTbLCA B O4HOM NoAaceTu.

[Mpocmomp ARP-mabauysi

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3yemble Tabnumubi:
pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1
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MNpumep npocmoTtpa ARP-Tabauubl

KomaHaa CLI:
show arp

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

7 1. 3HaueHue Tabauubl pNetToMediaPhysAddress otobparkaer IP-agpec u MAC-agpec
V VLAN.
2. 3HauveHue Tabauubl dotlqTpFdbEntry — oTo6parkaer cratyc U MAEHTUPUKALMOHHDIM
HOMep NopTa, C KOTOPOro AOCTYNHO YCTPOKCTBO.

16.2 KoHmponab npomokona DHCP u onyuu 82

BkntoyeHue/sbikao4yeHue DHCP-cepsepa Ha KOMMymamope

MIB: rldhcp.mib

Ucnonb3ayembie Tabnuupl: riDhcpRelaylnterfacelistTable — 1.3.6.1.4.1.89.38.29

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 1 {true(l), false(2)}

Mpumep skntoueHna DHCP-cepBepa Ha KommyTaTope

KomaHpa CLI:
ip dhcp server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 1 1

[Mpocmomp 3anucell mabauysi dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonb3ayembie Tabnunupl: rlipDhcpSnoopEntry — 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

Mpumep npocmoTpa Tabauubl dhcp snooping

Komanpga CLI:
Show ip dhcp snooping binding

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1
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BKﬂfO"IEHUE/SbIKﬂfOHEHUE dhcp snooping 2106a16HO

MIB: rlbridge-security.mib
Ucnonbayembie Tabnunupl: rlipDhcpSnoopEnable — 1.3.6.1.4.1.89.112.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 i {enable(l), disable(2)}

Mpumep rnobanbHoro BrkAoueHusa dhcp snooping

KomaHpa CLI:
ip dhcp snooping

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

BrntoyeHue/sbikao4eHue dhep snooping eo vian

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnuupl: rlipDhcpSnoopEnableVianTable — 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{v1lan id} i {createAndGo(4), destroy(6)}

Mpumep BrkaoueHusa dhcp snooping B vlian 622

KomaHpa CLI:
ip dhcp snooping vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 1 4

Hacmpolika IP DHCP information option

MIB: rlbridgesecurity.mib

Ucnonb3ayembie Tabnunupl: rlipDhcpOpt82insertionEnable — 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 1 {enable(l), disable(2)}

Mpumep

KomaHpa CLI:
ip dhcp information option

KomaHaa SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 1 1
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Hacmpolika dosepeHHo20 nopma DHCP

MIB: rlbridge-security.mib

Ucnonb3ayembie Tabnunupi: rlipDhcpSnoopTrustedPortTable — 1.3.6.1.4.1.89.112.1.13

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} i1 {createAndGo(4), destroy(6)}

Mpumep HacTPoiKM goBepeHHOro uHTepdeiica TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
ip dhcp snooping trust

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.23 1 4

Hacmpolika DHCP relay so VLAN

MIB: rldhcp.mib

Ucnonb3yemble Tabnuubl:

rIDhcpRelaylnterfacelistVlanld1To1024 — 1.3.6.1.4.1.89.38.29.1.3
rIDhcpRelayInterfacelListVIanld1025T02048 — 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelayInterfacelListVlanld2049To3072 — 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelayinterfacelListVlanld3073To4094 — 1.3.6.1.4.1.89.38.29.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {BuroBasg mMacka}

Mpumep HacTpoiiku IP DHCP relay enable Ha vilan 1

Komanpga CLI:
Interface vlan 1
ip dhcp relay enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000

Mpumep HacTpoiiku IP DHCP relay enable Ha 1026 vlan

KomaHpa CLI:
Interface vlan 1026
ip dhcp relay enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

Mpumep pacueta 6MTOBO MACKM MOXKHO MNOCMOTpPeTb B pasgene «lpunoxkeHue A.
MeToauka pacyeta 6UTOBOI MacKn».
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Hacmpolika oepaHu4yeHua ckopocmu exodauwux DHCP-nakemos 8 DHCP Snooping

MIB: eltBridgeSecurity.mib

Ucnonb3yemble Tabnuubi:

eltIpDhcpSnoopPortTable - .1.3.6.1.4.1.35265.1.23.112.1.20.1.2
snmpset -v2c -c <community>

<IP address> .1.3.6.1.4.1.35265.1.23.112.1.20.1.2.{ifIndex} i {pps}

Mpumep HacTpoIiKK orpaHuyeHus ckopoctu Bxoaawmx DHCP-naketos B DHCP Snooping

KomaHpa CLI:
interface Tengigabitethernetl/0/1
ip dhcp snooping limit rate 250

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.1 .1.3.6.1.4.1.35265.1.23.112.1.20.1.2.1 i 250

16.3 3awuma IP-adpeca KnueHma (IP source Guard)

BK/HO‘—IEHUE/OmeIiOLIeHUE ip source quard 2106as16HO

MIB: rlbridge-security.mib

Ucnonb3zyemble Tabauubi: rlipSourceGuardEnable — 1.3.6.1.4.1.89.112.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 1 {enable(l), disable(2)}

Mpumep rnobanbHOro BKAOUEHUA ip source guard

Komanpga CLI:

ip source-guard

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co3daHue cmamu4yecKkol NpusasKu ip source quard

MIB: rlbridge-security.mib
Ucnonb3syemble Tabnuupl: rlipDhcpSnoopStaticTable — 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{vlan id}.{MAC in DEC. Kaxmemt OamT MAC-ampeca
oTmeyiseTcsa OT Npemsaymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{v1lan id}.{MAC in DEC. Kaxmem OanT MAC-azmpeca
ormeyiseTcd OT npensnymero Toukoir} i {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{v1lan id}.{MAC in DEC. Kaxmem OamnT MAC-azmpeca
oTHmensgeTCcs OT MNpPemenymero Toukou} 1 {createAndGo (4), destroy(6)}
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MNpumep npuBsaskn MAC-agpeca 00:11:22:33:44:55 K IP 192.168.1.34, vilan 622, wuHTepdeiicy
TenGigabitEthernet 1/0/23

KomaHaa CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 TenGigabitEthernet
1/0/23

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.10.1.3.622.0.17.34.51.68.85 a 192.168.1.34 \
1.3.6.1.4.1.89.112.1.10.1.4.622.0.17.34.51.68.85 1 23 \
1.3.6.1.4.1.89.112.1.10.1.5.622.0.17.34.51.68.85 1 4

BKﬂiO'-‘IEHUE/BbIK/HO'-IEHue ip source quard Ha nopmy

MIB: rlbridge-security.mib
Ucnonb3yemble Tabauuypbi: rlipSourceGuardPortTable — 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> 1 {createAndGo(4), destroy(6)}

Mpumep BKAoUeHUA ip source guard Ha nHtepdeiice TenGigabitEthernet 1/0/23

Komanpga CLI:
interface TenGigabitEthernet 1/0/23
ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.23 1 4

16.4 KoHmponb npomokona ARP (ARP Inspection)

BkntoyeHue/sbikao4yeHue ARP Inspection 2106a16HO

MIB: rlbridge-security.mib
Ucnonb3ayemblie Tabnuupl: rlipArplnspectEnable — 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 1 {enable(l), disable (2)}

Mpumep rnobanbHOro BKAOUEHUA arp inspection

Komanpga CLI:
ip arp inspection

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 i 1
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BknroueHue/sbikntovyeHue ARP Inspection 8o VLAN

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipArpinspectEnableVianTable — 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} 1 {createAndGo(4), destroy(6)}

Mpumep BKAOUYEHUA arp inspection B vlan 622

KomaHpa CLI:
ip arp inspection vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 1 4

Hacmpolika dosepeHHo20 nopma ARP Inspection

MIB: rlbridge-security.mib

Ucnonb3zyemble Tabauubi: rlipArplnspectTrustedPortRowStatus — 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} i {createAndGo (4), destroy(6) }Mpumep
HaCTpOiKKN aosepeHHoro nutepdeiica TenGigabitEthernet 1/0/23

Komanga CLI:
interface TenGigabitEthernet 1/0/23
ip arp inspection trust

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.23 1 4

lpusAasKa ip arp inspection list k vlan

MIB: rlbridge-security.mib

Ucnonb3syemble Tabnuupl: rlipArplnspectAssignedListName — 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

Mpumep npuBA3KK AUcTa c UMeHem test K vian 622

Komanpga CLI:
ip arp inspection list assign 100 test

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test
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16.5 lIpoeepKa NoOAUHHOCMU KaueHmMa Ha ocHose nopma (802.1x)

BKaroyeHue aymeHmugukauyuu 802.1x Ha KoMMymamope

MIB: dot1xPaeSystem.mib

Ucnonb3ayembie Tabamupi: dotlxPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 1 {enabled(l), disabled(2)}

Mpumep BrAtoyeHua 802.1x

KomaHpa CLI:
dotlx system-auth-control

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 1 1

BkrwoyeHue nepuoduyeckoli nosmopHol nposepKu nodsauHHocmu (nepeaymeHmugukayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3zyemble Tabauubi: dot1xAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} 1 {true(l), false(2)}

Mpumep BKAIOYEHUA NEPMOAMYECKON MOBTOPHON NPOBEPKU MOANMHHOCTA KAMEHTa Ha MHTepdeiice
TenGigabitEthernet 1/0/23

Komanga CLI:
interface tengigabitethernet 1/0/23
dotlx reauthentication

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.23 1 1

YcmaHosKa nepuoda mexcdy nosmopHbIMU NposepKamu nodauHHocmu

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3ayembie Tabnnupi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c¢ -c¢ <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

Mpumep yctaHOBKM nepuoga B 300 ¢ Mmexay MNOBTOPHbIMM NpoBEpKamMu Ha WHTepdeiice
TenGigabitEthernet 1/0/23

Komanpga CLI:
interface tengigabitethernet 1/0/23
dotlx timeout reauth-period 300

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.23 u 300
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Hacmpolka pexcumos aymeHmugurkayuu 802.1x Ha uHmepdgelice

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3ayembie Tabnunupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} 1 {force-Unauthorized(l), auto(2), force-
Authorized(3) }

Mpumep HacTpoiku ayTeHTUdUKaumm 802.1x B pexkume auto Ha uHTepdeiice TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface tengigabitethernet 1/0/23
dotlx port-control auto

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.23 1 2

BkaroyeHue aymeHmugukayuu, ocHosaHHol Ha MAC-adpecax noas3osameneli

MIB: radlan-dot1x-mib.mib

Ucnonb3syembie Tabnunupl: rldotlxAuthenticationPortTable — 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} i {destroy (1), mac-and-802.1x(2), mac-
only (3)}

Mpumep BKAOYEHMA ayTeHTUPMUKALUKM, OCHOBAHHOW TOoNbKO Ha MAC-agpecax Ha uHTepdeiice
TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface tengigabitethernet 1/0/23
dotlx authentication mac

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.23 1 3

PaspeweHue Hanu4yusa 00H020/HECKOAbKUX KAUEHMO8 HO aemopu308aHHOM nopmy 802.1X

MIB: rlinterfaces.mib

Ucnonbsyembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} i {single(l), none(2), multi-sessions(3)}

Mpumep paspeLueHna HaIMUNA HECKONIbKMX KNMEHTOB Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
dotlx host-mode multi-sessions

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.23 1 3
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BKrtoyeHUe 00H020 uau 08YxX Memo0o8 NposepKU nodsauHHoOCMU, asmopusayuu u yyema (AAA)
0719 Ucnosab308aHUA Ha uHmepgelicax IEEE 802.1x

MIB: rlaaa.mib

Ucnonb3ayembie Tabnnupl: rIAAAEapMethodListTable — 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.97.1.1.1.7.{"default” in DEC,
crnenywomerr Toukoi} s {authentication list} \1.
in DEC, kaxmasg OykKBa OTIeJISeTCHd OT CJelyllen
none (2) } \
1.3.6.1.4.1.89.97.1
crenymuey TOuKOoM} 1
1
i

kaxdas OyKBa OTIOeJISeTCsS OT
3.6.1.4.1.89.97.1.1.2.7.{“default”
Toukor} i {Deny(0), radius(l),

.1.3.7.{"default” in DEC, kaxmasa OykKBa OTIeJII€TCSI OT
{Deny (0), radius(l), none(2)} \

1.7.7.{"default” in DEC, kaxmasa OyKBa OTIEJISEeTCS OT
1

1.3.6.1.4.1.89.97.
crenymomer TOUKOM}

Mpumep BKAOYeHUA cnucka RADIUS-cepBepoB ana ayteHTUGUMKaLUM Nnonb3oBaTens

KomaHpa CLI:
aaa authentication dotlx default radius none

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \
1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 1 1 \
1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 1 2 \
1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 1 1

1) AnAa Toro, 4To6bl BEPHYTbCA K HACTPOIKaM NO YMO/IYAHUIO, AOCTAaTOYHO 3HAYEHUSA
nomeHATb Ha Deny(0).

2) Default nepesoguTtca ns ASCIl B HEX c nomouwybto Ta61Lbl, KOTOPYHO MOXXHO HAlTU
no ccbinke https://ru.wikipedia.org/wiki/ASCII.

JlobasseHue YyKa3aHHO020 cepsepad 8 CrUcoK ucnonb3yemoix RADIUS-cepsepos

MIB: rlaaa.mib

Ucnonb3syembie Tabnuupi: riIRadiusServerinetTable — 1.3.6.1.4.1.89.80.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} x "{ip adress (HEX)}" \

1.3.6.1.4.1.89.80.8.1.1.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} i {ipv4(1l), ipv6(2), ipvidz(3)} \

1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1812} \

1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1813} \

1.3.6.1.4.1.89.80.8.1.9.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} s "#{encoding key}" \

1.3.6.1.4.1.89.80.8.1.13.1.4.{ip address (DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {createAndGo(4), destroy(6)}
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Mpumep

KomaHaa CLI:
radius-server host 192.168.1.10 encrypted key da90833f59be

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.80.8.1.2.1.4.192.168.1.10.1812.1813 x "c0a8010a" \
1.3.6.1.4.1.89.80.8.1.1.1.4.192.168.1.10.1812.1813 i 1 \
1.3.6.1.4.1.89.80.8.1.3.1.4.192.168.1.10.1812.1813 i 1812 \
1.3.6.1.4.1.89.80.8.1.4.1.4.192.168.1.10.1812.1813 i 1813 \
1.3.6.1.4.1.89.80.8.1.9.1.4.192.168.1.10.1812.1813 s "#da90833f59%be" \
1.3.6.1.4.1.89.80.8.1.13.1.4.192.168.1.10.1812.1813 1 4

16.6 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[nobanbHoe sKkaroyeHue loopback-detection

MIB: rllbd.mib

Ucnonb3syembie Tabnunupli: riLbdEnable — 1.3.6.1.4.1.89.127.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 1 { true(l), false(2) }

Mpumep rnobanbHoro BrkAo4eHus loopback-detection

KomaHpa CLI:
loopback-detection enable

KomaHnga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 1 1

N3meHeHUe uHmepesana loopback-detection

MIB: rllbd.mib

Ucnonb3syembie Tabnunupl: riLbdDetectioninterval — 1.3.6.1.4.1.89.127.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I { seconds 1-60 }

Mpumep nsmeHeHna nHtepeana loopback-¢ppeiimos Ha 23 ceKyHAbI

Komanpga CLI:
loopback-detection interval 23

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 1 23

BknroyeHue/omkmoveHue loopback-detection Ha uHmepgelicax

MIB: rllbd.mib

Ucnonb3ayembie Tabnuupli: riLbdPortAdminStatus — 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} 1 { enable(l), disable(2)}
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Mpumep ekaoueHna loopback-detection Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHaa CLI:
interface TenGigabitethernet 1/0/23
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.23 i 1

[Mpocmomp paboyez2o cocmoaHusa loopback-detection Ha uHmepagelice

MIB: rllbd.mib

Ucnonb3ayembie Tabnuupli: riLbdPortOperStatus — 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.{ifindex}

Mpumep npocmoTpa coctoanua loopback-detection Ha uHtepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show loopback-detection TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.23

V Mpu ncnonozosaHmn SNMP-KomaHAbI:

1 — cocroAHue inactive,
2 — cocTosHue active,
3 — loopdetected.
Mpocmomp 3a6s0kuposaHHbix VLAN 6 pexcume vian-based

MIB: rllbd.mib

Ucnonb3syembie Tabnuupli: eltMesLdb — 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{ifindex}.{vlan}

Mpumep npocmoTpa coctoanua vlan 2 Ha nopty TenGigabitethernet 1/0/23

KomaHpa CLI:
show loopback-detection TenGigabitethernet 1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.23.622

7 Bo3mo»KHble COCTOAHUA:
1 — active,
2 — blocked.
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16.7 KoHmponb wupoKoeewamesnbHo20 wmopmad (storm-control)

Hacmpolika storm-control Ha uHmepaelice

MIB: RADLAN-MIB

Ucnonb3syembie Tabnunupl: rIStormCtrl — 1.3.6.1.4.1.89.77

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifindex}.{broadcast(l),multicastRegistred(2),multicas
tUnregistred(3), multicastAll (4), unknownUnicast(5)} u {rate} \
1.3.6.1.4.1.89.77.12.1.3.{ifindex}.{broadcast(l),multicastRegistred

(2) ,multicastUnregistred(3),multicastAll (4),unknownUnicast(5)} I
kiloBitsPerSecond (1) ,precentaged(2)} \
1.3.6.1.4.1.89.77.12.1.4.{ifindex}.{broadcast (1), multicastRegistred

(2) ,multicastUnregistred(3), multicastAll (4), unknownUnicast(5)} 1

{none (1), trap(2),shutdown (3), trapAndShutdown (4) }

Mpumep BKAoueHusa storm-control ana broadcast-tpadpuka Ha nHtepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
storm-control broadcast kbps 10000 trap shutdown

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.3.23.1 1 1 \
1.3.6.1.4.1.89.77.12.1.2.23.1 u 1000 \
1.3.6.1.4.1.89.77.12.1.4.23.1 1

Mpumep oTkAOUeHUa storm-control ans broadcast-tpaduka Ha nHtepdeiice TenGigabitethernet
1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
no storm-control broadcast

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.1 u 0

Bkntovyums/sbikaroyums storm-control dasa unknown unicast-mpaguka

MIB: radlan-stormctrl.mib

Ucnonb3syemblie Tabnunupl: riIStormCtrlRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
i5s0.3.6.1.4.1.89.77.12.1.2.{ifIndex}.5 u {Kbps,orxmounurs (0)}

Mpumep BKAOUEHUA KOHTPONA HEU3BECTHOrO OgHOoaapecHoro Tpaduka ao 50 K6ut/c

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
storm-control unicast Kbps 50

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.5 u 50
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17 KOH®UTYPUPOBAHME IP U MAC ACP (CMTUCKU KOHTPOANA AOCTYNA)

Co3daHue mac access-list

MIB: gosclimib.mib

Mcnonb3ayemble Tabnuupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

nmpset -v2c -c <community> <IP address> \

w w w 3

t
1.
1.
1.

e
oxm<ﬁm

4.
4.
4.

Mpumep cosganna MAC ACL c uHaekcom 207

89.88.7.1.3.{index-of-acl} i {type-of-acl:

2
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.
1.89.88.7.1.4.{index-of-acl} i {createAndGo (4),

2
)

) B
}

KomaHpa CLI:
mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co3daHue ip access-list (ACL)

MIB: gosclimib.mib

Ucnonb3syemble Tabnunupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7
nmpset -v2c -c <community> <IP address> \

S
1.3.6.1.
1.3.6.1.
1.3.6.1

Mpumep co3panua IP ACL c uHaekcom 107

4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
.1.89.88.7.1.3.{index~-of-acl} i {type-of-acl:

4 (2
.4.1.89.88.7.1.4.{index-of-acl} i {createAndGo (4 o)

)b oA
}

Komanpga CLI:
ip access-list extended 7-ip

KomaHaa SNMP:

snmpset -v2c -c private

1.3.6.1.4.1.89.88.7.1.2.
.1.4.1.89.88.7.1.3.

192.168.1.30 \
107 s "7-ip" \
107 1 2 \

1.3.6
1.3.6

.1.4.1.89.88.7.1.4.107 1 4

v/

Mpumep HanonHeHnsa ACL npaBunamum nogpobHO paccmoTpeH

«MpunoxkeHue b. Npumep cosgaHuna tTunosoro IP ACL».

B pasgene
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[Tpusaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

MUcnonb3ayemble Tabauubi:
rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{ifIndex}.2 i {Index-of-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

Mpumep Ha3HaueHUA npasuaa c uHgekcom 107 (Hassauue ACL 7-ip) Ha nopT TenGigabitEthernet 1/0/23

Komanga CLI:
interface TenGigabitEthernet 1/0/23
service-acl input 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.23.2 1 1

Ona ypaneHua ACL c nopta aocrtatoyHo uHgekc ACL sameHuTb Ha 0.
V snmpset -c -v2c private 192.168.1.301.3.6.1.4.1.89.88.13.1.14.50.2 i 0
1.3.6.1.4.1.89.88.13.1.13.50.2i 1

[Mpussaska IP u MAC ACL Kk nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:

rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14

rlQoslflpv6Aclin — 1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 i {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 i {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 i 1

Mpumep Ha3HaueHUsa npasuna c uHaekcom 107 u 207 (HassaHue ACL 7-ip ana IP ACL u 7-mac ana MAC
ACL) Ha nopT TenGigabitEthernet 1/0/23 (Ifindex 23)

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
service-acl input 7-mac 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2 1 207 \
1.3.6.1.4.1.89.88.13.1.20.23.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.23.2 i 1
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V‘ Ana ypanenna ACL c nopTta goctatouyHo uHgekc IP u MAC ACL 3ameHuTb Ha 0.

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2i 0\
1.3.6.1.4.1.89.88.13.1.20.23.2i 0\
1.3.6.1.4.1.89.88.13.1.13.23.2i 1

Co30aHue policy-map u npusasKka K Hemy ACL

MIB: gosclimib.mib
Ucnonbsyemble Tabnuubi:
rlQosClassMapTable — 1.3.6.1.4.1.89.88.9

rlQosPolicyMapTable — 1.3.6.1.4.1.89.88.11
rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39

Cxema: co3gaHue policy-map NnpoBoAMTCA B HECKOJIbKO 3aMpocoB

1. Co3paem class 1 HasHayaem emy CBOMCTBA

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.2.{index-of-class} s "{name-of-class-map}" \
1.3.6.1.4.1.89.88.9.1.3.{index-of-class} i {matchAll (1)} \
1.3.6.1.4.1.89.88.9.1.7.{index-of-class} 1 {index-of-acl} \
1.3.6.1.4.1.89.88.9.1.9.{index-of-class} 1 {Mark vlan disable (1), enable(2)} \
1.3.6.1.4.1.89.88.9.1.13.{index-of-class} i {create and go(4),destroy(6)}

2. Co3paem policy-map v BKAtoyaem ero

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \
1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} i {createAndGo(4), destroy(6)}

3. MpwueaAsbiBaem class-map K policy-map

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.39.1.2.1.{index-of-class} 1 {index-of-class} \
1.3.6.1.4.1.89.88.39.1.3.1.{index-of-class} 1 {index-of-policy-map}

4. Co3paem orpaHuyeHune ckopocTtu ans class-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.10.1.2.{Number-of-class-in-policy} s {Policer-cm-20} \
1.3.6.1.4.1.89.88.10.1.3.{Number-of-class-in-policy} i {single (1),

e
4.1.89.88.10.1.4.{Number-of-class-in-policy} i {rate} \
4.1.89.88.10. . {Number-of-class-in-policy} 1 {burst} \
.4.1.89.88.10.1.6.{Number-of-class-in-policy} i {none(l), drop(2),
)

4

6

i
ul

.1.89.88.10.1.8. {Number-of-class-in-policy} i {createAndGo (4),
}

5. MNpunBA3bIBaem orpaHMyYeHme CKOpPOCTH K class-map
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

6. 3agaem 3HaueHue meTkn Tpadumky DSCP, cos nam ykasbiBaem BbIXOAHYIO oyepesb

1.3.6.1.4.1.89.88.233

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.4.{index-of-class} i {setDSCP(3), setQueue(4), setCos(5)}
\

1.3.6.1.4.1.89.88.9.1.5.{index-of-class} 1 {Mark value of DSCP/queue/cos (DEC) }
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Mpumep: IP ACL c index-of-acl = 107 npusA3sbiBaeTca K class-map ¢ umeHem test 1 BbicTaBnseTca meTka DSCP
= 36(DEC), cos = 4 n queue = 8 ans TpaduKa, noanaswero nog IP ACL. Class test npuasbiBaeTca K policy-
map ¢ MmeHem testl.

KomaHaa CLI:
gos advanced
ip access-list extended 7-ip
permit ip any any
exit

class-map test

match access-group 7-ip
exit

policy-map testl

class test

set dscp 36

set queue 8

set cos 4

police 97000 524288 exceed-action drop
exit
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.2.20 s "test"™ \

1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 i 107 \
1.3.6.1.4.1.89.88.9.1.9.20 i 1 \
1.3.6.1.4.1.89.88.9.1.13.20 i 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 i 20 \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 1 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 i 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 i 3 \
1.3.6.1.4.1.89.88.9.1.5.20 1 36

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 i 4 \
1.3.6.1.4.1.89.88.9.1.5.20 1 8

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 1 5 \
1.3.6.1.4.1.89.88.9.1.5.20 1 4
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HasHauyeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonb3ayemble Tabauubi: rlQosifPolicyMapPointerin — 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep HazHaueHusa policy-map ¢ nugekcom 1 Ha nopt TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
service-policy input testl

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.23.2 1 1
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18 KOH®UT'YPALIUA 3ALLUTDBI OT DOS-ATAK

BkatoyeHume security-suite

MIB: riISecuritySuiteMib

Ucnonb3ayemble Tabnunupl: riSecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.1.0 1 {enable-
global-rules-only (1), enable-all-rules-types (2), disable (3)}

Mpumep BKAOUEHUA KNacca KOMaHp, security-suite ana scex npasun

KomaHpa CLI:
security-suite enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0 1 2

HacTpoiKa pexkmma paboTbl security suite

MIB: riISecuritySuiteMib

Ucnonb3ayemble Tabauubi: rlSecuritySuiteSynProtectionMode — 1.3.6.1.4.1.89.120.10

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.10.0 i {disabled
(1), report (2), block (3)}

Mpumep BKAOUEHUA peXuma report

Komanpa CLI:

security-suite syn protection mode report

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.10.0 1 2

Boeikaoyumes 3auumy om TCP-nakemos ¢ 00HospemeHHOo ycmaHosaeHHbimu SYN- u FIN- onaeamu

MIB: riISecuritySuiteMib

Ucnonb3ayembie Tabnunupi: riSecuritySuiteDenySynFinTcp — 1.3.6.1.4.1.89.120.9

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.9.0 i {(deny (1),
permit (2)}

Mpumep BKAOUEHUA peXUma report

Komanpga CLI:
security-suite deny syn-fin

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.9.0 1 2
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19 KAYECTBO OBCNYXKUBAHUA — QOS

19.1 Hacmpoiika QoS

OrpaHuyeHune ncxoaaulen ckopoctm Ha Ethernet-noprax

MIB: gosclimib.mib

Ucnonb3ayemble Tabnuupl: rlQosifPolicyEntry — 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.13.1.6.{ifindex nopra}.2 i {disable(l),enable
(1)
.88.13.1.7.{ifindex mopra}.2 1 {traffic-shape} \

1
1 89
1 89.88.13.1.8.{ifindex mopra}.2 i {Burst size in bytes}

w W -
o oY

.6.1.4.1.
.6.1.4.1.

Mpumep orpaHuyeHUa UcxoaALein CKOPOCTM Ha NOPTY A0 3HaYeHuAa 20 M6uT/c

Komanga CLI:
interface TenGigabitEthernet 1/0/23
traffic-shape 20480 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.23.2 1 2 \

1.3.6.1.4.1.89.88.13.1.7.23.2 1 20480 \
1.3.6.1.4.1.89.88.13.1.8.23.2 1 500000

O2paHuyeHue sxodgujel ckopocmu Ha Ethernet-nopmax

MIB: RADLAN-STORMCTRL-MIB

Ucnonb3syemble Tabnuupl: rIStormCtrlRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifIndex}.6 u {limit} \
1.3.6.1.4.1.89.77.12.1.5.{ifIndex}.6 u {Burst size in bytes}

Mpumep orpaHMueHUA BXoaALLein CKOpOCTU Ha uHTepdeiice TenGigabitEthernet 1/0/23 po 3HaueHusa 10
M6ut/c

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
rate-1limit 10240 burst 500000

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.6 u 10240 \
1.3.6.1.4.1.89.77.12.1.5.23.6 u 500000

DOna otknioueHusa rate-limit Ha HTepdelice HeobxoaMMO BbINONHUTL (Ha Npumepe
V uHTtepdeiica TenGigabitethernet 1/0/23):

snmpset -v2c¢ -c private 192.168.1.30 1.3.6.1.4.1.89.77.12.1.2.23.6 u O
1.3.6.1.4.1.89.77.12.1.5.23.6 u 128000
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Co30aHue npoghuna qos tail-drop u pacwupeHue deckpunmopos 014 oyepeoeli

MIB: eltQosTailDropMIB.mib

Ucnonb3ayembie Tabnuupl: eltQosTailDropProfileQueueTable — 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.{Homep npoduyna (1-4)}.{HoMep ouepenm(1-8) }
i {size (0-11480)}

Mpumep

KomaHpa CLI:
gos tail-drop profile 2
queue 1 limit 900

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 900

YT106bI BEPHYTbCA K HAaCTPOMKaM NO YMO/IYAHUIO AOCTAaTOYHO YCTAaHOBUTb 3HaueHue
v napamertpa paBHbim 12.

YcmaHo8Ka pasmepa naKkemHo20 pa3densaemoz0 nyaa 048 nopma

MIB: eltQosTailDropMIB.mib

Ucnonb3syemble Tabnunupl: eltQosTailDropProfileTable — 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{soMep npodunsa (1-4)} i {size (0-11480)}

Mpumep

KomaHpa CLI:
gos tail-drop profile 2
port-limit 900

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 i 900

Ha3sHayeHue co30aHHO20 npoguaa Ha UHmMepagelc

MIB: eltQosTailDropMIB.mib

Ucnonb3ayembie Tabnnupli: eltQosTailDroplfConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{IfIndex} i {HomMep mnpoduna (1-4)}

Mpumep

Komanpga CLI:
interface TenGigabitEthernet 1/0/23
gos tail-drop profile 2
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.23 i 2

[Mpocmomp omobpaxceHud 2a06aabHbIX AUMUMO8, 0ecKkpunmopos, bygepos

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3ayemble Tabnunupl: eltQosTailDropConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <ip address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep

Komanga CLI:
show gos tail-drop

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

[lpocmomp  mabauuybl 8618000 MeEKyWUX a7n70UUPOBAHHbIX pecypcos qos  (numumos,

deckpunmopos, bygepos)

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3syemble Tabnuupl: eltQosTailDropStatusTable — 1.3.6.1.4.1.35265.1.23.12.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1

Mpumep

Komanpa CLI:
show qgos tail-drop

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1

pocmomp Tail Drop cvemy4yuKos no o4epeoam

MIB: RADLAN-COPY-MIB

Ucnonbsyembie Tabnnupl: eltMesCountersMIB — 1.3.6.1.4.1.35265.1.23.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.{ifIndex}.{1-8}.0

Mpumep NpocmoTpa CYETUMKOB ANA NePBOI ouepeam

KomaHpa CLI:
show interface TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.23.1.0
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19.2 CmamucmukKa QoS

BrntoyeHue/sbikaroyeHue QoS-cmamucmuku

MIB: gosclimib.mib

Ucnonb3ayemble Tabnunupl: eltCountersQosStatisticsEnable — 1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1.0 i {BxjaouuThb (1), BHKJOUUTL (2) }

Mpumep HacTpOIiKK cTaTUCTUKK QOS

KomaHpa CLI:
gos statistics interface

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1.0 1 1

[TIpocmomp cyem4yukos QoS-cmamucmuKu

MIB: gosclimib.mib

Ucnonbayembie Tabnunupl: rlinterfaceQueueStatisticsTxPackets — 1.3.6.1.4.1.89.233.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.233.2.1.{Homep cuetumka}.{ifIndex}.{Homep ouepenm}

Mpumep cHATMA NoKasaHuii cuetumKa TxPackets Ha 4 ouepean nHtepdeiica TenGigabitEthernet 1/0/23

Komanpga CLI:
show gos statistics interface

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.233.2.1.4.23.4

BO3MOXKHble HOMepa CYETYMKOB:
V 1. Bce cuetumkum ()
2. Cuetumk Queue(2)
3. CyeTumk txpackets(4)
4. CuetumK TxBytes(5)
5. Cuetumk droppedpackets(6)
6. Cuetunk DroppedBytes(7)

[pumep o4UCMKU c4em4uKo8 QoS-cmamucmuku

MIB: qosclimib.mib

Ucnonb3ayemble Tabnunupl: rlinterfaceQueueStatisticsClear — 1.3.6.1.4.1.89.233.1.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.233.1.0 i 1
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Mpumep

KomaHaa CLI:
clear gos statistics

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.233.1.0 i 1
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20 KOH®UTYPALUA PREFIX-LIST

20.1 KoHgpuz2ypayus ipv6 dhcp guard policy c ponoto replay

MIB: rlipv6fhs.mib

Ucnonb3ayembie Tabnunupl: riIDhcpGuardPolicyTable — 1.3.6.1.4.1.89.215.5.1

snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.215.5.1.1.6
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.215.5.1.1.5.110.101.119 i {true(l), false(2)} \
1.3.6.1.4.1.89.215.5.1.1.6.{policy name} s {prefix list name}

Mpumep:

KomaHpga CLI:

ipv6e dhcp guard policy new

match reply prefix-list Prefix list
exit

KomaHaa SNMP:

snmpwalk -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.215.5.1.1.6.110.101.119
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.215.5.1.1.5.110.101.119 i 1 \
1.3.6.1.4.1.89.215.5.1.1.6.110.101.119 s Prefix list

T'me 110.101.119 wmMsa ipv6 dhcp guard policy B DEC dopmarTe.

20.2 KoHgpuzypayus ipv6 dhcp guard policy c ponoto server

MIB: rlipv6fhs.mib

Ucnonb3syembie Tabnnupl: riDhcpGuardPolicyTable — 1.3.6.1.4.1.89.215.5.1

snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.215.5.1.1.4
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.215.5.1.1.3.110.101.119 i {true(l), false(2)} \
1.3.6.1.4.1.89.215.5.1.1.4.{policy name} s {prefix list name}

MNpumep:

KomaHpa CLI:

ipve dhcp guard policy new

match server prefix-list Prefix list
exit

KomaHga SNMP:

snmpwalk -v2c -c private 192.168.1.30
1.3.6.1.4.1.89.215.5.1.1.4.110.101.119

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.215.5.1.1.3.110.101.119 i 1 \
1.3.6.1.4.1.89.215.5.1.1.4.110.101.119 s Prefix list

T'me 110.101.119 wmvsa ipv6 dhcp guard policy B DEC dopmarTe

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 117



HELTEX

20.3 KoHdgpueypayus ipv6 nd raguard policy

MIB: rlipv6fhs.mib

Ucnonb3ayembie Tabnunupl: rIRaGuardPolicyTable — 1.3.6.1.4.1.89.215.3.1

snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.215.3.1.1.7
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.215.3.1.1.6.{policy name} i {true(l), false(2)} \
1.3.6.1.4.1.89.215.3.1.1.7.{policy name} s {prefix list name}

Mpumep:

KomaHpga CLI:

ipv6 nd raguard policy new

match ra prefixes prefix-list Prefix list
exit

KomaHaa SNMP:

snmpwalk -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.215.3.1.1.7.110.101.119
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.215.3.1.1.6.110.101.119 i 1 \
1.3.6.1.4.1.89.215.3.1.1.7.110.101.119 s Prefix list

Tone 110.101.119 wmusa ipv6 dhcp guard policy B DEC dopmarte.

20.4 KoHgpueypayusa BGP neighbor c prefix-list 0na npuHuMmaemoix mapwpymos

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syemble Tabnunupl: eltexBgpPeerTable — 1.3.6.1.4.1.35265.45.1.2.1.1

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.1.1.21.1.1.4

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.1.1.21.1.1.4.{neighbor ip addr} s {prefix list name}

MNpumep:

KomaHpga CLI:

router bgp 100
address-family ipv4 unicast

exit

|

neighbor 10.10.10.1
remote-as 100
prefix-list Prefix list in
address-family ipv4 unicast
exit

exit

exit

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.45.1.2.1.1.1.21.1.1.4.10.10.10.10 s Prefix list
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20.5 KoHgpueypayusa BGP neighbor c prefix-list 0ns omnpaensemoix mapwpymoes

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syemble Tabnuupl: eltexBgpPeerTable — 1.3.6.1.4.1.35265.45.1.2.1.1

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.1.1.22.1.1.4

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.1.1.22.1.1.4.{neighbor ip addr} s {prefix list name}

Mpumep:

KomaHpga CLI:

router bgp 100

address-family ipv4 unicast

exit

|

neighbor 10.10.10.1
remote-as 100
prefix-list Prefix list out
address-family ipv4 unicast
exit

exit

exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.45.1.2.1.1.1.22.1.1.4.10.10.10.10 s Prefix list

20.6 KoHgpueypayusa BGP peer-group c prefix-list 0na npuHuUMaemeoix mapwpymoes

MIB: ELTEX-BGP-MIB.mib

Ucnonb3ayembie Tabnuupl: eltexBgpPeerGroupTable — 1.3.6.1.4.1.35265.45.1.2.2.1

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.2.1.1.18.1.3

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.2.1.1.18.1.3.{peer-group name} s {prefix list name}

Mpumep:

KomaHpa CLI:

router bgp 100
address-family ipv4 unicast
exit

|

peer-group new
prefix-list Prefix list in
remote-as 100

exit

|

neighbor 10.10.10.1
peer-group new
address-family ipv4 unicast
exit

exit

exit
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KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.45.1.2.2.1.1.18.1.3.110.101.119 s Prefix list

Tne 110.101.119 mMmsa peer-group B DEC ¢dopmare.

20.7 KoHdcpuz2ypayusa BGP peer-group c prefix-list 0ns omnpasnaemoix mapwpymoes

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syemble Tabnunupl: eltexBgpPeerGroupTable — 1.3.6.1.4.1.35265.45.1.2.2.1

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.2.1.1.19.1.3

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.2.1.1.19.1.3.{peer-group name} s {prefix list name}

Mpumep:

KomaHpga CLI:

router bgp 100

address-family ipv4 unicast
exit

|

peer-group new
prefix-list Prefix list out
remote-as 100

exit

|

neighbor 10.10.10.1
peer-group new
address-family ipv4 unicast
exit

exit

exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.45.1.2.2.1.1.19.1.3.110.101.119 s Prefix list

T'me 110.101.119 — wmmMmsa peer-group B DEC dopmarte.
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20.8 KoHgpuaypayus prefix-list 0nsa route-map

MIB: eltip.mib

Ucnonb3ayemble Tabnuupl: eltMesRouteMapTable — 1.3.6.1.4.1.35265.1.23.91.5.1

snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.35265.1.23.91.5.1.1.1.3
snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.91.5.1.1.1.3.{route-map name}.{route-map number}.l s

{prefix list name}

Mpumep:

KomaHpga CLI:

route-map new 10 permit

match ip address prefix-list Prefix-list
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.1.23.91.5.1.1.1.3.110.101.119.10.1 s Prefix-list
T'me 110.101.119 wmMmsa route-map B DEC dopmarTe.
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21 KOH®UTYPALUA ROUTE-MAP

21.1 KoHgpuz2ypayus route-map 0aa connected-mapuwipymoe e OSPF

MIB: eltip.mib

Ucnonb3syembie Tabnunupl: eltinetRedistTable — 1.3.6.1.4.1.35265.1.23.91.4.5
snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.91.4.5.1.1.4.1.1.0.0.0

snmpset v2c ¢ <community> <IP address>

1.3.6.1.4.1.35265.1.23.91.4.5.1.1.4.1.1.0.0.0 s {route-map name}

Mpumep:

KomaHpa CLI:

router ospf 1

redistribute connected route-map new-map subnets
exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.1.23.91.4.5.1.1.4.1.1.0.0.0 s new-map

21.2 KoHgpuaypayus route-map 0nsa static-mapwpymos 8 OSPF

MIB: eltip.mib
Ucnonb3yemble Tabnuupi: eltinetRedistTable — 1.3.6.1.4.1.35265.1.23.91.4.5

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.91.4.5.1.1.4.2.1.0.0.0

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.91.4.5.1.1.4.2.1.0.0.0 s { route-map name}

Mpumep:

KomaHga CLI:

router ospf 1

redistribute connected route-map new-map subnets
exit

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.1.23.91.4.5.1.1.4.2.1.0.0.0 s new-map
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21.3 KoHgpuaypayus route-map 0aa azpezayuu mapwpymos e BGP

MIB: ELTEX-BGP-MIB

Ucnonb3ayemble Tabnunupl: eltexBgpAggregateTable — 1.3.6.1.4.1.35265.45.1.5.2

snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.35265.45.1.5.2.1

SupressMap

snmpset -v2c -c¢ <community> <IP address>
1.3.6.1.4.1.35265.45.1.5.2.1.8.1.1.1.1.4.{aggregate-address} s { route-map
name }

AdvertiseMap

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.5.2.1.9.1.1.1.1.4.{aggregate-address} s { route-map
name }

AttributeMap

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.5.2.1.10.1.1.1.1.4.{aggregate-address} s { route-map
name }

Mpumep:

KomaHpga CLI:

router bgp 100

address-family ipv4 unicast
aggregate-address 22.0.0.0 255.255.255.0 advertise-map Route map 1
attribute-map Route map 2
suppress-map Route map 3

exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.35265.45.1.5.2.1.8 1
3.6.1.4.1.35265.45.1.5.2.1.9 1
3.6.1.4.1.35265.45.1.5.2.1.1

24 s Route map 1\
24 s Route map 2 \

.1.4.22.0.0.0.
.1.4.22.0.0.0.
0.1.1.1.1.4.22.0.0.0.24 s Route map 3

1.1,
1.1,

1.
1.

21.4 KoHdpu2ypayus route-map 0aa mapwpyma rno ymon4aHuio e BGP

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syemble Tabnuupl: eltexBgpPeerAddrFamilyTable — 1.3.6.1.4.1.35265.45.1.2.1.2

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.2.1.16.1.1.4

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.2.1.16.1.1.4.{neighbor ip add}.l1.1 s { route-map
name}

Mpumep:

KomaHpga CLI:
router bgp 100
address-family ipv4 unicast
exit

|

neighbor 10.10.10.1
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remote-as 100
address-family ipv4 unicast
default-originate route-map new-map
exit
exit
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.45.1.2.1.2.1.16.1.1.4.10.10.10.1.1.1 s new-map

21.5 KoHgpueypayusa BGP neighbor c route-map 0aa npuHUMaemMbiX MApuwpymoes

MIB: ELTEX-BGP-MIB.mib

Mcnonb3syemble Tabnuupl: eltexBgpPeerAddrFamilyTable — 1.3.6.1.4.1.35265.45.1.2.1.2

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.2.1.13.1.1.4

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.2.1.13.1.1.4.{neighbor ip addr}.l.1 s {route map
name }

Mpumep:

KomaHpa CLI:

router bgp 100
address-family ipv4 unicast

exit

1

neighbor 10.10.10.1
remote-as 100
route-map new-map in
address-family ipv4 unicast
exit

exit

exit

KomaHaa SNMP:
snmpset -v2c c private 192.168.1.30
1.3.6.1.4.1.35265.45.1.2.1.2.1.13.1.1.4.10.10.10.1.1.1 s newmap

21.6 KoHgpuaypayusa BGP neighbor c route-map 0aa omnpasaaembix Mapwpymoe

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syemble Tabnuupl: eltexBgpPeerAddrFamilyTable — 1.3.6.1.4.1.35265.45.1.2.1.2

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.2.1.14.1.1.4

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.2.1.14.1.1.4.{neighbor ip addr}.1.1 s {route map
name }
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Mpumep:

KomaHpa CLI:
router bgp 100
address-family ipv4 unicast
exit
|
neighbor 10.10.10.1
remote-as 100
route-map new-map out
address-family ipv4 unicast
exit
exit
exit

KomaHga SNMP:
snmpset -v2c c private 192.168.1.30
1.3.6.1.4.1.35265.45.1.2.1.2.1.14.1.1.4.10.10.10.1.1.1 s newmap

21.7 KoHgpuz2ypayusa route-map npu npumeHeHuu Ha vian

MIB: rIPolicyBasedRouting.mib

Ucnonbsyembie Tabnnupl: rIPBRTable — 1.3.6.1.4.1.89.228.1
snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.228.1.1.3.100000.1
1.3.6.1.4

snmpset -v2c -c <community> <IP address> 1 .1.89.228.1.1.3.100000.1 s
{route map name}

Mpumep:

KomaHpga CLI:

interface vlan 1

ip policy route-map new-map
exit

KomaHaa SNMP:
snmpset -v2c c private 192.168.1.30 1.3.6.1.4.1.89.228.1.1.3.100000.1 s new-

map

21.8 KoHdpuzypayus route-map npu npumeHeHuu Ha vian

Hacmpolika noomeHbl Homepa AS 8 AS-Path Ha ceoli noKanbHbIlU - As-Override

MIB: eltip.mib
Ucnonb3ayembie Tabnunupl: eltMesRouteMapTable - 1.3.6.1.4.1.35265.1.23.91.5.1

sudo snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.1.23.91.5.1.1.53. {konmuecTBO Oa¥T B HasBaHMM route-
map} . {HazBaHue route-map nobaMTOBO UYepe3’ paslesiUMTesib NYTEM KOOMPOBAHMA CUMBOJIOB
ASCII B pmecarwuHel ¢opmaT}.{route-map section number}.l i {true(l), false(2)}
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Mpumep cosaaHua route-map RM c HacTpoeHHbIm pyHKLMOHanom As-Override

KomaHga CLI:

route-map RM 10 permit
set as-override

exit

KomaHga SNMP:

RM = 82.77 - B xomupoBke ASCII B HOeCATMUYHOM CUCTEME CUMUCIIEHUS

sudo snmpset -v2c -c private 192.168.100.3
1.3.6.1.4.1.35265.1.23.91.5.1.1.53.2.82.77.10.1 1 1
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1 MAPLWPYTUSALMUA

1.1 Cmamu4ecKaa mapwpymu3ayus

[Mpocmomp mabauuybl Mapwpymu3ayuu

MIB: IP-FORWARD-MIB

Ucnonb3syemble Tabnunupl: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep

KomaHpa CLI:

show ip route

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux Mapuwpymos

MIB: rlip.mib
Mcnonb3syembie Tabnunupl: rlipStaticRouteTable — 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep

Komanpa CLI:

show running-config routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

1.2 [JuHamuyecKas mapwpymu3ayus

[Mpocmomp cocedcmea OSPF

MIB: rlip.mib
Mcnonb3ayembie Tabnunupli: rlOspfNbrTable — 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11
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Mpumep

KomaHaa CLI:
show ip ospf neighbor

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11

Hacmpolika _asmomamu4yecko20 pacyema mMempuku uHmepgelica 8 3a8Ucumocmu_om e20

cKopocmu 8 OSPF-npouyecce

MIB: rlospf.mib

Ucnonb3ayemble Tabnunupl: rlOspfGeneralGroupTable - .1.3.6.1.4.1.89.210.2

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.210.2.1.18.{0SPF
process number} ui {reference}

Mpumep HaCTPOﬁKM dBTOMATUYECKOro pacyeta MeTpuku

KomaHpa CLI:
router ospf 1

auto-cost reference-bandwidth 25000
exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.1 1.3.6.1.4.1.89.210.2.1.18.1 ui 25000

Hacmpolika nodmeHbl Homepa AS 8 AS-Path Ha ceoli 10KasnbHbIU 8 KoHMekcme BGP-coceda

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syemblie Tabnuupli: eltexBgpPeerTable - 1.3.6.1.4.1.35265.45.1.2.1.1

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.1.1.35.1.{mun azmpeca: 1 - ipv4, 2
ipv6}.{xommuecTBO OaMT B azpece}.{kaxnsl OanT ampeca B LOEeCATUMYHOM BUIE uyepes
pasmenuTess } i {true(l), false(2)}

Mpumep HacTpoiiku nogmeHbl Homepa AS B AS-Path

Komanpga CLI:

router bgp 65000

neighbor 172.16.0.1
as-override

KomaHga SNMP:

[lepen HacTPOMKOM HeOOXOAOMMO CO3IOaTk BGP-mpouecc:

snmpset -v2c -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.2.1 1 4 \
1.3.6.1.4.1.35265.45.1.1.1.1.5.1 ui {HomMep AS}

Ecnin BGP-mpolecc cos3IaH, TO NepexOonVM K HacCTpolke OQyHKLMOHAJA:
snmpset -v2c -c private 192.168.100.3
1.3.6.1.4.1.35265.45.1.2.1.1.1.35.1.1.4.172.16.0.1 1 1
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Hacmpolika nodmeHbl Homepa AS 8 AS-Path Ha ceoli n10KanbHbLIU 8 KoHmMexkcme Address Family
BGP-coceda

MIB: ELTEX-BGP-MIB.mib

Ucnonb3ayemblie Tabnunupl: eltexBgpPeerAddrFamilyTable - 1.3.6.1.4.1.35265.45.1.2.1.2

snmpset -v2c -c¢ <community> <IP

address> .1.3.6.1.4.1.35265.45.1.2.1.2.1.18.1.{Tun agpeca: 1 - ipv4, 2 -
ipv6} . {xonmmuecTBO GaMT B azmpece}.{kaxnei OaMT ampeca B IOeCATUUHOM BUIe Uepes
pasmenurenb }.{AFI}.{SAFI} i {true(l), false(2)}

AFI - ipv4d (l),ipv6(2),12vpn(25)
SAFI - unicast(l),multicast(2),evpn(70)

Mpumep HacTpoiikn nogmeHbl Homepa AS B AS-Path B Address Family IPv4 unicast

Komanpga CLI:

router bgp 65000

neighbor 172.16.0.1
address—-family ipv4 unicast
no as-override

KomaHga SNMP:

[lepen HaACTPOMKOM HeoOxomMMO co3maTb BGP-mpolecc m 3amaTh coceza:
BGP-npouecc:

snmpset -v2c -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.2.1 1 4 \
1.3.6.1.4.1.35265.45.1.1.1.1.5.1 ui {nHomep AS}

CospmaHmMe coceza:
snmpset -v2c -c private
192.168.100.3 .1.3.6.1.4.1.35265.45.1.2.1.1.1.3.1.1.4.172.16.0.1 1 4

Ecnin BGP-mpolecc M cocel CO3OaHbl, TO MOXHO IIepexXOIMUTb K HAaCTPOMke (QYyHKUMOHAJA :
snmpset -v2c -c private 192.168.100.3
1.3.6.1.4.1.35265.45.1.2.1.2.1.18.1.1.4.172.16.0.1.1.1 i 2

Hacmpolika noomeHbl Homepa AS 8 AS-Path Ha csoli 10KAs1bHbIU 8 KOHMEKcme peer-group

MIB: ELTEX-BGP-MIB.mib

Mcnonb3syembie Tabnuupl: eltexBgpPeerGroupTable - 1.3.6.1.4.1.35265.45.1.2.2.1

snmpset -v2c -c <community> <IP address> \
.1.3.6.1.4.1.35265.45.1.2.2.1.1.2.1.{kxonudyecTBO OalT B Ha3BaHUM peer-
group} . {HasBaHMe peer—-group HOOAMTOBO uUepe3 pal3leliuTellb IYyTEM KOOMPOBAHUS
cuMBOJIOB ASCII B mecaruuner dopmaT} i {active(l), createAndGo(4), destroy(6)} \
.1.3.6.1.4.1.35265.45.1.2.2.1.1.27.1.{xommuecTBO OaWT B Hal3BaAHUU peer-—
group} . {HazBaHue peer—-group HOoOAMTOBO Uepes pal3nesMTelib NYyTEM KOIOUPOBAHUSA
cuMBOJIOB ASCII B mecaTuunslr dpopmar} i {true(l), false(2)}
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Mpumep cosaanua peer-rpynnbl TEST u BKAOUEeHUA PyHKLMM as-override

KomaHaa CLI:

router bgp 65000

peer—-group TEST
as-override

KomaHaa SNMP:

[lepen HacTPOMKOM HeOOXOOMMO CO3maTk BGP mnpouecc:

snmpset -v2c -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.2.1 1 4 \
1.3.6.1.4.1.35265.45.1.1.1.1.5.1 ui {zHomep AS}

Ecnm BGP-mpolecc cos3laH, TO [IepexonyM K HacTpolke OGyHKLMOHAaJA:

TEST = 84.69.83.84 B xomupoBke ASCII B IeCATUUHOM CUCTEME CUMUCIJIEHUS
snmpset -v2c -c private 192.168.100.3 \

1.3.6.1.4.1.35265.45.1.2.2.1.1.2.1.4.84.69.83.84 1 4 \
1.3.6.1.4.1.35265.45.1.2.2.1.1.27.1.4.84.69.83.84 1 1

Hacmpolika so3moxcHocmu npuHamua BGP-mapwpymos, y Komopbix 8 ampubyme AS-Path

npucymcmayem cobcmeeHHbIlU Homep AS 8 KOHmMeKcme cocedd

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syemblie Tabnunupl: eltexBgpPeerTable - 1.3.6.1.4.1.35265.45.1.2.1.1

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.1.1.36.1.{Tun azmpeca: 1 - ipv4, 2 -
ipv6} . {xommuecTBO OaMT B aznpece}.{kaxnsl OanT ampeca B LOEeCATUMYHOM BUIE uyepes
pasmenuTesib } Ul {MakCuMaJIbHO IONYCTMMOE KOJMUECTBO BXOXIEHUNM COOCTBEHHOM AS B
AS-Path: 0..255}

Mpumep HACTPOMKM BO3MONKHOCTU NPUHATUMA BGP-mapwpytoB, B KOTOpbix B aTpubyte AS-Path
nNpUCyTCTBYET CO6CTBEHHbIA HOMep AS

Komanpa CLI:

router bgp 65000
neighbor 172.16.0.1
allowas-in 5

Komanga SNMP:

[lepen HacCTPOMKOM HeOOXOOMMO CO3IOaTk BGP-mnpouecc:

snmpset -v2c¢ -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.2.1 1 4 \
1.3.6.1.4.1.35265.45.1.1.1.1.5.1 ui {HOMep AS}

Ecnn BGP-mpoluecc cos3IaH, TO HacTpamBaeM OQyHKLMOHAJ:
snmpset -v2c -c private 192.168.100.3
1.3.6.1.4.1.35265.45.1.2.1.1.1.36.1.1.172.16.0.1 ui 5
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Hacmpolika s8o3moxHocmu npuHamusa BGP-mapwpymos, y Komopbix 8 ampubyme AS-Path
npucymcmayem cobcmeeHHbilU Homep AS 8 KoHmexkcme Address Family BGP-coceda

MIB: ELTEX-BGP-MIB.mib

Ucnonb3ayemblie Tabnunupl: eltexBgpPeerAddrFamilyTable - 1.3.6.1.4.1.35265.45.1.2.1.2

snmpset -v2c -c¢ <community> <IP address>
1.3.6.1.4.1.35265.45.1.2.1.2.1.19.1.{Tun azmpeca: 1 - ipv4, 2 -
ipv6} . {xonmmuecTBO GaMT B azmpece}.{kaxnei OaMT ampeca B IOeCATUUHOM BUIe Uepes
pasmenuTesb }.{AFI}.{SAFI} ui {MakCMMaJIbLHO IONYCTMMOE KOJMUECTBO BXOXIEHUMN
cobcrBeHHom AS B AS-Path: 0..255}

AFI - ipv4(l),ipv6(2),12vpn(25)
SAFI - unicast(l),multicast(2),evpn(70)

Mpumep HacTPOIKM NPUHATUA MapLupyToB ¢ cobctBeHHOM AS B Address Family ipv4 unicast

KomaHpa CLI:

router bgp 65000

neighbor 172.16.0.1
address—-family ipv4 unicast
allowas-in 5

KomaHaa SNMP:

[lepen HaACTPOMKONM HeOOXOIMMO CO3HmaTh BGP mpoliecc M 3alaTh cocela:

BGP mpouecc:

snmpset -v2c -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.2.1 1 4 \
1.3.6.1.4.1.35265.45.1.1.1.1.5.1 ui {HomMep AS}

Cos3maHue cocega:
snmpset -v2c -c private
192.168.100.3 .1.3.6.1.4.1.35265.45.1.2.1.1.1.3.1.1.4.172.16.0.1 1 4

Ecimu BGP mpouecc ¥ cocen CO3OaHbE, TO HacTpamBaeM QyHKUMOHAJ:
snmpset -v2c -c private
192.168.100.3 .1.3.6.1.4.1.35265.45.1.2.1.2.1.19.1.1.4.172.16.0.1.1.1 ui 5

Hacmpolika so3moxcHocmu npuHamua BGP-mapwpymos, y Komopbix 8 ampubyme AS-Path
npucymcmsyem cobcmeeHHbIU Homep AS 8 KOHmMeKcme peer-group

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syembie Tabnunupli: eltexBgpPeerGroupTable - 1.3.6.1.4.1.35265.45.1.2.2.1

snmpset -v2c -c <community> <IP address> \
.1.3.6.1.4.1.35265.45.1.2.2.1.1.2.1.{xonudyecTBO OalT B Ha3BaHUU peer-
group} . {HasBaHMe peer—-group HOOAMTOBO uepe3 pal3lejiUTellb IYyTEM KOOMPOBAHUS
cvMBOJIOB ASCII B mecaruunent ¢opmaT} i {active(l), createAndGo(4), destroy(6)} \
.1.3.6.1.4.1.35265.45.1.2.2.1.1.28.1.{xommuecTBO0 OaWT B Hal3BaAHUU peer-—
group} . {HasBaHMe peer—-group HOOAMTOBO uepe3 pal3lejiuTellb IYyTEM KOOMPOBaAHUS
cuMBOJIOB ASCII B mecaTuuHblM dopmMaT} ul {MakcCUMaJIbHO HONYCTMUMOE KOJIMYUeCTBO
BXOXIOeHuy cobcrTBeHHOM AS B AS-Path: 0..255}
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Mpumep cosaaHua peer-rpynnbl TEST 1 BKAOUeHUA pyHKuuu allowas-in

KomaHaa CLI:

router bgp 65000

peer—-group TEST
allowas-in

KomaHaa SNMP:

[lepen HacTPOMKOM HeOOXOOMMO CO3maTk BGP mnpouecc:

snmpset -v2c -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.2.1 1 4 \
1.3.6.1.4.1.35265.45.1.1.1.1.5.1 ui 65000

Ecam BGP mnpouecc co3maH, TO HacTpaubaeM OQYyHKLUMOHAJ:

TEST = 84.69.83.84 B xomupoBke ASCII B IeCATUUHOM CUCTEME CUMUCIJIEHUS
snmpset -v2c -c private 192.168.100.3 \
1.3.6.1.4.1.35265.45.1.2.2.1.1.2.1.4.84.69.83.84 1 4 \
1.3.6.1.4.1.35265.45.1.2.2.1.1.28.1.4.84.69.83.84 i 1

Hacmpolika 803MOXHOCMU YyCMaHO8AeHUA PABHO3HAYHbIX MAPWPYMO8, HO C Pa3HbiM ampubymom AS-

Path

MIB: ELTEX-BGP-MIB.mib

Ucnonb3syemble Tabauubi: eltexBgpProcessTable - 1.3.6.1.4.1.35265.45.1.1.1

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.35265.45.1.1.1.1.14.1 1
{true(l), false(2)}

Mpumep HaCTPOIIKN BO3MOKHOCTU YCTAaHOBNEHUA PaBHO3HAUYHbIX MApLUPYTOB, HO C Pa3sHbIM aTpubyTom
AS-Path

KomaHpa CLI:
router bgp 65000
bgp bestpath as-path multipath-relax

KomaHaa SNMP:

[lepen HacTPOMKOM HeoOXOOMMO CO3IXaTb BGP mpolecc:

snmpset -v2c -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.2.1 1 4 \
1.3.6.1.4.1.35265.45.1.1.1.1.5.1 ui {zHomep AS}

Ecimu BGP-mpouecc co3IaH, TO MOXHO HacTpamMBaTh OGyHKUMOHAJ. g eT0o HAaCTPOMKM
IpenBapmUTeJIbHO HYXHO BHKJIOUUTL BGP-mpoliecc, T.e BKJoUeHMe QyHKUMOHAJA
CONpOBOXIOAaeTCsa IepesanyckoM BGP:

snmpset -v2c -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.3.1 1 2 -
Briksiouenue BGP npouecca

snmpset -v2c -c private 192.168.100.3 .1.3.6.1.4.1.35265.45.1.1.1.1.14.1 1 1 -
Hacrporka bgp bestpath as-path multipath-relax

snmpset -v2c -c private 192.168.100.3 1.3.6.1.4.1.35265.45.1.1.1.1.3.1 1 1 -
BxyoueHne BGP-mpouecca
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2 KOH®UTYPALUA VXLAN

Co3z0aHue VXLAN-uHcmaHca

MIB: ELTEX-EVPN-MIB

Ucnonb3syembie Tabnnupli: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1,
eltexEvpnVxlanFirstFreelndex - 1.3.6.1.4.1.35265.56.1.1.3

snmpget -v2c -c <community> <IP address> 1.3.6.1.4.1.35265.56.1.1.3
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.56.1.1.1.1.3.{index} i { adminStatusUp(1l),

adminStatusDown (2) } \
1.3.6.1.4.1.35265.56.1.1.1.1.4.{index} 1 { vni } \
1.3.6.1.4.1.35265.56.1.1.1.1.5.{index} i { vlan } \
1.3.6.1.4.1.35265.56.1.1.1.1.6.{index} s { vxlan name } \
1.3.6.1.4.1.35265.56.1.1.1.1.2.{index} 1 4

Mpumep

KomaHpa CLI:

vxlan VX105

vni 10105

vlan 105

exit

KomaHaa SNMP:
snmpget -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.3
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.56.1.1.1.1.3.4 1 1 \
1.3.6.1.4.1.35265.56.1.1.1.1.4.4 i 10105 \
1.3.6.1.4.1.35265.56.1.1.1.1.5.4 i 105 \
1.3.6.1.4.1.35265.56.1.1.1.1.6.4 s "VX105" \
1.3.6.1.4.1.35265.56.1.1.1.1.2.4 1 4
-
V CHavana nonyyaem Homep nepsoro CBOGOAHOFO UHAEKCa, a 3aTemMm ucnosibyem ero

ana cosganmna VXLAN-uHcraHca.

YoanerHue VXLAN-uHcmaHca

MIB: ELTEX-EVPN-MIB

Ucnonb3syemble Tabnunupl: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.56.1.1.1.1.2.{index} 1 6

Mpumep yaaneHna VXLAN-UHCTaHCca

KomaHpa CLI:
no vxlan VX105

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.1.1.2.4 1 6
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[Tpocmomp VXLAN-uHcmaHcos

MIB: ELTEX-EVPN-MIB

Ucnonb3ayembie Tabnunupl: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.56.1.1.1.1

Mpumep npocmoTpa VXLAN-uHCTaHCOB

KomaHga SNMP:
snmpwalk -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.1.1

134 MoHumopuHe u ynpaseneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

NPUNOMXEHUE A. METOAUKA PACYETA BUTOBON MACKU

BuUTOBbIE MACKM cOCTOAT U3 128 6alT (LWecTHaguaTepUYHbIX pa3psaaos Bcero 256).
Kaxablit pa3pag obo3HavaeT YeTbipe VLAN/nopta. Mo Homepy VLAN/nopTa onpeaenserca HysKHoe none.

[pumep 1
3anucaTb 6MTOBYIO MacKy Ans UHTepdeiicos TenGigabitEthernet 2/0/16-17:

—  ana 1G untepodeiicos ifindex HaunHaeTca ¢ 1;
— ana nopra te2/0/16 ifindex paseH 68, ana te2/0/17 — 69.

OnpeaeneHne HoMepa paspsaa:

68/4=17 69/4=17,25 (Kaxaplii pa3pag oTeedvaeT 3a 4 ifindex. Mpu geneHun ifindex Ha 4 ana
onpeaeneHuns Ne paspaga Ana 3anucK, Nosy4eHHoe 3HaYeHUe OKpyraseTcs B 60NbLIYIO CTOPOHY).

Ecnun Ham Hy»KHbI NnopTbl te2/0/16-17 (ifindex 68,69), To OHWM A0AXKHbI 6bITb 3anKncaHbl 8 17 1 18 none.

B ABOMYHOM NocneaoBaTenbHocTM 17 none byaeT 3anncaHo cieayolmm obpasom 0001 (MocneaHaAs
1 — 68 nHgekc). Mepesogum B HEX, nonyyaem 1.

B ABOMYHOM nocnegoBaTensHocTU 18 none byaert 3anucaHo caeayolmm obpasom 1000 (MNepsas 1
— 69 nHaekc). Nepesoaum B HEX, nonyyaem 8.

UToro B butoBoi macke byaet 16 Hynen, 1, 8: 000000000000000018.

lpumep 2
3anucatb butoByto macky ans vlan 622, 3100.

—  622/4=155,5 (Kaxabivt 0 otBeuaet 3a 4 vlan. Mpu geneHun vlan Ha 4 ana onpegeneHuns Ne
nons Ans 3anucu OKpyrneHue Bceraga UaeT Beepx).
Ecnun Ham HyXeH vlan 622, To oH gonxeH bbiTb 3anucaH B 156 none.
B aBonuyHOM nocnepoBatenibHOCTM 156 nose 6yaeT 3anucaHo creayowmm obpasom: 0100
(sTopas 1 — 622 vlan). Nepesogmm B HEX, nonyyaem 4.
WNToro B buToBOM Macke 6yaeT 155 Hyneli u 4:
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000004

— 3100/4=775
TpebyeTcAa NPUHATL BO BHUMAHKE, YTO ANA YKa3aHua Homepa VLAN 6epyTca Tabanupl
rldotlqPortVlanStaticEgressList1to1024
rldot1gPortVlanStaticEgressList1025t02048
rldot1gPortVlanStaticEgressList2049to03072
rldot1gPortVlanStaticEgressList3073to4094
Tak Kak Haw vlan nonaaaet B 4 Tabauuy, To 775-256*3=7.
Vlan 3100 6yaet 3anucaH B 7 none AaHHOW Tabauubl.
B pgBouyHOM nocnepgosatenbHocTn 7 none GyaeT 3anucaHo cnegytowum obpasom: 0001
(MocneaHas 1 — 3100 vlan). MNepesoamum B HEX, nonyyaem 1.
WNToro B buToBOM Macke byaeT 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b. NTPUMEP CO3AAHUA TUMOBOIO IP ACL

B A4aHHOM NpPUIOXKEHMM PacCMOTPEH Npumep HanonHeHus IP ACL c index-of-acl = 107 npaBunamu Buaa:

ip access-1list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
permit igmp any any ace-priority 40

deny ip any 224.0.0.0 15.255.255.255 ace-priority 60
permit ip 37.193.119.7 0.0.0.0 any ace-priority 80
permit ip 10.130.8.3 0.0.0.0 any ace-priority 100
permit ip 192.168.0.0 0.0.0.15 any ace-priority 120
permit ip 37.193.119.7 0.0.0.0 any ace-priority 140
exit

Co30aHue npasuna deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonbsyemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoANUTCA B ABa 3arnpoca.

1. 3apatoTcAa napameTpbl Npasua.

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{38auenue nona 1} i {protocol(l)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nona 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nonsa 1} i {3HaueHume B Tabiule nopra Iajsd

nporokojsia = 0. KoHcTaHTa mJjig 2TOro mpaBuial \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojnga 2} 1 {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nojyg 2} 1 {Number of source port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nojysg 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne noya 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue noya 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nona 3} x {dst ip (HEX)}

2. Mpusnaska npasuaa no nHaekcy (index-of-rule) k ACL no uHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \

1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHume nossa 1} \
1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHume nossa 3} \
1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} i {3HaueHue nojsa 2}

Mpumep po6asneHua npasuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npeanonaraeTca, 4to
npasu/o nepseoe no cuety, To index-of-rule=20)

KomaHpa CLI:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
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1.3.6.1.4.1.89.88.5.1.4.1 x "Ox11 FF"™ \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 \
1.3.6.1.4.1.89.88.5.1.2.2 1 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00™ \
1.3.6.1.4.1.89.88.5.1.2.3 1 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 oOoO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.20 i 2 \
1.3.6.1.4.1.89.88.31.1.4.1.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.1.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.1.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.1.20 1 3

Co3daHue npasunaa permit igmp any any

MIB: gosclimib.mib

Ucnonbayembie Tabanubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoANUTCA B ABa 3anpoca.

1. 3apatoTcAa napameTpbl Npasuaa.
snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nona 4} 1 {protocol (1)} \
1 6.1.

4.1.89.88.5.1.4.{3Hauenue nomnsa 4} x {protocol index (HEX)}

W WS

2. Mpwusnaska npasuaa no nHaekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) kak permit.
snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3Hauenue nosnsa 4}

l—‘}—‘}_\
UJL/J(,J

Mpumep pob6asneHua npasuna permit igmp any any B IP ACL 7-ip (T.K. npeanonaraetca, 4tTo NpasuIo
BTOpOe no cuety, To index-of-rule=40)

KomaHpa CLI:

ip access-list extended 7-ip

permit igmp any any ace-priority 40
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.40 i 1 \
1.3.6.1.4.1.89.88.31.1.4.1.40 1 8 \
1.3.6.1.4.1.89.88.31.1.5.1.40 1 4
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Co30aHue npasuna deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib
Ucnonb3yemble Tabnuubi:

rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasunaa NpoBoAUTCA B ABa 3anpoca.

1. 3apgatotca napameTpbl Npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3uauenne nossg 5} i {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nona 5} x {dst ip +wildcard mask (HEX)}

2. Mpwusaska npasuaa no nHaekcy (index-of-rule) kK ACL no uHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} 1 {deny (2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nomuga 5}

MNpumep pobasneHua npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeAanonaraercs, YTo NPaBUIO TpeTbe Nno cyety, To index-of-rule=60)

KomaHpa CLI:

ip access-list extended 7-ip

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.5 1 3 \
1.3.6.1.4.1.89.88.5.1.4.5 x "OxEO 00 00 00 OF FF FF FE"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.60 1 2 \
1.3.6.1.4.1.89.88.31.1.4.1.60 1 1 \
1.3.6.1.4.1.89.88.31.1.5.1.60 1 5

Co30aHue npasuna permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonb3ayembie Tabnnupi: rlQosTupleTable — 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NpoBoAUTCA B ABa 3anpoca.

1. 3apgaloTca napameTpbl NpasuAa.

snmpset 2c —-c <community> <IP address> \

-V
.4.1.89.88.5.1.2.{3Hauenme noya 6} 1 {ip-source(2)} \
4.

n
1 .1
1 .1.4.1.89.88.5.1.4.{3Hauenue nojssa 6} x {source ip +wildcard mask (HEX) }

w W'

e
.3.6
.3.6
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2. Mpwusnaska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) Kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nojuga 6}

MNpumep aobasneHns npasuna permit ip 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K. npeanonaraertcs, uto
npaBuJIo YeTBepToe no cyety, To index-of-rule=80)

KomaHpaa CLI:

ip access-list extended 7-ip

permit ip 37.193.119.7 0.0.0.0 any ace-priority 80
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.6 1 2 \
1.3.6.1.4.1.89.88.5.1.4.6 x "0x25 C1 77 07 00 00 00 oQ™

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.80 1 1 \
1.3.6.1.4.1.89.88.31.1.4.1.80 1 1 \
1.3.6.1.4.1.89.88.31.1.6.1.80 1 6

Co30aHue npasuaa permit ip 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHvie Nnpasuia NpoBoANTCA B fiBa 3anpoca.

1. 3apgatoTca napameTpbl Npasuna.

snmpset
1.3
1.3

S 2c -c <community> <IP address> \

1.89.88.5.1.2.{3Hauenme noja 7} 1 {ip-source(2)} \

et -v
.6.1.4.
.6.1.4.1.89.88.5.1.4.{3Hauenue nojysa 7} x {source ip +wildcard mask (HEX) }

2. [Mpwuesa3ka npaBuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HauenHue nomsa 7}

MNpumep gobasneHna npasuna permit ip 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K. npegnonaraerca, uto
npasuno nAatoe no cyety, To index-of-rule=100)

Komanpga CLI:

ip access-list extended 7-ip

permit ip 10.130.8.3 0.0.0.0 any ace-priority 100
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.7 1 2 \
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1.3.6.1.4.1.89.88.5.1.4.7 x "0x0OA 82 08 03 00 00 00 OO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.100 1 1 \
1.4.1.89.88.31.1.4.1.100 1 1 \

1.3.6.
1.3.6.1.4.1.89.88.31.1.6.1.100 1 7

Co30aHue npasuaa permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

MUcnonb3ayemble Tabauubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: Co3gaHuMe npaBuaa NPoOBOANTCA B 4Ba 3anpoca.

1. 3apgatotca napameTpbl Npasuna.

m t 2c -c <community> <IP address> \
1.89.88.5.1.2. {3uaueHue nomnga 8} 1 {ip-source(2)} \

1.89.88.5.1.4. {3Hauenue nomnga 8} x {source ip +wildcard mask (HEX)}

S S

n
1
1

w W'

et -v
.3.6.1.4.
.3.6.1.4.

2. Mpwusaska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) Kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenume nojug 8}
Mpumep aobasneHns npasuna permit ip 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K. npeanonaraertcs, uto
npaBuno Wwecroe no cuery, To index-of-rule=120)

Komanpga CLI:

ip access-list extended 7-ip

permit ip 192.168.0.0 0.0.0.15 any ace-priority 120
exit

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.8 1 2 \
1.3.6.1.4.1.89.88.5.1.4.8 x "0OxCO A8 00 00 00 00 0O OF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.120 1 1 \
1 1.4.1.89.88.31.1.4.1.120 i 1 \

.3.6.
1.3.6.1.4.1.89.88.31.1.6.1.120 1 8

1. MpwueAska npasuna no nHaekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HauenHume nosa 9} \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3Hauenme nosysa 10}
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NPUNOMEHUE B. NAPUMEP CO3AAHUA, HANONHEHUA U YOANEHUA OFFSET-LIST C
NMPUBA3KOM K MAC ACL

B QaHHOM MpPUIOXKEHMM PAacCMOTPEH Npumep co3gaHusa M HanosHeHua MAC ACL c index-of-acl = 207
npasunamm Bnaa:

mac access-list extended 7-mac
offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO ace-priority 20

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonb3zyemble Tabauubi: rlQosAciTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2)} \
1.3.6.1.4.1.89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy(6)}

Mpumep co3panHmna MAC ACL c uupgekcom 207

Komanga CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.1 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.1 1 1 \
1.3.6.1.4.1.89.88.7.1.4.1 1 4

Co3daHue npasusna 8 MAC ACL Ha ocHose EtherType

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NpoBoAUTCA B ABa 3anpoca.

1. 3apgatoTca napameTpbl Npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenve nonsg 1} 1 {mac-src(10), mac-dest(11l),
vlan(lZ)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nonsa 1} x {protocol index (HEX)} \

1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nona 1} 1 {3HaueHuMe B Tabiuie nopTa IJsd
nporokojsia = 0. KoHcTaHTa mjdg 2TOTo npaBuiaal \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nonsa 2} 1 {ether-type(17)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nona 2} 1 {ether-type (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenre nojga 2} x {HyneBoe mojie — KOHCTAaHTa}
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2. [MpwusAaska npasuaa no uHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \
.1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} 1 {permit (1)
.1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {mac(5)} \
.1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nong 1} \
.1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3HaueHue nomusa 2}

MNpumep aobasneHua npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL 7-
mac (T.K. npegnonaraercsa, YTo NpaBuIo NepBoe No cyety, To index-of-rule=20)

KomaHaa CLI:
mac access-list extended 7-mac

permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 ace-priority 20
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 10 \
1.3.6.1.4.1.89.88.5.1.2.2 1 17 \
1.3.6.1.4.1.89.88.5.1.4.1 x "0x001£fc68bc68a000000000000™ \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2054 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 0O"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.20 i 1 \
1.3.6.1.4.1.89.88.31.1.4.1.20 i 5 \
1.3.6.1.4.1.89.88.31.1.5.1.20 1 1 \
1.3.6.1.4.1.89.88.31.1.9.1.20 1 2
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TEXHWYECKAA NOALEPXKKA

Ona  nonyyeHMA  TEXHMYECKOM  KOHCy/NbTauuu MO BOMPOCAaM  3KCMAyaTauum  obopyaosaHuA
000 «MpeanpusaTtne «3INITEKC» Bbl MoXKeTe 06paTnTbcA B CepBUCHbIN LEeHTP KOMNaHUK:

dopma obpaTtHOM cBA3K Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha oduumanbHOM caliTe KOMMNaHMM Bbl MOMKETE HalTW TEXHUYECKYH AOKYMEHTAUMI0O M NporpammHoe
obecneuveHne gna npoaykumm OO0 «[Mpegnpusatve «INITEKC», obpatntbca K 6ase 3HaHWMA WAM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cat Komnarnuu: https://eltex.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex.ru/support/downloads
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