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!!"#"$%"

&''()*+,-
5 1"+&)67,3 #%2)/)4+&/, .#'/,4,1) ).'+"1', 2)3"14 CLI 486 "43'1'+&#"&)#"
3"#$#%&'("&)#)/ ELTEX +,#'' ME.

91&,#:,;+ 2)3"141); +&#)2' (Command Line Interface, CLI)<Ñ<'1&,#:,;+, .#,41"(1"0,11*;
486 %.#"/8,1'6, .#)+3)&#" +)+&)61'6 ' 3)1'&)#'1=" %+&#);+&/". >86 #"?)&* .)&#,?%,&+6
8@?"6 %+&"1)/8,11"6 1" AB .#)=#"33", .)44,#C'/"@7"6 #"?)&% .) .#)&)2)8% Telnet, SSH
'8' .#63), .)428@0,1', 0,#,( 2)1+)8D1*; .)#& (1".#'3,#, Putty/SecureCRT).

./0/1*- *23,)(4,-
-.#"/)01'2 2)3"14 CLI .#,41"(1"0,1 486 &,E1'0,+2)=) .,#+)1"8", /*.)816@7,=)
1"+&#);2% ' 3)1'&)#'1= 3"#$#%&'("&)#)/ +,#'' ME .)+#,4+&/)3 '1&,#:,;+" 2)3"141);
+&#)2' (CLI). B/"8':'2"F'6 &,E1'0,+2)=) .,#+)1"8" .#,4.)8"=",& (1"1', )+1)/ #"?)&*
+&,2" .#)&)2)8)/ TCP/IP ' .#'1F'.)/ .)+&#),1'6 IP/MPLS-+,&,;.

560(1'7/ (8(9'*:/',-
!"#$%&" 1. '#()*"+,*%- . /0%1,0"2 % (/%3"*%-2 4(1"*5

;8(9'*:/',- ;<,6*',/

command example !)1)$'#'11*3 $#':&)3 .#'/,4,1* .#'3,#* //)4" 2)3"14 '
#,(%8D&"&)/ 'E /*.)81,1'6.

[ ] 5 2/"4#"&1*E +2)?2"E 486 2)3"14 %2"(*/"@&+6 1,)?6("&,8D1*,
."#"3,&#*.

{ } 5 :'=%#1*E +2)?2"E 486 2)3"14 %2"(*/"@&+6 /)(3)C1*, )?6("&,8D1*,
."#"3,&#*, .#'/,4,11*, +.'+2)3. G,)?E)4'3) /*?#"&D )4'1 '(
."#"3,&#)/.

| >"11*; (1"2 / ).'+"1'' 2)3"14* )?)(1"0",& "'8'".

< > 5 %=8)/*E +2)?2"E 486 2)3"14 %2"(*/",&+6 '36 ."#"3,&#", &'. '
(1"0,1', 2)&)#)=) )?H6+16@&+6 / ).'+"1''.

IMPORTANT
A#'3,0"1'6 +)4,#C"& /"C1%@ '1:)#3"F'@, +)/,&* '8'
#,2)3,14"F'' .) '+.)8D()/"1'@ ' 1"+&#);2, %+&#);+&/".

CAUTION
A#,4%.#,C4,1'6 '1:)#3'#%@& .)8D()/"&,86 ) +'&%"F'6E, 2)&)#*, 3)=%&
1"1,+&' /#,4 %+&#);+&/%, .#'/,+&' 2 1,2)##,2&1); #"?)&, +'+&,3*,
.)&,#, 4"11*E '8' 1"#%$,1'@ .#)E)C4,1'6 ' )?#"?)&2' &#":'2".
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=0*1* 1. ;>$;!? @&A;B? > C;D&$#$;E
>B@;C;E

1.1. C(F*'3'7G ,')/4H/G6 , 3(6)2< I 26)4(G6)12
I+1)/1*3 '1+&#%3,1&)3 1"+&#);2' ' %.#"/8,1'6 %+&#);+&/)3 6/86,&+6 '1&,#:,;+
2)3"141); +&#)2' (CLI).

J0K&1); (".'+D@ .) %3)80"1'@ 6/86,&+6 admin  + ."#)8,3 password . >"11); %0K&1);
(".'+D@ 3)C1) /)+.)8D()/"&D+6 486 "/&)#'("F'' 1" %+&#);+&/, ' .)8%0,1'6 4)+&%." 2
2)3"141)3% '1&,#:,;+% / .#)F,++, .,#/)1"0"8D1); 1"+&#);2'.

IMPORTANT
I.,#"F')11"6 +'+&,3" %+&#);+&/" '3,,& +'+&,3% #"(4,8,1'6
.#'/'8,='; .)8D()/"&,8,;. A)8D()/"&,8@ admin  .) %3)80"1'@
1"(1"0,1* 3"2+'3"8D1*, .#'/'8,='' - %#)/,1D p15.

B)3"141*; '1&,#:,;+ %+&#);+&/" .)44,#C'/",& :%12F'@ "/&)3"&'0,+2)=) 4).)81,1'6
2)3"14. L&" :%12F'6 "2&'/'#%,&+6 .#' 1"C"&'' 28"/'$' &"?%86F'' <TAB>. M"2C,
'1&,#:,;+ 2)3"141); +&#)2' '3,,& :%12F'@ 2)1&,2+&1); .)4+2"(2'. G" 8@?)3 N&".,
//)4" 2)3"14* 3)C1) .)8%0'&D .)4+2"(2% ) +8,4%@7'E /)(3)C1*E N8,3,1&"E 2)3"14*
.%&K3 //)4" /).#)+'&,8D1)=) (1"2" <?>.

1.2. @/J,F7 I(F*'3'(K( ,')/4H/G6* , I(F*'37
'*1,K*+,,
91&,#:,;+ 2)3"141); +&#)2' '3,,& 4/" )+1)/1*E #,C'3"<Ñ<=8)?"8D1*; #,C'3 ' #,C'3
2)1:'=%#'#)/"1'6. >86 %4)?+&/" ).,#"&)#" .#' .,#,E)4, 3,C4% #,C'3"3' 3,16,&+6
.#'=8"$,1', 2)3"141); +&#)2'.

6%5 /0%7$"8,*%- 4(1"*5*(9 3:0(4% . 7$(#"$;*(1 0,<%1,

0/ME5100:EOS#

6%5 /0%7$"8,*%- 4(1"*5*(9 3:0(4% . 0,<%1, 4(*=%7>0%0(."*%-

0/ME5100:EOS(config)#

!"#$%&" 2. '3*(.*?, 4(1"*5? *".%7"&%% % /,0,2(5(. . %*:,0=,93, 4(1"*5*(9 3:0(4%

C(F*'3* @/J,F #/G6)1,/ I(F*'37

configure global-view A,#,E)4 '( =8)?"8D1)=) #,C'3" CLI / #,C'3
2)1:'=%#'#)/"1'6

exit config A,#,E)4 1" /*$,+&)67'; %#)/,1D
2)1:'=%#'#)/"1'6
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C(F*'3* @/J,F #/G6)1,/ I(F*'37

logout config , global-view O*+&#*; /*E)4 '( +,++'' '1&,#:,;+"
2)3"141); +&#)2'

do <command_sequence> config 5*.)81,1', 2)3"14* =8)?"8D1)=) #,C'3"
CLI (command_sequence) ?,( /*E)4" '(
#,C'3" 2)1:'=%#'#)/"1'6

root config 5*E)4 1" /,#E1'; %#)/,1D #,C'3"
2)1:'=%#'#)/"1'6

end config 5*E)4 '( 8@?)=) %#)/16 #,C'3"
2)1:'=%#'#)/"1'6 / =8)?"8D1*; #,C'3

quit global-view 5*E)4 '( +,++'' '1&,#:,;+" 2)3"141);
+&#)2'

1.3. @*8()* 6 K0(8*0L'7F 4/J,F(F
5 =8)?"8D1)3 #,C'3, '1&,#:,;+" 2)3"141); +&#)2' 4)+&%.1* 2)3"14* .#)+3)&#"
).,#"&'/1)=) +)+&)61'6 +'+&,3* ( show-2)3"14*), 2)3"14* %.#"/8,1'6 2)3.)1,1&"3'
+'+&,3* (1".#'3,#, reload , hw-module), (".%+2" #"(8'01*E 4'"=1)+&'0,+2'E &,+&)/ ' #"?)&*
+ )?#"("3' ).,#"F')11); +'+&,3*.

>86 %3,1D$,1'6 )?H,3" )&)?#"C",3*E 4"11*E / )&/,& (" (".#)+* .)8D()/"&,86 '
)?8,=0,1'6 .)'+2" 1,)?E)4'3); '1:)#3"F'' 3)C1) /)+.)8D()/"&D+6 :'8D&#"F',;. >86
:'8D&#"F'' /*/)4" 2)3"14 1%C1) 4)?"/'&D / 2)1,F 2)3"141); +&#)2' +'3/)8 "|" '
'+.)8D()/"&D )41% '( ).F'; :'8D&#"F'':

¥ formal <Ñ<3)4':'2"F'6 /*/)4)/ "show running-config" ' "show candidate-config" '(
4#,/)/'41)=) / 8'1,;1*;;

¥ begin<Ñ</*/)4'&D /+K .)+8, +&#)2', +)4,#C"7,; ("4"11*; $"?8)1;

¥ include <Ñ</*/)4'&D /+, +&#)2', +)4,#C"7', ("4"11*; $"?8)1;

¥ exclude<Ñ</*/)4'&D /+, +&#)2', 1, +)4,#C"7', ("4"11*; $"?8)1;

¥ count<Ñ<.#)'(/,+&' .)4+0K& 2)8'0,+&/" +&#)2 / /*/)4, 2)3"14*.

A#' 1,)?E)4'3)+&' /28@0'&D / $"?8)1 .)'+2" +'3/)8 .#)?,8" 1,)?E)4'3) ("28@0'&D
/,+D $"?8)1 / 4/);1*, 2"/*02'.

P'8D&#* 3)C1) +&,2'#)/"&D, %2"(*/"6 1,+2)8D2) :'8D&#)/ 0,#,( +'3/)8* "|".

@0%1,0: %3/($;)(."*%, =%$;:0(.

0/ME5100:example_router01# show running-config | begin "telnet server"
Thu Mar 23 12:03:57 2017

telnet server vrf mgmt-intf
exit
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user admin
Ê password encrypted
$6$zMGqwSsQnYcfDrxH$6TGyBVbqUB8s2InhRT4QA5VADoCc4zGhILDKjTxgVt7H0TBzxmbwNkpkHSkHNAU9qC
zdQ/ZeonlI8EOrkII620
Ê privilege p15
exit

hostname example_router01
0/ME5100:example_router01# show running-config mpls rsvp | formal | include l3
Thu Mar 23 12:03:59 2017
mpls rsvp l3vpn
0/ME5100:example_router01#

1.4. @*8()* 6 4/J,F(F I('H,K24,4(1*',-
5 #,C'3, 2)1:'=%#'#)/"1'6 2)3"141*; '1&,#:,;+ +'+&,3* .)(/)86,& .#)'(/)4'&D
1"+&#);2% %+&#);+&/". A,#,E)4 / #,C'3 2)1:'=%#'#)/"1'6 .#)'(/)4'&+6 2)3"14);
configure . 5 #,C'3, 2)1:'=%#'#)/"1'6 '1&,#:,;+ .#'1'3",& ' #"+.)(1",& 2)3"14*
1"+&#);2' +))&/,&+&/%@7'E #"(4,8)/. 5+, //,4,11*, 2)3"14*, / +/)@ )0,#,4D, :)#3'#%@&
)?7%@ 2)1:'=%#"F'@ %+&#);+&/".

B)3"141*; '1&,#:,;+ +'+&,3* #"?)&",& + 4/%36 N2(,3.86#"3' 2)1:'=%#"F'' %+&#);+&/":

¥ M,2%7"6 2)1:'=%#"F'6 ( running-config ). M,2%7"6 2)1:'=%#"F'6<Ñ<N&) 2)1:'=%#"F'6,
2)&)#"6 / 4"11*; 3)3,1& .#'3,1,1" ' '+.)8D(%,&+6 1" 3"#$#%&'("&)#,.

¥ B"14'4"&-2)1:'=%#"F'6 ( candidate-config ). B"14'4"&-2)1:'=%#"F'6<Ñ<N&) 2)1:'=%#"F'6,
2)&)#"6 /28@0",& / +,?6 '(3,1,1'6, /1,+,11*, ).,#"&)#)3 / .#)F,++, +,"1+"
2)1:'=%#'#)/"1'6. B"14'4"&-2)1:'=%#"F'6 3)C,& ?*&D .#'3,1,1" / 2"0,+&/,
&,2%7,;.

IMPORTANT
5+, //,4,11*, / #,C'3, 2)1:'=%#'#)/"1'6 2)3"14* '/
<4,F/'-M)6-  .) 3,#, //)4", " ("1)+6&+6 / 2"14'4"&-2)1:'=%#"F'@
(candidate-config ).

5 )?*01)3 +)+&)61'' +'+&,3* 2"14'4"&-2)1:'=%#"F'6 '4,1&'01" &,2%7,;. A)+8,
/1,+,1'6 '(3,1,1'; / 2"14'4"&-2)1:'=%#"F'@ ,K 3)C1) 8'?) .#'3,1'&D (+2).'#)/"&D /
&,2%7%@), 8'?) )&3,1'&D.

!"#$%&" 3. '3*(.*?, 4(1"*5? 0"#(:? 3 A4),1/$-0"1% 4(*=%7>0"&%%

C(F*'3* @/J,F #/G6)1,/ I(F*'37

configure global-view A,#,;&' '( =8)?"8D1)=) #,C'3" CLI / #,C'3
2)1:'=%#'#)/"1'6.

show running-config global-view 5*/,+&' &,2%7%@ 2)1:'=%#"F'@
%+&#);+&/".

show candidate-config global-view 5*/,+&' 2"14'4"&-2)1:'=%#"F'@
%+&#);+&/".
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C(F*'3* @/J,F #/G6)1,/ I(F*'37

show configuration changes global-view 5*/,+&' +.'+)2 '(3,1,1'; / 2"14'4"&-
2)1:'=%#"F'' )&1)+'&,8D1) &,2%7,;
2)1:'=%#"F'' %+&#);+&/".

commit config A#'3,1'&D 2"14'4"&-2)1:'=%#"F'@
(.#'3,1'&D '(3,1,1'6, /1,+,11*, /) /#,36
+,"1+" #,4"2&'#)/"1'6).

abort config I&3,1'&D '(3,1,1'6 / 2"14'4"&-
2)1:'=%#"F'' ' /*;&' '( #,C'3"
2)1:'=%#'#)/"1'6. A#' /*.)81,1'' N&);
2)3"14* 2"14'4"&-2)1:'=%#"F'6
+&"1)/'&+6 '4,1&'01); &,2%7,; (+&"#&)/);)
2)1:'=%#"F''.

IMPORTANT
A#' /*.)81,1'' 2)3"14* commit &,2%7"6 2)1:'=%#"F'6
"/&)3"&'0,+2' +)E#"16,&+6 1" %+&#);+&/, / 2"0,+&/, ("=#%()01);.
I&4,8D1); 2)3"14* +)E#"1,1'6 2)1:'=%#"F'' 1" %+&#);+&/, 1,&.

CAUTION

M,2%7"6 /,#+'6 2)3"141)=) '1&,#.#,&"&)#" 1, .)44,#C'/",& 1,+2)8D2)
2"14'4"&-2)1:'=%#"F'; ' 1,("/'+'3), 2)1:'=%#'#)/"1', %+&#);+&/" '(
#"(1*E +,++';.
B"14'4"&-2)1:'=%#"F'6 / 8@?); 3)3,1& /#,3,1' 6/86,&+6 ,4'1); 486
/+,=) %+&#);+&/".
M"2'3 )?#"()3, 2)3"14* commit ' abort , //,4,11*, ).,#"&)#)3, 3)=%&
.)/8'6&D 1" '(3,1,1'6, /1,+,11*, / 4#%='E +,++'6E 2)1:'=%#'#)/"1'6.

@0%1,0: *"3:0(94" 3%3:,1*(7( %1,*% (hostname)

EOS login: admin
Password:

********************************************
*            Welcome to ME5100             *
********************************************

0/ME5100:EOS# config
0/ME5100:EOS(config)# hostname example_router01
0/ME5100:EOS(config)# do show configuration changes
Tue Jan 18 21:37:19 2000

hostname example_router01
0/ME5100:EOS(config)# commit
Tue Jan 18 21:37:23 2000

Commit successfully completed in 0.031951 sec
0/ME5100:example_router01(config)# end
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0/ME5100:example_router01#

1.5. %F/'(1*',/ ,')/4H/G6(1
A#' #"?)&, 3"#$#%&'("&)#" '+.)8D(%@&+6 +,&,/*, '1&,#:,;+* #"(8'01)=) &'." '
1"(1"0,1'6. -'+&,3" '3,1)/"1'6 .)(/)86,& )41)(1"01) "4#,+)/"&D '1&,#:,;+* .) 'E
:%12F')1"8D1)3% 1"(1"0,1'@ ' 3,+&).)8)C,1'@ / +'+&,3,. >"8,, / &"?8'F, .#'/,4,1
.,#,0,1D &'.)/ '1&,#:,;+)/.

!"#$%&" 4. @(55,0<%.",1?, :%/? %*:,0=,93(.

B,< ,')/4H/G6* ;8(9'*:/',/ , H2'I+,('*0

P'('0,+2', '1&,#:,;+* I?)(1"0,1', :'('0,+2)=) '1&,#:,;+" /28@0",& / +,?6 ,=) &'.
' '4,1&':'2"&)#.
94,1&':'2"&)# '3,,& /'4 <UNIT>/<SLOT>/<PORT> , =4,:

¥ <UNIT> - 1)3,# %+&#);+&/" / 28"+&,#, %+&#);+&/;

¥ <SLOT> - 1)3,# 3)4%86 / +)+&"/, %+&#);+&/";

¥ <PORT> - .)#642)/*; 1)3,# '1&,#:,;+" 4"11)=) &'." /
3)4%8,.

B%)%+,34%, %*:,0=,93? .3,75" /0%3>:3:.>C: . 3%3:,1,.

91&,#:,;+* Ethernet
10Q?'&/+

tengigabitethernet <UNIT>/<SLOT>/<PORT>

A#'3,# )?)(1"0,1'6: 'tengigabitethernet 0/0/10' . >).%+2",&+6
'+.)8D()/"&D +)2#"7,11%@ :)#3% + )?6("&,8D1*3 .#)?,8)3,
1".#'3,#, 'te 0/0/10' .

91&,#:,;+* Ethernet
40Q?'&/+

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

A#'3,# )?)(1"0,1'6: 'fortygigabitethernet 0/0/2' . >).%+2",&+6
'+.)8D()/"&D +)2#"7,11%@ :)#3% + )?6("&,8D1*3 .#)?,8)3,
1".#'3,#, 'fo 0/0/2' .

91&,#:,;+* Ethernet
100Q?'&/+

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>

A#'3,# )?)(1"0,1'6: 'hundredgigabitethernet 0/0/3' .
>).%+2",&+6 '+.)8D()/"&D +)2#"7,11%@ :)#3% +
)?6("&,8D1*3 .#)?,8)3, 1".#'3,#, 'hu 0/0/3' .

Q#%..* "=#,="F''
2"1"8)/

bundle-ether <BUNDLE_ID>

I?)(1"0,1', =#%..* "=#,="F'' 2"1"8)/ /28@0",& / +,?6 &'.
'1&,#:,;+" ("bundle-ether") ' .)#642)/*; 1)3,# =#%..*.
A#'3,# )?)(1"0,1'6: 'bundle-ether 8' .

D0>//? "70,7"&%% 4"*"$(. . 3%3:,1, 1(<*( 3()5".":; %
>5"$-:;.

6



B,< ,')/4H/G6* ;8(9'*:/',/ , H2'I+,('*0

-"?'1&,#:,;+* bundle-ether <BUNDLE_ID>.<SUBIF_ID>
tengigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>
fortygigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>
hundredgigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>

I?)(1"0,1', +"?'1&,#:,;+" )?#"(%,&+6 '( )?)(1"0,1'6
?"()/)=) '1&,#:,;+" ' '4,1&':'2"&)#" +"?'1&,#:,;+",
#"(4,8,11*E &)02);. >86 +"?'1&,#:,;+)/ )?6("&,8D1) ("4"1',
&'." '12".+%86F'' ('encapsulation'). A#'3,# )?)(1"0,1'6:
'tengigabitethernet 0/0/10.350'

E"#%*:,0=,93? . 3%3:,1, 1(<*( 3()5".":; % >5"$-:;.

91&,#:,;+* 8)2"8D1);
.,&8'

loopback <ID>

5'#&%"8D1*; '1&,#:,;+ 8)2"8D1); .,&8'. >"11*; &'.
.#'3,16,&+6 / +8%0"6E, 2)=4" &#,?%,&+6 .)+&)611) "2&'/1*;
8)='0,+2'; '1&,#:,;+. A#'3,# )?)(1"0,1'6: Ôloopback 100Õ

F*:,0=,93? $(4"$;*(9 /,:$% . 3%3:,1, 1(<*( 3()5".":; %
>5"$-:;.

91&,#:,;+* %.#"/8,1'6 mgmt <UNIT>/<SLOT>/<PORT>

91&,#:,;+* out-of-band %.#"/8,1'6 - N&) /*4,8,11*, ethernet-
'1&,#:,;+* 486 4)+&%." ' %.#"/8,1'6 3"#$#%&'("&)#)3. 5
2"0,+&/, <SLOT> 3)=%& /*+&%."&D 'fmc0' ' 'fmc1', / ("/'+'3)+&'
)& ".."#"&1); 2)1:'=%#"F''. A#'3,#* )?)(1"0,1';:

¥ 'mgmt 0/fmc0/1'  - 486 ME5100;

¥ 'mgmt 0/fmc0/0'  ' 'mgmt 0/fmc0/1'  486 FMC0 / 3"#$#%&'("&)#,
ME5000;

¥ 'mgmt 0/fmc1/0'  ' 'mgmt 0/fmc1/1'  486 FMC1 / 3"#$#%&'("&)#,
ME5000

F*:,0=,93? >/0".$,*%- .3,75" /0%3>:3:.>C: . 3%3:,1,.

IMPORTANT

91&,#:,;+* %.#"/8,1'6 1,
.#,41"(1"0,1* 486 .,#,4"0' &#"1('&1)=)
&#":'2" (1, %0"+&/%@& / #"?)&, data-
plane) ' C,+&2) .#'2#,.8,1* 2 VRF 'mgmt-
intf '.

NOTE

1. B)8'0,+&/) :'('0,+2'E '1&,#:,;+)/ / +'+&,3, ("/'+'& )& 3)4,8'
3"#$#%&'("&)#" ' %+&"1)/8,11*E 8'1,;1*E 3)4%8,;.

2. M,2%7"6 /,#+'6 AI 1, .)44,#C'/",& 28"+&,#'("F'@. G)3,# %+&#);+&/" /
28"+&,#, <UNIT> 3)C,& .#'1'3"&D &)8D2) (1"0,1', 0.
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=0*1* 2. C;D&$#? N;OPQ;!&B"OP>C;=;
%$B"@R"E>&

2.1. change-privilege
>"11); 2)3"14); )+%7,+&/86,&+6 .,#,E)4 1" +))&/,&+&/%@7'; %#)/,1D .#'/'8,=';.

>,')*I6,6

change-privilege { p1 | p2 | É | p15 } [  PASSWORD ]

N*4*F/)47

¥ PASSWORD<Ñ<."#)8D 486 .,#,E)4" 1" &#,?%,3*; %#)/,1D.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01> change-privilege p15 mypassword
0/ME5100:example_router01#

2.2. clear alarm
>"11"6 2)3"14" )0'7",& "2&'/1*, "/"#'' / +'+&,3,.

>,')*I6,6

clear alarm {all |  ID  }

N*4*F/)47

¥ all <Ñ<)0'7"@&+6 /+, "2&'/1*, "/"#''

¥ ID<Ñ<)0'7",&+6 "/"#'6 + %2"("11*3 '4,1&':'2"&)#)3.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear alarm 300
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2.3. clear arp
>"11"6 2)3"14" %4"86,& (".'+' '( ARP-&"?8'F*.

>,')*I6,6

clear arp

N*4*F/)47

¥ address  IPv4<Ñ<)0'7",&+6 (".'+D .#' +)/."4,1'' IPv4-"4#,+";

¥ interface  IF<Ñ<)0'7"@&+6 (".'+' 1" %2"("11)3 '1&,#:,;+,;

¥ vrf  VRF<Ñ<%2"("1', VRF, '( 2)&)#)=) ?%4,& ?#"&D+6 ARP-&"?8'F".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear arp vrf test 10.0.0.200

2.4. clear bgp
>"11"6 2)3"14" '(3,16,& +)+&)61', BGP-+,++'' ' +0K&0'2)/.

>,')*I6,6

clear bgp  {{ vrf  ARGS | neighbor  ARGS} { counters  | flap-statistics  | soft  ARGS}}

N*4*F/)47

¥ vrf  VRF<Ñ<%2"("1', VRF, / 2)&)#)3 ?%4,& /*.)816&+6 4,;+&/',;

¥ neighbor  {all  | ipv4  | ipv6  | IPv4 | IPv6 }<Ñ<+?#)+ BGP-+,++'': /+,E, /+,E ipv4/ipv6 unicast
'8' 2)12#,&1)=) "4#,+" +)+,4";

¥ counters <Ñ<)0'+&2" +0K&0'2)/ BGP-+))?7,1';;

¥ flap-statistics <Ñ<)0'+&2" +0K&0'2)/ flap-statistics;

¥ soft  in|out<Ñ<#,2)1:'=%#"F'6 3"#$#%&)/ ( in <Ñ</)++&"1)/'&D +/)' 3"#$#%&*,
out <Ñ<)&.#"/'&D +)+,4% +/)' 3"#$#%&*).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4
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0/ME5100:example_router01# clear bgp neighbor 10.0.0.10

2.5. clear configuration backups
J4"8,1', ?N2".-2)1:'=%#"F''.

>,')*I6,6

clear configuration backups  [ String  ]

N*4*F/)47

¥ String <Ñ<%2"("1', '3,1' backup-:";8".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear configuration backups

2.6. clear counters
-?#)+ +0K&0'2)/ ."2,&)/ ' )$'?)2 1" '1&,#:,;+"E.

>,')*I6,6

clear counters  [ interface  IF ]

N*4*F/)47

¥ interface  IF<Ñ<%2"("1', '3,1' '1&,#:,;+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear counters interface bundle-ether 3

2.7. clear crash-info
J4"8,1', 8)=)/ crash-info.
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>,')*I6,6

clear crash-info  { all  | String  }

N*4*F/)47

¥ all <Ñ<%4"8,1', /+,E :";8)/ crash-info;

¥ String <Ñ<%2"("1', '3,1' :";8" 8)=)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear crash-info all

2.8. clear domain-cache
-?#)+ 2N$" 4)3,11*E '3K1.

>,')*I6,6

clear domain-cache  { String  }

N*4*F/)47

¥ String <Ñ<%2"("1', 4)3,11)=) '3,1'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear domain-cache eltex-co.ru

2.9. clear flow monitor
-?#)+ +&"&'+&'2' .)&)2)/.

>,')*I6,6

clear flow monitor

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear flow monitor

2.10. clear ipv6 neighbors
>"11"6 2)3"14" %4"86,& (".'+' '( NDP-&"?8'F*.

>,')*I6,6

clear ipv6 neighbors

N*4*F/)47

¥ address  IPv6<Ñ<)0'7",&+6 (".'+D .#' +)/."4,1'' IPv4-"4#,+";

¥ interface  IF<Ñ<)0'7"@&+6 (".'+' 1" %2"("11)3 '1&,#:,;+,;

¥ vrf  VRF<Ñ<%2"("1', VRF, '( 2)&)#)=) ?%4,& ?#"&D+6 NDP-&"?8'F".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear ipv6 neighbors address 2005:1::1

2.11. clear isis
>"11"6 2)3"14" '(3,16,& +)+&)61', IS-IS-+)+,4+&/" ' +0K&0'2)/. O,( "#=%3,1&)/ 2)3"14"
)0'7",& database ' +?#"+*/",& +)+,4+&/".

>,')*I6,6

clear isis

N*4*F/)47

¥ adjacency  system-id<Ñ<+?#)+ +)+,4+&/" + %2"("11*3 system-id;

¥ overload  [vrf  VRF] [ level  {level-1|level-2}]<Ñ<+16&', overload-bit / IS-IS .#)F,++,;

¥ statistics <Ñ<+?#)+ +&"&'+&'2' IS-IS +))?7,1';.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear isis

2.12. clear logging
>"11"6 2)3"14" )0'7",& :";8* +'+&,31*E 8)=)/.

>,')*I6,6

clear logging  { [persistent  [file  WORD]] | [ system  [file  WORD]] }

N*4*F/)47

¥ persistent <Ñ<%2"("1', 1" )0'+&2% 8)=-:";8)/, E#"167'E+6 / .)+&)611); ."36&';

¥ system <Ñ<%2"("1', 1" )0'+&2% control-plane 8)=-:";8)/;

¥ file  WORD<Ñ<%2"("1', '3,1' persistent-8)=)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear logging persistent file BGP_LOG

2.13. clear mpls
>"11"6 2)3"14" +?#"+*/",& +)+&)61'6 LDP-+,++'; ' RSVP-+,++'; ' 3,&)2.

>,')*I6,6

clear mpls  [ldp  [neighbor  {all  | IPv4} ]]

N*4*F/)47

¥ ldp <Ñ<+?#)+ LDP-+)+,4+&/ ' &%11,8,;, E#"167'E+6 / .)+&)611); ."36&';

¥ neighbor  {all  | IPv4 }<Ñ<+?#)+ target LDP +)+,4+&/ + %2"("1',3 "4#,+" LDP-+)+,4"

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15
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C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear mpls ldp neighbor all

2.14. clear msdp
>"11"6 2)3"14" +?#"+*/",& +)+&)61'6 MSDP-+,++'; ' )0'7",& +0K&0'2'.

>,')*I6,6

clear msdp  [ vrf  VRF ] [ { counters  [] } | { peers  [IPv4] } ]

N*4*F/)47

¥ counters <Ñ<+?#)+ +0K&0'2)/ MSDP-+))?7,1';;

¥ peers  [IPv4]<Ñ<+?#)+ /+,E MSDP-+,++'; '8' + %2"("11*3 IPv4-"4#,+)3;

¥ vrf  VRF<Ñ<%2"("1',, / 2"2)3 VRF (".%7,1 MSDP-.#)F,++.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear msdp vrf test peers

2.15. clear ospfv2
>"11"6 2)3"14" +?#"+*/",& +)+&)61'6 OSPFv2-+)+,4+&/.

>,')*I6,6

clear ospfv2  [ vrf  VRF ] [ statistics  ]

N*4*F/)47

¥ statistics <Ñ<&)8D2) +?#)+ +0K&0'2)/ OSPFv2-+))?7,1';;

¥ vrf  VRF<Ñ<%2"("1',, / 2"2)3 VRF (".%7,1 OSPFv2-.#)F,++.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL
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N4,F/4

0/ME5100:example_router01# clear ospfv2 statistics

2.16. clear ospfv3
>"11"6 2)3"14" +?#"+*/",& +)+&)61'6 OSPFv3-+)+,4+&/.

>,')*I6,6

clear ospfv3  [ vrf  VRF ] [ statistics  ]

N*4*F/)47

¥ statistics <Ñ<&)8D2) +?#)+ +0K&0'2)/ OSPFv3-+))?7,1';;

¥ vrf  VRF<Ñ<%2"("1',, / 2"2)3 VRF (".%7,1 OSPFv3-.#)F,++.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear ospfv3 statistics

2.17. clear pim
>"11"6 2)3"14" +?#"+*/",& +)+&)61'6 PIM-+)+,4+&/ ' )0'7",& &).)8)='@.

>,')*I6,6

clear pim  [ counters  ]

N*4*F/)47

¥ counters <Ñ<+?#)+ +0K&0'2)/ PIM-+))?7,1';.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear pim counters
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2.18. clear qos counters
B)3"14" +?#"+*/",& +0K&0'2' +#"?"&*/"1'6 .)8'&'2 QoS.

>,')*I6,6

clear qos counters  [ interface  IF]

N*4*F/)47

¥ interface  IF<Ñ<+?#)+ 1" 2)12#,&1)3 '1&,#:,;+,.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear qos counters interface te 0/0/2

2.19. clear relay-agent counters
>"11"6 2)3"14" +?#"+*/",& +0K&0'2' +))?7,1';, )?#"?"&*/",3*E DHCP-Relay "=,1&)3.

>,')*I6,6

clear relay-agent counters  [ interface  IF ]

N*4*F/)47

¥ interface  IF<Ñ<%2"("1', '1&,#:,;+", + 2)&)#)=) )?#"?"&*/"@&+6 +))?7,1'6.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear relay-agent counters

2.20. clear rip
>"11"6 2)3"14" +?#"+*/",& +)+&)61'6 .#)F,++" 3"#$#%&'("F'' RIP.

>,')*I6,6

clear rip  [ vrf  VRF ] [ statistics  ]
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N*4*F/)47

¥ statistics <Ñ<&)8D2) +?#)+ +0K&0'2)/ RIP-+))?7,1';;

¥ vrf  VRF<Ñ<%2"("1',, / 2"2)3 VRF (".%7,1 RIP-.#)F,++.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear rip statistics

2.21. clear ripng
>"11"6 2)3"14" +?#"+*/",& +)+&)61'6 .#)F,++" 3"#$#%&'("F'' RIPng.

>,')*I6,6

clear rip  [ vrf  VRF ] [ statistics  ]

N*4*F/)47

¥ statistics <Ñ<&)8D2) +?#)+ +0K&0'2)/ RIPng-+))?7,1';;

¥ vrf  VRF<Ñ<%2"("1',, / 2"2)3 VRF (".%7,1 RIPng-.#)F,++.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear ripng statistics

2.22. clear tech-support
B)3"14" %4"86,& "#E'/ 8)=)/ 486 &,E1'0,+2); .)44,#C2' - +16&*; .)+8, /*.)81,1'6
2)3"14* show tech-support .

>,')*I6,6

clear tech-support

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear tech-support

2.23. clear udld counters
-?#)+ +0K&0'2)/ +))?7,1'; .#)&)2)8" )?1"#%C,1'6 )41)1".#"/8,11)=) 2"1"8" (UDLD).

>,')*I6,6

clear udld counters  [ interface  IF]

N*4*F/)47

¥ interface  IF<Ñ<+?#)+ 1" 2)12#,&1)3 '1&,#:,;+,.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear udld counters interface te 0/0/2

2.24. clear user
B)3"14" %4"86,& "2&'/1*, CLI-+,++'' .)8D()/"&,86.

>,')*I6,6

clear user  { WORD [ session  ID  ] }

N*4*F/)47

¥ WORD<Ñ<%2"("1', '3,1' .)8D()/"&,86.

¥ session  ID<Ñ<%2"("1', '14,2+" +,++'', /(6&); '( 2)3"14* show users.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

18



N4,F/4

0/ME5100:example_router01# clear user admin session 10

2.25. clear vrrp statistics
>"11"6 2)3"14" +?#"+*/",& +0K&0'2' +))?7,1'6 .#)&)2)8" VRRP.

>,')*I6,6

clear vrrp statistics  [ ipv4  | ipv6  ] [ interface  IF ]

N*4*F/)47

¥ interface  IF<Ñ<%2"("1', '1&,#:,;+", 1" 2)&)#)3 /*.)81'&D +?#)+;

¥ ipv4  | ipv6 <Ñ<%2"("1', AFI, / #"32"E 2)&)#)=) /*.)816&D +?#)+.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear vrrp statistics ipv4

2.26. debug
>"11"6 2)3"14" /28@0",& =,1,#"F'@ 4).)81'&,8D1); )&8"4)01); '1:)#3"F'' /
.#)=#"331*E +'+&,3"E %+&#);+&/". I&8"4)01"6 '1:)#3"F'6 ?%4,& 1".#"/86&D+6 '
#,='+&#'#)/"&D+6 / +'+&,3, syslog.
9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* )&28@0",& +))&/,&+&/%@7%@ )&8"42%.

>,')*I6,6

[no] debug { all | {  SYSTEM {all |  SUBSYSTEM } } }

N*4*F/)47

¥ SYSTEM<Ñ<1"(/"1', .#)=#"331); +'+&,3*, 486 2)&)#); /28@0",&+6 4).)81'&,8D1"6
)&8"42". B8@0,/), +8)/) ' all ' /28@0",& )&8"42% 486 /+,E +'+&,3.

¥ SUBSYSTEM<Ñ<1"(/"1', .)4+'+&,3*, 486 2)&)#)=) /28@0",&+6 4).)81'&,8D1"6
)&8"42". B8@0,/), +8)/) ' all ' /28@0",& )&8"42% 486 /+,E .)4+'+&,3 %2"("11);
+'+&,3*.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15
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C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# debug isis all

CAUTION

528@0,1', =,1,#"F'' 4).)81'&,8D1); )&8"4)01); '1:)#3"F'' 3)C,&,
/ ("/'+'3)+&' )& %+8)/';, .#'/,+&' 2 .)/*$,11); 1"=#%(2, 1" +'+&,3%,
/.8)&D 4) )&2"(" .#)=#"331*E 2)3.)1,1&)/ ' .#,#*/"1'6 &#":'2".
>"11%@ 2)3"14% +8,4%,& '+.)8D()/"&D + )+&)#)C1)+&D@ ' 1, .#'3,16&D
1" 1"E)467'E+6 / N2+.8%"&"F'' %+&#);+&/"E.

2.27. dir
>"11"6 2)3"14" /*/)4'& +.'+)2 :";8)/ +) +3)1&'#)/"11)=) USB-1)+'&,86.

>,')*I6,6

dir  PATH

N*4*F/)47

¥ PATH<Ñ<A%&D / :)#3"&, usb://usb-name/path .

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# dir usb://ABCD-EF01/some_folder

2.28. delete
>"11"6 2)3"14" %4"86,& :";8 1" +3)1&'#)/"11)3 USB-1)+'&,8,.

>,')*I6,6

delete  PATH

N*4*F/)47

¥ PATH<Ñ<A%&D / :)#3"&, usb://usb-name/path .

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15
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C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# delete usb://ABCD-EF01/file.gz

2.29. history
>"11"6 2)3"14" /*/)4'& +.'+)2 2)3"14, '+.)8D()/"/$'E+6 / &,2%7,; +,++''.

>,')*I6,6

history  DEPTH

N*4*F/)47

¥ DEPTH<Ñ<0'+8) .)+8,41'E //,4,11*E 2)3"14 486 )&)?#"C,1'6 ('0' 486 )&)?#"C,1'6
/+,E 2)3"14, E#"167'E+6 / '+&)#'' +,++'').

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL, ALL-CONFIG

N4,F/4

0/ME5100:example_router01# history 10
Ê  30  history 50
Ê  31  history 20
Ê  32  end
Ê  33  sh run
Ê  34  history
Ê  35  history 10
Ê  36  show running-config router isis
Ê  37  show running-config aaa
Ê  38  show running-config lldp
Ê  39  history 10
0/ME5100:example_router01#

2.30. logout
>"11); 2)3"14); ("/,#$",&+6 &,2%7'; +,"1+ #"?)&* .)8D()/"&,86 + '1&,#:,;+)3
2)3"141); +&#)2' CLI.

>,')*I6,6

logout
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL, ALL-CONFIG

N4,F/4

0/ME5100:example_router01# logout
Connection closed by foreign host.

2.31. ping
>"11"6 2)3"14" '+.)8D(%,&+6 486 .#)/,#2' 4)+&%.1)+&' %2"("11)=) +,&,/)=) %+&#);+&/" .)
.#)&)2)8% IPv4. >86 .#)/,#2' '+.)8D(%,&+6 3,&)4 ICMP echo request.

>,')*I6,6

ping  DST_IP [ count  COUNT ] [ donotfrag ] [ interval  INT  ] [ size  SIZE ] [ source  SRC_IP ] [
timeout  TIMEOUT  ] [ ttl  TTL ] [ type  TOS ] [ vrf  VRF_NAME ]

N*4*F/)47

¥ DST_IP<Ñ<"4#,+ %+&#);+&/", 1" 2)&)#*; ?%4%& )&.#"/86&D+6 ICMP-(".#)+*;

¥ count  COUNT<Ñ<2)8'0,+&/) )&.#"/86,3*E ."2,&)/-(".#)+)/;

¥ donotfrag <Ñ<%+&"1"/8'/"&D / )&.#"/86,3*E (".#)+"E :8"= "do not fragment";

¥ interval  INT<Ñ<'1&,#/"8 3,C4% )&.#"/2); (".#)+)/, / 3'88'+,2%14"E, .#'1'3",&
(1"0,1'6 100..10000 3+;

¥ size  SIZE<Ñ<#"(3,# )&.#"/86,3*E ."2,&)/, / ?";&"E, .#'1'3",& (1"0,1'6 64-16383;

¥ source  SRC_IP<Ñ<IP-"4#,+ )&.#"/'&,86, / 2"0,+&/, 4"11)=) "4#,+" 3)C,&
'+.)8D()/"&D+6 &)8D2) .#'1"48,C"7'; 3"#$#%&'("&)#% IP;

¥ timeout  TIMEOUT<Ñ</#,36 )C'4"1'6 )&/,&", / +,2%14"E, .#'1'3",& (1"0,1'6 1..10;

¥ ttl  TTL<Ñ</#,36 C'(1' ."2,&", .#'1'3",& (1"0,1'6 1..255;

¥ type  TOS<Ñ<(1"0,1', ToS (type of service) ."2,&", .#'1'3",& (1"0,1'6 0..255;

¥ vrf  VRF_NAME<Ñ<'36 N2(,3.86#" VRF.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4
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0/ME5100:example_router01# ping 100.64.13.1 count 10 size 500
Sending 10, 500-byte ICMP Echos to 100.64.13.1,
request send interval is 0.100 seconds,
response wait timeout is 2.000 seconds:
!!!!!!!!!!
Success rate is 100 percent (10/10), round-trip min/avg/max = 0.105/0.113/0.148 ms
0/ME5100:example_router01#

TIP A#,#*/"1', )&.#"/2' ."2,&)/ .#)'(/)4'&+6 2)3?'1"F',; 28"/'$ 'Ctrl+C'

2.32. quit
>"11); 2)3"14); ("/,#$",&+6 &,2%7'; +,"1+ #"?)&* .)8D()/"&,86 + '1&,#:,;+)3
2)3"141); +&#)2' CLI.

>,')*I6,6

quit

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# quit
Connection closed by foreign host.

2.33. redundancy switchover
>"11); 2)3"14); .#)'(/)4'&+6 .#'1%4'&,8D1), .,#,28@0,1', #)8,; MASTER/SLAVE
3,C4% #,(,#/'#%,3*3' 3)4%863' %.#"/8,1'6 ' 2)33%&"F'' %+&#);+&/". B)3"14"
4,;+&/%,& &)8D2) 1" +'+&,3"E + 4/%36 3)4%863' %.#"/8,1'6 ' 2)33%&"F''.

>,')*I6,6

redundancy switchover

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# redundancy switchover

CAUTION

A#'1%4'&,8D1), .,#,28@0,1', #)8,; MASTER/SLAVE 1" +'+&,3"E + 4/%36
3)4%863' %.#"/8,1'6 ' 2)33%&"F'' 3)C,& .#'/,+&' 2 .#,#*/"1'63
&#":'2".
>"11%@ 2)3"14% +8,4%,& '+.)8D()/"&D + 2#";1,; )+&)#)C1)+&D@.
B)3"14" 1, +1"?C,1" 4'"8)=)3 .)4&/,#C4,1'6.

2.34. reload system
>"11"6 2)3"14" )+%7,+&/86,& .)81%@ .,#,("=#%(2% 3"#$#%&'("&)#". B)3"14" '3,,&
4'"8)= .)4&/,#C4,1'6. >86 )&3,1* //,4,11); 2)3"14* 1" .,#,("=#%(2% +8,4%,& 1"C"&D 'n'
/ 4'"8)=, .)4&/,#C4,1'6.

>,')*I6,6

reload system

N*4*F/)47

¥ at  DATE<Ñ<("4"1', /#,3,1' / #"+.'+"1'', / 2)&)#), 1,)?E)4'3) /*.)81'&D
.,#,("=#%(2%;

¥ cancel <Ñ<)&3,1" (".8"1'#)/"11); .,#,("=#%(2';

¥ in  MINUTES| TIME <Ñ<("4"1', &";3,#", .) '+&,0,1'' 2)&)#)=) ?%4,& /*.)81,1"
.,#,("=#%(2";

¥ issu <Ñ<.))0,#K41"6 .,#,("=#%(2" %.#"/86@7'E 3)4%8,; ' 8'1,;1*E 2"#& 486
)?,+.,0,1'6 3'1'3"8D1)=) .,#,#*/" +,#/'+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# reload system
Do you really want to reload system? (y/n): [n]

24



CAUTION

A,#,("=#%(2" +'+&,3* .#'/)4'& 2 .)81); .,#,'1'F'"8'("F''
%+&#);+&/".
5) /#,36 .,#,("=#%(2' .)81)+&D@ .#,#*/",&+6 .#)E)C4,1', &#":'2"
0,#,( 3"#$#%&'("&)#.

2.35. show alarm
>"11"6 2)3"14" /*/)4'& +.'+)2 "2&'/1*E "/"#'; / +'+&,3,.

>,')*I6,6

show alarm

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show alarm
Mon May  8 14:39:25 2017

Ê ID     Code                                              Type          Device
Level   Severity  Timestamp (ago)  Description
Ê ------ ------------------------------------------------- ------------- --------
------- --------- ---------------- ------------
Ê 1      Fan RPM range                                     alarm trap    me5100
yellow  crit      01h31m34s        0 out of (80..11000)

2.36. show debug
>"11"6 2)3"14" .)2"(*/",& +)+&)61', 4).)81'&,8D1); )&8"42' / .#)=#"331*E +'+&,3"E
%+&#);+&/". 5 +8%0",, ,+8' 4).)81'&,8D1"6 )&8"42" /28@0,1" 486 2"2);-8'?) .)4+'+&,3*,
)1" ?%4,& %2"("1" / /*/)4, 4"11); 2)3"14*. -'+&,3* ' .)4+'+&,3* + )&28@0,11);
)&8"42); /*/)4'&D+6 1, ?%4%&.

>,')*I6,6

show debug [  SYSTEM ]

N*4*F/)47

¥ SYSTEM<Ñ<1"(/"1', .#)=#"331); +'+&,3*, 486 2)&)#); ?%4,& .)2"("1) +)+&)61',
4).)81'&,8D1); )&8"42'.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show debug
Mon May  8 14:50:11 2017

Ê System           Subsystem
Ê ---------------- ----------------------
Ê pp-mgr           arp
Ê                  cmd
Ê                  general
Ê                  l2
Ê                  mpls
Ê                  interfaces
Ê                  egress-obj
Ê                  routes
Ê                  ip-addrs
Ê                  sfp-monitoring
Ê                  sync
Ê                  vpn
Ê                  hw-api

Ê if-mgr           cmd
Ê                  general
Ê                  interfaces
Ê                  sync-nbase
Ê                  sync-os
Ê                  sync-phys
Ê                  sync-mapper
Ê                  sync-neighbor
0/ME5100:example_router01#

2.37. show privilege
>"11"6 2)3"14" .)2"(*/",& %#)/,1D .#'/'8,='; .)8D()/"&,86 / &,2%7,; +,++'' CLI.

>,')*I6,6

show privilege

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show privilege
Mon May  8 14:58:53 2017

Current privilege level is 15

2.38. show processes cpu
>"11"6 2)3"14" .)2"(*/",& .)&#,?8,1', .#)F,++)#1)=) /#,3,1' (1"=#%(2% 1"
F,1&#"8D1*; .#)F,++)# %+&#);+&/" ' 3)4%8,;) /1%&#,11'3' .#)F,++"3' %+&#);+&/".

>,')*I6,6

show processes cpu

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show processes cpu
Wed Aug 23 17:42:02 2017
Ê CPU utilization per board:
Ê 1Min     5Min     15Min    Unit
Ê -------- -------- -------- ---------
Ê 1.08%    1.33%    1.03%    0/ME5100

Ê CPU utilization per process:
Ê 1Min     5Min     15Min    Unit      Process
Ê -------- -------- -------- --------- --------
Ê 0.88%    0.92%    0.90%    0/ME5100  pp-manager
Ê 0.10%    0.11%    0.10%    0/ME5100  syslog-ng
Ê 0.02%    -        -        0/ME5100  clish(192.168.16.113)
Ê 0.01%    0.01%    0.01%    0/ME5100  dcsi
Ê<...>
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2.39. show processes memory
>"11"6 2)3"14" .)2"(*/",& .)&#,?8,1', ).,#"&'/1); ."36&' /1%&#,11'3' .#)F,++"3'
%+&#);+&/".

>,')*I6,6

show processes memory

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show processes memory
Thu Jan 29 14:13:19 2026
Ê Module location  Process                     Allocated, kB  Used, kB  Used, %
Ê ---------------- --------------------------- -------------- --------- --------
Ê 0/ME5200S        pp-manager                  2824384        837696    5.86

Ê 0/ME5200S        mapper                      1362752        288832    2.02

Ê 0/ME5200S        if-manager                  855232         32896     0.23

Ê 0/ME5200S        dcsi                        601984         174464    1.22

Ê 0/ME5200S        netconfd                    592256         211392    1.48

Ê 0/ME5200S        top-mgr                     577088         10624     0.0743

Ê 0/ME5200S        system-monitor              428032         7616      0.0532
Ê<...>

2.40. show redundancy
>"11"6 2)3"14" .)2"(*/",& ).,#"&'/1), +)+&)61', #,(,#/'#)/"1'6 3)4%8,; %.#"/8,1'6
3"#$#%&'("&)#". !)4%8D %.#"/8,1'6 3"#$#%&'("&)#" 3)C,& 1"E)4'&D+6 / #,C'3"E:
MASTER<Ñ<3)4%8D 6/86,&+6 /,4%7'3; SLAVE<Ñ<3)4%8D 6/86,&+6 /,4)3*3 ' 1"E)4'&+6 /
#,C'3, =)#60,=) #,(,#/"; STANDALONE<Ñ<3)4%8D #"?)&",& / +'+&,3,, 1, .)44,#C'/"@7,;
#,(,#/'#)/"1'6 3)4%8,; %.#"/8,1'6.
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>,')*I6,6

show redundancy

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show redundancy
Mon May  8 15:12:16 2022

This unit (0/FMC0) is in MASTER role
Ê Booted at Mon Aug  8 09:08:37 2022
Ê Uptime: 1 days, 14 hours, 43 minutes
Ê Last reboot reason: reload by admin from 192.168.1.1 telnet
Partner unit (0/FMC1) is in SLAVE role
Ê Booted at Mon Aug  8 09:08:26 2022
Ê Uptime: 1 days, 14 hours, 43 minutes
Ê Last reboot reason: reload by admin from 192.168.1.1 telnet
FMC synchronization is in done
LC synchronization is done

2.41. show system
>"11); 2)3"14); )+%7,+&/86,&+6 .#)+3)&# )?7,; '1:)#3"F'' )? %+&#);+&/,.

>,')*I6,6

show system

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show system
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Tue Sep 19 02:47:40 2017
Ê System type:            Eltex ME5100 carrier router
Ê System name:            example_router01
Ê System software:        Eltex Network OS for ME5k version 1.7.0.253R
Ê System uptime:          0 hours, 49 minutes, 24 seconds
Ê System restarted at:    Tue Sep 19 01:58:16 2017
Ê System MAC address:     a8:f9:4b:8b:2b:80

Ê Power supply 1 is    present, status ON
Ê Power supply 2 is    not present

Ê System has no active/unconfirmed alarms

2.42. show system environment
>"11); 2)3"14); )+%7,+&/86,&+6 /*/)4 .)2"("1'; &,3.,#"&%#1*E 4"&0'2)/ %+&#);+&/" '
.#)+3)&# '1:)#3"F'' ) +)+&)61'' /,1&'86&)#)/ %+&#);+&/".

>,')*I6,6

show system environment

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show system environment
Mon May  8 15:22:51 2017

Ê Hardware environment information for chassis 0

Ê Main system module is: ME5100
Ê  CPU temperature (int/ext):              23 C /  26 C
Ê  Switching engine temperature (int/ext): 23 C /  30 C
Ê  Lookup engine temperature (int/ext):    22 C /  29 C
Ê  Board sensor (inlet) temperature:       22 C

Ê  System fan speed is set to 30%
Ê   Current fan speeds:

Ê    Fan 1: 4080 RPM
Ê    Fan 2: 3660 RPM
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Ê    Fan 3: 3720 RPM

Ê Power supply 1 fan speed is 9240 RPM

Ê Power supply 2 fan speed is not present

2.43. show system inventory
>"11); 2)3"14); )+%7,+&/86,&+6 .#)+3)&# '1:)#3"F'' )? '3,@7'E+6 / 3"#$#%&'("&)#,
2)3.)1,1&"E, 'E &'."E, 1)3,#"E ".."#"&1*E #,/'('; ' +,#';1*E 1)3,#"E.

>,')*I6,6

show system inventory

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show system inventory
Mon May  8 15:26:26 2017

Ê Hardware inventory information for chassis 0

Ê  Main system module is ME5100
Ê   Serial number:        ME09000035
Ê   MAC address:          a8:f9:4b:8b:bb:a0
Ê   Hardware version:     3v1
Ê   Hardware revision:    1

Ê  Module in power supply slot 1 is PM350-220/12
Ê   Serial number:        PM06001605
Ê   Hardware version:    2v4

Ê  Module in power supply slot 2 is not present

2.44. show system reload
>"11); 2)3"14); )+%7,+&/86,&+6 .#)+3)&# '1:)#3"F'' ) /#,3,1' ' .#'0'1,
.,#,("=#%(2' %+&#);+&/" '8' )&4,8D1*E +8)&)/ 486 3)4%8D1*E %+&#);+&/.
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>,')*I6,6

show system reload

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/FMC0:example_router02# show system reload
Thu Feb  7 14:57:35 2019
Ê Location     Restarted at               Reload reason
Ê ------------ -------------------------- --------------
Ê 0/1          Wed Jan 30 12:44:13 2019   Reload by admin from 192.168.16.93 telnet
Ê 0/8          Wed Jan 30 12:44:11 2019   Reload by admin from 192.168.16.93 telnet
Ê 0/9          Wed Jan 30 12:44:12 2019   Reload by admin from 192.168.16.93 telnet
Ê 0/FMC0       Wed Jan 30 12:43:37 2019   Reload by admin from 192.168.16.93 telnet
Ê 0/FMC1       Wed Jan 30 12:43:33 2019   Reload by admin from 192.168.16.93 telnet
0/FMC0:example_router02#

2.45. show system resources capacity
>"11); 2)3"14); )+%7,+&/86,&+6 .#)+3)&# '1:)#3"F'' ) &,2%7,3 '+.)8D()/"1'' ."36&'
%+&#);+&/".

>,')*I6,6

show system resources capacity

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show system resources capacity
Thu Feb  7 15:06:27 2019
Ê Memory resources for ME5100:
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Ê   RAM:    1771 MB / 7852 MB (22.55% used)
Ê   ROOTFS: 1489 MB / 3696 MB (40.29% used)
Ê   TMPFS:  274 MB / 1024 MB (26.76% used)
0/ME5100:example_router01#

2.46. show system resources cpu
>"11); 2)3"14); )+%7,+&/86,&+6 .#)+3)&# '1:)#3"F'' ) &,2%7,3 '+.)8D()/"1''
.#)F,++)#" %+&#);+&/".

>,')*I6,6

show system resources cpu

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show system resources cpu
Thu Feb  7 15:06:31 2019
Ê CPU resources for ME5100

Ê CPU Number  Last 5 sec  Last 1 min  Last 5 min
Ê ----------- ----------- ----------- -----------
Ê CPU 0       4.68%       5.03%       5.18%
Ê CPU 1       3.60%       3.88%       3.92%
Ê CPU 2       0.00%       0.12%       0.07%
Ê CPU 3       0.36%       1.87%       3.88%
Ê CPU 4       1.26%       4.86%       4.08%
Ê CPU 5       0.00%       1.83%       0.90%
Ê CPU 6       2.34%       2.96%       1.45%
Ê CPU 7       3.97%       3.86%       3.39%

0/ME5100:example_router01#

2.47. show version
>"11"6 2)3"14" /*/)4'& .)81*; 1)3,# /,#+'' #"?)&"@7,=) / 4"11*; 3)3,1& 1"
%+&#);+&/, .#)=#"331)=) )?,+.,0,1'6.
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>,')*I6,6

show version

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show version
Mon May  8 15:28:27 2017

Eltex ME5100 carrier router running Network OS for ME5k ver. 1.5.0.205R (04-May-2017
06:38:47)

2.48. ssh
>"11"6 2)3"14" '+.)8D(%,&+6 486 .)428@0,1'6 2 %4"8,11)3% %(8% .) .#)&)2)8% SSH.

>,')*I6,6

ssh  HOST_IPv4 [ escape  STRING ] [ interface  SRC_IF ] [ port  PORT ] [ user  USERNAME ] [ vrf
VRF_NAME ]

N*4*F/)47

¥ HOST_IPv4<Ñ<"4#,+ %(8", 2 2)&)#)3% ?%4,& .#)'(/)4'&D+6 .)428@0,1',;

¥ escape  STRING<Ñ<Escape-.)+8,4)/"&,8D1)+&D, .#' //)4, 2)&)#); +,++'6 ?%4,&
#"()#/"1";

¥ interface  SRC_IF<Ñ<'1&,#:,;+ %+&#);+&/", + "4#,+" 2)&)#)=) ?%4,& %+&"1"/8'/"&D+6
+,++'6;

¥ port  PORT<Ñ<1)3,# TCP-.)#&", 1" 2)&)#*; ?%4,& %+&"1"/8'/"&D+6 +,++'6, .)
%3)80"1'@ 22;

¥ user  USERNAME<Ñ<'36 .)8D()/"&,86, .) %3)80"1'@ +)/."4",& + .)8D()/"&,8,3 /
&,2%7,; +,++'' CLI;

¥ vrf  VRF<Ñ<'36 N2(,3.86#" VRF.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL
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N4,F/4

0/ME5100:example_router01# ssh 192.168.17.17 user van
van@192.168.17.17's password:
Linux crazymeta 4.9.0-2-amd64 #1 SMP Debian 4.9.18-1 (2017-03-30) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
You have new mail.
Last login: Tue May  2 10:30:17 2017 from 192.168.16.113
van@crazymeta:~$

2.49. telnet
>"11"6 2)3"14" '+.)8D(%,&+6 486 .)428@0,1'6 2 %4"8,11)3% %(8% .) .#)&)2)8% Telnet.

>,')*I6,6

telnet  HOST_IPv4 [ escape  STRING ] [ interface  SRC_IF ] [ port  PORT ] [ vrf  VRF_NAME ]

N*4*F/)47

¥ HOST_IPv4<Ñ<"4#,+ %(8", 2 2)&)#)3% ?%4,& .#)'(/)4'&D+6 .)428@0,1',;

¥ escape  STRING<Ñ<Escape-.)+8,4)/"&,8D1)+&D, .#' //)4, 2)&)#); +,++'6 ?%4,&
#"()#/"1";

¥ interface  SRC_IP<Ñ<'1&,#:,;+ %+&#);+&/", + "4#,+" 2)&)#)=) ?%4,& %+&"1"/8'/"&D+6
+,++'6;

¥ port  PORT<Ñ<1)3,# TCP-.)#&", 1" 2)&)#*; ?%4,& %+&"1"/8'/"&D+6 +,++'6, .)
%3)80"1'@ 22;

¥ vrf  VRF<Ñ<'36 N2(,3.86#" VRF.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# telnet 192.168.17.150

Entering character mode
Escape character is '^]'.
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DR30-17-150 login: admin
Password:

********************************************
*            Welcome to ME5000             *
********************************************

0/FMC0:DR30-17-150#

2.50. terminal datadump
B)3"14" '+.)8D(%,&+6 486 /*28@0,1'6 .)+&#"1'01)=) #,C'3" /*/)4" 4"11*E / +,++''
CLI. B)3"14" 4,;+&/%,& &)8D2) 1" &,2%7%@ +,++'@ CLI. 9+.)8D()/"1', )&#'F"&,8D1);
:)#3* 2)3"14* /28@0",& .)+&#"1'01*; #,C'3 /*/)4" 4"11*E.

>,')*I6,6

[no] terminal datadump

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# terminal datadump

2.51. terminal prompt
I&#'F"&,8D1"6 :)#3" 2)3"14" )&28@0",& 4'"8)=' .)4&/,#C4,1'6 .)8D()/"&,8D+2'E
4,;+&/';, /*.)8166 4,;+&/'6 + %&/,#4'&,8D1*3' )&/,&"3'. B)3"14" 4,;+&/%,& &)8D2) 1"
&,2%7%@ +,++'@ CLI. 9+.)8D()/"1', )+1)/1); :)#3* 2)3"14* /28@0"@& 4'"8)=' )?#"&1).

>,')*I6,6

[no] terminal prompt

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1
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C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# no terminal prompt

2.52. traceroute
>"11"6 2)3"14" '+.)8D(%,&+6 486 &#"++'#)/2' 3"#$#%&" 4) %2"("11)=) +,&,/)=)
%+&#);+&/" .) .#)&)2)8% IPv4.

>,')*I6,6

traceroute  DST_IP [ maxttl  MAXTTL  ] [ minttl  MINTTL  ] [ probe  PROBES ] [ protocol { icmp |
tcp | udp } ] [ source  SRC_IP ] [ timeout  TIMEOUT  ] [ type  TOS ] [ vrf  VRF_NAME ]

N*4*F/)47

¥ DST_IP<Ñ<"4#,+ %+&#);+&/", 4) 2)&)#)=) ?%4,& /*.)816&D+6 &#"++'#)/2";

¥ maxttl  MAXTTL <Ñ<3"2+'3"8D1), (1"0,1', TTL;

¥ minttl  MINTTL <Ñ<3'1'3"8D1), (1"0,1', TTL;

¥ probe  PROBES<Ñ<2)8'0,+&/) (".#)+)/ 1" 2"C4)3 '( $"=)/ &#"++'#)/2';

¥ protocol { icmp | tcp | udp } <Ñ<.#)&)2)8, '+.)8D(%,3*; .#' /*.)81,1''
&#"++'#)/2', .) %3)80"1'@ UDP;

¥ source  SRC_IP<Ñ<IP-"4#,+ )&.#"/'&,86, / 2"0,+&/, 4"11)=) "4#,+" 3)C,&
'+.)8D()/"&D+6 &)8D2) .#'1"48,C"7'; 3"#$#%&'("&)#% IP;

¥ timeout  TIMEOUT<Ñ</#,36 )C'4"1'6 )&/,&", / +,2%14"E, .#'1'3",& (1"0,1'6 1..10;

¥ type  TOS<Ñ<(1"0,1', ToS (type of service) ."2,&", .#'1'3",& (1"0,1'6 0..255;

¥ vrf  VRF_NAME<Ñ<'36 N2(,3.86#" VRF.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p1

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# traceroute 192.168.25.254 probe 4 timeout 3
Traceroute to 192.168.25.254 (192.168.25.254), 30 hops max, 60 byte packets
Ê1  192.168.16.1 (192.168.16.1)  4.666 ms  5.179 ms  5.835 ms  6.341 ms
Ê2  192.168.25.254 (192.168.25.254)  0.192 ms  0.194 ms  0.186 ms  0.159 ms
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=0*1* 3. 5N@&!O"$%" N@;=@&DD$?D
;A">N"T"$%"D % C;$R%=5@&.%"E

3.1. abort
>"11"6 2)3"14" )0'7",& 2"14'4"&-2)1:'=%#"F'@ %+&#);+&/" ()&3,16,& '(3,1,1'6,
/1,+,11*, / 2)1:'=%#"F'@, 1) ,7, 1, .#'3,1,11*,). A#' //)4, 2)3"14* /1%&#' #,C'3)/
2)1:'=%#'#)/"1'6 .#)'+E)4'& &"2C, /*E)4 / =8)?"8D1*; #,C'3 %+&#);+&/".

>,')*I6,6

abort

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL, ANY-CONFIG

N4,F/4

0/ME5100:example_router01# configure
0/ME5100:example_router01(config)# hostname NEW-HOSTNAME
0/ME5100:example_router01(config)# do show configuration changes
Wed May 10 15:34:18 2017

hostname NEW-HOSTNAME
0/ME5100:example_router01(config)# abort
0/ME5100:example_router01#

3.2. add-xml
>"11); 2)3"14); .#)'(/)4'&+6 /28@0,1', ).F')1"8D1); /*=#%(2' 2)1:'=%#"F')11*E
:";8)/ / :)#3"&, XML / 4).)81,1', 2 +&"14"#&1); /*=#%(2, #,(,#/1*E 2).';
2)1:'=%#"F')11*E :";8)/ / &,2+&)/)3 :)#3"&,. 5 1,2)&)#*E +F,1"#'6E /)++&"1)/8,1',
2)1:'=%#"F'' %+&#);+&/" '( #,(,#/1); 2).'' / :)#3"&, XML 3)C,& .#)'+E)4'&D ?*+&#,,
0,3 '( #,(,#/1); 2).'' / &,2+&)/)3 :)#3"&,. B)3"14" .#'3,16,&+6 / #,C'3, 1"+&#);2'
N8,3,1&" #,(,#/'#)/"1'6 2)1:'=%#"F'' "backup to".

>,')*I6,6

add-xml
no add-xml
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-backup-to

N4,F/4

0/ME5100:example_router01# config
0/ME5100:example_router01(config)# backup to tftp://192.168.16.245/me5100/
0/ME5100:example_router01(config-to)# add-xml

3.3. backup to
B)3"14" +)(4",& N8,3,1& #,(,#/'#)/"1'6 2)1:'=%#"F'' ' .,#,E)4'& / #,C'3 1"+&#);2'
N&)=) N8,3,1&". 94,1&':'2"&)#)3 N8,3,1&" 6/86,&+6 URL, %2"("11*; / 4"11); 2)3"14,.
A)+8, +)(4"1'6 N8,3,1&" #,(,#/'#)/"1'6 .)81"6 2)1:'=%#"F'6 %+&#);+&/" ?%4,&
/*=#%C"&D+6 .) %2"("11)3% URL 1" %4"8,11*; +,#/,# .,#')4'0,+2' 8'?) .)+8,
.#'3,1,1'6 2)1:'=%#"F''<Ñ</ ("/'+'3)+&' )& 1"+&#);2' N8,3,1&". >).%+&'3) +)(4"1',
1,+2)8D2'E N8,3,1&)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* (no) %4"86,& +))&/,&+&/%@7'; N8,3,1& #,(,#/'#)/"1'6.

>,')*I6,6

[no] backup to  URL

N*4*F/)47

¥ URL<Ñ<."#"3,&#, ).#,4,86@7'; .#)&)2)8, "4#,+ +,#/,#", " &"2C, '36 2"&"8)=" 1"
+,#/,#,.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# backup to tftp://192.168.16.113/backup_directory/
0/ME5100:example_router01(config-to)#

NOTE
>86 &)=) 0&)?* 2)1:'=%#"F'6 1"0"8" /*=#%C"&D+6 1" %4"8,11*; +,#/,#,
1,)?E)4'3) / 1"+&#);2, N8,3,1&" #,(,#/'#)/"1'6 %2"("&D 2"2 3'1'3%3
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)4'1 '( #,C'3)/<Ñ< 'on-commit'  '8' 'interval'

3.4. clear
>"11"6 2)3"14" )0'7",& 2"14'4"&-2)1:'=%#"F'@ %+&#);+&/" ()&3,16,& '(3,1,1'6,
/1,+,11*, / 2)1:'=%#"F'@, 1) ,7, 1, .#'3,1,11*,).

>,')*I6,6

clear

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

ANY-CONFIG

N4,F/4

0/ME5100:example_router01# configure
0/ME5100:example_router01(config)# hostname NEW-HOSTNAME
0/ME5100:example_router01(config)# do show configuration changes
Wed May 10 15:34:18 2017

hostname NEW-HOSTNAME
0/ME5100:example_router01(config)# clear
0/ME5100:example_router01(config)# do show configuration changes
Tue May 16 19:39:44 2017

0/ME5100:example_router01(config)#

3.5. configure
>"11); 2)3"14); )+%7,+&/86,&+6 .,#,E)4 / #,C'3 2)1:'=%#'#)/"1'6 (1"+&#);2')
3"#$#%&'("&)#". B)3"14*, //,4,11*, / #,C'3, 2)1:'=%#'#)/"1'6, /1)+6&+6 / 2"14'4"&-
2)1:'=%#"F'@ ' .#'3,16@&+6 &)8D2) .)+8, //)4" 2)3"14* 'commit' .

>,')*I6,6

configure

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# configure
0/ME5100:example_router01(config)#

3.6. commit
>"11"6 2)3"14" .)(/)86,& .#'3,1'&D (+4,8"&D 4,;+&/%@7'3') '(3,1,1'6 2)1:'=%#"F'',
.#)'(/,4,11*, /) /+,E +,++'6E 2)1:'=%#'#)/"1'6. "Running-2)1:'=%#"F'6" ("3,7",&+6
"candidate-2)1:'=%#"F',;" ' 1)/"6 2)1:'=%#"F'6 (".'+*/",&+6 / N1,#=)1,("/'+'3%@
."36&D 486 '+.)8D()/"1'6 .#' ("=#%(2, %+&#);+&/".

A#' '+.)8D()/"1'' 2)3"14* + ."#"3,&#)3 'confirmed'  .#)'(/)4'&+6 .#'3,1,1', +
.)+8,4%@7'3 .)4&/,#C4,1',3. A#' /*.)81,1'' 'commit confirmed'  .#'3,16,&+6 2"14'4"&-
2)1:'=%#"F'6, .)+8, 0,=) (".%+2",&+6 &";3,# )?#"&1)=) )&+0K&". R+8' / &,0,1', #"?)&*
&";3,#" '(3,1,1'6 ?%4%& .)4&/,#C4,1* .)/&)#1); 2)3"14); 'commit' , &) &";3,#
)?#"&1)=) )&+0K&" +?#"+*/",&+6, 2)1:'=%#"F'6 +0'&",&+6 %+.,$1) .#'3,1,11); '
+)E#"16,&+6 / N1,#=)1,("/'+'3%@ ."36&D. R+8' &";3,# )?#"&1)=) )&#"?)&",& 4) 2)1F" '
.)/&)#1); 2)3"14* 'commit'  1, .)+8,4%,&, &) '(3,1,1'6 ?%4%& )&3,1,1* (.#)'();4,&
/)(/#"& 2 .#,4*4%7,; 2)1:'=%#"F'') ' 2"14'4"&-2)1:'=%#"F'6 ?%4,& )0'7,1".

>,')*I6,6

commit [ confirmed  SECS ] [ replace ]

N*4*F/)47

¥ confirmed  SECS<Ñ<.#'3,1'&D 2)1:'=%#"F'@ + .)+8,4%@7'3 .)4&/,#C4,1',3.
M";3,# )?#"&1)=) )&+0,&" (".%+2",&+6 1" <SECS> +,2%14;

¥ replace <Ñ<.#)/,+&' ).,#"F'@ ("3,1* &,2%7,; 2)1:'=%#"F'' 1" 2)1:'=%#"F'@,
.#,4+&"/86@7%@ +)?); +8'61', 1"+&#),2 .) %3)80"1'@ ' '(3,1,1';, /1,+,11*E /
&,2%7'E +,++'6E #,4"2&'#)/"1'6. 9(3,1,1'6, /1,+,11*, / &,2%7'E +,++'6E
#,4"2&'#)/"1'6, 3)C1) .#)+3)&#,&D 2)3"14); 'show configuration changes' . M"2'3
)?#"()3, 2)3"14" 'commit replace'  3)C,& ?*&D .#'3,1,1" 486 +?#)+" 2)1:'=%#"F''
%+&#);+&/". B)3"14% +8,4%,& '+.)8D()/"&D + )+&)#)C1)+&D@.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

ANY-CONFIG

N4,F/4
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0/ME5100:example_router01(config)# commit confirmed 30
Wed May 10 15:10:28 2017

Commit successfully completed in 0.092728 sec
0/ME5100:example_router01(config)# commit
Wed May 10 15:10:30 2017

Commit successfully completed in 0.115530 sec

3.7. copy
>"11"6 2)3"14" +8%C'& 486 2).'#)/"1'6 :";8)/ 3,C4% #"(8'01*3' '+&)01'2"3' '
3,+&"3' 1"(1"0,1'63'. B)3"14" .)(/)86,& .#)'(/,+&' 2).'#)/"1', 2)1:'=%#"F'; '
)?#"()/ AI.

>,')*I6,6

copy  SOURCE DESTINATION  [ vrf  VRF_NAME ]

N*4*F/)47

¥ SOURCE<Ñ<'+&)01'2, /)(3)C1* +8,4%@7', /"#'"1&*:

S fs://running-config<Ñ<4,;+&/%@7"6 2)1:'=%#"F'6 %+&#);+&/";

S ftp://user@host[:port]/path<Ñ<"4#,+ :";8" 1" FTP-+,#/,#,, =4,:

T user<Ñ<'36 .)8D()/"&,86;

T host<Ñ<"4#,+ +,#/,#";

T port<Ñ<TCP-.)#& +,#/,#";

T path<Ñ<.%&D ' '36 :";8".

S scp://user@host[:port]/path<Ñ<"4#,+ :";8" 1" SCP-+,#/,#,, =4,:

T user<Ñ<'36 .)8D()/"&,86;

T host<Ñ<"4#,+ +,#/,#";

T port<Ñ<TCP-.)#& +,#/,#";

T path<Ñ<.%&D ' '36 :";8".

S tftp://host[:port]/path<Ñ<"4#,+ :";8" 1" TFTP-+,#/,#,, =4,:

T host<Ñ<"4#,+ +,#/,#";

T port<Ñ<UDP-.)#& +,#/,#";

T path<Ñ<.%&D ' '36 :";8".

¥ DESTINATION<Ñ<1"(1"0,1',, /)(3)C1* +8,4%@7', /"#'"1&*:

S fs://candidate-config<Ñ<2"14'4"&-2)1:'=%#"F'6 %+&#);+&/";

S fs://firmware<Ñ<"8D&,#1"&'/1*; )?#"( .#)=#"331)=) )?,+.,0,1'6 %+&#);+&/";

S ftp://user@host[:port]/path<Ñ<"4#,+ :";8" 1" FTP-+,#/,#,, =4,:
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T user<Ñ<'36 .)8D()/"&,86;

T host<Ñ<"4#,+ +,#/,#";

T port<Ñ<TCP-.)#& +,#/,#";

T path<Ñ<.%&D ' '36 :";8".

S scp://user@host[:port]/path<Ñ<"4#,+ :";8" 1" SCP-+,#/,#,, =4,:

T user<Ñ<'36 .)8D()/"&,86;

T host<Ñ<"4#,+ +,#/,#";

T port<Ñ<TCP-.)#& +,#/,#";

T path<Ñ<.%&D ' '36 :";8".

S tftp://host[:port]/path<Ñ<"4#,+ :";8" 1" TFTP-+,#/,#,, =4,:

T host<Ñ<"4#,+ +,#/,#";

T port<Ñ<UDP-.)#& +,#/,#";

T path<Ñ<.%&D ' '36 :";8".

¥ vrf  VRF_NAME<Ñ<'36 N2(,3.86#" VRF, 2)&)#*; ?%4,& '+.)8D()/"1 .#' ).,#"F'6E
2).'#)/"1'6 + %4"8,11*3 +,#/,#)3.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# copy fs://running-config
tftp://192.168.16.113/example_router01-config vrf mgmt-intf
!!!!

IMPORTANT

B)3"14" 'copy <SOURCE> fs://firmware'  6/86,&+6 )+1)/1*3
'1+&#%3,1&)3 486 .#)/,4,1'6 )?1)/8,1'6 AI %+&#);+&/". A#' ,,
/*.)81,1'' + %4"8,11)=) +,#/,#" +2"0'/",&+6 :";8 )?#"(" AI,
.#)/,#6,&+6 1" .#'3,1'3)+&D 1" 4"11); 3)4,8' 3"#$#%&'("&)#" '
#"+."2)/*/",&+6 1" 1,"2&'/1*; ("8D&,#1"&'/1*;) #"(4,8. >86
.)8%0,1'6 4).)81'&,8D1); '1:)#3"F'' .) .#)F,++% )?1)/8,1'6
.#)=#"331)=) )?,+.,0,1'6 +8,4%,& )(1"2)3'&D+6 + ).'+"1',3 2)3"14
'firmware' .

NOTE
R+8' / 2"0,+&/, DESTINATION  %2"(*/",&+6 fs://candidate-config , &) SOURCE
:";8 2)1:'=%#"F'' 3)C,& ?*&D 2"2 / &,2+&)/)3 :)#3"&,, &"2 ' / :)#3"&,
XML.
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3.8. daily
>"11); 2)3"14); .#)'(/)4'&+6 /28@0,1', ' 1"+&#);2" ,C,41,/1); /*=#%(2' :";8"
2)1:'=%#"F'' 1" %4"8,11*; +,#/,#. B)3"14" .#'3,16,&+6 / #,C'3, 1"+&#);2' N8,3,1&"
#,(,#/'#)/"1'6 2)1:'=%#"F'' "backup to".

>,')*I6,6

daily  HH:MM:SS
no daily

N*4*F/)47

¥ HH:MM:SS<Ñ<%+&"1)/2" /#,3,1' (/ 24-0"+)/)3 :)#3"&,) ,C,41,/1); /*=#%(2' :";8"
2)1:'=%#"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-backup-to

N4,F/4

0/ME5100:example_router01# config
0/ME5100:example_router01(config)# backup to tftp://192.168.16.245/me5100/
0/ME5100:example_router01(config-to)# daily 14:30:00

3.9. end
>"11); 2)3"14); )+%7,+&/86,&+6 /*E)4 '( #,C'3" 2)1:'=%#'#)/"1'6 / =8)?"8D1*;
#,C'3. 5 +8%0", 1"8'0'6 1,.#'3,1,11*E '(3,1,1'; )1' ?%4%& %&,#61* .#' /*E)4,,
.)N&)3% 2)3"14" +1"?C,1" 4'"8)=)3 .)4&/,#C4,1'6.

>,')*I6,6

end

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

ANY-CONFIG

N4,F/4

0/ME5100:example_router01(config-isis)# end
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0/ME5100:example_router01#

3.10. exit
>"11); 2)3"14); )+%7,+&/86,&+6 .,#,E)4 //,#E .) %#)/163 2)1:'=%#"F'', /.8)&D 4)
=8)?"8D1)=) #,C'3". A#' .,#,E)4, / =8)?"8D1*; #,C'3 ' .#' 1"8'0'' 1,.#'3,1,11*E
'(3,1,1'; N&' '(3,1,1'6 ?%4%& %&,#61*, .)N&)3% 2)3"14" +1"?C,1" 4'"8)=)3
.)4&/,#C4,1'6.

>,')*I6,6

exit

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

ANY-CONFIG

N4,F/4

0/ME5100:example_router01(config-level)# exit
0/ME5100:example_router01(config-tengigabitethernet)# exit
0/ME5100:example_router01(config-isis)# exit
0/ME5100:example_router01(config)# exit
Uncommitted changes found, commit them before exiting? (y/n/cancel): [cancel] n
0/ME5100:example_router01#

3.11. firmware confirm
>"11"6 2)3"14" .)4&/,#C4",& /*?)# &,2%7,=) (("=#%C,11)=)) )?#"(" AI / 2"0,+&/,
("=#%()01)=) 486 .)+8,4%@7'E (".%+2)/ %+&#);+&/".

B)3"14% +8,4%,& .#'3,16&D .)+8, .,#/); ("=#%(2' 3"#$#%&'("&)#" + 1)/*3 )?#"()3
.#)=#"331)=) )?,+.,0,1'6. A#' &"2); ("=#%(2, "2&'/1*; )?#"( .#)=#"331)=) )?,+.,0,1'6
?%4,& 1"E)4'&D+6 / +&"&%+, TESTING (".#)/,#2""), ' ?,( '+.)8D()/"1'6 4"11); 2)3"14*-
.)4&/,#C4,1'6 .#' .)+8,4%@7,; .,#,("=#%(2, ?%4,& (".%7,1) AI + 4#%=)=) )?#"(" (&.,.
.#,4*4%7"6 /,#+'6). B)3"14" 6/86,&+6 0"+&D@ 1"?)#" 486 #"?)&* + )?#"("3' .#)=#"331)=)
)?,+.,0,1'6 %+&#);+&/".

>,')*I6,6

firmware confirm
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

example_router01 login: admin
Password:

********************************************
*            Welcome to ME5100             *
********************************************

Warning:
Ê   Firmware upgrade is in progress (consult 'show firmware' for details).
Ê   To finalize upgrade type 'firmware confirm'. Otherwise previous version
Ê   will be used next time.
0/ME5100:example_router01# show firmware
Tue May 16 17:17:00 2017

Ê Unit      Image  Running  Boot          Version               Date
Ê --------- ------ -------- ------------- --------------------- ---------------------
Ê 0/ME5100  0      No       FALLBACK*     1.5.0.220R            15-May-2017 11:17:03
Ê 0/ME5100  1      Yes      TESTING       1.5.0.221R            15-May-2017 23:58:34
0/ME5100:example_router01# firmware confirm
0/ME5100:example_router01# show firmware
Tue May 16 17:17:11 2017

Ê Unit      Image  Running  Boot          Version               Date
Ê --------- ------ -------- ------------- --------------------- ---------------------
Ê 0/ME5100  0      No                     1.5.0.220R            15-May-2017 11:17:03
Ê 0/ME5100  1      Yes      *             1.5.0.221R            15-May-2017 23:58:34

3.12. firmware select
>"11); 2)3"14); /*?'#",&+6 )?#"( AI, + 2)&)#)=) ?%4,& .#)'(/)4'&D+6 +8,4%@7"6
("=#%(2" %+&#);+&/".

G" 3"#$#%&'("&)#, '3,,&+6 4/" #"(4,8" ', +))&/,&+&/,11), 4/" )?#"(" .#)=#"331)=)
)?,+.,0,1'6. 5 2"C4*; 3)3,1& /#,3,1' )4'1 '( )?#"()/ 6/86,&+6 "2&'/1*3 (+ "2&'/1)=)
#"(4,8" .#)'(/)4'&+6 ("=#%(2" %+&#);+&/"), " 4#%=); - "8D&,#1"&'/1*3. B)3"14" .)(/)86,&
/*?#"&D / 2"0,+&/, ("=#%()01)=) )4'1 '( 4/%E N&'E #"(4,8)/. B)3"14" 6/86,&+6 0"+&D@
1"?)#" 486 #"?)&* + )?#"("3' .#)=#"331)=) )?,+.,0,1'6 %+&#);+&/".
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>,')*I6,6

firmware select { alternate [ keep-config ] [ confirmed SECONDS ] | current }

N*4*F/)47

¥ alternate <Ñ</*?)# "8D&,#1"&'/1)=) )?#"(" AI / 2"0,+&/, /#,3,11) ("=#%()01)=).
U8D&,#1"&'/1*; )?#"( ?%4,& (".%7,1 .#' +8,4%@7,; ("=#%(2, %+&#);+&/". A)+8,
("=#%(2' N&)& )?#"( ?%4,& '3,&D +)+&)61', TESTING (".#)/,#2""). >86 .)+8,4%@7,;
%+&"1)/2' )?#"(" / 2"0,+&/, ("=#%()01)=) ("2&'/1)=)) 1" .)+&)611); )+1)/, +8,4%,&
/)+.)8D()/"&D+6 2)3"14); 'firmware confirm' .

¥ current <Ñ</*?)# "2&'/1)=) )?#"(" AI / 2"0,+&/, ("=#%()01)=).

¥ confirmed <Ñ</28@0,1', )&2"&" %+&#);+&/" 1" .#,4*4%7%@ /,#+'@ AI .#' 1,
.)4&/,#C4,1'' /1)/D %+&"1)/8,11)=) 2)3"14); 'firmware confirm'  / &,0,1',
("4"11)=) /#,3,1'.

¥ SECONDS<Ñ</#,36 ("4,#C2' .)4&/,#C4,1'6 /1)/D %+&"1)/8,11)=) AI / +,2%14"E (0-
86400).

¥ keep-config <Ñ<A#' ("=#%(2, 1" 1)/)3 )?#"(, 1, /*.)816,&+6 .#)F,4%#"
.,#,1)+"\3'=#"F'' 2)1:'=%#"F')11*E :";8)/. 9+.)8D(%@&+6 2)1:'=%#"F'' +
1)/)=) )?#"(".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show firmware
Tue May 16 16:46:09 2017

Ê Unit      Image  Running  Boot          Version               Date
Ê --------- ------ -------- ------------- --------------------- ---------------------
Ê 0/ME5100  0      Yes      *             1.5.0.220R            15-May-2017 11:17:03
Ê 0/ME5100  1      No                     1.5.0.221R            15-May-2017 23:58:34
0/ME5100:example_router01# firmware select alternate
0/ME5100:example_router01# show firmware
Tue May 16 16:47:54 2017

Ê Unit      Image  Running  Boot          Version               Date
Ê --------- ------ -------- ------------- --------------------- ---------------------
Ê 0/ME5100  0      Yes      FALLBACK      1.5.0.220R            15-May-2017 11:17:03
Ê 0/ME5100  1      No       NOT TESTED*   1.5.0.221R            15-May-2017 23:58:34
0/ME5100:example_router01#

IMPORTANT
A#' +2"0'/"1'' .#)=#"331)=) )?,+.,0,1'6 2)3"14); 'copy'  1)/"6
/,#+'6 /+,=4" %+&"1"/8'/",&+6 / "8D&,#1"&'/1*; )?#"(; .)+8,
+2"0'/"1'6 .#)=#"331)=) )?,+.,0,1'6 +8,4%,& /*?#"&D
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"8D&,#1"&'/1*; )?#"( / 2"0,+&/, ("=#%()01)=) ' .,#,("=#%('&D
%+&#);+&/) 2)3"14); 'reload system' .
A)+8, .,#,("=#%(2' +8,4%,& .)4&/,#4'&D #"?)&)+.)+)?1)+&D 1)/)=) AI
2)3"14); 'firmware confirm'  - 4"11); 2)3"14); .)4&/,#C4",&+6 /*?)#
1)/)=) )?#"(" ' #"(4,8 +&"1)/'&+6 ("=#%()01*3 1" .)+&)611); )+1)/,.
O,( '+.)8D()/"1'6 'firmware confirm'  .#' .)+8,4%@7,; .,#,("=#%(2,
.#)'();4K& )?#"&1), .,#,28@0,1', "2&'/1)=) ' "8D&,#1"&'/1)=)
)?#"()/ ' ?%4,& ("=#%C,1" .#,4*4%7"6 /,#+'6 AI.

3.13. interval
>"11); 2)3"14); .#)'(/)4'&+6 /28@0,1', ' 1"+&#);2" .,#')4'0,+2); /*=#%(2' :";8"
2)1:'=%#"F'' 1" %4"8,11*; +,#/,#. B)3"14" .#'3,16,&+6 / #,C'3, 1"+&#);2' N8,3,1&"
#,(,#/'#)/"1'6 2)1:'=%#"F'' "backup to".

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .,#')4'0,+2%@ /*=#%(2% :";8" 2)1:'=%#"F''
1" %4"8,11*; +,#/,# ' %4"86,& +))&/,&+&/%@7%@ 1"+&#);2% '1&,#/"8" /*=#%(2'.

>,')*I6,6

interval  MINUTES
no interval

N*4*F/)47

¥ MINUTES<Ñ<(1"0,1', '1&,#/"8" (/ 3'1%&"E, .#'1'3",& (1"0,1'6 )& 1 4) 43200), 0,#,(
2)&)#*; ?%4,& .#)'(/)4'&D+6 .,#')4'0,+2"6 /*=#%(2" :";8" 2)1:'=%#"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-backup-to

N4,F/4

0/ME5100:example_router01# config
0/ME5100:example_router01(config)# backup to tftp://192.168.16.245/me5100/
0/ME5100:example_router01(config-to)# interval 1440

3.14. password
>"11); 2)3"14); ("4",&+6 ."#)8D .)8D()/"&,86, 2)&)#*; ?%4,& '+.)8D()/"1 .#'
).,#"F'6E /*=#%(2' :";8" 2)1:'=%#"F'' 1" %4"8,11*; +,#/,#. B)3"14" .#'3,16,&+6 /
#,C'3, 1"+&#);2' N8,3,1&" #,(,#/'#)/"1'6 2)1:'=%#"F'' "backup to".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ."#)8D .)8D()/"&,86 '( 4"11)=) N8,3,1&"
#,(,#/'#)/"1'6.
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>,')*I6,6

password [ encrypted ]  PASSWORD
no password

N*4*F/)47

¥ encrypted <Ñ<28@0,/), +8)/), )?)(1"0"@7,,, 0&) ."#)8D ?%4,& //,4,1 /
("$':#)/"11)3 /'4,;

¥ PASSWORD<Ñ<."#)8D .)8D()/"&,86 486 '+.)8D()/"1'6 / "%&,1&':'2"F''
'+.)8D(%,3)=) .#)&)2)8" /*=#%(2'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-backup-to

N4,F/4

0/ME5100:example_router01# config
0/ME5100:example_router01(config)# backup to ftp://user@192.168.16.245/me5100/
0/ME5100:example_router01(config-to)# password simplepassword

3.15. post-commit
>"11); 2)3"14); .#)'(/)4'&+6 /28@0,1', /*=#%(2' :";8" 2)1:'=%#"F'' 1" %4"8,11*;
+,#/,# .)+8, 2"C4)=) /*.)81,1'6 ).,#"F'' commit. B)3"14" .#'3,16,&+6 / #,C'3,
1"+&#);2' N8,3,1&" #,(,#/'#)/"1'6 2)1:'=%#"F'' "backup to".

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& /*=#%(2% :";8" 2)1:'=%#"F'' .)+8,
/*.)81,1'6 ).,#"F'; commit.

>,')*I6,6

[no] post-commit

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-backup-to

N4,F/4

0/ME5100:example_router01# config
0/ME5100:example_router01(config)# backup to tftp://192.168.16.245/me5100/

49



0/ME5100:example_router01(config-to)# post-commit

3.16. pre-commit
>"11); 2)3"14); .#)'(/)4'&+6 /28@0,1', /*=#%(2' :";8" 2)1:'=%#"F'' 1" %4"8,11*;
+,#/,# .,#,4 2"C4*3 /*.)81,1',3 ).,#"F'' commit. B)3"14" .#'3,16,&+6 / #,C'3,
1"+&#);2' N8,3,1&" #,(,#/'#)/"1'6 2)1:'=%#"F'' "backup to".

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& /*=#%(2% :";8" 2)1:'=%#"F'' .)+8,
/*.)81,1'6 ).,#"F'; commit.

>,')*I6,6

[no] pre-commit

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-backup-to

N4,F/4

0/ME5100:example_router01# config
0/ME5100:example_router01(config)# backup to tftp://192.168.16.245/me5100/
0/ME5100:example_router01(config-to)# pre-commit

3.17. show candidate-config
>"11"6 2)3"14" /*/)4'& 2"14'4"&-2)1:'=%#"F'@ %+&#);+&/"<Ñ<2)1:'=%#"F'@, / 2)&)#%@
/1)+6&+6 '(3,1,1'6 .) 3,#, 2)1:'=%#'#)/"1'6 %+&#);+&/" ).,#"&)#)3. B"14'4"&-
2)1:'=%#"F'6 .#'3,16,&+6 / 2"0,+&/, "2&'/1); .)+8, .#'3,1,1'6 2)3"14 'commit' .

>,')*I6,6

show candidate-config [  CONFIG_BLOCK ]

N*4*F/)47

¥ CONFIG_BLOCK<Ñ<.#' //)4, 4"11)=) ."#"3,&#" ?%4,& )&)?#"C,1" 1, /+6
2)1:'=%#"F'6, " &)8D2) ?8)2, +))&/,&+&/%@7'; //,4,11)3% '3,1'. 93,1" ?8)2)/
C,+&2) :'2+'#)/"1*, 'E 1"(/"1'6 4)+&%.1* / CLI .) 2)1&,2+&1); .)4+2"(2, (.)
+'3/)8% '?' ), " .,#,0,1D 4)+&%.1*E ?8)2)/ ("/'+'& )& %#)/16 .#'/'8,='; ).,#"&)#".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show candidate-config
Tue May 16 18:37:32 2017

aaa authentication login AAA-TAC
Ê method tacacs
Ê method local
exit

backup to tftp://192.168.16.245/me5100/
Ê interval 1440
Ê on-commit
Ê vrf mgmt-intf
exit

clock timezone gmt 7

...

0/ME5100:example_router01# show candidate-config router isis
Tue May 16 18:48:24 2017

router isis 1
Ê is-level level-2
Ê net 49.0002.0000.0000.0101.00
Ê host-name er01
Ê interface tengigabitethernet 0/0/3
Ê   point-to-point
Ê exit
Ê interface tengigabitethernet 0/0/1.4001
Ê   point-to-point
Ê exit
Ê interface bundle-ether 1.12
Ê exit
Ê interface loopback 1
Ê   passive
Ê exit
exit

3.18. show configuration changes
>"11"6 2)3"14" /*/)4'& '(3,1,1'6 / 2"14'4"&-2)1:'=%#"F'' )&1)+'&,8D1) &,2%7,;
"2&'/1); 2)1:'=%#"F'' %+&#);+&/"<Ñ<&) ,+&D '(3,1,1'6, 2)&)#*, ?*8' /1,+,1* / +,++'6E
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2)1:'=%#'#)/"1'6, 1) ,7, 1, .#'3,1,1*.

>,')*I6,6

show configuration changes

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01(config)# hostname new_hostname
0/ME5100:example_router01(config)# do show configuration changes
Tue May 16 18:41:20 2017

hostname new_hostname
0/ME5100:example_router01(config)#

3.19. show firmware
>"11"6 2)3"14" +8%C'& 486 .#)+3)&#" '1:)#3"F'' )? )?#"("E .#)=#"331)=) )?,+.,0,1'6,
("=#%C,11*E 1" %+&#);+&/).

B)3"14" 6/86,&+6 0"+&D@ 1"?)#" 486 #"?)&* + )?#"("3' .#)=#"331)=) )?,+.,0,1'6
%+&#);+&/".

>,')*I6,6

show firmware

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show firmware
Thu May 11 16:24:57 2017
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Ê Unit      Image  Running  Boot          Version               Date
Ê --------- ------ -------- ------------- --------------------- ---------------------
Ê 0/ME5100  0      No                     1.5.0.210R            05-May-2017 12:51:57
Ê 0/ME5100  1      Yes      *             1.5.0.213R            10-May-2017 14:20:45

3.20. show running-config
>"11"6 2)3"14" /*/)4'& &,2%7%@ 2)1:'=%#"F'@ %+&#);+&/"<Ñ<2)1:'=%#"F'@, 2)&)#"6 1"
4"11*; 3)3,1& 6/86,&+6 "2&'/1);.

>,')*I6,6

show running-config [  CONFIG_BLOCK ]

N*4*F/)47

¥ CONFIG_BLOCK<Ñ<.#' //)4, 4"11)=) ."#"3,&#" ?%4,& )&)?#"C,1" 1, /+6
2)1:'=%#"F'6, " &)8D2) ?8)2, +))&/,&+&/%@7'; //,4,11); +&#)2,. 93,1" ?8)2)/
C,+&2) :'2+'#)/"1*, 'E 1"(/"1'6 4)+&%.1* / CLI .) 2)1&,2+&1); .)4+2"(2, (.)
+'3/)8% '?' ), " .,#,0,1D 4)+&%.1*E ?8)2)/ ("/'+'& )& %#)/16 .#'/'8,='; ).,#"&)#".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show running-config
Tue May 16 18:47:27 2017

aaa authentication login AAA-TAC
Ê method tacacs
Ê method local
exit

backup to tftp://192.168.16.245/me5100/
Ê interval 1440
Ê on-commit
Ê vrf mgmt-intf
exit

clock timezone gmt 7

...

0/ME5100:example_router01# show running-config router isis
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Tue May 16 18:48:01 2017

router isis 1
Ê is-level level-2
Ê net 49.0002.0000.0000.0101.00
Ê host-name er01
Ê interface tengigabitethernet 0/0/3
Ê   point-to-point
Ê exit
Ê interface tengigabitethernet 0/0/1.4001
Ê   point-to-point
Ê exit
Ê interface bundle-ether 1.12
Ê exit
Ê interface loopback 1
Ê   passive
Ê exit
exit

3.21. root
>"11); 2)3"14); )+%7,+&/86,&+6 .,#,E)4 1" /,#E1'; %#)/,1D #,C'3" 2)1:'=%#'#)/"1'6.

>,')*I6,6

root

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

ANY-CONFIG

N4,F/4

0/ME5100:example_router01# configure
0/ME5100:example_router01(config)# router isis 1
0/ME5100:example_router01(config-isis)#   interface tengigabitethernet 0/0/1.4001
0/ME5100:example_router01(config-tengigabitethernet-sub)# root
0/ME5100:example_router01(config)#

3.22. vrf
>"11); 2)3"14); .#)'(/)4'&+6 1"(1"0,1', N2(,3.86#" VRF, / 2)&)#)3 ?%4,& #"?)&"&D
N8,3,1& #,(,#/'#)/"1'6 2)1:'=%#"F'' "backup to".
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I&#'F"&,8D1"6 :)#3" 2)3"14* 1"+&#"'/",& N8,3,1& #,(,#/'#)/"1'6 2)1:'=%#"F'' 486
#"?)&* / =8)?"8D1); &"?8'F, 3"#$#%&'("F''.

>,')*I6,6

vrf  VRF_NAME
no vrf

N*4*F/)47

¥ VRF<Ñ<'36 N2(,3.86#" VRF, / 2)&)#)3 ?%4,& .#)'(/)4'&D+6 #"?)&" + %4"8,11*3
+,#/,#)3 486 4"11)=) N8,3,1&" #,(,#/'#)/"1'6 2)1:'=%#"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-backup-to

N4,F/4

0/ME5100:example_router01# configure
0/ME5100:example_router01(config)# backup to tftp://192.168.16.245/me5100/
0/ME5100:example_router01(config-to)# vrf mgmt-intf
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=0*1* 4. $&>B@;EC& ;AU">%>B"D$?V
N&@&D"B@;!

4.1. banner login
B)3"14" .)(/)86,& ("4"&D +))?7,1', +'+&,3* .#' /E)4, .)8D()/"&,86.

>,')*I6,6

banner login  STRING

N*4*F/)47

¥ STRING<Ñ<+&#)2"-+))?7,1',

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# banner login "This is a login banner"

4.2. banner motd
B)3"14" .)(/)86,& ("4"&D "+))?7,1', 416" .#' /E)4, .)8D()/"&,86.

>,')*I6,6

banner motd  STRING

N*4*F/)47

¥ STRING<Ñ<+&#)2"-+))?7,1',

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# banner motd "This is a motd banner"
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4.3. common rate
B)3"14" .)(/)86,& )=#"1'0'&D )?7%@ .)8)+% .#).%+2"1'6 486 /+,=) &#":'2",
.,#,E/"&*/",3)=) 1" .#)F,++)#.

I&#'F"&,8D1"6 :)#3" 2)3"14* +1'3",& )=#"1'0,1',.

>,')*I6,6

common rate  KBPS
no common rate

N*4*F/)47

¥ KBPS<Ñ<(1"0,1', )=#"1'0,1'6 / 2'8)?'&"E / +,2%14% (0..4294967295)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-punt-rate-limit
config-system-punt-rate-limit-location

N4,F/4

0/ME5100:example_router01(config)# system punt rate-limit
0/ME5100:example_router01(config-rate-limit)# common rate 5000

4.4. fan lower-speed
>"11); 2)3"14); %+&"1"/8'/",&+6 3'1'3"8D1"6 +2)#)+&D /#"7,1'6 /,1&'86&)#)/
+'+&,3* )E8"C4,1'6 %+&#);+&/", / .#)F,1&"E. A)+8, 1"+&#);2' 4"11)=) ."#"3,&#"
+2)#)+&D #"?)&* /,1&'86&)#)/ 1, ?%4,& ).%+2"&D+6 1'C, %2"("11)=) (1"0,1'6.

>,')*I6,6

fan lower-speed  PERCENT

N*4*F/)47

¥ PERCENT<Ñ<3'1'3"8D1"6 +2)#)+&D #"?)&* /,1&'86&)#)/ )E8"C4,1'6, / .#)F,1&"E, )&
0 4) 100.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4
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0/ME5100:example_router01(config)# fan lower-speed 60

CAUTION

A) %3)80"1'@ +2)#)+&D /#"7,1'6 /,1&'86&)#)/ %+&"1"/8'/",&+6 /
).&'3"8D1), (1"0,1', ' "4".&'/1) #,=%8'#%,&+6 .#' '(3,1,1''
&,3.,#"&%#* 2)3.)1,1&)/.
G, +8,4%,& 1"+&#"'/"&D 4"11*; ."#"3,&# ?,( 1,)?E)4'3)+&'.

4.5. flow rate
B)3"14" .)(/)86,& )=#"1'0'&D .)8)+% .#).%+2"1'6 486 ("4"11)=) &'." &#":'2",
.,#,E/"&*/",3)=) 1" .#)F,++)#.

I&#'F"&,8D1"6 :)#3" 2)3"14* +1'3",& '14'/'4%"8D1), )=#"1'0,1',.

>,')*I6,6

[no] flow arp-ndp rate  KBPS
[no] flow bfd rate  KBPS
[no] flow dhcp rate  KBPS
[no] flow igmp rate  KBPS
[no] flow ip-connected rate  KBPS
[no] flow ip-frag rate  KBPS
[no] flow ip-local rate  KBPS
[no] flow ip-mcast rate  KBPS
[no] flow ip-mcast-proto rate  KBPS
[no] flow ip-options rate  KBPS
[no] flow ip-ttl rate  KBPS
[no] flow isis rate  KBPS
[no] flow lacp rate  KBPS
[no] flow ldp rate  KBPS
[no] flow lldp rate  KBPS
[no] flow mac-learning rate  KBPS
[no] flow mpls-oam rate  KBPS
[no] flow netflow rate  KBPS
[no] flow ospf rate  KBPS
[no] flow other rate  KBPS
[no] flow pim rate  KBPS
[no] flow rip rate  KBPS
[no] flow stp rate  KBPS
[no] flow udld rate  KBPS
[no] flow vrrp rate  KBPS

N*4*F/)47

¥ KBPS<Ñ<(1"0,1', )=#"1'0,1'6 / 2'8)?'&"E / +,2%14% (0..4294967295)

¥ arp-ndp <Ñ<ARP ' NDP .#)&)2)8

¥ bfd <Ñ<BFD .#)&)2)8
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¥ dhcp <Ñ<DHCP .#)&)2)8

¥ igmp <Ñ<IGMP .#)&)2)8

¥ ip-connected <Ñ<&#":'2 1" connected-"4#,+"

¥ ip-frag <Ñ<:#"=3,1&'#)/"11*, ."2,&*

¥ ip-local <Ñ<&#":'2 1" 8)2"8D1*, "4#,+"

¥ ip-mcast <Ñ<&#":'2 Multicast

¥ ip-mcast-proto <Ñ<&#":'2 Multicast 1" .#)&)2)8D1*, =#%..* (224.0.0.x)

¥ ip-options <Ñ<."2,&* + %+&"1)/8,11*3' ).F'63'

¥ ip-ttl <Ñ<."2,&* + ttl #"/1*3 1

¥ isis <Ñ<IS-IS .#)&)2)8

¥ lacp <Ñ<LACP .#)&)2)8

¥ ldp <Ñ<LDP .#)&)2)8

¥ lldp <Ñ<LLDP .#)&)2)8

¥ mac-learning <Ñ<+8%C,?1*; &#":'2

¥ mpls-oam <Ñ<MPLS Echo

¥ netflow <Ñ<netflow &#":'2

¥ ospf <Ñ<OSPF .#)&)2)8

¥ other <Ñ<4#%=); &#":'2

¥ pim <Ñ<PIM .#)&)2)8

¥ rip <Ñ<RIP .#)&)2)8

¥ stp <Ñ<STP .#)&)2)8

¥ udld <Ñ<UDLD .#)&)2)8

¥ vrrp <Ñ<VRRP .#)&)2)8

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-punt-rate-limit
config-system-punt-rate-limit-location

N4,F/4

0/ME5100:example_router01(config)# system punt rate-limit
0/ME5100:example_router01(config-rate-limit)# flow ip-ttl rate 100
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4.6. hostname
>"11"6 2)3"14" %+&"1"/8'/",& +'+&,31), '36 %+&#);+&/".

>,')*I6,6

hostname  HOSTNAME

N*4*F/)47

¥ HOSTNAME<Ñ<+'+&,31), '36 3"#$#%&'("&)#". A#'1'3"@&+6 +&#)2' 48'1); )& 1 4) 62
+'3/)8)/, +)+&)67', '( ("=8"/1*E ' +&#)01*E ?%2/ 8"&'1+2)=) "8:"/'&" (A-Z, a-z),
F':#, " &"2C, &)0,2, (1"2)/ .)40,#2'/"1'6 ' 4,:'+)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:EOS(config)# hostname example_router01

4.7. hw-module location
>"11"6 2)3"14" .)(/)86,& .,#,;&' / #,C'3 1"+&#);2' #"(8'01*E ."#"3,&#)/
".."#"&1)=) 3)4%86 / +)+&"/, %+&#);+&/" (config-hw-module-location).

>,')*I6,6

hw-module location  LOCATION

N*4*F/)47

¥ LOCATION<Ñ<3,+&).)8)C,1', ".."#"&1)=) 3)4%86 / +'+&,3,. 93,,& :)#3"&
<UNIT>/<SLOT>, =4, <UNIT> - 1)3,# %+&#);+&/" / 28"+&,#, %+&#);+&/, " <SLOT> - 1)3,#
3)4%86 / +)+&"/, %+&#);+&/". >86 ME5100, ME5200 ' ME5210 / )4'1)01)3 #,C'3, /
2"0,+&/, 4"11)=) ."#"3,&#" +8,4%,& %2"(*/"&D 0/0.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# hw-module location 0/0
0/ME5100:example_router01(config-location)#
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4.8. ipv4 host
B)3"14" .)(/)86,& ("4"&D +&"&'0,+2%@ (".'+D +))&/,&+&/'6 4)3,11)=) '3,1' IP-"4#,+%.
B)3"14" 4)+&%.1" /1%&#' VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& (".'+D.

>,')*I6,6

[no] ipv4 host  DOMAIN_NAME  IPv4_ADDRESS

N*4*F/)47

¥ DOMAIN_NAME <Ñ<+&#)2)/), (1"0,1', 4)3,11)=) '3,1' (1..253)

¥ IPv4_ADDRESS<Ñ<(1"0,1', IPv4-"4#,+" (A.B.C.D)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-domain-vrf

N4,F/4

0/ME5100:example_router01(config)# system domain vrf MVPN
0/ME5100:example_router01(config-vrf)# ipv4 host srv01.local 172.16.0.1

4.9. list
B)3"14" .)(/)86,& 4)?"/'&D (1"0,1', / +.'+)2 4)3,11*E '3,1 486 #"(#,$,1'6 1,.)81*E
(unqualified) '3,1 E)+&)/. B)3"14" 4)+&%.1" /1%&#' VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& N8,3,1& +.'+2".

>,')*I6,6

[no] list  DOMAIN_NAME

N*4*F/)47

¥ DOMAIN_NAME <Ñ<+&#)2)/), (1"0,1', 4)3,11)=) '3,1' (1..253)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-domain-vrf

N4,F/4

0/ME5100:example_router01(config)# system domain vrf MVPN
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0/ME5100:example_router01(config-vrf)# list lan

4.10. load-balancing ecmp
B)3"14" .)(/)86,& 2)1:'=%#'#)/"&D 4).)81'&,8D1*, ."#"3,&#* ?"8"1+'#)/2' &#":'2"
.#' '+.)8D()/"1'' ECMP. L&' ."#"3,&#* .,#,4"@&+6 / EN$-:%12F'@ /*?)#" 08,1" =#%..*
/3,+&, + 28@0)3 ?"8"1+'#)/2', 2)&)#*; :)#3'#%,&+6 '( .)8,; ."2,&". 9+.)8D()/"1',
4"11*E ."#"3,&#)/ .)(/)86,& 1'/,8'#)/"&D N::,2&* .)86#'("F'' .,#,4"/",3)=)
&#":'2".

I+1)/1*, .)86 .) 2)&)#*3 .#)'(/)4'&+6 ?"8"1+'#)/2" ).'+"1* / #"(4,8, load-balancing
hash-fields .

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& +))&/,&+&/%@7'; ."#"3,&#.

>,')*I6,6

[no] load-balancing ecmp { in-port | seed | shift }

N*4*F/)47

¥ in-port <Ñ<J0,& /E)467,=) '1&,#:,;+" .#' /*.)81,1'' ?"8"1+'#)/2';

¥ seed<Ñ<'+E)41), (1"0,1',;

¥ shift <Ñ<+3,7,1', #,(%8D&"&";

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# load-balancing hash-fields ip-dst
0/ME5100:example_router01(config)# load-balancing hash-fields ip-src
0/ME5100:example_router01(config)# load-balancing hash-fields mpls

4.11. load-balancing hash-fields
>"11"6 2)3"14" .)(/)86,& %2"("&D, 2"2', .)86 / ."2,&"E .#)E)467,=) &#":'2" ?%4%&
%0'&*/"&D+6 .#' ?"8"1+'#)/2, N&)=) &#":'2" .) ."#"88,8D1*3 .%&63.

B &"2); ?"8"1+'#)/2, )&1)+'&+6 ?"8"1+'#)/2" .) +)+&"/1*3 '1&,#:,;+"3 =#%..*
"=#,="F'' 2"1"8)/ (Bundle-ether) ' ?"8"1+'#)/2" .) .%&63 equal-cost multipath (ECMP).

!)C1) /28@0"&D ?"8"1+'#)/2% .) 1,+2)8D2'3 .)863, .) )&4,8D1); 2)3"14, 1" 2"C4),
.)8,. I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& %0,& +))&/,&+&/%@7,=) .)86 / ."2,&"E .#'
?"8"1+'#)/2, &#":'2".
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>,')*I6,6

[no] load-balancing hash-fields { ip-dst | ip-src | mac-dst | mac-src | mpls }

N*4*F/)47

¥ ip-dst <Ñ<IP-"4#,+ .)8%0"&,86 / IP-."2,&,;

¥ ip-src <Ñ<IP-"4#,+ )&.#"/'&,86 / IP-."2,&,;

¥ mac-dst <Ñ<MAC-"4#,+ .)8%0"&,86 / Ethernet-2"4#,;

¥ mac-src <Ñ<MAC-"4#,+ )&.#"/'&,86 / Ethernet-2"4#,;

¥ mpls <Ñ<MPLS-3,&2' / +&,2, 3,&)2 MPLS-."2,&".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# load-balancing hash-fields ip-dst
0/ME5100:example_router01(config)# load-balancing hash-fields ip-src
0/ME5100:example_router01(config)# load-balancing hash-fields mpls

IMPORTANT
A) %3)80"1'@ / +'+&,3, )&28@0,1 %0,& /+,E /)(3)C1*E .#'
?"8"1+'#)/2, .)8,;, ?"8"1+'#)/2" &#":'2" .#' N&)3 1, .#)'(/)4'&+6.

4.12. location
B)3"14" .)(/)86,& .,#,;&' / #,C'3 2)1:'=%#'#)/"1'6 ."#"3,&#)/ )=#"1'0,1';
.,#,E/"&*/",3)=) 1" .#)F,++)# &#":'2" + ).#,4,8,11)=) +8)&" 3)4%8D1)=) $"++'.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& #"(4,8 1"+&#),2 486 %2"("11)=) +8)&".

>,')*I6,6

[no] location  SLOT

N*4*F/)47

¥ SLOT<Ñ<#"+.)8)C,1', ".."#"&1)=) 3)4%86 / $"++' (+3. 2)3"14% hw-module location ).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-punt-rate-limit

N4,F/4
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0/ME5100:example_router01(config)# system punt rate-limit
0/ME5100:example_router01(config-rate-limit)# location 0/1
0/ME5100:example_router01(config-location)#

4.13. lookup disable
B)3"14" .)(/)86,& )&28@0'&D #"(#,$,1', '3,1 / ("4"11)3 VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& #,()8/'1=.

>,')*I6,6

[no] lookup disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-domain-vrf

N4,F/4

0/ME5100:example_router01(config)# system domain vrf MVPN
0/ME5100:example_router01(config-vrf)# lookup disable

4.14. lookup source-address
B)3"14" ("4",& "4#,+ '+&)01'2" 486 #"(#,$,1'6 '3,1 / VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%, "4#,+ '+&)01'2" ?%4,& ).#,4,86&D+6
"/&)3"&'0,+2'.

>,')*I6,6

[no] lookup source-address  IPADDRESS

N*4*F/)47

¥ IPADDRESS - "4#,+ '+&)01'2", IPv4 (A.B.C.D), IPv6 (X:X:X:X::X)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-domain-vrf
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N4,F/4

0/ME5100:example_router01(config)# system domain vrf MVPN
0/ME5100:example_router01(config-vrf)# lookup source-address 172.16.0.100

4.15. mac-limits
>"11"6 2)3"14" .,#,28@0",& 1" %2"("11)3 ".."#"&1)3 3)4%8, #,C'3 #"?)&*
)=#"1'0,1'; .) 2)8'0,+&/% MAC-"4#,+)/ / ?#'4C-4)3,1"E. B)3"14" 6/86,&+6 ".."#"&1)-
+.,F':'01);<Ñ<,, 4,;+&/', ("/'+'& )& 3)4,8' ".."#"&1)=) 3)4%86, 486 2)&)#)=) )1"
/*.)816,&+6.

>,')*I6,6

mac-limits { configuration-based | hardware-maximum }
no mac-limits

N*4*F/)47

¥ configuration-based <Ñ<)+1)/1); #,C'3 #"?)&* 3)4%86, '+.)8D(%,&+6 .) %3)80"1'@.
5 4"11)3 #,C'3, #"?)&"@& +2)1:'=%#'#)/"11*, )=#"1'0,1'6 .) 2)8'0,+&/"3 MAC-
"4#,+)/ / ?#'4C-4)3,1"E, )41"2) 3"2+'3"8D1) /)(3)C1), )=#"1'0,1', 486 8@?)=)
?#'4C-4)3,1" ("/'+'& )& 3)4,8' %+&#);+&/" ' +)+&"/86,&:

S 486 ME5100<Ñ<4) 64000 MAC-"4#,+)/ 1" ?#'4C-4)3,1;

S 486 LC18XGE<Ñ<4) 64000 MAC-"4#,+)/ 1" ?#'4C-4)3,1;

¥ hardware-maximum <Ñ<.#' /28@0,1'' 4"11)=) #,C'3" )&28@0"@&+6 /+,
)=#"1'0'&,8' MAC-"4#,+)/ / ?#'4C-4)3,1"E 1" 4"11)3 3)4%8,, .#' N&)3 / 8@?)3
?#'4C-4)3,1, 3)C,& ("%0'&D+6 8@?), 2)8'0,+&/) "4#,+)/ / .#,4,8"E ".."#"&1);
,32)+&' 3)4%86/%+&#);+&/".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-hw-module-location

N4,F/4

0/ME5100:example_router01(config)# hw-module location 0/0
0/ME5100:example_router01(config-location)# mac-limits hardware-maximum

4.16. name
B)3"14" .)(/)86,& ("4"&D (1"0,1', 4)3,11)=) '3,1' .) %3)80"1'@ 486 #"(#,$,1'6
1,.)81*E (unqualified) '3,1 E)+&)/ / VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.
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>,')*I6,6

name  DOMAIN_NAME
no name

N*4*F/)47

¥ DOMAIN_NAME <Ñ<+&#)2)/), (1"0,1', 4)3,11)=) '3,1' (1..253)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-domain-vrf

N4,F/4

0/ME5100:example_router01(config)# system domain vrf MVPN
0/ME5100:example_router01(config-vrf)# name iptv.local

4.17. name-server
B)3"14" .)(/)86,& ("4"&D "4#,+ +,#/,#" '3,1 / ("4"11)3 VRF ('default' 486 GRT).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

name-server
no name-server

N*4*F/)47

¥ IPv4ADDRESS<Ñ<IPv4-"4#,+ (A.B.C.D)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-system-domain-vrf

N4,F/4

0/ME5100:example_router01(config)# system domain vrf MVPN
0/ME5100:example_router01(config-vrf)# name-server 172.16.0.1

4.18. system domain ipv4 host
B)3"14" .)(/)86,& ("4"&D +&"&'0,+2%@ (".'+D +))&/,&+&/'6 4)3,11)=) '3,1' IP-"4#,+%.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& (".'+D.
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>,')*I6,6

[no] system domain ipv4 host  DOMAIN_NAME  IPv4_ADDRESS

N*4*F/)47

¥ DOMAIN_NAME <Ñ<+&#)2)/), (1"0,1', 4)3,11)=) '3,1' (1..253)

¥ IPv4_ADDRESS<Ñ<(1"0,1', IPv4-"4#,+" (A.B.C.D)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system domain ipv4 host pe01.local 10.0.0.1

4.19. system domain list
B)3"14" .)(/)86,& 4)?"/'&D (1"0,1', / +.'+)2 4)3,11*E '3,1 486 #"(#,$,1'6 1,.)81*E
(unqualified) '3,1 E)+&)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& N8,3,1& +.'+2".

>,')*I6,6

[no] system domain list  DOMAIN_NAME

N*4*F/)47

¥ DOMAIN_NAME <Ñ<+&#)2)/), (1"0,1', 4)3,11)=) '3,1' (1..253)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system domain list local
0/ME5100:example_router01(config)# system domain list company

4.20. system domain name
B)3"14" .)(/)86,& ("4"&D (1"0,1', 4)3,11)=) '3,1' .) %3)80"1'@ 486 #"(#,$,1'6
1,.)81*E (unqualified) '3,1 E)+&)/.
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I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& (1"0,1',.

>,')*I6,6

system domain name  DOMAIN_NAME
no system domain name

N*4*F/)47

¥ DOMAIN_NAME <Ñ<+&#)2)/), (1"0,1', 4)3,11)=) '3,1' (1..253)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system domain name company.com

4.21. system domain vrf
B)3"14" .)(/)86,& .,#,;&' / #,C'3 1"+&#);2' ."#"3,&#)/ .)4+'+&,3* #"(#,$,1'6
4)3,11*E '3,1 486 ("4"11)=) VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ?8)2 1"+&#),2 486 ("4"11)=) VRF.

>,')*I6,6

[no] system domain vrf  VRF_NAME

N*4*F/)47

¥ VRF_NAME<Ñ<+&#)2)/), (1"0,1', '3,1' VRF (1..31) >86 GRT '+.)8D(%,&+6 (1"0,1',
default .

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system domain vrf MVPN
0/ME5100:example_router01(config-vrf)#

4.22. system hw-extended-resources-mode
B)3"14" .)(/)86,& .,#,/,+&' $"++' ME5000 / #"+$'#,11*; #,C'3 #"+E)4" #,+%#+)/
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8'1,;1*E 2"#&. 5 %2"("11)3 #,C'3, +1'3"@&+6 )=#"1'0,1'6 1" '+.)8D()/"1', #,+%#+)/
1" %#)/1, 2"#& LC18 486 2"#& LC8, LC20.

NOTE B)3"14" 4)+&%.1" &)8D2) 486 3)4%8D1*E %+&#);+&/.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& #,C'3 .) %3)80"1'@, / 2)&)#)3 1" 8'1,;1*E
2"#&"E 4)+&%.1*, #,+%#+* )=#"1'0,1* (1"0,1'63' 3)4,8,; 2"#& LC18.

>,')*I6,6

[no] system hw-extended-resources-mode

N*4*F/)47

B)3"14" 1, '3,,& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/FMC0:example_router02(config)# system hw-extended-resources-mode

4.23. system punt rate-limit
B)3"14" .)(/)86,& .,#,;&' / #,C'3 2)1:'=%#'#)/"1'6 ."#"3,&#)/ )=#"1'0,1'; 486
#"(1*E &'.)/ &#":'2", .,#,E/"&*/",3)=) 1" .#)F,++)#.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& #"(4,8 1"+&#),2.

>,')*I6,6

[no] system punt rate-limit

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system punt rate-limit
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0/ME5100:example_router01(config-rate-limit)#

4.24. system qos-utilization
B)3"14" /28@0",& #,C'3 +?)#" +&"&'+&'2' 486 .)4+0,&" %&'8'("F'' QoS-.)8'&'2 (policy-
map).

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& #,C'3 +?)#" +&"&'+&'2'.

>,')*I6,6

[no] system qos-utilization

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system qos-utilization

4.25. system rootshell console-access disable
B)3"14" .)(/)86,& (".#,&'&D 4)+&%. .)8D()/"&,86 'root' 0,#,( 2)1+)8D1*; .)#&.

I&#'F"&,8D1"6 :)#3" 2)3"14* +1'3",& (".#,&.

>,')*I6,6

[no] system rootshell console-access disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system rootshell console-access disable
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4.26. system rootshell password
B)3"14" ("4",& ."#)8D 486 '+.)8D()/"1'6 2)3"14* 'rootshell', 2)&)#"6 .)(/)86,& .)."+&D /
'shell'.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& ."#)8D .) %3)80"1'@ - 'password'.

>,')*I6,6

system rootshell password  { PASSWORD | encrypted  HASH }
no system rootshell password

N*4*F/)47

¥ PASSWORD<Ñ<+&#)2)/), (1"0,1'6 ."#)86 (1..128)

¥ HASH<Ñ<EN$ ."#)86 (106)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system rootshell password Secret123

4.27. system subint-utilization
B)3"14" /28@0",& #,C'3 +?)#" +&"&'+&'2' 486 .)4+0,&" %&'8'("F'' 8)='0,+2'E
'1&,#:,;+)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& +?)# +&"&'+&'2' 1" 8)='0,+2'E '1&,#:,;+"E.

>,')*I6,6

[no] system subint-utilization

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4
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0/ME5100:example_router01(config)# system subint-utilization

4.28. system tunnel-statistics
B)3"14" /28@0",& #,C'3 +?)#" +&"&'+&'2' 1" &%11,86E (IP, LDP, RSVP).

CAUTION
>"11"6 2)3"14" 1, 3)C,& ?*&D '+.)8D()/"1" +)/3,+&1) + 2)3"14);
system qos-utilization . M"2C, .#' /28@0,1'' 4"11)=) #,C'3" )&28@0",&+6
+?)# +&"&'+&'2' QoS-.)8'&'2.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& +?)# +&"&'+&'2' 1" &%11,86E.

>,')*I6,6

[no] system tunnel-statistics

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# system tunnel-statistics

4.29. system tunnel-utilization
B)3"14" /28@0",& #,C'3 .)4+0,&" %&'8'("F'' &%11,8,; (IP, LDP, RSVP).

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .)4+0,& %&'8'("F'' &%11,8,;.

>,')*I6,6

[no] system tunnel-utilization

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config
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N4,F/4

0/ME5100:example_router01(config)# system tunnel-utilization
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=0*1* 5. $&>B@;EC& AAA % #;>B5N& C
5>B@;E>B!5

5.1. aaa accounting commands
>"11"6 2)3"14" /28@0",& %0,& /*.)81,11*E ).,#"&)#)3 %+&#);+&/" 2)3"14 .%&,3
)&.#"/2' +))?7,1'; 1" %4"8,11*; AAA-+,#/,#. I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",&
+))&/,&+&/%@7'; 3,E"1'(3 %0,&" 2)3"14.

>,')*I6,6

[no] aaa accounting commands { start-only | start-stop | stop-only } tacacs

N*4*F/)47

¥ start-only <Ñ<%0,&1), +))?7,1', )&.#"/86,&+6 &)8D2) .#' (".%+2, 2)3"14*;

¥ start-stop <Ñ<%0,&1), +))?7,1', )&.#"/86,&+6 .#' (".%+2, ' ("/,#$,1'' 2)3"14*;

¥ stop-only <Ñ<%0,&1), +))?7,1', )&.#"/86,&+6 &)8D2) .#' ("/,#$,1'' 2)3"14*;

¥ tacacs <Ñ<%0,&1*, +))?7,1'6 ?%4%& 1".#"/86&D+6 1" +2)1:'=%#'#)/"11*, TACACS+
+,#/,#*.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# aaa accounting commands start-stop tacacs

5.2. aaa accounting login
>"11"6 2)3"14" /28@0",& %0,& +)?*&'; %+.,$1)=) .)428@0,1'6 2 %+&#);+&/% .%&,3
)&.#"/2' +))?7,1'; 1" %4"8,11*; AAA-+,#/,#. I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",&
+))&/,&+&/%@7'; 3,E"1'(3 %0,&" 2)3"14.

>,')*I6,6

[no] aaa accounting login start-stop { radius | tacacs }

N*4*F/)47

¥ start-stop <Ñ<%0,&1), +))?7,1', )&.#"/86,&+6 .#' (".%+2, ' ("/,#$,1'' 2)3"14*;

¥ radius <Ñ<%0,&1*, +))?7,1'6 ?%4%& 1".#"/86&D+6 1" +2)1:'=%#'#)/"11*, RADIUS-
+,#/,#*;

¥ tacacs <Ñ<%0,&1*, +))?7,1'6 ?%4%& 1".#"/86&D+6 1" +2)1:'=%#'#)/"11*, TACACS+
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+,#/,#*.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# aaa accounting login start-stop radius
0/ME5100:example_router01(config)# aaa accounting login start-stop tacacs

NOTE
A"#"3,&#* radius  ' tacacs  1, 6/86@&+6 /("'3)'+28@0"@7'3', %0,& 3)C,&
.#)'(/)4'&D+6 .%&,3 )?)'E 3,&)4)/.

5.3. aaa authentication enable
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" '3,1)/"11*; +.'+)2 3,&)4)/,
'+.)8D(%,3*E 486 enable-"%&,1&':'2"F'' ("%&,1&':'2"F'' .#)F,++" .)/*$,1'6
.#'/'8,=';) ' .)(/)86,& .,#,;&' / #,C'3 1"+&#);2' N&)=) +.'+2" (config-aaa-
authentication-enable).

-.'+)2 3,&)4)/, / +2)1:'=%#'#)/"11); .)+8,4)/"&,8D1)+&', ?%4,& .#'3,1,1 .#'
/*.)81,1'' enable-"%&,1&':'2"F''. A,#,E)4 2 +8,4%@7,3% 3,&)4% +.'+2" )+%7,+&/86,&+6
&)8D2) .#' 1,/)(3)C1)+&' /)+.)8D()/"&D+6 .#,4*4%7'3 3,&)4)3 (1".#'3,#, / +8%0",
1,4)+&%.1)+&' AAA-+,#/,#", 1" 2)&)#*; ++*8",&+6 3,&)4). R+8' .#' .#)/,#2, 3,&)4" ?%4,&
.)8%0,1 0,&2'; )&2"( )& +))&/,&+&/%@7,=) '+&)01'2" (1".#'3,#, RADIUS Access-reject), &)
"%&,1&':'2"F'6 ?%4,& +0'&"&D+6 1,%4"/$,;+6 ' .,#,E)4" 2 +8,4%@7,3% 3,&)4%
.#)'(/)4'&D+6 1, ?%4,&.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& +))&/,&+&/%@7'; '3,1)/"11*; +.'+)2 3,&)4)/.

>,')*I6,6

[no] aaa authentication enable  LISTNAME

N*4*F/)47

¥ LISTNAME <Ñ<'36 +.'+2" 3,&)4)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# aaa authentication enable ENABLE-LIST
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0/ME5100:example_router01(config-enable)#

5.4. aaa authentication login
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" '3,1)/"11*; +.'+)2 3,&)4)/,
'+.)8D(%,3*E 486 "%&,1&':'2"F'' .#' /E)4, / +'+&,3% ' .)(/)86,& .,#,;&' / #,C'3
1"+&#);2' N&)=) +.'+2" (config-aaa-authentication-login).

-.'+)2 3,&)4)/, / +2)1:'=%#'#)/"11); .)+8,4)/"&,8D1)+&', ?%4,& .#'3,1,1 .#'
/*.)81,1'' "%&,1&':'2"F'' ).,#"&)#)/ %+&#);+&/". A,#,E)4 2 +8,4%@7,3% 3,&)4%
+.'+2" )+%7,+&/86,&+6 &)8D2) .#' 1,/)(3)C1)+&' /)+.)8D()/"&D+6 .#,4*4%7'3 3,&)4)3
(1".#'3,#, / +8%0", 1,4)+&%.1)+&' AAA-+,#/,#", 1" 2)&)#*; ++*8",&+6 3,&)4). R+8' .#'
.#)/,#2, 3,&)4" ?%4,& .)8%0,1 0,&2'; )&2"( )& +))&/,&+&/%@7,=) '+&)01'2" (1".#'3,#,
RADIUS Access-reject), &) "%&,1&':'2"F'6 ?%4,& +0'&"&D+6 1,%4"/$,;+6 ' .,#,E)4" 2
+8,4%@7,3% 3,&)4% .#)'(/)4'&D+6 1, ?%4,&.

NOTE
R+8' .,#/*3 / +.'+2, +&)'& 3,&)4 local , &)=4" .#' 1"8'0'' / +'+&,3,
8)2"8D1)=) .)8D()/"&,86 ' 1,+)/."4,1'' ."#)86 .,#,E)4 2 +8,4%@7,3%
3,&)4% 1, )+%7,+&/86,&+6.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& +))&/,&+&/%@7'; '3,1)/"11*; +.'+)2 3,&)4)/.

>,')*I6,6

[no] aaa authentication login  LISTNAME

N*4*F/)47

¥ LISTNAME <Ñ<'36 +.'+2" 3,&)4)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# aaa authentication login LOGIN-LIST
0/ME5100:example_router01(config-login)#

5.5. aaa authentication retry-options backoff-factor
B)3"14" .)(/)86,& +2)1:'=%#'#)/"&D (1"0,1', ("4,#C2' .)+8, 1,%4"01); .).*&2' /E)4"
/ +'+&,3%. A#)4)8C'&,8D1)+&D ("4,#C2' %/,8'0'/",&+6 1" (1"0,1', backoff-factor 486
2"C4); .)+8,4%@7,; 1,%4"01); .).*&2' /E)4" / +'+&,3%. J/,8'0,1', ("4,#C2' ?%4,&
.#)'+E)4'&D .)+8, .#,/*$,1'6 2)8'0,+&/" 1,%4"01*E .).*&)2 /E)4" / +'+&,3% backoff-
threshold.
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>,')*I6,6

aaa authentication retry-options backoff-factor
no aaa authentication retry-options backoff-factor

N*4*F/)47

¥ NUM (5-10) <Ñ<V1"0,1', ("4,#C2' / +,2%14"E.

Q'*:/',/ <( 2F(0:*',M

5

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5200S:example_router08(config)# aaa authentication retry-options backoff-factor 7
0/ME5200S:example_router08(config)#

5.6. aaa authentication retry-options backoff-
threshold
>"11"6 2)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 2)8'0,+&/) 1,%4"01*E .).*&)2 /E)4" /
+'+&,3% .)+8, 2)&)#*E .#)4)8C'&,8D1)+&D ("4,#C2' 1" //)4 ."#)86 1"01,& /)(#"+&"&D 1"
/,8'0'1% backoff-factor.

>,')*I6,6

aaa authentication retry-options backoff-threshold
no aaa authentication retry-options backoff-threshold

N*4*F/)47

¥ NUM (1-3) <Ñ<B)8'0,+&/) 1,%4"01*E .).*&)2 /E)4" .)+8, 2)&)#*E 1"01,&+6
%/,8'0,1', .#)4)8C'&,8D1)+&' ("4,#C2' 1" //)4 ."#)86.

Q'*:/',/ <( 2F(0:*',M

2

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4
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0/ME5200S:example_router08(config)# aaa authentication retry-options backoff-threshold
3
0/ME5200S:example_router08(config)#

5.7. aaa authentication retry-options lockout-period
B)3"14" .)(/)86,& +2)1:'=%#'#)/"&D (1"0,1', 48'&,8D1)+&' ?8)2'#)/2' %0,&1); (".'+'
.)+8, .#,/*$,1'6 2)8'0,+&/" 1,%4"01*E .).*&)2 /E)4" tries-before-disconnect.

>,')*I6,6

aaa authentication retry-options lockout-period
no aaa authentication retry-options lockout-period

N*4*F/)47

¥ NUM (1..43200)<Ñ<>8'&,8D1)+&D ?8)2'#)/2' %0,&1); (".'+' / 3'1%&"E

¥ permanent <Ñ<O8)2'#)/2" %0,&1); (".'+' 1"/+,=4"

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5200S:example_router08(config)# aaa authentication retry-options lockout-period
1000
0/ME5200S:example_router08(config)#

NOTE

A#' %4"8,1'' %(8" lockout-period '1:)#3"F'6 ) 1,%+.,$1*E .).*&2"E /E)4"
/+,E .)8D()/"&,8,; 1,6/1) %4"86,&+6.
O8)2'#)/2" #"?)&",& +) /+,3' 8)='1-8'+&"3' aaa authentication login, ,+8'
.#'+%&+&/%,& lockout-period.
O8)2'#)/2" '+.)8D(%,&+6 &)8D2) 486 8)2"8D1*E .)8D()/"&,8,;, 1) 1,
#"+.#)+&#"16,&+6 1" .)8D()/"&,86 root.
P%12F')1"8 .#'3,1'3 486 "%&,1&':'2"F'' 0,#,( ssh/telnet/console.

5.8. aaa authentication retry-options lockout-period
fail-interval
>"11"6 2)3"14" .)(/)86,& +2)1:'=%#'#)/"&D '1&,#/"8 /#,3,1', / &,0,1', 2)&)#)=)
/,4,&+6 .)4+0,& 1,%4"01*E .).*&)2 /E)4" / +'+&,3%.
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>,')*I6,6

aaa authentication retry-options lockout-period fail-interval
no aaa authentication retry-options lockout-period fail-interval

N*4*F/)47

¥ NUM (1..1440)<Ñ<>8'1" '1&,#/"8" /#,3,1' 486 .)4+0,&" 1,%4"01*E .).*&)2 /E)4" /
+'+&,3%.

Q'*:/',/ <( 2F(0:*',M

15

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5200S:example_router08(config)# aaa authentication retry-options lockout-period
1445 fail-interval 1
0/ME5200S:example_router08(config)#

5.9. aaa authentication retry-options tries-before-
disconnect
B)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 3"2+'3"8D1), 2)8'0,+&/) .).*&)2 "%&,1&':'2"F''
.,#,4 #"(#*/)3 +),4'1,1'6.

>,')*I6,6

aaa authentication retry-options tries-before-disconnect
no aaa authentication retry-options tries-before-disconnect

N*4*F/)47

¥ (1-10)<Ñ<!"2+'3"8D1), 2)8'0,+&/) .).*&)2 "%&,1&':'2"F'' .,#,4 #"(#*/)3
+),4'1,1'6.

Q'*:/',/ <( 2F(0:*',M

3

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4
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0/ME5200S:example_router08(config)# aaa authentication retry-options tries-before-
disconnect 7
0/ME5200S:example_router08(config)#

NOTE

G,2)&)#*, I- 3)=%& '3,&D )=#"1'0,1', 1" 2)8'0,+&/) .).*&)2
"%&,1&':'2"F'' 1" 28',1&+2); 0"+&'. G".#'3,#: OS Ubuntu 22.04.5 LTS
#"()#/,& +),4'1,1', .)+8, 6 .).*&2' "%&,1&':'2"F''.
A#' %+.,$1); .).*&2, "%&,1&':'2"F'' '1:)#3"F'6 ) 1,%+.,$1*E
.).*&2"E /E)4" 4"11)=) .)8D()/"&,86 %4"86,&+6.

5.10. acct-port
>"11); 2)3"14); 1"+&#"'/",&+6 UDP-.)#&, 2)&)#*; ?%4,& '+.)8D()/"&D+6 .#' )&.#"/2,
+))?7,1'; AAA-%0,&" 1" %4"8,11*; RADIUS-+,#/,#. B)3"14" '+.)8D(%,&+6 /1%&#' #"(4,8"
1"+&#);2' RADIUS-+,#/,#" (config-aaa-radius-server-host). I&#'F"&,8D1"6 :)#3" 2)3"14*
%+&"1"/8'/",& 1)3,# '+.)8D(%,3)=) .)#&" / (1"0,1', .) %3)80"1'@.

>,')*I6,6

acct-port  PORT
no acct-port

N*4*F/)47

¥ PORT<Ñ<1)3,# UDP-.)#&", .#'1'3",& (1"0,1'6 )& 1 4) 65535.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-aaa-radius-server-host

N4,F/4

0/ME5100:example_router01(config)# radius-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)# acct-port 1899

5.11. auth-port
>"11); 2)3"14); 1"+&#"'/",&+6 UDP-.)#&, 2)&)#*; ?%4,& '+.)8D()/"&D+6 .#' /*.)81,1''
"%&,1&':'2"F'' 1" RADIUS-+,#/,#. B)3"14" '+.)8D(%,&+6 /1%&#' #"(4,8" 1"+&#);2'
RADIUS-+,#/,#" (config-aaa-radius-server-host). I&#'F"&,8D1"6 :)#3" 2)3"14*
%+&"1"/8'/",& 1)3,# '+.)8D(%,3)=) .)#&" / (1"0,1', .) %3)80"1'@.

>,')*I6,6

auth-port  PORT
no auth-port
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N*4*F/)47

¥ PORT<Ñ<1)3,# UDP-.)#&", .#'1'3",& (1"0,1'6 )& 1 4) 65535.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-aaa-radius-server-host

N4,F/4

0/ME5100:example_router01(config)# radius-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)# auth-port 1896

5.12. base-dn
B)3"14" ("4"K& ?"()/*; DN (Distinguished name), 2)&)#*; ?%4,& '+.)8D()/"&D+6 .#' .)'+2,
.)8D()/"&,8,; 1" LDAP-+,#/,#,.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ("4"11*; ?"()/*; DN.

>,')*I6,6

base-dn  NAME
no base-dn

N*4*F/)47

¥ NAME<Ñ<?"()/*; DN, ("4",&+6 +&#)2); 4) 255 +'3/)8)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)# base-dn dc=example,dc=com
0/ME5100:example_router01(config-ldap-server)#

5.13. bind authenticate password
B)3"14" ("4"K& ."#)8D .)8D()/"&,86 + .#"/"3' "43'1'+&#"&)#", .)4 2)&)#*3 ?%4,&
.#)'+E)4'&D "/&)#'("F'6 1" LDAP-+,#/,#, .#' .)'+2, .)8D()/"&,8,;.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ("4"11*; ."#)8D .)8D()/"&,86.
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>,')*I6,6

bind authenticate password [ encrypted ]  PASSWORD
no bind authenticate password

N*4*F/)47

¥ encrypted <Ñ<28@0,/), +8)/), )?)(1"0"@7,,, 0&) ."#)8D ?%4,& //,4,1 /
("$':#)/"11)3 /'4,;

¥ PASSWORD<Ñ<+&#)2" (1..63) ASCII-+'3/)8)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)# bind authenticate password
examplePassword
0/ME5100:example_router01(config-ldap-server)#

5.14. bind authenticate root-dn
B)3"14); ("4"K&+6 DN (Distinguished name) .)8D()/"&,86 + .#"/"3' "43'1'+&#"&)#", .)4
2)&)#*3 ?%4,& .#)'+E)4'&D "/&)#'("F'6 1" LDAP-+,#/,#, .#' .)'+2, .)8D()/"&,8,;.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ("4"11*; DN .)8D()/"&,86.

>,')*I6,6

bind authenticate root-dn  NAME
no bind authenticate root-dn

N*4*F/)47

¥ NAME<Ñ<DN .)8D()/"&,86 + .#"/"3' "43'1'+&#"&)#", ("4",&+6 +&#)2); 4) 255
+'3/)8)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)# bind authenticate root-dn
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cn=admin,dc=example,dc=com
0/ME5100:example_router01(config-ldap-server)#

5.15. bind timeout
B)3"14" ("4"K& '1&,#/"8, .) '+&,0,1'' 2)&)#)=) %+&#);+&/) +0'&",&, 0&) LDAP-+,#/,#
1,4)+&%.,1.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (3).

>,')*I6,6

bind timeout  SEC
no bind timeout

N*4*F/)47

¥ SEC<Ñ<'1&,#/"8 / +,2%14"E, .#'1'3",& (1"0,1'6 (1..30).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)# bind timeout 5
0/ME5100:example_router01(config-ldap-server)#

5.16. change-type character-sets
B)3"14" .)(/)86,& ("4"&D 3'1'3"8D1), 2)8'0,+&/) =#%.. +'3/)8)/, 2)&)#), 4)8C1)
+)4,#C"&D+6 / ."#)8,.

>,')*I6,6

change-type character-sets
no change-type character-sets

N*4*F/)47

¥ NUM (2-4) <Ñ<!'1'3"8D1), 0'+8) 2)8'0,+&/" =#%.. +'3/)8)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements
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N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# change-type character-sets 3
0/ME5100S:example_router08(config-password-requirements)#

5.17. change-type set-transitions
B)3"14" .)(/)86&D ("4"&D 3'1'3"8D1), 2)8'0,+&/) .,#,E)4)/ 3,C4% =#%.."3' +'3/)8)/
/ ."#)8,.

>,')*I6,6

change-type set-transitions
no change-type set-transitions

N*4*F/)47

¥ NUM (1-127) <Ñ<!'1'3"8D1), 2)8'0,+&/) .,#,E)4)/ 3,C4% =#%.."3' +'3/)8)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# change-type set-transitions
120
0/ME5100S:example_router08(config-password-requirements)#

5.18. clear-session
B)3"14" .)(/)86,& ("/,#$'&D /+, "2&'/1*, +,++'' .)8D()/"&,86, ,+8' ."#)8D %0K&1);
(".'+' ?*8 '(3,1,1.

>,')*I6,6

clear-session
no clear-session

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-user
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N4,F/4

0/ME5100S:example_router08(config)# user test1
0/ME5100S:example_router08(config-user)# clear-session
0/ME5100S:example_router08(config-user)#

5.19. clear ssh key
B)3"14" .)(/)86,& %4"8'&D SSH 28@0 ).#,4,8,11)=) &'." '8' /+, 28@0'.

>,')*I6,6

clear ssh key { all | dsa | rsa | rsa1 }

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

N*4*F/)47

¥ all <Ñ<%4"8'&D /+, 28@0';

¥ { dsa | rsa | rsa1 } <Ñ<%4"8'&D 28@0 %2"("11)=) &'.".

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear ssh key dsa
Tue Sep  2 02:07:29 2025
0/ME5100:example_router01#

5.20. clear user-lockout
B)3"14" .)(/)86,& #"(?8)2'#)/"&D %0,&1*, (".'+' ' )0'+&'&D +&"&'+&'2% .).*&)2
"%&,1&':'2"F''.

>,')*I6,6

clear user lockout  name

N*4*F/)47

¥ name<Ñ<W"(?8)2'#)/2" ).#,4,8,11); %0,&1); (".'+'.

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5200S:example_router07# clear user lockout name admin
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Thu Sep  4 16:37:55 2025
0/ME5200S:example_router07#

5.21. clear user name
>"11"6 2)3"14" .)(/)86,& .#,2#"&'&D +,++'' /+,E %0,&1*E (".'+,; 8'?) ).#,4,8,11);.

>,')*I6,6

clear user name  name

N*4*F/)47

¥ name<Ñ<V"2#*&', +,++'' .) '3,1' %0,&1); (".'+'.

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5200S:example_router07# clear user name admin
Thu Sep  4 16:51:22 2025
0/ME5200S:example_router07#

5.22. disable
B)3"14" .)(/)86,& )&28@0'&D %0K&1%@ (".'+D 1"/+,=4".

>,')*I6,6

disable
no disable

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-user

N4,F/4

0/ME5100S:example_router08(config)# user test2
0/ME5100S:example_router08(config-user)# disable
0/ME5100S:example_router08(config-user)#

5.23. disable temporarily
>"11"6 2)3"14" .)(/)86,& /#,3,11) )&28@0'&D %0K&1%@ (".'+D.
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>,')*I6,6

disable temporarily
no disable temporarily

N*4*F/)47

¥ YYYY.MM.DD-HH:MM:SS<Ñ<>"&" )2)10"1'6 ?8)2'#)/2'

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-user

N4,F/4

0/ME5100S:example_router08(config)# user test5
0/ME5100S:example_router08(config-user)# disable temporarily 2025.10.24-14:20:01
0/ME5100S:example_router08(config-user)#

5.24. dscp
B)3"14" %+&"1"/8'/",& (1"0,1', .)86 DSCP, + 2)&)#*3 ?%4%& =,1,#'#)/"&D+6 '+E)467', IP-
."2,&* 8)2"8D1*E SSH-, Telnet- ' LDAP-+,#/,#)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@.

>,')*I6,6

dscp  DSCP_VAL
no dscp

N*4*F/)47

¥ DSCP_VAL<Ñ<(1"0,1', DSCP 486 ."2,&)/, .#'1'3",& (1"0,1'6 0..63.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ssh-server-vrf
config-telnet-server-vrf
config-ldap-server

N4,F/4

0/ME5100:example_router01(config)# telnet server vrf default
0/ME5100:example_router01(config-vrf)# dscp 32
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5.25. enable
>"11"6 2)3"14" .)(/)86,& .,#,;&' / #,C'3 ("4"1'6 ."#)86 (config-enable) 486 +3,1*
.#'/'8,='; .)8D()/"&,86 1" %2"("11*; %#)/,1D. I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,&
+))&/,&+&/%@7'; #"(4,8 2)1:'=%#"F'' /3,+&, + ."#)8,3, ,+8' )1 ?*8 +2)1:'=%#'#)/"1.

>,')*I6,6

[no] enable { p1 | p2 | .. | p14 | p15 }

N*4*F/)47

¥ p1..p15 <Ñ<%#)/1' .#'/'8,=';, 486 2)&)#*E ?%4,& ("4"/"&D+6 ."#)8D.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# enable p15
0/ME5100:example_router01(config-enable)# password enable-15

NOTE
>86 .#'3,1,1'6 2)1:'=%#"F'' #"(4,8" enable &#,?%,&+6 )?6("&,8D1),
("4"1', ."#)86 /1%&#' 4"11)=) #"(4,8" 2)3"14); 'password' .

5.26. host
B)3"14" '+.)8D(%,&+6 486 4)?"/8,1'6 LDAP-+,#/,#" / +.'+)2 '+.)8D(%,3*E +,#/,#)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ("4"11*; LDAP-+,#/,#.

>,')*I6,6

[no] host {  DOMAIN_NAME  | IPv4_ADDRESS | IPv6_ADDRESS } [ vrf { default  | VRF_NAME } ]

N*4*F/)47

¥ DOMAIN_NAME <Ñ<4)3,11), '36 LDAP-+,#/,#";

¥ IPv4_ADDRESS<Ñ<IPv4-"4#,+ LDAP-+,#/,#";

¥ IPv6_ADDRESS<Ñ<IPv6-"4#,+ LDAP-+,#/,#";

¥ VRF_NAME<Ñ<'36 N2(,3.86#" VRF.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server
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N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)# host 10.100.100.1 vrf example_vrf
0/ME5100:example_router01(config-host)#

5.27. key generate
B)3"14" .#,41"(1"0,1" 486 +)(4"1'6 28@0,;, '+.)8D(%,3*E / +'+&,3"E "%&,1&':'2"F''
SSH.

>,')*I6,6

key generate { host | dsa | rsa | rsa1 } [ label  label  ] [ modulus  value  ]

N*4*F/)47

¥ host <Ñ<+)(4"&D '8' )?1)/'&D 28@0' E)+&" SSH-+,#/,#" 3"#$#%&'("&)#";

¥ { dsa | rsa | rsa1 } <Ñ<+)(4"&D 28@0 %2"("11)=) &'.";

¥ label<Ñ<'4,1&':'2"&)# %+&#);+&/", .) %3)80"1'@ '+.)8D(%,&+6 hostname;

¥ modulus <Ñ<#"(3,# 28@0" / ?'&"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# key generate rsa modulus 1024 label ME5100_mio
You already have rsa keys.
Do you really want to replace them? (y/n): [n] y
Fri Nov 3 15:32:32 2023
Keys generated successfully
Elapsed time was 0.774307 sec
0/ME5100:example_router01#

5.28. ldap-server
B)3"14" +)(4",& / 2)1:'=%#"F'' LDAP-+,#/,# ' )+%7,+&/86,& .,#,E)4 / #,C'3 1"+&#);2'
,=) ."#"3,&#)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& LDAP-+,#/,# + %+&#);+&/".

>,')*I6,6

[no] ldap-server
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)#

5.29. line console enable authentication
B)3"14" /28@0",& enable-"%&,1&':'2"F'@ ("%&,1&':'2"F'@ .#' .,#,E)4, 1" #"(1*,
%#)/1' .#'/'8,=';) 1" 2)1+)8D1)3 .)#&% %+&#);+&/" 0,#,( #"1,, +2)1:'=%#'#)/"11*;
+.'+)2 3,&)4)/ AAA ( 'aaa authentication enable' ). A)+8, /*.)81,1'6 4"11); 2)3"14*
enable-"%&,1&':'2"F'6 1" 2)1+)8' ?%4,& .#)/)4'&D+6 .) 3,&)4"3, %2"("11*3 / N&)3
+.'+2,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& &'. "%&,1&':'2"F'' .) %3)80"1'@.

>,')*I6,6

line console enable authentication  LISTNAME
no line console enable authentication

N*4*F/)47

¥ LISTNAME <Ñ<'36 +.'+2" 3,&)4)/, 2)&)#*; ?%4,& '+.)8D()/"&D+6 486 enable-
"%&,1&':'2"F'' .)8D()/"&,8,; 1" 2)1+)8D1)3 .)#&% %+&#);+&/".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# line console enable authentication ENABLE-LIST
0/ME5100:example_router01(config)#

5.30. line console login authentication
B)3"14" /28@0",& "%&,1&':'2"F'@ /E)4" .)8D()/"&,8,; 1" 2)1+)8D1)3 .)#&% %+&#);+&/"
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0,#,( #"1,, +2)1:'=%#'#)/"11*; +.'+)2 3,&)4)/ AAA ( 'aaa authentication login' ). A)+8,
/*.)81,1'6 4"11); 2)3"14* "%&,1&':'2"F'6 /E)4" 0,#,( 2)1+)8D ?%4,& .#)/)4'&D+6 .)
3,&)4"3, %2"("11*3 / N&)3 +.'+2,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& &'. "%&,1&':'2"F'' .) %3)80"1'@.

>,')*I6,6

line console login authentication  LISTNAME
no line console login authentication

N*4*F/)47

¥ LISTNAME <Ñ<'36 +.'+2" 3,&)4)/, 2)&)#*; ?%4,& '+.)8D()/"&D+6 486 "%&,1&':'2"F''
/E)4" .)8D()/"&,8,; 0,#,( 2)1+)8D1*; .)#& %+&#);+&/".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# line console login authentication LOGIN-LIST
0/ME5100:example_router01(config)#

5.31. line console session-timeout
>"11"6 2)3"14" ("4",& .,#')4 1,"2&'/1)+&' .)428@0,11)=) 1" 2)1+)8D1)3 .)#&%
.)8D()/"&,86, .) '+&,0,1'' 2)&)#)=) +,++'6 .)8D()/"&,86 ?%4,& .#'1%4'&,8D1) ("/,#$,1".

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& 486 .,#')4" 1,"2&'/1)+&' (1"0,1', .)
%3)80"1'@ - 30 3'1%&.

>,')*I6,6

line console session-timeout  TIMEOUT
no line console session-timeout

N*4*F/)47

¥ TIMEOUT<Ñ<(1"0,1', &";3"%&", / 3'1%&"E, .#'1'3",& (1"0,1'6 )& 1 4) 1440.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4
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0/ME5100:example_router01(config)# line console session-timeout 600
0/ME5100:example_router01(config)#

5.32. line ssh enable authentication
B)3"14" /28@0",& enable-"%&,1&':'2"F'@ ("%&,1&':'2"F'@ .#' .,#,E)4, 1" #"(1*,
%#)/1' .#'/'8,=';) .)428@0,11*E .) .#)&)2)8% SSH .)8D()/"&,8,; 0,#,( #"1,,
+2)1:'=%#'#)/"11*; +.'+)2 3,&)4)/ AAA ( 'aaa authentication enable' ). A)+8, /*.)81,1'6
4"11); 2)3"14* enable-"%&,1&':'2"F'6 .)428@0,11*E .) .#)&)2)8% SSH .)8D()/"&,8,;
?%4,& .#)/)4'&D+6 .) 3,&)4"3, %2"("11*3 / N&)3 +.'+2,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& &'. "%&,1&':'2"F'' .) %3)80"1'@.

>,')*I6,6

line ssh enable authentication  LISTNAME
no line ssh enable authentication

N*4*F/)47

¥ LISTNAME <Ñ<'36 +.'+2" 3,&)4)/, 2)&)#*; ?%4,& '+.)8D()/"&D+6 486 enable-
"%&,1&':'2"F'' .)8D()/"&,8,;, .)428@0,11*E .) .#)&)2)8% SSH.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# line ssh enable authentication ENABLE-LIST
0/ME5100:example_router01(config)#

5.33. line ssh login authentication
B)3"14" /28@0",& "%&,1&':'2"F'@ /E)4" .)8D()/"&,8,; .#' .)428@0,1'' .) .#)&)2)8%
SSH 0,#,( #"1,, +2)1:'=%#'#)/"11*; +.'+)2 3,&)4)/ AAA ( 'aaa authentication login' ).
A)+8, /*.)81,1'6 4"11); 2)3"14* "%&,1&':'2"F'6 /E)4" .)428@0,11*E .) .#)&)2)8%
SSH .)8D()/"&,8,; ?%4,& .#)/)4'&D+6 .) 3,&)4"3, %2"("11*3 / N&)3 +.'+2,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& &'. "%&,1&':'2"F'' .) %3)80"1'@.

>,')*I6,6

line ssh login authentication  LISTNAME
no line ssh login authentication
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N*4*F/)47

¥ LISTNAME <Ñ<'36 +.'+2" 3,&)4)/, 2)&)#*; ?%4,& '+.)8D()/"&D+6 486 "%&,1&':'2"F''
/E)4" .)8D()/"&,8,; .#' .)428@0,1'' .) .#)&)2)8% SSH.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# line ssh login authentication LOGIN-LIST
0/ME5100:example_router01(config)#

5.34. line ssh session-timeout
>"11"6 2)3"14" ("4",& .,#')4 1,"2&'/1)+&' 486 .)428@0,11*E .) .#)&)2)8% SSH
.)8D()/"&,8,;, .) '+&,0,1'' 2)&)#)=) +,++'' &"2'E .)8D()/"&,8,; ?%4,& .#'1%4'&,8D1)
("/,#$,1*.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& 486 .,#')4" 1,"2&'/1)+&' (1"0,1', .)
%3)80"1'@ - 30 3'1%&.

>,')*I6,6

line ssh session-timeout  TIMEOUT
no line ssh session-timeout

N*4*F/)47

¥ TIMEOUT<Ñ<(1"0,1', &";3"%&", / 3'1%&"E, .#'1'3",& (1"0,1'6 )& 1 4) 1440.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# line ssh session-timeout 600

5.35. line telnet enable authentication
B)3"14" /28@0",& enable-"%&,1&':'2"F'@ ("%&,1&':'2"F'@ .#' .,#,E)4, 1" #"(1*,
%#)/1' .#'/'8,=';) .)428@0,11*E .) .#)&)2)8% Telnet .)8D()/"&,8,; 0,#,( #"1,,
+2)1:'=%#'#)/"11*; +.'+)2 3,&)4)/ AAA ( 'aaa authentication enable' ). A)+8, /*.)81,1'6
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4"11); 2)3"14* enable-"%&,1&':'2"F'6 .)428@0,11*E .) .#)&)2)8% Telnet .)8D()/"&,8,;
?%4,& .#)/)4'&D+6 .) 3,&)4"3, %2"("11*3 / N&)3 +.'+2,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& &'. "%&,1&':'2"F'' .) %3)80"1'@.

>,')*I6,6

line telnet enable authentication  LISTNAME
no line telnet enable authentication

N*4*F/)47

¥ LISTNAME <Ñ<'36 +.'+2" 3,&)4)/, 2)&)#*; ?%4,& '+.)8D()/"&D+6 486 enable-
"%&,1&':'2"F'' .)8D()/"&,8,;, .)428@0,11*E .) .#)&)2)8% Telnet

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# line telnet enable authentication ENABLE-LIST
0/ME5100:example_router01(config)#

5.36. line telnet login authentication
B)3"14" /28@0",& "%&,1&':'2"F'@ /E)4" .)8D()/"&,8,; .#' .)428@0,1'' .) .#)&)2)8%
Telnet 0,#,( #"1,, +2)1:'=%#'#)/"11*; +.'+)2 3,&)4)/ AAA ( 'aaa authentication login' ).
A)+8, /*.)81,1'6 4"11); 2)3"14* "%&,1&':'2"F'6 /E)4" .)428@0,11*E .) .#)&)2)8%
Telnet .)8D()/"&,8,; ?%4,& .#)/)4'&D+6 .) 3,&)4"3, %2"("11*3 / N&)3 +.'+2,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& &'. "%&,1&':'2"F'' .) %3)80"1'@.

>,')*I6,6

line telnet login authentication  LISTNAME
no line telnet login authentication

N*4*F/)47

¥ LISTNAME <Ñ<'36 +.'+2" 3,&)4)/, 2)&)#*; ?%4,& '+.)8D()/"&D+6 486 "%&,1&':'2"F''
/E)4" .)8D()/"&,8,; .#' .)428@0,1'' .) .#)&)2)8% Telnet.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4
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0/ME5100:example_router01(config)# line telnet login authentication LOGIN-LIST
0/ME5100:example_router01(config)#

5.37. line telnet session-timeout
>"11"6 2)3"14" ("4",& .,#')4 1,"2&'/1)+&' 486 .)428@0,11*E .) .#)&)2)8% Telnet
.)8D()/"&,8,;, .) '+&,0,1'' 2)&)#)=) +,++'' &"2'E .)8D()/"&,8,; ?%4,& .#'1%4'&,8D1)
("/,#$,1*.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& 486 .,#')4" 1,"2&'/1)+&' (1"0,1', .)
%3)80"1'@ - 30 3'1%&.

>,')*I6,6

line telnet session-timeout  TIMEOUT
no line telnet session-timeout

N*4*F/)47

¥ TIMEOUT<Ñ<(1"0,1', &";3"%&", / 3'1%&"E, .#'1'3",& (1"0,1'6 )& 1 4) 1440.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# line telnet session-timeout 600
0/ME5100:example_router01(config)#

5.38. maximum-length
B)3"14" .)(/)86,& ("4"&D )=#"1'0,1', 1" 3"2+'3"8D1), 2)8'0,+&/) +'3/)8)/ / ."#)8, /
&,2+&)/)3 /'4,.

>,')*I6,6

maximum-length
no maximum-length

N*4*F/)47

¥ NUM (10-128) <Ñ<!"2+'3"8D1"6 48'1" ."#)86

Q'*:/',/ <( 2F(0:*',M

128
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# maximum-length 44
0/ME5100S:example_router08(config-password-requirements)#

NOTE
>8'1" ."#"3,&#)/ minimum-lower-cases, minimum-numerics, minimum-
punctuations, minimum-upper-cases 1, 4)8C1" .#,/*$"&D 48'1% (1"0,1'6
maximum-length

5.39. maximum-lifetime
B)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 3"2+'3"8D1), /#,36 C'(1' ."#)86.

>,')*I6,6

maximum-lifetime
no maximum-lifetime

N*4*F/)47

¥ NUM (30-365) <Ñ<!"2+'3"8D1), /#,36 C'(1' ."#)86 / 416E

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# maximum-lifetime 50
0/ME5100S:example_router08(config-password-requirements)#

NOTE
A#' 4)+&'C,1'' (1"0,1'6 maximum-lifetime ."#)8D 3)C,& ?*&D 8'?)
'(3,1,1, 8'?) %4"8,1.

CAUTION

R+8' / 2)1:'=%#"F'' .#'+%&+&/%,& .#"/'8) maximum-lifetime, &) .#'
'(3,1,1'' /#,3,1' +'+&,3* /)(#"+& ."#)86 .,#,+0'&*/",&+6
)&1)+'&,8D1) 1)/)=) /#,3,1'. A,#,/)4 +'+&,31)=) /#,3,1' /.,#K4
3)C,& .#'/,+&' 2 .#,C4,/#,3,11)3% '+&,0,1'@ +#)2" 4,;+&/'6 ."#)86,
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" )&2"& /#,3,1'<Ñ<2 1,2)##,2&1); #"?)&, )=#"1'0,1'; ' /)(3)C1)3%
)?E)4% .#"/'8.

5.40. method
>"11"6 2)3"14" +)(4",& 3,&)4 "%&,1&':'2"F'' /1%&#' +))&/,&+&/%@7,=) +.'+2"
"%&,1&':'2"F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& +))&/,&+&/%@7'; 3,&)4 '( +.'+2"
"%&,1&':'2"F''.

>,')*I6,6

[no] method { local | tacacs | radius | ldap }

N*4*F/)47

¥ local <Ñ<3,&)4 %+&"1"/8'/",& 8)2"8D1%@ "%&,1&':'2"F'@, &) ,+&D "%&,1&':'2"F'@
+)=8"+1) 1"+&#);2"3 'enable'  ' 'user'  / &,2%7,; 2)1:'=%#"F'';

¥ tacacs <Ñ<3,&)4 %+&"1"/8'/",& "%&,1&':'2"F'@ 0,#,( +2)1:'=%#'#)/"11*, TACACS+-
+,#/,#*;

¥ radius <Ñ<3,&)4 %+&"1"/8'/",& "%&,1&':'2"F'@ 0,#,( +2)1:'=%#'#)/"11*, RADIUS-
+,#/,#*;

¥ ldap <Ñ<3,&)4 %+&"1"/8'/",& "%&,1&':'2"F'@ 0,#,( +2)1:'=%#'#)/"11*, LDAP-
+,#/,#*.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-aaa-authentication-enable
config-aaa-authentication-login

N4,F/4

0/ME5100:example_router01(config)# aaa authentication login LOGIN-LIST
0/ME5100:example_router01(config-login)# method tacacs
0/ME5100:example_router01(config-login)# method local
0/ME5100:example_router01(config-login)#

5.41. minimum-length
B)3"14" .)(/)86,& ("4"&D )=#"1'0,1', 1" 3'1'3"8D1), 2)8'0,+&/) +'3/)8)/ / ."#)8, /
&,2+&)/)3 /'4,.

>,')*I6,6

minimum-length
no minimum-length
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N*4*F/)47

¥ NUM (1-10) <Ñ<!'1'3"8D1"6 48'1" ."#)86

Q'*:/',/ <( 2F(0:*',M

1

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# minimum-length 2
0/ME5100S:example_router08(config-password-requirements)#

NOTE
R+8' 48'1" ."#"3,&#)/ minimum-lower-cases, minimum-numerics, minimum-
punctuations, minimum-upper-cases .#,/*$",& 48'1% minimum-length, &)
3'1'3"8D1"6 48'1" ."#)86 '=1)#'#%,&+6

5.42. minimum-lifetime
B)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 3'1'3"8D1), /#,36 C'(1' ."#)86.

>,')*I6,6

minimum-lifetime
no minimum-lifetime

N*4*F/)47

¥ NUM (1-30) <Ñ<!'1'3"8D1), /#,36 C'(1' ."#)86 / 416E

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# minimum-lifetime 10
0/ME5100S:example_router08(config-password-requirements)#

NOTE R+8' / %0,&1); (".'+' .#'+%&+&/%,& ."#)8D ' 4,;+&/%,& .#"/'8) minimum-
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lifetime, ."#)8D 1, 3)C,& ?*&D %4"8,1 4) '+&,0,1'6 3'1'3"8D1)=) +#)2"
C'(1'.

CAUTION

R+8' / 2)1:'=%#"F'' .#'+%&+&/%@& .#"/'8) minimum-lifetime, &) .#'
'(3,1,1'' /#,3,1' +'+&,3* /)(#"+& ."#)86 .,#,+0'&*/",&+6
)&1)+'&,8D1) 1)/)=) /#,3,1'. A,#,/)4 +'+&,31)=) /#,3,1' /.,#K4
3)C,& .#'/,+&' 2 .#,C4,/#,3,11)3% '+&,0,1'@ +#)2" 4,;+&/'6 ."#)86,
" )&2"& /#,3,1' Ñ 2 1,2)##,2&1); #"?)&, )=#"1'0,1'; ' /)(3)C1)3%
)?E)4% .#"/'8.

5.43. minimum-lower-cases
>"11"6 2)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 3'1'3"8D1), 2)8'0,+&/) +'3/)8)/ /
1'C1,3 #,='+&#, / ."#)8, / &,2+&)/)3 /'4,.

>,')*I6,6

minimum-lower-cases
no minimum-lower-cases

N*4*F/)47

¥ NUM (1-128) <Ñ<!'1'3"8D1), 2)8'0,+&/) +'3/)8)/ / 1'C1,3 #,='+&#,

Q'*:/',/ <( 2F(0:*',M

0

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# minimum-lower-cases 4
0/ME5100S:example_router08(config-password-requirements)#

5.44. minimum-numerics
>"11"6 2)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 3'1'3"8D1), 2)8'0,+&/) F':# / ."#)8, /
&,2+&)/)3 /'4,.

>,')*I6,6

minimum-numerics
no minimum-numerics

99



N*4*F/)47

¥ NUM (1-128) <Ñ<!'1'3"8D1), 2)8'0,+&/) F':#

Q'*:/',/ <( 2F(0:*',M

0

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# minimum-numerics 5
0/ME5100S:example_router08(config-password-requirements)#

5.45. minimum-punctuations
>"11"6 2)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 3'1'3"8D1), 2)8'0,+&/) (1"2)/
.#,.'1"1'6 '8' +.,F'"8D1*E +'3/)8)/ / ."#)8, / &,2+&)/)3 /'4,.

>,')*I6,6

minimum-punctuations
no minimum-punctuations

N*4*F/)47

¥ NUM (1-128) <Ñ<!'1'3"8D1), 2)8'0,+&/) (1"2)/ .#,.'1"1'6 '8' +.,F'"8D1*E
+'3/)8)/.

Q'*:/',/ <( 2F(0:*',M

0

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# minimum-punctuations 5
0/ME5100S:example_router08(config-password-requirements)#
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5.46. minimum-reuse
B)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 3'1'3"8D1), 2)8'0,+&/) .#,4*4%7'E ."#)8,;,
2)&)#*, 4)8C1* )&8'0"&D+6 )& 1)/)=) ."#)86.

>,')*I6,6

minimum-reuse
no minimum-reuse

N*4*F/)47

¥ NUM (1-20) <Ñ<!'1'3"8D1), 2)8'0,+&/) .#,4*4%7'E ."#)8,;, 2)&)#*, )&8'0"@&+6 )&
1)/)=).

Q'*:/',/ <( 2F(0:*',M

1

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# minimum-reuse 5
0/ME5100S:example_router08(config-password-requirements)#

5.47. minimum-upper-cases
>"11"6 2)3"14" .)(/)86,& +2)1:'=%#'#)/"&D 3'1'3"8D1), 2)8'0,+&/) +'3/)8)/ /
/,#E1,3 #,='+&#, / ."#)8, / &,2+&)/)3 /'4,.

>,')*I6,6

minimum-upper-cases  NUM
no minimum-upper-cases

N*4*F/)47

¥ NUM (1-128) <Ñ<!'1'3"8D1), 2)8'0,+&/) +'3/)8)/ / /,#E1,3 #,='+&#,.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-password-requirements

N4,F/4
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0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)# minimum-upper-cases 4
0/ME5100S:example_router08(config-password-requirements)#

5.48. naming-attribute
B)3"14" ("4"K& '36 "&#'?%&" )?H,2&", +) (1"0,1',3 2)&)#)=) '4,& +#"/1,1', '3,1'
'+2)3)=) .)8D()/"&,86 1" LDAP-+,#/,#,.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (uid).

>,')*I6,6

naming-attribute  NAME
no naming-attribute

N*4*F/)47

¥ NAME<Ñ<'36 "&#'?%&" )?H,2&".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100S:example_router08(config)# ldap-server
0/ME5100S:example_router08(config-ldap-server)# naming-attribute displayName
0/ME5100S:example_router08(config-ldap-server)#

5.49. password
A#' '+.)8D()/"1'' / #"(4,8, 1"+&#);2' TACACS+ ' RADIUS-+,#/,#)/ (config-aaa-radius-
server-vrf-host-ipv4, config-aaa-radius-server-host-ipv4, config-aaa-tacacs-server-vrf-host-ipv4)
4"11"6 2)3"14" ("4",& 28@0, 2)&)#*; ?%4,& '+.)8D()/"1 .#' )?#"7,1'' 2
+))&/,&+&/%@7,3% +,#/,#%.

A#' '+.)8D()/"1'' / #"(4,8, 1"+&#);2' 8)2"8D1*E .)8D()/"&,8,; (config-user) 2)3"14"
("4",& ."#)8D 486 8)2"8D1)=) .)8D()/"&,86.

A#' '+.)8D()/"1'' / #"(4,8, 1"+&#);2' +3,1* .#'/'8,='; .)8D()/"&,86 (config-enable)
2)3"14" ("4",& ."#)8D 486 .,#,E)4" 1" %2"("11*; %#)/,1D .#'/'8,=';.

>,')*I6,6

password [ encrypted ]  STRING
no password
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N*4*F/)47

¥ encrypted <Ñ<)?)(1"0",&, 0&) 4"8,, ?%4,& .#'/,4,1 ."#)8D / ("$':#)/"11)3 /'4,;

¥ STRING<Ñ<+&#)2"-."#)8D.

C(F*'3'7G 4/J,F

config-aaa-radius-server-host
config-aaa-tacacs-server-host
config-enable
config-user

N4,F/4

0/ME5100:example_router01(config)# radius-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)# password secretkey
0/ME5100:example_router01(config-host)#

5.50. password-requirements
B)3"14" .)(/)86,& +2)1:'=%#'#)/"&D )?6("&,8D1*, &#,?)/"1'6 2 ."#)863 8)2"8D1*E
%0,&1*E (".'+,;.

>,')*I6,6

password-requirements
no password-requirements

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100S:example_router08(config)# password-requirements
0/ME5100S:example_router08(config-password-requirements)#

5.51. privilege
>"11"6 2)3"14" ("4",& %#)/,1D .#'/'8,='; 8)2"8D1)=) .)8D()/"&,86 / +))&/,&+&/%@7,3
#"(4,8, 1"+&#);2'.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (p1).

>,')*I6,6

privilege { p1 | p2 | .. | p14 | p15 }
no privilege
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N*4*F/)47

¥ p1 ..p15<Ñ<%#)/,1D .#'/'8,=';, 2)&)#*; ?%4,& 1"(1"0"&D+6 8)2"8D1)3% .)8D()/"&,8@
.#' /E)4, / +'+&,3%.

C(F*'3'7G 4/J,F

config-user

N4,F/4

0/ME5100:example_router01(config)# user fred
0/ME5100:example_router01(config-user)# privilege p15
0/ME5100:example_router01(config-user)#

5.52. privilege-level-attribute
B)3"14" ("4"K& '36 "&#'?%&" )?H,2&", (1"0,1', 2)&)#)=) ?%4,& ).#,4,86&D 1"0"8D1*,
.#'/'8,='' .)8D()/"&,86 1" %+&#);+&/, .#' "%&,1&':'2"F'' 0,#,( LDAP-+,#/,#. U&#'?%&
4)8C,1 .#'1'3"&D (1"0,1'6 [1..15].

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (priv-lvl).

>,')*I6,6

privilege-level-attribute  NAME
no privilege-level-attribute

N*4*F/)47

¥ NAME<Ñ<'36 "&#'?%&" )?H,2&".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100S:example_router08(config)# ldap-server
0/ME5100S:example_router08(config-ldap-server)# privilege-level-attribute title
0/ME5100S:example_router08(config-ldap-server)#

5.53. port
A#' '+.)8D()/"1'' / #"(4,8, 1"+&#);2' TACACS+- ' LDAP-+,#/,#)/ (config-tacacs-server-host-
vrf ' config-ldap-server-host-vrf) 4"11"6 2)3"14" ("4",& 1)3,# .)#&", .) 2)&)#)3%
3"#$#%&'("&)# ?%4,& )?#"7"&D+6 2 %4"8,11)3% +,#/,#%.

A#' '+.)8D()/"1'' / #"(4,8"E 1"+&#);2' SSH- ' Telnet-+,#/,#)/ (config-ssh-server-vrf '
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config-telnet-server-vrf) 2)3"14" ("4",& 1)3,# .)#&", .) 2)&)#)3% ?%4,& .#'1'3"&D
/E)467', +),4'1,1'6 +))&/,&+&/%@7'; 8)2"8D1*; +,#/,#.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@.

>,')*I6,6

port  PORT
no port

N*4*F/)47

¥ PORT<Ñ<1)3,# .)#&", .#'1'3",& (1"0,1'6 )& 1 4) 65535.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-tacacs-server-host-vrf
config-ssh-server-vrf
config-telnet-server-vrf
config-ldap-server-host-vrf

N4,F/4

0/ME5100:example_router01(config)# tacacs-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)# port 993
0/ME5100:example_router01(config-host)#

5.54. priority
B)3"14" 1"(1"0",& .#')#'&,& ()0,#,41)+&D) '+.)8D()/"1'6 %2"("11)3% TACACS+, RADIUS
'8' LDAP-+,#/,#% / )?7,3 +.'+2, +,#/,#)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@.

>,')*I6,6

priority  PRIO
no priority

N*4*F/)47

¥ PRIO<Ñ<.#')#'&,& ("4"11)=) +,#/,#" / )?7,3 +.'+2, +,#/,#)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-radius-server-host-vrf
config-tacacs-server-host-vrf
config-ldap-server-host-vrf
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N4,F/4

0/ME5100:example_router01(config)# tacacs-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)# priority 10
0/ME5100:example_router01(config-host)#

5.55. radius-server dscp
>"11"6 2)3"14" %+&"1"/8'/",& (1"0,1', .)86 DSCP, + 2)&)#*3 ?%4%& =,1,#'#)/"&D+6 IP-
."2,&*, )&.#"/86,3*, 1" RADIUS-+,#/,#*.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (63).

>,')*I6,6

radius-server dscp  DSCP_VAL
no radius-server dscp

N*4*F/)47

¥ DSCP_VAL<Ñ<(1"0,1', DSCP 486 ."2,&)/, .#'1'3",& (1"0,1'6 0..63.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# radius-server dscp 32
0/ME5100:example_router01(config)#

5.56. radius-server host
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' RADIUS-+,#/,# + %2"("11*3 IPv4-"4#,+)3 '
.,#,E)4'& / #,C'3 1"+&#);2' ,=) ."#"3,&#)/ (config-aaa-radius-server-host). -),4'1,1', +
&"2'3 +,#/,#)3 ?%4,& .#)'(/)4'&D+6 /1%&#' %2"("11)=) VRF 8'?) / =8)?"8D1); &"?8'F,
3"#$#%&'("F'' (GRT).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& RADIUS-+,#/,# '( 2)1:'=%#"F'' %+&#);+&/".

>,')*I6,6

[no] radius-server host ipv4  SERVERADDR [ vrf  VRF_NAME ]

N*4*F/)47

¥ SERVERADDR<Ñ<IPv4-"4#,+ %4"8,11)=) +,#/,#";

¥ VRF_NAME<Ñ<1"(/"1', N2(,3.86#" VRF, /1%&#' 2)&)#)=) ?%4,& .#)'(/)4'&D+6
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/("'3)4,;+&/', + +,#/,#)3.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# radius-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)#

5.57. radius-server retransmit
>"11"6 2)3"14" ("4",& 2)8'0,+&/) .).*&)2 +),4'1,1'6 + RADIUS-+,#/,#)3.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (3 .).*&2').

>,')*I6,6

radius-server retransmit  RETRIES
[no] radius-server retransmit

N*4*F/)47

¥ RETRIES<Ñ<2)8'0,+&/) .).*&)2 %+&"1)/8,1'6 +),4'1,1'6, .#'1'3",& (1"0,1'6 1..10.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# radius-server retransmit 5
0/ME5100:example_router01(config)#

5.58. radius-server timeout
>"11"6 2)3"14" ("4",& /#,36 )C'4"1'6 )&/,&" )& RADIUS-+,#/,#)/, / +,2%14"E.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (3 +,2%14*).

>,')*I6,6

radius-server timeout  SECS
[no] radius-server timeout
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N*4*F/)47

¥ SECS<Ñ</#,36 )C'4"1'6 )&/,&" )& +,#/,#", .#'1'3",& (1"0,1', 1..30 +,2.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# radius-server timeout 20
0/ME5100:example_router01(config)#

5.59. search filter user-object-class
B)3"14" ("4"K& '36 28"++" )?H,2&)/, +#,4' 2)&)#*E 1,)?E)4'3) /*.)816&D .)'+2
.)8D()/"&,8,; 1" LDAP-+,#/,#,.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (posixAccount).

>,')*I6,6

search filter user-object-class  NAME
no search filter user-object-class

N*4*F/)47

¥ NAME<Ñ<'36 28"++" )?H,2&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)# search filter user-object-class
shadowAccount
0/ME5100:example_router01(config-ldap-server)#

5.60. search scope
B)3"14); ("4"K& )?8"+&D .)'+2" .)8D()/"&,8,; / 4,#,/, LDAP-+,#/,#".

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (subtree).
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>,')*I6,6

search scope { onelevel | subtree }
no search scope

N*4*F/)47

¥ onelevel <Ñ</*.)816&D .)'+2 / )?H,2&"E 1" +8,4%@7,3 %#)/1, .)+8, ?"()/)=) DN /
4,#,/, LDAP +,#/,#";

¥ subtree <Ñ<Ð /*.)816&D .)'+2 /) /+,E )?H,2&"E .)44,#,/" ?"()/)=) DN / 4,#,/, LDAP
+,#/,#".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)# search scope onelevel
0/ME5100:example_router01(config-ldap-server)#

5.61. search timeout
B)3"14" ("4"K& '1&,#/"8, .) '+&,0,1'' 2)&)#)=) %+&#);+&/) +0'&",&, 0&) LDAP-+,#/,# 1,
1"$,8 (".'+,; .)8D()/"&,8,;, .)4E)467'E .)4 %+8)/', .)'+2".

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (0 - %+&#);+&/)
)C'4",& ("/,#$,1'6 .)'+2" ' .)8%0,1'6 )&/,&" )& LDAP-+,#/,#").

>,')*I6,6

search timeout  SEC
no search timeout

N*4*F/)47

¥ SEC<Ñ<'1&,#/"8 / +,2%14"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

config-ldap-server

N4,F/4

0/ME5100:example_router01(config)# ldap-server
0/ME5100:example_router01(config-ldap-server)# search timeout 10
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0/ME5100:example_router01(config-ldap-server)#

5.62. session
>"11"6 2)3"14" .)(/)86,& .#,2#"&'&D )&2#*&%@ console/telnet/ssh-+,++'@ .) ID +,++''.

>,')*I6,6

clear user name session  NUM

N*4*F/)47

¥ NUM <Ñ<94,1&':'2"F')11*; 1)3,# )&2#*&); +,++'' 1..4294967295.

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5200S:example_router07# clear user name ad session 1
Thu Sep  4 16:57:56 2025
0/ME5200S:example_router07#

5.63. session-limit
>"11"6 2)3"14" %+&"1"/8'/",& )=#"1'0,1', 1" 3"2+'3"8D1), 2)8'0,+&/) )41)/#,3,11)
.)428@0,11*E .) .#)&)2)8"3 SSH ' Telnet .)8D()/"&,8,; (%.#"/86@7'E +,++';).

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (10 +),4'1,1';).

>,')*I6,6

session-limit  SESSIONS
no session-limit

N*4*F/)47

¥ SESSIONS<Ñ<3"2+'3"8D1), 2)8'0,+&/) )41)/#,3,11) .)428@0,11*E .)8D()/"&,8,;,
.#'1'3",& (1"0,1'6 1..20.

C(F*'3'7G 4/J,F

config-ssh-server-vrf
config-telnet-server-vrf

N4,F/4

0/ME5100:example_router01(config)# ssh server vrf mgmt-intf
0/ME5100:example_router01(config-vrf)# session-limit 19

110



5.64. show aaa authentication
>"11"6 2)3"14" /*/)4'& '1:)#3"F'@ ) 2)1:'=%#"F'' 3)4%86 UUU ' ."#"3,&#"E
"%&,1&':'2"F''.

>,')*I6,6

show aaa authentication

N*4*F/)47

>"11"6 2)3"14" 1, +)4,#C'& "#=%3,1&)/

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

Ê AAA Lines configuration:

Ê Line     Login list                        Enable list                       Session
timeout
Ê -------  --------------------------------  --------------------------------
---------------
Ê console                                                                      30
Ê telnet                                                                       1440
Ê ssh                                                                          30

Ê AAA Retry options:

Ê Lockout period:          N/A minutes
Ê Fail interval:           15 minutes
Ê Backoff factor:          5 seconds
Ê Backoff threshold:       2 tries
Ê Login grace time:        1 minutes
Ê Tries before disconnect: 4 tries

5.65. show passwords lifetime
B)3"14" /*/)4'& '1:)#3"F'@ ) /#,3,1' C'(1' ."#)8,; %0K&1*E (".'+,; 8)2"8D1*E
.)8D()/"&,8,;.

>,')*I6,6

show passwords lifetime [ user  USERNAME ]

N*4*F/)47

¥ USERNAME<Ñ<'36 %0,&1); (".'+'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2
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N4,F/4

0/ME5100:example_router01# show passwords lifetime
Tue Sep  2 07:35:24 2025
Ê User: admin
Ê   Password creation date: Mon Aug 25 06:44:33 2025
Ê   Password age: 1 weeks, 1 days, 0 hours, 50 minutes
Ê   The password will expire in 3 weeks, 0 days, 23 hours, 9 minutes
Ê   'minimum-lifetime' of password has been reached, allowed to change the password

Ê User: user1
Ê   Password creation date: Tue Sep  2 01:58:10 2025
Ê   Password age: 5 hours, 37 minutes, 14 seconds
Ê   The password will expire in 4 weeks, 1 days, 18 hours, 22 minutes
Ê   The minimum password lifetime will be exceeded in 1 days, 18 hours, 22 minutes

Ê User: user2
Ê   Password creation date: Mon Aug 25 08:29:19 2025
Ê   Password age: 1 weeks, 0 days, 23 hours, 6 minutes
Ê   The password will expire in 3 weeks, 1 days, 0 hours, 53 minutes
Ê   'minimum-lifetime' of password has been reached, allowed to change the password

0/ME5100:example_router01#

NOTE 5 /*/)4, 2)3"14* )&)?#"C"@&+6 &)8D2) %0,&1*, (".'+', '3,@7', ."#)8'.

5.66. show radius
>"11"6 2)3"14" /*/)4'& +.'+)2 +2)1:'=%#'#)/"11*E 1" %+&#);+&/, RADIUS-+,#/,#)/ '
."#"3,&#)/ #"?)&* + 1'3'.

>,')*I6,6

show radius

N*4*F/)47

>"11"6 2)3"14" 1, +)4,#C'& "#=%3,1&)/

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show radius
Thu Jul 13 16:41:45 2017
Ê Global Timeout: 3
Ê Retransmit:     3
Ê DSCP:           63
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Ê Host address                VRF                Port Auth  Port Acct   Timeout
Priority      Source IP
Ê --------------------------- ------------------ ---------- ----------- -------------
------------- ----------------
Ê 192.168.16.119              default            1810       1811        20
2
Ê 192.168.16.245              mng                1812       1813        3
1             192.168.16.245

5.67. show tacacs
>"11"6 2)3"14" /*/)4'& +.'+)2 +2)1:'=%#'#)/"11*E 1" %+&#);+&/, +,#/,#)/ TACACS+ '
."#"3,&#)/ #"?)&* + 1'3'.

>,')*I6,6

show tacacs

N*4*F/)47

>"11"6 2)3"14" 1, +)4,#C'& "#=%3,1&)/

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show tacacs
Thu Jul 13 16:47:47 2017
Ê Global Timeout: 4 (sec)
Ê DSCP          : 63

Ê Host address     Port    Priority  VRF
Ê ---------------- ------- --------- ----
Ê 192.168.16.245   49      1         mng

5.68. show users
>"11"6 2)3"14" /*/)4'& +.'+)2 .)428@0,11*E .)8D()/"&,8,; %+&#);+&/" ' ."#"3,&#*
+))&/,&+&/%@7'E +,++';.

>,')*I6,6

show users

N*4*F/)47

>"11"6 2)3"14" 1, +)4,#C'& "#=%3,1&)/

C(F*'3'7G 4/J,F

GLOBAL
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N4,F/4

0/ME5100:example_router01# show users
Thu Jul 13 16:52:03 2017
Ê SID     Username            Host                          Logged at
Login/Idle time      Priv  Auth method  VRF
Ê ------- ------------------- ----------------------------- --------------------
-------------------- ----- ------------ ----
Ê 1 *     admin               192.168.16.22 telnet          10:22:14 31.07.2025
01h32m54s            p15   tacacs       mgmt-intf
Ê 2       ad                  192.168.16.22 ssh             11:55:06 31.07.2025
00h00m02s            p15   local        mgmt-intf
Ê 4984    root                 console                      10:22:33 31.07.2025
01h32m35s

Ê Total sessions: 2, * - current session

5.69. show users lockout
>"11"6 2)3"14" /*/)4'& +.'+)2 ("?8)2'#)/"11*E %0,&1*E (".'+,;

>,')*I6,6

show users lockout

N*4*F/)47

¥ detailed <Ñ<A)4#)?1*; /*/)4 '1:)#3"F'' ) ("?8)2'#)/"11*E %0,&1*E (".'+6E.

¥ user<Ñ</*/)4 '1:)#3"F'' ) ?8)2'#)/2' ).#,4,8,11); %0,&1); (".'+'.

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5200S:example_router08# show users lockout
Thu May 29 17:51:01 2025
Ê User             Consecutive  Latest failure       Lockout start        Lockout end
Ê                  failures
Ê ---------------- ------------ -------------------- -------------------- ------------
Ê ad1              1            2025-05-29 17:49:28  N/A                  N/A
Ê admin            1            2025-05-29 17:49:19  N/A                  N/A
Ê remotereal       1            2025-05-29 17:49:02  N/A                  N/A
Ê s                1            2025-05-29 17:48:54  N/A                  N/A
0/ME5200S:example_router08#

NOTE
G" %+&#);+&/"E ME5000/ME5000M 2"C4"6 FMC '3,,& +/)@ 1,("/'+'3%@ ?"(%
4"11*E + ("?8)2'#)/"11*3' %0,&1*3' (".'+63'.
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5.70. shutdown
>"11"6 2)3"14" )&28@0",& +))&/,&+&/%@7'; SSH- '8' Telnet-+,#/,# 1" %+&#);+&/,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& +))&/,&+&/%@7'; +,#/,#.

>,')*I6,6

[no] shutdown

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#)/

C(F*'3'7G 4/J,F

config-ssh-server-vrf
config-telnet-server-vrf

N4,F/4

0/ME5100:example_router01(config)# ssh server vrf mgmt-intf
0/ME5100:example_router01(config-vrf)# shutdown
0/ME5100:example_router01(config-vrf)#

5.71. source-address
>"11"6 2)3"14" .)(/)86,& /*?#"&D "4#,+, 2)&)#*; ?%4,& '+.)8D()/"&D+6 / 2"0,+&/, IP-
"4#,+" )&.#"/'&,86 .#' )&.#"/2, ."2,&)/ 1" RADIUS-+,#/,#. -8,4%,& %2"(*/"&D "4#,+,
.#'1"48,C"7'; '1&,#:,;+% 3"#$#%&'("&)#" / +))&/,&+&/%@7,3 VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (/ 2"0,+&/, IP-"4#,+"
)&.#"/'&,86 ."2,&)/ ?%4,& '+.)8D()/"&D+6 "4#,+ /*E)467,=) '1&,#:,;+" %+&#);+&/").

>,')*I6,6

source-address  IPv4_ADDR
no source-address

N*4*F/)47

¥ IPv4_ADDR<Ñ<IPv4-"4#,+ )&.#"/'&,86 486 ."2,&)/.

C(F*'3'7G 4/J,F

config-aaa-radius-server-host

N4,F/4

0/ME5100:example_router01(config)# radius-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)# source-address 192.168.17.151
0/ME5100:example_router01(config-host)#
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5.72. ssh server
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' SSH-+,#/,# ' )+%7,+&/86,& .,#,E)4 / #,C'3
1"+&#);2' ,=) ."#"3,&#)/ (config-ssh-server-vrf). A#' (".%+2, SSH-+,#/,#" / 2"2)3-8'?) VRF
(8'?) / =8)?"8D1); &"?8'F, 3"#$#%&'("F'') %+&#);+&/) 1"0'1",& .#'1'3"&D +),4'1,1'6
.) .#)&)2)8% SSH 1" &,E +/)'E '1&,#:,;+"E, 2)&)#*, /28@0,1* / %2"("11*; VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& +))&/,&+&/%@7'; SSH-+,#/,# + %+&#);+&/".

>,')*I6,6

[no] ssh server vrf { default |  VRF_NAME }

N*4*F/)47

¥ VRF_NAME<Ñ<1"(/"1', N2(,3.86#" VRF, /1%&#' 2)&)#)=) SSH-+,#/,# ?%4,& .#'1'3"&D
+),4'1,1'6.

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# ssh server vrf mgmt-intf
0/ME5100:example_router01(config-vrf)#

IMPORTANT

5 F,86E )?,+.,0,1'6 ?,()."+1)+&' %+&#);+&/" ' )=#"1'0,1'6
/)(3)C1)+&' 1,+"12F')1'#)/"11)=) 4)+&%." 1, #,2)3,14%,&+6
(".%+2"&D Telnet- ' SSH-+,#/,#* / &,E VRF, 486 2)&)#*E N&) 1, &#,?%,&+6
6/1) .)8'&'2); 4)+&%." 2 %+&#);+&/%. W,2)3,14%,&+6 )+%7,+&/86&D
%.#"/8,1', %+&#);+&/)3 / +.,F'"8D1) /*4,8,11)3 486 N&'E F,8,;
VRF.

5.73. tacacs-server dscp
>"11"6 2)3"14" %+&"1"/8'/",& (1"0,1', .)86 DSCP, + 2)&)#*3 ?%4%& =,1,#'#)/"&D+6 IP-
."2,&*, )&.#"/86,3*, 1" +,#/,#* TACACS+.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (63).

>,')*I6,6

tacacs-server dscp  DSCP_VAL
no tacacs-server dscp

N*4*F/)47

¥ DSCP_VAL<Ñ<(1"0,1', DSCP 486 ."2,&)/, .#'1'3",& (1"0,1'6 0..63.

C(F*'3'7G 4/J,F

config
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N4,F/4

0/ME5100:example_router01(config)# tacacs-server dscp 32

5.74. tacacs-server host
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' +,#/,# TACACS+ + %2"("11*3 IPv4-"4#,+)3 '
.,#,E)4'& / #,C'3 1"+&#);2' ,=) ."#"3,&#)/ (config-aaa-tacacs-server-host). -),4'1,1', +
&"2'3 +,#/,#)3 ?%4,& .#)'(/)4'&D+6 /1%&#' %2"("11)=) VRF 8'?) / =8)?"8D1); &"?8'F,
3"#$#%&'("F'' (GRT).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& +))&/,&+&/%@7'; +,#/,# TACACS+ '( 2)1:'=%#"F''
%+&#);+&/".

>,')*I6,6

[no] tacacs-server host ipv4  SERVERADDR [ vrf  VRF_NAME ]

N*4*F/)47

¥ SERVERADDR<Ñ<IPv4-"4#,+ %4"8,11)=) +,#/,#";

¥ VRF_NAME<Ñ<1"(/"1', N2(,3.86#" VRF, /1%&#' 2)&)#)=) ?%4,& .#)'(/)4'&D+6
/("'3)4,;+&/', + +,#/,#)3.

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# tacacs-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)#

5.75. tacacs-server timeout
>"11"6 2)3"14" ("4",& /#,36 )C'4"1'6 )&/,&" )& +,#/,#)/ TACACS+, / +,2%14"E.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (3 +,2%14*).

>,')*I6,6

tacacs-server timeout  SECS
[no] tacacs-server timeout

N*4*F/)47

¥ SECS<Ñ</#,36 )C'4"1'6 )&/,&" )& +,#/,#)/, .#'1'3",& (1"0,1', 1..30 +,2.

C(F*'3'7G 4/J,F

config
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N4,F/4

0/ME5100:example_router01(config)# tacacs-server timeout 20

5.76. telnet server
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' Telnet-+,#/,# ' )+%7,+&/86,& .,#,E)4 / #,C'3
1"+&#);2' ,=) ."#"3,&#)/ (config-telnet-server-vrf). A#' (".%+2, Telnet-+,#/,#" / 2"2)3-8'?)
VRF (8'?) / =8)?"8D1); &"?8'F, 3"#$#%&'("F'') %+&#);+&/) 1"0'1",& .#'1'3"&D
+),4'1,1'6 .) .#)&)2)8% Telnet 1" &,E +/)'E '1&,#:,;+"E, 2)&)#*, /28@0,1* / %2"("11*;
VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& +))&/,&+&/%@7'; Telnet-+,#/,# + %+&#);+&/".

>,')*I6,6

[no] telnet server vrf { default |  VRF_NAME }

N*4*F/)47

¥ VRF_NAME<Ñ<1"(/"1', N2(,3.86#" VRF, /1%&#' 2)&)#)=) SSH-+,#/,# ?%4,& .#'1'3"&D
+),4'1,1'6.

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# telnet server vrf default
0/ME5100:example_router01(config-vrf)#

IMPORTANT

5 F,86E )?,+.,0,1'6 ?,()."+1)+&' %+&#);+&/" ' )=#"1'0,1'6
/)(3)C1)+&' 1,+"12F')1'#)/"11)=) 4)+&%." 1, #,2)3,14%,&+6
(".%+2"&D Telnet- ' SSH-+,#/,#* / &,E VRF, 486 2)&)#*E N&) 1, &#,?%,&+6
6/1) .)8'&'2); 4)+&%." 2 %+&#);+&/%. W,2)3,14%,&+6 )+%7,+&/86&D
%.#"/8,1', %+&#);+&/)3 / +.,F'"8D1) /*4,8,11)3 486 N&'E F,8,;
VRF.

5.77. timeout
>"11"6 2)3"14" ("4",& /#,36 )C'4"1'6 )&/,&" )& %2"("11)=) RADIUS-+,#/,#", / +,2%14"E.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (#"/1), =8)?"8D1);
1"+&#);2, radius-server timeout ).

>,')*I6,6

timeout  SECS
[no] timeout
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N*4*F/)47

¥ SECS<Ñ</#,36 )C'4"1'6 )&/,&" )& +,#/,#", .#'1'3",& (1"0,1', 1..30 +,2.

C(F*'3'7G 4/J,F

config-aaa-radius-server-host

N4,F/4

0/ME5100:example_router01(config)# radius-server host 192.168.16.245 vrf mgmt-intf
0/ME5100:example_router01(config-host)# timeout 20

5.78. user
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" %0,&1%@ (".'+D 8)2"8D1)=)
.)8D()/"&,86 ' )+%7,+&/86,& .,#,E)4 / #,C'3 1"+&#);2' ."#"3,&#)/ N&); %0,&1); (".'+'
(config-user).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& %0,&1%@ (".'+D 8)2"8D1)=) .)8D()/"&,86 '(
2)1:'=%#"F'' %+&#);+&/".

>,')*I6,6

[no] user  USERNAME

N*4*F/)47

¥ USERNAME<Ñ<'36 %0,&1); (".'+'. 936 3)C,& +)4,#C"&D +&#)01*, ?%2/* 8"&'1+2)=)
"8:"/'&", +)4,#C"&D "#"?+2', F':#*, (1"2' 4,:'+" ' .)40,#2'/"1'6 ' '3,&D 48'1%
1, ?)8,, 32 +'3/)8)/. 936 4)8C1) 1"0'1"&D+6 +) +&#)01); ?%2/* 8"&'1+2)=)
"8:"/'&".

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# user vasily
0/ME5100:example_router01(config-user)#
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=0*1* 6. 5N@&!O"$%" >%>B"D$?D%
T&>&D%

6.1. broadcast-client
>"11); 2)3"14); /28@0",&+6 #,C'3 .#'K3" $'#)2)/,7"&,8D1*E +))?7,1'; NTP-
+,#/,#)/, .#' N&)3 %+&#);+&/) #"?)&",& / 2"0,+&/, NTP-28',1&". R+8' / 2)1:'=%#"F''
%+&#);+&/" ("4"1* NTP .'#* ' +,#/,#*, &) / $'#)2)/,7"&,8D1)3 #,C'3, )1'
'=1)#'#%@&+6.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* /*28@0",& $'#)2)/,7"&,8D1*; #,C'3.

>,')*I6,6

[no] broadcast-client

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-ntp-vrf

N4,F/4

0/ME5100:example_router01(config)# ntp vrf mgmt-intf
0/ME5100:example_router01(config-vrf)# broadcast-client

6.2. clock read-calendar
>"11"6 2)3"14" +'1E#)1'('#%,& (1"0,1', .#)=#"331*E 0"+)/ +'+&,3* +) (1"0,1',3
".."#"&1*E 0"+)/.

>,')*I6,6

clock read-calendar

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL
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N4,F/4

0/ME5100:example_router01# clock read-calendar

6.3. clock set
>"11"6 2)3"14" %+&"1"/8'/",& /#,36 ' 4"&% / .#)=#"331*E 0"+"E +'+&,3*.

>,')*I6,6

clock set  HH:MM:SS  DAY MONTH  YEAR

N*4*F/)47

¥ HH:MM:SS<Ñ</#,36 / 24-0"+)/)3 :)#3"&,<Ñ<0"+*, 3'1%&*, +,2%14*.

¥ DAY<Ñ<4,1D 3,+6F", 1-31.

¥ MONTH <Ñ<3,+6F / &,2+&)/)3 /'4,. >).%+&'3*, ."#"3,&#*: January, February, March,
April, May, June, July, August, September, October, November, December. V1"0,1',
6/86,&+6 #,='+&#)1,("/'+'3*3.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clock set 12:11:00 8 may 2017

6.4. clock update-calendar
>"11"6 2)3"14" (".'+*/",& / ".."#"&1*, 0"+* %+&#);+&/" (1"0,1', .#)=#"331*E 0"+)/.

>,')*I6,6

clock update-calendar

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4
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0/ME5100:example_router01# clock update-calendar

6.5. dscp
>"11"6 2)3"14" ("4"K& (1"0,1', 2)4" DSCP 486 '+.)8D()/"1'6 / IP-("=)8)/2, '+E)467'E
."2,&)/ NTP-+,#/,#".

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', DSCP .)
%3)80"1'@ (0).

>,')*I6,6

[no] dscp  DSCP_VAL

N*4*F/)47

¥ DSCP_VAL<Ñ<."#"3,&# DSCP / ("=)8)/2, '+E)467'E ."2,&)/ NTP, .#'1'3",& (1"0,1'6
0..63;

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-ntp-vrf

N4,F/4

0/ME5100:example_router01(config)# ntp vrf default
0/ME5100:example_router01(config-vrf)# dscp 60

6.6. maxpoll
>"11"6 2)3"14" %+&"1"/8'/",& 3"2+'3"8D1), (1"0,1', '1&,#/"8" /#,3,1' 3,C4%
)&.#"/2); +))?7,1'; NTP-+,#/,#%.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (10,
0&) +))&/,&+&/%,& 1024 +,2%14"3).

>,')*I6,6

maxpoll  INTERVAL_EXPONENT
no maxpoll

N*4*F/)47

¥ INTERVAL_EXPONENT<Ñ<3"2+'3"8D1), (1"0,1', '1&,#/"8" ).#)+" (+&,.,1D).
A"#"3,&# 2)3"14* '+.)8D(%,&+6 2"2 .)2"("&,8D +&,.,1' 4/);2' .#' /*0'+8,1''
48'&,8D1)+&' '1&,#/"8" / +,2%14"E. -"3 '1&,#/"8 /*0'+86,&+6 .%&,3 /)(/,4,1'6
4/);2' / +&,.,1D, ("4"11%@ ."#"3,&#)3 2)3"14*. A#'1'3",& (1"0,1'6 4..17.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-ntp-vrf-peer-ipv4
config-ntp-vrf-server-ipv4

N4,F/4

0/ME5100:example_router01(config)# ntp vrf default
0/ME5100:example_router01(config-vrf)# server ipv4 192.168.16.36
0/ME5100:example_router01(config-ipv4)# maxpoll 15

6.7. minpoll
>"11"6 2)3"14" %+&"1"/8'/",& 3'1'3"8D1), (1"0,1', '1&,#/"8" /#,3,1' 3,C4%
)&.#"/2); +))?7,1'; NTP-+,#/,#%.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (6,
0&) +))&/,&+&/%,& 64 +,2%14"3).

>,')*I6,6

minpoll  INTERVAL_EXPONENT
no minpoll

N*4*F/)47

¥ INTERVAL_EXPONENT<Ñ<3'1'3"8D1), (1"0,1', '1&,#/"8" ).#)+" (+&,.,1D).
A"#"3,&# 2)3"14* '+.)8D(%,&+6 2"2 .)2"("&,8D +&,.,1' 4/);2' .#' /*0'+8,1''
48'&,8D1)+&' '1&,#/"8" / +,2%14"E. -"3 '1&,#/"8 /*0'+86,&+6 .%&,3 /)(/,4,1'6
4/);2' / +&,.,1D, ("4"11%@ ."#"3,&#)3 2)3"14*. A#'1'3",& (1"0,1'6 4..17.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-ntp-vrf-peer-ipv4
config-ntp-vrf-server-ipv4

N4,F/4

0/ME5100:example_router01(config)# ntp vrf default
0/ME5100:example_router01(config-vrf)# server ipv4 192.168.16.36
0/ME5100:example_router01(config-ipv4)# minpoll 3

123



6.8. ntp vrf
B)3"14" /28@0",& .#)&)2)8 ntp / ("4"11)3 vrf ' .,#,E)4'& / #,C'3 ,=) 2)1:'=%#'#)/"1'6

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .#)&)2)8 ntp / ("4"11)3 vrf ' %4"86,& /+@
+/6("11%@ 2)1:'=%#"F'@

>,')*I6,6

[no] ntp vrf { default |  VRF_NAME }

N*4*F/)47

¥ VRF_NAME<Ñ<'36 N2(,3.86#" VRF, / 2)&)#)3 ?%4,& (".%7,1 $'#)2)/,7"&,8D1*;
28',1& NTP. VRF .) %3)80"1'@ - default

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# ntp vrf mgmt-intf
0/ME5100:example_router01(config-vrf)#

6.9. peer ipv4
>"11"6 2)3"14" '+.)8D(%,&+6 486 %+&"1)/8,1'6 ."#&1,#+2'E )&1)$,1'; 3,C4% NTP-
+,#/,#"3' ' .,#,E)4" / 2)3"141*; #,C'3 config-ntp-vrf-peer-ipv4. NTP-+,#/,# 1"
3"#$#%&'("&)#, #"?)&",& / #,C'3, 4/%+&)#)11,; "2&'/1)+&' + %4"8,11*3 NTP-+,#/,#)3,
%2"("11*3 / 2)3"14,. 5 +8%0", .)&,#' +/6(' )41)=) '( ."#&1,#)/ + /*$,+&)67'3 NTP-
+,#/,#)3, )1 +3)C,& +'1E#)1'('#)/"&D /#,36 .) +,#/,#%-."#&1,#%.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %4"86,& ("4"11)=) NTP-."#&1,#".

>,')*I6,6

[no] peer ipv4  IPv4_ADDR

N*4*F/)47

¥ IPv4_ADDR<Ñ<IPv4-"4#,+ ."#&1,#";

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-ntp-vrf

N4,F/4
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0/ME5100:example_router01(config)# ntp vrf default
0/ME5100:example_router01(config-vrf)# peer ipv4 192.168.16.36
0/ME5100:example_router01(config-ipv4)#

6.10. prefer
>"11"6 2)3"14" )&3,0",& &,2%7'; NTP-+,#/,# 2"2 .#,4.)0&'&,8D1*;. A#' .#)0'E #"/1*E
%+8)/'6E 4"11*; NTP-+,#/,# ?%4,& /*?#"1 486 +'1E#)1'("F'' +#,4' /+,E #"?)0'E NTP-
+,#/,#)/.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@.

>,')*I6,6

[no] prefer

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-ntp-vrf-peer-ipv4
config-ntp-vrf-server-ipv4

N4,F/4

0/ME5100:example_router01(config)# ntp vrf default
0/ME5100:example_router01(config-vrf)# server ipv4 192.168.16.36
0/ME5100:example_router01(config-ipv4)# prefer

6.11. server ipv4
>"11"6 2)3"14" '+.)8D(%,&+6 486 +)(4"1'6 NTP-+,#/,#" ' .,#,E)4" / 2)3"141*; #,C'3
config-ntp-vrf-server-ipv4. !"#$#%&'("&)# #"?)&",& + %2"("11*3 NTP-+,#/,#)3 / #,C'3,
)41)+&)#)11,; "2&'/1)+&'. 5 4"11)3 #,C'3, 8)2"8D1*, 0"+* 3"#$#%&'("&)#" 3)=%&
+'1E#)1'('#)/"&D+6 + %4"8,11*3 NTP +,#/,#)3.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %4"86,& ("4"11*; NTP-+,#/,#.

>,')*I6,6

[no] ntp server ipv4  IPv4_ADDR

N*4*F/)47

¥ IPv4_ADDR<Ñ<IPv4-"4#,+ +,#/,#";

125



$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-ntp-vrf

N4,F/4

0/ME5100:example_router01(config)# ntp vrf default
0/ME5100:example_router01(config-vrf)# server ipv4 192.168.16.36
0/ME5100:example_router01(config-ipv4)#

6.12. show clock
>"11"6 2)3"14" /*/)4'& &,2%7,, /#,36 ' 4"&%.

>,')*I6,6

show clock

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show clock
Mon May  8 14:41:31 2017

6.13. version
>"11); 2)3"14); %+&"1"/8'/",&+6 /,#+'6 NTP-.#)&)2)8".

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@
(NTPv4).

>,')*I6,6

version { NTPv1 | NTPv2 | NTPv3 | NTPv4 }
no version

N*4*F/)47

>"11"6 2)3"14" 1, +)4,#C'& ."#"3,&#)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-ntp-vrf-peer-ipv4
config-ntp-vrf-server-ipv4

N4,F/4

0/ME5100:example_router01(config)# ntp vrf default
0/ME5100:example_router01(config-vrf)# server ipv4 192.168.16.36
0/ME5100:example_router01(config-ipv4)# version NTPv3
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=0*1* 7. 5N@&!O"$%" N;#>%>B"D;E
SYSLOG

7.1. clear logging
>"11"6 2)3"14" .#)'(/)4'& )0'+&2% 8)2"8D1)=) C%#1"8" %+&#);+&/".

>,')*I6,6

clear logging

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p15

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# clear logging

7.2. description
>"11"6 2)3"14" ("4",& ).'+"1', 486 &,2%7,=) %4"8,11)=) +,#/,#" C%#1"8'#)/"1'6.
B)3"14" /*.)816,&+6 / #,C'3, 1"+&#);2' +,#/,#" C%#1"8'#)/"1'6.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %4"86,& ).'+"1', +,#/,#".

>,')*I6,6

description  STRING
no description

N*4*F/)47

¥ STRING<Ñ<).'+"1', %4"8,11)=) +,#/,#" C%#1"8'#)/"1'6 (+&#)2"). !"2+'3"8D1"6
48'1" +&#)2' - 32 +'3/)8", .#' 1"8'0'' / ).'+"1'' +'3/)8)/ .#)?,8" +8,4%,&
("28@0"&D /+@ +&#)2% / 2"/*02'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-host

N4,F/4
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0/ME5100:example_router01(config)# logging host 10.7.32.4 vrf default
0/ME5100:example_router01(config-host)# description NOC

7.3. facility
>"11"6 2)3"14" ("4",& 2"&,=)#'@ (syslog facility) 486 +))?7,1';, )&.#"/86,3*E 1"
%4"8,11*; +,#/,# C%#1"8'#)/"1'6. B)3"14" /*.)816,&+6 / #,C'3, 1"+&#);2' +,#/,#"
C%#1"8'#)/"1'6.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .)
%3)80"1'@<Ñ<local0.

>,')*I6,6

facility { local0 | local1 | local2 | local3 | local4 | local5 | local6 | local7 }
no facility

N*4*F/)47

5 2"0,+&/, "#=%3,1&)/ 4"11); 2)3"14* '+.)8D(%@&+6 ("#,(,#/'#)/"11*, 28@0,/*,
+8)/" local0 ..local7 . 5*?)# "#=%3,1&" 6/86,&+6 8)2"8D1) (1"0'3*3 &)8D2) 486
%4"8,11)=) +,#/,#" C%#1"8'#)/"1'6. B /*?)#% 4)+&%.1* &)8D2) %2"("11*, 2"&,=)#'';
2"&,=)#'' 0..15 (+)=8"+1) RFC3164) 1, '+.)8D(%@&+6.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-host

N4,F/4

0/ME5100:example_router01(config)# logging host 10.7.32.4 vrf default
0/ME5100:example_router01(config-host)# facility local3

7.4. file
B)3"14" ("4",& '36 :";8" C%#1"8", +)4,#C'3), 2)&)#)=) ?%4,& +)E#"16&D+6 .)+8,
.,#,("=#%(2' %+&#);+&/" (+3. 2)3"14% logging persistent ).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

file  <FILENAME>
no file

N*4*F/)47

¥ <FILENAME> <Ñ<+&#)2)/), (1"0,1', '3,1' :";8" (4).%+&'3*, +'3/)8* - [0-9a-zA-Z_.-]).
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-persistent

N4,F/4

0/ME5100:ar1.135(config)# logging persistent
0/ME5100:ar1.135(config-persistent)# file messages
0/ME5100:ar1.135(config-file)#

7.5. limit
B)3"14" ("4",& 3"2+'3"8D1*; #"(3,#, ("1'3",3*; "#E'/"3' C%#1"8" control plane  (+3.
2)3"14% logging control-plane ).

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@<Ñ<20 !O";&.

>,')*I6,6

limit  MB
no limit

N*4*F/)47

¥ MB<Ñ<#"(3,# / 3,="?";&"E (10-300).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-control-plane

N4,F/4

0/ME5100:ar1.135(config)# logging control-plane internal
0/ME5100:ar1.135(config-control-plane)# limit 100
0/ME5100:ar1.135(config-control-plane)#

7.6. logging buffered severity
>"11"6 2)3"14" ("4",& 3'1'3"8D1%@ +&,.,1D /"C1)+&' (severity) +))?7,1';, +)E#"16,3*E
/ 8)2"8D1)3 C%#1"8, %+&#);+&/".

V"4"11"6 +&,.,1D /"C1)+&' '+.)8D(%,&+6 / 2"0,+&/, :'8D&#"<Ñ</+, +'+&,31*, +)?*&'6,
'3,@7', /"C1)+&D #"/1%@ '8' ?)8,, /*+)2%@, 0,3 ("4"11"6, .)48,C"& (".'+' / C%#1"8
+)?*&'; %+&#);+&/".
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-)=8"+1) RFC3164 '3,@&+6 +8,4%@7', +&"14"#&1*, (1"0,1'6 +&,.,1,; /"C1)+&':

Ê       Numerical         Severity
Ê         Code

Ê          0       Emergency: system is unusable
Ê          1       Alert: action must be taken immediately
Ê          2       Critical: critical conditions
Ê          3       Error: error conditions
Ê          4       Warning: warning conditions
Ê          5       Notice: normal but significant condition
Ê          6       Informational: informational messages
Ê          7       Debug: debug-level messages

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .)
%3)80"1'@<Ñ<debug(7).

>,')*I6,6

logging buffered severity { alert | crit | debug | emerg | error | info | none | notice |
warning }
no logging buffered severity

N*4*F/)47

5 2"0,+&/, "#=%3,1&)/ 4"11); 2)3"14* '+.)8D(%@&+6 ("#,(,#/'#)/"11*, 28@0,/*,
+8)/", )?)(1"0"@7', %#)/1' 2#'&'01)+&'. J2"("1', 28@0,/)=) +8)/" none )&28@0",&
(".'+D 8@?*E +))?7,1'; / C%#1"8 +)?*&'; %+&#);+&/".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# logging buffered severity info

7.7. logging cli-commands disable
>"11); 2)3"14); )&28@0",&+6 %0,& //,4,11*E .)8D()/"&,863' 2)3"14 / +'+&,3,
C%#1"8'#)/"1'6 +)?*&';.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, %0,&
//,4,11*E .)8D()/"&,8,3 2)3"14 / +'+&,3, C%#1"8'#)/"1'6 %+&#);+&/" /,4,&+6.

>,')*I6,6

[no] logging cli-commands disable
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# logging cli-commands disable

7.8. logging console
>"11"6 2)3"14" ("4",& 3'1'3"8D1%@ +&,.,1D /"C1)+&' (severity) +))?7,1';, /*/)4'3*E
1" ".."#"&1%@ 2)1+)8D %+&#);+&/".

V"4"11"6 +&,.,1D /"C1)+&' '+.)8D(%,&+6 / 2"0,+&/, :'8D&#"<Ñ</+, +'+&,31*, +)?*&'6,
'3,@7', /"C1)+&D #"/1%@ '8' ?)8,, /*+)2%@, 0,3 ("4"11"6, .)48,C"& /*/)4% 1"
".."#"&1%@ 2)1+)8D.

-)=8"+1) RFC3164 '3,@&+6 +8,4%@7', +&"14"#&1*, (1"0,1'6 +&,.,1,; /"C1)+&':

Ê       Numerical         Severity
Ê         Code

Ê          0       Emergency: system is unusable
Ê          1       Alert: action must be taken immediately
Ê          2       Critical: critical conditions
Ê          3       Error: error conditions
Ê          4       Warning: warning conditions
Ê          5       Notice: normal but significant condition
Ê          6       Informational: informational messages
Ê          7       Debug: debug-level messages

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .)
%3)80"1'@<Ñ<info(6).

>,')*I6,6

logging console { alert | crit | debug | emerg | error | info | none | notice | warning }
no logging console

N*4*F/)47

5 2"0,+&/, "#=%3,1&)/ 4"11); 2)3"14* '+.)8D(%@&+6 ("#,(,#/'#)/"11*, 28@0,/*,
+8)/", )?)(1"0"@7', %#)/1' 2#'&'01)+&'. J2"("1', 28@0,/)=) +8)/" none )&28@0",&
)&)?#"C,1', 8@?*E +))?7,1'; / ".."#"&1); 2)1+)8' %+&#);+&/".
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# logging console alert

IMPORTANT

G, #,2)3,14%,&+6 %+&"1"/8'/"&D 1'(2', %#)/1' /"C1)+&' 486
)&)?#"C,1'6 1" ".."#"&1); 2)1+)8'.
V1"0,1', .) %3)80"1'@ 6/86,&+6 ).&'3"8D1*3 486 1)#3"8D1)=)
:%12F')1'#)/"1'6 %+&#);+&/".

7.9. logging control-plane
B)3"14" .)(/)86,& /28@0'&D C%#1"8'#)/"1', +)?*&'; ("4"11); .)4+'+&,3* #)%&'1=-
.#)F,++" ( control plane ) ' /E)4'& / #,C'3 //)4" 4).)81'&,8D1*E 1"+&#),2.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& C%#1"8'#)/"1', ' %4"86,& /+, /8)C,11*,
1"+&#);2'.

>,')*I6,6

logging control-plane { internal | problem-detection | signal }
no logging control-plane

N*4*F/)47

¥ internal <Ñ< /1%&#,11', &#"++'#)/2' (Internal trace);

¥ problem-detection <Ñ< &#"++'#)/2' )$'?)2 (Problem detection trace);

¥ signal <Ñ<+'=1"8D1*, &#"++'#)/2' (Signal trace).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:ar1.135(config)# logging control-plane internal
0/ME5100:ar1.135(config-control-plane)#
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7.10. logging crash-info rotate
B)3"14" ("4",& 2)8'0,+&/) +)E#"16,3*E 1" %+&#);+&/, "#E'/)/ + 4'"=1)+&'0,+2);
'1:)#3"F',;, +)(4"/",3*E / +8%0"6E 1,.#,4/'4,11*E )$'?)2 AI.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@<Ñ<5.

>,')*I6,6

logging crash-info rotate  NUMBER
no logging crash-info rotate

N*4*F/)47

¥ NUMBER<Ñ<2)8'0,+&/) :";8)/ (1..50).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:ar1.135(config)# logging crash-info rotate 7

7.11. logging host
>"11); 2)3"14); /28@0",&+6 )&.#"/2" SYSLOG-+))?7,1'; 1" +,#/,# %4"8,11)=)
C%#1"8'#)/"1'6 ' .#)'(/)4'&+6 .,#,E)4 / #,C'3 1"+&#);2' ."#"3,&#)/ N&)=) +,#/,#"
(config-logging-host). 5 2)1:'=%#"F'' %+&#);+&/" 3)C1) ("4"/"&D 1,+2)8D2) +,#/,#)/
%4"8,11)=) C%#1"8'#)/"1'6.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* )&28@0",& )&.#"/2% SYSLOG-+))?7,1'; 1"
+,#/,# %4"8,11)=) C%#1"8'#)/"1'6 ' %4"86,& 1"+&#);2% N&)=) +,#/,#" '( 2)1:'=%#"F''
%+&#);+&/".

>,')*I6,6

[no] logging host  IPv4_ADDR vrf { default |  VRF_NAME }

N*4*F/)47

¥ IPv4_ADDR<Ñ<IPv4-"4#,+ +,#/,#" %4"8,11)=) C%#1"8'#)/"1'6;

¥ VRF_NAME<Ñ<'36 N2(,3.86#" VRF, / 2)&)#)3 ?%4,& )+%7,+&/86&D+6 +/6(D + %2"("11*3
+,#/,#)3.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

134



C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# logging host 10.7.32.9 vrf default

7.12. logging monitor
>"11"6 2)3"14" ("4",& 3'1'3"8D1%@ +&,.,1D /"C1)+&' (severity) +))?7,1';, 2)&)#*,
?%4%& )&)?#"C"&D+6 / +,++'6E %4"8,11)=) %.#"/8,1'6 %+&#);+&/)3 (Telnet/SSH).

V"4"11"6 +&,.,1D /"C1)+&' '+.)8D(%,&+6 / 2"0,+&/, :'8D&#"<Ñ</+, +'+&,31*, +)?*&'6,
'3,@7', /"C1)+&D #"/1%@ '8' ?)8,, /*+)2%@, 0,3 ("4"11"6, .)48,C"& )&)?#"C,1'@ /
+,++'6E %4"8,11)=) %.#"/8,1'6.

-)=8"+1) RFC3164 '3,@&+6 +8,4%@7', +&"14"#&1*, (1"0,1'6 +&,.,1,; /"C1)+&':

Ê       Numerical         Severity
Ê         Code

Ê          0       Emergency: system is unusable
Ê          1       Alert: action must be taken immediately
Ê          2       Critical: critical conditions
Ê          3       Error: error conditions
Ê          4       Warning: warning conditions
Ê          5       Notice: normal but significant condition
Ê          6       Informational: informational messages
Ê          7       Debug: debug-level messages

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .)
%3)80"1'@<Ñ<none.

>,')*I6,6

logging monitor { alert | crit | debug | emerg | error | info | none | notice | warning }
no logging monitor

N*4*F/)47

5 2"0,+&/, "#=%3,1&)/ 4"11); 2)3"14* '+.)8D(%@&+6 ("#,(,#/'#)/"11*, 28@0,/*,
+8)/", )?)(1"0"@7', %#)/1' 2#'&'01)+&'. J2"("1', 28@0,/)=) +8)/" none )&28@0",&
)&)?#"C,1', 8@?*E +))?7,1'; / +,++'6E %4"8,11)=) %.#"/8,1'6 %+&#);+&/)3.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config
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N4,F/4

0/ME5100:example_router01(config)# logging monitor warning

IMPORTANT

G, #,2)3,14%,&+6 %+&"1"/8'/"&D 1'(2', %#)/1' /"C1)+&' (1'C,
notice(5) ) 486 )&)?#"C,1'6 1" %4"8,11*E .)428@0,1'6E, &"2 2"2 .#'
?)8D$)3 .)&)2, +))?7,1'; %.#"/8,1', %+&#);+&/)3 3)C,& )2"("&D+6
("&#%41,11*3.

7.13. logging netconf-ssh disable
B)3"14" .)(/)86,& )&28@0'&D C%#1"8'#)/"1', (".#)+)/ .) .#)&)2)8% netconf.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@ - C%#1"8'#)/"1',
netconf /,4,&+6.

>,')*I6,6

[no] logging netconf-ssh disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:ar1.135(config)# logging netconf-ssh disable

7.14. logging redirect-linecards disable
B)3"14" .)(/)86,& )&28@0'&D )&.#"/2% 8)=)/ + 8'1,;1*E 2"#& / 2)1+)8D FMC. A)
%3)80"1'@ 4"11"6 .,#,+*82" /28@0,1".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@ - /,4K&+6 .,#,+*82" +
%#)/1,3, /*+&"/8,11*3 / logging buffered severity .

>,')*I6,6

[no] logging redirect-linecards disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:ar1.135(config)# logging redirect-linecards disable

7.15. logging persistent
B)3"14" /E)4'& / #,C'3 2)1:'=%#'#)/"1'6 ."#"3,&#)/ C%#1"8)/ +)?*&';, +)E#"16,3*E
1" %+&#);+&/, .#' .,#,("=#%(2"E.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2' C%#1"8)/.

>,')*I6,6

[no] logging persistent

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:ar1.135(config)# logging persistent
0/ME5100:ar1.135(config-persistent)#

7.16. logging rotate
>"11"6 2)3"14" ("4",& 2)8'0,+&/) :";8)/, '+.)8D(%,3*E +'+&,3); C%#1"8'#)/"1'6
%+&#);+&/" / .#)F,++, #)&"F'' :";8)/ C%#1"8".

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@<Ñ<2.

>,')*I6,6

logging rotate  FILE_COUNT
no logging rotate
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N*4*F/)47

¥ FILE_COUNT<Ñ<2)8'0,+&/) :";8)/ C%#1"8", E#"167'E+6 1" %+&#);+&/, / .#)F,++,
#)&"F''. !)C,& .#'1'3"&D (1"0,1'6 )& 2 4) 1000.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# logging rotate 20
0/ME5100:example_router01(config-host)# tcp 513

IMPORTANT

B)3"14% #,2)3,14%,&+6 '+.)8D()/"&D +)/3,+&1) + logging size .
G" +'+&,3"E, 1"E)467'E+6 / N2+.8%"&"F'', 1, +8,4%,& ("4"/"&D
(1"0,1'6 ?)8,, 10; /3,+&) N&)=) #,2)3,14%,&+6 '+.)8D()/"1',
%4"8,11*E +,#/,#)/ C%#1"8'#)/"1'6.

7.17. logging size
>"11"6 2)3"14" ("4",& 3"2+'3"8D1*; #"(3,# :";8)/ C%#1"8", '+.)8D(%,3*E +'+&,3);
C%#1"8'#)/"1'6 %+&#);+&/" / .#)F,++, #)&"F''. A#' 4)+&'C,1'' :";8)3 ("4"11)=)
#"(3,#" )1 .)48,C'& #)&"F'', .#' N&)3 +&"#*; :";8 %4"86,&+6.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (10000 KiB).

>,')*I6,6

logging size  FILE_SIZE
no logging size

N*4*F/)47

¥ FILE_SIZE<Ñ<3"2+'3"8D1*; #"(3,# :";8)/ C%#1"8", E#"167'E+6 1" %+&#);+&/, /
.#)F,++, #)&"F'', %2"(*/",&+6 / KiB. !)C,& .#'1'3"&D (1"0,1'6 )& 100 4) 100000
KiB.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# logging size 20000
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IMPORTANT
G" +'+&,3"E, 1"E)467'E+6 / N2+.8%"&"F'', 1, +8,4%,& ("4"/"&D
0#,(3,#1) ?)8D$', (1"0,1'6 (60000 KiB ' ?)8,,); /3,+&) N&)=)
#,2)3,14%,&+6 '+.)8D()/"1', %4"8,11*E +,#/,#)/ C%#1"8'#)/"1'6.

7.18. match
B)3"14" ("4"K& +.)+)? .)'+2" .)4E)467'E +))?7,1'; 486 %2"("11)=) 3,+&" 1"(1"0,1'6
C%#1"8'#)/"1'6 (+,#/,# '8' :";8). 5 +8%0", +)/."4,1'6 .) ("4"11)3% +.)+)?%, +))?7,1',
)?#"?"&*/",&+6 4"8D$,. 5 +8%0", 1,+)/."4,1'6 Ñ )&:'8D&#)/*/",&+6.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

[no] match {regex | string | subsystem}  STRING [severity {SEVERITY}]

N*4*F/)47

¥ regex STRING<Ñ<+))&/,&+&/', .) #,=%86#1)3% /*#"C,1'@, .) 2)&)#)3% /*.)816,&+6
+#"/1,1',;

¥ string STRING<Ñ<+))&/,&+&/', .) +&#)2, + .)+'3/)8D1*3 +#"/1,1',3;

¥ subsystem SUBSYSTEM<Ñ<+))&/,&+&/', .) /*?#"11); .)4+'+&,3,, :)#3'#%@7,;
+))?7,1', C%#1"8".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-host config-logging-persistent

N4,F/4

0/ME5100:ar1.135(config)# logging persistent
0/ME5100:ar1.135(config-persistent)# file messages
0/ME5100:ar1.135(config-file)# match string "some debug message"
0/ME5100:ar1.135(config-string)#

7.19. severity
>"11"6 2)3"14" ("4",& 3'1'3"8D1%@ +&,.,1D /"C1)+&' (severity) +))?7,1';,
)&.#"/86,3*E 1" %4"8,11*; +,#/,# C%#1"8'#)/"1'6. B)3"14" /*.)816,&+6 / #,C'3,
1"+&#);2' +,#/,#" C%#1"8'#)/"1'6.

V"4"11"6 +&,.,1D /"C1)+&' '+.)8D(%,&+6 / 2"0,+&/, :'8D&#"<Ñ</+, +'+&,31*, +)?*&'6,
'3,@7', /"C1)+&D #"/1%@ '8' ?)8,, /*+)2%@, 0,3 ("4"11"6, .)48,C"& )&.#"/2, 1"
%4"8,11*; +,#/,#.

-)=8"+1) RFC3164 '3,@&+6 +8,4%@7', +&"14"#&1*, (1"0,1'6 +&,.,1,; /"C1)+&':
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Ê       Numerical         Severity
Ê         Code

Ê          0       Emergency: system is unusable
Ê          1       Alert: action must be taken immediately
Ê          2       Critical: critical conditions
Ê          3       Error: error conditions
Ê          4       Warning: warning conditions
Ê          5       Notice: normal but significant condition
Ê          6       Informational: informational messages
Ê          7       Debug: debug-level messages

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& (1"0,1', .)
%3)80"1'@<Ñ<info(6) 486 logging host  ' warning(4) 486 logging persistent .

>,')*I6,6

severity { alert | crit | debug | emerg | error | info | none | notice | warning }
no severity

N*4*F/)47

5 2"0,+&/, "#=%3,1&)/ 4"11); 2)3"14* '+.)8D(%@&+6 ("#,(,#/'#)/"11*, 28@0,/*,
+8)/", )?)(1"0"@7', %#)/1' 2#'&'01)+&'. J2"("1', 28@0,/)=) +8)/" none )&28@0",&
)&.#"/2% +))?7,1'; 1" %4"8,11*; +,#/,# C%#1"8'#)/"1'6.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-persistent-file-subsystem
config-logging-persistent-file-regex
config-logging-persistent-file-string
config-logging-persistent-file
config-logging-host-file-subsystem
config-logging-host-file-regex
config-logging-host-file-string
config-logging-host

N4,F/4

0/ME5100:example_router01(config)# logging host 10.7.32.4 vrf default
0/ME5100:example_router01(config-host)# severity notice

7.20. show logging
>"11"6 2)3"14" /*/)4'& / &,#3'1"8 / .)+&#"1'01)3 #,C'3, +)4,#C'3), C%#1"8"
+)?*&'; %+&#);+&/", + +)#&'#)/2); )& +&"#*E (".'+,; 2 1)/*3. M"2C, /*/)4'&+6

140



'1:)#3"F'6 ) 1"+&#);2"E +'+&,3* C%#1"8'#)/"1'6.

>,')*I6,6

show logging [ last  COUNT ] [ location  LOCATION ]

N*4*F/)47

¥ COUNT<Ñ<.#' %2"("1'' 4"11)=) ."#"3,&#" ?%4,& /*/,4,1) &)8D2) COUNT .)+8,41'E
(".'+,; / +'+&,31)3 C%#1"8, %+&#);+&/";

¥ LOCATION<Ñ<.#' %2"("1'' 4"11)=) ."#"3,&#" ?%4,& /*/,4,1) +)4,#C'3), C%#1"8"
%2"("11)=) ".."#"&1)=) 3)4%86 +'+&,3*.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show logging
Fri Jul 14 16:18:40 2017
Ê Syslog logging

Ê   User command logging: enabled
Ê   Console logging: level warning
Ê   Monitor logging: level none
Ê   Buffer logging: level debug

Ê Log Buffer

Ê   2017-07-14T16:08:57+07:00 syslog-ng Connection failed; fd='12',
server='AF_INET(10.7.32.9:514)', local='AF_INET(0.0.0.0:0)', error='Network is
unreachable (128)'
Ê   2017-07-14T16:08:57+07:00 syslog-ng Initiating connection failed, reconnecting;
time_reopen='60'
Ê   2017-07-14T16:08:57+07:00 pp-manager %PP_MGR-D-IP_ADDRS: Invoked:
'pp_ip_address_find_local'
Ê   2017-07-14T16:08:57+07:00 pp-manager %PP_MGR-D-IP_ADDRS: Done:
'pp_ip_address_find_local', return code: 0
Ê   2017-07-14T16:08:57+07:00 pp-manager %PP_MGR-D-IP_ADDRS: Invoked:
'pp_ip_address_find_local'

7.21. source-address
B)3"14" ("4",& IP-"4#,+ '+&)01'2 486 )&.#"/2' +)?*&'; 1" %4"8,11*; +,#/,#.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%, .#' N&)3 "4#,+ ?%4,& ).#,4,8,1
"/&)3"&'0,+2'.
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>,')*I6,6

[no] source-address  IP_ADDRESS

N*4*F/)47

IP_ADDRESS<Ñ<(1"0,1', IP-"4#,+" /,#+'' 4 '8' 6.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-host

N4,F/4

0/ME5100:ar1.135(config)# logging host 10.0.0.1
0/ME5100:ar1.135(config-host)# source-address 10.0.0.100
0/ME5100:ar1.135(config-host)#

7.22. subsystem
B)3"14" .)(/)86,& ("4"&D .)4+'+&,3%, +))?7,1'6 2)&)#); ?%4%& +)?'#"&D+6 / ("4"11*;
:";8 C%#1"8". >86 )41)=) :";8" C%#1"8" 3)C1) ("4"&D 1,+2)8D2) .)4+'+&,3.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%, .#' N&)3 / :";8, C%#1"8" 1, ?%4%&
:'2+'#)/"&D+6 +)?*&'6 )& %2"("11); .)4+'+&,3*.

>,')*I6,6

subsystem  SUBSYSTEM
no subsystem

N*4*F/)47

¥ SUBSYSTEM<Ñ<'36 .)4+'+&,3*. -.'+)2 4)+&%.1*E .)4+'+&,3 .#'/,4,1 1'C,.

Ê   alarm-mgr            Alarm manager
Ê   ambl                 AMBL service
Ê   amj                  AMJ service
Ê   amx                  AMX service
Ê   bd-mgr               BD manager
Ê   bfd                  BFD protocol events
Ê   bgp                  BGP protocol events
Ê   cli                  Console operational events
Ê   cp                   Control-plane events
Ê   dhcp-mgr             DHCP-manager protocol events
Ê   dhcp-server          DHCP-server events
Ê   exch                 Shelf exchange service
Ê   fs-mgr               File system manager
Ê   fw-mgr               Firmware manager
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Ê   if-mgr               Interface manager
Ê   igmp                 IGMP/MLD protocol events
Ê   ipc                  InterProcess Communication events
Ê   ipc-tool             IPC-tool service
Ê   isis                 IS-IS protocol events
Ê   klish                Klish service
Ê   l2vpn-mgr            L2-VPN manager
Ê   label-mgr            Label manager
Ê   lacp                 LACP protocol events
Ê   ldp                  LDP protocol events
Ê   lfa                  LFA service
Ê   lldp                 LLDP protocol events
Ê   mc-lag               Multi Chassis Link Aggregation Group service
Ê   msdp                 MSDP protocol events
Ê   netconfd             Netconf server
Ê   ns                   Namespace service
Ê   ntpd                 NTP service
Ê   oam-mgr              OAM manager
Ê   ospfv2               OSPFv2 protocol events
Ê   ospfv3               OSPFv3 protocol events
Ê   pim                  PIM protocol events
Ê   pp-mgr               PP manager
Ê   route-mgr            Route manager
Ê   rtm                  Routing table manager
Ê   service-mgr          Service manager
Ê   sla-mgr              SLA manager
Ê   stp                  STP protocol events
Ê   svcmon               Service monitor service
Ê   system-monitor       System monitoring service
Ê   top-mgr              Top manager
Ê   tpm                  Tunnel manager
Ê   udld                 UDLD protocol events
Ê   vlan-mgr             VLAN manager
Ê   vpn-mgr              VPN manager
Ê   vrrp-mgr             VRRP manager

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-persistent-file

N4,F/4

0/ME5100:ar1.135(config)# logging persistent
0/ME5100:ar1.135(config-persistent)# file bgp.log
0/ME5100:ar1.135(config-file)# subsystem bgp
0/ME5100:ar1.135(config-subsystem)#
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7.23. tcp
>"11"6 2)3"14" %+&"1"/8'/",& #,C'3 #"?)&* .) .#)&)2)8% TCP 486 &,2%7,=) %4"8,11)=)
+,#/,#" C%#1"8'#)/"1'6 ' ("4",& 1)3,# '+.)8D(%,3)=) .)#&". B)3"14" /*.)816,&+6 /
#,C'3, 1"+&#);2' +,#/,#" C%#1"8'#)/"1'6.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& +&"14"#&1*; #,C'3
#"?)&*<Ñ<.) UDP-.)#&% 514.

>,')*I6,6

tcp  PORT
no tcp

N*4*F/)47

¥ PORT<Ñ<1)3,# .)#&", 3)C,& .#'1'3"&D (1"0,1'6 )& 1 4) 65535.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-host

N4,F/4

0/ME5100:example_router01(config)# logging host 10.7.32.4 vrf default
0/ME5100:example_router01(config-host)# tcp 513

7.24. udp
>"11"6 2)3"14" %+&"1"/8'/",& #,C'3 #"?)&* .) .#)&)2)8% UDP 486 &,2%7,=) %4"8,11)=)
+,#/,#" C%#1"8'#)/"1'6 ' ("4",& 1)3,# '+.)8D(%,3)=) .)#&". B)3"14" /*.)816,&+6 /
#,C'3, 1"+&#);2' +,#/,#" C%#1"8'#)/"1'6.

9+.)8D()/"1', )&#'F"&,8D1); :)#3* 2)3"14* %+&"1"/8'/",& +&"14"#&1*; #,C'3
#"?)&*<Ñ<.) UDP-.)#&% 514.

>,')*I6,6

udp  PORT
no udp

N*4*F/)47

¥ PORT<Ñ<1)3,# .)#&", 3)C,& .#'1'3"&D (1"0,1'6 )& 1 4) 65535.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-logging-host
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N4,F/4

0/ME5100:example_router01(config)# logging host 10.7.32.4 vrf default
0/ME5100:example_router01(config-host)# udp 513
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=0*1* 8. $&>B@;EC& %$B"@R"E>;!

8.1. arp aging-time
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D /#,36 C'(1' ARP-(".'+,; 1" %2"("11)3 '1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (240).

>,')*I6,6

arp aging-time  MIN
no arp aging-time

N*4*F/)47

¥ MIN <Ñ</#,36 C'(1' ARP ."2,&)/ / 3'1%&"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle-ether
config-interface-bundle-ether-sub
config-interface-fortygigabitethernet
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet
config-interface-hundredgigabitethernet-sub
config-interface-tengigabitethernet
config-interface-tengigabitethernet-sub
config-interface-twentyfivegigabitethernet
config-interface-twentyfivegigabitethernet-sub

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/6.16
0/ME5100:example_router01(config-tengigabitethernet-sub)# arp aging-time 6
0/ME5100:example_router01(config-tengigabitethernet-sub)#

8.2. bfd address-family destination
>"11"6 2)3"14" .)(/)86,& ("4"&D IPv4/IPv6 "4#,+ 1"(1"0,1'6 486 +)(4"1'6 Bidirectional
Forwarding Detection +,++'' 1" "=#,='#)/"11)3 '1&,#:,;+, (microBFD).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' IPv4/IPv6 "4#,+ 1"(1"0,1'6
microBFD +,++''.
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>,')*I6,6

bfd address-family {ipv4 | ipv6} destination  {IPv4_FORMAT | IPv6_FORMAT}
no bfd address-family {ipv4 | ipv6} destination

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle

N4,F/4

0/ME5100:example_router01(config)# interface bundle-ether 10
0/ME5100:example_router01(config-bundle-ether)# bfd address-family ipv4 destination
1.1.1.1
0/ME5100:example_router01(config-bundle-ether)#

8.3. bfd address-family fast-detect
>"11"6 2)3"14" .)(/)86,& /28@0'&D 3,E"1'(3 microBFD 486 4"11)=) '1&,#:,;+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& 3,E"1'(3 microBFD 486 4"11)=) '1&,#:,;+".

>,')*I6,6

[no] bfd address-family { ipv4 | ipv6 } fast-detect

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle

N4,F/4

0/ME5100:example_router01(config)# interface bundle-ether 10
0/ME5100:example_router01(config-bundle-ether)# bfd address-family ipv4 fast-detect
0/ME5100:example_router01(config-bundle-ether)#

8.4. bfd address-family source
>"11"6 2)3"14" .)(/)86,& ("4"&D IPv4/IPv6 "4#,+ '+&)01'2" 486 +)(4"1'6 Bidirectional
Forwarding Detection +,++'' 1" "=#,='#)/"11)3 '1&,#:,;+, (microBFD).
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I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' IPv4/IPv6 "4#,+ '+&)01'2"
microBFD +,++''.

>,')*I6,6

bfd address-family {ipv4 | ipv6} source  {IPv4_FORMAT | IPv6_FORMAT}
no bfd address-family {ipv4 | ipv6} source

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle

N4,F/4

0/ME5100:example_router01(config)# interface bundle-ether 10
0/ME5100:example_router01(config-bundle-ether)# bfd address-family ipv4 source 1.1.1.1
0/ME5100:example_router01(config-bundle-ether)#

8.5. bfd multiplier
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D 31)C'&,8D 486 microBFD +,++''. R+8' (" /#,36,
#"/1), .#)'(/,4,1'@ 31)C'&,86 ' bfd rx-interval  1, .#'$8) 1' )41)=) microBFD ."2,&", &)
microBFD +,++'6 .,#,E)4'& / +)+&)61', Down.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (2).

>,')*I6,6

bfd multiplier  NUMBER
no bfd multiplier

N*4*F/)47

¥ NUMBER<Ñ<0'+8), 2)&)#), ).#,4,86,& 31)C'&,8D microBFD +,++''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle

N4,F/4

0/ME5100:example_router01(config)# interface bundle-ether 10
0/ME5100:example_router01(config-bundle-ether)# bfd multiplier 4
0/ME5100:example_router01(config-bundle-ether)#
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8.6. bfd rx-interval
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D &";3,# 486 .#',3" microBFD ."2,&)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (100).

>,')*I6,6

bfd rx-interval  MSEC
no bfd rx-interval

N*4*F/)47

¥ MSEC<Ñ<(1"0,1', &";3,#" / 3'88'+,2%14"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle

N4,F/4

0/ME5100:example_router01(config)# interface bundle-ether 10
0/ME5100:example_router01(config-bundle-ether)# bfd rx-interval 50
0/ME5100:example_router01(config-bundle-ether)#

8.7. bfd tx-interval
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D &";3,# 486 .,#,4"0' microBFD ."2,&)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (100).

>,')*I6,6

bfd tx-interval  MSEC
no bfd tx-interval

N*4*F/)47

¥ MSEC<Ñ<(1"0,1', &";3,#" / 3'88'+,2%14"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle

N4,F/4

0/ME5100:example_router01(config)# interface bundle-ether 10
0/ME5100:example_router01(config-bundle-ether)# bfd tx-interval 50
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0/ME5100:example_router01(config-bundle-ether)#

8.8. description
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D ).'+"1', 486 '1&,#:,;+". -"3) ).'+"1', 4)+&%.1) /
2)3"14, show interface  ' / 2)3"14, show interface description . A#' '+.)8D()/"1'' /
).'+"1'' +'3/)8)3 .#)?,8" 1,)?E)4'3) ("28@0"&D +&#)2%-."#"3,&# / 4/);1*, 2"/*02'.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ).'+"1', 486 '1&,#:,;+".

>,')*I6,6

description  STRING
no description

N*4*F/)47

¥ STRING<Ñ<+&#)2", 2)&)#"6 ?%4,& '+.)8D()/"1" 2"2 ).'+"1', '1&,#:,;+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle-ether
config-interface-bundle-ether-sub
config-interface-fortygigabitethernet
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet
config-interface-hundredgigabitethernet-sub
config-interface-loopback
config-interface-mgmt
config-interface-tengigabitethernet
config-interface-tengigabitethernet-sub
config-interface-twentyfivegigabitethernet
config-interface-twentyfivegigabitethernet-sub

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/6.16
0/ME5100:example_router01(config-tengigabitethernet-sub)# description TEST
0/ME5100:example_router01(config-tengigabitethernet-sub)#

8.9. duplex
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D / 2)1:'=%#"F'' (1"0,1', #,C'3" 4%.8,2+" 486
:'('0,+2)=) '1&,#:,;+".
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I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (auto).

>,')*I6,6

duplex { auto | full | half }
no duplex

N*4*F/)47

¥ auto <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& '+.)8D()/"&D +)=8"+)/"1', #,C'3" 4%.8,2+";

¥ full <Ñ<."#"3,&#, 2)&)#*; %+&"1"/8'/",& .)81)4%.8,2+1*; #,C'3 1" '1&,#:,;+,;

¥ half <Ñ<."#"3,&#, 2)&)#*; %+&"1"/8'/",& .)8%4%.8,2+1*; #,C'3 1" '1&,#:,;+,.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-fortygigabitethernet
config-interface-gigabitethernet
config-interface-hundredgigabitethernet
config-interface-twentyfivegigabitethernet

config-interface-tengigabitethernet

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/6
0/ME5100:example_router01(config-tengigabitethernet)# duplex full
0/ME5100:example_router01(config-tengigabitethernet)#

8.10. encapsulation outer-vid
>"11"6 2)3"14" .)(/)86,& 1"(1"0'&D /1,$1'; ' /1%&#,11'; VLAN ID 486 %2"("11)=)
+"?'1&,#:,;+".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11%@ 1"+&#);2%.

IMPORTANT
-)(4"&D +"?'1&,#:,;+ 2)3"14); interface  ?,( '+.)8D()/"1'6 4"11);
2)3"14* 1,/)(3)C1).

>,')*I6,6

encapsulation outer-vid  { VID  } [ inner-vid  { VID  } ]
no encapsulation

N*4*F/)47

¥ inner-vid <Ñ<4"11*; ."#"3,&# .)(/)86,& ("4"&D /1%&#,11'; VLAN ID 486 4"11)=)
+"?'1&,#:,;+".

¥ VID<Ñ<4"11*; ."#"3,&# ("4",& VLAN ID 486 4"11)=) +"?'1&,#:,;+".
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle-ether-sub
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet-sub
config-interface-tengigabitethernet-sub
config-interface-twentyfivegigabitethernet-sub

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/6.12
0/ME5100:example_router01(config-tengigabitethernet-sub)# encapsulation outer-vid 12
inner-vid 100
0/ME5100:example_router01(config-tengigabitethernet-sub)#

8.11. interface
>"11"6 2)3"14" .)(/)86,& /);&' / #,C'3 2)1:'=%#"F'' ).#,4,8,11)=) '1&,#:,;+".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& /+@ 2)1:'=%#"F'@ '( '1&,#:,;+" (486
+"?'1&,#:,;+)/ ' Bundle '1&,#:,;+)/<Ñ<2)3"14" &"2 C, %4"86,& %2"("11*, '1&,#:,;+* +
%+&#);+&/").

>,')*I6,6

[no] interface bundle-ether  PORT[.SUB]
[no] interface loopback  PORT
[no] interface { fortygigabitethernet | gigabitethernet | hundredgigabitethernet |
tengigabitethernet }  DEVICE/SLOT/PORT[.SUB] 
[no] interface port-group twentyfivegigabitethernet  DEVICE/SLOT/PORT 
[no] interface mgmt  DEVICE/FMC_ID/PORT

N*4*F/)47

¥ bundle-ether <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& /);&' / 2)1:'=%#"F'@ "=#,='#)/"11)=)
'1&,#:,;+";

¥ fortygigabitethernet <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& /);&' / 2)1:'=%#"F'@ 40Gbit
Ethernet-'1&,#:,;+";

¥ gigabitethernet <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& /);&' / 2)1:'=%#"F'@ 1Gbit Ethernet-
'1&,#:,;+";

¥ hundredgigabitethernet <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& /);&' / 2)1:'=%#"F'@
100Gbit Ethernet-'1&,#:,;+";

¥ loopback <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& /);&' / 2)1:'=%#"F'@ loopback '1&,#:,;+"
('1&,#:,;+" 8)2"8D1); .,&8');
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¥ mgmt <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& /);&' / 2)1:'=%#"F'@ Out-of-Band Ethernet-
'1&,#:,;+";

¥ tengigabitethernet <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& /);&' / 2)1:'=%#"F'@ 10Gbit
Ethernet-'1&,#:,;+";

¥ twentyfivegigabitethernet <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& /);&' / 2)1:'=%#"F'@
25Gbit Ethernet-'1&,#:,;+";

¥ port-group twentyfivegigabitethernet <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& %.#"/86&D
8)='0,+2'3' '1&,#:,;+"3', 2)&)#*, ?*8' +)(4"1* + .)3)7D@ :%12F'' breakout
100Gbit Ethernet-'1&,#:,;+". 5 &)3 0'+8, %.#"/86&D ).#,4,8,11*3' 0,&*#D36
:'('0,+2'3' 25Gbit Ethernet-'1&,#:,;+"3';

¥ DEVICE<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# $"++' 486 4"11)=) '1&,#:,;+";

¥ FMC_ID<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# FMC 486 4"11)=) '1&,#:,;+";

¥ PORT<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# .)#&" 486 4"11)=) '1&,#:,;+";

¥ SLOT<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# +8)&" 486 4"11)=) '1&,#:,;+";

¥ SUB<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# +"?'1&,#:,;+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/6.12
0/ME5100:example_router01(config-tengigabitethernet-sub)#

8.12. ip mtu
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D / 2)1:'=%#"F'' .#"/'8) 486 ("4"1'6 IPv4/IPv6
Maximum Transmission Unit (MTU).

IMPORTANT
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D (1"0,1', IPv4/IPv6 MTU 2"2
3,1D$,, 8'?) #"/1), MTU - 14.

IMPORTANT
>"11"6 2)3"14" .#'3,16,&+6 &)8D2) 1" :'('0,+2)3 '1&,#:,;+, (8'?)
"=#,='#)/"11)3 '1&,#:,;+,) ' #"+.#)+&#"16,&+6 1" /+,
+"?'1&,#:,;+* N&)=) '1&,#:,;+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (1500).

>,')*I6,6

ip mtu  INTEGER
no ip mtu
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N*4*F/)47

¥ INTEGER<Ñ<(1"0,1', IPv4/IPv6 MTU.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle-ether
config-interface-fortygigabitethernet
config-interface-gigabitethernet
config-interface-hundredgigabitethernet
config-interface-tengigabitethernet
config-interface-twentyfivegigabitethernet

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# ip mtu 6000
0/ME5100:example_router01(config-tengigabitethernet)#

8.13. ipv4 address
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D IPv4-"4#,+ 1" '1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& IPv4-"4#,+ + '1&,#:,;+".

>,')*I6,6

[no] ipv4 address  IPv4_ADDRESS_PREFIXLEN

N*4*F/)47

¥ IPv4_ADDRESS_PREFIXLEN<Ñ<(1"0,1', IPv4-"4#,+" ' 48'1* +,&,/); 3"+2'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle-ether
config-interface-bundle-ether-sub
config-interface-fortygigabitethernet
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet
config-interface-hundredgigabitethernet-sub
config-interface-loopback
config-interface-mgmt
config-interface-tengigabitethernet
config-interface-tengigabitethernet-sub
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config-interface-twentyfivegigabitethernet
config-interface-twentyfivegigabitethernet-sub

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/6.16
0/ME5100:example_router01(config-tengigabitethernet-sub)# ipv4 address 10.1.1.3/24
0/ME5100:example_router01(config-tengigabitethernet-sub)#

8.14. load-interval
>"11"6 2)3"14" .)(/)86,& ("4"&D / 2)1:'=%#"F'' '1&,#/"8 486 #"+0,&" ("=#%(2' 1"
'1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (300).

>,')*I6,6

load-interval  SEC
no load-interval

N*4*F/)47

¥ SEC<Ñ<(1"0,1', '1&,#/"8" / +,2%14"E.

C(F*'3'7G 4/J,F

config-interface-bundle-ether
config-interface-bundle-ether-sub
config-interface-fortygigabitethernet
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet
config-interface-hundredgigabitethernet-sub
config-interface-loopback
config-interface-tengigabitethernet
config-interface-tengigabitethernet-sub
config-interface-twentyfivegigabitethernet
config-interface-twentyfivegigabitethernet-sub

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/6.16
0/ME5100:example_router01(config-tengigabitethernet-sub)# load-interval 60
0/ME5100:example_router01(config-tengigabitethernet-sub)#
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8.15. mtu
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D / 2)1:'=%#"F'' .#"/'8) 486 ("4"1'6 Layer 2
Maximum Transmission Unit (L2 MTU).

IMPORTANT
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D (1"0,1', L2 MTU 2"2 ?)8D$,
8'?) #"/1), IP MTU + 14.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (1522).

>,')*I6,6

mtu  INTEGER
no mtu

N*4*F/)47

¥ INTEGER<Ñ<(1"0,1', L2 MTU.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-interface-bundle-ether
config-interface-fortygigabitethernet
config-interface-gigabitethernet
config-interface-hundredgigabitethernet
config-interface-tengigabitethernet
config-interface-twentyfivegigabitethernet

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# mtu 1700
0/ME5100:example_router01(config-tengigabitethernet)#

8.16. rewrite egress tag
>"11"6 2)3"14" .)(/)86,& ("4"&D / 2)1:'=%#"F'' '1&,#:,;+" .#"/'8) 486 3"1'.%86F''
VLAN-&,="3' 486 '+E)467'E Ethernet-2"4#)/ '1&,#:,;+". B)3"14" .#'3,1'3" &)8D2) 486
'1&,#:,;+)/, 1"E)467'E+6 / #,C'3, layer2-2)33%&"F'' (&.,. 1" '1&,#:,;+"E, 1" 2)&)#*E 1,
("4"1 IP-"4#,+).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8) '( 2)1:'=%#"F''.

NOTE
5 ).,#"F'6E replace  (1"0,1', VID  #"/1), 0 )(1"0",& 1, .#)'(/)4'&D
).,#"F'; 1"4 &,=)3
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>,')*I6,6

rewrite egress tag exchange
rewrite egress tag pop { one | two }
rewrite egress tag push outer-vid  VID  [ outer-type  TYPE [ inner-vid  VID  [ inner-type  TYPE ] ]
rewrite egress tag replace outer-vid  VID  [ outer-type  TYPE ] [ inner-vid {  VID  | remove } [
inner-type  TYPE ] ]
no rewrite egress

N*4*F/)47

¥ inner-vid <Ñ<."#"3,&#, 2)&)#*; ).#,4,86,& /1%&#,11'; VLAN-&,=;

¥ outer-vid <Ñ<."#"3,&#, 2)&)#*; ).#,4,86,& /1,$1'; VLAN-&,=;

¥ one <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",& 2)8'0,+&/) %4"86,3*E '( 2"4#" VLAN-&,=)/
(%4"86,&+6 )4'1 &,=);

¥ two <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",& 2)8'0,+&/) %4"86,3*E '( 2"4#" VLAN-&,=)/
(%4"86,&+6 4/" &,=");

¥ remove <Ñ<."#"3,&#, .#' %2"("1'' 2)&)#)=) /&)#); &,= ?%4,& +16& (%4"8,1) + ."2,&".
A"#"3,&# .#'3,16,&+6 &)8D2) 486 ).,#"F'' replace ;

¥ outer-type <Ñ<EtherType /1,$1,=) &,=";

¥ inner-type <Ñ<EtherType /1%&#,11,=) &,=";

¥ TYPE<Ñ<(1"0,1', EtherType &,=" (8100, 88a8, 9100);

¥ VID<Ñ<+))&/,&+&/%@7,, (1"0,1', VLAN ID / &,=,, 0 - 1, .#)'(/)4'&D ).,#"F'; 1"4
&,=)3.

C(F*'3'7G 4/J,F

config-interface-bundle-ether-sub
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet-sub
config-interface-tengigabitethernet-sub
config-interface-twentyfivegigabitethernet-sub

N4,F/4 (I ,6S(3-W,F I*34*F 823/) 3(8*10/' VLAN-)/K 100)

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/1.100
0/ME5100:example_router01(config-tengigabitethernet)# rewrite egress tag push outer-
vid 100
0/ME5100:example_router01(config-tengigabitethernet)#

8.17. rewrite ingress tag
>"11"6 2)3"14" .)(/)86,& ("4"&D / 2)1:'=%#"F'' '1&,#:,;+" .#"/'8) 486 3"1'.%86F''
VLAN-&,="3' 486 /E)467'E / '1&,#:,;+ Ethernet-2"4#)/. B)3"14" .#'3,1'3" &)8D2) 486
'1&,#:,;+)/, 1"E)467'E+6 / #,C'3, layer2-2)33%&"F'' (&.,. 1" '1&,#:,;+"E, 1" 2)&)#*E 1,
("4"1 IP-"4#,+).
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I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8) '( 2)1:'=%#"F''.

>,')*I6,6

rewrite ingress tag exchange
rewrite ingress tag pop { one | two }
rewrite egress tag push outer-vid  VID  [ outer-type  TYPE [ inner-vid  VID  [ inner-type  TYPE ] ]
rewrite egress tag replace outer-vid  VID  [ outer-type  TYPE ] [ inner-vid {  VID  | remove } [
inner-type  TYPE ] ]
no rewrite ingress

N*4*F/)47

¥ inner-vid <Ñ<."#"3,&#, 2)&)#*; ).#,4,86,& /1%&#,11'; VLAN-&,=;

¥ outer-vid <Ñ<."#"3,&#, 2)&)#*; ).#,4,86,& /1,$1'; VLAN-&,=;

¥ one <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",& 2)8'0,+&/) %4"86,3*E '( 2"4#" VLAN-&,=)/
(%4"86,&+6 )4'1 &,=);

¥ two <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",& 2)8'0,+&/) %4"86,3*E '( 2"4#" VLAN-&,=)/
(%4"86,&+6 4/" &,=");

¥ remove <Ñ<."#"3,&#, .#' %2"("1'' 2)&)#)=) /&)#); &,= ?%4,& +16& (%4"8,1) + ."2,&".
A"#"3,&# .#'3,16,&+6 &)8D2) 486 ).,#"F'' replace ;

¥ outer-type <Ñ<EtherType /1,$1,=) &,=";

¥ inner-type <Ñ<EtherType /1%&#,11,=) &,=";

¥ TYPE<Ñ<(1"0,1', EtherType &,=" (8100, 88a8, 9100);

¥ VID<Ñ<+))&/,&+&/%@7,, (1"0,1', VLAN ID / &,=,, 0 - 1, .#)'(/)4'&D ).,#"F'; 1"4
&,=)3.

C(F*'3'7G 4/J,F

config-interface-bundle-ether-sub
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet-sub
config-interface-tengigabitethernet-sub 
config-interface-twentyfivegigabitethernet-sub

N4,F/4 (6( 1S(3-W,S I*34(1 823/) 6'-) 1'/X',G )/K)

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/1.100
0/ME5100:example_router01(config-tengigabitethernet)# rewrite ingress tag pop one
0/ME5100:example_router01(config-tengigabitethernet)#

8.18. service-policy output
91:)#3"F'@ .) 4"11); 2)3"14, +3)&#'&, / #"(4,8, QoS, 2)3"14" service-policy output .
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8.19. shape output
91:)#3"F'@ .) 4"11); 2)3"14, +3)&#'&, / #"(4,8, QoS, 2)3"14" shape output .

8.20. show interfaces
>"11"6 2)3"14" )&)?#"C",& ).,#"&'/1), +)+&)61', ' +&"&'+&'2% .) '1&,#:,;+"3
%+&#);+&/".

>,')*I6,6

show interfaces
show interfaces bundle-ether  PORT[.SUB]
show interfaces { fortygigabitethernet | gigabitethernet | hundredgigabitethernet |
tengigabitethernet }  DEVICE/SLOT/PORT[.SUB]
show interfaces loopback  PORT
show interfaces mgmt  DEVICE/FMC_ID/PORT

N*4*F/)47

¥ DEVICE<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# $"++' 486 4"11)=) '1&,#:,;+";

¥ FMC_ID<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# FMC 486 4"11)=) '1&,#:,;+";

¥ PORT<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# .)#&" 486 4"11)=) '1&,#:,;+";

¥ SLOT<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# +8)&" 486 4"11)=) '1&,#:,;+";

¥ SUB<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" 1)3,# +"?'1&,#:,;+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show interfaces tengigabitethernet 0/0/1
Tue Oct  3 05:23:20 2017
Ê tengigabitethernet 0/0/1 is up
Ê   Interface index is 25
Ê   Hardware is tengigabitethernet, address is a8:f9:4b:8b:2b:81
Ê   Link is up for 19 hours, 55 minutes, 15 seconds
Ê   Description is not set
Ê   IPv4 address is null
Ê   IPv6 address is null
Ê   Interface is bound to VRF none
Ê   Interface is in layer2 forwarding mode
Ê   ARP aging time is 240 minutes
Ê   Interface MTU is 1522
Ê   Full, 10G, link type is auto, media type is 10G-Fiber
Ê   Flow control is rx
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Ê   300 seconds input rate is 0 bit/s
Ê   300 seconds output rate is 0 bit/s
Ê   300 seconds input unicast rate is 0 pps
Ê   300 seconds output unicast rate is 0 pps
Ê   300 seconds input multicast rate is 0 pps
Ê   300 seconds output multicast rate is 0 pps
Ê   300 seconds input broadcast rate is 0 pps
Ê   300 seconds output broadcast rate is 0 pps
Ê     0 packets input, 0 bytes received
Ê     0 broadcasts, 0 multicasts
Ê     0 input errors, 0 FCS
Ê     0 oversize, 0 internal MAC
Ê     3 packets output, 270 bytes sent
Ê     0 broadcasts, 3 multicasts
Ê     0 output errors,  collisions
Ê     0 excessive collisions, 0 late collisions
Ê     0 symbol errors, 0 carrier, 0 SQE test error

0/ME5100:example_router01#

8.21. show interfaces counters
>"11"6 2)3"14" /*/)4'& / &"?8'01)3 /'4, '1:)#3"F'@ .) +0K&0'2"3 '1&,#:,;+)/.

>,')*I6,6

show interfaces counters

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show interfaces counters
Tue Oct  3 05:33:53 2017
Ê Interface        IF index  Recv, Bytes           Recv, Packets         Input Errors
Sent, Bytes           Sent, Packets         Output Errors
Ê ---------------- --------- --------------------- ---------------------
--------------------- --------------------- ---------------------
---------------------
Ê te 0/0/1         25        0                     0                     0
270                   3                     0
Ê te 0/0/2         12        0                     0                     0
270                   3                     0
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Ê te 0/0/3         26        0                     0                     0
270                   3                     0
Ê te 0/0/4         27        0                     0                     0
270                   3                     0
Ê te 0/0/5         28        0                     0                     0
0                     0                     0
Ê te 0/0/6         14        68527837              640129                0
2455839               19183                 0
Ê te 0/0/7         29        0                     0                     0
0                     0                     0
Ê te 0/0/8         30        0                     0                     0
0                     0                     0
Ê te 0/0/9         3         6650693               50889                 0
270                   3                     0
Ê te 0/0/10        9         6650693               50889                 0
270                   3                     0
Ê te 0/0/11        31        6641649               50756                 0
834                   9                     0
Ê te 0/0/12        2         93889837              761784                0
93745892              761835                0
Ê te 0/0/13        16        0                     0                     0
0                     0                     0
Ê te 0/0/14        32        0                     0                     0
0                     0                     0
Ê te 0/0/15        33        0                     0                     0
0                     0                     0
Ê te 0/0/16        34        0                     0                     0
0                     0                     0
Ê te 0/0/17        35        25324824704           98926073              0
178290                1633                  0
Ê te 0/0/18        36        239040                3735                  0
25707552724           98878017              0
Ê te 0/0/19        37        2220                  20                    0
25325002752           98927701              0
Ê te 0/0/20        38        73015558              667656                0
270                   3                     0
Ê bu 1             22        93888301              761772                0
93745460              761831                0
0/ME5100:example_router01#

8.22. show interfaces description
>"11"6 2)3"14" /*/)4'& / &"?8'01)3 /'4, ).'+"1'6 '1&,#:,;+)/ ( description ).

>,')*I6,6

show interfaces description

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show interfaces description
Tue Oct  3 05:49:25 2017
Ê name                     IF index  Admin state  Oper state  description
Ê ------------------------ --------- ------------ ----------- ------------
Ê te 0/0/1                 25        up           up
Ê te 0/0/2                 12        up           up
Ê te 0/0/3                 26        up           up
Ê te 0/0/4                 27        up           up
Ê te 0/0/5                 28        up           down
Ê te 0/0/6                 14        up           up
Ê te 0/0/7                 29        up           down
Ê te 0/0/8                 30        up           down
Ê te 0/0/9                 3         up           up
Ê te 0/0/10                9         up           up
Ê te 0/0/11                31        up           up
Ê te 0/0/12                2         up           up
Ê te 0/0/13                16        up           down
Ê te 0/0/14                32        up           down
Ê te 0/0/15                33        up           down
Ê te 0/0/16                34        up           down
Ê te 0/0/17                35        up           up          QoS test input int
Ê te 0/0/18                36        up           up
Ê te 0/0/19                37        up           up
Ê te 0/0/20                38        up           up
Ê te 0/0/6.2               17        up           up          Management Vlan 103
Ê te 0/0/6.100             7         up           up          labr02 gi 1/0/4
Ê te 0/0/6.10010           5         up           up          labr02 gi 1/0/4.10
Ê te 0/0/6.10020           13        up           up          labr02 gi 1/0/4.20
Ê te 0/0/11.3              46        up           up          L2 TRANSPORT BD VFI
Ê te 0/0/11.4              47        up           up          L2 TRANSPORT BD XC
Ê te 0/0/18.100            83        up           up          QoS test output int
Ê bu 1                     22        up           up
Ê lo 1                     8         up           up
Ê mgmt 0/fmc0/1            1         up           down
0/ME5100:example_router01#

8.23. show interfaces status
>"11"6 2)3"14" /*/)4'& / &"?8'01)3 /'4, '1:)#3"F'@ .) &,2%7'3 +)+&)61'63
:'('0,+2'E ' "=#,='#)/"11*E '1&,#:,;+)/.
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>,')*I6,6

show interface status

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show interfaces status
Tue Oct  3 05:58:03 2017
Ê Interface        IF index  Type        Duplex    Speed     Neg       Flow ctrl  Link
State   Up Time
Ê ---------------- --------- ----------- --------- --------- --------- ----------
------------ --------
Ê te 0/0/1         25        10G-Fiber   Full      10G       auto      rx         Up
20h29m58s
Ê te 0/0/2         12        10G-Fiber   Full      10G       auto      rx         Up
20h29m58s
Ê te 0/0/3         26        10G-Fiber   Full      10G       auto      rx         Up
20h29m58s
Ê te 0/0/4         27        10G-Fiber   Full      10G       auto      rx         Up
20h29m58s
Ê te 0/0/5         28        --          --        --        --        --
LowLayerDwn  --
Ê te 0/0/6         14        1G-Fiber    Full      1G        auto      rx         Up
20h29m58s
Ê te 0/0/7         29        --          --        --        --        --         Down
--
Ê te 0/0/8         30        --          --        --        --        --         Down
--
Ê te 0/0/9         3         10G-Fiber   Full      10G       auto      rx         Up
20h29m57s
Ê te 0/0/10        9         10G-Fiber   Full      10G       auto      rx         Up
20h29m57s
Ê te 0/0/11        31        10G-Fiber   Full      10G       auto      rx         Up
20h29m57s
Ê te 0/0/12        2         Unknown     Full      10G       auto      rx         Up
20h29m57s
Ê te 0/0/13        16        --          --        --        --        --
LowLayerDwn  --
Ê te 0/0/14        32        --          --        --        --        --
LowLayerDwn  --
Ê te 0/0/15        33        --          --        --        --        --
LowLayerDwn  --
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Ê te 0/0/16        34        --          --        --        --        --
LowLayerDwn  --
Ê te 0/0/17        35        10G-Fiber   Full      10G       auto      rx         Up
20h29m57s
Ê te 0/0/18        36        10G-Fiber   Full      10G       auto      rx         Up
20h29m57s
Ê te 0/0/19        37        1G-Copper   Full      1G        auto      rx         Up
20h29m53s
Ê te 0/0/20        38        10G-Fiber   Full      10G       auto      rx         Up
20h29m57s
Ê Interface             IF index  Duplex    BW     Neg    Flow ctrl  Link State
Ê --------------------- --------- --------- ------ ------ ---------- ------------
Ê bu 1                  22        --        --     auto   --         Up
0/ME5100:example_router02#

8.24. show interfaces utilization
>"11"6 2)3"14" /*/)4'& / &"?8'01)3 /'4, '1:)#3"F'@ .) &,2%7'3 ("=#%(2, :'('0,+2'E
' "=#,='#)/"11*E '1&,#:,;+)/.

>,')*I6,6

show interfaces utilization

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show interfaces utilization
Tue Oct  3 06:02:44 2017
Ê Interface        IF index  Period, s  Sent, Kbit/s  Recv, Kbit/s  Frames sent, pps
Frames recv, pps
Ê ---------------- --------- ---------- ------------- ------------- -----------------
-----------------
Ê te 0/0/1         25        300        0             0             0
0
Ê te 0/0/2         12        300        0             0             0
0
Ê te 0/0/3         26        300        0             0             0
0
Ê te 0/0/4         27        300        0             0             0
0
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Ê te 0/0/5         28        300        0             0             0
0
Ê te 0/0/6         14        300        0             4             0
6
Ê te 0/0/7         29        30         0             0             0
0
Ê te 0/0/8         30        30         0             0             0
0
Ê te 0/0/9         3         300        0             0             0
0
Ê te 0/0/10        9         300        0             0             0
0
Ê te 0/0/11        31        300        0             0             0
0
Ê te 0/0/12        2         300        10            10            10
10
Ê te 0/0/13        16        300        0             0             0
0
Ê te 0/0/14        32        300        0             0             0
0
Ê te 0/0/15        33        300        0             0             0
0
Ê te 0/0/16        34        300        0             0             0
0
Ê te 0/0/17        35        30         0             0             0
0
Ê te 0/0/18        36        30         0             0             0
0
Ê te 0/0/19        37        300        0             0             0
0
Ê te 0/0/20        38        300        0             5             0
6
Ê bu 1             22        300        10            10            10
10
Ê mgmt 0/fmc0/1    1         300        0             0             0
0
0/ME5100:example_router01#

8.25. show ipv4 interfaces brief
>"11"6 2)3"14" )&)?#"C",& /+, +%7,+&/%@7', / +'+&,3, Layer 3 (L3) '1&,#:,;+*, 'E
"4#,+" ' .#'1"48,C1)+&D 2 VRF.

>,')*I6,6

show ipv4 interfaces brief

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router02# show ipv4 interfaces brief
Tue Oct  3 06:07:37 2017
Ê Interface             IPv4 address        VRF
Ê --------------------- ------------------- ----
Ê te 0/0/7              100.1.1.2/24        default
Ê te 0/0/8              200.1.1.1/24        VPN1
Ê te 0/0/17             192.168.102.1/24    default
Ê te 0/0/6.2            192.168.17.162/23   MNG
Ê te 0/0/18.100         192.168.103.1/24    default
Ê bu 1                  10.7.32.0/31        default
Ê lo 1                  2.2.2.2/32          default
0/ME5100:example_router02#

8.26. shutdown
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' .#"/'8) 486 "43'1'+&#"&'/1)=)
/*28@0,1'6 '1&,#:,;+" ' .,#,/)4" ,=) / +)+&)61', administratively down.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& N&) .#"/'8).

>,')*I6,6

[no] shutdown

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#)/.

C(F*'3'7G 4/J,F

config-interface-bundle-ether
config-interface-bundle-ether-sub
config-interface-fortygigabitethernet
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet
config-interface-hundredgigabitethernet-sub
config-interface-loopback
config-interface-mgmt
config-interface-tengigabitethernet
config-interface-tengigabitethernet-sub
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config-interface-twentyfivegigabitethernet
config-interface-twentyfivegigabitethernet-sub

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/1.100
0/ME5100:example_router01(config-tengigabitethernet)# shutdown
0/ME5100:example_router01(config-tengigabitethernet)#

8.27. speed
>"11"6 2)3"14" .)(/)86,& ("4"&D #,C'3 +2)#)+&' 1" Ethernet-'1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( auto ).

>,')*I6,6

speed { 10 | 100 | 100G | 10G | 1G | 40G | 25G |auto }
no speed

N*4*F/)47

¥ 10<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 10!?/+;

¥ 100<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 100!?/+;

¥ 100G<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 100Q?/+;

¥ 10G<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 10Q?/+;

¥ 1G<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 1Q/+;

¥ 40G<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 40Q?/+;

¥ 25G<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 25Q?/+;

¥ auto <Ñ<."#"3,&#, 2)&)#*; /*+&"/86,& '1&,#:,;+ / #,C'3 "/&)3"&'0,+2)=)
+)=8"+)/"1'6 +2)#)+&'.

C(F*'3'7G 4/J,F

config-interface-fortygigabitethernet
config-interface-gigabitethernet
config-interface-hundredgigabitethernet
config-interface-tengigabitethernet
config-interface-twentyfivegigabitethernet

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# speed 1G
0/ME5100:example_router01(config-tengigabitethernet)#
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8.28. speed-mode
>"11"6 2)3"14" .)(/)86,& ("4"&D #,C'3 +2)#)+&' 1" 25Gbit Ethernet-'1&,#:,;+,.
A#'3,16,&+6 1" '1&,#:,;+"E, 2)&)#*, ?*8' +)(4"1* 1" )+1)/, :%12F'' breakout 100Gbit
Ethernet-'1&,#:,;+, 8'?) 1" ).#,4,8,11); 0,&/,#2, :'('0,+2'E 25Gbit Ethernet-
'1&,#:,;+"E.

>,')*I6,6

speed-mode
no speed-mode

N*4*F/)47

¥ 10G/1G<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 10G '8' 1G;

¥ 25G<Ñ<."#"3,&#, 2)&)#*; +))&/,&+&/%,& +2)#)+&' 25Gbit;

Q'*:/',/ <( 2F(0:*',M

25G

C(F*'3'7G 4/J,F

config-interface-port-group-twentyfivegigabitethernet

N4,F/4

0/ME5200S:example_router07(config)# interface port-group twentyfivegigabitethernet
0/0/1
0/ME5200S:example_router07(config-twentyfivegigabitethernet)# speed-mode 10G/1G
0/ME5200S:example_router07(config-twentyfivegigabitethernet)#

8.29. tc-map input
91:)#3"F'@ .) 4"11); 2)3"14, +3)&#'&, / #"(4,8, QoS, 2)3"14" tc-map input .

8.30. vrf
>"11"6 2)3"14" )&1)+'& '1&,#:,;+ 2 %2"("11); Virtual Routing & Forwarding +%71)+&'
(VRF).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& '1&,#:,;+ / Global Routing Table (GRT).

>,')*I6,6

vrf  NAME
no vrf

N*4*F/)47

¥ NAME<Ñ<."#"3,&#, 2)&)#*; ).#,4,86,& '36 VRF, 2 2)&)#)3% ?%4,& .#'/6("1
'1&,#:,;+.
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C(F*'3'7G 4/J,F

config-interface-bundle-ether
config-interface-bundle-ether-sub
config-interface-fortygigabitethernet
config-interface-fortygigabitethernet-sub
config-interface-gigabitethernet
config-interface-gigabitethernet-sub
config-interface-hundredgigabitethernet
config-interface-hundredgigabitethernet-sub
config-interface-loopback
config-interface-mgmt
config-interface-tengigabitethernet
config-interface-tengigabitethernet-sub
config-interface-twentyfivegigabitethernet
config-interface-twentyfivegigabitethernet-sub

N4,F/4

0/ME5100:example_router01(config)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# vrf TEST
0/ME5100:example_router01(config-tengigabitethernet)#
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=0*1* 9. $&>B@;EC& VRF
>"11*; #"(4,8 .)+/67,1 1"+&#);2, N2(,3.86#)/ VRF (Virtual Routing and Forwarding).

9.1. description
>"11"6 2)3"14" .)(/)86,& ("4"&D / 2)1:'=%#"F'' ).'+"1', 486 &,2%7,=) VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), ).'+"1', '( 2)1:'=%#"F''.

>,')*I6,6

description  STRING
no description

N*4*F/)47

¥ STRING<Ñ<&,2+&)/), .#,4+&"/8,1', ).'+"1'6.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-vrf

N4,F/4

0/ME5100:example_router01(config)# vrf test
0/ME5100:example_router01(config-vrf)# description test
0/ME5100:example_router01(config-vrf)#

9.2. export route-target
>"11"6 2)3"14" .)(/)86,& ("4"&D / 2)1:'=%#"F'', 2"2); Route Target ?%4,& '+.)8D()/"&D+6
486 N2+.)#&" / 4"11)3 VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; Route Target 486 N2+.)#&" / 4"11)3 VRF.

>,')*I6,6

[no] export route-target  RT_FORMAT

N*4*F/)47

¥ RT_FORMAT<Ñ<(1"0,1', Route Target / :)#3"&, AS:nn, 8'?) IPv4:nn, =4,:

S AS - (1"0,1', / :)#3"&, Autonomous System;

S IPv4 - (1"0,1', / :)#3"&, IPv4-"4#,+";

S nn - 0'+8).
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-vrf

N4,F/4

0/ME5100:example_router01(config)# vrf test
0/ME5100:example_router01(config-vrf)# export route-target 10.0.0.1:200
0/ME5100:example_router01(config-vrf)#

9.3. export-vrf-default
>"11"6 2)3"14" .)(/)86,& )+%7,+&/86&D N2+.)#& 3"#$#%&)/ '( 4"11)=) VRF / vrf default.

A)+8, .#'3,1,1'6 4"11); 2)3"14* .#)'(/)4'&+6 N2+.)#& 16/S  3"#$#%&)/ &'." Local,
Connected, " &"2C, 3"#$#%&)/, .)8%0,11*E .)+#,4+&/)3 4'1"3'0,+2'E .#)&)2)8)/
3"#$#%&'("F'' (IGP/BGP), '( 4"11)=) VRF / =8)?"8D1%@ &"?8'F% 3"#$#%&'("F'' (vrf
default).

M'. N2+.)#&'#)/"11*E 3"#$#%&)/ %+&"1"/8'/",&+6 #"/1*3 BGP Internal.

5 1"+&)67,, /#,36 )&+%&+&/%,& /)(3)C1)+&D N2+.)#&" '( 4"11)=) VRF 3"#$#%&)/,
+:)#3'#)/"11*E 1" )+1)/, VPNv4 3"#$#%&)/, .)8%0,11*E )& %4"8,11)=) PE
3"#$#%&'("&)#".

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& N2+.)#& 3"#$#%&)/ '( 4"11)=) VRF / vrf default.

>,')*I6,6

[no] export-vrf-default

N*4*F/)47

(:3>:3:.>C:

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-vrf

N4,F/4

0/ME5100:example_router01(config)# vrf test
0/ME5100:example_router01(config-vrf)# export-vrf-default
0/ME5100:example_router01(config-vrf)#
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9.4. import route-target
>"11"6 2)3"14" .)(/)86,& ("4"&D / 2)1:'=%#"F'', 2"2); Route Target ?%4,& '+.)8D()/"&D+6
486 '3.)#&" / 4"11)3 VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; Route Target 486 '3.)#&" / 4"11)3 VRF.

>,')*I6,6

[no] import route-target  RT_FORMAT

N*4*F/)47

¥ RT_FORMAT<Ñ<(1"0,1', Route Target / :)#3"&, AS:nn, 8'?) IPv4:nn, =4,:

S AS - (1"0,1', / :)#3"&, Autonomous System;

S IPv4 - (1"0,1', / :)#3"&, IPv4-"4#,+";

S nn - 0'+8).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-vrf

N4,F/4

0/ME5100:example_router01(config)# vrf test
0/ME5100:example_router01(config-vrf)# import route-target 10.0.0.1:200
0/ME5100:example_router01(config-vrf)#

9.5. import-vrf-default
>"11"6 2)3"14" .)(/)86,& )+%7,+&/86&D '3.)#& 3"#$#%&)/ / 4"11*; VRF '( vrf default.

A)+8, .#'3,1,1'6 4"11); 2)3"14* .#)'(/)4'&+6 '3.)#& 16/S  3"#$#%&)/ &'." Local,
Connected, " &"2C, 3"#$#%&)/, .)8%0,11*E .)+#,4+&/)3 4'1"3'0,+2'E .#)&)2)8)/
3"#$#%&'("F'' (IGP/BGP), / 4"11*; VRF '( =8)?"8D1); &"?8'F* 3"#$#%&'("F'' (vrf
default).

M'. '3.)#&'#)/"11*E 3"#$#%&)/ %+&"1"/8'/",&+6 #"/1*3 BGP Internal.

I&#'F"&,8D1"6 :)#3" 2)3"14* .#')+&"1"/8'/",& '3.)#& 3"#$#%&)/ / 4"11*; VRF '( vrf
default.

>,')*I6,6

[no] import-vrf-default

N*4*F/)47

(:3>:3:.>C:
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-vrf

N4,F/4

0/ME5100:example_router01(config)# vrf test
0/ME5100:example_router01(config-vrf)# import-vrf-default
0/ME5100:example_router01(config-vrf)#

9.6. maximum prefix
>"11"6 2)3"14" .)(/)86,& )=#"1'0'&D 3"2+'3"8D1), 2)8'0,+&/) 3"#$#%&)/ / 4"11)3 VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (0).

>,')*I6,6

maximum prefix  NUMBER
no maximum prefix

N*4*F/)47

¥ NUMBER<Ñ<0'+8), 2)&)#), )?)(1"0",& 3"2+'3"8D1), 0'+8) 3"#$#%&)/. V1"0,1', 0
)(1"0",&, 0&) 0'+8) 3"#$#%&)/ 1,)=#"1'0,11).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-vrf

N4,F/4

0/ME5100:example_router01(config)# vrf test
0/ME5100:example_router01(config-vrf)# maximum prefix 100
0/ME5100:example_router01(config-vrf)#

9.7. rd
>"11"6 2)3"14" .)(/)86,& ("4"&D / 2)1:'=%#"F'' Route Distinguisher 486 4"11)=) VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; Route Distinguisher 486 4"11)=) VRF.

>,')*I6,6

rd  RD_FORMAT
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no rd

N*4*F/)47

¥ RD_FORMAT<Ñ<(1"0,1', RD / :)#3"&, AS:nn, 8'?) IPv4:nn, =4,:

S AS - (1"0,1', / :)#3"&, Autonomous System;

S IPv4 - (1"0,1', / :)#3"&, IPv4-"4#,+";

S nn - 0'+8).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-vrf

N4,F/4

0/ME5100:example_router01(config)# vrf test
0/ME5100:example_router01(config-vrf)# rd 10.0.0.1:200
0/ME5100:example_router01(config-vrf)#

9.8. show vrf
>"11"6 2)3"14" )&)?#"C",& '1:)#3"F'@ .) "2&'/1*3 VRF.

>,')*I6,6

show vrf { all |  STRING }

N*4*F/)47

¥ all <Ñ<."#"3,&#, 2)&)#*; /*?'#",& /+, "2&'/1*, VRF;

¥ STRING<Ñ<'36 VRF-+%71)+&'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show vrf test
Fri Nov 10 05:04:00 2017
Ê VRF                               RD                   Interface
Ê -------------------------------   ------------------   ------------
Ê test                              1:1                  te 0/0/1
Ê test                              1:1                  te 0/0/2
0/ME5100:example_router01#
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9.9. vpn-id
>"11"6 2)3"14" ("4",& / 2)1:'=%#"F'' VRF ).#,4,8,11*; VPN ID, 2"2 ).'+"1) / RFC 2685.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& VPN ID '( 2)1:'=%#"F''.

>,')*I6,6

vpn-id  VPN_ID_FORMAT
[no] vpn-id

N*4*F/)47

¥ VPN_ID_FORMAT<Ñ<."#"3,&#, 2)&)#*; )&/,0",& (" %1'2"8D1*; '4,1&':'2"&)# VPN /
:)#3"&, Organizationally Unique Identifier:Index.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-vrf

N4,F/4

0/ME5100:example_router01(config)# vrf test
0/ME5100:example_router01(config-vrf)# vpn-id 100:100
0/ME5100:example_router01(config-vrf)#

9.10. vrf
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' N2(,3.86# VRF ' .,#,;&' / #,C'3 ,=)
2)1:'=%#"F'' (config-vrf).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; N2(,3.86# '( 2)1:'=%#"F''.

>,')*I6,6

[no] vrf  STRING

N*4*F/)47

¥ STRING<Ñ<'36 VRF +%71)+&'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# vrf test
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0/ME5100:example_router01(config-vrf)#
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=0*1* 10. $&>B@;EC& >B&B%T">C;E
D&@Y@5B%Q&.%%
-&"&'0,+2"6 3"#$#%&'("F'6<Ñ<N&) 3,E"1'(3, .#' .)3)7' 2)&)#)=) / +'+&,3, 3)C1)
/#%01%@ +)(4"/"&D, %4"86&D ' 3)4':'F'#)/"&D IP-3"#$#%&*. -&"&'0,+2', 3"#$#%&* 3)=%&
?*&D ("4"1* 2"2 / =8)?"8D1); &"?8'F, 3"#$#%&'("F'', &"2 ' /1%&#' VRF.

10.1. address-family
B)3"14" .#)'(/)4'& .,#,E)4 / #,C'3 1"+&#);2' +&"&'0,+2'E 3"#$#%&)/
+))&/,&+&/%@7,=) +,3,;+&/" .#)&)2)8)/ (AFI/SAFI).

I&#'F"&,8D1"6 :)#3" %4"86,& /+, +&"&'0,+2', 3"#$#%&* / %2"("11); ."#, AFI/SAFI.

>,')*I6,6

[no] address-family { ipv4 | ipv6 } { multicast | unicast }

N*4*F/)47

¥ ipv4 <Ñ<+,3,;+&/) "4#,+)/ IPv4

¥ ipv6 <Ñ<+,3,;+&/) "4#,+)/ IPv6

¥ multicast <Ñ<.)4+,3,;+&/) Multicast

¥ unicast <Ñ<.)4+,3,;+&/) Unicast

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static
config-router-static-vrf

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)#

10.2. admin-distance
B)3"14" .)(/)86,& ("4"&D "43'1'+&#"&'/1%@ 4'+&"1F'@ (AD) 486 %2"("11)=) +&"&'0,+2)=)
3"#$#%&". AD 3)C,& ?*&D ("4"1" 2"2 486 3"#$#%&" F,8'2)3<Ñ</ +,2F'' destination , &"2 '
486 3"#$#%&" 0,#,( 2)12#,&1*; '1&,#:,;+<Ñ</ +,2F'' interface .

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& AD +&"&'0,+2)=) 3"#$#%&" 2 (1"0,1'@ .)
%3)80"1'@<Ñ<(1), 8'?) 2 (1"0,1'@, ("4"11)3% / #"(4,8, 2)1:'=%#"F'' router admin-
distance .
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>,')*I6,6

[no] admin-distance  DISTANCE

N*4*F/)47

¥ DISTANCE<Ñ<0'+8)/), (1"0,1', "43'1'+&#"&'/1); 4'+&"1F'' (1..254)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static-address-family-ipv4-multicast-destination-interface
config-router-static-address-family-ipv4-multicast-destination
config-router-static-address-family-ipv4-unicast-destination-interface
config-router-static-address-family-ipv4-unicast-destination
config-router-static-address-family-ipv6-unicast-destination-interface
config-router-static-address-family-ipv6-unicast-destination
config-router-static-vrf-address-family-ipv4-multicast-destination-interface
config-router-static-vrf-address-family-ipv4-multicast-destination
config-router-static-vrf-address-family-ipv4-unicast-destination-interface
config-router-static-vrf-address-family-ipv4-unicast-destination
config-router-static-vrf-address-family-ipv6-unicast-destination-interface
config-router-static-vrf-address-family-ipv6-unicast-destination

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# destination 40.10.0.0/16 40.10.0.1
0/ME5100:example_router01(config-destination)# admin-distance 11
0/ME5100:example_router01(config-destination)#

10.3. bfd fast-detect
528@0,1', .#)&)2)8" ?*+&#)=) )?1"#%C,1'6 )&2"()/ BFD 486 +&"&'0,+2)=) 3"#$#%&".
>"11"6 2)3"14" '1'F''#%,& +)(4"1', BFD-+,++'' + %+&#);+&/)3, "4#,+ 2)&)#)=) %2"("1 /
2"0,+&/, nexthop 486 &,2%7,=) 3"#$#%&". A#' .,#,E)4, BFD-+,++'' / 1,"2&'/1), +)+&)61',
3"#$#%& &"2C, ?%4,& %4"8,1 '( 0'+8" "2&'/1*E 4) +8,4%@7,=) .)416&'6 +,++''. M#":'2 .)
1,"2&'/1)3 3"#$#%&% &"2C, .,#,+&"1,& 1".#"/86&D+6.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& '+.)8D()/"1', N&)=) .#)&)2)8".

>,')*I6,6

[no] bfd fast-detect

N*4*F/)47

>"11"6 2)3"14" 1, +)4,#C'& ."#"3,&#)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static-address-family-ipv4-multicast-destination-interface
config-router-static-address-family-ipv4-unicast-destination-interface
config-router-static-address-family-ipv6-unicast-destination-interface
config-router-static-vrf-address-family-ipv4-multicast-destination-interface
config-router-static-vrf-address-family-ipv4-unicast-destination-interface
config-router-static-vrf-address-family-ipv6-unicast-destination-interface

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# destination 40.10.0.0/16 40.10.0.1
0/ME5100:example_router01(config-destination)# interface tengigabitethernet 0/0/7
0/ME5100:example_router01(config-tengigabitethernet)# bfd fast-detect
0/ME5100:example_router01(config-tengigabitethernet)#

10.4. description
B)3"14" .)(/)86,& ("4"&D ).'+"1', +&"&'0,+2)3% 3"#$#%&%.

I&#'F"&,8D1"6 :)#3" 2)3"14% %4"86,& ).'+"1', 3"$#%&".

>,')*I6,6

[no] description  DESCRIPTION

N*4*F/)47

¥ DESCRIPTION<Ñ<+&#)2)/), (1"0,1', 0..255

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static-address-family-ipv4-unicast-destination
config-router-static-address-family-ipv6-unicast-destination
config-router-static-vrf-address-family-ipv4-unicast-destination
config-router-static-vrf-address-family-ipv6-unicast-destination

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# destination 0.0.0.0/0 192.168.0.1
0/ME5100:example_router01(config-destination)# description "Destination of last
resort"
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0/ME5100:example_router01(config-destination)#

10.5. destination
-)(4"1', +&"&'0,+2)=) 3"#$#%&" / 2)1:'=%#"F'' +,3,;+&/" AFI/SAFI.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ("4"11*; +&"&'0,+2'; 3"#$#%&.

>,')*I6,6

[no] destination {  IPv4_pref  |  IPv6_pref  } {  IPv4_nhop  |  IPv6_nhop  }

N*4*F/)47

¥ IPv4_pref (X.X.X.X/N) <Ñ<IPv4 .#,:'2+ 3"#$#%&";

¥ IPv6_pref (X:X:X:X::X/N) <Ñ<IPv6 .#,:'2+ 3"#$#%&";

¥ IPv4_nhop (X.X.X.X) <Ñ<IPv4 "4#,+ +8,4%@7,=) %(8" (nexthop) 486 3"#$#%&";

¥ IPv6_nhop (X:X:X:X::X) <Ñ<IPv6 "4#,+ +8,4%@7,=) %(8" (nexthop) 486 3"#$#%&".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static-address-family-ipv4-multicast
config-router-static-address-family-ipv4-unicast
config-router-static-address-family-ipv6-unicast
config-router-static-vrf-address-family-ipv4-multicast
config-router-static-vrf-address-family-ipv4-unicast
config-router-static-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# destination 40.10.0.0/16 40.10.0.1
0/ME5100:example_router01(config-destination)#

10.6. interface
B)3"14" .#'1%4'&,8D1) ("4",& '1&,#:,;+, 0,#,( 2)&)#*; ?%4,& 1".#"/8,1 &#":'2 .)
4"11)3% +&"&'0,+2)3% 3"#$#%&%, ' .#)'(/)4'& .,#,E)4 / #,C'3 1"+&#);2'
4).)81'&,8D1*E ."#"3,&#)/ +&"&'0,+2)=) 3"#$#%&".

NOTE
>86 +)(4"1'6 blackhole-3"#$#%&" 3)C1) '+.)8D()/"&D +.,F'"8D1), '36
'1&,#:,;+"<Ñ< null .

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; '1&,#:,;+ '( &,2%7,=) 3"#$#%&".
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>,')*I6,6

[no] interface  IFACE

N*4*F/)47

¥ IFACE<Ñ<'1&,#:,;+.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static-address-family-ipv4-multicast-destination
config-router-static-address-family-ipv4-unicast-destination
config-router-static-address-family-ipv6-unicast-destination
config-router-static-vrf-address-family-ipv4-multicast-destination
config-router-static-vrf-address-family-ipv4-unicast-destination
config-router-static-vrf-address-family-ipv6-unicast-destination

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# destination 40.10.0.0/16 40.10.0.1
0/ME5100:example_router01(config-destination)# interface tengigabitethernet 0/0/7
0/ME5100:example_router01(config-tengigabitethernet)#

10.7. metric
B)3"14" .)(/)86,& ("4"&D 3,&#'2% 486 %2"("11)=) +&"&'0,+2)=) 3"#$#%&". !,&#'2" 3)C,&
?*&D ("4"1" 2"2 486 3"#$#%&" F,8'2)3<Ñ</ +,2F'' destination , &"2 ' 486 3"#$#%&" 0,#,(
2)12#,&1*; '1&,#:,;+<Ñ</ +,2F'' interface .

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', 3,&#'2' .) %3)80"1'@<Ñ<(1).

>,')*I6,6

[no] metric  METRIC

N*4*F/)47

¥ METRIC<Ñ<0'+8)/), (1"0,1', "43'1'+&#"&'/1); 4'+&"1F'' (1..4294967295)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static-address-family-ipv4-multicast-destination-interface
config-router-static-address-family-ipv4-multicast-destination
config-router-static-address-family-ipv4-unicast-destination-interface
config-router-static-address-family-ipv4-unicast-destination
config-router-static-address-family-ipv6-unicast-destination-interface
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config-router-static-address-family-ipv6-unicast-destination
config-router-static-vrf-address-family-ipv4-multicast-destination-interface
config-router-static-vrf-address-family-ipv4-multicast-destination
config-router-static-vrf-address-family-ipv4-unicast-destination-interface
config-router-static-vrf-address-family-ipv4-unicast-destination
config-router-static-vrf-address-family-ipv6-unicast-destination-interface
config-router-static-vrf-address-family-ipv6-unicast-destination

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# destination 40.10.0.0/16 40.10.0.1
0/ME5100:example_router01(config-destination)# metric 1000
0/ME5100:example_router01(config-destination)#

10.8. path-type
V"4"1', "&#'?%&" path-type  486 4"11)=) 3"#$#%&".

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ ( static ).

>,')*I6,6

[no] path-type  TYPE

N*4*F/)47

¥ bgp-external ;

¥ bgp-internal ;

¥ bgp-vpn ;

¥ connected ;

¥ i3-connected ;

¥ i3-local ;

¥ isis-level1-external ;

¥ isis-level1-internal ;

¥ isis-level2-external ;

¥ isis-level2-internal ;

¥ none ;

¥ ospf-inter-area ;

¥ ospf-intra-area ;

¥ ospf-type1-external ;

¥ ospf-type1-nssa ;
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¥ ospf-type2-external ;

¥ ospf-type2-nssa ;

¥ static

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static-address-family-ipv4-multicast-destination-interface
config-router-static-address-family-ipv4-unicast-destination-interface
config-router-static-address-family-ipv6-unicast-destination-interface
config-router-static-vrf-address-family-ipv4-multicast-destination-interface
config-router-static-vrf-address-family-ipv4-unicast-destination-interface
config-router-static-vrf-address-family-ipv6-unicast-destination-interface

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# destination 40.10.0.0/16 40.10.0.1
0/ME5100:example_router01(config-destination)# interface tengigabitethernet 0/0/7
0/ME5100:example_router01(config-tengigabitethernet)# path-type i3-connected
0/ME5100:example_router01(config-tengigabitethernet)#

10.9. router static
528@0,1', .)44,#C2' +&"&'0,+2); 3"#$#%&'("F'' ' .,#,E)4 / #,C'3 1"+&#);2'
+&"&'0,+2'E 3"#$#%&)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' +,2F'@ +&"&'0,+2'E 3"#$#%&)/
F,8'2)3.

>,')*I6,6

[no] router static

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

configure

N4,F/4

0/ME5100:example_router01(config)# router static
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0/ME5100:example_router01(config-static)#

10.10. tag
V"4"1', &,=" 3"#$#%&". >"11*; &,= 6/86,&+6 /1%&#,11'3 ."#"3,&#)3 3"#$#%&", 2)&)#*;
3)C,& ?*&D '+.)8D()/"1 / 4"8D1,;$,3, 1".#'3,#, / .#"/'8"E #,4'+&#'?%F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86@& &,= + &,2%7,=) 3"#$#%&".

>,')*I6,6

tag  TAG
no tag

N*4*F/)47

¥ TAG<Ñ<M,= 3"#$#%&", .#'1'3",& 0'+8)/*, (1"0,1'6 1..65535.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static-address-family-ipv4-multicast-destination
config-router-static-address-family-ipv4-unicast-destination
config-router-static-address-family-ipv6-unicast-destination
config-router-static-vrf-address-family-ipv4-multicast-destination
config-router-static-vrf-address-family-ipv4-unicast-destination
config-router-static-vrf-address-family-ipv6-unicast-destination

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# destination 40.10.0.0/16 40.10.0.1
0/ME5100:example_router01(config-destination)# tag 3
0/ME5100:example_router01(config-destination)#

10.11. vrf
B)3"14" /E)4'& / #,C'3 2)1:'=%#"F'' +&"&'0,+2'E 3"#$#%&)/ 486 ("4"11)=) VRF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' +&"&'0,+2', 3"#$#%&* /
%2"("11)3 VRF.

>,')*I6,6

[no] vrf  VRF_NAME

N*4*F/)47

¥ VRF NAME<Ñ<+&#)2)/), (1"0,1', '3,1' VRF (1..31)
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-static

N4,F/4

0/ME5100:example_router01(config)# router static
0/ME5100:example_router01(config-static)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# vrf LAN
0/ME5100:example_router01(config-vrf)#
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=0*1* 11. $&>B@;EC& #%$&D%T">C;E
D&@Y@5B%Q&.%% OSPF
A#)&)2)8 4'1"3'0,+2); 3"#$#%&'("F'' OSPF (Open Shortest Path First) 6/86,&+6 0"+&D@
+,3,;+&/" .#)&)2)8)/ IGP (Interior Gateway Protocol).

-%7,+&/%,& &#' /,#+'' .#)&)2)8" OSPF:

¥ v1<Ñ</ 4"11*; 3)3,1& .#"2&'0,+2' 1'=4, 1, '+.)8D(%,&+6;

¥ v2<Ñ<'+.)8D(%,&+6 486 )?3,1" 3"#$#%&1); '1:)#3"F',; .#)&)2)8" IPv4;

¥ v3<Ñ<'+.)8D(%,&+6 486 )?3,1" 3"#$#%&1); '1:)#3"F',; .#)&)2)8" IPv6.

>86 )?3,1" 3"#$#%&1); '1:)#3"F',; '+.)8D(%@&+6 ."2,&* LSA (Link-state Advertisements),
+"3' 3"#$#%&* (Link-state Update (LSU)) (".'+*/"@&+6 / 8)2"8D1%@ 486 2"C4)=)
3"#$#%&'("&)#" ?"(% 4"11*E LSDB (Link-state Database). A)'+2 8%0$,=) 3"#$#%&" )+1)/"1
1" "8=)#'&3, Shortest Path First L4+=,#" 5'?, >e;2+&#*. O)8D$, '1:)#3"F'' / RFC 2328 '
RFC 5340.

11.1. active-backbone
A) %3)80"1'@ 3"#$#%&'("&)# / #)8' ABR )&.#"/86,& Default LSA-3 / Stub area 1,("/'+'3)
)& &)=), '3,@&+6 % 1,=) "2&'/1*, )&1)$,1'6 +3,C1)+&' (adjacency) / Area 0 (Backbone area)
'8' 1,&<Ñ<1".#'3,#, 4)+&"&)01) '3,&D "2&'/1*; Loopback-'1&,#:,;+, .)428@0,11*; 2
Area 0. A)+8, .#'3,1,1'6 2)3"14* active-backbone  3"#$#%&'("&)# / #)8' ABR ?%4,&
)&.#"/86&D Default LSA-3 / Stub area, &)8D2) ,+8' % 1,=) '3,@&+6 E)&6 ?* )41' "2&'/1*,
)&1)$,1'6 +3,C1)+&' / Area 0.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@.

9(3,1,1'6, /1)+'3*, 2)3"14); active-backbone , /+&%."@& / +'8% &)8D2) .)+8, .,#,(".%+2"
.#)F,++" OSPF, 486 2)&)#)=) 4"11"6 2)3"14* ?*8" .#'3,1,1".

>,')*I6,6

[no] active-backbone

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf
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N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# active-backbone

11.2. address-prefix
>"11"6 2)3"14" .)(/)86,& )&:'8D&#)/"&D OSPFv2 IP LFA FRR 3"#$#%&* / .#"/'8, lfa filter
.) .#,:'2+%, 486 2)&)#)=) ?%4,& #"++0'&*/"&D+6 "8D&,#1"&'/1*; 3"#$#%&.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& :'8D&# .) .#,:'2+% (&"2'3 )?#"()3 / .#"/'8)
.)."4"@& /+, OSPFv2 IP LFA FRR 3"#$#%&*).

>,')*I6,6

address-prefix  IPv4_PREFIX_FORMAT
[no] address-prefix

N*4*F/)47

¥ IPv4_PREFIX_FORMAT<Ñ<(1"0,1', IPv4-.#,:'2+" 486 :'8D&#"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-lfa-filter
config-router-ospfv2-vrf-lfa-filter
config-router-ospfv3-lfa-filter
config-router-ospfv3-vrf-lfa-filter

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# address-prefix 10.0.0.0/8
0/ME5100:example_router01(config-filter)#

11.3. advertise-max-metric
B)3"14" %+&"1"/8'/",& 3"2+'3"8D1%@ 3,&#'2% 486 non-stub 8'12)/ 1" .,#')4 /#,3,1',
("4"11*; 2)3"14); time-to-advertise

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& ("/*$,1', 3,&#'2' non-stub 8'12)/

>,')*I6,6

[no] advertise-max-metric
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# advertise-max-metric
0/ME5100:example_router01(config-ospfv2)#

11.4. area
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" ).#,4,8,11%@ ()1% OSPFv2 ' .)(/)86,&
.,#,;&' / #,C'3 1"+&#);2' 2)1:'=%#"F'' N&); ()1*. 5 #,C'3, 2)1:'=%#"F'' ()1*
/)(3)C1), / .,#/%@ )0,#,4D, 1,.)+#,4+&/,11) 2)1:'=%#'#)/"&D '1&,#:,;+*, 2)&)#*,
?%4%& %0"+&/)/"&D / .#)F,++, 3"#$#%&'("F'' OSPFv2.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11%@ area.

>,')*I6,6

[no] area  AREA

N*4*F/)47

¥ AREA<Ñ<(1"0,1', OSPFv2 area / :)#3"&, IPv4-"4#,+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)#
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11.5. area-aggregate
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' .#"/'8) 486 +%33"#1)=) 3"#$#%&" +
LSA Type 3 '8' LSA Type 7.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8) '( 2)1:'=%#"F''.

>,')*I6,6

[no] area-aggregate { nssa-external-lsa | summary-lsa }  IPv4_PREFIX_FORMAT

N*4*F/)47

¥ IPv4_PREFIX_FORMAT<Ñ<(1"0,1', .#,:'2+" / :)#3"&, IPv4-.)4+,&'

¥ nssa-external-lsa  <Ñ<LSA NSSA external link (Type 7 LSA)

¥ summary-lsa  <Ñ<OSPF summary LSA (Type 3 LSA)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# area-aggregate summary-lsa 10.0.0.0/8
0/ME5100:example_router01(config-area-aggregate)#

11.6. area-id
B)3"14" ("4",& 1)3,# )?8"+&' (Area ID) 486 3"#$#%&", "1)1+'#%,3)=) 2)3"14); host .

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

area-id  AREA
no area-id

N*4*F/)47

¥ AREA<Ñ<(1"0,1', OSPF area / :)#3"&, IPv4-"4#,+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-ospfv2-host
config-router-ospfv2-vrf-host
config-router-ospfv3-host
config-router-ospfv3-vrf-host

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# host 10.10.10.10
0/ME5100:example_router01(config-host)# area-id 10.0.0.0

11.7. as-br disable
>"11"6 2)3"14" /*28@0",& / 4"11)3 OSPFv2-.#)F,++, :%12F')1"8 Autonomous System
Border Router (ASBR).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, 3"#$#%&'("&)#
/*+&%.",& / #)8' ASBR / +8%0", 1"8'0'6 1" %+&#);+&/, 4#%='E .#)&)2)8)/ 3"#$#%&'("F''.

>,')*I6,6

[no] as-br disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# as-br disable
0/ME5100:example_router01(config-ospfv2)#

11.8. authentication-key
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' 28@0 "%&,1&':'2"F'' OSPF +,++'; 1" %2"("11)3
'1&,#:,;+,.
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I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; 28@0 '( 2)1:'=%#"F''.

>,')*I6,6

authentication-key [ encrypted ]  KEY
no authentication-key

N*4*F/)47

¥ KEY<Ñ<28@0 "%&,1&':'2"F'' / )&2#*&)3 /'4, (1..255)

¥ encrypted <Ñ<3)4':'2"&)#, %2"(*/"@7';, 0&) 28@0 ("4"1 / $':#)/"11)3 /'4,

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-if
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-if

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# authentication-key test
0/ME5100:example_router01(config-tengigabitethernet)#

11.9. authentication-type
B)3"14" ("4",& &'. $':#)/"1'6, '+.)8D(%,3*; .#' "%&,1&':'2"F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( none ).

>,')*I6,6

authentication-type { hmacsha1 | hmacsha256 | hmacsha384 | hmacsha512 | md5 | none |
simple-password }
[no] authentication-type

N*4*F/)47

¥ hmacsha1 <Ñ<&'. $':#)/"1'6

¥ hmacsha256

¥ hmacsha384

¥ hmacsha512

¥ md5

¥ none
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¥ simple-password

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# authentication-type md5
0/ME5100:example_router01(config-tengigabitethernet)#

11.10. auto-cost reference-bandwidth
B)3"14" ("4",& #,:,#,1+1), (3"2+'3"8D1),) (1"0,1', .#).%+21); +.)+)?1)+&'
(bandwidth), )&1)+'&,8D1) 2)&)#)=) ?%4,& /*+0'&*/"&D+6 +&)'3)+&D '1&,#:,;+". -&)'3)+&D
'1&,#:,;+" + #,:,#,1+1*3 (1"0,1',3 ?%4,& #"/1" ,4'1'F,.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

auto-cost reference-bandwidth  KBPS
no auto-cost reference-bandwidth

N*4*F/)47

¥ KBPS<Ñ< (1"0,1', .#).%+21); +.)+)?1)+&' / 2'8)?'&"E / +,2%14% (1..100000000)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# auto-cost reference-bandwidth 1000000
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0/ME5100:example_router01(config-ospfv2)#

11.11. bandwidth
B)3"14" ("4",& (1"0,1', .#).%+21); +.)+)?1)+&' (bandwidth) 1" '1&,#:,;+,, 2)&)#),
?%4,& '+.)8D()/"1) .#' .)4+0,&, +&)'3)+&' (cost) 4"11)=) '1&,#:,;+" )&1)+'&,8D1)
#,:,#,1+1)=) (1"0,1'6.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

bandwidth  KBPS
no bandwidth

N*4*F/)47

¥ KBPS<Ñ< (1"0,1', .#).%+21); +.)+)?1)+&' / 2'8)?'&"E / +,2%14% (1..100000000)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv3-area-interface
config-router-ospfv3-vrf-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# bandwidth 100000
0/ME5100:example_router01(config-tengigabitethernet)#

11.12. bfd fast-detect
>"11"6 2)3"14" /28@0",& 3,E"1'(3 BFD (Bidirectional Forwarding Detection) 486 OSPFv2-
+)+,4,; 1" 4"11)3 '1&,#:,;+,. A#)&)2)8 BFD .#,41"(1"0,1 486 %+2)#,1'6 )?1"#%C,1'6
)?#*/" OSPF +,++''.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .)44,#C2% BFD 486 4"11)=) '1&,#:,;+".

>,')*I6,6

[no] bfd fast-detect

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# bfd fast-detect
0/ME5100:example_router01(config-tengigabitethernet)#

11.13. dead-interval
>"11"6 2)3"14" .)(/)86,& ("4"&D / 2)1:'=%#"F'' (1"0,1', OSPF Dead Interval.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& Dead Interval (1"0,1', .) %3)80"1'@ (40).

>,')*I6,6

dead-interval { * SECONDS | *minimal }
no dead-interval

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', &";3,#" Dead Interval / +,2%14"E (2..65535)

¥ minimal <Ñ</28@0,1', 3,E"1'(3" Fast Hello, dead interval - 1 +,2%14"

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface
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N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# dead-interval 10
0/ME5100:example_router01(config-tengigabitethernet)#

11.14. disable
>"11"6 2)3"14" (".#,7",& 4)?"/8,1', )&:'8D&#)/"11*E OSPFv2 IP LFA FRR 3"#$#%&)/
.#' '+.)8D()/"1'' :'8D&#" lfa filter .

I&#'F"&,8D1"6 :)#3" 2)3"14* #"(#,$",& 4)?"/8,1', )&:'8D&#)/"11*E OSPFv2 IP LFA FRR
3"#$#%&)/.

>,')*I6,6

[no] disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-lfa-filter
config-router-ospfv2-vrf-lfa-filter
config-router-ospfv3-lfa-filter
config-router-ospfv3-vrf-lfa-filter

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# disable
0/ME5100:example_router01(config-filter)#

11.15. distribute-list route-map in
B)3"14" /28@0",& :'8D&#"F'@ .#' %+&"1)/2, / &"?8'F% 3"#$#%&'("F'' .#'16&*E )&
+)+,4,; 3"#$#%&)/ / +))&/,&+&/'' + ("4"11*3 route-map. >)+&%.1" :'8D&#"F'6 .)
destination , source, nexthop , tag , interface , path-type  ' metric .

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& :'8D&#"F'@.
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>,')*I6,6

[no] distribute-list route-map in  MAPNAME

N*4*F/)47

¥ MAPNAME <Ñ<+&#)2)/), (1"0,1', '3,1' route-map (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 1
0/ME5100:example_router01(config-ospfv2)# distribute-list route-map in Map1
0/ME5100:example_router01(config-ospfv2)#

11.16. dscp
B)3"14" %2"(*/",& (1"0,1', DSCP 486 '+E)467'E +))?7,1'; OSPF .#)&)2)8".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%, /)(/#"7"6 (1"0,1', .) %3)80"1'@ (48).

>,')*I6,6

dscp  DSCP
no dscp

N*4*F/)47

¥ DSCP (0..63)<Ñ<(1"0,1', .)86 DSCP / IP ."2,&"E .,#,4"@7'E OSPF +))?7,1'6.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-virtual-if
config-router-ospfv3
config-router-ospfv3-area-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv2-vrf-virtual-if

N4,F/4
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0/ME5200S:example_router01(config)# router ospfv2 1
0/ME5200S:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5200S:example_router01(config-area)# interface twentyfivegigabitethernet 0/0/2
0/ME5200S:example_router01(config-twentyfivegigabitethernet)# dscp 32
0/ME5200S:example_router01(config-twentyfivegigabitethernet)#

NOTE

R+8' .#')#'&,&* dscp, vlan-pcp 1, %+&"1)/8,1* 1" '1&,#:,;+, ' +)+,46E, &)
.#')#'&,& %+&"1"/8'/",&+6 )& =8)?"8D1*E 1"+&#),2 .#)&)2)8".
R+8' .#')#'&,&* 1, %+&"1)/8,1* / VRF 1" '1&,#:,;+"E ' +)+,46E, &)
.#')#'&,& %+&"1"/8'/",&+6 )& =8)?"8D1*E 1"+&#),2 .#)&)2)8" / VRF.

11.17. effect
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' %+8)/', "1)1+'#)/"1'6 +%33"#1)=)
.#,:'2+", %2"("11)=) / area-aggregate .

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (advertise-matching).

>,')*I6,6

effect { advertise-matching | do-not-advertise-matching }
no effect

N*4*F/)47

¥ advertise-matching <Ñ<."#"3,&#, .#' /*?)#, 2)&)#)=) .#,:'2+ "1)1+'#%,&+6, ,+8'
,+&D .#,:'2+ /E)467'; / .#,:'2+ area-aggregate ;

¥ do-not-advertise-matching <Ñ<."#"3,&#, .#' /*?)#, 2)&)#)=) .#,:'2+ 1,
"1)1+'#%,&+6, ,+8' ,+&D .#,:'2+ /E)467'; / .#,:'2+ area-aggregate .

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-area-aggregate
config-router-ospfv2-vrf-area-area-aggregate
config-router-ospfv3-area-area-aggregate
config-router-ospfv3-vrf-area-area-aggregate

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# area-aggregate summary-lsa 10.0.0.0/8
0/ME5100:example_router01(config-area-aggregate)# effect advertise-matching
0/ME5100:example_router01(config-area-aggregate)#
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11.18. external-lsa-refresh-interval
B)3"14" ("4",& '1&,#/"8 3,C4% )?1)/8,1'63' external LSA, .#'1"48,C"7'E
3"#$#%&'("&)#%.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<1800 +,2%14.

>,')*I6,6

external-lsa-refresh-interval  SECONDS
no external-lsa-refresh-interval

N*4*F/)47

¥ SECONDS <Ñ</#,3,11); '1&,#/"8 / +,2%14"E (1..3599)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# external-lsa-refresh-interval 60
0/ME5100:example_router01(config-ospfv2)#

11.19. fast-hello-multiplier
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D / 2)1:'=%#"F'' 0'+8) ."2,&)/, 2)&)#*,
)&.#"/86@&+6 (" )41% +,2%14% .#' '+.)8D()/"1'' #,C'3" Fast Hello (+3. dead-interval ).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (5).

>,')*I6,6

fast-hello-multiplier  MULTIPLIER
[no] fast-hello-multiplier

N*4*F/)47

¥ MULTIPLIER <Ñ<0'+8) OSPF Hello ."2,&)/, 2)&)#*, ?%4%& )&.#"/86&D+6 (" +,2%14% (3..20)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface

198



config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# fast-hello-multiplier 7
0/ME5100:example_router01(config-tengigabitethernet)#

IMPORTANT
>86 /28@0,1'6 3,E"1'(3" Fast Hello 1,)?E)4'3) %+&"1)/'&D ."#"3,&#
dead-interval  / (1"0,1', minimal .

11.20. fully-specified
>"11"6 2)3"14" .)(/)86,& :'8D&#)/"&D &)8D2) E)+&)/*, (/32) 3"#$#%&* / lfa filter .

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; :'8D&#.

>,')*I6,6

[no] fully-specified

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-lfa-filter
config-router-ospfv2-redistribution-local
config-router-ospfv2-vrf-lfa-filter
config-router-ospfv2-vrf-redistribution-local
config-router-ospfv3-lfa-filter
config-router-ospfv3-redistribution-local
config-router-ospfv3-vrf-lfa-filter
config-router-ospfv3-vrf-redistribution-local

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
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0/ME5100:example_router01(config-ospfv2)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# fully-specified
0/ME5100:example_router01(config-filter)#

11.21. graceful-restart
>"11"6 2)3"14" /28@0",& .)44,#C2% 3,E"1'(3" OSPF Graceful Restart.

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& .)44,#C2% 3,E"1'(3" OSPF Graceful Restart.

>,')*I6,6

[no] graceful-restart

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# graceful-restart
0/ME5100:example_router01(config-ospfv2)#

11.22. graceful-restart grace-period
>"11"6 2)3"14" %+&"1"/8'/",& / 2)1:'=%#"F'' (1"0,1', &";3,#" grace-period.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& (1"0,1', &";3,#" grace-period '( 2)1:'=%#"F''.

>,')*I6,6

graceful-restart grace-period  SECONDS
[no graceful-restart grace-period]

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', &";3,#" Graceful Restart Grace period (1..1800).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# graceful-restart grace-period 600
0/ME5100:example_router01(config-ospfv2)#

11.23. graceful-restart max-grace-period
>"11"6 2)3"14" %+&"1"/8'/",& / 2)1:'=%#"F'' &";3,#, 2)&)#*; )=#"1'0'/",&
3"2+'3"8D1), /#,36 Graceful Restart 486 OSPF Graceful Restart Helper.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' 4"11*; &";3,#.

>,')*I6,6

graceful-restart max-grace-period  SECONDS
[no] graceful-restart max-grace-period

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', &";3,#" max-grace-period / +,2%14"E (1..1800).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# graceful-restart max-grace-
period 600
0/ME5100:example_router01(config-tengigabitethernet)#
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11.24. graceful-restart unplanned
>"11"6 2)3"14" /28@0",& 3,E"1'(3 1,(".8"1'#)/"11)=) OSPF Graceful Restart.

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& 4"11*; 3,E"1'(3.

>,')*I6,6

[no] graceful-restart unplanned

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# graceful-restart unplanned
0/ME5100:example_router01(config-ospfv2)#

11.25. graceful-restart unplanned hello-delay
B)3"14" ("4",& ("4,#C2% 1"0"8" )&+*82' OSPF Hello .) )2)10"1'' 1,(".8"1'#)/"11)=)
#,+&"#&" (Unplaned Graceful Restart). A) '+&,0,1'' 4,;+&/'6 N&)=) &";3,#" )+&"1"/8'/",&+6
#"++*82" grace LSA.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<30 +,2%14.

>,')*I6,6

graceful-restart unplanned hello-delay  SECONDS
no graceful-restart unplanned hello-delay

N*4*F/)47

¥ SECONDS <Ñ<("4,#C2" / +,2%14"E (1-65535)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-if
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config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-if
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-if
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-if

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# graceful-restart unplanned
hello-delay 60
0/ME5100:example_router01(config-tengigabitethernet)#

11.26. graceful-restart unplanned lsa-resend
B)3"14" ("4",& '1&,#/"8 .)/&)#1*E )&+*8)2 grace LSA .#' 1,(".8"1'#)/"11)3 #,+&"#&,
(Unplaned Graceful Restart).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<0, .#' N&)3
.)/&)#1*E )&+*8)2 1, .#)'(/)4'&+6.

>,')*I6,6

graceful-restart unplanned lsa-resend  SECONDS
no graceful-restart unplanned lsa-resend

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', '1&,#/"8" / +,2%14"E (0..65535)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv3-area-interface
config-router-ospfv3-vrf-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# graceful-restart unplanned lsa-
resend 10
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0/ME5100:example_router01(config-tengigabitethernet)#

11.27. hello-interval
>"11"6 2)3"14" %+&"1"/8'/",& (1"0,1', OSPF Hello Timer.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (10).

>,')*I6,6

hello-interval  SECONDS
no hello-interval

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', OSPFv2 Hello Timer / +,2%14"E (0..65535).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# hello-interval 20
0/ME5100:example_router01(config-tengigabitethernet)#

11.28. helper-mode-policy
>"11"6 2)3"14" .)(/)86,& 4)?"/'&D ).#,4,8,11*; #,C'3 .)44,#C2' Graceful Restart
Helper.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ).#,4,8,11*; /'4 .)44,#C2'.

>,')*I6,6

[no] helper-mode-policy { reload | software | switch | unknown }
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N*4*F/)47

¥ reload <Ñ</28@0",& .)44,#C2% Graceful Restart Helper .#' .,#,("=#%(2, %4"8,11)=)
%+&#);+&/";

¥ software <Ñ</28@0",& .)44,#C2% Graceful Restart Helper .#' )?1)/8,1'' %4"8,11)=)
%+&#);+&/";

¥ switch <Ñ</28@0",& .)44,#C2% Graceful Restart Helper .#' +3,1, 3"+&,#+&/" 3,C4%
"2&'/1*3 ' ("."+1*3 3)4%863' %.#"/8,1'6;

¥ unknown <Ñ</28@0",& .)44,#C2% Graceful Restart Helper 486 /+,E )+&"8D1*E +8%0",/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# helper-mode-policy reload
0/ME5100:example_router01(config-tengigabitethernet)#

11.29. host
>"11"6 2)3"14" .)(/)86,& )?H6/'&D / OSPF %2"("11*; E)+&)/*; 3"#$#%& + ).#,4,8,11);
3,&#'2); ' + ).#,4,8,11); Area ID.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( "1)1+)/ OSPF %2"("11*; E)+&)/*; 3"#$#%&.

>,')*I6,6

[no] host  { IPv4_ADDRESS | IPv6_ADDRESS }

N*4*F/)47

¥ IPv4_ADDRESS<Ñ<IPv4-"4#,+ E)+&";

¥ IPv6_ADDRESS<Ñ<IPv6-"4#,+ E)+&".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# host 10.10.10.10
0/ME5100:example_router01(config-host)#

CAUTION
>"11"6 2)3"14" 3)C,& )?H6/'&D 0M8(G  E)+&)/*; 3"#$#%&, 4"C, ,+8'
&"2)=) 3"#$#%&" 1,& 1" %+&#);+&/,.
>86 4"11); 2)3"14* )?6("&,8D1) %2"("1', Area ID.

11.30. ignore-lost-if
B)3"14" .)(/)86,& '=1)#'#)/"&D )&+%&+&/%@7', '1&,#:,;+* .#' #,+&"#&, (Graceful
Restart).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

[no] ignore-lost-if

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# ignore-lost-if
0/ME5100:example_router01(config-ospfv2)#
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11.31. interface
>"11"6 2)3"14" 4)?"/86,& '1&,#:,;+ / 2)1:'=%#"F'@ ()1* ' .)(/)86,& .#)&)2)8% OSPF
:%12F')1'#)/"&D 1" 4"11)3 '1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* %?'#",& '1&,#:,;+ '( 2)1:'=%#"F'' ()1*.

>,')*I6,6

[no] interface  IF

N*4*F/)47

¥ IF<Ñ<'36 '1&,#:,;+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)#

11.32. ip-max-packet-size
>"11"6 2)3"14" ("4",& 3"2+'3"8D1*; #"(3,# OSPF ."2,&)/, 2)&)#*, 3)C,& .)8%0'&D
4"11*; virtual-if .

I&#'F"&,8D1"6 :)#3" 2)3"14* +1'3",& 4"11), )=#"1'0,1', + OSPF ."2,&)/.

>,')*I6,6

ip-max-packet-size  BYTES
[no] ip-max-packet-size

N*4*F/)47

¥ BYTES - 3"2+'3"8D1*; #"(3,# ."2,&" / ?";&"E (1..65535).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-virtual-interface
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config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# virtual-if 0.0.0.1 11.11.11.11
0/ME5100:example_router01(config-virtual-if)# ip-max-packet-size 1000
0/ME5100:example_router01(config-virtual-if)#

11.33. ldp-igp-synchronization
>"11"6 2)3"14" .)(/)86,& '+.)8D()/"&D 3,E"1'(3 +'1E#)1'("F'' 3,C4% .#)&)2)8"3'
OSPFv2 ' LDP. M"2'3 )?#"()3, ,+8' .#)'+E)4'& )?#*/ LDP +,++'' 0,#,( 2"2);-8'?)
'1&,#:,;+, &) 486 N&)=) '1&,#:,;+" /*+&"/86,&+6 3"2+'3"8D1"6 3,&#'2" 486 .#)&)2)8"
OSPFv2. U1"8)='01), .#' #"(#*/, OSPFv2-+)+,4+&/" 0,#,( 2"2);-8'?) '1&,#:,;+, LDP
+)+,4+&/) #"(#*/",&+6.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& +'1E#)1'("F'@ c LDP 1" 4"11)3 '1&,#:,;+,.

>,')*I6,6

[no] ldp-igp-synchronization

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# ldp-igp-synchronization
0/ME5100:example_router01(config-tengigabitethernet)#

11.34. ldp-igp-synchronization hold-time
B)3"14" ("4",& /#,36, 1" 2)&)#), ("/*$",&+6 3,&#'2" 486 '1&,#:,;+" ?,( LDP.
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I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<0, .#' 2)&)#)3 1,&
)=#"1'0,1'6 .) /#,3,1' ("/*$,1'6 3,&#'2'.

>,')*I6,6

ldp-igp-synchronization hold-time  SECONDS
no ldp-igp-synchronization hold-time

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', / +,2%14"E (0..65535)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# ldp-igp-synchronization hold-
time 60
0/ME5100:example_router01(config-tengigabitethernet)#

11.35. lfa
5 #,C'3, 2)1:'=%#"F'' '1&,#:,;+", 2)&)#*; %0"+&/%,& / OSPF-.#)F,++, (config-router-
ospfv2-area-interface ' config-router-ospfv2-vrf-area-interface), 4"11"6 2)3"14" /28@0",&
.)44,#C2% .#)&)2)8" OSPF IP Loop-Free Alternate Fast Reroute (OSPF IP LFA FRR) 486 4"11)=)
'1&,#:,;+".

5 #,C'3, 2)1:'=%#"F'' OSPF-.#)F,++" (config-router-ospfv2 ' config-router-ospfv2-vrf)
4"11"6 2)3"14" /28@0",& .)44,#C2% OSPF IP LFA FRR 486 4"11)=) OSPFv2-.#)F,++"
3"#$#%&'("F''.

5 #,C'3, 2)1:'=%#"F'' '1&,#:,;+", 2)&)#*; %0"+&/%,& / OSPF-.#)F,++, (config-router-
ospfv2-area-interface ' config-router-ospfv2-vrf-area-interface), )&#'F"&,8D1"6 :)#3" 2)3"14*
)&28@0",& .)44,#C2% 4"11)=) .#)&)2)8" 486 '1&,#:,;+", 2)&)#*; %0"+&/%,& / OSPFv2-
.#)F,++,.

5 #,C'3, 2)1:'=%#"F'' OSPF-.#)F,++" (config-router-ospfv2 ' config-router-ospfv2-vrf)
)&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .)44,#C2% 4"11)=) .#)&)2)8" 486 OSPFv2-
.#)F,++".

>,')*I6,6

[no] lfa
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-area-interface
config-router-ospfv2-vrf
config-router-ospfv2-vrf-area-interface
config-router-ospfv3
config-router-ospfv3-area-interface
config-router-ospfv3-vrf
config-router-ospfv3-vrf-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# lfa
0/ME5100:example_router01(config-tengigabitethernet)#

IMPORTANT
!,E"1'(3 LFA #"?)&",& &)8D2) 486 point-to-point '1&,#:,;+)/ (+3.
4'#,2&'/% network ).

11.36. lfa exclude
B)3"14" (".#,7",& #"+0,& "8D&,#1"&'/1*E 3"#$#%&)/ 0,#,( 4"11*; '1&,#:,;+.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1'6 .) %3)80"1'@, .#' /28@0,1'' lfa, /
#"+0,&, "8D&,#1"&'/1*E 3"#$#%&)/ %0"+&/%@& /+, '1&,#:,;+* .#)F,++" OSPF.

>,')*I6,6

[no] lfa exclude

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv3-area-interface
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config-router-ospfv3-vrf-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# lfa exclude
0/ME5100:example_router01(config-tengigabitethernet)#

11.37. lfa filter
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' '3,1)/"11), .#"/'8) 486 :'8D&#"F'' / &"?8'F,
3"#$#%&'("F'' OSPF IP LFA FRR ("."+1*E 3"#$#%&)/ ' .,#,/)4'& / #,C'3
2)1:'=%#'#)/"1'6 N&)=) .#"/'8".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8).

>,')*I6,6

[no] lfa filter  STRING

N*4*F/)47

¥ STRING<Ñ<'36 .#"/'8" (1..128).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# lfa filter FILTER
0/ME5100:example_router01(config-filter)#

11.38. lfa include-all
>"11"6 2)3"14" /28@0",& /)(3)C1)+&D .)+&#),1'6 "8D&,#1"&'/1*E 3"#$#%&)/ 486 /+,E
'1&,#:,;+)/, %0"+&/%@7'E / OSPF-.#)F,++, 3"#$#%&'("F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& /)(3)C1)+&D .)+&#),1'6 "8D&,#1"&'/1*E
$8@()/ 486 /+,E '1&,#:,;+)/, %0"+&/%@7'E / OSPF-.#)F,++, 3"#$#%&'("F''.
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>,')*I6,6

[no] lfa include-all

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# lfa include-all
0/ME5100:example_router01(config-filter)#

11.39. lfa protection disable
>"11"6 2)3"14" )&28@0",& LFA-("7'&% 3"#$#%&)/, .)+&#),11*E 0,#,( %2"("11*;
'1&,#:,;+.

I&#'F"&,8D1"6 :)#3" 2)3"14* #"(#,$",& LFA-("7'&% 3"#$#%&)/, .)+&#),11*E 0,#,(
4"11*; '1&,#:,;+.

>,')*I6,6

[no] lfa protection disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv3-area-interface
config-router-ospfv3-vrf-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
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0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# lfa protection disable
0/ME5100:example_router01(config-tengigabitethernet)#

11.40. lfa remote
>"11"6 2)3"14" /28@0",& .)44,#C2% OSPFv2 IP Remote Loop-Free Alternate Fast Reroute
(RLFA FRR). A)4#)?1,, / RFC 7490

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .)44,#C2% OSPFv2 IP Remote Loop-Free Alternate
Fast Reroute.

>,')*I6,6

[no] lfa remote

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# lfa remote
0/ME5100:example_router01(config-filter)#

11.41. match admin-tag
B)3"14" :'8D&#%,& .) "43'1'+&#"&'/1)3% &,=% 3"#$#%&*, .,#,#"+.#,4,86,3*, /
("4"11)3 .#"/'8, #,4'+&#'?%F'' '( IS-IS / OSPF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& :'8D&#"F'@.

>,')*I6,6

match admin-tag  TAG
no match admin-tag

N*4*F/)47

¥ TAG<Ñ<0'+8)/), (1"0,1', administrative tag (0..4294967295)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution-isis
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config-router-ospfv2-vrf-redistribution-isis
config-router-ospfv3-redistribution-isis
config-router-ospfv3-vrf-redistribution-isis

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution isis ISIS
0/ME5100:example_router01(config-isis)# match admin-tag 100
0/ME5100:example_router01(config-isis)# no match admin-tag
0/ME5100:example_router01(config-isis)#

11.42. match nexthop
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" )=#"1'0,1', 1" '+.)8D()/"1',
).#,4,8,11*E IPv4-.#,:'2+)/ / ).#,4,8,11)3 .#"/'8, #,4'+&#'?%F''. W"(#,$",&+6
'+.)8D()/"&D .#,:'2+*, % 2)&)#*E IPv4 "4#,+ $8@(" /E)4'& / %2"("11*; .#,:'2+.

I&#'F"&,8D1"6 :)#3" 2)3"14* #"(#,$",& '+.)8D()/"&D / 4"11)3 .#"/'8, #,4'+&#'?%F''
/+, .#,:'2+*, 2)&)#*, ,+&D / %2"("11)3 .#)&)2)8,.

>,')*I6,6

match nexthop  IPv4_PREFIX_FORMAT
[no] match nexthop

N*4*F/)47

¥ IPv4_PREFIX_FORMAT - (1"0,1', .#,:'2+" / :)#3"&, IPv4-.)4+,&'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution-bgp
config-router-ospfv2-redistribution-connected
config-router-ospfv2-redistribution-isis
config-router-ospfv2-redistribution-local
config-router-ospfv2-redistribution-static
config-router-ospfv2-vrf-redistribution-bgp
config-router-ospfv2-vrf-redistribution-connected
config-router-ospfv2-vrf-redistribution-isis
config-router-ospfv2-vrf-redistribution-local
config-router-ospfv2-vrf-redistribution-static
config-router-ospfv3-redistribution-bgp
config-router-ospfv3-redistribution-connected
config-router-ospfv3-redistribution-isis
config-router-ospfv3-redistribution-local
config-router-ospfv3-redistribution-static
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config-router-ospfv3-vrf-redistribution-bgp
config-router-ospfv3-vrf-redistribution-connected
config-router-ospfv3-vrf-redistribution-isis
config-router-ospfv3-vrf-redistribution-local
config-router-ospfv3-vrf-redistribution-static

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution connected CONNECTED
0/ME5100:example_router01(config-connected)# match nexthop 10.1.1.1/32
0/ME5100:example_router01(config-connected)#

11.43. match path-type
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' :'8D&#, + .)3)7D@ 2)&)#)=) 3)C1)
)&:'8D&#)/"&D '+.)8D(%,3*, / #,4'+&#'?%F'' '( Border Gateway Protocol (BGP) '8' '(
Intermediate System to Intermediate System (IS-IS) 3"#$#%&* .) 'E &'.%.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( none ).

>,')*I6,6

match path-type { bgp-external | bgp-internal | none }
match path-type { isis-level1-external | isis-level1-internal | isis-level2-external | isis-
level2-internal | none }
no match path-type

N*4*F/)47

¥ bgp-external <Ñ<External BGP (eBGP) 3"#$#%&;

¥ bgp-internal <Ñ<Internal BGP (iBGP) 3"#$#%&;

¥ isis-level1-external <Ñ<IS-IS Level 1 3"#$#%&, .)8%0,11*; 0,#,( #,4'+&#'?%F'@;

¥ isis-level1-internal <Ñ<IS-IS Level 1 3"#$#%&, .)8%0,11*; 0,#,( "1)1+ .)4+,&';

¥ isis-level2-external <Ñ<IS-IS Level 2 3"#$#%&, .)8%0,11*; 0,#,( #,4'+&#'?%F'@;

¥ isis-level2-internal <Ñ<IS-IS Level 2 3"#$#%&, .)8%0,11*; 0,#,( "1)1+ .)4+,&'.

¥ none <Ñ</+, &'.* 3"#$#%&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution-bgp
config-router-ospfv2-redistribution-isis
config-router-ospfv2-vrf-redistribution-bgp
config-router-ospfv2-vrf-redistribution-isis
config-router-ospfv3-redistribution-bgp
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config-router-ospfv3-redistribution-isis
config-router-ospfv3-vrf-redistribution-bgp
config-router-ospfv3-vrf-redistribution-isis

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution bgp RULE
0/ME5100:example_router01(config-bgp)# path-type-filter bgp-external
0/ME5100:example_router01(config-bgp)#

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution isis RULE
0/ME5100:example_router01(config-isis)# path-type-filter isis-level1-internal
0/ME5100:example_router01(config-isis)#

11.44. match prefix
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" )=#"1'0,1', 1" '+.)8D()/"1',
).#,4,8,11*E IPv4-.#,:'2+)/ / ).#,4,8,11)3 .#"/'8, #,4'+&#'?%F''. W"(#,$",&+6
'+.)8D()/"&D / .#"/'8, #,4'+&#'?%F'' %2"("11*; .#,:'2+ ' /+, /E)467', / 1,=) .)4+,&'.

I&#'F"&,8D1"6 :)#3" 2)3"14* #"(#,$",& '+.)8D()/"&D / 4"11)3 .#"/'8, #,4'+&#'?%F''
/+, .#,:'2+*, 2)&)#*, ,+&D / %2"("11)3 .#)&)2)8,.

>,')*I6,6

match prefix  IPv4_PREFIX_FORMAT
no match prefix

N*4*F/)47

¥ IPv4_PREFIX_FORMAT - (1"0,1', .#,:'2+" / :)#3"&, IPv4-.)4+,&'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution
config-router-ospfv2-vrf-redistribution
config-router-ospfv3-redistribution
config-router-ospfv3-vrf-redistribution

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution connected CONNECTED
0/ME5100:example_router01(config-connected)# match prefix 10.1.1.1/32
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0/ME5100:example_router01(config-connected)#

11.45. match prefix-list
B)3"14" .)(/)86,& :'8D&#)/"&D .) (1"0,1'@ IP-.#,:'2+" 8'?) nexthop / +))&/,&+&/'' +
.#,:'2+-8'+&)3 ( prefix-list ) .#' .,#,#"+.#,4,8,1'' 3"#$#%&)/ '( 4#%='E .#)&)2)8)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&3,16,& :'8D&#"F'@ #,4'+&#'?%F''.

>,')*I6,6

match prefix-list { destination | nexthop }  PREFIX_LIST
no match prefix-list destination
no match prefix-list nexthop

N*4*F/)47

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution-bgp
config-router-ospfv2-redistribution-connected
config-router-ospfv2-redistribution-isis
config-router-ospfv2-redistribution-local
config-router-ospfv2-redistribution-static
config-router-ospfv2-vrf-redistribution-bgp
config-router-ospfv2-vrf-redistribution-connected
config-router-ospfv2-vrf-redistribution-isis
config-router-ospfv2-vrf-redistribution-local
config-router-ospfv2-vrf-redistribution-static
config-router-ospfv3-redistribution-bgp
config-router-ospfv3-redistribution-connected
config-router-ospfv3-redistribution-isis
config-router-ospfv3-redistribution-local
config-router-ospfv3-redistribution-static
config-router-ospfv3-vrf-redistribution-bgp
config-router-ospfv3-vrf-redistribution-connected
config-router-ospfv3-vrf-redistribution-isis
config-router-ospfv3-vrf-redistribution-local
config-router-ospfv3-vrf-redistribution-static

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution bgp BGP-Redist
0/ME5100:example_router01(config-bgp)# match prefix-list destination PfxLst01
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0/ME5100:example_router01(config-bgp)#

11.46. match tag
B)3"14" /28@0",& :'8D&#"F'@ .,#,#"+.#,4,86,3*E static-3"#$#%&)/ .) tag

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& :'8D&#"F'@

>,')*I6,6

match tag  TAG
no match tag

N*4*F/)47

¥ TAG<Ñ<0'+8)/), (1"0,1', &,=" (1..65535)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution-static
config-router-ospfv2-vrf-redistribution-static
config-router-ospfv3-redistribution-static
config-router-ospfv3-vrf-redistribution-static

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution static STATIC
0/ME5100:example_router01(config-static)# match tag 500
0/ME5100:example_router01(config-static)#

11.47. maximum-paths
B)3"14" ("4",& 3"2+'3"8D1), 0'+8) ECMP 3"#$#%&)/ %+&"1"/8'/",3*E / OSPF RIB

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (5)

>,')*I6,6

maximum-paths  NUM
no maximum-paths

N*4*F/)47

¥ NUM <Ñ<2)8'0,+&/) ECMP 3"#$#%&)/ (1..8)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-virtual-if
config-router-ospfv2-vrf
config-router-ospfv2-vrf-virtual-if
config-router-ospfv3
config-router-ospfv3-virtual-if
config-router-ospfv3-vrf
config-router-ospfv3-vrf-virtual-if

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# maximum-paths 8
0/ME5100:example_router01(config-ospfv2)#

11.48. metric
>"11"6 2)3"14" %+&"1"/8'/",& (1"0,1', 3,&#'2' '1&,#:,;+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', 3,&#'2' .) %3)80"1'@ (1).

>,')*I6,6

metric  METRIC
[no] metric

N*4*F/)47

¥ METRIC<Ñ<(1"0,1', 3,&#'2' 486 '1&,#:,;+" (0..65535).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-host
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-host
config-router-ospfv3-area-interface
config-router-ospfv3-host
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-host

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
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0/ME5100:example_router01(config-tengigabitethernet)# metric 10
0/ME5100:example_router01(config-tengigabitethernet)#

11.49. metric-conversion
>"11"6 2)3"14" .)(/)86,& .#)'(/)4'&D 3"&,3"&'0,+2', ).,#"F'' 3,C4% 3,&#'2);
.#)&)2)8", '( 2)&)#)=) .#)'+E)4'& #,4'+&#'?%F'6, ' (1"0,1',3 3,&#'2' 486 4"11)=)
.#"/'8" #,4'+&#'?%F'' metric-value .

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( constant ).

>,')*I6,6

metric-conversion { constant | inverse | same | scale-down | scale-up | truncate }
no metric-conversion

N*4*F/)47

¥ constant <Ñ<'+.)8D(%,&+6 (1"0,1', 3,&#'2' / 2)1:'=%#"F'' .#"/'8" #,4'+&#'?%F'';

¥ inverse <Ñ<'+.)8D(%,&+6 "?+)8@&1"6 #"(1'F" 3,C4% (1"0,1',3 3,&#'2' '+E)41)=)
.#)&)2)8" 3"#$#%&'("F'' ' (1"0,1'6 3,&#'2' / 2)1:'=%#"F'' .#"/'8"
#,4'+&#'?%F'';

¥ same <Ñ<'+.)8D(%,&+6 (1"0,1', 3,&#'2' '+E)41)=) .#)&)2)8" 3"#$#%&'("F'';

¥ scale-down <Ñ<'+.)8D(%,&+6 (1"0,1', 3,&#'2' '+E)41)=) .#)&)2)8" 3"#$#%&'("F'',
4,8,11), 1" (1"0,1', 3,&#'2' / 2)1:'=%#"F'' .#"/'8" #,4'+&#'?%F'';

¥ scale-up <Ñ<'+.)8D(%,&+6 (1"0,1', 3,&#'2' '+E)41)=) .#)&)2)8" 3"#$#%&'("F'',
%31)C,11), 1" (1"0,1', 3,&#'2' / 2)1:'=%#"F'' .#"/'8" #,4'+&#'?%F'';

¥ truncate <Ñ<'+.)8D(%,&+6 3,1D$,, '( (1"0,1'; '+E)41)=) .#)&)2)8" 3"#$#%&'("F''
' (1"0,1'6 3,&#'2' / 2)1:'=%#"F'' .#"/'8" #,4'+&#'?%F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution
config-router-ospfv2-vrf-redistribution
config-router-ospfv3-redistribution
config-router-ospfv3-vrf-redistribution

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution local local
0/ME5100:example_router01(config-local)# metric-conversion same
0/ME5100:example_router01(config-local)#

220



11.50. metric-type
B)3"14" .)(/)86,& ("4"&D &'. external 3"#$#%&" .#' #,4'+&#'?%F'' '( 4#%=)=) .#)&)2)8"
3"#$#%&'("F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( ospf-type2-external ).

>,')*I6,6

metric-type { ospf-type1-external | ospf-type2-external }
no metric-type

N*4*F/)47

¥ ospf-type1-external <Ñ<OSPF External Type1;

¥ ospf-type2-external <Ñ<OSPF External Type2.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution
config-router-ospfv2-vrf-redistribution
config-router-ospfv3-redistribution
config-router-ospfv3-vrf-redistribution

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution isis ISIS
0/ME5100:example_router01(config-isis)# metric-type ospf-type1-external
0/ME5100:example_router01(config-isis)# no metric-type
0/ME5100:example_router01(config-isis)#

11.51. metric-value
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D ?"()/), (1"0,1', 3,&#'2' 486 .#"/'8"
#,4'+&#'?%F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (0).

>,')*I6,6

metric-value  METRIC
no metric-value

N*4*F/)47

¥ METRIC<Ñ<(1"0,1', 3,&#'2' (0..16777215)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution
config-router-ospfv2-vrf-redistribution
config-router-ospfv3-redistribution
config-router-ospfv3-vrf-redistribution

A#'3,#:

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution static STATIC
0/ME5100:example_router01(config-static)# metric-value 10
0/ME5100:example_router01(config-static)#

11.52. microloop-avoidance
B)3"14" /28@0",& 3,E"1'(3* ("7'&* )& 3'2#).,&,8D .#' .,#,+&#),1'6E &).)8)=''.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& ("7'&%.

>,')*I6,6

[no] microloop-avoidance

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

Command Default

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# microloop-avoidance
0/ME5100:example_router01(config-ospfv2)#

11.53. microloop-avoidance rib-update-delay
B)3"14" ("4",& ("4,#C2% )?1)/8,1'6 &"?8'F* 3"#$#%&'("F'' .#' .,#,+&#),1''
&).)8)='' 486 '(?,C"1'6 )?#"()/"1'6 .,&,8D.
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I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<5000 3'88'+,2%14.

>,')*I6,6

microloop-avoidance rib-update-delay  MILLISECONDS
no microloop-avoidance rib-update-delay

N*4*F/)47

¥ MILLISECONDS<Ñ<(1"0,1', ("4,#C2' / 3'88'+,2%14"E (1..4294967295)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# microloop-avoidance rib-update-delay 1000
0/ME5100:example_router01(config-ospfv2)#

11.54. mtu-ignore
>"11"6 2)3"14" )&28@0",& .#)/,#2% (1"0,1'6 MTU / OSPF Database Description ."2,&"E .#'
%+&"1)/8,1'' +)+,4+&/" 1" &,2%7,3 '1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& .#)/,#2% (1"0,1'6 MTU / OSPF DB Description
."2,&"E, ,+8' (1"0,1', ?)8D$, MTU '1&,#:,;+", +)+,4+&/) 1, %+&"1"/8'/",&+6.

>,')*I6,6

[no] mtu-ignore

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
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config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# mtu-ignore
0/ME5100:example_router01(config-tengigabitethernet)#

11.55. network
>"11"6 2)3"14" .)(/)86,& ("4"&D '+.)8D(%,3*; &'. '1&,#:,;+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( broadcast ).

>,')*I6,6

network { broadcast | loopback | nbma | point-to-multipoint | point-to-point | undefined }
no network

N*4*F/)47

¥ broadcast <Ñ<$'#)2)/,7"&,8D1"6 +,&D +) 31)C,+&/,11*3 4)+&%.)3;

¥ loopback <Ñ<loopback '1&,#:,;+;

¥ nmba <Ñ<+,&D 31)C,+&/,11)=) 4)+&%." ?,( $'#)2)/,7"&,8D1*E 4)3,1)/;

¥ point-to-multipoint <Ñ<+,&D &'." "&)02"-31)=)&)02"";

¥ point-to-point <Ñ<+,&D &'." "&)02"-&)02"".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv3-area-interface
config-router-ospfv3-vrf-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# network point-to-point
0/ME5100:example_router01(config-tengigabitethernet)#
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11.56. nexthop-prefix
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' :'8D&# .) "4#,+% $8@(" 486 lfa filter .

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' 4"11*; :'8D&#.

>,')*I6,6

nexthop-prefix  { IPv4_PREFIX_FORMAT | IPv6_PREFIX_FORMAT }
[no] nexthop-prefix

N*4*F/)47

¥ IPv4_PREFIX_FORMAT<Ñ<(1"0,1', IPv4-.#,:'2+";

¥ IPv6_PREFIX_FORMAT<Ñ<(1"0,1', IPv6-.#,:'2+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-lfa-filter
config-router-ospfv2-vrf-lfa-filter
config-router-ospfv3-lfa-filter
config-router-ospfv3-vrf-lfa-filter

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# nexthop-prefix 10.0.0.0/8
0/ME5100:example_router01(config-filter)#

11.57. nssa
>"11"6 2)3"14" 3,16,& &'. %2"("11); ()1* (area) 1" NSSA ("Not-So-Stubby Area").

I&#'F"&,8D1"6 :)#3" 2)3"14* )&3,16,& '(3,1,1', &'." area.

>,')*I6,6

[no]nssa

N*4*F/)47

B)3"14" 1, +)4,#C'& ."#"3,&#*.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
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config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# nssa
0/ME5100:example_router01(config-area)#

11.58. nssa default-information-originate
>"11"6 2)3"14" /28@0",& "1)1+'#)/"1', 3"#$#%&" .) %3)80"1'@ / ("4"11); NSSA
)?8"+&'.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& "1)1+'#)/"1', 3"#$#%&" .) %3)80"1'@.

>,')*I6,6

[no] nssa default-information-originate

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# nssa default-information-originate
0/ME5100:example_router01(config-area)#

11.59. nssa default-information-originate metric
B)3"14" ("4",& 3,&#'2% 3"#$#%&" .) %3)80"1'@ 486 NSSA ()1*.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 1).
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>,')*I6,6

nssa default-information-originate metric  METRIC
no nssa default-information-originate metric

N*4*F/)47

¥ METRIC<Ñ<0'+8)/), (1"0,1', 3,&#'2' (0-2147483647)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# nssa default-information-originate metric 10
0/ME5100:example_router01(config-area)# no nssa default-information-originate metric
0/ME5100:example_router01(config-area)#

11.60. nssa default-information-originate metric-type
B)3"14" ("4",& &'. 3,&#'2' 3"#$#%&" .) %3)80"1'@ 486 NSSA ()1*.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( standard ).

>,')*I6,6

nssa default-information-originate metric-type { external-type-1 | external-type-2 |
standard }
no nssa default-information-originate metric-type

N*4*F/)47

¥ external-type-1 <Ñ<External OSPF type 1 3,&#'2";

¥ external-type-2 <Ñ<External OSPF type 2 3,&#'2";

¥ standard  <Ñ<+&"14"#&1"6 OSPF 3,&#'2".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
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config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# nssa default-information-originate metric-type
external-type-1
0/ME5100:example_router01(config-area)#

11.61. nssa no-redistribution
>"11"6 2)3"14" /*28@0",& .)44,#C2% "1)1+'#)/"1'6 .#,:'2+)/, 2)&)#*, .)8%0,1* 0,#,(
#,4'+&#'?%F'@ (LSA Type 5).

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& .)44,#C2% "1)1+'#)/"1'6 N&'E .#,:'2+)/.

>,')*I6,6

[no] nssa no-redistribution

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# nssa no-redistribution
0/ME5100:example_router01(config-area)#

11.62. nssa no-summary
>"11"6 2)3"14" /*28@0",& '3.)#& / STUB-()1% .#,:'2+)/, 2)&)#*, .)8%0,1* 0,#,(
+%33"#1*, 3"#$#%&* (LSA Type 3).

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& '3.)#& &"2'E .#,:'2+)/.
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>,')*I6,6

[no] nssa no-summary

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# nssa no-summary
0/ME5100:example_router01(config-area)#

11.63. nssa translator-resignation-delay
B)3"14" ("4",& '1&,#/"8 .#)/,#2' 3"#$#%&'("&)#)3 &)=), 0&) )1 /+, ,7, /*?#"11*; ABR
Translator / %2"("11); NSSA ()1, (3"#$#%&'("&)#, 2)&)#*; &#"1+8'#%,& LSA Type 7 / LSA
Type 5).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ 40 +,2%14.

>,')*I6,6

nssa translator-resignation-delay  SECONDS
no nssa translator-resignation-delay

N*4*F/)47

¥ SECONDS<Ñ</#,36 .,#,/*?)#)/ / +,2%14"E (0-2147483)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4
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0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# nssa translator-resignation-delay 10
0/ME5100:example_router01(config-area)# no nssa translator-resignation-delay
0/ME5100:example_router01(config-area)#

11.64. nssa translator-role
B)3"14" .)(/)86,& /28@0'&D #,C'3, / 2)&)#)3 3"#$#%&'("&)#, 6/86@7';+6 ABR, ?%4,&
&#"1+8'#)/"&D LSA Type 7 ("4"11); NSSA ()1* / LSA Type 5 /1, ("/'+'3)+&' )& .)?,4* /
/*?)#"E translator ( always ).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ - candidate .
!"#$#%&'("&)# ?%4,& &#"1+8'#)/"&D +))?7,1'6 &)8D2) / &)3 +8%0",, ,+8' )1 /*?#"1 1"
#)8D translator.

>,')*I6,6

nssa translator-role { always | candidate }
no nssa translator-role

N*4*F/)47

¥ always  <Ñ<&#"1+8'#)/"&D LSA /+,=4";

¥ candidate <Ñ<&#"1+8'#)/"&D LSA / +8%0", .)?,4* / /*?)#"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# nssa translator-role always
0/ME5100:example_router01(config-area)#

11.65. ospf-propagate disable
>"11"6 2)3"14" )&28@0",& ).F'@ OSPF propagate tag.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& .)44,#C2% OSPF propagate tag.
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>,')*I6,6

[no]ospf-propagate disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution
config-router-ospfv2-vrf-redistribution
config-router-ospfv3-redistribution
config-router-ospfv3-vrf-redistribution

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution connected CONNECTED
0/ME5100:example_router01(config-connected)# ospf-propagate disable
0/ME5100:example_router01(config-connected)#

11.66. passive
>"11"6 2)3"14" )&28@0",& .#',3 ' .,#,4"0% OSPF-."2,&)/ 1" 4"11)3 '1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& .#',3 ' .,#,4"0% OSPF-."2,&)/ 1" 4"11)3
'1&,#:,;+,.

>,')*I6,6

[no] passive

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface
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N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# passive
0/ME5100:example_router01(config-tengigabitethernet)#

11.67. path-type
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' :'8D&# .) ).#,4,8,11)3% &'.% OSPF IP
LFA FRR 3"#$#%&".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; :'8D&# '( 2)1:'=%#"F''.

>,')*I6,6

path-type { none | ospf-inter-area | ospf-intra-area | ospf-type1-external | ospf-type1-nssa
| ospf-type2-external | ospf-type2-nssa } + no path-type

N*4*F/)47

¥ none <Ñ<1, ).#,4,8,11*; &'. OSPFv2-3"#$#%&";

¥ ospf-inter-area <Ñ<OSPFv2-3"#$#%& .#'$,4$'; '( 4#%=); Area;

¥ ospf-intra-area <Ñ<OSPFv2-3"#$#%& .#'$,4$'; '( N&); C, Area;

¥ ospf-type1-external <Ñ<OSPFv2-3"#$#%&, .#'$,4$'; 2"2 LSA Type 5 External Type 1;

¥ ospf-type1-nssa <Ñ<OSPFv2-3"#$#%&, .#'$,4$'; 2"2 LSA Type 7 External Type 1;

¥ ospf-type2-external <Ñ<OSPFv2-3"#$#%&, .#'$,4$'; 2"2 LSA Type 5 External Type 2;

¥ ospf-type2-nssa <Ñ<OSPFv2-3"#$#%&, .#'$,4$'; 2"2 LSA Type 7 External Type 2.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-lfa-filter
config-router-ospfv2-vrf-lfa-filter
config-router-ospfv3-lfa-filter
config-router-ospfv3-vrf-lfa-filter

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# path-type ospf-intra-area
0/ME5100:example_router01(config-filter)#
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11.68. priority
5 #,C'3, 2)1:'=%#"F'' #,4'+&#'?%F'' (config-router-ospfv2-redistribution ' config-router-
ospfv2-vrf-redistribution) 4"11"6 2)3"14" %+&"1"/8'/",& .#')#'&,& 486 .#"/'8"
#,4'+&#'?%F''.

5 #,C'3, 2)1:'=%#"F'' '1&,#:,;+" (config-router-ospf-area-interface ' config-router-ospf-vrf-
area-interface) 4"11"6 2)3"14" %+&"1"/8'/",& .#')#'&,& 486 4"11)=) 3"#$#%&'("&)#" 486
/*?)#" Designated Router/Backup Designated Router(DR/BDR) 486 $'#)2)/,7"&,8D1*E +,&,;.

5 #,C'3, 2)1:'=%#"F'' LFA :'8D&#"F'' (config-router-ospfv2-lfa-filter ' config-router-ospfv2-
vrf-lfa-filter) 4"11"6 2)3"14" %+&"1"/8'/",& .#')#'&,& 486 .#"/'8" :'8D&#"F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* / #,C'3, 2)1:'=%#"F'' #,4'+&#'?%F''(config-router-
ospfv2-redistribution ' config-router-ospfv2-vrf-redistribution) /)(/#"7",& (1"0,1', .)
%3)80"1'@ (2147483646).

I&#'F"&,8D1"6 :)#3" 2)3"14* / #,C'3, 2)1:'=%#"F'' '1&,#:,;+" (config-router-ospf-
area-interface ' config-router-ospf-vrf-area-interface) /)(/#"7",& (1"0,1', .) %3)80"1'@ (1).

I&#'F"&,8D1"6 :)#3" 2)3"14* / #,C'3, 2)1:'=%#"F'' LFA :'8D&#"F'' (config-router-
ospfv2-lfa-filter ' config-router-ospfv2-vrf-lfa-filter) /)(/#"7",& (1"0,1', .) %3)80"1'@
(2147483646).

>,')*I6,6

priority  PRIORITY no priority

N*4*F/)47

¥ PRIORITY<Ñ<(1"0,1', .#')#'&,&" (1..2147483646).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-redistribution
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-redistribution
config-router-ospfv3-area-interface
config-router-ospfv3-redistribution
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-redistribution

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution connected CONNECTED
0/ME5100:example_router01(config-connected)# priority 10
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0/ME5100:example_router01(config-connected)#

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# priority 20
0/ME5100:example_router01(config-tengigabitethernet)#

11.69. redistribute disable
>"11"6 2)3"14" )&28@0",& #,4'+&#'?%F'@ 486 4"11)=) .#"/'8".

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& #,4'+&#'?%F'@ 486 4"11)=) .#"/'8".

>,')*I6,6

[no] redistribute disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution
config-router-ospfv2-vrf-redistribution
config-router-ospfv3-redistribution
config-router-ospfv3-vrf-redistribution

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution local local
0/ME5100:example_router01(config-local)# redistribute disable

11.70. redistribution
>"11"6 2)3"14" +)(4",& .#"/'8) 486 .,#,4"0' 3"#$#%&)/ ).#,4,8,11)=) .#)'+E)C4,1'6
(4#%=', .#)&)2)8* 3"#$#%&'("F'', +&"&'0,+2', 3"#$#%&* ' &...) / .#)F,++
3"#$#%&'("F'' OSPFv2. !,E"1'(3 &"2); .,#,4"0' &"2C, 1"(*/",&+6 #,4'+&#'?%F',;.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& +))&/,&+&/%@7,, .#"/'8) '( 2)1:'=%#"F''.

>,')*I6,6

[no] redistribution { bgp | connected | isis | local | static }  STRING
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N*4*F/)47

¥ { bgp | connected | isis | local | static } <Ñ<.#)&)2)8, '( 2)&)#)=) ?%4,& .#)'+E)4'&D
#,4'+&#'?%F'6;

¥ STRING<Ñ<'36 .#"/'8" 486 #,4'+&#'?%F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution bgp RULE
0/ME5100:example_router01(config-bgp)#

11.71. restart-helper-strict-lsa-check disable
>"11"6 2)3"14" )&28@0",& +&#)=%@ .#)/,#2% LSA. L&) )(1"0",&, 0&) ,+8' %+&#);+&/)
6/86,&+6 OSPF Gracefull Restart Helper, ' 1" N&)& '1&,#:,;+ .#'E)4'& 1)/*; LSA, &) .#)F,++
Gracefull Restart .#,2#"7",&+6.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& +&#)=%@ .#)/,#2% LSA.

>,')*I6,6

[no] restart-helper-strict-lsa-check disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface
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N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# restart-helper-strict-lsa-check
disable
0/ME5100:example_router01(config-tengigabitethernet)#

11.72. retransmit-interval
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D / 2)1:'=%#"F'' '1&,#/"8, ).#,4,86@7';, +2)8D2)
.#);4,& /#,3,1' 3,C4% .)8%0,1',3 )& OSPF-+)+,4" LSA ' )&.#"/2); ,K 4#%='3 +)+,463.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (5).

>,')*I6,6

retransmit-interval  SECONDS
no retransmit-interval

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', &";3,#" / +,2%14"E (1..1800).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# retransmit-interval 10
0/ME5100:example_router01(config-tengigabitethernet)#

236



11.73. rfc-1583-compatibility
B)3"14" /28@0",& #,C'3 +))&/,&+&/'6 RFC 1583 486 .#)&)2)8" OSPFv2.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& %2"("11*; #,C'3.

>,')*I6,6

[no] rfc-1583-compatibility

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# rfc-1583-compatibility
0/ME5100:example_router01(config-ospfv2)#

11.74. route-calculation interface-change immediate
B)3"14" .)(/)86,& (".%+2"&D .,#,+0,& .#)&)2)8" OSPF 1,.)+#,4+&/,11) .)+8, '(3,1,1'6
+)+&)61'6 '1&,#:,;+", /E)467,=) / .#)&)2)8.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%. A#' N&)3 .,#,+0,& (".%+2",&+6 +
("4,#C2); (+3. 2)3"14% route-calculation max-delay ).

>,')*I6,6

[no] route-calculation interface-change immediate

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf
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N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# route-calculation interface-change immediate
0/ME5100:example_router01(config-ospfv2)#

11.75. route-calculation max-delay
B)3"14" ("4",& ("4,#C2% .,#,+0,&" &"?8'F* 3"#$#%&'("F'' .#' '(3,1,1'' ?"(* 4"11*E
OSPF LSDB.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 5000).

>,')*I6,6

route-calculation-max-delay  MILLISECONDS
no route-calculation-max-delay

N*4*F/)47

¥ MILLISECONDS<Ñ<("4,#C2" .,#,+0,&" RIB / 3'88'+,2%14"E (0-2147483647)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# route-calculation-max-delay 100
0/ME5100:example_router01(config-ospfv2)#

11.76. route-map
B)3"14" .)(/)86,& '+.)8D()/"&D route-map  486 ).,#"F'; 1"4 "&#'?%&"3' .#'
.,#,#"+.#,4,8,1'' 3"#$#%&)/ '( 4#%='E .#)&)2)8)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&3,16,& '+.)8D()/"1', %2"("11); route-map.

>,')*I6,6

route-map  ROUTE_MAP
no route-map
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N*4*F/)47

¥ ROUTE_MAP<Ñ<+&#)2)/), (1"0,1', '3,1' route-map (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution-bgp
config-router-ospfv2-redistribution-connected
config-router-ospfv2-redistribution-isis
config-router-ospfv2-redistribution-local
config-router-ospfv2-redistribution-static
config-router-ospfv2-vrf-redistribution-bgp
config-router-ospfv2-vrf-redistribution-connected
config-router-ospfv2-vrf-redistribution-isis
config-router-ospfv2-vrf-redistribution-local
config-router-ospfv2-vrf-redistribution-static
config-router-ospfv3-redistribution-bgp
config-router-ospfv3-redistribution-connected
config-router-ospfv3-redistribution-isis
config-router-ospfv3-redistribution-local
config-router-ospfv3-redistribution-static
config-router-ospfv3-vrf-redistribution-bgp
config-router-ospfv3-vrf-redistribution-connected
config-router-ospfv3-vrf-redistribution-isis
config-router-ospfv3-vrf-redistribution-local
config-router-ospfv3-vrf-redistribution-static

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution bgp BGP-Redist
0/ME5100:example_router01(config-bgp)# route-map RouteMap01
0/ME5100:example_router01(config-bgp)#

11.77. route-tag
B)3"14" ("4",& &,= +%33"#1*3 3"#$#%&"3 &'." LSA Type-5 .#' "=#,='#)/"1'' 3"#$#%&)/
&'." LSA Type-7.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 0).

>,')*I6,6

route-tag  TAG
no route-tag
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N*4*F/)47

¥ TAG<Ñ<0'+8)/), (1"0,1', &,=" (0-2147483647)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv3-area-area-aggregate
config-router-ospfv3-vrf-area-area-aggregate

N4,F/4

0/ME5100:example_router01(config)# router ospfv3 PROCESS_NAME
0/ME5100:example_router01(config-ospfv3)# area 0.0.0.1
0/ME5100:example_router01(config-area)# area-aggregate nssa-external-lsa
FF00:0001::0/32
0/ME5100:example_router01(config-area-aggregate)# route-tag 100
0/ME5100:example_router01(config-area-aggregate)# no route-tag
0/ME5100:example_router01(config-area-aggregate)#

11.78. router ospf
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" .#)F,++ 3"#$#%&'("F'' OSPFv2 '
.)(/)86,& .,#,;&' / #,C'3 1"+&#);2' N&)=) .#)F,++" (config-router-ospfv2).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; .#)F,++.

>,')*I6,6

[no] router { ospfv2 | ospfv3 }  STRING

N*4*F/)47

¥ STRING<Ñ<'36 OSPF .#)F,++" 3"#$#%&'("F'' (1..64);

¥ ospfv2 <Ñ<OSPFv2 .#)F,++ (486 IPv4);

¥ ospfv3 <Ñ<OSPFv3 .#)F,++ (486 IPv6);

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)#
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IMPORTANT
5)(3)C1) +)(4"1', &)8D2) .) )41); 2).'' OSPFv2, OSPFv3 .#)F,++"
3"#$#%&'("F''.

11.79. router-id
>"11"6 2)3"14" ("4",& / 2)1:'=%#"F'' OSPFv2 router ID 486 4"11)=) OSPF .#)F,++".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), (1"0,1', '( 2)1:'=%#"F'', .#' N&)3 +#"(%
C, .#'3,16,&+6 router ID .) %3)80"1'@. A)#64)2 /*?)#" .) %3)80"1'@:

1. +&"#$'; IPv4-"4#,+ Loopback-'1&,#:,;+";

2. IPv4-"4#,+ Loopback-'1&,#:,;+";

3. +&"#$'; IPv4-"4#,+ '1&,#:,;+" (2#)3, Loopback);

4. IPv4-"4#,+ '1&,#:,;+" (2#)3, Loopback).

>,')*I6,6

router-id  IPv4_FORMAT
no router-id

N*4*F/)47

S IPv4_FORMAT<Ñ<(1"0,1', router ID / :)#3"&, IPv4-"4#,+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)#router-id 10.1.1.1
0/ME5100:example_router01(config-ospfv2)#

NOTE G,8D(6 '+.)8D()/"&D 0.0.0.0 / 2"0,+&/, OSPF router-id.

IMPORTANT

A#' '(3,1,1'' OSPFv2 router ID 16/  OSPF-+)+,4+&/" #"(#*/"@&+6 '
.,#,%+&"1"/8'/"@&+6 ("1)/), 0&) .#'/)4'& 2 .,#,#*/% &#":'2" 0,#,(
%+&#);+&/).
B)3"14% +8,4%,& '+.)8D()/"&D + )+&)#)C1)+&D@.
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11.80. set ospf-tag
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D tag 486 /+,E 3"#$#%&)/, 2)&)#*, .)."4"@& .)4
4"11), .#"/'8) #,4'+&#'?%F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& tag / (1"0,1', .) %3)80"1'@ (0).

>,')*I6,6

set ospf-tag  TAG
no set ospf-tag

N*4*F/)47

TAG<Ñ<&,=, 1"(1"0",3*; .#,:'2+"3 / 4"11)3 .#"/'8, #,4'+&#'?%F'' (0..4294967295).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-redistribution
config-router-ospfv2-vrf-redistribution
config-router-ospfv3-redistribution
config-router-ospfv3-vrf-redistribution

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# redistribution local local
0/ME5100:example_router01(config-local)# set ospf-tag 10
0/ME5100:example_router01(config-local)#

11.81. show ospfv2
>"11"6 2)3"14" )&)?#"C",& +/)41%@ '1:)#3"F'@ .) OSPFv2 .#)F,++% 3"#$#%&'("F''.

>,')*I6,6

show ospfv2 [vrf { all |  VRF_NAME }]

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4
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0/ME5100:example_router01# show ospfv2
Thu Jul 20 16:29:59 2017
Ê Routing Process: test, with ID 33.33.33.33
Ê   Router is an area border router
Ê   Graceful restart: not-restarting, remaining time: 0, reason: completed
Ê   Number of new LSA originated: 18
Ê   Number of new LSA received: 2
Ê   Number of external LSA (LS type 5): 1, checksum: 0x00004702
Ê   Number of type-11 LSAs in the external database (opaque): 0, checksum: 0x00000000
Ê   Number of LSA in LSD at checksum checked: 0
Ê   Number of updates 0 pending, 0 merged
Ê   Number errors:
Ê       instance id: 0, bad IP header length: 0
Ê       header length: 0, bad IP header length: 0
Ê       no virtual link: 0, version: 0
Ê       bad source: 0, resource errors: 0
Ê   Number of packets received have been dropped: 0

Ê      Area 0.0.0.0, up
Ê       Area can carry data traffic: false
Ê       SPF algorithm executed 19 times
Ê       Number of area border routers: 1, Autonomous routers: 1
Ê       Number of Translator State changes: 0
Ê       NSSA Border router state: disabled
Ê       Number of LSA (LS type-1) count: 1, checksum: 0x00008689
Ê       Number of LSA with LS type-2 count: 0
Ê       Number of LSA with LS type-3 count: 1, checksum: 0x0000A109
Ê       Number of LSA with LS type-4 count: 0, checksum: 0x00000000
Ê       Number of LSA with LS type-7 (NSSA) count: 0, checksum: 0x00000000
Ê       Number of LSA with LS type-10 (opaque) count: 0, checksum: 0x00000000
Ê       Number of with LS type-7 (NSSA): 0, checksum: 0x00000000
Ê       Total number of LSA: 2, checksum: 0x00012792

Ê       Number of interfaces in this area is: 5

Ê      Area 0.0.0.1, up
Ê       Area can carry data traffic: false
Ê       SPF algorithm executed 19 times
Ê       Number of area border routers: 1, Autonomous routers: 0
Ê       Number of Translator State changes: 0
Ê       NSSA Border router state: disabled
Ê       Number of LSA (LS type-1) count: 2, checksum: 0x000110DB
Ê       Number of LSA with LS type-2 count: 0
Ê       Number of LSA with LS type-3 count: 1, checksum: 0x000093E2
Ê       Number of LSA with LS type-4 count: 0, checksum: 0x00000000
Ê       Number of LSA with LS type-7 (NSSA) count: 0, checksum: 0x00000000
Ê       Number of LSA with LS type-10 (opaque) count: 0, checksum: 0x00000000
Ê       Number of with LS type-7 (NSSA): 0, checksum: 0x00000000
Ê       Total number of LSA: 3, checksum: 0x0001A4BD

243



Ê       Number of interfaces in this area is: 2

11.82. show ospfv2 area link-state
>"11"6 2)3"14" /*/)4'& '1:)#3"F'@ ) /+,E LSA, 2)&)#*, .)#)C4,1* / OSPFv2 area.

>,')*I6,6

show ospfv2 [vrf { all |  VRF_NAME }] area link-state

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show ospfv2 area link-state
Thu Jul 20 16:41:36 2017
Ê Routing Process: test, with ID 33.33.33.33
Ê      Area 0.0.0.0, up

Ê Link ID           ADV Router     Age        Seq#        Checksum    Type
Ê ----------------- -------------- ---------- ----------- ----------- -----
Ê 33.33.33.33       33.33.33.33    00:28:47   0x80000001  0x00008689  router-lsa
Ê 11.11.11.11       33.33.33.33    00:28:34   0x80000001  0x0000A109  summary-lsa

Ê      Area 0.0.0.1, up

Ê Link ID           ADV Router     Age        Seq#        Checksum    Type
Ê ----------------- -------------- ---------- ----------- ----------- -----
Ê 22.22.22.22       22.22.22.22    00:28:40   0x80000005  0x000043D2  router-lsa
Ê 33.33.33.33       33.33.33.33    00:28:34   0x80000004  0x0000CD09  router-lsa
Ê 0.0.0.0           33.33.33.33    00:28:47   0x80000001  0x000093E2  summary-lsa

11.83. show ospfv2 database
>"11"6 2)3"14" /*/)4'& .)81%@ '1:)#3"F'@ .) OSPFv2 Link-State Database (OSPFv2 LSDB).

>,')*I6,6

show ospfv2 [vrf { all |  VRF_NAME }] database [detailed]

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&';
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¥ detailed <Ñ<."#"3,&# 486 /*/)4" 4,&"8D1); '1:)#3"F'' .) OSPFv2 LSDB.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show ospfv2 database
Thu Jul 20 17:08:22 2017
Ê Routing Process: test, with ID 33.33.33.33

Ê   OSPF Link State Database (Area 0.0.0.0)

Ê Link ID           ADV Router     Age        Seq#        Checksum    Type
Ê ----------------- -------------- ---------- ----------- ----------- -----
Ê 33.33.33.33       33.33.33.33    00:25:34   0x80000002  0x0000848A  router-lsa
Ê 10.10.14.0        33.33.33.33    00:16:15   0x80000001  0x0000FDB7  summary-lsa
Ê 11.11.11.11       33.33.33.33    00:18:52   0x80000001  0x0000A109  summary-lsa
Ê 100.99.223.0      33.33.33.33    00:19:12   0x80000001  0x000033FC  summary-lsa

Ê   Link State Database, Link-Local for network Links (Interface Tengigabitethernet
0/0/1, Area 0.0.0.0)

Ê   Link State Database, Link-Local for network Links (Interface Tengigabitethernet
0/0/9, Area 0.0.0.0)

Ê   Link State Database, Link-Local for network Links (Interface Tengigabitethernet
0/0/1.30, Area 0.0.0.0)

Ê   Link State Database, Link-Local for network Links (Interface Loopback 1, Area
0.0.0.0)

Ê   Link State Database, Link-Local for network Links (Interface Loopback 2, Area
0.0.0.0)

Ê   OSPF Link State Database (Area 0.0.0.1)

Ê Link ID           ADV Router     Age        Seq#        Checksum    Type
Ê ----------------- -------------- ---------- ----------- ----------- -----
Ê 22.22.22.22       22.22.22.22    00:18:58   0x80000008  0x00003DD5  router-lsa
Ê 33.33.33.33       33.33.33.33    00:16:15   0x80000009  0x0000C30E  router-lsa
Ê 0.0.0.0           33.33.33.33    00:25:34   0x80000002  0x000091E3  summary-lsa

Ê   Link State Database, Link-Local for network Links (Interface Tengigabitethernet
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0/0/2, Area 0.0.0.1)

Ê   Link State Database, Link-Local for network Links (Interface Tengigabitethernet
0/0/1.101, Area 0.0.0.1)

Ê   External Link States:

Ê Link ID           ADV Router     Age        Seq#        Checksum    Type
LSA
Ê ----------------- -------------- ---------- ----------- -----------
--------------------- ----
Ê 65.65.65.65       33.33.33.33    00:25:23   0x80000002  0x00004503  external-lsa
0000020541414141212121218000000245030024ffffffff800000000000000000000000

11.84. show ospfv2 fast-reroute
>"11"6 2)3"14" )&)?#"C",& '1:)#3"F'@, +/6("11%@ + OSPF IP LFA FRR.

>,')*I6,6

show ospfv2 fast-reoute [ ipv4 {  IPv4_FORMAT }| ipv6 {  IPv6_FORMAT } | summary]

N*4*F/)47

¥ IPv4_FORMAT<Ñ<(1"0,1', '+2)3)=) .#,:'2+" / :)#3"&, IPv4-"4#,+".

¥ summary <Ñ<+%33"#1*; /*/)4 .) .#)&)2)8% OSPF IP LFA FRR.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show ospfv2 fast-reroute
Fri Jul 21 13:53:36 2017
Ê OSPFv2 Router test
Ê   The destination Internet address prefix: 11.11.11.11/32
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 11.11.11.11, metric 1
Ê     Primary next hop:
Ê         router address: 10.10.14.11
Ê         local network interface: Tengigabitethernet 0/0/1.101
Ê     Candidate:
Ê         LFA router address: 10.10.14.11
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Ê         local network interface: Tengigabitethernet 0/0/1.101
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 11.11.11.11/32
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is true
Ê     The router ID of the next hop router on this path: 22.22.22.22, metric 2
Ê     Primary next hop:
Ê         router address: 10.10.14.11
Ê         local network interface: Tengigabitethernet 0/0/1.101
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:

11.85. show ospfv2 interfaces
>"11"6 2)3"14" )&)?#"C",& +&"&'+&'2% .) OSPFv2 '1&,#:,;+"3.

>,')*I6,6

show ospfv2 [vrf { all |  VRF_NAME }] interfaces [detailed]

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&';

¥ detailed <Ñ<."#"3,&# 486 /*/)4" 4,&"8D1); '1:)#3"F'' .) OSPFv2 interfaces.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show ospfv2 interfaces
Fri Jul 21 11:00:12 2017
Ê Routing Process: test, with ID 22.22.22.22
Ê   Router is an area border router

Ê     Area 0.0.0.0, up

Ê       Interface Tengigabitethernet 0/0/1.101, state: designated-router, status: up
Ê         Changed state: 2 time, Administrative group 0
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Ê         Designated Router IP addr: 10.10.24.32
Ê         Backup Designated Router IP addr: 0.0.0.0
Ê         Subnet mask: 255.255.255.0
Ê         Remote peer index: 0
Ê         Number of LSA count: 0, checksum: 0x00000000

Ê     Area 0.0.0.1, up

Ê       Interface Tengigabitethernet 0/0/2, state: point-to-point, status: up
Ê         Changed state: 5 time, Administrative group 0
Ê         Designated Router IP addr: 0.0.0.0
Ê         Backup Designated Router IP addr: 0.0.0.0
Ê         Subnet mask: 255.255.255.0
Ê         Remote peer index: 0
Ê         Number of LSA count: 0, checksum: 0x00000000

Ê       Interface Loopback 7999, state: loopback, status: up
Ê         Changed state: 1 time, Administrative group 0
Ê         Designated Router IP addr: 0.0.0.0
Ê         Backup Designated Router IP addr: 0.0.0.0
Ê         Subnet mask: 255.255.255.255
Ê         Remote peer index: 0
Ê         Number of LSA count: 0, checksum: 0x00000000

11.86. show ospfv2 interfaces link-state
>"11"6 2)3"14" )&)?#"C",& LSA Type 2 '1:)#3"F'@ .) /+,3 '1&,#:,;+"3.

>,')*I6,6

show ospfv2 [vrf { all |  VRF_NAME }] interfaces link-state

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

É.C1) .).*&"&D+6 +=,1,#'#)/"&D LSA Type 2

0/ME5100:example_router01# show ospfv2 interfaces link-state
Wed Aug  2 12:18:50 2017
Ê Routing Process: test, with ID 22.22.22.22
Ê   Router is an area border router

ÊInterface Loopback 1, state: loopback, status: up Area 0.0.0.1
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Ê     Interface Loopback 2, state: down, status: down Area 0.0.0.0

Ê     Interface Tengigabitethernet 0/0/10, state: down, status: down Area 0.0.0.0

11.87. show ospfv2 neighbors
>"11"6 2)3"14" )&)?#"C",& '1:)#3"F'@ .) OSPFv2 +)+,463.

>,')*I6,6

show ospfv2 [vrf { all |  VRF_NAME }] neighbors [detailed | virtual interfaces]

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&';

¥ detailed <Ñ<."#"3,&# 486 /*/)4" 4,&"8D1); '1:)#3"F'' .) OSPFv2 interfaces;

¥ virtual interfaces <Ñ<."#"3,&# 486 /*/)4" '1:)#3"F'' .) OSPFv2 +)+,4+&/"3,
.)+&#),11*3 0,#,( virtual-if .

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/FMC0:example_router01# show ospfv2 neighbors
Mon Feb 25 18:18:36 2019
Ê Routing Process: 1, with ID 4.4.4.4
Ê   Router is not an area border router
Ê Neighbor ID      Area ID          Pri    State               BFD           Dead Time
Last state change  Address          Interface
Ê ---------------- ---------------- ------ ------------------- -------------
---------- ------------------ ---------------- ----------
Ê 7.7.7.7          0.0.0.0          1      full                active        00:00:39
09h00m40s          100.100.47.7     te 0/10/11.47

11.88. show ospfv2 virtual-interfaces
>"11"6 2)3"14" )&)?#"C",& '1:)#3"F'@ .) OSPFv2 Virtual Interface. >"11*; '1&,#:,;+
'+.)8D(%,&+6 486 &)=), 0&)?* .)428@0'&D backbone area (area 0) 0,#,( transit area.

249



>,')*I6,6

show ospfv2 [vrf { all |  VRF_NAME *}] virtual-interfaces [detailed | link-state] *

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&';

¥ detailed <Ñ<."#"3,&# 486 /*/)4" 4,&"8D1); '1:)#3"F'' .) OSPFv2 Virtual Interface;

¥ link-state <Ñ<."#"3,&# 486 /*/)4" link-state  '1:)#3"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show ospfv2 virtual-interfaces
Thu Jul 20 18:02:57 2017
Ê Routing Process: test, with ID 22.22.22.22
Ê   Router is an area border router

Ê       Interface Virtual-interface, area-id: 0.0.0.1, router-id: 11.11.11.11,  state:
point-to-point, status: up
Ê         Changed state: 1 time(s)
Ê         Administrative group 0
Ê         Number of LSA count: 0, checksum: 0x00000000

11.89. shutdown
B)3"14" .)(/)86,& .#')+&"1)/'&D #"?)&% .#)&)2)8" OSPF 1" ("4"11)3 '1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)()?1)/86,& #"?)&% .#)&)2)8".

>,')*I6,6

[no] shutdown

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-if
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-if
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config-router-ospfv3-area-interface
config-router-ospfv3-virtual-if
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-if

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# shutdown
0/ME5100:example_router01(config-tengigabitethernet)#

11.90. stub
B)3"14" 3,16,& &'. ()1* 1" STUB Area.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

[no] stub

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# stub
0/ME5100:example_router01(config-area)#

11.91. stub default-information-originate
>"11"6 2)3"14" /28@0",& "1)1+'#)/"1', 3"#$#%&" .) %3)80"1'@ / ("4"11); STUB-()1* +
3,&#'2); 1. A#' %2"("1'' ."#"3,&#" metric  3"#$#%&% .#'+/"'/",&+6 ("4"11"6 3,&#'2".
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I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& "1)1+'#)/"1', 3"#$#%&" .) %3)80"1'@.

>,')*I6,6

stub default-information-originate [ metric  METRIC ]
no stub default-information-originate

N*4*F/)47

¥ METRIC<Ñ<3,&#'2" 3"#$#%&" .) %3)80"1'@ (0..16777214)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# stub default-information-originate metric 5
0/ME5100:example_router01(config-area)#

11.92. stub no-summary
>"11"6 2)3"14" %+&"1"/8'/",& &'. &,2%7,; ()1* / "Totally Stubby Area".

I&#'F"&,8D1"6 :)#3" 2)3"14* )&3,16,& '(3,1,1', &'." ()1*.

>,')*I6,6

[no]stub no-summary

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area
config-router-ospfv2-vrf-area
config-router-ospfv3-area
config-router-ospfv3-vrf-area

N4,F/4
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0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.1
0/ME5100:example_router01(config-area)# stub no-summary
0/ME5100:example_router01(config-area)#

11.93. te-router-id
B)3"14" ("4",& Traffic Engineering (TE) Router ID

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%

>,')*I6,6

te-router-id  IP_ADDR
no te-router-id

N*4*F/)47

¥ IP_ADDR<Ñ<(1"0,1', Router ID / :)#3"&, IP "4#,+" IPv4 (A.B.C.D) '8' IPv6 (X:X:X:X::X)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv3

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# te-router-id 10.0.0.1

11.94. te-support
B)3"14" /28@0",& OSPF TE #"+$'#,1'6 486 ("4"11)=) '1&,#:,;+"

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& TE Extensions

>,')*I6,6

[no] te-support

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv3-area-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# te-support
0/ME5100:example_router01(config-tengigabitethernet)#

11.95. time-to-advertise
B)3"14" ("4",& /#,36 / +,2%14"E .)+8, "2&'/"F'' OSPF .#)F,++", / &,0,1', 2)&)#)=) non-
stub 8'12' "1)1+'#%@&+6 + 3"2+'3"8D1) 4).%+&'3); 3,&#'2); .#' %+8)/'', 0&) ("4"1"
2)3"14" advertise-max-metric  G%8,/), (1"0,1', )&28@0",& +?#)+ 3,&#'2' non-stub 8'12)/ /
1)#3"8D1), +)+&)61', .#' '+.)8D()/"1'' 2)3"14* advertise-max-metric

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (600)

>,')*I6,6

time-to-advertise  SECONDS
no time-to-advertise

N*4*F/)47

¥ SECONDS<Ñ</#,36 / +,2%14"E (0..86400)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# time-to-advertise 1200

11.96. transmit-delay
>"11"6 2)3"14" %/,8'0'/",& LSA Age 1" (1"0,1', ."#"3,&#" SECONDS 486 %0,&" ("4,#C,2
.,#,4"0' ' #"+.#)+&#"1,1'6 OSPFv2-."2,&)/.
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I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@(1).

>,')*I6,6

transmit-delay  SECONDS
no transmit-delay

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', &";3,#" / +,2%14"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-interface
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-interface

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# transmit-delay 10
0/ME5100:example_router01(config-tengigabitethernet)#

11.97. update-delay
B)3"14" ("4",& ("4,#C2% )&.#"/2' LS update ."2,&", 0&) .)(/)86,& /28@0'&D / ."2,&
?)8D$,, 2)8'0,+&/) LSA ' %3,1D$'&D .#)&)2)8D1*; &#":'2. G"+&#);2" .#'3,16,&+6 486
'1&,#:,;+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<30 3'88'+,2%14.

>,')*I6,6

update-delay  MILLISECONDS
no update-delay

N*4*F/)47

¥ MILLISECONDS<Ñ<(1"0,1', ("4,#C2' / 3'88'+,2%14"E (0..3600000)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-ospfv2-area-interface
config-router-ospfv2-virtual-if
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-vrf-virtual-if
config-router-ospfv3-area-interface
config-router-ospfv3-virtual-if
config-router-ospfv3-vrf-area-interface
config-router-ospfv3-vrf-virtual-if

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# area 0.0.0.0
0/ME5100:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# update-delay 150
0/ME5100:example_router01(config-tengigabitethernet)#

11.98. virtual-if
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' OSPF Virtual Interface (Virtual Link) ' .,#,/)4'& /
#,C'3 ,=) 1"+&#);2'. M"2); '1&,#:,;+ '+.)8D(%,&+6 486 &)=), 0&)?* .)428@0'&D backbone-
()1% (area 0) 0,#,( &#"1('&1%@ ()1%.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; OSPF Virtual Interface.

>,')*I6,6

[no] virtual-if  AREA_ID ROUTER_ID

N*4*F/)47

¥ AREA_ID<Ñ<."#"3,&#, 2)&)#*; %2"(*/",& 1" ).#,4,8,11%@ OSPF Area, +3. area ;

¥ ROUTER_ID<Ñ<."#"3,&#, 2)&)#*; %2"(*/",& 1" ).#,4,8,11*; OSPF Router ID, +3.
router-id .

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-vrf
config-router-ospfv3
config-router-ospfv3-vrf

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# virtual-if 0.0.0.1 11.11.11.11
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0/ME5100:example_router01(config-virtual-if)#

CAUTION OSPF Virtual Interface 1, 3)C,& ?*&D +)(4"1 / stub ' NSSA ()1"E.

11.99. vlan-pcp
B)3"14" %2"(*/",& (1"0,1', 802.1p PCP 486 '+E)467'E +))?7,1'; OSPF .#)&)2)8".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%, /)(/#"7"6 (1"0,1', .) %3)80"1'@ (7).

>,')*I6,6

vlan-pcp  PCP
no vlan-pcp

N*4*F/)47

¥ PCP (0..7)<Ñ<(1"0,1', .)86 802.1p PCP / IP ."2,&"E .,#,4"@7'E OSPF +))?7,1'6.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv2-area-interface
config-router-ospfv2-vrf-area-interface
config-router-ospfv2-virtual-if
config-router-ospfv3
config-router-ospfv3-area-interface
config-router-ospfv3-vrf-area-interface
config-router-ospfv2-vrf-virtual-if

N4,F/4

0/ME5200S:example_router01(config)# router ospfv3 1
0/ME5200S:example_router01(config-ospfv3)# area 0.0.0.0
0/ME5200S:example_router01(config-area)# interface tengigabitethernet 0/0/1
0/ME5200S:example_router01(config-tengigabitethernet)# vlan-pcp 2
0/ME5200S:example_router01(config-tengigabitethernet)#

11.100. vrf
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' .#)F,++ 3"#$#%&'("F'' OSPF / %2"("11)3 Virtual
Routing and Forwarding (VRF).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' .#)F,++ 3"#$#%&'("F'' OSPF /
%2"("11)3 VRF.
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>,')*I6,6

[no] vrf  STRING

N*4*F/)47

¥ STRING<Ñ<'36 VRF, / 2)&)#)3 ?%4,& :%12F')1'#)/"&D .#)&)2)8 OSPF (1..31).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2
config-router-ospfv3

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# vrf TEST
0/ME5100:example_router01(config-vrf)#

11.101. route-calculation prefix-priority
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ .#)&)2)8"
OSPF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] prefix-priority

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-route-calculation
config-router-ospfv2-route-calculation-prefix-priority

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# route-calculation
0/ME5100:example_router01(config-route-calculation)# prefix-priority
0/ME5100:example_router01(config-prefix-priority)#

11.102. critical
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ +
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1"'/*+$'3 (2#'&'0,+2'3) .#')#'&,&)3 .#)&)2)8" OSPF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] critical

N*4*F/)47

¥ prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&"
(prefix-list). !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/;

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-route-calculation-prefix-priority
config-router-ospfv2-route-calculation-prefix-priority-critical

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# route-calculation prefix-priority
0/ME5100:example_router01(config-prefix-priority)# critical prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# max-delay.

11.103. high
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ + /*+)2'3
.#')#'&,&)3 .#)&)2)8" OSPF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] high

N*4*F/)47

¥ prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&"
(prefix-list). !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/;

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-route-calculation-prefix-priority
config-router-ospfv2-route-calculation-prefix-priority-high

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# route-calculation prefix-priority
0/ME5100:example_router01(config-prefix-priority )# high prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# max-delay.

11.104. medium
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ +)
+#,41'3 .#')#'&,&)3 .#)&)2)8" OSPF.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] medium

A"#"3,&#*: * prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&" (prefix-list).
!)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/; * PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1'
.#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-ospfv2-route-calculation-prefix-priority
config-router-ospfv2-route-calculation-prefix-priority-medium

N4,F/4

0/ME5100:example_router01(config)# router ospfv2 PROCESS_NAME
0/ME5100:example_router01(config-ospfv2)# route-calculation prefix-priority
0/ME5100:example_router01(config-prefix-priority )# medium prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_
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IMPORTANT

A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# max-delay.
R+8' )4'1 ' &)& C, .#,:'2+ .)."4",& .)4 1,+2)8D2) .#')#'&,&)/,
.#'3,1'&+6 1"'/*+$';.
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=0*1* 12. $&>B@;EC& #%$&D%T">C;E
D&@Y@5B%Q&.%% IS-IS
A#)&)2)8 4'1"3'0,+2); 3"#$#%&'("F'' IS-IS (Intermediate System to Intermediate System)
6/86,&+6 )41'3 '( .#)&)2)8)/ +,3,;+&/" IGP (Interior Gateway Protocol). >86 )?3,1"
3"#$#%&1); '1:)#3"F',; '+.)8D(%@&+6 ."2,&* LSP (Link-state Packet), +"3' 3"#$#%&*
(".'+*/"@&+6 / 8)2"8D1%@ 486 2"C4)=) 3"#$#%&'("&)#" ?"(% 4"11*E LSDB (Link-state
Database). A)'+2 8%0$,=) 3"#$#%&" )+1)/"1 1" "8=)#'&3, Shortest Path First L4+=,#" 5'?,
>e;2+&#*. O)8D$, '1:)#3"F'' / RFC 7142.

12.1. action
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' .#"/'8), .) 2)&)#)3% ?%4,&
).#,4,86&D+6, .#)'();4,& 8' #,4'+&#'?%F'6 3"#$#%&)/ '( )41)=) IS-IS %#)/16 / 4#%=); tag-
policy , ,+8' / Link-state Packet (LSP) ?%4,& ).#,4,8,11*; &,=.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( permit ).

>,')*I6,6

action { permit | deny }
no action

N*4*F/)47

¥ permit <Ñ<4"11*; ."#"3,&# #"(#,$",& '+.)8D()/"1', .#,:'2+)/ / #,4'+&#'?%F'';

¥ deny <Ñ<4"11*; ."#"3,&# (".#,7",& '+.)8D()/"1', .#,:'2+)/ / #,4'+&#'?%F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-tag-policy
config-router-isis-vrf-tag-policy

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# tag-policy l1-to-l2 POLICY
0/ME5100:example_router01(config-tag-policy)# action deny
0/ME5100:example_router01(config-tag-policy)#

12.2. address-family
B)3"14" /E)4'& / #,C'3 2)1:'=%#'#)/"1'6 ."#"3,&#)/ IS-IS 486 ("4"11)=) +,3,;+&/"
"4#,+)/. 5 #,C'3, 2)1:'=%#"F'' '1&,#:,;+" 4"11"6 2)3"14" &"2 C, /28@0",& )?3,1
3"#$#%&"3' %2"("11)=) +,3,;+&/".
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I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2' ' /+@ /8)C,11%@ 2)1:'=%#"F'@. >86
'1&,#:,;+" /*28@0",&+6 )?3,1 3"#$#%&"3' %2"("11)=) +,3,;+&/".

>,')*I6,6

[no] address-family { ipv4 | ipv6 } unicast

N*4*F/)47

¥ ipv4 <Ñ<+,3,;+&/) "4#,+)/ IPv4 Unicast;

¥ ipv6 <Ñ<+,3,;+&/) "4#,+)/ IPv6 Unicast.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-interface
config-router-isis-vrf
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)#

12.3. address-prefix
>"11"6 2)3"14" .)(/)86,& )&:'8D&#)/"&D IS-IS IP LFA FRR 3"#$#%&* / .#"/'8, lfa filter  .)
.#,:'2+%, 486 2)&)#)=) +&#)'&+6 IS-IS IP LFA FRR 3"#$#%&.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

address-prefix  { IPv4_PREFIX_FORMAT | IPv6_PREFIX_FORMAT }
[no] address-prefix

N*4*F/)47

¥ IPv4_PREFIX_FORMAT<Ñ<(1"0,1', IPv4-.#,:'2+" 486 :'8D&#"F''.

¥ IPv6_PREFIX_FORMAT<Ñ<(1"0,1', IPv6-.#,:'2+" 486 :'8D&#"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-lfa-filter
config-router-isis-address-family-ipv6-unicast-lfa-filter
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config-router-isis-vrf-address-family-ipv4-unicast-lfa-filter
config-router-isis-vrf-address-family-ipv6-unicast-lfa-filter

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# address-prefix 10.0.0.0/8
0/ME5100:example_router01(config-filter)#

12.4. admin-tag
5 #,C'3, 2)1:'=%#"F'' '1&,#:,;+", %0"+&/%@7,=) / IS-IS .#)F,++, 3"#$#%&'("F'' (config-
router-isis-interface ' config-router-isis-vrf-interface) 4"11"6 2)3"14" +)(4",& / 2)1:'=%#"F''
.#"/'8) 486 "1)1+'#)/"1'6 4"11)=) interface  + ).#,4,8,11*3 &,=)3.

5 #,C'3, 2)1:'=%#"F'' .#"/'8" 486 summary-address  (config-router-isis-summary-address '
config-router-isis-vrf-summary-address) 4"11"6 2)3"14" %+&"1"/8'/",& ).#,4,8,11*; &,= 486
+%33"#1)=) 3"#$#%&".

5 #,C'3, 2)1:'=%#"F'' '1&,#:,;+", %0"+&/%@7,=) / IS-IS .#)F,++, 3"#$#%&'("F''
)&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' 4"11), .#"/'8).

5 #,C'3, 2)1:'=%#"F'' .#"/'8" 486 summary-address  (config-router-isis-summary-address '
config-router-isis-vrf-summary-address) )&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '(
2)1:'=%#"F'' 4"11*; &,=.

>,')*I6,6

admin-tag  TAG
no admin-tag

N*4*F/)47

¥ TAG<Ñ<tag, + 2)&)#*3 ?%4,& "1)1+'#)/"&D+6 4"11*; '1&,#:,;+.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-summary-address
config-router-isis-vrf-interface
config-router-isis-vrf-summary-address

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
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0/ME5100:example_router01(config-tengigabitethernet)# admin-tag 15
0/ME5100:example_router01(config-tengigabitethernet)#

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# summary-address 10.0.0.0/8
0/ME5100:example_router01(config-summary-address)# admin-tag 10
0/ME5100:example_router01(config-summary-address)#

12.5. advertise-passive-only
B)3"14" .)(/)86,& "1)1+'#)/"&D / IS-IS &)8D2) ."++'/1*, '1&,#:,;+* (+3. 2)3"14%
passive)

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@ - "1)1+'#%@&+6 /+,
'1&,#:,;+*, ("/,4,11*, / IS-IS.

>,')*I6,6

[no] advertise-passive-only

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast
config-router-isis-address-family-ipv6-unicast
config-router-isis-vrf-address-family-ipv4-unicast
config-router-isis-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# advertise-passive-only
0/ME5100:example_router01(config-unicast)#

12.6. authentication-key
5 #,C'3, 2)1:'=%#"F'' ).#,4,8,11)=) %#)/16 IS-IS 486 /+,=) .#)&)2)8" (config-router-isis-
level ' config-router-isis-vrf-level) 4"11"6 2)3"14" ("4",& 28@0, '+.)8D(%,3*; 486
"%&,1&':'2"F'' 3,&)4)3, %2"("11*3 / authentication-type .

5 #,C'3, 2)1:'=%#"F'' ).#,4,8,11)=) %#)/16 IS-IS 486 '1&,#:,;+" (config-router-isis-
interface ' config-router-isis-vrf-interface) 4"11"6 2)3"14" ("4",& 28@0, '+.)8D(%,3*; 486
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"%&,1&':'2"F'' 3,&)4)3, %2"("11*3 / authentication-type .

5 #,C'3, 2)1:'=%#"F'' ).#,4,8,11)=) %#)/16 IS-IS 486 /+,=) .#)&)2)8" (config-router-isis-
level ' config-router-isis-vrf-level) )&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F''
28@0 486 "%&,1&':'2"F''.

5 #,C'3, 2)1:'=%#"F'' ).#,4,8,11)=) %#)/16 IS-IS 486 '1&,#:,;+" (config-router-isis-
interface ' config-router-isis-vrf-interface) )&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '(
2)1:'=%#"F'' 28@0 486 "%&,1&':'2"F''.

>,')*I6,6

authentication-key  { STRING | encrypted  HEX_STRING }
[no] authentication-key

N*4*F/)47

¥ STRING<Ñ<clear-text ."#)8D, '+.)8D(%,3*; 486 "%&,1&':'2"F'' (1..20);

¥ HEX_STRING<Ñ<+&#)2)/), .#,4+&"/8,1', ("$':#)/"11)=) 28@0" (2..40).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-interface-level
config-router-isis-level
config-router-isis-vrf-interface
config-router-isis-vrf-interface-level
config-router-isis-vrf-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)# authentication-key KEY
0/ME5100:example_router01(config-level)#

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# level level-2
0/ME5100:example_router01(config-level)# authentication-key KEY
0/ME5100:example_router01(config-level)#

12.7. authentication-type
5 #,C'3, 2)1:'=%#"F'' ).#,4,8,11)=) %#)/16 IS-IS 486 /+,=) .#)&)2)8" (config-router-isis-
level ' config-router-isis-vrf-level) 4"11"6 2)3"14" ("4",& &'. "%&,1&':'2"F''.
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5 #,C'3, 2)1:'=%#"F'' ).#,4,8,11)=) %#)/16 IS-IS 486 '1&,#:,;+" (config-router-isis-
interface ' config-router-isis-vrf-interface) 4"11"6 2)3"14" ("4",& &'. "%&,1&':'2"F''.

5 #,C'3, 2)1:'=%#"F'' ).#,4,8,11)=) %#)/16 IS-IS 486 /+,=) .#)&)2)8" (config-router-isis-
level ' config-router-isis-vrf-level) )&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .)
%3)80"1'@ (none).

5 #,C'3, 2)1:'=%#"F'' ).#,4,8,11)=) %#)/16 IS-IS 486 '1&,#:,;+" (config-router-isis-
interface ' config-router-isis-vrf-interface) )&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",&
(1"0,1', .) %3)80"1'@ (none).

>,')*I6,6

authentication-type { hmac-md5 | hmacsha1 | hmacsha256 | hmacsha384 | hmacsha512 |
none | simple-password }  [no] authentication-type

N*4*F/)47

¥ { hmac-md5 | hmacsha1 | hmacsha256 | hmacsha384 | hmacsha512 | none | simple-
password } <Ñ<+.)+)? "%&,1&':'2"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-interface-level
config-router-isis-level
config-router-isis-vrf-interface
config-router-isis-vrf-interface-level
config-router-isis-vrf-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)# authentication-type hmac-md5
0/ME5100:example_router01(config-level)#

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# level level-2
0/ME5100:example_router01(config-level)# authentication-type hmac-md5
0/ME5100:example_router01(config-level)#

12.8. bfd fast-detect
>"11"6 2)3"14" /28@0",& 3,E"1'(3 BFD (Bidirectional Forwarding Detection) 486 IS-IS-
+)+,4,; 1" 4"11)3 '1&,#:,;+,. A#)&)2)8 BFD .#,41"(1"0,1 486 %+2)#,1'6 )?1"#%C,1'6
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)?#*/" +)+,4+&/" .#)&)2)8" IS-IS.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .)44,#C2% BFD 486 4"11)=) '1&,#:,;+".

>,')*I6,6

[no] bfd fast-detect

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface-address-family-ipv4-unicast
config-router-isis-interface-address-family-ipv6-unicast
config-router-isis-vrf-interface-address-family-ipv4-unicast
config-router-isis-vrf-interface-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# bfd fast-detect
0/ME5100:example_router01(config-unicast)#

12.9. circuit-level
>"11"6 2)3"14" ).#,4,86,&, 1" 2"2)3 %#)/1, (level-1, level-2 '8' )?") ?%4,& #"?)&"&D
&,2%7'; '1&,#:,;+ .

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (level-1-2).

>,')*I6,6

circuit-level { level-1 | level-1-2 | level-2 }
no circuit-level

N*4*F/)47

¥ level-1 <Ñ<IS-IS ?%4,& #"?)&"&D &)8D2) 1" 1 %#)/1,;

¥ level-1-2 <Ñ<IS-IS ?%4,& #"?)&"&D ' 1" 1, ' 1" 2 %#)/1,;

¥ level-2 <Ñ<IS-IS ?%4,& #"?)&"&D &)8D2) 1" 2 %#)/1,.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

268



C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# circuit-level level-2
0/ME5100:example_router01(config-tengigabitethernet)#

12.10. csnp-interval
>"11"6 2)3"14" %+&"1"/8'/",& / 2)1:'=%#"F'' '1&,#/"8 )&.#"/2' Complete Sequence
Number Protocol Data Units (CSNP PDUs).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (10).

>,')*I6,6

csnp-interval  SECONDS
no csnp-interval

N*4*F/)47

¥ SECONDS<Ñ<'1&,#/"8 3,C4% )&.#"/2); 4/%E .)+8,4)/"&,8D1*E CSNP / +,2%14"E
(1..600).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface-level
config-router-isis-vrf-interface-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# level level-2
0/ME5100:example_router01(config-level)# csnp-interval 16
0/ME5100:example_router01(config-level)#

12.11. disable
>"11"6 2)3"14" (".#,7",& 4)?"/8,1', )&:'8D&#)/"11*E IS-IS IP LFA FRR 3"#$#%&)/ .#'
'+.)8D()/"1'' :'8D&#" lfa filter .

I&#'F"&,8D1"6 :)#3" 2)3"14* #"(#,$",& 4)?"/8,1', )&:'8D&#)/"11*E IS-IS IP LFA FRR
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3"#$#%&)/.

>,')*I6,6

[no] disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-lfa-filter
config-router-isis-address-family-ipv6-unicast-lfa-filter
config-router-isis-vrf-address-family-ipv4-unicast-lfa-filter
config-router-isis-vrf-address-family-ipv6-unicast-lfa-filter

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# disable
0/ME5100:example_router01(config-filter)#

12.12. distribute-list route-map in
B)3"14" /28@0",& :'8D&#"F'@ .#' %+&"1)/2, / &"?8'F% 3"#$#%&'("F'' .#'16&*E )&
+)+,4,; 3"#$#%&)/ / +))&/,&+&/'' + ("4"11*3 route-map. >)+&%.1" :'8D&#"F'6 .)
destination , source, nexthop , tag , interface , path-type  ' metric .

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& :'8D&#"F'@.

>,')*I6,6

[no] distribute-list route-map in  MAPNAME

N*4*F/)47

¥ MAPNAME <Ñ<+&#)2)/), (1"0,1', '3,1' route-map (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4
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0/ME5100:example_router01(config)# router isis 1
0/ME5100:example_router01(config-isis)# distribute-list route-map in Map1
0/ME5100:example_router01(config-isis)#

12.13. duplicate-ids stop-adjacency disable
B)3"14" .)(/)86,& %+&"1"/8'/"&D IS-IS +,++'' + +)+,463', '3,@7'3' )4'1"2)/*, System
ID, 1) #"(1*, SNPA "4#,+", 1" )41)3 '1&,#:,;+, / )41)3 IS-IS %#)/1,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, .#' .,#,+,0,1''
System ID +)+,4+&/) 1, +&#)'&+6.

>,')*I6,6

[no] duplicate-ids stop-adjacency disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# duplicate-ids stop-adjacency disable
0/ME5100:example_router01(config-isis)#

12.14. ecmp
>"11"6 2)3"14" ("4",& 3"2+'3"8D1), 2)8'0,+&/) #"/1)(1"01*E 3"#$#%&)/ (Equal-cost
multi-path routing - ECMP), .)8%0,11*E )& .#)&)2)8" IS-IS.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (4).

>,')*I6,6

ecmp  NUMBER
no ecmp

N*4*F/)47

¥ NUMBER<Ñ<3"2+'3"8D1), 2)8'0,+&/) #"/1)(1"01*E 3"#$#%&)/ 4) .#,:'2+" (1..32).
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# ecmp 2
0/ME5100:example_router01(config-isis)#

12.15. full-metric
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' ."#"3,&#, 2)&)#*; ?%4,& '+.)8D()/"&D+6 /
2"0,+&/, wide 3,&#'2' (+3. metric-style ) 486 "1)1+'#)/"1'6 +%33"#1)=) .#,:'2+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (20).

>,')*I6,6

full-metric  NUMBER
[no] full-metric

N*4*F/)47

¥ NUMBER<Ñ<(1"0,1', 3,&#'2' (1..16777215).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-summary-address
config-router-isis-vrf-summary-address

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# summary-address 10.0.0.0/8
0/ME5100:example_router01(config-summary-address)# full-metric 30
0/ME5100:example_router01(config-summary-address)#

12.16. fully-specified
>"11"6 2)3"14" .)(/)86,& :'8D&#)/"&D &)8D2) E)+&)/*, (/32) 3"#$#%&* / lfa filter .

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; :'8D&#.
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>,')*I6,6

[no] fully-specified

N*4*F/)47

B)3"14" /*.)816,&+6 ?,( ."#"3,&#)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-lfa-filter
config-router-isis-address-family-ipv4-unicast-redistribution-local
config-router-isis-address-family-ipv6-unicast-lfa-filter
config-router-isis-address-family-ipv6-unicast-redistribution-local
config-router-isis-vrf-address-family-ipv4-unicast-lfa-filter
config-router-isis-vrf-address-family-ipv4-unicast-redistribution-local
config-router-isis-vrf-address-family-ipv6-unicast-lfa-filter
config-router-isis-vrf-address-family-ipv6-unicast-redistribution-local

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# fully-specified
0/ME5100:example_router01(config-filter)#

12.17. graceful-restart adjacency-wait
>"11"6 2)3"14" %+&"1"/8'/",& / 2)1:'=%#"F'' (1"0,1', &";3,#" IS-IS Graceful Restart (GR)
adjacency-wait. L&)& &";3,# ).#,4,86,&, +2)8D2) /#,3,1' .#);4,& .,#,4 &,3, 2"2 IS-IS
.#)F,++ 1"01,& %+&"1"/8'/"&D +)+,4+&/) ("1)/).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (10).

>,')*I6,6

graceful-restart adjacency-wait  SECONDS
no graceful-restart adjacency-wait

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', &";3,#" IS-IS GR adjacency-wait / +,2%14"E (1..3600).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
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config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# graceful-restart adjacency-wait 600
0/ME5100:example_router01(config-isis)#

12.18. graceful-restart auto-reset
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' .#"/'8), +)=8"+1) 2)&)#)3% .#' +3,1, ."#"3,&#"
graceful-restart adjacency-wait  )1 ?%4,& .#'3,1,1 3=1)/,11).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' 4"11), .#"/'8).

>,')*I6,6

[no] graceful-restart auto-reset

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# graceful-restart auto-reset
0/ME5100:example_router01(config-isis)#

12.19. graceful-restart disable
>"11"6 2)3"14" )&28@0",& .)44,#C2% .#)&)2)8" IS-IS Graceful Restart (GR).

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& .)44,#C2% 4"11)=) .#)&)2)8".

>,')*I6,6

[no] graceful-restart disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# graceful-restart disable
0/ME5100:example_router01(config-isis)#

12.20. graceful-restart help-peer disable
>"11"6 2)3"14" .)(/)86,& /*28@0'&D .)44,#C2% IS-IS Graceful Restart (GR) Helper 1"
4"11)3 %+&#);+&/,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& .)44,#C2% IS-IS Graceful Restart (GR) Helper.

>,')*I6,6

[no] graceful-restart help-peer disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# graceful-restart help-peer disable
0/ME5100:example_router01(config-isis)#

12.21. graceful-restart recovery-time max
>"11"6 2)3"14" ("4",& / 2)1:'=%#"F'' 3"2+'3"8D1), (1"0,1', &";3,#", .) '+&,0,1''
2)&)#)=) .#)'();4,& .,#,(".%+2 IS-IS .#)F,++". W,"8D1), (1"0,1', &";3,#" /*+0'&*/",&+6
2"2 3'1'3%3 '( 4/%E (1"0,1';: +)?+&/,11) (1"0,1', graceful-restart recovery-time max  '
)+&"/$,,+6 /#,36 4) #"(#*/" +)+,4+&/", .)8%0,11), )& IS-IS +)+,4".
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I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (65535).

>,')*I6,6

graceful-restart recovery-time max  SECONDS
no graceful-restart recovery-time max

N*4*F/)47

¥ SECONDS<Ñ<3"2+'3"8D1), (1"0,1', &";3,#" IS-IS GR recovery-time / +,2%14"E
(1..65535).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# graceful-restart recovery-time max 600
0/ME5100:example_router01(config-isis)#

12.22. hello-interval
B)3"14" ("4",& '1&,#/"8 / +,2%14"E 3,C4% )&.#"/2); Hello PDU 486 ("4"11)=) '1&,#:,;+"
1" ("4"11)3 %#)/1, (level).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ - 1 +,2%14".

>,')*I6,6

hello-interval  SECONDS
no hello-interval

N*4*F/)47

¥ SECONDS<Ñ<'1&,#/"8 3,C4% )&.#"/2); Hello PDU  / +,2%14"E (1..120).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface-level
config-router-isis-vrf-interface-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
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0/ME5100:example_router01(config-tengigabitethernet)# level level-1
0/ME5100:example_router01(config-level)# hello-interval 60
0/ME5100:example_router01(config-level)#

12.23. hello-multiplier
B)3"14" ("4",& 31)C'&,8D ."#"3,&#" hello-timer  486 .)8%0,1'6 Hold Time / Hello ."2,&,.
(Hold Time = hello-timer * hello-multiplier)

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (3).

>,')*I6,6

hello-multiplier  NUMBER
no hello-multiplier

N*4*F/)47

¥ NUMBER<Ñ<(1"0,1', 31)C'&,86 (2..100).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-interface-level
config-router-isis-vrf-interface
config-router-isis-vrf-interface-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# level level-2
0/ME5100:example_router01(config-level)# hello-multiplier 5
0/ME5100:example_router01(config-level)#

12.24. hello-padding
>"11"6 2)3"14" ("4",& #,C'3 '+.)8D()/"1'6 IS-IS Padding TLV (8) / IS-IS Hello (IIH). G,
'+.)8D()/"&D - disable, '+.)8D()/"&D &)8D2) 4) %+&"1)/8,1'6 +)+,4+&/" - adaptive.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& '+.)8D()/"1', IS-IS Padding TLV (8) / IS-IS Hello
(IIH).

>,')*I6,6

[no] hello-padding { disable | adaptive }
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N*4*F/)47

¥ adaptive <Ñ<'+.)8D()/"&D padding 4) %+&"1)/8,1'6 +)+,4+&/";

¥ disable <Ñ<1, '+.)8D()/"&D padding

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# hello-padding disable
0/ME5100:example_router01(config-tengigabitethernet)#

12.25. hello-timer
>"11"6 2)3"14" ("4",& 3"2+'3"8D1*; '1&,#/"8 3,C4% )&.#"/2); .)+8,4)/"&,8D1*E IS-IS
Hello.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (9).

>,')*I6,6

hello-timer  SECONDS
no hello-timer

N*4*F/)47

¥ SECONDS<Ñ<'1&,#/"8 3,C4% )&.#"/2); 4/%E .)+8,4)/"&,8D1*E IIH / +,2%14"E (3..600).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-interface-level
config-router-isis-vrf-interface
config-router-isis-vrf-interface-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# level level-2
0/ME5100:example_router01(config-level)# hello-timer 5
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0/ME5100:example_router01(config-level)#

12.26. host-name
B)3"14" ("4",& '36 3"#$#%&'("&)#" (hostname), '+.)8D(%,3), / IS-IS TLV Type 137.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; ."#"3,&# '( 2)1:'=%#"F''.

>,')*I6,6

host-name  STRING
no host-name

N*4*F/)47

¥ STRING<Ñ<+&#)2", 2)&)#"6 ?%4,& '+.)8D()/"1" / IS-IS TLV Type 137 (1..255).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# host-name ME5100-example_router01
0/ME5100:example_router01(config-isis)#

12.27. ignore-attached-bit
B)3"14" )&28@0",& %+&"1)/2% 3"#$#%&" .) %3)80"1'@ .#' .)8%0,1'' Level 1 LSP +
/28@0,11*3 attached bit

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, default 3"#$#%&
%+&"1"/8'/",&+6

>,')*I6,6

[no] ignore-attached-bit

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
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config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# ignore-attached-bit
0/ME5100:example_router01(config-isis)#

12.28. interface
>"11"6 2)3"14" /28@0",& .#)&)2)8 3"#$#%&'("F'' IS-IS 1" 4"11)3 '1&,#:,;+, '
.,#,E)4'& / #,C'3 //)4" 4).)81'&,8D1*E 1"+&#),2.

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& .#)&)2)8 3"#$#%&'("F'' IS-IS 1" 4"11)3
'1&,#:,;+,.

>,')*I6,6

[no] interface  IF

N*4*F/)47

¥ IF<Ñ<'36 '1&,#:,;+"

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)#

12.29. ipv4-te-level
B)3"14" /28@0",& Traffic Engineering (TE) 1" ("4"11)3 %#)/1,. A#' /28@0,1'' TE 1" N&)3
%#)/1, 1,)?E)4'3) '+.)8D()/"&D metric-style wide .

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& TE.

>,')*I6,6

ipv4-te-level { level-1 | level-2 | none } *
*no ipv4-te-level
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N*4*F/)47

¥ level-1  <Ñ</28@0,1', TE 486 ISIS Level-1;

¥ level-2  <Ñ</28@0,1', TE 486 ISIS Level-2;

¥ none  <Ñ<)&28@0,1', TE.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# ipv4-te-level level-2
0/ME5100:example_router01(config-isis)#

12.30. ipv6-mt-metric
B)3"14" ("4",& 3,&#'2% '1&,#:,;+" 1" ("4"11)3 %#)/1, 486 +,3,;+&/" "4#,+)/ IPv6 Unicast
.#' /28@0,11)3 multi-topology .

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, 3,&#'2" 486 multi-
topology .#'1'3",& (1"0,1', metric .

>,')*I6,6

[no] ipv6-mt-metric  METRIC

N*4*F/)47

¥ METRIC<Ñ<0'+8)/), (1"0,1', 3,&#'2' (1..16777215)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface-level
config-router-isis-vrf-interface-level

N4,F/4

0/ME5200:example_router01(config)# router isis PROCESS_NAME
0/ME5200:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5200:example_router01(config-tengigabitethernet)# level level-1
0/ME5200:example_router01(config-level)# ipv6-mt-metric 100
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12.31. is-level
B)3"14" ("4",& %#)/,1D IS-IS 486 .#)F,++" 3"#$#%&'("F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (level-1-2).

>,')*I6,6

[no] is-level { level-1 | level-1-2 | level-2 }

N*4*F/)47

¥ level-1 <Ñ<.#)&)2)8 IS-IS ?%4,& #"?)&"&D &)8D2) 1" 1 %#)/1, .#)&)2)8" IS-IS;

¥ level-1-2 <Ñ<.#)&)2)8 IS-IS ?%4,& #"?)&"&D 1" 1 ' 1" 2 %#)/1, .#)&)2)8" IS-IS;

¥ level-2 <Ñ<.#)&)2)8 IS-IS ?%4,& #"?)&"&D &)8D2) 1" 2 %#)/1, .#)&)2)8" IS-IS.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# is-level level-2
0/ME5100:example_router01(config-isis)#

12.32. ldp-igp-synchronization
>"11"6 2)3"14" .)(/)8'& '+.)8D()/"&D 3,E"1'(3 +'1E#)1'("F'' 3,C4% .#)&)2)8"3' IS-IS
' LDP. M"2'3 )?#"()3, ,+8' .#)'+E)4'& )?#*/ LDP +,++'' 0,#,( 2"2);-8'?) '1&,#:,;+, &)
486 N&)=) '1&,#:,;+" /*+&"/86,&+6 3"2+'3"8D1"6 3,&#'2" 486 .#)&)2)8" IS-IS.
U1"8)='01), .#' #"(#*/, IS-IS +)+,4+&/" 0,#,( 2"2);-8'?) '1&,#:,;+, LDP +)+,4+&/)
#"(#*/",&+6.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& +'1E#)1'("F'@ 1" '1&,#:,;+,.

>,')*I6,6

[no] ldp-igp-synchronization

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# ldp-igp-synchronization
0/ME5100:example_router01(config-tengigabitethernet)#

12.33. ldp-igp-synchronization hold-time
B)3"14" ("4",& /#,36 ("/*$,1'6 3,&#'2' / +8%0", )&+%&+&/'6 1" '1&,#:,;+, LDP-
+)+,4+&/".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ - 0, .#' 2)&)#)3
3,&#'2" ("/*$",&+6 1" /,+D .,#')4 )&+%&+&/'6 LDP-+)+,4+&/" 1" '1&,#:,;+,.

>,')*I6,6

ldp-igp-synchronization hold-time  SECONDS
no ldp-igp-synchronization hold-time

N*4*F/)47

¥ SECONDS<Ñ</#,3,11); .,#')4 / +,2%14"E (0..65535)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# ldp-igp-synchronization hold-
time 120
0/ME5100:example_router01(config-tengigabitethernet)#

12.34. level
5 #,C'3, 2)1:'=%#"F'' .#)F,++" 3"#$#%&'("F'' IS-IS (config-router-isis ' config-router-isis-
vrf) 4"11"6 2)3"14" .)(/)86,& /);&' / #,C'3 2)1:'=%#"F'' ).#,4,8,11)=) IS-IS %#)/16
486 4"11)=) .#)F,++" 3"#$#%&'("F''.
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5 #,C'3, 2)1:'=%#"F'' '1&,#:,;+", 2)&)#*; %0"+&/%,& / IS-IS .#)F,++, 3"#$#%&'("F''
(config-router-isis-interface ' config-router-isis-vrf-interface) 4"11"6 2)3"14" .)(/)86,& /);&' /
#,C'3 2)1:'=%#"F'' ).#,4,8,11)=) IS-IS %#)/16 486 4"11)=) '1&,#:,;+".

5 #,C'3, 2)1:'=%#"F'' .#)F,++" 3"#$#%&'("F'' IS-IS (config-router-isis ' config-router-isis-
vrf) )&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& /+@ 2)1:'=%#"F'@ 4"11)=) %#)/16 / 4"11)3
.#)F,++, 3"#$#%&'("F''.

5 #,C'3, 2)1:'=%#"F'' '1&,#:,;+", 2)&)#*; %0"+&/%,& / IS-IS .#)F,++, 3"#$#%&'("F''
(config-router-isis-interface ' config-router-isis-vrf-interface) )&#'F"&,8D1"6 :)#3" 2)3"14*
%4"86,& /+@ 2)1:'=%#"F'@ 4"11)=) %#)/16 1" 4"11)3 '1&,#:,;+,.

>,')*I6,6

[no] level { level-1 | level-2 }

N*4*F/)47

¥ level-1 <Ñ</E)4 / #,C'3 2)1:'=%#'#)/"1'6 1 %#)/16 .#)&)2)8" IS-IS;

¥ level-2 <Ñ</E)4 / #,C'3 2)1:'=%#'#)/"1'6 2 %#)/16 .#)&)2)8" IS-IS.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-interface
config-router-isis-vrf
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)#

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# level level-2
0/ME5100:example_router01(config-level)#

12.35. lfa
>"11"6 2)3"14" /28@0",& .)44,#C2% .#)&)2)8" IS-IS IP Loop-Free Alternate Fast Reroute (IS-IS
IP LFA FRR) 486 4"11)=) '1&,#:,;+" '8' +,3,;+&/" "4#,+)/. A#' '+.)8D()/"1'' 2)3"14* 1"
'1&,#:,;+,, 486 3"#$#%&)/ 4"11)=) '1&,#:,;+" ?%4%& #"++0'&*/"&D+6 "8D&,#1"&'/1*,
3"#$#%&*.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .)44,#C2% 4"11)=) .#)&)2)8" 486 '1&,#:,;+"
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'8' +,3,;+&/" "4#,+)/.

>,')*I6,6

[no] lfa

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast
config-router-isis-address-family-ipv6-unicast
config-router-isis-interface
config-router-isis-vrf-address-family-ipv4-unicast
config-router-isis-vrf-address-family-ipv6-unicast
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# lfa
0/ME5100:example_router01(config-tengigabitethernet)#

IMPORTANT
!,E"1'(3 LFA #"?)&",& &)8D2) 486 '1&,#:,;+)/ &'." point-to-point (+3.
2)3"14% point-to-point ).

12.36. lfa exclude
B)3"14" '+28@0",& ("4"11*; '1&,#:,;+ '( #"+0,&" "8D&,#1"&'/1*E 3"#$#%&)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '+28@0,1',.

>,')*I6,6

[no] lfa exclude

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-vrf-interface
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N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# lfa exclude
0/ME5100:example_router01(config-tengigabitethernet)#

12.37. lfa filter
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' '3,1)/"11), .#"/'8) :'8D&#"F'' 3"#$#%&)/,
486 2)&)#*E ' '( 2)&)#*E ?%4%& #"++0'&*/"&D+6 "8D&,#1"&'/*.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8).

>,')*I6,6

[no] lfa filter  STRING

N*4*F/)47

¥ STRING<Ñ<'36 .#"/'8" (1..128).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast
config-router-isis-address-family-ipv6-unicast
config-router-isis-vrf-address-family-ipv4-unicast
config-router-isis-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# lfa filter FILTER
0/ME5100:example_router01(config-filter)#

12.38. lfa include-all
B)3"14" #"(#,$",& #"+0,& "8D&,#1"&'/1*E 3"#$#%&)/ 486 /+,E '1&,#:,;+)/,
%0"+&/%@7'E / IS-IS .#)F,++, 3"#$#%&'("F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, /28@0,1', LFA
("7'&* .#)'(/)4'&+6 486 2"C4)=) '1&,#:,;+" )&4,8D1).

>,')*I6,6

[no] lfa include-all
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast
config-router-isis-address-family-ipv6-unicast
config-router-isis-vrf-address-family-ipv4-unicast
config-router-isis-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# lfa include-all
0/ME5100:example_router01(config-unicast)#

12.39. lfa protection disable
B)3"14" /*28@0",& #"+0,& "8D&,#1"&'/1*E 3"#$#%&)/ 486 4"11)=) '1&,#:,;+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, .#' '+.)8D()/"1''
2)3"14* lfa include-all  "8D&,#1"&'/1*, 3"#$#%&* #"++0'&*/"@&+6 486 /+,E '1&,#:,;+)/.

>,')*I6,6

[no] lfa protection disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# lfa protection disable
0/ME5100:example_router01(config-tengigabitethernet)#
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12.40. lfa remote
>"11"6 2)3"14" /28@0",& .)44,#C2% IS-IS IP Remote Loop-Free Alternate Fast Reroute (RLFA
FRR). A#' N&)3 3,E"1'(3 LFA #"++0'&*/",& "8D&,#1"&'/1*, 3"#$#%&* 0,#,( %4"8,11*,
(indirectly connected) next-hop / +8%0"6E, 2)=4" )&+%&+&/%@& directly connected "8D&,#1"&'/*.
O)8D$, '1:)#3"F'' / RFC 7490.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& .)44,#C2% IS-IS IP Remote Loop-Free Alternate Fast
Reroute.

>,')*I6,6

[no] lfa remote

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast
config-router-isis-address-family-ipv6-unicast
config-router-isis-vrf-address-family-ipv4-unicast
config-router-isis-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# lfa remote
0/ME5100:example_router01(config-unicast)#

12.41. lsp full-suppress
B)3"14" ("4",& &'.* 3"#$#%&)/, 2)&)#*, ?%4%& %4"8,1* '( Local LSP .)+8, ,,
.,#,.)81,1'6.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (external).

>,')*I6,6

lsp full-suppress { external | none }
[no] lsp full-suppress

N*4*F/)47

¥ external <Ñ<static ' 3"#$#%&*, .)8%0,11*, #,4'+&#'?%F',; '( 4#%='E .#)&)2)8)/
?%4%& %4"8,1* .#' .,#,.)81,1'' LSDB;

¥ none <Ñ<.#' .,#,.)81,1'' 1, ?%4,& .#'3,16&D+6 4).)81'&,8D1"6 2)1:'=%#"F'6,
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/8,2%7"6 (" +)?); %/,8'0,1', #"(3,#" LSDB.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# lsp full-suppress none
0/ME5100:example_router01(config-isis)#

12.42. lsp max-lifetime
>"11"6 2)3"14" ("4",& (1"0,1', IS-IS &";3,#", '+.)8D(%,3)=) 486 .)4+0,&" /#,3,1' C'(1'
Link-state Packet (LSP) / Link-state Database.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (1200).

>,')*I6,6

lsp max-lifetime  SECONDS
[no] lsp max-lifetime

N*4*F/)47

¥ SECONDS<Ñ</#,36 C'(1' LSP / +,2%14"E, (350..65535).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# lsp max-lifetime 400
0/ME5100:example_router01(config-isis)#

12.43. lsp min-refresh-interval
B)3"14" ("4",& 3'1'3"8D1*; '1&,#/"8 )?1)/8,1'6 LSP 486 %2"("11)=) %#)/16. 91&,#/"8
("4",&+6 / 3'88'+,2%14"E ' 1, 3)C,& .#,/*$"&D (1"0,1', lsp-refresh-interval
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I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@, 5000 3+.

>,')*I6,6

lsp min-refresh-interval  MILLISECONDS
no lsp min-refresh-interval

N*4*F/)47

¥ MILLISECONDS<Ñ</#,3,11); '1&,#/"8 / 3'88'+,2%14"E (1-65535000)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-level
config-router-isis-vrf-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)# lsp min-refresh-interval 1000
0/ME5100:example_router01(config-level)#

12.44. lsp refresh-interval
B)3"14" ("4",& /#,36 .,#,+0,&" LSP.

I&#'F"&,8D1"6 :)#3" 2)3"14* ("4",& (1"0,1', .) %3)80"1'@ (900).

>,')*I6,6

lsp refresh-interval  SECONDS
[no] lsp refresh-interval

N*4*F/)47

¥ SECONDS<Ñ</#,36 )?1)/8,1'6 LSP / +,2%14"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# lsp refresh-interval 100
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0/ME5100:example_router01(config-isis)#

12.45. lsp-interval
>"11"6 2)3"14" ("4",& (1"0,1', IS-IS &";3,#", '+.)8D(%,3)=) 486 1"+&#);2' ("4,#C2'
3,C4% %+.,$1*3' .,#,4"0"3' IS-IS Link-state Packets (LSPs).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (100).

N*4*F/)47

¥ MILLISECONDS<Ñ<'1&,#/"8 3,C4% .#',3)3 4/%E .)+8,4)/"&,8D1*E LSPs /
3'88'+,2%14"E (1..65535).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface-level
config-router-isis-vrf-interface-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# level level-2
0/ME5100:example_router01(config-level)# lsp-interval 10
0/ME5100:example_router01(config-level)#

12.46. lsp-max-size
B)3"14" ("4",& 3"2+'3"8D1*; #"(3,# .#)&)2)8D1*E +))?7,1'; (LSP, SNP) )&+*8",3*E
3"#$#%&'("&)#)3 / ("4"11)3 %#)/1, (level)

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (1492)

>,')*I6,6

lsp-max-size  BYTES
no lsp-max-size

N*4*F/)47

¥ BYTES<Ñ<3"2+'3"8D1*; #"(3,# ."2,&" / ?";&"E (512..16000)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-level
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config-router-isis-vrf-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)# lsp-max-size 1600

12.47. match nexthop
B)3"14" ("4",& .#,:'2+ 486 :'8D&#"F'' 3"#$#%&)/ .) nexthop / ("4"11)3 .#"/'8,
#,4'+&#'?%F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& :'8D&#"F'@.

>,')*I6,6

match nexthop  { IPV6_PREFIX | IPv4_PREFIX }
no match nexthop

N*4*F/)47

¥ IPv4_PREFIX<Ñ<IPv4 .)4+,&D;

¥ IPV6_PREFIX<Ñ<IPv6 .)4+,&D.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-redistribution
config-router-isis-address-family-ipv6-unicast-redistribution
config-router-isis-vrf-address-family-ipv4-unicast-redistribution
config-router-isis-vrf-address-family-ipv6-unicast-redistribution

N4,F/4

12.48. match path-type
B)3"14" /28@0",& :'8D&#"F'@ 3"#$#%&)/ .,#,#"+.#,4,86,3*E '( BGP '8' OSPF /
%2"("11)3 .#"/'8, #,4'+&#'?%F''. P'8D&#"F'6 .#)'(/)4'&+6 .) &'.% 3"#$#%&".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( none ), 0&) /*28@0",&
:'8D&#"F'@.

>,')*I6,6

match path-type { bgp-external | bgp-internal | none } *
*match path-type { ospf-inter-area | ospf-intra-area | ospf-type1-external | ospf-type1-nssa
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| ospf-type2-external | ospf-type2-nssa | none }  no match path-type

N*4*F/)47

¥ none  <Ñ<)&28@0",& :'8D&#"F'@;

¥ bgp-external  <Ñ<External BGP 3"#$#%&*;

¥ bgp-internal  <Ñ<Internal BGP 3"#$#%&*;

¥ ospf-inter-area  <Ñ<OSPF Inter-Area (IA) 3"#$#%&*;

¥ ospf-intra-area  <Ñ<OSPF Intra-Area (EA) 3"#$#%&*;

¥ ospf-type1-external  <Ñ<OSPF External (LSA Type 5) Type 1 3"#$#%&*;

¥ ospf-type1-nssa  <Ñ<OSPF Not-So-Stubby-Area (LSA Type 5) Type 1 3"#$#%&*;

¥ ospf-type2-external  <Ñ<OSPF External (LSA Type 5) Type 2 3"#$#%&*;

¥ ospf-type2-nssa  <Ñ<OSPF Not-So-Stubby-Area (LSA Type 5) Type 2 3"#$#%&*;

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-redistribution-bgp
config-router-isis-address-family-ipv4-unicast-redistribution-ospf
config-router-isis-address-family-ipv6-unicast-redistribution-bgp
config-router-isis-address-family-ipv6-unicast-redistribution-ospf
config-router-isis-vrf-address-family-ipv4-unicast-redistribution-bgp
config-router-isis-vrf-address-family-ipv4-unicast-redistribution-ospf
config-router-isis-vrf-address-family-ipv6-unicast-redistribution-bgp
config-router-isis-vrf-address-family-ipv6-unicast-redistribution-ospf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# redistribution bgp RULE
0/ME5100:example_router01(config-bgp)# match path-type bgp-external
0/ME5100:example_router01(config-bgp)#

12.49. match prefix
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" )=#"1'0,1', 1" '+.)8D()/"1',
).#,4,8,11*E IP-.#,:'2+)/ / ).#,4,8,11)3 .#"/'8, #,4'+&#'?%F''. W"(#,$",&+6
'+.)8D()/"&D / .#"/'8, #,4'+&#'?%F'' %2"("11*; .#,:'2+ ' /+, /E)467', / 1,=) .)4+,&'.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& :'8D&#"F'@.

>,')*I6,6

address-prefix-filter  { IPv4_PREFIX_FORMAT | IPv6_PREFIX_FORMAT }
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no address-prefix-filter

N*4*F/)47

¥ IPv4_PREFIX_FORMAT - (1"0,1', .#,:'2+" / :)#3"&, IPv4-.)4+,&'.

¥ IPv6_PREFIX_FORMAT - (1"0,1', .#,:'2+" / :)#3"&, IPv6-.)4+,&'.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-redistribution
config-router-isis-address-family-ipv6-unicast-redistribution
config-router-isis-vrf-address-family-ipv4-unicast-redistribution
config-router-isis-vrf-address-family-ipv6-unicast-redistribution

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# redistribution bgp RULE
0/ME5100:example_router01(config-bgp)# match prefix 10.0.0.0/8
0/ME5100:example_router01(config-bgp)#

12.50. match prefix-list
B)3"14" .)(/)86,& :'8D&#)/"&D .) (1"0,1'@ IP-.#,:'2+" 8'?) nexthop / +))&/,&+&/'' +
.#,:'2+-8'+&)3 ( prefix-list ) .#' .,#,#"+.#,4,8,1'' 3"#$#%&)/ '( 4#%='E .#)&)2)8)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&3,16,& :'8D&#"F'@ #,4'+&#'?%F''.

>,')*I6,6

match prefix-list { destination | nexthop }  PREFIX_LIST
no match prefix-list destination
no match prefix-list nexthop

N*4*F/)47

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-redistribution-bgp
config-router-isis-address-family-redistribution-connected
config-router-isis-address-family-redistribution-local
config-router-isis-address-family-redistribution-ospf
config-router-isis-address-family-redistribution-static
config-router-isis-vrf-address-family-redistribution-bgp
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config-router-isis-vrf-address-family-redistribution-connected
config-router-isis-vrf-address-family-redistribution-local
config-router-isis-vrf-address-family-redistribution-ospf
config-router-isis-vrf-address-family-redistribution-static

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# redistribution local Local-Redist
0/ME5100:example_router01(config-local)# match prefix-list destination PfxLst01
0/ME5100:example_router01(config-local)#

12.51. match tag
B)3"14" .)(/)86,& .,#,#"+.#,4,8'&D +&"&'0,+2', 3"#$#%&* + ("4"11*3 &,=)3 /
%2"("11)3 .#"/'8, #,4'+&#'?%F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& :'8D&#"F'@ .) &,=%.

>,')*I6,6

match tag  TAG
no match tag

N*4*F/)47

¥ TAG<Ñ<&,= (administrative tag) (1..65535)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-redistribution-static
config-router-isis-address-family-ipv6-unicast-redistribution-static
config-router-isis-vrf-address-family-ipv4-unicast-redistribution-static
config-router-isis-vrf-address-family-ipv6-unicast-redistribution-static

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# redistribution static RULE
0/ME5100:example_router01(config-static)# match tag 100
0/ME5100:example_router01(config-static)#
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12.52. max-lsp-size
B)3"14" ("4",& 3"2+'3"8D1*; #"(3,# LSP 486 %2"("11)=) IS-IS %#)/16.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& )=#"1'0,1'6 1" #"(3,# LSP.

>,')*I6,6

max-lsp-size  LSP_SIZE
no max-lsp-size

N*4*F/)47

¥ LSP_SIZE<Ñ<#"(3,# LSP / ?";&"E (512..16000)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-level
config-router-isis-vrf-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)# max-lsp-size 1500
0/ME5100:example_router01(config-level)#

12.53. metric
5 #,C'3, 2)1:'=%#"F'' IS-IS %#)/16 '1&,#:,;+", %0"+&/%@7,=) / IS-IS .#)F,++,
3"#$#%&'("F'' (config-router-isis-interface-level ' config-router-isis-vrf-interface-level), 4"11"6
2)3"14" %+&"1"/8'/",& / 2)1:'=%#"F'' ).#,4,8,11), (1"0,1', 3,&#'2' 486 '1&,#:,;+".

5 #,C'3, 2)1:'=%#"F'' IS-IS %#)/16 '1&,#:,;+", %0"+&/%@7,=) / IS-IS .#)F,++,
3"#$#%&'("F'' (config-router-isis-interface-level ' config-router-isis-vrf-interface-level),
)&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', 3,&#'2' .) %3)80"1'@ (1).

>,')*I6,6

metric  METRIC
[no] metric

N*4*F/)47

¥ METRIC<Ñ<(1"0,1', 3,&#'2' 486 '1&,#:,;+" (1..16777215).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-isis-interface-level
config-router-isis-summary-address
config-router-isis-vrf-interface-level
config-router-isis-vrf-summary-address

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/8.10
0/ME5100:example_router01(config-tengigabitethernet-sub)# level level-2
0/ME5100:example_router01(config-level)# metric 10
0/ME5100:example_router01(config-level)#

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# summary-address 10.0.0.0/8
0/ME5100:example_router01(config-summary-address)# metric 30
0/ME5100:example_router01(config-summary-address)#

12.54. metric-conversion
>"11"6 2)3"14" .)(/)86,& .#)'(/)4'&D 3"&,3"&'0,+2', ).,#"F'' 3,C4% 3,&#'2);
.#)&)2)8", '( 2)&)#)=) .#)'+E)4'& #,4'+&#'?%F'6, ' (1"0,1',3 3,&#'2' 486 4"11)=)
.#"/'8" #,4'+&#'?%F'' metric-value .

I&#'F"&,8D1"6 :)#3" 2)3"14* .) %3)80"1'@ ( constant ). V1"0,1', .) %3)80"1'@ #"/1)
3,&#'2,, +2)1:'=%#'#)/"11); 486 4"11)=) .#"/'8" #,4'+&#'?%F'' metric-value .

>,')*I6,6

metric-conversion { constant | inverse | same | scale-down | scale-up | truncate }
no metric-conversion

N*4*F/)47

¥ constant <Ñ<'+.)8D(%,&+6 (1"0,1', 3,&#'2' / 2)1:'=%#"F'' .#"/'8" #,4'+&#'?%F'';

¥ inverse <Ñ<'+.)8D(%,&+6 "?+)8@&1"6 #"(1'F" 3,C4% (1"0,1',3 3,&#'2' '+E)41)=)
.#)&)2)8" 3"#$#%&'("F'' ' (1"0,1'6 3,&#'2' / 2)1:'=%#"F'' .#"/'8"
#,4'+&#'?%F'';

¥ same <Ñ<'+.)8D(%,&+6 (1"0,1', 3,&#'2' '+E)41)=) .#)&)2)8" 3"#$#%&'("F'';

¥ scale-down <Ñ<'+.)8D(%,&+6 (1"0,1', 3,&#'2' '+E)41)=) .#)&)2)8" 3"#$#%&'("F'',
4,8,11), 1" (1"0,1', 3,&#'2' / 2)1:'=%#"F'' .#"/'8" #,4'+&#'?%F'';

¥ scale-up <Ñ<'+.)8D(%,&+6 (1"0,1', 3,&#'2' '+E)41)=) .#)&)2)8" 3"#$#%&'("F'',
%31)C,11), 1" (1"0,1', 3,&#'2' / 2)1:'=%#"F'' .#"/'8" #,4'+&#'?%F'';

¥ truncate <Ñ<'+.)8D(%,&+6 3,1D$,, '( (1"0,1'; '+E)41)=) .#)&)2)8" 3"#$#%&'("F''
' (1"0,1'6 3,&#'2' / 2)1:'=%#"F'' .#"/'8" #,4'+&#'?%F''.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-redistribution
config-router-isis-address-family-ipv6-unicast-redistribution
config-router-isis-vrf-address-family-ipv4-unicast-redistribution
config-router-isis-vrf-address-family-ipv6-unicast-redistribution

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast redistribution bgp
RULE
0/ME5100:example_router01(config-bgp)# metric-conversion same
0/ME5100:example_router01(config-bgp)#

12.55. metric-style
>"11"6 2)3"14" .)(/)86,& /*?#"&D &'. 3,&#'2', 2)&)#*; ?%4,& '+.)8D()/"&D+6 / 4"11)3
IS-IS Level.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( both ).

>,')*I6,6

metric-style { both | narrow | wide }
[no] metric-style

N*4*F/)47

¥ both <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& '+.)8D()/"&D ' wide  ' narrow  3,&#'2';

¥ narrow <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& '+.)8D()/"&D &)8D2) narrow  3,&#'2%;

¥ wide <Ñ<."#"3,&#, 2)&)#*; .)(/)86,& '+.)8D()/"&D &)8D2) wide  3,&#'2%.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-level
config-router-isis-vrf-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)# metric-style wide
0/ME5100:example_router01(config-level)#
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12.56. metric-type
B)3"14" 1"(1"0",& &'. 3"#$#%&"3, .,#,#"+.#,4,8,11*3 / IS-IS ("4"11*3 .#"/'8)3
#,4'+&#'?%F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

metric-type { isis-level1-external | isis-level1-internal | isis-level2-external | isis-level2-
internal }
no metric-type

N*4*F/)47

¥ isis-level1-external <Ñ<&'. 3"#$#%&" IS-IS %#)/16 1, .)8%0,11*; 0,#,( #,4'+&#'?%F'@;

¥ isis-level1-internal <Ñ<&'. 3"#$#%&" IS-IS %#)/16 1, .)8%0,11*; "1)1+'#)/"1',3
.#,:'2+";

¥ isis-level2-external <Ñ<&'. 3"#$#%&" IS-IS %#)/16 2, .)8%0,11*; 0,#,( #,4'+&#'?%F'@;

¥ isis-level2-internal <Ñ<&'. 3"#$#%&" IS-IS %#)/16 2, .)8%0,11*; "1)1+'#)/"1',3
.#,:'2+";

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-redistribution
config-router-isis-address-family-ipv6-unicast-redistribution
config-router-isis-vrf-address-family-ipv4-unicast-redistribution
config-router-isis-vrf-address-family-ipv6-unicast-redistribution

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# redistribution bgp RULE
0/ME5100:example_router01(config-bgp)# metric-type isis-level1-external

12.57. metric-value
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D ?"()/), (1"0,1', 3,&#'2' 486 .#"/'8"
#,4'+&#'?%F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (0).

>,')*I6,6

metric-value  METRIC
no metric-value
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N*4*F/)47

¥ METRIC<Ñ<(1"0,1', 3,&#'2' (0..16777215).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-redistribution
config-router-isis-address-family-ipv6-unicast-redistribution
config-router-isis-vrf-address-family-ipv4-unicast-redistribution
config-router-isis-vrf-address-family-ipv6-unicast-redistribution

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast redistribution bgp
RULE
0/ME5100:example_router01(config-bgp)# metric-value 10
0/ME5100:example_router01(config-bgp)#

12.58. microloop-avoidance
B)3"14" /28@0",& 3,E"1'(3* ("7'&* )& 3'2#).,&,8D .#' .,#,+&#),1'6E &).)8)=''.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& ("7'&%.

>,')*I6,6

[no] microloop-avoidance

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# microloop-avoidance
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12.59. microloop-avoidance rib-update-delay
B)3"14" ("4",& ("4,#C2% )?1)/8,1'6 &"?8'F* 3"#$#%&'("F'' .#' .,#,+&#),1''
&).)8)='' 486 '(?,C"1'6 )?#"()/"1'6 .,&,8D.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<5000 3'88'+,2%14.

>,')*I6,6

microloop-avoidance rib-update-delay  MILLISECONDS
no microloop-avoidance rib-update-delay

N*4*F/)47

¥ MILLISECONDS<Ñ<(1"0,1', ("4,#C2' / 3'88'+,2%14"E (1..4294967295)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# microloop-avoidance rib-update-delay 1000

12.60. min-arrival-interval
B)3"14" )=#"1'0'/",& 0"+&)&% .#',3" IS-IS LSP 1" ("4"11)3 '1&,#:,;+, 486 %2"("11)=)
%#)/16, ("4"/"6 3'1'3"8D1*; '1&,#/"8 3,C4% ."2,&"3' / 3'88'+,2%14"E.

I&#'F"&,8D1"6 :)#3" 2)3"14* +1'3",& )=#"1'0,1', (0).

>,')*I6,6

min-arrival-interval  MILLISECONDS
no min-arrival-interval

N*4*F/)47

¥ MILLISECONDS<Ñ<'1&,#/"8 / 3'88'+,2%14"E (0..65535).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface-level
config-router-isis-vrf-interface-level

N4,F/4
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0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/1
0/ME5100:example_router01(config-tengigabitethernet)# level level-2
0/ME5100:example_router01(config-level)# min-arrival-interval 10

12.61. multi-topology
B)3"14" .)(/)86,& /*4,8'&D +,3,;+&/) "4#,+)/ IPv6 Unicast / )&4,8D1%@ &).)8)='@. A#'
N&)3 "8=)#'&3* .#)&)2)8" ?%4%& #"?)&"&D )&4,8D1) 486 IPv4 ' IPv6 Unicast.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& #,C'3 #"?)&* .#)&)2)8" .) %3)80"1'@,
+&#)'&+6 )41" &).)8)='6 486 "4#,+1*E +,3,;+&/ IPv4 ' IPv6 Unicast.

>,')*I6,6

[no] multi-topology

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv6-unicast
config-router-isis-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5200:example_router01(config-isis)# address-family ipv6 unicast
0/ME5200:example_router01(config-unicast)# multi-topology
0/ME5200:example_router01(config-unicast)#

12.62. net
>"11"6 2)3"14" ("4",& ."#"3,&# network entity title (NET) 486 4"11)=) IS-IS .#)F,++"
3"#$#%&'("F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& NET '( 2)1:'=%#"F'' 4"11)=) IS-IS .#)F,++"
3"#$#%&'("F''.

IMPORTANT
>"11*; ."#"3,&# 6/86,&+6 )?6("&,8D1*3 486 +%7,+&/)/"1'6 .#)F,++"
3"#$#%&'("F'' router isis .

>,')*I6,6

net  NSAP
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no net

N*4*F/)47

¥ NSAP<Ñ<"4#,+, 2)&)#*; ?%4,& '+.)8D()/"&D+6 / ."#"3,&#, NET / :)#3"&, Network
Service Access Point address (NSAP), XX.XXXX.XXXX.XXXX.XXXX.00.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# net 49.0000.0000.0000.0001.00
0/ME5100:example_router01(config-isis)#

12.63. nexthop-prefix
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' :'8D&# .) "4#,+% $8@(" 486 lfa filter .

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& '( 2)1:'=%#"F'' 4"11*; :'8D&#.

>,')*I6,6

nexthop-prefix  IPv4_PREFIX_FORMAT
[no] nexthop-prefix

N*4*F/)47

¥ IPv4_PREFIX_FORMAT<Ñ<(1"0,1', IPv4-.#,:'2+" 486 :'8D&#"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-lfa-filter
config-router-isis-address-family-ipv6-unicast-lfa-filter
config-router-isis-vrf-address-family-ipv4-unicast-lfa-filter
config-router-isis-vrf-address-family-ipv6-unicast-lfa-filter

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# lfa filter FILTER
0/ME5100:example_router01(config-filter)# nexthop-prefix 10.0.0.0/8
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0/ME5100:example_router01(config-filter)#

12.64. passive
>"11"6 2)3"14" )&28@0",& .#',3 ' .,#,4"0% IS-IS ."2,&)/ 1" 4"11)3 '1&,#:,;+,.

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& .#',3 ' .,#,4"0% IS-IS ."2,&)/ 1" 4"11)3
'1&,#:,;+,.

>,')*I6,6

[no] passive

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/8.10
0/ME5100:example_router01(config-tengigabitethernet-sub)# passive
0/ME5100:example_router01(config-tengigabitethernet-sub)#

12.65. path-type
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' :'8D&# .) ).#,4,8,11)3% &'.% IS-IS IP
LFA FRR 3"#$#%&".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; :'8D&# '( 2)1:'=%#"F''.

>,')*I6,6

path-type { isis-level1-external | isis-level1-internal | isis-level2-external | isis-level2-
internal | none }
no path-type

N*4*F/)47

¥ isis-level1-external <Ñ<IS-IS 3"#$#%&, .#'$,4$'; )& +)+,4", 2)&)#*; 6/86,&+6 IS-IS
+)+,4)3 %#)/16 1, .)8%0,11*; / #,(%8D&"&, #,4'+&#'?%F'';

¥ isis-level1-internal <Ñ<IS-IS 3"#$#%&, .#'$,4$'; )& +)+,4", 2)&)#*; 6/86,&+6 IS-IS
+)+,4)3 %#)/16 1, .)8%0,11*; / #,(%8D&"&, "1)1+'#)/"1'6 .#,:'2+";
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¥ isis-level2-external <Ñ<IS-IS 3"#$#%&, .#'$,4$'; )& +)+,4", 2)&)#*; 6/86,&+6 IS-IS
+)+,4)3 %#)/16 2, .)8%0,11*; / #,(%8D&"&, #,4'+&#'?%F'';

¥ isis-level2-internal <Ñ<IS-IS 3"#$#%&, .#'$,4$'; )& +)+,4", 2)&)#*; 6/86,&+6 IS-IS
+)+,4)3 %#)/16 2, .)8%0,11*; / #,(%8D&"&, "1)1+'#)/"1'6 .#,:'2+";

¥ none <Ñ<1, ).#,4,8,11*; &'. IS-IS 3"#$#%&".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-unicast-lfa-filter
config-router-isis-vrf-address-family-unicast-lfa-filter

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast lfa filter FILTER
0/ME5100:example_router01(config-filter)# path-type isis-level1-external
0/ME5100:example_router01(config-filter)#

12.66. pdu max-size
B)3"14" ("4",& 3"2+'3"8D1*; #"(3,# ."2,&" (PDU) )?#"?"&*/",3)=) 1" 4"11)3 %#)/1,
(level)

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (1500)

>,')*I6,6

pdu max-size  BYTES
no pdu max-size

N*4*F/)47

¥ BYTES<Ñ<3"2+'3"8D1*; #"(3,# ."2,&* / ?";&"E (512..16000)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-interface
config-router-isis-vrf
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
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0/ME5100:example_router01(config-level)# pdu max-size 9000

12.67. point-to-point
>"11"6 2)3"14" .,#,/)4'& &,2%7'; '1&,#:,;+ IS-IS / #,C'3 #"?)&* point-to-point.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8).

>,')*I6,6

[no] point-to-point

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

NOTE
91&,#:,;+ Loopback '3,,& &'. point-to-point .)-%3)80"1'@.
G,/)(3)C1) )?H6/'&D ?)8,, 0,3 255 '1&,#:,;+)/ &'." broadcast / )41)3
.#)F,++, IS-IS.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-vrf-interface

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/8.10
0/ME5100:example_router01(config-tengigabitethernet-sub)# point-to-point
0/ME5100:example_router01(config-tengigabitethernet-sub)#

12.68. priority
5 #,C'3, 2)1:'=%#"F'' lfa filter  (config-router-isis-address-family-unicast-lfa-filter ' config-
router-isis-vrf-address-family-unicast-lfa-filter) 4"11"6 2)3"14" %+&"1"/8'/",& .#')#'&,& 486
.#"/'8" :'8D&#"F''.

5 #,C'3, 2)1:'=%#"F'' redistribution  (config-router-isis-address-family-unicast-redistribution '
config-router-isis-vrf-address-family-unicast-redistribution) 4"11"6 2)3"14" %+&"1"/8'/",&
.#')#'&,& 486 .#"/'8" #,4'+&#'?%F''.

5 #,C'3, 2)1:'=%#"F'' %#)/16 IS-IS 486 '1&,#:,;+", %0"+&/%@7,=) / IS-IS .#)F,++, (config-
router-isis-interface ' config-router-isis-vrf-interface) 4"11"6 2)3"14" %+&"1"/8'/",&
.#')#'&,& 486 4"11)=) 3"#$#%&'("&)#" .#' /*?)#, Designated Intermediate System (DIS)
3"#$#%&'("&)#".
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5 #,C'3, 2)1:'=%#"F'' lfa filter  (config-router-isis-address-family-unicast-lfa-filter ' config-
router-isis-vrf-address-family-unicast-lfa-filter) )&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",&
(1"0,1', .) %3)80"1'@ (2147483646).

5 #,C'3, 2)1:'=%#"F'' redistribution  (config-router-isis-address-family-unicast-redistribution '
config-router-isis-vrf-address-family-unicast-redistribution) )&#'F"&,8D1"6 :)#3" 2)3"14*
/)(/#"7",& (1"0,1', .) %3)80"1'@ (2147483646).

5 #,C'3, 2)1:'=%#"F'' %#)/16 IS-IS 486 '1&,#:,;+", %0"+&/%@7,=) / IS-IS .#)F,++, (config-
router-isis-interface ' config-router-isis-vrf-interface) /)(/#"7",& (1"0,1', .) %3)80"1'@ (64).

>,')*I6,6

priority  PRIORITY
no priority

N*4*F/)47

¥ PRIRORITY<Ñ<(1"0,1', .#')#'&,&".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-unicast-lfa-filter
config-router-isis-vrf-address-family-unicast-lfa-filter
config-router-isis-address-family-unicast-redistribution
config-router-isis-vrf-address-family-unicast-redistribution
config-router-isis-interface-level
config-router-isis-vrf-interface-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast lfa filter FILTER
0/ME5100:example_router01(config-filter)# priority 15
0/ME5100:example_router01(config-filter)#

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast redistribution bgp
RULE
0/ME5100:example_router01(config-bgp)# priority 10
0/ME5100:example_router01(config-bgp)#

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/8.10
0/ME5100:example_router01(config-tengigabitethernet-sub)# level level-2
0/ME5100:example_router01(config-level)# priority 10
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0/ME5100:example_router01(config-level)#

12.69. redistribute disable
>"11"6 2)3"14" )&28@0",& #,4'+&#'?%F'@ 486 4"11)=) .#"/'8".

I&#'F"&,8D1"6 :)#3" 2)3"14* /28@0",& #,4'+&#'?%F'@ 486 4"11)=) .#"/'8".

>,')*I6,6

[no] redistribute disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-unicast-redistribution
config-router-isis-vrf-address-family-unicast-redistribution

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast redistribution bgp
RULE
0/ME5100:example_router01(config-bgp)# redistribute disable
0/ME5100:example_router01(config-bgp)#

12.70. redistribute-address
>"11"6 2)3"14" .)(/)86,& +)(4"&D / 2)1:'=%#"F'' .#"/'8) 486 #,4'+&#'?%F''
).#,4,8,11)=) 3"#$#%&" /&)#)=) %#)/16 IS-IS (IS-IS Level 2) / .,#/*; %#)/,1D (IS-IS Level 1).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8).

>,')*I6,6

[no] redistribute-address  IPv4_PREFIX_FORMAT

N*4*F/)47

¥ IPv4_PREFIX_FORMAT<Ñ<3"#$#%& IS-IS Level 2 / :)#3"&, IPv4-.#,:'2+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
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config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# redistribute-address 10.0.0.0/8
0/ME5100:example_router01(config-isis)#

12.71. redistribution
>"11"6 2)3"14" +)(4",& .#"/'8) 486 .,#,4"0' 3"#$#%&)/ ).#,4,8,11)=) .#)'+E)C4,1'6
(4#%=', .#)&)2)8* 3"#$#%&'("F'', +&"&'0,+2', 3"#$#%&* ' &...) / .#)F,++
3"#$#%&'("F'' IS-IS. !,E"1'(3 &"2); .,#,4"0' &"2C, 1"(*/",&+6 #,4'+&#'?%F',;.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& ).#,4,8,11), .#"/'8) '( 2)1:'=%#"F''.

>,')*I6,6

[no] redistribution { bgp | connected | ospf | local | static }  STRING

N*4*F/)47

¥ bgp, connected, ospf, local, static <Ñ<.#)&)2)8, '( 2)&)#)=) ?%4,& .#)'+E)4'&D
#,4'+&#'?%F'6;

¥ STRING<Ñ<'36 .#"/'8" 486 #,4'+&#'?%F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast
config-router-isis-address-family-ipv6-unicast
config-router-isis-vrf-address-family-ipv4-unicast
config-router-isis-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# redistribution bgp RULE
0/ME5100:example_router01(config-bgp)#

12.72. retransmit-interval
>"11"6 2)3"14" %+&"1"/8'/",& '1&,#/"8 486 .,#,+*8)2 Link-state Packet (LSP).

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& (1"0,1', .) %3)80"1'@ (10).
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>,')*I6,6

retransmit-interval  SECONDS
no retransmit-interval

N*4*F/)47

¥ SECONDS<Ñ<'1&,#/"8 3,C4% .,#,+*82"3' )41); ' &); C, LSP / +,2%14"E.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface-level
config-router-isis-vrf-interface-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/8.10
0/ME5100:example_router01(config-tengigabitethernet-sub)# level level-2
0/ME5100:example_router01(config-level)# retransmit-interval 15
0/ME5100:example_router01(config-level)#

12.73. route-map
B)3"14" .)(/)86,& '+.)8D()/"&D route-map  486 ).,#"F'; 1"4 "&#'?%&"3' .#'
.,#,#"+.#,4,8,1'' 3"#$#%&)/ '( 4#%='E .#)&)2)8)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&3,16,& '+.)8D()/"1', %2"("11); route-map.

>,')*I6,6

route-map  ROUTE_MAP
no route-map

N*4*F/)47

¥ ROUTE_MAP<Ñ<+&#)2)/), (1"0,1', '3,1' route-map (1..32)

Command Default

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-redistribution-bgp
config-router-isis-address-family-redistribution-connected
config-router-isis-address-family-redistribution-local
config-router-isis-address-family-redistribution-ospf
config-router-isis-address-family-redistribution-static
config-router-isis-vrf-address-family-redistribution-bgp
config-router-isis-vrf-address-family-redistribution-connected
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config-router-isis-vrf-address-family-redistribution-local
config-router-isis-vrf-address-family-redistribution-ospf
config-router-isis-vrf-address-family-redistribution-static

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# redistribution bgp BGPRedist
0/ME5100:example_router01(config-bgp)# route-map RouteMAP01
0/ME5100:example_router01(config-bgp)#

12.74. router isis
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' %+&#);+&/" .#)F,++ 3"#$#%&'("F'' IS-IS '
.)(/)86,& .,#,;&' / #,C'3 1"+&#);2' N&)=) .#)F,++" (config-router-isis).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; .#)F,++.

>,')*I6,6

[no] router isis  STRING

N*4*F/)47

¥ STRING<Ñ<'36 IS-IS .#)F,++" 3"#$#%&'("F'' (1..255).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)#

12.75. set tag
>"11"6 2)3"14" .)(/)86,& %+&"1)/'&D &,= 486 /+,E 3"#$#%&)/, .,#,#"+.#,4,8,11*3 /
("4"11)3 .#"/'8, #,4'+&#'?%F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* %+&"1"/8'/",& &,= / (1"0,1', .) %3)80"1'@ (0).

>,')*I6,6

set tag  TAG
no set tag
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N*4*F/)47

TAG<Ñ<tag, 2)&)#*; .#'3,1'&+6 2) /+,3 .#,:'2+"3 / 4"11)3 .#"/'8, #,4'+&#'?%F''
(0..4294967295).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-address-family-ipv4-unicast-redistribution
config-router-isis-address-family-ipv6-unicast-redistribution
config-router-isis-vrf-address-family-ipv4-unicast-redistribution
config-router-isis-vrf-address-family-ipv6-unicast-redistribution

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# redistribution bgp RULE
0/ME5100:example_router01(config-bgp)# set tag 100
0/ME5100:example_router01(config-bgp)#

12.76. set-attached-bit
>"11"6 2)3"14" .)(/)86,& +2)1:'=%#'#)/"&D #"(8'01*, #,C'3* .)/,4,1'6 Attached Bit /
Link-state packets (LSPs).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (attached-clear).

>,')*I6,6

set-attached-bit { attached-clear | attached-no-ovlp-only | attached-no-ovlp-or-rdst | set-
attached }
no set-attached-bit

N*4*F/)47

¥ attached-clear <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",&, 0&) Attached Bit 1, ?%4,&
/*+&"/86&D+6;

¥ attached-no-ovlp-only <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",&, 0&) Attached Bit ?%4,&
/*+&"/86&D+6 .#' %+8)/'' 1"8'0'6 +)+,4" + 4#%=); IS-IS Area ID ()&8'01); )&
+2)1:'=%#'#)/"11);).

¥ attached-no-ovlp-or-rdst <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",&, 0&) Attached Bit ?%4,&
/*+&"/86&D+6 .#' %+8)/'' 1"8'0'6 +)+,4" + 4#%=); IS-IS Area ID ()&8'01); )&
+2)1:'=%#'#)/"11);) '8' .#' #,4'+&#'?%F'' 3"#$#%&)/.

¥ set-attached <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",&, 0&) Attached Bit ?%4,& /*+&"/86&D+6
/+,=4".
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# set-attached-bit set-attached
0/ME5100:example_router01(config-isis)#

12.77. set-overload-bit full-db disable
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' .#"/'8) 486 /*+&"/8,1'6 Overload Bit .#'
.,#,.)81,11); Link-state Database (LSDB) / Link-state Packets (LSP).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8) '( 2)1:'=%#"F''.

>,')*I6,6

[no] set-overload-bit full-db disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# set-overload-bit full-db disable
0/ME5100:example_router01(config-isis)#

12.78. set-overload-bit on-startup
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' .#"/'8) 486 /*+&"/8,1'6 Overload Bit .)+8,
+&"#&" %+&#);+&/".

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8) '( 2)1:'=%#"F''.
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>,')*I6,6

set-overload-bit on-startup  SECONDS
[no] set-overload-bit on-startup

N*4*F/)47

¥ SECONDS<Ñ<2)8'0,+&/) /#,3,1', / &,0,1'' 2)&)#)=) ?%4,& /*+&"/8,1 Overload Bit, /
+,2%14"E (5..86400).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-level
config-router-isis-vrf-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)# set-overload-bit on-startup 3600
0/ME5100:example_router01(config-level)#

12.79. set-overload-bit persist
B)3"14" .)(/)86,& "43'1'+&#"&'/1) %+&"1)/'&D overload-bit 486 '+28@0,1'6
3"#$#%&'("&)#" '( 3"#$#%&)/, 2)&)#*, #"++0'&"1* +)+,41'3' 3"#$#%&'("&)#"3'

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%

>,')*I6,6

[no] set-overload-bit persist

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-level
config-router-isis-vrf-level

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# level level-2
0/ME5100:example_router01(config-level)# set-overload-bit persist
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0/ME5100:example_router01(config-level)#

12.80. show isis
>"11"6 2)3"14" )&)?#"C",& +/)41%@ '1:)#3"F'@ .) IS-IS .#)F,++% 3"#$#%&'("F''.

>,')*I6,6

show isis [ vrf { all |  VRF_NAME } ] [ [ process {  PROCESS_NAME } ] | [ statistics ] ]

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&';

¥ process PROCESS_NAME<Ñ<:'8D&#"F'6 /*/)4" .) '3,1' .#)F,++"

¥ statistics <Ñ<3)4':'2"&)# /*/)4" +&"&'+&'0,+2); '1:)#3"F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100S:C_ME5100S_410_2-19# show isis
Fri Jan 23 14:01:45 2026
Ê IS-IS Router 1
Ê   System Id: 1720.1612.7005
Ê   IS Levels: level-2
Ê   Net: 49.0001.1720.1612.7005.00
Ê   Hostname: C_ME5100S_410_2-19
Ê   LSP full-suppress: external
Ê   LSP refresh-interval: 900 secs
Ê   LSP max-lifetime: 1200 secs
Ê   Area-address: 49.0001
Ê   Tx packets PCP fields: 7
Ê   Graceful-restart: Enable
Ê     Adjacency wait: 10 secs
Ê     Helper mode: Enable
Ê   Topologies supported by IS-IS:
Ê     IPv4 Unicast, IPv6 Unicast
Ê       level-2
Ê         Metric style (generate/accept): wide, lsp-max-size: 1492
Ê     Redistributed ipv4 unicast:
Ê       none bgp redistributed
Ê       none ospf redistributed
Ê       none static redistributed
Ê       none connected redistributed
Ê       none local redistributed
Ê     Redistributed ipv6 unicast:
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Ê       none bgp redistributed
Ê       none ospf redistributed
Ê       none static redistributed
Ê       none connected redistributed
Ê       none local redistributed
Ê     Interfaces supported by IS-IS
Ê       Loopback0 is up (passive in configuration)
Ê       Tengigabitethernet0/0/1.3986 is up (active in configuration)
Ê       Tengigabitethernet0/0/1.3987 is up (active in configuration)
Ê       Tengigabitethernet0/0/1.50 is up (active in configuration)
Ê       Tengigabitethernet0/0/1.51 is up (active in configuration)
Ê     Traffic Engineering:
Ê       Level-1: ipv4 disabled, ipv6 disabled
Ê       Level-2: ipv4 enabled, ipv6 disabled
Ê       Router: ipv4 172.16.127.5, ipv6
0/ME5100S:C_ME5100S_410_2-19#

0/ME5100S:C_ME5100S_410_2-19# show isis statistics
Fri Jan 23 14:05:40 2026
Ê IS-IS Router 1

Ê   Level one:
Ê     Overload state: off
Ê     Corrupted lsps: 0
Ê     Authentication failures: 0
Ê     Unsupported auth type: 0
Ê     LSP db overloaded: 0 times
Ê     Manual address dropped: 0 times
Ê     Exceed max sequence number: 0 times - exceeded
Ê     Sequence number skipped: 0 times
Ê     Zero-aged copy LSP received: 0 times
Ê     Diff PDU id received: 0 times
Ê     SPF ran at level: 0 times
Ê     Partition changes: 0
Ê     Errors: 0 lsp, 0 csnp, 0 psnp
Ê     LSP: 1 count, 0 in queue
Ê     LSP: 12 fragments rebuilt, 0 retransmitted
Ê     LSP: 109 regenerated, 2 purges
Ê     LSP initiated: 2 locally, 0 remotely
Ê     LSP initiated: 0 due SNP, 0 originated remotely (expired)
Ê     LSP initiated: 0 originated remotely (peer restart)
Ê   Level two:
Ê     Overload state: on
Ê     Corrupted lsps: 0
Ê     Authentication failures: 0
Ê     Unsupported auth type: 0
Ê     LSP db overloaded: 0 times
Ê     Manual address dropped: 0 times
Ê     Exceed max sequence number: 0 times - exceeded
Ê     Sequence number skipped: 35 times
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Ê     Zero-aged copy LSP received: 0 times
Ê     Diff PDU id received: 0 times
Ê     SPF ran at level: 113 times
Ê     Partition changes: 0
Ê     Errors: 0 lsp, 0 csnp, 0 psnp
Ê     LSP: 8 count, 0 in queue
Ê     LSP: 50 fragments rebuilt, 1 retransmitted
Ê     LSP: 323 regenerated, 6 purges
Ê     LSP initiated: 6 locally, 0 remotely
Ê     LSP initiated: 0 due SNP, 0 originated remotely (expired)
Ê     LSP initiated: 0 originated remotely (peer restart)
0/ME5100S:C_ME5100S_410_2-19#

12.81. show isis database
>"11"6 2)3"14" /*/)4'& .)81%@ '1:)#3"F'@ .) IS-IS Link-state Database (LSDB).

>,')*I6,6

show isis [ vrf { all |  VRF_NAME } ] database [ detailed ]

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&';

¥ detailed <Ñ<."#"3,&# 486 /*/)4" 4,&"8D1); '1:)#3"F'' IS-IS LSDB.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show isis database
Thu Apr  5 13:34:43 2018
Ê IS-IS Router eltex-test
Ê   IS-IS level-2 link-state database
Ê LSP ID                          Sequence  Checksum  Lifetime  Length  Attributes
Ê ------------------------------- --------- --------- --------- ------- -----------
Ê 0000.0000.0001.00-00            0xd2      0x56b7    1016      41      level-2
Ê 0000.0000.0001.00-01            0xd2      0x33a3    1105      32      level-2
Ê 0000.0000.0001.00-02            0x4060    0x17b3    1185      164     level-2
Ê 0000.0000.0001.01-00            0xd9      0xbe1d    1123      53      level-2
Ê 0000.0000.0001.02-00            0xc       0x5355    842       53      level-2
Ê 0000.0000.0002.00-00            0x989     0xc587    889       41      level-2
Ê 0000.0000.0002.00-01            0x987     0xac6a    672       32      level-2
Ê 0000.0000.0002.00-02            0xcf8e    0x28b1    882       164     level-2
Ê 0000.0000.0003.00-00            0x1c46    0x4a7f    956       297     level-2
Ê 0000.0000.0003.02-00            0x2a8     0x44c3    591       62      level-2
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Ê 0000.0000.0004.00-00            0x3dd     0x1fdd    962       41      level-2
Ê 0000.0000.0004.00-01            0x3de     0x6bb     875       32      level-2
Ê 0000.0000.0004.00-02            0x196e0   0x8fed    1199      134     level-2
Ê 0000.0000.0005.00-00            0x2a1     0xc3e4    589       80      level-2
Ê 0000.0000.0006.00-00            0x2a3     0x24ed    469       79      level-2

Ê Total LSPs: 15

0/ME5100:example_router01#

12.82. show isis fast-reroute
>"11"6 2)3"14" )&)?#"C",& '1:)#3"F'@, +/6("11%@ + IS-IS IP LFA FRR.

>,')*I6,6

show isis fast-reroute [ ipv4 {  IPv4_FORMAT } | ipv6 {  IPv6_FORMAT } | summary ]

N*4*F/)47

¥ IPv4_FORMAT<Ñ<(1"0,1', '+2)3)=) .#,:'2+" / :)#3"&, IPv4-"4#,+".

¥ summary <Ñ<+%33"#1*; /*/)4 .) .#)&)2)8% IS-IS IP LFA FRR.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100:example_router01# show isis fast-reroute
Tue Aug  1 10:35:44 2017
Ê IS-IS Router test
Ê   The destination Internet address prefix: 100.99.122.0/24
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is true
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 100.99.122.0/24
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Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 192.168.10.0/24
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 192.168.10.0/24
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 192.168.20.0/24
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.133.1
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Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 192.168.20.0/24
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 192.168.30.0/24
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 192.168.30.0/24
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
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Ê         local network interface:

Ê   The destination Internet address prefix: 19.1.1.0/31
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 19.1.1.0/31
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 19.1.1.2/31
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 19.1.1.2/31
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is false
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Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 10.0.0.1/32
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 10.0.0.1/32
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 22.22.22.22/32
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
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Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 22.22.22.22/32
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 66.66.66.66/32
Ê     Reason: primary-hop, providing-protection is false, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is true,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0100, metric 1
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Attached:
Ê         router ID:
Ê         local network interface:

Ê   The destination Internet address prefix: 66.66.66.66/32
Ê     Reason: best-candidate, providing-protection is true, primary-excluded is false,
candidate-excluded is false, loop-free is true, overloaded is false, primary is false,
remote-lfa is false, node-protecting is false
Ê     The router ID of the next hop router on this path: 0000.0000.0022, metric 20
Ê     Primary next hop:
Ê         router address: 100.99.133.1
Ê         local network interface: Tengigabitethernet 0/0/9
Ê     Candidate:
Ê         LFA router address: 100.99.223.105
Ê         local network interface: Tengigabitethernet 0/0/2
Ê     Attached:
Ê         router ID:
Ê         local network interface:
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0/ME5100:example_router01#

12.83. show isis interfaces
>"11"6 2)3"14" )&)?#"C",& +&"&'+&'2% .) '1&,#:,;+"3, 2)&)#*, %0"+&/%@& / IS-IS
.#)F,++, 3"#$#%&'("F''.

>,')*I6,6

show isis [vrf { all |  VRF_NAME }] interfaces [  INTERFACE_NAME ] [ [process] {
PROCESS_NAME } ] [ [detailed] | [statistics] ]

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&';

¥ interfaces INTERFACE_NAME <Ñ<:'8D&#"F'6 /*/)4" .) '3,1' '1&,#:,;+";

¥ process PROCESS_NAME<Ñ<:'8D&#"F'6 /*/)4" .) '3,1' .#)F,++";

¥ detailed <Ñ<."#"3,&# 486 /*/)4" 4,&"8D1); '1:)#3"F'' )? '1&,#:,;+"E IS-IS
%0"+&/%@7'E / .#)F,++, 3"#$#%&'("F'';

¥ statistics <Ñ<."#"3,&# 486 /*/)4" +&"&'+&'2' .) IS-IS ."2,&"3, .)8%0,11*3 0,#,(
'1&,#:,;+*, 2)&)#*, %0"+&/%@& / IS-IS .#)F,++, 3"#$#%&'("F''.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100S:C_ME5100S_410_2-19# show isis interfaces
Fri Jan 23 14:30:40 2026
Ê IS-IS Router 1 interface:
Ê Interface        Oper   Last Up     Adjcs   Metric  Priority  PDU    Mode      BFD
Ê                  State              L1/L2   L1/L2   L1/L2
IPv4/v6
Ê ---------------- ------ ----------- ------- ------- --------- ------ ---------
---------
Ê lo0              up     never       -/-     -/-     -/-       1492   passive   N/N
Ê te0/0/1.3986     up     20h49m10s   -/1     -/10    -/64      1500   active    N/N
Ê te0/0/1.3987     up     20h49m10s   -/1     -/10    -/64      1500   active    N/N
Ê te0/0/1.50       up     20h49m10s   -/1     -/10    -/64      1500   active    N/N
Ê te0/0/1.51       up     20h49m10s   -/1     -/10    -/64      1500   active    N/N
0/ME5100S:C_ME5100S_410_2-19#

0/ME5200S:D_ME5200S_410_2-19# sho isis interfaces Bundle-ether1.60 detailed
Thu Jan 29 15:33:38 2026
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Ê IS-IS Router 1 interface:

Ê Bundle-ether1.60, circuit id: 3066
Ê   Last up: 00h46m06s ago
Ê   BFD Fast detect: IPv4 disabled, IPv6 disabled
Ê   Operation state: up
Ê   Disabled creating neighborhood on this interface: false
Ê   Hello padding: enabled
Ê   Circuit 3 way: enabled
Ê   LDP-IGP synchronization: disabled
Ê   T1 timer status: stopped
Ê   Media Type: p2p
Ê   Used PDU: 1500
Ê   Administrative tag: 0
Ê   IPv4 Address Family: enabled
Ê   IPv6 Address Family: disabled
Ê   Circuit level: level-2 (Interface circuit type is level-1-2)
Ê   Tx packets PCP fields: 7
Ê                                     Level-1           Level-2
Ê   ID                                1720.1612.7001    1720.1612.7003
Ê   Hostname                          none              A_ME2001_410_2-19_Gladii
Ê   Priority                          64                64
Ê   Metric                            10                10
Ê   Key-chain                         none              none
Ê   Authentication                    none              none
Ê   Hello Multiplier                  3                 3
Ê   Hello Timer, sec                  9                 9
Ê   Minimum arrival interval, msec    0                 0
Ê   CSNP interval, sec                10                10
Ê   LSP interval, ms                  30                30
Ê   LSP retransmit interval, sec      10                10
0/ME5200S:D_ME5200S_410_2-19#

0/ME5200S:D_ME5200S_410_2-19# sho isis interfaces Bundle-ether1.60 statistics
Thu Jan 29 15:34:44 2026
Ê IS-IS Router 1

Ê Interface: Bundle-ether1.60
Ê                             Level-1                 Level-2
Ê                       Received    Sent        Received    Sent
Ê     Hello IS-IS PDUs  0           0           355         359
Ê     Hello ES-IS PDUs  0           0           0           0
Ê     Hello ES PDUs     0           0           0           0
Ê     LSP               0           0           52          12
Ê     CSNP              0           0           279         279
Ê     PSNP              0           0           10          41
Ê     Unknown packet    0           0           0           0
Ê     Discarded IIH     0           0           0           0
Ê     Discarded LSP     0           0           0           0
Ê     Discarded CSNP    0           0           0           0
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Ê     Discarded PSNP    0           0           0           0
0/ME5200S:D_ME5200S_410_2-19#

12.84. show isis neighbors
>"11"6 2)3"14" )&)?#"C",& '1:)#3"F'@ .) IS-IS +)+,4+&/"3.

>,')*I6,6

show isis [vrf { all |  VRF_NAME }] neighbors [ { process } [ {  PROCESS_NAME } ] ]

N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&'.

¥ process PROCESS_NAME<Ñ<:'8D&#"F'6 /*/)4" .) '3,1' .#)F,++"

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100S:C_ME5100S_410_2-19# show isis neighbors
Fri Jan 23 14:32:03 2026
Ê IS-IS Router 1 adjacency:
Ê System Id        Interface             State     Type          SNPA            Hold
(sec)  NSF    BFD   Hostname
Ê ---------------- --------------------- --------- ------------- ---------------
----------- ------ ----- ---------
Ê 1720.1612.7011   te0/0/1.3986          up        level-2       2C4C.153B.1D30  20
true   none  mx480-16_193
Ê 1720.1612.7010   te0/0/1.3987          up        level-2       2C4C.1538.8D86  24
true   none  mx480-16_191
Ê 1720.1612.7003   te0/0/1.50            up        level-2       ECB1.E050.6F19  23
true   none  A_ME2001_410_2-19
Ê 1720.1612.7003   te0/0/1.51            up        level-2       ECB1.E050.6F19  19
true   none  A_ME2001_410_2-19
0/ME5100S:C_ME5100S_410_2-19#

12.85. show isis reachable-address
>"11"6 2)3"14" )&)?#"C",& '1:)#3"F'@ ) 4)+&%.1*E IS-IS .#,:'2+"E, 2"2 8)2"8D1*E, &"2
' '(%0,11*E )& +)+,4,;.

>,')*I6,6

show isis [ vrf { all |  VRF_NAME } ] reachable-address [ { ipv4 | ipv6 } [ {  IPv4_PREFIX |
IPv6_PREFIX } ] ] [ { process } [ {  PROCESS_NAME } ] ]
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N*4*F/)47

¥ VRF_NAME<Ñ<'36 Virtual Routing and Forwarding +%71)+&';

¥ ipv4 <Ñ<:'8D&#"F'6 /*/)4" .) IPv4;

¥ ipv6 <Ñ<:'8D&#"F'6 /*/)4" .) IPv6;

¥ IPv4_PREFIX<Ñ<4,&"8D1"6 '1:)#3"F'6 .) IPv4 .#,:'2+%;

¥ IPv6_PREFIX<Ñ<4,&"8D1"6 '1:)#3"F'6 .) IPv6 .#,:'2+%.

¥ process PROCESS_NAME<Ñ<:'8D&#"F'6 /*/)4" .) '3,1' .#)F,++"

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p2

C(F*'3'7G 4/J,F

GLOBAL

N4,F/4

0/ME5100S:C_ME5100S_410_2-19# show isis reachable-address
Fri Jan 23 14:41:40 2026
Ê IS-IS Router 1

Ê   IPv4
Ê Destination prefix    Type
Ê --------------------- -----------------
Ê 172.16.0.2/31         automatic
Ê 172.16.0.24/31        automatic
Ê 172.16.0.28/31        automatic
Ê 172.16.0.30/31        automatic
Ê 172.16.127.5/32       automatic

Ê Total entries: 5

Ê   IPv6

Ê Total entries: 0

0/ME5100S:C_ME5100S_410_2-19#

0/ME5100S:C_ME5100S_410_2-19# show isis reachable-address ipv4 172.16.0.2/31
Fri Jan 23 14:48:11 2026
Ê IS-IS Router 1

Ê   IS-IS next hop index: 1
Ê   Destination prefix: 172.16.0.2/31
Ê   State: active
Ê   Dest type: ipv4, Dest admin: enabled, Admin tag: 0, Learned type: automatic
Ê   Metric: 10, Full metric: 10, Metric type: internal
Ê   Route source: direct, MT ID: 0
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0/ME5100S:C_ME5100S_410_2-19#

12.86. shutdown
>"11"6 2)3"14" /*28@0",& .#)&)2)8 3"#$#%&'("F'' IS-IS 1" 4"11)3 '1&,#:,;+, 486
%2"("11)=) +,3,;+&/" "4#,+)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

[no] shutdown

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-interface
config-router-isis-interface-address-family-ipv4-unicast
config-router-isis-interface-address-family-ipv6-unicast
config-router-isis-vrf-interface
config-router-isis-vrf-interface-address-family-ipv4-unicast
config-router-isis-vrf-interface-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# interface tengigabitethernet 0/0/8.10
0/ME5100:example_router01(config-tengigabitethernet-sub)# shutdown
0/ME5100:example_router01(config-tengigabitethernet-sub)#

12.87. spf circuit-change immediate
B)3"14" .)(/)86,& '+28@0'&D ("4,#C2% )?1)/8,1'6 LSP .#' 8)2"8D1*E '(3,1,1'6E.
V1"0,1', 2)3"14* lsp min-refresh-interval  .#' N&)3 '=1)#'#%,&+6.

>,')*I6,6

[no] spf circuit-change immediate

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# spf circuit-change immediate
0/ME5100:example_router01(config-isis)#

12.88. spf interval maximum-wait
>"11"6 2)3"14" %+&"1"/8'/",& / 2)1:'=%#"F'' &";3,#, 2)&)#*; %+&"1"/8'/",&
2)8'0,+&/) /#,3,1' 3,C4% '(3,1,1',3 LSDB ' (".%+2)3 .#)F,++" .,#,#"+0K&" "8=)#'&3"
Shortest Path First (SPF).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (5000).

IMPORTANT
A#' '+.)8D()/"1'' (BFD) #,2)3,14%,&+6 spf interval maximum-wait
("4"/"&D #"/1*3 0.

>,')*I6,6

spf interval maximum-wait  MILLISECONDS
[no] spf interval maximum-wait

N*4*F/)47

¥ MILLISECONDS<Ñ<(1"0,1', &";3,#" maximum-wait / 3'88'+,2%14"E (0..120000).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# spf interval maximum-wait 0
0/ME5100:example_router01(config-isis)#
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12.89. spf interval pause-frequency
B)3"14" ("4",& 1"+2)8D2) #,=%86#1) ?%4,& .#')+&"1"/8'/"&D+6 .#)F,++ .,#,+0,&"
3"#$#%&1); '1:)#3"F''. A"#"3,&# ("4",&+6 / )02"E. A#' N&)3 0,3 /*$, (1"0,1',, &,3
4)8D$, 1, .#,#*/",&+6 .#)F,++ .,#,+0,&".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@, (10000).

>,')*I6,6

spf interval pause-frequency  POINTS
no spf interval pause-frequency

N*4*F/)47

¥ POINTS<Ñ<'1&,#/"8 3,C4% ."%("3' (0..4294967295)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# spf interval pause-frequency 1000
0/ME5100:example_router01(config-isis)#

12.90. spf threshold restart-limit
>"11*; ."#"3,&# +)(4",& / 2)1:'=%#"F'' )=#"1'0,1', 1" .#,#*/"1', 1)/*3' Link-state
Packet (LSP) "8=)#'&3" Shortest Path First (SPF).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ (10).

>,')*I6,6

spf threshold restart-limit  NUMBER
[no] spf threshold restart-limit

N*4*F/)47

¥ NUMBER<Ñ<."#"3,&#, 2)&)#*; )?)(1"0",&, +2)8D2) #"( 3)C,& .#,#/"&D+6 "8=)#'&3
SPF (0..4294967295).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
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config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# spf threshold restart-limit 5
0/ME5100:example_router01(config-isis)#

12.91. spf threshold updates-restart
>"11*; ."#"3,&# .)(/)86,& +)(4"&D / 2)1:'=%#"F'' )=#"1'0,1', 1" 3"2+'3"8D1*;
#"(3,# )0,#,4' )?1)/8,1'; 2 Link-state Database (LSDB). A#' .#,/*$,1'' 4"11)=)
."#"3,&#", +8,4%@7,, .#,$,4$,, )?1)/8,1', /*(*/",& )+&"1)/2% ' .,#,(".%+2 "8=)#'&3"
Shortest Path First (SPF).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), )=#"1'0,1',.

>,')*I6,6

spf threshold updates-restart  NUMBER
[no] spf threshold updates-restart

N*4*F/)47

¥ NUMBER<Ñ<2)8'0,+&/) )?1)/8,1'; LSDB, 2)&)#*, /*(*/"@& ,K .,#,(".%+2
(0..4294967295), default: 4294967295 .

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# spf threshold updates-restart 15
0/ME5100:example_router01(config-isis)#

IMPORTANT
>"11"6 2)3"14" .,#,(".'+*/",& (1"0,1', &";3,#", ).'+"11)=) / spf
interval maximum-wait .

12.92. spf threshold updates-start
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' .#"/'8) 486 ).#,4,8,1'6 2)8'0,+&/" ."2,&)/,
1,)?E)4'3*E 486 (".%+2" "8=)#'&3" Shortest Path First (SPF).
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I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8) '( 2)1:'=%#"F''.

>,')*I6,6

spf threshold updates-start  NUMBER
[no] spf threshold updates-start

N*4*F/)47

¥ NUMBER<Ñ<2)8'0,+&/) )?1)/8,1'; LSDB, 2)&)#*, /*(*/"@& ,K .,#,(".%+2
(0..4294967295), default: 4294967295 .

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# spf threshold updates-start 15
0/ME5100:example_router01(config-isis)#

IMPORTANT
>"11"6 2)3"14" .,#,(".'+*/",& (1"0,1', &";3,#", ).'+"11)=) / spf
interval maximum-wait .

12.93. summary-address
>"11"6 2)3"14" +)(4",& / 2)1:'=%#"F'' .#"/'8) 486 +)(4"1'6 +%33"#1)=) 3"#$#%&" '(
.#,:'2+)/, .)8%0,11*E )& IS-IS Level 1 +)+,4". >"11*; +%33"#1*; 3"#$#%& 3)C1)
#"+.#)+&#"1'&D &)8D2) 2 IS-IS Level 2 +)+,463.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8).

>,')*I6,6

[no] summary-address  { IPv4_PREFIX | IPv6_PREFIX }

N*4*F/)47

¥ IPv4_PREFIX<Ñ<(1"0,1', +%33"#1)=) 3"#$#%&" / IPv4-:)#3"&,.

¥ IPv6_PREFIX<Ñ<(1"0,1', +%33"#1)=) 3"#$#%&" / IPv6-:)#3"&,.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf
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N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# summary-address 10.0.0.0/8
0/ME5100:example_router01(config-summary-address)#

12.94. tag-policy
B)3"14" +)(4",& .#"/'8) 2)1&#)86 .,#,#"+.#,4,8,1'6 3"#$#%&)/ 3,C4% IS-IS %#)/163'
)+1)/*/"6+D 1" "43'1'+&#"&'/1)3 &,=, 3"#$#%&" (administrative tag).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11), .#"/'8).

NOTE
A,#,#"+.#,4,8,1', '( %#)/16 L2 / %#)/,1D L1 1,)?E)4'3) /28@0"&D
)&4,8D1).

>,')*I6,6

[no] tag-policy { l1-to-l2 | l2-to-l1 }  TAG

N*4*F/)47

¥ l1-to-l2 <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",&, 0&) #,4'+&#'?%F'6 ?%4,& .#)'+E)4'&D '( IS-
IS %#)/16 1 / IS-IS %#)/,1D 2;

¥ l2-to-l1 <Ñ<."#"3,&#, 2)&)#*; )?)(1"0",&, 0&) #,4'+&#'?%F'6 ?%4,& .#)'+E)4'&D '( IS-
IS %#)/16 2 / IS-IS %#)/,1D 1;

¥ TAG<Ñ<(1"0,1', administrative tag (0..4294967295).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# tag-policy l1-to-l2 100
0/ME5100:example_router01(config-tag-policy)#

12.95. te-router-id
B)3"14" ("4",& '4,1&':'2"&)# 3"#$#%&'("&)#" (Router ID) 486 Traffic Engineering (TE)
#"+$'#,1'6 IS-IS.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2% '( 2)1:'=%#"F''. A#' N&)3
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'+.)8D(%,&+6 (1"0,1', '( mpls router-id .

>,')*I6,6

te-router-id  ROUTERID
no te-router-id

N*4*F/)47

¥ ROUTERID<Ñ<IPv4-"4#,+ (A.B.C.D)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# te-router-id 10.0.0.100
0/ME5100:example_router01(config-isis)#

12.96. vlan-pcp
B)3"14" %2"(*/",& (1"0,1', 802.1p PCP 486 '+E)467'E +))?7,1'; .#)&)2)8" ISIS.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%, /)(/#"7"6 (1"0,1', .) %3)80"1'@ (7).

>,')*I6,6

vlan-pcp  PCP
no vlan-pcp

N*4*F/)47

¥ PCP (0..7)<Ñ<(1"0,1', .)86 802.1p PCP / :#,;3"E, .,#,4"@7'E +))?7,1'6 ISIS.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-interface
config-router-vrf-isis
config-router-vrf-isis-interface

N4,F/4

0/ME5200S:example_router07(config)# router isis 20
0/ME5200S:example_router07(config-isis)# vlan-pcp 2
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0/ME5200S:example_router07(config-isis)#

NOTE

R+8' .#')#'&,& vlan-pcp 1, %+&"1)/8,1 1" '1&,#:,;+, ' +)+,46E, &)
.#')#'&,& %+&"1"/8'/",&+6 )& =8)?"8D1*E 1"+&#),2 .#)&)2)8".
R+8' .#')#'&,& 1, %+&"1)/8,1 / VRF 1" '1&,#:,;+"E ' +)+,46E, &) .#')#'&,&
%+&"1"/8'/",&+6 )& =8)?"8D1*E 1"+&#),2 .#)&)2)8" / VRF.

12.97. vrf
>"11"6 2)3"14" +)(4",& #"(4,8 486 1"+&#);2' .#)&)2)8" IS-IS / ).#,4,8,11)3 Virtual
Routing and Forwarding (VRF).

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

[no] vrf  STRING

N*4*F/)47

¥ STRING<Ñ<'36 VRF, / 2)&)#)3 ?%4,& :%12F')1'#)/"&D .#)&)2)8 IS-IS (1..31).

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis
config-router-isis-vrf

N4,F/4

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# vrf TEST
0/ME5100:example_router01(config-vrf)#

12.98. route-calculation prefix-priority
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ .#)&)2)8"
IS-IS.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] prefix-priority

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-isis-route-calculation
config-router-isis-route-calculation-prefix-priority

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation
0/ME5100:example_router01(config-route-calculation)# prefix-priority
0/ME5100:example_router01(config-prefix-priority)#

12.99. critical
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ +
1"'/*+$'3 (2#'&'0,+2'3) .#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6
1" IS-IS 3"#$#%&* L1 ' 1" IS-IS 3"#$#%&* L2.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] critical

N*4*F/)47

¥ tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2)
."#"3,&#)/;

¥ prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&"
(prefix-list). !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/;

¥ TAG<Ñ<(1"0,1', administrative tag (0..4294967295).

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority
config-router-isis-route-calculation-prefix-priority-critical

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-prefix-priority)# critical tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-prefix-priority)# critical prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

336



IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
wait.

12.100. high
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ + /*+)2'3
.#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6 1" IS-IS 3"#$#%&* L1 ' 1"
IS-IS 3"#$#%&* L2.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] high

N*4*F/)47

¥ tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2)
."#"3,&#)/;

¥ prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&"
(prefix-list). !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/;

¥ TAG<Ñ<(1"0,1', administrative tag (0..4294967295).

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority
config-router-isis-route-calculation-prefix-priority-high

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-prefix-priority )# high tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-prefix-priority )# high prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
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wait.

12.101. medium
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ +)
+#,41'3 .#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6 1" IS-IS 3"#$#%&*
L1 ' 1" IS-IS 3"#$#%&* L2.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] medium

A"#"3,&#*: * tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/; *
prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&" (prefix-list). !)C1) ("4"/"&D
1,+2)8D2) ."#"3,&#)/; * TAG<Ñ<(1"0,1', administrative tag (0..4294967295). *
PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority
config-router-isis-route-calculation-prefix-priority-medium

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-prefix-priority )# medium tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-prefix-priority )# medium prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
wait.
R+8' )4'1 ' &)& C, .#,:'2+ .)."4",& .)4 1,+2)8D2) .#')#'&,&)/,
.#'3,1'&+6 1"'/*+$';.

12.102. route-calculation prefix-priority level-1
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E L1 .#,:'2+)/
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.#)&)2)8" IS-IS.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] prefix-priority level-1

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority
config-router-isis-route-calculation-prefix-priority level-1

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-isis-prefix-priority)# level-1
0/ME5100:example_router01(config-level-1)#

12.103. critical
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ +
1"'/*+$'3 (2#'&'0,+2'3) .#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6
1" IS-IS 3"#$#%&* L1.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] critical

N*4*F/)47

¥ tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2)
."#"3,&#)/;

¥ prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&"
(prefix-list). !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/;

¥ TAG<Ñ<(1"0,1', administrative tag (0..4294967295).

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority-level-1
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config-router-isis-route-calculation-prefix-priority-level-1-critical

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-isis-prefix-priority)# level-1
0/ME5100:example_router01(config-level-1)# critical tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-level-1)# critical prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
wait.

12.104. high
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ + /*+)2'3
.#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6 1" IS-IS 3"#$#%&* L1.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] high

N*4*F/)47

¥ tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2)
."#"3,&#)/;

¥ prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&"
(prefix-list). !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/;

¥ TAG<Ñ<(1"0,1', administrative tag (0..4294967295).

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority-level-1
config-router-isis-route-calculation-prefix-priority-level-1-high

A#'3,#:
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0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-isis-prefix-priority)# level-1
0/ME5100:example_router01(config-level-1)# high tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-level-1)# high prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
wait.

12.105. medium
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ +)
+#,41'3 .#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6 1" IS-IS 3"#$#%&*
L1.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] medium

A"#"3,&#*: * tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/; *
prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&" (prefix-list). !)C1) ("4"/"&D
1,+2)8D2) ."#"3,&#)/; * TAG<Ñ<(1"0,1', administrative tag (0..4294967295). *
PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority-level-1
config-router-isis-route-calculation-prefix-priority-level-1-medium

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-isis-prefix-priority)# level-1
0/ME5100:example_router01(config-level-1)# medium tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-level-1)# medium prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_
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IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
wait.
R+8' )4'1 ' &)& C, .#,:'2+ .)."4",& .)4 1,+2)8D2) .#')#'&,&)/,
.#'3,1'&+6 1"'/*+$';.

12.106. route-calculation prefix-priority level-2
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E L2 .#,:'2+)/
.#)&)2)8" IS-IS.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] prefix-priority level-2

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority
config-router-isis-route-calculation-prefix-priority level-2

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-isis-prefix-priority)# level-2
0/ME5100:example_router01(config-level-2)#

12.107. critical
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ +
1"'/*+$'3 (2#'&'0,+2'3) .#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6
1" IS-IS 3"#$#%&* L2.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] critical

N*4*F/)47

¥ tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2)
."#"3,&#)/;
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¥ prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&"
(prefix-list). !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/;

¥ TAG<Ñ<(1"0,1', administrative tag (0..4294967295).

¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority-level-2
config-router-isis-route-calculation-prefix-priority-level-2-critical

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-isis-prefix-priority)# level-2
0/ME5100:example_router01(config-level-2)# critical tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-level-2)# critical prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
wait.

12.108. high
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ + /*+)2'3
.#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6 1" IS-IS 3"#$#%&* L2.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] high

N*4*F/)47

¥ tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2)
."#"3,&#)/;

¥ prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& '
.#')#'&'('#%,& .)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&"
(prefix-list). !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/;

¥ TAG<Ñ<(1"0,1', administrative tag (0..4294967295).

343



¥ PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority-level-2
config-router-isis-route-calculation-prefix-priority-level-2-high

A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-isis-prefix-priority)# level-2
0/ME5100:example_router01(config-level-2)# high tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-level-2)# high prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
wait.

12.109. medium
>"11"6 2)3"14" +)(4",& #"(4,8 486 .#')#'&'("F'' %+&"1"/8'/",3*E .#,:'2+)/ +)
+#,41'3 .#')#'&,&)3 .#)&)2)8" IS-IS. A#')#'&'("F'6 #"+.#)+&#"16,&+6 1" IS-IS 3"#$#%&*
L2.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 4"11*; #"(4,8.

>,')*I6,6

*[no] medium

A"#"3,&#*: * tag  TAG<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( (1"0,1'6 &,=". !)C1) ("4"/"&D 1,+2)8D2) ."#"3,&#)/; *
prefix-list  PREFIX_LIST<Ñ<."#"3,&#, .) 2)&)#)3% )?)#%4)/"1', :'8D&#%,& ' .#')#'&'('#%,&
.)8%0,11*, 3"#$#%&* '+E)46 '( 1"+&#),11)=) .#,:'2+-8'+&" (prefix-list). !)C1) ("4"/"&D
1,+2)8D2) ."#"3,&#)/; * TAG<Ñ<(1"0,1', administrative tag (0..4294967295). *
PREFIX_LIST<Ñ<+&#)2)/), (1"0,1', '3,1' .#,:'2+-8'+&" (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-isis-route-calculation-prefix-priority-level-2
config-router-isis-route-calculation-prefix-priority-level-2-medium
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A#'3,#:

0/ME5100:example_router01(config)# router isis PROCESS_NAME
0/ME5100:example_router01(config-isis)# route-calculation prefix-priority
0/ME5100:example_router01(config-isis-prefix-priority)# level-2
0/ME5100:example_router01(config-level-2)# medium tag _TAG1_ _TAG2_
0/ME5100:example_router01(config-level-2)# medium prefix-list _PREFIX_LIST1_
_PREFIX_LIST2_

IMPORTANT

!,C4% 1"+&#);2); &,=" ' .#,:'2+-8'+&)3 (prefix-list) +&)'& 8)='0,+2),
9X9.
A#' '+.)8D()/"1'' prefix-priority + ?)8D$'3 2)8'0,+&/)3 IGP-
3"#$#%&)/, 1,)?E)4'3) %/,8'0'/"&D &";3,# spf interval maximum-
wait.
R+8' )4'1 ' &)& C, .#,:'2+ .)."4",& .)4 1,+2)8D2) .#')#'&,&)/,
.#'3,1'&+6 1"'/*+$';.
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=0*1* 13. $&>B@;EC& #%$&D%T">C;E
D&@Y@5B%Q&.%% BGP
A#)&)2)8 4'1"3'0,+2); 3"#$#%&'("F'' BGP (Border Gateway Protocol) 6/86,&+6 )+1)/1*3
.#)&)2)8)3 =8)?"8D1); 3"#$#%&'("F'' ' )&1)+'&+6 2 28"++% .#)&)2)8)/ EGP (Exterior
Gateway Protocol). I?3,1 3"#$#%&1); '1:)#3"F',; /)(3)C,1 2"2 /1%&#' )41);
"/&)1)31); +'+&,3* ASN (Autonomous System Number) - iBGP (Internal BGP), &"2 ' 3,C4%
#"(1*3' ASN - eBGP (External BGP). O)8D$, '1:)#3"F'' / RFC 4271.

13.1. accept-nonexistent-rt-paths
B)3"14" .)(/)86,& .#'1'3"&D VPN 3"#$#%&* .) .#)&)2)8% BGP 486 1,+%7,+&/%@7'E 1"
%+&#);+&/, N2(,3.86#)/ vrf. >"11"6 1"+&#);2" .)8,(1" 486 3"#$#%&'("&)#", /*+&%."@7,=)
/ #)8' Route Reflector.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, / BGP RIB .)."4"@&
&)8D2) 3"#$#%&*, "&#'?%& RD 2)&)#*E +))&/,&+&/%,& import route-target +%7,+&/%@7'E /
2)1:'=%#"F'' N2(,3.86#)/ vrf.

>,')*I6,6

[no] accept-nonexistent-rt-paths

N*4*F/)47

¥ 2)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-vpnv4-flowspec
config-router-bgp-address-family-vpnv4-unicast
config-router-bgp-address-family-vpnv6-flowspec
config-router-bgp-address-family-vpnv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family vpnv4 unicast
0/ME5100:example_router01(config-unicast)# accept-nonexistent-rt-paths
0/ME5100:example_router01(config-unicast)#

13.2. accept-remote-next-hop
B)3"14" /28@0",& .#',3 3"#$#%&)/ / external BGP +,++'' + nexthop 1, '( connected-+,&' /
2)&)#); .)416&" +,++'6.
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I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@ - .)4)?1*,
3"#$#%&* )&?#"+*/"@&+6.

>,')*I6,6

[no] accept-remote-next-hop

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor-address-family-ipv4-flowspec
config-router-bgp-neighbor-address-family-ipv4-labeled
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv4-mvpn
config-router-bgp-neighbor-address-family-ipv4-unicast
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv6-labeled
config-router-bgp-neighbor-address-family-ipv6-mvpn
config-router-bgp-neighbor-address-family-ipv6-unicast
config-router-bgp-neighbor-address-family-l2vpn-evpn
config-router-bgp-neighbor-address-family-l2vpn-vpls
config-router-bgp-neighbor-address-family-vpnv4-unicast
config-router-bgp-neighbor-address-family-vpnv6-unicast
config-router-bgp-peer-group-address-family-ipv4-flowspec
config-router-bgp-peer-group-address-family-ipv4-labeled
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv4-mvpn
config-router-bgp-peer-group-address-family-ipv4-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-labeled
config-router-bgp-peer-group-address-family-ipv6-mvpn
config-router-bgp-peer-group-address-family-ipv6-unicast
config-router-bgp-peer-group-address-family-l2vpn-evpn
config-router-bgp-peer-group-address-family-l2vpn-vpls
config-router-bgp-peer-group-address-family-vpnv4-unicast
config-router-bgp-peer-group-address-family-vpnv6-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-labeled
config-router-bgp-vrf-neighbor-address-family-ipv4-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-multicast
config-router-bgp-vrf-neighbor-address-family-ipv6-labeled
config-router-bgp-vrf-neighbor-address-family-ipv6-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-labeled
config-router-bgp-vrf-peer-group-address-family-ipv4-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-multicast
config-router-bgp-vrf-peer-group-address-family-ipv6-labeled
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config-router-bgp-vrf-peer-group-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.100
0/ME5100:example_router01(config-neighbor)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# accept-remote-next-hop
0/ME5100:example_router01(config-unicast)#

13.3. additional-paths
B)3"14" %.#"/86,& /)(3)C1)+&D@ "1)1+'#)/"1'6 '/'8' .#',3" 1,+2)8D2'E 3"#$#%&)/ 4)
.#,:'2+" (Additional Paths Capability) / %2"("11); Address Family. B)3"14" )&/,0",& &)8D2)
(" +)=8"+)/"1', /)(3)C1)+&,; / BGP +,++''. >86 /28@0,1'6 C, BGP Additional Paths
1,)?E)4'3) '+.)8D()/"&D 2)3"14* maximum-paths  ' max-advertised-paths .

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& .)44,#C2% Additional Paths.

>,')*I6,6

additional-paths { both | disable | inherit | receive | send }
no additional-paths

N*4*F/)47

¥ both <Ñ</28@0",& .#',3 ' "1)1+'#)/"1', 4).)81'&,8D1*E .%&,;;

¥ disable <Ñ</*28@0",& :%12F'@ Additional Paths;

¥ inherit <Ñ</ 2)1:'=%#"F'' +,++'' '8' =#%..* +)+,4,; 1"+8,4%,&+6 (1"0,1', '( router
bgp afi/safi;

¥ receive <Ñ</28@0",& &)8D2) .#',3 4).)81'&,8D1*E .%&,;;

¥ send <Ñ</28@0",& &)8D2) "1)1+'#)/"1', 4).)81'&,8D1*E .%&,;.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-mvpn
config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-mvpn
config-router-bgp-address-family-ipv6-unicast
config-router-bgp-neighbor-address-family-ipv4-labeled
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv4-unicast
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv6-labeled
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config-router-bgp-neighbor-address-family-ipv6-unicast
config-router-bgp-peer-group-address-family-ipv4-labeled
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv4-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-labeled
config-router-bgp-peer-group-address-family-ipv6-unicast
config-router-bgp-vrf-address-family-ipv4-mvpn
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-mvpn
config-router-bgp-vrf-address-family-ipv6-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-labeled
config-router-bgp-vrf-neighbor-address-family-ipv4-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-multicast
config-router-bgp-vrf-neighbor-address-family-ipv6-labeled
config-router-bgp-vrf-neighbor-address-family-ipv6-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-labeled
config-router-bgp-vrf-peer-group-address-family-ipv4-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-multicast
config-router-bgp-vrf-peer-group-address-family-ipv6-labeled
config-router-bgp-vrf-peer-group-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# additional-paths both
0/ME5100:example_router01(config-unicast)# no additional-paths
0/ME5100:example_router01(config-unicast)#

13.4. address-family
B)3"14" /28@0",& )?3,1 3"#$#%&"3' ("4"11)=) +,3,;+&/" (AFI/SAFI) 486 %2"("11)=)
+)+,4" (neighbor), =#%..* (peer group) ' .,#,E)4'& / #,C'3 1"+&#);2' ."#"3,&#)/ N&)=)
+,3,;+&/". B)3"14" 3)C,& ?*&D '+.)8D()/"1" ' 486 1"+&#);2' =8)?"8D1*E ."#"3,&#)/
Address-Family /+,=) BGP .#)F,++".

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& %2"("11), +,3,;+&/) ' %4"86,&
+))&/,&+&/%@7', 1"+&#);2'.

>,')*I6,6

[no] address-family { ipv4 | ipv6 } { labeled | mvpn | unicast | multicast | flowspec }
[no] address-family { vpnv4 | vpnv6 } { unicast }
[no] address-family l2vpn { vpls | evpn }
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N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-neighbor
config-router-bgp-peer-group
config-router-bgp-vrf
config-router-bgp-vrf-neighbor
config-router-bgp-vrf-peer-group

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.10
0/ME5100:example_router01(config-neighbor)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# exit
0/ME5100:example_router01(config-neighbor)# no address-family ipv4 unicast
0/ME5100:example_router01(config-neighbor)#

13.5. advertise inactive
B)3"14" /28@0",& "1)1+'#)/"1', 3"#$#%&)/ 1, %+&"1)/8,11*E / FIB 486 ("4"11)=)
Address Family.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, )&28@0",& "1)1+*
1,"2&'/1*E 3"#$#%&)/.

>,')*I6,6

[no] advertise inactive

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-mvpn
config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-mvpn
config-router-bgp-address-family-ipv6-unicast
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config-router-bgp-vrf-address-family-ipv4-mvpn
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-mvpn
config-router-bgp-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# advertise inactive
0/ME5100:example_router01(config-unicast)# no advertise inactive
0/ME5100:example_router01(config-unicast)#

13.6. advertise-map
B)3"14" ("4",& '36 route-map  486 :'8D&#"F'' +.,F':'01*E 3"#$#%&)/, AS 1)3,#" '
"&#'?%&* 2)&)#*E ?%4%& 1"+8,4)/"1* "=#,='#)/"11*3 3"#$#%&)3 .#' '+.)8D()/"1''
2)3"14* as-set.

I&#'F"&,8D1"6 :)#3" 2)3"14* +1'3",& )=#"1'0,1'6 .#' "=#,="F'' 3"#$#%&)/.

>,')*I6,6

advertise-map  ROUTEMAP
no advertise-map

N*4*F/)47

¥ ROUTEMAP<Ñ<+&#)2)/), '36 route-map (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-multicast-aggregate-address
config-router-bgp-address-family-ipv4-unicast-aggregate-address
config-router-bgp-address-family-ipv6-unicast-aggregate-address
config-router-bgp-vrf-address-family-ipv4-unicast-aggregate-address
config-router-bgp-vrf-address-family-ipv6-unicast-aggregate-address

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# aggregate-address 192.168.0.0/16
0/ME5100:example_router01(config-aggregate-address)# advertise-map RtMap01
0/ME5100:example_router01(config-aggregate-address)#
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13.7. advertise-peer-as
B)3"14" )&28@0",& .#)/,#2% )&.#"/86,3*E +)+,4% .%&,; (AS path) 1" 1"8'0', / 1'E
1)3,#" AS, .#'1"48,C"7,=) 4"11)3% +)+,4%.

NOTE
I&28@0,1', 4"11); .#)/,#2' 3)C,& .#'/,+&' 2 ("2)8DF)/2, 3"#$#%&1);
'1:)#3"F''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, +)+,4% 1,
"1)1+'#%@&+6 3"#$#%&* + AS path, +)4,#C"7'3' ,=) ASN.

>,')*I6,6

[no] advertise-peer-as

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor-address-family-ipv4-flowspec
config-router-bgp-neighbor-address-family-ipv4-labeled
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv4-mvpn
config-router-bgp-neighbor-address-family-ipv4-unicast
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv6-labeled
config-router-bgp-neighbor-address-family-ipv6-mvpn
config-router-bgp-neighbor-address-family-ipv6-unicast
config-router-bgp-neighbor-address-family-l2vpn-evpn
config-router-bgp-neighbor-address-family-l2vpn-vpls
config-router-bgp-neighbor-address-family-vpnv4-unicast
config-router-bgp-neighbor-address-family-vpnv6-unicast
config-router-bgp-peer-group-address-family-ipv4-flowspec
config-router-bgp-peer-group-address-family-ipv4-labeled
config-router-bgp-peer-group-address-family-ipv4-mvpn
config-router-bgp-peer-group-address-family-ipv4-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-labeled
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-mvpn
config-router-bgp-peer-group-address-family-ipv6-unicast
config-router-bgp-peer-group-address-family-l2vpn-evpn
config-router-bgp-peer-group-address-family-l2vpn-vpls
config-router-bgp-peer-group-address-family-vpnv4-unicast
config-router-bgp-peer-group-address-family-vpnv6-unicast
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config-router-bgp-vrf-neighbor-address-family-ipv4-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-multicast
config-router-bgp-vrf-neighbor-address-family-ipv6-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-multicast
config-router-bgp-vrf-peer-group-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 100
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.100
0/ME5100:example_router01(config-neighbor)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# advertise-peer-as
0/ME5100:example_router01(config-unicast)#

13.8. advertisement-interval
B)3"14" ("4",& 3'1'3"8D1*; '1&,#/"8 / +,2%14"E 3,C4% "1)1+)3 '8' )&(*/)3 3"#$#%&"
(update/withdrawal) ' .)+8,4%@7'3 ,=) "1)1+)3.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<0.

>,')*I6,6

advertisement-interval  SECONDS
no advertisement-interval

N*4*F/)47

¥ SECONDS<Ñ<'1&,#/"8 / +,2%14"E. >'"."()1 4).%+&'3*E (1"0,1';: 0..600.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor
config-router-bgp-neighbor-address-family-ipv4-flowspec
config-router-bgp-neighbor-address-family-ipv4-labeled
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv4-mvpn
config-router-bgp-neighbor-address-family-ipv4-unicast
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv6-labeled
config-router-bgp-neighbor-address-family-ipv6-mvpn
config-router-bgp-neighbor-address-family-ipv6-unicast
config-router-bgp-neighbor-address-family-l2vpn-evpn
config-router-bgp-neighbor-address-family-l2vpn-vpls
config-router-bgp-neighbor-address-family-vpnv4-unicast
config-router-bgp-neighbor-address-family-vpnv6-unicast
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config-router-bgp-peer-group
config-router-bgp-peer-group-address-family-ipv4-flowspec
config-router-bgp-peer-group-address-family-ipv4-labeled
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv4-mvpn
config-router-bgp-peer-group-address-family-ipv4-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-labeled
config-router-bgp-peer-group-address-family-ipv6-mvpn
config-router-bgp-peer-group-address-family-ipv6-unicast
config-router-bgp-peer-group-address-family-l2vpn-evpn
config-router-bgp-peer-group-address-family-l2vpn-vpls
config-router-bgp-peer-group-address-family-vpnv4-unicast
config-router-bgp-peer-group-address-family-vpnv6-unicast
config-router-bgp-vrf-neighbor
config-router-bgp-vrf-neighbor-address-family-ipv4-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-multicast
config-router-bgp-vrf-neighbor-address-family-ipv6-unicast
config-router-bgp-vrf-peer-group
config-router-bgp-vrf-peer-group-address-family-ipv4-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-multicast
config-router-bgp-vrf-peer-group-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.10
0/ME5100:example_router01(config-neighbor)# advertisement-interval 60
0/ME5100:example_router01(config-neighbor)# no advertisement-interval

13.9. aggregate-address
B)3"14" /28@0",& "=#,="F'@ 3,1,, +.,F':'01*E 3"#$#%&)/, /E)467'E / %2"("11*;
.#,:'2+, 486 4"11)=) Address Family ' /E)4'& / #,C'3 2)1:'=%#"F'' 4).)81'&,8D1*E
."#"3,&#)/.

NOTE
51%&#' +,3,;+&/ vpnv4/vpnv6 unicast  2)3"14" 1, '3,,& /8)C,11)+&' ' 3)C,&
?*&D '+.)8D()/"1" 486 "=#,="F'' 3"#$#%&)/ '( vrf.

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& "=#,="F'@ .) %2"("11)3% .#,:'2+%.

>,')*I6,6

[no] aggregate-address  { IPv4_PREFIX_FORMAT | IPv6_PREFIX_FORMAT }

N*4*F/)47

¥ IPv4_PREFIX_FORMAT<Ñ<(1"0,1', .#,:'2+" / :)#3"&, IPv4-.)4+,&'
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¥ IPv6_PREFIX_FORMAT<Ñ<(1"0,1', .#,:'2+" / :)#3"&, IPv6-.)4+,&'

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-unicast
config-router-bgp-address-family-vpnv4-unicast
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-unicast
config-router-bgp-vrf-address-family-vpnv4-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# aggregate-address 192.168.0.0/16
0/ME5100:example_router01(config-aggregate-address)#

0/ME5100:example_router01# config
0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family vpnv4 unicast
0/ME5100:example_router01(config-unicast)# aggregate-address 172.16.0.0/12
0/ME5100:example_router01(config-unicast)#

13.10. allocate-label
B)3"14" /28@0",& #,C'3 /*4,8,1'6 8)2"8D1*E 3,&)2 486 3"#$#%&)/, .)8%0,11*E .) BGP
Labeled Unicast. >"11*; #,C'3 1,)?E)4'3 1" 3"#$#%&'("&)#"E / #)8' ASBR (Autonomous
System Boundary Router).

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& /*4,8,1', 8)2"8D1*E 3,&)2 486 .)8%0,11*E
Labeled-3"#$#%&)/.

>,')*I6,6

[no] allocate-label

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-labeled
config-router-bgp-address-family-ipv6-labeled

N4,F/4

0/ME5100:example_router01# config
0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 labeled
0/ME5100:example_router01(config-labeled)# allocate-label
0/ME5100:example_router01(config-labeled)#

13.11. allowas-in
B)3"14" #"(#,$",& .#',3 3"#$#%&)/ )& +)+,4", / AS-.%&' 2)&)#*E .#'+%&+&/%,&
+)?+&/,11"6 AS (local AS). >"11*; ."#"3,&# 3)C,& ?*&D ("4"1 2"2 486 +)+,4", &"2 ' 486
).#,4,8,11)=) Address Family +)+,4".

I&#'F"&,8D1"6 :)#3" 2)3"14* (".#,7",& .#',3 &"2'E 3"#$#%&)/.

>,')*I6,6

allowas-in  INTEGER
no allowas-in

N*4*F/)47

¥ INTEGER<Ñ<("4",& 2)8'0,+&/) 4).%+&'3*E /E)C4,1'; +)?+&/,11); AS. >'"."()1
4).%+&'3*E (1"0,1';: 1..10.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor
config-router-bgp-neighbor-address-family-ipv4-flowspec
config-router-bgp-neighbor-address-family-ipv4-labeled
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv4-mvpn
config-router-bgp-neighbor-address-family-ipv4-unicast
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv6-labeled
config-router-bgp-neighbor-address-family-ipv6-mvpn
config-router-bgp-neighbor-address-family-ipv6-unicast
config-router-bgp-neighbor-address-family-l2vpn-evpn
config-router-bgp-neighbor-address-family-l2vpn-vpls
config-router-bgp-neighbor-address-family-vpnv4-unicast
config-router-bgp-neighbor-address-family-vpnv6-unicast
config-router-bgp-peer-group
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config-router-bgp-peer-group-address-family-ipv4-flowspec
config-router-bgp-peer-group-address-family-ipv4-labeled
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv4-mvpn
config-router-bgp-peer-group-address-family-ipv4-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-labeled
config-router-bgp-peer-group-address-family-ipv6-mvpn
config-router-bgp-peer-group-address-family-ipv6-unicast
config-router-bgp-peer-group-address-family-l2vpn-evpn
config-router-bgp-peer-group-address-family-l2vpn-vpls
config-router-bgp-peer-group-address-family-vpnv4-unicast
config-router-bgp-peer-group-address-family-vpnv6-unicast
config-router-bgp-vrf-neighbor
config-router-bgp-vrf-neighbor-address-family-ipv4-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-multicast
config-router-bgp-vrf-neighbor-address-family-ipv6-unicast
config-router-bgp-vrf-peer-group
config-router-bgp-vrf-peer-group-address-family-ipv4-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-multicast
config-router-bgp-vrf-peer-group-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.10
0/ME5100:example_router01(config-neighbor)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# allowas-in 10
0/ME5100:example_router01(config-unicast)# no allowas-in

13.12. as-origination-interval
B)3"14" ("4",& 3'1'3"8D1*; '1&,#/"8 3,C4% )&.#"/2); update-+))?7,1'; 486 )41)=) '
&)=) C, 3"#$#%&" / eBGP-+,++''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<30 +,2%14.

>,')*I6,6

as-origination-interval  SECONDS
no as-origination-interval

N*4*F/)47

¥ SECONDS<Ñ<'1&,#/"8 / +,2%14"E (1..600)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-bgp-neighbor
config-router-bgp-neighbor-address-family-ipv4-flowspec
config-router-bgp-neighbor-address-family-ipv4-labeled
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv4-mvpn
config-router-bgp-neighbor-address-family-ipv4-unicast
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv6-labeled
config-router-bgp-neighbor-address-family-ipv6-mvpn
config-router-bgp-neighbor-address-family-ipv6-unicast
config-router-bgp-neighbor-address-family-l2vpn-evpn
config-router-bgp-neighbor-address-family-l2vpn-vpls
config-router-bgp-neighbor-address-family-vpnv4-unicast
config-router-bgp-neighbor-address-family-vpnv6-unicast
config-router-bgp-peer-group
config-router-bgp-peer-group-address-family-ipv4-flowspec
config-router-bgp-peer-group-address-family-ipv4-labeled
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv4-mvpn
config-router-bgp-peer-group-address-family-ipv4-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-labeled
config-router-bgp-peer-group-address-family-ipv6-mvpn
config-router-bgp-peer-group-address-family-ipv6-unicast
config-router-bgp-peer-group-address-family-l2vpn-evpn
config-router-bgp-peer-group-address-family-l2vpn-vpls
config-router-bgp-peer-group-address-family-vpnv4-unicast
config-router-bgp-peer-group-address-family-vpnv6-unicast
config-router-bgp-vrf-neighbor
config-router-bgp-vrf-neighbor-address-family-ipv4-labeled
config-router-bgp-vrf-neighbor-address-family-ipv4-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-multicast
config-router-bgp-vrf-neighbor-address-family-ipv6-labeled
config-router-bgp-vrf-neighbor-address-family-ipv6-unicast
config-router-bgp-vrf-peer-group
config-router-bgp-vrf-peer-group-address-family-ipv4-labeled
config-router-bgp-vrf-peer-group-address-family-ipv4-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-multicast
config-router-bgp-vrf-peer-group-address-family-ipv6-labeled
config-router-bgp-vrf-peer-group-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 100
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.100
0/ME5100:example_router01(config-neighbor)# address-family ipv4 unicast
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0/ME5100:example_router01(config-unicast)# as-origination-interval 5
0/ME5100:example_router01(config-unicast)#

13.13. as-set
B)3"14" /28@0",& 4)?"/8,1', / "&#'?%& AS_PATH "=#,='#)/"11)=) 3"#$#%&"
1,+)#&'#)/"11)=) AS_SET, +)+&)67,=) '( AS 1)3,#)/ "=#,='#%,3*E 3"#$#%&)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, AS 1)3,#"
"=#,='#%,3*E 3"#$#%&)/ 1, 4)?"/86@&+6 / AS_PATH.

>,')*I6,6

[no] as-set

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-multicast-aggregate-address
config-router-bgp-address-family-ipv4-unicast-aggregate-address
config-router-bgp-address-family-ipv6-unicast-aggregate-address
config-router-bgp-vrf-address-family-ipv4-unicast-aggregate-address
config-router-bgp-vrf-address-family-ipv6-unicast-aggregate-address

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# aggregate-address 192.168.0.0/16
0/ME5100:example_router01(config-aggregate-address)# as-set
0/ME5100:example_router01(config-aggregate-address)# no as-set

13.14. attribute-map
B)3"14" ("4",& '36 route-map , '+.)8D(%,3); 486 '(3,1,1'6 "&#'?%&)/ "=#,='#)/"11)=)
3"#$#%&".

I&#'F"&,8D1"6 :)#3" 2)3"14* )&3,16,& ).,#"F'' 1"4 "&#'?%&"3' "=#,='#)/"11)=)
3"#$#%&".

>,')*I6,6

attribute-map  ROUTEMAP
no attribute-map
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N*4*F/)47

¥ ROUTEMAP<Ñ<+&#)2)/); '36 route-map (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-multicast-aggregate-address
config-router-bgp-address-family-ipv4-unicast-aggregate-address
config-router-bgp-address-family-ipv6-unicast-aggregate-address
config-router-bgp-vrf-address-family-ipv4-unicast-aggregate-address
config-router-bgp-vrf-address-family-ipv6-unicast-aggregate-address

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# aggregate-address 192.168.0.0/16
0/ME5100:example_router01(config-aggregate-address)# attribute-map RtMap02
0/ME5100:example_router01(config-aggregate-address)#

13.15. bfd fast-detect
B)3"14" /28@0",& 3,E"1'(3 BFD (Bidirectional Forwarding Detection) 486 ("4"11)=) +)+,4".
L&)& 3,E"1'(3 .#,41"(1"0,1 486 %+2)#,1'6 +E)4'3)+&' .#)&)2)8" BGP.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& 3,E"1'(3 BFD 486 +)+,4".

>,')*I6,6

[no] bfd fast-detect

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor
config-router-bgp-peergroup
config-router-bgp-vrf-neighbor
config-router-bgp-vrf-peergroup

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.10
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0/ME5100:example_router01(config-neighbor)# bfd fast-detect
0/ME5100:example_router01(config-neighbor)# no bfd fast-detect

13.16. bgp bestpath as-path ignore
B)3"14" '+28@0",& %0,& .%&' (AS_PATH) '( #"+0,&)/ .#' /*?)#, 8%0$,=) 3"#$#%&" (best
path) 4) .#,:'2+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, AS_PATH
%0'&*/",&+6 .#' /*?)#, best path.

>,')*I6,6

[no] bgp bestpath as-path ignore

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp bestpath as-path ignore
0/ME5100:example_router01(config-bgp)# no bgp bestpath as-path ignore

13.17. bgp bestpath as-path multipath-relax
B)3"14" .)(/)86,& 1, %0'&*/"&D AS_PATH .#' #"+0,&"E 1,+2)8D2'E 3"#$#%&)/ 4)
.#,:'2+".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, AS_PATH
%0'&*/",&+6 .#' #"+0,&"E.

>,')*I6,6

[no] bgp bestpath as-path multipath-relax

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp bestpath as-path multipath-relax
0/ME5100:example_router01(config-bgp)# no bgp bestpath as-path multipath-relax

13.18. bgp bestpath med always
B)3"14" /28@0",& %0,& "&#'?%&" Multi Exit Discriminator (MED) .#' #"+0,&"E best path /1,
("/'+'3)+&' )& .,#/); AS / AS_PATH.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, MED %0'&*/",&+6
486 3"#$#%&)/ / +8%0"6E:

¥ AS_PATH 1, .%+& ' 1"0'1",&+6 + AS_SEQUENCE + )4'1"2)/); .,#/); AS;

¥ AS_PATH 1"0'1",&+6 + 1,+)#&'#)/"11); AS_SET, 3"#$#%& #"++3"&#'/",&+6 2"2
/1%&#,11'; (Internal);

¥ AS_PATH .%+& (Internal).

¥ AS_PATH 1"0'1",&+6 + AS_CONFED_SEQ, (" 2)&)#*3 +8,4%,& AS_SEQUENCE. 5 N&)3 +8%0",
+#"/1,1', MED .#)'(/)4'&+6 / ("/'+'3)+&' )& .,#/); AS / AS_SEQUENCE.

>,')*I6,6

[no] bgp bestpath med always

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp bestpath med always
0/ME5100:example_router01(config-bgp)# no bgp bestpath med always
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13.19. bgp bestpath med confed
B)3"14" /28@0",& %0,& "&#'?%&" Multi Exit Discriminator (MED) .#' #"+0,&"E best path 486
3"#$#%&)/ / +8%0"6E:

¥ AS_PATH +)4,#C'& &)8D2) +,=3,1& 2)1:,4,#"F'' AS_CONFED_SEQ;

¥ AS_PATH 1"0'1",&+6 + AS_CONFED_SEQ ' .#)4)8C",&+6 1,+)#&'#)/"11); AS_SET.

5 N&'E +8%0"6E, .#' /28@0,1'' 4"11); 2)3"14*, 3"#$#%&* #"++3"&#'/"@&+6 2"2
/1%&#,11', (Internal), ' "&#'?%& MED N&'E 3"#$#%&)/ +#"/1'/",&+6 + 4#%='3'
/1%&#,11'3' 3"#$#%&"3'.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, MED 1, %0'&*/",&+6
486 /*$, ).'+"11*E 3"#$#%&)/.

>,')*I6,6

[no] bgp bestpath med confed

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp bestpath med confed
0/ME5100:example_router01(config-bgp)# no bgp bestpath med confed

13.20. bgp bestpath med missing-as-worst
B)3"14" /*+&"/86,& 3"2+'3"8D1) /)(3)C1%@ 3,&#'2% 486 .#'16&*E 3"#$#%&)/ ?,(
"&#'?%&" MED.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, .#' )&+%&+&/''
"&#'?%&" MED 3,&#'2" +0'&",&+6 #"/1); 0.

>,')*I6,6

[no] bgp bestpath med missing-as-worst

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

363



$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp bestpath med missing-as-worst
0/ME5100:example_router01(config-bgp)# no bgp bestpath med missing-as-worst

13.21. bgp bestpath med non-deterministic
B)3"14" .)(/)86,& /*?'#"&D 8%0$'; 3"#$#%& .) MED +#,4' 3"#$#%&)/ '( #"(1*E AS.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@ - .) MED
+#"/1'/"@&+6 3"#$#%&* '( )41); AS.

>,')*I6,6

[no] bgp bestpath med non-deterministic

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 100
0/ME5100:example_router01(config-bgp)# bgp bestpath med non-deterministic
0/ME5100:example_router01(config-bgp)#

13.22. bgp cluster-id
B)3"14" ("4",& (1"0,1', "&#'?%&" BGP Cluster ID ('4,1&':'2"&)#" 28"+&,#") 486 Route
Reflector.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ #"/1), BGP Router
Identifier .
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>,')*I6,6

bgp cluster-id  IPv4_ADDRESS_FORMAT
no bgp cluster-id

N*4*F/)47

¥ IPv4_ADDRESS_FORMAT<Ñ<(1"0,1', '4,1&':'2"&)#" / :)#3"&, IPv4 "4#,+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp cluster-id 10.0.0.1
0/ME5100:example_router01(config-bgp)# no bgp cluster-id

13.23. bgp compare-routerid enable
B)3"14" /28@0",& %0,& BGP Router ID .#' /*?)#, 8%0$,=) 3"#$#%&".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, BGP Router ID 1,
%0'&*/",&+6.

>,')*I6,6

[no] bgp compare-routerid enable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp compare-routerid enable
0/ME5100:example_router01(config-bgp)#
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13.24. bgp default local-preference
B)3"14" ("4",& (1"0,1', .) %3)80"1'@ 486 Local Preference BGP 3"#$#%&)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 100).

>,')*I6,6

bgp default local-preference  INTEGER
no bgp default local-preference

N*4*F/)47

¥ INTEGER<Ñ<0'+8)/), (1"0,1', local preference. >'"."()1 4).%+&'3*E (1"0,1';: 0-
4294967295.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp default local-preference 110
0/ME5100:example_router01(config-bgp)# no bgp default local-preference

13.25. bgp enforce-first-as disable
B)3"14" )&28@0",& .#)/,#2% 3"#$#%&)/ 1" +)/."4,1', .,#/); AS / AS_PATH + AS +)+,4".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, &"2"6 .#)/,#2"
/28@0,1".

>,')*I6,6

[no] bgp enforce-first-as disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4
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0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp enforce-first-as disable
0/ME5100:example_router01(config-bgp)# no bgp enforce-first-as disable

13.26. bgp fast-external-fallover disable
B)3"14" /*28@0",& ?*+&#*; #"(#*/ +,++'' 486 External BGP +)+,4,; .)428@0,11*E
1".#63%@ .#' ."4,1'' +))&/,&+&/%@7,=) '1&,#:,;+". A#' N&)3 +,++'6 )+&",&+6 "2&'/1);
4) '+0,#."1'6 &";3,#" holdtime .

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& .)/,4,1', .) %3)80"1'@, eBGP +,++'6 #/,&+6
+#"(% .)+8, ."4,1'6 '1&,#:,;+", 2 2)&)#)3% .)428@0,1 +)+,4.

>,')*I6,6

[no] bgp fast-external-fallover disable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp fast-external-fallover disable
0/ME5100:example_router01(config-bgp)# no bgp fast-external-fallover disable

13.27. bgp graceful-restart enable
>"11"6 2)3"14" /28@0",& .)44,#C2% Graceful Restart 486 .#)&)2)8" BGP.

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& .)44,#C2% Graceful Restart.

>,')*I6,6

[no] bgp graceful-restart enable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp graceful-restart enable
0/ME5100:example_router01(config-bgp)# no bgp graceful-restart enable

13.28. bgp graceful-restart max-wait-time
B)3"14" ("4",& 3"2+'3"8D1), /#,36 )C'4"1'6 "2&'/1)+&' +,++'', %+&"1)/8,11); +
/)(3)C1)+&D@ GR. L&) (1"0,1', '+.)8D(%,&+6 / &)3 +8%0",, ,+8' Restart Time, "1)1+'#%,3),
+)+,4)3, ?)8D$, 4"11)=) (1"0,1'6.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@, 300 +,2%14.

>,')*I6,6

bgp graceful-restart max-wait-time  SECONDS
no bgp graceful-restart max-wait-time

N*4*F/)47

¥ SECONDS<Ñ</#,3,11), (1"0,1', / +,2%14"E. >'"."()1 4).%+&'3*E (1"0,1';: 1..3600.

300

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp graceful-restart max-wait-time 120
0/ME5100:example_router01(config-bgp)#

13.29. bgp graceful-restart restart-time
B)3"14" ("4",& 3"2+'3"8D1), /#,36 )C'4"1'6 #,+&"#&" +)+,4" .#' /28@0,11)3 '
+)=8"+)/"11)3 Graceful Restart . 5 +8%0", "1)1+'#)/"1'6 +)+,4)3 (1"0,1'6 restart time
?)8D$,=) 0,3 ("4"1) 4"11*3 ."#"3,&#)3, / #"+0,& .#'1'3",&+6 (1"0,1', ."#"3,&#".

368



I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<200 +,2%14.

>,')*I6,6

bgp graceful-restart restart-time  SECONDS
no bgp graceful-restart restart-time

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', &";3,#" / +,2%14"E. >).%+&'3*; 4'"."()1: 1-3600.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp graceful-restart restart-time 360
0/ME5100:example_router01(config-bgp)# no bgp graceful-restart restart-time

13.30. bgp graceful-restart select-defer-time
B)3"14" ("4",& /#,36, 0,#,( 2)&)#), (".%+&'&+6 .,#,+0,& 3"#$#%&)/ .#' 8)2"8D1)3
#,+&"#&,. V1"0,1', 4)8C1) ?*&D ?)8D$, '8' #"/1) bgp graceful-restart restart-time

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<350 +,2%14.

>,')*I6,6

bgp graceful-restart select-defer-time  SECONDS
no bgp graceful-restart select-defer-time

N*4*F/)47

¥ SECONDS<Ñ<("4,#C2" / +,2%14"E (1..3600)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp graceful-restart select-defer-time 400
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0/ME5100:example_router01(config-bgp)#

13.31. bgp graceful-restart stale-path-time
B)3"14" ("4",& /#,36, .)+8, 2)&)#)=) ?%4%& %4"8,1* stale-3"#$#%&* .#' #,+&"#&, +)+,4".

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@<Ñ<350 +,2%14.

>,')*I6,6

bgp graceful-restart stale-path-time
no bgp graceful-restart stale-path-time

N*4*F/)47

¥ SECONDS<Ñ<("4,#C2" / +,2%14"E (1..3600)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp graceful-restart stale-path-time 400
0/ME5100:example_router01(config-bgp)#

13.32. bgp max-ebgp-ecmp-paths
B)3"14" ("4",& 2)8'0,+&/) '+.)8D(%,3*E N2/'/"8,1&1*E eBGP-3"#$#%&)/ 4) .#,:'2+"
.#' /28@0,1'' ECMP (Equal Cost Multi Path).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@, 8.

>,')*I6,6

bgp max-ebgp-ecmp-paths  INTEGER
no bgp max-ebgp-ecmp-paths

N*4*F/)47

¥ INTEGER<Ñ<2)8'0,+&/) ECMP-3"#$#%&)/. >'"."()1 4).%+&'3*E (1"0,1';: 1..8.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
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config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp max-ebgp-ecmp-paths 4
0/ME5100:example_router01(config-bgp)#

13.33. bgp max-ibgp-ecmp-paths
B)3"14" ("4",& 2)8'0,+&/) '+.)8D(%,3*E N2/'/"8,1&1*E iBGP-3"#$#%&)/ 4) .#,:'2+" .#'
/28@0,1'' ECMP (Equal Cost Multi Path).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@, 8.

>,')*I6,6

bgp max-ibgp-ecmp-paths  INTEGER
no bgp max-ibgp-ecmp-paths

N*4*F/)47

¥ INTEGER<Ñ<2)8'0,+&/) ECMP-3"#$#%&)/. >'"."()1 4).%+&'3*E (1"0,1';: 1..8.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp max-ibgp-ecmp-paths 4
0/ME5100:example_router01(config-bgp)#

13.34. bgp rib-size-limit
B)3"14" )=#"1'0'/",& 4).%+&'3*; )?H,3 BGP RIB 486 vrf.

I&#'F"&,8D1"6 :)#3" 2)3"14* +1'3",& )=#"1'0,1'6.

>,')*I6,6

bgp rib-size-limit  INTEGER
no bgp rib-size-limit

N*4*F/)47

¥ INTEGER<Ñ<3"2+'3"8D1) 4).%+&'3), 2)8'0,+&/) 3"#$#%&)/ (0..4294967295)
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp rib-size-limit 1000000
0/ME5100:example_router01(config-bgp)#

13.35. bgp router-id
B)3"14" ("4",& (1"0,1', "&#'?%&" BGP Router Identifier. >"11*; "&#'?%& 6/86,&+6
)?6("&,8D1*3.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& (1"0,1',.

>,')*I6,6

bgp router-id  IPv4_ADDRESS_FORMAT
no bgp router-id

N*4*F/)47

¥ IPv4_ADDRESS_FORMAT<Ñ<(1"0,1', '4,1&':'2"&)#" / :)#3"&, IPv4 "4#,+".

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp router-id 10.0.0.1
0/ME5100:example_router01(config-bgp)# no bgp router-id

13.36. bgp update-delay
B)3"14" ("4",& (1"0,1', ("4,#C2' 3,C4% %+&"1)/8,1',3 .,#/); +,++'' ' 1"0"8)3
)&.#"/2' 3"#$#%&)/ (UPDATE) / +8%0",, ,+8' .,#,+0,& 8)2"8D1); BGP RIB ,7, 1, ("2)10,1.
>"11"6 ("4,#C2" .)(/)86,& +&"?'8'('#)/"&D Local RIB .,#,4 )&.#"/2); "1)1+)/.
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I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 120).

>,')*I6,6

bgp update-delay  SECONDS
no bgp update-delay

N*4*F/)47

¥ SECONDS<Ñ<(1"0,1', ("4,#C2' / +,2%14"E. >).%+&'3*; 4'"."()1: 0-3600.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp update-delay 60
0/ME5100:example_router01(config-bgp)# no bgp update-delay

13.37. bgp update-groups enable
B)3"14" /28@0",& 3,E"1'(3 )?H,4'1,1'6 +)+,4,; +) +E)C'3' ."#"3,&#"3' / =#%..*, 0&)
.)(/)86,& +N2)1)3'&D ."36&D (" +0,& %3,1D$,1'6 N2(,3.86#)/ &"?8'F '+E)467'E
)?1)/8,1'; (".4,;&)/). A#' '+.)8D()/"1'' 4"11); 2)3"14* +%7,+&/%@& +8,4%@7',
)=#"1'0,1'6: * /E)467', ORF :'8D&#* )& +)+,4,; / update-group ?%4%& '=1)#'#)/"&D+6; *
486 +)+,4,; / update-group 1, ?%4,& )+%7,+&/86&D+6 .#)/,#2" "1)1+'#%,3*E 3"#$#%&)/ 1"
+)/."4,1', next-hop + "4#,+)3 +)+,4".

I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& )?H,4'1,1', +)+,4,; / =#%..*.

>,')*I6,6

[no] bgp update-groups enable

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-vrf

N4,F/4
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0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# bgp update-groups enable
0/ME5100:example_router01(config-bgp)# no bgp update-groups enable

13.38. capability orf prefix
B)3"14" /28@0",& ORF capability (Outbound Route Filtering) 486 %2"("11)=) Address Family,
/)(3)C1)+&D )&)+8"&D +)+,4%, .#'16&D )& 1,=) :'8D&#(*) 3"#$#%&)/. >"11*; :%12F')1"8
.)(/)86,& :'8D&#)/"&D "1)1+* 4) )&.#"/2' +)+,4% / +))&/,&+&/'' + ,=) /E)467'3'
:'8D&#"3'.

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& ORF capability.

>,')*I6,6

capability orf prefix { both | none | send | receive }
no capability orf prefix

N*4*F/)47

¥ none <Ñ<ORF capability )&28@0,1";

¥ both <Ñ<.)44,#C'/"@&+6 )&.#"/2" ' .#',3 ORF :'8D&#)/;

¥ send <Ñ<.)44,#C'/",&+6 &)8D2) )&.#"/2" ORF :'8D&#)/;

¥ receive <Ñ<.)44,#C'/",&+6 &)8D2) .#',3 ORF :'8D&#)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor-address-family-ipv4-labeled
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv4-unicast
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv6-labeled
config-router-bgp-neighbor-address-family-ipv6-unicast
config-router-bgp-neighbor-address-family-vpnv4-unicast
config-router-bgp-neighbor-address-family-vpnv6-unicast
config-router-bgp-peer-group-address-family-ipv4-labeled
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv4-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-labeled
config-router-bgp-peer-group-address-family-ipv6-unicast
config-router-bgp-peer-group-address-family-vpnv4-unicast
config-router-bgp-peer-group-address-family-vpnv6-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-labeled
config-router-bgp-vrf-neighbor-address-family-ipv4-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-multicast
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config-router-bgp-vrf-neighbor-address-family-ipv6-labeled
config-router-bgp-vrf-neighbor-address-family-ipv6-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-labeled
config-router-bgp-vrf-peer-group-address-family-ipv4-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-multicast
config-router-bgp-vrf-peer-group-address-family-ipv6-labeled
config-router-bgp-vrf-peer-group-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.10
0/ME5100:example_router01(config-neighbor)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# capability orf prefix

13.39. confederation-identifier
B)3"14" ("4",& '4,1&':'2"&)# 2)1:,4,#"F'', 1)3,# "/&)1)31); +'+&,3* (ASN),
'+.)8D(%,3*; 486 %+&"1)/8,1'6 +,++'; /1, 2)1:,4,#"F''. A#' N&)3 /1%&#' 2)1:,4,#"F''
'+.)8D(%,&+6 8)2"8D1"6 ASN.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

confederation-identifier  INTEGER
no confederation-identifier

N*4*F/)47

¥ INTEGER<Ñ<1)3,# "/&)1)31); +'+&,3* 486 '+.)8D()/"1'6 /1, 2)1:,4,#"F''.
>'"."()1 4).%+&'3*E (1"0,1';: 0-4294967295.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# confederation-identifier 100
0/ME5100:example_router01(config-bgp)# no confederation-identifier

13.40. confederation-member
B)3"14" /28@0",& +)+,4" / 2)1:,4,#"F'@ (BGP Confederation).
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I&#'F"&,8D1"6 :)#3" 2)3"14* '+28@0",& +)+,4" '( 2)1:,4,#"F''.

>,')*I6,6

[no] confederation-member

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor
config-router-bgp-peergroup
config-router-bgp-vrf-neighbor
config-router-bgp-vrf-peergroup

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.10
0/ME5100:example_router01(config-neighbor)# confederation-member
0/ME5100:example_router01(config-neighbor)# no confederation-member

13.41. dampening
B)3"14" /28@0",& 3,E"1'(3 ("7'&* )& 1,+&"?'8D1*E 3"#$#%&)/ (route flapping). -%&D
3,E"1'(3" +)+&)'& / 1"(1"0,1'' 1000 )02)/ (.,1"8D&') (" 2"C4*; )&(*/ (withdrawal)
3"#$#%&". A)+8, 4)+&'C,1'6 suppress limit (+3. 2)3"14% dampening suppress ) 3"#$#%&
.,#,/)4'&+6 / )&8)C,11), +)+&)61', (suppressed) ' %?'#",&+6 '( "1)1+)/.

I&#'F"&,8D1"6 :)#3" 2)3"14* /*28@0",& 4"11*; 3,E"1'(3.

>,')*I6,6

[no] dampening

N*4*F/)47

B)3"14" 1, +)4,#C'& "#=%3,1&)/.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-flowspec
config-router-bgp-address-family-ipv4-labeled
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-mvpn
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config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-flowspec
config-router-bgp-address-family-ipv6-labeled
config-router-bgp-address-family-ipv6-mvpn
config-router-bgp-address-family-ipv6-unicast
config-router-bgp-address-family-l2vpn-evpn
config-router-bgp-address-family-l2vpn-vpls
config-router-bgp-address-family-vpnv4-flowspec
config-router-bgp-address-family-vpnv4-unicast
config-router-bgp-address-family-vpnv6-flowspec
config-router-bgp-address-family-vpnv6-unicast
config-router-bgp-vrf-address-family-ipv4-labeled
config-router-bgp-vrf-address-family-ipv4-mvpn
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-labeled
config-router-bgp-vrf-address-family-ipv6-mvpn
config-router-bgp-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# dampening
0/ME5100:example_router01(config-unicast)# no dampening

13.42. dampening half-life
B)3"14" ("4",& /#,36 / 3'1%&"E, / &,0,1', 2)&)#)=) + )&8)C,11)=) 3"#$#%&" +1'3",&+6
.)8)/'1" .,1"8D&' / +8%0",, ,+8' 3"#$#%& +&"?'8'('#)/"8+6.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 15).

>,')*I6,6

dampening half-life  MINUTES
no dampening half-life

N*4*F/)47

¥ MINUTES<Ñ<(1"0,1', half-life '1&,#/"8" / 3'1%&"E, 4'"."()1 (1"0,1';: 1..45.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-flowspec
config-router-bgp-address-family-ipv4-labeled
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config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-mvpn
config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-flowspec
config-router-bgp-address-family-ipv6-labeled
config-router-bgp-address-family-ipv6-mvpn
config-router-bgp-address-family-ipv6-unicast
config-router-bgp-address-family-l2vpn-evpn
config-router-bgp-address-family-l2vpn-vpls
config-router-bgp-address-family-vpnv4-flowspec
config-router-bgp-address-family-vpnv4-unicast
config-router-bgp-address-family-vpnv6-flowspec
config-router-bgp-address-family-vpnv6-unicast
config-router-bgp-vrf-address-family-ipv4-labeled
config-router-bgp-vrf-address-family-ipv4-mvpn
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-labeled
config-router-bgp-vrf-address-family-ipv6-mvpn
config-router-bgp-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# dampening half-life 10
0/ME5100:example_router01(config-unicast)# no dampening half-life

13.43. dampening max-suppress-time
B)3"14" ("4",& 3"2+'3"8D1), /#,36 %4,#C"1'6 3"#$#%&" / )&8)C,11)3 +)+&)61''.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 60).

>,')*I6,6

dampening max-suppress-time  MINUTES
no dampening max-suppress-time

N*4*F/)47

¥ MINUTES<Ñ</#,36 / 3'1%&"E, 4'"."()1 (1"0,1';: 1..255.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-flowspec
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config-router-bgp-address-family-ipv4-labeled
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-mvpn
config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-flowspec
config-router-bgp-address-family-ipv6-labeled
config-router-bgp-address-family-ipv6-mvpn
config-router-bgp-address-family-ipv6-unicast
config-router-bgp-address-family-l2vpn-evpn
config-router-bgp-address-family-l2vpn-vpls
config-router-bgp-address-family-vpnv4-flowspec
config-router-bgp-address-family-vpnv4-unicast
config-router-bgp-address-family-vpnv6-flowspec
config-router-bgp-address-family-vpnv6-unicast
config-router-bgp-vrf-address-family-ipv4-labeled
config-router-bgp-vrf-address-family-ipv4-mvpn
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-labeled
config-router-bgp-vrf-address-family-ipv6-mvpn
config-router-bgp-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# dampening max-suppress-time 120
0/ME5100:example_router01(config-unicast)# no dampening max-suppress-time

13.44. dampening reuse
B)3"14" ("4",& 2)8'0,+&/) .,1"8D&', .#' 4)+&'C,1'' 2)&)#)=) )&8)C,11*; 3"#$#%&
?%4,& '+.)8D()/"1 /1)/D.

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 750).

>,')*I6,6

dampening reuse  PENALTY
no dampening reuse

N*4*F/)47

¥ PENALTY<Ñ<2)8'0,+&/) )02)/, /*#"C,11), / 2)8'0,+&/, )&(*/)/ (withdraw)
3"#$#%&" %31)C,11)3 1" 1000. >'"."()1 4).%+&'3*E (1"0,1';: 1..20000.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10
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C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-flowspec
config-router-bgp-address-family-ipv4-labeled
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-mvpn
config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-flowspec
config-router-bgp-address-family-ipv6-labeled
config-router-bgp-address-family-ipv6-mvpn
config-router-bgp-address-family-ipv6-unicast
config-router-bgp-address-family-l2vpn-evpn
config-router-bgp-address-family-l2vpn-vpls
config-router-bgp-address-family-vpnv4-flowspec
config-router-bgp-address-family-vpnv4-unicast
config-router-bgp-address-family-vpnv6-flowspec
config-router-bgp-address-family-vpnv6-unicast
config-router-bgp-vrf-address-family-ipv4-labeled
config-router-bgp-vrf-address-family-ipv4-mvpn
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-labeled
config-router-bgp-vrf-address-family-ipv6-mvpn
config-router-bgp-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# dampening reuse 1500
0/ME5100:example_router01(config-unicast)# no dampening reuse

13.45. dampening route-map
B)3"14" .#'3,16,& route-map 486 :'8D&#"F'' 3"#$#%&)/, 1" 2)&)#*, ?%4,& .#'3,1,1
dampening.

I&#'F"&,8D1"6 :)#3" 2)3"14* )&3,16,& :'8D&#"F'@.

>,')*I6,6

dampening route-map  STRING
no dampening route-map

N*4*F/)47

¥ STRING<Ñ<'36 route-map (1..32).
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-flowspec
config-router-bgp-address-family-ipv4-labeled
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-mvpn
config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-flowspec
config-router-bgp-address-family-ipv6-labeled
config-router-bgp-address-family-ipv6-mvpn
config-router-bgp-address-family-ipv6-unicast
config-router-bgp-address-family-l2vpn-evpn
config-router-bgp-address-family-l2vpn-vpls
config-router-bgp-address-family-vpnv4-flowspec
config-router-bgp-address-family-vpnv4-unicast
config-router-bgp-address-family-vpnv6-flowspec
config-router-bgp-address-family-vpnv6-unicast
config-router-bgp-vrf-address-family-ipv4-labeled
config-router-bgp-vrf-address-family-ipv4-mvpn
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-labeled
config-router-bgp-vrf-address-family-ipv6-mvpn
config-router-bgp-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# dampening route-map ROUTE-MAP
0/ME5100:example_router01(config-unicast)# no dampening route-map

13.46. dampening suppress
B)3"14" ("4",& 2)8'0,+&/) .,1"8D&', .#' 4)+&'C,1'' 2)&)#)=) 3"#$#%& .,#,/)4'&+6 /
)&8)C,11), +)+&)61', (suppressed).

I&#'F"&,8D1"6 :)#3" 2)3"14* /)(/#"7",& (1"0,1', .) %3)80"1'@ ( 2000).

>,')*I6,6

dampening suppress  PENALTY
no dampening suppress
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N*4*F/)47

¥ PENALTY<Ñ<2)8'0,+&/) )02)/, /*#"C,11), / 2)8'0,+&/, )&(*/)/ (withdraw)
3"#$#%&" %31)C,11)3 1" 1000. >'"."()1 4).%+&'3*E (1"0,1';: 1..20000.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-address-family-ipv4-flowspec
config-router-bgp-address-family-ipv4-labeled
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv4-mvpn
config-router-bgp-address-family-ipv4-unicast
config-router-bgp-address-family-ipv4-multicast
config-router-bgp-address-family-ipv6-flowspec
config-router-bgp-address-family-ipv6-labeled
config-router-bgp-address-family-ipv6-mvpn
config-router-bgp-address-family-ipv6-unicast
config-router-bgp-address-family-l2vpn-evpn
config-router-bgp-address-family-l2vpn-vpls
config-router-bgp-address-family-vpnv4-flowspec
config-router-bgp-address-family-vpnv4-unicast
config-router-bgp-address-family-vpnv6-flowspec
config-router-bgp-address-family-vpnv6-unicast
config-router-bgp-vrf-address-family-ipv4-labeled
config-router-bgp-vrf-address-family-ipv4-mvpn
config-router-bgp-vrf-address-family-ipv4-unicast
config-router-bgp-vrf-address-family-ipv4-multicast
config-router-bgp-vrf-address-family-ipv6-labeled
config-router-bgp-vrf-address-family-ipv6-mvpn
config-router-bgp-vrf-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# address-family ipv4 unicast
0/ME5100:example_router01(config-unicast)# dampening suppress 3000
0/ME5100:example_router01(config-unicast)# no dampening suppress

13.47. default-originate
B)3"14" /28@0",& "1)1+'#)/"1', default-3"#$#%&" (0.0.0.0/0) BGP-+)+,4% (=#%.., +)+,4,;)
486 ("4"11)=) AFI/SAFI. G"8'0'6 default / RIB .#' N&)3 1, &#,?%,&+6. 5 2)3"14, /)(3)C1)
%2"("&D route-map . A#' N&)3 ).,#"F'' set, ("4"11*, / route-map, ?%4%& .#'3,1,1* 2
"&#'?%&"3 "1)1+'#%,3)=) default-3"#$#%&". U / +8%0", 1"8'0'6 / route-map %+8)/'6 match
"1)1+'#)/"1', default-3"#$#%&" ?%4,& ("/'+,&D )& 1"8'0'6 / RIB 3"#$#%&",
%4)/8,&/)#6@7,=) N&)3% %+8)/'@.
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I&#'F"&,8D1"6 :)#3" 2)3"14* )&28@0",& "1)1+'#)/"1', default-3"#$#%&".

>,')*I6,6

[no] default-originate [ route-map  ROUTEMAP ]

N*4*F/)47

¥ ROUTEMAP<Ñ<+&#)2)/), '36 route-map (1..32)

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv4-unicast
config-router-bgp-neighbor-address-family-ipv4-multicast
config-router-bgp-neighbor-address-family-ipv6-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv4-unicast
config-router-bgp-peer-group-address-family-ipv4-multicast
config-router-bgp-peer-group-address-family-ipv6-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-unicast
config-router-bgp-vrf-neighbor-address-family-ipv4-multicast
config-router-bgp-vrf-neighbor-address-family-ipv6-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-unicast
config-router-bgp-vrf-peer-group-address-family-ipv4-multicast
config-router-bgp-vrf-peer-group-address-family-ipv6-unicast

N4,F/4

0/ME5100:example_router01(config)# router bgp 100
0/ME5100:example_router01(config-bgp)# nei 192.168.141.2 addr ipv4 unicast
0/ME5100:example_router01(config-unicast)# default-originate
0/ME5100:example_router01(config-unicast)#

13.48. description
B)3"14" ("4",& ).'+"1', +)+,4", peer-=#%..*.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%.

>,')*I6,6

description  DESCRIPTION
no description

N*4*F/)47

¥ DESCRIPTION<Ñ<&,2+&)/"6 +&#)2" (1..255)
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$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp-neighbor
config-router-bgp-peer-group
config-router-bgp-vrf-neighbor
config-router-bgp-vrf-peer-group

N4,F/4

0/ME5100:example_router01(config)# router bgp 65535
0/ME5100:example_router01(config-bgp)# neighbor 10.0.0.10
0/ME5100:example_router01(config-neighbor)# description "Customer #1"
0/ME5100:example_router01(config-neighbor)# no description
0/ME5100:example_router01(config-neighbor)#

13.49. dscp
B)3"14" %2"(*/",& (1"0,1', DSCP 486 '+E)467'E +))?7,1'; .#)&)2)8" BGP.

I&#'F"&,8D1"6 :)#3" 2)3"14* %4"86,& 1"+&#);2%, /)(/#"7"6 (1"0,1', .) %3)80"1'@ (48).

>,')*I6,6

dscp  DSCP
no dscp

N*4*F/)47

¥ DSCP (0..63)<Ñ<(1"0,1', .)86 DSCP / IP ."2,&"E .,#,4"@7'E BGP +))?7,1'6.

$/(8S(3,F7G 24(1/'L <4,1,0/K,G

p10

C(F*'3'7G 4/J,F

config-router-bgp
config-router-bgp-neighbor
config-router-bgp-peer-group
config-router-vrf-bgp-peer-group
config-router-vrf-bgp-neighbor

N4,F/4

0/ME5200S:example_router08(config)# router bgp 154
0/ME5200S:example_router08(config-bgp)# peer-group test
0/ME5200S:example_router08(config-peer-group)# dscp 32
0/ME5200S:example_router08(config-peer-group)#
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