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1 BBepgeHue

1.1 AHHOTauus

B fnaHHOM pyKoBOACTBE OnMMcaHbl NPOLEeCcChl 06HOBIEHNS KOMMOHEHTOB NPOrpaMMHOro obecrneyeHns
CepPBUCHbIX MapLUpyTM3aTopos cepum ESR ¢ yueTom 0co6eHHOCTEl KOHKPETHbIX MOAE/en 1 npeablayLumx
BepCuiAi NPOrpaMmMHOro obecrneyveHuns, UCNosib3yeMblX 0OHOBSIEMbIM YCTPOCTBOM.

1.2 UeneBas aygutopus

[aHHoe pyKoBOACTBO NpefHa3Ha4yeHo 4151 TEXHUYECKOro NepcoHasa, BbINOHSAOWEro 06HOBNEHNE YCTPONCTB
nocpeacTBoM UHTepdpelica komaHagHoi ctpoku (CLI).

1.3 YcnoBHble 0003HaUYeHUus

O6Go3HaueHne OnucaHue

[1 B kBagpaTHbIX CKOBKax B KOMaHAHOI CTPOKE yKa3blBaloTCs Heobs3aTe lbHble NapaMeTpbl,
HO VX BBOJ, NPefocTaB/isieT onpeesieHHble A0MNONHUTE bHbIE OMNLMUK.

{} B churypHbIx ckoGkax B KOMaHHOW CTPOKe yKa3biBaOTCA BO3MOXHbIE 0653aTe IbHbIe
napameTpbl. Heo6x0AMMO BbIGpaTh OAUH U3 NapameTpoB.

«» JaHHble 3HaKu B onncaHnm KoMaHabl NCMOMIb3YKTCA O/14 YKasaHUAa anana3oHOoB.

«=»
«|» [aHHbI 3HaK B onMcaHny KOMaHAbl 0603Ha4YaeT «Un».

<MonyxupHsblli Kypcus>  TNONYXUPHLIM KYPCUBOM B YI/T0BbIX CKOBKAX YKa3blBAOTCS HA3BaHUS KMaBULL Ha
KnaBuaType.

B pamkax c TEKCTOM yKa3aHbl NPMMEpbI U pe3y/ibTaTbl BbINO/IHEHNSI KOMaHA,
TekcT B pawmke



1.4 MpumeuyaHunsa n npeaynpexapaeHus
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MprMeyaHnsa coepxaT BavkHYH MHhopMaLuio, COBETbI UM peKOMeHZaLUMM N0 UCMONb30BaHMIO 1
HacTpolike yCcTponcTea.

@ MpepynpexaeHnst MHOPMUPYIOT NOML30BATESNSA O CUTYaLMAX, KOTOPble MOTYT HaHEeCTU Bpes,
YCTPOWACTBY WV YE/TOBEKY, MPUBECTU K HEKOPPEKTHOI paboTe yCTPoiicTBa UK NOTepe AaHHbIX.

© VHdopmaima cogepxuT cnpasoyHble AaHHbIe 06 UCMO/L30BAHNM YCTPOCTBA.

1.5 ®aiinbl, cnonb3yemble AN 0GHOBMEHUSA

B 3aBMCMMOCTM OT MOZIE/NI 1 KOMMNOHEHTA 06HOB/IEHUS [lasiee B TEKCTE UHCTPYKLMU HEO06X0AMMO
CMNONb30BaTh credytoLne annbi:

Mopgenb

ESR-10

ESR-12V

ESR-12VF

ESR-15

ESR-15R

ESR-15VF

ESR-20

ESR-21

HW-
Bepcus

1v0 - TvX

2v0 - 2vX

1v0-2v0

2v1 - 5vX

1v0-2v0

2v1 - 5vX

BCe

BCe

BCe

BCe

BCe

no
<firmware-file>

esr1x-1.40.4-
build10.firmware

esr1x-1.40.4-
build10.firmware

esr1x-1.40.4-
build10.firmware

esr15-1.40.4-
build10.firmware

esr15-1.40.4-
build10.firmware

esr15-1.40.4-
build10.firmware

esr2x-1.40.4-
build12.firmware

esr2x-1.40.4-
build12.firmware

BTOpuuHbIii 3arpy3umk
<uboot-file>

esr1x-1.40.4-build10.uboot

esr1x-1.40.4-
build10.spi_uboot

esr1x-1.40.4-build10.uboot

esr1x-1.40.4-
build10.spi_uboot

esr1x-1.40.4-build10.uboot

esr1x-1.40.4-
build10.spi_uboot

esr15-1.40.4-build10.uboot

esr15-1.40.4-build10.uboot

esr15-1.40.4-build10.uboot

esr2x-1.40.4-build12.uboot

esr2x-1.40.4-build12.uboot

MepBUYHbLIN 3arpy3ymkK
<xload-file>

esr1x-1.40.4-build10.sbi

esr1x-1.40.4-build10.sbi

esr1x-1.40.4-build10.sbi

OTCYTCTBYET

oTCyTCTBYET

oTCYyTCTBYET

esr2x-1.40.4-build12.bl1

esr2x-1.40.4-build12.bl1



Mogenb

ESR-30

ESR-31

ESR-100

ESR-200

ESR-1000

ESR-1200

ESR-1500

ESR-1511

ESR-1511
rev.B

ESR-1700

ESR-3100

ESR-3150

ESR-3200L

ESR-3200

ESR-3200
Rev.B

ESR-3250

HW-
Bepcus

BCe

BCe

BCe

BCe

Tv0-1v6

1v7 - 2vX

BCe

BCe

BCe

BCe

BCe

BCE

BCe

BCe

BCe

no
<firmware-file>

esr3x-1.40.4-
build10.firmware

esr3x-1.40.4-
build10.firmware

esr200-1.40.4-
build10.firmware

esr200-1.40.4-
build10.firmware

esr1000-1.40.4-
build8.firmware

esr1200-1.40.4-
build8.firmware

esr15xx-1.40.4-
build9.firmware

esr15xx-1.40.4-
build9.firmware

esr15xx-1.40.4-
build9.firmware

esr1700-1.40.4-
build9.firmware

esr3100-1.40.4-
build10.firmware

esr3150-1.40.4-
build10.firmware

esr3200-1.40.4-
build11.firmware

esr3200-1.40.4-
build11.firmware
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BTOpUUHbIii 3arpy3umk
<uboot-file>

esr3x-1.40.4-build10.uboot

esr3x-1.40.4-build10.uboot

esr200-1.40.4-build10.uboot

esr200-1.40.4-build10.uboot

esr1000-1.40.4-build8.uboot

esr1200-1.40.4-build8.uboot

esr15xx-1.40.4-build9.uboot

esr15xx-1.40.4-build9.uboot

esr15xx-1.40.4-build9.uboot

esr1700-1.40.4-build9.boot

esr3100-1.40.4-build10.uboot

esr3150-1.40.4-build10.uboot

esr3200-1.40.4-build11.uboot

esr3200-1.40.4-build11.uboot

3anpelleHo o6HoBNeHne Ha MO Bepcun 1.40.4

BCE

esr3250-1.40.4-
build10.firmware

esr3250-1.40.4-build10.uboot

MepBUYHbLIN 3arpy3umkK
<xload-file>

OTCyTCTBYET

oTCyTCTBYET

esr200-1.40.4-build10.xload

esr200-1.40.4-build10.xload

esr1000-1.40.4-build8.xload

esr1000-1.40.4-
build8.1v7.xload

esr1200-1.40.4-build8.xload

esr15xx-1.40.4-build9.xload

esr15xx-1.40.4-build9.xload

esr15xx-1.40.4-build9.xload

oTCyTCTBYET

esr3100-1.40.4-build10.bdk

esr3150-1.40.4-build10.ebf

esr3200-1.40.4-build11.bdk

esr3200-1.40.4-build11.bdk

esr3250-1.40.4-build10.ebf



Mogenb

ESR-3300

ESR-3350

HW-
Bepcus

BCe

BCe

no
<firmware-file>

esr3300-1.40.4-
build9.firmware

esr3350-1.40.4-
build10.firmware
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BTOpuuHbIii 3arpy3umk MepBUYHbLIN 3arpy3umkK
<uboot-file> <xload-file>

esr3300-1.40.4-build9.uboot esr3300-1.40.4-build9.bdk

esr3350-1.40.4-build10.uboot  esr3350-1.40.4-build10.ebf
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2 Co3sfaHue pe3epBHO KOMUK TeKyLLEN KoOHJUrypaLum

Mepef Hayanom pa6oT no 06HoBMeHMto MO Ha cepBUCHbIX MapLupyTM3aTopax ESR Heo6xoaumo caenatb
pe3epBHYI0 KON TEKYLLLE KOHGMrypauum.

KonvpoBaHue TekyLeli KoHdurypauum ¢ cepBncHoOro Mmapupytnsatopa ESR BO3MOXHO Kak C MCMO/Ib30BaHNEM
NPOTOKOJ10B YAA/IEHHOIO KONMpoBaHus haiifios, Tak 1 Ha /IoKa/ibHO noAxntoyeHHble USB/MMC-Hocutenn.

€& npu o6HoBREHMM MO ¢ Bepewii 1.0.1-1.1.0 BMecTo pasgena "system:running-config" Heo6xoaMmo
ncnosb3oBaTb 0603HadYeHne pasgena "fs://running-config”.

Mpn 06HOBAEHUM C 6oee paHHMX Bepcuin MO Habop NPOTOKO0B yAa/leHHOro KonnposaHus daiinos
N TUMNbI TIOK&UTbHO NOAKMHYAEMbIX HAKONUTENEN MOryT OT/INYaTbCS.

@ npu nepexope ¢ 6onee HoBoit Bepcuy MO Ha 6onee cTapyto (downgrade) BeposiTHa cuUTyaums, koraa
6onee cTapas Bepcusi MO He CMOXEeT NPUMEHUTL KOHPUTYpaLIMio, COXpaHeHHyYto B 60/1ee HOBOIA
Bepcum. B pesynbTaTte koHUrypauvs 6yaeT yTepsiHa, U CEPBUCHbIN MapLupyTuaTop ESR 3arpysutcs
C NycToVi KoHdpurypauweid. Mpu NycToi KoHgUrypauum K MapLipyTM3aTopy MOXHO NOAK/UNTLCS
TOJIbKO UCMOJIb3YS KOHCO/IbHOE NOAK/MOYEHME M NOTUH/Naposib No ymonyaxuio (admin/password).

2.1 NoparoToBKa

[na co3gaHnsa pe3epBHOL KONMKM TekyLeld KoHhurypauum cepBnUCcHOrO MapLupyTusaTopa ¢ UCno/ib30BaHNeM
CepBepOB yAa/IeHHOro KONMPoBaHUA ¢hainios He06X0ANMO:

1. 3anyctuTb COOTBETCTBYOLWMI cepBep Ha MK/cepBepe B ceTu.

2. O6ecneunTb BO3MOXHOCTb COXpaHeHns (hainnos B paboyem pasgene cepsepa.

3. O6ecneunTtb IP-cBA3HOCTL MeXxay 0OHOBNSEMbIM CEPBUCHLIM MapLupyTusaTtopom ESR n cepsepom
yZa/1eHHOT0 KONMpoBaHusi chaiinos (MapLipyTm3aums).

4. O6ecneunTb paboTy NPOTOKONA YAASIEHHOTO KonupoBaHus Mexay ESR n cepsepom yaaneHHoro
konupoBaHus chaiinos (NpomexyTouHble firewall).

5. Mpwu HeoGxoaumMocTH (anst npoTokosoB ftp, sftp, scp, http) y3HaTb Msi nonb3oBaTens 1 naposb s
3anuncu Heobxoammoro gaina.

[ns co3gaHnsa pe3epBHOI KOMUK TeKyLLEen KOHhUrypaumm cepBMCHOTO MapLLpyTU3aTopa Ha SIoKalbHO
noAakAtyeHHbln USB/MMC-Hocutens Heo6xoaMmo:

1. Pazgen USB/MMC-HocuTens fosmkeH 6biTb oTdhopmartmpoBaH B hopmate FAT32.
2. NogxntounTtb USB/MMC-HOCKTEb B COOTBETCTBYIOWMIA C1oT ESR.

2.2 KonupoBaHue chaiina pesepBHON KONuu KOHurypauyum

2.2.1 C ncnonb3oBaHMEM NPOTOKONOB yAA/IEHHOro KonupoBaHusa daiinos

B 3aBMCMMOCTYM OT NPOTOKO/A YAA/IEHHOTO KONMpoBaHus chaiinos B CLI cepBMCHOro mapLupytusaropa
HEeo6X0AVMMO BbINOMHUTL OAHY U3 CNeAYHLWMNX KOMaHA,

Pe3epBHOE KONMpPOBaHWe KOH(Urypauum no npoTokony tftp

esr# copy system:running-config tftp://<tftp-server-ip>:/<config-file-name>
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Pe3epBHOe KonMpoBaHMe KOH(puUrypayum no nportokony ftp

esr# copy system:running-config ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-
ip>:/<config-file-name>

Pe3epBHOe KonuMpoBaHMe KOH(uUrypayum no npoTokony sftp

esr# copy system:running-config sftp://<sftp-username>:<sftp-userpassword>@<sftp-
server-ip>:/<config-file-name>

Pe3epBHOE KONMMpPOBaHWE KOH(IUrypaLuu no npoToKoJ1y scp

esr# copy system:running-config scp://<scp-username>:<scp-userpassword>@<scp-server-
ip>:/<config-file-name>

Pe3epBHOe KonupoBaHue KOH(urypayum no npotokony http

esr# copy system:running-config http://<http-username>:<http-userpassword>@<http-
server-ip>:/<config-file-name>

e <config-file-name> — nms aiina, c KOTopbIM ByAET COXpaHeHa TekyLas KOHUrypauust CepBUCHOMO
MapLupyTM3aTopa;

e <tftp-server-ip> — IP-agpec ucnono3yemoro TFTP-cepBepa;

e <ftp-username> — nvsa nonb3oBatens Ha FTP-cepsepe;

e <ftp-userpassword> — naponb nonb3oBatens Ha FTP-cepsepe;

o <ftp-server-ip> — IP-agpec ncnonb3syemoro FTP-cepsepa;

e <sftp-username> — ums nonb3osatensa Ha SFTP-cepsepe;

e <sftp-userpassword> — naponb nonb3oBaTtens Ha SFTP-cepsepe;

e <sftp-server-ip> — IP-agpec ucnono3yemoro SFTP-cepBepa;

e <scp-username> — MMs nonb3osartens Ha SCP-cepsepe;

e <ftp-userpassword> — naponb nonb3oBatens Ha FTP-cepsepe;

e <scp-server-ip> — IP-agpec ncnonblyemoro SCP-cepsepa;

e <http-username> — umsa nonb3osarens Ha HTTP-cepsepe;

e <http-userpassword> — naposnb nonb3oBartens Ha HTTP-cepsepe;

e <http-server-ip> — IP-agpec ucnono3yemoro HTTP-cepBepa.
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2.2.2 Ha nokanbHO nogkntoueHHblii USB/MMC-HocuTtenb

1. Onpegenntb MeTKy Toma nogkstodeHHoro USB/MMC-HakonuTtens.

Onpep,eneHme MMEHU MeTKU TomMma Ha USB-HakonuTtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OHPEAeHEHME MMeHU MeTKU ToMma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
2. CkonvpoBaTb haiin Ha ncnonb3yemblii USB/MMC-Hakonutesb:

Mpw BbINONIHEHUN KOMaHZ konvpoBaHus Ha USB/MMC-Hocutenim Heo6xo4MmMo BMeCTO nosiei
<USB_DISK> nnin <MMC_DISK> ncnonb3oBartb HacTosiLue METKU TOMAa, onpenesieHHbIe npu
BbINOJIHEHUM NyHKTa 1.

Pe3epBHOe KonupoBaHue KoHurypauum Ha USB-HocuTte b

esr# copy system:running-config usb://<USB_DISK>:/<config-file-name>

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

Pe3epBHOe KoNMpoBaHue KOH(Urypaumm Ha MMC-HocuTe b

esr# copy system:running-config mmc://<MMC_DISK>:/<config-file-name>

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

e <config-file-name> — nms paiina, c KOTopbIM ByAET COXpaHeHa TekyLas KOHUrypauust CepBUCHOMO
MapLLpyTM3aTopa;

e <USB_DISK> — nms pasgena Ha USB-Hocutene;

e <MMC_DISK> — nm4a pasgena Ha MMC-HocuTene.
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3 BoccTaHoBNEHME KOHGUIypaLun 13 pe3epBHOI Konum

B cnyuae noTepu KOHUIypauum Ha MapLipyT3aTope B NpoLecce aKkcnayaTauum, 06HOBIEHUS Un "oTkaTa"
Ha 6osee cTapyto Bepcuto MO KOHGMrypauuio MapLupyTusaTopa MOXHO BOCCTAHOBUTb, MCMO/b3Ysi CO3[aHHY0
paHee pe3epBHYo KOMWIO.

KonnpoBaHne pe3epBHOI KON KOHUIypaumm Ha cepBUCHbI MapLupyTu3aTop ESR BO3MOXHO Kak C
NCNoaib30BaHMEM NPOTOKO/I0B YAa/IEHHOrO KONMPOBaHWs daiisioB, Tak U Ha NIOKaUTIbHO NOAKNIOYEHHbIE USB/
MMC-Hocutenu.

@ npu nepexope ¢ 6onee HoBoit Bepcuy MO Ha 6onee cTapyto (downgrade) BeposiTHa cUTyaums, koraa
6onee ctapast Bepcus MO He CMOXET NPUMEHUTL KOHIMIypaLmio, COXpaHeHHYo B 60/1ee HOBOIA
Bepcum. B pesynbTaTte KoHurypauyst 6yaeT yTepsiHa U cepBUCHbI MapLupyTusatop ESR 3arpysuTcs ¢
MycToi KoHdourypauueii. Mpu NycToi KoHGUIypauum K MapLipyTM3aTopy MOXHO NMOAKIUUTLCS TObKO
1CNO/b3ys KOHCOMIbHOE MOAK/IIYEHME W N0TMH/Naposb no ymonyaHuto (admin/password).

3.1 NMoaroToBKa

[lns BOCCTaHOB/IEHNS KOHAUIypauumn CepB1CHOIO MapLupyTmM3aropa 13 pe3epBHOR KonuMu ¢ UCMNO/Ib30BaHEM
CepBepOB yAa/IeHHOro KONMPoBaHUA ¢hainios He06X0ANMO:

1. 3anyctuTb COOTBETCTBYOLWMI cepBep Ha MK/cepBepe B ceTu.

2. PasmecTuTb B paboyem pasgesie cepsepa oain ¢ co3gaHHoN paHee pe3epBHOI Konuen
MapLupyTusaTopa.

3. HacTpontb cepBUCHbI MapLipyTnsaTop 4/18 nossneHuns IP-cBA3HOCTY ¢ cepBepoM yAasIeHHOro
KonupoBaHus haiinos.

4. O6ecneunTb IP-CBA3HOCTb MeXay 0O6HOB/ISIEMbIM CEPBUCHBIM MapLupyTusatopomM ESR 1 cepsepom
yZa/1eHHOT0 KONMpoBaHusi chaiinos (MapLipyTm3aums).

5. O6ecneunTb paboTy NPOTOKO/IA YAAIEHHOIO KonupoBaHusa mexay ESR n cepsepom yaaneHHoro
konupoBaHus chaiinos (NpomexyTouHble firewall).

6. Mpu HeobxogumocTu (a5 npoTokonos ftp, sftp, scp, http) y3HaTb Msi nonb3oBaTens v Nnaposb Ans
cKayMBaHus Heobxoammoro daina.

[lnsi BOCCTAaHOBNEHUSI KOHPUIYpaLuUmn CEPBUCHOIO MapLupyTM3aTopa 13 pe3epBHON KoMK C JTOKasTbHO
nogkntoyeHHoro USB/MMC-Hocutens Heo6xoammo:

1. Pazgen USB/MMC-HocuTens fosmkeH 6biTb oTdhopmartmpoBaH B hopmate FAT32.

2. Ha USB/MMC-HocuTtene fomkeH 6biTb NOMeLLEH (haiin ¢ paHee CO34aHHOM pe3epBHON Konue
KOHUrypaumm cepBrCHOr0 MapLupyT1saTopa.

3. Nogxntountb USB/MMC-HOCKTE/Ib B COOTBETCTBYIOWMIA CoT ESR.
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3.2 KonupoBaHue thaiina c pe3epBHOii Konueit KOHhUrypauum

3.2.1 C ucnonb3oBaHMEM NMPOTOKO/IOB YAA/IEHHOIo KONMpPoBaHUA (haiinos

B 3aBMCMMOCTM OT NPOTOKO/IA YAA/IEHHOro KonvpoBaHus daiinos B CLI cepBucHoro
MapLipyTM3aTopa Heo6X0AMMO BbINOMHUTL OAHY U3 CRedyoLUX KOMaH;

Pe3epBHOe KonupoBaHue KOH(Urypayum no npotokony tftp

esr# copy tftp://<tftp-server-ip>:/<config-file-name> system:candidate-config

Pe3epBHOE KONMpoBaHWe KOH(Urypauum no npoTokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOE KONMMpOBaHUE KOHIUrypaLuu no npoTokoy sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<config-file-
name> system:candidate-config

Pe3epBHOE KONMMpOBaHWE KOH(IUrypaLuu no npoToKosl1y scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOe KONMMpoBaHUe KOHIUrypaLum no npotokosy http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<config-file-
name> system:candidate-config

e <config-file-name> — nms harina pesepBHOI kONMK KOHUTrypauuy CepBUCHOIO MapLupyTu3aropa.
e <tftp-server-ip> — IP-agpec ncnonb3yemoro TFTP-cepBepa.

e <ftp-username> — nvs nonb3oBatens Ha FTP-cepsepe.

e <ftp-userpassword> — naponb nonb3osartens Ha FTP-cepsepe.

o <ftp-server-ip> — IP-agpec ncnonb3yemoro FTP-cepsepa.

e <sftp-username> — ums nonb3osarens Ha SFTP-cepsepe.

e <sftp-userpassword> — naposnb nonb3osatens Ha SFTP-cepsepe.
o <sftp-server-ip> — IP-agpec ucnono3yemoro SFTP-cepsepa.

e <scp-username> — 1Ms nonb3osartens Ha SCP-cepsepe.

e <ftp-userpassword> — naponb nonb3osartens Ha FTP-cepsepe.

e <scp-server-ip> — IP-agpec ucnonb3yemoro SCP-cepsepa.
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e <http-username> — umsa nonb3osarens Ha HTTP-cepsepe.
¢ <http-userpassword> — naposib nonb3oBatens Ha HTTP-cepsepe.
e <http-server-ip> — IP-agpec ucnono3yemoro HTTP-cepBepa.

3.2.2 C nokanbHo nogknoueHHoro USB/MMC-HocuTtens

1. Onpegenntb MeTKy Toma nogkstodeHHoro USB/MMC-HakonuTtens.

Onpep,enel-me MMEeHU MeTKU ToMa Ha USB-HakonuTtersne

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qenel-me MMEeHN MeTKn Toma Ha MMC-HakonuTesne

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
2. CkonvpoBaTb haiin Ha ncnonb3yemblii USB/MMC-Hakonutesb:

Mpw BbINONIHEHUN KOMaHZ konvpoBaHus Ha USB/MMC-Hocutenim Heo6xo4MmMo BMeCTO nosiei
<USB_DISK> nnn <MMC_DISK> ncnonb3oBartb HacTosLMEe METKU TOMA, OnpeaeneHHble npu
BbINOJIHEHUM NyHKTa 1.

Pe3epBHOe KonupoBaHue KoHurypauum c USB-Hocutens

esr# copy usb://<USB_DISK>:/<config-file-name> system:candidate-config

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

Pe3epBHOe KonupoBaHue KOH(Urypauum ¢ MMC-HocuTens

esr# copy mmc://<MMC_DISK>:/<config-file-name> system:candidate-config

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

e <config-file-name> — nms haiina pe3epBHO KONMK KOHUIypauum CEPBMCHOIO MapLLpyTU3aTopa;
e <USB_DISK> — nms pasgena Ha USB-HocuTene;
e <MMC_DISK> — nm4a pasgena Ha MMC-HocuTene.
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3.3 MpumeHeHUe 1 NOATBEPXAEHNE 3arPy)XXeHHOI KOHUrypauum

[na npuMeHeHus n NoATBEPXAEHUS paboTbl KOHGUIYpaLLMK, 3arpy>XeHHOM paHee B pasgen
"system:candidate-config", Heo6xo04MMO BbINONHWUTL KOMaHAbI:

MNMpumeHeHue KOHUrypauum

esr# commit

Configuration has been successfully applied and saved to flash. Commit timer started,
changes will be.

esr# confirm

Configuration has been confirmed. Commit timer canceled.
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4 OnpepneneHune Tekylleli Bepcum MO 1 Bepcumn BTOprUHOro 3arpysumka (U-boot)

OnpenenvTb BepCcun UCMONb3yeEMOro B AaHHbI MOMEHT BTOpUYHOro 3arpy3uvka (U-Boot) n ocHoeHoro MO
MOXHO:

¢ B CLI ocHoBHOrO MNO;
e B BbIBOJE KOHCOJ/IbHOrO MHTepdeiica npu 3arpy3ke CEPBMCHOIO MapLUpyTM3aTopa.

4.1 OnpepgeneHue Tekyleii Bepcum MO n Bepcum BTopnyHoro 3arpy3sumka (U-boot) B CLI
ocHoBHoro 0

[ns onpenenenus Tekyllei Bepcum MO 1 Bepcun BTopuyHoro 3arpysdnka (U-boot) B CLI ocHoBHoro MO
Heo6xo4nMOo BbINONHUTL KOMaHay show version:

MonyueHune Bepcuii BTOPUUHOIO 3arpy3umnka u ocHoeHoro MO B CLI

esr# show version
Boot version:

1.17.3.11 (date 14/11/2022 time 13:30:27) <-- BepcusaA BTOPUYHOIO
3arpysumka (U-Boot)

SW version:

o6HoBNe 1.17.3 build 11[a813b5c65] (date 14/11/2022 time 13:20:25) <-- Bepcus
aKTMBHOro obpa3a OCHOBHOro MO CepBUCHOrO MapuwpyTulaTopa

HW version:

1v2 <-- Bepcuda annapaTHOW
nnaTdopmel CEPBMCHOIO MapwpyTu3laTopa

4.2 OnpepgeneHue Tekyweii Bepcum MO u Bepcum nepsuyHoro (X-Loader, sbi, bl1) n
BTOpuuHoro (U-boot) 3arpy3unkoB B BbiBO€e KOHCOJ/ILHOIO MHTEpdheiica npu 3arpyske
CEePBUCHOro MaplipyTusaTopa

[na onpegenexus Tekylei Bepcumn MO 1 Bepcun BTopryHoro 3arpy3sunka (U-boot) B BbIBoie KOHCO/IBHOTO
MHTepdelica Npu 3arpy3ke CEPBUCHOTO MapLLpyTM3aTopa HE06X0ANMO:

1. MopxnounTbCA K cepBucHOMY mapLupyTmsatopy ESR uepes nHtepdelic Console Ha nepegHei naHenu
MapLUpyTh3aTopa, UCMonb3ys crefyrolime napameTpbl HTepgelica RS-232 Ha MK:

CkopocTtb: 115200 6uT/C;
Butbl gaHHbIX: 8 6UT;
UeTHOCTb: HET;

CrtonoBble 6UThI: 1;
Ynpas/ieHne NoToKOM: HeT.

2. MNepesarpy3vTb MapLIPyTU3aTOP OJHUM U3 CNEAYHOLLMX CNOCOGOB:

o OTK/IOUUTb 1 BKIKOUNUTL NUTaHME. IHTEpBaN Mexay OTK/IIOUYEHVMEM W BK/THOYEHUEM [O/HKEH COCTaBUTb
He meHee 20 cekyHA.

e KpaTKkoBpeMeHHO HaxaTb (DYHKLMOHa/IbHYH KHOMKY F Ha nvueBoli naHeny mapLupytusatopa (a1s
ESR-10 — Ha 60K0BOIA NaHesn).
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e BbinonHutb komaHay reload system B CLI ocHoBHOro NO MapLipyTusatopa.
Mepesarpyska npu noMoLym KoMaHAbl B CLI ocHoBHoro MO

esr-21# reload system
Do you really want to reload system ? (y/N): vy

3. B npouecce 3arpy3ku B KOHCO/b GyIeT BbiBeAeHa NHDOPMaLs O BEPCUSIX:

e MepBunyHoro 3arpysumka (sbi, bl1 nnn X-loader B 3aBcMmMoCTr OT MoAeNn MapLLpyTM3aTopa):
Bepcus nepBUYHOro sarpysudmka Ha ESR-10/12v/12vf/15

SBI:1.17.3.11 (14/11/2022 - 12:55:55)
Chip is NSP Bl
Booting from SPI-NOR

Bepcus nepBUUYHOro 3arpysunka Ha ESR-20/21/30

INFO: mdio_update: phy_id 4, addr 9, value 0x120c
INFO: mdio_update: phy_id 2, addr 0, value 0x808

BL1:1.17.3.9 (01/11/2022 - 18:40:36)

INFO: BL1: RAM 0x6517a800 - 0x65180000
INFO: Using crypto library 'mbed TLS'

Bepcusa nepBuyHOro 3arpysumka Ha ESR-100/200/1000/1200/1500/1511/1700/3100/3200

BRCM XLP Stage 1 Loader (X-Loader:1.17.3.11) [Big-Endian] (14/11/2022 - 13:21:58)
XLP316B2: Node 0 frequency: CPU=1400MHz, SOC=1999MHz, REF=133MHz
POWER ON RESET CFG:43F94FA8,VRM: 0x6868, PRID: 0xC1104

 BtopuuHoro 3arpy3uuka (U-boot):
Bepcus BTOPUUYHOIO 3arpy3umnka
INFO: Entry point address = 0x85000000
INFO: SPSR = 0x3c9

U-Boot:1.17.3.9 (01/11/2022 - 18:40:36)
Watchdog enabled
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e OcHoBHoro MO (Firmware):
Bepcusa ocHoBHoro MO

[ 0.000000] Initializing cgroup subsys cpu
[ 0.000000] Initializing cgroup subsys cpuacct

[ 0.000000] Software version: 1.14.5 build 6[596cabe53] date 20/04/2022 time
11:37:10
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5 O6HoBneHune MO B CLI ocHoBHOro MO ESR

5.1 O6HoBneHune MO c Bepcuin 1.17.2-1.37.4

MO TekyLeli Bepcun ABNSIETCA KyMYNSTUBHBIM (COAEPXUT 0OHOB/IEHHbIE BEPCUM NEPBUYHOTO Y1 BTOPUYHOTO
3arpy3uunkoB). MO Bepcuii HaumHas ¢ 1.17.2 nogaepxmBaeT KyMynsiTUBHOe 06HOB/IEHME BCEX KOMMOHEHTOB
MO, noatomy 6yaeT AOCTATOYHO:

e 3arpy3utb MO (firmware-paiin) Ha cepBUCHbIIt MapLipyTu3aTop ESR.
e BbibpaTb 06pa3 MO 06HOBNEHHOI BEpCUM AN CNeayoLeit 3arpysku.

@ OTKoYeHre NUTaHUS 0 OKOHYAHUS BbINOIHEHUS KOMaHAb! boot system {image-1|
image-2} MoXeT NpMBECTU K HEMCNPABHOCTM MapLUpyTU3aTopa.

e [epe3arpy3uTb CEPBUCHbI MapLLIpyTU3aTOP.

© B pamkax kyMynAaTUBHOrO 0GHOBNEHMSA 3arpy3UnKN MOTYT He OGHOBATLCS, €CIN MEXAY
YCTaHOB/IEHHbIM W1 yCTaHaB/IMBaEMbIMW 3arpy3yunkaMu HeT pasinyunin. B atom cnyyae 6yaeTt nosyvyeHo
cnepyiwollee coobueHue:
Boot image set successfully.
Skip due to same versions: xload, uboot

CpaBHeHWe BbINOJHAETCS MapLLPYyTU3aTOPOM CaMOCTOSATE/IbHO NPU BbINO/THEHWUM KYMYNATUBHOIO
06HOBMEHUA.

5.1.1 MoparoTtoBKa KOHUrypaymm npm o6HoBMeHUn ¢ Bepcuii 1.17.2 - 1.28.2

Mpwn 06HOBNEeHUMN Ha Bepcuio MO 1.40.4 n oTcyTcTBUN VITp-id B KOHUrypaumm ip-uHtepdeica 6yayT yaaneHsbl
BCE OCTasIbHble KOMaHAbl KOH(PUIypaLumn NPOTOKOAA VITP Ha AaHHOM ip-MHTepgielice.

Mpumep 06HOBNEHNS KOHQUIYpaLK NMPUBEAEH HUXKE:

KoHdpurypauus Ha MO Bepcuii 1.17.2 - 1.28.2 KoHdurypauyuma Ha MO sepcuu 1.40.4
interface gigabitethernet 1/0/1 interface gigabitethernet 1/0/1
ip firewall disable ip firewall disable
ip address 192.0.2.1/25 ip address 192.0.2.1/25
vrrp ip 192.0.2.2/25 exit
vrrp preemt disable interface gigabitethernet 1/0/2
exit ip firewall disable
interface gigabitethernet 1/0/2 ip address 192.0.2.129/25
ip firewall disable vrrp 2
ip address 192.0.2.129/25 ip address 192.0.2.130/25
vrrp 1id 2 enable
vrrp ip 192.0.2.130/25 exit
vrrp exit

exit
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KoHdpurypauus Ha MO Bepcuii 1.17.2 - 1.28.2

interface gigabitethernet 1/0/3
ip firewall disable
ipv6 enable
ipv6e address 2001:DB80::1/120
ipv6 vrrp ip fe80::1
ipv6 vrrp preempt disable
exit
interface gigabitethernet 1/0/4
ipv6 enable
ipv6 address 2001:DB81::1/120
ipv6 vrrp 1id 4
ipvé vrrp ip fe80::2
ipv6 vrrp
exit

ESR-Series. PykoBoACTBO N0 06HOBeHM0 MO, Bepcus 1.40.4

KoHndwrypauusa Ha MO Bepcuu 1.40.4

interface gigabitethernet 1/0/3
ip firewall disable
ipv6 enable
ipve address 2001:db80::1/120
exit
interface gigabitethernet 1/0/4
ipv6 enable
ipv6e address 2001:db81::1/120
ipv6 vrrp 4
ipv6e address fe80::2
enable
exit
exit

5.1.2 MNoparoToBKa KOHhurypayum npm o6HoBMneHun ¢ Bepcuii 1.17.2 - 1.24.9

Mepep 06HOBNEHMEM Ha Bepcum MO 1.40.4 Heob6xoaMMO yoeanTbes, YTo B KOHurypaumm tunnel VTI
HacTpoeH IP-agpec. Ecnv IP-agpeca B koHgurypauuu tunnel VTI HeT, TO HEO6X04MMO ero HacTpouTb.

Mpun o6HOBNEeHUN Ha Bepcum MO 1.40.4 n otcytcTBun IP-agpeca B koHcurypaumm tunnel VTI 6yaet yaaneH
enable 13 security ipsec vpn <NAME>, koTopas npussizaHa Kk gaHHomy tunnel VTI.

MpumMep 06HOBEHUA KOHMUTYpaLMK NPUBEAEH HUXeE, Npoyune HacTpoiikm IPsec VPN nponyLeHsb!:

KoHdmurypauus Ha MO Bepcuii 1.17.2 - 1.24.9

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
enable

exit

security ke gateway ike_gateway
bind-interface vti 1
exit

security +ipsec vpn dipsec_vpn
ike gateway ike_gateway
enable

exit

KoHdpurypauus Ha MO Bepcum 1.40.4

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
exit

security ike gateway ike_gateway
bind-interface vti 1
exit

security ipsec vpn tdpsec_vpn

ike gateway ike_gateway
exit
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tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
ip address 192.0.2.1/30
enable

exit

security ke gateway ike_gateway
bind-interface vti 1
exit

security 1ipsec vpn dipsec_vpn
ike gateway ike_gateway
enable

exit
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KoHdpurypauyua Ha NO Bepcum 1.40.4

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
ip address 192.0.2.1/30
enable

exit

security ike gateway ike_gateway
bind-interface vti 1
exit

security ipsec vpn ‘ipsec_vpn
ike gateway ike_gateway
enable

exit

5.1.3 MoparoToBKa KOHpurypayum npm o6HoBneHun ¢ Bepcuii 1.17.2 - 1.23.5

Mepep o6HOBNeHMeM MO ¢ Bepcuin 1.17.2 - 1.23.5 Ha Bepcuto 1.40.4 HEO6XOAMMO YHECTb U3MEHEHNE B
pexume paboTbl IPsec-TyHHenein B DMVPN-cxemax.

[o Bepcum 1.20.x BktounTensHo IPsec B cxemax DMVPN MOXHO 6b1710 MCNOb30BaTh Kak B TYHHE/IbHOM, Tak
N B TPAHCNOPTHOM pexumax. OfgHako, HaumHasa ¢ Bepcumn 1.23.6, TpaHCMOPTHbIN pexum paboTsl IPsec
CTaHOBUTCA eANHCTBEHHbIM noanepxmsaemMbiM B DMVPN-cxemax.

CooTBeTCTBEHHO Npy 06HOBMEeHNM MO B 06beKTbI KOHGUTypaLun "security ipsec vpn', ykasaHHble B
KoHGourypaumsx TyHHenelt GRE B pexvme multipoint, 6yaet no6asneHa komaHza tape transport, nsmexsiowas
pexvm paboTbl IPsec-TyHHens. B cnyyae ecnm komaHaa yxxe npucytcTeoBavia B koHdurypauuu IPsec VPN,
n3MeHeHul He ByaeT. MNprmep 06HOBNEHUA KOHGIUTYpaLMn NMPUBELEH HUXXE, NPOYNe HACTPOIKM TYHHe el
GRE n IPsec VPN nponyLieHsbl:

KoHdmrypaumsa Ha MO Bepcuii 1.17.2 - 1.20.x

tunnel gre 1

ip nhrp ipsec IPSEC_VPN_SPOKES dynamic

ip nhrp dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1

enable
exit
security ipsec vpn IPSEC_VPN_HUB_2

enable
exit
security 1ipsec vpn IPSEC_VPN_SPOKES

enable
exit

KoHdpurypauus Ha MO Bepcuu 1.40.4

tunnel gre 1
ip nhrp dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp +dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit
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KoHdpmrypauus Ha MO Bepcuii 1.17.2 - 1.20.x

tunnel gre 1
ip nhrp dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit

ESR-Series. PykoBoACTBO N0 06HOBeHM0 MO, Bepcus 1.40.4

KoHdpurypauyua Ha NO sepcum 1.40.4

tunnel gre 1
ip nhrp +dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp ipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit

B cBs3u ¢ atum nepepg, o6HoBeHneM ESR, paboTatowiem B coctaBe DMVPN-06/1aka, He06X04AMMO:

1. O6HOBUTL MapLupyTr3aTopbl ESR B 06n1ake DMVPN Ha Bepcun 1.40.4.

2. NepeHactpounTb IPsec, ucnonb3yemsiii B DMVPN-0611ake, Ha TpaHCNOPTHbIA pexuM paboTbl Ha Tex ESR,
KOTopble He 6yayT o6HOB/EeHbl Ha Bepcun 1.40.4.

3. NepeHacTpounTsb IPsec, ucnonb3yemsiii B DMVPN-061ake, Ha TpaHCNOPTHbIA pexum paboTbl Ha
060pyA0BaHMM CTOPOHHUX NPOM3BOAUTENEN.

5.1.4 NMoparotoBKa K 3arpyske NoO
Mpwu 3arpy3ke MO c ncnonb3oBaHWEM CeEPBEPOB YAJIEHHOIO KONMpoBaHus (paii/ioB HeO6X04NMO:

1. 3anycTuTb cooTBETCTBYHOLWWMI cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

2. CkonupoBatb paiin MO (<firmware-file>) B pa6ounii pasaen cepeepa yaaneHHo 3arpy3kiu gainnos.
MmeHa HeobxoanMbIX halisioB B 3aBUCUMOCTM OT MOZE/IM 1 annapaTHO Bepcun mMmapLupytmsaropa
nepeyncneHsl B pasgene daiinbl, ncnosblyemsle 4715 0OHOBMIEHUS.

3. O6ecneunTb IP-CBA3HOCTb MeX Ay 0GHOBMSAEMbIM CEPBUCHBLIM MapLUpyTn3aTtopom ESR 1 cepBepom
y[a/IeHHOro KonuposaHus chaiisioB (MapLupyTU3aums).

4. ObecneunTb paboTy NPOTOKOMA yAAIEHHOTO KONMpoBaHusa mexay ESR 1 cepsepom yaaneHHoro
konupoBaHus chaiinos (NnpomexyTouHble firewall).

5. Mpu HeoGxoaumocT (ans NnpoTokonos ftp, sftp, scp, http, https) y3HaTb Ma nonb3oBaTens n naposb
ONSA ckauymMBaHusa Heobxoaumoro daina.

Mpwu 3arpy3ke MO c ucnons3osavnem USB/MMC-HocuTeN HEO6X0ANMO:

1. Pazgen USB/MMC-Hocutens gosmkeH 6biTb oTpopmatmposaH B popmarte FAT32 nniv exFAT.

2. CkonwupoBarb haiin MO (<firmware-file>) B kopHeBoli pazaen USB/MMC-HocuTtens. imeHa
HeobxoanmbIX (hali/ioB B 3aBUCUMOCTM OT MOLENN 1 annapaTHoi Bepcun MapLupyTtusaropa
nepeyncneHbl B pasgene ®aiisisl, Ucrnosib3yemble 415 0OHOBEHUS.

3. Nogxntountb USB/MMC-HOCKTE/Ib B COOTBETCTBYIOLMIA C/IOT CEPBMCHOrO MapLipyTusaropa.

4. Onpegenutb MeTKy ToMa nogkioveHHoro USB/MMC-HakonuTtens.
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5.1.5 3arpyskalNO

C ucnonb3oBaHMEM O4HOTO U3 NPOTOKOJIOB YAJIEHHO 3arpy3ku (paiinos

3arpyska N0 no npoTtokony tftp

esr# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| % kkokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (O0B) Firmware updated successfully.

3arpyska N0 no npotokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<firmware-file>
system: firmware

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

3arpyska MO no npoTtokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<firmware-file>
system: firmware

| %K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx| 100% (0B) Firmware updated successfully.

3arpy3ka N0 no npoToKosy scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<firmware-file>
system: firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx| 100% (0B) Firmware updated successfully.

3arpyska N0 no npotokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<firmware-file>
system: firmware

| %K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkkxx| 100% (O0B) Firmware updated successfully.
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3arpyska N0 no npotokony https

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<firmware-
file> system:firmware

| XXk kkkkkkokokkkkkkkkkkkkkkkkkkkkkkkkxxxxkxkx | 100% (0B) Firmware updated successfully.

o <tftp-server-ip> — IP-agpec ncnonblyemoro TFTP-cepBepa;

« <ftp-username> — nms nonb3oBarensa Ha FTP-cepBepe;

« <ftp-userpassword> — naposb nonb3oBaTtens Ha FTP-cepsepe;

o <ftp-server-ip> — IP-agpec ucnonb3yemoro FTP-cepBepa;

e <sftp-username> — ums nonb3oBaTtens Ha SFTP-cepBepe;

* <sftp-userpassword> — naponb nonsb3osartens Ha SFTP-cepsepe;
o <sftp-server-ip> — IP-agpec ncnonslyemoro SFTP-cepsepa;

e <scp-username> — M4 nonb3osartens Ha SCP-cepsepe;

« <ftp-userpassword> — naposb nonb3oBaTtens Ha FTP-cepsepe;

e <scp-server-ip> — IP-agpec ncnons3yemoro SCP-cepBepa;

e <http-username> — umsa nonb3osarens Ha HTTP-cepsepe;

e <http-userpassword> — naposb nonb3oBartens Ha HTTP-cepsepe;
¢ <http-server-ip> — IP-agpec ucnono3yemoro HTTP-cepBepa.

MpaBuna ncnonb3oBaHus thaiinos MO ansa pa3nMyHbIX MoAenel onucaHsl B pasgene ®aiisibl, cnonb3yemble
0151 OGHOBNEHUSA.

C ucnonb3oBaHuem USB/MMC-Hakonutens

1. OnpefgeneHne uMmeHn MeTku Toma nogknoveHHoro USB/MMC-Hakonutens:

Onpe,qenel-me MMeHU MeTKU ToMa Ha USB-Hakonutene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OHPEAQHEHME MMeHU MeTKU ToMma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
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2. KonuposaHue thaiina ¢ ncnonsdyemoro USB/MMC-Hakonutens:

Mpw BbINONIHEHUN KOMaHS, konvpoBaHus ¢ USB/MMC-HocuTenein Heo6xoanmo BMeCTO nonen
<USB_DISK> nnn <MMC_DISK> ncnonb3oBaTtb HacTosALME METKU TOMA, ONpefe/eHHble BbiLle.

3arpy3ka NO c USB-HocuTtens

esr# copy usb://<USB_DISK>:/<firmware-file> system:firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated

successfully

3arpy3ka NO ¢ MMC-HocuTtens

esr# copy mmc://<MMC_DISK>:/<firmware-file> system:firmware

| %K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx| 100% (73786kB) Firmware updated

successfully.

e <USB_DISK> — nms pasgena Ha USB-HocuTene;
e <MMC_DISK> - nms pasgena Ha MMC-HocuTerne.

5.1.6 BblGop oGpa3sa MO o0GHOBNEHHOIT Bepcumn Ansa cneaytoweii 3arpysku
Ha cepBucHbIX MaplipyTusaTtopax ESR ogHoBpeMeHHO xpaHuTcs asa o6pasa MO (image-1 n image-2).

1. MpoBepuTb coepxrmoe 06pas3os MO, 3arpyXeHHbIX Ha CEPBUCHbI MapLLIPyTM3aTop:

esr# show bootvar

Image Version Date Status After reboot
1 1.40.4 build 2026-06-16 10:45:19 Not Active
10[7e4d3486f1]
2 1.37.4 build 2025-12-03 14:22:46 Active *
2[4b06f2c798]

Mpwu 3arpy3ke dpaiina MO B pa3gen system:firmware 3arpyska ocylecTBnsieTcs BCerga B HeakTuBHbIl (Not
Active) B laHHbI/i MOMEHT pasgen.
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2. BblbpaTb pasgen, cogepxatimii MO 0GHOBNEHHOI BEpPCUK, B KAYECTBE 3arpy304HOro:

Bbi6op pasgena MO gnsa 3arpysku

esr# boot system image-1

This command cannot be 1dinterrupted, do not turn off device during process.

Continue? (y/N): vy

2000-01-07T18:51:19+00:00 %FILE_MGR-I-INFO: operation started: 'boot system image-1'
(index: 4, origin: CLI)

2000-01-07T18:51:22+00:00 %FIRMWARE-I-INFO: Writing data...
2000-01-07T18:51:31+00:00 %FIRMWARE-I-INFO: Writing data...
2000-01-07T18:51:37+00:00 %FILE_MGR-I-INFO: operation 1is finished: 'boot system
image-1' (dindex: 4, origin: CLI)

Boot image set successfully.

Bbi6op pasgena MO ana 3arpysku ansa NO, HaunHas ¢ Bepcun 1.24.0

esr# boot system inactive

This command cannot be 1interrupted, do not turn off device during process.
Continue? (y/N): vy

1970-02-04T20:52:43+00:00 %FILE_MGR-I-INFO: operation started: 'boot system image-1'
(index: 3, origi)

1970-02-04T20:52:45+00:00 %FIRMWARE-I-INFO: Writing data...
1970-02-04T20:52:55+00:00 %FIRMWARE-I-INFO: Writing data...
1970-02-04T20:53:09+00:00 %FILE_MGR-I-INFO: operation is finished: 'boot system
image-1' (index: 3, o)

Boot image set successfully.

Successfully updated (bootloader's directory 1is dirty): bll, uboot

€ 3anpeujaeTcs oTkIIOUYEHME NUTAHNA MapLLPYTU3aTopa B MOMEHT BbINO/IHEHNS koMaHnz, boot system
{image-1|image-2} nnn boot system inactive.
OTK/I0YEeHME NUTAaHUSA 10 OKOHYaHUS BbINOSTHEHUS koMaHz boot system {image-1|image-2} nnv boot
system inactive MoXeT NpMBECTM K HENCNPABHOCTU MapLUpyTM3aTopa.
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3. MNpoBepuTb, UTO 06pa3, cogepxawymii MO 06HOBMEHHOW BEPCUK, BbIOPaH ANS 3arpy3Ku:

esr# show bootvar

Image Version Date Status After reboot
1 1.40.4 build 2026-06-16 10:45:19 Not Active *
10[7e4d3486f1]
2 1.37.4 build 2025-12-03 14:22:46 Active
2[4b06f2c798]

© npu nepexope ¢ 6onee Hogoit Bepcum MO Ha Gonee cTapyto (downgrade) BeposTHa cUTyaLys, Koraa
6onee cTapas Bepcusi MO He CMOXEeT NPUMEHUTL KOHPUTYpaLIMio, COXpaHeHHyto B 60/1ee HOBO
Bepcumn. B pesynbTaTe kKoHurypauvs 6yaeT yTepsiHa, U CEPBUCHbIN MapLupyTudaTop ESR 3arpysutcs
C NycToVi KoHdpurypauyeid. Mpu NycToi KoHgMrypauum K MapLipyTM3aTopy MOXHO NOAKIUNTLCS
TONbKO MCMO/b3Ysi KOHCO/IbHOE NOAK/I0UYEHME U NIOTUH/Naposb No ymMonyaHuio (admin/password).

5.1.7 Mepes3arpyska cepBUCHOro MaplipyTusaropa

Mepesarpy3nTb CEPBUCHbIM MapLIpyT13aTop NPU NOMOLLY KOMaH/bI:

Mepes3arpy3ka mapwipyTtusaropa B CLI ocHoBHoro O

esr# reload system

Do you really want to reload system ? (y/N): vy

5.2 O6HoBneHue MO c Bepcuii 1.4.4-1.17.1 (pnsa ESR-1500/1511 1.8.7-1.17.1)

€ 0O6HoBneHve MO ¢ Bepcuii 1.4.4-1.17.1 ana ESR-20 1 ESR-21 npon3BoAnTCA Yepes NpoMexyTOUHYo
Bepcuto 1.20.4. MNpun 3TOM He06X0AMMO 06HOBUTL A0 Bepcum 1.20.4 BTOpUUHBIA 3arpy3umnk (U-boot) 1
MO (firmware-chaiin). MporpammHoe o6ecnevernne (U-boot, firmware) MoxHo ckauyaTb Ha
othmymansHom caiite https://eltex-co.ru/ Bo pasgene "[okymeHTbl 1 chaiinel”, Bknagke "MO".

B otnnume ot MO Bepcun 1.17.2 n 6onee no3aHux, 6onee paHHUe BEPCUM HE NOAAEPXNBAIOT KyMy/IATUBHOE
06HoB/EHKe. MNo3ToMy, KpoMe OCHOBHOTO MO, B HEKOTOPbIX Cy4Yasix HE06X0AMMO 0GHOBNATL BTOPUYHBI
3arpysuvk. B pesynbTate npoLiecc 06HOBMeHUst ByAeT ceayoLLii:

3arpy3nTb BTOpUYHbIi 3arpy3uvk (U-boot) Ha cepBucHbIli mapLupytusatop ESR.
e 3arpysutb MO (firmware-paiin) Ha cepBUCHbIit MapLipyTusaTop ESR.

Bbi6paTb 06pa3 MO 06HOBNEHHOW BepCcUn ANs cnefyoLuleit 3arpysku.
Mepe3arpy3nTb CEPBUCHbIN MapLLpyTM3aTop.
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€ 06HoBneHe BTOprYHOroO 3arpy3unka (U-boot) o653aTensHo, ecnm Tekyllas Bepcusi BTOPUYHOTO
3arpysuumka B gnanasoHe 1.0.0-1.12.x.
Ecnu Tekywias Bepcusi BTopuyHoro 3arpy3unka (U-boot) B gnanasoHe 1.13.0 - 1.24.9, 06HOBNATH
BTOpWYHbIN 3arpy3unk (U-boot) He o6s3aTensHo.

€ npwn 06HOBNEHUM C GoNee paHHWX Bepcuii MO Ha6op NPOTOKOMOB YAA/IEHHOMO KONMPOBaHUS thaiinos
N TUMNbl TOK&UTbHO NOAKMNKYAEMbIX HAKONUTENEN MOryT OT/INYATbLCS.

(X [na o6HoBneHuna MO mapwpytmnsatopos ESR-3100 ¢ Bepcum 1.14.X HEO6XOAMMO OTKPbITh 3a8BKY B
Cnyx6e TEXHUYECKOWN NoAAEPXKKN, NCNoNb3ysa nnatdopmy hitps://servicedesk.eltex-co.ru/ nnu popmy
ob6palleHnsa Ha odouumansbHoM calite https://eltex-co.ru/support/.

5.2.1 NoproTtoBka KoHUrypauum npu o6HoBneHun ¢ Bepcuii 1.0.4 - 1.17.1

Mpu o6HoBeHNK Ha Bepcuto MO 1.40.4 n oTcyTcTBMM VITp-id B KOH(burypaumm ip-uHtepcpeiica yayT yaaneHsl
BCE OCTas1bHble KOMaHbl KOH(IUIypaLumn NpoToKoa VIrp Ha AaHHOM ip-UHTepdielice.

Mpumep 0GHOBEHUST KOH(UTYPALMN NPUBEAEH HUXKE:

KoHdmrypauus Ha MO Bepcuii 1.0.4-1.17.1

interface gigabitethernet 1/0/1
ip firewall disable
ip address 192.0.2.1/25
vrrp ip 192.0.2.2/25
vrrp preemt disable

exit

interface gigabitethernet 1/0/2
ip firewall disable
ip address 192.0.2.129/25
vrrp id 2
vrrp ip 192.0.2.130/25
vrrp

exit

interface gigabitethernet 1/0/3
ip firewall disable
ipv6 enable
ipv6e address 2001:DB80::1/120
ipve vrrp ip fe80::1
ipv6 vrrp preempt disable
exit
interface gigabitethernet 1/0/4
ipv6 enable
ipv6 address 2001:DB81::1/120
ipv6é vrrp id 4
ipv6 vrrp ip fe80::2
ipv6 vrrp
exit

KoHdmrypauusa Ha MO Bepcuu 1.40.4

interface gigabitethernet 1/0/1
ip firewall disable
ip address 192.0.2.1/25
exit
interface gigabitethernet 1/0/2
ip firewall disable
ip address 192.0.2.129/25
vrrp 2
ip address 192.0.2.130/25
enable
exit
exit

interface gigabitethernet 1/0/3
ip firewall disable
ipv6 enable
ipv6e address 2001:db80::1/120
exit
interface gigiabitethernet 1/0/4
ipv6 enable
ipv6e address 2001:db81::1/120
ipv6e vrrp 4
ipv6 address fe80::2
enable
exit
exit
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5.2.2 MoparoToBKka KoHpurypauyum npm o6HoBneHun ¢ Bepcuii 1.0.1 - 1.17.1

Mepep 06HOBNEHMEM Ha Bepcum MO 1.40.4 Heob6xoAMMO yoeanTbes, YTo B KOHurypaumm tunnel VTI
HacTpoeH IP-agpec. Ecnv IP-agpeca B koHgurypauum tunnel VTI HeT, TO HEO6X0AMMO ero HacTpoUTb.

Mpwn o6HOBNeHUN Ha Bepcum MO 1.40.4 n otcytcTBum IP-agpeca B koHurypaumm tunnel VTI 6yaet yaaneH
enable 13 security ipsec vpn <NAME>, koTopas npussizaHa k gaHHomy tunnel VTI.

Mpumep 06HOBEHUA KOHUTYpaLMK NpUBEAEH HUXe, Npoyne HacTpoiikm IPsec VPN nponyLeHsb!:

KoHdmrypauus Ha MO Bepcuii 1.0.1-1.17.1

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
enable

exit

security ke gateway ike_gateway
bind-interface vti 1
exit

security ipsec vpn ipsec_vpn
ike gateway ike_gateway
enable

exit

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
ip address 192.0.2.1/30
enable

exit

security ike gateway ike_gateway
bind-interface vti 1
exit

security 1ipsec vpn dipsec_vpn
ike gateway ike_gateway
enable

exit

KoHdurypauusa Ha MO Bepcuu 1.40.4

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
enable

exit

security ke gateway ike_gateway
bind-interface vti 1
exit

security ipsec vpn 1ipsec_vpn
ike gateway ike_gateway
exit

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
ip address 192.0.2.1/30
enable

exit

security ke gateway ike_gateway
bind-interface vti 1
exit

security ipsec vpn tdpsec_vpn
ike gateway ike_gateway
enable

exit

5.2.3 MoarotoBKa KOHuUrypaumm npm o6HoBneHun ¢ sepcuin 1.13.0 - 1.17.1

Mepep o6HoBNeHMeM MO ¢ Bepcuin 1.13.x - 1.17.1 Ha Bepcumn 1.17.2 - 1.40.4 He06X04MMO YHYECTb M3MEHEHNE B
pexume paboTbl IPsec-TyHHenein B DMVPN-cxemax.

[o Bepcum 1.20.x BkounTensHo IPsec B cxemax DMVPN MOXHO 6b1710 UCMOMb30BaTH KaK B TYHHE/IbHOM, Tak
1 B TP@HCNOPTHOM pexumax. OfHako, HaurHasa ¢ Bepcun 1.23.6, TpaHCNOPTHbIV pexumM paboTsl IPsec
CTaHOBUTCH eANHCTBEHHbIM noanepxmsaembiM B DMVPN-cxemax.

CooTBeTCTBEHHO Npy 06HOBMEHNM MO B 06bEKTbI KOHGUTYpaLmn "security ipsec vpn', ykasaHHble B
KoHpurypaumsx TyHHenen GRE B pexume multipoint, 6yaet fo6asneHa komaHaa tape transport, n3ameHsiowlas
pexum paboTbl IPsec-TyHHenNnsA. B criydyae ecnu komaHza y)xe npucytcteoBasia B koHdurypaumm IPsec VPN,
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N3MEHEHUIA He ByaeT. MNpumep 06HOBIEHUSI KOH(UTYPaLMK NPUBEAEH HUXKE, NPOYME HACTPOWKN TYHHENe

GRE n IPsec VPN nponyLieHsbl:

KoHdourypaumsa Ha MO Bepcuii 1.13.0 - 1.17.1

tunnel gre 1
ip nhrp dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp ipsec IPSEC_VPN_HUB_1 statiic
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
enable

exit

security 1dipsec vpn IPSEC_VPN_SPOKES
enable

exit

tunnel gre 1
ip nhrp ipsec IPSEC_VPN_SPOKES dynamic
ip nhrp ipsec IPSEC_VPN_HUB_1 static
ip nhrp dipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security 1ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security 1dipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit

KoHdpurypauyua Ha NO sepcum 1.40.4

tunnel gre 1
ip nhrp +dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp ipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit

tunnel gre 1
ip nhrp ipsec IPSEC_VPN_SPOKES dynamic
ip nhrp ipsec IPSEC_VPN_HUB_1 static
ip nhrp +dipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit

B cBA3n ¢ aTnm nepep, o6HoBeHeM ESR, paboTatowem B coctaBe DMVPN-o06naka, Heo6xogmmo:

1. O6HOBUTL MapLpyTr3aTopbl ESR B 06nake DMVPN Ha Bepcun 1.17.2 - 1.40.4.

2. MepeHacTtpoutb IPsec, ncnonb3yembiii B DMVPN 06/1ake, Ha TpaHCNOPTHbIV pexuM paboTbl Ha Tex ESR,
KoTopble He 6yayT o6HOBNEHbI Ha Bepcun 1.17.2 - 1.40.4.

3. MepeHactpoutb IPsec, ncnonb3yembiii B DMVPN 06/1ake, Ha TPaHCNOPTHbIV pexyM paboTbl Ha

060pyA0BaHMM CTOPOHHMUX NPOM3BOANTENEN.
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5.2.4 MoproToBKa KOHhurypayum npm o6HoBneHun ¢ sBepcuii 1.0.1 - 1.4.6

Mepep o6HOBReHMeM MO ¢ Bepcuid 1.0.1 - 1.4.x Ha Bepcuto 1.6.x - 1.40.4 He06X0AMMO Yy4ecTb U3MEHEHUS B
pexnmax paboTbl U3NYECKNX UHTEPCIENCOB.

[na cdomanyecknx nHTepelicos, HaunHas ¢ Bepcun MO 1.6.2, N0 yMOIYaHMIO PEXMUM MapLIpyTU3NPyeMoro

nopra:

interface gigabitethernet 1/0/1
mode routerport
exit

CoO0TBETCTBEHHO NMpy 06HOBNEHNM MO ¢ m3nUyeckrx NopToB BYAYT YAa/IEHbI PEXUMbI KOMMYTUPYEMOTO

nopTa, Hanpuwvep:

KoHdpurypauus Ha MO Bepcuii 1.0.1 - 1.4.x

interface gigabitethernet 1/0/1
description "WAN"
switchport mode trunk
switchport trunk allowed vlan add 150
exit
interface gigabitethernet 1/0/1.200
ip firewall disable
exit

interface gigabitethernet 1/0/1
description "WAN"
switchport forbidden default-vlan
switchport access vlan 10

exit

interface gigabitethernet 1/0/1.200
bridge-group 1

exit

KoHdpmrypauus Ha MO Bepcuii 1.6.2 - 1.40.4

interface gigabitethernet 1/0/1
description "WAN"

exit

interface gigabitethernet 1/0/1.200
ip firewall disable

exit

interface gigabitethernet 1/0/1
description "WAN"

exit

interface gigabitethernet 1/0/1.200
bridge-group 1

exit

5.2.5 MopgrotoBka K 3arpy3ke chaiiioB (MO 1 BTOPUUHOI0O 3arpy3umnka)

Mpw 3arpy3ke gaiizioB ¢ UCMNOSIb30BaHNEM CEPBEPOB YAASIEHHOIO KONMpoBaHus daiisioB He06X04MMO:

1. 3anycTnTb COOTBETCTBYHOLLMIA cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

2. CkonupoBaTb haiinbl MO 1 BTopuyHoro 3arpysuvka (<firmware-file> n <uboot-file>) B pa6ounii pasgen
cepBepa yaasieHHo 3arpy3ku goainnos. VMimeHa Heo6xoaMMbIX dainfioB B 3aBUCMMOCTY OT MOAE/N U
annapaTHO Bepcumn MapLipyTu3aTopa nepedncieHbl B pasgesne ®aiifbl, Mcnosb3yemblie

0151 OGHOBNEHNS.

3. O6ecneunTb IP-CBA3HOCTb MeXy 06HOB/IIEMbIM CEPBUCHBLIM MapLupyTu3atopom ESR 1 cepsepom
yZa/IEHHOT0 KOMMPOoBaHus haiiio (MapLLpyTU3aums).
4. O6ecneunTb paboTy NPOTOKONA YAANIEHHOIO KonMposaHusa mexay ESR n cepsepom yaaneHHoro

konupoBaHus thaiinos (NpomexyTouHble firewall).

5. Mpu HeoGxoaumocTy (ans NnpoTokonos ftp, sftp, scp, http, https) y3HaTk uMs nonb3oBaTens n naposb

L1 CKaumBaHus Heobxoaumoro gpaiina.
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Mpw 3arpy3ke MO c ucnons3osavnem USB/MMC-HocuTei1 HeO6X0ANMO:

1. Pazgen USB/MMC-HocuTens fo/mkeH 6biTb oTdhopmatnpoBaH B chopmate FAT32 unm exFAT
(noppepxmBaeTcs, HaumHas ¢ Bepcun MO 1.13.0).

2. CkonupoBaTb paiinbl MO 1 BTopuyHoro 3arpysuvka (<firmware-file> n <uboot-file>) B kopHeBoii pasgen
USB/MMC-Hocutens. MimeHa Heo6xoaumbIx ¢haifioB B 3aBMCMMOCTI OT MOAENN U annapaTHOl Bepcum
MapLupyTh3aTopa nepeyvncsieHsl B pasgene ®aisbl, ncrnonb3yemsle 4715 06HOBNEHUS.

3. Nogxntountb USB/MMC-HOCKTE/Ib B COOTBETCTBYIOLMIA C/IOT CEPBMCHOrO MapLupyTusartopa.

4. Onpefenntb MeTKy Toma nogkntoydeHHoro USB/MMC-HakonuTens.

5.2.6 3arpyska cpaiinoB MO n BTOopnuHoro 3arpy3uuka (<firmware-file> n <uboot-file>)

C ucnonb3oBaHMEM O4HOTO U3 NPOTOKOJIOB YAaJIEHHO 3arpy3ku (paitnos

3arpyska N0 no npoTtokony tftp

esr# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

esr# copy tftp://<tftp-server-ip>:/<uboot-file> system:boot-2

| kK kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

3arpyska MO no npoTtokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<firmware-file>
system: firmware

| o sk ko ok ko ok ko ok ko Kk kR k R kR ok Xk ok Rk ok ok xkokkkokkx | 100% (OB) Firmware updated successfully.

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<uboot-file>
system:boot-2

|******************************************| 100% (697kB) Bootloader updated
successfully.

3arpyska N0 no npoTtokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<firmware-file>
system: firmware

| XXk kkkkkkkkkkkkkkkXkkkkkkkkkkkkkkkxxxkkxxkx | 100% (0B) Firmware updated successfully.

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<uboot-file>
system:boot-2

| %K kkkkkkkkkk kK kkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.
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3arpyska N0 no npoToKoy scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<firmware-file>
system: firmware

| XXk kkkkkkokokkkkkkkkkkkkkkkkkkkkkkkkxxxxkxkx | 100% (0B) Firmware updated successfully.

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<uboot-file>
system:boot-2

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

3arpyska N0 no npotokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<firmware-file>
system: firmware

| %k kokkkkkkkkkx Xk kkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<uboot-file>
system:boot-2

|******************************************| 100% (697kB) Bootloader updated

successfully.

3arpy3ka NO no npoTtokony https

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<firmware-
file> system:firmware

| o sk ko ke ko ok ko ok ko ok ok Kok kK ko kR ok Xk ok Rk ok ok xkokkkok kx| 100% (OB) Firmware updated successfully.

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<uboot-file>
system:boot-2

| XXk kkkkkokkkkkkkkkkxkkkkkkkkkkkkkkkxxxxxxk* | 100% (69TkB) Bootloader updated
successfully.

o <tftp-server-ip> — IP-agpec ncnons3yemoro TFTP-cepBepa;

« <ftp-username> — nms nonb3oBarensa Ha FTP-cepBepe;

e <ftp-userpassword> — naposb nonb3oBaTtens Ha FTP-cepsepe;

o <ftp-server-ip> — IP-agpec ucnonb3yemoro FTP-cepBepa;

e <sftp-username> — ums nonb3oBaTtens Ha SFTP-cepBepe;

* <sftp-userpassword> — naponb nons3osartens Ha SFTP-cepsepe;
o <sftp-server-ip> — IP-agpec ncnonslyemoro SFTP-cepsepa;

e <scp-username> — M4 nonb3osartens Ha SCP-cepsepe;

e <ftp-userpassword> — naposb nonb3oBaTens Ha FTP-cepsepe;

e <scp-server-ip> — IP-agpec ncnons3yemoro SCP-cepBepa;

e <http-username> — umsa nonb3osarens Ha HTTP-cepsepe;

e <http-userpassword> — naposb nonb3oBartens Ha HTTP-cepsepe;
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e <http-server-ip> — IP-agpec ucnono3yemoro HTTP-cepBepa;

MpaBuna ncnonb3oaHus aiinos MO 1 BTopuyHoro 3arpysyrka (U-boot) ans pasnnyHbix mogeneii cum. B
pasgene MoaroToBka K 3arpyske dpaiinos (MO 1 BTOPUYHOTO 3arpy3ynka).

C ncnonb3oBaHnem USB/MMC-Hakonutens

1. OnpegenexHve MMeHn MeTK1 ToMa nogxntoveHHoro USB/MMC-HakonuTens.

Onpep,eneHme MMEHU MeTKU ToMma Ha USB-HakonuTtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OHPEAeHEHME MMeHU MeTKu ToMma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. KonnposaHue thaiina ¢ ncnonbdyemoro USB/MMC-Hakonutens:

Mpw BbINONHEHUN KOMaHS, konupoBaHus ¢ USB/MMC-HocuTesnein Heo6xoanmo BMeCTO nons
<USB_DISK> nnin <MMC_DISK> ncnonb3oBartb HacTosiLue METKU TOMa, onpeesieHHbIe Bbille.

3arpy3ka N0 c USB-HocuTens

esr# copy usb://<USB_DISK>:/<firmware-file> system:firmware

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully

esr# copy usb://<USB_DISK>:/<uboot-file> system:boot-2

|******************************************| 100% (697kB) Bootloader updated
successfully.
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3arpyska NO ¢ MMC-HocuTens

esr# copy mmc://<MMC_DISK>:/<firmware-file> system:firmware

| X xxkkkkkokokkkkkkkkkxkkkkkkkkkkkkkkkxxxxkxkx | 100% (73786kB) Firmware updated
successfully.

esr# copy ushbh://<MMC_DISK>:/<uboot-file> system:boot-2
| %K kkkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated

successfully.

e <USB_DISK> — nms pasgena Ha USB-HocuTene;
e <MMC_DISK> — ums pasgena Ha MMC-HocuTene.

5.2.7 Bbi6op o6pa3a MO 0GHOBNEHHOW Bepcun ansa cnepyrowein 3arpysku

Ha cepBu1CHbIX MapLupyTusaTopax ESR ogHoBpeMeHHO xpaHuTcs aBa o6pasa MO (image-1 1 image-2).

1. MpoBepuUTb cogepxmmoe 06pasoB MO 3arpyXeHHbIX HA CEPBUCHBI MapLUpyTM3aTop:

esr# show bootvar

Image Version Date Status After reboot
1 1.40.4 build 2026-06-16 10:45:19 Not Active
10[7e4d3486f1]
2 1.37.4 build 2025-12-03 14:22:46 Active *
2[4b06f2c798]

Mpwu 3arpyske chainna MO B pasaen system:firmware 3arpy3ka ocyLLecTBNSAETCA BCErga B HEAKTUBHbIN B
[AaHHbIA MOMEHT pasgern.

2. BbiGpatb pasgen, cogepxatuii MO 06HOBNEHHOI BEPCHM B KAUECTBE 3arpy304HOro:

Bbi6op pasgena MO gnsa 3arpysku

esr# boot system image-1
Do you really want to set boot system image? (y/N): y
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3. MNpoBepuTb, UTO 06pa3, cogepxawymii MO 06HOBMEHHOW BEPCUK, BbIOPaH ANS 3arpy3Ku:

esr# show bootvar

Image Version Date Status After reboot
1 1.40.4 build 2026-06-16 10:45:19 Not Active *
10[7e4d3486f1]
2 1.37.4 build 2025-12-03 14:22:46 Active
2[4b06f2c798]

© npu nepexope ¢ 6onee Hogoit Bepcun MO Ha Gonee cTapyto (downgrade) BeposTHa cUTyaLms, Koraa
6onee cTapas Bepcusi MO He CMOXEeT NPUMEHUTL KOHPUTYypaLMio, COXpaHeHHyto B 60/1ee HOBO
Bepcumn. B pesynbTaTe kKoHUrypauvs 6yaeT yTepsiHa, 1 CEPBUCHbIN MapLupyTuzaTop ESR 3arpysutcs
C NycToVi KoHdpurypauyeid. Mpu NycToi KoHgMrypauum K MapLipyTM3aTopy MOXHO NOAK/IUNTLCS
TO/NbKO MCMO/b3Ysi KOHCO/IbHOE NOAK/I0UYEHME U NIOTUH/Naposb No yMonyaHuio (admin/password).

5.2.8 TMepes3arpyska cepBUCHOro Maplipytusaropa

Mepesarpy3nTb CEPBUCHbIM MapLUpyT13aTop NPU NOMOLLY KOMaH/bI:

Mepes3arpy3ka mapwipyTtusaropa B CLI ocHoBHoro O

esr# reload system

Do you really want to reload system ? (y/N): vy

5.3 OG6HoBneHue MO c Bepcuu 1.4.3 (gna ESR-1500/1511 1.8.6) n 60nee paHHUX Ha
NPOMEXYTOUYHYI0 BEPCULO

Mpn 06HOBNEHUM C 6osiee paHHMX Bepcuin MO Habop NPOTOKOI0B yAasleHHOro KonnposaHus daiinos
N TUMNbI TOK&UTbHO NOAKNKYAEMbIX HAKONUTENeNn MOryT OT/INYaTLCS.

Tabnuua mogeneit n sepcuin MO, Tpebyrowmx 06HOBAEHNST Yepe3 NPOMEXYTOYHYIO BEPCUIO:

Mopenb Bepcusa NO
ESR-10 1.0.1-1.43
ESR-12V 1.0.1-1.43
ESR-12VF 1.0.1-1.43
ESR-100 1.0.1-1.43
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Mogenb Bepcusa NO
ESR-200 1.0.1-1.4.3
ESR-1500 1.0.1-1.8.6

Mpn 06HOBAEHMN MO Ha CEPBUCHBIX MapLLpyTU3aTopax Moaenei n sepcuii MO, nepeyvmcneHHblx B Tabnuue
Bbile, MO HOBOW Bepcun He ByaeT 3arpyaTbCs, BblaBas oLMOKy Buaa:

esr-12vf# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| XXk kkkkkkkokkkkkkkkXkkkkkkkkkkkkkkkkxxxkxxx | 100% (71907kB) Unsupported board.

Mpob6nema 06bSICHSIETCA TEM, 4TO B Bepcumsix 1.6.0 (gns ESR-10/12V/12VF/100/200) n 1.9.0 (ans
ESR-1500/1511) npon3owsno cnusiine o6pasos MO 1 3arpy3unkoB A1 MOAesein CepPBUCHbIX
MapLLPYTM3aTOPOB CXOXMX annapaTHbIX naaTgopm.

[nsa o6HoBNEeHNs O cepBUCHbIX MapLLPYTU3aTOPOB C BEPCUIA, NEPEUNCTIEHHbIX B TabNMLE BbILLE,
Heob6XxoAMMO NepBoHaYasIbHO 06HOBUTL MO Ha MPOMEXYTOUHYIO Bepcuto. Mpn 3TOM 3arpy3vmku 06HOBNATL
HEeT HeobXoAUMOCTMW.

Mpouecc 06HOBNEHNST BYAET MAEHTUYHbLIM OnncaHHOMY B pasgesnie O6HoseHune MO ¢ Bepeuid 1.17.2-1.24.9,
HO CO cnefylwnuMm OTINYUAMM:

e B kauecTBe firmware-thaiiioB npu 3arpy3ke Heo6Xo4MMO MCNoNb30BaTh CrieAyoLLneE:
e na ESR-10 - esr10-1.4.4-build8.firmware;
e Ana ESR-12V - esr12v-1.4.4-build5.firmware;
e 1ns ESR-12VF - esr10vf-1.4.4-build5.firmware;
e na ESR-100 - esr100-1.4.4-build4.firmware;
e na ESR-200 - esr200-1.4.4-build5.firmware;
e ina ESR-1500 - esr1500-1.8.7-build4.firmware.
e Ecnn Tekywas Bepcus INO Ha cepBMCHOM MapLupyTmusartope B guanasoHe 1.0.1-1.1.0, To BMecTO
pasgena "system:firmware" Heo6xoaumo ncnonb3oBaTb 0603HaYeHNe pasaena fs://firmware.

Mocne 0GHOBEHUSI HA MPOMEXYTOUHYH Bepcuto MO HEOGXOAMMO YOeaUTLCS, YTO OGHOB/IEHNE NPOLLSIO
ycnewHo. [Janee Heob6xoaMmo 06HoBUTL MO cornacHo npoueaype, onucaHHoi B pasgene O6HoseHne MO ¢
Bepcuii 1.4.4-1.14.5 (anst ESR-1500/1511 1.8.7-1.14.5).
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6 O6HoBneHne MO Ha ESR-1000 ¢ Bepcumn 1.0.1-1.0.6

Mpwn o6HoBNeHMN ESR-1000 1 Bepcun 1.0.6 1 paHee HYXXHO yuMTbiBaTb BEPCUIO NEPBMYHOTIO 3arpy3sumka (X-
Loader). OnpegennTb Tekyluyto Bepcuto X-loader cnoco6om, onucaHHbIM B pasgesnie "OnpeaeneHune Tekyllei
Bepcun MO un Bepcum nepeuyHoro (X-Loader) n BTopuyHoro (U-boot) 3arpy3unkoB B BbIBOAE KOHCOJIbHOIO
nHTepdeiica npu 3arpyske CEpBMCHOrO MapLupyTmsaropa’.

Ecnu Tekywwas Bepcus X-Loader 1.0.5 nnn 6onee paHHsisi, 06HOB/IEHNE BO3MOXHO TO/IbKO C UCMO/Ib30BaHUEM
CLI BTopuyHoro 3arpy3unka (U-boot):

1. OTKNOUMTL Kabenu ot Bcex nHTepdericos ESR-1000.
2. B nHtepdpeiic gi 1/0/1 nogxntoumnTs MK ¢ ycTaHOBNEHHbIM tftp-cepBepom.
3. B pabouem katasore tftp-cepBepa co3gaTtb nogkatanor ¢ umeHem "esr1000".
4. B nogkatanor ¢ umexHeM "esr1000" ckonnposatb haiisbl, onucaHHble Ans ESR-1000 B pasgene daiinbl,
Mcrnosib3yemsle 4515 0OHOBNEHNSA U NePeNUMEHOBbIBas UX:
e chaiin <firmware-file> nepermeHoBarts B firmware;
e chaiin <uboot-file> nepenmeHoBaTh B U-boot.bin;
e chaiin <xload-file>, Heo6xoanMMbIi Ansi cooTBeTCTBYHOLLE HW-Bepcumn mapLipyTm3aTopa,
nepemmMeHoBartb B xload.bin;
5. MopaxnounTbLCA K cepBUCHOMY MapLupyTmsaTopy ESR, ncnosb3ys KOHCO/bHBIA MHTepdelic Ha N1LEBON
naHenu mapLupytmsatopa (Console). MapameTpbl MHTEpPeiica RS-232 Ha MK:
e CkopocTb: 115200 6ut/c
e BuTbl AaHHbIX: 8 6GUT
e YeTHOCTbL: HeT
e CTonosble 6UTbI: 1
e YnpassieHne NoToKOM: HeT
6. Mepe3arpy3ntb MapLIpyTM3aTop OAHUM 13 CleayoLmx cnocobos:
e OTKIOUATB U BKIKOYUTL NUTaHNe. IHTepBan Mexay OTK/II0YEHMEM W BK/IKOYEHMEM A0/DKEH
coCTaBUTb He MeHee 20 cekyHA,
e KpaTkoBpeMeHHO HaxaTb DYHKLMOHaUTbHYIO KHOMKY F Ha NvueBol naHesim mapLipytmsaropa.
e BbinonHutb komaHay reload system B CLI ocHoBHOro NO MapLipyTusatopa.

Mepesarpy3ka npu noMoLym KoMaHAbl B CLI ocHoBHoro MO

esr# reload system
Do you really want to reload system ? (y/N): vy

7. Mocne nosiBNeHns cooblieHns BUaa:

Temp: MAX6657 temperature (int) 38 C
Temp: MAX6657 temperature (ext) 64 C
Temp: LM75/0 temperature (PHYs 1G) 33 C
Temp: LM75/1 temperature (SFP+ 10G) 31 C
Temp: LM75/2 temperature (Switch) 43 C
Hit any key to stop autoboot: 0

HaxaTb knasuwy "Esc".
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8. B nosisuBwemcsi CLI BTopuuHoro 3arpy3unka (U-boot) HacTpouTs IP-napameTpbl B3aMMoAeCTBUS C
NnoAK/tYEeHHbIM T1K:

HasHauuTb IP-agpec Ha cam MapLupyTU3aTop

BRCM.XLP316Lite Rev B2.u-boot# setenv ipaddr 192.0.2.1

YkasaTthb IP-agpec, Ha3HaY€HHbI1 Ha UHTepdpeiice, NOAKNIOUEHHOM K gil/0/1 maplupyTusaTtopa

BRCM.XLP316Lite Rev B2.u-boot# setenv serverip 192.0.2.2

@ IP-agpeca MK 1 MapLLpyTM3aTOpa MOTYT OT/IMYATLCS OT NPUBEAEHHBIX B MPUMEPE BhbILLE, HO
OOJ/DKHbI BbITb U3 OAHON/24-noAceTw.

9. 3arpysuTb haiinbl nepeuyHoro (X-Loader) n BTopuuHoro (U-boot) 3arpy3urkos 1 ocHoBHoro IMO:
3arpyska BTOpUUYHOro 3arpysuuka (U-boot)

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_uboot

Using nae-0-1 device

TFTP from server 192.0.2.2; our IP address is 192.0.2.1

Filename 'esrl®00/u-boot.bin'.

Load address: 0xa800000078020000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HHHHAAAHHHHHHH A AR AR R HH A A AR H AR AR H SRR AR R
done

Bytes transferred = 981776 (efbl0® hex)

SF: Detected MX25L12805D withpagesize 256, total 16777216 bytes
0x4000 KiB MX25L12805D at 0:0 isnowcurrentdevice

U-Boot update OK

38



ESR-Series. PykoBoACTBO N0 06HOBeHM0 MO, Bepcus 1.40.4

3arpy3ka nepBUYHOrO 3arpy3suuka (X-Loader)

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_xload

Using nae-0-1 device

TFTP from server 192.0.2.2; our IP address is 192.0.2.1

Filename 'esrl1l000/xload.bin'.

Load address: 0xa800000078000000

Loading: Tftp Start: Tftp Timeout Msecs = 10000, Tftp Timeout Count Max = 6
HHHHHHHHH

done

1. Bytes transferred = 123096 (1e0@d8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
Ox4000 KiB MX25L12805D at 0:0 is now current device

X-Loader update OK

3arpyska ocHoBHoro MO

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_imagel

Using nae-0-1 device

TFTP fromserver 115.0.0.10; our IP address is 115.0.0.1

Filename 'esrl@00/firmware'.

Load address: 0xa800000060000000

Loading: Tftp Start:Tftp Timeout Msecs = 10000, Tftp Timeout Count Max =
CHHHHAAHHHHHHHHHHAHHHHHHHH AR AHHHHHHH AR AR HHHH SRR R H B SRR R H S

HAHAHAHAAH AR H AR H AR H AR H AR H AR R 1A

done
Bytes transferred = 59767378 (38ffa52 hex)
Device 0: MT29F8GO8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Erasingat Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size 0x6400000
104857600 bytes written: OK

Firmware update OK

10. Yka3aTb NepBblii 06pa3 Ansi 3arpysku:

BRCM.XLP316Lite Rev B2.u-boot# run set_bootpart_1
SF: Detected MX25L12805D with page size 256, total 16777216 bytes
0x4000 KiB MX25L12805D at 0:0 is now current device

11. MNMepesarpy3ntb MapLUPyTU3aTOP, OTKHOUYMB N BKIHOUMB NUTaHWE. VIHTepBa Mexay OTK/IHOUYEHVEM U
BK/THOYEHVEM [OJ/DKEH COCTaBUTbL He MeHee 20 cekyHz,
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TEXHNYECKAA NMOAOEPXKA

[nsa nonyyeHnss TeXxHMYECKol KOHCYIbTaumm No Bonpocam akcnsyaraumm obopygosaHms OO0
«Mpegnpusatue «3NTTEKC» Bbl MOXeTe 06paTuTbcs B CepBUCHbIN LEHTP KOMNAHWK:

dopma obpaTtHo cBA3M Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochmumanbHOM calite KoMNaHMM Bbl MOXETe HalTU TEXHUYECKYIO JOKYMEHTaLMo 1

nporpaMmmMmHoe obecneveHue ana npoaykumm OO0 «MpeanpuaTtne «/ITEKC», obpatutbcs K 6ase
3HaHWi, OCTaBUTb MHTEPAKTUBHYHO 3a5BKY:

OdmuymansHbIn cant komnanuu: https://eltex-co.ru
Ba3sa 3HaHwuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://servicedesk.eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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