KoHTposiiepbl 6ecnpoBoHOro JocTyna
WLC-15, WLC-30, WLC-3200, WLC-3250, WLC-3350, vWLC

Troubleshooting guide
Bepcua MO 1.36.3

I —— @ cltex.ru



WLC Troubleshooting Guide

CopepxaHue

T Touka gocTtyna He PErMCTPUPYETCA HA KOHTPOSITEPE . .uvvireeeeerreeeeeitreeeeesereeeessssrreeeessssrsesessssseeeessnseeens 4

1.1 Touka goctyna He perncTpupyeTcs Ha KOHTponnepe ¢ ownokoii: AP enter to Failed state, desc:
‘data-tunnel:status=can-not-Create-tUNNEL'..............coiiiioieiii e 5

1.2 Touka A4oCTyna He perucTpmpyeTcs Ha KOHTpos/iepe ¢ olwmnbkoit: no firmware image for upgrade....5

1.3 Touka AocTyna He perucTpupyrTCsl Ha KOHTpoepe ¢ owmnbKoit: authentication error: failed to

[o70] o1 g LT o AN PSSR 5
1.4 Touka gocTyna He perncTpupyeTcs Ha KOHTponnepe ¢ ownokoii: AP enter to Failed state, desc:

"COA TIMEOUT EXPIFEA ...ttt ettt e e e et e et e e teeeteeeaaeeteeeaseeeteeenseeeteeenreeeanas 6
1.5 Touka goctyna He perncTpupyeTcsa Ha KOHTPOosI/Iepe C LMK/IMYHOM CMEHOM CTaTycoB B Sservice-

= Lo § 1= o] PSS 7
2 KnueHT He nosyyaeT agpec NP NOAKTHUYEHUN K TOUKE LOCTYIIA . cccuuieueerieeeeeareeneeeaeeesneeeseesneeenneennns 9
2.1 KnneHT He nonyyaeT agpec Npu NOAKMYEHUN K Touke gocTyna — cxema ¢ SoftGRE-TyHHensamu .....9
2.2 KnneHT He nonyyaeT ajpec Npu NOAKIYEHMN K TOUKe gocTyna — cxema Local switching.............. 11
2.3 KnneHT He nonyvaet agpec npu NoAKYEHUN K TOUKe AocTyna — cxema 6e3 GRE-

TYHHEITUPOBEAHUIS . .....eeeeiiiiiieeeeeiieeeeeeetteeeeesettaeeeeseaseeeesasssaeesassesseeasssssssessasssssseesasssseessassssasessssssseeessssrenes 12
3 Owwubka ceptudmkatos: error — certificate isnotyet valid ..., 15

4 He paboTatoT QIUINUECKNE NHTEPMIEIMCDHL. ...c.uviieeriieeireeeeiie ettt e et et e et eeeaveeesate e e eeteeeetaeeenneeeenens 16



WLC Troubleshooting Guide

+ Touka gocTyna He PerucTpupyeTcst Ha KOHTposiepe
+ Touka fOCTyna He pPerncTpmpyeTcsa Ha KOHTposiiepe ¢ owmnbkoii: AP enter to Failed state, desc:
‘data-tunnel:status=can-not-create-tunnel’
« Touka focTyna He PerMcTpupyeTcst Ha KOHTPOsepe ¢ owwKn6Koii: no firmware image for upgrade
+ Touyka fOCTyna He PeErMcTPUpPYOTCA Ha KOHTpoepe ¢ ownbkoli: authentication error: failed to
connect AP
+ Touka fOCTyna He pPerncTpmpyeTcsa Ha KOHTposiiepe ¢ owmnbkoii: AP enter to Failed state, desc:
'‘CoA timeout expired
+ Touka gocTyna He PerMcTpUpPyeTcst Ha KOHTPOJIIEPE C UMK/IMYHO CMEHO CTaTyCcoB B Service-
activator
« KNnMeHT He nony4vaeTt agpec npu NOAKIOYEHMN K TOUKE AOCTyna
« KNnneHT He nonyyaeTt agpec npu NOAKMOYEHMMN K TOUKe AocTyna — cxema ¢ SoftGRE-TyHHenamum
« KnneHT He nonyyaeTt agpec npu NOAKMOYEHMM K TOUKe AocTyna — cxema Local switching
« KnneHT He nonyyaeTt agpec npu NOAKMOYEHMMN K TOUKE AocTyna — cxema 6e3 GRE-
TYHHENIMPOBaHMS
+ Owwubka ceptudmkartos: error — certificate is not yet valid
+ He pab6oTatoT dpmsmnyeckmne nHTepgericsl

A\ UT06bI NOBBLICUTL TOYHOCTH ANArHOCTUKM, PEKOMEH/IYETCS BpEMEHHO OTK/ouarth firewall Ha Bcex
nHTepdecax. s atoro ncnonb3yite komaHay ip firewall disable Ha kaxxgom nHTepdeiice.
TpabnwyTtuHr npasun firewall He GyaeT onucbIBaTbCA B paMKax AaHHOro pasgena.

HaunHas c Bepcum 1.36.1 firewall MOXHO OTKOUNTL F106A/TLHO:

wlc-30(config)# ip firewall disable
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1 Touka AOCTyna He PerucTpupyeTcsl Ha KOHTponnepe

MocmoTpeTb CcTaTyc 1 APYryro MHhopMaL Mo 0 BCEX TOUKaxX A0CTyNna, 06CAY)XMBaEMbIX KOHTPOI/1IEPOM, MOXHO
c nomoLubto kKomaHabl show wlc ap all.

wlc# show wlc ap all

MAC address Status IP address SW version Hostname
Ap-location Uptime Clients

(2g/5g/6g/all)

68:13:e€2:35:€9:d0 Active 192.168.1.2 2.9.0 build 842 WEP-30L
default-location 02,22:53:42 0/0/-/0

cc:9d:a2:¢c2:96:c0 Active 192.168.1.5 1.15.0 build 42 WEP-3ax
default-location 00,18:53:00 0/0/-/0

OnuvcaHune cTaTycoB:

Active — Touka gocTtyna nofk/oyeHa, CKoHUrypmpoBaHa n HaxoguTcsa B paboTe;

Failed — B npouecce paboTbl TOUKM AocTyna 4To-To nowwsio He Tak, NETCONF-coegmHeHve npu aTom
MOXET NPUCYTCTBOBATb;

Applying cfg — NETCONF-coeavHeH/e yCTaHOBIEHO 1 TOYKA B AAHHbIA MOMEHT NPUMEHSIET
KOHoUrypauumio, CreHepmpoBaHHY KOHTPO/1EPOM,;

Cfg Failed — koHurypauusa anst TO4kM AoCTyna NnpegocTaB/ieHa ¢ olmoKamu. NoapobHee MOXHO
NOCMOTPETb KoMmaHgo show wlc configuration warnings;

Ready — Touka goCTyna COAepXUT akTyaslbHYyH BEPCUIO MPOrpaMMHOro obecneyeHuns, yctaHoBuna
naposb U3 KoHdurypaumm un rotosa K yctaHossieHnto NETCONF-coegnHeHns, oxxmnaaeT noAgk/IoueHnsa co
CTOPOHbI KOHTPOJ/IEPE;

Rebooting — Touka goctyna nepesarpyxaeTcs no 3anpocy aiMMHUCTPaTopa;

Reconnecting — Touka goctyna npekpatunia NETCONF-coeanHeHne v NbiTaeTca CHOBa MOAK/IOUNTBLCS;
Registering — Touka gocTyna npoLuna pernctpauumio 1 nosyvmna ceptuukar;

Sandboxed — NETCONF-coegunHeHne yctaHoBneHo, HO Ha WLC HeT KoHdourypaumm ans AaHHON TOUKY;
Updating creds — Touka goctyna o6HoBnsieT naposib, NETCONF-coegnHeHne pa3opBaHo;

Upgrading FW - Touka gocTtyna 06HOB/SIET NPOrpaMMHoe obecrneyeHue;

Pre-configured — Touka gocTyna npucyTCTBYET B KOHGpMrypaumm, HO He Ha YCTPOIACTBE;

Lost — Touka goctyna oTkaoyeHa uav go Hee notepsH goctyn, NETCONF-coegmHeHne oTcyTcTByerT.

Heo6xoaymo 06s13aTe/IbHO CUHXPOHU3MPOBATb BPEMSI Ha KOHTPOJ/IIEPE 1 TOUYKax JOCTyna, T. K.
KOpPEeKTHOe BPeMsi MO3BO/ISIET NPONTU NPOBEPKY BA/IMAHOCTM CEPTUIMKATOB.

[lns KOPPEKTHOW perncrTpauum To4ek AocTyna Ha KOHTposisiepe TpebyeTcsl CUHXPOHM3aUns BpeMEHN.
HacTtpoiite NTP-cepBep, UTo6bl KOHTPO/I/IEP NOSYUW aKTyaslbHOe BPEMS OT BbiLLeCTosilero cepeepa (npuvep
HacTpoVikv NnpeacTaBneH B pasgene Hactpoiika NTP-cepeepa). 3aTeM ykaxuTe afpec KOHTposiepa B
kauectBe NTP-cepBepa gnsi Touek goctyna B 42 onuum DHCP (nprMep HacTpoiiku NpefAcTaBneH B pasaene
HacTpoiika DHCP-cepBepa), UTo6bl TOUKM AOCTYMNA TakKe CMOI/IN NOMYYUTb aKTyaslbHOE BPEMSI.
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1.1 Touka gocTtyna He pPerucTpMpyeTcs Ha KOHTposepe ¢ ownokoii: AP enter to Failed state,
desc: 'data-tunnel:status=can-not-create-tunnel'

1. MpoBepbTe, uTo radius-server local Bk/ItoUeH.

wlc# show running-config radius-server local

radius-server local
virtual-server default
enable
exit
enable
exit

2. Kntou B host nonxeH coBnagatb ¢ kn4oM, ykazaHHbiM Ans nas local B radius-server local. 3ta cBsizka
ob6sa3artesibHa A1l NOAHATUSA TYHHENen.

wlc# show running-config aaa

radius-server local
nas local
key ascii-text encrypted 8CB5107EA7005AFF
network 127.0.0.1/32
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text encrypted 8CB5107EA7O05AFF
exit

3. Mocne ycTpaHeHusi Npo6rieM nepepeructpupyiite T/ Ha KOHTponepe:

wlc# renew wlc ap failed

1.2 Touka gocTyna He permcTtpupyetcs Ha KOHTposnsepe ¢ own6koii: no firmware image for
upgrade

Bepcus T/ He coBMmecTMMa C BepCUen KOHTponepa, Noatomy T/, He MOXET MPONTUN perncTpaumio.
Heobxoammo 3arpy3nTb MO Touek AoCcTyna Ha KOHTposep Asst Ux 06HoBNeHNs (KoMaHbl A5 0GHOBEHNS
ToYek A0CTyna npeacTas/ieHbl B pasaene O6HOBNEHME ToUek A0cTyna). MpocMoTpeTb MHhopmaLuio o
MUHUMaJ/TbHOI nogaepxvsaemoi sepcun MO 0N KaxK40 MOAeny TOYKM A0CTYNa, a Takke 0 3arpyXXeHHbIX Ha
KOHTposiniepe akTyasbHbix darinax MO T MOXHO KOMaHAOM:

wlc# show wlc ap firmware

1.3 Touka gocTyna He PermcTpupyroTcs Ha KOHTposnepe ¢ owunokoii: authentication error: failed
to connect AP

1. MpoBepbTe, Nonyunna Nn Touka goctyna agpec.

2. MpoBepbTe KOppeKTHoe HanucaHue 43 onumn 15 nogonuuun B KoHdurypauun DHCP-cepeepa, He06XxoANMOli
[N TOro, YTOObI TOUKA AOCTyNna aBToOMaTnyecky NpuLLIIa Ha KOHTPOosIep 1 BKIKoYUIack B paboTy nog ero
ynpasnexHvem. Onuus coagepxmut HTTPS URL koHTponnepa, nmeet Bua https://192.168.1.1:8043/ n He aonmxHa


https://docs.eltex-co.ru/pages/viewpage.action?pageId=690195454
https://192.168.1.1:8043/

WLC Troubleshooting Guide
cogepxatb Npobesibl N apyrne AUWHNE CUMBOSIbI.

wlc# show running-config dhcp server pool ap-pool

vendor-specific
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

3. Ecnu B 6n10ke ip-pool HacTpoeHa noaceTb, 0T/iMyHas ot gedonTtHoro 3HadveHus 0.0.0.0/0, ybegutecs, UTo
T/ BXOAAT B CMCOK paspeLueHHbIX IP-agpecos.

wlc# show running-config wlc ip-pool default-ip-pool

ip-pool default-ip-pool
description "default-ip-pool"
ap-location default-location
network 0.0.0.0/0

1.4 TouKka gocTtyna He perucTpMpyeTcs Ha KOHTposiepe ¢ ownokoii: AP enter to Failed state,
desc: 'CoA timeout expired

1. Y6eguTech, UTo ToUku goctyna nonydatot 42 onuuio DHCP ¢ agpecom NTP-cepBepa 1 Ha HUX akTyasibHoe
Bpems.

WEP-200L(root):/# date
Mon Aug 11 14:35:31 WIT 2025

2. MNpoBepsbTe, UTo B softgre-controller B kauecTBe nas-ip-address ykazaHo 127.0.0.1.

wlc# show running-config softgre-controller

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit

3. [na opraHnsauumn TyHHeNa Tovka AocTtyna—KoHTponsnep, Tpedyetrca RADIUS-aBTopmsaumna Ha KOHTposiiepe.
OHa He npokcupyeTtcst Ha BHelwHuiA RADIUS, noatomy B 6510ke npodmnns "aaa radius-profile default_radius”
napameTp "radius-server host" gomkeH 6bITb "127.0.0.1". Y6eanTech, 4TO AaHHbIN 610K HACTPOEH BEPHO.

wlc# show running-config aaa

radius-server host 127.0.0.1

key ascii-text encrypted 8CB5107EA7005AFF
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit
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1.5 Touka goctyna He PerucTpMpyeTcsa Ha KOHTPOJIIepe C LMKANYHOI CMEeHO cTaTycoB B
service-activator

1. Ansa gnarHoctmpoBaHusa Npobaembl MPoBepLTE XypHas Touek gocTtyna Ha koHTponnepe WLC: umknuyeckas
CMeHa CTaTyCcoB B service-activator yka3blBaeT Ha NpobsieMy NoAK/IHYEeHNS.

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: start tracking AP with path [/
wait/ap]'

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: connection path /register/ap,
valid AP json'

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: authenticating'
2026-04-10T10:55:18+07:00 AP Oc:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: auto authenticate
enabled'

2026-04-10T10:55:18+07:00 AP 0c:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: AP removed from
unauthorized'

2026-04-10T10:55:18+07:00 AP Oc:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: remove from tracking'
2026-04-10T10:55:19+07:00 AP 0c:ee:20:00:10:40 status registering, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: connection path /
register/ap, valid AP json'

2026-04-10T10:55:19+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: start tracking AP with path [/
wait/ap]'

MpoBepbTe syslog.log Ha ToOYKax AocTyna. [18 3TOro MOXHO NOAKIYMTLCS K Held No ssh 1 npoBepuTb
Hanmumne olmnboK SSL-coeanHeHWs], CBUAETENbCTBYIOLLIMX O C60e NpU YyCTaHOB/IEHUN COeANHEHNS C
KOHTPO/1/1ePOM.

2. Y3HaiiTe BblaaHHbIn Touke aoctyna IP-aapec ¢ nomoulbio komaHabl show wlc service-activator aps.

wlc# show wlc service-activator aps

MAC address Status IP address Board type SW version HW
version Serial number

0c:ee:20:00:10:40 Join-auto 192.168.1.2 WEP-550K 1.3.0 build 99 1v2
WP6100006031

3. Nepeligute no ssh Ha Touky gocTyna (naponb nNo ymonyaHuto — admin/password) 1 BOCMob3ynTech
KomaHzoli monitoring events.
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wlc# ssh admin 192.168.1.2
admin@l92.168.1.2"'s password:

WEP
Apr
192
Apr

-550K(root) : /# monitoring events

10 03:43:41 WEP-550K daemon.info WLC-SA[10709]: Successfully connected to https://
.168.1.1:8043/ott/register/ap
10 03:43:41 WEP-550K daemon.info WLC-SA[10709]: Received SA_SERVER_CODE_AUTH_REQUIRED from

https://192.168.1.1:8043

Apr
192
Apr
the
Apr
Apr

10 03:43:42 WEP-550K daemon.info WLC-SA[10720]: Successfully connected to https://
.168.1.1:8043/ott/wait/ap

10 03:43:42 WEP-550K daemon.info SA_SERVER[10719]: 192.168.1.1 successfully connected to
SA Server

10 03:43:42 WEP-550K daemon.info SA_SERVER[10719]: Received a certificate from 192.168.1.1
10 03:43:43 WEP-550K daemon.err WLC-SA[10739]: Connection to https://192.168.1.1:8044/ott/

register/ap failed SSL connect error: error:1416F086:SSL
routines:tls_process_server_certificate:certificate verify failed, reason: Hostname mismatch

Hanunuune owmnobkn

failed SSL connect error: error:1416F086:SSL
routines:tls_process_server_certificate:certificate verify failed, reason: Hostname
mismatch

CUrHa/IM3npyeT o HecoBnageHun agpecos B 43 onuun 15 nogonuun DHCP-cepsepa v outside-address
B 6/10ke KoHurypauum wic.

4. MNMpoBepbTe KOppekTHoe HanucaHme 43 onuun 15 nogonuun B KoHdurypauumn DHCP-cepBepa, Heobxoanmoli
018 TOro, YToObl TOUKA AOCTyNna aBToMaTMyecky NpuLLIIa Ha KOHTPOosIIep 1 BKIKOYMAack B paboTy nog ero
ynpasnexHvemM. Onuus cogepxut HTTPS URL koHTponnepa, nveet sBug https://192.168.1.1:8043/ n He
O0/DKHa cogepxaTb Npobesbl unn gpyrue NnHNe CUMBO/IbI.

wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.2-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 dip-address 192.168.1.1
vendor-specific

suboption 12 ascii-text "192.168.1.1"
suboption 15 ascii-text "https://192.168.1.1:8043" <-———————————————————————

exit
exit

5. Y6epguTech, UTo napameTp outside-address B KOHQurypaumm WLC coBnagaeTt ¢ agpecom, ykazaHHbIM B 43
onummn 15 nogonumn DHCP-cepBepa. TO/IbKO Npy 3TOM YCNOBMM TOYKA AOCTYNa CMOXET KOPPEKTHO
3aperncTpmpoBaTbCs Ha KOHTposIepe.

wlc# sh running-config wlc

wlc

outside-address 192.168.1.1
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2 KuneHT He nostiyda€eT agpec npn NnogkNro4YeHn K To4ke A0CTyNna

2.1 KnueHT He nony4aeT agpec npu NnoaxksloyeHun K Touke goctyna — cxema ¢ SoftGRE-
TYHHENAMMU

1. MpoBepbTe, YTO NToKaUMsa paboTaeT B peXxume TyHHENMPOBaHNs. [Lo/mKeH ObiTb BK/IHOYEH pexnm mode
tunnel:

wlc# show running-config wlc ap-location default-location

ap-location default-location
description "default-location"
mode tunnel
ap-profile default-ap
airtune-profile default_airtune
ssid-profile default-ssid
exit

2. MpoBepbTe 6/10K HacTpoek ssid-profile. B Hem ponxeH 6biTb kKnneHTcknii VLAN B komaHzae vilan-id.

wlc# show running-config wlc ssid-profile

ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

3. MpoBepbTe 6/10K HacTpoek softgre-controller. B Hem gonkeH 6bITb knneHTcknii VLAN B KomaHze service-
vlan.

wlc# show running-config softgre-controller

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit
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4. MpoBepkTe, BK/OYEH N1 hyHKLMOHAN aBToMaTnyeckoro noaHaTus SoftGRE-TyHHenel:

wlc# show running-config tunnels

tunnel softgre 1
mode data
local address 192.168.1.1
default-profile
enable
exit

5. MpoBepsbTe, uTo 12 Nnogonumsa 43 onuun, Heobxoanmasn ansa noctpoennst SoftGRE data-TyHHenewn, 3agaHa
KOPPEKTHO: HEe AO/MKHO 6bITb NPO6ENoB, TOYEK 1 APYrX CUMBO/IOB.

wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.2-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 ip-address 192.168.1.1
vendor-specific

suboption 12 ascii-text "192.168.1.1" {mmmmmmm oo
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

exit
6. Yoeautech, UTO co3faH 6puapk 415 TepMUHALIMM KITMEHTCKOro Tpadmka 1 ykasaH nosb3oBatesibekuii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
mtu 1458
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

7. MpoBepkTe, uTo NapameTp force-up, HasHaueH Ans vlan ¢ NoNbL30BaTENLCKUM TPAUKOM.

wlc# show running-config vlans
vlan 3
force-up {mmmmm e
exit
vlan 2
exit

10
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8. Y6eauTecs, 4To 6puaK A5 TepMUHALIMN KITMEHTCKOTO Tpadovka B COCTOSIHUN Up.

wlc# show interfaces status

Interface Admin Link MTU MAC address Last change Mode
State State (d,h:m:s)

gil/o/1 Up Up 1500 90:54:b7:3a:35:21 00,03:47:21
switchport

gil/o/2 Up Down 1500 90:54:b7:3a:35:22 03,17:28:58
routerport

gil/o/3 Up Up 1500 90:54:b7:3a:35:23 00,01:29:28
switchport

gil/o/4 Up Down 1500 90:54:b7:3a:35:24 ©3,17:28:58
routerport

gil/0/5 Up Down 1500 90:54:b7:3a:35:25 ©3,17:28:58
routerport

gil/0/6 Up Down 1500 90:54:b7:3a:35:26 ©3,17:28:58
routerport

bri Up Up 1500 90:54:b7:3a:35:20 00,03:47:18
routerport

br2 Up Up 1500 90:54:b7:3a:35:20 00,03:47:18
routerport

br3 Up Up 1458 90:54:b7:3a:35:20 03,17:28:48

routerport oo e e e e

2.2 KnueHT He nonyyaeT agpec Npu NoAK/IAYEeHUN K ToUKe gocTtyna — cxema Local switching

Local switching — pexxum VAP ans Touek goctyna Eltex, kotopblii paboTaeT TonbKo B cxeme ¢ GRE-
TYHHENMpoBaHNEM 1 NO3BOJIAET BbiMycKaTb TPadMK KIIMEHTOB oTAeIbHOro SSID ¢ To4ku gocTtyna Bo
VLAN 6e3 TyHHens.

Hwxke npuBeaeH NprMep HaCTPOMKM ANs BbiMycka KNIMEHTCKOro Tpadinka ¢ ToUkM goctyna no L2 ¢ TepmyHaumm
Ha WLC.

1. Y6eauntecs, uto B HacTpolikax SSID BkntoueH pexum local-switching n ykazaH Homep VLAN ana nepegaun
Nnosib30BaTes/1IbCKOro Tpagimka.

wlc# show running-config wlc ssid-profile default-ssid

ssid ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
local-switching
802.11kv
band 2g
band 5g
enable

exit

11
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2. MNpoBepbTe, UTO Ha NHTEepdIelice B CTOPOHY TOYEK AOCTyNa HACTPOEH NpMeM Nob30BaTeNbCKOro Tpadmka
VLAN, 3agaHHbliin B SSID.

wlc# show running-config interfaces

interface gigabitethernet 1/0/3

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3
exit

4. MNpoBepbTe, YTO Co34aH BPUIK 1A KTMEHTCKOro Tpadinka 1 ykasaH nonb3osarenbckuii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

5. NpoBepbTe, UTO Ha KOMMyTaTope HacTpoeH VLAN a8 nepefaym nosb3oBarenbCckoro Tpadmka. Hanpumvep:

HacTpoiika nopTta B CTOPOHY TO4YeK pgocTyna:

MES2324P#configure

MES2324P(config) #interface GigabitEthernet 1/0/3

MES2324P(config-if)#switchport mode trunk

MES2324P(config-if)#switchport trunk allowed vlan add 3 # VLAN 3 — pna nepegauun
nonb30BaTeNbCKOro Tpadmka

MES2324P(config-if)#switchport trunk native vlan 5 # VLAN 5 — VLAN ynpaBneHusi TOYKOIA
gocTyna

MES2324P (config-if)#exit

HacTpoika nopta B CTOPOHY WLC:

MES2324P(config) #interface GigabitEthernet 1/0/5
MES2324P(config-if)# switchport mode trunk
MES2324P(config-if)#switchport trunk allowed vlan add 3,5
MES2324P (config-if)#exit

2.3 KnuneHT He nosty4yaet agpec npu noAgkK/IloHEeHNN K ToUKe gocTyna — cxema 6e3 GRE-
TYHHENMpPoBaHUsA

Ecnu He ncnonb3yeTcsi cxeMa ¢ TYHHeNMpoBaHueM (Toukam AocTyna He BblaaeTtcs 12 nogonuumsa
DHCP), To He TpebyeTca ykasbiBaTb local-switching B HacTpoiikax ssid.

1. Y6eauTech, UTo ToUKam AOCTyna He Bblgaetcs 12 nogonuus 43 onuym, Heobxoavumas Ansi NoCTPOEHNS!
SoftGRE data-TyHHeneli. Mocne yaaneHns onuym HeobxoanMo nepesarpy3utb TOUKY A0OCTyna.

12
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wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
vendor-specific
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

2. MNpoBepbTe, YTO B SIOKALMK OTK/IHOUEH pexnm mode tunnel:

wlc# show running-config wlc ap-location default-location

ap-location default-location
description default-location
radio-2g-profile default_2g
radio-5g-profile default_5g
ap-profile default-ap
ssid-profile default-ssid
exit

3. YoeauTtecsh, 4To B HacTpoiikax SSID oTkntoueH pexum local-switching un ykazaH Homep VLAN ans nepegaun
Nnosib30BaTes1bCKOro Tpagimka.

wlc# show running-config interfaces

ssid ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

4. MNpoBepbTe, YTO Ha UHTepdhence AN NOAKIHYEHNS TOUEK AOCTYNa HACTPOEH BbIBOZ, NO/Ib30BATE/ILCKOIO
Tpadomka ¢ Terom.

wlc# show running-config interfaces

interface gigabitethernet 1/0/3

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3
exit

13
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5. MpoBepbTe, 4TO co34aH GpUAK AN TEPMUHALMM KITMEHTCKOro Tpadmka 1 ykasaH nonb3oBatesnbekmii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
mtu 1458
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

6. Takke pekoMeHAYeTCs yaanuTb HacTPokn ans koHdurypauumn SoftGRE-TyHHenein.

wlc(config)# no tunnel softgre 1
wlc(config)# no softgre-controller

7. MpoBepbTe, 4TO Ha KomMyTaTope HacTpoeH VLAN anda nepegayun nosnb3oBaresibCkoro Tpaguka. Hanpumep:

HacTpoiika nopTta B CTOPOHY TO4YeK pgocTyna:

MES2324P#configure

MES2324P(config) #interface GigabitEthernet 1/0/3

MES2324P(config-if)#switchport mode trunk

MES2324P(config-if)#switchport trunk allowed vlan add 3 # VLAN 3 — pna nepegauun
nonb30BaTeNbCKOro Tpadmka

MES2324P(config-if)#switchport trunk native vlan 5 # VLAN 5 — VLAN ynpaBneHusi TOYKOIA
gocTyna

MES2324P (config-if)#exit

HacTpoika nopTy B CTOPOHY WLC:

MES2324P(config) #interface GigabitEthernet 1/0/5
MES2324P(config-if)# switchport mode trunk
MES2324P(config-if)#switchport trunk allowed vlan add 3,5
MES2324P (config-if)#exit

14
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3 Owwnbka ceptucpmkartos: error — certificate is not yet valid

wlc(change-expired-password)# commit

error - certificate is not yet valid

check radius: got 1 errors during validation

check cert and ca 1in radius local: certificate does not match ca
error - can't commit configuration.

Ecnun gata n Bpems ycTaHOB/EHbI HEKOPPEKTHO, NPy commit MOXeT nosiBMTbLCA OLwmnbka "error — certificate is
not yet valid". [nsa peweHns atoin npob6nembl HEO6XOAUMO YCTAaHOBUTbL AATy U BpeMs yepes u-boot.

3alignTe B 3arpy34unk Yepes KOHCO/bHbIA MHTepdelic. B npouecce 3arpy3kun yCTPOMCTBa Noce nosiBfeHns
COo06LEHNS:

Autobooting in 5 seconds, enter to command line available now
u-boot>

BeeauTte cnoso stop.

AKTyasibHO TO/bKO Ans yctporicts WLC-30 Ha Bepcun 1.26 v Bbilwe, AN ocTasibHbIX ycTpoincTs WLC
KomaHza foctynHa ¢ Bepcun 1.30.

Beegute komaHzbl date reset g1 copoca faTbl v reset 419 nepesarpysku ycTponcTsa.

u-boot> date reset
u-boot> reset

AnA Bcex ocTa/ibHbIX YCTPOICTB BBeAUTE KOMaHAbl AN O4NCTKM pasaena data clear_mtd_data v reset gns
nepesarpysku yCTPONcTBa, ecniv Bepcus MO 1.26 nnmn Huxe.

u-boot> clear_mtd_data
u-boot> reset

15
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4 He paboTtaloT omsnyeckme NHTepdeincsl

Mpo6nema 1: [ocne NpUMeHeHUs1 KOHUIypauum arpernpoBaHHOro HTepdeica HeT NPOXoXaAeHNs Tpaduka.

wlc# configure

wlc(config)# interface port-channel 1
wlc(config-port-channel)# ip firewall disable
wlc(config-port-channel)# 1ip address 192.0.2.1/24
wlc(config-port-channel)# exit

wlc(config)# interface tengigabitethernet 1/0/1
wlc(config-if-te)# mode switchport
wlc(config-if-te)# channel-group 1 mode auto
wlc(config-if-te)# exit

wlc(config)# interface tengigabitethernet 1/0/2
wlc(config-if-te)# mode switchport
wlc(config-if-te)# channel-group 1 mode auto
wlc(config-if-te)# do commit

wlc(config-if-te)# do confirm

B BbIBOAe cTaryca pmsnyeckue nHTepdelicbl 1 arperMpoBaHHblii B ctatyce down.

wlc# show interfaces status

Interface Admin Link MTU MAC address Last change Mode
State State (d,h:m:s)

tel/0/1 Up Down 1500 a8:f9:4b:ab:0e:39 00,00:00:26
switchport

tel/0/2 Up Down 1500 a8:f9:4b:ab:0e:39 00,00:00:27
switchport

pol Up Down 1500 a8:f9:4b:ab:0e:39 00,00:00:23
routerport

PelweHue: Mo ymonyaHuio uHtepgoeinc port-channel nogHnumaeTcsa co 3Ha4eHnemM CKopocTu, paBHoi 1G. A
TOro 4Tobbl Ha NHTEepdelicax, OTINYHLIX OT gigabitethernet, NOAHANINCH NIMHKK, HEOBXOAMMO BPYUHYIO
nponucarb AEHTUYHYK CKOPOCTb A1 arpernpoBaHHOro nHTepdeiica:

wlc(config-if-port-channel)# speed 10G
Mpo6nema 2: dusnuecknin nHTepdeiic He gobasnsietca B port-channel.

wlc(config)# interface port-channel 3

wlc(config-if-port-channel)# mode routerport

wlc(config-if-port-channel)# exit

wlc(config)# interface gigabitethernet 1/0/5

wlc(config-if-gi)# channel-group 3 mode auto

error - Can not set channel-group on interface gigabitethernet 1/0/5, set mode switchport or
hybrid first

OwnbKa 3a510KeHa B NOHMMaHUN KOHdUrypawumn. Pexum routerport MOXHO BblGpaTb TONbKO Ans port-channel,
HO He A5 om3ndeckoro nHtepdelica. Npu gobasneHnn B arpernpoBaHHblil HTepdelic, hnsnyeckunii
NHTepdieiic Bcerga Ao/mkeH bbITb B pexxume switchport.

MNpo6nema 3: He pa6otatoT nHTepdeicbl XG(10G) Ha ckopocTh 1G. MpUMEHUMO K MOAENsSIM
WLC-3200/3250/3350.

[ns pa6oTbl interface tengigabitethernet Ha ckopocTn 1G Heob6xoAMMO NepeBecTy AnanasoH HeEOBX0ANMbIX
nHTepdencoB Ha ckopocTb 1G 1 nepesarpy3vTb MapLLpyT13aTop.
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wlc# configure

wlc(config)# interface tengigabitethernet 1/0/1-4
wlc(config-if-te)# speed 10060M

wlc(config-if-te)# do commit

wlc(config-if-te)# do confirm

wlc(config-if-gi)# end

wlc# reload system

Do you really want to reload system now? (y/N): y

Mpo6nema 4: [ocne NpUMEHEHNS CKOPOCTY BCE PaBHO He NMOAHMMAIOTCA MHTEPIENCHI.
OpHa 13 BO3MOXHbBIX NMPUYNH — Kabenb/sfp-TpaHcrsep. MoMUMO hr3nYeCKoin NCNpaBHOCTM HEO6X0ANMO
nepenpoBepuTb, Ha Kakyt CKOPOCTb OH paccynTaH.

2026-01-22T04:00:21+00:00 %LINK-I-UP: twentyfivegigabitethernet 1/0/1 changed state to up,
speed 1000M full-duplex

PelwieHune: NomeHsATb kKabesb UM NPUMEHUTb UMEHHO 3Ty CKOPOCTb K port-channel.
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa:

OdmuymansHbIn cant komnaHum: https://eltex.ru
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex.ru/downloads
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