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MESS5324

1R10/100/1000BASH ©OB
1R10/100/1000BASH (Management)
24P10GBASR (SFP+)/1000BAXKSFP)
ARPA0GBASISR4/LR4 (QSFP

1R o e m o “¢'BehRG232 (RM5)

MES3324F

1P10/100/1000BASE QOB
20PL000BASE/100BASEX (SFP)

4P10GBASR (SFP+)/1000BASE(SFP)
4P10/100/1000BASH/1000BASK/100BASEX Combo
1R 0 e m o " 'Ee RS232(RUB)!

MES3324

1P10/100/1000BASE QOB

20P10/100/1000BASHE

4PLOGBASR (SFP+)/1000BASHSFP)
4P10/100/1000BASH/1000BASK/100BASEX Combo
1R o e m o " 'Ee RS232(RUB)!

MES3316F

1P10/100/1000BASE QOB
12P1000BASE/100BASEX (SFP)

4PL0GBASR (SFP+)/1000BASHSFP)
4P10/100/1000BASH/1000BASK/100BASEX Combo
1R 0 e m o " 'Ee RS232(RUB)!

MES3308F

m BO/100/1000BASE QOB

n BOOOBASE/100BASEX (SFP)

n BOGBASR (SFP+)/1000BAKHESFP)

n [B0/100/1000BASE/1000BASEK/100BASEX Combo
1R 0 e m o " 'Ee RS232(RB)!

MES2324
MES2324B

24P10/100/1000BASH (RH#5)
4PLOGBASR (SFP+)/1000BASHESFP)
1R 0 e m o T Ee RS232(RIMB)!

ME&324P
MES2324RACW

24P10/100/1000BASH (RH#5) POE/PoE+
4P10GBASR (SFP+)/1000BASHSFP)
1R 0 e mo ~Ee RS232(RMB)!

MES2324FB
MES2324F

20PL000BASE/100BASEX (SFP)

4P10GBASR (SFP+)/1000BASESFP)
4P10/100/1000BASHE/1000BASEK/100BASEX Combo
1R 0 e mo ~'Ee RS232(R¥B)!

MES2348B
MES3348

48P10/100/1000BASH (RH5)
4P10GBASR (SFP+)/1000BASHSFP)
1R 0 e mo ~'Ee RS232(R:B)!

MES2348P

48P10/100/1000BASH (POEPOE+)
4PLOGBASR (SFP+)/1000BASE(SFP)
1R o e m o " Ee RS232(RMB)!

26

Ethernet_° a a x t “nt ot MES23x MES3%x, MES35x}ME$324




DHELTEX
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1R 0 e m o ~'Ee RS232(R#B)!

8P10/100/1000BASH (RH:5)
MES308R 2P10/100/1000BASH/1000BASK/100BASEX Combo
1R o e m o " 'Ee RS232(RUB)!

8P10/100/1000BASH (POE/POE+, R3)
MES358P 2P10/100/1000BASE/1000BASK/100BASEX Combo
1R o e m o " 'Ee RS232(RUB)!

8P10/100/1000BASH (R#5)
MES3508 2P10/100/1000BASHE/1000BASK/100BASEX Combo
1R 0 e m o ~'Ee RS232(RB)!

8P10/100/1000BASH (POE/POE+, R3)
MES351P 4P100BASEFX/1000BASK (SFP)
1R o e m o "T'EehRE232 (RA:5)

24P10/100/1000BASH (R#S5)
4P10/100/1000BASH/1000BASE/100BASEX Combo
1R 0 e m o " 'Ee RS232(RB)!

1PUSR2.0

MES2308P

MES2328|
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Y
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MES2324RRCW |oc t ; me t h P . tymeOmn
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HELTEX

MES5324 ynn 17  t gm
MES3324
MES3324F
MES2324
MES2324P .
T t
MES2324mCW | “28] Km
MES2324B
MES2324FB
MES2324F
MES2348B
_ | MES2348P Mt 1%t gm
Lhoexm_e Y | MES3348
mCc omo eomtEMES3348F
MES3316F MMH 1% t gm
MES2328I 561% mt
MES3308F hc 1° Km
ME2308R
MES358P Hn 17 Km
MES3508
MES2308
ME2308P Hn 17 Km
MES3510P
MES5324 512,8 MPPS
MES3324
MES3324F 95 MPPS
MES2324
MES2324B
MES2324FB 92,1 MPPS
MES2324F
MES2324P
MES2324RACW 93,1 MPPS
MES2348B
h o o~ t ME82348P
U EN . - . :| MES3348 130,9 MPPS
=™ eo én ¢ MES3348F
MES2308R 14,7 MPPS
MES3508P
MES3508 14 MPPS
MES3510P 17,8 MPPS
MES2328I 41,6 MPPS
MES2308
MES2308P 17,7 MPPS
MES3316F 83 MPPS
MES3308F 71 MPPS
l=e‘; e 'Yx_"‘e. °"'Yo°eomtohoee<
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DHELTEX

MESS5324 4: x
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MES3324
MES3316F
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* A a MES2324FB 1,50 x
£y heo MES2324F
¢~ a yt MES2308
' MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

MES2348B
MES2348P
MES3348

MES3348F

MES5324 47 x

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324RACW
MES2324B
MES2324FB
A _ @ {DDR3 MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328I
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HELTEX

MESS5324 H TX

MES3324F
MES3324
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) _ | MES2324FB
. AE L d MES2324F
NAND) MES2348B PMH X
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MES3348F
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MES2308P
MES3508P
MES3508
MES3510P
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MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324RCW
MES2324B
MES2324FB
e~ al /i MES2324F

; MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|
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4023
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MES2324RACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328|

820
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m

e
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(o]

4091
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2047

01 "9 Mt g

m ol Wt~

t

m

Y

Ethernet_o a a x t “nt o thMES23xx, MES33xx, MES35xx, MES53

31



HELTEX

MES5324 1982(ingressegress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348 3006 (ingres#gress)
MES3348F
MES508P
MES3508
MES3510P

B - MES2324
SQinQ MES2324P
MES2324RCW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328I

958 (ingres#gress)

MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

MES2324
MES2324P
MES2324RACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328|

958
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MES2328|

1024
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P

256
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m t
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“"h x t o

(o]
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1942 |Pv6

MES3324F
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MES3510P

128641Pv4
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MES2328|
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Proxy PIM)*

MESS5324
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MES3508
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3876 IPv4
1006 IPv6
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MES2324P
MES2324RACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
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412 IPv4
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.0 T VRRP "oh

“h x t

™ t o | 255

L m a ™ T'Ee .

h= a _ h.-.1Bfaqag
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HELTEX

IEEE 802.3 10BAJEthernet

IEEE 802.3L00BASH Fast Ethernet
IEEE 802.3ab 1000BABEigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet
IEEE 802.3x Full Duplex, Flow Control
IEEE 802.3ad Link Aggregation (LACP)
IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

0 ot tm mit~e = IEEE 802.1v
€ - - IEEE 802.3ac
IEEE 802.1dp8nning Tree Protocol (STP)
IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication
IEEE 802.3af PoE, IEEE 802.3at IDGE+A( 'MES2308P,
MES2324RVIES2324ACW MES2348P, MES3508P
MES510P)
: cCMyp~n
~ch ™ ; ’“( e
o_" TEeo x ¢ch~ 7 e Console
Tt T eeo x ¢ch~ 7= e SNMP, Telnet, SSHelw
- : m O*h”_t h m t . . xm’“o» 'Yo_hx””'O"‘(m m H
m _ tE ¢ h a 19CHn e X _iwEY
o° PN165-220/12,PM160-220/12,PM65-220/12)
m tE comto 'Y ,COPMIOQ-@/TI.Z,YlZQ;BEOq
MES2328l ® TPWB5-220/12
MES3308F “h ~et . ¢ t "~ e YY
MES3316F ~_0°**e *mto;*e*_*c*t”’e*'Ycomto'
MES3324 . R - X mt o i *o_rn‘t oc '*Yete'"tne“hn'Y a*c:“e* e o q
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MES3348 A1y * o ¢ PM65-220712" o'y x m _ =t
V 'H"( _t h oc *mt‘““t:e?km(t oo’veoe_o"' om
e chy € ~a " 12000 T NDCS
m t'E ¢ h a 400R40%,47¢681 ¢ Y
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MES5324 _o°ke  omto e ¢ t¥e Y comto "’
_*H'" kmto ;e*o_m"toc'*Yete”"oeHo'Y *c"* c )
m ~o‘ao’eomt'E'ovoh’Y;<m "a(e
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BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM - PHY-V20)

Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDRS3 Training Sequence - Ver5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1

DDRS3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

Starting U- Boot. Press ctrl+shift+6 to enable debug mode.

U Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013_Q3.0 4.0.1

Loading system/images/active -image ...

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

(_cxmt'(Y 'xﬂe<'.mcom’“< "“H<h'<e*’Ycho(.;< x h '[h{¢

m c : e Y J]O0&axtcdod “ep 'Y mec c =~ T Ee 79 c¢hoge " xnh

otohochafm %o T h x X <Esé>’“<Enter>a t ’“;’"HteoHoa e (0))
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Console baud
detection process

User Name:
Detected speed: 115200

User Name:admin
Password:***** (admin)

- rate auto detection is enabled, press Enter twice to complete the

console#
7 ]y ¥ .mtho ) ‘00 ""o mmtcxhc*e m yo ToEa X et * 59 o a’
V L <Sift> <?>
4.3 ) h x o e a e O
1Y o ° - h x 0o :eo a teh@ mmT “xx -t hc 0732 "*Q; ht '
c h o h x t 'E_ xmt ko emt 5] X oh m e x &Y ¢c bk o p 7 <@ESE ’fh{q; e "~
<ENTER

U- Boot 2011.12 (Feb 01 2016 -
Loading system/images/active

Autoboot in 2 seconds -

-image ...

14:45:42) Eltex version: v2011.12 2013_Q3.04.0.1

press RETURN or Esc. to abort and enter prom.

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back

Enter your choice or press 'ESC' to exit:

—20¢ X e C e t h m > > h x 0o - eo0 ¢} a e 0O
_xe_C Y c m ™ e
Restore Factory Defaults ommt~ed olmg ~~~ e*mtho
Boot password "mtrex U EK'E ¢ ~“ho TE e” §522(NF

|magemenu h'Lt'E: moe*hTh ™ t (an 0 o
PasswordRecovery Procedure fhom t'E e~*mtho Txt et |
Back ho® o ™ t 'E T hxo X
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MES3308F + + + + - - -
MES3316F + + + + - - -
MES3348 - - - - + + -
MES3348F - - - - + + -
ME$324 - - - - - - +
“mt h ot - e Y oaaxt™toho
= chom “e " eo mt h o a t m ™ " x 0O ®
console (config )#
% T32g o0 a”e™ Ty e”mtho m t -
.oa™e "~ - ® 1 A * <1ﬂj(e‘ _l m t
c o X a o : < @ . w e
stack configuration links Tet @t ho o om " Ty mh € ghto.e
{f01_4| tel_4|gig_12} 1 _oaaxt “to h:”’* e ant t:’E_e’:b'(:p; (Tml,t .o
a” _m a”{ Z2Ee o
stack configuration unitid “ e ot eoa yhith Rpt "o 'Feto a™x
unit id unit_id: (1..8 xmt h o m t X oe” _oad ry_gaa' e 6.ac oh
aut_o)/auto xmtho mt - c ho ) - t com ™
no stack configuration ST T TE e mttho ¥ @
stackconfiguration master Jhoex ™t TUEex@ teh™o ' em™t . oa "anftm th
unit unit_id fx oot omo o gh~e eo 0
mt)__Jr(n’“ . _oa’e"( x YTt E e
. ot t o oy er” _otohoa _.co"\e'y
unit_id: (1.8)/t ch ex® t ~TFEeo ¢ h “* hx © tm
no stackconfiguration ¢ hext’ oh a~mt h=~  mt=ceo"m A t
mager c h _ ~~~afmt hoa Fx° t o h e g
e~ . "o Tupfimep
stack configuration fec ""mt hho 't FBrwardErrorCorrection(FEQ ~
{off|cl74} et b om” 5 mt " O
v foff W E-vessaw
stack nsf oo t E e _ch h . e NGF o hh”
. ot T o a ™ mt hmt )
T/ - _"70; . == : ; * - =
no stack nsf c t t'E e ch h. eKSH « hh "4
ot T o a®"mt hmt "~ ¢
stack nsf timerwalue value: STt E b ayy tONSEe, . ot
no stack nsf timer (60.600) c/120" TmtTeo tExuaec”mo"ee  O@ 0
stack unitunit_id unit_id: (1..8) L. ho ot _oe x h ~ho ~e 0O
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¢ ® “c¢chom?™ oa™ e “eo mt h o h ’ a o e
consoldéunit)#
% T33g*0a”*e™ Y e”mtho ot " T 'Ee o o Oe t ™
e e ~ - e
.0a™>e" "~ v« <L\J< i ] m t
c o X a o ’ b -
stack configuration role role: (master, backup, | - ~ . thp ~E caaxt=~toh= m t
{slave| master} slave)/1t master, 2t ) _ ) T
no stack configuratiorrole backup, 381 slave |[*mt~*eo t'E "e™ . e  co xao
stack configurationlinks . e . tE et hoo o omo. T Ty mo
{fol-4 | tel-4 | gi9-12} _ocaaxt®toh~”  mt @
stackconfiguration unitid e ™ tUE e o a yfitid mteh o mxth ~h x
unit_id unit_id: (1..8 Qe tx ¢ _a e~ eoa h~ xmtho m
auto)/auto c h o hx‘_ _oaaxt‘toh"cp
no stackconfiguration ~TT T t’E e”mtho mt "
- _

' ] 7Y c¢ch a e e 'Y e *mt ho mtxm¢the mt 98 P
wadl . « « . . < K .
h a h

A A ° e t 'E m t a9{poHmdax" “etoh "t E t oh

m ..H F2m ~ : m t m t h x O~ 70
console # config
console (config )# stack configuration unit -id 2 links fo 1-2
console (config )#
.0 a” é” privilegedEXEC
= chom oa* e " eo mtho " Y a t m ™ " x 0O
console #
*F T34g™ v o oa™e” S "Tomtxce h ’ a 9 .
e “e . e
oa™ e "™ "™ Vo< * {\K j ] m t
co X a ; < o <
show stack T to*h=e bIEa~¢g O oF xmtho mt
show stack configuration to®h~e DIEad gmtQ _  hxhQ" m"~ ge
T Oe t o m t s~ t _’ t o
show stack linkgdetails] _"m " h eeo oto®h~ e xO" 8
T et h _m 20
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A _h a h m c o O g~ ,esfidwstackNhks:

console# show stack links

Topology is Chain

UnitId  Active Links Neighbor Links Operational Down/Standby
Link Speed  Links

1 fol/0/1 fo2/0/2 40G fo1/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
" “mthommeo”~ "~ e~ é e d ZUniNDn‘éa ao X t h ~ % ot
- mt( ) (_‘D
45 " mt ho - X e C 0oaaxt™toh™
_xe_c** co e~ .~ T'Eeoax  oe .. xh ho e QO xmtho mt
- ox " ) ’“Ye-f“mtﬁ"@;’”"t m ¥y och ® —~ eh * ¢ T~ o
e “mtho X T IPE * B mom @
- ""mthoaoc ™ h™ a t ho m mt arf. +’\’o;o‘”c “tme a«am h * ~ e
¥ 'oc*meomt e™ omeo a _AotfiotizatiorpAccountingg o ! dzi K Sy
/ h c h - h x - x mth o mt ¥ " xm xet nhoygh.™
V e e Y T0F . 9 e m ee . g “a e e e " mt h
o Y oame’-‘wY
console#  write
451 x~ "o 'Y e mt ho ~ oaaxt™®™toh™™
] Y e”’_?“él”:rxth’”t@*ommt“”‘ e<0'30'*a0 co'_ ’O;*t'E X m
com ™ " 6 E& t @¥ccoxhmitt t 'E e~ oac EQYe h tc hhoa he*™a @™ 4nKa x 7~ m
Z'"‘mtho - r].t h a e * T
¢o ~h<a’Ye*,* 'Eeom e”’mthomm* a_oteb 2cﬁ><< <f\*trf‘Ec?
c o _’O’<e*'Y_xmthommt“x X (eeoq)
Xlu -0 m,Y emmtho -~ Ao;m t m/\ ’-‘XO.I. Y
177" 7e . eTho Y “adiimec &M B ko Ta £, T,
2. .0 e e o . 9 co TE"o ot - (0))
3. "*“mtho - m|p =7 th m “my oa “om T Qo " mc d xao"‘;”"e 0o
4, (o Tx ;P h m* ot m h h* 51/t
5. ""mt ho ~ c*h’“aSNMIPo choto o "~
4511 = w 2 w e c ™ h o /—\,Y '*Zéarmmc o ArEOO' °""’te A,Ye o i o c o A,E. o ~
" ]17Y oFf mec : e 2 " e eo ) 50 " ™ m m
o L. ., PraxTee TEI RYADY O
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HELTEX

“a 'Y co TE"o ot Y c”ho TE 0 tm 7y ch 90
Xxmt ho m t e Y] ©% mo 07 "t o TE’oe *Mmtt h70y m m’t"Q*ao. ™ & e c¢c ™ h
co TE"o ~ ot ~YS ¢ ho TYY X o o 'Ye 'Yoraff e - S mco TE° X
console#  configure
console(config)# username name password password privilege {1- 15}
/! ~h o e 'E ¢ h - M h ™ h T t Tomt x © 7O
V e 'E ¢ h h =" h ST o mip - Tomtxc ¥y t~ e~
h a h oa™e” *’G'Y”‘t”‘zé_’a'fmﬁnc "yh oz@f% m o e Y ¢ o TE”
(operatom ¢ ™ hgpasya xhe e a ch T MY
console#  configure
console(config)# username admin password eltex privilege 15
console(config)# username operator password pass privilege 1
console (config )# exit
console #
4512 “m ' h ee™ 'Y e~“mtho - x h o e’Y T omtxc ™
" xmt ho m t mx * m t X t o] ao’eomt 'E h*mch ®
x h o e 'y c¢h ¢t o h o ay e ™ " . : co TE o ot - * -
c h - ch m ~ - tm -y e™® % oh oa™e" ¥ otoh a
e ’ ~ " " eeo o @
" .0 a x “ t o h co "~ " h > ~ t m mt a x e*m ™ "o
. X 0 @ h -
’ h - mt h ™ “Otm''y to TE o Ty o e
e e o % 90 " ao c hoec m Tt 'E 'Y eo I e mc o TE" X
.0a™~e " h > a ~ "‘o*"”“’Eeo 0 o e X h h o e Y
¢ ® “c¢chom™ oa~e"eo mtho hdo ~e awyy ~o * * T'Ee o
console (config )#
"% T3gg*. o0 a e " TTYY e *mt oho h *m " h eeo 0 Tomtxc ™
.o0a"e """~ e ™ e |
1< * <AK~ ] m t
co X a o ; < e L
privilege contextlevel hm = 7t x_ " "eeoax X
command e ( -
levet (1..15); cex0 _ec&a"e x0 o
Kx h o e 'E cH-contextth  ~  a h ™ot _oa"e
_oa~e” n -levelt x ho =~ e 'E c¢h =~ T 2
EXEG 1, “omtxce™ e *mt h ~ - a 'y
.M. o omtT i _commandt _°a” e’ " o
no privilegecontextlevel _°ca"wris STyt Tomitxc  _oate”
command oa® e * 7 h™ ‘h e P
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DHELTEX

A h a h e "mtho e ™ %o h"‘zadm)inpfn”‘en* x"h 0"y ec oa™ 'E 'ho L R
ca™e”™ " 7Y clus€HfELIGx hot e & c h -
console#  configure
console(config)# username admin password passl privilege 4
console(config)# username user password pass2 privilege 10
console(config)# privilege exec 4 configure terminal
console(config)# privilege exec 4 show running - config
console(config)# privilege config 10 vlan database
console(config)# privilege config -vlan 10 vlan
’ c h 'E = 'Yy "o “ T"Ee . 9 co TE o ~ ot - S mt ~oe xth 07 o ne t']
_ . _ 0o _ ogholvrurningconfige © e T x T t " onylgnxic R’y ceo™ MR hdoo "~ t~e E
c h - otoh . g moot tmt X t vham .0 Sl e Tt
running-config.
4513 "*mtho *oom ottt h: mm® § a0 m co " m t R T c o
] Y 0 "ao’ eomt x ¢ h ™ — e Y 0aaxt”'toh0|p.”'°h'rmzt
a ™ m X co " m t s m"x;" x ¢ h ™ R > e m- a“oh’xe o0 e "M " e
"'O':“oax e [ + I p>mx : : m 0 a x écochtxxeaZo’(j‘pe‘X”'cc e VEANIh t o m
e” Te”IpE e M MPHDOMCY DM DH O GE "ahr M " THRP FPHPP PHEpPp @AY ¢ 7T
co " m t S ipoet b ~ emo - X mtho m t *

* - <

¢ m x;’“|p<_”"<hm<ﬁ'f*e’“mth”‘ - tm "y ° Y e t h
v m

cohto S 'Ht ot et h m x ° " Ty ot Y h x
P> " h mmcowdtiMbHOp mx © Wmtca 1T B T QOHoaohet
V - c o 51/t e XmToh "m* @ 7 h x 0 Lt
h x °* 7T " h mo g oaaxt™®txoh®™x " otm toxmex ™ m
Y P " h mx M@pPpHDOPMCY PMPHO PKHN P
Auh*a(h _oa”efpr e mmho® 7y et h L. m- +[!'b ™
*h * a t h et h m* Yy
P "h my3y e” e~ " a.  "717192168.16.144  _™m”~ t[!'b ™

~

m " ¢ q 2852852550
PP "h m 7O~ crol9X18®16L " e . O

console#  configure

console(config)# interface vlan 1

console(config -if)# ip address 192.168.16.144 /24
console(config -if)#  exit

console(config)# ip default -gateway 192.168.16.1
console (config )# exit

console #
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HELTEX

] Ty to ) ;to":'o. “x**h  m t':"’Em""Yz”‘;'te”‘ : e et h mx s
console# show ip interface vlan 1
IP Address I/F I/F Status Type Directed Prec Redirect Status

admin/oper Broadcast

4514 _o Tx ;PE°h m~ ot m h h~ 51/t

- < * < < <

] Y co"]p_";* he my a o’ t mco TE om ™xt ;'Em Y ¢cmh @ t o om™ tg5 | [c
m hDH@p|p_"°h m otDH\CpIm’elm”'co"x;"t'E : hI'i[rtD;zo cet h
coht ¥ h x ¢ ¢ x cohto b

V 0 x ao TDHCP_"QO _ et —0; e VIeANL. et h m
h a h e “mtho S ¢ h Te™ te” + e dgps " h TMDMCR 0 x :h® Y

e et Manl M

console#  configure

console(config)# interface vian 1

console(config -if)#  ip address dhcp

console(config -if#  exit

console #

] Ty to o ttpn*yy x:to® " h m * .~ e® g~ - e®a~ef xhy m X

console# show ip interface vian 1

IP Address I/F I/F Status Type Directed Prec Redirect Status

admin/ope r Broadcast

10.10.10.3 /24 vlan1l UP/UP  DHCP disable No enable Valid

4515 "“mtho - c ™ h ™ a t ho choto o T~ {bat Ty Tomt xoco ™

“mtho m t o mmoh 0 “he’e ett {bat ¢ oh"m~ h ’c RIgvigmyex @ 3~ e t
{bat co " h -~ t e ” % oh mt=~ e hte . g c h a e e

. C e S -9 alL.
1Y 0 ao’eomt ~* " a e mt h h o ~ e YSNMPet hoo* mot™ ~a oc o
mo " ™"t 'E got 'y ¥ . o0o%ex mthooX " m®P *t"H mttops M am& t ™~ Yo h
T rotroch ® ~y ot "omt x c to T'E o e ~ ot e T
T rwt o ch ® Yy ot “"omt x c e ™ ot e ~c mET
T sut o ch ° TY SNMP 6mt ecmth™toh™ P
"‘“**o"‘(( h“mchomth’“e(eo o mec ub‘ﬁdﬁ-'m“‘@@}xmdmoLom‘\CEi
X t ) e X Y o|\7||m< m\yafe;[ m "omt x c o a e ” : t ) e o MLB(D *4"3’(Y e_‘_”’e ’* ‘(o '01
moo ¥ ™ mt - a|pr’"eho m- "mTt**te ' x ¢ h ™ ~ e 2o
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h a h mo ~ % ™ e p’mat@rmo"”o"'mmXCd'a e ™ S | = m o a e oen ¢
xch= "~ e Y M(pPHDOMCYy dDmc dnnY

- < *

console#  configure
console(co nfig)#  snmp- server server

console(config)# snmp- server community private rw 192.168.16.44

console (config )# exit

console #

] 7Y c¢chomaoth™ mo ~ % *ee . g nSNMPom_cmn’é“’(E*x"‘ mnT'Y”‘_oa‘éé"Tn”‘t

console#  show snmp

SNMP is enabled.

SNMP traps Source IP v4 interface:

SNMP informs Source IP v4 interface:
SNMP traps Source IP v6 interface:
SNMP informs Source IP v6 interface:
Community - String  Community - Access View name IP address  Mask
private read write Default 192.168.16.1
44
Community - String  Group name IP address Mask Version Type

Traps are enabled.
Authentication - failure trap is enabled.

Version 1,2 notifications
Targ et Address Type Community Version Udp Filter To Retries
Port name  Sec

Version 3 notificati ons
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:

452 "~ mt ho - c ”h ™~ a t h o m m t a . * "0 CcC “"meomt
] 7Y oF mec ©oe voF "o c “meomt m mt a . meco TCE"
- t oh e YIS x o t 0 | 7Y ~a hog eSYHa'y T “ee . g mco TE" X
- Authentication6™ x t et gmo €oem tYy)” chem™ mx " mt x Q" x
m mt a * “o0cCc *meomt [0}
- Authorizationo ~ t oh T oe YS ¢ ho gnmhocomth® & "¢ 7 o mxt X ctvey
m mt a gc h o’ s “ox ot e t “e¢ 00 och ° g
- Accountingp* ;Tm™ 0,6 ' e " coth * 7 e a h mxhmo c
h mco TE’o ~ e e ”mtho x mtho nadmihy cco” ko a vE
admin® “ho " e~ ‘e . tm'y co "E'0 ~“t T ag¢g ¢ m7Tx .~
xm ¢t ho m t o h e . h ¢c o It c h h ~ ot E <ESC> h’3<<Ente>r>Z a ™ >. “ @ -
c h .9 7 X o9 m x e *© com ™ c ooty ﬁ‘oe tm(S’mmnge O eo t\o H’oat oe
"Texmt ot E cho g " xhx 2]0Pas'§v\lord%cbver@roeedufé)f c”ho ™Y 6w
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HELTEX

o T'E" o ot ~'E ¢ o xao"“;"‘e (@)
V ~0*% o * h x 0 co TE"o ~ t ~E m
h x " T e m o) mo % *ee . g
V oaaxt™tohx Fx T t 0 mcxo™ @ ‘to
(admin/admin).
] 7oy mec .oe Y ¢ h oe™ :"hDESE *m
7 .oemo T™'E @dco * ’“’O; e : h
T Telnet
T SSH
4521 "mt ~eo ToocTho Y TTY oemo 7

console(config)#
console(config)#
console(config)#
console(config
console(config
console ( config

¢ ot t

-

aaa authentication log

in authorization

aaa authentication enable default line
line console

- line)#
- line)#

e

~

c

t 1T <énsoke.” E

login authentication default
enable authentication default
-line )# password

h —

4522 ~mt~eo”h o TRnet

console(config)#
console(config)#
console(config)#
console(config)#
console(config

console(config

console ( config

¢ ot

ht

4523 "mtTeo

console(config)#
console(config)#
console(config)#
console(config)#
console(config

console(config

console ( config

¢ ot t

- <

c ” h ot &4k

-

console

e

< * <

aaa authentication login

aaa authentication enable default
server

ip

telnet

line telnet

- line)#
- line)#

e

- e’“
t 1 qelnéte TE

-~

" c

<

c “ho 7Yy

authorization
line

login authentication default
enable authentication default
-line )# password

e

telnet

~ry

aaa authentication login

aaa authentication enable default

ip ssh server
line ssh

- line)#
- line)#

c

h

{ {1

authorization
line

login authentication default
enable authentication default
-line )# password

—~

ssh

x h o

e a
<

-

co TE" o

-

‘motc “am e oamot’ e oc

m h

—~ ,Yt

EM .Y

e

®

default line

default

default

“ h o

line

line

~E

6F RYAYKI RYAY

c h

c oh

t
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DHELTEX

453 "“mtho - e e h ~
] 7Y x T o Fmt - 'H mc Tx "t~ @ xnmtohoo* ‘mme * Wb ™ & o
oha®g O¢@ "~ ch a h
console(config)# banner exec;
Role:  Core switch
Location: Objedineniya 9, str.
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- s ¢ o ~o " < .S o
5 - J J . €« tDl_ L ‘7] = g v <« L € —_ |.-I L v
] T&y*mt hooaaxt™toh?™ emm o 6 "E'Ex o ¢ &0 " o a h ’ a ®
och ® — e e m G om’oa"’z_m’“xe”qj:hblﬁ“GY@”t‘ﬁoh* TomtTal & . g
* > % o0 a h ’ a o [0))
] Y ¢ h 50 - : o " eo o) h ’ a ~ ® h x o) meco TE
mx * mt x 0" 9 h > ao oa~e?-" g0 7 * h ’ a vy
.0a™>e " e E)(EE’”"‘eae(') h ’ a omt x ¢e @ mh ™ Kx ¢om ™ o0 & &
o ° ~ a e co “hp 'Y 9" 7Y e c h ) h ho ~e" b €0 c o
m t a . 'Ht o a h > a momhbsqnama_') m aa eo %X m G Bé)cpmt ~ 1)
console >
h - h o ~ e e _(p@i\ﬁ|e‘gajE)@E§;°”eheh.’ >a a omt x c e mh ~
xmec e o - ) h x ,_..o '_’“o a*aax<te’“*t o*cho”'é“”’Eh'uohM”"Ytqj“”' 'Ye . mom t .2
' a momto ot ‘hostrlamed . . xm ga gopmt _ * &
console #
L. .¥o7 " TUEe o (ghbalconfighrdtion)s & ~e h ' a ch Te” ter” o e
e Y oF% " 49 e”*mthooa~ebaahttal~ ¢ 0o%~ T'Eeo o e x h ~
c o " h ’ a "~ 0 €& go " x h *he ’ (n omx ™ @bﬁfiguré\’th’Y oa™ e "o
console # configure
console (config )#
_ . _@e xth "he e [inéconfigbiration)= “ee . ~h > a che”e" g e ;
X h “Seg m Yym*© & €4 ot o t ha e~ ™ @ ¢ go0 h™o’% "a™'pemox ™ mote
X h ™ @
console (config )# line {console | telnet | ssh}
console (config -line )#
51x™ "o oa~e?-”
.0 a~e " . EXEC a ~
=~ c¢chom oa™ e " eo mt ho > a 9. 9/ a t m - 7
console >
e 1Y N SRl J_menn"‘tex"‘ce EXECh ’ a
e - . = - . o
.o0a™ e ™™ L) * {\J( ] m t
c o X a o ,‘ ¢ @ L
enable[priv] - ., h _~"0O; tEMWY _ ch T~ ho
priv: (1..15)/15 x ttoenno ¢ E ch -
Iogin =~ h e t x " m m m
exit = h t'E "~ t ex O t a e * T Ee
help =" chom mch?™ o :eo e oha®™ e
T oa“e " eo mtho



show history o _* ""t'E mtoh QO _oa”~e” 3y
t t h a e T'Ee o m mm )
show privilege T Lo _ T Tt xho e E och T
terminal history ¢_T0O; tE _xe_g¢_ 'O mogh~e o@m "~y
Ty ot x t h a e ” TEe o m
- - TK_*xe_¢. Y — P —— — ; -
terminal no history ' - Tt _T0;xe Ee, O mo ghTe e Y mtg
R t x t h a e ” TEe o m
terminal history sizesize »c"a e t'E h* a h Fx h=  mto
size (10..207)/10 t _xt ha e” T'Feo = m mm @
terminal no history size "mt~eo t'E ‘e~ . e  co xao ™
terminal datadump . 0Lto*h*'*t'E“.“o* _oa~e’”
EKm-'e- ""Y_t oh~ 7~ T e 07" mch T Ty ot
mth o~ e <C“ m t h o Mere: pace>Quit: gor CTRL+ZDne line: <return>).
terminal no datadump : "mt*eo tE ‘e” . e  co xao
terminal prompt C_"0;, tE ot R e o h
oca*e"” ¢
- TK, XxX¢© c, Y — — - ~ — —
terminal no prompt ‘ - 1T.t_70;, t’E coc¢th h T .eo Te e
oca*e"” ¢
show banner [login | exec] T Jtofh~> " 't _oe xh*geg 10O T"e
oa™e " . IrivilegedEXEC

=~ chom oa™ e " eo mtho -7 a t m ™ “x 0O"
console #
T 37t o Fofaogmet x.ce - privilegedEXEC | a
e - T - e
.0 a™>e " "~ L * ‘LK ] m t
co X a o 0 <@ o
. . . ¢ hext 'Em Yy oa™e " e h ’ a
disable priv] priv: (1, 7,15)/1 e h —~ ho ~eeo o _oca=e’eo
configureferminal T . h ot o  x@ah” ¢
debugmode 1 s oo a0t T )
set system mode {ae$qing "mt~eo t'E h * a e”mtho =
| acksqingrudb} -acksgingth ., @ co xao T:"e OT
aclksqging -acksgingudbt _ 7 0o, xa e E’ eo "ao e
ch"{v’}vae*“o*"o “a o0’ eomt E
t h e ™" g~ t ho m:aot"xaaoé“l-;c"'yt B
oa™e”" S T omtxce oeo mh 5 ¢h ’ a ™ 9
=~ chom oa™ e " eo mt h o a t o~ e Coom T % x
console#
console(config)#
console(config - line)#
~ % 738g™ ™~ "o . oa® e . Yh” om taxscee . X ho* ¢ m o)
e e ~ - e
.0a™>e" ™"~ Vo« * i_\J(‘ ] m t
c o x ; e . e
exit ¢ . t : ~0D* o eo h xeh*™ ax™h o e °H
T h “ h o oa*e" / [ L ®
end ¢ .t T @eo h xh™~ag*a e " e
T e e _eee L nin. el
(privilegedEXEC).
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HELTEX

do < c o e t E o a e X o a e e o
T h ’ ao”e x h ™ ¢
help T y mmch ™ X c o mco TE" X a . a
~ - ~ [ o ~
.0 a e h o] a Ee o o e oL X h c. .
=" chom ) “e T em T M ox " a " oyt
console (config )#
Tov T30 ™t o JomteT e To ff * T o x h ™~ ¢
= - e ~ .
.o0a>e "~ v KE L <! ] m t
c o a o , < @ . ox <
banner exed YTt E t _mt moo *c’o TEVY _SESJ]
messagetext d xme ~feo ot T omo omt oax o
-dth -~ Lt TET
! -messagetextt t . _mt moo " " e Yy §_ = 0m
m a o "o s o % " Hnan m a o 7
no banner exec ST T tE ot mt moo® " e Y S§ES§
banner logind TTTTtEmt moo T Y t23AY 6,
messagetext d otoho oto*h™~>™" tm*wy ¢ h *
c”ho TYW0X ~0; t 'E . o ~" e
T -dth " o7 Tt TET
-messagetextt t _ _mt moo T " e Y g m
m a o "o 5y o * " HAanan m a o 7
no bannerlogin ST T tE ot _mt o omoo® " e Y f 23
line sessioAlimit max- Tttt oa” moa” TUEe o o Cao 'Ctlo
session , e m mm vy -~ ~h mth ho
maxsession: (1..6)/6 V ;  hgome oh t @
no line sessiodimit TmtTer T Teot xtaeomTmotee OO
.0 a* e 2 agie xth *h @ -
=~ chom ) “e " eo anet h o xth “h @ h e * & a t m — 7
console (config -line )#
R 1o Y S SRal JomteaT e o eh * xtd *hg@ e~ T~
e e
.0a>e """~ 1o« * ‘,\K ] m t
cC o X a o , < o - oox <
history ¢_""O;*t'E xe _ ¢, O mo oh‘e(e*'y
no history TK *Xe_¢, Y ¢c._T0; .t E xe ¢ 'O mo gh=~e e
_oa”’e"" [0}
history sizesize . " a e t s "~ h mtoh B
.y - size:(10..207)/10 = S — L EE T -
no history size mt~eo tE "e”: e  co0o Xxao
exectimeout timeout timeout: (0.65539/10 |~~~ ~t Ext~ ta x "t ha &~ ¢exe
no exectimeout a e xt “mt~eo t E e * . e co xao
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52 T'Et hm*oe *Y e oa™ e " eo mtho

- ~'Et h * ¢ Y moo ¥ e c o o Ty it X a e 'E’ t 'E o% A a
co TE"o GTAAt’Y’E) m e o % 9o ao Y e 6 HEa 1 & ¢ em g h a ™
o~ “*t . _eooem>< (ol Hr?_h*ooaa__*@u*s*mco E oo ne X t E* 0 C c. ., .

c ) h o m . e e .4h t i . €
T * g1t o a e ” h ™6 * a ™ Ee o 0o e x h ™~ ¢
S o m
t o” v« . ;\K* ] m t
< co X a o : < @ L
beginpattern Tt ¢ h o mo c¢~® e m
m t m mt ho - e
- T P — — — e
include pattern ¢. mtm ~mtho 3 mo“’ h o
excludepattern ¢. mtm mtho 3y e ~mo® h>~ "
h e “c h~ — e o h" o om ™ e - .
5'3 < < - < * < C“L!. - * —_— © . ©

e t h m oa™ e " eo mo hao e onmt EFoen tH e ™y ht~ — e "
c ho o T Ee - -~ e ™ =T o

17Y toeobd oc ho ~t E c off “ba “me™t. E TS G T
m t x t gy th Fx tm'y com ™ e % oh ™ oa™e" xo t*o *ht*E ea
- ""cpAT‘dY*Go b o “t E o * oa™e "~ . o e C - -~ 5
e oha” g o %%y txE "m’ "at 'E “hagay mhco TEd " e Y

fronsole#  show system  >> flash:// directory/filename

" h e ¢ h ™ ~Yt E o ~© o ax"e 'E" o -t TR oam’

.- U
54 " mtho - a "~ h o oa~e?"

] ee ™Y X e C Y ¢ o o Ty |t m o s THTE"xdOM . g hote
ao’ eo com ™ " mt c h a e Yt 'E chogeg mm o e x h =
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢

¢ ® “ ¢ h oeno” nmo ta h™ oe Toh¥ "’ T 'Ee”o ‘0 e x h ~ ¢

console (config )#
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- ~42g *. 0 a "~ e h g ™ a ™ 'Ee o o e X h ¢
S 5 =
oa™e" ™" 1o« * <AK i ] m t
co X a o : < @ CEE
macronameword [track 0 t"eggo . e Foh oa~e” 3y m =
object[state activa- mx " mgecxht T c @t ET T oh oar~
tionstate]] comtho eoq;="_oe’ t E a”_hom
Ad%Xé D ©om a "~ T Ee ”-['ypﬁn’“me‘aﬂ‘aol”“o
a® hom~ ao’eo mco TE"o "t E
word:(l..32)ﬁ o x h* ¢ ® Imfacks & ° “kom 1
m-*a“o ou”_t h o ~ e c h o"";da_et"em e @
object: (1.64); | 55280 | moot sae(upr _m, o~
activation_state (any, | . ¢ h 50° Y Shmpam o oyEaeNT
up, down)/any ot e Y ¢ h c h gomomt o Yen
any'["' t “"C 'Y ¢ h "’O“"oa T a €
e a o t F Lt E Tt oo ho® Ae t”
e~ T c _h a e e 2 t -~ P
no macronameword STt YRt T T"ee .. a”™ hom
macroglobalapply word word: (1..32 Jh, a teg” ""ee . ~a” hom
m a o —o R
macroglobaltrace word word: (1..32 Jho thg ™ ""ee . ~a” hom e~ 7
m a o "o
macro globaldesciption ] O tmE RS wm_h ctoh To * v T'Ee o
word word: (1..160A
— m a 0 (o] — - —
no macro globabesciption T " " ftmME hGS _wm_h ctoh
.0a™~e " h > a ™ 9 9/
¢ ® “c¢chom?™ 0 a” e "EXBC mt h o h ’ a "~
console >
m+/\43‘cm‘oa~e7 h<>*a~ 99/
S o
oa™e"™ "™ R K ] m t
C X a o , e < @ e <
macroapply word [patternl h a teg " ""ee . ~a” _ hom
valuel] [pattern2 value? ) -patternt ©© F Toe ¥ momto Y" , ©
[pattern3 value3 vn\:ord.a(l..iiaﬁo m_ a _ o™" phHhphE , ¢ h a eeo F
e -|-valuet ¢  h ~a _eocee” 7y xh " g
macrotrace word Jho ™ ""ee . ~a”™ hom e~ 7
show parser macrd{brief . to®™HE ~h~a th. e~ mtho ee .g
parser o . | gi_port: (1..8/0/1..48) | : : )
desaiption [interface {giga- ; J|xmtho mt P
: . . te_port: (1..8/0/1..24);
bitethernet gi_port| tengi- . i
. fo_port: (1..8/0/1..4);
gabitethernette_port | for- .
L group: (1..48)
tygigabitethernetfo_port | )
word: (1..32
port-channelgroup}] | m a0 o
nameword}] A -
.0a™~e " h > a ™ 0o e x h ™ ¢ et h m ~
¢ ® ™ c¢chom™ oa~e " o m tx th o ¢ h e ta "h m ~

console ( config

-if )
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DHELTEX

“ % TQ4g .0 a * e " ho e a*xh~ ¢ et h m
oa~e"™" ¢ ’<e*<,_\K: ] m t
cC o X a o , < - <
macroapply word [patternl _h a <ta'E_"_' “ee . a”_ hom
value] [pattern2 value2 word: (1..32 -patternt 7 Toe 3 momto 'yt .o
[pattern3 value} m a_o "o |m a o™ HKHphY . ¢ _h a eeo 3
-valuet ¢ ; h L@ _eoee"“l'*Y ) X h = c.
macrotrace word word: (1..32 Jho thg® ""ee . a” hom e~ 7
m a o o R
macrodesaiption word word: (1..160 "mito”emtpd wm _h ctoh a” hom-~
no macrodesciption m_ a o 7o |~"~ fmEBhd_ m_h ctoh
55 .o0oa>e " X ¢ h * ™ e Y m m t a o
°oa~e” EXEC a "~
¢ ® “chom?™ 0 a” e "EXBC mt h o h ’ a "~
console >
% Tg5g*.0a~e " x ¢c h ™ ~ e Y EXECm t ao h ’ a
.0a™~e """ - 1<eﬁ*<‘K‘e ] m t
X a o , e < @ . % <
ping[ip] {A.B.C.D) hosf coa e ™™ mTx ot "7y ¢ h _Re@uest)
[vrf vrf-namg [sizesizg choto o™ |/ at x__~  ~"eeoax x
[count coun{ [timeout vrf-name (1..32 comtxc ™ Of"o 5 @ L /[Reply).9OK?2 _
timeouf] [source m_a o " -vifnamet . a 'Y _  htx~ TFEeo o * Tmt
A.B.C.D[df] host (1.158) . @ . o ] -ABC.H IP4 " h m x; 7 m
size (64..1518)/64" _;t | -hostt "~ 0o a e e o a;’y x 7T oom ot
count (0..65535/4; -sizeth ™ ~a h ¢~ t~ T 7Y otch™
timeout: c Tt
(50..65535)/2008 ™ -countt _o —_; mt o ¢™ to 7Ty
-timeoutt . h ,a 'y o’ T Te Yy ot ot~
-dftrota e t'E h = a ,et” ¢ 0O ¢~ |
pingipv6 {A.B.C.D.EJF oa®e ™™ m7Tx > ot "7y ¢ h Refuest)
hosf [sizesizg [count choto /@i "x L™ ~"eeoax X 77 _me
counf [timeout timeouf] host (1..15§" , @ o “jeomt xc ™ Q" o ot -Reply).. oL/ at 9
[sourceA.B.C.LE.F size (68..1519/68° _;t | -AB.CDEFIPV6" ~h m x. .= 7" m t
count (0..65535/4; -hostt “oa eeo Ay x © 7T oom ot
timeout: -sizeth ™ ~a h ¢~ t~ 770y oteh”
(50..65535/20002 m c Tt
-countt _o T ; mt o ¢~ _ _;to Ty
-timeoutt _h ,a 'y o’ " Te 7y ot =t~
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HELTEX

tracerouteip {A.B.C.0)
hos# [vrf vrf-namg [size
sizq [ttl ttl] [count
counf [timeout timeout]
[sourceip_addres$

vrf-name (1..32
m a0 —~
host (1..158) _ a _ o 7
size (64..1518)/64~ _;t
ttl: (1..255)/30;
count (1..10/3;
timeout: (1..60k o; ™

ch "t a~thh"*h xt =~ "o x =~ 7" e~
-vrf-namet . 2 Y | htx” TEeo o ¥ T omt
-ABCO IPW4” " h m x0T om ot

-hostt "o a eeo a 'y x - mot T
-sizeth ™ ~a h ¢
c - t T
-ttlra ™ _m

-countt _o —_; mt o coc .to c h
x;"mt_<:|' ) ) -
-timeoutt _ h a2y o’ " ~e 'Y ot t~
-IP_addresg P~ " h m etohaxtmtoh™ 3
mec o TE Tx Ty c ho °T(; i::‘:" t o d
) m e o 7 r o ] = .

ccha e ".co
N .

] Cc
Vh x TEt " te®o ch t A7 " 9

traceroute ipvé
{A.B.C.D.EJFhost [size
sizqg [ttl ttl] [count
counf [timeout timeouf]
[sourceip_addres$

host (1..15§m , a o 7
size (66..1518/66x ~ _ t
ttl: (1..255/30;
count (1..10/3;
timeout: (1.60k 0 ™

¢ h Sta’lE oh ‘th R~ - o x o e ™
-ABCDEFIPVG " h m x =7 m t T
-hostt "o a eeo a 'y x 7% m t T

-sizet h » " a . h et _ .t Ty .
c~ t T

_tt|-[_:;‘ “m a ™ T 'Ee o o .o omt 0 X
-countt o ~ ; m t o( coc .’t o< ¢ h

X ;"mt_ T ‘ ’ - ‘ ‘

-timeoutt _ h _a’y o’ " ~e 7Y ot t~
-IP_addresst 1P~ © h
mo TEC X a : |

e o * o c h .co

c m
{‘h Tx TUEt Y to ch ~ 47748 e o

telnet {A.B.C.D) hos#
[port] [keywordIX &

host (1..158m , a o 7
port: (1..65535/23

U _MEFELNBT _ mQf Ty x © T om ot @
-ABCDO 1PV " h omo x -7 om ot T
-hostt "o a eeo Lay x o7 oom ot T
-portt TCR o h t 3 co
-keywordt __ T O; , _© m~o o @

) .
) c m™e m ¢
V .9 m 7o 7 @b

- < e < * e <

ssh{A.B.C.D host
[port] [keyword1.]

host6 MOPOMpy U !
port: (1..65535)/2;

i t _HE. t{m{( |m nf *""O( x m t X )
-AB.C.DD IPv4~ " h ,mox 7 m ot T
-hostt ~ o a .eeo a :
-portt TCR oht 3 co
-keywordt __ T O; , _° | .

) ¢ m*e _"0;.. -9 tm"""’o’j* o
V 50.

<h(_‘_t'cEEn"'Y'hx'x'o

resume[connectionh connection: B x Melngt® 0 m M~ €Oq
(1.5)kc om — % e| -connectionr ¢ ° a h xXmt™~eo mTmeme o @ {
xXmt ™ eo — e e
show usergaccounts] _to®hTe ohgQV gco “E'0 “t TYy3
T h mx hm . xmt ho m t )}
clear lineline v _h .t E g0 ¥Y"x QO m mm QO x "~
line: (0..5) (SSHTelne).

-linet e o a h m m m x T " eeo o

show sessions to®htTe ohgQo% ot h.t.g m mm
T xmtho m t “a @

show system T ¢. mm mtx @e oha” ¢ O
show system battery unit: (1..8)T to®h1tTe ohegt ¢t "h
[unit unit] P AT -unitt e o a _h xmtho mt ~ oomt
show system iqunit to®hm'E . eoa h xmYhh m " 1TQ
unit] unit: (1..8) 1 o MAG T h. m

-unitt € o a h xmtho mt - m t
show systemunit unit . to®hMth Emtx ®@e e o0hao"ag@gx@®™toh"~

ysten ] unit: (1..8)/t - . . < . . 1 ¢ e.

-unitt € o a h xmtmhto(_m(t(p

show system fangunit . to*h™ " t'E oemomad ge D . e t
4 $ unit: (1..8) - . . : o .

unit]

-unitt € o a h X m tmhto mtop”~

® -
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show system power 1 to®*h1t E e ohmtnmt Q'Ye mt o
supply . . . . . T

show system sensors T to®htTE e o6hat ech™Otxhe_ g ~

show version to*ht 'ExxJ mmmtOQ aeo o c¢cho
T o% mc x;mteh &y mt

T E h* rar efpyted h "t Ty ¢
amh "h x §3 “fogm ° s et

show system router ot
resources x mt h

h
o .
showsystem tcam Jto®ht"E Kk ‘mxhmo ¢ "pacyt " ¢/
utilization unit: (1..8)/t “Th mx a”y ¢c”a'yt E)O

[unit unit] -unittr e oa h xmtmhto —mt

show tasks utilization to®hxhoe'E hik mxhmo c.ethn

chogg mmak*xt ~toh~ Y ~ > % 9
m

show techsupport to*ht'E e ofiagxmtioo mt x Oy
[config | memory] e~ :” TEeo . e omt cho®* ™

© * + * —

- - . c h “mt "~ —

m e e . e
. o)

~
1
o ©o
o
o
o @
o o

show clock

show system

show version

show bootvar

show runningconfig
show ip interface

show ipv6 interface
show spanningree active
show stack

show stack configuration
show stack links details
show interfaces status
show interfaces counters
show interfaces utilization
show interfaces te1/0/xx
show fiberports opticattransceiver
show interfaces channefroup
show cpu utilization

show cpu inputrate detailed

show tasks utilization

show mac addressable count
show arp

show errdisable interfaces

show vilan

show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

= -4 _—4a_8_98_90_92_-90_-92_-29_-92_-29_-592_-12_-92_-2_-292._-2_-2._-2_-292_-29_-92_-29_-2_-9_-2_-29_-2_-29_-2_-2_-2_-2-2,

show storage devices T to®hte” . e Y 0of A a
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) I aK2¢ aSaarzyan oto*h~~ m
'..:_m(mm**(bJ*eierﬁc’Yo:tEa%?frﬁ’Ym"\(*x’O"'*a o h ™
1.(:.00 e*t’E CO'_'O;( L _X'"' Meeoax X m
¢9[bo9¢ T {{IT
2.¢ hext 'Em Y h oo t T Em x O m m m O o6e ™ o
L /| NI b{ KAFibcHx oboxmo T 'Et ceh
t ~'Em x O m m m OoT
3.9.c0 e t'E _oa“e’x (AaK2g aSaar2yanod °
A m o ® e e Y t x m m m T
17y to o ;to*. hex t Em "y m mm e
a ™ e " x ZNﬁZédq‘{@oa h mo " e e Y "o
.oa"e iprivileqedEXEC
=~ chom _oa’“e"eomprim”ég@dE)ﬂEQa“(h(m:‘(jx’O"'*w h‘*
console #
"7 T46pTioa e’ x ch ™ 7 e YpriviegedEXEC e
e ” e h
.0a~e ™~ v« * AKA_ ] m t
co X a o : < @ LR
reload [unit unit_id] _.oh 77 exmt t’E xmtho mt
unit_id: (1..8)/t -unit idt e o a h xmt h o m t - m t
reload in{minutes| minutes: (1..999) “mit*etofoa o xht a e s . h o
hh:mm hh: (0..23), mm ot o ee -y o h % hx o mt
(0..59) ) e —
reloadat hh:mm hh: (0..23), mm “mt*etof N h - hox «mtho
(0..59) oo e - =
boot passwordpassword . “mt " eto’E ¢ € Mhgofrol.
no boot password STt Tt Ee thootrom T E
reload cancel T ,ta @ogE 7o’ ee h " "cxm
show cpu utilization S to®ht'E mtco wmho e«(Q - x
T c e h ~ T'Ee o oo cho g mmoh™
showcpu inputrate . JtoThtE mtc¢o mtohomt ~5hyo” vy
o ¥ h™* ™t - a.qg c¢chogg mmohoa
show cpu inputrate S to® E mtco mtohamt ~8hyy" Yy
detailed T o % h ™~ ¥ "t “ a.p cho g mnrogh o a
show cpu thresholds T to®hmmeom mtho ee .y CPQgho o
show memory thresholds T to™hmceom~ mtho ee . g RAMhoO o
show sensor thresholds 1 to®hMeomoho o "t :7'Yo
show storage thresholds to®hMmeomoho o  ° 70y h-~ o
show systenmode T to®h=®  tE oecOGhaagtlID” g -
A _h a h mco TE otraceréute:’Y _o0a "~ e’
console# traceroute ip eltex.com

Type Esc to abort.

2 eltexsrv

3***

Tracing the route to eltex.com (148.21.11.69)

1 gateway.eltex (192.168.1.101) 0 msec O
(192.168.0.1) 0

msec 0 msec 0 msec

form , 30 hops max, 18 byte packets

msec 0 msec
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- A47¢*L c m~e h " x ~Et ¥t o _tracerouteo e e 'Y _oa~e 8
u0A< Lcrmyex<
1 uoh’Y*_o”.m eoa(h a ™ h hxt* “toh ™ 3 c x t
gateway.eltex .t 0, a2y 'Hto o a®h "hxt " toh?~
192.168.1.101 PP °h m ‘Hto o a~h 'hxt ~~~toh"
¢h x 'y ~ otoho c "~ thé&x "mey bt~ &sh h x
OmseCOmsecOmsec(tr;],Y¢A,Y_ .o c oo % c(h:"‘, ¢
._.h, . c o "e e;ra‘*ceroutgaao*'ext cho* omte**<o'o*Pioz otn:h*m:‘<
"7 T48¢
" T 748" " 7 _. ¢h  .co Tacereute. oa”~e?”"
é*ano,-\O *| Lc*mme*<
* ‘ma‘xt ch* coc t c(h<"‘,* c‘_(t‘q;
2 “<mte . t*c c ~ <t““q)
A s*a*e*mth‘t*neo e< 0mtxc<e¢) L’:“ e c
’<'0 t h = X co ch‘””"‘a ) t"”"’e( "o
E Th fx tmy h= a et~ g Y xmt*eo =~ %
H ~ L Tom ot e<°omtxc(e¢>
N .. UE e(*omtxce‘q)
P uhoto_o’“e(”omtxc<ecp
Q "mtolceojiﬁ"(eq)
R "mt "o _h _ay co toheo m* o h ) h~ a
S L'*“_”" m 5o Y’<'0 a™”h "hxt™ ¢
U uoht e< omtxc(ecp
._.h o h * aaeo . o'|":“e|Dert1_co<a;a<xeb*”:<ctco"h° . h > o - ot mec C*T* ~Ee .
xe _ e, . _oetho ™7y t ha e”™ ™" ¢ |7 I 3 hTeliet 2 m c
,mm o mco TUETXx tm2CyhskifaeS. e “ ¢, Y _ "
"% 749¢ ¢ ¢, TEe - Telnep a ~ e
cc. e, " TEe T e e,
AN p . h Tt FSEySG h* ch.  mo * e e Y
A _.h Tt E co G6StySam®mh _h . e chog mm
M h "1 E co (S8tySd)x " e, m._a_o—" ¢
Mo _.h . CUE co (8tySG@ep  _n- - e . o°-
iy - hY TTUE oo () EAY il THerePo® L ¢, T 7Y 0@t hy
Aoy Lo.h Tt Emdo h G &f AWt ho
Y o = h ™t ; h > a _oa"e"eom mtho .
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o a o e o mco TE"o0 e 0 Telpet-"e SSkE m fEe o)
T 7e0e O e, MMET00T R X Telhet-, o {n{ Imm¢t |
c e Y c m ™ e
fecho -0 _" TEeo | _TOgchogto " ¥ e Tee O . -, 0°°" e~
/password  ¢ch 7 7yt ¢ hoSSHE h TYh pgo T T e ™
Iquiet " T ocxm t o © m 9 moo® " gelnet. ¢ h o
Isource-interface Jeh 7Tyt o metto sk g
.ﬁ‘_ 'O;‘(t o"‘h‘*ot_x coto_‘z _ o tmooh< . eh‘
* : o e ho ™7y c¢com 0 ot T'Ee om t Sf
/stream _‘(t %Céf:ySL] ao"t *mco""E'o ¢ "o th Eefa{z"d“
- ; - , ~
h 9 c X . ® cho h -?O bLQCpHIdI At‘U*Y*,dO
e "L 3 e Yy "yeb tom oy g8t y¢5u
luser Jeh " Ty, t o ay co TESSH Tyt Y g0 * ”
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
=~ chom oa™ e " eo ot *n "0 T 'Ee o h oae a t xmh™ & x Q"
console (config )#
~ % Tplg*.0a e ” x ¢ h ™ ~ e 'y Mo Mt TdEe o b e’ axh™ ¢
E— o 3
.o0oa~e"” "™ e xoe K ] m t
c ox ao ; ~ e < @ o x <
hostnamename name:(1..160) ST Tt E m xtmt hoo ~mta 'y @
no hostname m_ a ofo K¢ hext 'E m t ) a 'y xmtho mt
service taskautilization _7oh JUE xmtho mt x cho h~a
h mx hmo ¢ eth™ T'Eeo o cho g m
. m m t aeo o chog mm~ @
- p— T/ _"T0; ¢t : : : —
no service taskautilization ch t t'E xmtho mt x c¢cho h~a
m x hmo ¢ eth™ T'Eeo o cho g m
m m t aeo o chog mm~ @
servicecpu-utilization _" "htgEmtho mt x cho h~aaeo
. h mx hmo c eth™ T'Eeo o cho g m
- — T/ _T0; e = — < -
no servicecpu-utilization ch t tE xmtho mt x cho h=a
h m x h mo c e t h ™ 7 'peaoa xot cthooh qjl
service cpuinput-rate T h 7t E xmtho ma b v hp [nh_‘o &
50 7 'Y* 05 ¥ ™0°"*hh * * * tt.h ™ T"'Ee..;qa ¢ e
- c ho ¢ mm o h o a coaaxt™toh™ @
- - T/ O; . ¢ t=—= . = -
no service cptnput-rate ch t t'E xmtho md Kk 'Yt homhoh
Oon.\ ,Y-l-w Gj] z Oivhmé‘mt -~ a 3 C e
choe(mmohoa _oaaxt”‘toh”’cp
service cpurate-limits traffic: (http, telnet, |~ mt " eteE [/t ! o th ~ehome y~Hoh® 1y
traffic pps ssh, snmpip, linklocal, [e ¢ h =  — eeo o 't c” th~ o]
arp, arpinspection, -ppst ¢~ teo ~ m__xe"xd
stprbpdu, routing, V _ . " 7. xe_ _t gCoR®Control Plane Protection)
iproptions,otherbpdu,
dhcp-snooping,

94

Ethernet o a a x t

“m o th MES28x, MES33x, MES35xxME$324



DHELTEX

no service cprrate-limits igmprsnooping, Commt ~ ee’E ; ppsg 0 xao 7Y o@h T
traffic mldrsnooping, sflow, |t h * "~ @
ace,ip-error, other,
vrrp, multicastrouting,
multicastrpf-fail, tcp-
syn);
pps: 8..2048
service passwordecovery Jooh 7t E ommTTYe b T e hx ™
{password recovery procetilSn m mo ghte e xh
no service T /enabled _~ : h”t'E R ommt¢t ® e o R T( a ) (' c "~ P'\ b £ "yo
passwordtecovery {password recovery procedung x © * T e h& ¢ o
I?nk-flapp?nge_nable © Jenabled ¢ 9 ot E' ch cj t _h ’ e Ai
link-flapping disable S t_T0;,tE ch ot h e .
service mirror o0 T Tt E N h ex QO _oc, 10Ot
conflguratlon ¢ Jenabled
no.serwce. . t e} t 'E oc h o e t x
mirrorrconfiguration - ' - - -
system router resources ip_entries: “mt ®etog ht™aTh g a ™ h "hxt N
[iprt S vy (ipNant@es| (8..8024)/5120;
ipvérentriesipv6_entrieg ipv6_entries:
ipm-entriesipm_entries| (32..8048)/1024;
ipmv6-entries ipm_entries:

ipmv6_entrie

(8..8024)/512;

ipmv6_entries:
(32..8048)/512
cpu threshold indexndex index: TTTTtE coho Ty T T It
intervalrelation value (0..4294967295); | -indext ¢ h o °o "Ee e’ _m coho
OF €+ Linflep/ iat&wald | £ interval: (5sec, Imin, | -intervalt et ~h = 7 ca h e Yy © " h
[severitylevd] [notify {ena- 5min); Choxoo /It s ‘Ht o t et h 7
ble | disable}] [recov- relation: (greaterthan, |. -2 T
SNEny23GATe& 9SSy  greateror-equal, -relationt ot e o © e a7 " x " hx o
ble}] f Saanied y] e~ ;.¢e, a3z e 0% g0" ao Ty m
equal, equato, not- -valuet "¢~ ; e ~ coho "~ T
equakto); - flap_intervalt ¢~ ; ;e 3 och "  TYO"
vaIue(O..lOO) eo_’“(e"Ycohor" com mh ™~ %~y
Choc<et0'-severityrxh°“<e'E“‘ e omt th"con
flap_interval -notifyt . _TO; "t kot _TO;7 tooteh
6noedmnnoOKkn| "€, , coho T
severity: (emerg, alert,| - recoverynotify t . _ ~0; "t kot _T0O; " _t
crit, err, warning, _ommt ~eo e  coho " @
no cpu threshold indexn- notice, info, ~"* T t’E coho m “® * e e .a e °
dex debug)/alert
memory threshold index index: """ t'E coho ° 77y of A a®* m of
indexrelation value (0..4294967295); | -indext ¢ ho = o ~'Ee . ~ e” m coho
[flapmnterval flap_intervall relation: (greaterthan, | -relatont ot e o~ e =~ a " x o A aoa

[severity level [notify greateror-equal, coho o .a "e” . e a3y e 0% go”
{enable| disable}] lessthan, lessor-  |¢ 0 h o~
ONBO2PSNE MY 20A equal equato, not- | -valuet e~ ; co ho ~
disable}] equaktto); -flap_intervalt ~¢ ~ ; e ¥ och " TVYO"
vaIue(O..lOO) “ommt”‘eo_"‘(e"Ycoho"’ com ™
<:hc>(.;(eto‘_se\/erity-l-xho”(e'E“~ eomt th=co
flap_interval: -notifyt . _ —0O;~  t kot _T0O;~ _ t otch~”
onddmnnGkn|mMh "t . ~e ~ coho ~
severity: (emerg, alert,| -recoverynotifyt . _ —0; "  t ke t ¢ FDh™ £ b
crit, err,warning, ,ommt~ eo e ~ coho 7
no memory threshold index notice, info, ~T" T tEcoho m "% "ee .a _e°
index debug)/alert
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sensor thresholdan fan_num: (1..63); |~~~ "t E coho AL
fan_numunit-id unit_id unit_id: (1..8); -fannumtecoa h et  Trytoh~
indexindex relation value index: -unit_dtr e oa O t* 3y e~ otohoa e~
[flapTinterval flap_interval (0..4294967295); -indext ¢ ho = o T'Ee . e” _m coho
[severity level [notify relation: (greaterthan, | -relatont ot e o~ e =~~~ a " x m _ohomt
{enable| disable}] greateror-equal, . . et T Ytcoohh®o o . a e ;. e @&y
ONBO2gSNEny20A Saamied yJmh ™ "t . & Y coho ~
disable}] equal, equato, not- | -valuet ~e¢ * ; e ; coho ~
equaktto); -flap_intervalt ~¢ * ; e ¥ och ° 7TvYQ
value: (0..1000000000) . © MM t " eo Tceom'y cmho FTt . e
o”:‘oho/atko,e’ -severityt xho e E ~“’eomt th=co
flap_interval: -notifyt _ _ —0O; "t kot _ T0O;" t otch~
(0..1000000000)/0 |mh T Tt . Toe coho 7
o “ohgat oe T |-recoverynotifyt ,  _~0O;"  t ke tchDh™xob
severity: (emerg, alert,| . ©mm ¢t ~eo 7 e ~ coho "
no sensor thresholdan crit, err, warning, """ t'E coho m "~ "~ee .afan_num
fan_numunit-id unit_id notice, info, e~  ‘Oeunittid,
indexindex debug)/alert
sensor threshold sensor_num: (1.63); | " T "t 'E coho T Ty Tt vt a2
thermalrsensorsensor num unit_id: (1..8); -sensor_nunt € o a thhao™ =t o =T
unit-id unit_id indexindex index: -unitjdteca O t~ ¥ e~ _otohoa e~
relation valugfflaprinterval (0..4294967295); -indext ¢ ho = o T'Ee . e” _m coho
flap_intervall [severity relation: (greatetthan, | -relationt ot e o " e a7 x tcafo hdt
leve] [notify {enable| | greateror-equal, e~ ., e a3y e 0% go” ao 7Ty m
RA&LI O SY8 WNBJ tSaamnd-et y]-valuet e ™ ; e coho ~
{enable | disable}] equal, equato, not- | -flap_intervalt ~ e~ ; e 3 och 7YYo
equako); “ommt‘eo_"<e"ycoho’* com ™
value: ¢€1000000000.. | -severityt x h o =~ e 'E ~ ' eomt = th~™co
1000000000%C; -notifyt _ _ T O; ", t kot ~0o; "t otch™
flap_interval: mh=*~t . ~e  coho
(0..1000000000)/@C; | -recoverynotifyt . _—0O; "  t ke t ¢ FFQh™ x o
severity: (emerg, alert,| _, ©ommt ~eo 7 e coho ~
no sensor threshold crit, err, warning, "t 7T t'E coho m v " e e .a e °
thermalrsensorsensor num notice, info, sensornume ~  ‘Oeunittid,
unit-id unit_id indexindex debug)/alert
storage threshold index index: """t 'E coho TTY o A a® om0
indexinterval relation value (0..4294967295); -indext ¢ ho = o T'Ee . e” _m coho
[flapmnterval flap_intervall relation: (greaterthan, | -relationt ot e o " e a " x o f A ar
[severity level [notify greateror-equal, coho o .a e s e ay e 0% go0"
{enable| disable}] f Saamied yjeoho -~
WNB 02 @S {¢Bale/] 2 G A equal, equato, not- -valuet "¢~ ; e ; coho
disable}] equako); -flap_intervalt "¢~ ; e ¥ och ° TyQO"
value: (0..100) ”ommt‘eoh"‘(e*'y coho - com"‘(
choC‘;eto‘_severitytxho“(e'E“‘ eomt th=~co
interval: (0..100)/0 | -notifyt . _ —0O; " ,t kot _"T10O;"  t otch~”
choc(;eto‘mh”’*”‘t.””’e;*' coho'”‘
severity: (emerg, alert,| -recoverynotifyt . _ "~ 0; "  t ke t c FFOh T x o
crit, err, warning, .ommt~eo —~ e~ coho
no storage threshold index notice, info, ST T tE coho m *""ee .a e °
index debug)/alert;
resetbutton {enable | TYmtho h "oag xg *toh™ e~ e™’ ™t
disable | resetonly} -enabletr ¢ he ™ > ~t eoce ™ * 7 t T'Eeom
cho mgo™ t ™% hxxmtho mt ™ Teocch
1 /enable Tt TEeomt FOchom Tm go atmm* ho
"o Tm o _oe‘*'x*r}"("e*:'r
-disablere , h  ~  ho "t E got_ TO;
-resetonlyt t o “'E_o ¢ h T o hx © " @
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nomepeat

.0 a ~r'ye 8 M ma h"oh” " e ' c * ho
5.6 Y hrorny | Y
] e e . _ 0 c L_m _o0a [ c h ) e e ;. ® Y
-~y T v e Y h a e - m t Y ¢ “ho TYOD
oa™e?-" h —¢ " T Ee o 0 e x h ~ ¢
Ttehom _oateleo  MufmTTfec  h_owe a gt am” ¢ %D
console (config )#
¥ Tp2g .0 a ™ e x ¢ h ™ - Y Mo m t TdEe o b e’ x h * @
e ™ e
.o0a~*e"” "~ v« . <AK ] m t
c o ao , < ® o % <
passwordsagingage T UTEh ay e ethoon el "ge e @ o
. T x t c h ® "o e o m a e t 'JE ¢ ™ h
age (0.369/180° ¢ . | , 4 % St hoa oy e " ho —
nopasswordaging fommt ~ ete’E ; e . co X a o ’“"'e* O
passwordscomplexity ena- ¢ _TOpEN"e ; e e~ oha~t ¢~
ble .
- 1/, - _"0; . = p p p
no passwordscomplexity ¢C._TOYEh~e ; e e oha~t ¢
enable
passwords complexity ¢_ T OeEMN"e . e 3 R ©
minTclassesralue _ T mmo m _a_o To omtho ;e .
value (0..4)/3 e, h.x m a o7.Q
no passwords complexity fommt ~ eeE ; e ~ co xao T."e QO
mintclasses
passwords complexity ¢ _TOpENh~e ; e e~ a e a” Te
minTiength value
g - value (0..64)/8 - - — -
no passwords complexity Commt ~eefE : e  co xao T:%e
mintiength
passwords complexity ¢_TOE h~e , e % R o I a
nomepeat number mt o com™ "o ~t T'Eeo c¢o0 _ tco®h Y|
number: (0..16)/3 ho 7~
no password complexity Commt ~ ete’E e co, xao T":"e QO

passwordscomplexity

notrcurrent mt©h .
- T /enabled = , = P - p
no passwords complexity _ h t "Bco E'o "t Emt~h_ . c=h
notrcurrent
passwordscomplexity TTocth tfEco TETO Y UE T omt
notrusername t Ty
- T /enabled p— . = pr— -
no passwords complexity . ht/Brco ~"E 0 ~UE  _",; mt
notrusername t Ty
password lockoutvalue "TmtTeo tE _o 7T ; mt o "x " 4
ho Yy m 66 % "w h o ~o * TEe
value: (1..5)t co ~E o0 *t  ~vo
no password lockout "mt~eo t'E ‘e~ : e  co xao T
passwords time block sec- "TmtTeo tE M @y " 7o ho
onds seconds: (0..7200)/0 [¢° TE'° "t  TNYO
no passwords time block TmtTeo tE "e” e co xao ™
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T53gTeate” . xeh T T e YpriviegedEXEC . b 7@
e ™ “ee ~
.0a™e"" "~ v« . <A’K< ] m t
c o X a o ’ < @ LA
show passwords configuration 1 to®htTe oha~¢g ©O oF o h~e - e
. T o h o "t 'E co TE'o ot ~Yz
set usernameusernameactive T . heo o 6" ctho "W
[ Y © *
c m * e “ h X a e to oa™e?-”
571 ¢, . , < .=
h omx ™ mt ~ e oc h ~ ¢ e * ° - —™ a - m t
URL-[och( ; *t< . a<mtoeht*3m qu:*_Y ”O(;’T]’ih-”D r@co<"hz Gmm\FOOZ
c h ® e o B4 t” T T ¢
4e° ¢ mo_ 0O, -0 Mo 0 0c mTe
N ""o' s} m c m ™ e
"mgo®e . 7 "h m - TWYmHea fm td"ec € TaTvWet “mip @0
flash:// “e<h,°e<",*'E"”€m‘X°{ﬁ"E‘Y Yto xao T "aey] Ogc hm ™ 7
ch _m~ 4ch  flashitipY = 'Ya OLYOX & drY
running-config L, vt o x o _oe xh”ge O
mirror-config voc vy v ot o x o  _oe o xh™ e
startup-config ., T ¢ h _oe” ;" "EFeo _o0oe  xh*ge O
activeimage Tvm  _t e .a o%h" “oa
inactive-image Tvoom e ~_t o e.a o%h"™ ‘oa
”mgo*e. "'"H"rm m o a mt FT@ "~ he”h” a Y T Y
.. i/ [LISername[ password]@ost/[dlrectoryl] filename
-usernametr , @ 'Y c¢o TETo Tt VT
ftp:// -passwordt ¢ “ho 7'E co T7ET0 Tt Ty
-hostt IPv4~ = h m - m t ) a 'Y xmtho m t T
-directoryt __ "t 7, 7o
-filenametr & Y _.7”
"mgo®e. ~"h m " h mmoah mtirT o @” te” . e
.. & t ":tftpi//hest [:port]/[directory/] filename.
-hostt IPv4~ °~ h m 0~ ayymt ho: mt -
tftp// b < . . * . < < i < o o -
_port'[ co t e ;e ;< e A Y
-directoryt __ "t 7, 7o
-filenametr , & Y _.7”
"mgo’e. ~ * h m - ”"h(nmahmth“"’qy""e*;(e’
., &t ":scp: //[L!FSername[ password]@]hos[tport]/[dlrectory/] filename
-usernamer , @ 'Y ¢co TETo "t Y
g -passwordt ¢ “ho TE co TTE"0 "t T
scp. -hostt IPv4~ °~ h m - m t 0 a 'y xmtho m t -
_port'[ c o h t e ™ ve - ;oL Y
-directoryt _ "t 7, 7o
-filenametr _ & Y _.7”
"mgo’e. ~ * h m - ~ " h nmehmth“"‘qy""e*;(e’
., &t st //[USername[ password]@]hos{ port]/[dlrectoryl] filename
-usernamer , @ Y co TE‘o Tt TUYT
fto-// -passwordt ¢ “ho TE co TVETo Tt TUYT
Stp: -hostt IPv4~ = h m - m t ) a 'y xmtho m t “ T
_port'[ c o h t e ™ ';e - DL e X Y
-directoryt __ "t 7, To
-filenametr 2 Y _ 7"
Iogging - ~ m mtoh oa~e” @
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DHELTEX

572 .o0oa™>e" "7y h~ ot a
oa™e?-" h —¢ " T Ee o x h ~* ¢
= chom ) “ e " eo ot *n "0 T 'Ee o h oae a t xmh™ & x O~
console (config )#
”":"’\55“:“0&1”‘157 TTY e *m ) c ™ h ™ t ho oc h o
oa™ e ™" o © pe ;\K ] m t
cC O X a . < d <
ip tftp source-interface ] )
{fortygigabitethernet tfo_po;t. (11;; )
fo_port| tengigabitether- geijggrrt: ((1"24))_’
net te_port| gigabitether- Ib_port: (1..64): h ° D ett’E h m mto : TETRAPW. °

net gi_port| loopback
Ib_port| tunnel tn_port|
port-channel group |vlan

tn_port: (1..16);
group (1..48);

vian_id} vlr;m_id: (1/.; 894) .
no ip tftp sourceinterface T e t eo tE e co xao T
ip sftp sourceinterface ] )
{fortygigabitethernet tfo_po;t. (112{ )
fo_port| tengigabitether- (;_jgrrt: ((1" 24))_’
nettg_portlglgabltether- |bJ)OI’t.Z (1....64)" h I ettE h m mto . SFTAPW. °
net gi_port| loopback tn_port: (1 16),' < - e
Ib_port| tunnel tn_port| _port: 1 ”48 .
port-channel group |vlan lgrogdg (1" 034
vlan_id} Ve;n—' .(;"O' ) .
no ip sftp sourceinterface T B tmeo =t e co xao T
oa”e” . IrivilegedEXEC
=~ chom _oa”‘e"eomprimnégéohg._*g/“*dn (’t*arrj’“<Ax’O"'*m o
console #
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~y hT 7ot . privileggdEXEC a . h

e~ . e
.0 a™>e " "~ e c eo ] m t
X a o : ~ e
copysource url destination url <o0c ROE*T T a mtoco
[exclude | include-encrypted | a mtToc’o e e~ e . e YO
includerplaintext] -sourceurlta_mtoco Todc ehx ,
-destinationurlt © "~ h  m ea” ‘met*”. xe” "'yy ~
m o c h o “e O
cC.Txon, e, Tomd
- — o e x h ™ @ Y
-excludetr , ¢ oha”™ ¢ 'YX _h
*x ° t __T0; e ™ _oe
-include-encryptedt , ¢ o ha ™ ¢ 'YX
source url: ¥ coctFEebwmt ot ~0:
(1..160 I ho ~eweoa "
™% 0% % includeplaintextt . ¢ oha” ¢ 'YX
destinationurl: |+ o c~ mebvmt t ~0:
(1..160 e Com ho ~eeoa "
- - m a o o . S — —
copy source url runningreonfig e voc RHOET™ _oe _xh
o e xh* ¢ 00
copy runningconfig L,O0ohTeg t _ x "x QO edem hxhte @O
destination url [exclude | include -excludet ., m __ T0O;  tE . _o
SYONELIWISR p AyOfod _7T0;" 0% cCcpo Yy | t O
-include-encryptedt m ¢ oh " e 'Yt E " Qe " 9 %
! h o “eeo a ° T
-include-plaintextt m o gh ~ e 7yt E ° "
Y e o a ®
copy startupconfigdestination url 0 oh Tceg h oe X Do"€'Ee  ‘®eh™ ¢n
copyrunning-config startuptonfig T L0 oh Tt xx@Fo e . ®h "cg b
copyrunning-configfile . 0 9oh~e tE t _x*xQ""~¢
. o L xhTe, @
copy startup-configfile . .0 oh Tceg h oe X D*o@Ee Qh
h : h e . ~ - o e
boot configsource url .oc¢c MOE * "0 e™  xh” g
T c h oe™ " TEe o o e
dir [flash:path | dir_namg T Jto®hmMmeE me To x ~ " "eeoa
more {flashfile | startuprconfig | Jto®hmeE® h> ao LT
runningreonfig| mirrorrconfig | -startup-configt © t o h * * ~ ~t m
activerimage | inactiverimage | c h oe”.” "geo  _o0oe
logging | file} -running-configt ¢ t o * h © >~ ~t  mo
_oe ., xhTe T
_f|ash:'[0t0+h"’" t 7T g™ oaTyt
-mirror-configt © t o ¥ h ¥~ t mo "
file: (1..160) |_oe  xh ™~ e~ m ° h ~
m _a o 7ol ._activeimager © t o T h ™~ ot
L@
-inactiveimaget © t o * h ™ * " et
o + h -~ . (D
_|ogging-[0t0+h"""‘(t mo”(
-flet, 2y ©_ 7" o
"‘._m /\. 0t0+hm>~oter
L
delete url T ST TE T
delete startup-config 1 "t TE_ T ¢ h oe™ ™ TUEe 0
boot systemsource_url voc RoOETT "m m h o hTo
T e ” a mt o h h e o o
boot systeminactive-image T Tt hx o ot EM e Tt e
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show {startup-config| running- ip_addr: AB.CD| to®hmoe™ h' aoc h ~"oe™ .~ T'Eeo
config} interface{ip ip_addr| all); 02y F A3 0__x (fupningconfig) o e ~ _  xh ™~ ¢
gigabitethernetgi_port | gi_port: -interfacest _ o e xh " ¢ Y et hp|pm
tengigabitethernette_port | (1..8/0/1..48) et h o omo -5m 9 et @t hmo
fortygigabitethernetfo_port | oob te_port: (port-channel), VLAN e t h  OQOB ® h {odplkack
| port-channelgroup| vian (1..8/0/1..24); et h 3 tmxoee T
vlan id | tunnel tunnel id | fo_port: .. x0", , ocg _ “omtxce ¢ h
loopbackloopbackid} ipve (1..8/0/1..4) _oe xh~" e Y
{router ospfprocessid} router group: (1.48); -ipv6routerospft _°o e XIMWEOBPFY o ¢ mmo
{ospfprocessid} [brief | detailed] vlan_id -router ospft __©° e , XIPFOBRFY 0 ¢ mmo @
(1..4094) -brieft _ - 0o° _oe  xh" g~ ee’. g 7
tunnel_id: e”ch &SHhSSE —0O; ., . T
(1..16) -detailedtr _ - o " _oe xh~ ¢ — mg |
loopback id: T ree .9
(1..64) ¢._ o7 _oet ~mto]|p. ebeh X rh
process_id: I choc oOPFomtxc e to TE_o
(1..65535)/1,all | © _oe __ x huliniag-configh
showbootvar Lo Tttt e . - . ~ m mt aeo 0
T "th”"<t ch TTrexm @
write [memory] L0 ohTeE t _oxe"x Q@®Nh™~ & _— ¢ _h oe
T _oe."xh‘e’*(p
boot licensesource_ur[unit - Ttoohx o St E e xmtho mt o T
unit_id] unitid: (18) | nitidreoca o oot mt o
delete license ford] [unit unit_id] "t T tEmM o xmtho omt ot m xmt
unit_id: (1..8) |-wordt , 2 Y ~ _ T7 7% gpoetoh . "o/
_unit_id-[eoa(h 'Oe*t" R m t .o
show licensdunit unit_id] . JoO_ T Tt E xmtTeo Toee . LT
unit_id: (1..8) Cunitidteoa h ooe t< omit | g
renameurl new url url, new_url Ta BRY T T O
(1..160) —urlt vt _x A
m _a o 7ol .-pewurlteo o ay .77 o
" .. _TFTR a o’ t * t ' E *““ h Mol maat oee e "~ - e
- a e " | o c h o “ e Y P
h a h mco TE"o e Y oa™e"
A~~~ " t fst ~ He h o e * - om ao c * a 'yt
console# delete flash:test
Delete flash:test? [ confirm ]
x TUEt ™t co Te eo "yt oh™*8® "e y'ycom ™~ Fx°* t X
Q" mt X t 0 ao’eomt 'E chomaoth™ o e x h ™ ¢
9 h ’ a o o e x h ™ ¢ Y
A vlan database
A interface { gigabitethernet gi_ port | tengigabitethernet te_port |
forty gigabitethernet fo_port | port -channel group |loopback
loopback _id |vlan vlan_id |ip ip_addr }
A interface range { gigabitethernet gi_ port | tengigabitethernet te_port
| forty gigabitethernet fo_port | port -channel group | vlan vlan_id }
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*+A57¢“oa*a:'homaoth"‘ 0 e x h ~ ¢ t X )
— e - . « — PR
e ™ “ee ™
_oa™~e "~ ~ 1 *<,_1K< _l m t
c o X a o : ¢ w . e <
show T t o*h™ t E Ry mtt h ox " 0" h ©oa”
L0 a ™ e "™ : h h oo e™ e X h ™~
5.7.3 Y "~ b, hooete ¥ c, .

¢ e e 0 a h __cf"e} .egfchﬂmee"‘.ea(;(éi! mthom . h(
o e x h ™ ¢ co t o~ a h x - c h moeth “@c et ~t O
~ > —~ o~ "~
.0 a e h o] a Ee o oe‘*'xh c. .
=~ chom o “ e " eo . ’rﬁot*h’“o"\'*Ee o h_ﬁo’aeﬂﬁ*‘t' xmh"‘"<CA*x*’o"' o
console (config )#
¥ TB8g .0 a "~ e x ¢ h ™ — e Y momt Tdge o b e’ a x h ~
S R =
.0a™e """~ 1o« *;\K‘ ] m t
cC o X a ’ < o % <
backup serverserver port “_"tUE myhe~h_ otoh. Fx7 't cho
port server (1..229 ."e . _oe xh” e
m_a o To |-servertmho “ha~®t o Z0FULIYKK-: q
port: (0..65535)/ o h { {scp// usernamepassword@@XX>XXXXX XXX
c o xao"tftﬁ-[e _portrcoht e"e‘;(e*'Ym(h“(h‘z
69,scpt 22) 90" tYEM_ "¢ Y _oe  xh”"geg
no backup server ST CE mT iy o0 h o ho e Y@
backup pathpath T_TtUEX ETmco To e vy ot 7T e”
path: (1..128) . ® _h ~mogh~e e~ ch
m a o "o RS A S h a 'y oha™t
no backuppath TRt Ty h o h o ho e YO
backup history enable ny ~0- e ¢_"0;,t E mo gh™me "e h e .mpgtommc
no backup history enable - | t_T0;,t E mogh~ e e mtoh
backup timeperiod timer " _"t@Ehoa o’ xht a e §¥ co mto
timer: omx * mt Yt EMY Y toa”t . om_o
(1..3579139¥ 7200 _e|h " e, @
no backup timeperiod Commt ~ eefE ; e ~ co xao T:”e QO
backupauto N ¢ _TOFE toa~th . "mho h oe™e x h ~
TK O, — x~ 1 «' < * < (A”;( - Cox %t
no backup auto T |"mt T etoE "ecCo eao T:"e 0O
backup writememory _O,E h_ P _oRo "e«hTe  ch
TK ~0: co TE" o ~ot — a o ee ™ oxch “teg T'E®
no backup writememory "TmtTet gE” ; c® xao T:"e 0OOQ
backup reachabilitycheck ¢_"0;_ t'E otch~ = x cxmto o c
tft . TFTP h h = 6 e "™ e c o xao"‘;
P > TK._~ 0O, . ¢o0 —— — :
no backup reachability t_"T0; tE otch X cxmto o c
check tftp TFTP b h ™ O
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DHELTEX

e " .  IrivileqedEXEC

"7 7Th9gT.oa”.e xchm 7 oe Y m mriyilegedEXEC | h 7 a LJ
e ™ e
.0a™>e "™ "™ Vo< *;\K ] m t
c o X a o : < @ CEE
Showbackup LIO':“'h"teEtha"’C*OO e “mtho )
T _oe x h * ¢
show backup history _to®htTHEtoh ©Q xmc ‘eo mo gh~e
T _oe X xh ™ ¢ O
574 .o0oa™>e” Yy ot t oa ™t : me o ox ™ go - e Y
hoge mm t o a t ’m_010 o] eo“ <e*Y
.0 aaxt ™t oh Y Cc Xm ~ t c ho ¢ m m - t oa ™t : m o] o o]
’“'O; e a 'y~ t—~ mm(')°5d°43(°MH p o> mo * h >~ " o} a 'y o *
c h “"omt ~ — e o m h h o a 51/t ®
Hhoc<mm "toa t*,<m_o'o o e o (e*'Y momt o t . m
1. .0 a a x t t o h 'hx <t t<_mtoH . ) . *m,<*htn<t
h T
2. .0 aax tm"'_t’“o1 . - ) t c . h . R ¥ o @QMH ('“h”"’“mzt Q o_oht”'o ‘h“o
’ t m 'y h m Y T
3. . aaxt™toh mh ~ e - t h m (@) “m TH oh**h 3 -nt
~ t e o o] o ¥ h ™~ ™ caaxt>”toh>* ¢ |m™ oe m ot
TETP h h =~ a mt o e - t e o 0 o % h "~ - 0o aaxt
4. |m — o~ h ™ = - o h x ° e 3 t o oaaxt™toh c h
h o ¢ m m ~ t oa® e hmh 6 eo 'Y
.0 aaxt t o h : cxm <t ime)‘e“fnmh 2h~'d*Phhx€'Q";Y;‘“mm’Y_oe'o 51
c o e e m ™ " x QO 7 xm To Y
- o e h £t ¢’ e o ‘“otoa"thw,hm’e
- ot DHMCP _h __h~ mprTT hh m m ¢hC¢th " oche51YtceclO .0 . ay
_oe xh~” ecec OY5IcHtOASCI ©oha ™t
" ...0 x ;. _ee oe Mm)(‘h_c** 'hx <tm'Y“ c . .
- h’“(;*@uom’“< ”"'hx' X _oe *'xh”"C** _oaaxt
.0a™~e " h ™8 ¥ & " 'Ee o o e x h ™ ¢
=" c¢chom oa™ e~ eo Mot *h o T 'Ee o h ocae a t xmh™ & x O B
console (config )#
v * Te0g .0 a e ” x ¢ h ™ ~ e 'y o i t Tage o b e’ axh~ ¢
S o =
.0a>e" ™"~ v *;\Km ] m t
cC O X a o , < ® o % <
boot host auto-config K ~0- ol F_VOE " toart ooom_xQ _oem’y.
v T |e ™ 51/t o
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HELTEX

no boot hostauto-config C._TOt"E toaT"xQoem  ®ME T x OXYO
e” 51 /tod
boot host autoupdate ¢ _TO;"E, toa~a ;ofieo Tye ¥~  mhw
—_ e” 51/t
T K O, . = = = = T -
no boot host auteupdate T . TOt"E toa”toYem d ey m K
e "DHCP
.oa"e brivileqedEXEC
=~ chom _oa"‘e"eowprim"ég@dEX_Eﬁ(;a*(H(m*f\(:x'o"' . . Y
console #
“* TelgToa e’ x ch ™ = e YprviegedEXEC _ h a
oa™~e"™ ™ =e~’<e*<’_\Kj ] m t
cC o X a o ’ < @ e
show boot  homaodtph e*nthoa~t . m o o oF
T _oe L h ~ c, .
A h a h  oe xh ™~ ¢ L{/ 51/t {SNBSNY
option image - filename code 125 ={
unsigned integer 32, #enterprise -number. RHJj dzZsdW dSC Olstste ftesdLotsHdIsj dzv] oMmJ GH
35265( Eltex )
unsigned integer 8, #data -len. 1 dzd d@Onj A Odzdzs yd d Oo dzO H dzd dzj shibstets ¢
option -data + 2.
unsigned integer 8, #sub -option -code. sBH YoHtfydd, eMmMicHO twWOs jdz 1
unsigned integer 8, #sub -option -len. 7 dzd dzO fls teoptionf - data b
text #sub -option -data. RBW IsjSCMstsatsets WO2AZO, MtsHjty Phjects d
sBtOL O 1 [
h
host mes2124 - test{
hardware ethernet a8:f9:4b:85:a2:00; #mac-OHtej N CBBEZISOBEO
filename "mesXXX - test.cfg"; #ddv CsdWdekteOydd CtcdB3BzzlsPlsstc O
option image - filename 35265 18 1 16 "mesXXX -401.ros"; #ddw s CMistseo 5G &
WOo2dzO, MtHjty Ohjets bW tBteOL (
next - server 192.168.1.3; #IP-OH 6 JTRTP Mj tco j 6 O
fixed -address 192.168.1.36; #HP-OHtej M SR3OSO
}
58 """ mt ho . m m t aeo o) h a e
‘ o xao’“’”e 0o - t oa ™t : m c h 70 e ”
v mt m o mt"e"”"ht"a* (_“sao* th~h"‘o.ct.'@ ‘¢”"*_”"0e<
h a'y ° 7wy c h 50 ° ~ e ™ ~ t e h a 'y
.oa"e rivilegedEXEC
=S¢ hom _oa™e " eo R p}riViIég@dﬁ)*(E(;"a . h< t ’ Ina"‘« T x 0O ) ) Y
console #
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DHELTEX

A*GZC “. 0 a™ e e mt h o __a _em. m“t bﬂyﬁege'CEXEQ h .
.o0a™>e """~ ¢ ’<e*<,_\K‘ ] m t
c o X a o , < @ oo
clock sethh:mm:ss dg hh: (0..23; _Xx ;e” 'Yy xmt~eo ~© m mt aeo o
month year mm: (0..59; to ~E_ o T Ty ¢ch T T eeo
clock sethh:mm:ss month ss (0..59; -hht ; " ™"mmT a e x gst My x e °
day year day: (1..3D); -dayt © _ en®ntht a _ m;Yeart , °.”
month: (Jan..Dej
year. (2000.2037)
show sntp configuration vrf_name: (1..32 Lo "mt-ge o xh” e O choto o™
m _a o 7o |-vrf namert , 2 0% T mt

[vrf {vrf_name] all}]

h 't x™ T'Ee o

show sntpstatus [vrf
{vrf_name| all}]

vrf_name: (1..32)

m

o "YtmE * t

Y
X

m  cmh oet ph ooe ™™ ~

¢ SNTP o h

m a [o] [o] < * ; - — .
T “|-vrfnamet a2 'Y | htx Eeo  ofF m t
show ntp T Lo_ " Tt E t__x*  momtoNVP K _
show ntp status Lo _ " "t E mt~txm choto oNTR om
T
m ()
show ntp associations Lo_" "t'E e oha”g O o mNTR T"m
[detail] t m h h ~ a o"eoh~e o a X
show ntp statistics T o " "t Emt Tt mt_ _x h*%ot S
oa™~e "™ . EXEC a ~
=& h om 0 a " e o BEXEC a t mr T x O =y
console >
T * 7e3¢*.0a“~e™mthm mt aeo o h ©.9/n a Z
.0 a>e" ™"~ e"<e*(K= J(mmt“ )
c o xao’“;"
show clock o "tMEmM¢t aeo h  a 'y Tt x O
show clock detail T Joco Te 't TEeoEbta® b *mo o
c h 90 " " toe h a YO
oa™e?-" h —d W T Ee o o e x h ~ ¢
=" chom 0 e “eo Mot *h“0 T 'Ee o h oae a t xmh™ @& x O
console (config )#
’m%f\64m~‘oame¢¢AyYemmtho m m t aeoo':'b"’/-\f‘Ee(a e 0o e h
. ~ o =
.o0a™>e "~ "~ v« . ‘,\K,. ] m t
cC o X a o , < o . ox <
clock sourcgsntp| ntp | "mco TIEEe “emto -e S oYy momm ot e
browser} Lhoa e o
. ¢ m Tx - e” “e” ptEz, Xym th oo m
K. % S *V":'X* t'c:; xao"‘-""’é . y o;e,
e mco TE / ; ; *rﬂ)-sgr\fﬁ
< * ot ;“"Y e ™ ¥ c¢chom o <et
no clock sourcdsntp | ntp TrTocth tMEco TETo te o e e o
| browser} m mt aeo o h a e ®
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HELTEX

clock timezonezone "mtoT e teE ; e ;"mo o o co ym~
hours offset[minutes zone(l.4m & o 7| -zonetm "o 0o ¥y m oha ho “eeo
minutes_offset] e(t oc*m”‘;e m’\o_omo t "~ e YS _otoho oeo
hours offset: -hoursoffsett ; “mo o ~ ma e o te o
(.2..+13/0; a b T Te” ¢/
minutes offset: -minutesoffsett 2 _ e x t e o ma " e ot
(0..59)/0; a h T o me” Lg
no clock timezone "mtoTe teE ; e co xao0o T":"e 0OOQ
clock summeitime zone T UET Ot ox Jhoayy "7y v toa it
date date month year _havy o hmt~ ofh~"teo "7
hh:mm date month year _,.h _ .a ~ _oavedc m™e& . o em By
hh:mm{offsef] " TY ¢ h g0 T e tW ttheE aaty h Tayy
clock summettime zone -zonetm "o oy m oha ho.3Ze®o ’
date month date year m™o omo . t~e Yy _otoho oeo
hh:mm month date year -datet ; ,m "o T
hh:mm[offsef -monthta m Ye T
- o
zone (1.4m , a o _ﬁﬁarrr. K mmrr-ll-fr a e x-t
¢! e mnue -oﬁset’T o ™ -*mt,°@+5 €Xyt a . 9 ¢ h
date: (1..31); ~te  hla ,Y’“ - ‘ .
clock summeitime zone month (Jan..De);. T ES tx . h cay T Ty " _toa”t
) ) year. (2000..2037); . . . o .
recurring{usa| eu| {first | hh: (0..23; Jh ay o h™it o“h~teo  h
last| week day month mrrlr(d- 53’_ -zonetm ~0o o 3y m oha ho "eeo
hh:mm({first | last| weel weék' '('ls)f m™~™e omo . t™e Yy _otoho oeo
day month hh:mrh[offsef ’ . -usat x Mt *eo t'E ch™ 7" ¢ h go
day. (sun..sat); mco TE X a® .s oc h g0 ° o t oh
offset (1..1440/60 cthvteo ' h o om " om e E
a*eTﬁwa mteoax“ h(a“e l')“ o )
o X a o < . - N i —~
cuh :_)Oe é--eUTxm’_\t eon*tEch L. c<:1 90
h a 'y .  mco 'E'Ji(r:amq'O'oa Oc(h 90 R
- = —la®*ht™ ¥ ocohm*7t e"oe om h m e 'E
c o 1h e DX . e ) -
-hht ;”’ I'Y*]mn'“ﬁ"a . e x;t .
-weekt e 7 TY;a  omoYe”
-dayt” e E e; "
-montht 2 _ m:'Ye
-offsett _ 0o = :"mt o Tay e x p ch c h
’“(te<_(.:h:a'y”n )
no clock summetime Jt_TOE toa~t . m ¢ h go
sntp authenticatiortkey number. "mt*e t7EQ; c¢ho h_~ co® T eeom
numbermd5 value (1..4294967295); -numberteca h _ TO;" T
encryptedsntp authentica- value (1..32) -valuetr "¢~ ; e . _T0O;"
tiontkey numbermd5 value m a o 7o |.encryptedt "7 " e"E; e 7T 0Q;"ho ~e
no sntp authenticationkey L0 xao ot ErQ; cho o h co® T eeomt
number cho M_7
co® T eeom
ot ""O; e
sntp authenticate T/fho h_|"ho®~cthg ~~h _ x co® " eeomt e
co“"‘Qee(om ot Heh__ho @
no sntp authenticate th “x tmf~mto~e tefE : e co xao T:"e 00
sntp sourceinterface {for- fo_port: (1..4); Jech tEps et b _m mto . NTPIPV4, ~ 7
tygigabitethernetfo_port | te_port: (1..24); -vrf namet . 2y _ _htx~ TEeo  o% T"mt
tengigabitethernette_port gi_port: (1..24);
| gigabitEthernetgi_port | Ib_port: (1..64);
loopbacklb_port| tunnel tn_port: (1..16);
tn_port | port-channel group (1..48);
group| oob| vlanvlan id} vlan id: (1..4094)
[vrf {vrf_name| all}] vrf_name: (1..32)
no sntp sourceinterface m_ a _ o 7o |"mt™e teE ; e  co xao T:%"e OO
[ -_"T0; . ¢
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DHELTEX

sntp sourceinterface-ipvé _¢ch C“tEPyg et h  m  mto . NTPPV6.
{fortygigabitethernet fo_port: (1..4);
fo_port| tengigabitether- te_port: (1..24);
nette_port| gigabitEther- gi_port: (1..24);
net gi_port| loopback Ib_port: (1..64);
Ib_port| tunneltn_port| tn_port: (1..16);
port-channelgroup| oob group: (1..48);
| vlanvlan_id vlan_id: (1..4094)
no sntp sourceinterface- [ -_"T0; . ,e|"mt~ e teE ; e ., co xao T."e (X
ipv6
sntp sourceport udp_port "mto” e SREUDPo h t 7 TO\NTP™ _ to
udp_port: . h  mco TE"o0o0fMeo ! 5¢t21024¢
(')MCDCDCppOFVCh(?_‘h*t<A'Ee° ex ’eo x*(’
xao’“;"e m_o*o’(e X e ”mco’\'E‘x(tm
*mco’“'E‘x: Loht pnnnﬂowntﬁ‘ay<’f’m"\¢>?‘a"’(gy
mTx o2t e . xe g, 0oe” ™ 1JSSNJI RSGSO0A:
no sntp sourceport "mtoT e te’ ; e  co xao ™-"e OO
sntp trusted-key key_num- key_number. ,Mmx " metfro o h x co” T eeomt om
ber (1..429496729% m eghoe ~ hx tm'ym coao”'EQ ({
Lo xao ™" _keynumbertreoca h  TOQ;"
no sntp trustedkey cho h_"|"mto~e teg ; e ~ co xao ":"e OO
key_number co” ™ eeom
ot _"’O; . e
sntp broadcast client ena- _T hIWE Totx 7 ho o Tt @UREe
ble {both | ipv4 | ipv6} T/ cch ¢
no sntp broadcast client en- ©  |"mto¥ e teE ; e co xao T-"e OO0
able
sntp anycast client enable _" h thE T ot x. ] pgegto at h’  * Q
{both | ipv4 | ipv6} h=mm. = ~co™ otCayph . . —"t'E ""ee
T/ “ch " e"“"\*’*mx'rrjhtxommt”h(xcc. goﬁx,"t
no sntp anycast client ena- "mto¥ e te’Eg ; e  co xao T:"e OO
ble
sntp client poll timersec- "mto” e thE a 'y oc SN~ h™ Tty ”
onds , seconds
no sntp clientpoll timer 0cn Xy deedn "mto” e teE ; e co xao T:-"e 0O
sntp client enable{forty gi- U h thE T ot x. ] pggtova” h >~ Q"
gabitethernetfo_port| h*mm. = ~coe™ oCaygh . —"t'E " "ee
tengigabitethernette_port T _Xmako mt x Shxee . ¢
|port-chanr_1e|group| oob fo_port: (1.4);  ho_o } t TEe et THet Y |-
| vlanvlan_id te_port: (1.24) e tﬂ( h o.M
— T\ o0 " ho%eo o c m ™ e et h m
grou_p: (148;) Z‘ 0o e . . x‘ he ’:t c *h 'Y*(_ . m o ‘_ (rl ’ ‘ ?
no sntp client enablgfor- vlan._|9(%:..ﬁ094_h JTmtr e teE ;e co xao T T"e 0O
tygigabitethernetfo_port| ¥ <
tengigabitethernette_port
| port -channelgroup| oob
| vlanvlan_id
sntp unicast client enable " h thE¥ ot x o"eo~ i metqg {Hbe
no sntp unicast client ena- T/ "ch 7 e "mto” e teE e co xao T-"e 0OO®
ble
sntp unicast client poll 7 h te'pm ™ fo "t T'Ee . ochom
() *ch » ¢SNTP ho o
no sntp unicast client poll T T mto” e teE e co xao T:"e OO
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sntp server{ipv4_address|
ipv6_address|
ipv6_link_local ad-
dres®9dvlan{integer} | ch
{integer} | isatap{integer}
| {physical port_name}} |
hostnamé [poll] [priority
priority] [key keyid [vrf

T TE "hSNTP . h-

-priorityt ¢ h o hm th t h ™~ Y c¢h X m .
mth‘txao’ m*eohoe*"’e*'ynh(a
m(h"‘hanex”‘ ’_"oot’b'E'o(”o e o
-ipv4_addresst IPv4~ " h m x0T om ot
-ipv6_addresst IPv6~ "~ h m x0T omo ot

-ipv6z-addresst IPv6Z “~ h m x T Ty .'ﬂJZ\ y'a
T o h a*"th w6 link_local_addre&énterface_name

{vrf_name] all}] Lo ipv6_link_local_address “° __ " T IBg6~ _ h_ Mme T 7"
Eg:trr']tgﬁq(g"fsf%g) interface_namer _ @ 'Yn go 7 oyt t on - ¥ "™ tm -
oA e~y m 7 7 x Qb ha “ylan{integer) ch {integer} isatap
R = | {integer}| {physicalport_name}
keyid: -hostnamet *~ © a e e o a-'y x © 7" m t
(1..429496729% ~a- " ¢ echom
vrf_name: (1..32) -pollit 7705 7 . —~— n
A 4 -keyidt | T et | _;t~°i_ O; .
o =|-vrfnamet , 2 Y _  htx ‘Ee o~ o° mt
no sntp server STt tmgh o h O QNTEMch m Ko @
{ipv4_address| ipv6_ad-
dress| ipv6_link_local ad-
dres$o{vlan {integer} | ch
{integer} | isatap{integer}
| { physical port_name}} |
hostnam@ [vrf {vrf_name|
all}]
ntp {server | peer} -~ " " t ENTRf hh m h=~ 7 o"eoh~e
{ipv4_address | ipv6_ad- -ipv4_addresst IP@~ " h m x . T oom ot
r hostnam@ [version . -ipv r IPV6- " hx m™~ - m t
des§| ostname@ [versio version: (1..4)/4 pv6_add esst \G . Mt
version hostname: (1..158) -hostnamer ~ ca eeo  a;y x mot
SRR -versionte ¢ch ° T t E _  hpgp, O choto
no ntp {server | peer} oo S|t Tt ’E m _h NTR h o mp
{ipv4_address | ipv6_ad-
dress | hosthamé
clock dhcp timezone 7 h te'p Tx st 9 T Yee .o " 7
’ h a 'y omt hg | [/ht™
- TK “c¢ch " — — — - p
no clock dhcp timezone cth ¢ cE™°x -t "® 9 ee .o _ " _
_h L ay om h5u|(/ht‘ [0}
.0 a™~e " . h o e a ™ x he*t g h m >
=" chom oa® e " eo anet h o x he™t ¢ h ’ : [ a t m
console (config -if )#
’”*’“65«;”‘"oa‘e“""“.’Y e “mt ho m m t aeme 0 mhe”a(;m
oa™ e ™" e ’<e*<AK ] m t
co X a ; < e L
sntp client enable _T h thE Fo t x. [ pEtix toh . co””
a‘to* h"'mm.,(:"‘0_'”(J"“iYZQ)t’ho.’“”’t'E°~
. xmtho m t X oo i a x : h x
TK ch . ho o " SNTP 'Ee o @ xt X e ” e “mth
. et h (Bhermet, portchannel, VLAN)
no sntp client enable "mtoT e teE ; e  co xao T."e OO
h a h c o e e Y 0 a e *
A to*h~ t 'E m mt aeo h a 'ys " "t x T v e e
console# show clock detail
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DHELTEX

15:29:08 PDT(UTC
Time source is SNTP

- 7) Jun 17 2009

Time zone:
Acronym is PST
Offset isUTC -8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

(_t"txm choe<mm m*eohoe WC** ~h<a<e“cmo*taoﬁ
® e "~ e a h a e ()
a h Y
*15:29:08 PDTUTG 7) Jun 17 2009
"mco TE'x OQtmy m ™ " x O" o ¥ o e ™ e YY
- to . "~ Ody o e~ " t ¥y ;to h a 'y " omgNTP heo ¥
- otmx tm ta qn’“é‘”';’“ t 3 s to h a 'y “omto h eo
- °ao;o*96”‘ ty to h a e "omto heo ¢
A=”"'"”’tE"”‘et”$< m m th aey. o ;"’m"’oY T a ™ h t ™ Hﬂﬂq)
console# clock set 13:32:00 7 Mar 2009
A to*h~* " t'E mt™®txm c¢choto o ™~ {be¢tyY
console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum 13
Status L up
Last Response :10:37:38.0 UTC Jun 22 2016
Offset :1040.1794181 mSec
Delay :0 mSec

Anycast server:

Broadcast

Ethernet_o a a x t “nt o thMES23xx, MES33xx, MES35xx, MES53

109

m

0o

'Eto h

e

*

~

o

e

~



HELTEX

¢ c h a h . m m
co Tx ;1087:3¢ e mo ¢ ™" e

A ~ _ " ‘ritptséBver:

console(config)#clock source ntp

console(config)#ntp serv er 10.10.10.1

A "~ " ‘ritptpéer:

console(config)#clock source ntp
console(config)#ntp peer 10.10.10.1

A~ _ " “sntps&ver “uviicast | _:a

console(config)#clock source sntp
console(config)#sntp client poll timer 60

t a e o h

<
m m t a e o
*

~

console(config)#sntp unicast client ena ble

console(config)#sntp unicast client poll

console (config )#sntp server 10.10.10.1 poll
1 TNTR_ ™ et " h m Yo e ’

console(config)# clock source ntp
console(config)#sntp server

<IP-OH t6 # foll

a 1g.10MQPM Ih c @ m 7 I

*<

*

(o]

noendPHoO Pm

h a B0, m

-

"o c xmt

a

-

T, ey m h m MNP ®dH o ®M “_o e a ex he®™ g ym Y m
chotoNTP ™™
console(config)# clock source ntp
console(config)# ntp server <IP-OH tc } fpoll
59 .oe  xhh” e "¢¥e .o etoralge”™ "°©_ 0UAYS
.0a™~e " h 76 8 T Eeo x h ™ ¢
¢ ° ™ c¢chom~™ oa~e " eo mt h o h ’ a -
console (config )#
% Tt~ 0 a e " h ¢ * 4 " Ee o x h * ¢
.0a>e" ™"~ ¢ ;<e*<,_\K‘ ] m t
cC o X a o , < @ hd
time-rangetime_name .o 7 fime_i@nge g0 h a _oe
time_name: (0.32) |. ¢t h_~ "o o
m a o 7% |-timenamet , @acYh o Y qfienranhel | _
no time-rangetime_name ~tTr o MR eeo et ho " T
.0 a~e " . h > a ™ 0o e x h ™ ¢ h a e e o) e
console # configure
console(config)# time -range range_name

console (config -time -range )#

h
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% Te7g~.0a e " hoe a”x hh* @ e eo o) e t h ~
" e e b
oa”™e - T A ] m t
cC o X a o , < - <
absolute {end | startthh:mm hh: (0..23); Tt E e v o 6, .0 _oe ¢
date month year mm: (0..59); ; Tmy a ex t” e’'E a m'Ye O
no absolute {end | start} date: (1..3); ST T h R eeo et h " 7T
month: (jan..dec)
year: (20002097)
periodic listhh:mmto hh:mm ) ) STt tE _h _a eeo et h 7/t
{all| weekday hh: (0..23); ~ el o te iy e ~ o
— mm: (0..59); P~ ; -~
no periodic listhh:mmto 5SS RFBY ht "B  eeo et h 0]
hh:mm{all | weekday
eriodic weekday hh:mnto R h a eeo et h =7 t
P ey hh: (0..23): - < -
weekday hh:mm
—_ mm: (0..59); e = -
no periodicweekday hh:mm L aaq B . t'E _h a eeo et h O]
6SSTRIFEY &
to weekday hh:mm
oa~e” hoe a~xhe"tg h Ethareet Port-Channel
® " c¢chom~™ oa~e " eo mt h o h ’ a o e
console (config -if )#
© 7 Te8g~.0a e ” hoe a~xh"t ¢ h FEthemet_ PortChannel
.0a™~e """~ ) 1o« * <AK: ] m t
co X a o : < e R
operationtime time_name =" 7 “timeangee ¢h " TYO",_ _h _a _eeo
t ohoa m ':“x”(tUpfz‘“30°’t

time_name: (0..32)

e t h

m_ a _ o 7" -time_namet** a 'y cho . timeerahget h o
no operation time ~tTr T MR eeo et ho " T
5.10.0 e x he"tg hy mq | b

510.1_~h ~a th . _¢{iKINY, 8dt-Channel odpback et h ~ mo
oa~e?" hoe a ® x he*t g h m ~ o’ “c oe " et h

console# configure

console(config)# interface { gigabitethernet gi_ port | tengigabitethernet

te_ port | forty gigabitethernet fo port | oob| port -channel group | range

{é} | loopback loopback _id }

console (config -if )#

]“ e e . h a Tomt e e x h ~clgh % ea™ e ™ - e Ty

_oe x h ~* ¢ et h m "~ gc o h t "~ _oaaxt‘toh" -

- h x - 0 — %o B O oe ™ e t h m o [0)

¢ .%oh e tomhx * mm™ Ty tmYy ch coao " oa~e" Y

1 T MES324
**“*69,5*\oa*e* “.*oh‘“ MES324h m ~ Ty

oa™e "™ o e " e
interface fortygigabitethernetfo_port Toeym ot h QoG et h ,mo
interface tengigabitethernette_port Ty mt hpoG et h _mo
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HELTEX

interface gigabitethernetgi_port Ty mthpG et h _mo
interface port-channelgroup STy emtho hxce _"e” "o
interface oob Y e”mtho e t h L. m” x ¢ h ™
interface loopbacKoopbackid Yy emtho L, htx ™ TEe .9 et
i groupt ¢ °oh YT o . hxececd."h o fo o TMTeTe™® ggm t hgs M " e, Y
_Te” Topnuo[! DV
i fo_portt ¢ o h 'Y° o .40G eeota hh -~ "m*™ tm 'YgO/l.4 =~ _ Y MOOD
i te_ portt ¢ oh 'Y" o .10G eeota hh -~ "'m*™ Stm-y -7 ¥ MOOPYKNKMODJ
i giporttrcoh 'y o .1G eoahh"~"m™™ tm'ygo/l " Y
i loopbackid T ¢ © h y® _o . e 0 a h ht x ™ T'Ee o 0 e tt("‘h+‘-r[ _m -

@6mtho = Z.o0o 7" - Iopppack €t hiht x ™~ “WEe . gy P

1 7 MES3324RVIES3324MES2324, MES2324BES2324RYIES2324P ACWIES2324RVIES2324FB

“F 70T .0 a e " Fohert h T NWES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324RCW MES2324F, MES2324FB

.0 a™e " T ot e ™ - e
interface terngigabitethernette_port Ty mthpoGg et ho o mo
interface gigabitethernetgi_port TRy mthyg et hoo o mo
interface port-channelgroup Y e"mtho Jhxecce —me™ 7o
. ”"\'Ye’"mthom_* et b om” x ¢ h
interface oob e 'Y ¢ch mxtmt —x t e . e~ .m 2 |
interface loopbackoopbackid Ty e”mtho .. htx ™ Tpe et
T 'groupT coh 'y ) . h xec’océ."' h o o - M m* e ® ggm t hgs e Y
_"e” onvo[! DO
i te_ portt ¢ oh 'Y° o .10G eeota hh -~ "'m*™ Smy " ¥ MOOPYKANKMDJ
i giporttcoh Yy o .1G eoahh" "~ "m*™ tmyg0/1.24," " Y
i loopbackidT ¢ o h Y* ) . hetoxa® W'Ee o m™ S eot® o T ’”;':“ oot o
TLo@gemtho T g o 7T Mobppack ¢t htox T TWEE O @
1 7" MES2348B, MES3348, MES3348F
© % T71lg~ o a~e " T o he*t h T TIHER34A8, MES348 MES345
.oa™ e "~ "~ Ttore e
interface tergigabitethernette_port Toeymt hpgG et ho o mo
interface gigabitethernetgi_port ey mthyg et hoo o mo
interface port-channelgroup Ty e"mtho Jhxee —me™ 7o
interface loopbackoopback id " 7Y e ”mt hhot x ¥ T'Ee . 9 et h  mo
i groupt ¢ o h ry® ) . h xecpcao *h " moo ’\;T”“mﬁeﬂ) oHm t hgs *c Y
_"e” Toqnuo[! DO
i te_portt ¢ oh Y’ o .10G eeota hh °” "m*™ stmzy -~ " Y MOOYKNKMODP]
i giporttrcoh 'y o .1G eoahh"~"m™™ tm'yg0/1.48 " Y
i loopbackidt ¢ o h 'Y _ o . eoa h mt xs* © fEe*o o oet "h gt o

/—\* Gg((n t h o _~ Z .0 A* , . meo'pbaclgNe*th<thX "*‘:'Eeo-“on l') CD
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DHELTEX

17Y a9{oomcC

’“*72‘5 .0 a™ e *oh ™ et ’TW}ESSL@M -
o a e " - e . e
interface tengigabitethernette_port T ey mthpG et  h LMo
interface gigabitethernetgi_port ey mthpG et h _mo
interface port-channelgroup "7y e”mtho hxce _"e” "o
. STy emitho et h _m-” x ¢ h
interface oob e c'yh mx tmt X t e e ™ _m 2 _oa
interface loopbacKoopbackid "7y emtho L, htx ™ TEe .9 et
i groupt ¢ o h Y* ) . h xecpcaaq *h " moo ’“;T”‘mﬁef'b oHm t hgs e Y
_"e” Ton0vo[! DO
i te_portt ¢ oh Y o .10G eeota hh = "m*™ Stmy - % Y MOPYyKNKMJ
i gi_portt conh Yo -1G. e 0 ah h,'(”w*m“( t m 'y 8/0/1.16; " Y
i loopback_idt ¢ o h Y* 0 e 0 a h htx™ T'Ee o 0 et h m -
T,@gmtho T .o T mt o. et hitxF wEe g $22LI0F O
1 7 MES308
'**Azgm*‘oa*eﬁ°*oh* _ et TES308M ~
.o0a™~e "~ "~ - e~ - o
interface terngigabitethernette_port Ty mthpoG et h _ mo
interface gigabitethernetgi_port Ty mthpG et h  mo
interface port-channelgroup 7Y e*mtho  hxcc _Te” 7o
. 7Y e *mtho . et h m "~ x ¢ h
interface oob e*c'yh*mxtmt“x<t e e ™ .m 9 _oa
interface loopbackoopbackid "y e*mtho o htx™ TEe . g et
i groupt ¢ o h Y* ) h xecpcaa *h moo ’“;T‘mﬁef?) opm t hgs “c Y

~

e

~

“onwo[! DU

i te portt ¢ oh 'y" o .10G eeota hh -~ "m™ Stmy - " Y MODPYyKNKMAI
i giporttcoh Yy o .1G eoahh"~"m*™ tm"Yg0/1.8, Y
T Ioopback idt ¢ o h Y ) e 0 a h ht x™ T'Ee o ) et h m -~
TL@gmtho T g o Ty mt oo et hitx T wEe g P22l O
1 T MER328
‘*"‘*74¢"\oa"en” ¥ oh~ _ et TVES328Im ~
.0a™>e """~ o e " e
interface terngigabitethernette_port Toey m ot h G et h ,mo
interface gigabitethernetgi_port Ty mthpG et h , mo
interface port-channelgroup Ty e"mtho hxce _"e”™ 7o
. ""‘Ye‘mthom_ et h o m” c h
interface oob e*'Ych*mxtmt”x(t e e ™ .m 9 |
interface loopbackoopbackid "y e*mtho o htx™ TEe . g et
i groupt ¢ o h Y* o h xecpcao *h moo T Temiiefd oggm t hgs e Y
_Te” opnwol[! D0
i giporttrcoh 'y o .1G eoahh"~"m™™ tm'yg0/1.28 " .Y
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HELTEX

i loopbackidt ¢ oh 'yY" o . eoa h
Qomt ho

—~

*

17Y a9{Hony

’

~ 2

-~

- @

¢ o7,

- x

. . Moopback © !

a9{HoOonNnyt

*

~75¢ "0 a e _ - T oh” MERB08MER3I0P ~ -y
.0a™>e" "~ - e ~ : o
interface gigabitethernetgi_port T ey mtheG et MO .
interface port-channelgroup Ty e”mtho  hxcec _ ~e
interface loopbackoopback id Ty e”mtho et htox ™ Me
i groupt ¢ o h y" o . h xecpcaa *h " moo™ Tt*mfiefd ogym t hgs It

~ ~

e

I gi_portt ¢ o h 'Y

—~

Topnwo[! DO
"o .1G- e b ah h-
i loopbackidt ¢ o h "Y" o

T

-~ R

m

~
1 < o

e 0 a h

- 3 -

tm Y. 8/0/1.12 "
L mroxy” ’o\"Ee"'o(

Y

S @gmtho " g.o ™ . [odpback et hR X MEE .U d
1 T MEQ308R
C v T76Tioa e ” e.t” ohh * TIERI0R
.o0a™e ™" - e~ . e
interface gigabitethernetgi_port Ty mthpg et b LMo
interface port-channelgroup Ty emtho hxece  ~e
interface loopbacKoopbackid Ty e”mtho . htx "~ TUge
i groupt ¢ oh 'Y o . h xecpcao *h " moo™ Ttvmiiefd ggm t hgs I

~

e

i Ei_portr cohy
T loopbackidt ¢ o h
- Gg((;m t ho .

*

“onwo[! DO
" ) .1G- e b ah h-
IY’-‘_O

~

~ R

m

~

- 1 ¢ o

e 0 a h

- @ <

. obpbatk € t hft x

* < .

Z‘o

| T MES508, MES508P

-~ ~

tm Y. .8/0/1..10; "
_moroxy” T "Ee’o

Y

< 1<

77 0o a " e _ - ¥ oh” MER508h MESS508 T Y
.0a™>e """~ - e ~ : e
interface gigabitethernetgi_port TRy mtheg et b LMo
interface port-channelgroup "y emtho hxecec  ~e
interface loopbacKoopbackid "7y e*mtho o htx™ e
i groupt ¢ o h y" o . h xecpcao *h” moo™ Tt*mfiefd ogym t hgs I
e Topnuwo[! DO
i giporttcoh Y _o .1G ebahh” m™ tm y0/1.10; Y
i loopbackidt ¢ o h 'Y _o eoa h m x3* T fe™d o

—~

Qgm t h o

*

-~

¢ o,

h h x

JMER -0 @
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DHELTEX

1 T MES51P
Y 7780 a et - Toh” MEgBI L m” Y
oa™e"™ "~ " - e
interface gigabitethernetgi_port T ey mtheg et LMo .
interface port-channelgroup "7y e”mtho hxce _"e” "o
interface loopbackoopback id STy emtho htx” T'Ee . 9o et
i groupt ¢ o h Y" o h xecpcaa *h*” moo™ Tvmiiefd oggm t hgs e Y

~ e ™

~o o[ ! DO
i gi_portt ¢ o h 7y"

Yo CToTmTT ot moY)0/1.12; Y

T Ioopbackidt c o h "y 0 . e 0 a h htx™ T'Ee o 0 et h m ”
TLo@omthe T .o 7 o [Modppack €t hftox T TWEE .o @
=" c e 'E h m >
1..8/0/1.N
e 0 a h xmt h o m t - m t
.0 a™e " S ® e e o0 e xth é&tge a4 cmh™ a e YOt m Y
et h mx ¢
" ’ c h B e oa™e-" Y myYtBHernet- e h h (‘a"m{"mt h
MES$324F h o 0 xmtho mt - m t 50 ° * h ’ a e ”
console#  configure
console(config)# interface ten gigabit ethernet  1/0 /10
console(config -if) #
console# configure
console(config)# interface port -channel 1
console (config -if )#
¢ .%oh s “ ¢ ™ "o eo™m x “e tm th Ty mtom 'Y ¢ h coao ™ oa~e" Y

i interfacerangeforty gigabitethernetportlistt ~
net_* e t . h m o

ey mt ho = c ~ fortygigabitether-

Vi< ®

i interface rangetengigabitethernetportlistt = ey m t ho = ¢ ~ teagiydbitether-
net_*et‘ h "<mm0H
i interface range gigabitethernet portlist 1 Tey"m t hd " c ™ gigabifethernet

e t h

* < ¢ ®

i interface range porichannelgrouplistt ~

m o

Y mth% ¢ ™ "lxccoch t o

o * * -

S w

.0a*e” > . e e ) e e o0 a h ’ a S ¢ h a e YOt m "\
" ’ c h ® e . _oa”e S Ty 35 0 Bhérnet- e ht h  a en“om t tmo
106 ° M%gzz]) Ty 50 7 * h ’ ac oeh“tnmot hqo m o) h x cc
console#  configure
console(config)# interface range ten gigabit ethernet 1/ 0/ 1- 10
console(config - if)#
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HELTEX

console#  configure
console(config)# interface range port -channel 1-8
console(config - if#
STt Tr9et o a T et p acte | x he”t g ho Ethemet PortChannel
oa~e"™" € 1<e*AK; ] m t
cC o X a o , < o - <
shutdown ¢ . T0; _tE _oe x h h x a - e
TK_._ —0O; . 9 channel).
no shutdown ¢_"0;_ t'E _oe _ xh hx a._ et
desciption descr descr:(1..64) Jo*~ tE oc m¥e e tchahnel). . m ~
no deseiption MR LUKEL L e~ E o m-e et h m
0o C *m e ) '\ ®
speedmode mode: (10, 100,100p0 | """ "t E m _ohomt 'E ¢ h 7" . TTe
no speed 10000 "mt ~eo t E x ‘aeo” 7. “ee O® o
duplexmode =~ "t E h a “xc T _m® et h
mode:(full, halp/full |me°o °~ e e ~F co Tx " xc ™ _meo m
no duplex "mt~eo tE e~ . e co xao T
unidirectional sendonly ¢_T0; topnedhteye . ° xe~ch~ 7
¢ch aoc h "t .  ~a . h a
c h .o ; (0]
Tk, -_ " 0; y .,
V o T'E_ oMES3508, MES3508P
no unidirectional "mt*eo tE e . e co xao T
negotiation [capl ¢_TOfE tomo T"mo ~e STy moo
[capn Xapb]] e ”mth ™ - aoa e t h m ® o
m o a a omt c ™ h ™ a t h~ ~ t o
cap: (LOf, 10h, 100f, |, S el S te co®° on &h ooy
100h, 1000f 10000f) port-channel). e
no negotiation ¢._TO¥YE tomo T*mo "e STy m
e‘mth‘*“"‘ a o0 a *et h‘(mm [0}
negotiation bypass ¢._ TQicpocxm _chog Txh. * tom
c ™ hte h e ™ m t h e o m¢tohoe
— Tk, _0O; . ¢ — = —— -
no negotiationbypass - ¢ _ T OB ocxm chog " xh tomo
e ™ mt h e o mtohoe e ot
flowcontrol mode =" """t E h_ > a xch~” T e Yy coto
ot_’“’o;*t’E*"‘* ‘”tomo""‘mo“‘e
mode: (on, off, Ft 202y GNRBdE THE" S0t "mOx .~ 5 m
auto)/off “_ tomo T*"mo ~e Y ySA2GALGAZ2Y
et h o om_ ohanieB Ny SUT L2 NI
no flowcontrol t_"0o;,tE N "~ a xch® T e Y oc¢
backpressure ¢_TO;BRe_¢, 0O fo*h~teo o "~ 7
K ~0- et h o oom 09 UKSNYySGv®
no backpressure - Tl _TORe_¢e, O fofh*teo o "~ 7
e t ) h LM [0}
load-averageperiod "mt~eo t'E c _h o”Fy  tmt=~a m
o e "™ hx_ e *et(h\(mm(q;
] | Jh ‘Ht o a et h“""h""m; t
period: (5..300)/15 V Ta ey tm Yo
no load-average "mt*eo tE e ™ . e co xao T
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mediatype {forcefiber |
force-copper | prefer-fiber}

P L O O~
-force-fibert h = ~ h

o0 oa h*

to ™ -~

[auto-failover] _oakoht T
1 /prefer-fiber -force-coppert h © " h eom™ B to TE o a
oafoht ™~ T

-prefer-fiberr c h a x m t o oc t ; m o]
no mediatype “mit™eo t E e~ : e co xao T

mtu size “mot e oe ™ t Faximum transmission un{vTu)
V"”’mthom_”‘ a¢! e h = %ot~ |t
. " mt ho - c h a e’y tm’y com

size: (128..1500)/1500 V xmtho mt —* ¢
o t
] CcTomwe. L _T0;C 0o om
e Ch 907 y"™ —m'Y Bthernet ™ , oo ®ot hoo |
m x a apC$ )

no mtu “mt~eo t’E e . e co xao T

snmp trap linkstatus

C_’\*'OIO'E c h ™ R

__x m{ophog®t ofieNTl oL t o "ye

T K ’\'0; e*et<h.<mme.3 ‘e_o“qg
no snmp traplink-status _t_TOB ¢ ht x mopog't " _{leNJ L3P
hardware profile portmode Loh, __TThE T a collXl®, - [D
{1X409|4X109} .o0a™~e "~ "~ “omtxce™ to"'E_o -
T /1x40g FT2NLEIAILOAGSGTKSNYSG xmen
V‘ "fmtho " ch ac_eh’y "t*m ‘¥ xcom
- xmthommt“* (0]
feccl74 ¢_"TOPg’ ,a ch’ao ~ ohh ¢  ©
e‘mth‘*“"“aoa *_9(|_IG(4)h .m c’).[
.0a™~e """~ "omtxce™ to TE_ o
k. ~0O: e FT2NIE@3AIFLOAGSUKSNYSG xmth
V' oaTe”™" e Tomtxcgyg T "eTY ma
fecoff t _ _TOVE ' _a c¢h 'yao _ohh ¢
ip tcp adjustmssvalue Ttore” s tE ; . Bthepnetx™ -~ aggp_ h
Maximumsegmentsize
value: "mc o TE X tm ” e*™ T e -t h
. E . Y IPaddress et
(500..1460)/1460 = _ | |
no ip tcp adjustmss "mtTeo tE e ;e co xao T
oa™e-” h =0 * 4 " 'Ee o 0 e x h * ¢
Y ® " c¢chom™ oa~e " e6o™mTHheo ‘0 & ’ 2 h ™ ¢

console (config )#
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oo

2 Ethérmett Pott-Channele t h m

] m t

< @ . % <

port jumbo-frame

"'ht_"Eaaxt"tohx
h~ "a h~ @

V e ; . Paximum transmission unit (MTU) ¢ ©
Yo xao 7716000 _t O

“h®**a* o t*~ot "FE mo

fastethernetfa_port |
LJ2 NIi Tt Qyfolipy v S ¢
loopbackioopback_id

fa_port: (1..80/1..24);
group: (1..48)
loopback_id: (1..64)

m "~ “m¢tho - mt x c t c m K
Tk Tenh ’ «‘xmthowr;t__"a) ’ o h '
Te e YIEAYdzY (VND)YEYA
V e “ m t h gortjumbo-frame 10240* ~  t
no port jumbo-frame " cth tO6Faaxt ™~ tohx_ “h""&% o (*"ot "EE mo
h= -a h~ o
errdisable recovery cause ¢c_Tof ttEa*t . m_x'Q *_t " g,
{all | loopack-detection | ot _ T, . e Y x 0" :9 mTx ;" Yy
port-security | dotlx-src -loopbackdetectiont © e ~h x ¢ ¢ TET
address | acldeny | stp- -port-securityt € “h x * e ¥ ~“oc”meomt
bpdu-guard | stp-loopback -dotlx-srcaddresst ¢ . ¢ ho go "% teet —  ~
guard | unidirectionatlink omeo "ee"eoXsTh m~ 5 co TVE'o *t 7
| storm-control | link- -ackdenytr e moot ~ tmt ., mc m_~a
flapping | I2pt-guard | pvst -stp-bpdu-guardt © _t . _ " e, Y " "t ot
| vpc | arp-inspection | e m~e g oe ho ~eeo o c¢c* t~
dhcprate-limit} - stp-loopbackguardt © **eh x ° e _chco tto TO'E 0
-udldt © _t . " ¢, ¥DLD" " t
-storm-controlt ~* "t ot g’ toha~” g 7
t h ™ . _" T
CkEh f oeo - link-flappingt | c C' . ee;: o )
L -12pt-guardt ¢ h . T_ 7", mt 006y
_I|nI~<-‘ xe_¢.; [Hte
flappingf " 1 -pvstd © * choto o7~ tx{¢
-VpCTOV*ﬁ_* choto o ™" +1t /
-arp-inspectiont © © * _ _oethoARP/ ¢ hot
- dhcprate-limitt ¢ h . - " e o T  DHOPt _
c <ton_e" coh tx
no errdisable recovery "mt~eo tE ‘e™ : e co xao T
causef{all |
loopackmdetection |
porttsecurity |
dotlxrsraaddress |
acldeny | stptbpdurguard|
stprioopbackguard| udid |
storm-control |
linkrilapping}
errdisablerecoveryinterval "mt*eo t'E _h a eeo et h "
seconds seconds co ot eo o _T0O;. e Y et h
no errdisable recovery (30..8640k o N "Mt Teo tE “e” . e co xao T
interval
default interface [range ) *hotm’E e *mtehto h m - h x c
{gigabitethernetgi[_po?tﬂ gi_port: (1.8/0/1..28); | © _*; e Ty oamim et ~eh . b x
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DHELTEX

oa™e” EXEC a ~

¢ ® “chom?™ oa~e” EXEC mt ho h ’ a

console #
- % ~glgToa e EXEC 2 "

- .
e N L om
c o X a o0 , <@ oo

clearcounters 1 JOhotmE mit tTyt m_ xpg et ho o mo
clear countersfoob | giga- JPhotmE mt Tttt hxo o om”

bitethernet gi_port | tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup| vian

vlan_id

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id (1..4094)

sgt mterface‘actlve[glga-. gi__port: (1..8/0/1..48) s_t o T“etofm t— hxccx c.ohT@;g @@ e
bitethernet gi_port | tengi- : " | shutdown.
gabitethernette_port| for- te_port._(l..8/0/1.24):
S fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| .
port-channelgroup} group: (1..48)
show interfaces{giga- . o_" "t’E m o"ex 0 e oha”g¢ O
bitethernetgiﬁsg?t% tengi- gl_portf (1"8/0/1"48)f mtT ot enot h.t ~
: te_port: (1..8/0/1..24);
gabitethernette_port| for- . |
L fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| .
port-channelgroup} group: (1..48)
show interfaces configura- Lo _T_veE xh ™ ¢ O et h ,mo
tion {oob | gigabitethernet gi_port: (1..8/0/1..48)
gi_port| tengigabitether- te_port: (1..8/0/1.24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| detailed}
show interfaces status 1 L0 _" "t'E momtorye  0m g et
show interfaces statugoob Lo _ 7 " tE mherpetcoo yet * hxgcc . c o ht
| gigabitethernetgi_port | gi_port:(1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group| detailed}
show interfaces advertise o _~" "t E ¢”h”a th. ~ tomo 7
T e t . h . mo (0]
show interfacesadvertise Lo _ " Tt E CThBmothTmo e Yy o
{oob | gigabitethernet gi_port: (1..8/0/1..48) | Etherneg oh t © ¥ ~hxcc . cohto @
gi_port | tengigabitether- te_port: (1..8/0/1.24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| detailed}
show interfacesdesgiption T _o_" "t 0c m¥e 7Y m o et h
show interfacesdesciption L0 _ " "t E oc mvat~ FQFRENySGco
{oob| gigabitethernet gi_port: (1..8/0/1..48)
gi_port | tengigabitether- te_port: (1..8/0/1.24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| detailed}
show interfaces counters T o_" Tt E mtTt omt x T Ty omo g
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HELTEX

show interfaces counters Lo _ 7 7t E mt Tett mht  xm =" Ty
{oob | gigabitethernet gi_port: (1..8/0/1..48)
gi_port | tengigabitether- te_port: (1..8/0/1.24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| vian vlan id: (1..4094)
vlan_id| detailed}
show interfaces utilization T Lot EmMEt”t mt o x co e” hx
show interfaces utilization Jo_ T Tt E mt Tt mt o x -ceot eh” h xn
{gigabitethernetgi_port | gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group}
show mterfagesmtu {glga}- gi_port: (1..8/0/1..48); | = ° — t 'E MTUM Thyo e x h ~ m
bitethernet gi_port | tengi- : !
. te_port: (1..8/0/1..24);
gabitethernette_port| for- . |
S fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| roup: (1..48)
port-channelgroup| vlian group- .
vlan_id| loopback loop- Iocl)pba.t(:jlfld. (1.-64);
back_ig vlan_id: (1..4094)
show ports jumbeframe T Lo _ " "t E e"mINIYSEX _2dve® xt "~
show errdisable recovery Lo _" "t E e”"mtho Ty T _toa
t coht™ o
show errdisable interfaces Jo_ " "t E ch ;. ex ot TQ: e Y
{gigabitethernetgi_port | gi_port: (1..8/0/1..48) |m o m t o™’yet o a ™ t ;. m_o T _t "o,
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group}
show hardware profile Jo_ Tt E b7 AXL@e ohto [ D
portmode T V"oa e” " “"omtxce™ to "FE o °
h a h c o e e Y oa~e"
A 0 “ "t 'E momt o ‘Yye . et h ) m o Y
console#  show interfaces status
Flow Link Uptime Back
Mdix
Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure
Mode Port Mode
gil/0/1 1G - Copper -- -- -- --  Down -- --
- Access
gil/0/2 1G - Copper -- -- -- --  Down -- --
- Access
gil/0/3 1G - Copper -- -- -- --  Down -- --
- Access
gil/0/4 1G - Copper -- -- -- --  Down -- --
- Access
gil/0/5 1G - Copper -- -- -- --  Down -- --
- Access
gil/0/6 1G - Copper -- -- - --  Down -- --
- Access
gil/0/7 1G - Copper -- -- - --  Down -- --
- Access
gil/0/8 1G - Copper -- -- - --  Down -- --
-- Access
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gi1/0/9 1G - Copper
-- Access
0i1/0/10 1G - Copper
-- Access
0i1/0/111G - Copper
-- Access
gil/0/12 1G - Copper
-- Access
gil/0/13 1G - Copper
-- Access
gil/0/14 1G - Copper
-- Access
gil/0/151G - Copper
-- Access
gil/0/16 1G - Copper
-- Access
gil/0/17 1G - Copper
-- Access
gi1/0/18 1G - Copper
-- Access
gi1/0/19 1G - Copper
-- Access
gi1/0/20 1G - Copper
-- Access
gi1/0/21 1G - Copper
-- Access
gil/0/22 1G - Copper
-- Access
gi1/0/23 1G - Copper
-- Access
gil/0/24 1G - Copper
-- Access
tel/0/1 10G - Fiber
Off  Trunk
te1/0/2 10G
Off  Trunk
tel/0/3 10G - Fiber
-- Access
tel/0/4 10G - Fiber
-- Access

- Fiber

Full

Full

10000 Disabled Off Up

10000 Disabled Off Up

Ch Type Duplex Speed Neg

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

- Down

00,04:37:36 Disabled

00,04:37:10 Disabled

- Down

- Down

Flow Link
control State

-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
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A o “m~” o ‘EFe ® Qo ha ™ ¢ 0O o momt o "Ye
oto*h™> e Y omt ¢t m t : " mm
console# show interfaces TengigabitEthernet 1/0/ 1

tengigabitethernet1/0/1 is down (not connected)

Interface index is 1

Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41
Descrip tion : ME5100 erl 17.161 te 0/0/1

Interface MTU is 9000

Link is down for 0 days, 0 hours, 3 minutes and 28 seconds

Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
0 broadcasts, 0 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
0 packets output, 0 bytes sent
0 broadcasts, 0 multicasts
0 output errors, 0 collisions
0 excessive collisions, 0 late collisions
0 pause frames transmitted
0 symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
: 0/0
2:0/0
0/0
0/0
0/0
0/0
0/0
0/0

[EEN

N>R W

A

console# show interfaces advertise

o] Y c¢c™hEa” tma ~" mo ~ e Y

—

Port  Type Neg Preferred Operational Link Advertisement

te1/0/1 10G - Fiber Disabled --
tel/0/2 10G - Fiber Disabled --
te1/0/3 10G - Fib er Disabled --
tel/0/4 10G - Fiber Disabled --

fol/0/3 40G - Fiber Disabled --
fol/0/4 40G - Fiber Disabled --
gil/o/1 1G - Copper Enabled Slave

Pol -- Enabled Slave
Po2 -- Enabled Slave
Po8 -- Enabled Slave

Oob Type Neg Operational Link Advertisement

oob 1G - Copper Enabled 1000f, 100f, 100h, 10f, 10h
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DHELTEX

A 0 “m7T Ut tE ot e t x h : m ™~ a

- J— *

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

tel/0/1 0 0 0 0

tel/0/2 0 0 0 0
6éééeédéééééééeééééedééeéeeééeceeeeeéceeceéeéeceeeeeéecegecece

te1/0/5 0 0 0 0

te1/0/6 0 2 0 2176

tel/0/7 0 1 0 4160

te1/0/8 0 0 0 0

eeeeeeeeeceeeeeeeceeceeeeeeeeceeeeeeeceeeeeeeeeceeeeeeeeeeeeeeeegeeecee

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

tel/0/1 0 0 0 0

tel1/0/2 0 0 0 0

te1/0/3 0 0 0 0

tel/0/4 0 0 0 0
te1/0/5 0 0 0 0

te1/0/6 0 545 83 62186

tel/0/7 0 1424 216 164048

te1/0/8 0 0 0 0

te1/0/9 0 0 0 0

eeeeeeeeceeeeceeceeeeeeceeeceeeeeceeeceeeeeceeeeeeeceeeceeeeeceeeeeeeeeeegeeeceece

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

oob 3 616 0 39616
A 0 "t E mt ™ot m t X c o h x cc “ e ™ To MY
console#  show interfaces counters port - channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: 0

Excess ive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0

Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O
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A 0 e ™ m tEthmeo-frames 0oaaxt™ toh
console# show ports jumbo - frame
Jumbo frames are disabled
Jumbo frames will be disabled after reset
- 82g" ¢ mTmer . _°.
: t c m "~ e
€« ox = * * <
InOctets .0 - mt o coh eyt .g F* ot
InUcastPkts .0 - mt o ch e’'Yt .g o%eo”"h me.g ¢~
InMcastPkts <0 T . mt oaecoh oe*'yth. me 5 ¢~ t o o)
InBcastPkts 0" . mt o c¢h eyt.pg ' ho_ o "t e ]
OutOctets .0~ - mt o ¢ oh ""ee.g F~ ot
OutUcastPkts 0o - mt o ¢ h " "ee.g o0"eo0o”"h me .y c*
OutMcastPkts .07 - mt o ¢ h "~ee.pg aeo o~ "h me . g ¢
OutBcastPkts .07 . mt o ¢ h ""ee.pg ' ho o "7t TEe
Alignment Errors .o T m t o ™cbhm eeyth.xg”’ e eo ¢ ~omteomt 'H
e mo ot tmt x 0" a T e 0 e c ho ®
(FCS).
FC&rrors o7 mt o Moyt o5 ; mno on rmt x Q" a
e c ho 7 s 5 ¢ ho h X oetho T'Eeo m x a
Single Collision o7 . MbHhoy o T - ee.pg " e -ex O _09
Frames h T e e 7 xmec e o @
Multiple Collision o Mbhop T - ee . Fo T - a 0" ex
Frames c h 7" 5 xmec eo @
Deferred Transmis- o~ . MBhoy " Y otoh.g c h "y cor .t™Hy
sions t omt m h ® c h “"; o
Late Collisions 0T . omt oom”T% %o "7 m hy "™e™ com ™ t o
m Y x g - c h T e c h cn ©~
Excessive Collisions |0 — ; M6 hoy otoh . e = 7= "%.hofTé¢e .o
o T O]
CarrierSense Errors o, mt o omTx ;% 3y 0o "% momto ye |
Xt h > ° e c h c o c® hp c h “""
Oversize Packets .07~ - mt o c¢ch eyt.g ¢c”* to ¥ h* a h |
h ’ e e (1 h
Internal MAC Rx o Tmt 60dh 3 o toh e .7 "ch o ew tyh . eoen
Errors o~ 7 c h a™ e™ xho e al/ @
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Symbol Errors 17y et hh* ¥ o tmrQ” o I Fhkm_oaT ymat 0o m 7|
.o a ~m 'y e T ocxmt a m a o T " ee 9
* — c h " mot ™ ~ e ™
17y et hhv o tmrQ" 0 co Tx "xc ™ g eoo @
: m t 0 m Tx > o o m h " mt - ckh —Ta”
foTE"_ ax ;o a hTra hoomTot” 63f230¢AYS03
o " eo mo ¥ .t S _otoho *mt ™ ~y ot t
receptionS NNE2 NI o x e mx " O/ I NN §
1Y etlhh":"otm“'o"' o@ " x T Temeoa::’h g a
o ™ m t 0 m Tx - s e oyt T~ m h ',‘ma “ c
L, o TET Jax o aa € P a Ty YEY CNIWYS{aAA TS0 )
t o ho 0 a Tom 'E oty ¥ . o " eo mo ¥ .t 5
o ™ c¢ch a® ""ee.g O65F0l NBOSLIWA2Y S
Received Pause o7, omt o ch eyt ..g¥ &Rk hfi Toy(Qd"a go gl g
Frames
Transmitted Pause o7 . omt o ¢ h "T"ee.BHbhcm™ 6YQE gc gh7
Frames
5.102" " mt h o ~ hi[’!bao oaaxt”™ g e t h m
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
¢ ® ™ ¢ hom~ oa~e e 6o mTiTHeo ‘0 & ’ R h ™ ¢
console (config )#
v * —~g3g~*.0a*e” h ’ a ™ o * * T'Ee o o e x h ™ ¢
.0a™>e "~ "~ € '<e*</_\K~ ] m t
c o X a o : < @ N <
vlan database T Lo ho ot _oe oM ANe | |
vlan prohibit-internal-usage -addt "o 7"t E x_ " ""ee +[!Db
{add VLANIist remove e .9 T 7Y _exth ee o mco TEO
VLANIist except VLANIis{ -removet x 7 Tt 'E xV[1 b~ eLe5. c _h
none} " ee 2 T 7Y _exth ee o0 . mco 7
VLANIist(2..4094) -exceptt "o 7" t'E _ ¢ _h . e’E "¢
e o mco""E'on"e 'Y“m< i[!b
R _"' : m t R c ™ h ™ a th T
-nonetro ; mt tE ¢ h - e’E +[!b L
h ee o *mco""Eon‘e Y b
vlan mode {basi¢ tr101} ¢ 7O;. ' E _E de@7€onte Y e~
T /basic LM _h _a Odza 12 YSNJ mh ~
VLAN
vlan statistics ingress {low | ¢_7T0;, t’E mToh mt~t WLAN Ty
high} -low T VLANIL-2047
TK_ -_ —0; . ¢ -hight VLAN20484094
no vlan statisticsingress ¢._T0O; tEmToh mt~t mt e
{low | high}
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HELTEX

vlan tr101 map innevlan
c_vlan_idnterface{giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

c_vlan_id (1..4094);
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24)
fo_port: (1..8/0/1..4);

e TE ., .Mm_oa *81<h.(mm<
t[ b 062, hQdzZG2YSNDLI “&Ydthlxy@x
. e” OygtlyyaARe M Htoa 7
th = Y T xo " o m et h
e‘mt‘I;o_m . ) ‘
-cvlanidt | . et " e oee . e 0 a
-interfacegme¢ mo et _h _mo ¥
toh . go’>®o ach a e e T " eeo
e 0 a ho- et rf ‘ (o] a o e o
Pl ytx o Do Tk JF Tl E e ot TEe o
; o e ™ . R e -

L

h ~ % ot

mo

’ 1Y . T ~“"e.e 0 e o_*o 0™
group: (1..48) 20 e mtho _"7gfryav2zRS GNMmnw
no vlan tr101 map inner ST Tt E cht o To @
vlan c_vlan_idinterface {gi-
gabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernet
fo_port| port -channel
group}
.0a™*“e?”" hoe a ~ x\W_ANc
¢ ® ™ c¢chom™ oa~e " eoe t R\HLANC h ’ a
console# configure
console(config)# vlan database
console (config -vlan )#
]~ ee . h ’ a omt’i(‘oc*’“e"\'Eeoh o0 ex "h °xeh””"ea”', e
c ™ h ™ a t ho VLAN x h~ @
“~* T g4t .o0a” e .a~ho ¢ X\MLANG
oa™e"™ "™ o ;<e*<ﬁK: ] m t
co X a o ; < @ L
vlan VLANlis{name VLANIist(2..4094 Jo® ™ tE £[1!bD - e m o “E o
VLAN_namg VLAN_name(1..32)
no vianVLANIist m oa_ o7~ tE [ 1D - e . m_o TE o %
map protocolprotocol[en- protocol (ip, ipx,ipv6, | _ " ., _ ¢ h"ott’R b XTc b ot o “omTMoo ¢ ho
capg protocols-group arp, (06001fff (hex)}*); |. a , mt
group encaps (ethernet,
no map protocolprotocol rfc1042, licOthey, STt ot EYC X
[encap} ethernet group *)reoachoto (16 TJt
(1..2147483647,
map macmac_address Lh YT "X TEh gmt/ "t "t ore® hg b a”m |
{host | mask macsgroup hxccec “"§1 mo @
group mask:(9..48
no map maanac_address ST T Ot E ch YT X @
{host | mask
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DHELTEX

.0 a™~e " . h o e a ™ x he*t g h m - o’ “ ¢ VAN e t h

be "t @

*% % <

¢ ® ™ c¢chom™ oa~e " eoe mt Rk hVJ_ANn""a

*

console#  configure
console(config)# interface {vlan vlan_id | range vlan VLANIist }
console (config -if )#

]~ ee . hmt x a € o ok af ~cgh e ™ e ™ - e Y
o e x h * ¢ VLAN"t ¥ b B me™ "oe™ et h m o [0
¢ ¥ o h e t h m omx " mt Y tmoy c¢oh coao "
interface vlan vlan _id
¢ .%o0oh ® “c ™ oe ™ e t h m o oarme "~ m t ~Y tmy ¢
interface range vian VLANIist
" ’ c h s e . oa™e " . Y 230 "VVLANM h  ga T B~
e ”mt ho m_*\/LA[r\n_r,lgs‘,c_c
console#  configure
console(config)# interface vian 1
console(config - iN#
console#  configure
console(config)# interface range vlan 1,3,7
console (config -if )#
% * —~ggg*.0a*e " ho e a *x he*t g h m "~ +[ 1D
oa™e" ™" € b AK i ] m t
cC O X a o , < @ d <
namename name (1..32) Jo*~ t'E _aY x[!bd
no name m a oK@ Y |["mt™eo tE “e” . e co xao T
mo ot tmt x T e
VLAN
ip tcp adjustmss value Toe” se tt ROVLANM ™ T aTCPMaximumsegment
value: size
(500..460)/1460 ) B TUETx Ut m YIPaddresset” et h
o t -
no ip tcp adjustmss “mt~*eo t'E ‘e . e  co xao T
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HELTEX

.0 a™~e " . ho ¢ a ™ x he* ¢ h m - o’ “ ¢ * Etherriek eett hh mmo *
h x cc . cohto
¢ ® ™ c¢chom™ oa~e " eoe mt Kk be*t g h E;H’erme’i a et h m ~
h x cc . cohto Y
console#  configure
console(config)# interface { fortygigabitethernet fo_port |
tengigabit ethernet te_ port | gigabitethernet gi_port | oob | port -channel
group | range { é}
console (config -if )#
-Imee h > a ’-\OmtXOCe e Xhmcleh ;meamm.em; e mr\,Y .mrr...,e
o e x h ™ ¢ et m gc o h t~ oaaxt™toh?™ - h x «
e ™ h x 0y — Fo T "c¢c* "oe” et h m o [0)
o h t a o’ t h "ot~ 1t E : t h o) h ? a”™ oY
T accesgy et h mtg e” otm t x ch*o t* ehe . m e"\VCAW o " eo
T trunk T e t h m S c¢h e a™” 00" to TE o t h o “ e e
eo WAN _otoh . a0’ 't F .t 'E "o "sitcHporttrunknativee a © " 'EO
vlan;
i generalt e t h m m co’\quz ccoh® e hg ™ ot hoV/fim®dm St
e t h o e e . t h "~ T
i customert Qin-Q et  h,  m
T+ * Tggg*.0a*e” . ho¢e a " x he"t ¢ h FEthermef
.o0a™>e""™ "~ ¢ b ‘AK N ] m t
c o X a o : < @ EEEER
switchport modemode mode: gccess, trunk, |~ t E h 0 a2 h T Fot . coh it 4
general, -modeTh<"a h ™ %ot . coht ™ R i[!
no switchport mode customel/access "mt~eo t'E 'e” . e  co xao T
switchport access vlan jo®*~ tE x[!b T70Y _et h  m~
vlan_id vlan_id (1..4094/1 |-vlanidt , ~ et "¢ °cee . ~eoa h
no switchportaccess/lan "mt~eo t'E ‘€™, e  cO0 Xxao .
switchport accessaccepta- Jho e a”t E e” e t” hhocm " t7T RE
blerframe-type {untagged eh e amt -untaggedonlyt t © T'E_o e 't ho ~ee
only| all} e e callt _m . @"h
no switchport accessac- e h,e,a”"tE e~ e t_"hoh ¢m Lm
ceptablerframe-type
switchport trunk allowed s toa~t . om_ "o % VANt TEY ™" e &
vlan all — et h m- @
- T/ - _"T0; ¢ e - —=
no switchport trunk al- St 70, v E _toa t VEANM _ o o
lowed vlan all
switchport trunk allowed jo*~ t'Emc mo_ x[lb 7Y et
vlan addvlan_list -vlan_list m ¢ ™/PANID], "¢~ "oe eoa ho
) ST thE o om T e a : h : T vocoyt
vlan_list (2..4094, a)l _oe ‘; e o e~ ; e oy e coen
switchport trunk alowed "t T tEme mo [l b TTY et
vlan removevlan_list
switchport trunk native Jo* "te@pa VPAN _ " ; mt 5 S8F| dzf
vlanvlan id . 'et<h:ﬁ“TmE"e(t("ho_"ee.m t h ™
vlan id: (1..4094)/1 F e es . Coht S och QAANTY tm Y
-vlan idt B et _ " e _oee . e 0 a h
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no switchport trunk native "mtTeo tUE e ;e co xao T
vlan
switchport general allowed Jo*~ t BE([m e, m oy et h _m-
vlan addvlan_list[tagged| -taggedt coht Fx*® t ¢ h "™ Tt E t
untagged] VLAN; .
_untagged-[coht ""X"‘(t c h ""’“”I'E
. TTY [ !'bo
vian_list (2.4094, @) | 100 jisrme mpANIDI T ¢ oe [ 1 b ao
c(h ;*m"e . @ ;h(‘ " c 'Yt x O
_oe ;e 0 e, e Y 7 Mc” toe”
switchport general allowed ST T t’Eme mo [ lb TTY [ et
vlan removevlan_list
switchport general pvid - Jo* " tE et _“toh +[1lbh
vlan id vIan’_\ld. (1..4094/{'[ et h mt oo
- m X m t e o|* < AR
< - -vlan idt . et " e oOee e 0 a h
- - c o X a o ’ — _~ J < - d T X L ‘A
no switchportgeneral pvid mt~*eo tE e ™ ; e co xao T
switchport generalin- ¢._T0; tE " 7T omeo eo o et
gresdfiltering disable c®” _,to ~e” omeo ~ ch m o eeo
no switchportgeneral in- ~cth~ 4 _"0;,t E T TY omeo eo o et h
L . T/ Et — .
gresdfiltering disable i, e[S T b0l e omeo ch m o eeo
e fm = O CEth T e, Y (_T0; " %
ch*m“o(ee.a c"_tx 'e"; e a
ot *h*mtm Yo
switchport general accepta- L h e a”®’E @~  m " thoc W'ETo T eeq
blerfframe-type {tagged -taggedonlyt t ¢ “E_°o t ~ ho ~ee . T
only | untaggedonly | all} Thkh e a~t|-untaggedonlyt t © T'Eto e ho ~ee T
t.c o nh-alt . m, . ®"h
no switchport general ac- Jh,e,a” e " om om ot c _-
ceptableframe-type
switchport general map "TmtTeo tE c¢ch® VLAN TO¥ mmh o
protocols-group groupvlan . omeo “eeo e” ch Y _ cho
vlan_id vlan_gzo(jl.o.[4094 -groupt , T et _" ¢ ,0ee . eoa h
-vlan idt B et “ g oOee e 0 a h
- (1.. 214748364y — = P = —= = ~‘
no switchport general map t’'E ch o _ m m _"c,
protocols-group group
switchport general map Tmt®eo tE ch” VIAN TV mmt h
macsgroup groupvlan : omeo “eeo e” XThh myY' o _  al/
vlan_id vlan_gzo(jl.o..dfOQz) -groupt , © et _" e, ,0ee . eoa h
: -vlan idt B et “ g oOee e 0 a h
- (1..214748364Y — = P = — = ~‘
no switchport general map t’E ch o _ m m _"c,
macsgroupgroup
switchport general map "mt~Teo t’E ch® 7o Tmm —
protocols-group groupvlan - omeo “eeo  e~chohto P TX
vian_id vlan id: (:I....4094) groupt . " et "¢ oee. eoa
group: (1" -vlan idt ® et “ g Oee e 0 a h
: 2147483647) — * L & -
no switchport general map t'E ¢ h ™ o _ mm _ ¢,
protocols-groupgroup
switchport dot1q ethertype T~ a _ eTPID (EagrotocollD), 8021qVLAN , = ™ 0o "
egress stagthertype . m 9o "TmMy™ egpoeto h o m” @
ethertype: (1..ffff) ] jocxmt —a etypec he "yt g KSK
(hexy8100 a8 h "o’ eo’ " &h' " a. erT
no switchport dotlq ~™ a e ethergpe m o9° " Y" o m et h
ethertype egress stag "e” . e co xao T:"e QO
switchport dot1q ethertype jo "~ TPIDEt ™" " @m  VIAN.o h o
ingress stagdd ethertype Jocxmt ea”.: e [TPPanR{jdK S "o~ e ¢
ethertype: (1..ffff) Lot ohe o m a0 tem s e Y 9UKS
switchport dot1q ethertype (hex) ST TPIDET t Y Trmem VLAN.©o h o
ingressstagremove
ethertype
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switchport customer vlan
vlan_id

switchport customer vlan
vlan_idinner-vlanvlan_id

no switchportcustomer
vlan

vlan_id (1..4094)/1

switchport customer mul-
ticast-tv vlanaddvlan_list

switchport customer mul-

vlan_list: (2..4094, all

jo*™ UtE £[!b T T co TE 0 "t
-vlan_idt | 7 et " g oee . eoa h
4°+_~"t’E__00*'Y"‘*a et _ho
coh texx t h yepey dmlj 7 GYLANiner-@f | y 0
e e "y nu®wmljo _ Y MGBXR ho"ce 4
VLAN (S/LAN)

’. 17y h ™ %ot . 'Ht o R _ona_"’é'o;_* te
L "‘o*"“'Eeo h a Z@ Ly Y2
"mtTeo tE Te” ., e c o x ao T
“ “h tc'p e a”t 'E aeo o " "xh ~“m'e“ge e
[ bYOEC YOMY!I b co “E o "t TEm
e “mth ™ - a o0 a e t h m > mo
°hx'*O*Eo;\’E'o_:‘t(;\’En%<:°o(coht

aeo o™ " h me -t V[CAN. . T ree
)| -vian_listt m ¢ ™/BANIDI, "¢~ "oe [l b ao
c  h mi_ B a - "c¥Ytx QO 7 X -

e S T
U S

ticast-tv vlanremove e”mth~ % aoa et h .m
vlan_list
switchport forbidden vlan Tfch t tE "o~ T e  x_ " " "ee
addvlan_list . -vlan_ listt m ¢ ™PANID] ¢ ™ "oe [ ! b ao
vlan list: (2..4094, ¢ h o m~™ e a . h "¢ oytxQ
FEtoxk, ™, oe -eo e ™ e 'Y<"""'c "o e ™

h = h ’ e

tagged

switchport forbidden vlan _"oh tE "o 7 _" T ree
removevlan_list

switchport forbidden de- o xao ~..| TeM_t U E WefalltVLAN oeh t x ®

faulttvlan R '

- - ; . emt [0} = = - - —
no switchport forbidden VLAN * mt~eo t'E e coe co xao :
default-vlan
switchport protected-port L. h mtoht o 'y x t h hxce
no switchport pro- T Commt ~ ete’E . e co xao T-"e O
tectedmport
switchport protected-port L. h o cmhtt o x " " "eex QO h x cc x
isolate-group {group}
no switchport protected group (1..8) ~"* T tE coht x " T eeo h
port isolate-group {group}
switchport protected giga- gi_port: (1..8/0/1..48) | . . h _mtoht  h Ca tdNReg el tx |
bitethernet gi_port| tengi- te_port: (1..8/0/1..24); |2 “h "hxt ~~~ ¢ 1©O co *~ ° r"Mhemog
gabitethernette_port| for- fo_port: (1..8/0/1..4); ech~ ~r7y t m’E o"eo”"h me
tygigabitethernetfo_port| group (1..48) ho o "7t ~—'Ee . cothht™¢p e~
port-channelgroup} L0 xao T."
no switchportprotected ,meo TETXx It SO0 Ea _ex a*h hxt g  co

athihxt T TlisrTh mo o §C5. 00
oo T v e e
X ’ e e . o)
“ " h (m o o
switchport default-vlan "mt*eo t'E coht "~ ot h x O
tagged
no switchport defaultvian N "mt~eo tE e ™ e co xao T

130

Ethernet_° a a x t "nt othMES238x MES33% MES35xXME%324
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oa~e” . IyivilegedEXEC

‘,‘*° ™ c¢chom?™ _oa”‘e’ppivﬁeged@)(E@o_ h("a”'

console#
* T 7gre 0 a @ " priVilegedEXEC

oa™ e "™ "™ ‘e‘,( *<AK- ] m t
c o X a o : " ¢ @ ® <
show vlan T L S = e oha”"g¢ O co —m a
show vlan tagvlan_id vlan_id (1..4099 L,o0_" "t'E e oha® g O co +[!DbZ
show vlaninternal usage . Lo_ T Tt Emc mo [l b TTY _ex
_oaa t*tohoa@®

show defaultvlanrmem- Lo_~" "t’E momt~  hxcc . T o7
bership [gigabitether- gi_port: (L..8/0/1..48)
netgi_port| tengiga- te_port' (1..8/0/1..24);
bitethernet te_port| for- fo 0&, (1"8/0/1“4)"
tygigabitethernetfo_port| P roﬁ (1 485. ’
port-channelgroup| de- group- (L.
tailed]
oa™e "~ . EXEC a ~

¢ ® ™ c¢chom?~ 0 a” e "EXBC mt h o h ’ a ”~

console #
% Tgggt.oa e’ h »  ar 9.9/

oa™ e ™" ‘e““,‘e*<AK' ] m t
co X a o - <@ o

show vlan multicasttv vlan o_ - e ch

vlan_id

vlan_id (1..4099 th

T UtCEM ¢t o h

I

e e.om t oi;[e! b ® aooh tx.t

a eo
+ *

c(h( - EX t " ch*e*a"‘t’E
show vlanprotocols-groups Lo _ T T UE e oha”ge¢ O o  hxcec™
show vlan macsgyroups Lo _ " T UE e oha™ g "@® omo hgcc”
show interfaces switchport Lo _ " "t'E _oe ,xh” e ©O coht ™ 3
{gigabitethernetgi_port| gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group}
show interfaces pro- Lo _ " "t E momto 'ye ~ cohto Y
tectedrports [gigabitether- privatevlanedgen © o ¥ * m t O]

net gi_port| tengiga-
bitethernet te_port| for-
tygigabitethernetfo_port|
port-channelgroup| de-
tailed]

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)
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h a h. ¢ o e e Y oa™e "
A o_" ""t'E e oWmBMNc, O o _m o
console# show vlan
Created by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, V - Voice VLAN
Vian Name Tagged Ports  UnTagged Ports  Created by
1 1 tel/0/1 - 24, D
fol/0/1 - 4,gil/0/1,
Pol- 16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S
o ~“ """t Em¢ohe . ch a e aeo o " h me o
console# show vlan multicast - tv vlan 4
Source ports : te 0/1
Receiver ports: te 0/2, te 0/4, te 0/8
A R e oha® g 0 o hxcc™ g choto o o

console# showvlan protocols - groups

Encapsulation  Protocol Group Id
0x800 ( IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd ( IP v6) Ethernet 3

A _o_" "t 'E _oe  TerGiyabiither@eto/le h t ~

— [—

console#  show interfaces switchport TengigabitEthernet 0/1
Added by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, T - Guest VLAN, V - Voice
VLAN

Port : te1/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Vlan Name Egressrule  Added by

1 1 Untagged D

2 2 Tagged S

3 3 Tagged S

4 4 Tagged S
5 5 Tagged S

6 6 Tagged S

8 8 Tagged S

132

Ethernet_° a a x t "nt othMES238x MES33% MES35xXME%324

~



DHELTEX

28 28 Tagged S
Forbidden VLANS:
Vlan Name
Classification rules:
Protocol based VLANS:
Group ID Vlan ID
Mac based VLANSs:
Group ID Vlan ID
5.10.3" * m t h oPrivaté VLAN
Sgeo0 "0 Y {NASFGS +[!'b O6tx[!Db0O co o S0y t cho
x h o e ao " - h{L a T X coht™a oaaxt®toh ay 0ot o
" o0 a e (0]
.o _oaaxt~®toh™ g ao’ t * t '/E m _ oe x h h o “ e 0
—promiscuousrCOhtZ ot oh . moc omo ¥ e o ¥ a e Y =
et h o m~a 3 . OF;YVYHymER{ t aERDT
- isolatedt ¢ o h t ¥ ot oh co Teomt 'EO "o 7 ho ~ e 0
. to o t+[1 b3 eo ecobto/UNNPWALDdkARE _ _"FE
s x o m t ochoohetxo AY3h2fh |o @j"fq m o mt okt otho. TINE
c ~ t m o mt a hodet oo AKB2fcl IhSW ~t o V'EE o m t
promiscuoug °© h t o T
- communityt , h xcc ™ cohto 5 otoh .aa 0 ax t "x¥ an o€
. LINPYAA&AODHz2 dz2a > 'Ht et h  m ot " QOS] e e
ot m 5 omt* “REet. gh G2 Ymyodpfdtedi@o b T o ' &y @Rh
ho g mm .co0 Te” ®c oY e xteh “TE& 0 "o e 'Y cohto m co0oao
tNAGFGS 2[!'b c¢h BRt" ~ e e~ h mxe
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D ELTEX

Promiscuous ports

Trunk ports
Switch A

O

VLAN 100 VLAN 100

Switch B

L

-

VLAN 201 VLAN 202 VLAN 201 VLAN 202
Carries VLAN 100,
201, and 202 traffic
VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN
mx®83qg h a h h~ %ot t pgeo To t NAQOIF 4GS
¢*° “chom™ _oa”’e’e_os mt &k be”t e h FEthermef et h VAN ~
et . h . m h x c ¢ cohto Y
console#  configure
console(config)# interface { tengigabitethernet te_port | gigabitethernet
gi_port | port -channel group | range { é}| vlan vlan_id }
console (config -if )#
T 789 v o a v oé °< : ao®e x he”"t ¢ h FEthermef
oa™e """~ '<e*<ﬁK~ ] m t
[0} X a , < @ e <
switchport mode private R S~ a h~ %ot coht~
vlan {promiscuous| host} T
no switchport mode "mt®eo tE e~ ;, e  co xao T
switchport mode private Tttt tE h > a hTTot coht™
vlan trunk {promiscuous |
secondary} T
no switchport mode pri- "mt®eo tE e ™ . e co xao T
vate-vlan trunk
switchport private-vlan Jo™ ™ t'E omRkRome xcQ e e .promisclious
mapping [trunk] pri- et b Mmoo
mary_vlanadd second- n o ‘promiscuous ¢t h  m e TE"
ary_vlan primary_vlan ﬂ o TUE’ . prifmaryvian.
switchport private-vlan (1..4094); ~TT Tt E _tohomt  quiseudus ¢t . L b,
mapping [trunk] pri- secondary_vlan:
mary_vlanremove second- (1..4094)
ary_vlan
no switchport privatevlan STt Tt E omeo e x 0 Ltohomt ¢
mapping
switchport private-vlan . 1o * ~ primarE secondary@f | yiose =t h  m
hostassociationpri- primary_vlan "" o hose et _h _mTooe” " TYEot REE
mary_vlansecondary_vlan (1..4094) ﬂ o 7 e w&gcondary vian
- - secondary_vlan: = ; p
no switchport privatevian L, U’E omeo ex 0O ,tohomt ¢
- (1..4094)
host-association
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DHELTEX

switchport private-vlan as-

o * = primarE secondary vlan “trunk-secondary

association trunk

sociation trunkpri- primary_vlan et b ooom

mary_vlan secondary_vlan (1..4094) T o7 | eseconbdyyelt M . m e TE
secondary_vlan: V o TE’ gsecondary vian

no switchport privatevian (1..4094) "t T t'E omeo ex Q _tohomt ¢

trunk native vlanvlan

switchport private-vlan lo ™"  PVIBNErUhk et _h VLANMm e m t x x "0~
trunk allowed vlan add PVLAN

vlan

switchport private-vlan vian (1..4094) ST T PVEAMITUNk et h o VIAND e m tx x"Q"
trunk allowed vlan remove PVLAN

vlan

switchport private-vlan Jo® ™  t FLANP ae mhtx x "O'PVI@AN_ . _ " ;

DefaultVLAN “PWLANTunk et h  m

<)

vlan: (1..4094) / 1 =

no switchport privatevlan mt~eo t'E "e” . e co Xxao .
trunk native vian
% ToQgg~.0a e " . hoe a”’xhe”'t(;h m "~ +[ 1D
.0a™>e "~ "~ ‘e"“7‘ *<AK: ] m t
co X a o ; < e .oxe
private-vlan {primary | ¢_T0;,tE a_ o"e a t NRegtl GhS . x|
isolated | community}
no private-vlan St T b . a2 t NAGLIGS [ !'bo
private-vlan association Jo®* " tE @gx T ™ Tt othRgnetcohc | BY _ x
[add | remo\/e] secondary_vlan ome o e 0': mtho . - c h i ap[inqacyVL‘AN_t 0
no private-vlan association (1..4094) "t T t’E chohoywt % lepeme o e o
T m a ™ T 'Ee o o m t q§ 256t o h omt c e e
v r*_m a” T'Eeo o T - mt o C)QYYdZy)\[]é +[ !
m o " eo omep g8 e o +[!'Db
h a h e “"mtho 0 a axtt "hhygch AHbL { m 5Fro h a h h ~ % o
e o "o PrivateVLAN
f promiscuous © ht tinterfacegigabitethernetl/0/4
1 isolateck © ht tgigabitethernetl/0/1
I communitye © httgigabitethernet 1/0/2, 1/0/3.
interface gigabitethernet 1/0/1
switchport mode private -vlan host
descrip tion Isolate
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 201
exit
!
interface gigabitethernet 1/0/2
switchportm  ode private -vlan host
descrip tion Community - 1
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 202
exit
!
interface gigabitethernet 1/0/3
switchport mode private -vl an host
descrip tion Community - 2
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 202
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exit
|

i'nterface gigabitethernet 1/0/4

switchport mode private -vlan promiscuous

descrip tion to _Router

switchport forbidden default -vlan

switchport private -vlan mapping 10 0 add 201-202
exit

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 10 0,201 - 202
descrip tion trunk -swl-sw2
switchport forbidden default -vlan
exit
!
interface vlan 10 0
name primary
private - vlan primary

private - vlan association add 201- 202
exit
!
interface vian 201
name isolate
private - vlan isolated
exit
!
interface vlan 202

name community

h ae *hm t h oet h c hm® * ott ge o “PrivateVLANTrunk
1 trunk-isolatect © "t tgigabitethernet 1/0/1
9 trunk-communitys °© bt tgigabitethernet 1/0/2, 1/0/3
1 trunk-promiscuous © ht tinterface gigabitethernet 1/0/4
interface gigabitethernet 1/0/1
switchport mode private - vlan trunk secondary
descr iption Trunk - Isolated
switchport private - vlan trunk allowed vlan add 301
switchport private - vlan association trunk 100 201
exit
!
interface gigabitethernet 1/0/2
switchport mode private - vlan trunk secondary
description Trunk - Community
switchport priva te - vlan trunk allowed vlan add 301
switchport private - vlan association trunk 100 202
exit
!
interface gigabitethernet 1/0/3
switchport mode private - vlan trunk secondary
description Trunk - Community
switchport private - vlan trunk allowed vlan add 301
switchport private - vlan trunk native vlan 302
switchport private - vlan association trunk 100 202
exit
!
interface gigabitethernet 1/0/4
switchport mode private - vlan trunk promiscuous
description Trunk - Promiscuous
switchport private - vlan trunk allowed vlan add 301
switchport private - vlan mapping trunk 100 add 201 -202
exit
!
interface tengigabitethernet 1/0/1
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switchport mode trunk
switchport trunk allowed vlan add 100,201 -202
description trunk - swl- sw2
switchport forbidden default -vlan
exit
!
interface vlan 100
name primary
private - vlan primary
private - vlan association add 201 - 202
exit
!
interface vlan 201
name isolate
private - vlan isolated
exit
!
interface vlan 202
name community
private - vlan community
5.10.4° “m t h o - gpt _ h m ~
IP- et hmo “nf “chm®™ e~ |pe”h em* 0% o et h x mnt ch 0: m
gigabitethernet tengigabitethernet fortygigabitethernet oob, port-channe| ~vlan
¢ ® ™" c¢chom™ oa™e " eoe mtkb*teh |[Ph m™ a
console # configure
console (config )# interface ip A.B.C.D
console (config -ip )#
] ™ ee . h ’ a “omt xoce e x h *clgh ’°ea”"’“e”', e Y
o e x h ™ e IP. et h m ~
“ T T9lg .0 a~e " hoe a“x he*teh |p m~
oa™e ™" ¢ ’<e*</_\K: ] m t
c o X a o : < e L
directed-broadcast ¢ _T0O;B_e¢, © " _ _IPdirectedbroadcast ~ _ !
. mt"'e*"'h‘thao 0“("'”’t<"'Eb*.'h£:” t
Tl - _"0; e(:(h(”";x . h “.l':‘h”’ee. e
no directed-broadcast 7 octh t HE™ e m “TPYigcecté@tbroadcast © _ .t ©° |
helper-addressip_address ¢_TOfEN "Th 'mtig_@© "7t cTEe tg
[ och = T ee R “"h m@
. ) -ip_addresg IP~ " h m e~ "e™ . e YT e~
ip_address:t AB.CD | "7 e~ chr Syt Em oy <
no helper-addressip_ad- t_~OEh ""h m*e¢ 0O ' ho co E
dress . —_— 1 < < * * —_— —
ip irdp 7 7h thEmm ” 2oxmmbo t o |RDP([CMP Router
T K__ " O; . e o| Discovery Protocal)
noipirdp Lt_’:"oﬁ;’E’mm."_x "’eoemon (0]
ip redirects C_"T0;,tE ., hT e O a”h 'ICMP
TK_ " 0; . e o| Rediect
no ip redirects _t__7T0,; .  t EICMP Retifect _ x
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v 0o a ™

e X

-

co”

!.

~0; .t 'E directedbroaddast

console # configure

console(config)# interface PortChannel 1
console(config -if)j# ip address 100.0.0.1/24
console(config -if)#  exit

console(config)# interface ip 100.0.0.1
console(config -ip )# directed - broadcast

5.11 Selective Gn-Q

J”ee‘*Xry_@o* "YO ’@'\o(me om _oe
t h VEANCustomeN/LANc h o+ “oo™ ¥ "
a  Custonie’VLAN t © _ " ¢ h ctirot :5F_°

xm <t ho m t ~

© -

17y
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TCAM m unito _
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h

x h

VEC ee
> T h &

TOmewm Y@ C

Ot “cc
. .SelectiveQ-in-Q, SecuritySuite, DHCFSnooping ARPInspection, IP
Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate
per VLAN, PPPoE IA, VPC, L2PT, PIM Sndobging " ®
;.7 o
.0 X mt hge .

BasedVLAN(MAC Subnet Protoco)), VPC m ¢ o

omo®xt "0 hto

chho® ™ e @ [Ep hc*og 0 a

ek

o ~f“hzr~ +em

'FC'AMEX.&( a hhpan .xA‘éh( m

“a TEAMP ¢ h T T e
*a”""Eeo<SQ_|FQ_

ech t 3

-

me¢ o ~
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DHCPSnooping VLANACIL. Security
Suite ARPInspection Rate L|m|t per VLAN PPPoHA, L2PT, PIM Snooping, m ¢ ©

~E"

_ " Z SélectiveQ-in-Q, *P@rt ACL. IP SourceGuard Policy
TETCANDtc b T

" URItE oP

_m*a”"“Eeo< mx a a SQmQ:h”‘ "ME$3|24L:1160@h”“
'““_mwa‘""Eeo< m Xx a a SQme"'* AME$3’§XT_,110136:"~~*
T _m a” T'ge o mxaa“SQQ@ h " o TMERRxt 3456° h 7 . T
oa”e” . hoe a " x he”t ¢ h m "~ 0 " ¢ " 'Eherfiet PortChan- |
nel
¢ ™chom™® oa~e™eo omthoxh~“hk h’ atm"~
console# configure
console(config)# interface { gigabitethernet gi_ port | tengigabitethernet
te_port | fortygigabitethernet fo_ port | oob | port -channel group | range
{e}
console (config -if )#

h

" e SPYLANServiceProvide@ VLAN,

t
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DHELTEX

- ’\92“:“0 a ™ é " 2 ao“e x he™t g h ( “mc*™ "ete *h )Ethgrnet
.0a~e """~ - '<e*<,_\K: ] m t
c o X a o0 ’ < @ d <
selectiveqing list ingress L0 tTER T To F e omeo 6% Y" ax
add_vlanvlan_id[in- ¢~ __ tex Mme o jggregs vlan i@x °  t T o T~
gress_vlaringress_vlan_id vlan_id (1..4099 _toh ™ Yylan idb_ Tingress vian il ., x _ " T - |
ingress_vlan_id(1..4094) [¢ h © ~~ To T x T t ch a e Yt Em¥Y _
_otoh .a e * - c h a e e B
X a o ’\; " e X 'On 0
selectiveqing list ingress o0 t"E¥c¢ch Q"  ¢ch~*  To gy e~
deny [ingress_vlarn- . . o0y et m ingress Man_id @
gressvlan id] ingress_vlan_id1..4099 |z - o5& mingreSs VIEM i d Am < T
*x Tox ot ot *h*m STt EmYy  om 90
selectiveqing list ingress L0 tPE¥ Ch Q" ch”®  To 3 e~
permit [ingress_vlann- oo Tyt e m ot m ingress Man_id @
gress_vlan_id ingress_vlan_if1..40949 |* x ~xt ¢ h "~ ~t 'Em "Yindress vlan_iga
x “T“'ixt*mx'y c(h("“"t Em ty .
L e L. 9
selectiveqing list ingress L0 t"Eh” - To 3y e” omeo Te 0
override_vlanvlan_id[in- vlan_id (1..4099; ingress_vlan_id 2° ©~ 'Y" o ¢~ ot * T x?©
gress_vlaringress_vlan_if ingress_vlan_id(1..4099 | vlan_idb |imgress vlan_i¢l , x _“ teh ™t ETo
ch*a(e’Yt'Em’Y_o _m a “OOT'Y'“'
no seletive-ging list in- "t fxg~ "eeo ch~ "o 38§¢t80
gress [ingress_vlamlan_id vlan_id (1..4094 c*__to & .oa"e "fingrdsPf | yHh K a"
ch=® 7o c o xao T-"e OO
i i i o "tTe¢Eh ~ —o e~ ome o ~ e 0
selectiveqing list egress vian id(1..4094); | ¢ 'L ez e S ..
override_vlanvlan_id[in- . . ingress_vlan_idm oo Yy, o ¢t X
. . ingress_vlan_id(1..4094) .
gress_vlaringress vlan id] vlan_id
no seletiveqing list vian_id (1-4094) CtTE mo  cht 7 381 803GA0S
egress ingress_vlavlan_id
oa™e?-" h ’ a ™ o e VEAN™ ¢ et h m =
¢ ® ¢ hom~ oa™e " eo mt h o VLAN’ a o e
console (config -if )#
“~ % 793¢~ 0a*e” h ’ a o e LANY ~ ¢ et h m ~ +
.0a™~e"* "~ - © '<e*<ﬁK; ] m t
c o X a o0 ' < @ d <
ip management outetvlan 0"t ’E c¢ch™ o To " 7Y xch® T
outer_vlan_id Qinv th~ _7 e
- ¢ _7,.mt o 2dZi SNWPGEF YPAR
outer_vlan_id: (34094) St[!bOd 7Y heédoto ch ™
VIANG=[ ! by "o ™ e * .t E _ m
no ip management ST tmpt Yeeo  ch™ o To @
oa~e” EXEC & ~
¢ ® ™ c¢chom?~ 0 a” e "EXBC mt h o h ’ a "~
console #
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*+A94¢‘0a*e° h a ™ 9. 9/
oa™e" ™" o © ;(e*;\K: ] m t
cC o X a o , ® -
showselectiveqing 1 to* hme mo ch~ T 385fS500GA(¢
showselectiveqing inter- JtorhmeE mo ch” TSk SOGKY
face{gigabitethernet gi_port: (1..8/0/1..48) |c o h .t~
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port - group:(1..48)
channelgroup}
show ip management [vlan . toThMmeE mo ~ch> 7 T 7Ty xch”
vian_id vlan_id: (14094) coao ‘ome th- o
h a h c o e e Y oa™ e " ®
A .0 Tt E etTheo "¢ § , eo t'eeh\y oa t - DI x Yt o
e 'Yt 'gm 'y e~ Mn o

console#  configure

console(config)# interface ten gigabitethernet 1/0/1

console(config -if )# selective - qing list ingress override vlan 10

ingress -vlan 11

console(config -if )# end

A to*h™ - t 'E mec mo_se|e’cﬁve'qi'hq’fee.3 c h~ -
console#  show selective - ging

Direction Interface Rule type

Vlan ID Classification

ingress te 0/1

override_vlan 10

ingress_vlan

by Parameter

5.12 Storm Control WY =~ 7Tt

unicast)

Z° t o ha n o e - m
moo* " e Y e@o0o e M "a* e~ a
m t co 'y T e (@) - " h >
Ethernet

.0aaxt”toh a h 7y t
e : mt e o o o " e o™ " b o eémo

- “h *m ~ t c

"t o h a ot
¢ n .

¢  9broddcast, multicast, unknown

" m t proagdcast, multicast, inkn®wn unicast
o) c o m t : h : o * e
(0] Z" t oha n ao > t o " e

m ohomt 'E c h e a ™ eao0 00

o} "t"@;"ee.”"a
. t .3 m
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oa™*e" h o a ” x he*t ¢ h Ethemét
¢ “*“c¢chom~™ _oa”“e’i@i‘I;n't*lk‘?lg*hmEEngﬁEE*??t<h L
c ohto Y
console (config -if )#
T TghgT ot e hoe  arxheteh o omT 9UKSNYSI
.0a™~e"* "~ € '<e*<’\K~ ] m t
c o X a o ' © - <
storm-control multicast ¢ _TO Petho "FE aeo o"%h meo o
[registered| unregistered] -registeredt ~ ' h  mth ho ~eeo o T
{levellevel| kbpskbpg -unregisteredt ¢ , © " h  mth ho Teeo o
[trap] [shutdown] -levelt o ¥ At b~ _cho g et” g ot cho
levet (1..100) mt oo, et b o om”
kbps (1..10000000 | -kbpst o ® A a th* " O
..‘h, o*e*hx’(e*‘ aed"'e"rfha“wpz[m'
.t 7 Lt E shttdownQ; L@ fTo, T, et e
e * moottra"p)_e”m
no storm-control multicast ¢._TOyRPetho " aeo o~ "h meo o
storm-control multicast ¢_ 7O Retho ™E aeo o~"h meo o
[registered | unregistered] -registeredt ~ “h  mth ho ~eeo o T
{ppspp$ [trap] [shutdown] -unregisteredt ¢ , © " h  mth ho "eeo o
_pps'[_o’\*;<mt“0 C'_(to“ R mo_ X g
pps: (125.. 19531250)| |, o f e hx e a e o T me o
.t E ot shitddwnoe , &, "o~ _ T e” -
o % " _etrap). 6
no storm-control multicast ¢._TO;Retho " aeo o~"h meo o
storm-control unicast{level ¢ _ " O Ppetrkro "E mteo”dhtmeo o~
level| kbpskbpg [trap] -levelto* A_,a th~ ~*  chog et~ g
[shutdown] mt et h . Mm"T
level (1..100) -kbpst o * A a2 th* " @
Kbps (110000009 |_.h . °o e~ Rx ' ‘e mfeordhtmey g
t _ho o om a o’ t §hutd0\/\E])*o"T*o_":""”"oﬂ; Tee "
c mE ’xhe‘tﬁap)moo*"'(e*m o)
no stormcontrol unicast ¢._ _TOyRPetho " o0%eo0o”"h meo o -t
storm-control unicast { pps ¢ _ "0 Betho "E e . mteo o o7 4
pps [trap] [shutdown] -ppst _° —_; mt o ¢c™ to mo xd
h o~ e ™ hx e e : mt eo o
pps: (125.. 19531250) :“( h o m ao i éhutdovﬁ)‘*og*;/ﬁ@f(mé“ —~
c mE ’xhe‘t’r“a.p)mot)*"'(e*m o)
no storm-control unicast ¢ ._TO;Retho ~E o"eo”"h meo o
storm-control broadcast ¢ _TOE oetho ~E ° ho o """t TEe
{levellevel| kbps kbpg -levelt o * A_a th~ . _T . chog_ et” g
[trap] [shutdown] mt oo, et b omTT
level (1..100) -kbpst © ”_ A ,a th~ _T o
kbps (1..1000000p | _ P, °o " e~ hx " e L
a o’ ot = t 'E SHUI!dO_Wﬁ);OT\*"eTMQ "‘( e ™
xnet T mo gap)s
no storm-control broadcast ¢._TO;Retho ~E ° ho o "™t TEe
storm-control broadcast ¢ _ T O RBetME ° ho o "t T'Eeo o
{ppspp9 [trap] [shutdown] -ppst_° ~—, ; mt o ¢™ to . m __ xg
uhg*e‘hx’(e** " ho _o "™t =
pps: (125.. 19531250)| ;* , i * .t 'E shutdowO: & G o** ~ d
’><he""mopra"’p)."'(e'u= o
no storm-control broadcast ¢._TOyRetho ~E ° ho o “t  TUEe
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.0a™~e " h > a ™ 9 9/
¢ ® “chom?™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
'**’“*QGE*‘oa"e*. h =  ar~ 9.9/
.o0a~e”" " € ’<e*<AK: ] m t
c o X a o ’ ® oo
show stormcontrol inter- Lo Tt o xh T e O xe_ e, _oe
face[gigabitethernet gi_port: (1..8/0/1..48) |x _~ ""eebT8" 0o m 5 cohto @
gi_port| tengigabitether- te_port: (1..8/0/1..24);
net te_port| fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_porf]
h a h . . c o0 e e Y oa~e"
A ¢ _ T0: t 'E ' oheot hoo T'E" *>t a"@’Be oo *0" h me o 0 o "®Bao * " h me
e t h Ethermetp "~ mt “ e o t 'E m ohomt 'E ”T’\pynnp]e*t’h"‘(rn’ﬁyhx a
h o 0 Yot 35 Eeoo Toom . c hocxmedbe o h7gye ey ‘o mteo o
o "eo ™ " b me o
console # configure
console (config )# interface TengigabitEthernet 0/3
console(config -if)#  storm - control broadcast kbps 5000 shutdown
console(config -if)j#  storm - control multicast level 30 trap
console(config -if)#  storm - control unicast level 70 trap

5131h xcc . ~ h Tt &inkAggregationGroup(LAG)

1 < 1

.0 aax t. ot'o(hnc O; *(50“' T h _'xh <”h xee ¢ LAG " e Yoo . omt mo
t* % T9@gm t h s 1 C‘“ce “'Yo rlco oJ"1'D0v* Y h x cc ™ cohto "o T e ™ m
Ethernetm o * e~ 0 0 m ohomt EQOS h~*% ot~ Q" o) T xc T me o
X o ot chocxm_exomcomo eomt E ~e a X o
ot_ oxmtom;*“omtE(D 1h xcec cohto“ Y~ OY:iqu;;mY Y_oaa

“mt ho m t o co " " h > - t ® * ghm t>~ ta - mm® *o’y . h xhcxcc*c

@ - < * - < - < * * LY —_— 1 T

h "0t 0O"™ 'Y c¢co choto 0o X [!/tcp “ %ot~ c o choto o “Tx
o e x h ~ b

7 Im ™ Ty e t h m *e ~cmhtoh o - °S et.o TRy T o Fhrx o
v X (t L hext 'E e mthom . co X a o : e . (@Yo}

Jo ®* ™ T e et h m o h x ¢ ¢ x “ h 0% ¢ X h™eg™ o
et h o m* 9GHKSNYSG®
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DHELTEX

.o0a™>*e " | h > a ~ o e Ethernét ¢ e t h m

* < C< ®

¢ - c* chom?™ oa"e'eoexlfmTh:-;OG'[ hE]:HEI’ﬁ‘e)fa

¥ ok me— k<

console (config -if )#

4 o

~ % Tg7g*. o0 a ™ e hoe —a~xh™t ¢ h FEtherpef

—_ < £ % 1 *

e ™ - Tee ™ -
.oa~e" ™ LI *<’\1K<" _l m t
cC O X a o , < o - ox <
channelgroupgroupmode lo* " ethérmgt et h ~ m  hxcex
mode group: (1..48) -ont "o * " _ t'E cohltACP _"e”~ T *
mode (on, auto) -autot "o 77t 'E ¢ OolIACP _h _ "Caclivay. m
no channelgroup """ TBHerfiet. et _h _ m °  hxcoc
.0 a>e " . h ’ a ”~ o e PartfCharmel e t h m *
¢ ® ™ c¢chom?™ oa™e " eoe mt ko™ ¢ h Po-C,"h’éfnnel
console (config -if )#
"7 7T98gT o0 a e’ hoe a~”xh™ ¢ h Por-Channel
e “ee ™~
.oa"~e" " o *;1Kﬂ_ ] m t
c O X a o , < ® - ox <
lacp mininks min-links STt E a e a” TUEe o ;.M 7o Poft_
Channet ¢ h _otohoa oe ¢ Yph 90 °
min-links: (1..8)/1 V ""mtho " 0o “ao’ e” Port-CHarigel°
.M. "LAEP
no lacp minlinks min-links ‘mt~eo t'E xal T .%e Qco
lacp maxbundle maxbun- STt E a® _ moa” TUEe o ;.M T Port” |
dle Channgp m t  T'Ee .PortCharthel x ~ x t ¢ h
m o m t o jhgetive,
st e coht . —.% fggpOtm
maxbundle: (1..8)/8 V ch oh 't t~ gobh™~ h~ eo e~
c h o h {tc ot "e o a h x coht ™
V"‘mtho _‘“ o'ao’e”Pdft_@h’érﬁﬂo
. M. "LAER
no lacp maxbundle "mt~eo t'E "e* . e  co xao .
.0a™e " ., h —¢ * 4 —'Ee o o e x h * ¢
¢ B “*chom?™ oa~e” ew* “nt'Pe ® ‘o oe a % h~ ¢

console # configure
console (config )#
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~+A99¢~\Oa”’e h —d ¥ & ™ 'Ee o o e x h * ¢

e ™ “ee ~

.oa~e "~ [ * <,\1K<‘ _l m t

c o X a o , < @ - oox <
port-channel loadbalance TrtE 9t e  Ca ***\*emkho_ . e ~
{srcdst-macip | . T T hxecoe “ h_ ho "ee .9
a NO TR adrcmst-ip O -srcdst-macipt @2 , 0" e  a T T"em ho |
ANDOnRadnyYl OmAL MAG " h mZ*h it T

Ra i mYLl-iP|sie-m&kd b
srcip} [mpls-aware]

T /sredstmacip

-srcdstmact 2 , 97 e " a
MAG "~ h m T

-srcdst-ipta _ 9" e T a

“ % h m T

A ow w

-sredstmacip-portt @ . 27 € T a

ome o . - t2m ™y enf**m!upt .cohtq;/*t
e"e"; e Y

-dstmact @2 _ 9~ e  ‘a " T""em ho = .
“"h m co Tx ="t ~YT

< 1 <
A ow w

_dst_ip(-[a< 2" e " a e.m “hot m.y ed
“ % h m co Tx "t -y
-mplsawaret | __ " 0; e 3lAh™m oe”o” = o
c ~ Lto amt grta { Yy omo o X m t
to ~E o m h ’ a™a 3f[4-""""ce Mo h o~
R S >}
no port-channel loadbal- co ho ot e *mth o “ 4 F e o oem
ance - - ° =
.0a™~e " . EXEC a ~
¢ - ™ chom™ 0 a” e "EXBC mtho h ’ a "~
console >
m+,\;|-o@T~‘0a~e¢. h(’*a" 99/
.o0a™>e" ™"~ ¢ ’<e*<ﬁK~ ] m t
c o X a o , < . ox <
show interfaceschannet o "t oha” g O co h xcc e
group: (1..48) - ' '
group[group|
5131 t ~t : m h x cc - h e “ e ™ 7o
. - €« * T < * < T T < T * * — -
T x e C mt - tLAGY. MY 4 m YwxoctcpA T e e e m o TFE
cto c o o Ty X - t 'E ¢ hocxm ex 0O mcomo e omt
mt ™t : m 9 h xcc c h o h t t mco TE"o - Y " e
n 1Y TIOYofte . Y et h m ~ momt ™ mt ™t
Y a e x COXKNRP/WI{IINRdzZLIY Y2Z2RS  2ymho*ogh tmt x {
t h m~ @
5132_hoto o~ ~ h " e "o [ 1/t
Txe e, . cLinkAggregationControl Protoco(LACB Y, 'Y, tm 'Y o A 7
.. M0 _Tem o 0T e s b ho e 0 T
mcomo*eomt e T c o .'[e!/’ly c oo ® T"'y*t oxm
o A 7 e e e am o o™te ™ Al ™mat ® b e c h o h t t ™~ a ()
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/ 1Y ~0: e Y h ™~ %ot et h m ™ c o c h
Y channeigroup {group}Y 2 RS | dzi2 _o eh ~ xmho'ogt ~ tmt x QO
m* O
.o0a™~e" h —0 * 4 —'Ee o o e x h * ¢
¢ - “*chom™ oa”e " ew ¥ “nt'He @ ‘o oe a%h~ g
console (config )#
“ % T10grT -0 a v e © h ~¢ * a4 —'Ee o 0 e x h ™~ ¢
.0a™~e"* " € v« . (AK: ] m t
c o X a o , < ® - <
lacp systerrpriority value "mto” ecthE oh t t m mt a. @
— value (1..65539/1 — — — — -
no lacp systenpriority mt~ede™t Ee co xao T e 0O
oa™e" hoe a ® x he*t g h Ethemmét
¢ ® ™ c¢chom™ oa~e " eoe mt k be*t ¢ h EIHEI’ﬁ‘éfa
console (config -if )#
T 7 T10tC Lo a et hoe [ a’xhegh Ethermef
oa™~e" ™" ¢ p® (/_\K i ] m t
cC o X a o , < o . % <
lacp timeout {long | short} o xao ~ L mtoT e "t"R e mthTt e . U7 .a”x
- ! -longt © Tt TEeo ha 'y t ™~ a™xt1
mco TE X o Lo . .
-shortt 2 0 h a 'y t a x t
- e " ; long = — " s -
no lacp timeout mto*e teE : e  co xao T:"e 0O
lacp portpriority value "mto* e cthE oh t t et h m*  9{
B POrtP .y. value:(1..65535/1 = o e - E— -
no lacp portpriority mt~ e teE ; e co xao e 0
lacp forceup Jh ex”™ 't T'Eeo T o f[rACP EE €t m
T/ ~0: e[o t e‘]’égppdun’yot“ teo mtohoe [0)
no lacp forceup ta tef c¢h ex?” ~'Ee o o fACP
oa"e” EXEC . 2 ~
Y ® " c¢chom™ 0 a ™ e "EXBC mtho h ’ a ~
console #
’m%r-\log_[m‘oawe’-‘ h()*am 99/
oa™ e~ ™ € "e*‘,-\K: ] m t
c o X a o , < o P
show lacp{gigabitethernet Lo "t oha®g 'O o c¢choto o7
gi_port| tengigabitether- 9GKSNYySioed Im ™ “oco Te t TEe
nette_port| fortygiga- gi_port:(1..8/0/1..48) to “x® t co "~ "e™ m7y e obh
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); | - parameterst ¢ °© __ "~ Tt c”h”a th
rameters | statistics | pro- fo_port: (1..8/0/1..4); choto, o™~
tocol-state] -statisticst ¢ o __"* .t mt Tt mt X h ~ *
- protocol-statet ¢ o __~ .7, t momito ye,
show lacp portchannel . L0 ""t"B oha”g O o choto o7
[group] group: (1..48)
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h a h c o Te e Y _oa™e”
Aeo"”‘t'Ec h x 0O h x ¢ ¢ x cohto S h”%o0ot™” 0O"x QO co c h
Ethernett o . n® __ohomtt Mg oit". t gmxgg "mt “eo 1 @ E ch o
c h o h t to. M H MO ~ 7Y cohto o m mo ot t mt
console#  configure
console( config)# lacp system - priority 6
console(config)# interface port -channel 1
console(config -if)#  speed 10000
console(config -if)#  exit
console(config)# interface TengigabitEthernet 1/0/3
console(config -if)#  speed 10000
console(config -if)#  channel -group 1 mode auto
console(config -if)#  lacp port - priority 12
console(config -if)j# exit
console(config)# interface TengigabitEthernet 1/0/4
console(config -if)#  speed 10000
console(config -if)#  channel -group 1 mode auto
console(config -if)#  lacp port - priority 13
console(config -if)# exit
513.3" " m t h o 9% o “Wulti-Switch Link Aggregation GroufMLAG)
N [ DY _  htx™ TEe. [ D co o /YOt "o& A "7 &yt
X A, e 'Y m_ohomt Oé' m C ’ e 'Y Ot_"'OmeO_, o m
OKl‘YYéfOCD h o’:“.;eoa [!D”’ h h o ”‘eme_oa X met h o ma 7
m Tx . ’ m +t / - h h o e e . — e e ™ 90 7 'Ytm 'y e
c o o Ty ot m o ® e t 'E ° - : ;.om g9 xmtho m t - o " e
" h e * m\/pPEo”™ o " eoh™e 0 .3_oaaxt”‘toh”‘3""yo
~ cho h=~aaeo o o% mec ©oe Y b
V VPCPOHKPYYSf _oetho" h x Otm "y to"\’E_o _oaax
toh [ §B2yRpo "E"x t e mtho t NAYl NE @
I ' ", TET Y | mec oo TUE’ switthpofEorbiddendefault-viat T péerlinks  t ~
H th= ~_ chypC o h o ™" defanltan_ "~ untagged
.0a™~e " h ’ a ™ o ¥ * T Ee o _oe x h ™ ¢
¢ ® ¢ hom™ oa™e " eo mt h o h ’ a ™ o * * TEe o o e

console (config )#

~'E'/—\10¢Tm‘oa~e’.~ . h/—\dé'uaa\tEeo Xx h ~ C
Ea—— R -
oa™e """ v« * ,\KW ] m t
c o X a o0 ' ® -
vpc domaindomain id L0 UEPC 0o a e O
i o " eo a xmtho m t a o
domain_id: (1..255) V o e oa e +t/ O U”" g~ he ]
L.t E o ”© e o0a.e pxt /
no vpc domaindomain_id "t WG oca geemtho mt @
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vpc groupgroup_id O UEPG hxccex @ |TYh T fo 8eeo
Mo e F Lt E meo” Y Fikpf/c b T CQy ]
e . 9 xmtho mtn_"hy ceco a® oh ™’ e+.t /mo
group_id: (1..63 , . xaa™heo~ - mthaxcatg¢  ao
V _-m tE nyo®
no vpc groupgroup_id ST TVPG h x gemxt ho mt " @
vpc Q_""O;h’E’*a +t/ ® "mco’\'E'x(tm
1/ -_"T10; e o|VPC.
no vpc ¢C._TOYE T .2 ot/ O
oa~e?” hoeé a ” x\/PC ¢
¢ ® ™" c¢chom™ oa~e " @ m X\IPE ¢ h ’ a "~
console(config)# vpc domain  domain_id
console(config - vpcdomain)#
"% T10BT .0 a @ @ aoe XWPC ¢
.0a™>e" ™"~ - © ;<e*<,_\K; ] m t
co X a : < . v e
peer linkgroup "t cetpert/ KIFyySt ik, m ot LJ
- group: (1..48) —
no peer link "m _ " 'OPertChannel x o "WPC Y
peer detection ¢ __ 7O ;pEer detection protocal
Peerdetection T "o co Te t a "B e
Vo‘(mc(’ X Q" ¢_oe NPCN ®x qq
ny ~0- e ,*q’:“h.pe’ér_”nk_uo'Htoax e h
- ’ co "E"o ~ef AYy{LISSNY oh ~e
..M ” -detgstisnNg
no peer detection ¢ . _ 7O peer detection protocol.
peer detection interval ST Rt ho t'c™h Mo o " peerdetectionpro-
msec tocol.
— msec: (2004000)/700 —
no peer detection interval ms "mto” e te’E ; c® xao T."e 0O
peer detection timeout Tt Tt E b7 "ap’Y o peerdetectionprotocol
msec msec:
(700.14000/3500ms
no peer detection timeout "mtoT e teE ; ceo xao T."e O
peer detection ipaddr TTmot htpET h om ¢ oo Tx o ™ RY TThYY Mo Yo tocf
dest_ipaddress t  TODR o f tTpéerdetectionprotocol
source_ipaddresgport
udp_porf udp_port:
(1..65535)/50000
no peer detection ipaddr "mtoT e teE ; ceo xao T."e 0O
peer keepalive S_7TomEx " x 1SSLITtAGBS
T
no peer keepalive C._TOvEx T " x 18SLIfAGS
peer keepalive timeoutsec ST UtE _h _aoyt o’t ™ ~e™y “cho
sec: (2..15)/5 peerlink.
no peer keepalive timeout "TmtoT e teE ; ceo xao T:"e 0
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HELTEX

o'

o~

“mto® e cthg oh t ot xm¢tho mt ~ @
role priority value value: (1.255)/100 e . e a fx" t e® e* . eo t
no role priority "mtoT e teE ; ce® xao T."e 0O
system maeaddr mac ad- "mito”e MAE "h m m mt a . ypPEgoyh o t
dress T
no system maeddr "mto” e teE ; ce® xao T:"e 0O
system priorityvalue SmitoT e cthp ooh ot tomo mt o aypg d Aty
value: (165535)/32767 |4° ~ ¢ T~ .t E o7 e” o .~ e” o0
nosystem “mto¥ e tefE c e (xao’.‘;”e (e}
.0a™*“e”" hoe a ~ x\MPPC ¢
¢ ® ™ c¢chom™ oa~“e” o mtx\l}p(:g_mup:h ’ a ~
console(config)# vpc group  group - id
console(config - group)#
© 7% T106T .o a v & . adve XMPC ¢
.o0a*e"~ "~ € ;<e*<AK: ] m t
c o X a o : < @ S
domaindomain_id o "mto” e WYPENE dzLJ ; T Seoccaa ef£td
- — domain_id: (1..255) — -
no domaindomain_id "m__ TOVPGNRBR dzZL) - atxe [ O
vpc-port group Jo " "tpPBrt/ KIFyySfhxcet/
no vpcport group group: (1..48) "m _ T OPqrt-CHanne] VPG h x c ¢
.o0a”e” EXEC . 2 ~
¢ ® ™ c¢chom™ 0 a~ e "EXBC mtho h ’ a ~
console #
© 77 T108T .oa e " hoc,a” 9.9/
oa™ e "™ "™ o © A <AK: ] m t
cC o X a o , < @ A
show vpc T  to™htTeg oha™ e O o«h og — +t/
show vpc grougdd T to®hteg oha~g O o t _x" a m
show vpc peeretection T _to®h m™memt omyex * ¥ LISSNJ RSiGSO
show vpc role T to®h=e bHEa~¢g 'O o ho ™ xmth
show \pc statistics peer { to T hMmomt EYe m. VWPC, 6 _o ~m7
keepalivg link| detection T
514" " m t h ppy4” > h  m ¢
¢ "~ eeo0 a h ~ ® - oc m ™~ e oa~e" IPTYh e !t tgch o ¥
“ P T oh m 3 a ™ m - co " m t s " T 0" c o xao T-"e 0o
mo ot t mt x O 7 h~ ® ~" 9 " o0 X a et ™ ¢ )
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.0a~e " h oe a ™ x he*tg h Ethernék et h m * VLAN ¢
Loopback
¢ ® " chom™ oa~“e " eme mt)hhle"‘tgh EIHBI’WGE aet h
cohtoetyh”Vy AN et h  m~ [ 221 O @
console (config -if )#
T T108T .0 a * e " hoe a™xhe ¢ h m ~
oa™e" ™" o © Vo< *<AK: ] m t
c o X a o . < @ - <
ip addressip_addresdmask et E T Yeeoax [P t" hh m ™ mx a~
| prefix length} m ot (O]
) CE e . a*m ao ot * t
prefix_length: (8..32) V a ~ t ® ® d T ~ *or o "oh
mt o e e . "o ;eoa ch
no ip address [P_addres}s ST TIE T h om et oh o oom
ip address dhcp Lo TxtqE Th m T Ty e”mth” " a0
m_h o h” P
] m ¢ o T'Eloopbdck ¥ tT Ty m- o
. V . R \ . Y o.
no ip address dhcp TTcht Eco TUEcoh o"teo DHCPTTY ¢ o TR
*"h m~ “."h"ee.a et h mo a
ip unnumbered [vlan _" 'h t'me  xh hx aoax et |ph
vlan_id| loopback loop- vlan_id: (1..4094); |~ " h VAN Loopback ¢ t h .~ _m~
back_iq loopback_id: (1..64)
no ip unnumbered t_TORrRe_c. O " amt o "~e Y "
.0a™~e " h —¢ * & " 'Ee o 0o e x h ™ ¢
¢ ™ c¢chom~ oa™e e 60~ M he o ‘0 & ’ 2 h ~ ¢
console (config )#
“ % 1087 .0 a v e " h ~¢ * a4 'Ee o o e x h ~ ¢
.0a™~e"" "~ € ’<e*<AK; ] m t
c o X a o - < @ " ox <
ip default-gatewayip_ad- Tk ~O° <o TTTETY _oaaxt®toh~® *7h m ~Q
dress —~. - .
- X ao e O A,\r.s,., - ” — — —
no ip default-gateway " TRE e ;. ee h m 0
ip helper-address {p_inter- C_TOrENM "Th m”¢e O hUDRE o™ ™
face| all} ip_address e och *= T ee. " h ma
[udp_port_list] -ip_interfacet IP" "h m et h  m~ 3 7
".cer'Y<tm'Ye‘mthom_‘T
—alltco © o Ty ot IP-&8h =0 'E  m. xmt
-ip_addresg IP " h m e” "e” . e Yy e~
. c(h(e"ch"'“"'yt'Em'Yc"_<t b T e~
TK. -0 c(h(""°h(m‘c*'OT
-udp_port_listtme mo  coh to 15t @
th”"_z e”ch"'”“ee.m e ™ c(h(
co’_(h'”’<tm'Yc(h<"'°h(m”’C )
I mt o cohto“ T ™78h m o
noiphelper—gddress[ip_in- ta ®ENH ~°h m*"¢ 0O e~ P
terface| all} ip_address - )
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’

oa~e"” . IrivilegedEXEC
‘,‘*° ™ chom~™ _oa"‘e’eprp\/iLege@EXECo_* ) h a
console#
¥ 71187 0o a & ” 1 priVilegedEXEC
oa™e" ™"~ o © ;<e*<,_\K: ] m t
cC o X a o , ® oo
clear host {*| word} . ST TR T a byt Tx ee .  cDHCP Mo tm |
WOI‘d.(l..lSSA moot ~tmt Sa _§gpf "t mh o mo
m.,a2.o 0“*TX?~A,"E_‘”‘< mo ot Jtmot YD
renew dhcp{gigabitether- JtehT”F chomm_ h 51 htx e™ |E*eho m™
net gi_port| tengiga- gi_port: (1..8/0/1..48) | -force-autoconfigt ¢ h =~ © 7 e o]p” ™ he m £ = "t mh
o e )

bitethernet te_port| for-
tygigabitethernetfo_port|
vlanvlan_id| portrthan-
nel group| oob} [forcerau-
toconfig]

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id (1..4099

. XcTFTR _ Y _ b

showip helper-address . _to®htE* T gx ¢ _h’ ~h%oh_om ~ ¢" “UDR
c ~ t o
.0 a™~e "~ . EXEC a ~
¢ ® " c¢chom™ _oa”'e"'eE)QEC mtho h ’ a
console >
% 711t .o a ~ e EXEC a2 ~
oa™e" ™" =e”";(e*(ﬁ|(j ] m t
co X a o ; < e - «
showip interface [vrf {vrf- vrf-name: (1..32) Lo Tt pge CxXETteh @t e, . T Y x|
name| all} | gigabitether- m_a o 7~ et h T m7* T mt htx ™ TVife o
net gi_port| tengiga- gi_port: (1..8/0/1..48)
bitethernet te_port| for- te_port: (1..8/0/1..24),
tygigabitethernetfo_port| fo_port: (1..8/0/1..4);
port-channelgroup| loop- group: (1..48)
backloopback_idq vlan loopback_i¥ 0 M X ¢
vlan_id| oob] vlan_id (1..4099
5.15° " m t h @GreenEthernet
Green Ethernett t . 080 ~0o 'Yy co ° o 'YQO"" 'Y me ° t'E 'He
ot ’“'O; e Y ¢ t ™~ e Y T Y e - t e 9 H™ t h : m
s m aomt ot T e - -~y
.0a™~e " h =6 * & " 'Ee o 0o e x h ™ ¢
¢ ® " c¢chom™ _oa‘“e”eé‘o"mf'\hEeo_ ‘0 & 2 h ™ ¢
console (config )#
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console ( config

-if

~ AllETm R o a ~ e El h /-\d &~ 'a ﬂ\rEe 0 ) X h ~ C
e ™ e =
.0a™~e"" "~ "o . <AK . ] m t
c o X a o0 ’ < @ - <
greenethernet energyde- ¢ _TOMe h om® h " o", . h a
tect . cohto
T/ -_"70; ¢ " p——
no greenethernet en- t_TOHe _h om h 0O _ooh 3
ergyrdetect cohto
greenethernet short ¢ _T"O;H h om*® h Q"  h  a
reach co” TQO:"Otm’y xmtho mt ~ m °
a e 'E’ coho o o o e ™ e YS
— . e < . < + - + 1
"0, __o a ™ egreenethernet shortreach threshold
no greenethernet t_TOHe h om* h D omeb "esg
shortmeach Tty
oa™e?" h o e a ” x he*t ¢ h m =
¢ ® ™ c¢chom~™ oa™ e " eo0e mt Kk be*t g h Elﬁemle’fa

% 711817 .o a ~ e " hoe —a~xrhe"tg h FEthermet
.0a™>e" ™"~ - © '<e*<,_\K_ ] m t
c o X a o : - < @ . <
greenethernet energyle- C_"OHe P omT h “or.,. M, a
tect ) ~o: e
no greenethernet en- " ' _t__TU®EHe h  om® h ~0o"., . h, g
ergyrdetect
greenethernet short C_T"O/H _h om® h ~o", _ h a
reach T .Y
no greenethernet - ’ St _TOH h_ om* h -0, h g
shortmeach N
oa”e” . ‘privilegedEXEC
©,7 S rfehom® o oad” e qrivilegedEXEC |
console#
"7 71147 .o a @ " 1 priVilegedEXEC
oa™ e ™"~ o © v« * <AK: ] m t

< o o % <

show greenethernet [giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
detailed]

_to ¥ hmiE"t
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

. mt _ethernetd NB Sy

greenethernet powerme-
ter reset

ohm

JE U

mt
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a h . . cC o0 e e Y 0 a

t 'Egreenétherpnet t X

console# show green - ethernet detailed

Energy - Detect mode: Disabled

Short - Reach mode: Disabled

Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]

Short - Reach cable length threshold: 50m

Port Energy - Detect Short - Reach
Admin Oper Reason Admin Force Oper Reason

te1/0/1 on off on off off
tel/0/2 on off on off off
te1/0/3 on off on off off
te1/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

VCT Cable
Length

5167 " mth ppyes *h m~ ¢

< * *

5.16.1_h o t o |pg6

.0aaxt™toh . co ™" h o - ’Ot||:@¢1q)*?_.cl ?]F@:@o"_\d:h’by(otﬂo’y"x“ -
mt o emt oa ¥ cofMPg@e “CEh x ° c*heo X o o © hme t S c o Teon
otoﬁ:@n"qj“ 0 mh|p®|-|e_ceh 0|g§3&n o t h~m h eeo “-E‘“fzg me o
t “a_<mto|l_|l_@0|_|(¢h (s“°m<3m*y"""f‘$_ﬁné°'zog* ":ee o) *n02t01
ty ""c m~ee .o L T : t h o) . te™~ " g~ t h e o) :

0 a a o X - e Y ~ 7 hc hmoetoo |[BFcc hamth™emth **h g : m
h m = I 5 0 me : - t R T I *'O “a oh h x t o Z* x ¢ h o

ot :éomt 'E(h*’:“o t . a*h "hxt *toh-= co - t m Yo oo
~0 " TEe IPJB?GPVGZH' - _aoxat * t oh e ” . T Otmy . t_ho
COA'E'IP\/“GZ:‘f*h“mO“ ) m et® m m _oa e * mco TUETx _tm Y

<ipv6-link-localaddress%<nterfacename>

interfacenamet | & Ye t _h m

< o<

interfacename= vlan<integer> | ch<integer> physicalport-name>
integer= <decimahumber> | <integer><decimalumber>
decimainumber=0|1]2]3|4|5|6]|7]8]9
physicalport-name =gigabitethernet(1..8/0/1..48) | tengigabitethernet(1..8/0/1..24) |for-

tygigabitethernet(1..8/0/1..4)
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DHELTEX

|m ™ e v e h x ¢ ¢ - e m 0 ’“'E”:@o h % x
V ex T® nnnns t o T " e e . h x cc ao x t oo
CO9nnYnnannYnnnanYnnannYnnnnYnnnn¥Y! 5umYC9no
eo_h"’“(e*’o e . ab'EXt' ty 'Eh T 0O ((ee._;”‘eﬁxo’
e e o e Y e o*eo'e”‘;eomt ()
/ EUB4A T 'Ht © e t “tohys mo*h "~ me ed * h ¥~
v ."'*mm’Y cn a’“"'|’|3\46_'a'*h’jr?‘c_"¢'aht:<sm<_ h = "“*H“<tm'y
N t* 3y a ’ X 6 tyo h m ay bemtT et ™ CCC9o
.o0a™~e " h —0 * 4 " 'Ee o 0 e *th"e**
¢ 7 “*c¢chom~™ oa™e” ew * “ntPe ® ‘o oe a % h~ ¢
console (config )#
T T11BT .0 a * e ” h —¢ * 4 "'Ee o 0 e x h * ¢
.oa~e """ € ’<eﬁ*<~K_ ] m t
cC x a o ; e . « @ .%o <
ipv6 defaultgateway TrtcEe” ;e To _ "|N@Ee QU0 "coh
ipv6_address xao T:"e O
no ipv6 defaultgateway ST TEmMthye O " co xao T e
ipv6_address
ipv6 neighboripv6_address L0 tTEEt Tt . om0 moo t X “thm tmo a
{gigabitethernetgi_port| mom “e o xmIpEL  Mmitmca ¢ o
tengigabitethernette_port -ipv6_addresg IPv6~ © h; m
| fortygigabitethernet -mac_addresg - s 7 " h,  m
fo_port| port -channel .
_port| p : gi_port: (1..8/0/1..48)
group| vlan vlian_id
te_port: (1..8/0/1..24);
mac_address
- - fo_port: (1..8/0/1..4); — — —
no ipv6 neighbor group: (1..48) - TR t o, m_o mo o t X “thm tm o a
i T . 57 motm ¢
[ipv6_addresp vian_id (1.4094) [T ° ™. C .0 XTIRER _minga e 0
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| vlan vlan_id
ipv6 icmp errorinterval milliseconds -t tlE h~e , e m_ omomt & Ty
millisecondgbucketsizg (0..2147483647)/100 |° ', " _" 0 @
no ipv6 icmp errorinterval bucketsize: (1..200)/10 |~ m to~ e te’E ; e ~ co xao T:"e O
ipv6 route Jo* “tmE ~ t a “mh_’ Hpyet
prefix prefix_length -prefixgm ¢ "Ee ™ ; e YT
{gateway} [metric] prefix: X:X:X:X::X - prefix_lengtht ¢ h m a*m__ m t 9
[distancedistancg prefix_length: ¢..128); |&@ "™ __ 0T
metric: (1..65539/1; -gatewayt © "0 ° 7Y Tomtxc® - om t
distance (1..255)/1 -distancetr * a2 e mth*t e” 'y T mt~”
no ipv6 route prefix R LY~ S m "~ h|py@d, x t
[ prefix_length[gateway]
ipv6 unicastrouting o/ ~0: e ¢ _TQOFfEh e~ chd”€¢€o®"h me.g ¢~
no ipv6 unicastrouting — ' t_TOYEh e"chd®e€0o®"h me . g c
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ipv6 distance {ospf {inter "mt~eo tE “e” . e " TaApy ™
as | intra-as} | static} .m_ o9 a”h "hxto x " ""eeo o
distance -ospfinter-ast x mt “eo t KD ey ;a e’ ‘o ¢
dist a”‘h'hxto‘_z ch'e'\@SpFo c o c ho't
Istance . -ospfintra-ast x mt ~eo t BD @Y ; e
(1'255_)/Stat|(.:'1’ o ex th . oe * T"'Ee . 5 a™h "h«x't °OSPF
OSPF_lntr—ms..:%O, _staticT xm 0% e teE ; A Y mt ot oom |
OSPF inteas:110 a~h "hxto
no ipv6 distance {ospf "mt~eo t'E "e” . e coOo xao ™
{inter-as | intra-as} |
static}
.o0a~"&” ! ade x he”t ¢ h (VLANEthernet PortChannel
¢ ® ™ ¢ hom~ oa~e " o m tx thedt ¢ h h 'm “ay
console (config -if )#
Y Tl1erv .ecate” . hoe arxheTtgh ooom 6 PN SGIE [ ! bX
.0a™~e" "~ "~ € P <AK: ] m t
c o X a o : < e L
ipv6 enable ny ~0- e C_TOrR "7 WPgcxe” et ho o m
no ipvé enable A ’ ot ToR T T MPBgxe” et ho o om
ipv6 addresdpv6_addreskpre- Tt UBve "h omo e~ et h o om
fix_length[eui-64] [anycast] - ipv6_addresst IPv6~ " hy me ™ "e ™ -e te eh
’:"‘o_l_ho‘»"“(’“(ee.o”“o(to;*<az
) . "’c*m"ee.o_ _‘°< ;(t.h(g'
prefixlengtit (0..128) | _prefix lengtht = —. e = ¢ hipver,"_mm vt | e o
((024)m . |t_o™ ; mt o mt~hn - 7 * t =
Smee B XL elieatr .t et _Ttoh s moAG *he
eUI—64) *et<h . m* 5 "c*m ””’|(p\;6!h°'yh«m
-anycastt x __ "~ LT, tx ;to T2 TRem
no ipv6 addresgipv6_ad- STt TImes T h omoom et h L)
dress/prefix_length[eui-64]
ipv6 address autoconfig Y . |Y_TO;E . toarxQoem Q@I h mo
~u0 xamo ’ eet(h L.m ® s h m e “mth ™
- toa o ! 1 m o > ot oh co Tx - e
o e X *C \ . P AT A " !
— .., S [tRoSNIAASYSyidn®
no ipv6 address autoconfig "mtoTe teE ; e  co xao T.%"e 0O(
ipv6 addresspv6_address/pre-| o~ .| . Tt tCEo_ " TIpge™ T h om et h .m~ d
fix_lengthlink-local ~ - ’“'Ee’ I P = "oh  mipvgT FE8O:
no ipvé addressipv6_ad- (FEBO: EUBA4) ' ST ot F TIRES D h omoo
dress/prefixlengthlink-local] h
ipv6 nd dad attemptsat- TTUTTEe T, mt o tmo & te ¢
tempts_number et A~ moa % ao® mt x Q"
(0..600)/1 Sena e Tyt kP~ pues t hT g ear
no ipvé nd dad attempts Chexef; e ~ co xao ~":"e OO0
ipv6 unreachables ¢ _TO;[EMPv& oo ¥ "Yoe e “omt  ao
T /enabled ch ¢ h "~ . ¢~ to e™ och
no ipv6 unreachables "mtoT e teE ; e  co xao T."e 0O
ipv6 mld versiorversion ) ch "t Eh@hoto o™ a5 "~ 7Y
- - version:(1..2)/2 = — - -
no ipvé mld version (1-2) mto” e ‘te’lE ; ex ao “CooTe QO
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DHELTEX

0oa” @& ariVilegeéd EXEC
‘,‘*“chom”’ _oa”"e’eomriv"@gedEg(E_C' h *a"‘ LJ
console#
% T118C .0 a & ” 1 priVilegedEXEC
.o0a"~e"” "™ =e~;<e*<,_\Kj ] m t
c o X a o ’ < @ -
showipvé neighbors Lo "t"R oha” g O Oop@grROMmhdemypy
{ipv6_addres$ giga- gi_port: (1..8/0/1..48) |~ . h> " *xOmyY . _H | ®
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port | group: (1..48)
port-channelgroup| vian vlan_id (1..4094)
vlan_id
clearipv6 neighbors mt t@g ¥y mo” hmto . e oha
T xmtho mt 23 h~ %o UPFEOd, me coh
0 mt "~ t ;o.M “c m'yYg mo gh”
show ipv6 distance Lo _ " T U E e " e “Ta e mth
T ~ e .9 mto _o a™h "hxt™ @
oa™e" EXEC a ~
¢ ® “c¢chom™ _oa”’e"'Eg(EC mtho h a ~
console #
"% 71187 .o a e " h a” 9.9/
oa™~e"™ "™ Te ., e K~ ] mt
co X a o ’“; -
showipvé6 interfacel[brief | L0 _Trte’Em t ho IPghco T 6 Yo o % " e
gigabitethernetgi_port| gi_port: (1..8/0/1..48) LI )
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group| loopback| vlan vlan_id: (1..4094)
vlan _id]
showipv6 route [summary Lo _"TtUE T TIp@a " h T hx to
| local |connected | static
| ospf| icmp | nd |
ipv6_addressipv6_prefix| gi_port: (1..8/0/1..48)
interface {gigabitethernet te_port: (1..8/0/1..24);
gi_port| fo_port: (1..8/0/1..4);
tengigabitethernette_port group: (1..48)
| fortygigabitethernet vlan_id: (1..4094)
fo_port| port-channel
group| loopback| vlan
vlan id}]
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HELTEX

517"~ m t ho

c hoto

{serverlipv4 addres$
serverlipv6_addres$
serverlipv6z_address
[server2_addredq...]

517.1°" " mt h o ~ c hortmo mot™™a .§ b°{0 a e e 9 a e
me o e o '"‘°”‘DNY T hyo t m Yo o qpit * A m* e X — m t
mo * h > o~ " a x 0 " o0 a e eo a Y] X ™ - T e e o)
mo o t tmt | DK m o a DN® thm "y he*™ 5 ¢
.o0a™e " . h —0 * 4 " 'Ee o o e x h * ¢
ST Tememt _oateled’tmEAG o h ikTc,
console (config )#
% Sq1er .0 a e . h7Td* AT Eeo 0 e x h " ¢
- ~ R -
oa™ e "™ "™ L * AK,. ] m t
c O X a ’ < o P
ip domain lookup . " h t'mco TE'o “e  choto o™
: ; T/ _70; o pr— - P
no ip domain lookup cth t Ec o E'o_~"e _ choto o
ip dns server . C_TOPETotm Bph{h" @
. T/l -_"0; ¢ — ~ -
noip dns server C._TJOVE Totm Bph{h" O
ip name-server _ch H* t<||@4/|F\/62'°h(m" Ty ”mJ(mht“x(che

OopoO0mt

m o0 O

T - "
no ip name-server ST OIE " h mm Bhp{ o h 7 mec m "
{serverlipv4 addres$
serverlipv6_addres$
serverlipv6z_addresy
[server2_addregq...]
ip domainnamename _ch "t"@a eeo . a co xao T~
*mco"\'E'on"t'Em’Ycho h ~ aao >
,e<ch"“ ~Ee 3°oa(ee o) a e
nameZOMCDCDMpr ] 7Y T ooa ee . g a e to .
"o ¥~ Yt Em oY t o s ax e® 0"~ ece
no ip domain name "TT TR a eeo oa’y co xao T:"e
ip hostname address1 cch TtmE Tt - m__ moxo't o tmmt
[FRRNB&aaugXx I R “%h m®a yxmot™" o tTEeeo mo ot
R T x e c Y "o “ T'Ee o [¢} 5b{q) o
YIEYSY OMOOME~ = mo - '
no ip hostname St tmg t ot om moot tpt
~ " h m ™ a ¢
.oa*e?” EXEC a ~
¢ ® ™ c¢chom?™ oa~e " EXEC mt ho h > a
console #
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DHELTEX

console(config)#
console(config)#

ip  hame- server
ip domain name mes

192.168.16.35 192.168.16.38

~ T12@T 0 a " e EXEC  a~
.o0a~e" "~ © A AKA“ ] m t
cC o X a o , < @ s <
clear host fiame| *} A . ST TYEcCc mE moot o tmt |pTCyh & xoe
YIYSY OMOOM| ~ i | m e e m GFO®
show hostgnamg _to™h7Toa eeo a 'y co xaa 7"
m hnmhto““tz; mH_' o ~ e e mo ot
YIEYSY omMOddm|x ~ "o P "th mo
mco"'E'on"e ) _oa e ”
oto*h= >~ tm vy moopr " htmn px Q"
showip dns server _to®hmE"txm h5phih "~ c mo
T m h h o (0]
showip dns server cache T Jtofht B wshW MY O
showip dns server cache query name: (1..158) |  to “h tého e . . 0o° "¢ m 3
guery_name quernyype m _a o 7o fot o ot ww e ™ queryename_ query'typ& o m
query_type: (1..255, a,
ptr, aaaa)
showip dns server . Jto®h®Er o, om 7o % choomo to
counters e T _ee . ghit.. Ol OKS
clearip dns server cache T N mt tEm  WH'  BH P
clearip dns server . ex ™ tE m ) “chomo
counters - ’ o -
h a h mco TE"o e Y oa™e"
"mco TEDNQ T hE_h” co " 7h m¥a M@pHOMCYy dDmc DPop MOH
co xao X;mes. O
fonsole#  configure

Amt’“eo“*t’E mt”‘t*1<m_0 moe|tex_“mes*tm<t|“p_”t*ihy<m'MﬁH@MCycp

fronsole#  configure

console(config)# ip host eltex.mes 192.168.16.39

5172 "mtho to¢_ «®b | wt

ARP (Addres®esolutionProtocolt ¢ h o t o o ™ h=® *h ‘T ceh oY o” "oh™ mo~ ey
h o e Y .co0o Te YO MAG "~ & e ~oocmhe o7 ~7@ e Yoo © hp. ™ 0
* h m~ O
oa=*e?" h —™¢ * 4 —'Ee o o e x h * ¢

¢ ® " c¢chom™ _oa"e"eé"o"mf"hEeo_ ‘0 & ’ 2 h~ ¢

console (config )#
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“F 127 .0 a v e © h ~¢ * a4 —'Ee o o e x h ™~ ¢
oa~e"™" ¢ ,(e*;\K: ] m t
cC o X a o , < “wox <
arp ip_addresshw_address jo* mtmpg ~ t m_x0 “clpm 'E oot
[gigabitethernetgi_port| _o haj addrAB.CD;|” "h mo  t”F 7T ex  Lwt T Y X
tengigabitethernette_port .o h ahwtaddress |, ¢t h  _ _m" O
| fortygigabitethernet H.H.H -ip_addresst IPZ " h; m
fo_port| port -channel H:H:H:H:H:H -hw_addresss MAG " h. m
group| vlanvlan_id| oob] H-H-H-H-H-H;
no arpip_address gi_port: (1..8/0/1..48) |~ "~ fmg ~t . m_x O " *c|pm E M%h tm)
[gigabitethernetgi_port| te_port: (1..8/0/1..24); t** ™ . 1wt 70 x ~  "eeo
tengigabitethernette_port fo_port: (1..8/0/1..4);
| fortygigabitethernet group: (1..48)
fo_port port -channd vlan_id (1..4099
group| vlanvlan_id| oob]
arp timeout sec Tvmot ht IE_a 'y e m ~ g-ac, m
sec (l..400n?0000/60000 L wt). om
no arp timeout "mto*e teE : e  co xao ":%e
ip arp proxy disable LU0 E 2 cho m o htcMemoy |w
- oaaxt®toh~” ¢
- - Tht__T0;, & DM —
no ip arp proxy disable ¢C_TOPE’ . a cho _m hvchemoay |°wT
_oaaxt”toh"q;
.oa"e iprivilegedEXEC
¢, 7 Tchom™  oa”e” priiegedEXRC . h &
console#
7 7122t .o a” @ ! priVilegedEXEC
oa™ e """~ € ’<e*AK: ] m t
cC o X a o ; < ® - <
clear arpcache STt TtR, T ,eta o om_ 177 (ogame T
t "omt xce™ to TE o ° 7Y coh ) L.
show arp[ip-addressip_ad- .o h ajj address Lo _"tEc mi T {Y e M, e MmMP ¥
dresg [macaddress A.B.C.D © T h omx T T FEhh moxoT s TEth co

mac _addres$[giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
portrthannelgroup| oob]

.0 h arfjat_address
HHH TH:H:HH:H:H
. T HHHHHH,
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

-ip_address IP” h, m

-mac_address MAG" " h. m

show arp configuration

T + ""_Y et h mo )
.0a™~e " h o e a ® x he*t g h m ~
¢ " ~mchom™  oa”e " dnterfacetohfiguration h 7 a
console (config -if )#
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**Alzgf‘oa”‘ehT.’ aoe xh”‘em“Ethepnét thx cc . et h m o
VLAN
- o =
oa™ e """~ v« * AK‘ ] m t
c o X a o : © - <
|p proxy-arp < A’O,th' > a c ho m hbvc Femoy 1 ew't
- e ”m¢t h ™ &t ab a m (0]
: 1/ "0; e — e << L .
noip proxy-arp LLTOMNE S 2 eho m hvomemoy Lwt
e ”m¢t h ™ &t ab a m
ip locakproxy-arp ¢C_T"0OfE et _h o m xe_¢,0e"” "
0 _oaaxt™ toh *x7 _t*cohtom .:" t Poem
N e ™ g0 7 y" am 'y toa _:e tm R e "m 'H
T/ _0; flh~*ot . " *eeo X e c e ™ coh
o ¥ . e .t REdxgarp). wt 0
no ip locakproxy-arp t_TORe_c_ oe” " [20lf tNRE®
h a h . mco TE-o “ e Y oa~e”"

Jo * ~ L,V E mt Tt ARme_s( "DJP-’(",')?"W“"“ ‘EmM¢H qJMé)?@MC‘q)OﬂHmY:/SYGHI
xXm¢t ™ eo t 'E h a 'y ‘e AR'FI‘”e*"}TM;Hnan Q) '_“Xua’mY

fonsole#  configure

console(config)# arp 192.168.16.3200 - 00-Oc-40- 0f - bc ten gigabitethernet
1/0/2

fronsole (config) # arp timeout 12000
A o " "t E mo"t™Mm® Tag. VY Il wt

[ —_— * % <

fonsole#  show arp

VLAN Interface IP address HW address status
vian 1 te 0/12 192.168.25.1 02:00:2a:00:04:95 dynamic
5.17.3" " m t h o “ choto_ o™ Dzxwt

GARPVLAN Registration Protocol (GVRPY h o t oy AN =~ mthhgto o™ co * o

h ”m<chomth™e t 'E co m t e t “ t o h i[!bCD m e
o ¥ e ™h x>’ e e oha~ ¢ o * otmx tmt xmO™t o9 c¢ch * “co Tx
mo o * " GN¥RB o Tx e oha™ g VIQ@N° * omtamkxxt t*m to hx Ob * 5 ~ry ot
T "ee . 90
.0a™e " ., h —™¢ * 4 —'Ee o o e x h * ¢
¢ ® **c¢chom™ oa~e” ew* “nt'Pe ® ‘o oe a % h~ ¢
console (config )#
* ¥ 1247 .0 a e T . h ¢ * a " 'Ee o o e x h * ¢
- o =
oa™>e" ™"~ U *:_\K ] m t
cC o X a o ;‘ < ® . o
gvrpenab|e < A'O"E]COA’E'O ~ e £ baart?d o
T/' AO; e —QA:( A'.~~y< — —
no gvrp enable T ¢._"TO;me¢ecETE 0 "e  LcbaantdC
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HELTEX

—

x t ~ t

[o]

a

gvrpstatic-vlan 0 Tx e eGVRR/LAN x ° i ot
.9 vlandatabase
no gvrp statievlan T t_T0; t'E Tob" sTce Tx FERy o
GVRP ©  @dtabage.
.0a™~e " ho ¢ a “x he*t ¢ h m ~ o’ “ ¢ * Etherdek eett hh mmo
h x c c cohto
¢ ® “chom?™ oa~“e " eme mt)hhle"‘tgh EIHBI’WGE aet h m ~
cohto Y
console#  configure
console(config)# interface {gigabit ethernet gi_ port | tengigabitethernet
te_port | fortygigabitethernet fo_port | port -channel group }
console (config -if )#
“ % TI2GT .0 a v e ” hoe a *x he*t ¢ h Ethermet h x cc et h m o
oa™~e"™ ™ o v g <AK: ] m t
c o X a o : < e L
gvrp enable (\‘_’\*'O;k'El co TE" o . Te choto o™~
- et h m (0]
1l - _"0; p o . o - - -
no gvrp enable C._TOo,mco E o Te choto o
et h ..M (0]
gvrp vlancreation-forbid T 7 octh T 'Fe ~ a ;.Mm_o a e e
e ”mth” - a o ¢} et h m* o
Th™ h o . . , e
no gvrp l_"‘h*}"'E‘e”a*; m_o( a e(e*<
vlanrcreationrforbid e"m¢th~ 7 a0 o et h m~” @
gvrpregistration-forbid L0 xao T."|¢C.co TR Yt  “hg ~ nt"hy m 5 wH |
m0'°’“e*<mo‘""e*'y - h( mth’“e** e o
no gvrpregistration-forbid h ,MUVLANET |“m o~ e tefE ;e co xao T:%"e OO0
e t h n|
h= -h e
.0a™~e " h > a ™ 0o e VEAN ™ ¢ et h m ~
¢ ™ c¢chom~ oa™ e eo mt ho VLAN a o e x h =
console (config -if )#
e 1267 .0 a e " h ’ a ™ 0o e x h * ¢ e t h m "~ +[ 1D
oa~e = - e Vo *:\K_ c m=~ e
c o X a o ; " - *
gvrp advertissment-forbid T T cth teoem ho "e +[ ! Db o ch
no gvrp advertisementfor- T  ta ®'FCch 't e” ~"eoem ho ~e
bid
.oa"e brivilegedEXEC
¢ ® " c¢chom™ oa"™e °pPivﬂegedE‘XE(D 0 h ’ a ~
console#
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DHELTEX

oa™e" ™" - © ’<e*<,_\K: ] m t
cC o X a o , < @ s <
clear gvrp statistics mt et"Eoc T eex Q mt~t mt = x ¢
[gigabitethernetgi_port| gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group|
Loa~e” EXEC & ~
¢ ® ™" c¢chom™ _oa‘e*Eg(EC mt h o h ’ a "~
console >
7 7128t coa @t 1 EXEC
oa“e" " o ’<e*<AK: ] m t
cC o X a o ’ © . % <
show gvrp configuration Lo ttee o xh T e O choto o™ D
[gigabitethernetgi_port| et h M3y T FTo T Ty mog e
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| detailed]
show gvrp statistics L0 _TTte’E _oc T eex QO mt~t mt c
[gigabitethernetgi_port| gi_port: (1..8/0/1..48) |x _~ " eeo o et h LD W 0
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group|
show gvrp errorstatistics Lo _""tmE "t amot o %X * ~a ch h = %o
[gigabitethernetgi_port| TTY x_ " T reeo o et h om~ oy 7
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group|
517.4: o~ e ~a o % e~ h x([ggEbacktetection)
]~ e e a 7" e X@mtheo "mb XY ©%t mom T 'Ego “"teR c o h't b
o ¥ e ™h x> ~ tm 'y c xt a d‘t"r(fram’“e)mMAC_*d"dnambht«rlmma‘ 0 a a X
SourceMAC oho _o "7t  TUEe .a  gc o xpestinatipAMAC OO 2~ " h mo a
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ "¢ hom™ oa™e "~ eo Mo ¢ T'Ee o h -0 ea x h* ¢
console (config )#
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no loopbackdetection

T T12@r .o a e " 'h’:“o"::"a""Eeo 0o e *'xh‘e**
oa™ e ™" e p <AK ] m t
cC o X a o , < @ s <
loopbackdetection enable / ~0- ¢_T02E o"e ~a o%e”h™xTye o'yacx tt
no loopbackdetection enable Th ' — ' fommt ~ ete’E . e c@ xao T."e
loopbackdetection interval "mto*e teE h 7T a L™ af2210 0]
seconds seconds{10..60)k 0 n | -secondg , et ~h ~ 7 h a . & *ha @ " x
no loopbackdetection interval fommt ~ eteE ; e =~ co xao T.%"e 0O
loopbackdetection mode Je¢h Tt T h e Te” e YR ox oo 7
{srcmacaddr | _T T
basemacaddr | - sourcemacaddrt o, omt " %h m~ e
multicastmac-addr | ,meco TUVE" x I frhoym loemothot e ™ T
broadcastmacaddr} . s -basemacaddrt T, omt " %h m~ e
T/broacollau'.’TY:s(._"h(m ocaaxt~toh™T
addr - multicastmacaddrt _ Yo, mt Ty om”
*mco"'E'x(tm’Y'hxccoﬂom “ " h m
-broadcastmacaddrt _, _ "~ ; ,mt " "h m~
*mco"'E'x(tm’Y’”ho_on "'"'t(’\’Ee
no loopbackdetection mode fommt ~ eefE ; e ~ co xao T.%"e O
loopbackdetection vlanbased S _TOhPE . a oFe~hx' oe xFlchd T
[vian_lis] c t T o #[1lb "TTee”y x[1lh *x
_otohoa S o"'e“’hx’(e‘~ c t
-vlan listtmc¢  mPAN c¢o ° o TYO" o T
. o%e™hx’ e ¢ t TUBEVLAN T E_C 9" VLANe
vIan_Ilst:ﬁ ao’eo *°"*tE ¢ h : m~ e a“;
(L4094 - _ 700 lc~ .= ~geo  os See et peq
Im ™ mc mo e ~" e 3y o0o%e™hx
m VIAN

t TOVE > od& e * hx¢ ¢ Y/EA
vlantbased S OE © N
loopbackdetection vlanbased T T cEh _a 'y ¥ ToyLANh o
recoverytime value ) -valuetr /| h  a Yy co mt - e o0oto
vaIuKe. (301029890 e * 50 hx  tmoyo
no loopbackdetection - " |T"F 7o __ ho ~ee . [l b e fxTox
gt I ymol & Stie NB G “ toa™t - m @
.0a~“e”® . ho¢e a ”x he*t g h m ~ 07 ™" c ™ Eftherjek eett hh
h x c c cohto
¢ “*c¢chom~ oa™e " ewme mtxke™ e h FEfHerpet a et h
cohto Y
console# configure
console(config)# interface { gigabitethernet gi_port | tengigabitethernet
te_port | fortygigabitethernet fo_port |port -channel group }
console (config -if )#
“ % 7130f .0 a e 0 aoge x he”t ¢ h FEthermef h x c ce .t h  emo h
VLAN
oa™e"™ "™ o © 1< * <AK ) ] m t
co X a o ; < @ oo <
loopbackdetection enable o/ ~0: e ¢_T0OpE o7 ¢ a o % e™hx e, Y ¢
no loopbackdetection enable - ' Commt ~ ete’E ; e co, xaoT"."e 0O
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DHELTEX

.0 a™e h i a ”~ 9. 9/
¢ ® “c¢chom™ 0 a ™ e "EXBC m¢t h o h ’ a ~
console #
T A;Lst_[m‘o a ™ e ] h . > . a ™ 9 9/
oa™e" ™" e b f ;\K: ] m t
cC O X a o , < @ LA
show loopbackdetec- _to®hMmemto ye a  9"-detection” f 2 2 LI
“?” E)gr't?""tz':‘etihzr_”et gi_port: (1..8/0/1..48)
g_p 919 te_port: (1..8/0/1..24);
bitethernet te_port | . !
C fo_port: (1..8/0/1..4);
fortygigabitethernet roup: (1..48)
fo_port| port-channel group: {%.-
group| detailed]
5175, . a __mt o choto o MSTHRVEI+HRBYSTR = w{ ¢t =
 meo eo "7 " ", . _Spaaning Tree Protodbl Y. ¢TY & m 'Y ¢ hEtherneth e
aeo”’ m t e e .a m Y o'Ya * h ) " eo t oco "o S
o % a e “ Ot my o e xh® ¢ oee .a " moo“mt eg "Ya 'EE o mc o
“oho :eo ~0; "~ 0Ot ot ~0; "~ Ot c h s X e ™ c oh 't [0)
Rapid6® -m t STP(RSTE Y. 7Y, tm 'Y xmo  h _e®8TP_ o9~"he” ta hc h «
a e 'E° a h a e a c h ® e Y m t “h xmto" eo 0 ma c
_hoto Mulfiple { ¢t oa{ ¢t Y., tmy e Fo T mo h
co” " h > ‘“'@"co"'E\/LANp"'a{q;t c h Peo T ®eh ot o T ao 0 o
H_ - ,ac Tyho o om Yy x O" o " h " 93LI yH[AlylE eTNB SR a xet ~
N H - a c T yh ao’ t m\PLANPh T Tto’pm te™ tm QQISTHERY hd0 Y oft mocYC ™t «
s to e ~ m o) coaaxt™toh™ 3B °o”""aeo."‘*.mtt'Exo’O"‘e5 coo oa{n
h x c\VLAN
V - m a ™ T 'Ee o "® Txmtmaoo 'H ac ~'Yyho 9.a{ ¢t
.. 97 e Multiproces§ ¢t c¢h "e” e” . e T 7Y mo e Y e 7o om
coht™ g xmt h o m t O T a e e Y momt o 'Ye ’Yot"‘ " 'Ee o o]
® h E )2 s to cmmto"‘:\mtbmb’Ermoth’E"t t E h a"?n’é‘x;h”’mt
o} “ o0 (0)) h o e X h h o e m X to"maj"”;xt’E
cohtXxa e™a h ~ - e 7 7 h E ® | 7Y oFfm Tx° ~ e Y )
ot ” ‘Ee choe<mm e . 'o< '(h fmmhg mho€<2mmmaierﬁ’o'
® h X @
51751° " mtho " CcSTRREPP_o ~~
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ ® " c¢chom™ oa™~e” ew * “ntPe ® ‘o oe a % h~ ¢

console (config )#
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T T132TC -0 a " e h —¢ ¥ 4 "'Ee « h * go e
oa™e"™ "™ Te o K~ ] m t
co X a o ’“; -

spanningtree 0/ ~0- cole NU'RCco "E'0 “e  _oaaxt-”
no spanningtree - ' S"cth tmEco TE'o e  _oaaxt”t
spanningtree mode {stp | "mto*eht E a h*% ot . choto o 7
rstp | mstp | pvst | rapid- -stpt IEEE 802.1D Spanning Tree Protocol;
pvst} -rstpT IEEE 802.1W Rapid Spanning Tree Protocol;

T /RSTP -mstp T IEEE 802.18ultiple Spanning Tree Protocol.

-pvstt PerVlan Spanning Tree Protocol.
- rapid-pvst1 Rapid Pei/lan Spanning Tree Protocol.

wardrime

no spanningtree mode "mtwTe teE ; e co xao ™ "e (

spanningtree forward-time "mto“e teB h _ * 7 h a e 3 "t

seconds chom 7™x ’ " e Tx e m
seconds(4..30k mp f¢ h __T0O; e _a  momto 'Ye

no spanningtree for- "mto* e ‘te’E e co xao T:"e o

spanningtree hellotime sec- mt~e teg h 7 h a e a
h o o ot ~'Ee moo* " e
onds seconds(1..10k H m - Ao - mt o x 5 ao oaax i~
no spanningtree hello-time "mto” e teE ; e ~ co xao T:"e
spanningtree loopbackguard T ohrgt tx 3 . T0O;70"x 0
) c o Tx e BPDU., o 0
" T/ " ch e |— < .. . < _ i
no spanningtree loop- TTeth tET ot x 3 o x.Q7TCC O .m
backguard co 7x . e PBPDU, o o0
spanningtree loopguard de- _"T0; . t'E _*xPdzleNFOM™[®EEtJ] hto
fault _ tht_—0O: e _ , '
no spanningtree loopguard t_"T0o;,vE xe_e, O [22L) Ddz
default
spanningtree maxagesec- " mto” e thE a 'y e m_Y x O
onds seconds(6..40k H n !
no spanningtree maxage " mto” e teE ; e co xaoT."e Q
spanningtree priority . . “mot he fE o h t t m Y x QO 0
. prior_val: .. et
pr|or_va| (0 61440/32768 e D e L. c h X o h . t . t o e o
no spanningtree priority "’ “mto” e teE ; e co xao T-"e
spanningtree pathcost " mto” e at ‘B o och = T e 'Y g, e
method {long| short} -longt e " ; e €, ,eeomt T
T /long -shortt "¢~ ; e = g _eeomt T
no spanningtree pathcost "mto” e teg ; e  co xao T."e (Q
method
spanningtree bpdu filter- ch Tthg’ a o®h*% ot . ¢~
ing|f|00ding} ’et(h\ mmoaz e~ o tohoa oo
-fiteringte = et Hh ~ m ~—m .  7(
1 /flooding STP B_PDU‘ T t .. TEthxOUm YT —~
- flooding T ¢ et b omo oom T
{¢t e(t("ho.c“:<ete..<c(.ht‘5’:" ot n
t  ho tmee ™ Ethx Otm Y@
no spanningtree bpdu "mto” e teE ; e < co xao T."e
spanningtree processd L0 TTOTHt"E TVEe . cho g mamTe " e
e t h m ohe ? & h ” @o
’ (Ce\x(tcmrho(;_ma{”"e"ceh.(" *x:aé'.""
« oa®™e - . Y ) T ) -
id: (1..31)/0 spanningtree forward-time seconds

spanningtree hello-time seconds
spanningtree maxageseconds
spanningtree priority prior_val

no spanningtree processd ~TTTXE” ""ee . chog mm@

spanningtree tc-protection ¢ _TQOpPENTe ;e e~ 0o - m
TCMTCBPDU © xmt ~"eo — ee . et
STPRSTR ex — o o MR ,ac ~'yh~
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no spanningtree tc-protec- ¢._TOYEh"e ;e® o7 . mt o
tion TCNTCBPDU
spanningtree tc-protection "mito” e teg h " 7T e y” eo 7. mt
interval seconds LA s o ., o Fh~Ft . TCMTCBRD
° >0 aSOz2yRayY o0 mMm= — [CNT v - -
no spanningtree tc-protec- mt~ e teE ; e~ co xao ;e (@
tion interval
spanningtree tc-protection "mt~eat”gm a” T"'Eeo o T . o mt
- vt Y e e et h -
threshold_count count: (1..255)/1 J’CMTEZBPDU' -t ML
no spanningtree tc-protec- mt~ e teE ; e~ co xao ;e (@
tion threshold
) Jh 7 BTRe” h v a t hoo timeFhelNdimeNdaxl 3S e o ¥ pgo " a
o e e, x 2*(Ferward-D¥efay- 1) >= MaxAge >= 2*(HelleTime + 1).
.0a~e” h o e a ™ x het ¢ h Ethefthék et h m ~ h x cc
f.7 JTemomT  _oateleoe mikmieh Fferpel, 2ct h o m
cohto Y
console (config -if )#
“ % 71387 .0 a * e " hoe a *x he*t ¢ h Etherme h x cc cohto
.o0a~*e"” "~ o ’<e*<,_\K: ] m t
c o X a o , < @ - s
spanningtree disable TTcth B"E*otx choto o ™" [ ¢t e”
e t h m (0]
- - th™ oh e o = -
no spanningtree disable - h th"E "ot x c¢choto o {¢ct e
e t . h . m ) (0]
spanningtree costcost , "mto~e ¢ Beomt E Txae .e-t hh .M
120000000 costr e, ffonTE X1, O
. ma ¢ P = =
no spanningtree cost ( t~+ﬁ1§];x mt©e ‘teE ; e 3y och " Y, a0
¥ Coht':tf)*a" och<° "(e[nﬁ(d)e'?"@lg@xm
spanningtree port-priority “mto” e cthg oh —t it et h m "STP,
priority V et - e ch oh t t™ "o ™ e
priority: (0..240/128
no spanningtree portipri- “mto” e teE ; e co xao T-"e 0O
ority
spanningtree portfast ¢ _TOhE ay ~ _otohoa coht ch
[auto] mh ~ X mt * eo tm "y momt o 'Ye
mt(,‘e”Yt"'a )
T /auto -autot T o T 7 Tyt =t .h _x o m
momto ye c h Tt 0
no spanningtree portfast ¢._TOhWg ' ,a aoa et~ T"'Eeo o ¢ h
c(h(”"";* c o co e Yt O (7. e_"n
spanningtree guard {root | ¢_T"O;E ", tx _oheryp TTY .m g
|00p|none} R "‘h”’eeo'o coht™ @
_r'oot'["’ch< "(t e t h m x * t
_oaaxt;‘toh"’
T/ mco TE"o | -loopT . __ " O;" _t e~ *et(r‘Eel{;Qm;‘“
o * * T'Ee o c it TEQ_® "m Tx et h . m e ™ 50 7
ot~ ;eoa ot 58S3A3IYylGSR ¢ h
et h m % To  hx tm YT
-nonet ot _ TQ;tm DdzeNR~ et h ~ m
no spanningtree guard "mco TE o "t E To F* T'Ee x O e " mt
spanningtree bpduguard T htE T tx 3z . T0;" 0"x 0 e t
{enable | disable} ny ~o. el t°. ts5; @
no spanningtree - ' TTeth tCET tx 3 . T0O;"0"x 0 et
bpduguard c”_ to. t5) @
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HELTEX

spanningtree macaddress ""a eMAGEh m3 X m _otoh .a otch/]
{dotld | dotlad} BPDU
-dotldt o t ch ™ T'yOtm 'Y BPDUNMAE “ah~ Ot
T /dotid 01-80-C2-00-00-00; _ )
-dotladt © t ¢ h *  T'yOtm 'Y BPDUNMAE “ah” O
01-80-C2-00-00-08.
no spanningtree macad- "mt*eo tE "e” . e co xao T
dress
spanningtree link-type t/ Y x ¢ T |"mto” e cthR t o ot w{ Tt (o} momt o
{pointto-point | shared} cohg¢gZtos ~och TR T"c¢c m vy 7y - . Fh~eeo
toe; " nZ |-pointto-pointt t o ;¢ 0" 0~
co"‘x”xc"‘-[< | -sharedt h ~ L.t T ee )
no spanningtree link-type ¢h~_t_ T |"mt~e teg ; e ~ co xao T:"e 0O
spanningtree restrictedrt T/ b BPDO Trcth ¢ehE 25! O T . oa ¢/ b
tcn .77 TCHN
no spanningtree re- h= h " el = htem g5 O T oa ¢/b
stricted- tcn vlan_list: (1..4094)
spanningtree bpdu och “thgf’ a oFh=~%ot .-ed~h tom
{filtering | flooding} _otohoa . TQ;_ e choto o™ {¢
-filteringt ¢ ~ et h  om m . TO;
t5: C"’_(I "A'Ethxotm'YT
! -floodingtr e~ et Hh ~ m m . TO;,
e(t('”ho“‘.e@_(t t°5(:h<7"0t"T'YZ
N ’\'Et h x ot m Yo
no spanningtree bpdu " mto” e teE ;e co xao T:"e OO0
spanningtree binding- JhoTmreE bt x " ""eeoax cho g n
processid c o ht ch_ ey ™e .oax chog mmx
id: (1..31)/0 -idteca h chog mm~” @
no spanningtree Commt ~ehE Y _x coht~” co xao™
binding-process
Lo F ’“;]_3.¢1-”“' ,eeomt 'E ¢ xt Foxm#Bad e’“(gpanﬁggmﬁosy
et h m .<t0"‘ Och("‘ A(e*'Y €. eeomt
) - Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
/ 17y et Port-chamhef © ;~ T'Ee © Y mto aomt E och °
V oo o ’“* e "3y o PQ_G"‘ ‘m ""xo; "N<|_(m-ﬁg:<mtt*0"°j"o o ) "‘( e
"‘*e 0 e““;"’“'Epo"“:Y"Tr*\ttm*’W@rﬁt’*Eo o’“*;<mt 0
.0a"e trivilegedEXEC
C*"‘ ** c¢chom?™ _oa"”e"‘ppivqeged@xE(go_ h(’*a"’
console#
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DHELTEX

. priVilegedEXEC

e

~

1 <

*

C

[0]

X a o

<
—

K

|

show spanningtree [giga-

bitethernet gi_port | tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|

port-channelgroup|

gi_port: (1..8/0/1..48) | -

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4)
group: (1..48)

show spanningtree detail Lo _TTteR ThoTex Q e oha™ghoto e
[active | blockedportg T {e¢et = e oha®ge ©O oF "~ _t —e.9
t "9
clear spanningree de- L. ht7 cexhwo ¢ mmooa o h o choto

i o "c th M - ht -
tegtedrprotocols[mterface gi_port: (1..8/0/1..48) 2 N s ht {¢t D
{gigabitethernetgi_port | ) .
o te_port: (1..8/0/1.24);
tengigabitethernette_port . X
o fo_port: (1..8/0/1..4);
| fortygigabitethernet roup: (1..48)
fo_port| port-channel group: (2.
group}]
oa~e " . EXEC a ~
¢ ® ™" c¢chom™ 0 a” e "EXBC mt h o ’ a "~
console#
7 7138t .oa " & 1 EXEC
oa™ e ™" =e”,(e*(K= omt
c o X a o "‘; "
show spanningiree bpdu _o _Trthg 7 a0 T h ™ %ot e~ _ to
[gigabitethernetgi_port | gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port| port-channel group: (1..48)
group| detailed]
1752 " "mthehoto MSTP
oa™e?" h —0 * 4 " 'Ee o o e x h =
¢ 7 “*c¢chom™ oa™e” ew * “ntPe ® ‘o oe a%h~ ¢
console (config )#
¥ T138r .0 a ~ e’ h ™6 * 4 " e o x h ™~ ¢
oa™ e ™ "™ ‘e"',<e <AK: ] m t
cC o X a o , < @ oo
spanningtree heon , . I_""h*(t*"ECOA'E'O“"e _oaaxt ™ td
nospanningtree T < < =~ CthE'(E mco TE"o . e L. _o0aax t ™ to
spanningtree mode {stp | "mto”eht E a h~% ot . choto o ™~
rstp | mstp | pvst | rapid- © IRSTP
pvst}
no spanningtree mode " mto” e ‘te’E co xao T:"e OO0
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HELTEX

spanningtree pathcost " mto” e at ‘B 0 och = T e Y ¢, ¢ec¢
method {long| short} -longt "¢ " ;. e . e eeomt LT
T /long -shortt "¢~ ; e ¢ eeomt " "
no spanningtree pathcost "mto¥ e teE ; e co xao T:"e OO0
method
spanningtree mstin- “mto¥ e cthE o h t t Y Tt eeo o
stance id priority priority omt ™ T'Ee .a 3 mco TEx Q" a 0
-instance_idt 'H__ ~ _ a MST;Yh
instance id: (1.63); -priorityt ¢ h oh t 't ocaaxt®toh™ @
priority: (0..61440/32768 V e . e ch oh t t~ o~
no spanningtree mstin- "mto¥ e te’E ;. e o co xao T;%"e OO0
stance id priority
spanningtree mst “mto” e at™g m a” TUEe o _o T ;o omt
maxmopshop_count R A t5! %X e o% g0° a
x h > ~e Y e oha™ 0 o
hc;'("a"_mka”"'Eeo 0"';m
hop_count(1..40/20 |e~ m ~ " xQO" a x ;"mt _ oe otF~
_hop_coumTa‘_m*a*"'Eeo< o . mt
X ;" mt o Y e vt .t5! @
no spanningtree mst "mtoT e teg ; e co xao T-"e 0O
maxihops
spanningtree mstin- ¢ _TOpgh~e ; e e o, ;TCOnt
stance id tc-protection . . BPDU © xmt ~eo — ee et h "7
no spanningtree mstin- instance_id: (163) ¢C._TOYEhTe ;e emt o oFTYC
stance_idtc-protection BPDU
spanningtree tc-protec- "mito” e teE h " 7 e T eo 77 . mt o~
tion mstinstance_idnter- oFh ¥t . TCBPDYU - 9o
val seconds instance_id: (163);
no spanningtree tc-pro- A4S02yRAY G| " mtoe teE ; e co xao T:%"e OO
tection mstinstance_idn-
terval
spanningtree tc-protec- “mto” eat™g m a” TUge o _o T .  nTC
tion mstinstance_id BPDU ~ Tt Tee .| et h =7 _h _a
thresholdcount instance_id: (163);
no spanningtree tc-pro- count: (1..255)/1 “mito” e teE ; e co xao T":r"e 0O
tection mstinstance_id
threshold
spanningtree mst . fo t h "oa ,xhh™ ¢ o o 7T gl ¢t
configuration
.0a*“e” hoe a * xchh*o @ o MSTP”
Y ® " c¢chom™ oa~e " eoe mt kb ¢ o MSTP ™~ a
console#  configure
console (config)# spanning - tree mst configuration
console (config -mst)#
”"’“J_ggt*‘oa*e" Lo(e?‘*a"“xchh““o(t;*o*_o"‘”’ a{c¢t
oa™~e"~ " € 1< *;\Km ] m t
cC o X a o , < @ d
instanceinstanceid vian 0 tTMEo ot o tmt A Tx H_ a g
vlan_range ,hxecce™a  +[ 1 b
instance id:(1..63); -instanceidt , © et " to H_ ~_ ac ™
vlan range (1..4099 | -vlanranget e ©a ~h  h x cc t[ ! bo
no instanceinstance id St tmpot o tmt a0 T x H a
vlanvlan_range ,hxeccec™a = +[ 1 bo
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namestring Trttgay _oe o xh” e  a{¢t®
string:(1..32m _ & _©o| -stringt , @ 'Y _ o e x h ™ ¢ a{¢to
no name ST T TR Y _oe x h” ¢ a{¢co
revisionvalue T t®oa hooh _oe x h ™ ¢
value:(0..65535/0 -valuetreoa h h ., _o°e o xh”g
no revision "mto” e telE ;e co(valug.o —; " e O
show{current| pending . Lo _"ttt’E _ x “cyrrentdd T, T o ‘0% ¥ ‘Qehding
_oe ,Xxh”" e, O af{cto
exit < t h ) a ” _oe X e c h
T mo gh * e e ) a _oe x h c (0]
abort ¢ .t h a "~ _oe x h ™~ ¢ c h
T mo gh ~ e e Y _oe x h ™ @ 0]
.0a~e” h o e a ”x he*t ¢ h Ethemék et h m ~ h x cc
¢ ® " chom™ oa~“e " eme mthlm*tgh EIHEFWGE aet h m
cohto Y
console (config -if )#
“ % 713@r .0 a * e " hoe a *x he*t ¢ h m ~ 9GKSNYSiz h xcc
oa“e" " ¢ b g <AK i ] m t
co X a o : < @ I
spanningtree guard root ¢C_TO;E ", tx _oheyp T TY m 9
“.*h"‘eeo o coht™ @ “ee ™Yy -
T/~ t > _ohe . a cohtoa _oaaxt"toh”q)
no spanningtree guard “mito” e teE ; e co xao T":"e 0O
root
spanningtree mstin- C_TO;y StUTHEExh g YT T " eHe 0 e cMSTE 7Y
stance_idguard root . - T h ™ eeeot oh |~ eme ™ 'y % " t” "¢
instance_id: (1..63); |, et  h _ mx .t 'E _ohe ~.a coh
[~ "t~ . _|-instanceidt , " et "toh 4 ° ac T'yh" ¢
no spanningtree mstin- “mtTeo tEXx'aeo” 7. "ee O@ o
stance_idguard root
spanningtree mstin- "“mto~ ecthE oh t t et h  m~
stance_idport-priority pri- -instanceidt , © et _ " toh 'H ac ™
ority . . ] -priorityt ¢ h o h ‘ett th = m~
|n_ste_mce_|d.(1.63), et e ch oh t t~ "o~ &
priority: (0..240/128 V o
no spanningtree mstin- "TmtoT e teE ;e co xao T;%"e 0O
stance_idport-priority
spanningtree mstin- "mito¥e dg 'Beomt E cxt ;o h Lo
stance_idcostcost och * "~ eeo o 'H - ac "cyh™ cho
instance id: (1.63); | -instanceidt , © et " toh 'H ° _ac T¥YhT ¢
cost:(1..20000000p | -costt ¢, e eomt 'E ¢ x t P
no spanningtree mstin- "mto” e te’E ;e > och = My abom
stance_idcost coht™ . a to®™ och mat@ ® TI1¥% %
spanningtree port-priority “mto* ecthg oh 't t et h o m~
priority o a{c¢ct o
o ] Te” . e c h o h t t - "o T e
priority: (0..240/128 V T
no spanningtree portrpri- "mto¥ e teE ; e co xao T:"e 0O
ority
spanningtree restricted Ttceh ot tBEDW N TEATCN 2
P g cke h .BPBUO < o< ¥
tcn ~~ TCM - - h
no spanningtree re- : e .7 h t BPDOh  TETCN 2
stricted-tcn ‘
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.o0a”e " . IivileqedEXEC
¢ " T chom™  oa”e "ppvilegedEXE@ o h  ~a
console #
Y Tl4er .oa et EXEC, & ~
oa~e "~ Te s e K o.Mty
c o X ao 7

show spanningree [giga- . . Lo "mt-ge  xh™ e O choto o7

bitethernet gi_port| tengi- gl_port: (1"8/0/1"48)_ -instance id&t . * et _T"toh 4 - ac T
: te_port: (1..8/0/1..24);

gabitethernette_port| for- . X

L fo_port: (1..8/0/1..4);

tygigabitethernetfo_port| group: (1..48)

port-channelgroup] [in- instance id: (1..63).

stanceinstance_id

show spanningree detail L0 "TEo"ho%exQ e oha®*g 'O o e

[active | blockedports][in- e oha~ ¢ 10O of ~ t b -

stanceinstance_id . - -activer ¢ homaoth e oha®g o ® -

instance id: (1.63) ~blockedportst ¢ h o ma o i h o ha* g o
coht™” ogT
-instance idt , " et " toh H ac ™
show spanningtree T Jo _Tt'E oha” g 0O o m_oe x hh
mstreonfiguration MSTP

clear spanningree de- L., tT cexhpo ¢ mm a h* e ~ choto

i c ho m o * t chom - t h -
tegtedr_protocol&n_terface gi_port: (1..8/0/1..48) . b . . . {¢

{gigabitethernetgi_port| : .

L te_port: (1..8/0/1..24);

tengigabitethernette_port . !

S fo_port: (1..8/0/1..4);

| fortygigabitethernet roup: (1..48)

fo_port| port-channel group- {L..

group}

h a h. ¢c o e e Y oa™~e"

A ¢ TOcot"E bhoxoSEE Txmt~eo t E e ™o ¢ hRSTPh t t
T 12288 e t forwardtimet Hn m _ _xe® 3y et h " _h_a e a
..t TEe s 9 moor gom  xe'l Bt fR2nay T Tt oymm Y. x O &
0 Tt e E xchh”o et o' QTP ™~
console(config)# spanning - tree
console(config)# spanning -tree mode rstp
console(config)# spanning - tree priority 12288
console(config)# spanning - tree forward -time 20
console(config)# spanning -tree hello -time 5
console(config)# spanning -tree max -age 38
console(config)# exit
console# show spanning - tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address  a8:f9:4b:7b:e0:40
This switch is the root

Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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DHELTEX

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, not ification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
te1l/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
te1l/0/5 disabled 128.5 100 Dsbhl Dsbl No -
te1/0/6 enabled 1 286 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dshl No -
te1/0/9 enabled 128.9 100 Dsbhl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

51753 " mt ho =~ oc PUSTPRPVYSTP+

PVSIP+ PerVLANSpanninglree ProtocolPlugt ©¢ "¢ = ° h ™ “eo  “Spanhirngireg ¢ h ot
h=m " hyo"™ 'y x eS_TI@*AO'\é ”’*’nT'Ea)o"?ﬂEt'E“ "TaHANpO h a e e T v ee
to o ™" co o VIRNto -7 " t™E "oota® T 'BTPPYSPAMC " aa anJTRha m

Rapido® - m t pBVSTPRPVSTRPO Y. 'Y, tm Y xmo  h '~ PRUSTBYo p~ &~ a &h

tmy a e E a h a e a c h o e Y m ot h o "
_omt EQ®
l- ¢m o ¢ 0 "64 PVSIIRP\ST e m t e m i ‘Ht oa e x 7Y oY
H VLANL . _ o toh .pYSPRPVST'O; S @ WLAN' _ _ T O; PVSFRPYST
moot~(bnﬁ*te|?\/>Sl'RpVS:J'emt"emcp
l- Loht .y e” otoh . gylANEtch e .c " THPVSTRRYSTh _ 1
-’ a eeo ¥ 7o hx QOtm Yy coHDe 3RPVSE ot xgo¢ ma o
t"t 'E o T m t 0 mco TE" X a . o +[!b e~ ¢
e o 'e”’;(e*< ch<“.””<t coX ¢to c/Fprg:re”‘*;"‘
To.oto e JRPMSIO® BT e " o hyirge vENVLANMDS'Y 3
’- h _ 7Oy eeda RPMSf¢aaxt ¥ toh . a9 o * h™* -
- .o _m 9 [ ! bd _o 'Htoax 3 mTx ¥ Yo ¥ _0""”'

. mt 0 gRPWSE{[@ bE ch _ _ . ' 0" a coz m " "x ot

*ot  ppdw{"e .~ e~ [ tmecw TEW HIm Yo o arite-”
limits other-bpdu 1024".

o

l | Im ™ mnc h dHemc Tx *t " ¢ coe ™" o *RPVSTY mxt*~“he*mt
- "o ¥~ t 'E e o . S ex’eo c ho : m t m ™ " x
Wt _T0; .t Bttt g o&epabe” " { yrieviardanyligth y 3
#~ T'Ee o a h ’ a _oe xh ho ™e YU
20 ¢_7T0; . t'E {¢bH_oacre o o -free Enyah Aish3 | . o i
h ’ a _oe X h h o e YU
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.0 a e h —d 4 " 'Ee o o e *th c. .
‘,‘*° ™ chom?™ oa"‘e"e"‘cn’:"”'r'rf"ttEmcn_*“ xhh ~> ¢ a ~
console (config )#
*':"’\14_’4.;-[*‘0a"e° h ar~ "'“o':""’""Eeo o e ooxh T e
.0a™~e"* "~ ¢ ' e*;_\K‘ ] m t
c o X a o ’ < @ hd <
spanningtree vlanvlan_list vianlisty omMddn)¢_T0;  t E h "~ ¥ oPYSTPR,RPVSTIRC _ o x =~ "
xao T-™e . O _ m VLAN
spanningtree vlanvlan_list ._"0; . ¢ t_TOVE fotx choto o T" t+{¢t
VLAN.
spanningtree vlanvlan_list T TEthx ot - ¢ hoc x PYSIRPVST . o
bpdu {filtering | flooding} BPDU
]“ee ™y oa™e" " "~ ° m t
V (m’s:rpt_:'o;(e "*”c;m“_“"
. h SPPRSTPMSTIm — 71
h ’ t o T e e ™
vian list: (L..4094)/ Ly RSTRRVST e T Y A
LBt T e Y g m ;Q_L*A[\q:;te_é’*o@'rge
-fiteringt , _"0O; ,t'E , TEth " ¢, OT
-floodingtr ot _ "0O; ,t ' E |, TEth”" e, OO
no spanningtree vlan "mtTeo tE e ;e co xao™
vlan_listbpdu
spanningtree vlanvlan_list "mto~ e teeg h 7 h a e 3 “th
forward-time seconds chom™x "~ ~"e " x ., e  mo
. momto 'ye c(h("\/EAN‘ *’“'Yx_
] - a h T ot et.m tm ooo * t
Vvlz:mTIist: (]:"‘}094);, V o* " " ohax ~ 'y A
aS02ZYyRaY of 2 * (ForwardTime- 1) xMax-Agex2 *
(HelloTime + 1).
no spanningtree vlan "mto” e teE ; e co xao T:"e 0O
vlan_listforward-time
spanningtree vlanvlan_list “mto*e teeg h 7T h a e a "X
-ti h o o ot ~'Ee moo* " e
hello-time seconds vlan_list: (1..4094); A g ; oaaxt™to
- secondsp m @ dm N = = . =
noqunnlngtrgevlan “mto* e e - e co xao~:-*e O
vlan_listhello-time .o e ’
spanningtree vlanvlan_list "mto” e thE a 'y e m_ Y x 0" o
max-ageseconds vlan_list: (1..4094); |* _ " "~ " ¥LAN o
no spanningtree vlan as02yRay odq. . .. teE - e co xao~: e 0O
vlan_listmaxage M e ’
spanningtree vlanvlan_list TTmot he | oh ot t om Yy 'x Q" o 7
priority priority_value vian_list: (1..4094); V et e L F T tmy
priority_value: .%a nndgc
spanningtree vlanvlan_list (0..61440)/32768 "mto~ e teE ; e  co xao T":"e QOO
priority
spanningtree vian ¢C_TOpEMN"e ; e e”™ _o 7T o omt
vlan_listtc-protection TCNTCBPDU © xmt " eo 7 ee . STR N
vlan_list: (1..4094); RSTR ex ™ o o ME#APR _ ac 'Yh~
no spanningtree vian ¢._TOEh~e ;e& ™~ - mt o o%h~
vlan_listtc-protection TCMTCBPDU
spanningtree vian . . "mt~ e teg h " 7 e N eo 7 . mt ~
vlan_listtc-protection in- yIaAn_VIlst. (ll'4v094)’ Jlo®h "t . "/TCBRDW ¢/ b
asoOz2yRay o
terval seconds
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no spanningtree vian " mto” e telE ; e co xao T:"e 0O
vlan_listtc-protection in-
terval
spanningtree vian “mto” eat™g m a” Tge o _o T ;o omt
vlan_listtc-protection TCNTCBPDU ~ T tee . et h = 7]
thresholdcount vlan_list: (1..4094);
no spanningtree vian count: (1..255)/1 "mto~ e teE ; e co xaoT:%e 0O
vlan_listtc-protection
threshold
oa~e?-” h o e a ” x he*t ¢ h m ~ o° ~oc ‘E¢herriet et h
¢ - ™ c¢chom?™ oa™ e " eo mt h o h(’ a ™ o e X
console (config -if )#
- A;|_4E'['“ oa * e © h_‘_O’ e* .:;1:’ ) X he *t c Xh X E(thgrﬁlef’
.0a™~e"*” " io,;(i\:)<’“'-(‘ i, mt
spanningtree vlanvlan_list T, TEthx t 7 ¢chocxPYSIRPVST, o
bpdu {filtering | flooding} BPDUY ~ """ ~eeoa et h om0
] ]“ee ™y oa™~e"™ "~ ’(wmt“
V (m"s:rp)t_:'o;<e ﬁ‘+° -
h ' SEPRSTAMSTIm —
t .o “o
vian list: (1..4094)/ Ly RSTRRVSI e T Y =
*’“’Eth‘e”y 9 m ;OL’ANJ:te(;"‘o@TEe
-filtteringt , _"0; ,t'E ., TEth " e, OT
-floodingt ot _"0O; ,t'E ., TEth”" ¢, OO0
no spanningtree vlan "mt*eo tE e~ . e co xao ™
vlan_listbpdu
spanningtree vian "mto*e g Beomt E cxt - h Ty
vlan_listcostcost x " "7 ¥LAN 9o
vlan_list: (1..4094); -costt ¢, eeomt E cxt @
no spanningtree vlan cost (1..200000000) |~ m to~ e ‘teE ; e 3y och .Y, a0
vlan_listcost coht~ a to®™ och * 7Y & Y
VLAN
spanningtree vlan TTcth B"E"otx choto o™ [ ¢t e~
vlan_llstdfsable vian_list: (1..4094) X i t' _h . :‘Yﬁ X ge .9 Ai:[ I'b ]
no spanningtree vlan - h th"E "ot x choto o {¢ct e
vlan_listdisable et h "7 o x Y vee . g +[ 1 b
spanningtree vlan ~m to ”_ e* Cth'E o h . et t( (t h . m "~ . _o h e
vlan_listport-priority pri- . T h ¢t
ority:valﬂe P yp vIan__I|§t: (1..4094); ot Tt - e{"’ e Lt oht imy
priority_value V 0 46
: (0..240)/128 - o ~ = p
no spanningtree vlan mto¥ e ‘te’g ; e . coO0  Xxao ;T e (0]
vlan_listport-priority
spanningtree vlanvlan_list C_TOUvE", tx L_oheyp e” " Teeo
guard {root | loop | none} x " T ¥WLAN 9o
-roott ~ " ch i t e t h m x * t
oaaxt*t<oh”‘('|' )
vlan_list: (1..4094); -loopt _, _"0;~  t e~ et h  m 7
c(t("\'Eqp C’“rm ’:‘xe;t'((hz‘(mnm e“égox°z*
ot T -e Designated c h X ‘Ht o a c; " hBADY
’et(h‘(mm ""0_’hx(tm’YT
-nonet ot _ T O; "Gudrd, x® _ ¢ e " et
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HELTEX

no spanningtree vlan
vlan_listguard

t_ TO/P Guard, x e _

spanningtree vlanvlan_list
restricted-tcn

-~

cth a

<

¢ e

15!

O 7Y x _o"a/LAM /e I

(o]

. TK IO ; == = =
no spanningtree vlan A _ h te’'l BPDW, JTCH 7Y x _ "VLAN e
vlan_listrestricted-tcn

5.17.6""mtho  ~ 180332 ERPS”

.o t oERP$EthernetRingProtectionSwitchinge h . " e ™ “e"ty e ° e 'Y xmt
e""(’eomt* m t* ’(z?t](’o":a;*_o éEeC:‘px’otoco 0 *’Oz
ommt * e o — e Y m t m’“x;” - “ h m dx &K

e 'E’ h a e c h mt h o m t c h Spannimgq:ee. T~'E" o -
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢

¢ 7 “*c¢chom™ oa™~e” ew * “ntPe ‘o oe a % h~ ¢

console (config )#

“ % 1487 .0 a v e © h ¢ * 2 " 'Ee o o e x h * ¢
oa™~e"™ ™ o v ,:\K: ] m t
c o X a o : < e L
“ *h thg * ot x choto o ™™
erps .0 - 1 F~ —° 9wt { @
no erps CthHh E” o t x ChOtO_O gwt{cp
erpsvlanvlan_id .0 tU"ERPS©o OfEe T et  _APSV[AN ocao
_otoho  Fx" 't ¢ h "~ “t EmY m
vlan_id (1..4094) c h _ogof *oa  xh*"GgEe” ®
-vlan_idt ¢ o 2 RAPS VLAN.
no emsvlanvlan_id "7 7" THRPSOo Ofe " et ylanidt o h o a
.0a™~e " h o e a”x ho" " €Ee¢ "™

¢ ™ c¢chom~ oa™ e " eoe mtkb*“ ¢Eegc™® bh ’ a

console (config -erps)#
7Y T144r Lo a e " hoe a”xpERPSe, TEc”

N e ™ - [Tee ™
oa~e ™" Tl e ) ] m t
cC ox a o . e < @ hd <
protected vlan addvian_list Jo " "t"E "¢ "WVLANe mc mo -t ee
. -vlan_listtmc mo t[!bd §, "c” "oe 4
vlan_list(2..4094, all) | h. m S e a o -on ¢ vt x O
_oe eo e‘;(e*'y°_"f‘c"oe‘
protected vlan remove . ST TTE e toe  x[1b me m_ "
vian_list vian_list(2..4094, &) | yjan jistrm e mo g1 oy x-S e
port {west| east}{giga- ¢ .HF "~ twéSt(eastg oht _oaaxt~toh* 3y |
bitethernet gi_port| tengi- gi_port:(1..8/0/1..48);
gabitethernette_port| for- te_port: (1..8/0/1..24);
tygigabitethernetfo_port| fo_port: (1..8/0/1..4)
port-channelgroup} group: (1..48)
no port {west| east} © 7" T\est(easty o h ot oaaxt”toh~3 |
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DHELTEX

rpl {west| east} {owner |
neighbor}

¢ . ™ht RPE o h t
-westT RPE o h toa 7 x
-eastt RPE o h t oa 7 x7

oaaxt™ ftoh™ 0
t ceo”h ‘teT e

éastpea“h teT™ ; e

T/no rp| -ownert __0 a ax t ™t oh T x " . t ’Yﬁ £oyh
_neighbor-[ oaaxt ™t oh Fox " t Y ""Yt
RPEoht ™ @
no rpl ~ 7 TRPE o hot ocaaxt®toh® @
levellevel "Ymthxeppoemo® " 4t {dw  0oF g0 a
level: (0..7)/1 chogo’ ™ e 7Yy moo*" e < h
evel: (0.. < L ee
©.7) -levelt x ho e 'E mopAPS™ e w
no level “mt v etdR v o c® x a0 T:"e (o))
ring enable 0/ ~0- e ¢C_TO;BRe_¢,0e _hooTEe" @
no ringenable - | . TOR e _c¢ o0e hooT'EeEe” @
version version ¢ . hrt” ™ a mo a mt a omt m " h
. G.8032.
version: (1..2)/2 ;i , e
(1.2) -versiont _  hm Yy choto o Ddy noH
no version "mt ~etd "~ . ce® xao ~:"e QOO0
revertive T /revertive FerThE L2 P77l _° " Ec" ©
no revertive "Mt etoR ~ ; c@ xao ;" 0 ®
sub-ring vlanvlan_id T_TtEoe T e EY " T eeo o °o TEe” o

vlan_id:(1.4094)

B J—

-vlan_idteca h +[ 1 bo

no subring vlanvian_id Tt TvR T e T Ee
subrring vlanvlan id [tc- ¢ _TOptte’ET _x m et D osgomt
propogation] _o TfEgo ¢ h mofoo e Ee” @
no subring vlanvlan_id vian_id:(1.4094) C o tanE < m e i D oom
o TEgo ¢ h c h mtho e co”
timer guardvalue , “mt "~ etoE a K o T —
g valueY 6 mn ® dH J . s ‘ roe . *
- RAPS
i h™tepanma= = - p
no timer guard — mt~eo tfEo «ae e OO
timer holdoff value Smt T eteE a h oM o T e,
B T a e e momt o ‘Ye b Ca m t
valueY 6 n d dm n J ~0:* itmy t* a ns o m ot
h* teo M ! < ® < . <
— < e o h a h x t 0 m ho “ae “m‘oem™t:o ‘ye °
t o -eomt 'E'o * , < — ..“: << . LY
’ X a e 'E e Y X c ce tcoo h tcoh
no timer holdoff "mt ~etd "~ co xao ~:"e QOO0
timer wtr value "mt~et¢E a hy _otoh . “reoxm ~
, caaxt~toh h ° NEMSNIESSE x
- — T A .
value(1..12) | KBSh ~o0t h~* e Y ccmto.g o= e
a.,® m e ™ o o e mc h ™ eomt Yo
no timer wtr "mt T etdR Y c@ xao"\;”’e* Ood
switch forced {west{ east} Tohm HCt*Exm_ ™" teo o ¢ h
T /no ‘Ht o a ¥ "o h x tmy x ¥ " *ee . c
no switch forced ta ®©'Ehm ho *“e Y c h _ T0Q; e
switch manual{west | Chx ;ex O 7 "xTo" '."hopsst(BasbtyEe h t
east} T /no h = =" 7o t 'Easywest).
no switchmanual t@® hoEx @ "o xho
abort t "t tE “a e e Y¥ e m ee
T o e x h ™ ¢ o TEe” @

—_ P *
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Loa~e” . IEXEC a-~
¢ ® “chom?™ 0 a ™ e "EXBC mt h o h ’ a ™
console#
C 7Y Tl4BT Lo a v @t 1 BXEC
oa™e" ™"~ e '<e*<,_\K~ ] m t
cC o X a o , < @ hd <
show erps|vlan vian id] - TTehome ohgQse o " a momto ye
vlan_id: (1..4094) | .1, e x * *ceo o o ~Ee” d
517.7" " mt h @ h o™ o |pDP”
 meo ~eo _x e ¢ Lipk Layer Discovery Profotol (LLDB Y., Y, tm 'Y o % a e
m t .a xm <t h o m t ~ a (o] m o] a momt o 'Ye 9% h~ t h
c hoto of‘e”’[_[’“5ct"‘ - tm’Yao’xnntﬁotnEt"coho e ™ x ¢ h ™ ~vYC
c hoto o Tx {ob:“é]t’“(po'a*z ea” ome o ~ e mo¥*h ™ eeo e oha™ ¢
a o’ t * t 'E mao " ~ ho ~ e ™ t oco "o Y m t o)
.0aaxt.todHn hg c e *""_;_xmt”'e”‘hte g oc“ch a “t"hEe . 3H St "t~
4
- a 'y xmthoomotm”’;e
- a'y cohdCo"m -
_*e‘oha C*PHY*O't-Ck@eK
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ 7 " ¢chom™ oa™e” ew * “ntPe ® ‘o oe a%h~ ¢
console (config )#
T 1467 -0 a e " h ¢ * 4 = 'Ee o o e x h ™ ¢
oa~e"™" € ’<e*<AK~ ] m t
co X a o : < e R
lldp run . " "h t " aaxt™tohx mco TE"o0 e
Th ~h e=— e = * = —
noIIdprun ct[] t B oaaxt t oh x  meco E o | e
lidp timer seconds ch TtyE_ " _xmt*hmot omt o T x " t o
seconds(5..32769/30 Y e o~ a e oha- ¢ [[5t ®
no lldp timer " mto” e ‘teE ;e c o xao T e (oY)
lldp hold-multiplier number TCTtTE, T, o, ex  hooa e T Ty che
t : e _otoho ) e x> eo cx*" ht >
[[ 5t c h ® 79 m*homoa @
1"ee™y -~ e”*e'htxq@"'(mttm)‘n(oee
number:(2..10/4 updatec © _ t " o 6c¢” _ tT g ofeo T e
t~ a h~ [ [ 5t o6%FRLIMF XS ND O- |
c"_ t o h"mm; t - trQ65‘535(,:|_q_Dp o
Timer * LLDMHoldMultiplier)
no lldp holdmultiplier Tmot e Tt "e” ;e co xa
lidp reinit seconds e a” TEeo  _h ac’yd t_o¥txoh ot o[
seconds(1..10k H Mco toheo e |DP" T " ¢, . .
no lldp reinit " mto” e teE ;e co xao T "e OO
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lidp tx-delay seconds "mto~e t*E h’ x a " x com™T
c"_(to“e['[est*ho“”ee.a' *'a<e
”" mt ™~ txm?™> R ’\o_“’"Ee.Q""
seconds(1..8192K H V _._o0a e’ x tmyy "t Th.oo
o, a(e'E'(z ;. @ e o
Timer.
no lldp tx-delay "mito” e teE . e co xao T:"e OO
lidp lldpdu {filtering | ch  TthE > a o *h ™ %ot _, 0 cc¥h”o ttoo__
flooding} LLDP - _"@®;", e_oaaxt~toh Y
-filteringt x _ " - _ “LLDPY _; tto. S Etm %
T /filtering choto o™ [[5t _-_"00;.e e~ _o
-floodingt x _ " © . 7 texX _jtto. [e[ Bt T~ O
choto_o’\[[5t _._’\’O;<e e ™ _o
no lidp lldpdu "mito” e teE ; e c o xao T":"e O
lldp med faststart TmiteT e t B 7o co toh e o t5] []
repeatrcount number och = vy ao o cqMED  "mt o0a
noplldp med faststart number:(1..10/3 Tomto ;ﬂ e, TeE <, . ¢ ' Co xao ;e 'oED[
repeatrcount
lldp med networkpolicy ch Tte@t  To T Ty ot JRE AtOR” §NY
numberapplication[vlan co ™ t " xmtho mt ~ ¢ |~ee .
vlan_id] [vlan-type {tagged oc g oe” T'Ee .a " 7Y h*m h e Y
| untagged] [up priority] number (1..32; -numperT co h,\'f _0~”' . eoa h' chir n
[dscpvalug application (voice - applicationt | . © Y [ xe_e, YI oc h .
voicesignaling , °h b A: ysuwé 2Ny L2t A ?éﬁq? .
guestvoice ’ -vlan_idt , ", e t__ "t Oeh f[ I'b Y e e
o -taggeduntaggedt © ¢ h ° t7°7y tho ~"eeo
guestv0|ce5|gnallng, e ho ~eeao % ¢ i1 b3
_SOﬁphoneVOIC_e' -p;riorifyf ¢ h o h t tc h™~ e e:’b” ogm nyc e ""\”E
wdeoconfen_ancmg, tohoa xho e ao;*A'h{'LL’)T
s@ream_ngvu_jeq, -valuetr e " ; e 5{/tX ,mco TElx
V|deQS|gnaI|ng, jm o x " DSCRLOE x@®¢ T re O
vlan__ld.:(O..4095; ﬁxﬁjt f("ch_’_DéCtF@.’E c*h*alktﬁ“ .
priority: (0..7); . " “a e networkpolicy © “ao ' eo .
value (O"63 V com ™ me Yt t Yy m o m 9
'°( E)e" c_a:;?é e ~ i ‘
no lldp med networkpolicy cTTT MR c T Teeo  ch” o To  T_poldy.c ”
number
lildp notifications interval "mto*eat*”Em a* T'Eex Q m_ohomt 'E ¢
seconds LLDP.
seconds(5..3600/5 -secondg ¢  h o" h a eoohoto xm
m ao’(t otch"”*t'Ee< "'0’“(< o " e
_noIIdpnotifications “mitot e teE - e co xao~:*e Ob
interval .o e e ' .
.0a~e " . hoe a ™ x he*t g h Etharmet
C*"‘ " c¢chom™ _oa"”e"‘e_oei‘rpfh*be"‘tg*hgwEtbe‘mn’et*a
console (config -if )#
ST T14EC .ea et . hoe arxhetteh Ethermet
ca~e ™~ e "e,\*‘mKe I "t
X a o ' e . (| < o - <
lldp transmit _ " "h t¢"!Eh T -x ¢c” to co ¢
co xao";”’e’et(h‘(mm(cp
no lldp transmit h= h = eo|="cth ¢ (’Eh(*”’ DX ¢~ ___ to c o c h
mco TE"o0o “e et h  m P
lldp receive Cetent S e FTEUM e a ccohdavo_wox [ [5
et h . m (0]
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HELTEX

n0||dpreceive =“ctth hE*(a c to ceo® choto
e t . h . [0}
lldp optional-tlv tlv_list tvl_list: (port-desc, sys .¢ch ‘E: _ . oc ¢ cooeT YV He ¢ & LJ
name, syslesc, sysap, | I £ dz80 *x 7 oxt ._"0; e xmth
802.3macphy, 802.3ag, | LLDP ~ _  t @
802.3maxframesize ¢ _oa”"e”x ao’eo _ TO; tE ©
802. 3powerV|&md|)/ o |oc g ,0e” TEe .3 ¢ %
xao 7" 0 | TLV 802.3powerviaY RA "~ @™ t xtco TE
oc g o© TE\Ee( _«‘xmthoamt_‘om co*’(h’_o
no lldp optionaktlv “_A'O;MCE‘“;< t|"mto* e teE ; e ~ co xao T."e Q
lldp optional-tlv 802.1 Jeh THUSE_ T 0o c g cooe ™Y Eex.” x {
{pvid [enable| disabld | . _T0o,; . e xmtho mt oac™ ctV
ppvid {add| remove} -pvidt t L5 et b o om™ T
ppv_id| vlanmame{add | ppvid: (1-4094); -ppvidt "o "t Ekx " T tE ttxL§
remove} vlan id} vlan id: (2-4094); -vlannamet “° * ¥ kx Y "ET_ t 'E eoa h 4
lldp optional-tlv 802.1 Lo xao T:~e|l-protocolt © o7t Ekx "~ ”‘ t E och °
protocol {add| remove} oc ¢, oe "TL\Ee, - |
{stp]| rstp | mstp | pause | ._"T0;. - ¢
802.1x | lacp | gvrp}
no lidp optionaktlv 802.1 “mito” e teE ; e co xaoT-"e 0O
pvid
lldp managementaddress ch “txgh~ ~0yo" T h my of
{ip_addresg none | et b om D
automatic [gigabitethernet -ip_address "~ ~ tmy mpr=“th m
gi_port| . ) -nonet x _ "~ . _ T _ty ~to “Th m e
tengigabitethernette_port P hAaépf%dress' -aut_omatiCT x = " t¥ to m . moto
Lfonyg'gab'tethemet giport: (1.8/0/.48) |z . - <t rehC L. oNOTLL nam
0_port| port-channel : ‘ h mo eeo o et h B}
. te_port: (1..8/0/1..24); — PN . . ©
group| vianvlan_id]} fo ) ' Jm = et .M SUOKSNYysuoa .
_port: (1..8/0/1..4); ch o= .y Y[1by to ~~ee
gro'ur.x (1"48) R _"'\’O; e R m c m o OO he m 9
vlag_ld.x(1;4(?92.. . V ¢ mooe o ‘i Doy e ”M, ( E_O-*_ 5
- . ) Y. t a- . h = qp ;m ~Ee
xch‘“_A’Y'O*m ((Je"’e”’“a -|P_'\‘nh3mo(q)*]m"‘
oc h i ~Yy ot * N
< < < . m - h m > otmxtmt
~—~t0a~t" h"’ t_‘<e’“’p””"‘<'Eem - ”'::
a o e 9 mt ‘|p_‘*°<’h((nm*o )
no lldp management TTT YRR TPOT h Mmoo
address
lidp notification {enable | T h tWETEho tEch®  x x T oa™
disab|e} co xao’“;”’e"o*et<h.<mm(cp
x T oaTLDP, _|-enablegh ™ ~h =7 t T
""cech " e”|-disabletr " ch "7 t O
no lldp notifications "mto¥ e teEg ; e  co xao T:"e O
lldp med enableftlv_list] tvl_list: petwork-policy, | _~ "h t B co TE'o0 " e h*m"* h
location, MED.
inventory)/"ch("'(¢ _oa""e’x aobaoojit’o“h'o(c?gf“qg
mco TE"o “Imc c "~ TL¥e - o
h ”*m ! X hc(heo*t'\; ‘ ’
LLDRVED
lldp med network-policy T oetem o To -ngsfum@eNJl “eeoax
{add| remove}number -addtre” e~ ;" t ch~® "o
number:(1-32) -removetr X © 7 Tyt ;ech ™ o
-numbertr e ca h ch™ = T" @
no lldp med networkpolicy Ct v tvp v 7o -L)ZESfl])\ﬂC?eNJ[“ " eeo
lldp med location ="'I’EE mtoco"‘o’ e xmthommt
{coordinate coordinate] coordinate: 16 ~ ;t |6 e~ ; e c~*h~a th~ §20 GA
civicaddress civic_address_data -coordinater ~ " h m  m mt a _ooh
civic addressdata| ecs (6..160% ~ ; t -civic_address data™ " a e mth~t e .
elin ecs elin_data} ecs_elin_data(10..25) xmtho mt ~ T
ot o -ecselin datat ~ " h  m offa~"t egoac
ANSI/TIA 1057.
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no lldp med location ST TREMtho ¢ h~a th=™ a n

{coordinate | civicaddress

| ecs-elin}

lldp med notification O h tZWETEhe tgch ™ - x x o "oa ™

topology-change {enable | , a_ e e toco 7o D

disable} - . -enableth ~ *h " t o tch™  x x
T/ ch eq - »

-disablet c h ) - t ot ch L X
no lldp med notifications "mto* e ‘te’E ; e  co xao T;%e QO
topology-change

7 - [t[.5tz ch e 'Yt cohtsh "~ colxec¢xQtm'’y e
V t ™~ a h x cc S c¢oh e 'Y ’oachmbﬁ‘ﬁy"“teﬂeoy"tp""[e[5
- " c oh t h x c ¢ [0))
/ “ %ot~ choto o ™" [[ 5t e C m t ot mom
V otch™ YOt m 'y ‘c*h® @0 a *h@t m*'y¢ ee.” 5 ccohhottog ¢p
Jm = c oht oetho ™ hx tm 'Yy co y}'IHCDM-ZtO
o e > t o 0 “e O
oa”er” privilegedEXEC
¢ ® ™ c¢chom™ 0oa”™e °pFivi1egedE‘D(E(D 0 h ’ a ~
console#
7 71487 .0 a ” @ ! priVilegedEXEC
oa™e """~ o ’<e*<ﬁK: ] m t
c o X a o ; < @ L
clear lldptable [giga- mt o ttE T gx " h mog mome *he ' g
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) e"ed t ' E ¢, _ " o0oTa e~ ¢~ ot~
gabitethernette_port| for- te_port: (1..8/0/1..24); | MED.
tygigabitethernetfo_port| fo_port: (1..8/0/1..4)
oob]
show lldp configuration[gi- L0 _“"tLEDP_o e xh*e . .Mm_ 92 .
gabitethernetgi_port| gi_port: (1..8/0/1..48) |x m t h o5 mT "o T Tee .9 et h
tengigabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)
| oob| detailed]
show lldp med configura- Lo "t @e h” & ~ h*m ' h e gQgesh o
i igabi et nh ™mo* .o .
tion [gigabitethernet gi_port: (1..8/0/1.48) |- " < ° SET gl ©e 0
gi_port| tengigabitethernet : .
te_port| fortygigabitether- te_port: (1..8/0/1..24);
ne_tfo_portl oob| de- fo_port: (1..8/0/1..4)
tailed]
show lidp local LO "t EDP e oha® ¢ 0O _otohx QO ~s
{gigabitethernetgi_port| gi_port: (1..8/0/1..48) |[c o h t &
tengigabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)
| oob}
show lidp local Lo _TUtmE "t xmooc h T hx ¢C[ *3
tlvsroverloading . . X
[gigabitethernetgi_port| gl_port: (1"8/0/1"48).
N te_port: (1..8/0/1..24);
tengigabitethernette_port | fo_ port: (L..8/0/1..4)
fortygigabitethernetfo_port —Port{L.. v
| oob]
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[gigabitethernetgi_port|
tengigabitethernette_port |
fortygigabitethernetfo_port

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

show lldp neighbors Lo _"™t"E oha® g O 0 mom 9 xm
[gigabitethernetgi_port| gi_port: (1..8/0/1..48) |h = ot~ 't choto o™ [[5t ]
tengigabitethernette_port | te_port: (1..8/0/1..24);

fortygigabitethernetfo_port fo_port: (1..8/0/1..4)

| oob | detailed]

show lldp statistics o "rtmE Tt omt X [[5t @

| oob| detailed]

h a h . . Cco e e Y 0 a

A "~ mt ™ ed 7oy HEeT/O/10m T 7 x @V o Tp¥rt-desciption, system-name systemde-

saiption.4 "y e eoe o h "o *nr*x ch E_ T 7YyO" 1010.10.70.
console(config)# configure
console(config)# interface tengigabitethernet 1/0/10
console(config -if)y#  lldp optional -tlv  port -descsys -name sys -desc
console(config -if#  lldp management - address 10.10.10.70
A omaothmet E x[hDPec O
console# show lldp configuration
LLDP state: Enabled
Timer: 30 Seconds
Hold Multiplier 14
Reinit delay: 4 Seconds
Tx delay: 2 Seconds
Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac - address
Port State Optional TLVs Address Notifications
tel/0/7 Rxand Tx SN, SC None Disabled
te1/0/8 Rx and Tx SN, SC None Disabled
te1/0/9 Rxand Tx SN, SC None Disabled
te1/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
“ % T14@T7 ¢ v h “x TUEt "t o
o c m ™ e
Timer ch "tyE_~o xMmho mt to p[EB@ ~ T"7ey Y
e TWE T e (TThTineToivg® T eh e et 0"
HoIdMuItipIier m t “ 3 t : e _otoho 0 e x> eo x ° h >
o m % hTorkE Tirmer* Hold Multiplier.
L c h “tafE e a ™ T 'Ee o e h a 'yogt oha Y c och th *~7
Reinit delay com .~ o M~ hoo¢ @ [Y] 5t
c h Tt T h > x a ’ X com ™ " x Q"da 3y c eh
Tx delay h o “ee . 9 ©a e e Ya CER e ~ %o m
Port 'oa(h_coht‘v
State ’ a h ~ % ot coht ™ T Ty choto o T~ [[ 5t
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DHELTEX

h .o “ pac.g ¢¢[ +
¢ o a o e ” D e YY
. pDTLc*m"e coht"™
Optional TLVs SNt . mt  aew a vy
SDt c m ™~ e o m m t a
SC[ o a o e omt m m t a
Address s ° h m xmtho m t ‘z_omdn*,"‘ e hY;)*‘ tm ’
Notifications ~_" .h™m o 3T 7emch " e . x ||IDPoa T e Y
o] A S = e oha™ g O o m o m e 79 Xxmtho m t "9
console # show lldp neighbors
Port Device ID Port ID System Name Capabilities
te 0/1 0060.704C.73FE 1 ts -7800- 2 B
te 0/2 0060.704C.73FD 1 ts -7800- 2 B
te 0/3 0060.704C.73FC 9 ts -7900-1 B, R
te 0/4 0060.704C.73FB 1 ts -7900- 2 w
console# show lldp neighbors ten gigabitethernet 1/0/20
Device ID: 02:10:11:12:13:00
Port ID: gio /23
Capabilities: B
System Name: sandbox2
System descrip tion :24 - port 10/100/1000 Ethernet Switch
Port descrip tion : Ethernet Interface
Time To Live: 112
802.3 MAC/PHY Config uration/Status
Auto - negotiation support: Supported
Auto - negotiation status: Enabled
Auto - negotiation Advertised Capabilities: 1000BASE - T full duplex, 100BASE - TX full
duplex mode, 100BASE - TX half duplex mode, 10BASE - T full duplex mode, 10BASE - T half
duplex mode
Operational MAU type : Unknown
~ ¥ T15@7 ¢ m ™ e h "x TUEt "t o
o c m "~ e
Port 'oa(h_coht"
Device ID "a 'y ":“*ia!r]\ mo m *eg 0 xmt ho m t -
Port ID "*(et* " toh coht"‘.mom(*e< ) X mt h o m
System name .. mt aeo a 'y xmtho mt -
Capabi“ties ]~ eeo c o o C m . - t t c xmtho m t Y
Bt : o m(Bridge;
Rt :~h "hxt ~~twoh gwz2dziSND
Wt o ;_ " 7 o-Fi(WLAN Accéss Point)
Tt . 7. oe 4¢SSt SLIK2Yy SO
Dt DOCSgm t ho mt o ¢g5hy {L{ OFo6tS RS@AOS
Ht . t 0 xmt ho m t 0 01 2aido0
rt _o_toh t TFE SwSLISI GSND
Ot ¢ e = mt e HhiKSND
Systemjescription c m ™~ e mo m e ) X mth o m t -
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frame thresholdcount 6¢c  h o™ xmt~e™ Tgtherfief oam likmoniter ~
count: (1..65535/1 frame window).

no ethernet oam linkmoni- Fommt ~¢eeE ; e ~ co xao T:%e 0OQ

tor frame threshold

ethernet oam linkmonitor "mto* e thEa eeo  choa x to "7

frame windowwindow window: (10..600/100 |° o o

no ethernet oam linkmoni- am Fommt ~eeE ; e ~ co xao T":%e 0O

tor frame window

ethernet oam linkmonitor

" mto* e cto’p o ’7‘n’\0 o 7 NG‘LJSQJ\CE(RW]' 0g”

frame-period threshold xmt~e™ o a™ egtherret oam linkmonitor frame-
count count: (1..65535)/1 | period window).

no ethernet oam linkmoni- fommt "fEe™ . e ~ co xaoT:."e OO
tor frame-period threshold

ethernet oam linkmonitor "mt™e thhg a eeo choa ’xto . "7
frame-period window win- i ) LISNR 2 R1f o), @

dow window:

no ethernet oam linkmoni- (1..65535/10000 fommt ~ eteE ; e ~ co xao T:."e OO

tor frame-period window

ethernet oam linkmonitor
frame-seconds threshold
count

count (1..900/1

“moto™ e cto’f "o ?n’\o ¥, T NG‘LJSQJ\CQ(RW]' 0g”
xmt™~e™ o a™ egtherret oam linkmonitor frame-

seconds windoy, m _x e " " 9
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Portdesgciption c m = e coht™ mom T e 0 xmt h o m t -
Management address |[s°h m xch™~ — e 'Y xmtho mt oa
Auto-negotiation Jeh 7Ty, tZ co ™7 h STotmyy T " toa ™t
support
Auto-negotiation ech °~ "~y ty o TQ; . e* T co”® h o~ o~ ot
status coht”
Auto-negotiation Jeh T hTy ta .y c0o ™7 LA xe e .
Advertised e Y cohtr”
Capabilities
Operational MAU " Fo ., 4+ gl kmtho mt
type
5.17.8" " mt h o - choto o ™ h! a
EthernetOAM(Operation, Administration, anéllaintenance, IEEE 802.3ah *x ¢ _xh o e Yy _ " e
h R T e e 5 ¢ h "mt ™ ~ YOt mo ¥ o choto o™ aoe
o e oha® ¢ 0 momt o "Ye “ e~ T a T X e
gquNygu mco TVE x Otm 'y ¥ To " ex.mgt Ld oo b T™o Rleg.
mt~e”™ht L999 ynH®ol KO
oa™e?”" hodeé a ” x he*t ¢ h Ethearmet
¢ ® " c¢chom™ oa~e " eoe mt k be*t ¢ h Ethemn’eta
console (config -if )#
"% T15gr .oae’ . hoe arxhe'tgh Ethermet
oa™e """~ o L /_\K: ] m t
cC o X a o , < o . % <
ethernet oam tpt —O- J¢_T0; tE co”" h x 9gUGKSNYSi
no ethernet oam — ‘ t_T0; .t E 9GUKSNYySG hta e~ _
ethernet oam linkmonitor "mto*ectoppo o T . mt ~ o’ %o



no ethernet oamlinkmmoni- fommt ~ eteE ; e ~ co xao T:."e OO
tor frame-seconds thresh-
old
ethernet oam linkmonitor "mt~e thg a eeo choa *xto . ° 7
frame-seconds window ) ) LISNR2Rn®
window window:
- - 100..9000)100a m = ; e N— p
no ethernet oam linkmoni- ( ) Commt ~eéeE ; e ~ co xao ~:"e OQ
tor frame-seconds window
ethernet oam mode {active "mto*eht E a h* %ot choto o ™"
|passive} _active-[_oaaxt"toh comto 'Yeeo otec
T /active _passivet_oaaxt”toh e“;*e”“(t otec
c h e”"‘; h!at5: m o mt h :
no ethernet oam mode fommt ~ eeE ; e ~ co xao T":"e OO
ethernet-oam remotefail- ¢_T0OrB T " _h_x o ¥ h ¥ o fF | xA fndz)
ure —~
1/ _"70; . ¢ E— = p
no ethernetoam re- fommt ~ ete’E ; e =~ co xao ;7e 09
moterfailure
ethernet oam remotaioop- ¢ TQOQrR"™ h x _réntote-laopback
back supported 1Pt —O: d
no ethernet oam re- - ' fommt ~ eefE . e ~ co xaoT:."e OO
motetioopback supported
ethernet oam unidirec- ¢_7TOtEe _e¢, O 0o7e~hx’' e 7y o"eo
tional detection tpt —O- Fr  choto o™ 9{HKSNYSG h! ad
no ethernet oam unidirec- - ' fommt ~ ete’E e co xao T-"e 0O
tional detection
ethernet oam unidirec- ch "thge™ ¢ O _ocaaxt~®toh~ e~
tional detectionaction {log m_ Y EY
| errormisable} -logtroteh™ " {bat ONF¥LJI R
T /log -error-disabletr ¢ _h _o" coht” RRNAMGP
e o omE xhe"“* otch~  ~ {
no ethernet oamunirdirec- fommt ~etefE ; e = co xao ":"e OO
tional detection action
ethernet oam unidirec- ¢_~"or tgmm e . ~h * a och °
tional detection agressive o"eoe”ch=® T~ eeo - m Yy ¢ |m7T
. c h mt * Ot c h 590 "m oto’E “9rFR SN S
TPY_T0; 8. 5a 0 tm o - H . h‘u*z
; . Y _ _ o e 0 e c . . e
no ethernet oam unidirec- fommt ~ eteE ; exao To"e 0OOQ
tional detection aggressive
ethernet oam unidirec- “mto” e thg a eeo et h =7 % 7™y
tional detection discovery e”™ cohtx @
time time . N ,
— UAYSY = - —— -
no ethernet oam unidirec- u S op® fommt ~ ete’E e co xao ;e (O)
tional detection discovery
time
oa~e” . IprivilegedEXEC
¢m oa™e?" "omt x ce =7y ¢ oho ¢ 7™ = * chhoo n“"e e 00 @
. priVilegedEXEC
console #
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HELTEX

T T T15RT .o a” & " ! priVilegedEXEC
oa™e" ™"~ € o e,—: . K ] t
cC ox a o , e < @ ooox <

clear ethernet oam statis- mt o mttEt o mt o x "9N'K SNYS G ehel oa,
tics [interface{giga- gi_port: (1..8/0/1..48);
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oam discov- to® hmoEmto'ye  choto o™ 9g{K
ery [interface {gigabitether- gi_port: (1..8/0/1..48); et h LI 2]
net gi_port| tengiga- te_port: (1..8/0/1..24);
bitethernet te_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oamstatis- to™hmiE"t mt o a e™ choto
tics [interface{giga- gi_port: (1..8/0/1..48); |© Y x _" "Teeo o et h  om~” @
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oamstatus to®h®"Emtho 9UKSNYySi h! a
[interface {gigabitethernet gi_port: (1..8/0/1..48); et h .m
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port}]
show ethernet oamunimdi- to®hmemto yYe — a g*e a ™ och
rectlon_al dgtectlon [inter- gi_port: (1..8/0/1..48): o eoe”ch® " ee . g m Y . Y
face{gigabitethernet ) :
gi_port| tengigabitether- te_port: (1..8/0/1..24);

- . fo_port: (1..8/0/1..4)
nette_port| fortygiga-
bitethernet fo_port}]
ethernet oam remotdoop- TTexmt tE cho gyfim”C"mmn koatde
back{start/stop} ethernet oamremotef 2 2 LJo | O] e~ x _~ '~
interface{ gigabitether- gi_port: (1..8/0/1..48);
net gi_port te_port: (1..8/0/1..24)

ltengigabitethernet te_port

h a h c
A to*h~ t
console#

'E momt o

"ve

show ethernet oam discovery interface GigabitEthernet

gigabitetRertnetl/0/8: "

coht™

~ry
0/3

gigabitethernet 1/0/3
Local client

MIB retrieval:
Mtu size: 1500
Operational status:
Port status:
Loopback status:
PDU revision: 3
Remote client

Administrative configurations:

Mode: active
Unidirection:  not supported
Link monitor:  supported

Remote loopback: supported
not supported

operational
no loopback

MAC address: a8:f9:4b:0c¢:00:03
Vendor(oui): a8 f9 4b
Administrative configurations:
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DHELTEX

PDU revision: 3
Mode: active
Unidirection:  not supported
Link monitor:  supported
Remote loopback: supported
MIB retrieval:  not supported
Mtu size: 1500

console#

5,179 " m t h « h o o QCFNM{Connectivity Fault Management)

©

EthernetCFM(Connect|V|ty Fault Managemen}, IEEE802.1agc h . " omt "x e t e~ % 7Q
YS co m xm¢th*m eyﬁ{ QUK@NySugoma' oYY oet ho
h o “t 'E cho® ™ ae . X omom ot m t e t ¢ ho -
Y m t (0
hoto o oc h h x t m ™ " x Q" a c o e 'Yt Ya Y
A Maintenance Domain (M) x ; *mto  m t 3 ¢ fodﬂ"‘i"j\C‘v"’JQm o"e a o
A Maintenance Association (MA)mo o xceomt E _oe -e . g to .- ~ Ga9t
o e o . CTalelts gal"AyYydSylyoS ! ééQ'O"')\XI' )\t2 Y LMR Shy
m* T
A MaintenanceassociatiorEndPoint(MERT _°o e fe®™'Y* m h m~ 3 h~“mco "o’
e.e T
A Maintenance domain Intermediate Point (MiPf h o a ~° x t o :"eo™a’y e ~
oa~e?" h ’ a ” o T Y T 'Ee o 0 o e X h h o e Y
° ™ c¢chom~ oa™ e " eo mtho h ’ a ” o ¥ * T'Ee o 0 C
console (config )#
~ % T1BRT .0 a * e ° h ¢ * 4 = 'Ee o o e x h * ¢
.0a™>e "~ "~ - © '<e*<AK; ] m t
c o X a o , < @ hd <
ethernet cfm domainname L0 t"E T mamee)EFM oca e” gab5y(
[level level] name:(1..32) {ylLYyS8n _t_chh’> a _oe ~ xh ho
O, a _ o 7o -levelt xho ~e’E [ Ca "o0oa _e” ¢
no ethernet cfm domain level: (0..7)/0 ST T@EM oa e gabiname, @ e @
name
oa~e?" h ’ a "~ o e X h h o “ e Y T ooa e ™
¢ ¢ hom~ oa™e " eo mtho " oa :eh a o e X h
console (config -cfm-md#
* % 716547 0 a * e " . h ’ a ™ o@FM”oa(hM[_‘@oé"e Y
.o0a~e" "~ e ’<e*<,\K: ] m t
co X a o : < @ o ox e
i ~ et 2 ¢ ahe A ¥ " a
id { dnsdns| name name name: (1.43) a o ) +E . A _ n /] Caasb5oo .
| macmac_addressum- dns: (1.43) & o ao T LUEY
ber| null } A o -dnst dns, 2 YT
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mac_address :HHH | -namet t ., _mto ~ 'Yy mtho = T
TH:H:H:H:H:H TH- | -mac_address number MAG' ©h m . m To o
H-H-H-H-H *(et _“toh "o a e ™ T
number. (0-65535) -nullt b [, 7, et _"toh o
no id .° xao Tidfjame
moot o tmt x"mt~edR "~ 5 ceo xao ":"e (o))
" o0 a e ~
service port
{ vlarvid vian_id| O UBFM R o m  dal 0 T ch Y
namenamel h<,*a_oe_,,Xh,ho.~e Y m h_
numbernumber}
no service port AﬁjPCEMq(hH m bal b®
service vlarvlan nan\glealn(—l'd;%"‘lofd') o o t"EFM _h Yy Hll y Y “H[el.p m eo
{ vlarid vlan_id| s o ZQf I ym e 72 oe X hoho .
namename| number: (0..65535) ao O+ Tt gy
numbernumber -vlan_ldt eoa h [ 1 bT
-namert t _mto“"'ymtho_‘T
-numbert ; M To o **(et’ i “toh
no service vlarvlan_id ST TOEM h o mehggly Teeo o 4|
Dt yYPYARN ®
mip auto-create [lower ¢_TOfEtoa~tmg "Mthoa *xto ;e
mep-only] m_ h _ m* SgaLtuod _hoa ' xto e .
i r t oa™t e " .m 9 coht” 53y e” _otoh 5 ¢
mo ~ 7 e ot o ¥yt TEe .  époyfadn h mZ {720
mc m _ " ecohotgh 2 X mo *~° " e"™
no mip auto-create " mto” e ‘te’E ; e co xao T:"e QOO0
.0a™*“e”" h ’ a ” one h mh h o “ e Y
¢ ® " c¢chom™ oa~e"eo mtho " oa el a o e
console (config -cfm-ma#
- F 1587 . © e ” h > a~”  oCENMp _ hx hMA)™ o o~ e Y
oa™e" ™" € v« e/_\* cKkoE ] m t
X a o : ~ e . (@ < @ - <
continuity-checkin- “m it~ eto® t _h _~ = Gontirity Check © o R
terval interval interval: (1, 10, 100, 600} o ‘ -
_nocontmwty-check Im “mt*etoR* - co xao ~:*e 0
interval . i e '
direction down “mto* e et h "~ ~ e _oe peo t o
e*moo"‘ Y )
no direction down N "mto”eet™g h* T e _oe eo  to
Comgo Tyt
efdnotifyerps ({_""C)O'Ech’x~ xoaﬁ'\oe e*hx’ a e
momto 'ye  PRPS™ mo everﬁtsprO‘;Sagatlonllnk
1/ -_"0; e o falurefrestore, & ~hx ' e 3 m’ Y’ e otmtho
¢ o a o "Charinuity Check Protocol (CCM)
no efd notify erps t_T0;,, tEotch” ~x x _ ~Toa™ e
mepid Jo® "t Fex Qeoxm h T m~ 5a9t Qo m
Z}\ﬁ " "eeoax m h mx o
] eeo _oa”’e o omx " mt
id: (1..8191) V a9t _ m_h _ mx @ a9t mo "7
ho ~e 'Yy et h _mT P
no mepid T TB e x Deo xxm_ h m "~ a9t v o
mip auto-create { TR i e _~OrEtoatime fteoa xto e
lower-mep-only | mec o E" x o h o oaLtuqJ b o a K to -e
none} m_oe x h h o < “ = !
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"oa e"* 3y _|mo “ Otmcyo k™" oy e _otoh . g ¢
e ™ g0 " tm 'y m| " o% 'yt ~Ee c ™ h™~a t Y
i lowermeponlyt , m _T0O; "  t e c
_otoh . g x° mo - " e~ _oe
i nonet € mo - ° ~ “t '~ t oa™t
to . ~ om h m” faltyd
no mip auto-create "mtTetdg” ; ceo xao T "e OO
oa~e” h ’ a "~ o e x lEthdrnet ~ e Y e t h m *
¢ ® ™ c¢chom?™ oa™ e " eo mt h o h Ethernet eote h
h x c ¢ cohto Y
console (config -if )#
"% BT -0 a * e " h ©a ” 0 e x Btherher ™ e Y et h m
O A =
.0a™~e "~ "~ 1o« *;\K‘ ] m t
c o X a o ’ < - oox <
ethernet cfm mepmep_id
domaindomain name Lo t"gr et h . m  o0oe .eo0o  tg
service {vlanid vlan_id| mep_id: (1..8191); ST, et o mepifhdw x " " eeo o m
namename| number domainname: (0.32) |"°c&a e ¢ _h go?7 h ', a _oe
numbe# m a o 7o
no ethernet cfm mep vlan_id: (1..4094);
mep_id domaindo- name: (0.48) . a 9
main_nameservice {vlan number: (0..65535). |~ " 7 TR e x @eoxm h m m~et h  m~ @
id vlan_id| name name|
numbernumbe#
oa™e?-" h ’ a "~ o e X h h o e Y o e ;e o0 t o
¢ ® ¢ hom~ oa™e " eo mtho " oa eh > a o e X
console (config -if -cfm-mep)#
"% TBgr .0 a e " h ©a ~ OCFM_0 e x hit eol-o(MEPe Y
O 5 =
.0a~e """~ v *;\KN ] m t
c o X a o : < @ oo <
active o/ ~0- e C_ T O RPex@eoxm h m” 5a29t0d
no active - oo |"mt T ecde”t Fo xao T:"e OO0
continuity-check enable ¢_T0; . ¢ Contirruity” KSQ1 moo ™ " e |
no continuity-check ena- T/ _ 70 L.y - GOR * - c@ xao —-"e o
ble * = Te < * 1 *
COSCOS "mt*etO'E’”;cm o h t t /Q{Zm N
cos: (0..7)/7. otch~ Comintityy KSO| moo™ " e Y]
no cos "mtTetdg” ; ceo xao T:"e OO
alarm delaydelay ) "_"tYEet h v 7™ ™% h’ ¥y co o mt
delay: (2500..10000) e h ho ~tERY " *h Yo
am KHPNN o T .
no alarm delay P mt "~ etop ;.0 6® o xao ;e 00
alarm resetinterval . " _T"t¢Ehoa o’ xht a e 3 co mt - e
interval: (2500..10000) | . 7, o T m*hom ~ ~n ®
ank MaAnnn 2 - P —_—
no alarm reset mt " etd’p ;. c@ o xoao ;e 00
alarm notification { all | ¢_TOxE , "oay ey och ° T ee . g t
error-xcon | remote-er- ¢ /macremote-error Jemo 7oLt
ror-xcon | macremote- xcon -allt _ mm o ¥ . DefRMI, DefMACStatus, DefRemote, DefErr
error-xcon | xcon | none } DefXcon;
-error-xcont t © T g0 & . DefEivor DefXcon;
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HELTEX

- remote-error-xcont t © TfE0 & . DefRamote, DefError
DefXcon;

- macremote-error-xcont t © ""Egﬁ" - befMXCStatus,
DefRemote, DefError DefXcon;

-xcont t o T'E_o mo* .t  58§F. 02yT
-nonet X T oa T e Y ot TQ; e .0
no alarm notification "mtTetdg” ; ceo xao T:"e OO
.oa"e brivileqgedEXEC
‘,‘*° ™ c¢chom?™ _oa"‘e’ppivqeged@)(E@o_ h("a”'
console #
T " 7158T o0 a @ prijilegedEXEC
.o0a"*e" "~ € ;<e*<AK: ] m t
c o X a o ’ < @ oo
show ethernet cfmdo- VI YSY 6mMbddol to*h1eE oha~¢g © of x =~ ~eeoa
main [nam¢g - ' ' : -
4. ~ P % % -~
show ethernet cfm errors T JtoThteg oha~ g O o 0 "2
choto o™ @
sho_wethernetc_fm to*ht1e& oha"¢g ©O o ~o ~ "Fe.pq
maintenancepoints { lo- T o e e .5 to: * o5 m M 6agt
cal | remote } - ’ T -
show ethernet cfm mpdb YIEYSY omddn
[domain-id { dnsname| mac—addreser.\H.H - to*ht1e oha~¢c O o choa “to
name | namenameg mac H:HHHHH THHH |- Lt e A . L . S .
dalLto Y x eeo 0 0 a e
mac-addressnumber| H-H-H;
null}] number:(0-65535)
s_how ethernet cfm statis- T to*h ICHM t "t mt x "7y om0t
tics - ' - -
show ethernet cfm statis- domainname: (0..32)
tics domaindomainname m a0 7o
service {vlan-id vlan id | vlan id: (1..4094) JtoThICHMAt Tt mt o x T TY ox ot
namename| number name: (045m a o
number} number: (0..65535)
show ethernet cfm statis- . JtoThCHAt Tt mt x T Ty o x " e
tics mpidid id: (1..8191) m_ h_ ~m" 6a9t0®
51710 " " m t h o x e™ @exlink
Flexlink T _ xe _®&_ 7y ,h o che "o~ "e™ . ee” 7y " 77y of mc . e
c h T . " ~ee fordy ¢ amo_ Y't_ e "PofoSkehanfel ¥t SHKSNY S . [I2 R
et h m o e ™ 590 ° tm "y T o h o “ e eo a momt o 'Ye
~ * h e t o hoa et h m b
.0a™~e " h i a o e erthérnfeE“’eet’Yh e t mh”™ hmx*c ¢ c
¢ ® “c¢chom™ oa~k " &oa mtae x h h o ~ e Y e t h
h x c ¢ cohto Y
console (config -if )#
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~ —15@T -0 a e * h ’ a ~ o e x h h o * e Y e t h m
oa™e" ™"~ ‘e‘;(e*AK: ] m t
c o X a o ’ < @ hd <
flex-link backup { ¢ _TOflext Ayl e~ et h .7%mh ™ e e oea’
tengigabitethernette_port et h  mx _hetT'B g _GAdYL] cTEhS Ed
| gigabitethernetgi_port | te_port: (1..8/0/1..4);
port-channelport_channe) gi_port: (..8/0/1..24),
no flexlink backup { port™hannel (148)/t ¢ ._TOflExf Ayl e~ et _ h_ .Fm ee . x
tengigabitethernette_port et h  HAY] cFIhSED
| gigabitethernetgi_port |
port-channelport_channej
flex-link preemption mode TTtfE, _meh o co e 'yt et h o
[forced | bandwidth]| off] flex-link:
-forcedt ., m —, co ey~ my et h
o e mt "~ e t ‘_t e .a e t h . m o
-bandwidtht ¢ h coTe Yyt m~ "eit h e .a
T /off et h o.m o m fo TE’ chocxm eo
_Oﬁ-[co°e'yn’*mm'y et h _moom ot
momt o 'Ye L. (0]
no flexlink preemption C,hexe; e = co xao ™:"e OO0
mode
flex-link preemption delay ST tTEh ay ot ¢ h g0 ™ ot TQ; ¢
delay {dzLnx co cho ™ mt o oho o
) xmt ~eo 7 e e oexlink preefntionangde
delay:(1..300/35 “delayte h o _h_a e 3 om__xe-®-"
no flexlink preemption C,hexe™; e = co xao ~:"e OO0
delay
ca~é° : a* |INKGAtSISR 9.9/
¢ ® “c¢chom™ oa"™e °pFivﬁegedE1XE(D ) h ’ a ~
console #
% 7168t .o a "~ e " EXEC ., a~
oa™e" ™" ¢ . *AK_ ] m t
c o X a o - < @ - <
show interfaces flexink
Ejiteettarl:ﬁi]e{ttteengfr?i . te_port: (1..8/0/1..4);
, _porti g gi_port:(1..8/0/1.24; | _ o “"t_Be _  xh~* g O-inkxe _¢. TS
gabitethernetgi_port |
port mhannet (1..48)
port-channelport-chan-
nel}
51711 " " m t h o x e™ gayer 2 Protocol Tunneling (L2PT)
~ x e _"Yeayer2 ProtocolTunneling(l2PTjc © ~ _ oc”h"yg ctxm _~ t 'E m “oh ™ "*Te |Je .cg”
hoto FmDa‘; h m t 'E ¢ ho - B h~ 3 to co o Ty mt chho
[Ht¢ e “cmx T hx t t5rtceh’c § h™"e t: e o a he"d‘eaa%;hatx.
ocoaaxt®toh ¥ ot oh o’ s t m c c "~ T Ee e “ cm X
0 o Ty |t co TE"o ot ~'Ya . © h(h?)‘“e”"Yt’E he "omat g ©Oh gy
.0 aaxtmtd MESO00 h "omt ™o aYQte emT cgm x “m hxo’ **te’E. c

oto

__o TACP, LEDPAES
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|m ™ A’O; cth’E)t[oFE_j:q;qf‘z’ Ty oaaxt™toh [ LS / 5
m Y ox O" ® h 0: X oe mo aaoa tx ht "y teo~h tlo e m o ® e e e “c h 'ya
(._ m x §Aer h a h h"‘*ot.)cp X" @ @ha*[erY¢06Ao'a eme t a o ¢ t
c h m* e ™ " 'E m t JE c ho ~ ® h ~ @
A
PDU
CeTtb
nposangepa
[ rou] | Switch 2
PDU
D B
C
. mxB4qg _h a h h > * ot . xe ¢ [ Ht ¢
s ™ o0h t a h * % ot X e ¢ oe™ " m ™ " x QO Y
e _~emx Tye, YY
1. m [ H t5) ¢ _h _ o ~t._ "oOtmy e* [¢t!
2. o " m m|PpPToac™h ® ’.E'Yottoz[_piad‘tohoax moot pPpDYmtc hxo t 7 h

hy ts T0O; . e T e Ho DU XiEtho ot offfiaf WINPAIR Oyt *
e

0 o.ch[oHolo"* '

Im&”"mtho TQO5F &Y

* - —. —

- 0 m coht . +t[ ! bX e ™ _otoh.Q“_AQ:“"’;mo txee(”
- o om coht . [ ! b2Z e "~ _otoh . g _._ "0 eo
e _Tcecmx TLoh ot:_5":e"dﬂ o.M Qun°Dest.in§tiowAG‘h°(hmoa >  a _e ee
e ~ txee<""Ee.ml')cp
Jm"‘* e"mthom_" H._""O;<e‘z t oy
-pDU”‘”"‘ch(h s tm "y o*h %ot mo o t t mt x 0" 0

! “emx TyYe YY

1. - ) ”‘ee'"@pLE’[hermat_""f mo g2 */ h mb ae ™ ;'“"e’ ~ ayceh . c o 7T
ao " oa"™ d2protocotll dzy Y St FRRINEA & PHg p_"tO;~  tm'Y to TE o
0 o jgo t vy * . e ™ o " eo a coht-('}dzyiﬁo;éee*'*e*mmthaoo
o ™t 0@
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2. h c h o) ot  "ch* m Ota*e ”‘m;g_gg_@ oD € m e : c
co " m ) mLZP]Za X o Dcohh(”‘T’Y( A.C'YT"(I a t c{_HB e & 0’\"\160 0 't 'cg‘l' o} ",“*o “c_hxo L
h vy t ’\’O; e ™ - e ~ cohtx ¥ m ot oho o)

]Zbrotocdkﬁ dzyyhé_f e * B '

¢ h"o0*teoe oo 0~ [ H

—_ 1

Jme:’mthow_"‘ o 'O;(e”‘z t oy
- coht ¥ m o txo;h<oe' o e_"‘cmcxo :_ITo"znh € ® h1<5|tm X m
guard.
] m e:’mth“o_’_’o,(e”‘
- o m c o h 't i['bz e ™ ot oh o) f‘r@:Yeo
® “cmx 7 ho. " &a t5:
- o0 .m c oh e ;({ﬂ(blz.g . . O’<e0 tx(eten<'Y“*hc
e “cmx T ho._. *é&aea t5:
.0a™~e " h —™¢ ™ & " 'Ee o 0o e x h ™ ¢
¢ B “c¢chom?™ oa™e” ew * “ntPe o b e’ a % h~ ¢
console (config )#
“* 16T -0 a e . h Td TR o e x h * ¢
= = . o =
oa™ e """~ ! . K ] m t

— .~ <

c o X a o

I2protocol-tunnel address

{mac addres} mac address:

(01:00:eeee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:€2:00:00:08 =

- t t e ™~ - -
no I2protocoktunnel ad 01:00-ee:ee:00:00 m eo E e ;L e co xao
dress

.0 a~e " |, hoae a ” x he*t ¢ h m guKSNySu

cohto Y

console (config -if )#

"% TleRT .oaTe” . hoe ~arxthgh Ethermef
oa™ e ™"~ =e‘,<e*<K=e‘ ] m t
X a o ’“, ~ e . (@) < ® -
HLINE (@ @2 § Sifitd - O L ¢_TO;E h_e€__rmacmx T'Yeg_ BPDU._  t 9
pf € RAL30A At A0 a /. ~0: eo
pO RUR GG Gl FuLd - = T
dzR U RAURIA LI NI
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HELTEX

Y FHLINE (@ @2 § SiiLJ
fF OILO R bk RApaih ap
LIO pG@ RUR (S GuLd

LI F AR {1 RAuRIA pITF
GNMILI

“cmx ~ YRPDU.

c

f v LINBRIdRYO2502 a0 2 |
y2 fHlLiN@fig®RtO

'E

e
LIS <

/ PQU - O -

cos: (0..7)/5

"‘* et ((ES“

-~

e

e

— ]

c o X a o

f v LINBiidR2YO28ft R NJ
GKNBaK2f R 94aiL,
A &AM [ HA JIA AI0A G
ROLI p QiIKNB aIKI2
y2 fHLiNEEOR R
GKNBaK2f R 94aiL,
A&iAn [ HA JIA AI0A G
RGLI py 0L p LI

threshold:

o 3| ~

0

2 |

-~

m .

hcoP h o

[

cmx"'Ye' X

be "0

-~

ot m Y

;meohomt
t ™ 9
(0]

30

m T x 0

h

(1.4096)/ - _ "O; .

’ @ etho 7y m

f H LINEBiilid2yO24

4 Kdzil RizkaNS a K2 £ R
1 OL) p 1ifd REHAUG
Lwad p ORLI p R
LI 3i8MNBaKz2t R
y2 fHLiNGigOR
4 Kdzil RizkaNS a K2 £ R
1 OL) p 1ifd REHAUG
Lwad p ORLI p R
LI 3 LY

threshold:

LS

e d

(1.4096)/- _ "0 |

brivileqedEXEC

B ~

c hom

console #

0 a

" e "privilegedEXEQ® o _ |

1

m

< o

t

P

show I2protocottunnel
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group)|

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4)
group: ( 148).

et

h m

< ®

et

h

to®™hte oha 12T OCY_"
R U

e nmot o h

. €
<

X

-~

““?em‘h
3012t ¢ =

e

<
m
<

clear I2protocottunnel
statistics[gigabitethernet

gi_port: (1..8/0/1..48); -

mtm'E "~ ot x P XY~
gt h e~”motoh . 302t ¢ m™

-

—

e e o b m 1

gl_port| te_port: (1.80/L.24), |-~ < =TS F=T 0 TE
tengigabitethernette_port o por.t'(ln 8/0/1. 2 ’

| fortygigabitethernet - .

fo_port| port -channel group: ( 148)

group)|

h a h c o e e Y oa”~e?-”

ot h

console(config)#
console(config)#

[2prdtoctottunnel ¢ h e ™M h ™

I2protocol
snmp- server enable traps

+

- tunnel address

oy

01:00:0c:cd:cd:d0
- tunnel

[2protocol

A "mt~eoxee¢e EMBEG." h 'm ™ - 0%2:00:0ccd:cd:d),__—0O¢ tr ESNMPtraps
' -drop-threshold, shutdownthreshold.
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DHELTEX

A ¢ ) ;h t’'E a t x e e ~ ho e Y x{m¢tt"' eeo™ CoE ~ he ™t :0 me .t 5
h =~ e . a n> ""O; t E oetho  TE m ohomt 50 7 y” o)
console( config)# interface gigabitEthernet 1/0/1

console( config -if )# spanning - tree disable
console( config -if )# switchport mode customer

console( config -if )# switchport customer vlan 100

console( config -if )# I2protocol - tunnel stp

console( config -if )# [2protocol - tunnel cos 4

console( config -if )# I2protocol -tunneldrop - threshold stp 40
console( config -if )# I2protocol - tunnel shutdown - threshold stp 100
console#  show |2protocol - tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port  CoS Protocol Shutdown Drop  Encaps Decaps Drop

Threshold Threshold Coun ter Counter Counter
gi 1/0/1 4 stp 100 40 650 0 450
h a h . moo ¥ * e 0 mh~ %~ t |, ~ e t h h ~ Yy
12- Nov- 2015 14:32:35% - | - DROP: Tunnel drop th reshold 40 exceeded for interface
gi1l/o/1
12- Nov- 2015 14:32:35% - | - SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/ 1

5.18 VoiceVLAN

VoiceVLAN m ¢ o TVET Syt m oyt [Po Bofyx ko2 ~e Yy ot " |pPTEeh O o+
ao Xt +e.‘“t;’Eee.‘“"t‘\pg{:'xt. "tT*ygc h ¢ h™ mm * ¢~ Fhes'Yteom' y"”
" hyoe T ohx ®o® ™ e hw -t mQOyganiZationalljuhiqueldentifiert ¢  h . wn 7|
MAG " h m~ ¢ otch~ t . TY® " cefio mgo” +12 xMHS0 o5d 1 the * Tcyo
comt x_c’“’“"‘m(ht h: L -t - ¥ /.\‘*OC'-¢ “+xpd§ io[c!hb< ) ’“’Y< t m AYVZ "
1T "ee . ~coht Tof*~ vy tm'y o +[1lb _~_ {(lI33SRO
VoiceVLAN h a2 e a " 7'y m ™ " x Q" o9 mg aYy
- VoPo *ohx "o ~ e e *mth ™ - tmys ;to*. h * mm —
i[!bz e ”"mthoaextdtelh
- VoPo Fohx "o ~ e h""hnm.”'“ée_t:"”ehsqn]tq;ﬂ‘ omt h t h ™0 t
c h mx t mt X t oc & ‘W McooHao(S"-'_-'E[’(]bouglbooa”"xtmt;homr
e” e~ " t . m _ *  +[ 1 b (VOICEVRANhN _ ho _  th~
ec X mOUp_h o] . '“ o] 'Vp||no<* o(hmx : o'ﬁo‘ae“e’Y*ﬁ X 'O"* 9 e ” h .e_< Y
Oul T ha"ho © o " t
00:EO0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:D0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Phiibs
00:0F:E2 Huawei3COM
00:09:6E Avaya
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HELTEX

,

-
V +2108 +[ 1 b ao’ t * t 'E "~ t h o ~ e e ™ c o
»n . . ~ &

_i. ._.h* e EVOICG(VEAJ\P* mtohoe( o_oe(leo'o o] o h
v & co TE" o||qP_”'métho ’\* t _DHCP ’\*
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
¢ 7 “*c¢chom~™ oa~e” ew ¥ “nt'He @ ‘o oe a%h~ g
console (config )#
“ % 1647 -0 a v e ” h ¢ * & " 'Ee o o e x h * ¢
= - A =
.0a™>e" ™"~ v« * ;\K‘ ] m t
co X a o : < e L
voice vlan agingimeout “mtoT e tt™g a " x t T 7Y coht” 3 oyan,
timeout Im = m coht"*”eao;oe h a oe
. OUIVdPo o h x "o "e Yz to @G2AaA08$
timeout: (1..43200/1440 | .~ | ~ " .
novoicevlarag- Commt ~ eteE e co, xao T:"e (@)
ingrimeout
voice vlan cogos[remark] “mto¥ e tJVEo "ex QO o h 7 Vgicé VLAN t
mo ot tmt m  \RiCeWLANCOS e ¢ .m a
CoS
cos:(0-7)/6 ~m o - P,
©-7) -remarkt _ _ TO; " et ‘e "hCoS T X e
th~ ——_*¥2A0S [ !'bo
no voice vlan cos fommt ~ eeE ; e =~ co xao T."e 0O
voicevlan idvlan_id "mt~e tget . "toh [ 1 ph " TY
no voice vlan id ST TCE et "toh [ 1 p 7TV
vlan_id (1..4094 1T T e Y T et " toh
V ¢ch * ~h t TFEeo ot ~TQ; t
e ” m a coht™ g
voice vlan ouitable {add Lo T GhE Tt thTo¥ T teR  h| L
oui| removeoui} [wor 4 -ouitc _h o Trhtmrogl
| i [word] word: (1..32m , a _© - A
- -wordtr o ¢ m~™e 2 dzA @
no voice vlan outable ~Tt TR co TEro Yt TUEmt Y T g4
voice vlan ouitable auto- Lo T tE _TO;,tE T tOUR Tt
learning t"" " ¢. e” ome.PpP ch eyt .o
) h mc o T H U o ‘mo e
T/ ~0: e V “ Eporl,ls“ecumy* 0
- = e . to E_©°o _ mdaxaddress |
no voice vlan oui-table fommt~eo tE ‘e~ . e  coO0 xa
auto-learning
voice vlan secure mac "mt~eo tE T CcMAGtT e "mo X :c eh
learning Tt _otoh . g mo cDUETCt T me. "¢
T/ "’o; e oaaxt™toh > VEANt h o “ e e
no voice vlan secure mac fommt~ eo t'E "e” . e ~ CcoO xa
learning
voice vlan state {ouena- ¢ __ 7O tt_E ‘OVoice VEAN.
bled | disabled} 1/ -_"0; . ¢
no voice vlan state ¢ hext E e~ . e  co xao T."e
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oa~e” hoeé a ® x he*t g h Ethemmét
¢ ® “c¢chom?™ oa™“e " ewme mth ke ¢ h EEHEI’ﬁEE aet h m
c ohto Y
console (config -if )#
"7 TleBr .o a e ” hoe arxhegh Ethermef
oa™ e ™" o © ’<e*<,\K: ] m t
co X a o : < @ CEE
voice vlan enable ] . ~0o e C_TO#R2 A0S £[lbh T T coht ™
no voice vlan enable .= T t_TOoOf2 A0S x[!b T 7Y coht”
voice vlanauthentication 7 oh 7t 'B/oiceV[AN , _exo h ho "t E
bypass enable Txt et 802K e, O
V‘ T xe g home™oT “Thyt * adetlx
TK__- 09 e host-mode singlehost, multi-session.
no voice vian =~ ch t t ‘HoideVLAN eoh ho ~t°E
authentication bypass - S * o p "
x t et ,_X e, O ynHowm
enable
voice vlan cos mode {sic ¢_TQ@gENh_ _ho _x th~* o 3y~ "oy
all} T /src T mTt @ ;e
no voice vlan cos mode Commt ~ ete’E e co,  xao T."e 0O
.0a”e” . InrivilegedEXEC
¢ ® ¢ hom~ oa™e °pFivﬁegedE1XE(D 0 h ’ a ™
console #
T T 7T166T ~ 0 a” @ " . priVileged EXEC
oa™e"™ "™ o ’<e*</_\K: ] m t
cC o X a o , < @ P
show voice vlan type oui Lo _ " "t E _oe  \oltéVIAN QUK ¥ & T¢
[dynamic] T -dynamict ¢ o _ " "t 'E _oe  \kieeVLAN O
cLeTa s m_ OUR TF T me,

<

5191h xcco =y =%h m~ ¢ Y
5191 " xe ¢ ‘'Y comh “e * choto o™ | Dat 6LDat
“xe_¢e¢, Y LDat {y22LRAy3d mco “VE'x tmy _ om _tYp
{y22LAYy3 Y Y tmy ch<°omt"’”"‘<e*< aeo 0‘""h<meo 0
0@
{y22LAy3 ao’ t mco TVE o “t Y ¢ b E

LDat
S otmy

- ticastfilteringé™ ©

h m X
‘ "t o “IGMP Snooping

¢, ,multicastaddressing).

*

¢ NGMPWL, IGMPU2, IGMPeat

t e X a
’

g wp o~ -
et 'ETO;(M &

_geh®ycco o 'Et h dhrilge mul-
5192 h ~ h x cco

~

*
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“mc o e ~ e ca)ch’to"\'(z; e oa e a™ " h m e a ™ h
m —~ > X ,O - O m o L ot ’YO Y
T IGMR™ “ ¢ h om c h e 'Yyt e ” cohtx T
[ ¢ ProtocelindeperidentMulticast(PIMPIMw O ¢ h e "yt e”™ coh
Pt choto_ o™ —aeo o "Distance Veetor MaltitasRotingtProtocolc |
oO5+awt o c¢h e 'Yt e ” cohtx T
T ¢~ t clacw!sq__{_q’“(f‘h e 'Yyt e ™ cohtx T
i ¢ ™ _ ct ot o Mudticast Open Shortest Path FifffOSPF) h e eyt o h t x
.o0a™e”" h —0 * 4 7 'Ee o o e x h * ¢
¢ 7 “*c¢chom™ oa* e e¢w* “nt'Feowh * g:o e’ a %
console (config )#
T T16BT -0 a ™~ e " h ™¢ * a ™ 'Ee o 0 e x h ~ ¢
.0a™e"" "~ ¢ ’<Ke_?<,_\;; ] m t
co X a o : < = N
ip igmp snooping T h t'Rmco TETO Te xe ¢,
co xao",‘e 'c_oaaxt’"tohoaq;
no ip igmp snooping . +_"0;.,e"|T"cth tmEco TE o0 e xe ¢
_oaaxt’"tohoacp
ip igmp snooping vlarvian id T h tmco TETO0  Te Snovping ¢ |
vlan id: (1..4094 _oaaxt”®tohoa °’“’Y*‘eeo'o X
co xao":*e (-vlanidt ", et "¢ oee . eoa
no ip igmp snooping vlan . -_"0; . ,e"|[""cth tmEco TE o "e xe_ ¢, .
\/|an_id _odaaxt”™tohoa °’“’Y*‘eeo'o
ip igmp snooping vlarvlan id C_TO¢EN, eTch ™ 7 e IGMP Group
group-specificquery suppress Specific Query ¢ o ht > ¢h Yy "ee
_ t" " T e, AL AIYL ay22LAY3
— - vlan_id: (1.4094) p— = = Y Y =
no ip igmp snooping vlan Lt _ToOgE h e che™ T IGRIPGroupSpecific
vlan id Query, codh . y'"ee .mo _"': h & o c
ip igmp snooping groups
ip igmp snooping viavlan_id T"h _ mthhhocprtog m  t~7F a
staticip_multicast_address ,hxeco o " mht "mt” g om Rt “f*
[interface {gigabitethernet X chxece Y Ot ox o k[
gi_port| tengigabitethernet -vlan idt | © et ~ _ " g oee . eoa
te_port| fortygigabitethernet vlan_id: (1.4094); -ip_multicast_address , h x ¢ ¢ = oh —m
fo_port| port -channelgroup}] gi_port: (1..8/0/1..48) ,.h_ ; m™ e et h  mop o
te_port: (1..8/0/1.24); | L Zn ®
no ip igmp snooping vian fo_port: (1..8/0/1..4); |~ "~ TR xcc g oh m trr T e
vlan_idstaticip_address group: (1..48)
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]
ip igmp snoopingvlan vian_id T h YTERY T T eeoo hxce . ]!
mrouter learn pimdvmrp h”meco ~e™ ~e cohto ¥ = _ o
vlanid:(l..4094 aeo'o”’°h<me a™h " hxt Tt o
co_an";‘e-vIan_idT*" et ..,_" e, oee . eo0a
no ip igmp snoopinglan h= *h =~ eol=~cth T EY "~"eeo hxcec . ][I
vlan_idmrouter learn h“"meco "e™ ~“e cohto ¥ _o0
LA YTROY NLJ aeo o™ h me a™h "hxt *t o
196 Ethernet_o a a x t ™nt ot MES23x MES33x, MES35xXME$324



DHELTEX

ip igmp snooping viavlan_id
mrouter interface giga-
bitethernet gi_port| tengiga-
bitethernet te_port| fortygi-
gabitethernetfo_port| port-
channelgroup}

no ip igmp snooping vian
vlan_idmrouter interface gi-
gabitethernetgi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

vlan_id: (1.4094)
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

c h TtePht 3 B

ot ohoax co

A~

aeo o™ " h me o h *mm . ™

~vlanidt " et " @ ohees[ | e
”_”‘t'E ’to _cohtx e c o _
aeo o™ " h me o h * mm - [0)

ip igmp snooping viawvlan_id

“mto* e t¥E h t e~

forbidden mrouter interface " e”a . m_§p _ " _ coh t - >
{gigabitethernetgi_port| a®h "h Xf 7" toh aeo o™Th m
tengigabitethernette_port| . -vlan_idt , © et " g, ,0ee . eoa
fortygigabitethernetfo_port| _vlan_.ld. (14094 .

port-channelgroug} gi_port: (1..8/0/1..48)

— - I te_port: (1..8/0/1..24); e YCEh T e ocn - = .
NO Ip Igmp shooping vian, fo_port: (1..8/0/1..4); € « . < .
vlan_idforbidden mrouter in- group: (1..48) _otohoax c¢co” TQO; e a®h "hxt
terface {gigabitethernet e h=mm. = @
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}
ip igmp snooping vlavlan_id ) ¢ _TQOrfrR """ _h X i -query ~ ¢ h
t;)ugrie? " _ \//Ian_|g: (1.4094) | Saaxt-ttonoa  t-ee . yi[ N

— - T/l ; — = — — -
no ip igmp snooping vlan ot —~o: e |- t_ TR Jh_x . ;-query ¢ h
vlan_idquerier - B caaxt®tohoa = ""eeo = [ | f

ip igmp snooping vliawvlan_id

¢ ;();"Ea(”:a.x'h(m *mto;e =X

replace sourcep ip_address h m o m 99 ¢” t”"VYLAN Daf
-vlan_idt | 7 et " ¢, o0ee;. e 0 a
) -ABCDT IPF “hem otoh . ch¥x =" t
vlap_ld.(l..4094, "~ a SROP
ip_address: e . e co xao~:%e 0O
A.B.C.D/0.0.0.0 v o ' SRAPIGMPreports h o - o °
*ox 7 Lt
no ip igmp snooping vlan U _TOYE a |Ex"h m™  mct¥o et~ g
vlan_idreplace sourcep NB LJ2 NI v Treeo [l b
< "‘O;*t'EMA'G"’%rlsrm“to;ee"* x* o
ip igmp snooping vlavlan_id vlan_id: (1..4094); MAG " h m o m g5 ¢ t7gLAN
replace sourcemac mac_address: (HHH™ | -vlan_idt , = et =~ "¢ oee;. eoa
mac_address H:H:H:H:H:H TH-H-H- | -mac addresss MAG" “ h,__mtoh . % x" t
H-H-H ¢ ™ __IGMPreport.
no ip igmp snooping vian 1/ -_"T0; .| t_TOYEa MAGC "h mto :e "~
vlan_idreplace sourcemac NEB L2 NI " ~eeo [l b
ip igmp snooping viavlan_id T oh 7 U EMAQ T A mx mit|Re
-~ h m -~

replaceinterfaceinterfaces
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}

vlan id: (1..4094)
gi_port:(1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

mto -e  |GMPreport, m , 0
T T EVEANS o

ce @& eh t[!

comtxc™® Q" o)
-vlan_idt , 7, e

t o

O - o]

noipi_gmpsnoppingvlan Th* o h e | T et t;EMA@G‘b"ha«ma’x *nlt|1D:‘;"‘e~h*;_
vlan_idreplaceinterface ,mto e . °IGMPrepor> cc™o_m ttx"c J
interfaces Tt ree . tTthTWEANO

ip igmp snooping vliavlan_id TmtoTe tRpm O DAt _° T‘ > e” o
querier versior{2| 3}  [IGMPV3 _otoho T x"xt _o-lj dzSNB | 7"t cpm
no ip igmp snooping vlan "mt~"e tef ; e  co xao T:%e

vlan_idquerier version

ip igmp snooping viawvlan_id
querier addressip_address

vlan_id: (1.4094)

Lch(:[”'@oo*”a:‘.*mh(mz _otoh .
_.mco TVE o "t Emo'¥ & DvauzB NRIESNNRAMS
otch™choymt. dLDat

otoho
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HELTEX

no ip igmp snooping vian "mto*e te’ : e co xao T:"e

L

vlan_idquerier address PP "h m e*mtho e 7Y +[I1 b3
“"h m~  mto,e " LDat {y23:
ip igmp snooping vlavlan_id ¢ _ 7T 0O¢r hto £ IGMP Snooping Immediatesave ~
immediatef S S wK2a t _XVLAN, &~ ;;tot Toht "o ™ e
dnterface {gigabitethernet e a " T eeo " T,e 7 hxcec
gi_port| tengigabitethernet moo® " e 'Y LDat fSI @So
te_port| fortygigabitethernet -hostbasedt 2 | o~ efastl@gaven h ~ * ~ t .~
fo_port| port -channelgroup}] toa m~™x " 3y o "% m _co 7
T “eeo0ax coh tx otc m™ 7™ m E o
co T'E o ot - ® NG e ™ 0
V'ar;—id: (1..10(9)4) ST R " IGMPrepof)? Spulrdim(c
T/ _ 0, . ¢ - - c’h ) mc'o’\’ "o_"e .o
gi_port: (1..8/0/1..48); |, Inte;ffjcf;ast;faé 8 mh ,.E+ - O A Ty
te_port: (1..8/0/1..24); et h m* 5 &ch “m ~0 s
fo_port: (1..8/0/1..4); *Immed<iate[. él“_“ 68 e R
group: (1..48) VLAN). < '
no ip igmp snooping vlan Jt T ¢ (HGMPSnoopingmmediateLeave
vlan_idimmediate-leave[host- t _XVLAN "X _" " eeoa; me to ah
based]dnterface
{gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port|
port-channelgroup}]
ip igmp snooping viavlan_id ¢_T0; .t E _x gqepod. O CLINP'E&T e e
proxy-report [versionversior} h ._"0;. e . Hto . xe_ ¢, .
ch . . queryj' Rat t oott —m; ™at ‘B o
oYy mtT it gam g e thoegort, T YDa
vian id: (1..4094) mtTt o, mech g Hhxa co@th Yo .
version: (1..3) -versiont xmt e~ % t  hm Q
c "~ t o ) o xao T "e (o) h m
chk_"(*“"a; e ™ _oaa>quef'y_tc~zr(1 c
no ip igmp snooping vian €. _ T O;Proxyfleport, ©och = T eeoa
vlan_idproxy-report
ip igmpsnooping map cpe ¢ _TOpEcceet  ho ".e"c. hgomop
untagged [interface Qn@ et h  mo . gdnik "~ " ee
{gigabitethernetgi_port| interffacet @ “cc e T0;to E'Yo "e'™ e e
tengigabitethernette_port| et h o om~ g
fortygigabitethernetfo_port| . )
port-channelgroup}] _vlan_.ld. (1..4094), .
multicast-tv vianvlan_id gi_port: (1..8/0/1..48);
— - te_port: (1..8/0/1..24); P - 5
no ip igmp snooping map cpe ¢ ._"TOeE cce et ,ho ~.ecmhgd T J

untagged [interface fo_%?guélglog)@ x T Tee- 9t yRyy mo @
{gigabitethernetgi_port| interffacet @ “ ¢ ¢ _.e TQ; "t ot M'Eyxo "e "™ e ¢
tengigabitethernette_port| et ho o m~ g
fortygigabitethernetfo_port|
port-channelgroup}]

multicast-tv vianvlan_id

ip igmp snooping map cpe vian ¢ _TQ@gEccte ho ~eijllGMP DY ¢
mvlan_id[interface TTY wvayyh o mo” e egldn idinteffacet
{gigabitethernetgi_port| a”cc e7Q;"ToMEYo "e' ™ eeet. gh
tengigabitethernette_port |

fortygigabitethernetfo_port| m @Gt yPARY

port-channelgroup}] vlan_id: (1..4094);

multicasttv vlanvlan_id gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe te_port: (1..8/0/1..24); | ¢ ._T®O3E cc e t hidIGMP e . o
vlanmvlan_id[interface fo_port: (1..8/0/1..4); ""chomo T TQHhQxreT Mee .mo
{gigabitethernetgi_port| group: (1..48) interfacet 2 ¢ ¢ _.e TQ; "t ot M'Eyxo "e ™ e ¢
tengigabitethernette_port | et h o m~ g

fortygigabitethernetfo_port|
port-channelgroup}]
multicast-tv vlanvlan_id
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DHELTEX

oa~e” hoeé a ® x he*t g h VLAN ~
¢ ® ™ c¢chom?™ oa“e " " o m X\ ANE h ’ a ™
console (config -if )#
T * 16T .0 a * e " hoe a~xh™gh VAN~
oa™e """~ o © p <AK: ] m t
c o a : @ .o
ip igmp robustnessount " mto” e ‘te’E e . xmto . omt
|m = e ~ _"e"’\< e ~ "'O°"(tm’Y
count: (1..7)/2 xmto -"o6mdeox ¥ .T'E: eo @
no ip igmp robustness "mtoTe teE ; e  co xao T-"e O
ip igmp version {2 /3 "mtoTe t Bm  Oc Dl _o T O
R {273} T /IGMPV3 e e = S
no ip igmp version mit~e te'E ;. e €0 Xao N O
|p |gmp queryinterva|sec_ ~ m to "“e tt""Em a” xt ¥ co _ 0 t o hoax m
onds seconds(30..18000j125 |°e me o e . Teohomo. om oA x T mt
m C(h 7"';* "A'Ychou(h_ o"'_
no ip igmp queryinterval "mtoTe teE ; e  co xao T:"e OQ
|p |gmp guerymaxite- ~ m to "“ e* at"'E_m a ™ T'Ee o R h a 'y ot
sponsatime seconds .
— seconds(5.H N U K M f= = - p— p
no ip igmp querymaxme- mtw® e teE ; e co xao . "e 0O
sponsetime
ip igmp lastmem- “mto” e toET m t o hemaeamao ¥ ¢
bermueryrcount count . . . |_omaxt®toh och T Ty t 3 -to
count:(L.Tt v kK ~ & " | ~~ 0" 5 x:"mt o *t°E ae o
— c h _a  mbustness F——— - e — —
no ip igmp lastmem- mt® e ‘teE ; e co xao "-"e OdQ
bermueryrcount
ipigmp|as"’mem- "mto"“e te'g h“"’_\ “c¢chom?™ - A'Y c
bermueryrinterval millisec- -
ongg ym milliseconds
= (100..25500§10002 m (- - p ~ .
no ip igmp lastmem- mt® e ‘teE ; e co xao ;e (0«
bermueryrinterval
oa~e?-” h o e a ” x he*t ¢ h m "~ 0 ™ c ™ ‘Etherriet et h
¢ ® ¢ hom~ oa~e " o m tx thedt ¢ h h 'm “ay
console (config -if )#
ST Tieer . oa et . hoe artxtheTteh Ethermef
oa™e" ™" ¢ b ;\K: ] m t
c o X a o , < @ oo
switchport access mul- ¢_TOrgh e”ch™ T "echomppDam
ticasttv vianvlan_id VLAN adzZf iANDF &G, et h m~  h
] Ty h "t T oot " teeo xe ¢,
vian_id: (1.4094) .’ ipigmpsnooping . t o T'E_o _  Mualticast "
VLANL eo VLAN _etm__ 9
no switchport accessnul- C._Tt@  h erch” T TechompDagm |
ticast-tv vlan VLAN adz VEIANDF &G et _h _m~
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HELTEX

ticastrtv vlanvlan_id
[tagged]

vlan_id: (1.4094)

switchport trunk mul- ¢ _TOrE N e ™ ch IGMP ~ec h o mi AN
ticastrtv vlanvlan_id Xx ;" mte otwedy.Jyc ¢ tMulticastVLAN Y
[tagged] et hoh h " @rynkn Multicaset h ¢ _h
e ™ c o h 't e(t<"ho~"ee.a *’\*
. ot c * h %a da 1~ atggéetk o - t e
vlan_id: (1.4094) Multicastt h g‘gg’e_u N ,\:g? e o tch = _<"'Yt
. MulticastVLAN
no switchport trunkmul- ¢ ._"TO¢E h e ™ ch IGMP ~ec h o mMalticast
ticast-tv vlan VLA _oht ~m_ ~—Q;~ tmxy - hx
MulticastVLAN
switchport generalmul- ¢ __TOrE N e ™ chIGMPR ~“ec h o myg AN

X ;"mte otwedy.3Yc e m MulticastVLAN Y

L et _hoh m” agenerah Multicastt h ~ —

c h 7 tmy e~ coht e t  ho
taggeds ~_h""hatagdetlt "

m aomt
"o © .t Mgltitaset ® 7Y t oo T e

.. "MulticastVLANE
no switchport generalmul- ¢ ._"TOYE N e ch IGMR ~ec h o mglticast
ticastrv vlan VLANp _oht m ~—Q;” tmwy ~° hx
MulticastVLAN
.o0a~e” EXEC, a ~
cm oa” “omt x c e to T'E o = 7y c¢oh - h
¢ ® “chom 0 a” e "EXBC mt h o h ’ a "~
console #
©* Tl7et Lo 2~ h o ,a” 9.9/
.0a™>e"™ "~ e v ® <AK ] m t
c o X a o , < @ R
showip igmp snooping . Lo _""tB oha* g 'O oF  x . ee.pg
mrouter [interfacevlan id] vian_id: (1..4094) “h “hxt ~~*toh~" gy  x_ "~ '"eeo
showip igmp snooping - Lo _TrtB o ha” e Fo/220any 3 " Y T
interface vlan id vian_id: (1..4094) ,et h o oomnm o
showip igmp snooping Lo _""t'B oha* g QO ofF x ; _ee .9
groups|vlan vlan_id] xcc” 9gFy x ;"mt x 0O 2 h xc
[ipmulticastraddress vlan_id: (1..4094)
ip_multicast_addreds
[ipraddressiP_addres$
showip igmp snooping cpe . Lo _TTttE Y T gx moot  tmt o a
vlans[vlanvlan id] vian_id: (1..4094) xmt™~eo — eeo o0 Xx co TET0 "t
showip igmp snooping ¢c.. met h e ’E "  tIGMR hactee™q
authorization-cache et h m* g Todaxtd TEhT e~

[interface {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

et h m [0}

< o

clearip igmp snooping
authorization-cache
[interface {gigabitethernet

gi_port: (1..8/0/1..48)

mt ottt T e x - t qGMR 'hox c~ce ee.” g
m* g To%axtte TEh e~
et h m [0}

<

gi_port| te_port: (1..8/0/1..24);
tengigabitethernette_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]
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DHELTEX

*

h a h c o e e Y 0 a e
¢ T0; t 'E IGMP8noopingC" _° aa x t "WVEAND h& 'Jh‘f:Yt*Ota'E t o, m_
e ™ ~ e cohto S ot oh . a co "~ ’“'O; e . aeo o ™ °
a " IGMRT * ¢ h o m “ven b PP - tx’@t;'oe"o;?note nd ~mt~eo t 'E
h a 'y ot t-["'Mpq"m ™ c¢c hom
console # configure
console (config )# ip igmp snooping
console (config -if)j#  ip igmp snooping vlan 6 mrouter learn pim - dvmrp
console (config)# interface vlan 6
console (config -if)# ip igmp snooping query - interval 100
console (config -if)#  ip igmp robustness 4
console (config -if)j#  ip igmp query - max-response -time 15
5192 _h~ 7" hxcco o  addfessing c. 6Ydz GAOI A
]“ e e . ~* mm oa™e” c h e e ™ e Y nt T roe
“ e ™ & 'Ee om t o a x h o e 'Yg ao - h{L®
.0 a~e " hoae a ” x he*t ¢ h VLAN ~
¢ ® ** ¢ hom?™ oa™~e " eoe mt kb t e h VJ_ANn”‘a
console (config -if )#
“F 1787 .0 a v e " hoe a“x he*t @ h m~™ £[!Db
oa~e = S e ,<e*<ﬁK: c m™ e
c o X a o0 , v * <
bridge multicast mode TTtm  a hxcco o c h "o
{macmgroup| ipv4-group| -macgroupt @2 € o o~ " h me~ 7y ¢ h "™ .~
ipv4-src-group} X al7h m™ 9
/ _ipv4_group'[aeo'0"ﬂh<me”'YC(h(""”"
T /macgroup omeo ~ee.a e* +[1b " hp4m
-ip-srcgroupt @ e o 0o~ " h me™ 'y ¢ h "~
omeon"ee.a e ™ +[!b "’h”{:\,m_{
no bridge multicast mode "mto” e teE ; e ¢ oO, ao ~:"e 0O
bridge multicast address jo* "t Bmxcco B h gn|/ tTT T ex
{mac_multicast_address “th m®e . o mtTt m_ et o
ip_multicast_addregs{add L hxee . o
| remove} {gigabitethernet -mac_multicast_address , h x ¢ ¢ MIAGS " h; m
gi_port| . ] , | -ip_multicast_address IP~ * ha eno o~ " h 7T mmq 7
tengigabitethernette_port t%'—pg::j ggjgﬁgjg -addt "o 7Y Ty, t mt~t -hmcx @Q_ o-afX
| fortygigabitethernet fo—p orf (1“8/0/1“4)" " h mx ™ Ethggngg ' ofret o T hxcc
fo_port| port -channel P I’OLJ (1 485- ' | -removetr x T 7 My Tttt . om __ x Qhcxoctcco mo-a
group}] grop- - TTho mx @
LM, mEte h  mo  omxhmIEA
no bridge multicast address "t TRxcco BTh gm/ -t 7T ec. @
{mac_multicast_addregs
ip_multicast_addres}
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HELTEX

bridge multicast forbidden
address
{mac_multicast_addreds
ip_multicast_addregs[{add

cth ¢ ¢6g” ~0; e e “mt h " - a o
Chxccopgrah (MAG T h mx g ‘
-mac_multicast address , h x ¢ ¢ RIAGP ~ h; m

-ip_multicast_address IP* * ha eno o~ " h~ mrm q

—~

© —

forbidden forward-all

| remove} {gigabitethernet -addt "o ¥ _ T e coht” gcohto
gi_port| gi_port: (1..8/0/1..48) | -remover x © © T _ e  coht ™ gcohto
tengigabitethernette_port te_port: (1..8/0/1..24); | . . h , ; ,m ® te h ~ mo omxh" gnt ¢ T’
| fortygigabitethernet fo_port: (1..8/0/1..4;
fo_port| port-channel group: (1..48)
group}]
no bridge multicast forbid- "t TYEch T QO" ch~  To T Arym
den addresgmac_mul-
ticast_addres$ ip_mul-
ticast_addres$
bridge multicast forwardall . ) L. hteENR "7 ;x  om 5 aeo o™ "h
{add| remove} gl_port: (1"258;1”;'8)_ -addt "o ¥ 7 Ty ot® po’h tecpgehet..  mc
{gigabitethernetgi_port| te_port.-(l.. L. 4.)‘ cohto 5§ 7 77y _odoh gMmh ™ hhice
o fo_port: (1..8/0/1..4; - .

tengigabitethernette_port group (1..48) c”__to .
| fortygigabitethernet o xao — -removetr * ©  h "t hxccx cohto ko
fo_port| port-channel N L © L R
group} ae(o o‘*'h u(h(;ﬂm”@(te”h“(wmo“ omx"'(_r]mt’“’Z'
no bridge multicast ¢ - Yo L|fommt " eteE ; e  co xao T:"e O
forward-all — i
bridge multicast forbidden gi_port: (1..8/0/1..48) |~ = cth ¢ oEh t x ~ e~ a - m _ "o *~
forward-all {add | remove} te_port: (1..8/0/1..24); |, h x c ¢ &
{gigabitethernetgi_port| fo_port: (1..8/0/1..4); | -addt "o ¥ * _ Ty, t coht cgorftpa " ance
tengigabitethernette_port group: (1..48) cohto 3 7 T"c heo™toh M. 5  hxcec
| fortygigabitethernet L0 xao T."jc ™  sto
fo_port| port-channel coht™a e | -removetr x ¥  h ™ 't hxccx cohto Ko
group} - e"a*; m"’ch("""o"‘<'0 ch"“ )

ch*mo °*e’u(h(;*m"(e*< *et(hl(mmo_n ’omé(
no bridge multicast aeo o™ " h Commt ~ ete’E ; e co xao’“;‘“e*’ocb

bridge multicastip-address

mtpprhob mit"g T ¢ h xceco

E A

ipraddress
ip_multicast_addres§add |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

no bridge multicast
forbidden ip-address
ip_multicast_address

ip_multicast_addresgadd | mt~t - m_ "o Yt kx TR Tyt

remove} {gigabitethernet -ip_multicast_address , h x ¢ ¢ o~ oh: m

i . - oY cToW . h xcc T

gl_pprtl . gi_port: (1..8/0/1..48) addr T~y PR )

tengigabitethernette_port : .| -removet X Y, t coht hxece
N te_port: (1..8/0/1..24); . - .

| fortygigabitethernet ) P, h ;o m@™te h o mo omx *.-pmt T

fo_port: (1..8/0/1..4);

fo_port| port-channel roup: (1..48)

group} group: (2.

no bridge multicastp- STT TR xcc Pt oh o mT T T el @

address

ip_multicast_address

bridge multicast forbidden TTceth ¢oghtx T e~a . m__ "o %~

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

h xcec [0}
-ip_multicast_address , h x ¢ ¢ = oh; m

o —~

-addt T o . e L. co hmtc"' ch_oxh t'q*”c h
-removetr X ° % T e ¢ o hmtc™ gnc o*h t 0™ ¢ h
oMo mE e o mo MY xS LT
‘ h >R : a oc h - -~ t E :
V h xcc . aeo o™ " h me o h ™ mn
h mt h h o e . @

Commt ~ eteE
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DHELTEX

bridge multicast source
ip_addresggroup
ip_multicast_addres§add |
remove} {gigabitethernet

gi_port|

gi_port: (1..8/0/1..48)

tmt |pP " hamdod xco TE"

“mto” e mop t
h xcc®®hamoa c h x cco o

mt ™t -oom To ¥ Y ot

’ Kt~y Y
-ip_addresg . m g0 "|IPF." h m T
-ip_multicast_address . h x ¢ ¢ P~ oh: m

tengigabitethernette_port te_port: (1..8/0/1..24); | -addt "¢ " " _  t 'E coht JIPe Thhx eme™x T
| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet x = © Tt 'E c o ht CIPE, Thibx cme ™,
fo_port| port-channel group: (1..48)
group}
no bridge multicast source Commt ~ éeE ; e  co xao ~:"e O
ip_addresgroup
ip_multicast_address
bridge multicast forbidden Tmtt e tUE At e” "of*mGoda = km?
sourceip_addresgroup a R Th mea co TE'o0 ~t Ty
ip_multicast_addreséadd | t** - g, _hxccd ToY othh "m "geeo
remove} {gigabitethernet -ip_addresg . m g0 "|IPF." h m T
gi_port| . . -ip_multicast_address , h x ¢ ¢ = oh; m
tengigabitethernette_port gl_port: (1"8/0/1"48‘}’, -addt " ch t e~ ToF~ T e pRo h t
| fortygigabitethernet te_port.'(l..S/O/l..24l), “th meT
fo_port| port-channel fo_port (1,"8/0/1"4)’ -remover ~ " ch t e” x"* 7™ e o co|pt
group} group: (1..48) “h om
no bridge multicast Commt ~¢éeE ; e ~ co xao :"e OQ
forbidden source
ip_addresgyroup
ip_multicast_address
bridge multicastipvé mode TrtE, | a hxcco o ¢ |pge™" ; to
{mac-group|ip-group| aeo'o‘*h(meo h"mm."_ )
ipTsragroup} -macgroupt @2 e o o~ "h me®~ Y c h = .~
. aljJh m~ 5T
-ip-groupT @ € ° o™ " h me ™ Yy ¢ h *’"""
T /macgroup or[n)geop“‘ee.'a e” ‘+[1b ‘ﬂ,;npvefn‘
_ip_src_group‘[aeo'o'"h me "™ 'Y ¢ h("‘"';
omeo "ee .a e ™ +[!'b | ""?hll?\/@.‘
no bridge multicastpvé "mto* e teE : e  co xao ":"e 0@
mode
bridge multicastipv6 T"h mthhohocPygoE h m t
ipraddress “"h m*geg ¥ mt*t - m_ "o * o~

ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

no bridge multicastipv6
ipraddress
ipv6_multicast_address

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

hxccec . o

-ipv6_multicast_address , h x ¢ ¢ P~ h- m

—addt T o ¥~ ~y ot coht h x cc b
-removetr X ° ¥ 7Y t coh't h xcoc .
LMoy Mt o omo omx T omey - 7Y
~T OB xcc P oh m t**F " .

bridge multicastipvé
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

no bridge multicastipvé
forbiddenip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

= ™* cth t oE" AO’ e
h x ¢ a o|pyg” ° hx
-ipv6_multicast_address . h x ¢ ¢ = oh. m

e " mtjgc'o h t“o a

o —

0

-addt T o “ e caofkt fgecohtteh

-removetr X © * T e ¢ o hmtc® wnc o*h t ‘0™ ¢ h
oMo MR oM oM oMl TV
Commt ™ ete’E - e c o xao T "e (o)X
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bridge multicastipvé "mito¥emoPt tmt |pgT T mdba co TF
sourceipv6_addresgroup  hxcco .a ~"h moa  t~7 7T g
ipv6_multicast_address mt st .o om_ Tofr Ty ot ogx T Ty ot
{add | remove} -ipv6_addresg . m g0 T|pF." h m T
{gigabitethernetgi_port| gi_port: (1..8/0/1..48) | -ipv6_multicast_address , h x ¢ ¢ = oh. m
tengigabitethernette_port te_port: (1..8/0/1..24); | -addt "¢ * ~* _  t 'E c o ht _IPT Thhx eme™x T
| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet X = © Tt 'E c o ht CIPE, thihx cme
fo_port| port-channel group: (1..48)
group}
no bridge multicastpvé Commt ~ ete’E e co xaoT-"e OQ
sourceipv6_addresgroup
ipv6_multicast_address
bridge multicastipvé "mito*e tEh t e~ ToF~ 7 e  gx°©
forbidden source a " lpeT " h moa co TE‘o0 Tt Ty
ipv6_addresgroup t~* > g, ,hxcco o ~Th m"~ g
ipv6_multicast_address -ipv6_addresg . m o0 "IPv6~_ " h m T
{add | remove} -ipv6_multicast_address , h x ¢ ¢ [Pyg0 " h; m
{gigabitethernetgi_port| gi_port: (1..8/0/1..48) | -addt "~ c¢h t e~ "o *~ T e  [PBht
tengigabitethernette_port te_port: (1..8/0/1..24); |~ " h . m ™ T
| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet "~ ch t e x 7" T e coht
fo_port| port-channel group: (1..48) IPve” " h m~ @
group}
no bridge multicastipvé Commt ~ ete’E e co xao T."e OO
forbidden source
ipv6_addresgroup
ipv6_multicast_address
.0a™~e " h o e a ® x he*tg h m ~ o° ~ ¢ ”  Ptheerhet VLAN eh-,-[‘
t h m > h x ¢ c c ohto
f.T Tehoemt _oaTteleopg mimoeTteh EffernelVIAN, ¢ "
h x ¢c c cohto Y
console#  configure
console(config)# interface {fortygigabitethernet fo_port |
tengigabitethernet te_port | gigabitethernet gi_port | port -channel group |
vian | range { é}
console (config -if )#
% T172T .o a & @ aoc*e  x he"t g h FEtherme{fVLAN h x ¢ e & h oo
oa*e" ™" € ’<e*‘AK~ c m ™ e
cC o X a o , v * <
bridge multicast "mto¥ecthg  To ¢ h "™ . c™ ot
unregistered{forwarding | e ~"h ~ omth ho "ee .9 hxceco
filtering} -forwardingt ¢  h "7 "t E e~ "N m t
. aeo'o”‘°h<me,. c"'_(t
T /forwarding filteringt __ " Etho ~“t E e "~ m t
aeo'o""*h(me_ c ot
no bridge multicast Tmto” e ‘te’E e co xao T;"e 0O
unregistered
.o0a™~e " h —¢ * 4 —'Ee o o e x h * ¢
¢ - ™ chom™ oa™e” ew * “ntPe ® o e’ a % h~ ¢
console (config )#
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learning vlanvlan_id

"7 Q78T o a T e he LR TEe O oe L, xhT e,
oa™ e ™"~ € ’<e*<,_\K~ c m ™ e
c o X a o ’ v * x <
bridge multicast filtering ¢ _TO;E TEth*" ¢ O  hxgcco . g ~°
no bridge multicast Tkt _T0O;.,e| t_TOJE TEth”" e, O ,hxgco .o ~
filtering
mac addresgable T T"Eh _a 'Y gh™er"eh yTgl [ t*F 7
agingtime secondgvlan T, T Ty ochylAN T eeo o
vlan_id -vlanidt . T et _ " ¢  OMAN._  eo0a
, 4“loaaxt‘tohq\AE§3KX’(ME$§xx
V h a 'Y ohMAE "eh 'y~ ao’eo
} - e toe <ot“Mn ® o nmi
q m x e ™ Z< - Tt a ¢ h
secondas: 'é’"—; e .Yz h I’FW.(< 0 aOaﬂXﬂ;
(10.210000@)/300m MES324 h _ a 'Y ohNAC ®h yw= ao
T LT tE L U AT T oe god
"'oa Mzn(‘_x‘e*’t"(a ch*e’a
eT . 8L, Yy _hTte onnoe
no mac addresgable "mito” e teE ; e  co xao "-"e QO
agingtime {second} [vlan
vlan_id
macaddrgsstable learning vian id: (1.4094 ¢_70;.,tE X T;hoemo aVLAN™ e e o a
vlanvlan_id aljk a0 ~: e
no mac addresgable " ~0- e o |t _T0O; Ut E X h ano VAN~ e e o a

mac addresdable static
mac_addresslanvlan id
interface {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

vlan_id: (1..4094);
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);

Jo* ~t B g0 " e .77 te
om0

-mac addresst 1 s Z " h; m

-vlanidt e o a VhAN;

-permanentt © " e e . I “ghl /m a0 ' eo x°
coao "'EQ _ nobridgeaddress;
-delete-on-resett ~ ~ e e . TThmoox T

cX

©

xmt ho m t

group} [permanent | . ! c . h " hx o . T

deleteronmeset | fo_rr)c())lzt. _(%i'Sgl)l'A)’ -delete-on-timeoutt = e e . "7 h m  x2® X X

deleteronrimeout | group: {=.. -securet T " e e . Thoomox T otmoy

secure] __©0 a ™ eng bridgeaddress com ™ o "~ _h
h ° a o7 noparteseculity).o

no mac addressable static ST TNRAG T hom ot m T T e h xc

[mac_addrespvlanvlan id

bridge multicast Jeh TR om0 T Ty e to o a
m ©* h : h h o e eo 0 * % h m ~

reservedaddress
mac_multicast_address
{ethernet-v2 ethtype]| lic

-mac_multicast address , h x ¢ ¢ RIAG® ~ h; m
-ethtypet t , ™ _ Ethéret v2;

sap| llc-snappid] {discard -sapt t ™ LIC]
| bridge} ethtype: (Ox0600.0xFFFE) | -pidt t ™ _ LLIIGSnap;
sap (0..OxFFFF) -discardtm *hom ¢~ to T
pid: (0.0OXFFFFFFFFFF) | -bridget ¢~ t . ¢ h "~ Ot my h 7
no bridge multicast “mtore teg ; e  co xao T-"e OO
reservedaddress
mac_multicast address
[ethernet-v2 ethtype| lic
sap| llc-snappid]
mac addresgable TTtMEr ca h o T"mtmogl /[ 7T oh
lookupriength length 2, ,ho "e Yo *a e e Yy mtx
Iength:(l..8)/3 h(mt‘ht‘ _oaaxt‘toh‘(p
no mac addresgable "mtoTe teE ; e  co xao T-"e O
- m t h mbThtf‘t(" oaaxt™toh=

lookupriength
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.oa”e privileqedEXEC
‘,‘*° ™ c¢chom?™ _oa”e’ppivﬁeged@XE@o_* h("a”'
console#
% 71747 0o a @ " 1 priVilegedEXEC
oa™e" ™"~ o © Vo< *<AK: c m "~ e
cC o X a o , - * *
clear macaddresstable ~tr gt . om0 kT oe”a om
{dynamic| secure} . . : o hxecco o T h m=™g
[interface {gigabitethernet gl_port: (l"8/0/1“48), -dynamict x " T e " e” .M _ 09
. te_port: (1..8/0/1..24); e~ . .
gi_port| i ! - securet X e . o omt ™t ;.M 9
oo fo_port: (1..8/0/1..4);
tengigabitethernette_port .
| fortygigabitethernet group: (1..48)
vlan_id (1..4094)
fo_port| port -channel
group| vilanvlan_id]
.0oa"~e” EXEC a "~
¢ ® " c¢chom™ 0 a~ e "EXBC mtho h ’ a ~
console >
R v/ (AN IR h o a” 9.9/
oa™e" ™" ¢ ’<e*<AK: c m "~ e
c o X a o , - * <
show mac addressable JOTHE T T e T hIme T Y x0T
[dynamic | static| secure] ~, 7o _m o5 et h  mo O
[vlanvlan _id] [interface gi_port: (1..8/0/1..48) | -dynamict ¢ homao th to ~F o " e~a
{gigabitethernetgi_port| te_port: (1..8/0/1..24); | -statct ¢ homao th to "' o mt~t
tengigabitethernette_port fo_port: (1..8/0/1..4); | -securer ¢ hmoa o t h t o ' o ~ oc“me
| fortygigabitethernet group: (1..48) -vlan_idt | © et ~ _ " g o0ee . eoa
fo_port| port -channel vlan_id (1..4099 -macaddresst MAG " h m o
group}] [address
mac_address
show mac addressable Lo "t T, mt oo e T h mot~
count[vlanvlan id] . x " ""eeo o et h m® T o
. = gi_port: (1..8/0/1..48) | -~ . - ey : < e e e 6 o0 a
[|inte:)fg(|:e {oigabitethernet te_port: (1..8/0/1..24); vlan_idt |, ", . _" e, .
gL_port| fo_port: (1..8/0/1..4);
tengigabitethernette_port .
| fortygigabitethernet group: (1..48)
vlan_id (1..4094)
fo_port| port -channel
group}] _
show bridge multicast o _"tg " Y T, ex hxceco o " 7"h m
addresstable [vlanvian_id et b om® —~ FTo m g et h
[address to TE_ o °""Ych‘“”‘< ’hon”’eeo
{mac_multicast_addregs -vlanjdt , © et _ " e, ,0ee . eoa
ipv4_multicast_addresk -mac_multicast_address , h x ¢ ¢ RIAGS " h; m
ipv6_multicast_addregb vlan_id (1..4094 -ipv4_multicast_address , h x ¢ ¢ fyg0 " h; m
[format {ip | mac] [source -ipv6_multicast_address , h x ¢ ¢ fygo " h; m
{ipv4_source_addregds -ijptrchomao|ph® hc om™a T
ipv6_source_addre¥s -mact ¢ homaothrTh ma T
-ipv4_source_address IPv4~ " h mt o e "
-ipv6_source_address IPv6~ "~ h mt o ;e = "
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show bridge multicast Lo _" Lot tm T T ex mr Tt moym |
addresstable static [vlan x " ""eeo o et h m~ 7 To
vlan id] [address -vlan idt | 7 et " ¢ oee . eoa h
{mac_multicast_addreds -mac_multicast address , h x ¢ ¢ RIAGP © h; m
ipv4_multicast_addresp -ipv4_multicast_address , " x ¢ ¢ fpygo " h; m
ipv6_multicast_addregs vlan_id (1..4094 -ipv6_multicast_address , " x ¢ ¢ fygo " h; m
[source -ipv4_source_address IPv4~ © h mt o e
ipv4_source addresqg -ipv6_source_address IPv6~ ~ h mt o e~
ipv6_source address[all | -iptechomao|ph® e om™a T
mac||p] _mac-[chomaoth_"?:hn(mi”sae'r
—alltchomao th co Teo t‘*"‘*c.cp
show bridge multicast Lo_ " _ve’E xh” e O TEth T hx
filtering vlan id vlan_id (1..4099 x " meeo o +[ 1D
_V|an_id-[*°<et* . _ T e oee . e o0 a h
show bridge multicast ,o_ "tgpe  xh~ e O  TEth™ 7
i h xcco . “ % h m o
unregistered gi_port: (1..8/0/1..48) -0 oL@
[gigabitethernetgi_port| : .
S te_port: (1..8/0/1..24);
tengigabitethernette_port . !
S fo_port: (1..8/0/1..4);
| fortygigabitethernet roup: (1..48)
fo_port| port -channel group: (..
group|
show bridge multicast Lo _Trthg o a hxceco o x ™7h" eme” ¢
mode [vlanvlan id] vlan_id (1..4099 et b o om® T To m g et h
-vlan_idt | 7 et _" e, ,o0ee . eoa h
show bridge multicast . to®hthmRE" T3y xmt®eo T ee ..
reservedaddresses "*h _~ _h ho ~ee .y ""h mo ¢
h a h c o e e Y oa~e?"
A ¢ _ T0: t7EEt h *hex ¢ @ o .9 "o m o oaaxt™tohlfahgp m™ * ~
npn m xe "™ S h™ *h ’ t E ¢ Hha eo” -ox* "eh m¥eh. 5 cm™t h
coaaxt®™toh™ o
console # configure
console(config) # mac address -table aging -time 450
console(conf ig)# bridge multicast filtering
console(config)# interface ten gigabit ethernet  1/0/11
console(config -if)#  bridge multicast unregistered forwarding
console# show bridge multicast address - table format ip
Vlan 1P /MAC Address type Ports
1 224 -239.130|2.2.3 dynamic te 0/1, te 0/2
19 224 -239.130|2.2.8 static te 0/1 -8
19 224 -239.130|2.2.8 dynamic te 0/9 - 11
Forbidden ports for multicast addresses:
Vlan IP /MAC Address Ports
1 224 -239.130|2.2.3 te 0/8
19 224 -239.130|2.2.8 te 0/8
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HELTEX

5.19.3MLDsnoopingt ¢ h o t o o ™ oetho ™7y aeo (g h me
MLDsnoopingra O*e"a aeo'o‘"h<meom h ™ mm ’\* mo o
aeo'o"‘"h(me|p¥6mghs"'YQ*q)_“
.o0a™~e" h —0 * 4 " 'Ee o o e x h * ¢
¢ - “*chom™ _oa"e”e"‘o:)**nf‘t'F_tem e a% h~ g
console (config )#
’ *':"’\17@-[*‘0a"e° ) "‘o*”‘:’Eeeo”*o'xhh(”"c**a*”‘
.o0a"~e "~ _e~’<e*<AK_ ] m t
c o X a o : " @ L
ipv6 mld snooping [vlan ¢ __ 7O ;NED snoging.
vlan_id vlan_id: (1..4099
no ipv6 mld snooping [vlan T/ -_"0;.¢ _t_ T ONED snooping
vlan_id
ipvé mld snooping viavlan id TTh mo h™ #h'R coc g’ h m ot~ *_”
staticipv6_multicast_address “"h m®"ge¢  mt~t . m__ "o*~
[interface {gigabitethernet S hxocec Y Ot ox ?[ ' b o
gi_port| tengigabitethernet -ipv6_multicast_address , h x ¢ ¢ g0 "~ h; m
te_port| fortygigabitethernet vian_id: (1..4094); Loy meten o mo o omx Togt 7Y
fo_port| port-channelgroup}] gi_port: (1..8/0/1..48)
no ipv6 mid snooping vian te_port: (1..8/0/1..24); |~ "~ TR xccpr oh m t** " g. @
vlan id static fo_port: (1..8/0/1..4);
ipv6_multicast_address group: (1..48)
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}] .
ipv6é mld snooping viavlan_id Jo ™ "tep ™  To 3 " Tccohh t™"aQ”  mec
forbidden mrouter interface h . mt hm oML Drrdgter.
{gigabitethernetgi_port |
tengigabitethernette_port | . .
fortygigabitethernetfo_port | _vlan_.ld. (1.4094; X
port-channelgroup} tge'—gg::j ggjgﬁgjg
. ; _port: (1.. ) I = e ="
n0|py6 mld_snooplng vlan fo_port: (1..8/0/1..4); - B S o 3 ccohh t ™ a Q" mc m
vlan_id forbidden mrouter group: (1..48) h . mt hm ¥ o MDrhrdater.
interface {gigabitethernet B
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port -channelgroup}
ipv6 mld snooping viawvlan_id "CoxteB ht .3 oco”  midDterx ¢ eMRDquery
mrguter learn pirmjvmrp vian_id: (1..4094); c”_ tTa _ _
no ipv6 mld snooping vlan iy ~0: el X E coht .mioutere ~ MEDQuerye ©
vlan id mrouter learn T b cT _tTa
pimmdvmrp
ipv6é mld snooping viavlan id vian id: (1..4094; Jo® “tmE mo _ cYONRtdgl S®J
mrouter interface . - '
iqabiteth tai ¢ gi_port: (1..8/0/1..48)
{gigabitethemetgi_port | te_port: (1..8/0/1..24);
e _port: (1.. ..24);
tengigabitethernette_port | . !
S fo_port: (1..8/0/1..4);
fortygigabitethernetfo_port | roup: (1..48)
port-channelgroup} group: (L.
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no ipv6 mld snooping vlan
vlan_id mrouter interface
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}

© " Trfifouters o h t

0]

ipv6 mld snooping vian
vlan _id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernette_port
| fortygigabitethernet
fo_port | port -channel

group}]

no ipv6 mld snooping vlan

vlan _id: (1..4099;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

¢ __ 7T 0O¢ hto'EMIDSnoopingmmediateLeave "t | __

VLAN

-interfacet ¢ h |

fastt S| g§ mh ~ =~

X m o 5 cto
’\’O-; ‘ .

mco TE"

—~o o~ A'Ee 0.

(o}

t

ComE
181 B5{y2
t x "

®

e e (

t o] e

- <
c ho ¢ m m
<

-~

e

vlan_idimmediate-leave group: (1..48)
[interface {gigabitethernet 1/ -_"0; ., ¢
gi_port | ot 70 h d @MilDSnoopingmmediateLeave "t _ x 7
tengigabitethernette_port VLAN — x " '"eeoa et h o m
| fortygigabitethernet
fo_port | port -channel
group}]
ipv6 mld snooping querie C_T0OrrR T b xo ;-guery.” ¢ h omo
no ipvé mid snooping T/ -_T0;.°¢ t_ToOBTT _h_x ;-guery.” ¢ h om
querier
oa~e?-” ho ¢ a ”x he*t g h m ~ 07 ™" c ™ Eftherjelk eett hh mme
h x cc cohto VIAN e t h m ~
¢ ® " c¢chom?™ oa™ e " ewme mthe g h EIHEI’ﬁ’eE a et h m *
oh to VEAN h m >
console (config -if )#
“* T178% o0 a ™~ en” 0 ad e x he*t e h ( e~ “e e *h ) Etharget. e t h 11
m”‘hxocmht,oet hVJ_ANn’“
oa™e" ™" ¢ ;<e*<ﬁK: ] m t
c o X a o ; < @ 6 ox <
ipv6 mid TriTET m oa* T'Eex QO CdmAR’ & oa
lastmembermgueryrinterval intervat o hxege .otoh™ 7y mco TE"xo0fMmy ”
interval ' a” _m a” TEeo " "MaxRespons€odgt t
. (100..2550/1000a m —— ; = XTobans = em ——
n0|pv6mld ﬁ‘omn‘ot”'eteE e co, xao ; e*c
lastrmembermuery-interval
ipvé mld queryinterval value TriCEet h " TomEoempf Dy chomo
p. d yln. value (30..18000k M H p " - —
no ipv6 mld queryinterval fommt ~ eteE ; e =~ co xao ;e 0
ipv6 mid v t®E* _m a* T'Eex QO "7 h’ _x ot
guerymmaxiesponsetime mcE X tmy " 7Ty at m Tat T Ee o d
value value (5..20/10m Ctoh ot ot
noipv6mld ﬁ‘onfrreto”'et""E;(e c o, xao"‘,*e (0
guerymmaxesponsetime
ipv6 mld robustneswalue "mito”e teg ; e o _0o'H e, eU”
|m e Te~ A ¢ tm oy
value (1..7)/2 ot ~ "oxmto 7 o m® .t E X -
noipvé mid robustness fommt ~ eepE ; e ~ co xao T."e
ipv6 mld versiorversion "mtore t ' Bm QO choto o7 3y T o m
version: (1..2)/2 et "9
noipv6 mid version fommt ~ ete’E e  co xao T:"e Q
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Loa~e” EXEC  a ~
¢ ® “chom?™ 0 a ™ e "EXBC mt h o h ’ a "~
console #
~+A178T~‘oame- EXEC*aW
% - . = =
oa~e"™" v . <AK ) ] m t
c o X a o ’ < - <
showipv6 mld snooping to¥hte oha~g¢g O O “h  mth
groups [vlanvlan id] [address moot tmt . m “*"~ee.a
ipv6_multicast addres} vlan_id:(1..4099 TEth T e

[sourceipv6_addres$

:ipv6_multicast_address, h x ¢ c™” ho|pyg;
-ipv6_addresg IPv6~ " h m  mto e

-~

showipv6 mld snooping
interfacevlan id

vlian_id (1..4099

to *HE e

I

+[ 1 b

e eo
©

oha~ ¢ 10O o _oejy2alAyd

showipv6 mld snooping

vlan_id (1..4094

St T € onat ¢ 0&oh YN SN

mrouter [interface vlan id]

5194 xe _¢e¢_ . o Imiltkcastt h € Y __

_Xe_(-:** multécastt h & Y _~ _mco TUETx Ot my Y ox T
chomaoth?™ oc ® — e e o) h x ¢cc aeo o™ " h me o h =
oa™e?" h —0 * 4 " 'Ee o o e x h * ¢

¢ 7 " ¢chom™ oa™e” ew * “ntPe ® ‘o oe a%h~ ¢

console (config )#

e 177 .0 a e T h —d * a " 'Ee o o e x h ™ ¢
oa™e" ™" € ’<e*<ﬁK~ ] m t
cC O X a o , < @ hd

multicast snooping profile . ht ~h “oa . Xnhulticasg h o . TYOD
profile_name
no multicast snooping profile_name (1..32 "t Tt E x _* crceheo.  “YH# GAOI A
profile profile_name m_a o 7o Multicaste h o~ —'E ao’ t % .t 'E X

com™ t o oz_"'_':‘x° t ot
o aax t”toh™ @
.0 a~e " . h o e a “ xphulticastc h o -~y
¢ ® ™ c¢chom™ oa~e " o m X dticgsie hho '@ @Y
console (config -mc profile )#
7 718@r .o a~e” ho e a”xpulticase h © -y
- ~ . @ =
.0a™>e" "~ 1o« *;\Km ] m t
co X a o : < @ B

matchip low_ip [high_ip] low ip:. = 7, " e Tt tMEoot tmt ¢cho ~YiPg_ "

multicast® * h; m | multicast " h  mo &
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no matchip low_ip high_ip:. = — e Tt MM ot tmt cho TYIP 7
[high_ip] multicas€ "~ h _ m | multicast " h mo @
matchipvé low_ipvé low_ipvé:, © 7, TIeve | T TMEo 0t o tmt o cho T YIPvG "
[high_ipvé] multicas€® ~ h; m | multicas€ " h mo @
no matchipvé low_ipv6 high_ipve:, = — et T R ot tmt cho ~ P
[high_ipv6] IPv6émulticast” * " | M multicas¢ " h _mo &
permit ¢ mx " e mo ot tmt Y o e
. IGMRNB L2 NII “x " xt chocxm_~t 'Em
- T /no permit — — _
no permit ¢ m Tx - . e moot tmt Y o " e
IGMPRreport™ x © x t ot ¥ h~m "t UEM YO
.0a~e” h o e a ” x he*t ¢ h m ~ o° “ ¢ ” 'Egherfet et h m
¢*° " c¢chom™ _oa”’e"'_aoaam*m' b(*rhed"t_(‘;“h“h“m’m**av
console (config -if )#
T T18kT .0 a ™~ e " ho e a *x he*t ¢ h m ™ 6" “~c ™ oe ™ e t h
oa™e """~ ¢ b <AK_ ] m t
cC o X a o ’ < o P
multicast snooping _h~e Foe — . mt o oTeo h a ee
maxigroupsnumber multicast, h x ¢ ¢ et m "~
- P - number (1..1000)¥ — . : L= —
no multicast snooping L SYto)Eh " e . e e _o T o omt o
maxigroups choma™th - a .eg hhxcoem™" Ty
multicast snoopingadd Jh T fE” " ee . cohydz GRBI &G, ™
profile_name profile name (1..32
multicast snooping remove m_ a _oTo |t~ fmBot tmt cho YAAWADl Adef {
{profile_name| all} cho -~ .0 et h  mx
.oa"~er- EXEC . 2 ~
¢ ® ™ c¢chom™ 0 a "~ e "EXBC mtho h ’ a ~
console #
"*"J_gET*\oa*e" h > a” 9. 9/
oa™ e ™"~ ¢ b C ‘,_\K,, ] m t
c o X a o , < - <
show multicast snooping to®htTe oha~“¢g O 7Y _m_ g co
groups count T _o T s omt ""h _ mth ho “~ee
a”® m a ™ T 'Ee o 0 a0’ eo _o ™
show multicast snooping profile name: (1..3p to®hte oha~¢g O o m_oe x h
profile [profile_namg m a o 7o |cho ~Yo
5.195RADIUS _ toh =" ¢ 'YGMP ¢ homo
] 7 ee a 2~ e a c o o Ty ot c ho o " IGMPE Tt ot ®h" EQ
RADIUS _ N h ¢ J7°Y of mc = e 7y e™" eomt h*mch
e(m_o’“'E_m(IWH!.<5r]_d|«{cp¢”:‘oh m _h h~ 7Y otceh ™ . o : _h
m"x;”‘ e a o h™ "oa @ |m = m h h e ot ty T3 co d m @
x;”“mt o} Tt E a 7" e ! ochom?™ e ” oc h — e e c
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0o “Tx : e e - t oh e 0O e ec.” a 'Yt"‘ e e .0 a aght™ et gthm™"y t H

c h o ° ~ h a e (0) Tt o c o oA'Yttx|G|V|Fn1'*mm10m’CEh “®ao ttho.h e x

-~ t o -~ C /\ro, -~ ,Ot m A ,Y

A MAG ~ h m - etm: o 0 xmtho m t -
A " et “ t o h coht ™ oaaxt®™toh™
A IPF " h m : h xcec

A e ot dery/permit.c

.o0a™~e” h ’ a ™ o ¥ * T'Ee o 0 o e x h h o ~ e Y
¢ ® “chom™ oa ™ e €00 ¥ M’Eehoo o ho e’ a “x h h o e YY
console (config )#

“ % 71887 .0 a ™~ e " h ™6 * 4 "'Ee o o o e xh ho ™e Y

.0 a e e . e,—: <~K e | m ot
X a o : e ( < @ L
ip igmp snooping authoriza- " mto” e thE a 'y ., e . _H o
tion cachetimeout timeout ex @ tm ; t h a e ., e, o
timeout; (0..1000Qa ek x =~ 7Y tm 'Y mo h a e a (o

noi_p igmp sn_ooping authori- “mt o~ oetoR c@ xao ":"e O

zation cachetimeout . ? e '

.0a™~e " h > a ™ 0o e x h h o ~ e Y e Etherhet m ~ o°
¢ ® ™ c¢chom?~ oa™ e " eo mt h o h ’ a "~ o e X h h
console (config -if )#

“ % 1847 .0 a v e " h ’ a o e xh hp ~e Y e t h m ~

.0a™>e """~ e ™ : e K 7 ] m t
c o X a o ’“;”‘
Ydzf GAOF ai ay22LnA ¢ _TOrfgtoh "¢ O m hx gy 1™ Bn
NJ RMNEE dégx NB R c " h " argqlitedc to _ mTx " e "o
RADIUS h h o." ™ cLhppgmte. o h h x Ot m 7
Tht  TO; d ¢ chot*“eFGMp‘m"’(?xh’o"m(':“x*(t o
c h otmxtmt ot t ™ m h

y2 YdzZ GAOl ald ayz2 Ut _TOE toh QOO®” ¢,

F dzi K2NRT FGAZ2Y

Ydzft GAOFad ayz22La C_TorB . Th t TECIGNIR Ot o

F2NB I TRRNY @ cohtx " RADWS ht ~hhCopTx o e

ot m h h ~ m X T co 7o’
omt ™ tm Yy o mh™ g™t “ 7 Ee ot moy 3

Tht_"T0; .9 0co —e t T'Ee o e "imignip Snoopirig X
immediate-leave

y2 YdzZ GAOFal ayz2 . L

I dzil K2 NR T | O AR A/ NEF (2 fommt T eteE ;o e co. xao e
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.0a™>e”" h ’ a "~ 9. 9/
¢m oa™e?" "omtxce to TE o T 7Y coh - h o
¢ ® “c¢chom?™ 0 a”~ e "EXBC mt h o h ’ a "~
console #
’m&ﬁ;l-sﬁ_[m‘oamee h<a*a~ 99/
.0a™>e" "~ =e ~ : e ] m t
show ip igmp snooping authori- to®hme” h ao  H [GMP _ toh
zation-cache gi port: (1.8/0/1..24); | Im — ~ _oa™e®  xt ¢ "Feo "
[gigabitethernetgi_port| te_port: (1..8/0/1..4). |t o T'E_o t | hxecec .3 _otoh
tengigabitethernet te_port] X _" '"eeoa et b oM. @
clear ip igmp snooping authori- Jymt tME " toh e, O]
zationcache gi port: (1.8/0/1..24); | I1m — ~~ _oa~et hgo*m= % QQtm"y
[gigabitethernetgi_port | te_port: (1..8/0/1..4). |_H = 7Y x _~ ""eeo o et h
tengigabitethernet te_port ] Im = et h g _mHe ; x""% tmey
520:*h "h xt a‘eog oY " h meo 0 t h ™ ~
5.20.1_ho to Py~
PIMT ch o t oa ee0™ o 0" & “ m € h x t 1Pe t T S$ym o e e T
h x cco o a ™ h h x t e d t La o h x tm 'y e”~™ ’th
2NRSN) DFGSsl @ t N2G202t 03 a mto to o ¥ ; tPIM
meco TE X Jt”":“a‘zy'x.;@|- Jaj® h "~ h xt e ® " @MNo c hho. & oh e Yy
a™h " hxt "rtoh Tax*y Tt o Ewa’fho To™ S "ht hnfe o .0 0 ey tox t
c.t, E
RP (rendezvous poipt T t o ;h~e® e™ _otoho % x®xt heoooom
aeo o~ " bome .o mo * %~ “t 'E a™h "hxt ot mto :e
BSR (bootsap route)ta . 9 e ~a m¥oh ™~ e ohg™” gohaohoyt~e"~
Ty “ "o aeo o " h meo h xcc otok~ %X h
aeo o0*"h meo a ™ h "|py4g t e e
.o0a™~e " h —¢ * 4 —'Ee o 0 e x h * ¢
¢ 7 “*c¢chom™ oa™e” ew * “ntPe ® ‘o oe a%h~ ¢
console (config )#
~'E'/—\18e_[m‘oa~e’.~ Ao'%m/—\,Eeeo o X hh m)c aau
oa™~e "™~ - © 1< *;\K; ] m t
cC o X a o , < @ d <
ip multicastrouting pim ko xao .~ ¢ T0; tE aec:'o*°h mex O a*h "h
< e v LML, et L .Mm7 0
- - - - c : — ; p_— p =
no ip multicast-routing pim ’ © 1. t_"T0;,tE aeo o h mex(Q a~h
ipv6 multicastrouting pim Tfo xao "% ¢ TOF "YKBreo o~"h mex QO a”~h "hx
xe e, Y _ -JtLa e~ _m o, et h m* 9
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HELTEX

no ipv6 multicastrouting

t_TO;TIR@eo o

—

" h mex 0O a™h " hx

no ipv6 pim acceptregister
list

-aCC_|iSt'[m°*m‘E° o~

acc_list: (0..32) o,
- coao MEXGe ™ ~“hteo

m a o ~

pim choto o tLao®
ip mroute prefixpre- 0Tt E Mttt .oom_o ch™ o
fix_length a®“h "hxt "¢ O
fw_router_addressunnel i -prefixt IPF "h m m t - e” e . e Y
tunnel_id prefix: (A.B.C.D); -prefix lengtht 2 “ m _ "~ ¢ h _mT e” ter” .
prefixlength: -fw_router_addresst IP* " h m a ™ h "hxt Tt
(A'B'C'D Aln); h meo h-"mm . ~
fw_router_ad- -tunnel_idt _ ° Let _"toh txee ~YQ
- - dress: (A.B.C.D); = " =
no ip mroute prefixpre- tunnel_id: (1..16) L UE mt t o, m_o ch™ 0
fix_length - a”h "hxt "¢ O
fw_router_addressunnel
tunnel_id
ipv6 pim acceptregister list Jhoa e tE . TEth ™" e, O h _  PINM tTH
acc_list IPVv6.

’hhme.l_:')mo
o 1/ o

T e
3
3
[+

t_"o0; . tE | TE

th”e¢ 00

ip pim bsrcandidateip_ad-
dress[masH [priority prior-

ity_num

no ip pim bsrcandidate

~ “ o ox"mtt’g o fth o t* eo”

. " BSRBootstraprouter).

mask: (8..32)/30; | -ip_addresg _ ~ —, TIfr." h__maax ttoh "
priority_num: -maskr @ * mc & m. t
(0..192)/0 -priority numt ¢ h o h —t t
ot _ "o - ee.” h = a th

ipv6 pim bskcandidate
ipv6_addres$masy [prior-

~ “ o x"mtt’g o fh t* eo”

- ia/6_address .

-~

mask: (8..128)/126;

. " BSRBootstraprouter).

. IPve " h_ amaax t:toh”

no ipv6 pim rpaddress
ipv6_unicast_address
[ipv6_multicast_subnét

ity priority_nunj priority_num: -maskt @ " mc & m: ot
(0..192)/0 -priority numt ¢ h o h —t t
no ipv6 pim bsrcandidate St _TO;"eeg.” hma th
ip pim dm {rangemul- ¢_7"0;,tE a“h hxt "¢ O "t e
ticast_subne{ default} ax TCEt _"mte . hpMc _ h _  a
-multicast_subnet a e 0 0" " h ‘me™ Yy co"m
-defaultt x _~ "t 'E 7 "~ c (240 e HHN®
T .0a™e " x ao’eo m t e
Vm o T'E o s ‘c“o“e"o:qg*
no ip pim dm {rangemul- t_ 70" eeE.” h"a th
ticast_subne{ default}
ip pim rp-address @ " mtEt :Rehdezvo@Point(RPY "~ o c o Te t
unicast_addrespmul- ao’eo x_ " "t E aeo o~"h RPex O
ticast_subnef -unicast_addm IPX " h; m
1 -multicast subnettr @ e o 0o~ " do e " UYEQD
no ip pim rpaddress ST Tt E mRPET , xm RETOY B _ ¢ T T e e
unicast_addresfmul- com t @
ticast_subnel
ipv6 pim rp-address @ " "Mt Et :Refdezvo@s Point (RP) " o c o Te it
ipv6_unicast_address ao’eo x_ " "t E aeo o~ h RPex O
[ipv6_multicast_subnét -ipv6_unicast_addr IPv6 "~ h; m
T -ipv6_multicast_subnet @ e 0 o ~ T do M ~ UYE

N

L UE mIRPIT
c o m(t‘cp

XWRETOY B _ T T ee

ip pim rp-candidate
unicast_addresgroup-list
acc_list [priority priority]
[interval sec$

no ip pim rpcandidate
unicast_address

c T rE
-unicast_addrr IPZ " h; m

™ " Refidezvou®oint(RP

acc_list: (0..32) -acclisttme meo o~ Tahme . 5Mé " "m a
m a 0o T~ coao MEQXGe ™ " hteo 0 YILT
priority: (0..192)/192; | -priorityt ¢ h ,oh ~t teomt 'E _"e” "7t
38§0ayvy (')MQJCD-SECSFC(h'c’? OtCh~-_, moo"‘"’(e N
t ~0; t 'E " ~“ee c ™ h™a th ¢
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ipv6 pim rpcandidate C " Tt & T TRehdezvou®oint(RP
ipv6_unicast_address -ipv6_unicast_addr IPve " h; m
® 3 NP dacdnli] jpsotity acc_list: (0..32) -acclisttme meo o™ Tahme . 5Mé " "m a
priority] [interval sec$ m a o ™% |coao mEQe ™ hteo o | /[T
priority: (0..192)/192; | -priorityt ¢ h o h t teomt E _"e” "t
secs: (1..16383)/60 | -secst ¢  h o" otch~™ =~ moo ¥ " e |
no ipv6 pim rpcandidate St _ 7O, eeg” hra th
ipv6_unicast_address
ip pim ssm {rangenul- ~_ " "t 'E aeo o~"h mex QO co"m t
ticast_subnef default} -ranget x _ " "t 'E aeo o™ " h mexQ co
-multicast_subnet 2 e 0 0o~ " h me™ 7y co " m
t -defaultt x _ " "t E °  "000/8°€ _ HOH
no ip pim ssm [range mul- St _TQO;"eeeg” hma th
ticast_subnet | default]
ipv6 pim ssm {range ~_ " "t E aeo o®"h mexQ co”m t
ipv6_multicast_subndtde- . -ranget x __~ @aTeto’go T h mexQ co tmo v
fault} -ipv6_multicast_subnet 2 e o 0o * " h me ® 7y co°”
-defaultt x _~ * "t 'E 7 3E:i#32 "oe ccC
no ipv6 pim ssm [range U _ 70O, eegm hma th
ipv6_multicast_subndtde- T
fault]
ipv6 pim rpembedded K ~0: e ¢_7T0;,t E hmm ~ h gendezyvous poiat (RE) °
no ipv6 pim rpembedded i | t_T0;.,t E h™ m h rerglezyous point (RP§ .
oa~e " . hoe a ™ x he*t g h Ethemét
¢*° " c¢chom™ oa”'e"'eom mtho Y
console (config -if )#
- ¥ ’“;]_8@-[’“ .0 a>~e" " . lo( e . *a'”'x* he ™t (.;*ho*wEtt]emnetVLAN' h x ¢c c . cohto .
oa™~e" ™" et e <AK i ] m t
c o X a o : < e L
ip (ipvé) pim T . oftHa " et h o m,
noip (ipvé) pim T " - "OftHa e et M _m,
ip (ipv6) pim bsrborder cpt O L, _hTt t’E @mol T oex iy et h
no ip pim bsrborder - |t _TO/Eee c¢”h™a th
ip (ipv6) pim dr-priority pri- S_"tggh oh ot ot T PYx t.*hohdg 5w
ority . -priorityt ¢ h ~oh ~howxt 5k~ och °  TY¥Q
priority: ocoaaxt™®tohohoomt “hoa sy aaxt?™
(0.42949672941 e - L hmo tx ™t e (h(to a (BDW
no ip (ipv6) pim dr-priority G hexe®; e = co xao ™~ "e 0O
ip ip (ipv6) pim hellorinter- S _TtE_h o7 oHelfoh ™ __to @
val secs -sect¢ _h o" otca™ to KSff2
noip (ipv6) pim hellorinter- secs (1..18000307 ¢ he X'<E 'E .e ., co *X‘_ao A”; e 00
val
ip (ipv6) pim jointprunerin- T_T Tt E et h " T oaatxt T teh o
i ™o o [JN S
terval interval interval: (L.18000/ _ainzte};vgh T OE{NhZ”Y'hif:( \;‘D . emome -
noip(ipv6)pim 60" ¢(hex'e’E;(e*( c o xao"‘;‘ek'oq;.
jointprunerinterval
ip (ipv6) pim neighbortilter T TELN tgRE " WPIMm oo T Yy e
i - i m ¢ M d h m o e ™ ome o
acc_list acn(]:_lisatl: (O.(.JSZA) ) aCC:“S; ho *e ) 'Y_CD( -z N -
no ip (ipv6) pim neigh- o U _TOEeec h™a th o
borfilter
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HELTEX

-~

ip pim passive C_"TOrEMmMmM. h e’ a e Let e
* X To tte h *  Tcyh :Eemfoao‘*t "Ee_ Y tlLa ©
T /disable a”'h’hxt*P”VLf'GmorJom_” e*_”‘_e(
moo* " e 'y LDat
no ip pim passive S ._TTOSEmMm. he’  a
ip igmp statiegroup C_TOmMB ~t _ cm hom Yz &K @lta dn
group_addess[source -group-addresst IPX © h fmx cc .
source addi -sourceaddrt IPF " h m  mto e " ,_h x ¢
. V et ho o om 0 .8 .t 'H
no ip igmp statiegroup C._TOmB "t ;o mhom Yz @A OFad
group_addr[source
source addi
..~A:J_88-["“oa"'e° hoe a~xthx"e e GRE'Y
carer”” eco,<xeao(’°‘K;‘ TeamboL
P PIm_ 1K, _ 0; o = AQ,ttELa ° y*e't<h‘<“m‘
noip pim ) C Y. "OttH a ¢ et o.M,
ip pim bsrborder kot ~O- Jho_hrtht E mwoof fwe ~ m et h
no ip pim bsrborder — Lt _T0O; tE Tree . cThTa tho
ip pim dr-priority priority ST TUHE ¢h oh thax £ WY @ Foh”
. _priofityt e h oh ‘noxt 5T och T ~yQ
priority: 0o aaxt™mttorheohto xgywhoa ¢ .0aaxt?™
(0--429496729W1 Te L thIx “t e (h(to a Bpw
no ip pim dr-priority S, hexe™; e = co xao ™ "e O
ip ip pim hellotinterval secs S_" T UtE ¢ _hohelge "o tcth” @ |
secsOMOOMy na-sect ¢ h o otcha™ to KSff2
noip pim hellorinterval f,hext'E "e” ; e = co xao ™ "e
ip pim jointprunerinterval T TvE et M Tyt e
; ™o o [JN § -
interval interval: (L..18000/ -aingte};vgr ¢ h ) OE{Nh{YhS( \:(D(jgin*l pringn © o = " e
no ip pim joinTprunernnter- 60" f,hext g Te™ e co xao moTe
val
ip pim neighbontilter T, T Etho Tt RBIMeO T Yle YO
acc_list acc_list: (0..32) -acclisttme Md&h mo 5 e~ omeo
moa_ o~ | TELhT ¢ YO
no ip pim neighborfilter U _TO; tE Tree . cThTa tho
ip pim passive ¢_""O;*t'E cTmm e . h > a e~
*x"(t otch""ﬂ"‘nyto'E*J(cehf;\e tal"at E
T /disable a ™ h "hxt p|]\/|.f6m0f30m_‘ e*_‘_e(
moo* " e 'y LDat
no ip pim passive f-_"0O; , tE c¢"mm _e. h " a0

.0 a~e " . IEXEC*a““

¢ - ** c¢chom?™ 0 a” e "EXBC m¢t h o h ’ a ~

console#
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DHELTEX

console (config )#

*"A;LBQT“oa*e h< a ” 9. 9/
oa™e" ™" e <8 <AK: ] m t
cC o X a o , < @ -
showip (ipv6) pim rp map- Jto®h T Et e .  wtx m_ Y “ee
ping [RP_addy T e oha”g¢e¢ O
-RP_addr P~ " h  m
showip (ipv6) pim neigh- to®hte oha~ ¢ n@m "tYoad
bor [detail] [gigabitether- gi_port: (1..8/0/1..48)
net gi_port| tengiga- te_port: (1..8/0/1..24);
bitethernet te_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| group: (1..48)
port-channelgroup vlan vlan_id (1..4094).
vlan_id
showip (ipv6) pim inter- to®htTe oha~g¢g Qedohyi|gm™aly
face [gigabitethernet . ) -stateontoto*h~>* 't m et h
gi_port| tengigabitether- gl_port: (1"8/0/1"48), -state-offto to*h~> =~ t - m et h .
. te_port: (1..8/0/1..24);
net te_port| fortygiga- . |
: fo_port: (1..8/0/1..4);
bitethernet fo_port| port- :
channelgroup| vlan group: (1..48)
1elgroup vlan_id:(1..4094)
vlan_id|state-on |
adrGSm2F76
showip (ipv6) pim group- . to®ht"E* ° gx ch vy~ aeo o~
map [group_addres$ -group-addresst © " h - m hxcec . @
show ip (ipv6) pim counters 1 Jto®hme™ h am; tt:la o b
showip (ipv6) pim bsr elec- T to*hte oha~gg O o {wo
tion
showip (ipv6) pim bsr rp . to®*hte ohaotfg "©; ee . _~e’” 7
cache
showip (ipv6) pim bsr can- . to®hemto 've _Te” "Tto
didate-rp
clearip (ipv6) pim counters T TextPRVMM ; t ;  _ ®
h a h mco TE-o ~ e Y oa~e?-”
A x~ o 'Y e*mtho - tLa {®@ B m"t ~*~th ‘'t m7T’Eeao \yto B M P
choto _ o ~ a ™ h "h xt G (0))
console#  configure
console(config)# ip multicast - routing
console(config)# ip pimrp -address 1.1.1.1
5202 xe _e¢_ Y tLa {y22LAy3
_Xe_c*'Y tLa {y22LAYy3 *mCOA*'E“'“eq'@mD'T'Em[mH]"’;Y“ﬂjlzafq?(
PIMa © h " h x t "™t oh ™ a (0]
me o e o """"“; t £ h IVQET—JAVEGIY —aye bm oy* 7 h me o C
t o9 cohto ¥ O _otoh o T .7 co Tx . e tLa W2AYyZI tLa
.o0a™~e " h ’ a ™ o ¥ * T'Ee o 0 e x h * ¢
¢ ® " c¢chom™ _oa e’eé‘o"mf“hEeo_ ‘0 & ’ 2 h ™ ¢
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T % TSogr .o a v e ” h ~d * a " 'Ee o o e x h ™ ¢
e ™ “ee ™~ e
.o0a™>e "~ "~ v« *‘,;K‘~ ] m t
cC o X a o , < ® o x <
ip pim snooping " h 'mdogTEo0 ~e xe ¢ |
T/ ~0: e oaaxt™®tohoa @
no ip pim snooping ="c¢h t t'E mco TE' o ~e x|
ip pim snoopingvian 7 h t'mco TUETo " e PIMSnooping__ ¢,
vlan id _oaaxt~ tohoa T Ty TVLANE © o e
) vlan_idt | 7 et ¢ OWAN- eoa h
— - vlan_id: (1..4094) - = : = s
no ip pim snooping vlan cth t mgc o E ox € _e PIMSnooping
vlan_id _oaaxt®tohoa " 7T0y ""eeo o e
.o0a*e” . EXEC, a-~
¢ ® ™ ¢ hom~ 0 a~ e "EXBC mt h o h ’ a "~
console #
“F 719k Lo a " e " h o0 a” 9.9/
S o =
.0a~e ™~ v« * <AK‘ ] m t
c o X a o , < . ox <
show ip pim snooping T L0 _"to’E "x O e oha”"g O o e”mth
show ip pim snooping vlan . o_"TtmE "t mt x oetho ™Y aeo
. vlan_id: (1..4094 ST £t s — '
vlan_id _d: ( ) eeo gty
show ip pim snooping groups Lo “rtmEg mo " *h  mxkcho ~ee
sh ip pim snoopingeighbors T Lo _TtmE mo “h o omth ho “ee
5203 _hoto o~ g{5t¢
h ot oo “oe h x e Y mto e o _ o MSD]@' o*"‘m'cho<"h1’|:_§‘o3(m0t'fnna"Yhm”'. _

o Multicastt b = ea _~BHx" ‘e .PIM oa e MSDR o " e e

; peo X m t e . R]?_“ ; on] oy aga e ()
.0a™~e " h > a "~ o ¥ % T'Ee o o e x h ™ ¢
¢ ® " c¢chom™ oa™e e 60 % miHe o I ’ & h "~ ¢
console (config )#
T 10T .0 a ™~ e " h —¢ * a ™ 'Ee o o e x h ~* ¢
S e ~ o
.oa~e" ™ 1« * </\!K<* ] m t
c o X a o , <« o oo s
router msdp ¢_"Ogpoto_o™ cgft5t h * a o
o e x h ™ ¢ [0)
T — . . —
noroutermsdp Lmto “e*cthEto_o*x a*{VEJE“(O.O
o e x h ™ ¢ (@)
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DHELTEX

.0a™~e " o e a*xh™ ¢ MSDP o t o o —~
¢ ® ™ c¢chom?™ oa“e " eoe mt kebh™ ¢ o MSDHP ™"’ a
console (config - msdp)#
“ % 71087 .0 a ™~ e © hoe a *xhh ¢ o MSDP "™
e “ee ™~ - e
0 a*e " . '(A,K(~ | m ot
c o X a o : < @ oo
connectsourceip_address Torer Mg mLE _otoh . o Tx Tt
T/IPX " h m e m g0 7 oy” o c¢h mo fRoa e o)
no connectsource "mt T etoR ~ ; exao ctroTe 0O
cachesaholdtime secs secsOb Mpnd®docn "~ mt et &'y A Tc m  H
no cachesaholdtime "mt~eo t'E ‘e™ . e co xao ™
holdtime secs Tmt T etoE t K24 RGAYSO Im Tt
) e Tx Tt ch moytd " (eSS LF f Ao Sn ¢
SeCSO 0 POMP N U om ~“o0a m*h=m = tmoy
no holdtime “Tmt*eode ™t Fe c o xao T"-"e (@)
keepalivesecs “mt ” etop t h ~“ T a X omol* *
paves secs (1..60)/30 SRS L. SR - o
no keepalive mt~eo tE c..e _ co xao
originator-ip ip_address e "EIPT, "th m 3 meco TUVETX a .
T/IPX " h m e .mogo T y" g moo® " e Yy [
no originator-ip "mt~eo tE e” . e _ co xao T
peerip_address Jo "t E _oe xheeh O a{BLt  a
1 _oe x h ~* e
no peerip_address ST T OUE &{ 5t
.0a™~e " o @ a * xXMISDR h ~
¢ ® ™ c¢chom™ oa™e " eoe mtRMSDR h * h ’ a
console (config - msdp)#
“ % 1047 .0 a v e " hoe a*xXMSpDR: h ~
e "™ “ee ™ - e
.oa~e "~ ' < * </_1K<‘ ] m t
c o X a o , < @ "
connectsourceip_address TToe”Pf,thE My _otoh . T x Tt
T/NPZ " h m e mgo” 'Y* o chcgMSPP _foa e
no connectsource Tmt T etoR T, exao ToTe 0O
descriptiontext - , """t E oMSDP " &~
p._ USEUY OMOPOM—FF—= - - NP
no description tE oc m¥e
meshgroupname . , Jo *~ t 'EMESHMh X ¢ ¢
group VEYSY omModdol—r— = P =
no meshgroup t’'E mom
safilter {in | out } SO T TUE ehT o Smoo ¥ TEeN T ¢
sec_num{ permit | deny } -permitth ~ ~h " O" ch= . o T
[rp-add(rjt(ajssip__add(;arp| -denyt "~ c¢h _ “" 0O ch = . o e
group-addressip_addr_gr ~secnumteoa h m g ch=- =
| source-address sec_num: i add Etoh - YRR © % h  mx
ip_addr_srd (0..4294967294) -1p_addrrpt c. e
-ip_addr grt ME ¢, Y co ;h omx b
-ip_addr_sra ME ¢ 'Y co ~ 7 h Moultcast, m
th=~
no safilter { in | out } STy, t o mo T *eex QO m e, O ch
sec_num
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HELTEX

shutdown s " a e mth ™t tepmm M@ﬂro;hoaz e
T -_T0; e [x T TYY 0 Loc¢ xh e, .
no shutdown Amt"eoﬁ t E e ™ . e ) co x ao
Loa"e” . EXEC a-~
¢ ® “chom™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
'*+A195T“oa”e°. h ~  ar~ 9. 9/
.o0a™>e """~ - © : e*AK: ] m t
cC o X a o ’ ® oo
show ip msdp peersip_addr] o _"t'E oha”g¢g 'O 0 e”"mtho ee .9
mo(Tke(ek'Yz e”mthom_‘g c*ho“
T moo® ™ e 'yYa choto o 7" a{5t
-ip_addrt IPF " h m ¢ h~
show ip msdp sourcactive Lo "mtmg " h a0 o H'T O[]
showip msdp summary T o _"Mtmg aa”hex Q e ohafFFPPO cho
clear ip msdp counters JTextmE ot -
clear ip msdp peersip_add ] . L. xomt meE ° e MSDRY m~ a
-ip_addrt IPZ " hc mh ~
5.20.4 x e _ ¢GMPProxy
T x e ¢ Y aeo a™h”’'hh xmte o' * ¢ LDat t NRE& ch ~
Xx ¢ ho ™ e eo a“h "hxt Y e aeo o™ " h m e o) T e e o)
choto o™ | Dat ® coao “'EO LDat tNRBE& xmtho m
aeo o " h meo h “omma.o™ e omt 'E cOt’ ~0:;"t EmY aeo 0
. h " h xt T e Y omx " mt ~'Y tm Yy a ’uph’nku et et h m
e ’ mto’Y"'d@Nmmk;)@D h(’)u'bﬁnlgaeteh m oaaxt™toh
c o ~°X Pt T'E a ® o t d “ruhicastctiend) o h a h x t mo ¥ mt e e
IGMPD o etqo\wn“nk oma*a~x t * t o h . mt x c ™ t ”'; m t
o ¥ h~*~t - t mo o {GM®et ymcthhoot an to "3 ¢ o ° ~0; e e 9
/7 ‘o’“; m t 0 co "~ " h > i a o) h x ¢ ¢ a e GMP ~
Y Proxy _~ ~~eo 9 t~% 7™ ¢
A LDat tNRE@ co”" h> _&gtth” o maypyudR2yfAY]
,/"::‘ L. Te oY M T TIGMPPrexy, X e e, |
-IGMPProxye ., c¢o ™ * h> = tmy elAG hxcc”™ g = h
a o’ t * .t 'E och 7 —~ e to  TEF o o° e e t h
-c h mco T'E o \J§ ec h ot |GMPMT ™ et h m® 9 t e
o Fh ™ ® ™t .t o*TOE Moy *” celkchude(*,G0t inclutie(*,G).
7 ¢ 0\VLAN otoh . omx ™ mt |GM‘|¥Snb@pih\g’ ¢ "o e &
V ot ~0:; e
/ IGMPProxy —QinQt h = _ " Y
Y oy _onn teo Tht*ot .  xe . 4GMPPidxy. eIGMP® :
Snooping SVLAN CVLAN ~ t = _~ _|[Pe™m tm®o e™E "~ ~ee . g
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DHELTEX

—a

o a 4 " 'Ee o ¢
¢ - ™ chom?™ oa™e ew ¥ “ntHe ® ‘o oe a% h~ ¢
console (config )#
T % T10@T .0 a * e " h ™6 * A "'Eeo xh"ege
oa™e"®~"™ ¢ ’<e*<,_\K: ] m t
c o X a o ’ < @ oo
ip multicastrouting “ ch thE fotx a”h "hxt “e, ., as
AIYLIMLINR E & Tfo xao ":;~"¢e” m_oe ~ xh ho ~ee.g et h
no ip multicastrouting xe e, Y _ -_|T"cth b "E¥ ot x a~h "hxt e, ae
AIJYLITLINR E & m_oe  xh ho ~ee 9 et h T
ip mroute prefixpre- Lo T Tt E Mttt . om0 ch~ o
fix_lengthfw_router_ad- - . a“h "hxt "¢ O
dresstunnel tunnel_id prefix: (A'B'C'D)’ P& | _prefixt IPF "h . m m _t e~ e . Y
fix-length: (A.B.C.D ", -prefix lengtht a = m = ¢ h m* e e
/n); fw_router_ad- Pre - - 9 -
dress:l (g..B.C.DG);tun- -fw_router addresst IP " h _m a*h ‘h "t
ne—l'(l"l) h me o h:.mm . —
-tunnel_idt , © et “toh txee YO
no ip mroute prefixpre- ST T tE Mttt .m0 ch~ 7o
fix_lengthfw_router_ad- a”h “hxt "¢ b
dresstunnel tunnel_id
.0 a~e " . h o ¢ a ™ x he*t g h Eth@rr@etVLAN: e t h m = h x ¢ ¢
¢ ™ c¢chom~ oa™ e " eo mtho Ethernet VEAN ® et h h
h x cc cohto Y
console (config -if )#
“ % T108r .0 a ™~ e " hoe a *x he*t ¢ ho 90 R/SAND/ S (h X coc coh't
oa™e"™ "™ o ;<e*</_\K: ] m t
co X a o ; < @ L
ip igmp-proxy {gigabitethernet | gi_port: (1..8/0/1..48) oe ~oxh hx a. et h o m Y
gi_port| tengigabitethernet te_port: (1..8/0/1..24); | mto yr . om t ® .oa”e” " e~
te_port| fortygigabitethernet fo_port: (1..8/0/1..4); et h LM o x;"mt xQO" _ _ a”h
fo_port| port -channel groug group: (1..48);
vlanvlan_id vlan_id: (1.4094)
ip igmp statiegroup group- C_7T0;,tE mt "t multicast_ h x cc T cadm
addresgsourcesourceaddr] -group-addresst IP* © h mx ¢ c
-sourceaddrt IP¥ © h m mto ;e " hxec
1 V Tt e m "o T e|GMPProx§
no ip igmp statiegroup group- ¢._7T0;,tE mt” tmulticagt_h x cc”.”chom
addresgsourcesourceaddr]
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.0a™~e " h o e a ® x he*t g h VLAN”‘
¢ ® ™ c¢chom?™ oa“e " " o m X\ ANE h ’ a ™
console (config -if )#
T % T10Q@r .0 a * e " hoe a “x he"t g ho V| AN
oa™ e "™ "™ e Vo< *<AK: ] m t
c o X a o : < e L
ip igmp-proxy dscpdscp "mt™e te’E ; e  JB{ ptTo_ _ T TV c
choto o ™" LDat s _otoho *x °
dscp: (0..63)/0 e et VLAN _m
no ip igmpproxy dscp "mtTeode”™t Ee  co xao T:"e 0O
ip igmp-proxy coscos “mto” e ‘te’E ; 8021 Lt T TY ¢”_  to
_otoho  Fx" ot _mco TVE o "t Em Y
cos: (0..7)/0 VLAN
no ip igmpproxy cos "mt~eo tE e~ . e co xao -
.0oa"~e” EXEC . 2 ~
¢ s ™ ¢ hom~ 0 a "~ e "EXBC mt h o h ’ a "~
console #
C 7 7198t soate” ho . a” 9.9/
oa™ e ™" e ’<e*<ﬁK: ] m t
co X a o ; < e - <
showipmroute HhomaommmmiEo'o"*h<me o) h x cc
[ip_multicast_address o hxece c¢co ~"h mx hxcec . - c
[ip_addresy [summary] aeo o™""h me.g "Tee .o
1 -ip_multicast_address IP~ = h fmx c c .
-ip_addresg IP~ " h mt o e "
-summaryt _h~*t_o ~mo® ~h>~e "
aeo'o”’°h(meom t*':“’“.*c( a ™ h "hx
show ip igmpproxy interface vlan_id: (1..4094); | o _ " ‘e top aCog mt IGMRIUNR E& ch a &
[vlan vlan_id| gigabitethernet gi_port: (1..8/0/1..48); et h . m™¥a
gi_port| tengigabitethernet te_port: (1..8/0/1..24);
te_port| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channelgroup] group: (1..48)
h a .hc o Te oea "y "
console # show ip igmp - proxy interface
* - the switch is the Querier on the interface
IP Forwarding is enabled
IP  Multicast Routing is enabled
IGMP Proxy is enabled
Global Downstream interfaces protection is enabled
SSM Access List Name: -
Interface Type Interface Protection CoS DSCP
vlan5 upstream - -
vlan30 downstream default - -
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DHELTEX

<

c

~

T X e > x ¢ h ™~ — e ’
5.21 - R
5.21.1" 27 ¢ AAAa
1Y o mec : e Y * oc“meomt mAAA LG~ & e tmc o
L toh e, Y x,;, t 0@
- Authentication6™ x t et ~gmo Coemtyy ~— e~ “T"chom™ mx " m
m mt a * "0 c *meomt 0)
- Authorizationo . t oh X ’ c . YS ¢ ho M-[(nho_c o mx th o & A S0 m xt ;x”ct e
m m t a oc ho s ~ox ot et “ e (O)0) och ®
- Accountingg ; _ttmyo e “* coth * T e a h mxhmo
] Y 7 h o e Y T @& e 3"3eSSH&x o TE " X tm "y
-~ Kl —~ &~ o~ -~
0o a e h d k:d Ee o oe X h c. .
¢*° “c¢chom~™ _oa”'e""e"\m:"'nf“t]:_rem_’_* e’ axh* g
console (config )#
m+A206T~‘0a~e¢ h > am /—\O'Efm/—\,Eeo o e Xhme
- e - o =
_oa™*e" "™ 1 . < K 4 m t
X a o ’“, ~ e (( < @ .ox<
aaa authentication login Smte eme@mo® T xt et o "¢ = °
{authorization| default | -authorizationt h = ~h "~ " ~t cho g0 " e
list_namg method_list oc mTee .a e aT a to
-defaultt , mco TE"0 "t E T 7Y " xt et
e ’ a to® . T
-list_. namet , 2 Yy m¢ m _~ "xt et "
vt h x O" om Yy o s c o 7
¢ om™e methodk lishe . o
-enabler mco TEro "t E ¢ ~ho TE " TV
-linet mco TE" o0 "t 'E ¢ *ho TE t h a
) -localt  , meco TE'0 ~t'E To "~ T'Eex O *
list_name: (1..12) S~y Mxt et e T
m a o "o T ‘ A= -l -
. - - _none'[e( *mco E 0“ t 'E Xt(et*‘
method_list: (enable,_ Ilne., -radiust _ mc o “E’ o “RADEJSN ch m oh o SN
local, none, tacacsadius); [~ , & ¢ - e T
T fo xao T-"™e ) ot e T .
' -tacacst , mc o ""E 0 t’'g mc mo ¢!/
omx " mt Yot * - - -
P “ < X t et ¢ (0]
co ~o * ~Eeo R « c o P B
. — ] ]m X a to x to et
f?e.aaa.o V “omt x c oemo 7 m -
authentication login - oo
authorizationdefault loca) o T e me m * omx " m
V aaaauthentication login list_namemethod list.
"mco TE" o e m c m_"'Y
aaa authentication logirlist-name
'ﬁ ¢ o * C e c ot h "o
H t 'E e 0% 50 ° a a e a
X - - a o 0 a to”® ™ X
no aaa authentication "mito” e te’E e  Cco xaoT:"e 0O
login {default |
list_namég
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HELTEX

aaa authentication ena- "mtoemcPmo® *xt et "~ ¢
ble authorization{default ch 7~ 77 g0 om o mt
| list_namg method_list -authorizationt h © *h "~ 't ¢ ho go”’ e
oc m™ ee .a e > a t T va T
-defaultt , mco TE"0 "t E T 7Y "xt et
e > a to” . T
-list namer ., @2 'Y mc m " " x t e "
- t : h x O" om Yy 0 s c o 7
e, m~e  methoklis)e . 0
_enab|e-[’mco’\’E'o”"t '‘E ¢ “ho TE ° 7Y
i -linet mco TE’o "t 'E ¢ ™*ho TE t h a
list_name: (1..’1\2) Jocalt mco "E' o "t E "o *~"Eex(Q *
m,a.° °. TTY O oxot e t e T
method_list: (enable, Ilpe, - nonert © ‘mco ~E o fiE *xt et
local, none, tacacs,’r\adlkjs) -radiust _ mc o TE’o RADEJSM ch moho O
T fco X a o : " .
' X t et ¢ T
omx " m t Yyt < o T Lt .

« - < -tacacst ™M c o 'E- o t 'Eomch moho ¢ 1°/7]

c o o ~ T 'Ee of, * - o < re < — .
- - . x et c,, @

-ee.aaa, Y m a t o " “ox ot et -
authen_tlca_tlonenable V “om i x ¢ moemo X me :
authorizationdefault < . ) =

enable (_o'*”e m ¢ m - omx " m

V aaaauthentication login list-name method._list.
"mco TE" o0 " e mc m_"y
aaaauthentication login listname
’ Co - T e cot h )
- ° t 'E e o % 90 ° a a e a
X o ao o a t o™~ X ot ¢
no aaa authentication "mt~e teE : e  co xao T:"e OO
enable authorization{de-
fault | list_namé
enablepasswordpass- "mt~ect*mo TE " Ty _oetho Y  a
word [encrypted [level Tomtxcec® co TE'o0 ~t T O
level -levelt x ho e ’E c¢ch 7 T
level: (1..15)/1,; -passwordt ¢ © h o TET
password: (0..159) -encryptedt =" T "t E ., ho Tee . ¢
m a  ofgdmin ¢ ho ™E v, ho T"eeoa 7 3
X mtho m t 0o
no enable password "TmtTeoTheEExao0 T, "e QO
[level level
usernamename{nopass- Jo® ~"tep TVETo "t Y 0 To " TUEe x
word | passwordpass- YIEYSY OmMOddH s -levelt xho =~ eE ch 70T
word | password en- password: (1..64) -passwordr ¢ * h o TET
crypted encrypted_pass- m a o "o T -namet k& 'Y co TE'o ~t TNT
word} [priveligedlevel encrypted_password: | -encryptedpasswordt ©~~ ©, ho ~ee . ¢~ ho
omMddcny m 4q¢ " ho TE v, ho "eeoa 7 3
level: (1..15) xmtho mt " ]
no usernamename STty TEToe |t 7Y ~o "~ T'Ee o
aaa accounting login T Ch t'ET e x ot Y (T Txet ™
startrstop group{radius| L h ~_ eo to TE o Ty co
tacacs+} Wl o momi ax coeomy eo
9 C¢co c*ho QO t h a e ™ ™ 3
" e o
T [co xao T-."e
- e x - t ) < ® e x - t o~ - t h x t
V s co TE o ~ ot ~E got® mt
m t {.;to mo o t tmstartXStop
moo® " e 'Yy RADUSET ~& T th
T he ot o omy o moo® “RAPIUSYD
c h Tt 7208,
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no aaa accounting login Ttoeth tET e o ox ;. t T §r " xet”

start-stop a~e” @

aaa accounting dot1x _T htEC e X oottt T "xetr”
¢ ® e X t - t h x t m

startrstop group radius

= < - —_—

V cc;’B"E"'*t< ""E< 50 "t "l mt &
¢} tmt start, gtop“'emo-o(

ot mo ot : ®
e"YQ choR“;A|U%c’\’"h“a<th.z m:)

.my mt){g*c"‘h(cetRAD_ﬂyg’“h"_(*(e

T fo xao0 T e t~7/\,201)-<
; - e x o t
¢ h _ Mdltiple sessiong" © © * " start/ SYop

Vcom ~* Ot m 'y -~y “’*o'o c {
Multiple hostst t © —'E_o " 7Y ¢ o TE" o |

'<.° th(e‘*_*WC*'O oma o

no aaa accounting dotlx "mtoTe teE ; e  co xao T-:"e OO

start-stop group radius

ip http authentication Jeh Ttag to”  Txt et _ " HTTP ¢
aaa logirauthentication m_h _hx o _h xmt“eo me m |
[loginrauthorization] a to” Fx" 't c¢ch a teo'yt 'EmiYcT0™0 63
[http | https] method list eo eoax a to"x “xt et " g
. -method listta _ to® ~“xt et  ~ g Y

method_list: (Iogal, none, | |ocalt ¢ o a o ~ ~Ee o AT e il

tacacs, radius) nonet e mco TETx  tmoyT

tacacst , mco T"'E"o "e  mc TACARCE o m

radiust , mco T"E o “e  RADIYJS mh o h o m

no ip http authentication "mtoTe teE ; e  co xao T-"e OO

aaa loginrauthentication

“mto* e *t7E oh t a ochom

-

-chaintc om ™ e X reo coc .t
0o a x a t o " x m c m t em T % x "™ g
aaaauthentication mode T /chain m~™ " x Q" _ ax a t;o”x R c,co; ;
{chain | break} -breakt ¢ o me™ x " seo0 T xt et "
t o x chog mm ~ xt et s x t* ge t
_~G Y ¢ o m ™ " x 0" ax a t o " x -
o "ao’ eomt “ox ot e t e c
aaa 3ccountln|g com- ¢ ~O-E " e " - toeeh o
mands stoponly grou cox ao T~ e — 2 ‘ " b )
ponly group T?/ ! *| o Tacacs.
tacacs+ o e ox oot
no aaa accounting com- .+ _"0;,e0|"mto~e teE ; e  co xao T:%e QO
mands stoponly group
" dat ¢_T0; . Irtetim-Wpdate; ", = h x|
aaa accounting update 1o xao~:=la_ "xt T h & e o
no aaa accounting up- .05, e0 )¢ . T0O; e, Iterira-Uptate_; . ", ~ M X
date c h o a X ot h a e (0]
aaa accounting update _ e  choa Txt_ ~ h _ a e 3
periodic minutes minutes: (1..300)/ . ° 7 UUEM 'Y Imtefind-Update "~
no aaa accounting up- la e x t” "mt~eo tE 'e”: e  co xao T
date periodic
“mto” emcpPmo * - t oh G o *©
list_name: (1..15) -defaultth =" _t ho =t 'E mefautf o_o mo
horizati m a o methodTlist: co xao ™T-"e O mt E m mt a T
aaa authorization com- o . . L, ‘ . " . <L
ds {default (tacacs, local); - list namert Y me¢ m a to "o .
{_nans{eaul T fco X ao - "e 1a o o h o t h x a o o] co TE" o ~ ot
ist_ namé grou : " ) P < oA e A
thod EI}% P m ¢  ndefault, -tacacst 2  t O > co " o YO~ . TACACS
method_lis - t oh e m h h o SR - t oh te T
omx ™ m t Y| -localt a to” s ch ot ohoa - t o
tm Yo
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HELTEX

Commt’“eonyt’E'e";<e'( c o X a o
-defaultt m " hom mec m defau_  ae "e; ae
no aaa authorization xao ~:"e OT
commands {default | - list namet x ©° 7, T o0t TEm__  mc
list_namg list_ name
g C  mo mdefamtg?(ao’(t - t 'E
VJ m . m t . a
s t ~ho "t E mc mo  a to"o
aaa authorization com- a~e” @
mands {default | list_name: (1..15) -defaulttm © 7"t E 7 _t e . adefault, m o
list_namg m a o To T -listnhametm"  ~"t'E " _t e .a moot
T /default t, "EMW_,_ mc mo O
no aaa authorization fommt~eo tE e " ; e co xao
commands
] Ty to o) cto” - et co Tx — " om t¥xxct e
'. G hex ™ 0 ¥ X 3 mco TE X t e ” e
_-,_./; * o k< x * * —_— * © < 1 *
none.
- *zotr’sth*mxoto “e:*'me*’Yx,<t‘ choto_o - W!5L:{
“ t h *+>,<*t~th :>,<*t
st h Tox ot * . c m ™ e
. moo ¥ " ¢ moo ¥ * [ B * L
Start Stop
UserName (1) ImtE Imt E mToet _"e, Y co TE0 "t
NASIPAdd 4 ImtoE ImtoE I[P " h m  oaaathmicho™ " 'E" x
ress (4) m mm ADIUS Ww_ _ hoa @
¢ ¢ uho*'“o""Eeo< 'e‘;(e*(z_
Class (25) Im E Im E T exy 7t om o omm ®
. MAG “h m NASh t mco T'E" x a
mt m t < * < ®
CalledStationD (30) ] E 1 E RADIUS n  hoa o
CallingStationtID (31) Imt E Imt E MAG “h m co TE'0o ~t 7TYO
FramedIP-Address (8) Imt 'E Imt 'E IPm"h m co T"E 0 "t TV
AcctSessiorD (44) Imt E Imt E e 7 TUEE T et ., _Tton
. o ¢ ~T - t a to® 3y co oto
AcctAuthentic (45) Jm E Im E “X U e c ho e o
. . . . ¢ Ho_’ “’"<tz_"_°o’“0 c o
AcctSessionTime (46) . Jm E S momt a o
AcctTerminateCause f ImtE h e - h ot Yy m mm o
(49) < - * LI E—
T 0BT st oh ¥ oxot moo~ " e ° e Y X t o~ c hoto
. “th F*xit~th * x t
sth Tox ot L . . c m ™~ e
m o o ¢ mo o ° [ - <
Start Stop
UserName (1) Imt E Imt 'E "t,et e Y co TE 0o "t
NASIP-Add 4 Imt E Imt E IPr " h om_eaaa@tohmbs TETXx
ress (4) m mm ADIUS W_ _hoa o
¢ ¢ o h t _oaaxt”‘toh"z e"co_’B'E-,
NASPort (5) Im E Im E o v~
, , L ho .0 TEeo _ TQOT ;eeo 5 o
Class (25) Imt E Imt E e Y x . t*"m mm o
226 Ethernet_o a a x t ™nt ot MES23x MES33x, MES35xXME$324



CalledStation|D (30) Im Imt E PP "h m _oaaxt”toh” @
CallingStationtID (31) Im Imt 'E I "h m co T'E'o "t T
AcctSessiorD (44) Im Imt E ~e " TUEe . T et " to
. -~ - . t a to® ¥ co ot
AcctAuthentic (45) Jmt g Imt E “~ 3t et c P o e o -

. . o - - t 3 - o T o
AcctSessiofTime (46) ) Imt E u - B EE ‘. <_q)_
AcctTerminateCause " Imt E Jhy e " hot Y m mm D
(49)

NasPort-Type (61) ImtE Imt E Lo _- Tt ot ¢ coht~
EltexDataFilter i Imt E (G, mo_ ch* Ty mo® b
m o AC‘]_(’)t - ?Qg)le‘
EltexDataFilte-Name " Imt 'E "a ACIP Im ™ e T *eo 5 ot
(RADIUSACI.
* % 72087 . TO; . ACh To _ ~
. T 0; . . m o 0 coom ~ @ )
o c idc"h’o to o 7" @
Jocxmt —a . e e Y
=" TIRV4 icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6
prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipig
p)jm, 12tp, isis;
-7 TIRVG: icmpve, tcpve, udp\e.
mac_src sZh mto e ~
mac_dst s Them-e” . e Y
ip_src =0 h mto e  ~
ip_dst IPe " he ™ e ™ . e Y
ipv6_src IPve” ~ h m mto e ~
ipv6_dst IPvg " h m e™ ~e™ . e Y
dscp “e” ; DCSP.° 7Y o0nddco
ip_precedence Jh o ptht 7T oa0ddT O
tcp_flags TCP. 7"
vlan uoh'Y*_o“.\‘!LAmoa<h
icmp_type . moo® " e |CMREh o tmoc 00”TE" x _a . 1
ICMR = _  to . 6n®PHpPpPpO
icmp_code Lo "7 moo* * e |CMfEh o tmoc 00TTE" x _a . _
ICMEE = _  to . 0nddHppL
igmp_type " ¢ cholGMP_o T"

udp_port_src

UDpohtto*;re "o

udp_port_dst

UDRE o h t e”"e"; e

tcp_port_src

TCR o h t kmto;e* )}

tcp_port_dst

c o ht e ™ .
€ = 1 <

udp_src_start

T ~re o
E <

UDR ® h te

«

OD*D‘och“t'ooue .

udp_src_end

. 0 € e o0
< 1 <

UDE o;h<te L.

UDE“oc bt 0 e * m

(o]

udp_dst_start

e e~
Ee o

UDR ™ h te

UDFF e toe e~

udp_dst_end

UDE o;h(te L.

UDE“xch t o e e ™

e
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tcp_src_start Tt TUEe o peohte " fCR"och"t 0o e ™ mto
tcp_src_end .oe :eo "pcoh ter 7 FTCRToch®t oo e ™ mt o
tcp_dst_start Tt TEe o peoht®t - fCp~och®too e e ™ ‘e
tcp_dst_end .oe -eo “pcroch ter 7 TCRToch¥t oo e e * - e
EltexDataC A f (i S NDataFiltor-Nam8Eto mo * .  f+IQFERRMNAO ~“th “xt .3 ch
Y ", e”a . om_o o To*~ T e 'Y mc m_o  ml [h[ _eh™ @c o h |7
*mco"'E'o“”’e*Y""‘eeo'om‘meﬂiﬁ?‘ﬁe\)ﬁhja@"ﬁWn]@q_J“{h *th*
“ th 7 x(EltexDataC A f (i S(BexDataFitterb I YS0O ° 7Y _ (Blttx3. "~ opHCP

_h a et mt h oVendorSpecific™ t h ¥ xEltexDataFilter EltexDataFilterName = — 'Y
Freeradius.

¢ ™ _Jpath/to/freeradius/dictionary” © * ~ ; t 'E

-

VENDOR Eltex 35265
BEGIN- VENDOR Eltex

ATTRIBUTE Eltex - Data - Filter 82  string
ATTRIBUTE Eltex - Data - Filter - Name 83  string
END VENDOR Eltex
’* “ o ha™t "‘c*m* |_t@nh!x/([tm’YLtné‘Q*!x/’q"' ao ho ¥ h ~
- m "o "o T e . LUt E "¢ m™e . : chot*
GLISNXYAG .~ RSyeovs ALJwLJNSGSQSyosz LINE (
omt‘“’"Ee.( ch~a th. c m. _ "~ Ootm'y c ho
" T o ha™t T oc m al / !/[ o h a h x tmyY m ™ 7
wadl S0 T e . Lt E ™o m™ e . h . c hot - mt h
RSyeous AL JwLJNBOSRSyoscD om ™  *c m o % Y
™ oc m* Ot m Yy cmduocohoy_Eecp
" D m _"“Hy<rq_‘t "Teo om oL T tmy - h ZKn$<
-
' Hhoto_o"ao e o x_”‘ ’“tE_”‘_H : m’“oﬁoa .
-
h a- h
user3 Cleartext - Password := "hello"

Eltex - Data - Filter = "ip permit 1 prot=tcp ip_src=10.0.0.3/0.0.0.255
ip_dst=10.0.0.0/255.0.0.0 tcp_port_src=80 tcp_port_dst=443",
Eltex - Data - Filter - Name = "Filter - MIX1"

~ ~ I~

.0 a™~e " . hoe a xth *h @ e

9 ’ ™ c¢chom?™ oa™ e " eoe mthtb’“h@ e “h™~"'Yy a

* kk e < * <

* J—

console (config -line )#
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DHELTEX

*F TR04T .o a e ” hoe a"xth™e e~ "'Ee .o m mm
S o =
oa™~e " ™ v« . <AK . ] m t
c o X a o ’ < o - ox <
login authentication{de- T, te Xt et _" e, c h telnetp
fault | list_namé ssh
list 1.1 -defaultt , mco "'E'0 "t 'E mc mo  [c
|s;nar2e( 2, mo © " "ee aaa authenticationlogin default.
o -~ | -list namet ., mco T'E‘o “t 'E mc mo  Faal
authentication login list_name
no login authentication "mto~ e tef : e  co xao T-"e Q0
enable authentication{de- Tt t®vXt et " g chco TE o
fault | list_namg x ho ey ch® 7y ™ o tengt $Ssh. =
. -defaultt , mc o "'E'0 "t 'E mc mo (¢
IlstnTnarze (10"19 o mo © " " ee aaa authenticationlogin default.
- - | -listhnametr ,mco T'E'o0 Tt 'E mc mo  Faaf
authentication login list_name
no enable authentication "mto* e teE : e  co xao T:"e 0O
commands authorization ¢« 7O; t’E " _toh " g O _oa~er-
no commands authoriza- 1/, _"0;.,e° t~"QO; tE " _toh "¢ O _oa~er-
tion
passwordpassworden- TTtT®E ho TE T Y t _ha e~ 7" ¢
crypted] ) -encryptedt ~~ " "t E " " ho ~“ee .
password.(Ole» c*ho ~E Ces ho ~eeaa :
m a [¢} 0 - i L - -
* - - X mt ho m t R 0D
no password "t fTEho TE T Y t _ha e” T" @
oa™e " . IrivilegedEXEC
¢ ® ™ c¢chom™ oa"™e °pFivi1IegedE1XE(D ) h ’ a ~
console#
"7 72087 w0 a @’ I priVilegedEXEC
=% - - =
.0a™>e """~ T« * <AK . ] m t
c o X a o , < ® - <
show authenticationmeth- o "tE oha” g 0O of ~“xt et
ods t _oaaxt*toh
show authorization . Lo _""t'E oha” g 10O o o "T "ee . g
methods “ ton e oate’ g - -
showusers accounts Lo _"tTB _ " TEe x O Froox T v ee 5 ¢
T c h - ()
oa™e " . EXEC a ~
Y ® " c¢chom™ 0 a ™ e "EXBC mtho h ’ a ~
console >
¢m oa™e?-” T eeo 0 h ~ N — STomtxce to TE o
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<

2087 .0 a " e h > a* 9.9/
.o0a~e" "~ o ’<e*<,_\K: ] m t
co X a o : < @ CEE
showaccounting Lo TPt oha” e 'O 0o e”"mtho ee
T X t ™ (’)"__"xet"uq;)
521.2_hoto o ™ w!l 5L {
uhoto_o"\ W!SL:{ *mco’“’E'x(tm'Y*’“'y ”‘xt(et*l*
mco TE" X t oo x v e e g co T'E"o ot - S otoh™" WY mo
co TE'o *toThyp mt g AE" 0o ™~ e R(AD|U@*0 tmc o:"" Tt tt  TOUREE x O
c h Tomt x ¢ h mx hm®a m t s - t - ’ c h Tomt x c
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
¢ ® ™" c¢chom™ oa™e e 60~ M He o ‘0 & ’ 2 h ™ ¢
console (config )#
T To0BT .0 a e " h ¢ * 4 ™ 'Ee o o e x h ™ ¢
oa™~e"™ "™ ¢ '<e*<,_\K: ] m t
c o X a o , < @ .o
radius-server host p@n 1l R jo* "txg~ "*ee. ~m h h  mc .mo
dressg| ipv6-addresy host- m_ h _ho o
name} [authrport -ip_addresst IPgn  JPGBT " h  0m gyl B E- T
auth_porf [acctiport -hostnamerm .t o @ Yh wIh" T {
acct_por{ [timeout hostname: (1..158) | -auth_portt e ca ~h ~coh t = = 77y c h 7~
timeout] [retransmit re- m_ a o "o |T"ee. T
tries] [deadtime time] [key auth_port: -acct portr e oa h coht ™~ 7 7y ¢ h "~
secret_key/[priority prior- (0..65535)/1812; -timeoutt , ¢t h 7 o’ " "e Y ot =t
ity] [usagetype] [track-id acct_port: -retriest _o 7 ;. mt o ¢ oRADIUSe _h ¢ oh "mT|
track_id (0..65535)/1813; -tmet (M a2y | oa extT o9y Ut ;e
encryptedradiusserver GAYS2dziy (m h_ 0h7 e TxTxt acdhT étont Em
host {ipv4raddresg ipv6-  retries: (1..15); _eaaxtrmtoh™ T
addresy hostnamé GAYS onodH -secret kex _ "~ O; Y txt et 0 T oc,
[authtport auth_porf secret_key: (0..128) |0 "a ;e ™ " Tee .a  wl 5L {T
[acctiport acct_pori m _a o To |-priorityrch oh t ot mco "ME‘ TR Y
[timeout timeouf] [retrans- priority: (0..65535)/0; (& ., = [~ ;'.ee Xt a ch oh ot te
mit retrieq [deadtime time] type: (login, dotX, -typet t , ¢, mco TETom *h Y "wl 5L} {
[key secret_key/[priority igmp-auth, coa, dotlx | -track idt € © a . hoc h~” ¢  RABIOS Nht o hh
priority] [usagetype] eapol,dotlxmac, -encryptedt =~ " "t 'E _7T0;  ho Teeoa
all)/all ¢ om Tx o otmx tmt timeout,_retries” e °
track_id: (1..8) time,secret key —°Y T " eeomoh wlh5 ! {mco
"e” . e 'Y e”"mtho ee . m @o &o g
no radiusserver host ST IXg s veh . hom o omc m_ " m.co
{ipv4raddresy ipv6-address m_ h _ho o
| hostnamé
radius-server attributes jo ® = = tth Effamedip-addresy ¢ ¢ S &). access
framed-ip-addressinclude- request ~ _ .t _
in-accesgeq ’~ e~ . e "th Fxt~ *co Te’
e dhcpsnooping, “arp® o . m_ 7 dhcp .
1/ -_"0; . ¢ snooping: Tt _ay m "Tce o om
tTT Tane
no radiusserver attributes "mt~eo t'E "e”,; e CcO0 xao T
framed-ip-address include
in-accesseq
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DHELTEX

radius-serverattributes jo* ~t"B h NASIH¢ ¢ ¢S OrH (AccesRequest ™ L .
nasid includein-accesseq .,.&_°o 7. BF:Kbhz _mth Q" m'y
format wor “a e 'YOtm'y e” t x " a’y go
[ - d - word: (3..32)/%h = — = e -
no radius-server attributes mto” e te'E ; e  co  Xxao ;Te (0]
nasid includein-accesseq
[format]
[encrypted] radius-server "mtoe t"FQO; ¥ 2 mco TE'x a . = co X
key [key] key:. (O..lZ?) “xt e s o e vy
m,oale ° . Ka T X xmtho m t o a 0 h x e
ao T-*e { < - © - - <
Lt -y | cencryptedt 7z gy Tt 0 o feeos |
no radius-server key "mito” e tef : e co xao ":"e OQ
radius-servertimeout "mt~e te@ h 7T o’ "~"e Y ot =t
timeout GAYS2dziy g, meco TE'x a. co xaoT."e 0O
no radius-servertimeout “mto*e teg ; e  co xao T-"e OO
radius-serverretransmit re- Jeh Tt BT, mt oo cmc” o tngylhg | th{”
tries mc m_ " iy _hmecbd'E x ao _fhc o oxta o7
retries: (1..15)/3 omx " omt Ty tmy co om_om 7T 7 x Q"
m ¢ X m _‘ [0)
no radius-server retransmit "mto~ e tef : e  co xao T-"e Q0
radius-serverdeadtime et a " ho ~t'E hmaty odmomy”
deadtime e _otoh . e m" ohm t xhcve d "mt e
deadtime: (0..2000)/0 2 , e Xt " 0%  mco "E'x a0 cO0 xao
a e e(’omtxce.( m _h h~ e Fx Toxot
’ _"*(etoa _oaaxt"toh"(p
no radiusserver deadtime “mto*e teg ; e  co xao T-"e OO
radius-serverhost ST t"get h . m jpM T hommtotdgho o
sourcainterface {giga- ,meco ETe "XAENTY; e O 7 mt
bitethernet gi_port| tengi- vian_id: (1..4094); |¢ ,h "=~ ~ a0 o moo® " e Yy ¢
gabitethernette_port| for- gi_port: (1..8/0/1..48)
tygigabitethernetfo_port| te_port: (1..8/0/1..24);
port-channelgroup| loop- fo_port: (1..8/0/1..4);
backloopback_id vlan f22LF 01 YA
vlan id group: (1..48)
no radiusserver host cCTT TRt b omo o oxmtho mt TP
sourcainterface
radius-serverhost Tt tvget hm 4pyeY hb__antto hoy o
sourceinterface-ipvé {giga- ,mco TE'@Q "My, e O " mt
bitethernet gi_port| tengi- vian_id: (1..4094); (¢ M "7 7, a0 o moo® " e Yy ¢
gabitethernette_port| for- gi_port: (1..8/0/1..48)
tygigabitethernetfo_port| te_port: (1..8/0/1..24);
port-channelgroup| loop- fo_port: (1..8/0/1..4);
backloopback_id vlan t22L1F 01 YA
vlan id group: (1..48)
no radius-serverhost R I - S _m xmtho mt ~ @
sourcainterface-ipvé
radiusserver tracktrack_id L0 TTtE 0c h” e O ¢ h o7 o om
[interval interval] [max-re- RADIUS ,h h ™ o®
tries retried [timeout -track idtr e caob h™e
timeout] [username - . -intervalt , et  h * 7" otch™ = moo® "
usernamé [passwordpass- . track__ld. (1.8); . -retriest _°o —_ ; mt o coc .to RADIUS .
interval: (1..300)/%; . -
word] S _ m h . h
retries: (1..10)/3; ol e h e~ ‘ e ot
. - (1..300)/60: -timeoutT | NLIERD S Sl
timeout: (1.. ' Im h h ~ e " x " RADIUSCc™h * & t oat 'Em
rTL1Jserarl1amoe/:(Aldé);J128) _é A nx (F oo e 2 L TS
. wkra.s; -usernamer _ @ 'Y ¢o TEro Tt Yy meco
trac?r, c h oo . m_ 5 moo** e yoo
p?nsswgrd-gll-fozs) I \ _ho _h_* " oRADIUSc ehom th ~ ¢ ho
O TR H comh " mt o apccestReduést_° Tx ; e
ot t/A&ceessAccept ~ AccessReject
h="mgeg e ™ otmmt ycme ohm t ' RADIUS
m_ h h* e o7 50 "deadtine e “mt ho
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HELTEX

no radiusserver track
track_id
radius server accounting "mt~eo t E cosh t the . gmIRADIUS | _
ort port m h h
go rapdius server account- port: (1-65535) N Ca t;*'@(c o TVEro feht ™ I'5FY R . tm
ing-port Tt om O
radiusserver authentca- "mt~eo cofpEt ! BFEY otech "o
tion-port port . “xt et " g 0O x;_ te.ng “c m
no radius server autentifi- port: (1-65535) ta ®efco TE'o £eh’t™W Epomo e
cation-port “xt et " O x;_ te.pg “"c m
radius server enable . ¢__ T O;RADIUS _h e ~h caaxt”toh @
no radius server enable ¢._TORADIUS h e”h oaaxt”toh o
radius servergroupword word: (1-32) . t EX E - f“é‘ h :YYDFC'Y( hhxec .
radius server secret kelgey _o h ajpv4 _address:|" Mt e o TOt EmMTOo TE o “seryetY NJ RAd
{ipv4 | ipv6 | default} A.B.C.D; defaultt _ —0O; e~ "e” ;” tmy " 7Y mc
Joha ™t ALID|. &, 0" o och(’("‘(eeo'o "0 @
no radius serversecre XXX XX ST T Ot E _T0:; T 7Y sergep TET ot
lipv4 | ipv6 | default] key: (¥128)" L & _©
radius server secret {ipv4 | .o h ajjv4 address:|"m¢c¢e T"'ETe " U'E 77 ho "ee .
ipv6} A.B.C.D; _oe _h t eo o gomt ~
no radius server secret ,°hajjv6_address: |~ "~ T t 'E _ T0O; "~ 7Y _sergep "E 0 " e
{ipv4 | ipv6} XX XX X;
radius server traps ac- C_TOfR T  hmeo [NFLI Mmoot Y x
couting e .om
no radius server traps ac- ! Jt_ToR T h o me o NG
couting
radiusserver traps authen- ¢ _TOsR "7  h meo {iN}4] _ 5 otoFh"
tication {failure | success} h o "x 7'Et "t " xt RRDIUS _h_ " &, e~
failuretm * o ch coc .t Txot et
T Succesgxmc(’eo chom (ee*'Y"xt
no radiusserver traps au- t_TOoR T T h o meo [iNJ4] D
thentication
radius serverser L0 Tt E co TVETo it Ty o~ he "~
usernameusernamegroup m " "ee.a c¢c*ho T a mco TE o
passwordpass T
no radius server user ST T tE co TETo "t Yy e omoho
usernameusername
.0 a™>e " h o é a * x h rAdiussérver MY c ¢
¢*° ™ c¢chom?™ oa"e*eog rf‘fhb_,_rlo,”"b-,HY{q\lQ'ﬁ?\dZé

console (config -radius -server -group) #

~ % 7087 .0 a @ ! ace xh hiygsdreer MY NI RY
S 5 3
oa™*e "™ 1o« * AK i ] m t
cC o X a o ; < @ ooox <

aclacl_name ~ Ot Py I3YSY| " e mCctoEE0 " e A€o o~ eeo
no acl m*aﬂo’-“ t  TO0; t 'E mco TE°ACL  e” e exo ~ "1
allowed-time-range T e . t E ¢ Himewrdnge, h  am®o TE" o0
range_name range_name: (1..32) |, " xc ¢ . @
no allowedtime-range m_ a o™ |t T0O: t'E _ mimeranfe T " emco TE o

hxcec . ¢
privilege-levellevel . "t e”, tE xho e E ch 7T .

level:(1-15)/1 o xh hmxca<> y

aSNIBSN
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no privilegelevel

I “mt * e

[o] t

oca"e privilegedEXEC
‘,‘*° ™ chom~™ _oa”‘e’eprp\/iLege@EXECo_* ) h o a
console#
% 708t .o a e priilegedEXEC
oa™e" ™"~ o © ’<e*<,_\K: ] m t
cC o X a o , < @ oo
show radiusservers status T _o_ " "t E mt RADIUS. m h ho
show radiusservers . Lo _ " "t E e”"mtho c h oF :
tracking configuration m h  RADBIYS
showradius-serversikey] _to®h®"Eh ~a th e*mmhab  (bad B
T “omtxce™ to TE o STy e T
show radius servef{statis- Jto®hmE"t mt  x AP/ t oe_ ooh%a “yg
tics| group| accounting| . co TETo Tt 7Yy RADIO® h  xhh™ @ O
configuration| rejected |
secret | user}
h a h mco TE-o “ e Y oa~e?”"
A "mt~eo t 'E o * * TEe . e o e ’Y*’“’Yc”’h*p5th0
m x e " 5 o T mtRADIUS ok .t B8~ h ca 'ym 7 otoho
e m h h = e * RADIUS "o c fe "tobaaa x* tt YEWOHN "a e x t.y m
_ T secretdio "t ERADIE mo h 3y h*mco To’ e h @bax
M®MPHPMCcy dmc oS ¢ o ht m o thmMcHhPZ ’_’b'y"*" x tm te to ¢ o c”.gt o
T 2.
console# configure
console (config)# radius - server timeout 5
console (config)# radius - server retransmit 5
console (config)# radius - server deadtime 10
console (config)# radius - server key secret
console (config)# radius - server host 196.168.16.3 auth - port 1645 retransmit
2
AHo_"""”t’Ec’“h""a(thm<df,'|”"mhknc.).m X W!5L:{
console# show radius - servers
IP address Port port Time - Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5

Retransmit : 5

Deadtime : 10

Source |IP v4 interface :
Source |IP v6 interface :
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5213 _hoto o™ ¢1 /1 /{b
hotogo /I /{b o* mec : - t c Ethoc "meomeex O My mt
o’“’E'o“CQ("‘f‘(;:'D"'*Q omt x ¢ _xmthowmt“xzmhw!g-”_dl)f co
X a c ho ¢ mm * a c ho h co”™ ™ eeomt ¢¢!/!/{b c h
- Authéyui\éhéi\zifo B eeo'mtmec(dm Yo~ th a 'y mgonttt a x
a e ™ a co TE" o "ot - och ° — ee .a co TE" o ot
- 1 dziK2NR] FeR2y - ed~w0e _ ; _~ _ tmy o h ¢pa "yom Ho * ~
- h 7 e Y m “em?"”™ c ho h c o e eomt B
mco TE"o e e ao coh o a he Sc ot™'E"o “m H~ 7y tnh o/ a c h o
¢ h —_ co ~E" o - ~vo
.o0a™~e" h —0 * 4 7 'Ee o oe  xh~ g
¢x° ™" c¢chom™ _oa‘e"?G\o"mf\hEeo_u *_;ob(*’*ar(l"'e**
console (config )#
“ % 7187 .0 a v e ” h ¢ * 2 " 'Ee o o e x h * ¢
E— s =
oa~e"™" 1o« * <AK_‘ ] m t
c o X a o , < @ .o
tacacsserver host Jo*"txE "~ ""ee . m _h _h  mc m
{ip_addresg hostnamé m_h ho o
[single-connection] -ip_addresg 1P~ ° h TACAGS , h ; h~
[portmumber port] -hostnamer m | t = aoTACAGS  h ; "~
[timeout timeout] [key - singleconnectiont _ " ., aoa et h
secret_key/|[priority o TE’, ©oTeo o mo T e e Y .7
priority] [vrf vrf_namg m_ h _ _hoaT
encryptedtacacsserver hostname: (1..158) -portteoa h coht™ T 7Ty o%a.e” 7
host {ip_addresg m_ a o 7o Jm ~h ~ hoa T
hostnamé [single port: (0..65535)/49; -timeoutt , et b " 7T o Tte Y ot
connection] portmumber UGAYS2dziy o|-secretkexy _—O; ~ 7Y Txt et o "e
port] [timeout timeouf] secret key: (0..128) .m_ o0 o%a e” " ~"ee .a ¢/
[key secret_key/[priority m a o 7o 7J-prioityrch oh t 't mco "WMEP Tl
priority] [vrf vrf_namg priority: (0..65535)/0; | , © . e, e ¥y t a;ch oh ot
vrf_name: (1..32) -encryptedt " ¢ © ; secretkey. L ho e
m a o To -vrf namet _ a2 'Y _ _h tox™7™meto a~h 'hx
¢ m"x;"' otmx tmt '\(imeout_‘_oa”e
secretkey’ 7Y T " eeomoh ¢l / {mco T
e o e YS e *mtho e e m c o a
e ? ) (0]
no tacacsserver host e fYE* e m  h h me o
{ip_addresg hostnamé m o h o ® ° " .
[vrf vrf_namqg < "
tacacsserver keykey "mto~e t7EQO; ¥ 2 mco TE'x a . = co
“ox ot et " e h o e Y
key: (0..128) ¢!/ v/ { a_ 7T x xmtho mt oa
m _a o 7o gco -encryptedt " e © ; secretkey. " h o™ ap
encryptedtacacsserver _ Qg xmtmy mtd e teE - e co xao~:"e O
key key - e ’ .
no tacacsserver key "Tmtd e teE ; e co xao T."e 0OQ
tacacsserver timeout "Tmtee teg h T 7T o’ " Te Y ot
timeout timeout: (1.30k p M|, mMco TE"x ~a . ~co xao T":"e 0O
no tacacsservertimeout "mtTeo t'E Te” ., e co xao ™
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F

tacacsserver host T t"get b m jpmThommtotdgho
sourcainterface ,meco TE'eo "My, "e QO Mmoo ;e
{gigabitethernetgi_port| vian_id: (1..4094); 7Y ofa e” moo* 'm eh yah oan ¢
tengigabitethernette_port gi_port: (1..8/0/1..48)
| fortygigabitethernet te_port: (1..8/0/1..24);
fo_port| port -channel fo_port: (1..8/0/1..4);
group| loopback loopback_id (1..64);
loopback_id vlanvlan id group: (1..48)
[vrf vif_namg vrf_name: (1..32)
no tacacsserver host m_ a _ o 7o |~°"" TEt h _m xmtho mt ~ ¢
sourcainterface [vrf
vrf_namg
tacacsserver host Trttget b om xmThommtotdghdt
sourcainterface-ipvé ,Mmco TE'OO0 "otam7y;"e ©O . _ " ; m
i i i e o * a e ™ mo o "m eh ah o am |
{glga.lblte.thernetgl_port| vian,_id: (1..4094); Y _eh "yah ¢!
tengigabitethernette_port . - X
| fortygigabitethernet gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port| port -channel ) !
fo_port: (1..8/0/1..4);
group| loopback ; )
; . loopback_id (1..64);
loopback_id vlanvlan id roup: (1..48)
no tacacsserver host group: (.. R S = et h .m xmtho mt
sourcainterface [vrf
vrf_namg
tacacsserver attributes ""mtho t'E porha”t co Ty _
port {console | telnet | "meco TVETx Qtmy m T T x Q" -
sshiword -%ntreoca h t o x;* o om mm
word: (1..160p . a _ o | -%% m  a o T 3
no tacacsserver attributes ST T othR Tt popto 7Y
port {console | telnet |
ssh}
.oa"~e” EXEC 2 ~
¢ ® ¢ hom™ oa~e” EXEC mt ho h ’ a
console #
CT Y TR1ET Loa et EXEC, 2~
oa™~e" ™" ¢ ’<e*<AK: ] m t
co X a o ; < @ L
showtacacs[ip_addresg hostname (1.158) | to “h® Emtho x ~ mt~t mt X
hostnamé [vrf {vrf_name| m a o 7o |.-ip addresg IP* " h TACACS+ h ; h~
allj] vrf_name (1..32) -hostnamer , 2 'y m ;h =~ h~
m_ a o "o |.yffpnametr ,a Y _  htx™® TFeo  o¥ T"mt
showtacacs key [vrf vrf_name: (1..112) to*h= ' t'E ¢~ h~ pacadgh .h e ~mot h @
{vrf_name| all] m a o "o * ) < " >
5214 _hoto o~ xch~ ~ e Yym tEO o6{bato
SNMPT t 7e o "o YS can he n “te'B X ho** — e X mtho onet t a
¢ h o e Ya m ¢ Fa mtyr TwyOt a e oha™ g a
h “moo Teeed m t o) Xxmt h o mt *“39 S 'Y"e ma mt’Y““égh“Y@ X¥c h ™
{bat o c h ® —~y ot m t 'E - m o o} X ceomt 'E m t .9 X C
a ™~ ' e s ~0- t o ha.”5h "th xhta -e ™ 7 'Ee m h h o> ot h
~ " a e mt h ™t e m Y a > 7 x m t a x ¢ h ™~ ~YO- a
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HELTEX

.0 aaxt."ctooh@ "% “mtho

t 'E h ™~ %ot x

[ipv4_addres$ ipv6_ad-
dress| ipv6z_addregs
[maskmask| prefix pre-
fix_length]] [view
view_namg [vrf vrf_nam¢
encryptedsnmp-server
communityrgroup en-
crypted_community
group_name[ipv4_address
| ipv6_address$ ipv6z_ad-
dresg[vrf vrf_namg] [mask
mask| prefix prefix_length
no snmpserver community
community[ipv4_addres$
ipv6_addres$ ipv6z_ad-
dres§ [vrf vrf_nam¢g

no encryptedsnmp-server
community community
[ipv4_addres$ ipv6_ad-
dress| ipv6z_addregqvrf
vrf_nam¢g

. oha™'t
ipv6z_address
XXX X X%<ID>

mask:t
/255.255.255.255
prefix_length
(1..32)32;
view_name (1..30)

m ) a . 0; (o] .
group_name (1..30)

m a o] o]

vrf-néme ”(1..32) )
m a o "o

x ¢c h ™ — e Y fmtho m t oa qpo ° 7 h - t c h ot 0
.0a™>e” . h 7% U " Eeo o e oxh "~ g
¢*"' "~ chom™ _oa"eie"‘a):*m"t'F_tem_Q_* e’ axh* o
console (config )#
'*”“ler*‘oa*e" h ™d * 2 T Eeo oxh e
.0a™e"" "~ € g <AK ] m t
c o X a o , < @ - <
snmp-serverserver co xao ~:"g¢ TQ; tE co”" h’ x choto o 7"
no snmpserverserver cot T hr " Jt_ToRr T h? _x choto o7" fpat
SNMP 't ~0;
snmp-server community "mt~ e teE ; e  mtho moo* " mt
community[ro | rw | su] co choto o ™x {patd
[ipv4_addres$ ipv6_ad- -communitytmtho ~ moo® ™ mt ~ §c~h
dress| ipv6z_address choto o ™x {patT
[maskmask| prefix pre- -encryptedt ~© " "t 'E mtho x moo® " mt
fix_length]] [view R
view_namg [vrf vrf_nam¢g -rotr"emtxc to T"E o T TY st e YT
snmp-server commu- srwrTomtxe 7Y ot e Y T Te m
nity rgroup community community: (1..20) | -SUT ~emtxe T A e mth T toh T
group_namel[ipv4_address m a o "o -view_namert ©° Cnh coo Yt ay Ty h =
| ipv6_address ipv6z_ad- encrypted community |—° ' °"° . "o e Tt E eh T Tt
dresg[vrf vrf_namg] [mask oMdOH A0 m|_° 2 esimpserverviewp  ch T Yt 0T A
mask| prefix prefix_length o n ajpv4_address: |" ° ° A mrox T _
encryptedsnmp-server A.B.C.D: - ipv4_addressipv6_addressipvbz addresst IPX © h  m
. e xmtho- mt -
community encrypted com- .o h ajjv6_address: - - . L A
munity[ro | rw | su] XXX XX -maskt @ “m _ " TAGhEm o toh Ty och

“ " h m = mto e - c ™ t “|pXn hh ™ meq
-prefix lengtht ; . m 7o % 't ¥ _otoh . |ppon
“"h m~ T

-groupnametr © ch ° Tyt a'y hxcoc . ]
ch =~ ~h t T'Eeo och "  Tgrmpserver ¢
group® ch t° o™y t .y Tomtxce
-vif_namet | a 9y" 7" m t ht x~ T Eeo a
~T* fxE h "~ a t h T Ty mtho mo o ¥
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DHELTEX

snmp-server view L0 t"ET  h & “rcthEh o Tw ch T Y Y{that
view_name Olincluded| h~ h “"®"  "o3x T Fo o h~e -
excluded oo ~h ~~*t 7O "omtxc _ hL5®
-OIDt |, " et o® Atohch gimt~ T ee
° h - ! 4m t h o~ s
view_name:(l..:i() i {th(DM, eoe o~ ’)éb 5. ecmeQ:’mC
m,oale O-m*a:o"“-"': a0 eo 6*0‘9:‘;*1'Er’n<
-includet hL5 __"0; e~ _ ¢h~ . ~o 7
-excludet hL5 . m__"0O; ¢~ | ch~ 7
no snmpserver view St ftep o Tw hT ®Yy'Ybat ®
viewname[OI0
snmp-server group L0 t"BNMR hxcecx 7= t~% ™ gx moo
group name{vl| v2| v3 co ~E"o "cth*7™ ~ o%o h e  fpbat
{noauth| auth| priv} [no- -vi,v2,v3t { bat @mMI @uHI @o zo”  TE
tify notify_viewj} [read -noauth, auth, privt t [, ¢~ x t et N z

read view] [write
write_viewj

group_name (1..30

m a [o}d o

notify_view: (1.32)

m a oo
¥ )

c hoto

-~

x t e t

ho =~
- notify_viewT
T 'ETmyo o *

oc h

-~

’ * <a U
aoyh " —~

(o}

NG

L4

o

_o Toanpoduhmt . Yo~ ot _ e taytht, _ "
c. Y privt”

t eh to

*h e

e e gy ER N

2L T
YE
G NJ

read view: (1..32) | -read viewt , a ¢Yh © 77 03 o oht oeh o'y e oh
m a  o\Wite view. |t ° TE_© ptooe md°«te’t:ac)_o;ma{b‘é
(1.32y _ a _ o o -write_viewt , a cYh = 7% 03 o oht oeh oy x h
o ° t 'E T “ee _oe x B h et
oaaxt™®toh™ ¢
no snmpserver group ST TGRMP hoxo¢ocox
groupname{vl | v2 | v3
[noauth | auth | priv] }
snmp-server user L0 t"BNMPV8 o TETo Tt Y
user_name group_namgl -usernamet . & 'Y ¢o TETo Tt Ty
T group_namg user name:(1..20 = ’ . h X -
| v2¢ | v3| remote o TS -group hamet , 2 Y  hxcec
{ip_addresg host [vrf e - |-vrfnamer , 290y 7*"mt  ~ htx®” T"Eeo = a
group_name:(1..30
vrf_namd} e o ~a
L2 I T~ o 1 —~
no snmpserver user vif-name: (1..32) - TIRIMPVS E . . Y
user name{vl | v2c | v3| m s o —o

remote {ip_addresg host
[vrf vrf_namg }

snmp-server filter L0 UTETh 6 retthEh - To. [“PREIth T T
filter_nameOID{included| co " o Ty it . TEthmo 6% E Ay W3 NI,
excluded SNM@ h — hx P
-filter_namet , @ SNMR, | T 'Et h ~
-OIDt | T et . _ " tohc ho(*’N(t_"t:”“(aeLe_.
filter_name:(1.390 |~ .M. ." ! {b®m omtho_ ~ "7 mdg
m a o o ™ h : h h o ~ e e m "o "y e™ch
’ ) ”m*a:o"“”raa’eo o * o e:; t 'E m
-includet hL5 __"0; ., e~ _ ¢ch=™ o
-excludet hL5 ., m__"0; e~ ch=~ 7"
no snmp-server filter STt tvp v To- [ThEtth 7
filter_name[OI0
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HELTEX

snmp-server host
{ipv4_addres$
ipv6_addres$ hostnamé
[traps| informs] [version
{1| 2c| 3 {noauth | auth |
priv}] {community|
usernamé [vrf vrf_namg
[udp-port port] [filter
filter_namgq [timeout
second§[retries retrieq

no snmpserver host

hostname: (1..158)

—~

m a (o] (o]

comn;unit)-/: (1..20) )

m a (9] o

userﬁamé: (1..20) )

—~

m a . o (0] .
port: (1..65535)/162;
filter_name: (1..30)

—

m . a . (o] (o] .
seconds: (1..300)/15;
retries: (0..255)/3
vrf-name: (1..32)

_c h (jt(e'Emt
AYT2NY
-communityt m t h

mo o ¥ 7 e

- usernamer |
-versiont © ¢ h

*

h o

) -~

X

SNMPV2, trap SNMPV3:

-autht x __
-noautht & | X
-privt x __”

~portt UDR o h't of ptat h =~ T

-~

-~

t

t

—~ vt t

- <

@f\;YC h

m NI LIN & bdm t
m oSNRIPL/2¢T 1Y ¢

oa " e
«

YT

RSN

co
- t

—~

co "

A~

c o

eeomt 'E

eeomt'E

L

h -

a’y co ;\'ESNMPB”’(‘”W'Y_( et ]
. ¢ 1 tpap SNMP\AL, trap

c ™

eeomt'E

-~

C

m a o "o

-secondg ¢ _ h o 0 e 'Y co "t h >
c . h ", moo® " e o AYF2NNT

-retriest _°o —_ ; mt o coc .to ¢ hc h”
otmx tmt 9 ¢co "t h > = e YT
-vif_namet | a 9y" 7" m t ht x~ T Eeo a
~ T fe'Emtho TTY ¢ h .o m o

(NIRI {bat DKk OHK Bo

engineid_string(5..32
m a o —o

-engineid_string , @ SNMR m t h o mt
mco TETo0
t

-defaultt ¢ 0|

oy 7 t -~ t

o a "™

-~

m M o

1 < —

{ipv4_addres$ AY T2 NY

ipv6_addres$ hostnamé

[vrf vrf_namg [traps|

informs]

snmp-serverengined local L0 UTET et _"toh TomthoEemwt o~
{engineid string| default} enginelD

- -

e e o
cfhre x et
<

informs} {gigabitethernet

vlan_id: (1..4094);

no snmpserverenginedd "t TE et T toh  Tom t"hTVEe nerigine”

local ID

snmp-server =1 "Ee t h m jph T hommtotdgho 0

sourceinterface {traps | omco TE‘eo "XAEMmY; e O _ _ T ; mt
o*a e™ moo *SNME ha _hma

vrf_namg

no snmpserver enginelD
remote {ipv4_addresq
ipv6_addres$ hostnamé
[vrf vif_namqg

engineiél_str]ng: (5..35)
m a o o .
vrf-name: (1..32)
m a o —o

gi_port| ) . | -vrfnamet o ch " Ty ot T mot
tengigabitethernette_port gi_port: (1..8/0/1..48) |, -7y e, . 0
| fortygigabitethernet te_port: (1..8/0/1..24);
fo t it -channel fo_port: (1..8/0/1..4);
_port| port -channe L
group) loopback Ioopbackl_ld. (1..64)
loopback_id vlanvlan_id group: (_1"48)
[ vrf vrf_name] vrfanan;e. (:(E:izz
no snmpserver o Sttt TR t b .m xmtho mt ~
source-interface [traps |
informs] [vrf vrf_name]
snmp-server ="T'*Eet<h.<mm X%Jﬁbcmt_’_dtzof‘_qro
sourceainterfaceripv6 {traps ,mco TE'OO0 "ot agm7y; "e ©O _ _ " ; mt
| informs} {gigabitethernet o"a e™ moo *SNME MNa _hma
gi_port| vlan_id: (1..4094);
tengigabitethernette_port gi_port: (1..8/0/1..48)
| fortygigabitethernet te_port: (1..8/0/1..24);
fo_port| port-channd fo_port: (1..8/0/1..4);
group| loopback loopback_id (1..64)
loopback_id vlanvlan id group: (1..48)
no snmp-server ST TRt h .m xmtho mt "~ @
sourcainterface-ipvé [traps
| informs]
snmp-server engined L0 UTET et _ T toh xXmtTh e perigine
remote {ipv4_addresq ] ID.
ipv6_addres$ hostnamé hoi:mana\e. (i..gif) -engineidstringt . © _ et SNMRtmothh o. mt ~
engineid string [vrf -vrif nametr . ady" 7"mt htx~ TEeo  a

A (= et

ID.

t oh

x X nft t"‘h( @ ¢ reriging”
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DHELTEX

snmp-server enable traps C_TQOfR T T _h _x mfopog*t” (eNJ _L3Ib

no snmpserver enable T/ _70;,{ t_TOsR """ _h’ _x mfopoga't” (eNJ_L3I

traps

snmp-server enabldraps ¢_TOpB ch~ _ x mfopog't” cieNJ L3 ~x T " ;e
authentication coc .t Txto et o T e O

no snmpserver enable t _ TOE ¢ h v x mfohog*t * {ieNJ _L3Ib

traps authentication

snmp-server enable traps ¢ _TQ9B ch~ _ x mfophog®t " ;{ieNJ LJ
[erps]| link -status] -erpss hoto o™ 9wt {
ny ~0- e,-link-statuSTmom‘0*"?81,("?(Mmme.- 2 T, e_o
no snmpserver enable - e Jt_TOB e ht o x mopog*t " ;{ieNJ _LJ
traps [erps | link-status] -erpss hoto o™ 9gwt {T
-link-statust m o m t o “yet "y 7 mee, .09
snmp-server enable traps ¢ _TQ9B ch® _x mopog't” (eNJ _LJ ¢ h
Ft SEnt Ay /. _T0; ¢ momto yYe YAV} - eFtf SE  _mo
no snmp-server enable t_TOBch” _ _x {bat GN}LImooF*
traps flex-link momto 'Ye ‘Ynk, “eht. hFf SPo o
snmp-server enable traps ¢ _TQO9B ch~ _ x mfopog't” (eNJ _LJ ¢ h
YIOny20AFAOF GA t~* > g, | xr’rmemog @l /
no snmp-server enable TPt _T0O;.,8 t__TO;Ech™ _ x mophog't” {eNJ LJc h
traps mac-notification t~* > ¢ _ xrTremoy @l /
change
snmp-server enable traps ¢ __TO9B ch "SNMPwapm 0o * " e ch  0F
macmotification flapping T ccecMAG " h mo o
no snmpserver enable T/ _70; ., t_TOYEB ch"SNMPragpm oo * " e  ch o
traps maenotification T ccecMAG " h mo o®
flapping
snmp-server enable traps ¢ _TQ9B ch® _ x mfopog't” cfieNd 1§ o "
ospt T _"0; . ¢ o = Er—
no snmp-server enable Ut _ OB ¢ h o x mfopogTt " eNJ _LJ
traps ospf
snmp-server enable traps ¢ _TQO9B ch™ _ x mfophog't " cfieNg 1§ o T
ipv6 ospf / ~0: e (IPv6)
no snmp-server enable Tho— e Ut _TOB ¢ ht_ x mopog®t " ,{eNJ _LJ
traps ipv6 ospf
snmp-serverenable traps ¢ _TQO9B ch~ _x mophog't ™ cfjeNJ LJ om t
dhcp-snooping limit clients ch = T'Eeo o o7 . mt. T cefo T
no snmp-server enable TPt _T0O; .9 t_TOYEch~ _ x mohog*t” (eNJ _LJ
traps dhcpsnooping limit
clients
snmp-server enable traps ¢ _TOpB ch ™~ _ x mfopog't " eiéNJ L] =~ m t h 7
transceiveralarm mo® .t 'y a e eSFPDDM"h~a tho
_ ~(~omto’Ye'< m;*t.“"citom"Yth”’
Tket_ 05 ch e a~t E Wt Warnjng ET "Error, OK
no snmpserverenable "mt~®eo t'E ‘e” ; e co xao .7
traps transceiveralarm
snmp-servertrap " hte’Eh T "t ’E maoh T & x¥y (NI
authentication heoon Jehor morxt et . _"e, 009
no snmpserver trap t © | T~cth ¢ Eh " Mmod € E em 'Yh NIOALIZ _ ot
authentication cho Torxt et o " e, 00
snmp-server contactext text: (1..160) Jeh Tt @Bet” texQ e oha”geg 10O X
no snmp-servercontact m_ a oo |°~"~"T@et~ tex e oha”g O xmt
snmp-serverlocation text text: (1..160) ¢ch "t '@ oha”g O o a mtoco "o’
no snmp-serverlocation m a o 7o |~*"* TR oha”gg O 0o a mtoco "o’ e
snmp-server set variable namg namg |["mt *eo t'E ‘e® . e Y c h a ee
variable namenamel valug © 7 e . | _ocaaxt®toh” @
valuel[name2 value2o X 8 8 vt 7t EM -variable_namg @ Y ¢ h a eeo T
moot ~tmt | ._namevaluet ¢~ h . moot qtmt - e  a@y
m c c -

< Xk —
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HELTEX

snmp-server enable traps ¢ _TQO9B ch~ _x mfophog®t " ofleNs-hLI Tt .
cpu notification (pt ~O- coho ~ o hxe s 0t O
no snmpserver enable - |t _TOE ¢ h vt x  mfohog®t " ofjeNdlhLI f vt .
traps cpu notification coho =™ hx [t
snmp-server enable traps ¢ _TQO9B ch” _x nfohog®t " ofleNJ OB Mt e o |
cpurecoverynotification coho ™" h CPY.
no snmpserver enable TRPt_T0O;.9 t_TOYBch~ _ x mfophog't " ofjeNJoLFmt ~eo
traps cpurecovery coho ™" h CPU.
notification
snmp-server enable traps ¢ _TQO9B ch” _x nfohog®t " ofeNy-hLI * "t .
memory notification tht ~O- Jeoho = "7y o A a” m o0oFoteo o
no snmpserver enable - ' Ut TOB e ht_ x mfopog*t " ofleNg-hLI f vt .
traps memory notification coho = " 77y o A a® m_ o%o"eo o
snmp-server enable traps ¢ _TQ9B ch” _x mnfophog®t " offeNJ OB Mt ~ e o |
memory recovery cohd ™y o A a® m o%o0o"eo o a mt
notification tht —O- e
no snmpserver enable - ’ Jt_TOB cht _ x mfopog®t " ofieNJ oL mt * eo
traps memory recovery cohd ™y o A a® m o%o0o"eo o a mt
notification
snmp-server enable traps ¢ _TQ9B ch® _x mnfophog®t " ofleNs-hLI Tt .
sensor notification tpt —O- Jeohd ™™ e Y Tt 0@
no snmpserver enable - ’ _t TOtoE ¢ h "SNMPyapm 0 0 ¥ "oemh ¥t .
traps sensor notification cohd ™, e Yy "7t o @
snmp-sserver enable traps ¢ __TOP9B ch"SNMPrapm 0 0o * "oeommt ~eo 7
sensorrecovery cohd 7™y ‘e~ . e 'Y """t o @
notification .

TPt _"T0; ¢ ~ o - S =
no snmpserver enable _t TQOtoB ch”  x mophog*t " ofleNJ oL mt ~ e o
traps sensorrecovery cohd ™y “e” e Y Tt o O
notification
snmp-server enable traps ¢ _TQO9B ch™ _ x mfophogt " ofleNd-hLI Tt .
storage notification cohd ™™y o A, a” m _o%o0o"eo o a mt

vt o e e P
no snmpserver enable Ut __ TR ¢ ht o x m{opog®t * ofleNgt hLJ t
traps storage notification cohd ™™y ofmpod® " eo o a mt~ e~

c ™~ a 'yt X
snmp-server enable traps ¢ _TQO9B ch™ _x mfophog't " offeNJoLHmt ~ e o |
storagerecovery coho ~ "7 o A a® m o%o0o"eoa o
notification pt ~O. cTayt o
no snmpserver enable - ' U _TOB ¢ ht_ x mfopog®t " ofieNJ oL mt ~eo
traps storagerecovery coho = " 77y o* A a” m_o0o%oTeo o
notification cva 'yt ¢
znmp_se_rver . description:(1..160) TLEE e AXYSAONI e~ " ohq
escriptiondescription e o~
no snmpserver description o TS hexeE:ceo® xao To"RY WE@A5540ND
.0a~e " . hoe a ™ x he*t g h m = o’ * ¢ * ‘Egherfiet e t h
C*"‘ ¢ hom~ _oa"”e"‘e_oei‘rpfh*be"‘tg*h“EIﬁgrme’f*a
console (config -if )#
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DHELTEX

2187 .0 a " e hoe a”xh" ¢ h FEthermel
.o0a~e" "~ o ’<e*<,_\K: ] m t
co X a o : < @ CEE
snmp trap linkstatus ¢ _TQ9B ch~ _ x mopog't” (eNJ _LJc h
- momt o 'Ye Y e “mt h "~ ~ a o (o] coh
H T /-v — O; e 0 — ”) - ~ 'E:- o ‘.C ;
no snmp trap linkstatus ¢ ._TOB ch ™ _ x nfopogt” {eNJ _LJ ¢ h
momt o 'Ye Y e “mt h "~ _”’ a o (o] coh
oa”e iprivilegedEXEC
¢ ® ™ c¢chom™ 0oa"™e °pPivi1IegedED<E(D 0 h ’ a ~
console #
T T 72147 <o at @ " 1 grijilegedEXEC
.0a™e"" "~ ¢ 1o« *AK: ] m t
c o X a o : < @ . w e
show snmp T Lo _TttmE ~ t xmm ol ygte e @
show snmp enginelD . Lo _TTtE et _ " toh Tom t"hTvEem t o
enginelD.
show snmpviews view_name: (1..30) Lo _"ttegp 7" 0% o th e %Y {bat ®
[view_nam¢g m a o 7o
show snmp groups group_name: (1..30) | _° _“"tSEMR h x cc . &
[group_nam¢g m _a o To
show snmp filters filter_name:(1..30) O _""tSEMP , TEth .- @
[filter_nam¢g m _a o 7o
show snmp users user_name(1..30) _O0 _""tSEMP o T'ETo0 Tt T D
[user namg m a o 7o
show snmp vrf {name | all} VRF name: (1..32) Lo _" Tt E SNMPthY x_ " VREFeeo o
m a o "o
5215 hotox 2 eeo o aoe t oh e *m t owahbbv
hoto o a o e t oh e - m t owahbbo Y Y tmy
c h “omt ~ t'E':“o" h o o "ao’eomt oetho ™y
3~ h = t h mo * h " "aeoe em o0 "RMONe & . h x O o : h " E
t h ™ a C 7 X X ~™ a m t O e oha*¢g 'YS mo*h™*ee™
m _ t 'EO®
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ 7 ™ c¢chom~™ oa~e” ew* “nt'Pe ® ‘o oe a % h~ ¢
console (config )#
Ethernet o a a x t ”nt o thMES23xx, MES33xx, MES35xx, MES53 241



T 72187 -0 a " e 'h’:“o":"a“'Eeo o e *'xh”‘c**
.0 a™>e "™~ € ’<e*</_\K‘ ] m t
c o X a o ’ < . % <
rmon eventindextype " mot hmE* .t 'YX mco TUETx _a .
[community com_text] [de- aoe toh e " @
saiption desc text] [owner -indext , e”  _m mo® .t vy
- t c X " oa T e . e h h
namd index: (1.65535);, |10 Pe s\ et o T
type: (nonejog, trap, nonet € e h ho ~t E x c o a —
log-trap); Iogru(e"h:h(ony”t'E“"c*mﬁ'E< I,
com text: (0.127) | yrapt’o "t m TTUE (bat QNI
* - - e [¢] B v oc m t
de?nc_teét: (0;)- 1370) L?E?;ram R LI . E \ E
SEYSy mth_gom—teXtTmth()‘ mo o ,‘Tt“, {bhat
-desctexttro ¢ m™e . mo Y
-namet , @ Y mo """t Ty mo Y
no rmoneventindex STt ¥ Lty mco TETx _ao .
aoe t oh L& )
rmon alarmindexmib_ob- TTomot hw g o oy LTt ot h
ject_id interval rthreshold -indext ,e”~ _ _m ~ *h —eo o mo® .t
fthreshold revent fevent - mib_object_idr | et _~toh ¢ h a
[type type] [startup direc- OID;
tion] [owner namg -intervalt | et Lo v e, ot
. mh‘“ek“"otm'ym o OOT'Y"'(m
-rthresholdt _ o m 90 ™ 'Y*"~ 'y h~e " T
-fthresholdt ¢, m 90 " 7y" ™ 7y ~h~e " T
-reventt , e m mo® .t Yy otoh
c h m‘ : e om Qo% Y - h ~ e<
feventt (e _m mo* .t ys _otoho
c h m* : (e_ e m 30*" Y h ~ e
) _t;/pe-lfa :t o<" Ot *tonh~ x " ("me e 9 ¢
index: (1..65535); et e oy Ty mht e e yom ho~
mib_object_id: t @bsoluter = *mo ~Oteo e~ '
_ohh, te Je " n a e eo *x " t e b~ eoeeeo*r;
interval: r<n m -~ = X a ; ) c; t h e (T )
OMOOHMNT Y ( qydtar e~ : e ot hreeo
rthreshold: com™ "e a ot*oh  Fx-= “ : -
(0..2147483647); e c” Ay 4 mh* e e m ho
fthreshold: e " ’ e Ya é h a ; e (; (') e ¢
(0..2147483647); et h o oT 0 cT T
revent: (1..65535); *-startu<pr Temt h x e Y Ty e bt g
fevent: (0..65535); oetho ~'Ee o0 a et h =~ I ch -
type: (absolute, = e e . 5 mo * - T - ’“('Y ¢ h 0
delta)/absolute; c ; t ; ° mh ™ e e Y ; t o™ h ™ e(z ¢} i c
startup: (rising, falling, |, + * 4 h~e c~a Yy °
risingfalling)/rising -riSiI(‘lng “e h ho "ot E "~ " re e o m
falling; omoo oyt hmel ¢y mt e-
yIEYSY mthig . c h 0:21“n c')etho"(’Eeo.;l ;t h
hte el T I
_fa||ing-[ e h . h o ; “t E . - e ;eo
e m go 7 y” h e c T m e ™
e - c h 0 :;1 ; (; et ho "‘('Ee o ; ; t h
hTe el T C
-risingfalingt , , e ,h ho ~tE 7 e .eo
c o om g0 7 y” kh e € MW gom Y
oto % h ™ eeo c ’ h ’ é\ e !; :) ) e ™ ‘ c h
o TE"’ ~ %, h~  eo om 50 ° 'Y"‘<
h”’eo(e'r;]:)o"y“tm 'h”’e'C(T<m
-ownert , @ Yy mo ~ 7 "t Ty~ ~h o eo
no rmon alarmindex CTTTXYE Toe 0 T Tmof Tt h @ oe 9
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DHELTEX

rmon table-size {history TrtEr_m o a* T . b~ *a& mdwahb
hist_entries| loglog_en- -historytra = _m a” T'geo o T . mt o
tries} hist_entries ,mtosh
(20..32767/270; -logra~_m a® TEeo o T . mt o m
log_entries ) et e, mtxe St om T
(20..3276%/100 e  hx _ xmtho mt * @
no rmon tablesize {history " mto” e telE ; e co xao T:"e OO0
| log}
oa~e?” hoe “x he*t ¢ h m ~ o’ “ ¢ * Etherdek eett hh”<mmmn1c
h x c c cohto
¢*” “c¢chom™ _oa"e"‘imem‘En'th*lmlg*hmEIHErﬁeE*?gt(h‘<mm" )
oh to Y
console (config -if )#
% To18T .0 a * e ° hoe a *x he*t ¢ h Ethermet h x ¢cc . e t h m o
.0™Mme "~ € ;<Ke_?<,_\'m ] m t
co X a o : < - )
rmon collection statsndex f_T0O;Bha ho e o omtoh R
[owner namg [buckets index:(1..65535; T "Tee.pg dalL.0v x" T eeo o
bucket_nuri[interval inter- name:(0..160) -indext , e " _m th Tx a0 . o hxcoc
vall m*a“o;"o“-name-[""\"°(’“(e'hxc;c mt~t mt
bucketnum: -bucket nunt e * ; "emmoyx hx ao  m |
(1..50/50; Yo, . T Ty mfohe  mtBh o mtoco
interval: -intervalt ¢ . h o" ochom=® ° 77y oha
no rmon collectionstatsin- (1.3600k My nn | €. TOyRha ho Te o omtoh = T
dex T . "T"ee . OalL.0y x" " T eeo o
oa™e "~ . EXEC a ~
¢ ® ¢ hom™ 0 a "~ e "EXBC mt h o h ’ a ™
console >
“f 7RI oave” . h  a” 9.9
.0a™~e"* "~ e ’<Ke_?<ﬁ’m ] m t
c o X a o ' < @ d <
show rmon statistic§giga- o_"TtmE Yt mt o X et h L m g
bitethernet gi_port| tengi- cohto 3 mco TVE'x ax QO " Ty x°
gabitethernette_port| for-
tygigabitethernetfo_port .
yalg port] gi_port: (1..8/0/1..48)
port-channelgroup}
- te_port: (1..8/0/1..24); = = p p
show rmon collectiorstats fo_ port: (1..8/0/1..4); JtoThtTe oha™ ¢ 'O co ch |
[gigabitethernetgi_port| - S me ot mot P
. group: (1..48)
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group]
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show rmon historyindex Lo tptoh O 9QUHKSNYySG mt-t om
{throughput | errors | -indext """ ¢ho * ee™ 7y ~hxcec®™ mt~t
other} [period period -throughputt ¢ o _ "~ R S L I S
index:(l..65535; (’)chocxm_eo ;mcomo*eomt 0
period: (1..214748364y" | -errorst ¢ o __ "~ Lot mes ot 0T
_OtherTCO_" "" t m - t’*_,; o % h
_period-[co_"' ”" t mt o h (0} -
. h La e 0}
show rmonalarm-table T L0 _"™tmE o T ex QO t~* T gx * ~h e
show rmonalarmindex . . Lo "t B e ,xh” e O e”"mtho
index:(1..65535 Cindext e m = = co o me®
show rmonevents 1 Lo _"ttE Y T gx mo f .t x "7 ee
Showrmon|og[inde)§ . . _o _"'"tt'E e c X “c ma o e *xt°0‘h’“ﬂee'e
index:(0..65535 lindext " m mo* v
h a h c o e e Y oa™e"
A 0 "t E mt ~*ot mt errret MN et h m ~ 9K
fno n s o |skow rmon statistics ten gigabit ethernet  1/0 /10
Port te 0/10
Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: O
128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets :491 1024 to 1518 Octets : 389
“* 72187 ¢ m ™ e h “x TUEt Yt o
“h ™ a t h c m ™ e
Dropped o T s omt o "”m(ot':'(._lgmh"{":‘e%_.‘gt * - ot *ho
o7 s o mit o et Ttee . g o _ChQ;eyt 5t e
Octets h a o t S eo “_’“'O;‘“’Y’:‘ t _oetho TEe o m x
o m t o c h e t c ™ t o A ~0:" " c o
Packets N Y 2 - - °. O Y 2
.t LD
Broadcast o T o, o mt o ch eyt fo) ho_ o "7t TEe 2 ¢~
Multicast o ; m t _ oa ecoh oe* Yth Lme o) c - __to . ot o 7 o o
o T o, o mt o ch eyt 92 ¢~ __ to T eo oe¢ ¢cqh
CRC Align Errors ex 00 etho T'Ee x O mxaax ~ Foom e, —-a ;.om Toa
TC/ {0 T, %Yo m e ¢ T.a . m Torahlighihen)t 6o L
Collisions e e _" to™ o™ - e"m " ~ae eeota d9 § KSNY S
. o~ mt o ch eyt .o c”___to. ”‘“'he(ggo’:“?‘:t?.'i'
Undersize Pkts ”_’“'O;”‘ Y * t _oetho’“'Eeo mx a a DX eo R omt
. o7, o omt o ch e ryt o ¢~ _ to " T he o a 0¥ o.4TVEY
Oversize Pkts __A'O;ﬂ Yy F t _oetho""Eeo mx a a VS eo omt
0"‘,(mt"0 ch‘e'Yt.O c”‘_(to” ”“he(oao’:“?‘:t?.'E'(
._"0o;"vY * ot _oetho Tege o h woxeydah .o (jFEe xaQ @™ aF X
Fragments :om Toa oot 6o " chop CH {05 _06etbomEeo g
6o '__ % _ .h~ ¢ Algdmen). 'Y
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DHELTEX

o ; mt o ch eyt .pg ¢~ to T T he o a 0¥ o.4TVEY
. _"'o; Y * t _oet h o ’\eE? 0 h_moxe{@ah O TEe xaQ M a® x
Jabbers . m Toa o t oo * chor FBSY ':“io et feo "g'EeTD. a
6o © T _ - ht"Alignmeny. e Y
o T, omt o ch e’Yt.g ¢~ to 0. _"0;" Y & o g
64 Octet ao T t .y eo ‘_"'O;”‘ Y * t _oetho " 'Ee o m X a a
o ;, mt o ch e’yt.g ¢~ to 6._"0;" Y ¢ 7o
65to0 1270ctets t  TEeo o, m H"hofl TIy. 3 eo . _To;"Y * t . _oetho
o"”<mt~o ch”e'Yt.o c“_to_ (’)‘_"'O;”"Y c 7o g
128t0 2550ctets t T'Ee o ()“nhé’:'@;o“_"y - X eo . _To;"Y * t . _oetho
o"’;<mt~o ch”e'Yt.o c“_to_ (’)‘_"'O;”"Y c 7o g
25610 5110ctets t ~'Ee o 9 m e Ty, X eo S _ "oty * t . _oetho
o T, omt o ch e "yt 2 ¢~ __ to 6._"0;" Y ¢ 7o
512to 10230cets .t TEeo oh m a"o*om; T Yy eo __To; Y ® ot . _oeth
o T, mt o ch eyt 7 ¢~ to 6. _"0;"Y ¢ Tog
1024to 15180ctets .t ~eo ghm_av¥oitys eo oty tot _oeth
A 0 - “t E e oha® g 0O ¢co h xcc™a mt ™t m t
fno n s o |skow rmon collection stats ten gigabitethernet 1/0/8
Index Interface Interval Requested Samples Granted Samples Owner
1 te 0/8 300 50 50 Eltex
T T 2897 c m ™ e h x TEt * t o
. “h ™ a t h ¢ m ™ e
Index "e 7 X em  ~ TUEe o ® et e, hx (o ~c m '‘E®
Interface Ethernet et , he™ md&tohoa "X e ochomg
Interval e t h . - . m_ xe T v 9 a ox ochom~™a [0}
Requested Samples =" cho e e o o - ; m t Lo otm - t o R > _oto h o
Granted Samples _" h eeo gomt” m YO0 o™ , mt o otm.
Owner ¢t T, e T Teeo e om o
A 0 - “t'E m . o c hocxm e o mcomo ¥ eomt °
console#  show rmon history 1 t hroughput
Sample set: 1 Owner: MES
Interface: gi0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
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~ T T22@T ¢ m ™ e h x TEt Yt o
“h ™ a t h c m "~ e
Time TR h a®ymo "~e 'y "~“c m o
o o o omt o T ot " "ee . § ~0o:;" Yy ot he "o
Octets a0 ¥ i - T~ oy - ~ e T mox a
. > eo __T0; Y t _oetho Ee o mx a a
o~ m t 0 c h e "yt 59 ¢~ t o o ~0;”" Y ¢ 7o
Packets e m
o T e o mit o c h e 'Yt . g g0 h o’ 7 ¢~ t o t :
Broadcast ~ ee .y heo o Set ~Ee “ch m o
. .0 T ; m t 0 h e 'Yt . 9o g0 h o fo) c ~ t o t ;
Multicast ~ e6 .o e* aeo o~ h me “ < - P
c e - m h T e chocxm e o mcomo*eomt
Utilization : ec h o~ - o h a h o “ e Y "¢ m ) hocxm e~
t .m'Y.eo chogeg et”™ @
.o T m t 0 c h e 'Yh [ Y. tohaeho ~e Y " c m
. MD M et QO et T'peeoxyQ ha T@EE X PH mxTaax T onF
CRQlign PNy e = NG forest b < ~
. oo X X c ho h 1. C/_{oext h’b* Be om em xga a”.. a
_ o h e T Alignmen).
" c.e_ " to" o7 e "m “ae eeota 9 KS &0 c
CO”ISlons v <' -. —_— * < * * ® < < < - < N‘M * <
e Y c m (0]
o T s mit o c h e "yt o) t poe c h o~ - o h 4
Undersize Pkts Tt o6, mh Tome Yyt .5 eo o TO; 7Y Tt _oetho”
c h ™ T 'Ee o m o ha h o " e e 2@
o T s o mt 0 c h e 'Yyt . g t pec m c d~* o "to o'
Oversize Pkts MpmMy " _t B macOitT.¥ o _T0Oo;vy Fot _oeth
e 0 a c h~ " 'Ee o m o h a h o " e e 2@
o T s omt o c h e "yt o) t ;e c h o * ~ o h 3
et 0 mh Tr & 'yt S eo ~0;" Y F ot oet ho i)
Fragments ex Qo etho T"'EFex (O mxaax ~ *o m c T.a ;om Toa A
TC/{0X T, Yo m e ¢ T.ah™ = ToraMighimen)t 6o % _
NI m t 0 c h € 'Yh 9 ° t ohaeho e Y ~c m
MD M et b madtiQut".'E e o ~0:;" Yy fot 0oet
Jabbers P My p S e ~ i ~ o~
e h eoxe® h o Ee x O mx a ax o m c . a 0 a
mxaa.C/ {0 T, To m e ¢ T.a ; .mToreplghmen) Yoo
Lo T m t 0 “ "m ot tto h¥y~ ~e@® . gt * - ot *ho
Dropped oha ho *e oy e hm e
A o "t E m o"ex (O t**¥ T x m e * "o t h 0
console # show rmon alarm - table
Index OID Owner
1 1.3.6.1.2.1.2.21.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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DHELTEX

" T To2kT c© m "~ e h x TEt Yt o
“ h ™ a t h c m ™ e
Index " e m Yy x € et " 'Ee og¢ h x OF “c m E
OoID OID oetho ™ hx o c h a e eo
Owner HOA'E'O_'”t‘A'EZmO ?ﬂn,'m ‘c*m’E
A 0 - “t E o*e ™~ h x he*.gom@ o€ t- mo a M
console# show rmon alarm 1
Alarm 1
OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30
Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1
Falling Event : 1
Owner: CLI
~ T 22T ¢ m ™ e h x TEt Yt o
“h ™ a t h c m ™ e
oID OID oetho ™ hx a i c h a eeo
=e‘"; c h a e eo e com ™ " e a oet ho & E¢
LastSamplevalue e . absolutet t © Ht o fmo TQteo “e "deltah ” e k7 aa ek
: e Ya c h a e o oe ¢ e - " - o e
e t h - m e * 73 t : e otoho 0 ®
Interval e e h~ e e @
t o " ot *oh~ X T " e e 7 ¢ eh "a €ey. mh ™~ @o®mpy
t o 3psolutet ©~ *mo Tt e o e " e *h~eeo c h
e ™ oe ¢ mm X a o delta T ef;he”“’cp."hfeeo
SampleType com ™ * a t *o Fx Tt ;L pth megle  * x "t t  wmi ™
¢~ a oh ™ e c” T X e ™ . e Ya c h a eeo
R (<>
"emt h x c Y T 7Y e h ~ ¢ mo ¥ t e ™ c h o
- e h * ¢ " h e .o MO6EE at o & ©o'yYh ¢ ~ i~
oto™h™eeo c h a eeo m o " eo S T Yo o * a
risingr e h h o - E - e ;e o - “ h e o mo ¥ .t
e oto*h™eeo c h a e e o e ™ c h™o%o hHe a eh
h~e ¢, @
StartupAlarm falling T e h h o - E B e 1 e o - “ h e o mo ~ l
e oto™h™eeo c h a e eo e ™ c h 0 a oeth
h=e e, &
risingfalingT , e h ho Tt E T e jeo " ~“h g €o emd
oyt h ~ e c T m e . e oto*h=*eeo c
o TE —~ *o h™* eo om g0 " y” h ~ e c T K
=e"', e om 5o YY" h ~ e ccPph . @ e”éo'e"‘é’~ e«
Rising Threshold _oetho T'Eeoa e ; h“""’“( T . "o a e 'E’ """eeom
- *aoT™"'Eo A& ~e o e (0] h ~ e c.- Y to & h "hoe
“e ™o e e m 9o Y h ~ e c- P .o . e "~ e
Falling Threshold _oetho "fgeoa et h ~ 7" % .70 FoTE " "eeo
- a e 'E’ - o h ~ e o e ™ e (o) eh ke hex. Yt on
RisingEvent "€ _m mo® .t vy mco TE x O om Yy _o °~ om
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HELTEX

FallingEvent "e® _m mo* .t vy mco TE x Q" _ omYy _o "% e m
Owner o TE o

A o] "'“t’Et”‘*"‘ex mo™ .t RMON™ "~ — =eceo o] a o e t o

- —_ * * 00 < * *

fronsole#  show rmon events

Index  Descrip tion Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log - Trap router Manager Nov 10 2009 18:48:48
~ T 72287 ¢ m ™ e h x TEt Yt o
“h*a th c . m~e
Index ”6°<_mz xe*_‘"""Eeo ‘°(et‘ ‘C‘hX'O"" m0+_t‘
Desciption .oaa et®h 3y oc m. ~Q"  mo® .t @
'*x:“(’oa"‘(e*'yz e h hx —ao o :xmtho mt oa d
nonet € | e h ho ~tE x "oa" e Y3
Type logt , ,e  h ho ~“t'E ~"c mE _ t~* 7" ¢ 3
traptotm . "t E {bat N} LE
logtrapt , ¢ ,h ho ~t'E "~~c¢ mE t~ "o e _oootm .7
Community tho = moo® " yne N dhat "~ TNIF LD
Owner _°¢ "E'o Tt TEZ mo "7 7 omo® .t Q@
. ¢h ay R S '(e<h'ho“"e*'Ycom"‘<*e<'o mo *
Last time sent Ht o Te e P i T eo ex ~00

X T Y X a®*®ec amo RMON ~

— J— *

console# show rmon log

Maximum table size: 100
Event Descrip tion Time

1 Errors Nov 10 2009 18:48:33
TP ToogT ¢ om™oe h x TEt * to
“h~a th c.,m™e
Index "e 7 m 3 x e° _e"'t"'Ee og hx " v oc m 'E
Desgiption voaa et®h 3y oc m. ~QF _ mo¥ .t @
Time ¢h ay mo T e Y “coom 0]

5216 ¢ m "omtxc ” L ® 7T xch ™ — e Y ox mt
. e * — . - < *
ho h™aaeo o mc o:ce ° o "yatax®~*tdh s h Ee :
x ¢ h ™ - e O xmtho m t 0 a : h o ch B — e e . c o h't
T om t AgeésCoatrolList! / [0 T TY xch T T e YO
I‘ '/ [ LISNJI £[!b h*% ot~ AlAYIHE _©o _ h_ ~ a 7} Of
L

248 Ethernet_° a a x t "nt othMES238x MES33% MES35xXME%324



0 a a T Ee o c
¢ - ™ chom?™ oa™e ew ¥ “ntHe ® ‘o e a% h~ ¢
console (config )#
v ToogF.0a™* e . hTd*a T Eeo o e x h o
oa™ e~ ™~ =e";(e’(K= _|‘m t""<
c ox ao ’“, e
managementaccessdist 0 tTriEc  mo omtxc™ 7Ty xch”
name o e xm he - omtxc ™ 7 Ty xd
- name:(1.32m a o }—0F7——= — — —
no management accessst (.3m . = fmg mo omt xc Y xch
name
management accesslass . h~ea Eech~ 7= e xmtho mt oa
{consoleonly | namé mc m_ x omtxc™ 4 00Saa fAafq
Tomt xc ™ P
name:(1..32m _ a _ o | -consoleonlyt x ¢ h = T e xmtho mt
_oemo "* [0}
no management ac- ta ®Eh®e - e e~ xch®” T ¢
cesgstlass och - "\(eeoax m ¢ m X “omt x c
oa~e " . hoe a ™ xmhc™ @ - "omtxc "~ T Y x ¢ h ~ e
¢ ® ™ c¢chom™ oa~e " eoe m t kmbc ™ @ - omta c * Y
console(config)# management access - list eltex_manag
console (config - macl)#
“ % To2gT .0a™ e . ho ¢ a *xmhc” @ ~ " omtxc =7y o xocoh ™ -
oa™ e~ "™ € ’<e*<AK~ ] m t
c o X a o , < o . % <
permit [gigabitethernet TTUMmET b 0" xm "o T
gi_port| “omt xc ™
tengigabitethernette_port -servicer t ‘comt x ¢~
| fortygigabitethernet sindextch oh t 't ch~= =" ¢
fo_port| port-channd
group| oob| vlanvlan_id
[serviceservice [ace gi_port: (1..8/0/1..48)
priority indeX te_port: (1..8/0/1..24);
permit ip-source fo_port: (1..8/0/1..4);
{ipv4_addresq group: (1..48)
ipv6_address/prefix_length vlan_id (1..4099
[mask{mask| service: (telnet, snmp,
prefix_length] http, https, ssh)
[gigabitethernetgi_port| index (1..65535)
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace-
priority indexy
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console (config )#

X
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—~

<

deny [gigabitethernet TTiTCETch O xm "o Y
gi_portl STomt xc ™
tengigabitethernette_port -servicetr t  comt x ¢~
| fortygigabitethernet -indexteh ~oh t t ch™ - o
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace- gi_port: (1..8/0/1..48)
priority indexX te_port: (1..8/0/1..24);
denyip-source fo_port: (1..8/0/1..4);
{ipv4_addresq group: (1..48)
ipv6_addres#prefix_length} vlan_id (1..4094)
[mask{mask| service: (telnet, snmp,
prefix_length}] http, https, ssh)
[gigabitethernetgi_port| index (1..65535)
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace-
priority indeX
remove acepriority index index (1..65535) STt Tt E o xm o me m_ "
.oa”e privileqedEXEC
¢ " T chom™  oha "’e “prjilegedEXEQ ©
console#
7 TQ228T .o a” @ ! priVilegedEXEC
oa™e """~ e ’<e*</_\K: ] m t
cC o X a o , < @ d
show management access name:d Md®Po H U o _"ttmE m Tomt xc 0 00Saa
list [nam¢g =
show managementac- . o0 _"t’E ohar 0 of ~_t e .g
cesstlass ol 00S&aa tAaido - Y xeh* T e
5217 " “mthd om™ x ¢c ™
5.21.7.1 Telnet SSHHTTP FTP
]~ ee oa™e " . c h "‘e’“'e"”; e . To'mTYyc " “mtAy X ¢ h *m
oaaxt~tomhodahy “ TELNETSSH ® a ax t * toho a co o Ty ot
e a X 'Y aoeoe oh e h ™ @
.0a™~e " h ™8 ¥ & " 'Ee o o e x h ™ ¢
¢ 7 “chom~™ _oa"e"e’“u)*’“nf“t'F_fecn _ooe a%h~ ¢

-

€



DHELTEX

* T 22817 .0 a ~ e h —d ¥ & ™ 'Ee o o e x h * ¢
E— o S
.0a~e """~ -</_:<~K ) ] m t
X a o ; e O < o - oox <
ip telnet server o h tXE YT eee® x h xhmot h*oe m t
co xao TTenem O _ |; . h Telnet.
no ip telnet server ._T0; . e =" cth x E* 7 ee® hah™ entho mt
Telnet.
ip sshserver " h tXE " T ee@w® h @ h ™ entho mt
;. " SSH
) Jo t Hoc 6h ’“’O; Y h
V e h h oSS e h h *x " t e ™
co XaOASSFF 0 '(h‘.(q:) om <e<h"e
ot _T0; ., e _oca~e” . ONRBLW2 1S& 3Sy
ASYySNIr oS Rako m_ h b ¢
Ye @
no ip sshserver =~ cth x '~ 7 eee® h®h™entho mt
SSH
ip scp server oo, vE o ho e T
oaaxt™toh?™ - e o . h
co X ao cPe hO |— *escqi, S ! e <
< w8 ] SSH h h 0 e L UE
0 t_’_\'O; . e V < - < < - —
no ip scp server f-_"oscRh B M@
ip ftp passive ) ~0: eo ¢_T0; tE c*mm __eFTR h e ta” @
no ip ftp passive A b ¢._T0O; tE c"mm __ef[R_"h e ta @
ip ssh maalgorithms algorithms:(hmaesha2256, [~~~ " "t E mc¢ mo _ h ™ “h T _ee .9
hmacsha2512, hmaeshal, |°~ —°Y m _h h ~ o
no ip ssh mac umac64-etm@openssh.com | Comm t * e o E mc mo __ h ™~ “h
hmacsha2256- " x ot et "¢ )

etm@openssh.cophmac
sha2512-etm@openssh.com
hmacshat
etm@openssh.copumac
64@openssh.cont)/” "~ h

m* ™ o h t a .

ip ssh portport_number

port_number:(1..65535/22

(_L‘_Oht > *mco"tn’E‘th::\h.owa c{){|

no ip ssh port “mto”e teE ; e co xao’“;"e"o

ip sshclient sourceinter- Tt T"Eet h SS@ mWY o

face{gigabitethernet

gi_port| tengigabitether- gi_port: (1..8/0/1..48)

net te_port| fortygiga- te_port: (1..8/0/1..24);

bitethernet fo_port| port- fo_port: (1..8/0/1..4);

channelgroup| loopback loopback_id (1.64)

loopback_id vlan group: (1..48)

vlan_id vlan_id:(1..4099

no ip sshclient sourcein- ST tEC .M MmO

terface

ipv6 sshclient sourcein- Tt tCget h |PBSSHTWYM @

terface {gigabitethernet

gi_port| tengigabitether- gi_port: (1..8/0/1..48)

net te_port| fortygiga- te_port: (1..8/0/1..24);

bitethernet fo_port| port - fo_port: (1..8/0/1..4);

channelgroup| loopback loopback_id: (1..64)

loopback_id vlan group: (1..48)

vlan_id vlan_id:(1..4094

no ipv6 sshclient STt TRt N .o

sourcainterface

ip sshpubkey-auth Toht'mco TETo T cx T T e
Loo T YT mgmp{| @
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HELTEX

no ip http server

noipsshpubkeyauth co xao’\"e “'cth”ErTEco’\’E'o”"e cx ¥ e o
,meo TET0 Te o0 T YT mgmp{ | @
’“'O';"ch("‘(eo
ip ssh cipheialgorithms algorithms: (3des, aes128, | -~ T fEc  mo _ h = " h ee . g T o
aes192, aes256, arcfour, |Mm ,h . "~
no ip ssh cipher noneb kh ™ *h =" el Commt ™ mcE mo h= h = ee .o ~
””‘"oh*tanoﬁe_h_’\'ol"a co xao","e"o
ip ssh kexmethods Tt tMEec mo  h~ oh ee . g a to
5 methods: ey
6 RKT3INR dzkshe§,EQ,, -
no ip ssh kex h ‘dII’ITE]I'OUFVNISheal? m | Sommt “mcE Mo h” h ee 5 -
< < - ] ’\’o;"a* co xao",”‘e (e}
ip ssh passworeauth o xao . " E00 ¢C_TOrE > a "xt et . e, c
no ip ssh passworehuth T T Tt _TOE S 8 Txt et T oe
crypto key pubkeychain co xao ~:"e Q% t h ' a _oe  xh~ g c x
ssh mo ~ 7 *e
crypto key generate dsa 1, e joh "mtTE x o TQr; T motse{ .l ¢
oy e, "o
T ) Im ™ g0 t 'y ¥ o " e c ~
«‘to m mt ar~ ch(*y"o t c
crypto key generate rsa 1, e oh "mtTE x o TQ;; L m o tve{.]] ¢
Toye{ {7 o
t V |m got 'Yc™ h 0" RO; . x
¥ to m mt a” c h *’“o"t c
crypto key importdsa "acoht Tet*@E x _ T0Q; _  5{!
encryptedcrypto key im- T - encryptedt "t ho "eeoa 7
port dsa
crypto key importrsa "acohot TetT@ x _ RS®;
encryptedcrypto key im- T - encryptedt T ho "eeoa 7
port rsa
crypto certificate {1 | 2} T 1, oh "hSSE ht Tt O
generate
ip http server _T h <tx"E T e®w®  xh xhtmot h*oe m t
co 1. hweb.

=~ cth x E* T ee@

web.

o

ip http port port
no ip http port

1..65535/80

T Toht m ¢igt O

Gomrmt"ete'E; e c o X

ip http secureserver co xao THTTPg O _|‘_"0O,HEHTPS M "M @
no ip http secureserver .0, ¢ c-_orgTP8 M@
ip http secureserver port ="t HTFPSh b h " @
port 1..65535/443
ip http secureserver port Commt~eo tE e~ . e co X
ip http timeout-policy sec- TTTET atxm o mwer o
ondsfhitp-only | https- seconds: (0..86400)/600
only]
no ip http timeout-policy Commt ~eeF ; e ~ co xao T."e
ip https certificate {L| 2} /1 ch TUETt e . hget{_"t®
no ip https certificate Commt " ete’E : e co xao T:"e
crypto certificate {1 | 2} 1. e oh_ ~hgGEE h t Tt o
generate
crypto certificate {1 | 2} . "acohot "IBSE ht Tty oe” e |
import L T U
no crypto certificate {1 | fommt ~ GSIE h t x at™.coe QO " 7
2} x " ~eeo o m ht R T}
/ . T 0:; S m e h ho ~ee oa™~e " " a ONRE LI 2
V mo gh e yotmy 7 h.toa 70y coTE‘ o ~t vy

252

Ethernet_° a a x t "nt othMES238x MES33% MES35xXME%324



.0 a e h o ¢ a ™ xchx™ ¢ e 0 0 ’O;"
¢ ® ™ c¢chom?™ oa“e " eoe mthcbx"’"é",eh) ’0 a’“'o;”‘y
console#  configure
console(config)# crypto key pubkey - chain ssh
console (config - pubkey -chain )#
T ¥ Toogr .0 are " . hoe a * xchx & s e o 0 ~0:"
oa™e" ™" o © ’<e*<,\K: ] m t
cC o X a o . < @ s <
userkey username(rsa| ot h a mo "% ~e Yy e L
dsa} R I )
username{(1..49 -rsat m o L EOw{ !
m a o 7o |-dsatm o T E O { !
no userkey username ST TR YT, e . T0O; T Y oc
co"'E'o“"t YD
¢ ™" c¢chom™ oa™ e " eo mt h o h ’ a 0 .o
console#  configure
console(config)# crypto key pubkey - chain ssh
console(config - pubkey - chain)# user - key eltex rsa
console (config - pubkey - key )#
T * To3@r .0 a ™~ e " . h ’ a™ mo T e Y e " " x * T'Ee o o
oa™e" ™" e ’<e*<ﬁK: ] m t
cC O X a o , < @ d <
key-string o UEx*~ ce._ _~"0O; "~ Y oc
T co’“'E'on"t<’“'ch
key-string rowkey_string Lo BTt ™ se . TQ; T 7Y oc
co’“'E'o“"t ~YO ‘.‘“o° "0
-key stringt ; "mt E _ TO;" @
t 1 ] Y to o cto® . om o m a
V”(e co Teomt 'EOQOY e 0 50
key-stringrow” .~ m a o To
Loa~ & @ EXEC
.0a"~e” T eeo 0 h ~ ® - Tomt xc e t o TE Y
¢ ® “c¢chom?™ 0 a” e "EXBC mt h o h ’ a "~
console #
~+/—\*23E_[~‘0a~e’.~ h‘>*a~ 99/
.o0a~e" "~ € '<e*<,\K; ] m t
c o X a o . < @ oox <
showip ssh . Lot e o o xhme hg pIZ 7t
Lot YT o mp{L @
Ethernet o a a x t ”nt o thMES23xx, MES33xx, MES35xx, MES53 253



HELTEX

show crypto key pub- username (1..48 Lo _"te’R T T S8H. TO; ., I mo gh~e ee
keyrchain ssHusername m a o 7o | oaaxt”toh @
usernamé [fingerprint L0 xao 7" ._ysernamer , @ Y x "~ T eewo o 7T et
{bubbletbabble| hex}] otc ;" to |-pubblebabbletrotc ;" to__ TO;" ; _
'(mte”"e"t_hex-[otc<;”to__"'o;”‘ ) '<mte“
. oha™t . di
show crypto key mypubkey . Lo _TMte'R Y T e . oTagyx t “{t{olh "
[rsa| dsd
show crypto certificate [1] . Jto®htSgn hoto _TtmhT THNY | ¢ et
2]
h a h c o Te e Y oa~e?-”

¢ "’O; t 'BSSwe ~h ol axt ™ toh [0} “ *h t 'E mc o THSAC
_T0; T 7Y coeltexe o "t Y

console# configure

console(config)# ip ssh server

console(config)# ip ssh pubkey - auth

console(config)# crypto key pubkey - chain ssh

console(config
console(config

- pubkey - chain)#

user - key eltex rsa

- pubkey - key)# key - string

AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAI4kpglw9GBRoNZQZxjHKcgKL6rMIQ+ZNXfZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRfpSwoQUVV35LgJIk6710U/zfwOIl1gkTwmI75QR9gH
UjS6KWGN2QWXgh3ub8gDjTSgmuSn/Wd05iDX2IExQWu08licglk02LY ciz+Z4TrEU/9FIxwPiVQO
jc+KBXUROjuNg5nFYsYOZCKON/W 9a/tnkm1shRE7Di71+w3fNiOA6w9044t6+AINEICBCCA4YCcF6
zMzaT lwefWwX6f+Rmt5nhhqdAtN/40Jfce166DqVX1gWmNzNR4DYDvSzg0IDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13 : b9:33:e9
521.72.0a e b e xth *h @ e © T~
.0 a>e "0 e xth “h @ e © T~ m “hkd vt T Y e @ mitth oo —o
ocemo —  ®
.o0a™e " . h —0 * 4 " 'Ee o o e x h * ¢
¢ - “~*chom?™ oa™e” ew * “ntPe ® ‘o oe a%h~ ¢
console (config )#
* % To3pr .0 a e " h ¢ * 4 " Ee o o e x h * ¢
oa™~e "™ o ;<ek<ﬁK: ] m t
cC o X a o , ® d
line {console| telnet | ssh ¢0 t h * a moot tmt x Q" o
T _oemo TEY x’*’f(qpéf*y’@l'j_o*e’h*o RE
T- 4 4 ee oy sSHpmo E
.0a™~e " h o e a ” xth *h @ e ¥ T~
¢ ® ™ c¢chom™ oa~e " eoe mt ktb “h@ e “hT*’ a
console#  configure
console(config)# line {console | telnet | ssh}
console (config -line )#
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DHELTEX

.o0a~e" "~ ¢ '<e*<,_\K~ ] m t
c o X a o : < @ . oxe
speedbps ) ~m to"’e*mt_'E homt 'E omt x c ™ co o
bps.Q400,9600, (_oa“e"’ ’omtxce“_be’“E a h * ¢h
19200, 38400, 5_7609, ~o * ~Eeo cemo ~
o — P
nospeed 115200/115200 “mto* e tefE : e co X a o ’“; e 0d
autobaud ¢ TOFE toa”t : m_o och - -
co To _* T’Ee 00 a ™ eote"m o”d m tegx coe ”
T/ ~0: e oe x"ho” & T 'Ee o _oemo T
no autobaud ¢._ToOvg toa®t . m_o och ° 7
c o To " T'Eeo  _oemo T @
exectimeout minutes . “t"get h "~ 73 t ;e _oto
[second mlnutesa(O..665535/10 et doTE o Tt Sye Im o
dso.590m Lo E°."t. "E .. 0 © ° "
- seconds(0.. m — — . R —— - =
no exectimeout ©.59 mto” e ‘te’E e co xao ;Toe (0K«
.0 a™~e "~ . EXEC a ~
¢ ® ™" c¢chom™ 0 a” e "EXBC mt h o h ’ a "~
console #
~+A23¢T~‘Oame¢ h<>*a~ 99/
oa™ e """~ € P <AK~ ] m t
c o X a o0 , < P
show line[console| telnet . _o0 _"rtc’E h " a th t ha e” ™" o
| sshi
521.7.3" " T e e . Y c oxm QS e ” c omh " mt 0 a
T x e c Y ¢ o o Ty ot x © % ™ eeo omx "™ mt t 'E SSH e e
] 7Yy h™”* ot . T " eeo X e I e 0% g0~ aS S h;toﬁ.dmda”'e”
sshserver To ¥~ T'geoa h  a o e xh ho ~e YOO
" ’ co e c h a h mco TE"o0 e Y SSH ¢ x © o
¢ .co e t Eshowclotke ~ XY _oaaxp”tho m™ am Mm@pHPMCYy PMDPHO PY
username@username - system:~$ ssh - | admin 192.168.1.239 "show clock"

admin@192.168.1.239's password:
*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

Jl .oa~e” .y th *x 0" co "t h » ~ e Y e * ¢ h a h
_%” e o ¢ o U Oga mo ) e e { {1 h * ~h . ~ tm Yo

(_*mt<ae.< x h e . c o Ho Yot.ﬁ<mt* *mtoh*o m o .
oetho ™ ho “t 'E cho ‘ho "~ ""'Ee 0 atm ohX ha ey P~ e omm &yt m Y mwo?”
’h : e > m e ¥ . t h o] S h t : m e
X " oa — e YS e oha®™gg o0ee ot ™" % o e )

Ethernet_o a a x t “nt o thMES23xx, MES33xx, MES35xx, MES53 255



.0 a e h ’ a 0 ¥ T 'Ee o o e x h ™ ¢
¢ - ™ chom?™ oa™ e " eo mtho h ’ a ~o *
console (config )#
,p&ﬁzsﬁ_[m‘oamee h > a ™ z—\o-ilmﬁ,Eeo 0 e Xh*e
oa™e ™™ ¢ ’(e,—:(*K‘e ] m t
X a o ; e . © - <
loggingon C_TONE, mthT g O ot T"To ;e .9
moo*"‘(e R o ¥ o'*+_”'3¢)
no loggingon ¢ .__TONE mth= g ©©O ot "™ To ;e
Th mth~® ¢ Ymoo* " e o®* o ¥ " 30
) h . __T0; eeo h omth
V‘o+’ e Y mo o e Y *
. " "t Em'Y e~ _oemo TE
logginghost{ip_address| C_T0OfgENM, T ;x T Th e °
hos# [port port] [severity e x " Tyslpogh . h . [N
level [facility facility] -ip_address IPdn |RG&S " h yslogn{ h _; N~
[desaiption text] [vrf —_ -hosttm t o yslogna % { h "~
Vrf_namq host (1158m LU -portt & o a h coh 1t~ =Ty ¢ . h . s :
port: (1..65535)/514; | 5 t o yeogx
oat vt T237px -ysiog { .
Ievgl.fc ) 239 -levelt x h o e E “eomt mo o ¥
facility: (local0..7)/local7; W ok "
21 Syslogr , ;o
text: (1..649 , a _ o, "¢ I ~ Ho e = - 4
h L3 -facilityt xm Tx M L Y;., moo
viname:1-33 | textto e m " gslog . f ;. b
T - -vif nametr , @Yy _  htx™ T"'Eeo o % T
no logginghost ST OCEYhTee . m _h _ h m c
{ip_addresg hosf [vrf Syslogn . b ho ®
vrf_namg
loggingconsole[level C_TOfENM, T ;x T "h e -
levetm at ~ ¥ 7 glmoo® " e *h~eeo o xho e
no loggingconsole 237)/informational ¢._TOCEh " ;x " _"h e .o -~
moo’:""(e*m e _oemo TEQ
logging buffered $ever- C_TOrEN, T x 7 Th e 9 -
ity_level severity levet (' a moo* ™" e . ¥*h~eeo o xho e
te T ex * x h o
no logging buffered 237)/informational ¢._TOCEh _ " ;x " *h e .g 7
moo* " e o _ex th e e X
logging bufferedsizesize "a ' T . mt o moo* e s
. L ex th e e a Tox . ¢ "o o )
size:(20..1000/200 ch a e tm®y com~ c h = T hx
no logging bufferedsize Tmto” e te’E e co, xao mo"e QO
loggingfile [level C_TOrENM T x 7 mh e 9 -
levet 2 & t “237" moo® " e *h~eeo o xho e
no loggingfile /errors ¢._TOCEhN T ;x ~* ~"h e .g
moo*"‘(e*m ) 7T 2 xhe” ™" @
aaa logging login Tteom tE x he=® ™ mo ¥ .t vy
- - oh e X t” 0sss b
- - T/, 0O; , e or— = — E—— =
no aaa logging login eom tE x h e m o
"“toh T e X t ™ 0sSss o
i i ¢ ""O;’“tc'Em'E xhe™ ™ mo™ t
logging events linkstatus Ta e e momto e et h
- - T K ~0; . e s = :
no logging events link = ¢C._T0:i"¢ EmE x h e ome o
status e oha”~ ¢ o * a e e m o n
loggingevents ¢ _TOhME  mth* e O a e e 'y
spanningiree 1/ _T0; _ eo|STP.
portrstaterthange
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no logging events Lt _TOE mth~* e O a e e Y
spanningtree STP.
LR2NImadlk G SmOK
logging events ¢ _TOrE mth* e O a e e
spanningtree
topologyrthange —,
- 1/, -_"T0; ¢ p— p p
no logging events Lt _TOvE mth~* e O a e e
spanningtree
topologyrthange
logging events ¢_TOPE ,  mth” ¢ Obridge., © NE 2
spanningtree root-
bridge-change 0/ ~0- e
no logging events A ' ¢._TOWE ,  mth” ¢ Obridge., NR 2
spanningtree root-
bridge-change
¢ _TQO; tE N mth=* e ©O mo®* .t
logging events ddm SFP DDM
threshold —_~ (_omto'Ye‘( m;‘t.“*<tm'yh
L7005 e V ch e a”t 'E Wt Warnjng ET Errorz
no logging events ddm "mt~eo t'E "e” . e CcO Xxao
threshold
logging chkcommands — ¢c_"oB ,ho "e " ee
- - Tt __"T0,;, ¢ — ” =
no loggingcli-commands t_Tomr ,  ho "e 7 ee .9
file-system logging ¢_"OpE, ,mMth" e, O moT ot 7
{copy| delete-rename} -copyth ., ,mth” e Y moo™ ™ e 3
. oc h o " e Y - o T
o} X a o - - * - * N © - -
- . - delete-renamet h ., mth ™ ¢ 7y moo*~
h mt h c o o~ - —
X e . o c h a q
no file-system logging ¢ . ~OhE mth=g¢c ©O mo?* .t
{copy| delete-rename} — T . =
management logging S_TQOPE, mth~ g O mo¥ .t o
deny o xao"‘" Xch”'_’“e*'o_oaaxt"tohoaq)
no management logging h mth~e Y|[¢._ TOVE, £ mth~gg O mo® .t o0
deny xch"'_’“(e*'o_oaaxt"tohoaq)
logging aggregation on tpt ~O. e ¢ _TO R etho ~E Gslogn oo Te e, D
no logging aggregation on - ' U_TOEDN . Yeog® o0 T " e D
logging aggregation "mto” ®E h ay gh®e e Y oSsldgx ¢ ¢
agingtime sec moo® * e ®
9ing - - sec:(15..3600k o n 1 = — = — -
no logging aggregation mto” eE e ;. © co xao ;T e O
agingtime
logging service cpuate- traffic: (http, telnet, ssh, |¢_ " O; R etho TFE o h~e 90?8 YY m
limits traffic snmp,ip, linklocal,arp |_~9%h = 77y och = — eeo o t ¢
no logging service _ switchmode, arp- t_TOR,  ho ~e ®
cpumatetiimits traffic inspection, stpopdu,
other-bpdu, dhcp
snooping, dhcpv6
snooping, igmgsnooping,
mld-snooping, sflow, log
deny-aces, vrrp)t
logging originid {string | Tttw®rh~a thy _otoh . _* x Tt
hostname |ip | ipv6} T Syomt " ,et Ylogta®h * ego ny
no logging origirid "mco TCETo0 TtE "e” ., e  coO X
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HELTEX

loggingsourceinterface
{gigabitethernetgi_port|
tengigabitethernet
te_port|
fortygigabitethernet
fo_port| port -channel
group| loopback
loopback_id vlan vian_id
| oob} [vrf vrif_namg

no logging source
interface [vrf vif_namg

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id (1.64)
group: (1..48)
vlan_id: (1..4094)
vrf_name: (1..32)

m a o "o

"mco TVETd "ThtnE Kt~ " “eeo o e
mto e £ ™ | tt~ g choto o ™ { e
-vif nametr , 2’y | htx™ T"'Eeo o7 77
"mco TVETd "htnmE L g0’ Y” o e

logging sourcenterface-
ipv6 {gigabitethernet
gi_port|
tengigabitethernet
te_port|
fortygigabitethernet
fo_port| port -channel
group| loopback
loopback_id vian
vlan_id

no loggingsource
interface-ipv6

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id (1.64)
group: (1..48)
vlan_id: (1..4094)

"mco TVETo X7 hEm L T " eeo o

m t " o tol;tet * 9 ¢ hoto o

—~

"mco T'E o X* h 'Em

system drycontacts

¢ _TOPE Totx ¢ h

enable [initialstate state] .o e _eo e T W _eo o m
cause alarm -stategc o “o ' e oet® to ¥
state: (necom/no-com) |~ . " " O0®
/ . "'O;(eo i o"\'E_o ”“'Yxmthowmtn a9
V MES3510P
no system drycontacts ¢._ _TOthE fotx ¢ h  TQ; e Y m
enable ”o'e'_eh*”:reﬁmeoro mo ¥ t Y b
alarms event erps ring ¢ _TQO)E,h _T0O;. e _ mx gogmod
protection h= "h . ~ ERPSTEec”
— "o’“'E_o °"\'Yxmthommt“ a9
L7050 V MES3510P
no alarms events erps ¢._TO¢E N, _T0O;_.,e  _ Mmxcgo gmo 0 g
ring-protection h= *h . “ ERPST'Ec”
alarmsevents poe usage ¢_TO;g h, _"0O;,e  mxg9gg 9o _0O
threshold-exceeded e, mch™ poometthot2h~ 7 o0
| "0 TE o °"\'Yxmthommt“ a9
1/.-_"0; e V MES3510P
no alarms events poe ¢._TO¢ENM,_T0O;.,e ., mMx Q9 9o _0G&
usagethreshold- e mch”pgEomt
exceeded
alarms events power ¢ _TQOhE fohx ¢O; e Y mx g g _|
supply powersupply _"0;.,e . FTTo_ "~ ¢ t~e YO
not-present | "o TE_0 T 7Y xmtRpO{mpayna’
power-supply V MES3510P
OMOPPHUO; _ © -
no alarms events power - g ¢._ TOthE "ot x ¢ h  TQ; e ¥Ym
supply powersupply ot _TO;,e,  FTTo_" ¢ tTe YO
not-present
alarms events sensors ¢ TOMET Yot x c h — T0O; e Y
critical-temperature .o e _eoh ¢ ;. m_o t ac h~
tXhe.o""’t;*_"Oq)
. ] "o T'E_o T 7Y xmtho mt a9
TLe_"00 . e V MES3510P
no alarms events sensors ¢._TOthE fotx ¢ h  TQ; e ym
critical-temperature o0 e _eoh & - m o t ac h~t
t ac(h”’txhe.g*’”t “ 9}
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.0a>“e” hoe a ® x he*t g h Ethemmét
©.7 cTehomT  _oareleoe mthbkeh hm” a9 iKSNYSHY
console (config -if )#
“ % To3@r .0 a v e " h ’ a ™ ede h x m™ e
e ™ - e e
‘oameam [ . K _I m t
X a o ] 1 < e o x <
1
alarms events linkstatus ¢ _TOPE "otx ¢ h __ TO; e Y mx
[statug T a e e o cC h ~ t e o [¢} mt =
status:(up/down) V o TE_o© Y xmtho mto a
K. ~0; . e (¥ MES3510P
no alarms events linlstatus ¢ TORE fotx ¢ h _ TQ; e Yy m
[status] T a e e o c h ™t e o o mt "~
. o .m00' A La (t;“mfﬁ(;mct@o‘m«e’t *E«—:“ meo oo™ t™*
c oh "y x = ~ e Y o) “ > e omt ()
o To38r c “ " e omt moo® " e
’ c " eomt m o c m~e
- ) N . ; ¢ m mcth oa " o i h t : m * Y o * “s
. . - ; emefgencies O ~Ee o o
e*'e""“ a|éTtS)“°'* o '(0*30 L ao e(a(""\(eeo( L2 ‘“t"‘"Emt“
. h t ;crf'nicaD 0 ¢ m m t a c ho o = T~ h t : m A 2
o :erroryg 0 ¢ m mt a cho o " T* o R )
h " xch ’Wémir@s‘ Y 0 h " xch > T e o Yy meo o*¥ ™ he e
~ °oa’“notﬁicati'()ﬁs(’) ~ " oa T e S e mt ~a eo mo o " e
Ve o ha™” ¢ infornsationa) o Ve oha™ @ o0ee moo ¥ - e Y m mt a
t ™" " o e rudno"d‘me”"yi"y’ot co TE o ~ot
t ™~ % o i A " < < < . -
g da)qumg 0 o hh tee”om tmh om t pa
oa”e privileqedEXEC
¢ “chom=®  oa™e"  oprivilegedEXEBC _ . b a
console #
Tov* To3@7 .0 a ~.é " ari\"j”eg&dEXEC""Y chomaoth?™> “ ™" > xeh.eg”
- - . & =
_oa~e "~ < * <AK _l m t
c o X a o ;* < @ L
clearlogging T ST, moof e Y _exth e
clear logging file 1 ST TR, moo Tt oe Y LT
show logging file  to® hmemtoye ~ ~xhe=~ ™" 35 ~ ~h
T moo* " e YS “c m~ee - ]
show logging  to¥ hmemtoye ~ ~xhe=® ™" 35 ~ *h
T moo* " e 2 m® e e o e x
show syslogservers[vrf vrf_name: (1..32) _to®h®Emt hTo Ty x " " Gisloge hg hoo
{vrf_name | al}] m a _o 7o |-yrf namer , 2 Y htx® "'geo o7 7"mt
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HELTEX

console (config )#

showalarms Jtofh~r t  mQ e oha-~ .0 o~
T V"o’“'E_o " 70y xmtho ad
¥ MES3510P
systemdry-contacts[dry- L.oh T a . h™Fot m x 2 _o©
statug -lockt ¢ . h  _ TO; . mx g 9 _oet”™|
mo * .t 0:" * h
dry-status: -unlockt ¢ o mo ® .t QO *o®nr * mx g
(lock/unlock/toggle) |¢ . h  _Tp; " tmy
/unlock -togglet ¢ h ex ™ 't TEe™ 'y ma e c
_oet ‘._t [¢}
| "o TE_ o ST xmitho o ad
V MES3510P
show system drycontacts to®ht'E x " e mtho mx 9, g
T V"o’“'E_o "7y xmtho m a9{q
¥ MES3510P
h a h mc o0 a" @ ~ e Y
A ¢ _~0; t E h mth~*g¢ O o  Fo e 3 moo* " e e ~ 0
console# configure
console (config)# logging on
console (config)# logging console errors
A ; m t -~ t,’Eh e :m ~
console# clear logging file
Clear Logging File [y/n] y
5.23° h “ 7 ho ~ e C o@ha tooe t o h e 0
< — * - * < -k T
T x e c h “ ™ ho “ e 'Y ¢ o h to c h e ™ - e ™ Ty
50 % y” o) K m 9o Y 7 ¢~ t o o " eo 0
oetho ™ x O" coht @
N _oe t ho . h x O ) 'a X c oh t*x< coh'*ha”'<ee*'y:'()<tem*’YYYi . T x 0"
| o h t e a o’ t T Lt E oetho ™ hx Q" a oetho ™ hx
T IP- et h® o T e ot m°x Ty t'Htoo *ot 'E o h t ™~ T
i hoto o™ D+wt "o a® cofEtx.p TO; e e Ht
. oetho ™ hx a a coht™a c h a e 'YOtm'y m ™ ° (o}
| o h ta oe’ t ¥ t 'E oetho ™ hx Q" a oe t ~ h x a a
|ex"'mt X t 0 h ™~ e : e e ™ T M mm h “ ™ ho -
X AyLANM -~ > > 0 . ¢
b ]
V= h “ 7 hVLAN e ao’eo to T'E o c h 0 m m m
.o0a™~e " h ’ a ™ oe "o % % fCEego
¢ - “*chom™ oa~ e eo mtho h ’ o ¥ * T'Ee o
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tengigabitethernette_port
| fortygigabitethernet
fo_port}

“ % To3@gr .0 a e " h ’ a ™ o * * T'Ee o o e x h * ¢
.oa™e "~ € ;<e*<,_\K; ] m t
c o X a o ’ < o - <
port monitor mode T tE, oa h " %ot coht~
{monitorronly | network} -monitoronly T _ " " comtxc~ Q" e~
T /monitor-only ot m YT
- networkt ¢ ©° o Ty, t o mt o*a e "7
no port monitor mode S hexe”™; e  co xao ":"e QOO
port monitor remote vlan "t eTHH I h T Y x T T e e(RSPAN a0 e
vlan_id[cospriority] [tx | rX . o txo® x “cxota " tct*Em Y . O oetho™
dlcospriority] [bx | vlan_id:(1..4099; et h mo = -
- riority: (0..7)/0 — TR — =
no port monitor remote vlan P y: (0.7 " TVEAN Ty x eeo o aoe toh
vlan_id
.0a™*e?”" hoe a ” x he*t ¢ h Ethefmét
¢ 7 " c¢chom~™ oa™e " eoe mt k be™t h h m™ aQGKSNySGY
console (config -if )#
"" ] ee oa™e " . e ~E" 'Y . c oo’k 'Yt 'B°h **d ~ " oa& ~ €
e mo  9GKSNYySio
“F ToAQT -0 a v e " “omtx c e e x hhe *t’ ¢ ha m "~ guKéNyél‘j
.o0a>e """~ € D <AK i ] m t
c o X a o , < o . % <
port monitor {remote | gi- ¢_TO;Re_c. O aoe toh e "~ e~ e
gabitethernetgi_port| et h m_ ¢ {~"ee . et h _m
tengigabitethernette_port 7Y x_* ' T"eeo o o _oa~e®  oet
| fortygigabitethernet -gi_port te_port fo_portt _o e t h o = choxh ta .
fo_port} [rx | tX] -rxtT_oc¢ ho ~tep ceryt t . _oetho 7T
_tXT_oc*hm:"_t<c‘lE.hZ°”’ee _oetho
c o h t; 0 a
o otmx tmt o ¢c*h™a th~ NE Kk
i _oc*hxotm’Y. m R
gi_port: (1..8/0/1..48)  Txe ¢y {¢h teE ®rmahot d
te_port: (1..8/0/1..24); V coht~ o5 o W a e eo
fo_port: (1..8/0/1..4); N
. 0e . * PoftChanré] _ ~ ; mt
V_oetho"‘*hx'o“'('o et h ,m
"'c<h “0°" ’et<h ‘Up_m"' ) mo m
no port monitor {remote | ¢._TO/Re_c, O aoe toh e " e~ e
gigabitethernetgi_port| et h mo
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HELTEX

port monitor vlanvlan_id ¢_T"O0O;Be_e¢. 0O aoe toh e ~ e™~ e
et hm Pp JTee . et h _m
ST x _"V0LAN e o
. o h t aoe t oh e - e "o T g
V e~ mth~ " ao +[ 1 bo
/ o e t oh e £[ ! b ao” t ot
vlan_id:(1..4094) ‘/ mox,ct oz om0 om o mt a e
_oetho’\hx'o”‘ o coht™ @
|m = _oetho ™ hx Q" coh't q
Ht ot c’o htt Fa.ot 'E mco TVE o ™e
VLAN.
no port monitor vlan ST ITXE" T"eex O +[1!b aoe toh
vlan_id
port monitor remote ¢ _TO;Be_e, O x" " " eeo o aoe t
e ”mth™ ~ a o0 a e t h m b
: 1 M . -
no port monitor remote ¢._TO/Re_¥ 0D _ eeo o aoe toh ¢
e ”mt¢th™ - a o a et h m 0}
.0 a™~e " . EXEC a ~
= chom oa™ e " eo mt h o h ’ a 9.9/ a t m
console >
T TOoART .0 a*e” .Y Tomtxce h : a 9.9/
= - o =
_oa™~e "~ ~ 1« /_:<~K ] m t
cC oXx a o , e < @ d <
show portsmonitor ¢. mte oha®gg O co _oetho ™ hx(
T coht ~a
h a h c o Te e Y oa~e?-”
AAmt’“eol3ett’EhEthem@toetho"\hx'o"' a R/ MYy et h
m YRY; e t h m ~ c h s “t 'E e~ MO @
console#  configure
console(config)# interface ten gigabit ethernet  1/0/ 13
console(config -if)y#  port monitor ten gigabitethernet 1/0/1 8
A ¢ . m t e oha”g¢ 0O co ocetho ™ hx Q" a oetho

console#  show ports monitor

Port monitor mode: monitor - only
RSPAN configuration

RX: VLAN 5, user priority 0

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

te1/0/18 te1/0/13  RX,TX notReady Disabled
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DHELTEX

5.24~ x ¢ __ gFloW
sFlowt t ge o o 'Y S o amox an T'YO™Yt E ha*o”e t 6 h gd e . g m Yo
“ee . g CXxt a S Tomot e o * o h t h ™ - " Ty com B
h .o - a e ™ m h h m?~ o h ™ t "t m (0))
oa™e?" ho ™ @Ee o 7 o e x h * ¢
¢ ® “c¢chom?™ oa™ e “eo mt h o h ’ a To ¥ T'Ee o
console (config )#
m~/\242_l_~‘0ame’.~ h > am r\o'i'mr\,Eeo ) Xhme
.o0a*e"~ "~ ¢ ’<e*<,_\K~ ] m t
c o X a o ’ < @ oo
sflow receiverid {ipv4_ad- id: (1..8); TTTCETh Mmoo omo oh R omflpwe bt omt ot m
dress| ipv6_addres$ port: (1.. 5539/6343; | -idt e °© a gfowm ~h ; h~
ipv6z_address url} [port byte:c © o >t | -ipv4_addressipv6_addressipv6z_address P~ " h; m
port] [max-datagramsize e, o _ /14Q0m | -urlt "oa eeo  a’y gomt™ T
byte] .o hajsv4 address | -portt e oa h coht "~ T
AB.CD; -bytetra = _m a” TEeo _0o "o mo® ott E
o h ajjyé address [0t ch ™ T eo . o" e c ot T ee .
no sflow receiverid XXXXiX ST TTER mom oh bt mffpeh o omt tot
oha™'t

ipvéz_address
XXX X X%<ID>
dzZNI Y OmMOddm

sflow receiverd & 2 dzND S

"Ee t h m Pt hommto ¢

oS hmoc 007
zmoc

terface | sourcainterface- o Tt ’E“(1 Y c¢o xao ~-"e O _  _",
ipv6} {gigabitethernet . mt~t mt
gi_port| tengigabitether- . vlant_.ldi(lé}gi)lg i‘r g
net te_port| fortygiga- tgl_port: (1”8 0 /1"24).
bitethernet fo_port| port- fe_por i_( 1 8/0/1” 4)_’
channd | group| loopback T)_pot: ) (k.:d' 1 62
loopback_id vlanvlan_id | oopbac .—' +(1..64)
ook} group: (1..48)
no sflow receiver sourcan- ST TE eo vt te et ho o m~ 3
terface otch™ Tyt Emy mt~Tt mt " FFf{2g
oa™e?" hoe a ™ x he*t ¢ h Ethefét

C*"‘ " c¢chom™ _oa"”e"‘e_oei‘rpfh*be’“tg*h“EIﬁgrme’f_‘*a

console# configure

console(config)# interface { gigabitethernet gi_port | tengigabitethernet

te_port | fortygigabitethernet fo_port }

console (config -if )#
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* Y T4BT . © a”‘d1°( ) ) ao*e L x*he”‘t@*h“E(thgrﬁlef
oa™e" ™" - © ’<e*<,_\K: ] m t
co X a o : < @ o ox <
sflow flow-samplingrate id TTtmh T eQ@hom togh ¢~ to o
[maxheadersizebyteq _ - Foh o omo. ot~ tmY eed(currem ispedai S
rate: t(_x “™ 'y mh °e'Y’Y m_ohomt'EL')cD
(1024107374828 | \Siimh e yy m_onom i E . *onh
id: (0..8); sidteoa h mzPE24 " T
bytes: (+20~.256)/128 bytesta* _m a* “fFeo _octohmt &x
ot m_oc*ho o* h ™ c” cr _tT o
no sflow flow-sampling t_~"owve .t ;_ _ . .%oh _ e® coh
sflow cownters-sampling  ¢h ftaE _m a” Tge et h "7 a
secid Lo foeh_Ta e to
sec (15..8640Q™; -secTa ~_m a” TEe . et h ~n a% g
id: (0..8) -idtreoa h mgPf 2~ o "~ ~sflowreteiver°
. To®* "Eeoa h ' a _oe  xh"g
no sflow countergsampling t_Tovwe t ., ., o -Toh e” coh
.oa~e” EXEC a "~
= chom _mnat'he:)"‘eo h ’ a 9. 9/ a t m ™ " x Q" ®
console >
“F ToALT .0 a v e " S T omtxce h ’ a 9. 9/
oa™e"™ "™ € ’<e*<AK: ] m t
c o X a o , < @ R
show sflow configuration ¢. me~"mtho att2o0
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_porf]
clear sflow statisticsdiga- gi_port: (1..8/0/1..48) mt mtt'gt mt o yYm FCE 2egt b 0w
bitethernet gi_port| tengi- te port: (1..8/0/1..24); |_oa e ™™ o . "% t m moo ot
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port]
show sflow statistics §iga- _to®hmiE"t wFlow _ X
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port]
h a h cooa ee “e Y
A -~mt~edP " bhgEn PPy ndm ™ " h “h ™t gowp ™ EREMet- et h  mo
te1/0/1-tel/0/Hn xmt " eo t 'E mh e 00 M MANIHEIMt ETa "t km ha * TUEf
e et h “~ ™ a C 7 X X mec¢ Te240¢. * o h ~ a c "~ 0
console#  configure
console(config)# sflow receiver 1 10.0.80.1
console(config)# interface range ten gigabitethernet 1/0/1 -24
console(config -if -range )# sflowflow -sampling 102401
console (config -if)yt  sflow counters -sampling 2401
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DHELTEX

525 xe_c¢ . ", T, eomimhm oy
t 0o aax t *mtooh*th > “ cc ™ h ™ te c ho h “ad&e e omtmh
€ < << — < < * T * * < *
: o) et h m o — e m Y b ¢ c h :
1Y 'H™ t : m o) e t h m o Y
- M e " _L~ < Y
- h"mmt o 'Yye b *ae@on®™*h e ~ m ~ a ~ e Y
] 7Y oct : m e @tn b m o M
- ¢ h™ac h " ge ™Y h Y’ e t o
- 70 " e 'Y o ¢t coom “ 'Y ao "eomt E
- oct : m “'Y ao "eomt E e~ c h a
52514 ~  eomt  a _ "eo o -ty
oa™e" EXEC a ~
= chom 0 “e " eo mthom ™ " x @©"" a "0Y 9/ a t
console >
“ ¥ TOABRT .0 a ™ e 8 - e omt a " e o 0 - ~y
= - =
.o0a>e """~ v« <AK i ] m t
co X a o : < e L
test cablediagnostics tdr ¢ .co Teg htx™ TEeo t mt ho e
[all | interface gigabitether- gi_port: (1..8/0/1..48) et h m” O
netgi_port] St Y _mooo9 et h  mo
show cablediagnostics tdr _to®hhETx TUEt ~t com ™ "e o
[interface gigabitethernet gi_port: (1..8/0/1..48) |_~ % 7Y T 7Y x_" "Teeo o et h
gi_port]
test cablediagnostics tdr ¢.co Teg htx™ "geo t mpge h'o o”e
fast[all | interface giga- gi_port: (1..8/0/1..48) |t o ;e o™mTEQR® _~ "“eeo o et h . m
bitethernet gi_port] -~ Yy .m_ o et h o mo
Lto"h”(:hE("co"‘o t "‘Eex'o"’“‘*ex
_x_""”’eeoax et(h . mxt())(m"
show cablediagnostics ca- . ] _oa®e®™™ .co Tey tmy " 7Ty mo g
ble-length [interface giga- gi_port: (1..8/0/1..48) g €t.Ph . om "o e TLtE " _t
bitethernet gi_porf] ~ h a2 SvawmR™ DTt w7
co’*(h’ "”‘< t*m 'Yetto(’h"Edo me* o
GigabitEthernet.

h a h co’“e<e*’Y_oa‘e°
A hot mt hogi1f0/A:'E coht
console# testcable - diagnostics tdr interface gigabitethernet 1/0/ 1
5324+#test cable - diagnostics tdr interface gi0/1

E:able on port gi1/0/1 is good
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HELTEX

5.25.2 | > e ono tc t "; m 0 0 t h ~ h ~
T x e I Y ® - e omt c o o Ty |t o ¢ e t 'E t
oc t : m o} —~ e m Y )
¢o a o’ e > t oa ™t : m oetho "E momto 'Ye
o] h ~ - t c ™ h ™ a t hh . o o ; m m hy~ ee t ~ t 9
~ " " ee a c ho o * t Ya hb ® m ¢ ® hh~oa @ h o
0 aaxt ™t h o h a h x t c h "mxocoh® ™ “e* oY © - * h
.0 a™~e " . EXEC a ~
=~ chom oa™ e " eo mthom ™ *x """ a "9y 9/ a
console >
T To4eT .0 a e ™™ ® - e omt oc t : m 0 0 t h ™~ em
.0a™~e" "~ "~ - © ’ * <AK; ] m t
c o X a o : < @ - <
show fiberports opti- Jto®htETx TUEt "~ T, eomt
caransceiver[detailed] gi_port: (1..8/0/1..48)
[interface {gigabitethernet : .
i_port| tengigabitether- te_port: (1..8/0/1..24);
gL . fo_port: (1..8/0/1..4)
nette_port| fortygiga-
bitethernet fo_port}]
h a .hc o Te oea ~*y"
swl# show fiber -ports optical - transceiver interface FortygigabitEthernet
1/0/1
Port  Temp Voltage Current Output Input LOS  Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK (0] K No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliwatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error
TrF To4BT " hratth e oomct t . tmh_“oe mo h ~
“ h ™ a t h e ™
Temp ’ a c h ~ t x h ™ t h™em h [0}
Voltage "*chy e c t ™ e Y h e m h = o
Current t__Toe e to_" e” ¢ S «
OutputPower ¢ .90 "e”™ Y ao "eomt E e~ Jho 7t 6 St 0
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DHELTEX

Input Power ¢ 90" e™ Y aoc’he omat 'E ga" ¢t ) O
LOS ot hy m e 7" o
e ” : e Y h x TEt * to ® - e omt Y
- N/AT ¢ “"omtxceo ¥
- N/ST e co """ h » - tm "y

5253] © eom¢t“®~ ~ ~ @ e t h m o
.0a*“e?”" EXEC a ~

=™ chom oa™e " eo mt ho h ? a 9. 9/ a t m

console >

“ ¥ ToAQT o0 a v e " T eomt e " e et h m o
oa™~e"™ ™ o '(e*;\K: ] m t
cC o X a o ’ ® e <

test led port mode{ force- ¢_"0; tE e _ 0% 0" a. h a h~
on | force-off |force -blink -forceoff T _ T0; e
| default [gigabitethernet gi_port (1..8/0/1.48); | -forceont o h 't comto 'Yeeo
gi_port| tengigabitether- te_port: (1..8/0/1..24); | -forceblinkt 2 | ~:®
nette_port| fortygiga- fo_port: (1..8/0/1..4); | -defaultt d qR¥o dEgosg d3gqosodoy YbQve
bitethernet fo_port| all]} /default all 26 YdEDBDbgy J324d,besq

V'o’“'E_o STy xmtho mt o a9{p
show led port mode{giga- to*h® - t'E e oha®g O o h a
bitethernet gi_port| tengi- et h Lm0
gabitethernette_port| T
fortygigabitethernet
fo_port]

5.26 IP Service Level Agreements (IP SLA)
I[P SLAGM o -~ 7 e Y o ~* xho ®m t f%F@H e o T0o~e 'YY™ t Lte 0
mco TE x QO"" 'yYm'vy ° ™Y T a h e Y ¢ h™a t h o ¥ .mtho
T e e 2d s to h ee. af e " mt ~ —~y ot mo ¥ o cho®o ™ t — 'Ee X
m* o h e oha=~ ¢ ) 0 cho go " 7 e co m t ® e

o e e a o a e t a h e c ™ h ™ a t ho m t a ’
ICMP.

h "> "o0a  .&6c Te e | [atc 9OK2 x TCMP Bchovequesto oot t he* -
et TThm e e e Yz o |CMPEchoreply % (¢ Yemoo b e iy
a e (0]

/ 0 e o Lt {[I 0oc h = ¢ ao’ eo m YOt 'E ¢gew!m Yo TE
a e’y tm?’y a o a e t a e e Y momt o ‘Ye Y Lt {[l o cC h ~

h T a e e momt o ‘Ye Y toh - o "ao’ eo . c o e
Ot m vy h ’ a Toh*for TRe oY | T . cxoh ”epfi\ﬁile,ge’dEXE@:@ & e € " h
e 0% 507 a o "oco gop t.E ac*he ° mmoo - a” ~ e Y e % oh ™ a ™ 42h o 0
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HELTEX

] Y mco TETo e GY*'o)oé go Lgo{\f!te'Em’“*x'O"'

* - *

- 0 """t E oc 90Kz QO NQY¥YIEI . xh ho “tE O
- T c xmt t 'E .c o0 e e o ¢ h ~ ¢ (0))
- (_o" I’E.'Q;M!_/tyz mH’Y' ee.m m _oe_h<teom Lt {[I
- h e o~ g0 ° a omt S mo % *cth'E a ® ah oen .ey .nc oo m”te oYY
TRACK.
- h omaoth t 'E mt ~t m t X ¥ c¢h e o % go aomt > o
- h e 0*30* aom:t > c¢h h =t t 'E . c o0 e e o cC h
.0a*e” . h > ar o * v T'Ee o o e x h * ¢
¢ 7 " chom?™ oa™ e " eo mtho h ’ a ~o * * T'Ee o
consol e(config )#
T Toq@erT .0 a*e T . h ’ a ™ o * * T'Ee o o e x h ™ ¢
- o 3
.0a™>e ™™ L * <AK~ ] m t
co X a o : < - )
ip slaoperation L.t h 7 a oe |PStAc hb” Te Y
operation: (1..64) -operatont e a2 h oc h” ¢ O
no ip slaoperation T " TIESLA ¢ h " e OO0
ip sla scheduleperationlife TTctxm E .co [PSLARec  h " ¢ OO
life start-time start-time -operatont e ca h oc h™ ¢ O

operation: (1..64);
life: (forever);
start-time: (now)

-lifet h a Yy t : e otoho 0
-starttimet . h a2’y "~ Tcxm_ " @

h tht EFc o Te|PSLA ¢ h ™~ ¢ )

no ip sla scheduleperation

-operatont e ca h oc h™ ¢ O
track objectip slaoperation Lo UFRACKT A, _t Yy _otoh . FTx" qyp
state SLRc¢c h " e O

object: (1..64); -objectt e © a TRACK® A, _t "~ o
operation:(1..64) -operationt € © @ IPSLRA ¢ h " ¢  d

no trackobjectip sla ST OTRACK T A, _t ®

-objectt e o a TRACK® A _t "~ &
logging events ip slapera- ¢_ "0, B _0o° moo® " e  o7|PSLAET @&
tion-state-change K ~0- e . ) . .
no logging events ip sla oper- = ' ¢._TO;E _ 07 moo® ™ e o7 |PSLARE
ation-state-change h~ ¢, | @
logging events ip sla track ¢ _TO,.E _°" moo* e o~ a e
state-change —~

- - TK., __~0; ¢ = = = =
no logging events ip sla traek " ¢._TWE -0 mo o e o a
state-change
"”*’“*25@-[”‘"0a*e"‘. h(’*a"” mo'*”’e*’Yoc<h””¢*m Lt {[!
oa™e" ™" eco1;<22><Al-(‘ _|(wmt“ .
icmp-echo{A.B.CD| host} L. ht o h > a  oe  |CMPECHOoc_~h
[sourceip AB.CD] host: (1..158) c, ., @
m _ a o 7o |_ABCDT IP¥ "h m x -7 m t T
_host-[°oa(eeo( ay x — m t
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oa~e” h a "~ oJPSLACMPECH® © _ 1" ® ¢ 'Y
¢ ® ™ c¢chom?™ oa™ e " eo mt h o ICMPECHO a o e
console(config -ip - sla -icmp - echo)#
T % Tongr .o a e " h ’ a ™ 0o e X h h o ~ e Y oc h ~ ¢
o e [Tee ™ e
.0 a™>”e "™ L R K ] m t
X a o : e 1 @ oo
Amto"et;"Emtotx coﬁtoh oec '\~
frequencysecs secst T mtot -y m T xe " 5o
secY¥ omMnddp
nofrequency “mt"eog‘t; ‘Ee “m¢t ot CO“'E
"Tmtred T BE t" a“xt® 3y co .m
i ¢ e c h . ot L_/t &t oc h ~ ¢ Y
imeout msecs ; e e - ‘
msecsO p n ®dp nnnaje | X ;o0 @
-msecs t a”xty a T om  xe”
no timeout “"mt~eode ™t 'Fe t"ttoa%x@mo T:"e
"mt~ eo t'E _o T omt o T it
requestdata-sizebytes . . _" ;. mt paylodd. ee - o &
bytESOHy(D(DMI'ITH_byteST_OA om0 fr g
no requestdata-size "mt~eo tE "e” . e _o T
’ ] 'Y eoha”™ T'Ee o 0 c|OMPEChde "o @ ce h¥ et m'fy xe
e ©oe ST mt ot . .co0 Te e 'Y oc h ™ g o TE
.0a™~e " h > a ”~ 0o e x h h o ~ e Y th -
¢ ® " c¢chom™ oa~e"eo mtho h ’ a ~ o e X
console (config -track )#
%% Toppr .0 a ™~ e " h ’ a ™ o * * T'Ee o o e x h ™ ¢
.0a™>e "™ =e”, e ] m t
delay {upsecsdown secqy "mt~ed® ThtEx T 7Y ma e . ori opm t |
up secq down sec$ ch "a e e memhbd ye P Lt
- secst h> =5 . m_ _xe™ " 50
. -up T ~ h’_a”’<e(e*'Y mmlnra)"Ye‘
secs: (1..180)/0 oc h* ¢ momto e hyT
-downt ~” h " B e c @ Y moam
oc h * ¢ . momt o 'Ye 9 NNPE NJ
no delay [up] [down] R - L)
.0a”e” . rivilegedEXEC
¢ 7 ~"chom~ o a ” e "privilegedEXEQ: © h ~ ar
console #
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T 72587 .o a” & ! priVilegedEXEC
oa™ e ™"~ =e"; e _|<mmt~
show ip sla operation . to™h t e oha*dpPSIOR O h ™ ¢ ‘YOO
[operafi)on] P operation: (1..64) :operatic;nfe o a  ho Ct h~e¢. . @
show track[object] N toThte oha”JRAGK™OTA, _t" o0
object: (1..64) lobjectteoa h o f A t* o
clear ip sla counters L _Textmg t JIPSLRc h ™" e, | D
[opera?ion] operation: (1..64) -operatont e coa h oc h” e @
uh*a(h e"‘mthow_*z ch(*e"’ e"’,(e<emoowa TMﬁ’wq)_q;‘)HerChpoz"‘hy
icmp- ¢ hom~ _m:"x§°z_lnﬂh<a<e<a_'”‘(mt,1e9<r<nt’ch<e:‘.'X‘C[)(‘L*\*]a pnan
h"a(hoa A”"ee'.”j‘<q)|1|_*””’mmta*<1f m'é%}ﬁ@{enj('y._'mev\ﬂh/*y*'a(e(e
momto'YeL(o’Y;AQW_!t/* “.co"\e YOt m Y a’“_hom ¢9{¢L|J5h2b ¢9{
console # configure
console (config )# interface vlan 1
console (config -if )# ip address 10.9.2.80 255.255.255.192
console (config -if)#  exit
console(config)# macro name TEST_DOWNrack 1 state down
Enter macro commands one per line. End with the character '@".
int gil/0/11
no shutdown
@
console(config)#
console(config)# macro name TEST_UP track 1 state up
Enter macro commands one per line. End with the characte r'e'.
int gi1/0/11
shutdown
@
console(config)#
console(config)# ip sla 1
console(config -ip -sla)# icmp-echo 10.9.2.65
console(config -ip -sla -icmp - echo)# timeout 500
console(config -ip -sla -icmp - echo)# frequency 20
console(config -ip -sla -icmp - echo)# request -dat a-size 92
console(config -ip -sla -icmp - echo)# exit
console(config -ip -sla)#  exit
console(config)# ip sla schedule 1 life forever start - time now
console(config)# track 1 ip sla 1 state
console(config -track)# delayup 3 down 3
console(config -track)#  exit
conso le(config)# exit
console #
h a h o mt "~ t |OMPEcho 'Y oc h ~ ¢
IP SLA Operational Number: 1
Type of operation: icmp - echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Err or counter: 0
270 Ethernet_o a a x t ™nt ot MES23x MES33x, MES35xXME$324

)



- Operationstatg t . _x * ~ momto ye ~ oc h~ ¢ Y
A 8Sheduledt o ¢ h ™ ¢ Y _ .co TCey tm YT
Apending-[ .co0o Te e o c h * ¢ omt ™*eo ~ eo ¢
- Operation return code __©° ..h 7, e Y com™ Te  .co Te
A OKt xmec e o - h e cT s x o c h
A  Errort © x © " -eo - h e com ™ " e coc
- Operation Success counter ¢ =~ ; mt o xmec "eo " _oe . ee
- Operation Failure countar_°© —_ ; mt o e x*~ -eo " _oe ; ee
- ICMP Echo Request counter_© ; ,mt o c¢cho " ee . g ~Tcxm
- ICMP Echo Requestcounter © ~—~ ; mt o cotTx - ese".clph/ogmf P
ICMP Error counter™ ; t ; _ ¥ oto~"h~®>~ Q" o™ . mt o  ‘a h
ot t mt x 0" a o " o a o ’ ¥ (0]
527 7. _thoc ot *® Ethefriet(PoB
o * - oaaxt™tolpQ mo*mox'e‘“;meoa Yo "7 h el
co T Ethemet moot  tmt TEEM0R.2P(Pol ¢IEEBAR,Af(POR)E © t . ¢ X
C e o S
.0a™~e” h ™6 ™ % " 'Ee o 0o e x h ~ ¢
¢ ® ™ c¢chom™ oa~e e 6o mTi{Hheo ‘0 & ’ a h ™ ¢
console # configure
console(config)#
* ¥ Toggr .o a e " h ’ a o * * T'Ee o 0 e x h ™ ¢
N e ” /de ™
.0a™>e """~ Vo ae T - 1 mt
X a o , e 'C < @ - <
power inline limit-mode {port| ¢ .~ h'E’ a o h~e - e Y ao
clas$ H™, _thoc t™e YY
_port-[o'h‘ek'(e*( xmt‘e‘n"‘*_
T /class ~ " a e mth ™t e .9 ¢c~h~a t h
-classt © h >~ e ;L€ ) xmt"'e"'“"‘
_ T mm co®™ T0O; eeo o xmt h
y 2 LJZ@SNJAYf?\YE ¢ hexeE; e co xao";”‘e*'o
power inline restart auto ¢_"QO; tE " _toa”*t . m__  h
ot __T0;.,eotheg T h”
no powerinline restart auto 1/, _"0;,eo0|"mt~ eo tE "e* . e  co xa
- t oa™t D . h mt * ht -0
oetho_""“(h‘
L26SNI AYyEAYS dz " mto” e ctofr o coth * 7'y ao  a
percent ) _otohoa Joha hx tmy e o h
percent:(1..99/95 GAYYL) GNJ LI o ch e
y2 LRGSNI Ayf Ay Commt ~eteE ; e  coho ~ co
power inline traps enable T ht'Bha ho Te . e ohar
T/ ~0: eomoo”"’(ekm °’“’Yco°m’mt<a.
no power inline traps enable f heetmptho == ¢c”h”a thr~
power inline inrush test disable T/ _T0O; e ¢ _TOrBo _  h_xo AYRHzaK
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no power inline inrush test Jt_Tom oo h ¥ o AY RHzA K
disable
power inline disable LU _Tomeco mETO e 01O
- i " m¢tho - mt x c t m
T/.. _o;(eo Vc h T h x . xmt ho m t
no power inline disable ¢ _T"O,Bco "E 0 "e o]0
.0a™~e " h o e a ® x he*t g h m ~
¢ ® ™ chom?™ oa“e " eoe mt k e ¢ h E;Hlerﬁ‘e’fa
console#  configure
console(config)# interface gigabitethernet gi_port
console (config -if )#
T T25BT . oa @t o acte o x he™ ¢ h Ethermel
% - . = =
.0a™e """~ v« *;\K‘ ] m t
co X a o : < @ LA
power inline {auto | never} “ch® h™Yeoghoto o 7% o PoE mhtxh’o en
@l A Y 'S raNde yhahtg e” et hoom
cautot h ™ ~h ™% ott x choto o "PoEcO° *
xmtho mt e ™ TO; "t mo T~ - x
range_name:(l:j,z) e vy e~ st h m
m‘a“o T_neverl’""ch et gt ok ChOtO_OA"_O'y
T /auto xmtho m t e ™ e t h m o]
ey
-time-ranget _h ,a eeo et h "~ T3
c ot ™e co¥x*" ~tt 'Em 'y e et h
power inline powereddevice Jo® "tepmo o T"’Ee o Polomct hmo” em t ~
pd_type pd_type:(1..24) coao " “ " a eo *mothhx “hoo ~™ee
no power inline m,a_o 7o ge |"77TThEe 777 " eeppEmddomma ©
poweredrdevice
power inline priority {critical | " tTgh oh t t PR Hhh xch™ T e
high | low} thoe t™e —ad@
-critcalt xm t e Tt TLLem
c*t"e"ch“"\( thoc*t"e*< c o h
t ch h~ “t 'Em 'Y com ™ "e (
T /low m mt pgE-.
_high-[xmt"e" - - t m o c
e ,'Y
-lowtxmt ~e™ 7T - t eH™ __t hoch f{
no power inline priority fommt ~ethg oh t 't co xao7:"e
ower inline limit power TTYocetem T T a0 Teomt H™ tho
P P power: (0..30000)/30000| =+~ e o o coh t - c
a Gt = -
nopowerinlinelimit ¢ o mn‘Dt””"eth'EI ® ) ~ a0 "eomt . co X a
.oa"e ibrivilegedEXEC
¢ " home _oa”e”eo mivilegedEXEC . h . a _ LJ
console#
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"7 72587 .0 a” @ ! priVilegedEXEC

-~ - . = =
.0 a™>e ™™ v« * <AK . ] m t
cC o X a o , < o o x <

show power inline [giga- . t o™ h mtom t o "ye HT t hoec e

. . . i rt: (1..8/0/1..8); RURPORPOE SR o o~ - N —
bitethernet gi_port| unit gi_por ('d' l/g ); co Jhe 0" o ¢ _t~ e  co
unit_id] unit_id: (1..8) -unitidteoa 08t~  mt ¢
show power inline con- . . . Jto™h g*p ™~ t h mt _ coth '\
sumption [gigabitethernet gl_ri;ritt. (I(lj(Sl/OSS) et h  mo _ xmtho mt ~
gi_port| unit unit_id] — -unit jdtreoa Q8 ¢t~  mt P
showpower inline version Jto®™h t 'Em O chooh~maee o Y

T _oetho"’\(h" co " m m t a . t 290

h a h c o e e Y oa™e"

A ) "t 'E momt o 'Ye H™ t hoc t ~ e Y m o) e t

console# show power inline

Power - limit mode: Class based
Usage threshold: 95%

Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable

SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)
1 MES2308P 240 219 (91%) 85
12- port 1G
Managed
Switch with
8 POE+ ports
2 MES2308P 240 0(0%) 42

12- port 1G

Managed

Switch with

8 POE+ ports
Interface  Admin Oper Power (W) Class Device  Priority
gi1/0/1 Auto On 31.800 4 low
gil/0/2 Auto On 31.800 4 low
gi1/0/3 Auto On 31.0 4 low
gil/0/4  Auto On 31.400 4 low
gil/0/5 Auto On 31.500 4 I ow
gil/0/6 Auto On 31.0 4 low
gi1/0/7 Auto On 31.600 4 low
gi1/0/8 Auto Fault 0.0 0 low
A o " "t 'E momto 'Ye ‘H™ _thoec t ™~ e Y . h~eeo
console # show power inline gil/0 1
Interface  Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process
Port standard: 802.3AT
Admin power limit (for port power - limit mode): 30.0 watts
Time range:
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Operational power limit: 30.0 watts
Spare pair: Disabled
Negotiated power: 0 watts (None)
Current (mA): 0

Voltage(V): 0.0

Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature  Counter : 0

Lc*m"oet*ofh”"c"“<ha”'.a3<’|-|"h(o_4thoc*t”"e* 'Y ¢ h257, " _eo ) t *
T 75T " hra th. o mt~txm® CHT thoc t~e Y
Nominal Power 'oa*e""’Ee"Y ao "eomt E . mto e - c*t‘e*
ConsumedPower ma h eeo et . e coth * 77wy ao ao "e
UsageThreshold uohc()'(;ﬁo<('e”’;(e<*:(coth<;“'y(a:ommao"'eo
a” g oeeo moo® " e  GFYYLI GNI L o ch
Traps Jto Tt h= ~h 7 e _ 0 h am ohoo™ ™ ee e
Port "‘o‘e”‘;‘e*( et b m® —oaaxt”toh” @
Admin ;°a*e*mth‘t*ueo< momto ye H™, _thorg
Fdzi2 . Y S@SNWD
Priority uh*oh*t<t xch‘n"“e* Y 'H’“(_thoc*t-[‘@ritjca_ha
high, low.
0per Lc(h"tiﬁeo‘ momto'Ye*< 'H"‘_thoc*t"e*'y
Offt ¢ t ™~ e coht™ . ~0; e o “ " a e mth ™
Searchi;]g c t e o coht ™ _~ _’“'é); . eo QDE(o*m’ t**h° o™ em t
Ontec t~ e coht ™ cHh_*’?n'@;“% ORoE emetom 6 'Em t o T
Faultt ~ ~ h Y ¢ t "PpE Myt k@ hm ¢ @o " chom o
: a *Homt*xceo* "]:)O*Ba:ndhh)m 'Fn’t:'Yoaa"A(o "'eo*mt'E
e(. c h ® o) ' ' ” o
Port standard \“:mm*i*<”e*’Y co”™ T0O;,eeo0 o xmtho mt
802.3at.
Overlaad Counter L, vy o7 o omt " oom Tx o ¢ ho o hox .
Short Counter cs .t o mTx " a . "oeh o'Ygpo o
Denied Counter L.t o mTx 0ot Y co o YTt
Absent Counter ety o mTx o ch o hm ITet 'YTOHRT e t'¥oce
xmthommtu‘q)
InvalidSignature et o’ Fo_ _7rmm o xmtg o mcto " TO; |
Counter
528 xe ¢ o‘<mc<;(e*’Y'<‘oc”‘meomt*
5.28.1 xe _ ¢, . o*(mc<;<e*'Y""'*t. cohto
. c . ~'EO co“.. ’(Ae* Y 7< 'oc*meomt* . e_"'cmatahxot*”"t"t"*E)*h_of_noxm"'
ioht t"‘_z-to*. Tomt x c __Aoaaxt"‘tohx ;:h<' 'Ht o t c o
fe_C* Y ~ ot cohto“ ome_‘"o'ﬁh"(em”’o “ez" _ooctho(h'.(a’“(he”’*'_*h(:'s’“ﬁt
""‘h‘m‘” ao'xt ¥ t 'E e”mtho(omaxﬁﬂxghué()q;*:‘gm’:\('x*;;gi(e
”’*h<mo“ c o h 't m’“(*x(t “ % "o *ho“’“t’Ez "”"'*tth_('o )
’”°h<m‘”a*q> - o a o~ h ™ oaz_o'"’“ "*To"h*(mnoﬁma@,we*cd‘“h
e m YO oe m Ht a chbktomvy & 7™ e a - t S - m
ct<1 eryt m’“ﬂx’o’”* *a h Y e m-‘_'"e 60e ho*'"ee “c”'“*t
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c h m .~ Otm'yy ot*h~*m. ~ Otm'yyotT T@:" tm'ydt X echg ey’

Lockedt 2 NI co'no Y(t mo oh e*t"'Ehr(nrnczrpo_‘_ . xw;«ee_.ooela!'
o " h” "Hay§y m c m o ao’ eo ommt¢t * e o t com ™ c h o h
A X " mt X t 0 h *~ e e " h effo § " ot mho o a. os
€« < - < T * 1 < * < < -— —_— 1 < - <
« mco TE"x OF X e c (@) .o t (0))
oa~e” hoe a ™ x he*t ¢ h m ~ A “c ™ 3 eett hh mmc
. c 0 Etherrieb .
h x ¢ c cohto
© 7 “ehom® _oare’ewme mithkeTch FEffprpet, act b om”
cohto Y
console (config -if )#
"% Topgr .0a*e” . hoe a™x h* ¢ h Etherfiek h xcc . et h m o
S o -
‘oa‘e"‘ LI *<,_\K _I m t
co X a . < e .o
port security ¢_" 0o, Be_e, 0 "7t e et
X e c O x e Y eo 9 ~ " h
T/ ~0: e |m e x ere” .ha m~las mto :e
.oa™e ™™ e 7o portseclrity discard e *
no port security L TOtRe_e, O 7"t . em et
port security maxnum|[voice] TTt®Er_m a” T"'Egeo o T . mt o0
X t 'E coht ¢ h ‘Ht o a : 0
: t - tm 'y T a vlan™ °~ h m o
-yoiceT xmt e ™ a™ m* at* T 'Ee o o
num: (0..65536/1 otoho ao’ S v P - x . eo
. a t "7 h xylae _aoF2AtOS& h .7
— a [ ))
no port securitymax "mtoTe teg ; e  co xao T.%"e 0O(
port security routed se- — o ha™st**h " h 7t E to TE o a®™h “hxt "
o a. st. = m N ~
cureraddressmac address € ‘ MAG " h moa mto e
- H.H.H, HH:HH:HH, = - . e = A
no port security routed se- HrrHTHTETE mt®eo t'E e ; .., ., co xao
cureraddressmac _address
port security {forward | ¢_"0; xttEe, O 7" t . e” et H
discard | discardshut- xe_e,O [ "x;, e Y eo .o "7h
down | discardshutdown- -forwardtr ¢ ” _ t . m e "X";h eme”.a
vlan} [trap freq] ,Mmo ;e " ¢ h m. 7" Otm YO
-discardt ¢ ~ me . Tx o eeX ah m.'”'sa6
mo e “ ot *h*m. ~ Otm'YO
. -discardshutdownt ¢ © __ _t . m e X e
freqy omoddmn. T L, mto :e - ot thm
-discardshutdownvlant ¢~ _ t . m e = ".x
* " h m "~ a mto :e - ot *h*m.
mo ot tmt x O 6, 00 [ !bo ¢
omx " mt Yy tmoy oa™e" o 38
-freqr “m¢tot ™ e h h x a 7 mo
GNJ LJ ch comtxc — e e m "~ e
port securitytrap freq STt mtotx e h hx a.g moo
freq;po m®dmn nn|trap, Syslogh , comtxec —™ e e m~e |
c ™ t o (0]
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port security mode{secure TttmE,  a o hTe . e XYh mo. €
{permanent | delete-on- e*mth~ 7 a0 o et h SRR ¢
reset} | maxraddresses | -maxaddresseg x T " Y, t ot x . T, e
lock} Tx o e “"h m® 3y om 7y "ee .
X e a®™ m a™ T'Ee o o _o ™
uo“toheo< *'x;e ) ’mt‘h<e
-lockt m o oh"e’Y(t ; t oex " x h™ ce 7
TThomigimb Y tmes
T /lock o*x'(e*< eo a “ " h m "~ a mt
* % h . mo
_Secure'[e"mth”*_“t mt ™t ; m_o
Zs{’h(mo‘ e ™ cohtx @
-permanentt © “ e e . I "ghl /m mo gh ~e tn
o com ™ c _h T ohx ot x m t
-delete-on-resett © “ee . T T h m x "~ 7 o
c h - hx'_ xmtho mt““cp
no port security mode " mto” e ‘te’E e co xao "-"e 0Odg
.0a™~e " . EXEC a ~
¢ ® ™" c¢chom™ 0 a” e "EXBC mt h o h ’ a "~
console >
v 58t .o a e ” h o ,a” 9.9/
.o0a*e" "~ € ’<e*<ﬁK: ] m t
c o X a o , < @ oo
show ports security{giga- o _"ftegmtho xe ¢ i 0
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) et h LI
gabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group| detailed}
show ports securityad- o _"Tttg _x " o _ o7 . mt o X
dressedgigabitethernet gi_port: (1..8/0/1..48) |_ o "ao’e . " 77y a“f 7o ~ho Tee
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| detailed}
set interface active{giga- s_tho “itegE h L,m3X ot T0O; ece
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) |c oh to*a @& "~ T omt xcceh™ t o7 oh
gabitethernette_port| te_port: (1..8/0/1..24); |c¢ o TE"°o "t  TNYUO O
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group}
show ports security status T Lo _TUtUE _ x T o omt txmoomo g e
h a h c o e e Y oa~e?"
A ¢ ~0: t 'E X e c O '~ " Ethernet® ~~ mMp”"eoet th'E o mh ~
“"h moa* " hpm om™ s’(__‘X*;hem‘“'Y"‘*"‘o h o “tE
h mo Ty e t h m ™ m ¢ TEO otZXfibmmtagE c ~
. © Qh‘“ﬂe**tm'E‘x'<'é%hmm
console#  configure
console(config)# interface ten gigabit ethernet 1/ 0/ 15
console(config -if)y#  port security mode secure permanent
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console(config -if)j#  port security max 1
console(config -if)j#  port security
5282 ho h - co® T eeomt - et~ e ™ ome o c o
5282.1x ™ ~oc hoy h - co”™ T eeomt
s x t et e Y e"‘ynoncpeMo:) o] mm"(:e°,”‘hf"”“t c ho h X c o
oaaxt™®toh?™ : h : e " e m h h e ” ome o0 c o ht
Xt e t ¢ ho * e e - t oh o} ~ e e co TE"o ot -
h o h - co”® 70 e"tomT ccoo”h'B o co e’y tm’y m h h o a
EAP ExtensibleAuthenticationProtoco).
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ "“chom® oa“e’ew® *nMtPew e’ axh~ g
console (config )#
T * Tog@T -0 a ™~ e " h ¢ * 4 ™ 'Ee o o e x h ™ ¢
.o0a™>e "~ "~ © "e,-l'<~K 4 mt
cC ox a o , e < @ s <
dot1x systenrauthrcontrol ¢ _TOhrE " 2 Txt et _"c. .yn
no dotlx systemmauthrcon- T/, - _"T0; . ¢ ._TOWE "’ _a ~xt et _" e, LY
trol
dotlx macauth radius ¢.*h~"t'E oha~t moo® " e RARIUSO
username {groupsize _ ., . e tRADIUR T A chogg mm "
groupsizeseparatorsepara- groupsize: 1,2, 4, |° ™ ¢ °MAG Tho om™ 3 oc g, ,0e” TEe o
tor {lowercase | upper- 12/12 “ t h “UsetName
case}} separator:-, :, ./none y Im ‘Usemames | e "mtho e 3y to ch
V * : h ~ - ~ ot 'y m e e a
no dotlx maeauth "mt~Teo tEXx‘aeo” 7. "ee  O@ o
dotlx macauth password "mco TE'o0 Yt E """ Tee. " Ta e
assword UserPassword @ . mMMAG " h m~ mxcc ™ "oe
P password: (1..32) — P - P
no dotlx maeauth pass- m a o —o ,ta e t'E mco E"o_ "e e
word o “le *ho Ty USetPasswort mc o TVRAGP Tt
mxcec T "et“UserPasswdrd, T x t
aaa authentication dot1x ST ET e - .Y a _to®™ ¢cho
default {none | radius} . toh e o x ot gl 1l0ox T
[none | radius] et h M”29 L9999 ynHOM: P
-nonet © ) co Te 'Yt E Tixt et "
-radiust mco TE"o “ t 'Eom ch moh o w ! 5]
T /radius ”‘xt(et'l’_* X COA'E'O“”"(A'Y
, Ctoho a t o " ¥ x tm ceot TUE " x|
Vto’“"E_o L MmMTx ¢ ¢ h oax 0~
* — e x m ¢ e o
no aaa authentication “mito” e te’p ;e co, xao T"-"e 0O
dotlx default
.o0a™~e " hoe a ™ x he*t g h m * QUKSN\VQL]
¢ ® ™ c¢chom™ oa™e " eoe mt Kk b t e h EIHErme’fa
console (config -if )#
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_ho to oEXten8ibleAuthenticationt NR G2 O2f 0 co ey,
t “ e x T ™ eeo o - et 3 c¢h Ht
c, ., @
T 26T L 0@ " e hoe a’xhegh Ethernef
e ™ e
_oa™~e "~ ~ 1. * <,\K ] m t
cC o X a o ' ® L
dotlx port-control {auto | TTmot ht Lt et " e, O YyNHOM-:
force-authorized | o h 7t hx seo  oetho TE
forcerunauthorized} coht™ @
[timemangetime] -autot  ,mco TE'0 "t 'E yaHO®OM- T
- et~ a ’ X - t oh "o “re e
-force-authorizedt . - _ —0O; ", t ~“xt et
. et h m (o) o h t c h 90 ° t
T /force-authorized |3 et T et T < ’
time: (1..39 -force-unauthorizedt ¢, h . o " 't coht
momt o 'Ye b " e o h h x Ot m "y m
- et ™ 3 0o aaxt tmhhe mc h 7
“ox ot e t e 7 TY 'Ht oo c q
-timet e t h 7 ]JmhT a e” e ® c ™
och ® ~ e ¥y to c o ht e - t o h
no dotlx portcontrol "mto” e teE ; e co xao T "e 0O
dotlx reauthentication T h o - |¢_TOrgN, 0" ; m__ co tohe
c o t ohe o T eeomt oc h Xt et i
no dotlx reauthentication co” T eeomsc¢ TOEh 0o° ; m__ co tohe
. -_"T10; ., e lco” T eeomt §¢ h ~ox ot et
dot1x timeout reauttrpe- period: "mt~ec W o" a *"x co tohe .3
riod period : co” T eeomt @
el (60..429496729§ : SR
no dotlx timeout ocnan m m it~ e ‘te’E e co xao "."e O
reauthrperiod
dotlx timeout quiet-period "mt*ec W oy  t o@aaxt™dob
period omt ™~ tm 'y momt o ‘Ye ao T "o
) c T eeomt [0)
period: (10.65535/60 | . e ¢ h 0" a0 ~.ve vy
m e e c h x t e - 9 “ox ot €|
no dotlx timeout quietpe- "mto” e teE ; e co xao T:"e 0
riod
dotlx timeout tx-period pe- "mt~ect ® o3y ot . e _0to
riod ) o’ s t ot t e ™ ™ chom -
period: 30..6553%30 |. ,, & i o o —x 91t ot - et~ 5
m chom®™ @
no dotlx timeout txperiod "mto” e teE ; e co xao T:"e 0Of
dotlx maxreq count "mto” eat™g m a” T'Ee o ;.M 7o cog
“chomo ch.ooTo et™x c9lht e o
count: (L..109/2 cho g mm™ c ho h co® T eeon
no dotlx maxreq "mto” e te’E e ., ¢co xao T."e O
dotlx timeout “mto” e ct '@ o ” a X c o t ohe al
supprtimeout period . ""chomo choTo et™X @9l t
pprt - P period: (L..65535/30m | = — — = — -
no dotlx timeout mto” e ‘te’E e  co xao."e 0O
suppriimeout
dot1x timeout "mto*ec p o” 3y t . e 0tQ
servemimeout period A . , 0 Tt ot t™ ot m h h =
0L P LENA2RY OMt———— — - ,
no dotlx timeout mt~e teE ; e  co xao T.%e 0O
serventimeout
dot1x timeout silencepe- "mt~ec W o h a e e ~ t
riod period period: 60..65539m/ |, mt ;. e  _otoho o T et
no dot1x timeout si- e T T Te|"mto~e teE ; e  co xao T:%e QO
lencerperiod
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dotlx multi-sessions moni- ¢ __ T Op ttE "multicistRequestidentitye . =~ _  m
tor-mode . ot Xt et ¢, ho ~ee .o m mn
. e
no dotlx multisessions vl 70 ¢._7T0¢ b Eo” ;. M _ multicastRequiest |
monitor-mode Identitye ., ~© , m ao ot " xt et
dot1x action track dead _ h e T omRApg omt h~ T et
force-authorized 1/ -_"0; emomtorye ~ ~ toh o "eeo o @
no dotlx action track dead "mt®*eo tE "e” . e co0o xao/
dotlx action track alive Jhommt~eo T RADIUS T mthkTeog
reauthentication —_ 6.,°  _h* " e deady memtco ‘Y& x ytn
T/-»—O;e"xt(et . e, Y —. o ,eto o®
no dotlx action track alive “mt~eo t'E e e co xao
oa"e brivilegedEXEC
¢x° ™" c¢chom™ _oa‘e*ppivﬁeged@XE@o . h(’*a"‘
console#
"7 T26BT .o a” & ! pgriVilegedEXEC
.0a~e* "~ e"‘e <K=e _|( m t .
co X a *o ’“; e ) i
dot1x re-authenticate [gi- Chx »ex Q omesp@™ tmoth e x QO c¢cho — h
gabitethernetgi_port| gi_port: (1..8/0/1..48) |x _~ "~“eeb t 8 oa~e” 3y T Fo m
tengigabitethernette_port te_port: (1..8/0/1..24); |c o " " h > “0"., 0 YNHOM: @
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| oob]
show dotl1x[interface {gi- Lo _"TrtmE m t o tye o ynuodm- ° 7Y _o
gabitethernetgi_port| gi_port: (1..8/0/1..48) |x _~ "~ eeo o et h  m” O
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| oob}]
show dotlx users usernamey1..160 o _"trgt e .9 Txt et ¢, ho
[usernameusernamé m_ a _ o 7o |yagH®OM. _ocaaxt®toh” @
show dotl1x statisticsnter- Lo TttmE "t mt o x co  yaHOM- ]
face{gigabitethernet gi_port: (1..8/0/1..48)
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| oob}

~

h a h co e e Y 0 a e

A ¢ _~0; t'E h ©a X tge & t caa%x g~ toly nRAANDIWS cb TEN o " Ty
c ho h c © 7T eeomt - eto e ” € Ethérnet, m M~ o
co ‘o0 "t'E Hh ' a "xt et " ¢, YNH®PMO

console#  configure

console(config)# dotlx system - auth - control

console(config)# aaa authentication dotlx default radius

console(config)# interface ten gigabit ethernet 1/ 0/ 8

console(config -if)#  dotlx port - control auto

A Lo ot E.m W@*H%We_ko a a x t 8* te ot h< *h SEf "Qrﬁl‘e‘fy

console# show dotlx interface ten gigabitethernet 1/0/ 8

Authentication is enabled
Authenticating Servers: Radius
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Unauthenticated VLANS:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

te1/0/8

Host mode: multi - host

Port Administrated Status: auto

Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

Port Operational Status: u

* Port is down or not present

Reauthentication is disabled

Reauthentication period: 3600 sec

Silence period: 0 sec

Quiet period: 60 sec

Interfaces 802.1X
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2

Authentication success: 0

Authentication fails: 0

nauthorized*

- Based Parameters

- ’\263-[‘“ ¢ om~e h x TEt Yt o ) ) co e e Y o a e
H‘h‘a ot h ¢ ‘m"e
Port "o a h coht™ o
Admin mode L. rxt et 802.1X: Eaqrcauth, Forceunauth, Auto.
B h = c,oee . h ) . a coht™y "~ toh o Tee .
Oper mode (Authorized ,Unauthorized, Down).
Reauth Control voetho ™E c h "xt et _"e,, O
Reauth Period L. h o7 a ’Tx co tohe a cho h_ ~a co’® T e
"a vy co’“'E‘o“’“t -y ch* *mco’“'E o“’“e" YyNHOM-
Username to_x .0 coA’E‘oE‘E((A’Yq?tqm "‘ o ctva 3 t o oto*
X mc e o ©_tonh "o T"eeo o0 co TETo0o "t ~Y e "™ c
. . h o " ¥ t e otoho o oaaxt™toh omt
Quiet period 0“;10“ o “CQA’A c e omt -
. h o " ¥ t omaxt*abobhhwow’ > o =~ t ot t e ™
Tx period ;I; ot o o ~x 91 ;_< ot ‘ _: et 'Z e . h< . B co _toheo
T m a ™ T 'Ee o : m "o coc t o c h - ¢ ho
Max req cxm__éa choG:mm’: cho h co :"*éeomt ()
Supplicant timeout L.h o - a T X co tohe a ¢ _h Tt a “c hom
Servelttimeout L A t.; e . _otoho o _oaaxt™toh o
Session Time ¢ h Lay co°_""o;( e Y ¢ o TE o””’t Y o xmot hommt
Mac address MAG " h m c¢co "'E o "t 7TV
Authentication Method Doto T Txt et _"e¢e,, xmtTeo T eeo ~m mm
Termination Cause Jhsen c_hetoym omm 0
x " e -t oea ¥t ~ momt o ‘Ye och - ~ ot —
State mc‘,m_to‘,Yé“mq)”" ’ Y. v
Authentication succes o7, mt o coTx ; ee.g moo® " e 0o xmc e
Authentication fails L6, mt o co Tx . ee xgcmo'e® T & xt et " g
VLAN Thxce™ +[1p e~ e~ ee~’y co “E o "t _ T00
Filter ID "t et _~tonh hxcc TEth T e O
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A

~

(0]

- J—

console

Tt UE mot *otgt Aty

# show dotlx statistics

interface

ten gigabitethernet

& U Etherngt@i™ "® m

1/0/ 8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 4
EapolRespFramesRx: 6
EapolReqldFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0
EapLengthErrorFramesRx: 0
LastEapolFrameVersion
LastEapolFrameSource

01
1 00:00:02:56:54:38

* ¥ Tog4T € m “he x TEt."ctoo e oea "'y "
“h ™ a t h c m ™ e
EapolFramesRx o7 s mt o _ohh te.g c¢c* _ toExtensibliuthenticatibn, ¢
P Protocol2 GSNJ [ ! b0S ch e 'Yt .9 " “ee .a och i
.o~ =+ mt o ohh te 3 ¢~ to 0% 0" "oe et. a
EapolFramesTx och *  ~ 1~ Ta et~ ceomit Y
o ;. mt o c” to {GF NIl choto o ™" 9!t h]
EapolStartFramesRx com ®
o",(mt“o c” __ to [232FF choto o™~ 91 t h
EapolLogoffFramesRx comt o
Lo T mt o c”__to wSaLKkLR choto o ™" 91
EapolResldFramesRx ~ e e omt ®
o~ . mt o ¢c” to ot to O _hoa wSa Lkl
EapolRespFramesRx N P ®
co ot ot o WSAaLKLR choto o ™" 9!t h[ = ¢
EapolReqldFramesTx co” ~ e amy o
Lo T mt o c”___to "*chomo 60 _hoa wS &Ll
EapolRegFramesTx cch * ~ 1 o~ 4T e eeomt ®
. .0 ; m t 0 c’“_ th)[ mc h(—ntm"_rmc"?f"eg'!ete . a t c
InvalidEapolFramesRx och T~ T~ 4 T e ™ eeomt ®
o - o mt 0 c” ___to choto o™~ 9! th[ m e |
EapLengthErrorFramesRx o~ Nl e ™ e e amt @
LastEapolFrameVersion ¢, hm 7y choto o ™" @lat fp[odh T h" ee 'yt ey 7 "mevea.
LastEapolFrameSource MAG "~ h m mto e ¥ ch e 7yt. ~~~ m¥aoa com
52822 ~m hchbe™ tym "™ eeomt
“m h e e detIxea ¢ h oo YOt c ho o * t E ¢ ho h X c B
_ ., .,eto 3 co _ T 0O;  exe .tg " co“hthx*q).e(_t)(tfuﬁm)“(tt.mezt_‘_o"_
co”™ T eeomt e ™ ome o coht "~ t h Tox t Xt et -
a ~m - e t . Multiple  host92 t oho S 0 s c ho h - 0
*ox ot . e t . . - c. . .m .9 co” _AO, <Muhip‘esessﬁ)néc¢p thmx’“* '(?*O <hett o
Multiple hosts c ho go t “ox ot ecto * T O:cpe®R Htao ¥ #m? oat o fomt xc

h

m x h m

<

-~

a

m

<

t

*

0]
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.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
¢ ® ™ c¢chom?™ o a “he "’e 6a0 ¥ M T hge o ‘0 e x h ™ ¢
console (config )#
T TogBT .0 a ™~ e " h ™6 * a " 'Ee o o e x h * ¢
.o0a”~e”" " ¢ '<er<,_\K~ ] m t
cC o X a o , ® -
dotlx traps authentication LT ohteB et meofiNF4] | Z xocT Ve
succes$802.1x | mac | chogo®™ 't ~xt et _"e¢. 0
web] T/ __T0; e o
no dotlx traps authentica- "mto” e teE ; e co xao T:"e QOO
tion success
dotlx traps authentication T ohteBeht meo[iNF4] T o 7T
failure [802.1x | mac | Txto et _" ¢, 0o
web] 1/ -_T0;  eo
no dotlx traps authentica- "mto¥ e ‘teE ; e co xao T:%"e 00
tion failure
dotlx traps authentication ¢_TOpBch~ meo {iN} 4] ch  ch |
quiet co TE o ™t ~ a a” m a” TEeo "o
T/ ~0; e ol”* X mc e 93 coc to " xt e t
no dotlx traps authentica- "mto¥ e ‘teE ; e co xao T:%"e 00
tion quiet
.0 a e " h o e a ™ x he”t e h Ethemét
©.7  JTehoemToateteoce mthbeteh Ffiernel
console (config -if )#
©* TQ66r .oave” . hoe ac~xhe"tgh Ethermef
oa™“e "™ ™ © 1<e*<ﬁK~ ] m t
cC O X a o , < ® - <
dotlx hostmode " h te'E T o7 eo o ge m_o TE |
{multithost| single-host | " _ toh ‘o "eeoa cohtx yaHOM (
multi-sessions} T /multi-host -multi-hostt e . m _o TE_o© —.o,eto T
-singlehostt ¢ = ¢ _ T et T
-multi-sessiong ¢ ., m _o T'E_0o m mm
dotlx violation-mode {re- Tt _mt 5y _otoho e oF go
strict | protect | shut- xmtho ImMAG “oh_ antobada "o ™ tnrYyho m
down} [trap freq] _ 7T, ety omx " omit Ty ot coc .t |
-restrictt ¢© __  tMAGM™ h maa e .aXbh m
- eth m . T ©9hm 'Y'Ht o a “ " h m
TX " tm YT
_protectrc'_(t.fnﬁhalpﬁa’“ pe aZ dh n
T /protect; _ T, et hm o " Ot my
FNBIY 6mMddN -shutdowntcoht . 7T0O;" tmyn o a
ot T e .aXBdh TM jeott** h*m .. ~ Otm"’
-freqT ;"M t o te” h h x a 59 moo* " e
GNJ LJ ¢ h comtxc T e e m~e (g
V‘ 0oa™~e"” " e o h h xMultiple hosts. h
no dotlxsinglemostviola- "mto” e ‘teE ; e co xao T:"e QOO0
tion
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dotlx authentication c_Torpt et "¢, O

[mac| 802.1x| web] -mact _ _ T O; "t “xtomeo "e &x 00
~“ %" h (;m “ 9
-802.1xt . _ T O; "t "xtomeo "e €xlQO

-web., _T0; "t aeb@F &SRaT xgt et
()

Tt/ - O e - ~eo T .t E mt ™t ;:“mh_‘r
- ) l“ m o,
= ~ xe g oY toheo “xt e e
FLUE _T0;.¢e" o
no dotlx authentication ¢C._TO"Rt et " ¢ 'O oim’eho nr-e
co’“E'o“‘t<”‘<m¢.
dotlx maxhostshosts _ TTt®Er_m a” T'Eeo  _oc¢ho 'm0 g
hosts: “ %t et “ e 0O®
1..429496729 : —
no dotlx maxhosts ( > ¢ hexeE e co xao T:"e 0
dotlx maxlogin-attempts T"t"Eo T~ . mt o e x"" -e . coc
num _otoh.o_"*(et ”‘o_yhx‘tm'Y(D
num: ©Q, 3..10)/0 Ot * m_oe —eo : m "o coc .to
no dot1x maxioginrat- ¢ hexetg e co xao T:"e O d
tempts
dotlx guestvlan enable o/ ~0: e ¢S_7T0;,tE _xe VEANO ,omtx "oa e
no dotlx guestvlan enable - " C-_T0;,V'E _Xe VIANO  tombet od
dotlx criticatvlan enable ¢_T0; . tE _xe_e¢ VOANN t _xth a
- e t h m b
— i/, - _TO; e ; = - ~ -
no dotlx criticatvlan ena- ¢._7T0;,tE xe_ecVI@AN_"h tt _.x "m ao
ble et h .M o
dotlx radiusattributes fil- ¢_TQOghtt’E_h_x co” T eeomt 3 on
ter-id y ~o: e e ™ e ” ;,0SPoliey. v
no dotlx radiusattributes R e "meo”  teE ;. e co xao T:"e OQ
filter-id

dotlx radiusattributes
vlan{reject | static}

¢ _TQ9E h~ F ot _TunnelPrieateGrouplD (81)
moo® ™ e Yo hy! 507 ¢

- - 1 _TOo; e — = -
no dotlx radiusattributes T ‘ ¢ . __TOYE h " Tooct ¢ FunnetPrivateGroupID(81).
vlan moo ™ " RADIO® h . h~
dotlx radiusattributes ¢_"0;,tE xe_¢, O T _ e"wB[ ][ ,em™ o
vendor-specific datafilter o/ ~0 e ;.0 moo Tt ety o h Tl 5L {
no dotlx radiusattributes R b ¢._"0; tE ,xe_ge, O " e~a . m |
vendor-specific datafilter ;. 0, moo Tt e by o h Tl 51 {
oa~e " . h ’ a "~ o\ AN X h h o “ e Y
¢ ® " c¢chom~ oa™ e eo mt h o h VVLAN a o e
console (config -if )#
% TogRT .0 a e . h ’ a o e X\VWAN 0 ™ e Y e t h
oa™e" ™" Se o e K~ ] m t
co X a o "; -
dotlx guestvlan _¢eh Tt B mot VLAN,
t_h ~ t e - t oh o “ e e .a
"omt xc a x+ [O!mbt(]) Jcmo’“i[ | pma c h -
co xao TyrAM Qh ™ " h " ey coht *x 7 t - toagx
oc h = “ e oom_O .o e "'*“I(X)d’]_'_*"'\o"—l""Ez _0"""'
* toh e O® T to* . meco TE o
e "o T e f Lt E mt ~t OVLAN. @
no dotlx guestvlan "mtoTe teE ; e  co xao T-"e 0@
dotlx criticakvlan ¢h " VAN E ©; mt . _h ot . om |
e - t oh ) ~ e e a co TE" o ot
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HELTEX

co xao’\/j_ANa 1 VLAN h e °0mtxceRA(|1_‘)|U$ ﬂnm("h‘_(_hho
e och " 7./ VLAN ¢ h ° —. e X h= h * e3 coh
__h t ;.om | o o T e ) e o ccoom TR e t™t -t ]
VLANh* co’\x;(e ot_(t“ ot m
no dot1x critical-vlan "mt~Teo t'E ‘e” . e co xao™
dot1x auth-not-req co xao T."e _eh " VAN E " _toh e @ _t |
h s C*VMAN ~nye . - _to h . 'coon""E'eo._a“otm( tX"ya - ®
__"0; . e" VLAN" .~ _toh Y ANe&. e F .t E e~
c o h t mt"’tt*agge:dm_* _"’_
no dot1x auth-not-req "mtTeo t'E “e” ; e co xao ™
.oa"e brivilegedEXEC
¢ ® ™ c¢chom™ oa‘e*ppivqegedEhXE@o h ’ a "~
console#
T 72687 v o a e I priVilegedEXEC
.0a™~e"" " e '<e*<AK: ] m t
c o X a o : < e L
show dotlx[interface LO_T T UUE 802t OWe_oaaxt ™ toh”
I I I X - “ e eo o e t h m >
Eg:]gailbgzitthe?rr]r:;cgt_portl gi_port:(1.8/0/1..48) | — C0 T e
te gc?rﬂ te_port: (1..8/0/1..24);
for_tygigabitethernet fo_port: (1..8/0/1.4
fo_port| oob}]
show dotlxdetailed T _Oo _TTthEm " h e&et ho =~ choto o
. . “TELUE h - . - t
showdotlx users dza SNy F YSY Lo - Eto o Tee .9 e to
[usernamé
show dotlx locked clients L0 _""te’E " toh o eew.F 7% To
T t ™ : xtx @
show dotl1x statistics _O0_Trtm’E Tt @0R.1xe "X et h LU I ¢ )
interface {gigabitethernet
gi_port| gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te_port| fo_port: (1..8/0/1..4)
fortygigabitethernet
fo_port| oob}
show dotlx advanced Lo _ " "t E h ‘dothx. h "~ F ot
{gigabitethernetgi_port| gi_port: (1..8/0/1..48);
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port| oob}
52823 "*mtho - - t eo QoAM “em?”™ - et~ 0o
RADIU&o0A(Changeof Authorization T 'Ht © xe_ e, 'YX _otohRADUSOmM t oo\ ‘E
- t e m *em - et™ sy h~e * Xt e %o g o t” e mom’
CoARequest h o m g0 ® 't RFGomtrcHtmEh~*>m . ~ QOtmy mppRF ohe Y3
oT g ot m h ho 3radidsSefvet fostso Mo a T €% o0 a 3 " " radiusserger _ 0 a ”
keyp 1 70Y 7 et e om_ “RADIUS t " *UsekName, ™ AcctSeBsioddOt m Y
J 7Tey'mt hmo " e ™ ceot™" h >’ RADIOS ™ Y “TynhelPrivateGroupld, Filterld, Calling

Stationld, EltexData-Filter, EltexData-FilterName
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.0 a™e h ’ a™ oe "o % %X i "Eego
¢ - ™ chom?™ oa™e ew ¥ “ntHe ® ‘o oe a% h~ ¢
console (config )#
T Tog@r .0 a * e " h ’ a ™ o * * T'Ee o 0 e x h I
oa™~e " ™ € A <’\K~ ] m t
c o X a o ' < o - <
aaa authorization dynamic ¢_T"O;Be_e, O e"mtho "t eo
radius —~
— i/, - _"T0; . ¢ = p =
no aaa authorization - ¢._TOBRe_¢e¢ O e*mtho _t e
dynamic
5283" " mt ho xe” @AC Address Notification
~ x e _ MACYddressNotificationc © o Yy, t otm ™ "t E co Y T e
o ¥ ohx o ~ e Y e m t c x t aMAGo "ghh *meo e @ 'Y h m too*he * h x -
momt ~ MAG‘)("I? e @ ot ooha amxotg*h ™ e Yy t e oha™ ¢ (@) -
coao ™ EQ mMoo* " eSNMRbc hxet og o '¢” a t e *mtrh *™x ¥~ ed . m ct
o mo® .t 'Yy  a e a* T'ge . et hJACADdressNctificatione t _ Qo * e
c o xao Tave o “ t 'E e *mtho e *oho;eo STy ot T ~'Ee
.o0a™~e " h ’ a ™ o ¥ * T'Ee o 0o e x h * ¢
¢ ® ™ c¢chom™ oa™e e 60~ M he o ‘0 & ’ 2 h ~ ¢
console (config )#
T To7@7 .0 a ™~ e " h ¢ * a4 "'Ee ®x h * o e
oa™ e "™ "™ ¢ "e*‘AK_ ] m t
cC O X a o , < ® - <
mac addresgable notifica- ca"e®” ¢h Te~ e~ . e~ "7y 7
tion change xe _e. __ a!l y2iArAFTFAOLGAZ2YO®
mo * t "o * ~ e XY h mxg" T te ¥
. _oaaxt”®toh?" otch™ X X "o
Tl _"0; eJ""Y h ~ % ot xe ¢ e o % 50 " a
e(h”’ c 0 x _ (*oa" e e ~ et
no mac addressable noti- €. 7ot R e _ MMAGotification "o ¥~ 0 'Eeao t'E
fication change mo ot tmt x O e mtho e ™
mac addresgable notifica- ¢_7T0; t'E xe_ ¢, O ©oF eMAGx"'h_ em oy
tion flapping - ~0- e
no mac addressgable notifi- T ' ¢._7T0;.tE xe ¢, 0 o MArX h _@o
cation flapping
mac addresdable notifica- ~_m_ a” "ge . choa *xto  h a
tion change intervalalue SNMR T oa T L. m ™ e - e
ny to .e hTe Y x| oa T e
| Fx 7 t omx " mt ~Yt Em Y e s
value: + + - NI <
o Lt o~ a e e ot oye
(0..4294967295)/1 e . o I N MA;}Gm s Y;
e"'_"',((:’““";'E r;o; t ’Yﬁo; ';(_e
©~"h mo . t_o; e . ‘Ht o o _h a
X “oa T e 'Y ¢hoto o 77 {bat
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HELTEX

no macaddresstable noti- fommt ~ eeE ; e ~ co xao T"."e OO0
fication change interval
mac addresgable notifica- TvrtTwUvEm a” T'Egeo 0o T . mt o m
tion change historwalue momto 'Ye Yy tIXThT meo. B! Jfotoho
 mtoh @ |m ™ xmt™eo T e h ~
value: (0..500)/1 |[m©o * .t Y e mo gh e 'yQtm 'Yd _h
eo o mo * t coa(""" tm 'y e™
no mac addresgable noti- fommt ~ ete’E e co xao T:"e O
fication change history
snmp-server enable traps ¢_7T0;.,t ESNMRh ™~ "ox T e  oF
macmotification change momto ye Y tXThT mgo. d@lyTY ot T
*mco""E'x(tm'yoth C*t(’“'Ee”'Y
| m = otch"__" xﬁ(’oa"e L
e o h a ho"'t'Eo mo * t 'Yg mo o
T K ~0; mo gh e 'Yt 'E moo t tmt x Q" . m o
T SNMF Toa T e . T0; . e" 3 to
mo gh ~e 'yt E mo* .t vy mtoh o
no snmp-server enable t_TOyBE chSNMRX_, “oa " e  0oF
traps maenotification momto ye Y tXThT mego. dl /
change
snmp-server enable traps ¢_"0;,tE otch™ x th™cho moo
macmotification flapping
no snmp-server enable TK,_"0O;.¢ t70; t'Eotch~” x thr%th mo_
traps maenotification flap-
ping
.0a~e” h o e a ™ x he”t ¢ h Ethefét
¢ ® ¢ hom~ oa™e " eo mt h o Y
console (config -if )#
T Tret . ea”e” . h 0 a” ede h Ftheret ¢, |
oa™ e ™" o © ! ei: m;K< ] m t
c ox ao ; e < @ D
snmp trap maenotification ¢_T"O,Ee MO g "oa " e e~ _">°7
change [added | removed] mo® .t 'Yp  ‘a e eI Yhmmotayet?
. ao’eo h"h('*t'E'(e(h”ek'ox“
Tl _ 0 N Txo e_"*ha!m/o 5 T *o to TE o q
nod y YLJ ( Nibtifidga-YI OF L TOt Ee tOf ¢ “oaé€~e et h _m
tion change
.0a”e” . IprivleqedEXEC
C*° ™ c¢chom™ _oa”e*q)rWiLegemEXECo_* ) h{’*a<
console#
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DHELTEX

7 TQ27RT .0 a” @ ! priVilegedEXEC

oa~e ™™ € ;<Ke?<,_\a; ] m t
co X a o : < @ CEE
show mac addressable to®ht g m"oaty*e "a e e  mo
notification change history gi_port: (1..8/0/1..48) |~ " h mo 3 mo gh~e ee . ~~  mtoh
[gigabitethernetgi_port| te_port: (1..8/0/1..24);
tengigabitethernet fo_port: (1..8/0/1..4);
te_port| fortygigabitether- group:(1..48);
net fo_port| port -channel vlan_id (1..409).
group| vlanvlan id]
show mac addressable Jto®htE mtet th mtm™ ¥y oF “ o 7
notification change statis- . x ;e r"hgmj ¥ oF " o7 . n
tics T x 7" ™ e ¥ hglmjo ¥ o*"’(( o T T
SNMm oo ® " e @
h a h mco TE"o e Y oa™e"

A ¢ hc a hc o - "’“_emz “m¢t ho t 'E ¢ S‘NMWACN@tiﬁC‘B_ﬁOﬂe%J’ me h h

—_— < % e <

“Th mm615 ¢ _h e"mtho cer e imoy o * P
- tmy a e a ™ TEe . et h “ ™ otch™ moo® " e
e ”"m¢t h ™ -~ tm’Ym h m e ™ Y h o~ e e o0 a Cohtxq)

console (config )¥ snmp-server host 172.16.1.5 traps private

console ( config)# snmp- server enable traps mac - notification change
console(config)# mac address - table notification change

console(config)# mac address - table notification change interval 60
console(config)# mac address - table notification change history 100
console(config)# interface gigabitethernet or7

console(config -if)  snmp trap mac - notification change

console(config -if)# exit

console(config)#

5284.0etho ~FE choto o ™" 5|/t °oc . Y yH

DHCP@ynanicHostConfiguration Protocgk m , t =~ o =~ c¢hoto o ™3 co * o YO,
co Tx jprfE m " h x t h *ox a . c *h™a th |py e o % 90" :

h ot o o 51/t a o’ t mco TE"o0 t 'Em Y "o xa . T ece
“ mmohoe . - et *my h" *mht * 7YY 'B| /mt Tomt xce . “ " h n
c x t a o] co " a e . P h o h * aaeo o * m ¢ : ex mt h oo amatx t™”
ot mt~*mco TEO ~ e a chatho ao T™y & NKyt 0 e"t"hg 7Y coh ot o 0
DHCPooping.

“mt htoo mmc omo ¥ eo otm ™ > m ™ht E hcoo 'y ™ me t S5 h/”t h T
to T'E o e ~ Z"‘o h e e an e t h m* 535 - m™ h°’ h “@e tcho
t ~ T ¢ mo ot tmt [0

Lc (-:*y'|¥ choto_q)p’i*nygl[)/j:mcéo A'E'x( tmy ° 7Y to'o S- ;to+
m h h o} t oa Sh otth”’é"mR‘éM_yAgéya‘“/d, : h : ~ o] o] c o h 't
h a e 'Yy tm'y Y o xmt “|P0” h™ meo 'Y mocooth t"t mtt* o’a a xt ™o h™ S
S St m mco TE"o0 "~ e a choto o ™ 51/t ® c ¢ Y Yy H c h

6.,a’Y xmtho mt ~ 3 ’@'O{(aa<>h'Ocid1athxL’)tz” t"ooh*o*a yh o talRelagf | T T"
TLL®tT o et encyes e hetmm . DRCRSnoopigt B . x ™ 7o

t < < - < * - ©

< - %%
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. __ 0, . e ’Yipdhcpinformationoption)d "~ o m"e”oe e"oe DHEPe h _ _h IP-" Tyt
“ % h m OFIPZ™"ch™ mooe ) ® h x c * h ™ a t h . c oh t x oaaxt ™t
m h h * Relays | [ &t P2 ° Aym ot - et x 3 o~ t c h ~~
c ” h ™ a th . @

c e Y o h a h x tm "y m x t o a c h el mt h o™ O eEt)hh’Y’
9GKSNYySi Mme~mtho et h m ~ +peb @ ”hoh ¢ e Y ¢h
T * 70787 o ha ™t co ™ oc ¢ Y H

o h o - a ™~y e oha™ g Y
"a 'Y oommtth¥o m t -
CircuitlD [ h o ""eth <stackedslotid/interfaceid>:<vlan>
ircun om — " e -[eo"’a’ ht coht ™~ ¥ ot ohoax co”

- <

0" . . -RKOLYI™ o

<

Enterprise number 0089cl
MAG = hx mt h o mt

=) -

Remote agent ID

1Y mco TE"o ~ e Y o ct @

* -

—~> @

* %

L

* <

yH Te."t B m t h7oQ:m te
NEE & 67, e Ipr "M oem ™y = etm ) T e !X ®OHCP,,

Snoopingt h . xm To 7T 1pdhcpinfoftation option).”
) 17y _oah hrtéot Xy 22 LIA Y53 /_tm mmo ME K
- o T e * tEco°_’“'O;<e._Z°oﬁ<h<ee.a c
coht~ ) mec mo Z° o h . e e|de(rpLg mé_c)/bz"g'ﬂr_\])\xxat m{
o e x h ™ ¢ et m~* ¢ | 7Y of mec : e
caaxt™toh?" "o T e h Feet.E Zneq)”
oa~e?" h —¢ * & " 'Ee o o e x h ™ ¢
¢ - “*chom™ oa”e " ew ¥ “nt'ge @ ‘o oe a% h ™ @
console (config )#
~* To74r .oa*e” . hTd*ATEeo 0 e x h " ¢
oa™ e ™™ - © o< *:_\K: ] m t
c o X a o , < o P
ip dhcp snooping ¢ _TQO Pefhochoto o™~ 5141% x
o DHCR/ 22 LAYy 3  otch™ ho o ~ “gett
LA o'<eDHCp‘chomo e” 8ot .mp ee n
no ip dhcp snooping ¢ ._TOyRetho "E choto o ™" 5]/t
ip dhcp snooping vlan " ht'Ret®ATto o T 5|/t eo ch
vian_id vlan id: VLAN.
no ip dhcp snooping vlan (1..4094)/ -+ _TO; [T~ cth teEetA Tt o o ~" 5| [t _coh
vlan_id VLAN.
ip dhcp snooping _" "h tc¢'m e a”tcE _G5t/.t m oc g
information option co xao T:"e (e "7 e .ggp cohto @
allowedmntrusted DHCP ~ _  to = m
no ip dhcp shooping yH ot (e " TTcth ¢hE e a”tcE_Gft/.t m oc g R
information option cohto — ""clze e~" e .gp cohto @
allowedruntrusted
ip dhcpsnooping verify o xao —~. *e ¢_[",'O;_'E(hh ,g‘%_‘ €0 :T;f/_ﬁ':‘ Brm
’ m o @ ’ [¢} o~ - e o
R LY oo R e
20

288 Ethernet_° a a x t "nt othMES238x MES33% MES35xXME%324








































































































































































































































































































































































