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2  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

ˤ͔͙ͪͫΎ ͔͒ͦͯͣͤͭ͊͟ ˨͊ͭ͊ ͍·ͨͯͫ͊͟ ˿͔͙͔ͦ͒ͪ͗͊ͤ ͙͔͔͙͚ͣͤͤ͘ 

ˤ͔͙ͪͫΎ мΦрр 08.04.2026 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦнсΦо 
 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 

ˤ͔͙ͪͫΎ мΦрп 20.02.2026 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ 4.0.26.1 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.5 ˴ ͔ͦͣͨͭ͟͡ ͍͙ͨͦͫͭ͊͟ 
5.7.2 ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
5.28.1 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 

ˤ͔͙ͪͫΎ мΦро 26.12.2025 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦнс 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.4 ˴ ͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ 
2.5 ˴ ͔ͦͣͨͭ͟͡ ͍͙ͨͦͫͭ͊͟ 
5.21.2 ˽ͪͦͭͦͦ͟͡ w!5L¦{ 
5.21.7 ˹͚͊ͫͭͪͦ͊͟ ͒ͦͫͭͯͨ͊ 
5.28.2 ˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔ͤͭ͊͟͡ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊ όͫͭ͊ͤπ
͒͊ͪͭ улнΦмȄύ 
5.28.5 ˭ ͊΅͙ͭ͊ IP-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ όIP source Guard) 
5.28.6 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ !wt ό!wt Inspection) 

ˤ͔͙ͪͫΎ мΦрн 17.11.2025 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦнрΦр 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.4.4 ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ 
5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 

ˤ͔͙ͪͫΎ мΦрм 19.09.2025 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦнрΦо 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.4.4 ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ 
5.28.1 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 

ˤ͔͙ͪͫΎ мΦрл 15.08.2025 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦл.25.2 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
5.28.2.1 x ͍͊ͦ͊͘Ύ ͨ ͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 

ˤ͔͙ͪͫΎ мΦпф 22.07.2025 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦнрΦм 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ 
Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.21.7 ˹͚͊ͫͭͪͦ͊͟ ͒ͦͫͭͯͨ͊ 
5.28.5 ˭ ͊΅͙ͭ͊ IP-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ όIP source Guard) 

ˤ͔͙ͪͫΎ мΦпу 27.06.2025 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦнр 

ˤ͔͙ͪͫΎ мΦпт 07.05.2025 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦнпΦр 

ˤ͔͙ͪͫΎ мΦпс 19.02.2025 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦнпΦм 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
4.4 ˾ ͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
5.7.2 ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
5.8 ˹ ͚͊ͫͭͪͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ 
5.13.2 ˽ͪͦͭͦͦ͟͡ ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ [!/t 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               3                   

5.21.1 ˸ ͔ͻ͙͊ͤͣ͘ AAA 
5.21.3 ˽ͪͦͭͦͦ͟͡ ¢!/!/{Ҍ 
5.28.2.1 x ͍͊ͦ͊͘Ύ ͨ ͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 
5.28.2.2 ˾ ͊ͫ΄͙͔ͪͤͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͨ ͙͙ͦ͒ͤͤͦͫͭ͡ 
5.28.4 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун 
5.29.1 ̅ͯͤ͟ͼ͙͙ DHCP Relay ͒ ͡Ύ IPv4 
5.34.1 ˹͚͊ͫͭͪͦ͊͟ vƻ{ 
5.35.1 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ 
5.35.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 
5.35.5 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ IS-IS 
5.35.13 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ 
(VRF lite) 

ˤ͔͙ͪͫΎ мΦпр 03.12.2024 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦноΦс 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.7.1 ˻ ͙͙͔ͨͫ͊ͤ ͎͔͍͊ͪͯͣͤͭͦ ͦͣ͊ͤ͒͟ 
5.7.3 ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ 
Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 
6.2.1 ˻ ͍͔͙͔͋ͤͦͤ͡ ͙͔͎ͫͫͭͣͤͦͦ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ 

ˤ͔͙ͪͫΎ мΦпп 07.10.2024 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦноΦр 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.17.5.2 ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ MSTP 

ˤ͔͙ͪͫΎ мΦпо 12.08.2024 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ пΦлΦно.1 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.4 ˴ ͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ 
4.4 ˾ ͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
5.6 ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͒ ͡Ύ ͙͊͒͊ͤ͘Ύ ͔͚ͨ͊ͪͦ͡ 
5.7.1 ˻ ͙͙͔ͨͫ͊ͤ ͎͔͍͊ͪͯͣͤͭͦ ͦͣ͊ͤ͒͟ 
5.8 ˹ ͚͊ͫͭͪͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ 
5.17.5.1 ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ STP, RSTP 
5.18 Voice VLAN 
5.21.4 ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
5.22 ˬ ͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ { 
5.23 ˭ ͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͍ͨͦͪͭͦ 
5.28.2.1 x ͍͊ͦ͊͘Ύ ͨ ͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 
5.28.2.2 ˾ ͊ͫ΄͙͔ͪͤͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͨ ͙͙ͦ͒ͤͤͦͫͭ͡ 
5.28.7 ̅ͯͤ͟ͼ͙ͦͤ͊͡ First Hop Security 
5.29 ̅ ͯͤ͟ͼ͙͙ DHCP Relay-͔͙ͨͦͫͪ͒ͤ͊͟ 
5.35.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 

ˤ͔͙ͪͫΎ мΦпн 04.06.2024 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦннΦт 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.13 ˥ ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ τ Link Aggregation Group (LAG) 
5.17.7 ˹͚͊ͫͭͪͦ͊͟ ͨ ͪͦͭͦͦ͊͟͡ LLDP 
5.23 ˭ ͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͍ͨͦͪͭͦ 
5.33 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͊͘΅͙ͭ· ͦͭ 5ƻ{-͊ͭ͊͟ 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 

ˤ͔͙ͪͫΎ мΦпм 07.03.2024 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦнн 

ˤ͔͙ͪͫΎ мΦпл 19.12.2023 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦнмΦт 

ˤ͔͙ͪͫΎ мΦоф 20.10.2023 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦнмΦр 
 



 

4  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
5.19.1 ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
5.21.1 ˸ ͔ͻ͙͊ͤͣ͘ AAA 
5.29.1 ̅ͯͤ͟ͼ͙͙ DHCP Relay ͒ ͡Ύ IPv4 
5.32 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ !/[ ό͙͙ͫͨͫ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ύ 
5.35.10 ˹ ͚͊ͫͭͪͦ͊͟ Virtual Router Redundancy Protocol (VRRP) 
5.35.13 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ 
(VRF lite) 

ˤ͔͙ͪͫΎ мΦоу 09.08.2023 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦнм 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
5.8 ˹ ͚͊ͫͭͪͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ 
5.21.2 ˽ͪͦͭͦͦ͟͡ w!5L¦{ 
5.28.2.3 ˹ ͚͊ͫͭͪͦ͊͟ ͙͍͎͊ͭͤͦͦ͟ ͔ͫ͊ͤͫ͊ ͙͔ͤͭ͊͟͡ όCoA) 
5.33 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͊͘΅͙ͭ· ͦͭ 5ƻ{-͊ͭ͊͟ 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 
5.35.6 ˹͚͊ͫͭͪͦ͊͟ Route-Map 

ˤ͔͙ͪͫΎ мΦот 28.04.2023 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦнл 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.7.1 ˻ ͙͙͔ͨͫ͊ͤ ͎͔͍͊ͪͯͣͤͭͦ ͦͣ͊ͤ͒͟ 
5.10.2 ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.17.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ MSTP), PVST˾+, 
RPVSTP+ 
5.28.1 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 
5.35.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 
5.35.5 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ IS-IS 

ˤ͔͙ͪͫΎ мΦос 23.01.2023 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦмф 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
4.4 ˾ ͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ Loop-
back-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.10.2 ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.16.1 ˽ͪͦͭͦͦ͟͡ IPv6 
5.17.5.1 ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ STP, RSTP 
5.18 Voice VLAN 
5.19.1 ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
5.20.1 ˽ͪͦͭͦͦ͟͡ PIM 
5.20.4 ̅ͯͤ͟ͼ͙Ύ IGMP Proxy 
5.21.2 ˽ͪͦͭͦͦ͟͡ w!5L¦{ 
5.21.4 ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
5.23 ˭ ͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͍ͨͦͪͭͦ 
5.28.1 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 
5.28.2.2 ˾ ͊ͫ΄͙͔ͪͤͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͨ ͙͙ͦ͒ͤͤͦͫͭ͡ 
5.34.1 ˹͚͊ͫͭͪͦ͊͟ vƻ{ 
5.35.1 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ 
5.35.10 ˹ ͚͊ͫͭͪͦ͊͟ Virtual Router Redundancy Protocol (VRRP)  

ˤ͔͙ͪͫΎ мΦор 16.12.2022 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦмуΦп 
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ˤ͔͙ͪͫΎ мΦоп 29.11.2022 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦмуΦн 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.7.3 ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ 
Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.17.2 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ !wt 
5.17.8 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ h!a 
5.17.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ MSTP), PVST˾+, 
RPVSTP+ 
5.17.5.3 ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦͦ͟͡ ͍PVSTP+, RPVSTP+ 
5.21.4 ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
5.34.1 ˹͚͊ͫͭͪͦ͊͟ vƻ{ 

ˤ͔͙ͪͫΎ мΦоо 29.07.2022 ˿͙ͻ͙ͤͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦму 
 
˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
5.35.13 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ 
(VRF lite) 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
5.7.2 ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ 
Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.14 ˹ ͚͊ͫͭͪͦ͊͟ IPv4-͔͊͒ͪͫ͊ͼ͙͙ 
5.17.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ MSTP), PVST˾+, 
RPVSTP+ 
5.21.7 ˹͚͊ͫͭͪͦ͊͟ ͒ͦͫͭͯͨ͊ 
5.23 ˭ ͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͍ͨͦͪͭͦ 
5.28.5 ˭ ͊΅͙ͭ͊ IP-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ όIP source Guard) 
5.29.1 ̅ͯͤ͟ͼ͙͙ DHCP Relay ͒ ͡Ύ IPv4 
5.34.1 ˹͚͊ͫͭͪͦ͊͟ vƻ{ 
5.35.1 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ 
5.35.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 

ˤ͔͙ͪͫΎ мΦон 27.06.2022 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦмт 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
4.4 ˾ ͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
5.10.2 ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.11 Selective Q-in-Q 
5.13 ˥ ͪͯͨͨ· ͊ ͎͔͎ͪ͊ͼ͙͙ ͟ ͍͊ͤ͊ͦ͡ τ Link Aggregation Group (LAG) 
5.17.7 ˹͚͊ͫͭͪͦ͊͟ ͨ ͪͦͭͦͦ͊͟͡ LLDP 
5.19.1 ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
5.19.5 RADIUS-͍͙͊ͭͦͪ͊͘ͼ͙Ύ ͍͊ͨͪͦͫͦ͘ IGMP 
5.21.2 ˽ͪͦͭͦͦ͟͡ w!5L¦{ 
5.32.1 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ACL ͤ͊ ͔͋͊͘ IPv4 
5.32.3 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ !/[ ͤ͊ ͔͋͊͘ a!/ 
5.35.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 

ˤ͔͙ͪͫΎ мΦ31 01.04.2022 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦмсΦмп 

ˤ͔͙ͪͫΎ мΦол 28.02.2022 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦмсΦмо 



 

6  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

ˤ͔͙ͪͫΎ мΦнф 12.01.2022 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
5.18 Voice VLAN 
5.25.3 ˨ ͙͎͙͊ͤͦͫͭ͊͟ ͙͙ͤ͒͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.32.1 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ACL ͤ͊ ͔͋͊͘ IPv4 
5.32.2 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ !/[ ͤ͊ ͔͋͊͘ IPv6 
5.32.3 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ !/[ ͤ͊ ͔͋͊͘ a!/ 

ˤ͔͙ͪͫΎ мΦну 12.11.2021 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.1 ˹ ͊ͤ͊͘;͔͙͔ͤ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.4.1 ʕ ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ ͊
2.4.2 ˭ ͊͒ͤΎΎ ͙ ͍͔ͪͻͤΎΎ ͔͙ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ͊ 
5.35.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 

ˤ͔͙ͪͫΎ мΦнт 12.10.2021 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
5.19.2 ˽͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ όƳǳƭǘƛŎŀǎǘ addressing) 
5.23 ˭ ͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͍ͨͦͪͭͦ 

ˤ͔͙ͪͫΎ мΦнс 30.07.2021 ˨͍͔ͦ͋͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͟ MES2324P ACW 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍  ͪ ͔͊͒͊͘͡ͻ: 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.4.1 ʕ ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ ͊
2.4.2 ˭ ͊͒ͤΎΎ ͙ ͍͔ͪͻͤΎΎ ͔͙ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ͊ 
2.4.4 ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ 
4.4 ˾ ͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
5.8 ˹ ͚͊ͫͭͪͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ Loop-
back-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.17.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ MSTP), PVST˾+, 
RPVSTP+ 
5.22 ˬ ͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ { 
5.31 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ DHCP-͔͍͔ͫͪͪ͊ 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 
5.35.6 ˹͚͊ͫͭͪͦ͊͟ Route-Map 

ˤ͔͙ͪͫΎ мΦнр 30.04.2021 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
5.25.3 ˨ ͙͎͙͊ͤͦͫͭ͊͟ ͙͙ͤ͒͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
4.4 ˾ ͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
5.10.4 ˹͚͊ͫͭͪͦ͊͟ ͙͔ͤͭͪͺ͔͚ͫ͊ IP 
5.11 Selective Q-in-Q 
5.12 Storm Control ͒ ͡Ύ ͪ ͙͊͘͡;͎ͤͦͦ ͭ ͪ͊ͺ͙͊͟ (broadcast, 
multicast, unknown unicast) 
5.13.3 ˹͚͊ͫͭͪͦ͊͟ ͭ ͔ͻ͎͙͙ͤͦͦ͡ Multi -Switch Link Aggregation 
Group (MLAG) 
5.18 Voice VLAN 
5.21.1 ˸ ͔ͻ͙͊ͤͣ͘ AAA 
5.28.6 ˴ ͦͤͭͪͦ͡Έ ͨ ͪͦͭͦͦ͊͟͡ ARP (ARP Inspection) 
5.28.2 ˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔ͤͭ͊͟͡ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊ όͫͭ͊ͤπ
͒͊ͪͭ улнΦмȄύ 
5.28.3 ˹͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ MAC Address Notification 

5.33 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͊͘΅͙ͭ· ͦͭ 5ƻ{-͊ͭ͊͟ 
5.34.1 ˹͚͊ͫͭͪͦ͊͟ vƻ{ 
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ˤ͔͙ͪͫΎ мΦнп 02.03.2021 ˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͫ ͍͔͙͔͚ͪͫ ˽˻ пΦлΦмрΦо 

ˤ͔͙ͪͫΎ мΦно 10.02.2021 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.2.3 ̅ ͯͤ͟ͼ͙͙ ͍͎ͭͦͪͦͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ OSI 
2.4.4 ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ 
4.5.1 x ͍͊ͦ͊͘Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
4.5.2 ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͙͔ͫͫͭͣ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 
5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
5.12 Storm Control ͒ ͡Ύ ͪ ͙͊͘͡;͎ͤͦͦ ͭ ͪ͊ͺ͙͊͟ (broadcast, mul-
ticast, unknown unicast) 

ˤ͔͙ͪͫΎ мΦнн 24.12.2020 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
5.35.12 ˽ ͪͦͭͦͦ͟͡ GRE 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.7.4 ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͙ ͦͤ͟ͺ͙͎ͯͪ͊π
ͼ͙͙ 
5.10.2 ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.10.3 ˹͚͊ͫͭͪͦ͊͟ Private VLAN 
5.13.3 ˹͚͊ͫͭͪͦ͊͟ ͭ ͔ͻ͎͙͙ͤͦͦ͡ Multi -Switch Link Aggregation 
Group (MLAG) 
5.17.1 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ 5b{ τ ͫ ͙͔ͫͭͣ· ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ 
5.21.3 ˽ͪͦͭͦͦ͟͡ ¢!/!/{Ҍ  
5.28.4 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун 
5.33 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͊͘΅͙ͭ· ͦͭ 5ƻ{-͊ͭ͊͟ 
5.34.1 ˹͚͊ͫͭͪͦ͊͟ vƻ{ 
˽͙͔͙͔ͪͦ͗ͤ͡ .˥ ˻ ͙͙͔ͨͫ͊ͤ ͨͪͦͼ͔͍ͫͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟  

ˤ͔͙ͪͫΎ мΦнм 27.10.2020 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.5 ˴ ͔ͦͣͨͭ͟͡ ͍͙ͨͦͫͭ͊͟ 
5.7.2 ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
5.33 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͊͘΅͙ͭ· ͦͭ 5ƻ{-͊ͭ͊͟ 

ˤ͔͙ͪͫΎ мΦнл 16.10.2020 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
5.17.4 ˸ ͔ͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ (loopback-detection) 
5.20.4 ̅ͯͤ͟ͼ͙Ύ IGMP Proxy 

ˤ͔͙ͪͫΎ мΦм9 14.09.2020 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.1 x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟· 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ 
Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.17.11 ˹ ͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Layer 2 Protocol Tunneling (L2PT)  
5.21.4 ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
5.28.1 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 
5.28.5 ˭ ͊΅͙ͭ͊ IP-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ όIP source Guard) 

ˤ͔͙ͪͫΎ мΦму 02.09.2020 ˨͍͔ͦ͋͊ͤ͡· ͪ ͔͊͒͘͡·: 
5.26 IP Service Level Agreements (IP SLA) 
5.28.2.3 ˹ ͚͊ͫͭͪͦ͊͟ ͙͍͎͊ͭͤͦͦ͟ ͔ͫ͊ͤͫ͊ ͙͔ͤͭ͊͟͡ όCoA) 
5.35.5 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ IS-IS 
5.35.8 ˹͚͊ͫͭͪͦ͊͟ ͍ͫΎ͙͘͟ ͟͡Ό;͔͚ 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.4.4 ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ 
2.5 ˴ ͔ͦͣͨͭ͟͡ ͍͙ͨͦͫͭ͊͟ 
5.7.2 ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
5.10 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙  ±[!b 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ 
Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.19.1 ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
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5.20.4 ̅ͯͤ͟ͼ͙Ύ IGMP Proxy 
5.21.1 ˸ ͔ͻ͙͊ͤͣ͘ AAA 
5.27 ̏ ͔͙͙͔ͭͪͦͨͭ͊ͤ͟͡ ͨ ͦ ͙͙ͤ͡Ύͣ Ethernet (PoE) 
5.28.1 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 
5.28.4 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун 
5.32 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ !/[ ό͙͙ͫͨͫ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ύ 
5.34 ˴ ͊;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ τ QoS 
5.35.2 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ RIP 
5.35.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 

ˤ͔͙ͪͫΎ мΦмт 23.01.2020 ˨͍͔ͦ͋͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͟ MES3510PΣ ͯ͋ͪ͊ͤ MES2326 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ Loop-
back-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.10.2 ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.17.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ MSTP), PVST˾+, 
RPVSTP+ 
5.19.1 ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
5.19.3 MLD snooping τ ͨ ͪͦͭͦͦ͟͡ ͦͤͭͪͦ͟͡Ύ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ 
ͭͪ͊ͺ͙͊͟ ͍ IPv6 
5.28.4 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун 

ˤ͔͙ͪͫΎ мΦмс 22.10.2019 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
3.3 ̂ ͍ͫͭ͊ͤͦ͊͟ ͚͍ͯͫͭͪͦͫͭ MES3508, MES3508P, MES3510P ͤ ͊ 
DIN-͔͚ͪͯ͟ 
4.5.1.2 ˾ ͊ͫ΄͙͔ͪͤͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ 
5.13.3 ˹͚͊ͫͭͪͦ͊͟ ͭ ͔ͻ͎͙͙ͤͦͦ͡ Multi -Switch Link Aggregation 
Group (MLAG) 
5.21.7.3 ̂ ͔͒͊ͤͤ͡·͚ ͊ͨͯͫ͘͟ ͦͣ͊ͤ͒͟ ͔͍ͨͦͫͪ͒ͫͭͦͣ SSH 
5.28.7 ̅ͯͤ͟ͼ͙ͦͤ͊͡ First Hop Security 
5.35.11 ˹ ͚͊ͫͭͪͦ͊͟ ͨ ͪͦͭͦͦ͊͟͡ Bidirectional Forwarding Detec-
tion (BFD) 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
5.7.2 ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙ 
Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.10.2 ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
5.17.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ MSTP), PVST˾+, 
RPVSTP+ 
5.17.5.3 ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦͦ͟͡ ͍PVSTP+, RPVSTP+ 
5.27 ̏ ͔͙͙͔ͭͪͦͨͭ͊ͤ͟͡ ͨ ͦ ͙͙ͤ͡Ύͣ Ethernet (PoE)  
5.28.2.2 ˾ ͊ͫ΄͙͔ͪͤͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͨ ͙͙ͦ͒ͤͤͦͫͭ͡ 
5.29.2 ̅ͯͤ͟ͼ͙͙ DHCP Relay ͒͡Ύ IPv6 ͙  Lightweight DHCPv6 
Relay Agent (LDRA) 
5.35.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 
5.35.5 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ IS-IS 

ˤ͔͙ͪͫΎ мΦмр 16.09.2019 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
5.29.1 ̅ͯͤ͟ͼ͙͙ DHCP Relay ͒ ͡Ύ IPv4 
5.29.2 ̅ͯͤ͟ͼ͙͙ DHCP Relay ͒ ͡Ύ IPv6 ͙  Lightweight DHCPv6 Re-
lay Agent (LDRA) 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.5 ˴ ͔ͦͣͨͭ͟͡ ͍͙ͨͦͫͭ͊͟ 
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4.5.1 x ͍͊ͦ͊͘Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
5.10 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙  ±[!b 
5.22 ˬ ͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ { 
5.28.2.3 ˹ ͚͊ͫͭͪͦ͊͟ ͙͍͎͊ͭͤͦͦ͟ ͔ͫ͊ͤͫ͊ ͙͔ͤͭ͊͟͡ όCoA) 
5.32 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ !/[ ό͙͙ͫͨͫ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ύ 

ˤ͔͙ͪͫΎ мΦмп 27.05.2019 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ  
5.17.10 ˹ ͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Flex-link 
5.19.5 RADIUS-͍͙͊ͭͦͪ͊͘ͼ͙Ύ ͍͊ͨͪͦͫͦ͘ IGMP 
5.20.2 ̅ͯͤ͟ͼ͙Ύ tLa {ƴƻƻǇƛƴƎ 
5.20.3 ˽ͪͦͭͦͦ͟͡ a{5t 
5.35.5 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ IS-IS 
5.35.7 ˹͚͊ͫͭͪͦ͊͟ Prefix-List  
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.2.4 ̅ ͯͤ͟ͼ͙͙ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ h{L 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
5.10 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙  ±[!b 
5.14 ˹ ͚͊ͫͭͪͦ͊͟ IPv4-͔͊͒ͪͫ͊ͼ͙͙ 
5.19.4 ̅ͯͤ͟ͼ͙͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ multicast-ͭͪ͊ͺ͙͊͟ 
5.20.1 ˽ͪͦͭͦͦ͟͡ PIM 
5.20.4 ̅ͯͤ͟ͼ͙Ύ IGMP Proxy 
5.21.4 ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
5.28.4 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун 
5.32.1 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ACL ͤ͊ ͔͋͊͘ IPv4 
5.35 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͍ͨͪͦͭͦͦͦ͟͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ 
5.35.4 ˹͚͊ͫͭͪͦ͊͟ ͨ ͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 
5.35.10 ˹ ͚͊ͫͭͪͦ͊͟ Virtual Router Redundancy Protocol (VRRP) 

ˤ͔͙ͪͫΎ мΦмо 05.02.2019 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
нΦнΦп ̅ͯͤ͟ͼ͙͙ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ OSI 
пΦп ˾͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
рΦмтΦо ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ GVRP 
5.21.7.1 Telnet, SSH, HTTP ͙  FTP 
рΦнрΦн ˨͙͎͙͊ͤͦͫͭ͊͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ 
рΦнтΦнΦн ˾͊ͫ΄͙͔ͪͤͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 
рΦнтΦо ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ DHCP ͙  ͦͨͼ͙͙ ун 
рΦну ̅ͯͤ͟ͼ͙͙ DHCP-Relay ͨ ͔͙ͦͫͪ͒ͤ͊͟ 
рΦр ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
͍͔͙̂͡;͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ Port-Channel ͒ ͦ пу 
 
˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
рΦмтΦф ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ CFM (Connectivity Fault Manage-
ment) 
5.34.4 ˹ ͚͊ͫͭͪͦ͊͟ ͨ ͪͦͭͦͦ͊͟͡ BGP (Border Gateway Protocol) 

ˤ͔͙ͪͫΎ мΦмн 01.11.2018 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
нΦо ˻͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
рΦмтΦп ˸͔ͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ (loopback-detection) 
рΦр ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
рΦмфΦн ˽͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ όƳǳƭǘƛŎŀǎǘ ŀŘŘǊŜǎǎƛƴƎύ 

ˤ͔͙ͪͫΎ мΦмм 28.09.2018 ˨͍͔ͦ͋͊ͤ͡ ͔ͪ͊͒͘͡Υ 
рΦмтΦрΦо ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ t±{¢Ҍ 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
нΦпΦм ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊Φ 
пΦп ˾͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
рΦр ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
рΦмтΦо ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ D±wt 
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рΦмфΦм ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
рΦмфΦн ˽͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ όƳǳƭǘƛŎŀǎǘ ŀŘŘǊŜǎǎƛƴƎύ 
рΦнрΦн ˨͙͎͙͊ͤͦͫͭ͊͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ 
рΦнрΦм ˨͙͎͙͊ͤͦͫͭ͊͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ 
рΦнмΦн ˽ͪͦͭͦͦ͟͡ w!5L¦{ 
рΦнс ͔͙͙͔̏ͭͪͦͨͭ͊ͤ͟͡ ͨͦ ͙͙ͤ͡Ύͣ 9ǘƘŜǊƴŜǘ όtƻ9ύ 
рΦнтΦм ̅ͯͤ͟ͼ͙Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 
рΦол ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ 5I/t-͔͍͔ͫͪͪ͊ 
5Φп ˹͚͊ͫͭͪͦ͊͟ ͣ͊ͪͦͦͣ͊ͤ͒͟͟ 

ˤ͔͙ͪͫΎ мΦмл 28.06.2018 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ 
рΦмо ˥ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ τ Link Aggregation Group (LAG) 

ˤ͔͙ͪͫΎ мΦф 28.05.2018 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
рΦо ˽͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ ͍·͍ͦ͒͊ ͦͣ͊ͤ͒͟ CLI ͍ ͙͍ͨͪͦͦ͘͡Έͤ·͚ 
ͺ͚͊͡ ͤ͊ ˽˭̂ 
5.34.5 ˹ ͚͊ͫͭͪͦ͊͟ Equal-cost multi-path (ECMP) 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
нΦо ˻͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
рΦтΦп ˴ͦͣ͊ͤ͒· ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͙ ͦͤ͟ͺ͙͎ͯͪ͊π
ͼ͙͙ 
рΦмлΦм ˽͔͊ͪ͊ͣͭͪ· Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦΣ Port-Channel ͙ Loop-
back-͙͔ͤͭͪͺ͔͚͍ͫͦ 
рΦмо ˥ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ Large Aggregation Group 
рΦмп ˹͚͊ͫͭͪͦ͊͟ IPvп ͔͊͒ͪͫ͊ͼ͙͙ 
рΦмтΦм ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ DNS τ ͫ ͙͔ͫͭͣ· ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ 
5.17.9 ˹ ͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Layer 2 Protocol Tunneling (L2PT) 
рΦмфΦр ̅ͯͤ͟ͼ͙Ύ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ IGMP Proxy 
рΦнл ˸͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ τ ͨ ͪͦͭͦͦ͟͡ PIM 
рΦол ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ DHCP-͔͍͔ͫͪͪ͊ 
рΦопΦо ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OSPF, OSPFv3 
˽˾ˮ˶˻ˬ˩˹ˮ˩ ˢΦ ˽˾ˮ˸˩˾̍ ˽˾ˮ˸˩˹˩˹ˮ̒ ˮ ˴˻˹̅ˮ˥̂˾ˢ̇ˮˮ 
̂˿́˾˻˯˿́ˤˢ 
˽˾ˮ˶˻ˬ˩˹ˮ˩ ˥Φ ˻˽ˮ˿ˢ˹ˮ˩ ˽˾˻̇˩˿˿˻ˤ ˴˻˸˸̂́ˢ́˻˾ˢ 

ˤ͔͙ͪͫΎ мΦу 12.12.2017 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
2.4 ˴ ͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ 
2.4.4 ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ 
5.4 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
рΦфΦм ˽͔͊ͪ͊ͣͭͪ· Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦΣ Port-Channel ͙  Loop-
back-͙͔ͤͭͪͺ͔͚͍ͫͦ 
рΦфΦн ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙ ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
рΦмсΦт ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ [[5t 
рΦмуΦм ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ IGMP (IGMP Snooping) 
рΦнлΦп ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ όSNMP) 
рΦнлΦс ˿͙͙ͨͫ͟ ͒ͦͫͭͯͨ͊ !/[ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ 
рΦнпΦн ˨͙͎͙͊ͤͦͫͭ͊͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ 
сΦн ˬͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ Syslog. 
6.9 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ tttƻ9 LƴǘŜǊƳŜŘƛŀǘŜ !ƎŜƴǘ 

ˤ͔͙ͪͫΎ мΦт 18.09.2017 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
рΦфΦо ˹͚͊ͫͭͪͦ͊͟ tǊƛǾŀǘŜ ±[!b 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
нΦо ˻͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
рΦп ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
рΦфΦн ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙ ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
рΦмсΦп ˸͔ͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ όLoopback-detection) 
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5.18 ˥ ͍ͪͯͨͨͦ͊Ύ ͔͊͒ͪͫ͊ͼ͙Ύ 
рΦнлΦс ˿͙͙ͨͫ͟ ͒ͦͫͭͯͨ͊ !/[ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ 
рΦнлΦн ˽ͪͦͭͦͦ͟͡ w!5L¦{ 
рΦнлΦп ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
рΦнм ˬͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ {¸{[hD 
рΦнсΦо ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун 
5.28 ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ PPPoE Intermediate Agent 
5.32.1 ˹ ͚͊ͫͭͪͦ͊͟ QoS 

ˤ͔͙ͪͫΎ мΦс 25.05.2017 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
5.16.9 ˹ ͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Layer 2 Protocol Tunneling (L2PT) 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
нΦнΦп ̅ͯͤ͟ͼ͙͙ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ h{L 
рΦф ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ ±[!b 
рΦмн ˥ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ τ Link Aggregation Group (LAG) 
рΦмсΦп ˸͔ͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ όLoopback-detection) 
рΦмсΦс ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ DΦулонǾн ό9wt{ύ 
рΦнлΦп ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
рΦнлΦтΦм ¢ŜƭƴŜǘΣ {{IΣ I¢¢t ͙ C¢t  
рΦнсΦм ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 
5.2т ̅ͯͤ͟ͼ͙͙ 5I/t wŜƭŀȅ ͔͙ͨͦͫͪ͒ͤ͊͟ 
рΦну ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ tttƻ9 LƴǘŜǊƳŜŘƛŀǘŜ !ƎŜƴǘ 
рΦолΦо ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ !/[ ͤ͊ ͔͋͊͘ a!/ 
рΦонΦм ˹͚͊ͫͭͪͦ͊͟ vƻ{ 
рΦооΦо ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ h{tCΣ h{tCǾо 

ˤ͔͙ͪͫΎ мΦр 23.03.2017 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
рΦсΦо ˴ͦͣ͊ͤ͒· ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
рΦнсΦс ˹͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ a!/ !ŘŘǊŜǎǎ bƻǘƛŦƛŎŀǘƛƻƴ 
˽˾ˮ˶˻ˬ˩˹ˮ˩ ˥ ˻˽ˮ˿ˢ˹ˮ˩ ˽˾˻̇˩˿˿˻ˤ ˴˻˸˸̂́ˢ́˻˾ˢ 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
пΦо ˭͎͊ͪͯͦ͘;͔ͤͦ ͔ͣͤΌ 
рΦп ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
рΦсΦн ˴ͦͣ͊ͤ͒· ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
рΦф ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
рΦмуΦн ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
рΦмсΦн ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ !wt 
рΦмсΦрΦм ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ {¢tΣ w{¢t 
рΦнлΦм ˸͔ͻ͙͊ͤͣ͘ ˢˢˢ 
рΦнсΦо ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун 
сΦм ˸͔ͤΌ {ǘŀǊǘǳǇ 

ˤ͔͙ͪͫΎ мΦп 09.09.2016 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
2.4 ˴ ͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ τ ͒ ͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͣ͟π
͍ͣͯͭ͊ͭͦͪͦ a9{нолу 
рΦу ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡ ǘƛƳŜ-range 
рΦмрΦу ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ h!a 
рΦмтΦп ̅ͯͤ͟ͼ͙͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ƳǳƭǘƛŎŀǎǘ-ͭͪ͊ͺ͙͊͟ 
рΦнп ͔͙͙͔̏ͭͪͦͨͭ͊ͤ͟͡ ͨͦ ͙͙ͤ͡Ύͣ 9ǘƘŜǊƴŜǘ όtƻ9ύ 
рΦнт ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ PPPoE Intermediate Agent 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
нΦо ˻͍ͫͤͦͤ·͔ ͔ͭͻ͎͙ͤͦͦ͡;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
рΦп ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
рΦт ˹͚͊ͫͭͪͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ 
рΦу ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
рΦмн ˹͚͊ͫͭͪͦ͊͟ LtǾп-͔͊͒ͪͫ͊ͼ͙͙ 
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рΦмрΦр ˿͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ RSTP, MSTP) 
рΦмтΦм ˽͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ όƳǳƭǘƛŎŀǎǘ addressing) 
рΦмтΦн ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
рΦмфΦм ˸͔ͻ͙͊ͤͣ͘ ˢˢˢ 
рΦмфΦн ˽ͪͦͭͦͦ͟͡ w!5L¦{ 
рΦмфΦр ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ  

ˤ͔͙ͪͫΎ мΦо 22.07.2016 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
рΦмрΦс ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ DΦулонǾн ό9wt{ύ 
 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
нΦнΦо ̅ͯͤ͟ͼ͙͙ ͍͎ͭͦͪͦͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ OSI 
рΦп ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
рΦуΦн ˹͚͊ͫͭͪͦ͊͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 
рΦмфΦм ˸͔ͻ͙͊ͤͣ͘ ˢˢˢ 
5.19.8.1 ¢ŜƭƴŜǘΣ {{IΣ I¢¢t ͙ C¢t 
рΦнл ˬͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ {¸{[hD 
рΦнт ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ !/[ ό͙͙ͫͨͫ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ύ 

ˤ͔͙ͪͫΎ мΦн 25.05.2016 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
нΦо ˻͍ͫͤͦͤ·͔ ͔ͭͻ͎͙ͤͦͦ͡;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
нΦп ˴͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ - ͦ ͙͙͔ͨͫ͊ͤ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ 
a9{нопуˤ 

ˤ͔͙ͪͫΎ мΦм 12.05.2016 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
нΦо ˻͍ͫͤͦͤ·͔ ͔ͭͻ͎͙ͤͦͦ͡;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
нΦп ˴͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ - ͦ ͙͙͔ͨͫ͊ͤ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ 
MES3324, MES2324 
 
͔̂͒͊ͤ͡ ͔ͪ͊͒͘͡Υ 
рΦмпΦн ͔͙͍͙͔́ͯͤͤͪͦ͊ͤ͡ ͨͪͦͭͦͦ͊͟͡ LtǾс όL{!¢!tύ 

ˤ͔͙ͪͫΎ мΦл 25.03.2016 ˽͔͍ͪ͊Ύ ͙ͨͯ͋͊͟͡ͼ͙ΎΦ  

ˤ͔͙ͪͫΎ ˽  ˻ 4.0.26.3 
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̂˿˶˻ˤ˹̍˩ ˻ˣ˻˭˹ˢ̉˩˹ˮ̒ 

˻͋ͦͤ͊͘;͔͙͔ͤ ˻͙͙͔ͨͫ͊ͤ 

[ ] 
ˤ ͍͊͒ͪ͊ͭͤ͟·ͻ ͫͦ͋͊͟͟ͻ ͍ ͚ͦͣ͊ͤ͒ͤͦ͟ ͔ͫͭͪͦ͟ ͯ͊͘͟·͍͊ΌͭͫΎ ͔ͤͦ͋Ύ͔͊ͭ͘͡Έͤ·͔ 
͔ͨ͊ͪ͊ͣͭͪ·Σ ͤͦ ͙ͻ ͍͍ͦ͒ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔͔͔ͦͨͪ͒ͤͤ͡·͔ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ 
ͦͨͼ͙͙Φ 

{} 
ˤ ͺ͙͎ͯͪͤ·ͻ ͫͦ͋͊͟͟ͻ ͍ ͚ͦͣ͊ͤ͒ͤͦ͟ ͔ͫͭͪͦ͟ ͯ͊͘͟·͍͊ΌͭͫΎ ͍ͦͣͦ͗ͤ͘·͔ ͦ͋Ύπ
͔͊ͭ͘͡Έͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Φ ˹ ͔ͦ͋ͻ͙ͦ͒ͣͦ ͍·͋ͪ͊ͭΈ ͙ͦ͒ͤ ͙ ͨ͘ ͔͍͊ͪ͊ͣͭͪͦΦ 

ζΣη 
ζ-η 

˨͊ͤͤ·͔ ͙ͤ͊͘͟ ͍ ͙͙͙ͦͨͫ͊ͤ ͦͣ͊ͤ͒͟· ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͒͡Ύ ͙ͯ͊͊ͤ͘͟Ύ ͙͒͊ͨ͊π
͍ͦͤͦ͘Φ 

ζμη ˨͊ͤͤ·͚ ͤ͊͘͟ ͍ ͙͙͙ͦͨͫ͊ͤ ͦͣ͊ͤ͒͟· ͦ͋ͦͤ͊͘;͔͊ͭ ζ͙͙͡ηΦ 

ζκη ˨͊ͤͤ·͚ ͤ͊͘͟ ͍ ͙͙͔ͦͨͫ͊ͤ ͦͣ͊ͤ͒͟· ͯ͊͘͟·͍͔͊ͭ ͤ͊ ͤ͊͘;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴͙͍ͯͪͫ Calibri 
˴͙͍ͯͪͫͦͣ Calibri ͯ͊͘͟·͍͊ΌͭͫΎ ͔͔͔ͨͪͣͤͤ·͔ ͙͙͡ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͦͭͦͪ͟·͔ 
͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͔͙͊ͣͤͭ͘Έ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͣ ͍ͫͦͦͣ͡ ͙͙͡ ͚ͫͭͪͦͦ͟Φ 

˽͙ͦͯ͗ͪͤ͡·͚ ˽͙ͦͯ͗ͪͤ͡·ͣ ΄͙ͪͺͭͦͣ ͍ ·͔͔͒ͤ͡· ͙͔ͨͪͣ;͙͊ͤΎ ͙ ͔͔͔͙ͨͪ͒ͯͨͪ͗͒ͤΎΦ 

<˽͙ͦͯ͗ͪͤ͡·͚ 
͙͍ͯͪͫ͟> 

˽͙ͦͯ͗ͪͤ͡·ͣ ͙͍ͯͪͫͦͣ͟ ͍ ͎͍ͯͦ͡·ͻ ͫͦ͋͊͟͟ͻ ͯ͊͘͟·͍͊ΌͭͫΎ ͍͙ͤ͊͊ͤ͘Ύ ͊͟͡π
͍͙΄ ͤ͊ ͍͙͔͊͊ͭͯͪ͟͡Φ 

Courier New  ˽͙ͦͯ͗ͪͤ͡·ͣ ́ ͙ͪͺͭͦͣ Courier New ͘ ͙͊ͨͫ͊ͤ· ͙͔ͨͪͣͪ· ͍͍ͦ͒͊ ͦͣ͊ͤ͒͟Φ 

Courier  New  
͙̊ͪͺͭͦͣ Courier New ͍  ͔ͪ͊ͣ͟ ͫ ͔ͭͤΈΌ ͯ͊͊ͤ͘͟· ͔ͪͯ͘͡Έͭ͊ͭ· ͍·͔͙ͨͦͤͤ͡Ύ 
ͦͣ͊ͤ͒͟Φ 

˽͙͔ͪͣ;͙͊ͤΎ ͙ ͔͔͔͙ͨͪ͒ͯͨͪ͗͒ͤΎ 
 

˽͙͔ͪͣ;͙͊ͤΎ ͔ͫͦ͒ͪ͗͊ͭ ͍͊͗ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙ΌΣ ͫ ͍͔ͦͭ· ͙͙͡ ͔͔ͪͦͣͤ͒͊͟ͼ͙͙ ͨͦ ͙ͫͨͦ͡Έͦ͘π
͍͙͊ͤΌ ͙ ͚͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

 
˽͔͔͔͙ͪ͒ͯͨͪ͗͒ͤΎ ͙ͤͺ͙ͦͪͣͪͯΌͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͦ ͙ͫͭͯ͊ͼ͙ΎͻΣ ͦͭͦͪ͟·͔ ͣͦ ͎ͯͭ ͔͙ͤ͊ͤͫͭ 
͍͔ͪ͒ ͚͍ͯͫͭͪͦͫͭͯ ͙͙͡ ;͔͍͔ͦͯ͟͡, ͨ ͙͍͔͙ͪͫͭ ͟ ͔͔͚ͤͦͪͪͭͤͦ͟͟ ͔ͪ͊͋ͦͭ ͚͍ͯͫͭͪͦͫͭ͊ ͙͙͡ ͔͔ͨͦͭͪ 
͒͊ͤͤ·ͻ. 
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1 ˤˤ˩˨˩˹ˮ˩ 

ˤ ͔͙͔ͨͦͫ͒ͤ͡ ͎ͦ͒· ͤ͊͋͡Ό͔͒͊ͭͫΎ ͔͔ͭͤ͒ͤͼ͙Ύ ͟ ͔͙ͪ͊͊͘͡ͼ͙͙ ͣ͊ͫ΄ͭ͊͋ͤ·ͻ ͔͍ͨͪͦͭͦ͟ ͨͦ ͎͙ͦͪ͊ͤ͊͘ͼ͙͙ 
͔͔͚ͫͭ ͍ͫΎ͙͘ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͦͤ͟ͼ͔ͨͼ͙͔͚ NGN ό͔͙ͫͭ ͔ͫ͒ͯ͡Ό΅͔͎ͦ ͔͙ͨͦͦͤ͟͡ΎύΦ ˻͚͒ͤͦ ͙͘ ͍ͦͫͤͦͤ·ͻ ͊͒͊͘; 
͙ͨͪ ͔͙͙ͨͦͫͭͪͦͤ ͟ ͪͯͨͤ·ͻ ͣͯ͡Έ͙͔͍͙ͭͫͪͫͤ·ͻ ͔͔͚ͫͭ Ύ͍͡Ύ͔ͭͫΎ ͙͔ͫͦ͒͊ͤ͘ ͔ͤ͊͒͗ͤ·ͻ ͙ ͍·͙͍͙͔ͫͦͦͨͪͦͦ͒ͭ͘͟͡Έ-
ͤ·ͻ ͭͪ͊ͤͫͨͦͪͭͤ·ͻ ͔͔͚ͫͭΣ ͦͭͦͪ͟·͔ Ύ͍͡ΎΌͭͫΎ ͦͨͦͪͤ·͙ͣ ͍ ͎͚͚ͣͤͦͦͫͦͤͦ͡ ͊ͪͻ͙͔͔ͭͭͯͪ͟ NGN.  

˽͔͔ͪ͒͊;͊ ͙ͤͺͦͪͣ͊ͼ͙͙ ͤ͊ ͋ͦ͡Έ΄͙ͻ ͫͦͪͦͫͭ͟ΎͻΣ ͔ͦͫͦ͋ͤͤͦ ͍ ͔ͫͭΎͻ ͎ͪͯͨͤͦͦ͟ ͣ͊ͫ΄ͭ͊͋͊Σ 
͔͍͔ͨͦ͒ͪ͊ͯͣ͊ͭ͘ ͍·͋ͦͪ ͚ͭ͊ͦ͟ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͫͭΣ ͦͭͦͪ͊͟Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͎͙͋ͦ͟ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈ ͔͔͔͙͔ͪ͊ͫͨͪ͒ͤ͡ 
͍·ͫͦͦͫͦͪͦͫͭͤ͟͟·ͻ ͍ͨͦͭͦͦ͟Φ 

˴ͦͣͣͯͭ͊ͭͦͪ· MES23xx, MES3оȄȄ ͙ MES5324 ͎ͣͦͯͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͤ͊ ͔ͫͭΎͻ ͪͯͨͤ͟·ͻ ͔͙ͨͪ͒ͨͪΎ͙͚ͭ 
 ͙͔͙ͨͪ͒ͨͪΎ͙͚ͭ ͎ͣ͊ͦͦ͡ ͙ ͔͔͎ͫͪ͒ͤͦ ͙͔͋ͤͫ͊͘ ό{a.ύΣ ͍ ͔͙ͦͨͪ͊ͭͦͪͫ͟ͻ ͔ͫͭΎͻΦ ˻͙ͤ ͔͔ͦ͋ͫͨ;͙͍͊Όͭ ͍·ͫͦͯ͟Ό 
͙͍͙͔ͨͪͦͦ͒ͭ͘͡ΈͤͦͫͭΈΣ ͎͙͋ͦͫͭ͟ΈΣ ͔͋ͦͨ͊ͫͤͦͫͭ͘ΈΣ ͎͍͔͍͔ͣͤͦͦͯͪͦͤͦ ͊͟;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ όvƻ{ύ. 
˴ͦͣͣͯͭ͊ͭͦͪ· a9{ронп ͙ a9{оонп ͦ͋͊͒͊͡Όͭ ͍ͨͦ·΄͔͚ͤͤͦ ͤ ͔͊͒͗ͤͦͫͭΈΌ ͊͘ ͫ;͔ͭ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͍ͯͦ͘͡Σ 
͔͔ͦͨͪ͒͡ΎΌ΅͙ͻ ͔͔͔͚͋ͫͨͪ͋ͦͤͦͫͭΈ ͺͯͤ͟ͼ͙͙͍͙ͦͤͪͦ͊ͤΎ τ ͣ ͔͚ͦ͒ͯ͡ ͙͙ͨͭ͊ͤΎ ͙ ͔͚ͣͦ͒ͯ͡ ͍͔͙ͤͭ͡Ύͼ͙͙Φ 

˶͙͔͚ͤ͊͟ ͨͪͦͣ·΄͔ͤͤ͡·ͻ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ̏˶́˩˴˿ ͔͙͙ͫͪ MES35xx ͨ ͔ͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͎͙ͦͪ͊ͤ͊͘ͼ͙͙ 
͊͘΅͙΅͔ͤͤ·ͻ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍·ͻ ͔͔͚ͫͭ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͤ͊ ͦ͋Ά͔ͭ͊͟ͻΣ ͎͔͒ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͔͙͔ͨͦͤͤ͡ 
͔͍͙͚ͭͪ͋ͦ͊ͤ ͨͦ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͟ ͍͔͚͍͙ͦ͒ͫͭ͘Ύͣ ͙ͪ͊͘͡;͎ͤͦͦ ͍͙͒͊ ͔͔ͭͣͨͪ͊ͭͯͪͤ·ͣ ͙ ͔ͣͻ͙͊ͤ;͔͙ͫͣ͟ 
͍͔͚͍͙ͦ͒ͫͭ͘ΎͣΣ ͍͙͋ͪ͊ͼ͙͙ ͙ ͒ͪΦ 

ˤ ͤ͊ͫͭͦΎ΅͔ͣ ͍͍͔ͪͯͦͦ͒ͫͭ͟ ͙͔ͦ͗ͤ͘͡· ͤ͊ͤ͊͘;͔͙͔ͤΣ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟Σ ͔͔ͪͦͣͤ͒͊͟ͼ͙͙ ͨͦ 
ͤ͊;͊͡Έ͚ͤͦ ͚͔ͤ͊ͫͭͪͦ͟Σ ͙͙ͫͤͭ͊ͫͫ͟ ͦͣ͊ͤ͒͟ ͒͡Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Σ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ 
͔͔ͦ͋ͫͨ;͔͙ͤΎ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟. 



 

18  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

2 ˻˽ˮ˿ˢ˹ˮ˩ ˮ ˭˨˩˶ˮ̒ 

2.1 ˹͊ͤ͊͘;͔͙͔ͤ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͎͔͎͊ͪ͊ͼ͙͙ MES3оͻͻ, MES5324 τ Ήͭͦ ͍·͙͍͙͔ͫͦͦͨͪͦͦ͒ͭ͘͟͡Έͤ·͔ ͚͍ͯͫͭͪͦͫͭ͊Σ 
ͦͫͤ͊΅͔ͤͤ·͔ ͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ млD.!{9-R, 40GBASE-R ͙ ͨ ͔ͪ͒ͤ͊ͤ͊͘;͔ͤͤ·͔ ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍ 
͔͙ͦͨͪ͊ͭͦͪͫ͟ͻ ͔ͫͭΎͻ ͍ ͊͟;͔͍͔ͫͭ ͚͍ͯͫͭͪͦͫͭ ͎͔͎͊ͪ͊ͼ͙͙ ͙ ͍ ͼ͔ͤͭͪ͊ͻ ͙ͦ͋ͪ͊͋ͦͭ͟ ͒͊ͤͤ·ͻ ό̇˻˨ύ ͍ ͊͟;͔͍͔ͫͭ ¢ƻǇ-
of-wŀŎƪ ͙͙͡ 9ƴŘ-of-wƻǿ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟Φ 

˽ͦͪͭ· ͚͍ͯͫͭͪͦͫͭ͊ ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ ͪ͊͋ͦͭͯ ͤ͊ ͫͦͪͦͫͭ͟Ύͻ пл ˥͙͋ͭκͫ όQSFP+) (MES5324), 10 ˥͋ ͙ͭκͫ 
(SFP+ύ ͙͙͡ м ˥͙͋ͭκͫ όмллл.!{9-· ͙ мллл.!{9-¢ {CtύΣ ;ͭͦ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͎͙͋ͦͫͭ͟Έ ͍ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͙ 
͍ͦͣͦ͗ͤͦͫͭ͘Έ ͔͔͎ͨͦͫͭͨͤͤͦͦ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͋ͦ͡ ͍·͙͔ͫͦ͟ ͙ͫͦͪͦͫͭ͟ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ ˹͔͙͔͋ͦͪͯͣ͊͟͡Ύ 
ͦͣͣͯͭ͊͟ͼ͙ͦͤͤ͊Ύ ͙ͣ͊ͭͪͼ͊ ͍ͨͦͦ͘͡Ύ͔ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈ ͔ͦͪͪͭͤͯ͟͟Ό ͦ͋ͪ͊͋ͦͭͯ͟ ͔͍ͨ͊ͭͦ͟ ͙ͨͪ ͙ͣ͊ͫͣ͊͟͡Έͤ·ͻ 
͎ͤ͊ͪͯ͊͘͟ͻΣ ͫͦͻͪ͊ͤΎΎ ͙ͨͪ Ήͭͦͣ ͙͙ͣͤͣ͊͡Έͤ·͔ ͙ ͔͔ͨͪ͒ͫ͊ͯͣ͘͟·͔ ͔͙͊͒ͪ͗͘͟ ͤ͊ ͍͔ͫͻ ͙ͭͨ͊ͻ ͭͪ͊ͺ͙͊͟Φ 

˿ͻ͔ͣ͊ ͍͔͙ͤͭ͡Ύͼ͙͙ ŦǊƻƴǘ-to-ōŀŎƪ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ Ήͺͺ͔͙͍͔ͭͤͦ͟ ͦͻ͔͙͔͊͗͒ͤ͡ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ 
͚͍ͯͫͭͪͦͫͭ ͍ ͍͙ͯͫͦ͡Ύͻ ͍͔͔ͫͦͪͣͤͤ·ͻ ̇˻˨Φ 

˨͙͍ͯ͋ͪͦ͊ͤͤ͡·͔ ͍͔͙ͤͭ͡Ύͭͦͪ· ͙ ͙ͫͭͦ;͙͙ͤ͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ ͙͙͡ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ ͍ 
ͫͦ;͔͙͙ͭ͊ͤ ͫ ͍͙͚ͪ͊ͭͦ͘ ͙͔͚ͫͫͭͣͦ ͙͙͎ͣͦͤͭͦͪͤ͊ ͚͊ͨͨ͊ͪ͊ͭͤͦ ;͙͊ͫͭ ͚͍ͯͫͭͪͦͫͭ͊ ͍ͨͦͦ͘͡ΎΌͭ ͨͦͯ͡;͙ͭΈ ͍·͙͔ͫͦ͟ 
͔͙ͨͦ͊͊ͭ͘͟͡ ͔͙ͤ͊͒͗ͤͦͫͭΦ ͚͍̂ͫͭͪͦͫͭ͊ ͙͔ͣΌͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͎ͦͪΎ;͔͚ ͔͊ͣͤ͘· ͔͚ͣͦ͒ͯ͡ ͙͙ͨͭ͊ͤΎ ͙ 
͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·ͻ ͔͚ͣͦ͒ͯ͡Σ ͔͔ͦ͋ͫͨ;͙͍͊Ύ ͔͔͔͚͋ͫͨͪ͋ͦͤͦͫͭΈ ͺͯͤ͟ͼ͙͙͍͙ͦͤͪͦ͊ͤΎ ͔͙ͫͭ ͔ͦͨͪ͊ͭͦͪ͊Φ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͒ͦͫͭͯͨ͊ MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) τ ͍ͯͨͪ͊͡Ύ͔ͣ·͔ 
ͦͣͣͯͭ͊ͭͦͪ͟· ͍ͯͪͦͤΎ [3Σ ͦͫͯ΅͔͍ͫͭ͡ΎΌͭ ͨͦ͒͟͡Ό;͔͙͔ͤ ͔ͦͤ͟;ͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ ͔͔͚ͫͭ ͔͙ͨͪ͒ͨͪΎ͙͚ͭ 
͎ͣ͊ͦͦ͡ ͙ ͔͔͎ͫͪ͒ͤͦ ͙͔͋ͤͫ͊͘ ͟ ͔ͫͭΎͣ ͔͍ͦͨͪ͊ͭͦͪͦ ͫ ͍Ύ͙͘ ͫ ͨͦͣͦ΅ΈΌ ͙͔ͤͭͪͺ͔͚͍ͫͦ 1/10 Gigabit Ethernet. 

˽ͪͦͣ·΄͔ͤͤ͡·͔ ͦͣͣͯͭ͊ͭͦͪ͟· MES2328I, MES3508(P), MES3510(P) ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ· ͒͡Ύ ͎͙ͦͪ͊ͤ͊͘-
ͼ͙͙ ͊͘΅͙΅͔ͤͤ·ͻ ͔͔͚ͫͭ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͤ͊ ͦ͋Ά͔ͭ͊͟ͻΣ ͎͔͒ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͔͙͔ͨͦͤͤ͡ ͔͍͙͚ͭͪ͋ͦ͊ͤ ͨͦ 
͔͔ͦ͋ͫͨ;͔͙ͤΌ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͟ ͔͔ͭͣͨͪ͊ͭͯͪͤ·ͣ ͍͔͚͍͙ͦ͒ͫͭ͘ΎͣΦ  

2.2 ̅ͯͤ͟ͼ͙͙ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

2.2.1 ˣ͍͊ͦ͘·͔ ͺͯͤ͟ͼ͙͙ 

ˤ ͙ͭ͊͋͡ͼ͔ 1 ͨ ͙͍͔͔ͪ͒ͤ ͙ͫͨͫͦ͟ ͍͋͊ͦ͘·ͻ ͺͯͤ͟ͼ͙͚ ͚͍ͯͫͭͪͦͫͭ, ͒ ͦͫͭͯͨͤ·ͻ ͒͡Ύ ͙͙͙͍͙͊͒ͣͤͫͭͪͪͦ͊ͤΎΦ 

͙́͊͋͡ͼ͊ 1 τ x ͍͊ͦ͘·͔ ͺͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊  

˭͊΅͙ͭ͊ ͦͭ 
͙͍͙͋ͦͪͦ͟͟͡ 
ͦ;͔͔͙ͪ͒ όIh[ύ 

ˣ͙͍ͦͪͦ͊͟͟͡ ͍͙͔ͦͤ͊ͭ͘͟ ͍ ͫͯ͡;͊Ύͻ ͔͔͎͙ͨͪͪͯ͘͟ ͍·ͻͦ͒ͤ·ͻ ͍ͨͦͪͭͦ ͚͍ͯͫͭͪͦͫͭ͊ ͭͪ͊π
ͺ͙ͦͣ͟ ͦͭ ͔ͤͫͦ͟͡Έ͙͟ͻ ͍ͻͦ͒ͤ·ͻ ͍ͨͦͪͭͦΦ ̏ͭͦ ͙͍͙ͨͪͦ͒ͭ ͟ ͔͊͒ͪ͗͊ͣ͘͟ ͔͔ͨͪ͒͊;͙ 
͒͊ͤͤ·ͻ ͙ ͔͔ͨͦͭͪ ͔͍ͨ͊ͭͦ͟Φ  

˽͔ͦ͒͒ͪ͗͊͟ 
͍͔ͫͪͻ͙͒ͤͤ͡·ͻ 
͍͊͒ͪͦ͟ όJumbo 
frames) 

˿ͨͦͫͦ͋ͤͦͫͭΈ ͔͙͍ͨͦ͒͒ͪ͗͊ͭΈ ͔͔ͨͪ͒͊;ͯ ͍͔ͫͪͻ͙͒ͤͤ͡·ͻ ͍͊͒ͪͦ͟Σ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ 
͔͔͍ͨͪ͒͊͊ͭΈ ͒͊ͤͤ·͔ ͔ͣͤΈ΄͙ͣ ;͙ͫͦͣ͡ ͔͍ͨ͊ͭͦ͟Φ ̏ͭͦ ͙͔ͫͤ͗͊ͭ ͦ͋Ά͔ͣ ͔͚ͫͯ͗͋ͤͦ͡ 
͙ͤͺͦͪͣ͊ͼ͙͙Σ ͍͔ͪͣΎ ͙ͦ͋ͪ͊͋ͦͭ͟ ͙ ͔͔ͨͪͪ·͍·Φ 
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͍͔͙̂ͨͪ͊ͤ͡ ͔
ͨͦͭͦͦͣ͟ 
(IEEE 802.3X) 

͍͔͙͔̂ͨͪ͊ͤ͡ ͨͦͭͦͦͣ͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͙ͫͦ͒ͤΎͭΈ ͙ͤͦͫͦͪͦͫͭͤͦ͘͟͟ ͔͚͍ͯͫͭͪͦͫͭ ͦͫ ͍·π
ͫͦͦͫͦͪͦͫͭͤ͟͟·ͣΦ ˨͡Ύ ͔͍ͨͪ͒ͦͭͪ͊΅͔͙ͤΎ ͔͔͔͙ͨͪͨͦͤͤ͡Ύ ͋ͯͺ͔ͪ͊ ͙ͤͦͫͦͪͦͫͭ͘͟͟π
͔ͤͦ ͚͍ͯͫͭͪͦͫͭͦ ͙͔͔ͣͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͍ͦͭͨͪ͊͡ΎͭΈ ͔ͨ͊ͭ͟ PAUSEΣ ͔ͭͣ ͫ͊ͣ·ͣ ͙ͤπ
ͺ͙ͦͪͣͪͯΎ ͍·͔ͫͦͦͫͦͪͦͫͭͤͦ͟͟ ͚͍ͯͫͭͪͦͫͭͦ ͦ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭ ͔ͫ͒͊ͭ͡Έ ͨ͊ͯͯ͘ ͙ͨͪ 
͔͔ͨͪ͒͊;͔ ͔͍ͨ͊ͭͦ͟Φ 

˾͊͋ͦͭ͊  ͍ͫ ͔͔ͭ͟ 
͚͍ͯͫͭͪͦͫͭ 

˴ͦͣͣͯͭ͊ͭͦͪ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͤͫͦ͟͡Έ͙͟ͻ ͯ ͚͍ͫͭͪͦͫͭ ͍ ͔ͫͭ͟Φ ˤ Ήͭͦͣ 
ͫͯ͡;͔͊ ͦͣͣͯͭ͊ͭͦͪ͟· ͙͍ͪ͊ͫͫͣ͊ͭͪ͊ΌͭͫΎ ͊͟͟ ͔͙͔͒ͤͦ ͚͍ͯͫͭͪͦͫͭͦ ͫ ͦ͋΅͙͙ͣ 
͚͙ͤ͊ͫͭͪͦ͊ͣ͟Φ ˤͦͣͦ͗ͤ͘· ͍͔͒ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͨͦͫͭͪͦͤΎ ͔ͫͭ͊͟ τ ͦ͟͡Έͼͦ ͙ ͼ͔π
ͨͦ;͊͟Φ ˽͙ͪ Ήͭͦͣ ͔ͨ͊ͪ͊ͣͭͪ· ͍ͨͦͪͭͦ ͍͔ͫͻ ͚͍ͯͫͭͪͦͫͭΣ ͍͟͡Ό;͔ͤͤ·ͻ ͍ ͔ͫͭ͟, ͣ ͦ͗ͤͦ 
͊͒͊ͭ͘Έ ͫ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͪ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͔͙͔ͪ͗ͣ ζ͔ͣ͊ͫͭͪηΦ ˿͔͙͍͙͔ͭͪͦ͊ͤ͟ 
͚͍ͯͫͭͪͦͫͭ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͙ͫͤͭ͘Έ ͔ͭͪͯ͒ͦͣͦͫͭ͟Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌΦ 

2.2.2 ̅ͯͤ͟ͼ͙͙ ͙ͨͪ ͔ͪ͊͋ͦͭ ͫ MAC-͔͊͒ͪͫ͊ͣ ͙

ˤ ͙ͭ͊͋͡ͼ͔ 2 ͨ ͙͍͔͔ͪ͒ͤ· ͺͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ ͨ ͙ͪ ͔ͪ͊͋ͦͭ ͫ MAC-͔͙͊͒ͪͫ͊ͣΦ 

͙́͊͋͡ͼ͊ 2 τ ̅ ͯͤ͟ͼ͙͙ ͪ͊͋ͦͭ· ͫ a!/-͔͙͊͒ͪͫ͊ͣ 

͙́͊͋͡ͼ͊ MAC-
͔͍͊͒ͪͫͦ 

˴ͦͣͣͯͭ͊ͭͦͪ ͍ͫͦͫͭ͊͡Ύ͔ͭ ͍ ͨ͊ͣΎ͙ͭ ͙ͭ͊͋͡ͼͯΣ ͍ ͚ͦͭͦͪͦ͟ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͍͔ͫͦͦͭͭπ
͍͙͔ͫͭ ͔ͣ͗͒ͯ a!/-͔͙͊͒ͪͫ͊ͣ ͙ ͙ͯ͊ͣ͘͡ ͍ͨͦͪͭͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

˾͔͙͗ͣ ͦ͋ͯ;͔͙ͤΎ 

ˤ ͦͭ ͍͙͔ͫͯͭͫͭ ͦ ͋ͯ;͔͙ͤΎ ͒͊ͤͤ·͔, ͨ ͦͫͭͯͨ͊Ό΅͙͔ ͤ͊ ͚͊ͦ͟͟-͙͋ͦ͡ ͨͦͪͭ, ͨ ͔͔ͪ͒͊ΌͭͫΎ 
ͤ͊ ͍͔ͫ ͦͫͭ͊͡Έͤ·͔ ͨͦͪͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˤ ͔͙͔ͪ͗ͣ ͦ͋ͯ;͔͙ͤΎ ͦͣͣͯͭ͊ͭͦͪ͟ ͙͊ͤ͊͡π
͙͔ͪͯͭ͘ ͊͒ͪ͟· ͙Σ ͔͔͙͍ͦͨͪ͒͡ a!/-͔͊͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡ΎΣ ͙͊ͤͦͫͭ͘ ͔͎ͦ ͍ ͙ͭ͊͋͡ͼͯ 
ͦͣͣͯͭ͊͟ͼ͙͙. ˤ͔͍͙͙ͨͦͫ͒ͫͭ͡ ͊͒ͪ͟ Ethernet, ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ·͚ ͒͡Ύ ͻͦͫͭ͊Σ MAC-
͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͔ͯ͗ ͔ͫͭΈ ͍ ͙ͭ͊͋͡ͼ͔Σ ͔͔͔ͨͪ͒͊ͭͫΎ ͭͦ͡Έͦ͟ ;͔͔ͪ͘ ͯ͊͊ͤͤ͘͟·͚ ͍ ͭ͊͋π
͙͡ͼ͔ ͨ ͦͪͭ.  

˽͔ͦ͒͒ͪ͗͊͟ 
͔͔ͨͪ͒͊;͙ ͤ͊ 
͔ͤͫͦ͟͡Έͦ͟ MAC-
͔͍͊͒ͪͫͦ 
(MAC Multicast 
Support) 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͍͙͍ͯͫͭ͊ͤ͊͊ͭ͡Έ ͔͙͔͙ͫͦ͒ͤͤΎ ζ͙ͦ͒ͤ ͦ͟ ͎͙ͣͤͦͣη ͙ 
ζ͎͙͔ͣͤͦ ͦ͟ ͎͙ͣͤͦͣηΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͊͒ͪ͟Σ ͔͍͊͒ͪͫͦ͊ͤͤ·͚ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
͎͔ͪͯͨͨΣ ͔͔͔ͨͪ͒͊ͭͫΎ ͤ͊ ͊͗͒͟·͚ ͨͦͪͭΣ ͍ͻͦ͒Ύ΅͙͚ ͍ ͎ͪͯͨͨͯΦ 

ˢ͍͙ͭͦͣ͊ͭ;͔͔ͫͦ͟ 
͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ 
MAC-͔͍͊͒ͪͫͦ  
(Automatic Aging for 
MAC Addresses) 

˩͙ͫ͡ ͦͭ ͚͍ͯͫͭͪͦͫͭ͊ ͫ ͔͔͔ͦͨͪ͒ͤͤ͡·ͣ a!/-͔͊͒ͪͫͦͣ ͊͘ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͔͙ͨͪͦ͒ 
͍͔͔͙ͪͣͤ ͔ͤ ͨͦͫͭͯͨ͊Όͭ ͔ͨ͊ͭ͟·Σ ͭͦ ͙͊ͨͫ͘Έ ͒͡Ύ ͎͒͊ͤͤͦͦ ͔͊͒ͪͫ͊ ͔͍͔ͯͫͭ͊ͪ͊ͭ ͙ ͯ͒͊π
͡Ύ͔ͭͫΎΦ ̏ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͙͍ͨͦ͒͒ͪ͗͊ͭΈ ͙ͭ͊͋͡ͼͯ ͦͣͣͯͭ͊͟ͼ͙͙ ͍ ͊ͭͯ͊͟͡Έͤͦͣ ͫͦπ
ͫͭͦΎ͙͙ͤ. 

˿͙ͭ͊ͭ;͔͙͔ͫ͟ 
͙͙͊ͨͫ͘ a!/ 
(Static MAC Entries) 

˿͔͔͍͚ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ͔͔͙ͦͨͪ͒ͭ͡Έ ͙ͫͭ͊ͭ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ 
͍͔͍͙͚ͫͦͦͭͭͫͭ a!/-͔͍͊͒ͪͫͦΣ ͦͭͦͪ͟·͔ ͫͦͻͪ͊ͤΎΌͭͫΎ ͍ ͙ͭ͊͋͡ͼ͔ ͟ ͦͣͣͯͭ͊ͼ͙͙. 



 

20  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

2.2.3 ̅ͯͤ͟ͼ͙͙ ͍͎ͭͦͪͦͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ OSI 

ˤ ͙ͭ͊͋͡ͼ͔ 3 ͨ ͙͍͔͔ͪ͒ͤ· ͺͯͤ͟ͼ͙͙ ͙ ͔͙ͦͫͦ͋ͤͤͦͫͭ ͍͎ͭͦͪͦͦ ͍ͯͪͦͤΎ ό͍͔ͯͪͦͤΈ 2 OSI). 

͙́͊͋͡ͼ͊ 3 τ ˻ ͙͙͔ͨͫ͊ͤ ͺͯͤ͟ͼ͙͚ ͍͎ͭͦͪͦͦ ͍ͯͪͦͤΎ όLayer 2) 

̅ͯͤ͟ͼ͙Ύ LDat 
Snooping 

˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ IGMP ͍ͨͦͦ͘͡Ύ͔ͭ ͤ͊ ͍͔ͦͫͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙Σ ͨͦͯ͡;͔͚ͤͤͦ 
͙ͨͪ ͙͔͊ͤ͊͘͡ ͔͙͎ͫͦ͒ͪ͗ͣͦͦ LDat-͔͍ͨ͊ͭͦ͟Σ ͔͔͙ͦͨͪ͒ͭ͡ΈΣ ͙͔͊͟͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͙ͫͭ 
ͯ;͍͊ͫͭͯΌͭ ͍ ͎ͪͯͨͨ͊ͻ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡, ͙ ͔͍͊͒ͪͫͦ͊ͭΈ ͭͪ͊ͺ͙͟ ͤ͊ ͫͦͦͭπ
͍͔͍ͭͫͭͯΌ΅͙͔ ͨͦͪͭ·Φ 

̅ͯͤ͟ͼ͙Ύ a[5 
Snooping 

˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ MLD ͍ͨͦͦ͘͡Ύ͔ͭ ͚͍ͯͫͭͪͦͫͭͯ ͙͙͙͙͍ͣͤͣͪͦ͊ͭ͘Έ ͎ͣͤͦͦ͊͒π
͔ͪͫͤ·͚ IPv6-ͭͪ͊ͺ͙͟. 

̅ͯͤ͟ͼ͙Ύ a±w 

̅ͯͤ͟ͼ͙ΎΣ ͍ͨͦͦ͘͡ΎΌ΅͊Ύ ͔͔͍ͨͪͤ͊ͨͪ͊͡ΎͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͙͘ ͚ͦ͒ͤͦ 
±[!b ͍ ͎͒ͪͯͯΌ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ LDat-ͫͦͦ͋΅͔͙͚ͤΣ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͔ͯͣͤΈ΄͙ͭΈ 
͎ͤ͊ͪͯͯ͘͟ ͤ͊ ǳǇƭƛƴƪ-ͨͦͪͭΦ ˽͙͔ͪͣͤΎ͔ͭͫΎ ͍ ͔ͪ΄͔͙ͤΎͻ III-play. 

˭͊΅͙ͭ͊ ͦ  ͭζ́ ͭͦͪͣ͊η 
(Broadcast, multicast, 
unknown unicast 
Storm Control) 

ζ̊ ͭͦͪͣη τ Ήͭͦ ͔͙͔ͪ͊ͣͤͦ͗ͤ͘ broadcast-, multicast-, unknown unicast-͔͍ͨ͊ͭͦ͟ 
͍ ͊͗͒ͦͣ͟ ͔ͯ͘͡Σ ͔ͦͭͦͪͦ͟ ͙͍͙ͨͪͦ͒ͭ ͟ ͍͙͊ͤͦͦ͋ͪ͊ͤͦͣͯ͘͡ ͪͦͫͭͯ ͙ͻ ;͙ͫ͊͡ ͙ ͨ͊ͪ͊π
͙͔ͯͭ͘͡ ͪ͊͋ͦͭͯ ͔͙ͫͭΦ ˴ͦͣͣͯͭ͊ͭͦͪ· ͙ͣΌ͔ͭ  ͺͯͤ͟ͼ͙ΌΣ ͍ͨͦͦ͘͡ΎΌ΅ͯΌ ͎͙ͦͪ͊ͤ;͙ͭΈ 
ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͙ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͍͊͒ͪͦ͟Σ ͙ͨͪͤΎͭ·ͻ 
͙ ͔͔ͨͪ͒͊ͤͤ·ͻ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

˭͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ 
͍ͨͦͪͭͦ 
(Port Mirroring) 

˭͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ͍ͨͦͪͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͍͒ͯ͋ͪͦ͊ͭ͡Έ ͭͪ͊ͺ͙͟ ͤ͊͋͡Ό͔͒͊ͣ·ͻ ͍ͨͦͪͭͦΣ 
͔͔ͨͪͫ·͊͡Ύ ͍ͻͦ͒Ύ΅͙͔ ͙κ͙͙͡ ͙ͫͻͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟· ͤ͊ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͨͦͪͭΦ ̂ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔ͫͭΈ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͊͒͊ͭ͘Έ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͙ ͦͤ͟π
͙͔ͭͪͦͪͯͣ͡·͔ ͨͦͪͭ· ͙ ͍·͋ͪ͊ͭΈ ͙ͭͨ ͭͪ͊ͺ͙͊͟ ό͍ͻͦ͒Ύ΅͙͚ ͙κ͙͙͡ ͙ͫͻͦ͒Ύ΅͙͚ύΣ ͦ͟π
ͭͦͪ·͚ ͔͋ͯ͒ͭ ͔͔ͨͪ͒͊ͤ ͤ͊ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͨͦͪͭΦ 

ˮͦ͘͡Ύͼ͙Ύ ͨ ͍ͦͪͭͦ 
(Protected ports) 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͤ͊ͤ͊͘;͙ͭΈ ͨͦͪͭͯ ͔͎ͦ ǳǇƭƛƴƪ-ͨͦͪͭΣ ͤ͊ ͦͭͦͪ͟·͚ ͋-͔
͍ͯͫͦͤͦ͘͡ ͔͋ͯ͒ͭ ͔͔͍ͨͪͤ͊ͨͪ͊͡ΎͭΈͫΎ ͍͔ͫΈ ͭͪ͊ͺ͙͟Σ ͔͔ͦ͋ͫͨ;͙͍͊Ύ ͔ͭͣ ͫ͊ͣ·ͣ ͙ͦ͘π
͡Ύͼ͙Ό ͫ ͎͙͙͒ͪͯͣ ͙ͨͦͪͭ͊ͣ ό͍ ͔͔ͨͪ͒͊͡ͻ ͎ͦ͒ͤͦͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ύΣ ͤ͊ͻͦ͒Ύ΅͙͙ͣͫΎ ͍ 
Ήͭͦͣ ͔͗ ́ ͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔͒ͦͣͤ ό±[!bύ ͍  ͔͔ͨͪ͒͊͡ͻ ͎ͦ͒ͤͦͦ ͦͣͣͯͭ͊ͭͦͪ͊͟. 

Private VLAN Edge 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͙͍ͦͪͦ͊ͭ͘͡Έ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦ ό͍ ͔͔ͨͪ͒͊͡ͻ ͎ͦ͒ͤͦͦ 
ͦͣͣͯͭ͊ͭͦ͟ ͪ͊ύΣ ͤ͊ͻͦ͒Ύ΅͙ͻͫΎ  ͍ͦ͒ͤͦͣ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔͒ͦͣͤ ͔ͣ͗͒ͯ ͫͦπ
͋ͦΣ͚ ͍ͨͦͦ͘͡ΎΎ ͙ͨͪ Ήͭͦͣ ͔ͦ͋ͣͤ ͭͪ͊ͺ͙ͦͣ͟ ͫ ͎͙͙͒ͪͯͣ ͙ͨͦͪͭ͊ͣΣ ͤ͊ͻͦ͒Ύ΅͙͙ͣͫΎ 
͍ Ήͭͦͣ ͔͗ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔͒ͦͣͤΣ ͤͦ ͔ͤ ͙͔ͨͪͤ͊͒͗͊͡΅͙͙ͣ ͟ Ή͚ͭͦ 
͎͔ͪͯͨͨΦ 

Private VLAN (light 
version) 

˻͔͔͋ͫͨ;͙͍͔͊ͭ ͙ͦ͘͡Ύͼ͙Ό ͔ͣ͗͒ͯ ͚͍͙ͯͫͭͪͦͫͭ͊ͣΣ ͤ͊ͻͦ͒Ύ΅͙͙ͣͫΎ ͍ ͦ͒ͤͦͣ ΄͙ͪͦπ
͍͔ͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔͒ͦͣͤΣ ͍ ͔͔ͨͪ͒͊͡ͻ ͍͔͚ͫ [н-͔͙ͫͭΦ ˾͔͙͍͊ͦ͊ͤ͘͡· ͭͦ͡Έͦ͟ ͍͒͊ ͔ͪπ
͙͗ͣ͊ ͪ͊͋ͦͭ· ͨͦͪͭ͊: Promiscuous ͙ Isolated (Isolated-ͨͦͪͭ· ͔ͤ ͎ͣͦͯͭ ͔͙ͦ͋ͣͤπ
͍͊ͭΈͫΎ ͎͒ͪͯ ͫ ͎͒ͪͯͦͣύΦ 

˽͔ͦ͒͒ͪ͗͊͟ 
ͨͪͦͭͦͦ͊͟͡ STP 
(Spanning Tree 
Protocol) 

Spanning Tree Protocol τ ͔͔͍͚ͫͭͦ ͨͪͦͭͦͦ͟͡Σ ͍͚ͦͫͤͦͤͦ ͊͒͊͘;͔͚ ͎ͦͭͦͪͦͦ͟ Ύ͍͡Ύπ
͔ͭͫΎ ͙͍͔͔͙͔ͨͪ͒ͤ ͔͙ͫͭ Ethernet ͫ ͙͘ ͋·ͭͦ;ͤ·͙ͣ ͔͙͔͙ͫͦ͒ͤͤΎ͙ͣ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ 
͎͙͙ͭͦͨͦͦ͡Σ ͙ͫ͟͡Ό;͊Ό΅͔͚ ͔͙ͨͭ͡. ˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͍ͦ͋ͣͤ͊ΌͭͫΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙π
ͦͤͤ·͙ͣ ͫͦͦ͋΅͔͙ͤΎ͙ͣΣ ͙ͫͨͦ͡Έͯ͘Ύ ͊͒ͪ͟· ͔ͫͨͼ͙͊͡Έ͎ͤͦͦ ͺͦͪͣ͊ͭ͊Σ ͙ ͍·͋ͦͪͦ;ͤͦ 
͍͟͡Ό;͊Όͭ ͙ ͦͭ͟͡Ό;͊Όͭ ͔͔ͨͪ͒͊;ͯ ͤ͊ ͨͦͪͭ·Φ 

˽͔ͦ͒͒ͪ͗͊͟ 
ͨͪͦͭͦͦ͊͟͡ RSTP  
(IEEE 802.1w Rapid 
spanning tree 
protocol) 

Rapid ό͋·ͫͭͪ·͚ύ STP (RSTP) τ Ύ͍͡Ύ͔ͭͫΎ ͍͔ͯͫͦͪ΄͔͍͍͙͔ͤͫͭͦ͊ͤͣ ͨͪͦͭͦͦ͊͟͡ STP, 
ͻ͔͙͔͊ͪ͊ͭͪͯͭͫ͘͟Ύ ͔ͣͤΈ΄͙ͣ ͍͔͔͔ͪͣͤͣ ͙͍͔͔͙ͨͪ͒ͤΎ ͔͙ͫͭ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ ͭͦͨͦπ
͎͙͙ͦ͡ ͙ ͙͔͔ͣͭ ͔͔͋ͦ͡ ͍·ͫͦͯ͟Ό ͚ͯͫͭͦ;͙͍ͦͫͭΈΦ 
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˽ͪͦͭͦͦ͟͡ ERPS 
(Ethernet Ring 
Protection Switching) 

˽ͪͦͭͦͦ͟͡ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͍ͨͦ·΄͔͙ͤΎ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͙ ͔͙ͤ͊͒͗ͤͦͫͭ ͔͙ͫͭ ͔ͨπ
͔ͪ͒͊;͙ ͒͊ͤͤ·ͻΣ ͙͔ͣΌ΅͔͚ ͦ͟͡Έͼ͔͍ͯΌ ͎͙ͭͦͨͦͦ͡ΌΣ ͊͘ ͫ;͔ͭ ͙͔͙ͫͤ͗ͤΎ ͍͔͔͙ͪͣͤ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔͙ͫͭ ͍ ͫͯ͡;͔͊ ͍͙͙͊͊ͪΦ ˤ͔ͪͣΎ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔ͤ ͔͍ͨͪ·΄͔͊ͭ м 
͔ͫͯͤ͒͟·Σ ;ͭͦ ͫͯ΅͔͍͔ͫͭͤͤͦ ͔ͣͤΈ΄͔ ͍͔͔͙ͪͣͤ ͔͔͚͙ͨͪͫͭͪͦ͟ ͔͙ͫͭ ͙ͨͪ ͙ͫͨͦ͡Έͦ͘π
͍͙͙͊ͤ ͍ͨͪͦͭͦͦͦ͟͡ ͔͔͚͍ͫͣͫͭ͊ spanning tree.  

˽͔ͦ͒͒ͪ͗͊͟ ±[!b 

VLAN τ Ήͭͦ ͎ͪͯͨͨ͊ ͍ͨͦͪͭͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͦ͋ͪ͊ͯ͘Ό΅͙ͻ ͦ͒ͤͯ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έπ
ͤͯΌ ͦ͋͊ͫͭ͡Έ ό͔͒ͦͣͤύΦ ˴ͦͣͣͯͭ͊ͭͦͪ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͙ͪ͊͘͡;ͤ·͔ ͔͍ͫͪ͒ͫͭ͊ ͙͊ͫͫ͟͡π
ͺ͙͊͟ͼ͙͙ ͔͍ͨ͊ͭͦ͟ ͒͡Ύ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͙ͻ ͙͔͙ͨͪͤ͊͒͗ͤͦͫͭ͡ ͟ ͔͔͔͚ͦͨͪ͒ͤͤͦ͡ VLAN.  

˽͔ͦ͒͒ͪ͗͊͟ 
ͨͪͦͭͦͦ͊͟͡ OAM 
(Operation, 
Administration, and 
Maintenance, IEEE 
802.3ah) 

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah τ 
ͺͯͤ͟ͼ͙͙ ͍ͯͪͦͤΎ ͊ͤ͊͊͟͡ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͔͍ͨͪ͒ͫͭ͊͡ΎΌͭ ͚ͫͦ͋ͦ ͨͪͦͭͦͦ͟͡ ͣͦπ
͙͙͎ͤͭͦͪͤ͊ ͫͦͫͭͦΎ͙ͤΎ ͊ͤ͊͊͟͡. ˤ Ήͭͦͣ ͔ͨͪͦͭͦͦ͟͡ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ 
ͫͦͫͭͦΎ͙͙ͤ ͊ͤ͊͊͟͡ ͔ͣ͗͒ͯ ͔͔͍͔ͤͨͦͫͪ͒ͫͭͤͤͦ ͨͦ͒͟͡Ό;͔ͤͤ·͙ͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ 
9ǘƘŜǊƴŜǘ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͙͋ͦ͟͡ ͒͊ͤͤ·ͻ ͨͪͦͭͦͦ͊͟͡ h!a όh!at5¦ύΦ ˻͋͊ ͚ͯͫͭͪͦπ
͍ͫͭ͊ ͒ͦ͗ͤ͡· ͔͙͍ͨͦ͒͒ͪ͗͊ͭΈ ͫͭ͊ͤ͒͊ͪͭ L999 улнΦоŀƘΦ 

˽͔ͦ͒͒ͪ͗͊͟ D±wt 
(GARP VLAN) 

˽ͪͦͭͦͦ͟͡ ͔͎͙ͪͫͭͪ͊ͼ͙͙ D!wt ±[!b ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͙͙͒ͤ͊ͣ;͔͔ͫͦ͟ ͍͔͒ͦ͋͊͡π
͙͔ͤκ͔͙͔ͯ͒͊ͤ͡ ͎ͪͯͨͨ ±[!b ͤ͊ ͨͦͪͭ͊ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˩͙ͫ͡ ͍͟͡Ό;͔ͤ ͨͪͦͭͦͦ͟͡ 
D±wtΣ ͦͣͣͯͭ͊ͭͦͪ͟ ͔͔ͦͨͪ͒͡Ύ͔ͭΣ ͊ ͔͊ͭͣ͘ ͪ͊ͫͨͪͦͫͭͪ͊ͤΎ͔ͭ ͒͊ͤͤ·͔ ͦ ͙͔ͨͪͤ͊͒͗͡π
͙ͤͦͫͭ ͟ ±[!b ͤ͊ ͍͔ͫ ͨͦͪͭ·Σ Ύ͍͡ΎΌ΅͙͔ͫΎ ;͊ͫͭΈΌ ͙͍͚͊ͭͤͦ͟ ͎͙͙ͭͦͨͦͦ͡Φ 

˽͔ͦ͒͒ͪ͗͊͟ ±[!b ͤ͊ 
͔͋͊͘ ͍ͨͦͪͭͦ 
(Port-Based VLAN) 

˾͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͨͦ ͎ͪͯͨͨ͊ͣ ±[!b ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͨͦ ͍ͻͦ͒Ύ΅͙ͣ ͨͦͪͭ͊ͣΦ ˨͔͊ͤͤͦ 
͔ͪ΄͔͙͔ͤ ͍ͨͦͦ͘͡Ύ͔ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͤ͊ ͊͗͒ͦͣ͟ ͨ ͦͪͭͯ ͭͦ͡Έͦ͟ ͦ͒ͤͯ ͎ͪͯͨͨͯ VLAN. 

˽͔ͦ͒͒ͪ͗͊͟ улнΦмv 

IEEE 802.1Q τ ͦ ͭͪ͟·ͭ·͚ ͫͭ͊ͤ͒͊ͪͭΣ ͦͭͦͪ͟·͚ ͙ͦͨͫ·͍͔͊ͭ ͨͪͦͼ͔͒ͯͪͯ ͔͎͙͍͙ͭͪͦ͊ͤΎ 
ͭͪ͊ͺ͙͊͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͙͔͙ͨͪͤ͊͒͗ͤͦͫͭ͡ ͟ ±[!bΦ ˽͍ͦͦ͘͡Ύ͔ͭ ͙ͫπ
ͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔ͤͫͦ͟͡Έͦ͟ ͎ͪͯͨͨ VLAN ͤ ͊ ͦ͒ͤͦͣ ͨͦͪͭͯΦ 

˻͋Ά͔͙͔͙͔͒ͤͤ 
͍͊ͤ͊ͦ͟͡ ͫ 
͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ 
LACP 

˽ͪͦͭͦͦ͟͡ [!/t ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͦͭ͒͡Έͤ·ͻ ͍ͫΎ͔͚͘ 
͔ͣ͗͒ͯ ͍͒ͯͣΎ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ όͦͣͣͯͭ͊ͭͦͪ͟ς͟ ͦͣͣͯͭ͊ͭͦͪ ͙͙͡ ͦͣͣͯͭ͊ͭͦͪ͟ςͫ ͔ͪπ
͍͔ͪύ ͍ ͔͙͒ͤ·͚ ͊ͤ͊͟͡ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ 
ˤ ͔ͨͪͦͭͦͦ͟͡ ͨͦͫͭͦΎͤͤͦ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͦ͋Ά͔͙͔͙͒ͤͤΎ ͍͊ͤ͊ͦ͟͡Σ ͙ ͍ 
ͫͯ͡;͔͊ ͦͭ͊͊͘͟ ͔͙͔͙ͫͦ͒ͤͤΎΣ ͍ͻͦ͒Ύ΅͔͎ͦ ͍ ͦ͋Ά͔͙͔͒ͤͤͤ·͚ ͊ͤ͊͟͡Σ ͔͎ͦ ͭͪ͊ͺ͙͟ ͍͊π
͙ͭͦͣ͊ͭ;͔͙ͫ͟ ͔͔͔͔ͨͪͪ͊ͫͨͪ͒͡Ύ͔ͭͫΎ ͨͦ ͔ͤ ͍ͦͭ͊͊͘͟΄͙ͣ ͔ͦͣͨͦͤͤͭ͊ͣ͟ ͦ͋Ά͔͙͒π
͔͎ͤͤͤͦͦ ͊ͤ͊͊͟͡Φ 

˿͙͔ͦ͒͊ͤ͘ ͎ͪͯͨͨ [!D 

ˤ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͺͯͤ͟ͼ͙Ύ ͙ͫͦ͒͊ͤ͘Ύ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡Φ ˢ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ όLink aggregation, trunkingύ ͙͙͡ L999 улнΦоŀŘ τ ͔ͭͻ͎͙ͤͦͦ͡Ύ ͦ͋Ά͔͙͔͒ͤπ
͙ͤΎ ͔ͤͫͦ͟͡Έ͙͟ͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͍͊ͤ͊ͦ͟͡ ͍ ͙ͦ͒ͤ ͎͙ͦ͡;͔͙͚ͫ͟Φ ̏ͭͦ ͍͔ͫͨͦͫͦ͋ͫͭͯͭ ͔ͤ 
ͭͦ͡Έͦ͟ ͍͔͙ͯ͡;͔͙ͤΌ ͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͎͙ͣ͊ͫͭͪ͊͡Έͤ·ͻ ͍͊ͤ͊ͦ͟͡ ͦͣͣͯ͟π
ͭ͊ͭͦͪς͟ ͦͣͣͯͭ͊ͭͦͪ ͙͙͡ ͦͣͣͯͭ͊ͭͦͪ͟ςͫ ͔͍͔ͪͪΣ ͤͦ ͙ ͍ͨͦ·΄͔͙ͤΌ ͙ͻ ͔͙ͤ͊͒͗ͤͦͫͭΦ 
ˤͦͣͦ͗ͤ͘· ͙ͭͪ ͙ͭͨ͊ ͙͍͙͋͊͊ͤͫͪͦ͟͡ τ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ a!/-͔͍͊͒ͪͫͦΣ ͤ͊ ͍ͦͫͤͦ͊π
͙͙ͤ IP-͔͍͊͒ͪͫͦ ͙ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͨͦͪͭ͊ όsocketύ ͤ͊ͤ͊͘;͔͙ͤΎΦ 
˥ͪͯͨͨ͊ [!D ͙ͫͦͫͭͦͭ ͙͘ ͍ͨͦͪͭͦ ͫ ͙͍͚ͦ͒ͤ͊ͦͦ͟ ͫͦͪͦͫͭ͟ΈΌΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͒ͯͨπ
͔ͫͤͦͣ͟͡ ͔͙͔ͪ͗ͣΦ 

˽͔ͦ͒͒ͪ͗͊͟ Auto 
Voice VLAN 

˽͔͍ͪ͒ͦͫͭ͊͡Ύ͔ͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙͔͙͒ͤͭͺ͙ͼ͙͍ͪͦ͊ͭΈ ͎͍͚ͦͦͫͦͦ͡ ͭͪ͊ͺ͙͟ ͤ͊ ͍ͦͫͤͦ͊π
͙͙ͤ OUI (Organizationally Unique Identifier τ ͨ ͔͍ͪ·͔ нп ͙͋ͭ͊ a!/-͔͊͒ͪͫ͊ύΦ ˩͙ͫ͡ 
͍ MAC-͙ͭ͊͋͡ͼ͔ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͍͔ͨͪͫͯͭͫͭͯͭ MAC-͔͊͒ͪͫ ͫ OUI ͎ ͍͎ͦͦͫͦͦͦ͡ ΄͡Ό͊͘ 
͙͙͡ ͔͗ IP-͔͔ͭ͡ͺͦͤ͊Σ ͭͦ ͒͊ͤͤ·͚ ͨͦͪͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭͫΎ ͍ voice vlan 
ό͙͔͙͒ͤͭͺ͙͊͟ͼ͙Ύ ͨͦ ͨͪͦͭͦͦͯ͟͡ {IP ͙͙͡ ͔͗ ͨͦ MAC-͔͊͒ͪͫͯ ͨͦͯ͡;͔͊ͭ͡Ύ ͔ͤ ͨͦ͒π
͔͙͍͔͒ͪ͗͊ͭͫΎύ. 

Selective Q-in-Q 

˽͍ͦͦ͘͡Ύ͔ͭ ͤ͊ͤ͊͘;͊ͭΈ ͍͔ͤ΄͙͚ͤ ±[!b {t±[!b όService Provider's ±[!bύ ͤ͊ ͦͫπ
͍͔ͤͦ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ͍͙ͨͪ͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͨͦ ͔ͤͦͣͪ͊ͣ ͍͔͙ͤͯͭͪͤͤͻ ±[!b 
ό/ǳǎǘƻƳŜǊ ±[!bύΦ ˽͙͔͔͙͔ͪͣͤͤ {ŜƭŜŎǘƛǾŜ v-in-v ͍ͨͦͦ͘͡Ύ͔ͭ ͪ͊ͦ͋ͪ͊ͭ͘Έ ͭͪ͊ͺ͙͟ 
͔͊͋ͦͤͤͭ͊ ͤ͊ ͔ͤͫͦ͟͡Έͦ͟ ±[!bΣ ͙͔͙ͣͤͭ͘Έ ͔ͣͭͯ͟ {t±[!b ͯ ͔ͨ͊ͭ͊͟ ͍ ͔ͦͭ͒͡Έͤͦͣ 
ͯ;͔͊ͫͭ͟ ͔͙ͫͭ. 
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2.2.4 ̅ͯͤ͟ͼ͙͙ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ h{L 

ˤ ͙ͭ͊͋͡ͼ͔ 4 ͨ ͙͍͔͔ͪ͒ͤ· ͺͯͤ͟ͼ͙͙ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ ό͍͔ͯͪͦͤΈ о h{Lύ.  

͙́͊͋͡ͼ͊ 4 τ ˻ ͙͙͔ͨͫ͊ͤ ͺͯͤ͟ͼ͙͚ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ (Layer 3) 

˴͙͔ͤͭ͡· BootP ͙  
DHCP 
(Dynamic Host 
Configuration 
Protocol) 

͚͍̂ͫͭͪͦͫͭ ͊ ͫͨͦͫͦ͋ͤ· ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͨͦͯ͡;͊ͭΈ IP-͔͊͒ͪͫ ͨͦ ͨͪͦͭͦͦ͟͡ ͯ
BootP/DHCP. 

˿͙ͭ͊ͭ;͔͙͔ͫ͟ IP-
ͣ͊ͪ΄ͪͯͭ· 

ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͔͔ͣͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͍͒ͦ͋͊͡ΎͭΈ ͙ ͯ͒͊͡ΎͭΈ ͙ͫͭ͊ͭπ
;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ ͍ ͙ͭ͊͋͡ͼͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

˽ͪͦͭͦͦ͟͡ ARP  
(Address Resolution 
Protocol) 

ARP τ ͨͪͦͭͦͦ͟͡ ͍͔͙ͫͦͨͦͫͭ͊ͤ͡Ύ IP-͔͊͒ͪͫ͊ ͙ ͺ͙͙͘;͔͎ͫͦͦ͟ ͔͊͒ͪͫ͊ ͚͍ͯͫͭͪͦͫͭ͊Φ 
˿͍͔͍͙͔ͦͦͭͭͫͭ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͤ͊ ͍͔ͦͫͤͦ ͙͊ͤ͊͊͘͡ ͍͔ͦͭͭ͊ ͦͭ ͯ͊͘͡ ͔͙ͫͭΣ ͔͊͒ͪͫ 
ͯ͊͘͡ ͊ͨͪ͊͘΄͙͍͔͊ͭͫΎ ͍ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔ͨ͊ͭ͟Φ  

˽ͪͦͭͦͦ͟͡ RIP 
(Routing Information 
Protocol) 

˽ͪͦͭͦͦ͟͡ ͙͙͒ͤ͊ͣ;͔͚ͫͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Σ ͦͭͦͪ͟·͚ ͍ͨͦͦ͘͡Ύ͔ͭ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦ͘π
ͪ͊ͣ ͍ͦ͋ͤͦ͡ΎͭΈ ͣ͊ͪ΄ͪͯͭͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙ΌΣ ͨͦͯ͡;͊Ύ ͔͔ ͦͭ ͔͙ͫͦͫ͒ͤͻ ͣ͊ͪ΄͙ͪͯͭπ
͍͊ͭͦͪͦ͘Φ ʕ  ͊͒͊͘;͙ ͨͪͦͭͦͦ͊͟͡ ͍ͻ͙ͦ͒ͭ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͙ͦͨͭͣ͊͡Έ͎ͤͦͦ ͣ͊ͪ΄ͪͯͭ͊ ͤ͊ 
͍͙͙ͦͫͤͦ͊ͤ ͒͊ͤͤ·ͻ ͦ ͟ ͙ͦ͡;͔͍͔ͫͭ ͔ͨͪͦͣ͗ͯͭͦ;ͤ·ͻ ͍ͯͦ͘͡Φ 

̅ͯͤ͟ͼ͙Ύ IGMP 
Proxy 

IGMP Proxy τ ͺͯͤ͟ͼ͙Ύ ͯͨͪͦ΅͔͚ͤͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͒͊ͤͤ·ͻ 
͔ͣ͗͒ͯ ͔ͫͭΎ͙ͣΦ ˨͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͔͚ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨͪͦͭͦͦ͟͡ 
IGMP. 

˽ͪͦͭͦͦ͟͡ OSPF 

˽ͪͦͭͦͦ͟͡ ͙͙͒ͤ͊ͣ;͔͚ͫͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Σ ͍ͦͫͤͦ͊ͤͤ·͚ ͤ͊ ͔ͭͻ͎͙͙ͤͦͦ͡ ͔ͦͭͫ͡π
͙͍͙͗͊ͤΎ ͫͦͫͭͦΎ͙ͤΎ ͊ͤ͊͊͟͡ όƭƛƴƪ-ǎǘŀǘŜ ǘŜŎƘƴƻƭƻƎȅύ ͙ ͙ͫͨͦ͡Έͯ͘Ό΅͙͚ ͒͡Ύ ͤ͊ͻͦ͗π
͔͙͒ͤΎ ͪ͊ͭ͟;͚͊΄͔͎ͦ ͙ͨͯͭ ͊͡ ͎͙ͦͪͭͣ ˨͔͚ͫͭͪ͟·Φ ˽ͪͦͭͦͦ͟͡ h{tC ͪ͊ͫͨͪͦͫͭͪ͊ͤΎ͔ͭ 
͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͒ͦͫͭͯͨͤ·ͻ ͣ͊ͪ΄ͪͯͭ͊ͻ ͔ͣ͗͒ͯ ͣ͊ͪ΄͙͙ͪͯͭ͊ͭͦͪ͊ͣ͘ ͚ͦ͒ͤͦ ͍͊ͭͦπ
͚ͤͦͣͤͦ ͙͔ͫͫͭͣ·. 

˽ͪͦͭͦͦ͟͡ BGP 
BGP (Border Gateway Protocol τ ͨ ͪͦͭͦͦ͟͡ ͎͙ͪ͊ͤ;͎ͤͦͦ ΄͡Ό͊͘ύ Ύ͍͡Ύ͔ͭͫΎ ͨͪͦͭͦπ
ͦͦͣ͟͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͔ͣ͗͒ͯ ͍͊ͭͦͤͦͣͤ·͙ͣ ͙͔͙ͫͫͭͣ͊ͣ ό!{ύΦ ˸͊ͪ΄͙ͪͯͭ͊͘π
ͭͦͪ· ͔͙͍ͦ͋ͣͤ͊ΌͭͫΎ ͙ͤͺͦͪͣ͊ͼ͙͔͚ ͦ ͣ͊ͪ΄ͪͯͭ͊ͻ ͟ ͔ͫͭΎͣ ͤ͊ͤ͊͘;͔͙ͤΎΦ 

˽ͪͦͭͦͦ͟͡ ±wwt 

˽ͪͦͭͦͦ͟͡ ±wwt ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͣ͊ͪ΄͙͍ͪͯͭ͊ͭͦͪͦ͘Σ ͍·ͨͦ͡π
ͤΎΌ΅͙ͻ ͪͦ͡Έ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ ̏ͭͦ ͙͎͔͒ͦͫͭ͊ͭͫΎ ͖ͨͯͭͣ ͦ͋Ά͔͙͔͙͒ͤͤΎ IP-
͙͔ͤͭͪͺ͔͚͍ͫͦ ͎ͪͯͨͨ· ͣ͊ͪ΄͙͍ͪͯͭ͊ͭͦͪͦ͘ ͍ ͙ͦ͒ͤ ͍͙ͪͭͯ͊͡Έͤ·͚Σ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͊͟͟ ΄͡Ό͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͒͡Ύ ͦͣͨ͟ΈΌ͔͍ͭͪͦ ͍ ͔͙ͫͭΦ  

˽ͪͦͭͦͦ͟͡ tLa 

PIM-ͨͪͦͭͦͦ͟͡ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͒͡Ύ IP-͔͔͚ͫͭΣ ͫͦ͒͊ͤͤ͘·͚ ͒͡Ύ 
͔ͪ΄͔͙ͤΎ ͔ͨͪͦ͋ͣ͡ ͎͍͚ͪͯͨͨͦͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ tLa ͙͔͋͊ͪͯͭͫ͘Ύ ͤ͊ 
͙ͭͪ͊͒ͼ͙ͦͤͤ·ͻ ͣ͊ͪ΄ͪͯͭͤ·ͻ ͨͪͦͭͦͦ͊͟͡ͻ ό͙͔ͤ͊ͨͪͣͪΣ .ƻǊŘŜǊ DŀǘŜǿŀȅ tǊƻǘƻŎƻƭύΣ 
͍͔ͣͫͭͦ ͎ͭͦͦΣ ;ͭͦ͋· ͍ͫͦ͒͊͊ͭ͘Έ ͍͔ͫͦ͋ͫͭͤͤͯΌ ͔͔͍ͫͭͯΌ ͎͙ͭͦͨͦͦ͡ΌΦ tLa 
͙ͫͨͦ͡Έ͔ͯͭ͘ ǳƴƛŎŀǎǘ-͙ͭ͊͋͡ͼͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ wtCΦ ̏ͭ͊ ͍͔ͨͪͦͪ͊͟ 
͍·ͨͦͤ͡Ύ͔ͭͫΎ ͣ͊ͪ΄͙͙ͪͯͭ͊ͭͦͪ͊ͣ͘Σ ;ͭͦ͋· ͔͙ͯ͋͒ͭΈͫΎΣ ;ͭͦ ͔͔ͨͪ͒͊;͊ 
͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͍ ·ͨͦͤ͡Ύ͔ͭͫΎ ͨͦ ͙ͨͯͭ ͔͋͘ ͔͔ͨͭ͡ΈΦ 

˽ͪͦͭͦͦ͟͡ MSDP 
˽ͪͦͭͦͦ͟͡ ͒͡Ύ ͔ͦ͋ͣͤ͊ ͙ͤͺͦͪͣ͊ͼ͙͔͚ ͦ͋ ͙ͫͭͦ;͙ͤ͊͟ͻ ͣͯ͡Έ͙ͭ͊ͫͭ͊͟ ͔ͣ͗͒ͯ 
͙ͪ͊͘͡;ͤ·͙ͣ RP ͍  PIM. 
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2.2.5 ̅ͯͤ͟ͼ͙͙ vƻ{ 

ˤ ͙ͭ͊͋͡ͼ͔ 5 ͨ ͙͍͔͔ͪ͒ͤ· ͍ͦͫͤͦͤ·͔ ͺͯͤ͟ͼ͙͙ ͊͟;͔͍ͫͭ͊ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ όvǳŀƭƛǘȅ ƻŦ {ŜǊǾƛŎŜύ. 

͙́͊͋͡ͼ͊ 5 τ ˻ ͍ͫͤͦͤ·͔ ͺͯͤ͟ͼ͙͙ ͊͟;͔͍ͫͭ͊ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ 

˽͔ͦ͒͒ͪ͗͊͟ 
͙͙͔ͨͪͦͪͭͭͤ·ͻ 
ͦ;͔͔͔͚ͪ͒ 

͚͍̂ͫͭͪͦͫͭͦ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͙͙͙ͨͪͦͪͭ͊͘ͼ͙Ό ͙ͫͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟ ͨͦ ͦ;͔͔ͪ͒Ύͣ 
ͤ͊ ͊͗͒ͦͣ͟ ͨͦͪͭͯ. ˾ ͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͔͍ͨ͊ͭͦ͟ ͨͦ ͦ;͔͔ͪ͒Ύͣ ͔ͣͦ͗ͭ ͙͍͙ͨͪͦͦ͒ͭ͘ΈͫΎ 
͍ ͔ͪͯ͘͡Έ͔ͭ͊ͭ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͔͍ͨ͊ͭͦ͟ ͨͦ ͙ͪ͊͘͡;ͤ·ͣ ͨͦ͡Ύͣ ͍ ͎͍͊ͦͦ͊͘͟͡ͻ ͔ͨ͊͟π
͍ͭͦ. 

˽͔ͦ͒͒ͪ͗͊͟ ͊ͫͫ͊͟͡ 
͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ 
802.1p 

˿ͭ͊ͤ͒͊ͪͭ улнΦмǇ ͔ͫͨͼ͙ͺ͙ͼ͙͔ͪͯͭ ͔ͣͭͦ͒ ͙ͯ͊͊ͤ͘͟Ύ ͙͙͔ͨͪͦͪͭͭ͊ ͊͒ͪ͊͟ ͙ ͎͊ͦ͡π
͙ͪͭͣ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͙͙͔ͨͪͦͪͭͭ͊ ͍ ͼ͔͡Ύͻ ͍͔͍͔͔ͫͦͪͣͤͤͦ ͚͍͒ͦͫͭ͊͟ ͙;͍͍͙ͯͫͭπ
͔ͭ͡Έ͎ͤͦͦ ͟ ͍͔͔ͪͣͤͤ·ͣ ͔͊͒ͪ͗͊ͣ͘͟ ͭͪ͊ͺ͙͊͟Φ ˿ͭ͊ͤ͒͊ͪͭ улнΦмǇ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͍ͦπ
͔ͫͣΈ ͍͔͚ͯͪͦͤ ͙͙͔͍ͨͪͦͪͭͭͦΦ ˴ͦͣͣͯͭ͊ͭͦͪ· ͎ͣͦͯͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͤ͊͘;͔͙͔ͤ ͙ͨͪπ
͙͔ͦͪͭͭ͊ улнΦмp ͒ ͡Ύ ͔͔͔͙ͪ͊ͫͨͪ͒ͤ͡Ύ ͟ ͍͊͒ͪͦ ͨͦ ͙͙͔ͨͪͦͪͭͭͤ·ͣ ͦ;͔͔ͪ͒ΎͣΦ 

2.2.6 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

͙́͊͋͡ͼ͊ 6 τ ̅ ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

DHCP Snooping 

̅ͯͤ͟ͼ͙Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͒͡Ύ ͊͘΅͙ͭ· ͦͭ ͊ͭ͊͟ ͫ ͙ͫͨͦ͡Έ͍ͦ͊͘π
͙͔ͤͣ ͨͪͦͭͦͦ͊͟͡ DHCPΦ ˻͔͔͋ͫͨ;͙͍͔͊ͭ ͺ͙͡Έͭͪ͊ͼ͙Ό DHCP-ͫͦͦ͋΅͔͙͚ͤΣ ͨͦͫͭͯπ
͙͍ͨ΄͙ͻ ͫ ͔͔ͤͤ͊͒͗ͤ·ͻ ͍ͨͦͪͭͦ ͔ͨͯͭͣ ͔͙ͨͦͫͭͪͦͤΎ ͙ ͔͙ͨͦ͒͒ͪ͗͊ͤΎ ͋͊͘· ͒ ͊ͤͤ·ͻ 
͙͍ͨͪΎ͙͘͟ 5I/t ό5I/t Snooping binding database). DH˿ P snooping ͍·ͨͦͤ͡Ύ͔ͭ 
͔͚͍͙͒ͫͭΎ ͋ͪ͊ͤ͒ͣ͊ͯΉͪ͊ ͔ͣ͗͒ͯ ͔͔ͤͤ͊͒͗ͤ·͙ͣ ͙ͨͦͪͭ͊ͣ ͙ ͔͍͔͙ͫͪͪ͊ͣ DHCP. 

˻ͨͼ͙Ύ ун 
ͨͪͦͭͦͦ͊͟͡ DHCP 

˻ͨͼ͙ΎΣ ͦͭͦͪ͊͟Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͙ͨͪͦͤͺ͙͍ͦͪͣͪͦ͊ͭΈ DHCP-͔͍͔ͫͪͪ ͦ ͭͦͣΣ ͫ ͎͊ͦͦ͟͟ 
DHCP-͔ͪͭͪ͊ͤͫ͡Ύͭͦͪ͊ ͙ ;͔͔ͪ͘ ͚͊ͦ͟͟ ͨͦͪͭ ͙ͨͪ΄͔͡ ͊ͨͪͦͫ͘Φ 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͦͣͣͯͭ͊ͭͦͪ͟Σ ͙ͫͨͦ͡Έͯ͘Ό΅͙͚ ͺͯͤ͟ͼ͙Ό 5I/t SƴƻƻǇƛƴƎΣ ͦ͋ͤ͊ͪͯπ
͙͍͔͗͊ͭ ͙ ͦͭ͋ͪ͊ͫ·͍͔͊ͭ ͡Ό͚͋ͦ 5I/t-͊ͨͪͦͫ͘, ͔ͫͦ͒ͪ͗͊΅͙͚ ͦͨͼ͙Ό унΣ ͦͭͦͪ͟·͚ 
ͦͤ ͨͦͯ͡;͙͡ ;͔͔ͪ͘ ͔͖ͤͤ͊͒͗ͤ·͚ (untrusted) ͨ ͦͪͭΦ  

UDP relay ˽͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ UDP-ͭͪ͊ͺ͙͊͟ ͤ͊ ͯ͊͊ͤͤ͘͟·͚ IP-͔͊͒ͪͫ. 

̅ͯͤ͟ͼ͙͙ DHCP-
͔͍͔ͫͪͪ͊ 

DHCP-͔͍͔ͫͪͪ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭ ͼ͔͙͍͔ͤͭͪ͊ͦ͊ͤͤͦ͘͡ ͍͔͙͔ͯͨͪ͊ͤ͡ ͔͔͍ͫͭ·͙ͣ ͔͊͒ͪπ
͙ͫ͊ͣ ͙ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͙ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ͦͤͤ·͙ͣ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣΣ ͍͙͊ͭͦͣ͊ͭ;͔π
͙ͫ͟ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΎ ͙ͻ ͙͔ͤͭ͊ͣ͟͡Φ 

IP Source address 
guard 

̅ͯͤ͟ͼ͙Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͦͭͦͪ͊͟Ύ ͎͙ͦͪ͊ͤ;͙͍͔͊ͭ IP-ͭͪ͊ͺ͙͟Σ ͺ͙͡ΈͭͪͯΎ ͔͎ͦ ͤ͊ ͦͫπ
͍͙͙ͤͦ͊ͤ ͙ͭ͊͋͡ͼ· ͍͔͍͙͚ͫͦͦͭͭͫͭ ͋͊͘· ͒͊ͤͤ·ͻ ͙͍ͨͪΎ͙͘͟ DHCP ς DHCP Snooping 
͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ IP-͔͍͊͒ͪͫͦΦ ̅ͯͤ͟ͼ͙Ύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ 
͋ͦͪΈ͋· ͫ ͔͚ͨͦ͒ͣͤͦ IP-͔͍͊͒ͪͫͦΦ 

Dynamic ARP 
Inspection 
(Protection) 

̅ͯͤ͟ͼ͙Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͒͡Ύ ͊͘΅͙ͭ· ͦͭ ͊ͭ͊͟ ͫ ͙ͫͨͦ͡Έ͍ͦ͊͘π
͙͔ͤͣ ͨͪͦͭͦͦ͊͟͡ !wtΦ ˿ͦͦ͋΅͔͙͔ͤΣ ͔ͦͭͦͪͦ͟ ͔ͨͦͫͭͯͨ͊ͭ ͫ ͔͔͎ͤͤ͊͒͗ͤͦͦ ͨͦͪͭ͊Σ 
͍͔͎͔ͨͦ͒ͪ͊ͭͫΎ ͍͔͔ͨͪͦͪ͟ τ ͫ ͍͔͍͔ͦͦͭͭͫͭͯͭ ͙͡ IP-͔͊͒ͪͫ ͍ ͔͔ͭ͡ ͙ͨͪͤΎ͎ͭͦͦ !wt-ͨ͊π
͔ͭ͊͟ IP-͔͊͒ͪͫͯ ͍͙͔ͦͭͨͪ͊ͭ͡ΎΦ 
˩͙ͫ͡ ͔͊͒ͪͫ͊ ͔ͤ ͍ͫͦͨ͊͒͊ΌͭΣ ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͦͭ͋ͪ͊ͫ·͍͔͊ͭ ͔ͨ͊ͭ͟Φ 

L2 ς L3 ς L4 ACL 
(Access Control List) 

˹͊ ͍͔ͦͫͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙Σ ͔ͫͦ͒ͪ͗͊΅͔͚ͫΎ ͍ ͎͍͊ͦͦ͊͘͟͡ͻ ͍͔͚ͯͪͦͤ нΣ о ͙ пΣ ͯ ͙͊͒ͣπ
͙ͤͫͭͪ͊ͭͦͪ͊ ͔ͫͭΈ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙ͤ͊ͫͭͪͦͭΈ ͍͙ͨͪ͊͊͡Σ ͎ͫͦ͊ͫͤͦ͡ ͦͭͦͪ͟·ͣ ͔ͨ͊ͭ͟ ͋ͯπ
͔͒ͭ ͦ͋ͪ͊͋ͦͭ͊ ͙ͤ͋ͦ͡ ͦͭ͋ͪͦ΄͔ͤΦ 

Time-Based ACL 
˽͍ͦͦ͘͡Ύ͔ͭ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͭΈ ͍͔͔ͪͣͤͤ·͔ ͙ͪ͊ͣ͟Σ ͍ ͔ͭ;͔͙͔ͤ ͦͭͦͪ͟·ͻ ͒͊ͤͤ·͚ 
!/[ ͔͋ͯ͒ͭ ͔͚͍͍͒ͫͭͦ͊ͭΈ. 



 

24  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

˽͔ͦ͒͒ͪ͗͊͟ 
͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ 
͍ͨͦͪͭͦ 

˻͍ͫͤͦͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͙͍͙͋ͦͪͦ͟͟͡ τ ͨ ͍ͦ·͙ͫͭΈ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͔͙ͫͭΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΎ 
͒ͦͫͭͯͨ ͟ ͨͦͪͭͯ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͭͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ ͙͔ͣΌ΅͙ͻ a!/-͔͊͒ͪͫ͊Σ ͊͘π
͔͔ͪͨͤͤ͟͡·͔ ͊͘ Ή͙ͭͣ ͨͦͪͭͦͣΦ 

˽͍͔ͪͦͪ͊͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡ ͤ͊ 
͍͔ͦͫͤͦ ͨͦͪͭ͊ 
(802.1x) 

˽͍͔ͪͦͪ͊͟ ͨ ͙͙ͦ͒ͤͤͦͫͭ͡ L999 улнΦмx ͨ ͔͍ͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ ͔ͣͻ͙͊ͤͣ͘ ͦͤͭͪͦ͟͡Ύ 
͒ͦͫͭͯͨ͊ ͟ ͔ͪͫͯͪͫ͊ͣ ;͔͔ͪ͘ ͍͔ͤ΄͙͚ͤ ͔͍͔ͫͪͪΦ ˽ͪͦ΄͔͒΄͙͔ ͍͔ͨͪͦͪͯ͟ ͙ͨͦ͒ͤͤͦ͡π
͙ͫͭ ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͨͦͯ͡;͊Όͭ ͒ͦͫͭͯͨ ͟ ͔ͪͫͯͪͫ͊ͣ ͍·͚͋ͪ͊ͤͤͦ ͔͙ͫͭΦ 

2.2.7 ̅ͯͤ͟ͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ 

͙́͊͋͡ͼ͊ 7 τ ˻ ͍ͫͤͦͤ·͔ ͺͯͤ͟ͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟ 

˭͎͊ͪͯ͊͘͟ ͙ 
͍·͎ͪͯ͊͘͟ ͺ͚͊͊͡ 
͚͙ͤ͊ͫͭͪͦ͟ 

˽͔͊ͪ͊ͣͭͪ· ͚͍ͯͫͭͪͦͫͭ ͫͦͻͪ͊ͤΎΌͭͫΎ ͍ ͺ͚͔͊͡ ͚͙ͤ͊ͫͭͪͦ͟Σ ͦͭͦͪ͟·͚ ͔͙ͫͦ͒ͪ͗ͭ 
͒͊ͤͤ·͔ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͊͟͟ ͍͔͚ͫ ͙͔ͫͫͭͣ· ͍ ͼ͔ͦͣ͡Σ ͭ͊͟ ͙ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͨͦͪͭ͊ 
͚͍ͯͫͭͪͦͫͭ͊Φ 

˽ͪͦͭͦͦ͟͡ TFTP 
(Trivial File Transfer 
Protocol) 

˽ͪͦͭͦͦ͟͡ ¢C¢t ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔ͦͨͪ͊ͼ͙ ͚͘ ͙͙͊ͨͫ ͙ ;͔͙ͭͤΎ ͺ͚͍͊ͦ͡. ˽ ͪͦͭͦͦ͟͡ 
͍ͦͫͤͦ͊ͤ ͤ͊ ͭͪ͊ͤͫͨͦͪͭͤͦͣ ͔ͨͪͦͭͦͦ͟͡ ¦5tΦ 
͚͍̂ͫͭͪͦͫͭ ͊ͨ ͔͙͍ͦ͒͒ͪ͗͊Όͭ  ͎͊ͪͯͯ͘͘͟ ͙ ͔͔ͨͪ͒͊;ͯ ͨͦ ͒͊ͤͤͦͣͯ ͨͪͦͭͦͦͯ͟͡ ͺ͚͍͊ͦ͡ 
͚͙ͤ͊ͫͭͪͦ͟ ͙ ͍ͦ͋ͪ͊ͦ͘ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎΦ 

˽ͪͦͭͦͦ͟͡ SCP 
(Secure Copy) 

˽ͪͦͭͦͦ͟͡ SCP ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔ͦͨͪ͊ͼ͙͚ ͙͙͊ͨͫ͘ ͙ ;͔͙ͭͤΎ ͺ͚͍͊ͦ͡Φ ˽ͪͦͭͦͦ͟͡ 
͍ͦͫͤͦ͊ͤ ͤ͊ ͔͔͍ͫͭͦͣ ͨ ͔ͪͦͭͦͦ͟͡ SSH. 
͚͍̂ͫͭͪͦͫͭ ͊ͨ ͔͙͍ͦ͒͒ͪ͗͊Όͭ  ͎͊ͪͯͯ͘͘͟ ͙ ͔͔ͨͪ͒͊;ͯ ͨͦ ͒͊ͤͤͦͣͯ ͨͪͦͭͦͦͯ͟͡ ͺ͚͍͊ͦ͡ 
͚͙ͤ͊ͫͭͪͦ͟ ͙ ͍ͦ͋ͪ͊ͦ͘ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎΦ 

͔̂͒͊ͤͤ͡·͚ 
͙͙͎ͣͦͤͭͦͪͤ 
(RMON) 

͔̂͒͊ͤͤ͡·͚ ͙͙͎ͣͦͤͭͦͪͤ όwahbύ τ ͔͍ͫͪ͒ͫͭͦ ͙͙͎ͣͦͤͭͦͪͤ͊ ͦͣͨ͟ΈΌ͔ͭͪͤ·ͻ ͔ͫπ
͔͚ͭΣ ͪ͊ͫ΄͙͔͙͔ͪͤ {batΦ ˿͍͔͙ͦͣͫͭͣ·͔ ͚͍ͯͫͭͪͦͫͭ͊ ͍ͨͦͦ͘͡ΎΌͭ ͙ͫͦ͋ͪ͊ͭΈ ͙͒͊π
͎͙ͤͦͫͭ;͔͙͔ͫ͟ ͒͊ͤͤ·͔ ͫ ͨͦͣͦ΅ΈΌ ͫͭ͊ͤͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌΦ wahb τ Ήͭͦ 
ͫͭ͊ͤ͒͊ͪͭͤ͊Ύ ͋͊͊͘ aL.Σ ͍ ͚ͦͭͦͪͦ͟ ͔͔͔ͦͨͪ͒ͤ͡· ͔ͭͯ͟΅͊Ύ ͙ ͔ͨͪ͒·͒ͯ΅͊Ύ ͙ͫͭ͊ͭπ
͙ͫͭ͊͟ ͍ͯͪͦͤΎ a!/ ͙ ͦ͋Ά͔ͭ͟· ͍͔͙ͯͨͪ͊ͤ͡ΎΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌ΅͙͔ ͒͊ͤͤ·͔ ͍ ͔ͪ͊͡Έπ
ͤͦͣ ͍͔͔͙ͪͣͤΦ 

˽ͪͦͭͦͦ͟͡ {bat 

˽ͪͦͭͦͦ͟͡ SNMP ͙ ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͍ͫͭ·ͣ ͚ͯͫͭͪͦπ
͍ͫͭͦͣΦ ˨͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͒ͦͫͭͯͨͦͣ ͟ ͙͔͔ͫͫͭͣ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͙ͫͨͫͦ͟ ͙͔͚͊ͨͫ͘ ͫͦπ
ͦ͋΅͔͍ͫͭ͊Σ ͊͗͒͊͟Ύ ͙͘ ͦͭͦͪ͟·ͻ ͔͙ͫͦ͒ͪ͗ͭ ͙͍͙͔͎͙͙ͨͪ͡ ͒ͦͫͭͯͨ͊Φ 

ˮ͔ͤͭͪͺ͔͚ͫ 
͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ 
(CLI) 

͍͔͙͔̂ͨͪ͊ͤ͡ ͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟ ͔͍ͨͦͫͪ͒ͫͭͦͣ CLI ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͦ͊͟͡͡Έͤͦ ;͔͔ͪ͘ 
͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤ·͚ ͨͦͪͭ RS-нонΣ ͙͋ͦ͡ ͔ͯ͒͊ͤͤͦ͡ ;͔͔ͪ͘ telnet, sshΦ ˮ͔ͤͭͪͺ͔͚ͫ 
͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙ͦͤͫͦ͟͡ ό/[Lύ Ύ͍͡Ύ͔ͭͫΎ ͨͪͦͣ·΄͔ͤͤ͡·ͣ ͫͭ͊ͤ͒͊ͪͭͦͣΦ ˮͤπ
͔͔ͭͪͨͪͭ͊ͭͦͪ /[L ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͙ͫͨͫͦ͟ ͦͣ͊ͤ͒͟ ͙ ͟͡Ό;͔͍·ͻ ͍ͫͦ͡ ͒͡Ύ ͨͦͣͦ΅͙ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ͙ ͫͦͪ͊͟΅͔͙ͤΌ ͦ͋Ά͔ͣ͊ ͍͍͙ͦ͒ͣ·ͻ ͒͊ͤͤ·ͻΦ 

Syslog 
Syslog τ ͨ ͪͦͭͦͦ͟͡Σ ͔͔ͦ͋ͫͨ;͙͍͊Ό΅͙͚ ͔͔ͨͪ͒͊;ͯ ͫͦͦ͋΅͔͙͚ͤ ͦ ͙ͨͪͦͫͻͦ͒Ύ΅͙ͻ ͍ 
͙͔͔ͫͫͭͣ ͫͦ͋·͙ͭΎͻΣ ͊ ͔ͭ͊͗͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͦ͋ ͦ΄͙͋͊͟ͻ ͔ͯ͒͊ͤͤ͡·ͣ ͔͍͔ͫͪͪ͊ͣΦ 

SNTP 
(Simple Network 
Time Protocol) 

˽ͪͦͭͦͦ͟͡ SNTP τ ͨͪͦͭͦͦ͟͡ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ ͔͙ͫͭΣ ͎͙͔͊ͪ͊ͤͭͪͯͭ ͭͦ;π
ͤͦͫͭΈ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ ͔͔͍͎ͫͭͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͫ ͔͍͔ͫͪͪͦͣ ͒ͦ ͙͙͔ͣͫ͡͡π
ͯͤ͒͟·Φ 

Traceroute 
Traceroute τ ͔ͫͯ͗͋ͤ͊͡Ύ ͺͯͤ͟ͼ͙ΎΣ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͒͡Ύ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͣ͊ͪ΄π
͍ͪͯͭͦ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͍ IP-͔ͫͭΎͻΦ 

͍͔͙͔̂ͨͪ͊ͤ͡ 
͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ 
͒ͦͫͭͯͨͦͣ τ 
͍͙ͯͪͦͤ ͙͍͙͔͎͙͚ͨͪ͡ 

ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ ͔ͣͦ͗ͭ ͔͔͙ͦͨͪ͒ͭ͡Έ ͍͙ͯͪͦͤ ͙͍͙͔͎͙͚ͨͪ͡ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͨͦ͡Έ͍ͦ͊͘π
͔͔͚ͭ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡ όͭͦ͡Έͦ͟ 
͒͡Ύ ;͔͙ͭͤΎ τ м ͍͔ͯͪͦͤΈΣ ͨͦͤ͡·͚ ͒ͦͫͭͯͨ τ мр ͍͔ͯͪͦͤΈύ. 
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ˣ͙͍ͦͪͦ͊͟͟͡ 
͙͔ͤͭͪͺ͔͚ͫ͊ 
͍͔͙ͯͨͪ͊ͤ͡Ύ 

˴ͦͣͣͯͭ͊ͭͦͪ ͔ͫͨͦͫͦ͋ͤ ͍͙͍ͯͫͭ͊ͤ͊͊ͭ͡Έ ͔͊ͨͪͭ͘ ͒ͦͫͭͯͨ͊ ͟ ͊͗͒ͦͣͯ͟ ͙͔ͤͭͪͺ͔͚ͫͯ 
͍͔͙ͯͨͪ͊ͤ͡Ύ όSNMP, CLIύΦ ˭͔͊ͨͪͭ ͔ͣͦ͗ͭ ͋·ͭΈ ͍͔ͯͫͭ͊ͤͦͤ͡ ͔ͦͭ͒͡Έͤͦ ͒͡Ύ ͎͊͗͒ͦͦ͟ 
͙ͭͨ͊ ͒ͦͫͭͯͨ͊Υ 
Telnet (CLI over Telnet Session) 
Secure Shell (CLI over SSH) 
SNMP 

˶ͦ͊͟͡Έͤ͊Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ 

˨͡Ύ ͦ͊͟͡͡Έ͚ͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͻ͔͙͔ͪ͊ͤͤ ͔͚ͨ͊ͪͦ͡ ͍ ͔͋͊͘ 
͒͊ͤͤ·ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

͙̅͡Έͭͪ͊ͼ͙Ύ IP- 
͔͍͊͒ͪͫͦ ͒͡Ύ {bat 

˨ͦͫͭͯͨ ͨͦ SNMP ͪ ͔͊ͪ͘΄͔͊ͭͫΎ ͒͡Ύ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ IP-͔͍͊͒ͪͫͦΣ Ύ͍͡ΎΌ΅͙ͻͫΎ ;͔͡π
͙ͤ͊ͣ SNMP-ͫͦͦ͋΅͔͍ͫͭ͊Φ 

˴͙͔ͤͭ͡ w!5L¦{ 

˽ͪͦͭͦͦ͟͡ w!5L¦{ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊Φ 
˿͔͍͔ͪͪ w!5L¦{ ͙ͫͨͦ͡Έ͔ͯͭ͘ ͋͊ͯ͘ ͒͊ͤͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͦͭͦͪ͊͟Ύ ͔͙ͫͦ͒ͪ͗ͭ 
͒͊ͤͤ·͔ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˴ͦͣͣͯͭ͊ͭͦͪ· ͫͦπ
͔͒ͪ͗ͭ͊ ͙͔ͤͭͫͯ͟͟͡Ό ;͊ͫͭΈ ͨͪͦͭͦͦ͊͟͡ w!5L¦{Φ 

TACACS+ 
(Terminal Access 
Controller Access 
Control System) 

͚͍̂ͫͭͪͦͫͭͦ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔͍ͤͭͦ͟͡ ͨͦπ
͔͍ͫͪ͒ͫͭͦͣ ͨͪͦͭͦͦ͊͟͡ TACACSҌΦ ˽ͪͦͭͦͦ͟͡ TACACSҌ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͼ͔͙ͤͭͪ͊ͦ͘͡π
͍͊ͤͤͯΌ ͙͔ͫͫͭͣͯ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͨͦͯ͡;͊Ό΅͙ͻ ͒ͦπ
ͫͭͯͨ ͟ ͚͍ͯͫͭͪͦͫͭͯΣ ͊ ͔ͭ͊͗͟ ͼ͔͙͍ͤͭͪ͊ͦ͊ͤͤͯ͘͡Ό ͙͔ͫͫͭͣͯ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙ͨͪ ͫͦ͋͡Όπ
͔͙͙͒ͤ ͍͔͙͙ͫͦͣͫͭͣͦͫͭ ͫ w!5L¦{ ͙ ͎͙͙͒ͪͯͣ ͨͪͦͼ͔͙ͫͫ͊ͣ ͍͔͙ͨͪͦͪ͟ ͙ͨͦ͒ͤͤͦ͡π
͙ͫͭΦ 

˿͔͍͔ͪͪ {{I 
̅ͯͤ͟ͼ͙Ύ ͔͍͔ͫͪͪ͊ {{I ͍ͨͦͦ͘͡Ύ͔ͭ ͙͔ͤͭͯ͟͡ {{I ͍͙ͯͫͭ͊ͤͦͭΈ ͫ ͚͍ͯͫͭͪͦͫͭͦͣ ͊͘΅͙π
΅͔͔ͤͤͦ ͔͙͔͙͔ͫͦ͒ͤͤ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙ͣΦ  

˽͔ͦ͒͒ͪ͗͊͟ 
ͣ͊ͪͦͦͣ͊ͤ͒͟͟ 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͍ͫͦ͒͊͊ͭ͘Έ ͣ͊ͪͦͦͣ͊ͤ͒͟͟·Σ 
͔͍ͨͪ͒ͫͭ͊͡ΎΌ΅͙͔ ͚ͫͦ͋ͦ ͤ͊͋ͦͪ ͦͣ͊ͤ͒͟Σ ͙ ͙͔ͨͪͣͤΎͭΈ ͙ͻ ͒͡Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
͚͍ͯͫͭͪͦͫͭ͊. 

2.2.8 ˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͺͯͤ͟ͼ͙͙ 

ˤ ͙ͭ͊͋͡ͼ͔ 8 ͨ ͙͍͔͔ͪ͒ͤ· ͒ ͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͺͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊Φ 

͙́͊͋͡ͼ͊ 8 τ ˨ ͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͺͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊ 

ˤ͙ͪͭͯ͊͡Έ͔ͤͦ 
͔͙͍͙͔ͭͫͭͪͦ͊ͤ 
͔͊͋͟͡Ύ (VCT) 

˿͔͔͍ͭͦ ͚͟ ͦͣͣͯͭ͊ͭͦͪ ͙͔͔ͣͭ  ͍ ͍͖ͫͦͣ ͍͔ͫͦͫͭ͊ ͎ͨͪͦͪ͊ͣͣͤ·͔ ͙ ͊ͨͨ͊ͪ͊ͭͤ·͔ ͔ͫͪ͒π
͍ͫͭ͊Σ ͍ͨͦͦ͘͡ΎΌ΅͙͔ ͍·ͨͦͤ͡ΎͭΈ ͺͯͤ͟ͼ͙͙ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͔͔ͭͫͭͪ  ͔͊͊͋͟͡Ύ τ VCT. 
͔͔́ͫͭͪ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͔͙ͦͨͪ͒ͭ͡Έ ͫͦͫͭͦΎ͙͔ͤ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ ͍ͫΎ͙͘. 

˨͙͎͙͊ͤͦͫͭ͊͟ 
͙ͦͨͭ;͔͎ͫͦͦ͟ 
͙͍͔ͭͪ͊ͤͫͪ͊ 

͚͍̂ͫͭͪͦͫͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͙͍ͭͫͭͪͦ͊ͭΈ ͙ͦͨͭ;͔͙͚ͫ͟ ͙͍͔ͭͪ͊ͤͫͪΦ ˽͙ͪ ͔͙͍͙͙ͭͫͭͪͦ͊ͤ 
͔͙͍ͦͭͫ͗͊͡ΌͭͫΎ ͙͔ͭ͊͟ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͊͟͟ ͭͦ͟ ͙  ͤ ͊ͨͪΎ͔͙͔͗ͤ ͨ ͙͙ͭ͊ͤΎΣ ͭ ͔͔ͣͨͪ͊ͭͯͪ͊ 
͙͍͔ͭͪ͊ͤͫͪ͊Φ ˨͡Ύ ͔͙ͪ͊͊͘͡ͼ͙͙ ͔͔ͭͪ͋ͯͭͫΎ ͔ͨͦ͒͒ͪ͗͊͟ Ή͙ͭͻ ͺͯͤ͟ͼ͙͚ ͍ ͙ͭͪ͊ͤͫπ
͍͔͔ͪΦ 

Green Ethernet 
˨͊ͤͤ·͚ ͔ͣͻ͙͊ͤͣ͘ ͍ͨͦͦ͘͡Ύ͔ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͙͙ͫͤͭ͘Έ Ή͔͎͔͔͙͔ͤͪͦͨͦͭͪ͋ͤ͡ ͊͘ 
ͫ;͔ͭ ͦͭ͟͡Ό;͔͙ͤΎ ͔͙͍ͤ͊ͭͤ͟·ͻ Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͍ͨͦͪͭͦ. 

˿͍͔͍͙͔ͦͦͭͭͫͭ 
ͫͭ͊ͤ͒͊ͪͭͯ ˸̏˴ 
61850 

˴ͦ ͣͣͯͭ͊ͭͦͪ ͔ͦ͋͊͒͊ͭ͡ ͍͔͙ͫͣ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͙ͣ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͊ͣ͟͟ ͒͡Ύ ͪ͊͋ͦͭ· ͫ 
͙ͨͪͦͭͦͦ͊ͣ͟͡ MMS, GOOSE, SV: 

¶ ˸͊͊͡Ύ ͍͔͙͡;͙ͤ͊ ͔͙͊͒ͪ͗͘͟ GOOSE-ͫͦͦ͋΅͔͙ͤΎ ͙ͨͪ ͔͔ͨͪ͒͊;͔ 

¶ ͔͙͔̂ͣͤ ͍ͪ͊ͫͨͦͤ͊͊ͭ͘Έ Ethertype GOOSE-ͫͦͦ͋΅͔͙ͤΎ 

¶ ͔͙͔̂ͣͤ ͪ͊͋ͦͭ͊ͭΈ ͫ ͔͎ͭͦͣ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͔͙ͫͭ ͙ ͔͎ͭͦͣ ͙͙͔ͨͪͦͪͭͭ͊ IEEE 
802.1Q GOOSE-ͫͦͦ͋΅͔͙ͤΎ 

¶ ˽͔ͦ͒͒ͪ͗͊͟ ͔͔ͨͪ͒͊;͙ multicast-ͫͦͦ͋΅͔͙͚ͤ ͙ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͪ͊͋ͦͭ· ͫ 
ͦͨ ͔͔͔ͪ͒ͤͤ͡·ͣ ͫͭ͊ͤ͒͊ͪͭͦͣ ˸̏˴ смурл ͙͒͊ͨ͊ͦͤͦͣ͘ ͎ͪͯͨͨ ͍͔΅͙͊ͤΎΦ 
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2.3 ˻͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 

˻͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͔ͨ͊ͪ͊ͣͭͪ· ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍ͨ ͙͍͔͔ͪ͒ͤ· ͍ ͭ ͙͊͋͡ͼ͔ 9. 

͙́͊͋͡ͼ͊ 9 τ ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 

˻͋΅͙͔ ͔ͨ͊ͪ͊ͣͭͪ· 

ˮ͔ͤͭͪͺ͔͚ͫ· 

MES5324 

1Ҏ10/100/1000BASE-T (OOB) 
1Ҏ10/100/1000BASE-T (Management) 
24Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
4Ҏ40GBASE-SR4/LR4 (QSFP+) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES3324F 

1Ҏ10/100/1000BASE-T (OOB) 
20Ҏ1000BASE-X/100BASE-FX (SFP) 
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
4Ҏ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45)  

MES3324 

1Ҏ10/100/1000BASE-T (OOB) 
20Ҏ10/100/1000BASE-T 
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
4Ҏ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES3316F 

1Ҏ10/100/1000BASE-T (OOB) 
12Ҏ1000BASE-X/100BASE-FX (SFP) 
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
4Ҏ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES3308F 

мҎ10/100/1000BASE-T (OOB) 
пҎ1000BASE-X/100BASE-FX (SFP) 
пҎ10GBASE-R (SFP+)/1000BASE-X (SFP) 
пҎ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2324 
MES2324B 

24Ҏ10/100/1000BASE-T (RJ-45) 
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2324P 
MES2324P ACW 

24Ҏ10/100/1000BASE-T (RJ-45) PoE/PoE+ 
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2324FB  
MES2324F 

20Ҏ1000BASE-X/100BASE-FX (SFP) 
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
4Ҏ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2348B 
MES3348 

48Ҏ10/100/1000BASE-T (RJ-45)  
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2348P 
48Ҏ10/100/1000BASE-T (PoE/PoE+)  
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 
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MES3348F 
48Ҏ1000BASE-X/100BASE-FX (SFP) 
4Ҏ10GBASE-R (SFP+)/1000BASE-X (SFP) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2308 
10Ҏ10/100/1000BASE-T (RJ-45) 
2Ҏ1000BASE-X (SFP) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2308P 

8Ҏ10/100/1000BASE-T (PoE/PoE+)  
2Ҏ10/100/1000BASE-T (RJ-45) 
2Ҏ1000BASE-X (SFP) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2308R 
8Ҏ10/100/1000BASE-T (RJ-45)  
2Ҏ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES3508P 
8Ҏ10/100/1000BASE-T (PoE/PoE+, RJ-45)  
2Ҏ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES3508 
8Ҏ10/100/1000BASE-T (RJ-45)  
2Ҏ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES3510P 
8Ҏ10/100/1000BASE-T (PoE/PoE+, RJ-45)  
4Ҏ100BASE-FX/1000BASE-X (SFP) 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2328I 

24Ҏ10/100/1000BASE-T (RJ-45) 
4Ҏ10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
1Ҏ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 
1ҎUSB 2.0 

˿ͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ 
͒͊ͤͤ·ͻ 

MES5324 
ͦͨ ͙ͭ;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ· мκмлκпл ˥͙͋ͭκͫ 
Ή͡ ͔͙ͭͪ͟;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ· млκмллκмллл ˸͙͋ͭκͫ 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES2324 
MES2324P 
MES2324P ACW 
MES2348B 
MES2348P 
MES3348 
MES3348F 
MES2324B  
MES2324FB 
MES2324F 

ͦͨ ͙ͭ;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ· мκмл ˥ ͙͋ͭκͫ 
Ή͡ ͔͙ͭͪ͟;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ· млκмллκмллл ˸͙͋ͭκͫ 

MES2308R 
MES3508P 
MES3508 
MES3510P 
MES2328I 

ͦͨ ͙ͭ;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ· 100/1000 ˸ ͙͋ͭκͫ 
Ή͡ ͔͙ͭͪ͟;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ· млκмллκмллл ˸͙͋ͭκͫ 

MES2308P 
MES2308 

ͦͨ ͙ͭ;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ· м ˥͙͋ͭκͫ 
Ή͡ ͔͙ͭͪ͟;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ· млκмллκмллл ˸͙͋ͭκͫ 
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˽ͪͦͨͯͫͤ͊͟Ύ 
ͫͨͦͫͦ͋ͤͦͫͭΈ 

MES5324 улл ˥͙͋ͭκͫ 

MES3324 
MES3324F  
MES2324 
MES2324P 
MES2324P ACW 
MES2324B  
MES2324FB 
MES2324F 

128 ˥ ͙͋ͭκͫ 

MES2348B 
MES2348P 
MES3348 
MES3348F 

мтс ˥͙͋ͭκͫ 

MES3316F ммн ˥͙͋ͭκͫ 

MES2328I 56 ˥ ͙͋ͭ/  ͫ

MES3308F фс ˥͙͋ͭκͫ 

MES2308R 
MES3508P 
MES3508 

нл ˥͙͋ͭκͫ 

MES2308 
MES2308P 
MES3510P 

нп ˥͙͋ͭκͫ 

˽͙͍͙͔ͪͦͦ͒ͭ͘͡Έ-
ͤͦͫͭΈ ͤ͊ ͔ͨ͊ͭ͊͟ͻ 
͙͚͒ͤͦ͡ сп ͚͋͊ͭ͊1 

MES5324 512,8 MPPS 

MES3324 
MES3324F  

95 MPPS 

MES2324 
MES2324B  
MES2324FB 
MES2324F 

92,1 MPPS 

MES2324P 
MES2324P ACW 

93,1 MPPS 

MES2348B 
MES2348P 
MES3348 
MES3348F 

130,9 MPPS 

MES2308R 14,7 MPPS 

MES3508P 
MES3508 

14 MPPS 

MES3510P 17,8 MPPS 

MES2328I 41,6 MPPS 

MES2308 
MES2308P 

17,7 MPPS 

MES3316F 83 MPPS 

MES3308F 71 MPPS 

                                                      
1 ˭ ͤ͊;͔͙ͤΎ ͯ͊͊ͤ͘͟· ͒͡Ύ ͔͚ͦ͒ͤͦͫͭͦͪͦͤͤ ͔͔ͨͪ͒͊;͙ 
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˻͋Ά͔ͣ 
͋ͯͺ͔͚ͪͤͦ 
ͨ͊ͣΎ͙ͭ 

MES5324 4 ˸  x

MES3324F  
MES3324 
MES3316F 
MES3308F 
MES2324  
MES2324P 
MES2324P ACW 
MES2324B  
MES2324FB 
MES2324F 
MES2308 
MES2308R 
MES2308P 
MES3508P 
MES3508 
MES3510P 
MES2328I 

1,5 ˸  x

MES2348B 
MES2348P  
MES3348 
MES3348F 

о ˸ˣ 

˻͋Ά͔ͣ ˻ ˭̂ (DDR3) 

MES5324 4 ˥  x

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES2324 
MES2324P 
MES2324P ACW 
MES2324B  
MES2324FB 
MES2324F 
MES2348B 
MES2348P 
MES3348 
MES3348F 
MES2308  
MES2308R 
MES2308P 
MES3508P 
MES3508 
MES3510P 
MES2328I 

 
 
 
 
 
рмн ˸ˣ 



 

30  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

˻͋Ά͔ͣ ˽˭̂ όw!² 
NAND) 

MES5324 н ˥ˣ 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES2324 
MES2324P 
MES2324P ACW 
MES2324B  
MES2324FB 
MES2324F 
MES2348B 
MES2348P 
MES3348 
MES3348F 
MES2308  
MES2308R 
MES2308P 
MES3508P 
MES3508 
MES3510P 
MES2328I 

рмн ˸ˣ 

͙́͊͋͡ͼ͊ a!/-
͔͍͊͒ͪͫͦ 

MES5324 65536 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES2324 
MES2324P 
MES2324P ACW 
MES2324B  
MES2324FB 
MES2324F 
MES2348B 
MES2348P 
MES3348 
MES3348F 
MES2308  
MES2308R 
MES2308P 
MES3508P 
MES3508 
MES3510P 
MES2328I 

16384 
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˴͙ͦ͡;͔͍ͫͭͦ !wt-
͙͔͚͊ͨͫ͘1 

MES5324 7748 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 

4023 

MES2324 
MES2324P 
MES2324P ACW 
MES2324B  
MES2324FB 
MES2324F 
MES2348B 
MES2348P 
MES2308  
MES2308R  
MES2308P 
MES2328I 

820 

˽͔ͦ͒͒ͪ͗͊͟ ±[!b ͎ͫͦ͊ͫͤͦ͡ улнΦмv ͒ͦ п094 ͊ ͙͍ͭͤ͟·ͻ ±[!b 

˴͙ͦ͡;͔͍ͫͭͦ ͎ͪͯͨͨ 
L2 Multicast (IGMP 
snooping) 

MES5324 
MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 

4091 

MES2348B 
MES2348P 
MES2324P 
MES2324P ACW 
MES2324 
MES2324B 
MES2324FB 
MES2324F 
MES2308 
MES2308R 
MES2308P 
MES2328I 

2047 

                                                      
1 ˨ ͡Ύ ͎͊͗͒ͦͦ͟ ͻͦͫͭ͊ ͍ !wt-͙ͭ͊͋͡ͼ͔ ͔ͫͦ͒͊ͭͫ͘Ύ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ 



 

32  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͨͪ͊͡ 
SQinQ 

MES5324 1982 (ingress/egress) 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 

3006 (ingress/egress) 

MES2324 
MES2324P 
MES2324P ACW 
MES2348B 
MES2348P 
MES2324B 
MES2324FB 
MES2324F 
MES2308 
MES2308R 
MES2308P 
MES2328I 

958 (ingress/egress) 

˴͙ͦ͡;͔͍ͫͭͦ ͨ ͍͙ͪ͊͡ 
ACL 

MES5324 1982 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 

3006 

MES2324 
MES2324P 
MES2324P ACW 
MES2324B  
MES2324FB 
MES2324F 
MES2348B 
MES2348P 
MES2308  
MES2308R 
MES2308P 
MES2328I 

958 
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˴͙ͦ͡;͔͍ͫͭͦ !/[ 

MES5324 2048 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 

3072 

MES2324 
MES2324P 
MES2324P ACW 
MES2324B  
MES2324FB 
MES2324F 
MES2348B 
MES2348P 
MES2308  
MES2308R 
MES2308P 
MES2328I 

1024 

˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͨͪ͊͡ !/[ ͍ ͦ͒ͤͦͣ !/[ 256 

˴͙ͦ͡;͔͍ͫͭͦ 
ͣ͊ͪ΄͍ͪͯͭͦ [о 
Unicast1 

MES5324 
7744 IPv4 
1942 IPv6 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 

12864 IPv4 
3222 IPv6 

MES2324 
MES2324P 
MES2324P ACW 
MES2324B 
MES2348B 
MES2348P 
MES2324FB 
MES2324F 
MES2308 
MES2308R 
MES2308P 
MES2328I 

816 IPv4 
210 IPv6 

                                                      
1 ˸ ͊ͪ΄ͪͯͭ· LtǾпκLtǾс ¦ƴƛŎŀǎǘκaǳƭǘƛŎŀǎǘ ͙ͫͨͦ͡Έͯ͘Όͭ ͦ͋΅͙͔ ͊ͨͨ͊ͪ͊ͭͤ·͔ ͔ͪͫͯͪͫ· 



 

34  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

˴͙ͦ͡;͔͍ͫͭͦ 
ͣ͊ͪ΄͍ͪͯͭͦ [3 
Multicast (IGMP 
Proxy, PIM) 1 

MES5324 
MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 

3876 IPv4 
1006 IPv6 

MES2348B 
MES2348P 
MES2324P 
MES2324P ACW 
MES2324 
MES2324B  
MES2324FB 
MES2324F 
MES2308 
MES2308R 
MES2308P 
MES2328I 

412 IPv4 
103 IPv6 

˴͙ͦ͡;͔͍ͫͭͦ VRRP-ͣ͊ͪ΄͙͍ͪͯͭ͊ͭͦͪͦ͘ 255 

˸͙͊ͫͣ͊͟͡Έͤ·͚ 
͔ͪ͊ͣͪ͘ 9/at-͎ͪͯͨͨ 

MES5324 64 

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 
MES2324 
MES2324P 
MES2324P ACW 
MES2348B 
MES2348P 
MES2324B 
MES2324FB 
MES2324F 
MES2308 
MES2308R 
MES2308P 
MES2328I 

8 

˴͙ͦ͡;͔͍ͫͭͦ VRF 16 (͍͟͡Ό;͊Ύ VRF ͨ ͦ ͯͣͦ͡;͙͊ͤΌ) 

                                                      
1 ˸ ͊ͪ΄ͪͯͭ· LtǾпκLtǾс ¦ƴƛŎŀǎǘκaǳƭǘƛŎŀǎǘ ͙ͫͨͦ͡Έͯ͘Όͭ ͦ͋΅͙͔ ͊ͨͨ͊ͪ͊ͭͤ·͔ ͔ͪͫͯͪͫ· 
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˴͙ͦ͡;͔͍ͫͭͦ L3-
͙͔ͤͭͪͺ͔͚͍ͫͦ 

MES5324 
MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 

2048 

MES2324 
MES2324P 
MES2324P ACW 
MES2348B 
MES2348P 
MES2324B 
MES2324FB 
MES2324F 
MES2308 
MES2308R 
MES2308P 
MES2328I 

130 

˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ [ƻƻǇōŀŎƪ-
͙͔ͤͭͪͺ͔͚͍ͫͦ 

64 

˴͙ͦ͡;͔͍ͫͭͦ Ή͔ͣͨ͘͟͡Ύ͍ͪͦ ͨͪͦͼ͔͍ͫͫͦ OSPF 20 

˴͙ͦ͡;͔͍ͫͭͦ OSPF-͔͍ͫͦͫ͒ͫͭ 64 

˴͙ͦ͡;͔͍ͫͭͦ BGP-͔͍ͫͦͫ͒ͫͭ 32 

ˢ͎͔͎ͪ͊ͼ͙Ύ ͟ ͍͊ͤ͊ͦ͡ (LAG) пу ͎ͪͯͨͨΣ ͒ͦ 8 ͨ ͍ͦͪͭͦ ͍ ͚͊͗͒ͦ͟ 

˴͙ͦ͡;͔͍ͫͭͦ Ή͔ͣͨ͘͟͡Ύ͍ͪͦ a{¢t 64 

˴͙ͦ͡;͔͍ͫͭͦ Ή͔ͣͨ͘͟͡Ύ͍ͪͦ t±{¢ 63 

˴͙ͦ͡;͔͍ͫͭͦ 5I/t Ǉƻƻl 32 

˴͊;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ vƻ{ 
͙͙͙ͨͪͦͪͭ͊͘ͼ͙Ύ ͭͪ͊ͺ͙͊͟Σ у ͍͔͚ͯͪͦͤ 
у ͍·ͻͦ͒ͤ·ͻ ͦ;͔͔͔ͪ͒ ͚ͫ  ͪ͊ͤ͘·͙ͣ ͨ ͙͙͔͙ͪͦͪͭͭ͊ͣ ͒͡Ύ ͎͊͗͒ͦͦ͟ 
ͨͦͪͭ͊ 

˿͍͔ͪͻ͙͒ͤͤ͡·͔ ͊͒ͪ͟· όƧǳƳōƻ ŦǊŀƳŜǎύ ͙ͣ͊ͫͣ͊͟͡Έͤ·͚ ͔ͪ͊ͣͪ͘ ͔͍ͨ͊ͭͦ͟ млнпл ͚͋͊ͭ 

˿͔͙͍͙͔ͭͪͦ͊ͤ͟ ͒ͦ у ͚͍ͯͫͭͪͦͫͭ ό͔ͪͦͣ͟ MES3508, MES3508P ͙  MES3510P) 



 

36  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

˿͍͔͍͙͔ͦͦͭͭͫͭ ͫͭ͊ͤ͒͊ͪͭ͊ͣ 

IEEE 802.3 10BASE-T Ethernet 
IEEE 802.3u 100BASE-T Fast Ethernet 
IEEE 802.3ab 1000BASE-T Gigabit Ethernet 
IEEE 802.3z Fiber Gigabit Ethernet 
IEEE 802.3x Full Duplex, Flow Control 
IEEE 802.3ad Link Aggregation (LACP) 
IEEE 802.1p Traffic Class 
IEEE 802.1q VLAN 
IEEE 802.1v 
IEEE 802.3ac 
IEEE 802.1d Spanning Tree Protocol (STP) 
IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) 
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP) 
IEEE 802.1x Authentication 
IEEE 802.3af PoE, IEEE 802.3at PoE+ (ͭͦ͡Έͦ͟ MES2308P, 
MES2324P, MES2324P ACW, MES2348P, MES3508P  ͙
MES3510P) 
˸̏˴ смурл 

͍͔͙͔̂ͨͪ͊ͤ͡ 

˶ͦ͊͟͡Έ͔ͤͦ ͍͔͙͔ͯͨͪ͊ͤ͡ Console 

͔͔̂͒͊ͤͤͦ͡ ͍͔͙͔ͯͨͪ͊ͤ͡ SNMP, Telnet, SSH, web 

͙͙̅͘;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ ͙ ͍͙ͯͫͦ͡Ύ ͦͪͯ͗͊͟Ό΅͔͚ ͔ͫͪ͒· 

ˮͫͭͦ;͙͙ͤ͟ ͙͙ͨͭ͊ͤΎ 

MES2328I 
MES3308F 
MES3316F 
MES3324 
MES3324F 
MES3348 

͔ͫͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Υ 100ςнпл ˤΣ птςсо ˥ͼ  
ό͒͡Ύ PM165-220/12, PM160-220/12, PM65-220/12) 
͔ͫͭΈ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟Υ осςтн ˤ ͒͡Ύ PM100-48/12; 120ς370 ʕ  
͒͡Ύ PM65-220/12 
͍͙͊ͪ͊ͤͭ· ͙͙ͨͭ͊ͤΎΥ 
- ͦ ͙͒ͤ ͙ͫͭͦ;͙ͤ͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ ͙͙͡ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Τ 
- ͒ ͍͊ ͙ͫͭͦ;͙ͤ͊͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ ͙͙͡ ͨ ͔͔͔͎ͪͣͤͤͦͦ ͭͦ͊͟ 
ͫ ͍ͦͣͦ͗ͤͦͫͭ͘ΈΌ ͎ͦͪΎ;͔͚ ͔͊ͣͤ͘· 

 

˨͡Ύ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎ PM65-220/12 ͒ ͔ͦͨͯͫ͊ͭͫ͟Ύ 
Ή͔͙͙͔ͭͪͦͨͭ͊ͤ͟͡ ͦͭ ͫ ͔͙ͭ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟ ͫ 
ͤ͊ͨͪΎ͔͙͔͗ͤͣ ͍ ͒ ͙͊ͨ͊ͦͤ͘ ͔120ςотл ˤ DC. 

 

MES3348F 
MES5324 

͔ͫ ͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Υ 100ς240 ʕ , 47ς63 ˥ ͼ  
͔ͫͭΈ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟Υ 36ς72 ʕ  
͍͊ ͙ͪ͊ͤͭ· ͙͙ͨͭ͊ͤΎΥ 
- ͦ ͙͒ͤ ͙ͫͭͦ;͙ͤ͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ ͙͙͡ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Τ 
- ͒ ͍͊ ͙ͫͭͦ;͙ͤ͊͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ ͙͙͡ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ 
ͫ ͍ͦͣͦ͗ͤͦͫͭ͘ΈΌ ͎ͦͪΎ;͔͚ ͔͊ͣͤ͘· 

MES2324 AC 
MES2308 
MES2308R 

͔ͫ ͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Υ 110ς250 ʕ Σ 50ς60 ˥ ͼ  

 

˨͔ͦͨͯͫ͊ͭͫ͟Ύ Ή͔͙͙͔ͭͪͦͨͭ͊ͤ͟͡ ͦͭ ͔͙ͫͭ ͨͦͫͭͦΎ͎ͤͤͦͦ 
ͭͦ͊͟ ͫ  ͤ͊ͨͪΎ͔͙͔͗ͤͣ ͍ ͙͒͊ͨ͊ͦͤ͘ ͔120ςотл ˤ DC. 

 

MES2308P AC 
MES2324P AC 

͔ͫͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Υ мтлς264 ʕ Σ рлςсл ˥ͼ 

MES2324P ACW ͔ͫͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Υ мллς240 ʕ Σ рлςсл ˥ͼ 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               37                   

MES2348P 

͔ͫͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Υ 100ς240 ʕ Σ 50ς60 ˥ ͼ 
͔ͫͭΈ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟Υ 36ς72 ʕ  
͍͊ ͙ͪ͊ͤͭ· ͙͙ͨͭ͊ͤΎΥ 
- ͦ ͙͒ͤ ͙ͫͭͦ;͙ͤ͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ ͙͙͡ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Τ 
- ͒ ͍͊ ͙ͫͭͦ;͙ͤ͊͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ ͙͙͡ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ 
ͫ ͍ͦͣͦ͗ͤͦͫͭ͘ΈΌ ͎ͦͪΎ;͔͚ ͔͊ͣͤ͘· 

MES3508P 
MES3510P 

͔ͫͭΈ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟Υ ͫ ͍͟͡Ό;͔͚ͤͤͦ ͺͯͤ͟ͼ͙͔͚ tƻ9Υ  
45ς57 ˤΤ ͫ  ͦͭ͟͡Ό;͔͚ͤͤͦ ͺͯͤ͟ͼ͙͔͚ tƻ9Υ нлς57  ʕ

MES3508 ͔ͫͭΈ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟Υ нлς75 ʕ  

MES2324B 
MES2324FB 
MES2348B 

͔ͫ ͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Υ 110ς250 ʕ , 50ς60 ˥ ͼ  
͍͙ͫͤͼ͍ͦͦ-͙ͫͦͭͤ͟͡·͚ ͊ͯͣͯ͟͟͡ΎͭͦͪΥ мн ʕ  
͔͙͙͙̆͊ͪ͊ͭͪͫͭ͟͟ ͊ͪ͘Ύ͎͒ͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊Υ  
- ͭ ͦ͟ ͊ͪ͘Ύ͒͊Υ  
нΣтҕлΦн A τ MES2324FB ͙  MES2348B; 
мΦсҕлΦм A τ MES2324B. 
- ͤ ͊ͨͪΎ͔͙͔͗ͤ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ ͪ͊ͫͼ͔͙͔ͨͭ͡Ύ ͎͙ͤ͊ͪͯ͘͟ τ 10ς
10,5 ʕ Τ 
- ͨ ͎͍͔ͦͪͦͦͦ ͤ͊ͨͪΎ͔͙͔͗ͤ ͙͙ͤ͒͊͟ͼ͙͙ ͙͎ͤͦͦ͘͟ ͊ͪ͘Ύ͒͊ τ 11 ʕ  

 

˿͔;͔͙͔ͤ ͍ͨͪͦͦ͒͊ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ˢ˴ˣ ͤ ͔ ͔͔͔ͣͤ 
мΣр ͣͣΦ ˨͡Ύ a9{нонп. ͔͔͔ͪͦͣͤ͒ͯͭͫ͟Ύ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ˢ˴ˣ ͖ͣͦͫͭ͟ΈΌ ͔ͤ ͔͔͔ͣͤ мн !ƘΣ ͒͡Ύ 
a9{нонпC. ͙ a9{нопу. τ ͤ ͔ ͔͔͔ͣͤ нл Ah. 

 

 

˨͡Ύ MES2324B ͒ ͔ͦͨͯͫ͊ͭͫ͟Ύ Ή͔͙͙͔ͭͪͦͨͭ͊ͤ͟͡ ͦͭ ͔͙ͫͭ 
ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟ ͫ ͤ͊ͨͪΎ͔͙͔͗ͤͣ ͍ ͙͒͊ͨ͊ͦͤ͘ ͔
120ςотл ˤ DC. 

 

MES2324F 
MES2324 DC 
MES2324P DC 
MES2308˾ DC 

͔ͫͭΈ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟Υ осςтн ˤ 

˽͍ͯͫͦ͟·͔ ͙ͭͦ͟ 

MES2308 
MES2308R 

AC: SPM35-220/12, 34 A, 6 ͣ  ͫ

MES2308P AC: SPM270-220/56, 36 s , 5 ͣ  ͫ

MES2308P DC DC: SPM270-48/56, ммр ˢΣ р ͣͫ 

MES2324 
AC: SPM35-220/12, 34 s Σ с ͣͫ 
DC: SPM35-48/12Σ мпл ˢΣ п ͣͫ όтн ˤύ 

MES2324B AC: SPM45ʕ-220/12, мр ˢΣ с ͣͫ 

MES2324F DC AC: SPM160-48/12, мрл ˢΣ п ͣͫ όтн ˤύ 

MES2324FB AC 
MES2348B 

AC: SPM120ʕ-220/12, от ˢΣ п ͣͫ 

MES2324P AC: SPM380-220/56, нр ˢΣ с ͣͫ 

MES2324P DC DC: SPM380-48/56, нлл ˢΣ р ͣͫ όтн ˤύ 

MES2348 
AC: SPM160-220/12, 40 s Σ п ͣͫ 
DC: SPM160-48/12, 150 s Σ п ͣͫ όтн ˤύ 

MES2348B DC DC: SPM100-48/12Σ мрл ˢΣ л,с ͣͫ όтн ˤύ 

MES2348P AC: PM950-220/56Σ пл ˢΣ мл ͣͫ 
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MES2328I 
MES3308F 
MES3316F 
MES3324 
MES3324F 
MES3348 

AC: PM65-220/12, 30 s Σ п ͣͫ; PM160-220/12Σ рл ˢΣ у ͣͫ; 
PM165-220/12Σ но ˢΣ р ͣͫ 
DC: PM100-48/12Σ нлл ˢΣ п ͣͫ όтн ˤύ 

MES3348F 
MES5324 

AC: PM160-220/12Σ рл ˢΣ у ͣͫ; PM165-220/12Σ но ˢΣ р ͣͫ 
DC: PM100-48/12Σ нлл ˢΣ п ͣͫ όтн ˤύ 

MES3508 DC: DRS-270-56Σ нлл ˢΣ м ͣͫ όпу ˤύ 

MES3508P 
MES3510P 

DC: DRS-270-56Σ олл ˢΣ м ͣͫ όпу ˤύ 

˽͔ͦͭͪ͋͡Ύ͔ͣ͊Ύ 
ͣͦ΅ͤͦͫͭΈ 

MES5324 ͔ͤ ͔͔͋ͦ͡ 107 ʕ  ͭ

MES3324F ͔ͤ ͔͔͋ͦ͡ пр ˤͭ 

MES2324 ͔ͤ ͔͔͋ͦ͡ 25 ʕ  ͭ

MES3308F ͔ͤ ͔͔͋ͦ͡ нт ˤͭ 

MES3324 
MES3316F 

͔ͤ ͔͔͋ͦ͡ ор ˤͭ 

MES2324F ͔ͤ ͋ͦ ͔͔͡ оф ˤͭ 

MES2324B ͔ͤ ͔͔͋ͦ͡ 50 ʕ  ͭ

MES2324FB ͔ͤ ͔͔͋ͦ͡ 85 ʕ  ͭ

MES3348 ͔ͤ ͔͔͋ͦ͡ по ˤͭ 

MES3348F 
MES2348B 

͔ͤ ͔͔͋ͦ͡ 89 ʕ  ͭ

MES2348P ͔ͤ ͔͔͋ͦ͡ мслл ˤͭ 

MES2308 
MES2308R 

͔ͤ ͔͔͋ͦ͡ мп ˤͭ 

MES3508 ͔ͤ ͔͔͋ͦ͡ мр ˤͭ 

MES2308P AC ͔ͤ ͔͔͋ͦ͡ нтр ˤͭ 

MES2308P DC ͔ͤ ͔͔͋ͦ͡ нул ˤͭ 

MES2324P AC 
MES2324P ACW 

͔ͤ ͔͔͋ͦ͡ ппр ˤͭ 

MES2324P DC ͔ͤ ͔͔͋ͦ͡ прр ˤͭ 

MES3508P 
MES3510P 

͔ͤ ͔͔͋ͦ͡ нсл ˤͭ 

MES2328I ͔ͤ ͔͔͋ͦ͡ оо ˤͭ 

˽͔ͦͭͪ͋͡Ύ͔ͣ͊Ύ 
ͣͦ΅ͤͦͫͭΈ ͔͋͘ ͯ;͔ͭ͊ 
͊ͪ͘Ύ͒͊ ˢ˴ˣ 

MES2324B ͔ͤ ͔͔͋ͦ͡ нс ˤͭ 

MES2324FB 
MES2348B 

͔ͤ ͔͔͋ͦ͡ пр ˤͭ 

˽͔ͦͭͪ͋͡Ύ͔ͣ͊Ύ 
ͣͦ΅ͤͦͫͭΈ ͔͋͘ ͯ;͔ͭ͊ 
͎͙ͤ͊ͪͯ͘͟ PoE 

 AC, W DC, W 
˨͡Ύ ͔ͫͣͤͤ·ͻ ͙ͫͭͦ;͙͍ͤͦ͟ 

н Ҏ !/Σ ² н Ҏ 5/Σ ² 

MES2308P 14 10 - - 
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MES2324P 15 17 - - 

MES2348P 35 35 41 45 

MES3508P DC - 8 - - 

MES3510P DC - 9 - - 

ˣΌ͔͒͗ͭ ͣͦ΅͙ͤͦͫͭ 
PoE 

MES2324P 
MES2324P ACW 

380 ʕ  ͭ

MES2348P мпрл ˤͭ 

MES3508P 
MES3510P 

240 ʕ  ͭ(͒͡Ύ ͨ ͙͔͙͚ͪͦ͗ͤ͡ 802.3at ͪ ͔͔͔͔ͦͣͤ͒ͯͣͦ͟ 
ͤ͊ͨͪΎ͔͙͔͗ͤ ͙͙ͨͭ͊ͤΎ рпςрс ˤ DC) 

MES2308P 240 ʕ  ͭ

ˤ͔͙ͤͭ͡Ύͼ͙Ύ 

MES2308 
MES2308P 
MES2308R 
MES2324 
MES2324B 
MES2328I 
MES3508 
MES3508P 
MES3510P 

͙͍͔ͨ͊ͫͫͤͦ ͦͻ͔͙͔͊͗͒ͤ͡ 

MES2324P 
MES2348B 
MES3308F 
MES3348 

Front-to-Back, н ͍͔͙ͤͭ͡Ύͭͦͪ͊ 

MES3316F Front-to-Back, 3 ͍ ͔͙ͤͭ͡Ύͭͦͪ͊ 

MES2324F 
MES2324FB 
MES2348P 
MES3324 
MES3324F 
MES3348F 
MES5324 

Front-to-Back, 4 ͍ ͔͙ͤͭ͡Ύͭͦͪ͊ 

˸͙͊ͫͣ͊͟͡Έͤ·͚ 
͍͔ͯͪͦͤΈ 
͙͊ͯͫͭ͟;͔͎ͫͦͦ͟ ́ ͯͣ͊ 

MES2308 
MES2308P 
MES2308R 
MES2324 
MES2324B 
MES2328I 
MES3508 
MES3508P 
MES3510P 

 ͫͨ ͔͔͔͚ͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 33 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < оо ͒ˣ 

MES2324F 
MES2324FB 

ͫ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 53,8 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < рпΣн ͒ˣ 

MES2324P 
MES2324P ACW 

ͫ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 43,3 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < роΣм ͒ˣ 

MES2348B 
ͫ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 53,9 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < рпΣн ͒ˣ 
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MES2348P 
ͫ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 60,6 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < ссΣт ͒ˣ 

MES3308F 
MES3316F 
MES3324 
MES3324F 

ͫ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 54 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < рпΣн ͒ˣ 

MES3348 
ͫ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 42,9 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < рмΣу ͒ˣ 

MES3348F 
ͫ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 62,8 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < суΣн ͒ˣ 

MES5324 
ͫ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Σ max < 65,1 ͒  x
ͫ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ max < сфΣс ͒ˣ 

͔͍́ͨͦ͡·͔͔͙͔͒ͤ͡ 

MES5324 107 ʕ  ͭ

MES3324F пр ˤͭ 

MES2324 25 ʕ  ͭ

MES3308F 17 ʕ  ͭ

MES3324 
MES3316F 

ор ˤͭ 

MES2324F 39 ʕ  ͭ

MES2324B 28 ʕ  ͭ

MES2324FB 50 ʕ  ͭ

MES3348 по ˤͭ 

MES3348F 89 ʕ  ͭ

MES2348B 54 ʕ  ͭ

MES2348P 150 ʕ  ͭ

MES2308 
MES2308R 

14 ʕ  ͭ

MES3508 мр ˤͭ 

MES2308P AC 35 ʕ  ͭ

MES2308P DC пл ˤͭ 

MES2324P AC 
MES2324P ACW 

65 ʕ  ͭ

MES2324P DC 75 ʕ  ͭ

MES3508P 
MES3510P 

20 ʕ  ͭ

MES2328I 33 ʕ  ͭ
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ˢͨͨ͊ͪ͊ͭͤ͊Ύ 
͔ͨͦ͒͒ͪ͗͊͟ Dying 
Gasp 

MES2308R ͔ͫͭΈ 

MES5324 
MES3324 
MES3316F 
MES3308F 
MES3324F 
MES3348 
MES3348F 
MES3508P 
MES3508 
MES3510P 
MES2324 
MES2324B 
MES2324FB 
MES2324F 
MES2324P 
MES2324P ACW 
MES2348B 
MES2348P 
MES2308 
MES2308P 
MES2328I 

͔ͤͭ 

ˮ͔͍ͤͭͪ͊͡ ͪ͊͋ͦ;͙ͻ 
͔͔ͭͣͨͪ͊ͭͯͪ 

MES5324 ͦͭ л ͒ͦ Ҍпр ͦ  ˿

MES2308 
MES2308P DC 

ͦͭ -нл ͒ͦ Ҍпр ͦ  ˿

MES2324 
MES2324P 
MES2324P ACW 
MES2324B  
MES2308P AC 
MES2308R 
MES2348B 

ͦͭ -20 ͒ ͦ Ҍ50 ͦ  ˿

MES2348P ͦͭ -мл ͒ͦ Ҍрл ͦ  ˿

MES2324F 
MES2324FB 

ͦͭ -20 ͒ ͦ Ҍ65 ͦ  ˿

MES3324F 
MES3324 
MES3316F 
MES3308F 
MES3348 
MES3348F 

ͦͭ -10 ͒ ͦ Ҍпр ͦ  ˿

MES3508P 
MES3508 
MES3510P 

ͦͭ -пл ͒ͦ Ҍтл ͦ  ˿

MES2328I ͦͭ -пл ͒ͦ Ҍ60 ͦ  ˿
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ˮ͔͍ͤͭͪ͊͡ ͔͔ͭͣͨͪ͊ͭͯͪ· ͻ͔͙ͪ͊ͤͤΎ 

͙͔ͤͭ ͍ͪ͊͡ ͔͔ͭͣͨͪ͊ͭͯͪ· ͻ͔͙ͪ͊ͤͤΎ ͦͭ -5л ͒ͦ +70 ͦ  ˿όͦͭ -50 ͦ  ˿
͒ͦ Ҍур ͦ  ˿͒ ͡Ύ a9{орлу, MES3508P ͙  MES3510P) 

 

˽͔͔ͪ͒ ͔͍ͨͪ·ͣ ͍͟͡Ό;͔͙͔ͤͣ ͔ͨͦͫ͡ ͻ͔͙ͪ͊ͤͤΎ ͙ͨͪ 
͔͔͔ͭͣͨͪ͊ͭͯͪ ͔ͣͤΈ΄͔͚Σ ;͔ͣ -20 ͦ˿Σ ͙͙͡ ͙ͨͪ ͋ͦ͡Έ΄͔͚Σ 
;͔ͣ Ҍрл ͦ˿Σ ͔͔ͭͪ͋ͯͭͫΎ ͍·͔͒ͪ͗͊ͭΈ ͦͣͣͯͭ͊ͭͦͪ͟ ͙ͨͪ 
͚ͦͣͤ͊ͭͤͦ͟ ͔͔͔ͭͣͨͪ͊ͭͯͪ ͔ͤ ͔͔͔ͣͤ ;͔ͭ·͖ͪͻ ;͍͊ͫͦΦ 

 

˻͙͔ͭͤͦͫͭ͡Έͤ͊Ύ ͍͊͗ͤͦͫͭ͡Έ ͙ͨͪ 
Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ ό͔͋͘ ͍͙ͦ͋ͪ͊ͦ͊ͤ͘Ύ 
͔ͦͤ͒ͤͫ͊ͭ͊͟ύ 

͔ͤ ͔͔͋ͦ͡ 80 % όͦͭ р ͒ͦ фр҈ ͒͡Ύ MES3508, MES3508P, 
MES3510P) 

˻͙͔ͭͤͦͫͭ͡Έͤ͊Ύ ͍͊͗ͤͦͫͭ͡Έ ͙ͨͪ ͻ͔͙͙ͪ͊ͤͤ 
ό͔͋͘ ͍͙ͦ͋ͪ͊ͦ͊ͤ͘Ύ ͔ͦͤ͒ͤͫ͊ͭ͊͟ύ 

ͦͭ мл ͒ ͦ фр % (ͦͭ 5 ͒ ͦ фр % ͒ ͡Ύ MES3508, MES3508P, 
MES3510P) 

˥͙͊͋͊ͪͭͤ·͔ 
͔ͪ͊ͣͪ͘· ό  ̊Ҏ ʕ Ҏ ˥ύ 

MES5324 430 Ҏ 44 Ҏ 298 ͣ  ͣ

MES2324 
MES2324B 

430 Ҏ 44 Ҏ мру ͣͣ 

MES2324P AC 440 Ҏ 44 Ҏ нло ͣͣ 

MES2324P ACW 
MES2324P DC 

430 Ҏ пп Ҏ ол4 ͣ  ͣ

MES2324FB 
MES2324F 

430 Ҏ 44 Ҏ 24о ͣͣ 

MES3324F 
MES3324 
MES3316F 
MES3308F 

430 Ҏ 44 Ҏ нтр ͣͣ 

MES2348B 440 Ҏ 44 Ҏ 280 ͣ  ͣ

MES3348 440 Ҏ 44 Ҏ омс ͣͣ 

MES3348F 440 Ҏ 44 Ҏ 330 ͣ  ͣ

MES2348P 440 Ҏ 44 Ҏ пфл ͣͣ 

MES2308 
MES2308R 

310 Ҏ 44 Ҏ мру ͣͣ 

MES2308P 430 Ҏ 44 Ҏ мру ͣͣ 

MES3508P 
MES3508 

85 Ҏ 152 Ҏ 115 ͣ  ͣ

MES3510P 85 Ҏ 175 Ҏ 115 ͣ  ͣ

MES2328I 430 Ҏ 44 Ҏ 305 ͣ  ͣ

˸͊ͫͫ͊ 

MES5324 оΣфр ͎͟ 

MES2308 
MES2308R 

мΣпр ͎͟ 

MES2308P AC нΣрр ͎͟ 

MES2308P DC нΣор ͎͟ 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               43                   

MES2324 
MES2324B 

нΣнр ͎͟ 

MES2324P AC оΣмс ͎͟ 

MES2324P ACW 4,52 ͟  ͎

MES2324P DC пΣлн ͎͟ 

MES2308P AC нΣрр ͎͟ 

ME2324F 
MES3316F 

оΣнр ͎͟ 

MES2324FB оΣрр ͎͟ 

MES2348B 
MES2328I 

оΣур ͎͟ 

MES2348P фΣрр ͎͟ 

MES3308F оΣмр ͎͟ 

MES3324 оΣнр ͎͟ 

MES3324F оΣрл ͎͟ 

MES3348 оΣфр ͎͟ 

MES3348F п ͎͟ 

MES3508 мΣос ͎͟ 

MES3508P мΣпл ͎͟ 

MES3510P мΣтп ͎͟ 

˿ͪ ͦ͟ ͫͯ͗͋͡· ͔ͤ ͔͔͔ͣͤ мр ͡ ͔ͭ 

 
͙́ͨ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͙ͨͪ ͔͊͊͘͘͟Φ 
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2.4 ˴͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤͦ ͙͍͔ͦͤͫͭͪͯͭͤͦ͟͟ ͙͔͙͔ͫͨͦͤͤ͡ ͚͍ͯͫͭͪͦͫͭΦ ˽͔͍͔ͪ͒ͫͭ͊ͤ͡· ͙͔͙ͦ͋ͪ͊͗ͤ͘Ύ 
͔͔͔͚ͨͪ͒ͤΣ ͔͚͊͒ͤ͘ ό͍͔ͪͻ͔͚ͤ ͒͡Ύ MES3508, MES3508P, MES3510P) ͙  ͍͋ͦͦ͟·ͻ ͔͔͚ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭΣ ͙ͦͨͫ͊ͤ· 
ͪ͊͘Ά͔ͣ·Σ ͍͔͙ͫͭͦ͒ͦ͒ͤ·͔ ͙͙ͤ͒͊ͭͦͪ͟· ͙ ͎ͦͪ͊ͤ· ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES23xx, MES33xx, MES5324 ͍ ·͔ͨͦͤͤ͡· ͍ ͔͙ͣͭ͊͡͡;͔ͫͦͣ͟ ͔ͦͪͨͯͫ͟ ͫ ͍ͦ͘π
ͣͦ͗ͤͦͫͭΈΌ ͍͙ͯͫͭ͊ͤͦ͟ ͍ мфέ ͊ͪ͊ͫ͟͟Σ ͍·ͫͦͭ͊ ͦͪͨͯͫ͊͟ м¦Φ  

Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͔͙͙ͫͪ a9{орȄȄ ͍·͔ͨͦͤͤ͡· ͍ ͔͙ͣͭ͊͡͡;͔ͫͦͣ͟ ͔ͦͪͨͯͫ͟ ͒͡Ύ ͔͔͙ͪͨͤ͟͡Ύ ͤ͊ 
DIN-͔͚ͪͯ͟Φ 

2.4.1 ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ ͊

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ a9{23xx, MES33xx, MES35xx ͙ MES5324 ͨͦ͊͊ͤ͘͟ ͤ͊ 
͙ͪͫͯͤ͊͟ͻ 1ς24. 

 
˾͙ͫͯͤͦ͟ 1 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{ронп 

ˤ ͙ͭ͊͋͡ͼ͔ 10 ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

͙́͊͋͡ͼ͊ 10 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ MES5324 

Ѕ 
͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 

͔͙ͨ͊ͤ͡ 
˻͙͙͔ͨͫ͊ͤ 

1 

Unit ID ˮ͙ͤ͒͊ͭͦͪ͟ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ό͍͔͒ͯ΅͙͚κ͍͔͒ͦͣ·͚ύΦ 

Fan ˮ͙ͤ͒͊ͭͦͪ͟ ͪ͊͋ͦͭ· ͍͔͙ͤͭ͡Ύ͍ͭͦͪͦ. 

RPS ˮ͙ͤ͒͊ͭͦͪ͟ ͔͔͍͎ͪͪͤͦͦ͘ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ. 
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2 Console 

˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 
˾͙͍͊ͫͨͤͦ͊͟ ͪ͊͘Ά͔ͣ͊ ͔ͫ͒ͯ͡Ό΅͊ΎΥ 
1 ͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
2 ͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
3 RX 
4 GND 
5 GND 
6 TX 
7 ͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
8 ͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
9 ͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
˾͚͊ͫͨ͊͊͟ ͦͤͫͦ͟͡Έ͎ͤͦͦ ͟ ͔͊͋͡Ύ ͙͍͔͔ͨͪ͒ͤ͊ ͍ ͔͔ͪ͊͒͘͡ ζ˽͙͔͙͔ͪͦ͗ͤ͡ x Φ 
˴ͦͤͫͦ͡Έͤ·͚ ͟ ͔͊͋͡Έη. 

3 USB USB-ͨͦͪͭΦ 

4 OOB 

˽ͦͪͭ όƻǳǘ-of-band) 10/100/1000BASE-T (RJ-прύ ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͍ͯͨͪ͊π
͔͙ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 
͍͔͙͔̂ͨͪ͊ͤ͡ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ ͔͙ͫͭΣ ͔ͪ͊͒͘͡Έͤͦ ͫ ͊ͤ͊ͦͣ͟͡ ͔͔ͨͪ͒͊;͙ 
͒͊ͤͤ·ͻΦ 

5 Mgmt  
˽ͦͪͭ млκмллκмлллBASE-T (RJ-прύ ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚ͯͫͭͪͦπ
͍ͫͭͦͣΦ ͍͔͙͔̂ͨͪ͊ͤ͡ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ ͔͙ͫͭ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ  

6 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍͙ͦ͒ͫͣ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͘ ͍͚͊ͦ͒ͫͦ͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

7 [1-24] ˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ млG SFP+/1G SFP. 

8 
XLG1, XLG2 
XLG3, XLG4 

˿ͦͭ͡· ·[Dм-·[Dп ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ 40G QSFP+. 

 

 
˾͙ͫͯͤͦ͟ 2 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{оонпC 

 

˾͙ͫͯͤͦ͟ 3 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{оонп 
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˾͙ͫͯͤͦ͟ 4 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{оомсC 

 

˾͙ͫͯͤͦ͟ 5 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{оолуC 
ˤ ͙ͭ͊͋͡ͼ͔ 11 ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 

͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍MES3308F, MES3316F, MES3324, MES3324F. 

͙́͊͋͡ͼ͊ 11 τ ˻͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ MES3308F, 
MES3316F, MES3324, MES3324F 

Ѕ 
͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 

͔͙ͨ͊ͤ͡ 
˻͙͙͔ͨͫ͊ͤ 

1 

UnitID ˮ͙ͤ͒͊ͭͦͪ͟ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ό͍͔͒ͯ΅͙͚κ͍͔͒ͦͣ·͚ύΦ 

Fan ˮ͙ͤ͒͊ͭͦͪ͟ ͪ͊͋ͦͭ· ͍͔͙ͤͭ͡Ύ͍ͭͦͪͦ. 

RPS ˮ͙ͤ͒͊ͭͦͪ͟ ͔͔͍͎ͪͪͤͦͦ͘ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ. 

2 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 

3 OOB 

˽ͦͪͭ όƻǳǘ-of-band) 10/100/1000BASE-T (RJ-прύ ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͯ ͍ͨͪ͊π
͔͙ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 
͍͔͙͔̂ͨͪ͊ͤ͡ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ ͔͙ͫͭΣ ͔ͪ͊͒͘͡Έͤͦ ͫ ͊ͤ͊ͦͣ͟͡ ͔͔ͨͪ͒͊;͙ 
͒͊ͤͤ·ͻΦ 

4 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍͙ͦ͒ͫͣ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

5 
[1-24] 
[1-16] 
[1-8] 

˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ мGSFP.  
˽ͦ ͪ·ͭ 10/100/1000BASE-T (RJ-45). 
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6 
[11-12, 23-24] 
[7-8, 15-16] 
[3-4, 7-8] 

˴ͦͣ͋ͦ-ͨͦͪͭ·Υ ͨͦͪͭ· млκмллκмлллBASE-T (RJ-45)/1000BASE-X. 

7 
XG1, XG2 
XG3, XG4 

˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ млGSFP+/1GSFP. 

 
˾͙ͫͯͤͦ͟ 6 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{нонп AC 

 

˾͙ͫͯͤͦ͟ 7 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2324 DC 

 
˾͙ͫͯͤͦ͟ 8 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{нонпt AC, MES2324P ACW 

 

˾͙ͫͯͤͦ͟ 9 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2324P DC 

ˤ ͙ͭ͊͋͡ͼ͔ 12 ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ MES2324 AC, MES2324 DC, MES2324P AC, MES2324P 
ACW, MES2324P DC. 
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͙́͊͋͡ͼ͊ 12 τ ˻͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ a9{нонп AC, 
MES2324 DC1, MES2324P AC, MES2324P ACW, MES2324P DC   

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 

~110ς250VAC max 2A 
˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ 
ͭͦ͊͟. 

36ς72 VDC 
˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͫͭͦΎ͎ͤͤͦͦ 
ͭͦ͊͟. 

2 

Unit ID ˮ͙ͤ͒͊ͭͦͪ͟ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ό͍͔͒ͯ΅͙͚κ͍͔͒ͦͣ·͚ύΦ 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫ ͦͫͭͦΎ͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊.  

Alarm ˮ͙ͤ͒͊ͭͦͪ͟ ͍͙͙͊͊ͪ. 

3 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 

4 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍ͦ͒ͫ͟ ͙ͣ ͤ ͚͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

5 [1-24] ˽ͦͪͭ· 10/100/1000BASE-T (RJ-45). 

6 Link/Speed ˿͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

7 
XG1, XG2 
XG3, XG4 

˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ млGSFP+/1GSFP. 

 
˾͙ͫͯͤͦ͟ 10 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{нопуt 

ˤ ͙ͭ͊͋͡ͼ͔ 13 ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ a9{нопу˾Φ 

                                                      
1 ˴ ͦͣͣͯͭ͊ͭͦͪ· MES2324, MES2324B, MES2324F DC, MES2324FB ͣ ͎ͦͯͭ ͋·ͭΈ ͦͫͤ͊΅͔ͤ· ͨͦͪͭͦͣ OOB όͨͦͪͭ όƻǳǘ-of-band) 
10/100/1000BASE-T (RJ-прύ ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ ͍͔͙͔̂ͨͪ͊ͤ͡ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ ͔͙ͫͭΣ ͔ͪ͊͒͘͡Έͤͦ 
ͫ ͊ͤ͊ͦͣ͟͡ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻύΦ 
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͙́͊͋͡ͼ͊ 13 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ MES2348P 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 

Unit ˮ͙ͤ͒͊ͭͦͪ͟ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

Status  ˮ͙ͤ͒͊ͭͦͪ͟ ͫͦͫͭͦΎ͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊Φ  

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ό͍͔͒ͯ΅͙͚κ͍͔͒ͦͣ·͚ύΦ 

PS1 ˮ͙ͤ͒͊ͭͦͪ͟ ͫ ͦͫͭͦΎ͙ͤΎ ͔͍͎ͨͪͦͦ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎΦ 

PS2 ˮ͙ͤ͒͊ͭͦͪ͟ ͫͦͫͭͦΎ͙ͤΎ ͍͎ͭͦͪͦͦ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎΦ 

2 F  

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍ͦ͒ͫ͟ ͙ͣ ͤ ͚͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ ͔͔ͨͪπ
͎͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ ͫ͋ͪͦͫ 
͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

3 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 

4 [1-48] ˽ͦͪͭ· 10/100/1000BASE-T (RJ-45). 

5 
XG1, XG2 
XG3, XG4 

˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ млGSFP+/1GSFP. 

 

˾͙ͫͯͤͦ͟ 11 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2324B 

 
˾͙ͫͯͤͦ͟ 12 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2324FB 

 
˾͙ͫͯͤͦ͟ 13 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2324F DC 



 

50  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

 
˾͙ͫͯͤͦ͟ 14 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2348B 

 

˾͙ͫͯͤͦ͟ 15 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2328I 

 
˾͙ͫͯͤͦ͟ 16 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES3348 

 

 
˾͙ͫͯͤͦ͟ 17 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES3348F 

ˤ ͙ͭ͊͋͡ͼ͔ 14 ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ a9{нонп., MES2324FB, MES2324F DC, MES2328I, 
MES2348B, MES3348, MES3348F. 

͙́͊͋͡ͼ͊ 14 τ ˻͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ a9{нонп.Σ 
MES2324FB, MES2324F DC1, MES2328I, MES2348B, MES3348, MES3348F 

Ѕ 
͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 

͔͙ͨ͊ͤ͡ 
˻͙͙͔ͨͫ͊ͤ 

1 
~110ς250VAC, 60/50Hz 
max 2A 

˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔ͨͪͣͤπ
͎ͤͦͦ ͭͦ͊͟. 

                                                      
1 ˴ ͦͣͣͯͭ͊ͭͦͪ· MES2324, MES2324B, MES2324F DC, MES2324FB ͣ ͎ͦͯͭ ͋·ͭΈ ͦͫͤ͊΅͔ͤ· ͨͦͪͭͦͣ OOB όͨͦͪͭ όƻǳǘ-of-band) 
10/100/1000BASE-T (RJ-прύ ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ ͍͔͙͔̂ͨͪ͊ͤ͡ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ ͔͙ͫͭΣ ͔ͪ͊͒͘͡Έͤͦ 
ͫ ͊ͤ͊ͦͣ͟͡ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻύΦ 
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48 (45 ~ 57) VDC 
˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤ͟ ͯΉ͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͫͭͦΎͤπ
͎ͤͦͦ ͭͦ͊͟. 

2 12VDC max 3A ˴͔ͣͣ͡· ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͊ͯͣͯ͟͟͡Ύ͚ͭͦͪͤͦ ͔͙͋͊ͭ͊ͪ мнV. 

3 

Unit ID ˮ͙ͤ͒͊ͭͦͪ͟ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ό͍͔͒ͯ΅͙͚κ͍͔͒ͦͣ·͚ύΦ 

Fan ˮ͙ͤ͒͊ͭͦͪ͟ ͪ͊͋ͦͭ· ͍͔͙ͤͭ͡Ύ͍ͭͦͪͦ. 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫͦͫͭͦΎ͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊Φ 

Battery ˮ͙ͤ͒͊ͭͦͪ͟ ͫͦͫͭͦΎ͙ͤΎ ͔͙͋͊ͭ͊ͪΦ 

RPS ˮ͙ͤ͒͊ͭͦͪ͟ ͔͔͍͎ͪͪͤͦͦ͘ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ. 

4 
Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 

USB ˽ͦͪͭ USB (ͭͦ͡Έͦ͟ ͒͡Ύ MES2328I). 

5 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ 
͍͙͊ͦ͒ͫͣ͘͟ ͤ ͚͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
͔͔͎ͨͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

6 

[1-24] 
MES2324B ˽ͦͪͭ· 10/100/1000BASE-T (RJ-45). 

MES2324FB 
MES2324F 

˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ мG SFP. 

[11-12, 
23π24] 

MES2324FB ˴ͦͣ͋ͦ-ͨͦͪͭ· 10/100/1000BASE-T (RJ-45)/1000BASE-X. 

[25-28] MES2328I ˴ͦͣ͋ͦ-ͨͦͪͭ· 10/100/1000BASE-T/1000BASE-X/100BASE-FX 

[1-48] 

MES2348B 
MES3348 

˽ͦ ͪ·ͭ 10/100/1000BASE-T (RJ-45). 

MES3348F ˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ мG SFP. 

7 Link/Speed ˿͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

8 
XG1, XG2 
XG3, XG4 

˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ млGSFP+/1GSFP. 

 
 

˾͙ͫͯͤͦ͟ 18 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2308 



 

52  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

 
˾͙ͫͯͤͦ͟ 19 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2308P AC 

 

˾͙ͫͯͤͦ͟ 20 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2308P DC 

 

 
˾͙ͫͯͤͦ͟ 21 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{нолуw 

 
ˤ ͙ͭ͊͋͡ͼ͔ 15 ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 

͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ a9{нолуΣ a9{нолуt AC, MES2308P DC, MES2308R. 

͙́͊͋͡ͼ͊ 15 τ ˻͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ a9{нолуΣ 
MES2308P AC, MES2308P DC, MES2308R 

Ѕ 
͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 

͔͙ͨ͊ͤ͡ 
˻͙͙͔ͨͫ͊ͤ 

1 
˴͔ͣͣ͊͡ ͔͔͙͊ͣͤ͘͘͡Ύ  

 
˴͔ͣͣ͊͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊Φ 

2 

~110ς250VAC, 60/50Hz 
max 2A 

˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ 
ͭͦ͊͟. 

36ς72 VDC 
˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤ͟ ͯΉ͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͫͭͦΎ͎ͤͤͦͦ 
ͭͦ͊͟. 

3 

Unit ID ˮ͙ͤ͒͊ͭͦͪ͟ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͨ ͙͙ͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ό͍͔͒ͯ΅͙͚κ͍͔͒ͦͣ·͚ύΦ 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫ ͦͫͭͦΎ͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊.  

Alarm ˮ͙ͤ͒͊ͭͦͪ͟ ͍͙͙͊͊ͪ. 

4 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 
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5 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍ͦ͒ͫ͟ ͙ͣ ͤ ͚͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

6 [1-10] 10 ͨ ͍ͦͪͭͦ 10/100/1000BASE-T (RJ-45). 

7 Link/Speed ˿͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

8 [11,12], [9, 10] ˿ͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͍͔͍ͭͪ͊ͤͫͪͦ 1G SFP. 

 
˾͙ͫͯͤͦ͟ 22 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{орлу 

 
ˤ ͙ͭ͊͋͡ͼ͊ͻ 16, 17, 18 ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ a9{3508, MES3510, MES3510P. 

͙́͊͋͡ͼ͊ 16 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ a9{орлу 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 [1-8] 8 ͨ ͍ͦͪͭͦ 10/100/1000BASE-T (RJ-45). 

2 9,10 ˴ͦͣ͋ͦ-ͨͦͪͭ· 10/100/1000BASE-T (RJ-45)/1000BASE-X. 

3 
PWR1, PWR2 ˮ͙ͤ͒͊ͭͦͪ͟· ͨ ͙͙ͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Temp ˮ͙ͤ͒͊ͭͦͪ͟ ͔͔ͭͣͨͪ͊ͭͯͪ·Φ 

4 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍ͦ͒ͫ͟ ͙ͣ ͤ ͚͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

5 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 



 

54  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

 
˾͙ͫͯͤͦ͟ 23 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{орлуt 

 
͙́͊͋͡ͼ͊ 17 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ a9{орлуt 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 [1-8] 8 ͨ ͍ͦͪͭͦ 10/100/1000BASE-T (RJ-45). 

2 [1-8] ˿͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ PoE. 

3 9,10 ˴ͦͣ͋ͦ-ͨͦͪͭ· 10/100/1000BASE-T (RJ-45)/1000BASE-X. 

4 

PWR1, PWR2 ˮ͙ͤ͒͊ͭͦͪ͟· ͨ ͙͙ͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Alarm ˮ͙ͤ͒͊ͭͦͪ͟ ͍͙͙͊͊ͪ. 

Temp ˮ͙ͤ͒͊ͭͦͪ͟ ͭ ͔͔ͣͨͪ͊ͭͯͪ·. 

5 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍ͦ͒ͫ͟ ͙ͣ ͤ ͚͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

6 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 
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˾͙ͫͯͤͦ͟ 24 τ ˽ ͔͔ͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES3510P 

 
͙́͊͋͡ͼ͊ 18 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ a9{ормлP 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 [1-8] 8 ͨ ͍ͦͪͭͦ 10/100/1000BASE-T (RJ-45). 

2 [1-8] ˿͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ PoE. 

3 9, 10, 11, 12 100/1000BASE-FX/1000BASE-X (SFP). 

4 

PWR1, PWR2 ˮ͙ͤ͒͊ͭͦͪ͟· ͨ ͙͙ͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Alarm ˮ͙ͤ͒͊ͭͦͪ͟ ͍͙͙͊͊ͪ. 

Temp ˮ͙ͤ͒͊ͭͦͪ͟ ͭ ͔͔ͣͨͪ͊ͭͯͪ·. 

5 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍ͦ͒ͫ͟ ͙ͣ ͤ ͚͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

6 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ 

 

2.4.2 ˭͊͒ͤΎΎ ͙  ͍͔ͪͻͤΎΎ ͔͙ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ͊ 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͟ ͦͣͣͯͭ͊ͭͦͪͦ ͍MES5324 ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙ͪͫͯͤ͟ ͔25. 

 

˾͙ͫͯͤͦ͟ 25 τ ˭ ͊͒ͤΎΎ ͔ͨ͊ͤ͡Έ a9{ронп 



 

56  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

ˤ ͙ͭ͊͋͡ͼ͔ 19 ͨ ͙͍͔͔ͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
MES5324. 

͙́͊͋͡ͼ͊ 19 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ MES5324 

Ѕ ͔͔̏ͣͤͭ͡ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ˻͙͙͔ͨͫ͊ͤ 

1 ˴͔ͣͣ͊͡ ͔͔͙͊ͣͤ͘͘͡Ύ  ˴͔ͣͣ͊͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊Φ 

2 ˿Ά͔ͣͤ·͔ ͍͔͙ͤͭ͡Ύͭͦͪ· 
˿Ά͔ͣͤ·͔ ͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·͔ ͙ͣͦ͒ͯ͡ ͫ ͍ͦͣͦ͗ͤͦͫͭ͘ΈΌ ͎ͦͪΎ;͔͚ ͊͘π
͔ͣͤ·Φ 

3 48VDC 
˾͊͘Ά͔ͣ ͔͔͍͎ͪͪͤͦͦ͘ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;π
͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟. 

4 ~220 VAC 50 Hz max 1A 
˾͊͘Ά͔ͣ ͍͎ͦͫͤͦͤͦͦ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ 
Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟. 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͙͊͒ͤ͘ͻ ͨ ͔͔͊ͤ͡ ͚͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ ͔͙͙ͫͪ MES33xx ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙ͪͫͯͤ͊͟ͻ 26ς29. 

 

˾͙ͫͯͤͦ͟ 26 τ ˭ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ MES3308F 

 

˾͙ͫͯͤͦ͟ 27 τ ˭ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ MES3316F 

 

˾͙ͫͯͤͦ͟ 28 τ ˭ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ MES3324F, MES3348F, MES3324 
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˾͙ͫͯͤͦ͟ 29 τ ˭ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ MES3348 

͙́͊͋͡ͼ͊ 20 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͔͙͙ͫͪ MES33xx 

Ѕ ͔͔̏ͣͤͭ͡ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ˻͙͙͔ͨͫ͊ͤ 

1 ˴͔ͣͣ͊͡ ͔͔͙͊ͣͤ͘͘͡Ύ   ˴͡ ͔ͣͣ͊ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊. 

2 ˿Ά͔ͣͤ·͔ ͍͔͙ͤͭ͡Ύͭͦͪ· 
˿Ά͔ͣͤ·͔ ͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·͔ ͙ͣͦ͒ͯ͡ ͫ ͍ͦͣͦ͗ͤͦͫͭ͘ΈΌ ͎ͦͪΎ;͔͚ ͊͘π
͔ͣͤ·Φ 

3 48VDC 
˾͊͘Ά͔ͣ ͔͔͍͎ͪͪͤͦͦ͘ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ 
Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟. 

4 ~220 VAC 50 Hz max 1A 
˾͊͘Ά͔ͣ ͍͎ͦͫͤͦͤͦͦ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ 
Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟. 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͔͙͙ͫͪ MES23xx ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙ͪͫͯͤ͊͟ͻ 30ς34. 

 

˾͙ͫͯͤͦ͟ 30 τ ˭ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ MES2324, MES2324B 

 

˾͙ͫͯͤͦ͟ 31 τ ˭ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ MES2324P 

 

˾͙ͫͯͤͦ͟ 32 τ ˭ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ MES2324P ACW 



 

58  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

 

˾͙ͫͯͤͦ͟ 33 τ ˭ ͊͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2324F DC, MES2324FB 

 

 

˾͙ͫͯͤͦ͟ 34 τ ˭ ͊͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2348B 

͙́͊͋͡ͼ͊ 21 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ a9{нонпF DC, MES2324FB, MES2348B 

Ѕ ͔͔̏ͣͤͭ͡ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ˻͙͙͔ͨͫ͊ͤ 

1 ˴͔ͣͣ͊͡ ͔͔͙͊ͣͤ͘͘͡Ύ  ˴͔ͣͣ͊͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊Φ 

2  ˤ͔͙ͤͭ͡Ύͭͦͪ·. 

3 12VDC max 5A ˴͔ͣͣ͡· ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͊ͯͣͯ͟͟͡Ύ͚ͭͦͪͤͦ ͔͙͋͊ͭ͊ͪ мнV. 

4 
~110ς250VAC, 60/50Hz 
max 2A 

˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔ͨͪͣͤπ
͎ͤͦͦ ͭͦ͊͟. 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ MES2348P ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙ͪͫͯͤ͟ ͔35. 

 
˾͙ͫͯͤͦ͟ 35 τ ˭ ͊͒ͤΎΎ ͔ͨ͊ͤ͡Έ MESнопу˾ 

ˤ ͙ͭ͊͋͡ͼ͔ 22 ͨ ͙͍͔͔ͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
MES2348P. 

͙́͊͋͡ͼ͊ 22 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ a9{нопуP 

Ѕ ͔͔̏ͣͤͭ͡ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ˻͙͙͔ͨͫ͊ͤ 

1 ˿Ά͔ͣͤ·͔ ͍͔͙ͤͭ͡Ύͭͦͪ· 
˿Ά͔ͣͤ·͔ ͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·͔ ͙ͣͦ͒ͯ͡ ͫ ͍ͦͣͦ͗ͤͦͫͭ͘ΈΌ ͎ͦͪΎ;͔͚ ͊͘π
͔ͣͤ·Φ 

2 ˴͔ͣͣ͊͡ ͔͔͙͊ͣͤ͘͘͡Ύ  ˴͔ͣͣ͊͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊Φ 

3 
~100ς240VAC, 60/50Hz 
max 10A 

˾͊͘Ά͔ͣ ͔͔͍͎ͪͪͤͦͦ͘ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;π
͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟. 

4 
~100ς240VAC, 60/50Hz 
max 10A 

˾͊͘Ά͔ͣ ͍͎ͦͫͤͦͤͦͦ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ 
Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟Φ 
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ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ ͔͙͙ͫͪ MES2308x ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 36. 

 

˾͙ͫͯͤͦ͟ 36 τ ˭ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ MES2308, MES2308P AC, MES2308P DC, MES2308R 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͨ ͔͙͊ͤ͡ ͟ ͦͣͣͯͭ͊ͭͦͪ͊ MES2328I ͨ ͙͍͔͔ͪ͒ͤ ͤ ͊ ͙͔ͪͫͯͤ͟ 37. 

 

˾͙ͫͯͤͦ͟ 37 τ ˭ ͊͒ͤΎΎ ͔ͨ͊ͤ͡Έ MES2328I 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͍͔ͪͻ͔͚ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍ MES3508, MES3508P ͙ MES3510P ͙͍͔͔ͨͪ͒ͤ ͤ͊ 
͙͔ͪͫͯͤ͟ 38. 

 
˾͙ͫͯͤͦ͟ 38 τ ʕ ͔ͪͻͤΎΎ ͔ͨ͊ͤ͡Έ MES3508, MES3508P, MES3510P 

 
͙́͊͋͡ͼ͊ 23 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦ ͍͔ͪͻ͔͚ͤ ͨ ͔͙͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍MES3508, MES3508P, MES3510P 

Ѕ ͔͔̏ͣͤͭ͡ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ˻͙͙͔ͨͫ͊ͤ 

1 ˴͔ͣͣ͊͡ ͔͔͙͊ͣͤ͘͘͡Ύ  ˴͔ͣͣ͊͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊Φ 

2 

48 (20 ~ 75) VDC (͒͡Ύ 
MES3508) 
48 (45 ~ 57) VDC (͒͡Ύ 
MES3508P ͙  MES3510P) 

˾͊͘Ά͔ͣ· ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤ͊͟ ͣΉ͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͫͭͦπ
Ύ͎ͤͤͦͦ ͭͦ͊͟. 

3 12VDC max 5A ˾͔͔͚ͤ͡·͚ ͍·ͻͦ͒ ͍͙͚͚͊͊ͪͤͦ ͙͎͙ͫͤ͊͊͘͡ͼ͙͙Υ м A 24 V DC. 
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2.4.3 ˣ͍ͦͦ͟·͔ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ 

 
˾͙ͫͯͤͦ͟ 39 τ ˽ ͍ͪ͊͊Ύ ͍͋ͦͦ͊͟Ύ ͔ͨ͊ͤ͡Έ 9ǘƘŜǊƴŜǘ-͍ͦͣͣͯͭ͊ͭͦͪͦ͟ 

 
˾͙ͫͯͤͦ͟ 40 τ ˶ ͔͍͊Ύ ͍͋ͦͦ͊͟Ύ ͔ͨ͊ͤ͡Έ 9ǘƘŜǊƴŜǘ-͍ͦͣͣͯͭ͊ͭͦͪͦ͟ 

˹͊ ͍͋ͦͦ͟·ͻ ͔ͨ͊ͤ͡Ύͻ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͪ͊ͫͨͦͦ͗ͤ͡· ͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·͔ ͔ͪ΄͔͙ͭ͟Σ ͦͭͦͪ͟·͔ ͫͯ͗͊ͭ͡ ͒͡Ύ 
͍ͦͭͦ͒͊ ͔ͭͨ͊͡. ˹͔ ͊ͪ͘͟·͍͚͔͊ͭ ͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·͔ ͍͔͙ͦͭͪͫͭΎ ͙͙ͨͦͫͭͦͪͦͤͤͣ ͔͔͙ͨͪ͒ͣͭ͊ͣΦ ̏ͭͦ ͔ͣͦ͗ͭ 
͙͍͔͙ͨͪͫͭ ͟ ͔͔͎͔͍ͨͪͪͯ ͔͍ͦͣͨͦͤͤͭͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͍·͍͊ͭ͘Έ ͤ͊ͪͯ΄͔͙ͤΎ ͍ ͔͎ͦ ͔ͪ͊͋ͦͭΦ ˾͔͔ͦͣͤ͒͊͟ͼ͙͙ ͨͦ 
͍͔ͯͫͭ͊ͤͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͪ͊ͫͨͦͦ͗ͤ͡· ͍ ͔͔ͪ͊͒͘͡ ζ̂ ͍ͫͭ͊ͤͦ͊͟ ͙ ͨ ͦ͒͟͡Ό;͔͙͔ͤη.  

2.4.4 ˿͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ 

˿ͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ Ethernet ͙͙ͤ͒ͼ͙͔ͪͯͭͫΎ ͍͒ͯͣΎ ͍͔͙ͫͭͦ͒ͦ͒ͤ·͙ͣ ͙͙͙ͤ͒͊ͭͦͪ͊ͣ͟Σ LINK/ACT 
͔͔͎ͤͦͦ͘͡ ͼ͍͔ͭ͊ ͙ SPEED Ύ͎ͤͭ͊ͪͤͦͦ ͼ͍͔ͭ͊Φ ˾͔͙͔͊ͫͨͦͦ͗ͤ͡ ͫ ͍͔͙͍ͭͦ͒ͦ͒ͦ ͨͦ͊͊ͤͦ͘͟ ͤ͊ ͙ͪͫͯͤ͊͟ͻ 41, 42, 43. 

 
˾͙ͫͯͤͦ͟ 41 τ ʕ ͔ͤ΄͙͚ͤ ͍͙͒ ͪ͊͘Ά͔ͣ͊ ͫ v{Ct+-͙͍͔͙ͭͪ͊ͤͫͪ͊ͣ 

 

˾͙ͫͯͤͦ͟ 42 τ ʕ ͔ͤ΄͙͚ͤ ͍͙͒ ͪ͊͘Ά͔ͣ͊ {Ctκ{CtҌ 
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˾͙ͫͯͤͦ͟ 43 τ ʕ ͔ͤ΄͙͚ͤ ͍͙͒ ͪ͊͘Ά͔ͣ͊ wW-45 

͙́͊͋͡ͼ͊ 24 τ ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ ͙͔ͤͭͪͺ͔͚͍ͫͦ QSFP+ 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
SPEED 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
LINK/ACT 

˿ͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ 

ˤ·͟͡Ό;͔ͤ ˤ·͟͡Ό;͔ͤ ˽ͦͪͭ ͍·͟͡Ό;͔ͤ ͙͙͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͔ͤ ͍͔ͯͫͭ͊ͤͦͤͦ͡ 

˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ 40 ˥ ͙͋κͭ ͫ

˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ  ˸͙͎͙͔͊ͤ ˮ͔͒ͭ ͔͔ͨͪ͒͊;͊ ͒͊ͤͤ·ͻ 

͙́͊͋͡ͼ͊ 25 τ ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ ͙͔ͤͭͪͺ͔͚͍ͫͦ SFP+ 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
SPEED 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
LINK/ACT 

˿ͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ 

ˤ·͟͡Ό;͔ͤ ˤ·͟͡Ό;͔ͤ ˽ͦͪͭ ͍·͟͡Ό;͔ͤ ͙͙͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͔ͤ ͍͔ͯͫͭ͊ͤͦͤͦ͡ 

ˤ·͟͡Ό;͔ͤ ˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ м ˥͙͋ͭκͫ 

˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ мл ˥͙͋ͭκͫ 

X ˸͙͎͙͔͊ͤ ˮ͔͒ͭ ͔͔ͨͪ͒͊;͊ ͒͊ͤͤ·ͻ 

͙́͊͋͡ͼ͊ 26 τ ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ ͙͔ͤͭͪͺ͔͚͍ͫͦ SFP 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
SPEED 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
LINK/ACT 

˿ͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ 

ˤ·͟͡Ό;͔ͤ ˤ·͟͡Ό;͔ͤ ˽ͦͪͭ ͍·͟͡Ό;͔ͤ ͙͙͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͔ͤ ͍͔ͯͫͭ͊ͤͦͤͦ͡ 

ˤ·͟͡Ό;͔ͤ ˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ млл ˸͙͋ͭκͫ 

˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ м ˥͙͋ͭκͫ 

X ˸͙͎͙͔͊ͤ ˮ͔͒ͭ ͔͔ͨͪ͒͊;͊ ͒͊ͤͤ·ͻ 

͙́͊͋͡ͼ͊ 27 τ ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ 9ǘƘŜǊƴŜǘ-͍ͨͦͪͭͦ мл/100/1000BASE-T 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
SPEED 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
LINK/ACT 

˿ͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ 

ˤ·͟͡Ό;͔ͤ ˤ·͟͡Ό;͔ͤ ˽ͦͪͭ ͍·͟͡Ό;͔ͤ ͙͙͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͔ͤ ͍͔ͯͫͭ͊ͤͦͤͦ͡ 

ˤ·͟͡Ό;͔ͤ ˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ м0 M͙͋ͭκͫ 
͙͙͡ 100 M͙͋ͭκͫ 

˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ мл00 
˸͙͋ͭκͫ 

X ˸͙͎͙͔͊ͤ ˮ͔͒ͭ ͔͔ͨͪ͒͊;͊ ͒͊ͤͤ·ͻ 

ˮ͙ͤ͒͊ͭͦͪ͟ Unit ID (1-8) ͫ ͙ͯ͗ͭ͡  ͒͡ Ύ ͦ͋ͦͤ͊͘;͔͙ͤΎ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ  
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˿͙͔ͫͭͣͤ·͔ ͙͙ͤ͒͊ͭͦͪ͟· όPower, Master, Fan, RPS) ͫͯ͗͊ͭ͡ ͒͡Ύ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͫͦͫͭͦΎ͙ͤΎ ͪ͊͋ͦͭ· 
͍ͯͦ͘͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟Φ 

͙́͊͋͡ͼ͊ 28 τ ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͙͔ͫͫͭͣͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟  

˹͍͙͔͊͊ͤ͘ 
͙͙ͤ͒͊ͭͦͪ͊͟ 

̅ͯͤ͟ͼ͙Ύ 
͙͙ͤ͒͊ͭͦͪ͊͟ 

˿ͦͫͭͦΎ͙͔ͤ ͙ ͙ͤ͒͊ͭͦͪ͊͟ ˿ͦͫͭͦΎ͙͔ͤ ͚͍ͯͫͭͪͦͫͭ͊ 

Power 
˿ͦͫͭͦΎ͙͔ͤ 
͙ͫͭͦ;͙͍ͤͦ͟ 
͙͙ͨͭ͊ͤΎ 

ˤ·͟͡Ό;͔ͤ ˽͙͙͔ͭ͊ͤ ͍·͟͡Ό;͔ͤͦ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
˽͙͙͔ͭ͊ͤ ͍͟͡Ό;͔ͤͦΣ ͤͦͪͣ͊͡Έͤ͊Ύ 
ͪ͊͋ͦͭ͊ ͚͍ͯͫͭͪͦͫͭ͊ 

MES3348 
MES3348F 
MES5324 

˻͔ͪ͊ͤ͗-
͍·͚ 

˻͍͙͔ͭͫͯͭͫͭ ͔͍͙ͨͪ;͎ͤͦͦ ͙͙ͨͭ͊ͤΎ 
͍͎ͦͫͤͦͤͦͦ ͙ͫͭͦ;͙ͤ͊͟ ό͙ͨͪ 
͙͙͙ͨͭ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ ͦͭ 
͔͔͍͎ͪͪͤͦͦ͘ ͙ͫͭͦ;͙ͤ͊͟ύ 

MES2308 
MES2308R 
MES2308P 
MES2324 
MES2324B 
MES2324F DC 
MES2324FB 
MES2324P 

˴ͪ͊ͫͤ·͚ ˢ͍͙͊ͪΎ ͍͙ͭͦͪ;͎ͤͦͦ ͙ͫͭͦ;͙ͤ͊͟ 

MES2328I 
MES3308F 
MES3316F 
MES3324 
MES3324F 

˴ͪ͊ͫͤ·͚ 

˻͍͙͔ͭͫͯͭͫͭ ͔͍͙ͨͪ;͎ͤͦͦ ͙͙ͨͭ͊ͤΎ 
͍͎ͦͫͤͦͤͦͦ ͙ͫͭͦ;͙ͤ͊͟ ό͙ͨͪ 
͙͙͙ͨͭ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ ͦͭ 
͔͔͍͎ͪͪͤͦͦ͘ ͙ͫͭͦ;͙ͤ͊͟ύ ͙͙͡ 
͍͙͊͊ͪΎ ͍͙ͭͦͪ;͎ͤͦͦ ͙ͫͭͦ;͙ͤ͊͟ 

˭͔͔ͤ͡·͚Σ ͔ͣͪͼ͔͊ͭ 
˿͔͙͍͙͔͊ͣͦͭͫͭͪͦ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ 
͙ͨͪ ͔ͫͭ͊ͪͭ όPOST) 

Master 

˽͙ͪͤ͊͘͟ 
͍͔͒ͯ΅͔͎ͦ 
͚͍ͯͫͭͪͦͫͭ͊ ͙ͨͪ 
͔ͪ͊͋ͦͭ ͍ ͔͔ͫͭ͟ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
͚͍̂ͫͭͪͦͫͭͦ Ύ͍͡Ύ͔ͭͫΎ 
ζ͔ͣ͊ͫͭͪͦͣη ͍ ͔͔ͫͭ͟ 

ˤ·͟͡Ό;͔ͤ 
͚͍̂ͫͭͪͦͫͭͦ ͤ ͔ Ύ͍͡Ύ͔ͭͫΎ 
ζ͔ͣ͊ͫͭͪͦͣη ͍ ͔͔ͫͭ͟ 

Fan 
˿ͦ ͫͭͦΎ͙͔ͤ 
͍͔͙ͤͭ͡Ύͭͦͪ͊ 
ͦͻ͔͙͊͗͒ͤ͡Ύ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˤ͔ͫ ͍͔͙ͤͭ͡Ύͭͦͪ· ͙͍ͫͨͪ͊ͤ·  

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
˻ͭ͊͘͟ ͎ͦ͒ͤͦͦ ͙͙͡ ͔͔͋ͦ͡ 
͍͔͙ͤͭ͡Ύͭͦͪͦ ͍

Status 
ˮ͙ͤ͒͊ͭͦͪ͟ 
ͫͦͫͭͦΎ͙ͤΎ 
͚͍ͯͫͭͪͦͫͭ͊ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˹ͦͪͣ͊͡Έͤ͊Ύ ͪ͊͋ͦͭ͊ ͚͍ͯͫͭͪͦͫͭ͊ 

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 

˻ͭ͊͘͟ ͎ͦ͒ͤͦͦ ͙͙͡ ͔͔͋ͦ͡ 
͍͔͙ͤͭ͡Ύ͍ͭͦͪͦ, ͍ ·ͫͦ͊͟Ύ 
͔͔ͭͣͨͪ͊ͭͯͪ͊ ͤ͊ ͦ͒ͤͦͣ ͙͘ 
͔ͭͪͣͦ͒͊ͭ;͙͍ͦ͟ ͙͙͡ ͍͙͊͊ͪΎ tƻ9 
(MES2348P) 

˴ͪ ͊ͫͤ·͚-͔͔ͤ͘͡·͚Σ ͙͎͔ͣ͊ͭ 

˭͎͊ͪͯ͊͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ ˹͔ 
ͤ͊ͤ͊͘;͔ͤ IP-͔͊͒ͪͫ ͙ͤ ͤ͊ ͙ͦ͒ͤ 
͙͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͙͋ͦ͡ ͍ ͔͔ͫͭ͟ ͔ͤ 
͔ͦ͋ͤ͊ͪͯ͗ͤ ͔ͣ͊ͫͭͪ (MES2324, 
MES2324FB, MES2324F DC) 

PoE 
ˮ͙ͤ͒͊ͭͦͪ͟  
ͫͦͫͭͦΎ͙ͤΎ tƻ9-
͍ͨͦͪͭͦ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
˽ͦ͒͟͡Ό;͔ͤ ͔͙͔ͨͦͭͪ͋ͭ͡Έ tƻ9 
ό͎͙ͦͪͭ ͙͙ͤ͒͊ͭͦͪ͟Σ 
͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͚ ͨͦͪͭͯύ 

ˤ·͟͡Ό;͔ͤ 
˽͔͙͔͙ͦͭͪ͋ͭ͡ tƻ9 ͔ͤ 
ͨͦ͒͟͡Ό;͔ͤ· 

RPS 
˾͔͙͗ͣ ͪ͊͋ͦͭ· 
͔͔͍͎ͪͪͤͦͦ͘ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
˾͔͔͍ͪͤ͘·͚ ͙ͫͭͦ;͙ͤ͟ ͨͦ͒͟͡Ό;͔ͤ 
͙ ͔ͪ͊͋ͦͭ͊ͭ ͤͦͪͣ͊͡Έͤͦ 
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͙ͫͭͦ;͙ͤ͊͟ 
͙͙ͨͭ͊ͤΎ ˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 

˻͍͙͔ͭͫͯͭͫͭ ͔͍͙ͨͪ;͎ͤͦͦ ͙͙ͨͭ͊ͤΎ 
͔͔͍͎ͪͪͤͦͦ͘ ͙ͫͭͦ;͙ͤ͊͟ ͙͙͡ ͔͎ͦ 
͔͙͍ͤͫͨͪ͊ͤͦͫͭΈ 

ˤ·͟͡Ό;͔ͤ 
˾͔͔͍ͪͤ͘·͚ ͙ͫͭͦ;͙ͤ͟ ͔ͤ 
ͨͦ͒͟͡Ό;͔ͤ 

Battery 
(MES2324B, 
MES2324FB, 
MES2348B) 

ˮ͙ͤ͒͊ͭͦͪ͟ 
ͫͦͫͭͦΎ͙ͤΎ 
͊ͯͣͯ͟͟͡Ύ͚ͭͦͪͤͦ 
͔͙͋͊ͭ͊ͪ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
ˢ˴ˣ ͨͦ͒͟͡Ό;͔ͤ͊Σ ͙͙͔ͨͭ͊ͤ ͍ 
͔ͤͦͪͣ 

˭͔͔ͤ͡·͚Σ ͙͎͔ͣ͊ͭ ˢ˴ˣ ͊ͪ͘Ύ͔͗͊ͭͫΎ 

˴ͪ͊ͫͤ·͚-͔͖ͤ͘͡·͚Σ ͙͎͔ͣ͊ͭ 
˻͍͔ͫͤͦͤͦ ͙͙͔ͨͭ͊ͤ ͦͭ͟͡Ό;͔ͤͦΣ 
ˢ˴ˣ ͪ͊ͪ͘Ύ͔͗͊ͭͫΎ 

˴ͪ͊ͫͤ·͚Σ ͙͎͔ͣ͊ͭ ˹͙͙͚͘͟ ͍͔ͯͪͦͤΈ ͊ͪ͘Ύ͒͊ ˢ˴ˣ 

ˤ·͟͡Ό;͔ͤ ˢ˴ˣ ͦͭ͟͡Ό;͔ͤ͊ 

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
ˢ͍͙͊ͪΎ ˾́ˣ όͪ͊ͫͼ͔͙͔ͨͭ͡Ύ ͭͦ͊͟ 
͔͙͋͊ͭ͊ͪύ 

PS1, PS2 
(MES2348P) 

ˮ͙ͤ͒͊ͭͦͪ͟ 
ͫͦͫͭͦΎ͙ͤΎ 
͍͋ͦͦ͟͡ ͙͙ͨͭ͊ͤΎ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
ˣͦ͟͡ ͙͙ͨͭ͊ͤΎ ͍͔ͯͫͭ͊ͤͦͤ͡ ͍ ͫͦͭ͡Σ 
͙͙͔ͨͭ͊ͤ ͍͟͡Ό;͔ͤͦ 

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 

ˣͦ͟͡ ͙͙ͨͭ͊ͤΎ ͍͔ͯͫͭ͊ͤͦͤ͡ ͍ ͫͦͭ͡Σ 
ͤͦ ͙͙͔ͨͭ͊ͤ ͦͭ͟͡Ό;͔ͤͦ; ͋ ͦ͟͡ 
͙͙ͨͭ͊ͤΎ ͍͔ͯͫͭ͊ͤͦͤ͡ ͍ ͫͦͭ͡Σ 
͙͙͔ͨͭ͊ͤ ͍͟͡Ό;͔ͤͦΣ ͤͦ ͔ͫͭΈ 
͔͙͍ͤͫͨͪ͊ͤͦͫͭΈ 

ˤ·͟͡Ό;͔ͤ 
ˣͦ͟͡ ͙͙ͨͭ͊ͤΎ ͔ͤ ͍͔ͯͫͭ͊ͤͦͤ͡ ͍ 
ͫͦͭ͡ 

Alarm 

˿͍͔͍ͭͦ͊Ύ 
͙͙ͤ͒͊͟ͼ͙Ύ 
͙͔ͫͫͭͣͤ·ͻ 
͙͙͍ͤ͒͊ͭͦͪͦ͟ 

˴ͪ ͊ͫͤ·͚ς͘ ͔͖ͤ͡·͚Σ ͙͎͔ͣ͊ͭ 
˹͎͊ͪͯ͊͘͟ ˾ͦ˩ ͍·΄͔ ͤ ͚͙͊ͫͭͪͦ͟ 
usage-threshold 

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 

˴͙͙ͪͭ;͔ͫ͊͟Ύ ͦ΄͙͋͊͟ ͍ ͔ͪ͊͋ͦͭ 
˾ͦ˩Σ ͙͍͔ͨͪ͒΄͊Ύ ͟ ͦͭ͟͡Ό;͔͙ͤΌ 
˾ͦ˩ ͤ͊ ͍͔ͫͻ ͨͦͪͭ͊ͻ ͙͋ͦ͡ ͦͭ͊͘͟ 
͎ͦ͒ͤͦͦ ͙͙͡ ͔͔͋ͦ͡ ͍͔͙ͤͭ͡Ύ͍ͭͦͪͦ 

ˤ·͟͡Ό;͔ͤ 
˹͎͊ͪͯ͊͘͟ ˾ͦ˩ ͙͔ͤ͗ ͤ ͚͙͊ͫͭͪͦ͟ 
usage-threshold 

PWR1 
(MES3508, 
MES3508P, 
MES3510P) 

ˮ͙ͤ͒͊ͭͦͪ͟ 
ͫͦͫͭͦΎ͙ͤΎ 
͙͙ͨͭ͊ͤΎ 
͚͍ͯͫͭͪͦͫͭ͊ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˽͙͙͔ͭ͊ͤ ͨͦ͒͊ͤͦ ͤ͊ ͍͍ͦ͒ PWR1 

ˤ·͟͡Ό;͔ͤ 
˽͙͙͔ͭ͊ͤ ͤ͊ ͍͍ͦ͒ PWR1 ͤ ͔ 
ͨͦ͒͊ͤͦ 

PWR2 
(MES3508, 
MES3508P, 
MES3510P) 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˽͙͙͔ͭ͊ͤ ͨͦ͒͊ͤͦ ͤ͊ ͍͍ͦ͒ PWR2 

ˤ·͟͡Ό;͔ͤ 
˽͙͙͔ͭ͊ͤ ͤ͊ ͍͍ͦ͒ PWR2 ͤ ͔ 
ͨͦ͒͊ͤͦ 

Temp 
(MES3508, 
MES3508P, 
MES3510P) 

ˮ͙ͤ͒͊ͭͦͪ͟ 
͔͔ͭͣͨͪ͊ͭͯͪ· 

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˽͔͔͎͔͍ͪͪ ͚͍ͯͫͭͪͦͫͭ͊ 

ˤ·͟͡Ό;͔ͤ 
˹ͦͪͣ͊͡Έͤ͊Ύ ͪ͊͋ͦͭ͊Σ ͔͔͎͔͍ͨͪͪ͊ 
͔ͤͭ 

2.5 ˴͔ͦͣͨͭ͟͡ ͍͙ͨͦͫͭ͊͟ 

ˤ ͍͋͊ͦ͘·͚ ͔ͦͣͨͭ͟͟͡ ͍͙ͨͦͫͭ͊͟ ͍ͻͦ͒ΎͭΥ 

¶ Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟Τ 

¶ ˴ͦ ͔ͣͨͭ͟͡ ͔͔ͪͨ͗͊͟ ͍  ͚ͫͭͦͯ͟Τ 

¶ ̊ͤͯͪ ͙͙ͨͭ͊ͤΎ ˩͍͍͙ͪͦ͊͟͡-˿моΣ мΦуͣ όͭͦ͡Έͦ͟ ͒͡Ύ a9{нолуΣ a9{нолуwΣ a9{нолуt !/Σ 
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B); 

¶ ̊ͤͯͪ ͙͙ͨͭ͊ͤΎ ˽ˤ˿ нҎ1.5, нͣ όͭͦ͡Έͦ͟ ͒͡Ύ ͔͔͚ͣͦ͒͡ a9{нолуt 5/Σ a9{нонп 5/Σ MES2324B, 
MES2324F DC, MES2324FB, MES2324P DC, MES2348B, MES3508, MES3508P, MES3510P); 



 

64  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

¶ ˾͊͘Ά͔ͣ ͔͊͋͟͡Έ͚ͤͦ ;͙͊ͫͭ н95DY-5.08-02P-14-00AH τ н ΄ͭΦ όͭͦ͡Έͦ͟ ͒͡Ύ MES3508, 
MES3508P, MES3510P); 

¶ ˾͊͘Ά͔ͣ ͔͊͋͟͡Έ͚ͤͦ ;͙͊ͫͭ н95DY-5.08-03P-14-00AH τ м ΄ͭΦ όͭͦ͡Έͦ͟ ͒͡Ύ MES3508, 
MES3508P, MES3510P); 

¶ ˽͊ͣΎͭ͊͟ ͦ ͔͒ͦͯͣͤͭ͊͟ͼ͙͙Τ 

¶ ˿͔͙ͪͭͺ͙͊ͭ͟ ͍͔͍͙ͫͦͦͭͭͫͭΎΤ 

¶ ˽͊ͫͨͦͪͭΦ 

˽ͦ ͊ͨͪͦͫͯ͘ ͍ ͔ͦͣͨͭ͟͟͡ ͍͙ͨͦͫͭ͊͟ ͦ ͨͼ͙ͦͤ͊͡Έͤͦ ͣ ͎ͦͯͭ ͋·ͭΈ ͍͟͡Ό;͔ͤ·Υ 

¶ ˾͍͍ͯͦͦ͒ͫͭͦ͟ ͨͦ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ ͤ͊ CD-͙͔͒ͫ͟; 

¶ ˴ͦͤͫͦ͡Έͤ·͚ ͔͊͋͟͡Έ; 

¶ ˸ͦ͒ͯ͡Έ ͙͙ͨͭ͊ͤΎ PM160-220/12 (͒͡Ύ MES2328I, MES3308F, MES3316F, MES3324(F), 
MES3348(F), MES5324), PM165-220/12 (͒ ͡Ύ MES2328I, MES3308F, MES3316F, MES3324(F), 
MES3348(F), MES5324), PM65-220/12 (͒ ͡Ύ MES2328I, MES3308F, MES3316F, MES3324(F), 
MES3348) ͙ ͙͡ PM950-220/56 (͒ ͡Ύ MES2348P); 

¶ ̊ͤͯͪ ͙͙ͨͭ͊ͤΎ ˩͍ ͍͙ͪͦ͊͟͡-˿моΣ мΦуͣ ό͍ ͫͯ͡;͔͊ ͔ͦͣͨͭ͊͟͟͡ͼ͙͙ ͔ͣͦ͒ͯͣ͡ ͙͙ͨͭ͊ͤΎ 
PM160-220/12, PM165-220/12, PM65-220/12 ͙ ͙͡ PM950-220/56); 

¶ ˸ͦ͒ͯ͡Έ ͙͙ͨͭ͊ͤΎ PM100-48/12 (͒͡Ύ MES2328I, MES3308F, MES3316F, MES3324(F), 
MES3348(F), MES5324) ͙ ͙͡ PM950-48/56 (͒ ͡Ύ MES2348P); 

¶ ̊ͤͯͪ ͙͙ͨͭ͊ͤΎ ˽ ˤ˿ нҎ1.5, нͣ ό͍ ͫͯ͡;͔͊ ͔ͦͣͨͭ͊͟͟͡ͼ͙͙ ͔ͣͦ͒ͯͣ͡ ͙͙ͨͭ͊ͤΎ PM100-48/12); 

¶ SFP/SFP+/QSFP+-͙͍͔ͭͪ͊ͤͫͪ·Φ 
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3 ̂˿́ˢ˹˻ˤ˴ˢ ˮ ˽ ˻˨˴˶̑̉˩˹ˮ˩ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤ· ͨͪͦͼ͔͒ͯͪ· ͍͙ͯͫͭ͊ͤͦ͟ ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͍ ͚ͫͭͦͯ͟ ͙ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͨͭ͊π
Ό΅͔͚ ͔͙ͫͭΦ 

3.1 ˴͔͔͙͔ͪͨͤ͡ ͪͦͤ͟΄͔͚͍ͭͤͦ 

ˤ ͔ͦͣͨͭ͟͟͡ ͍͙ͨͦͫͭ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ͻͦ͒Ύͭ ͪͦͤ͟΄͔͚ͭͤ · ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͍ ͚ͫͭͦͯ͟ ͙ ͍͙ͤͭ· ͒͡Ύ ͔͔ͪͨ͟͡π
͙ͤΎ ͪͦͤ͟΄͔͚ͭͤ ͍ͦ ͟ ͦͪͨͯͫͯ͟ ͚͍ͯͫͭͪͦͫͭ͊Φ ˨͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͪͦͤ͟΄͔͚͍ͭͤͦΥ 

 

˾͙ͫͯͤͦ͟ 44 τ ˴ ͔͔͙͔ͪͨͤ͡ ͪͦͤ͟΄͔͚͍ͭͤͦ 

1. ˽͙ͪ ͙ͤ͊͡;͙͙ ͎ͭͪ͊ͤͫͨͦͪͭͤͦͦ ͍͙ͤͭ͊ ͙͔ͯ͒͊ͭ͡ ͔͎ͦ ͔͔ͨͪ͒ ͤ͊;͊ͦͣ͡ ͍͙ͯͫͭ͊ͤͦ͟. 
2. ˿͍͔͙͔ͦͣͫͭͭ ;͔ͭ·͔ͪ ͍͔͙ͦͭͪͫͭΎ ͒͡Ύ ͍͙͍ͤͭͦ ͤ͊ ͪͦͤ͟΄͔͚ͭͤ ͔ ͫ ͙͙ͭ͊ͣ͟ ͔͗ ͍͔͙ͦͭͪͫͭΎ͙ͣ ͤ͊ ͋ͦπ
͍͚ͦͦ͟ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊Φ 

3. ˿ ͨͦͣͦ΅ΈΌ ͍͔͙ͦͭͪͭ͟ ͙͔͙͔ͨͪͪͨͭ͟ ͪͦͤ͟΄͔͚ͭͤ  ͍͙ ͙ͤͭ͊ͣ ͟ ͦͪͨͯͫͯ͟Φ 
4. ˽͍͙͔ͦͭͦͪͭ ͔͚͍͙͒ͫͭΎ мΣ н ͒͡Ύ ͍͎ͭͦͪͦͦ ͪͦͤ͟΄͔͚ͭͤ ͊Φ  

3.2 ͍̂ͫͭ͊ͤͦ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͚ͫͭͦͯ͟ (͔ͪͦͣ͟ MES3508, MES3508P, MES3510P) 

˨͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͚ͫͭͦͯ͟Υ 

1. ˽͙͙͔ͪͦ͗ͭ͡ ͚͍ͯͫͭͪͦͫͭͦ ͟ ͍͔͙ͪͭ͊͟͡Έͤ·ͣ ͍ͤ͊ͨͪ͊͡ΎΌ΅͙ͣ ͚͙ͫͭͦ͟Φ 
2. ˿͍͔͙͔ͦͣͫͭͭ ͍͔͙ͦͭͪͫͭΎ ͪͦͤ͟΄͔͚ͭͤ ͍ͦ ͫ ͍͔͙ͦͭͪͫͭΎ͙ͣ ͤ͊ ͍ͤ͊ͨͪ͊͡ΎΌ΅͙ͻ ͚͙ͫͭͦ͟Φ ˮͫͨͦ͡Έ͚͔ͯͭ͘ 
͍͔͙ͦͭͪͫͭΎ ͍ ͍ͤ͊ͨͪ͊͡ΎΌ΅͙ͻ ͤ͊ ͦ͒ͤͦͣ ͍͔ͯͪͦͤ ͫ ͔͙ͦ͋ͻ ͫͭͦͪͦͤ ͚͙ͫͭͦ͟Σ ͒͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͚ͯͫͭͪͦπ
͍ͫͭͦ ͎ͪ͊ͫͨͦ͊͊ͦͫ͡͡Έ ͎͙ͦͪͦͤͭ͊͘͡ΈͤͦΦ 

3. ˿ ͨͦͣͦ΅ΈΌ ͍͔͙ͦͭͪͭ͟ ͙͔͙͔ͨͪͪͨͭ͟ ͟ ͦͣͣͯͭ͊ͭͦͪ ͟  ͚͔ͫͭͦ͟ ͍ ͙͙ͤͭ͊ͣ. 
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˾͙ͫͯͤͦ͟ 45 τ ̂ ͍ͫͭ͊ͤͦ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͚ͫͭͦͯ͟ 
˹͊ ͙͔ͪͫͯͤ͟ 46 ͨ ͙͍͔͔ͪ͒ͤ ͙͔ͨͪͣͪ ͔ͪ͊ͣ͘΅͔͙ͤΎ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ MES5324 ͍  ͫͭ ͚͔ͦ͟. 

 

˾͙ͫͯͤͦ͟ 46 τ ˾ ͔͊ͣ͘΅͔͙͔ͤ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ a9{ронп ͍ ͚͔ͫͭͦ͟ 

 

 

˹͔ ͊ͪ͘͟·͍͚͔͊ͭ ͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·͔ ͍͔͙ͦͭͪͫͭΎΣ ͊ ͔ͭ͊͗͟ ͍͔͙ͤͭ͡Ύͭͦͪ·Σ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·͔ ͤ͊ 
͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡Σ ͙͙ͨͦͫͭͦͪͦͤͤͣ ͔͔͙ͨͪ͒ͣͭ͊ͣ ͍ͦ ͙͔͙͔͋͗͊ͤ͘ ͔͔͎͔͍ͨͪͪ͊ ͔͍ͦͣͨͦͤͤͭͦ͟ 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͤ͊ͪͯ΄͔͙ͤΎ ͔͎ͦ ͪ͊͋ͦͭ·Φ 
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3.3 ͍̂ͫͭ͊ͤͦ͊͟ ͚͍ͯͫͭͪͦͫͭ MES3508, MES3508P, MES3510P ͤ ͊ DIN-͔͚ͪͯ͟ 

 

͚͍̂ͫͭͪͦͫͭͦ ͔ͪ͊ͣ͘΅͔͊ͭͫΎ ͍͔͙ͪͭ͊͟͡ΈͤͦΣ ͭ͊͟ ͊͟͟ ͍͋ͦͦ͟·͔ ͔͙ͨ͊ͤ͡ ͔͔ͦ͋ͫͨ;͙͍͊Όͭ ͔ͭͨͦ͡π
͍ͦͭͦ͒Φ 

˨͡ Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͤ͊ DIN-͔͚ͪͯ͟: 

1. ˹͙͊ͦͤͭ͟͡Έ ͦͪͨͯͫ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍͔ͪͻ͔͚ͤ ;͊ͫͭΈΌ ͦͭ ͔ͫ͋Ύ ͙ ͙͙ͨͪͦ͗ͭ͡Έ ͔͔͙͔ͪͨͤ͟͡ ͤ͊ ͔͚͊͒ͤ͘ 
͔͙ͨ͊ͤ͡ ͟  5Lb-͔͚͔ͪ͟ ͭ͊͟Σ ;ͭͦ͋· ͔͔ ͍͔ͪͻͤΎΎ ͪͦͣ͊͟͟ ͦ͊͊͊ͫ͘͟͡Έ ͊͘ ͍ͨͪͦͦͦ͡;͚ͤͦ ͙͚ͨͪͯ͗ͤͦ. 

2. ˹͍͙͊͒͊ͭΈ ͤ͊ ͦͪͨͯͫ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍͔ͫͪͻͯ. 
3. ˹͔  ͙ͫͤͣ͊Ύ ͍͔͙͒͊ͤ͡ΎΣ ͙ͨͪ͗͊ͭΈ ͙ͤ͗ͤΌΌ ;͊ͫͭΈ ͦͪͨͯͫ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͟ DIN-͔͚͔ͪ͟ ͒ ͦ ͊͘΅͔͙͟͡π
͍͙͊ͤΎΦ 

˨͡ Ύ ͔͒ͣͦͤͭ͊͗͊ ͚͍ͯͫͭͪͦͫͭ͊ ͫ DIN-͔͚͙ͪ͟: 

1. ˹͍͙͊͒͊ͭΈ ͤ͊ ͦͪͨͯͫ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍͔ͫͪͻͯ. 
2. ˹͔ ͙ͫͤͣ͊Ύ ͍͔͙͒͊ͤ͡ΎΣ ͨͦͭΎͤͯͭΈ ͙ͤ͗ͤΌΌ ;͊ͫͭΈ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͤ͊ ͔ͫ͋Ύ. 
3. ˽͙ͪͨͦ͒ͤΎ͍ ͦͪͨͯͫ͟Σ ͫͤΎͭΈ ͚͍ͯͫͭͪͦͫͭͦ ͫ  DIN-͔͚͙ͪ͟. 

3.4 ͍̂ͫͭ͊ͤͦ͊͟ ͔͚ͣͦ͒ͯ͡ ͙͙ͨͭ͊ͤΎ 

˴ͦͣͣͯͭ͊ͭͦͪ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ ͫ ͙ͦ͒ͤͣ ͙͙͡ ͍͒ͯͣΎ ͣͦ͒ͯ͡Ύ͙ͣ ͙͙ͨͭ͊ͤΎΦ ͍̂ͫͭ͊ͤͦ͊͟ ͍͎ͭͦͪͦͦ ͣͦ͒ͯ͡Ύ 
͙͙ͨͭ͊ͤΎ ͔ͤͦ͋ͻ͙ͦ͒ͣ͊ ͍ ͫͯ͡;͔͊ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͍͙ͯͫͦ͡ΎͻΣ ͔ͭͪ͋ͯΌ΅͙ͻ ͍ͨͦ·΄͔͚ͤͤͦ 
͔͙ͤ͊͒͗ͤͦͫͭΦ 

˸͔ͫͭ͊ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͔͚ͣͦ͒ͯ͡ ͙͙ͨͭ͊ͤΎ ͫ Ή͔͙ͭͪ͟͡;͔͚ͫͦ͟ ͭ ͦ;͙͟ ͔͙ͪͤ͘Ύ ͍ͪ͊ͤͦͼ͔ͤͤ·Φ ˿ ͭͦ;͙͟ ͔͙ͪͤ͘Ύ 
͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͚͍ͯͫͭͪͦͫͭ ͊ͣͦ͒ͯ͡Έ ͙͙ͨͭ͊ͤΎ, ͤ͊ͻͦ͒Ύ΅͙͚ͫΎ ͙͔͋͗͡ ͟ ͪ͊͟Ό, ͫ;͙͔ͭ͊ͭͫΎ ͍ͦͫͤͦͤ·ͣΣ ͙͔͋͗͡ ͟ 
ͼ͔ͤͭͪͯ τ ͔͔͍ͪͪͤ͘·ͣΦ ˸͙ͦ͒ͯ͡ ͙͙ͨͭ͊ͤΎ ͎ͣͦͯͭ ͍͙͍ͯͫͭ͊ͤ͊͊ͭ͡ΈͫΎ ͙ ͙͍͔͊ͭ͘͟͡ΈͫΎ ͔͋͘ ͍·͟͡Ό;͔͙ͤΎ 
͚͍ͯͫͭͪͦͫͭ͊Φ ˽͙ͪ ͍͔ͯͫͭ͊ͤͦ͟ ͙͙͡ ͙͍͔͘͡;͔͙͙ͤ ͙͔͒ͦͨͦͤͭ͡͡Έ͎ͤͦͦ ͣͦ͒ͯ͡Ύ ͙͙ͨͭ͊ͤΎ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͨͪͦ͒ͦ͗͊ͭ͡ 
ͪ͊͋ͦͭͯ ͔͋͘ ͔͔ͨͪ͊ͨͯͫ͊͘͟Φ 

 

˽͔͔ͪ͒ ͙͍͙͔ͦ͋ͫͯ͗͊ͤͣ͡ ͙͔͙͒͘͡ΎΣ ͔ͪͣͦͤͭͦͣ ͙͙͡ ͎͙͙͒ͪͯͣ ͎͙͊ͤ͊ͦ͡;ͤ·͙ͣ ͔͚͍͙͒ͫͭΎ͙ͣ 
ͦͭ͟͡Ό;͙͔ͭ ͙͔͙͔͒͘͡ ͦͭ ͍͔ͫͻ ͙ͫͭͦ;͙͍ͤͦ͟ ͙͙ͨͭ͊ͤΎ. 

 

˾͙ͫͯͤͦ͟ 47 τ ̂ ͍ͫͭ͊ͤͦ͊͟ ͔͚ͣͦ͒ͯ͡ ͙͙ͨͭ͊ͤΎ 
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˿ͦͫͭͦΎ͙͔ͤ ͔͚ͣͦ͒ͯ͡ ͙͙ͨͭ͊ͤΎ ͔ͣͦ͗ͭ ͋·ͭΈ ͍͔͔ͨͪͦͪͤͦ ͨͦ ͙͙ͤ͒͊͟ͼ͙͙ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ 
ͦͣͣͯͭ͊ͭͦͪ͊͟ όͫͣΦ ͔ͪ͊͒͘͡ 2.4.4ύ ͙͙͡ ͨͦ ͙͎͙͔͒͊ͤͦͫͭ͟Σ ͚͒ͦͫͭͯͨͤͦ ;͔͔ͪ͘ ͙͔ͤͭͪͺ͔͚ͫ· ͍͔͙ͯͨͪ͊ͤ͡Ύ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

 

ˮ͙ͤ͒͊͟ͼ͙Ύ ͍͙͙͊͊ͪ ͣͦ͒ͯ͡Ύ ͙͙ͨͭ͊ͤΎ ͔ͣͦ͗ͭ ͋·ͭΈ ͍·͍͊ͤ͊͘ ͔ͤ ͭͦ͡Έͦ͟ ͦͭ͊ͦͣ͘͟ ͣͦ͒ͯ͡ΎΣ 
ͤͦ ͙ ͍͙͔ͦͭͫͯͭͫͭͣ ͔͍͙ͨͪ;͎ͤͦͦ ͙͙ͨͭ͊ͤΎΦ 

3.5 ˽ͦ͒͟͡Ό;͔͙͔ͤ ͙ͨͭ͊Ό΅͔͚ ͔͙ͫͭ 

1. ˽͔͔ͪ͗͒ ;͔ͣ ͟ ͚͍ͯͫͭͪͦͫͭͯ ͔͋ͯ͒ͭ ͨͦ͒͟͡Ό;͔ͤ͊ ͙ͨͭ͊Ό΅͊Ύ ͔ͫͭΈΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͔͙͊ͣͭ͘͘͡Έ ͦͪ͟π
ͨͯͫ ͚͍ͯͫͭͪͦͫͭ͊Φ ˭͔͔͙͔͊ͣͤ͘͡ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·ͨͦͤ͡ΎͭΈ ͙͙͍ͦͪͦ͊ͤͤ͘͡·ͣ ͎͙ͣͤͦͦ͗͡Έͤ·ͣ ͨͪͦπ
͍ͦ͒ͦͣΦ ͚͍̂ͫͭͪͦͫͭͦ ͔͔͙͊ͣͤ͘͘͡Ύ ͙ ͔ͫ;͔͙͔ͤ ͔͊ͣ͘͘͡ΎΌ΅͔͎ͦ ͍ͨͪͦͦ͒͊ ͒ͦ͗ͤ͡· ͍͔͍ͫͦͦͭͭͫͭͦπ
͍͊ͭΈ ͔͍͙ͭͪ͋ͦ͊ͤΎͣ ˽̂̏Φ  

 
˽ͦ ͒͟͡Ό;͔͙͔ͤ ͒ͦ͗ͤͦ͡ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͍͙͊͟͡ͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͣ ͔ͫͨͼ͙͙͊ͫͭͦͣ͡Φ 

  
2. ˩͙ͫ͡ ͔͎͔ͨͪ͒ͨͦ͊͊ͭͫ͡Ύ ͨͦ͒͟͡Ό;͔͙͔ͤ ͦͣͨ͟ΈΌ͔ͭͪ͊ ͙͙͡ ͙͎ͤͦͦ ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͟ ͦͤͫͦ͟͡Έͤͦͣͯ 
ͨͦͪͭͯ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ Ήͭͦ ͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ ͔ͭ͊͗͟ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͔ͤ͊͒͗ͤͦ ͔͔͊ͣͤͦ͘͘͡Φ 

3. ˽ͦ͒͟͡Ό;͙͔ͭ ͟ ͚͍ͯͫͭͪͦͫͭͯ ͔͊͋͟͡Έ ͙͙ͨͭ͊ͤΎΦ ˤ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔ͦͣͨͭ͊͟͟͡ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊Σ ͙ͨπ
͙͔ͭ͊ͤ ͔ͣͦ͗ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͦͭ ͔͙ͫͭ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ ͙͋ͦ͡ ͦͭ ͔͙ͫͭ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟Φ ˽͙ͪ 
ͨͦ͒͟͡Ό;͔͙͙ͤ ͔͙ͫͭ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ ͔͔ͫ͒ͯͭ͡ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͊͋͟͡ΈΣ ͍ͻͦ͒Ύ΅͙͚ ͍ ͔ͦͣͨͭ͟͟͡ 
͚͍ͯͫͭͪͦͫͭ͊Φ ˽͙ͪ ͨͦ͒͟͡Ό;͔͙͙ͤ ͟ ͔͙ͫͭ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟ ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͍ͨͪͦͦ͒ ͔ͫ;͔͙͔ͤͣ ͔ͤ 
͔͔͔ͣͤ м ͣͣ2 ͙ ͫͦ͋͡Ό͚͔͒͊ͭ ͨͦ͡ΎͪͤͦͫͭΈΣ ͯ͊͊ͤͤͯ͘͟Ό ͤ͊ ͔͋ͦ͟͡ ͙͙ͨͭ͊ͤΎ. 

 

ˤͦ ͙͔͙͔͋͗͊ͤ͘ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ ͎ͦͪͦͭͦͦ͟͟ ͊ͣ͘·͙͊ͤ͟Ύ ͙ͨͪ ͨͦ͒͟͡Ό;͔͙͙ͤ ͟ ͔͙ͫͭ ͨͦͫͭͦπ
Ύ͎ͤͤͦͦ ͭͦ͊͟ ͔͔͔ͪͦͣͤ͒ͯͭͫ͟Ύ ͙͍͔͙ͨͪͦͫͭ͘ ͊͘;͙ͫͭͯ͟ ͍ͨͪͦͦ͒͊ ͤ͊ ͙͒ͤͯ͡ ф ͣͣ. 

  

 

͔̇ͨΈ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎͤͤ·ͣ ͭͦͦͣ͟ ͒ͦ͗ͤ͊͡ ͔ͫͦ͒ͪ͗͊ͭΈ ͚͍ͯͫͭͪͦͫͭͦ ͦͭ͟͡Ό;͔͙ͤΎ ͙͙ͨͭ͊ͤΎ 
ͫ ͺ͙͙͘;͔͙ͫͣ͟ ͪ͊͘Ά͔͙͔͙͔͒ͤͤͣ ͔͙͔͙ͫͦ͒ͤͤΎ ό͍·͟͡Ό;͔͊ͭ͡ΈΣ ͪ͊͘Ά͔ͣΣ ͦͤͭ͊ͭͦͪ͟͟Σ ͍͊ͭͦπ
͙ͣ͊ͭ;͔͙͚ͫ͟ ͍·͟͡Ό;͔͊ͭ͡Έ ͙ ͭΦͨΦύ. 
 

4. ˤ͟͡Ό;͙͔ͭ ͙͙͔ͨͭ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͔͙͔ͯ͋͒ͭͫΈ ͍  ͍͙͙ͦͭͫͯͭͫͭ ͍͙͚͊͊ͪ ͨͦ ͫͦͫͭͦΎ͙ͤΌ ͙͙͍ͤ͒͊ͭͦͪͦ͟ 
ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Φ 
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3.6 ˽ͦ͒͟͡Ό;͔͙͔ͤ ˢ˴ˣ ͟ a9{2324B, MES2324FB, MES2348B 

˽ͦ͒͟͡Ό;͔͙͔ͤ ˢ˴ˣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͔ͣ͒ͤ·ͣ ͍ͨͪͦͦ͒ͦͣ ͔ͫ;͔͙͔ͤͣ ͔ͤ ͔͔͔ͣͤ м,р ͣͣ2Φ ˽͙ͪ ͨͦ͒͟͡Όπ
;͔͙͙ͤ ˢ˴ˣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͫͦ͋͡Ό͒͊ͭΈ ͨͦ͡ΎͪͤͦͫͭΈ. 

˫ͣͦͫͭ͟Έ ˢ˴ˣ ͤ ͔ ͔͔͔ͣͤ нл Ah. 

 

˾͙ͫͯͤͦ͟ 48 τ ˽ ͦ͒͟͡Ό;͔͙͔ͤ ˢ˴ˣ ͟ ͚͍ͯͫͭͪͦͫͭͯ 

3.7 ͍̂ͫͭ͊ͤͦ͊͟ ͙ ͔͙͔ͯ͒͊ͤ͡ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 

 

͍̂ͫͭ͊ͤͦ͊͟ ͙ͦͨͭ;͔͙ͫ͟ͻ ͔͚ͣͦ͒ͯ͡ ͔ͣͦ͗ͭ ͙͍ͨͪͦͦ͘ ͙͒ͭΈͫΎ ͊͟͟ ͙ͨͪ ͍·͟͡Ό;͔ͤͤͦͣΣ ͭ͊͟ ͙ 
͙ͨͪ ͍͟͡Ό;͔ͤͤͦͣ ͚͍͔ͯͫͭͪͦͫͭΦ 

1. ˤ͍ͫͭ͊Έ͔ͭ ͍͔ͪͻ͙͚ͤ SFP-ͣͦ͒ͯ͡Έ ͍ ͫͦͭ͡  ͦͭͪ͟·͚ͭͦ ;͊ͫͭΈΌ ͪ͊͘Ά͔ͣ͊ ͍͙ͤ͘Σ ͊  ͙͙͚ͤ͗ͤ SFP-ͣͦ͒ͯ͡Έ 
ͦͭͪ͟·͚ͭͦ ;͊ͫͭΈΌ ͪ͊͘Ά͔ͣ͊ ͍͍͔ͪͻΦ  

 

˾͙ͫͯͤͦ͟ 49 τ ̂ ͍ͫͭ͊ͤͦ͊͟ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 
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2. ˹͍͙͔͊͒͊ͭ ͤ͊ ͣͦ͒ͯ͡ΈΦ ˴͎ͦ͒͊ ͦͤ ͍͔ͫͭ͊ͤͭ ͤ͊ ͔ͣͫͭͦΣ ͍· ͯͫ͡·΄͙͔ͭ ͻ͔͊ͪ͊ͭͪͤ͟·͚ ΅͔͡;ͦ͟Φ 

 
˾͙ͫͯͤͦ͟ 50 τ ̂ ͍͔ͫͭ͊ͤͦͤͤ͡·͔ {Ct-͙͍͔ͭͪ͊ͤͫͪ· 

 
˨͡Ύ ͔͙ͯ͒͊ͤ͡Ύ ͙͍͔ͭͪ͊ͤͫͪ͊Υ 

1. ˻͚͔ͭͪͦͭ͟ ͊͘΅͔ͯ͟͡ ͣͦ͒ͯ͡ΎΦ 

 
˾͙ͫͯͤͦ͟ 51 τ ˻ ͭͪ͟·͙͔ͭ ͊͘΅͔͙͟͡ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 

2. ˮ͍͔͙͔ͭ͘͟͡ ͣͦ͒ͯ͡Έ ͙͘ ͫͦͭ͊͡Φ 

 

˾͙ͫͯͤͦ͟ 52 τ ˮ ͍͔͘͡;͔͙͔ͤ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 
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4 ˹ˢ̉ˢ˶̎˹ˢ̒ ˹ˢ˿́˾˻˯˴ˢ ˴˻˸˸̂́ˢ́˻˾ˢ  

4.1 ˹͚͊ͫͭͪͦ͊͟ ͔͙ͭͪͣͤ͊͊͡ 

˹͊ ͦͣͨ͟ΈΌ͔͔ͭͪ ͙͊ͨͯͫͭͭ͘Έ ͎ͨͪͦͪ͊ͣͣͯ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ όHyperTerminal, TeraTerm, Minicomύ ͙ 
͙͍͔͙ͨͪͦͫͭ͘ ͔ͫ͒ͯ͡Ό΅͙͔ ͚͙ͤ͊ͫͭͪͦ͟Υ  

- ͍·͋ͪ͊ͭΈ ͍͔͍ͫͦͦͭͭͫͭͯ Ό΅͙͚ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤ·͚ ͨͦͪͭΤ 

- ͯͫ ͍͙ͭ͊ͤͦͭΈ ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ τ ммрнлл ͋ͦ͒Τ  

- ͊͘ ͒͊ͭΈ ͺͦͪͣ͊ͭ ͒͊ͤͤ·ͻΥ у ͙͋ͭ ͒͊ͤͤ·ͻΣ м ͍ͫͭͦͨͦ·͚ ͙͋ͭΣ ͔͋͘ ͦͤͭͪͦ͟͡Ύ ;͔͙ͭͤͦͫͭΤ 

- ͦͭ ͟͡Ό;͙ͭΈ ͔͊ͨͨ͊ͪ͊ͭͤͦ ͙ ͎͔ͨͪͦͪ͊ͣͣͤͦ ͍͔͙͔ͯͨͪ͊ͤ͡ ͨͦͭͦͦͣ͟ ͒͊ͤͤ·ͻΤ 

- ͊͒͊ͭ͘Έ ͔͙ͪ͗ͣ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ ±¢млл ό͎͙͔ͣͤͦ ͔͙ͭͪͣͤ͊͡Έͤ·͔ ͎ͨͪͦͪ͊ͣͣ· ͙ͫͨͦ͡Έͯ͘Όͭ 
͒͊ͤͤ·͚ ͔͙ͪ͗ͣ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ ͍ ͊͟;͔͍͔ͫͭ ͔͙ͪ͗ͣ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌύΦ 

4.2 ˤ͟͡Ό;͔͙͔ͤ ͚͍ͯͫͭͪͦͫͭ͊ 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙͔͙͔ͫͦ͒ͤͤ ͙ͦͤͫͦ͟͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ όͨͦͪͭ ζconsoleηύ ͫ ͪ͊͘Ά͔ͣͦͣ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έ͎ͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣͨ͟ΈΌ͔ͭͪ͊Σ ͤ͊ ͦͭͦͪͦͣ͟ ͍͔ͯͫͭ͊ͤͦͤͦ͡ ͎͔ͨͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡Φ 

ˤ͟͡Ό;͙ͭΈ ͚͍ͯͫͭͪͦͫͭͦΦ ˽͙ͪ ͊͗͒ͦͣ͟ ͍͟͡Ό;͔͙͙ͤ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͊ͨͯͫ͊ͭͫ͘͟Ύ ͨͪͦͼ͔͒ͯͪ͊ ͔͙ͭͫͭ ͍͙ͪͦ͊ͤΎ 
͙͔ͫͫͭͣ· ͙ͨͪ ͍͟͡Ό;͔͙͙ͤ όth{¢ύΣ ͦͭͦͪ͊͟Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͔͙ͦͨͪ͒ͭ͡Έ ͪ͊͋ͦͭͦͫͨͦͫͦ͋ͤͦͫͭΈ ͚͍ͯͫͭͪͦͫͭ͊ ͔͔ͨͪ͒ 
͎͚͊ͪͯͦ͘͘͟ ͙ͫͨͦͤ͡Ύ͔͚ͣͦ ͎ͨͪͦͪ͊ͣͣ· ͍ ͔͙͍ͦͨͪ͊ͭͤͯΌ ͨ͊ͣΎͭΈ ό˻˭̂ύΦ  

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͻͦ͒͊ ͍·͔͙ͨͦͤͤ͡Ύ ͨͪͦͼ͔͒ͯͪ· POST ͤ ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻ MES5324: 

BootROM 1.20  

Booting from SPI flash  

General initialization -  Version: 1.0.0  

High speed PHY -  Version: 2.1.5 (COM - PHY- V20)  

Update Device ID PEX0784611AB  

Update Device ID PEX1784611AB 

Update Device ID PEX2784611AB  

Update Device ID PEX3784611AB  

Update Device ID PEX4784611AB  

Update Device ID PEX5784611AB  

Update Device ID PEX6784611AB  

Update Device ID PEX7784611AB  

Update Device ID PEX8784611AB  

Update PEX Device ID 0x78460  

High  speed PHY -  Ended Successfully  

DDR3 Training Sequence -  Ver 5.3.0  

DDR3 Training Sequence -  Number of DIMMs detected: 1  

DDR3 Training Sequence -  Run with PBS.  

DDR3 Training Sequence -  Ended Successfully  

BootROM: Image checksum verification PASSED  

Starting  U- Boot. Press ctrl+shift+6 to enable debug mode.  
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Loading system/images/active - image ...  

 

Autoboot in 2 seconds -  press RETURN or Esc. to abort and enter prom.   

˿ͨͯͫͭΎ ͍͔͒ ͔ͫͯͤ͒͟· ͔ͨͦͫ͡ ͍͔͊ͪ͘΄͔͙ͤΎ ͨͪͦͼ͔͒ͯͪ· th{¢ ͤ͊;͙͔ͤ͊ͭͫΎ ͍͎͊ͭͦ͊ͪͯ͊͘͘͟ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ 
͔͔ͦ͋ͫͨ;͔͙ͤΎ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˨͡Ύ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͨͪͦͼ͔͒ͯͪ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͤΌ {ǘŀǊǘǳǇΣ ͍͚͙ͦͭ 
͍ ͔ͦͭͦͪͦ͟ ͣͦ͗ͤͦ, ͨ ͔͍͍ͪͪ͊ ͎͊ͪͯͯ͘͘͟ ͙͔ͤ͊͗͊ͭͣ ͍͙͊͟͡΄͙ <Esc> ͙ ͙͡ <Enter> ͍  ͔ͭ;͔͙͔ͤ Ή͎ͭͦͦ ͍͔͔͙ͪͣͤΦ  
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˽͔ͦͫ͡ ͔ͯͫͨ΄͚ͤͦ ͎͙͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͨͦΎ͍͙ͭͫΎ ͙͔͔ͫͫͭͣͤͦ ͙͎ͨͪ͊͡΄͔͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ ͚ͦͣ͊ͤ͒ͤͦ͟ 
͙ͫͭͪͦ͟ CLI. 

 >lcli  

 

Console baud - rate auto detection is enabled, press Enter twice to complete the 

detection process  

 

 

 

User Name:  

Detected speed: 115200  

 

 

User Name:admin  

Password:*****  (admin)  

 

console#  

 

˨͡Ύ ͋·͎ͫͭͪͦͦ ͍·͍ͦ͊͘ ͍͙ͫͨͪ͊͟ ͦ ͒ͦͫͭͯͨͤ·ͻ ͦͣ͊ͤ͒͊͟ͻ ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͙ͦͣ͋ͤ͊͟ͼ͙Ό ͊͟͡π
͍͙΄ <Shift> ͙  <?>. 

4.3 ˭͎͊ͪͯͦ͘;͔ͤͦ ͔ͣͤΌ 

˨͡Ύ ͍ͻͦ͒͊ ͍ ͎͊ͪͯͦ͘͘;͔ͤͦ ͔ͣͤΌ ͔͔ͫ͒ͯͭ͡ ͨͦ͒͟͡Ό;͙ͭΈͫΎ ͟ ͚͍ͯͫͭͪͦͫͭͯ ;͔͔ͪ͘ ͙͔ͤͭͪͺ͔͚ͫ w{-232, 
͔͔͎͙ͨͪ͊ͪͯͭ͘͘Έ ͚͍ͯͫͭͪͦͫͭͦ ͙  ͍ ͔ͭ;͔͙͔ͤ ͍͒ͯͻ ͔ͫͯͤ͒͟ ͔ͨͦͫ͡ ͍͔͊ͪ͘΄͔͙ͤΎ ͨͪͦͼ͔͒ͯͪ· th{¢ ͤ͊͗͊ͭΈ <ESC> ͙ ͙͡ 
<ENTER>: 

U- Boot 2011.12 (Feb 01 2016 -  14:45:42) Eltex version: v2011.12 2013_Q3.0 4.0.1  

 

Loading system/images/active - image ...  

 

Autoboot in 2 seconds -  press RETURN or Esc. to abort and enter prom.   

ˤ͙͒ ͘ ͎͊ͪͯͦ͘;͎ͤͦͦ ͣ ͔ͤΌ: 

      Startup Menu  

[1]  Restore Factory Defaults  

[2]  Boot password  

[3]  Password Recovery Procedure  

[4]  Image menu  

[5]  Back  

 Enter your choice or press 'ESC' to exit:  

͙́͊͋͡ͼ͊ 29 τ ̅ ͯͤ͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎͊ͪͯͦ͘͘;͎ͤͦͦ ͔ͣͤΌ 

̅ͯͤ͟ͼ͙Ύ ˻͙͙͔ͨͫ͊ͤ 

Restore Factory Defaults ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͍͙͔͊ͦ͒ͫ͟ ͚͙ͤ͊ͫͭͪͦ͟ 

Boot password ͍͙̂ͫͭ͊ͤͦͭΈκ͙ͯ͒͊ͭ͡Έ ͨ͊ͪͦ͡Έ ͤ͊ ōƻƻǘǊƻƳ  

Image menu ˤ·͋ͪ͊ͭΈ ͙͍͊ͭͤ͟·  ͚ͦ ͋ͪ͊͊͘ ͙͔͎ͫͫͭͣͤͦͦ ˽˻ 

Password Recovery Procedure ˿͙͋ͪͦͫͭΈ ͚͙ͤ͊ͫͭͪͦ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙  

Back ˽͙ͪͦ͒ͦ͗ͭ͡Έ ͎͊ͪͯͯ͘͘͟ 
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4.4 ˾͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 

˴ͦ ͣͣͯͭ͊ͭͦͪ· MES23xx, MES33xx, MES5324 ͪ ͊͋ͦͭ͊Όͭ  ͍ ͔͙͔ͪ͗ͣ ͫ ͔͙͍͙ͭͪͦ͊ͤ͟Ύ.  

 

˴ͦͣͣͯͭ͊ͭͦͪ· a9{орлу, a9{орлуt ͙ a9{ормлt ͔ͤ ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ ͔͙ͪ͗ͣ 
͔͙͍͙ͫͭͪͦ͊ͤ͟ΎΦ 

˿͔ͭ͟ ͺͯͤ͟ͼ͙͙͔ͦͤͪͯͭ ͊͟͟ ͔͙͔͒ͤͦ ͚͍ͯͫͭͪͦͫͭͦ ͙ ͔ͣͦ͗ͭ ͦ͋Ά͔͙͒ͤΎͭΈ ͒ ͦ8 ͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ ͦ ͚͒ͤͦ ͙ ͚ͭͦ 
͔͗ ͔͙ͣͦ͒͡Σ ͙͔ͣΌ΅͙ͻ ͔ͫ͒ͯ͡Ό΅͙͔ ͙ͪͦ͡Σ ͔͔ͦͨͪ͒͡Ύ͔ͣ·͔ ͙ͻ ͨ ͦͪΎ͍͒ͦ͟·ͣ ͙ͤ ͔ͦͣͪ͊ͣ  ͙(UID): 

- Master (UID ͚͍ͯͫͭͪͦͫͭ͊ ͦͭ 1 ͒ͦ уύΣ ͫ ͔͎ͤͦ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͍͔͙͔ͯͨͪ͊ͤ͡ ͍͔͙ͫͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͍ 
͔͔ͫͭ͟Φ ˾ ͦ͡Έ ͣͦ͗ͤͦ ͤ͊ͤ͊͘;͙ͭΈ ͍͔ͫͣ ͚͍ͯͫͭͪͦͫͭ͊ͣΣ ͤͦ ͙͍͊ͭͤ͟·͚ master ͨ ͙ͪ Ήͭͦͣ ͔͋ͯ͒ͭ ͙ͦ͒ͤΣ 
ͦͫͭ͊͡Έͤ·͔ ͋ͯ͒ͯͭ ͺͯͤ͟ͼ͙͙͍ͦͤͪͦ͊ͭΈ ͍ ͙ͪͦ͡ backup. 

- Backup (UID ͚͍ͯͫͭͪͦͫͭ͊ ͦͭ м ͒ͦ 8) τ ͚͍ͯͫͭͪͦͫͭͦΣ ͨͦ͒;͙ͤΎΌ΅͔͔ͫΎ masterΦ ˨͙͔ͯ͋ͪͯͭ͡ ͍͔ͫ 
͚͙ͤ͊ͫͭͪͦ͟Σ ,͙ ͍ ͫͯ͡;͔͊ ͍·ͻͦ͒͊ ͍ͯͨͪ͊͡ΎΌ΅͔͎ͦ ͚͍ͯͫͭͪͦͫͭ͊ ͙͘ ͫͭͪͦΎ, ͔͔͋ͪͭ ͤ͊ ͔ͫ͋Ύ ͺͯͤ͟ͼ͙͙ 
͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭͦͣ͟Φ ˾ ͦ͡Έ ͣͦ͗ͤͦ ͤ͊ͤ͊͘;͙ͭΈ ͙ͣ͊ͫͣͯͣ͟ ͔͙ͫͣ ͚͍ͯͫͭͪͦͫͭ͊ͣΦ 

- Slave (UID ͯ ͚͍ͫͭͪͦͫͭ͊ ͦͭ м ͒ ͦ уύ τ ͯ ͚͍ͫͭͪͦͫͭΣͦ ͨͦ͒;͙ͤΎΌ΅͔͔ͫΎ master. ˹ ͔ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ 
͍ ͍͊ͭͦͤͦͣͤͦͣ ͔͙͔ͪ͗ͣ ό͔͙ͫ͡ ͍͔ͦͭͫͯͭͫͭͯͭ ƳŀǎǘŜǊύΦ ˾ ͦ͡Έ ͣͦ͗ͤͦ ͤ͊ͤ͊͘;͙ͭΈ ͙ͣ͊ͫͣͯͣ͟ ΄͔͙ͫͭ 
͚͍ͯͫͭͪͦͫͭ͊ͣΦ ˨͙ͦͨͯͫͭͣ͊ ͔ͦͪͪͭͤ͊͟͟Ύ ͪ͊͋ͦͭ͊ ͔ͫͭ͊͟ ͔͋͘ ͚͍ͯͫͭͪͦͫͭ ͫ ͚͒͊ͤͤͦ ͪͦ͡ΈΌΦ 

 

˨͡Ύ ͔͚ͦͪͪͭͤͦ͟͟ ͪ͊͋ͦͭ· ͔ͫͭ͊͟ ͔ͤͦ͋ͻ͙ͦ͒ͣ ͻͦͭΎ ͋· ͙ͦ͒ͤ Ό͙ͤͭ ͫ ͪͦ͡ΈΌ master ͙ ͙ͦ͒ͤ 
Ό͙ͤͭ ͫ ͪͦ͡ΈΌ backup. 
 

 

ˮ͔ͤͭͪͺ͔͚ͫ· ͍ ͔͙͔ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ ͪ͊͋ͦͭ͊Όͭ ͭͦ͡Έͦ͟ ͤ͊ ͙ͣ͊ͫͣ͊͟͡Έ͚ͤͦ ͙ͫͦͪͦͫͭ͟ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊. 

 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͦͣͣͯͭ͊ͭͦͪ͟ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͙ͪͦ͡ masterΣ ͨͦͪͭ· ·[D ό·Dύ ͯ;͍͊ͫͭͯΌͭ ͍ ͔͔ͨͪ͒͊;͔ ͒͊ͤͤ·ͻΦ 
ˤ ͔͙͔ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ a9{5324 ͙ͫͨͦ͡Έ͔ͯͭ͘  XLG-ͨͦͪͭ· ͒͡Ύ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙, ͦͫͭ͊͡Έͤ·͔ 

ͦͣͣͯͭ͊ͭͦͪ͟· ͔͔͚͍ͫͣͫͭ͊Σ ͔ͪͦͣ͟ a9{нолуΣ a9{нолуt, MES2308R, MES2328I τ XG-ͨͦͪͭ· (MES2308, 
MES2308P, MES2308R  ͙MES2328I ͙ͫͨͦ͡Έͯ͘Όͭ 1G-ͨͦͪͭ·)Φ ˽͙ͪ Ήͭͦͣ ͯ͊͊ͤͤ͘͟·͔ ͨͦͪͭ· ͔ͤ ͯ;͍͊ͫͭͯΌͭ ͍ 
͔͔ͨͪ͒͊;͔ ͒͊ͤͤ·ͻΦ ˤͦͣͦ͗ͤ͘· ͍͔͒ ͎͙͙ͭͦͨͦͦ͡ ͙ͫͤͻ͙͙ͪͦͤͪͯ͘Ό΅͙ͻͫΎ ͚͍ͯͫͭͪͦͫͭ τ ͦ͟͡Έͼ͔͍͊Ύ ͙ ͙͔͚ͤͤ͊͡ΎΦ 
˨͡Ύ ͍ͨͦ·΄͔͙ͤΎ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍͙ͦͫͭ ͔ͫͭ͊͟ ͔͔͔ͪͦͣͤ͒ͯͭͫ͟Ύ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͦ͟͡Έͼ͔͍ͯΌ ͎͙ͭͦͨͦͦ͡ΌΦ ˽͙ͪ 
͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͙͔͚͚ͤͤͦ͡ ͎͙͙ͭͦͨͦͦ͡ ͍ ͫͻ͔͔ͣ ͙͘ ͍͒ͯͻ Ό͙͍ͤͭͦ ͔͍ͫͭͦ͟·͔ ͨͦͪͭ· ͦ͋Ά͔͙͒ͤΎΌͭͫΎ ͍ [!DΣ ;ͭͦ 
͍ͨͦͦ͘͡Ύ͔ͭ ͍ͨͦ·͙ͫͭΈ ͨͪͦͨͯͫͤͯ͟Ό ͫͨͦͫͦ͋ͤͦͫͭΈ ͊ͤ͊͊͟͡Φ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͦ͟͡Έͼ͔͍͚ͦ ͎͙͙ͭͦͨͦͦ͡ ͙ͦ͒ͤ 
͔͍ͫͭͦ͟·͚ ͙ͤ͟͡ ͙͔͋ͦͪͯͭͫ͟͡Ύ ͒͡Ύ Broadcast, Multicast, Unknown Unicast-ͭͪ͊ͺ͙͊͟ ͙ ͔ͤ ͙͔͋ͦͪͯͭͫ͟͡Ύ ͒͡Ύ 
ͦ͋ͯ;͔͎ͤͤͦͦ Unicast-ͭͪ͊ͺ͙͊͟Σ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͍ͨͦ·͙ͫͭΈ ͨͪͦͨͯͫͤͯ͟Ό ͫͨͦͫͦ͋ͤͦͫͭΈ ͔͍ͫͭͦ͟·ͻ ͙͍ͤͦ͟͡Φ 

 

˨͡Ύ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ a9{нопуtΣ a9{нопу.Σ a9{оопуΣ a9{оопуC ͒͡Ύ ͦ͋Ά͔͙͔͙͒ͤͤΎ ͍ 
͙͔͚͚ͤͤͦ͡ ͎͙͙ͭͦͨͦͦ͡ ͔͍ͫͭͦ͟·ͻ ͍ͨͦͪͭͦ ͍ [!D ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙͔ͤͭͪͺ͔͚ͫ· 
te1-8/0/1,  te1-уκлκп ͙͙͡ ǘŜм-8/0/2,  te1-уκлκоΦ ˽͙ͪ ͡Ό͋·ͻ ͎͙͒ͪͯͻ ͙ͦͣ͋ͤ͊͟ͼ͙Ύͻ 
͔͍ͫͭͦ͟·ͻ ͍ͨͦͪͭͦ ͙ͦ͒ͤ ͙͘ ͙ͤͻ ͔͋ͯ͒ͭ ͤ͊ͻ͙ͦ͒ͭΈͫΎ ͍ ͔͔͍͔ͪͪ͘ ͙ ͙͔ͣͭΈ ͫͭ͊ͭͯͫ {ǘŀƴŘōȅΦ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͚ͫͪ MES23xx, MES33xx ͙ MES53xx ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ ͺͯͤ͟ͼ͙ͦͤ͊͡ NSF (Non-Stop 
Forwarding) ͍ ͔͔ͫͭ͟Φ ˨͊ͤͤ·͚ ͺͯͤ͟ͼ͙ͦͤ͊͡ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͙͙͙͍ͣͤͣͪͦ͊ͭ͘Έ ͔͙ͨͦͭͪ ͒͡Ύ ͙͎ͭͪ͊ͤͭͤͦͦ͘ 
͔ͤͣ͊ͪ΄͙͙͔͎ͪͯͭͪͯͣͦͦ͘ ͭͪ͊ͺ͙͊͟ ͍ ͔ͣͦͣͤͭ ͔͔ͨͪ͒͊;͙ ͔͍ͣ͊ͫͭͪͫͭ͊ ͦͭ master ͟  backup. 

˽͙ͪͤͼ͙ͨ ͪ͊͋ͦͭ· NSFΥ ͍ ͔ͣͦͣͤͭΣ ͎ͦ͒͊͟ backup ͔͔͋ͪͭ ͍͔͙͔ͯͨͪ͊ͤ͡ ͤ͊ ͔ͫ͋Ύ ͙ ͔͊ͨͯͫ͊ͭ͘͟ ͨͪͦͼ͔ͫͫ 
͙͙͒ͦͤͼ͙͙͊͊͘͡ͼ͙͙ ͒ͦ ͙ͪͦ͡ masterΣ ͔͊ͨͯͫ͊ͭͫ͘͟Ύ ͚͔ͭ͊ͣͪ NSF ͙ ͺ͙͙ͫͪͯ͟ΌͭͫΎ STP-ͫͭ͊ͭͯͫ· ͍ͨͦͪͭͦΣ ͨͦͪͭ· ͍ 
LACPΣ ;͔͍ͤͫͭͦ͡ ͍ͨͦͪͭͦ ͍ͦ VLANΣ ͫͦͪͦͫͭ͟Έ ͍ͨͦͪͭͦ ͙ ͭΦ͒Φ ˻ͫͭ͊͡Έͤ·͔ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͨͪͣͤΎΌͭͫΎ ͤ͊ 
͔ͦͣͣͯͭ͊ͭͦͪ͟Σ ͍ͫͭ͊΄͔ͣ masterΣ ͍ ͔ͪ͊͡Έͤͦͣ ͍͔͔͙ͪͣͤΦ 

˽͙ͪ Ήͭͦͣ ͍ͦ ͍͔ͪͣΎ ͨͪͦͼ͔ͫͫ͊ NSF ͙͔͔͙͔ͣͤͤ͘ ͫͭ͊ͭͯͫ͊ ͍ͨͦͪͭͦ ͍ STP ͤ͊ ͔͔ͫͭ͟ ͨͦͤͦͫͭ͡ΈΌ 
͙͎͙͔ͤͦͪͪͯͭͫΎΦ ͔́͊͗͟ ͔͊ͨͪ͘΅͔͊ͭͫΎ ͍·͔͙͔ͨͦͤͤ͡ ͦͣ͊ͤ͒͟ ͨͪͦͫͣͦͭͪ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ όͦͣ͊ͤ͒͟· άshow 
running-config, show startup-configέ ͍  ͔͙͔ͪ͗ͣ EXEC)Σ ͙͔͔͙͔ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ ͍ͨͦͪͭͦ όͦͣ͊ͤ͒͟· άshutdown, 
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no shutdownέ ͍ ͔ͦͤͭͫͭͤͦͣ͟͟ ͔ͣͤΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ύ ͙ VLAN (ͦͣ͊ͤ͒͊͟ άvlan нέ ͍ ͔ͦͤͭͫͭͤͦͣ͟͟ 
͔ͣͤΌ άvlan databaseέύΣ ͙ͫͦͪͦͫͭ͟ ͍ͨͦͪͭͦ όάnegotiation, speedέ ͍ ͔ͦͤͭͫͭͤͦͣ͟͟ ͔ͣͤΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
͙͔ͤͭͪͺ͔͚ͫ͊ύΣ ͦ;͙ͫͭ͊͟ FDB όάclear mac address-table dynamicέ ͍ ͔͙͔ͪ͗ͣ EXEC)Σ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ 
(άreloadέ ͍ ͔͙͔ͪ͗ͣ EXECύΣ ͙͔͔͙͔ͣͤͤ͘ ͙͔͙ͣͤ ͚͍ͯͫͭͪͦͫͭ͊ όάhostnameέ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ύΣ ͍͟͡Ό;͔͙͔ͤ/͍·͟͡Ό;͔͙͔ͤ STP όάno spanning-treeέ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙). 

˴͎ͦ͒͊ ͙͔͔ͫͭ͊ͭ͟ ͚͔ͭ͊ͣͪ NSFΣ ͍͔ͫ ͔͔ͪ͊ͤ ͊͘ͺ͙͙͍ͫͪͦ͊ͤͤ͟·͔ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͨͪͣͤΎΌͭͫΎ ͟ ͔ͫͭͯ͟ ͍ 
͔ͪ͊͡Έͤͦͣ ͍͔͔͙ͪͣͤΦ 

͙́͊͋͡ͼ͊ 30 τ ˸ ͙͊ͭͪͼ͊ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ ͒͡Ύ MES23xx 
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MES2308R + - - - - - - - - - 

MES2308 - + - - - - - - - - 

MES2324 - - + + + - + - - - 

MES2324B - - + + + - + - - - 

MES2324FB - - + + + - + - - - 

MES2348B - - - - - + - - - - 

MES2324F DC - - + + + - + - - - 

MES2324P - - - - - - - + - + 

MES2308P - - - - - - - - + - 

MES2348P - - - - - - - + - + 

͙́͊͋͡ͼ͊ 31 τ ˸ ͙͊ͭͪͼ͊ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ ͒͡Ύ MES33xx, MES5324 
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MES3324 + + + + - - - 

MES3324F + + + + - - - 
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MES3308F + + + + - - - 

MES3316F + + + + - - - 

MES3348 - - - - + + - 

MES3348F - - - - + + - 

MES5324 - - - - - - + 

˹͚͊ͫͭͪͦ͊͟ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#   

͙́͊͋͡ͼ͊ 32 τ ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔ͫͭ͊͟ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

stack configuration links 
{fo1-4| te 1-4 | gi9-12} τ 

˹͊ͤ͊͘;͙ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ· ͒͡Ύ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͪ͊͋ͦͭ· 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͔͔ͫͭ͟Φ ˸ ͙͙ͤͣ͊͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ τ 1, 
͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ τ 2. 

stack configuration unit-id 
unit_id unit_id: (1..8, 

auto)/auto 

˹͊ͤ͊͘;͔͊ͭ ͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ζunit-ƛŘη ͡ ͦ͊͟͡Έͤͦͣͯ 
͚͍ͯͫͭͪͦͫͭͯ όͤ͊ ͦͭͦͪͦͣ͟ ͍·͔ͨͦͤͤ͊͡ ͦͣ͊ͤ͒͊͟). ˿ ͔ͣͤ͊ ͤ ͔ͦͣͪ͊ 
͚͍ͯͫͭͪͦͫͭ͊ ͙͚͖ͨͪͦͦ͒ͭ͘ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no stack configuration ͙̂͒͊ͭ͡Έ ͚͙ͤ͊ͫͭͪͦ͟ ͔ͫͭ͊͟Φ 

stack configuration master 
unit unit_id 

unit_id: (1..8)/τ  

˽͙͙͔ͪͤͯ͒ͭ͡Έͤͦ ͤ͊ͤ͊͘;͙ͭΈ ͯ ͚͍ͫͭͪͦͫͭͦ ͔ͣ͊ͫͭͪͦͣ ό͔͍ͣ͊ͫͭͪͫͭͦ 
͔͋ͯ͒ͭ ͍͔͎ͫ͒͊ ͫͦͻ͔ͪ͊ͤͤͦ ͊͘ Ό͙ͤͭͦͣ ͍ ͫͯ͡;͔͊ ͙ͤ͊͡;͙Ύ ͔͎ͦ ͍ 
͔͔ͫͭ͟). ˩ ͙ͫ͡ ͍ ͔ͦͣ͊ͤ͒͟ ͯ͊͊ͭ͘͟Έ ͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊Σ ͙ͦͭ͡;ͤ·͚ 
ͦͭ ͎ͭͦͦΣ ͤ͊ ͦͭͦͪͦͣ͟ ͍·ͨͦͤ͡Ύ͔ͣ ͔͔Σ ͭͦ ͔ͭͯ͟΅͙͚ ͔ͣ͊ͫͭͪ 
͙͙͔ͨͪͤͯ͒ͭ͡Έͤͦ ͔͔͎͙ͨͪ͊ͪͯͭͫ͘͘Ύ ͒͡Ύ ͦͭ͒͊;͙ ͔͍ͣ͊ͫͭͪͫͭ͊Φ 

no stack configuration 
master 

ˤ͔ ͪͤͯͭΈ ͍ ·͋ͦͪ ͔ͣ͊ͫͭͪ͊ ͟ ͫͭ͊ͤ͒͊ͪͭͤͦͣͯ ͎͙͊ͦͪͭͣͯ͡ (͔ͨͦͫ͡ 
͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͔ͣ͊ͫͭͪͦͣ ͔͋ͯ͒ͭ ͍·͋ͪ͊ͤͦ ͚͍ͯͫͭͪͦͫͭͦ ͫ 
͙ͤ͊͋ͦ͡Έ΄͙ͣ uptime). 

stack configuration fec 
{off|cl74}  

τ/off  

˹͙͊ͫͭͪͦͭΈ ͪ ͔͙͗ͣ Forward Error Correction (FEC) ͤ ͊ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻ ͔ͫͭ͊͟Φ 

́ͦ͡Έͦ͟ ͒͡Ύ MES5324. 
 

stack nsf 

τ/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͔͔ͤͨͪͪ·͍ͤͯΌ ͔͔ͨͪ͒͊;ͯ ͒͊ͤͤ·ͻ όNSF) ͍ ͦ ͍͔ͪͣΎ 
ͦͭ͒͊;͙ ͔͍ͣ͊ͫͭͪͫͭ͊Φ 

no stack nsf ˭͔͙͊ͨͪͭͭΈ ͔͔ͤͨͪͪ·͍ͤͯΌ ͔͔ͨͪ͒͊;ͯ ͒͊ͤͤ·ͻ όNSF) ͍ ͦ ͍͔ͪͣΎ 
ͦͭ͒͊;͙ ͔͍ͣ͊ͫͭͪͫͭ͊Φ 

stack nsf timer value value: 
(60..600) c/120 ͫ  

˭͊͒͊ͭΈ ͍͔ͪͣΎΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͙͒ͭͫ͡Ύ NSF. 

no stack nsf timer ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

stack unit unit_id unit_id: (1..8) ˽͔͔͚͙ͪͭ ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΌ Ό͙ͤͭ͊ ͍ ͔͔ͫͭ͟Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ Ό͙ͤͭ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ Ό͙ͤͭ͊: 

console(unit)# 

͙́͊͋͡ͼ͊ 33 τ ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔ͦͭ͒͡Έ͎ͤͦͦ Ό͙ͤͭ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

stack configuration role 
{slave |  master} 

role: (master, backup, 
slave)/1 τ master, 2 τ 

backup, 3-8 τ slave  

˹͊ͤ͊͘;͙ͭΈ ͪ ͦ͡Έ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͔͔ͫͭ͟Φ 

no stack configuration role ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

stack configuration links 
{fo1-4 | te1-4 | gi9-12} 

τ 
˹͊ͤ͊͘;͙ͭΈ ͙͔ͤͭͪͺ͔͚ͫ· ͒͡Ύ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͪ͊͋ͦͭ· 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͔͔ͫͭ͟Φ 

stack configuration unit-id 
unit_id unit_id: (1..8, 

auto)/auto 

˹͊ͤ͊͘;͙ͭΈ ͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ζunit-idη ͟ ͦͤͺ͙͎͙͔ͯͪͪͯͣͦͣͯ 
Ό͙ͤͭͯΦ ˿͔ͣͤ͊ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͙͚͔ͨͪͦͦ͒ͭ͘ ͔ͨͦͫ͡ 
͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no stack configuration  ͙̂͒͊ͭ͡Έ ͚͙ͤ͊ͫͭͪͦ͟ ͔ͫͭ͊͟. 

 
˨͡Ύ ͙͔͔͙ͨͪͣͤͤΎ ͔ͤ͊ͫͭͪͦ͟ ͔ͫͭ͊͟ ͔ͤͦ͋ͻ͙ͦ͒ͣ͊ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟ ͯ ͚͍ͫͭͪͦͫͭ͊Φ 

˽͙͔ͪͣͪ 

Á ˻͋Ά͔͙͙͒ͤͭΈ ͍ ͔ͫͭ͟ ͍͒͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ a9{ронпΦ ˹͊ͤ͊͘;͙ͭΈ ͍ͭͦͪ·ͣ Ό͙ͤͭͦͣΣ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙͔ͤͭͪπ
ͺ͔͚ͫ· Ŧƻм-н ͍ ͊͟;͔͍͔ͫͭ ͔͙ͫͭͪͯ͟Ό΅͙ͻΦ 

console # config  

console ( config )#  stack  configuration  unit - id  2 links  fo 1- 2 

console ( config )#  

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙ ͚͍ ͙͒Υ 

console # 

͙́͊͋͡ͼ͊ 34 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·Σ ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show stack τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͍ͻͦ͒Ύ΅͙ͻ ͍ ͔ͫͭ͟. 

show stack configuration 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙ͫͭͪͯ͟Ό΅͙ͻ ͙͔ͤͭͪͅ ͔͚ͫ͊ͻ 
Ό͙͍ͤͭͦ ͍ ͔͔ͫͭ͟Σ ͊ ͔ͭ͊͗͟ ͔ͭͯ͟΅͙͚ ͍͙͊ͪ͊ͤͭ ͍·͋ͦͪ͊ ͔ͣ͊ͫͭͪ͊Φ 

show stack links [details] 
τ 

˾͊ͫ΄͙͔͔ͪͤͤͦ ͔͙͔ͦͭͦ͋ͪ͊͗ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͔͙ͫͭͪ͟Όͯ΅͙ͻ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ  
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Á ˽͙͔ͪͣͪ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟· show stack links: 

console# show stack links  

Topology is Chain  

 

Unit Id     Active Links        Neighbor Links    Operational     Down/Standby      

                                                  Link Speed      Links             

-------  --------------------  --------------------  -----------  --------------------   

1       fo1/0/1              fo2/0/2              40G         fo1/0/2               

2       fo2/0/2              fo1/0/1              40G         fo2/0/1      

 

͚͍̂ͫͭͪͦͫͭ͊ ͫ ͙͍ͦ͒ͤ͊ͦ͟·͙ͣ ͙͔͙͒ͤͭͺ͙͙͊ͭͦͪ͊ͣ͟ ζUnit IDη ͔ͤ ͎ͣͦͯͭ ͪ͊͋ͦͭ͊ͭΈ ͍ ͦ͒ͤͦͣ 
͔͔ͫͭ͟Φ 

4.5 ˹͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͚ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

̅ͯͤ͟ͼ͙͙ ͨͦ ͤ͊;͊͡Έͤͦͣͯ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΌ ͚͍ͯͫͭͪͦͫͭ͊ ͣͦ͗ͤͦ ͔͙ͪ͊͒ͭ͘͡Έ ͤ͊ ͍͒͊ ͙ͭͨ͊Φ  

- ˣ͍͊ͦ͊͘Ύ ͚ͤ͊ͫͭͪͦ͊͟ τ ͍͟͡Ό;͔͊ͭ ͍ ͔ͫ͋Ύ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͍͋͊ͦ͘·ͻ ͺͯͤ͟ͼ͙͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ 
͚ͤ͊ͫͭͪͦͯ͟ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ IP-͔͍͊͒ͪͫͦΦ 

- ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͙͔ͫͫͭͣ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ τ ͍͟͡Ό;͔͊ͭ ͍͔͙͔ͯͨͪ͊ͤ͡ ͙͔͚ͫͫͭͣͦ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͤ͊ ͍͔ͦͫͤͦ ͔ͣͻ͙͊ͤͣ͊͘ ˢˢˢ ό!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ Authorization, Accounting). 

 

˽͙ͪ ͔͔͎͔ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍͔ͫ ͔ͤͫͦͻ͔ͪ͊ͤͤͤ·͔ ͒͊ͤͤ·͔ ͋ͯ͒ͯͭ ͔ͯͭͪΎͤ·Φ ˨͡Ύ ͫͦͻͪ͊π
͔͙ͤͤΎ ͡Ό͋·ͻ ͍͔͔ͤͫͤͤ·ͻ ͙͔͔͙͚ͣͤͤ͘ ͍ ͚ͤ͊ͫͭͪͦͯ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͫ͒ͯ͡Όπ
΅͊Ύ ͦͣ͊ͤ͒͊͟Υ  

console# write  

4.5.1 ˣ͍͊ͦ͊͘Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

˨͡Ύ ͤ͊;͊͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͨͦ͒͟͡Ό;͙ͭΈ ͚͍ͯͫͭͪͦͫͭͦ ͟ ͦͣͨ͟ΈΌ͔ͭͪͯ ;͔͔ͪ͘ 
͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤ·͚ ͨͦͪͭΦ ˭͙͊ͨͯͫͭͭΈ ͤ͊ ͦͣͨ͟ΈΌ͔͔ͭͪ ͎ͨͪͦͪ͊ͣͣͯ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ ͎ͫͦ͊ͫͤͦ͡ ͨͯͤͭͯ͟ 4.1 
ζ˹ ͚͊ͫͭͪͦ͊͟ ͔͙ͭͪͣͤ͊͊͡η. 

ˤͦ ͍͔ͪͣΎ ͤ͊;͊͡Έ͚ͤͦ ͚͙ͤ͊ͫͭͪͦ͟ ͣͦ͗ͤͦ ͔͔͙ͦͨͪ͒ͭ͡Έ ͙͔ͤͭͪͺ͔͚ͫΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͒͡Ύ 
ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͚͍ͯͫͭͪͦͫͭͯ ͔ͯ͒͊ͤͤͦ͡Φ 

ˣ͍͊ͦ͊͘Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͍͟͡Ό;͔͊ͭ ͔ͫ͒ͯ͡Ό΅͔͔Υ 

1. ˭͙͔͊͒͊ͤ ͨ͊ͪͦ͡Ύ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ζadminη όͫ ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ τ 15). 
2. ˿͙͔ͦ͒͊ͤ͘ ͍ͤͦ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 
3. ˹͚͊ͫͭͪͦ͊͟ ͙ͫͭ͊ͭ;͔͎ͫͦͦ͟ IP-͔͊͒ͪͫ͊Σ ͙ͣ͊ͫ͟ ͔͙ͨͦ͒ͫͭ ͙ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
4. ˽ͦͯ͡;͔͙͔ͤ IP-͔͊͒ͪͫ͊ ͦͭ ͔͍͔ͫͪͪ͊ 5I/tΦ 
5. ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͨͪͦͭͦͦ͊͟͡ SNMP. 

4.5.1.1 ˭͙͔͊͒͊ͤ ͨ͊ͪͦ͡Ύ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ζadminη ͙ ͙͔ͫͦ͒͊ͤ͘ ͍ͤͦ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 

 

˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙΅͔͎ͤͤͦͦ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͤ͊ͤ͊͘;͙ͭΈ ͨ͊ͪͦ͡Έ ͙ͨͪπ
͍͙͔͎͙͍ͪͦ͊ͤͤͦͣͯ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ζŀŘƳƛƴηΦ 
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ˮͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͨ͊ͪͦ͡Έ ͍͍͙ͦ͒ͭͫΎ ͙ͨͪ ͍ͻ͔ͦ͒ ͍ ͙͔ͫͫͭͣͯ ͍ͦ ͍͔ͪͣΎ ͔͍ͫ͊ͤͫͦ ͙͙͙͍͙͊͒ͣͤͫͭͪͪͦ͊ͤΎ 
͚͍ͯͫͭͪͦͫͭ͊Φ ˨͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͍͎ͤͦͦͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙͔ͫͫͭͣ· ͙͙͡ ͤ ͚͙͊ͫͭͪͦ͟ ͡Ό͎͋ͦͦ ͙͘ ͔͍ͨ͊ͪ͊ͣͭͪͦ τ ͙ ͔͙ͣͤ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͨ͊ͪͦ͡ΎΣ ͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡Σ ͙ͫͨͦ͡Έͯ͘Όͭ ͫΎ ͦͣ͊ͤ͒͟·:  

console# configure  

console(config)# username  name password  password  privilege  { 1- 15}  

 

͍͔̂ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ м ͔ͪ͊ͪ͘΄͔͊ͭ ͒ͦͫͭͯͨ ͟ ͚͍ͯͫͭͪͦͫͭͯΣ ͤͦ ͔͊ͨͪ͘΅͔͊ͭ ͚ͤ͊ͫͭͪͦͯ͟Φ ̂ͪͦπ
͍͔ͤΈ ͙͍͙͔͎͙͚ͨͪ͡ мр ͔ͪ͊ͪ͘΄͔͊ͭ ͊͟͟ ͒ͦͫͭͯͨΣ ͭ͊͟ ͙ ͚ͤ͊ͫͭͪͦͯ͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

˽͙͔ͪͣͪ ͦͣ͊ͤ͒͟ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͨͦ͡Έͦ͘ ͍͔͊ͭ͡Ό ζadminη ͨ͊ͪͦ͡Ύ ζeltexη ͙ ͙ͫͦ͒͊ͤ͘Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ 
ζoperatorη ͫ  ͔ͨ͊ͪͦͣ͡ ζpassη ͙  ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ мΥ 

console# configure   

console(config)# username admin  password  eltex  privilege  15 

console(config)# username  operator  password  pass  privilege  1 

console ( config )# exit  

console #  

4.5.1.2 ˾͊ͫ΄͙͔ͪͤͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ 

˹͊ ͚͍͔ͯͫͭͪͦͫͭ ͫͯ΅͔͍͔ͫͭͯͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͔͔͔͙ͪ͊ͫͨͪ͒ͤ͡Ύ ͍ͨͪ͊ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ 
͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡Σ ͤ͊ ͦͭͦͪͦͣ͟ ͊͗͒͟·͚ ͙͘ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͋·͡ ͫͦ͒͊ͤ͘Φ ˴͔ͦͤͪͭͤͦͣͯ͟ ͍ͯͪͦͤΌ 
͙͍͙͔͎͙͚ͨͪ͡ ͙͍͙͍͔ͨͪͫ͊͊ͭͫΎ ͤ͊͋ͦͪ ͦͣ͊ͤ͒͟Σ ͦͭͦͪ͟·͔ ͎ͣͦͯͭ ͍·ͨͦͤ͡ΎͭΈͫΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ͙ͣ ͫ ͍͔ͯͪͦͤͣ ͔ͤ 
͙͔ͤ͗ ͎͊͒͊ͤͤͦͦ͘Φ 

 

˴ͦͣͣͯͭ͊ͭͦͪ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͙͔ͫͫͭͣͯ ͔͍͙ͤ͊ͫ͒ͦ͊ͤ͡Ύ ͤ͊͋ͦͪ͊ ͦͣ͊ͤ͒͟ ͦͭ ͔͔͋ͦ͡ ͙͙ͤ͘͟ͻ 
͍͔͚ͯͪͦͤ ͨ ͙͍͙͔͎͙͚ͪ͡. 
 

 

˽͙͍͙͔͎͙͙ͪ͡ ͍·͙͍ͫͭͪ͊͊ΌͭͫΎ ͭͦ͡Έͦ͟ ͒͡Ύ ͔ͦͤͪͭͤͦ͟͟ ͎͊͒͊ͤͤͦͦ͘ ͯ͊͘͡Φ ˴͊͗͒ͯΌ ͦͣ͊ͤ͒ͯ͟ 
͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙ͨͪͦͨͫ·͍͊ͭΈ Ύ͍ͤͦΣ ͔ͤ ͙ͫͨͦ͡Έͯ͘Ύ ͫͦͪ͊͟΅͔ͤͤ·͔ ͺͦͪͣ·Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config ) # 

͙́͊͋͡ͼ͊ 35 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͪ͊ͫ΄͙͔͎ͪͤͤͦͦ ͒ͦͫͭͯͨ͊ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκͤ͊͘;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

privilege context level 
command 

level: (1..15); 
κ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ 
ͦͣ͊ͤ͒͟ ͔͙ͪ͗ͣ͊ 

EXEC τ 1,  
͍͔ͫͻ ͦͫͭ͊͡Έͤ·ͻ 
ͦͣ͊ͤ͒͟ τ 15 

˽͙͍͙͍͔ͪͫ͊͊ͭ ͯ͊͊ͤͤͦͣͯ͘͟ ͍ͯͪͦͤΌ ͙͍͙͔͎͙͚ͨͪ͡ 
͊͒͊ͤͤͯ͘Ό ͦͣ͊ͤ͒ͯ͟Φ  
- context τ ͪ ͔͙͗ͣ ͪ͊͋ͦͭ· ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟Τ 
- level τ ͯ ͍͔ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡Σ ͤ͊ ͦͭͦͪͦͣ͟ ͔͋ͯ͒ͭ 
͒ͦͫͭͯͨͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣ͊Ύ ͦͣ͊ͤ͒͊͟Τ 
- command τ ͟ ͦͣ͊ͤ͒͊Φ 

no privilege context level 
command 

̂͒͊͡Ύ͔ͭ ͒ͦͫͭͯͨ ͟ ͔ͦͣ͊ͤ͒͟ ͫ ͍ͯͪͦͤΎΣ ͤ͊ ͦͭͦͪͦͣ͟ 
ͦͣ͊ͤ͒͊͟ ͋·͊͡ ͔ͪ͊ͪ͘΄͔ͤ͊Φ 
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Á ˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ ͤ͊͋ͦͪ͊ ͦͣ͊ͤ͒͟ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ζadminη ͫ  п ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ ͙ ͤ͊͋ͦͪ͊ 
ͦͣ͊ͤ͒͟ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ζuserη ͫ  10 ͯ ͍͔ͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡: 

console#  configure   

console(config)#  username  admin  password  pass1  privilege  4 

console(config)#  username  user  password  pass2  privilege  10  

console(config)#  privilege  exec  4 configure  terminal  

console(config)#  privilege  exec  4 show running - config  

console(config)#  privilege  config  10  vlan database  

console(config)#  privilege  config - vlan  10  vlan  

͔͔́ͨͪΈ ͒͡Ύ ͦ͊͟͡͡Έͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ;͔͚ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ ͍·΄͔ ͙͙͡ ͍͔ͪ͊ͤ п, ͔ͫͭ͊ͤͭ ͔͒ͦͫͭͯͨͤ 
͍·͍ͦ͒ ͦͣ͊ͤ͒͟· show running-config, ͤ ͦ ͔ͤ ͔͋ͯ͒ͭ ͒ͦͫͭͯͨͤ͊ ͚ͤ͊ͫͭͪͦ͊͟ vlan. ˨ ͡Ύ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͍͔ͯͪͦͤΈ 
͙͍͙͔͎͙͚ͨͪ͡ ͦͭͦͪ͟·ͻ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ мл ͙ ͍·΄͔Σ ͔͋ͯ͒ͭ ͒ͦͫͭͯͨͤ͊ ͚ͤ͊ͫͭͪͦ͊͟ ͙ vlan, ͙  ͍·͍ͦ͒ ͦͣ͊ͤ͒͟· show 
running-config. 

4.5.1.3 ˹͚͊ͫͭͪͦ͊͟ ͙ͫͭ͊ͭ;͔͎ͫͦͦ͟ IP-͔͊͒ͪͫ͊Σ ͙ͣ͊ͫ͟ ͔͙ͨͦ͒ͫͭ ͙ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͡Ύ ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͙͘ ͔͙ͫͭ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͤ͊ͤ͊͘;͙ͭΈ ͚͍ͯͫͭͪͦͫͭͯ IP-͔͊͒ͪͫΣ 
ͣ͊ͫͯ͟ ͔͙ͨͦ͒ͫͭ ͙Σ ͍ ͫͯ͡;͔͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͘ ͎͚͒ͪͯͦ ͔͙ͫͭΣ ΄͡Ό͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ IP-͔͊͒ͪͫ ͣͦ͗ͤͦ ͤ͊ͤ͊͘;͙ͭΈ 
͡Ό͋ͦͣͯ ͙͔ͤͭͪͺ͔͚ͫͯ τ ±[!bΣ ͺ͙͙͘;͔ͫͦͣͯ͟ ͨͦͪͭͯΣ ͎͔ͪͯͨͨ ͍ͨͦͪͭͦ όͨͦ ͯͣͦ͡;͙͊ͤΌ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ VLAN 1 
ͤ͊ͤ͊͘;͔ͤ IP-͔͊͒ͪͫ мфнΦмсуΦмΦнофΣ ͣ͊ͫ͊͟ нррΦнррΦнррΦлύ. IP-͔͊͒ͪͫ ΄͡Ό͊͘ ͔͒ͦ͗ͤ͡ ͙͔ͨͪͤ͊͒͗͊ͭ͡Έ ͟ ͚ͭͦ ͔͗ 
͔͙ͨͦ͒ͫͭΣ ;ͭͦ ͙ ͙ͦ͒ͤ ͙͘ IP-͙͔ͤͭͪͺ͔͚͍ͫͦ ͚͍ͯͫͭͪͦͫͭ͊Φ 

 

ˤ ͫͯ͡;͔͊ ͔͙ͫ͡ IP-͔͊͒ͪͫ ͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͺ͙͙͘;͔͎ͫͦͦ͟ ͨͦͪͭ͊ ͙͙͡ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΣ Ήͭͦͭ ͙͔ͤͭͪͺ͔͚ͫ ͯ͒͊͡Ύ͔ͭͫΎ ͙͘ ͎ͪͯͨͨ· ±[!bΣ ͚ͦͭͦͪͦ͟ ͦͤ ͙͔ͨͪͤ͊͒͗͊͡͡Φ 
 

 

IP-͔͊͒ͪͫ мфнΦмсуΦмΦноф ͫͯ΅͔͍͔ͫͭͯͭ ͒ͦ ͔ͭͻ ͨͦͪΣ ͨͦ͊͟ ͤ͊ ͡Ό͋ͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ͙ͫͭ͊ͭ;͔͙ͫ͟ 
͙͙͡ ͨͦ 5I/t ͔ͤ ͫͦ͒͊ͤ͘ ͎͚͒ͪͯͦ Lt-͔͊͒ͪͫΦ 
 

 

˽͙ͪ ͔͙͙ͯ͒͊ͤ͡ ͍͔ͫͻ IP-͔͍͊͒ͪͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͒ͦͫͭͯͨ ͟ ͔ͤͣͯ ͔͋ͯ͒ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͨͦ 
IP-͔͊͒ͪͫͯ мфнΦмсуΦмΦнофκнпΦ 

 

Á ˽͙͔ͪͣͪ ͦͣ͊ͤ͒͟ ͚͙ͤ͊ͫͭͪͦ͟ IP-͔͊͒ͪͫ͊ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b м: 

˽͔͊ͪ͊ͣͭͪ· ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

IP-͔͊͒ͪͫΣ ͤ͊ͤ͊͘;͔͊ͣ·͚ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b м τ 192.168.16.144 
˸͊ͫ͊͟ ͔͙ͨͦ͒ͫͭ τ 255.255.255.0 
IP-͔͊͒ͪͫ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ τ 192.168.16.1 

console# configure   

console(config)# interface vlan 1  

console(config - if)# ip  address  192.168.16.144 /24   

console(config - if)# exit   

console(config)# ip  default - gateway  192.168.16.1   

console ( config )# exit  

console #  
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˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͔͙ͯ͋͒ͭΈͫΎΣ ;ͭͦ ͔͊͒ͪͫ ͋·͡ ͤ͊ͤ͊͘;͔ͤ ͙͔ͤͭͪͺ͔͚ͫͯΣ ͍͍͔͙͔͒ͭ ͦͣ͊ͤ͒ͯ͟Υ 

console#  show ip  interface vlan 1  

IP  Address          I/F    I/F Status   Type    Directed  Prec Redirect Status  

                             admin/oper         Broadcast                       

------------------  ---------  ----------  -------  ---------  ----  --------  ------  

192.168.16.144/24  vlan 1    UP/DOWN    Static  disable   No   enable   Valid   

4.5.1.4 ˽ͦͯ͡;͔͙͔ͤ IP-͔͊͒ͪͫ͊ ͦͭ ͔͍͔ͫͪͪ͊ 5I/t 

˨͡Ύ ͨͦͯ͡;͔͙ͤΎ IP-͔͊͒ͪͫ͊ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͨͪͦͭͦͦ͟͡ 5I/tΣ ͍ ͫ ͯ͡;͔͊ ͔͙ͫ͡ ͍ ͔͙ͫͭ ͙͍͔ͨͪͫͯͭͫͭͯͭ 
͔͍͔ͫͪͪ DHCP. IP-͔͊͒ͪͫ ͦͭ ͔͍͔ͫͪͪ͊ DHCP ͣ ͦ͗ͤͦ ͨͦͯ͡;͊ͭΈ ;͔͔ͪ͘ ͡Ό͚͋ͦ ͙͔ͤͭͪͺ͔͚ͫ τ ±[!bΣ ͺ͙͙͘;͔͙͚ͫ͟ 
ͨͦͪͭΣ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦΦ 

 
˽ͦ ͯͣͦ͡;͙͊ͤΌ DHCP-͙͔ͤͭ͟͡ ͍͟͡Ό;͔ͤ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ VLAN 1. 

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟Σ ͔ͨͪ͒ͤ͊ͤ͊͘;͔͚ͤͤͦ ͒͡Ύ ͨͦͯ͡;͔͙ͤΎ ͙͙͒ͤ͊ͣ;͔͎ͫͦͦ͟ IP-͔͊͒ͪͫ͊ ͦͭ DHCP-͔͍͔ͫͪͪ͊ 
ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ vlan 1: 

console# configure   

console(config)# interface vlan 1 

console(config - if)# ip  address dhcp  

console(config - if)# exit   

console #  

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͔͙ͯ͋͒ͭΈͫΎΣ ;ͭͦ ͔͊͒ͪͫ ͋·͡ ͤ͊ͤ͊͘;͔ͤ ͙͔ͤͭͪͺ͔͚ͫͯ, ͍ ͍͔͙͔͒ͭ ͦͣ͊ͤ͒ͯ͟Υ 

console#  show ip  interface  vlan 1  

IP  Address           I/F    I/F Status  Type   Directed  Prec Redirect Status  

                            admin/ope r         Broadcast  

------------------  ---------  ----------  -------  ---------  ----  --------  ------  

10.10.10.3 /24      vlan 1    UP/UP      DHCP    disable   No   enable   Valid  

4.5.1.5 ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͨͪͦͭͦͦ͊͟͡ {bat ͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ ͚͍ͯͫͭͪͦͫͭͯ 

͚͍̂ͫͭͪͦͫͭͦ ͔͙ͫͦ͒ͪ͗ͭ ͍͔ͫͭͪͦͤͤ·  ͚͊ ͎͔ͤͭ {bat ͙ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͍͔͙͙ͪͫ ͨͪͦͭͦͦ͊͟͡ v1/vнͫκvоΦ ˢ͎͔ͤͭ 
{bat ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͤ͊͋ͦͪ ͫͭ͊ͤ͒͊ͪͭͤ·ͻ ͔͔͔ͨͪͣͤͤ·ͻ aL.Φ  

˨͡Ύ ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͙͙͙͍͙͊͒ͣͤͫͭͪͪͦ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊ ͔͍ͨͦͫͪ͒ͫͭͦͣ ͨͪͦͭͦͦ͊͟͡ SNMP ͔ͤͦ͋ͻ͙ͦ͒ͣͦ 
ͫͦ͒͊ͭ͘Έ ͻͦͭΎ ͋· ͦ͒ͤͯ ͫͭͪͦͯ͟ ͫͦͦ͋΅͔͍ͫͭ͊Φ ˴ͦͣͣͯͭ͊ͭͦͪ· ͨ ͔͙͍ͦ͒͒ͪ͗͊Όͭ  ͙ͭͪ ͙ͭͨ͊ ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊Υ 

ï ro τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͒ͦͫͭͯͨ ͭͦ͡Έͦ͟ ͤ͊ ;͔͙͔ͭͤΤ 
ï rw τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͒ͦͫͭͯͨ ͤ͊ ;͔͙͔ͭͤ ͙ ͙͊ͨͫ͘ΈΤ 
ï su τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͒ͦͫͭͯͨ SNMP-͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊Φ 

˹͙͔͔͊͋ͦ͡ ͔ͪ͊ͫͨͪͦͫͭͪ͊ͤͤͦ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊ public τ ͫ ͒ͦͫͭͯͨͦͣ ͭͦ͡Έͦ͟ ͒͡Ύ 
;͔͙ͭͤΎ ͦ͋Ά͔͍ͭͦ͟ MIB ͙ private τ ͫ ͒ͦͫͭͯͨͦͣ ͤ͊ ;͔͙͔ͭͤ ͙ ͙͔͔͙͔ͣͤͤ͘ ͦ͋Ά͔͍ͭͦ͟ MIBΦ ˨͡Ύ ͎͊͗͒ͦͦ͟ 
ͫͦͦ͋΅͔͍ͫͭ͊ ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ IP-͔͊͒ͪͫ ͫͭ͊ͤͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 
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˽͙͔ͪͣͪ ͙ͫͦ͒͊ͤ͘Ύ ͫͦͦ͋΅͔͍ͫͭ͊ private ͫ ͒ͦͫͭͯͨͦͣ ͤ͊ ;͔͙͔ͭͤ ͙ ͙͊ͨͫ͘Έ ͙ IP-͔͊͒ͪͫͦͣ ͫͭ͊ͤͼ͙͙ 
͍͔͙ͯͨͪ͊ͤ͡Ύ мфнΦмсуΦмсΦппΥ 

console# configure   

console(co nfig)# snmp- server server  

console(config)# snmp- server community  private rw  192.168.16.44  

console ( config ) # exit  

console #  

˨͡Ύ ͨͪͦͫͣͦͭͪ͊ ͫͦ͒͊ͤͤ͘·ͻ ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊ ͙ ͔ͤ͊ͫͭͪͦ͟ SNMP ͙ ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͦͣ͊ͤ͒͊͟Υ 

console# show snmp   

SNMP is enabled.  

 

SNMP traps Source IP v4 interface:  

SNMP informs Source IP v4 interface:  

SNMP traps Source IP v6 interface:  

SNMP informs Source IP v6 interface:  

 

  Community - String    Community - Access    View name     IP  address      Mask      

--------------------  ------------------  --------------  ------------  ------------   

      private            read write        Default     192.168.16.1               

                                                       44                         

  Community - String   Group name     IP  address          Mask       Version  Type   

------------------  ------------  ----------------  ----------------  -------  ------   

  

Traps are enabled.  

Authentication - failure trap is enabled.  

 

Version 1,2 notifications  

 Targ et Address    Type    Community   Version   Udp   Filter   To    Retries   

                                                 Port  name     Sec             

----------------  --------  -----------  ----------  -----  -------  -----  ---------   

 

Version 3 notificati ons  

 Target Address    Type    Username   Security Udp   Filter   To    Retries   

                                      Level    Port  name     Sec             

----------------  --------  -----------  --------  -----  -------  -----  ---------   

System Contact:  

System Location:  

4.5.2 ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͙͔ͫͫͭͣ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙͔ͫͫͭͣ· ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͻ͙͊ͤͣ͘ ˢˢˢ ό͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΎΣ 
͍͙͊ͭͦͪ͊͘ͼ͙ΎΣ ͯ;͔ͭύΦ ˨͡Ύ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͒͊ͤͤ·ͻ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͻ͙͊ͤͣ͘ SSH. 

- Authentication ό͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύύ τ ͫ ͍͔͙͔ͦͨͦͫͭ͊ͤ͡ ͊ͨͪͦͫ͊͘ ͫͯ΅͔͍ͫͭͯΌ΅͔͚ ͯ;͖͚ͭͤͦ ͙͙͊ͨͫ͘ 
͍ ͙͔͔ͫͫͭͣ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Φ  

- Authorization ό͍͙͊ͭͦͪ͊͘ͼ͙ΎΣ ͍͔ͨͪͦͪ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ύ τ ͍͔͙͔ͫͦͨͦͫͭ͊ͤ͡ ͯ;͖͚ͭͤͦ ͙͙͊ͨͫ͘ ͍ 
͙͔͔ͫͫͭͣ όͨͪͦ΄͔͒΄͔͚ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Όύ ͙ ͔͔͖ͦͨͪ͒ͤͤ͡·ͻ ͨͦͤͦͣͦ͡;͙͚Φ  

- Accounting όͯ;͖ͭύ τ ͫ ͔͔͙͔͗ͤ͡ ͊͘ ͔͔͙͔ͨͦͭͪ͋ͤͣ͡ ͔͍ͪͫͯͪͫͦ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ 

˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͙ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ τ adminΣ ͨ͊ͪͦ͡Έ τ 
adminΦ ˽͊ͪͦ͡Έ ͤ͊ͤ͊͘;͔͊ͭͫΎ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ ˤ ͫͯ͡;͔͊ ͔͙ͫ͡ ͨ͊ͪͦ͡Έ ͯͭͪ͊;͔ͤΣ ͣͦ͗ͤͦ ͔͔͎͙ͨͪ͊ͪͯͭ͘͘Έ 
͚͍ͯͫͭͪͦͫͭͦ ͙ ;͔͔ͪ͘ ͔͙͚ͫͪͤ·͚ ͨͦͪͭ ͔͍ͨͪͪ͊ͭΈ ͎͊ͪͯͯ͘͘͟Σ ͍ͤ͊͗͊ ͍͙͊͟͡΄ͯ <Esc> ͙͙͡ <Enter>. ˤ ͔ͭ;͔͙͔ͤ 
͔͍ͨͪ·ͻ ͍͒ͯͻ ͔ͫͯͤ͒͟ ͔ͨͦͫ͡ ͨͦΎ͍͔͙ͤ͡Ύ ͫͦͦ͋΅͔͙ͤΎ ͍͎͙͊ͭͦ͊ͪͯ͘͘͟ ͦ ͔ͭͪͦͭͫ͟Ύ ͔ͣͤΌ StartupΣ ͍ ͦͭͦͪͦͣ͟ ͤͯ͗ͤͦ 
͙͊ͨͯͫͭͭ͘Έ ͨͪͦͼ͔͒ͯͪͯ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͨ͊ͪͦ͡Ύ όώ2] Password Recovery Procedure). 
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˽ͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͨͦ ͯͣͦ͡;͙͊ͤΌ όŀŘƳƛƴκŀŘƳƛƴύ ͫͯ΅͔͍͔ͫͭͯͭ ͒ͦ ͔ͭͻ ͨͦͪΣ ͨͦ͊͟ ͔ͤ ͫͦ͒͊ͤ͘ 
͡Ό͚͋ͦ ͎͚͒ͪͯͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͫ ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ мрΦ 
 

 

˽͙ͪ ͔͙͙ͯ͒͊ͤ͡ ͍͔ͫͻ ͫͦ͒͊ͤͤ͘·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͫ мр ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ ͒ͦͫͭͯͨ ͟ 
ͦͣͣͯͭ͊ͭͦͪͯ͟ ͔͋ͯ͒ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͨͦ͒ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡ ͨͦ ͯͣͦ͡;͙͊ͤΌ 
(admin/admin). 

˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͨ͊ͪͦ͡Έ ͍ ͙͔͔ͫͫͭͣ ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ ͒͡Ύ ͔͍͙͍ͫͪͫͦΥ 

ï ˴ͦͤͫͦ͡Έ όͨͦ͒͟͡Ό;͔͙͔ͤ ;͔͔ͪ͘ ͔͙͚ͫͪͤ·͚ ͨͦͪͭύΤ 
ï Telnet; 
ï SSH. 

4.5.2.1  ̂ ͍ͫͭ͊ͤͦ͊͟ ͨ͊ͪͦ͡Ύ ͒͡Ύ ͙ͦͤͫͦ͟͡ 

console(config)# aaa authentication log in  authorization  default line  

console(config)# aaa authentication enable default line  

console(config)# line console  

console(config - line)# login authentication default  

console(config - line)# enable authentication default  

console ( config - line )# password  console  

ˤ ͍͔ͦͭͭ ͤ͊ ͙͎ͨͪ͊͡΄͔͙͔ͤ ͍͍͔͙ͫͭ ͨ͊ͪͦ͡Έ ͍ͦ ͍͔ͪͣΎ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͍ ͚͍͔ͯͫͭͪͦͫͭ ;͔͔ͪ͘ ͔ͫ͊ͤͫ ͙ͦͤͫͦ͟͡ 
͍͍͔͙͔͒ͭ ͨ͊ͪͦ͡Έ τ console. 

4.5.2.2 ͍̂ͫͭ͊ͤͦ͊͟ ͨ ͊ͪͦ͡Ύ ͒ ͡Ύ Telnet  

console(config)# aaa authentication login  authorization  default  line   

console(config)# aaa authentication enable default  line   

console(config)# ip  telnet server  

console(config)# line telnet   

console(config - line)# login authentication default   

console(config - line)# enable authentication default   

console ( config - line )# password  telnet   

ˤ ͍͔ͦͭͭ ͤ͊ ͙͎ͨͪ͊͡΄͔͙͔ͤ ͍͍͔͙ͫͭ ͨ͊ͪͦ͡Έ ͍ͦ ͍͔ͪͣΎ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͍ ͚͍͔ͯͫͭͪͦͫͭ ;͔͔ͪ͘ ͔ͫ͊ͤͫ ¢ŜƭƴŜǘ 
͍͍͔͙͔͒ͭ ͨ͊ͪͦ͡Έ τ telnet. 

4.5.2.3 ͍̂ͫͭ͊ͤͦ͊͟ ͨ͊ͪͦ͡Ύ ͒͡Ύ {{I  

console(config)# aaa authentication login  authorization  default  line   

console(config)# aaa authentication enable default  line   

console(config)# ip  ssh server  

console(config)# line ssh   

console(config - line)# login authentication default   

console(config - line)# enable authentication default   

console ( config - line )# password  ssh  

ˤ ͍͔ͦͭͭ ͤ͊ ͙͎ͨͪ͊͡΄͔͙͔ͤ ͍͍͔͙ͫͭ ͨ͊ͪͦ͡Έ ͍ͦ ͍͔ͪͣΎ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͍ ͚͍͔ͯͫͭͪͦͫͭ ;͔͔ͪ͘ ͔ͫ͊ͤͫ {{I ͍͍͔͙͔͒ͭ 
ͨ͊ͪͦ͡Έ τ ssh. 
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4.5.3 ˹͚͊ͫͭͪͦ͊͟ ͔͋͊ͤͤͪ͊ 

˨͡Ύ ͍ͯ͒ͦ͋ͫͭ͊ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊ ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ ͔͋͊ͤͤͪ τ ͫͦͦ͋΅͔͙͔ͤΣ ͔ͫͦ͒ͪ͗͊΅͔͔ ͡Ό͋ͯΌ 
͙ͤͺͦͪͣ͊ͼ͙ΌΦ ˹͙͔͊ͨͪͣͪ: 

console(config)# banner exec ;  

Role: Core switch  

            Location: Objedineniya 9, str.  
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5 ̂˽˾ˢˤ˶˩˹ˮ˩ ̂˿́˾˻˯˿́ˤ˻˸Φ ˮ˹́˩˾̅˩˯˿ ˴˻˸ˢ˹˨˹˻˯ ˿́˾˻˴ˮ 

˨͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͤͫͦ͟͡Έͦ͟ ͔͙͍ͪ͗ͣͦΦ ˤ ͊͗͒ͦͣ͟ ͔͙͔ͪ͗ͣ ͔͒ͦͫͭͯͨͤ 
͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͙ͫͨͫͦ͟ ͦͣ͊ͤ͒͟Φ ˤ͍ͦ͒ ͙͍ͫͣͦ͡ ͊ζΚη ͙ͫͯ͗ͭ͡ ͒͡Ύ ͨͪͦͫͣͦͭͪ ͊ͤ͊͋ͦͪ͊ ͦͣ͊ͤ͒͟Σ ͒ͦͫͭͯͨͤ·ͻ ͍ 
͊͗͒ͦͣ͟ ͙͘ ͔͙͍ͪ͗ͣͦΦ 

˨͡Ύ ͔͔ͨͪͻͦ͒͊ ͙͘ ͎ͦ͒ͤͦͦ ͔͙ͪ͗ͣ͊ ͍ ͎͚͒ͪͯͦ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫͨͼ͙͊͡Έͤ·͔ ͦͣ͊ͤ͒͟·Φ ˽͔͔ͪ;͔ͤΈ 
ͫͯ΅͔͍ͫͭͯΌ΅͙ͻ ͔͙͍ͪ͗ͣͦ ͙ ͦͣ͊ͤ͒͟ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣΥ 

˴ͦͣ͊ͤ͒ͤ·͚ ͔͙ͪ͗ͣ όEXEC), ͒ ͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͫͪ͊ͯ͘ ͔ͨͦͫ͡ ͔ͯͫͨ΄͚ͤͦ ͎͙͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
͙ ͍͍ͦ͒͊ ͙͔͙ͣͤ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͨ͊ͪͦ͡Ύ ό͒͡Ύ ͔͙͍͙͔͎͙͍͎ͤͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ ˽͙͎ͪ͊͡΄͔͙͔ͤ ͙ͫπ
͔ͫͭͣ· ͍ Ήͭͦͣ ͔͙͔ͪ͗ͣ ͙ͫͦͫͭͦͭ ͙͘ ͙͔͙ͣͤ ͚͍ͯͫͭͪͦͫͭ͊ όhost nameύ ͙ ͙͍ͫͣͦ͊͡ άҔέΦ  

console > 

˽͙͍͙͔͎͙͍ͪͪͦ͊ͤͤ͡·͚ ͦͣ͊ͤ͒ͤ͟·͚ ͔͙ͪ͗ͣ (privileged EXEC), ͒͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͫͪ͊ͯ͘ ͔ͨͦͫ͡ 
͔ͯͫͨ΄͚ͤͦ ͎͙͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͍͍ͦ͒͊ ͙͔͙ͣͤ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͨ͊ͪͦ͡ΎΦ ˽͙͎ͪ͊͡΄͔͙͔ͤ ͙͔ͫͫͭͣ· ͍ Ήͭͦͣ 
͔͙͔ͪ͗ͣ ͙ͫͦͫͭͦͭ ͙͘ ͙͔͙ͣͤ ͚͍ͯͫͭͪͦͫͭ͊ όhost nameύ ͙ ͙͍ͫͣͦ͊͡ άІέΦ  

console # 

˾͔͙͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ (global configuration)Σ ͒͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͊͒͊͘π
͙ͤΎ ͦ͋΅͙ͻ ͔ͤ͊ͫͭͪͦ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͒ͦͫͭͯͨͤ· ͙͘ ͡Ό͎͋ͦͦ 
͔͙ͨͦ͒ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ ʕ ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͚ͦͣ͊ͤ͒ͦ͟ configure . 

console # configure   

console ( config )#  

˾͔͙͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ όline configuration)Σ ͒͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͦͤ͟ͺ͙π
͎ͯͪ͊ͼ͙͙Σ ͍ͫΎ͊ͤͤͦ͘ ͚ͫ ͚ͪ͊͋ͦͭͦ ͔͙ͭͪͣͤ͊͊͡Φ ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙͘ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙π
͎ͯͪ͊ͼ͙͙. 

console ( config )# line  { console  | telnet  | ssh }  

console ( config - line )#  

5.1 ˣ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 36 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·, ͒ ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

enable [priv] 
priv: (1..15)/15 

˽͔͔ͪ͟͡Ό;͙ͭΈͫΎ ͍ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·͚ ͔͙ͪ͗ͣ ό͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ 
͔ͤ ͯ͊͊ͤͦ͘͟ τ ͭ ͦ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ мрύΦ 

login τ ˭͍͔͊ͪ΄͔͙͔ͤ ͔ͭͯ͟΅͔͚ ͔͙͙ͫͫͫ ͙ ͔ͫͣͤ͊ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

exit  τ ˭͊ͪ͟·ͭΈ ͙͍͊ͭͤͯ͟Ό ͔͙ͭͪͣͤ͊͡ΈͤͯΌ ͔͙ͫͫͫΌΦ  

help 
τ 

˭͊ͨͪͦͫ ͍ͫͨͪ͊ͦ;͚ͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͔ͪ͊͋ͦͭ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟. 
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show history 
τ 

˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭͦͪΌ ͦͣ͊ͤ͒͟Σ ͍͍͔͔͒ͤͤ·ͻ ͍ ͔ͭͯ͟΅͔͚ 
͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

show privilege τ ˽ͦ͊͊ͭ͘͟Έ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ ͔ͭͯ͟΅͔͎ͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

terminal history 

τκͺͯͤ͟ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦͣ͊ͤ͒͟ 
͒͡Ύ ͔ͭͯ͟΅͔͚ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

terminal no history ˻ͭ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦͣ͊ͤ͒͟ 
͒͡Ύ ͔ͭͯ͟΅͔͚ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

terminal history size size 

size: (10..207)/10 

ˮ͔͙ͣͤͭ͘Έ ͔ͪ͊ͣͪ͘ ͋ͯͺ͔ͪ͊ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦͣ͊ͤ͒͟ ͒͡Ύ 
͔ͭͯ͟΅͔͚ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

terminal no history size ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

terminal datadump 
τκ͍·͍ͦ͒ ͦͣ͊ͤ͒͟ 
͔ͪ͊͒͘͡Ύ͔ͭͫΎ ͨͦ 
͙ͫͭͪ͊ͤͼ͊ͣ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͍·͍ͦ͒ ͦͣ͊ͤ͒͟ ͔͋͘ ͔͔͙ͪ͊͒ͤ͘͡Ύ ͤ͊ ͙ͫͭͪ͊ͤͼ· 
ό͔͔͙͔ͪ͊͒ͤ͘͡ ͍·͍ͦ͒͊ ͍͙ͫͨͪ͊͟ ͨͦ ͙ͫͭͪ͊ͤͼ͊ͣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ 
͚ͫͭͪͦͦ͟Υ More: <space>, Quit: q or CTRL+Z, One line: <return>). 

terminal no datadump ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

terminal prompt 

τκͺͯͤ͟ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͍͔͔͙͔ͨͦ͒ͭͪ͗͒ͤ ͔͔ͨͪ͒ ͍·͔͙͔ͨͦͤͤͣ͡ ͔ͤͦͭͦͪ͟·ͻ 
ͦͣ͊ͤ͒͟Φ 

terminal no prompt ˻ͭ͟͡Ό;͙ͭΈ ͍͔͔͙͔ͨͦ͒ͭͪ͗͒ͤ ͔͔ͨͪ͒ ͍·͔͙͔ͨͦͤͤͣ͡ ͔ͤͦͭͦͪ͟·ͻ 
ͦͣ͊ͤ͒͟Φ 

show banner [login | exec] τ ˻͔ͭͦ͋ͪ͊͗͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͔͍͋͊ͤͤͪͦΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙ ͚͍ ͙͒: 

console # 

͙́͊͋͡ͼ͊ 37 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·Σ ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

disable [priv] priv: (1, 7, 15)/1 
ˤ͔ͪͤͯͭΈͫΎ ͍ ͦͣ͊ͤ͒ͤ͟·͚ ͔͙ͪ͗ͣ ό9·9/ύ ͙͘ 
͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͎ͦͣ͊ͤ͒ͤͦͦ͟ ͔͙ͪ͗ͣ͊ όǇǊƛǾƛƭŜƎŜŘ 9·9/ύ. 

configure[terminal] τ ˽͔͔͚͙ͪͭ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

debug-mode τ ˽͔͔͚͙ͪͭ ͍ ͔͙ͪ͗ͣ ͙ͦͭ͊͒͟͡Φ 

set system mode {acl-sqinq 
|  acl-sqinq-udb} 

acl-sqinq 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͺ͙͡Έͭͪ͊ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 
- acl-sqinq τ ͪ ͔͙͗ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌΤ 
- acl-sqinq-udb τ ͍ ͍͔͒ͦ ͔ͯͣͤΈ΄͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͍ ͦͣͦ͗ͤ͘·ͻ 
͍͙ͨͪ͊͡ {vƛƴvΤ ͍͔͒ͦ͋͊ͤ͊͡ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͨͦ 
͙ͭͪͤ͊͒ͼ͙͊ͭ ͦͺͺ͔ͫͭ͊ͣ ό͍ ͔͙͔ͪ͗ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌ τ ͨ ΎͭΈύ. 

˴ͦͣ͊ͤ͒·Σ ͒ͦͫͭͯͨͤ·͔ ͍ͦ ͍͔ͫͻ ͔͙ͪ͗ͣ͊ͻ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͔͔ͣͭ ͙ͦ͒ͤ ͙͘ ͔ͫ͒ͯ͡Ό΅͙ͻ ͍͙͍͒ͦΥ 

console#  

console(config)#  

console(config - line)#  

͙́͊͋͡ͼ͊ 38 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·Σ ͒ͦͫͭͯͨͤ·͔ ͍ͦ ͍͔ͫͻ ͪ ͔͙͗ͣ͊ͻ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

exit 
τ 

ˤ·͚͙ͭ ͙͘ ͡Ό͎͋ͦͦ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͤ ͊ ͍͔ͯͪͦͤΈ ͍·΄͔ ͍ 
͙͔ͪ͊ͪͻ͙͙ ͦͣ͊ͤ͒͟ /[LΦ 

end 
τ 

ˤ·͚͙ͭ ͙͘ ͡Ό͎͋ͦͦ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍  ͦͣ͊ͤ͒ͤ͟·͚ ͔͙ͪ͗ͣ 
(privileged EXEC). 
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do 
τ 

ˤ·͙ͨͦͤͭ͡Έ ͦͣ͊ͤ͒ͯ͟ ͎ͦͣ͊ͤ͒ͤͦͦ͟ ͍ͯͪͦͤΎ ό9·9/ύ ͙͘ ͡Ό͎͋ͦͦ 
͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

help τ ·ʕ͍͔͙ͫͭ ͍ͫͨͪ͊ͯ͟ ͨͦ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͣ ͦͣ͊ͤ͒͊ͣ͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 39 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·, ͒ ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

banner exec d 
message_text d  

τ 

˭͊͒͊ͭΈ ͔ͭͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ŜȄŜŎ ό͙͔ͨͪͣͪΥ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ 
͔ͯͫͨ΄ͤͦ ͍ͦ΄͔͡ ͍ ͙͔ͫͫͭͣͯύ ͙ ͍͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͤ͊ Ήͪ͊ͤ͟Φ 
- d τ ͪ ͔͙͔͊͒ͭ͘͡͡ΈΤ 
- message_text τ ͭ ͔ͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ό͍ ͔ͫͭͪͦ͟ ͒ͦ рмл 
͙͍͍ͫͣͦͦ͡Σ ͦ͋΅͔͔ нллл ͙͍͍ͫͣͦͦ͡ύΦ 

no banner exec ͙̂͒͊ͭ͡Έ ͔ͭͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ŜȄŜŎΦ 

banner login d 
message_text d 

τ 

˭͊͒͊ͭΈ ͔ͭͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ƭƻƎƛƴ ό͙ͤͺͦͪͣ͊ͼ͙͔ͦͤͤͦ ͫͦͦ͋΅͔͙͔ͤΣ 
͔ͦͭͦͪͦ͟ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͔͔ͨͪ͒ ͍͍ͦ͒ͦͣ ͙͔͙ͣͤ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ 
ͨ͊ͪͦ͡ΎύΣ ͙ ͍͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͤ͊ Ήͪ͊ͤ͟Φ 
- d τ ͪ ͔͙͔͊͒ͭ͘͡͡ΈΤ 
- message_text τ ͭ ͔ͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ό͍ ͔ͫͭͪͦ͟ ͒ͦ рмл 
͙͍͍ͫͣͦͦ͡Σ ͦ͋΅͔͔ нллл ͙͍͍ͫͣͦͦ͡ύΦ 

no banner login ͙̂͒͊ͭ͡Έ ͔ͭͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ƭƻƎƛƴΦ 

line session-limit max-
session 

max-session: (1..6)/6 

˭͔͊͒͊ͭ ͙ͣ͊ͫͣ͊͟͡Έͤͦ ͍͔ͦͣͦ͗ͤͦ͘ ;͙ͫͦ͡ ͙͍͊ͭͤ͟·ͻ ͔͙͚ͫͫͫ CLI. 
˻͒ͤ͊ ͔͙ͫͫͫΎ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤ͊͘ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
;͔͔ͪ͘ com-ͨͦͪͭΦ 
 

no line session-limit  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config - line )#  

͙́͊͋͡ͼ͊ 40 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·, ͒ ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

history 

τκͺͯͤ͟ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦͣ͊ͤ͒͟Φ 

no history ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ 
ͦͣ͊ͤ͒͟Φ 

history size size 
size: (10..207)/10 

ˮ͔͙ͣͤͭ͘Έ ͔ͪ͊ͣͪ͘ ͋ͯͺ͔ͪ͊ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦͣ͊ͤ͒͟Φ 

no history size ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

exec-timeout timeout timeout: (0..65535)/10 
͙ͣͤͯͭ 

˭͊͒͊ͭΈ ͚ͭ͊ͣ͊ͯͭ ͔ͭͯ͟΅͔͚ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫ ͍  ͙ͣͤͯͭ͊ͻ. 

no exec-timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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5.2 ͙̅͡Έͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ 

͙̅͡Έͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤ ͍ͨͦͦ͘͡Ύ͔ͭ ͔ͯͣͤΈ΄͙ͭΈ ͦ͋Ά͔ͣ ͔ͦͭͦ͋ͪ͊͗͊ͣ·ͻ ͒͊ͤͤ·ͻ ͍ ͍͔ͦͭͭ ͤ͊ ͊ͨͪͦͫ͘· 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͔͎ͦ͋͡;͙ͭΈ ͙ͨͦͫ͟ ͔ͤͦ͋ͻ͙͚ͦ͒ͣͦ ͙ͤͺͦͪͣ͊ͼ͙͙Φ ˨͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ ͙ͤͺͦͪͣ͊ͼ͙͙ ͔͔ͭͪ͋ͯͭͫΎ 
͍͙͒ͦ͋͊ͭΈ ͍ ͔ͦͤ͟ͼ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͍ͫͣͦ͡ άμέ ͙ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͦ͒ͤͯ ͙͘ ͦͨͼ͙͚ ͺ͙͡Έͭͪ͊ͼ͙͙, 
͔͔ͨͪ;͙͔ͫͤͤ͡·ͻ ͍ ͙ͭ͊͋͡ͼ͔ 41. 

͙́͊͋͡ͼ͊ 41 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˸͔ͭͦ͒ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

begin pattern 

τ 

˹͚͙͊ͭ ͔͍͔ͨͪͦ ͍͔͙͔ͫͦͨ͊͒ͤ ͫ ΄͊͋ͦͤͦͣ͡ ͍ ͤ͊;͔͊͡ ͙ͫͭͪͦ͟Σ 
͍·͍͔͙ͫͭ ͍͔ͫ ͙ͫͭͪͦ͟ ͊͘ ͔͚ͤ. 

include pattern ˤ·͍͔ͫ ͙ͭ ͍ ͔ͫ ͙ͫͭͪͦ͟Σ ͔ͫͦ͒ͪ͗͊΅͙͔ ΄͊͋ͦͤ͡. 

exclude pattern ˤ·͍͔ͫ ͙ͭ ͍ ͔ͫ ͙ͫͭͪͦ͟Σ ͔ͤ ͔ͫͦ͒ͪ͗͊΅͙͔ ΄͊͋ͦͤ͡. 

5.3 ˽͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ ͍·͍ͦ͒͊ ͦͣ͊ͤ͒͟ CLI ͍  ͙͍ͨͪͦͦ͘͡Έͤ·͚ ͺ͚͊͡ ͤ͊ ˽˭̂ 

ˮ͔ͤͭͪͺ͔͚ͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͔͔͍͔͙ͨͪͤ͊ͨͪ͊ͤ͡Ύ ͍·͍ͦ͒͊ ͦͣ͊ͤ͒͟ ͍ 
͙͍ͨͪͦͦ͘͡Έͤ·͚ ͺ͚͊͡ ͤ͊ ˽˭̂Φ 

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͙͍ͦͨͪͦ͊ͭ͟Έ ͍·͍ͦ͒ ͦͣ͊ͤ͒͟· ͍ ͺ͚͊͡ ό͔͔͙ͨͪ͊ͨͫ͊ͭ͘Έ ͺ͚͊͡Σ ͔͙ͫ͡ ͚ͭ͊ͦ͟ ͔ͯ͗ ͫͯ΅͔π
͍͔ͫͭͯͭύΣ ͔͔ͭͪ͋ͯͭͫΎ ͔ͨͦͫ͡ ͤ͊͋ͦͪ͊ ͦͣ͊ͤ͒͟· ͔͙ͦͭͦ͋ͪ͊͗ͤΎ ͙ͤͺͦͪͣ͊ͼ͙͙ ͍͙͒ͦ͋͊ͭΈ ͙͍ͫͣͦ͡ ζҔη ͙ ͯ͊͊ͭ͘͟Έ ͙ͣΎ 
ͺ͚͊͊͡Φ ˨͡Ύ ͎ͭͦͦ, ;ͭͦ͋· ͟ ͙͍ͦͨͪͦ͊ͭΈ ͍·͍ͦ͒ ͦͣ͊ͤ͒͟· ͍ ͔ͦͤ͟ͼ ͺ͚͊͊͡Σ ͔ͨͦͫ͡ ͤ͊͋ͦͪ͊ ͦͣ͊ͤ͒͟· ͔͙ͦͭͦ͋ͪ͊͗ͤΎ 
͙ͤͺͦͪͣ͊ͼ͙͙ ͍͙͒ͦ͋͊ͭΈ ͙͍ͫͣͦ͡ ζ>>η ͙  ͯ͊͊ͭ͘͟Έ ͙ͣΎ ͺ͚͊͊͡Φ ˽͙͔ͪͣͪ ͙ ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ: 

ʩonsole#  show system  >> flash:// directory/filename  

 

˽͔͔͍ͪͤ͊ͨͪ͊͡ΎͭΈ ͍·͍ͦ͒ ͦͣ͊ͤ͒͟ ͍ ͺ͚͊͡ ͔ͣͦ͗ͭ ͭͦ͡Έͦ͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͫ мр ͍͔ͯͪͦͤͣ ͙ͨͪπ
͍͙͔͎͙͚͡Φ 

5.4 ˹͚͊ͫͭͪͦ͊͟ ͣ͊ͪͦͦͣ͊ͤ͒͟͟ 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͍ͫͦ͒͊͊ͭ͘Έ ͙ͯͤͺ͙ͼ͙͍ͪͦ͊ͤͤ·͔ ͤ͊͋ͦͪ· ͦͣ͊ͤ͒͟ τ ͣ͊ͪͦͫ͟·Σ ͦͭͦͪ͟·͔ 
ͣͦ͗ͤͦ ͍͔͍͙͙ͨͦͫ͒ͫͭ͡ ͙͔ͨͪͣͤΎͭΈ ͍ ͨͪͦͼ͔͔ͫͫ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 42 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

macro name word [track 
object [state activa-
tion_state]] 

word: (1..32) 
͙͍͍ͫͣͦͦ͡ 

object: (1..64); 
activation_state: (any, 

up, down)/any 

˿ͦ͒͊ͭ͘Έ ͤ ͍ͦ·͚ ͤ͊͋ͦͪ ͦͣ͊ͤ͒͟Σ ͔͙ͫ͡ ͤ͊͋ͦͪ ͫ ͙ͭ͊ͣ͟ ͙͔͔ͣͤͣ 
ͫͯ΅͔͍͔ͫͭͯͭ τ ͨ ͔͔͙ͪ͊ͨͫ͊ͭ͘Έ ͔ ͎ͦΦ ˹͊͋ͦͪ ͦͣ͊ͤ͒͟ ͍͍͙ͦ͒ͭͫΎ 
ͨͦͫͭͪͦ;ͤͦΦ ˭͊ͦͤ͟;͙ͭΈ ͣ͊ͪͦͫ͟ ͣͦ͗ͤͦ ͫ ͨͦͣͦ΅ΈΌ ͙͍ͫͣͦ͊͡ 
άϪέΦ ˸͙͊ͫͣ͊͟͡Έͤ͊Ύ ͙͒ͤ͊͡ ͣ͊ͪͦͫ͊͟ τ рмл ͙͍͍ͫͣͦͦ͡Φ ʕ  ͔͔ͭ͡ 
ͣ͊ͪͦͫ͊͟ ͣͦ͗ͤͦ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒ͦ ͖ͭͪͻ ͔͔͔ͨͪͣͤͤ·ͻ ͍ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ ˩͙ͫ͡ ͊͒͊ͤ͘ ͔ͨ͊ͪ͊ͣͭͪ trackΣ ͣ͊ͪͦͫ͟ ͔͋ͯ͒ͭ 
͙͍͙͍͊ͭͪͦ͊ͤ͟ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ ¢w!/Y ͦ ͋Ά͔ͭ͊͟ ͫ ͔ͤͦͣͪͦͣ 
ƻōƧŜŎǘΣ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͔ͨ͊ͪ͊ͣͭͪͦͣ state (up τ ͊ ͙͍ͭ͊͟ͼ͙Ύ 
͙ͨͪ ͔͔ͨͪͻ͔ͦ͒ ͙͘ ͫͦͫͭͦΎ͙ͤΎ 5h²b ͍  ͫͦͫͭͦΎ͙͔ͤ ¦t, down τ 
͙͍͊ͭ͊͟ͼ͙Ύ ͙ͨͪ ͔͔ͨͪͻ͔ͦ͒ ͙͘ ͫͦͫͭͦΎ͙ͤΎ ¦t ͍  ͫͦͫͭͦΎ͙͔ͤ 5h²b, 
any τ ͊ ͙͍ͭ͊͟ͼ͙Ύ ͙ͨͪ ͡Ό͋ͦͣ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎύΦ ˸͊ͪͦͫ͟ 
͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͍͙͍͊ͭͪͦ͊ͤ͟ ͙͔͔͙͔ͣͤͤͣ͘ ¢w!/Y ͦ ͋Ά͔ͭ͊͟ ͙ͨͪ 
͙ͤ͊͡;͙͙ ͔͔͔ͨͪͣͤͤ·ͻ ͍ ͔͔ͭ͡Φ 

no macro name word  ͙̂͒͊ͭ͡Έ ͯ ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟. 

macro global apply word word: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽͙͔͙ͪͣͤͭΈ ͯ ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟. 

macro global trace word word: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽͍͔͙ͪͦͪͭΈ ͯ ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟ ͤ͊ ͍͙͊͒ͤͦͫͭ͡Έ. 

macro global description 
word 

word: (1..160) 
͙͍͍ͫͣͦͦ͡ 

˿ͦ͒͊ͭ͘Έ ͫ ͭͪͦͯ͟-͔͙͒ͫͪͨͭͦͪ͟ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͣ͊ͪͦͫ͊͟. 

no macro global description ͙̂͒͊ͭ͡Έ ͫ ͭͪͦͯ͟-͔͙͒ͫͪͨͭͦͪ͟. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console > 

͙́͊͋͡ͼ͊ 43 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨ ͦͯ ͣͦ͡;͙͊ͤΌ  

˨͔͚͍͙͔ͫͭ 

macro apply word [pattern1 
value1] [pattern2 value2] 
[pattern3 value3] 

word: (1..32) 
͙͍͍ͫͣͦͦ͡  

˽͙͔͙ͪͣͤͭΈ ͯ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟. 
- pattern τ ́ ͊͋ͦͤ͡Σ ͫͦͫͭͦΎ΅͙͚ ͙͘ ͦ͋ΆΎ͍͔͙ͤ͡ΎΣ ͙͔ͤ͊ͨͪͣͪ, 
͙͍ͫͣͦ͊͡ ϦϷϦΣ ͙ ͔͔͔͚ͨͪͣͤͤͦΣ ͙ͤ͊ͨͫ͊ͤͤ·ͻ ͙ͫͭͤͦ͡; 
- value τ ͨ ͔͔͔ͪͣͤͤ͊Ύ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙. 

macro trace word ˽͍͔͙ͪͦͪͭΈ ͯ ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟ ͤ͊ ͍͙͊͒ͤͦͫͭ͡Έ. 

show parser macro [{brief |  
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port | 
port-channel group}] | 
name word}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
word: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͨ ͔͊ͪ͊ͣͭͪ· ͔ͤ͊ͫͭͪͦͤͤ·ͻ ͍ͣ͊ͪͦͫͦ͟ ͤ͊ 
͚͍͔ͯͫͭͪͦͫͭΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊: 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 44 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

macro apply word [pattern1 
value1] [pattern2 value2] 
[pattern3 value3] 

word: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽͙͔͙ͪͣͤͭΈ ͯ ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟. 
- pattern τ ́ ͊͋ͦͤ͡Σ ͫͦͫͭͦΎ΅͙͚ ͙͘ ͦ͋ΆΎ͍͔͙ͤ͡ΎΣ ͙͔ͤ͊ͨͪͣͪ, 
͙͍ͫͣͦ͊͡ ϦϷϦΣ ͙ ͔͔͔͚ͨͪͣͤͤͦΣ ͙ͤ͊ͨͫ͊ͤͤ·ͻ ͙ͫͭͤͦ͡; 
- value τ ͨ ͔͔͔ͪͣͤͤ͊Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

macro trace word word: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽͍͔͙ͪͦͪͭΈ ͯ ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟ ͤ͊ ͍͙͊͒ͤͦͫͭ͡Έ. 

macro description word word: (1..160) 
͙͍͍ͫͣͦͦ͡ 

͍͙̂ͫͭ͊ͤͦͭΈ ͫͭͪͦͯ͟-͔͙͒ͫͪͨͭͦͪ͟ ͣ͊ͪͦͫ͊͟. 

no macro description  ͙̂͒͊ͭ͡Έ ͫͭͪͦͯ͟-͔͙͒ͫͪͨͭͦͪ͟.  

5.5 ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console > 

͙́͊͋͡ͼ͊ 45 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ping [ip] {A.B.C.D |  host} 
[vrf vrf-name] [size size] 
[count count] [timeout 
timeout] [source 
A.B.C.D] [df]  

vrf-name: (1..32) 
͙͍ͫͣͦ͊͡; 

host: (1..158) ͫ ͙͍͍ͣͦͦ͡; 
size: (64..1518)/64 ͚͋͊ͭ; 

count: (0..65535)/4; 
timeout: 

(50..65535)/2000 ͣ  ͫ

˴ͦͣ͊ͤ͒͊ ͙ͫͯ͗ͭ͡ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͍͊ͨͪͦͫͦ͘ όL/at 9ŎƘƻ-Request) 
ͨͪͦͭͦͦ͊͟͡ L/at ͯ͊͊ͤͤͦͣͯ͘͟ ͯͯ͘͡ ͔͙ͫͭΣ ͊ ͔ͭ͊͗͟ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ 
ͨͦͫͭͯͨ͊Ό΅͙ͻ ͍͔͍ͦͭͭͦ όL/at 9ŎƘƻ-Reply).  
- vrf-name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙; 
- A.B.C.D τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ; 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭ; 
- size τ ͪ ͔͊ͣͪ͘ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͙ͦͭͨͪ͊͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭ ͍ 
͔͔ͨ͊ͭ͟; 
- count τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙; 
- timeout τ ͍ ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘; 
- df τ ͦ ͔͙ͭͣͤͭΈ ͺ͎͔ͪ͊ͣͤͭ͊ͼ͙Ό ͔͍ͨ͊ͭͦ͟. 

ping ipv6 {A.B.C.D.E.F |  
host} [size size] [count 
count] [timeout timeout] 
[source A.B.C.D.E.F] 

host: (1..158) ͫ ͙͍͍ͣͦͦ͡Τ 
size: (68..1518)/68 ͋ ͚͊ͭ; 

count: (0..65535)/4; 
timeout: 

(50..65535)/2000 ͣ  ͫ

˴ͦͣ͊ͤ͒͊ ͙ͫͯ͗ͭ͡ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͍͊ͨͪͦͫͦ͘ όL/at 9ŎƘƻ-Request) 
ͨͪͦͭͦͦ͊͟͡ L/at ͯ͊͊ͤͤͦͣͯ͘͟ ͯͯ͘͡ ͔͙ͫͭΣ ͊ ͔ͭ͊͗͟ ͒ ͡Ύ ͦͤͭͪͦ͟͡Ύ 
ͨͦͫͭͯͨ͊Ό΅͙ͻ ͍͔͍ͦͭͭͦ όL/at 9ŎƘƻ-Reply). 
- A.B.C.D.E.F τ IPv6-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ; 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭ; 
- size τ ͪ ͔͊ͣͪ͘ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͙ͦͭͨͪ͊͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭ ͍ 
͔͔ͨ͊ͭ͟; 
- count τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙; 
- timeout τ ͍ ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘. 
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traceroute ip {A.B.C.D |  
host} [vrf vrf-name] [size 
size] [ttl  ttl ] [count 
count] [timeout timeout] 
[source ip_address] 

vrf-name: (1..32) 
͙͍ͫͣͦ͊͡; 

host: (1..158) ͫ ͙͍͍ͣͦͦ͡; 
size: (64..1518)/64 ͚͋͊ͭ;  

ttl : (1..255)/30; 
count: (1..10)/3; 

timeout: (1..60)κо ͫ; 

˻͔͔͙ͨͪ͒ͭ͡Έ ͣ͊ͪ΄ͪͯͭ ͭ ͪ͊ͺ͙͊͟ ͒ͦ ͯ͊͘͡ ͤ͊ͤ͊͘;͔͙ͤΎΦ 
- vrf-name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙; 
- A.B.C.D τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ; 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- size τ ͪ ͔͊ͣͪ͘ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͙ͦͭͨͪ͊͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭ ͍ 
͔͔ͨ͊ͭ͟Τ 
- ttl  τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͯ;͍͊ͫͭͦ͟ ͍ ͣ͊ͪ΄͔ͪͯͭΤ 
- count τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͔ͨ͊ͭ͊͟ ͤ͊ ͊͗͒ͦͣ͟ 
ͯ;͔͊ͫͭ͟Τ 
- timeout τ ͍ ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘Τ 
- IP_address τ IP-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ 
͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒ ͡Ύ ͔͔ͨͪ͒͊;͙ ͔͍ͨ͊ͭͦ͟Φ 

˻͙͙͔ͨͫ͊ͤ ͦ΄͙͋ͦ͟ ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͟ ͦͣ͊ͤ͒ ͙ 
͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͊ͻ 47, 48. 

traceroute ipv6 
{A.B.C.D.E.F |  host} [size 

size] [ttl  ttl ] [count 
count] [timeout timeout] 
[source ip_address] host: (1..158) ͫ ͙͍͍ͣͦͦ͡Τ 

size: (66..1518)/66 x ͚͊ͭΤ  
ttl : (1..255)/30; 
count: (1..10)/3; 

timeout: (1..60) κо ͫΤ 

˻͔͔͙ͨͪ͒ͭ͡Έ ͣ ͊ͪ΄ͪͯͭ ͭͪ ͊ͺ͙͊͟ ͒ͦ ͯ͊͘͡ ͤ͊ͤ͊͘;͔͙ͤΎΦ  
- A.B.C.D.E.F τ IPv6-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΤ 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- size τ ͪ ͔͊ͣͪ͘ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͙ͦͭͨͪ͊͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭ ͍ 
͔͔ͨ͊ͭ͟Τ 
- ttl  τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͯ;͍͊ͫͭͦ͟ ͍ ͣ͊ͪ΄͔ͪͯͭΤ 
- count τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͔ͨ͊ͭ͊͟ ͤ͊ ͊͗͒ͦͣ͟ 
ͯ;͔͊ͫͭ͟Τ 
- timeout τ ͍ ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘Τ 
- IP_address τ IP-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟, 
͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͔͍ͨ͊ͭͦ͟Φ 

˻͙͙͔ͨͫ͊ͤ ͦ΄͙͋ͦ͟ ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟ ͙ 
͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͊ͻ 47, 48. 

telnet {A.B.C.D | host} 
[port] [keyword1Χϐ  

host: (1..158) ͫ ͙͍͍ͣͦͦ͡Τ  
port: (1..65535)/23 

˻ͭͪ͟·ͭΈ TELNET-͔͙ͫͫͫΌ ͒ ͡Ύ ͯ͊͘͡ ͔͙ͫͭΦ 
- A.B.C.D τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΤ 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- port τ TCP-ͨͦͪͭΣ ͨͦ ͦͭͦͪͦͣͯ͟ ͔ͪ͊͋ͦͭ͊ͭ ͫͯ͗͋͊͡ ¢ŜƭƴŜǘΤ 
- keyword τ ͟ ͡Ό;͔͍͔ͦ ͍ͫͦͦ͡Φ 

˻͙͙͔ͨͫ͊ͤ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͦͣ͊ͤ͒͟ ¢ŜƭƴŜǘ ͙ ͟͡Ό;͔π
͍·ͻ ͍ͫͦ͡ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ ͔49. 

ssh {A.B.C.D | host} 
[port] [keyword1...] 

host: όмΦΦмруύ ͙͍͍ͫͣͦͦ͡Τ  
port: (1..65535)/22; 

˻ͭͪ͟·ͭΈ {{I-͔͙ͫͫͫΌ ͒ ͡Ύ ͯ͊͘͡ ͔͙ͫͭΦ  
- A.B.C.D τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΤ 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- port τ TCP-ͨͦͪͭΣ ͨͦ ͦͭͦͪͦͣͯ͟ ͔ͪ͊͋ͦͭ͊ͭ ͫͯ͗͋͊͡ {{IΤ 
- keyword τ ͟ ͡Ό;͔͍͔ͦ ͍ͫͦͦ͡Φ 

˻͙͙͔ͨͫ͊ͤ ͟͡Ό;͔͍·ͻ ͍ͫͦ͡ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͔ 
50. 

resume [connection] connection: 
(1..5)κ͔ͨͦͫ͒ͤ͡ΎΎ 

͍͔ͯͫͭ͊ͤͦͤͤ͊͡Ύ ͔͙ͫͫͫΎ 

˽͔͔ͪ͟͡Ό;͙ͭΈͫΎ ͤ ͊ ͎͒ͪͯͯΌ ͍͔ͯͫͭ͊ͤͦͤͤͯ͡Ό telnet-͔͙ͫͫͫΌΦ 
- connection τ ͤ ͔ͦͣͪ ͍͔͚ͯͫͭ͊ͤͦͤͤͦ͡ ǘŜƭƴŜǘ-͔͙͙ͫͫͫΦ 

show users [accounts] 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ  ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎͻΣ ͙ͫͨͦ͡Έͯ͘Ό΅͙ͻ 
͔ͪͫͯͪͫ· ͚͍ͯͫͭͪͦͫͭ͊Φ 

clear line line 
line: (0..5) 

˭͊ͪ͟·ͭΈ ͍ͻͦ͒Ύ΅ͯΌ ͔͙ͫͫͫΌ ͔͎ͯ͒͊ͤͤͦͦ͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
(SSH/Telnet). 
- line τ ͤ ͔ͦͣͪ ͔͙͙ͫͫͫ ͔͎ͯ͒͊ͤͤͦͦ͡ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

show sessions 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͋ ͦͭͪ͟·ͭ·ͻ ͔͙ͫͫͫΎͻ ͟ ͔ͯ͒͊ͤͤ͡·ͣ 
͚͍ͯͫͭͪͦͫͭ͊ͣΦ 

show system τ ˤ·͍͔ͫ ͙ͭ ͫ ͙͔ͫͭͣͤͯΌ ͙ ͤͺͦͪͣ͊ͼ͙Ό. 

show system battery 
[unit unit] 

unit: (1..8)/τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ  ͔͔͋͊ͭ͊ͪ. 
- unit τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟. 

show system id [unit 
unit] unit: (1..8)/τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͔ͫ ͙͚ͪͤ·  ͚ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊Σ ͔͍͙͙ͪ͘Ό ͨ͊ͭ͡· ͙ 
͍͋͊ͦ͘·  ͚MAC-͔͊͒ͪͫ. 
- unit τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟. 

show system [unit unit] 
unit: (1..8)/τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙͔ͫͭͣͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͟ ͦͣͣͯͭ͊ͭͦͪ͊Φ 
- unit τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

show system fans [unit 
unit] 

unit: (1..8)/τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ  ͫͦͫͭͦΎ͙͙ͤ ͍͔͙ͤͭ͡Ύ͍ͭͦͪͦ. 
- unit τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 
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show system power-
supply 

τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ  ͫͦͫͭͦΎ͙͙ͤ ͙ͫͭͦ;͙͍ͤͦ͟ ͙͙ͨͭ͊ͤΎ. 

show system sensors τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͭ ͔͔ͣͨͪ͊ͭͯͪͤ·ͻ ͒͊ͭ;͙͍ͦ͟. 

show version 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͔ͭͯ͟΅ͯΌ ͍͔͙ͪͫΌ ͙͔͎ͫͫͭͣͤͦͦ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ 
͔͔ͦ͋ͫͨ;͔͙ͤΎ ͯ ͚͍ͫͭͪͦͫͭ.͊  

show system router 
resources 

 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͔ͪ͊ͣͪ͘ ͙  ͊ͤ͘ΎͭͦͫͭΈ ͊ ͨͨ͊ͪ͊ͭͤ·ͻ ͙ͭ͊͋͡ͼ 
͚͍ͯͫͭͪͦͫͭ͊ όͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Σ ͔͔͚ͫͦͫ͒Σ ͙͔ͤͭͪͺ͔͚͍ͫͦύ. 

show system tcam 
utilization  
[unit unit] 

unit: (1..8)/τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͘ ͎͊ͪͯ͘͟ ͯͪ ͔͍ͫͯͪͫͦ ͨ͊ͣΎ͙ͭ ¢/!a (͔͔͔ͦͨͪ͒ͤͤͦ͡ 
͔͔͊͒ͪͫͯͣ͊Ύ ͨ͊ͣΎͭΈύΦ 
- unit τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͫ ͔͔ͭ͟. 

show tasks utilization 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͯ ͍͔ͪͦͤΈ ͎͙͊ͪͯ͘͘͟ ͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ 
ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͨͪͦͼ͔ͫͫ͊Φ 

show tech-support 
[config | memory] 

τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͋ ͚͍͔ͯͫͭͪͦͫͭΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͯΌ ͒͡ Ύ 
ͤ͊;͊͡Έ͚ͤͦ ͙͎͙͙͒͊ͤͦͫͭ͟ ͔ͨͪͦ͋ͣ͡Φ 

ˤ·͍ͦ͒ ͦͣ͊ͤ͒͟· ͔͍ͨͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ ͙ͦͣ͋ͤ͊͟ͼ͙Ό 
͍·͍͍ͦ͒ͦ ͔͔ͨͪ;͙͔ͫͤͤ͡·ͻ ͙͔ͤ͗ ͦͣ͊ͤ͒͟Υ 

¶ show clock  

¶ show system  

¶ show version  

¶ show bootvar  

¶ show running-config  

¶ show ip interface  

¶ show ipv6 interface  

¶ show spanning-tree active 

¶ show stack        

¶ show stack configuration 

¶ show stack links details  

¶ show interfaces status  

¶ show interfaces counters  

¶ show interfaces utilization   

¶ show interfaces te1/0/xx       

¶ show fiber-ports optical-transceiver   

¶ show interfaces channel-group   

¶ show cpu utilization  

¶ show cpu input-rate detailed    

¶ show tasks utilization   

¶ show mac address-table count    

¶ show arp  

¶ show errdisable interfaces   

¶ show vlan  

¶ show ip igmp snooping groups  

¶ show ip igmp snooping mrouter   

¶ show ipv6 mld snooping groups             

¶ show ipv6 mld snooping mrouter            

¶ show logging file  

¶ show logging  

¶ show users  

¶ show sessions  

¶ show system router resource   

¶ show system tcam utilization 

show storage devices  τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͤ͊͘;͔͙ͤΎ ͦ͋Ά͔ͣ͊ ͙ ͍͚ͫͦ͋ͦ͒ͤͦ ͨ͊ͣΎ͙ͭ ˽˭̂. 
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 ˴ͦͣ͊ͤ͒͊ ζǎƘƻǿ ǎŜǎǎƛƻƴǎη ͔ͦͭͦ͋ͪ͊͗͊ͭ ͍͔ͫ ͔ͯ͒͊ͤͤ͡·͔ ͔͙͔͙ͫͦ͒ͤͤΎ ͭͦ͡Έͦ͟ ͙͘ ͔ͭͯ͟΅͔͚ 
͔͙͙ͫͫͫΦ ˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͫ͒ͯ͡Ό΅͙ͣ ͦ͋ͪ͊ͦͣ͘Υ 
 

1. ·ʕ͙ͨͦͤͭ͡Έ ͨͦ͒͟͡Ό;͔͙͔ͤ ͟ ͖ͯ͒͊ͤͤͦͣͯ͡ ͚͍ͯͫͭͪͦͫͭͯ ͫ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͫ ͨͦͣͦ΅ΈΌ 
¢9[b9¢ ͙͙͡ {{IΤ 

2. ˤ͔ ͪͤͯͭΈͫΎ ͍ ͙͔ͪͦ͒ͭ͡Έͫͯ͟Ό ͔͙ͫͫͫΌ όͤ͊ ͦͣͣͯͭ͊ͭͦͪ͟ύΦ ˨͡Ύ Ή͎ͭͦͦ ͤ͊͗͊ͭΈ ͙ͦͣ͋ͤ͊͟ͼ͙Ό 
͍͙͊͟͡΄ ғ/ǘǊƭҌ{ƘƛŦǘҌсҔΣ ͙ͦͭͨͯͫͭͭΈ ͙ ͤ͊͗͊ͭΈ ғȄҔ ό͙ͫ͟ύΦ ˽͙͚͖ͪͦͦ͒ͭ͘ ͔͔ͨͪͻͦ͒ ͍ ͙ͪͦ͒π
͔ͭ͡Έͫͯ͟Ό ͔͙ͫͫͫΌΤ 

3. ·ʕ͙ͨͦͤͭ͡Έ ͦͣ͊ͤ͒ͯ͟ ζǎƘƻǿ ǎŜǎǎƛƻƴǎηΦ ˤ ͙ͭ͊͋͡ͼ͔ ͒ͦ͗ͤ͡· ͙͍͍ͨͪͫͯͭͫͭͦ͊ͭΈ ͍͔ͫ ͙ͫͻͦπ
͒Ύ΅͙͔ ͔͙͔͙ͫͦ͒ͤͤΎ ͍ ͔ͭͯ͟΅͔͚ ͔͙͙ͫͫͫΤ 

˨͡ Ύ ͎ͭͦͦ ;ͭͦ͋· ͍͔ͪͤͯͭΈͫΎ ͟ ͔͙͙ͫͫͫ ͖͎ͯ͒͊ͤͤͦͦ͡ ͚͍ͯͫͭͪͦͫͭ͊Σ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͦ͟π
ͣ͊ͤ͒ͯ ζǊŜǎǳƳŜ NηΣ ͎͔͒ N τ ͤ ͔ͦͣͪ ͔͙͔͙ͫͦ͒ͤͤΎ ͙͘ ͍·͍ͦ͒͊ ͦͣ͊ͤ͒͟· ζǎƘƻǿ ǎŜǎǎƛƻƴǎη. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC  

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console # 

͙́͊͋͡ͼ͊ 46 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

reload [unit unit_id] 
unit_id: (1..8)/τ 

˽͔͔͙ͪ͊ͨͯͫͭͭ͘Έ ͚͍ͯͫͭͪͦͫͭͦ. 
- unit_id τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

reload in {minutes |  
hh:mm} 

minutes: (1..999); 
hh: (0..23), mm: 

(0..59). 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͔ͪͦͣ͗ͯͭͦ ͍͟ ͔͔͙ͪͣͤΣ ;͔͔ͪ͘ ͦͭͦͪ͟·͚ ͙͚͔ͨͪͦͦ͒ͭ͘ 
͔ͦͭͦ͗ͤͤ͊͡Ύ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊.  

reload at hh:mm hh: (0..23), mm: 
(0..59). 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͔ͪΎͣ ͨ ͔͔͎͙ͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

boot password password 
τ 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ͊ͪͦ͡Έ ͤ ͊ bootrom. 

no boot password ͙̂͒͊ͭ͡Έ ͨ͊ͪͦ͡Έ ͤ ͊ bootrom. 

reload cancel τ ˻ͭ ͔͙ͣͤͭΈ ͦ ͔ͭͦ͗ͤͤ͡·͚ ͔͔ͨͪ͊ͨͯͫ͘͟. 

show cpu utilization 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨ ͦ ͍ͯͪͦͤΌ ͎͙͊ͪͯ͘͘͟ ͔͍ͪͫͯͪͫͦ 
ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊. 

show cpu input rate 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨ ͦ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͊͒ͪͦ͟,͍ 
ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͨͪͦͼ͔ͫͫͦͪͦͣ. 

show cpu input-rate 
detailed 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͍͊͒ͪͦ͟Σ 
ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͨͪͦͼ͔ͫͫͦͪͦͣ ͨͦ ͙ͭͨͯ ͭͪ͊ͺ͙͊͟Φ 

show cpu thresholds  τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙ͨͫͦ ͤ͟ ͔͊ͫͭͪͦͤͤ·ͻ ͎͍ͨͦͪͦͦ ͒͡Ύ CPU. 

show memory thresholds τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙ͨͫͦ ͤ͟ ͔͊ͫͭͪͦͤͤ·ͻ ͎͍ͨͦͪͦͦ ͒͡Ύ RAM. 

show sensor thresholds τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙ͨͫͦ ͨ͟ ͎͍ͦͪͦͦ ͒͡Ύ ͒͊ͭ;͙͍ͦ͟. 

show storage thresholds τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙ͨͫͦ͟ ͎͍ͨͦͪͦͦ ͒͡Ύ ͔͍ͪ͊͒ͦ͘͡ ͚͍ͯͫͭͪͦͫͭΦ 

show system mode τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ  ͔ͨ͊ͪ͊ͣͭͪ͊ͻ ͺ͙͡Έͭͪ͊ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 

Á ˽͙͔ͪͣͪ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟· traceroute: 

console# traceroute ip  eltex.com   

Tracing the route to eltex.com (148.21.11.69)  form , 30 hops max, 18 byte packets  

Type Esc to abort.  

   1 gateway.eltex (192.168.1.101)  0 msec 0  msec 0 msec  

   2 eltexsrv  (192.168.0.1) 0 msec 0 msec 0 msec   

   3 * * *  
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͙́͊͋͡ͼ͊ 47 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟· traceroute 

˽͔ͦ͡ ˻͙͙͔ͨͫ͊ͤ 

1 ˽ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ ͍ ͙ͨͯͭ ͟ ͯ͊͊ͤͤͦͣͯ͘͟ ͯͯ͘͡ ͔͙ͫͭ. 

gateway.eltex ˿͔͔͍͔ͭͦ ͙ͣΎ Ή͎ͭͦͦ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘. 

192.168.1.101 IP-͔͊͒ͪͫ Ή͎ͭͦͦ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘. 

0 msec 0 msec 0 msec 
ˤ͔ͪͣΎΣ ͊͘ ͔ͦͭͦͪͦ͟ ͔ͨ͊ͭ͟ ͋·͡ ͔͔ͨͪ͒͊ͤ ͙ ͍͔ͪͤͯͫ͡Ύ ͦͭ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘Φ ̂͊͘͟·͍͊π
͔ͭͫΎ ͒͡Ύ ͚͊͗͒ͦ͟ ͨͦͨ·͙ͭ͟ ͔͔ͨͪ͒͊;͙ ͔ͨ͊ͭ͊͟Φ 

˽͙ͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟· traceroute ͎ͣͦͯͭ ͙͚͙ͨͪͦͦͭ͘ ͦ΄͙͙͋͟Σ ͙͙͔ͦͨͫ͊ͤ ͦ΄͙͋ͦ͟ ͙͍͔͔ͨͪ͒ͤͦ ͍ 
͙ͭ͊͋͡ͼ͔ 48. 

͙́͊͋͡ͼ͊ 48 τ ˻ ΄͙͙͋͟ ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟· traceroute 

˿͙͍ͣͦ͡ ͦ΄͙͙͋͟ ˻͙͙͔ͨͫ͊ͤ 

*  ͚́͊ͣ͊ͯͭ ͙ͨͪ ͨͦͨ·͔ͭ͟ ͔͔ͨͪ͒͊;͙ ͔ͨ͊ͭ͊͟Φ  

? ˹͔͙͍͔ͫͭͤ͘·͚ ͙ͭͨ ͔ͨ͊ͭ͊͟Φ  

A 
ˢ͙͙͙͍͒ͣͤͫͭͪ͊ͭͤͦ ͔͔ͤ͒ͦͫͭͯͨͤΦ ˻͋·;ͤͦ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͙ͨͪ ͙͍͙͙͋ͦͪͦ͊ͤ͟͡ ͙ͫͻͦ͒Ύπ
΅͔͎ͦ ͭͪ͊ͺ͙͊͟ ͨͦ ͍͙ͨͪ͊͊ͣ͡ ͍ ͙ͭ͊͋͡ͼ͔ ͒ͦͫͭͯͨ͊ !/[Φ  

F ͔͔́ͪ͋ͯͭͫΎ ͺ͎͔ͪ͊ͣͤͭ͊ͼ͙Ύ ͙ ͍ͯͫͭ͊ͤͦ͊͟ ͙͍͋ͭͦ 5CΦ 

H ͔̂͘͡ ͔͙ͫͭ ͔͔ͤ͒ͦͫͭͯͨͤΦ  

N ˿͔ͭΈ ͔ͤ͒ͦͫͭͯͨͤ͊Φ  

P ˽ͪͦͭͦͦ͟͡ ͔͔ͤ͒ͦͫͭͯͨͤΦ  

Q ˮͫͭͦ;͙ͤ͟ ͍͔ͨͦ͒͊ͤ͡Φ 

R ˮ͔ͫͭͦ͟͡ ͍͔ͪͣΎ ͍͚ͨͦͭͦͪͤͦ ͙ͫ͋ͦͪ͟ ͺ͎͔ͪ͊ͣͤͭ͊. 

S ˻΄͙͋͊͟ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͣ͊ͪ΄ͪͯͭ͊Φ 

U ˽ͦͪͭ ͔͔ͤ͒ͦͫͭͯͨͤΦ  

˽͎͔ͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ Telnet ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͔ͫͨͼ͙͊͡Έͤ·͔ ͦͣ͊ͤ͒͟· τ 
ͺͯͤ͟ͼ͙͙ ͦͤͭͪͦ͟͡Ύ ͔͙ͭͪͣͤ͊͊͡Φ ˨͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͦͣ͊ͤ͒͟ ͍ͦ ͍͔ͪͣΎ ͙͍͚͊ͭͤͦ͟ Telnet-
͔͙͙ͫͫͫ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͦͣ͋ͤ͊͟ͼ͙Ύ ͍͙͊͟͡΄ <Ctrl+shift+6>. 

͙́͊͋͡ͼ͊ 49 τ ˿ ͔ͨͼ͙͊͡Έͤ·͔ ͦͣ͊ͤ͒͟· Telnet 

˿͔ͨͼ͙͊͡Έͤ͊Ύ ͦͣ͊ͤ͒͊͟ ˹͊ͤ͊͘;͔͙͔ͤ 

^^ b ˽͔͔ͪ͒͊ͭΈ ͨͦ ǘŜƭƴŜǘ ͪ͊ͪ͘·͍ ͔͙͔͙ͫͦ͒ͤͤΎ.  

^^ c ˽͔͔ͪ͒͊ͭΈ ͨͦ ǘŜƭƴŜǘ ͔ͨͪͪ·͍͙͔͊ͤ ͨͪͦͼ͔ͫͫ͊ όIP).  

^^ h ˽͔͔ͪ͒͊ͭΈ ͨͦ ǘŜƭƴŜǘ ͔͙͔ͯ͒͊ͤ͡ ͙͍ͫͣͦ͊͡ ό9/). 

^^ o ˽͔͔ͪ͒͊ͭΈ ͨͦ ǘŜƭƴŜǘ ͔ͨͪͪ͊͟΅͔͙͔ͤ ͍·͍ͦ͒͊ (AO). 

^^ t 
˽͔͔ͪ͒͊ͭΈ ͨͦ ǘŜƭƴŜǘ ͫͦͦ͋΅͔͙͔ͤ ζAre You There?η ό!¸¢ύ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͨͦ͒͟͡Ό;͔π
͙ͤΎ. 

^^ u ˽͔͔ͪ͒͊ͭΈ ͨͦ ǘŜƭƴŜǘ ͙͙͔ͫͭͪ͊ͤ ͙ͫͭͪͦ͟ (EL). 

^^ x ˤ͍ͦͪ͊ͭ͘ ͍ ͔͙ͪ͗ͣ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟. 
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͔́͊͗͟ ͍ͦͣͦ͗ͤͦ͘ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·ͻ ͦͨͼ͙͚ ͙ͨͪ ͦͭͪ͟·͙͙ͭ Telnet- ͙  SSH-͔͙ͫͫͫ:͚ 

͙́͊͋͡ͼ͊ 50 τ ˴ ͡Ό;͔͍·͔ ͍ͫͦ͊͡, ͙ ͫͨͦ͡Έ͔ͯͣ͘·͔ ͙ͨͪ ͦͭͪ͟·͙͙ͭ Telnet- ͙  {{I-͔͙ͫͫͫ ͚

˻ͨͼ͙Ύ ˻͙͙͔ͨͫ͊ͤ 

/echo ˶ͦ͊͟͡Έͤͦ ͍͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό echo ό͍͔͙͔ͨͦ͒͊ͤ͡ ͍·͍ͦ͒͊ ͤ͊ ͦͤͫͦ͟͡ΈύΦ  

/password ˻͔͔ͨͪ͒͡Ύ͔ͭ ͨ͊ͪͦ͡Έ ͒͡Ύ ͍ͻͦ͒͊ ͤ͊ SSH-͔͍͔ͫͪͪΦ 

/quiet ˹  ͔͒ ͔ͦͨͯͫ͊ͭ͟ ͍·͍ͦ͒ ͍͔ͫͻ ͫͦͦ͋΅͔͙͚ͤ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ Telnet.  

/source-interface ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ-͙ͫͭͦ;͙ͤ͟Φ  

/stream 

ˤ͟͡Ό;͔͊ͭ ͦ͋ͪ͊͋ͦͭͯ͟ ͨͦͭͦ͊͟Σ ͦͭͦͪ͟·͚ ͔ͪ͊ͪ͘΄͔͊ͭ ͔ͤ͊͘΅͙΅͔͔ͤͤͦ ́˿˾-͔͙͔͙͔ͫͦ͒ͤͤ 
͔͋͘ ͦͤͭͪͦ͟͡Ύ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έ͔͚ͤͦͫͭ ¢ŜƭƴŜǘΦ ˽͍͔ͦͭͦͦͦ͟ ͔͙͔͙͔ͫͦ͒ͤͤ ͔ͤ ͦ͋ͪ͊͋͊ͭ·π
͍͔͊ͭ ¢ŜƭƴŜǘ-ͦͨͼ͙͙ ͙ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͨͦͪͭ͊ͣΣ ͤ͊ ͦͭͦ͟π
ͪ·ͻ ͊ͨͯ͘΅͔ͤ· ͎ͨͪͦͪ͊ͣͣ· ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ¦bL·-to-¦bL· ό¦¦/tύ ͙͋ͦ͡ ͎͙͔͒ͪͯ ͨͪͦͭͦπ
ͦ͟͡·Σ ͔ͤ Ύ͍͡ΎΌ΅͙͔ͫΎ ¢ŜƭƴŜǘ-͙ͨͪͦͭͦͦ͊ͣ͟͡Φ 

/user ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͒͡Ύ ͍ͻͦ͒͊ ͤ͊ SSH-͔͍͔ͫͪͪΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 51 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣ ͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

hostname name name: (1..160) 
͙͍͍ͫͣͦͦ͡κτ 

˭͊͒͊ͭΈ ͔͔͍͔ͫͭͦ ͙ͣΎ ͯ ͚͍ͫͭͪͦͫͭ͊Φ 

no hostname ˤ͔ͪͤͯͭΈ ͔͔͍͔ͫͭͦ ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

service tasks-utilization 

τ/͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͚͍ͯͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͍͔ͯͪͦͤΈ ͎͙͊ͪͯ͘͘͟ 
͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͒͡Ύ ͎͊͗͒ͦͦ͟ 
͙͔͎ͫͫͭͣͤͦͦ ͨͪͦͼ͔ͫͫ͊Φ 

no service tasks-utilization ˭͔͙͊ͨͪͭͭΈ ͚͍ͯͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͍͔ͯͪͦͤΈ ͎͙͊ͪͯ͘͘͟ 
͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͒͡Ύ ͎͊͗͒ͦͦ͟ 
͙͔͎ͫͫͭͣͤͦͦ ͨͪͦͼ͔ͫͫ͊Φ 

service cpu-utilization 

τ/͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͯ ͚͍ͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͍͔ͯͪͦͤΈ ͎͙͊ͪͯ͘͘͟ 
͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no service cpu-utilization ˭͔͙͊ͨͪͭͭΈ ͚͍ͯͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͍͔ͯͪͦͤΈ ͎͙͊ͪͯ͘͘͟ 
͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

service cpu-input-rate 

τ/͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͚͍ͯͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͫͦͪͦͫͭ͟Έ 
͍ͻͦ͒Ύ΅͙ͻ ͍͊͒ͪͦ͟Σ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͼ͔ͤͭͪ͊͡Έͤ·ͣ 
ͨͪͦͼ͔ͫͫͦͪͦͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no service cpu-input-rate ˭͔͙͊ͨͪͭͭΈ ͚͍ͯͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͫͦͪͦͫͭ͟Έ 
͍ͻͦ͒Ύ΅͙ͻ ͍͊͒ͪͦ͟Σ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͼ͔ͤͭͪ͊͡Έͤ·ͣ 
ͨͪͦͼ͔ͫͫͦͪͦͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

service cpu-rate-limits 
traffic pps 

traffic: (http, telnet, 
ssh, snmp, ip, link-local, 

arp, arp-inspection, 
stpπbpdu, routing, 

ipπoptions,other-bpdu, 
dhcp-snooping, 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ ͊ /t¦ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͫ ͙ͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͍͊͒ͪͦ͟ ͒͡Ύ 
͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͙ͭͨ͊ ͭͪ͊ͺ͙͊͟Φ 
- pps τ ͨ ͔͍͊ͭͦ͟ ͍ ͔ͫͯͤ͒ͯ͟Φ 

˾͔͙͔͊ͯͭ͘͡ ͅ ͯͤ͟ͼ͙Ό CoPP (Control Plane Protection). 
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no service cpu-rate-limits 
traffic 

igmpπsnooping, 
mldπsnooping, sflow, 
ace, ip-error, other, 

vrrp, multicast-routing, 
multicast-rpf-fail, tcp-

syn); 
pps: 8..2048 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ pps ͨ ͦ ͯͣͦ͡;͙͊ͤΌ ͒ ͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ 
ͭͪ͊ͺ͙͊͟Φ 

service password-recovery 

τ/enabled 

˾͔͊ͪ͘΄͙ͭΈ ͍͍͔͙͔ͦͫͫͭ͊ͤͦͤ͡ ͨ͊ͪͦ͡Ύ ;͔͔ͪ͘ ͎͊ͪͯͦ͘͘;͔ͤͦ ͔ͣͤΌ 
ζpassword recovery proceduǊŜη ͫ ͫͦͻ͔͙͔ͪ͊ͤͤͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

no service 
passwordπrecovery 

˾͊ ͔ͪ͘΄͙ͭΈ ͍͍͔͙͔ͦͫͫͭ͊ͤͦͤ͡ ͨ͊ͪͦ͡Ύ ;͔͔ͪ͘ ͎͊ͪͯͦ͘͘;͔ͤͦ ͔ͣͤΌ 
ζpassword recovery procedureη ͫ ͔͙͔ͯ͒͊ͤͣ͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

link-flapping enable 
τ/enabled 

ˤ͟͡Ό;͙ͭΈ ͔͍ͨͪ͒ͦͭͪ͊΅͔͙͔ͤ ͺ͙͎͊ͨͨͤ͊͡ ͙ͤ͊͟͡. 

link-flapping disable ˻ͭ͟͡Ό;͙ͭΈ ͔͍ͨͪ͒ͦͭͪ͊΅͔͙͔ͤ ͺ͙͎͊ͨͨͤ͊͡ ͙ͤ͊͟͡. 

service mirror-
configuration 

τ/enabled 

˿͍ͦ͒͊͊ͭ͘Έ ͔͔͍ͪͪͤͯ͘Ό ͙ͦͨ͟Ό ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

no service 
mirrorπconfiguration 

˻ͭ͟͡Ό;͙ͭΈ ͙͍͙͔ͦͨͪͦ͊ͤ͟ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

system router resources 
[ipπŜƴǘǊƛŜǎ ip_entries |  
ipv6πentries ipv6_entries |  
ipm-entries ipm_entries |  
ipmv6-entries 
ipmv6_entries] 

ip_entries: 
(8..8024)/5120; 

ipv6_entries: 
(32..8048)/1024; 

ipm_entries: 
(8..8024)/512; 
ipmv6_entries: 
(32..8048)/512 

͍͙̂ͫͭ͊ͤͦͭΈ ͔ͪ͊ͣͪ͘ ͭ ͙͊͋͡ͼ· ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

cpu threshold index index 
interval relation value 
ώŦƭŀǇπƛƴǘŜǊǾŀƭ flap_interval] 
[severity level] [notify {ena-
ble | disable}] [recov-
ŜǊȅπƴƻǘƛŦȅ ϑŜƴŀōƭŜ μ Řƛǎŀπ
ble}] 

index: 
(0..4294967295); 

interval: (5sec, 1min, 
5min); 

relation: (greater-than, 
greater-or-equal, 
ƭŜǎǎπǘƘŀƴΣ ƭŜǎǎ-or-

equal, equal-to, not-
equal-to); 

value: (0..100) 
ͨͪͦͼ͔͍ͤͭͦΤ 
flap_interval: 

όлΦΦмллύκл ͨͪͦͼ͔͍ͤͭͦΤ 
severity: (emerg, alert, 

crit, err, warning, 
notice, info, 
debug)/alert 

˭͊͒͊ͭΈ ͎ͨͦͪͦ ͒͡Ύ ͎͙͊ͪͯ͘͘͟ /t¦Φ 
- index τ ͨ ͙͍ͪͦͦ͘͡Έͤ·͚ ͙͔ͤ͒ͫ͟ ͎ͨͦͪͦ͊Τ 
- interval τ ͙͔͍ͤͭͪ͊͡ ͙͔͔͙ͣͪͤ͘Ύ ͎͙͊ͪͯ͘͘͟ /t¦Φ ˭ͤ͊;͔͙͔ͤ ͊͘π
͎͙ͪͯ͘͟ /t¦ ͊͘ Ήͭͦͭ ͙͔͍ͤͭͪ͊͡ ͔͋ͯ͒ͭ ͍͙͍ͫͪ͊ͤ͊ͭΈͫΎ ͫ ͎ͨͦͪͦͦπ
͍·ͣΤ 
- relation τ ͦͭ ͤͦ΄͔͙͔ͤ ͔ͣ͗͒ͯ ͎͚͊ͪͯͦ͘͘͟ /t¦ ͙ ͎͍ͨͦͪͦͦ·ͣ 
ͤ͊͘;͔͙͔ͤͣΣ ͔ͤͦ͋ͻ͙͔ͦ͒ͣͦ ͒͡Ύ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ ͎ͨͦͪͦ͊Τ 
- value τ ͘ ͤ͊;͔͙͔ͤ ͎ͨͦͪͦ͊Τ 
- flap_interval τ ͤ͊͘;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡ΎΌ΅͔͔ ͔ͣͦͣͤͭ ͍ͦͫͫͭ͊π
͍͔͙ͤͦͤ͡Ύ ͎ͨͦͪͦ͊ ͔ͨͦͫ͡ ͫͪ͊͋͊ͭ·͍͙͊ͤΎΤ 
- severity τ ͯ ͍͔ͪͦͤΈ ͍͙͊͗ͤͦͫͭ ͍ͭͪ͊ͨͦ ͒͡Ύ Ή͎ͭͦͦ ͎ͨͦͪͦ͊Τ 
- notify τ ͍͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ ͫͪ͊͋͊ͭ·π
͍͙͙͊ͤ ͎ͨͦͪͦ͊Τ 
- recovery-notify τ ͍͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ 
͍ͦͫͫͭ ͍͔͙͙͊ͤͦͤ͡ ͎ͨͦͪͦ͊Φ 

no cpu threshold index in-
dex 

͙̂͒͊ͭ͡Έ ͎ͨͦͪͦ ͫ ͊͒͊ͤͤ͘·ͣ ͙͔ͤ͒ͫͦͣ͟Φ 

memory threshold index 
index relation value 
[flapπinterval flap_interval] 
[severity level] [notify 
{enable | disable}] 
ώǊŜŎƻǾŜǊȅπƴƻǘƛŦȅ ϑŜƴŀōƭŜ μ 
disable}] 

index: 
(0..4294967295); 

relation: (greater-than, 
greater-or-equal, 
lessπthan, less-or-

equal, equal-to, not-
equal-to); 

value: (0..100) 
ͨͪͦͼ͔͍ͤͭͦΤ 
flap_interval: 

όлΦΦмллύκл ͨͪͦͼ͔͍ͤͭͦΤ 
severity: (emerg, alert, 

crit, err, warning, 
notice, info, 
debug)/alert 

˭͊͒͊ͭΈ ͎ͨͦͪͦ ͒͡Ύ ͦ͋Ά͔ͣ͊ ͍͚ͫͦ͋ͦ͒ͤͦ ͨ͊ͣΎ͙ͭ w!a. 
- index τ ͨ ͙͍ͪͦͦ͘͡Έͤ·͚ ͙͔ͤ͒ͫ͟ ͎ͨͦͪͦ͊Τ 
- relation τ ͦ ͭͤͦ΄͔͙͔ͤ ͔ͣ͗͒ͯ ͦ͋Ά͔ͣͦͣ ͍͚ͫͦ͋ͦ͒ͤͦ ͨ͊ͣΎ͙ͭ ͙ 
͎͍ͨͦͪͦͦ·ͣ ͤ͊͘;͔͙͔ͤͣΣ ͔ͤͦ͋ͻ͙͔ͦ͒ͣͦ ͒͡Ύ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ 
͎ͨͦͪͦ͊; 
- value τ ͘ ͤ͊;͔͙͔ͤ ͎ͨͦͪͦ͊; 
- flap_interval τ ͘ ͤ͊;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡ΎΌ΅͔͔ ͔ͣͦͣͤͭ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͎ͨͦͪͦ͊ ͔ͨͦͫ͡ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ; 
- severity τ ͯ ͍͔ͪͦͤΈ ͍͙͊͗ͤͦͫͭ ͍ͭͪ͊ͨͦ ͒͡Ύ Ή͎ͭͦͦ ͎ͨͦͪͦ͊Τ 
- notify τ ͍ ͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ 
ͫͪ͊͋͊ͭ·͍͙͙͊ͤ ͎ͨͦͪͦ͊; 
- recovery-notify τ ͍ ͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͦ ͍ͭͨͪ͊ͯ͟ ͭ ͍ͪ͊ͨͦ ͦ 
͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ ͎ͨͦͪͦ͊. 

no memory threshold index 
index 

͙̂͒͊ͭ͡Έ ͎ͨͦͪͦ ͫ ͊͒͊ͤͤ͘·ͣ ͙͔ͤ͒ͫͦͣ͟Φ 
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sensor threshold fan 
fan_num unit-id unit_id 
index index relation value 
[flapπinterval flap_interval] 
[severity level] [notify  
{enable | disable}] 
ώǊŜŎƻǾŜǊȅπƴƻǘƛŦȅ ϑŜƴŀōƭŜ μ 
disable}] 

fan_num: (1..63); 
unit_id: (1..8); 

index: 
(0..4294967295); 

relation: (greater-than, 
greater-or-equal, 
ƭŜǎǎπǘƘŀƴΣ ƭŜǎǎ-or-

equal, equal-to, not-
equal-to); 

value: (0..1000000000) 
͍ͦ͋ͦͪͦͭͦ/͙ͣͤ; 

flap_interval: 
(0..1000000000)/0 
͍ͦ͋ͦͪͦͭͦ/͙ͣͤΤ 

severity: (emerg, alert, 
crit, err, warning, 

notice, info, 
debug)/alert 

˭͊͒͊ͭΈ ͎ͨͦͪͦ ͒͡Ύ ͒͊ͭ;͙͊͟ ͙ͫͦͪͦͫͭ͟ ͍ͪ͊΅͔͙ͤΎ ͍͔͙ͤͭ͡Ύͭͦͪ͊. 
- fan_num τ ͤ ͔ͦͣͪ ͍͔͙ͤͭ͡Ύͭͦͪ͊; 
- unit_id τ ͤ ͔ͦͣͪ Ό͙ͤͭ͊Σ ͤ͊ ͦͭͦͪͦͣ͟ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍͔͙ͤͭ͡ΎͭͦͪΤ 
- index τ ͨ ͙͍ͪͦͦ͘͡Έͤ·͚ ͙͔ͤ͒ͫ͟ ͎ͨͦͪͦ͊Τ 
- relation τ ͦ ͭͤͦ΄͔͙͔ͤ ͔ͣ͗͒ͯ ͫͦͪͦͫͭ͟ΈΌ ͍ͪ͊΅͔͙ͤΎ 
͍͔͙ͤͭ͡Ύͭͦͪ͊ ͙  ͎͍ͨͦͪͦͦ·ͣ ͤ͊͘;͔͙͔ͤͣΣ ͔ͤͦ͋ͻ͙͔ͦ͒ͣͦ ͒͡Ύ 
ͫͪ͊͋͊ͭ·͍͙͊ͤΎ ͎ͨͦͪͦ͊; 
- value τ ͘ ͤ͊;͔͙͔ͤ ͎ͨͦͪͦ͊; 
- flap_interval τ ͘ ͤ͊;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡ΎΌ΅͔͔ ͔ͣͦͣͤͭ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͎ͨͦͪͦ͊ ͔ͨͦͫ͡ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ; 
- severity τ ͯ ͍͔ͪͦͤΈ ͍͙͊͗ͤͦͫͭ ͍ͭͪ͊ͨͦ ͒͡Ύ Ή͎ͭͦͦ ͎ͨͦͪͦ͊Τ 
- notify τ ͍ ͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ 
ͫͪ͊͋͊ͭ·͍͙͙͊ͤ ͎ͨͦͪͦ͊; 
- recovery-notify τ ͍ ͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͦ ͍ͭͨͪ͊ͯ͟ ͭ ͍ͪ͊ͨͦ ͦ 
͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ ͎ͨͦͪͦ͊. 

no sensor threshold fan 
fan_num unit-id unit_id 
index index 

͙̂͒͊ͭ͡Έ ͎ͨͦͪͦ ͫ ͊͒͊ͤͤ͘·ͣ ͙͔ͤ͒ͫͦͣ͟ ͒͡Ύ ͍͔͙ͤͭ͡Ύͭͦͪ͊ fan_num 
ͤ͊ Ό͙͔ͤͭ unit_id. 

sensor threshold 
thermalπsensor sensor_num 
unit-id unit_id index index 
relation value [flapπinterval 
flap_interval] [severity 
level] [notify {enable | 
ŘƛǎŀōƭŜϒϐ ώǊŜŎƻǾŜǊȅπƴƻǘƛŦȅ 
{enable | disable}] 

sensor_num: (1..63); 
unit_id: (1..8); 

index: 
(0..4294967295); 

relation: (greater-than, 
greater-or-equal, 
ƭŜǎǎπǘƘŀƴΣ ƭŜǎǎ-or-

equal, equal-to, not-
equal-to); 

value: (-1000000000.. 
1000000000) ϲC; 

flap_interval: 
(0..1000000000)/0 ϲC; 
severity: (emerg, alert, 

crit, err, warning, 
notice, info, 
debug)/alert 

˭͊͒͊ͭΈ ͎ͨͦͪͦ ͒͡Ύ ͒͊ͭ;͙͊͟ ͔͔ͭͣͨͪ͊ͭͯͪ·. 
- sensor_num τ ͤ ͔ͦͣͪ ͔ͭͪͣͦ͒͊ͭ;͙͊͟Τ 
- unit_id τ ͤ ͔ͦͣͪ Ό͙ͤͭ͊Σ ͤ͊ ͦͭͦͪͦͣ͟ ͤ͊ͻ͙ͦ͒ͭͫΎ ͔ͭͪͣͦ͒͊ͭ;͙͟Τ 
- index τ ͨ ͙͍ͪͦͦ͘͡Έͤ·͚ ͙͔ͤ͒ͫ͟ ͎ͨͦͪͦ͊Τ 
- relation τ ͦ ͭͤͦ΄͔͙͔ͤ ͔ͣ͗͒ͯ ͔͔͚ͭͣͨͪ͊ͭͯͪͦ ͙  ͎͍ͨͦͪͦͦ·ͣ 
ͤ͊͘;͔͙͔ͤͣΣ ͔ͤͦ͋ͻ͙͔ͦ͒ͣͦ ͒͡Ύ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ ͎ͨͦͪͦ͊; 
- value τ ͘ ͤ͊;͔͙͔ͤ ͎ͨͦͪͦ͊; 
- flap_interval τ ͘ ͤ͊;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡ΎΌ΅͔͔ ͔ͣͦͣͤͭ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͎ͨͦͪͦ͊ ͔ͨͦͫ͡ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ; 
- severity τ ͯ ͍͔ͪͦͤΈ ͍͙͊͗ͤͦͫͭ ͍ͭͪ͊ͨͦ ͒͡Ύ Ή͎ͭͦͦ ͎ͨͦͪͦ͊Τ 
- notify τ ͍ ͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ 
ͫͪ͊͋͊ͭ·͍͙͙͊ͤ ͎ͨͦͪͦ͊; 
- recovery-notify τ ͍ ͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͦ ͍ͭͨͪ͊ͯ͟ ͭ ͍ͪ͊ͨͦ ͦ 
͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ ͎ͨͦͪͦ͊. 

no sensor threshold 
thermalπsensor sensor_num 
unit-id unit_id index index 

͙̂͒͊ͭ͡Έ ͎ͨͦͪͦ ͫ ͊͒͊ͤͤ͘·ͣ ͙͔ͤ͒ͫͦͣ͟ ͒͡Ύ ͔ͭͪͣͦ͒͊ͭ;͙͊͟ 
sensor_num ͤ ͊ Ό͙͔ͤͭ unit_id. 

storage threshold index 
index interval relation value 
[flapπinterval flap_interval] 
[severity level] [notify 
{enable | disable}] 
ώǊŜŎƻǾŜǊȅπƴƻǘƛŦȅ {enable | 
disable}] 

index: 
(0..4294967295); 

relation: (greater-than, 
greater-or-equal, 
ƭŜǎǎπǘƘŀƴΣ ƭŜǎǎ-or-

equal, equal-to, not-
equal-to); 

value: (0..100) 
ͨͪͦͼ͔͍ͤͭͦ; 

interval: (0..100)/0 
ͨͪͦͼ͔͍ͤͭͦ; 

severity: (emerg, alert, 
crit, err, warning, 

notice, info, 
debug)/alert; 

˭͊͒͊ͭΈ ͎ͨͦͪͦ ͒͡Ύ ͦ͋Ά͔ͣ͊ ͍͚ͫͦ͋ͦ͒ͤͦ ͨ͊ͣΎ͙ͭ ͤ͊ ˽˭̂. 
- index τ ͨ ͙͍ͪͦͦ͘͡Έͤ·͚ ͙͔ͤ͒ͫ͟ ͎ͨͦͪͦ͊Τ 
- relation τ ͦ ͭͤͦ΄͔͙͔ͤ ͔ͣ͗͒ͯ ͦ͋Ά͔ͣ͊ ͍͚ͫͦ͋ͦ͒ͤͦ ͨ͊ͣΎ͙ͭ ͙  
͎͍ͨͦͪͦͦ·ͣ ͤ͊͘;͔͙͔ͤͣΣ ͔ͤͦ͋ͻ͙͔ͦ͒ͣͦ ͒͡Ύ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ 
͎ͨͦͪͦ͊; 
- value τ ͘ ͤ͊;͔͙͔ͤ ͎ͨͦͪͦ͊; 
- flap_interval τ ͘ ͤ͊;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡ΎΌ΅͔͔ ͔ͣͦͣͤͭ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͎ͨͦͪͦ͊ ͔ͨͦͫ͡ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ; 
- severity τ ͯ ͍͔ͪͦͤΈ ͍͙͊͗ͤͦͫͭ ͍ͭͪ͊ͨͦ ͒͡Ύ Ή͎ͭͦͦ ͎ͨͦͪͦ͊Τ 
- notify τ ͍ ͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ 
ͫͪ͊͋͊ͭ·͍͙͙͊ͤ ͎ͨͦͪͦ͊; 
- recovery-notify τ ͍ ͟͡Ό;͔͊ͭκͦͭ͟͡Ό;͔͊ͭ ͦ ͍ͭͨͪ͊ͯ͟ ͭ ͍ͪ͊ͨͦ ͦ 
͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ ͎ͨͦͪͦ͊. 

no storage threshold index 
index 

͙̂͒͊ͭ͡Έ ͎ͨͦͪͦ ͫ ͊͒͊ͤͤ͘·ͣ ͙͔ͤ͒ͫͦͣ͟Φ 

reset-button {enable | 
disable | reset-only} 

τ/enable 

˹͙͊ͫͭͪͦͭΈ ͔ͪ͊͟ͼ͙Ό ͦͣͣͯͭ͊ͭͦͪ͊͟ ͤ͊ ͙͔ͤ͊͗͊ͭ ͙ͤͦͨ͟͟ CΦ 
- enable τ ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͫ, 
͙ͨͪͦͫͻ͙ͦ͒ͭ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ ͙ͨͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ 
͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫΣ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͫ͋ͪͦͫ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ 
͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Τ 
- disable τ ͤ ͔ ͔͎͙͍ͪ͊ͪͦ͊ͭΈ όͦͭ͟͡Ό;͔ͤ͊ύΤ 
- reset-only τ ͭ ͦ͡Έͦ͟ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟Φ 
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5.6 ˴ͦͣ͊ͤ͒· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͒ ͡Ύ ͙͊͒͊ͤ͘Ύ ͔͚ͨ͊ͪͦ͡ 

˨͊ͤͤ·͚ ͔ͦͣͨͫ͟͟͡ ͦͣ͊ͤ͒͟ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͙͙ͣͤͣ͊͡Έ͚ͤͦ ͙ͫͦ͗ͤͦͫͭ͡ ͨ͊ͪͦ͡ΎΣ ͊ ͔ͭ͊͗͟ 
͒͡Ύ ͙͊͒͊ͤ͘Ύ ͍͔͔͙ͪͣͤ ͔͚͍͙͒ͫͭΎ ͨ͊ͪͦ͡ΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 52 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

passwords aging age 

age: (0..365)/180 ͒ ͔͚ͤ 

˭͊͒͊ͭΈ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͔͚ͨ͊ͪͦ͡Φ ˽ͦ ͙͔ͫͭ;͔͙ͤ ͙͘ ͎͊͒͊ͤͤͦͦ ͫͪͦ͊͟ 
͔͋ͯ͒ͭ ͔͔ͨͪ͒ͦ͗ͤͦ͡ ͔͙ͫͣͤͭΈ ͨ͊ͪͦ͡ΈΦ ˭ͤ͊;͔͙͔ͤ л ͎͍͙ͦͦͪͭ ͦ 
ͭͦͣΣ ;ͭͦ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͔͚ͨ͊ͪͦ͡ ͔ͤ ͊͒͊ͤͦ͘. 

no password aging ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

passwords complexity ena-
ble 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͺͦͪͣ͊ͭ ͨ͊ͪͦ͡ΎΦ 

no passwords complexity 
enable 

ˤ·͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͺͦͪͣ͊ͭ ͨ͊ͪͦ͡Ύ. 

passwords complexity 
minπclasses value 

value: (0..4)/3 

ˤ͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤΣ ͊͒͊͘Ό΅͔͔ ͙͙ͣͤͣ͊͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ 
͍͊ͫͫͦ͟͡ ͙͍͍ͫͣͦͦ͡ όͫͭͪͦ;ͤ·͔ ͍͋ͯ͟·Σ ͎͍͊͊ͤ͘͡·͔ ͍͋ͯ͟·Σ 
ͼ͙ͺͪ·Σ ͙͍ͫͣͦ͡·ύ. 

no passwords complexity 
minπclasses 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

passwords complexity 
minπlength value 

value: (0..64)/8 

ˤ͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙͙ͣͤͣ͊͡ΈͤͯΌ ͙͒ͤͯ͡ ͨ͊ͪͦ͡ΎΦ  

no passwords complexity 
minπlength 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

passwords complexity 
noπrepeat number 

number: (0..16)/3 

ˤ͟͡Ό;͙ͭΈ ͎͙ͦͪ͊ͤ;͔͙͔ͤΣ ͊͒͊͘Ό΅͔͔ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔π
͍ͫͭͦ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤͦ ͍ͨͦͭͦͪΎΌ΅͙ͻͫΎ ͙͍͍ͫͣͦͦ͡ ͍ ͍ͤͦͦͣ ͨ͊π
͔ͪͦ͡. 

no password complexity 
noπrepeat 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

passwords complexity 
notπcurrent 

τ/enabled 

˭͔͙͊ͨͪͭͭΈ ͨ ͙ͪ ͔͔ͫͣͤ ͨ͊ͪͦ͡Ύ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͊͟;͔͍͔ͫͭ ͍͎ͤͦͦͦ 
ͫͭ͊ͪ·͚. 

no passwords complexity 
notπcurrent 

˾͔͊ͪ͘΄͙ͭΈ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͫͭ͊ͪ·͚ ͨ͊ͪͦ͡Έ ͙ͨͪ ͔͔ͫͣͤ. 

passwords complexity 
notπusername 

τ/enabled 

˭͔͙͊ͨͪͭͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͊͟;͔͍͔ͫͭ ͨ͊ͪͦ͡Ύ ͙ͣΎ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Ύ. 

no passwords complexity 
notπusername 

˾͔͊ͪ͘΄͙ͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͊͟;͔͍͔ͫͭ ͨ͊ͪͦ͡Ύ ͙ͣΎ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Ύ. 

password lockout value 

value: (1..5)/τ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ͦ͟͡;͔͍ͫͭͦ ͙͒ͯ΅͙ͻ ͨͦ͒ͪΎ͒ ͨͦͨ·ͭͦ͟ ͍͍ͦ͒͊ ͨ͊π
ͪͦ͡Ύ ͫ ͦ΄͙͚͋ͦ͟ ͒ͦ ͙͍͙͋ͦͪͦ͟͟͡ ͦ͊͟͡͡Έ͚ͤͦ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

no password lockout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

passwords time block sec-
onds seconds: (0..7200)/0 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͔ͪͣΎ ͙͍͙͋ͦͪͦ͟͟͡ ͦ͊͟͡͡Έ͚ͤͦ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

no passwords time block ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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͙́͊͋͡ͼ͊ 53 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show passwords configuration τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͎͙ͦͪ͊ͤ;͔͙ͤΎͻ ͤ͊ ͙ͨ͊ͪͦ͡Φ 

set username username active τ 
˾͙͍͊͋ͦͪͦ͊ͭ͘͟͡Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͙͍͎͊͋ͦͪͦ͊ͤͤͦͦ͘͟͡ ͨͦ ͙ͨͪ;͙͔ͤ 
͔͍͔͎ͤͪͤͦͦ ͍͍ͦ͒͊ ͨ͊ͪͦ͡ΎΦ 

5.7 ˾͊͋ͦͭ͊ ͫ ͺ͚͙͊͊ͣ͡ 

5.7.1 ˻͙͙͔ͨͫ͊ͤ ͎͔͍͊ͪͯͣͤͭͦ ͦͣ͊ͤ͒͟ 

˽͙ͪ ͦͫͯ΅͔͍͔͙͙ͫͭͤ͡ ͔ͦͨͪ͊ͼ͙͚ ͤ͊͒ ͺ͚͙͊͊ͣ͡ ͍ ͊͟;͔͍͔ͫͭ ͎͔͍͊ͪͯͣͤͭͦ ͦͣ͊ͤ͒͟ ͍·ͫͭͯͨ͊Όͭ ͔͊͒ͪͫ͊  
URL τ ͦ ͔͔͙͔͙ͨͪ͒ͭ͡͡ ͔ͣͫͭͦͤ͊ͻ͔͙ͦ͗͒ͤΎ ͔ͪͫͯͪͫ͊Φ ˻͙͙͔ͨͫ͊ͤ ͟͡Ό;͔͍·ͻ ͍ͫͦ͡Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ͍ ͔ͦͨͪ͊ͼ͙ΎͻΣ 
͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͔ 54. 

͙́͊͋͡ͼ͊ 54 τ ˿ ͙ͨͫͦ͟ ͟͡Ό;͔͍·ͻ ͍ͫͦ͡ ͙ ͙ͻ ͙͙͔ͦͨͫ͊ͤ 

˴͡Ό;͔͍͔ͦ ͍ͫͦͦ͡ ˻͙͙͔ͨͫ͊ͤ 

flash://  
ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͙͙͡ ͔͊͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ Ή͔͎͔͍͙͙͚ͤͪͦͤ͊ͫͣͦ͘ ͨ͊ͣΎ͙ͭΦ 
͔͎͔͍͙͙̏ͤͪͦͤ͊ͫͣ͊͘Ύ ͨ͊ͣΎͭΈ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͔͙ͫ͡ ͔͊͒ͪͫ ¦w[ ͔͔͔ͦͨͪ͒ͤ͡ ͔͋͘ 
͔ͨͪͺ͙ͫ͊͟ ό͔ͨͪͺ͙͙ͫ͊ͣ͟ Ύ͍͡ΎΌͭͫΎΥ flash:, tftpΥΣ ǎŎǇΥΧύΦ 

running-config ͚̅͊͡ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

mirror-config ˴͙ͦͨΎ ͺ͚͊͊͡ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

startup-config ͚̅͊͡ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

active-image ̅͊ ͚͡ ͫ  ͙͍͊ͭͤ͟·ͣ ͦ͋ͪ͊ͦͣ͘. 

inactive-image ̅͊ ͚͡ ͫ  ͔͙͍ͤ͊ͭͤ͟·ͣ ͦ͋ͪ͊ͦͣ͘. 

ftp://  

ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͙͙͡ ͔͊͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ FTP-͔͍͔ͫͪͪ͊Φ  
˿͙͙ͤͭ͊ͫͫ͟: ftp:// [username[:password]@host/[directory/]  filename  
- username τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΤ 
- password τ ͨ ͊ͪͦ͡Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ; 
- host τ IPv4-͔͊͒ͪͫ ͙͙͡ ͔͔͍͔ͫͭͦ ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- directory τ ͟ ͎͊ͭ͊ͦ͡; 
- filename τ ͙ ͣΎ ͅ ͚͊͊͡. 

tftp://  

ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͙͙͡ ͔͊͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ ¢C¢t-͔͍͔ͫͪͪ͊Φ  
˿͙͙ͤͭ͊ͫͫ͟: tftp://host [:port] /[directory/]  filename.  
- host τ IPv4-͔͊͒ͪͫ ͙͙͡ ͔͔͍ͫͭͦ ͔͙ Ύͣ ͯ ͚͍ͫͭͪͦͫͭ͊; 
- port τ ͨ ͦͪͭ ͤ͊ͤ͊͘;͔͙ͤΎ; 
- directory τ ͟ ͎͊ͭ͊ͦ͡; 
- filename τ ͙ ͣΎ ͅ ͚͊͊͡. 

scp://  

ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͙͙͡ ͔͊͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ {{I-͔͍͔ͫͪͪ͊Φ 
˿͙͙ͤͭ͊ͫͫ͟: scp://[username[:password]@]host[:port] /[directory/]  filename 
- username τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ; 
- password τ ͨ ͊ͪͦ͡Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ; 
- host τ IPv4-͔͊͒ͪͫ ͙͙͡ ͔͔͍͔ͫͭͦ ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊; 
- port τ ͨ ͦͪͭ ͤ͊ͤ͊͘;͔͙ͤΎ; 
- directory τ ͟ ͎͊ͭ͊ͦ͡; 
- filename τ ͙ ͣΎ ͅ ͚͊͊͡. 

sftp://  

ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͙͙͡ ͔͊͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ {{I-͔͍͔ͫͪͪ͊Φ 
˿͙͙ͤͭ͊ͫͫ͟: sftp://[username[:password]@]host[:port] /[directory/]  filename 
- username τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΤ 
- password τ ͨ ͊ͪͦ͡Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΤ 
- host τ IPv4-͔͊͒ͪͫ ͙͙͡ ͔͔͍͔ͫͭͦ ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- port τ ͨ ͦͪͭ ͤ͊ͤ͊͘;͔͙ͤΎ; 
- directory τ ͟ ͎͊ͭ͊ͦ͡; 
- filename τ ͙ ͣΎ ͅ ͚͊͊͡. 

logging ͚̅͊͡ ͫ ͙͙͔͚ͫͭͦͪ ͦͣ͊ͤ͒͟Φ 
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5.7.2 ˴ͦͣ͊ͤ͒· ͒ ͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 55 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip tftp source-interface 
{fortygigabitethernet 
fo_port | tengigabitether-
net te_port | gigabitether-
net gi_port | loopback 
lb_port | tunnel tn_port | 
port-channel group | vlan 
vlan_id}  

fo_port: (1..4); 
te_port: (1..24); 
gi_port: (1..24); 
lb_port: (1..64); 
tn_port: (1..16); 
group: (1..48); 

vlan_id: (1..4094) 
/͍·͟͡Ό;͔ͤͦ 

˻͔͔͙ͨͪ͒ͭ͡Έ IP-͙͔ͤͭͪͺ͔͚ͫ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͔͍ͨ͊ͭͦ͟ TFTP IPv4. 

no ip tftp source-interface ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip sftp source-interface 
{fortygigabitethernet 
fo_port | tengigabitether-
net te_port | gigabitether-
net gi_port | loopback 
lb_port | tunnel tn_port | 
port-channel group | vlan 
vlan_id} 

fo_port: (1..4); 
te_port: (1..24); 
gi_port: (1..24); 
lb_port: (1..64); 
tn_port: (1..16); 
group: (1..48); 

vlan_id: (1..4094) 
/͍·͟͡Ό;͔ͤͦ 

˻͔͔͙ͨͪ͒ͭ͡Έ IP-͙͔ͤͭͪͺ͔͚ͫ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͔͍ͨ͊ͭͦ͟ SFTP IPv4. 

no ip sftp source-interface ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC  

 
˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console # 
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͙́͊͋͡ͼ͊ 56 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ 
˭ͤ͊;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

copy source_url destination_url 
[exclude | include-encrypted | 
includeπplaintext] 

source_url: 
(1..160) 
͙͍͍ͫͣͦͦ͡; 

destination_url: 
(1..160) 
͙͍͍ͫͣͦͦ͡; 

˴͙͍ͦͨͪͦ͊ͭΈ ͅ ͚͊͡ ͙͘ ͔͔͙ͣͫͭͦͨͦͦ͗ͤ͡Ύ ͙ͫͭͦ;͙ͤ͊͟ ͍ 
͔͔͙͔ͣͫͭͦͨͦͦ͗ͤ͡ ͤ͊ͤ͊͘;͔͙ͤΎΦ  
- source_url τ ͣ ͔͔͙͔ͫͭͦͨͦͦ͗ͤ͡ ͙͔͎ͦͨͪͯͣͦͦ͟ ͺ͚͊͊͡Τ 
- destination_url τ ͊ ͔͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͟ ͯ͒͊ ͺ͚͊͡ ͔͋ͯ͒ͭ 
͙͍ͫͦͨͪͦ͊ͤ͟Φ 
˿͔͒ͯ͡Ό΅͙͔ ͦͨͼ͙͙ ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͙ͨͪ ͙͍͙͙ͦͨͪͦ͊ͤ͟ ͙͘ 
ͺ͚͊͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 
- exclude τ ͙ ͤͺͦͪͣ͊ͼ͙ΎΣ ͙͙ͪͭ͟;ͤ͊Ύ ͒͡Ύ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ ͔ͤ 
͔͋ͯ͒ͭ ͍͟͡Ό;͔ͤ͊ ͍ ͔ͦͤ͟;ͤ·͚ ͺ͚͊͡; 
- include-encrypted τ ͙ ͤͺͦͪͣ͊ͼ͙ΎΣ ͙͙ͪͭ͟;ͤ͊Ύ ͒͡Ύ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ ͔͋ͯ͒ͭ ͍͟͡Ό;͔ͤ͊ ͍ ͔ͦͤ͟;ͤ·͚ ͺ͚͊͡ ͍ 
͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒; 
- include-plaintext τ ͙ ͤͺͦͪͣ͊ͼ͙ΎΣ ͙͙ͪͭ͟;ͤ͊Ύ ͒͡Ύ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ ͔͋ͯ͒ͭ ͍͟͡Ό;͔ͤ͊ ͍ ͔ͦͤ͟;ͤ·͚ ͺ͚͊͡ ͍ 
͔ͤ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Φ 

copy source_url runningπconfig ˴͙͍ͦͨͪͦ͊ͭΈ ͅ ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͔͍͔ͫͪͪ͊ ͍ ͔ͭͯ͟΅ͯΌ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ΌΦ 

copy running-config 
destination_url [exclude | include-
ŜƴŎǊȅǇǘŜŘ μ ƛƴŎƭǳŘŜπǇƭŀƛƴǘŜȄǘϐ 

˿ͦͻ͙ͪ͊ͤͭΈ ͔ͭͯ͟΅ͯΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͤ ͊ ͔͍͔͔ͫͪͪΦ 
- exclude τ ͙ ͫ͟͡Ό;͙ͭΈ ͙͘ ͙͔ͦͨͪͯͣ͟·ͻ ͒͊ͤͤ·ͻ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ 
͟͡Ό;͊ͻΣ ͨ͊ͪͦ͡Ύͻ ͙ ͭΦ ͨ Φ 
- include-encrypted τ ͫ ͦͻͪ͊ͤΎͭΈ ͒͊ͤͤ·͔ ͦ ͟͡Ό;͊ͻΣ ͨ͊ͪͦ͡Ύͻ ͍ 
΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Τ 
- include-plaintext τ ͫ ͦͻͪ͊ͤΎͭΈ ͒͊ͤͤ·͔ ͦ ͟͡Ό;͊ͻΣ ͨ͊ͪͦ͡Ύͻ ͍ 
Ύ͍ͤͦͣ ͍͙͔͒.  

copy startup-config destination_url ˿ͦͻ͙ͪ͊ͤͭΈ ͨ ͔͍ͪͦͤ͊;͊͡ΈͤͯΌ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͤ ͊ ͔͍͔͔ͫͪͪΦ 

copy running-config startupπconfig τ ˿ͦͻ͙ͪ͊ͤͭΈ ͭ ͔ͯ͟΅ͯΌ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͍  ͔͍ͨͪͦͤ͊;͊͡ΈͤͯΌΦ 

copy running-config file 
τ 

˿ͦͻ͙ͪ͊ͤͭΈ ͔ͭͯ͟΅ͯΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͍  ͊͒͊ͤͤ͘·͚ ͔͔͍ͪͪͤ͘·͚ 
ͺ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

copy startup-config file 
τ 

˿ͦͻ͙ͪ͊ͤͭΈ ͨ ͔͍ͪͦͤ͊;͊͡ΈͤͯΌ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͍  ͊͒͊ͤͤ͘·͚ 
͔͔͍ͪͪͤ͘·͚ ͺ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

boot config source_url 
τ 

˴͙͍ͦͨͪͦ͊ͭΈ ͺ͚͊͡ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͔͍͔ͫͪͪ͊ ͍ ͺ͚͊͡ 
͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

dir [flash:path | dir_name] τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙ͨͫͦ͟ ͅ ͚͍͊ͦ͡ ͍  ͯ͊͊ͤͤͦͣ͘͟ ͎͔͊ͭ͊ͦ͟͡Φ 

more {flash:file |  startupπconfig | 
runningπconfig | mirrorπconfig | 
activeπimage | inactiveπimage | 
logging | file} 

file: (1..160) 
͙͍͍ͫͣͦͦ͡ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͔͙͔ͦ͒ͪ͗ͣͦ ͺ͚͊͊͡Φ 

- startup-config τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ 
͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Τ 

- running-config τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͔ͭͯ͟΅͔͚ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Τ 
- flash: τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͺ͚͊͡· ͫ ͺ͔͡΄-ͨ͊ͣΎ͙ͭ ͚͍ͯͫͭͪͦͫͭ͊; 
- mirror-config τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͔ͭͯ͟΅͔͚ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͔ͪ͊͊͘͟͡Τ 

- active-image τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͍͔͙ͪͫΌ ͔ͭͯ͟΅͔͎ͦ ͺ͚͊͊͡ ͦ͋ͪ͊͊͘ 
˽˻Φ 
- inactive-image τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͍͔͙ͪͫΌ ͔͙͍͎ͤ͊ͭͤͦͦ͟ ͅ ͚͊͊͡ 
ͦ͋ͪ͊͊͘ ˽˻Φ 

- logging τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͗ͯͪͤ͊͊͡Φ 

- file τ ͙ ͣΎ ͺ͚͊͊͡Φ 

͚̅͊͡· ͦͭͦ͋ͪ͊͗͊ΌͭͫΎ ͍ ͺ͔ͦͪͣ͊ͭ !{/LLΦ 

delete url τ ͙̂͒͊ͭ͡Έ ͅ ͚͊͡. 

delete startup-config τ ͙̂͒͊ͭ͡Έ ͅ ͚͊͡ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

boot system source_url 
τ 

˴͙͍ͦͨͪͦ͊ͭΈ ͅ ͚͊͡ ˽˻ ͫ  ͔͍͔ͫͪͪ͊ ͍ ͔͙͍ͤ͊ͭͤͯ͟Ό ͦ͋͊ͫͭ͡Έ ͨ͊ͣΎ͙ͭ 
ͤ͊ ͔ͣͫͭͦ ͔͔͍͎ͪͪͤͦͦ͘ ˽˻. 

boot system inactive-image τ ˭͎͙͊ͪͯͭ͘Έ ͫ ͔͙͍͎ͤ͊ͭͤͦͦ͟ ͦ͋ͪ͊͊͘ ˽˻. 
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show {startup-config |  running-
config} interface {ip ip_addr | 
gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port |  oob 
|  port-channel group | vlan 
vlan_id | tunnel tunnel_id | 
loopback loopback_id} ipv6 
{router ospf process_id} router 
{ospf process_id} [brief | detailed] 

ip_addr: A.B.C.D, 
all); 

gi_port: 
(1..8/0/1..48); 

te_port: 
(1..8/0/1..24); 

fo_port: 
(1..8/0/1..4) 

group: (1..48); 
vlan_id: 

(1..4094); 
tunnel_id: 
(1..16); 

loopback_id: 
(1..64); 

process_id: 
(1..65535)/1, all 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͔͙͔ͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͨ ͔͍ͪͦͤ͊;͊͡Έ͚ͤͦ όǎǘŀǊǘǳǇ-
ŎƻƴŦƛƎύ ͙͙͡ ͔ͭͯ͟΅͔͚ (running-config) ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙.  
- interfaces τ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ τ IP-
͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͺ͙͙͘;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͎ͪͯͨͨ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
(port-channel), VLAN-͙͔ͤͭͪͺ͔͚͍ͫͦ, OOB-ͨͦͪͭ͊Σ loopback-
͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͔͔͚ͭͯͤͤ͡. 
˿͔͒ͯ͡Ό΅͙͔ ͦͨͼ͙͙ ͒ͦͫͭͯͨͤ· ͙ͨͪ ͍·͍͔ͦ͒ ͔ͭͯ͟΅͔͚ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 
- ipv6 router ospf τ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ IPv6 OSPF ͨ ͪͦͼ͔͍ͫͫͦΦ 
- router ospf τ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ IPv4 OSPF ͨ ͪͦͼ͔͍ͫͫͦΦ 

- brief τ ͍ ·͍ͦ͒ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͔͋͘ ͍͙͒ͦ;ͤ·ͻ ͒ ͊ͤͤ·ͻ, 
͙͔ͤ͊ͨͪͣͪΣ SSH- ͙  SSL-͟͡Ό;͔͚Τ 

- detailed τ ͍ ·͍ͦ͒ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͍͟͡Ό;͔͙͔ͤͣ ͍͙͒ͦ;ͤ·ͻ 
͒͊ͤͤ·ͻ. 

ˤ·͍ͦ͒ ͔͍ͦͤͭͫͭͦ͟͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ IP-͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ 
ͨͪͦͼ͔͍ͫͫͦ OSPF ͒ ͔ͦͫͭͯͨͤ ͭͦ͡Έͦ͟ ͒͡Ύ ͺ͚͊͊͡ ͔ͭͯ͟΅͔͚ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ όrunning-config). 

show bootvar 
τ 

˽ͦ͊͊ͭ͘͟Έ ͊ ͙͍ͭͤ͟·͚ ͺ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻Σ ͦͭͦͪ͟·͚ ͚͍ͯͫͭͪͦͫͭͦ 
͎͔͊ͪͯ͗͊ͭ͘ ͙ͨͪ ͔͊ͨͯͫ͘͟Φ 

write [memory] 
τ 

˿ͦͻ͙ͪ͊ͤͭΈ ͔ͭͯ͟΅ͯΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͍  ͺ͚͊͡ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

boot license source_url [unit 
unit_id] 

unit_id: (1..8) 
˭͎͙͊ͪͯͭ͘Έ ͤ͊ ͚͍ͯͫͭͪͦͫͭͦ ͺ͚͊͡ ͙͡ͼ͔͙͙ͤ͘Φ 
- unit_id τ ͤ ͔ͦͣͪ Ό͙ͤͭ͊ ͍ ͔͔ͫͭ͟Φ 

delete license [word] [unit unit_id] 
unit_id: (1..8) 

͙̂͒͊ͭ͡Έ ͫ ͚͍ͯͫͭͪͦͫͭ͊ ͍͔ͫ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͔ ͺ͚͊͡· ͙͡ͼ͔͙͚ͤ͘Φ 
- word τ ͙ ͣΎ ͺ͚͊͊͡ ͙͡ͼ͔͙͙ͤ͘Σ ͦͭͦͪ͟·͚ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔ͯ͒͊ͤ͡; 
- unit_id τ ͤ ͔ͦͣͪ Ό͙ͤͭ͊ ͍ ͔͔ͫͭ͟Φ 

show license [unit unit_id] 
unit_id: (1..8) 

˽ͦ͊͊ͭ͘͟Έ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͔ ͺ͚͊͡· ͙͡ͼ͔͙͙ͤ͘Φ 
- unit_id τ ͤ ͔ͦͣͪ Ό͙ͤͭ͊ ͍ ͔͔ͫͭ͟Φ 

rename url new_url url, new_url: 
(1..160) 
͙͍͍ͫͣͦͦ͡ 

ˮ͔͙ͣͤͭ͘Έ ͙ Ύͣ ͅ ͚͊͊͡Φ 
- url τ ͭ ͔ͯ͟΅͔͔ ͙ͣΎ ͺ͚͊͊͡Τ  
- new-url τ ͤ ͍͔ͦͦ ͙ͣΎ ͺ͚͊͊͡Φ 

 

˿͔͍͔ͪͪ TFTP ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͔͊͒ͪͫͦͣ ͙ͫͭͦ;͙ͤ͟ ͙͊ ͔͊͒ͪͫͦͣ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͚ͦ͒ͤͦ ͦ͟π
ͣ͊ͤ͒· ͙͍͙ͦͨͪͦ͊ͤ͟ΎΦ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ͙̂͒͊ͭ͡Έ ͺ͚͊͡ test ͙ ͘ Ή͔͎͔͍͙͙͚ͤͪͦͤ͊ͫͣͦ͘ ͨ͊ͣΎ͙ͭ: 

console# delete  flash:test  

Delete flash:test? [ confirm ]  

˾͔ͯ͘͡Έͭ͊ͭ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟·Υ ͔ͨͦͫ͡ ͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎ ͺ͚͊͡ ͔͋ͯ͒ͭ ͔ͯ͒͊ͤ͡Φ 

Cͯ ΅͔͍͔ͫͭͯͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͨͪͦͫͣͦͭͪ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͒͡Ύ ͔ͭͯ͟΅͔͎ͦ ͔͔͙ͣͫͭͦͨͦͦ͗ͤ͡Ύ ͒͡Ύ ͔ͫ͒ͯ͡Όπ
΅͙ͻ ͔͙͍ͪ͗ͣͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

Á vlan database  

Á interface  { gigabitethernet gi_ port  | tengigabitethernet te_port  |  

forty gigabitethernet fo_port |  port - channel  group  | loopback  

loopback _id  | vlan  vlan_id  | ip  ip_addr }  

Á interface range { gigabitethernet gi_ port  | tengigabitethernet te_port  

|  forty gigabitethernet fo_port |  port - channel  group  |  vlan  vlan_id }  
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͙́͊͋͡ͼ͊ 57 τ ˴ ͦͣ͊ͤ͒· ͨͪͦͫͣͦͭͪ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͘ ͔ͭͯ͟΅͔͎ͦ ͔͔͙ͣͫͭͦͨͦͦ͗ͤ͡Ύ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͔ͭͯ͟΅͔͎ͦ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

5.7.3 ˴ͦͣ͊ͤ͒· ͒ ͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤ· ͦͣ͊ͤ͒͟·Σ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ·͔ ͒͡Ύ ͤ͊ ͚͙ͫͭͪͦ͟ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨͦ ͚͔ͭ͊ͣͪͯ ͙͙͡ ͙ͨͪ ͫͦͻ͔͙͙ͪ͊ͤͤ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͤ͊ ŦƭŀǎƘ-͙͔͔ͤ͊ͦͨͭ͟͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 58 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

backup server server port 
port server: (1..22) 

͙͍͍ͫͣͦͦ͡ 
port: (0..65535)/ͨ ͦͪͭ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ όtftp τ 

69, scp τ 22) 

̂͊͊ͭ͘͟Έ ͔͍͔ͫͪͪΣ ͤ͊ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙͍͙ͨͪͦͦ͒ͭ͘ΈͫΎ ͔͔͍͙ͪͪͪͦ͘π
͍͙͔͊ͤ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ  
- server τ ͫͭ ͪͦ͊͟ ͍ ͺ͔ͦͪͣ͊ͭ ζǘŦǘǇΥκκ···Φ···Φ···Φ···η ͙͙͡ 
ζscp:// username:password@XXX.XXX.XXX.XXη 
- port τ ͨͦͪͭ ͤ͊ͤ͊͘;͔͙ͤΎ ͔͍͔ͫͪͪ͊Σ ͤ͊ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͨͪͦͫπ
ͻ͙ͦ͒ͭΈ ͔͔͍ͪͪ͊͘ͼ͙Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

no backup server ͙̂͒͊ͭ͡Έ ͔͍͔ͫͪͪ ͒ ͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘ΎΦ 

backup path path 

path: (1..128) 
͙͍͍ͫͣͦͦ͡ 

̂͊͊ͭ͘͟Έ ͨͯͭΈ ͔͙ͪ͊ͫͨͦͦ͗ͤ͡Ύ ͺ͚͊͊͡ ͤ͊ ͔͍͔͔ͫͪͪ ͙ ͔ͨͪͺ͙ͫ͊͟ 
ͺ͚͊͊͡Φ ˽͙ͪ ͫͦͻ͔͙͙ͪ͊ͤͤ ͟ ͔ͨͪͺ͙ͫͯ͟ ͔͋ͯ͒ͭ ͍͒ͦ͋͊͡ΎͭΈͫΎ ͔ͭͯ͟π
΅͊Ύ ͒͊ͭ͊ ͙ ͍͔ͪͣΎ ͍ ͺ͔ͦͪͣ͊ͭ ͎͎͎͎ͣͣ͒͒;;ͣͣͫͫΦ 

no backup path ͙̂͒͊ͭ͡Έ ͨ ͙ͯͭ ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘ΎΦ 

backup history enable 
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͫͦͻ͔͙͔ͪ͊ͤͤ ͙͙͙ͫͭͦͪ ͔͔͍ͪͪͤ͘·ͻ ͙͚ͦͨ͟Φ 

no backup history enable ˻ͭ͟͡Ό;͙ͭΈ ͫͦͻ͔͙͔ͪ͊ͤͤ ͙͙͙ͫͭͦͪ ͔͔͍ͪͪͤ͘·ͻ ͙͚ͦͨ͟Φ 

backup time-period timer 

timer: 
(1..35791394)/720 ͣ ͙ͤ 

̂͊͊ͭ͘͟Έ ͔ͨͪͦͣ͗ͯͭͦ ͍͔͔͙ͪͣͤ͟Σ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ 
ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͍͙͍͙͔ͪͪͪͦ͊ͤ͘ ͦͤ͟ͺ͙͎ͯπ
ͪ͊ͼ͙͙Φ 

no backup time-period ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

backup auto 
τκ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͊ ͍͙ͭͦͣ͊ͭ;͔ͫͦ͟ ͔ͪ ͔͔͍͙͍͙ͪͪͦ͊ͤ͘ ͔͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙. 

no backup auto ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

backup write-memory 

τκ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔͔͍͙͍͙͔ͪͪͪͦ͊ͤ͘ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ͨͪ ͫͦͻ͔͙͙ͪ͊ͤͤ 
ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͤ͊ ŦƭŀǎƘ-͙͔ͤ͊ͦͨͭ͟͡ΈΦ 

no backup write-memory ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

backup reachability-check 
tftp  

    τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ͎ͨͯͫͭͦͦ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ ͙ͤ͊͡;͙Ύ 
TFTP-͔͍͔ͫͪͪ͊ όͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌύΦ 

no backup reachability-
check tftp 

˻ͭ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ͎ͨͯͫͭͦͦ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ ͙ͤ͊͡;͙Ύ 
TFTP-͔͍͔ͫͪͪ͊Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC  

͙́͊͋͡ͼ͊ 59 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ Ǉrivileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show backup 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚ͤ͊ͫͭͪͦ͊͟ͻ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

show backup history 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͙ͫͭͦͪΌ ͔ͯͫͨ΄ͤͦ ͫͦͻ͔ͪ͊ͤͤͤ·ͻ ͤ͊ ͔͍͔ͫͪͪ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͚Φ 

5.7.4 ˴ͦͣ͊ͤ͒· ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͙ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˽ͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ  

˴ͦͣͣͯͭ͊ͭͦͪ ͔͊ͨͯͫ͊ͭ͘͟ ͨͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡ΎΣ ͙͋͊ͪͯ͘Ό΅͙͚ͫΎ ͤ͊ 5I/tΣ ͔͙ͫ͡ ͦͤ 
͍͟͡Ό;͔ͤ ͙ ͙ͣΎ ͔͍͎ͭͫͭͦͦͦ͟ ͺ͚͊͊͡ ό5I/t-ͦͨͼ͙Ύ 43, мнрύΣ ͔ͫͦ͒ͪ͗͊΅͔͎ͦ ͙ͣΎ ͦ͋ͪ͊͊͘ ˽˻Σ ͋·ͦ͡ 
͔͍͔ͨͪ͒ͦͫͭ͊ͤͦ͡ ͔͍͔ͫͪͪͦͣ 5I/tΦ 

˽ͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͙ͫͦͫͭͦͭ ͙͘ ͔ͫ͒ͯ͡Ό΅͙ͻ Ή͍ͭ͊ͨͦΥ 

1. ˴ͦͣͣͯͭ͊ͭͦͪ ͎͔͊ͪͯ͗͊ͭ͘ ͔͍ͭͫͭͦ͟·͚ ͺ͚͊͡ ͙ ;͙͔ͭ͊ͭ ͙͘ ͔͎ͤͦ ͙ͣΎ ͺ͚͊͊͡ ͦ͋ͪ͊͊͘ ˽˻ ͤ͊ ¢C¢t-͔ͫͪπ
͍͔͔ͪΤ 

2. ˴ͦͣͣͯͭ͊ͭͦͪ ͫ͊͟;͙͍͔͊ͭ ͔͍ͨͪ·͚ ͋ͦ͟͡ όрмн ͚͋͊ͭύ ͦ͋ͪ͊͊͘ ˽˻ ͫ ¢C¢t-͔͍͔ͫͪͪ͊Σ ͍ ͦͭͦͪͦͣ͟ ͔ͫͦ͒ͪπ
͙͗ͭͫΎ ͍͔͙ͪͫΎ ˽˻Τ 

3. ˴ͦͣͣͯͭ͊ͭͦͪ ͍͙͍͔ͫͪ͊ͤ͊ͭ ͍͔͙ͪͫΌ ͺ͚͊͊͡ ͦ͋ͪ͊͊͘ ˽˻Σ ͨͦͯ͡;͔͎ͤͤͦͦ ͫ ¢C¢t-͔͍͔ͫͪͪ͊Σ ͫ ͍͔͙͔͚ͪͫ 
͙͍͎͊ͭͤͦͦ͟ ͦ͋ͪ͊͊͘ ˽˻ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˩͙ͫ͡ ͙ͦͤ ͙ͦͭ͡;͊ΌͭͫΎΣ ͦͣͣͯͭ͊ͭͦͪ͟ ͎͔͊ͪͯ͗͊ͭ͘ ͦ͋ͪ͊͘ ˽˻ ͫ 
TFTP-͔͍͔ͫͪͪ͊ ͍͔ͣͫͭͦ ͔͙͍͎ͤ͊ͭͤͦͦ͟ ͦ͋ͪ͊͊͘ ˽˻ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͔͔͒͊ͭ͡ ͒͊ͤͤ·͚ ͦ͋ͪ͊͘ ͙͍͊ͭͤ͟·ͣΤ 

4. ˩͙ͫ͡ ͦ͋ͪ͊͘ ˽˻ ͋·͡ ͎͔͊ͪͯ͗ͤ͘Σ ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͔͔͎͔ͨͪ͊ͪͯ͗͊ͭͫ͘ΎΦ 

˽ͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣͣͯͭ͊ͭͦͪ ͔͊ͨͯͫ͊ͭ͘͟ ͨͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΣ ͙͋͊ͪͯ͘Ό΅͙͚ͫΎ ͤ͊ 5I/tΣ ͙ͨͪ 
͍·͔͙͙ͨͦͤͤ͡ ͔ͫ͒ͯ͡Ό΅͙ͻ ͍͙͚ͯͫͦ͡Υ 

- ͍ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͪ ͔͊ͪ͘΄͔ͤͦ ͍͙͊ͭͦͣ͊ͭ;͔ͫͦ͟ ͔͟ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ; 

- ͍͔ͦͭͭ DHCP-͔͍͔ͫͪͪ͊ ͔͙ͫͦ͒ͪ͗ͭ IP-͔͊͒ͪͫ ¢C¢t-͔͍͔ͫͪͪ͊ ό5I/t-ͦͨͼ͙Ύ ссύ ͙ ͙ͣΎ ͺ͚͊͊͡ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ό5I/t-ͦͨͼ͙Ύ стύ ͍ ͺ͔ͦͪͣ͊ͭ ASCII.  

 

˽ͦͯ͡;͔ͤͤ·͚ ͺ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͎͔͊ͪͯ͗͊ͭͫ͘Ύ ͍ ͔͍ͨͪͦͤ͊;͊͡ΈͤͯΌ όǎǘŀǊǘǳǇύ ͦͤ͟ͺ͙͎ͯπ
ͪͼ͙͊ΌΦ ˽͔ͦͫ͡ ͎͙͊ͪͯ͘͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͦͣͣͯͭ͊ͭͦͪ͟ ͔͔͎͔ͨͪ͊ͪͯ͗͊ͭͫ͘ΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 60 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

boot host auto-config 
τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔ͫͯ͟Ό ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ΌΣ ͙͋͊ͪͯ͘Ό΅ͯΌͫΎ 
ͤ͊ 5I/tΦ 
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no boot host auto-config ·ʕ͟ ͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔ͫͯ͟Ό ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ΌΣ ͙͋͊ͪͯ͘Ό΅ͯΌͫΎ 
ͤ͊ 5I/tΦ 

boot host auto-update  

τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͍͔͙͔ͦ͋ͤͦͤ͡ ˽˻Σ ͙͋͊ͪͯ͘Ό΅͔͔ͫ Ύ 
ͤ͊ 5I/tΦ 

no boot host auto-update ·ʕ͟ ͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔ͫͦ͟ ͔͍͔͙ͦ͋ͤͦͤ͡ ͔˽˻Σ ͙͋͊ͪͯ͘Ό΅͔͔ͫ Ύ 
ͤ͊ DHCP. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC  

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console # 

͙́͊͋͡ͼ͊ 61 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show boot 
τ 

˽͔ͪͦͫͣͦͭͪͭΈ ͚͙ͤ͊ͫͭͪͦ͟ ͊ ͍͙ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͙ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

Á ˽͙͔ͪͣͪ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ L{/ 5I/t {ŜǊǾŜǊΥ 

option image - filename code 125 = {  

unsigned integer 32, #enterprise - number. ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʠʟʚʦʜʠʪʝʣʷ, ʚʩʝʛʜʘ ʨʘʚʝʥ    

                     35265( Eltex )  

unsigned integer 8,  #data - len. ɼʣʠʥʘ ʚʩʝʭ ʜʘʥʥʳʭ ʦʧʮʠʠ. ʈʘʚʥʘ ʜʣʠʥʝ ʩʪʨʦʢʠ sub -  

                      option - data  + 2.  

unsigned integer 8,  #sub - option -code. ʂʦʜ ʧʦʜʦʧʮʠʠ, ʚʩʝʛʜʘ ʨʘʚʝʥ 1 

unsigned integer 8,  #sub - option - l en. ɼʣʠʥʘ ʩʪʨʦʢʠ sub- option - data  

text                 #sub - option - data. ʀʤʷ ʪʝʢʩʪʦʚʦʛʦ ʬʘʡʣʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʠʤʷ  

                     ʦʙʨʘʟʘ ʇʆ 

};  

 

host mes2124 - test {  

         hardware ethernet a8:f9:4b:85:a2:00;  #mac-ʘʜʨʝʩ ʢʦʤʤʫʪʘʪʦʨʘ 

         filename "mesXXX - test.cfg";   #ʠʤʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʢʦʤʤʫʪʘʪʦʨʘ 

         option image - filename 35265 18 1 16 "mesXXX -401.ros";   #ʠʤʷ ʪʝʢʩʪʦʚʦʛʦ  

                                                  ʬʘʡʣʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʠʤʷ ʦʙʨʘʟʘ ʇʆ 

         next - server  192.168.1.3;    #IP -ʘʜʨʝʩ TFTP ʩʝʨʚʝʨʘ 

         fixed - address 192.168.1.36;   #IP -ʘʜʨʝʩ ʢʦʤʤʫʪʘʪʦʨʘ 

}  

5.8 ˹͚͊ͫͭͪͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ 

 

˽ͦ ͯͣͦ͡;͙͊ͤΌ ͍͙͊ͭͦͣ͊ͭ;͔͙͚ͫ͟ ͔͔ͨͪͻͦ͒ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͍ ͍͔ͫͦͦͭͭπ
͍͙͙ͫͭ ͫͦ ͙ͫͭ͊ͤ͒͊ͪͭ͊ͣ ˿̊ˢ ͙ ˩͍ͪͦͨ·Φ ˤ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͎ͣͦͯͭ ͋·ͭΈ ͊͒͊ͤ͘· ͡Ό͋·͔ ͒͊ͭ͊ 
͙ ͍͔ͪͣΎ ͒͡Ύ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎ ͙ ͦ͋ͪ͊ͭͤͦΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console # 
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͙́͊͋͡ͼ͊ 62 τ ˴ ͦͣ͊ͤ͒· ͚͙ͤ͊ͫͭͪͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clock set hh:mm:ss day 
month year 
clock set hh:mm:ss month 
day year 

hh: (0..23); 
mm: (0..59); 
ss: (0..59); 

day: (1..31); 
month: (Jan..Dec); 
year: (2000..2037) 

˾ͯ;ͤ͊Ύ ͍ͯͫͭ͊ͤͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ όͦͣ͊ͤ͒͊͟ ͒ͦͫͭͯͨͤ͊ 
ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ 
- hh τ ;͊ͫ·Σ mm τ ͣ ͙ͤͯͭ·Σ ss τ ͫ ͔ͯͤ͒͟·; 
- day τ ͒ ͔ͤΈ; month τ ͣ ͔ͫΎͼ; year τ ͎ ͦ͒. 

show sntp configuration 
[vrf {vrf_name | all}]  

vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͨͪͦͭͦͦ͊͟͡ {b¢tΦ 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

show sntp status [vrf 
{vrf_name | all}]  

vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͊ͭ͘͟Έ ͫ ͭ͊ͭͯͫ ͨͪͦͭͦͦ͊͟͡ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ SNTP ͨ ͦ 
͔͙ͫͭ. 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

show ntp τ ˽ͦ͊͊ͭ͘͟Έ ͔ͭͯ͟΅͔͔ ͫͦͫͭͦΎ͙͔ͤ ͙ ͙͙ͫͭ͊ͭͫͭͯ͟ ͫͯ͗͋͡· NTP. 

show ntp status 
τ 

˽ͦ͊͊ͭ͘͟Έ ͫͭ͊ͭͯͫ ͨͪͦͭͦͦ͊͟͡ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ NTP ͨ ͦ 
͔͙ͫͭΦ 

show ntp associations 
[detail]  

τ 
˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎͍͙͙ͫͦ͊ͫͦ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͫ NTP-
͔͍͔͙ͫͪͪ͊ͣ ͙ ͎͍ͦ͒ͤͦͪ͊ͤͦ·͙ͣ ͙ͯ͊ͣ͘͡Φ 

show ntp statistics τ ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 63 τ ˴ ͦͣ͊ͤ͒· ͚͙ͤ͊ͫͭͪͦ͟ ͫ ͙͔͎ͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͍ ͔͙͔ͪ͗ͣ ζ9·9/η 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show clock  

τ 

˽ͦ͊͊ͭ͘͟Έ ͫ ͙͔͔ͫͭͣͤͦ ͍͔ͪͣΎ ͙ ͒͊ͭͯΦ 

show clock detail ˨͙͔ͦͨͦͤͭ͡͡Έͤͦ ͙ͦͭͦ͋ͪ͊ͭ͘Έ ͨ ͔͊ͪ͊ͣͭͪ· ;͍͎͊ͫͦͦͦ ͨͦΎͫ͊ ͙ 
͔͔ͨͪͻͦ͒͊ ͤ ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 64 τ ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clock source {sntp | ntp | 
browser} 

τκ͍͔ͤ΄͙͚ͤ ͙ͫͭͦ;͙ͤ͟ 
͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͔ͤ΄͙ͤ ͚͙ ͫͭͦ;͙ͤ͟ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͔͎ͫͫͭͣͤͦͦ 
͍͔͔͙ͪͣͤΦ 

ˤ ͫͯ͡;͔͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͙ͫͭͦ;͙ͤͦͣ͟ ntpΣ ͚͍ͯͫͭͪͦͫͭͦ 
͔͋ͯ͒ͭ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍·ͨͦͤ͡ΎͭΈ ͪͦ͡Έ ntp-server, 
͍͔ͦͭ;͊Ύ ͤ͊ ͊ͨͪͦͫ͘· ͙͔͍ͤͭͦ͟͡. 

no clock source {sntp | ntp 
| browser} 

˭͔͙͊ͨͪͭͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͍͔ͤ΄͔͎ͤͦ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ 
͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤΦ 
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clock timezone zone 
hours_offset [minutes 
minutes_offset] 

zone: (1..4) ͫ ͙͍͍ͣͦͦ͡κ 
͔ͤͭ ͙͙ͦͨͫ͊ͤΎ ͦͤ͘·; 

hours_offset: 
(π12..+13)/0; 

minutes_offset: 
(0..59)/0; 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ;͍͎͊ͫͦͦͦ ͨͦΎͫ͊Φ 
- zone τ ͫ ͍ͦͦ͡Σ ͫͺ͙͍͔ͦͪͣͪͦ͊ͤͤͦ ͙͘ ͔͍ͨͪ·ͻ ͍͋ͯ͟ 
͍ͫͦͦͫͦ͡;͔͙ͭ͊ͤΎΣ ͔ͦͭͦͪͦ͟ ͦͤͦ ͔͊ͣͤ͘Ύ͔ͭ ό͙͙͔ͦͨͫ͊ͤ ͦͤ͘·ύΤ 
- hours-offset τ ;͍͔͊ͫͦͦ ͔ͫͣ΅͔͙͔ͤ ͙͔ͦͭͤͦͫͭ͡Έͤͦ ͔͍͎ͤͯͦͦ͡ 
͔͙͙ͣͪ͒͊ͤ͊ ¦¢/; 
- minutes-offset τ ͣ ͙͔ͤͯͭͤͦ ͔ͫͣ΅͔͙͔ͤ ͙͔ͦͭͤͦͫͭ͡Έͤͦ ͔͍͎ͤͯͦͦ͡ 
͔͙͙ͣͪ͒͊ͤ͊ ¦¢/. 

no clock timezone ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

clock summer-time zone 
date date month year 
hh:mm date month year 
hh:mm [offset] 

zone: (1..4) ͫ ͙͍ͣͦ͊͡κ 
͔ͤͭ ͙͙ͦͨͫ͊ͤΎ ͦͤ͘·; 

date: (1..31); 
month: (Jan..Dec); 
year: (2000 ..2037); 

hh: (0..23); 
mm: (0..59); 
week: (1-5); 

day: (sun..sat); 
offset: (1..1440)/60 

͙ͣͤΤ 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͔͔ͨͪͻͦ͒ ͤ͊ ͔͔͔ͭͤ͡ 
͍͔ͪͣΎ ͍·͟͡Ό;͔ͤ 

˭͊͒͊ͭΈ ͒ ͊ͭͯ ͙ ͍͔ͪͣΎ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ 
͍͔ͪͣΎ ͙ ͍͍ͦͪ͊ͭ͊͘ ͦ͋ͪ͊ͭͤͦ ό͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͎ͦ͒͊ύ. 
˽͔͍ͪ·ͣ ͍ ͔ͦͣ͊ͤ͒͟ ͯ͊͘͟·͍͔͊ͭͫΎ ͙͙͔ͦͨͫ͊ͤ ͦͤ͘·Σ ͍ͭͦͪ·ͣ ͍͔ͪͣΎ 
͒͡Ύ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎ ͙  ͔ͭͪͭΈ͙ͣ ͍͔ͪͣΎ ͒͡Ύ ͍͍ͦͪ͊ͭ͊͘Φ 
- zone τ ͫ ͍ͦͦ͡Σ ͫͺ͙͍͔ͦͪͣͪͦ͊ͤͤͦ ͙͘ ͔͍ͨͪ·ͻ ͍͋ͯ͟ 
͍ͫͦͦͫͦ͡;͔͙ͭ͊ͤΎΣ ͔ͦͭͦͪͦ͟ ͦͤͦ ͔͊ͣͤ͘Ύ͔ͭ ό͙͙͔ͦͨͫ͊ͤ ͦͤ͘·ύΤ 
- date τ ;͙ͫͦ͡Τ 
- month τ ͣ ͔ͫΎͼΤ 
- year τ ͎ ͦ͒Τ 
- hh τ ;͊ͫ·Σ mm τ ͣ ͙ͤͯͭ·; 
- offset τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͙ͣͤͯͭ, ͒ ͍ͦ͋͊͡Ύ͔ͣ·ͻ ͙ͨͪ ͔͔ͨͪͻ͔ͦ͒ ͤ͊ 
͔͔͔ͭͤ͡ ͍͔ͪͣΎ. 

clock summer-time zone 
date month date year 
hh:mm month date year 
hh:mm [offset] 

clock summer-time zone 
recurring {usa |  eu |  {first | 
last | week} day month 
hh:mm {first |  last |  week} 
day month hh:mm} [offset]  

˭͊͒͊ͭΈ ͒ ͊ͭͯ ͙ ͍͔ͪͣΎ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ 
͍͔ͪͣΎ ͙ ͍͍ͦͪ͊ͭ͊͘ ͦ͋ͪ͊ͭͤͦ ͍ ͔͙͔ͪ͗ͣ ͔͔͎͗ͦ͒ͤͦΦ 
- zone τ ͫ ͍ͦͦ͡Σ ͫͺ͙͍͔ͦͪͣͪͦ͊ͤͤͦ ͙͘ ͔͍ͨͪ·ͻ ͍͋ͯ͟ 
͍ͫͦͦͫͦ͡;͔͙ͭ͊ͤΎΣ ͔ͦͭͦͪͦ͟ ͦͤͦ ͔͊ͣͤ͘Ύ͔ͭ ό͙͙͔ͦͨͫ͊ͤ ͦͤ͘·ύΤ 

- usa τ ͯ ͍͙ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊͊͡ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎΣ 
͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͍  ˿̊ˢ ό͔͔ͨͪͻͦ͒ ͍ͦ ͍͔ͭͦͪͦ ͍͔͔ͦͫͪͫͤ͟Έ͔ ͣ͊ͪͭ͊Σ 
ͦ͋ͪ͊ͭͤͦ ͍ ͔͍͔ͨͪͦ ͍͔͔ͦͫͪͫͤ͟Έ͔ ͤͦΎ͋ͪΎΣ ͍ н ;͊ͫ͊ ͯͭͪ͊ ͨͦ 
͔ͣͫͭͤͦͣͯ ͍͔͔͙ͪͣͤύ; 
- eu τ ͯ ͍͙ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊͊͡ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎΣ 
͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ˩ ͍ͪͦͫͦΌͦͣ͘ ό͔͔ͨͪͻͦ͒ ͍ ͔͔͔ͨͦͫ͒ͤ͡ ͍͔͔ͦͫͪͫͤ͟Έ͔ 
ͣ͊ͪͭ͊Σ ͦ͋ͪ͊ͭͤͦ ͍ ͔͔͔ͨͦͫ͒ͤ͡ ͍͔͔ͦͫͪͫͤ͟Έ͔ ͦͭ͟Ύ͋ͪΎΣ ͍ м ;͊ͫ ͯͭͪ͊ 
ͨͦ ˥͙͍͙ͪͤ;ͯύ; 
- hh τ ;͊ͫ·Σ mm τ ͣ ͙ͤͯͭ·; 
- week τ ͤ ͔͔͒͡Ύ ͔ͣͫΎͼ͊; 
- day τ ͒ ͔ͤΈ ͔͔͙ͤ͒͡; 
- month τ ͣ ͔ͫΎͼ; 
- offset τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͍͒ͦ͋͊͡Ύ͔ͣ·ͻ ͙ͣͤͯͭ ͙ͨͪ ͔͔ͨͪͻ͔ͦ͒ ͤ͊ 
͔͔͔ͭͤ͡ ͍͔ͪͣΎ. 

no clock summer-time ˻ͭ͟͡Ό;͙ͭΈ ͊ ͍͙ͭͦͣ͊ͭ;͔͙͚ͫ͟ ͔͔ͨͪͻͦ͒ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎΦ 

sntp authentication-key 
number md5 value 

number: 
(1..4294967295); 

value: (1..32) 
͙͍͍ͫͣͦͦ͡Τ 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͍͔ͨͪͦͪ͊͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡ 
ͦͭ͟͡Ό;͔ͤ͊ 

͍͙̂ͫͭ͊ͤͦͭΈ ͟ ͡Ό; ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ {b¢tΦ 
- number τ ͤ ͔ͦͣͪ ͟͡Ό;͊Τ 
- value τ ͘ ͤ͊;͔͙͔ͤ ͟͡Ό;͊; 
- encrypted τ ͘ ͊͒͊ͭΈ ͤ͊͘;͔͙͔ͤ ͟͡Ό;͊ ͍  ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒. 

encrypted sntp authentica-
tionπkey number md5 value 

no sntp authentication-key 
number 

͙̂͒͊ͭ͡Έ ͟ ͡Ό; ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ {b¢tΦ 

sntp authenticate τ/͍͔ͨͪͦͪ͊͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡ ͤ ͔ 
͔͔ͭͪ͋ͯͭͫΎ 

͔͍́ͪ͋ͦ͊ͭΈ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͨͦͯ͡;͔͙ͤΎ ͙ͤͺͦͪͣ͊ͼ͙͙ 
ͦͭ b¢t-͔͍͔͍ͫͪͪͦΦ  

no sntp authenticate ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp source-interface {for-
tygigabitethernet fo_port | 
tengigabitethernet te_port 
| gigabitEthernet gi_port | 
loopback lb_port | tunnel 
tn_port | port-channel 
group | oob | vlan vlan_id} 
[vrf {vrf_name | all}] 

fo_port: (1..4); 
te_port: (1..24); 
gi_port: (1..24); 
lb_port: (1..64); 
tn_port: (1..16); 
group: (1..48); 

vlan_id: (1..4094); 
vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

/͍·͟͡Ό;͔ͤͦ 

˻͔͔͙ͨͪ͒ͭ͡Έ IP-͙͔ͤͭͪͺ͔͚ͫ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͔͍ͨ͊ͭͦ͟ NTP IPv4. 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

no sntp source-interface ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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sntp source-interface-ipv6 
{fortygigabitethernet 
fo_port |  tengigabitether-
net te_port |  gigabitEther-
net gi_port |  loopback 
lb_port |  tunnel tn_port | 
port-channel group |  oob 
|  vlan vlan_id} 

fo_port: (1..4); 
te_port: (1..24); 
gi_port: (1..24); 
lb_port: (1..64); 
tn_port: (1..16); 
group: (1..48); 

vlan_id: (1..4094) 
/͍·͟͡Ό;͔ͤͦ 

˻͔͔͙ͨͪ͒ͭ͡Έ IPv6-͙͔ͤͭͪͺ͔͚ͫ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͔͍ͨ͊ͭͦ͟ NTP IPv6. 

no sntp source-interface-
ipv6 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp source-port udp_port 

udp_port: 
όмΦΦсррорύκͨͦ 
ͯͣͦ͡;͙͊ͤΌ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
ͫͯ͡;͚͊ͤ·͚ ͨͦͪͭ 

͍͙̂ͫͭ͊ͤͦͭΈ SRC UDP-ͨͦͪͭ ͒͡Ύ ͔͍ͨ͊ͭͦ͟ NTP. 
˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ¦5t-͍ͨͦͪͭͦ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ м-1024 
͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤͦ ͤͯ͗ͤͦ ͔͙ͯ͋͒ͭΈͫΎΣ ;ͭͦ ͒͊ͤͤ·͚ ͨͦͪͭ 
͍͔ͫͦ͋ͦ͒ͤ ͙ ͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͙͙͒ͪͯͣ ͔͍͙͙ͫͪͫ͊ͣΦ 
˽ͦͪͭ рлллл Ύ͍͡Ύ͔ͭͫΎ ͨͦͪͭͦͣ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͒ ͡Ύ 
ͺͯͤ͟ͼ͙ͦͤ͊͊͡ ǇŜŜǊ ŘŜǘŜŎǘƛƻƴ ƛǇŀŘŘǊ. 

no sntp source-port ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp trusted-key key_num-
ber 

key_number: 
(1..4294967295); 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͍͔ͨͪͦͪ͊͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡ 
ͦͭ͟͡Ό;͔ͤ͊ 

˻ͫͯ΅͔͍͙ͫͭͭΈ ͨ ͍͔ͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔ͫͫͭͣ·Σ ͦͭ ͚ͦͭͦͪͦ͟ 
͙ͫͤͻ͙͙͔ͪͦͤͪͯͭͫ͘Ύ ͫ ͨͦͣͦ΅ΈΌ {b¢t ͨͦ ͊͒͊ͤͤͦͣͯ͘ ͟͡Ό;ͯΦ 
- key_number τ ͤ ͔ͦͣͪ ͟͡Ό;͊. 

no sntp trusted-key 
key_number 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp broadcast client ena-
ble {both | ipv4 | ipv6} 

τ/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ {b¢t-͙͔͍ͤͭͦ͟͡Φ 

no sntp broadcast client en-
able 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp anycast client enable 
{both | ipv4 | ipv6} 

τ/͔͊ͨͪ͘΅͔ͤͦ  

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ {b¢t-͙͔ͤͭ͊ͣ͟͡, ͨ ͔͙͍ͦ͒͒ͪ͗͊Ό΅͙ͣ ͔ͣͭͦ͒ 
ͪ͊ͫͫ·͙͟͡ ͔͍ͨ͊ͭͦ͟, ͨ ͍ͦͦ͘͡ΎΌ΅͙͚ ͨ ͦͫ·͊ͭ͡Έ ͒͊ͤͤ·͔ 
͙͚͋͗͊͡΄͔ͣͯ ͯ ͚͍ͫͭͪͦͫͭͯ ͙ ͘ ͎ͪͯͨͨ· ͨͦͯ͡;͔͔͚͊ͭ͡. 

no sntp anycast client ena-
ble 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp client poll timer sec-
onds 

seconds: 
όслΧуспллύκ1024 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔ͪͣΎ ͦͨͪͦͫ͊ ͒͡Ύ SNTP-͔͍͔ͫͪͪ͊. 

no sntp client poll timer ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp client enable {fortygi-
gabitethernet fo_port | 
tengigabitethernet te_port 
| port -channel group |  oob 
|  vlan vlan_id} 

fo_port: (1..4);  
te_port: (1..24); 
group: (1..48); 

vlan_id (1..4094) 
κ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ {b¢t-͙͔ͤͭ͊ͣ͟͡, ͨ ͔͙͍ͦ͒͒ͪ͗͊Ό΅͙ͣ ͔ͣͭͦ͒ 
ͪ͊ͫͫ·͙͟͡ ͔͍ͨ͊ͭͦ͟, ͨ ͍ͦͦ͘͡ΎΌ΅͙͚ ͨ ͦͫ·͊ͭ͡Έ ͒͊ͤͤ·͔ 
͙͚͋͗͊͡΄͔ͣͯ ͚͍ͯͫͭͪͦͫͭͯ ͙͘ ͎ͪͯͨͨ· ͨͦͯ͡;͔͔͚͊ͭ͡Σ ͊ ͔ͭ͊͗͟ 
΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͣ {b¢t-͙͔ͤͭ͊ͣ͟͡ ͒͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- ͨ ͔ͦ͒ͪͦ͋ͤͦ ͙͙͔ͦͨͫ͊ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙͔ͦ͗ͤͦ͘͡ ͍ ͔͔ͪ͊͒͘͡ 
ζ˴ ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙ ͔ͤͭͪͺ͔͚͍ͫͦη. 

no sntp client enable {for-
tygigabitethernet fo_port | 
tengigabitethernet te_port 
| port -channel group |  oob 
|  vlan vlan_id} 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp unicast client enable 

τ/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ ͔ͦ͒ͤͦ͊͒ͪͫͤ·ͻ {b¢t-͙͔͍ͤͭͦ͟͡Φ 

no sntp unicast client ena-
ble 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp unicast client poll 

τ/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͨ ͔͍͔ͦͫ͒ͦ͊ͭ͡͡Έͤ·͚ ͦͨͪͦͫ ͊͒͊ͤͤ͘·ͻ ͔ͦ͒ͤͦ͊͒ͪͫͤ·ͻ 
SNTP-͔͍͔͍ͫͪͪͦΦ 

no sntp unicast client poll ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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sntp server {ipv4_address |  
ipv6_address |  
ipv6_link_local_ad-
dress%{vlan {integer} |  ch 
{integer} |  isatap {integer} 
|  {physical_port_name}} |  
hostname} [poll] [priority  
priority] [key keyid] [vrf 
{vrf_name | all}] 

priority: (0..255)/0 
hostname: (1..158) 
͙͍͍ͫͣͦͦ͡Τ 

keyid: 
(1..4294967295); 
vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˭͊͒͊Έͭ ͊ ͔͒ͪͫ SNTP-͔͍͔ͫͪͪ͊. 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͫ ͔͍͔ͪͪ͊Υ ͙ͨͪ ͍͙͙ͯͫͦ͡ ͍ͪ͊ͤ·ͻ ͤ͊͘;͔͙͚ͤ 
͍ͫͭͪ͊ͭͯͣͦ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͍͔͔͙ͪͣͤ ͔͋ͯ͒ͭ ͍·ͨͦͤ͡ΎͭΈͫΎ ͫ 
͔͍͔ͫͪͪͦͣΣ ͯ ͎ͦͭͦͪͦͦ͟ ͙ͤ͊͋ͦ͡Έ΄͔͔ ͤ͊͘;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊; 
- ipv4_address τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ; 
- ipv6_address τ IPv6-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ; 
- ipv6z-address τ IPv6z-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ ͒ ͡Ύ ǇƛƴƎ.  
̅ͦͪͣ͊ͭ ͊ ͔͒ͪͫ͊ ipv6_link_local_address%interface_name: 
ipv6_link_local_address τ ͡ ͦ͊͟͡Έͤ·͚ IPv6-͔͊͒ͪͫ ͟ ͊ͤ͊͊͡; 
interface_name τ ͙ ͣΎ ͙ ͫͻͦ͒Ύ΅͔͎ͦ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ͘ ͔͊͒͊ͭͫΎ ͍  
͔ͫ͒ͯ͡Ό΅͔ͣ ͅ ͔ͦͪͣ͊ͭ: vlan {integer} |  ch {integer} |  isatap 
{integer} |  {physical_port_name} 
- hostname τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭ; 
- poll τ ͍ ͟͡Ό;͔͊ͭ ͦͨͪͦͫ; 
- keyid τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͟͡Ό;͊; 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

no sntp server 
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch 
{integer} | isatap {integer} 
| { physical_port_name}} |  
hostname} [vrf {vrf_name | 
all}] 

͙̂͒͊ͭ͡Έ ͫ ͔͍͔ͪͪ ͙͘ ͙ͫͨͫ͊͟ SNTP-͔͍͔͍ͫͪͪͦΦ 

ntp {server | peer} 
{ipv4_address | ipv6_ad-
dress | hostname} [version 
version] 

version: (1..4)/4 
hostname: (1..158) 
͙͍͍ͫͣͦͦ͡ 

˭͊͒͊ͭΈ ͔͊͒ͪͫ NTP-͔͍͔ͫͪͪ͊ ͙͙͡ ͎͍͎ͦ͒ͤͦͪ͊ͤͦͦͦ ͯ͊͘͡Φ 
- ipv4_address τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ; 
- ipv6_address τ IPv6-͔͊͒ͪͫ ͯ ͊͘͡ ͔͙ͫͭ; 
- hostname τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭ; 
- version τ ͦ ͔͔͙ͨͪ͒ͭ͡Έ ͍͔͙ͪͫΌ ͨͪͦͭͦͦ͊͟͡ ntp. 

no ntp {server | peer} 
{ipv4_address | ipv6_ad-
dress | hostname} 

͙̂͒͊ͭ͡Έ ͔͍͔ͫͪͪ ͙͘ ͙ͫͨͫ͊͟ NTP-͔͍͔͍ͫͪͪͦΦ 

clock dhcp timezone 

τκ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͨͦͯ͡;͔͙͔ͤ ͙ͭ͊͟ͻ ͒͊ͤͤ·ͻ ͊͟͟ ;͍͚͊ͫͦͦ ͨͦΎͫ ͙ ͔͔͔ͭͤ͡ 
͍͔ͪͣΎ ͦͭ 5I/t-͔͍͔ͫͪͪ͊Φ 

no clock dhcp timezone ˭͔͙͊ͨͪͭͭΈ ͨ ͦͯ͡;͔͙ͤ ͔ͭ ͙͊͟ͻ ͒͊ͤͤ·ͻ ͊͟͟ ;͍͚͊ͫͦͦ ͨͦΎͫ ͙ ͔͔͔ͭͤ͡ 
͍͔ͪͣΎ ͦͭ 5I/t-͔͍͔ͫͪͪ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 65 τ ˴ ͦͣ͊ͤ͒· ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

sntp client enable  

τκ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ {b¢t-͙͔ͤͭͯ͟͡Σ ͦͭͦͪ͟·͚ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ 
͔ͣͭͦ͒ ͪ͊ͫͫ·͙͟͡ ͔͍ͨ͊ͭͦ͟, ͨ ͍ͦͦ͘͡ΎΌ΅͙͚ ͨ ͦͫ·͊ͭ͡Έ ͒͊ͤͤ·͔ 
͚͍ͯͫͭͪͦͫͭͯ ͙͚͋͗͊͡΄͔ͣͯ ͙͘ ͎ͪͯͨͨ· ͨͦͯ͡;͔͔͚͊ͭ͡Σ ͊ ͔ͭ͊͗͟ 
΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣͯ SNTP-͙͔ͤͭͯ͟͡ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫ (Ethernet, port-channel, VLAN). 

no sntp client enable  ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙͔͔ͫͫͭͣͤͦ ͍͔ͪͣΎΣ ͒͊ͭͯ ͙ ͒͊ͤͤ·͔ ͨͦ ;͍͚͊ͫͦͦ ͔ͦͤ͘Υ 

console# show clock detail  
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15:29:08 PDT(UTC - 7) Jun 17 2009  

Time source is SNTP  

 

Time zone:  

Acronym is PST  

Offset is UTC - 8 

 

Summertime:  

Acronym is PDT  

Recurring every year.  

Begins at first Sunday of April at 2:00.  

˿ͭ͊ͭͯͫ ͨͪͦͼ͔ͫͫ͊ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͫ ͨͦͣͦ΅ΈΌ ͙͔͒ͦͨͦͤͭ͡͡Έ͎ͤͦ ͙͍ͦͫͣͦ͊͡ 
͔͔ͨͪ͒ ͤ͊͘;͔͙͔ͤͣ ͍͔͔͙ͪͣͤΦ  

˽͙͔ͪͣͪΥ 

* 15:29:08 PDT( UTC- 7) Jun  17 2009  

ˮͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ͦ͋ͦͤ͊͘;͔͙ͤΎΥ 

- ͭͦ;͊͟ όΦύ ͦͤ͊͘;͔͊ͭΣ ;ͭͦ ͍͔ͪͣΎ ͍͔͒ͦͫͭͦͪͤͦΣ ͤͦ ͔ͤͭ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͫ ͔͍͔ͫͪͪͦͣ SNTP; 

- ͍͙͔ͦͭͫͯͭͫͭ ͫ ͙͍ͣͦ͊͡ ͦ ͤ͊͘;͔͊ͭΣ ;ͭͦ ͍͔ͪͣΎ ͍͔͒ͦͫͭͦͪͤͦ ͙ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͔ͫͭΈΤ 

- ͍͔͒ͦ͘͘;͊͟ ό*ύ ͦͤ͊͘;͔͊ͭΣ ;ͭͦ ͍͔ͪͣΎ ͔͍͔ͤ͒ͦͫͭͦͪͤͦΦ 

Á ˭͊͒͊ͭΈ ͒͊ͭͯ ͙ ͍͔ͪͣΎ ͤ͊ ͙͔ͫͫͭͣͤ·ͻ ;͊ͫ͊ͻΥ т ͣ͊ͪͭ͊ нллф ͎ͦ͒͊Σ моΥон 

console# clock set  13:32:00 7 Mar 2009  

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫͭ͊ͭͯͫ ͨͪͦͭͦͦ͊͟͡ {b¢tΥ 

console# show sntp status  

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast  

 

Unicast servers:  

 

Server            : 10.10.10.1  

  Source          : Static  

  Stratum         : 3  

  Status          : up  

  Last Response   : 10:37:38.0 UTC Jun 22 2016  

  Offset          : 1040.1794181 mSec  

  Delay           : 0 mSec  

 

 

Anycast server:  

 

 

Broadcast :  
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ˤ ͙͔͔ͨͪͣͪ ͍·΄͔ ͙͔͔ͫͫͭͣͤͦ ͍͔ͪͣΎ ͙ͫͤͻ͙͙͍ͪͦͤͪͦ͊ͤͦ͘ ͦͭ ͔͍͔ͫͪͪ͊ 10.10.10ΦмΣ ͔͙͚ͨͦͫ͒ͤ͡ ͍͔ͦͭͭ 
ͨͦͯ͡;͔ͤ ͍ 10:37:38Σ ͔͍͔͙͔ͤͫͦͨ͊͒ͤ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͫ ͍͔͔͔ͪͣͤͣ ͤ͊ ͔͍͔͔ͫͪͪ ͍͙ͫͦͫͭ͊ͦ͡ 1.04 ͫ . 

Á ̂͊͊ͭ͘͟Έ ntp-server: 

console(config)#clock source ntp  

console(config)#ntp serv er 10.10.10.1  

Á ̂͊͊ͭ͘͟Έ ntp-peer: 

console(config)#clock source ntp  

console(config)#ntp peer 10.10.10.1  

Á ̂͊͊ͭ͘͟Έ sntp-server ͒ ͡Ύ unicast-͔͙ͪ͗ͣ͊: 

console(config)#clock source sntp  

console(config)#sntp client poll timer 60  

console(config)#sntp unicast client ena ble  

console(config)#sntp unicast client poll  

console ( config )# sntp  server  10.10.10.1 poll  

 

˨͡Ύ NTP-͙͔ͤͭ͊͟͡ ͍ ͍͔͙ͪͫΎͻ ͙͔ͤ͗ пΦлΦноΦм ͙͒ͦͨͯͫͭͣ͊ ͔ͫ͒ͯ͡Ό΅͊Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ΎΥ 
 
console(config)# clock source ntp  

console(config)#sntp server <IP -ʘʜʨʝʩ> poll  

 
˹͊;͙ͤ͊Ύ ͫ ͍͔͙͙ͪͫ пΦлΦноΦм ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ NTP-͙͔ͤͭ͊͟͡ ͙͔͔ͣͤͤ͊͘ ͍ ͍ͫΎ͙͘ ͫ ͚ͨͦͤͦ͡ ͔͚ͨͦ͒͒ͪ͗ͦ͟ 
ͨͪͦͭͦͦ͊͟͡ NTP: 

 
console(config)# clock source ntp  

console(config)# ntp server <IP -ʘʜʨʝʩ> poll  

 

5.9 ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͍ ͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡ ǘƛƳŜ-range 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 66 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

time-range time_name 

time_name: (0..32) 
͙͍ͫͣͦ͊͡ 

˿ͦ͒͊ͭ͘Έ time_range ͙  ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍͔͔ͪͣͤͤ·ͻ 
͙͔͍͍ͤͭͪ͊ͦ͡Φ 
- time_name τ ͙ ͣΎ ͨ ͪͦͺ͙͡Ύ ͔ͤ͊ͫͭͪͦ͟ time_range. 

no time-range time_name ͙̂͒͊ͭ͡Έ ͍ ͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡ 

console # configure   

console(config)# time - range  range_name  

console ( config - time - range )#  
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͙́͊͋͡ͼ͊ 67 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ ͔͔͎ͪͣͤͤͦͦ ͙͔͍ͤͭͪ͊͊͡ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

absolute {end | start} hh:mm 
date month year 

hh: (0..23); 
mm: (0..59); 
date: (1..31); 

month: (jan..dec); 
year: (2000..2097) 

˭͊͒͊ͭΈ ͤ͊;͊ͦ͡ ͙ ό͙͙͡ύ ͔ͦͤ͟ͼ ͍͔͔͎ͪͣͤͤͦͦ ͙͔͍ͤͭͪ͊͊͡ ͍ ͺ͔ͦͪͣ͊ͭΥ 
;͊ͫΥ ͙ͣͤͯͭ͊ ͔͒ͤΈ ͔ͣͫΎͼ ͎ͦ͒. 

no absolute {end | start} ͙̂͒͊ͭ͡Έ ͍ ͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡Φ 

periodic list hh:mm to hh:mm 
{all | weekday} 

hh: (0..23); 
mm: (0..59); 

ǿŜŜƪŘŀȅΥ όƳƻƴΧǎǳƴύ 

˭͊͒͊ͭΈ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡ ͍ ͔ͭ;͔͙͔ͤ ͎ͦ͒ͤͦͦ ͙͘ ͔͚͒ͤ ͔͔͙ͤ͒͡ 
͙͙͡ ͎͊͗͒ͦͦ͟ ͒ͤΎ ͔͔͙ͤ͒͡Φ 

no periodic list hh:mm to 
hh:mm {all |  weekday} 

͙̂͒͊ͭ͡Έ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡Φ 

periodic weekday hh:mm to 
weekday hh:mm 

hh: (0..23); 
mm: (0..59); 

ǿŜŜƪŘŀȅΥ όƳƻƴΧǎǳƴύ 

˭͊͒͊ͭΈ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡ ͍ ͔ͭ;͔͙͔ͤ ͔͔͙ͤ͒͡Φ 

no periodic weekday hh:mm 
to weekday hh:mm 

͙̂͒͊ͭ͡Έ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Ethernet ͙  Port-Channel 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 68 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Ethernet ͙  Port-Channel 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

operation time time_name 

time_name: (0..32) 
͙͍ͫͣͦ͊͡ 

˭͊͒͊ͭΈ time-range, ͦ ͔͔ͨͪ͒͡ΎΌ΅͙͚ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡Σ ͍ ͦ͟π
ͭͦͪͦͣ ͙͔ͤͭͪͺ͔͚ͫ ͔͋ͯ͒ͭ ͤ͊ͻ͙ͦ͒ͭΈͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤ Up. 
- time_name τ ͙ ͣΎ ͨͪͦͺ͙͡Ύ ͔ͤ͊ͫͭͪͦ͟ time-range. 

no operation time ͙̂͒͊ͭ͡Έ ͍ ͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡Φ 

5.10 ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͙  ±[!b 

5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel- ͙  [oopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ 

console# configure   

console(config)# interface  { gigabitethernet gi_ port  | tengigabitethernet 

te_port  |  forty gigabitethernet fo_port |  oob |  port - channel  group  |  range 

{é}  |  loopback  loopback _id }  

console ( config - if )#  

˨͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ όͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͙͡ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͙͔ͪ͗ͣ ͔͔͙ͪ͊͒ͤ͘͡Ύ 
͎͙ͤ͊ͪͯ͘͟ύΣ ͙͋ͦ͡ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

ˤ·͋ͦͪ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟Υ 

˨͡Ύ MES5324 

͙́͊͋͡ͼ͊ 69 τ ˴ ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒͡Ύ MES5324 
˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 

interface fortygigabitethernet fo_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 40G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface tengigabitethernet te_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 10G-͙͔ͤͭͪͺ͔͚͍ͫͦ 



 

112  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface oob ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 

ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·, ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊ ͙͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï fo_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 40G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ мΦΦ8/0/1..4; 
ï te_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 10G-͙͔ͤͭͪͺ͔͚ͫ͊Σ ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ мΦΦуκлκмΦΦнп; 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..8/0/ 1; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 

˨͡Ύ MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB 

͙́͊͋͡ͼ͊ 70 τ ˴ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒͡Ύ MES3324F, MES3324, MES2324, MES2324B, MES2324P, 
MES2324P ACW, MES2324F, MES2324FB 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 
interface tengigabitethernet te_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 10G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface oob 
͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ ό͙͔ͤͭͪͺ͔͚ͫ ͍͔ͯͨͪ͊͡π
͙ͤΎ ͙͍͔ͨͪͫͯͭͫͭͯͭ ͔ͤ ͤ͊ ͍͔ͫͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻύ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 
ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·, ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊ ͙͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï te_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 10G-͙͔ͤͭͪͺ͔͚ͫ͊Σ ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ мΦΦуκлκмΦΦ п; 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..8/0/ 1..24; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 

˨͡Ύ MES2348B, MES3348, MES3348F 

͙́͊͋͡ͼ͊ 71 τ ˴ ͦͣ͊ͤ͒· ͍ ·͋ͦͪ͊ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ͒ ͡Ύ MES2348B, MES3348, MES3348F 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 
interface tengigabitethernet te_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 10G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 

ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊ ͙͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï te_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 10G-͙͔ͤͭͪͺ͔͚ͫ͊Σ ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ мΦΦуκлκмΦΦ п; 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..8/0/ 1..48; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 (ͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 
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˨͡Ύ a9{оомсC 

͙́͊͋͡ͼ͊ 72 τ ˴ ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒͡Ύ MES3316F 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 
interface tengigabitethernet te_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 10G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface oob 
͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ ό͙͔ͤͭͪͺ͔͚ͫ ͍͔ͯͨͪ͊͡π
͙ͤΎ ͙͍͔ͨͪͫͯͭͫͭͯͭ ͔ͤ ͤ͊ ͍͔ͫͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻύ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 
ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊ ͙͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï te_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 10G-͙͔ͤͭͪͺ͔͚ͫ͊Σ ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ мΦΦуκлκмΦΦ п; 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..8/0/ 1..16; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ [ƻƻǇōŀŎƪ-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 

˨͡Ύ MES3308F 

͙́͊͋͡ͼ͊ 73 τ ˴ ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒͡Ύ MES3308F 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 
interface tengigabitethernet te_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 10G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface oob 
͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ ό͙͔ͤͭͪͺ͔͚ͫ ͍͔ͯͨͪ͊͡π
͙ͤΎ ͙͍͔ͨͪͫͯͭͫͭͯͭ ͔ͤ ͤ͊ ͍͔ͫͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻύ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 

ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊ ͙͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï te_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 10G-͙͔ͤͭͪͺ͔͚ͫ͊Σ ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ мΦΦуκлκмΦΦ п; 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..8/0/ 1..8; 

ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ [ƻƻǇōŀŎƪ-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 

˨͡Ύ MES2328I 

͙́͊͋͡ͼ͊ 74 τ ˴ ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒͡Ύ MES2328I 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 
interface tengigabitethernet te_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 10G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface oob 
͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ ό͙͔ͤͭͪͺ͔͚ͫ ͍͔ͯͨͪ͊͡π
͙ͤΎ ͙͍͔ͨͪͫͯͭͫͭͯͭ ͔ͤ ͤ͊ ͍͔ͫͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻύ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 

ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͙ͭ͊͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..8/0/ 1..28; 



 

114  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 

˨͡Ύ a9{нолу ͙ a9{нолуt 

͙́͊͋͡ͼ͊ 75 τ ˴ ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒͡Ύ MES2308, MES2308P 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 
interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 

ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊ ͙͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..8/0/ 1..12; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 

˨͡Ύ MES2308R 

͙́͊͋͡ͼ͊ 76 τ ˴ ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒ ͡Ύ MES2308R 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙ͤ ͔
interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 

ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊ ͙͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..8/0/ 1..10; 

ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 

˨͡Ύ MES3508 ͙  MES3508P  

͙́͊͋͡ͼ͊ 77 τ ˴ ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒͡Ύ MES3508 ͙  MES3508P 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 
interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 

ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊ ͙͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1/0/1..10; 

ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 
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˨͡Ύ MES3510P  

͙́͊͋͡ͼ͊ 78 τ ˴ ͦͣ͊ͤ͒· ͍·͋ͦͪ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒͡Ύ MES3510P 

˴ͦͣ͊ͤ͒͊ ˹͊ͤ͊͘;͔͙͔ͤ 
interface gigabitethernet gi_port ͒͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ 1G-͙͔ͤͭͪͺ͔͚͍ͫͦ 

interface port-channel group ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ 

interface loopback loopback_id ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

͎͒ :͔ 

ï group τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͙ͭ͊͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζs ͎͔͎ͪ͊ͼ͙Ύ 
͍͊ͤ͊ͦ͟͡ ό[!Dύηύ; 

ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ 1G-͙͔ͤͭͪͺ͔͚ͫ͊, ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1/0/1..12; 

ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͎ͫͦ͊ͫͤͦ͡ ͭ͊͋π
͙͡ͼ͔ 9 όͫͭͪͦ͊͟ ζ˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͪͭͯ͊͡Έͤ·ͻ Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦηύΦ 

˭͙͊ͨͫΈ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

1..8/0/1..N 

͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟                              ͔ͤͦͣͪ ͫͦͭ͊͡                      ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊ 

˴ͦͣ͊ͤ͒·Σ ͍͍͔͔͒ͤͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͔ͨͪͣͤΎΌͭͫΎ ͟ ͍·͋ͪ͊ͤͤͦͣͯ 
͙͔ͤͭͪͺ͔͚ͫͯΦ 

˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ· ͦͣ͊ͤ͒͟· ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͔͒ͫΎ͎ͭͦͦ Ethernet-͙͔ͤͭͪͺ͔͚ͫ͊ (͒͡Ύ 
MES5324) ͨ ͔͍͎ͪͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ͙ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡ мΦ 

console# configure   

console(config)# interface ten gigabit ethernet  1/0 /10  

console(config - if) # 

console# configure   

console(config)# interface  port - channel  1 

console ( config - if )#  

ˤ·͋ͦͪ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟Υ 

ï interface range fortygigabitethernet portlist τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͒ ͙͊ͨ͊ͦͤ͊͘ fortygigabitether-
net-͙͔ͤͭͪͺ͔͚͍ͫͦ; 

ï interface range tengigabitethernet portlist τ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͒͊ͨ͊ͦͤ͊͘ tengigabitether-
net-͙͔ͤͭͪͺ͔͚͍ͫͦ; 

ï interface range gigabitethernet portlist τ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͒͊ͨ͊ͦͤ͊͘ gigabitethernet-
͙͔ͤͭͪͺ͔͚͍ͫͦ; 

ï interface range port-channel grouplist τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͒ ͙͊ͨ͊ͦͤ͊͘ ͎ ͪͯͨͨ ͨ ͍ͦͪͭͦ.  

˴ͦͣ͊ͤ͒·Σ ͍͍͔͔͒ͤͤ·͔ ͍ ͒͊ͤͤͦͣ ͔͙͔ͪ͗ͣΣ ͙͔ͨͪͣͤΎΌͭͫΎ ͟ ͍·͋ͪ͊ͤͤͦͣͯ ͙͒͊ͨ͊ͦͤͯ͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ· ͦͣ͊ͤ͒͟· ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͙͒͊ͨ͊ͦͤ͊͘ Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ ͫ м ͨͦ 
10 ό͒͡Ύ MES5324) ͙  ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͍͔ͫͻ ͎ͪͯͨͨ ͍ͨͦͪͭͦΦ 

console# configure   

console(config)# interface range ten gigabit ethernet  1/ 0/ 1- 10  

console(config - if)#  
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console# configure   

console(config)# interface range port - channel  1- 8  

console(config - if)#  

͙́͊͋͡ͼ͊ 79 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫͦ ͍Ethernet ͙  Port-Channel  

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

shutdown 

τκ͍͟͡Ό;͔ͤ 

ˤ·͟͡Ό;͙ͭΈ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣ·͚ ͙͔ͤͭͪͺ͔͚ͫ ό9ǘƘŜǊƴŜǘΣ ǇƻǊǘ-
channel). 

no shutdown ˤ͟͡Ό;͙ͭΈ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣ·͚ ͙͔ͤͭͪͺ͔͚ͫΦ 

description descr descr: (1..64) 
͙͍͍ͫͣͦͦ͡κ͔ͤͭ 
͙͙ͦͨͫ͊ͤΎ 

˨͍͙ͦ͋͊ͭΈ ͙͙͔ͦͨͫ͊ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ ό9ǘƘŜǊƴŜǘΣ ǇƻǊǘ-channel). 

no description 
͙̂͒͊ͭ͡Έ ͙͙͔ͦͨͫ͊ͤ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

speed mode mode: (10, 100, 1000, 
10000) 

˭͊͒͊ͭΈ ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ό9ǘƘŜǊƴŜǘύΦ 

no speed ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

duplex mode 

mode: (full, half)/full 

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͔͒ͯͨͫ͊͟͡ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͔͔ͨͦͤͦ͒ͯͨͫͤͦ͟͡͡ 
͔͙͔͙͔ͫͦ͒ͤͤΣ ͔͔ͨͦͯ͒ͯͨͫͤͦ͟͡͡ ͔͙͔͙͔ͫͦ͒ͤͤΣ 9ǘƘŜǊƴŜǘύΦ 

no duplex ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

unidirectional send-only 

τκ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨͦͪͭΣ ͦͫͤ͊΅͔ͤͤ·͚ ͍͍͔͒ͯͤ͊ͨͪ͊ͤͤ͡·͙ͣ 
͙͔͔͔ͨͪͣͦͨͪ͒͊ͭ;͙͙͊ͣ͟Σ ͍ ͔͙ͪ͗ͣ ͍͔͚ͦ͒ͤͦͤ͊ͨͪ͊ͤͤͦ͡ 
͔͔ͨͪ͒͊;͙Φ 

 

́ͦ͡Έͦ͟ ͒͡Ύ MES3508, MES3508P.  
 

no unidirectional ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

negotiation [cap1 
[capнΧcap5]] 

cap: (10f, 10h, 100f, 
100h, 1000f, 10000f) 

ˤ͟͡Ό;͙ͭΈ ͊ ͍͎͍͙͔ͭͦͫͦ͊ͫͦ͊ͤ͡ ͒͡Ύ ͙ͫͦͪͦͫͭ͟ ͙ ͔͒ͯͨͫ͊͟͡ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˸ͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ ͔͔͔ͦͨͪ͒ͤͤ͡·͔ 
͍͔͙͙ͫͦͣͫͭͣͦͫͭ ͔ͨ͊ͪ͊ͣͭͪ͊ ͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡ΎΣ ͔͙ͫ͡ ͔ͨ͊ͪ͊ͣͭͪ· 
͔ͤ ͊͒͊ͤ͘·Σ ͭͦ ͔͙͍ͨͦ͒͒ͪ͗͊ΌͭͫΎ ͍͔ͫ ͍͔͙͙ͫͦͣͫͭͣͦͫͭ όEthernet, 
port-channel). 

no negotiation ˤ·͟͡Ό;͙ͭΈ ͊ ͍͎͍͙͔ͭͦͫͦ͊ͫͦ͊ͤ͡ ͒͡Ύ ͙ͫͦͪͦͫͭ͟ ͙ ͔͒ͯͨͫ͊͟͡ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

negotiation bypass 

τκ͍͟͡Ό;͔ͤͦ 

·ʕ͟ ͡Ό;͙ͭΈ ͨ ͪͦͨͯͫ͟ ͨͪͦͼ͔͒ͯͪ· ͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡ΎΣ ͔͙ͫ͡ 
͔ͨ͊ͪͭͤͪ ͤ͊ ͍͔ͫͭͪ;͚ͤͦ ͔ͫͭͦͪͦͤ ͔ͤ ͍͔ͦͭ;͔͊ͭΦ 

no negotiation bypass ˤ͟͡Ό;͙ͭΈ ͨ ͪͦͨͯͫ͟ ͨͪͦͼ͔͒ͯͪ· ͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡ΎΣ ͔͙ͫ͡ ͔ͨ͊ͪͭͤͪ 
ͤ͊ ͍͔ͫͭͪ;͚ͤͦ ͔ͫͭͦͪͦͤ ͔ͤ ͍͔ͦͭ;͔͊ͭΦ 

flowcontrol mode 

mode: (on, off, 
auto)/off 

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͨͦͭͦͦͣ͟ ŦƭƻǿŎƻƴǘǊƻƭ ό͍͟͡Ό;͙ͭΈΣ 
ͦͭ͟͡Ό;͙ͭΈ ͙͙͡ ͍͎͍͙͔͊ͭͦͫͦ͊ͫͦ͊ͤ͡ύΦ ˢ͍͎͍͙͔ͭͦͫͦ͊ͫͦ͊ͤ͡ 
ŦƭƻǿŎƻƴǘǊƻƭ ͔ͪ͊͋ͦͭ͊ͭ ͭͦ͡Έͦ͟ ͍ ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͔͙ͪ͗ͣ 
͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡Ύ ƴŜƎƻǘƛŀǘƛƻƴ ͍͟͡Ό;͔ͤ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫ ό9ǘƘŜǊƴŜǘΣ ǇƻǊǘ-channel). 

no flowcontrol ˻ͭ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͨͦͭͦͦͣ͟Φ 

back-pressure 

τκ͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ζ͎ͦ͋ͪ͊ͭͤͦͦ ͍͔͙͒͊ͤ͡Ύη ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫ ό9ǘƘŜǊƴŜǘύΦ 

no back-pressure ˤ·͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ζ͎ͦ͋ͪ͊ͭͤͦͦ ͍͔͙͒͊ͤ͡Ύη ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

load-average period 

period: (5..300)/15 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙ͨͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͙͔ͫͦ͋ͪ͊ͭͫΎ ͙͙ͫͭ͊ͭͫͭ͊͟ 
ͦ ͎͔ͤ͊ͪͯ͘͟ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

 

˽͙ͪ Ήͭͦͣ ͙͔͍ͤͭͪ͊͡ ͪ͊ͫ;͖ͭ͊ ͫ;͖ͭ;͙͍ͦ͟ ͔ͤ 
͙͔ͣͤ͘Ύ͔ͭͫΎΦ 

 

no load-average ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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media-type {force-fiber | 
force-copper | prefer-fiber} 
[auto-failover] 

τ/prefer-fiber 

ˤ·͋ͪ͊ ͭΈ ͭ ͙ͨ ͦͣ͋ͦ͟-ͨͦͪͭ͊ ͍ ͊͟;͔͍͔ͫͭ ͍͎ͦͫͤͦͤͦͦ ͙͔ͤͦͫͭ͡ΎΦ 
-force-fiber τ ͪ ͔͊ͪ͘΄͔ͤ͊ ͙͍͊ͭͤͦͫͭ͟Έ ͭͦ͡Έͦ͟ ͙ͦͨͭ;͔͚ͫͦ͟ ;͊ͫͭ ͙ 
ͦͣ͋ͦ͟-ͨͦͪͭ͊Τ 
-force-copper τ ͪ ͔͊ͪ͘΄͔ͤ͊ ͙͍͊ͭͤ͟ ͦͫͭΈ ͭͦ͡Έͦ͟ ͔͚ͣ͒ͤͦ ;͙͊ͫͭ 
ͦͣ͋ͦ͟-ͨͦͪͭ͊Τ 
-prefer-fiber τ ͨ ͔͙ͪͣͯ΅͔͍ͫͭͦ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙ͤ͊͟͡Φ 

no media-type ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

mtu size 

size: (128..1500)/1500 
͚͋͊ͭ 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ maximum transmission unit (MTU) 

˹͚͊ͫͭͪͦ͊͟ a¢¦ ͔ͤ ͔ͪ͊͋ͦͭ͊ͭ ͒͡Ύ ͙͎ͭͪ͊ͤͭͤͦͦ͘ ͭͪ͊ͺ͙͊͟. 
 
˹͚͊ͫͭͪͦ͊͟ ͙͔ͨͪͣͤΎ͔ͭͫΎ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ 
͚͍ͯͫͭͪͦͫͭ͊Φ 
 
˭ͤ͊;͔͙͔ͤ mtu ͤ ͔ ͍͟͡Ό;͔͊ͭ ͍ ͔ͫ͋Ύ му ͚͋͊ͭΣ 
͙ͨͪͻͦ͒Ύ΅͙͔ͫΎ ͤ͊ ͎͍͊ͦͦͦ͘͟͡ Ethernet ͙  ͦͤͭͪͦ͟͡ΈͤͯΌ 
ͫͯͣͣͯ όFCS). 

no mtu ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

snmp trap link-status 

τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͦͫͭͦΎ͙͙ͤ 
͙͔ͤͭͪͺ͔͚ͫͤ·ͻ ͙͍ͤͦ͟͡Φ 

no snmp trap link-status ˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΦ 

hardware profile portmode 
{1x40g | 4x10g} 

τ/1x40g 

˽͔͔ͪ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͍ͨͦͪͭͦ ·[D1-XLG4. 
 

˴ͦͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͍ͨͦͪͭͦ 
ŦƻǊǘȅƎƛƎŀōƛǘŜǘƘŜǊƴŜǘ ͚͍ͯͫͭͪͦͫͭ͊ a9{ронпΦ  
 
˹͚͊ͫͭͪͦ͊͟ ͙͔ͨͪͣͤΎ͔ͭͫΎ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ 
͚͍ͯͫͭͪͦͫͭ͊Φ 

fec cl74 

τκ·͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͨͪΎ͚ͣͦ ͔ͦͪͪ͟͟ͼ͙͙ ͦ΄͙͋ͦ͟ Ŏƭтп ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ό·[Dм-XLG4). 
 

˴ͦͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͍ͨͦͪͭͦ 
ŦƻǊǘȅƎƛƎŀōƛǘŜǘƘŜǊƴŜǘ ͚͍ͯͫͭͪͦͫͭ͊ a9{ронпΦ  
 
˴ͦͣ͊ͤ͒͊ ͔ͤ͒ͦͫͭͯͨͤ͊ ͒͡Ύ ͔͍ͫͭͦ͟·ͻ ͙͍ͤͦ͟͡Φ 

fec off ˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͨͪΎ͚ͣͦ ͔ͦͪͪ͟͟ͼ͙͙ ͦ΄͙͋ͦ͟Φ 

ip tcp adjust-mss value 

value: 
(500..1460)/1460 ͋ ͚͊ͭ 

˹͊ͤ͊͘;͙ͭΈ ͺ͙͙͘;͔ͫͦͣͯ͟ ͙͔ͤͭͪͺ͔͚ͫͯ Ethernet ͪ ͔͊ͣͪ͘ TCP 
Maximum segment size. 

ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͨͪ ͙ͤ͊͡;͙͙ IP address ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no ip tcp adjust-mss ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 80 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦ͋΅͙ͻ ͔ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet ͙  Port-Channel  

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

port jumbo-frame 

τκ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͟ ͦͣͣͯͭ͊ͭͦͪͯ ͪ͊͋ͦͭ͊ͭΈ ͫ ͙͊͒ͪ͊ͣ͟ ͋ͦ͡Έ΄͎ͦͦ 
͔ͪ͊ͣͪ͊͘Φ 

˭ͤ͊;͔͙͔ͤ maximum transmission unit (MTU) ͨ ͦ
ͯͣͦ͡;͙͊ͤΌ 1500 ͋ ͚͊ͭΦ 

 
˹͚͊ͫͭͪͦ͊͟ ͍͙ͫͭͯͨͭ ͍ ͙ͫͯ͡ ͭͦ͡Έͦ͟ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ 
͚͍ͯͫͭͪͦͫͭ͊Φ 

 

˭ͤ͊;͔͙͔ͤ ƳŀȄƛƳǳƳ ǘǊŀƴǎƳƛǎǎƛƻƴ ǳƴƛǘ (MTU) ͙ͨͪ 

͚͔ͤ͊ͫͭͪͦ͟ port jumbo-frame 10240 ͋ ͚͊ͭ. 

no port jumbo-frame ˭͔͙͊ͨͪͭͭΈ ͟ ͦͣͣͯͭ͊ͭͦͪͯ ͪ͊͋ͦͭ͊ͭΈ ͫ ͙͊͒ͪ͊ͣ͟ ͋ͦ͡Έ΄͎ͦͦ 
͔ͪ͊ͣͪ͊͘Φ 

errdisable recovery cause 
{all | loopack-detection | 
port-security | dot1x-src-
address | acl-deny | stp-
bpdu-guard | stp-loopback-
guard | unidirectional-link 
| storm-control | link-
flapping | l2pt-guard | pvst 
| vpc | arp-inspection | 
dhcp-rate-limit } 

τκ͊ͨͪ͘ ͔΅͔ͤͦ 
link-

flapping/ͪ ͔͊ͪ͘΄͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔ͫͯ͟Ό ͙͍͊ͭ͊͟ͼ͙Ό ͙͔ͤͭͪͺ͔͚ͫ͊ ͔ͨͦͫ͡ ͔͎ͦ 
ͦͭ͟͡Ό;͔͙ͤΎ ͍ ͔ͫ͒ͯ͡Ό΅͙ͻ ͫͯ͡;͊Ύͻ: 
- loopback-detection τ ͦ ͔͙͋ͤ͊ͪͯ͗ͤ ͔ͨ ͔͔ͭ͡ΈΤ 
- port-security τ ͤ ͊ͪͯ΄͔͙͔ͤ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͒͡Ύ ǇƻǊǘ ǎŜŎǳǊƛǘȅΤ 
- dot1x-src-address τ ͤ ͔ͨͪͦͻ͔͙͔ͦ͗͒ͤ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙͙Σ 
͍͚ͦͫͤͦ͊ͤͤͦ ͤ ͊ ˸ˢ˿-͔͊͒ͪͫ͊ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Τ 
- acl-deny τ ͤ ͔͍͔͍͙͔ͫͦͦͭͭͫͭ ͙ͫͨͫ͊ͣ͟ ͒ͦͫͭͯͨ͊ ό!/[ύΤ 
- stp-bpdu-guard τ ͊ ͙͍ͭ͊͟ͼ͙Ύ ͊͘΅͙ͭ· .t5¦ DǳŀǊŘ ό͔͔ͨͪ͒͊;͊ 
͔ͤͫ͊ͤ͟ͼ͙͙͍͎ͦͤͪͦ͊ͤͤͦͦ ͔ͨ͊ͭ͊͟ .t5¦ ;͔͔ͪ͘ ͙͔ͤͭͪͺ͔͚ͫύΤ 
- stp-loopback-guard τ ͦ ͋ͤ͊ͪ ͔͙͔ͯ͗ͤ ͔͔ͨͭ͡Έ ͨ ͪͦͭͦͦͦͣ͟͡ {¢t; 
- udld τ ͊ ͙͍ͭ͊͟ͼ͙Ύ ͊͘΅͙ͭ· UDLD; 
- storm-control τ ͘ ͊΅͙ͭ͊ ͦͭ ζ΄ͭͦͪͣ͊η ͒͡Ύ ͙ͪ͊͘͡;͎ͤͦͦ 
ͭͪ͊ͺ͙͊͟Τ 
- link-flapping τ ͅ ͙͎͊ͨͨͤ͡ ͡ ͙ͤ͊͟; 
- l2pt-guard τ ͨ ͔͍ͪ·΄͔͙͔ͤ ͟ ͙ͦ͡;͔͍ͫͭ͊ ͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ 
ͺͯͤ͟ͼ͙͙ [нt¢; 
- pvst ð ͦ ΄͙͙͋͟ ͨͪͦͭͦͦ͊͟͡ t±{¢; 
- vpc τ ͦ ΄͙͙͋͟ ͨͪͦͭͦͦ͊͟͡ ±t/; 
- arp-inspection τ ͦ ΄͙͙͋͟ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ ARP; 
- dhcp-rate-limit  τ ͨ ͔͍ͪ·΄͔͙͔ͤ ͙ͦ͟͡;͔͍ͫͭ͊ ͙ͨͪͤΎͭ·ͻ DHCP-
͔͍ͨ͊ͭͦ͟ ͤ͊ ͨͦͪͭͯ. 

no errdisable recovery 
cause {all |  
loopackπdetection |  
portπsecurity | 
dot1xπsrcπaddress | 
aclπdeny | stpπbpduπguard | 
stpπloopback-guard |  udld |  
storm-control |  
linkπflapping}  

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

errdisable recovery interval 
seconds seconds: 

(30..86400)κолл ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ 
͍͎ͨͦͭͦͪͤͦͦ ͍͟͡Ό;͔͙ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no errdisable recovery 
interval 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

default interface [range] 
{gigabitethernet gi_port | 
fastethernet fa_port | 
ǇƻǊǘπŎƘŀƴƴŜƭ group | 
loopback loopback_id} 

gi_port: (1..8/0/1..28);  
fa_port: (1..8/0/1..24); 

group: (1..48); 
loopback_id: (1..64) 

˿͙͋ͪͦͫͭΈ ͚͙ͤ͊ͫͭͪͦ͟ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ͙͙͡ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ ͤ͊ 
ͤ͊͘;͔͙ͤΎΣ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͔ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC: 

console #  

͙́͊͋͡ͼ͊ 81 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear counters  τ ˿͙͋ͪͦͫͭΈ ͙͙ͫͭ͊ͭͫͭͯ͟ ͒ ͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

clear counters {oob |  giga-
bitethernet gi_port | tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port |  
port-channel group |  vlan 
vlan_id} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 
vlan_id: (1..4094) 

˿͙͋ͪͦͫͭΈ ͙͙ͫͭ͊ͭͫͭͯ͟ ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 
 

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |  
port-channel group} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

ˢ͙͍͙͍ͭͪͦ͊ͭ͟Έ ͨ ͦͪͭ ͙ ͙͡ ͎ ͪͯͨͨͯ ͍ͨͦͪͭͦ, ͍ ·͟͡Ό;͔ͤͤ·ͻ ͟ ͚ͦͣ͊ͤ͒ͦ 
shutdown. 

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |  
port-channel group} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͍ͫͦ͒ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͫͦͫͭͦΎ͙͙ͤΣ ͚͔ͤ͊ͫͭͪͦ͟ ͙ 
͙͙͔ͫͭ͊ͭͫͭ͟ ͨͦͪͭ͊. 

show interfaces configura-
tion {oob |  gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port |  port-
channel group | detailed} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show interfaces status  τ ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show interfaces status {oob 
|  gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group | detailed} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ 9thernet-ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ. 

show interfaces advertise  
τ 

˽ͦ͊͊ͭ͘͟Έ ͔ͨ͊ͪ͊ͣͭͪ· ͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡ΎΣ ͦ͋ΆΎ͍͔ͤͤ͡·͔ ͒͡Ύ ͍͔ͫͻ 
͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show interfaces advertise 
{oob |  gigabitethernet 
gi_port | tengigabitether-
net te_port |  fortygiga-
bitethernet fo_port |  port-
channel group |  detailed} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͔ͨ͊ͪ͊ͣͭͪ· ͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡ΎΣ ͦ͋ΆΎ͍͔ͤͤ͡·͔ ͒͡Ύ 
Ethernet-ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΦ 

show interfaces description τ ˽ͦ͊͊ͭ͘͟Έ ͙͙ͦͨͫ͊ͤΎ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show interfaces description 
{oob |  gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port |  port-
channel group |  detailed} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͙͙͔ͦͨͫ͊ͤ 9ǘƘŜǊƴŜǘ-ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΦ 

show interfaces counters  τ ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 
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show interfaces counters 
{oob |  gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port |  port-
channel group |  vlan 
vlan_id |  detailed} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 
vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 

show interfaces utilization τ ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͎͔ͤ͊ͪͯ͘͟ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show interfaces utilization 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͎͔ͤ͊ͪͯ͘͟ ͒͡Ύ 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |  
port-channel group | vlan 
vlan_id | loopback loop-
back_id} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
loopback-id: (1..64); 
vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͚ͤ͊ͫͭͪͦͯ͟ MTU ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 

show ports jumbo-frame τ ˽ͦ͊͊ͭ͘͟Έ ͚ͤ͊ͫͭͪͦͯ͟ ƧǳƳōƻ-ŦǊŀƳŜǎ ͍ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

show errdisable recovery 
τ 

˽ͦ͊͊ͭ͘͟Έ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͚ͫͦ͟ ͍͚ͨͦͭͦͪͤͦ ͙͍͊ͭ͊͟ͼ͙͙ 
ͨͦͪͭ͊Φ 

show errdisable interfaces 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͙ͨͪ;͙ͤͯ ͦͭ͟͡Ό;͔͙ͤΎ ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ ͙ 
ͫͦͫͭͦΎ͙͔ͤ ͍͙͊ͭͦͣ͊ͭ;͔͚ͫͦ͟ ͙͍͊ͭ͊͟ͼ͙͙. 

show hardware profile 
portmode τ 

˽ͦ͊͊ͭ͘͟Έ ͔͙ͪ͗ͣ ͍ͨͦͪͭͦ ·[D1-XLG4. 
 

˴ͦͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ a9{ронпΦ  
 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦΥ 

console# show interfaces status   

                                             Flow Link           Uptime       Back   

Mdix  

Port     Type         Duplex  Speed Neg      ctrl State         (d,h:m:s)   Pressure 

Mode    Port Mode  

--------  ------------  ------   -----  --------  ----  -----------  -------------  --------  

-------  ------------------------  

gi1/0/1  1G - Copper      --       --      --      --   Down              --          --      

--      Access   

gi1/0/2  1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/3  1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/4  1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/5  1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/6  1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/7  1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/8  1G - Copper      --       --      --      --   Down              --          --      

--      Access     



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               121                   

gi1/0/9  1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/10 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/11 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/12 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/13 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/14 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/15 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/16 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/17 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/18 1G - Copper      --       --      - -      --   Down              --          --      

--      Access     

gi1/0/19 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/20 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/21 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/22 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/23 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

gi1/0/24 1G - Copper      --       --      --      --   Down              --          --      

--      Access     

te1/0/1  10G - Fiber    Full    10000 Disabled Off  Up          00,04:37:36   Disabled 

Off     Trunk  

te1/0/2  10G - Fiber    Full    10000 Disabled Off  Up          00,04:37:10   Disabled 

Off     Trunk      

te1/0/3  10G - Fiber      --       --      --      --   Down              --          --      

--      Access     

te1/0/4  10G - Fiber      --       --      --      --   Down              --          --      

--      Access     

 

                                          Flow    Link         

Ch       Type    Duplex  Speed  Neg      control  State        

--------  -------  ------   -----   --------  -------   -----------   

Po1         --      --       --       --        --     Not Present  

Po2         --      --       --       --        --     Not Present  

Po3         --      --       --       --        --     Not Present  

Po4         --      --       --       --        --     Not Present  

Po5         --      --       --       --        --     Not Present  

Po6         --      --       --       --        --     Not Present  

Po7         --      --       --       --        --     Not Present  

Po8         --      --       --       --        --     Not Present  

Po9         --      --       --       --        --     Not Present  

Po10        --      --       --       --        --     Not Present  

Po11        --      --       --       --        --     Not Present  

Po12        --      --       --       --        --     Not Present  

Po13        --      --       --       --        --     Not Present  

Po14        --      --       --       --        --     Not Present  

Po15        --      --       --       --        --     Not Present  

Po16        --      --       --       --        --     Not Present  
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Á ˽ͦ͊͊ͭ͘͟Έ ͍ͫͦ͒ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͫͦͫͭͦΎ͙͙ͤΣ ͚͔ͤ͊ͫͭͪͦ͟ ͙ ͙͙͔ͫͭ͊ͭͫͭ͟ 9ǘƘŜǊƴŜǘ-ͨͦͪͭ͊ ό͔͙ͪ͗ͣ 
͔͙ͦͭͦ͋ͪ͊͗ͤΎ ͙͙͙ͫͭ͊ͭͫͭ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ύ: 

console#  show interfaces  TengigabitEthernet  1/0/ 1 

tengigabitethernet1/0/1 is down (not connected)  

  Interface index is 1 

  Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41  

  Descrip tion : ME5100 er1 17.161 te 0/0/1  

  Interface MTU is 9000  

  Link is down for 0 days, 0 hours, 3 minutes and 28 seconds    

  Flow control is off, MDIX mode is off  

  15 second input rate is 0 Kbit/s  

  15 second output rate is 0 Kbit/s  

      0 packets input, 0 bytes received  

      0 broadcasts, 0 multicasts  

      0 input errors, 0 FCS, 0 alignment  

      0 oversize, 0 internal MAC  

      0 pause frames received  

      0 packets output, 0 bytes sent  

      0 broadcasts, 0 multicasts  

      0 output errors, 0 collisions  

      0 excessive collisions, 0 late collisions  

      0 pause frames transmitted  

      0 symbol errors, 0 carrier, 0 SQE test error  

  Output queues: (queue #: packets passed/packets dropped)  

      1: 0/0  

      2: 0/0                                           

      3: 0/0  

      4: 0/0  

      5: 0/0  

      6: 0/0  

      7: 0/0  

      8: 0/0  

Á ˽ͦ͊͊ͭ͘͟Έ ͨ ͔͊ͪ͊ͣͭͪ· ͊ ͍͎͍͙ͭͦͫͦ͊ͫͦ͊ͤ͡Ύ: 

console# show interfaces advertise   

Port      Type         Neg      Preferred   Operational Link Advertisement  

---------  ------------  --------  ----------   -----------------------------------

te1/0/1   10G - Fiber    Disabled   --                          --                  

te1/0/2   10G - Fiber    Disabled   --                          --                  

te1/0/3   10G - Fib er    Disabled   --                          --                  

te1/0/4   10G - Fiber    Disabled   --                          --                  

 

fo1/0/3   40G - Fiber    Disabled   --                          --                  

fo1/0/4   40G - Fiber    Disabled   --                          --                  

gi1/0/1   1G - Copper    Enabled  Slave                        --                  

 

Po1            --       Enabled  Slave                        --                  

Po2            --       Enabled  Slave                        --                  

Po8            --       Enabled  Slave                        --                  

 

Oob       Type         Neg      Operational Link Advertisement  

---------  ------------  --------  ----------------------------------  

oob       1G - Copper    Enabled  1000f, 100f, 100h, 10f, 10h        
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Á ˽ͦ͊͊ͭ͘͟Έ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ͨ  ͙ͦ ͔ͤͭͪͺ͔͚ͫ͊ͣ: 

console# show interfaces counters  

  Port       InUcastPkts  InMcastPkts  InBcastPkts    InOctets    

----------------  ------------  ------------  ------------  --------- ---   

    te1/0/1           0            0            0            0        

    te1/0/2           0            0            0            0        

ééééééééééééééééééééééééééééééééééééééééééééééééééééééééééééé. 

 

    te1/0/5           0            0            0            0        

    te1/0/6           0            2            0           2176      

    te1/0/7           0            1            0           4160      

    te1/0/8           0            0            0            0        

ééééééééééééééééééééééééééééééééééééééééééééééééééééééééééééé. 

 

      Port       OutUcastPkts OutMcastPkts OutBcastPkts  OutOctets    

----------------  ------------  ------------  ------------  ------------   

    te1/0/1           0            0            0            0        

    te1/0/2           0            0            0            0        

    te1/0/3           0            0            0            0        

    te1/0/4           0            0            0            0        

    te1/0/5           0            0            0            0        

    te1/0/6           0           545           83         62186      

    te1/0/7           0           1424         216         164048     

    te1/0/8           0            0            0            0        

    te1/0/9           0            0            0            0        

ééééééééééééééééééééééééééééééééééééééééééééééééééééééééééééé. 

 

 

      OOB        InUcastPkts  InMcastPkts  InBcastPkts    InOctets    

--- -------------  ------------  ------------  ------------  ------------   

      oob             0            13           0           1390      

 

      OOB        OutUcastPkts OutMcastPkts OutBcastPkts  OutOctets    

----------------  ------------  ------------  ----- -------  ------------   

      oob             3           616           0          39616      

Á ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͎͔ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ мΥ 

console# show interfaces counters port - channel  1 

       Ch        InUcastPkts  InMcastPkts  InBcastPkts    InOctets    

----------------  ------------  ------------  ------------  ------------   

      Po1            111           0            0           9007      

 

       Ch        OutUcastPkts OutMcastPkts OutBcastPkts  OutOctets    

----------------  ------------  ------------  -- ----------  ------------   

      Po1             0            6            3           912       

 

Alignment Errors: 0  

FCS Errors: 0  

Single Collision Frames: 0  

Multiple  Collision Frames: 0  

SQE Test Errors: 0  

Deferred Transmissions: 0  

Late Collisions: 0  

Excess ive Collisions: 0  

Carrier Sense Errors: 0  

Oversize Packets: 0  

Internal MAC Rx Errors: 0  

Symbol Errors: 0  

Received Pause Frames: 0  

Transmitted Pause Frames: 0  
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Á ˽ͦ͊͊ͭ͘͟Έ ͤ ͚͊ͫͭͪͦͯ͟ jumbo-frames ͍  ͟ ͔ͦͣͣͯͭ͊ͭͦͪ: 

console# show ports jumbo - frame  

Jumbo frames are disabled  

Jumbo frames will be disabled after reset  

͙́͊͋͡ͼ͊ 82 τ ˻ ͙͙͔ͨͫ͊ͤ ͫ ;͔ͭ;͙͍ͦ͟ 

˿;͔ͭ;͙͟ ˻͙͙͔ͨͫ͊ͤ 

InOctets ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͚͋͊ͭͦ.͍ 

InUcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔ͦ͒ͤͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

InMcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

InBcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

OutOctets ˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ͚͋͊ͭͦ.͍ 

OutUcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ͔ͦ͒ͤͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

OutMcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

OutBcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

Alignment Errors ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͊͒ͪͦ͟ ͍ͫ  ͤ͊ͪͯ΄͔͚ͤͤͦ ͼ͔ͦͫͭͤͦͫͭ͡ΈΌ όͫ ͙ͦ͟͡;͔͍ͫͭͦͣ ͚͋͊ͭ 
͔ͤ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͣ ͙͔͒ͤ͡ύ ͙ ͔ͤ ͨͪͦ΄͔͒΄͙ͻ ͍͔ͨͪͦͪͯ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· 
(FCS). 

FCS Errors ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͊͒ͪͦ͟ ͍ͫ  ͙ͦ͟͡;͔͍ͫͭͦͣ ͚͋͊ͭ, ͫ ͍͔͍ͦͦͭͭͫͭͯΌ΅͙ͣ ͙͔͒ͤ͡Σ ͤͦ 
͔ͤ ͨͪͦ΄͔͒΄͙ͻ ͍͔ͨͪͦͪͯ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· όC/{ύΦ 

Single Collision 
Frames 

˴͙ͦ͡;͔͍ͫͭͦ ͍͊͒ͪͦ͟Σ ͍͍͔ͦ͡;͔ͤͤ·ͻ ͍ ͔͙͙͒ͤ;ͤͯΌ ͙͙ͦ͘͟͡͡ΌΣ ͤͦ ͍͔͍͙͙ͨͦͫ͒ͫͭ͡ ͔ͨπ
͔ͪ͒͊ͤͤ·ͻ ͔ͯͫͨ΄ͤͦΦ 

Multiple Collision 
Frames 

˴͙ͦ͡;͔͍ͫͭͦ ͍͊͒ͪͦ͟Σ ͍͍͔ͦ͡;͔ͤͤ·ͻ ͔͔͋ͦ͡ ;͔ͣ ͍ ͦ͒ͤͯ ͙͙ͦ͘͟͡͡ΌΣ ͤͦ ͍͔͍͙͙ͨͦͫ͒ͫͭ͡ 
͔͔ͨͪ͒͊ͤͤ·ͻ ͔ͯͫͨ΄ͤͦΦ 

Deferred Transmis-
sions 

˴͙ͦ͡;͔͍ͫͭͦ ͍͊͒ͪͦ͟Σ ͒͡Ύ ͦͭͦͪ͟·ͻ ͔͍ͨͪ͊Ύ ͨͦͨ·ͭ͊͟ ͔͔ͨͪ͒͊;͙ ͔ͦͭͦ͗ͤ͊͡ ͙͘-͊͘ ͊ͤ͘Ύπ
͙ͭͦͫͭ ͔ͫͪ͒· ͔͔ͨͪ͒͊;͙Φ 

Late Collisions ˴͙ͦ͡;͔͍ͫͭͦ ͫͯ͡;͔͍͊, ͟ ͎ͦ͒͊ ͙͙ͦ͘͟͡͡Ύ ͊͘ͺ͙͙͍ͫͪͦ͊ͤ͊͟ ͔ͨͦͫ͡ ͎ͭͦͦΣ ͊͟͟ ͍ ͊ͤ͊͟͡ 
͍ͫΎ͙͘ ͔ͯ͗ ͋·͙͡ ͔͔ͨͪ͒͊ͤ· ͔͍ͨͪ·͔ сп ͚͋͊ͭ όǎƭƻǘ¢ƛƳŜύ ͔ͨ͊ͭ͊͟Φ  

Excessive Collisions ˴͙ͦ͡;͔͍ͫͭͦ ͍͊͒ͪͦ͟Σ ͦͭͦͪ͟·͔ ͔ͤ ͋·͙͡ ͔͔ͨͪ͒͊ͤ· ͙͘-͊͘ ͙͋͘·ͭͦ;͎ͤͦͦ ͙ͦ͟͡;͔͍ͫͭ͊ 
͙͙͚ͦ͘͟͡͡Φ 

Carrier Sense Errors ˴͙ͦ͡;͔͍ͫͭͦ ͫͯ͡;͔͍͊Σ ͎ͦ͒͊͟ ͫͦͫͭͦΎ͙͔ͤ ͦͤͭͪͦ͟͡Ύ ͔ͤͫͯ΅͔͚ ͋·ͦ͡ ͔ͨͦͭͪΎͤͦΣ ͙͋ͦ͡ ͔ͤ 
͍͔͔ͯͭͪ͗͒ͤͦ ͙ͨͪ ͨͦͨ·͔ͭ͟ ͔͔ͨͪ͒͊;͙ ͊͒ͪ͊͟Φ 

Oversize Packets ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟Σ ͔ͪ͊ͣͪ͘ ͦͭͦͪ͟·ͻ ͔͍ͨͪ·΄͔͊ͭ ͙ͣ͊ͫͣ͊͟͡Έͤ·͚ ͪ͊͘π
͔ͪ΄͔ͤͤ·͚ ͔ͪ͊ͣͪ͘ ͊͒ͪ͊͟Φ 

Internal MAC Rx 
Errors 

˴͙ͦ͡;͔͍ͫͭͦ ͍͊͒ͪͦ͟Σ ͦͭͦͪ͟·͔ ͔ͤ ͋·͙͡ ͙ͨͪͤΎͭ· ͔ͯͫͨ΄ͤͦ ͙͘-͊͘ ͍͔͔͚ͤͯͭͪͤͤ 
ͦ΄͙͙͋͟ ͙͔ͨͪͣ͊ ͤ͊ ͍͔ͯͪͦͤ a!/Φ 
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Symbol Errors ˨͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊, ͪ ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͔͙͔ͪ͗ͣ млл ˸͙͋ κͭͫ τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͫͯ͡;͔͍͊Σ ͦ͟π
͎͒͊ ͙͔ͣͫ͡Ύ ͔͙ͤ͒ͦͨͯͫͭͣ·͚ ͙͍ͫͣͦ͡ ͒͊ͤͤ·ͻΣ ͍ ͭͦ ͍͔ͪͣΎ ͊͟͟ ͍͙ͨͪ͊͡Έͤ͊Ύ ͔ͤͫͯ΅͊Ύ 
͋·͊͡ ͔͍͔ͨͪ͒ͫͭ͊ͤ͊͡.  
˨͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊, ͪ ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͔ͨͦͯ͒ͯͨͫͤͦͣ͟͡͡ ͔͙͔ͪ͗ͣ мллл ˸ ͙͋ κͭͫ τ ͟ ͙ͦ͡π
;͔͍ͫͭͦ ͫͯ͡;͔͍͊Σ ͎ͦ͒͊͟ ͔͍ͫͪ͒ͫͭ͊ ͙͔ͨͪͣ͊ ͊ͤ͘Ύͭ· ͍ ͔ͭ;͔͙͔ͤ ͍͔͔͙ͪͣͤΣ ͍ͪ͊ͤͦͣ ͙ͯ ͙͡ 
͋ͦ͡Έ΄͔ͣͯ ;͔ͣ ͔ͪ͊ͣͪ͘ ͫͦͭ͊͡ όǎƭƻǘ¢ƛƳŜύΣ ͙ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͙͔ͣͦͫ͡Έ ͻͦͭΎ ͋· 
ͦ͒ͤͦ ͫͦ͋·͙͔ͭΣ ͔ͦͭͦͪͦ͟ ͍͊ͫͭ͊͘͡Ύ͔ͭ tI¸ ͍·͍͒͊͊ͭΈ ͦ΄͙͋ͯ͟ ͙͔ͨͪͣ͊ ͒͊ͤͤ·ͻ ό5ŀǘŀ 
reception ŜǊǊƻǊύ ͙͙͡ ͦ΄͙͋ͯ͟ ͔ͤͫͯ΅͔͚ ό/ŀǊǊƛŜǊ ŜȄǘŜƴŘ ŜǊǊƻǊύ ͤ͊ DaLLΦ 
˨͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊, ͪ ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͨͦͤͦͣ͡ ͔͒ͯͨͫͤͦͣ͟͡ ͔͙͔ͪ͗ͣ мллл ˸ ͙͋ κͭͫ τ 
͙ͦ͟͡;͔͍ͫͭͦ ͫͯ͡;͔͍͊Σ ͎ͦ͒͊͟ ͔͍ͫͪ͒ͫͭ͊ ͙͔ͨͪͣ͊ ͊ͤ͘Ύͭ· ͍ ͔ͭ;͔͙͔ͤ ͍͔͔͙ͪͣͤΣ ͍ͪ͊ͤͦͣͯ 
͙͙͡ ͋ͦ͡Έ΄͔ͣͯ ;͔ͣ ͙͙ͣͤͣ͊͡Έͤ·͚ ͔ͪ͊ͣͪ͘ ͊͒ͪ͊͟ όƳƛƴCǊŀƳŜ{ƛȊŜύΣ ͙ ͍ ͔ͭ;͔͙͔ͤ ͦ͟π
͎ͭͦͪͦͦ ͙͔ͣͦͫ͡Έ ͻͦͭΎ ͋· ͦ͒ͤͦ ͫͦ͋·͙͔ͭΣ ͔ͦͭͦͪͦ͟ ͍͊ͫͭ͊͘͡Ύ͔ͭ tI¸ ͍·͍͒͊͊ͭΈ 
ͦ΄͙͋ͯ͟  ͙͔ͨͪͣ͊ ͒͊ͤͤ·ͻ ό5ŀǘŀ ǊŜŎŜǇǘƛƻƴ ŜǊǊƻǊύ ͤ͊ DaLLΦ 

Received Pause 
Frames 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ͯͨͪ͊͡ΎΌ΅͙ͻ a!/-͍͊͒ͪͦ͟ ͫ ͦ͒ͦͣ͟ ͔ͦͨͪ͊ͼ͙͙ t!¦{9Φ 

Transmitted Pause 
Frames 

˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ͍ͯͨͪ͊͡ΎΌ΅͙ͻ a!/-͍͊͒ͪͦ͟ ͫ ͦ͒ͦͣ͟ ͔ͦͨͪ͊ͼ͙͙ t!¦{9Φ  

5.10.2 ˹͚͊ͫͭͪͦ͊͟ ±[!b ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 83 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

vlan database τ ˽͔͔͚͙ͪͭ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VLAN. 

vlan prohibit-internal-usage 
{add VLANlist | remove 
VLANlist | except VLANlist |  
none} 

VLANlist: (2..4094) 

- add τ ͍͙͒ͦ͋͊ͭΈ ͯ͊͊ͤͤ͘͟·͔ ±[!b L5 ͍ ͔͔ͨͪ;͔ͤΈ ͔͊ͨͪ͘΅͔ͤπ
ͤ·ͻ ͒͡Ύ ͍͔͔͎ͤͯͭͪͤͤͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘ΎΤ 
- remove τ ͙ͯ͒͊ͭ͡Έ ͯ͊͊ͤͤ͘͟·͔ V[!b L5 ͙͘ ͔͔ͨͪ;ͤΎ ͔͊ͨͪ͘π
΅͔ͤͤ·ͻ ͒͡Ύ ͍͔͔͎ͤͯͭͪͤͤͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘ΎΤ 
- except τ ͍͙͒ͦ͋͊ͭΈ ͍ ͔͔ͨͪ;͔ͤΈ ͔͊ͨͪ͘΅͔ͤͤ·ͻ ͒͡Ύ ͍͔ͤͯͭͪͤπ
͔͎ͤͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍͔ͫ ±[!b L5Σ ͊͘ ͙ͫ͟͡Ό;͔͙͔ͤͣ ͯ͊͊ͤͤ͘͟·ͻ 
͍ ͊͟;͔͍͔ͫͭ ͔ͨ͊ͪ͊ͣͭͪ͊Τ 
- none τ ͦ ;͙͙ͫͭͭΈ ͔͔ͨͪ;͔ͤΈ ±[!b L5Σ ͔͊ͨͪ͘΅͔ͤͤ·ͻ ͒͡Ύ ͍ͤͯͭπ
͔͔͎ͪͤͤͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘ΎΦ 

vlan mode {basic |  tr101} 
τ/basic 

ˤ͟ ͡Ό;͙ͭΈ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͍͔͙͒ͦ͋͊ͤ͡Ύ ͤ͊ ͺ͙͙͘;͔ͫͦͣ͟ ͙͔ͤͭͪπ
ͺ͔͚͔ͫ ͍ ͔͙͔ͪ͗ͣ ŎǳǎǘƻƳŜǊ ͫͪ͊ͯ͘ ͍͒ͯͻ ͙͔͙͒ͤͭͺ͙͍͊ͭͦͪͦ͟ 
VLAN. 

vlan statistics ingress {low | 
high} 

τκ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͫ͋ͦͪ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ ͙͍͒͊ͨ͊ͦͤͦ͘ VLAN: 
- low τ VLAN 1-2047; 
- high τ VLAN 2048-4094. 

no vlan statistics ingress 
{low | high} 

ˤ·͟͡Ό;͙ͭΈ ͫ͋ͦͪ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͒͊ͨ͊ͦͤ͊͘Φ 
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vlan tr101 map inner-vlan 
c_vlan_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port | 
port-channel group} 
 

c_vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˿ͤΎͭΈ ͤ͊ ͺ͙͙͘;͔ͫͦͣ͟ ͙͔ͤͭͪͺ͔͚͔ͫ ͫͪ͊ͯ͘ н ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ 
±[!b ό͍ ͔͙͔ͪ͗ͣ ŎǳǎǘƻƳŜǊύΣ ͙͋͊ͪͯ͘ΌΎͫΈ ͊͟͟ ͤ͊ ǎψǾƭŀƴψƛŘΣ ͭ͊͟ 
͙ ͤ͊ ŎψǾƭŀƴψƛŘΦ ˽͙ͪ Ήͭͦͣ ͔͚͍͙͔͒ͫͭ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͭͦ͡Έͦ͟ ͒͡Ύ 
ͭͪ͊ͺ͙͊͟Σ ͙͒ͯ΅͔͎ͦ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͚͒͊ͤͤͦ 
͚͔ͤ͊ͫͭͪͦ͟Φ 
- c_vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ͍͔͔͚ͤͯͭͪͤͤ ±[!bΦ 
- interface τ ͙ͫͨͫͦ͟ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͟ ͍ͻͦ͒Ύ΅͔ͣͯ ͭͪ͊ͺ͙ͯ͟ ͦ͟π
ͭͦͪ·ͻ ͍ͦͣͦ͗ͤͦ͘ ͙͔͔͙͔ͨͪͣͤͤ ͎͒͊ͤͤͦͦ ͍͙ͨͪ͊͊͡Φ ˨͙͊ͨ͊ͦͤ͘ 
͔͍ͤͦͣͪͦ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ ͔͔ͨͪ;͙͔͙͔ͫͤͣ͡ ;͔͔ͪ͘ 
͊ͨ͘ΎͭͯΌ ͙͙͡ ͯ͊͊ͭ͘͟Έ ͤ͊;͊͡Έ͔ͤͦ ͙ ͔ͦͤ͟;͔ͤͦ ͤ͊͘;͔͙ͤΎ ͙͒͊ͨ͊π
ͦͤ͊͘ ;͔͔ͪ͘ ͔͒ͺ͙ͫΦ 

˨͡Ύ ͪ͊͋ͦͭ· ͚͒͊ͤͤͦ ͦͣ͊ͤ͒͟· ͔ͤͦ͋ͻ͙ͦ͒ͣ͊ 
͚ͤ͊ͫͭͪͦ͊͟ ͔͙ͪ͗ͣ͊ ζǾƭŀƴ ƳƻŘŜ ǘǊмлмηΦ 

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet 
fo_port | port -channel 
group} 

͙̂͒͊ͭ͡Έ ͍͙ͨͪ͊ͦ͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VLAN: 

console# configure   

console(config)# vlan database  

console ( config - vlan )#  

˨͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙  ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ 
͔͍ͨ͊ͪ͊ͣͭͪͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VLAN. 

́͊ ͙͋͡ͼ͊ 84 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦ͟ ͤͺ͙͎ͯͪ͊ͼ͙͙ VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

vlan VLANlist [name 
VLAN_name] 

VLANlist: (2..4094) 
VLAN_name: (1..32) 

͙͍ͫͣͦ͊͡ 

˨͍͙ͦ͋͊ͭΈ ±[!b ͙͙͡ ͔ͤͫͦ͟͡Έͦ͟ ±[!bΦ 

no vlan VLANlist ͙̂͒͊ͭ͡Έ ±[!b ͙͙͡ ͔ͤͫͦ͟͡Έͦ͟ ±[!bΦ 

map protocol protocol [en-
caps] protocols-group 
group 

protocol: (ip, ipx, ipv6, 
arp, (0600-ffff (hex)}*); 

encaps: (ethernet, 
rfc1042, llcOther); 

ethernet group: 
(1..2147483647); 

˽͙͍ͪΎ͊ͭ͘Έ ͨ ͪͦͭͦͦ͟͡ ͟  ͎ ͔ͪͯͨͨ ͨ ͍ͪͦͭͦͦͦ͟͡, ͊ ͫͫͦͼ͙͙͍ͪͦ͊ͤͤ·ͻ 
͍͔͔ͣͫͭ. 

no map protocol protocol 
[encaps] 

͙̂͒͊ͭ͡Έ ͨ ͙͍ͪΎͯ͘͟. 
*τ ͤ ͔ͦͣͪ ͨ ͪͦͭͦͦ͊͟͡ (16 ͋ ͙ͭ). 

map mac mac_address 
{host | mask} macs-group 
group mask: (9..48)  

˽͙͍ͪΎ͊ͭ͘Έ a!/-͔͊͒ͪͫ ͙͙͡ ͙͒͊ͨ͊ͦͤ͘ a!/-͔͍͊͒ͪͫͦ ͨ ͦ ͔ͣ͊ͫ͟ ͟ 
͎͔ͪͯͨͨ a!/-͔͍͊͒ͪͫͦΦ  

no map mac mac_address 
{host | mask} 

͙̂͒͊ͭ͡Έ ͙͍ͨͪΎͯ͘͟Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console# configure   

console(config)# interface  { vlan  vlan_id  |  range  vlan  VLANlist }   

console ( config - if )#  

˨͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN ͡ ͙͋ͦ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

ˤ·͋ͦͪ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟·: 

interface  vlan  vlan _id  

ˤ·͋ͦͪ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟·: 

interface  range  vlan  VLANlist  

˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ· ͦͣ͊ͤ͒͟· ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN м ͙ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ 
͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ· VLAN 1, 3, 7. 

console# configure   

console(config)# interface  vlan  1 

console(config - if)#  

console# configure   

console(config)# interface  range vlan  1,3,7  

console ( config - if )#  

͙́͊͋͡ͼ͊ 85 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

name name name: (1..32) 
͙͍͍ͫͣͦͦ͡κ͙ͣΎ 

͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͔ͤͦͣͪͯ 
VLAN 

˨͍͙ͦ͋͊ͭΈ ͙ͣΎ ±[!bΦ 

no name ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip tcp adjust-mss value 

value: 
(500..460)/1460 

͚͋͊ͭ 

˹͊ͤ͊͘;͙ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫͯ VLAN ͪ ͔͊ͣͪ͘ TCP Maximum segment 
size. 

ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͨͪ ͙ͤ͊͡;͙͙ IP address ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no ip tcp adjust-mss ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 

͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface { fortygigabitethernet  fo_port  |  

tengigabit ethernet  te_ port  |  gigabitethernet  gi_port  |  oob  | port - channel  

group  |  range  {é}}   

console ( config - if )#  

˨͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ όͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͙͡ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͙͔ͪ͗ͣ ͔͔͙ͪ͊͒ͤ͘͡Ύ 
͎͙ͤ͊ͪͯ͘͟ύΣ ͙͋ͦ͡ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

˽ͦͪͭ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ ͍ ;͔ͭ·͔ͪͻ ͔͙ͪ͗ͣ͊ͻΥ 

ï access τ ͙ ͔ͤͭͪͺ͔͚ͫ ͒ͦͫͭͯͨ͊ τ ͤ ͔͔͎͙͍ͭͪͦ͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͒͡Ύ ͚ͦ͒ͤͦ VLAN; 
ï trunk τ ͙͔ͤͭͪͺ͔͚ͫΣ ͙͙ͨͪͤͣ͊Ό΅͙͚ ͭͦ͡Έͦ͟ ͔͎͙͍ͭͪͦ͊ͤͤ·͚ ͭͪ͊ͺ͙͟Σ ͊͘ ͙ͫ͟͡Ό;͔͙͔ͤͣ ͦ͒π
͎ͤͦͦ VLANΣ ͦͭͦͪ͟·͚ ͔ͣͦ͗ͭ ͋·ͭΈ ͍͔͒ͦ͋͊ͤ͡ ͫ ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· switchport trunk native 
vlan; 

ï general τ ͙͔ͤͭͪͺ͔͚ͫ ͫ ͚ͨͦͤͦ͡ ͔͚ͨͦ͒͒ͪ͗ͦ͟ улнΦмqΣ ͙͙͔ͨͪͤͣ͊ͭ ͊͟͟ ͔͎͙͍ͭͪͦ͊ͤͤ·͚Σ ͭ͊͟ ͙ 
͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͚ ͭͪ͊ͺ͙͟Τ 

ï customer τ Q-in-Q ͙ ͔ͤͭͪͺ͔͚ͫ. 

͙́͊͋͡ͼ͊ 86 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

switchport mode mode mode: (access, trunk, 
general, 

customer)/access 

˭͊ ͒͊ͭΈ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͍ ±[!bΦ 
- mode τ ͪ ͔͙͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͍ ±[!bΦ 

no switchport mode ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport access vlan 
vlan_id vlan_id: (1..4094)/1 

˨͍͙ͦ͋͊ͭΈ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒ͦͫͭͯͨ͊Φ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no switchport access vlan ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport access accepta-
bleπframe-type {untagged-
only | all} 

τ/͙͙ͨͪͤͣ͊ͭΈ ͍ ͔ͫ 
͙ͭͨ· ͟ ͊͒ͪͦ ͍

˽͙͙ͪͤͣ͊ͭΈ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͭͦ͡Έͦ͟ ͊͒ͪ͟· ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͙ͭͨ͊Υ 
- untagged-only τ ͭ ͦ͡Έͦ͟ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔Τ 
- all τ ͍ ͔ͫ ͊͒ͪ͟·Φ 

no switchport access ac-
ceptableπframe-type 

˽͙͙ͪͤͣ͊ͭΈ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͍͔ͫ ͙ͭͨ· ͍͊͒ͪͦ͟Φ 

switchport trunk allowed 
vlan all 

τ/͍·͟͡Ό;͔ͤͦ 

ˢ͍͙ͭͦͣ͊ͭ;͔͙ͫ͟ ͍͙͒ͦ͋͊ͭΈ ͍͔ͫ ͒ͦͫͭͯͨͤ·͔ VLAN ͒ ͡Ύ ͎͒͊ͤͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no switchport trunk al-
lowed vlan all 

˻ͭ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͍͔͙͔͒ͦ͋͊ͤ͡ VLAN. 

switchport trunk allowed 
vlan add vlan_list 

vlan_list: (2..4094, all) 

˨͍͙ͦ͋͊ͭΈ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ  
- vlan_list τ ͫ ͙ͨͫͦ͟ VLAN ID. ˨ ͙͊ͨ͊ͦͤ͘ ͔͍ͤͦͣͪͦ ±[!b ͣͦ͗ͤͦ 
͊͒͊ͭ͘Έ ͔͔ͨͪ;͙͔͙͔ͫͤͣ͡ ;͔͔ͪ͘ ͊ͨ͘ΎͭͯΌ ͙͙͡ ͯ͊͊ͭ͘͟Έ ͤ͊;͊͡Έ͔ͤͦ ͙ 
͔ͦͤ͟;͔ͤͦ ͤ͊͘;͔͙ͤΎ ͙͒͊ͨ͊ͦͤ͊͘ ;͔͔ͪ͘ ͔͒ͺ͙ͫ Ϧ-". 

switchport trunk allowed 
vlan remove vlan_list 

͙̂͒͊ͭ͡Έ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

switchport trunk native 
vlan vlan_id 

vlan_id: (1..4094)/1 

˨͍͙ͦ͋͊ͭΈ ͔ͤͦͣͪ VLAN ͍  ͊͟;͔͍͔ͫͭ 5ŜŦŀǳƭǘ ±[!b ͒͡Ύ ͎͒͊ͤͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊. ʕ ͔ͫΈ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͚ ͭͪ͊ͺ͙͟Σ ͨͦͫͭͯͨ͊Ό΅͙͚ ͤ͊ 
͒͊ͤͤ·͚ ͨͦͪͭΣ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͍ ͒͊ͤͤͯΌ VLAN. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               129                   

no switchport trunk native 
vlan 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport general allowed 
vlan add vlan_list [tagged | 
untagged] 

vlan_list: (2..4094, all) 

˨͍͙ͦ͋͊ͭΈ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 
- tagged τ ͨ ͦͪͭ ͔͋ͯ͒ͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͔͎͙͍ͭͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟· ͒͡Ύ 
VLAN;  
- untagged τ ͨ ͦͪͭ ͔͋ͯ͒ͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟· 
͒͡Ύ ±[!bΦ 
 - vlan_list τ ͫ ͙ͨͫͦ͟ VLAN ID. ˨ ͙͊ͨ͊ͦͤ͘ ±[!b ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ 
͔͔ͨͪ;͙͔͙͔ͫͤͣ͡ ;͔͔ͪ͘ ͊ͨ͘ΎͭͯΌ ͙͙͡ ͯ͊͊ͭ͘͟Έ ͤ͊;͊͡Έ͔ͤͦ ͙ 
͔ͦͤ͟;͔ͤͦ ͤ͊͘;͔͙ͤΎ ͙͒͊ͨ͊ͦͤ͊͘ ;͔͔ͪ͘ ͔͒ͺ͙ͫ Ϧ-". 

switchport general allowed 
vlan remove vlan_list 

͙̂͒͊ͭ͡Έ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

switchport general pvid 
vlan_id 

vlan_id: (1..4094)/1 τ 
͔͙ͫ͡ ͍͔ͯͫͭ͊ͤͦͤ͡ ±[!b 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͍͙ͦ͋͊ͭΈ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!b ͨͦͪͭ͊ όt±L5ύ ͒͡Ύ ͍͎ͦͫͤͦͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!b ͨͦͪͭ͊Φ 

no switchport general pvid ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport general in-
gressπfiltering disable 

τ/ͺ͙͡Έͭͪ͊ͼ͙Ύ 
͍͟͡Ό;͔ͤ͊ 

ˤ·͟͡Ό;͙ͭΈ ͒͡Ύ ͍͎ͦͫͤͦͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͺ͙͡Έͭͪ͊ͼ͙Ό ͍ͻͦ͒Ύ΅͙ͻ 
͔͍ͨ͊ͭͦ͟ ͤ͊ ͍͔ͦͫͤͦ ͙͍͔͎ͨͪͫͦͤͤͦͦ ͙ͣ ͤ͊͘;͔͙ͤΎ ±[!b L5Φ  

no switchport general in-
gressπfiltering disable 

ˤ͟͡Ό;͙ͭΈ ͒͡Ύ ͍͎ͦͫͤͦͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͺ͙͡Έͭͪ͊ͼ͙Ό ͍ͻͦ͒Ύ΅͙ͻ 
͔͍ͨ͊ͭͦ͟ ͤ͊ ͍͔ͦͫͤͦ ͙͍͔͎ͨͪͫͦͤͤͦͦ ͙ͣ ͤ͊͘;͔͙ͤΎ ±[!b L5Φ 
˩͙ͫ͡ ͺ͙͡Έͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊Σ ͙ ͔ͨ͊ͭ͟ ͔ͤ ͍ͻ͙ͦ͒ͭ ͍ ͎ͪͯͨͨͯ ±[!b ͫ 
͙͍͔ͨͪͫͦͤͤ·ͣ ͔ͨ͊ͭͯ͟ ͤ͊͘;͔͙͔ͤͣ ±[!b L5Σ ͭͦ ͔ͨ͊ͭ͟ 
ͦͭ͋ͪ͊ͫ·͍͔͊ͭͫΎΦ  

switchport general accepta-
bleπframe-type {tagged-
only | untaggedπonly | all} τ/͙͙ͨͪͤͣ͊ͭΈ ͍͔ͫ 

͙ͭͨ· ͊͒ͪͦ͟ ͍

˽͙͙ͪͤͣ͊ͭΈ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͭͦ͡Έͦ͟ ͟ ͊͒ͪ· ͦ ͔͔͔͎ͨͪ͒ͤͤͦͦ͡ ͙ͭͨ͊Υ 
- tagged-only τ ͭ ͦ͡Έͦ͟ ͔͎͙͍ͭͪͦ͊ͤͤ·͔Τ 
- untagged-only τ ͭ ͦ͡Έͦ͟ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔Τ 
- all τ ͍ ͔ͫ ͊͒ͪ͟·Φ 

no switchport general ac-
ceptable-frame-type  

˽͙͙ͪͤͣ͊ͭΈ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͍͔ͫ ͙ͭͨ· ͍͊͒ͪͦ͟Φ 

switchport general map 
protocols-group group vlan 
vlan_id 

vlan_id: (1..4094) 
group:  

(1.. 2147483647) 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ VLAN ͒ ͡Ύ ͙ ͔ͤͭͪͺ͔͚ͫ͊Σ 
͍͔ͦͫͤͦ͊ͤͤͦ ͤ͊ ͙͍ͨͪΎ͔͘͟ ͟ ͨͪͦͭͦͦͯ͟͡Φ 
- group τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Τ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no switchport general map 
protocols-group group 

͙̂͒͊ͭ͡Έ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙Φ 

switchport general map 
macsπgroup group vlan 
vlan_id 

vlan_id: (1..4094) 
group: 

(1..2147483647) 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Σ 
͍͔ͦͫͤͦ͊ͤͤͦ ͤ͊ ͙͍ͨͪΎ͔͘͟ ͟ a!/-͔͊͒ͪͫͯΦ 
- group τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Τ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no switchport general map 
macs-group group 

͙̂͒͊ͭ͡Έ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙Φ 

switchport general map 
protocols-group group vlan 
vlan_id 

vlan_id: (1..4094) 
group: (1.. 

2147483647) 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Σ 
͍͔ͦͫͤͦ͊ͤͤͦ ͤ͊ ͙͍ͨͪΎ͔͘͟ ͟ ͨͪͦͭͦͦͯ͟͡. 
- group τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ·Τ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no switchport general map 
protocols-group group 

͙̂͒͊ͭ͡Έ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙Φ 

switchport dot1q ethertype 
egress stag ethertype 

ethertype: (1..ffff ) 
(hex)/8100 

˭͔͙͊ͣͤͭΈ TPID (Tag Protocol ID) ͍  802.1q VLAN-͔͎ͭ͊ͻ ͔͍ͨ͊ͭͦ͟Σ 
͙ͫͻͦ͒Ύ΅͙ͻ ͫ  ͒ ͎͊ͤͤͦͦ ͙ ͔ͤͭͪͺ͔͚ͫ͊Φ 

˨͙ͦͨͯͫͭͣ·͔ ͤ͊͘;͔͙ͤΎ 9ǘƘŜǊtype ͨ ͔͍͔ͪ͒ͫͭ͊ͤ͡· ͍ 
˽͙͔͙͔ͪͦ͗ͤ͡ ˤ. ˽ ͔͙͍͔ͦ͒͒ͪ͗͊ͣ·͔ ͤ͊͘;͔͙ͤΎ 9ǘƘŜǊǘȅǇŜ.  

no switchport dot1q 
ethertype egress stag 

˭͊ ͔͙ͣͤͭΈ ethertype ͙ ͫͻͦ͒Ύ΅͔͎ͦ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊ ͔ͨ͊ͭ͊͟ ͤ͊ 
ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

switchport dot1q ethertype 
ingress stag add ethertype 

ethertype:  (1..ffff ) 
(hex) 

˨͍͙ͦ͋͊ͭΈ TPID ͍  ͙ͭ͊͋͡ͼͯ ͙͊ͫͫ͟͡ͺ͙͍͊ͭͦͪͦ͟ VLAN. 
˨͙ͦͨͯͫͭͣ·͔ ͤ͊͘;͔͙ͤΎ 9ǘƘŜrType ͫ ͣΦ ˽ ͙͔͙͔ͪͦ͗ͤ͡ ˤ. 
˽͔͙͍͔ͦ͒͒ͪ͗͊ͣ·͔ ͤ͊͘;͔͙ͤΎ 9ǘƘŜǊǘȅǇŜ. 

switchport dot1q ethertype 
ingress stag remove 
ethertype 

͙̂͒͊ͭ͡Έ TPID ͙ ͘ ͙ͭ͊͋͡ͼ· ͙͊ͫͫ͟͡ͺ͙͍͊ͭͦͪͦ͟ VLAN. 
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switchport customer vlan 
vlan_id 

vlan_id: (1..4094)/1 

˨͍͙ͦ͋͊ͭΈ ±[!b ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͎ͫͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

switchport customer vlan 
vlan_id inner-vlan vlan_id 

˨͍͙ͦ͋͊ͭΈ ͟ ͍ͻͦ͒Ύ΅͙ͣ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·ͣ ͔ͨ͊ͭ͊ͣ͟ ͤ͊ ͙͔ͤͭͫͦͣ͟͟͡ 
ͨͦͪͭͯ ͍͔͙͚ͤͯͭͪͤͤ улнΦмǉ ͎͍͊ͦͦͦ͘͟͡ τ C-VLAN (inner-Ǿƭŀƴύ ͙ 
͍͔ͤ΄͙͚ͤ улнΦмǉ ͎͍͊ͦͦͦ͘͟͡Σ ͔ͫͦ͒ͪ͗͊΅͙͚ ǇǾƛŘ ͙͔͒ͦͨͦͤͭ͡͡Έͤͦ ͚
VLAN (S-VLAN). 

˨͡Ύ ͪ͊͋ͦͭ· Ή͚ͭͦ ͦͣ͊ͤ͒͟· ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍ ͟͡Ό;͙ͭΈ 
͎ͦ͋͊͡͡Έͤͦ ͔͙ͪ͗ͣ ζǾƭŀƴ ƳƻŘŜ ǘǊмлмηΦ 

no switchport customer 
vlan 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

switchport customer mul-
ticast-tv vlan add vlan_list 

vlan_list: (2..4094, all) 

˾͔͊ͪ͘΄͙ͭΈ ͨ ͙͙ͪͤͣ͊ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͙͘ ͯ͊͊ͤͤ͘͟·ͻ 
±[!b ό͔ͤ Ύ͍͡ΎΌ΅͙ͻͫΎ ±[!b ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͎ͫͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ύ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΣ ͍͔ͫͦͣͫͭͤͦ ͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ͙ͣ 
͎͙͒ͪͯͻ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͙ͫ͟ͻ ͍ͨͦͪͭͦΣ ͙͙ͨͪͤͣ͊Ό΅͙ͻ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͙͘ ͒͊ͤͤ·ͻ VLAN. 
- vlan_list τ ͫ ͙ͨͫͦ͟ VLAN ID. ˨ ͙͊ͨ͊ͦͤ͘ ±[!b ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ 
͔͔ͨͪ;͙͔͙͔ͫͤͣ͡ ;͔͔ͪ͘ ͊ͨ͘ΎͭͯΌ ͙͙͡ ͯ͊͊ͭ͘͟Έ ͤ͊;͊͡Έ͔ͤͦ ͙ 
͔ͦͤ͟;͔ͤͦ ͤ͊͘;͔͙ͤΎ ͙͒͊ͨ͊ͦͤ͊͘ ;͔͔ͪ͘ ͔͒ͺ͙ͫ Ϧ-". 

switchport customer mul-
ticast-tv vlan remove 
vlan_list 

˭͔͙͊ͨͪͭͭΈ ͨ ͙͙ͪͤͣ͊ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

switchport forbidden vlan 
add vlan_list 

vlan_list: (2..4094, 
ŀƭƭύκ͍͔ͫ ±[!b 

͔ͪ͊ͪ͘΄͔ͤ· ͨͦͪͭͯ 

˭͔͙͊ͨͪͭͭΈ ͍͔͙͔͒ͦ͋͊ͤ͡ ͯ͊͊ͤͤ͘͟·ͻ ±[!b ͨͦͪͭͯΦ 
- vlan_list τ ͫ ͙ͨͫͦ͟ VLAN ID. ˨ ͙͊ͨ͊ͦͤ͘ ±[!b ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ 
͔͔ͨͪ;͙͔͙͔ͫͤͣ͡ ;͔͔ͪ͘ ͊ͨ͘ΎͭͯΌ ͙͙͡ ͯ͊͊ͭ͘͟Έ ͤ͊;͊͡Έ͔ͤͦ ͙ 
͔ͦͤ͟;͔ͤͦ ͤ͊͘;͔͙ͤΎ ͙͒͊ͨ͊ͦͤ͊͘ ;͔͔ͪ͘ ͔͒ͺ͙ͫ Ϧ-". 

switchport forbidden vlan 
remove vlan_list 

˾͔͊ͪ͘΄͙ͭΈ ͍͔͙͔͒ͦ͋͊ͤ͡ ͯ͊͊ͤͤ͘͟·ͻ ±[!b ͨ ͦͪͭͯ. 

switchport forbidden de-
faultπvlan 

˽ͦ ͯͣͦ͡;͙͊ͤΌ 
;͔͍ͤͫͭͦ͡ ͍ ŘŜŦŀǳƭǘ 
VLAN ͪ ͔͊ͪ͘΄͔ͤͦ 

˭͔͙͊ͨͪͭͭΈ ͍͔͙͔͒ͦ͋͊ͤ͡ default VLAN ͨ ͦͪͭͯΦ 

no switchport forbidden 
default-vlan 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ  

switchport protected-port 

τ 

˽͔͔͍͔͙ͪͫͭ ͨ ͦͪͭ ͍ ͔͙ͪ͗ͣ ͙ͦ͘͡Ύͼ͙͙ ͍͙ͤͯͭͪ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΦ 

no switchport pro-
tectedπport 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport protected-port 
isolate-group {group} 

group (1..8) 

˽͔͔͍͔͙ͪͫͭ ͨ ͦͪͭ ͍ ͯ͊͊ͤͤͯ͘͟Ό ͎ͪͯͨͨͯ ͙ͦ͘͡Ύͼ͙͙ ͍ͨͦͪͭͦΦ 

no switchport protected-
port isolate-group {group} 

͙̂͒͊ͭ͡Έ ͨͦͪͭ ͙͘ ͚ͯ͊͊ͤͤͦ͘͟ ͎ͪͯͨͨ· ͙ͦ͘͡Ύͼ͙͙ ͍ͨͦͪͭͦΦ 

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port | 
port-channel group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 

ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ ͨͦ 
͔͋͊͘ ͒͊ͤͤ·ͻ 
͙ͯ͘;͔ͤͤ·ͻ ˸ˢ˿-
͔͍͊͒ͪͫͦ όC5.ύ 

˽͔͔͍͔͙ͪͫͭ ͨ ͦͪͭ ͍ ͔͙ͪ͗ͣ tǊƛǾŀǘŜ ±[!b 9ŘƎŜΦ ˻͔ͭͣͤΎ͔ͭ 
ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ό ͨͦ ͔͋͊͘ ͒͊ͤͤ·ͻ ͙ͯ͘;͔ͤͤ·ͻ ˸ˢ˿-͔͍͊͒ͪͫͦ όC5.ύ 
͙ ͍ͤ͊ͨͪ͊͡Ύ͔ͭ ͍͔ͫΈ ͔ͦ͒ͤͦ͊͒ͪͫͤ·͚Σ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͙ 
΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͚ ͭͪ͊ͺ͙͟ ͤ͊ ǳǇƭƛƴƪ-ͨͦͪͭΦ 

no switchport protected ˻ͭ͟͡Ό;͙ͭΈ ͦ ͔ͭͣͤͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͨͦ ͔͋͊͘ ͒͊ͤͤ·ͻ ͙ͯ͘;͔ͤͤ·ͻ 
˸ˢ-˿͔͍͊͒ͪͫͦ όC5.ύΦ 

switchport default-vlan 
tagged 

τ 

͍͙̂ͫͭ͊ͤͦͭΈ ͨͦͪͭ ͊͟͟ ͔͎͙ͭͪͯΌ΅͙͚ ͍ ͔͒ͺ͚ͦͭͤͦ͡ ±[!bΦ 

no switchport default-vlan 
tagged 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 87 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show vlan  τ ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͍͔ͫͣ ±[!bΦ 

show vlan tag vlan_id vlan_id: (1..4094) ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ±[!bΣ ͙ͨͦͫ͟ ͨͦ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͯ͟Φ 

show vlan internal usage 
τ 

˽ͦ͊͊ͭ͘͟Έ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͍͔͔͎ͤͯͭͪͤͤͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

show defaultπvlanπmem-
bership [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port | 
port-channel group |  de-
tailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͍ͫͦͫͭ͊ ͎ͪͯͨͨ· ͔͒ͺ͚ͦͭͤͦ͡ ±[!bΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 88 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show vlan multicast-tv vlan 
vlan_id vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͨͦͪͭ·-͙ͫͭͦ;͙͙ͤ͟ ͙ ͙͔͙͙ͨͪͣͤ͟ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ 
ͭͪ͊ͺ͙͊͟ ͍ ͚͒͊ͤͤͦ ±[!bΦ ˽ͦͪͭ·-͙ͫͭͦ;͙͙ͤ͟ ͎ͣͦͯͭ ͊͟͟ 
͔͔͍ͨͪ͒͊͊ͭΈΣ ͭ͊͟ ͙ ͙͙ͨͪͤͣ͊ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟Φ 

show vlan protocols-groups τ ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎ͪͯͨͨ͊ͻ ͍ͨͪͦͭͦͦͦ͟͡Φ 

show vlan macs-groups τ ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎ͪͯͨͨ͊ͻ a!/-͔͍͊͒ͪͫͦΦ 

show interfaces switchport 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group}  

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΦ 

show interfaces pro-
tectedπports [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port | 
port-channel group |  de-
tailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ ͍ͨͦͪͭͦΥ ͍ ͔͙͔ͪ͗ͣ tǊƛǾŀǘŜ ±[!b 9ŘƎŜΣ ͍ 
private-vlan-edge-ͫͦͦ͋΅͔͍͔ͫͭΦ 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͍͔ͫͻ VLAN: 

console# show vlan  

Created by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, V - Voice VLAN  

 

Vlan       Name           Tagged Ports      UnTagged Ports      Created by     

----  -----------------  ------------------  ------------------  ----------------   

 1           1                            te1/0/1 - 24,               D          

                                          fo1/0/1 - 4,gi1/0/1,                   

                                          Po1- 16                                

 2           2                                                      S          

 3           3                                                      S          

 4           4                                                      S          

 5           5                                                      S          

 6           6                                                      S          

 8           8                                                      S          

˽ͦ͊͊ͭ͘͟Έ ͨͦͪͭ·-͙ͫͭͦ;͙͙ͤ͟ ͙ ͙͔͙͙ͨͪͣͤ͟ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͍ ±[!b пΥ 

console# show vlan multicast - tv vlan  4 

Source ports  : te 0/1  

Receiver ports: te 0/2, te 0/4, te 0/8  

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎ͪͯͨͨ͊ͻ ͍ͨͪͦͭͦͦͦ͟͡Υ 

console# show vlan protocols - groups  

Encapsulation     Protocol         Group Id      

-------------  ----------------  ----------------   

0x800 ( IP )     Ethernet               1  

0x806 (ARP)    Ethernet               1  

0x86dd ( IP v6)  Ethernet               3  

Á ˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͨͦͪͭ͊ TenGigabitEthernet 0/1: 

console# show interfaces switchport TengigabitEthernet  0/1  

Added by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, T - Guest VLAN, V - Voice 

VLAN 

Port : te1/0/1  

Port Mode: Trunk  

Gvrp Status: disabled  

Ingress Filtering: true  

Acceptable Frame Type: admitAll  

Ingress UnTagged VLAN ( NATIVE ): 1  

Protected: Disabled  

  

Port is member in:  

  

Vlan               Name               Egress rule     Added by      

----  --------------------------------  -----------  -- --------------   

 1                  1                  Untagged          D          

 2                  2                   Tagged           S          

 3                  3                   Tagged           S          

 4                  4                   Tagged           S          

 5                  5                   Tagged           S          

 6                  6                   Tagged           S          

 8                  8                   Tagged           S          
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 28                 28                  Tagged           S          

 

  

Forbidden VLANS:  

Vlan               Name          

----  --------------------------------   

Classification rules:  

  

Protocol based VLANs:  

  Group ID   Vlan ID  

------------  -------   

  

Mac based VLANs:  

  Group ID   Vlan ID  

------------  -------  

5.10.3 ˹͚͊ͫͭͪͦ͊͟ Private VLAN 

͔́ͻ͎͙ͤͦͦ͡Ύ tǊƛǾŀǘŜ ±[!b όt±[!bύ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͍͙ͨͪͦͦ͒ͭ͘Έ ͎͙ͪ͊ͪ͊ͤ͘;͔͙͔ͤ ͭͪ͊ͺ͙͊͟ ͤ͊ ͍ͭͦͪͦͣ 
͍͔ͯͪͦͤ ͔͙ͣͦ͒͡ h{L ͔ͣ͗͒ͯ ͙ͨͦͪͭ͊ͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͦͭͦͪ͟·͔ ͤ͊ͻͦ͒ΎͭͫΎ ͍ ͦ͒ͤͦͣ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ 
͔͔͒ͦͣͤΦ 

- ˹͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻ ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͦ ͙ͭͪ ͙ͭͨ͊ t±[!b ͍ͨͦͪͭͦΥ  

- promiscuous τ ͨͦͪͭΣ ͦͭͦͪ͟·͚ ͔ͫͨͦͫͦ͋ͤ ͔͙͍ͦ͋ͣͤ͊ͭΈͫΎ ͒͊ͤͤ·͙ͣ ͔ͣ͗͒ͯ ͡Ό͋·͙ͣ 
͙͔ͤͭͪͺ͔͚͙ͫ͊ͣΣ ͍͟͡Ό;͊Ύ ƛǎƻƭŀǘŜŘ- ͙  ŎƻƳƳǳƴƛǘȅ-ͨͦͪͭ· t±[!bΤ 

- isolated τ ͨͦͪͭΣ ͦͭͦͪ͟·͚ ͨͦͤͦͫͭ͡ΈΌ ͙͙͍ͦͪͦ͊ͤ͘͡ ͦͭ ͎͙͒ͪͯͻ ͍ͨͦͪͭͦ ͍͙ͤͯͭͪ ͎ͦ͒ͤͦͦ 
͙ ͎ͭͦͦ ͔͗ t±[!bΣ ͤͦ ͔ͤ ͦͭ ǇǊƻƳƛǎŎǳƻǳǎ-͍ͨͦͪͭͦΦ tVLAN ͙͋ͦͪͯ͟͡Όͭ ͍͔ͫΈ ͭͪ͊ͺ͙͟Σ 
͙͒ͯ΅͙͚ ͍ ͫͭͦͪͦͤͯ ƛǎƻƭŀǘŜŘ-͍ͨͦͪͭͦΣ ͔ͪͦͣ͟ ͭ ͪ͊ͺ͙͊͟ ͫͦ ͫͭͦͪͦͤ· ǇǊƻƳƛǎŎǳƻǳǎ-ͨͦͪͭͦ ͍Τ 
͔ͨ͊ͭ͟· ͫͦ ͫͭͦͪͦͤ· ƛǎƻƭŀǘŜŘ-͍ͨͦͪͭͦ ͎ͣͦͯͭ ͔͔͍ͨͪ͒͊͊ͭΈͫΎ ͭͦ͡Έͦ͟ ͍ ͫͭͦͪͦͤͯ 
promiscuous-͍ͨͦͪͭͦΤ 

- community τ ͎ͪͯͨͨ͊ ͍ͨͦͪͭͦΣ ͦͭͦͪ͟·͔ ͎ͣͦͯͭ ͔͙͍ͦ͋ͣͤ͊ͭΈͫΎ ͒͊ͤͤ·͙ͣ ͔ͣ͗͒ͯ ͚ͫͦ͋ͦ 
͙ ǇǊƻƳƛǎŎǳƻǳǎ-͙ͨͦͪͭ͊ͣΣ Ή͙ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͔͔ͦͭ͒ͤ͡· ͤ͊ ͍ͭͦͪͦͣ ͍͔ͯͪͦͤ ͔͙ͣͦ͒͡ OSI 
ͦͭ ͍͔ͫͻ ͦͫͭ͊͡Έͤ·ͻ ŎƻƳƳǳƴƛǘȅ-͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͊ ͔ͭ͊͗͟ ƛǎƻlated-͍ͨͦͪͭͦ ͍͙ͤͯͭͪ t±[!bΦ 

˽ͪͦͼ͔ͫͫ ͍·͔͙ͨͦͤͤ͡Ύ ͺͯͤ͟ͼ͙͙ ͙͔͒ͦͨͦͤͭ͡͡Έ͎ͤͦͦ ͔͔͙ͪ͊͒ͤ͘͡Ύ ͍ͨͦͪͭͦ ͫ ͨͦͣͦ΅ΈΌ ͔ͭͻ͎͙͙ͤͦͦ͡ 
tǊƛǾŀǘŜ ±[!b ͔͍͔ͨͪ͒ͫͭ͊ͤ͡ ͤ͊ ͙͔ͪͫͯͤ͟ 53. 
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˾͙ͫͯͤͦ͟ 53 τ ˽ ͙͔ͪͣͪ ͪ͊͋ͦͭ· ͔ͭͻ͎͙͙ͤͦͦ͡ tǊƛǾŀǘŜ ±[!b 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet, ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface { tengigabitethernet  te_port  |  gigabitethernet 

gi_port  |  port - channel  group  |  range  {é} |  vlan  vlan_id }  

console ( config - if )#  

͙́͊͋͡ͼ͊ 89 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

switchport mode private-
vlan {promiscuous |  host} τ 

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͍ ±[!bΦ 

no switchport mode ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport mode private-
vlan trunk {promiscuous | 
secondary} τ 

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͍ ±[!b ¢ǊǳƴƪΦ 

no switchport mode pri-
vate-vlan trunk 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport private-vlan 
mapping [trunk] pri-
mary_vlan add second-
ary_vlan primary_vlan: 

(1..4094); 
secondary_vlan: 

(1..4094) 

˨͍͙ͦ͋͊ͭΈ ͍ͦͫͤͦͤͯΌ ͙ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ ±[!b ͤ͊ promiscuous-
͙͔ͤͭͪͺ͔͚ͫΦ 

˹͊ ͙ͦ͒ͤ promiscuous-͙͔ͤͭͪͺ͔͚ͫ ͔ͤ͡Έ͘Ύ ͍͙͒ͦ͋͊ͭΈ 
͋ͦ͡Έ΄͔ ͚ͦ͒ͤͦ primary vlan. 

switchport private-vlan 
mapping [trunk] pri-
mary_vlan remove second-
ary_vlan 

͙̂͒͊ͭ͡Έ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ ±[!b ͤ͊ ǇǊƻmiscuous-͙͔ͤͭͪͺ͔͚ͫ.͔ 

no switchport private-vlan 
mapping 

͙̂͒͊ͭ͡Έ ͍ͦͫͤͦͤͯΌ ͙ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ ±[!bΦ 

switchport private-vlan 
hostassociation pri-
mary_vlan secondary_vlan  

primary_vlan: 
(1..4094) 

secondary_vlan: 
(1..4094) 

˨͍͙ͦ͋͊ͭΈ primary ͙  secondary Ǿƭŀƴ ͤ͊ host-͙͔ͤͭͪͺ͔͚ͫΦ 
˹͊ ͙ͦ͒ͤ host-͙͔ͤͭͪͺ͔͚ͫ ͔ͤ͡Έ͘Ύ ͍͙͒ͦ͋͊ͭΈ ͋ͦ͡Έ΄͔ 
͚ͦ͒ͤͦ secondary vlan. 

no switchport private-vlan 
host-association  

͙̂͒͊ͭ͡Έ ͍ͦͫͤͦͤͯΌ ͙ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ ±[!bΦ 
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switchport private-vlan as-
sociation trunk pri-
mary_vlan secondary_vlan 

primary_vlan: 
(1..4094) 

secondary_vlan: 
(1..4094) 

˨͍͙ͦ͋͊ͭΈ primary ͙  secondary vlan ͤ  ͊trunk-secondary 
͙͔ͤͭͪͺ͔͚ͫ. 

˹͊ ͙ͦ͒ͤ ǘǊǳƴƪ-secondary ͙ ͔ͤͭͪͺ͔͚ͫ ͔ͤ͡Έ͘Ύ ͍͙͒ͦ͋͊ͭΈ 
͋ͦ͡Έ΄͔ ͚ͦ͒ͤͦ secondary vlan. 

no switchport private-vlan 
association trunk 

͙̂͒͊ͭ͡Έ ͍ͦͫͤͦͤͯΌ ͙ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ ±[!bΦ 

switchport private-vlan 
trunk allowed vlan add 
vlan 

vlan: (1..4094) 

˨͍͙ͦ͋͊ͭΈ ͤ͊ PVLAN Trunk-͙͔ͤͭͪͺ͔͚ͫ VLANΣ ͔ͤ ͯ;͍͊ͫͭͯΌ΅͔ ͚͍  
PVLAN. 

switchport private-vlan 
trunk allowed vlan remove 
vlan  

͙̂͒͊ͭ͡Έ ͤ͊ PVLAN Trunk-͙͔ͤͭͪͺ͔͚ͫ ͔VLANΣ ͔ͤ ͯ;͍͊ͫͭͯΌ΅͔͚ ͍  
PVLAN. 

switchport private-vlan 
trunk native vlan vlan 

vlan: (1..4094) / 1 

˨͍͙ͦ͋͊ͭΈ ͔ͤͦͣͪ VLANΣ ͔ͤ ͯ;͍͊ͫͭͯΌ΅ͯΌ ͍ PVLANΣ ͍ ͊͟;͔͍͔ͫͭ 
Default VLAN ͒ ͡Ύ PVLAN Trunk-͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no switchport private-vlan 
trunk native vlan 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

͙́͊͋͡ͼ͊ 90 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

private-vlan {primary | 
isolated | community}  

ˤ͟͡Ό;͙ͭΈ ͔ͣͻ͙͊ͤͣ͘ tǊƛǾŀǘŜ ±[!b ͙ ͊͒͊ͭ͘Έ ͙ͭͨ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no private-vlan ˻ͭ͟͡Ό;͙ͭΈ ͔ͣͻ͙͊ͤͣ͘ tǊƛǾŀǘŜ ±[!bΦ 

private-vlan association 
[add | remove] secondary_vlan 

(1..4094) 

˨͍͙ͦ͋͊ͭΈ ό͙ͯ͒͊ͭ͡Έύ ͙͍ͨͪΎͯ͘͟ ͍͔͔͚ͭͦͪͦͫͭͨͤͤͦ ±[!b ͟ 
͍͚ͦͫͤͦͤͦΦ ˹͚͊ͫͭͪͦ͊͟ ͙͔͙ͨͪͣͤͣ͊ ͭͦ͡Έͦ͟ ͒͡Ύ primary VLAN. 

no private-vlan association ͙̂͒͊ͭ͡Έ ͙͍ͨͪΎͯ͘͟ ͍͔͔͚ͭͦͪͦͫͭͨͤͤͦ ±[!b ͟ ͍͚ͦͫͤͦͤͦ. 

 

˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͍͔͔ͭͦͪͦͫͭͨͤͤ·ͻ ±[!b τ 256. 
˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ŎƻƳƳǳƴƛǘȅ ±[!bΣ ͦͭͦͪ͟·͔ ͎ͣͦͯͭ ͋·ͭΈ ͊ͫͫͦͼ͙͙͍ͪͦ͊ͤ· 
ͫ ͚ͦ͒ͤͦ ͍͚ͦͫͤͦͤͦ ±[!b τ 8. 

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ {witch A ό͙ͪͫͯͤͦ͟ 53 τ ˽ ͙͔ͪͣͪ ͪ͊͋ͦͭ· ͔ͭͻπ

͎͙͙ͤͦͦ͡ Private VLAN) 

¶ promiscuous-ͨͦͪͭ τ interface gigabitethernet 1/0/4 

¶ isolated-ͨͦͪͭ τ gigabitethernet 1/0/1 

¶ community-ͨͦͪͭ τ gigabitethernet 1/0/2, 1/0/3. 

interface gigabitethernet 1/0/1  

 switchport mode private - vlan host  

 desc rip tion  Isolate  

 switchport forbidden default - vlan  

 switchport private - vlan host - association 10 0 201  

exit  

!  

interface gigabitethernet 1/0/2  

 switchport m ode private - vlan host  

 desc rip tion  Community - 1 

 switchport forbidden default - vlan  

 switchport private - vlan host - association 10 0 202  

exit                                                           

!  

interface gigabitethernet 1/0/3  

 switchport mode  private - vl an host  

 desc rip tion  Community - 2 

 switchport forbidden default - vlan  

 switchport private - vlan host - association 10 0 202 
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exit  

!  

interface gigabitethernet 1/0/4  

 switchport mode private - vlan  promiscuous  

 desc rip tion  to _Router  

 switchport forbidden default - vlan  

 switchport private - vlan mapping 10 0 add 201 - 202  

exit  

!  

interface tengigabitethernet 1/0/1                             

 switchport mode trunk  

 switchport trunk allowed vlan add 10 0,201 - 202  

 desc rip tion  trunk - sw1- sw2 

 switchport forbidden default - vlan  

exit  

!  

interface vlan 10 0 

 name primary  

 private - vlan primary  

 private - vlan association add 201 - 202  

exit  

!  

interface vlan 201  

 name isolate  

 private - vlan isolated  

exit  

!  

interface vlan 202  

 name community  

˽͙͔ͪͣͪ ͤ ͚͙͊ͫͭͪͦ͟ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͨ ͙ͪ ͪ ͔͊͋ͦͭ ͭ ͔ͻ͎͙͙ͤͦͦ͡ Private VLAN Trunk 

¶ trunk-isolated ͨ ͦͪͭ τ gigabitethernet 1/0/1 

¶ trunk-community ͨ ͦͪͭ τ gigabitethernet 1/0/2, 1/0/3 

¶ trunk-promiscuous ͨ ͦͪͭ τ interface gigabitethernet 1/0/4 

interface gigabitethernet 1/0/1  

 switchport mode private - vlan trunk secondary  

 descr iption Trunk - Isolated  

 switchport private - vlan trunk allowed vlan add 301  

 switchport private - vlan association trunk 100 201  

exit  

!  

interface gigabitethernet 1/0/2  

 switchport mode private - vlan trunk secondary  

 description Trunk - Community  

 switchport priva te - vlan trunk allowed vlan add 301  

 switchport private - vlan association trunk 100 202  

exit  

!  

interface gigabitethernet 1/0/3  

 switchport mode private - vlan trunk secondary  

 description Trunk - Community  

 switchport private - vlan trunk allowed vlan add 301  

 switchport private - vlan trunk native vlan 302  

 switchport private - vlan association trunk 100 202  

exit  

!  

interface gigabitethernet 1/0/4  

 switchport mode private - vlan trunk promiscuous  

 description Trunk - Promiscuous  

 switchport private - vlan trunk allowed vlan add 301  

 switchport private - vlan mapping trunk 100 add 201 - 202  

exit  

!  

interface tengigabitethernet 1/0/1                             
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 switchport mode trunk  

 switchport trunk allowed vlan add 100,201 - 202  

 description trunk - sw1- sw2 

 switchport forbidden  default - vlan  

exit  

!  

interface vlan 100  

 name primary  

 private - vlan primary  

 private - vlan association add 201 - 202  

exit  

!  

interface vlan 201  

 name isolate  

 private - vlan isolated  

exit  

!  

interface vlan 202  

 name community  

 private - vlan community  

5.10.4 ˹͚͊ͫͭͪͦ͊͟ ͙͔ͤͭͪͺ͔͚ͫ͊ IP 

IP-͙͔ͤͭͪͺ͔͚ͫ ͖ͫͦ͒͊ͭͫ͘Ύ ͙ͨͪ ͤ͊ͤ͊͘;͔͙͙ͤ IP-͔͊͒ͪͫ͊ ͤ ͊ ͡Ό͚͋ͦ ͙ ͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͚͍ͯͫͭͪͦͫͭ͊: 
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel ͙ ͙͡ vlan. 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ IP.  

console # configure   

console ( config )# interface ip  A.B.C.D  

console ( config - ip )#  

˨͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ IP. 

͙́͊͋͡ͼ͊ 91 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ IP 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

directed-broadcast 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͔͔͍ͨͪͦ͒͊ IP directed-broadcast ͨ ͔͊ͭ͊͟ ͍  
ͫͭ͊ͤ͒͊ͪͭͤ·͚ ́ ͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͚ ͔ͨ͊ͭ͟ ͙  ͔ͪ͊ͪ͘΄͙ͭΈ 
͔͔ͨͪ͒͊;ͯ ;͔͔ͪ͘ ͍·͋ͪ͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ. 

no directed-broadcast ˭͔͙͊ͨͪͭͭΈ ͭ ͪ͊ͤͫ͡Ύͼ͙Ό IP directed-broadcast ͨ ͔͍͊ͭͦ͟. 

helper-address ip_address  

ip_address: A.B.C.D 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔͔ͪ͊͒ͪͫ͊ͼ͙Ό ́ ͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ¦5t-͔͍ͨ͊ͭͦ͟ 
ͤ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͔͊͒ͪͫΦ 
- ip_address τ IP-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͤ͊ ͦͭͦͪ͟·͚ ͋ͯ͒ͯͭ 
͔͔͍ͨͪͤ͊ͨͪ͊͡ΎͭΈͫΎ ͔ͨ͊ͭ͟·Φ 

no helper-address ip_ad-
dress 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͔͔͔ͪ͊͒ͪͫ͊ͼ͙Ό ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ¦5t-͔͍ͨ͊ͭͦ͟. 

ip irdp 

τκ͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊ͫͫ·ͯ͟͡ ͊ ͍ͤͦͤͫͦ ͨ ͪͦͭͦͦ͊͟͡ IRDP (ICMP Router 
Discovery Protocol). 

no ip irdp ˻ͭ͟͡Ό;͙ͭΈ ͪ ͊ͫͫ·ͯ͟͡ ͍͊ͤͦͤͫͦΦ 

ip redirects 

τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͎͔͔ͤͪ͊ͼ͙Ό ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪͦͣ͘ ͫͦͦ͋΅͔͙͚ͤ ICMP 
Redirect. 

no ip redirects ˻ͭ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ICMP Redirect. 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό directed-broadcast: 

console # configure   

console(config)#  interface  PortChannel  1 

console(config - if)#  ip  address  100.0.0.1 /24  

console(config - if)#  exit  

console(config)# interface  ip  100.0.0.1  

console(config - ip )#  directed - broadcast  

5.11 Selective Q-in-Q 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͨͦ ͍ͦ͘͡Ύ͔ͭ ͤ ͍͔͊ͦͫͤͦ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ͍͙ͨͪ͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͨ ͔ͦͤͦͣͪ͊ͣ 
͍͔͙ͤͯͭͪͤͤͻ VLAN (Customer VLAN) ͨ ͙͍͙ͪͦͦ͒ͭ͘Έ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͍ ͔ͤ΄͔͎ͤͦ SPVLAN (Service ProviderΩs VLAN), 
͔ͨͦ͒ͣͤΎͭΈ Customer VLAN, ͊  ͭ ͔͊͗͟ ͘ ͔͊ͨͪ΅͊ͭΈ ͨ ͪͦͻ͔͙ͦ͗͒ͤ ͔ͭ ͪ͊ͺ͙͊͟. 

˨͡Ύ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͫͦ͒͊ͭͫ͘Ύ ͙ͫͨͫͦ͟ ͍͙ͨͪ͊͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͭͪ͊ͺ͙͟Φ 

 

˽͍͙ͪ͊͊͡ Selective Q-in-Q ͙ͫͨͦ͡Έͯ͘Όͭ ͊ͨͨ͊ͪ͊ͭͤ·͔ ͔ͪͫͯͪͫ· TCAM. ˿ͯͣͣ͊ͪͤ·͚ ͦ͋Ά͔ͣ 
͍͙ͨͪ͊͡ ͒ ͡Ύ ͫ ͔͍͙͍ͪͫͦ Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP 
Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit 
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping ͍͔ͪ͊ͤ ͔ͪ͊ͣͪͯ͘ TCAM ͦ ͔͔͔͎ͨͪ͒ͤͤͦͦ͡ 
͚͍ͯͫͭͪͦͫͭ͊ (͘ ͍͊ ·;͔ͭͦͣ 66 ͨ ͍͙ͪ͊͡ ͨ  ͦͯ ͣͦ͡;͙͊ͤΌ). ˸ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ SQinQ-
͍͙ͨͪ͊͡ ͒͡Ύ ͙ͦ͒ͤͦ;͎ͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͔ 9 τ ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ 
ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟. 
˩͙ͫ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͦ͋Ά͔͙͔͒ͤͤ·  ͍͔ͫͭ͟, ͭ ͔͍͙ͦͫͪͫ· DHCP Snooping, VLAN ACL, Security 
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ͙ͫͨͦ͡Έͯ͘Όͭ 
TCAM ͍͔ͫͻ unit-͍ͦ ͔ͫͭ͊͟Σ ͊ ͔͍͙ͫͪͫ· Selective Q-in-Q, Port ACL, IP Source Guard, Policy 
Based VLAN (MAC, Subnet, Protocol), VPC ͙ͫͨͦ͡Έͯ͘Όͭ TCAM ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ unit-͊Φ 
˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ͔ͫͯͣͣ͊ͪͤͦ ͙ͦ͟͡;͔͍ͫͭͦ SQinQ-͍͙ͨͪ͊͡ ͔ͫͭ͊͟ MES5324 τ 11600 ͨ ͍͙ͪ͊͡Φ 
˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ͔ͫͯͣͣ͊ͪͤͦ ͙ͦ͟͡;͔͍ͫͭͦ SQinQ-͍͙ͨͪ͊͡ ͔ͫͭ͊͟ MES33xx τ 11136 ͨ ͍͙ͪ͊͡Φ 
˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ͔ͫͯͣͣ͊ͪͤͦ ͙ͦ͟͡;͔͍ͫͭͦ SQinQ-͍͙ͨͪ͊͡ ͔ͫͭ͊͟ MES23xx τ 3456 ͨ ͍͙ͪ͊͡. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet ͙ Port-Chan-

nel 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊: 

console# configure   

console(config)# interface {  gigabitethernet gi_ port  | tengigabitethernet 

te_port  |  fortygigabitethernet  fo_port  |  oob  |  port - channel  group  | range  

{é}}   

console ( config - if )#  
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͙́͊͋͡ͼ͊ 92 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ (͙͒͊ͨ͊ͦͤ͊͘ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ) Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

selective-qinq list ingress 
add_vlan vlan_id [in-
gress_vlan ingress_vlan_id]  vlan_id: (1..4094) 

ingress_vlan_id: (1..4094) 

˿ͦ͒͊ͭ͘Έ ͨ ͍͙ͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͟ ͍ͻͦ͒Ύ΅͔ͣͯ 
͔ͨ͊ͭͯ͟ ͫ ͍͔ͤ΄͔͚ͤ ͔ͣͭͦ͟ ͚ingress_vlan_id ͋ ͔ͯ͒ͭ ͍͒ͦ͋͊͡ΎͭΈͫΎ 
͍ͭͦͪ͊Ύ ͔ͣͭ͊͟ vlan_idΦ ˩͙ͫ͡ ingress_vlan_id ͤ ͔ ͯ͊͘͟·͍͊ͭΈ τ 
͍͙ͨͪ͊ͦ͡ ͔͋ͯ͒ͭ ͙͔ͨͪͣͤΎͭΈͫΎ ͦ͟ ͍͔ͫͣ ͍ͻͦ͒Ύ΅͙ͣ ͔ͨ͊ͭ͊ͣ͟Σ ͟ 
ͦͭͦͪ͟·ͣ ͔ͤ ͋·͙͡ ͙͔͔ͨͪͣͤͤ· ͎͙͔͒ͪͯ ͍͙ͨͪ͊͊͡ όζ͍͙ͨͪ͊ͦ͡ ͨͦ 
ͯͣͦ͡;͙͊ͤΌηύ. 

selective-qinq list ingress 
deny [ingress_vlan in-
gress_vlan_id]  

ingress_vlan_id: (1..4094) 

˿ͦ͒͊ͭ͘Έ ͘ ͔͊ͨͪ΅͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ 
͍ͻͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟· ͫ ͍͔ͤ΄͔͚ͤ ͔͚ͣͭͦ͟ ͔͎ͭ͊ ingress_vlan_id 
͋ͯ͒ͯͭ ͦͭ͋ͪ͊ͫ·͍͊ͭΈͫΎΦ ˩͙ͫ͡ ingress_vlan_id ͤ ͔ ͯ͊͘͟·͍͔͊ͭͫΎ τ 
͋ͯ͒ͯͭ ͦͭ͋ͪ͊ͫ·͍͊ͭΈͫΎ ͍͔ͫ ͍ͻͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟·Φ 

selective-qinq list ingress 
permit [ingress_vlan in-
gress_vlan_id]  ingress_vlan_id: (1..4094) 

˿ͦ͒͊ͭ͘Έ ͪ ͔͊ͪ͘΄͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ 
͍ͻͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟· ͫ ͍͔ͤ΄͔͚ͤ ͔͚ͣͭͦ͟ ͔͎ͭ͊ ingress_vlan_id 
͋ͯ͒ͯͭ ͔͔͍ͨͪ͒͊͊ͭΈͫΎ ͔͋͘ ͙͔͔͙͚ͣͤͤ͘Φ ˩͙ͫ͡ ingress_vlan_id ͤ ͔ 
ͯ͊͘͟·͍͔͊ͭͫΎ τ ͋ ͯ͒ͯͭ ͔͔͍ͨͪ͒͊͊ͭΈͫΎ ͍͔ͫ ͍ͻͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟· ͔͋͘ 
͙͔͔͙͚ͣͤͤ͘Φ 

selective-qinq list ingress 
override_vlan vlan_id [in-
gress_vlan ingress_vlan_id]  

vlan_id: (1..4094); 
ingress_vlan_id: (1..4094) 

˿ͦ͒͊ͭ͘Έ ͨ ͍͙ͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͍͔ͤ΄ͤΎΎ ͔ͣͭ͊͟ 
ingress_vlan_id ͍ ͻͦ͒Ύ΅͔͎ͦ ͔ͨ͊ͭ͊͟ ͔͋ͯ͒ͭ ͔͊ͣͤ͘ΎͭΈͫΎ ͤ͊ 
vlan_idΦ ˩͙ͫ͡ ingress_vlan_id ͤ ͔ ͯ͊͘͟·͍͊ͭΈ τ ͨ ͍͙ͪ͊ͦ͡ ͔͋ͯ͒ͭ 
͙͔ͨͪͣͤΎͭΈͫΎ ͦ͟ ͍͔ͫͣ ͍ͻͦ͒Ύ΅͙ͣ ͔ͨ͊ͭ͊ͣ͟Φ 

no selective-qinq list in-
gress [ingress_vlan vlan_id] vlan_id: (1..4094) 

͙̂͒͊ͭ͡Έ ͯ ͔͊͊ͤͤͦ͘͟ ͍͙ͨͪ͊ͦ͡ ǎŜƭŜŎǘƛǾŜ ǉƛƴǉ ͒͡Ύ ͍ͻͦ͒Ύ΅͙ͻ 
͔͍ͨ͊ͭͦ͟Φ ˴ͦͣ͊ͤ͒͊ ͔͋͘ ͔ͨ͊ͪ͊ͣͭͪ͊ ζingress Ǿƭŀƴη ͯ͒͊͡Ύ͔ͭ 
͍͙ͨͪ͊ͦ͡ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

selective-qinq list egress 
override_vlan vlan_id [in-
gress_vlan ingress_vlan_id]  

vlan_id (1..4094); 
ingress_vlan_id: (1..4094) 

˿ͦ͒͊ͭ͘Έ ͨ ͍͙ͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͍͔ͤ΄ͤΎΎ ͔ͣͭ͊͟ 
ingress_vlan_id ͙ ͫͻͦ͒Ύ΅͔͎ͦ ͔ͨ͊ͭ͊͟ ͔͋ͯ͒ͭ ͔͊ͣͤ͘ΎͭΈͫΎ ͤ͊ 
vlan_id. 

no selective-qinq list 
egress ingress_vlan vlan_id 

vlan_id: (1-4094) ͙̂͒͊ͭ͡Έ ͫ ͙ͨͫͦ͟ ͍͙ͨͪ͊͡ ǎŜƭŜŎǘƛǾŜ ǉƛƴǉ ͒͡Ύ ͙ͫͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 93 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ ±LAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip management outer-vlan  
outer_vlan_id 

outer_vlan_id: (1-4094) 

˿ͦ͒͊ͭ͘Έ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͫ ͨͦͣͦ΅ΈΌ 
Q-in-v ͭͪ͊ͺ͙͊͟Φ 

ˤ ͊͟;͔͍͔ͫͭ ƻǳǘŜǊψǾƭŀƴψƛŘ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍͔ͤ΄͙͚ͤ ±[!b 
(S-±[!bύΦ ˨͡Ύ ͪ͊͋ͦͭ· ͎͒͊ͤͤͦͦ ͍͙ͨͪ͊͊͡ ͙͔ͤͭͪͺ͔͚ͫ 
VLAN (C-±[!bύ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍ ͫͦͫͭͦΎ͙͙ͤ ¦ǇΦ 

no ip management ͙̂͒͊ͭ͡Έ ͫ ͦ͒͊͘ ͔ͤͤͦ ͍͙ͨͪ͊ͦ͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  
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͙́͊͋͡ͼ͊ 94 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show selective-qinq τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙ͨͫͦ͟ ͍͙ͨͪ͊͡ ǎŜƭŜŎǘƛǾŜ ǉƛƴǉ. 

show selective-qinq inter-
face {gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port -
channel group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙ͨͫͦ͟ ͍͙ͨͪ͊͡ ǎŜƭŜŎǘƛǾŜ ǉƛƴǉ ͒ ͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
ͨͦͪͭ͊. 

show ip management [vlan 
vlan_id] 

vlan_id: (1-4094) 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙ͨͫͦ͟ ͍͙ͨͪ͊͡ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͫ 
ͨͦͣͦ΅ΈΌ Q-in-v ͭͪ͊ͺ͙͊͟Φ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟Φ 

Á ˿ͦ͒͊ͭ͘Έ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͦͫ ͍͙͙ͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟, ͍͔ͤ΄ͤΎΎ ͔ͣͭ͊͟ ͍ͻͦ͒Ύ΅͔͎ͦ ͔ͨ͊ͭ͊͟ 11 ͔͋ͯ͒ͭ ͔͊ͣ͘π
ͤΎͭΈͫΎ ͤ͊ млΦ 

console# configure   

console(config)# interface ten gigabitethernet  1/0/1  

console(config - if )#  selective - qinq list ingress override vlan  10 

ingress -vlan  11  

console(config - if )#  end   

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͫͨͫͦ͟ ͫͦ͒͊ͤͤ͘·ͻ ͍͙ͨͪ͊͡ selective qinq: 

console# show selective - qinq   

Direction Interface Rule type       Vlan ID   Classification     by Parameter    

---------  ---------  ---------------  --------  ----------------  ------------------  

ingress   te 0/1     override_vlan   10       ingress_vlan     11               

5.12 Storm Control ͒ ͡Ύ ͪ ͙͊͘͡;͎ͤͦͦ ͭ ͪ͊ͺ͙͊͟ (broadcast, multicast, unknown 
unicast) 

ζ̊ͭͦͪͣη ͍͙͔ͦͤ͊ͭ͘͟ ͍͔͍͙͔ͫ͒ͫͭ͡ ;͔͔͎ͪͣͪͤͦͦ͘ ͙ͦ͟͡;͔͍ͫͭ͊ broadcast-, multicast-, unknown unicast-
ͫͦͦ͋΅͔͙͚ͤΣ ͍͔͔ͦ͒ͤͦͪͣͤͤͦ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͨͦ ͔͙ͫͭ ;͔͔ͪ͘ ͙ͦ͒ͤ ͨͦͪͭΣ ;ͭͦ ͙͍͙ͨͪͦ͒ͭ ͟ ͔͔͎͔ͨͪͪͯ͘͟ ͔͍ͪͫͯͪͫͦ 
͔͙ͫͭ ͙ ͨͦΎ͍͔͙ͤ͡Ό ͔͔͊͒ͪ͗͘͟Φ ζ̊ͭͦͪͣη ͔ͣͦ͗ͭ ͍͙ͦͤͤͯͭ͘͟Έ ͙ͨͪ ͙ͤ͊͡;͙͙ ζ͊ͦ͘͟͡Έͼ͍ͦ͊ͤͤ·ͻη ͔͎͔͍ͫͣͤͭͦ ͍ ͔͙ͫͭ 
Ethernet. 

˴ͦͣͣͯͭ͊ͭͦͪ ͙͔ͣͪ͘Ύ͔ͭ ͫͦͪͦͫͭ͟Έ ͙͙͔͎ͨͪͤͣ͊ͣͦͦ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦΣ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͙ 
͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͒͡Ύ ͍ͨͦͪͭͦ ͫ ͍͟͡Ό;͔ͤͤ·ͣ ͔ͦͤͭͪͦͣ͟͡ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ 
ζ΄ͭͦͪͣ͊η ͙ ͦͭ͋ͪ͊ͫ·͍͔͊ͭ ͔ͨ͊ͭ͟·Σ ͔͙ͫ͡ ͫͦͪͦͫͭ͟Έ ͔͍ͨͪ·΄͔͊ͭ ͔͊͒͊ͤͤͦ͘ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤΦ  
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 95 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

storm-control multicast 
[registered |  unregistered] 
{level level |  kbps kbps} 
[trap] [shutdown] 

level: (1..100); 
kbps: (1..10000000) 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͟:͊ 
- registered τ ͘ ͔͎͙͙͍͎͊ͪͫͭͪͪͦ͊ͤͤͦͦΤ 
- unregistered τ ͤ ͔͔͎͙͙͍͎͊ͪͫͭͪͪͦ͊ͤͤͦͦ͘. 
- level τ ͦ ͋Ά͔ͣ ͭ ͪ͊ͺ͙͊͟ ͍ ͨͪͦͼ͔ͤͭ͊ͻ ͦͭ ͚ͨͪͦͨͯͫͤͦ͟ ͫͨͦͫͦ͋ͤͦπ
͙ͫͭ ͙͔ͤͭͪͺ͔͚ͫ͊; 
- kbps τ ͦ ͋Ά͔ͣ ͭͪ͊ͺ͙͊͟Φ  
˽͙ͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͟ ͙͊ ͔ͤͭͪͺ͔͚ͫ ͣͦπ
͔͗ͭ ͋·ͭΈ ͦͭ͟͡Ό;͔ͤ όshutdown) ͙͙͡ ͍͔͒ͦ͋͊ͤ͊͡ ͙͊ͨͫ͘Έ ͍ ͗ͯͪπ
ͤ͊͡ ͫͦͦ͋΅͔͙͚ͤ (trap). 

no storm-control multicast  ˤ·͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

storm-control multicast 
[registered | unregistered] 
{pps pps} [trap] [shutdown] 

pps: (125.. 19531250) 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Υ 
- registered τ ͘ ͔͎͙͙͍͎͊ͪͫͭͪͪͦ͊ͤͤͦͦΤ 
- unregistered τ ͤ ͔͔͎͙͙͍͎͊ͪͫͭͪͪͦ͊ͤͤͦͦ͘Φ 
- pps τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍ ͔ͫͯͤ͒ͯ͟Φ  
˽͙ͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͙͔ͤͭͪͺ͔͚ͫ ͔ͣͦ͗ͭ 
͋·ͭΈ ͦͭ͟͡Ό;͔ͤ όshutdownύ ͙͙͡ ͍͔͒ͦ͋͊ͤ͊͡ ͙͊ͨͫ͘Έ ͍ ͗ͯͪͤ͊͡ ͫͦπ
ͦ͋΅͔͙͚ͤ όtrap). 

no storm-control multicast ˤ·͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

storm-control unicast {level 
level |  kbps kbps} [trap] 
[shutdown] 

level: (1..100); 
kbps: (1..10000000) 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭ ͪ͊ͺ͙͊͟Φ 
- level τ ͦ ͋Ά͔ͣ ͭͪ͊ͺ͙͊͟ ͍ ͨͪͦͼ͔ͤͭ͊ͻ ͦͭ ͚ͨͪͦͨͯͫͤͦ͟ ͫͨͦͫͦ͋ͤͦπ
͙ͫͭ ͙͔ͤͭͪͺ͔͚ͫ͊Τ 
- kbps τ ͦ ͋Ά͔ͣ ͭͪ͊ͺ͙͊͟Φ  
˽͙ͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ ͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͟ ͙͊ͤπ
͔ͭͪͺ͔͚ͫ ͔ͣͦ͗ͭ ͋·ͭΈ ͦͭ͟͡Ό;͔ͤ όshutdown) ͙ ͙͡ ͍͔͒ͦ͋͊ͤ͊͡ ͊͘π
͙ͨͫΈ ͍ ͗ͯͪͤ͊͡ ͫͦͦ͋΅͔͙͚ͤ όtrap). 

no storm-control unicast ˤ·͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

storm-control unicast { pps 
pps} [trap] [shutdown] 

pps: (125.. 19531250) 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 
- pps τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍ ͔ͫͯͤ͒ͯ͟Φ 
˽͙ͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ ͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͙ͤπ
͔ͭͪͺ͔͚ͫ ͔ͣͦ͗ͭ ͋·ͭΈ ͦͭ͟͡Ό;͔ͤ όshutdown) ͙͙͡ ͍͔͒ͦ͋͊ͤ͊͡ ͊͘π
͙ͨͫΈ ͍ ͗ͯͪͤ͊͡ ͫͦͦ͋΅͔͙͚ͤ όtrap). 

no storm-control unicast ˤ·͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

storm-control broadcast 
{level level | kbps kbps} 
[trap]  [shutdown] 

level: (1..100); 
kbps: (1..10000000) 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ͭͪ͊ͺ͙͊͟Φ 
- level τ ͦ ͋Ά͔ͣ ͭͪ͊ͺ͙͊͟ ͍ ͨͪͦͼ͔ͤͭ͊ͻ ͦͭ ͚ͨͪͦͨͯͫͤͦ͟ ͫͨͦͫͦ͋ͤͦπ
͙ͫͭ ͙͔ͤͭͪͺ͔͚ͫ͊Τ 
- kbps τ ͦ ͋Ά͔ͣ ͭͪ͊ͺ͙͊͟Φ  
˽͙ͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ͭͪ͊ͺ͙͊͟ ͙͔ͤͭͪͺ͔͚ͫ 
͔ͣͦ͗ͭ ͋·ͭΈ ͦͭ͟͡Ό;͔ͤ όshutdown) ͙͙͡ ͍͔͒ͦ͋͊ͤ͊͡ ͙͊ͨͫ͘Έ ͍ 
͗ͯͪͤ͊͡ ͫͦͦ͋΅͔͙͚ͤ όtrap). 

no storm-control broadcast  ˤ·͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

storm-control broadcast 
{pps pps} [trap] [shutdown] 

pps: (125.. 19531250) 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ͭͪ͊ͺ͙͊͟Φ 
- pps τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍ ͔ͫͯͤ͒ͯ͟Φ 
˽͙ͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ͭͪ͊ͺ͙͊͟ ͙͔ͤͭͪͺ͔͚ͫ 
͔ͣͦ͗ͭ ͋·ͭΈ ͦͭ͟͡Ό;͔ͤ όshutdownύ ͙͙͡ ͍͔͒ͦ͋͊ͤ͊͡ ͙͊ͨͫ͘Έ ͍ 
͗ͯͪͤ͊͡ ͫͦͦ͋΅͔͙͚ͤ όtrap). 

no storm-control broadcast ˤ·͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ͭͪ͊ͺ͙͊͟Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 96 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show storm-control inter-
face [gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port]  

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺͯͤ͟ͼ͙͙ ͦͤͭͪͦ͟͡Ύ ζ΄ͭͦͪͣ͊η ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͨͦͪͭ͊ ͡ ͙͋ͦ ͍͔ͫͻ ͍ͨͦͪͭͦΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͦͤͭͪͦ͟͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦΣ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͙ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͤ͊ 3-  ͣ
͙͔ͤͭͪͺ͔͚͔ͫ EthernetΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͫͦͪͦͫͭ͟Έ ͒͡Ύ ͙͔͎ͦͤͭͪͦͪͯͣͦͦ͟͡ ͭͪ͊ͺ͙͊͟ τ рллл ˴͋κͫΥ ͒ ͡Ύ ΄͙π
͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ, 30 ҈ ͨͦͦͫ͡· ͙ͨͪͦͨͯͫ͊ͤ͟Ύ ͒͡Ύ ͍͔͎ͫͦ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ, 70 ҈ ͒͡Ύ ͔͙͍͔͎ͤͫͭͤͦͦ͘ 
͔͎ͦ͒ͤͦ͊͒ͪͫͤͦ.ͦ 

console # configure   

console ( config )# interface TengigabitEthernet  0/3  

console(config - if)# storm - control broadcast kbps  5000  shutdown  

console(config - if)# storm - control multicast level  30  trap  

console(config - if)# storm - control unicast level  70  trap  

5.13 ˥ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ τ Link Aggregation Group (LAG) 

˴ͦͣͣͯͭ͊ͭͦͪ· ͔͔ͦ͋ͫͨ;͙͍͊Όͭ  ͔ͨͦ͒͒ͪ͗ͯ͟ ͎ͪͯͨͨ ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ LAG ͍ ͙ͦ͟͡;͔͍͔ͫͭ ͎ͫͦ͊ͫͤͦ͡ 
͙ͭ͊͋͡ͼ͔ 9 όͫͭͪͦ͊͟ ζˢ͎͔͎ͪ͊ͼ͙Ύ ͍͊ͤ͊ͦ͟͡ ό[!DύηύΦ ˴͊͗͒͊Ύ ͎ͪͯͨͨ͊ ͍ͨͦͪͭͦ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͙͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
Ethernet ͫ ͙͍͚ͦ͒ͤ͊ͦͦ͟ ͫͦͪͦͫͭ͟ΈΌΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͒ͯͨͫͤͦͣ͟͡ ͔͙͔ͪ͗ͣΦ ˻͋Ά͔͙͔͙͔͒ͤͤ ͍ͨͦͪͭͦ ͍ ͎ͪͯͨͨͯ 
͍͔͙ͯ͡;͙͍͔͊ͭ ͨͪͦͨͯͫͤͯ͟Ό ͫͨͦͫͦ͋ͤͦͫͭΈ ͊ͤ͊͊͟͡ ͔ͣ͗͒ͯ ͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͙͙ͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͙ ͍ͨͦ·΄͔͊ͭ 
͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍ͦͫͭΈΦ ˥ͪͯͨͨ͊ ͍ͨͦͪͭͦ Ύ͍͡Ύ͔ͭͫΎ ͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ͦ͒ͤͣ ͎͙ͦ͡;͔͙ͫͣ͟ ͨͦͪͭͦͣΦ 

͚͍̂ͫͭͪͦͫͭͦ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͍͒͊ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͎ͪͯͨͨ· ͍ͨͦͪͭͦ τ ͙ͫͭ͊ͭ;͔ͫ͊͟Ύ ͎ͪͯͨͨ͊ ͙ ͎ͪͯͨͨ͊, 
ͪ͊͋ͦͭ͊Ό΅͊Ύ ͨͦ ͨͪͦͭͦͦͯ͟͡ [!/tΦ ˾͊͋ͦͭ͊ ͨͦ ͨͪͦͭͦͦͯ͟͡ [!/t ͙ͦͨͫ͊ͤ͊ ͍ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔ͣ ͔͔ͪ͊͒͘͡ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

 

˩͙ͫ͡ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͍͔͔ͨͪͦ͒ͤ͘· ͚͙ͤ͊ͫͭͪͦ͟Σ ͭͦ ͒͡Ύ ͍͔͙͒ͦ͋͊ͤ͡Ύ ͔͎ͦ ͍ ͎ͪͯͨͨͯ ͔ͫ͡π
͔͒ͯͭ ͍͔ͪͤͯͭΈ ͚͙ͤ͊ͫͭͪͦ͟ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˨͍͔͙͔ͦ͋͊ͤ͡ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͍ ͎ͪͯͨͨͯ ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ ͒ͦͫͭͯͨͤͦ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 97 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet  

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

channel-group group mode 
mode group: (1..48); 

mode: (on, auto) 

˨͍͙ͦ͋͊ͭΈ ethernet-͙͔ͤͭͪͺ͔͚ͫ ͍ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦ. 
- on τ ͒ ͍͙ͦ͋͊ͭΈ ͨͦͪͭ ͍ ͊ͤ͊͟͡ ͔͋͘ LACP; 
- auto τ ͒ ͍͙ͦ͋͊ͭΈ ͨͦͪͭ ͍ ͊ͤ͊͟͡ ͫ LACP ͍  ͔͙͔ͪ͗ͣ ζactiveη. 

no channel-group ͙̂͒͊ͭ͡Έ Ethernet-͙͔ͤͭͪͺ͔͚ͫ ͙͘ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ Port-Channel 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Port-Channel: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 98 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Port-Channel 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

lacp min-links min-links 

min-links: (1..8)/1 

˭͊͒͊ͭΈ ͙͙ͣͤͣ͊͡Έ͔ͤͦ ;͙ͫͦ͡ ͙͍͊ͭͤ͟·ͻ ͙͍ͤͦ͟͡ ͍ ͍͔ͫͦͫͭ͊ Port-
ChannelΣ ͙ͨͪ ͦͭͦͪͦͣ͟ ͦͤ ͔͔ͨͪͻ͙ͦ͒ͭ ͍ ͫͦͫͭͦΎ͙͔ͤ Up. 

˹͚͊ͫͭͪͦ͊͟ ͍ͦͣͦ͗ͤ͊͘ ͭͦ͡Έͦ͟ ͙ͨͪ ͔ͪ͊͋ͦͭ Port-Channel 
͍ ͔͙͔ͪ͗ͣ LACP. 

no lacp min-links min-links ̂ͫ ͍͙ͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

lacp max-bundle max-bun-
dle 

max-bundle: (1..8)/8 

˭͊͒͊ͭΈ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ;͙ͫͦ͡ ͙͍͊ͭͤ͟·ͻ ͙͍ͤͦ͟͡ ͍ ͍͔ͫͦͫͭ͊ Port-
Channel, ͦ ͫͭ͊͡Έͤ·͔ ͙͙ͤ͟͡ Port-Channel ͋ ͯ͒ͯͭ ͔͔͍͔͔ͨͪ͒ͤ· ͍ 
ͫͦͫͭͦΎ͙͔ͤ inactive. 

ˢ͙͍ͭͤ͟·͔ ͨͦͪͭ· ͍·͙͋ͪ͊ΌͭͫΎ ͨͦ ͤ͊͘;͔͙ͤΌ lacp 
͙͙͔ͨͪͦͪͭͭ͊ ͨͦͪͭ͊ ͙͙͡Σ ͙ͨͪ ͍ͪ͊ͤͦͤ͊͘;͙ͤͦͫͭ 
͙͙͔ͨͪͦͪͭͭ͊ τ ͨ ͦ ͔ͤͦͣͪͯ ͨͦͪͭ͊. 
˹͚͊ͫͭͪͦ͊͟ ͍ͦͣͦ͗ͤ͊͘ ͭͦ͡Έͦ͟ ͙ͨͪ ͔ͪ͊͋ͦͭ Port-Channel 
͍ ͔͙͔ͪ͗ͣ LACP. 

no lacp max-bundle ̂ͫ ͍͙ͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console # configure   

console ( config )#  
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͙́͊͋͡ͼ͊ 99 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

port-channel load-balance 
{src-dst-mac-ip | 
ǎǊŎπŘǎǘπƳŀŎ μ src-dst-ip | 
ǎǊŎπŘǎǘπƳŀŎπƛǇπǇƻǊǘ μ 
ŘǎǘπƳŀŎ μ Řǎǘ-ip | src-mac | 
src-ip} [mpls-aware] 

τ/src-dst-mac-ip 

˭͊͒͊ͭΈ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͎͙ͤ͊ͪͯ͘͟ ͒͡Ύ ͔͎͙͙ͫͭͪ͊ͭ ˩˿˸˾ 
͙ ͒͡Ύ ͎ͪͯͨͨ· ͎͔͎͙͍͊ͪͪͦ͊ͤͤ·ͻ ͍ͨͦͪͭͦΦ 
- src-dst-mac-ip τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ 
MAC-͔͔͊͒ͪͫ ͙ Lt-͔͔͊͒ͪͫΤ 
- src-dst-mac τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ 
MAC-͔͔͊͒ͪͫΤ 
- src-dst-ip τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ Lt-
͔͔͊͒ͪͫΤ 
- src-dst-mac-ip-port τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ 
͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ a!/-͔͔͊͒ͪͫΣ Lt-͔͔͊͒ͪͫ ͙ ¢/t-͔ͨͦͪͭ 
ͤ͊ͤ͊͘;͔͙ͤΎ; 
- dst-mac τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ a!/-
͔͔͊͒ͪͫ ͨͦͯ͡;͔͊ͭ͡ΎΤ 
- dst-ip τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ Lt-
͔͔͊͒ͪͫ ͨͦͯ͡;͔͊ͭ͡Ύ. 
- mpls-aware τ ͍ ͟͡Ό;͔͙͔ͤ ͙͎ͨ͊ͪͫͤ͊ [3/L4-͎͍͍͊ͦͦͦ͘͟͡ 
͔͍ͨ͊ͭͦ͟ ͫ at[{-͔͙ͣͭ͊ͣ͟ ͒͡Ύ ͍͔͎ͫͦ ͚͍ͯͫͭͪͦͫͭ͊Φ ˢͭͯ͊͟͡Έͤͦ 
ͭͦ͡Έͦ͟ ͫ ͔͙͙ͪ͗ͣ͊ͣ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͨͦ [3/L4-͎͍͊ͦͦ͊ͣ͘͟͡ 
͔ͨ͊ͭ͊͟Φ 

no port-channel load-bal-
ance 

ˤ͍ͦͪ͊ͭ͘ ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͎͙ͤ͊ͪͯ͘͟ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 100 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show interfaces channel-
group [group]  

group: (1..48) 
˽ͦ͊͊ͭ͘͟Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͎͔ͪͯͨͨ ͍͊ͤ͊ͦ͟͡. 

5.13.1 ˿͙ͭ͊ͭ;͔͙͔ͫ͟ ͎ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ 

̅ͯͤ͟ͼ͙͔͚ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎ͪͯͨͨ LAG Ύ͍͡Ύ͔ͭͫΎ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͤͫͦ͟͡Έ͙͟ͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͍͊ͤ͊ͦ͟͡ ͍ ͙ͦ͒ͤΣ 
;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͍͔͙ͯ͡;͙ͭΈ ͨͪͦͨͯͫͤͯ͟Ό ͫͨͦͫͦ͋ͤͦͫͭΈ ͊ͤ͊͊͟͡ ͙ ͍ͨͦ·͙ͫͭΈ ͔͎ͦ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍ͦͫͭΈΦ ˨͡Ύ 
͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎ͪͯͨͨ ͙͙͔ͨͪͦͪͭͭ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍͊ͤ͊ͦ͟͡ ͍ ͦ͋Ά͔͙͔͒ͤͤͤͦͣ ͨͯ;͔͟ ͔ͤ ͔͊͒͊ͭͫ͘ΎΦ 

 

˨͡Ύ ͍͟͡Ό;͔͙ͤΎ ͪ͊͋ͦͭ · ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͍͔ͫͦͫͭ͊ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͎ͪͯͨͨ· ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͦ͟π
ͣ͊ͤ͒ͯ ŎƘŀƴƴŜƭ-ƎǊƻǳǇ ϑƎǊƻǳǇϒ ƳƻŘŜ ƻƴ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͍͔͍ͦͦͭͭͫͭͯΌ΅͔͎ͦ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊Φ 

5.13.2 ˽ͪͦͭͦͦ͟͡ ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ [!/t 

̅ͯͤ͟ͼ͙͔͚ ͨͪͦͭͦͦ͊͟͡ Link Aggregation Control Protocol (LACPύ Ύ͍͡Ύ͔ͭͫΎ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͤͫͦ͟͡Έ͙͟ͻ 
ͺ͙͙͘;͔͙ͫ͟ͻ ͍͊ͤ͊ͦ͟͡ ͍ ͙ͦ͒ͤΦ ˢ͎͔͎͙͍͙͔ͪͪͦ͊ͤ ͍͊ͤ͊ͦ͟͡ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍͔͙ͯ͡;͔͙ͤΎ ͚ͨͪͦͨͯͫͤͦ͟ 
͙ͫͨͦͫͦ͋ͤͦͫͭ ͊ͤ͊͊͟͡ ͙ ͍ͨͦ·΄͔͙ͤΎ ͔͎ͦ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍͙ͦͫͭΦ [!/t ͍ͨͦͦ͘͡Ύ͔ͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͭͪ͊ͺ͙͟ ͨͦ 
ͦ͋Ά͔͙͔͒ͤͤͤ·ͣ ͊ͤ͊͊ͣ͟͡ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ  ͊͒͊ͤͤ͘·͙ͣ ͙͙͔͙ͨͪͦͪͭͭ͊ͣΦ 
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˨͡Ύ ͍͟͡Ό;͔͙ͤΎ ͪ͊͋ͦͭ· ͙͔ͤͭͪͺ͔͚ͫ͊ ͨͦ ͨͪͦͭͦͦͯ͟͡ [!/t ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͦͣ͊ͤ͒ͯ͟ 
channelπgroup {group} ƳƻŘŜ ŀǳǘƻ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͎ͦ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 101 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

lacp system-priority value 
value: (1..65535)/1 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͙͙͔ͪͦͪͭͭ ͙͔ͫͫͭͣ·Φ 

no lacp system-priority  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 102 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

lacp timeout {long | short} 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
ͤ͊͘;͔͙͔ͤ long 

͍͙̂ͫͭ͊ͤͦͭΈ ͙͙͙͍͊͒ͣͤͫͭͪ͊ͭͤ·͚ ͚ͭ͊ͣ͊ͯͭ ͨͪͦͭͦͦ͊͟͡ [!/t: 
- long τ ͒ ͙͔ͭ͡͡Έ͔ͤͦ ͍͔ͪͣΎ ͚ͭ͊ͣ͊ͯͭ͊; 
- short τ ͣ ͔͊ͦ͡ ͍͔ͪͣΎ ͚ͭ͊ͣ͊ͯͭ͊. 

no lacp timeout  ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lacp port-priority value 
value: (1..65535)/1 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͙͙͔ͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ 

no lacp port-priority  ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lacp force-up 

τ/͍·͟͡Ό;͔ͤͦ 

˽͙͙͔ͪͤͯ͒ͭ͡Έͤͦ ͍͙͒ͦ͋͊ͭΈ ͙͔ͤͭͪͺ͔͚ͫ ͍ LACP, ͍ ͔ͤ ͍͙͙͙͊ͫͣͦͫͭ͘ 
ͦͭ ͙ͤ͊͡;͙Ύ lacp pdu ͫ  ͍͔͚ͦͭͭͤͦ ͫͭͦͪͦͤ·Φ 

no lacp force-up ˻͔͙ͭͣͤͭΈ ͙͙͔ͨͪͤͯ͒ͭ͡Έ͔ͤͦ ͍͔͙͔͒ͦ͋͊ͤ͡ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ LACP. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 103 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show lacp {gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port} [pa-
rameters | statistics | pro-
tocol-state] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4);  

˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͨͪͦͭͦͦ͟͡ [!/t ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ 
9ǘƘŜǊƴŜǘΦ ˩͙ͫ͡ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ· ͔ͤ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎΣ 
ͭͦ ͔͋ͯ͒ͭ ͨͦ͊͊ͤ͊͘͟ ͍ͫΎ ͙ͤͺͦͪͣ͊ͼ͙ΎΦ 
- parameters τ ͨ ͦ͊͘͟·͍͔͊ͭ ͔ͨ͊ͪ͊ͣͭͪ· ͚͙ͤ͊ͫͭͪͦ͟ 
ͨͪͦͭͦͦ͊͟͡; 
- statistics τ ͨ ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡Τ 
- protocol-state τ ͨ ͦ͊͘͟·͍͔͊ͭ ͫͦͫͭͦΎ͙͔ͤ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡. 

show lacp port-channel 
[group] 

group: (1..48) 
˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͨͪͦͭͦͦ͟͡ [!/t ͒͡Ύ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΦ  
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˿ͦ͒͊ͭ͘Έ ͔͍ͨͪͯΌ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦΣ ͪ͊͋ͦͭ͊Ό΅ͯΌ ͨͦ ͨͪͦͭͦͦͯ͟͡ [!/t ͙ ͍͟͡Ό;͊Ό΅ͯΌ ͍͒͊ ͙͔ͤͭͪͺ͔͚ͫ͊ 
Ethernet τ о ͙ пΦ ˿ͦͪͦͫͭ͟Έ ͪ͊͋ͦͭ· ͎ͪͯͨͨ· τ мллл ˸͙͋ͭκͫΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͙͙͔ͨͪͦͪͭͭ ͙͔ͫͫͭͣ· τ 6, 
͙͙͔ͨͪͦͪͭͭ· мн ͙ мо ͒͡Ύ ͍ͨͦͪͭͦ о ͙ п ͍͔͍͔ͫͦͦͭͭͫͭͤͤͦΦ 

console# configure  

console( config)# lacp system - priority  6 

console(config)# interface port - channel  1 

console(config - if)# speed 10000  

console(config - if)# exit  

console(config)# interface TengigabitEthernet  1/0/3  

console(config - if)# speed 10000  

console(config - if)# channel - group  1 mode auto  

console(config - if)# lacp port - priority  12  

console(config - if)# exit  

console(config)# interface TengigabitEthernet  1/0/4  

console(config - if)# speed  10000  

console(config - if)# channel - group  1 mode auto  

console(config - if)# lacp  port - priority  13  

console(config - if)# exit  

5.13.3 ˹͚͊ͫͭͪͦ͊͟ ͭ ͔ͻ͎͙͙ͤͦͦ͡ Multi -Switch Link Aggregation Group (MLAG) 

˴͊͟ ͙ [!DΣ ͍͙ͪͭͯ͊͡Έͤ·͔ [!D ͍ͨͦͦ͘͡ΎΌͭ ͦ͋Ά͔͙͙͒ͤͭΈ ͦ͒ͤͯ ͙͙͡ ͔ͤͫͦ͟͡Έͦ͟ 9ǘƘŜǊƴŜǘ-͙͙͚ͤ͡ ͒͡Ύ 
͍͔͙ͯ͡;͔͙ͤΎ ͙ͫͦͪͦͫͭ͟ ͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍͙ͦͫͭΦ a[!D ͭ͊͟ ͔͗ ͙͍͔ͫͭͤ͊͘ ͊͟͟ ±t/ ό±ƛǊǘǳŀƭ ǇƻǊǘ-
ŎƘŀƴƴŜƭύΦ ˽͙ͪ ͦ͋·;ͤͦͣ [!D ͎͔͎͙͍͊ͪͪͦ͊ͤͤ·͔ ͙͙͙ͤ͡ ͒ͦ͗ͤ͡· ͋·ͭΈ ͤ͊ ͦ͒ͤͦͣ ͺ͙͙͘;͔ͫͦͣ͟ ͚͍͔ͯͫͭͪͦͫͭΣ ͍ 
ͫͯ͡;͔͊ ͔͗ ͫ ±t/ ͎͔͎͙͍͊ͪͪͦ͊ͤͤ·͔ ͙͙͙ͤ͡ ͤ͊ͻͦ͒ΎͭͫΎ ͤ͊ ͪ͊ͤ͘·ͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͚͍ͯͫͭͪͦͫͭ͊ͻΦ ̅ͯͤ͟ͼ͙Ύ ±t/ 
͍ͨͦͦ͘͡Ύ͔ͭ ͔͙͙ͫͦ͒ͤͭΈ ͍͒͊ ͺ͙͙͘;͔͙ͫ͟ͻ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͦ͒ͤͦ ͍͙ͪͭͯ͊͡Έ͔ͤͦΦ  

 

˽͙ͪ ͚͔ͤ͊ͫͭͪͦ͟ VPC ͤ ͊ ͎͍ͦ͒ͤͦͪ͊ͤͦ·ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻ ͒ͦ͗ͤ͊͡ ͋·ͭΈ ͙͍ͦ͒ͤ͊ͦ͊͟Ύ ͍͔͙ͪͫΎ 
͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎΦ 
 

 

VPC Port-/ƘŀƴƴŜƭ ͙ͦͤͭͪͦͪͯ͟͡ΌͭͫΎ ͭͦ͡Έͦ͟ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͫ ͪͦ͡ΈΌ tǊƛƳŀǊȅΣ ͦͣͣͯͭ͊͟π
ͭͦͪ {ŜŎƻƴŘŀǊȅ ͙ͫͨͦ͡Έ͔ͯͭ͘ ͚͙ͤ͊ͫͭͪͦ͟ tǊƛƳŀǊȅΦ 
 

 

˹͔͡Έ͘Ύ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͚ͤ͊ͫͭͪͦͯ͟ switchport forbidden default-vlan ͒ ͡Ύ peer-linkΣ ͭ͊͟ ͊͟͟ 
ͭͪ͊ͺ͙͟ ͨͪͦͭͦͦ͊͟͡ VPC ͨ ͔͔͔ͪ͒͊ͭͫΎ ͍ default vlan ͟ ͊͟ untagged. 
 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 104 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

vpc domain domain_id 

domain_id: (1..255) 

˿ͦ͒͊ͭ͘Έ VPC-͔͒ͦͣͤΦ 
˹͊ ͦ͒ͤͦͣ ͚͍͔ͯͫͭͪͦͫͭ ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦ͒͊ͤ͘ ͭͦ͡Έͦ͟ 
͙ͦ͒ͤ ͔͒ͦͣͤ ±t/Φ ˹͊ ͨ͊ͪͤ·ͻ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͔͒ͦ͗ͤ͡ 
͋·ͭΈ ͙͍ͦ͒ͤ͊ͦ͟·͚ ±t/-͔͒ͦͣͤΦ 

no vpc domain domain_id ͙̂͒͊ͭ͡Έ VPC-͔͒ͦͣͤ c ͯ ͚͍ͫͭͪͦͫͭ͊Φ 
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vpc group group_id 

group_id: (1..63) 

˿ͦ͒͊ͭ͘Έ VPC-͎ͪͯͨͨͯΦ ˨͡Ύ ͎͊͗͒ͦͦ͟ ͎͔͎͙͍͎͊ͪͪͦ͊ͤͤͦͦ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ͒ ͦ͗ͤ͊͡ ͋·ͭΈ ͫͦ͒͊ͤ͊͘ ͔ͦͭ͒͡Έͤ͊Ύ ±t/-͎ͪͯͨͨ͊Φ ˹͊ ͨ͊ͪπ
ͤ·ͻ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͔ͤͦͣͪ͊ ±t/-͎ͪͯͨͨ ͒ͦ͗ͤ͡· ͍ͫͦͨ͊͒͊ͭΈΦ 

˿͔ͯͣͣ͊ͪͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ±t/-͎ͪͯͨͨ ͔ͤ ͔ͣͦ͗ͭ ͔ͨͪπ
͍·͙ͫͭΈ пуΦ 

no vpc group group_id ͙̂͒͊ͭ͡Έ VPC-͎ͪͯͨͨͯ c ͯ ͚͍ͫͭͪͦͫͭ͊Φ 

vpc  
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ ±t/Φ ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͨͦͫ͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
VPC. 

no vpc ˤ·͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ±t/Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VPC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VPC:  

console(config)# vpc domain  domain_id  

console(config - vpcdomain)#  

͙́͊͋͡ͼ͊ 105 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ VPC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

peer link group 
group: (1..48) 

˹͊ͤ͊͘;͙ͭΈ Port-/ƘŀƴƴŜƭ ͍ ͊͟;͔͍͔ͫͭ ǇŜŜǊ-link. 

no peer link  ˮͫ͟͡Ό;͙ͭΈ Port-Channel ͙ ͘ ͯ;͙͊ͫͭΎ ͍ VPC. 

peer detection 
 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ peer detection protocol. 
Peer-detection τ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͚ ͔ͣͻ͙͊ͤͣ͘, 
͔͔ͦ͋ͫͨ;͙͍͊Ό΅͙͚ ͺͯͤ͟ͼ͙͙͍͙͔ͦͤͪͦ͊ͤ VPC ͍  ͫͯ͡π
;͔͊ ͦ͋ͪ·͍͊ peer-link. ˽ͦΉͭͦͣͯ ͔͊ͨͪ͘΅͔͊ͭͫΎ ͙ͫπ
ͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ǇŜŜǊ-ƭƛƴƪ ͒͡Ύ ͎͙ͦͪ͊ͤ͊͘ͼ͙͙ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ǇŜŜǊ-detection. 

no peer detection ˤ·͟͡Ό;͙ͭΈ peer detection protocol. 

peer detection interval 
msec 

msec: (200..4000 )/700 
ms 

˭͊͒͊ͭΈ ͙ͤͭ ͔͍ͪ͊͡ ͍͙ͦͭͨͪ͊͟ ͫͦͦ͋΅͔͙͚ͤ peer detection pro-
tocol. 

no peer detection interval  ̂ ͍͙ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

peer detection timeout 
msec 
 

msec: 
(700..14000)/3500ms 

˭͊͒͊ͭΈ ͍͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͦ ͍͔ͭͭ͊ peer detection protocol. 

no peer detection timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

peer detection ipaddr 
dest_ipaddress 
source_ipaddress [port 
udp_port] 
 

udp_port: 
(1..65535)/50000 

˹͙͊ͫͭͪͦͭΈ IP-͔͊͒ͪͫ ͨͦͯ͡;͔͊ͭ͡Ύ ͔͍ͨ͊ͭͦ͟Σ IP-͔͊͒ͪͫ ͍͙ͦͭͨͪ͊π
͔ͭ͡Ύ ͙ UDP-ͨͦͪͭ ͒ ͡Ύ peer detection protocol. 

no peer detection ipaddr ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

peer keepalive 

τ 

ˤ͟͡Ό;͙ͭΈ ͫ ͯ͗͋ͯ͡ ƪŜŜǇŀƭƛǾŜ. 

no peer keepalive ˤ·͟͡Ό;͙ͭΈ ͫ ͯ͗͋ͯ͡ ƪŜŜǇŀƭƛǾŜ. 

peer keepalive timeout sec 

sec: (2..15)/5 

˭͊͒͊ͭΈ ͍͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘ ͼ͔͙ͦͫͭͤͦͫͭ͡ 
peer-link. 

no peer keepalive timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 
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role priority value value: (1..255)/100 

͍͙̂ͫͭ͊ͤͦͭΈ ͙͙͔ͨͪͦͪͭͭ ͚͍ͯͫͭͪͦͫͭ͊Φ ͚͍̂ͫͭͪͦͫͭͦ ͫ ͔ͣͤΈ΄͙ͣ 
ͤ͊͘;͔͙͔ͤͣ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘;͔ͤͦ tǊƛƳŀǊȅΦ 

no role priority ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

system mac-addr mac_ad-
dress τ 

͍͙̂ͫͭ͊ͤͦͭΈ MAC-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͒͡Ύ ͍͙ͦͭͨͪ͊͟ ͍ VPC-ͨͦͪͭ·Φ 

no system mac-addr ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

system priority value 

value: (1..65535)/32767 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͙͙͔ͪͦͪͭͭ ͙͔ͫͫͭͣ· ͒͡Ύ ͍͙ͦͭͨͪ͊͟ ͍ VPC-ͨͦͪͭ·Φ 
˨͔ͦ͗ͤ͡ ͋·ͭΈ ͙͍ͦ͒ͤ͊ͦ͟·͚ ͤ͊ ͙ͦ͋ͦͻ ͚͍ͯͫͭͪͦͫͭ͊ͻΦ 

no system  ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VPC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VPC-group:  

console(config)# vpc group  group - id  

console(config - group)#  

͙́͊͋͡ͼ͊ 106 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ VPC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

domain domain_id 
domain_id: (1..255) 

͍͙̂ͫͭ͊ͤͦͭΈ VPC-gǊƻǳǇ ;͔ͤͦͣ͡ ±t/-͔͒ͦͣͤ͊Φ 

no domain domain_id ˮͫ͟͡Ό;͙ͭΈ VPC-gǊƻǳǇ ͙͘ ±t/-͔͒ͦͣͤ͊Φ 

vpc-port group 
group: (1..48) 

˨͍͙ͦ͋͊ͭΈ Port-/ƘŀƴƴŜƭ ͍ ±t/-͎ͪͯͨͨͯΦ 

no vpc-port group ˮͫ͟͡Ό;͙ͭΈ Port-Channel ͙ ͘ VPC-͎ͪͯͨͨ· 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 107 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show vpc τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͦͤ͟ͅ ͙͎ͯͪ͊ͼ͙͙ ±t/. 

show vpc group id τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͭͯ͟΅͔ͣ ͫͦͫͭͦΎ͙͙ͤ ±t/ DǊƻǳǇ ƛŘ. 

show vpc peer-detection τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫͦͫͭͦΎ͙͔ͤ ͫ ͯ͗͋͡· ǇŜŜǊ ŘŜǘŜŎǘƛƻƴ ǇǊƻǘƻŎƻƭΦ 

show vpc role τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͙ͪͦ͡ ͚͍ͯͫͭͪͦͫͭ͊. 

show vpc statistics peer { 
keepalive |  link | detection 
} 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͦͫͭͦΎ͙͔ͤ ͫ;͔ͭ;͙͍ͦ͟ ͫͯ͗͋͡· VPC. 

5.14 ˹͚͊ͫͭͪͦ͊͟ IPv4-͔͊͒ͪͫ͊ͼ͙͙ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤ· ͦͣ͊ͤ͒͟· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ IP-͔͊͒ͪͫ͊ͼ͙͙Σ ͙ͭ͊͟ͻ 
͊͟͟ IP-͔͊͒ͪͫΣ ͣ͊ͫ͊͟ ͔͙ͨͦ͒ͫͭΣ ΄͡Ό͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ ˹͚͊ͫͭͪͦ͊͟ ͍ͨͪͦͭͦͦͦ͟͡ 5b{ ͙ !wt ͙ͦͨͫ͊ͤ͊ ͍ 
͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͔ͪ͊͒͊͘͡ͻ ͔͒ͦͯͣͤͭ͊͟ͼ͙͙Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΣ VLAN, 

Loopback 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΣ ͙͔ͤͭͪͺ͔͚ͫ ͊VLANΣ ͙͔ͤͭͪͺ͔͚ͫ͊ [ƻƻǇōŀŎƪΦ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 108 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊  

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip address ip_address {mask 
| prefix_length} 

prefix_length: (8..32) 

˹͊ͤ͊͘;͙ͭΈ ͊͒͊ͤͤͦͣͯ͘ ͙͔ͤͭͪͺ͔͚ͫͯ IP-͔͊͒ͪͫ͊ ͙ ͙ͣ͊ͫ͟ ͨͦ͒π
͔͙ͫͭΦ 

˭ͤ͊;͔͙͔ͤ ͙ͣ͊ͫ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͊ͨͫ͊ͤͦ͘ ͙͋ͦ͡ ͍ ͺͦͪπ
͔ͣ͊ͭ ̆Φ̆Φ̆Φ̆Σ ͙͋ͦ͡ ͍ ͺ͔ͦͪͣ͊ͭ κbΣ ͎͔͒ b τ ͙ͦ͟͡;͔π
͍ͫͭͦ ͔͙͙͒ͤͼ ͍ ͍͙͒ͦ;ͤͦͣ ͔͍͔͙͙ͨͪ͒ͫͭ͊ͤ͡ ͙ͣ͊ͫ͟Φ 

no ip address [IP_address] ͙̂͒͊ͭ͡Έ IP-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ.͊  

ip address dhcp 

τ 

˽ͦͯ͡;͙ͭΈ IP-͔͊͒ͪͫ ͒͡Ύ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͭ 5I/t-
͔͍͔ͫͪͪ͊Φ 

˹͔ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ loopback-͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no ip address dhcp ˭͔͙͊ͨͪͭͭΈ ͙ ͫͨͦ͡Έ͍͙ͦ͊ͤ͘ ͔ͨ ͪͦͭͦͦ͊͟͡ DHCP ͒ ͡Ύ ͨͦͯ͡;͔͙ͤΎ IP-
͔͊͒ͪͫ͊ ͍·͋ͪ͊ͤͤ·ͣ ͙͔ͤͭͪͺ͔͚ͫͦͣΦ 

ip unnumbered [vlan 
vlan_id | loopback loop-
back_id] 

vlan_id: (1..4094); 
loopback_id: (1..64) 

˾͔͊ͪ͘΄͙ͭΈ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣͯ ͙͔ͤͭͪͺ͔͚ͫͯ ͙͍͍͊ͣͫͭͦ͊ͭ͘Έ IP-
͔͊͒ͪͫ͊ VLAN ͙  Loopback-͙͔ͤͭͪͺ͔͚ͫ͊. 

no ip unnumbered ˻ͭ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͙͍͍͙͊ͣͫͭͦ͊ͤ͘Ύ ͔͊͒ͪͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 109 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip default-gateway ip_ad-
dress 

τκ΄͡Ό͘ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ ͔ͤ ͊͒͊ͤ͘ 

˭͊͒͊ͭΈ ͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͊͒ͪͫ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ  

no ip default-gateway  ͙̂͒͊ͭ͡Έ ͤ͊ͤ͊͘;͔ͤͤ·͚ ͔͊͒ͪͫ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip helper-address {ip_inter-
face | all} ip_address 
[udp_port_list] 

τκ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔͔ͪ͊͒ͪͫ͊ͼ͙Ό ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ UDP-͔͍ͨ͊ͭͦ͟ 
ͤ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͔͊͒ͪͫΦ 
- ip_interface τ IP-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͒͡Ύ ͎ͦͭͦͪͦͦ͟ 
͍·ͨͦͤ͡Ύ͔ͭͫΎ ͚ͤ͊ͫͭͪͦ͊͟Τ 
- all τ ͨ ͍ͦͦ͘͡Ύ͔ͭ ͍·͋ͪ͊ͭΈ ͍͔ͫ IP-͙͔ͤͭͪͺ͔͚ͫ· ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ip_address τ IP-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͤ͊ ͦͭͦͪ͟·͚ ͋ͯ͒ͯͭ 
͔͔͍ͨͪͤ͊ͨͪ͊͡ΎͭΈͫΎ ͔ͨ͊ͭ͟·Φ ˭ͤ͊;͔͙͔ͤ лΦлΦлΦл ͦͭ͟͡Ό;͔͊ͭ 
͔͔͔ͨͪ͊͒ͪͫ͊ͼ͙ΌΤ 
- udp_port_list τ ͫ ͙ͨͫͦ͟ ͍ͨͦͪͭͦ ¦5tΦ ͙͍͔̊ͪͦͦ͟΅͔͊ͭ͡Έͤ·͚ 
ͭͪ͊ͺ͙͟Σ ͍͔ͤ͊ͨͪ͊ͤͤ͡·͚ ͤ͊ ͔͔ͨͪ;͙͔ͫͤͤ͡·͔ ͍ ͙͔ͫͨͫ͟ ͨͦͪͭ·Σ 
ͨͦ ͍͔͎͔͒ͪ͊ͭͫΎ ͔͔͔ͨͪ͊͒ͪͫ͊ͼ͙͙Φ ˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ͦ͋΅͔͔ 
͙ͦ͟͡;͔͍ͫͭͦ ͍ͨͦͪͭͦ ͙ ͔͍͊͒ͪͫͦ ͤ͊ ͚͍ͯͫͭͪͦͫͭͦ τ 128. 

no ip helper-address {ip_in-
terface | all} ip_address 

˻͔͙ͭͣͤͭΈ ͔͔͔ͨͪ͊͒ͪͫ͊ͼ͙Ό ͤ͊ ͊͒͊ͤͤ͘·ͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 110 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear host {* |  word} 
word: (1..158) 
͙͍͍ͫͣͦͦ͡ 

͙̂͒͊ͭ͡Έ ͙ ͘ ͨ͊ͣΎ͙ͭ ͨ ͦͯ͡;͔ͤͤ·͔ ͨͦ ͨͪͦͭͦͦͯ͟͡ DHCP ͘ ͙͙͊ͨͫ 
͍͔͍͙͚ͫͦͦͭͭͫͭ ͙͔ͣͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ ͙ͻ IP-͔͍͊͒ͪͫͦ.  
* τ ͯ ͙͒͊ͭ͡Έ ͍͔ͫ ͍͔͍͙ͫͦͦͭͭͫͭΎΦ 

renew dhcp {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |  
vlan vlan_id |  portπchan-
nel group | oob} [forceπau-
toconfig] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 
vlan_id: (1..4094) 

˻͍͙ͭͨͪ͊ͭΈ ͊ͨͪͦͫ͘ ͟ 5I/t-͔͍͔ͫͪͪͯ ͤ͊ ͍͔͙͔ͦ͋ͤͦͤ͡ IP-͔͊͒ͪͫ͊Φ 
- force-autoconfig τ ͨ ͙ͪ ͍͔͙͙ͦ͋ͤͦͤ͡ IP-͔͊͒ͪͫ͊ ͎͊ͪͯ͗͘ ͔͊ͭͫΎ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ c TFTP-͔͍͔ͫͪͪ͊Φ 

show ip helper-address  
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͭ ͙͊͋͡ͼͯ ͔͔͔ͨͪ͊͒ͪͫ͊ͼ͙͙ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ UDP-
͔͍ͨ͊ͭͦ͟. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC:  

console > 

͙́͊͋͡ͼ͊ 111 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ip interface [vrf {vrf-
name | all} | gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |  
port-channel group |  loop-
back loopback_id |  vlan 
vlan_id |  oob] 

vrf-name: (1..32) 
͙͍ͫͣͦ͊͡; 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
loopback_idΥ όмΧспύ  

vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό IP-͔͊͒ͪͫ͊ͼ͙͙ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͙ ͙͡ ͙ͦ͋͊ͫͭ͡ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ όvrf). 

5.15 ˹͚͊ͫͭͪͦ͊͟ Green Ethernet 

Green Ethernet τ ͔ͭͻ͎͙ͤͦͦ͡ΎΣ ͍ͨͦͦ͘͡ΎΌ΅͊Ύ ͙͙ͫͤͭ͘Έ Ή͔͎͔͔͙͔ͤͪͦͨͦͭͪ͋ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͊͘ ͫ;͔ͭ 
ͦͭ͟͡Ό;͔͙ͤΎ ͙͙ͨͭ͊ͤΎ ͒͡Ύ ͔͙͍ͤ͊ͭͤ͟·ͻ Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͍ͨͦͪͭͦ ͙ ͙͔͔͙ͣͤͤ͘Ύ ͍ͯͪͦͤΎ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͙͎ͫͤ͊͊͡ 
͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͙͒ͤ͡· ͔͊͋͟͡Ύ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 112 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

green-ethernet energyπde-
tect 

τ/ ·͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͔͙͍ͤ͊ͭͤ͟·ͻ 
͍ͨͦͪͭͦ. 

no green-ethernet en-
ergyπdetect 

˻ͭ͟͡Ό;͙ͭΈ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͔͙͍ͤ͊ͭͤ͟·ͻ 
͍ͨͦͪͭͦ. 

green-ethernet short-
reach 

τ/ ·͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ 
ͨͦ͒͟͡Ό;͊ΌͭͫΎ ͚͍ͯͫͭͪͦͫͭ͊ ͫ ͙͚͒ͤͦ͡ ͔͊͋͟͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ 
͔ͣͤΈ΄͔ ͎͍͎ͨͦͪͦͦͦͦ ͤ͊͘;͔͙ͤΎΣ ͍͙͍͔͎ͯͫͭ͊ͤ͊͊ͣͦͦ͡ ͫ ͨͦͣͦ΅ΈΌ 
ͦͣ͊ͤ͒͟· green-ethernet short-reach threshold. 

no green-ethernet 
shortπreach  

˻ͭ͟͡Ό;͙ͭΈ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͤ ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙͒ͤ͡· 
͔͊͋͟͡Ύ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 113 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

green-ethernet energyπde-
tect 

τ/͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 

no green-ethernet en-
ergyπdetect 

˻ͭ͟͡Ό;͙ͭΈ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 

green-ethernet short-
reach 

τ/͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙͒ͤ͡· 
͔͊͋͟͡Ύ. 

no green-ethernet 
shortπreach  

˻ͭ͟͡Ό;͙ͭΈ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙͒ͤ͡· 
͔͊͋͟͡Ύ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 114 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port | 
detailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ƎǊŜŜƴ-ethernet. 

green-ethernet power-me-
ter reset 

τ 
˿͋ͪͦͫ ͙ͭΈ ͫ ;͔ͭ;͙͟ ͙͔͙͔ͣͪͭ͘͡Ύ ͣͦ΅͙ͤͦͫͭΦ 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙͙ͫͭ͊ͭͫͭͯ͟ green-ethernet: 

console# show green - ethernet detailed  

Energy - Detect mode: Disabled  

Short - Reach mode: Disabled  

Power Savings: 82% (0.07W out of maximum 0.40W)  

Cumulative Energy Saved: 0 [Watt*Hour]  

Short - Reach cable length threshold: 50m  

 

Port        Energy - Detect           Short - Reach           VCT Cable  

          Admin Oper Reason    Admin Force Oper Reason     Length  

--------   -----  ----  -------    -----  -----  ----  -------    ----------  

te1/0/1     on   off            on    off  off      

te1/0/2     on   off            on    off  off      

te1/0/3     on   off            on    off  off      

te1/0/4     on   off            on    off  off      

te1/0/5     on   off            on    off  off      

te1/0/6     on   off            on    off  off      

5.16 ˹͚͊ͫͭͪͦ͊͟ IPv6-͔͊͒ͪͫ͊ͼ͙͙ 

5.16.1 ˽ͪͦͭͦͦ͟͡ IPv6 

˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ ͪ͊͋ͦͭͯ ͨͦ ͨͪͦͭͦͦͯ͟͡ IPǾсΦ ˽͔ͦ͒͒ͪ͗͊͟ IPǾс Ύ͍͡Ύ͔ͭͫΎ ͍͊͗ͤ·ͣ 
͙͍͒ͦͫͭͦͤͫͭͦͣΣ ͨͦͫͦ͟͡Έͯ͟ ͨͪͦͭͦͦ͟͡ IPǾс ͙͍ͨͪ͊ͤ͘Σ ͍ ͔͔͙͍͔ͨͪͫͨͭ͟Σ ͨͦͤͦͫͭ͡ΈΌ ͔͙͊ͣͤͭ͘Έ ͔͊͒ͪͫ͊ͼ͙Ό 
ͨͪͦͭͦͦ͊͟͡ IPǾпΦ ˽ͦ ͍͔͙ͫͪ͊ͤͤΌ ͫ IPǾп ͨͪͦͭͦͦ͟͡ IPǾс ͙͔͔ͣͭ ͪ͊ͫ΄͙͔͔ͪͤͤͦ ͔͔͊͒ͪͫͤͦ ͍ͨͪͦͫͭͪ͊ͤͫͭͦ τ 128 
͙͋ͭ ͍͔ͣͫͭͦ онΦ ˢ͔͒ͪͫ IPǾс ͔͍ͨͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ у ͍͋ͦͦ͟͡Σ ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͍͔͒ͦͭͦ;͙͔ͣΣ ͍ ͊͗͒ͦͣ͟ ͔͋ͦ͟͡ мс 
͙͋ͭΣ ͙͊ͨͫ͊ͤͤ͘·ͻ ͍ ͍͙͔͒ ;͔ͭ·͔ͪͻ ΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;ͤ·ͻ ;͙͔ͫ͡Φ 

˽͙ͦͣͣͦ ͍͔͙ͯ͡;͔͙ͤΎ ͔͎͊͒ͪͫͤͦͦ ͍ͨͪͦͫͭͪ͊ͤͫͭ͊ ͨͪͦͭͦͦ͟͡ IPǾс ͙͔͔ͣͭ ͙͔ͪ͊ͪͻ͙;͔ͫͯ͟Ό ͫͻ͔ͣͯ 
͔͊͒ͪͫ͊ͼ͙͙Σ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͎͔͎͊ͪ͊ͼ͙Ό ͣ͊ͪ΄͍ͪͯͭͦΣ ͯͨͪͦ΅͔͊ͭ ͙ͭ͊͋͡ͼͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Σ ͙ͨͪ Ήͭͦͣ 
Ήͺͺ͔͙͍ͭͤͦͫͭ͟Έ ͪ͊͋ͦͭ· ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ ͍ͨͦ·΄͔͊ͭͫΎ ͊͘ ͫ;͔ͭ ͔ͣͻ͙͊ͤͣ͊͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͙ͫͦͫ͒ͤͻ ͍ͯͦ͘͡Φ  

˶ͦ͊͟͡Έͤ·͔ ͔͊͒ͪͫ͊ IPv6 (IPv6Z) ͍ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͤ͊ͤ͊͘;͊ΌͭͫΎ ͙͔ͤͭͪͺ͔͚ͫ͊ͣΣ ͨͦΉͭͦͣͯ ͙ͨͪ 
͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ IPv6Z-͔͍͊͒ͪͫͦ ͍ ͙͙͔ͫͤͭ͊ͫͫ͟ ͦͣ͊ͤ͒͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͫ͒ͯ͡Ό΅͙͚ ͺͦͪͣ͊ͭΥ  

<ipv6-link-local-address>%<interface-name> 

͎͔͒: 
interface-name τ ͙ ͣΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊:  
interface-name = vlan<integer> | ch<integer> |<physical-port-name> 
integer = <decimal-number> | <integer><decimal-number> 
decimal-number = 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9  
physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4) 
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˩͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͎ͪͯͨͨ· ͙͙͡ ͔ͤͫͦ͟͡Έ͙͟ͻ ͎ͪͯͨͨ ͨͦ͒ͪΎ͒ ͍ ͔͔͊͒ͪͫ ͨͪͦͭͦͦ͊͟͡ IPǾс ͍ͪ͊ͤͦ 
ͤͯ͡Ό τ ллллΣ ͭͦ ͒͊ͤͤ·͔ ͎ͪͯͨͨ· ͎ͣͦͯͭ ͋·ͭΈ ͦͨͯ΅͔ͤ·Φ ˹͙͔͊ͨͪͣͪΣ ͔͊͒ͪͫ 
C9плΥллллΥллллΥллллΥллллΥллллΥ!5нмΥC9по ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͪ͊͟΅͔ͤ ͒ͦ C9плΥΥ!5нмΥC9поΦ 
˿ͦͪ͊͟΅͔͙ͤΌ ͔ͤ ͎ͣͦͯͭ ͋·ͭΈ ͍͔͎ͨͦ͒ͪͤͯͭ· н ͔͔ͪ͊͒ͤͤ͘͡·͔ ͔͍ͤͯ͡·͔ ͎ͪͯͨͨ· ͙͘-͊͘ ͍ͦ͘π
͙͍͔͙ͤͤͦͤ͟Ύ ͔ͤͦ͒ͤͦͤ͊͘;͙ͤͦͫͭΦ 
 

 

EUI-64 τ Ήͭͦ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟Σ ͫͦ͒͊ͤͤ͘·͚ ͤ͊ ͔͋͊͘ a!/-͔͊͒ͪͫ͊ ͙͔ͤͭͪͺ͔͚ͫ͊Σ Ύ͍͡ΎΌπ
΅͙͚ͫΎ сп ͣ͊͒͡΄͙͙ͣ ͙͙͋ͭ͊ͣ IPv6-͔͊͒ͪͫ͊Φ ˸ˢ˿-͔͊͒ͪͫ ͙͍͔ͪ͊͋͊ͭͫ͘Ύ ͤ͊ ͍͔͒ ;͙͊ͫͭ ͨͦ нп 
͙͋ͭ͊Σ ͔ͣ͗͒ͯ ͦͭͦͪ͟·͙ͣ ͍͒ͦ͋͊͡Ύ͔ͭͫΎ ͦͤͫͭ͊ͤͭ͊͟ CCC9Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 115 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣ ͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ipv6 default-gateway 
ipv6_address  

 

˭͊͒͊ͭΈ ͘ ͤ͊;͔͙͔ͤ ͦ͊͟͡͡Έ͎ͤͦͦ ͔͊͒ͪͫ͊ IPv6-΄͡Ό͊͘ ͨͦ 
ͯͣͦ͡;͙͊ͤΌΦ 

no ipv6 default-gateway 
ipv6_address  

͙̂͒͊ͭ͡Έ ͤ ͚͙͊ͫͭͪͦ͟ IPv6-΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 neighbor ipv6_address 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group | vlan vlan_id} 
mac_address 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

˿ͦ͒͊ͭ͘Έ ͫ ͙ͭ͊ͭ;͔͔ͫͦ͟ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ a!/-͔͊͒ͪͫͦͣ 
͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͔͎ͦ IPv6-͔͊͒ͪͫͦͣΦ 
- ipv6_address τ IPv6-͔͊͒ͪͫ; 
- mac_address τ ˸ ˢ-˿͔͊͒ͪͫ. 

no ipv6 neighbor 
[ipv6_address] 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group | vlan vlan_id]  

͙̂͒͊ͭ͡Έ ͫ ͙ͭ͊ͭ;͔͔ͫͦ͟ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ a!/-͔͊͒ͪͫͦͣ 
͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͔͎ͦ IPv6-͔͊͒ͪͫͦͣΦ 

ipv6 icmp error-interval 
milliseconds [bucketsize] 

milliseconds: 
(0..2147483647)/100; 
bucketsize: (1..200)/10 

˭͊͒͊ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͒͡Ύ L/atǾс-ͫͦͦ͋΅͔͙͚ͤ ͦ͋ 
ͦ΄͙͋͊͟ͻΦ 

no ipv6 icmp error-interval ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ipv6 route 
prefix/ prefix_length 
{gateway} [metric] 
[distance distance] 

prefix: X:X:X:X::X; 
prefix_length: (0..128); 
metric: (1..65535)/1; 
distance (1..255)/1 

˨͍͙ͦ͋͊ͭΈ ͫ ͙ͭ͊ͭ;͔͙ͫ͟ ͚ͣ ͊ͪ΄ͪͯͭ IPv6. 
- prefix τ ͫ ͔ͭΈ ͤ͊ͤ͊͘;͔͙ͤΎΤ 
- prefix_length τ ͨ ͔ͪͺ͙ͫ͟ ͙ͣ͊ͫ͟ ͔͙ͫͭ ό͙ͦ͟͡;͔͍ͫͭͦ ͔͙͙͒ͤͼ ͍ 
͔ͣ͊ͫ͟ύΤ 
- gateway τ ́ ͡Ό͘ ͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ ͔͙ͫͭ ͤ͊ͤ͊͘;͔͙ͤΎ; 
- distance τ ͊ ͙͙͙͍͒ͣͤͫͭͪ͊ͭͤ͊Ύ ͙͒ͫͭ͊ͤͼ͙Ύ ͣ͊ͪ΄ͪͯͭ͊Φ 

no ipv6 route prefix 
/prefix_length [gateway] 

͙̂͒͊ͭ͡Έ ͫ ͙ͭ͊ͭ;͔͙͚ͫ͟ ͣ͊ͪ΄ͪͯͭ IPv6. 

ipv6 unicast-routing 
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ ͦ ͔͒ͤͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

no ipv6 unicast-routing ˻ͭ͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ ͦ ͔͒ͤͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 



 

154  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

ipv6 distance {ospf {inter-
as | intra-as} | static} 
distance 

distance 
(1.255)/static:1, 
OSPF intra-as:30, 
OSPF inter-as:110 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͙͙͙͍͚͊͒ͣͤͫͭͪ͊ͭͤͦ ͙͒ͫͭ͊ͤͼ͙͙ όAD) ͒ ͡Ύ 
͍͔ͫͻ ͣ͊ͪ΄͍ͪͯͭͦ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙ͭͨ͊Φ 
- ospf inter-as τ ͯ ͍͙ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ AD ͒ ͡Ύ ͔ͣ͗ͦͤ͊͘͡Έͤ·ͻ 
ͣ͊ͪ΄͍ͪͯͭͦΣ ͙ͨͪͤΎͭ·ͻ ͨͦ ͨͪͦͭͦͦͯ͟͡ OSPF; 
- ospf intra-as τ ͯ ͍͙ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ AD ͒ ͡Ύ 
͍͙ͤͯͭͪͦͤ͊͘͡Έͤ·ͻ ͣ͊ͪ΄͍ͪͯͭͦΣ ͙ͨͪͤΎͭ·ͻ ͨͦ ͨͪͦͭͦͦͯ͟͡ OSPF; 
- static τ ͯ ͍͙ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ AD ͒ ͡Ύ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ 
ͣ͊ͪ΄͍ͪͯͭͦ. 

no ipv6 distance {ospf 
{inter-as | intra-as} | 
static} 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ (VLAN, Ethernet, Port-Channel) 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 116 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό9ǘƘŜǊƴŜǘΣ ±[!bΣ Port-channel) 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ipv6 enable 
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ IPǾс ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no ipv6 enable ˻ͭ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ IPǾс ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast] 

prefix-length: (0..128) 
((0..64) ͔ ͙ͫ͡ 

͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͨ͊ͪ͊ͣͭͪ 
eui-64) 

˭͊͒͊ͭΈ IPv6-͔͊͒ͪͫ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 
- ipv6_address τ IPv6-͔͊͒ͪͫΣ ͤ͊ͤ͊͘;͔ͤͤ·  ͚͙͔ͤͭͪͺ͔͚ͫͯ όу 
͍͋ͦͦ͟͡, ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͍͔͒ͦͭͦ;͙͔ͣΣ ͍ ͊͗͒ͦͣ͟ ͔͋ͦ͟͡ мс ͙͋ͭΣ 
͙͊ͨͫ͊ͤͤ͘·ͻ ͍ ͍͙͔͒ ;͔ͭ·͔ͪͻ ΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;ͤ·ͻ ;͙͔ͫ͡ύΤ 
- prefix_length τ ͙͒ͤ͊͡ ͔ͨͪͺ͙ͫ͊͟ IPv6 τ ͔͒ͫΎ͙ͭ;͔ͤͦ ;͙ͫͦ͡ 
τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͫͭ͊ͪ΄͙ͻ ͙͋ͭ ͔͊͒ͪͫ͊ ͍ͫͦͫͭ͊͡ΎΌ΅͙ͻ ͔ͨͪͺ͙ͫ͟Τ 
- eui-64 τ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟Σ ͫͦ͒͊ͤͤ͘·͚ ͤ͊ ͔͋͊͘ aAC-͔͊͒ͪͫ͊ 
͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͊ͨͫ͘·͍͔͊ͭͫΎ ͍ сп ͣ͊͒͡΄͙ͻ ͙͋ͭ͊ IPv6-͔͊͒ͪͫ͊Τ 
- anycast τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ ͊͒͊ͤͤ͘·͚ ͔͊͒ͪͫ ŀƴȅŎŀǎǘ-͔͊͒ͪͫ. 

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64] 

͙̂͒͊ͭ͡Έ IPv6-͔͊͒ͪͫ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

ipv6 address autoconfig 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͍͙͊ͭͦͣ͊ͭ;͔ͫ͊͟Ύ 

ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊Σ 
͔͊͒ͪͫ͊ ͔ͤ ͤ͊ͤ͊͘;͔ͤ·Φ 

ˤ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔ͫͯ͟Ό ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό IPv6-͔͍͊͒ͪͫͦ ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ ˢ͔͒ͪͫ͊ ͙͍ͤ͊ͫͭͪ͊͊ΌͭͫΎ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔ͨͪπ
ͺ͙͍ͫͦ͟Σ ͦͭͦͪ͟·͔ ͨͦͯ͡;͔ͤ· ͍ ͫͦͦ͋΅͔͙ͤΎͻ ζwƻǳǘŜǊ 
!ŘǾŜǊǘƛǎŜƳŜƴǘηΦ 

no ipv6 address autoconfig ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ipv6 address ipv6_address/pre-
fix_length link-local 

˽ͦ ͯͣͦ͡;͙͊ͤΌ ͤ͊͘;͔͙͔ͤ 
ͦ͊͟͡͡Έ͎ͤͦͦ ͔͊͒ͪͫ͊Υ 

(FE80::EUI64) 

˭͊͒͊ͭΈ ͦ͊͟͡͡Έͤ·͚ IPv6-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˿ͭ͊ͪ΄͙͔ ͙͋ͭ· ͦ͡π
͊͟͡Έͤ·ͻ IP-͔͍͊͒ͪͫͦ ͍ IPv6 τ FE80:: 

no ipv6 address [ipv6_ad-
dress/prefix-length link-local] 

͙̂͒͊ͭ͡Έ ͡ ͦ͊͟͡Έͤ·͚ IPv6-͔͊͒ͪͫΦ 

ipv6 nd dad attempts at-
tempts_number 

(0..600)/1 

˭͊͒͊ͭΈ ͦ͟ ͙͡;͔͍ͫͭͦ ͫͦͦ͋΅͔͙͚ͤ-͔͍͙͚ͭͪ͋ͦ͊ͤΣ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ 
͙͔ͤͭͪͺ͔͚ͫͦͣ ͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͔ͣͯ ͚͍ͯͫͭͪͦͫͭͯ ͍ ͫͯ͡;͔͊ ͦ͋π
͔͙ͤ͊ͪͯ͗ͤΎ ͙͒ͯ͋͊͟͡ͼ͙͙ ό͙͙͙ͦ͘͟͡͡ύ IPv6-͔͊͒ͪͫ͊Φ 

no ipv6 nd dad attempts ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ipv6 unreachables 

τ/enabled 

ˤ͟͡Ό;͙ͭΈ ICMPv6-ͫͦͦ͋΅͔͙ͤΎ ͦ ͔͙͙͙ͤ͒ͦͫͭ͗ͣͦͫͭ ͔͊͒ͪͫ͊ͭ͊ 
͙ͨͪ ͔͔ͨͪ͒͊;͔ ͔͍ͨ͊ͭͦ͟ ͤ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͙͔ͤͭͪͺ͔͚ͫΦ 

no ipv6 unreachables ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ipv6 mld version version 
version: (1..2)/2 

˻͔͔͙ͨͪ͒ͭ͡Έ ͍ ͔͙ͪͫΌ ͨ ͪͦͭͦͦ͊͟͡ a[5 ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no ipv6 mld version ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               155                   

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Ǉrivileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Ǉrivileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 117 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ipv6 neighbors 
{ipv6_address |  giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |  
port-channel group |  vlan 
vlan_id} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙ͫͦͫ͒ͤͻ IPv6-͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͫͦπ
͔͒ͪ͗͊΅ͯΌͫΎ ͍ ͟Ή΄͔Φ  

clear ipv6 neighbors 
τ 

˻;͙ͫͭ ͙ͭΈ ͟Ή΄Σ ͔ͫͦ͒ͪ͗͊΅͙͚ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙ͫͦͫ͒ͤͻ 
͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͨͦ ͨͪͦͭͦͦͯ͟͡ IPǾсΦ ˮͤͺͦͪͣ͊ͼ͙Ύ 
ͦ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͙͊ͨͫ͘Ύͻ ͫͦͻͪ͊ͤΎ͔ͭͫΎΦ 

show ipv6 distance 
τ 

˽ͦ͊͊ͭ͘͟Έ ͤ͊͘;͔͙͔ͤ ͙͙͙͍͚͊͒ͣͤͫͭͪ͊ͭͤͦ ͙͒ͫͭ͊ͤͼ͙͙ ͒͡Ύ ͪ͊͘π
͙͡;ͤ·ͻ ͙ͫͭͦ;͙͍ͤͦ͟ ͣ͊ͪ΄ͪͯͭ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 118 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ipv6 interface [brief | 
gigabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port |  port-channel 
group |  loopback |  vlan 
vlan_id] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͤ ͚͙͊ͫͭͪͦ͟ ͨͪͦͭͦͦ͊͟͡ IPǾс ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊Φ 

show ipv6 route [summary 
|  local |connected | static 
|  ospf |  icmp | nd |  
ipv6_address/ ipv6_prefix |  
interface {gigabitethernet 
gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port |  port-channel 
group |  loopback |  vlan 
vlan_id}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͭ ͙͊͋͡ͼͯ IPv6-ͣ͊ͪ΄͍ͪͯͭͦΦ 
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5.17 ˹͚͊ͫͭͪͦ͊͟ ͍ͨͪͦͭͦͦͦ͟͡ 

5.17.1 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ 5b{ τ ͫ ͙͔ͫͭͣ· ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ 

˻͍͚ͫͤͦͤͦ ͊͒͊͘;͔͚ ͨͪͦͭͦͦ͊͟͡ DNS Ύ͍͡Ύ͔ͭͫΎ ͔͔͔͙͔ͦͨͪ͒ͤ͡ IP-͔͊͒ͪͫ͊ ͯ͊͘͡ ͔͙ͫͭ όͻͦͫͭ͊ύ ͨͦ ͊ͨͪͦͫͯ͘Σ 
͔ͫͦ͒ͪ͗͊΅͔ͣͯ ͔͎ͦ ͔͔͒ͦͣͤͤͦ ͙ͣΎΦ ˣ͊͊͘ ͒͊ͤͤ·ͻ ͍͔͍͙͚ͫͦͦͭͭͫͭ ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ ͍ͯͦ͘͡ ͔͙ͫͭ ͙ 
͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͙ͣ IP-͔͍͊͒ͪͫͦ ͍͔͔͒ͭͫΎ ͤ͊ DNS-͔͍͔ͫͪͪ͊ͻΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 119 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip domain lookup 
τ/͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ 5b{Φ  

no ip domain lookup ˭͔͙͊ͨͪͭͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ 5b{Φ 

ip dns server 
τ/͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͪ ͊͋ͦͭͯ 5b{-͔͍͔ͫͪͪ͊Φ 

no ip dns server ˤ·͟͡Ό;͙ͭΈ ͪ ͊͋ͦͭͯ 5b{-͔͍͔ͫͪͪ͊Φ 

ip name-server 
{server1_ipv4_address |  
server1_ipv6_address |  
server1_ipv6z_address} 
[server2_address] [...] 

τ 

˻͔͔͙ͨͪ͒ͭ͡Έ IPv4/IPv6-͔͊͒ͪͫ͊ ͒͡Ύ ͒ͦͫͭͯͨͤ·ͻ 5b{-͔͍͔͍ͫͪͪͦΦ  

no ip name-server 
{server1_ipv4_address |  
server1_ipv6_address |  
server1_ipv6z_address} 
[server2_address] [...] 

͙̂͒͊ͭ͡Έ IP-͔͊͒ͪͫ 5b{-͔͍͔ͫͪͪ͊ ͙͘ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨͤ·ͻΦ 

ip domain name name 

name: όмΦΦмруύ ͙͍͍ͫͣͦͦ͡ 

˻͔͔͙ͨͪ͒ͭ͡Έ ͔͔͒ͦͣͤͤͦ ͙ͣΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͔ͦͭͦͪͦ͟ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͎͚ͨͪͦͪ͊ͣͣͦΣ ͒͡Ύ ͔͙͒ͦͨͦͤͤ͡Ύ 
͔͍͙ͤͨͪ͊͡Έͤ·ͻ ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ ό͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ ͔͋͘ ͭͦ;͙͟ύΦ 
˨͡Ύ ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ ͔͋͘ ͭͦ;͙͟ ͍ ͔ͦͤ͟ͼ ͙͔͙ͣͤ ͔͋ͯ͒ͭ 
͍͒ͦ͋͊͡ΎͭΈͫΎ ͭͦ;͊͟ ͙ ͔ͯ͊͊ͤͤͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͔͔͒ͦͣͤͤͦ ͙ͣΎ. 

no ip domain name ͙̂͒͊ͭ͡Έ ͔͔͒ͦͣͤͤͦ ͙ͣΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip host name address1 
[ŀŘŘǊŜǎǎн Χ ŀŘŘǊŜǎǎ8] 

ƴŀƳŜΥ όмΦΦмруύ ͙͍͍ͫͣͦͦ͡ 

˻͔͔͙ͨͪ͒ͭ͡Έ ͫ ͙ͭ͊ͭ;͔͙͔ͫ͟ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͔ͣͤ ͍ͯͦ͘͡ ͔͙ͫͭ Lt-
͔͊͒ͪͫ͊ͣΣ ͍͙͒ͦ͋͊ͭΈ ͯ ͍͔͔ͫͭ͊ͤͦͤͤͦ͡ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͍ ͟Ή΄Φ 
̅ͯͤ͟ͼ͙Ύ ͦ͊͟͡͡Έ͎ͤͦͦ 5b{Φ ˸ͦ͗ͤͦ ͔͔͙ͦͨͪ͒ͭ͡Έ ͒ͦ ͍ͦͫΈ͙ͣ Lt-
͔͍͊͒ͪͫͦ. 

no ip host name ͙̂͒͊ͭ͡Έ ͫ ͙ͭ͊ͭ;͔͙͔ͫ͟ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͔ͣͤ ͍ͯͦ͘͡ ͔͙ͫͭ IP-
͔͊͒ͪͫ͊ͣΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC: 

console # 
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͙́͊͋͡ͼ͊ 120 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear host {name |  * } 
ƴŀƳŜΥ όмΦΦмруύ ͙͍͍ͫͣͦͦ͡ 

͙̂͒͊ͭ͡Έ ͘ ͙͊ͨͫΈ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͔͙ͣͤ ͯ͊͘͡ ͔͙ͫͭ IP-͔͊͒ͪͫͯ ͟Ή΄͊ 
͙͋ͦ͡ ͍͔ͫ ͙͙͊ͨͫ͘ όϝύΦ 

show hosts [name] 

ƴŀƳŜΥ όмΦΦмруύ ͙͍͍ͫͣͦͦ͡ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͙ͫͨͫͦ͟ 5b{-
͔͍͔͍ͫͪͪͦΣ ͙ͫͭ͊ͭ;͔͙͔ͫ͟ ͙ ͟ Ή΄͙͍ͪͦ͊ͤͤ·͔ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͔ͣͤ 
͍ͯͦ͘͡ ͔͙ͫͭ ͙ IP-͔͍͊͒ͪͫͦΦ 
˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔͙ͣͤ ͯ͊͘͡ ͔͙ͫͭΣ 
͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͚ ͔ͣͯ IP-͔͊͒ͪͫΦ 

show ip dns server 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͭ͊ͭͯͫ 5b{-͔͍͔ͫͪͪ͊ ͙ ͙ͫͨͫͦ͟ ͒ͦͫͭͯͨͤ·ͻ 
͔͍͔͍ͫͪͪͦΦ 

show ip dns server cache τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͟ Ή΄ 5b{-͔͍͔ͫͪͪ͊Φ 

show ip dns server cache 
query_name query_type 

query_name: (1..158) 
͙͍͍ͫͣͦͦ͡: 

query_type: (1..255, a, 
ptr, aaaa) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͨ ͦ͒ͪͦ͋ͤ·͚ ͍·͍ͦ͒ ͙͙͊ͨͫ͘Σ ͍͟͡Ό;͊Ό΅͙͚ ͍ ͔ͫ͋Ύ 
͍͔ͦͭͭ· ww ͤ͊ ͒͊ͤͤ·͚ ͊ͨͪͦͫ͘ query_name ͙  query_type. 

show ip dns server 
counters 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͦ͋΅͔͔ ;͙ͫͦ͡ ͍͊ͨͪͦͫͦ͘ ͙ ͦ͋΅͔͔ ;͙ͫͦ͡ ͦ ͍͔͍ͭͭͦ, 
͚͔ͤ͊͒ͤͤ·ͻ ͍ ŎŀŎƘŜ-hit. 

clear ip dns server cache τ ˻;͙͙ͫͭͭΈ ͟Ή΄ 5b{-͔͍͔ͫͪͪ͊Φ 

clear ip dns server 
counters 

τ ˻͙͋ͤͯͭ͡Έ ͫ;͔ͭ;͙͙͟ ͍͊ͨͪͦͫͦ͘ ͙ ͍͔͍ͦͭͭͦΦ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ DNS-͔͍͔ͫͪͪ͊ ͨͦ ͔͊͒ͪͫ͊ͣ мфнΦмсуΦмсΦор ͙ мфнΦмсуΦмсΦоуΣ ͍͙ͯͫͭ͊ͤͦͭΈ ͔͔͒ͦͣͤͤͦ ͙ͣΎ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ τ mes: 

ʩonsole# configure   

console(config)# ip  name- server  192.168.16.35 192.168.16.38  

console(config)# ip  domain  name mes 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͔͍͙͔ͫͦͦͭͭͫͭΥ ͔ͯ͘͡ ͔͙ͫͭ ͫ ͙͔͔ͣͤͣ eltex.mes ͙ ͔͔ͣͭ IP-͔͊͒ͪͫ мфнΦмсуΦмсΦофΥ 

ʩonsole# configure   

console(config)# ip  host eltex.mes 192.168.16.39   

5.17.2 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ !wt  

ARP (Address Resolution Protocol τ ͨͪͦͭͦͦ͟͡ ͔ͪ͊ͪ͘΄͔͙ͤΎ ͔͍͊͒ͪͫͦύ τ ͨͪͦͭͦͦ͟͡ ͊ͤ͊͟͡Έ͎ͤͦͦ 
͍ͯͪͦͤΎΣ ͍·ͨͦͤ͡ΎΌ΅͙͚ ͺͯͤ͟ͼ͙Ό ͔͔͔͙ͦͨͪ͒ͤ͡Ύ MAC-͔͊͒ͪͫ͊ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͔ͫͦ͒ͪ͗͊΅͔͎ͦͫΎ ͍ ͔͊ͨͪͦͫ͘ IP-
͔͊͒ͪͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 121 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

arp ip_address hw_address 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group |  vlan vlan_id |  oob] 

ͺͦͪͣ͊ͭ ip_addr: A.B.C.D; 
ͺͦͪͣ͊ͭ hw_address: 

H.H.H 
H:H:H:H:H:H 

 H-H-H-H-H-H; 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 
vlan_id: (1..4094) 

˨͍͙ͦ͋͊ͭΈ ͫ ͙ͭ͊ͭ;͔ͫͯ͟Ό ͙͊ͨͫ͘Έ ͍͔͍͙ͫͦͦͭͭͫͭΎ IP- ͙  ˸ˢ˿-
͔͍͊͒ͪͫͦ ͍ ͙ͭ͊͋͡ͼͯ !wt ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- ip_address τ IP-͔͊͒ͪͫ; 
- hw_address τ MAC-͔͊͒ͪͫ. 

no arp ip_address 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port| port -channel 
group |  vlan vlan_id | oob] 

͙̂͒͊ͭ͡Έ ͫ ͙ͭ͊ͭ;͔ͫͯ͟Ό ͙͊ͨͫ͘Έ ͍͔͍͙ͫͦͦͭͭͫͭΎ IP- ͙  ˸ˢ˿-͔͍͊͒ͪͫͦ 
͙͘ ͙ͭ͊͋͡ͼ· !wt ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

arp timeout sec 
sec: (1..40000000)/60000 

 ͫ

˹͙͊ͫͭͪͦͭΈ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘ ͍ ͙ͭ͊͋͡ͼ͔ 
!wt όͫ). 

no arp timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip arp proxy disable 

τ/ͦͭ͟͡Ό;͖ͤ 

˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͙͍͙ͨͪͦͫͪͦ͊ͤ͟Ύ !wt-͍͊ͨͪͦͫͦ͘ ͒͡Ύ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no ip arp proxy disable ˤ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͙͍͙ͨͪͦͫͪͦ͊ͤ͟Ύ !wt-͍͊ͨͪͦͫͦ͘ ͒͡Ύ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 122 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear arp-cache 
τ 

͙̂͒͊ͭ͡Έ ͍ ͔ͫ ͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ ͙͘ !wt-͙ͭ͊͋͡ͼ· (ͦ͟ ͣ͊ͤ͒͊ 
͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ 

show arp [ip-address ip_ad-
dress] [mac-address 
mac_address] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port | 
portπchannel group |  oob] 

ͺͦͪͣ͊ͭ ip_address: 
A.B.C.D 

ͺͦͪͣ͊ͭ mac_address: 
H.H.H ͙ ͙͡ H:H:H:H:H:H 
͙͙͡ H-H-H-H-H-H; 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͘ ͙͙͊ͨͫ !wt-͙ͭ͊͋͡ͼ·Υ ͍͔ͫ ͙͙͊ͨͫ͘Σ ͺ͙͡Έͭͪ ͨͦ IP-
͔͊͒ͪͫͯΤ ͺ͙͡Έͭͪ ͨͦ ˸ˢ˿-͔͊͒ͪͫͯΤ ͺ͙͡Έͭͪ ͨͦ ͙͔ͤͭͪͺ͔͚ͫͯΦ 
- ip_address τ IP-͔͊͒ͪͫ; 
- mac_address τ MAC-͔͊͒ͪͫ. 

show arp configuration 
τ 

˽ͦ͊͊ͭ͘͟Έ ͎ ͦ͋͊͡͡ΈͤͯΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό !wt ͙  ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό !wt 
͒͡Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ interface configuration: 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 123 τ ˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet, ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip proxy-arp 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟ ͡Ό;͙ͭΈ ͔͙ͪ͗ͣ ͙͍͙ͨͪͦͫͪͦ͊ͤ͟Ύ !wt-͍͊ͨͪͦͫͦ͘ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙ ͔ͤͭͪͺ͔͚͔ͫΦ 

no ip proxy-arp ˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͙͍͙ͨͪͦͫͪͦ͊ͤ͟Ύ !wt-͍͊ͨͪͦͫͦ͘ ͤ ͊
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙ ͔ͤͭͪͺ͔͚ͫ.͔ 

ip local-proxy-arp 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͺͯͤ͟ͼ͙ͦͤ͊͡ [ƻŎŀƭ tǊƻȄȅ !wt 
όͦͣͣͯͭ͊ͭͦͪ͟ ͔͋ͯ͒ͭ ͍͔ͦͭ;͊ͭΈ ͤ͊ !wt-͊ͨͪͦͫ͘· ͟ ͻͦͫͭ͊ͣΣ 
ͤ͊ͻͦ͒Ύ΅͙ͣͫΎ ͍ ͭͦͣ ;͙͔ͫ͡ ͤ͊ Ήͭͦͣ ͔͗ [о-͙͔ͤͭͪͺ͔͚͔ͫύΦ ˨͡Ύ 
ͪ͊͋ͦͭ· ͚͒͊ͤͤͦ ͺͯͤ͟ͼ͙͙ ͤ͊ ͨͦͪͭͯ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍͟͡Ό;͙ͭΈ 
ͦ͋·;ͤ·͚ tǊƻȄȅ !wt όIP proxy-arp). 

no ip local-proxy-arp ˻ͭ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙ͦͤ͊͡ [ƻŎŀƭ tǊƻȄȅ !wt ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

 ˨͍͙ͦ͋͊ͭΈ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙͊ͨͫ͘Έ ͍ ARP-͙ͭ͊͋͡ͼͯΥ IP-͔͊͒ͪͫ мфнΦмсуΦмсΦонΣ ˸ˢ˿-͔͊͒ͪͫ лΥлΥ/ΥплΥCΥBC, 
͍͙ͯͫͭ͊ͤͦͭΈ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘ ͍ ARP-͙ͭ͊͋͡ͼ͔ τ мнллл ͔ͫͯͤ͒͟Υ 

ʩonsole# configure  

console(config)# arp  192.168.16.32 00 - 00- 0c - 40- 0f - bc  ten gigabitethernet  

1/0/2  

ʩonsole (config) # arp timeout  12000  

Á ˽ͦ͊͊ͭ͘͟Έ ͔͙͔ͫͦ͒ͪ͗ͣͦ !wt-͙ͭ͊͋͡ͼ·Υ 

ʩonsole# show arp   

  VLAN    Interface     IP  address        HW address          status       

---------------------  ---------------  -------------------  ---------------   

vlan 1     te 0/12     192.168.25.1    02:00:2a:00:04:95   dynamic    

5.17.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ D±wt  

GARP VLAN Registration Protocol (GVRP) τ ͨͪͦͭͦͦ͟͡ VLAN-͔͎͙ͪͫͭͪ͊ͼ͙͙. ˽ͪͦͭͦͦ͟͡ ͍ͨͦͦ͘͡Ύ͔ͭ 
͙ͪ͊ͫͨͪͦͫͭͪ͊ͤͭΈ ͨͦ ͔͙ͫͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟· ±[!bΦ ˻͍͚ͫͤͦͤͦ ͺͯͤ͟ͼ͙͔͚ ͨͪͦͭͦͦ͊͟͡ D±wt Ύ͍͡Ύ͔ͭͫΎ 
͔͙͔ͦ͋ͤ͊ͪͯ͗ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͍ͦͭͫͯͭͫͭͯΌ΅͙ͻ ͍ ͔͋͊͘ ͒͊ͤͤ·ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ ±[!b-͔ͫͭΎͻ ͙ͨͪ ͨͦͯ͡;͔͙͙ͤ 
ͫͦͦ͋΅͔͙͚ͤ GVRPΦ ˽ͦͯ͡;͙͍ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͍ͦͭͫͯͭͫͭͯΌ΅͙ͻ VLANΣ ͦͣͣͯͭ͊ͭͦͪ͟ ͍͒ͦ͋͊͡Ύ͔ͭ ͔͔ ͍ ͍ͫͦΌ ͋͊ͯ͘ 
͒͊ͤͤ·ͻΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 124 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

gvrp enable  
τ/͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ D±wt-ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

no gvrp enable ˤ·͟͡Ό;͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ D±wt-ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 
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gvrp static-vlan  
 
τ 

˽ͦ ͯ͡;͔ͤͤ·͔ ͨͦ GVRP VLAN ͋ ͯ͒ͯͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡ΎͭΈͫΎ 
͍ͦ vlan database.  

no gvrp static-vlan ˻ͭ͟͡Ό;͙ͭΈ ͍͔͙͔͒ͦ͋͊ͤ͡ Ǿƭŀƴ-͍ͦΣ ͨͦͯ͡;͔ͤͤ·ͻ ͨͦ ͨͪͦͭͦͦͯ͟͡ 
GVRP ͍ ͦ Ǿƭŀƴ database. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 

͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface { gigabit ethernet  gi_ port  |  tengigabitethernet  

te_port  |  fortygigabitethernet  fo_port  |  port - channel  group }   

console ( config - if )#  

͙́͊͋͡ͼ͊ 125 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

gvrp enable 

τ/͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ D±wt ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

no gvrp enable ˤ·͟͡Ό;͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ D±wt ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

gvrp vlan-creation-forbid 

τ/͔ͪ͊ͪ͘΄͔ͤͦ 

˭͔͙͊ͨͪͭͭΈ ͒ ͙͙ͤ͊ͣ;͔͔ͫͦ͟ ͙͔͔͙͔ͣͤͤ͘ ͙͙͡ ͙͔ͫͦ͒͊ͤ͘ ±[!b ͒͡Ύ 
͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no gvrp 
vlanπcreationπforbid 

˾͔͊ͪ͘΄͙ͭΈ ͒ ͙͙ͤ͊ͣ;͔͔ͫͦ͟ ͙͔͔͙͔ͣͤͤ͘ ͙͙͡ ͙͔ͫͦ͒͊ͤ͘ ±[!b ͒͡Ύ 
͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

gvrp registration-forbid ˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͙͔ͫͦ͒͊ͤ͘ ͙ 

͔͎͙ͪͫͭͪ͊ͼ͙Ύ VLAN ͤ ͊ 
͙͔ͤͭͪͺ͔͚͔ͫ 
͔ͪ͊ͪ͘΄͔ͤ͊ 

ˤ·͙ͨͦͤͭ͡Έ ͫ ͤΎ͙͔ͭ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͒͡Ύ ͍͔ͫͻ ±[!b ͙ ͔ͤ ͒ͦͨͯͫ͊͟Έͭ 
͙ͫͦ͒͊ͤ͘Ύ ͙͙͡ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͍ͤͦ·ͻ ±[!b ͤ͊ ͒͊ͤͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ  

no gvrp registration-forbid ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 126 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˻͙͙͔ͨͫ͊ͤ 

gvrp advertisement-forbid 

τ 

˭͔͙͊ͨͪͭͭΈ ͙͍͙͔͊ͤͦͤͫͪͦ͊ͤ ±[!b ͨͦ ͨͪͦͭͦͦͯ͟͡ D±wtΦ 

no gvrp advertisement-for-
bid 

˻͔͙ͭͣͤͭΈ ͘ ͔͊ͨͪͭ ͤ͊ ͙͍͙͔͊ͤͦͤͫͪͦ͊ͤ ±[!b ͨͦ ͨͪͦͭͦͦͯ͟͡ D±wtΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  
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͙́͊͋͡ͼ͊ 127 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear gvrp statistics 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˻;͙ͫͭ ͙ͭΈ ͔ͤ͊ͦͨͤͤͯ͟͡Ό ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͪͦͭͦͦ͊͟͡ D±wtΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 128 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show gvrp configuration 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group |  detailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͨͪͦͭͦͦ͊͟͡ D±wt ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show gvrp statistics 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group] 

˽ͦ͊͊ͭ͘͟Έ ͤ ͔͊ͦͨͤͤͯ͟͡Ό ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ D±wt ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show gvrp error-statistics 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group] 

˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͦ΄͙͋͊ͣ͟ ͙ͨͪ ͔ͪ͊͋ͦͭ ͨͪͦͭͦͦ͊͟͡ D±wt 
͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

5.17.4 ˸͔ͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ (loopback-detection) 

˨͊ͤͤ·͚ ͔ͣͻ͙͊ͤͣ͘ ͍ͨͦͦ͘͡Ύ͔ͭ ͚͍ͯͫͭͪͦͫͭͯ ͔͙͍ͦͭͫ͗͊ͭ͡Έ ͊ͦ͘͟͡Έͼ͍ͦ͊ͤͤ·͔ ͨͦͪͭ·Φ ˽͔ͭ͡Ύ ͤ͊ ͨͦͪͭͯ 
͙͍͔ͦ͋ͤ͊ͪͯ͗͊ͭͫΎ ͖ͨͯͭͣ ͦͭͫ·͙͟͡ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͊͒ͪ͟ ͊(frame) ͫ  MAC-͔͊͒ͪͫͦͣ ͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͔ͨͦ͡ 
Source MAC ͙  ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͣ όͨͦ ͯͣͦ͡;͙͊ͤΌύ ͔͊͒ͪͫͦͣ ͍ ͔ͨͦ͡ Destination MAC. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 129 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

loopback-detection enable 
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͣ ͔ͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ ͒ ͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟. 

no loopback-detection enable ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

loopback-detection interval 
seconds seconds: (10..60)κол ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ƭƻƻǇōŀŎƪ-͙͊͒ͪ͊ͣ͟. 
- seconds τ ͙ ͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ [.5-͙͊͒ͪ͊ͣ͟Φ 

no loopback-detection interval  ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

loopback-detection mode 
{srcπmac-addr | 
baseπmacπaddr | 
multicastπmac-addr | 
broadcast-mac-addr} 

τ/broadŎŀǎǘπƳŀŎ-
addr 

˻͔͔͙ͨͪ͒ͭ͡Έ ˸ˢ-˿͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͯ͊͘͟·͍͔͊ͣ·͚ ͍ [ˤ5-
͔͊͒ͪ͟Φ 
- source-mac-addr τ ͍  ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͤ͊ͤ͊͘;͔͙ͤΎ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ˸ˢ˿-͔͊͒ͪͫ ͨͦͪͭ͊-͙ͫͭͦ;͙ͤ͊͟Τ 
- base-mac-addr τ ͍  ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
˸ˢ-˿͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟Τ 
- multicast-mac-addr τ ͍  ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͤ͊ͤ͊͘;͔͙ͤΎ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫΤ 
- broadcast-mac-addr τ ͍  ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͤ͊ͤ͊͘;͔͙ͤΎ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͚ ͔͊͒ͪͫΦ 

no loopback-detection mode ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

loopback-detection vlan-based 
[vlan_list]  

vlan_list: 
(1..4094)/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ ͍ ͦ ±[!bΦ ˽͙ͪ ͙ͤ͊͡;͙͙ 
͔͙ͨͭ͡ ͍ͦ ±[!b ͒͊ͤͤ͊Ύ ±[!b ͔͋ͯ͒ͭ ͙͍͊͋ͦͪͦ͊ͤ͊͘͟͡ ͤ͊ ͨͦͪͭͯΣ ͤ͊ 
ͦͭͦͪͦͣ͟ ͋·͊͡ ͔ͦ͋ͤ͊ͪͯ͗ͤ͊ ͔ͨͭ͡ΎΦ 
- vlan_list τ ͫ ͙ͨͫͦ͟ VLANΣ ͍ͨͦͦ͘͡ΎΌ΅͙͚ ͍͟͡Ό;͙ͭΈ 
͔͙͔ͦ͋ͤ͊ͪͯ͗ͤ ͔͔ͨͭ͡Έ ͭͦ͡Έͦ͟ ͍ ͯ͊͊ͤͤ͘͟·ͻ VLAN. ˨ ͙͊ͨ͊ͦͤ͘ VLAN 
ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ ͔͔ͨͪ;͙͔͙͔ͫͤͣ͡ ;͔͔ͪ͘ ͊ͨ͘ΎͭͯΌ ͙͙͡ ͯ͊͊ͭ͘͟Έ 
ͤ͊;͊͡Έ͔ͤͦ ͙ ͔ͦͤ͟;͔ͤͦ ͤ͊͘;͔͙ͤΎ ͙͒͊ͨ͊ͦͤ͊͘ ;͔͔ͪ͘ ͔͒ͺ͙ͫΥ ζ-ηΦ 
˩͙ͫ͡ ͙ͫͨͫͦ͟ ͔ͤ ͊͒͊ͤ͘Σ ͔͙͔ͦ͋ͤ͊ͪͯ͗ͤ ͔͔ͨͭ͡Έ ͔͋ͯ͒ͭ ͍͟͡Ό;͔ͤͦ ͍ͦ 
͍͔ͫͻ VLAN.  

no loopback-detection 
vlanπbased 

˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͦ ͔͙͋ͤ͊ͪͯ͗ͤΎ ͨ ͔͔ͭ͡Έ ͍  ͦVLAN. 

loopback-detection vlan-based 
recovery-time value 

value: (30..1000000) 
κ͍·͟͡Ό;͔ͤͦ 

˭͊͒͊ͭΈ ͍ ͔ͪͣΎ ͙͍͙͋ͦͪͦ͟͟͡ VLAN. 
- value τ ͍ ͔ͪͣΎΣ ͨͦ ͙͔ͫͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ±[!b ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ 
͙͔ͪ͊͋ͦͪͯͭͫ͘͟͡ΎΦ 

no loopback-detection 
ǾƭŀƴπōŀǎŜŘ ǊŜŎƻǾŜǊȅ-time 

˭͙͍͊͋ͦͪͦ͊ͤͤ͟͡·͔ ±[!b ͔ͤ ͋ͯ͒ͯͭ ͍͍͙͍ͦͫͫͭ͊ͤ͊͊ͭ͡ΈͫΎ 
͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 

͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface { gigabitethernet  gi_port  | tengigabitethernet  

te_port  | fortygigabitethernet  fo_port  | port - channel  group }   

console ( config - if )#  

͙́͊͋͡ͼ͊ 130 τ ˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet, ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ, ͙͔ͤͭͪͺ͔͚ͫ͊ 
VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

loopback-detection enable 
τ/͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͔ͣͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ ͤ͊ ͨͦͪͭͯ. 

no loopback-detection enable ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 131 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show loopback-detec-
tion [gigabitethernet 
gi_port |  tengiga-
bitethernet te_port |  
fortygigabitethernet 
fo_port |  port-channel 
group |  detailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48). 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͦͫͭͦΎ͙͔ͤ ͔ͣͻ͙͊ͤͣ͊͘ ƭƻƻǇōŀŎƪ-detection. 

5.17.5  ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ MSTP), PVST˾+, RPVSTP+ 

˻͍͚ͫͤͦͤͦ ͊͒͊͘;͔͚ ͨͪͦͭͦͦ͊͟͡ {¢t όSpanning Tree Protocolύ Ύ͍͡Ύ͔ͭͫΎ ͙͍͔͔͙͔ͨͪ͒ͤ ͔͙ͫͭ Ethernet ͫ 
͔͍͔ͣͤͦ͗ͫͭͤͤ·͙ͣ ͍ͫΎ͘Ύ͙ͣ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ ͎͙͙ͭͦͨͦͦ͡Σ ͙ͫ͟͡Ό;͊Ό΅͔͚ ͼ͙͟͡· ͔͍ͨ͊ͭͦ͟Φ ˴ͦͣͣͯͭ͊ͭͦͪ· 
͔͙͍ͦ͋ͣͤ͊ΌͭͫΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ͦͤͤ·͙ͣ ͫͦͦ͋΅͔͙ͤΎ͙ͣΣ ͙ͫͨͦ͡Έͯ͘Ύ ͊͒ͪ͟· ͔ͫͨͼ͙͊͡Έ͎ͤͦͦ ͺͦͪͣ͊ͭ͊Σ ͙ 
͍·͋ͦͪͦ;ͤͦ ͍͟͡Ό;͊Όͭ ͙ ͦͭ͟͡Ό;͊Όͭ ͔͔ͨͪ͒͊;ͯ ͤ͊ ͨͦͪͭ·Φ 

Rapid ό͋·ͫͭͪ·͚ύ STP (RSTPύ Ύ͍͡Ύ͔ͭͫΎ ͍͔ͯͫͦͪ΄͔͍͍͙͔ͤͫͭͦ͊ͤͣ ͨͪͦͭͦͦ͊͟͡ STPΣ ͻ͔͙͔͊ͪ͊ͭͪͯͭͫ͘͟Ύ 
͔ͣͤΈ΄͙ͣ ͍͔͔͔ͪͣͤͣ ͙͍͔͔͙ͨͪ͒ͤΎ ͔͙ͫͭ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ ͎͙͙ͭͦͨͦͦ͡ ͙ ͙͔͔ͣͭ ͔͔͋ͦ͡ ͍·ͫͦͯ͟Ό ͚ͯͫͭͦ;͙͍ͦͫͭΈΦ 

˽ͪͦͭͦͦ͟͡ Multiple {¢t όa{¢tύ Ύ͍͡Ύ͔ͭͫΎ ͙͔͔ͤ͊͋ͦ͡ ͍͔͔͚ͫͦͪͣͤͤͦ ͔͙ͪ͊͊͘͡ͼ͙͔͚ {¢tΣ 
͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͔͚  ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ VLANΦ a{¢t ͔͎͔ͨͪ͒ͨͦ͊͊ͭ͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͔ͤͦ͋ͻ͙͎ͦ͒ͣͦͦ ͙ͦ͟͡;͔͍ͫͭ͊ 
Ή͔ͣͨ͘͟͡Ύ͍ͪͦ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ όǎǇŀƴƴƛƴƎ ǘǊŜŜύ ͍͔ͤ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ;͙ͫ͊͡ ͎ͪͯͨͨ ±[!b ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 
˴͊͗͒·͚ Ή͔ͣͨ͘͟͡Ύͪ ͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈ ͔ͤͫͦ͟͡Έͦ͟ ͎ͪͯͨͨ VLANΦ ˹͔͒ͦͫͭ͊ͭͦͣ͟ ͨͪͦͭͦͦ͊͟͡ MSTP Ύ͍͡Ύ͔ͭͫΎ ͭͦΣ 
;ͭͦ ͤ͊ ͍͔ͫͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻΣ ͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͙ͻ ͨͦ a{¢PΣ ͒ͦ͗ͤ͡· ͋·ͭΈ ͙͍ͦ͒ͤ͊ͦͦ͟ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤ· 
͎ͪͯͨͨ· VLAN. 

 
˸͙͊ͫͣ͊͟͡Έͤͦ ͙͔͒ͦͨͯͫͭͣͦ ͙ͦ͟͡;͔͍ͫͭͦ Ή͔ͣͨ͘͟͡Ύ͍ͪͦ a{¢t ͯ͊͊ͤͦ͘͟ ͍ ͙ͭ͊͋͡ͼ͔ 9.  

˸͔ͻ͙͊ͤͣ͘ Multiprocess {¢t ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͔͍͙͙ͤ͊ͫͣ͘·ͻ ͔͔͍͒ͪΈ͔͍ {¢tκw{¢tκa{¢t ͤ͊ 
ͨͦͪͭ͊ͻ ͚͍ͯͫͭͪͦͫͭ͊Φ ˮ͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ ͔ͦͭ͒͡Έ͎ͤͦͦ ͔͔͍͒ͪ͊ ͔ͤ ͦ͊͘͟·͍͊Όͭ ͍͙͡Ύ͙ͤΎ ͤ͊ ͫͦͫͭͦΎ͙͔ͤ ͎͙͒ͪͯͻ 
͔͔͍͒ͪΈ͔͍Σ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͍ͨͦ·͙ͫͭΈ ͚ͯͫͭͦ;͙͍ͦͫͭΈ ͔͙ͫͭ ͙ ͙ͫͦͪ͊ͭͭ͟Έ ͍͔ͪͣΎ ͔͔͔͙ͨͪͫͭͪͦͤΎ ͔͔͍͒ͪ͊ ͍ ͫͯ͡;͔͊ 
͍ͦͭ͊ͦ͘͟Φ ˽͙ͪ ͦͤ͟ͺ͙͎͙͍͙͙ͯͪͪͦ͊ͤ ͔͔ͫ͒ͯͭ͡ ͙ͫ͟͡Ό;͙ͭΈ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ ͔ͦ͟͡ͼ ͔ͣ͗͒ͯ 
͙ͨͦͪͭ͊ͣ-;͔͙ͤ͊ͣ͡ ͪ͊ͤ͘·ͻ ͔͔͍͒ͪΈ͔͍Φ ˨͡Ύ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ ͙͙͍ͦͪͦ͊ͤͤ͘͡·ͻ ͔͔͍͒ͪΈ͔͍ ͍ ͙͔͔ͫͫͭͣ ͖ͫͦ͒͊ͭͫ͘Ύ 
͔ͦͭ͒͡Έͤ·͚ ͨͪͦͼ͔ͫͫ ͤ͊ ͔͊͗͒ͦ͟ ͔͔͍͒ͪͦΦ ˿ ͨͪͦͼ͔ͫͫͦͣ ͍ͫͦͨͦͫͭ͊͡ΎΌͭͫΎ ͨͦͪͭ· ͯ ͚͍ͫͭͪͦͫͭ͊Σ ͙͔ͨͪͤ͊͒͗͊͡΅͙͔ 
͔͔͍͒ͪͯΦ   

5.17.5.1 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ STP, RSTP 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 132 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

spanning-tree 
τ/͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΦ 

no spanning-tree ˭͔͙͊ͨͪͭͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΦ 

spanning-tree mode {stp | 
rstp | mstp | pvst | rapid-
pvst} 

τ/RSTP 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡ {¢tΥ 
- stp τ IEEE 802.1D Spanning Tree Protocol; 
- rstp τ IEEE 802.1W Rapid Spanning Tree Protocol; 
- mstp τ IEEE 802.1S Multiple Spanning Tree Protocol. 
- pvst τ Per-Vlan Spanning Tree Protocol. 
- rapid-pvst τ Rapid Per-Vlan Spanning Tree Protocol. 

no spanning-tree mode ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree forward-time 
seconds 

seconds: (4..30)κмр ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΣ ͊ͭͪ͊͘;͙͍͔͊ͣ·͚ ͤ͊ 
ͨͪͦͫͯ͡΄͙͍͙͔͊ͤ ͙ ͙ͯ͘;͔͙͔ͤ ͫͦͫͭͦΎ͙͚ͤ ͔͔ͨͪ͒ 
͔͔ͨͪ͟͡Ό;͔͙͔ͤͣ ͍ ͫͦͫͭͦΎ͙͔ͤ ͔͔ͨͪ͒͊;͙Φ 

no spanning-tree for-
wardπtime 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree hello-time sec-
onds 

seconds: (1..10)κн ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ ͔͔ͨͪ͒͊;͙͊ͣ 
΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ζIŜƭƭƻη ͟ 
͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͙ͣ ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟Φ 

no spanning-tree hello-time ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree loopbackπguard 

τ/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͘ ͊΅͙ͭͯΣ ͍·͟͡Ό;͊Ό΅ͯΌ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ 
ͨͦͯ͡;͔͙͙ͤ ͍͔͎ͫͦͦ BPDU. 

no spanning-tree loop-
backπguard 

˭͔͙͊ͨͪͭͭΈ ͘ ͊΅͙ͭͯΣ ͍·͟͡Ό;͊Ό΅ͯΌ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ 
ͨͦͯ͡;͔͙͙ͤ ͍͔͎ͫͦͦ BPDU. 

spanning-tree loopguard de-
fault 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό [ƻƻǇ DǳŀǊŘ ͒͡Ύ ͍ ͔ͫͻ ͍ͨͦͪͭͦ. 

no spanning-tree loopguard 
default 

˻ͭ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό [ƻƻǇ DǳŀǊŘ. 

spanning-tree max-age sec-
onds seconds: (6..40)κнл ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ {¢tΦ 

no spanning-tree max-age ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree priority 
prior_val 

prior_val: 
(0..61440)/32768 

˹͙͊ͫͭͪͦͭΈ ͨ ͙͙͔ͪͦͪͭͭ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ {¢tΦ 
˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ плфсΦ 

no spanning-tree priority ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree pathcost 
method {long |  short} 

τ/long 

͍͙̂ͫͭ͊ͤͦͭΈ ͣ ͔ͭͦ͒ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭΦ 
- long τ ͘ ͤ͊;͔͙͔ͤ ͼ͔͙ͤͤͦͫͭ ͍ ͙͔͒͊ͨ͊ͦͤ͘ мΦΦнллллллллΤ 
- short τ ͘ ͤ͊;͔͙͔ͤ ͼ͔͙ͤͤͦͫͭ ͍ ͙͔͒͊ͨ͊ͦͤ͘ мΦΦсррорΦ 

no spanning-tree pathcost 
method  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree bpdu {filter-
ing | flooding}  

τ/flooding 

˻͔͔͙ͨͪ͒ͭ͡Έ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟ .t5¦-
͙͔ͤͭͪͺ͔͚ͫͦͣΣ ͤ͊ ͦͭͦͪͦͣ͟ ͍·͟͡Ό;͔ͤ ͨͪͦͭͦͦ͟͡ {¢tΦ 
- filtering τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ 
STP BPDU-͔ͨ͊ͭ͟· ͺ͙͡ΈͭͪͯΌͭͫΎΤ 
- flooding τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ 
{¢t ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔ .t5¦-͔ͨ͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎΣ 
͔͎͙͍ͭͪͦ͊ͤͤ·͔ τ ͅ ͙͡ΈͭͪͯΌͭͫΎΦ 

no spanning-tree bpdu ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree process id 

id: (1..31)/0 

˿ͦ͒͊ͭ͘Έ ͦ ͔ͭ͒͡Έͤ·͚ ͨͪͦͼ͔ͫͫ ͙ ͔͔͍͔͙ͨͪͫͭ ͟ ͦͣ͊ͤ͒ͤ·͚ 
͙͔ͤͭͪͺ͔͚ͫ ͍ ͔͙ͪ͗ͣ ͔͎ͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

ˤ͙ͤͯͭͪ ͨ ͪͦͼ͔ͫͫ͊ ͙͔͙ͨͪͣͤͣ· ͍·΄͔ͯ͊͊ͤͤ͘͟·͔ 
ͦͣ͊ͤ͒͟·Υ 
spanning-tree forward-time seconds; 
spanning-tree hello-time seconds; 
spanning-tree max-age seconds; 
spanning-tree priority prior_val. 

no spanning-tree process id ͙̂͒͊ͭ͡Έ ͯ ͊͊ͤͤ͘͟·͚ ͨͪͦͼ͔ͫͫΦ 

spanning-tree tc-protection 
 

ˤ͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ 
TCN/TC BPDU ͘ ͊ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͚ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͒͡Ύ 
STP, RSTPΣ ͔͍͎ͤͯͦͦ͡ Ή͔ͣͨ͘͟͡Ύͪ͊ MSTP. 
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no spanning-tree tc-protec-
tion 

ˤ·͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ 
TCN/TC BPDU. 

spanning-tree tc-protection 
interval seconds 

ǎŜŎƻƴŘǎΥ όмΦΦмлύκн ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͙ͦ͟͡;͔͍ͫͭ͊ 
ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ TCN/TC BPDU. 

no spanning-tree tc-protec-
tion interval 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree tc-protection 
threshold count 

count: (1..255)/1 

͍͙̂ͫͭ͊ͤͦͭΈ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ 
TCN/TC BPDU ͘ ͊ ͊͒͊ͤͤ͘·͚ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΦ 

no spanning-tree tc-protec-
tion threshold 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

 

˽͙ͪ ͙͙͊͒͊ͤ͘ STP ͔͍ͨ͊ͪ͊ͣͭͪͦ ŦƻǊǿŀǊŘ-time, hello-time, max-ŀƎŜ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·ͨͦ͡π
͔͙͔ͤͤ ͍͙ͯͫͦ͡ΎΥ 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1). 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 133 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

spanning-tree disable 

τ/͔ͪ͊ͪ͘΄͔ͤͦ 

˭͔͙͊ͨͪͭͭΈ ͪ ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ {¢t ͤ͊ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

no spanning-tree disable ˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ {¢t ͤ͊ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

spanning-tree cost cost 
cost: 

(1..200000000)κͫͣΦ 
͙ͭ͊͋͡ͼͯ 134 

͍͙̂ͫͭ͊ͤͦͭΈ ͼ͔ͤͤͦͫͭΈ ͙ͨͯͭ ;͔͔ͪ͘ ͒͊ͤͤ·͚ ͙ ͔ͤͭͪͺ͔͚ͫΦ 
- cost τ ͼ͔ͤͤͦͫͭΈ ͙ͨͯͭΦ 

no spanning-tree cost ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡Ύ͔͔ͣͦ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙ͫͦͪͦͫͭ͟ 
ͨͦͪͭ͊ ͙ ͔ͣͭͦ͒͊ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭΣ ͫͣΦͭ͊ ͙͋͡ͼͯ 134. 

spanning-tree port-priority 
priority 

priority: (0..240)/128 

͍͙̂ͫͭ͊ͤͦͭΈ ͙͙͔ͨͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͍ͫΎͯ͘Ό΅͔ͣ ͔͔͍͔͒ͪ STP. 

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ мсΦ 

no spanning-tree portπpri-
ority 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree portfast 
[auto] 

τ/auto 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣΣ ͍ ͦͭͦͪͦͣ͟ ͨͦͪͭ ͙ͨͪ ͨͦ͒ͤΎ͙͙ͭ ͤ͊ ͔ͤͣ ͙ͤ͊͟͡ 
ͫͪ͊ͯ͘ ͍͙ͫͭ͊ͤͦͭͫΎ ͍ ͫͦͫͭͦΎ͙͔ͤ ͔͔ͨͪ͒͊;͙Σ ͔ͤ ͙͒ͦ͗͒͊ΎͫΈ 
͙͔ͫͭ;͔͙ͤΎ ͚͔ͭ͊ͣͪ͊Φ 
- auto τ ͒ ͍ͦ͋͊͡Ύ͔ͭ ͔͊͒ͪ͗ͯ͘͟ о ͔ͫͯͤ͒͟· ͔͔ͨͪ͒ ͔͔ͨͪͻͦ͒ͦͣ ͍ 
ͫͦͫͭͦΎ͙͔ͤ ͔͔ͨͪ͒͊;͙Φ 

no spanning-tree portfast ˤ·͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͔ͣͦͣͤͭ͊͡Έ͎ͤͦͦ ͔͔ͨͪͻͦ͒͊ ͍ ͫͦͫͭͦΎ͙͔ͤ 
͔͔ͨͪ͒͊;͙ ͨͦ ͨͦ͒ͤΎ͙ͭΌ ζ͙ͤ͊͟͡ηΦ 

spanning-tree guard {root | 
loop | none} 

τ/͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ 
͎ͦ͋͊͡͡Έ͚ͤͦ ͚͙ͤ͊ͫͭͪͦ͟ 

ˤ͟͡Ό;͙ͭΈ ͘ ͊΅͙ͭͯ ζͦͪͤ͟Ύη ͒͡Ύ ͍͔ͫͻ ͍ͫΎͯ͘Ό΅͙ͻ ͔͔͍͒ͪΈ͔͍ {¢t 
͍·͎͋ͪ͊ͤͤͦͦ ͨͦͪͭ͊Φ 
- root τ ͘ ͔͊ͨͪ΅͔͊ͭ ͙͔ͤͭͪͺ͔͚ͫͯ ͋·ͭΈ ͔͍ͦͪͤ͟·ͣ ͨͦͪͭͦͣ 
ͦͣͣͯͭ͊ͭͦͪ͊͟; 
- loop τ ͍ ͟͡Ό;͔͊ͭ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͙͔͒ͦͨͦͤͭ͡͡ΈͤͯΌ ͊͘΅͙ͭͯ ͦͭ 
͔͔ͨͭ͡ΈΦ ˤ ͫͯ͡;͔͊ ͔ ͙ͫ͡ ͙͔ͤͭͪͺ͔͚ͫ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤΣ 
͙ͦͭ͡;ͤͦͣ ͦͭ 5ŜǎƛƎƴŀǘŜŘ ͙ ͙ͨͪ Ήͭͦͣ ͔͔͔ͨͪͫͭ͊ͭ ͨͦͯ͡;͊ͭΈ .t5¦Σ 
͙͔ͤͭͪͺ͔͚ͫ ͙͔͋ͦͪͯͭͫ͟͡ΎΤ 
- none τ ͦ ͭ͟͡Ό;͔͊ͭ ͍͔ͫ DǳŀǊŘ-ͺͯͤ͟ͼ͙ ͙ͤ ͊ ͙ͤ ͔ͭͪͺ͔͚͔ͫΦ 

no spanning-tree guard ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͎ͦ͋͊͡͡ΈͤͯΌ ͚ͤ͊ͫͭͪͦͯ͟. 

spanning-tree bpduguard 
{enable | disable} 

τ/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͘ ͊΅͙ͭͯΣ ͍·͟͡Ό;͊Ό΅ͯΌ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ ͙͖͔ͨͪͣ 
͔͍ͨ͊ͭͦ͟ .t5¦Φ 

no spanning-tree 
bpduguard 

˭͔͙͊ͨͪͭͭΈ ͘ ͊΅͙ͭͯΣ ͍·͟͡Ό;͊Ό΅ͯΌ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ ͙͖͔ͨͪͣ 
͔͍ͨ͊ͭͦ͟ .t5¦Φ 
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spanning-tree mac-address 
{dot1d | dot1ad} 

τ/dot1d 

ˮ͔͙ͣͤͭ͘Έ MAC-͔͊͒ͪͫΣ ͫ ͦͭͦͪ͟·ͣ ͍ͦͭͨͪ͊͡ΎΌͭͫΎ ͙ ͙͙ͨͪͤͣ͊ΌͭͫΎ 
BPDU. 
- dot1d τ ͦ ͍ͭͨͪ͊͡ΎΌͭͫΎ ͙ ͙͙ͨͪͤͣ͊ΌͭͫΎ BPDU ͫ  MAC-͔͊͒ͪͫͦͣ 
01-80-C2-00-00-00; 
- dot1ad τ ͦ ͍ͭͨͪ͊͡ΎΌͭͫΎ ͙ ͙͙ͨͪͤͣ͊ΌͭͫΎ BPDU ͫ  MAC-͔͊͒ͪͫͦͣ 
01-80-C2-00-00-08. 

no spanning-tree mac-ad-
dress 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree link-type 
{pointπto-point | shared} 

τ/͒͡Ύ ͔͎͒ͯͨͫͤͦͦ͟͡ 
ͨͦͪͭ͊ τ ζͭͦ;͊͟-
ͭͦ;͊͟ηΣ ͒͡Ύ 

͔͎ͨͦͯ͒ͯͨͫͤͦͦ͟͡͡ τ 
ζ͍͔͍͔ͪ͊ͭͤͤ͘͡·͚η 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͪͦͭͦͦ͟͡ w{¢t ͍ ͔͔ͨͪ͒͊Ό΅͔͔ ͫͦͫͭͦΎ͙͔ͤ ͙ 
͔͔͙ͦͨͪ͒͡Έͭ ͭ ͙ͨ ͍ͫΎ͙͘ ͒͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ ͨͦͪͭ͊: 
- point-to-point τ ͭ ͦ;͊͟-ͭͦ;͊͟; 
- shared τ ͪ ͍͔͍͖͊ͭͤͤ͘͡·͚Φ 

no spanning-tree link-type ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree restrictedπ 
tcn 

τ/͙͔ͨͪͣ BPDU ͫ  
ͺ͎͊ͦͣ͡ TCN 
͔ͪ͊ͪ͘΄͔ͤ; 

vlan_list: (1..4094) 

˭͔͙͊ͨͪͭͭΈ ͨ ͙͔ͪͣ .t5¦ Ŏ ͺ͎͊ͦͣ͡ ¢/b. 

no spanning-tree re-
stricted- tcn 

˾͔͊ͪ͘΄͙ͭΈ ͨ ͙͔ͪͣ .t5¦ Ŏ ͺ͎͊ͦͣ͡ ¢/b. 

spanning-tree bpdu  
{filtering | flooding}  

τ 

˻͔͔͙ͨͪ͒ͭ͡Έ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟ .t5¦-͙͔ͤͭͪͺ͔͚ͫͦͣΣ ͤ͊ 
ͦͭͦͪͦͣ͟ ͍·͟͡Ό;͔ͤ ͨͪͦͭͦͦ͟͡ {¢tΦ 
- filtering τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ {¢t 
.t5¦ ͔ͨ͊ͭ͟· ͺ͙͡ΈͭͪͯΌͭͫΎΤ 
- flooding τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ {¢t 
͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔ .t5¦-͔ͨ͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎΣ ͔͎͙͍ͭͪͦ͊ͤͤ·͔ τ 
ͺ͙͡ΈͭͪͯΌͭͫΎΦ 

no spanning-tree bpdu ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree binding- 
process id 

id: (1..31)/0 

˽͙͍ͪΎ͊ͭ͘Έ ͨ ͦͪͭ ͟ ͯ͊͊ͤͤͦͣͯ͘͟ ͨͪͦͼ͔ͫͫͯΦ ˽ͦ ͯͣͦ͡;͙͊ͤΌ ͍͔ͫ 
ͨͦͪͭ· ͙͍ͨͪΎ͊ͤ͘· ͟  ͔͍ͤͯͦͣͯ͡ ͨͪͦͼ͔ͫͫͯ. 
- id τ ͤ ͔ͦͣͪ ͨͪͦͼ͔ͫͫ͊Φ 

no spanning-tree  
binding-process 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͨ ͙͍ͪΎͯ͘͟ ͨͦͪͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

͙́͊͋͡ͼ͊ 134 τ ̇ ͔ͤͤͦͫͭΈ ͙ͨͯͭΣ ͍͔ͯͫͭ͊ͤͦͤͤ͊͡Ύ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ (spanning-tree cost) 

ˮ͔ͤͭͪͺ͔͚ͫ 
˸͔ͭͦ͒ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭ 

Long Short 
10M 2000000 100 

100M 200000 19 

1G 20000 4 

10G 2000 2 

40G 2000000 100 

LAG 10M 20000 4 

LAG 100M 20000 4 

LAG 1G 20000 4 

LAG 10G 2000 2 

LAG 40G 500 2 

 

 

˨͡Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦ Port-channel ͤ ͊;͊͡Έͤ͊Ύ ͙ͫͭͦͣͦͫͭΈ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͙ͫͭͦͣͦͫͭΈΌ ͔ͨͪπ
͍͎ͦͦ ͙ͤ͊͟͡Σ ͍ͦ΄͔͒΄͔͎ͦ ͍ ͍ͫͦͫͭ͊ Po. ʕ  ͫͯ͡;͔͊ ͔ͣͭͦ͒͊ Long ͨ ͙ͪ ͍͔͙͙͒ͦ͋͊ͤ͡ ͙͍͊ͭͤ͟·ͻ 
͙͍ͤͦ͟͡ ͤ͊;͊͡Έͤ͊Ύ ͙ͫͭͦͣͦͫͭΈ Po ͒ ͔͙ͭͫ͡Ύ ͤ͊ ͙ͻ ͙ͦ͟͡;͔͍ͫͭͦΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               167                   

͙́͊͋͡ͼ͊ 135 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show spanning-tree [giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port |  
port-channel group] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͫ ͦͫͭͦΎ͙͔ͤ ͨ ͪͦͭͦͦ͊͟͡ STP. 

show spanning-tree detail 
[active | blockedports] τ 

˽ͦ͊͊ͭ͘͟Έ ͨͦ͒ͪͦ͋ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚ͤ͊ͫͭͪͦ͊͟ͻ ͨͪͦͭͦͦ͊͟͡ 
{¢tΣ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙͍͊ͭͤ͟·ͻ ͙͙͡ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ ͨͦͪπ
ͭ͊ͻ. 

clear spanning-tree de-
tectedπprotocols [interface 
{gigabitethernet gi_port |  
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48). 

˽͔͔͙ͪ͊ͨͯͫͭͭ͘Έ ͨͪͦͼ͔ͫͫ ͙͎ͣͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡Φ ˭͍͊ͤͦͦ ͙ͨͪͦͫπ
ͻ͙ͦ͒ͭ ͔͔ͨͪͫ;͖ͭ ͔͔͍͒ͪ͊ {¢tΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console#  

͙́͊͋͡ͼ͊ 136 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show spanning-tree bpdu 
[gigabitethernet gi_port |  
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group | detailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 

˽ͦ͊͊ͭ͘͟Έ ͪ ͔͙͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟ .t5¦ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ 

5.17.5.2 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ MSTP 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 137 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

spanning-tree 
τ/͔ͪ͊ͪ͘΄͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΦ 

no spanning-tree ˭͔͙͊ͨͪͭͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΦ 

spanning-tree mode {stp | 
rstp | mstp | pvst | rapid-
pvst} 

τ/RSTP 

͍͙̂ͫͭ͊ͤͦͭΈ ͪ ͔͙͗ͣ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡ {¢tΦ  

no spanning-tree mode ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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spanning-tree pathcost 
method {long |  short} 

τ/long 

͍͙̂ͫͭ͊ͤͦͭΈ ͣ ͔ͭͦ͒ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭΦ 
- long τ ͘ ͤ͊;͔͙͔ͤ ͼ͔͙ͤͤͦͫͭ ͍ ͙͔͒͊ͨ͊ͦͤ͘ мΦΦнлллллллл; 
- short τ ͘ ͤ͊;͔͙͔ͤ ͼ͔͙ͤͤͦͫͭ ͍ ͙͔͒͊ͨ͊ͦͤ͘ мΦΦсррор. 

no spanning-tree pathcost 
method  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance_id priority priority 

instance_id: (1..63); 
priority: (0..61440)/32768 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͙͙͔ͪͦͪͭͭ ͒͡Ύ ͎͒͊ͤͤͦͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͔ͨͪ͒ 
ͦͫͭ͊͡Έͤ·͙ͣΣ ͙ͫͨͦ͡Έͯ͘Ό΅͙͙ͣ ͦ͋΅͙͚ Ή͔ͣͨ͘͟͡Ύͪ a{¢tΦ 
- instance_id τ Ή͔ͣͨ͘͟͡Ύͪ MST; 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ плфсΦ 

no spanning-tree mst in-
stance_id priority  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst 
maxπhops hop_count 

hop_count: (1..40)/20 

͍͙̂ͫͭ͊ͤͦͭΈ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͙ͭͪ͊ͤͭͤ͘·ͻ ͯ;͍͊ͫͭͦ͟ 
͒͡Ύ ͔ͨ͊ͭ͊͟ .t5¦Σ ͔ͤͦ͋ͻ͙ͦ͒ͣ·ͻ ͒͡Ύ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͔͔͍͒ͪ͊ ͙ 
͔͙ͯ͒ͪ͗͊ͤΎ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͔͎ͦ ͔͙͙ͫͭͪͦͤΦ ˩͙ͫ͡ ͔ͨ͊ͭ͟ ͔ͯ͗ 
ͨͪͦ΄͔͡ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͙ͭͪ͊ͤͭͤ͘·ͻ ͯ;͍͊ͫͭͦ͟Σ ͭͦ 
ͤ͊ ͔ͫ͒ͯ͡Ό΅͔ͣ ͯ;͔͊ͫͭ͟ ͦͤ ͦͭ͋ͪ͊ͫ·͍͔͊ͭͫΎΦ 
- hop_count τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͙ͭͪ͊ͤͭͤ͘·ͻ 
ͯ;͍͊ͫͭͦ͟ ͒͡Ύ ͔ͨ͊ͭ͊͟ .t5¦Φ 

no spanning-tree mst 
maxπhops 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance_id tc-protection 

instance_id: (1..63) 

ˤ͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ TC 
BPDU ͘ ͊ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͚ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΦ 

no spanning-tree mst in-
stance_id tc-protection 

ˤ·͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ TC 
BPDU. 

spanning-tree tc-protec-
tion mst instance_id inter-
val seconds instance_id: (1..63); 

ǎŜŎƻƴŘǎΥ όмΦΦмлύκн ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͙ͦ͟͡;͔͍ͫͭ͊ 
ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ TC BPDU. 

no spanning-tree tc-pro-
tection mst instance_id in-
terval 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree tc-protec-
tion mst instance_id 
threshold count instance_id: (1..63); 

count: (1..255)/1 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ TC 
BPDU ͘ ͊ ͊͒͊ͤͤ͘·͚ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΦ 

no spanning-tree tc-pro-
tection mst instance_id 
threshold 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst 
configuration 

τ 
ˤͦ ͚͙ͭ ͍  ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͪͦͭͦͦ͊͟͡ a{¢tΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͪͦͭͦͦ͊͟͡ MSTP 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͪͦͭͦͦ͊͟͡ MSTP: 

console# configure  

console (config)# spanning - tree mst configuration  

console  ( config - mst )#  

͙́͊͋͡ͼ͊ 138 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͪͦͭͦͦ͊͟͡ a{¢t 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

instance instance_id vlan 
vlan_range 

instance_id:(1..63); 
vlan_range: (1..4094) 

˿ͦ͒͊ͭ͘Έ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͔ͣ͗͒ͯ Ή͔ͣͨ͘͟͡Ύͪͦͣ ͨͪͦͭͦͦ͊͟͡ a{¢t ͙ 
͎͙ͪͯͨͨ͊ͣ ±[!bΦ 
- instance-id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ a{¢tΤ 
- vlan-range τ ͤ ͔ͦͣͪ ͎ͪͯͨͨ· ±[!bΦ 

no instance instance_id 
vlan vlan_range 

͙̂͒͊ͭ͡Έ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͔ͣ͗͒ͯ Ή͔ͣͨ͘͟͡Ύͪͦͣ ͨͪͦͭͦͦ͊͟͡ a{¢t ͙ 
͎͙ͪͯͨͨ͊ͣ ±[!bΦ 
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name string 

string: (1..32) ͫ ͙͍ͣͦ͊͡ 

˭͊͒͊ͭΈ ͙ ͣΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a{¢Φ 
- string τ ͙ ͣΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a{¢Φ 

no name ͙̂͒͊ͭ͡Έ ͙ ͣΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a{¢Φ 

revision value 

value: (0..65535)/0 

˭͊͒͊ͭΈ ͤ ͔ͦͣͪ ͔͍͙͙͙ͪ͘ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a{¢Φ 
- value τ ͤ ͔ͦͣͪ ͔͍͙͙͙ͪ͘ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a{¢Φ 

no revision ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ (value). 

show {current |  pending} 
τ 

˽ͦ͊͊ͭ͘͟Έ ͭ ͔ͯ͟΅ͯΌ όcurrentύ ͙͋ͦ͡ ͙ͦ͗͒͊Ό΅ͯΌ όpending) 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό a{¢Φ 

exit 
τ 

ˤ·͚͙ͭ ͙ ͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡ a{¢t ͫ 
ͫͦͻ͔͙͔ͪ͊ͤͤͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

abort 
τ 

ˤ·͚͙ͭ ͙ ͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡ a{¢t ͔͋͘ 
ͫͦͻ͔͙ͪ͊ͤͤΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 139 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

spanning-tree guard root 

τ/͊͘΅͙ͭ͊ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͘ ͊΅͙ͭͯ ζͦͪͤ͟Ύη ͒͡Ύ ͍͔ͫͻ ͍ͫΎͯ͘Ό΅͙ͻ ͔͔͍͒ͪΈ͔͍ {¢t 
͍·͎͋ͪ͊ͤͤͦͦ ͨͦͪͭ͊Φ ˨͊ͤͤ͊Ύ ͊͘΅͙ͭ͊ ͔͊ͨͪ͘΅͔͊ͭ ͙͔ͤͭͪͺ͔͚ͫͯ ͋·ͭΈ 
͔͍ͦͪͤ͟·ͣ ͨͦͪͭͦͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no spanning-tree guard 
root 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance_id guard root 

instance_id: (1..63); 
/͊͘΅͙ͭ͊ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͘ ͊΅͙ͭͯ ζ͟ ͦͪͤΎη ͯ͟ ͎͊͊ͤͤͦͦ͘ Ή͔ͣͨ͘͟͡Ύͪ͊ MSTP ͒ ͡Ύ 
͍·͎͋ͪ͊ͤͤͦͦ ͙ ͔ͤͭͪͺ͔͚ͫ͊. ˨ ͊ͤͤ͊Ύ ͊͘΅͙ͭ͊ ͔͊ͨͪ͘΅͔͊ͭ 
͙͔ͤͭͪͺ͔͚ͫͯ ͋·ͭΈ ͔͍ͦͪͤ͟·ͣ ͨͦͪͭͦͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 
- instance-id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ a{¢tΦ 

no spanning-tree mst in-
stance_id guard root 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance_id port-priority pri-
ority 

instance_id: (1..63); 
priority: (0..240)/128 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͙͙͔ͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ Ή͔ͣͨ͘͟͡Ύ͔ͪ a{¢tΦ  
- instance-id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ a{¢tΤ 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊. 

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ мсΦ 

no spanning-tree mst in-
stance_id port-priority  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance_id cost cost 

instance_id: (1..63); 
cost: (1..200000000) 

͍͙̂ͫͭ͊ͤͦͭΈ ͼ͔ͤͤͦͫͭΈ ͙ͨͯͭ ;͔͔ͪ͘ ͍·͋ͪ͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͒͡Ύ 
͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ a{¢tΦ 
- instance-id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ a{¢t; 
- cost τ ͼ͔ͤͤͦͫͭΈ ͙ͨͯͭΦ 

no spanning-tree mst in-
stance_id cost 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡Ύ͔͔ͣͦ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙ͫͦͪͦͫͭ͟ 
ͨͦͪͭ͊ ͙ ͔ͣͭͦ͒͊ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭ, ͫ ͣΦ ͭ ͙͊͋͡ͼͯ 134.  

spanning-tree port-priority  
priority 

priority: (0..240)/128 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͙͙͔ͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͔͍ͦͪͤͦͣ͟ ͍ͫΎͯ͘Ό΅͔ͣ 
͔͔͍͔͒ͪ a{¢tΦ 

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ мсΦ 

no spanning-tree portπpri-
ority 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree restricted-
tcn 

ςκ͙͔ͨͪͣ BPDU ͫ  
ͺ͎͊ͦͣ͡ TCN ͪ ͔͊ͪ͘π

΄͔ͤ  

˭͔͙͊ͨͪͭͭΈ ͙͔ͨͪͣ BPDU ͫ  ͺ͎͊ͦͣ͡ TCN. 

no spanning-tree re-
stricted-tcn 

˾͔͊ͪ͘΄͙ͭΈ ͙͔ͨͪͣ BPDU ͫ  ͺ͎͊ͦͣ͡ TCN. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 140 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show spanning-tree [giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port |  
port-channel group] [in-
stance instance_id] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 
instance_id: (1..63). 

˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͨͪͦͭͦͦ͊͟͡ {¢tΦ 
- instance_id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ a{¢tΦ 

show spanning-tree detail 
[active | blockedports] [in-
stance instance_id] 

instance_id: (1..63) 

˽ͦ͊͊ͭ͘͟Έ ͨ ͦ͒ͪͦ͋ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚͔ͤ͊ͫͭͪͦ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΣ 
͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙͍͊ͭͤ͟·ͻ ͙͙͡ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ ͨͦͪͭ͊ͻΦ 
- active τ ͨ ͪͦͫͣͦͭͪ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͙͍͊ͭͤ͟·ͻ ͨͦͪͭ͊ͻΤ 
- blockedports τ ͨ ͪͦͫͣͦͭͪ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ 
ͨͦͪͭ͊ͻΤ 
- instance_id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ a{¢tΦ 

show spanning-tree 
mstπconfiguration 

τ 
˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ Ή͔ͣͨ͘͟͡Ύͪ͊ͻ 
MSTP. 

clear spanning-tree de-
tectedπprotocols interface 
{gigabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48). 

˽͔͔͙ͪ͊ͨͯͫͭͭ͘Έ ͨ ͪͦͼ͔ͫͫ ͙͎ͣͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡Φ ˭͍͊ͤͦͦ 
͙ͨͪͦͫͻ͙ͦ͒ͭ ͨͪͦͫ;͖ͭ ͔͔͍͒ͪ͊ {¢tΦ 

˽͙͔ͪͣͪ· ͍ ·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͔ͨͦ͒͒ͪ͗ͯ͟ ͨ ͪͦͭͦͦ͊͟͡ STPΣ ͍͙ͯͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ RSTP 
τ 12288Σ ͙͔͍ͤͭͪ͊͡ forward-time τ нл ͔ͫͯͤ͒͟Σ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ ͔͔ͨͪ͒͊;͙͊ͣ ΄͙ͪͦͦ͟π
͍͔΅͔͊ͭ͡Έͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ζIŜƭƭƻη τ р ͔ͫͯͤ͒͟Σ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ τ оу ͔ͫͯͤ͒͟Φ 
˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͨ ͪͦͭͦͦ͊͟͡ STP: 

console(config)# spanning - tree   

console(config)# spanning - tree mode rstp   

console(config)# spanning - tree priority  12288   

console(config)# spanning - tree forward - time  20  

console(config)# spanning - tree hello - time  5  

console(config)# spanning - tree max - age  38   

console(config)# exit  

 

console# show spanning - tree  

Spanning tree enabled mode RSTP  

Default port cost method:  short  

Loopback guard:   Disabled  

 

 

 

  Root ID    Priority    32768  

             Address     a8:f9:4b:7b:e0:40  

             This switch is the root  

             Hello Time  5 sec  Max Age 38 sec  Forward Delay 20 sec  
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  Number of topology changes 0 last change occurred 23:45:41 ago  

  Times:  hold 1, topology change 58, not ification 5  

          hello 5, max age 38, forward delay 20  

 

Interfaces  

  Name     State   Prio.Nbr    Cost    Sts   Role PortFast       Type         

---------  --------  ---------  --------  ------  ----  --------  -----------------   

 te1/0/1  enabled    128.1     100     Dsbl  Dsbl    No            -           

 te1/0/2  disabled   128.2     100     Dsbl  Dsbl    No            -           

 te1/0/5  disabled   128.5     100     Dsbl  Dsbl    No            -           

 te1/0/6  enabled    1 28.6      4      Frw   Desg   Yes       P2P (RSTP)      

 te1/0/7  enabled    128.7     100     Dsbl  Dsbl    No            -           

 te1/0/8  enabled    128.8     100     Dsbl  Dsbl    No            -           

 te1/0/9  enabled    128.9     100     Dsbl  Dsbl    No            -           

 gi1/0/1  enabled   128.49     100     Dsbl  Dsbl    No            -           

   Po1    enabled  128.1000     4      Dsbl  Dsbl    No            -           

5.17.5.3 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦͦ͟͡ ͍PVSTP+, RPVSTP+ 

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) τ ͦ ͒ͤ͊ ͙͘ ͍͙͔͚ͪ͊ͤͦ͒ͤͦͫͭ͘ ͨͪͦͭͦͦ͊͟͡ Spanning Tree, 
ͪ͊ͫ΄͙ͪΎΌ΅͊Ύ ͺͯͤ͟ͼ͙ͦͤ͊͡ΈͤͦͫͭΈ STP ͒ ͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍ ͦ ͔ͭ͒͡Έͤ·ͻ VLANΦ ˽͙͔͔͙͔ͪͣͤͤ ͎͒͊ͤͤͦͦ ͨͪͦπ
ͭͦͦ͊͟͡ ͍ͨͦͦ͘͡Ύ͔ͭ ͍ ͊͗͒ͦͣ͟ VLAN ͫ ͦ͒͊ͭ͘Έ ͔ͦͭ͒͡Έͤ·͚ Ή͔ͣͨ͘͟͡Ύͪ STP. PVSTP+ ͫ ͍͔͙ͦͣͫͭͣ ͫ STP.  

Rapid ό͋·ͫͭͪ·͚ύ PVSTP+ (RPVSTPҌύ Ύ͍͡Ύ͔ͭͫΎ ͍͔ͯͫͦͪ΄͔͍͍͙͔ͤͫͭͦ͊ͤͣ ͨͪͦͭͦͦ͊͟͡ PVSTPҌΣ ͻ͔͙͊ͪ͊ͭͪͯ͘͟π
͔ͭͫΎ ͔ͣͤΈ΄͙ͣ ͍͔͔͔ͪͣͤͣ ͙͍͔͔͙ͨͪ͒ͤΎ ͔͙ͫͭ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ ͎͙͙ͭͦͨͦͦ͡ ͙ ͙͔͔ͣͭ ͔͔͋ͦ͡ ͍·ͫͦͯ͟Ό ͚ͯͫͭͦ;͙π
͍ͦͫͭΈΦ 

 

 

ˤ͔͎ͫͦ ͔ͨͦ͒͒ͪ͗͊ͤͦ 64 PVST/ RPVST-͙ͤͫͭ͊ͤͫ͊Φ ˽͙ͪ Ήͭͦͣ ͔͍͚ͤͯͦ͡ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍͔ͫͻ 
VLANΣ ͍ ͦͭͦͪ͟·ͻ ͦͭ͟͡Ό;͔ͤ PVST/ RPVST. ˴͊ ͗͒ͦͣ ͯ VLAN ͫ ͍͟͡Ό;͔ͤͤ·ͣ PVST/ RPVST 
͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͦ ͙͒  ͤPVST/ RPVST-͙ͤͫͭ͊ͤͫΦ 
 

 

˽ͦͪͭ·Σ ͤ͊ ͦͭͦͪ͟·ͻ ͙͍͊ͭͤ͟· ͔͔͋ͦ͡ сп VLANΣ ͙ͨͪ ͔͔ͨͪͻ͔ͦ͒ ͍ ͔͙ͪ͗ͣ PVST/ RPVST ͍͔ͪπ
͔ͣͤͤͦ ͙͋ͦͪͯ͟͡ΌͭͫΎΣ ͨͦΉͭͦͣͯ ͔͔ͨͪ͒ ͍͟͡Ό;͔͙͔ͤͣ t±{¢/ RPVST ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͪ͊ͫ;͙ͫπ
ͭ͊ͭΈ ͙ͦ͟͡;͔͍ͫͭͦ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ±[!b ͤ͊ ͦ͟͡Έͼ͔͍·ͻ ͨͦͪͭ͊ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˩͙ͫ͡ ͒͊ͤπ
͔ͤͦ ͤ͊͘;͔͙͔ͤ ͔͍ͨͪ·΄͔͊ͭ соΣ ͭͦ ͔͍ͨͪͦͤ͊;͊͡Έͤͦ ͤͯ͗ͤͦ ͦͭ͟͡Ό;͙ͭΈ t±{¢/ RPVST ͍ ͙͘π
͋·ͭͦ;ͤ·ͻ ±[!b/ RPVST ͟ ͚ͦͣ͊ͤ͒ͦ Ϧƴƻ ǎǇŀƴƴƛƴƎ-tree vlan <VLAN ID>". 
 

 

˽͙ͪ ͍͟͡Ό;͔ͤͤͦͣ ͔͙͔ͪ͗ͣ t±{¢/ RPVST ͦͣͣͯͭ͊ͭͦͪ͟· a9{ ͦ͋ͪ͊͋͊ͭ·͍͊Όͭ t±{¢ ōǇŘǳ 
͍ͦ ͍͔ͫͻ ±[!bΦ ˽ͦΉͭͦͣͯ ͍ ͫͯ͡;͊ΎͻΣ ͎ͦ͒͊͟ ͍ ͦ͟͡Έͼ͔ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͙ͦ͟͡π
;͔͍ͫͭͦͣ t±{¢/ RPVST ±[!bΣ ͔͍ͨͪ·΄͊Ό΅͔ͣ соΣ ͔͔ͫ͒ͯͭ͡ ͪ͊ͫ΄͙͙ͪͭΈ ͙͙ͣͭ͡· ͦ͋ͪ͊π
͙͋ͦͭ͟ t±{¢ bpdu-ͭͪ͊ͺ͙͊͟ ͤ͊ /t¦Φ ˨͡Ύ Ή͎ͭͦͦ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͦͣ͊ͤ͒͊͟ ϦǎŜǊǾƛŎŜ ŎǇǳ-rate-
limits other-bpdu 1024". 
 

 

˩͙ͫ͡ ͍ ͨͪͦͼ͔ͫͫ ͔ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ ͙ͨͦͤ͊͒ͦ͋ͭͫΎ ͯ͋ͪ͊ͭΈ ±[!b ͙͘ t±{¢/ RPVST-͙͍ͤͫͭ͊ͤͫͦ ͙ 
͍͙͒ͦ͋͊ͭΈ ͍ͤͦ·͔Σ ͤͯ͗ͤͦ ͙͍͔͙ͨͪͦͫͭ͘ ͔ͫ͒ͯ͡Ό΅͙͔ ͔͚͍͙͒ͫͭΎΥ 
1ύ ˻ͭ͟͡Ό;͙ͭΈ {¢t ͍ ͔ͤͤͯ͗ͤ·ͻ ±[!b όͦͣ͊ͤ͒͊͟ ζƴƻ ǎǇŀƴƴƛƴƎ-tree vlan vlan_listη ͍ ͎ͦ͡π
͋͊͡Έͤͦͣ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎύ. 
2ύ ˤ͟͡Ό;͙ͭΈ {¢t ͍ ͍ͤͦ·ͻ ±[!b όͦͣ͊ͤ͒͊͟ ζǎǇŀƴƴƛƴƎ-tree vlan vlan_listη ͍ ͎ͦ͋͊͡͡Έͤͦͣ 
͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎύ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 141 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

spanning-tree vlan vlan_list vlan_listΥ όмΦΦплфпύκ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ ͍͔ͫ ͙ͤͫͭ͊ͤͫ· 

͍͟͡Ό;͔ͤ· 

ˤ͟͡Ό;͙ͭΈ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ PVSTP+, RPVSTPҌ ͍ ͯ͊͊ͤͤ͘͟·ͻ 
VLAN. 

spanning-tree vlan vlan_list ˻ͭ͟͡Ό;͙ͭΈ ͪ ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ t±{¢tҌΣ wt±{¢tҌ ͍ ͯ͊͊ͤͤ͘͟·ͻ 
VLAN. 

spanning-tree vlan vlan_list 
bpdu {filtering | flooding} 

vlan_list: (1..4094)/ 
ͺ͙͡Έͭͪ͊ͼ͙Ύ ͦͭ͟͡Ό;͔ͤ͊ 

͙̅͡Έ͔ͭͪͯͭ ͙͙͡ ͔ͨͪͦͨͯͫ͊ͭ͟ ͍ͻͦ͒Ύ΅͙͔ ͊͒ͪ͟· PVST/RPVST-
BPDU. 

 

˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͔͚͍͔͒ͫͭͯͭ ͍ ͭͦͣ ͫͯ͡;͔͊Σ 
͔͙ͫ͡ STP ͦ ͭ͟͡Ό;͔ͤ ͙͋ͦ͡ ͍͟͡Ό;͔ͤ ͍ ͦ͒ͤͦͣ 
͙͘ ͔͙͍ͪ͗ͣͦΥ STP/ RSTP/ MST. ˩ ͙ͫ͡ ͍͟͡Ό;͔ͤ 
͔͙ͪ͗ͣ PVST/ RPVSTΣ ͭͦ ͒͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ 
͔͋ͯ͒ͭ ͔͚͍͍͒ͫͭͦ͊ͭΈ ͭͦ͡Έͦ͟ ͍ ͭͦͣ ͫͯ͡;͔͊Σ 
͔͙ͫ͡ ͍ ͚ͯ͊͊ͤͤͦ͘͟ VLAN ͦ ͭ͟͡Ό;͔ͤ STP. 
 

- filtering τ ͍ ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙ΌΤ 
- flooding τ ͦ ͭ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙ΌΦ 

no spanning-tree vlan 
vlan_list bpdu 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree vlan vlan_list 
forward-time seconds 

vlan_list: (1..4094); 
ǎŜŎƻƴŘǎΥ όпΦΦолύκмр ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΣ ͊ͭͪ͊͘;͙͍͔͊ͣ·͚ ͤ͊ 
ͨͪͦͫͯ͡΄͙͍͙͔͊ͤ ͙ ͙ͯ͘;͔͙͔ͤ ͫͦͫͭͦΎ͙͚ͤ ͔͔ͨͪ͒ ͔͔ͨͪ͟͡Ό;͔͙͔ͤͣ 
͍ ͫͦͫͭͦΎ͙͔ͤ ͔͔ͨͪ͒͊;͙ ͒͡Ύ ͯ͊͊ͤͤ͘͟·ͻ VLAN. 

 

͚͔́͊ͣͪ· ͒ͦ͗ͤ͡· ͍͔͍͍ͫͦͦͭͭͫͭͦ͊ͭΈ ͔ͫ͒ͯ͡π
Ό΅͔͚ ͺ͔ͦͪͣͯ͡Υ 
2 * (Forward-Time - 1) җ Max-Age җ 2 * 
(Hello-Time + 1). 

 

no spanning-tree vlan 
vlan_list forward-time 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree vlan vlan_list 
hello-time seconds 

vlan_list: (1..4094); 
seconds: όмΦΦмлύκн ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ ͔͔ͨͪ͒͊;͙͊ͣ 
΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ζIŜƭƭƻη ͟ 
͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͙ͣ ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟ ͒͡Ύ ͯ͊͊ͤͤ͘͟·ͻ ±[!bΦ 

no spanning-tree vlan 
vlan_list hello-time 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree vlan vlan_list 
max-age seconds vlan_list: (1..4094); 

ǎŜŎƻƴŘǎΥ όсΦΦплύκнл ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ {¢t ͒͡Ύ 
ͯ͊͊ͤͤ͘͟·ͻ VLAN. 

no spanning-tree vlan 
vlan_list max-age 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree vlan vlan_list 
priority priority_value vlan_list: (1..4094); 

priority_value: 
(0..61440)/32768 

˹͙͊ͫͭͪͦͭΈ ͙͙͔ͨͪͦͪͭͭ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ {¢tΦ 

 

˭ͤ͊;͔͙͔ͤ ͍·͙͔͋ͪ͊ͭͫΎ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ ͫ ΄͊π
͎ͦͣ плфс. 

 

spanning-tree vlan vlan_list 
priority  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree vlan 
vlan_list tc-protection 

vlan_list: (1..4094); 

ˤ͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ 
TCN/TC BPDU ͘ ͊ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͚ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͒͡Ύ STP, 
RSTPΣ ͔͍͎ͤͯͦͦ͡ Ή͔ͣͨ͘͟͡Ύͪ͊ MSTP. 

no spanning-tree vlan 
vlan_list tc-protection 

ˤ·͟͡Ό;͙ͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ 
TCN/TC BPDU. 

spanning-tree vlan 
vlan_list tc-protection in-
terval seconds 

vlan_list: (1..4094); 
ǎŜŎƻƴŘǎΥ όмΦΦмлύκн ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͙ͦ͟͡;͔͍ͫͭ͊ 
ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ¢/b/TC BPDU. 
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no spanning-tree vlan 
vlan_list tc-protection in-
terval 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree vlan 
vlan_list tc-protection 
threshold count vlan_list: (1..4094); 

count: (1..255)/1 

͍͙̂ͫͭ͊ͤͦͭΈ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ 
TCN/TC BPDU ͘ ͊ ͊͒͊ͤͤ͘·͚ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΦ 

no spanning-tree vlan 
vlan_list tc-protection 
threshold 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 142 τ ˴ ͦͣ ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

spanning-tree vlan vlan_list 
bpdu {filtering | flooding} 

vlan_list: (1..4094)/ 
ͺ͙͡Έͭͪ͊ͼ͙Ύ ͦͭ͟͡Ό;͔ͤ͊ 

͙̅͡Έ͔ͭͪͯͭ ͙͙͡ ͔ͨͪͦͨͯͫ͊ͭ͟ ͍ͻͦ͒Ύ΅͙͔ ͊͒ͪ͟· PVST/RPVST-
BPDU ͤ ͊ ͊͒͊ͤͤͦͣ͘ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

 

˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͔͚͍͔͒ͫͭͯͭ ͍ ͭͦͣ ͫͯ͡;͔͊Σ 
͔͙ͫ͡ STP ͦ ͭ͟͡Ό;͔ͤ ͙͋ͦ͡ ͍͟͡Ό;͔ͤ ͍ ͦ͒ͤͦͣ 
͙͘ ͔͙͍ͪ͗ͣͦΥ STP/ RSTP/ MST. ˩ ͙ͫ͡ ͍͟͡Ό;͔ͤ 
͔͙ͪ͗ͣ PVST/ RPVSTΣ ͭͦ ͒͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ 
͔͋ͯ͒ͭ ͔͚͍͍͒ͫͭͦ͊ͭΈ ͭͦ͡Έͦ͟ ͍ ͭͦͣ ͫͯ͡;͔͊Σ 
͔͙ͫ͡ ͍ ͚ͯ͊͊ͤͤͦ͘͟ VLAN ͦ ͭ͟͡Ό;͔ͤ STP. 
 

- filtering τ ͍ ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙ΌΤ 
- flooding τ ͦ ͭ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙ΌΦ 

no spanning-tree vlan 
vlan_list bpdu 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree vlan 
vlan_list cost cost 

vlan_list: (1..4094); 
cost: (1..200000000) 

͍͙̂ͫͭ͊ͤͦͭΈ ͼ͔ͤͤͦͫͭΈ ͙ͨͯͭ ;͔͔ͪ͘ ͒͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͒ ͡Ύ 
ͯ͊͊ͤͤ͘͟·ͻ VLAN. 
- cost τ ͼ͔ͤͤͦͫͭΈ ͙ͨͯͭΦ 

no spanning-tree vlan 
vlan_list cost 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡Ύ͔͔ͣͦ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙ͫͦͪͦͫͭ͟ 
ͨͦͪͭ͊ ͙ ͔ͣͭͦ͒͊ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭ ͒͡Ύ ͯ͊͊ͤͤ͘͟·ͻ 
VLAN. 

spanning-tree vlan 
vlan_list disable 

vlan_list: (1..4094) 

˭͔͙͊ͨͪͭͭΈ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ {¢t ͤ͊ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫ ͒ ͡Ύ ͯ͊͊ͤͤ͘͟·ͻ ±[!b. 

no spanning-tree vlan 
vlan_list disable 

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ {¢t ͤ͊ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫ ͒ ͡Ύ ͯ͊͊ͤͤ͘͟·ͻ ±[!b. 

spanning-tree vlan 
vlan_list port-priority pri-
ority_value 

vlan_list: (1..4094); 
priority_value: 
(0..240)/128 

͍͙̂ͫͭ͊ͤͦͭΈ ͙͙͔ͨͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͔͍ͦͪͤͦͣ͟ ͍ͫΎͯ͘Ό΅͔ͣ 
͔͔͍͔͒ͪ {¢t. 

 

˭ͤ͊;͔͙͔ͤ ͍·͙͔͋ͪ͊ͭͫΎ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ ͫ ΄͊π
͎ͦͣ 16. 

 

no spanning-tree vlan 
vlan_list port-priority  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

spanning-tree vlan vlan_list 
guard {root | loop | none} 

vlan_list: (1..4094); 

ˤ͟͡Ό;͙ͭΈ ͘ ͊΅͙ͭͯ ζͦͪͤ͟Ύη ͤ͊ ͒͊ͤͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ͒͡Ύ 
ͯ͊͊ͤͤ͘͟·ͻ VLAN.  
- root τ ͘ ͔͊ͨͪ΅͔͊ͭ ͙͔ͤͭͪͺ͔͚ͫͯ ͋·ͭΈ ͔͍ͦͪͤ͟·ͣ ͨͦͪͭͦͣ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Τ  
- loop τ ͍ ͟͡Ό;͔͊ͭ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͙͔͒ͦͨͦͤͭ͡͡ΈͤͯΌ ͊͘΅͙ͭͯ ͦͭ 
͔͔ͨͭ͡ΈΦ ˤ ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͙͔ͤͭͪͺ͔͚ͫ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤΣ 
͙ͦͭ͡;ͤͦͣ ͦͭ Designated ͙  ͙ͨͪ Ήͭͦͣ ͔͔͔ͨͪͫͭ͊ͭ ͨͦͯ͡;͊ͭΈ BPDU, 
͙͔ͤͭͪͺ͔͚ͫ ͙͔͋ͦͪͯͭͫ͟͡ΎΤ  
- none τ ͦ ͭ͟͡Ό;͔͊ͭ ͍͔ͫ Guard-ͺͯͤ͟ͼ͙͙ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 
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no spanning-tree vlan 
vlan_list guard 

˻ͭ͟͡Ό;͙ͭΈ ͍ ͔ͫ Guard-ͺͯͤ͟ͼ͙͙ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

spanning-tree vlan vlan_list 
restricted-tcn 

τκ͍·͟͡Ό;͔ͤͦ 

˭͔͙͊ͨͪͭͭΈ ͙͔ͨͪͣ .t5¦ Ŏ ͺ͎͊ͦͣ͡ ¢/b ͒͡Ύ ͯ͊͊ͤͤ͘͟·ͻ VLAN. 

no spanning-tree vlan 
vlan_list restricted-tcn 

˾͔͊ͪ͘΄͙ͭΈ ͙͔ͨͪͣ BPDU c ͅ ͎͊ͦͣ͡ TCN ͒ ͡Ύ ͯ͊͊ͤͤ͘͟·ͻ VLAN. 

5.17.6 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ G.8032v2 (ERPS) 

˽ͪͦͭͦͦ͟͡ ERPS (Ethernet Ring Protection Switching) ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͍ͨͦ·΄͔͙ͤΎ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͙ 
͔͙ͤ͊͒͗ͤͦͫͭ ͔͙ͫͭ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ, ͙͔ͣΌ΅͔͚ ͦ͟͡Έͼ͔͍ͯΌ ͎͙ͭͦͨͦͦ͡ΌΣ ͊͘ ͫ;͔ͭ ͙͔͙ͫͤ͗ͤΎ ͍͔͔͙ͪͣͤ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔͙ͫͭ ͍ ͫͯ͡;͔͊ ͍͙͙͊͊ͪΦ ˤ͔ͪͣΎ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔ͤ ͔͍ͨͪ·΄͔͊ͭ м ͫ ͔ͯͤ͒͟·Σ ;ͭͦ ͫͯ΅͔͍͔ͫͭͤͤͦ 
͔ͣͤΈ΄͔ ͍͔͔͙ͪͣͤ ͔͔͚͙ͨͪͫͭͪͦ͟ ͔͙ͫͭ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͍ͨͪͦͭͦͦͦ͟͡ ͔͔͚͍ͫͣͫͭ͊ spanning tree.  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 143 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

erps 
τ/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ 9wt{Φ 

no erps ˭͔͙͊ͨͪͭͭΈ ͪ ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ 9wt{Φ 

erps vlan vlan_id 

vlan_id: (1..4094) 

˿ͦ͒͊ͭ͘Έ ERPS-ͦ͟͡Έͼ ͦͫ  ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ w-APS VLANΣ ͨͦ 
͚ͦͭͦͪͦ͟ ͔͋ͯ͒ͭ ͔͔͍ͨͪ͒͊͊ͭΈͫΎ ͔ͫͯ͗͋ͤ͊͡Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ ͙ 
͔͔ͨͪͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͟ ͦ͡Έͼ͊Φ 
- vlan_id τ ͤ ͔ͦͣͪ R-APS VLAN. 

no erps vlan vlan_id ͙̂͒͊ͭ͡Έ ERPS-ͦ͟͡Έͼ ͦͫ  ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ vlan_id. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͟ ͦ͡Έͼ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͟ ͦ͡Έͼ͊: 

console ( config - er ps )#  

͙́͊͋͡ͼ͊ 144 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ERPS-ͦ͟͡Έͼ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤ/˭ͤ͊;͔͙͔ͤ 
ͨ ͦͯ ͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

protected vlan add vlan_list 

vlan_list:(2..4094, all) 

˨͍͙ͦ͋͊ͭΈ ͒ ͙͊ͨ͊ͦͤ͘ VLAN ͍  ͙ͫͨͫͦ͟ ͊͘΅͙΅͔ͤͤ·ͻ ±[!bΦ 
- vlan_list τ ͫ ͙ͨͫͦ͟ ±[!bΦ ˨͙͊ͨ͊ͦͤ͘ ±[!b ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ 
͔͔ͨͪ;͙͔͙͔ͫͤͣ͡ ;͔͔ͪ͘ ͊ͨ͘ΎͭͯΌ ͙͙͡ ͯ͊͊ͭ͘͟Έ ͤ͊;͊͡Έ͔ͤͦ ͙ 
͔ͦͤ͟;͔ͤͦ ͤ͊͘;͔͙ͤΎ ͙͒͊ͨ͊ͦͤ͊͘ ;͔͔ͪ͘ ͔͒ͺ͙ͫ Ϧ-". 

protected vlan remove 
vlan_list 

vlan_list:(2..4094, all) 
͙̂͒͊ͭ͡Έ ͒ ͙͊ͨ͊ͦͤ͘ ±[!b ͙͘ ͙ͫͨͫ͊͟ ͊͘΅͙΅͔ͤͤ·ͻ ±[!bΦ 
- vlan_list τ ͫ ͙ͨͫͦ͟ ±[!b ͒͡Ύ ͔͙ͯ͒͊ͤ͡ΎΦ 

port {west |  east} {giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port | 
port-channel group} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

ˤ·͋ͪ͊ ͭΈ west (east)-ͨͦͪͭ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͍͟͡Ό;͔͎ͤͤͦͦ ͍ ͦ͟͡ΈͼͦΦ 

no port {west |  east} ͙̂͒͊ͭ͡Έ west (east)-ͨͦͪͭ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͍͟͡Ό;͔͎ͤͤͦͦ ͍ ͦ͟͡ΈͼͦΦ 
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rpl {west | east} {owner | 
neighbor} 

τ/no rpl 

ˤ·͋ͪ͊ͭ Έ RPL-ͨͦͪͭ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͔͎ͦ ͪͦ͡Έ. 
- west τ RPL-ͨͦͪͭͦͣ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘;͔ͤ ǿŜǎǘ-ͨͦͪͭΤ 
- east τ RPL-ͨͦͪͭͦͣ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘;͔ͤ east-ͨͦͪͭΤ 
- owner τ ͟ ͦͣͣͯͭ͊ͭͦͪ ͔͋ͯ͒ͭ Ύ͍͡ΎͭΈͫΎ ͍͔͊͒͡͡Έͼ͔ͣ wt[-ͨͦͪͭ͊Τ 
- neighbor τ ͟ ͦͣͣͯͭ͊ͭͦͪ ͔͋ͯ͒ͭ Ύ͍͡ΎͭΈͫΎ ͔ͫͦͫ͒ͦͣ ͍͔͊͒͡͡Έͼ͊ 
RPL-ͨͦͪͭ͊Φ 

no rpl ͙̂͒͊ͭ͡Έ RPL-ͨͦͪͭ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

level level 

level: (0..7)/1 

˹͙͊ͫͭͪͦͭΈ ͯ ͍͔ͪͦͤΈ ͫ ͦͦ͋΅͔͙͚ͤ w-!t{Φ ˹͔ͦ͋ͻ͙ͦ͒ͣͦ ͒͡Ύ 
ͨͪͦͻ͔͙ͦ͗͒ͤΎ ͫͦͦ͋΅͔͙͚ͤ ;͔͔ͪ͘ /Ca a9tΦ 
- level τ ͯ ͍͔ͪͦͤΈ ͫͦͦ͋΅͔͙͚ͤ w-APS. 

no level ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

ring enable 
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙͙͍͙ͦͤͪͦ͊ͤ ͔͟ ͦ͡Έͼ͊Φ 

no ring enable ˤ·͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙͙͍͙ͦͤͪͦ͊ͤ ͔͟ ͦ͡Έͼ͊Φ 

version version 

version: (1..2)/2 

ˤ·͋ͪ͊ͭΈ ͪ ͔͙͗ͣ ͍͔͙͙ͫͦͣͫͭͣͦͫͭ ͫ ͎͙͙͒ͪͯͣ ͍͔͙ͪͫΎ͙ͣ ͨͪͦͭͦͦ͊͟͡ 
G.8032. 
- version τ ͍ ͔͙ͪͫΎ ͨͪͦͭͦͦ͊͟͡ DΦулонΦ 

no version ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

revertive 
τ/revertive 

ˤ·͋ͪ͊ ͭΈ ͪ ͔͙͗ͣ ͪ͊͋ͦͭ· ͦ͟͡Έͼ͊Φ 

no revertive ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

sub-ring vlan vlan_id 

vlan_id:(1..4094) 

̂͊͊ͭ͘͟Έ ͨ ͦ͒ͦ͟͡Έͼ ͦ͒ ͡Ύ ͎͒͊ͤͤͦͦ ͦ͟͡Έͼ͊Φ 
- vlan_id τ ͤ ͔ͦͣͪ ±[!bΦ 

no sub-ring vlan vlan_id ͙̂͒͊ͭ͡Έ ͨ ͦ͒ͦ͟͡Έͼ.ͦ 

sub-ring vlan vlan_id [tc-
propogation] 

vlan_id:(1..4094) 

ˤ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ͙͎ͫͤ͊͊͡ ͦ;͙͙ͫͭ͟ ˸ˢ˿-͙ͭ͊͋͡ͼ· ͍ ͍͔ͦͫͤͦͤͦ 
ͦ͟͡Έͼͦ ͙ͨͪ ͔͔͔͙͙ͨͪͫͭͪͦͤ ͨ ͦ͒ͦ͟͡Έͼ͊Φ 

no sub-ring vlan vlan_id ˻ͭ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ͙͎ͫͤ͊͊͡ ͦ;͙͙ͫͭ͟ ˸ˢ˿-͙ͭ͊͋͡ͼ· ͍ ͍͔ͦͫͤͦͤͦ 
ͦ͟͡Έͼͦ ͙ͨͪ ͔͔͔͙͙ͨͪͫͭͪͦͤ ͨͦ͒ͦ͟͡Έͼ͊Φ 

timer guard value 
valueΥόмлΦΦнлллύ ͣͫ, 
͔ͪ͊ͭͤͦ͟ млκрлл ͣͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͭ ͚͔͊ͣͪΣ ͙͋ͦͪͯ͟͡Ό΅͙͚ ͯ ͔͍ͫͭ͊ͪ΄͙͔ ͫͦͦ͋΅͔͙ͤΎ  
R-APS. 

no timer guard  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

timer holdoff value 

valueΥόлΦΦмллллύ ͣͫΣ 
͔ͪ͊ͭͤͦ͟ млл ͫ 

ͭͦ;ͤͦͫͭΈΌ р ͣͫκл ͣͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͭ ͚͔͊ͣͪ ͔͙͊͒ͪ͗͘͟ ͔ͪ͊͟ͼ͙͙ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͤ͊ 
͙͔͔͙͔ͣͤͤ͘ ͍ ͫͦͫͭͦΎ͙͙ͤΦ ˤ͔ͣͫͭͦ ͔ͪ͊͟ͼ͙͙ ͤ͊ ͫͦ͋·͙͔ͭ 
͍͟͡Ό;͔͊ͭͫΎ ͚͔ͭ͊ͣͪΣ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ 
͙ͤͺ͙͔ͦͪͣͪͯͭ ͦ ͍͔ͫͦͣ ͫͦͫͭͦΎ͙͙ͤΦ ˽ ͔ͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ 
͔ͯͣͤΈ΄͔͙ͤΎ ͺͯ͒͊͡ ͔͍ͨ͊ͭͦ͟ ͙ͨͪ ͺ͙͊ͨͨ͡ ͎͔ͤ ͍ͨͦͪͭͦΦ 

no timer holdoff ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

timer wtr value 

value:(1..12ύ ͙ͣͤκр 
͙ͣͤ 

͍͙̂ͫͭ͊ͤͦͭΈ ͭ ͚͔͊ͣͪΣ ͦͭͦͪ͟·͚ ͔͊ͨͯͫ͊ͭͫ͘͟Ύ ͤ͊ wt[ hǿƴŜǊ 
͔ͦͣͣͯͭ͊ͭͦͪ͟ ͍ ǊŜǾŜǊǘƛǾŜ-͔͙͔ͪ͗ͣΦ ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ 
͔͍ͨͪ͒ͦͭͪ͊΅͔͙ͤΎ ;͊ͫͭ·ͻ ͊͘΅͙ͭͤ·ͻ ͔͔ͨͪ͟͡Ό;͔͙͚ͤ ͙͘-͊͘ 
͙͎͍ͫͤ͊ͦ͡ ͦ ͔͙͍ͤͫͨͪ͊ͤͦͫͭΎͻΦ 

no timer wtr  ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

switch forced {west | east} 
τ/no 

͙͍̅ͦͪͫͪͦ͊ͭΈ ͘ ͊ͨͯͫ͟ ͊͘΅͙͎ͭͤͦͦ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͦ͟͡Έͼ͊Σ ͙ͨͪ 
Ήͭͦͣ ͙͔͋ͦͪͯͭͫ͟͡Ύ ͯ͊͊ͤͤ͘͟·͚ ͨͦͪͭΦ 

no switch forced ˻͔͙ͭͣͤͭΈ ͅ ͙͍͙ͦͪͫͪͦ͊ͤΎ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͦ͟͡Έͼ͊Φ 

switch manual {west | 
east} τ/no 

ˤͪͯ;ͤͯΌ ͙͍͊͋ͦͪͦ͊ͭ͘͟͡Έ ͯ ͊͊ͤͤ͘͟·  ͚west (east)-ͨͦͪͭ ͙ 
͙͍ͪ͊͋ͦͪͦ͊ͭ͘͟͡Έ east (west). 

no switch manual ˻͔͙ͭͣͤͭΈ ͪ ͯ;ͤͯΌ ͋ ͙͍ͦͪͦ͟͟͡.ͯ 

abort 
τ 

˻͙ͭ͊ͭͭ͟Έ ͙͔͔͙ͣͤͤ͘ΎΣ ͍͔͔ͤͫͤͤ·͔ ͫ ͔ͣͦͣͤͭ͊ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͦ͟͡Έͼ͊Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console#  

͙́͊͋͡ͼ͊ 145 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show erps [vlan vlan_id] 
vlan_id: (1..4094) 

˭͙͊ͨͪͦͫͭΈ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͋ ͦ͋΅͔ͣ ͫͦͫͭͦΎ͙͙ͤ 9wt{ ͙͙͡ 
ͫͦͫͭͦΎ͙͙ͤ ͎ͯ͊͊ͤͤͦͦ͘͟ ͦ͟͡Έͼ͊Φ 

5.17.7 ˹͚͊ͫͭͪͦ͊͟ ͨ ͪͦͭͦͦ͊͟͡ LLDP 

˻͍͚ͫͤͦͤͦ ͺͯͤ͟ͼ͙͔͚ ͨͪͦͭͦͦ͊͟͡ Link Layer Discovery Protocol (LLDPύ Ύ͍͡Ύ͔ͭͫΎ ͔ͦ͋ͣͤ ͔ͣ͗͒ͯ 
͔͔͍ͫͭ·͙ͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͦ ͍͔ͫͦͣ ͫͦͫͭͦΎ͙͙ͤ ͙ ͻ͔͙͙͊ͪ͊ͭͪͫͭ͊͟͟ͻΦ ˮͤͺͦͪͣ͊ͼ͙ΎΣ ͫͦ͋ͪ͊ͤͤ͊Ύ ͔͍ͨͦͫͪ͒ͫͭͦͣ 
ͨͪͦͭͦͦ͊͟͡ [[5tΣ ͙͍͔ͤ͊͊ͨ͊ͭͫ͟͡Ύ ͍ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͙  ͔ͣͦ͗ͭ ͋·ͭΈ ͊ͨͪͦ͘΄͔ͤ͊ ͍ͯͨͪ͊͡ΎΌ΅͙ͣ ͦͣͨ͟ΈΌ͔ͭͪͦͣ ͨͦ 
ͨͪͦͭͦͦͯ͟͡ {batΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͚ͫͦ͋ͪ͊ͤͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙Σ ͤ͊ ͍ͯͨͪ͊͡ΎΌ΅͔ͣ ͦͣͨ͟ΈΌ͔͔ͭͪ 
͔ͣͦ͗ͭ ͋·ͭΈ ͔͙͍ͫͣͦ͒ͪͦ͊ͤ͊͡ ͎͙ͭͦͨͦͦ͡Ύ ͔͙ͫͭΦ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ  ͔ͨ ͔ͪ͒͊;ͯ ͊͟͟ ͫͭ͊ͤ͒͊ͪͭͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦΣ ͭ͊͟ ͙ ͦͨͼ͙ͦͤ͊͡Έͤ·ͻΣ ͙ͭ͊͟ͻ 
͊͟͟Υ 

- ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊ ͙  ͔͎ͦ ͙͙͔ͦͨͫ͊ͤ;  

- ͙ͣΎ ͨͦͪͭ͊ ͙  ͔͎ͦ ͙͙͔ͦͨͫ͊ͤ;   

- ͙ͤͺͦͪͣ͊ͼ͙Ύ ͦ ˸ˢ˿κPHY ͙  ͭΦ ͒ Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 146 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

lldp run 
τ/͔ͪ͊ͪ͘΄͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͟ ͦͣͣͯͭ͊ͭͦͪͯ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ [[5tΦ 

no lldp run ˭͔͙͊ͨͪͭ ͭΈ ͟ ͦͣͣͯͭ͊ͭͦͪͯ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ [[5tΦ 

lldp timer seconds 
seconds: (5..32768)/30 

 ͫ

˻͔͔͙ͨͪ͒ͭ͡ΈΣ ͊͟͟ ;͊ͫͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ ͍ͦͭͨͪ͊͡ΎͭΈ 
͍͔͙͔ͦ͋ͤͦͤ͡ ͙ͤͺͦͪͣ͊ͼ͙͙ [[5tΦ 

no lldp timer ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp hold-multiplier  number 

number: (2..10)/4 

˭͊͒͊ͭΈ ͍͔͙͡;͙ͤͯ ͍͔͔͙ͪͣͤ ͒͡Ύ ͙͙ͨͪͤͣ͊Ό΅͔͎ͦ ͚͍ͯͫͭͪͦͫͭ͊Σ ͍ 
͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͤͯ͗ͤͦ ͔͙͍ͯ͒ͪ͗͊ͭΈ ͙͙͔ͨͪͤͣ͊ͣ·͔ ͔ͨ͊ͭ͟· 
[[5t ͔͔ͨͪ͒ ͙ͻ ͫ͋ͪͦͫͦͣΦ 
˨͊ͤͤ͊Ύ ͍͔͙͡;͙ͤ͊ ͔͔͔ͨͪ͒͊ͭͫΎ ͤ͊ ͙͙ͨͪͤͣ͊Ό΅ͯΌ ͫͭͦͪͦͤͯ ͍ [[5t 
update-͔ͨ͊ͭ͊͟ͻ ό͔ͨ͊ͭ͊͟ͻ ͍͔͙ͦ͋ͤͦͤ͡ΎύΣ Ύ͍͡Ύ͔ͭͫΎ ͪ͊ͭͤͦͫͭ͟ΈΌ ͒͡Ύ 
͚͔ͭ͊ͣͪ͊ [[5t όƭƭŘǇ ǘƛƳŜǊύΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ [[5t-
͔͍ͨ͊ͭͦ͟ ͪ͊ͫͫ;͙ͭ·͍͔͊ͭͫΎ ͨͦ ͺ͔ͦͪͣͯ͡ ¢¢[ Ґ Ƴƛƴ (65535, LLDP-
Timer * LLDP-HoldMultiplier) 

no lldp hold-multiplier  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp reinit seconds 

seconds: (1..10)κн ͫ 

˸͙͙ͤͣ͊͡Έ͔ͤͦ ͍͔ͪͣΎΣ ͔ͦͭͦͪͦ͟ [[5t-ͨͦͪͭ ͔͋ͯ͒ͭ ͙ͦ͗͒͊ͭΈ ͔͔ͨͪ͒ 
͍͚ͨͦͭͦͪͤͦ ͙͙ͤͼ͙͙͊͊͘͡ͼ͙͔͚ LLDP.  

no lldp reinit ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               177                   

lldp tx-delay seconds 

seconds: (1..8192)κн ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͊͒ͪ͗ͯ͘͟ ͔ͣ͗͒ͯ ͔ͨͦͫ͒ͯ͡Ό΅͙͙ͣ ͔͔ͨͪ͒͊;͙͊ͣ 
͔͍ͨ͊ͭͦ͟ [[5t, ͙͙ͤͼ͙͙͍ͪͦ͊ͤͤ·͙ͣ ͙͔͔͙ͣͤͤ͘Ύ͙ͣ ͤ͊͘;͔͙͚ͤ 
͙͙͡ ͫͭ͊ͭͯͫ͊ ͍ ͦ͊͟͡͡Έͤ·ͻ ͋͊͊͘ͻ ͒͊ͤͤ·ͻ aL. [[5tΦ 

 

˾͔͔͔ͦͣͤ͒ͯͭͫ͟ΎΣ ;ͭͦ͋· ͒͊ͤͤ͊Ύ ͔͊͒ͪ͗͊͘͟ 
͋·͊͡ ͔ͣͤΈ΄͔Σ ;͔ͣ ͤ͊͘;͔͙͔ͤ лΦнрϝ [[5t-
Timer. 

 

no lldp tx-delay ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp lldpdu {filtering | 
flooding} 

τ/filtering 

˻͔͔͙ͨͪ͒ͭ͡Έ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟ [[5t, ͟ ͎ͦ͒͊ ͨ ͪͦͭͦͦ͟͡ 
LLDP ͍ ·͟͡Ό;͔ͤ ͤ ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Υ 
- filtering τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ LLDP-͔ͨ͊ͭ͟· ͺ͙͡ΈͭͪͯΌͭͫΎΣ ͔͙ͫ͡ 
ͨͪͦͭͦͦ͟͡ [[5t ͍·͟͡Ό;͔ͤ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟; 
- flooding τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ [[5t-͔ͨ͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎΣ ͔͙ͫ͡ 
ͨͪͦͭͦͦ͟͡ [[5t ͍·͟͡Ό;͔ͤ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

no lldp lldpdu ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp med fast-start 
repeatπcount number 

number: (1..10)/3 

͍͙̂ͫͭ͊ͤͦͭΈ ;͙ͫͦ͡ ͍͔͙͚ͨͦͭͦͪͤ t5¦ [[5t ͒͡Ύ ͋·͎ͫͭͪͦͦ ͊ͨͯͫ͊͘͟Σ 
͔͔ͦͨͪ͒͡Ύ͔͎ͣͦͦ ͔͍ͨͦͫͪ͒ͫͭͦͣ [[5t-MED. 

no lldp med fast-start 
repeatπcount 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp med network-policy 
number application [vlan 
vlan_id] [vlan-type {tagged 
|  untagged}] [up priority] 
[dscp value] 

number: (1..32); 
application: (voice, 

voice-signaling, 
guest-voice, 

guest-voice-signaling, 
softphone-voice, 

video-conferencing, 
streaming-video, 
video-signaling); 
vlan_id: (0..4095); 

priority: (0..7); 
value: (0..63) 

˻͔͔͙ͨͪ͒ͭ͡Έ ͨ ͍͙ͪ͊ͦ͡ ͒͡Ύ ͔ͨ͊ͪ͊ͣͭͪ͊ ƴŜǘǿƻǊƪ-ǇƻƭƛŎȅ ό͔͔͍ͫͭ͊Ύ 
͙͙ͨͦͭ͊͟͡ ͚͍ͯͫͭͪͦͫͭ͊ύΦ ˨͊ͤͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ Ύ͍͡Ύ͔ͭͫΎ 
ͦͨͼ͙ͦͤ͊͡Έͤ·ͣ ͒͡Ύ ͪ͊ͫ΄͙͔͙ͪͤΎ ͨͪͦͭͦͦ͊͟͡ [[5t a95Φ 
- number τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͨͪ͊͊͡ ƴŜǘǿƻǊƪ ǇƻƭƛŎȅ; 
- application τ ͎ ͍͊ͤ͊͡Ύ ͺͯͤ͟ͼ͙ΎΣ ͔͔͔ͦͨͪ͒ͤͤ͊͡Ύ ͒͡Ύ ͎͒͊ͤͤͦͦ 
͍͙ͨͪ͊͊͡ ƴŜǘǿƻǊƪ ǇƻƭƛŎȅΦ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!b ͒͡Ύ ͎͒͊ͤͤͦͦ ͍͙ͨͪ͊͊͡Τ 
- tagged/untagged τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ, ͭ ͔͎͙͍͚ͪͦ͊ͤͤͦ ͙͙͡ 
͔͔͎͙͍͚ͤͭͪͦ͊ͤͤͦ ͔͋ͯ͒ͭ ±[!bΣ ͙ͫͨͦ͡Έ͔ͯͣ͊͘Ύ ͒͊ͤͤ·ͣ ͍͙ͨͪ͊ͦͣ͡Φ  
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͎͒͊ͤͤͦͦ ͨ ͍͙ͪ͊͊͡ ό͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͤ͊ 
͍ͭͦͪͦͣ ͍͔ͯͪͦͤ ͔͙ͣͦ͒͡ h{LύΤ 
- value τ ͘ ͤ͊;͔͙͔ͤ 5{/tΣ ͙ͫͨͦ͡Έ͔͔ͯͣͦ͘ ͒͊ͤͤ·ͣ ͍͙ͨͪ͊ͦͣ͡. 
˩͙ͫ͡ ͔ͤ ͯ͊͘͟·͍͊ͭΈ ͤ͊͘;͔͙͔ͤ DSCP, ͨ ͦ ͯͣͦ͡;͙͊ͤΌ ͦͣͣͯͭ͊ͭͦͪ͟ 
͔͋ͯ͒ͭ ͍ͦͭͨͪ͊͡ΎͭΈ ͔ͨ͊ͪ͊ͣͭͪ DSCP 0. 

ˮ͔͔͙͔ͣͤͤ͘ network-policy ͍ͦͣͦ͗ͤͦ͘ ͭͦ͡Έͦ͟ 
͔ͨͦͫ͡ ͫͤΎ͙ͭΎ ͙͙͙ͨͦͭ͟͡ ͫͦ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ 
͎͔͒ ͦͤ͊ ͙͔͔ͨͪͣͤͤ͊. 

no lldp med network-policy 
number 

͙̂͒͊ͭ͡Έ ͔ͫͦ͒͊ͤͤͦ͘ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͔ͨ͊ͪ͊ͣͭͪ͊ ƴŜǘǿƻǊƪ-policy. 

lldp notifications interval 
seconds 

seconds: (5..3600)/5 
 ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͣ ͙͊ͫͣ͊͟͡ΈͤͯΌ ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͍͔͔͙͚ͯ͒ͦͣͤ͡ 
LLDP. 
- seconds τ ͨ ͔͙ͪͦ͒ ͍͔͔͙ͪͣͤΣ ͍ ͔ͭ;͔͙ͤ ͔͟ ͎ͦͭͦͪͦͦ ͚͍ͯͫͭͪͦͫͭͦ 
͔ͣͦ͗ͭ ͍͙ͦͭͨͪ͊ͭΈ ͔ͤ ͔͔͋ͦ͡ ͎ͦ͒ͤͦͦ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΦ 

no lldp notifications 
interval 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫͦ ͍Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 147 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

lldp transmit 

ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
͔ͪ͊ͪ͘΄͔ͤͦ 

͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͍ ͙ͦ͋ͦͻ 
͍͔͙ͤ͊ͨͪ͊ͤ͡ΎͻΦ 

˾͔͊ͪ͘΄͙ͭΈ ͔͔ͨͪ͒͊;ͯ ͔͍ͨ͊ͭͦ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

no lldp transmit ˭͔͙͊ͨͪͭͭΈ ͨ ͔͔ͪ͒͊;ͯ ͔͍ͨ͊ͭͦ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

lldp receive ˾͔͊ͪ͘΄͙ͭΈ ͙͔ͨͪͣ ͔͍ͨ͊ͭͦ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 
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no lldp receive ˭͔͙͊ͨͪͭͭΈ ͨ ͙͔ͪͣ ͔͍ͨ͊ͭͦ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t ͤ ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

lldp optional-tlv tlv_list tvl_list: (port-desc, sys-
name, sys-desc, sys-cap, 

802.3-mac-phy, 802.3-lag, 
802.3-max-frame-size, 

802.3-power-via-mdi)/˽  ͦ
ͯͣͦ͡;͙͊ͤΌ 

ͦͨͼ͙ͦͤ͊͡Έͤ·͔ TLV ͤ  ͔
͍͟͡Ό;͔ͤ· ͍  ͨ ͔͊ͭ͟. 

˻͔͔͙ͨͪ͒ͭ͡ΈΣ ͙͔͊͟͟ ͦͨͼ͙ͦͤ͊͡Έͤ·͔ ¢[±-ͨͦ͡Ύ ό¢ȅǇŜΣ [ŜƴƎǘƘΣ 
±ŀƭǳŜύ ͋ͯ͒ͯͭ ͍͟͡Ό;͔ͤ· ͚͍ͯͫͭͪͦͫͭͦͣ ͍ ͔͔͍͔ͨͪ͒͊͊ͣ·͚ 
LLDP-͔ͨ͊ͭ͟Φ 
ˤ ͦͣ͊ͤ͒ͯ͟ ͣͦ͗ͤͦ ͍͟͡Ό;͙ͭΈ ͦͭ ͎ͦ͒ͤͦͦ ͒ͦ ͨΎ͙ͭ 
ͦͨͼ͙ͦͤ͊͡Έͤ·ͻ ¢[±. 

TLV 802.3-power-via-ƳŘƛ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͤ͊ 
͚͍ͯͫͭͪͦͫͭ͊ͻ ͫ ͔͚ͨͦ͒͒ͪ͗ͦ͟ tƻ9Φ 

no lldp optional-tlv ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp optional-tlv 802.1 
{pvid [enable |  disable] |  
ppvid {add |  remove} 
ppv_id | vlanπname {add |  
remove} vlan_id} 

ppvid: (1-4094); 
vlan_id: (2-4094); 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 

ͦͨͼ͙ͦͤ͊͡Έͤ·͔ TLV ͤ ͔ 
͍͟͡Ό;͔ͤ·Φ 

˻͔͔͙ͨͪ͒ͭ͡ΈΣ ͙͔͊͟͟ ͦͨͼ͙ͦͤ͊͡Έͤ·͔ ¢[±-ͨͦ͡Ύ ͋ͯ͒ͯͭ 
͍͟͡Ό;͔ͤ· ͚͍ͯͫͭͪͦͫͭͦͣ ͍ ͔͔͍͔ͨͪ͒͊͊ͣ·͚ [[5t-͔ͨ͊ͭ͟Υ 
- pvid τ t±L5 ͙͔ͤͭͪͺ͔͚ͫ͊Τ 
- ppvid τ ͒ ͍͙ͦ͋͊ͭΈκ͙ͯ͒͊ͭ͡Έ tt±L5Τ 
- vlan-name τ ͒ ͍͙ͦ͋͊ͭΈκ͙ͯ͒͊ͭ͡Έ ͔ͤͦͣͪ ±[!bΤ 
- protocol τ ͒ ͍ͦ͋͊ ͙ͭΈκ͙ͯ͒͊ͭ͡Έ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͨͪͦͭͦͦ͟͡Φ lldp optional-tlv 802.1 

protocol {add |  remove} 
{stp | rstp | mstp | pause | 
802.1x | lacp | gvrp} 

no lldp optional-tlv 802.1 
pvid 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp management-address 
{ip_address | none | 
automatic [gigabitethernet 
gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port | port-channel 
group |  vlan vlan_id]} 

ͺͦͪͣ͊ͭ ip-address: 
A.B.C.D; 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094). 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 

͍ͯͨͪ͊͡ΎΌ΅͙͚ ͔͊͒ͪͫ 
͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ 
͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟Φ 

˻͔͔͙ͨͪ͒ͭ͡Έ ͯ ͍ͨͪ͊͡ΎΌ΅͙͚ ͔͊͒ͪͫΣ ͦ͋ΆΎ͍͔ͤͤ͡·͚ ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 
- ip_address τ ͘ ͔͊͒͊ͭͫΎ ͙ͫͭ͊ͭ;͔͙͚ͫ͟ IP-͔͊͒ͪͫΤ 
- none τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ ͔͊͒ͪͫ ͔ͤ ͦ͋ΆΎ͍͔ͤ͡Τ 
- automatic τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ ͙͔ͫͫͭͣ͊ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ 
͍·͙͔͋ͪ͊ͭ ͍ͯͨͪ͊͡ΎΌ΅͙͚ ͔͊͒ͪͫΣ ͙͘ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ 
͔͍͊͒ͪͫͦ ͎͊͒͊ͤͤͦͦ͘ ͙͔ͤͭͪͺ͔͚ͫ͊Φ  
˩͙ͫ͡ ͙͔ͤͭͪͺ͔͚ͫ ŜǘƘŜǊƴŜǘ ͙͙͡ ͙͔ͤͭͪͺ͔͚ͫ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 
͙͔ͨͪͤ͊͒͗͊ͭ͡ ±[!bΣ ͭͦ ͒͊ͤͤ·͚ ͔͊͒ͪͫ ±[!b ͔ͤ ͔͋ͯ͒ͭ 
͍͟͡Ό;͔ͤ ͍ ͙ͫͨͫͦ͟ ͍ͦͣͦ͗ͤ͘·ͻ ͍ͯͨͪ͊͡ΎΌ΅͙ͻ ͔͍͊͒ͪͫͦΦ 

  ʕ  ͫͯ͡;͔͊ ͙ͤ͊͡;͙Ύ ͔ͤͫͦ͟͡Έ͙͟ͻ IP-͔͍͊͒ͪͫͦ ͙ͫͫ-
͔ͭͣ͊ ͍·͙͔͋ͪ͊ͭ ͤ͊;͊͡Έͤ·͚ IP-͔͊͒ͪͫ ͙͘ ͙͒͊ͨ͊π
ͦͤ͊͘ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ IP-͔͍͊͒ͪͫͦΦ ˩͙ͫ͡ ͙͙͒ͤ͊ͣπ
;͔͙͔ͫ͟ ͔͊͒ͪͫ͊ ͍ͦͭͫͯͭͫͭͯΌͭΣ ͭͦ ͙͔ͫͫͭͣ͊ ͍·͙͋π
͔ͪ͊ͭ ͤ͊;͊͡Έͤ·͚ IP-͔͊͒ͪͫ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ ͍ͦ͘π
ͣͦ͗ͤ·ͻ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ IP-͔͍͊͒ͪͫͦΦ 

no lldp management-
address 

͙̂͒͊ͭ͡Έ ͯ ͍ͨͪ͊͡ΎΌ΅͙͚ IP-͔͊͒ͪͫΦ 

lldp notification {enable | 
disable} ͨͦ  ͯͣͦ͡;͙͊ͤΌ ͍ͦͭͨͪ͊͊͟ 

͍͔͔͙͚ͯ͒ͦͣͤ͡ LLDP 
͔͊ͨͪ͘΅͔ͤ͊Φ 

˾͔͊ͪ͘΄͙ͭΈκ͔͙͊ͨͪͭͭ͘Έ ͦ ͍ͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡ [[5t ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 
- enable τ ͪ ͔͊ͪ͘΄͔͊ͭΤ 
- disable τ ͘ ͔͊ͨͪ΅͔͊ͭΦ 

no lldp notifications ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp med enable [tlv_list] tvl_list: (network-policy, 
location, 

inventory)/͔͊ͨͪ͘΅͔ͤͦ 
͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ 

ͪ͊ͫ΄͙͔͙ͪͤΎ ͨ ͪͦͭͦͦ͊͟͡ 
LLDP MED. 

˾͔͊ͪ͘΄͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͪ͊ͫ΄͙͔͙ͪͤΎ ͨͪͦͭͦͦ͊͟͡ [[5t 
MED. 
ˤ ͦͣ͊ͤ͒ͯ͟ ͣͦ͗ͤͦ ͍͟͡Ό;͙ͭΈ ͦͭ ͎ͦ͒ͤͦͦ ͒ͦ ͔ͭͪͻ 
͔ͫͨͼ͙͊͡Έͤ·ͻ TLV. 

lldp med network-policy 
{add |  remove} number  

number: (1-32) 

˹͊ͤ͊͘;͙ͭΈ ͨ ͍͙ͪ͊ͦ͡ ƴŜǘǿƻǊƪ-ǇƻƭƛŎȅ ͒͊ͤͤͦͣͯ ͙͔ͤͭͪͺ͔͚ͫͯΦ 
- add τ ͤ ͊ͤ͊͘;͔͊ͭ ͍͙ͨͪ͊ͦ͡; 
- remove τ ͯ ͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡; 
- number τ ͤ ͔ͦͣͪ ͍͙ͨͪ͊͊͡Φ 

no lldp med network-policy ͙̂͒͊ͭ͡Έ ͨ ͍͙ͪ͊ͦ͡ ƴŜǘǿƻǊƪ-ǇƻƭƛŎȅ ͫ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

lldp med location 
{coordinate coordinate |  

civic-address 
civic_address_data |  ecs-

elin ecs_elin_data} 

coordinate: 16 ͋ ͚͊ͭ; 
civic_address_data: 

(6..160) ͋ ͚͊ͭ; 
ecs_elin_data: (10..25) 

͚͋͊ͭΦ 

˭͊͒͊ͭΈ ͣ ͔͔͙͔ͫͭͦͨͦͦ͗ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ [[5t 
όͤ͊͘;͔͙͔ͤ ͔ͨ͊ͪ͊ͣͭͪ͊ ƭƻŎŀǘƛƻƴ ͨͪͦͭͦͦ͊͟͡ [[5t a95ύΦ 
- coordinate τ ͊ ͔͒ͪͫ ͍ ͙͔͔ͫͫͭͣ ͙ͦͦͪ͒ͤ͊ͭ͟Τ 
- civic_address_data τ ͊ ͙͙͙͍͒ͣͤͫͭͪ͊ͭͤ·͚ ͔͊͒ͪͫ 
͚͍ͯͫͭͪͦͫͭ͊Τ 
- ecs-elin_data τ ͊ ͔͒ͪͫ ͍ ͺ͔ͦͪͣ͊ͭΣ ͔͔͔ͦͨͪ͒ͤͤͦͣ͡ 
ANSI/TIA 1057. 
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no lldp med location 
{coordinate | civic-address 
| ecs-elin} 

͙̂͒͊ͭ͡Έ ͤ ͚͙͊ͫͭͪͦ͟ ͔ͨ͊ͪ͊ͣͭͪ͊ ͔͔͙ͣͫͭͦͨͦͦ͗ͤ͡Ύ ƭƻŎŀǘƛƻƴΦ 

lldp med notification 
topology-change {enable | 
disable} 

τ/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈκ͔͙͊ͨͪͭͭ͘Έ ͦ ͍ͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡ [[5t a95 ͦ͋ 
͙͔͔͙͙ͣͤͤ͘ ͎͙͙ͭͦͨͦͦ͡Φ 
- enable τ ͪ ͔͊ͪ͘΄͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡Τ 
- disable τ ͘ ͔͊ͨͪ΅͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡Φ 

no lldp med notifications 
topology-change 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

 

˽͔͊ͭ͟· [[5tΣ ͙ͨͪͤΎͭ·͔ ;͔͔ͪ͘ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦΣ ͙͊ͨͦͣͤ͊͘ΌͭͫΎ ͙͙͍͙ͤ͒͒ͯ͊͡Έͤͦ ͨͦͪπ
͙ͭ͊ͣ ͎ͪͯͨͨ·Σ ͙ͨͪͤΎ͍΄͙͙ͣ ͫͦͦ͋΅͔͙ͤΎΦ [[5t ͍ͦͭͨͪ͊͡Ύ͔ͭ ͙ͪ͊͘͡;ͤ·͔ ͫͦͦ͋΅͔͙ͤΎ ͤ͊ 
͊͗͒͟·͚ ͨͦͪͭ ͎ͪͯͨͨ·Φ 

 

 

˾͊͋ͦͭ͊ ͨͪͦͭͦͦ͊͟͡ [[5t ͔ͤ ͍͙͙͊ͫͭ͘ ͦͭ ͫͦͫͭͦΎ͙ͤΎ ͨͪͦͭͦͦ͊͟͡ {¢t ͤ͊ ͨͦͪͭͯΣ ͔ͨ͊ͭ͟· [[5t 
͍ͦͭͨͪ͊͡ΎΌͭͫΎ ͙ ͙͙ͨͪͤͣ͊ΌͭͫΎ ͤ͊ ͘ ͙͍͊͋ͦͪͦ͊ͤͤ͟͡·ͻ ͨͪͦͭͦͦͦͣ͟͡ {¢t-ͨͦͪͭ͊ͻΦ 
˩͙ͫ͡ ͨͦͪͭ ͙͔ͦͤͭͪͦͪͯͭͫ͟͡Ύ ͨͦ улнΦм·Σ ͭͦ [[5t ͔ͪ͊͋ͦͭ͊ͭ ͫ ͨͦͪͭͦͣ ͭͦ͡Έͦ͟ ͍ ͫͯ͡;͔͊Σ ͔͙ͫ͡ 
ͦͤ ͍͙͍͊ͭͦͪͦ͊ͤ͘Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 148 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear lldp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |  
oob] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˻;͙ͫͭ ͙ͭΈ ͭ ͙͊͋͡ͼͯ ͔͍͊͒ͪͫͦ ͔ͦ͋ͤ͊ͪͯ͗ͤͤ·ͻ ͔͙ͫͦͫ͒ͤͻ ͚͍ͯͫͭͪͦͫͭ 
͙ ͤ͊;͊ͭΈ ͤ ͍ͦ·͚ ͼ͙͟͡ ͔ͦ͋ͣͤ͊ ͔͙ͨ͊ͭ͊ͣ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t 
MED. 

show lldp configuration [gi-
gabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port 
|  oob |  detailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ LLDP-ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍͔ͫͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
͚͍ͯͫͭͪͦͫͭ͊Σ ͙͋ͦ͡ ͊͒͊ͤͤ͘·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

show lldp med configura-
tion [gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitether-
net fo_port |  oob |  de-
tailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͪ͊ͫ΄͙͔͙ͪͤΎ ͨͪͦͭͦͦ͊͟͡ [[5t-a95 ͒͡Ύ 
͍͔ͫͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͙͋ͦ͡ ͊͒͊ͤͤ͘·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show lldp local 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port 
| oob} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ LLDP-͙ͤͺͦͪͣ͊ͼ͙ΌΣ ͦͭͦͪͯ͟Ό ͙͔͊ͤͦͤͫͪͯͭ ͒͊ͤͤ·͚ 
ͨͦͪͭΦ 

show lldp local 
tlvsπoverloading 
[gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port 
|  oob] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ ͫ ͭ͊ͭͯͫ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ¢[±ǎ [[5tΦ 
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show lldp neighbors 
[gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port 
|  oob | detailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙ͫͦͫ͒ͤͻ ͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͤ͊ ͦͭͦͪ͟·ͻ 
͔ͪ͊͋ͦͭ͊ͭ ͨͪͦͭͦͦ͟͡ [[5tΦ 

show lldp statistics 
[gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port 
|  oob |  detailed] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ ͫ ͙͙ͭ͊ͭͫͭͯ͟ [[5tΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ ͒͡Ύ ͨͦͪͭ͊ te1/0/10 ͔ͫ͒ͯ͡Ό΅͙͔ tlv-ͨͦ͡Ύ: port-description, system-name, system-de-
scription. ˨ ͡Ύ ͒ ͎͊ͤͤͦͦ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ͒ ͍͙ͦ͋͊ͭΈ ͯ ͍ͨͪ͊͡ΎΌ΅͙͚ ͊ ͔͒ͪͫ 10.10.10.70. 

console(config)# configure  

console(config)# interface tengigabitethernet 1/0/10  

console(config - if)# lldp optional - tlv  port - desc sys - name sys - desc  

console(config - if)# lldp management - address  10.10.10.70  

Á ˽͔ͦͫͣͦͭͪͭΈ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό LLDP: 

console# show lldp configuration  

LLDP state: Enabled  

Timer: 30 Seconds  

Hold Multiplier : 4  

Reinit delay: 4 Seconds  

Tx delay: 2 Seconds  

Notifications Interval: 5 Seconds  

LLDP packets handling: Filtering  

Chassis ID: mac - address  

  Port       State       Optional TLVs          Address       Notifications   

---------  -----------  --------------------  -----------------  ---------------   

te1/0/7    Rx and Tx         SN, SC              None            Disabled     

te1/0/8    Rx and Tx         SN, SC              None            Disabled     

te1/0/9    Rx and Tx         SN, SC              None            Disabled     

te1/0/10   Rx and Tx         PD, SD           10.10.10.70        Disabled     

͙́͊͋͡ͼ͊ 149 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔ͦ͡ ˻͙͙͔ͨͫ͊ͤ 

Timer ˻͔͔͙ͨͪ͒ͭ͡ΈΣ ͊͟͟ ;͊ͫͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͍ͦͭͨͪ͊͡Ύ͔ͭ [[5t-͍͔͙ͦ͋ͤͦͤ͡Ύ. 

Hold Multiplier 
˻͔͔͙ͨͪ͒ͭ͡Έ ͍ ͔͙͡;͙ͤͯ ͍͔͔͙ͪͣͤ (TTL, Time-To-Live) ͒ ͡Ύ ͙͙ͨͪͤͣ͊Ό΅͔͎ͦ ͚ͯͫͭͪͦπ
͍ͫͭ͊Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͤͯ͗ͤͦ ͔͙͍ͯ͒ͪ͗͊ͭΈ ͙͙͔ͨͪͤͣ͊ͣ·͔ ͔ͨ͊ͭ͟· [[5t ͔͔ͨͪ͒ 
͙ͻ ͫ͋ͪͦͫͦͣ: TTL = Timer * Hold Multiplier. 

Reinit delay 
˻͔͔͙ͨͪ͒ͭ͡Έ ͣ ͙͙ͤͣ͊͡Έ͔ͤͦ ͍͔ͪͣΎΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͨͦͪͭ ͔͋ͯ͒ͭ ͙ͦ͗͒͊ͭΈ ͔͔ͨͪ͒ 
ͨͦͫ·͚ͦ͟͡ ͔ͫ͒ͯ͡Ό΅͔͎ͦ [[5t-ͫͦͦ͋΅͔͙ͤΎ. 

Tx delay 
˻͔͔͙ͨͪ͒ͭ͡Έ ͘ ͔͊͒ͪ͗ͯ͟ ͔ͣ͗͒ͯ ͔ͨͦͫ͒ͯ͡Ό΅͙͙ͣ ͔͔ͨͪ͒͊;͙͊ͣ [[5t-͍͊͒ͪͦ͟Σ ͙͙ͤͼ͙π
͙͍ͪͦ͊ͤͤ·ͻ ͙͔͔͙ͣͤͤ͘Ύ͙ͣ ͤ͊͘;͔͙͚ͤ ͙͋ͦ͡ ͫͭ͊ͭͯͫ͊Φ 

Port ˹͔ͦͣͪ ͨͦͪͭ͊. 

State ˾͔͙͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ [[5t. 
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Optional TLVs 

˽͔͔͍͔ͪ͒͊͊ͣ·͔ ¢[±-ͦͨͼ͙͙Φ 
ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎΥ 
PD τ ˻ ͙͙͔ͨͫ͊ͤ ͨͦͪͭ͊; 
SN τ ˿ ͙͔͔ͫͭͣͤͦ ͙ͣΎ; 
SD τ ˻ ͙͙͔ͨͫ͊ͤ ͙͔ͫͫͭͣ·; 
SC τ ʕ ͙ͦͣͦ͗ͤͦͫͭ͘ ͙͔ͫͫͭͣ·. 

Address ˢ͔͒ͪͫ ͚͍ͯͫͭͪͦͫͭ͊Σ ͦͭͦͪ͟·͚ ͔͔͔ͨͪ͒͊ͭͫΎ ͍ [[5t-ͫͦͦ͋΅͔͙ͤΎͻ. 

Notifications ̂͊͘͟·͍͔͊ͭΣ ͪ ͔͊ͪ͘΄͔ͤ· ͙ ͙͡ ͔͊ͨͪ͘΅͔ͤ· ͍͔͔͙ͯ͒ͦͣͤ͡Ύ LLDP. 

˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙ͫͦͫ͒ͤͻ ͚͍ͯͫͭͪͦͫͭ͊ͻ: 

console # show lldp  neighbors  

Port           Device ID         Port ID  System Name   Capabilities   

---------      ----------------   --------  ----------     -------------  

te 0/1          0060.704C.73FE      1      ts - 7800 - 2           B 

te 0/2          0060.704C.73FD      1      ts - 7800 - 2           B 

te 0/3          0060.704C.73FC      9      ts - 7900 - 1          B, R  

te 0/4         0060.704C.73FB      1      ts - 7900 - 2           W  

console# show lldp neighbors  ten gigabitethernet 1/0/20  

Device ID: 02:10:11:12:13:00  

Port ID: gi0 /23  

Capabilities: B  

System Name: sandbox2  

System desc rip tion : 24 - port 10/100/1000 Ethernet Switch  

Port desc rip tion : Ethernet Interface  

Time To Live: 112  

 

802.3 MAC/PHY Config uration/Status  

Auto - negotiation support: Supported  

Auto - negotiation status: Enabled  

Auto - negotiation Advertised Capabilities: 1000BASE - T full duplex, 100BASE - TX full 

duplex mode, 100BASE - TX half duplex mode, 10BASE - T full  duplex mode, 10BASE - T half  

duplex mode  

Operational  MAU type : Unknown 

͙́͊͋͡ͼ͊ 150 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔ͦ͡ ˻͙͙͔ͨͫ͊ͤ 

Port ˹͔ͦͣͪ ͨͦͪͭ͊. 

Device ID ˮͣΎ ͙͙͡ a!/-͔͊͒ͪͫ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊. 

Port ID ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͨͦͪͭ͊ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊. 

System name ˿͙͔͔ͫͭͣͤͦ ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Capabilities ˨͔͊ͤͤͦ ͔ͨͦ͡ ͙ͦͨͫ·͍͔͊ͭ ͙ͭͨ ͚͍ͯͫͭͪͦͫͭ͊Υ 
B τ ˸ ͦͫͭ (Bridge); 
R τ ˸ ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ όwƻǳǘŜǊύ; 
W τ ́ ͦ;͊͟ ͒ͦͫͭͯͨ͊ ²i-Fi (WLAN Access Point); 
T τ ́ ͔͔͡ͺͦͤ ό¢ŜƭŜǇƘƻƴŜύ; 
D τ DOCSIS-͚͍ͯͫͭͪͦͫͭͦ ό5h/{L{ ŎŀōƭŜ ŘŜǾƛŎŜύ; 
H τ ˿ ͔͔͍͔ͭͦ ͚͍ͯͫͭͪͦͫͭͦ όIƻǎǘύ; 
r τ ˽ ͍͙͔ͦͭͦͪͭ͡Έ όwŜǇŜŀǘŜǊύ; 
O τ ́ ͙ͨ ͔͙͍͔͔ͤͫͭͤ͘ όhǘƘŜǊύ. 

System description ˻͙͙͔ͨͫ͊ͤ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊. 
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Port description ˻͙͙͔ͨͫ͊ͤ ͨͦͪͭ͊ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊. 

Management address ˢ͔͒ͪͫ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ. 

Auto-negotiation 
support 

˻͔͔ͨͪ͒͡Ύ͔ͭΣ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͙͡ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͔͙ͪ͗ͣ͊ ͨͦͪͭ͊. 

Auto-negotiation 
status 

˻͔͔ͨͪ͒͡Ύ͔ͭΣ ͍͟͡Ό;͔ͤ͊ ͙͡ ͔ͨͦ͒͒ͪ͗͊͟ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͔͙ͪ͗ͣ͊ 
ͨͦͪͭ͊. 

Auto-negotiation 
Advertised 
Capabilities 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ·Σ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͣ·͔ ͺͯͤ͟ͼ͙͔͚ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔͔ͦͨͪ͒͡π
͙ͤΎ ͨͦͪͭ͊. 

Operational MAU 
type 

˾͊͋ͦ;͙͚ a!¦-͙ͭͨ ͚͍ͯͫͭͪͦͫͭ͊. 

5.17.8 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ h!a  

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah τ ͅ ͯͤ͟ͼ͙͙ ͯ ͍ͪͦͤΎ ͊ͤ͊͊͟͡ 
͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͔͍ͨͪ͒ͫͭ͊͡ΎΌͭ ͚ͫͦ͋ͦ ͨͪͦͭͦͦ͟͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͫͦͫͭͦΎ͙ͤΎ ͊ͤ͊͊͟͡Φ ˤ Ήͭͦͣ ͔ͨͪͦͭͦͦ͟͡ ͒͡Ύ 
͔͔ͨͪ͒͊;͙ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͫͦͫͭͦΎ͙͙ͤ ͊ͤ͊͊͟͡ ͔ͣ͗͒ͯ ͔͔͍͔ͤͨͦͫͪ͒ͫͭͤͤͦ ͨͦ͒͟͡Ό;͔ͤͤ·͙ͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ 
9ǘƘŜǊƴŜǘ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͙͋ͦ͟͡ ͒͊ͤͤ·ͻ ͨͪͦͭͦͦ͊͟͡ h!a όh!at5¦ύΦ ˻ ͋͊ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ͗ͤ͡· ͔͙͍ͨͦ͒͒ͪ͗͊ͭΈ 
ͫͭ͊ͤ͒͊ͪͭ L999 улнΦоŀƘΦ 

 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Ethernet 
 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 151 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ethernet oam 
τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔ͨͦ͒͒ͪ͗ͯ͟ 9ǘƘŜǊƴŜǘ h!a ͤ͊ ͨͦͪͭͯΦ 

no ethernet oam ˻ͭ͟͡Ό;͙ͭΈ 9ǘƘŜǊƴŜǘ h!a ͤ͊ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ ͨͦͪͭͯΦ 

ethernet oam link-monitor 
frame threshold count 

count: (1..65535)/1 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͎ͦͪͦ ͙ͦ͟͡;͔͍ͫͭ͊ ͦ΄͙͋ͦ͟ ͊͘ ͯ͊͊ͤͤ͘͟·͚ ͔͙ͨͪͦ͒ 
ό͔͙ͨͪͦ͒ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͚ͦͣ͊ͤ͒ͦ͟ ethernet oam link-monitor 
frame window). 

no ethernet oam linkπmoni-
tor frame threshold  

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame window window window: (10..600)/100 

ͣ ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔͔͚ͪͣͤͤͦ ͔ͨͪͦͣ͗ͯͭͦ͟ ͒͡Ύ ͨͦ͒ͫ;͔ͭ͊ ͙ͦ͟͡;͔͍ͫͭ͊ 
ͦ΄͙͋ͦ͟Φ 

no ethernet oam linkπmoni-
tor frame window 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame-period threshold 
count count: (1..65535)/1 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͎ͦͪͦ ͒ ͡Ύ ͫ ͦ͋·͙ͭΎ ζŦǊŀƳŜ-ǇŜǊƛƻŘη ό͔͙ͨͪͦ͒ 
͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͟ ͚ͦͣ͊ͤ͒ͦ ethernet oam link-monitor frame-
period window). 

no ethernet oam linkπmoni-
tor frame-period threshold  

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame-period window win-
dow 

window: 
(1..65535)/10000 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔͔͚ͪͣͤͤͦ ͔ͨͪͦͣ͗ͯͭͦ͟ ͒͡Ύ ͫͦ͋·͙ͭΎ ζŦǊŀƳŜ-
ǇŜǊƛƻŘη ό͍ ͊͒ͪ͊͟ͻύΦ 

no ethernet oam linkπmoni-
tor frame-period window 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame-seconds threshold 
count 

count: (1..900)/1 
͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͎ͦͪͦ ͒ ͡Ύ ͫ ͦ͋·͙ͭΎ ζŦǊŀƳŜ-ǇŜǊƛƻŘη ό͔͙ͨͪͦ͒ 
͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͟ ͚ͦͣ͊ͤ͒ͦ ethernet oam link-monitor frame-
seconds window), ͍  ͫ ͔ͯͤ͒͊͟ͻ. 
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no ethernet oam linkπmoni-
tor frame-seconds thresh-
old  

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame-seconds window 
window 

window: 
(100..9000)/100 ͣ  ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔͔͚ͪͣͤͤͦ ͔ͨͪͦͣ͗ͯͭͦ͟ ͒͡Ύ ͫͦ͋·͙ͭΎ ζŦǊŀƳŜ-
ǇŜǊƛƻŘηΦ 

no ethernet oam linkπmoni-
tor frame-seconds window 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam mode {active 
|  passive} 

τ/active 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡ h!aΥ 
- active τ ͟ ͦͣͣͯͭ͊ͭͦͪ ͨͦͫͭͦΎͤͤͦ ͍ͦͭͨͪ͊͡Ύ͔ͭ h!at5¦Τ 
- passive τ ͟ ͦͣͣͯͭ͊ͭͦͪ ͤ͊;͙͔ͤ͊ͭ ͍ͦͭͨͪ͊͡ΎͭΈ h!at5¦ ͭͦ͡Έͦ͟ 
͙ͨͪ ͙ͤ͊͡;͙͙ h!at5¦ ͫͦ ͍͔ͫͭͪ;͚ͤͦ ͫͭͦͪͦͤ·Φ 

no ethernet oam mode ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet-oam remote-fail-
ure 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ͙ ͦ͋ͪ͊͋ͦͭͯ͟ ͫͦ͋·͙͚ͭ ζǊŜƳƻǘŜ-ŦŀƛƭǳǊŜηΦ 

no ethernet oam re-
moteπfailure 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam remoteπloop-
back supported 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ ͪ͗ͯ͟ ͺͯͤ͟ͼ͙͙ remote-loopback. 

no ethernet oam re-
moteπloopback supported 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam uni-direc-
tional detection  

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͍͔ͦ͒ͤͦͤ͊ͨͪ͊ͤͤ͡·ͻ ͍ͫΎ͔͚͘ ͤ͊ 
͔͋͊͘ ͨͪͦͭͦͦ͊͟͡ 9ǘƘŜǊƴŜǘ h!aΦ 

no ethernet oam uniπdirec-
tional detection 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam uni-direc-
tional detection action {log 
|  errorπdisable} 

τ/log 

˻͔͔͙ͨͪ͒ͭ͡Έ ͪ ͔͊͟ͼ͙Ό ͦͣͣͯͭ͊ͭͦͪ͊͟ ͤ͊ ͍͔ͦ͒ͤͦͤ͊ͨͪ͊ͤͤͯ͡Ό 
͍ͫΎ͘ΈΥ 
- log τ ͦ ͍ͭͨͪ͊͊͟ {bat ǘǊŀǇ ͙ ͙͊ͨͫ͘Έ ͍ ͗ͯͪͤ͊͡Τ 
- error-disable τ ͨ ͔͔͍ͪͦ͒ ͨͦͪͭ͊ ͍ ͫͦͫͭͦΎ͙͔ͤ ζŜǊǊƻǊ-ŘƛǎŀōƭŜηΣ 
͙͊ͨͫ͘Έ ͍ ͗ͯͪͤ͊͡ ͙ ͍ͦͭͨͪ͊͊͟ {bat ǘǊŀǇΦ 

no ethernet oam uniπdirec-
tional detection action 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam uni-direc-
tional detection agressive 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͊ ͎͔͙͍ͪͫͫͤ·͚ ͔͙ͪ͗ͣ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ 
͍͔͚ͦ͒ͤͦͤ͊ͨͪ͊ͤͤͦ͡ ͍ͫΎ͙͘Φ ˩͙ͫ͡ ͦͭ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊ 
͔͔ͨͪͫͭ͊Όͭ ͙ͨͪͻ͙ͦ͒ͭΈ 9ǘƘŜǊƴŜǘ h!a-ͫͦͦ͋΅͔͙ͤΎ τ ͡ ͙ͤ͟ 
͔ͨͦͣ;͔͊ͭͫΎ ͊͟͟ ͍͔ͦ͒ͤͦͤ͊ͨͪ͊ͤͤ͡·͚Φ 

no ethernet oam uniπdirec-
tional detection aggressive 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam uni-direc-
tional detection discovery 
time time 

ǘƛƳŜΥ όрΦΦоллύκр ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡ ͒͡Ύ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͙ͭͨ͊ ͍ͫΎ͙͘ 
ͤ͊ ͨͦͪͭͯΦ 

no ethernet oam uniπdirec-
tional detection discovery-
time 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ 
͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  
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͙́͊͋͡ͼ͊ 152 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣ ͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port}] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4). 

˻;͙ͫͭ ͙ͭΈ ͙͙ͫͭ͊ͭͫͭͯ͟ 9ǘƘŜǊƴŜǘ h!a ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port |  tengiga-
bitethernet te_port |  for-
tygigabitethernet fo_port}] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4). 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͦͫͭͦΎ͙͔ͤ ͨͪͦͭͦͦ͊͟͡ 9ǘƘŜǊƴŜǘ h!a ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4). 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ͔ͦ͋ͣͤ͊ ͨͪͦͭͦͦ͟͡Έͤ·͙ͣ ͫͦͦ͋΅͔͙ͤΎ͙ͣ 
͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show ethernet oam status 
[interface {gigabitethernet 
gi_port |  tengigabitether-
net te_port |  fortygiga-
bitethernet fo_port}] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͤ ͚͙͊ͫͭͪͦ͟ 9ǘƘŜǊƴŜǘ h!a ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊. 

show ethernet oam uniπdi-
rectional detection [inter-
face {gigabitethernet 
gi_port |  tengigabitether-
net te_port |  fortygiga-
bitethernet fo_port}] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͦͫͭͦΎ͙͔ͤ ͔ͣͻ͙͊ͤͣ͊͘ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ 
͍͔ͦ͒ͤͦͤ͊ͨͪ͊ͤͤ͡·ͻ ͍ͫΎ͔͚͘ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

ethernet oam remote-loop-
back {start/stop}  
interface { gigabitether-
net gi_port 
/tengigabitethernet te_port 
} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24) 

˭͙͊ͨͯͫͭͭΈ ͨͪͦͼ͔ͫͫ ͔͙͍͙ͭͫͭͪͦ͊ͤΎ ͟ ͊ͤ͊͊͡ ͫ ͨͦͣͦ΅ΈΌ 
ethernet oam remote-ƭƻƻǇōŀŎƪ ͤ͊ ͯ͊͊ͤͤͦͣ͘͟ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫͦͫͭͦΎ͙͔ͤ ͨͪͦͭͦͦ͊͟͡ ͒͡Ύ ͨͦͪͭ͊ gigabitethernet 1/0/3: 

console#  show ethernet oam discovery interface GigabitEthernet  0/3  

gigabitethernet 1/0/3  

Local client  

------------  

 

 Administrative configurations:  

  Mode:              active  

  Unidirection:      not supported  

  Link monitor:      supported  

  Remote loopback:   supported  

  MIB retrieval:     not supported  

  Mtu size:          1500  

 Operational status:  

  Port status:       operational  

  Loopback status:   no loopback  

  PDU revision:      3  

Remote client  

-------------  

  MAC address: a8:f9:4b:0c:00:03  

  Vendor(oui): a8 f9 4b  

 Administrative configurations:  
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  PDU revision:      3  

  Mode:              active  

  Unidirection:      not supported  

  Link monitor:      supported  

  Remote loopback:   supported  

  MIB retrieval:     not supported  

  Mtu size:          1500  

console#  

5.17.9 ˹͚͊ͫͭͪͦ͊͟ ͨ ͪͦͭͦͦ͊͟͡ CFM (Connectivity Fault Management) 

Ethernet CFM (Connectivity   Fault   Management), IEEE802.1ag τ ͨ ͔͍ͪ͒ͦͫͭ͊͡Ύ͔ͭ ͺͯͤ͟ͼ͙͙ ͤ͊͋͡Ό͔͒π
͙ͤΎΣ ͙ͨͦͫ͊͟ ͙ ͔͙ͯͫͭͪ͊ͤͤΎ ͔͙͍͔͚ͤͫͨͪ͊ͤͦͫͭ ͍ ͔ͫͭΎͻ 9ǘƘŜǊƴŜǘΣ ͍ͨͦͦ͘͡ΎΎ ͙͍ͦͤͭͪͦͪͦ͊ͭ͟͡Έ ͔͙͔͙͔ͫͦ͒ͤͤΣ ͙ͦ͘π
͙͍ͪͦ͊ͭ͡Έ ͔ͨͪͦ͋ͣͤ͡·͔ ͯ;͙͊ͫͭ͟ ͔͙ͫͭ ͙ ͙͔͙͒ͤͭͺ͙ͼ͙͍ͪͦ͊ͭΈ ͙͔͍ͤͭͦ͟͡Σ ͟ ͦͭͦͪ͟·ͣ ͙͔ͨͪͣͤΎ͙ͫ͡Έ ͎͙ͦͪ͊ͤ;͔π
͙ͤΎ ͍ ͔͙ͫͭΦ 
 
˽ͪͦͭͦͦ͟͡ ͔͙͔ͦͨͪͪͯͭ ͔ͫ͒ͯ͡Ό΅͙͙ͣ ͨͦͤΎ͙ͭΎ͙ͣΥ 
 
Á Maintenance Domain (MD) τ ͯ ;͊ͫͭͦ͟ ͔͙ͫͭΣ ͙͔ͨͪͤ͊͒͗͊͡΅͙͚ ͙ ͍ͯͨͪ͊͡Ύ͔ͣ·͚ ͙ͦ͒ͤͣ ͔ͦͨͪ͊ͭͦͪͦͣΤ 
Á Maintenance Association (MA) τ ͍ͫͦͦͯͨͤͦͫͭ͟Έ ͔ͦͤ͟;ͤ·ͻ ͭͦ;͔͟ όa9tύΣ ͊͗͒͊͟Ύ ͙͘ ͦͭͦͪ͟·ͻ ͙͔͔ͣͭ 
͙͍ͦ͒ͤ͊ͦ͟·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ a!L5 όaŀƛƴǘŜƴŀƴŎŜ !ǎǎƻŎƛŀǘƛƻƴ LŘŜƴǘƛŦƛŜǊύΣ ͔͔ͦͨͪ͒͡ΎΌ̈́ ͙͚ ͙ͭͨ ͔ͫͪπ
͍͙ͫ͊Τ 

Á Maintenance association End Point (MEP) τ ͔ͦͤ͟;ͤ͊Ύ ͭͦ;͊͟ ͔͍͙ͫͪͫ͊Σ ͔ͪ͊ͫͨͦͦ͗ͤͤ͊͡Ύ ͤ͊ ͔͎ͦ ͎ͪ͊π
͙ͤͼ͔Τ 

Á Maintenance domain Intermediate Point (MIP) τ ͨ ͔ͪͦͣ͗ͯͭͦ;ͤ͊Ύ ͭ ͦ;͊͟ ͒ ͔ͦͣͤ͊. 
 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
 
ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 153 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ethernet cfm domain name 
[level level] name:(1..32) 

Ŏ͙͍͍ͣͦͦ͡ 
level: (0..7)/0 

˿ͦ͒͊ͭ͘Έ ό͙͙͡ ͔͙ͫͣͤͭΈ ͯ ͍͔ͪͦͤΈ) CFM-͔͒ͦͣͤ͊ όa5ύ ͫ ͙͔͔ͣͤͣ 
ζƴŀƳŜη ͙ ͔͔͚͙ͨͪͭ ͍  ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊Φ 
- level τ ͯ ͍͔ͪͦͤΈ /Ca ͔͒ͦͣͤ͊Φ 

no ethernet cfm domain 
name 

͙̂͒͊ͭ͡Έ CFM-͔͒ͦͣͤ όa5ύ ͫ ͙͔͔ͣͤͣ άnameέ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊: 

console ( config - cfm - md)#  

͙́͊͋͡ͼ͊ 154 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ CFM-͔͒ͦͣͤ͊ όMD) 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

id { dns dns | name name 
|  mac mac_address num-
ber |  null } 

name: (1..43) ͫ ͙͍͍ͣͦͦ͡  
dns: (1..43) ͫ ͙͍͍ͣͦͦ͡ 

̂͊͊ͭ͘͟Έ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ /Ca-͔͒ͦͣͤ͊ όa5ύΦ ˮ͔͔ͣͤͣ ͔͒ͦͣͤ͊ 
͔ͣͦ͗ͭ ͋·ͭΈΥ 
- dns τ dns-͙ͣΎΤ 
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mac_address : H.H.H 
͙͙͡ H:H:H:H:H:H ͙ ͙͡ H-

H-H-H-H-H 
number: (0-65535) 

˽ͦ ͯͣͦ͡;͙͊ͤΌΥ id name 
͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͙͔͙ͣͤ 

͔͒ͦͣͤ͊ 

- name τ ͭ ͔͍ͫͭͦ͊͟Ύ ͫͭͪͦ͊͟Τ 
- mac_address number τ MAC-͔͊͒ͪͫ ͙ ;͙͍͚ͫͦͦ͡ 
͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͒ͦͣͤ͊Τ 
- null τ b¦[[ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟Φ 

no id 
͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

service port  
{ vlan-id vlan_id |  
name name |  
number number } 

vlan_id: (1..4094) 
name: (1..45) ͫ ͙͍͍ͣͦͦ͡ 

number: (0..65535) 

˿ͦ͒͊ͭ͘Έ CFM-͔͍͙ͫͪͫ όa!ύ ͔͋͘ ͙͍ͨͪΎ͙͘͟ ͟ ±[!b ͙ ͔͔ͨͪͻͦ͒ ͍ 
͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͍͙ͫͪͫ͊Φ 

no service port 
͙̂͒͊ͭ͡Έ CFM-͔͍͙ͫͪͫ όa!ύΦ 

service vlan vlan  
{ vlan-id vlan_id |  
 name name |  
 number number 

˿ͦ͒͊ͭ͘Έ CFM-͔͍͙ͫͪͫ όa!ύΣ ͙͍ͨͪΎ͊ͤͤ͘·͚ ͟  ±[!b ͫ ͔ͤͦͣͪͦͣ 
ζǾƭŀƴη ͙  ͔͔͚͙ͨͪͭ ͍  ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͍͙ͫͪͫ͊Φ ˮ͔͔ͣͤͣ 
͔͍͙ͫͪͫ͊ ͔ͣͦ͗ͭ ͋·ͭΈΥ 
- vlan_id τ ͤ ͔ͦͣͪ ±[!bΤ 
- name τ ͭ ͔͍ͫͭͦ͊͟Ύ ͫͭͪͦ͊͟Τ 
- number τ ;͙͍͚ͫͦͦ͡ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟Φ  

no service vlan vlan_id ͙̂͒͊ͭ͡Έ CFM-͔͍͙ͫͪͫ όa!ύ, ͨ ͙͍ͪΎ͎͊ͤͤͦͦ͘ ͟ ±[!b ͫ ͔ͤͦͣͪͦͣ 
ζǾƭŀƴψƛŘηΦ 

mip auto-create [lower-
mep-only] 

τ/͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ 
͙͔ͫͦ͒͊ͤ͘ ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔ͫͦ͟ ͔ͫ ͙ͦ͒͊ͤ͘ ͔ͨ ͔ͪͦͣ͗ͯͭͦ;ͤ·ͻ ͭͦ;͔͟ 
͔͍͙ͫͪͫ͊ όaLtύΦ ˽͔ͪͦͣ͗ͯͭͦ;ͤ·͔ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όaLtύ ͫͦ͒͊͘ΌͭͫΎ 
ͤ͊ ͍͔ͫͻ ͨͦͪͭ͊ͻΣ ͤ͊ ͦͭͦͪ͟·ͻ ͙ͨͪͦͨͫ͊ͤ ±[!b ͔͍͙ͫͪͫ͊Φ 
˹͔ͦ͋Ύ͔͊ͭ͘͡Έͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ ζƭƻǿŜǊ-mep-oƴƭȅη ͙ͫ͟͡Ό;͔͊ͭ ͙͘ 
͙ͫͨͫ͊͟ ͨͦͪͭ·Σ ͤ ͊ ͦͭͦͪ͟·ͻ ͔ͯ͗ ͫͦ͒͊ͤ͊͘ ͔ͦͤ͟;ͤ͊Ύ ͭͦ;͊͟ ͔͍͙ͫͪͫ͊Φ 

no mip auto-create ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͍͙ͫͪͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊: 

console ( config - cfm - ma)#  

͙́͊͋͡ͼ͊ 155 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ CFM ͫ ͔͍͙ͪͫ͊ όMA) 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

continuity-check in-
terval interval interval: (1, 10, 100, 600) ͫ/  

1 ͫ  

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͍͙ͦͭͨͪ͊͟ Continuity Check ͫ ͦͦ͋΅͔͙͚ͤΦ 

no continuity-check 
interval 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌ 

direction down 
 

τ 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ ͍͔͙͔͊ͨͪ͊ͤ͡ ͔ͦͤ͟;͚ͤͦ ͭͦ;͚ͦ͟ ͔͍͙ͫͪͫ͊ ό˸˩˾ύ ͍ 
͙ͤͫͻͦ͒Ύ΅͔͔Φ 

no direction down 
 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ ͍͔͙͔͊ͨͪ͊ͤ͡ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ ό˸˩˾ύ ͍ 
͍ͦͫͻͦ͒Ύ΅͔͔Φ 

efd notify erps 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ ͯ ͍͔͔͙͚͒ͦͣͤ͡ ͦ  ͋ͦ ͔͙͙͋ͤ͊ͪͯ͗ͤ ͙ ͔͔͙ͣͤͤ͘Ύ 
ͫͦͫͭͦΎ͙ͤΎ ͟ ͦ͡Έͼ͊ ERPS ͤ ͊ ͫͦ͋·͙ͭΎ events propagation link 
failure/ restore ͙  ͤ͊ͪͯ΄͔͙͔ͤ ͍ͫΎ͙ͤͦͫͭ͘Σ ͔͔͙͍͒ͭͭͪͦ͊ͤͤ͟·ͻ ͫ 
ͨͦͣͦ΅ΈΌ Continuity Check Protocol (CCM) 

no efd notify erps ˻ͭ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡Φ 

mep id 

id: (1..8191) 

˨͍͙ͦ͋͊ͭΈ ͔ͦͤ͟;ͤͯΌ ͭͦ;͟ ͔͍͙ͯͫͪͫ͊ όa9tύ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ 
ζƛŘη ͟ ͒͊ͤͤͦͣͯ ͔͍͙ͫͪͫͯΦ 

˨͚͊ͤͤͦ ͚ͦͣ͊ͤ͒ͦ͟ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͭͦ͡Έͦ͟ ͙͍ͨͪΎ͊͘͟ 
a9t ͟ ͔͍͙ͫͪͫͯΦ  a9t ͔ͫͦ͒͊ͭͫ͘Ύ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙ͯͪπ
͍͙ͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no mep id 
͙̂͒͊ͭ͡Έ ͟ ͔ͦͤ;ͤͯΌ ͭ ͦ;͟ ͯͫ ͔͍͙ͪͫ͊ όa9tύΦ 

mip auto-create { 
lower-mep-only | 
none }  

τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔͙ͪ͗ͣΣ 
ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·͚ ͒͡Ύ 

ˤ͟͡Ό;͙ͭΈ ͊ ͍͙ͭͦͣ͊ͭ;͔ͫͦ͟ ͔ͫ ͙ͦ͒͊ͤ͘ ͔ͨ ͔ͪͦͣ͗ͯͭͦ;ͤ·ͻ ͭͦ;͔͟ 
͔͍͙ͫͪͫ͊ όaLtύΦ  ˽͔ͪͦͣ͗ͯͭͦ;ͤ·͔ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όaLtύ 
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͔͒ͦͣͤ͊Σ ͍ ͦͭͦͪͦͣ͟ 
ͤ͊ͻ͙ͦ͒ͭͫΎ ͔͍͙ͫͪͫ 

ͫͦ͒͊͘ΌͭͫΎ ͤ͊ ͍͔ͫͻ ͨ ͦͪͭ͊ͻΣ ͤ͊ ͦͭͦͪ͟·ͻ ͙ͨͪͦͨͫ͊ͤ ±[!b ͔͍͙ͫͪͫ͊Φ 
˹͔ͦ͋Ύ͔͊ͭ͘͡Έͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Υ 
ï lower-mep-only τ ͙ ͫ͟͡Ό;͔͊ͭ ͙͘ ͙ͫͨͫ͊͟ ͨͦͪͭ·Σ ͤ͊ 

ͦͭͦͪ͟·ͻ ͔ͯ͗ ͫͦ͒͊ͤ͊͘ ͔ͦͤ͟;ͤ͊Ύ ͭͦ;͊͟ ͔͍͙ͫͪͫ͊ όa9tύΤ 
ï none τ ͤ ͔ ͍ͫͦ͒͊͊ͭ͘Έ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͔ͨͪͦͣ͗ͯͭͦ;ͤ·͔ 

ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όaLtύΦ 

no mip auto-create ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 156 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ethernet cfm mep mep_id 
domain domain_name 
service {vlan-id vlan_id | 
name name | number 
number} 

mep_id: (1..8191); 
domain-name: (0..32) 

͙͍͍ͫͣͦͦ͡Τ 
vlan_id: (1..4094); 

name: (0..45) ͫ ͙͍͍ͣͦͦ͡; 
number: (0..65535). 

˿ͦ͒͊ͭ͘Έ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όa9tύ ͫ 
͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ mep_id ͒ ͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͔͍͙ͫͪͫ͊ ͍ ͯ͊͊ͤͤͦͣ͘͟ 
͔͔͒ͦͣͤ ͙ ͔͔ͨͪͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ a9tΦ 

no ethernet cfm mep 
mep_id domain do-
main_name service {vlan-
id vlan_id | name name | 
number number} 

͙̂͒͊ͭ͡Έ ͟ ͔ͦͤ;ͤͯΌ ͭ ͦ;͟ ͯͫ ͔͍͙ͪͫ͊ ͫ  ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊: 

console (config - if - cfm - mep)# 

͙́͊͋͡ͼ͊ 157 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ CFM ͟ ͔ͦͤ;͚ͤͦ ͭ ͦ;͙͟ (MEP) 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

active 
τ/͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͟ ͔ͦͤ;ͤͯΌ ͭ ͦ;͟ ͯͫ ͔͍͙ͪͫ͊ όa9tύΦ 

no active ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

continuity-check enable 
τ/͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙ͦͭͨͪ͊͟ Continuity /ƘŜŎƪ ͫͦͦ͋΅͔͙͚ͤΦ 

no continuity-check ena-
ble 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

cos cos 
cos: (0..7)/7. 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͙͙͔ͪͦͪͭͭ͊ /ƻ{Σ ͫ ͦͭͦͪ͟·ͣ ͋ͯ͒ͯͭ 
͍ͦͭͨͪ͊͡ΎͭΈͫΎ Continuity /ƘŜŎƪ ͫͦͦ͋΅͔͙ͤΎΦ 

no cos ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

alarm delay delay 
delay: (2500..10000) 
ͣͫκнрлл ͣͫ 

̂͊͊ͭ͘͟Έ ͙ ͔͍ͤͭͪ͊͡ ͔͙͊͒ͪ͗͘͟Σ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ 
͎͔͔͙͍ͤͪͪͦ͊ͭΈͫΎ ͍͙͊͊ͪΎΦ 

no alarm delay ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

alarm reset interval 
interval: (2500..10000) 
ͣκͫмлллл ͣͫ 

̂͊͊ͭ͘͟Έ ͨ ͔ͪͦͣ͗ͯͭͦ ͍͟ ͔͔͙ͪͣͤΣ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ 
͙͚͔ͨͪͦͦ͒ͭ͘ ͫ͋ͪͦͫ ͍͙͙͊͊ͪΦ 

no alarm reset ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

alarm notification { all | 
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none } 

τ/mac-remote-error-
xcon 

ˤ͟͡Ό;͙ͭΈ ͯ ͍͔͔͙͒ͦͣͤ͡Ύ ͒ ͡Ύ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ ͙͍ͭͨͦ ͫͦ͋·͙͚ͭΦ  
͙́ͨ· ͫ ͦ͋·͙͚ͭ: 
- all τ ͍ ͔ͫ ͫ ͦ͋·͙ͭΎ DefRDI, DefMACStatus, DefRemote, DefError, 
DefXcon; 
- error-xcon τ ͭ ͦ͡Έͦ͟ ͫ ͦ͋·͙ͭΎ DefError ͙  DefXcon; 
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- remote-error-xcon τ ͭ ͦ͡Έͦ͟ ͫ ͦ͋·͙ͭΎ DefRemote, DefError ͙ 
DefXcon; 
- mac-remote-error-xcon τ ͭ ͦ͡Έͦ͟ ͫ ͦ͋·͙ͭΎ DefMACStatus, 
DefRemote, DefError ͙ DefXcon; 
- xcon τ ͭ ͦ͡Έͦ͟ ͫͦ͋·͙͔ͭ 5ŜŦ·ŎƻƴΤ 
- none τ ͯ ͍͔͔͙͒ͦͣͤ͡Ύ ͦͭ͟͡Ό;͔ͤ·Φ 

no alarm notification ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 158 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ethernet cfm do-
main [name] 

ƴŀƳŜΥ όмΦΦонύ ͙͍͍ͫͣͦͦ͡ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͯ͊͊ͤͤͦͣ͘͟ ͔͔͒ͦͣͤ ͙͙͡ ͦ͋ͦ ͍͔ͫͻΦ 

show ethernet cfm errors τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͦ΄͙͋͊͟ͻ /ƻƴǘƛƴǳƛǘȅ /ƘŜŎƪ 
ͨͪͦͭͦͦ͊͟͡Φ 

show ethernet cfm 
maintenance-points { lo-
cal | remote } 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͦ͊͟͡͡Έͤ·ͻ ͙͙͡ ͔ͯ͒͊ͤͤ͡·ͻ 
͔ͦͤ͟;ͤ·ͻ ͭͦ;͊͟ͻ ͔͍͙ͫͪͫ͊ όa9tύΦ 

show ethernet cfm mpdb 
[domain-id { dns name | 
name | name name| mac 
mac-address number | 
null}] 

ƴŀƳŜΥ όмΦΦпоύ ͙͍͍ͫͣͦͦ͡ 
mac-address: H.H.H ͙ ͙͡ 
H:H:H:H:H:H ͙ ͙͡ H-H-H-

H-H-H; 
number: (0-65535) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͨͪͦͣ͗ͯͭͦ;ͤ·ͻ ͭͦ;͊͟ͻ ͔͍͙ͫͪͫ͊ 
όaLtύ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͔͒ͦͣͤ͊ ͙͙͡ ͒͡Ύ ͍͔ͫͻΦ 

show ethernet cfm statis-
tics 

τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ CFM-͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͍͔ͫͻ ͔͍͒ͦͣͤͦΦ 

show ethernet cfm statis-
tics domain domain-name 
service { vlan-id vlan_id |  
name name | number 
number } 

domain-name: (0..32) 
͙͍͍ͫͣͦͦ͡; 

vlan_id: (1..4094); 
name: (0..45) ͫ ͙͍͍ͣͦͦ͡Τ 

number: (0..65535) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ CFM-͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͔͒ͦͣͤ͊Φ 

show ethernet cfm statis-
tics mpid id 

id: (1..8191) 
˻͙ͭͦ͋ͪ͊ͭ͘Έ CFM-͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͚ͯ͊͊ͤͤͦ͘͟ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ 
͔͍͙ͫͪͫ͊ όa9tύΦ 

5.17.10 ˹͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Flex-link 

Flex-link τ ͺͯͤ͟ͼ͙Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘ΎΣ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͒͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙ͤ͊͒͗ͤͦͫͭ ͊ͤ͊͊͟͡ 
͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ ˤ ͍ͫΎ͔͘͟ ŦƭŜȄ-ƭƛƴƪ ͎ͣͦͯͭ ͤ͊ͻ͙ͦ͒ͭΈͫΎ ŜǘƘŜǊƴŜǘ ͙ ǇƻǊǘ-channel ͙ ͔ͤͭͪͺ͔͚ͫ·Φ  ˻͙͒ͤ ͙͘ Ή͙ͭͻ 
͙͔ͤͭͪͺ͔͚͍ͫͦ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͙͍͊͋ͦͪͦ͊ͤͤͦͣ͘͟͡ ͫͦͫͭͦΎ͙͙ͤ ͙ ͤ͊;͙͔ͤ͊ͭ ͨͪͦͨͯͫ͊ͭ͟Έ ͭͪ͊ͺ͙͟ ͭͦ͡Έͦ͟ ͍ ͫͯ͡;͔͊ 
͍͙͙͊͊ͪ ͤ͊ ͍ͭͦͪͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 159 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

flex-link backup { 
tengigabitethernet te_port 
| gigabitethernet gi_port | 
port-channel port_channel} 

te_port: (1..8/0/1..4);  
gi_port: (1..8/0/1..24); 
port_ hͫannel (1..48)/τ 

 

ˤ͟͡Ό;͙ͭΈ flex-ƭƛƴƪ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͙ ͤ͊ͤ͊͘;͙ͭΈ ͍ ·͋ͪ͊ͤͤͦͣͯ 
͙͔ͤͭͪͺ͔͚ͫͯ ͪͦ͡Έ ōŀŎƪǳǇ-͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ŦƭŜȄ-ƭƛƴƪ ͔ͨ͊ͪΦ 

no flex-link backup { 
tengigabitethernet te_port 
|  gigabitethernet gi_port | 
port-channel port_channel} 

ˤ·͟͡Ό;͙ͭΈ flex-ƭƛƴƪ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͙ ͙ͯ͒͊ͭ͡Έ ͍ ·͋ͪ͊ͤͤ·͚ 
͙͔ͤͭͪͺ͔͚ͫ ͙͘ ŦƭŜȄ-ƭƛƴƪ ͨ͊ͪ·Φ 

flex-link preemption mode 
[forced | bandwidth| off]  

τ/off 

˭͊͒͊ͭΈ ͒ ͔͚͍͙͔ͫͭ ͙ͨͪ ͨͦ͒ͤΎ͙͙ͭ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͯ;͍͊ͫͭͯΌ΅͔͎ͦ ͍ͦ 
flex-link:  
- forced τ ͔ ͙ͫ͡ ͨͦ͒ͤΎ͍΄͙͚ͫΎ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ͊ͫͭͪͦͤ ͊͟͟ ƳŀǎǘŜǊΣ ͭͦ 
ͦͤ ͔ͫͭ͊ͤͭ ͙͍͊ͭͤ͟·ͣ ͙͔ͤͭͪͺ͔͚ͫͦͣΤ 
- bandwidth τ ͨ ͙ͪ ͨͦ͒ͤΎ͙͙ͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͍͊ͭͤ͟·ͣ ͔ͫͭ͊ͤͭ 
͙͔ͤͭͪͺ͔͚ͫ ͫ ͋ͦ͡Έ΄͔͚ ͚ͨͪͦͨͯͫͤͦ͟ ͫͨͦͫͦ͋ͤͦͫͭΈΌΤ 
- off τ ͨ ͦ͒ͤΎ͍΄͙͚ͫΎ ͙͔ͤͭͪͺ͔͚ͫ ͔ͦͫͭ͊ͤͭͫΎ ͍ ͙͍͊͋ͦͪͦ͊ͤͤͦͣ͘͟͡ 
ͫͦͫͭͦΎ͙͙ͤΦ 

no flex-link preemption 
mode 

ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

flex-link preemption delay 
delay 

delay: (1..300)/35 

˭͊͒͊ͭΈ ͍ ͔ͪͣΎ ͦͭ ͔͔ͨͪͻͦ͒͊ ͦͭ͟͡Ό;͔͎ͤͤͦͦ ͨͦͪͭ͊ ͍ ͫͦͫͭͦΎ͙͔ͤ 
ζǳǇηΣ ͨͦ ͨͪͦ΄͔͍͙͙ͫͭ ͎ͦͭͦͪͦͦ͟ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͔͚͍͙͔͒ͫͭΣ 
͍͔͔ͯͫͭ͊ͤͦͤͤͦ͡ ͚ͦͣ͊ͤ͒ͦ͟ flex-link preemption mode. 
- delay τ ͨ ͔͙ͪͦ͒ ͍͔͔͙ͪͣͤΣ ͍ ͔ͫͯͤ͒͊͟ͻΦ 

no flex-link preemption 
delay 

ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ǇǊƛǾƛƭŜƎŜŘ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 160 τ  ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show interfaces flex-link 
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port | 

port-channel port-chan-
nel} 

te_port: (1..8/0/1..4); 
gi_port: (1..8/0/1..24);  
port_ hͫannel: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͺͯͤ͟ͼ͙͙ ŦƭŜȄ-link. 

5.17.11 ˹͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Layer 2 Protocol Tunneling (L2PT) 

̅ͯͤ͟ͼ͙Ύ Layer 2 Protocol Tunneling (L2PT) ͨ ͍ͦͦ͘͡Ύ͔ͭ ͨͪͦͨͯͫ͊ͭ͟Έ ͔ͫͯ͗͋ͤ͡·͔ ͔ͨ͊ͭ͟· ͪ ͙͊͘͡;ͤ·ͻ L2-
͍ͨͪͦͭͦͦͦ͟͡ όPDU) ;͔͔ͪ͘ ͔ͫͭΈ ͍͚͔ͨͪͦ͊͒ͪ͊Σ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ζͨͪͦͪ͊͘;ͤͦη ͍ͫΎ͊ͭ͘Έ ͙͔͙͔ͤͭͫ͟͟͡ ͔͎͔ͫͣͤͭ· ͔͙ͫͭ. 

[нt¢ ͙͙͔ͤ͊ͨͫͯͪͯͭ͟͡ t5¦ ͤ͊ ͎͙ͪ͊ͤ;ͤͦͣ ͔ͦͣͣͯͭ͊ͭͦͪ͟Σ ͔͔͔ͨͪ͒͊ͭ ͙ͻ ͤ͊ ͎͚͒ͪͯͦ ͎͙ͪ͊ͤ;ͤ·͚ 
ͦͣͣͯͭ͊ͭͦͪ͟Σ ͦͭͦͪ͟·͚ ͙͔ͦ͗͒͊ͭ ͔ͫͨͼ͙͊͡Έͤ·͔ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͤͤ͟͡·͔ ͊͒ͪ͟·Σ ͊ ͔͊ͭͣ͘ ͔͙͔͒͊ͨͫͯͪͯͭ͟͡ ͙ͻΣ ;ͭͦ 
͍ͨͦͦ͘͡Ύ͔ͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͔͔͍ͨͪ͒͊͊ͭΈ ͙ͤͺͦͪͣ͊ͼ͙Ό н-͎ͦ ͍ͯͪͦͤΎ ;͔͔ͪ͘ ͔ͫͭΈ ͍͚͔ͨͪͦ͊͒ͪ͊Φ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͙ͫͪ MES3000 ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͭ͟͡Έ ͔ͫͯ͗͋ͤ͡·͔ ͔ͨ͊ͭ͟· 
͍ͨͪͦͭͦͦͦ͟͡ {¢tΣ LACP, LLDP, IS-IS. 
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˽͙͔ͪͣͪ 

˩͙ͫ͡ ͍͟͡Ό;͙ͭΈ [нt¢ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ {¢tΣ ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟· !Σ .Σ / ͙ 5 ͋ͯ͒ͯͭ ͦ͋Ά͔͙͔͒ͤͤ· ͍ ͦ͒ͤͦ 
͍ͫΎͯ͘Ό΅͔͔ ͔͔͍͒ͪͦΣ ͔ͤͫͣͦͭͪΎ ͤ͊ ͭͦ, ;ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ! ͔ͤ ͔͙͔ͫͦ͒ͤͤ ͤ͊ͨͪΎͣͯΌ ͫ ͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟ .Σ / ͙ 5 
(˾͙ͫͯͤͦ͟ 54 τ ˽͙͔ͪͣͪ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙͙ [нt¢)Φ ˮͤͺͦͪͣ͊ͼ͙Ύ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͫͭ ͔ͣͦ͗ͭ ͋·ͭΈ 
͔͔ͨͪ͒͊ͤ͊ ͍ͫͦ͘͟Έ ͔ͫͭΈ ͍͚͔ͨͪͦ͊͒ͪ͊Φ 

 

˾͙ͫͯͤͦ͟ 54 τ ˽ ͙͔ͪͣͪ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙͙ [нt¢ 

ˢ͎͙ͦͪͭͣ͡ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙ͦͤ͊͊͡ ͔ͫ͒ͯ͡Ό΅͙͚Υ 

ˮͤ͊ͨͫͯ͟͡Ύͼ͙ΎΥ 

1. ˤ͔ͫ [н t5¦ ͔͔ͨͪͻ͍͊ͭ·͍͊ΌͭͫΎ ͤ͊ /t¦; 
2. ˽͙͔ͦ͒ͫͫͭͣ͊ L2PT ͔͔ͦͨͪ͒͡Ύ͔ͭ [н-ͨͪͦͭͦͦ͟͡Σ ͦͭͦͪͦͣͯ͟ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͙ͨͪͤΎͭ·͚ PDU, ͙ ͍͔ͨͪͦπ
ͪΎ͔ͭΣ ͍͟͡Ό;͔ͤ͊ ͙͡ ͤ͊ ͨͦͪͭͯΣ ͫ ͎ͦͭͦͪͦͦ͟ ͙ͨͪͤΎͭ Ήͭͦͭ PDU, ͤ ͚͊ͫͭͪͦ͊͟ ƭнǇǊƻǘƻŎƻƭ-ǘǳƴƴŜƭ ͒͡Ύ ͒͊ͤπ
͎ͤͦͦ [н-ͨͪͦͭͦͦ͊͟͡. 

˩͙ͫ͡ ͚ͤ͊ͫͭͪͦ͊͟ ͍͟͡Ό;͔ͤ͊Σ ͭͦΥ  

- ͍ͦ ͍͔ͫ ͨͦͪͭ· ±[!bΣ ͤ͊ ͦͭͦͪ͟·ͻ ͍͟͡Ό;͔ͤͦ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡Σ ͍ͦͭͨͪ͊͡Ύ͔ͭͫΎ t5¦-͊͒ͪ͟; 

- ͍ͦ ͍͔ͫ ͨͦͪͭ· ±[!bΣ ͤ͊ ͦͭͦͪ͟·ͻ ͍·͟͡Ό;͔ͤͦ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡Σ ͍ͦͭͨͪ͊͡Ύ͔ͭͫΎ 
͙͙͍ͤ͊ͨͫͯͪͦ͊ͤͤ͟͡·͚ t5¦-͊͒ͪ͟ ό͙ͫͻͦ͒ͤ·͚ ͊͒ͪ͟ ͫ Destination MAC-͔͊͒ͪͫ ͦͣΣ ͙͔͔ͣͤͤͤ͘·ͣ 
ͤ͊ ͔ͭͯͤͤ͡Έͤ·͚ύΦ 

˩͙ͫ͡ ͚ͤ͊ͫͭͪͦ͊͟ ͍·͟͡Ό;͔ͤ͊Σ ͭͦΥ 

- PDU-͊͒ͪ͟ ͨ ͔͔͔ͪ͒͊ͭͫΎ ͍ ͦ͋ͪ͊͋ͦͭ;͙͟ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͎ͦ ͨͪͦͭͦͦ͊͟͡Φ 

˨͔͊ͨͫͯ͟͡Ύͼ͙ΎΥ 

1. ˾͔͙͍͊ͦ͊ͤ͘͡ ͔͔ͨͪͻ͍͊ͭ ͤ ͊ CPU Ethernet-͍͊͒ͪͦ͟ ͫ  a!/-͔͊͒ͪͫͦͣ ͤ ͊ͤ͊͘;͔͙ͤΎ, ͘ ͊͒͊ͤͤ· ͣͨ ͙ͪ ͨͦπ
ͣͦ΅͙ ͦͣ͊ͤ͒͟· l2protocol-ǘǳƴƴŜƭ ŀŘŘǊŜǎǎ ͻͻ-ͻͻ-ͻͻ-ͻͻ-ͻͻ-ͻͻΦ ˽͔͔ͪͻ͍͊ͭ ͍ ͟͡Ό;͔͊ͭͫΎ ͭͦ͡Έͦ͟ ͎ͭͦ͒͊Σ 
͎ͦ͒͊͟ ͻͦͭΎ ͋· ͤ͊ ͦ͒ͤͦͣ ͨͦͪͭͯ ͍͟͡Ό;͔ͤ͊ ͚ͤ͊ͫͭͪͦ͊͟ ƭнǇǊƻǘƻŎƻƭ-ǘǳƴƴŜƭ ό͔͍͙͙ͤ͊ͫͣͦ͘ ͦͭ ͨͪͦͭͦπ
ͦ͊͟͡ύΦ 
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2. ˽͙ͪ ͔͔ͨͪͻ͍͔͊ͭ ͔ͨ͊ͭ͊͟ ͫ a!/-͔͊͒ͪͫͦͣ ͤ͊ͤ͊͘;͔͙ͤΎ ͻͻ-ͻͻ-ͻͻ-ͻͻ-ͻͻ-ͻͻ, ͦͤ ͫͤ͊;͊͊͡ ͔ͨͦͨ͊͒͊ͭ ͍ 
͙͔ͨͦ͒ͫͫͭͣͯ L2PTΣ ͦͭͦͪ͊͟Ύ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ [н-ͨͪͦͭͦͦ͟͡ ͒͡Ύ ͎͒͊ͤͤͦͦ t5¦ ͨ ͔ͦ ͎ͦ ͘ ͎͍͊ͦͦͯ͟͡, ͙  ͨͪͦπ
͍͔ͪΎ͔ͭΣ ͍͟͡Ό;͔ͤ͊ ͙͡ ͤ͊ ͨͦͪͭͯΣ ͫ ͎ͦͭͦͪͦͦ͟ ͙ͨͪͤΎͭ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͤͤ͟͡·͚ t5¦Σ ͚ͤ͊ͫͭͪͦ͊͟ 
l2protocol-ǘǳƴƴŜƭ ͒͡Ύ ͎͒͊ͤͤͦͦ [н-ͨͪͦͭͦͦ͊͟͡. 

˩͙ͫ͡ ͚ͤ͊ͫͭͪͦ͊͟ ͍͟͡Ό;͔ͤ͊Σ ͭͦΥ 

- ͨͦͪͭΣ ͫ ͎ͦͭͦͪͦͦ͟ ͋·͡ ͨͦͯ͡;͔ͤ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͤͤ͟͡·͚ t5¦-͊͒ͪ͟Σ ͙͔͋ͦͪͯͭͫ͟͡Ύ ͫ ͙ͨͪ;͙͚ͤͦ ƭнǇǘ-
guard. 

˩͙ͫ͡ ͚ͤ͊ͫͭͪͦ͊͟ ·͍͟ ͡Ό;͔ͤ͊: 

- ͍ͦ ͍͔ͫ ͨͦͪͭ· ±[!bΣ ͤ͊ ͦͭͦͪ͟·ͻ ͍͟͡Ό;͔ͤͦ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡Σ ͍ͦͭͨͪ͊͡Ύ͔ͭͫΎ 
͔͙͍͒͊ͨͫͯͪͦ͊ͤͤ͟͡·͚ t5¦-͊͒ͪ͟; 

- ͍ͦ ͍͔ͫ ͨͦͪͭ· ±[!bΣ ͤ͊ ͦͭͦͪ͟·ͻ ͍·͟͡Ό;͔ͤͦ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡Σ ͍ͦͭͨͪ͊͡Ύ͔ͭͫΎ 
͙͙͍ͤ͊ͨͫͯͪͦ͊ͤͤ͟͡·͚ t5¦-͊͒ͪ͟. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 161 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

l2protocol-tunnel address 
{mac_address} 

mac_address: 
(01:00:ee:ee:00:00, 
01:00:0c:cd:cd:d0, 
01:00:0c:cd:cd:d1, 
01:00:0c:cd:cd:d2, 
01:0f:e2:00:00:03)/ 
01:00:ee:ee:00:00 

˭͊͒͊ͭΈ a!/-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͔͙͔ͭͯͤͤͪͯͣ͡·ͻ ͍͊͒ͪͦ͟Φ 

no l2protocol-tunnel ad-
dress 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

 

˹͊ ͎͙ͪ͊ͤ;ͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͦͭ͟͡Ό;͔ͤ ͨͪͦͭͦͦ͟͡ {¢t όǎǇŀƴƴƛƴƎπǘǊŜŜ 
ŘƛǎŀōƭŜύΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 162 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ ϑǎǘǇ μ ƭŀŎǇ 
μ ƭƭŘǇ μ ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ ǇǾǎǘ 
μ ŎŘǇ μ ŘǘǇ μ ǾǘǇ μ ǇŀƎǇ μ 
ǳŘƭŘ μ ǊƛǇ μ ƻǎǇŦ μ ǾǊǊǇϒ 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ ͙ ͤ͊ͨͫͯ͟͡Ύͼ͙͙ ͔͍ͨ͊ͭͦ͟ {¢t BPDU. 
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ƴƻ ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ ϑǎǘǇ μ 
ƭŀŎǇ μ ƭƭŘǇμ ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ 
ǇǾǎǘ μ ŎŘǇ μ ŘǘǇ μ ǾǘǇ μ 
ǇŀƎǇ μ ǳŘƭŘ μ ǊƛǇ μ ƻǎǇŦ μ 
ǾǊǊǇ ϒ 

ˤ·͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙ ͔͍ͨ͊ͭͦ͟ {¢t BPDU. 

ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ Ŏƻǎ Ŏƻǎ 
cos: (0..7)/5 

˭͊͒͊ͭΈ ͤ͊͘;͔͙͔ͤ /ƻ{ ͒͡Ύ ͍͊ͨ͊ͦ͊ͤͤ͘͟·ͻ PDU-͍͊͒ͪͦ͟Φ 

ƴƻ ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ Ŏƻǎ  ͍͙̂ͫͭ͊ͤͦͭΈ CoS ͍  ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ ŘǊƻǇπ
ǘƘǊŜǎƘƻƭŘ ϑǎǘǇ μ ƭŀŎǇ μ ƭƭŘǇ μ 
ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ ǇǾǎǘ μ ŎŘǇ μ 
ŘǘǇ μ ǾǘǇ μ ǇŀƎǇϒ ǘƘǊŜǎƘƻƭŘ threshold: 

(1..4096)/͍ ·͟͡Ό;͔ͤͦ 

˹͙͊ͫͭͪͦͭΈ ͨ ͎͍ͦͪͦͦͦ ͔͘ ͤ͊;͔͙ͤ ͔ͫ ͙ͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ t5¦-
͍͊͒ͪͦ͟ ό͍ ͔ͨ͊ͭ͊͟ͻ ͍ ͔ͫͯͤ͒ͯ͟ύΣ ͨͦͯ͡;͔ͤͤ·ͻ ͙ ͔ͨͦ͒͗͊͡΅͙ͻ 
͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙Φ ˽͙ͪ ͔͍ͨͪ·΄͔͙͙ͤ ͎ͨͦͪͦ͊ t5¦ 
ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΦ 

ƴƻ ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ ŘǊƻǇπ
ǘƘǊŜǎƘƻƭŘ ϑǎǘǇ μ ƭŀŎǇ μ ƭƭŘǇ μ 
ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ ǇǾǎǘ μ ŎŘǇ μ 
ŘǘǇ μ ǾǘǇ μ ǇŀƎǇϒ 

˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͟ ͦͤͭͪͦ͡Ύ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ t5¦-
͍͊͒ͪͦ͟Φ 

ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ 
ǎƘǳǘŘƻǿƴπǘƘǊŜǎƘƻƭŘ ϑǎǘǇ μ 
ƭŀŎǇ μ ƭƭŘǇ μ ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ 
ǇǾǎǘ μ ŎŘǇ μ ŘǘǇ μ ǾǘǇ μ 
ǇŀƎǇϒ ǘƘǊŜǎƘƻƭŘ threshold: 

(1..4096)/͍ ·͟͡Ό;͔ͤͦ 

˹͙͊ͫͭͪͦͭΈ ͨ ͎͍ͦͪͦͦͦ ͔͘ ͤ͊;͔͙ͤ ͔ͫ ͙ͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ t5¦-
͍͊͒ͪͦ͟ ό͍ ͔ͨ͊ͭ͊͟ͻ ͍ ͔ͫͯͤ͒ͯ͟ύΣ ͨͦͯ͡;͔ͤͤ·ͻ ͙ ͔ͨͦ͒͗͊͡΅͙ͻ 
͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙Φ ˽͙ͪ ͔͍ͨͪ·΄͔͙͙ͤ ͎ͨͦͪͦ͊ ͨͦͪͭ ͔͋ͯ͒ͭ 
͔͔͍͔͔ͨͪ͒ͤ ͍ ͫͦͫͭͦΎ͙͔ͤ 9ǊǊŘƛǎŀōƭŜ όͦͭ͟͡Ό;͔ͤύΦ 

ƴƻ ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ 
ǎƘǳǘŘƻǿƴπǘƘǊŜǎƘƻƭŘ ϑǎǘǇ μ 
ƭŀŎǇ μ ƭƭŘǇ μ ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ 
ǇǾǎǘ μ ŎŘǇ μ ŘǘǇ μ ǾǘǇ μ 
ǇŀƎǇϒ 

˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͦͤͭͪͦ͟͡Ύ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ t5¦-
͍͊͒ͪͦ͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 163 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show l2protocol-tunnel 
[gigabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port| port-channel 
group] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: ( 1..48). 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό L2PT ͒ ͡Ύ ͯ ͎͊͊ͤͤͦͦ͘͟ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 
͙͙͡ ͒ ͡Ύ ͍ ͔ͫͻ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ, ͤ  ͊͟ ͦͭͦͪ·ͻ ͍ ͟͡Ό;͔ͤ L2t¢Σ ͔͙ͫ͡ 
͙͔ͤͭͪͺ͔͚ͫ ͔ͤ ͯ͊͊ͤ͘͟. 

clear l2protocol-tunnel 
statistics [gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port:(1..8/0/1..4); 

group: ( 1..48) 

˻;͙͙ͫͭͭΈ ͫ ͙͙ͭ͊ͭͫͭ͟ ͯL2PT ͒ ͡Ύ ͯ ͎͊͊ͤͤͦͦ͘͟ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ͙ ͙͡ 
͒͡Ύ ͍ ͔ͫͻ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ, ͤ  ͊͟ ͦͭͦͪ·ͻ ͍ ͟͡Ό;͔ͤ [2t¢Σ ͔͙ͫ͡ 
͙͔ͤͭͪͺ͔͚ͫ ͔ͤ ͯ͊͊ͤ͘͟. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ ͭ ͔ͯͤͤ͡Έͤ·͚ MAC-͔͊͒ͪͫ ͍  ͘ ͤ͊;͔͙͔ͤ 01:00:0c:cd:cd:d0, ͍ ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ SNMP traps 
ͦ ͭͭ ͙͎͎͔ͪͪ͊ l2protocol-tunnel (ͭ ͙͎͎͔ͪͪ͊ ͤ  ͊ͫ ͪ͊͋͊ͭ·͍͙͔͊ͤ drop-threshold ͙  shutdown-threshold).  

console(config)#  l2protocol - tunnel address  01:00:0c:cd:cd:d0  

console(config)#  snmp- server enable traps  l2protocol - tunnel  
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Á ˤ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡Ύ {¢t ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΣ ͍͙ͯͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ CoS-͔͍ͨ͊ͭͦ͟ .t5¦ 
͍ͪ͊ͤ·ͣ пΣ ͍͟͡Ό;͙ͭΈ ͦͤͭͪͦ͟͡Έ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ .t5¦Φ  

console( config)#  interface gigabitEthernet  1/0/1  

console( config - if )#  spanning - tree disable  

console( config - if )#  switchport mode customer  

console( config - if )#  switchport customer  vlan  100  
console( config - if )#  l2protocol - tunnel stp  

console( config - if )#  l2protocol - tunnel cos  4 

console( config - if )#  l2protocol - tunnel drop - threshold stp  40  
console( config - if )#  l2protocol - tunnel shutdown - threshold stp  100  
 

console#  show l2protocol - tunnel   

MAC address for tunneled frames: 01:00:0c:cd:cd:d0  

 

Port     CoS Protocol Shutdown  Drop      Encaps    Decaps    Drop  

                      Threshold Threshold Coun ter   Counter   Counter  

--------  ---  --------  ---------  ---------  ---------  ---------  ---------  

gi 1/0/1   4      stp        100        40        650         0       450  

˽͙͔ͪͣͪ· ͫͦͦ͋΅͔͙͚ͤ ͦ ͫͪ͊͋͊ͭ·͍͙͙͊ͤ ͙͎͎͔ͭͪͪ͊Υ 

12- Nov- 2015 14:32:35 % - I - DROP: Tunnel drop th reshold 40 exceeded for interface 

gi1/0/1  

12- Nov- 2015 14:32:35 % - I - SHUTDOWN: Tunnel shutdown threshold 100 exceeded for 

interface gi1/0/ 1 

5.18 Voice VLAN 

Voice VLAN ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍·͔͔͙͒ͤ͡Ύ ±ƻIP-͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͍ ͔ͦͭ͒͡ΈͤͯΌ ±[!bΦ ˨͡Ύ ±ƻIP-͍͊͒ͪͦ͟ 
͎ͣͦͯͭ ͋·ͭΈ ͤ͊ͤ͊͘;͔ͤ· vƻ{-͙͊ͭͪ͋ͯͭ· ͒͡Ύ ͙͙͙ͨͪͦͪͭ͊͘ ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ ˴ ͙͊ͫͫ͡ͺ͙͊͟ͼ͙Ύ ͍͊͒ͪͦ͟Σ ͦͭͤͦͫΎ΅͙ͻͫΎ 
͟ ͊͟ ͒ͪ͊ͣ VoIP-͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ, ͙͔͋͊ͪͯͭͫ͘Ύ ͤ͊ h¦L (Organizationally Unique Identifier τ ͔͍ͨͪ·͔ нп ͙͋ͭ͊ 
MAC-͔͊͒ͪͫ͊ύ ͍͙͔ͦͭͨͪ͊ͭ͡ΎΦ ˹͊ͤ͊͘;͔͙͔ͤ ±ƻƛŎŜ ±[!b ͒͡Ύ ͨͦͪͭ͊ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟Σ ͎ͦ͒͊͟ ͤ͊ ͨͦͪͭ 
͔ͨͦͫͭͯͨ͊ͭ ͊͒ͪ͟ ͫ  h¦L ͙͘ ͙ͭ͊͋͡ͼ· ±ƻƛŎŜ ±[!b. ˴ ͎ͦ͒͊ ͨͦͪͭ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎΣ ͊͟͟ ͙͔ͨͪͤ͊͒͗͊͡΅͙͚ ±ƻƛŎŜ ±[!b 
τ ͒ ͊ͤͤ·͚ ͨͦͪͭ ͍͒ͦ͋͊͡Ύ͔ͭͫΎ ͍ͦ ±[!b ͊͟͟ ǘŀƎƎŜŘΦ  

Voice VLAN ͨ ͙͔͙ͪͣͤͣ ͒͡Ύ ͔ͫ͒ͯ͡Ό΅͙ͻ ͫͻ͔ͣΥ 

- VoIP-͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ ͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎΣ ;ͭͦ͋· ͪ͊ͫͫ·͊ͭ͡Έ ͔͎͙͍ͭͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟·Σ ͫ L5 ±ƻƛŎŜ 
±[!bΣ ͔ͤ͊ͫͭͪͦͤͤ·ͣ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟. 

- VoIP-͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ ͪ͊ͫͫ·͔͊ͭ͡ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔ 5I/t-͊ͨͪͦͫ͘·Φ ˤ ͍͔͔ͦͭͭ ͦͭ 5I/t-͔͍͔ͫͪͪ͊ 
͙͍͔ͨͪͫͯͭͫͭͯͭ ͦͨͼ͙Ύ мон ό±[!b L5ύΣ ͫ ͨͦͣͦ΅ΈΌ ͚ͦͭͦͪͦ͟ ͚͍ͯͫͭͪͦͫͭͦ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ 
ͤ͊ͤ͊͘;͔͊ͭ ͔͔ͫ͋ ±[!b ͒͡Ύ ͙͍͙ͣ͊ͪͪͦ͟͟ ͭͪ͊ͺ͙͊͟ (Voice VLAN). 

˿͙ͨͫͦ͟ OUI ͨ ͙͍͙͔͔͚ͪͦͦ͒ͭ͘͡ VoIP-͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎΣ ͒ ͙͙ͦͣͤͪͯΌ΅͙ͻ ͤ͊ ͪ·͔ͤ͟Υ 

OUI ͙̅ͪͣ͊-͙͍͙͔ͨͪͦͦ͒ͭ͘͡Έ 
00:E0:BB 3COM 

00:03:6B Cisco 

00:E0:75 Veritel 

00:D0:1E Pingtel 

00:01:E3 Siemens 

00:60:B9 NEC/ Philips 

00:0F:E2 Huawei-3COM 

00:09:6E Avaya 
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±ƻƛŎŜ ±[!b ͔ͣͦ͗ͭ ͋·ͭΈ ͙͍͙͍͊ͭͪͦ͊ͤ͟ ͤ͊ ͨͦͪͭ͊ͻΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͙͔ͪ͗ͣ ǘǊǳƴƪ ͙ ƎŜƴŜǊŀƭΦ 

 

˽͙ͪ ͤ͊ͤ͊͘;͔͙͙ͤ Voice VLAN ͤ͊ ͔ͫͭͦͪͦͤ ͔ͦͦͤ͟;͎ͤͦͦ ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙ͫπ
ͨͦ͡Έ͍ͦ͊ͭ͘Έ lldp-med ͨ ͙͙͙ͦͭ͟͡ ͙͙͡ DHCP. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 164 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

voice vlan aging-timeout 
timeout 

timeout: (1..43200)/1440 

͍͙̂ͫͭ͊ͤͦͭΈ ͚ͭ͊ͣ͊ͯͭ ͒͡Ύ ͨͦͪͭ͊Σ ͙͔ͨͪͤ͊͒͗͊͡΅͔͎ͦ ͟ ǾƻƛŎŜ-vlan. 
˩͙ͫ͡ ͫ ͨͦͪͭ͊ ͍ ͔ͭ;͔͙͔ͤ ͘ ͎͊͒͊ͤͤͦͦ ͍͔͔͙ͪͣͤ ͔ͤ ͋·ͦ͡ ͍͊͒ͪͦ͟ ͫ 
OUI VoIP-͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎΣ ͭͦ ǾƻƛŎŜ Ǿƭŀƴ ͯ͒͊͡Ύ͔ͭͫΎ ͫ ͎͒͊ͤͤͦͦ 
ͨͦͪͭ͊. 

no voice vlan ag-
ingπtimeout  

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

voice vlan cos cos [remark] 

cos: (0-7)/6 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ·ͻͦ͒ͤͯΌ ͦ;͔͔ͪ͒Έ ͒͡Ύ ͭͪ͊ͺ͙͊͟ ͍ Voice VLAN ͍  
͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͔ͤ͊ͫͭͪͦͤͤ·ͣ ͒͡Ύ Voice VLAN CoS ͋ ͔͘ ͔ͫͣͤ· 
CoS. 
- remark τ ͍ ͟͡Ό;͔͊ͭ ͔͔ͨͪͤ͊ͤ͊͘;͔͙͔ͤ CoS ͤ ͊ ͯ͊͊ͤͤ͘͟·͚ ͒͡Ύ 
ͭͪ͊ͺ͙͊͟ ͍ ±ƻƛŎŜ ±[!bΦ 

no voice vlan cos  ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

voice vlan id vlan_id 

vlan_id: (1..4094) 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!b ͒͡Ύ ±ƻƛŎŜ ±[!b 

no voice vlan id ͙̂͒͊ͭ͡Έ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!b ͒͡Ύ ±ƻƛŎŜ ±[!b 
˨͡Ύ ͔͙ͯ͒͊ͤ͡Ύ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ±[!b ͔͔ͭͪ͋ͯͭͫΎ 
͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤͦ ͦͭ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ǾƻƛŎŜ Ǿƭŀƴ 
ͤ͊ ͍͔ͫͻ ͨͦͪͭ͊ͻ. 

voice vlan oui-table {add 
oui |  remove oui} [word] 

word: (1..32) ͫ ͙͍͍ͣͦͦ͡ 

˽͍͙ͦͦͭ͘͡Έ ͪ ͔͙͍͒͊ͭͪͦ͊ͭ͟Έ ͭ ͙͊͋͡ͼͯ h¦L. 
- oui τ ͨ ͔͍ͪ·͔ о ͚͋͊ͭ͊ a!/-͔͊͒ͪͫ͊Τ 
- word τ ͦ ͙͙͔ͨͫ͊ͤ ƻǳƛΦ 

no voice vlan oui-table ͙̂͒͊ͭ͡Έ ͍͔ͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͙͔ͫ͟ ͙͔͔͙ͣͤͤ͘Ύ h¦L-͙ͭ͊͋͡ͼ·. 

voice vlan oui-table auto-
learning 

τ/͍·͟͡Ό;͔ͤͦ 

˽͍͙ͦͦͭ͘͡Έ ͍͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͙͔͊ͨͦͤͤ͘͡ OUI-
͙ͭ͊͋͡ͼ· ͤ͊ ͍͔ͦͫͤͦ ͙ͨͪͤΎͭ·ͻ LLDP. 

˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͫ port security ͍ ͦͣͦ͗ͤ͊͘ ͪ͊͋ͦͭ͊ 
ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ max address. 

no voice vlan oui-table 
auto-learning 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

voice vlan secure mac-
learning 

τ/͍·͟͡Ό;͔ͤͦ 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͊ͨͪͭ͘ ͤ͊ ͙ͯ͘;͔͙͔ͤ MAC-͔͍͊͒ͪͫͦΣ ͔͍ͨͪ·͔ нп 
͙͋ͭ͊ ͦͭͦͪ͟·ͻ ͍ͫͦͨ͊͒͊Όͭ ͫ ͙͊ͨͫ͘Ύ͙ͣ ͙͘ OUI-͙ͭ͊͋͡ͼ· ͤ͊ 
͔ͦͣͣͯͭ͊ͭͦͪ͟Σ ͍ ͔͔͎͙͍ͤͭͪͦ͊ͤͤͦͣ VLAN. 

no voice vlan secure mac-
learning  

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

voice vlan state {oui-ena-
bled | disabled} τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ/ͦͭ͟͡Ό;͙ͭΈ Voice VLAN. 

no voice vlan state ˤ͔ͪͤͯͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 165 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

voice vlan enable 
τ/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͙ͭΈ ±ƻƛŎŜ ±[!b ͒͡Ύ ͨͦͪͭ͊. 

no voice vlan enable ˻ͭ͟͡Ό;͙ͭΈ ±ƻƛŎŜ ±[!b ͒͡Ύ ͨͦͪͭ͊. 

voice vlan authentication 
bypass enable 

τκ͍·͟͡ Ό;͔ͤ ͦ

˾͔͊ͪ͘΄͙ͭΈ ͭͪ͊ͺ͙ͯ͟ Voice VLAN ͙ ͎͙͍ͤͦͪͪͦ͊ͭΈ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό 802.1x. 

̅ͯͤ͟ͼ͙ͦͤ͊͡ ͪ ͔͊͋ͦͭ͊ͭ ͒ ͡Ύ ͪ ͔͙͍͗ͣͦ dot1x 
host-mode single-host, multi-session. 

no voice vlan 
authentication bypass 
enable 

˭͔͙͊ͨͪͭͭΈ ͭͪ͊ͺ͙ͯ͟ Voice VLAN ͙ ͎͙͍ͤͦͪͪͦ͊ͭΈ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό улнΦмx. 

voice vlan cos mode {src |  
all} τ/src 

ˤ͟͡Ό;͙ͭΈ ͣ ͙͍͊ͪͪͦͯ͟͟ ͭͪ͊ͺ͙͊͟ ͒͡Ύ ͍͔ͫͻ ͊͒ͪͦ͟Σ͍ ͙͋ͦ͡ ͭͦ͡Έͦ͟ 
͒͡Ύ ͙ͫͭͦ;͙ͤ͊͟Φ 

no voice vlan cos mode ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 166 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show voice vlan type oui 
[dynamic] τ 

˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺͯͤ͟ͼ͙͙ Voice VLAN ͙  OUI-͙ͭ͊͋͡ͼͯΦ 
- dynamic τ ͨ ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺͯͤ͟ͼ͙͙ Voice VLAN ͙  
͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ ͍ OUI-͙ͭ͊͋͡ͼ͔. 

5.19 ˥͍ͪͯͨͨͦ͊Ύ ͔͊͒ͪͫ͊ͼ͙Ύ 

5.19.1 ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 

̅ͯͤ͟ͼ͙Ύ LDat {ƴƻƻǇƛƴƎ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍ ͔ͫͭΎͻ ͎͍͚ͪͯͨͨͦͦ ͪ͊ͫͫ·͙͟͡Φ ˻͍͚ͫͤͦͤͦ ͊͒͊͘;͔͚ LDat 
{ƴƻƻǇƛƴƎ Ύ͍͡Ύ͔ͭͫΎ ͔͍͔͙͔ͨͪ͒ͦͫͭ͊ͤ͡ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͭͦ͡Έͦ͟ ͒͡Ύ ͔ͭͻ ͍ͨͦͪͭͦΣ ͦͭͦͪ͟·͔ ͙͙͊ͨͪͦͫ͘͡ 
͔͎ͦΦ  

 

LDat {ƴƻƻǇƛƴƎ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͭͦ͡Έͦ͟ ͍ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͎͔ͪͯͨͨ ±[!bΦ ˽͔͙ͦ͒͒ͪ͗π
͍͊ΌͭͫΎ ͍͔͙͙ͪͫ ͨͪͦͭͦͦ͊͟͡ LDat τ IGMPv1, IGMPv2, IGMPv3. 
 

 

̉ͭͦ͋· IGMP Snooping ͋· ͙͍͊ͭͤ͟͡·ͣ, ͺͯͤ͟ͼ͙Ύ ͎͍͚ͪͯͨͨͦͦ ͺ͙͡Έͭͪ͊ͼ͙͙ άbridge mul-
ticast filteringέ ͒ͦ ͗ͤ͊͡ ͋ ·ͭΈ ͍ ͟͡Ό;͔ͤ͊ (ͫ.ͣ ͪ ͔͊͒͘͡ 5.19.2 ˽ ͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊π
ͼ͙͙ όmulticast addressing)). 
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˾͍͙͔͊ͫͨͦͤ͊͊ͤ͘ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Σ ͍ͦͫͤͦ͊ͤͦ ͤ͊ 
͔ͫ͒ͯ͡Ό΅͙ͻ ͫͦ͋·͙ͭΎͻΥ 

ï IGMP-͊ͨͪͦͫ͘· ͙ͨͪͤΎͭ· ͤ͊ ͨͦͪͭͯΤ 
ï ͔ͨ͊ͭ͟· ͨͪͦͭͦͦ͊͟͡ Protocol Independent Multicast (PIM/PIMvнύ ͙ͨͪͤΎͭ· ͤ͊ ͨͦͪͭͯΤ 
ï ͔ͨ͊ͭ͟· ͨͪͦͭͦͦ͊͟͡ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ Distance Vector Multicast Routing Protocol 
ό5±awtύ ͙ͨͪͤΎͭ· ͤ͊ ͨͦͪͭͯΤ 

ï ͔ͨ͊ͭ͟· ͨͪͦͭͦͦ͊͟͡ aw5L{/ ͙ͨͪͤΎͭ· ͤ͊ ͨͦͪͭͯΤ 
ï ͔ͨ͊ͭ͟· ͨ ͪͦͭͦͦ͊͟͡ Multicast Open Shortest Path First (MOSPF) ͨ ͙ͪͤΎͭ· ͤ  ͊ͨ ͦͪͭͯ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 167 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip igmp snooping  

ͨͦ  ͯͣͦ͡;͙͊ͤΌ ͺͯͤ͟ͼ͙Ύ 
͍·͟͡Ό;͔ͤ͊ 

˾͔͊ͪ͘΄͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ LDat {ƴƻƻǇƛƴƎ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

no ip igmp snooping  ˭͔͙͊ͨͪͭͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ LDat {ƴƻƻǇƛƴƎ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

ip igmp snooping vlan vlan_id 

vlan_id: (1..4094) 
ͨͦ  ͯͣͦ͡;͙͊ͤΌ ͺͯͤ͟ͼ͙Ύ 

͍·͟͡Ό;͔ͤ͊ 

˾͔͊ͪ͘΄͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ LDat Snooping 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͒͡Ύ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!bΦ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no ip igmp snooping vlan 
vlan_id 

˭͔͙͊ͨͪͭͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ LDat {ƴƻƻǇƛƴƎ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͒͡Ύ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!bΦ 

ip igmp snooping vlan vlan_id 
group-specific-query suppress 

vlan_id: (1..4094) 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ ͍͔ͫͻ ͔͍ͨ͊ͭͦ͟ IGMP Group 
Specific Query ͍  ͨͦͪͭ·Σ ͙͍ͨͪΎ͊ͤͤ͘·͔ ͟ ͎͔ͪͯͨͨΣ ͎ͫͦ͊ͫͤͦ͡ 
͙ͭ͊͋͡ͼ͔ ƛǇ ƛƎƳǇ ǎƴƻƻǇƛƴƎ ƎǊƻǳǇǎΦ 

no ip igmp snooping vlan 
vlan_id 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ ͨ ͔͍͊ͭͦ͟ IGMP GroupSpecific 
Query ͍  ͨͦͪͭ·, ͨ ͙͍ͪΎ͊ͤͤ͘·͔ ͟ ͎͔ͪͯͨͨ, ͫ ͎ͦ͊ͫͤͦ͡ ͙ͭ͊͋͡ͼ͔ 
ip igmp snooping groups. 

ip igmp snooping vlan vlan_id 
static ip_multicast_address 
[interface {gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port | port -channel group}] 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˭͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͭΈ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼ͔ 
͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙ ͙͙  ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͙͒ͦ͋͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ· 
͙͘ ͎ͪͯͨͨ· ͒͡Ύ ͔ͭͯ͟΅͔͚ ±[!bΦ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΤ 
- ip_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ. 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ 
ζΣηΦ 

no ip igmp snooping vlan 
vlan_id static ip_address 
[interface {gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port | port -channel group}] 

͙̂͒͊ͭ͡Έ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

ip igmp snooping vlan vlan_id 
mrouter learn pim-dvmrp 

vlan_id: (1..4094) 
ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
͔ͪ͊ͪ͘΄͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͒ ͡Ύ ͚͒͊ͤͤͦ ͎ͪͯͨͨ· ±[!b ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ 
͍͙͔ͪ͊ͫͨͦͤ͊͊ͤ͘ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· 
͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Φ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no ip igmp snooping vlan 
vlan_id mrouter learn 
ǇƛƳπŘǾƳǊǇ 

˭͔͙͊ͨͪͭͭΈ ͒ ͡Ύ ͚͒͊ͤͤͦ ͎ͪͯͨͨ· ±[!b ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ 
͍͙͔ͪ͊ͫͨͦͤ͊͊ͤ͘ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· 
͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Φ 
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ip igmp snooping vlan vlan_id 
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˻͔͔͙ͨͪ͒ͭ͡Έ ͨ ͦͪͭΣ ͟ ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͒͡Ύ ͚͊͒͊ͤͤͦ͘ ±[!bΦ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no ip igmp snooping vlan 
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port | 
port-channel group} 

̂͊͊ͭ͘͟ΈΣ ;ͭͦ ͟ ͨͦͪͭͯ ͔ͤ ͨͦ͒͟͡Ό;͔ͤ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ 

ip igmp snooping vlan vlan_id 
forbidden mrouter interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͊ͨͪͭ͘ ͤ͊ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͨͦͪͭ͊ ό͙ͫͭ͊ͭ;͔͙ͫ͟Σ 
͙͙͒ͤ͊ͣ;͔͙ͫ͟ύ ͊͟͟ ͨͦͪͭ͊Σ ͟ ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤ 
ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no ip igmp snooping vlan 
vlan_id forbidden mrouter in-
terface {gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port | port -channel group} 

˿ͤΎͭΈ ͘ ͔͊ͨͪͭ ͤ͊ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͨͦͪͭ͊ ͊͟͟ ͨͦͪͭ͊Σ ͟ 
ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
ͪ͊ͫͫ·͙͟͡Φ 

ip igmp snooping vlan vlan_id 
querier 

vlan_id: (1..4094); 
τ/͍·͒͊;͊ ͍͊ͨͪͦͫͦ͘ 
ͦͭ͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ͍·͒͊;͙ ͍͊ͨͪͦͫͦ͘ ƛƎƳǇ-query 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͍ ͚͒͊ͤͤͦ ±[!bΦ 

no ip igmp snooping vlan 
vlan_id querier 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ͍·͒͊;͙ ͍͊ͨͪͦͫͦ͘ ƛƎƳǇ-query 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͍ ͚͒͊ͤͤͦ ±[!bΦ 

ip igmp snooping vlan vlan_id 
replace source-ip ip_address 

vlan_id: (1..4094); 
ip_address: 

A.B.C.D/0.0.0.0 

ˤ͟͡Ό;͙ͭΈ ͘ ͔͊ͣͤͯ IP-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͤ͊ ͯ͊͊ͤͤ͘͟·͚ IP-
͔͊͒ͪͫ ͍ͦ ͍͔ͫͻ ͔ͨ͊ͭ͊͟ͻ LDat ǊŜǇƻǊǘ ͍ ͚͊͒͊ͤͤͦ͘ VLAN. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!b; 
- A.B.C.D τ IP-͔͊͒ͪͫ, ͤ ͊ ͦ͟ ͭͦͪ·͚ ͔͋ͯ͒ͭ ͙͍͔͔ͨͪͦ͒ͤ͊͘ 
͔͊ͣͤ͊͘ SRC IP. 

˭ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ лΦлΦлΦл ͎͍͙ͦͦͪͭ ͦ ͭͦͣΣ 
;ͭͦ ͔͊ͣͤ͊͘ SRC IP IGMP report ͨ ͙͍͙ͪͦͦ͒ͭ͘ΈͫΎ ͔ͤ 
͔͋ͯ͒ͭΦ 

no ip igmp snooping vlan 
vlan_id replace source-ip  

˻ͭ͟͡Ό;͙ͭΈ ͘ ͔͊ͣͤͯ IP-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͍ ͔ͨ͊ͭ͊͟ͻ LDat 
ǊŜǇƻǊǘ ͍ ͚͊͒͊ͤͤͦ͘ ±[!bΦ 

ip igmp snooping vlan vlan_id 
replace source-mac 
mac_address 

vlan_id: (1..4094); 
mac_address: (H.H.H ͙͡ ͙ 
H:H:H:H:H:H ͙ ͙͡ H-H-H-

H-H-H 
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔͊ͣͤͯ͘ MAC-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͤ͊ ͯ͊͊ͤͤ͘͟·͚ 
MAC-͔͊͒ͪͫ ͍ͦ ͍͔ͫͻ ͔ͨ͊ͭ͊͟ͻ LDat ǊŜǇƻǊǘ ͍ ͚͊͒͊ͤͤͦ͘ VLAN. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!b; 
- mac_address τ MAC-͔͊͒ͪͫ, ͟ ͦͭͦͪ·͚ ͔͋ͯ͒ͭ ͍͔ͨͦ͒ͫͭ͊ͤ͡ ͍ 
͔ͨ͊ͭ͟ IGMP report. 

no ip igmp snooping vlan 
vlan_id replace source-mac 

˻ͭ͟͡Ό;͙ͭΈ ͘ ͔͊ͣͤͯ MAC-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͍ ͔ͨ͊ͭ͊͟ͻ LDat 
ǊŜǇƻǊǘ ͍ ͚͊͒͊ͤͤͦ͘ ±[!bΦ 

ip igmp snooping vlan vlan_id 
replace interface interfaces 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 
τ/͔ͪ͊ͪ͘΄͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͔ͨͦ͒ͣͤͯ MAC-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͙͙͡ IP-
͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͍ͦ ͍͔ͫͻ ͔ͨ͊ͭ͊͟ͻ IGMP report, 
ͨͦͫͭͯͨ͊Ό΅͙ͻ ͍ ͊͒͊ͤͤ͘·͚ ͨͦͪͭ ͍  ͚͊͒͊ͤͤͦ͘ VLAN. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

no ip igmp snooping vlan 
vlan_id replace interface 
interfaces 

˭͔͙͊ͨͪͭͭΈ ͔ͨͦ͒ͣͤͯ MAC-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͙͙͡ IP-͔͊͒ͪͫ͊ 
͙ͫͭͦ;͙ͤ͊͟ ͍ͦ ͍͔ͫͻ ͔ͨ͊ͭ͊͟ͻ IGMP reportΣ ͨͦͫͭͯͨ͊Ό΅͙ͻ ͍ 
͊͒͊ͤͤ͘·͚ ͨͦͪͭ ͍  ͚͊͒͊ͤͤͦ͘ VLAN. 

ip igmp snooping vlan vlan_id 
querier version {2 | 3} 

τ/IGMPv3 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔͙ͪͫΌ LDat-ͨͪͦͭͦͦ͊͟͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ 
͚ͦͭͦͪͦ͟ ͋ͯ͒ͯͭ ͺ͙͍ͦͪͣͪͦ͊ͭΈͫΎ LDat-ǉǳŜǊȅ ͊ͨͪͦͫ͘·Φ 

no ip igmp snooping vlan 
vlan_id querier version 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

ip igmp snooping vlan vlan_id 
querier address ip_address vlan_id: (1..4094) 

˻͔͔͙ͨͪ͒ͭ͡Έ ͙ ͫͻͦ͒ͤ·͚ IP-͔͊͒ͪͫΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ LDat ǉǳŜǊƛŜǊ-ͦͣΦ vǳŜǊƛŜǊ τ ͯ ͚͍ͫͭͪͦͫͭͦΣ 
͔ͦͭͦͪͦ͟ ͍ͦͭͨͪ͊͡Ύ͔ͭ LDat-͊ͨͪͦͫ͘·Φ 
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no ip igmp snooping vlan 
vlan_id querier address 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ ˽ͦ ͯͣͦ͡;͙͊ͤΌ ͔͙ͫ͡ 
IP-͔͊͒ͪͫ ͔ͤ͊ͫͭͪͦͤ ͒͡Ύ ±[!bΣ ͦͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍ ͊͟;͔͍͔ͫͭ 
͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ LDat {ƴƻƻǇƛƴƎ vǳŜǊƛŜǊΦ 

ip igmp snooping vlan vlan_id 
immediate-ƭŜŀǾŜ ώƘƻǎǘπōŀǎŜŘϐ 
ώinterface {gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port | port -channel group}] 

vlan_id: (1..4094); 
τ/͍·͟͡Ό;͔ͤͦ 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

ˤ͟͡Ό;͙ͭΈ ͨ ͪͦͼ͔ͫͫ IGMP Snooping Immediate-Leave ͤ  ͊
͔ͭͯ͟΅͔͚ VLAN. ˻ ͤ͊͘;͔͊ͭΣ ;ͭͦ ͨͦͪͭ ͔͒ͦ͗ͤ͡ ͋·ͭΈ 
͔͔͔ͤͣ͒ͤͤͦ͡ ͔ͯ͒͊ͤ͡ ͙͘ ͎ͪͯͨͨ· LDat ͔ͨͦͫ͡ ͨͦͯ͡;͔͙ͤΎ 
ͫͦͦ͋΅͔͙ͤΎ LDat ƭŜŀǾŜΦ 
- host-based τ ͣ ͔ͻ͙͊ͤͣ͘ fast-leave ͫ ͪ͊͋͊ͭ·͍͔͊ͭ ͭͦ͡Έͦ͟ ͍ 
ͭͦͣ ͫͯ͡;͔͊Σ ͎ͦ͒͊͟ ͍͔ͫ ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡Σ ͨͦ͒͟͡Ό;͔ͤͤ·͔ ͟ 
͒͊ͤͤͦͣͯ ͨͦͪͭͯ ͙͙ͦͭͨͫ͊ͫ͡Έ ͦͭ ͎ͪͯͨͨ· όͫ;͔ͭ;͙͟ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͍͔͔͒ͭͫΎ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ Source MAC-
͔͍͊͒ͪͫͦ ͍ ͎͍͊ͦͦ͊͘͟͡ͻ IGMP-report); 
- interface τ ͨ ͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͎͒͊ͤͤͦͦ ͔ͨ͊ͪ͊ͣͭͪ͊ 
͔ͣͻ͙͊ͤͣ͘ fast-ƭŜŀǾŜ ͫͪ͊͋͊ͭ·͍͔͊ͭ ͭͦ͡Έͦ͟ ͤ͊ ͯ͊͊ͤͤ͘͟·ͻ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻ ό͙ͨͪ ͍͙͙ͯͫͦ͡Σ ;ͭͦ ͨͪͦͼ͔ͫͫ LDat {ƴƻƻǇƛƴƎ 
Immediate-[ŜŀǾŜ ͔ͤ ͍͟͡Ό;͔ͤ ͎ͦ͋͊͡͡Έͤͦ ͤ͊ ͔ͭͯ͟΅͔͚ 
VLAN). 

no ip igmp snooping vlan 
vlan_id immediate-leave [host-
based] ώinterface 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group}] 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͪͦͼ͔ͫͫ IGMP Snooping Immediate-Leave ͤ  ͊
͔ͭͯ͟΅͔͚ VLAN ͙ ͙͡ ͯ ͊͊ͤͤͦͣ͘͟ ͅ ͙͙͘;͔ͫͦͣ͟ ͙͔ͤͭͪͺ͔͚͔ͫ. 

ip igmp snooping vlan vlan_id 
proxy-report [version version] 

vlan_id: (1..4094); 
version: (1..3) 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ǇǊƻȄȅ report ͍  ͔͔͔ͦͨͪ͒ͤͤͦͣ͡ ±[!bΦ 
˽͙ͪ ͍͟͡Ό;͔͙͙ͤ Ή͚ͭͦ ͺͯͤ͟ͼ͙͙ ͦͣͣͯͭ͊ͭͦͪ͟ ͤ͊ 
͙ͨͪ΄͔͒΄͙͔ LDat query ͋ ͔ͯ͒ͭ ͍͔ͦͭ;͊ͭΈ ͦͭ ͍͔͎ͫͦͦ ͙͔͙ͣͤ 
͒͡Ύ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎ͪͯͨͨΦ ˴͙͔͙͔ͤͭͫ͟͡ LDat report ͒ ͡Ύ 
͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎ͪͯͨͨ ͙ͨͪ Ήͭͦͣ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΦ 
- version τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͍͔͙ͪͫΌ LDat ͒͡Ύ ͍͙ͦͭͨͪ͊͟ 
͔͍ͨ͊ͭͦ͟Φ ˽ͦ ͯͣͦ͡;͙͊ͤΌ ͍͔͙ͪͫΎ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͨͦ 
͙ͨͪ΄͔͒΄͔ͣͯ ͤ͊ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͨ͊ͭͯ͟ LDat query. 

no ip igmp snooping vlan 
vlan_id proxy-report 

·ʕ͟͡Ό;͙ͭΈ Proxy report ͍  ͔͔͔ͦͨͪ͒ͤͤͦͣ͡ ±[!bΦ 

ip igmp snooping map cpe 
untagged [interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group}] 
multicast-tv vlan vlan_id 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

ˤ͟͡Ό;͙ͭΈ ͣ ͙͎͊ͨͨͤ ͤ ͔͔͎͙͍ͭͪͦ͊ͤͤ·ͻ LDat-͍͊ͨͪͦͫͦ͘ ͒͡Ύ 
QinQ-͙͔ͤͭͪͺ͔͚͍ͫͦ ͤ͊ ͯ͊͊ͤͤ͘͟·  ͚vlan_id. 
interface τ ͣ ͙͎͊ͨͨͤ ͍ ͟͡Ό;͔͊ͭͫΎ ͭ ͦ͡Έͦ͟ ͤ͊ ͯ ͊͊ͤͤ͘͟·ͻ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 

no ip igmp snooping map cpe 
untagged [interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group}] 
multicast-tv vlan vlan_id 

ˤ·͟͡Ό;͙ͭΈ ͣ ͙͎͊ͨͨͤ ͤ ͔͔͎͙͍ͭͪͦ͊ͤͤ·ͻ LDat-͍͊ͨͪͦͫͦ͘ ͒͡Ύ 
ͯ͊͊ͤͤ͘͟·ͻ vƛƴv-͙͔ͤͭͪͺ͔͚͍ͫͦΦ 
interface τ ͣ ͙͎͊ͨͨͤ ͍ ·͟ ͡Ό;͔͊ͭͫΎ ͭ ͦ͡Έͦ͟ ͤ͊ ͯ ͊͊ͤͤ͘͟·ͻ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 

ip igmp snooping map cpe vlan 
vͫlan_id [interface 

{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group}] 
multicast-tv vlan vlan_id 

ͫǾƭŀƴψƛŘΥ όмΦΦплфпύΤ 
vlan_id: (1..4094); 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

ˤ͟͡Ό;͙ͭΈ ͙͎ͣ͊ͨͨͤ ͭ ͔͎͙͍ͪͦ͊ͤͤ·ͻ ŎǾƭŀƴ-id IGMP-͍͊ͨͪͦͫͦ͘ 
͒͡Ύ vƛƴv-͙͔ͤͭͪͺ͔͚͍ͫͦ ͤ͊ ͯ͊͊ͤͤ͘͟·͚ vlan_id. interface τ 
͙͎ͣ͊ͨͨͤ ͍ ͟͡Ό;͔͊ͭͫΎ ͭ ͦ͡Έͦ͟ ͤ͊ ͯ ͊͊ͤͤ͘͟·ͻ ͙ ͔ͤͭͪͺ͔͚ͫ͊ͻ. 

no ip igmp snooping map cpe 
vlan ͫ vlan_id [interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group}] 
multicast-tv vlan vlan_id 

ˤ·͟͡Ό;͙ͭΈ ͣ ͙͎͊ͨͨͤ ͔͎͙͍ͭͪͦ͊ͤͤ·ͻ ŎǾƭŀƴ-id IGMP-
͍͊ͨͪͦͫͦ͘ ͒͡Ύ ͯ͊͊ͤͤ͘͟·ͻ QinQ-͙͔ͤͭͪͺ͔͚͍ͫͦ.  
interface τ ͣ ͙͎͊ͨͨͤ ͍ ·͟ ͡Ό;͔͊ͭͫΎ ͭ ͦ͡Έͦ͟ ͤ͊ ͯ ͊͊ͤͤ͘͟·ͻ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 168 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip igmp robustness count 

count: (1..7)/2 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͒͡Ύ LDatΦ 
˩͙ͫ͡ ͤ͊ ͔͊ͤ͊͟͡ ͤ͊͋͡Ό͔͒͊ͭͫΎ ͔ͨͦͭͪΎ ͒͊ͤͤ·ͻΣ ͤ͊͘;͔͙͔ͤ 
͚ͯͫͭͦ;͙͍͙ͦͫͭ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͍͔͙ͯ͡;͔ͤͦΦ 

no ip igmp robustness ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp version {2 / 3} 
τ/IGMPv3 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔͙ͪͫΌ LDat-ͨͪͦͭͦͦ͊͟͡Φ 

no ip igmp version ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp query-interval sec-
onds seconds: (30..18000)/125 

 ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͭ ͚͊ͣ͊ͯͭΣ ͨͦ ͦͭͦͪͦͣͯ͟ ͙͔ͫͫͭͣ͊ ͍ͦͭͨͪ͊͡Ύ͔ͭ 
͍ͦͫͤͦͤ·͔ ͊ͨͪͦͫ͘· ͍͔ͫͣ ͯ;͙͊ͫͭͤ͊ͣ͟ ͎ͪͯͨͨ· ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
͔͔ͨͪ͒͊;͙ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ ͙ͻ ͙͍͙͊ͭͤͦͫͭ͟Φ 

no ip igmp query-interval ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp queryπmaxπre-
sponseπtime seconds 

seconds: (5..нлύκмл ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͍͔ͪͣΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘Φ  

no ip igmp queryπmaxπre-
sponse-time 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp lastπmem-
berπqueryπcount count 

count: (1..тύκͤ͊͘;͔͙͔ͤ 
͔͔͔͚ͨͪͣͤͤͦ robustness 

͍͙̂ͫͭ͊ͤͦͭΈ ͟ ͙ͦ͡;͔͍ͫͭͦ ͍͊ͨͪͦͫͦ͘Σ ͔ͨͦͫ͡ ͪ͊ͫͫ·͙͟͡ ͦͭͦͪ͟·ͻΣ 
ͦͣͣͯͭ͊ͭͦͪ͟ ͔͔ͦͨͪ͒͡Ύ͔ͭΣ ;ͭͦ ͤ͊ ͒͊ͤͤͦͣ ͨͦͪͭͯ ͔ͤͭ 
͔͗͊͡Ό΅͙ͻ ͯ;͍͍͊ͫͭͦ͊ͭΈ ͍ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͔͟͡Φ 

no ip igmp lastπmem-
berπqueryπcount 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp lastπmem-
berπqueryπinterval millisec-
onds 

milliseconds: 
(100..25500)/1000 ͣ  ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͊ͨͪͦͫ͊͘ ͒͡Ύ ͔͔͎ͨͦͫ͒ͤͦ͡ ͯ;͙͊ͫͭͤ͊͟Φ  

no ip igmp lastπmem-
berπqueryπinterval 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 169 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

switchport access mul-
ticast-tv vlan vlan_id 

vlan_id: (1..4094) 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ LDat-͍͊ͨͪͦͫͦ͘ ͫ ͙͔͙ͤͭͫ͟͟͡ͻ 
VLAN ͍  aǳƭǘƛŎŀǎǘ VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͔͙͔ͪ͗ͣ ζŀŎŎŜǎǎηΦ 

˨͡Ύ ͪ͊͋ͦͭ· ͚͒͊ͤͤͦ ͺͯͤ͟ͼ͙͙ ͔͔ͭͪ͋ͯͭͫΎ ͍͟͡Ό;͔͙͔ͤ 
ip igmp snooping ͤ ͔ ͭͦ͡Έͦ͟ ͎ͦ͋͊͡͡Έͤͦ ͙ ͍ Multicast 
VLANΣ ͤͦ ͙ ͍ ͙͔͙ͤͭͫ͟͟͡ͻ VLAN. 

no switchport access mul-
ticast-tv vlan 

ˤ·͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ LDat-͍͊ͨͪͦͫͦ͘ ͫ ͙͔͙ͤͭͫ͟͟͡ͻ 
VLAN ͍  aǳƭǘƛŎŀǎǘ VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͔͙͔ͪ͗ͣ ζŀŎŎŜǎǎηΦ 
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switchport trunk mul-
ticastπtv vlan vlan_id 
[tagged] 

vlan_id: (1..4094) 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ IGMP-͍͊ͨͪͦͫͦ͘ ͙  ͘VLAN, 
ͯ;͙͊ͫͭͤͦͣ͟ ͟ ͦͭͦͪ·ͻ Ύ͍͡Ύ͔ͭͫΎ ͨ ͦͪͭ, ͍  Multicast VLAN ͒ ͡Ύ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͍  ͪ ͔͙͔͗ͣ ζtrunkηΦ Multicast-ͭͪ͊ͺ͙͟ ͔͔͔ͨͪ͒͊ͭͫΎ 
ͤ͊ ͨͦͪͭ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·ͣ ͙͙͡ ͔͎͙͍ͭͪͦ͊ͤͤ·ͣ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ 
ͦͭ ͔ͨ͊ͪ͊ͣͭͪ͊ tagged. ˽ ͔͊ͪ͊ͣͭͪ tagged ͯ ͊͘͟·͍͔͊ͭ ͤ͊ ͭͦΣ ;ͭͦ 
Multicast-ͭͪ͊ͺ͙͟ ͔͒ͦ͗ͤ͡ ͍ͦͭͨͪ͊͡ΎͭΈͫΎ ͍ ͨͦͪͭ ͔͎͙͍ͭͪͦ͊ͤͤ·ͣ 
͍ Multicast VLAN. 

no switchport trunk mul-
ticast-tv vlan 

ˤ·͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ IGMP-͍͊ͨͪͦͫͦ͘ ͍  Multicast 
VLANΦ ˽ͦͪͭ ͙ͫ͟͡Ό;͔͊ͭͫΎ ͙͘ ͎ͪͯͨͨ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͍ 
Multicast VLAN. 

switchport general mul-
ticastπtv vlan vlan_id 
[tagged] 

vlan_id: (1..4094) 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ IGMP-͍͊ͨͪͦͫͦ͘ ͙  ͘VLAN, 
ͯ;͙͊ͫͭͤͦͣ͟ ͟ ͦͭͦͪ·ͻ Ύ͍͡Ύ͔ͭͫΎ ͨ ͦͪͭ, ͍  Multicast VLAN ͒ ͡Ύ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͍  ͪ ͔͙͔͗ͣ ζgeneralηΦ Multicast-ͭͪ͊ͺ͙͟ 
͔͔͔ͨͪ͒͊ͭͫΎ ͤ͊ ͨͦͪͭ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·ͣ ͙͙͡ ͔͎͙͍ͭͪͦ͊ͤͤ·ͣ ͍ 
͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔ͨ͊ͪ͊ͣͭͪ͊ taggedΦ ˽͔͊ͪ͊ͣͭͪ tagged 
ͯ͊͘͟·͍͔͊ͭ ͤ͊ ͭͦΣ ;ͭͦ Multicast-ͭͪ͊ͺ͙͟ ͔͒ͦ͗ͤ͡ ͍ͦͭͨͪ͊͡ΎͭΈͫΎ ͍ 
ͨͦͪͭ ͔͎͙͍ͭͪͦ͊ͤͤ·ͣ ͍ Multicast VLAN. 

no switchport general mul-
ticastπtv vlan 

ˤ·͟͡Ό;͙ͭΈ ͨ ͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ IGMP-͍͊ͨͪͦͫͦ͘ ͍  Multicast 
VLANΦ ˽ͦͪͭ ͙ͫ͟͡Ό;͔͊ͭͫΎ ͙͘ ͎ͪͯͨͨ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͍ 
Multicast VLAN. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 170 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ip igmp snooping 
mrouter [interface vlan_id] 

vlan_id: (1..4094) 
˽ͦ͊͊ͭ͘͟Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙ͯ͘;͔ͤͤ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ 
ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ͻ ͍ ͚ͯ͊͊ͤͤͦ͘͟ ͎͔ͪͯͨͨ ±[!bΦ 

show ip igmp snooping 
interface vlan_id 

vlan_id: (1..4094) 
˽ͦ͊͊ͭ͘͟Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό LDat-ǎƴƻƻǇƛƴƎ ͒͡Ύ ͎͒͊ͤͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show ip igmp snooping 
groups [vlan vlan_id] 
[ipπmulticastπaddress 
ip_multicast_address] 
[ipπaddress IP_address] 

vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙ͯ͘;͔ͤͤ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ 
͎ͪͯͨͨ͊ͻΣ ͯ;͍͊ͫͭͯΌ΅͙ͻ ͍ ͎͍͚ͪͯͨͨͦͦ ͪ͊ͫͫ·͔͟͡Φ 

show ip igmp snooping cpe 
vlans [vlan vlan_id] 

vlan_id: (1..4094) 
˽ͦ͊͊ͭ͘͟Έ ͭ ͙͊͋͡ͼͯ ͍͔͍͙͚ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ ±[!b ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎΣ 
͍͔͎ͯͫͭ͊ͤͦͤͤͦͦ͡ ͯ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͙ ±[!b ͒͡Ύ ͔͔͍͔ͭ͡΅͙͊ͤΎΦ  

show ip igmp snooping 
authorization-cache 
[interface {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port }]  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

ˤ·͍͔ͫ ͙ͭ ͨ ͔͔ͪ;͔ͤΈ ͍͙͍͊ͭͦͪͦ͊ͤͤ͘·ͻ IGMP-͎ͪͯͨͨ ͤ͊ ͍͔ͫͻ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͡ ͙͋ͦ ͭͦ͡Έͦ͟ ͤ͊ ͊͒͊ͤͤͦͣ͘ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

clear ip igmp snooping 
authorization-cache 
[interface {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port }] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˻;͙ͫͭ ͙ͭΈ ͭ ͙͊͋͡ͼͯ ͍͙͍͊ͭͦͪͦ͊ͤͤ͘·ͻ IGMP-͎ͪͯͨͨ ͤ͊ ͍͔ͫͻ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͡ ͙͋ͦ ͭͦ͡Έͦ͟ ͤ͊ ͊͒͊ͤͤͦͣ͘ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό IGMP snooping ͤ ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ ˨͡Ύ VLAN с ͔ͪ͊ͪ͘΄͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͪ͊ͫͨͦπ
͍͙͔ͤ͊͊ͤ͘ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Φ ͍͙̂ͫͭ͊ͤͦͭΈ ͙͔͍ͤͭͪ͊͡ 
͔ͣ͗͒ͯ IGMP-͙͊ͨͪͦͫ͊ͣ͘ τ млл ͫΦ ͍͔͙̂͡;͙ͭΈ ͤ͊͘;͔͙͔ͤ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͒ͦ пΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ 
͍͔ͪͣΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘ τ мр ͫ. 

console # configure   

console  ( config )# ip  igmp  snooping   

console (config - if)# ip  igmp snooping vlan 6 mrouter learn pim - dvmrp  

console (config)# interface vlan  6  

console (config - if)# ip  igmp snooping query - interval  100  

console (config - if)# ip  igmp robustness 4  

console (config - if)# ip  igmp query - max- response - time  15 

5.19.2 ˽͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ όƳǳƭǘƛŎŀǎǘ addressing) 

˨͊ͤͤ·͚ ͊ͫͫ͟͡ ͦͣ͊ͤ͒͟ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͍͙ͨͪ͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͍ ͔͙ͫͭ ͤ͊ 
͊ͤ͊͟͡Έͤͦͣ ͙ ͔͔͍ͫͭͦͣ ͍ͯͪͦͤΎͻ ͔͙ͣͦ͒͡ h{LΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 171 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˻͙͙͔ͨͫ͊ͤ 

bridge multicast mode 
{macπgroup |  ipv4-group |  
ipv4-src-group} 

τ/mac-group 

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͎͍͚ͪͯͨͨͦͦ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ 
- mac-group τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊Σ ͍ͦͫͤͦ͊ͤͤ͊Ύ ͤ͊ ±[!b 
͙ a!/-͔͊͒ͪͫ͊ͻ; 
- ipv4-group τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊ ͫ ͙ͭͨͦͣ ͺ͙͡Έͭͪ͊ͼ͙͙Σ 
͍ͦͫͤͦ͊ͤͤ·ͣ ͤ͊ ±[!b ͙ ͔͔͊͒ͪͫ ͙͔͙ͨͪͣͤ͊͟ ͍ ͺ͔ͦͪͣ͊ͭ IPv4; 
- ip-src-group τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊ ͫ ͙ͭͨͦͣ ͺ͙͡Έͭͪ͊ͼ͙͙Σ 
͍ͦͫͤͦ͊ͤͤ·ͣ ͤ͊ ±[!b ͙ ͔͔͊͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ ͍ ͺ͔ͦͪͣ͊ͭ IPv4. 

no bridge multicast mode ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

bridge multicast address 
{mac_multicast_address |  
ip_multicast_address} [{add 
|  remove} {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet  
fo_port | port -channel 
group}] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˨͍͙ͦ͋͊ͭΈ ͎ ͍͚ͪͯͨͨͦͦ a!/-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼͯ ͎͍͚ͪͯͨͨͦͦ 
͔͊͒ͪͫ͊ͼ͙͙ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͙͒ͦ͋͊ͭΈ ͙͙͡ ͙ͯ͒͊ͭ͡Έ ͙ ͔ͤͭͪͺ͔͚ͫ· ͙͘ 
͎ͪͯͨͨ·Φ 
- mac_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ip_multicast_address τ IP-͔͊͒ͪͫ ͣ ͎͔͚ͤͦͦ͊͒ͪͫͤͦ ͪ ͊ͫͫ·͙͟͡; 
- add τ ͒ ͍ͦ͋͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙ͨͦ͒ͨͫͯ͟ ͟  ͎ͪ ͍ͯͨͨͦͦͣͯ a!/-
͔͊͒ͪͫͯ ͙͒͊ͨ͊ͦͤ͘ ͊Ethernet-͍ͨͦͪͭͦ ͙͙͡ ͎ͪͯͨͨ ͍ͨͦͪͭͦΦ 
- remove τ ͯ ͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙ͨͦ͒ͨͫͯ͟ ͟ ͎͍ͪͯͨͨͦͦͣͯ a!/-
͔͊͒ͪͫͯΦ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣη 

no bridge multicast address 
{mac_multicast_address |  
ip_multicast_address } 

͙̂͒͊ͭ͡Έ ͎ ͍͚ͪͯͨͨͦͦ a!/-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 
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bridge multicast forbidden 
address 
{mac_multicast_address |  
ip_multicast_address} [{add 
|  remove} {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group}] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˭͔͙͊ͨͪͭͭΈ ͨ ͦ͒͟͡Ό;͔͙͔ͤ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͟ 
͎͍ͪͯͨͨͦͦͣͯ IPv6-͔͊͒ͪͫͯ (MAC-͔͊͒ͪͫͯύΦ 
- mac_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ip_multicast_address τ IP-͔͊͒ͪͫ ͣ ͎͔͚ͤͦͦ͊͒ͪͫͤͦ ͪ ͊ͫͫ·͙͟͡; 
- add τ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͍ ͙ͫͨͫͦ͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻΤ 
- remove τ ͯ ͔͙͔͒͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͙͘ ͙ͫͨͫ͊͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻΦ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣη 

no bridge multicast forbid-
den address {mac_mul-
ticast_address |  ip_mul-
ticast_address } 

͙̂͒͊ͭ͡Έ ͘ ͔͊ͨͪ΅͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͎͍͎ͪͯͨͨͦͦͦ a!/-͔͊͒ͪͫ͊. 

bridge multicast forward-all 
{add |  remove} 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͔͔ͨͪ͒͊;͊ ͍͔ͫͻ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ 
͔͍ͨ͊ͭͦ͟ ͔͊ͨͪ͘΅͔ͤ͊Φ 

˾͔͊ͪ͘΄͙ͭΈ ͨ ͔͔ͪ͒͊;ͯ ͍͔ͫͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ ͤ͊ ͨͦͪͭͯΦ 
- add τ ͒ ͍ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ·κͦ͋Ά͔͙͖͒ͤͤͤ·͔ ͨ ͦͪͭ· ͍ ͙ͫͨͫͦ͟ 
͍ͨͦͪͭͦΣ ͒͡Ύ ͦͭͦͪ͟·ͻ ͔ͪ͊ͪ͘΄͔ͤ͊ ͔͔ͨͪ͒͊; ͍͊ ͔ͫͻ ͎͍ͪͯͨͨͦ·ͻ 
͔͍ͨ͊ͭͦ͟; 
- remove τ ͯ ͙͔͋ͪ͊ͭ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦκͦ͋Ά͔͙͔͒ͤͤͤ·ͻ ͍ͨͦͪͭͦ ͙͘ 
͔ͪ͊ͪ͘΄͊Ό΅͔͎ͦ ͍͙ͨͪ͊͊͡Φ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣηΦ 

no bridge multicast 
forward-all 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast forbidden 
forward-all {add |  remove} 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48). 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 

ͨͦͪͭ͊ͣ ͔ͤ ͔͊ͨͪ͘΅͔ͤͦ 
͙͙͒ͤ͊ͣ;͔͙ͫ͟ 
͙͔͙ͨͪͫͦ͒ͤΎͭΈͫΎ ͟ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
͎͔ͪͯͨͨΦ 

˭͔͙͊ͨͪͭͭΈ ͨ ͦͪͭͯ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ ͍͒ͦ͋͊͡ΎͭΈͫΎ ͟ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
͎͔ͪͯͨͨΦ 
- add τ ͒ ͍ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ·κͦ͋Ά͔͙͔͒ͤͤͤ·͔ ͨ ͦͪͭ· ͍ ͙ͫͨͫͦ͟ 
͍ͨͦͪͭͦΣ ͒͡Ύ ͦͭͦͪ͟·ͻ ͔͊ͨͪ͘΅͔ͤ ͊ͨ ͔͔ͪ͒͊; ͍͊ ͔ͫͻ ͎͍ͪͯͨͨͦ·ͻ 
͔͍ͨ͊ͭͦ͟; 
- remove τ ͯ ͙͔͋ͪ͊ͭ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦκͦ͋Ά͔͙͔͒ͤͤͤ·ͻ ͍ͨͦͪͭͦ ͙͘ 
͔͊ͨͪ͘΅͊Ό΅͔͎ͦ ͍͙ͨͪ͊͊͡Φ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣηΦ 

no bridge multicast 
forbidden forward-all 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ip-address 
ip_multicast_address {add | 
remove} {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˭͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͭΈ IP-͔͊͒ͪͫ ͍  ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͙  
͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ ͎ͪͯͨͨ·Φ 
- ip_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍ͦ͋͊͡Ύ͔ͭ ͨ ͦͪͭ· ͟ ͎͔ͪͯͨͨΤ 
- remove τ ͯ ͒͊͡Ύ͔ͭ ͨͦͪͭ· ͙͘ ͎ͪͯͨͨ·Τ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣη. 

no bridge multicast ip-
address 
ip_multicast_address 

͙̂͒͊ͭ͡Έ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

bridge multicast forbidden 
ipπaddress 
ip_multicast_address {add | 
remove} {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˭͔͙͊ͨͪͭͭΈ ͨ ͦͪͭͯ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ ͍͒ͦ͋͊͡ΎͭΈͫΎ ͟ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
͎͔ͪͯͨͨΦ 
- ip_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͟ ͙ͫͨͫͯ͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻ; 
- remove τ ͯ ͔͙͔͒͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͙͘ ͙ͫͨͫ͊͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻ. 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣη 

˽͔͔ͪ͗͒ ;͔ͣ ͔͔͙ͦͨͪ͒ͭ͡Έ ͔͊ͨͪ͘΅͔ͤͤ·͔ ͨͦͪͭ·Σ 
͎ͪͯͨͨ· ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͒ͦ͗ͤ͡· ͋·ͭΈ ͊͘π
͔͎͙͙͍ͪͫͭͪͪͦ͊ͤ·Φ 

no bridge multicast 
forbidden ip-address 
ip_multicast_address 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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bridge multicast source 
ip_address group 
ip_multicast_address {add | 
remove} {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

͍͙̂ͫͭ͊ͤͦͭΈ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͔ͣ͗͒ͯ IP-͔͊͒ͪͫͦͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ 
͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪͫͦͣ ͍  ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙Σ ͙  
͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ ͎ͪͯͨͨ·Φ 
- ip_address τ ͙ ͫͻͦ͒ͤ·͚ IP-͔͊͒ͪͫΤ 
- ip_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍͙ͦ͋͊ͭΈ ͨͦͪͭ· ͍ ͎ͪͯͨͨͯ ͙ͫͻ͎ͦ͒ͤͦͦ IP-͔͊͒ͪͫ͊Τ 
- remove τ ͯ ͙͒͊ͭ͡Έ ͨͦͪͭ· ͙͘ ͎ͪͯͨͨ· ͙ͫͻ͎ͦ͒ͤͦͦ IP-͔͊͒ͪͫ͊Φ 

no bridge multicast source 
ip_address group 
ip_multicast_address 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast forbidden 
source ip_address group 
ip_multicast_address {add | 
remove} {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͔͊ͨͪͭ ͤ͊ ͍͔͙͔͒ͦ͋͊ͤ͡κ͔͙͔ͯ͒͊ͤ͡ ͍͔͍͙ͫͦͦͭͭͫͭΎ 
͔ͣ͗͒ͯ IP-͔͊͒ͪͫͦͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪͫͦͣ ͍ 
͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͒ ͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͨͦͪͭ͊Φ 
- ip_address τ ͙ ͫͻͦ͒ͤ·͚ IP-͔͊͒ͪͫΤ 
- ip_multicast_address τ ͎ ͍ͪͯͨͨͦͦ ͚IP-͔͊͒ͪͫ; 
- add τ ͘ ͔͊ͨͪͭ ͤ͊ ͍͔͙͔͒ͦ͋͊ͤ͡ ͨͦͪͭ͊ ͍ ͎ͪͯͨͨͯ ͙ͫͻ͎ͦ͒ͤͦͦ IP-
͔͊͒ͪͫ͊Τ 
- remove τ ͘ ͔͊ͨͪͭ ͤ͊ ͔͙͔ͯ͒͊ͤ͡ ͨͦͪͭ͊ ͙͘ ͎ͪͯͨͨ· ͙ͫͻ͎ͦ͒ͤͦͦ IP-
͔͊͒ͪͫ͊Φ 

no bridge multicast 
forbidden source 
ip_address group 
ip_multicast_address 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ipv6 mode 
{mac-group | ip-group | 
ipπsrcπgroup} 

τ/mac-group 

˭͊͒͊ͭΈ ͪ ͔͙͗ͣ ͎͍͚ͪͯͨͨͦͦ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͒͡Ύ IPv6-͔͍ͨ͊ͭͦ͟ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ 
- mac-group τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊Σ ͍ͦͫͤͦ͊ͤͤ͊Ύ ͤ͊ ±[!b 
͙ a!/-͔͊͒ͪͫ͊ͻΤ 
- ip-group τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊ ͫ ͙ͭͨͦͣ ͺ͙͡Έͭͪ͊ͼ͙͙Σ 
͍ͦͫͤͦ͊ͤͤ·ͣ ͤ͊ ±[!b ͙ ͔͔͊͒ͪͫ ͙͔͙ͨͪͣͤ͊͟ ͍ ͺ͔ͦͪͣ͊ͭ IPv6; 
- ip-src-group τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊ ͫ ͙ͭͨͦͣ ͺ͙͡Έͭͪ͊ͼ͙͙Σ 
͍ͦͫͤͦ͊ͤͤ·ͣ ͤ͊ ±[!b ͙ ͔͔͊͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ ͍ ͺ͔ͦͪͣ͊ͭ IPv6. 

no bridge multicast ipv6 
mode 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ipv6 
ipπaddress 
ipv6_multicast_address 
{add | remove} 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˭͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͭΈ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ 
͔͊͒ͪͫ͊ͼ͙͙Σ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ 
͎ͪͯͨͨ·Φ 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ· ͟ ͎͔ͪͯͨͨΤ 
- remove τ ͯ ͒͊͡Ύ͔ͭ ͨͦͪͭ· ͙͘ ͎ͪͯͨͨ·Τ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪ ͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣη. 

no bridge multicast ipv6 
ipπaddress 
ipv6_multicast_address 

͙̂͒͊ͭ͡Έ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

bridge multicast ipv6 
forbidden ip-address 
ipv6_multicast_address 
{add | remove} 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˭͔͙͊ͨͪͭͭΈ ͨ ͦ͒͟͡Ό;͔͙͔ͤ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͟  
͎͍ͪͯͨͨͦͦͣ ͯIPv6-͔͊͒ͪͫͯΦ 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͍ ͙ͫͨͫͦ͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻ; 
- remove τ ͯ ͔͙͔͒͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͙͘ ͙ͫͨͫ͊͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻ. 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪ ͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣη 

no bridge multicast ipv6 
forbidden ip-address 
ipv6_multicast_address  

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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bridge multicast ipv6 
source ipv6_address group 
ipv6_multicast_address 
{add | remove} 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ IPv6-͔͊͒ͪͫͦͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ 
͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪͫͦͣ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙Σ ͙ 
͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ ͎ͪͯͨͨ·Φ 
- ipv6_address τ ͙ ͫͻͦ͒ͤ·͚ IP-͔͊͒ͪͫΤ 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍͙ͦ͋͊ͭΈ ͨͦͪͭ· ͍ ͎ͪͯͨͨͯ ͙ͫͻ͎ͦ͒ͤͦͦ IP-͔͊͒ͪͫ͊Τ 
- remove τ ͯ ͙͒͊ͭ͡Έ ͨͦͪͭ· ͙͘ ͎ͪͯͨͨ· ͙ͫͻ͎ͦ͒ͤͦͦ IP-͔͊͒ͪͫ͊Φ 

no bridge multicast ipv6 
source ipv6_address group 
ipv6_multicast_address  

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ipv6 
forbidden source 
ipv6_address group 
ipv6_multicast_address 
{add | remove} 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͊ͨͪͭ͘ ͤ͊ ͍͔͙͔͒ͦ͋͊ͤ͡κ͔͙͔ͯ͒͊ͤ͡ ͍͔͍͙ͫͦͦͭͭͫͭΎ 
͔ͣ͗͒ͯ IPv6-͔͊͒ͪͫͦͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪͫͦͣ ͍  
͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͨͦͪͭ͊Φ 
- ipv6_address τ ͙ ͫͻͦ͒ͤ·͚ IPv6-͔͊͒ͪͫΤ 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ; 
- add τ ͘ ͔͊ͨͪͭ ͤ͊ ͍͔͙͔͒ͦ͋͊ͤ͡ ͨͦͪͭ͊ ͍ ͎ͪͯͨͨͯ ͙ͫͻ͎ͦ͒ͤͦͦ IPv6-
͔͊͒ͪͫ͊Τ 
- remove τ ͘ ͔͊ͨͪͭ ͤ͊ ͔͙͔ͯ͒͊ͤ͡ ͨͦͪͭ͊ ͙͘ ͎ͪͯͨͨ· ͙ͫͻ͎ͦ͒ͤͦͦ 
IPv6-͔͊͒ͪͫ͊Φ 

no bridge multicast ipv6 
forbidden source 
ipv6_address group 
ipv6_multicast_address  

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet, VLAN, ͙ͤπ

͔ͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet, VLAN, ͙ ͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface {fortygigabitethernet  fo_port  | 

tengigabitethernet  te_port  |  gigabitethernet  gi_port  |  port - channel  group  | 

vlan  | range  {é}}   

console ( config - if )#  

͙́͊͋͡ͼ͊ 172 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet, VLAN, ͎ ͪͯͨͨ· ͙ ͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˻͙͙͔ͨͫ͊ͤ 

bridge multicast 
unregistered {forwarding |  
filtering} 

τ/forwarding 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͍͙ͪ͊ͦ͡ ͔͔ͨͪ͒͊;͙ ͔͍ͨ͊ͭͦ͟ ͫ 
͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ. 
- forwarding τ ͨ ͔͔͍ͪ͒͊͊ͭΈ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·͔ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͔ͨ͊ͭ͟·; 
- filter ing τ ͅ ͙͡Έ͍ͭͪͦ͊ͭΈ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·͔ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͔ͨ͊ͭ͟·. 

no bridge multicast 
unregistered 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 173 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˻͙͙͔ͨͫ͊ͤ 

bridge multicast filtering 
τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͅ ͙͡Έͭͪ͊ͼ͙Ό ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ. 

no bridge multicast 
filtering 

˻ͭ͟͡Ό;͙ͭΈ ͅ ͙͡Έͭͪ͊ͼ͙Ό ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ. 

mac address-table 
agingπtime seconds {vlan 
vlan_id} 

seconds: 
(10..1000000)/300 ͫ  

˭͊͒͊ͭΈ ͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ a!/-͔͊͒ͪͫ͊ ͍ ͙ͭ͊͋͡ͼ͔ ͎ͦ͋͊͡͡Έͤͦ 
͙͙͡ ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ VLAN. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ VLAN. 

˨͡Ύ ͦ͟ ͍ͣͣͯͭ͊ͭͦͪͦ ͔͙͚ͫͪ MES23xx, MES33xx 
͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ MAC-͔͊͒ͪͫ͊ ͣͦ͗ͤͦ ͍͊͒͊͊ͭ͘Έ ͍ 
͙͔͒͊ͨ͊ͦͤ͘ ͦͭ мл ͒ͦ пмл ͔ͫͯͤ͒͟ ͫ ΄͎͊ͦͣ м 
͔ͫͯͤ͒͊͟Σ ͊ ͔͊ͭͣ͘ ͙͙ͨͪͤͣ͊ΌͭͫΎ ͭͦ͡Έͦ͟ 
ͤ͊͘;͔͙ͤΎΣ ͪ͊ͭͤ͟·͔ олл. ˨͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
MES5324 ͍ ͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ MAC-͔͊͒ͪͫ͊ ͣͦ͗ͤͦ 
͍͊͒͊͊ͭ͘Έ ͍ ͙͔͒͊ͨ͊ͦͤ͘ ͦͭ мл ͒ͦ сол ͔ͫͯͤ͒͟ ͫ 
΄͎͊ͦͣ м ͔ͫͯͤ͒͊͟Σ ͊ ͔͊ͭͣ͘ ͙͙ͨͪͤͣ͊ΌͭͫΎ ͭͦ͡Έͦ͟ 
ͤ͊͘;͔͙ͤΎΣ ͪ͊ͭͤ͟·͔ оллΦ 

no mac address-table 
agingπtime {seconds} [vlan 
vlan_id] 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

mac address-table learning 
vlan vlan_id 

vlan_id: (1..4094, 
all)κ˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͙ͯ͘;͔͙͔ͤ a!/-͔͍͊͒ͪͫͦ ͍ ͒͊ͤͤͦͣ VLAN. 

no mac address-table 
learning vlan vlan_id 

˻ͭ͟͡Ό;͙ͭΈ ͙ͯ͘;͔͙͔ͤ a!/-͔͍͊͒ͪͫͦ ͍ ͒͊ͤͤͦͣ VLAN. 

mac address-table static 
mac_address vlan vlan_id 
interface {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group} [permanent | 
deleteπonπreset | 
deleteπonπtimeout | 
secure] 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˨͍͙ͦ͋͊ͭΈ ͙ ͫͻͦ͒ͤ·͚ a!/-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼͯ ͎͍͚ͪͯͨͨͦͦ 
͔͊͒ͪͫ͊ͼ͙͙Φ 
- mac_address τ ˸ ˢ-˿͔͊͒ͪͫ; 
- vlan_id τ ͤ ͔ͦͣͪ VLAN; 
- permanent τ ͒ ͊ͤͤ·͚ a!/-͔͊͒ͪͫ ͣͦ͗ͤͦ ͙ͯ͒͊ͭ͡Έ ͭͦ͡Έͦ͟ ͫ 
ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· no bridge address; 
- delete-on-reset τ ͒ ͊ͤͤ·͚ ͔͊͒ͪͫ ͙ͯ͒͊ͭͫ͡Ύ ͔ͨͦͫ͡ 
͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- delete-on-timeout τ ͒ ͊ͤͤ·͚ ͔͊͒ͪͫ ͙ͯ͒͊ͭͫ͡Ύ ͨͦ ͚ͭ͊ͣ-͊ͯͭͯΤ 
- secure τ ͒ ͊ͤͤ·͚ ͔͊͒ͪͫ ͙ͯ͒͊ͭͫ͡Ύ ͭͦ͡Έͦ͟ ͫ ͨͦͣͦ΅ΈΌ 
ͦͣ͊ͤ͒͟· no bridge address ͙ ͙͡ ͔ͨͦͫ͡ ͍͍ͦͪ͊͘΅͔͙ͤΎ ͨͦͪͭ͊ ͍ 
͔͙ͪ͗ͣ ͦ͋ͯ;͔͙ͤΎ όno port security). 

no mac address-table static 
[mac_address] vlan vlan_id 

͙̂͒͊ͭ͡Έ MAC-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ· ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙Φ 

bridge multicast 
reservedπaddress 
mac_multicast_address 
{ethernet-v2 ethtype | llc 
sap | llc -snap pid ] {discard 
| bridge} ethtype: (0x0600..0xFFFF); 

sap: (0..0xFFFF); 
pid: (0..0xFFFFFFFFFF) 

˻͔͔͙ͨͪ͒ͭ͡Έ ͔͚͍͙͔͒ͫͭ ͒͡Ύ ͔͍ͨ͊ͭͦ͟ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ 
ͫ ͔͔͍͙͍͎͊ͪͪͪͦ͊ͤͤͦͦ͘͘ ͔͊͒ͪͫ͊Φ 
- mac_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ethtype τ ͭ ͙ͨ ͨ ͔͊ͭ͊͟ Ethernet v2; 
- sap τ ͭ ͙ͨ ͨ ͔͊ͭ͊͟ LLC; 
- pid τ ͭ ͙ͨ ͨ ͔͊ͭ͊͟ LLC-Snap; 
- discard τ ͫ ͋ͪͦͫ ͔͍ͨ͊ͭͦ͟Τ 
- bridge τ ͨ ͔͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎ ͍ ͔͙͔ͪ͗ͣ ōǊƛŘƎŜΦ 

no bridge multicast 
reservedπaddress 
mac_multicast_address 
[ethernet-v2 ethtype | llc 
sap | llc-snap pid] 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

mac address-table 
lookupπlength length 

length: (1..8)/3 

˭͊͒͊ͭΈ ͪ ͔͊ͣͪ͘ ͙ͦ͋͊ͫͭ͡ a!/-͔͍͊͒ͪͫͦ ͍ ͎͙͔͊ͦͪͭͣ͡ 
ͻ͔΄͙͍͙ͪͦ͊ͤΎΦ ˮ͔͔͙ͣͤͤ͘Ύ ͍ͫͭͯͨ͊Όͭ ͍ ͔͚͍͙͔͒ͫͭ ͨͦŎ͔͡ 
͔ͪͫͭ͊ͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no mac address-table 
lookupπlength 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ ˮ͔͔͙ͣͤͤ͘Ύ ͍ͫͭͯͨ͊Όͭ ͍  
͔͚͍͙͔͒ͫͭ ͔ͨͦͫ͡ ͔ͪͫͭ͊ͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 174 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˻͙͙͔ͨͫ͊ͤ 

clear mac address-table 
{dynamic | secure} 
[interface {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group | vlan vlan_id}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

͙̂͒͊ͭ͡Έ ͫ ͙ͭ͊ͭ;͔͙͔ͫ͟κ͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ ͙͘ ͙ͭ͊͋͡ͼ· 
͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙. 
- dynamic τ ͯ ͔͙͔͒͊ͤ͡ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘Τ 
- secure τ ͯ ͔͙͔͒͊ͤ͡ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 175 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˻͙͙͔ͨͫ͊ͤ 

show mac address-table 
[dynamic | static | secure] 
[vlan vlan_id] [interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group}] [address 
mac_address] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͭ ͙͊͋͡ͼͯ a!/-͔͍͊͒ͪͫͦ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͙͋ͦ͡ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 
- dynamic τ ͨ ͪͦͫͣͦͭͪ ͭͦ͡Έͦ͟ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘Τ 
- static τ ͨ ͪͦͫͣͦͭͪ ͭͦ͡Έͦ͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘Τ 
- secure τ ͨ ͪͦͫͣ ͦͭͪ ͭͦ͡Έͦ͟ ͔͋ͦͨ͊ͫͤ͘·ͻ ͙͔͚͊ͨͫ͘Τ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΤ 
- mac-address τ MAC-͔͊͒ͪͫΦ 

show mac address-table 
count [vlan vlan_id] 
[interface {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group}] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͟ ͙ͦ͡;͔͍ͫͭͦ ͙͔͚͊ͨͫ͘ ͍ ͙ͭ͊͋͡ͼ͔ a!/-͔͍͊͒ͪͫͦ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͋ͦ͡ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

show bridge multicast 
addressπtable [vlan vlan_id] 
[address 
{mac_multicast_address |  
ipv4_multicast_address |  
ipv6_multicast_address}] 
[format {ip |  mac}] [source 
{ipv4_source_address |  
ipv6_source_address}] 

vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͭ ͙͊͋͡ͼͯ ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͙͋ͦ͡ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ±[!b όͦͣ͊ͤ͒͊͟ ͒ͦͫͭͯͨͤ͊ 
ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΤ 
- mac_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ipv4_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv4-͔͊͒ͪͫ; 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ; 
- ip τ ͨ ͪͦͫͣͦͭͪ ͨͦ IP-͔͊͒ͪͫ͊ͣΤ 
- mac τ ͨ ͪͦͫͣͦͭͪ ͨͦ ˸ˢ˿-͔͊͒ͪͫ͊ͣΤ 
- ipv4_source_address τ IPv4-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟; 
- ipv6_source_address τ IPv6-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟. 
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show bridge multicast 
addressπtable static [vlan 
vlan_id] [address 
{mac_multicast_address |  
ipv4_multicast_address |  
ipv6_multicast_address] 
[source 
ipv4_source_address |  
ipv6_source_address] [all | 
mac | ip] 

vlan_id: (1..4094) 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͭ͊͋͡ͼͯ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͋ͦ͡ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ±[!b. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΤ 
- mac_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ipv4_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv4-͔͊͒ͪͫ; 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ; 
- ipv4_source_address τ IPv4-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟; 
- ipv6_source_address τ IPv6-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟; 
- ip τ ͨ ͪͦͫͣͦͭͪ ͨͦ IP-͔͊͒ͪͫ͊ͣΤ 
- mac τ ͨ ͪͦͫͣͦͭͪ ͨͦ ˸ˢ˿-͔͊͒ͪͫ͊ͣΤ 
- all τ ͨ ͪͦͫͣͦͭͪ ͚ͨͦͤͦ͡ ͙ͭ͊͋͡ͼ·Φ 

show bridge multicast 
filtering vlan_id vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͺ͙͡Έͭͪ͊ ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ±[!b. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

show bridge multicast 
unregistered 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺ͙͡Έͭͪ͊ ͒͡Ύ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ 
͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦΦ 

show bridge multicast 
mode [vlan vlan_id] vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͔͙ͪ͗ͣ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͙͋ͦ͡ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ±[!bΦ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΦ 

show bridge multicast 
reserved-addresses 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͨ ͍͙ͪ͊͊͡Σ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͔ ͒͡Ύ ͎͍ͪͯͨͨͦ·ͻ 
͔͔͍͙͍͊ͪͪͪͦ͊ͤͤ͘͘·ͻ ͔͍͊͒ͪͫͦΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙Ό ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ ˭͊͒͊ͭΈ ͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ a!/-͔͊͒ͪͫ͊ 
прл ͔ͫͯͤ͒͟Σ ͔ͪ͊ͪ͘΄͙ͭΈ ͔͔ͨͪ͒͊;ͯ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ ͤ͊ мм ͨͦͪͭͯ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

console # configure  

console(config) # mac address - table aging - time  450  

console(conf ig)# bridge multicast filtering  

console(config)# interface ten gigabit ethernet 1/0/11  

console(config - if)# bridge multicast unregistered forwarding  

console# show bridge multicast address - table format ip  

 

Vlan IP /MAC Address              type                   Ports  

----  -----------------------      - ----            -------------------  

1    224 - 239.130|2.2.3            dynamic            te 0/1, te 0/2  

19   224 - 239.130|2.2.8            static               te 0/1 - 8 

19   224 - 239.130|2.2.8            dynamic              te 0/9 - 11 

 

Forbidden ports for multicast addresses:  

 

Vlan IP /MAC Address        Ports  

----  -------------------    -------------------  

1    224 - 239.130|2.2.3     te 0/8  

19   224 - 239.130|2.2.8     te 0/8  
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5.19.3 MLD snooping τ ͨ ͪͦͭͦͦ͟͡ ͦͤͭͪͦ͟͡Ύ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͍ IPv6 

MLD snooping τ ͣ ͔ͻ͙͊ͤͣ͘ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͫͦͦ͋΅͔͙͚ͤΣ ͍ͨͦͦ͘͡ΎΌ΅͙͚ ͙͙͙͙͍ͣͤͣͪͦ͊ͭ͘Έ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͍ IPv6-͔ͫͭΎͻΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 176 τ ˴ ͦͣ͊ͤ͒· ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ipv6 mld snooping [vlan 
vlan_id] vlan_id: (1..4094) 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ MLD snooping. 

no ipv6 mld snooping [vlan 
vlan_id] 

˻ͭ͟͡Ό;͙ͭΈ MLD snooping. 

ipv6 mld snooping vlan vlan_id 
static ipv6_multicast_address 
[interface {gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port |  port-channel group}] 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˭͔͎͊ͪ ͙͙͍ͫͭͪͪͦ͊ͭΈ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ 
͔͊͒ͪͫ͊ͼ͙͙ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ 
͎ͪͯͨͨ· ͒͡Ύ ͔ͭͯ͟΅͔͚ ±[!bΦ 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ; 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζ-η ͙ ζΣη. 

no ipv6 mld snooping vlan 
vlan_id static 
ipv6_multicast_address 
[interface {gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port | port -channel group}] 

͙̂͒͊ͭ͡Έ ͎͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

ipv6 mld snooping vlan vlan_id 
forbidden mrouter interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˨͍͙ͦ͋͊ͭΈ ͨ ͍͙ͪ͊ͦ͡Σ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͨͦͪͭ͊ͣ ͙͘ ͙ͫͨͫ͊͟ 
͔͎͙͙͍ͪͫͭͪͪͦ͊ͭΈͫΎ ͟ ͊͟ MLD-mrouter. 

no ipv6 mld snooping vlan 
vlan_id forbidden mrouter 
interface {gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port | port -channel group} 

͙̂͒͊ͭ͡Έ ͨ ͍͙ͪ͊ͦ͡Σ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͨͦͪͭ͊ͣ ͙͘ ͙ͫͨͫ͊͟ 
͔͎͙͙͍ͪͫͭͪͪͦ͊ͭΈͫΎ ͊͟͟ MLD-mrouter. 

ipv6 mld snooping vlan vlan_id 
mrouter learn pimπdvmrp 

vlan_id: (1..4094); 
τ/͍͟͡Ό;͔ͤͦ 

ˮͯ͘;͙ͭΈ ͨ ͦͪͭ·Σ ͨͦ͒͟͡Ό;͔ͤͤ·͔ ͟ mrouter-ͯ ͨͦ MLD-query-
͔ͨ͊ͭ͊ͣ͟. 

no ipv6 mld snooping vlan 
vlan_id mrouter learn 
pimπdvmrp 

˹͔ ͙ͯ͘;͊ͭΈ ͨͦͪͭ·Σ ͨͦ͒͟͡Ό;͔ͤͤ·͔ ͟ mrouter-ͯ ͨͦ MLD-query-
͔ͨ͊ͭ͊ͣ͟. 

ipv6 mld snooping vlan vlan_id 
mrouter interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˨͍͙ͦ͋͊ͭΈ ͫ ͙ͨͫͦ͟ ƳǊƻǳǘŜǊ-͍ͨͦͪͭͦΦ 
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no ipv6 mld snooping vlan 
vlan_id mrouter interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port | 
fortygigabitethernet fo_port | 
port-channel group} 

͙̂͒͊ͭ͡Έ mrouter-ͨͦͪͭ·Φ 

ipv6 mld snooping vlan 
vlan_id immediate-leave 
[interface {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group}] 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͪͦͼ͔ͫͫ MLD Snooping Immediate-Leave ͤ  ͊ͭ ͔ͯ͟΅͔͚ 
VLAN. 
- interface τ ͨ ͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͎͒͊ͤͤͦͦ ͔ͨ͊ͪ͊ͣͭͪ͊ ͔ͣͻ͙͊ͤͣ͘ 
fast-ƭŜŀǾŜ ͫͪ͊͋͊ͭ·͍͔͊ͭ ͭͦ͡Έͦ͟ ͤ͊ ͯ͊͊ͤͤ͘͟·ͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ ό͙ͨͪ 
͍͙͙ͯͫͦ͡Σ ;ͭͦ ͨͪͦͼ͔ͫͫ a[5 {ƴƻƻǇƛƴƎ LƳƳŜŘƛŀǘŜ-[ŜŀǾŜ ͔ͤ 
͍͟͡Ό;͔ͤ ͎ͦ͋͊͡͡Έͤͦ ͤ͊ ͔ͭͯ͟΅͔͚ ±[!bύ. 

no ipv6 mld snooping vlan 
vlan_id immediate-leave 
[interface {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group}] 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͪͦͼ͔ͫͫ MLD Snooping Immediate-Leave ͤ  ͊ͭ ͔ͯ͟΅͔͚ 
VLAN ͙ ͙͡ ͯ͊͊ͤͤͦͣ͘͟ ͙͔ͤͭͪͺ͔͚͔ͫ. 

ipv6 mld snooping querier 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ͍·͒͊;͙ ͍͊ͨͪͦͫͦ͘ ƛƎƳǇ-query. 

no ipv6 mld snooping 
querier 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ͍·͒͊;͙ ͍͊ͨͪͦͫͦ͘ ƛƎƳǇ-query. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 

͎ͪͯͨͨ· ͍ͨͦͪͭͦΣ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦ ͙ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 177 τ ˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ (͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ) Ethernet, ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ͎ ͪͯͨͨ· ͨ ͍ͦͪͭͦ, ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ipv6 mld 
lastπmemberπqueryπinterval 
interval 

interval: 
(100..25500)/1000 ͣ  ͫ

˭͊͒͊ͭΈ ͣ ͙͊ͫͣ͊͟͡ΈͤͯΌ ͔͊͒ͪ͗ͯ͘͟ ͍͔ͦͭͭ͊ ͨ ͔͔͎ͦͫ͒ͤͦ͡ ;͔ͤ͊͡ 
͎ͪͯͨͨ·Σ ͦͭͦͪ͊͟Ύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍·;͙͔͙ͫͤ͡Ύ ͦ͒͊͟ 
͙ͣ͊ͫͣ͊͟͡Έ͚ͤͦ ͔͙͊͒ͪ͗͘͟ ͍͔ͦͭͭ͊ όMax Response Code) 

no ipv6 mld 
lastπmemberπquery-interval 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 mld queryπinterval value 
value: (30..18000)κмнр ͫ 

˭͊͒͊ͭΈ ͙ ͔͍ͤͭͪ͊͡ ͪ͊ͫͫ·͙͟͡ ͦͫ ͍ͤͦͤ·ͻ MLD-͍͊ͨͪͦͫͦ͘Φ  

no ipv6 mld query-interval ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 mld 
queryπmaxπresponseπtime 
value value: (5..20)/10 ͫ  

˭͊͒͊ͭΈ ͣ ͙͊ͫͣ͊͟͡ΈͤͯΌ ͔͊͒ͪ͗ͯ͘͟ ͍͔ͦͭͭ͊Σ ͦͭͦͪ͊͟Ύ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍·;͙͔͙͚ͫͤ͡ ͦ͒͊͟ ͙ͣ͊ͫͣ͊͟͡Έ͚ͤͦ 
͔͙͊͒ͪ͗͘͟ ͍͔ͦͭͭ͊. 

no ipv6 mld 
queryπmaxπresponse-time 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 mld robustness value 

value: (1..7)/2 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͦ͟Ήͺͺ͙ͼ͙͔ͤͭ͊ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍͙ͦͫͭΦ 
˩͙ͫ͡ ͤ͊ ͔͊ͤ͊͟͡ ͤ͊͋͡Ό͔͒͊ͭͫΎ ͔ͨͦͭͪΎ ͒͊ͤͤ·ͻΣ ͦ͟Ήͺͺ͙ͼ͙͔ͤͭ 
͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍͙ͦͫͭ ͒ ͔ͦ͗ͤ͡ ͋·ͭΈ ͍͔͙ͯ͡;͔ͤ. 

no ipv6 mld robustness ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 mld version version 

version: (1..2)/2 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔͙ͪͫΌ ͨͪͦͭͦͦ͊͟͡Σ ͔͚͍͒ͫͭͯΌ΅ͯΌ ͤ͊ ͒͊ͤͤͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

no ipv6 mld version ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console # 

͙́͊͋͡ͼ͊ 178 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ipv6 mld snooping 
groups [vlan vlan_id] [address 
ipv6_multicast_address] 
[source ipv6 _address] 

vlan_id: (1..4094) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ ͎ͪͯͨͨ͊ͻ ͍  
͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͊͒͊ͤͤ͘·͙ͣ ͍ ͔ͦͣ͊ͤ͒͟ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣ 
ͺ͙͡Έͭͪ͊ͼ͙͙. 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ ͊ ͔͒ͪͫ IPv6; 
- ipv6_address τ IPv6-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟. 

show ipv6 mld snooping 
interface vlan_id 

vlan_id: (1..4094) 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a[5-ǎƴƻƻǇƛƴƎ ͒͡Ύ 
͚͒͊ͤͤͦ ±[!b. 

show ipv6 mld snooping 
mrouter [interface vlan_id] 

vlan_id: (1..4094) 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ƳǊƻǳǘŜǊ-ͨͦͪͭ͊ͻ. 

5.19.4 ̅ͯͤ͟ͼ͙͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ multicast-ͭͪ͊ͺ͙͊͟ 

̅ͯͤ͟ͼ͙͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ multicast-ͭͪ͊ͺ͙͊͟ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͒͡Ύ ͚ͯ͒ͦ͋ͤͦ ͚͙ͤ͊ͫͭͪͦ͟ ͎͙ͦͪ͊ͤ;͔͙ͤΎ 
ͨͪͦͫͣͦͭͪ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ ͎ͪͯͨͨ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 179 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

multicast snooping profile 
profile_name 

profile_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽͔͔͚͙ͪͭ ͍  ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ multicast-ͨͪͦͺ͙͡ΎΦ 

no multicast snooping 
profile profile_name 

͙̂͒͊ͭ͡Έ ͯ͊͊ͤͤ͘͟·͚ ƳǳƭǘƛŎŀǎǘ-ͨͪͦͺ͙͡ΈΦ 

Multicast-ͨͪͦͺ͙͡Έ ͔ͣͦ͗ͭ ͋·ͭΈ ͔ͯ͒͊ͤ͡ ͭͦ͡Έͦ͟ 
͔ͨͦͫ͡ ͎ͭͦͦΣ ͊͟͟ ͔͋ͯ͒ͭ ͍ͦͭΎ͊ͤ͘ ͦͭ ͍͔ͫͻ ͍ͨͦͪͭͦ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ multicast-ͨͪͦͺ͙͡Ύ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ multicast-ͨͪͦͺ͙͡Ύ: 

console ( config - mc- profile )#  

͙́͊͋͡ͼ͊ 180 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ multicast-ͨͪͦͺ͙͡Ύ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

match ip low_ip [high_ip] low_ip: ͍ ͙͊͒ͤ͡·͚ 
multicast-͔͊͒ͪͫ; 

˭͊͒͊ͭΈ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͨͪͦͺ͙͡Ύ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͒͊ͨ͊ͦͤͯ͘ IPv4 
multicast-͔͍͊͒ͪͫͦΦ 
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no match ip low_ip 
[high_ip] 

high_ip: ͍ ͙͊͒ͤ͡·͚ 
multicast-͔͊͒ͪͫ 

͙̂͒͊ͭ͡Έ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͨͪͦͺ͙͡Ύ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͒͊ͨ͊ͦͤͯ͘ IPv4 
multicast-͔͍͊͒ͪͫͦΦ 

match ipv6 low_ipv6 
[high_ipv6] 

low_ipv6: ͍ ͙͊͒ͤ͡·͚ IPv6 
multicast-͔͊͒ͪͫ; 

high_ipv6: ͍ ͙͊͒ͤ͡·͚ 
IPv6 multicast-͔͊͒ͪͫ 

˭͊͒͊ͭΈ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͨͪͦͺ͙͡Ύ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͒͊ͨ͊ͦͤͯ͘ IPv6 
multicast-͔͍͊͒ͪͫͦΦ 

no match ipv6 low_ipv6 
[high_ipv6] 

͙̂͒͊ͭ͡Έ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͨͪͦͺ͙͡Ύ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͒͊ͨ͊ͦͤͯ͘ IPv6 
multicast-͔͍͊͒ͪͫͦΦ 

permit 

τ/no permit 

ˤ ͫͯ͡;͔͊ ͔͍͔͍͙ͤͫͦͦͭͭͫͭΎ ͦ͒ͤͦͣͯ ͙͘ ͊͒͊ͤͤ͘·ͻ ͙͍͒͊ͨ͊ͦͤͦ͘Σ 
IGMP-ǊŜǇƻǊǘ ͋ͯ͒ͯͭ ͨͪͦͨͯͫ͊ͭ͟ΈͫΎΦ 

no permit ˤ ͫͯ͡;͔͊ ͔͍͔͍͙ͤͫͦͦͭͭͫͭΎ ͦ͒ͤͦͣͯ ͙͘ ͊͒͊ͤͤ͘·ͻ ͙͍͒͊ͨ͊ͦͤͦ͘Σ 
IGMP-report ͋ ͯ͒ͯͭ ͦͭ͋ͪ͊ͫ·͍͊ͭΈͫΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 181 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ 9ǘƘŜǊƴŜǘ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

multicast snooping 
maxπgroups number 

number (1..1000)/τ 

˻͎͙ͪ͊ͤ;͙ͭΈ ͟ ͙ͦ͡;͔͍ͫͭͦ ͍͔͔ͦ͒ͤͦͪͣͤͤͦ ͙͍͔ͨͪͦͫͣ͊ͭͪ͊ͣ·ͻ 
multicast-͎ͪͯͨͨ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 

no multicast snooping 
maxπgroups 

˿ΎͤͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ͍͔͔ͦ͒ͤͦͪͣͤͤͦ 
͙͍͔ͨͪͦͫͣ͊ͭͪ͊ͣ·ͻ ͎ͪͯͨͨ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 

multicast snooping add 
profile_name profile name: (1..32) 

͙͍͍ͫͣͦͦ͡ 

˽͙͍ͪΎ͊ͭ͘Έ ͯ ͊͊ͤͤ͘͟·͚ ƳǳƭǘƛŎŀǎǘ-ͨͪͦͺ͙͡Έ ͟ ͙͔ͤͭͪͺ͔͚ͫͯ. 

multicast snooping remove 
{profile_name |  all} 

͙̂͒͊ͭ͡Έ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ƳǳƭǘƛŎŀǎǘ-ͨͪͦͺ͙͡Ύ ό͍͔ͫͻ ƳǳƭǘƛŎŀǎǘ-
ͨͪͦͺ͙͔͚͡ύ ͙͔ͤͭͪͺ͔͚ͫͯ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 182 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show multicast snooping 
groups count τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͒͡Ύ ͍͔ͫͻ ͍ͨͦͪͭͦ ͦ ͔ͭͯ͟΅͔ͣ 
͙ͦ͟͡;͔͍͔ͫͭ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ ͎ͪͯͨͨΣ ͊ ͔ͭ͊͗͟ 
͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͍͔ͦͣͦ͗ͤͦ͘ ͙ͦ͟͡;͔͍ͫͭͦΦ 

show multicast snooping 
profile [profile_name] 

profile name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ƳǳƭǘƛŎŀǎǘ-
ͨͪͦͺ͙͡ΎͻΦ 

5.19.5 RADIUS-͍͙͊ͭͦͪ͊͘ͼ͙Ύ ͍͊ͨͪͦͫͦ͘ IGMP 

˨͊ͤͤ·͚ ͔ͣͻ͙͊ͤͣ͘ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͍͙ͨͪͦͦ͒ͭ͘Έ ͍͙͊ͭͦͪ͊͘ͼ͙Ό ͍͊ͨͪͦͫͦ͘ ͨͪͦͭͦͦ͊͟͡ IGMP ͫ ͨͦͣͦ΅ΈΌ 
RADIUS-͔͍͔ͫͪͪ͊Φ ˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙ͤ͊͒͗ͤͦͫͭ ͙ ͔͔͔͙ͪ͊ͫͨͪ͒ͤ͡Ύ ͎͙ͤ͊ͪͯ͘͟ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ 
͔ͤͫͦ͟͡Έͦ͟ w!5L¦{-͔͍͔͍ͫͪͪͦΦ ˤ·͋ͦͪ ͔͍͔ͫͪͪ͊ ͒͡Ύ ͍͙ͦͭͨͪ͊͟ ͦ;͔͔͎ͪ͒ͤͦͦ ͊ͨͪͦͫ͊͘ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
ͫͯ͡;͚͊ͤ·ͣ ͦ͋ͪ͊ͦͣ͘Φ ˩͙ͫ͡ ͔͍͔ͫͪͪ ͔ͤ ͍͔͙ͦͭͭ͡Σ ͦͤ ͔ͨͦͣ;͔͊ͭͫΎ ͊͟͟ ͍͔͔ͪͣͤͤͦ ͔ͤͪ͊͋ͦ;͙͚Σ ͙ ͔͔͔ͨͪͫͭ͊ͭ 
ͯ;͍͍͊ͫͭͦ͊ͭΈ ͍ ͔ͣͻ͙͔͊ͤͣ͘ ͦͨͪͦͫ͊ ͤ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͔͙ͨͪͦ͒Σ ͊ ͊ͨͪͦͫ͘ ͦͭͫ·͔͊ͭͫ͡Ύ ͤ͊ ͔ͫ͒ͯ͡Ό΅͙͚ ͔͍͔ͫͪͪΦ  
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˽ͦͯ͡;͔ͤͤ·͔ ͍͙͊ͭͦͪ͊͘ͼ͙ͦͤͤ·͔ ͒͊ͤͤ·͔ ͻͪ͊ͤΎͭͫΎ ͍ ͟Ή΄-ͨ͊ͣΎ͙ͭ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͔ͭ;͔͙͔ͤ ͎͊͒͊ͤͤͦͦ͘ 
͔͙ͨͪͦ͒͊ ͍͔͔͙ͪͣͤΦ ̏ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͙ͯͫͦͪͭ͟Έ ͍ͨͦͭͦͪͤͯΌ ͦ͋ͪ͊͋ͦͭͯ͟ IGMP-͍͊ͨͪͦͫͦ͘Φ ˽͔͊ͪ͊ͣͭͪ· 
͍͙͊ͭͦͪ͊͘ͼ͙͙ ͍͟͡Ό;͊Όͭ ͍ ͔ͫ͋Ύ: 

Á MAC-͔͊͒ͪͫ ͙͔͎ͤͭͫͦͦ͟͟͡ ͚͍ͯͫͭͪͦͫͭ͊; 
Á ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟; 
Á IP-͔͊͒ͪͫ ͎ͪͯͨͨ·; 
Á ˾͔΄͔͙͔ͤ ͦ ͔͒ͦͫͭͯͨ τ deny/permit. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 183 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip igmp snooping authoriza-
tion cache-timeout timeout 

timeout: (0..10000) ͣ ͙ͤκ0 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ ͍ ͟Ή΄͔Φ ˩͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͍ͪ͊ͤͦ 
ͤͯ͡Ό τ ͦ ͭͫ;͖ͭ ͍͔͔͙ͪͣͤ ͙͙͗ͤ͘ ͦͭ͟͡Ό;͔ͤ ό͙͊ͨͫ͘Έ ͔ͤ 
ͯ͒͊͡Ύ͔ͭͫΎ ͫͦ ͍͔͔͔ͪͣͤͣύΦ 

no ip igmp snooping authori-
zation cache-timeout 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙ͤ ͔ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 184 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜt 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 

ͨͦ ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ƳǳƭǘƛŎŀǎǘ ǎƴƻƻǇƛƴƎ ŀǳǘƘƻǊƛȊŀǘƛƻƴ 
ǊŀŘƛǳǎ ώǊŜǉǳƛǊŜŘϐ  

τ/ͦͭ͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͊ ͍͙ͭͦͪ͊͘ͼ͙Ό ;͔͔ͪ͘ w!5L¦{-͔͍͔ͫͪͪΦ ˩͙ͫ͡ ͯ͊͊ͤ͘͟ 
͔ͨ͊ͪ͊ͣͭͪ requiredΣ ͭͦ ͍ ͫͯ͡;͔͊ ͔͙ͤ͒ͦͫͭͯͨͤͦͫͭ ͍͔ͫͻ 
RADIUS-͔͍͔͍ͫͪͪͦ LDat-͊ͨͪͦͫ͘· ͙ ͎͙ͤͦͪͪͯΌͭͫΎΦ  
ˤ ͙͍ͨͪͦͭͤͦͣ ͫͯ͡;͔͊ IGMP-͊ͨͪͦͫ͘ ͔͋ͯ͒ͭ ͦ͋ͪ͊͋ͦͭ͊ͤ ͔͒͊͗ 
͙ͨͪ ͍͙͙ͦͭͫͯͭͫͭ ͍͔ͦͭͭ͊ ͔͍͔ͫͪͪ͊Φ  

ƴƻ ƳǳƭǘƛŎŀǎǘ ǎƴƻƻǇƛƴƎ 
ŀǳǘƘƻǊƛȊŀǘƛƻƴ  

˻ͭ͟͡Ό;͙ͭΈ ͊ ͍͙ͭͦͪ͊͘ͼ͙ΌΦ  

ƳǳƭǘƛŎŀǎǘ ǎƴƻƻǇƛƴƎ ŀǳǘƘƻǊƛȊŀǘƛƻƴ 
ŦƻǊǿŀǊŘƛƴƎπŦƛǊǎǘ 

τ/ͦͭ͟͡Ό;͔ͤ ͊

ˤ͟͡Ό;͙ͭΈ ͔͍͙͔ͨͪ͒͊ͪͭ͡ΈͤͯΌ ͦ͋ͪ͊͋ͦͭͯ͟ IGMP-͍͊ͨͪͦͫͦ͘ ͤ͊ 
ͨͦͪͭͯ ͒ͦ ͍͔ͦͭͭ͊ RADIUS-͔͍͔ͫͪͪ͊Φ ˽ͪ ͙ͨ ͦͯ͡;͔͙͙ͤ ͍͔ͦͭͭ͊ 
ͦͭ ͔͍͔ͫͪͪ͊ ͍ ͫͯ͡;͔͊ ͙͔ͨͦͦ͗ͭ͡͡Έ͎ͤͦͦ ͍͔ͦͭͭ͊ ͙ͨͦ͒ͨͫ͊͟ 
͔ͦͫͭ͊ͭͫΎΣ ͍ ͫͯ͡;͔͊ ͙ͦͭͪͼ͔͊ͭ͡Έ͎ͤͦͦ τ ͯ ͒͊͡Ύ͔ͭͫΎΣ ͔͙ͫ͡ 
͙͔͒ͦͨͦͤͭ͡͡Έͤͦ ͔ͤ͊ͫͭͪͦͤ͊ ͺͯͤ͟ͼ͙Ύ ip igmp snooping 
immediate-leave. 

ƴƻ ƳǳƭǘƛŎŀǎǘ ǎƴƻƻǇƛƴƎ 
ŀǳǘƘƻǊƛȊŀǘƛƻƴ ŦƻǊǿŀǊŘƛƴƎπŦƛǊǎǘ ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 185 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ip igmp snooping authori-
zation-cache  
[gigabitethernet gi_port |  
tengigabitethernet te_port ] 

gi_port: (1..8/0/1..24); 
te_port: (1..8/0/1..4). 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͔͙͔ͦ͒ͪ͗ͣͦ ͟Ή΄͊ ͍͙͊ͭͦͪ͊͘ͼ͙͙ IGMP.  
˩͙ͫ͡ ͍ ͔ͦͣ͊ͤ͒͟ ͯ͊͊ͤ͘͟ ͙͔ͤͭͪͺ͔͚ͫ τ ͭ ͦ ͦͭͦ͋ͪ͊͗͊ΌͭͫΎ 
ͭͦ͡Έͦ͟ ͔ͭ ͎ͪͯͨͨ·Σ ͦͭͦͪ͟·͔ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤ͘· ͤ͊ 
ͯ͊͊ͤͤͦͣ͘͟ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

clear  ip igmp snooping authori-
zation-cache  
[gigabitethernet gi_port |  
tengigabitethernet te_port ] 

gi_port: (1..8/0/1..24); 
te_port: (1..8/0/1..4). 

˻;͙ͫͭ ͙ͭΈ ͟Ή΄ ͍͙͊ͭͦͪ͊͘ͼ͙͙Φ  
˩͙ͫ͡ ͍ ͔ͦͣ͊ͤ͒͟ ͯ͊͊ͤ͘͟ ͙ ͔ͤͭͪͺ͔͚ͫ τ ͦ ;͙΅͊ΌͭͫΎ ͙͙͊ͨͫ͘ 
͟Ή́ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 
˩͙ͫ͡ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ ͯ͊͊ͤ͘͟ τ ͟ Ή́ ͦ;͙΅͔͊ͭͫΎ ͨͦͤͦͫͭ͡ΈΌΦ 

5.20 ˸͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ 

5.20.1 ˽ͪͦͭͦͦ͟͡ PIM 

PIM τ ͨͪ ͦͭͦͦ͟͡ ͎͔ͣͤͦͦ͊͒ͪͫͤͦ ͚ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͒͡Ύ IP-͔͔͚ͫͭΣ ͫͦ͒͊ͤͤ͘·͚ ͒͡Ύ ͔ͪ΄͔͙ͤΎ ͔ͨͪͦ͋ͣ͡ 
͎͍͚ͪͯͨͨͦͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ tLa ͙͔͋͊ͪͯͭͫ͘Ύ ͤ͊ ͙ͭͪ͊͒ͼ͙ͦͤͤ·ͻ ͣ͊ͪ΄ͪͯͭͤ·ͻ ͨͪͦͭͦͦ͊͟͡ͻ ό͙͔ͤ͊ͨͪͣͪ, 
.ƻǊŘŜǊ DŀǘŜǿŀȅ tǊƻǘƻŎƻƭύΣ ͍͔ͣͫͭͦ ͎ͭͦͦΣ ;ͭͦ͋· ͍ͫͦ͒͊͊ͭ͘Έ ͍͔ͫͦ͋ͫͭͤͤͯΌ ͔͔͍ͫͭͯΌ ͎͙ͭͦͨͦͦ͡ΌΦ PIM 
͙ͫͨͦ͡Έ͔ͯͭ͘ ǳƴƛŎŀǎǘ-͙ͭ͊͋͡ͼͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ wtCΦ ̏ͭ͊ ͍͔ͨͪͦͪ͊͟ ͍·ͨͦͤ͡Ύ͔ͭͫΎ 
ͣ͊ͪ΄͙͙ͪͯͭ͊ͭͦͪ͊ͣ͘Σ ;ͭͦ͋· ͔͙ͯ͋͒ͭΈͫΎΣ ;ͭͦ ͔͔ͨͪ͒͊;͊ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͟ ͍͊·ͨͦͤ͡Ύ͔ͭͫΎ ͨͦ  ͙ͨͯͭ ͔͋͘ 
͔͔ͨͭ͡Έ.  

RP (rendezvous point) τ ͭͦ;͊͟ ͔͍ͪ͊ͤ͒ͯ, ͤ͊ ͚ͦͭͦͪͦ͟ ͋ͯ͒ͯͭ ͔͎͙͙͍ͪͫͭͪͪͦ͊ͭΈͫΎ ͙ͫͭͦ;͙͙ͤ͟ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͨ ͍ͦͭͦͦ͟ ͙ ͍ͫͦ͒͊͊ͭ͘Έ ͣ͊ͪ΄ͪͯͭ ͦͭ ͙ͫͭͦ;͙ͤ͊͟ { ό͔ͫ͋Ύύ ͒ͦ ͎ͪͯͨͨ· DΥ ό{ΣDύΦ 

BSR (bootstrap router) τ ͣ ͔ͻ͙͊ͤͣ͘ ͫ͋ͦͪ͊ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ wt ͙͊ͤ͒͒͊ͭ͊͟ͻΣ ͺ͙͍͙͙ͦͪͣͪͦ͊ͤ ͙ͫͨͫ͊͟ wt 
͒͡Ύ ͚͊͗͒ͦ͟ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͎ͪͯͨͨ· ͙ ͍ͦͭͨͪ͊͊͟ ͙ͫͨͫ͊͟ ͍ ͔͔ͨͪ͒͊͡ͻ ͔͒ͦͣͤ͊Φ ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͤ͊ ͔͋͊͘ IPv4. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 186 τ ˴ ͦͣ͊ͤ͒· ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip multicast-routing pim 
τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
ͺͯͤ͟ͼ͙Ύ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤͯΌ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙ΌΣ ͨͪͦͭͦͦ͟͡ tLa ͤ͊ 
͍͔ͫͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 

no ip multicast-routing pim ˻ͭ͟͡Ό;͙ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤͯΌ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ό ͙ ͨͪͦͭͦͦ͟͡ tLaΦ 

ipv6 multicast-routing pim τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
ͺͯͤ͟ͼ͙Ύ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͒͡Ύ IPv6 ͣ ͎͔ͤͦͦ͊͒ͪͫͤͯΌ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙ΌΣ ͨͪͦͭͦͦ͟͡ 
tLa ͤ͊ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 
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no ipv6 multicast-routing 
pim 

˻ͭ͟͡Ό;͙ͭΈ ͒͡Ύ IPv6 ͣ ͎͔ͤͦͦ͊͒ͪͫͤͯΌ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ό ͙ 
ͨͪͦͭͦͦ͟͡ tLaΦ 

ip mroute prefix pre-
fix_length  
fw_router_address tunnel 
tunnel_id 

prefix: (A.B.C.D); 
prefix-length: 

(A.B.C.D ͙ ͙͡ /n); 
fw_router_ad-

dress: (A.B.C.D); 
tunnel_id: (1..16) 

˿ͦ͒͊ͭ͘Έ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͙ͭ͊͋͡ͼ· 
ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 
- prefix τ IP-͔͊͒ͪͫ ͔͙ͫͭ ͤ͊ͤ͊͘;͔͙ͤΎ; 
- prefix_length τ ͣ ͊ͫ͊͟ ͔ͨͪͺ͙ͫ͊͟ ͤ͊ͤ͊͘;͔͙ͤΎ ͙͙͡ ͔͔ ͙͒ͤ͊͡; 
- fw_router_address τ IP-͔͊͒ͪͫ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ ͎ͣͤͦͦ͊͒π
͔͚ͪͫͤͦ ͪ͊ͫͫ·͙͟͡; 
- tunnel_id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔ͭͯͤͤ͡ΎΦ 

no ip mroute prefix pre-
fix_length  
fw_router_address tunnel 
tunnel_id 

͙̂͒͊ͭ͡Έ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͙ͨͪ͊ͦ͡ ͙͘ ͙ͭ͊͋͡ͼ· ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

ipv6 pim accept-register list 
acc_list 

acc_list: (0..32) 
͙͍ͫͣͦ͊͡ 

˽͙͔͙ͪͣͤͭΈ ͺ͙͡Έͭͪ͊ͼ͙Ό ͔͎͙ͪͫͭͪ͊ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ PIM ͒ ͡Ύ 
IPv6. 
- acc_list τ ͫ ͙ͨͫͦ͟ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ·ͻ ͨ ͔ͪͺ͙͍ͫͦ͟, ͘ ͍͔͊͒͊͊ͣ·͚ ͫ  
ͨͦͣͦ΅ΈΌ ͫ ͎ͭ͊ͤ͒͊ͪͭͤͦͦ !/[Φ 

no ipv6 pim accept-register 
list 

˻ͭ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙ΌΦ 

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num] 

mask: (8..32)/30; 
priority_num: 

(0..192)/0 

̂͊͊ͭ͘͟Έ ͯ ͚͍ͫͭͪͦͫͭͦ ͟ ͊͟ ͟ ͙͊ͤ͒͒͊ͭ͊ ͍  BSR (bootstrap router). 
- ip_address τ ͍ ͙͊͒ͤ͡·͚ IP-͔͊͒ͪͫ ͟ ͦͣͣͯͭ͊ͭͦͪ͊; 
- mask τ ͣ ͊ͫ͊͟ ͨ ͔͙ͦ͒ͫͭ; 
- priority_num τ ͨ ͙͙͔ͪͦͪͭͭ. 

no ip pim bsr-candidate ˻ͭ͟͡Ό;͙ͭΈ ͒ ͊ͤͤ·͚ ͨ ͔͊ͪ͊ͣͭͪ. 

ipv6 pim bsr-candidate 
ipv6_address [mask] [prior-
ity priority_num] 

mask: (8..128)/126; 
priority_num: 

(0..192)/0 

̂͊͊ͭ͘͟Έ ͯ ͚͍ͫͭͪͦͫͭͦ ͟ ͊͟ ͟ ͙͊ͤ͒͒͊ͭ͊ ͍  BSR (bootstrap router). 
- ipv6_address τ ͍ ͙͊͒ͤ͡·͚ IPv6-͔͊͒ͪͫ ͟ ͦͣͣͯͭ͊ͭͦͪ͊; 
- mask τ ͣ ͊ͫ͊͟ ͨ ͔͙ͦ͒ͫͭ; 
- priority_num τ ͨ ͙͙͔ͪͦͪͭͭ.  

no ipv6 pim bsr-candidate ˻ͭ͟͡Ό;͙ͭΈ ͒ ͊ͤͤ·͚ ͨ ͔͊ͪ͊ͣͭͪ. 

ip pim dm {range mul-
ticast_subnet | default}  

τ 

ˤ͟͡Ό;͙ͭΈ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ό ͎͊͒͊ͤͤͦͦ͘ ͙͒͊ͨ͊ͦͤ͊͘ 
ͣͯ͡Έ͙ͭ͊ͫͭͤ͟·ͻ ͎ͪͯͨͨ ͍ ͔͙͔ͪ͗ͣ tLa-DM. 
- multicast_subnet τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔ͨͦ͒ͫͭΈΤ 
- default τ ͯ ͊͊ͭ͘͟Έ ͙͒͊ͨ͊ͦͤ͘ ͍ ннпΦлΦм.0/24. 

˴ͦͣ͊ͤ͒ͯ ͣͦ͗ͤͦ ͍͍͔͙ͫͭ ͔ͤͫͦ͟͡Έͦ͟ ͪ͊͘Σ ͍͊͒͊͘ ͔ͤπ
ͫͦ͟͡Έͦ͟ ͙͍͒͊ͨ͊ͦͤͦ͘Φ 

no ip pim dm {range mul-
ticast_subnet | default}  

˻ͭ͟͡Ό;͙ͭΈ ͒ ͊ͤͤ·͚ ͨ ͔͊ͪ͊ͣͭͪ. 

ip pim rp-address 
unicast_address [mul-
ticast_subnet] 

τ 

Cͦ ͒͊ͭ͘Έ ͫ ͙ͭ͊ͭ;͔ͫͯ͟Ό Rendezvous Point (RP)Σ ͙͔͒ͦͨͦͤͭ͡͡Έͤͦ 
ͣͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ ͎͔ͣͤͦͦ͊͒ͪͫͤͯΌ ͔ͨͦ͒ͫͭΈ ͒͡Ύ ͚͒͊ͤͤͦ RP. 
- unicast_addr τ IP-͔͊͒ͪͫ; 
- multicast_subnet τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͨ ͔ͦ͒ͫͭΈΦ 

no ip pim rp-address 
unicast_address [mul-
ticast_subnet] 

͙̂͒͊ͭ͡Έ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό RP ͙ ͙͡ ͙ͯ͒͊ͭ͡Έ RP ͒ ͡Ύ ͚ͯ͊͊ͤͤͦ͘͟ 
͔͙ͨͦ͒ͫͭΦ 

ipv6 pim rp-address 
ipv6_unicast_address 
[ipv6_multicast_subnet] 

τ 

Cͦ ͒͊ͭ͘Έ ͫ ͙ͭ͊ͭ;͔ͫͯ͟Ό Rendezvous Point (RP)Σ ͙͔͒ͦͨͦͤͭ͡͡Έͤͦ 
ͣͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ ͎͔ͣͤͦͦ͊͒ͪͫͤͯΌ ͔ͨͦ͒ͫͭΈ ͒͡Ύ ͚͒͊ͤͤͦ RP. 
- ipv6_unicast_ addr τ IPv6-͔͊͒ͪͫ; 
- ipv6_multicast_ subnet τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͨ ͔ͦ͒ͫͭΈ. 

no ipv6 pim rp-address 
ipv6_unicast_address 
[ipv6_multicast_subnet] 

͙̂͒͊ͭ͡Έ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό RP ͙ ͙͡ ͙ͯ͒͊ͭ͡Έ RP ͒ ͡Ύ ͚ͯ͊͊ͤͤͦ͘͟ 
͔͙ͨͦ͒ͫͭΦ 

ip pim rp-candidate 
unicast_address [group-list 
acc_list] [priority priority] 
[interval secs] 

acc_list: (0..32) 
͙͍ͫͣͦ͊͡ 

priority: (0..192)/192; 
ǎŜŎǎΥ όмΦΦмсоуоύκсл ͫ 

Cͦ ͒͊ͭ͘Έ ͟ ͙͊ͤ͒͒͊ͭ͊ ͒ ͡Ύ Rendezvous Point (RP) 
- unicast_addr τ IP-͔͊͒ͪͫ; 
- acc_list τ ͫ ͙ͨͫͦ͟ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ·ͻ ͨ ͔ͪͺ͙͍ͫͦ͟, ͘ ͍͔͊͒͊͊ͣ·͚ ͫ  
ͨͦͣͦ΅ΈΌ ͫ ͎ͭ͊ͤ͒͊ͪͭͤͦͦ !/[Τ 
- priority τ ͨ ͙͙͔ͪͦͪͭͭͤͦͫͭΈ ͙͊ͤ͒͒͊ͭ͊͟Τ 
- secs τ ͨ ͔͙ͪͦ͒ ͍͙ͦͭͨͪ͊͟ ͫͦͦ͋΅͔͙͚ͤΦ 

no ip pim rp-candidate 
unicast_address 

˻ͭ͟͡Ό;͙ͭΈ ͒͊ͤͤ·͚ ͔ͨ͊ͪ͊ͣͭͪΦ 
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ipv6 pim rp-candidate 
ipv6_unicast_address 
ώƎǊƻǳǇπƭƛǎǘ acc_list] [priority 
priority] [interval secs] 

acc_list: (0..32) 
͙͍ͫͣͦ͊͡ 

priority: (0..192)/192; 
secs: (1..16383)/60 ͫ 

Cͦ ͒͊ͭ͘Έ ͟ ͙͊ͤ͒͒͊ͭ͊ ͒ ͡Ύ Rendezvous Point (RP) 
- ipv6_unicast_addr τ IPv6-͔͊͒ͪͫ; 
- acc_list τ ͫ ͙ͨͫͦ͟ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ·ͻ ͨ ͔ͪͺ͙͍ͫͦ͟, ͘ ͍͔͊͒͊͊ͣ·͚ ͫ  
ͨͦͣͦ΅ΈΌ ͫ ͎ͭ͊ͤ͒͊ͪͭͤͦͦ !/[Τ 
- priority τ ͨ ͙͙͔ͪͦͪͭͭͤͦͫͭΈ ͙͊ͤ͒͒͊ͭ͊͟Τ 
- secs τ ͨ ͔͙ͪͦ͒ ͍͙ͦͭͨͪ͊͟ ͫͦͦ͋΅͔͙͚ͤΦ 

no ipv6 pim rp-candidate 
ipv6_unicast_address 

˻ͭ͟͡Ό;͙ͭΈ ͒ ͊ͤͤ·͚ ͨ ͔͊ͪ͊ͣͭͪ. 

ip pim ssm {range mul-
ticast_subnet | default}  

τ 

̂͊͊ͭ͘͟Έ ͎͔ͣͤͦͦ͊͒ͪͫͤͯΌ ͔ͨͦ͒ͫͭΈ 
- range τ ͯ ͊͊ͭ͘͟Έ ͎͔ͣͤͦͦ͊͒ͪͫͤͯΌ ͔ͨͦ͒ͫͭΈΤ 
- multicast_subnet τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔ͨͦ͒ͫͭΈΤ 
- default τ ͯ ͊͊ͭ͘͟Έ ͙͒͊ͨ͊ͦͤ͘ ͍ нон.0.0.0/8. 

no ip pim ssm [range mul-
ticast_subnet | default] 

˻ͭ͟͡Ό;͙ͭΈ ͒ ͊ͤͤ·͚ ͨ ͔͊ͪ͊ͣͭͪ. 

ipv6 pim ssm {range 
ipv6_multicast_subnet | de-
fault} 

τ 

̂͊͊ͭ͘͟Έ ͎͔ͣͤͦͦ͊͒ͪͫͤͯΌ ͔ͨͦ͒ͫͭΈ 
- range τ ͯ ͊͊ͭ͘͟Έ ͎͔ͣͤͦͦ͊͒ͪͫͤͯΌ ͔ͨͦ͒ͫͭΈΤ 
- ipv6_multicast_subnet τ ͣ ͎͔ͤͦͦ͊͒ͪͫͤ͊Ύ ͔ͨͦ͒ͫͭΈΤ 
- default τ ͯ ͊͊ͭ͘͟Έ ͙͒͊ͨ͊ͦͤ͘ ͍ CC3E::/32. 

no ipv6 pim ssm [range 
ipv6_multicast_subnet | de-
fault]  

τ 
˻ͭ͟͡Ό;͙ͭΈ ͒ ͊ͤͤ·͚ ͨ ͔͊ͪ͊ͣͭͪ. 

ipv6 pim rp-embedded 
τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ͊ͫ΄͙͔ͪͤͤ·͚ ͺͯͤ͟ͼ͙ͦͤ͊͡ rendezvous point (RP). 

no ipv6 pim rp-embedded ˻ͭ͟͡Ό;͙ͭΈ ͪ͊ͫ΄͙͔ͪͤͤ·͚ ͺͯͤ͟ͼ͙ͦͤ͊͡ rendezvous point (RP). 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 187 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫͦ ͍Ethernet, VLAN, ͎ ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip (ipv6) pim  
τ/͍͟͡Ό;͔ͤͦ 

ˤ͟ ͡Ό;͙ͭΈ tLa ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 

no ip (ipv6) pim ˤ·͟͡Ό;͙ͭΈ tLa ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 

ip (ipv6) pim bsr-border 
τ/ͦͭ͟͡Ό;͔ͤͦ 

˽͔͙ͪͪ͊ͭͭ͟Έ ͔͔ͨͪ͒͊;ͯ .{w-ͫͦͦ͋΅͔͙͚ͤ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no ip pim bsr-border ˻ͭ͟͡Ό;͙ͭΈ ͒ ͊ͤͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ. 

ip (ipv6) pim dr-priority  pri-
ority 

priority: 
(0..4294967294)/1 

̂͊͊ͭ͘͟Έ ͨ ͙͙͔ͪͦͪͭͭ ͒͡Ύ ͍·͋ͦͪ͊ 5w-͔ͪͦͯͭͪ͊Φ 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ 5w-͔ͪͦͯͭͪ͊ ͔͔ͦͨͪ͒͡ΎΌ΅͙͚Σ ͭͦ͟ ͙͘ 
͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͔ͫͭ͊ͤͭ 5w-͔ͪͦͯͭͪͦͣΦ ˴ͦͣͣͯͭ͊ͭͦͪ ͫ ͙ͤ͊͋ͦ͡Έ΄͙ͣ 
ͤ͊͘;͔͙͔ͤͣ ͔ͫͭ͊ͤͭ 5w-͔ͪͦͯͭͪͦͣΦ  

no ip (ipv6) pim dr-priority  ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip ip (ipv6) pim helloπinter-
val secs 

secs: (1..18000)/30 ͫ  

̂͊͊ͭ͘͟Έ ͨ ͔͙ͪͦ͒ ͍͙ͦͭͨͪ͊͟ hello-͔͍ͨ͊ͭͦ͟Φ 
- sec τ ͨ ͔͙ͪͦ͒ ͍͙ͦͭͨͪ͊͟ ƘŜƭƭƻ-͔͍ͨ͊ͭͦ͟. 

no ip (ipv6) pim helloπinter-
val  

ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip (ipv6) pim joinπpruneπin-
terval interval 

interval: (1..18000)/ 
60 ͫ  

̂͊͊ͭ͘͟Έ ͙͔͍ͤͭͪ͊͡Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͦͭͫ·͔͊ͭ͡ 
Ƨƻƛƴ ͙͙͡ ǇǊǳƴŜ-ͫͦͦ͋΅͔͙ͤΎΦ 
- interval τ ͨ ͔͙ͪͦ͒ ͍͔͔͙ͪͣͤ ͍͙ͦͭͨͪ͊͟ ƧƻƛƴΣ ǇǊǳƴŜ ͫ ͦͦ͋΅͔͙͚ͤΦ 

no ip (ipv6) pim 
joinπpruneπinterval 

ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip (ipv6) pim neighborπfilter  
acc_list 

acc_list: (0..32) 
͙͍ͫͣͦ͊͡ 

͙̅͡Έ͍ͭͪͦ͊ͭΈ ͍ ͻͦ͒Ύ΅͙ ͔PIM-ͫͦͦ͋΅͔͙ͤΎ.  
- acc_list τ ͫ ͙ͨͫͦ͟ ͊ ͔͍͒ͪͫͦΣ ͤ͊ ͍͔ͦͫͤͦ ͦͭͦͪ͟·ͻ ͙͍͙ͨͪͦͦ͒ͭͫ͘Ύ 
ͺ͙͡Έͭͪ͊ͼ͙ΎΦ 

no ip (ipv6) pim neigh-
borπfilter  

˻ͭ͟͡Ό;͙ͭΈ ͒͊ͤͤ·  ͚ͨ ͔͊ͪ͊ͣͭͪΦ 
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ip pim passive 

τ/disable 

ˤ͟͡Ό;͙ͭΈ ͨ ͙͍͊ͫͫͤ·  ͚ͪ ͔͙͗ͣ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ̏ͭͦͭ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ 
͔͋ͯ͒ͭ ͍ͦͭͨͪ͊͡ΎͭΈ ͙  ͙͙ͨͪͤͣ͊ͭΈ ͫͦͦ͋΅͔͙ͤΎ tLa ͦͭ ͎͙͒ͪͯͻ 
ͣ͊ͪ΄͙͍ͪͯͭ͊ͭͦͪͦ͘ PIM. ˹ ͚͊ͫͭͪͦ͊͟ ͙ͤ͊͟͟ ͔ͤ ͍͙͡Ύ͔ͭ ͤ͊ 
ͫͦͦ͋΅͔͙ͤΎ LDat. 

no ip pim passive ˤ·͟͡Ό;͙ͭΈ ͨ ͙͍͊ͫͫͤ·  ͚ͪ ͔͙͗ͣ. 

ip igmp static-group 
group_address [source 
source_addr] 

τ 

ˤ͟͡Ό;͙ͭΈ ͫ ͙ͭ͊ͭ;͔͙ͫ͟ ͚͘ ͊ͨͪͦͫ ƳǳƭǘƛŎŀǎǘ-͎ͪͯͨͨ· ͤ ͊ ͙ͤ ͔ͭͪͺ͔͚͔ͫΦ 
- group-address τ IP-͔͊͒ͪͫ ͎ ͪͯͨͨ·; 
- source-addr τ IP-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͎ͪͯͨͨ·Φ 

˹͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍͟͡Ό;͔ͤ tLa. 

no ip igmp static-group 
group_addr [source 
source_addr] 

ˤ·͟͡Ό;͙ͭΈ ͫ ͙ͭ͊ͭ;͔͙ͫ͟ ͚͘ ͊ͨͪͦͫ ƳǳƭǘƛŎŀǎǘ-͎ͪͯͨͨ·. 

͙́͊͋͡ͼ͊ 188 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔ͯͤͤ͡Ύ GRE 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip pim  
τκ͍͟͡Ό;͔ͤͦ 

ˤ͟ ͡Ό;͙ͭΈ tLa ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 

no ip pim ˤ·͟͡Ό;͙ͭΈ tLa ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 

ip pim bsr-border 
τκͦͭ͟͡Ό;͔ͤͦ 

˽͔͙ͪͪ͊ͭͭ͟Έ ͔͔ͨͪ͒͊;ͯ .{w-ͫͦͦ͋΅͔͙͚ͤ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no ip pim bsr-border ˻ͭ͟͡Ό;͙ͭΈ ͒͊ͤͤ·͚ ͔ͨ͊ͪ͊ͣͭͪΦ 

ip pim dr-priority  priority 

priority: 
(0..4294967294)/1 

̂͊͊ͭ͘͟Έ ͙͙͔ͨͪͦͪͭͭ ͒͡Ύ ͍·͋ͦͪ͊ 5w-͔ͪͦͯͭͪ͊Φ 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ 5w-͔ͪͦͯͭͪ͊ ͔͔ͦͨͪ͒͡ΎΌ΅͙͚Σ ͭͦ͟ ͙͘ 
͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͔ͫͭ͊ͤͭ 5w-͔ͪͦͯͭͪͦͣΦ ˴ͦͣͣͯͭ͊ͭͦͪ ͫ ͙ͤ͊͋ͦ͡Έ΄͙ͣ 
ͤ͊͘;͔͙͔ͤͣ ͔ͫͭ͊ͤͭ 5w-͔ͪͦͯͭͪͦͣΦ  

no ip pim dr-priority  ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip ip pim helloπinterval secs 

secs: όмΦΦмулллύκол ͫ 

̂͊͊ͭ͘͟Έ ͔͙ͨͪͦ͒ ͍͙ͦͭͨͪ͊͟ hello-͔͍ͨ͊ͭͦ͟Φ 
- sec τ ͨ ͔͙ͪͦ͒ ͍͙ͦͭͨͪ͊͟ ƘŜƭƭƻ-͔͍ͨ͊ͭͦ͟. 

no ip pim helloπinterval  ˤ͔ ͪͤͯͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip pim joinπpruneπinterval 
interval 

interval: (1..18000)/ 
60 ͫ  

̂͊͊ͭ͘͟Έ ͙͔͍ͤͭͪ͊͡Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͦͭͫ·͔͊ͭ͡ 
Ƨƻƛƴ ͙͙͡ ǇǊǳƴŜ-ͫͦͦ͋΅͔͙ͤΎΦ 
- interval τ ͨ ͔͙ͪͦ͒ ͍͔͔͙ͪͣͤ ͍͙ͦͭͨͪ͊͟ join, prune ͫ ͦͦ͋΅͔͙͚ͤΦ 

no ip pim joinπpruneπinter-
val 

ˤ͔ ͪͤͯͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip pim neighborπfilter  
acc_list acc_list: (0..32) 

͙͍ͫͣͦ͊͡ 

͙̅͡Έ͍ͭͪͦ͊ͭΈ ͍ͻͦ͒Ύ΅͙͔ PIM-ͫͦͦ͋΅͔͙ͤΎΦ  
- acc_list τ ͫ ͙ͨͫͦ͟ ͊ ͔͍͒ͪͫͦΣ ͤ͊ ͍͔ͦͫͤͦ ͦͭͦͪ͟·ͻ ͙͍͙ͨͪͦͦ͒ͭͫ͘Ύ 
ͺ͙͡Έͭͪ͊ͼ͙ΎΦ 

no ip pim neighborπfilter  ˻ͭ͟͡Ό;͙ͭΈ ͒͊ͤͤ·͚ ͔ͨ͊ͪ͊ͣͭͪΦ 

ip pim passive 

τ/disable 

ˤ͟͡Ό;͙ͭΈ ͙͍ͨ͊ͫͫͤ·͚ ͔͙ͪ͗ͣ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ̏ͭͦͭ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ 
͔͋ͯ͒ͭ ͍ͦͭͨͪ͊͡ΎͭΈ ͙ ͙͙ͨͪͤͣ͊ͭΈ ͫͦͦ͋΅͔͙ͤΎ tLa ͦͭ ͎͙͒ͪͯͻ 
ͣ͊ͪ΄͙͍ͪͯͭ͊ͭͦͪͦ͘ PIM. ˹ ͚͊ͫͭͪͦ͊͟ ͙ͤ͊͟͟ ͔ͤ ͍͙͡Ύ͔ͭ ͤ͊ 
ͫͦͦ͋΅͔͙ͤΎ LDat. 

no ip pim passive ˤ·͟͡Ό;͙ͭΈ ͙͍ͨ͊ͫͫͤ·͚ ͔͙ͪ͗ͣΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console#  
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͙́͊͋͡ͼ͊ 189 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ip (ipv6) pim rp map-
ping [RP_addr] τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͊ ͙͍ͭͤ͟·͔ wtΣ ͍ͫΎ͊ͤͤ͘·͔ ͫ ͣ͊ͪ΄͚ͪͯͭͤͦ 
͙ͤͺͦͪͣ͊ͼ͙͔͚Φ 
- RP_addr τ IP-͔͊͒ͪͫ. 

show ip (ipv6) pim neigh-
bor [detail] [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |  
port-channel group| vlan 
vlan_id] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094). 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ tLa-͔ͫͦͫ͒ΎͻΦ 

show ip (ipv6) pim inter-
face [gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port |  port-
channel group | vlan 
vlan_id |state -on | 
ǎǘŀǘŜπƻŦŦϐ 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͨͦ tLa-͙͔ͤͭͪͺ͔͚ͫ͊ͣΥ 
- state-on τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͍͔ͫ ͙͔ͤͭͪͺ͔͚ͫ·Σ ͎͔͒ ͍͟͡Ό;͔ͤ tLaΤ 
- state-off τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͍͔ͫ ͙͔ͤͭͪͺ͔͚ͫ·Σ ͎͔͒ ͍·͟͡Ό;͔ͤ tLaΦ 

show ip (ipv6) pim group-
map [group_address] 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͭ ͙͊͋͡ͼͯ ͙͍ͨͪΎ͙͘͟ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͎ͪͯͨͨΦ  
- group-address τ ͊ ͔͒ͪͫ ͎ͪͯͨͨ·Φ 

show ip (ipv6) pim counters τ ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͔͙͔ͦ͒ͪ͗ͣͦ tLa-ͫ;͔ͭ;͙͍ͦ͟Φ 
show ip (ipv6) pim bsr elec-
tion 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ .{wΦ 

show ip (ipv6) pim bsr rp-
cache 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ  ͙͋ ͯ͘;͔ͤͤ·ͻ ͙͊ͤ͒͒͊ͭ͊͟ͻ ͍ wt. 

show ip (ipv6) pim bsr can-
didate-rp 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͦͫͭͦΎ͙͔ͤ ͙͍͊ͤ͒͒͊ͭͦ͟ ͍ wtΦ 

clear ip (ipv6) pim counters τ ˻͙͋ͤͯͭ͡Έ PIM-ͫ;͔ͭ;͙͙͟Φ 

˽͙͔ͪͣͪ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ˣ͍͊ͦ͊͘Ύ ͚ͤ͊ͫͭͪͦ͊͟ tLa {a Ŏ ͙ͫͭ͊ͭ;͔͙ͫͣ͟ wt όмΦмΦмΦмύΦ ˽͔͍͙͔ͪ͒͊ͪͭ͡Έͤͦ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ 
ͨͪͦͭͦͦ͟͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

console# configure   

console(config)# ip  multicast - routing  

console(config)# ip  pim rp - address 1.1.1.1  

5.20.2 ̅ͯͤ͟ͼ͙Ύ tLa {ƴƻƻǇƛƴƎ 

̅ͯͤ͟ͼ͙Ύ tLa {ƴƻƻǇƛƴƎ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍ ͔ͫͭΎͻΣ ͎͔͒ ͦͣͣͯͭ͊ͭͦͪ͟ ͙ ͫͨͦͤ͡Ύ͔ͭ ͪͦ͡Έ [н-͚͍ͯͫͭͪͦͫͭ͊ ͔ͣ͗͒ͯ 
PIM-ͣ͊ͪ΄͙͙ͪͯͭ͊ͭͦͪ͊ͣ͘Φ 

˻͍͚ͫͤͦͤͦ ͊͒͊͘;͔͚ tLa {ƴƻƻǇƛƴƎ Ύ͍͡Ύ͔ͭͫΎ ͔͍͔͙͔ͨͪ͒ͦͫͭ͊ͤ͡ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͭͦ͡Έͦ͟ ͒͡Ύ 
͔ͭͻ ͍ͨͦͪͭͦΣ Ŏ ͦͭͦͪ͟·ͻ ͋·͙͡ ͨͦͯ͡;͔ͤ tLa WƻƛƴΣ tLa wŜƎƛǎǘŜǊΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 190 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip pim snooping 

τ/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ tLa {ƴƻƻǇƛƴƎ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

no ip pim snooping ˭͔͙͊ͨͪͭͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙  

ip pim snooping vlan 
vlan_id 

vlan_id: (1..4094) 

˾͔͊ͪ͘΄͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ PIM Snooping 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͒͡Ύ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN. 
 vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ VLAN. 

no ip pim snooping vlan 
vlan_id 

˭͔͙͊ͨͪͭͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͅ ͯͤ͟ͼ͙͙ PIM Snooping 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͒͡Ύ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!bΦ 
 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console # 

͙́͊͋͡ͼ͊ 191 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ip pim snooping τ ˽ͦ͊͊ͭ͘͟Έ ͦ ͋΅ͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚ͤ͊ͫͭͪͦ͊͟ͻΦ 

show ip pim snooping vlan 
vlan_id 

vlan_id: (1..4094) 
˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͦͤͭͪͦ͟͡Ύ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͍ 
͚͒͊ͤͤͦ Ǿƭŀƴ. 

show ip pim snooping groups τ ˽ͦ͊͊͘͟ ͭΈ ͫ ͙ͨͫͦ͟ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ ͎ ͪͯͨͨ. 

sh ip pim snooping neighbors τ ˽ͦ͊͊ͭ͘͟Έ ͫ ͙ͨͫͦ͟ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ ͯ;͙͍͊ͫͭͤͦ͟ tLa. 

 

5.20.3 ˽ͪͦͭͦͦ͟͡ a{5t 

˽ͪͦͭͦͦ͟͡ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͙ͫͭͦ;͙͍ͤͦ͟ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ όMSDPύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔ͦ͋ͣͤ͊ 
͙ͤͺͦͪͣ͊ͼ͙͔͚ ͦ͋ ͙ͫͭͦ;͙ͤ͊͟ͻ Multicast-ͭͪ͊ͺ͙͊͟ ͔ͣ͗͒ͯ ͪ͊ͤ͘·͙ͣ PIM-͔͙͒ͦͣͤ͊ͣ. MSDP-͔͙͔͙͔ͫͦ͒ͤͤ 
ͦ͋·;ͤͦ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͔ͣ͗͒ͯ RP ͟ ͎͊͗͒ͦͦ ͔͒ͦͣͤ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 192 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

router msdp 

τ 

ˤ͟͡Ό;͙ͭΈ ͨ ͪͦͭͦͦ͟͡ a{5t ͙  ͔͔͚͙ͨͪͭ ͍  ͔͙ͪ͗ͣ ͔͎ͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

no router msdp ˻͍͙ͫͭ͊ͤͦͭΈ ͨ ͪͦͭͦͦ͟͡ a{5t ͙  ͯ ͙͒͊ͭ͡Έ ͍ ͫΌ ͔ ͎ͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡ MSDP 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͪͦͭͦͦ͊͟͡ MSDP: 

console ( config - msdp)#  

͙́͊͋͡ͼ͊ 193 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͪͦͭͦͦ͊͟͡ MSDP 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

connect-source ip_address 

τ/IP-͔͊͒ͪͫ ͔ͤ ͤ͊ͤ͊͘;͔ͤ 

˹͊ͤ͊͘;͙ͭΈ Lt-͔͊͒ͪͫΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͘ ͍ ͊͟;͔͍͔ͫͭ 
͙ͫͻͦ͒Ύ΅͔͎ͦ ͙ͨͪ ͔͙͔͙͙ͫͦ͒ͤͤ Ŏ a{5t-͙ͨͪͦͣ. 

no connect-source ͍͙̂ͫͭ͊ͤͦ ͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯ ͣͦ͡;͙͊ͤΌ. 

cache-sa-holdtime secs secs: όмрлΦΦосллύκмрл ͫ ͍͙̂ͫͭ͊ͤͦ ͭΈ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ SA-͙͙͊ͨͫ͘ ͍  ͟Ή΄͔. 

no cache-sa-holdtime  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

holdtime secs 

secs: όоΦΦмрлύκтр ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͚͔ͭ͊ͣͪ ƘƻƭŘǘƛƳŜΦ ˩͙ͫ͡ ͍ ͔ͭ;͔͙͔ͤ Ή͎ͭͦͦ ͍͔͔͙ͪͣͤ 
͔ͤ ͔͋ͯ͒ͭ ͙ͨͪͤΎͭͦ ƪŜŜǇŀƭƛǾŜ-ͫͦͦ͋΅͔͙͔ͤΣ ͭͦ ͔͙͔͙͔ͫͦ͒ͤͤ ͫ 
͔ͫͦͫ͒ͦͣ ͫ͋ͪ͊ͫ·͍͔͊ͭͫΎ. 

no holdtime ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

keepalive secs 
secs: (1..60)/30 ͫ  

͍͙̂ͫͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ͍͚ͦͭͨͪ͊ͦ͟ ƪŜŜǇŀƭƛǾŜ-ͫͦͦ͋΅͔͙͚ͤ. 

no keepalive ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

originator-ip ip_address 

τ/IP-͔͊͒ͪͫ ͔ͤ ͤ͊ͤ͊͘;͔ͤ 

˹͊ͤ͊͘;͙ͭΈ IP-͔͊͒ͪͫΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ wt ͍ 
͙ͫͻͦ͒Ύ΅͙ͻ ͫͦͦ͋΅͔͙ͤΎͻ {!. 

no originator-ip ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

peer ip_address 

τ 

˨͍͙ͦ͋͊ͭΈ ͍  ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό a{5t-͙ͨͪ ͙ ͍͚͙ͦͭ ͍  ͔͙ͪ͗ͣ ͔͎ͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

no peer ip_address ͙̂͒͊ͭ͡Έ a{5t-͙ͨͪ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ MSDP-͙ͨͪ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ MSDP-͙ͨͪ͊: 

console ( config - msdp)#  

͙́͊͋͡ͼ͊ 194 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ MSDP-͙ͨͪ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

connect-source ip_address 

τ/IP-͔͊͒ͪͫ ͔ͤ ͤ͊ͤ͊͘;͔ͤ 

˹͊ͤ͊͘;͙ͭΈ IP-͔͊͒ͪͫΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͘ ͍ ͊͟;͔͍͔ͫͭ 
͙ͫͻͦ͒Ύ΅͔͎ͦ ͙ͨͪ ͔͙͔͙͙ͫͦ͒ͤͤ c MSDP-͙ͨͪͦͣ. 

no connect-source ͍͙̂ͫͭ͊ͤͦ ͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯ ͣͦ͡;͙͊ͤΌ. 

description text 
ǘŜȄǘΥ όмΦΦмслύ ͙͍ͫͣͦ͊͡ 

˭͊͒͊ͭΈ ͙͙͔ͦͨͫ͊ͤ MSDP-͙ͨͪ͊. 

no description ͙̂͒͊ͭ͡Έ ͙͙͔ͦͨͫ͊ͤ. 

mesh-group name 
ƴŀƳŜΥ όмΦΦомύ ͙͍ͫͣͦ͊͡ 

˨͍͙ͦ͋͊ͭΈ ͔ͫͦͫ͒͊ ͟ MESH-͎͔ͪͯͨͨ. 

no mesh-group ͙̂͒͊ͭ͡Έ ͔ͫͦͫ͒͊. 

sa-filter { in | out } 
sec_num  { permit | deny } 
[ rp-address ip_addr_rp  | 
group-address ip_addr_gr  
| source-address  
ip_addr_src ] 

sec_num: 
(0..4294967294) 

 

˿ͦ͒͊ͭ͘Έ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ SA-ͫͦͦ͋΅͔͙͚ͤ: 

- permit τ ͪ ͔͊ͪ͘΄͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙; 

- deny τ ͘ ͔͊ͨͪ΅͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙; 

- sec_num τ ͤ ͔ͦͣͪ ͔ͫ͟ͼ͙͙ ͍͙ͨͪ͊͊͡; 

- ip_addr_rp τ ͅ ͙͡Έͭͪ͊ͼ͙Ύ ͨͦ ͔͊͒ͪͫͯ RP; 

- ip_addr_gr τ ͅ ͙͡Έͭͪ ͊ͼ͙Ύ ͨͦ ͔͊͒ͪͫͯ ͎ͪͯͨͨ·; 

- ip_addr_src τ ͅ ͙͡Έͭͪ ͊ͼ͙Ύ ͨͦ ͔͊͒ͪͫͯ ͙ͫͭͦ;͙ͤ͊͟ Multicast-
ͭͪ͊ͺ͙͊͟. 

no sa-filter { in | out } 
sec_num 

̂͒͊͡Ύ͔ͭ ͫͦ͒͊ͤͤͯ͘Ό ͔ͫ͟ͼ͙Ό ͍͙ͨͪ͊͊͡. 
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shutdown 

τ/͍·͟͡Ό;͔ͤͦ 

ˢ͙͙͙͍͒ͣͤͫͭͪ͊ͭͤͦ ͍·͟͡Ό;͙ͭΈ ͔͙ͫͫͫΌ ͫ MSDP-͙ͨͪͦͣΣ ͔ͤ 
ͯ͒͊͡ΎΎ ͔͎ͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

no shutdown ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console # 

͙́͊͋͡ͼ͊ 195 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ip msdp peers [ ip_addr ] 

τ 

˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͤ͊ͫͭͪͦͤͤ·ͻ ͙ͨͪ͊ͻΣ ͔ͫͭ͊ͭͯͫ 
͔͙͔͙ͫͦ͒ͤͤΎΣ ͚ͤ͊ͫͭͪͦ͊͟ͻ ͙͍ͨͪͦΣ ͊ ͔ͭ͊͗͟ ͙͙ͫͭ͊ͭͫͭͯ͟ ͔ͦ͋ͣͤ͊ 
ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͨͪͦͭͦͦ͊͟͡ a{5t 
- ip_addr τ IP-͔͊͒ͪͫ ͙ͨͪ͊. 

show ip msdp source-active τ ˽ͦ͊͊ͭ͘͟Έ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͟Ή΄͊ {!. 

show ip msdp summary τ ˽ͦ͊͊ͭ͘͟Έ ͫ ͯͣͣ͊ͪͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͪͦͭͦͦ͊͟͡ MSDP. 

clear ip msdp counters τ ˻͙͋ͤͯͭ͡Έ ͫ ;͔ͭ;͙͙͟. 

clear ip msdp peers [ ip_addr ] 
τ 

˽͔͔͍͙ͪͯͫͭ͊ͤͦͭΈ ͫ ͔͙͔͙ͦ͒ͤͤΎ ͫ MSDP-͙͙ͨͪ͊ͣ 
- ip_addr τ IP-͔͊͒ͪͫ ͨ ͙ͪ͊. 

5.20.4 ̅ͯͤ͟ͼ͙Ύ IGMP Proxy 

̅ͯͤ͟ͼ͙Ύ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ LDat tǊƻȄȅ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͔͙ͪ͊͊͘͡ͼ͙͙ 
ͯͨͪͦ΅͔͚ͤͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͒͊ͤͤ·ͻ ͔ͣ͗͒ͯ ͔ͫͭΎ͙ͣΣ ͍ͯͨͪ͊͡Ύ͔͚ͣͦ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ 
ͨͪͦͭͦͦ͊͟͡ LDatΦ ˿ ͨͦͣͦ΅ΈΌ LDat tǊƻȄȅ ͚͍ͯͫͭͪͦͫͭ͊Σ ͔ͤ ͤ͊ͻͦ͒Ύ΅͙͔ͫΎ ͍ ͚ͦ͒ͤͦ ͔͙ͫͭ ͫ ͔͍͔ͫͪͪͦͣ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Σ ͙͔ͣΌͭ ͍ ͦͣͦ͗ͤͦͫͭ͘Έ ͨͦ͒͟͡Ό;͊ͭΈͫΎ ͟ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͣ ͎ͪͯͨͨ͊ͣΦ 

˸͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͔ͣ͗͒ͯ ͙͔ͤͭͪͺ͔͚ͫͦͣ ͍·΄͔ͫͭͦΎ΅͔͚ ͔͙ͫͭ όuplinkύ ͙ ͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ 
͙͔ͤ͗ͫͭͦΎ΅͙ͻ ͔͔͚ͫͭ όdownlinkύΦ ˽͙ͪ Ήͭͦͣ ͤ͊ uplink-͙͔ͤͭͪͺ͔͚͔ͫ ͦͣͣͯͭ͊ͭͦͪ͟ ͍͔͔͒ͭ ͔ͫ͋Ύ ͊͟͟ ͦ͋·;ͤ·͚ 
ͨͦͯ͡;͔͊ͭ͡Έ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ όmulticast clientύ ͙ ͺ͙͔ͦͪͣͪͯͭ ͍͔ͫͦ͋ͫͭͤͤ·͔ ͫͦͦ͋΅͔͙ͤΎ ͨͪͦͭͦͦ͊͟͡ 
IGMPΦ ˹͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ downlink ͦͣͣͯͭ͊ͭͦͪ͟ ͍·͔ͫͭͯͨ͊ͭ ͍ ͊͟;͔͍͔ͫͭ ͔͍͔ͫͪͪ͊ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͙ 
ͦ͋ͪ͊͋͊ͭ·͍͔͊ͭ ͫͦͦ͋΅͔͙ͤΎ ͨͪͦͭͦͦ͊͟͡ IGMP ͦ ͭ ͚͍ͯͫͭͪͦͫͭΣ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ ͟ Ή͙ͭͣ ͙͔ͤͭͪͺ͔͚ͫ͊ͣΦ 

 

˴͙ͦ͡;͔͍ͫͭͦ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͣ·ͻ ͎ͪͯͨͨ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͨͪͦͭͦͦͦͣ͟͡ IGMP 
Proxy ͯ ͊͊ͤͦ͘͟ ͍ ͙ͭ͊͋͡ͼ͔ 9. 
 

 

LDat tǊƻȄȅ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͒ͦ рмн Řƻǿƴƭƛƴƪ-͙͔ͤͭͪͺ͔͚͍ͫͦΦ 
 
 

 

˻͎͙ͪ͊ͤ;͔͙ͤΎ ͔͙ͪ͊͊͘͡ͼ͙͙ ͺͯͤ͟ͼ͙͙ IGMP Proxy: 
- IGMP Proxy ͤ ͔ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͤ͊ ͎ͪͯͨͨ͊ͻ ͎͔͎͊ͪ͊ͼ͙͙ LAG; 
- ͣ ͔ͦ͗ͭ ͋·ͭΈ ͔͔͔ͦͨͪ͒ͤ͡ ͭͦ͡Έͦ͟ ͙ͦ͒ͤ ͙͔ͤͭͪͺ͔͚ͫ ͍·΄͔ͫͭͦΎ΅͔͚ ͔͙ͫͭΤ 
- ͨ ͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͍͔͙͙ͪͫ Vо ͨͪͦͭͦͦ͊͟͡ IGMP ͤ ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ ͟ ͙͔ͤ͗ͫͭͦΎ΅͔͚ ͔ͫͭ ͙
ͦ͋ͪ͊͋͊ͭ·͍͊ΌͭͫΎ ͭ ͦ͡Έͦ͟ ͊ͨͪͦͫ͘· ͙ͭͨ͊ exclude (*,Gύ ͙ include (*,G). 
 

 

ˤͦ VLAN-͔Σ ͍ ͦͭͦͪ͟·͚ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙͍͙͔ͨͪͦͫͪͦ͊ͤ͟Σ IGMP Snooping ͔͒ͦ͗ͤ͡ ͋·ͭΈ 
ͦͭ͟͡Ό;͔ͤ. 
 

 

IGMP Proxy ͒ ͡Ύ QinQ-ͭͪ͊ͺ͙͊͟Υ 
͒͡ Ύ ͔͚ͦͪͪͭͤͦ͟͟ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙ͦͤ͊͊͡ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍͟͡Ό;͙ͭΈ IGMP Proxy ͙ IGMP 
Snooping ͍  SVLAN ͙  CVLANΣ ͊ ͔ͭ͊͗͟ ͙ͤ͊ͫͭͪͦͭΈ IP-͔͊͒ͪͫ͊ ͤ͊ ͒͊ͤͤ·ͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 196 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip multicast-routing 
ƛƎƳǇπǇǊƻȄȅ τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ 

ͺͯͤ͟ͼ͙Ύ ͍·͟͡Ό;͔ͤ͊ 

˾͔͊ͪ͘΄͙ͭΈ ͪ ͊͋ͦͭͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͒͊ͤͤ·ͻ 
ͤ͊ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ 

no ip multicast-routing 
ƛƎƳǇπǇǊƻȄȅ 

˭͔͙͊ͨͪͭͭΈ ͪ ͊͋ͦͭͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͒͊ͤͤ·ͻ ͤ͊ 
ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ 

ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id 

prefix: (A.B.C.D); pre-
fix-length: (A.B.C.D ͙͙͡ 

/n); fw_router_ad-
dress: (A.B.C.D); tun-

nel_id: (1..16) 

˿ͦ͒͊ͭ͘Έ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͙ͭ͊͋͡ͼ· 
ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 
- prefix τ IP-͔͊͒ͪͫ ͔͙ͫͭ ͤ͊ͤ͊͘;͔͙ͤΎ; 
- prefix_length τ ͣ ͊ͫ͊͟ ͔ͨͪͺ͙ͫ͊͟ ͤ͊ͤ͊͘;͔͙ͤΎ ͙͙͡ ͔͔ 
͙͒ͤ͊͡; 
- fw_router_address τ IP-͔͊͒ͪͫ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ ͎ͣͤͦͦ͊͒π
͔͚ͪͫͤͦ ͪ͊ͫͫ·͙͟͡; 
- tunnel_id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔ͭͯͤͤ͡ΎΦ 

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id 

 
͙̂͒͊ͭ͡Έ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͙ͨͪ͊ͦ͡ ͙͘ ͙ͭ͊͋͡ͼ· ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Ethernet, VLANΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ Ethernet, VLANΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 197 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ 9ǘƘŜǊƴŜǘΣ VLANΣ ͎ͪͯͨͨ· ͨͦͪͭͦ ͍

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip igmp-proxy {gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port | port -channel group | 
vlan vlan_id} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

˴ͦͤͺ͙͎͙͔ͯͪͪͯͣ·͚ ͙͔ͤͭͪͺ͔͚ͫ Ύ͍͡Ύ͔ͭͫΎ ͙͔ͤͭͪͺ͔͚ͫͦͣ ͟ 
͙͔ͤ͗ͫͭͦΎ΅͔͚ ͔͙ͫͭΦ ˴ͦͣ͊ͤ͒͊ ͤ͊ͤ͊͘;͔͊ͭ ͍ͫΎ͊ͤͤ͘·͚ ǳǇƭƛƴƪ-
͙͔ͤͭͪͺ͔͚ͫΣ ͯ;͍͊ͫͭͯΌ΅͙͚ ͍ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

ip igmp static-group group-
address [source source-addr] 

τ 

ˤ͟͡Ό;͙ͭΈ ͙ͫͭ͊ͭ;͔͙͚ͫ͟ ͊ͨͪͦͫ͘ multicast-͎ͪͯͨͨ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 
- group-address τ IP-͔͊͒ͪͫ ͎ ͪͯͨͨ·; 
- source-addr τ IP-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͎ͪͯͨͨ·Φ 

˹͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍͟͡Ό;͔ͤ IGMP Proxy. 
 

no ip igmp static-group group-
address [source source-addr] 

ˤ·͟͡Ό;͙ͭΈ ͙ͫͭ͊ͭ;͔͙͚ͫ͟ ͊ͨͪͦͫ͘ multicast-͎ͪͯͨͨ·. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 198 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip igmp-proxy dscp dscp 

dscp: (0..63)/0 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ 5{/t ͍  Lt-͎͍͔͊ͦͦ͘͟͡ ͒͡Ύ ͔͍ͨ͊ͭͦ͟ 
ͨͪͦͭͦͦ͊͟͡ LDatΣ ͔ͦͭͦͪͦ͟ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ 
ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ VLAN. 

no ip igmp-proxy dscp ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp-proxy cos cos 

cos: (0..7)/0 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ 802.1p ͍  Lt ͒͡Ύ ͔͍ͨ͊ͭͦ͟ ͨͪͦͭͦͦ͊͟͡ LDatΣ 
͔ͦͭͦͪͦ͟ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ 
VLAN. 

no ip igmp-proxy cos ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console # 

͙́͊͋͡ͼ͊ 199 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ip mroute 
[ip_multicast_address 
[ip_address]] [summary] 

τ 

˽͔ͪͦͫͣͦͭͪͭΈ ͫ ͙ͨͫ͟ ͙ͣ ͎͔ͤͦͦ͊͒ͪͫͤ·ͻ ͎ͪͯͨͨΦ ˤ͔ͦͣͦ͗ͤ͘ ͍·͋ͦͪ 
͎ͪͯͨͨ ͨͦ ͔͊͒ͪͫͯ ͎ͪͯͨͨ· ͙͙͡ ͨͦ ͔͊͒ͪͫͯ ͙ͫͭͦ;͙ͤ͊͟ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͒͊ͤͤ·ͻΦ 
- ip_multicast_address τ IP-͔͊͒ͪͫ ͎ ͪͯͨͨ·; 
- ip_address τ IP-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟; 
- summary τ ͟ ͔ͪ͊ͭͦ͟ ͔͙͔ͫͦ͒ͪ͗͊ͤ ͚͊͗͒ͦ͟ ͙͙͊ͨͫ͘ ͍ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͙ͭ͊͋͡ͼ͔ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙. 

show ip igmp-proxy interface 
[vlan vlan_id | gigabitethernet 
gi_port | tengigabitethernet 
te_port | fortygigabitethernet 
fo_port | port -channel group] 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ  ͔ͫͭ͊ͭͯͫ IGMP-ǇǊƻȄȅ ͙͔͙͔ͨͪͣͤͭ͡Έͤͦ ͟ 
͙͔ͤͭͪͺ͔͚ͫ͊ͣ. 

˽͙͔ͪͣͪ ͍ ·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒ 

console # show ip  igmp - proxy  interface   

* -  the switch is the Querier on the interface  

IP  Forwarding is enabled  

IP  Multicast Routing is enabled  

IGMP Proxy is enabled  

Global Downstream interfaces protection is enabled  

SSM Access List Name: -  

 

 

Interface   Type        Interface Protection   CoS  DSCP 

 vlan5     upstream                            -     -  

 vlan30    downstream  default                 -     -  
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5.21 ̅ͯͤ͟ͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

5.21.1 ˸͔ͻ͙͊ͤͣ͘ AAA 

˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙͔ͫͫͭͣ· ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͻ͙͊ͤͣ͘ AAA ό͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΎΣ 
͍͙͊ͭͦͪ͊͘ͼ͙ΎΣ ͯ;͔ͭύΦ  

- Authentication ό͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύύ τ ͫ ͍͔͙͔ͦͨͦͫͭ͊ͤ͡ ͊ͨͪͦͫ͊͘ ͫͯ΅͔͍ͫͭͯΌ΅͔͚ ͯ;͖͚ͭͤͦ ͙͙͊ͨͫ͘ 
͍ ͙͔͔ͫͫͭͣ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Φ  

- Authorization ό͍͙͊ͭͦͪ͊͘ͼ͙ΎΣ ͍͔ͨͪͦͪ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ύ τ ͍͔͙͔ͫͦͨͦͫͭ͊ͤ͡ ͯ;͖͚ͭͤͦ ͙͙͊ͨͫ͘ ͍ 
͙͔͔ͫͫͭͣ όͨͪͦ΄͔͒΄͔͚ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Όύ ͙ ͔͔͖ͦͨͪ͒ͤͤ͡·ͻ ͨͦͤͦͣͦ͡;͙͚Φ  

- Accounting (ͯ;͖ͭύ τ ͫ ͔͔͙͔͗ͤ͡ ͊͘ ͔͔͙͔ͨͦͭͪ͋ͤͣ͡ ͔͍ͪͫͯͪͫͦ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ 

˨͡Ύ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͒͊ͤͤ·ͻ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͻ͙͊ͤͣ͘ SSH. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 200 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

aaa authentication login 
{authorization | default |  
list_name} method_list 

list_name: (1..12) 
͙͍͍ͫͣͦͦ͡Τ 

method_list: (enable, line, 
local, none, tacacs, radius); 
τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ 

ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͍͔ͨͪͦͪ͊͟ 
ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͔͋͊͘ 
͒͊ͤͤ·ͻ όaaa 

authentication login 
authorization default local) 

͍͙̂ͫͭ͊ͤͦͭΈ ͫ ͨͦͫͦ͋ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͒͡Ύ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯΦ 
- authorization τ ͪ ͔͊ͪ͘΄͔͊ͭ ͨͪͦͻ͔͙͔ͦ͗͒ͤ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͨͦ 
͙ͦͨͫ͊ͤͤ·ͣ ͙͔ͤ͗ ͔ͣͭͦ͒͊ͣΤ 
- default τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͦͨͫ͊ͤͤ·͔ 
͙͔ͤ͗ ͔ͣͭͦ͒·Τ 
- list_name τ ͙ ͣΎ ͙ͫͨͫ͊͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͔͍ͣͭͦ͒ͦΣ 
͙͍͙͙͊ͭͪͯ͘͟Ό΅͔͎ͦͫΎΣ ͎ͦ͒͊͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍ͻ͙ͦ͒ͭ ͍ ͙͔ͫͫͭͣͯΦ 
˻͙͙͔ͨͫ͊ͤ ͔͍ͣͭͦ͒ͦ όmethod_list): 
- enable τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͨ͊ͪͦ͡Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- line τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͨ͊ͪͦ͡Έ ͔͙ͭͪͣͤ͊͊͡ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- local τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͦ͊͟͡͡ΈͤͯΌ ͋͊ͯ͘ ͙͔ͣͤ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 
͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- none τ ͤ ͔ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΤ 
- radius τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ RADIUS-͔͍͔͍ͫͪͪͦ ͒͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- tacacs τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ ¢!/!/{ ͔͍͔͍ͫͪͪͦ ͒͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

 

˩͙ͫ͡ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͔ͤ ͔͔͔ͦͨͪ͒ͤ͡Σ ͭͦ 
͒ͦͫͭͯͨ ͟ ͙ͦͤͫͦ͟͡ ͍͔͎ͫ͒͊ ͔ͯͫͨ΄ͤ·͚Φ 

 

˿͙͔ͦ͒͊ͤ͘ ͙ͫͨͫ͊͟ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͚ͦͣ͊ͤ͒ͦ͟Υ  
aaa authentication login list_name method_list.  
ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͫͨͫ͊͟Υ 
aaa authentication login list-name 
 

 

ˤͦ ͙͔͙͔͋͗͊ͤ͘ ͔͙ͨͦͭͪ ͒ͦͫͭͯͨ͊ ͔͔ͫ͒ͯͭ͡ ͍͍ͦπ
͙͒ͭΈ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͚ ͙͙ͣͤͣͯͣ ͔ͤ͊ͫͭͪͦ͟ ͒͡Ύ 
ͯ͊͘͟·͍͔͎͊ͣͦͦ ͔ͣͭͦ͒͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

 

no aaa authentication 
login {default |  
list_name} 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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aaa authentication ena-
ble authorization {default 
|  list_name} method_list 

list_name: (1..12) 
͙͍͍ͫͣͦͦ͡Τ 

method_list: (enable, line, 
local, none, tacacs, radius); 
τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ 

ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͍͔ͨͪͦͪ͊͟ 
ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͔͋͊͘ 
͒͊ͤͤ·ͻ όaaa 

authentication enable 
authorization default 

enable) 

͍͙̂ͫͭ͊ͤͦͭΈ ͫ ͨͦͫͦ͋ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͨͪ ͍ͨͦ·΄͔͙͙ͤ ͍ͯͪͦͤΎ 
͙͍͙͔͎͙͚ͨͪ͡ ͒͡Ύ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯΦ 
- authorization τ ͪ ͔͊ͪ͘΄͔͊ͭ ͨͪͦͻ͔͙͔ͦ͗͒ͤ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͨͦ 
͙ͦͨͫ͊ͤͤ·ͣ ͙͔ͤ͗ ͔ͣͭͦ͒͊ͣΤ 
- default τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͦͨͫ͊ͤͤ·͔ 
͙͔ͤ͗ ͔ͣͭͦ͒·Τ 
- list_name τ ͙ ͣΎ ͙ͫͨͫ͊͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͔͍ͣͭͦ͒ͦΣ 
͙͍͙͙͊ͭͪͯ͘͟Ό΅͔͎ͦͫΎΣ ͎ͦ͒͊͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍ͻ͙ͦ͒ͭ ͍ ͙͔ͫͫͭͣͯΦ 
˻͙͙͔ͨͫ͊ͤ ͔͍ͣͭͦ͒ͦ όmethod_list): 
- enable τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͨ͊ͪͦ͡Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- line τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͨ͊ͪͦ͡Έ ͔͙ͭͪͣͤ͊͊͡ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- local τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͦ͊͟͡͡ΈͤͯΌ ͋͊ͯ͘ ͙͔ͣͤ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 
͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- none τ ͤ ͔ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΤ 
- radius τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ RADIUS-͔͍͔͍ͫͪͪͦ ͒͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- tacacs τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ ¢!/!/{-͔͍͔͍ͫͪͪͦ ͒͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

 

˩͙ͫ͡ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͔ͤ ͔͔͔ͦͨͪ͒ͤ͡Σ ͭͦ 
͒ͦͫͭͯͨ ͟ ͙ͦͤͫͦ͟͡ ͍ ͔͎ͫ͒͊ ͔ͯͫͨ΄ͤ·͚Φ 

 

˿͙͔ͦ͒͊ͤ͘ ͙ͫͨͫ͊͟ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͚ͦͣ͊ͤ͒ͦ͟Υ  
aaa authentication login list-name method_list.  
ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͫͨͫ͊͟Υ 
aaa authentication login list-name 
 

 

ˤͦ ͙͔͙͔͋͗͊ͤ͘ ͔͙ͨͦͭͪ ͒ͦͫͭͯͨ͊ ͔͔ͫ͒ͯͭ͡ ͍͍ͦπ
͙͒ͭΈ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͚ ͙͙ͣͤͣͯͣ ͔ͤ͊ͫͭͪͦ͟ ͒͡Ύ 
ͯ͊͘͟·͍͔͎͊ͣͦͦ ͔ͣͭͦ͒͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

 

no aaa authentication 
enable authorization {de-
fault |  list_name} 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

enable password pass-
word [encrypted] [level 
level] 

level: (1..15)/1; 
password: (0..159) 
͙͍͍ͫͣͦͦ͡/admin 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͊ͪͦ͡Έ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͙͔͔͙ͣͤͤ͘Ύ ͙͍͙͔͎͙͚ͨͪ͡ 
͒ͦͫͭͯͨ͊ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 
- level τ ͯ ͍͔ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡Τ 
- password τ ͨ ͊ͪͦ͡ΈΤ 
- encrypted τ ͘ ͊͒͊ͭΈ ͊͘΄͙ͺ͍ͪͦ͊ͤͤ·͚ ͨ͊ͪͦ͡Έ ό͙͔ͤ͊ͨͪͣͪΣ 
ͨ͊ͪͦ͡Έ ͍ ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Σ ͙͍ͫͦͨͪͦ͊ͤͤ͟·͚ ͫ ͎͎͒ͪͯͦͦ 
͚͍ͯͫͭͪͦͫͭ͊ύΦ 

no enable password 
[level level] 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͊ͪͦ͡Έ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level] 

ƴŀƳŜΥ όмΦΦнлύ ͙͍͍ͫͣͦͦ͡Τ 
password: (1..64) 
͙͍͍ͫͣͦͦ͡Τ 

encrypted_password: 
όмΦΦспύ ͙͍͍ͫͣͦͦ͡Τ 

level: (1..15) 

˨͍͙ͦ͋͊ͭΈ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͍ ͦ͊͟͡͡ΈͤͯΌ ͋͊ͯ͘ ͒͊ͤͤ·ͻΦ 
- level τ ͯ ͍͔ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡Τ 
- password τ ͨ ͊ͪͦ͡ΈΤ 
- name τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΤ 
- encrypted_password τ ͘ ͊΄͙ͺ͍ͪͦ͊ͤͤ·͚ ͨ͊ͪͦ͡Έ ό͙͔ͤ͊ͨͪͣͪΣ 
ͨ͊ͪͦ͡Έ ͍ ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Σ ͙͍ͫͦͨͪͦ͊ͤͤ͟·͚ ͫ ͎͎͒ͪͯͦͦ 
͚͍ͯͫͭͪͦͫͭ͊ύΦ 

no username name ͙̂͒͊ͭ͡Έ ͨ ͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙͘ ͦ͊͟͡͡Έ͚ͤͦ ͋͊͘· ͒͊ͤͤ·ͻ 

aaa accounting login 
startπstop group {radius | 
tacacs+} 

τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͍ ͔͔͙͔͒ͤ ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύ ͒͡Ύ ͔͙͚ͫͫͫ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 
˾͊ ͔ͪ͘΄͔ͤͦ ͭͦ͡Έͦ͟ ͒͡Ύ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͍ͦ΄͔͒π
΄͙ͻ ͍ ͙͔ͫͫͭͣͯ ͨͦ ͙͔͙ͣͤ ͙ ͨ͊ͪͦ͡ΌΦ ˨͡Ύ ͍ͦ΄͔͒π
΄͙ͻ ͨͦ ͨ͊ͪͦ͡Ό ͔͙ͭͪͣͤ͊͊͡Σ ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͔͊ͨͪ͘π
΅͔ͤͦΦ 

 
ˤ͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͙͍͙͔͊ͭͪͯͭͫ͟Ύ ͙ ͔ͨͪͪ͊͟΅͔͊ͭͫΎΣ ͦ͟π
͎͒͊ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍ͻ͙ͦ͒ͭ ͙ ͦͭ͟͡Ό;͔͊ͭͫΎ ͦͭ ͙ͫπ
͔ͫͭͣ·Σ ;ͭͦ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͤ͊͘;͔͙ͤΎͣ start ͙  stop ͍  
ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ RADIUS ό͔ͨ͊ͪ͊ͣͭͪ·Σ ͫͦπ
͔͒ͪ͗͊΅͙͔ͫΎ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ RADIUS, 
͙͍͔͔ͨͪ͒ͤ·  ͍ͭ ͙͊͋͡ͼ͔ 201). 
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no aaa accounting login 
start-stop 

˭͔͙͊ͨͪͭͭΈ ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύ ͒͡Ύ ͍͍͔͔͒ͤͤ·ͻ ͍ /[L ͦ͟π
ͣ͊ͤ͒Φ 

aaa accounting dot1x 
startπstop group radius 

τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͍ ͔͔͙͔͒ͤ ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύ ͒͡Ύ ͔͙͚ͫͫͫ улнΦмȄΦ 
ˤ͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͙͍͙͔͊ͭͪͯͭͫ͟Ύ ͙ ͔ͨͪͪ͊͟΅͔͊ͭͫΎΣ ͎ͦ͒͊͟ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍ͻ͙ͦ͒ͭ ͙ ͦͭ͟͡Ό;͔͊ͭͫΎ ͦͭ ͙͔ͫͫͭͣ·Σ 
;ͭͦ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͤ͊͘;͔͙ͤΎͣ start ͙ stop ͍ ͫͦͦ͋΅͔π
͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ RADIUS ό͔ͨ͊ͪ͊ͣͭͪ·Σ ͔ͫͦ͒ͪ͗͊΅͙π
͔ͫΎ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ RADIUS, ͙͍͔͔ͨͪ͒ͤ· ͍ 
͙ͭ͊͋͡ͼ͔ 201). 

 
ˤ ͔͙͔ͪ͗ͣ Multiple sessions ͫͦͦ͋΅͔͙ͤΎ start/ stop 
ͨͦͫ·͊͡ΌͭͫΎ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͍ ͔͙͔ͪ͗ͣ 
Multiple hosts τ ͭ ͦ͡Έͦ͟ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͨͪͦ΄͔͒π
΄͔͎ͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό όͫͣΦ ͔ͪ͊͒͘͡ ͨͦ улнΦмͻύΦ 

no aaa accounting dot1x 
start-stop group radius 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip http authentication 
aaa login-authentication 
[loginπauthorization] 
[http  | https] method_list 

method_list: (local, none, 
tacacs, radius) 

˻͔͔͙ͨͪ͒ͭ͡Έ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͨͪ ͔͒ͦͫͭͯͨ ͟ HTTP-
͔͍͔ͫͪͪͯΦ ˽͙ͪ ͍͔ͯͫͭ͊ͤͦ͟ ͙ͫͨͫ͊͟ ͔͍ͣͭͦ͒ͦ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͚ 
͔ͣͭͦ͒ ͔͋ͯ͒ͭ ͙͔ͨͪͣͤΎͭΈͫΎ ͭͦ͡Έͦ͟ ͍ ͭͦͣ ͫͯ͡;͔͊Σ ͎ͦ͒͊͟ ͨͦ ͦͫπ
͍ͤͦͤͦͣͯ ͔ͣͭͦ͒ͯ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͍ͦͪ͊͘΅͔ͤ͊ ͦ΄͙͋͊͟Φ 
- method_list τ ͣ ͔ͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Υ 
local τ ͨ ͦ ͙͔͙ͣͤ ͙͘ ͡ ͦ͊͟͡Έ͚ͤͦ ͋͊͘· ͒͊ͤͤ·ͻΤ 
none τ ͤ ͔ ͙ͫͨͦ͡Έ͔ͯͭͫ͘ΎΤ 
tacacs τ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͍ͫͨͫͦ͟ ͍͔ͫͻ ͔͍͔͍ͫͪͪͦ TACACS+; 
radius τ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͍ͫͨͫͦ͟ ͍͔ͫͻ RADIUS-͔͍͔͍ͫͪͪͦΦ 

no ip http authentication 
aaa login-authentication 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

aaa authentication mode 
{chain | break} 

τ/chain 

͍͙̂ͫͭ͊ͤͦͭΈ ͊ ͎͙ͦͪͭͣ͡ ͦͨͪͦͫ͊ ͔͍ͣͭͦ͒ͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 
- chain τ ͨ ͔ͦͫ͡ ͔ͤͯ͒͊;͚ͤͦ ͨͦͨ·͙ͭ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ ͔ͨͪπ
͍ͦͣͯ ͔ͣͭͦ͒ͯ ͍ ͙͔ͫͨͫ͟ ͔͔ͫ͒ͯͭ͡ ͨͦͨ·ͭ͊͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ 
͔ͫ͒ͯ͡Ό΅͔ͣͯ ͔ͣͭͦ͒ͯ ͍ ͼ͔ͨͦ;͔͟; 
- break τ ͨ ͔ͦͫ͡ ͔ͤͯ͒͊;͚ͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ ͔͍ͨͪͦͣͯ ͔ͣπ
ͭͦ͒ͯ ͨͪͦͼ͔ͫͫ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͙͍͔ͦͫͭ͊ͤ͊͊ͭͫ͡ΎΦ ˢ͔͙ͯͭͤͭͺ͙π
͊͟ͼ͙Ύ ͨͦ ͔ͫ͒ͯ͡Ό΅͔ͣͯ ͔ͣͭͦ͒ͯ ͙͒ͦͨͯͫͭͣ͊ ͭͦ͡Έͦ͟ ͍ ͫͯ͡;͔͊ ͔ͤπ
͍͙ͦͣͦ͗ͤͦͫͭ͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ ͔ͨͪ͒·͒ͯ΅͔ͣͯ ͔ͣͭͦ͒ͯΦ 

aaa accounting com-
mands stop-only group 
tacacs+ 

τ/ͨͦ  ͯͣ ͦ͡;͙͊ͤΌ 
͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͦͣ͊ͤ͒͟ 

͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͍͍͔͔͒ͤͤ·ͻ ͍ /[L ͦͣ͊ͤ͒͟ ͨͦ ͨͪͦͭͦπ
ͦͯ͟͡ Tacacs+. 

no aaa accounting com-
mands stop-only group  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

aaa accounting update 
τ/ͨͦ ͯͣͦ͡;͙͊ͤΌ  
͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙ͦͭͨͪ͊͟ Interim-Update ;͔͔ͪ͘ ͔͎ͪͯ͡Ύͪͤ·͔ ͨͪͦπ
͔͙ͣ͗ͯͭ͟ ͍͔͔͙ͪͣͤΦ 

no aaa accounting up-
date 

ˤ·͟͡Ό;͔͙͔ͤ ͍͙ͦͭͨͪ͊͟ Interim-Update ;͔͔ͪ͘ ͔͎ͪͯ͡Ύͪͤ·͔ 
͔͙ͨͪͦͣ͗ͯͭ͟ ͍͔͔͙ͪͣͤΦ 

aaa accounting update 
periodic minutes minutes: (1..300)/ 

1 ͣ ͙ͤͯͭ͊ 

͙͔̂͊͊ͤ͘͟ ͔ͨͪͦͣ͗ͯͭ͊͟ ͍͔͔͙ͪͣͤΣ ;͔͔ͪ͘ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͨͪͦ͘π
͍͙ͦ͒ͭΈͫΎ ͍ͦͭͨͪ͊͊͟ Interim-update. 

no aaa accounting up-
date periodic 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

aaa authorization com-
mands {default | 
list_name} group  
method_list 

list_name: (1..15) 
͙͍͍ͫͣͦͦ͡Τ method_list: 

(tacacs, local); 
τ/ͨͦ  ͯͣͦ͡;͙͊ͤΌ ͙͍͔͊ͭͤ͟ 

͙ͫͨͫͦ͟ default ͙  
͍͙͊ͭͦͪ͊͘ͼ͙Ύ ͔ͤ 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ 

͍͙̂ͫͭ͊ͤͦͭΈ ͫ ͨͦͫͦ͋ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͍͍͙ͦ͒ͣ·ͻ ͦͣ͊ͤ͒͟Φ 
- default τ ͪ ͔͙͍͒͊ͭͪͦ͊ͭ͟Έ ͙ͫͨͫͦ͟ ͫ ͙͔͔ͣͤͣ defaultΣ ͦͭͦͪ͟·͚ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ ͔ͫͭΈ ͍ ͙͔͔ͫͫͭͣΤ 
- list_name τ ͙ͣΎ ͙ͫͨͫ͊͟ ͔͍ͣͭͦ͒ͦ ͍͙͊ͭͦͪ͊͘ͼ͙͙Σ ͍͔ͫͦ͒͊͊͘π
͎ͣͦͦ ͙  ͔͙͔͎ͪ͒͊ͭͪͯͣͦͦ͟ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Υ 
- tacacs τ ͣ ͔ͭͦ͒Σ ͍ͨͦͦ͘͡ΎΌ΅͙͚ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ TACACS 
͔͍͔͍ͫͪͪͦ ͒͡Ύ ͍͙͊ͭͦͪ͊͘ͼ͙͙Τ 
- local τ ͔ͣͭͦ͒Σ ͙ͨͪ ͦͭͦͪͦͣ͟ ͍͙͊ͭͦͪ͊͘ͼ͙Ύ ͔ͤ ͦͫͯ΅͔͍ͫͭ͡Ύπ
͔ͭͫΎΦ 
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no aaa authorization 
commands {default | 
list_name} 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
- default τ ͫ͋ͪͦͫ ͙ͫͨͫ͊͟ ͫ ͙͔͔ͣͤͣ default ͟ ͤ͊͘;͔͙ͤΌ ͨͦ 
ͯͣͦ͡;͙͊ͤΌΤ 
- list_name τ ͙ͯ͒͊ͭ͡Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͙͚ͫ͟ ͙ͫͨͫͦ͟ ͫ ͙͔͔ͣͤͣ 
list_name. 

˿͙ͨͫͦ͟ ͫ ͙͔͔ͣͤͣ default ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͔ͯ͒͊ͤ͡ ͙͘ 
͙͔ͫͫͭͣ·. 

aaa authorization com-
mands {default | 
list_name} 

list_name: (1..15) 
͙͍͍ͫͣͦͦ͡Τ 
τ/default 

ˢ͟ ͙͍͙͍ͭͪͦ͊ͭΈ ͙ͫͨͫͦ͟ ͔͍ͣͭͦ͒ͦ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͍͍͙ͦ͒ͣ·ͻ ͦ͟π
ͣ͊ͤ͒Φ 
- default τ ͫ ͔͒͊ͭ͡Έ ͙͍͊ͭͤ͟·ͣ ͙ͫͨͫͦ͟ ͫ ͙͔͔ͣͤͣ default; 
- list_name τ ͫ ͔͒͊ͭ͡Έ ͙͍͊ͭͤ͟·ͣ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͚ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Έ͙͚ͫ͟ ͙ͫͨͫͦ͟Φ 

no aaa authorization 
commands 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

 

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͙͔ͤͭ͟͡ ͨͦͯ͡;͙͡ ͒ͦͫͭͯͨ ͟ ͚͍ͯͫͭͪͦͫͭͯΣ ͔͒͊͗ ͔͙ͫ͡ ͍͔ͫ ͔ͣͭͦ͒· ͔͙͊ͯͭͤͭπ
ͺ͙͊͟ͼ͙͙ ͍͔͙ͪͤͯ͡ ͦ΄͙͋ͯ͟Σ ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͤ͊͘;͔͙͔ͤ ͔͔͎ͨͦͫ͒ͤͦ͡ ͔ͣͭͦ͒͊ ͍ ͔ͦͣ͊ͤ͒͟ τ 
none. 

͙́͊͋͡ͼ͊ 201 τ s ͙ͭͪ͋ͯͭ· ͫͦͦ͋΅͔͙͚ͤ ͍ ͔͔͙͒ͤΎ ͯ;͔ͭ͊ ͨͪͦͭͦͦ͊͟͡ w!5L¦{ ͒͡Ύ ͔͙͚ͫͫͫ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

ˢ͙ͭͪ͋ͯͭ 

˹͙͊͡;͙͔ 
͙͊ͭͪ͋ͯͭ͊ ͍ 
ͫͦͦ͋΅͔͙͙ͤ 

Start 

˹͙͊͡;͙͔ 
͙͊ͭͪ͋ͯͭ͊ ͍ 
ͫͦͦ͋΅͔͙͙ͤ 

Stop 

˻͙͙͔ͨͫ͊ͤ 

User-Name (1) ˩ͫͭΈ ˩ͫͭΈ ˮ͔͙͒ͤͭͺ͙͊͟ͼ͙Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

NAS-IP-Address (4) ˩ͫͭΈ ˩ͫͭΈ 
IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͦͭͦͪ͟·͚ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ 
͔͙͚ͫͫͫ ͫ wADIUS-͔͍͔ͫͪͪͦͣΦ 

Class (25) ˩ͫͭΈ ˩ͫͭΈ 
˽͙͍ͪͦͦ͘͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤΣ ͍͟͡Ό;͔͔ͤͤͦ ͍ͦ ͍͔ͫ ͫͦͦ͋π
΅͔͙ͤΎ ͯ;͔ͭ͊ ͔͙͚ͫͫͫΦ 

Called-Station-ID (30) ˩ͫͭΈ ˩ͫͭΈ 
MAC-͔͊͒ͪͫ ͨͦͪͭ͊ NASΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ ͔͙͚ͫͫͫ ͫ 
RADIUS-͔͍͔ͫͪͪͦͣΦ 

Calling-Station-ID (31) ˩ͫͭΈ ˩ͫͭΈ MAC-͔͊͒ͪͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

Framed-IP-Address (8) ˩ͫͭΈ ˩ͫͭΈ IP-͔͊͒ͪͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

Acct-Session-ID (44) ˩ͫͭΈ ˩ͫͭΈ ͙̂ͤ͊͟͡Έͤ·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͯ;͔ͭ͊Φ 

Acct-Authentic (45) ˩ͫͭΈ ˩ͫͭΈ 
̂͊͘͟·͍͔͊ͭ ͔ͣͭͦ͒Σ ͨͦ ͦͭͦͪͦͣͯ͟ ͙͔ͤͭ͟͡ ͔͒ͦ͗ͤ͡ ͋·ͭΈ 
͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤΦ 

Acct-Session-Time (46) ˹͔ͭ ˩ͫͭΈ 
˽ͦ͊͘͟·͍͔͊ͭΣ ͊͟͟ ͎͒ͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͋·͡ ͨͦ͒͟͡Όπ
;͔ͤ ͟ ͙͔͔ͫͫͭͣΦ 

Acct-Terminate-Cause 
(49) 

˹͔ͭ ˩ͫͭΈ ˽͙ͪ;͙ͤ͊ ͊ͪ͘͟·͙ͭΎ ͔͙͙ͫͫͫΦ 

͙́͊͋͡ͼ͊ 202 τ s ͙ͭͪ͋ͯͭ· ͫͦͦ͋΅͔͙͚ͤ ͍͔͔͙͒ͤΎ ͯ;͔ͭ͊ ͨͪͦͭͦͦ͊͟͡ w!5L¦{ ͒͡Ύ ͔͙͚ͫͫͫ улнΦмͻ 

ˢ͙ͭͪ͋ͯͭ 

˹͙͊͡;͙͔ 
͙͊ͭͪ͋ͯͭ͊ ͍ 
ͫͦͦ͋΅͔͙͙ͤ 

Start 

˹͙͊͡;͙͔ 
͙͊ͭͪ͋ͯͭ͊ ͍ 
ͫͦͦ͋΅͔͙͙ͤ 

Stop 

˻͙͙͔ͨͫ͊ͤ 

User-Name (1) ˩ͫͭΈ ˩ͫͭΈ ˮ͔͙͒ͤͭͺ͙͊͟ͼ͙Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

NAS-IP-Address (4) ˩ͫͭΈ ˩ͫͭΈ 
IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͦͭͦͪ͟·͚ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ 
͔͙͚ͫͫͫ ͫ wADIUS-͔͍͔ͫͪͪͦͣΦ 

NAS-Port (5) ˩ͫͭΈ ˩ͫͭΈ 
˽ͦͪͭ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͤ͊ ͦͭͦͪͦͣ͟ ͨͦ͒͟͡Ό;͙ͫ͡Ύ ͨͦ͡Έπ
͍͔ͦ͊ͭ͘͡Έ. 

Class (25) ˩ͫͭΈ ˩ͫͭΈ 
˽͙͍ͪͦͦ͘͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤΣ ͍͟͡Ό;͔͔ͤͤͦ ͍ͦ ͍͔ͫ ͫͦͦ͋π
΅͔͙ͤΎ ͯ;͔ͭ͊ ͔͙͚ͫͫͫΦ 
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Called-Station-ID (30) ˩ͫͭΈ ˩ͫͭΈ IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

Calling-Station-ID (31) ˩ͫͭΈ ˩ͫͭΈ IP-͔͊͒ͪͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

Acct-Session-ID (44) ˩ͫͭΈ ˩ͫͭΈ ͙̂ͤ͊͟͡Έͤ·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͯ;͔ͭ͊Φ 

Acct-Authentic (45) ˩ͫͭΈ ˩ͫͭΈ 
̂͊͘͟·͍͔͊ͭ ͔ͣͭͦ͒Σ ͨͦ ͦͭͦͪͦͣͯ͟ ͙͔ͤͭ͟͡ ͔͒ͦ͗ͤ͡ ͋·ͭΈ 
͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤΦ 

Acct-Session-Time (46) ˹͔ͭ ˩ͫͭΈ 
˽ͦ͊͘͟·͍͔͊ͭΣ ͊͟͟ ͎͒ͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͋·͡ ͨͦ͒͟͡Όπ
;͔ͤ ͟ ͙͔͔ͫͫͭͣΦ 

Acct-Terminate-Cause 
(49) 

˹͔ͭ ˩ͫͭΈ ˽͙ͪ;͙ͤ͊ ͊ͪ͘͟·͙ͭΎ ͔͙͙ͫͫͫΦ 

Nas-Port-Type (61) ˩ͫͭΈ ˩ͫͭΈ ˽ͦ͊͘͟·͍͔͊ͭ ͙ͭͨ ͨͦͪͭ͊ ͙͔ͤͭ͊͟͡Φ 

Eltex-Data-Filter ˹͔ͭ ˩ͫͭΈ ˿͙ͨͫͦ͟ ͍͙ͨͪ͊͡Σ ͔ͫͦ͒ͪ͗͊΅͙͚ ͍ ͔͔ͫ͋ ͟͡Ό;͔͍·͔ 
͍ͫͦ͊͡ ACL ό͙ͭ͊͋͡ͼ͊ 203). 

Eltex-Data-Filter-Name ˹͔ͭ ˩ͫͭΈ ˮͣΎ ACLΦ ˩͙ͫ͡ ͔ͤ ͊͒͊ͤͦ͘Σ ͭͦ ͙͔͔ͣͭ ͤ͊͘;͔͙͔ͤ 
ζRADIUS_ACLη. 

͙́͊͋͡ͼ͊ 203 τ ˴ ͡Ό;͔͍·͔ ͍ͫͦ͊͡ ACL 

˴͡Ό;͔͍͔ͦ ͍ͫͦͦ͡ ˻͙͙͔ͨͫ͊ͤ 

prot 

͙́ͨ ͙͙͡ id ͨ ͪͦͭͦͦ͊͟͡Φ 
˨͙ͦͨͯͫͭͣ·͔ ͤ͊͘;͔͙ͤΎΥ 
- ͒͡Ύ IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6, 
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip, 
pim, l2tp, isis; 
- ͒ ͡Ύ IPV6: icmpv6, tcpv6, udpv6. 

mac_src ˸ˢ-˿͊͒ ͔ͪͫ ͙ ͫͭͦ;͙ͤ͊͟. 

mac_dst ˸ˢ-˿͔͊͒ͪͫ ͤ ͊ͤ͊͘;͔͙ͤΎ. 

ip_src IP-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟. 

ip_dst IP-͔͊͒ͪͫ ͤ ͊ͤ͊͘;͔͙ͤΎ. 

ipv6_src IPv6-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟. 

ipv6_dst IPv6-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ. 

dscp ˭ͤ͊;͔͙͔ͤ DCSP-ͨͦ͡Ύ όлΦΦсоύ. 

ip_precedence ˽͙͙͔ͪͦͪͭͭ IP-ͭͪ͊ͺ͙͊͟ όлΦΦтύ. 

tcp_flags TCP-ͺ͎͊͡. 

vlan ˽ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ VLAN. 

icmp_type ͙́ͨ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ ICMPΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ 
ICMP-͔͍ͨ͊ͭͦ͟ όлΦΦнррύ. 

icmp_code ˴ͦ͒ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ ICMPΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ 
ICMP-͔͍ͨ͊ͭͦ͟ όлΦΦнррύ. 

igmp_type ͙́ͨ ͨͪͦͭͦͦ͊͟͡ IGMP. 

udp_port_src UDP-ͨͦͪͭ ͙ͫͭͦ;͙ͤ͊͟Φ 

udp_port_dst UDP-ͨͦͪͭ ͤ͊ͤ͊͘;͔͙ͤΎΦ 

tcp_port_src TCP-ͨͦͪͭ ͙ͫͭͦ;͙ͤ͊͟Φ 

tcp_port_dst ́˿˾-ͨͦͪͭ ͤ͊ͤ͊͘;͔͙ͤΎΦ 

udp_src_start ˹͊;͊͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤ UDP-ͨͦͪͭ͊ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ UDP-͍ͨͦͪͭͦ ͙ͫͭͦ;͙ͤ͊͟Φ 

udp_src_end ˴͔ͦͤ;͔ͤͦ ͤ͊͘;͔͙͔ͤ UDP-ͨͦͪͭ͊ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ UDP-͍ͨͦͪͭͦ ͙ͫͭͦ;͙ͤ͊͟Φ 

udp_dst_start ˹͊;͊͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤ UDP-ͨͦͪͭ͊ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ UDP-͍ͨͦͪͭͦ ͤ͊ͤ͊͘;͔π
͙ͤΎΦ 

udp_dst_end ˴͔ͦͤ;͔ͤͦ ͤ͊͘;͔͙͔ͤ UDP-ͨͦͪͭ͊ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ UDP-͍ͨͦͪͭͦ ͤ͊ͤ͊͘;͔͙ͤΎΦ 
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tcp_src_start ˹͊;͊͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤ ́˿P-ͨͦͪͭ͊ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ TCP-͍ͨͦͪͭͦ ͙ͫͭͦ;͙ͤ͊͟Φ 

tcp_src_end ˴͔ͦͤ;͔ͤͦ ͤ͊͘;͔͙͔ͤ ́˿P-ͨͦͪͭ͊ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ TCP-͍ͨͦͪͭͦ ͙ͫͭͦ;͙ͤ͊͟Φ 

tcp_dst_start ˹͊;͊͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤ ́˿P-ͨͦͪͭ͊ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ TCP-͍ͨͦͪͭͦ ͤ͊ͤ͊͘;͔͙ͤΎΦ 

tcp_dst_end ˴͔ͦͤ;͔ͤͦ ͤ͊͘;͔͙͔ͤ ́˿P-ͨͦͪͭ͊ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ TCP-͍ͨͦͪͭͦ ͤ͊ͤ͊͘;͔͙ͤΎΦ 

Eltex-Data-CƛƭǘŜǊ ͙ 9ƭǘŜȄ-Data-Filter-Name τ ͦͫͦ͋·͔ ±ŜƴŘƻǊ-{ǇŜŎƛŦƛŎ ͙͊ͭͪ͋ͯͭ·Σ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ·͔ 
͒͡Ύ ͙͙͒ͤ͊ͣ;͔͎ͫͦͦ͟ ͍͔͙͒ͦ͋͊ͤ͡Ύ ͙͍ͫͨͫͦ͟ !/[ ͤ͊ ͨͦͪͭ ;͔͔ͪ͘ ͫͦͦ͋΅͔͙ͤΎ ͦͭ w!5L¦{-͔͍͔ͫͪͪ͊Φ  ˨͡Ύ 
͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͎͒͊ͤͤͦͦ ͺͯͤ͟ͼ͙ͦͤ͊͊͡ ͤ͊ w!5L¦{-͔͍͔͔ͫͪͪ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍ ͍ͫͦ͊ͪ͡Έ ͙͍͊ͭͪ͋ͯͭͦ ͍͙͒ͦ͋͊ͭΈ 
͙͊ͭͪ͋ͯͭ· ун (Eltex-Data-CƛƭǘŜǊύ ͙ уо (Eltex-Data-Filter-bŀƳŜύ ͒͡Ύ ͍͔ͤ͒ͦͪ͊ орнср (Eltex). 

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ Vendor-Specific ͙͍͊ͭͪ͋ͯͭͦ Eltex-Data-Filter Eltex-Data-Filter-Name ͒͡Ύ 
Freeradius. 

 ʕͅ ͚͊͡ /path/to/freeradius/dictionary ͒ ͍͙ͦ͋͊ͭΈ: 

VENDOR  Eltex   35265  

BEGIN- VENDOR Eltex  

ATTRIBUTE       Eltex - Data - Filter       82      string  

ATTRIBUTE       Eltex - Data - Filter - Name  83      string  

END- VENDOR      Eltex  

 
  

̅ͦͪͣ͊ͭ ͙͙͊ͨͫ͘ LtǾп !/[Σ LtǾс !/[ ͺ͙͔ͦͪͣͪͯͭͫΎ ͔ͫ͒ͯ͡Ό΅͙ͣ ͦ͋ͪ͊ͦͣ͘Υ ͔͍ͨͪ·͔ ;͔ͭ·͔ͪ 
͍ͫͦ͊͡ ͒ͦ͗ͤ͡· ͋·ͭΈ ͙͊ͨͫ͊ͤ͘· ;͔͔ͪ͘ ͔ͨͪͦ͋͡ ͍ ͎ͫͭͪͦͦͣ ͨͦͪΎ͔͒͟Υ ŀŎƭψǘȅǇŜΣ ŀŎǘƛƻƴ 
όǇŜǊƳƛǘ ͙͙͡ ŘŜƴȅύΣ ƛǇψǇǊŜŎŜŘŜƴŎŜΣ ǇǊƻǘΦ ˽͔ͦͫ͡ ͙͙͊ͨͫ͘ ͦ͋Ύ͔͊ͭ͘͡Έͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
ͦͫͭ͊͡Έͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ· ͙͊ͨͫ͘·͍͊ΌͭͫΎ ͍ ͙͍ͨͪͦͦ͘͡Έͤͦͣ ͨͦͪΎ͔͒͟Φ 
 

 

̅ͦͪͣ͊ͭ ͙͙͊ͨͫ͘ a!/ !/[ ͺ͙͔ͦͪͣͪͯͭͫΎ ͔ͫ͒ͯ͡Ό΅͙ͣ ͦ͋ͪ͊ͦͣ͘Υ ͔͍ͨͪ·͔ ͙ͭͪ ͍ͫͦ͊͡ 
͒ͦ͗ͤ͡· ͋·ͭΈ ͙͊ͨͫ͊ͤ͘· ;͔͔ͪ͘ ͔ͨͪͦ͋͡ ͍ ͎ͫͭͪͦͦͣ ͨͦͪΎ͔͒͟Υ ŀŎƭψǘȅǇŜΣ ŀŎǘƛƻƴ όǇŜǊƳƛǘ ͙͙͡ 
ŘŜƴȅύΣ ƛǇψǇǊŜŎŜŘŜƴŎŜΦ ˽͔ͦͫ͡ ͙͙͊ͨͫ͘ ͦ͋Ύ͔͊ͭ͘͡Έͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͦͫͭ͊͡Έͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ· 
͙͊ͨͫ͘·͍͊ΌͭͫΎ ͍ ͙͍ͨͪͦͦ͘͡Έͤͦͣ ͨͦͪΎ͔͒͟Φ 
 

 

˸͊ͫ͊͟ ͒͡Ύ Lt-͔͊͒ͪͫ͊ ͙͊ͨͫ͘·͍͔͊ͭͫΎ ;͔͔ͪ͘ ζκη ͔͋͘ ͔͍ͨͪͦ͋ͦ͡Φ 
 
 

 

˽ͪͦͭͦͦ͟͡ ͣͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ ͊͟͟ ͍ ;͙͍ͫͦͦͣ͡ ͍͙͔͒Σ ͭ͊͟ ͙ ͚ͫͭͪͦͦ͟Φ 

˽͙͔ͪͣͪ: 

user3 Cleartext - Password := "hello"  

        Eltex - Data - Filter = "ip permit 1 prot=tcp ip_src=10.0.0.3/0.0.0.255 

ip_dst=10.0.0.0/255.0.0.0 tcp_port_src=80 tcp_port_dst=443",  

        Eltex - Data - Filter - Name = "Filter - MIX1"  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡Υ 

console ( config - line )#  



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               229                   

͙́͊͋͡ͼ͊ 204 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͡Έͤ·ͻ ͔͙͚ͫͫͫ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

login authentication {de-
fault |  list_name} 

list_name: (1..12) 
͙͍͍ͫͣͦͦ͡ 

˭͊͒͊ͭΈ ͣ ͔ͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͨͪ ͍ͻ͔ͦ͒ ͒͡Ύ ͙ͦͤͫͦ͟͡Σ telnet, 
ssh. 
- default τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ ζͨͦ ͯͣͦ͡;͙͊ͤΌηΣ 
ͫͦ͒͊ͤͤ͘·͚ ͚ͦͣ͊ͤ͒ͦ͟ aaa authentication login default. 
- list_name τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟Σ ͫͦ͒͊ͤͤ͘·͚ ͚ͦͣ͊ͤ͒ͦ͟ aaa 
authentication login list_name. 

no login authentication ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

enable authentication {de-
fault |  list_name} 

list_name: (1..12) 
͙͍͍ͫͣͦͦ͡ 

˭͊͒͊ͭΈ ͣ ͔ͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ͨͪ ͍ͨͦ·΄͔͙͙ͤ 
͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡ ͒͡Ύ ͙ͦͤͫͦ͟͡Σ telnet, ssh.  
- default τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ ζͨͦ ͯͣͦ͡;͙͊ͤΌηΣ 
ͫͦ͒͊ͤͤ͘·͚ ͚ͦͣ͊ͤ͒ͦ͟ aaa authentication login default. 
- list_name τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟Σ ͫͦ͒͊ͤͤ͘·͚ ͚ͦͣ͊ͤ͒ͦ͟ aaa 
authentication login list_name. 

no enable authentication ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

commands authorization 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟ ͡Ό;͙ͭΈ ͍͙͊ͭͦͪ͊͘ͼ͙Ό ͦͣ͊ͤ͒͟ ͒͡Ύ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

no commands authoriza-
tion 

˻ͭ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͪ͊͘ͼ͙Ό ͦͣ͊ͤ͒͟ ͒͡Ύ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

password password [en-
crypted] 

password: (0..159) 
͙͍͍ͫͣͦͦ͡ 

˭͊͒͊ͭΈ ͨ ͊ͪͦ͡Έ ͒͡Ύ ͔͙ͭͪͣͤ͊͊͡Φ 
- encrypted τ ͘ ͊͒͊ͭΈ ͊͘΄͙ͺ͍ͪͦ͊ͤͤ·͚ ͨ͊ͪͦ͡Έ ό͙͔ͤ͊ͨͪͣͪΣ 
ͨ͊ͪͦ͡Έ ͍ ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Σ ͙͍ͫͦͨͪͦ͊ͤͤ͟·͚ ͫ ͎͎͒ͪͯͦͦ 
͚͍ͯͫͭͪͦͫͭ͊ύΦ 

no password ͙̂͒͊ͭ͡Έ ͨ ͊ͪͦ͡Έ ͒͡Ύ ͔͙ͭͪͣͤ͊͊͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 205 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show authentication meth-
ods 

τ 
˽ͦ͊͊ͭ͘͟Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͔ͣͭͦ͒͊ͻ ͤ͊ 
͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

show authorization 
methods 

τ 
˽ͦ͊͊ͭ͘͟Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͫͦ͒͊ͤͤ͘·ͻ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͣͭͦ͒͊ͻ 
͍͙͊ͭͦͪ͊͘ͼ͙͙ ͦͣ͊ͤ͒͟Φ ̂͊͘͟·͍͔͊ͭ ͤ͊ ͙͍͊ͭͤ͟·͚ ͔ͣͭͦ͒Φ 

show users accounts 
τ 

˽ͦ͊͊ͭ͘͟Έ ͦ͊͟͡͡ΈͤͯΌ ͋͊ͯ͘ ͒͊ͤͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ ͙ͻ 
͙͍͙͔͎͙͚ͨͪ͡Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͎͒͊ͤͤͦͦ ͔ͪ͊͒͊͘͡ ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 
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͙́͊͋͡ͼ͊ 206 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show accounting 
τ 

˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͤ͊ͫͭͪͦͤͤ·ͻ ͔ͣͭͦ͒͊ͻ ͍͔͔͙͒ͤΎ 
ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύΦ 

5.21.2 ˽ͪͦͭͦͦ͟͡ w!5L¦{  

˽ͪͦͭͦͦ͟͡ w!5L¦{ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊Φ ˿͔͍͔ͪͪ w!5L¦{ 
͙ͫͨͦ͡Έ͔ͯͭ͘ ͋͊ͯ͘ ͒͊ͤͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͦͭͦͪ͊͟Ύ ͔͙ͫͦ͒ͪ͗ͭ ͒͊ͤͤ·͔ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͎͊͗͒ͦͦ͟ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ RADIUS ͦ ͔͔͋ͫͨ;͙͍͔͊ͭ ͙͔͒ͦͨͦͤͭ͡͡ΈͤͯΌ ͊͘΅͙ͭͯ 
͙ͨͪ ͔͒ͦͫͭͯͨ ͟ ͔ͪͫͯͪͫ͊ͣ ͔͙ͫͭΣ ͊ ͔ͭ͊͗͟ ͙ͨͪ ͔͒ͦͫͭͯͨ ͟ ͫ͊ͣͦͣͯ ͦͣͣͯͭ͊ͭͦͪͯ͟Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 207 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

radius-server host {ipǾпπŀŘπ
dress |  ipv6-address |  host-
name} [authπport 
auth_port] [acctπport 
acct_port] [timeout 
timeout] [retransmit re-
tries] [deadtime time] [key 
secret_key] [priority prior-
ity] [usage type] [track-id 
track_id] 

hostname: (1..158) 
͙͍͍ͫͣͦͦ͡Τ 
auth_port: 

(0..65535)/1812; 
acct_port: 

(0..65535)/1813; 
ǘƛƳŜƻǳǘΥ όмΦΦолύ ͫ; 

retries: (1..15); 
ǘƛƳŜ όлΦΦнлллύ ͙ͣͤΤ 
secret_key: (0..128) 
͙͍͍ͫͣͦͦ͡Τ 

priority: (0..65535)/0; 
type: (login, dot1x, 

igmp-auth, coa, dot1x-
eapol, dot1x-mac, 

all)/all 
track_id: (1..8) 

˨͍͙ͦ͋͊ͭΈ ͯ ͊͊ͤͤ͘͟·͚ ͔͍͔ͫͪͪ ͍ ͙ͫͨͫͦ͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ w!5L¦{-
͔͍͔͍ͫͪͪͦΦ 
- ip_address τ IPǾп ͙͙͡ IPv6-͔͊͒ͪͫ w!5L¦{-͔͍͔ͫͪͪ͊Τ 
- hostname τ ͫ ͔͔͍͔ͭͦ ͙ͣΎ w!5L¦{-͔͍͔ͫͪͪ͊Τ 
- auth_port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ 
͒͊ͤͤ·ͻΤ 
- acct_port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͯ;͔ͭ͊Τ 
- timeout τ ͙ ͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊Τ 
- retries τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͙ͨͦͫ͊͟ RADIUS-͔͍͔ͫͪͪ͊Τ 
- time τ ͍ ͔ͪͣΎ ͍ ͙ͣͤͯͭ͊ͻΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͔ͤ͒ͦͫͭͯͨͤ·͔ 
͔͍͔ͫͪͪ͊ ͔ͤ ͋ͯ͒ͯͭ ͦͨͪ͊΄͙͍͊ͭΈͫΎ w!5L¦{-͙͔ͤͭͦͣ͟͡ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Τ 
- secret_key τ ͟ ͡Ό; ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͍͔͎ͫͦ 
͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ w!5L¦{Τ 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ w!5L¦{-͔͍͔ͫͪͪ͊ ό;͔ͣ 
͙͔ͤ͗ ͤ͊͘;͔͙͔ͤΣ ͔ͭͣ ͙͙͔͔͔ͨͪͦͪͭͭͤ ͔͍͔ͫͪͪύΤ 
- type τ ͭ ͙ͨ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ w!5L¦{-͔͍͔ͫͪͪ͊; 
- track_id τ ͤ ͔ͦͣͪ ͔ͦͨͪ͊ͼ͙͙ ͙͙͎ͣͦͤͭͦͪͤ͊ RADIUS-͔͍͔ͫͪͪ͊; 
- encrypted τ ͘ ͊͒͊ͭΈ ͟͡Ό; ͍  ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒. 
ˤ ͫͯ͡;͔͊ ͍͙ͦͭͫͯͭͫͭΎ ͍ ͔ͦͣ͊ͤ͒͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ timeout, retries, 
time, secret_key ͒ ͡Ύ ͎͒͊ͤͤͦͦ w!5L¦{-͔͍͔ͫͪͪ͊ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ 
ͤ͊͘;͔͙ͤΎ ͔ͤ͊ͫͭͪͦͤͤ·͔ ͫ ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟ ͯ͊͊ͤͤ͘͟·ͻ ͤ ͙͔͗Φ 

encrypted radius-server 
host {ipv4πaddress |  ipv6-
address |  hostname} 
[authπport auth_port] 
[acctπport acct_port] 
[timeout timeout] [retrans-
mit retries] [deadtime time] 
[key secret_key] [priority 
priority] [usage type] 

no radius-server host 
{ipv4πaddress |  ipv6-address 
|  hostname} 

͙̂͒͊ͭ͡Έ ͯ ͊͊ͤͤ͘͟·͚ ͔͍ͫͪ ͔ͪ ͙͘ ͙ͫͨͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ w!5L¦{-
͔͍͔͍ͫͪͪͦΦ 

radius-server attributes 
framed-ip-address include-
in-access-req 

τ/͍·͟͡Ό;͔ͤͦ 

˨͍͙ͦ͋͊ͭΈ ͊ ͙ͭͪ͋ͯͭ framed-ip-address (˻ͨͼ͙Ύ Ѕ8) ͍  access-
request ͨ ͔͊ͭ͟·. 

˭ͤ͊;͔͙͔ͤ ͙͊ͭͪ͋ͯͭ͊ ͊ͨͦͤ͘͡Ύ͔ͭͫΎ ͤ͊ ͍͔ͦͫͤͦ ͙ͭ͊͋͡ͼ 
dhcp snooping ͙ ͙͡ arpΦ ˽͙ͦͫ͟ ͙͔͒ͭ ͍ ͙ͭ͊͋͡ͼ͔ dhcp-
snoopingΣ ͊ ͔͊ͭͣ͘Σ ͔͙ͫ͡ ͙͊ͨͫ͘Έ ͔ͤ ͋·͊͡ ͚͔ͤ͊͒ͤ͊Σ ͍ 
͙ͭ͊͋͡ͼ͔ arp. 

no radius-server attributes 
framed-ip-address include-
in-access-req 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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radius-server attributes 
nas-id include-in-access-req 
[format word] 

word: (3..32)/%h 

˨͍͙ͦ͋͊ͭΈ ͊ ͙ͭͪ͋ͯͭ NAS-Id (ͦ ͨͼ͙Ύ Ѕонύ  ͍Access-Request ͨ ͔͊ͭ͟·. 
˿͙͍ͣͦ͡· Ϧ҈ƘϦΣ ͍͔ͫͭͪ;͊Ό΅͙͔ͫΎ ͍ ͺ͚ͦͪͣ͊ͭͤͦ ͔ͫͭͪͦ͟Σ 
͔͊ͣͤ͘ΎΌͭͫΎ ͤ͊ ͔ͭͯ͟΅͔͔ ͙ͣΎ ͻͦͫͭ͊ όƘƻǎǘƴŀƳŜύΦ 

no radius-server attributes 
nas-id include-in-access-req 
[format]  

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

[encrypted] radius-server 
key [key] 

key: (0..128) 
͙͍͍ͫͣͦͦ͡κͨͦ 

ͯͣͦ͡;͙͊ͤΌ ͟͡Ό; τ 
ͨͯͫͭ͊Ύ ͫͭͪͦ͊͟ 

͍͙̂ͫͭ͊ͤͦͭΈ ͟͡Ό;Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͒͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͍͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ w!5L¦{ 
͔ͣ͗͒ͯ ͚͍ͯͫͭͪͦͫͭͦͣ ͙ ͔͙͔ͦͪͯ͗ͤͣ͟ w!5L¦{Φ 
- encrypted τ ͘ ͊͒͊ͭΈ ͟͡Ό; ͍  ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͒.͔ 

no radius-server key  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

radius-server timeout 
timeout ǘƛƳŜƻǳǘΥ όмΦΦолύκо ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊Σ 
͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

no radius-server timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

radius-server retransmit re-
tries 

retries: (1..15)/3 

˻͔͔͙ͨͪ͒ͭ͡Έ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͨ ͙ͦͫ͊͟ w!5L¦{-͔͍͔ͫͪͪ͊ ͙͘ 
͙ͫͨͫ͊͟ ͔͍͔͍ͫͪͪͦΣ ͙ͫͨͦ͡Έ͔͔ͯͣͦ͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ. ˽ ͙ͪ ͔ͦͭ͊͘͟ 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͦͫ͟ ͔ͫ͒ͯ͡Ό΅͔͎ͦ ͨͦ ͙͙͔ͨͪͦͪͭͭͯ ͔͍͔ͫͪͪ͊ ͙͘ 
͙ͫͨͫ͊͟Φ 

no radius-server retransmit ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

radius-server deadtime 
deadtime 

deadtime: (0..2000)/0 
͙ͣͤ 

˻ͨ ͙͙͙͍ͭͣͪͦ͊ͭ͘Έ ͍͔ͪͣΎ ͦͨͪͦͫ͊ w!5L¦{-͔͍͔͍ͫͪͪͦΣ ͎ͦ͒͊͟ 
͔ͤͦͭͦͪ͟·͔ ͔͍͔ͫͪͪ͊ ͤ ͔͒ͦͫͭͯͨͤ·Φ ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔ͪͣΎ ͍ 
͙ͣͤͯͭ͊ͻΣ ͙ͫͨͦ͡Έ͔͔ͯͣͦ͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ 
͔ͤ͒ͦͫͭͯͨͤ·͔ ͔͍͔ͫͪͪ͊ ͔ͤ ͋ͯ͒ͯͭ ͦͨͪ͊΄͙͍͊ͭΈͫΎ w!5L¦{-
͙͔ͤͭͦͣ͟͡ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no radius-server deadtime  ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

radius-server host 
sourceπinterface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port | 
port-channel group |  loop-
back loopback_id |  vlan 
vlan id} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
ƭƻƻǇōŀŎƪψƛŘΥ όмΧспύ; 

group: (1..48) 

˭͊͒͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Σ IP-͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ 
͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ w!5L¦{Φ 

no radius-server host 
sourceπinterface  

͙̂͒͊ͭ͡Έ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Φ 

radius-server host 
sourceπinterface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port | 
port-channel group |  loop-
back loopback_id |  vlan 
vlan id} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
ƭƻƻǇōŀŎƪψƛŘΥ όмΧспύ; 

group: (1..48) 

˭͊͒͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Σ IPv6-͔͊͒ͪͫ ͟ ͎ͦͭͦͪͦͦ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ 
͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ w!5L¦{. 

no radius-server host 
sourceπinterface-ipv6 

͙̂͒͊ͭ͡Έ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Φ 

radius-server track track_id 
[interval interval] [max-re-
tries retries] [timeout 
timeout] [username 
username] [password pass-
word] 

track_id: (1..8); 
interval: (1..300)/5 ͫ ; 

retries: (1..10)/3; 
timeout: (1..300)/60 ͫ; 

username: (1..128) 
͙͍͍ͫͣͦͦ͡/radius-

tracker; 
password: (1..128) 
͙͍͍ͫͣͦͦ͡/τ 

˿ͦ͒͊ͭ͘Έ ͔ͦͨͪ͊ͼ͙Ό ͔͙͙ͨͪͦ͒;͔͚ͫͦ͟ ͍͔͙ͨͪͦͪ͟ ͙͒ͦͫͭͯͨͤͦͫͭ 
RADIUS-͔͍͔ͫͪͪ͊Φ 
- track_id τ ͤ ͔ͦͣͪ ͦ ͔ͨͪ͊ͼ͙͙; 
- interval τ ͙ ͔͍ͤͭͪ͊͡ ͍͙ͦͭͨͪ͊͟ ͫͦͦ͋΅͔͙͚ͤ; 
- retries τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͍͔͙ͨͪͦͪ͟ ͙͒ͦͫͭͯͨͤͦͫͭ RADIUS-
͔͍͔ͫͪͪ͊; 
- timeout τ ͙ ͔͍ͤͭͪ͊͡Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͔ͤ͒ͦͫͭͯͨͤ·͔ 
͔͍͔ͫͪͪ͊ ͔ͤ ͋ͯ͒ͯͭ ͦͨͪ͊΄͙͍͊ͭΈͫΎ RADIUS-͙͔ͤͭͦͣ͟͡ 
ͦͣͣͯͭ͊ͭͦͪ͊͟; 
- username τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͙ͫͨͦ͡Έͯ͘Ό΅͔͔ͫΎ ͍ 
͔͙͙ͨͪͦ͒;͔͙ͫ͟ͻ ͫͦͦ͋΅͔͙ͤΎͻΦ 

 ˽ ͍͔ͪͦͪ͊͟ ͙͒ͦͫͭͯͨͤͦͫͭ RADIUS-͔͍͔ͫͪͪ͊ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
͔͍ͨͦͫͪ͒ͫͭͦͣ ͍͙ͦͭͨͪ͊͟ Access-Request. ˽ ͦͯ͡;͔͙͔ͤ 
͍͔͎ͦͭͭͤͦͦ Access-Accept ͙ ͙͡ Access-Reject 
ͪ͊ͫͼ͔͙͍͔ͤ͊ͭͫΎ ͟ ͊͟ ͒ ͦͫͭͯͨͤͦͫͭΈ ͫ ͔͍͔ͪͪ͊. ˨ ͡Ύ RADIUS-
͔͍͔ͫͪͪ͊ ͔ͤͦ͋ͻ͙ͦ͒ͣ͊ ͚ͤ͊ͫͭͪͦ͊͟ deadtime. 
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no radius-server track 
track_id 

 

radius server accounting-
port port 

port: (1-65535) 

͍͙̂ͫͭ͊ͤͦͭΈ ͨͦͪͭ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͯ ;͖ͭͤ·ͻ ͙͔͚͊ͨͫ͘ ͤ͊ RADIUS-
͔͍͔͔ͫͪͪ. 

no radius server account-
ing-port 

˻͔͙ͭͣͤͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ¦5t-ͨͦͪͭ͊ ͒͡Ύ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͯ ;͖ͭͤ·ͻ 
͙͔͚͊ͨͫ͘Φ 

radius server authentica-
tion-port port 

port: (1-65535) 

͍͙̂ͫͭ͊ͤͦͭΈ ¦5t-ͨͦͪͭ ͒͡Ύ ͍͙ͦͭͨͪ͊͟ ͍͊ͨͪͦͫͦ͘ ͤ͊ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό ͯ;͖ͭͤ·ͻ ͙͔͚͊ͨͫ͘Φ 

no radius server autentifi-
cation-port 

˻͔͙ͭͣͤͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ¦5t-ͨͦͪͭ͊ ͒͡Ύ ͍͊ͨͪͦͫͦ͘ ͤ͊ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό ͯ;͖ͭͤ·ͻ ͙͔͚͊ͨͫ͘Φ 

radius server enable 
τ 

ˤ͟͡Ό;͙ͭΈ RADIUS-͔͍͔ͫͪͪ ͤ ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

no radius server enable ˤ·͟͡Ό;͙ͭΈ RADIUS-͔͍͔ͫͪͪ ͤ ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

radius server group word 
word: (1-32) 

˭͊͒͊ͭΈ ͍͙͔ͤ͊͊ͤ͘ ͒͡Ύ ͎ͪͯͨͨ· ͔͍͔ͫͪͪ͊ ͙  ͔͔͚͙ͨͪͭ ͍ ͔͙ͪ͗ͣ ͔͔ 
ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 

radius server secret key key 
{ipv4 | ipv6 | default} 
 

ͺͦͪͣ͊ͭ ipv4_address: 
A.B.C.D; 

ͺͦͪͣ͊ͭ ƛǇǾсψŀŘŘǊŜǎǎΥ 
X:X:X:X::X; 

key: (1-128) ͫ ͙͍ͣͦ͊͡ 

͍͙̂ͫͭ͊ͤͦͭΈ ͟ ͡Ό; ͒͡Ύ ͙ ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ǊŀŘƛǳǎ server. 
default τ ͟ ͡Ό; ͤ͊ͤ͊͘;͔͊ͭͫΎ ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͙͔͙ͤͭ͊ͣ͟͡Σ ͔ͤ 
͙͔ͣΌ΅͙ͻ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͟͡Ό;͊Φ 

no radius server secret 
[ipv4 | ipv6 | default]  

͙̂͒͊ͭ͡Έ ͟͡Ό; ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ǊŀŘƛǳǎ server. 

radius server secret {ipv4 | 
ipv6} 

ͺͦͪͣ͊ͭ ipv4_address: 
A.B.C.D; 

ͺͦͪͣ͊ͭ ipv6_address: 
X:X:X:X::X; 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͊͘΄͙ͺ͍ͪͦ͊ͤͤ·͚ ͟͡Ό; ͒ͦͫͭͯͨ͊ ͟ ͔͍͔ͫͪͪͯ ͒͡Ύ 
͔͎ͦͤͪͭͤͦͦ͟͟ ͻͦͫͭ͊. 

no radius server secret 
{ipv4 | ipv6} 

͙̂͒͊ͭ͡Έ ͟͡Ό; ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ǊŀŘƛǳǎ server. 

radius server traps ac-
couting 

τ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͤ͊ ͫͦ͋·͙ͭΎ ͯ;͖ͭͤ·ͻ 
͙͔͚͊ͨͫ͘Φ 

no radius server traps ac-
couting 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ. 

radius server traps authen-
tication {failure | success} 

τ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΣ ͦͭͦ͋ͪ͊͗͊Ό΅͙ͻ 
͔ͪͯ͘͡Έͭ͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͤ͊ RADIUS-͔͍͔͔ͫͪͪ. 
     failure τ ͫ ͚͋ͦ ͙ͨͪ ͨͦͨ·͔ͭ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙. 
     success τ ͯ ͔ͫͨ΄ͤͦ ͚͔ͨͪͦ͒ͤͤ͊Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ. 

no radius server traps au-
thentication 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΦ 

radius server user 
username username group 
password pass τ 

˿ͦ͒͊ͭ͘Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͤ͊ͤ͊͘;͙ͭΈ ͒͡Ύ ͔͎ͤͦ ͎ͪͯͨͨͯ ͤ͊ ͔͍͔͔ͫͪͪ 
ͫ ͊͒͊ͤͤ͘·ͣ ͔ͨ͊ͪͦͣ͡ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘ΎΦ 

no radius server user 
username username 

͙̂͒͊ͭ͡Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͤ͊ ͔͍͔͔ͫͪͪΦ 

 ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ radius server ͎ ͪͯͨͨ· 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ǊŀŘƛǳǎ ǎŜǊǾŜǊ-͎ͪͯͨͨ·: 

console (config - radius - server - group) # 

͙́͊͋͡ͼ͊ 208 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ǊŀŘius server-͎ͪͯͨͨ·Υ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

acl acl_name  ͊ŎƭψƴŀƳŜΥ όм-32) 
͙͍ͫͣͦ͊͡ 

˹͊ͤ͊͘;͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͯ ͎͊͊ͤͤͦͦ͘͟ ACL ͍  ͚͒͊ͤͤͦ ͎͔ͪͯͨͨΦ 

no acl ˻ͭ ͟͡Ό;͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͎ͯ͊͊ͤͤͦͦ͘͟ ACL ͍  ͚͒͊ͤͤͦ ͎͔ͪͯͨͨΦ 

allowed-time-range 
range_name range_name: (1..32) 

͙͍ͫͣͦ͊͡ 

˹͊ͤ͊͘;͙ͭΈ ͔͙ͨͪͦ͒ ͍͔͔͙ͪͣͤ time-range ͤ ͊ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ 
͎ͪͯͨͨ·Φ 

no allowed-time-range ˻ͭ͟͡Ό;͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ time-range ͤ ͊ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ 
͎ͪͯͨͨ·Φ 

privilege-level level 
level: (1-15)/1 

˹͊ͤ͊͘;͙ͭΈ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡Σ ͤ͊ ͦͭͦͪͦͣ͟ ͔͋ͯ͒ͭ ͙͙ͫͨͦͤͣ͊͡ 
ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣ͊Ύ ͎ ͪͯͨͨ͊. 
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no privilege-level ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

 ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 209 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show radius-servers status τ ˽ͦ͊͊ͭ͘͟Έ ͫͭ͊ͭͯͫ ͔͍͔͍ͫͪͪͦ RADIUS. 

show radius-servers  
tracking configuration 

τ 
˽ͦ͊͊ͭ͘͟Έ ͚͙ͤ͊ͫͭͪͦ͟ ͔͙͙ͨͪͦ͒;͔͚ͫͦ͟ ͍͔͙ͨͪͦͪ͟ ͙͒ͦͫͭͯͨͤͦͫͭ 
͔͍͔͍ͫͪͪͦ RADIUS. 

show radius-servers [key] 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͨ ͔͊ͪ͊ͣͭͪ· ͚͙ͤ͊ͫͭͪͦ͟ w!5L¦{-͔͍͔͍ͫͪͪͦ (ͦ͟ ͣ͊ͤ͒͊ 
͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ύΦ 

show radius server {statis-
tics |  group |  accounting | 
configuration |  rejected | 
secret | user} 

τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ͨͪͦͭͦͦ͊͟͡ wADIUSΣ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎͻΣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό RADIUS-͔͍͔ͫͪͪ͊Φ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ ͎ͦ͋͊͡͡Έͤ·͔ ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦΥ ͙͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊ τ 5 
͔ͫͯͤ͒͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͙ͨͦͫ͊͟ RADIUS-͔͍͔ͫͪͪ͊ τ 5, ͍ ͔ͪͣΎΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͔ͤ͒ͦͫͭͯͨπ
ͤ·͔ ͔͍͔ͫͪͪ͊ ͔ͤ ͋ͯ͒ͯͭ ͦͨͪ͊΄͙͍͊ͭΈͫΎ RADIUS-͙͔ͤͭͦͣ͟͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ τ мл ͙ͣͤͯͭΣ ͔͔ͫͪͭͤ͟·͚ 
͟͡Ό; τ secret. ˨͍͙ͦ͋͊ͭΈ ͍ ͙ͫͨͫͦ͟ RADIUS-͔͍͔ͫͪͪΣ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·͚ ͤ͊ ͔ͯ͘͡ ͔͙ͫͭ ͫ IP-͔͊͒ͪͫͦͣ 
мфнΦмсуΦмсΦоΣ ͨͦͪͭ ͔͍͔ͫͪͪ͊ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ τ мспрΣ ͙ͦ͟͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͒ͦͫͭͯͨ͊ ͟ ͔͍͔ͫͪͪͯ 
τ 2. 

 

console# configure  

console (config)# radius - server timeout  5  

console (config)# radius - server retransmit  5  

console (config)# radius - server deadtime  10   

console (config)# radius - server key  secret   

console (config)# radius - server host  196.168.16.3  auth - port  1645  retransmit  

2 

Á ˽ͦ͊͊ͭ͘͟Έ ͔ͨ͊ͪ͊ͣͭͪ· ͚͙ͤ͊ͫͭͪͦ͟ w!5L¦{-͔͍͔͍ͫͪͪͦ. 

console# show radius - servers  

IP  address      Port  port  Time -    Ret -   Dead-   Prio. Usage  

                Auth  Acct  Out     rans  Time                

---------------  -----  -----  ------  ------  ------  -----  -----   

 192.168.16.3   1645  1813  Global   2    Global   0    all   

 

 

Global values  

--------------  

  

TimeOut : 5  

Retransmit : 5  

Deadtime : 10  

Source IP v4 interface :  

Source IP v6 interface :  
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5.21.3 ˽ͪͦͭͦͦ͟͡ ¢!/!/{Ҍ 

˽ͪͦͭͦͦ͟͡ ¢!/!/{Ҍ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͼ͔͙͍ͤͭͪ͊ͦ͊ͤͤͯ͘͡Ό ͙͔ͫͫͭͣͯ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͨͦͯ͡;͊Ό΅͙ͻ ͒ͦͫͭͯͨ ͟ ͚͍ͯͫͭͪͦͫͭͯΣ ͙ͨͪ Ήͭͦͣ ͔͙͍ͨͦ͒͒ͪ͗͊Ύ ͍͔͙ͫͦͣͫͭͣͦͫͭΈ ͫ w!5L¦{ ͙ 
͎͙͙͒ͪͯͣ ͨͪͦͼ͔͙ͫͫ͊ͣ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ ¢!/!/{Ҍ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔ͫ͒ͯ͡Ό΅͙͔ ͫͯ͗͋͡·Υ 

- AuthŜƴǘƛŎŀǘƛƻƴ ό͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ύΦ ˻͋ ͔͔ͫͨ;͙͍͔͊ͭͫΎ ͍ͦ  ͍͔ͪͣΎ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯ ͨͦ 
͙͔ͣͤ͊ͣ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ ͔͔͔ͦͨͪ͒ͤͤ͡·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ͙ͣ ͨ͊ͪͦ͡ΎͣΦ  

- !ǳǘƘƻǊƛȊŀǘƛƻƴ ό͍͙͊ͭͦͪ͊͘ͼ͙Ύύ. ˻͔͔͋ͫͨ;͙͍͔͊ͭͫΎ ͍ͦ ͍͔ͪͣΎ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯΦ ˽͔ͦͫ͡ 
͍͔͊ͪ͘΄͔͙ͤΎ ͔ͫ͊ͤͫ͊ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͔͊ͨͯͫ͊ͭͫ͘͟Ύ ͔ͫ͊ͤͫ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͫ 
͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͍͔͔͎ͨͪͦͪͤͤͦͦ ͙͔͙ͣͤ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͔ͭ͊͗͟ ͔͍͔ͫͪͪͦͣ ͍͔ͨͪͦͪΎΌͭͫ Ύ 
͙͍͙͔͎͙͙ͨͪ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 210 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

tacacs-server host 
{ip_address |  hostname} 
[single-connection] 
[portπnumber port] 
[timeout timeout] [key 
secret_key] [priority  
priority] [vrf vrf_name] 

hostname: (1..158) 
͙͍͍ͫͣͦͦ͡Τ 

port: (0..65535)/49; 
ǘƛƳŜƻǳǘΥ όмΦΦолύ ͫ; 

secret_key: (0..128) 
͙͍͍ͫͣͦͦ͡Τ 

priority: (0..65535)/0; 
vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˨͍͙ͦ͋͊ͭΈ ͯ ͊͊ͤͤ͘͟·͚ ͔͍͔ͫͪͪ ͍ ͙ͫͨͫͦ͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ¢!/!/{ 
͔͍͔͍ͫͪͪͦΦ 
- ip_address τ IP-͔͊͒ͪͫ TACACS-͔͍͔ͫͪͪ͊; 
- hostname τ ͫ ͔͔͍͔ͭͦ ͙ ͣΎ TACACS-͔͍͔ͫͪͪ͊; 
- single-connection τ ͍  ͊͗͒͟·͚ ͔ͣͦͣͤͭ ͍͔͔͙ͪͣͤ ͙͔ͣͭΈ ͔ͤ 
͋ͦ͡Έ΄͔ ͎ͦ͒ͤͦͦ ͔͙͔͙ͫͦ͒ͤͤΎ ͒͡Ύ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ ͫ ¢!/!/{-
͔͍͔ͫͪͪͦͣΤ 
- port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͒͡Ύ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ ͫ ¢!/!/{-
͔͍͔ͫͪͪͦͣΤ 
- timeout τ ͙ ͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊Τ 
- secret_key τ ͟ ͡Ό; ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ 
͍͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ ¢!/!/{Τ 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ¢!/!/{-͔͍͔ͫͪͪ͊ ό;͔ͣ 
͙͔ͤ͗ ͤ͊͘;͔͙͔ͤΣ ͔ͭͣ ͙͙͔͔͔ͨͪͦͪͭͭͤ ͔͍͔ͫͪͪύ; 
- encrypted τ ͘ ͤ͊;͔͙͔ͤ secret_key ͍  ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͒;͔ 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 
ˤ ͫͯ͡;͔͊ ͍͙ͦͭͫͯͭͫͭΎ ͍ ͔ͦͣ͊ͤ͒͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ timeout, 
secret_key ͒ ͡Ύ ͎͒͊ͤͤͦͦ ¢!/!/{-͔͍͔ͫͪͪ͊ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ 
ͤ͊͘;͔͙ͤΎΣ ͔ͤ͊ͫͭͪͦͤͤ·͔ ͫ ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟Σ ͯ͊͊ͤͤ͘͟·ͻ 
͙͔ͤ͗Φ 

encrypted tacacs-server 
host {ip_address |  
hostname} [single-
connection] [portπnumber 
port] [timeout timeout] 
[key secret_key] [priority  
priority] [vrf vrf_name] 

no tacacs-server host 
{ip_address |  hostname} 
[vrf vrf_name] 

͙̂͒͊ͭ͡Έ ͯ ͊͊ͤͤ͘͟·͚ ͔͍͔ͫͪͪ ͙͘ ͙ͫͨͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ¢!/!/{-
͔͍͔͍ͫͪͪͦΦ 

tacacs-server key key 

key: (0..128) 
͙͍͍ͫͣͦͦ͡κͨͦ ͯͣͦ͡;͙͊ͤΌ 
͟͡Ό; τ ͨ ͯͫͭ͊Ύ ͫͭͪͦ͊͟ 

͍͙̂ͫͭ͊ͤͦͭΈ ͟ ͡Ό;Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͒͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͍͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ 
¢!/!/{ ͔ͣ͗͒ͯ ͚͍ͯͫͭͪͦͫͭͦͣ ͙ ͔͙͔ͦͪͯ͗ͤͣ͟ ¢!/!/{; 
- encrypted τ ͘ ͤ͊;͔͙͔ͤ secret_key ͍  ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Φ 

encrypted tacacs-server 
key key 

̂ͫ ͍͙ͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

no tacacs-server key ̂ͫ ͍͙ͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

tacacs-server timeout 
timeout timeout: (1..30)κр ͫ 

̂ͫ ͍͙ͭ͊ͤͦͭΈ ͙ ͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊Σ 
͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

no tacacs-server timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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tacacs-server host 
sourceπinterface 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group |  loopback 
loopback_id |  vlan vlan id} 
[vrf vrf_name] 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id  (1..64); 

group: (1..48); 
vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˭͊͒͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Σ IP-͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ ͫͭͦ;͙ͤ͊͟ 
͒͡Ύ ͔ͦ͋ͣͤ͊ ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͫ ¢!/!/{-͔͍͔ͫͪͪͦͣ. 

no tacacs-server host 
sourceπinterface [vrf 
vrf_name] 

͙̂͒͊ͭ͡Έ ͙͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Φ 

tacacs-server host 
sourceπinterface-ipv6 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group |  loopback 
loopback_id |  vlan vlan id} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id  (1..64); 

group: (1..48) 

˭͊͒͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Σ Lt-͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ 
͒͡Ύ ͔ͦ͋ͣͤ͊ ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͫ ¢!/!/{-͔͍͔ͫͪͪͦͣ. 

no tacacs-server host 
sourceπinterface [vrf 
vrf_name] 

͙̂͒͊ͭ͡Έ ͙͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Φ 

tacacs-server attributes 
port {console | telnet | 
ssh} word 

word: (1..160) ͫ ͙͍͍ͣͦͦ͡ 

˹͙͊ͫͭͪͦͭΈ ͺͦͪͣ͊ͭ ͨͦ͡Ύ port. 
ˮͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ΄͊͋ͦͤ͡·Υ 
- %n τ ͤ ͔ͦͣͪ ͔ͭͯ͟΅͔͚ ͔͙͙ͫͫͫ; 
- % % τ ͫ ͙͍ͣͦ͡ ҈. 

no tacacs-server attributes 
port {console | telnet | 
ssh}  

͙̂͒͊ͭ͡Έ ͅ ͦͪͣ͊ͭ ͨͦ͡Ύ port. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC: 

console # 

͙́͊͋͡ͼ͊ 211 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show tacacs [ip_address |  
hostname] [vrf {vrf_name | 
all}] 

host_name: (1..158) 
͙͍͍ͫͣͦͦ͡; 

vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͤ ͚͊ͫͭͪͦͯ͟ ͙ ͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͔͍͔ͫͪͪ͊ ¢!/!/{ҌΦ 
- ip_address τ IP-͔͊͒ͪͫ TACACS+ ͔͍͔ͫͪͪ͊; 
- hostname τ ͙ ͣΎ ͔͍͔ͫͪͪ͊; 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

show tacacs key [vrf 
{vrf_name | all] 

vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͔ͨ͊ͪ͊ͣͭͪ· ͚͙ͤ͊ͫͭͪͦ͟ tacacs-͔͍͔͍ͫͪͪͦΦ 

5.21.4 ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 

SNMP τ ͔ͭͻ͎͙ͤͦͦ͡ΎΣ ͙͍ͨͪ͊ͤͤ͊͘Ύ ͔͔ͦ͋ͫͨ;͙ͭΈ ͍͔͙͔ͯͨͪ͊ͤ͡ ͙ ͦͤͭͪͦ͟͡Έ ͤ͊͒ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͙ 
͙͔͙ͨͪͦ͗ͤ͡Ύ͙ͣ ͍ ͔͙ͫͭ ͍ͫΎ͙͘ ͖ͨͯͭͣ ͔ͦ͋ͣͤ͊ ͍ͯͨͪ͊͡ΎΌ΅͔͚ ͙ͤͺͦͪͣ͊ͼ͙͔͚ ͔ͣ͗͒ͯ ͎͔͙͊ͤͭ͊ͣΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·͙ͣ ͤ͊ ͔͔͍ͫͭ·ͻ ͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͙ ͔͔͔͙ͣͤ͒͗ͪ͊ͣΣ ͤ͊ͻͦ͒Ύ΅͙͙ͣͫΎ ͤ͊ ͫͭ͊ͤͼ͙Ύͻ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 
{bat ͔͔ͦͨͪ͒͡Ύ͔ͭ ͔ͫͭΈ ͊͟͟ ͍ͫͦͦͯͨͤͦͫͭ͟Έ ͔͔͍ͫͭ·ͻ ͍ͯͨͪ͊͡ΎΌ΅͙ͻ ͫͭ͊ͤͼ͙͚ ͙ Ή͔͔͍ͣͤͭͦ͡ ͔͙ͫͭ ό͎͍͊ͤ͡·͔ 
ͣ͊΄͙ͤ·Σ ΄͡Ό͘· ͙ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Σ ͔͙ͭͪͣͤ͊͡Έͤ·͔ ͔͍͔ͫͪͪ·ύΣ ͦͭͦͪ͟·͔ ͍͔ͫͦͣͫͭͤͦ ͔͔ͦ͋ͫͨ;͙͍͊Όͭ 
͙͙͙͍͊͒ͣͤͫͭͪ͊ͭͤ·͔ ͍ͫΎ͙͘ ͔ͣ͗͒ͯ ͔͔͍ͫͭ·͙ͣ ͍ͯͨͪ͊͡ΎΌ΅͙͙ͣ ͫͭ͊ͤͼ͙Ύ͙ͣ ͙ ͔͔͍ͫͭ·͙ͣ ͎͔͙͊ͤͭ͊ͣΦ 
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˴ͦͣͣͯͭ͊ͭͦͪ· ͍ͨͦͦ͘͡ΎΌͭ  ͙ͤ͊ͫͭͪͦͭΈ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ {bat ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ 
͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ ͚͍̂ͫͭͪͦͫͭͦ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͨͪͦͭͦͦ͟͡· ͍͔͙͚ͪͫ {batǾмΣ {batǾнΣ {batǾоΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 212 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

snmp-server server ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
͔ͨͦ͒͒ͪ͗͊͟ ͨͪͦͭͦͦ͊͟͡ 

SNMP ͦ ͭ͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͔ͨͦ͒͒ͪ͗ͯ͟ ͨͪͦͭͦͦ͊͟͡ {batΦ  

no snmp-server server ˻ͭ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ ͨͪͦͭͦͦ͊͟͡ {batΦ 

snmp-server community 
community [ro |  rw |  su] 
[ipv4_address |  ipv6_ad-
dress |  ipv6z_address] 
[mask mask |  prefix pre-
fix_length]] [view 
view_name] [vrf vrf_name] 

community: (1..20) 
͙͍͍ͫͣͦͦ͡Τ 

encrypted_community
: όмΦΦнлύ ͙͍͍ͫͣͦͦ͡Τ 
ͺͦͪͣ͊ͭ ipv4_address: 

A.B.C.D; 
ͺͦͪͣ͊ͭ ipv6_address: 

X:X:X:X::X; 
ͺͦͪͣ͊ͭ 

ipv6z_address: 
X:X:X:X::X%<ID>; 

mask: τ
/255.255.255.255; 

prefix_length: 
(1..32)/32; 

view_name: (1..30) 
͙͍͍ͫͣͦͦ͡; 

group_name: (1..30) 
͙͍͍ͫͣͦͦ͡ 

vrf-name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͙ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊ ͒͡Ύ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ 
ͨͦ ͨͪͦͭͦͦͯ͟͡ {batΦ 
- community τ ͫ ͭͪͦ͊͟ ͫͦͦ͋΅͔͍ͫͭ͊ όͨ͊ͪͦ͡Έύ ͒͡Ύ ͒ͦͫͭͯͨ͊ ͨͦ 
ͨͪͦͭͦͦͯ͟͡ {batΤ 
- encrypted τ ͘ ͊͒͊ͭΈ ͫͭͪͦͯ͟ ͫͦͦ͋΅͔͍ͫͭ͊ ͍ ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ 
͍͙͔͒Τ 
- ro τ ͒ ͦͫͭͯͨ ͭͦ͡Έͦ͟ ͒͡Ύ ;͔͙ͭͤΎΤ 
- rw τ ͒ ͦͫͭͯͨ ͒͡Ύ ;͔͙ͭͤΎ ͙ ͙͙͊ͨͫ͘Τ 
- su τ ͒ ͦͫͭͯͨ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊Τ 
- view_name τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͙ͣΎ ͒͡Ύ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘Ύ {batΣ 
͔ͦͭͦͪͦ͟ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤͦ ͔͔͔ͦͨͪ͒ͤͦ͡ ͫ ͨͦͣͦ΅ΈΌ 
ͦͣ͊ͤ͒͟· snmp-server viewΦ ˻͔͔ͨͪ͒͡Ύ͔ͭ ͦ͋Ά͔ͭ͟·Σ ͒ͦͫͭͯͨͤ·͔ 
ͫͦͦ͋΅͔͍ͫͭͯΤ 
- ipv4_address, ipv6_address, ipv6z_address τ IP-͔͊͒ͪͫ 
͚͍ͯͫͭͪͦͫͭ͊;  
- mask τ ͣ ͊ͫ͊͟ ͔͊͒ͪͫ͊ IPǾпΣ ͦͭͦͪ͊͟Ύ ͔͔ͦͨͪ͒͡Ύ͔ͭΣ ͙͔͊͟͟ ͙͋ͭ· 
͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟ ͍͙͍ͫͪ͊ͤ͊ΌͭͫΎ ͫ ͊͒͊ͤͤ͘·ͣ IP-͔͊͒ͪͫͦͣΤ 
- prefix_length τ ;͙ͫͦ͡ ͙͋ͭΣ ͦͭͦͪ͟·͔ ͍ͫͦͫͭ͊͡ΎΌͭ ͔ͨͪͺ͙ͫ͟ IPv4-
͔͊͒ͪͫ͊Τ 
- group_name τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͙ͣΎ ͎ͪͯͨͨ·Σ ͔ͦͭͦͪͦ͟ ͒ͦ͗ͤͦ͡ ͋·ͭΈ 
͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤͦ ͔͔͔ͦͨͪ͒ͤͦ͡ ͫ ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· snmp-server 
groupΦ ˻͔͔ͨͪ͒͡Ύ͔ͭ ͦ͋Ά͔ͭ͟·Σ ͒ͦͫͭͯͨͤ·͔ ͫͦͦ͋΅͔͍ͫͭͯ; 
- vrf_name τ ͙ ͣΎ ͦ ͙͋͊ͫͭ͡ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 
 

snmp-server commu-
nityπgroup community 
group_name [ipv4_address 
|  ipv6_address |  ipv6z_ad-
dress [vrf  vrf_name]] [mask 
mask |  prefix prefix_length] 

encrypted snmp-server 
community encrypted_com-
munity [ro |  rw |  su] 
[ipv4_address |  ipv6_ad-
dress |  ipv6z_address] 
[mask mask |  prefix pre-
fix_length]] [view 
view_name] [vrf vrf_name] 

encrypted snmp-server 
communityπgroup en-
crypted_community 
group_name [ipv4_address 
|  ipv6_address |  ipv6z_ad-
dress [vrf  vrf_name]] [mask 
mask |  prefix prefix_length] 

no snmp-server community 
community [ipv4_address |  
ipv6_address |  ipv6z_ad-
dress] [vrf vrf_name] 

͙̂͒͊ͭ͡Έ ͨ ͔͊ͪ͊ͣͭͪ· ͒͡Ύ ͙ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊Φ 

no encrypted snmp-server 
community community 
[ipv4_address |  ipv6_ad-
dress |  ipv6z_address] [vrf 
vrf_name] 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               237                   

snmp-server view 
view_name OID {included |  
excluded} 

view_name: (1..30) 
͙͍͍ͫͣͦͦ͡ 

˿ͦ͒͊ͭ͘Έ ͙ ͙͡ ͔͙͍ͪ͒͊ͭͪͦ͊ͭ͟Έ ͨ ͍͙ͪ͊ͦ͡ ͦ ͔͙͋ͦͪͤ͘Ύ ͒ ͡Ύ {bat τ 
͔ͪ͊ͪ͘΄͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡Σ ͙͋ͦ͡ ͎͙ͦͪ͊ͤ;͙͍͊Ό΅͔͔ ͔͍͔ͫͪͪͯ-
͔͍͔ͦ͋ͦͪ͊ͭ͘͡Ό ͒ͦͫͭͯͨ ͟ hL5Φ 
- OID τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ ͋Ά͔ͭ͊͟ aL., ͨ ͔͍͔ͪ͒ͫͭ͊ͤͤ͡·͚ ͍ ͍͙͔͒ 
͔͔͍͒ͪ͊ !{bΦм όͫͭͪͦ͊͟ ͍͙͒͊ мΦоΦсΦнΦпΣ ͔ͣͦ͗ͭ ͍͟͡Ό;͊ͭΈ ͍ ͔ͫ͋Ύ 
͔͔͍͙͍͊ͪͪͪͦ͊ͤͤ͘͘·͔ ͍ͫͦ͊͡Σ ͙͔ͤ͊ͨͪͣͪΥ ǎȅǎǘŜƳΣ ŘƻŘ)Φ ˿ ͨͦͣͦ΅ΈΌ 
͙͍ͫͣͦ͊͡ ϝ ͣͦ͗ͤͦ ͦ͋ͦͤ͊͘;͙ͭΈ ͔͔͚͍ͫͣͫͭͦ ͔͔͍ͨͦ͒͒ͪΈ͔͍Υ мΦоΦϝΦнύ; 
- include τ hL5 ͍͟͡Ό;͔ͤ͊ ͍ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͔͍͙ͦ͋ͦͪ͊ͤ͘Ύ; 
- exclude τ hL5 ͙ͫ͟͡Ό;͔ͤ͊ ͙͘ ͍͙ͨͪ͊͊͡ ͒͡Ύ ͔͍͙ͦ͋ͦͪ͊ͤ͘ΎΦ 

no snmp-server view 
viewname [OID] 

͙̂͒͊ͭ͡Έ ͨ ͍͙ͪ͊ͦ͡ ͔͙ͦ͋ͦͪͤ͘Ύ ͒͡Ύ {batΦ 

snmp-server group 
group_name {v1 |  v2 |  v3 
{noauth |  auth |  priv} [no-
tify  notify_view]} [read 
read_view] [write 
write_view] group_name: (1..30) 

͙͍͍ͫͣͦͦ͡; 
notify_view: (1..32) 
͙͍͍ͫͣͦͦ͡; 

read_view: (1..32) 
͙͍͍ͫͣͦͦ͡; write_view: 

(1..32) ͫ ͙͍͍ͣͦͦ͡ 

˿ͦ͒͊ͭ͘Έ SNMP-͎ͪͯͨͨͯ ͙͙͡ ͙ͭ͊͋͡ͼͯ ͍͔͍͙͚ͫͦͦͭͭͫͭ {bat-
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ ͍͙ͨͪ͊͡ ͔͙͚ͦ͋ͦͪͤ͘ {bat. 
- v1, v2, v3 τ {bat ǾмΣ ǾнΣ Ǿо ͔ͣͦ͒͡Έ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘; 
- noauth, auth, priv τ ͭ ͙ͨ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ 
ͨͪͦͭͦͦͦͣ͟͡ {bat Ǿо όnoauth τ ͋ ͔͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ auth τ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͔͋͘ ΄͙ͺ͍͙ͪͦ͊ͤΎΣ priv τ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͫ 
΄͙ͺ͍͙͔ͪͦ͊ͤͣύ; 
- notify_view τ ͙ ͣΎ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘ΎΣ ͦͭͦͪͦͣͯ͟ ͔ͪ͊ͪ͘΄͔ͤͦ 
͔͔ͦͨͪ͒͡ΎͭΈ ͫͦͦ͋΅͔͙ͤΎ {bat-͎͔͊ͤͭ͊ τ ƛƴŦƻǊƳ ͙ ǘǊŀǇ; 
- read_view τ ͙ ͣΎ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘ΎΣ ͦͭͦͪͦͣͯ͟ ͔ͪ͊ͪ͘΄͔ͤͦ 
ͭͦ͡Έͦ͟ ;͔͙͔ͭͤ ͔͙͎ͫͦ͒ͪ͗ͣͦͦ {bat-͎͔͊ͤͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟; 
- write_view τ ͙ ͣΎ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘ΎΣ ͦͭͦͪͦͣͯ͟ ͔ͪ͊ͪ͘΄͔ͤͦ 
͍͍͙ͦ͒ͭΈ ͒͊ͤͤ·͔ ͙ ͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͭΈ ͔͙͔ͫͦ͒ͪ͗ͣͦ {bat-͎͔͊ͤͭ͊ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no snmp-server group 
groupname {v1 | v2 | v3 
[noauth | auth | priv] } 

͙̂͒͊ͭ͡Έ SNMP-͎ͪͯͨͨͯ. 

snmp-server user 
user_name group_name {v1 
| v2c |  v3 | remote 
{ip_address |  host} [vrf 
vrf_name]} 

user_name: (1..20) 
͙͍͍ͫͣͦͦ͡; 

group_name: (1..30) 
͙͍͍ͫͣͦͦ͡ 

vrf-name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˿ͦ͒͊ͭ͘Έ SNMPv3-ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ. 
- user_name τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ; 
- group_name τ ͙ ͣΎ ͎ͪͯͨͨ·; 
- vrf_name τ ͙ ͣΎ ͦ ͙͋͊ͫͭ͡ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

no snmp-server user 
user_name {v1 | v2c | v3 | 
remote {ip_address |  host} 
[vrf vrf_name] } 

͙̂͒͊ͭ͡Έ SNMPv3-ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ. 

snmp-server filter 
filter_name OID {included |  
excluded} 

filter_name: (1..30) 
͙͍͍ͫͣͦͦ͡ 

˿ͦ͒͊ͭ͘Έ ͙ ͙͡ ͔͙͍ͪ͒͊ͭͪͦ͊ͭ͟Έ ͨ ͍͙ͪ͊ͦ͡ {bat-ͺ͙͡Έͭͪ͊Σ ͔ͦͭͦͪͦ͟ 
͍ͨͦͦ͘͡Ύ͔ͭ ͺ͙͡Έ͍ͭͪͦ͊ͭΈ ƛƴŦƻǊƳ ͙ ǘǊŀǇ-ͫͦͦ͋΅͔͙ͤΎΣ ͔͔͍͔ͨͪ͒͊͊ͣ·͔ 
SNMP-͔͍͔ͫͪͪͯΦ 
- filter_name τ ͙ ͣΎ SNMP-ͺ͙͡Έͭͪ͊; 
- OID τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͋Ά͔ͭ͊͟ aL., ͨ ͔͍͔ͪ͒ͫͭ͊ͤͤ͡·͚ ͍ ͍͙͔͒ 
͔͔͍͒ͪ͊ !{bΦм όͫͭͪͦ͊͟ ͍͙͒͊ мΦоΦсΦнΦпΣ ͔ͣͦ͗ͭ ͍͟͡Ό;͊ͭΈ ͍ ͔ͫ͋Ύ 
͔͔͍͙͍͊ͪͪͪͦ͊ͤͤ͘͘·͔ ͍ͫͦ͊͡Σ ͙͔ͤ͊ͨͪͣͪΥ ǎȅǎǘŜƳΣ ŘƻŘΦ ˿ ͨͦͣͦ΅ΈΌ 
͙͍ͫͣͦ͊͡ ϝ ͣͦ͗ͤͦ ͦ͋ͦͤ͊͘;͙ͭΈ ͔͔͚͍ͫͣͫͭͦ ͔͔͍ͨͦ͒͒ͪΈ͔͍Υ мΦоΦϝΦнύ; 
- include τ hL5 ͍͟͡Ό;͔ͤ͊ ͍ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙; 
- exclude τ hL5 ͙ͫ͟͡Ό;͔ͤ͊ ͙͘ ͍͙ͨͪ͊͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙Φ 

no snmp-server filter 
filter_name [OID] 

͙̂͒͊ͭ͡Έ ͨ ͍͙ͪ͊ͦ͡ {bat-ͺ͙͡Έͭͪ͊. 



 

238  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

snmp-server host 
{ipv4_address |  
ipv6_address |  hostname} 
[traps |  informs] [version 
{1 |  2c |  3 {noauth | auth | 
priv}] {community |  
username} [vrf vrf_name]  
[udp-port port] [filter  
filter_name] [timeout 
seconds] [retries retries] 

hostname: (1..158) 
͙͍͍ͫͣͦͦ͡Τ 

community: (1..20) 
͙͍͍ͫͣͦͦ͡Τ 

username: (1..20) 
͙͍͍ͫͣͦͦ͡ 

port: (1..65535)/162; 
filter_name: (1..30) 
͙͍͍ͫͣͦͦ͡Τ 

seconds: (1..300)/15; 
retries: (0..255)/3; 
vrf-name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˻͔͔͙ͨͪ͒ͭ͡Έ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ͍͔͔͙ͯ͒ͦͣͤ͡Ύ 
ƛƴŦƻǊƳ ͙ ǘǊŀǇ {bat-͔͍͔ͫͪͪͯΦ 
- community τ ͫ ͭͪͦ͊͟ ͫͦͦ͋΅͔͍ͫͭ͊ SNMPv1/2c ͒ ͡Ύ ͔͔ͨͪ͒͊;͙ 
ͫͦͦ͋΅͔͙͚ͤ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΤ 
- username τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ SNMPv3 ͒ ͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Τ 
- version τ ͦ ͔͔ͨͪ͒͡Ύͭ ͙ͭͨ ͫͦͦ͋΅͔͙͚ͤ ǘǊŀǇ τ trap SNMPv1, trap 
SNMPv2, trap SNMPv3; 
- auth τ ͯ ͊͘͟·͍͔͊ͭ ͙ͨͦ͒ͤͤͦͫͭ͡Έ ͔ͨ͊ͭ͊͟ ͔͋͘ ΄͙ͺ͍͙ͪͦ͊ͤΎΤ 
- noauth τ ͤ ͔ ͯ͊͘͟·͍͔͊ͭ ͙ͨͦ͒ͤͤͦͫͭ͡Έ ͔ͨ͊ͭ͊͟Τ 
- priv τ ͯ ͊͘͟·͍͔͊ͭ ͙ͨͦ͒ͤͤͦͫͭ͡Έ ͔ͨ͊ͭ͊͟ Ŏ ΄͙ͺ͍͙͔ͪͦ͊ͤͣΤ 
- port τ UDP-ͨͦͪͭ {bat-͔͍͔ͫͪͪ͊Τ 
- seconds τ ͨ ͔͙ͪͦ͒ ͙͙ͦ͗͒͊ͤΎ ͍͔͔͙͚ͨͦ͒ͭͪ͗͒ͤ ͔͔ͨͪ͒ ͍͚ͨͦͭͦͪͤͦ 
͔͔ͨͪ͒͊;͔͚ ͫͦͦ͋΅͔͙͚ͤ ƛƴŦƻǊƳΤ 
- retries τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ƛƴŦƻǊƳΣ ͙ͨͪ 
͍͙͙ͦͭͫͯͭͫͭ ͙ͻ ͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎΤ 
- vrf_name τ ͙ ͣΎ ͦ ͙͋͊ͫͭ͡ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

no snmp-server host 
{ipv4_address |  
ipv6_address |  hostname} 
[vrf vrf_name] [traps |  
informs] 

͙̂͒͊ͭ͡Έ ͤ ͚͙͊ͫͭͪͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ͍͔͔͙ͯ͒ͦͣͤ͡Ύ 
ƛƴŦƻǊƳ ͙ ǘǊŀǇ {batǾмκǾнκǾо-͔͍͔ͫͪͪͯΦ 

snmp-server engineid local 
{engineid_string |  default} 

engineid_string: (5..32) 
͙͍͍ͫͣͦͦ͡ 

˿ͦ͒͊ͭ͘Έ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͊͟͡͡Έ͎ͤͦͦ {bat-͚͍ͯͫͭͪͦͫͭ͊ τ 
engineID. 
- engineid_string τ ͙ ͣΎ SNMP-͚͍ͯͫͭͪͦͫͭ͊; 
- default τ ͨ ͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͚͒͊ͤͤͦ ͚͙ͤ͊ͫͭͪͦ͟ ŜƴƎƛƴŜ ID 
͔͋ͯ͒ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͫͦ͒͊ͤ͘ ͤ͊ ͍͔ͦͫͤͦ ˸ˢ˿-͔͊͒ͪͫ͊ ͚͍ͯͫͭͪͦͫͭ͊. 

no snmp-server engineid 
local 

͙̂͒͊ͭ͡Έ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͊͟͡͡Έ͎ͤͦͦ {bat-͚͍ͯͫͭͪͦͫͭ͊ τ engine 
ID 

snmp-server 
source-interface {traps | 
informs} {gigabitethernet 
gi_port |  
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group | loopback 
loopback_id | vlan vlan_id} 
[ vrf vrf_name ] 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id: (1..64)  

group: (1..48) 
vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˭͊͒͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Σ IP-͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ 
͔ͦ͋ͣͤ͊ ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͫ SNMP-͔͍͔ͫͪͪͦͣ. 
- vrf_name τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͙ͣΎ ͙ͦ͋͊ͫͭ͡ ͍͙ͪͭͯ͊͡Έ͚ͤͦ 
ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

no snmp-server 
source-interface [traps | 
informs] [vrf vrf_name ] 

͙̂͒͊ͭ͡Έ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊. 

snmp-server 
sourceπinterfaceπipv6 {traps 
|  informs} {gigabitethernet 
gi_port | 
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port |  port-channel 
group |  loopback 
loopback_id |  vlan vlan id} 

vlan_id: (1..4094); 
gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id: (1..64); 

group: (1..48) 

˭͊͒͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Σ Ltv6-͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ 
͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ 
͔ͦ͋ͣͤ͊ ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͫ SNMP-͔͍͔ͫͪͪͦͣ. 

no snmp-server 
sourceπinterface-ipv6 [traps 
| informs]  

͙̂͒͊ͭ͡Έ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Φ 

snmp-server engineid 
remote {ipv4_address | 
ipv6_address |  hostname} 
engineid_string [vrf 
vrf_name] 

hostname: (1..158) 
͙͍͍ͫͣͦͦ͡Τ 

engineid_string: (5..32) 
͙͍͍ͫͣͦͦ͡; 

vrf-name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˿ͦ͒͊ͭ͘Έ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͎ͯ͒͊ͤͤͦͦ͡ {bat-͚͍ͯͫͭͪͦͫͭ͊ τ engine 
ID. 
- engineid_string τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ SNMP-͚͍ͯͫͭͪͦͫͭ͊; 
- vrf_name τ ͙ ͣΎ ͦ ͙͋͊ͫͭ͡ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

no snmp-server engineID 
remote {ipv4_address | 
ipv6_address | hostname} 
[vrf vrf_name] 

͙̂͒͊ͭ͡Έ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͎ͯ͒͊ͤͤͦͦ͡ {bat-͚͍ͯͫͭͪͦͫͭ͊ τ engine 
ID. 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               239                   

snmp-server enable traps 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΦ 

no snmp-server enable 
traps 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͔ͦ͒͒ͪ͗ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΦ 

snmp-server enable traps 
authentication 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͔ͤͯ͒͊;͚ͤͦ 
ͨͦͨ·͔ͭ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

no snmp-server enable 
traps authentication 

˻ͭ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΦ 

snmp-server enable traps 
[erps | link -status] 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ: 
- erps ͨ ͪͦͭͦͦ͊͟͡ 9wt{; 
- link-status τ ͫ ͦͫͭͦΎ͙ͤΎ ͙͔ͤͭͪͺ͔͚ͫͤ·ͻ ͙͍ͤͦ͟͡. 

no snmp-server enable 
traps [erps | link-status] 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ: 
- erps ͨ ͪͦͭͦͦ͊͟͡ 9wt{Τ 
- link-status τ ͫ ͦͫͭͦΎ͙ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫͤ·ͻ ͙͍ͤͦ͟͡. 

snmp-server enable traps 
ŦƭŜȄπƭƛƴƪ τ/ ͍ ͟͡Ό;͔ͤͦ 

 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͨ͊ͪ· ŦƭŜȄ-ƭƛƴƪ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

no snmp-server enable 
traps flex-link 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͨ͊ͪ· ŦƭŜȄ-link-͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

snmp-server enable traps 
ƳŀŎπƴƻǘƛŦƛŎŀǘƛƻƴ ŎƘŀƴƎŜ 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ ͍ 
͙ͭ͊͋͡ͼ͔ ͙ͯ͘;͔ͤͤ·ͻ a!/-͔͍͊͒ͪͫͦΦ 

no snmp-server enable 
traps mac-notification 
change 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ ͍ 
͙ͭ͊͋͡ͼ͔ ͙ͯ͘;͔ͤͤ·ͻ a!/-͔͍͊͒ͪͫͦΦ 

snmp-server enable traps 
macπnotification flapping 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ SNMP trap-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ 
ͺ͙͎͊ͨͨͤ͊͡ MAC-͔͍͊͒ͪͫͦΦ 

no snmp-server enable 
traps mac-notification 
flapping 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ SNMP trap-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ 
ͺ͙͎͊ͨͨͤ͊͡ MAC-͔͍͊͒ͪͫͦΦ 

snmp-server enable traps 
ospf  

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ h{tC. 

no snmp-server enable 
traps ospf 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ. 

snmp-server enable traps 
ipv6 ospf 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ h{tC 
(IPv6). 

no snmp-server enable 
traps ipv6 ospf 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ.  

snmp-server enable traps 
dhcp-snooping limit clients 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙͔͙͙͒ͦͫͭ͗ͤ 
͔͔ͨͪ͒͡Έ͎ͤͦͦ ͙ͦ͟͡;͔͍ͫͭ͊ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ 5I/t-͙͔͍ͤͭͦ͟͡Φ 

no snmp-server enable 
traps dhcp-snooping limit 
clients 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ. 

snmp-server enable traps 
transceiver-alarm 

τκͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͤ ͊ ͔͎͙ͪͫͭͪ͊ͼ͙Ό 
ͫͦ͋·͙ͭΎ ͙͔͔͙͚ͣͤͤ͘ ͔͍ͨ͊ͪ͊ͣͭͪͦ SFP ͫ  DDM. 

˿ͦͫͭͦΎ͙͔ͤ ͫ;͙ͭ·͍͔͊ͭͫΎ ͪ͊͘ ͍ сл ͔ͫͯͤ͒͟. ˸ ͔ͦ͗ͭ 
͙͙ͨͪͤͣ͊ͭΈ ͤ͊͘;͔͙ͤΎ W τ Warning, E τ Error, OK. 

no snmp-server enable 
traps transceiver-alarm 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

snmp-server trap 
authentication 

τ/͔ͪ͊ͪ͘΄͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͨ ͔͔͍ͪ͒͊͊ͭΈ ͫͦͦ͋΅͔͙ͤΎ ǘǊŀǇ-͔͍͔ͫͪͪͯΣ ͦͭͦͪ͟·͚ ͔ͤ 
ͨͪͦ΄͔͡ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΦ 

no snmp-server trap 
authentication 

˭͔͙͊ͨͪͭͭΈ ͔͔͍ͨͪ͒͊͊ͭΈ ͫͦͦ͋΅͔͙ͤΎ ǘǊŀǇ-͔͍͔ͫͪͪͯΣ ͦͭͦͪ͟·͚ ͔ͤ 
ͨͪͦ΄͔͡ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΦ 

snmp-server contact text text: (1..160) 
͙͍͍ͫͣͦͦ͡ 

˻͔͔͙ͨͪ͒ͭ͡Έ ͦͤͭ͊ͭͤͯ͟͟Ό ͙ͤͺͦͪͣ͊ͼ͙Ό ͚͍ͯͫͭͪͦͫͭ͊Φ 

no snmp-server contact ͙̂͒͊ͭ͡Έ ͟ ͦͤͭ͊ͭͤͯ͟Ό ͙ͤͺͦͪͣ͊ͼ͙Ό ͚͍ͯͫͭͪͦͫͭ͊Φ 

snmp-server location text text: (1..160) 
͙͍͍ͫͣͦͦ͡ 

˻͔͔͙ͨͪ͒ͭ͡Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͔͙͙ͣͫͭͦͨͦͦ͗ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no snmp-server location  ͙̂͒͊ͭ͡Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͔͙͙ͣͫͭͦͨͦͦ͗ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊Φ 

snmp-server set 
variable_name name1 
value1 [name2 value2 ώΧϐϐ 

variable_name, name, 
value ͒ ͦ͗ͤ͡· 
͍͊͒͊͊ͭ͘ΈͫΎ ͍ 
͍͔͍͙͙ͫͦͦͭͭͫͭ ͫͦ 
͔ͫͨͼ͙ͺ͙͊͟ͼ͙͔͚ 

̂ͫ ͍͙ͭ͊ͤͦͭΈ ͤ͊͘;͔͙ͤΎ ͔͔͔ͨͪͣͤͤ·ͻ ͍ ͔͋͊͘ ͒͊ͤͤ·ͻ aL. 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 
- variable_name τ ͙ ͣΎ ͔͔͔͚ͨͪͣͤͤͦΤ 
- name, value τ ͨ ͊ͪ· ͍͔͍͙͚ͫͦͦͭͭͫͭ ͙ͣΎ τ ͘ ͤ͊;͔͙͔ͤΦ 
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snmp-server enable traps 
cpu notification 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͪ͊͋͊ͭ·͍͙͙͊ͤ 
͎ͨͦͪͦ͊ ͎͙͊ͪͯ͘͘͟ /t¦Φ 

no snmp-server enable 
traps cpu notification 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͪ͊͋͊ͭ·͍͙͙͊ͤ 
͎ͨͦͪͦ͊ ͘ ͎͙͊ͪͯ͘͟ /t¦. 

snmp-server enable traps 
cpu recovery-notification 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ 
͎ͨͦͪͦ͊ ͘ ͎͙͊ͪͯ͘͟ CPU. 

no snmp-server enable 
traps cpu recovery-
notification 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ 
͎ͨͦͪͦ͊ ͘ ͎͙͊ͪͯ͘͟ CPU. 

snmp-server enable traps 
memory notification 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͪ͊͋͊ͭ·͍͙͙͊ͤ 
͎ͨͦͪͦ͊ ͒͡Ύ ͦ͋Ά͔ͣ͊ ͍͎ͫͦ͋ͦ͒ͤͦͦ ͔ͣͫͭ͊ ͍ w!aΦ  

no snmp-server enable 
traps memory notification 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͪ͊͋͊ͭ·͍͙͙͊ͤ 
͎ͨͦͪͦ͊ ͒͡Ύ ͦ͋Ά͔ͣ͊ ͍͎ͫͦ͋ͦ͒ͤͦͦ ͔ͣͫͭ͊ ͍ w!aΦ 

snmp-server enable traps 
memory recovery-
notification 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ 
͎ͨͦͪͦ͊ ͒ ͡Ύ ͦ͋Ά͔ͣ͊ ͍͎ͫͦ͋ͦ͒ͤͦͦ ͔ͣͫͭ͊ ͍ w!aΦ 

no snmp-server enable 
traps memory recovery-
notification 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ 
͎ͨͦͪͦ͊ ͒ ͡Ύ ͦ͋Ά͔ͣ͊ ͍͎ͫͦ͋ͦ͒ͤͦͦ ͔ͣͫͭ͊ ͍ w!aΦ 

snmp-server enable traps 
sensor notification 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͪ͊͋͊ͭ·͍͙͙͊ͤ 
͎ͨͦͪͦ͊ ͒ ͡Ύ ͘ ͤ͊;͔͙ͤΎ ͒͊ͭ;͙͍ͦ͟Φ 

no snmp-server enable 
traps sensor notification 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ SNMP trap-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͪ͊͋͊ͭ·͍͙͙͊ͤ 
͎ͨͦͪͦ͊ ͒ ͡Ύ ͘ ͤ͊;͔͙ͤΎ ͒͊ͭ;͙͍ͦ͟Φ 

snmp-server enable traps 
sensor recovery-
notification 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ SNMP trap-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͍ ͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ 
͎ͨͦͪͦ͊ ͒ ͡Ύ ͤ͊͘;͔͙ͤΎ ͒͊ͭ;͙͍ͦ͟Φ 

no snmp-server enable 
traps sensor recovery-
notification 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ 
͎ͨͦͪͦ͊ ͒ ͡Ύ ͤ͊͘;͔͙ͤΎ ͒͊ͭ;͙͍ͦ͟Φ 

snmp-server enable traps 
storage notification 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͪ͊͋͊ͭ·͍͙͙͊ͤ 
͎ͨͦͪͦ͊ ͒ ͡Ύ ͦ͋Ά͔ͣ͊ ͍͎ͫͦ͋ͦ͒ͤͦͦ ͔ͣͫͭ͊ ͤ͊ ͍͔͚ͫͭͪͦͤͤͦ ͺ͔͡΄-
ͨ͊ͣΎ͙ͭΦ 

no snmp-server enable 
traps storage notification 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͫͪ͊͋͊ͭ·͍͙͙͊ͤ 
͎ͨͦͪͦ͊ ͒ ͡Ύ ͦ͋Ά͔ͣ͊ ͍͎ͫͦ͋ͦ͒ͤͦͦ ͔ͣͫͭ͊ ͤ͊ ͍͔͚ͫͭͪͦͤͤͦ ͺ͔͡΄-
ͨ͊ͣΎ͙ͭ. 

snmp-server enable traps 
storage recovery-
notification 

τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ 
͎ͨͦͪͦ͊ ͒͡Ύ ͦ͋Ά͔ͣ͊ ͍͎ͫͦ͋ͦ͒ͤͦͦ ͔ͣͫͭ͊ ͤ͊ ͍͔͚ͫͭͪͦͤͤͦ ͺ͔͡΄-
ͨ͊ͣΎ͙ͭΦ 

no snmp-server enable 
traps storage recovery-
notification 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͦ  ͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ 
͎ͨͦͪͦ͊ ͒͡Ύ ͦ͋Ά͔ͣ͊ ͍͎ͫͦ͋ͦ͒ͤͦͦ ͔ͣͫͭ͊ ͤ͊ ͍͔͚ͫͭͪͦͤͤͦ ͺ͔͡΄-
ͨ͊ͣΎ͙ͭΦ 

snmp-server 
description description 

description: (1..160) 
͙͍͍ͫͣͦͦ͡Τ 

ˮ͔͙ͣͤͭ͘Έ ͘ ͤ͊;͔͙͔ͤ ͨͦ͡Ύ ǎȅǎ5ŜǎŎǊ ͒͡Ύ ͍͔ͤ΄͔͎ͤͦ {bat-͊ͨͪͦͫ͊͘Φ 

no snmp-server description ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͨͦ͡Ύ ǎȅǎ5ŜǎŎǊΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 213 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

snmp trap link-status 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͨͦͪͭ͊Φ 

no snmp trap link-status ˤ·͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͨͦͪͭ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console # 

͙́͊͋͡ͼ͊ 214 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show snmp τ ˽ͦ͊͊ͭ͘͟Έ ͫ ͭ͊ͭͯͫ {bat-͔͙͔͙͚ͫͦ͒ͤͤΦ 

show snmp engineID 
τ 

˽ͦ͊͊ͭ͘͟Έ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͊͟͡͡Έ͎ͤͦͦ {bat-͚͍ͯͫͭͪͦͫͭ͊ τ 
engineID. 

show snmp views 
[view_name] 

view_name: (1..30) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͊ͭ͘͟Έ ͨ ͍͙ͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘Ύ {batΦ 

show snmp groups 
[group_name] 

group_name: (1..30) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͊ͭ͘͟Έ SNMP-͎ͪͯͨͨ·Φ 

show snmp filters 
[filter_name] 

filter_name: (1..30) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͊ͭ͘͟Έ SNMP-ͺ͙͡Έͭͪ·Φ 

show snmp users 
[user_name] 

user_name: (1..30) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͊ͭ͘͟Έ SNMP-ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

show snmp vrf {name | all} VRF name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͊ͭ͘͟Έ ͚͙ͤ͊ͫͭͪͦ͟ SNMP ͒ ͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ VRF. 

5.21.5 ˽ͪͦͭͦͦ͟͡ ͖͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͔͙ͫͭ όwahbύ 

˽ͪͦͭͦͦ͟͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͔͙ͫͭ όwahbύ Ύ͍͡Ύ͔ͭͫΎ ͪ͊ͫ΄͙͔͙͔ͪͤͣ ͨͪͦͭͦͦ͊͟͡ {batΣ ͍ͨͦͦ͘͡ΎΎ 
͔͍͙ͨͪ͒ͦͫͭ͊ͭΈ ͔͔͋ͦ͡ ΄͙͙͔ͪͦ͟ ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͦͤͭͪͦ͟͡Ύ ͔͔͍͎ͫͭͦͦ ͭͪ͊ͺ͙͊͟Φ ˻͙ͭ͡;͙͔ wahb ͦͭ {bat ͙ͫͦͫͭͦͭ 
͍ ͻ͔͔͊ͪ͊ͭͪ͟ ͙͔͚ͫͦ͋ͪ͊ͣͦ ͙ͤͺͦͪͣ͊ͼ͙͙ τ ͒͊ͤͤ·͔ ͙͔ͫͦ͋ͪ͊ͣ·͔ RMON ͍ ͔͍ͨͪͯΌ ͦ;͔͔ͪ͒Έ ͻ͔͙͊ͪ͊ͭͪͯ͘͟Όͭ 
ͭͪ͊ͺ͙͟ ͔ͣ͗͒ͯ ͙ͯ͊ͣ͘͡ ͔͙ͫͭΦ ˮͤͺͦͪͣ͊ͼ͙ΎΣ ͫͦ͋ͪ͊ͤͤ͊Ύ ͎͔͊ͤͭͦͣΣ ͔͔͔ͨͪ͒͊ͭͫΎ ͍ ͙͔͙͔ͨͪͦ͗ͤ͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
͔ͫͭΈΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

co nsole ( config )#  
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͙́͊͋͡ͼ͊ 215 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

rmon event index type 
[community com_text] [de-
scription desc_text] [owner 
name] 

index: (1..65535); 
type: (none, log, trap, 

log-trap); 
com_text: (0..127) 
͙͍͍ͫͣͦͦ͡Τ 

desc_text: (0..127) 
͙͍͍ͫͣͦͦ͡Τ 
ƴŀƳŜΥ ͫͭͪͦ͊͟ 

˹͙͊ͫͭͪͦͭΈ ͫ ͦ͋·͙ͭΎΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͍ ͙͔͔ͫͫͭͣ ͔͎ͯ͒͊ͤͤͦͦ͡ 
͙͙͎ͣͦͤͭͦͪͤ͊Φ 
- index τ ͙ ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎ; 
- type τ ͭ ͙ͨ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ ͎͔͔͙͔͎ͤͪͪͯͣͦͦ ͚͍ͯͫͭͪͦͫͭͦͣ ͨͦ 
Ήͭͦͣͯ ͫͦ͋·͙ͭΌ: 
none τ ͤ ͔ ͎͔͔͙͍ͤͪͪͦ͊ͭΈ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ 
log τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔Σ 
trap τ ͦ ͭͫ·͊ͭ͡Έ {bat ǘǊŀǇΣ 
log-trap τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔ ͙ ͦͭͫ·͊ͭ͡Έ {bat 
trap; 
- com_text τ ͫ ͭͪͦ͊͟ ͫͦͦ͋΅͔͍ͫͭ͊ {bat ͒͡Ύ ͔͔ͨͪͫ·͙͟͡ ǘǊŀǇ; 
- desc_text τ ͦ ͙͙͔ͨͫ͊ͤ ͫͦ͋·͙ͭΎ; 
- name τ ͙ ͣΎ ͔ͫͦ͒͊ͭ͘͡Ύ ͫͦ͋·͙ͭΎ. 

no rmon event index ͙̂͒͊ͭ͡Έ ͫ ͦ͋·͙͔ͭΣ ͙ͫͨͦ͡Έ͔͔ͯͣͦ͘ ͍ ͙͔͔ͫͫͭͣ ͔͎ͯ͒͊ͤͤͦͦ͡ 
͙͙͎ͣͦͤͭͦͪͤ͊Φ 

rmon alarm index mib_ob-
ject_id interval rthreshold 
fthreshold revent fevent 
[type type] [startup direc-
tion] [owner name] 

index: (1..65535); 
mib_object_id: 
͔ͦͪͪͭͤ͟͟·͚ hL5Τ 

interval: 
όмΦΦнмптпуосптύ ͫ; 

rthreshold: 
(0..2147483647); 

fthreshold: 
(0..2147483647); 
revent: (1..65535); 
fevent: (0..65535); 

type: (absolute, 
delta)/absolute; 

startup: (rising, falling, 
rising-falling)/rising-

falling; 
ƴŀƳŜΥ ͫͭͪͦ͊͟ 

˹͙͊ͫͭͪͦͭΈ ͍͙ͯͫͦ͡Ύ ͍·͒͊;͙ ͍͙͚͊͊ͪͤ·ͻ ͙͎͍ͫͤ͊ͦ͡Φ 
- index τ ͙ ͔ͤ͒ͫ͟ ͍͙͚͎͊͊ͪͤͦͦ ͫͦ͋·͙ͭΎΤ 
- mib_object_id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͔͔͚ͨͪͣͤͤͦ ;͙͊ͫͭ ͦ͋Ά͔ͭ͊͟ 
OID; 
- interval τ ͙ ͔͍ͤͭͪ͊͡Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͒͊ͤͤ·͔ ͙ͦͭ͋ͪ͊ΌͭͫΎ 
͙ ͍͙͍ͫͪ͊ͤ͊ΌͭͫΎ ͫ ͍ͦͫͻͦ͒Ύ΅͔͚ ͙ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͙͊ͣΤ 
- rthreshold τ ͍ ͦͫͻͦ͒Ύ΅͊Ύ ͎͙ͪ͊ͤͼ͊Τ 
- fthreshold τ ͤ ͙ͫͻͦ͒Ύ΅͊Ύ ͎͙ͪ͊ͤͼ͊Τ 
- revent τ ͙ ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎΣ ͔ͦͭͦͪͦ͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͨͪ 
͔͔͔ͨͪͫ;͔͙͙ͤ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ·Τ 
- fevent τ ͙ ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎΣ ͔ͦͭͦͪͦ͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͨͪ 
͔͔͔ͨͪͫ;͔͙͙ͤ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ·Τ 
- type τ ͣ ͔ͭͦ͒ ͦͭ͋ͦͪ͊ ͯ͊͊ͤͤ͘͟·ͻ ͔͔͔ͨͪͣͤͤ·ͻ ͙ ͨͦ͒ͫ;͔ͭ͊ 
ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͍͔͙ͫͪ͊ͤͤΎ ͫ ͎͙ͪ͊ͤͼ͙͊ͣΥ 
˸͔ͭͦ͒ absolute τ ͊ ͋ͫͦ͡Ό͔ͭͤͦ ͤ͊͘;͔͙͔ͤ ͍·͚͋ͪ͊ͤͤͦ 
͔͔͔͚ͨͪͣͤͤͦ ͔͋ͯ͒ͭ ͍͔ͫͪ͊ͤͤͦ ͫ ͎͙ͪ͊ͤͼ͔͚ ͤ͊ ͦͤ͟ͼ͔ 
͙͔͔͎ͫͫ͒ͯͣͦͦ͡ ͙͔͍ͤͭͪ͊͊͡Τ 
˸͔ͭͦ͒ delta τ ͘ ͤ͊;͔͙͔ͤ ͍·͚͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͙ͨͪ 
͔͔ͨͦͫ͒ͤͣ͡ ͔ͦͭ͋ͦͪ ͔͋ͯ͒ͭ ͍·;͔ͭͤͦ ͙͘ ͔ͭͯ͟΅͔͎ͦ ͤ͊͘;͔͙ͤΎ ͙ 
͙ͪ͊ͤ͘ͼ͊ ͔͋ͯ͒ͭ ͍͔ͫͪ͊ͤͤ͊ ͫ ͎͙ͪ͊ͤͼ͙͊ͣ ό͙ͪ͊ͤ͘ͼ͊ ͔ͣ͗͒ͯ 
ͤ͊͘;͔͙ͤΎ͙ͣ ͔͔͔͚ͨͪͣͤͤͦ ͍ ͦͤ͟ͼ͔ ͙ ͍ ͤ͊;͔͊͡ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ 
͙͔͍ͤͭͪ͊͊͡ύΤ 
- startup τ ͙ ͤͫͭͪͯ͟ͼ͙Ύ ͒͡Ύ ͎͔͔ͤͪ͊ͼ͙͙ ͫͦ͋·͙͚ͭ ͤ͊ ͔͍ͨͪͦͣ 
ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡Φ ˻͔͔ͨͪ͒͡Ύ͔ͭ ͍͙ͨͪ͊͊͡ ͎͔͔ͤͪ͊ͼ͙͙ 
͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭ ͒͡Ύ ͔͍͎ͨͪͦͦ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙͔͍ͤͭͪ͊͊͡ 
͔ͨͯͭͣ ͍͔͙ͫͪ͊ͤͤΎ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͫ ͚ͦ͒ͤͦΣ ͙͋ͦ͡ 
͔͙͙ͦ͋ͣ ͎͙ͪ͊ͤͼ͙͊ͣΥ 
- rising τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ 
͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ 
ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋ͦ͡Έ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ Ή͚ͭͦ 
͎͙ͪ͊ͤͼ͔Τ 
- falling τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ 
͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ 
ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ Ή͚ͭͦ 
͎͙ͪ͊ͤͼ͔Τ 
- rising-falling τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ 
ͨͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͙κ͙͙͡ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ 
͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ 
͋ͦ͡Έ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔ ͙κ͙͙͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ 
͍ͪ͊ͤͦ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Τ 
- owner τ ͙ ͣΎ ͔ͫͦ͒͊ͭ͘͡Ύ ͍͙͚͎͊͊ͪͤͦͦ ͫͦ͋·͙ͭΎΦ 

no rmon alarm index ͙̂͒͊ͭ͡Έ ͍͙͔ͯͫͦ͡ ͍·͒͊;͙ ͍͙͚͊͊ͪͤ·ͻ ͫ ͦ͋·͙͚ͭΦ 
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rmon table-size {history 
hist_entries |  log log_en-
tries} hist_entries: 

(20..32767)/270; 
log_entries: 

(20..32767)/100 

˭͊͒͊ͭΈ ͙ͣ͊ͫͣ͊͟͡Έͤ·͚ ͔ͪ͊ͣͪ͘ wahb-͙ͭ͊͋͡ͼΦ 
- history τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͫͭͪͦ͟ ͍ ͙ͭ͊͋͡ͼ͔ 
͙͙͙ͫͭͦͪ; 
- log τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͫͭͪͦ͟ ͍ ͙ͭ͊͋͡ͼ͔ ͙͔͚͊ͨͫ͘. 

˭ͤ͊;͔͙͔ͤ ͍͙ͫͭͯͨͭ ͍ ͙ͫͯ͡ ͭͦ͡Έͦ͟ ͔ͨͦͫ͡ ͔͔ͨͪ͊͘π
͎͙ͪͯ͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no rmon table-size {history 
|  log} 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 

͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 216 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

rmon collection stats index 
[owner name] [buckets 
bucket_num] [interval inter-
val] 

index: (1..65535); 
name: (0..160) 
͙͍͍ͫͣͦͦ͡; 

bucket-num: 
(1..50)/50; 

interval: 
(1..3600)κмулл ͫ 

ˤ͟͡Ό;͙ͭΈ ͺ͙͍͙͔ͦͪͣͪͦ͊ͤ ͙͙͙ͫͭͦͪ ͨͦ ͎ͪͯͨͨ͊ͣ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ 
͋͊͘· ͒͊ͤͤ·ͻ όaL.ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 
- index τ ͙ ͔ͤ͒ͫ͟ ͔͔͚ͭͪ͋ͯͣͦ ͎ͪͯͨͨ· ͙͙͙ͫͭ͊ͭͫͭ͟; 
- name τ ͍ ͔͔͊͒͡͡ͼ ͎ͪͯͨͨ· ͙͙͙ͫͭ͊ͭͫͭ͟; 
- bucket_num τ ͘ ͤ͊;͔͙͔ͤΣ ͊ ͫͫͦͼ͙͙͔͔ͪͯͣͦ ͫ ͙ͦ͟͡;͔͍ͫͭͦͣ 
Ύ;͔͔͟ ͒͡Ύ ͫ͋ͦͪ͊ ͙͙͙ͫͭͦͪ ͨͦ ͎͔ͪͯͨͨ ͙͙͙ͫͭ͊ͭͫͭ͟; 
- interval τ ͨ ͔͙ͪͦ͒ ͦͨͪͦͫ͊ ͒͡Ύ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͙ͫͭͦͪ. 

no rmon collection stats in-
dex 

ˤ·͟͡Ό;͙ͭΈ ͺ͙͍͙͔ͦͪͣͪͦ͊ͤ ͙͙͙ͫͭͦͪ ͨͦ ͎ͪͯͨͨ͊ͣ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ 
͋͊͘· ͒͊ͤͤ·ͻ όaL.ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 217 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port | 
port-channel group} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͙͋ͦ͡ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΣ ͙ͫͨͦ͡Έ͔ͯͣͯ͘Ό ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 

show rmon collection stats 
[gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | port -channel 
group] 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͊ͨͪ͊͘΄͙͍͔͊ͣ·ͣ ͎ͪͯͨͨ͊ͣ 
͙͙͙ͫͭ͊ͭͫͭ͟Φ 
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show rmon history index 
{throughput | errors | 
other} [period period] 

index: (1..65535); 
period: (1..2147483647) ͫ  

˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭͦͪΌ 9ǘƘŜǊƴŜǘ ͙͙͙ͫͭ͊ͭͫͭ͟ wahbΦ 
- index τ ͘ ͊ͨͪͦ΄͔ͤͤ͊Ύ ͎ͪͯͨͨ͊ ͙͙͙ͫͭ͊ͭͫͭ͟; 
- throughput τ ͨ ͦ͊͘͟·͍͔͊ͭ ͫ;͔ͭ;͙͙͟ ͙͍͙͔ͨͪͦͦ͒ͭ͘͡Έ͙ͤͦͫͭ 
ό͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭύ; 
- errors τ ͨ ͦ͊͘͟·͍͔͊ͭ ͫ;͔ͭ;͙͙͟ ͦ΄͙͋ͦ͟; 
- other τ ͨ ͦ͊͘͟·͍͔͊ͭ ͫ;͔ͭ;͙͙͟ ͦ͋ͪ·͍͍ͦ ͙ ͙͙͚ͦ͘͟͡͡; 
- period τ ͨ ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭͦͪΌ ͊͘ ͊ͨͪͦ͘΄͔ͤͤ·͚ ͔͙ͨͪͦ͒ 
͍͔͔͙ͪͣͤΦ 

show rmon alarm-table τ ˽ͦ͊͊ͭ͘͟Έ ͍ͫͦ͒ͤͯΌ ͙ͭ͊͋͡ͼͯ ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭΦ 

show rmon alarm index 
index: (1..65535) 

˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͚͙ͤ͊ͫͭͪͦ͟ ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭΦ 
- index τ ͙ ͔ͤ͒ͫ͟ ͍͙͚͎͊͊ͪͤͦͦ ͫͦ͋·͙ͭΎΦ 

show rmon events τ ˽ͦ͊͊ͭ͘͟Έ ͭ ͙͊͋͡ͼͯ ͫͦ͋·͙͚ͭ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ wahbΦ 

show rmon log [index] 
index: (0..65535) 

˽ͦ͊͊ͭ͘͟Έ ͙ͭ͊͋͡ͼͯ ͙͔͚͊ͨͫ͘ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ wahbΦ 
- index τ ͙ ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎ. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ мл ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘernet: 

ʩonsole# show rmon statistics ten gigabit ethernet  1/0 /10   

Port te 0/10  

Dropped: 8  

Octets: 878128 Packets: 978  

Broadcast: 7 Multicast: 1  

CRC Align Errors: 0 Collisions: 0  

Undersize Pkts: 0 Oversize Pkts: 0  

Fragments: 0 Jabbers: 0  

64 Octets: 98 65 to 127 Octets: 0  

128 to 255 Octets: 0 256 to 511 Octets: 0  

512 to  1023 Octets : 491 1024 to  1518 Octets : 389  

͙́͊͋͡ͼ͊ 218 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Dropped ˴͙ͦ͡;͔͍ͫͭͦ ͔͔͙͍͊͒ͭͭͪͦ͊ͤͤ͘͟·ͻ ͫͦ͋·͙͚ͭΣ ͟ ͎ͦ͒͊ ͔ͨ͊ͭ͟· ͋·͙͡ ͦͭ͋ͪͦ΄͔ͤ·Φ 

Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͚͋͊ͭ ͒͊ͤͤ·ͻ ό͍͟͡Ό;͊Ύ ͚͋͊ͭ· ͨͦ͡ͻ͙ͻ ͔͍ͨ͊ͭͦ͟ύ, ͙ͨͪͤΎͭ·ͻ ͙͘ ͔͙ͫͭ ό͙ͫ͟͡Ό;͊Ύ 
ͺ͔͚͍ͪͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

Packets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔Σ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͔ ͙ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͨ͊π
͔ͭ͟·ύΦ 

Broadcast ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͔͍ͨ͊ͭͦ͟ όͭͦ͡Έͦ͟ ͔ͦͪͪͭͤ͟͟·͔ ͔ͨ͊ͭ͟·ύΦ 

Multicast ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ όͭͦ͡Έͦ͟ ͔ͦͪͪͭͤ͟͟·͔ ͔ͨ͊ͭ͟·ύΦ 

CRC Align Errors 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͦͭ сп ͒ͦ мрму ͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡ΈͤͦΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪπ
ͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· 
τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

Collisions ˻ͼ͔ͤ͊͟ ͙ͦ͟͡;͔͍ͫͭ͊ ͙͙͚ͦ͘͟͡͡ ͤ͊ ͒͊ͤͤͦͣ 9ǘƘŜǊƴŜǘ-͔͎͔͔ͫͣͤͭΦ 

Undersize Pkts 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͔ͣͤΈ΄͔ сп ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ 
͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͤͦ ͍ ͦͫͭ͊͡Έͤͦͣ ͍͙ͨͪ͊͡Έͤͦ ͫͺ͙͍ͦͪͣͪͦ͊ͤͤ·ͻΦ 

Oversize Pkts 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͋ͦ͡Έ΄͔ мрму ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ 
͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͤͦ ͍ ͦͫͭ͊͡Έͤͦͣ ͍͙ͨͪ͊͡Έͤͦ ͫͺ͙͍ͦͪͣͪͦ͊ͤͤ·ͻΦ 

Fragments 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͔ͣͤΈ΄͔ сп ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ 
͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ 
;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ 
όͦ΄͙͙͋͟ ͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 
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Jabbers 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͋ͦ͡Έ΄͔ мрму ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ 
͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ 
;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ FCS), ͡ ͙͋ͦ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ 
όͦ΄͙͙͋͟ ͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

64 Octet 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ сп ͚͋͊ͭ͊ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚ͪπ
͍ͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

65 to 127 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ ср ͒ͦ мнт ͚͋͊ͭ ͍͟͡Ό;͙π
͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

128 to 255 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ мну ͒ͦ нрр ͚͋͊ͭ ͍͟͡Ό;͙π
͔ͭ ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

256 to 511 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ нрс ͒ͦ рмм ͚͋͊ͭ ͍͟͡Ό;͙π
͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

512 to 1023 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ рмн ͒ͦ млно ͚͋͊ͭ ͍͟͡Όπ
;͙͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

1024 to 1518 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ млнп ͒ͦ мрму ͚͋͊ͭ ͍͟͡Όπ
;͙͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͎ͪͯͨͨ͊ͣ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ ͨͦͪͭ͊ уΥ 

ʩonsole# show rmon collection stats ten gigabitethernet 1/0/8  

Index Interface Interval Requested Samples Granted Samples        Owner         

-----  ---------  --------  -----------------  ---------------  -------------------  

  1      te 0/8     300           50               50                Eltex  

́͊ ͙͋͡ͼ͊ 219 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Index ˮ͔ͤ͒ͫ͟, ͯ ͙ͤ͊͟͡Έͤͦ ͙͔͙͒ͤͭͺ͙ͼ͙ͪͯΌ΅͙͚ ͙͊ͨͫ͘ΈΦ 

Interface Ethernet-͙͔ͤͭͪͺ͔͚ͫΣ ͤ ͊ ͦͭͦͪͦͣ͟ ͊ͨͯ͘΅͔ͤ ͦͨͪͦͫΦ 

Interval ˮ͔͍ͤͭͪ͊͡ ͍ ͔ͫͯͤ͒͊͟ͻ ͔ͣ͗͒ͯ ͙ͦͨͪͦͫ͊ͣΦ 

Requested Samples ˭͊ͨͪͦ΄͔͔ͤͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͦͭͫ;͔͍ͭͦΣ ͔ͦͭͦͪͦ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͻ͔ͪ͊ͤͤͦΦ 

Granted Samples ˾͔͊ͪ͘΄͔͔ͤͤͦ ό͍ͦͫͭ͊΄͔͔ͫΎύ ͙ͦ͟͡;͔͍ͫͭͦ ͦͭͫ;͔͍ͭͦΣ ͔ͦͭͦͪͦ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͻ͔ͪ͊ͤͤͦΦ 

Owner ˤ͔͔͊͒͡͡ͼ ͚͒͊ͤͤͦ ͙͙͊ͨͫ͘Φ 

Á ˽ͦ͊͊ͭ͘͟Έ ͫ;͔ͭ;͙͙͟ ͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͒͡Ύ ͎ͪͯͨͨ· ͙͙͙ͫͭ͊ͭͫͭ͟ мΥ 

console# show rmon history  1 t hroughput  

Sample set: 1   Owner: MES  
Interface: gi0/1     Interval: 1800  
Requested samples: 50  Granted samples: 50  

 
Maximum table size: 100  
Time     Octets  Packets  Broadcast  Multicast  % 
Nov 10 2009 18:38:00  204595549  278562  2893   675218.67%  



 

246  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

͙́͊͋͡ͼ͊ 220 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Time ˨͊ͭ͊ ͙ ͍͔ͪͣΎ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͊ͨͫ͘Φ 

Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͚͋͊ͭ ͒͊ͤͤ·ͻ ό͍͟͡Ό;͊Ύ ͚͋͊ͭ· ͨͦ͡ͻ͙ͻ ͔͍ͨ͊ͭͦ͟ύ ͙ͨͪͤΎͭ·ͻ ͙͘ ͔͙ͫͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚ͪπ
͍ͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

Packets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ 
͙͙͊ͨͫ͘Φ 

Broadcast 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͻͦͪͦ΄͙ͻ ͔͍ͨ͊ͭͦ͟ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͍ͤ͊ͨͪ͊π
͔ͤͤ͡·ͻ ͤ͊ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͔ ͔͊͒ͪͫ͊Φ 

Multicast 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͻͦͪͦ΄͙ͻ ͔͍ͨ͊ͭͦ͟ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͍ͤ͊ͨͪ͊π
͔ͤͤ͡·ͻ ͤ͊ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͔͊͒ͪͫ͊Φ 

Utilization 
˻ͼ͔ͤ͊͟ ͔͔͚ͫͪ͒ͤ ͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͺ͙͙͘;͔͎ͫͦͦ͟ ͍ͯͪͦͤΎ ͤ͊ ͒͊ͤͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ͍ ͔ͭπ
;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘Φ ˽ͪͦͨͯͫͤ͊͟Ύ ͫͨͦͫͦ͋ͤͦͫͭΈ ͦͼ͔͙͍͔ͤ͊ͭͫΎ ͍͔͙͡;͙͚ͤͦ ͒ͦ 
ͭ·ͫΎ;͚ͤͦ ͨͪͦͼ͔ͤͭ͊Φ 

CRC Align 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͦͭ сп ͒ͦ 
мрму ͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡ΈͤͦΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪͤͯΌ ͦͤͭͪͦ͟͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ 
͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ 
͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

Collisions 
˻ͼ͔ͤ͊͟ ͙ͦ͟͡;͔͍ͫͭ͊ ͙͙͚ͦ͘͟͡͡ ͤ͊ ͒͊ͤͤͦͣ 9ǘƘŜǊƴŜǘ-͔͎͔͔ͫͣͤͭ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍ͦͪͣͪͦ͊π
͙ͤΎ ͙͙͊ͨͫ͘Φ 

Undersize Pkts 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͔ͣͤΈ΄͔ сп 
͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͤͦ ͍ ͦͫͭ͊͡Έͤͦͣ 
͍͙ͨͪ͊͡Έͤͦ ͫͺ͙͍ͦͪͣͪͦ͊ͤͤ·ͻΦ 

Oversize Pkts 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͋ͦ͡Έ΄͔ 
мрму ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͋ ͙ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͤͦ ͍ ͦͫͭ͊͡Έπ
ͤͦͣ ͍͙ͨͪ͊͡Έͤͦ ͫͺ͙͍ͦͪͣͪͦ͊ͤͤ·ͻΦ 

Fragments 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͔ͣͤΈ΄͔ сп 
͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪπ
ͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· 
τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

Jabbers 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͋ͦ͡Έ΄͔ 
мрму ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͙͔ͣΌ΅͙ͻ 
͔͍͔ͤͪͤͯΌ ͦͤͭͪͦ͟͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ· τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

Dropped 
˴͙ͦ͡;͔͍ͫͭͦ ͔͔͙͍͊͒ͭͭͪͦ͊ͤͤ͘͟·ͻ ͫͦ͋·͙͚ͭΣ ͟ ͎ͦ͒͊ ͔ͨ͊ͭ͟· ͋·͙͡ ͦͭ͋ͪͦ΄͔ͤ· ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ 
ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘Φ 

Á ˽ͦ͊͊ͭ͘͟Έ ͍ͫͦ͒ͤͯΌ ͙ͭ͊͋͡ͼͯ ͙͎͍ͫͤ͊ͦ͡ ͔͍͎͙ͭͪͦΥ 

console # show rmon alarm - table  

Index  OID                               Owner 

-----  --------------------------         -------  

1     1.3.6.1.2.1.2.2.1.10.1             CLI  

2     1.3.6.1.2.1.2.2.1.10.1             Manager  
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͙́͊͋͡ͼ͊ 221 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Index ˮ͔ͤ͒ͫ͟Σ ͙ͯͤ͊͟͡Έͤͦ ͙͔͙͒ͤͭͺ͙ͼ͙ͪͯΌ΅͙͚ ͙͊ͨͫ͘Έ. 

OID OID ͟ ͙͔͚ͦͤͭͪͦͪͯͣͦ͡ ͔͔͔͚ͨͪͣͤͤͦ. 

Owner ˽ͦ͡Έ͍͔ͦ͊ͭ͘͡ΈΣ ͍ͫͦ͒͊͘΄͙͚ ͙͊ͨͫ͘Έ. 

Á ˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭ ͫ  ͙͔ͤ͒ͫͦͣ͟ м: 

console# show rmon alarm  1 

Alarm 1  

-------  

OID: 1.3.6.1.2.1.2.2.1.10.1  

Last sample Value: 878128  

Interval: 30  

Sample Type: delta  

Startup Alarm: rising  

Rising Threshold: 8700000  

Falling Threshold: 78  

Rising Event: 1  

Falling  Event : 1  

Owner: CLI  

͙́͊͋͡ͼ͊ 222 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

OID OID ͟ ͙͔͚ͦͤͭͪͦͪͯͣͦ͡ ͔͔͔͚ͨͪͣͤͤͦ. 

Last Sample Value 
˭ͤ͊;͔͙͔ͤ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͔ͨͦͫ͒ͤͣ͡ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡Φ ˩͙ͫ͡ ͔ͣͭͦ͒ ͦͭ͋ͦͪ͊ ͔͔͔ͨͪͣͤπ
ͤ·ͻ absolute τ ͭ ͦ Ήͭͦ ͊͋ͫͦ͡Ό͔ͭͤͦ ͤ͊͘;͔͙͔ͤ ͔͔͔͚ͨͪͣͤͤͦΣ ͔͙ͫ͡ delta τ  ͪ ͙͊ͤ͘ͼ͊ ͔ͣ͗͒ͯ ͤ͊͘π
;͔͙ͤΎ͙ͣ ͔͔͔͚ͨͪͣͤͤͦ ͍ ͦͤ͟ͼ͔ ͙ ͍ ͤ͊;͔͊͡ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙͔͍ͤͭͪ͊͊͡Φ 

Interval 
ˮ͔͍ͤͭͪ͊͡ ͍ ͔ͫͯͤ͒͊͟ͻΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͒͊ͤͤ·͔ ͙ͦͭ͋ͪ͊ΌͭͫΎ ͙ ͍͙͍ͫͪ͊ͤ͊ΌͭͫΎ ͫ ͍͔ͪͻ͔͚ͤ ͙ 
͙͔͚ͤ͗ͤ ͎͙ͪ͊ͤͼ͙͊ͣΦ  

Sample Type 

˸͔ͭͦ͒ ͦͭ͋ͦͪ͊ ͯ͊͊ͤͤ͘͟·ͻ ͔͔͔ͨͪͣͤͤ·ͻ ͙ ͨͦ͒ͫ;͔ͭ͊ ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͍͔͙ͫͪ͊ͤͤΎ ͫ ͎͙ͪ͊ͤͼ͙͊ͣΦ ˸ ͔π
ͭͦ͒ absolute τ ͊͋ͫͦ͡Ό͔ͭͤͦ ͤ͊͘;͔͙͔ͤ ͍·͚͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͔͋ͯ͒ͭ ͍͔ͫͪ͊ͤͤͦ ͫ ͎͙ͪ͊ͤͼ͔͚ 
ͤ͊ ͦͤ͟ͼ͔ ͙͔͔͎ͫͫ͒ͯͣͦͦ͡ ͙͔͍ͤͭͪ͊͊͡Φ ˸͔ͭͦ͒ delta τ ͤ͊͘;͔͙͔ͤ ͍·͚͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͙ͨͪ 
͔͔ͨͦͫ͒ͤͣ͡ ͔ͦͭ͋ͦͪ ͔͋ͯ͒ͭ ͍·;͔ͭͤͦ ͙͘ ͔ͭͯ͟΅͔͎ͦ ͤ͊͘;͔͙ͤΎ, ͙  ͙ͪ͊ͤ͘ͼ͊ ͔͋ͯ͒ͭ ͍͔ͫͪ͊ͤͤ͊ ͫ ͎͙ͪ͊ͤπ
ͼ͙͊ͣ ό͙ͪ͊ͤ͘ͼ͊ ͔ͣ͗͒ͯ ͤ͊͘;͔͙ͤΎ͙ͣ ͔͔͔͚ͨͪͣͤͤͦ ͍ ͦͤ͟ͼ͔ ͙ ͍ ͤ͊;͔͊͡ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙͔ͤͭͪπ
͍͊͊͡ύΦ 

Startup Alarm 

ˮͤͫͭͪͯ͟ͼ͙Ύ ͒͡Ύ ͎͔͔ͤͪ͊ͼ͙͙ ͫͦ͋·͙͚ͭ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡Φ ˻͔͔ͨͪ͒͡Ύ͔ͭ ͨͪ͊π
͍͙͊͡ ͎͔͔ͤͪ͊ͼ͙͙ ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭ ͒͡Ύ ͔͍͎ͨͪͦͦ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙͔͍ͤͭͪ͊͊͡ ͔ͨͯͭͣ ͍͔͙ͫͪ͊ͤͤΎ 
͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͫ ͚ͦ͒ͤͦΣ ͙͋ͦ͡ ͔͙͙ͦ͋ͣ ͎͙ͪ͊ͤͼ͙͊ͣΦ 
rising τ ͎͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔π
͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋ͦ͡Έ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ Ή͚ͭͦ 
͎͙ͪ͊ͤͼ͔Φ 
falling τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔π
͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ Ή͚ͭͦ 
͎͙ͪ͊ͤͼ͔Φ 
rising-falling τ ͎͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͙κ͙͙͡ ͙ͤͫͻͦπ
͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ 
͋ͦ͡Έ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͙κ͙͙͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Φ 

Rising Threshold 
˭ͤ͊;͔͙͔ͤ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ·Φ ˴͎ͦ͒͊ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔ͨͪ͒·͒ͯ΅͔ͣ 
ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋·ͦ͡ ͔ͣͤΈ΄͔ ͚͒͊ͤͤͦ ͎͙ͪ͊ͤͼ·Σ ͊ ͤ͊ ͔ͭͯ͟΅͔ͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔ͤͭͪπ
͍͔͊͡ ͋ͦ͡Έ΄͔ ͣ͡ ͙͋ͦ ͍ͪ͊ͤͦ ͣ͘ ͤ͊;͔͙ͤΌ ͎͙ͪ͊ͤͼ·Σ ͎ͭͦ͒͊ ͔͙͙͒ͤ;͔ͤͦ ͫͦ͋·͙͔ͭ ͎͔͔͙͔ͤͪͪͯͭͫΎΦ  

Falling Threshold 
˭ͤ͊;͔͙͔ͤ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ·Φ ˴͎ͦ͒͊ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔ͨͪ͒·͒ͯ΅͔ͣ 
ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋·ͦ͡ ͋ͦ͡Έ΄͔ ͚͒͊ͤͤͦ ͎͙ͪ͊ͤͼ·Σ ͊ ͤ͊ ͔ͭͯ͟΅͔ͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔ͤͭͪπ
͍͔͊͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ ͤ͊͘;͔͙ͤΌ ͎͙ͪ͊ͤͼ·Σ ͎ͭͦ͒͊ ͔͙͙͒ͤ;͔ͤͦ ͫͦ͋·͙͔ͭ ͎͔͔͙͔ͤͪͪͯͭͫΎΦ  

Rising Event ˮ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎ ͙ͫͨͦ͡Έͯ͘Ό΅͔͎ͦͫΎΣ ͎ͦ͒͊͟ ͍ͦͫͻͦ͒Ύ΅͊Ύ ͎͙ͪ͊ͤͼ͊ ͔͔͔ͨͪͫ;͔ͤ͊Φ 
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Falling Event ˮ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎ ͙ͫͨͦ͡Έͯ͘Ό΅͔͎ͦͫΎΣ ͎ͦ͒͊͟ ͙ͤͫͻͦ͒Ύ΅͊Ύ ͎͙ͪ͊ͤͼ͊ ͔͔͔ͨͪͫ;͔ͤ͊Φ 

Owner ˽ͦ͡Έ͍͔ͦ͊ͭ͘͡ΈΣ ͍ͫͦ͒͊͘΄͙͚ ͙͊ͨͫ͘ΈΦ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͭ͊͋͡ͼͯ ͫͦ͋·͙͚ͭ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ RMON: 

ʩonsole# show rmon events  

Index  Descrip tion     Type        Community     Owner      Last time sent  

-----   -----------     ----------  ----------    --------    -------------------  

1      Errors         Log                      CLI         Nov 10 2009 18:47:17  

2      High Broadcast Log - Trap    router        Manager    Nov 10 2009 18:48:48  

͙́͊͋͡ͼ͊ 223 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Index ˮ͔ͤ͒ͫ͟Σ ͙ͯͤ͊͟͡Έͤͦ ͙͔͙͒ͤͭͺ͙ͼ͙ͪͯΌ΅͙͚ ͫͦ͋·͙͔ͭΦ 

Description ˴͔͙͚ͦͣͣͤͭ͊ͪΣ ͙ͦͨͫ·͍͊Ό΅͙͚ ͫͦ͋·͙͔ͭΦ 

Type 

͙́ͨ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ ͎͔͔͙͔͎ͤͪͪͯͣͦͦ ͚͍ͯͫͭͪͦͫͭͦͣ ͨͦ Ήͭͦͣͯ ͫͦ͋·͙ͭΌ: 
none τ ͤ ͔ ͎͔͔͙͍ͤͪͪͦ͊ͭΈ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ 
log τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔Σ 
trap τ ͦ ͭͫ·͊ͭ͡Έ {bat ǘǊŀǇΣ 
log-trap τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔ ͙ ͦͭͫ·͊ͭ͡Έ {bat ǘǊŀǇΦ 

Community ˿ͭͪͦ͊͟ ͫͦͦ͋΅͔͍ͫͭ͊ {bat ͒͡Ύ ͔͔ͨͪͫ·͙͟͡ ǘǊŀǇΦ 

Owner ˽ͦ͡Έ͍͔ͦ͊ͭ͘͡ΈΣ ͍ͫͦ͒͊͘΄͙͚ ͫͦ͋·͙͔ͭΦ 

Last time sent 
ˤ͔ͪͣΎ ͙ ͒͊ͭ͊ ͎͔͔͙͍͙ͤͪͪͦ͊ͤΎ ͔͔͎ͨͦͫ͒ͤͦ͡ ͫͦ͋·͙ͭΎΦ ˩͙ͫ͡ ͔ͤ ͋·ͦ͡ ͎͔͔͙͍ͫͤͪͪͦ͊ͤͦ ͫͦ͋·͙͚ͭΣ ͭͦ 
Ήͭͦ ͤ͊͘;͔͙͔ͤ ͔͋ͯ͒ͭ ͍ͪ͊ͤͦ ͤͯ͡ΌΦ 

˽ͦ͊͊ͭ͘͟Έ ͙ͭ͊͋͡ͼͯ ͙͔͚͊ͨͫ͘ ͔͎ͯ͒͊ͤͤͦͦ͡ ͣ ͙͙͎ͦͤͭͦͪͤ͊ RMON: 

console# show rmon log  

Maximum table size: 100  

Event Descrip tion  Time  

-----  -----------  --------------------  

1     Errors       Nov 10 2009 18:48:33  

͙́͊͋͡ͼ͊ 224 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Index ˮ͔ͤ͒ͫ͟Σ ͙ͯͤ͊͟͡Έͤͦ ͙͔͙͒ͤͭͺ͙ͼ͙ͪͯΌ΅͙͚ ͙͊ͨͫ͘Έ. 

Description ˴͔͙͚ͦͣͣͤͭ͊ͪΣ ͙ͦͨͫ·͍͊Ό΅͙͚ ͫͦ͋·͙͔ͭΦ 

Time ˤ͔ͪͣΎ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͊ͨͫ͘Φ 

5.21.6 ˿͙͙ͨͫ͟ ͒ͦͫͭͯͨ͊ !/[ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ 

˽͎͔ͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͨͦ ͍ͦ͘͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͙ͭΈ ͙͋ͦ͡ ͎͙ͦͪ͊ͤ;͙ͭΈ ͒ͦͫͭͯͨ ͟ 
͍͔͙ͯͨͪ͊ͤ͡Ό ͚͍ͯͫͭͪͦͫͭͦͣ ;͔͔ͪ͘ ͔͔͔ͦͨͪ͒ͤͤ͡·͔ ͨͦͪͭ· ͙͙͡ ͎ͪͯͨͨ· ±[!bΦ ˨͡Ύ Ή͚ͭͦ ͼ͔͙͡ ͫͦ͒͊͘ΌͭͫΎ ͙͙ͫͨͫ͟ 
͒ͦͫͭͯͨ͊ όAccess Control List, !/[ύ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

!/[ ǇŜǊ ±[!b ͔ͪ͊͋ͦͭ͊ͭ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ζŀŎƭ-ǎǉƛƴǉη 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 225 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣ ͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

management access-list 
name 

name: (1..32) ͫ ͙͍ͣͦ͊͡ 

˿ͦ͒͊ͭ͘Έ ͫ ͙ͨͫͦ͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͙ͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ. 

no management access-list 
name 

͙̂͒͊ͭ͡Έ ͫ ͙ͨͫͦ͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

management access-class 
{console-only |  name} 

name: (1..32) ͫ ͙͍ͣͦ͊͡ 

˻͎͙ͪ͊ͤ;͙ͭΈ ͯ ͍͔͙͔ͨͪ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭͦͣ ͨͦ ͔͔͔ͦͨͪ͒ͤͤͦͣͯ͡ 
͙ͫͨͫͯ͟ ͒ͦͫͭͯͨ͊ όŀŎŎŜǎǎ ƭƛǎǘύΦ ˢ͙͍͙͔ͭͪͯͭ͟ ͯ͊͊ͤͤ͘͟·͚ ͙ͫͨͫͦ͟ 
͒ͦͫͭͯͨ͊Φ 
- console-only τ ͯ ͍͔͙͔ͨͪ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭͦͣ ͒ͦͫͭͯͨͤͦ ͭͦ͡Έͦ͟ ͫ 
͙ͦͤͫͦ͟͡Φ 

no management ac-
cessπclass 

˻͔͙ͭͣͤͭΈ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͤ͊ ͍͔͙͔ͯͨͪ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭͦͣ ͨͦ 
͔͔͔ͦͨͪ͒ͤͤͦͣͯ͡ ͙ͫͨͫͯ͟ ͒ͦͫͭͯͨ͊ όŀŎŎŜǎǎ ƭƛǎǘύ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͙ͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͙ͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΥ 

console(config)# management access - list  eltex_manag  

console  ( config - macl )#  

͙́͊͋͡ͼ͊ 226 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͙ͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

permit [gigabitethernet 
gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port |  port-channel 
group |  oob |  vlan vlan_id] 
[service service ] [ace-
priority  index] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094) 

service: (telnet, snmp, 
http, https, ssh); 
index: (1..65535) 

˭͊͒͊ͭΈ ͪ ͔͊ͪ͘΄͊Ό΅͔͔ ͍͙͔ͯͫͦ͡ ͒͡Ύ ͍ͯͨͪ͊͡ΎΌ΅͔͎ͦ ͙ͫͨͫ͊͟ 
͒ͦͫͭͯͨ͊. 
- service τ ͭ ͙ͨ ͒ ͦͫͭͯͨ͊. 
- index τ ͨ ͙͙͔ͪͦͪͭͭ ͍͙ͨͪ͊͊͡Φ 

permit ip-source 
{ipv4_address |  
ipv6_address/prefix_length} 
[mask {mask |  
prefix_length}] 
[gigabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port |  port-channel 
group |  oob |  vlan vlan_id] 
[service service] [ace-
priority  index] 
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deny [gigabitethernet 
gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port |  port-channel 
group | oob |  vlan vlan_id] 
[service service] [ace-
priority  index] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094); 

service: (telnet, snmp, 
http, https, ssh); 
index: (1..65535) 

˭͊͒͊ͭΈ ͘ ͔͊ͨͪ΅͊Ό΅͔͔ ͍͙͔ͯͫͦ͡ ͒͡Ύ ͍ͯͨͪ͊͡ΎΌ΅͔͎ͦ ͙ͫͨͫ͊͟ 
͒ͦͫͭͯͨ͊. 
- service τ ͭ ͙ͨ ͒ ͦͫͭͯͨ͊, 
- index τ ͨ ͙͙͔ͪͦͪͭͭ ͍͙ͨͪ͊͊͡Φ 

deny ip-source 
{ipv4_address |  
ipv6_address/prefix_length} 
[mask {mask |  
prefix_length}] 
[gigabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port |  port-channel 
group |  oob |  vlan vlan_id] 
[service service] [ace-
priority  index] 

remove ace-priority  index index: (1..65535) ͙̂͒͊ͭ͡Έ ͍͙͔ͯͫͦ͡ ͙͘ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 227 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show management access-
list [name] 

name: όмΦΦонύ ͙͍ͫͣͦ͊͡ ˽ͦ͊͊ͭ͘͟Έ ͫ ͙͙ͨͫ͟ ͒ͦͫͭͯͨ͊ όŀŎŎŜǎǎ ƭƛǎǘύ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

show management ac-
cessπclass 

τ 
˽ͦ͊͊ͭ͘͟Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙͍͊ͭͤ͟·ͻ ͙ͫͨͫ͊͟ͻ ͒ͦͫͭͯͨ͊ 
όŀŎŎŜǎǎ ƭƛǎǘύ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

5.21.7 ˹͚͊ͫͭͪͦ͊͟ ͒ͦͫͭͯͨ͊ 

5.21.7.1 Telnet, SSH, HTTP ͙ FTP 

˨͊ͤͤ·͔ ͦͣ͊ͤ͒͟· ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍͔͍ͫͪͪͦ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ ˽͔ͦ͒͒ͪ͗͊͟ ͔͍͔͍ͫͪͪͦ TELNET ͙ SSH ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͔ͯ͒͊ͤͤͦ͡ ͨͦ͒͟͡Ό;͊ͭΈͫΎ ͟ 
͔ͤͣͯ ͒͡Ύ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  
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͙́͊͋͡ͼ͊ 228 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip telnet server 

ͨͦ  ͯͣͦ͡;͙͊ͤΌ Telnet-͔͍͔ͫͪͪ 
͍͟͡Ό;͔ͤ 

˾͔͊ͪ͘΄͙ͭΈ ͯ ͔͔͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͯ ͚͍ͫͭͪͦͫͭ͊ 
;͔͔ͪ͘ Telnet. 

no ip telnet server ˭͔͙͊ͨͪͭͭΈ ͯ ͔͔͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͯ ͚͍ͫͭͪͦͫͭ͊ ;͔͔ͪ͘ 
Telnet. 

ip ssh server 

ͨͦ  ͯͣͦ͡;͙͊ͤΌ SSH- ͫ ͔͍͔ͪͪ 
ͦͭ͟͡Ό;͔ͤ 

˾͔͊ͪ͘΄͙ͭΈ ͯ ͔͔͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͯ ͚͍ͫͭͪͦͫͭ͊ 
;͔͔ͪ͘ SSH. 

˨ͦ ͔ͭͻ ͨͦͪ, ͨ ͦ͊͟ ͟͡Ό; ͒͡Ύ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͔ͤ ͎͔ͫπ
͔͙͍ͤͪͪͦ͊ͤ, SSH-͔͍͔ͫͪͪ ͔͋ͯ͒ͭ ͤ͊ͻ͙ͦ͒ͭΈͫΎ ͍ ͔ͪπ
͔͍͔ͪ͘Φ ˽͔ͦͫ͡ ͎͔͔ͤͪ͊ͼ͙͙ ͟͡Ό;͊ ό͙ͫͨͦ͡Έ͔ͯͣ͘·͔ 
ͦͣ͊ͤ͒͟· ŎǊȅǇǘƻ ƪŜȅ ƎŜƴŜǊŀǘŜ Ǌǎŀ ͙ ŎǊȅǇǘƻ ƪŜȅ 
ƎŜƴŜǊŀǘŜ Řǎŀύ ͔͍͔ͫͪͪ ͔͔͚͔ͨͪ͒ͭ ͍ ͪ͊͋ͦ;͔͔ ͫͦͫͭͦπ
Ύ͙͔ͤΦ 

no ip ssh server ˭͔͙͊ͨͪͭͭΈ ͯ ͔͔͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͯ ͚͍ͫͭͪͦͫͭ͊ ;͔͔ͪ͘ 
SSH. 

ip scp server 

ͨͦ ͯͣͦ͡;͙͊ͤΌ SCP-͔͍͔ͫͪͪ 
ͦͭ͟͡Ό;͔ͤ 

˾͔͊ͪ͘΄͙ͭΈ ͙͍͙͔ͦͨͪͦ͊ͤ͟ ͺ͚͍͊ͦ͡ ͙͘ ͺ͚͍͎͊ͦͦͦ͡ ͻ͙͙ͪ͊ͤ͡΅͊ 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͤ͊ ͔͎ͤͦ ;͔͔ͪ͘ SCP. 

SSH-͔͍͔ͫͪͪ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍͟͡Ό;͔ͤΦ 
 

no ip scp server ˤ·͟͡Ό;͙ͭΈ SCP-͔͍͔ͫͪͪΦ 

ip ftp passive 
τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͙͍ͨ͊ͫͫͤ·͚ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· FTP-͙͔ͤͭ͊͟͡Φ 

no ip ftp passive ˤ·͟͡Ό;͙ͭΈ ͙͍ͨ͊ͫͫͤ·͚ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· FTP-͙͔ͤͭ͊͟͡Φ 

ip ssh mac algorithms algorithms:(hmac-sha2-256, 
hmac-sha2-512, hmac-sha1, 

umac-64-etm@openssh.com, 
hmac-sha2-256-

etm@openssh.com, hmac-
sha2-512-etm@openssh.com, 

hmac-sha1-
etm@openssh.com, umac-

64@openssh.com)/ͪ ͔͊ͪ͘΄͔ͤ· 
͍͔ͫ ͊ ͎͙ͦͪͭͣ͡· 

˭͊͒͊ͭΈ ͙ͫͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͎͙͍͊ͦͪͭͣͦ͡ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ 
͒͡Ύ ͔͍͔ͫͪͪ͊Φ 

no ip ssh mac ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͙ͫͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͎͙͍͊ͦͪͭͣͦ͡ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

ip ssh port port_number 
port_number: (1..65535)/22 

́˿˾-ͨͦͪͭΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ {{I-͔͍͔ͫͪͪͦͣΦ 

no ip ssh port ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip ssh-client sourceπinter-
face {gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group |  loopback 
loopback_id |  vlan 
vlan_id} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id: (1..64)  

group: (1..48); 
vlan_id: (1..4094) 

˭͊͒͊ͭΈ ͙͔ͤͭͪͺ͔͚ͫ ͒͡Ύ SSH-͔͙͚ͫͫͫΦ 

no ip ssh-client sourceπin-
terface 

͙̂͒͊ͭ͡Έ ͙ ͔ͤͭͪͺ͔͚ͫΦ 

ipv6 ssh-client sourceπin-
terface {gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port -
channel group |  loopback 
loopback_id |  vlan 
vlan_id} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id: (1..64)  

group: (1..48); 
vlan_id: (1..4094) 

˭͊͒͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ ͒͡Ύ IPv6 SSH-͔͙͚ͫͫͫΦ 

no ipv6 ssh-client 
sourceπinterface 

͙̂͒͊ͭ͡Έ ͙ ͔ͤͭͪͺ͔͚ͫΦ 

ip ssh pubkey-auth ˾͔͊ͪ͘΄͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ ͒͡Ύ 
͍ͻͦ͒Ύ΅͙ͻ {{I-͔͙͚ͫͫͫΦ 



 

252  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

no ip ssh pubkey-auth ͨͦ  ͯͣͦ͡;͙͊ͤΌ 
͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͨͯ͋͡;͎ͤͦͦ 

͟͡Ό;͊ ͔͊ͨͪ͘΅͔ͤͦ 

˭͔͙͊ͨͪͭͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ ͒͡Ύ 
͍ͻͦ͒Ύ΅͙ͻ {{I-͔͙͚ͫͫͫΦ 

ip ssh cipher algorithms algorithms: (3des, aes128,  
aes192, aes256, arcfour,  
noneύκ͔ͪ͊ͪ͘΄͔ͤ· ͍͔ͫ  
͎͙͊ͦͪͭͣ͡·Σ ͔ͪͦͣ͟ none 

˭͊͒͊ͭΈ ͫ ͙ͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͎͙͍͊ͦͪͭͣͦ͡ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͒͡Ύ  
͔͍͔ͫͪͪ͊. 

no ip ssh cipher  ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͫ ͙ͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͎͙͍͊ͦͪͭͣͦ͡ ͔ͦ͋ͣͤ͊  
͟͡Ό;͙͊ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip ssh kex methods 
 

methods:  
όŘƘπƎǊƻǳǇπŜȄŎƘŀƴƎŜ-sha1,  

dhπgroupмπsha1)/ 
͔ͪ͊ͪ͘΄͔ͤ· ͍͔ͫ ͔ͣͭͦ͒· 

˭͊͒͊ͭΈ ͫ ͙ͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͔͍ͣͭͦ͒ͦ ͔ͦ͋ͣͤ͊ ͟͡Ό;͙͊ͣ 
͒͡Ύ  
͔͍͔ͫͪͪ͊. 

no ip ssh kex ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͫ ͙ͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͎͙͍͊ͦͪͭͣͦ͡ ͔ͦ͋ͣͤ͊  
͟͡Ό;͙͊ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip ssh password-auth 
ͨͦ  ͯͣͦ͡;͙͊ͤΌ ͍ ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ ͨ͊ͪͦ͡Ό. 

no ip ssh password-auth ˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ ͨ͊ͪͦ͡Ό. 

crypto key pubkey-chain 
ssh 

ͨͦ  ͯͣͦ͡;͙͊ͤΌ ͟͡Ό; ͔ͤ 
ͫͦ͒͊ͤ͘ 

ˤͦ ͚͙ͭ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊Φ 

crypto key generate dsa 

τ 

˥͔͔͙͍ͤͪͪͦ͊ͭΈ ͨ͊ͪͯ ͟͡Ό;͔͚ 5{! τ ;͊ͫͭͤ·͚ ͙ ͙ͨͯ͋͡;ͤ·͚ 
͒͡Ύ {{I-͔͍͙ͫͪͫ͊Φ 

˩͙ͫ͡ ͻͦͭΎ ͋· ͙ͦ͒ͤ ͙͘ ͨ͊ͪ· ͟͡Ό;͔͚ ͔ͯ͗ ͫͦ͒͊ͤ͘Σ 
ͭͦ ͙͔ͫͫͭͣ͊ ͔͙ͨͪ͒ͦ͗ͭ͡ ͔͔͙ͨͪ͊ͨͫ͊ͭ͘Έ ͟͡Ό;Φ 

crypto key generate rsa 

τ 

˥͔͔͙͍ͤͪͪͦ͊ͭΈ ͨ ͊ͪͯ ͟͡Ό;͔͚ w{! τ ;͊ͫͭͤ·͚ ͙ ͙ͨͯ͋͡;ͤ·͚ 
͒͡Ύ {{I-͔͍͙ͫͪͫ͊Φ 

˩͙ͫ͡ ͻͦͭΎ ͋· ͙ͦ͒ͤ ͙͘ ͨ ͊ͪ· ͟͡Ό;͔͚ ͔ͯ͗ ͫͦ͒͊ͤ͘Σ 
ͭͦ ͙͔ͫͫͭͣ͊ ͔͙ͨͪ͒ͦ͗ͭ͡ ͔͔͙ͨͪ͊ͨͫ͊ͭ͘Έ ͟͡Ό;Φ 

crypto key import dsa 

τ 

ˮ͙͍ͣͨͦͪͭͪͦ͊ͭΈ ͨ ͊ͪͯ ͟͡Ό;͔͚ 5{!.   
- encrypted τ ͍  ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒. encrypted crypto key im-

port dsa 

crypto key import rsa 

τ 

ˮ͙͍ͣͨͦͪͭͪͦ͊ͭΈ ͨ ͊ͪͯ ͟͡Ό;͔͚ RSA.  
- encrypted τ ͍  ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒. encrypted crypto key im-

port rsa 

crypto certificate {1 | 2} 
generate 

τ ˥͔͔͙͍ͤͪͪͦ͊ͭΈ SSL-͔͙ͫͪͭͺ͙͊ͭ͟Φ 

ip http server 

ͨͦ  ͯͣͦ͡;͙͊ͤΌ HTTP-͔͍͔ͫͪͪ 
͍͟͡Ό;͔ͤ 

˾͔͊ͪ͘΄͙ͭΈ ͯ ͔͔͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͯ ͚͍ͫͭͪͦͫͭ͊ 
;͔͔ͪ͘ web. 

no ip http server ˭͔͙͊ͨͪͭͭΈ ͯ ͔͔͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͯ ͚͍ͫͭͪͦͫͭ͊ ;͔͔ͪ͘ 
web. 

ip http port port 
1..65535/80 

˭͊͒͊ͭΈ ͨ ͦͪͭ I¢¢t-͔͍͔ͫͪͪ͊Φ 

no ip http port ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip http secure-server ͨͦ  ͯͣͦ͡;͙͊ͤΌ HTTPS-͔͍͔ͫͪͪ 
͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ HTTPS-͔͍͔ͫͪͪΦ 

no ip http secure-server ˤ·͟͡Ό;͙ͭΈ HTTPS-͔͍͔ͫͪͪΦ 

ip http secure-server port 
port 1..65535/443 

˭͊͒͊ͭΈ ͨͦͪͭ HTTPS-͔͍͔ͫͪͪ͊Φ 

ip http secure-server port ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip http timeout-policy sec-
onds [http -only | https-
only] 

seconds: (0..86400)/600 

˭͊͒͊ͭΈ ͚ͭ͊ͣ͊ͯͭ I¢¢t-͔͙͙ͫͫͫΦ 

no ip http timeout-policy ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip https certificate {1 |  2} 
τ/1 

˻͔͔͙ͨͪ͒ͭ͡Έ ͊ ͙͍ͭͤ͟·͚ I¢¢t{-͔͙ͫͪͭͺ͙͊ͭ͟Φ 

no ip https certificate ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

crypto certificate {1 | 2} 
generate 

τ 

˥͔͔͙͍ͤͪͪͦ͊ͭΈ SSL-͔͙ͫͪͭͺ͙͊ͭ͟Φ 

crypto certificate {1 | 2} 
import 

ˮ͙͍ͣͨͦͪͭͪͦ͊ͭΈ SSL-͔͙ͫͪͭͺ͙͊ͭ͟Σ ͤ͊ͤ͊͘;͔ͤͤ·͚ ͼ͔ͤͭͪͦͣ 
͔͙ͫͪͭͺ͙͊͟ͼ͙͙Φ 

no crypto certificate {1 | 
2} 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ SSL-͔͙ͫͪͭͺ͙͊ͭ͟ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͔͙ͫͪͭͺ͙͊ͭ͊͟Φ 

 

˴͡Ό;͙Σ ͎͔͔͙͍ͫͤͪͪͦ͊ͤͤ·͔ ͙ͦͣ͊ͤ͒͊ͣ͟ ŎǊȅǇǘƻ ƪŜȅ ƎŜƴŜǊŀǘŜ Ǌǎŀ ͙ ŎǊȅǇǘƻ ƪŜȅ ƎŜƴŜǊŀǘŜ ŘǎŀΣ 
ͫͦͻͪ͊ͤΎΌͭͫΎ ͍ ͊ͪ͘͟·ͭͦͣ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͺ͚͔͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 



 

                                     Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324                               253                   

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͙ͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͙ͯ͋͡;͎ͤͦͦ ͟͡Ό;͊Υ 

console# configure  

console(config)# crypto key pubkey - chain ssh  

console ( config - pubkey - chain )#  

͙́͊͋͡ͼ͊ 229 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨ ͙ͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

user-key username {rsa |  
dsa} 

username: (1..48) 
͙͍͍ͫͣͦͦ͡ 

ˤͦ ͚͙ͭ ͍  ͔͙ͪ͗ͣ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͍͙ͤ͒͒ͯ͊͡Έ͎ͤͦͦ ͙ͨͯ͋͡;͎ͤͦͦ 
͟͡Ό;͊Φ 
- rsa τ ͫ ͦ͒͊ͭ͘Έ w{!-͟͡Ό;; 
- dsa τ ͫ ͦ͒͊ͭ͘Έ 5{!-͟͡Ό;. 

no user-key username ͙̂͒͊ͭ͡Έ ͨ ͙ͯ͋͡;ͤ·͚ ͟͡Ό; ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͍͙ͤ͒͒ͯ͊͡Έ͎ͤͦͦ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊Υ 

console# configure  

console(config)# crypto key pubkey - chain ssh  

console(config - pubkey - chain)# user - key eltex rsa  

console ( config - pubkey - key )#  

͙́͊͋͡ͼ͊ 230 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͍͙ͤ͒͒ͯ͊͡Έ͎ͤͦͦ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

key-string 
τ 

˿ͦ͒͊ͭ͘Έ ͨ ͙ͯ͋͡;ͤ·͚ ͟͡Ό; ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

key-string row key_string 

τ 

˿ͦ͒͊ͭ͘Έ ͨ ͙ͯ͋͡;ͤ·͚ ͟͡Ό; ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˤ͍ͦ͒ ͟͡Ό;͊ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦͫͭͪͦ;ͤͦΦ 
- key_string τ ;͊ͫͭΈ ͟͡Ό;͊Φ 

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͙͔ͫͫͭͣ͊ ͨͦͤΎ͊͡Σ ;ͭͦ ͟͡Ό; ͍͍͔π
͔͒ͤ ͨͦͤͦͫͭ͡ΈΌΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍͍͔͙ͫͭ ͦͣ͊ͤ͒ͯ͟ 
key-string row ͋ ͔͘ ͙͍͍ͫͣͦͦ͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒· ͎͒͊ͤͤͦͦ ͔ͪ͊͒͊͘͡ ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 231 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ip ssh 
τ 

˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό {{I-͔͍͔ͫͪͪ͊Σ ͊ ͔ͭ͊͗͟ ͙͍͊ͭͤ͟·͔ 
͍ͻͦ͒Ύ΅͙͔ {{I-͔͙͙ͫͫͫΦ 
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show crypto key pub-
keyπchain ssh [username 
username] [fingerprint 
{bubbleπbabble |  hex}] 

username: (1..48) 
͙͍͍ͫͣͦͦ͡. 
˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͔ͦͭͨ;͊ͭͦ͟ ͟͡Ό;͊ ͍ 
΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;ͤͦͣ 

ͺ͔ͦͪͣ͊ͭΦ 

˽ͦ͊͊ͭ͘͟Έ ͙ͨͯ͋͡;ͤ·͔ SSH-͟͡Ό;͙Σ ͫͦͻ͔ͪ͊ͤͤͤ·͔ ͤ͊ 
͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 
- username τ ͙ ͣΎ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͔ͤͭ͊͟͡; 
- bubble-babble τ ͦ ͔ͭͨ;͊ͭͦ͟ ͟͡Ό;͊ ͍ ͔ͦ͒͟ .ǳōōƭŜ .ŀōōƭŜ; 
- hex τ ͦ ͔ͭͨ;͊ͭͦ͟ ͟͡Ό;͊ ͍ ΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;ͤͦͣ ͔ͦ͒͟Φ  

show crypto key mypubkey 
[rsa |  dsa] 

τ 
˽ͦ͊͊ͭ͘͟Έ ͙ͨͯ͋͡;ͤ·͔ ͟͡Ό;͙ {{I-ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

show crypto certificate [1 |  
2] 

τ 
˻͙ͭͦ͋ͪ͊ͭ͘Έ SSL-͔͙ͫͪͭͺ͙͊ͭ͟· ͒͡Ύ I¢¢t{-͔͍ͫͪ ͔ͪ͊. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

ˤ͟͡Ό;͙ͭΈ ͔͍͔ͫͪͪ SSH ͤ ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ ˾͔͊ͪ͘΄͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͨͯ͋͡;ͤ·ͻ ͟͡Ό;͔͚Φ ˿ͦ͒͊ͭ͘Έ RSA-
͟͡Ό; ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ eltex: 

console# configure  

console(config)# ip  ssh server  

console(config)# ip  ssh pubkey - auth  

console(config)# crypto key pubkey - chain ssh  

console(config - pubkey - chain)# user - key eltex rsa  

console(config - pubkey - key)#  key - string  

AAAAB3NzaC1yc2EAAAADAQABAAABAQCvTnRwPWlAl4kpqIw9GBRonZQZxjHKcqKL6rMlQ+ZNXfZS

kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRfpSwoQUvV35LqJJk67IOU/zfwOl1gkTwml75QR9gH

ujS6KwGN2QWXgh3ub8gDjTSqmuSn/Wd05iDX2IExQWu08licglk02LYciz+Z4TrEU/9FJxwPiVQO

jc+KBXuR0juNg5nFYsY0ZCk0N/W 9a/tnkm1shRE7Di71+w3fNiOA6w9o44t6+AINEICBCCA4YcF6

zMzaT1wefWwX6f+Rmt5nhhqdAtN/4oJfce166DqVX1gWmNzNR4DYDvSzg0lDnwCAC8Qh  

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13 : b9:33:e9  

5.21.7.2 ˴ͦͣ͊ͤ͒· ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡ 

˴ͦͣ͊ͤ͒· ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ ͫͯ͗͊ͭ͡ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͦ͊͟͡͡Έ͚ͤͦ ͙ ͔͚ͯ͒͊ͤͤͦ͡ 
͙ͦͤͫͦ͟͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 232 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

line {console |  telnet |  ssh} 
τ 

ˤͦ ͚͙ͭ ͍  ͔͙ͪ͗ͣ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͎ͦ ͔͙ͭͪͣͤ͊͊͡ όͦ͊͟͡͡Έͤ͊Ύ 
ͦͤͫͦ͟͡ΈΣ ͔ͯ͒͊ͤͤ͊͡Ύ ͦͤͫͦ͟͡Έ τ ¢ŜƭƴŜǘ ͙͙͡ ͔ͯ͒͊ͤͤ͊͡Ύ 
͊͘΅͙΅͔ͤͤ͊Ύ ͦͤͫͦ͟͡Έ τ SSH). 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡: 

console# configure   

console(config)# line  {console  |  telnet  |  ssh}  

console ( config - line )#  
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͙́͊͋͡ͼ͊ 233 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͭ ͔͙ͪͣͤ͊͊͡ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

speed bps 
bps: (2400, 9600, 

19200, 38400, 57600, 
115200)/115200 ͋ ͦ͒ 

͍͙̂ͫͭ͊ͤͦͭΈ ͫ ͦͪͦͫͭ͟Έ ͒ͦͫͭͯͨ͊ ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡ 
(ͦ͟ ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
ͦ͊͟͡͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡ύ. 

no speed ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

autobaud 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͙ͫͦͪͦͫͭ͟ ͒ͦͫͭͯͨ͊ 
ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡ όͦ͟ ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͡ ͦ͊͟͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡ύΦ 

no autobaud ˤ·͟͡Ό;͙ͭΈ ͊ ͍͙ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͙ͫͦͪͦͫͭ͟ ͒ͦͫͭͯͨ͊ 
ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡Φ 

exec-timeout minutes 
[seconds] 

minutes: (0..65535)/10 
͙ͣͤ; 

seconds: (0..59)/0 ͫ  

˭͊͒͊ͭΈ ͙ ͔͍ͤͭͪ͊͡Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͙͔ͫͫͭͣ͊ ͙͔ͦ͗͒͊ͭ 
͍͍ͦ͒͊ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˩͙ͫ͡ ͍ ͔ͭ;͔͙͔ͤ ͎͒͊ͤͤͦͦ ͙͔͍ͤͭͪ͊͊͡ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͙ͤ;͔͎ͦ ͔ͤ ͍͍͙ͦ͒ͭΣ ͭͦ ͦͤͫͦ͟͡Έ ͦͭ͟͡Ό;͔͊ͭͫΎΦ  

no exec-timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 234 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show line [console |  telnet 
|  ssh] 

τ 
˽ͦ͊͊ͭ͘͟Έ ͔ͨ͊ͪ͊ͣͭͪ· ͔͙ͭͪͣͤ͊͊͡Φ 

5.21.7.3 ͔̂͒͊ͤͤ͡·͚ ͊ͨͯͫ͘͟ ͦͣ͊ͤ͒͟ ͔͍ͨͦͫͪ͒ͫͭͦͣ SSH 

̅ͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͔ͯ͒͊ͤͤͦ͡ ͦͫͯ΅͔͍͙ͫͭͭΈ ͍·͔͙͔ͨͦͤͤ͡ ͦͣ͊ͤ͒͟ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ;͔͔ͪ͘ ͔͙ͫͫͫΌ SSH.  
˨͡Ύ ͪ͊͋ͦͭ· ͚͒͊ͤͤͦ ͺͯͤ͟ͼ͙͙ ͔ͤͦ͋ͻ͙ͦ͒ͣͦΣ ;ͭͦ͋· ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͋·͡ ͍͟͡Ό;͔ͤ SSH-͔͍͔ͫͪͪ όͦͣ͊ͤ͒͊͟ ip 
ssh server ͍  ͎ͦ͋͊͡͡Έͤͦͣ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎύΦ 

˹͙͔͗ ͨͦ͊͊ͤ͘͟ ͙͔ͨͪͣͪ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͺͯͤ͟ͼ͙͙ ͔͎ͯ͒͊ͤͤͦͦ͡ ͊ͨͯͫ͊͘͟ ͦͣ͊ͤ͒͟ ;͔͔ͪ͘ SSH. 

ˤ·͙ͨͦͤͭ͡Έ ͦͣ͊ͤ͒ͯ͟ show clock  ͒ ͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͫ IP-͔͊͒ͪͫͦͣ мфнΦмсуΦмΦнофΥ 

username@username - system:~$ ssh - l admin 192.168.1.239 "show clock"  

admin@192.168.1.239's password:  

*10:12:59 UTC Jun 10 2019  

No time source  

Time from Browser is disabled  

 

˴ͦͣ͊ͤ͒·Σ ͔ͭͪ͋ͯΌ΅͙͔ ͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎ ό͙͔ͤ͊ͨͪͣͪΥ ǿǊƛǘŜΣ ǊŜƭƻŀŘ ͙ ͒ͪΦύΣ ͗͒ͯͭ ͍͍ͦ͒͊ ͍͔ͨͦ͒ͭͪπ
͔͙͚͗͒ͤ ͙ ͭͦ͡Έͦ͟ ͨͦͭͦͣ ͔͙͔͙͔ͫͦ͒ͤͤ {{I ͪ͊ͪ͘·͍͔͊ͭͫΎΦ 

5.22 ˬͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ {yslog 

˿͙͔ͫͭͣͤ·͔ ͗ͯͪͤ͊͡· ͍ͨͦͦ͘͡ΎΌͭ ͍͔͙ͫͭ ͙͙ͫͭͦͪΌ ͫͦ͋·͙͚ͭΣ ͙ͨͪͦͦ͘΄͔͒΄͙ͻ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭΣ ͊ ͔ͭ͊͗͟ 
͙͍ͦͤͭͪͦͪͦ͊ͭ͟͡Έ ͙ͨͪͦͦ͘΄͔͒΄͙͔ ͫͦ͋·͙ͭΎ ͍  ͔ͪ͊͡Έͤͦͣ ͍͔͔͙ͪͣͤΦ ˤ ͗ͯͪͤ͊͡ ͊ͤͦͫ͘ΎͭͫΎ ͫͦ͋·͙ͭΎ ͫ ͔͙ͣ ͙͍ͭͨͦΥ 
;͔͍ͪ͘·;͚͊ͤ·͔Σ ͙͎ͫͤ͊͡· ͔͍͎͙ͭͪͦΣ ͙͙ͪͭ͟;͔͙͔ͫ͟ ͙ ͔ͤ ͙͙ͪͭ͟;͔͙͔ͫ͟ ͦ΄͙͙͋͟Σ ͔͔͔͙ͨͪ͒ͯͨͪ͗͒ͤΎΣ 
͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·͔ ͙ ͦͭ͊͒ͦ͡;ͤ·͔Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 235 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

logging on 

τ/͔͎͙ͪͫͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͙ 
ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͦ΄͙͋͊͟ͻΦ 

no logging on ˤ·͟͡Ό;͙ͭΈ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͙ 
ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͦ΄͙͋͊͟ͻΦ 

˽͙ͪ ͍·͟͡Ό;͔͚ͤͤͦ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͦͭ͊͒ͦ͡;ͤ·͔ ͫͦπ
ͦ͋΅͔͙ͤΎ ͙ ͫͦͦ͋΅͔͙ͤΎ ͦ͋ ͦ΄͙͋͊͟ͻ ͋ͯ͒ͯͭ ͔͔ͨͪπ
͍͒͊͊ͭΈͫΎ ͤ͊ ͦͤͫͦ͟͡Έ. 

logging host {ip_address |  
host} [port port] [severity 
level] [facility facility] 
[description text] [vrf 
vrf_name] 

host: (1..158) ͫ ͙͍͍ͣͦͦ͡; 
port: (1..65535)/514; 

level: (ͫ .ͣ ͭ ͙͊͋͡ͼͯ 237); 
facility: (local0..7)/local7; 
text: (1..64) ͫ ͙͍͍ͣͦͦ͡; 

vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔ͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙ ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ 
ͤ͊ ͔ͯ͒͊ͤͤ͡·͚ {yslog-͔͍͔ͫͪͪ. 
- ip_addressτ IPǾп ͙͙͡ IPv6-͔͊͒ͪͫ {yslog-͔͍͔ͫͪͪ͊; 
- host τ ͫ ͔͔͍͔ͭͦ ͙ͣΎ {yslog-͔͍͔ͫͪͪ͊; 
- port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ͨͦ 
ͨͪͦͭͦͦͯ͟͡ {yslog; 
- level τ ͯ ͍͔ͪͦͤΈ ͍͙͊͗ͤͦͫͭ ͫͦͦ͋΅͔͙͚ͤΣ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͤ͊ 
Syslog-͔͍͔ͫͪͪ; 
- facility τ ͯ ͎ͫͯ͊͡, ͨ ͔͔͍͔ͪ͒͊͊ͣ͊Ύ ͍ ͫͦͦ͋΅͔͙ͤΎͻ; 
- text τ ͦ ͙͙͔ͨͫ͊ͤ {yslog-͔͍͔ͫͪͪ͊; 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

no logging host 
{ip_address | host} [vrf 
vrf_name] 

͙̂͒͊ͭ͡Έ ͍·͋ͪ͊ͤͤ·͚ ͔͍͔ͫͪͪ ͙͘ ͙ͫͨͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ 
Syslog-͔͍͔͍ͫͪͪͦΦ 

logging console [level] 

level: (ͫ.ͣ ͭ ͙͊͋͡ͼͯ  
237)/ informational 

ˤ͟͡Ό;͙ͭΈ ͔͔ͨͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ 
ͫͦͦ͋΅͔͙͚ͤ ͍·͎͋ͪ͊ͤͤͦͦ ͍ͯͪͦͤΎ ͍͙͊͗ͤͦͫͭ ͤ͊ ͦͤͫͦ͟͡ΈΦ 

no logging console ˤ·͟͡Ό;͙ͭΈ ͨ ͔͔ͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ 
ͫͦͦ͋΅͔͙͚ͤ ͤ͊ ͦͤͫͦ͟͡ΈΦ 

logging buffered [sever-
ity_level] severity_level: (ͫ.ͣ 

͙ͭ͊͋͡ͼͯ 
237)/informational 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔ͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ 
ͫͦͦ͋΅͔͙͚ͤ ͍·͎͋ͪ͊ͤͤͦͦ ͍ͯͪͦͤΎ ͍͙͊͗ͤͦͫͭ ͍ͦ ͍͔͙͚ͤͯͭͪͤͤ 
͋ͯͺ͔ͪΦ 

no logging buffered ˤ·͟͡Ό;͙ͭΈ ͨ ͔͔ͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ 
ͫͦͦ͋΅͔͙͚ͤ ͍ͦ ͍͔͙͚ͤͯͭͪͤͤ ͋ͯͺ͔ͪΦ 

logging buffered size size 

size: (20..1000)/200 

ˮ͔͙ͣͤͭ͘Έ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦͦ͋΅͔͙͚ͤΣ ͙͔͊ͨͦͣͤ͊ͣ͘·ͻ ͍ͦ 
͍͔͔ͤͯͭͪͤͤͣ ͋ͯͺ͔͔ͪΦ ˹͍͔ͦͦ ͤ͊͘;͔͙͔ͤ ͔ͪ͊ͣͪ͊͘ ͋ͯͺ͔ͪ͊ 
͙͔͙ͨͪͣͤͭͫΎ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no logging buffered size ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

logging file [level] 

level: (ͫͣΦ ͙ͭ͊͋͡ͼͯ 237) 
/errors 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͔ͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ 
ͫͦͦ͋΅͔͙͚ͤ ͍·͎͋ͪ͊ͤͤͦͦ ͍ͯͪͦͤΎ ͍͙͊͗ͤͦͫͭ ͍ ͺ͚͊͡ ͗ͯͪͤ͊͊͡Φ 

no logging file ˤ·͟͡Ό;͙ͭΈ ͨ ͔͔ͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ 
ͫͦͦ͋΅͔͙͚ͤ ͍ ͺ͚͊͡ ͗ͯͪͤ͊͊͡Φ 

aaa logging login 

τ/͍͟͡Ό;͔ͤͦ 

˭͙͊ͤͦͫͭΈ ͍ ͗ͯͪͤ͊͡· ͫͦ͋·͙ͭΎ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ 
͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊ όˢˢˢύΦ 

no aaa logging login ˹͔ ͙͊ͤͦͫͭ͘Έ ͍ ͗ͯͪͤ͊͡· ͫͦ͋·͙ͭΎ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ 
͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊ όˢˢˢύΦ 

logging events link-status 

τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͘ ͙͊ͨͫΈ ͍ ͗ͯͪͤ͊͡ ͫͦ͋·͙͚ͭ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ 
͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙͚ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

no logging events link-
status 

ˤ·͟͡Ό;͙ͭΈ ͘ ͙͊ͨͫΈ ͍ ͗ͯͪͤ͊͡ ͍ͦͫͤͦͤ·ͻ ͫͦ͋·͙͚ͭ 
͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙͚ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

logging events 
spanningπtree 
portπstateπchange 

τ/͍͟͡Ό;͔ͤͦ 
ˤ͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͙͔͔͙ͣͤͤ͘Ύ ͫͭ͊ͭͯͫ͊ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͍ 
STP. 
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no logging events 
spanning-tree 
ǇƻǊǘπǎǘŀǘŜπŎƘŀƴƎŜ 

˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͙͔͔͙ͣͤͤ͘Ύ ͫͭ͊ͭͯͫ͊ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͍ 
STP. 

logging events 
spanningπtree 
topologyπchange 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͙͔͔͙͚ͣͤͤ͘ ͎͙͙ͭͦͨͦͦ͡ ͍ {¢tΦ 

no logging events 
spanning-tree 
topologyπchange 

˻ͭ͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͙͔͔͙͚ͣͤͤ͘ ͎͙͙ͭͦͨͦͦ͡ ͍ {¢tΦ 

logging events 
spanningπtree root-
bridge-change 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͔ͫͣͤ· Ǌƻƻǘ bridge. 

no logging events 
spanning-tree root-
bridge-change 

ˤ·͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͔ͫͣͤ· Ǌƻƻǘ bridge. 

logging events ddm 
threshold 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͫͦ͋·͙ͭΎ ͙͔͔͙͚ͣͤͤ͘ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
SFP ͫ  DDM.  

˿ͦͫͭͦΎ͙͔ͤ ͫ;͙ͭ·͍͔͊ͭͫΎ ͪ͊͘ ͍ сл ͔ͫͯͤ͒͟Φ ˸͔ͦ͗ͭ 
͙͙ͨͪͤͣ͊ͭΈ ͤ͊͘;͔͙ͤΎ W τ Warning, E τ ErrorΣ ˻˴Φ 

no logging events ddm 
threshold 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

logging cli-commands 
τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͡ ͎͙͍͙͔ͦͪͦ͊ͤ ͍͍͔͔͒ͤͤ·ͻ ͍ /[L ͦͣ͊ͤ͒͟Φ 

no logging cli-commands ˻ͭ͟͡Ό;͙ͭΈ ͡ ͎͙͍͙͔ͦͪͦ͊ͤ ͍͍͔͔͒ͤͤ·ͻ ͍ /[L ͦͣ͊ͤ͒͟Φ 

file-system logging 
{copy | delete-rename} 

˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͔͎͙ͪͫͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͺ͚͍͚͊ͦͦ͡ ͙͔ͫͫͭͣ·Φ 
- copy τ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤΣ ͍ͫΎ͊ͤͤ͘·ͻ ͫ ͔ͦͨͪ͊ͼ͙Ύ͙ͣ 
͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͺ͚͍͊ͦ͡Τ 
- delete-rename τ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤΣ ͍ͫΎ͊ͤͤ͘·ͻ ͫ 
͔͙͔ͯ͒͊ͤͣ͡ ͺ͚͍͊ͦ͡ ͙ ͔͔͙͔͍͙͔ͨͪͣͤͦ͊ͤͣ ͔ͦͨͪ͊ͼ͙͚Φ 

no file-system logging 
{copy | delete-rename} 

ˤ·͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͺ͚͍͚͊ͦͦ͡ ͙͔ͫͫͭͣ·Φ 

management logging 
deny ˽ͦ ͯͣͦ͡;͙͊ͤΌ 

͔͎͙ͪͫͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͦ ͔͔͊ͨͪͭ͘ ͒ͦͫͭͯͨ͊ ͟ 
͍͔͙ͯͨͪ͊ͤ͡Ό ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

no management logging 
deny 

ˤ·͟͡Ό;͙ͭΈ ͪ ͔͎͙ͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͦ ͔͔͊ͨͪͭ͘ ͒ͦͫͭͯͨ͊ ͟ 
͍͔͙ͯͨͪ͊ͤ͡Ό ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

logging aggregation on 
τ/ͦͭ͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͎͔͎͊ͪ͊ͼ͙͙ Syslog-ͫͦͦ͋΅͔͙͚ͤΦ 

no logging aggregation on ˻ͭ͟͡Ό;͙ͭΈ ͊ ͎͔͎ͪ͊ͼ͙Ό Syslog-ͫͦͦ͋΅͔͙͚ͤΦ 

logging aggregation 
aging-time sec 

sec: (15..3600)κолл ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͍ ͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ ͎͙͍ͫͪͯͨͨͪͦ͊ͤͤ·ͻ Syslog-
ͫͦͦ͋΅͔͙͚ͤΦ 

no logging aggregation 
agingπtime 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

logging service cpu-rate-
limits traffic 

traffic: (http, telnet, ssh, 
snmp, ip, link-local, arp-

switch-mode, arp-
inspection, stp-bpdu, 

other-bpdu, dhcp-
snooping, dhcpv6-

snooping, igmp-snooping, 
mld-snooping, sflow, log-

deny-aces, vrrp)/τ 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ 
͍͊͒ͪͦ͟ ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͙ͭͨ͊ ͭͪ͊ͺ͙͊͟Φ 

no logging service 
cpuπrateπlimits traffic 

˻ͭ͟͡Ό;͙ͭΈ ͡ ͎͙͍͙͔ͦͪͦ͊ͤΦ 

logging origin-id {string | 
hostname | ip | ipv6} τ/͔ͤͭ 

˭͊͒͊ͭΈ ͨ ͔͊ͪ͊ͣͭͪΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͍ 
͊͟ ;͔͍͔ͫͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ͻͦͫͭ͊ ͍ Syslog-ͫͦͦ͋΅͔͙ͤΎͻΦ 

no logging origin-id ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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logging source-interface 
{gigabitethernet gi_port | 
tengigabitethernet 
te_port | 
fortygigabitethernet 
fo_port | port -channel 
group | loopback 
loopback_id | vlan vlan_id 
| oob} [vrf vrf_name] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id: (1..64)  

group: (1..48); 
vlan_id: (1..4094); 
vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ Lt-͔͊͒ͪͫ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͊͟;͔͍͔ͫͭ 
͙ͫͭͦ;͙ͤ͊͟ ͍ Lt-͔ͨ͊ͭ͊͟ͻ ͨͪͦͭͦͦ͊͟͡ {ȅǎƭƻƎ. 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

no logging source-
interface [vrf vrf_name] 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ Lt-͔͊͒ͪͫ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

logging source-interface-
ipv6 {gigabitethernet 
gi_port | 
tengigabitethernet 
te_port | 
fortygigabitethernet 
fo_port | port -channel 
group | loopback 
loopback_id | vlan 
vlan_id} 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id: (1..64)  

group: (1..48); 
vlan_id: (1..4094) 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ LtǾс-͔͊͒ͪͫ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ 
͊͟;͔͍͔ͫͭ ͙ͫͭͦ;͙ͤ͊͟ ͍ Lt-͔ͨ͊ͭ͊͟ͻ ͨͪͦͭͦͦ͊͟͡ {ȅǎƭƻƎ. 

no logging source-
interface-ipv6 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ LtǾс-͔͊͒ͪͫ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

system dry-contacts 
enable [initial-state state] 
cause alarm 

state: (nc-com/no-com) 
/ ·͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ͊͋ͦͭͯ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪ 
͍͙͍͔͙͙ͦͤͤͦͤ͘͟ ͍͙͚͎͊͊ͪͤͦͦ ͫͦ͋·͙ͭΎ. 
- state τ ͨ ͔͙͔ͦͦ͗ͤ͡ ͍ͦͤͭ͊ͭͦ͟͟Σ ͦͭͦͪ͟·͔ ͺ͙͙ͫͪͯ͟Όͭ 
͍͙͊͊ͪΌΦ 

́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

no system dry-contacts 
enable 

·ʕ͟ ͡Ό;͙ͭΈ ͪ ͊͋ͦͭͯ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪ 
͍͙͍͔͙͙ͦͤͤͦͤ͘͟ ͍͙͚͎͊͊ͪͤͦͦ ͫͦ͋·͙ͭΎΦ 

alarms event erps ring-
protection 

τ/ ·͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔͔ͨͪ͟͡Ό;͔͙͔ͤ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͨͦ ͫͦ͋·͙ͭΌ 
ͪ͊ͪ͘·͍͊ ͦ͟͡Έͼ͊ ERPS.  

́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

no alarms events erps 
ring-protection 

ˤ·͟͡Ό;͙ͭΈ ͨ ͔͔ͪ͟͡Ό;͔͙͔ͤ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͨͦ ͫͦ͋·͙ͭΌ 
ͪ͊ͪ͘·͍͊ ͦ͟͡Έͼ͊ ERPS. 

alarms events poe usage-
threshold-exceeded 

τ/ ·͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔͔ͨͪ͟͡Ό;͔͙͔ͤ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͨͦ ͫͦ͋·͙ͭΌ 
͔͙͍͙ͤͫͨͪ͊ͤͦͫͭ tƻE-͔ͦͤͭͪͦͪ͊͟͡ ͙͙͡ ͔͎ͦ ͔͔͎͙ͨͪͪͯ͘͟Φ 

́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

no alarms events poe 
usage-threshold-
exceeded 

ˤ·͟͡Ό;͙ͭΈ ͨ ͔͔ͪ͟͡Ό;͔͙͔ͤ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͨͦ ͫͦ͋·͙ͭΌ 
͔͙͍͙ͤͫͨͪ͊ͤͦͫͭ PoE. 

alarms events power-
supply [power-supply] 
not-present 

power-supply: 
όмΦΦнύκ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ͊͋ͦͭͯ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪ ͦͭπ
͟͡Ό;͔͙͙ͤ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎΦ  

́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

no alarms events power-
supply [power-supply] 
not-present 

·ʕ͟ ͡Ό;͙ͭΈ ͪ ͊͋ͦͭͯ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪ 
ͦͭ͟͡Ό;͔͙͙ͤ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎΦ 

alarms events sensors 
critical-temperature 

τ/ ·͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ͊͋ͦͭͯ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪ 
͍͙͍͔͙͙ͦͤͤͦͤ͘͟ ͙͙ͪͭ͟;͔͚ͫͦ͟ ͔͔ͭͣͨͪ͊ͭͯͪ· ͤ͊ ͔͔ͭͣͨͪ͊π
ͭͯͪͤ·ͻ ͒͊ͭ;͙͊͟ͻΦ  

́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

no alarms events sensors 
critical-temperature 

·ʕ͟ ͡Ό;͙ͭΈ ͪ ͊͋ͦͭͯ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪ 
͍͙͍͔͙͙ͦͤͤͦͤ͘͟ ͙͙ͪͭ͟;͔͚ͫͦ͟ ͔͔ͭͣͨͪ͊ͭͯͪ· ͤ͊ 
͔͔ͭͣͨͪ͊ͭͯͪͤ·ͻ ͒͊ͭ;͙͊͟ͻΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 236 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

alarms events link-status 
[status] 

status: (up/down) 
κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ ͊͋ͦͭͯ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪ 
͙͔͔͙͙ͣͤͤ͘ ͔͙͍͎ͦͨͪ͊ͭͤͦͦ ͫͭ͊ͭͯͫ͊ ͙͔ͤͭͪͺ͔͚ͫ͊. 

́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

no alarms events link-status 
[status] 

ˤ·͟͡Ό;͙ͭΈ ͪ͊͋ͦͭͯ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪ 
͙͔͔͙͙ͣͤͤ͘ ͔͙͍͎ͦͨͪ͊ͭͤͦͦ ͫͭ͊ͭͯͫ͊ ͙͔ͤͭͪͺ͔͚ͫ͊. 

˴͔͊͗͒ͦ ͫͦͦ͋΅͔͙͔ͤ ͙͔͔ͣͭ ͍͚ͫͦ ͍͔ͯͪͦͤΈ ͍͙͊͗ͤͦͫͭ; ͍ ͙ͭ͊͋͡ͼ ͔237 ͙͍͔͔ͨͪ͒ͤ· ͙ͭͨ· ͫͦͦ͋΅͔͙͚ͤ ͍ 
ͨͦͪΎ͔͒͟ ͯ͋·͍͙͊ͤΎ ͙ͻ ͍͙͊͗ͤͦͫͭΦ 

͙́͊͋͡ͼ͊ 237 τ ́ ͙ͨ· ͍͙͊͗ͤͦͫͭ ͫͦͦ͋΅͔͙͚ͤ  

͙́ͨ ͍͙͊͗ͤͦͫͭ ͫͦͦ͋΅͔͙͚ͤ ˻͙͙͔ͨͫ͊ͤ 

͔͍̉ͪ͘·;͚͊ͤ·͔ όemergencies) 
ˤ ͙͔͔ͫͫͭͣ ͙ͨͪͦͦ͘΄͊͡ ͙͙ͪͭ͟;͔ͫ͊͟Ύ ͦ΄͙͋͊͟Σ ͙͔ͫͫͭͣ͊ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ ͔ͤͨͪ͊π
͍͙͡ΈͤͦΦ 

˿͙͎ͤ͊͡· ͔͍͎͙ͭͪͦ όalerts) ˹͔ͦ͋ͻ͙ͦ͒ͣͦ ͔͔͔͔ͤͣ͒ͤͤͦ͡ ͍͔ͣ΄͔͊ͭ͡Έ͍ͫͭͦ ͍ ͙͔ͫͫͭͣͯ. 

˴͙͙ͪͭ;͔͙͔ͫ͟ όcritical) ˤ ͙͔͔ͫͫͭͣ ͙ͨͪͦͦ͘΄͊͡ ͙͙ͪͭ͟;͔ͫ͊͟Ύ ͦ΄͙͋͊͟. 

˻΄͙͋ͦ;ͤ·͔ όerrors) ˤ ͙͔͔ͫͫͭͣ ͙ͨͪͦͦ͘΄͊͡ ͦ΄͙͋͊͟Φ 

˽͔͔͔͙ͪ͒ͯͨͪ͗͒ͤΎ όwarnings) ˽͔͔͔͙͔ͪ͒ͯͨͪ͗͒ͤΣ ͔͍͙͚͔ͤ͊͊ͪͤͦ ͫͦͦ͋΅͔͙͔ͤ. 

͍͔͔͙̂͒ͦͣͤ͡Ύ όnotifications) ͍̂ ͔͔͙͔͒ͦͣͤ͡ ͙͔ͫͫͭͣ·Σ ͔͍͙͚͔ͤ͊͊ͪͤͦ ͫͦͦ͋΅͔͙͔ͤ. 

ˮͤͺͦͪͣ͊ͼ͙ͦͤͤ·͔ όinformational) ˮͤͺͦͪͣ͊ͼ͙ͦͤͤ·͔ ͫͦͦ͋΅͔͙ͤΎ ͙͔ͫͫͭͣ·.  

˻ͭ͊͒ͦ͡;ͤ·͔ όdebugging) 
˻ͭ͊͒ͦ͡;ͤ·͔ ͫͦͦ͋΅͔͙ͤΎΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ͙ͤͺͦͪͣ͊ͼ͙Ό ͒͡Ύ 
͔͚ͦͪͪͭͤͦ͟͟ ͚͙ͤ͊ͫͭͪͦ͟ ͫ ͙͔ͫͭͣ·Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC: 

console # 

͙́͊͋͡ͼ͊ 238 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Ǉrivileged EXEC ͒ ͡Ύ ͨͪͦͫͣͦͭͪ͊ ͺ͚͊͊͡ ͗ͯͪͤ͊͊͡ ͙  ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear logging τ ͙̂͒͊ͭ͡Έ ͍͔ͫ ͫͦͦ͋΅͔͙ͤΎ ͙͘ ͍͔͔͎ͤͯͭͪͤͤͦ ͋ͯͺ͔ͪ͊Φ 

clear logging file τ ͙̂͒͊ͭ͡Έ ͍ ͔ͫ ͫͦͦ͋΅͔͙ͤΎ ͙͘ ͺ͚͊͊͡ ͗ͯͪͤ͊͊͡Φ 

show logging file 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͦͫͭͦΎ͙͔ͤ ͗ͯͪͤ͊͊͡Σ ͍͙͚͊͊ͪͤ·͔ ͙ ͦͭ͊͒ͦ͡;ͤ·͔ 
ͫͦͦ͋΅͔͙ͤΎΣ ͙͊ͨͫ͊ͤͤ͘·͔ ͍ ͺ͚͔͊͡ ͗ͯͪͤ͊͊͡Φ 

show logging  
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͦͫͭͦΎ͙͔ͤ ͗ͯͪͤ͊͊͡Σ ͍͙͚͊͊ͪͤ·͔ ͙ ͦͭ͊͒ͦ͡;ͤ·͔ 
ͫͦͦ͋΅͔͙ͤΎΣ ͙͊ͨͫ͊ͤͤ͘·͔ ͍ͦ ͍͔͔ͤͯͭͪͤͤͣ ͋ͯͺ͔͔ͪΦ 

show syslog-servers [vrf 
{vrf_name | all}] 

vrf_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͤ ͚͙͊ͫͭͪͦ͟ ͒ ͡Ύ ͖ͯ͒͊ͤͤ͡·ͻ Syslog-͔͍͔͍ͫͪͪͦΦ 
- vrf_name τ ͙ ͣΎ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͙ͦ͋͊ͫͭ͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 
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show alarms 
τ 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͍ͫΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙ͭΎͻ. 
́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

system dry-contacts [dry-
status] 

dry-status: 
(lock/unlock/toggle) 

/unlock 

˽͔͔ͪ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ· ͪ͊͋ͦͭ· ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟: 
- lock τ ͨ ͔͔ͪ͟͡Ό;͔͙͔ͤ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͨͦ 
ͫͦ͋·͙ͭΌ ͍͙͙͊͊ͪ; 
- unlock τ ͨ ͦ ͫͦ͋·͙ͭΌ ͍͙͙͊͊ͪ ͫͯͻ͙͔ ͟ ͦͤͭ͊ͭ͟· ͔ͤ ͋ͯ͒ͯͭ 
͔͔ͨͪ͟͡Ό;͊ͭͫΎ; 
- toggle τ ͨ ͙͙͔ͪͤͯ͒ͭ͡Έͤ͊Ύ ͔ͫͣͤ͊ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͫͯͻ͙ͻ 
͍ͦͤͭ͊ͭͦ͟͟. 

́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

show system dry-contacts 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͭ ͔ͯ͟΅͙͔ ͚͙ͤ͊ͫͭͪͦ͟ ͫͯͻ͙ͻ ͍ͦͤͭ͊ͭͦ͟͟Φ 
́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{орлуΣ a9{орлуt ͙ 
MES3510P. 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͦ΄͙͋ͦ;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͤ͊ ͙ͦͤͫͦ͟͡Υ 

console# configure  

console (config)# logging on   

console (config)# logging console errors   

Á ˻;͙͙ͫͭͭΈ ͅ ͚͊͡ ͗ ͯͪͤ͊͊͡: 

console# clear logging  file  

Clear Logging File [y/n]  y 

5.23 ˭͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͨ ͍ͦͪͭͦ  

̅ͯͤ͟ͼ͙Ύ ͔͙͍͙ͪ͊ͪͦ͊ͤ͘͟͡Ύ ͍ͨͦͪͭͦ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͔͔͍͎ͫͭͦͦ ͭͪ͊ͺ͙͊͟ ͔ͨͯͭͣ ͔͔ͨͪͫ·͙͟͡ 
͙͚ͦͨ͟ ͍ͻͦ͒Ύ΅͙ͻ ͙κ͙͙͡ ͙ͫͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ ͫ ͎ͦ͒ͤͦͦ ͙͙͡ ͔ͤͫͦ͟͡Έ͙͟ͻ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͻ ͍ͨͦͪͭͦ ͤ͊ ͙ͦ͒ͤ 
͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͨͦͪͭΦ 

˴ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͔ͣͯ ͨͦͪͭͯ ͙͔ͨͪͣͤΎΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ͎͙ͦͪ͊ͤ;͔͙ͤΎΥ 
ï ˽ͦͪͭ ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭͦͣ ͍͔͔ͦ͒ͤͦͪͣͤͤͦΤ 
ï IP-͙͔ͤͭͪͺ͔͚ͫ ͔͒ͦ͗ͤ͡ ͍͍ͦͭͫͯͭͫͭͦ͊ͭΈ ͒ ͡Ύ Ή͎ͭͦͦ ͨͦͪͭ͊Τ 
ï ˽ͪͦͭͦͦ͟͡ D±wt ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍·͟͡Ό;͔ͤ ͤ͊ Ήͭͦͣ ͨͦͪͭͯΦ 

˴ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭ͊ͣ ͙͔ͨͪͣͤΎΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ͎͙ͦͪ͊ͤ;͔͙ͤΎΥ 
ï ˽ͦͪͭ ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭͦͣ ͍͔͔ͦ͒ͤͦͪͣͤͤͦ. 
ï ˿ͯ΅͔͍͔ͫͭͯͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ т ͔͙͚ͫͫͫ ͔͙͍͙ͪ͊ͪͦ͊ͤ͘͟͡ΎΣ ͨͦ у ͔͙͔ͪ͊ͪͯͣ͘͟͡·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ό͍ͨͦͪͭͦ 
͙͙͡ VLAN) ͍  ͚͊͗͒ͦ͟Φ 
 

 
˭͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ VLAN ͍ ͦͣͦ͗ͤͦ͘ ͭͦ͡Έͦ͟ ͍ ͔͍͚ͨͪͦ ͔͙͙ͫͫͫ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  
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͙́͊͋͡ͼ͊ 239 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

port monitor mode 
{monitorπonly |  network} 

τ/monitor-only 

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ 
- monitor-only τ ͊͒ͪ͟·Σ ͨͦͫͭͯͨ͊Ό΅͙͔ ͤ͊ ͨͦͪͭΣ ͦͭ͋ͪ͊ͫ·͍͊π
ΌͭͫΎΤ 
- network τ ͨ ͍ͦͦ͘͡Ύ͔ͭ ͍͔͙ͫͭ ͔ͦ͋ͣͤ ͒͊ͤͤ·͙ͣΦ 

no port monitor mode ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

port monitor remote vlan 
vlan_id [cos priority] [tx |  rx] 

vlan_id: (1..4094); 
priority: (0..7)/0 

˹͊ͤ͊͘;͙ͭΈ ±[!b ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ (RSPAN)Σ ͍ 
ͦͭͦͪͯ͟Ό ͋ ͯ͒ͯͭ ͔ͨͦͣ΅͊ͭΈͫΎ ͨ ͔͊ͭ͟· Ŏ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͻ 
͙͔ͤͭͪͺ͔͚͍ͫͦ. 

no port monitor remote vlan 
vlan_id 

͙̂͒͊ͭ͡Έ VLAN ͒ ͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΥ 

console ( config - if )#  

 

˨͊ͤͤ·͔ ͦͣ͊ͤ͒͟· ͔ͤ͡Έ͘Ύ ͍·ͨͦͤ͡ΎͭΈ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚π
͍ͫͦ 9ǘƘŜǊƴŜǘΦ 

͙́͊͋͡ͼ͊ 240 τ ˴ ͦͣ͊ͤ͒· ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

port monitor {remote |  gi-
gabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port} [rx |  tx] 

gi_port: (1..8/0/1..48);  
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

ˤ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͙͙͎ͣͦͤͭͦͪͤ͊ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ ˨͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͔͋ͯ͒ͭ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͨͦͪͭͦͣ 
͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔͎ͦͤͭͪͦͪͯͣͦͦ͟͡ ͨͦͪͭ͊Φ 
- gi_port, te_port, fo_port τ ͟ ͙͔ͦͤͭͪͦͪͯͣ͡·͚ ͨ ͦͪͭ; 
- rx τ ͟ ͙͍ͦͨͪͦ͊ͭΈ ͔ͨ͊ͭ͟·, ͨ ͙ͪͤΎͭ·͔ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭͦͣ; 
- tx τ ͟ ͙͍ͦͨͪͦ͊ͭΈ ͔ͨ͊ͭ͟·Σ ͨ ͔͔ͪ͒͊ͤͤ·͔ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ 
ͨͦͪͭͦͣ; 
˽ͪ ͙ ͍͙͙ͦͭͫͯͭͫͭ ͔ͨ͊ͪ͊ͣͭͪ͊ ǊȄκǘȄ ͫ ͙͔͎ͦͤͭͪͦͪͯͣͦͦ͟͡ ͨͦͪͭ͊ 
͙ͦͨͪͯ͟ΌͭͫΎ ͍͔ͫ ͔ͨ͊ͭ͟·. 

̅ͯͤ͟ͼ͙Ύ ͙͙͎ͣͦͤͭͦͪͤ͊ ͔ͣͦ͗ͭ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ͊ ͤ͊ ͍͒ͯͻ 
ͨͦͪͭ͊ͻ ͍͔͔ͦ͒ͤͦͪͣͤͤͦ. 

 
˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ PortChannel ͍  ͊͟;͔͍͔ͫͭ 
͙ͦͤͭͪͦͪͯ͟͡Ό΅͔͎ͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͍͙ͨͪͦͦ͒ͭͫ͘Ύ ͔ͨͦͫ͡ 
͔͔͍ͨͪͦ͒͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͫͦͫͭͦΎ͙͔ͤ UP. 

no port monitor {remote |  
gigabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port } 

ˤ·͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͙͙͎ͣͦͤͭͦͪͤ͊ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ  



 

262  Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· ͫ ͔͙͚ͪ MES23xx, MES33xx, MES35xx, MES5324 

port monitor vlan vlan_id 

vlan_id: (1..4094) 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͙͙͎ͣͦͤͭͦͪͤ͊ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ ˨͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͔͋ͯ͒ͭ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͨͦͪͭͦͣ 
͒͡Ύ ͚ͯ͊͊ͤͤͦ͘͟ VLAN. 

˽ͦͪͭ ͙͙͎ͣͦͤͭͦͪͤ͊ ͔ͤ ͔͒ͦ͗ͤ͡ ͙͔ͨͪͤ͊͒͗͊ͭ͡Έ ͟ 
͙͍͔͚ͤ͊ͫͭͪ͊͊ͣͦ ±[!bΦ  
 
˸͙͙͎ͦͤͭͦͪͤ ±[!b ͔ͣͦ͗ͭ ͋·ͭΈ ͍͟͡Ό;͔ͤ ͙͡΄Έ ͍ ͭͦͣ 
ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͍ ͙͔͔ͫͫͭͣ ͔ͤ͊ͫͭͪͦͤͦ ͔ͤ ͔͔͋ͦ͡ ͎ͦ͒ͤͦͦ 
͙ͦͤͭͪͦͪͯ͟͡Ό΅͔͎ͦ ͨͦͪͭ͊Φ  

 
˩͙ͫ͡ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͨͦͪͭ ͔ͤ͊ͫͭͪͦͤ ͔͔ͪ͊ͤΣ ͭͦ ͭͦ͡Έͦ͟ 
Ήͭͦͭ ͨͦͪͭ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͘ ͒͡Ύ ͙͙͎ͣͦͤͭͦͪͤ͊ 
VLAN. 

no port monitor vlan 
vlan_id 

͙̂͒͊ͭ͡Έ ͯ ͊͊ͤͤͯ͘͟Ό ±[!b ͙͘ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 

port monitor remote 

τ 

ˤ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ όw{t!bύ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no port monitor remote ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ όw{t!bύ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 241 τ ˴ ͦͣ͊ͤ͒·Σ ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣ ͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ports monitor 
τ 

ˤ·͍͔ͫ ͙ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ 
ͨͦͪͭ͊ͣ. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ 13 ͙ ͔ͤͭͪͺ͔͚ͫ Ethernet ͟ ͙ͦͤͭͪͦͪͯ͡Ό΅͙ͣ ͒͡Ύ му ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ ˤ͔ͫΈ ͭͪ͊ͺ͙͟ 
ͫ му ͙͔ͤͭͪͺ͔͚ͫ͊ ͔͔͍ͨͪ͒͊͊ͭΈ ͤ͊ моΦ 

console# configure  

console(config)# interface ten gigabit ethernet  1/0/ 13 

console(config - if)# port monitor  ten gigabitethernet  1/0/1 8 

Á ˤ·͍͔͙ͫͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭ͊ͣΦ 

console# show ports monitor  

Port monitor mode: monitor - only  

    RSPAN configuration  

RX: VLAN 5, user priority 0  

TX: VLAN 5, user priority 0  

 

Source Port Destination Port  Type     Status    RSPAN    

-----------  ----------------  -------  ----------  --------   

 te1/0/18       te1/0/13      RX,TX   notReady  Disabled  
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5.24 ̅ͯͤ͟ͼ͙Ύ sFlow 

sFlow τ ͭ ͔ͻ͎͙ͤͦͦ͡ΎΣ ͍ͨͦͦ͘͡ΎΌ΅͊Ύ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈ ͙͙͎ͣͦͤͭͦͪͤ ͭ ͪ͊ͺ͙͟ ͍͊ ͔ͨ͊ͭͤ͟·ͻ ͔ͫͭΎͻ ͔͔ͨͪ͒͊;͙ 
͒͊ͤͤ·ͻ ͔ͨͯͭͣ ;͙͊ͫͭ;͚ͤͦ ͍·͙͋ͦͪ͟ ͭͪ͊ͺ͙͊͟ ͒͡Ύ ͔ͨͦͫ͒ͯ͡Ό΅͔͚ ͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙ ͍ ͔ͫͨͼ͙͊͡Έͤ·͔ ͫͦͦ͋΅͔͙ͤΎΣ 
͔͔͍͔ͨͪ͒͊͊ͣ·͔ ͤ͊ ͔͍͔ͫͪͪ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 242 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

sflow receiver id {ipv4_ad-
dress |  ipv6_address |  
ipv6z_address |  url} [port  
port] [max-datagram-size 
byte] 

id: (1..8); 
port: (1.. 5535)/6343; 
byte: ͨ ͙͔ͦͦ͗ͭ͡͡Έ͔ͤͦ 
ͼ͔͔ͦ͡ ;͙ͫͦ͡/1400; 
ͺͦͪͣ͊ͭ ipv4_address: 

A.B.C.D; 
ͺͦͪͣ͊ͭ ipv6_address: 

X:X:X:X::X; 
ͺͦͪͣ͊ͭ 

ipv6z_address: 
X:X:X:X::X%<ID>; 

ǳǊƭΥ όмΦΦмруύ ͙͍͍ͫͣͦͦ͡ 

˭͊͒͊ͭΈ ͊ ͔͒ͪͫ ͔͍͔ͫͪͪ͊ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟ sflow. 
- id τ ͤ ͔ͦͣͪ sflow-͔͍͔ͫͪͪ͊; 
- ipv4_address, ipv6_address, ipv6z_address τ IP-͔͊͒ͪͫ; 
- url τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͻͦͫͭ͊Τ 
- port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊Τ 
- byte τ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭΣ ͔ͦͭͦͪͦ͟  ͔ͣͦ͗ͭ ͋·ͭΈ 
͍͔ͦͭͨͪ͊ͤͦ͡ ͍ ͙ͦ͒ͤ ͔ͨ͊ͭ͟ ͒͊ͤͤ·ͻΦ 

no sflow receiver id ͙̂͒͊ͭ͡Έ ͊ ͔͒ͪͫ ͔͍͔ͫͪͪ͊ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟ sflow. 

sflow receiver ϑǎƻǳǊŎŜπƛƴπ
terface | sourceπinterface-
ipv6} {gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel l group |  loopback 
loopback_id |  vlan vlan_id | 
oob} 

vlan_id: (1..4094) 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 
loopback_id: (1..64) 

group: (1..48) 

˭͊͒͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫ ͚͍ͯͫͭͪͦͫͭ͊Σ IP-͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έπ
͍ͦ͊ͭ͘ΈͫΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͫ͋ͦͪ͊ 
͙͙͙ͫͭ͊ͭͫͭ͟. 

no sflow receiver sourceπin-
terface 

͙̂͒͊ͭ͡Έ Ύ͍͔ͤͦ ͙͔͊͒͊ͤ͘ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͫ ͔͊͒ͪͫ͊ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ 
͍ͦͭͨͪ͊͡ΎͭΈͫΎ ͙͙ͫͭ͊ͭͫͭ͊͟ ǎŦƭƻǿ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console# configure   

console(config)# interface { gigabitethernet  gi_port  |  tengigabitethernet  

te_port  |  fortygigabitethernet  fo_port }  

console ( config - if )#  
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͙́͊͋͡ͼ͊ 243 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

sflow flow-sampling rate id 
[max-header-size bytes] 

rate: 
(1024..107374823); 

id: (0..8); 
bytes: (20..256)/128 

͚͋͊ͭ 

˭͊͒͊ͭΈ ͫ ͔ͪ͒ͤΌΌ ͫͦͪͦͫͭ͟Έ ͍ ·͙͋ͦͪ͟ ͔͍ͨ͊ͭͦ͟Φ ˮ͎͍ͭͦͦ͊Ύ ͫͦͪͦͫͭ͟Έ 
͍·͙͋ͦͪ͟ ͫ;͙͔ͭ͊ͭͫΎ ͊͟͟ мκǊŀǘŜϝŎǳǊǊŜƴǘψǎǇeed (current_speed τ 
͔ͭͯ͟΅͊Ύ ͔ͫͪ͒ͤΎΎ ͫͦͪͦͫͭ͟ΈύΦ 
- rate τ ͫ ͔ͪ͒ͤΎΎ ͫͦͪͦͫͭ͟Έ ͍·͙͋ͦͪ͟ ͔͍ͨ͊ͭͦ͟Τ 
- id τ ͤ ͔ͦͣͪ ǎŦƭƻǿ-͔͍͔ͫͪͪ͊Τ 
- bytes τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭΣ ͟ ͔ͦͭͦͪͦ ͔͋ͯ͒ͭ 
͙͍ͫͦͨͪͦ͊ͤͦ͟ ͙͘ ͦ͋ͪ͊͘ͼ͊ ͔ͨ͊ͭ͊͟Φ 

no sflow flow-sampling ˻ͭ͟͡Ό;͙ͭΈ ͫ ;͔ͭ;͙͙͟ ͍·͙͋ͦͪ͟ ͤ͊ ͨͦͪͭͯΦ 

sflow counters-sampling 
sec id 

sec: (15..86400) ͫ ; 
id: (0..8) 

˻͔͔͙ͨͪ͒ͭ͡Έ ͣ ͙͊ͫͣ͊͟͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ͔ͯͫͨ΄ͤ·͙ͣ 
͍·͙͋ͦͪ͊ͣ͟ ͔͍ͨ͊ͭͦ͟. 
- sec τ ͣ ͙͊ͫͣ͊͟͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ͍·͙͋ͦͪ͊ͣ͟ ͍  ͫ ͔ͯͤ͒͊͟ͻ. 
- id τ ͤ ͔ͦͣͪ ǎŦƭƻǿ-͔͍͔ͫͪͪ͊ ό͔͊͒͊ͭͫ͘Ύ ͚ͦͣ͊ͤ͒ͦ͟ sflow receiver ͍  
͎ͦ͋͊͡͡Έͤͦͣ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ύΦ 

no sflow countersπsampling ˻ͭ͟͡Ό;͙ͭΈ ͫ ;͔ͭ;͙͙͟ ͍·͙͋ͦͪ͟ ͤ͊ ͨͦͪͭͯΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 244 τ ˴ ͦͣ͊ͤ͒·Σ ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show sflow configuration 
[gigabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

ˤ·͍͔ͫ ͙ͭ ͚͙ͤ͊ͫͭͪͦ͟ ǎŦƭƻǿΦ 

clear sflow statistics [giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port] 

˻;͙ͫͭ ͙ͭΈ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ǎCƭƻǿΦ ˩͙ͫ͡ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ ͯ͊͊ͤ͘͟Σ 
ͦͣ͊ͤ͒͊͟ ͦ;͙΅͔͊ͭ ͍͔ͫ ͫ;͔ͭ;͙͙͟ ͙͙͙ͫͭ͊ͭͫͭ͟ ǎCƭƻǿΦ 

show sflow statistics [giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  for-
tygigabitethernet fo_port] 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙͙ͭ͊ͭͫͭͯ͟ sFlow. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ IP-͔͊͒ͪͫ млΦлΦулΦм ͔͍͔ͫͪͪ͊ м ͒͡Ύ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟ sflowΦ ˨͡Ύ Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ 
te1/0/1 -te1/0/нп ͍͙ͯͫͭ͊ͤͦͭΈ ͔ͫͪ͒ͤΌΌ ͫͦͪͦͫͭ͟Έ ͍·͙͋ͦͪ͟ ͔͍ͨ͊ͭͦ͟ τ млнпл ͙͋ͭ͟κͫ ͙  ͙ͣ͊ͫͣ͊͟͡Έπ
ͤ·͚ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ͔ͯͫͨ΄ͤ·͙ͣ ͍·͙͋ͦͪ͊ͣ͟ ͔͍ͨ͊ͭͦ͟ τ 240 c. 

console# configure  

console(config)# sflow receiver 1 10.0.80.1   

console(config)# interface range ten gigabitethernet  1/0/1 - 24  

console(config - if - range )# sflow flow - sampling 10240 1  

console (config - if)#  sflow counters - sampling 240 1  
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5.25 ̅ͯͤ͟ͼ͙͙ ͙͎͙͙͒͊ͤͦͫͭ͟ ͺ͙͙͘;͔͎ͫͦͦ͟ ͍ͯͪͦͤΎ 

˿͔͔͍ͭ· ͔ ͦͣͣͯͭ͊ͭͦͪ͟· ͔ͫͦ͒ͪ͗͊ͭ  ͊ͨͨ͊ͪ͊ͭͤ·͔ ͙ ͎ͨͪͦͪ͊ͣͣͤ·͔ ͔͍ͫͪ͒ͫͭ͊ ͒͡Ύ ͙͎͙͙͒͊ͤͦͫͭ͟ 
ͺ͙͙͘;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ ͙͙͚ͤ͡ ͍ͫΎ͙͘Φ ˤ ͔͔ͨͪ;͔ͤΈ ͔͙͔ͭͫͭͪͯͣ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͍ͻͦ͒Ύͭ ͔ͫ͒ͯ͡Ό΅͙͔Υ 

˨͡Ύ Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΥ 

- ͒͡ ͙ͤ͊ ͔͊͋͟͡Ύ; 

- ͪ͊ͫͫͭͦΎ͙͔ͤ ͒ͦ ͔ͣͫͭ͊ ͔͙͍͙ͤͫͨͪ͊ͤͦͫͭ τ ͦ ͋ͪ·͍͊ ͙͙͡ ͊ͣ͘·͙͊ͤ͟Ύ. 

˨͡Ύ ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ мG ͙  млG: 

- ͔ͨ͊ͪ͊ͣͭͪ· ͙͙ͨͭ͊ͤΎ τ ͤ ͊ͨͪΎ͔͙͔͗ͤ ͙ ͭͦ͟; 

- ͍·ͻͦ͒ͤ͊Ύ ͙ͦͨͭ;͔ͫ͊͟Ύ ͣͦ΅ͤͦͫͭΈ; 

- ͙ͦͨͭ;͔ͫ͊͟Ύ ͣͦ΅ͤͦͫͭΈ ͤ͊ ͙͔͔ͨͪͣ. 

5.25.1 ˨͙͎͙͊ͤͦͫͭ͊͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 245 τ ˴ ͦͣ͊ͤ͒· ͙͎͙͙͒͊ͤͦͫͭ͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

test cable-diagnostics tdr 
[all | interface gigabitether-
net gi_port ] 

gi_port: (1..8/0/1..48) 
ˤ·͙ͨͦͤͭ͡Έ ͍ ͙ͪͭͯ͊͡Έ͔ͤͦ ͔͙͍͙͔ͭͫͭͪͦ͊ͤ ͔͊͋͟͡Ύ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- ͊ ƭƭ τ ͒ ͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

show cable-diagnostics tdr 
[interface gigabitethernet 
gi_port ]  

gi_port: (1..8/0/1..48) 
˻͙ͭͦ͋ͪ͊ͭ͘Έ ͪ ͔ͯ͘͡Έͭ͊ͭ· ͔͔͎ͨͦͫ͒ͤͦ͡ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͔͙͍͙ͭͫͭͪͦ͊ͤΎ 
͔͊͋͟͡Ύ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊.  
 

test cable-diagnostics tdr-
fast [all | interface giga-
bitethernet gi_port ] 

gi_port: (1..8/0/1..48) 
ˤ·͙ͨͦͤͭ͡Έ ͍ ͙ͪͭͯ͊͡Έ͔ͤͦ ͔͙͍͙͔ͭͫͭͪͦ͊ͤ ͔͊͋͟͡Ύ c ͤ ͙͚ͦ͘͟ 
ͭͦ;ͤͦͫͭΈΌ ͒ ͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- ͊ ƭƭ τ ͒ ͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

show cable-diagnostics ca-
ble-length [interface giga-
bitethernet gi_port] 

gi_port: (1..8/0/1..48) 
 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͨ ͔͙͔ͪ͒ͨͦͦ͗ͭ͡͡ΈͤͯΌ ͙͒ͤͯ͡ ͔͊͋͟͡ΎΣ ͨͦ͒͟͡Ό;͔͎ͤͤͦͦ 
͟ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͔ͤͭͪͺ͔͚ͫͯ ό͔͙ͫ͡ ͔ͤͦͣͪ ͨͦͪͭ͊ ͔ͤ ͊͒͊ͤ͘Σ ͭ ͦ 
ͦͣ͊ͤ͒͊͟ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͒͡Ύ ͍͔ͫͻ ͍ͨͦͪͭͦύΦ  

ˮ͔ͤͭͪͺ͔͚ͫ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͙͍͊ͭͤ͟·ͣ ͙ ͪ͊͋ͦͭ͊ͭΈ ͍ 
͔͙͔ͪ͗ͣ мллл ˸ ͙͋ͭκͫ ͙͙͡ млл ˸ ͙͋ͭκͫΦ ˨͙͎͙͊ͤͦͫͭ͊͟ 
͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͭͦ͡Έͦ͟ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ 
GigabitEthernet. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽͔͙͍ͪͦͭͫͭͪͦ͊ͭΈ ͨͦͪͭ gi 1/0/1: 

console# test cable - diagnostics tdr interface gigabitethernet  1/0/ 1 

5324#test cable - diagnostics tdr interface gi0/1  

..  

Cable on port gi1/0/1 is good  
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5.25.2 ˨͙͎͙͊ͤͦͫͭ͊͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊  

̅ͯͤ͟ͼ͙Ύ ͙͎͙͙͒͊ͤͦͫͭ͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͦͼ͔͙ͤͭΈ ͔ͭͯ͟΅͔͔ ͫͦͫͭͦΎ͙͔ͤ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ ͙ 
͙ͦͨͭ;͔͚ͫͦ͟ ͙͙͙ͤ͡ ͍ͫΎ͙͘Φ  

ˤ͔ͦͣͦ͗ͤ͘ ͍͙͊ͭͦͣ͊ͭ;͔͙͚ͫ͟ ͦͤͭͪͦ͟͡Έ ͫͦͫͭͦΎ͙ͤΎ ͙͙͚ͤ͡ ͍ͫΎ͙͘Φ ˨͡Ύ Ή͎ͭͦͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͔͙͙ͨͪͦ͒;͔͙ͫ͟ 
ͦͨͪ͊΄͙͍͔͊ͭ ͔ͨ͊ͪ͊ͣͭͪ· ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ ͍͙͍͔ͫͪ͊ͤ͊ͭ ͙ͻ ͫ ͎͍ͨͦͪͦͦ·͙ͣ ͤ͊͘;͔͙ͤΎ͙ͣΣ 
͊͒͊ͤͤ͘·͙ͣ ͙͍͙͔ͨͪͦͦ͒ͭ͘͡Ύ͙ͣ ͙͍͔͍ͭͪ͊ͤͫͪͦΦ ˽͙ͪ ͍·ͻ͔ͦ͒ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͊͘ ͙͒ͦͨͯͫͭͣ·͔ ͔͔ͨͪ͒͡· 
ͦͣͣͯͭ͊ͭͦͪ͟ ͺ͙͔ͦͪͣͪͯͭ ͔͔ͨͪ͒ͯͨͪ͗͒͊Ό΅͙͔ ͙ ͍͙͚͊͊ͪͤ·͔ ͫͦͦ͋΅͔͙ͤΎΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͫ ͔͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 246 τ ˴ ͦͣ͊ͤ͒͊ ͙͎͙͙͒͊ͤͦͫͭ͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show fiber-ports opti-
calπtransceiver [detailed] 
[interface {gigabitethernet 
gi_port |  tengigabitether-
net te_port |  fortygiga-
bitethernet fo_port}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4). 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͔ͪͯ͘͡Έͭ͊ͭ· ͙͎͙͙͒͊ͤͦͫͭ͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊Φ 

˽͙͔ͪͣͪ ͍ ·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒· 

sw1# show fiber - ports optical - transceiver interface FortygigabitEthernet  

1/0/1  

   Port      Temp  Voltage Current Output Input LOS     Transceiver   

                                   Power  Power         Type          

-----------  ------  -------  -------  ------  -----  ----  ------- ------   

  fo1/0/1     OK     OK      OK     N/S    OK    No      Fiber      

                             OK            OK    No                 

                             OK            OK    No                 

                             OK            O K    No                 

 Temp                      -  Internally measured transceiver temperature  

 Voltage                   -  Internally measured supply voltage  

 Current                   -  Measured TX bias current  

 Output Power              -  Measured TX output power in milliWatts/dBm  

 Input Power               -  Measured RX received power in milliWatts/dBm  

 LOS                       -  Loss of signal  

 N/A -  Not Available, N/S -  Not Supported, W -  Warning, E -  Error  

͙́͊͋͡ͼ͊ 247 τ ˽ ͔͊ͪ͊ͣͭͪ· ͒ ͙͎͙͙͊ͤͦͫͭ͟ ͦ ͙ͨͭ;͔͎ͫͦͦ͟ ͭ ͙͍͔ͪ͊ͤͫͪ͊ 

˽͔͊ͪ͊ͣͭͪ ˭ͤ͊;͔͙͔ͤ 

Temp ͔͔́ͣͨͪ͊ͭͯͪ͊ ͙͍͔ͭͪ͊ͤͫͪ͊Φ 

Voltage ˹͊ͨͪΎ͔͙͔͗ͤ ͙͙ͨͭ͊ͤΎ ͙͍͔ͭͪ͊ͤͫͪ͊Φ 

Current ˻͔͙͔ͭͦͤͤ͟͡ ͭͦ͊͟ ͤ͊ ͔͔ͨͪ͒͊;͔Φ 

Output Power ˤ·ͻͦ͒ͤ͊Ύ ͣͦ΅ͤͦͫͭΈ ͤ͊ ͔͔ͨͪ͒͊;͔ όͣˤͭύΦ  
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Input Power ˤͻͦ͒ͤ͊Ύ ͣͦ΅ͤͦͫͭΈ ͤ͊ ͙͔͔ͨͪͣ όͣˤͭύΦ 

LOS ˽͔ͦͭͪΎ ͙͎ͫͤ͊͊͡Φ 

˭ͤ͊;͔͙ͤΎ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͙͎͙͙͒͊ͤͦͫͭ͟Υ 

- N/A τ ͤ ͔͒ͦͫͭͯͨͤͦΣ 

- N/S τ ͤ ͔ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ. 

5.25.3 ˨͙͎͙͊ͤͦͫͭ͊͟ ͙͙ͤ͒͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 248 τ ˴ ͦͣ͊ͤ͒· ͙͎͙͙͒͊ͤͦͫͭ͟ ͙͙ͤ͒͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

test led port mode { force-
on | force-off |force -blink 
| default  [gigabitethernet 
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | all]}  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

/default all 

ˤ͟͡Ό;͙ͭΈ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͚ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͙͙ͤ͒͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ 

- force-off τ ͍ ·͟͡Ό;͔ͤ; 
- force-on τ ͎ ͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ; 
- force-blink τ ͣ ͙͎͙͊ͤ;͔ 
- default τ ɖɋɌɎɒ ɖɆɇɔɘɡ ɗɈɋɘɔɈɔɏ ɎɓɊɎɐɆɜɎɎ ɕɔɖɘɔɈ, 

ɔɕɎɗɆɓɓɡɏ Ɉ ɕəɓɐɘɋ 2.4.4 ; 
́ͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭ a9{ронпΦ 

show led port mode [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | 
fortygigabitethernet 
fo_port] 

τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙͔ͪ͗ͣ ͪ͊͋ͦͭ· ͙͙ͤ͒͊͟ͼ͙͙ ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

5.26 IP Service Level Agreements (IP SLA) 

IP SLA ό͎ͫͦ͊͡΄͔͙ͤΎ ͦ͋ ͍͔ͯͪͦͤ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ ͍ Lt-͔ͫͭΎͻύ τ ͔ͭͻ͎͙ͤͦͦ͡Ύ ͙͍͎͊ͭͤͦͦ͟ ͙͙͎ͣͦͤͭͦͪͤ͊Σ 
͙ͫͨͦ͡Έͯ͘Ό΅͊ΎͫΎ ͒͡Ύ ͙͔͔͙ͣͪͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͋·͔͚͍͙ͫͭͪͦ͒ͫͭΎ ͦͣͨ͟ΈΌ͔ͭͪͤ·ͻ ͔͔͚ͫͭ ͙ ͊͟;͔͍ͫͭ͊ ͔͔ͨͪ͒͊;͙ 
͒͊ͤͤ·ͻΦ ˢ͙͍ͭͤ͟·͚ ͙͙͎ͣͦͤͭͦͪͤ ͔͍ͨͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ ͙͔ͨͪͦ͒ͦ͗ͭ͡͡ΈͤͯΌ ͼ͙͙͟͡;͔ͫͯ͟Ό ͎͔͔ͤͪ͊ͼ͙Ό ͭͪ͊ͺ͙͊͟Σ 
ͫ͋ͦͪ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͔͎ͦ ͨͪͦͻ͔͙͙ͦ͗͒ͤ ͨͦ ͔͙ͫͭ ͙ ͍͔͔͙͔͒ͤ ͙͙͙ͫͭ͊ͭͫͭ͟Φ 

˹͊ ͒͊ͤͤ·͚ ͔ͣͦͣͤͭ ͙͔͔͙͔ͣͪͤ͘ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͔͙ͫͭ ͔ͣͦ͗ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ 
ICMP. 

˽͙ͪ ͊͗͒ͦͣ͟ ͍·͔͙͙ͨͦͤͤ͡ ͔ͦͨͪ͊ͼ͙͙ L/at 9ŎƘƻ ͚͍ͯͫͭͪͦͫͭͦ ͍ͦͭͨͪ͊͡Ύ͔ͭ ICMP Echo request ͫͦͦ͋΅͔͙͔ͤ 
ͤ͊ ͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͙͔ͦ͗͒͊ͭ ͨͦͯ͡;͔͙ͤΎ ͫͦͦ͋΅͔͙ͤΎ ICMP Echo reply ͍  ͔ͭ;͔͙͔ͤ ͘ ͎͊͒͊ͤͤͦͦ ͙͔͍ͤͭͪ͊͊͡ ͍͔ͪπ
͔͙ͣͤΦ  

/ ͚ͦ͒ͤͦ Lt {[! ͔ͦͨͪ͊ͼ͙͔͚ ͣͦ͗ͤͦ ͍ͫΎ͊ͭ͘Έ ͔ͤͫͦ͟͡Έͦ͟ ͦ͋Ά͔͍ͭͦ͟ ¢w!/YΦ ˿ͦͫͭͦΎ͙͔ͤ ͦ͋Ά͔ͭ͊͟ ¢w!/Y ͙͘π
͔ͣͤΎ͔ͭͫΎ ͍ ͔ͣͦͣͤͭ ͙͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ Lt {[! ͔ͦͨͪ͊ͼ͙͙Σ ͙͋ͦ͡ ͫ ͚͊͒͊ͤͤͦ͘ ͔͚͊͒ͪ͗ͦ͘͟Φ 

˽͙ͪ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ ͔ͭͪ͊͟ ͍ͦͣͦ͗ͤͦ͘ ͍·͔͙͔ͨͦͤͤ͡ ͣ͊ͪͦͦͣ͊ͤ͒͟͟Φ ˸͊ͪͦͦͣ͊ͤ͒͟͟· ͍·ͨͦͤ͡Ύπ
ΌͭͫΎ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ ˨͡Ύ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ ͔͙ͪ͗ͣ͊ privileged EXEC ͟ ͦͣ͊ͤ͒· 
͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͒ͦͨͦͤͭ͡Έ ͔ͨͪͺ͙ͫͦͣ͟ doΦ ˴ͦͣ͊ͤ͒· ͙ͫͦ͒͊ͤ͘Ύ ͤ͊͋ͦͪ͊ ͣ͊ͪͦͦͣ͊ͤ͒͟͟ ͙͍͔͔ͨͪ͒ͤ· ͍ ͙ͭ͊͋͡ͼ͔ 42. 
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˨͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͺͯͤ͟ͼ͙͙ Lt {[! ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͔ͫ͒ͯ͡Ό΅͙͔ ͔͚͍͙͒ͫͭΎΥ  

- ˿ͦ͒͊ͭ͘Έ ͔ͦͨͪ͊ͼ͙Ό ƛŎƳǇ-ŜŎƘƻ ͙ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͭΈ ͔͖Φ  

- ˭͙͊ͨͯͫͭͭΈ ͍·͔͙͔ͨͦͤͤ͡ ͔ͦͨͪ͊ͼ͙͙Φ 

- ˿ͦ͒͊ͭ͘Έ ¢w!/Y-ͦ͋Ά͔ͭ͟Σ ͍ͫΎ͊ͤͤ͘·͚ ͫ ͔͚ͦͤͪͭͤͦ͟͟ Lt {[! ͔ͦͨͪ͊ͼ͙͔͚ ͙ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͭΈ ͔͎ͦΦ  

- ˽͙ͪ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭΣ ͫͦ͒͊ͭ͘Έ ͣ͊ͪͦͫ͟·Σ ͍·ͨͦͤ͡Ύ͔ͣ·͔ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ ͦ͋Ά͔ͭ͊͟ 
TRACK. 

- ˽͔ͪͦͫͣͦͭͪͭΈ ͙͙ͫͭ͊ͭͫͭͯ͟Σ ͙ͨͪ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭΣ ͦ;͙͙ͫͭͭΈ ͔͔Φ  

- ˽͙ͪ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭΣ ͔͙ͨͪͪ͊ͭͭ͟Έ ͍·͔͙͔ͨͦͤͤ͡ ͔ͦͨͪ͊ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

consol e( config )#  

͙́͊͋͡ͼ͊ 249 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip sla operation 
operation: (1..64) 

˽͔͔͚͙ͪͭ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ IP SLA ͦ ͔ͨͪ͊ͼ͙͙. 
- operation τ ͤ ͔ͦͣͪ ͔ͦͨͪ͊ͼ͙͙Φ 

no ip sla operation ͙̂͒͊ͭ͡Έ IP SLA ͦ ͔ͨͪ͊ͼ͙ΌΦ 

ip sla schedule operation life 
life start-time start-time 

operation: (1..64); 
life: (forever); 

start-time: (now) 

˭͙͊ͨͯͫͭͭΈ ͤ ͊ ͍·͔͙͔ͨͦͤͤ͡ IP SLA ͦ ͔ͨͪ͊ͼ͙ΌΦ 
- operation τ ͤ ͔ͦͣͪ ͔ͦͨͪ͊ͼ͙͙Φ 
- life τ ͍ ͔ͪͣΎΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͔ͦͨͪ͊ͼ͙Ύ ͔͋ͯ͒ͭ ͍·ͨͦͤ͡ΎͭΈͫΎΦ 
- start-time τ ͍ ͔ͪͣΎ ͊ͨͯͫ͊͘͟Φ 

no ip sla schedule operation ˽͔͙ͪͪ͊ͭͭ͟Έ ͍ ·͔͙͔ͨͦͤͤ͡ IP SLA ͦ ͔ͨͪ͊ͼ͙͙Φ 
- operation τ ͤ ͔ͦͣͪ ͔ͦͨͪ͊ͼ͙͙Φ 

track object ip sla operation 
state 

object: (1..64); 
operation: (1..64) 

˿ͦ͒͊ͭ͘Έ TRACK ͦ ͋Ά͔ͭ͟Σ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͔͙͍ͦͭͫ͗͊ͭ͡Έ ͫͦͫͭͦΎ͙͔ͤ IP 
SLA ͦ ͔ͨͪ͊ͼ͙͙Φ 
- object τ ͤ ͔ͦͣͪ TRACK ͦ ͋Ά͔ͭ͊͟Φ 
- operation τ ͤ ͔ͦͣͪ IP SLA ͦ ͔ͨͪ͊ͼ͙͙Φ 

no track object ip sla ͙̂͒͊ͭ͡Έ TRACK-ͦ͋Ά͔ͭ͟Φ 
- object τ ͤ ͔ͦͣͪ TRACK-ͦ͋Ά͔ͭ͊͟Φ 

logging events ip sla opera-
tion-state-change 

τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍ ·͍ͦ͒ ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͭ͊ͭͯͫ͊ IP SLA ͦ ͔ͨͪ͊π
ͼ͙͙Φ 

no logging events ip sla oper-
ation-state-change 

ˤ·͟͡Ό;͙ͭΈ ͍ ·͍ͦ͒ ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͭ͊ͭͯͫ͊ IP SLA ͦ ͔ͨπ
ͪ͊ͼ͙͙Φ 

logging events ip sla track-
state-change 

τκ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍ ·͍ͦ͒ ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͭ͊ͭͯͫ͊ ͔ͭͪ͊͟Φ 

no logging events ip sla track-
state-change 

ˤ·͟͡Ό;͙ͭΈ ͍ ·͍ͦ͒ ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͭ͊ͭͯͫ͊ ͔ͭͪ͊͟Φ 

 
͙́͊͋͡ͼ͊ 250 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͙ͫͦ͒͊ͤ͘Ύ ͔ͦͨͪ͊ͼ͙͚ Lt {[! 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

icmp-echo {A.B.C.D | host } 
[source-ip A.B.C.D] host: (1..158) 

͙͍͍ͫͣͦͦ͡ 

˽͔͔͚͙ͪͭ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ICMP ECHO ͔ͦͨͪ͊π
ͼ͙͙Φ 
- A.B.C.D τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΤ 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ IP SLA ICMP ECHO-͔ͦͨͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ Lt {[! ICMP ECHO: 

console(config - ip - sla - icmp - echo)#  

͙́͊͋͡ͼ͊ 251 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͦͨͪ͊ͼ͙͙ L/at 9ŎƘƻ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤ/˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

frequency secs  

secsΥ όмлΦΦрллύκмл ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ;͊ͫͭͦͭͯ ͍͔͙ͨͦͭͦͪͤΎ L/at 9/Ih-͔ͦͨͪ͊ͼ͙͙Φ 
- secs τ ;͊ͫͭͦͭ͊Σ ͍ ͔ͫͯͤ͒͊͟ͻΦ 

no frequency ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ;͊ͫͭͦͭ· ͍͔͙͚ͨͦͭͦͪͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

timeout msecs 
msecs: όрлΦΦрлллύκнллл ͣͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙͒ͤͯ͡ ͚ͭ͊ͣ͊ͯͭ͊Σ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟Σ ͔͙ͫ͡ 
͔ͤ ͙ͨͪ΄͔͡ L/at-͍͔ͦͭͭΣ ͔ͦͨͪ͊ͼ͙Ύ ͔͋ͯ͒ͭ ͫ;͙ͭ͊ͭΈͫΎ 
͔ͤͯ͒͊;͚ͤͦΦ 
- msecs τ ͭ ͚͊ͣ͊ͯͭΣ ͍ ͙͙͔ͣͫͯͤ͒͊͟͡͡ͻΦ 

no timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͚ͭ͊ͣ͊ͯͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

request-data-size bytes  
bytes: όнуΦΦмптнύκну ͚͋͊ͭ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭΣ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͍ L/at-͔͔ͨ͊ͭ͟ 
͍ ͊͟;͔͍͔ͫͭ ͒͊ͤͤ·ͻ όpayload).  
- bytes τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͚͋͊ͭΦ 

no request-data-size ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͙ͦ͟͡;͔͍ͫͭ͊ ͚͋͊ͭ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

 
˨͡Ύ ͤͦͪͣ͊͡Έ͎ͤͦͦ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ ICMP Echo ͪ ͔͔͔ͦͣͤ͒ͯͭͫ͟Ύ ͍͙ͯͫͭ͊ͤͦͭΈ ͤ͊͘π
;͔͙͔ͤ ;͊ͫͭͦͭ· ͍·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ ͋ͦ͡Έ΄͙ͣΣ ;͔ͣ ͤ͊͘;͔͙͔ͤ ͚ͭ͊ͣ͊ͯͭ͊ ͔ͦͨͪ͊ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͭͪ͊͟ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͭͪ͊͟Υ 

console ( config - track )#  

͙́͊͋͡ͼ͊ 252 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 
delay {up secs down secs | 
up secs | down secs} 

secs:  (1..180)/0 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͊͒ͪ͘ ͗ͯ͟ ͒͡Ύ ͔ͫͣͤ· ͫͦͫͭͦΎ͙ͤΎ ¢w!/Y-ͦ͋Ά͔ͭ͊͟Σ 
͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ Lt {[!-͔ͦͨͪ͊ͼ͙͙Φ 
- secs τ ͘ ͔͊͒ͪ͗͊͟Σ ͍ ͔ͫͯͤ͒͊͟ͻΦ 
- up τ ͔͊͒ͪ͗͊͘͟ ͙͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ 
͔ͦͨͪ͊ͼ͙͙ ͍ ͫͦͫͭͦΎ͙͔ͤ hYΤ 
- down τ ͔͊͒ͪ͗͊͘͟ ͙͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ 
͔ͦͨͪ͊ͼ͙͙ ͍ ͫͦͫͭͦΎ͙͔ͤ 9ǊǊƻǊΦ 

no delay [up] [down] ͙̂͒͊ͭ͡Έ ͔͊͒ͪ͗ͯ͘͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console # 
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͙́͊͋͡ͼ͊ 253 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ip sla operation 
[operation] 

operation: (1..64) 
˻ͭͦ͋ͪ͊͘ ͙ͭΈ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ ͋IP SLA-͔ͦͨͪ͊ͼ͙ΎͻΦ 
- operation τ ͤ ͔ͦͣͪ ͔ͦͨͪ͊ͼ͙͙Φ 

show track [object] 
object: (1..64) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ ͤͺͦͪͣ͊ͼ͙Ό ͦ TRACK-ͦ͋Ά͔ͭ͊͟ͻΦ 
- object τ ͤ ͔ͦͣͪ ͦ͋Ά͔ͭ͊͟Φ 

clear ip sla counters 
[operation] 

operation: (1..64) 
˻͙͋ͤͯͭ͡Έ ͫ ;͔ͭ;͙͙͟ IP SLA-͔ͦͨͪ͊ͼ͙͙Φ 
- operation τ ͤ ͔ͦͣͪ ͔ͦͨͪ͊ͼ͙͙Φ 

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟Σ ͔ͨͪ͒ͤ͊ͤ͊͘;͔͚ͤͤͦ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͯ͊͘͡ ͔͙ͫͭ ͫ ͔͊͒ͪͫͦͣ млΦфΦнΦсрΣ ͫ ͍͚ͦͭͨͪ͊ͦ͟ 
icmp-͊ͨͪͦͫ͊͘ ͊͗͒͟·͔ нл ͔ͫͯͤ͒͟Σ ͍͔͔͔ͪͣͤͣ ͍͔ͦͭͭ͊ ͤ͊ ƛŎƳǇ-͊ͨͪͦͫ͘, ͔ͤ ͔͍ͨͪ·΄͊Ό΅͙ͣ рлл ͣͫ, ͙ 
͔ͪ͊ͣͪͦͣ͘ ͒͊ͤͤ·ͻ фн ͚͋͊ͭ͊Τ ͔͊͒ͪ͗͊͘͟ ͔ͫͣͤ· ͫͦͫͭͦΎ͙ͤΎ ¢w!/Y-ͦ͋Ά͔ͭ͊͟ τ о ͔ͫͯͤ͒͟·Τ ͙ͨͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ¢w!/K-ͦ͋Ά͔ͭ͊͟ ͍·ͨͦͤ͡ΎΌͭͫΎ ͣ͊ͪͦͫ͟· ¢9{¢ψ5h²b ͙ ¢9{¢ψ¦tΥ 

console # configure   

console ( config )# interface  vlan  1 

console ( config - if )# ip  address  10.9.2.80 255.255.255.192  

console ( config - if)#  exit  

console(config)#  macro name TEST_DOWN track 1 state down  

Enter macro commands one per line. End with the character '@'.  

int gi1/0/11  

no shutdown  

@ 

console(config)#  

console(config)#  macro name TEST_UP track 1 state up  

Enter macro commands one per line. End with the characte r '@'.  

int gi1/0/11  

shutdown  

@ 

console(config)#  

console(config)#  ip sla 1 

console(config - ip - sla)# icmp - echo 10.9.2.65  

console(config - ip - sla - icmp - echo)# timeout 500  

console(config - ip - sla - icmp - echo)#  frequency 20  

console(config - ip - sla - icmp - echo)# request - dat a- size 92  

console(config - ip - sla - icmp - echo)# exit  

console(config - ip - sla)# exit  

console(config)#  ip sla schedule 1 life forever start - time now  

console(config)#  track 1 ip sla 1 state  

console(config - track)# delay up 3 down 3 

console(config - track)# exit   

conso le(config)#  exit  

console # 

˽͙͔ͪͣͪ ͍·͍ͦ͒͊ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ ͔ͦͨͪ͊ͼ͙͙ ICMP Echo: 

IP SLA Operational Number: 1  

   Type of operation: icmp - echo  

   Target address: 10.9.2.65  

   Source Address: 10.9.2.80  

   Request size (ICMP data portion): 92  

   Operation frequency: 20  

   Operation timeout: 500  

   Operation state: scheduled  

   Operation return code: OK  

   Operation Success counter: 254  

   Operation Failure counter: 38  

   ICMP Echo Request counter: 292  

   ICMP Echo Reply counter: 254  

   ICMP Err or counter: 0  
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͎͔͒: 

- Operation state τ ͭ ͔ͯ͟΅͔͔ ͫͦͫͭͦΎ͙͔ͤ ͔ͦͨͪ͊ͼ͙͙Υ 
Á sͫ heduled τ ͦ ͔ͨͪ͊ͼ͙Ύ ͍·ͨͦͤ͡Ύ͔ͭͫΎΤ 
Á pending τ ͍ ·͔͙͔ͨͦͤͤ͡ ͔ͦͨͪ͊ͼ͙͙ ͍͔ͦͫͭ͊ͤͦͤͦ͡Φ  

- Operation return code τ ͟ ͦ͒ ͍͔͊ͪ͘΄͔͙ͤΎ ͔͔͚ͨͦͫ͒ͤ͡ ͍·͔͚ͨͦͤͤͤͦ͡ ͔ͦͨͪ͊ͼ͙͙Υ 
Á OK τ ͯ ͔ͫͨ΄͔ͤͦ ͍͔͊ͪ͘΄͔͙͔ͤ ͔ͨͪ͒·͒ͯ΅͔͚ ͔ͦͨͪ͊ͼ͙͙Τ 
Á Error τ ͤ ͔ͯ͒͊;͔ͤͦ ͍͔͊ͪ͘΄͔͙͔ͤ ͔͔͚ͨͦͫ͒ͤ͡ ͨͦͨ·͙ͭ͟ ͙͔͔͙ͣͪͤ͘ΎΦ  

- Operation Success counter τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔ͯͫͨ΄ͤͦ ͊ͦͤ͘͟;͔ͤͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Φ  

- Operation Failure counter τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔ͤͯ͒͊;ͤͦ ͊ͦͤ͘͟;͔ͤͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Φ  

- ICMP Echo Request counter τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͍͔͖ͨͪͦ͒ͤͤ·ͻ ͍͊ͨͯͫͦ͘͟ ͔ͦͨͪ͊ͼ͙͙Φ  

- ICMP Echo Request counter τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͯ͡;͔ͤͤ·ͻ ͍͔͍ͦͭͭͦ ͤ͊ L/at-͊ͨͪͦͫ͘Φ  
ICMP Error counter τ ͫ;͖ͭ;͙͟Σ ͦͭͦ͋ͪ͊͗͊Ό΅͙͚ ͙ͦ͟͡;͔͍ͫͭͦ ͙͔͙͔ͣͪͭ͘͡Έͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Σ ͊ͦͤ͘͟;͙͍΄͙ͻͫΎ ͫ ͫͦπ
͍͔͍ͦͭͭͫͭͯΌ΅͙ͣ ͦ͒ͦͣ͟ ͦ΄͙͙͋͟Φ 

5.27 ͔͙͙͔̏ͭͪͦͨͭ͊ͤ͟͡ ͨ ͦ ͙͙ͤ͡Ύͣ Ethernet (PoE) 

˸͔͙ͦ͒͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͫ ͫͯͺͺ͙ͫͦͣ͟ ΨPΩ ͍ ͦ͋ͦͤ͊͘;͔͙͙ͤ ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ Ή͔͙͙͔ͭͪͦͨͭ͊ͤ͟͡ ͚͍ͯͫͭͪͦͫͭ 
ͨͦ ͙͙͙ͤ͡ Ethernet ͍  ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͔͔ͪͦͣͤ͒͊͟ͼ͙Ύ͙ͣ IEEE 802.3af (PoEύ ͙ IEEE 802.3at (PoE+) ͨ ͦ ͙ͭͨͯ ͪ͊ͫπ
͙͍͙ͨͤͦ͟ ˢ.  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console # configure   

console(config)# 

͙́͊͋͡ͼ͊ 254 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤ/  ˭ ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

power inline limit-mode {port | 
class} 

τ/class 

ˤ·͋ͪ͊ ͭΈ ͪ ͔͙͗ͣ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͣͦ΅͙ͤͦͫͭ 
Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡ΎΥ 
- port τ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ 
͙͙͙͍͊͒ͣͤͫͭͪ͊ͭͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͨͦͪͭ͊Τ 
- class τ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ 
͊ͫͫ͊͟͡ ͨͦ͒͟͡Ό;͔͎ͤͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊ 

ƴƻ ǇƻǿŜǊ ƛƴƭƛƴŜ ƭƛƳƛǘπƳƻŘŜ ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

power inline restart auto 

τ/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔͙͚ͫ͟ ͔ͪͫͭ͊ͪͭ ˾ͦ˩ ͍ ͫͯ͡;͔͊ 
ͦͭ͟͡Ό;͔͙ͤΎ tƻ9-͔ͦͤͭͪͦͪ͊͟͡͡. 

no power inline restart auto ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ ˻ͭ͟͡Ό;͙ͭΈ 
͍͙͊ͭͦͣ͊ͭ;͔͙͚ͫ͟ ͔ͪͫͭ͊ͪͭ ˾ͦ˩ ͍ ͫͯ͡;͔͊ ͦͭ͟͡Ό;͔͙ͤΎ tƻ9-
͔ͦͤͭͪͦͪ͊͟͡͡. 

ǇƻǿŜǊ ƛƴƭƛƴŜ ǳǎŀƎŜπǘƘǊŜǎƘƻƭŘ 
percent 

percent: (1..99)/95 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͎ͦͪͦ ͔ͨͦͭͪ͋͡Ύ͔͚ͣͦ ͣͦ΅͙ͤͦͫͭΣ ͙ͨͪ 
ͦͭͦͪͦͣ͟ ͺ͙͔ͦͪͣͪͯͭͫΎ ͙ͤͺͦͪͣ͊ͼ͙͔ͦͤͤͦ ͫͦͦ͋΅͔͙͔ͤ 
όǎƴƳǇ ǘǊŀǇύ ͦ ͔͍ͨͪ·΄͔͙͙ͤ ͎ͨͦͪͦ͊Φ 

ƴƻ ǇƻǿŜǊ ƛƴƭƛƴŜ ǳǎŀƎŜπǘƘǊŜǎƘƻƭŘ ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͎ͨͦͪͦ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

power inline traps enable 
τ/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͅ ͙͍͙͔ͦͪͣͪͦ͊ͤ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ 
ͫͦͦ͋΅͔͙͚ͤ ͒͡Ύ ͙͔ͨͦ͒ͫͫͭͣ· tƻ9Φ 

no power inline traps enable ˤ͔ ͪͤͯͭΈ ͚͙ͤ͊ͫͭͪͦ͟ ͟ ͔ͨ͊ͪ͊ͣͭͪ͊ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

power inline inrush test disable τ/͍͟͡Ό;͔ͤ ͦ ˤ͟͡Ό;͙ͭΈ ͨ ͍͔ͪͦͪͯ͟ ƛƴǊǳǎƘ-ͭͦ͊͟Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console# configure   

console(config)# interface  gigabitethernet  gi_port  
console ( config - if )#  

͙́͊͋͡ͼ͊ 255 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

power inline {auto | never} 
ώǘƛƳŜπǊŀƴƎŜ range_name] 

range_name : (1..32) 
͙͍ͫͣͦ͊͡Τ 
τ/auto 

͍̂ͨͪ͊͡ΎͭΈ ͪ ͊͋ͦͭͦ ͚ͨ ͪͦͭͦͦ͊͟͡ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ PoE-͚͍ͯͫͭͪͦͫͭ 
ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 
-auto τ ͔ͪ͊ͪ͘΄͔͊ͭ ͪ͊ ͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ PoE-
͚͍ͯͫͭͪͦͫͭ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ  ͙͍͟͡Ό;͔͊ͭ ͨͦ͒͊;ͯ Ή͔͙ͭͪͦͨͭ͊͟͡π
͙ͤΎ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ; 
-never τ ͊͘ ͔ͨͪ΅͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ tƻ9-
͚͍ͯͫͭͪͦͫͭ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͙ ͦͭ͟͡Ό;͔͊ͭ ͨͦ͒͊;ͯ Ή͔͙ͭͪͦͨͭ͊͟͡π
͙ͤΎ; 

-time-range τ ͍ ͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ 

͙͙͔ͨͭ͊ͤ ͔͋ͯ͒ͭ ͍ͨͦ͒͊͊ͭΈͫΎ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫΦ 

power inline poweredπdevice 
pd_type pd_type:(1..24) 

͙͍͍ͫͣͦͦ͡κ͔ͤ ͊͒͊ͤͦ͘ 

˨͍͙ͦ͋͊ͭΈ ͙͍ͨͪͦͦ͘͡Έ͔ͤͦ ͙͙͔ͦͨͫ͊ͤ PoE-͚͍ͯͫͭͪͦͫͭ͊ ͒͡Ύ 
ͨͦͣͦ΅͙ ͍ ͙͙͙͍͙͙͊͒ͣͤͫͭͪͪͦ͊ͤ ͦ ͍͙͋ͦͪͯ͒ͦ͊ͤΎ. 

no power inline 

poweredπdevice 
͙̂͒͊ͭ͡Έ ͔͔ͪ͊ͤ ͔͊͒͊ͤͤͦ͘ ͙͙͔ͦͨͫ͊ͤ PoE-͚͍ͯͫͭͪͦͫͭ͊Φ 

power inline priority {critical | 
high | low} 

τ/low 

˭͊͒͊ͭΈ ͙͙͔ͨͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ PoE ͙ͨͪ ͍͔͙͙ͯͨͪ͊ͤ͡ Ή͔͟͡π
͙͙͔ͭͪͦͨͭ͊ͤͣΦ 
- critical τ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭ͡ ͙͍ͤ͊·ͫ΄͙͚ ͙͙͔ͨͪͦͪͭͭ Ή͔ͭͪͦ͟͡π
͙͙ͨͭ͊ͤΎΦ ͔͙͙͔̏ͭͪͦͨͭ͊ͤ͟͡ ͍ͨͦͪͭͦ ͫ ͙ͭ͊ͣ͟ ͙͙͔ͨͪͦͪͭͭͦͣ ͋ͯπ
͔͒ͭ ͔ͨͪͪ͊͟΅͊ͭΈͫΎ ͍ ͔ͨͦͫ͒ͤ͡ΌΌ ͦ;͔͔ͪ͒Έ ͙ͨͪ ͔͔͎͔ͨͪͪͯ͘͟ 
͙͔ͫͫͭͣ· PoE; 
- high τ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭ͡ ͍·͙͚ͫͦ͟ ͙͙͔ͨͪͦͪͭͭ Ή͔͙ͭͪͦͨͭ͊͟͡π
͙ͤΎ; 
- low τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͙͙͚ͤ͘͟ ͙͙͔ͨͪͦͪͭͭ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡ΎΦ 

no power inline priority ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͨ ͙͙͔ͪͦͪͭͭ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

power inline limit power 
power: (0..30000)/30000 

ͣˤͭ 

˹͊ͤ͊͘;͙ͭΈ ͨ ͔͔ͪ͒͡ ͣͦ΅͙ͤͦͫͭ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͒͡Ύ 
͍·͎͋ͪ͊ͤͤͦͦ ͨͦͪͭ͊. 

no power inline limit  ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͨ ͔͔ͪ͒͡ ͣͦ΅͙ͤͦͫͭ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ Ǉrivileged EXEC: 

console#  

no power inline inrush test 
disable 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͍͔ͪͦͪͯ͟ ƛƴǊǳǎƘ-ͭͦ͊͟Φ 

power inline disable 

τ/͍·͟͡Ό;͔ͤͦ 

˻ͭ͟͡Ό;͙ͭΈ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˾ͦ˩Φ 
˹͚͊ͫͭͪͦ͊͟ ͍͙ͫͭͯͨͭ ͍ ͙ͫͯ͡ ͭͦ͡Έͦ͟ ͔ͨͦͫ͡ 
͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no power inline disable ˤ͟͡Ό;͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˾ͦ˩Φ 
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͙́͊͋͡ͼ͊ 256 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show power inline [giga-
bitethernet gi_port | unit 
unit_id] 

gi_port: (1..8/0/1..8); 
unit_id: (1..8) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ 
͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙ͻ ͙͙͔ͨͭ͊ͤ ͨͦ ͙͙͙ͤ͡ tƻ9. 
- unit_id τ ͤ ͔ͦͣͪ Ό͙ͤͭ͊ ͍ ͔͔ͫͭ͟Φ 

show power inline con-
sumption [gigabitethernet 
gi_port | unit unit_id] 

gi_port: (1..8/0/1..8); 
unit_id: (1..8) 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ ͔͔͙ͨͦͭͪ͋ͤ͡Ύ ͣͦ΅͙ͤͦͫͭ tƻ9-
͙͔ͤͭͪͺ͔͚͍ͫͦ ͚͍ͯͫͭͪͦͫͭ͊. 
- unit_id τ ͤ ͔ͦͣͪ Ό͙ͤͭ͊ ͍ ͔͔ͫͭ͟Φ 

show power inline version 
τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͍ ͔͙ͪͫΌ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ 
͔ͦͤͭͪͦͪ͊͟͡͡ ͙͔ͨͦ͒ͫͫͭͣ· tƻ9Φ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͚͍ͯͫͭͪͦͫͭ͊Υ 

console# show power inline  

Power - limit mode: Class based  

Usage threshold: 95%  

Trap: Disable  

Legacy Mode: Disable  

Inrush Test: Disable  

SW Version: 22.172.3  

Unit    Module    Nominal   Consumed   Temp (C)  

                  Power (W) Power (W)            

----  ------------  ---------  ----------  --------   

1    MES2308P     240       219 (91%)  85        

     12- port 1G                                  

     Managed                                     

     Switch with                                 

     8 POE+ ports                                

2    MES2308P     240       0 (0%)     42        

     12- port 1G                                  

     Managed                                     

     Switch with                                 

     8 POE+ ports                                

Interface    Admin       Oper         Power (W)     Class     Device     Priority  

----------  ----------  -----------  -----------------  -----  --------------  --------   

gi1/0/1    Auto       On          31.800            4                    low       

gi1/0/2    Auto       On          31.800            4                    low       

gi1/0/3    Auto       On          31.0              4                    low       

gi1/0/4    Auto       On          31.400            4                    low       

gi1/0/5    Auto       On          31.500            4                    l ow       

gi1/0/6    Auto       On          31.0              4                    low       

gi1/0/7    Auto       On          31.600            4                    low       

gi1/0/8    Auto       Fault       0.0               0                    low        

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console # show power  inline  gi1/0 /1  

Interface    Admin       Oper         Power (W)     Class     Device     Priority  

----------  ----------  -----------  -----------------  -----  --------------  --------   

gi1/0/1    Auto       Searching   0.0               0                    low       

 

  

Port Status:               Port is off. Detection is in process  

Port standard:             802.3AT  

Admin power limit (for port power - limit mode): 30.0   watts  

Time range:  
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Operational power limit:   30.0   watts  

Spare pair:                Disabled  

Negotiated power:          0 watts (None)  

Current (mA):              0  

Voltage(V):                0.0   

Overload Counter:          0  

Short Counter:             0  

Denied Counter:            0  

Absent Counter:            0  

Invalid  Signature  Counter : 0  

˻͙͙͔ͨͫ͊ͤ ͔ͦͭͦ͋ͪ͊͗͊ͣ·ͻ ͨ ͔͍͊ͪ͊ͣͭͪͦ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͔ 257. 

͙́͊͋͡ͼ͊ 257 τ ˽ ͔͊ͪ͊ͣͭͪ· ͫͭ͊ͭͯͫ͊ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ 

Nominal Power ˹͙ͦͣͤ͊͡Έͤ͊Ύ ͣͦ΅ͤͦͫͭΈ ͙ͫͭͦ;͙ͤ͊͟ ͙͙ͨͭ͊ͤΎ ͙͔ͨͦ͒ͫͫͭͣ· tƻ9Φ  

Consumed Power ˮ͔͔͔ͣͪͤͤͦ͘ ͤ͊͘;͔͙͔ͤ ͔ͨͦͭͪ͋͡Ύ͔͚ͣͦ ͣͦ΅͙ͤͦͫͭΦ  

Usage Threshold ˽͎͍͔ͦͪͦͦͦ ͤ͊͘;͔͙͔ͤ ͔ͨͦͭͪ͋͡Ύ͔͚ͣͦ ͣͦ΅͙ͤͦͫͭΣ ͙ͨͪ ͦͭͦͪͦͣ͟ ͺ͙͔ͦͪͣͪͯͭͫΎ ͙ͤͺͦͪπ
ͣ͊ͼ͙͔ͦͤͤͦ ͫͦͦ͋΅͔͙͔ͤ όǎƴƳǇ ǘǊŀǇύ ͦ ͔͍ͨͪ·΄͔͙͙ͤ ͎ͨͦͪͦ͊Φ 

Traps ˻͔ͭͦ͋ͪ͊͗͊ͭ ͔ͪ͊ͪ͘΄͔͙͔ͤ ͺ͙͍͙͔ͦͪͣͪͦ͊ͤ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͫ ͦͦ͋΅͔͙͚ͤΦ 

Port ˻͋ͦͤ͊͘;͔͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

Admin ˢ͙͙͙͍͔͒ͣͤͫͭͪ͊ͭͤͦ ͫͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͪͭ͊Φ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎ τ 
ŀǳǘƻ ͙ ƴŜǾŜǊΦ 

Priority ˽͙͙͔ͪͦͪͭͭ ͍͔͙ͯͨͪ͊ͤ͡Ύ Ή͔͙͙͔ͭͪͦͨͭ͊ͤͣ͟͡ ͨͦͪͭ͊Φ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎ τ critical, 
high, low. 

Oper ˻͔͙͍͔ͨͪ͊ͭͤͦ ͫͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͪͭ͊Φ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎΥ 
Off τ ͙͙͔ͨͭ͊ͤ ͨͦͪͭ͊ ͍·͟͡Ό;͔ͤͦ ͙͙͙͍͊͒ͣͤͫͭͪ͊ͭͤͦΤ 
Searching τ ͨ ͙͙͔ͭ͊ͤ ͨͦͪͭ͊ ͍͟͡Ό;͔ͤͦΣ ͙͙͔ͦ͗͒͊ͤ ͨͦ͒͟͡Ό;͔͙ͤΎ PoE-͚͍ͯͫͭͪͦͫͭ͊Τ  
On τ ͨ ͙͙͔ͭ͊ͤ ͨͦͪͭ͊ ͍͟͡Ό;͔ͤͦ ͙ ͔ͫͭΈ ͙͔͙͔͔ͨͪͫͦ͒ͤͤͤͦ PoE-͚͍ͯͫͭͪͦͫͭͦΤ 
Fault τ ͍͙͊͊ͪΎ ͙͙ͨͭ͊ͤΎ ͨͦͪͭ͊Φ PoE-͚͍ͯͫͭͪͦͫͭͦ ͙͊ͨͪͦͫͦ͘͡ ͣͦ΅ͤͦͫͭΈ ͋ͦ͡Έ΄ͯΌΣ 
;͔ͣ ͒ͦͫͭͯͨͤͦ ͙͙͡ ͔ͨͦͭͪ͋͡Ύ͔ͣ͊Ύ PoE-͚͍ͯͫͭͪͦͫͭͦͣ ͣͦ΅ͤͦͫͭΈ ͔͍ͨͪ·͙ͫ͊͡ ͊͒͊ͤ͘π
ͤ·͚ ͔͔ͨͪ͒͡Φ 

Port standard ˴͙͊ͫͫ͡ͺ͙͊͟ͼ͙Ύ ͨͦ͒͟͡Ό;͔͎ͤͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ L999 улнΦоŀŦΣ L999 
802.3at. 

Overload Counter ˿;͔ͭ;͙͟ ͙ͦ͟͡;͔͍ͫͭ͊ ͫͯ͡;͔͍͊ ͔͔͎͙ͨͪͪͯ͘͟ ͨͦ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡ΌΦ 

Short Counter ˿;͔ͭ;͙͟ ͫͯ͡;͔͍͊ ͎ͦͪͦͭͦͦ͟͟ ͊ͣ͘·͙͊ͤ͟ΎΦ 

Denied Counter ˿;͔ͭ;͙͟ ͫͯ͡;͔͍͊ ͦͭ͊͊͘͟ ͍ ͨͦ͒͊;͔ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡ΎΦ 

Absent Counter ˿;͔ͭ;͙͟ ͫͯ͡;͔͍͊ ͔ͨͪͪ͊͟΅͔͙ͤΎ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͙͘-͊͘ ͦͭ ͟͡Ό;͔͙ͤΎ ͙͔͎ͨͭ͊ͣͦͦ 
͚͍ͯͫͭͪͦͫͭ͊Φ 

Invalid Signature 
Counter 

˿;͔ͭ;͙͟ ͦ΄͙͋ͦ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ tƻ9-͚͍ͯͫͭͪͦͫͭΦ 

5.28 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

5.28.1 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 

˿ ͼ͔͡ΈΌ ͍ͨͦ·΄͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͍ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͫͯ΅͔͍͔ͫͭͯͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙ͤ͊ͫͭͪͦͭΈ ͚͊ͦ͟͟-͙͋ͦ͡ 
ͨͦͪͭ ͭ͊͟Σ ;ͭͦ͋· ͒ͦͫͭͯͨ ͟ ͦͣͣͯͭ͊ͭͦͪͯ͟ ;͔͔ͪ͘ Ήͭͦͭ ͨͦͪͭ ͔͍ͨͪ͒ͦͫͭ͊͡Ύͫ͡Ύ ͭͦ͡Έͦ͟ ͊͒͊ͤͤ͘·ͣ ͚͍ͯͫͭͪͦͫͭ͊ͣΦ 
̅ͯͤ͟ͼ͙Ύ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ ͍ͦͫͤͦ͊ͤ͊ ͤ͊ ͔͔͔͙͙ͦͨͪ͒ͤ͡ ˸ˢ˿-͔͍͊͒ͪͫͦΣ ͦͭͦͪ͟·ͣ ͔ͪ͊ͪ͘΄͔͊ͭͫΎ ͒ͦͫͭͯͨΦ a!/-
͔͊͒ͪͫ͊ ͎ͣͦͯͭ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ· ͍ͪͯ;ͤͯΌ ͙͙͡ ͙ͯ͘;͔ͤ· ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ ˽͔ͦͫ͡ ͙ͯ͘;͔͙ͤΎ ͔ͤͦ͋ͻ͙ͦ͒ͣ·ͻ 
͔͍͊͒ͪͫͦ ͨͦͪͭ ͔͔ͫ͒ͯͭ͡ ͙͍͊͋ͦͪͦ͊ͭ͘͟͡ΈΣ ͊͘΅͙͙͍ͭ ͔͎ͦ ͦͭ ͔͙ͨͦͫͭͯͨͤ͡Ύ ͔͍ͨ͊ͭͦ͟ ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-
͔͙͊͒ͪͫ͊ͣΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͎ͦ͒͊͟ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·͚ ͨͦͪͭ ͨͦͯ͡;͔͊ͭ ͔ͨ͊ͭ͟Σ ͙ a!/-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟ 
͔ͤ ͍ͫΎ͊ͤ͘ ͫ Ή͙ͭͣ ͨͦͪͭͦͣΣ ͙͍͙͙͔͊ͭͪͯͭͫ͘͟Ύ ͔ͣͻ͙͊ͤͣ͘ ͊͘΅͙ͭ·Σ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͎ͦͭͦͪͦͦ͟ ͎ͣͦͯͭ ͋·ͭΈ 
͙ͨͪͤΎͭ· ͔ͫ͒ͯ͡Ό΅͙͔ ͔ͣͪ·Υ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟·Σ ͨͦͫͭͯͨ͊Ό΅͙͔ ͤ͊ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·͚ ͨͦͪͭ, 
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͔͔ͨͪͫ·͊͡ΌͭͫΎΣ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΣ ͙͋ͦ͡ ͔͗ ͨͦͪͭΣ ͙ͨͪͤΎ͍΄͙͚ ͔ͨ͊ͭ͟, ͦͭ ͟͡Ό;͔͊ͭͫΎΦ ̅ͯͤ͟ͼ͙Ύ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 
Locked tƻǊǘ ͍ͨͦͦ͘͡Ύ͔ͭ ͫͦͻ͙ͪ͊ͤͭΈ ͙ͫͨͫͦ͟ ͙ͯ͘;͔ͤͤ·ͻ a!/-͔͍͊͒ͪͫͦ ͍ ͺ͚͔͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Σ ͙ͭ͊ͣ͟ 
ͦ͋ͪ͊ͦͣ͘Σ Ήͭͦͭ ͙ͫͨͫͦ͟ ͣͦ͗ͤͦ ͍͍͙ͦͫͫͭ͊ͤͦͭΈ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

 

˿ͯ΅͔͍͔ͫͭͯͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ˸ˢ˿-͔͍͊͒ͪͫͦΣ ͔ͦͭͦͪͦ͟ ͔ͣͦ͗ͭ ͙ͯ͘;͙ͭΈ ͨͦͪͭΣ 
͙ͫͨͦ͡Έͯ͘Ό΅͙͚ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ·Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 

͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ ͙͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 258 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

port security 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˣ͙͔ͦͪͯͭ͟͡ 
ͺͯͤ͟ͼ͙Ό ͙ͯ͘;͔͙ͤΎ ͍ͤͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˽͔͊ͭ͟· 
ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΦ 
˴ͦͣ͊ͤ͒͊ ͎͙͊ͤ͊ͦ͡;ͤ͊ ͔ͦͣ͊ͤ͒͟ port security discard. 

no port security ˻ͭ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

port security max num [voice] 

num: (0..65536)/1 

˭͊͒͊ͭΈ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͔͍͊͒ͪͫͦΣ ͔ͦͭͦͪͦ͟ ͔ͣͦ͗ͭ 
͙ͯ͘;͙ͭΈ ͨͦͪͭΦ ˽͙ͪ Ήͭͦͣ ͙͘ ͦ͋΅͔͎ͦ ͙͙ͣͭ͊͡ ͔͍͊͒ͪͫͦ 
͍·;͙͔ͭ͊ͭͫΎ ͙͙ͣͭ͡ ͔͍͊͒ͪͫͦ ͍ ǾƻƛŎŜ vlan. 
- voice τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͔͍͊͒ͪͫͦΣ 
͔ͦͭͦͪͦ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͯ͘;͔ͤͦ ͍ ǾƻƛŎŜ-vlan. 
˶͙͙ͣͭ ͔͍͊͒ͪͫͦ ͍ ǾƻƛŎŜ-vlan ͤ ͔ ͔ͣͦ͗ͭ ͔͍ͨͪ·΄͊ͭΈ ͦ͋΅͙͚ 
͙͙ͣͭ͡Φ 

no port security max ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ  

port security routed se-
cureπaddress mac_address ̅ͦͪͣ͊ͭ ˸ ˢ-˿͔͊͒ͪͫ͊: 

H.H.H, H:H:H:H:H:H, 
HπHπHπHπHπH 

˾͔͊ͪ͘΄͙ͭΈ ͭͦ͡Έͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ό ͔͍ͨ͊ͭͦ͟ ͫ ͯ͊͊ͤͤ͘͟·ͣ 
MAC-͔͊͒ͪͫͦͣ ͙ͫͭͦ;͙ͤ͊͟. 

no port security routed se-
cureπaddress mac_address 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

port security {forward | 
discard | discard-shut-
down | discard-shutdown-
vlan} [trap freq] 

freqΥ όмΦΦмллллллύ ͫ 

ˤ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˣ͙͔ͦͪͯͭ͟͡ 
ͺͯͤ͟ͼ͙Ό ͙ͯ͘;͔͙ͤΎ ͍ͤͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ  
- forward τ ͨ ͔͊ͭ͟· ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ  
͙ͫͭͦ;͙ͤ͊͟ ͔͔ͨͪͫ·͊͡ΌͭͫΎΦ  
- discard τ ͨ ͔͊ͭ͟· ͫ ͔ͤ ͙ͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ 
͙ͫͭͦ;͙ͤ͊͟ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΦ  
- discard-shutdown τ ͨ ͔͊ͭ͟· ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿- 
͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΣ ͨͦͪͭ ͦͭ͟͡Ό;͔͊ͭͫΎΦ  
- discard-shutdown-vlan τ ͨ ͔͊ͭ͟· ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿- 
͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΦ ˽ͦͪͭ ͯ͒͊͡Ύ͔ͭͫΎ ͙͘ 
͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͚ό͙ͻύ ±[!bΦ ˤ͍ͦͪ͊ͭ͘ ͨͦͪͭ͊ ͍ͦ ±[!b 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͚ͦͣ͊ͤ͒ͦ͟ ǎŜǘ ƛƴǘŜǊŦŀŎŜ ŀŎǘƛǾŜΦ 
- freq τ ;͊ͫͭͦͭ͊ ͎͔͔͙͔ͤͪͪͯͣ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ {bat 
ǘǊŀǇ ͙ͨͪ ͔͙͙ͨͦͫͭͯͨͤ͡ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

port security trap freq 
freq: όмΦΦмллллллύ ͫ 

˭͊͒͊ͭΈ ;͊ͫͭͦͭͯ ͎͔͔͙͔ͤͪͪͯͣ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ {bat 
trap ͙  Syslog ͨ ͙ͪ ͔͙͙ͨͦͫͭͯͨͤ͡ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤ·ͻ 
͔͍ͨ͊ͭͦ͟Φ 
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port security mode {secure  
{permanent | delete-on-
reset} | maxπaddresses | 
lock} 

τ/ lock 

˭͊͒͊ͭΈ ͪ ͔͙͗ͣ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͙ͯ͘;͔͙ͤΎ ˸ˢ˿-͔͍͊͒ͪͫͦ ͒͡Ύ 
͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- max-addresses τ ͯ ͒͊͡Ύ͔ͭ ͔ͭͯ͟΅͙͔ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ 
͙ͯ͘;͔ͤͤ·͔ ͔͊͒ͪͫ͊Σ ͍ͫΎ͊ͤͤ͘·͔ ͫ ͙͔ͤͭͪͺ͔͚ͫͦͣΦ ˾͔͊ͪ͘΄͔ͤͦ 
͙ͯ͘;͔͙͔ͤ ͙ͣ͊ͫͣ͊͟͡Έ͎ͤͦͦ ͙ͦ͟͡;͔͍ͫͭ͊ ͔͍͊͒ͪͫͦ ͤ͊ ͨͦͪͭͯΦ 
˽͍͔ͦͭͦͪͤͦ ͙ͯ͘;͔͙͔ͤ ͙ ͔͙͔ͫͭ͊ͪͤ ͔ͪ͊ͪ͘΄͔ͤ·Φ 
- lock τ ͫ ͦͻͪ͊ͤΎ͔ͭ ͍ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͭ ͔ͯ͟΅͙͔ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ 
͙ͯ͘;͔ͤͤ·͔ ͔͊͒ͪͫ͊Σ ͍ͫΎ͊ͤͤ͘·͔ ͫ  ͙͔ͤͭͪͺ͔͚ͫͦͣ ͙ ͔͊ͨͪ͘΅͔͊ͭ 
ͦ͋ͯ;͔͙͔ͤ ͍ͤͦ·ͣ ͔͊͒ͪͫ͊ͣ ͙ ͔͙͔ͫͭ͊ͪͤ ͔ͯ͗ ͙ͯ͘;͔ͤͤ·ͻ 
͔͍͊͒ͪͫͦΦ 
- secure τ ͤ ͙͍͔͊ͫͭͪ͊͊ͭ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͯ͘;͔͙ͤΎ 
˸ˢ-˿͔͍͊͒ͪͫͦ ͤ͊ ͨͦͪͭͯΦ 
- permanent τ ͒ ͊ͤͤ·͚ a!/-͔͊͒ͪͫ ͫͦͻ͙ͪ͊ͤͭͫΎ ͍ ͙ͭ͊͋͡ͼ͔ 
͔͒͊͗ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊. 
- delete-on-reset τ ͒ ͊ͤͤ·͚ ͔͊͒ͪͫ ͙ͯ͒͊ͭͫ͡Ύ ͔ͨͦͫ͡ 
͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no port security mode ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 259 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show ports security {giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  
fortygigabitethernet 
fo_port |  port-channel 
group |  detailed} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͤ ͚͙͊ͫͭͪͦ͟ ͺͯͤ͟ͼ͙͙ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͤ͊ ͍·͋ͪ͊ͤͤͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

show ports security ad-
dresses {gigabitethernet 
gi_port |  tengigabitether-
net te_port |  fortygiga-
bitethernet fo_port |  port-
channel group |  detailed} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

˽ͦ͊͊ͭ͘͟Έ ͭ ͔ͯ͟΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͙ͯ͘;͔ͤͤ·ͻ ͔͍͊͒ͪͫͦ ͙ 
͍ͦͣͦ͗ͤ͘·͚ ͙͙ͣͭ͡ ͒ ͡Ύ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ ͍ͨͦͪͭͦΦ 

set interface active {giga-
bitethernet gi_port |  tengi-
gabitethernet te_port |  
fortygigabitethernet 
fo_port |  port-channel 
group} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48) 

ˢ͙͍͙ͭͪͦ͟ ͍͊ͭΈ ͙ ͔ͤͭͪͺ͔͚ͫΣ ͦͭ͟͡Ό;͔ͤͤ·͚ ͺͯͤ͟ͼ͙͔͚ ͊͘΅͙ͭ· 
ͨͦͪͭ͊ όͦ͟ ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ  

show ports security status τ ˽ͦ͊͊ͭ͘͟Έ ͭ ͔ͯ͟΅͙͚ ͫͭ͊ͭͯͫ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ мр ͙͔ͤͭͪͺ͔͚͔ͫ EthernetΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͯ͘;͔͙͔ͤ 
͔͍͊͒ͪͫͦ τ 1 ͊ ͔͒ͪͫΦ ˽͔ͦͫ͡ ͙ͯ͘;͔͙ͤΎ ˸ˢ-˿͔͊͒ͪͫ͊ ͙͍͊͋ͦͪͦ͊ͭ͘͟͡Έ ͺͯͤ͟ͼ͙Ό ͙ͯ͘;͔͙ͤΎ ͍ͤͦ·ͻ ͊͒π
͔͍ͪͫͦ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͫ ͼ͔͡ΈΌ ͙ͦͭ͋ͪͦͫͭΈ ͔ͨ͊ͭ͟· ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟Φ 
˿ͦͻ͙ͪ͊ͤͭΈ ͍  ͅ ͚͊͡ ͙ ͯ͘;͔ͤͤ·͚ ͊ ͔͒ͪͫ.  

console# configure  

console(config)# interface ten gigabit ethernet 1/ 0/ 15  

console(config - if)# port security mode secure permanent  
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console(config - if)# port security max 1 

console(config - if)# port security  

5.28.2 ˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔ͤͭ͊͟͡ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊ όͫͭ͊ͤ͒͊ͪͭ улнΦмȄύ 

5.28.2.1 ˣ͍͊ͦ͊͘Ύ ͨ ͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 

ˢ͔͙ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͤ͊ ͍͔ͦͫͤͦ ͫͭ͊ͤ͒͊ͪͭ͊ улнΦмͻ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ;͔͔ͪ͘ ͍͔ͤ΄͙͚ͤ ͔͍͔ͫͪͪ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊Σ ͟ ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤ ͙͔ͤͭ͟͡Φ ́ͦ͡Έͦ͟ 
͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·͔ ͙ ͍͙͍͊ͭͦͪͦ͊ͤͤ͘·͔ ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͎ͫͣͦͯͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͙ ͙͙ͨͪͤͣ͊ͭΈ ͒͊ͤͤ·͔Φ 
˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͍ͨͦͪͭͦ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͔͍͔ͫͪͪͦͣ w!5L¦{ ͔͍ͨͦͫͪ͒ͫͭͦͣ ͨͪͦͭͦͦ͊͟͡ 
EAP (Extensible Authentication Protocol).  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 260 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨ ͦͯ ͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

dot1x systemπauthπcontrol 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦм· ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟. 

no dot1x systemπauthπcon-
trol 

ˤ·͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦм· ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟. 

dot1x mac-auth radius 
username {groupsize 
groupsize separator separa-
tor {lowercase | upper-
case}} 

groupsize: 1, 2, 4, 
12/12 

separator: -, :, ./none 

ˤ·͋ͪ͊ͭΈ ͺͦͪͣ͊ͭ ͫͦͦ͋΅͔͙͚ͤΣ ͦͭͦͪ͟·͔ ͍ͦͭͨͪ͊͡ΎΌͭͫΎ RADIUS-
͙͔ͤͭͦͣ͟͡ ͤ͊ RADIUS-͔͍͔ͫͪͪ ͍ ͨͪͦͼ͔͔ͫͫ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͤ͊ 
͍͔ͦͫͤͦ MAC-͔͊͒ͪͫ͊Σ ͙ ͦͨͼ͙ͦͤ͊͡Έͤͦ ͙ͤ͊ͫͭͪͦͭΈ ͺͦͪͣ͊ͭ 
͙͊ͭͪ͋ͯͭ͊ User-Name. 

˩͙ͫ͡ username ͤ ͔ ͔ͤ͊ͫͭͪͦͤΣ ͭͦ ͙͔͙ͨͪͣͤͭͫΎ ͺͦͪͣ͊ͭ 
͔͋͘ ͔͙͔ͪ͊͒ͭ͘͡͡Ύ ͫ ͙͙ͤ͗ͤͣ ͔͎͙ͪͫͭͪͦͣΦ 

no dot1x mac-auth ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x mac-auth password 
password 

password: (1..32) 
͙͍͍ͫͣͦͦ͡ 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͊͒͊ͤͤ͘·͚ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪͦͣ ͨ͊ͪͦ͡Έ ͍ ͙͔͊ͭͪ͋ͯͭ 
User-Password ͍ ͔ͣͫͭͦ MAC-͔͊͒ͪͫ͊ ͙ͫͯͨͨ͊ͤͭ͊͟͡Φ 

no dot1x mac-auth pass-
word 

˻͔͙ͭͣͤͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͎͊͒͊ͤͤͦͦ͘ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪͦͣ 
ͨ͊ͪͦ͡Ύ ͍ ͙͔͊ͭͪ͋ͯͭ User-PasswordΥ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ MAC-͔͊͒ͪͫ 
͙ͫͯͨͨ͊ͤͭ͊͟͡ ͍ ͙͔͊ͭͪ͋ͯͭ User-Password. 

aaa authentication dot1x 
default {none | radius} 
[none | radius] 

τ/radius 

˭͊͒͊ͭΈ ͦ ͙͒ͤ ͙͙͡ ͍͒͊ ͔ͣͭͦ͒͊ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Σ 
͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊ ό!!!ύΣ ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͤ͊ 
͙͔ͤͭͪͺ͔͚ͫ͊ͻ L999 улнΦм·Φ 
- none τ ͤ ͔ ͍·ͨͦͤ͡ΎͭΈ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό; 
- radius τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ w!5L¦{-͔͍͔͍ͫͪͪͦ ͒͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͚ͭͦͪͦ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
ͭͦ͡Έͦ͟ ͍ ͫͯ͡;͔͊, ͔ ͙ͫ͡ ͨͦ ͔͍ͨͪͦͣͯ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ 
͋·͊͡ ͔͔ͤͯͫͨ΄͚ͤͦΦ 

no aaa authentication 
dot1x default  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  
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˽ͪͦͭͦͦ͟͡ 9!t (Extensible Authentication tǊƻǘƻŎƻƭύ ͍·ͨͦͤ͡Ύ͔ͭ ͊͒͊͘;͙ ͒͡Ύ ͔͊ͯͭͤπ
͙ͭͺ͙͊͟ͼ͙͙ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͔ͤͭ͊͟͡Σ ͙ͨͪ Ήͭͦͣ ͔͔ͦͨͪ͒͡ΎΎ ͔ͣͻ͙͊ͤͣ͘ ͔͙͊ͯͭͤͭͺ͙͊͟π
ͼ͙͙Φ  

͙́͊͋͡ͼ͊ 261 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

dot1x port-control {auto | 
force-authorized | 
forceπunauthorized} 
[timeπrange time] 

τ/force-authorized; 
time: (1..32) 

˹͙͊ͫͭͪͦͭΈ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙Ό улнΦм· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 
˾͔͊ͪ͘΄͔͊ͭ ͪͯ;͚ͤͦ ͦͤͭͪͦ͟͡Έ ͊͘ ͫͦͫͭͦΎ͙͔ͤͣ ͍͙͊ͭͦͪ͊͘ͼ͙͙ 
ͨͦͪͭ͊Φ 
- auto τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ улнΦм· ͒͡Ύ ͙͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ 
͙͔ͤͭ͊͟͡ ͔ͣ͗͒ͯ ͍͙͍͊ͭͦͪͦ͊ͤͤ͘·ͣ ͙ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ; 
- force-authorized τ ͍ ·͟͡Ό;͔͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό улнΦм· ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ ˽ͦͪͭ ͔͔ͨͪͻ͙ͦ͒ͭ ͍ ͍͙͍͔͊ͭͦͪͦ͊ͤͤͦ͘ ͫͦͫͭͦΎ͙͔ͤ 
͔͋͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙; 
- force-unauthorized τ ͨ ͔͔͍͙ͪͦ͒ͭ ͨͦͪͭ ͍ ͔͍͙͍͔ͤ͊ͭͦͪͦ͊ͤͤͦ͘ 
ͫͦͫͭͦΎ͙͔ͤΦ ˮ͎͙ͤͦͪͪͯΌͭͫΎ ͍͔ͫ ͨͦͨ·͙ͭ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ 
͙͔ͤͭ͊͟͡Σ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͤ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔͍͙ͫͪͫ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͒͡Ύ Ή͎ͭͦͦ ͨͦͪͭ͊; 
- time τ ͙ ͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΦ ˩͙ͫ͡ ͒͊ͤͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ ͔ͤ 
͔͔͔ͦͨͪ͒ͤ͡Σ ͭͦ ͨͦͪͭ ͔ͤ ͍͙͍͊ͭͦͪͦ͊ͤ͘Φ 

no dot1x port-control  ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x reauthentication τ/͔͙͙ͨͪͦ͒;͔͙͔ͫ͟ 
͍ͨͦͭͦͪͤ·͔ ͍͔͙ͨͪͦͪ͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡ 
͍·͟͡Ό;͔ͤ· 

ˤ͟͡Ό;͙ͭΈ ͨ ͔͙͙ͪͦ͒;͔͙͔ͫ͟ ͍ͨͦͭͦͪͤ·͔ ͍͔͙ͨͪͦͪ͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡ ό͔͔͔͙ͨͪ͊ͯͭͤͭͺ͙͊͟ͼ͙Όύ ͙͔ͤͭ͊͟͡Φ 

no dot1x reauthentication ˤ·͟͡Ό;͙ͭΈ ͨ ͔͙͙ͪͦ͒;͔͙͔ͫ͟ ͍ͨͦͭͦͪͤ·͔ ͍͔͙ͨͪͦͪ͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡ ό͔͔͔͙ͨͪ͊ͯͭͤͭͺ͙͊͟ͼ͙Όύ ͙͔ͤͭ͊͟͡Φ 

dot1x timeout reauthπpe-
riod period 

period: 
(60..4294967295)/  

ослл ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͔͙ͪͦ͒ ͔ͣ͗͒ͯ ͍ͨͦͭͦͪͤ·͙ͣ ͍͔͙ͨͪͦͪ͊ͣ͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

no dot1x timeout 
reauthπperiod 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x timeout quiet-period 
period 

period: (10..65535)/60 
 ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙ͨͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ 
͔ͦͫͭ͊ͭͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤ ͣͦ͡;͙͊ͤΎ ͔ͨͦͫ͡ ͔ͤͯ͒͊;͚ͤͦ ͍͔͙ͨͪͦͪ͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 
ˤ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͣͦ͡;͙͊ͤΎ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͤ ͙͙͔ͨͪͤͣ͊ͭ ͙ 
͔ͤ ͙͙ͤͼ͙͙͔ͪͯͭ ͙͙ͤ͊͟͟ͻ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤΦ 

no dot1x timeout quietπpe-
riod 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x timeout tx-period pe-
riod 

period: (30..65535)/30 
 ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ 
͙͔ͦ͗͒͊ͭ ͍͔ͦͭͭ ͤ͊ ͊ͨͪͦͫ͘ ͙͋ͦ͡ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙Ό ͨͦ 
ͨͪͦͭͦͦͯ͟͡ 9!t ͦͭ ͙͔ͤͭ͊͟͡Σ ͔͔ͨͪ͒ ͍͚ͨͦͭͦͪͤͦ ͍͚ͦͭͨͪ͊ͦ͟ 
͊ͨͪͦͫ͊͘Φ 

no dot1x timeout tx-period ͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x max-req count 

count: (1..10)/2 

͍͙̂ͫͭ͊ͤͦͭΈ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ;͙ͫͦ͡ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ 
͍͊ͨͪͦͫͦ͘ ͨͪͦͭͦͦ͊͟͡ 9!t-͙͔ͤͭͯ͟͡ ͔͔ͨͪ͒ ͍ͤͦ·ͣ ͊ͨͯͫͦͣ͘͟ 
ͨͪͦͼ͔ͫͫ͊ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

no dot1x max-req ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x timeout 
suppπtimeout period 

period: (1..65535)/30 ͫ  

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙ͨͪͦ͒ ͔ͣ͗͒ͯ ͍ͨͦͭͦͪͤ·͙ͣ ͔͔ͨͪ͒͊;͙͊ͣ 
͍͊ͨͪͦͫͦ͘ ͨͪͦͭͦͦ͊͟͡ 9!t-͙͔ͤͭͯ͟͡Φ 

no dot1x timeout 
suppπtimeout 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x timeout 
serverπtimeout period 

ǇŜǊƛƻŘΥ όмΦΦсррорύκол ͫ 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ 
͙͔ͦ͗͒͊ͭ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

no dot1x timeout 
serverπtimeout  

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x timeout silenceπpe-
riod period period: (60..65535) ͫ /  

͔ͤ ͊͒͊ͤͦ͘ 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͔͙ͪͦ͒ ͍͔͔͙ͪͣͤ ͔͙͍͙ͤ͊ͭͤͦͫͭ͟ ͙͔ͤͭ͊͟͡Σ ͨͦ 
͙͔ͫͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͙͔ͤͭ͟͡ ͍͙ͫͭ͊ͤͦͭͫΎ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣΦ 

no dot1x timeout si-
lenceπperiod 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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dot1x multi-sessions moni-
tor-mode 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ multicast Request Identity ͤ ͔͍͙͙͊ͫͣͦ͘ 
ͦͭ ͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͻ ͔͙͚ͫͫͫ. 

no dot1x multi-sessions 
monitor-mode 

ˤ·͟͡Ό;͙ͭΈ ͨ ͔͙͙ͪͦ͒;͔͙͔ͫ͟ ͍͙ͦͭͨͪ͊͟ multicast Request 
Identity ͔͍͙͙ͤ͊ͫͣͦ͘ ͦͭ ͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͻ ͔͙͚ͫͫͫΦ 

dot1x action track dead 
force-authorized     τ/͍·͟͡Ό;͔ͤͦ 

˽͙ͪ ͔͙ͤ͒ͦͫͭͯͨͤͦͫͭ RADIUS-͔͍͔ͫͪͪ͊ ͙͔ͤͭ͟͡ ͔͔ͨͪͻ͙ͦ͒ͭ ͍ 
ͫͦͫͭͦΎ͙͔ͤ ͍͙͍͎͊ͭͦͪͦ͊ͤͤͦͦ͘Φ 

no dot1x action track dead ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x action track alive 
reauthentication 

    τ/͍·͟͡Ό;͔ͤͦ 

˽͙ͪ ͍͍͔͙͙ͦͫͫͭ͊ͤͦͤ͡ ͙͒ͦͫͭͯͨͤͦͫͭ RADIUS-͔͍͔ͫͪͪ͊ 
ό͍͍ͦͪ͊͘΅͔͙͙ͤ ͙͘ ͫͦͫͭͦΎ͙ͤΎ deadύ ͙͙ͤͼ͙͙͔ͪͯͭͫΎ ͍ͨͦͭͦͪͤ͊Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͙͔͍ͤͭͦ͟͡Φ 

no dot1x action track alive ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 262 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

dot1x re-authenticate [gi-
gabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port | oob] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

ˤͪͯ;ͤͯΌ ͦͫͯ΅͔͍͙ͫͭͭΈ ͨ ͍ͦͭͦͪͤͯΌ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͨ ͦͪͭ͊ ͍  ͔ͦͣ͊ͤ͒͟Σ ͙͋ͦ͡ ͍͔ͫͻ ͍ͨͦͪͭͦΣ 
͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙ͻ улнΦм·Φ 

show dot1x [interface {gi-
gabitethernet gi_port |  
tengigabitethernet te_port 
|  fortygigabitethernet 
fo_port | oob}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

˽ͦ͊͊ͭ͘͟Έ ͫ ͦͫͭͦΎ͙͔ͤ улнΦм· ͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͋ͦ͡ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show dot1x users 
[username username] 

username: (1..160) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͊ͭ͘͟Έ ͙͍͊ͭͤ͟·ͻ ͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 
улнΦм· ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

show dot1x statistics inter-
face {gigabitethernet 
gi_port |  tengigabitether-
net te_port |  fortygiga-
bitethernet fo_port |  oob} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

˽ͦ͊͊ͭ͘͟Έ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ͨͦ улнΦм· ͒͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦмͻ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ RADIUS-͔͍͔ͫͪͪ ͒͡Ύ 
͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔͍ͤͭͦ͟͡ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ L999 улнΦм·Φ ˨͡Ύ у ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet ͙ͫπ
ͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͙ͪ͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦмͻΦ 

console# configure  

console(config)# dot1x system - auth - control   

console(config)# aaa authentication dot1x default radius  

console(config)# interface ten gigabit ethernet  1/ 0/ 8 

console(config - if)# dot1x port - control  auto   

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ улнΦмͻ ͒ ͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͒͡Ύ 8 ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet. 

console# show dot1x interface ten gigabitethernet  1/0/ 8  

Authentication is enabled  

Authenticating Servers: Radius  
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Unauthenticated VLANs:  

Authentication failure traps are disabled  

Authentication success traps are disabled  

Authentication quiet traps are disabled  

 

te1/0/8  

 Host mode: multi - host  

 Port Administrated Status: auto  

 Guest VLAN: disabled  

 Open access: disabled  

 Server timeout: 30 sec  

 Port Operational Status: u nauthorized*  

 * Port is down or not present  

 Reauthentication is disabled  

 Reauthentication period: 3600 sec  

 Silence period: 0 sec  

 Quiet period: 60 sec  

 Interfaces 802.1X - Based Parameters  

  Tx period: 30 sec  

  Supplicant timeout: 30 sec                           

  Max req: 2                                           

 Authentication success: 0                             

 Authentication fails: 0  

͙́͊͋͡ͼ͊ 263 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Port ˹͔ͦͣͪ ͨͦͪͭ͊Φ 

Admin mode ˾͔͙͗ͣ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙͙ 802.1X: Force-auth, Force-unauth, Auto. 

Oper mode 
˻͔ͨͪ͊ͼ͙ͦͤͤ·͚ ͔͙ͪ͗ͣ ͨͦͪͭ͊Υ ͍͙͍͊ͭͦͪͦ͊ͤͤ͘·͚Σ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·͚Σ ͙͋ͦ͡ ͍·͟͡Ό;͔ͤͤ·͚ 
(Authorized, Unauthorized, Down). 

Reauth Control ˴ͦͤͭͪͦ͡Έ ͔͔͔͙ͨͪ͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

Reauth Period ˽͔͙ͪͦ͒ ͔ͣ͗͒ͯ ͍ͨͦͭͦͪͤ·͙ͣ ͍͔͙ͨͪͦͪ͊ͣ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

Username 
ˮͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ улнΦм·Φ ˩͙ͫ͡ ͨͦͪͭ ͍͙͍͊ͭͦͪͦ͊ͤ͘Σ ͭͦ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͙ͣΎ 
͔ͭͯ͟΅͔͎ͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˩͙ͫ͡ ͨͦͪͭ ͔ͤ ͍͙͍͊ͭͦͪͦ͊ͤ͘Σ ͭͦ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͙ͣΎ ͔͔͎ͨͦͫ͒ͤͦ͡ 
͔ͯͫͨ΄ͤͦ ͍͙͍͎͊ͭͦͪͦ͊ͤͤͦͦ͘ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͤ͊ ͨͦͪͭͯΦ 

Quiet period 
˽͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͦͫͭ͊ͭͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤ ͣͦ͡;͙͊ͤΎ ͔ͨͦͫ͡ ͔ͤͯ͒͊;͚ͤͦ 
͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡. 

Tx period 
˽͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͙͔ͦ͗͒͊ͭ ͍͔ͦͭͭ ͤ͊ ͊ͨͪͦͫ͘ ͙͋ͦ͡ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙Ό ͨͦ 
ͨͪͦͭͦͦͯ͟͡ 9!t ͦͭ ͙͔ͤͭ͊͟͡Σ ͔͔ͨͪ͒ ͍͚ͨͦͭͦͪͤͦ ͍͚ͦͭͨͪ͊ͦ͟ ͊ͨͪͦͫ͊͘Φ 

Max req 
˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ;͙ͫͦ͡ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͍͊ͨͪͦͫͦ͘ ͨͪͦͭͦͦ͊͟͡ 9!t ͙͔ͤͭͯ͟͡ ͔͔ͨͪ͒ ͍ͤͦ·ͣ ͊͘π
ͨͯͫͦͣ͟ ͨͪͦͼ͔ͫͫ͊ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

Supplicant timeout ˽͔͙ͪͦ͒ ͔ͣ͗͒ͯ ͍ͨͦͭͦͪͤ·͙ͣ ͔͔ͨͪ͒͊;͙͊ͣ ͍͊ͨͪͦͫͦ͘ ͨͪͦͭͦͦ͊͟͡ 9!t ͙͔ͤͭͯ͟͡Φ 

Server timeout ˽͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͙͔ͦ͗͒͊ͭ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

Session Time ˤ͔ͪͣΎ ͨͦ͒͟͡Ό;͔͙ͤΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͟ ͚͍ͯͫͭͪͦͫͭͯΦ 

Mac address MAC-͔͊͒ͪͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

Authentication Method ˸͔ͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͔͚ͯͫͭ͊ͤͦͤͤͦ͡ ͔͙͙ͫͫͫΦ 

Termination Cause ˽͙ͪ;͙ͤ͊ ͊ͪ͘͟·͙ͭΎ ͔͙͙ͫͫͫΦ 

State 
͔́ͯ͟΅͔͔ ͤ͊͘;͔͙͔ͤ ͍͊ͭͦͣ͊ͭ͊ ͫͦͫͭͦΎ͙͚ͤ ͔͔͙͔ͦͨͪ͒ͭ͡͡Ύ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙ ͍·ͻ͎ͦ͒ͤͦͦ ͍͊ͭͦͣ͊ͭ͊ 
ͫͦͫͭͦΎ͙͚ͤΦ 

Authentication success ˴͙ͦ͡;͔͍ͫͭͦ ͨͦͯ͡;͔ͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͔ͯͫͨ΄͚ͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͦͭ ͔͍͔ͫͪͪ͊Φ 

Authentication fails ˴͙ͦ͡;͔͍ͫͭͦ ͨͦͯ͡;͔ͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͦ ͤ ͔͔ͯͫͨ΄͚ͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͦͭ ͔͍͔ͫͪͪ͊Φ 

VLAN ˥ͪͯͨͨ͊ ±[!b ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΌΦ 

Filter ID ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͎ͪͯͨͨ· ͺ͙͡Έͭͪ͊ͼ͙͙Φ 
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Á ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ улнΦмͻ ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 8. 

console # show dot1x statistics interface ten gigabitethernet  1/0/ 8 

EapolFramesRx: 12   

EapolFramesTx: 8   

EapolStartFramesRx: 1   

EapolLogoffFramesRx: 1   

EapolRespIdFramesRx: 4   

EapolRespFramesRx: 6   

EapolReqIdFramesTx: 3   

EapolReqFramesTx: 5   

InvalidEapolFramesRx: 0   

EapLengthErrorFramesRx: 0   

LastEapolFrameVersion : 1  

LastEapolFrameSource : 00:00:02:56:54:38  

͙́͊͋͡ͼ͊ 264 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ ͔ͯ͘͡Έ͍ͭ͊ͭͦ ͍ ·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

EapolFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔ͦͪͪͭͤ͟͟·ͻ ͔͍ͨ͊ͭͦ͟ ͡Ό͎͋ͦͦ ͙ͭͨ͊ ͨͪͦͭͦͦ͊͟͡ 9!th[ όExtensible Authentication 
Protocol ƻǾŜǊ [!bύΣ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolFramesTx 
˴͙ͦ͡;͔͍ͫͭͦ ͔ͦͪͪͭͤ͟͟·ͻ ͔͍ͨ͊ͭͦ͟ ͡Ό͎͋ͦͦ ͙ͭͨ͊ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͔͔ͨͪ͒͊ͤͤ·ͻ ͒͊ͤͤ·ͣ 
͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolStartFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ {ǘŀǊǘ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙ͨͦ͒ͤ͡π
͙ͤͦͫͭΦ 

EapolLogoffFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ [ƻƎƻŦŦ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙ͨͦ͒ͤ͡π
͙ͤͦͫͭΦ 

EapolRespIdFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ wŜǎǇκLŘ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͨͦ͒π
͙͙ͤͤͦͫͭ͡Φ 

EapolRespFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍͔͍ͦͭͭͦ ό͔ͪͦͣ͟ wŜǎǇκLŘύ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔ͦͨͪπ
͔͙͔͔͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolReqIdFramesTx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ wŜǎǇκLŘ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͔͔ͨͪ͒͊ͤͤ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ 
͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolReqFramesTx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍͊ͨͪͦͫͦ͘ ό͔ͪͦͣ͟ wŜǎǇκLŘύ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͔͔ͨͪ͒͊ͤͤ·ͻ ͒͊ͤͤ·ͣ 
͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

InvalidEapolFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͨͪͦͭͦͦ͊͟͡ 9!th[ ͫ ͔ͤͪ͊ͫͨͦͤ͊ͤͤ͘·ͣ ͙ͭͨͦͣΣ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ 
͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapLengthErrorFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͨͪͦͭͦͦ͊͟͡ 9!th[ ͫ ͔͔͚ͤͦͪͪͭͤͦ͟͟ ͙͚͒ͤͦ͡Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔ͦͨͪπ
͔͙͔͔͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

LastEapolFrameVersion ˤ͔͙ͪͫΎ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ͊Ύ ͍ ͫ͊ͣͦͣ ͔͔ͨͦͫ͒ͤͣ͡ ͤ͊ ͒͊ͤͤ·͚ ͔ͣͦͣͤͭ ͔͔ͨ͊ͭ͟Φ 

LastEapolFrameSource MAC-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟Σ ͙ͨͪͤΎͭ·͚ ͍ ͫ͊ͣͦͣ ͔͔ͨͦͫ͒ͤͣ͡ ͤ͊ ͒͊ͤͤ·͚ ͔ͣͦͣͤͭ ͔͔ͨ͊ͭ͟Φ 

5.28.2.2 ˾͊ͫ΄͙͔ͪͤͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͨ ͙͙ͦ͒ͤͤͦͫͭ͡ 

˾͊ͫ΄͙͔ͪͤͤ·͔ ͚͙ͤ͊ͫͭͪͦ͟ dot1x ͍ͨͦͦ͘͡ΎΌͭ ͍͙ͨͪͦͦ͒ͭΈ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͔ͤͫͦ͟͡Έ͙͟ͻ 
͙͔͍ͤͭͦ͟͡Σ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ ͟ ͨͦͪͭͯΦ ˿ͯ΅͔͍͔ͫͭͯͭ ͍͒͊ ͍͙͊ͪ͊ͤͭ͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Υ ͔͍ͨͪ·͚Σ ͎ͦ͒͊͟ ͍͔ͨͪͦͪ͊͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊ ͔͔ͭͪ͋ͯͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͭͦ͡Έͦ͟ ͎ͦ͒ͤͦͦ ͙͔ͤͭ͊͟͡Σ ;ͭͦ͋· ͒ͦͫͭͯͨ ͟ ͙͔͔ͫͫͭͣ 
͙͔͙ͣ͡ ͍͔ͫ ͙͔ͤͭ͟͡· ό͔͙ͪ͗ͣ Multiple hosts); ͍͚ͭͦͪͦΣ ͎ͦ͒͊͟ ͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͔͔ͭͪ͋ͯͭ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͔ͫͻ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ ͟ ͨͦͪͭͯ ͙͔͍ͤͭͦ͟͡ ό͔͙ͪ͗ͣ Multiple sessionsύΦ ˩͙ͫ͡ ͨͦͪͭ ͍ ͔͙͔ͪ͗ͣ 
Multiple hosts ͤ ͔ ͨͪͦͻ͙ͦ͒ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΣ ͭͦ ͍͔ͫͣ ͨͦ͒͟͡Ό;͔ͤͤ·ͣ ͻͦͫͭ͊ͣ ͔͋ͯ͒ͭ ͦͭ͊͊ͤͦ͘͟ ͍ ͔͒ͦͫͭͯͨ ͟ 
͔ͪͫͯͪͫ͊ͣ ͔͙ͫͭΦ  
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔͙͔ͪ͗ͣ ͎ ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 265 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

dot1x traps authentication 
success [802.1x | mac | 
web] τ/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΣ ͎ͦ͒͊͟ ͙͔ͤͭ͟͡ ͔ͯͫͨ΄ͤͦ 
ͨͪͦͻ͙ͦ͒ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό. 

no dot1x traps authentica-
tion success 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x traps authentication 
failure [802.1x | mac | 
web] τ/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΣ ͎ͦ͒͊͟ ͙͔ͤͭ͟͡ ͔ͤ ͨͪͦ΄͔͡ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΦ 

no dot1x traps authentica-
tion failure 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x traps authentication 
quiet 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͔͍ͨͪ·΄͔͙͙ͤ 
ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡ ͙ͣ͊ͫͣ͊͟͡Έͤͦ ͙͎͒ͦͨͯͫͭͣͦͦ ͙ͦ͟͡;͔͍ͫͭ͊ 
͔͔͋ͯͫͨ͘΄ͤ·ͻ ͨͦͨ·ͭͦ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙. 

no dot1x traps authentica-
tion quiet 

͍͙̂ͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 266 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

dot1x host-mode 
{multiπhost | single-host | 
multi-sessions} τ/multi-host 

˾͔͊ͪ͘΄͙ͭΈ ͤ ͙͊͡;͙͔ ͎ͦ͒ͤͦͦκ͔ͤͫͦ͟͡Έ͙͟ͻ ͙͔͍ͤͭͦ͟͡ ͤ͊ 
͍͙͍͊ͭͦͪͦ͊ͤͤͦͣ͘ ͨͦͪͭͯ улнΦм̆Φ 
- multi-host τ ͤ ͔ͫͦ͟͡Έͦ͟ ͙͔͍ͤͭͦ͟͡Τ 
- single-host τ ͦ ͙͒ͤ ͙͔ͤͭ͟͡Τ 
- multi-sessions τ ͤ ͔ͫͦ͟͡Έͦ͟ ͔͙͚ͫͫͫ. 

dot1x violation-mode {re-
strict | protect | shut-
down} [trap freq] 

τ/protect; 
ŦǊŜǉΥ όмΦΦмллллллύκм ͫ 

˭͊͒͊ͭΈ ͔͚͍͙͔͒ͫͭΣ ͔ͦͭͦͪͦ͟ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡ΈΣ ͎ͦ͒͊͟ 
͚͍ͯͫͭͪͦͫͭͦ, ˸ AC-͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͙ͦͭ͡;͔͊ͭͫΎ ͦͭ a!/-͔͊͒ͪͫ͊ 
͙͔ͤͭ͊͟͡Σ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭ ͨͦͨ·ͭͯ͟ ͒ͦͫͭͯͨ͊ ͟ ͙͔ͤͭͪͺ͔͚ͫͯΦ 
- restrict τ ͨ ͔͊ͭ͟· ͫ MAC-͔͊͒ͪͫͦͣ, ͦ ͙ͭ͡;ͤ·ͣ ͦͭ a!/-͔͊͒ͪͫ͊ 
͙͔ͤͭ͊͟͡, ͨ ͔͔ͪͫ·͊͡ΌͭͫΎΣ ͙ͨͪ Ήͭͦͣ ͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͔ͤ 
͙ͯ͘;͔͊ͭͫΎΤ 
- protect τ ͨ ͔͊ͭ͟· ͫ a!/-͔͊͒ͪͫͦͣ, ͦ ͙ͭ͡;ͤ·ͣ ͦͭ a!/-͔͊͒ͪͫ͊ 
͙͔ͤͭ͊͟͡, ͦ ͭ͋ͪ͊ͫ·͍͊ΌͭͫΎ; 
- shutdown τ ͨ ͦͪͭ ͍·͟͡Ό;͔͊ͭͫΎΣ ͔ͨ͊ͭ͟· ͫ a!/-͔͊͒ͪͫͦͣ, 
͙ͦͭ͡;ͤ·ͣ ͦͭ a!/-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡, ͦ ͭ͋ͪ͊ͫ·͍͊ΌͭͫΎ; 
- freq τ ;͊ͫͭͦͭ͊ ͎͔͔͙͔ͤͪͪͯͣ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ {bat 
ǘǊŀǇ ͙ͨͪ ͔͙͙ͨͦͫͭͯͨͤ͡ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

˴ͦ ͣ͊ͤ͒͊ ͙͎͙͔ͤͦͪͪͯͭͫΎ ͍ ͔͙͔ͪ͗ͣ Multip le hosts. 

no dot1x singleπhostπviola-
tion 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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dot1x authentication 
[mac |  802.1x | web]  

τ/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͙ͭΈ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙Ό. 
- mac τ ͍ ͟͡Ό;͔͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό, ͦ ͍ͫͤͦ͊ͤͤͯΌ ͤ͊ ˸ˢ˿-
͔͊͒ͪͫ͊ͻ; 
- 802.1x τ ͍ ͟͡Ό;͔͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό, ͦ ͍ͫͤͦ͊ͤͤͯΌ ͤ͊ улнΦ1x; 
- web -͍͟͡Ό;͔͊ͭ ͔ͣͻ͙͊ͤͣ͘ ǿeb-ōŀǎŜŘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ 

- ˹ ͔ ͒ͦ ͗ͤͦ͡ ͋·ͭΈ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͙͍ͨͪΎͦ͘͟ a!/-͔͊͒ͪπ
͍ͫͦ. 
- ̅ ͯͤ͟ͼ͙Ύ ͍͚ͨͦͭͦͪͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͒ͦ͗ͤ͊͡ 

               ͋ ·ͭΈ ͍͟͡Ό;͔ͤ͊Φ 

no dot1x authentication  ˤ·͟͡Ό;͙ͭΈ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙ΌΣ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ ˸ˢ˿-͔͊͒ͪͫ͊ͻ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

dot1x max-hosts hosts 
hosts: 

(1..4294967295) 

˭͊͒͊ͭΈ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͻ͍ͦͫͭͦ, ͨ ͪͦ΄͔͒΄͙ͻ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΦ 

no dot1x max-hosts ˤ͔ ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x max-login-attempts 
num 

num: (0, 3..10)/0 

˭͊͒͊ͭΈ ͙ͦ͟͡;͔͍ͫͭͦ ͔ͤͯ͒͊;ͤ·ͻ ͨͦͨ·ͭͦ͟ ͍͍ͦ͒͊ ͎͙ͦͤ͊͡Σ ͔ͨͦͫ͡ 
ͦͭͦͪ͟·ͻ ͙͔ͤͭ͟͡ ͙͔͋ͦͪͯͭͫ͟͡ΎΦ 
0 τ ͋ ͔͔ͫͦͤ͟;͔ͤͦ ;͙ͫͦ͡ ͨͦͨ·ͭͦ͟. 

no dot1x maxπloginπat-
tempts 

ˤ͔ͪͤͯͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x guest-vlan enable 
τ/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͎͔͍͚ͦͫͭͦ VLAN ͤ ͊ ͔ͭͯ͟΅͔ͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no dot1x guest-vlan enable ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͎͔͍͚ͦͫͭͦ VLAN ͤ ͊ ͔ͭͯ͟΅͔ͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

dot1x critical-vlan enable 

τ/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͙͙ͪͭ͟;͔͎ͫͦͦ͟ VLAN ͤ ͊ ͔ͭͯ͟΅͔ͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

no dot1x critical-vlan ena-
ble 

ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͙͙ͪͭ͟;͔͎ͫͦͦ͟ VLAN ͤ ͊ ͔ͭͯ͟΅͔ͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

dot1x radius-attributes fil-
ter-id 

τ/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͙ͭΈ ͨ ͍͔ͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Σ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ !/[κ 
ͤ͊ͤ͊͘;͙ͭΈ voS-Policy. 

no dot1x radius-attributes 
filter -id 

̂ͫͭ͊ͤͦ ͍͙ͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x radius-attributes 
vlan {reject | static} 

τ/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͙ͭΈ ͦ ͋ͪ͊͋ͦͭͯ͟ ͦͨͼ͙͙ Tunnel-Private-Group-ID (81) ͍  
ͫͦͦ͋΅͔͙ͤΎͻ w!5L¦{-͔͍͔ͫͪͪ͊Φ 

no dot1x radius-attributes 
vlan 

ˤ·͟͡Ό;͙ͭΈ ͦ ͋ͪ͊͋ͦͭͯ͟ ͦ ͨͼ͙͙ Tunnel-Private-Group-ID (81) ͍  
ͫͦͦ͋΅͔͙ͤΎͻ RADIUS-͔͍͔ͫͪͪ͊. 

dot1x radius-attributes 
vendor-specific data-filter  

τ/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͙͙͒ͤ͊ͣ;͔͎ͫͦͦ͟ ͍͔͙͒ͦ͋͊ͤ͡Ύ !/[ ͤ͊ ͨͦͪͭ 
;͔͔ͪ͘ ͫͦͦ͋΅͔͙ͤΎ ͦͭ w!5L¦{-͔͍͔ͫͪͪ͊Φ 

no dot1x radius-attributes 
vendor-specific data-filter  

ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͙͙͒ͤ͊ͣ;͔͎ͫͦͦ͟ ͍͔͙͒ͦ͋͊ͤ͡Ύ !/[ ͤ͊ ͨͦͪͭ 
;͔͔ͪ͘ ͫͦͦ͋΅͔͙ͤΎ ͦͭ w!5L¦{-͔͍͔ͫͪͪ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 267 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

dot1x guest-vlan 

ͨͦ  ͯͣͦ͡;͙͊ͤΌ VLAN ͤ  ͔
͔͔͔ͦͨͪ͒ͤ͡ ͟ ͊͟ ͎͔͍ͦͫͭͦ ͚

˻͔͔͙ͨͪ͒ͭ͡Έ ͎ ͔͍ͦͫͭͦ ͚VLAN. 
˻ͭͪ͟·͍͔͊ͭ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͒ͦͫͭͯͨ ͟ ͎͔͍ͦͫͭͦͣ ͯ±[!bΦ ˩͙ͫ͡ ͎͔͍ͦͫͭͦ ͚±[!b ͔͔͔ͦͨͪ͒ͤ͡ ͙ 
͔ͪ͊ͪ͘΄͔ͤΣ ͨͦͪͭ ͔͋ͯ͒ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͙͔͙ͨͪͫͦ͒ͤΎͭΈͫΎ ͟ ͔ͤͣ,ͯ 
͎ͦ͒͊͟ ͔ͤ ͍͙͍͊ͭͦͪͦ͊ͤ͘Σ ͙  ͙ͨͦ͒͊ͭ͟ΈΣ ͎ͦ͒͊͟ ͚͔ͨͪͦ͒ͭ 
͍͙͊ͭͦͪ͊͘ͼ͙ΌΦ ̉ͭͦ͋· ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͊ͤͤ·͚ ͺͯͤ͟ͼ͙ͦͤ͊͡Σ ͨͦͪͭ 
͔ͤ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͙ͫͭ͊ͭ;͔͙ͫͣ͟ ;͔ͤͦͣ͡ ͎͔͍͎ͦͫͭͦ ͦVLAN. 

no dot1x guest-vlan ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x critical-vlan ˻͔͔͙ͨͪ͒ͭ͡Έ VLAN ͍  ͊͟;͔͍͔ͫͭ ͙͙ͪͭ͟;͔͎ͫͦͦ͟Φ ˻ͭͪ͟·͍͔͊ͭ 
͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͒ͦͫͭͯͨ ͍ ͙͙ͪͭ͟;͔͙͚ͫ͟ 
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ͨͦ ͯͣͦ͡;͙͊ͤΌ VLAN 
͔ͤ ͔͔͔ͦͨͪ͒ͤ͡ ͊͟͟ 
͙͙ͪͭ͟;͔͙͚ͫ͟ 

VLAN ͨ ͙ͪ ͔͙ͤ͒ͦͫͭͯͨͤͦͫͭ ͔͍͔͍ͫͪͪͦ RADIUSΦ ˩͙ͫ͡ ͙͙ͪͭ͟;͔͙͚ͫ͟ 
VLAN ͦ ͔͔͔ͨͪ͒ͤ͡ ͙ ͔ͪ͊ͪ͘΄͔ͤΣ ͨͦͪͭ ͔͋ͯ͒ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ 
͍͔͒ͦ͋͊ͤ͡ ͍ ͔͎ͤͦ ͔ͨͦͫ͡ ͙͍͊ͭ͊͟ͼ͙͙ ͙  ͙͔ͨͦͤͭ͟ ͙͙ͪͭ͟;͔͙͚ͫ͟ 
VLAN ͨ ͙ͪ ͨͦͯ͡;͔͙͙ͤ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊Φ 

no dot1x critical-vlan ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x auth-not-req ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍͊ͭͦπ
͙ͪ͊͘ͼ͙Ύ ͒͡Ύ VLAN 
͍͟͡Ό;͔ͤ͊ 

˻͔͔͙ͨͪ͒ͭ͡Έ VLAN ͋ ͔͘ ͍͙͊ͭͦͪ͊͘ͼ͙͙Φ ˻ͭͪ͟·͍͔͊ͭ 
͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͒ ͦͫͭͯͨ ͟ ͍·͔͔͒ͤͤͦͣͯ͡ 
VLAN. ˹ ͔͍͙͍͊ͭͦͪͦ͊ͤͤ͘·͚ VLAN ͒ ͔ͦ͗ͤ͡ ͋·ͭΈ ͤ͊ͤ͊͘;͔ͤ ͤ͊ 
ͨͦͪͭ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͊͟͟ tagged. 

no dot1x auth-not-req ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 268 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show dot1x [interface 
{gigabitethernet gi_port |  
tengigabitethernet 
te_port |  
fortygigabitethernet 
fo_port | oob}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ 802.1X ͒ ͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͋ͦ͡ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show dot1x detailed τ ˽ͦ͊͊ͭ͘͟Έ ͪ ͊ͫ΄͙͔ͪͤͤ·͔ ͚͙ͤ͊ͫͭͪͦ͟ ͨͪͦͭͦͦ͊͟͡ улнΦмȄ. 

show dot1x users 
[username] 

ǳǎŜǊƴŀƳŜΥ ͫͭͪͦ͊͟ 
˽ͦ͊͊ͭ͘͟Έ ͊ ͍͙͍ͭͦͪͦ͊ͤͤ͘·ͻ ͙͔͍ͤͭͦ͟͡Φ 

show dot1x locked clients 
τ 

˽ͦ͊͊ͭ͘͟Έ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͻ ͙͔͍ͤͭͦ͟͡Σ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ ͨͦ 
͚ͭ͊ͣ͊ͯͭͯΦ 

show dot1x statistics 
interface {gigabitethernet 
gi_port |  
tengigabitethernet 
te_port |  
fortygigabitethernet 
fo_port | oob} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ 802.1x ͤ ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ 

show dot1x advanced 
{gigabitethernet gi_port | 
tengigabitethernet te_port 
| fortygigabitethernet 
fo_port | oob}  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4) 

˽ͦ͊͊ͭ͘͟Έ ͔͙ͪ͗ͣ· ͪ͊͋ͦͭ· dot1x. 

5.28.2.3 ˹͚͊ͫͭͪͦ͊͟ ͙͍͎͊ͭͤͦͦ͟ ͔ͫ͊ͤͫ͊ ͙͔ͤͭ͊͟͡ όCoA) 

RADIUS CoA (Change of Authorization) τ Ήͭͦ ͺͯͤ͟ͼ͙ΎΣ ͦͭͦͪ͊͟Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͍͔ͫͪͪͯ RADIUS ͤ ͙͊ͫͭͪͦͭΈ 
͙͍͊ͭͤ͟·͚ ͔ͫ͊ͤͫ ͙͔ͤͭ͊͟͡Σ ͔͔ͪ͊ͤ ͔͙͊ͯͭͤͭͺ͙ͼ͙͍͎ͪͦ͊ͤͤͦͦ ͤ͊ ͍͔ͦͫͤͦ ͫͭ͊ͤ͒͊ͪͭ͊ улнΦмxΦ ˻͋ͪ͊͋ͦͭ͊͟ ͫͦͦ͋΅͔͙͚ͤ 
CoA-Request ͨ ͙ͪͦͫͻ͙ͦ͒ͭ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ RFC рмтсΦ ˻͋ͪ͊͋͊ͭ·͍͊ΌͭͫΎ ͫͦͦ͋΅͔͙ͤΎΣ ͙ͨͪ΄͔͒΄͙͔ ͤ͊ UDP-ͨͦͪͭ 
отфф ͦͭ ͔͍͔͍ͫͪͪͦΣ ͊͒͊ͤͤ͘·ͻ ͚ͦͣ͊ͤ͒ͦ͟ radius-server hosts ͙ ͫ ͟͡Ό;ͦͣΣ ͊͒͊ͤͤ͘·ͣ ͚ͦͣ͊ͤ͒ͦ͟ radius-server 
keyΦ ˨͡Ύ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙͙ ͔ͫ͊ͤͫ͊ ͙͔ͤͭ͊͟͡ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ RADIUS-͙͊ͭͪ͋ͯͭ· User-Name ͙͙͡ Acct-Session-Id. 
˨͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͫ ͔͊ͤͫ͊ ͟ ͙͔ͤͭ͊͡ ͨ ͔͙͍ͦ͒͒ͪ͗͊ΌͭͫΎ RADIUS-͙͊ͭͪ͋ͯͭ· Tunnel-Private-Group-Id, Filter-Id, Calling-
Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 269 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

aaa authorization dynamic 
radius 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͚͙ͤ͊ͫͭͪͦ͟ ͙͍͎͊ͭͤͦͦ͟ ͔ͫ͊ͤͫ͊ ͙͔ͤͭ͊͟͡ ό/ƻ!ύΦ 

no aaa authorization 
dynamic 

ˤ·͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό ͚͙ͤ͊ͫͭͪͦ͟ ͙͍͎͊ͭͤͦͦ͟ ͔ͫ͊ͤͫ͊ ͙͔ͤͭ͊͟͡ ό/ƻ!ύΦ 

5.28.3 ˹͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ MAC Address Notification 

̅ͯͤ͟ͼ͙Ύ MAC Address Notification ͍ͨͦͦ͘͡Ύ͔ͭ ͔͙͍ͦͭͫ͗͊ͭ͡Έ ͨͦΎ͍͔͙͔ͤ͡ ͙ ͙ͫ;͔͍͔͙͔ͤͦͤ͘ ͙͍͎͊ͭͤͦͦ͟ 
͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͤ͊ ͔͙ͫͭ ͔ͨͯͭͣ ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͙ͯ͘;͔͙ͤΎ MAC-͔͍͊͒ͪͫͦΦ ˽͙ͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ ͙͔͔͙͚ͣͤͤ͘ 
͍ ͍͔ͫͦͫͭ͊ ͙ͯ͘;͔ͤͤ·ͻ MAC-͔͍͊͒ͪͫͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͫͦͻͪ͊ͤΎ͔ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͍ ͙ͭ͊͋͡ͼ͔ ͙ ͙͍͔͘΅͔͊ͭ ͦ͋ Ήͭͦͣ ͫ 
ͨͦͣͦ΅ΈΌ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ SNMPΦ ̅ͯͤ͟ͼ͙Ύ ͙͔͔ͣͭ ͙͍͔ͤ͊ͫͭͪ͊͊ͣ·͔ ͔ͨ͊ͪ͊ͣͭͪ· τ ͎͙ͯ͋ͤ͊͡ ͙͙͙ͫͭͦͪ 
ͦ ͫͦ͋·͙ͭΎͻ ͙ ͙͙ͣͤͣ͊͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͍͙ͦͭͨͪ͊͟ ͫͦͦ͋΅͔͙͚ͤΦ ˿͔͍͙ͪͫ MAC Address Notification ͦͭ͟͡Ό;͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ ͙ ͔ͣͦ͗ͭ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ ͍·͋ͦͪͦ;ͤͦ ͒͡Ύ ͔ͦͭ͒͡Έͤ·ͻ ͍ͨͦͪͭͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 270 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

mac address-table notifica-
tion change 

τ/͍·͟͡Ό;͔ͤ͊ 

˴ͦͣ͊ͤ͒͊ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
ͺͯͤ͟ͼ͙͔͚ a!/ ƴƻǘƛŦƛŎŀǘƛƻƴΦ ˴ͦͣ͊ͤ͒͊ ͔ͪ͊ͪ͘΄͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό 
ͫͦ͋·͙͚ͭ ͍͔͙͒ͦ͋͊ͤ͡Ύ ͙ ͔͙ͯ͒͊ͤ͡Ύ a!/-͔͍͊͒ͪͫͦ ͍κ͙͘ ͙ͭ͊͋͡ͼ 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔͙ͯ͒ͦͣͤ͡Ύ ͦ ͫͦ͋·͙ͭΎͻΦ 
˨͡Ύ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙͙ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͔͒ͦͨͦͤͭ͡͡Έͤͦ ͔ͪ͊ͪ͘΄͊ͭΈ 
͎͔͔ͤͪ͊ͼ͙Ό ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ όͫͣΦ ͙͔ͤ͗ύΦ  

no mac address-table noti-
fication change 

·ʕ͟͡Ό;͙ͭΈ ͅ ͯͤ͟ͼ͙Ό MAC notification ͎ ͦ͋͊͡͡Έͤͦ ͙ ͔͙ͦͭͣͤͭΈ 
͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͔ ͚͙ͤ͊ͫͭͪͦ͟ ͤ͊ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ 

mac address-table notifica-
tion flapping 

τκ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͺ͙͎͊ͨͨͤ͊͡ MAC-͔͍͊͒ͪͫͦΦ 

no mac address-table notifi-
cation flapping 

ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͺ͙͎͊ͨͨͤ͊͡ MAC-͔͍͊͒ͪͫͦΦ 

mac address-table notifica-
tion change interval value 

value: 
(0..4294967295)/1 

˸͙͊ͫͣ͊͟͡Έͤ·͚ ͔ͨͪͦͣ͗ͯͭͦ͟ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ ͍͙ͦͭͨͪ͊͊ͣ͟ 
SNMP-͍͔͔͙͚ͯ͒ͦͣͤ͡Φ ˩͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͙͔͍ͤͭͪ͊͊͡ ͍͔͔͙ͪͣͤ ͍ͪ͊ͤͦ 
лΣ ͭͦ ͎͔͔ͤͪ͊ͼ͙Ύ ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͙ ͫͦͻ͔͙͔ͪ͊ͤͤ ͫͦ͋·͙͚ͭ ͍ ͙͙ͫͭͦͪΌ 
͔͋ͯ͒ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͔͔͔ͤͣ͒ͤͤͦ͡ ͨͦ ͔͔ͣͪ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ 
ͫͦ͋·͙͚ͭ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ ͙ͭ͊͋͡ͼ· MAC-͔͍͊͒ͪͫͦΦ ˩͙ͫ͡ 
ͤ͊͘;͔͙͔ͤ ͙͔͍ͤͭͪ͊͊͡ ͍͔͔͙ͪͣͤ ͋ͦ͡Έ΄͔ лΣ ͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ 
͙͍ͤ͊͊ͨ͊ͭ͟͡Έ ͫͦ͋·͙ͭΎ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ ͙ͭ͊͋͡ͼ· a!/-
͔͍͊͒ͪͫͦ ͍ ͔ͭ;͔͙͔ͤ Ή͎ͭͦͦ ͍͔͔͙ͪͣͤΣ ͊ ͔͊ͭͣ͘ ͍ͦͭͨͪ͊͡ΎͭΈ 
͍͔͔͙ͯ͒ͦͣͤ͡Ύ ͨͪͦͭͦͦ͊͟͡ {bat ͙ ͫͦͻͪ͊ͤΎͭΈ ͫͦ͋·͙ͭΎ ͍ ͙͙͙ͫͭͦͪΦ  
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no mac address-table noti-
fication change interval 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

mac address-table notifica-
tion change history value 

value: (0..500)/1 

˭͊͒͊ͭΈ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦ͋·͙͚ͭ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͙ͭ͊͋͡ͼ· a!/-͔͍͊͒ͪͫͦΣ ͔ͦͭͦͪͦ͟ ͫͦͻͪ͊ͤΎ͔ͭͫΎ ͍ 
͙͙͙ͫͭͦͪΦ ˩͙ͫ͡ ͍͔ͯͫͭ͊ͤͦͤ͡ ͔ͪ͊ͣͪ͘ ͙͙͙ͫͭͦͪ ͍ͪ͊ͤ·͚ лΣ ͭͦ 
ͫͦ͋·͙ͭΎ ͔ͤ ͫͦͻͪ͊ͤΎΌͭͫΎΦ ˽͙ͪ ͔͔͔͙͙ͨͪͨͦͤͤ͡ ͋ͯͺ͔ͪ͊ ͙͙͙ͫͭͦͪ 
͍͔ͤͦͦ ͫͦ͋·͙͔ͭ ͔ͨͦͣ΅͔͊ͭͫΎ ͤ͊ ͔ͣͫͭͦ ͎ͫ͊ͣͦͦ ͎ͫͭ͊ͪͦͦΦ  

no mac address-table noti-
fication change history 

ˤ͍͙ͦͫͫͭ͊ͤͦͭΈ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

snmp-server enable traps 
macπnotification change 

τκ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ SNMP-͍͔͔͙͚ͯ͒ͦͣͤ͡ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͙ͭ͊͋͡ͼ· a!/-͔͍͊͒ͪͫͦΦ ˨͡Ύ ͦͭ͟͡Ό;͔͙ͤΎ 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͦͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟·Φ 
˩͙ͫ͡ ͍ͦͭͨͪ͊͊͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͍͟͡Ό;͔ͤ͊Σ ͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ 
͙ͤͺ͙͍ͦͪͣͪͦ͊ͭΈ ͦ ͫͦ͋·͙ͭΎͻ ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͨͪͦͭͦͦ͊͟͡ {bat ͙ 
ͫͦͻͪ͊ͤΎͭΈ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͔ ͫͦ͋·͙ͭΎ ͍ ͙͙͙ͫͭͦͪΦ ˩͙ͫ͡ ͍ͦͭͨͪ͊͊͟ 
SNMP-͍͔͔͙͚ͯ͒ͦͣͤ͡ ͍·͟͡Ό;͔ͤ͊Σ ͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ ͭͦ͡Έͦ͟ 
ͫͦͻͪ͊ͤΎͭΈ ͫͦ͋·͙ͭΎ ͍ ͙͙͙ͫͭͦͪΦ  

no snmp-server enable 
traps mac-notification 
change 

˻ͭ͟͡Ό;͙ͭΈ ͦ ͍ͭͨͪ͊ͯ͟ SNMP-͍͔͔͙͚ͯ͒ͦͣͤ͡ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͙ͭ͊͋͡ͼ· a!/-͔͍͊͒ͪͫͦΦ 

snmp-server enable traps 
macπnotification flapping 

τκ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ ͺ͙͎͔͊ͨͨͤ͡ a!/-͔͍͊͒ͪͫͦ. 

no snmp-server enable 
traps mac-notification flap-
ping 

˻ͭ͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ ͺ͙͎͔͊ͨͨͤ͡ a!/-͔͍͊͒ͪͫͦ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 271 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨ ͦͯ ͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

snmp trap mac-notification 
change [added | removed] 

τ/͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͎ ͔͔ͤͪ͊ͼ͙Ό ͯ ͍͔͔͙͚͒ͦͣͤ͡ ͤ͊ ͊͗͒ͦͣ͟ ͙͔ͤͭͪͺ͔͚͔ͫ ͦ 
ͫͦ͋·͙ͭΎͻ ͙͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ a!/-͔͍͊͒ͪͫͦΦ ˻͔ͭ͒͡Έͤͦ 
ͣͦ͗ͤͦ ͔ͪ͊ͪ͘΄͙ͭΈ ͎͔͔ͤͪ͊ͼ͙Ό ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͭͦ͡Έͦ͟ ͦ͋ 
͙ͯ͘;͔͙͙ͤ a!/-͔͍͊͒ͪͫͦΣ ͙͋ͦ͡ ͭͦ͡Έͦ͟ ͦ͋ ͙ͻ ͔͙͙ͯ͒͊ͤ͡Φ  

no ǎƴƳǇ ǘǊŀǇ ƳŀŎπnotifica-
tion change 

˻ͭ͟͡Ό;͙ͭΈ ͎ ͔͔ͤͪ͊ͼ͙Ό ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC: 

console#  
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͙́͊͋͡ͼ͊ 272 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show mac address-table 
notification change history 
[gigabitethernet gi_port | 
tengigabitethernet 
te_port | fortygigabitether-
net fo_port | port -channel 
group |  vlan vlan_id] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..24); 
fo_port: (1..8/0/1..4); 

group: (1..48); 
vlan_id: (1..4094). 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͍͔ͫ ͯ ͍͔͔͙͒ͦͣͤ͡Ύ ͦ ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ a!/-
͔͍͊͒ͪͫͦΣ ͫͦͻ͔ͪ͊ͤͤͤ·ͻ ͍ ͙͙͙ͫͭͦͪΦ 

show mac address-table 
notification change statis-
tics 

τ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͫ ͔͍͙ͪͫ͊Υ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦ͋·͙͚ͭ ͦ͋ 
͙ͯ͘;͔͙͙ͤ a!/-͔͍͊͒ͪͫͦΣ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦ͋·͙͚ͭ ͦ͋ 
͔͙͙ͯ͒͊ͤ͡ a!/-͔͍͊͒ͪͫͦΣ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͍͔ͦͭͨͪ͊ͤͤ͡·ͻ 
SNMP-ͫͦͦ͋΅͔͙͚ͤΦ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ˤ ͙ͨͪ ͔͔ͣͪ ͨͦ͊͊ͤͦ͘͟, ͟ ͊͟ ͙ͤ͊ͫͭͪͦͭΈ ͔͔ͨͪ͒͊;ͯ ͫͦͦ͋΅͔͙͚ͤ SNMP MAC Notification ͤ ͊ ͔͍͔ͫͪͪ ͫ 
͔͊͒ͪͫͦͣ 172.16.1.5 Φ ˽͙ͪ ͚͔ͤ͊ͫͭͪͦ͟ ͔͊͒͊ͭͫ͘Ύ ͦ͋΅͔͔ ͔ͪ͊ͪ͘΄͔͙͔ͤ ͪ͊͋ͦͭ· ͔͍͙ͫͪͫ͊Σ ͤ͊ͫͭͪ͊π
͙͍͔͊ͭͫΎ ͙͙ͣͤͣ͊͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͍͙ͦͭͨͪ͊͟ ͫͦͦ͋΅͔͙͚ͤΣ ͔͊͒͊ͭͫ͘Ύ ͔ͪ͊ͣͪ͘ ͙͙͙ͫͭͦͪ ͫͦ͋·͙͚ͭ ͙ 
͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎ ͔͍͙ͫͪͫ ͤ͊ ͍·͋ͪ͊ͤͤͦͣ ͨͦͪͭͯΦ 

console ( config )#  snmp- server  host  172.16.1.5  traps  private   

console ( config)#  snmp- server enable traps mac - notification change  

console(config)#  mac address - table notification change  

console(config)#  mac address - table notification change interval 60   

console(config)#  mac address - table notification change history 100   

console(config)#  interface gigabitethernet  0/7  

console(config - if)#  snmp trap mac - notification change  

console(config - if)#  exit  

console(config)#  

5.28.4 ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун  

DHCP (Dynamic Host Configuration Protocol) τ ͫ ͔͔͍͚ͭͦ ͨͪͦͭͦͦ͟͡Σ ͍ͨͦͦ͘͡ΎΌ΅͙͚ ͙͔ͤͭͯ͟͡ ͨͦ ͊ͨͪͦͫͯ͘ 
ͨͦͯ͡;͊ͭΈ IP-͔͊͒ͪͫ ͙ ͎͙͔͒ͪͯ ͔͔ͭͪ͋ͯͣ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ ͒͡Ύ ͪ͊͋ͦͭ· ͍ ͔͙ͫͭ ¢/tκIP.  

˽ͪͦͭͦͦ͟͡ 5I/t ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͦͯͣ͘͡·΄͔͙͙ͤͤ͊ͣ͟͡ ͒͡Ύ ͍͔ͫͦͪ΄͔͙ͤΎ ͊ͭ͊͟ ͤ͊ ͚͍ͯͫͭͪͦͫͭͦΣ 
͊͟͟ ͫͦ ͫ ͭͦͪͦͤ· ͙͔ͤͭ͊͟͡Σ ͍͊ͫͭ͊͘͡ΎΎ 5I/t-͔͍͔ͫͪͪ ͍·͒͊ͭΈ ͍͔ͫ ͒ͦͫͭͯͨͤ·͔ ͔͊͒ͪͫ͊Σ ͭ͊͟ ͙ ͫͦ ͫͭͦͪͦͤ· ͔͍͔ͫͪͪ͊Σ 
͔ͨͯͭͣ ͔͎ͦ ͔ͨͦ͒ͣͤ·Φ ˽͎͔ͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͔ͦ͋ͫͨ;͙ͭΈ ͊͘΅͙ͭͯ ͚͍ͯͫͭͪͦͫͭ͊ 
ͦͭ ͊ͭ͊͟ ͫ  ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͨͪͦͭͦͦ͊͟͡ 5I/tΣ ͒͡Ύ ;͔͎ͦ ͙͔ͨͪͣͤΎ͔ͭͫΎ ͅ ͯͤ͟ͼ͙Ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/t τ 
DHCP Snooping. 

͚͍̂ͫͭͪͦͫͭ ͦ ͫͨͦͫͦ͋ͤͦ ͔͙͍ͦͭͫ͗͊ͭ͡Έ ͨͦΎ͍͔͙͔ͤ͡ 5I/t-͔͍͔͍ͫͪͪͦ ͍ ͔͙ͫͭΣ ͔ͪ͊ͪ͘΄͊Ύ ͙ͻ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ 
ͭͦ͡Έͦ͟ ͤ͊ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙͔ͤͭͪͺ͔͚ͫ͊ͻΣ ͊ ͔ͭ͊͗͟ ͙͍ͦͤͭͪͦͪͦ͊ͭ͟͡Έ ͒ͦͫͭͯͨ ͙͔͍ͤͭͦ͟͡ ͟ 5I/t-͔͍͔ͫͪͪ͊ͣ ͨͦ 
͙ͭ͊͋͡ͼ͔ ͍͔͍͙͚ͫͦͦͭͭͫͭΦ 

˻ͨͼ͙Ύ ун ͨͪͦͭͦͦ͊͟͡ 5I/t όoption унύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͎ͭͦͦΣ ;ͭͦ͋· ͙ͨͪͦͤͺ͙͍ͦͪͣͪͦ͊ͭΈ 5I/t-
͔͍͔ͫͪͪ ͦ ͭͦͣΣ ͦͭ ͎͊ͦͦ͟͟ 5I/t-͔ͪͭͪ͊ͤͫ͡Ύͭͦͪ͊ όRelay Agentύ ͙ ;͔͔ͪ͘ ͚͊ͦ͟͟ ͔͎ͦ ͨͦͪͭ ͋·͡ ͨͦͯ͡;͔ͤ ͊ͨͪͦͫ͘Φ 
˽͙͔ͪͣͤΎ͔ͭͫΎ ͒͡Ύ ͍͔͙ͯͫͭ͊ͤͦͤ͡Ύ ͍͔͍͙͚ͫͦͦͭͭͫͭ IP-͔͍͊͒ͪͫͦ ͙ ͍ͨͦͪͭͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͊ ͔ͭ͊͗͟ ͒͡Ύ ͊͘΅͙ͭ· ͦͭ 
͊ͭ͊͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ ˻ͨͼ͙Ύ ун ͔͍ͨͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ ͙͔͒ͦͨͦͤͭ͡͡ΈͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό 
ό͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊Σ ͔ͤͦͣͪ ͨͦͪͭ͊ύΣ ͍͒ͦ͋͊͡Ύ͔ͣͯΌ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Σ ͦͭͦͪ͟·͚ ͔ͪ͊͋ͦͭ͊ͭ ͍ ͔͙͔ͪ͗ͣ 5I/t Relay 
͎͔͊ͤͭ͊ ό͔͋͘ ͍͔͙͒ͦ͋͊ͤ͡Ύ IP-͔͊͒ͪͫ͊ ͤ͊ ͙͔͙͚ͤͭͫ͟͟͡ ͙͔ͤͭͪͺ͔͚ͫύ ͙͙͡ ͺͯͤ͟ͼ͙͙ DHCP Snooping (͙ͨͪ ͍͙͙ͯͫͦ͡ 
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͍͟͡Ό;͔͙ͤΎ ͦͣ͊ͤ͒͟· ip dhcp information option)Φ ˹͊ ͍͙͙ͦͫͤͦ͊ͤ ͒ ͚͊ͤͤͦ ͦͨͼ͙͙ DHCP-͔͍͔ͫͪͪ ͍·͔͒͡Ύ͔ͭ IP-
͔͊͒ͪͫ ό͙͒͊ͨ͊ͦͤ͘ IP-͔͍͊͒ͪͫͦύ ͙ ͎͙͔͒ͪͯ ͔ͨ͊ͪ͊ͣͭͪ· ͨͦͪͭͯ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˽ͦͯ͡;͙͍ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ ͒͊ͤͤ·͔ ͦͭ 
͔͍͔ͫͪͪ͊Σ 5I/t Relay ͎͔͊ͤͭ ͍·͔͒͡Ύ͔ͭ IP-͔͊͒ͪͫ ͙͔ͤͭͯ͟͡Σ ͊ ͔ͭ͊͗͟ ͔͔͔ͨͪ͒͊ͭ ͔ͣͯ ͎͙͔͒ͪͯ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ 
͔ͨ͊ͪ͊ͣͭͪ·Φ 

˻ͨͼ͙Ύ ͺ͙͔ͦͪͣͪͯͭͫΎ ͫ ͯ;͔ͭͦͣ ͙͙͔ͨͪͦͪͭͭ͊ ό͍ ͨͦͪΎ͔͒͟ ͔ͯͣͤΈ΄͔͙ͤΎύΥ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ 
9ǘƘŜǊƴŜǘ Ҧ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b Ҧ ͚͙ͤ͊ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 

͙́͊͋͡ͼ͊ 273 τ ̅ ͦͪͣ͊ͭ ͔͚ͨͦ͡ ͦͨͼ͙͙ ун 

˽͔ͦ͡ ˽͔͔͍͔ͪ͒͊͊ͣ͊Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ 

Circuit ID 

ˮͣΎ ͻͦͫͭ͊ ͯ ͚͍ͫͭͪͦͫͭ͊. 
˿ͭ ͪͦ͊͟ ͍ ͙͒͊ eth <stacked/slotid/ interfaceid>:<vlan> 
˽͔͙͚ͦͫ͒ͤ͡ ͚͋͊ͭ τ ͔ͤͦͣͪ ͨͦͪͭ͊Σ ͟ ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤͦ ͚͍ͯͫͭͪͦͫͭͦΣ ͍ͦͭͨͪ͊͡Ύπ
Ό΅͔͔ ŘƘŎǇ-͊ͨͪͦͫ͘Φ  

Remote agent ID 
Enterprise number τ 0089c1 
MAC-͔͊͒ͪͫ ͯ ͚͍ͫͭͪͦͫͭ͊. 

 

˨͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͨͼ͙͙ ун ͤ͊ ͚͍͔ͯͫͭͪͦͫͭ ͒ͦ͗ͤ͊͡ ͋·ͭΈ ͍͟͡Ό;͔ͤ͊ ͺͯͤ͟ͼ͙Ύ 5I/t 
ǊŜƭŀȅ ͎͔͊ͤͭ͊ ό͔͋͘ ͍͔͙͒ͦ͋͊ͤ͡Ύ IP-͔͊͒ͪͫ͊ ͤ͊ ͙͔͙͚ͤͭͫ͟͟͡ ͙͔ͤͭͪͺ͔͚ͫ) ͙ ͙͡ ͺͯͤ͟ͼ͙Ύ DHCP 
Snooping (͙ͨͪ ͍͙͙ͯͫͦ͡ ͍͟͡Ό;͔͙ͤΎ ͦͣ͊ͤ͒͟· ip dhcp information option). 

 

˨͡Ύ ͔͚ͦͪͪͭͤͦ͟͟ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙͙ 5I/t {ƴƻƻǇƛƴƎ ͍͔ͫ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ 5I/t-͔͍͔ͫͪͪ· 
͒ͦ͗ͤ͡· ͋·ͭΈ ͨͦ͒͟͡Ό;͔ͤ· ͟ ζ͍͔͔͒ͦͪͤͤ·ͣη ͨͦͪͭ͊ͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˨͡Ύ ͍͔͙͒ͦ͋͊ͤ͡Ύ 
ͨͦͪͭ͊ ͍ ͙ͫͨͫͦ͟ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͦͣ͊ͤ͒͊͟ IP ŘƘŎǇ ǎƴƻƻǇƛƴƎ ǘǊǳǎǘ ͍ ͔͙͔ͪ͗ͣ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͍͔ͫ ͦͫͭ͊͡Έͤ·͔ ͨͦͪͭ· 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ͒ͦ͗ͤ͡· ͋·ͭΈ ζ͔͍͔͔ͤ͒ͦͪͤͤ·͙ͣηΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 274 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip dhcp snooping 

τ/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͔ͨͯͭͣ ͍͔͔͙͒ͤΎ ͙ͭ͊͋͡ͼ· 
DHCP SƴƻƻǇƛƴƎ ͙ ͍͙ͦͭͨͪ͊͟ ͙͔͙ͤͭͫ͟͟͡ͻ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ 
DHCP-͍͊ͨͪͦͫͦ͘ ͤ͊ ζ͍͔͔͒ͦͪͤͤ·͔η ͨͦͪͭ·Φ 

no ip dhcp snooping ˤ·͟͡Ό;͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t. 

ip dhcp snooping vlan 
vlan_id vlan_id: 

(1..4094)/͍ ·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͟ ͦͤͭͪͦ͡Έ ͨ ͪͦͭͦͦ͊͟͡ 5I/t ͍ ͔͔ͨͪ͒͊͡ͻ ͯ͊͊ͤͤͦ͘͟  ͚
VLAN. 

no ip dhcp snooping vlan 
vlan_id 

˭͔͙͊ͨͪͭͭΈ ͟ ͦͤͭͪͦ͡Έ ͨ ͪͦͭͦͦ͊͟͡ 5I/t ͍ ͔͔ͨͪ͒͊͡ͻ ͯ͊͊ͤͤͦ͘͟ ͚
VLAN. 

ip dhcp snooping 
information option 
allowedπuntrusted 

ͨͦ  ͯͣͦ͡;͙͊ͤΌ ͙͔ͨͪͣ 
DHCP-͔͍ͨ͊ͭͦ͟ ͫ ͦͨͼ͙͔͚ 
ун ͦͭ ζ͔͔ͤͤ͊͒͗ͤ·ͻη 
͍ͨͦͪͭͦ ͔͊ͨͪ͘΅͔ͤ 

˾͔͊ͪ͘΄͙ͭΈ ͨ ͙͙ͪͤͣ͊ͭΈ 5I/t-͔ͨ͊ͭ͟· ͫ ͦͨͼ͙͔͚ ун ͦͭ 
ζ͔͔ͤͤ͊͒͗ͤ·ͻη ͍ͨͦͪͭͦΦ  

no ip dhcp snooping 
information option 
allowedπuntrusted 

˭͔͙͊ͨͪͭͭΈ ͙͙ͨͪͤͣ͊ͭΈ 5I/t-͔ͨ͊ͭ͟· ͫ ͦͨͼ͙͔͚ ун ͦͭ 
ζ͔͔ͤͤ͊͒͗ͤ·ͻη ͍ͨͦͪͭͦΦ  

ip dhcp snooping verify 
ͨͦ  ͯͣͦ͡;͙͊ͤΌ 

͍͔͙ͪͺ͙͊͟ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͍ ͔͙ͪͺ͙͊͟ͼ͙Ό ˸ˢ˿-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ ͙ ˸ˢ˿-͔͊͒ͪͫ͊ 
͙ͫͭͦ;͙ͤ͊͟, ͨ ͙ͪͤΎ͎ͭͦͦ ͍ 5I/t-͔͔ͨ͊ͭ͟ ͤ͊ ζ͔͍͔͔ͤ͒ͦͪͤͤ·ͻη 
ͨͦͪͭ͊ͻΦ  
















































































































































































































































