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AbGOoHeHTCKMne TepMmunHasibl RG-35-Wac, RG-35-WZ. PykoBoACTBO Mo akcnyataumn. Bepcus 2.3.0

1 BeegeHwue

YctporictBa RG-35-Wac 1 RG-35-WZ asnstotcs Toukamu goctyna Wi-Fi ¢ nHTerpupoBaHHbIM
MapLupyTm3atopoM. OcHoBHOe npegHasHayveHne RG-35-Wac n RG-35-WZ: yctaHOBKa BHYTpu 34aHuii B
KayeCcTBe TOUKM A0CTyNna K pa3fIMyHbIM UHTEPAKTVBHbLIM CEPBMCAaM Mo NPOBOAHLIM 1 6eCrNpOoBOAHbLIM CETAM
nepegayv faHHbIX.

YCTpOICTBA OPMEHTMPOBAHbI Ha AOMAaLLHUX Nosib3oBaTeneli u He6onblUMe OUCHI.

B HacTosLeM pyKOBOACTBE MO 3KCrnayaraumm N3noxeHbl Ha3HauyeHne, OCHOBHble TEXHUYECKMe
XapaKkTepuCTHKKN, KOHCTPYKTUBHOE NCMOJTHEHWE, MOPALOK YCTaHOBKM, Npasuia KOH(OUrypupoBaHus,
MOHWUTOPUWHIA 1 CMeHbI NPOrpaMMHOro obecneyeHns aboHeHTCkux TepmuHanos RG-35-Wac n RG-35-WZ.

1.1 YcnoBHble 0603HaUYeHusA

MNopckasky, NpuMeYaHusa u npeaynpeXxaeHus

© nNopackasku coaepxat BaHyI0 MH(HOPMALMIO, COBETLI U/TM PEKOMEHAALMMN MO UCTIO/Nb30BaHUIO
M HacTpoWiKe ycTpoiicTBa.

MpumeyaHns cogepxart 4ONOSTHUTENIbHYI0 MHPOPMaLMIO MO UCMO/Ib30BaHUIO U HACTPOIiKe
ycTpoiicTBa.

@ nNpeaynpexaenns nHhoOpMMpYIOT NONbL30BaTENSA O CUTYaLMAX, KOTOPbIE MOTYT HAHECTU Bpef,
YCTPOWUCTBY U/IN YeNOBeKY, MPUBECTU K HEKOPPEKTHOI paboTe yCTPOMCTBA WU NoTepe AaHHbIX.
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2 OnucaHue nspenus

2.1 Ha3HaueHue

ABOHeHTCKne TepmuHanbl RG-35-Wac 1 RG-35-WZ (ganee «ycTpoiCcTBO») — efiMHble TOUKU A0CTyna

K COBPEMEHHbIM MHTEPAaKTUBHbIM CepBM1CaM Mo NPOBOAHLIM U 6eCrNPOBOAHBIM CETAM Nepeaayn AaHHbIX:
WuTepHeT mn Full HD IPTV. RG-35-Wac 1 RG-35-WZ nogkntoyaloTcsa K NpPOBOAHOWN CETM C NOMOLLbIO
10/100/1000M Ethernet-uHTepdelica, 1 ¢ NOMOLLbIO pagnovHTeEPdIECOB co34atoT 6ecnpoBOAHON AOCTYN A/1A
yCTpolicTB, nogaepxuBatolmx TexHonoruo Wi-Fi (IEEE 802.11a/b/g/n/ac/k/v) B ananasoHe 2.4 1 5 Ty,

K RG-35-Wac 1 RG-35-WZ MOXHO NoAKIUNTL A0 YEeTbIpeX YCTPOMCTB NpoBoaHoN ceTn. USB-pasbem
NCNONb3yeTca /19 NOAK/IOYEHNS BHELLHMX HAKONUTEeNen.

B ycTpoiicTBax Takke peasim3oBaH pacluMpeHHbli QOyHKUMOHaN ANns ctabuibHol paboTsl IP-TenesmaeHuns no
6ecrnpoBOAHON CeTn: NporpamMmmHbIMU CpeacTBaMy 06ecnevmBaroTcs NIaBHOCTb Y HENPEPbIBHOCTb
BocrnpousBegeHns sugeo. RG-35-Wac n RG-35-WZ nmetoT BO3MOXHOCTb O4HOBPEMEHHOWN TPaHCASALMM
BM/E0MOTOKOB 1 Nepefayn faHHbIX.

YcTpolicTBa noaAepXmBatoT COBPEMEHHbIE TPEOOBaHMS K KA4eCcTBy CEPBUCOB M MO3BO/AIT NepesaBaTb
Hanbonee BaxHbIli Tpadvk B 60/1€€ NPUOPUTETHBIX OYEPEAAX NO CPABHEHUIO C OObIYHbIM.
ObecneyeHne NpropuTA3aL K NPOUCXOAMT NPU NOMOLLM OCHOBHbIX TexHONoruii QosS.

RG-35-WZ nmeeT BCTPOEHHbIA KOHTpOsIEP «YMHOro AoMa», COBMeCTUMbI ¢ Z-Wave ycTpoiicTBamu, o5
B3aMMO/ENCTBUS C AaTumKaMm U yCTPOCTBAMU CUCTEMbI «YMHBIA AOM» 1 ynpaBieHus UMK Yyepes nnatopmy
Eltex Smart Control (Eltex SC).

RG-35-Wac 1 RG-35-WZ nogpaepxusatotr EasyMesh — TexHonoruio, kotopas 06benHAET BCe YCTPONCTBA B
e[lIMHyI0 YNpaBnsieMyto CeTb. YCTpOCTBa MOryT 1cnosib3oBaTbes B ceTv EasyMesh B kauecTBe koHTposiepa.
Mopaepxka ctaHpaptoB IEEE 802.11k/v ynyywaet pacnpefeneHuve tpaguka B ety U No3Bonsier
Npon3BOANTbL GECLLOBHOE NEPEK/IOYEHNE K/TMEHTOB MEXAY PasHbIMM TOUKamMu OCTyna 1 AvanasoHamm
NOAK/THOUEHMS.

2.2 XapaKTepuCTUKU YyCTpOMCTBa
MTaHMe yCTPOoNCTBa OCYLLECTBASIETCA Yepes BHeLWHWn agantep 5.3 B ot cetn 220 B.
Nnmepabelicbi:

* LAN: 4 nopta Ethernet RJ-45 10/100BASE-T;

« WAN: 1 nopt Ethernet RJ-45 10/100/1000BASE-T;

« WLAN: IEEE 802.11b/g/n 2.4 Ty 1 802.11a/n/ac 5Ty;
+ USB: 1 nopt USB2.0.

PyHKYyUUu:

+ CeteBble (yHKUNN:
+ paboTa B pexume «MmapLupyTusaropar», «<MocTa,
+ nopaepxka PPPoE (PAP, SPAP n CHAP-aBTopu3auus, PPPoE-komnpeccus);
* nopaepxka ctatnyeckoro agpeca v DHCP (DHCP-knneHT Ha ctopoHe WAN, DHCP-cepBep Ha
cTopoHe LAN);
* nogaepxka DNS;
* nogaepxka NAT;
* nogaepxka UPnP;
+ ceTeBoi1 akpaH (Firewall);
+ knoHuposaHne MAC-agpeca Ha WAN-uHTepdeiice;
* nogaepxka NTP;
* nopaepxka STP;
* MoAAepXKa mexaHn3MoB KavecTsa 06cnyxumsaHmsa QosS;
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* «npo6poc» nopto. (Port forwarding);
* cTarnmyeckas U guHamuyeckas MapLupytmsauus;
* orpaHu4yeHue goctyna K yctporicty Yepe3 WAN n LAN.
* Moanepxka dpyHkuwmii IPTV (IGMP-proxy);
+ O6HoBneHne MO yepes web-nHTepdeiic;
+ TR-069;
* YaaneHHblil MOHUTOPWHT, KOH(hMryprupoBaHue n HacTpolika: web-nHtepdelic, Telnet;
* YnpaeneHue Z-Wave-coBMeCT/MbIMK ycTpoiicTBamu (ans RG-35-W2);
+ Mopaepxka TexHonornn EasyMesh.

Cxema npumeHeHus yctpoincts RG-35-Wac n RG-35-WZ:

e

ﬁc:
CeTb STB NV
nposakgepa ﬁ
Wi-Fi 802.11a/b/g/n/ac/k/v
2,4 TTu/5 My, ( (r
RG-35-Wac/

RG-35-WZ

Cxema npumMeHeHus yctpoictB RG-35-Wac n RG-35-WZ B kauecTBe koHTponnepa EasyMesh:

ﬁ D
lr «O
' STB NV
RR-10 ﬁ
(AreHT EasyMesh)
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ﬁ D
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o KoHTponnep B cetu EasyMesh

ABGOHEHTCKUIT TepMUHAT MOXET UCNOb30BaTbLCA B cBA3Ke ¢ penutepom RR-10 (Bepcus MO He
Huxe 1.1.0) gnAa noctpoeHus cetu EasyMesh. AGOHEHTCKMIA TepMUHan BbINOHAET Posib

KoHTponnepa EasyMesh.

© EasyMesh

CeTtb EasyMesh siBnsietcAa eguHoii ynpaBnsieMoii ceTbio. KOHTponnep onpegensieT Hanny4iniia
nyTb A1 COEAMHEHUSA K/IMEHTA C CETbIO N GaslaHCUMpYyeT Harpy3Ky Ha ceTb. Bce HacTpoiikn
MeXAy KOHTpossiepom u areHTamu EasyMesh cuHxpoHusupytorcs.

2.3 OCHOBHbIe TeXHNn4yeckKkue napameTpbl

O6Lwwme napameTpbl

TakToBas yactota

RAM DDR (onepatvBHasi namsiTb)

ROM eMMC flash (cuctemHasn namsTb)
OnepaunoHHasa cuctema

MapameTpbl WAN-nHTepdpeiica Ethernet
KonunyecTtso nHTepdeiicos

Tvn pasbema

CkopocTb nepegayn, Méut/c

MNopaepxka ctaH4apToB

Mapametpbl LAN-uHTepdpeiica Ethernet
KonuuectBo uHTEpdheicos

Tvn pasbema

CkopocTtb nepegaun, Méut/c

Mognepxka ctTaH4apTOB

MNapameTpbl 6ecnpoBoaHoOro nHTepdelica

Konnyectso aHTEHH

Tvin aHTEeHH

1My
128 M6
16 M6 (RG-35-Wac), 32 M6 (RG-35-WZ)

Linux

RJ-45
10/100/1000, aBTOCOrIAacoBaHue”

BASE-T

4
RJ-45
10/100, aBTOCOrNacoBaHue

BASE-T

BHYTPEHHWE
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CraHgapTsl

YacToTHbIN gnanasoH

MIMO

Mogaynauus

CKOpOCTb nepenavn gaHHbIX

MakcumasibHasi BbIXOfHasi MOLLHOCTb
nepegaruvka

quCTBMTeﬂbHOCTb npunemMHmnKa

Be3onacHocTb

YmHbIli gom (RG-35-WZ)

CurHan Z-Wave mofyna Ha yacTtote
YnpaBneHue

YaaneHHoe ynpasseHue
OrpaHnyeHve goctyna
dusnyeckmne napameTpbl
MutaHne

MoTpebnsemMasn MOLLHOCTb
Pabounii gnanasoH Temneparyp

OTHOcUTeNbHaA BNaXXHOCTL NPy TeMnepartype
25°C

802.11 a/b/g/n/ac/k/v

2412-2472 MI'y,
5180-5320 MI'y,
5660-5825 MI'y,

2,41TTy 2x2
51Ty 2x2

2,4TTu: DSSS, CCK, BPSK, QPSK, 16QAM, 64QAM
5 I'Tu: BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b go 11 M6wuT/C

802.11a no 54 M6uT/c

802.11g ao 54 M6éuTt/c
802.11n(HT20) no 144 M6wuT/cC
802.11n(HT40) no 300 M6wuT/C
802.11ac(HT80) go 866 M6éuT/c

2.4T1Ty (802.11 b/g/n): po 15 abm
51Ty (802.11 a/n/ac): ao 17 abm

2,4TTy: 802.11n(MCS0): -90 dBm
802.11n(MCS4): -79 dBm
802.11n(MCS7): -72 dBm

802.11n(MCS0): -92 dBm
802.11n(MCS4): -82 dBm
802.11n(MCS7): -76 dBm

51Tu;

WEP, WPA (TKIP+AES), WPA2 (TKIP+AES), WPA/WPA2 (TKIP+AES)

869 MrI'y,

Web-uHtepdeiic, Telnet, TR-069

no naponto, no IP-agpecam, no MAC-agpecam

BHELLHWIA aganTep NUTaHns NOCTOSHHOTO Toka 220B/5.3B, 2A
He 6onee 8 BT
oT +5 go +40°C

0o 80%
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Ma6aputbl (LU x B x TN 150 x 27 x 110 mm

Macca He 6onee 0,2 kr

*
Mo ymonuaxuto ckopoctb WAN-nopta orpaHnyeHa 100 Méut/c. CHATb 3TO OrpaHnyeHre MOXHO B pasfene
«HacTtpolika noptoB»
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2.4 KOHCTPYKTUBHOE UCNOJIHEHnE

YctporictBo RG-35-Wac/RG-35-WZ BbINosiHEHO B N1acTUKOBOM Kopnyce pasmepamu 150 x 27 x 110 mm.

2.4.1 TepenHss NnaHenb ycTpoicTBa. OnucaHve CBETOBOW UHAMKALM

BHelwHWIA BUA nepeaHel naHenu ycTponcTea:

OnvcaHve NHANKATOPOB NepeaHei naHenu ycTpoicTea:

Homep VIkoHka WHgukatop CocTtosHue nHankaropa CocTosiHMe ycTpoiicTBa

1 . Power 3e/1eHbIiA, FTOPUT NOCTOSIHHO ~ BK/IIOYEHO NUTaHKe YCTPOICTBa,
O HopMmanibHas paboTta

2 » Status 3e/1eHblii, Muraet 3anyueHa dyHkuma WPS/3anyuueH
e (1 TaKT B cekyHay) npoLiecc 06HOB/IEHMA NPOrPaMMHOro

obecneyeHust ycTpoiicTea

3e/1eHbIl, Muraet naet npouecc 3arpy3ku CPE n
(5 TaKkTOB B CEKYHAY) YCTAHOBKUN COEMIMHEHWS C CETbIO
nposaligepa

3e/1eHbIiA, FTOpUT MOCTOSIHHO HOpMasibHas paboTta

3 UsB 3€/1eHbIN, ropuT USB-ycTpoicTBO NOAKOHEHO
He roput USB-ycTpoicTBO He NOAK/IYEHO
4 WAN 3e/1eHbIiA, FTOPUT NOCTOSAHHO ~ YCTAHOB/IEHO COeAMHEHME MEXAY
@ CTaHUMOHHbLIM TEPMUHA/IOM U

abOHEHTCKMM YCTPONCTBOM Ha
ckopoctn 10/100 méut/c

OpaHXeBblii, ropuT YCTaHOB/IEHO COEAMHEHNE MEXIY

NMOCTOSIHHO CTaHUMOHHbIM TEPMUHAIOM 1
aBOHEHTCKMM YCTPONCTBOM Ha
ckopocTtun 1000 mbut/c

muraet npoLecc NakeTHOW nepeaayn AaHHbIX
no WAN uHTepcpeiicy
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Howmep VkoHKa WHavkaTop CocTosiHMe nHaukaropa CocTosiHMe yCcTpoiicTBa
He roput WAN-kabesnb He Noak/o4veH
5 i WLAN 3e/eHbli, ropuUT NOCTOAHHO ceTb Wi-Fi akTuBHa B aHHOM
- ananasoHe: 2,4 Ty n/unn 51y

Muraet npoLuecc NakeTHON nepeaayn AaHHbIX
no 6ecnpoBOHOIN CETU B @HHOM
aunanasoHe: 2,4 Ty n/vnn 51Ty,

He roput Touka goctyna Wi-Fi gaHHOro
AnanasoHa oTk/toueHa: 2,4 'y n/unn 5
My,
6 LAN 3€/1EeHbIN, ropuT YCTaHOBJ/IEHO COeAMHEHE C
]‘"]' NOAKMHYEHHBLIM CETEBLIM YCTPONCTBOM
mMuraet npoLecc NakeTHoN nepefayn AaHHbIX

no LAN-nHTepdelicy

He roput LAN-ka6esnib He noak/o4eH

2.4.2 3apHsig naHenb ycTpoiicTBa. OnvcaHne NopToB U pa3beMOB

BHeLWwHWiA BUA, 3agHen naHenn ycTpoicTea:

OnuncaHne NOPTOB U pa3beMOB 3aiHEN NaHenn yCTPOocTBa:

OnemeHT 3agHeii naHenn OnucaHue

1 LAN 4 nopta 10/100BASE-T Ethernet (pasbem RJ-45) Ans noaknoYeHns ceTeBbIX
YCTPOIACTB

2 WAN Mopt 10/100/1000BASE-T (pazbem RJ-45) ana nogknioueHns K BHELIHER ceTu

3 UuUsB Pasbem USB gns nogkntoueHus BHewHero USB-yctpolictea (USB flash, xecTkuii
[INCK)

4 5vDC Pasbem g9 nogknoyeHns agantepa nutaHns

10
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2.4.3 BbokoBas naHesnb ycTpoucTBa. OnucaHne 3/1eMeHTOB yrpaB/ieHus

BHeLHMIA B, 60KOBOI NaHenun ycTpomncTaa:

1 2

OnuncaHve a1eMeHTOB ynpaB/ieHNs 60KOBO NaHenun yCTDOVICTBai

AnemMeHT HMWKHeil naHenu OnucaHue
1 (t .]) KHonka BkaoueHusi/otknoderns Wi-Fi
2 ‘, KHonka ans nogknioveHns KnneHTa no npotokony WPS

2.5 COpocC ycTpoiicTBa K 3aBOACKUM HACTpPOMKam

Ha HWxHei naHenn ycTpoiicTBa HaxoamuTcs hyHKLMOHaIbHAsA KHomMKa «F», KOTopasi NO3BOJISIET Nepe3arpy3nTb
YCTPOCTBO 1M COPOCUTL HACTPOIKM K 3aBOACKMM. IcNoNb30BaTh KHOMKY «F» HY)HO, Koraa aboHEeHTCKWiA
TEPMUHaUT BK/IIOUYEH 1 TOTOB K paboTe: nHaukatop «Power» roput 3eneHbiM, nHanKaTop «Status» roput/muraet
3€/1eHbIM WU/IN OPaHXEBbIM LIBETOM.

1. [Ons nepesarpy3ku yCTPOCTBa 3aXMUTE KHOMKY «F» B TeueHne 2-x CeKyHa, a 3aTeM OTnycTuTe.

2. [nsa 3anycka ycTpoiicTBa C 3aBOACKMMM HACTPOMKaMy HXXMUTE U yaepXnBanTe KHonky «F» 6onee 5-tn
CeKyHA, Noka nHamkatop «Status» He HaYHET MuraTb 3e/1eHbIM LBETOM. [1pon3oinaeT aBToMmatmyeckas
nepesarpyska ycTpolicTsa.

o Mpwu 3aBoackux yctaHoBkax Ha WAN-nHtepdeiice 3anyuweH DHCP-knueHT

© npwu 3aBoackux yctaHoBKax Ha LAN-uHTepdeiice 3anyuen DHCP-cepsep.
+ Adpec uHmepchelica LAN — 192.168.1.1, macka nodcemu — 255.255.255.0;
« Ana poctyna uepe3 web-uHtepdpeiic nog yuétHoii 3anucbto User umsa nonb3oBarens —
admin, naponb — password;
« Ona poctyna uepe3 web-uHtepdpeiic ¢ NOBbIWEHHBIMY NPUBUIETNAMU NOA YYETHON
3anucbto Admin uma nonb3oBaTens — superadmin , naponb — password.
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2.6 NMogknroueHue no WPS

YCTponcTBO noggepxusaet yHKUM0 nogkntoveHnsa knmenTa Kk Wi-Fi ceTm aBoHeHTCKOro TepMuHasna no
ctaHpapty WPS.

MopsAnoK NOAKNHOUEHNSA:

1. Bblbepute Ha KNIMEHTCKOM YCTPOICTBE cnocob nogkitodexHms WPS.
2. Ha npaBoii 60KOBOI NaHenn aboHEHTCKOro TePMUHaIA HAXXMUTE 1 yaepXusaiiTe B TedeHne 1-i
cekyHapb! kHonky WPS.

KNMeHT nogkntounTcst K aBOHEHTCKOMY TEpMUHaTy aBTOMaTUYECKN.

MoAk/IYeHNe KNMEHTCKOro YCTPOMCTBa K aBOHEHTCKOMY TEPMUHaUTY 3aHUMAaEeT He 6osee 2-X MUHYT. Ecnu He
yAan0Cb NOAKNIUYNTL YCTPOMCTBO C NEPBOro pasa, NOBTOPUTE NONbITKY U y6eauTech, 4to yHkuma WPS Ha
K/IMEHTCKOM YCTPOICTBE Oblnia BK/IOYEHA HE No3aHee YeM yepes 2 MUHYTbI Nocsie BKAYeHnUs yHkumm WPS
Ha abOHEeHTCKOM TepMuHase.

© o ymonuanuio cyHkums WPS BkoueHa. OTKIIOUUTB (OYHKLMIO MOXHO B web-uHTepdeiice B
meH «Wi-Fi 5 'Tu» nnu «Wi-Fi 2.4 I'Ty», B nogMmeHto «WPS».

© EasyMesh

Mpu ncnonb3oBaHun B KayecTBe KMeHTa penutepa RR-10 ¢ Bepcueii MO He Hke 1.1.0
npon3oinaET aBToMaTuyeckas Hactpoiika penutepa RR-10 B kauectBe areHTa B cetu EasyMesh.

2.7 KoMn/iekT nocTaBKu

B 6a30BbIil KOMMN/IEKT NOCTABKN YCTPOWCTB BXOAST:

1. ABGOHEHTCKWUIN TepMUHaT,

2. Apantep nutaHua 220B nepemeHHoro Toka/5.3B noctosHHOro toka, 2.0 A,
3. PyKoBOACTBO MO YCTAHOBKE U HACTPOMIKE;

4. MamATKa 0 fOKyMeHTauumu.
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3 lNopsnok yctaHOBKM

3.1 WHCTpyKUMK No TeXHMKe 6e30NacHOCTU

1.

2.
3.
4

He ycTaHaBnmBaiiTe yCTPOMNCTBO PALAOM C UCTOYHMKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypor Huxe
5°C nnu Bbiwe 40°C.

He ncnonb3ayiite yCTPONCTBO B NOMELLEHUAX C BbICOKOM BNAXHOCTbIO.

He nopgepraiite yCTPONCTBO BO3AENCTBUIO AbIMa, NblN, BOAbI, MEXaHUYECKNX KonebaHunii v yaapos.
He BckpbiBaliTe KOpryc YCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/NEM.

(%)

Bo usbexaHue neperpeBa KOMNOHEHTOB YCTPOWCTBAa U HapyLIeHUs ero pa6oThbl 3anpeLjaeTcs
pasmeLiaTb nNpegmeTbl Ha NOBEPXHOCTU 060PYAOBaHUA.

3.2 PekomeHAAUUUN NO YyCTaHOBKeE

1.

Mepen ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Haimumns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPONCTBA, COCTaBUTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTABLLNKY.
Ecnu ycTpoicTBO Haxoounoch AMTeNlbHOE BpeMS NPy HU3KOW Temneparype, nepeg Hadyaiom padoThbl
cnefyeT BblaepxaTb ero B TedeHue [ByX 4acoB Npu KOMHaTHOW Temneparype.
Ecnu ycTpoicTBO HaXo4unoch AIMTENIbHOE BPEMS B YC/I0BUSX NOBbILUEHHOW B1I&QXXHOCTW, HEOOX04UMO
nepeg, BK/IlOYEHNEM BblAepXaTb ero B HOPMaslbHbIX YC/I0BUSAX HE MeHee 12 Yacos.
YCTPONCTBO yCTaHaBNNBAETCA B FOPU3OHTA/TbHOM MOJSIOXEHUN, COB/M0A4aA NHCTPYKLMM MO TEXHUKE
6e30nacHoOCTH.
Mpun pasmeLLeHnn yCcTponcTea 418 obecneyeHns 30Hbl NoKpbITUs cetn Wi-Fi ¢ Hannyudwmmm
XapakTepucTMkamMu yunTbiBanTe cneayolme npasuna:
a. MuHumK3NpyiiTe uncno nperpag (CTeHbl, NOTONKK, Me6enb 1 Apyroe) Mexay a6oHEeHTCKUM
TePMUHaIOM 1 ApYyruMn 6ecnpoBOLHbIMU CETEBLIMU YCTPOMCTBaMU;
b. He yctaHaBnuBalite ycTpoiicTBO B6/1M3M (Nopsiaka 2 M.) aNeKTPUYECKmX, paamo YCTPONCTB;
c. He pekomeHayeTcsa ncnosb3oBatb paguotenedoHsl 1 agpyroe o6opyaoBaHue, paborarolee Ha
yacTtote 2,4 Ty, 5 I'Ty, B pagnyce aenctensa 6ecnposogHoit cetn Wi-Fi;
d. MNpenaTcTBuUs B BUAE CTEKNSAHHbIX/METAIINYECKNX KOHCTPYKLMIA, KUPNNYHBLIX/OETOHHBIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuTe/IbHO YMeHbLUNTb pagunyc gerictena Wi-Fi ceTtn.

3.3 Mopsaaok BKIKOUYEHUS

1. Mogkniounte cetesoin Ethernet-kabens, NpoBeAeHHbIV BawMM MHTEPHET-NpoBaigepom, K pasbemy WAN

2.

yCTpOWCTBA.

Ecnn ycTpoiicTBO 6yaeT Mcnosib30BaTbCsl B Ka4ecTBe AOMAaLLHEro NPOBOAHOIO MapLIpyTM3aTopa, To
nogktounte ceteBoii Ethernet-kabenb k pasbemam LAN abOHEHTCKOro TepMMHasia 1 Ballero CETEBOro
ycTpoiicTBa (KOMMbOTEP, NPUHTEP, TENIEBU3NOHHASA NpUCTaBKa 1 ApYyroe).

MoakntounTe LWHYP agantepa NMTaHns K pasbemy nuTaHus ycTpoiicTea 5V. [lanee nogkniounte agantep

K UCTOYHUKY MUTaHNA.

Mocne NoAkMYeEHUs YCTPOACTBA K CETU NUTAHUS AOXANUTECH NMOMHOW 3arpy3kn ycTpoiicTea (3T0 MOXeT

3aHATb HECKOJIbKO MW HyT) .
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4 YnpaBneHue ycTpocTBOM yepe3 web-nHtepdeinc

4.1 Ha4yano pa6oTbl

1. Ana Havana paboTbl HY)KHO MOAKNHUYMTLCA K YCTPOcTBY no nHTepdeicy LAN nan WLAN:

. MpoBoaHoe noakntoueHne (LAN):

MogxnouMTe Ball KOMMNbIOTEP K YCTPOMCTBY C NOMOLLbIO Kabens Ethernet;
=

« O BecnpoBogHoe noakntoyeHue (Wi-Fi):

MoaxntounTe Ball KOMNbOTEP, TenedoH uaun nnadwet kK Wi-Fi cetn yctpolicta (ums cetu — EltexWiFi5G
unu EltexWiFi2.4G, naponb — cepuliHblli HOMep ycmpolcmaa).

© WHdopmauusa o Wi-Fi ceTn ocTynHa Ha CTUKepe Ha HUXXHEN CTOPOHE YCTPOIiCTBa.

2. OTkpoitTe web-6pay3ep, BBeaUTe B afipecHoli CTpoke bpaysepa aapec yCcTponcTaa.

© 3asodckoii IP-adpec ycmpoiicmsa: 192.168.1.1, macka nodcemu: 25 5.255.255.0.

Mpw ycnewHoM 06HapyXXeHUn yCTPONCTBa B OKHE Gpay3epa 0Tobpa3nTcs cTpaHuLa Bxoaa B web-uHtepdeiic
C 3anpocoM UMEHM Nob30BaTenNs 1 Naponsi.

Bxopn

Onsa nocTtyna K fomeHy http://192.168.1.1
Heo6Xx04MMO yKa3aTb MMS NoSib30oBaTeNs u
naposb. MoaknoYeHne K CanTy He 3aLLmLLEHO
MmMs nonb3osartens

Maponb

OTtmeHa Bxon

CmpaHuya asmopu3ayuu web-uHmepdpelica
3. Beegute umsi nonb3oBatensi U naposib.

© [Ans yuetHoii 3anucu User: umsa nonb3osatens — admin, napons — password.
Ana yuetHow 3anucu Admin: ums nonb3oBatens — superadmin, naponb — password.

4. HaxxmuTe KHOMKy «Bxoa». B okHe 6pay3epa OTKpoeTcs cTpaHuua «FnasHas».
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4.2 TlpmeHeHue KoHdurypaumm

1. NMpuMeHeHne KoHurypawumm

‘ CoxpaHuTb CoxpaHuTb U [pUMEHWTE ’

Mo HaxkaTWio Ha KHOMKY «COXpaHUTb» MPONCXOAUT coXxpaHeHue koHdurypauum Bo flash-namsaTb ycTpoiicTsa.
UTo6bl HACTPOIKM BCTYNW/IN B CUJTY HRXKMUTE Ha KHOMKY «CoxXpaHuTb 1 MNpUMeHUTb». HEKOTOpble HACTPOMNKM
BCTYNAT B CUY TOJbKO MOC/IE nepesarpyskun ycTporctea. Cuctema npegynpeamT 06 aToM Npu HaxaTum Ha
KHOMMKY.

2. OTMeHa U3MeHeHui

‘ OTMeHa

OTMeHa 3MEHeHUIA NPON3BOANUTCS TOMBKO A0 HAXaTWA Ha KHOMKY «COXpaHUTb U MNpUMEHUTL». B 3TOM cnyyae
M3MEHEHHbIE Ha CTpaHuLLe napameTpbl 0GHOBATCA TEKYLLUMMU 3HAYEHUSMM, 3aNMCaHHbIMY B NaMSITU
ycTpoiicTBa. [Mocne HaxaTusa Ha KHOMKY «CoxpaHuTb 1 MpUMEHNUTL» BO3BPAT K NpeablayLLiyM HacTpoiikam
OyaeT HEBO3MOXEH.

4.3 MaHenb ynpaBneHUsi yCTPOMCTBOM

Bce n3amMeHeHnss HacTpoekK YCTPOCTBA BbIMOMHAKTCS NPy NOMOLWM BKNaAokK MaHenn ynpasneHus,
pacnosoXeHHOWN Ha NeBoi CTOpoHe web-uHTepdeiica.
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AGOHeHTCKMe TepMUHasbl RG-35-Wac, RG-35-WZ. PykoBOACTBO Mo aKcnayataumn. Bepcus 2.3.0

4.3.1 OcHOBHbIe 3n1eMeHTbl web-nHTepdelica

SHELTEX

1. KHonka cmeHbl si3blka web-nHTepdelica.

2. BepxHee ropusoHTasIbHOe MEHH BKIa0K.

3. JleBoe BepTUKa/IbHOE MEHIO BKNAAO0K [/18 BbINO/THEHUSI HACTPOEK.

4. OCHOBHOE MoJsie HACTPOEK YCTPOICTBA, COOTBETCTBYIOLLEE BbIOpaHHOW BK1adke 13 nons 3.

5. KHOMKM coxpaHeHnsi nsMeHeHuii KoHdpurypaumm n cépoca A0 NOCNEAHNX COXPAHEHHbIX 3HAYEHWIA.
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4.3.2 MeHo «naBHasa»

B MeHio «[1aBHasi» MOXHO NOCMOTPETL CTaTyC YCTPONCTBA, @ TAKXKE BCEX €r0 MHTEPEICOoB.

4.3.2.1 TlMoomeHro «Cmamyc»
B sTom nogmMeHto oTobpaxaeTcs MHhopmaumsi 06 yCTPONCTBE U OCHOBHbIE HACTPOKK, Takne Kak:

+ CuctemHble napameTpbl (Bpems v BepCusi NPOLUMBKN);
* MapameTpbl 6ecnpoBogHbIX HTepdeiicoB (WLAN);

* MapameTpbl UHTepdelicoB nokanbHoli cetn (LAN);

+ MapameTpbl uHTEpdeiica BHelHen cetn (WAN).

CraTtyc poyTtepa

JTa cTpaHWua oTobpaxkaeT Tekyllee COCTOAHKE YCTPOMCTRA, a TAKKE HEKOTOPbIE OCHOBHbLIE HACTPOMKM.

Cucrema

Bpema paboTbl Oday:0h:2m:4s

Bpems cOopku Tue Dec 1 12:33:58 +07 2020
Mogens ycTpoiicTea RG-35-WZ

H/W Bepcua w7

MpoussoauTENb ELTEX

CepwiiHblii HoMep VI57002832

Bepcwa NO 2.4.0-b79

KoHdourypauma 6ecnpoeogHoro nHtepcpeiica 1

Pexim T4

YacToTHbIi gnanasoH 5 GHz (A+N+AC)
SSID EltexWiFi5G
KaHan 149
LndhpoBaHue WPA2

BSSID e2:d9:e3:9f:6b:8c
KnneHTel 0

KoHdpurypaums 6ecrnporogHoro uHtepcpeiica 2

Pexum T4

YacToTHbIA avanasoH 2.4 GHz (B+G+N)
SSID EltexWiFi2.4G
KaHan 11

LUncbposanue WPA2

4.3.3 MeHo «Wi-Fi 2.4 TTu» n «Wi-Fi 5 TTu»

B meHto «Wi-Fi 2.4 T'Tu» n «Wi-Fi 5 I'Tu» BbINONHAIOTCA HacTpoiikn 6ecnposogHoii Wi-Fi ceTn. HacTtpolikn
BbinonHstoTcA ansa cetn Wi-Fi Ha wacTtote 2.4 Ty, mnam 5 I'Tu,. YCTpoiicTBO nogaepxusaet paboTy
OLHOBPEMEHHO B [IByX Auana3oHax 4acTorT.
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4.3.3.1 MoomeH «OCHOBHblEe HAaCMpPOUKU»

OCHOBHbIe HacTpoiiKu 6ecnpoBogHOro nHTepdeiica 5y,

JTa cTpaHWla NpefHazHauyeHa Ansa HACTPonKKM napameTpoe cetn Wi-Fi.

OTiMiouuTe WLAN-uHTEpeiic

OTKMO4YMTL OCHOBHYHD TOUKY AOCTyna

UACTOTHBIA AWanasoH: 5 GHz (A+N+AC) v
Wms cetu (SSID): EltexWiFi5G

LnpuHa KaHana: 80MHz hd
Kanan: ABTO hd
ABTOMaTUYECKWA BbIDOp KaHana CoBMECTUMBIIA -

+ Omkmodumbs WLAN uimepcpelic — npu yctaHoB/ieHHoM onare cetb Wi-Fi B gnanasoHe 2.4 Ty, unmn 5
My BbIKNOYEHA.
* OMK/II04UMb OCHOBHYH MOYKY docmyra — Npu yCTaHOB/IEHHOM ¢oiare OCHOBHasA Touvka AocTyna 6yaet
OTK/IHOYEeHa.
* YacmomHsbIl duarna3oH — No3BOJISET BbIOpaTh pexumM paboTbl Ans 6ecnpoBofHOro nHTepdelica B
cooTBeTCTBUM C cepueit ctaHgapTos Wi-Fi 802.11.
 Ona2.4T1Twy;
+ 2.4 GHz (B) — ecnu Bce 6ecnpoBoAHble KIMEHTbI NoAAePXMBatOT cTaHgapT 802.11b, no
[aHHOMY CTaHAapTy MakcumMasibHas ckopocTb cocTasnseT 11 Méut/c;
+ 2.4 GHz (G) — no ctaHgapTy 802.11g MakcMManibHas CKOpoCTb cocTaBnsieT 54 MouT/c;
+ 2.4 GHz (N) — no ctaHaapty 802.11n makcumasibHasi ckopocTb cocTasnsiet 300 M6uT/c;
+ 2.4 GHz (B+G) — ecn1 B ceTU NPUCYTCTBYHOT GECNPOBO/AHbLIE K/TMEHTbI C NOAAEPXKKOIA
802.11b n 802.11g, no ctaHgapty 802.11g MmakcMmasibHass CKOpOCTb cocTaBnsieT 54 MouT/c;
+ 2.4 GHz (G+N) — ecn1 B ceTu NpUCYTCTBYHOT GECNPOBO/AHbIE K/TMEHTbI C NOAAEPKKOIA
802.11g n 802.11n, To MakcumasibHasa ckopocTb cocTasnsgeT 300 Méut/c;
+ 2.4 GHz (B+G+N) — ecnu B ceTu NPUCYTCTBYIOT 6ECMNPOBO/HbIE K/TMEHTbLI C NOAAEPXKKOIA
802.11b, 802.11g n 802.11n, To MakcMMasibHass ckopocTb cocTtasnsiet 300 MéuT/c.
« Ona STy
+ 5 GHz (A) — makcumanbHasi CKOpoCTb cocTaBnisieT 54 MéuT/c;
* 5GHz (N) — paHHbIii cTaHAapT NpegycmaTpuBaeT MakCUMasibHy cKopocTb Ao 150 MeuT/c;
« 5 GHz (A+N) — cTaHaapT nogaepxmBaeT padoTy ycTpoiicTe ¢ 802.11a 1 802.11n;
+ 5 GHz (AC) — paHHbIii cTaHAapT NpegycMaTpuBaeT MakcMasibHYy CKOpoCTb 10 867 M6UT/
C
« 5 GHz (N+AC) — cTtaHgapT nogaepxusaet paboTy yctpoiicts ¢ 802.11n 1 802.11ac;
« 5 GHz (A+N+AC) — cTaHAapT nogaepxmBaeT paboTy ycTpoiicTe ¢ 802.11a,802.11nu
802.171ac ¢ makcumasibHOW CKOpoCTbio 867 MouT/C.
+ [ocmesble cemu — NO3BONSET HACTPOUTb A0 4-X SSID Ha Kaxablil Auana3oH C pas/IMyHbIMU
HacTpolikamu 6e30MacHOCTHW.

Mpu go6aBNeHMN HOBOW rocTeBOW CeTU ee Heo6xoaMMo A06aBuUTL K cyuecTBytowemy WAN-
COeAVHEeHNIOo.
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Vmsi cemu (SSID) — none BBoJa UMEHN 6eCNPOBOHON CETU, UCNOMb3YEMOI A5t NOAKYEHMS K
yCcTpoincTBy. MakcumasnbHas f/imHa UMeHn — 32 CMMBO/1a, BBOZ, C YYETOM perncrpa knasuarypbi.
[aHHbIli napameTp MOXeT COCTOATb U3 Lmdp, NaTuHCKUX Byks, Npo6enos, a Takke cumsonos “-“, “_", “.",
“" 0 # npwn atom cumsonel ‘1, 4", “#” n npo6en He MoryT CTOSITb MEPBbLIMU.
UlupuHa kaHasia — LWMpUHa NOMI0Ckl YacTOT KaHasa, Ha KOTOpoM paboTaeT 6ecnpoBofHasA ToUKa
foctyna, npuHumaet 3Hadenuns 20, 40 MIy, Ha vacTtoTe 2.4 Ty nnn 20, 40, 80 MMy Ha yactote 5T,
KaHasn — Homep kaHana ans pabotbl 6ecnpoBogHoli ceTu. MNpu BbiIbope 3HaYeHUA «ABTO»

aBToMaTnyeckn onpegendertca KaHasl C HauMeHbLLIM YPOBHEM MOMEX.

EasyMesh

B cetu EasyMesh npu nameHeHun nmeHu cetu (SSID), LUMPUHBI UM HOMEpPa KaHasla Ha
KOHTpO/Iepe HaCTPOMKM ByAyT aBTOMATMUYECKM CUHXPOHU3UPOBAaHbI C areHTamMu.

Asmomamudyeckuli BbI60p KaHasia — BbiNaAatoLLNiA CNUCOK C BO3MOXHOCTbIO BblOpaTb PEXNM
aBTOMaTUYeCcKOoro onpeaeseHnsa kaHana:
+ CoBMecCcTUMbI — BKtovaeTcsa ¢ 1 no 11 kaHan anst 2.4 Mu, ¢ 36 no 48 u ¢ 149 no 161 kaHan ana 5
My,
*+ Monb3oBarenbCKUin — NpaBo BblGOpa BK/IKOYAEMOro KaHasna npefocTas/iieTcsi Nosib3oBaTesio;
* MoNHbIA — BK/IKOYAKOTCA BCE AOCTYMNHbIE KaHaslbl.
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36|40 | 44 | 48 | 52 | 56 | 60 | 64 | 132 (136 | 140|144 | 149|153 | 157 | 161

PaspelleHHbIe KaHanbl

(VAN VRN VR VI (VRN VRN VRN v
CKpblBaTb MMA ceTh (SSID): Het -
Brnounts pexiam Wi-Fi Multimedia -
(WMM):
CKOPOCTL! ABTO -
OrpaHuyeHne nepegaqn: 0 MouT/c (0:6e3 orpaHUyeHmin)
OrpaHuyeHre npuema: 0 Mout/c (0:6e3 orpaHnyeHmin)

MaKCUManNEHOE KONWYECTEO KIWEHTOB 0

AKTUBHbBIE COBMIMHEHUS: MokasaTtk cnucok OecnpoBOAHbLIX KNMEHTOR

BrAHOYUTL KNOHWpOBaHue MAC

BKHOUYUTL PEXUM YHUBEpCANbHOM MoBTopMTENA (PaboTaeT B kauyecTse T, M KNMEHTA OQHOBPEMEHHO)

Wms cetu (SSID) gononHUTENsHOMO MHTepdeiica:

PaspeweHHbIe kaHas/lbl — BbIOOP KaHaU10B, Ha KOTOPbIX ByaeT paboTarb Touka AocTyna.
Ckpbisamb umsi cemu (SSID) — npy ycTaHOBNEHHOM ch/iare Touka A0cTyna GyaeT ckpbiTa B achmpe.
MoaxKNIUYMTLCA K HEM MOXHO 3apaHee 3Has eé SSID.

EasyMesh

TexHonorus EasyMesh HecoBMecTuMa ¢ chyHKUMeli CKpbITUA umeHn cetu (SSID).

Bknrouums pexxum Wi-Fi Multimedia (WMM) — npw ycTaHoBNeHHOM donare BkatoueHa chyHkumst Wi-Fi
Multimedia, koTOpas No3BonseT oNTMMU3NPOBATL Nepegady My/bTUMELURHOIO Tpadumka no
6ecnpoBoHoOli cpese.
CKopocmb — BblNafaloLLuii CN1COK, MO3BONAOLLNIA BbIGPaTb 3HAYEHWE KaHa/IbHOW CKOPOCTMU.
OepaHuyeHue nepedaqu — no3BOMAET 3afaTb orpaHnyeHune no nepegadve tpaduka Wi-Fi knmeHTtam.
OepaHuyeHue rnpuema — rno3BOJIAEeT 3ajaTb orpaHuyeHve no npuemy Tpaduka Wi-Fi kimeHtam.
MakcumasibHoe Kosiu4yecmso K/iueHmos — nosne Beoga konmyectsa Wi-Fi ycTpoicTs, koTopble
OLHOBPEMEHHO MOTYT ObITb MOAK/MIOYEHbI K TOUKE AocTyna. /18 TOro Ytobbl CHATb OrpaHnyeHve
BbiCTaBuTe 3HayeHwue 0.
AKMuBHbIe COeOUHEHUST — OTKPbIBAET B HOBOM OKHE Tab/uLly CO CMUCKOM BCeX MOAK/TOYEHHbIX K Wi-Fi
CETU K/INEHTOB.
Bkmodums K/1oHUpogaHue MAC — npu ycTaHOBNEHHOM doiare BbINOSHAETCA KnoHuposaHne MAC-
agpeca AN TekyLero nitepdetrica.
Bksirovums pexxum YHusepcasibHo20 [osmopumesisi — NepeBos YCTPONCTBA B peXnM paboThbl
«penutep» (paboTa B KaYeCTBE TOYKM JOCTYNa W KIMEHTa OAHOBPEMEHHO), YTO NMO3BOMUT PaCLUNPUTL
nnowaab NokpblTna cetn Wi-Fi:
* Wms cetu (SSID) pononHUTENLHOrO MHTEpdhelica — MMs pacLUMPEeHHOro MHTepdeiica, K KOTOpoMy
OyayT NoAK/IoYaTLCA NoNb3oBareny,
+ BknroyeHus npoduia 6ecnpoBogHOrO YCTPOCTBa — Npu YCTaHOBIEHHOM hnare no3sonseT
COXpaHATb NPOOWIV NOAKNIOYEHNS K APYTUM TOYKaM OCTYNa;
+ Cnuncok npodouniein — nponav NOAKIYEHNUS K APYTMM To4YKaMm A0CTyna ¢ COOTBETCTBYOLLUMMN
nmeHamu ceteld (SSID) n TMnamu LWNpoBaHms.
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4.3.3.2 TNodmeHK «PaclwiupeHHbIe»

PacwmMpeHHble HacTpoWku becnpoBoaHoro uHtepdgenca 5y
[aHHble HACTPOMKK NPeJHa3HaYeHbl ANA ONbITHBIX NONb30BaTENEA. He MEHARTE 3TH HACTPONKK, ECTH
He MMeeTe NpeACTAaBNeHUa O TOM, KaKoH 3(MeKT OHW JOMKHLI OKa3aTe Ha paboTy TOYKKM 4OCTyNa.
Mopor dparmeHTayum: 2346 (256-2346)

Mopor RTS: 2347 (0-2347)
MHTepean noceinkk naketa "Mank'" 100 (20-1024 mc)
IAPP: O BinioueHo @ BuiknioueHo
3awwta kagpoe: ® Binoueno O BriknioueHo
Arperaupa ® Brnioueno ) BuiknroueHo
KopoTKWil 3aLMTHEIR WHTepBan: ® Brnwoueno ) BeiknioueHo
WLAN Partition: ) Bkntouerno ® BriknioueHo
STBC: ® Brnroueno ) BeikmioueHo
LDPC: ® Brnroueno ) BeikmioueHo
TX Beamforming: ® Binioueno ) BeiknioveHo
Mutilcast to Unicast: ® Brnroueno ) BeikmoueHo

* lNopoe ppaemeHmayuu (Fragment Threshold) — none BBoga MakCMMasibHOTO pasmepa HenpepbIBHOMO
6/10Ka AaHHbIX ANs nepegayn no 6ecnpoBoAHON ceTu. JaHHble 6onbliero pasmepa dyayT pasouTbl Ha
yacTn — pparMeHTUpoBaHbl; NPUHUMAET 3HAYEeHUSA OT 256 A0 2346.

* lMopoe RTS (RTS Threshold) — none BBoAa MakcMasibHOMO 3anpalumBaemMoro pasmepa 6/10ka AaHHbIX
Ans nepepaun. B texHonorun CSMA/CA nakeTbl RTS (request to send) nocbinatotca 6a3oBoii cTaHumm
[0 Nepefaun peasibHbIX AaHHbIX. Mpy HaMUKMM cBo60AHOrO OKHa 6a3a oTBevaeT naketoM CTS (clear to
send), 1 KIMEHT OTCbINIAET NakeT 3anpoLLEHHOr0 pasMepa. YeM MeHblue pasmep RTS, Tem 6osbLue
BEPOSATHOCTb MONYYUTb paspelueHne o1 6a30BON CTaHLMK, TeM ObICTpee BOCCTaHAB/IMBAETCS CETb
nocne KOAAM3uUiA, HO TeM MeHbLLIE NMPON3BOANTENIBHOCTb CETU B LieN1oOM. MpuHnmMaeT 3HadeHus ot 0 ao
2347.

* VIHmepsan nocwlnku nakema «Masik» (Beacon Interval) — none BBoga npomexyTka BpEMEHU MexXay
CnyXe6HbIMM coobLEeHNAMI (MasikaMmn) B 6ecnpoBoaHOiA ceTu. CnyxebHble CO0BLIEHNSA NepeaatoT
napamMeTpbl YacTOT, NPOTOKO/10B, 6e30MacHOCTU, MOLLHOCTH NepesaTynkoB, 3a4epxXek 1 T7.4. NMpuHumaet
3HadeHns ot 20 go 1024.

+ IAPP — npotokon IAPP (Inter-Access Point Protocol), no3sonstoLmii KnneHTam, HaxoasLMMcs B
pPOyMUHIe MapLupyT1saTopa, B3aMMo4eicTBOBaTb BHYTPY OAHOIO CerMeHTa ceTu, NocpeacTBOM
nepenoaxtoyeHns K gpyroMy MapLupytusartopy. IHhopmaums o knveHTe nepegaeTcs OT O4HOM TOUKM
AOCTyna K Apyroii n Ha eé OCHOBaHWM OCYLLECTBASETCH NEePenoaKNoYeHe KIneHTa.

+ 3awuma kadpos (Protection) — cneumnanbHblii MexaHu3m ans ceteii 802.11b/g. BkntoueHne mexaHmuama
rapaHTMpyeT BO3MOXHOCTb paboTbl MeA/1eHHbIX YCTPONCTB cTaHAapTa b B cpege ¢ 60nbLwimnm
KO/IM4eCTBOM BbICOKOCKOPOCTHbIX YCTPOWCTB CTaHgapTa g. 3T0 4OCTUraeTCs NyTemM yBe/MYeHns
BPEMEHM 06CNYXMBaHUA CTapbIX KNIMEHTOB, 3aJiaHns 419 HAX MeHbLUero pasmepa okHa RTS 1 cHmxeHus
06LLEero 6bICTPOAENCTBUSA CETU.

+ Aepeezayusi (Aggregation) — BK/IlOUEHNE BO3MOXHOCTU 06bEAVHEHNA HECKO/TbKUX MasIEHbKMX NaKETOB
ANs nepefayn B 0O4HOM 60/bLIOM.
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* Kopomkuli 3awumHbIli uHmepsas (Short GI) — cpeCTBO CHUXXEHMS OLUMGOK Npu B3auMogeicTBUN
paano yCTPOMCTB — NYCTON NPOMEXYTOK Mexay nepefaBaeMbIMU LeCTHaALATEPUYHBbIMU CUMBO/IAMU
(0,1, ... E, F). CTaHaapTHbIi ANvHHBIN 3awmTHbIi nHTepBan (Long Gl) nmeeT npogomkmtensHocTb 800
HC. CunTaeTcs, YTO 3a 3TO BPEMS CUrHaU1 NMOMHOCTLIO AOXOANUT A0 NPUEeMHMKA C YYETOM BCeX 3a[iepXKeK U
OTpaxeHwuii. o ncteyeHnm aToro MHTepBasia, nepegaetcs cnegyowmii cumeon. Short Gl gnntesa 400 Hc.
Wcnonb3oBaHune Short Gl noBbiwaeT 06LLy0 NPON3BOAUTENILHOCTL 6ECNPOBOAHON CETU NPUMEPHO Ha
11%, HO HOTAA BeEeT K yBe/IMYEeHUIO OLWIMOOK nprema/nepesayv.

WLAN Partition — BKNOYEHNE 3anpeTa B3aMMOAENCTBNS 6eCnpPOBOAHbIX KNIMEHTOB MeXAy Co60ii

(M30nauma 6ecnpoBOAHbLIX KTMEHTOB).

+ STBC — Bk/toveHne mexaHusma Space Time Block Coding (STBC), ncnonb3yetcs B 6ecnpoBoAHbIX CETSX
ANA nepefayy Konuin NoToka AaHHbIX Yepe3 HECKO/IbKO aHTEHH U ANs obecrneyeHns npuema pasHbixX
Bepcuii 6n1oka faHHbIX B LieNSIX NOBbILEHNS HAAEXHOCTM 06MeHa faHHbIMW. VI3BECTHO, UTO
paanocurHasl pacnpocTpaHaeTcs B cpefe No AOCTaTOYHO CNIOXHbLIM TPaeKTOPUsM 1 NOABEPXKEH
B/IMSAHUIO OTPaXXeHUs, pedhpakLmn, paccenBaHns, a Takke NCKaxaeTcs BO34eNCcTBMeM TEN0BOIO Wyma
NPUEMHNKA, YTO B KOHEYHOM CYeTe NPUBOAUT K TOMY, YTO OAHW KONWUK NepefaHHoro curHasia MmoryT
OKas3aTbCA 3HAYMTE/BHO Jlyylle Apyrux (MEHEE UCKaKEHbI). DTa N3GbITOYHOCTL MOBbLILLAET BEPOSATHOCTb
KOPPEKTHO AeKoAMpOoBaTb CUTHaUT U3 HECKOJIbKMX €ro KOMuil Ha NnpueMHol ctopoHe. TexHonorus STBC
06beanHAET BCe KONUM NPUHATOrO 6/10Kka AaHHbIX ONTUMasibHbIM 06pa3oM A/15 U3BneYeHns
MaKCYMaJ/IbHOro KonmyecTBa MHAPOpMaL MmN U3 Kakaon U3 HUX.

* LDPC — ncnonb3oBaHve KOPPEKTMPYIOLLEro Koga ¢ Masoi N/I0THOCTbLIO NPOBEPKN HA YETHOCTb Low-
density parity-check code (LDPC), koTopblii No3Bo/ISIET 6onee achhekTUBHO 0GHaPYXMBaTb 1
ncnpassaTb BO3MOXHbIE OLUMOKM Npy nepegave curHana yepes 6ecnpoBogHON NHTepdeiic.

« TX Beamforming — TexHonorus, nogpasymMeBatoLias hopMyvpoBaHne 3/1EKTPOMArHUTHOIO MO aHTEHHbI

6a30B0iA CTaHUWM B Aa/ibHel 30He B BUAe Y3KOHAarNpaB/eHHOro r/1aBHOMO sienecTka, OPUEeHTUPOBAHHOIO B

CTOPOHY abOHEHTCKOro YCTPOCTBA C BO3MOXHOCTHIO M3MEHEHMWSA HanpaB/ieHHbIX CBOWCTB Npu

N3MEHEHWMN NOJTOXEHUSA 3TOT0 060PYA0BaHUSA.

Multicast to Unicast — no3BonsieT nepegasatb 6ecnpoBogHbIM ycTpolicTBam Multicast notok B Buge

Unicast.

TDLS Prohibited: Bintoweo © Bointouero
TDLS Channel Switch Prohibited: Brmouero O BoioueHo
MOLLHOCTb pagno-Moayns: O 100% 80% 60% 40% 20%
802.11k Support: O Brnrouero BbikntoyeHo
802.11v BSS Transition Support: O Bunoueno BbIK/THOYEHO

* MowHocmb paduo-mody/isi — BbI6Op 3HadYeHnsa mowHocTu Wi-Fi mogyns.

+ 802.17k Support — nogaepxka TexHonoruv 802.11k ana ynpaeneHus paguopecypcamu.

802.11v BSS Transition Support — BktoveHne TexHonorum AP Steering onsa nepeknioveHns KmeHTos/
areHToB Mexay Toukamu goctyna.

BknroueHue HacTpoek 802.711k, 802.11v BSS Transition Support Heo6xo4MMO AN KOPPEKTHOM
pa6oTbl TexHonorum EasyMesh.
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4.3.3.3 lNoomeH «be3onacHocmb»

HacTtpoiika napameTpoB 6e3onacHOCTU AN nHTepcpeiica 5y,

[aHHble HaCTPOMKKM NO3BOMAIOT 3a/1aTh NapameTpsl Ge3zonacHocTH. Beibop TUNa WWPOBAHWS NOMOXET NPEAoTEPaTHTh
HECAHKLIMOHMPOBAHHBIN A0CTYN K BECNpoBOgHON CETH.

BoibepuTe SSID: OcHoBHanA T[ - EltexWiFisG hd

CoxpaHnTk CoxpaHnTe 1 NpUMEHUTE OTmeHa

MeTog NpoBepKY NOANMHHOCTI: WPAZ -

MeTog ayTeHTUhHKaLI: Enterprise (RADIUS) O personal (Pre-Shared Key)
Tun wuchposaHna WPAZ: TKIP AES

3aluTa ynpasnawoLnx Kapos: O Buiknioueto COnNUMoOHaNbHD ObazatensHo
DopMaT KoHa: Kniou GesonacHocTy -

Kntou: Mokazate Napons
BoccTaHoBneHue napons

* Bbibepume SSID — BbI6Op CeTK, /19 KOTOPOW ByAeT BbINO/HATLCSA KOH(bUrypmpoBaHue.
* Memod nposepKu nod/IUHHOCMU — BbIGOP pexuma 6e30nacHOCTN 6eCnpOBOAHON CETU:

* BbiK/1l04€HO — WwWnppoBaHe 6ecnpoBOfHON CETU OTCYTCTBYET, HU3KMUIA YPOBEHb 6€30NacHOCTY;

+ WEP — wudposaHne WEP. WEP-k/11o4 fo/mkeH COCTOATL M3 LWeCTHaAUaTeEPUYHbIX LUp 1 UMeTb
anuny 10 unm 26 CMMBO/OB, IMG0 [I0/IKEH 6bITh CTPOKOV (CUMBOJIbI @-Z, A-Z, 0-9, ~I@#$%"&*()_-
+=) N UMETb A/IMHY 5 Unn 13 CMMBO/OB;

+ WPA — wndpposarrne WPA. [invHa knoya coctasnsaeT ot 8 Ao 63 cumsorsios. Pa3peluaeTcs
CMNO/b30BaTh TOMLKO CUMBOSLL: a-Z, A-Z, 0-9, ~!@#S8%*&*()_-+=;:\\|/?.,<>""" unun npoben.

+ WPA2 — wndpposanve WPA2. iyivHa kntoya coctasnser ot 8 fo 63 cumvBonoBs. Paspeluaerca
CMNO/b30BaTh TOMILKO CUMBOSLL: 8-z, A-Z, 0-9, ~!@#S$%*&*()_-+=;:\\|/?.,<>""" unu npoben.
LLngppoBaHne WPA2 obnagaet ropasgo 60/bWMM YPOBHEM 3aLLMTbl N0 cpaBHeHuto ¢ WEP;

+ WPA-Mixed — wudpposaHne WPA n WPA2. invHa knoya coctaBnset ot 8 Ao 63 cMMBOJIOB.
PaspeLlaeTcs UCMo/b30BaTh TO/IbKO CUMBOJIbI: a-Z, A-Z, 0-9, ~|@#S$%"&*()_-+=;\\|/?.,<>"" unu
npo6en.

© PekomeHpyeTcA UCNONbL30BaTh pexumM 6esonacHocT WPA2 kak HauGonee 6e30nacHblii.
EasyMesh
TexHonorusa EasyMesh coBMmecTuma TonbKO ¢ pexumom 6e3onacHoctu WPA2. Mpu

Heo6X0AMMOCTN CMEHbI peXxumMma 6e30NacHOCT HEOGXO4MMO OTK/TIOUUTL PEXMM KOHTpO/iepa
EasyMesh Ha ycTpoiicTBe.

© EasyMesh
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B ceTu EasyMesh npu nsmeHeHun napons unm HassaHus cetu (SSID) Ha KOHTponnepe
HaCTPOIKM GyAyT aBTOMAaTUYECKN CUHXPOHU3NPOBaHbI C areHTaMu B CETU.

Memoo aymeHmugbukayuu — BbIGOp cnocoba ayTeHTUmKaLmm npy NogKNHYeHNN yCTPOMCTBa.
BapuraHTbl 3aBUCAT OT BbIGOpa MeToAa NpoBepKy NOA/IMHHOCTU:
+ Open System — ayTeHTUMKaUUS B peXUMe OTKPbITON cUCTeMbl He TpebyeT napons, obnagaet
HU3KUM YPOBHEM 3aLM1Tbl
+ Shared Key — ayTeHTupmKaums ¢ UCnosib3oBaHNEM 06LLEro ki4a K cetn ans wudposanHus WEP;
+ Auto — aBTOMaTU4eCKUin BbIGOP NOAXOAALLEr0 cnocoba ayTeHTUmKaumm;
+ Enterprise (RADIUS) — npoTokon, npegHa3HayYeHHbIli Ana o6ecneyeHunst LeHTpasim30BaHHOM
ayTeHTudmrkaumm, asTopusaLmnn 1 yyeta nonb3osaresnei.
+ Personal (Pre-Shared Key) — ayTeHTudhmKaumsa ¢ MCnosib3oBaHNEM OGLLENO NAPOSIA K CETU.
Tun wugpposaHuss WPA/WPA2 — Bbi6op Tuna wndposanua TKIP nnn AES.

Cnyx6a WPS 6yaeT BbIK/1HO4Y€EHa, ec/iv BbIGpaH MeTog npoBepku nognanHHoctu WPA unu
BblOpaH Tun wudposanus TKIP.

AnuHa k1oya — BbIGOP ANVHbI K/itoyva npu wudposaHun WEP: 64-bit nnm 128-bit.

3awjuma ynpasnisrouux Kaopos — BK/IOYeHUe 3awumsl (hpeliMos yrnpassieHus. [1pu sbibope sapuaHma
OMNYUOHa/IbHO 0CMYIEH MyHKM C BK/IIOYEHUEM ghyHKYUU XawuposaHusi no aszopummy SHA256.
dopmam kro4da — Bbl6op dhopmara knova wudgposaHusa: Hex nnn ASCI gna wndposaHns WEP, a
Takke Passphrase («cekpeTHasi hpaszar) unm HEX64 (64 cumsona) ans WPA2 n WPA-Mixed.

Knrou — none BBoAa Kntoya LWMpoBaHus, No KOTOpoMy ByaeT obecrneunsaTbesa AOCTYN K CETH.
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4.3.3.4 [MoomeHro «Ynpas/ieHue 0ocmyrnom»

B nogmeHto «YnpasneHvue fOCTyNoM» BbINOSIHAETCA HacTpoiika dounstpaumm goctyna no Wi-Fi n MAC-agpecy
KNneHTa.

YnpaBneHune goctynom 5y,

"Benblii cnUCoK” NO3BONAET NOAKMHYATLCA TOMBKO KNMEeHTaM U3 JaHHOro cnvucka. MyHKT "YEpHkIi cnvcokK” orpaHuyMBaeT
OOCTYN K TOYKe AOCTYNa ANA KAMEeHTOB W3 3TOr0 CNKCKA.

PexumM KOHTpONA AOCTYNA: BbIknQyeHo hd
MAC-aapec

KommeHTapui:
CoxpaHnTs CoxpaHnTs 1 [NpUMEHUTL OTmeHa

CMKUCOK YCTPORCTB /719 BbIGPaHHOTO PEXWMA KOHTPOMS A0CTYNA:

MAC-agpec KommeHTapun:

OUYUCTHUTL

* Pexxum KoHmposisi docmyria — BblOGOP OAHOIO N3 Tpex PexmnmoB paboTbl ¢ 6ecnpoBOAHbIMN
yCTpOliCTBaMMU:
* BbIK/IIOYEHO — HET OrpaHMyeHnin No NOAKNHOHYEHMIO YCTPOIACTB;
+ Bbenbiin cnucok — K Wi-Fi ceTn moryT nogkiioumnTbes ToNbKo ycTpolictea ¢ MAC-agpecamm us
Crvcka paspeLLeHHbIX;
*+ YepHbIin cnucok — K Wi-Fi ceTn moryT nogknoyatbCcs Bce YCTPOICTBA, 38 UCK/II0YEHNEM
nepeyncrieHHbIX B CrcKe.
* MAC-adpec — none Beoga MAC-agpeca ycTpoicTea. Aapec BBOAUTCS CM/IOLUHbIM TEKCTOM C
pasgenutenamu unm 6es, Hanpumep: a8f94b214fa0 nnn a8:f9:4b:21:4f:a0.
* KommeHmapul — none gna KOMMeHTapusa K gaHHomy MAC-agpecy. He o6s3atesibHO 4151 3an0/IHEHUS.
[ns yno6cTBa pekoMeHAyeTcs 3anncbiBaTb Ha3BaHye YCTPOWCTBA, AJ/19 KOTOPOro 3aBoAMTCA 3annch B
CMKXCOK.
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4.3.3.5 MoomeHto «O630p cemeli u nooksodeHue Kk WISP»

B nogmeHto «O630p ceTeli u nogxnodeHne K WISP» moxHo 3anyctutb nouck apyrux Wi-Fi ceTeli B 3agaHHOM
4aCTOTHOM Auana3oHe C Lie/blo onpeseneHns MUHUMasIbHO 3arpy)XeHHOro kaHasa npy TOHKOW HacTpolike
ceTun.

O630p GecnpoBogHbIX ceTen 5Ty,

JTa cTpaH1ua COASPUT MHCTPYMEHT ANA CKaHWpPOBaHWA DecnpoBOAHOR ceTH. 3aechk MOMHO NOAKMIOUMTLCA K HailaeHHOR
TouKe gocTyna npu pabote uHTepdeiica Wi-Fi B pexvme knweHTa. BozmoxHa ycTaHoBka cepTudmkaros 802.1x.

lNpockaHWpoBaTb
Mpacthuyeckoe npeacTasneHue

SSID BSSID Kanan: Pexum LnhpoeaHne CurHan, dBm
Home Wi-Fi_5g E2:D9:E3:7D:AAZ4 56 (A+N+AC) AP WPA2-PSK 52
Guest_bg ABFI:4B.BO22:AA 52 (A+N+AC) AP no 77
Test_guest_5g E0:D9:E3:8AAAMB 36 (A+N+AC) AP no -86

4.3.3.6 MoomeHo « WPS»
B noameHto « WPS» BbinonHsieTcs HacTpoiika npotokona WPS (Wi-Fi Protected Setup).

WPS — cTaHgapT nosnyaBTomaTMyeckoro co3gaHunst 6ecnposogHoi cetn Wi-Fi. Liensto npotokona WPS
ABMSETCA YNPOLLEHNe npoLecca HacCTpoikn 6ecnpoBogHoli cetn. WPS aBTomaTnyeckn 0603HavaeT UMsi CeTu 1
3aiaeT WugposaHne Ans 3aWnTbl OT HECaHKUMOHMPOBAHHOIO A0CTyNa B CETb, NPV 3TOM HET HEOBXOANUMOCTH
BPYYHYO 3aaBaTb BCe napamMmeTpbl.

HacTtpoika sawmwénHoro Wi-Fi (WPS)

WPS (Wi-Fi Protected Setup) obecneunsaet nerkuid u HesonacHslit cnocob co3gaHua becnpoBogHoli ceTw. [na 3anycka
WPS Bbibepute Start unu HaxmuTe kHonky WPS Ha G0KOBOI CTOPOHe YCTPOMCTBA B TEYEHWU 3-X CeKyHA,.

OTHNOYNTE WPS

CoxpaHuTh CoxpaHuTe 1 MpUMEHUTL OtmeHa
3anyctuTb

OCTaHOBUTL

TekyLUMe HACTPOIKM NapaMeTpos He30nacHoCTy:

MeTog npoBepkn NOAAMHHOCTI: WPA2-Mixed PSK
LWndposanme AES

®yHKUMa WPS MoXeT 1cnosb30BaTbCH OTAENBHO A19 KaXKA0ro AMana3oHa 4yacTtorT.
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|/|CI'IOJ'Ib3yFI TEPMUHOIOTNIO WPS, yCTpOI7ICTBO MOXET HaxXoaAnTbCA B ABYX COCTOAHUAX:

1. CkoHgpypupoBaHHoe (Configured) — Touka goctyna (xoTa 6bl B 0AHOM AManas3oHe 4yacToT)
CKOH(pMryprpoBaHa — 3TO 3HA4YUT, YTO HACTPOEHbI UMA CETY, NapameTpbl LUNGPOBaHNSA 1 Apyrue
napameTpbi;

2. HeckoHgpurypuposaHHoe (Unconfigured) — Touka gocTyna B 060Mx AvanasoHax YacToT He
CKOH(UryprpoBaHa — 3To 3HauuT, YTo BCce napameTpbl Wi-Fi MMeloT HacTpoliki No ymo4yaHuio.

B 3aBMCUMOCTU OT COCTOSIHWA TOUKM A0CTYyNna HeKoTopble oyHKUM WPS MoryT 6bITb 3a6/10KMPOBaHbI.

* Omksmoyums WPS — npu BbicTaBneHHoM donare doyHkumsa WPS 6yaeT oTk/oyeHa Ha BblIGpaHHOM
AvanasoHe.

+ 3arnycmumse — BbINOHAET PyHKUMM KHONKM WPS Ha koprnyce ycTpoiicTsa. lMogkntoyeHme kiaveHTa
MPOVCXOANT aBTOMAaTUYECKM MOC/e HaXKaTUA Ha AaHHYI0 KHOMKY. MoaknoveHne knaveHTa no kHonke PBC
BO3MOXHO Kak 13 cocTosiHna «Unconfigured» (Touka goctyna He CKOH(UIrypmpoBaHa), Tak 1 13
cocTosiHua «Configured» (Touka focTyna ckoHUryprpoBaHa). MNpw NOAKIOUEHUN N3 COCTOSIHUA
«Configured» kIMeHT NonyyaeT HACTPOEHHbIE HA YCTPOWCTBE UMSI CETU 1 NapameTpbl WndpoBaHus. Mpu
nogktoyeHnn n3 coctosiHus «Unconfigured» ycTpoiicTBO aBTOMATUYECKM FTEHEPUPYET N Ha3Ha4YaeT
KNIMEHTY NMSA CETU U NapaMeTpbl WwWndposaHusa. INocne Haxatua Ha kHonky PBC dyHkuma WPS aktusHa
B TEYEHNE OBYX MUHYT.

+ OcmaHoBsUMb — NPUHYANUTENIbHO NPEeKpaLLaeT NpoLuecc co3faHnsa HoBoro nogknoyeHus no WPS. Takxe
npoLecc npekpalLaeTcs aBTOMaTUYecku, eCNn B TEYEHUE ABYX MUHYT He yAas10Cb CO34aTb COeAVHEHNS.

4.3.3.7 [ModmeHr «PacriucaHue»

B 3TOM MeHI0 3a4atoTcsa MHTEpBasibl paboTbl 6ECNPOBOAHOIO MHTEPEica B pa3/IMYHbIe Yackl 1 AHW HeAesN.
Mpw BKIOYEHHOW (hyHKLMM GeCnpoBOAHasA CeTb OyeT HeOCTYNHA BO BPEMS, HE BXOASLLEe B pacnucaHue. Mo
YMO/TYaHMIO (PYHKLMSI pacnmcaHus BbIK/IOUEHaA.

PacnucaHune pa6oTbl 6ecnpoBogHOro uHtepdeiica

3Ta cTpaHMua No3B0MMT 3a0aTh pacnucadue paboTel BecnposoaHoro uHTepdeiica. MoxanyiicTa, He 3a0yaLTe HACTPOWUTbL
CUCTEMHOE BpeMsi Nepeq, BKIKYEHWeM AaHHOR onuuu,

BKNHOUYWTE paboTy No PACNMCAHUID

MepeknioyaTent pexvuMa TaliMepa

# NeHs or No Neictene
¥ yac 00 ¥ yac -
1 BockpeceHbe ¥ ' ’
hd 00 - (neAcTeme)
MWH. MUIH.
¥ yac 00 ¥ yac -
2 BoOCKpeceHbe ' ’
- 00 - (nefcTemne)
MWH. MUH.
¥ yac 00 ¥ vac -
3 BocKpeceHbe ' ’
- 00 - (neicTemne)
MWH. MUIH.

* Bk/rouums pabomy o pacrucaHuto — npu BbictaBneHHom donare Wi-Fi ceTb B BbIGpaHHOM AuanasoHe
paboTaeT B COOTBETCTBUU C YKa3aHHbIM pacrnvcaHnem.

* [epeksrodamesib pexuma malmMepa — Npu BbICTaB/IEHHOM doyiare pacnvcaHve paboTaeT B pexume
nnaHMpoBLLMKa 3afaHuii. BbibpaHHoe nosib3oBaTenem AencTBne BbINO/THUTCA B 3af,aHHOE BpPeEMSI.
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4.3.4 MeHo «<EasyMesh»

B 3TOM MeHI0 fOCTYNHO KOH(UIyprpoBaHe napameTpoB KoHTposepa EasyMesh, a Takxe nHgopmauus o
cetu EasyMesh.

4.3.4.1 TNoomeH «OCHOBHbIE HACMPOUKU»

B nogmeHto «OCHOBHbIE HACTPOIKM» AOCTYMNHO KOHDUTypupoBaHue napameTpos EasyMesh.

OcHOBHbIe HacTpolku EasyMesh

37Ta cTpaHuUa UCMonk3yeTca AnA koHdurypupoeanua EasyMesh-napameTpoB TOYKW JOCTYNA.

Mma ycTponcTea: EasyMesh_Device

Pexum KoHTpOnnepa: ® BrmoyeHo O BolkmodeHo

[obaeuTk HoBoE EasyMesh-yCTpoHCTBO
CoxpaHuTs U [NpUMeHHTL

* VImsi ycmpolicmsa — nosne BBOAa UMEHUN KOHTpossiepa B ceT EasyMesh.
* PeXxum KoHmpo/isiepa — BK/IIOUYEHUE 1 OTK/IIOUEHNE pexuMa KoHTponsiepa EasyMesh.

© o ymonuaHuio pexum KOHTponnepa BK/TIOUEH.

+ [Jobasumb Hosoe EasyMesh-ycmpolicmso — npn HaxkaTumn Ha KHOMKY 6yaeT akTuBupoBaHa ceccusa WPS.
B TeueHun gByx MMHYT HEOBX0AMMO HaxkaTb kHoNKy WPS Ha ycTpolicTBe-areHTe ans gobasneHus ero B
ceTb EasyMesh. [lo6aBneHne HOBOro yCTpoNCTBa NPON30AET aBTOMaTNUYECKUN, UIBMEHEHUSA 0TOOpa3ATCA
B NOAMEHI0 «TOMoNorna».

4.3.4.2 [MoomeHro «Tornosioausi»

B noameHto «Tononorusi» AoctynHa nigopmauus o cetn EasyMesh. MisHayanbHO B TONONOMMM OTOGPaXEHO
NULLb 0AHO YCTpoicTBO — RG-35 B Ka4ecTBe KOHTposepa.

Tononorua cetun EasyMesh

JT1a cTpaHvua oToDpaxaeT Tononoruk cetu EasyMesh.

Tononorna ceTu:

EasyMesh_Device

MAC-anpec: 02:20:80:B8:E9:7B
|P-agpec: 192.166.1.1

HoBoe ycTpolicTBo nocne gobasneHns B cetb EasyMesh 6yget otobpaxkeHo B Tononornn. s ycTpoincTs
EasyMesh B Tononoruun goctynHa nHcopmauyma o MAC-agpece, IP-agpece, guanasoHe NOAKNIOYEHNS, a Takke
YPOBHe CurHana.
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Tononorua cetu EasyMesh

3Ta cTpaHuua oTobpaxkaeT Tononorui ceT EasyMesh.

Tononorva ceTH:

EasyMesh_Device

MAC-agpec: 02:20:80:B8:ES:.TB

IP-agpec: 192.168.1.1
EM_Agent_d952
MAC-agpec: ES:28:C1:CF:D9:52 [ogkniyeHue: 5Ty
IP-agpec: 192 168.1.10 YpOBEHE CUIHaNa: 99%

OGHOBUTBL

* [MoOpobHee — Npu HaXKaTUM Ha KHOMKY MOXHO MPOCMOTPETb CMUCOK MOAK/THOYEHHbIX K YCTPOCTBY
areHToB U K/IMEHTCKMUX YCTPOUCTB U MHpopMaLMIO O HUX. 15 NOAKNHOYEHHbIX KMEHTOB AOCTYNHA
nHcpopmayma o MAC-agpece, guanasoHe NOAKNHOYEHUS, YPOBHE CUrHa/Ia U KaHasIbHON CKOPOCTMW.

Uudopmauna o6 ysne cetn EasyMesh

3Ta CTpaHuLA MCNONL3YETCA ANA KOHDUIYpUpoBaHuA EasyMesh-napaMeTpos TOYKK A0CTynAa.

MogkntoyeHHsle EasyMesh-areHThl:

MAC-aapec WMmaA ycTpoicTea IP-agpec YpOBEHb CHIHANA [OJKNKYEHNE

ES8:28:C1:CF:D9:52 EM_Agent_d952 192.168.1.10 a97% ally

MNogkNHYEHHBIE KNWEHTHI:

MAC-anpec YpoBEHb MoaKioYeHHe KaHanbHasA CKOpOCTb KaHanbHaA CKopoCTb
CHrHana IO KNWeHTa OT KNHEHTA
96:DA4AGATF4.BA 73% alry 135 6

OOHOBUTE 3aKpLITh
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4.3.5 MeH «TCP/IP»

B aToM MeHIo focTynHbI 418 KoHpuryprposaHus napametpbl LAN 1 WAN nHTepdeincoB yCTPOCTBa, a Takke

napameTpbl CoeHeHnin ¢ ncnonb3osaHnem VLAN.

4.3.5.1 TlMoomeHro «Hacmpolika LAN»

B nogmeHto «HacTtpoiika LAN» HaxogaTca napamMeTpbl NoKasibHbIX MHTepdenicos ycTporicTtea u DHCP-
cepsepa.

HacTtpoiika LAN-uHTepdeiica

3Ta cTpaHvua npegHasHadyeHa Ans HAcTpoiky napaMeTpos JlokansHoi BeluncnutensHoil CeTw, nogknoyeHHol Kk LAN-
nopTam poyTepa. 3[4eck MOXHO U3MeHWUTL IP-agpec, Macky nogceTtu, HacTpoiku DHCP u npouee.
IP-agpec 192.168.1.1

Macka noaceTn: 255.255.255.0

OCHOBHOR LWMHO3:! 192.168.1.1

DHCP: Cepsep hd

HauaneHwid agpec nyna |P-agpecos: 192.168.1.10

KoHeuHslid agpec nyna IP-agpecos: 192.168.1.200

Bpems apexgbl DHCP: 480 (1 ~ 10080 MWUHYT)

MmA gomeHa: rglocal

MNogpepwya STP: BrnoyeHo hd

KnoHWpoeate MAC-aapec: 00:00:00:00:00:00

+ IP-adpec — nokanbHbIii IP-agpec ycTpoicTtea. 15 NOAKIYEHHbIX KNIMEHTOB 3TO OyAeT agpec
OCHOBHOTrO Wnto3a. Mo ymonyanmio 192.168.1.1.
* Macka nodcemu — 3HauyeHne mackun LAN-ceTu. Mo ymonuaHmio 255.255.255.0.

+ OcHosHoU W/1103 — afpec LLUM03a, Ha KOTOPbIn OTNPAaB/ISETCS NaKeT, KOrAa MapLipyT K CETW Ha3HaYeHus!

NnakeTa HEN3BECTEH.

+ DHCP — BkntoyeHune nav otkoueHe sBHyTpeHHero DHCP-cepBepa ycTpoiicTBa ans nogkitodeHns LAN-

K/TMEHTOB MO 3TOMY MPOTOKOJTY.

* HauasibHbIl adpec rnyna IP-adpecos — 3HavyeHue HadanbHoro IP-agpeca, HauMHas ¢ KOToporo 6yayT

BblAaBaTbCAd afpeca K/IMeHTaM. A,qpec AO0JDKEH nonagatb B AnanasoH Bbl6paHHOVI CeTn.
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+ KoHeuHblIl adpec nyna IP-adpecos — nocnegHuin IP-agpec, KOTopbIii YCTPOICTBO MOXET BblAaTb K/IMEHTY
. T1o ero fOCTXEHNIO My CYMTAETCA UCUHEepnaHHbIM 40 MOMEHTa OCBOOOXAEHMUSA Y)Xe 3aHATOro ajpeca.
Afpec fo/mKeH nonagatb B AuanasoH BblIOpaHHOW ceTw.

* [Mokazamb criucok akmusHbix DHCP-Kk/iueHmos — oTo6paXkeHne cnmcka NoAKIYEHHbIX K YCTPONCTBY
K/IMEHTOB.

* Bpewms apeHObl DHCP — none BBOAAa BPEMEHU apeHbl B MUHYTAX, MO UCTEYEHWNIO KOTOPOTOo K/IMEHT
A0/mKeH Mbo ocBo6oANTb agpec, MO0 NPOAINTL Ha TaKO Xe NPOMEXYTOK.

* Hacmpouka cmamuydecko2o DHCP — no3BonseT 3afatb cratudeckue |IP-agpeca noak/IoyeHHbIM
KNIMeHTam.

* ViMs domeHa — none Beoga umeHn gomeHa DHCP-cepepa.

* Moddeprxka STP — npotokos STP HeobxoAnM ANns ycTpaHeHUs neTesib B TONOI0rMN NMPON3BOJIbHON CETU
Ethernet, B KoTOpOli ecTb 04nH unn 6onee ceTeBbIX MOCTOB, CBA3AHHbIX U30bITOYHbIMU COEANHEHNSMM
(NpenATcTBYeT 06pa30BaHNI0 CETEBLIX KONMEL,).

* KnoHuposamb MAC-adpec — none BBoga nn1a nsmeHenmsa MAC-agpeca LAN-NopToB ¢ 3aBOACKOrO Ha
CTOPOHHWIA.

4.3.5.2 [MoomeHro «<Hacmpolika WAN»

B nogmeHto «<HacTtpoiika WAN» MOXHO ckoHurypupoBatb Heckosibko WAN-uHTepdelicos.

Cnucok WAN-uHTepdpeiicoB

Ha faHHol cTpaHuLe MOXHO cKoHtbUrypupoeats WAN-uHTepelchl

Mima WAN Pexum WAN Tun cepeuca

Bi/lioueH WAN1L DHCP client INTERNET
BoiknoueH WAN2 == ==
BhiknoueH WAN3 == ==
BhiknmoueH WAN4 = ==
BoiknoueH WANS == ==
BhiknoueH WANG == ==
BhiknmoueH WANT = ==
BoiknoueH WANS == ==

Biounts Nnpobpoc Tpaduka IPsec
BwounTe npobpoc Tpaduka PPTP
Bwnouuts npobpoc Tpadmka L2TP
Pasmep MTU: 1500 (1400-1600 BGaitT)

+ Pasmep MTU — none Beoga pa3smepa kaapos Ethernet, nepegasaembix yuepes WAN-nopt.

[na pepaktuposaHns WAN-nogktoueHns Heo6XoANMO HaxaTb «M3MEHUTb».
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HacTtpoiika WAN-uHTepdeiica

Ha 3Toif cTpaHWLie MOXHO HACTPOMTL NMapaMeTpel AOCTYNa K CeTH IHTepHeT.

£ Bkniounts WAN £ Vcnonb3osars B kauecTBe ocHoeHoro WAN
Tun coeguHEHUA IPoE hd
Tun cepenca INTERNET hd
MpuBA3Ka NOPTOB
LAN-nopt LAN1 LAN2 LAN3 LAN4

Wi-Fi 5y, OcHoeHas T[

Wi-Fi 24Ty OcHoBHaa T

BkniounTs TerpoBaHHbIil VLAN

VLAN ID(1 - 4094):

MNpuopuTet

KnoHupoeaTts MAC-aapec: 00:00:00:00:00:00

Brknwouwts UPNP

€2 Brniounts NAT

+ Tun coeduHeHuUs — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByAeT ocywecTBNATbeA nogkatodeHne WAN-
NHTepdpeica ycTpoincTBa K ceTv NpefocTaBneHus ycnyr nposangepa:

+ IPoE — pexwnm paborTbl, npu koTopom IP-agpec, Mmacka nogcetu, agpec DNS-cepeepa, W03 Mo

YMON4aHWio 1 Apyrue napameTpsbl, HE06XoAUMbIe Ans PaboTkl B ceTu, 6yayT nonyyeHsl ot DHCP-
cepBepa aBTOMAaTUYECKN.

* PPPoE — pexum paboTbl, npu koTopoM Ha WAN-uHTepdelice nogHumaetcs PPPoE-ceccus.
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4.3.5.2.1 IPoE

Mpw BbIGOpe IPOE-coeanHeHNst 4OCTYNHO HECKO/IbKO PEXUMOB PaboThbl.

WAN

Pexam VAN Static IP v

STATIC_IP

IP-appec

Macka nogceTu:

ClCHOBHOM LWINH3:

« Static IP — pexum paboTbl, Npy koTopoM IP-agpec 1 Bce Heobxoammble napameTpbl WAN-nHTepdelica
Ha3HavaroTca ctaTudeckn. INpu Beibope Tuna «Static IP» ana pegakTmposaHus CcTaHyT AOCTYMHbI
crepyoLme napameTpbl:

+ IP-agpec — none BBoga IP-agpeca WAN-uHTepdoeiica ycTpoictea B ceTu nposaiigepa;

+ Macka nogceTtun — nosie BBoAa Macku BHELUHel NoaceTy;

+ OCHOBHOI1 LW/H03 — afpec LWo3a No YMONYaHuIo, Ha KOTOPbI OTNPaBiseTca NakeT, ecnv Ans
Hero He HaliieH MapLipyT B Tabnvue MapLipyTm3auun.

WARN

Pexaan WAN DHCP Client v
DHCP

WMmA xocTa: ELTX-RG35WZ

* DHCP Client — nonyyeHne HacTpoek poytepom ot DHCP-cepsepa.
* Ims xocTa — none BBoAA CETEBOr0 UMEHN YCTPOCTBA.

Tun coegWHEHWA IPoE b
Tun cepenca OTHER -
WAN

Pexam VWAMN Bridge v

+ Bridge — noaxntoueHne poytepa B peXrnme CETeBOro MocTa.

© [ns Toro, UTOGLI GbIN AOCTYNEH PEXMM CETEBOTO MOCTa, He06X0AUMO BbIGpaTh «TUN cepBUca»
— OTHER.
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4.3.5.2.2 PPPoE

PPPOE

Mma nonb3osarens

Maponb

Vma cepBuca

MimAa AC

Tun coenuHEHUA MocTosHHoE hd
TalimayT HEaKTUBHOCTM: (1-1000 cexyHm)
Pasmep MTU: 1492

Mpwu BbIGOpe PPPOE-coeanHeHns Anst peaakTupoBaHus CTaHyT AOCTYMNHbI CneaytoLme napameTpbi:

* VMg nonb3oBarena — UMA Nonb3oBarens 4s1sa astopusaunn Ha PPPoE-cepsepe;
*+ Maponb — naponb Ana asTopusaLmu;
* Msa cepBuca — 3HaveHne Tara Service Name B coo6ueHumn PADI (none Heo6si3aTeibHO Ans
3anosiHeHus);
* ima AC — 3HauveHune Tara Host-Uniq B coobuieHnn PADI, onpegenstowero uMs KoHUeHTparopa gocTyna
(Access Concentrator) (none Heo6s13aTe/NIbHO A/151 3arN0/IHEHUS);
+ Tun coeguHeHus — BbIGoOp THNa nogktodeHna PPPOE:
+ MNoctosaHHoe — PPPoE-ceccus yctaHaBnmMBaeTcs NepMaHeHTHO;
* Mo TpeboBaHnio — PPPoE-ceccusi ycTaHaBMBaeTCS NPY HA/IMYNN CETEBOI aKTUBHOCTU U
paspbiBaeTcs Npu OTCYTCTBMM NO TaiiMayTy HeaKTUBHOCTY;
* BpyuHyto — PPPoE-ceccus yctaHaBnnBaeTcs BpPyUHYHO KHOMKamu «MoaknounTs/ OTKAUNTBY.
+ TalimayT HeaKTMBHOCTU — BPEMS, Yepe3 KOTOpPOe HeakTuBHOe coegnHeHne PPP 6yaeT pasopsaHo
+ Pasmep MTU — makcMMasibHbIA pa3mep naketa B 6aitax

4.3.5.2.3 OO6Lme HacTporiku

* Tun cepsuca:

* INTERNET — npegoctaBnseT 4OCTYN B UHTEPHET;

+ TR069 — 3anyckaet TR069-kneHT Ha nHTepelice;

+ TRO69_INTERNET — npepocTasnisieT 4OCTYN B UHTEPHET 1 3anyckaeT TRO69-k/imeHT Ha
nHTEepdelice;

* IPTV — koHdurypupyeT IPoE-coegmHeHmne co ctatndeckum IP-agpecom 0.0.0.0 n IGMP Proxy gnis
BELLaHNs NOTOKOBOIO MY/I5TUKACT-KOHTEHTA;

+ OTHER — no3sonsert Bbi6patb pexum WAN «Bridge».

* Brsmoyumb meauposaHHbit VLAN — npy BbICTaBeHHOM priare no3Bo/ISET CBA3bIBATL MOPThI B peXume
NAT wnu Bridge n 06beamHaTb ux Bo VLAN ¢ ncnonb3oBaHnem Teros ctaHgapta 802.1Q.

* VLAN ID — BbI6op HOMepa VLAN, KoTopblit 6yeT MCnosib30BaTbCA Ha BblOpaHHbIX NopTax.

* Mpuopumem — 3HadeHue nons Priority code point (PCP), ncnons3yemoro ctaHgapTom IEEE 802.1p ans
3a/laHunA npuopuTeTa nepegasaemMoro Tpagnka.

* KnoHuposamb MAC-adpec — no3sonsiet nameHntb MAC-agpec WAN-nopTa ¢ 3aBOACKOrO Ha CTOPOHHMWIA,
€C/In CO CTOPOHbI NpoBaiifepa peannsoBaHa nposepka MAC-aapecoB abOHEHTCKNX YCTPOICTB.

* Brsmouyums UPNP — npotokost UPNP ncnosb3yetca NpuioXeHUsaMn 419 aBTOMaTUYeCKOro co3gaHuns
npasun npobpoca TCP/UDP-NopToB, NCNO/b3yeMbIMU 3TUMWN NMPUTOKEHNAMMU, HA BbILLECTOALLEM
MapLupyTtusarope. PekomeHayetcs Bkounte UPNP ans obecneyeHns pabotbl cepBncoB ob6MeHa
hainamu B ceTu.
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* Bksroyumb NAT — BK/IHOYEHWE TpaHCNsUMM ceTeBbIX aapecoB (oTktodeHre NAT BO3MOXHO TO/TbKO Ha
He ocHoBHOM WAN).

4.3.5.2.4 YpaneHHblin goctyn

B AaHHOM MyHKTE MOXHO HacTpouTb yaaneHHblli goctyn (HTTP/HTTPS/TELNET) Ha ycTpOIiCTBO, a Takxe
paspewnTb PING 3anpockl (ICMP) Ha WAN uHTepdeiic (HacTpoiika npaBun U3 faHHOro nyHkTa pa6otaet
ToNbKo ans IPv4).

Ooctyn IP agpec Macka MopT KommeHnTtapui Bribpate
TELMET - - 23 ]
HTTP - - 8080 ]
MNpoTokon: ICMP hd
IP-appec: (0 - MioGor)
Macka: (0 - MinGor)
Mopr:
Kommentapuit:
YOANWTE BeiGpaHHLIE YOANWTE BCE

* [lpomokorn:

+ ICMP — npu HacTpoeHHOM npaswusie YCTPOCTBO byaeT oTBevaTb Ha ICMP 3anpochl, npuxogsime
Ha WAN-uHTepdeiic;
« HTTP — poctyn Kk web-untepdelicy yctpoiictea n3 WAN cetun no npotokony HTTP;
« HTTPS — goctyn k web-untepdgoeiicy yctpoiictea ns WAN cetun no npotokony HTTPS;
« TELNET — poctyn k ycTtporictey u3 WAN ceTtu no npotokony TELNET;
+ IP-adpec — none BBoga IP-agpeca, Ana KOToporo 6yayT paspeLleHbl BXoAsuwmMe 3anpochl.
* Macka — none eBoga macku IP-agpeca ceTu.
+ [Mopm — none BBOAA 4715 U3MEHeHWs nopTa gocTtyna Kk web-uHtepdericy v TELNET n3 WAN cetn. Ans
npotokosna ICMP none He ncnonb3yercs.
+ KommeHmapul — none BBoAA 419 3aMETOK.

[N NpUMEHeHNs NpaBuia He06X0AMMO HaxaTb «[06aBUTb NPaBKUIo», a 3aTeM «CoXpaHnUTb 1 MPUMEHNTbY.

© Bbiwe npuBeaéH NnpumMep co3gaHHbIX NpaBua gnsa goctyna no nporokosy TELNET vepes noprt
23 W HTTP uepes3 nopt 8080 6e3 orpaHuueHuii no IP-agpecy.

4.3.5.2.5 Hacmpolika DNS

+ Hacmpolika DNS — 610k, B KOTOPOM npou3BoamuTcs HacTpoilka DNS-cepsepoB. Agpeca 1cnosb3yembix
DNS-cepBepoB MOXHO Kak nosy4nTtb asTomarmyecky no DHCP, Tak 1 yka3atb BpyUHyHO.

* Bkrodums IGMP Proxy — npwv BbICTaB/IeHHOM ¢ofiare yCTpoincTBo obpabarbiBaeT 3anpockl IGMP,
KOTOpble HeobxoamMbl Ans padoTs! IPTV.

4.3.5.3 TlMoomeHr «Hacmpolika Mmapwpymusayuu»

B meHto «HacTpoiika MapLupyTnsauumn» ycTaHaBIMBatoTCA AMHAMUYECKME U CTaTUYeCKe MapLUpyThbl
yCTpOiicTBa.
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4.3.5.3.1 OnHamnyeckasa mapLupytusauns

HacTpo#ka MaplipyTusauum

NpaBUNa CTATHYECKON MAPLIPYTUIALLMN.

Ha 3Toi CTpaHWLE MOKHO 33[JaTh NApaMETPRl AMHAMWYECKOA MAPLIPYTH3ALIMK, A TAKKE HACTPONTE

L] BrntounTs AuHAMUYECKYH) MapLUPYTAIALMIO

MAT: BrntoueHo BriknwueHo
RIP Send: BuknioueHn RIP 1 RIF 2
RIP Recv: BuknigueHo RIP1 RIPZ2
RIPng: BuknioueHs BrniueHo

COXpaHUTh OTMEHA

* Bk/1o4UMb QUHAMUYECKYI0 Maplupymusayuro — Npu BbICTaB/IEHHOM donare paboTaeTt dpyHKL S

[MHAMWYECKOI MapLLpyTU3aLN.
« NAT — ucnonb3oBaTb Npu AMHAMUYECKO MapLLPYTU3aLWN.

* RIP Send/RIP Recv (lMepedaya/lMpuem) — BbIGOP MCMOMb3YyEeMOro NpoToKoa AMHAMUYECKO

MapLpyTtusaunn RIP1T nnn RIP2 ana cooTBETCTBYIOLWETO HanpaB/ieHNS.

* RIPng — npw BbiCTaB/MIeHHOM chfiare BK/OYAETCS MPOTOKO/T AVHAMMUYECKO MapLupyTu3auuy ans cetu

IPv6.

4.3.5.3.2 Crarnyeckaa mapLupyTtusaums

L] Paapewnts cTatnueckie MapLipyTel
IP-appec

CeTeBan macka

Wnroa

MeTpuka

WMHTepdelic LAN -
Tabnuua maplwpyTHaaumm OcHoeHaAa Talnuua -

Brnwouuts WAN Mapping

CoxpaHuTb CoxpaH1Te KU NpUMEHUTE OTmeHa
MokazaTe TabnuLy MapLupyTH3IaLmm

CNUCOK CTaTUYRCKMX MapLUpYTOB:

CeTeean

e E Linka Metpuka HTEpdenc Tabnuuya

OYUCTHTE

Lleneean ceTs UNW xocT

Crartyc

* Paspewums cmamuyeckue Mapwpymsl — NPV BbICTaBIEHHOM dhnare ctatmyeckne mMapLupyTbl 6yayT

[o6aBneHbl B TabnuLy MapLipyTusasum.
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+ IP-adpec — none BBOAA afpeca XocTa Uin CETU HazHauYeHUs, 40 KOTOPO yka3biBaeTCs MapLUpyT.

+ Cemesasi Macka — none BBoga mMacku nogcetu. [1na xocta Macka nogceTn yctaHaBNNBAETCA B
3HadeHne 255.255.255.255, a8 nogcetn — B 3aBUCMMOCTU OT €€ pasmepa.

* Lmo3 — none Beoga IP-agpeca Lw03a, Yepes KOTOPbI OCYLLeCTBSETCA BbIXOZ Ha «IP-agpec».

* Mempuka — none BBoAa YMCNOBOro nokKasaress, 3a4aloLero npeanoyTMTesIbHoCTb MapLupyTa. Yem
MeHbLLe YnC/1o, TeM 6onee nNpennoyTUTENIeH MapLLpPYT.

* VIHmepgbelic — BbIGOP TUNA BbIXOAHOTO MHTEepdieiica ycTpoiictea (LAN nnm WAN), uepes KoTopblli
[OCTyMHa LiefieBas CeTb.

+ Tabsuya mapwpymusayuu — OTKPbIBAET B HOBOM OKHe TeKyLLyto Tabvuy MapLupyTusauum ycTponcTaa.

+ WAN Mapping — Bk/to4eHve nogaepxkm B gpansepe WAN-mannuHra.

4.3.5.4 [MoomeHro «Hacmpolika nopmos»

B nogmeHto «<HacTpoiika noptoB» HacTpavsaeTcs pexum pa6otsl WAN-nopta. joctynHo asa pexvuma: 100
mout/c n 1000 méut/c.

HacTpoiika nopToB

3Ta cTpaHuUa npeaHasHadeHa Ana HacTpoiku pexuma paboTel WAN-nopTa.

CkopocTe WAN-nopra: 100 Mbut/c -

OTmeHa
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4.3.6 MeHto «Firewall»

B 3TOM MeHI0 AOCTYNHbI (OYHKLMK, No3BOASOWME ynpaenaTe goctynom mexay LAN n WAN nHTepcpeiicamu.

4.3.6.1 [MoomeHr «Duibmpayusi rno rnopmams»

dunbTpaumsi NOPTOB NO3BOMASET 3anpeTuTb Tpadunk mexay LAN n WAN Ha 3afaHHbIX Anana3oHax NopToB.
Ncnonb3oBaHue donnsTpa MoXeT ObITb NoNe3Ho A5 3awmTtbl LAN-ceTn unu orpaHmyeHusa gocryna.

dunbTpayms NopToB

3anvcy B Tabnuue npeaHasHadeHsl AN1s TOro, YTobkl BNOKMPOBaTL 0BMEeH NakeTamu onpeaeneHHoro Tuna. McnonbsoesaHue
Nofo6HLIX OUILTPOB MOXET BbITh NOMNE3HO A1 3alUTHI NOKAaNLHON CETU AW OTPaHUYEHNs JOCTYNA.

BKHOYMTE (OMNETP NOPTOB

YEPHLIA CNncoK hd
[uanazoH nopTos -
MpoTokon -

KommeHTapwii:

AwanazoH NopToE Mpotokon KommeHTapwii:

COXpaHUTL YNanuTeb BelbpaHHble ¥YoanuTte BCe OTmeHa

* Bkiro4ums ¢husibmp nopmos — npu BbICTaBNEHHOM donare punibTp BKAKYEH. [Mpu BKIIOYEHUN MOXHO
BblOpaTh TUM Cnucka:
* YEpHbIN CNMCOK — [OCTYN Yepe3 NopTbl, BHECEHHbIE B CMIMCOK, OyAET 3anpeLyeH;
+ Bbenblil cnucok — focTyn 6yaeT paspeLleH TO/IbKO Yepes NopTbl, BHECEHHbIE B CMMCOK, U 3arnpeLyeH
N0 BCEM OCTa/IbHbIM.
+ [uana3oH nopmos — none BBOAA HOMEPOB MOPTOB, TPAUK C KOTOPbIX Bbl XOTUTE 3aNpPeTUTb.
+ lpomokosn — BbIGOP TUNa npoTokona Tpaduka TCP, UDP nnu o6a.
* KommeHmapul — none BBOAA A1 3aMETOK A5 (hnbTPOB.
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4.3.6.2 [MoomeHro «Pusbmpayust ro IP»

®dyHKUMA «dunsrpaums IP» No3BONASET OrpaHNyYnTb AOCTYN A1 onpegeneHHbix yetpoincts B WAN-ceTb
(MHTepHEeT), Npy 3TOM pecypcbl BHYTpu LAN-CETI OCcTaloTCA AOCTYMHbI.

PunbTp IP-agpecoB

3anucu B Tabnuue npegHasHayeHsl s Toro, ytobsl 61okMpoBaTe 00MEeH naketTamu onpejeneHHoro Tuna. MenonszosaHune
Noao6HLIX hUNLTROB MOXET GbiTh NOME3HO AN 3alMThl NOKaNLHON CETW UMW OTPaHWUYEeHUs AOCTYNA.

BrniounTs hunetp IP-aapecos

YEpHbIA cnncok -

NokaneHblit IPv4-agpec

NokanbHbliA IPvE-agpec

YnanexHslid |Pvd-agpec
YaaneHHslii IPvG-agpec
MpoTokon: _P/UDF hd

KoMmeHTapuii:

CoxpaHnTb CoxpaHuTk 1 lMpumMeHnTh OTmeHa

CnMCoK AefCTBYHLWMX (DUNLTPOB!

NokaneHein IP-agpec ¥aanenHsn IP-agpec MpoTtokon KommeHTapui

OUYUCTHUTL

* Bkrouums pusibmp IP-adpecos — npu BbICTaBEHHOM (hare ouasTp BKKOUEH.
+ JlokasibHbIl IP-adpec — none BBoAa IP-agpeca NcToyHvKa.

* YOasieHHslli IP-adpec — none Beoga IP-agpeca HazHaueHus.

+ lpomokosn — BbIGOp TUNa npoTokona Tpaduka TCP, UDP nnu oba.

+ KommeHmapul — none BBOAA A1 3aMETOK /15 (PU/ILTPOB.
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4.3.6.3 [lMoomeHro «dunbmpayusi no MAC»

B nogmeHto «dunbtpauus MAC» BbINOMHAETCA HAacTpoiika dunsTpaummn goctyna no MAC-agpecy KnneHTa,
MOAK/IHYEHHOro B oaunH 13 LAN-nopTos.

Punstp MAC-agpecoB

3anwcy B Tabnuue npegHasHaueHs! A8 Toro, utobel B/10KMpoBaTE 0BMeH NakeTamu onpeeneHHoro Tuna. Mcnons3oeaHne
noAoBHLIX hUNETPOB MOXET BbiTh NONE3HO ANA 3aLWThI OKaNLHOW CETU UMK OTPaHUYEHHA OCTYNa.

BrnounTb hunstp MAC-aapecos

YEpPHbIA CNCoK -
MAC-agpec KommeHTapwii:
MAC-aapec
KOMMeHTapHid:

CoxpaHnTk ¥nanuTe BelbpaHHble Yoanute BCe

* Brsmodums ¢pusiemp MAC-adpecos — npuv BbICTaBNeHHOM hriare ouisTp BK/IOYEH. MpuU BKIHOYEHUM
HY)XHO BblGpaThb TuM domnbTpa:
+ YépHbIl crnucok — Aoctyn 6yaeT 3anpeLleH yctpolictBam ¢ MAC-agpecamn, BHECEHHbIMA B
CMUCOK;
* Besbili cnucok — foctyn 6yaeT paspeLUeH To/IbKO YyCTPOMCTBaM, BHECEHHbLIM B CMICOK, 1
3anpeLyeH BceM OCTasIbHbIM.
+ MAC-adpec — none Beoga MAC-agpeca yCTpOIACTBa, KOTOPOMY HY>XHO OrpaHn4nUTb AOCTY.
* KommeHmapul — none BBoja A1 3aMeToK 4151 (PUNLTPOB.
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4.3.6.4 [ModomeHro «dusibmpayus rno HoMepy rnpPomokosia»

B noameHo «®unibTpauusi no HoMepy NPOTOKO/a» BbINOMTHAETCS HACTPoOlika hmasTpaLmmn gocTtyna no Homepy

npoTokona.

dUNLTP N0 HOMepY NPOTOKONA

3anucu B Tabnuie npegHasHayeHsl Ans Toro, utobel GNokMpoBaTe 06MeH NakeTaMmu onpefeneHHoro Tuna. Micnonb3oeaqne
NoAoBHLIX OWNETPOB MOXET BbITk NONE3HO AN 3ALMTEI NOKaNbHOW CET WK OTPaHYeHUs AOCTYMa.

BKAWYMTE hMALTP N0 HOMepY NpOTOKONA
YEpHbIA CNNCOK A
Homep npotokona KommeHTapuia:
Homep npotokona

KommeHTapwia:

MOMHBIA CIMCOK NPOTOKONOE WM MX HOMEDOB MOMHO NOCMOTPETE 30ECH

CoxpaHnTk YOanuTk BblbpaHHbIe Yoanute BCe

* Brsmoyums ¢hu/ismp 1o HoMepy rnpomoko/ia — Npv BbICTaBIEHHOM doiare ou/isTp BK/IKOYEH. [pn
BK/THOUEHWM HYXXHO BblGpaTth TUN ounsrpa:
* YépHbIin cnncok — gocTyn Byaet 3anpeLyeH yctpoicteam ¢ MAC-agpecamu, BHECEHHbIMA B
CMNCOK;
*+ benblin cnucok — focTyn 6yeT pa3peLUeH TOMbKO YCTPONCTBaM, BHECEHHbLIM B CMIUCOK, U
3anpeLLeH BCEM OCTa/IbHbIM.
* Homep npomokosia — Nnose BBOAa HOMepa NMpoTOKO/1a, KOTOPOMY HYXXHO OrpPaHuynTb AOCTY.
* KommeHmapul — none BBoga 415 3aMeToK ANnst (OUNbLTPOB.
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4.3.6.5 MoomeHro «[pobpoc nopmos»

Mpo6poc ceTeBbIx NOPTOB HeobxoamM, korga TCP/UDP-coeanHeHne ¢ nokasbHbIM (NogkntoueHHbIM K LAN-
MHTepdielicy) KOMMbIOTEPOM YCTaHABIMBAETCA 13 BHELLHEN ceTu. [laHHOe MEHI0 HACTPOEK NO3BO/SIET 3a4aTb
npasuna, paspeLuarLine NpoxoXxaeHne nNakeToB N3 BHELLHEN CETU Ha yKa3aHHbI aApec B JIOKasIbHON CeTH,
TeM cambIM fienast BO3MOXHbIM YCTaHOB/IeHNe coeanHeHns. Npobpoc NopToB r1aBHbIM 06pa3oM Heobxoaum
npu ucnosnb3osaHuy Torrent- u P2P-cepBurcoB. 19 3TOro B HacTpoiikax torrent- unun p2p-kMeHTa Hy>HO
nocmMoTpeTb ncnonsb3yemole nm TCP/UDP-nopThl 1 3a4atb AN 3TMX MOPTOB COOTBETCTBYHOLIME NpaBuia
npo6poca Ha IP-agpec Bawero komnbioTepa.

NMpoGpoc nopToB

Mepeaapecauns NOPTOR NO3BONAET YAANEHHLIM KOMMNLITEPaM NOAKMHYATLCS K KOHKPETHOMY KOMMbLIOTERY NOKansHOW CeTu.
3TW HACTPOWKM MOTYT ObITh NOME3HLI, eCN He0DXOAUMO NPeAOCTaBUTEL JOCTYN K JTIOKansHOMY Beb UM nouTosomMy
cepBepam, HaxoaawumMes 3a wmo3om NAT Firewall'a. Takke npobpoc nopToB MOXET NoTpeboBaThes AN1A NONHOLEHHOI
paboTkl HekoTopblx P2P npunoxeHuid (Hanpumep, BitTorrent).

Bce WAN
WAN1 WANZ2 WAN3 WAN4 WANS WANG WANT WANS

NokansHbii IP-agpec

[JuanasoH NoKasbHbIX NOPTOB -

YpaneHHslit IP-agpec

Juana3od BHeLWHWX NopToB -

MpoTokon TCP/UDP hd

KommeHTapwi:

CoxpaHuTb CoxpaHuts 1 NpUMEHNTL OtmeHa

CnMCOK NPOBPOLLIEHHLIX MOPTOR:

AwnanazoH

NokankbHbIi 1P- YganeHHbIi IP- AwnanazoH .
apec NoKanbHelX [poTokon agpec BHEWHUX NOpTOB Wma WAN Cratyc KOMMEHTapHiA:
nopToE
192.168.1.12 80 TCP+UDP ANY 880 WAMNI1 Enabled

Ynanute BblbpaHHbIe YnanuTe BCe OuncTuTh

Bbibepute Heobxoanmble WAN-NogKMo4eHUsA 4N MHAMBUAYa/TbHOIO CO34aHus npasuia npobpoca nopTos,
YCTaHOBUB paaoM hnaxok nnn eoelbepute «Bce WAN».

+ JlokasibHsbil IP-adpec — none Beoga IP-agpeca UcTouHmKa.

+ [luanasoH /10Ka/ibHbIX 10PMoB — BbIOOP AManas3oHa npobpackbiBaeMbIX NOPTOB CO CTOPOHbI LAN.

+ YOasieHHbll IP-adpec — none Beoga IP-agpeca HazHaueHus.

+ [luana3oH BHeWHUX Mopmos — BbIOOP Amana3oHa nopTos co cTopoHbl WAN-MHTepdpelica, OH MOXeT
coBnagarb UM OTIM4aTbCsA OT HOMepa noprta co CTOpoHbl LAN.
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* [Mpomokos — BbIGOp Tuna npoTtokosia Tpaduka TCP, UDP nnn oba.
. Ko:vlmeHmapuU — noJsie BBoga Anda 3aMeTokK and Cbl/ll'lepOB.

© Bwuiue npuBeAéH NpUMep CO3AaHHONO NpaBuUia NPoGpoca NopToB. Bce BXogslLMe NakeTbl Mo
npotokosty TCP n UDP Ha WAN IP-agpec mapLipyTusaTropa ¢ NnOpTOM HasHaueHusl, paBHbiM 880,
6yayT nepeHanpaBnATbea Ha IP-agpec 192.168.1.12 B N0OKa/IbHOW CE€TU C MOPTOM Ha3HauYeHuUs,
paBHbIM 80, 6e3 orpaHuueHus no IP-agpecy UCTOUHUKA.

4.3.6.6 [lMoomeHKo «Punsmpayus URL»

®unbtp URL No3BOMSIET OrpaHnumnTb AOCTYN K pecypcam B VIHTepHeTe no ux goMeHHbIM agpecam (URL).

dunetp URL-agpecos

GUNLTP UCNONL3YETCs AnA GNOKMPOBKA JOCTYNA K afIpecam W3 CrivcKa.

BrA4WUTE divnbTpaugmio URL
UEpDHbIA CNIMCOK
Benblit cnucok

URL-agpec
Coxpanye 1 MpumeHiTs

TekylMe npaBuna unsTPaLuK

URL-agpec

OUMCTUTB

* Brsmodums ¢hunsmpayuro URL — npwy BbICTaBNeHHOM hriare ounibTp BK/IKOYEH. MpU BKIKOYEHUN YKaXUTeE
T™nN unesTpa:
+ YépHbIin cnncok — goctyn 6yaet 3anpelyeH no URL, KOTopble BHECEHbI B CMUCOK;
+ Benbiin cnnucok — goctyn 6yaet paspelueH no URL, KOTopble BHECEHBI B CMUCOK, U 3arpeLleH no
BCEM OCTaJ1bHbIM.
+ URL-adpec — none Beoga URL-agpeca pecypca, 4OCTYN K KOTOPOMY Bbl XOTUTE 3a6/10KNPOBaTb.

dunbrpayma no URL He paboTtaeTt ana npotokona HTTPS n gpyrux npoToKosoB, UCNOJb3YOLWnUX
wudcpposaHue TLS nnm SSL.
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4.3.6.7 lMoomeHro «DMZ»

JemunnTapusoBaHHas 30Ha (DMZ) no3BonisieT BblAeMTb 04HOro knneHTa B LAN Takim 06pas3om, UTo6bl Bce
BXOASLLME NnakeTbl NepeHanpasnsannce Ha Hero. O6blYHO DMZ-xocT cogepxuT cepsuckl Tuna HTTP/HTTPS-
cepsep, FTP-cepeep, DNS-cepeep u npouue.

DMZ

BupTtyansHas 3oHa DMZ nozBonseT nokasbiBarts B MIHTepHeTe 0AVH KOMNLIOTEp TaK, YTO BCE BXOAALIME NakeTkl DyayT
nepeHanpaenaTbCA Ha YCTAaHOBNEeHHbIA kKoMnbioTep. O6biuHo DMZ-X0CT COaepXuT YyCTPOMCTEA, AOCTYMHLIE AN1A UHTEPHET-
Tpadwka, Takwe Kak Beb-cepeepnl, FTP-cepsepsl, DNS-cepBepbl M npoune.

BrAw4mTe DMZ

IP-agpec DMZ-xocTa:

CoxpaHnTk CoxpaHnTe 1 MNpUMEHATL OTMeHa

* Brsmoyums DMZ — npv BbicTaBneHHoMm dosiare DMZ BkntoyeH
* IP-adpec DMZ-xocma — none Beoga IP-agpeca knveHTa B LAN-ceTu, KOTOPOro Hy>XHO NepeMecTuTb B
30Hy DMZ.

B cnyuyae ucnonb3osaHus DMZ BmecTte ¢ npaBunamu yganéHHoro goctyna uavm npasunavu
npo6poca noptoB DMZ 6yaet umeTb MeHbLUWA NPUOPUTET.

4.3.6.8 TlMoomeHro «SPI»

OnucaHue TexHoornMu NpuBeLeHO Ha PUCYHKE HUXe.

SPI

TexHonorua SPI (Stateful Packet Inspection - MHCNEKUWA NaKeTOB C XpaHEeHWeM COCTOAHWA) NO3BONAET AONOMHUTENLHO
3alMTUTLCA OT &TaK, BbINOAHAA NPOBEPKY NPOXOASLLEro TPathKa Ha KOPPEKTHOCTL (paboTakT Ha CETEBOM, CEAHCOBOM W
NpUKNagHomMm ypoBHAX moagenu OSI).

BkI04NT SPI

CoxpaHuTh CoxpaHuTs W lNMpuMeHnTL OTMeHa

* Bkmouums SPI — npu BbiCTaBneHHOM donare SPI BK/toYeH.
MeHto «Quality of Service (QoS)»

TexHonorusi o6ecneyeHns kayectsa o6cnyxmBaHnsa (QoS) No3BoNsSiET pacnpeaensitb NPOMyCKHYHo
CNOCOGHOCTb MEX/Yy BCEMM KNMEHTaMM, NOAKMOUEHHBIMM Kak K NpoBoAHbIM LAN-nopTam, Tak v no Wi-Fi.

MeHto «Quality of Service (QoS)» OCTYNHO TONLKO NOA y4eTHoIi 3anucbkio Admin.
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MopmeHio «LWeiinuHr Tpadukar
LWennuHr Tpadhmka Heobxoaum oNsa orpaHMyeHns nponyckHor cnocobHoctn Ha WAN/LAN.

LeinuHr Tpadmka

JaHHas cTpaHvLa npeHasHauyeHa s HacTPORKKY NPaBWn WelnuHra Tpaduvka, npoxoasilero yepes WAN-uHTepdeiic.

BrNHOYUTE WeANWHT

OrpaHuyeHne UCXo4ALe CKOPOCTH NO MHTepdeRcam
WHTepdeiic AsTo PyuHan ycTaHoeka (kbps)

WAN

LAN1
LANZ
LAN3

LAN4

CoxpaHnTb CoxpaHnTb U NpDUMEHUTL OTmMeHa

,qﬂf-l akTneaunn LennmHra yCTaHOoBUTE q[)fla)KOK «BKnounTtb LIJeI\/’II'II/IHF», a 3aremM Ctatn4yeckm nnn
aBToOMaTn4yeCckn orpaHmnybTe NnosioCy nponyckaHus, NCnosb3y4d noasa u (*)J'Ia)KKI/I, npmnBeneHHbIe Ha PUCYyHKe

BbilLE.
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4.3.6.9 [MoomeHr «Morumuku QoS»

OnucaHune NOAMEHIO NPUBEAEHO HAa PUCYHKE HUXE.

Monutukmn QoS

[JaHHanA cTpaHvua npefHazHayeHa Ans HacTpoiikn nonuTuK QoS n HacTpoiikk ouepeneid. [na PRIO, MeHbluee 3HaueHne
o6o3HadyaeT GonbWwKWA npuopuTeT U HaobopoT AnAa WRR.

Quepegb ouepege 1 hd
Monutuka sSP WFQ
Bec (1-20)

CoxpaHuTh CoxpaHuTb ¥ [pUMEeHNTL Reset

Tabnuua Tekywmux nomMTuk QoS

Ouepegb Cratyc MNonuTuka Bec

OYyncTUTE

4.3.6.10 TllodomeHro «CosdaHue npasusi QoS»

[JaHHas cTpaHuua npegHasHadeHa Ans HacTpoliku npaeui QoS.

CospaHune npaBun QoS

JaHHas cTpaHua npeiHasHayeHa 1A HacTpoiiku npaeun QoS.

Tabnuua Tekywmx npasun QoS

Bepcua
P

IP-afpec Mopt IP-appec Mopt

Crar HazpaHne HanpaeneHue WHTe eiic
yc P e HMCTOYMHWKA WCTOYHWKA HasHa4YeHWA HasHaYdYeHWA

MpoTokon

PenakTpoBaTk BeIOpaHHOE NpaBuno QuWUCTUTL

* Bk/ro4ums — npwv BbICTaBNEHHOM dhiare goyHKUMsS QoS BK/oueHa.
* Ha3sgaHue npasusia — NOHATHOE UMS NpaBu/a.
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4.3.6.10.1 lMpaBuna otéopa Tpadmka

lpaeuna otbopa Tpaduka:

Hanpaenexue Mcxogawmia v
WHTepheiic WWAN1 v
Bepcua IP i
MpoTokon b

IP-appec uctounmnka

MopT MCToOUHKKEE -
|P-anpec HaaHayeHuA

MopT Ha3HaYeHWA -
MAC-agpec ucTouHKKa

MAC-agpec HaaHauyeHuA

Puanyecknii nopt (1-4)
DSCP: (0-63)
VLAM ID: (1-4093)
Hostname:

* HanpasieHue — BbIGOP Hanpas/ieHns Tpaduka 418 npuopuTnsaLmn.

* MIHmepgpelic — Bbibop WAN-nHTepdeiica n3 WAN-tabnmybl (WAN1T-8).

* Bepcus IP — BbI6op Bepcun IP-npoTokosna.

+ [pomokos — BbIGOP NPOTOKONA, 4151 KOTOPOro OyaeT pabdoTarb Npasuo.

* IP-adpec ucmoyHuka — none Beoga IP-agpeca yctpoiictBa co cTopoHbl LAN.

+ lMopm ucmoyHuka — none seoga nopta TCP/UDP co ctopoHbl LAN, onsa kotoporo 6yaeT BbINOMHATLCA
npaswio.

* IP-adpec Ha3Ha4yeHusi — none BBoga IP-agpeca yctpoiictBa co ctopoHbl WAN a9 gaHHOro npasuna.

* Mopm HasHa4yeHus — none seoga nopta TCP/UDP co ctopoHbl WAN.

+ MAC-adpec ucmoyHuka — nose sesoga MAC-agpeca NCTOYHUKA AN1S AaHHOro npasuna.

* MAC-adpec HasHa4deHusi — none seoga MAC-agpeca HasHavyeHusa 4N AaHHOro npasuna.

« Qu3suyeckuli nopm — agpec umsmyeckoro nHtepdgeiica Ethernet.

+ DSCP — meTka 3aronoBka QoS, no KoTopoii 6yAeT BbINOMHATLCA NPaBusio.

+ VLAN ID — none BBoga ngeHtudukaropa VLAN (1-4095).

* Hostname — none BBoAa UMeHM XOcCTa.
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4.3.6.10.2 [elictBuA Hag TpatuKom

[lefcTenna Hag Tpadpukom:

Ouepefb HET AOCTYNHBIX v

Cmena metkn DSCP (0-63)
CneHa metkn 802.1p (0-7)
Pexim OrpaHuunTE MaKCUMANBHYID CKY.

CropocTe weinudra (Kbut/c)

CoXpaHuTb CoxXpaHuTb W [PUMEHUTL OTMmeHa

+ Ouepedb — MeTKa npuopuTeTa 419 npasuna.
« CmeHa memku DSCP (Remark DSCP) — 3ameHa mMeTku B 3aronoske QoS npu npoxoxaeHun LAN-WAN.
« CmeHa memku 802.1p (Remark 802.1p) — 3ameHa METKM NpMOpUTETA B 3aro/I0BKE Npu NPOX0XAeHN
LAN-WAN.
* Pexum:
+ MapaHTUpoBaTb MMHUMaJIbHYHO CKOPOCTb;
+ OrpaHmumBaTb MakCMMasibHYH CKOPOCTb.
+ Ckopocmsb welnuHaa (Bxodsiuye20/ucxodsiuje2o coeduHeHusl) — BBeanTe TpebyeMoe 3HauYeHne B
3aBYCUMOCTU OT BbIGpaHHOIO pexuma.
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4.3.6.11 TlMoomeHro «Wi-Fi Q0S»

[aHHas cTpaHuua no3BossieT BKIYUTL U HACTPOUTb npuopuTtusaumio Tpadurka Wi-Fi cetn ansa 6ecnpoBofHbIX
nHtedpericos 2.4 'y, n 5 'y, nytem npucsamsaHus knaccy Tpadguka DSCP kateropuu goctyna EDCA
6ecrnpoBogHOl ceTu.

QoS ansa 6ecnpoBOAHLIX UHTepenCcoB.
JlaHHas cTpaHWua No3BONAET NpUcBanBath knaccy Tpadmka DSCP kateropuio goctyna EDCA GecnpoeogHoii ceTu.

WLAN 2.4 GHz

Brnouuts QoS

DSCP EDCA
CSs0: BE (HopmanbHblid) hd
Csl: BK (Huzkuid) b
Ccs2: BK (Hu3kuiA) hd
CS3: BE (HopmankHsiii) hd
CS4: VI (BbIcoOKWiA) v
CS5: VI (BeicokuiA) hd
CS6: VO (HamBbiciumia) -
CST: VO (HavBbICLIWA) A

Bkatowums QoS — npu ycTaHOBAEHHOM chnare npuoputusaumsa Tpadgurka Toukn goctyna éyaert
BK/IHOYEHA.
DSCP ( Differentiated Services Code Point ) — none B IP-nakeTe, N03Bo/IslOLLEE HA3HAYNTL CETEBOMY
TpaduKy pasnnyHbie ypOBHU 06CyXMBaHUSA. HanBbICLLMI NpuopuTeT npucBavBaetcs s CS7,
HanmeHbLnii ansa CSO.
EDCA (Enhanced Distributed Channel Access) — no3BonsieT co3aatb 4 ouepeau AN NpUopuTU3aLmMmn
Tpadmka :

+ BE (Best Effort) — 6e3 BblgeneHusi u perynmpoBaHus Knaccos Tpaduka;

+ BK (Background) — choHOBbII1 kKnacc npuopuTeTa Tpadmka;

+ VI (Video) — MHTepaKTUBHbIA MyNbTUMEANIAHBIA KNacc npuopuTeTa Tpadunka,;

+ VO (Voice) — MHTepakTVBHbIIi r0O/10COBOI Kilacc npuoputeTa Tpaduka.

HacTpoiika nproputrsaumm BbinonHaetcs nytem conoctaenenus CS (Class Selector) n EDCA.
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4.3.7 MeHI «AOMUHUCTPUPOBAHUE»

B aTOM MeH0 HaxoamTcs nHhopMauusi 06 YCTPOICTBE, Er0 COCTOSIHUWM, a Takke napaMeTpbl KOHburypaumm n
o6HoBneHua MNo.

4.3.7.1 lMoomeHro «Cmamucmuka»

B 3TOM NOAMEHI0 HAXOASATCA JaHHbIe O NepefaHHbIX U NPUHATLIX NaKeTax Nno KaxkaoMy uHTepdeiicy.

CraTucTtuKa
Ha 3T0i1 cTpaHuLie Noka3aHsbl CYETUMKN OTNPABMEHHBIX U NPUHATLIX NakeTos ans WLAN u Ethernet-wHteptbeiicos.
OTnpasneHo NakeTos 466
Wireless 1 LAN
MNony4eHo NakeTos 4
OTnpasneHo NaKeToB 0
Virtual AP1
Mony4eHo nakeTos 0
QTnpaeneHo NakeTos 797
Wireless 2 LAN
Mony4yeHo NakeToB 1301
OTnpaseneHo NaxkeTos 4091
Ethernet LAN1
MNony4yeHo NakeTos 0
OTnpaBneHo NaKeToB 4091
Ethernet LAN2
Mony4yeHo nNakeTos 0
QTnpaeneHo NakeTos 4090
Ethernet LAN3
MonyyeHo nakeTos 0
QTnpaBneHo NakeTos 18058
Ethernet LAN4
Mony4eHo nakeTos 22495
QTnpasneHo NakeTos 3355
Ethernet WAN
Mony4yeHo NaKeToB 6298
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4.3.7.2 TMoomeHro «DDNS»

B 3TOM NOAMEHI0 MOXHO aKTMBUPOBATb YCyry npefocTaB/ieHNst NOCTOAHHOIO JOMEHHOIO MEHN YCTPOMCTBY
C AvHamMmuyeckum IP-agpecom.

AunHamuyeckunii DNS

NuHamuuecknii DNS - TexHONoMMs, KoTopas NPUMEHAETCA /1A Ha3HaYeHWst MOCTOAHHOTO AOMEHHOTO MMEHW YCTPOWCTBY C
AvHamuueckum IP-agpecom.

BrknoynTe DDNS
MocTaBLUMK YCnyr: DynDNE v
[JomeHHoe UMA:
Norun/email:

Maponb/knoy:

lMpumeyaHue:
Ang TZO, sb1 Moxeme noayyums nPobHbIl akkyadm Ha 30 dreld 30eck unu ynpasasms cyujecmsyrowum TZ0 akkayHmom Ha

KOHMPOALHOU NaHeu
Ana DynDNS, sbl Moxeme cozdame caoll DynDNS akkayHm 30eck

CoXpaHUTh CoxpaHdTb U [MpUMEHUTE OTmeHa

+ MMocmaswjuk yciya — Bbl6op noctaBwmka ycnyrn DDNS.

+ [lomeHHoe umsi — nose BBo4a JOMEHHOro UMeHW NocTaBLLUmKa YCyr.

+ JloeuH/email — none BBOAA /1OMMHA NOMb30BaTENSA HA caiTe NoCTaBLUMKa YCAyru.
* [Naposb/k1o4 — nose Beoja napons.
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4.3.7.3 lMoomeHro «<Hacmpolika 0ambl U BpeMeHU»

B aToM nogMeHto HacTpavBaeTcs farta U CUCTEMHOE BpPeMsi YCTPOMCTBA NPW NOMOLLM CUHXPOHU3aummn ¢ NTP-
cepBepom.

HacTpoiika gatbl U BpeMeH!

Bbl MOXETe HACTPOUTE CUCTEMHOE BPeMs MPW NOMOLLM CUHXPOHU3ALIMK © MyBnvudHeIM NTP-cepeepom.

Tekylwee BpeMA:

2020 10 28
rog Mecay, JeHb
10 456 50

Uac MuH Cex

CKONWPOB&TL BPEMs KOMNbIOTEpa OGHOBWTL

BoiDepuTe BpeMEeHHYI0 30HY: (GMT)Greenwich Mean Time: Dubi...

Pa3pelwnTb CUHXPOHU3aULWD ¢ NTP-cepeepom
ABTOMATWYECKWIA Nepexof Ha NeETHEE BPeEMA

Anpeca NTP-cepeepoB: ntp.local

CoxpaHnTs CoxpaHuTk M NpUMEHNTE OTmeHa

+ Tekywee spemMsi — none BBoAa TekyLel AaTbl U BpemeHn. ECTb BO3MOXHOCTb BMECTO BBOAA
CKONMPOBAaThb 3TN AaHHbIEe U3 KOMMboTepa.

* BpemeHHasi 30Ha — 4acoOBOW NOSIC B KOTOPOM Haxo4MTCSA YCTPONCTBO. B 3aBUCUMOCTHM OT 3TOr0O 6yaeT
BbINOMHATLCA NOACTPONKA BPEMEHN.

* Paspewums cuHxpoHu3ayuro ¢ NTP-cepsepom — npu BbICTaBNEHHOM donare nponcxognT
CYHXPOHU3auns ¢ cepBepoM TOYHOTO BPEMEHM.

* ABmomamuyeckul rnepexoo Ha /iemHee speMsi — Mpu BbICTABIEHHOM donare, Nepexo, Ha fieTHee BpeMs
BbINOJIHAETCHA aBTOMaTU4eCKu.

+ Adpeca NTP-cepsepa — none Beoga agpeca NTP-cepBepoB A/151 CUHXPOHU3aLU MM BPYUHYIHO.
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4.3.7.4 TMoomeHro «Hacmpolika TR-069»
B nogmeHto «HacTpolika TR-069» BbINO/HAETCA HACTPOKa NPOTOKO1a aBTOMATMYECKOro KOHMIyprpoBaHus
aboHeHTCKMX ycTpolicTe TR-069.

MopmeHio «<HacTpoiika TR-069» OCTYNHO TONLKO Nopj y4eTHOI 3anucbio Admin.

4.3.7.4.1 OGwue

HacTtpoiika TR-069

JTa cTpaHWUa Ucnonb3yetca AnA HacTpordkk TR-069 CPE. 3geck MOXHO M3MEHUTE NapaMeTpel gocTyna Kk ACS.

Hactpoiiku ACS

TROG9: Buikniouero @ Bunouero
MNonyyars HacTpoikm TR-069 no DHCP Buiknioueto O Brnouero
URL: hitp:/facs-eltex.local:9595

Mmsa nonb3oBatens acs

Maponb acsacs

Brnio4YMTE Nepuoguyeckue

ONOBELLEHNS: BbIKNOYEHD Q BrnwoyeHo

WVIHTEPBAN NEPUOAMYECKUX

., 60
ONOBELLEHWIA:

* TR-069 — npu ycTaHOBNEHHOM ¢hriare paspelleHa pabota BCTPOEHHOIO KneHTa npotokona TR-069,
NHaye — 3anpeLleHa;

+ lMonyyame Hacmpoliku TR-069 no DHCP — npu BkntoveHnu, TR-069 KNneHT 6yaeT ncnosnb3oBaTb
napameTpbl, NoslyyeHHble B 43 onuum DHCP (nons HUke npy 3TOM OCTaHyTCs HEM3MEHHbIMU, HO ByayT
UrHOPVPOBATLCS! KITMEHTOM);

+ URL — none BBOAa agpeca cepBepa aBTOKOHUrypupoBaHus. Agpec Heo6xoaumo BBOAUTL B popmate
http://<address>:<port> unu https://<address>:<port> (<address> — IP-aapec nnv gomeHHoe nvs ACS-
cepBepa, <port> — nopt cepBepa ACS, no ymonyaHuto nopt 9595). Bo BTOpoM c/lyyae KNneHT 6yaeT
ncnonb3oBaTb 6e3onacHbii npotokon HTTPS ans o6meHa nHdopmauuein ¢ cepsepom ACS;

* Wms nosib3osamersisi, Maposib — none BBOAA MMEHW Nosb30oBaTtens U napons s AocTyna KaveHTa K
ACS-cepBepy;

* Bk/iro4ums rnepuoouyeckue ornosewjeHus — Npy yCTaHOBNEHHOM hriare BCTPOEHHbI kineHT TR-069
OCyLLecTBASET nepuoguyecknii onpoc cepsepa ACS ¢ MHTepBasioM, paBHbIM MIHmMepsasny
rnepuoouyeckux ornosewjeHul, B cekyHaax. Lienb onpoca — 06HapyXu1Tb BO3MOXHblE U3MEHEHUS B
KOHpurypaumm ycTpoicTBa.
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4.3.7.4.2 3anpoc Ha noAknwyeHne

3anpoc Ha NnogenyeHne

MMA nonb3osarens: admin
Maponb: admin
MyTh:

MopT: 7474

CoxpaHuTk CoxpaHnTs ¥ [NpUMEHUTB OTMeHa

YnpaeneHue
cepTUdIMKaTamm;

06z0p... dalin He BbIOpaH.

* Vimsi nonb3osameris, lNaposib — None BBoga MMeHMU rnosb3osaTtens v napona gns gocryna ACS-cepeepa
K knueHTy TR-069;

+ [Mymb — none BBOAA agpeca vHuumanmsaunm ansa 3anpoca;

* [Topm — ncnonb3yeMblil NOPT A/15 NOAK/IYEHWS;

+ CA-cepmucbukam — 3arpy3ntb BPy4HYH KOpHEBOW cepTudmkar SSL.

4.3.7.5 TModomeH «CucmeMHbIl XypHasi»

MoameHto «CUCTEMHbII XypHasT» NpegHa3HaYeHo 4718 HaCTPOViKM BbIBOAA Pa3HOTo poda OTN1af0uHbIX
COO0O6LLEHWNI CUCTEMBI B LIENSIX 06HapyXeHns npobiem B paboTe ycTpoiicTea.

(CUCTEMHbIN XypHaU

Ha 370/ cTpaHWLie MOXHO HACTPOUTE NapameTpbl BeIeHWA CUCTEMHOTO KypHana (syslog), a Takke NPOCMOTPETL 3anucK B
HeM.

BKMOYMTL NOTMpoBaHue

Bce cucTeMHble coobLeHuA

BecnpoBogHan CeTb

Dos

Debug

icnone3oBatk YAaneHHsIid cepeep Ana NormposaHna

Afpec yaaneHHOTo cepeepa:

CoxpaHuTk

* Bknto4ums si02uposaHue — Npu BbiCTAB/IEHHOM do/iare oyHKLMS XXypHasia akTUBHa,;
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* Ylcrnonib3oBameb yoasneHHbili cepsep 07151 102upoBaHuUsi — NPV BbiCTaBMIeHHOM dniare 0T1afouHas
nHhopMaLms ByaeT OTNPaBATLCA Ha YAa/IeHHbIn cepBep No npoTokony syslog. Ero aapec 3agaeTcs B
nosne «AApec yaasleHHOro cepBepan.

4.3.7.6 [MoomeHto «O6HOoB/IEHUE MPOWUBKU»

MoameHto «O6HoBMeHNe MNO» npefHa3HavYeHo A1 06HOB/IEHNS yNpasnsaoLLeli MUKPONporpamMmmbl YCTPOUCTBA.

OGHOBNEHUE NPOLLUBKA

Ha aToii cTpaHuLe MoXHO 06HOBWTL cucTemHoe MO poyTepa Ao Gonee HOBOI Bepcuu. MoxanyAcTa, He BeIKNKuaiTe
YCTPOMCTBO B Npougcce 0BHOBNEHUS - 3TO MOMXET NPUBECTM K NOpUYE NaMATH.

Bepcua MO: 2.4.0-b79

BbibepwnTe thailn ¢ NpoLUMBKOM: Browse... No file selected.

PezepBuYpoBaHHE NPOLLMBKY
AKTMBHaA obnacTe: 2.4.0-b79

PesepsHas oGnactb: 2.4.0-b79

OBHOBNEHWE C YAANEHHOTO CEPREpA -

* Bepcus 1O — Bepcus NporpaMmmHoOro o6ecneyeHins, ycTaHOB/IEHHOTO Ha YCTPOICTBE.

* Bbibepume ¢palis ¢ npowuskol — NPy HaNN4YMM NoKanbHOro gaiina ¢ NPoLLIMBKON MOXHO 06HOBUTbL MO,

yKasaB NyTb K 3TOMY (haiiny n Haxas KHOMNKY «OGHOBUTbY.

© B cnyuae noBpexeHNs OCHOBHOI NPOLIVBKM aBTOMATUYECKMN 3arpy)XaeTcsi pe3epBHasi.

© B cnyuae ycnelwHoro oGHOBIEHUS NPOLIMBKY Yepe3 10 MUHYT 3anycKaeTcsi MPOLLecc
pe3epBMpPOBaHUSA NPOLLUUBKM.
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4.3.7.6.1 OGHOBNEHWNE MPOLUMBK/ MO CETU

YCTpONCTBO NogaepXnBaeT BO3MOXHOCTb 0OHOB/IEHUS MPOLLMBKM MYyTEM CKauvBaHus ee u3 ceTu. B kauecTse
MCTOYHWUKA OGHOBMEHNA MOXET ObITh yAaneHHbIl cepBep (eltex-media.ru) nnn npsiMble CCbISIKM Ha NPOLLMBKY B
Bunge HTTP, FTP, TFTP-agpeca.

[nsa 06HOBNEHNWS C MCMONb30BaHWEM YAa/IEHHOIO CEPBEPA, B BbiNagatoLeM cnmcke Bbloepute «O6GHOBNEHME C
yAAIEHHOIO cepBepar, 3aTeM Haxmnte «MpoBepuTb Hamune o6HOBNEHUIA». B cniyyae, ecnm nverotcs
AOCTYMNHble 06HOBMEHNS, ByAeT 0TOOPaKEHO COOOLEHNE C AOCTYNHOW BEPCUEN N KHOMKOI «OBHOBUTL». 1A
npocmoTpa Cnncka U3MeHeHWM, HXKMUTE Ha NoAYepPKHYTOe HanMEeHOBaHNe BEPCUN NPOrpaMMHOro
obecrneyveHus.

OBHOBNEHWE C YOANEHHOTD CEpEEpE -

OBHOBNEHWA OTCYTCTEYHOT

© [ns pa6oThi hyHKLUMM NPOBEPKM OGHOBMEHUS HEOGXOAUMO Ha/lUuMe BbIXoAa B VIHTepHeT.

[na o6HoBnenus npowmnekn ¢ HTTP, FTP nnu TFTP cepepa He06XxoauMO yKasaTb NPSIMYHO CCbIIKY.

HTTP-ccrinka -
OBHoBWTE Npownery no HTTP-cceinke.

HTTP-cceinka:

FTP-ccrinka d
OBHoBWTE Npowmneky no FTP-coeinke.

FTP-ccuinka:

TFTP-ccrinka v
OBHoBKTE NpowWery no TETP-cceinke.

TFTP-cceinka:

[nA 3anycka npouecca 06HOBEHNSI TPOTPAMMHOI0 06eCneyeHust, HKMUTE KHOMKY «OBHOBUTbY.

@ He oTkniouaiiTe NMTaHWe YCTPOIICTBA, He BLINOJHATE ero nepesarpysky B npoLecce
o6HoBneHus MNO.
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4.3.7.7 [lMoomeHro «CoxpaHeHue/3azpy3ka HaCmpoekK»

B nogmeHto «CoxpaHeHne/3arpy3ka HacTpoek» BbINOSIHAETCA COXpaHeHne 1 06HOBNEHME TeKyLLel
KOHUrypaumm.

CoxpaHeHuel/3arpyska HacTpoek

Ha 3Toif CTpaHWLie MOXHO COXPaHWTL TEKYLLME HACTPOWKKU B thaiin unu 3arpyanTh MX U3 aiina. Takke MoXHO cBpockThb
TeKYLLWe HACTPOMKA K 3aBOACKUM.

COXpaHUTE HACTROMKMN: CKkauaTb...

CxavaTb 3awmndposaHHbli daiin:

3arpy3uTe HaCTPORKK: Ob3op... Paiin He BblDpaH.

COpoCHTb HACTPOMKM K 32BOJCKMM:

« CoxpaHumbs Hacmpoliku — Ans cOXpaHeHusi TEKYLLEN KOHpUrypaLuumn ycTponcTBa Ha NoKasbHbIl
KOMMNbIOTEP HAXXMUTE KHOMKY «CKayarb...».

+ Ckavyamsb 3awuughposBaHHbIl ¢halin — npu yctaHOBNEHHOM dhniare 6yaeT ckaunBaTbCs 3allndpoBaHHbI
Goaiin.

« 3aepy3umb Hacmpolku — BbIBOP COXPAHEHHOIO Ha /I0Ka/IbHOM KOMNbIOTEPE doaiisia KoHgUrypaumu.
[nsi 06GHOBNEHNS KOHpUIypaL M YCTPOCTBA HAXXMUTE KHOMKY «O630p», yKaxuTe dhaiin (B
thopmarte .dat) u HAXXMUTE KHOMKY «3arpy3nTb». 3arpy>XeHHas KoHUrypauus npuMeHsieTcs
aBToMaTn4eckn 6e3 nepesarpyskm ycTpoiicTea.

+ Cépocumb HacmpolKu K 3aBOOCKUM — A/1s1 COpoca BCEX HACTPOEK YCTPONCTBA Ha CTaHAAPTHbIE
3aBO/ACKME YCTAHOBKM, HXXMUTE KHOMNKY «CHpPOCUTLY.
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4.3.7.8 [ModomeHro «Yrnpas/ieHue 0ocmyrnom»

B nogmeHto «Ynpas/ieHve AOCTyNnoM» yCTaHaBIMBalOTCA MMSA NOMb30BaTeNs U naponb focTtyna Kk web-
NHTepdeicy ycTporcTea Ans YYETHbIX 3anuceit Admin v User.

YnpaBneHue gocTynom

Ha 3Toii CTpaH1LLe MOXHO HACTPOWTL aKKayHT [U1S AOCTYNa K MapLipyTU3aTopy.

Admin

Mma nonb3oeatens:
HoBblit naponk:
MogTeepxaeHue Napons:
User

Wmsa nonb3oeatens:
HoBblid naponk:

MNoaTEepHAEHUE Napona:

CoxpaHnTe OTmeHa

* VIMsi nosib308ame/isi — Nnose BBOAA A1 UBMEHEHNS UMEHW MO/b30BaTeNs.
* Hosblli napo/sib — nosie BBOAa HOBOTO Naposisi K yCTPOCTBY.
+ [ModmseepxdeHue naposisi — nosie NOBTOPHOrO BBOAA HOBOTO MApO/is C LE/b0 ero NoATBEPKAEHUS.

© o ymonuanuio ans yuetHoii 3anucu Admin ucnonb3syeTcs UMs nonb3oBatens — superadmin,

naponb — password.
Ansa yueTHoli 3anucu User ucnonb3yeTtcs MMs nonb3oBartens — admin, naponb — password.

M3meHeHUe AaHHbIX yueTHOI 3anucu Admin nog y4eTHOW 3anucbio User HeAOCTYNHO.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh

HaXKMUTE KHOMKY «COXpaHnUTb». 115 OTMEHbI M3MEHEHWI NOKMHLTE CTpaHuLYy 6e3 COXpaHeHUst U3MEHEHUIA. s

BOCCTaHOB/IEHNS 3HAYEHUIA NO YMOJ/THaHUIO HOXMUTE KHOMKY «OTMmeHa».

© B uensx o6ecneyeHns 6e30NaCHOCTU NPU HACTPOIiKe YCTPOICTBA PEKOMEHAYETCA USMEHUTD
MMSA nonb3oBaTesis U Naposib.
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4.3.7.9 TMoOMeHI «YMHbIU 0OM»

B faHHOM NoAMEHH0 BbINOHAETCA HACTPOKa KOHTPOs1/1epa yMHOro oMa.

YMHBIV AOM fOCTYMNeH TonbKo Ha RG-35-WZ.

HacTtpoiika Cuctembl "YMHbIA oM™

JT1a cTpaHULa UCNonb3yeTcA ANA W3MEHEHWA NapamMeTpoBR CMCTeMbl "YMHbIA Jom”

ﬂ BKAKYMTE CEPBMC "YMHDBIA Jom"

Anpec nnatcopmel smart.eltex-co.ru
Homep nopra 8070

3alWLIEHHOE COEAMHEHUE

CoxpaHuTb 1 NpUMEHUTE Cbpoc HacTpoek "YmHoro Joma"

* Bk/iro4umsb cepsuc «YMHbIU 00M» — NpuW BbICTaBNEHHOM dhriare OyHKLMSA KOHTpOs1Iepa «yMHOIO oMay
BK/IHOYEHA.

+ Adpec nnamghopmbl — none Beoga agpeca cepsepa Eltex Smart Control (Eltex SC). Agpec Heo6xoanMo
BBOANTL B hopmaTe <address>.

* Homep nopma — none BBOAA NopTa 418 CBA3W ¢ nnatgpopmoli ymHoro goma «Eltex Smart Control», no
ymondaHuto nopt 8070.

+ 3awjuweHHoe coeduHeHUe — NMpu BbICTaBNEHHOM hnare UCnosib3yeTcsi NPOTOKoN WwindpoBaHus SSL.
Mpu CnoNb3oBaHMM 3aULLEHHOTO COeanHEHUS B none «Homep nopta:» ykaxute nopt 8072.

+ CoxpaHumb u MpuMmeHUMb — pNS COXPaHEHUS BHECEHHbIX NU3MEHEHWI HAXXMUTE Ha KHOMKY.

+ C6poc Hacmpoek «YMH020 doma» — nepesanyck KOHTponnepa 1 yaasieHne Bcex nogKIUYEHHbIX No
npoTtokony Z-Wave ycTpoincTs.

4.3.7.9.1 AnbTepHaTUBHasi HACTpoiika «YMHOro foma» yepes telnet

1. BknwounTe nuTaHue yCcTpoicTBa U NOAKIUNTE KOMNbIOTEP ¢ NnoMoLblo Ethernet-kabens Kk WAN-nopty
abOHEeHTCKOro TepMuHana.
2. OTKpoliTe gocTyn K ycTpoicTey no Telnet, ansa atoro:
Mepengute B MeHto «TCP/IP»;
OTkpoviTe BkNaaky «HacTtpoiika WAND»,
Pagom ¢ WANT Haxxmute «/13mMeHnTb,
B Bbinagatouiem cnucke «MpoTtokosn» Bbléepute « TELNET»;
B none «lMopT» BBeAMTE NOPT, MO KOTOPOMY OyAeT OCYLLECTBAATLCS AOCTYN K YCTPOWCTBY,
HaxmuTe KHOMKy «[1o6aBnTb NpaBunioy;
g. Haxmute kHonky «CoxpaHuTb 1 MpUMeHnTb;
3. Mocne 3arpys3kun ycTpoiictTea ycTaHoBuTe telnet-coeguHeHne mMexay KOMnbITEPOM U
ycTpoiicTBoM,ucnonb3yst WAN IP-agpec ycTpoicTBa, 10rMH — superadmin, naponb — password.
4. [nsa npocmoTpa TeKyLmX napaMeTpoB COeAUHEHUS € NAaTgIOPMOLi BbINO/THUTE KOMaHAY:
a. flash all | grep ZWAY
5. HacTtpoiite napameTpbl coefMHeHNs ¢ NaaTopMONi:
a. flash set ZWAY_REGISTERED [ 1 wnn 0] — ycTaHOBKa coefimHeHust ¢ nnatdgopmoit: 1 — Bkn, 0 —
BbIK/T;
b. flash set ZWAY_CLOUD_HOST [ adpec nnamghopmbi | — HacTpoiika aapeca niatgopMbl

S0 Q0T o
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c. flash set ZWAY_CLOUD_PORT [ nopm | — ycTaHOBKa HoMepa nopTa n/atgopMbl, N0 YMOMHYAHNIO

8070;
d. flash set ZWAY_UNSECURE [ 0 nnv 1] — BKNOUNTb W BIK/OUYNTL WKchpoBaHNe Tpadhuka npu

coeanHeHnn ¢ NNaTgopMOi.

© nMpumep HacTpoek No yMonyaHuio:
flash set ZWAY_REGISTERED 1
flash set ZWAY_CLOUD_HOST smart.eltex-co.ru
flash set ZWAY_CLOUD_PORT 8070
flash set ZWAY_UNSECURE 0

6. lMepesarpy3nTe yCTPOWMCTBO NO NuUTaHuto. Mocne nepesarpy3kn HoBblE NapamMeTpbl BCTYNSAT B CUNY U
YCTPOWCTBO 6yAET rOTOBO K MOHTaXy Ha 06bEKTE.

4.3.7.10 TlodmeHro «lNepe3azpy3kar»

OnucaHune CoAePXNMOro CTPaHNLbl MPUBEAEHO HA PUCYHKE HUXKE.

MNMepe3sarpyska

3Ta cTpaHuLa No3BOMWT Nepe3arpyavTb poyTep

Bl 1eiiCTBUTENLHO XOTUTE Nepesarpy3nTs poyTep?

[Nepesarpyzaka

EasyMesh

Mocne nepesarpy3ku KoHTponnepa EasyMesh TpeGyeTcs HECKONbLKO MUHYT A1 NepecTpoeHus
cetu EasyMesh u nepenogknioueHus areHToB.

4.3.7.11 [NoomeHro «Bbixo0»

OnucaHne CoaePXNMOro CTPaHNLbl MPUBEAEHO HA PUCYHKE HUXKE.

Bbixop

3Ta cTpaH1La No3BOMKT BLIATH U3 YUETHOI 3aninci

Bbl [EHCTBUTENEHO XOTUTE BLIHTH?

BoliiTi

4.3.8 MeHio «USB»

B meHio «USB HacTpoiikmn» MOXHO NpefocTasniAaTb fOCTYN K haiinam Ha nogkitoveHHoM USB-HakonuTtene no
npotokony SMB u cepsucy DLNA.
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4.3.8.1 lMoomeHro «Obwast uHghopmayusi»

B aTOM nogmMeHto oTobpaxaeTcs MHpopmaumst 0 HocuTesne: 06wuin o6bem NnamaTh, 4OCTYNHOe cBO6oAHOe

MEeCTO Ha HOcuTesle, 3aHATbI 06beM NaMaTH, a Takke Tun anIoBoi CUCTEMBI.

O6wasn naopmayuna

Ha aToii cTpaHuLe oTobpaxaeTcs MHpopMaLMs o HocUTene.

Paznen O6wmA obbem CeobogHo WMcnonksoBaHo
/devisdal 19.811(G) 19.433(G) 0.378(G)
/dev/sdaz 0.226(G) 0.218(G) 0.008(G)
/dev/sda3 97.133(G) 52.059(G) 45.074(G)

McnonL30BaHo,
T

2%
4%

46%

Tun hainoBol CUCTEMBI

fat
fat

fuseblk

© oaiinosas cuctema NTFS B web-uHTepdbelice ycTpoiicTBa oTo6paxaeTcs Kak fuseblk

4.3.8.2 TlMoomeHro «Hacmpolika docmyna»

B 3TOM NOAMEHI0 MOXHO 06aBUTb W YAA/IUTL YYETHbIE 3anuck Samba, C KOTOpbIX GYAET BO3MOXEH JOCTYN K

USB-HocuTento.

4.3.8.3 lNMoomeHro «Hacmpolika USB rpusioxeHuti»

B 3TOM NOAMEHI0 MOXHO BK/THOUNTbL/BbIK/IOUUTL cepBucbl DLNA, Samba.

HacTtpoiika USB-npunoxeHuin

JTa cTpaHuUa UCNonb3ayeTca AnA BknoueHnA/BeIkNKYeHnA DLNA, Samba w T.4.

Brnwounts DLMNA

Brnioynth Samba

CoxpaHuTk

DLNA pocTtyneH Tonbko Ha RG-35-WZ.
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4.3.8.4 lMoomeHto «Obwue narnku»

B 3TOM NogMeH0 MOXXHO M3MEHUTb NpaBa AOCTyna K narnkam Ha BKIOUEHHOM B aBOHEHTCKMIn TepmuHan USB-

YCTPOWCTBE /151 HEaBTOPM30BaHHbIX NOJIb30BaTeNe.

Oo6wmwme nanku

3JTa cTpaHuLa Ucnonb3ayeTca aAna nobaeneHnalynaneHna oBWWx nanok.

MyTb K nanke:

Pasgen: fvarftmp/usb/sdal -
AHOHWUMHGIA gocTyn:

MpaBa: Tonbko YTeHne hd

CoxpaHuTb

CNWCcoK 0BLIMX NAMoK:

Bribparts IMyThb K Nanke Bnageney Mpasa

¥oanuTe BelbpaHHbIe YOoanute BCe OTmMeHa

* [Mymsb Kk narke — abCONIOTHbIV NYThb K Narke, kKotopas 6yaeT oTobpaxarbCcs B CETU.

* Pasdes1 — nokasbHbIil pasgen, kK KoTopomy ByaeT npefocTasnied AOCTYN Mo CETU.

* AHOHUMHbIU docmyr — Npu yCTaHOB/IEHHOM dh/iare AOCTYN K nanke MoXeT ObITb OCyLLecTB/eH 6e3
aBTopu3auum.

* [pasa — BbIOOP NpaB foCTyna k ceTeBoit nanke (Tosbko YTeHne/YTeHune 1 3anuchb).
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5 Cnuncok nameHeHum

Bepcua gokymeHTa Jarta Bbinycka CogepxxaHvue nsmMeHeHuii

Bepcua 1.3 12.2020 OG6HOoBNEHBI pasaensi:

* MNogmeHto «CTatyc»

* MoameHo «OCHOBHbIE HACTPOKMN»

* MogmeHio «PaclumpeHHble»

* lMogmeHo «O6HOBMEHNE NPOLUNBKUY

Bepcusa 1.2 10.2020 [Job6asneHbl pasgens:
* [NoameHto «HacTpoiika nopToB»
OGHoB/EHbI pasgensi:

* XapakTepucTrkn ycTponcTaa

* OCHOBHbIe TEXHUYECKME NapameTpbl

* [lMepenHAs naHenb ycTporictea. OnucaHve
CBETOBOW MHAMKaLUN

* 3agHasa naHesnb ycTpoicTBa. OnucaHne NopToB U
pasbemMoB

* COpocC ycTpoicTBa K 3aBOACKNM HACTpOikaM

* YnpaBreHue yCcTpoicTBom yepes web-nHtepdelic

* MogmMeHo «OCHOBHbIE HACTPOMKMN»

* lMoameHto «PacnucaHne»

* oameHto «HacTpoiika WAN»

* YpaneHHsbiin goctyn

* MoameHto «Co3gaHne npasma QoS»

* [oameHto «HacTpoiika TR-069»

* OGHOBNEHME MPOLUUBKM NO CETA

* MeHto «USB»

Bepcusa 1.1 05.2020 [o6asneHbl pasgensl:
* MeHio «EasyMesh»
OG6HOB/IEHbI pasgessbl:

* YnpaBneHue ycTpoiicTBOM Yepe3 web-nHtepdeiic
* Hauasio pabothl
* [MpumeHeHne KoHdurypauum
* lNoameHto «Craryc»
* MeHto «Wi-Fi 2.4 TTu» n «Wi-Fi 5 TTup»
* TMogmeHo «OCHOBHbIE HACTPOVKM»
* lMoameHo «PaclumpeHHble»

Y6paHbl pasgensl:

* MeHio «Wi-Fi 2.4 Tu» n «Wi-Fi SI'Tu»
+ MoagmeHio «BecnpoBogHoOli MOCT»

Bepcua 1.0 08.2017 MepBas nybnukaums
Bepcusa nporpamHoro 240
obecrneyveHns
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TEXHNYECKAA NMOAAEPXKA

[na nonyyeHnss TEXHNYECKON KOHCYNbTauumn no Bonpocam akcnayaraumm obopygosaHusa OO0
«MNpegnpuatne «3MTEKC» Bbl MoXeTe 06paTtuTbCca B CEPBUCHbIN LIEHTP KOMMaHWK:

dopma obpaTHOI CBSA3M Ha caiTe: https://eltex.ru/support
Servicedesk: https://servicedesk.eltex-co.ru

Ha odmumansHom caiiTe koMnaHum Bbl MOXeTe HaTN TEXHUYECKYIO LOKYMEHTaLMIo 1
nporpammMmHoe obecneueHune ans npoaykumm OO0 «MpeanpuaTtne «3ITEKC», 0bpatntbes K 6ase
3HaHWI UM OCTaBUTb UHTEPAaKTVBHYHO 3asiBKY:

OdhmumanbHbIii calT komnaHun: https://eltex.ru/
Ba3za 3HaHuii: https://docs.eltex-co.ru/pages/viewpage.action

LleHTp 3arpy3ok: https://eltex.ru/support/downloads


https://eltex.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex.ru/
https://docs.eltex-co.ru/pages/viewpage.action?pageId=45454600
https://eltex.ru/support/downloads/
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