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PykoBogacTBo no skcnayatauum WEP-550K

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoe npegHasHavyeHne WEP-550K — ycTaHOBKa BHYTpW 34aHWil B Ka4ecTBe TOYEK AOCTYyna K pas/iMyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

@ nNpeaynpexaenns MHOPMUPYIOT NONL30BATENS O CUTYaLMAX, KOTOPbIE MOTYT HAHECT Bpej
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.




PykoBogacTBo no skcnayatauum WEP-550K

2 OnucaHue n3nenus

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHbl 6ecnpoBogHble Toukn goctyna WEP-550K.

OCHOBHbIM Ha3Ha4YeHNEM YCTPOICTB ABASETCA CO34aHne 6ecnpoBOAHON CeT nepefayun AaHHbIX L2-ypoBHS Ha
CTbIKe ¢ npoBogHoli ceTbto. WEP-550K nogkntouaroTcs k npoBogHol cetn yepes 100M/1G/2.5G/5G/10G
Ethernet-uHtepdeiic n ¢ nomowybio pagnonHTepelicos co3gatoT 6ecrnpoBOAHON BbICOKOCKOPOCTHOM A0OCTYN
[ANS YCTPOWCTB, nogaepxmsatomx texHonoruo Wi-Fi B gnanasoHe 2.4/5/6 'y,

YcTpoiicTBa cogepxart 3 paguonHtepderica ansa opraHnsaumm Tpex pmsmnyeckmx 6ecrnpoBOaHbIX CETEN.

WEP-550K nogaepxvBaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBUCOB U NO3BO/ISET Nepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayowymMmn TexHonornsmn QoS: CoS (teru B 3aronoske VLAN-kagpa) n ToS (MeTku B
3aronoske |IP-naketa).

Mopaepxka wennuHra Tpaduka Ha kaxgom VAP no3sonsieT B NOIHOM Mepe ynpasisiTb Ka4eCTBOM CEPBMNCOB
N OrpaHUYeHnsAMY Kak [/19 BCceX abOHEeHTOB, Tak U A1 KaXA0ro B YaCTHOCTW.

YCTpOWCTBO ABMSETCA hiarMaHCKUM peLleHnem A5 NoCTPoeHns 6ecrnpoBOfHON CeTU € 60/bLUMM
KO/IM4eCTBOM NO/Ib30BaTEsNeN N MHTEHCUMBHBLIM TpadMKoM — B 0ucax, rocyapCTBEHHbIX YUPEXAEHNSIX,
rocTUHMLAX, KOHhepeHL-3aax, naboparopusx 1 y4ebHbIx ayantopusax. BoaMoXHOCTb CO3aHMA BUPTYasibHbIX
TOYEK J0CTyna ¢ pas/inyHbIMU TUnamm WwnudposaHna nossonset yctaHasnmeate WEP-550K B opraHusaumsx,
rae TpebyeTcsa pasrpaHuyeHvie npas 4ocTyna Mexay 0Obl4YHbIMY NO/Ib30BaTENSAMU U BblAENEHHbIMW rpynnamMm
nonb3oBaTenei.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicnbi:

+ 1 nopt 100M/1G/2.5G/5G/10G BASE-T (RJ-45) c nogaepxkoli PoE;
+ 1 nopt 100M/1G/2.5G BASE-T (RJ-45) 6e3 noaaepxku PoE;

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax/be;

« Wi-Fi 51Ty IEEE 802.11a/n/ac/ax/be;

« Wi-Fi 6 I'Tu IEEE 802.11ax/be.

PyHKYyuUu:
BosmoxHocmu WLAN:

* noaaepxka ctaHgapTtoB IEEE 802.11a/b/g/n/ac/ax/be;

* poymuHr nonb3oBateneii IEEE 802.11r/k/v;

+ arperauma gaHHblx, Bkatovad A-MPDU n A-MSDU;

* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* aBTOBbIOOP KaHana;

* 48 BUpTYaNbHbIX TOYEK AOCTYMNA.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTH, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka VLAN;

* nogaepxka C-VLAN;

* DHCP-knueHT;

* nogaepxka GRE;

* nepegadva aboOHEHTCKOro Tpaduka BHe TyHHenNew;
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* nogaepxka NTP;
* nogaepxka Syslog;
* noggepxka LLDP.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;

+ nopaepxka Captive Portal;

+ nopaepxka WIDS (npegoctaBnseTcs no MUeH3um).

Ha pucyHke 1 npuBegeHa cxema npumMmeHeHna obopygosaHna WEP-550K.

APM
aneparopa

e

™~

KoHTponnep
WLC/AYWLC

Cepeep
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHaNbLHaa cxema ucnonb3osada WEP-550K
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl WAN-uHTepdpeiica Ethernet

KonuuecTso nopTos 2
DMEeKTPUYECKUIA pa3bem RJ-45
CKopocTb nepegaun 100M/1G/2.5G/5G/10G/auto

100M/1G/2.5G/auto
Mopnepxka cTaH4apToB BASE-T

MapameTpbl 6ecnpoBOgHOrO NHTEepdeiica

CTtaHgapTbl 802.11a/b/g/n/ac/ax/be

YUacToTHbIN AnanasoH 2400-2483.5 MI'y; 5150-5350 Mr'u, 5470-5850 MI'y, 5935-7125 MI'y
Mogynsuus BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM, 4096QAM

Pa6oune kaHasbl 802.11b/g/n/ax/be: 1-13 (2401-2483 ML)

802.11a/n/ac/ax/be:

+ 36-64 (5170-5330 MI'w)
+ 100-144 (5490-5730 MI'y,
+ 149-165 (5735-5835 MI'y,

802.11ax/be: 1-233 (5935-7125 MI'y)

CKkopoCTb nepefaqn gaHHbIX 2.4TTuy, 802.11be: 1376 Mbut/c
5Tu, 802.11be: 5765 MoéuT/c
6 'Mu, 802.11be: 11530 M6uTt/c

MakcrmasibHoe KONMYeCcTBO ogHOBpPeMeHHbIX 1024
NOAKMHYEHNT

MakcumasibHast MOLLHOCTb nepegarymka 47Ty 21 pbm
Mmu: 21 abm
r

u: 21 gbm
KoadhdhnUMeHT yCuneHnsa BCTPOEHHbIX aHTEHH
Mu: ~3 abn

YyBCTBUTE/IbHOCTb NPUEMHUKA 4TTu: no-93 abm

Mu: no -94 nbm

2.
5
6
2.
STy ~6 abn
6
2.
5
6 'u: go-94 pbm

BesonacHocTb LleHTpasIM3oBaHHan aBTopusauusi yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)
WwndpoBaHue aaHHbIXx WPA/WPA2/WPA3/0WE
noAJepXka BHELUHero noprana asTopusaumm

PagnonHTepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 4x4

YnpaBneHue

YpganeHHoe ynpasfieHme web-nHTepgeiic, Telnet, SSH, CLI, NETCONF

OrpaHuyeHune gocTtyna Mo Napo’sito



PykoBogacTBo no skcnayatauum WEP-550K

O6uwume napameTpbl

Flash-namaTtb 256 MB SPI-NAND Flash
RAM 176 DDR4 RAM

MuTtaHne PoE++ (IEEE 802.3bt-2018)
MoTpebnsemasi MOLWHOCTb He 6onee 33 BT

Pabounin agnana3oH TemnepaTyp oT+5 00 +40 °C
(z)glngI/lTeﬂbHaﬂ BN@XHOCTb Npu Temnepatype [fo 80 %

a6apuTbl (auameTp x BbicOTa) 280 x 64,5 MM

Macca 1,8 kr

CpoK cnyx0bl He meHee 15 net

Tabnuua 2 — MNutaHne

Wi-Fi Ethernet

NcTouHuK Knacc MakcumanbHas noTpeénsemas
AL REE 24rTy 5MMy 6Ty 10GE 2.5GE  MowHocTs, BT

802.3bt (PoE++) 5 4x4 4x4 4x4 10G 2.5G 33

802.3at (PoE+) 4 2x2 2x2 2x2 256 - 20

Unclassified - 2x2 2x2 2x%2 2.5G - 20

€@ HekoTopble nHxekTopbl POE++ MOryT HEKOPPEKTHO paboTaTk, HEOBXOANMO COrMTAcOBbIBATHL HEBEPHbII
knacc PoE ¢ 3anuTbiBaeMbIM YCTPOCTBOM.
Ecnu Ha ycTpoiicTBO Nogaétcs HeBepHbI knacc POE, BbIK/IOUMTE/BKNIOUNTE UHXEKTOP UK 3anuTaiiTe
YCTPOMCTBO OT APYroro MHXekrtopa/koMMyTaTopa.

Tabnuua 3 — Tabnuua COBMECTMMOCTIN CKOPOCTEN CEeTeBOro NoAKIYEHUs 1 kateropuii kabenei Ethernet
CkopocTb KaTeropus ka6ens

CAT6a (100 m)
10G CAT6 (55 m)

CAT5e (30 m)

CAT6
5G

CAT5e (30 m)
2.5G CATSe
1G CATSe

100M CATS
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2.4 [OuarpamMmbl HanpasneHHOCTU
Ha pricyHkax HvXe npeacTas/ieHbl guarpammbl HanpaBieHHOCTU YCTPOCTBa.

MonoxeHue nNpun nsmepeHnun

AZIMUTH (XY) ELEVATION (X2)

AnanasoH 2.4 Ty,

90

y 5 110 X 0

X 60 120 ‘\ 60
130 50
133 4
140 e
150 30 1350 3
160 20
163 15
170 10
130

23 20 13 10 3

-0
0 BT 20 s o
190 s
195 345
200
210 3 210 3
20 2
225
230
240 300 240
250
253 = 285 260
AuvanasoH 5Ty
: 20
103 Y 5 105 DDX 5
a0 1 i 120 6
135 \“ 133 43
150 30 150 30
165 15 165 15
150 180 Zn
25 20 A5 -10 <5 AR5 20 15 -0 4§ 0
195 195 5
210 3
225 5
240 300
253 283

10
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Avana3oH 6Ty,

105 75
Y

130 30

165 15
165 15

X 150 z 0

0 =B-=25. =20 -15 -l0 -5 o

25 20 -15 -0 -5 0

195 345
343

2.5 KOHCTPYKTUBHOE MCMOJSIHEHNE

Yctpowctea WEP-550K BbINOAHEHbI B NN1ACTUKOBOM KOpMyce.

2.5.1 OcHoBHas naHenb yCTpoicTBa

BHeLHWIA BMA, OCHOBHON NaHenu yCTPOICTBa NPUBEAEH HA PUCYHKE 2.

[y
- N

10GE (Po) 25GE

3 4 5

PrcyHok 2 — BHeluHWiA Bug, ocHoBHOI naHenyn WEP-550K

Ha ocHoBHol1 naHenu yctpoiicte WEP-550K pacnonoxeHsbi criefytolme CBETOBble NHAMKATOPbI, pasbeMbl 1
opraHbl ynpasnexusi (Taénuua 4).

Tabnuua 4 — OnvcaHne UHAUKATOPOB, MOPTOB 1 OPraHOB YNpPaBEHUS

AnemeHT naHenun OnucaHue

1 LAN_1 CseToBas nHavkauus coctosHus nopta 10GE (PoE)

2 LAN_2 CeToBas nHaMKaums coctosiHua nopta 2.5GE

3 F KHonka cbpoca K 3aBOACKUM HacTpoikam

4 10GE (PoE) Mopt 10GE gnsa nogkntoveHns Ethernet-kabens v nogaun nutaHna PoE++
5 2.5GE MopT 2.5GE ans nogkntoyeHuns Ethernet-kabens

11
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2.5.2 BepxHsAs naHenb ycTpolcTea

BHelwwHWin BUA, BepxHeli naHeny ycTponcTea npuseseH Ha pucyHke 3.

1

“-\‘—_‘_—_-_._—,f,-f’

PucyHok 3 — BHeluHuin BuA BepxHeli naHenn WEP-550K

Tabnmua 5 — OnucaHne NHANMKaATOPOB BEPXHEN NaHenun

AnemMeHT naHenn OnucaHue

1 Power VHamkaTop ctaTyca paboThl yCTpoicTBa

12



2.6 CpetoBas nHgukauus

PykoBogacTBo no skcnayatauum WEP-550K

TekyLlee CoCTosiHMe yCcTpoicTBa oTobpaxaetcs npu nomowm niamkatopos LAN, Power. [NepeyeHb COCTOAHUI
NHAMKATOPOB NpuBeAeH B Tabnuue 6.

Tabnuua 6 — CBeToBasi UHAUKALMSA COCTOSHUA YCTPOCTBA

NHpukaTop

LAN_T

LAN_2

Power

CocTosiHue uHauKaropa

FopuT 3eneHblin ceeToamos (100 M6uT/c);

FOpWT 3eNeHBbIVi 11 OpaHXeBbIii CBETOANOL,
(1/2.5/5/10 r6I/IT/C§)

3eneHblil, Muraet

FopuT 3eneHbiin ceeToamog, (100 M6uT/c);
FOpUT 3€e/1eHbli 1 og;aHx(eBbuZ cBeToamop,

(1/2.5/5/10 Féut/c
3eneHblil, Muraet
3eneHblit, ropyuT NOCTOSIHHO

OpaHXeBblii, FOPUT NOCTOSHHO

KpacHbliA, ropuT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHue ycTpoiicTBa

YCTaHOB/1IEHO COefiNHEHME C
NOAKNIOYEHHBLIM CETEBLIM YCTPOWCTBOM

Mpovecc nakeTHOW nepefayn AaHHbIX MO
LAN-nHTepdeiicy

YCTaHOB/1IEHO CcOefinHEHKE C
NOAKNHYEHHbLIM CETEBLIM YCTPOWCTBOM

Mpovuecc nakeTHOW nepefayn AaHHbIX N0
LAN-nHTepdelicy

Bk/itoueHo nuTaHne yCTpoiicTea,
HopMasibHast pa6ota

YCTPOICTBO 3arpy>eHo, HO He nony4eH IP-
aapec no DHCP

3arpyska ycTpolicTea

[na copoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUK YCTPOMCTBA HaKaTb U
yaepxmBatb KHOMKY «F» B TedyeHne 10—15 cekyHp, noka nHamkatop «Power» He Ha4HeT muratb. Npousongert
aBToMaTnyeckasn nepesarpyska yctpoicTtsa. lNMpu 3aBOACKMX ycTaHOoBKax byaeT 3anyweH DHCP-kiveHT. B
cnydae, ecniv agpec He 6yget nonydeH no DHCP, To y ycTpoiicTtBa 6yaet 3aBogckoli IP-agpec — 192.168.1.10,
Macka nogcetn — 255.255.255.0.

2.8 KomnnekTt nocrtaBku

B KoMNNeKkT nocTtaBkn BXOAAT:

+ 06opyaoBaHune pagnoaoctyna WEP-550K;
* KOMIMJIEKT Kpenexa,

* PYKOBOACTBO Mo aKcnnyatauuy Ha CD-ancke (onuuoHasibHo);

. CepTVI('*)VIKaT COOTBETCTBUA,
* NamMdaTKa 0 AOKYMeHTauuwu,

* nacnopr.

13
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3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

PekomeHayemoe ycTaHaBMBaeMOoe NosIoXeHVe: TOpU30OHTasIbHOE, Ha NOTOJIKE.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.
Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.
* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.
*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4, 5unu 6 I'Tu, B pagnyce geinctens 6ecnposogHoin cetn Wi-Fi.
+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl [O/MKEH NepecekaTbCs C COCeHe CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraercs ncnosib3osaHne VolP, NOTOKOBOro BUAeOBeLLaHNS U APYroro YyBCTBUTEbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.

14
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpun BbIGOPE KOMIMYECTBa HEOOXOAMMbBIX TOYEK AOCTYNa AJ/15 NOKPbITUA NOMELLEHNA HEO6X0ANMMO NPOM3BECTHU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuantenbHbIA paguyc oxBata yBepeHHoro npuema todek goctyna WEP-550K npu moHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBIX NomMeweHusax: 2.4 My — 40-50 m, 5TTw/6 My — 20-30 M. Mpu noHOM
OTCYTCTBUM NPENATCTBUIA paauyc oxBata: 2.4 My — o 100 m, 5TTu/6 My, — go 60 m.

B Tabnuue 7 npyseaeHbl NpUbM3nTesbHble 3HAYEHNS 3aTyXaHUs.

Tabnuua 7 — 3Ha4yeHns 3aTyxaHus

N3mveHeHNe ypoBHA curHana, gb

Martepuan

241I1Ty 5Ty 6Ty
F'MncokapToH 3 3,2 3,5
Kupnuu (cteHa 9cm) 5 7 8
BeToH (cTeHa 20cm) 12 15 18
ApMUpPOBaHHbI 6GETOH 20 25 30
(cTteHa 30 cm)
O6bIYHOE CTEKJ10 (OKHO) 1 1,5 2
MeGenb 1 1,5 2
[Oepeso (nyctorenoe/psepb) 3 4 5
JepeBo (maccuB/cTeHa) 10 15 20
MeTtann 25 30 35

3.4 BbIboOp KaHa10B COCEACTBYIOLNX TOYEK

£
Az
amz
™
3=
A
BT
7
73
5
525
435
23

Hagacriewo » Facau

: : 2
E Yy v vV VvV v v W

24Ty L

PucyHok 4 — MonHblii YacToTHbIN cnekTp Wi-Fi
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Bo n3bexaHve MexkaHasIbHOl MHTepPEPEHLMI MEX/Y COCEACTBYIOLMMM TOUKAMU AOCTYNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHaTbI.

Mpwn ncnonb3oBaHUK WUPKHBI KaHasa 40 MMy, B gnanasoHe 2.4 [Ty, HeT HenepeKkpbIBaloLWMXCA KaHasoB. B
Takux criyqasx CTOUT BblGMpaTb MakCMasibHO OTAA/IEHHbIE APYr OT ApYyra KaHasbl.

S ®

Yactota (My) | <
~N o~

20 My, 16 1 3

40 MT'y, 3 1 2

PucyHok 5 — KaHasbl, cnonb3yemble B gnanasoHe B 2.4 'y, npu wupuHe kaHana 20, 40 My,

MpuMep cxembl pacnpenesieHnsa KaHasioB Mexay CocefHMN ToukaMu B auanasoHe 2.4 [Ty npy wnprHe
kaHana B 20 MI'y, np1BefEeH Ha PUCYHKe 6.

PucyHok 6 — Cxema pacrnpefesieHusi KaHasioB MexXay cocefiHMMM ToukamMu AocTyna B guanasoHe 2.4 'y npu
LMpuHe kaHauia B 20 MI'y,

AHa/T0TMYHO PEKOMEHAYETCS COXPaHSATh AaHHbI MeXaHU3M pacnpefenieHnst KaHas10B NPy PacnonoXeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 7).

PucyHok 7 — CxemMa pacnpefgeneHs KaHasioB Mexay COCeAHUMMN TOUKaMu AOCTyna, PacrosIOKEHHbIMU MeXay
aTaxkamu
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PucyHok 8 — KaHauibl, ucnosnb3yemble B guanasoHe 5 'y npu wupuHe kaHana 20, 40, 80, 160 My,
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PucyHok 9 — KaHauibl, ucnosibayemble B grnanasoHe 6 'y, npu wupuHe kaHana 20, 40, 80, 160, 320 MI'L
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4 YcTaHOBKa ycTpolicTBa

YCTPOIACTBO MOXET 6bITb YCTAHOB/IEHO HA NOTOMOYHbI NPOUIIb, LLINWU/BLKY, NOCKYH NOBEPXHOCTb, KPOHLUTENH
VESA100 npu co6/t04eHNN NHCTPYKLMIA N0 TeEXHMKe 6e30MacHOCTN 1 peKOMeHAAL NI, MTPUBEAEHHbIX BbILUE.

B KOMMNNIEKT NocTaBKM BXOAUT KPENEX AJ151 YCTAHOBKM YCTPOCTBA HA NOTO/IOYHBIV NPOgU/Ib, LWUMUILKY,
M0CKY0 NMOBEPXHOCTb.

4.1 YcTaHOBKa YCTPOICTBA Ha N0CKYH NOBEPXHOCTb

OTBepCTUS 4151 KPENNIEHNS MOHTA)XKHOM MAaCTUHbI K NI0CKO NOBEPXHOCTW OTMEYeHbI Ha pucyHke 10.

o 38@0@

38@
15@ 24 @ 24
o O
o o
o © ©o o
@ @24

PucyHok 10 — OTBepcTUs A5l KpeNeHUsi MOHTAXHOV NIaCTUHbI K CTEHE/NOTOSKY

1. 3aKpenuTe MOHTaXKHYIO NIACTVHY Ha NOBEPXHOCTY, UCMO/b3Ys KPENEX 13 KOMMN/IEKTa NOCTaBKW. Bbinyk/ble
Kpasi Ha 0TBEPCTUAX [AO/MKHbI ObITh HaNpPaB/eHbl B CTOPOHY YCTAHOBOUYHOW NOBEPXHOCTU (PUCYHOK 11).

=
>

PucyHok 11 — KpenneHne MOHTaXHOW NiacTUHbI Ha NOBEPXHOCTb
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PykoBogacTBo no akcnayatauum WEP-550K

2. MopgxntounTe kabenu K COOTBETCTBYIOLLMM pasbemMam yCTpoiicTea. OnvcaHve pasbeMoB NPYBEAEHO B
pasgene KOHCTPYKTUBHOE UCMOJIHEHVE. YCTAHOBUTE YCTPOCTBO HA MOHTaXKHYHO N1acTVHY, COBMECTUB
PE3MHOBbIE HOXKW C OTBEPCTUAMM Ha NiiacTUHe, pUcyHkn 12 (a) n 12 (6).

1 Yo M=
*? ) A N (f*
L LZ] \\// \@) Iij :
\\\\7 "///
PucyHok 12 (a) PucyHok 12 (6)

3. 3admKeupyiite YCTPOCTBO HA MOHTaXKHOI NacTVHe, CABUHYB €ro U3 NOJIOXEHWs1 1 B NOSTOXEHME 2
(pucyHok 12 (6)).

4.2 YcTaHOBKa yCTpoMcTBa Ha APMCTPOHT

1. NS yCTaHOBKM YCTPOMCTBA Ha NOTO/IO4YHbIV NPOGUIbL UCNOMb3YITE NOTONOUHbIN 3aXKUM, N306PaXKEHHBIN Ha
pucyHke 13.

PucyHOK 13 — [OTOMOUHBIR 380KUM
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2. Pa3gBuHLTE 3aKMM B KpaiHEE NOSIOXEHME 1 3aLLENKHUTE HA Npodnsie NoTonka (pucyHok 14).
Mpeanaraemblii BapuaHT Kpenexa npegHasHauyeH anst Tpéx Tunos npocomneli ¢ wupuHoli 15, 24 n 38 MM (cm.
pucyHok 10).

PucyHok 14 — KpenneHue 3axuma Ha noTo/Io4HOM npodomne

3. 3aKkpennte MOHTaXKHYH0 NJACTUHY Ha MOTO/IOYHOM 3aXMMe, UCNOoJb3YA BUHTbI M3x5 13 KOMMNeKTa NnocTasky,
pUCyHOK 15.

PucyHok 15 — KpenneHne MOHTaXHO N/IaCTUHbI K 3a0KUMY
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4. MNopknioumnTe Kabenu K COOTBETCTBYHOLLMM pasbeMaM ycTpoiicTea. OnvcaHre pasbeMoB NpuBeAeHo B
pasgene KOHCTPYKTVBHOE UCMO/IHEHME. YCTaHOBWTE YCTPOCTBO Ha MOHTaXHYHO NIacTUHY, COBMECTUB
PE31HOBbIE HOXKM C OTBEPCTUSIMU Ha N1ACTUHE, PUCYHOK 16.

PucyHok 16 — YCTaHOBKa YCTPOWCTBA Ha MOHTaXHYIO N/IaCTUHY

5. 3adMKcMpyiiTe yCTPOIMCTBO HA MOHTaXXHOW NNAcTUHE, CABVHYB €70 B CTOPOHY MO HanpaB/ieHuo CTPenkn 1,
pucyHok 17 (a). O6paTuTe BHUMaHUE Ha NOMOXEHVE NHAYKaUUM (HanpaeieHne CTPenku 2) 1 pasbEMOB, OHI
[LO/MKHbI ObITb PACMO/IOXKEHbI BAO/b HANpaBneHus Npodunsi, pucyHok 17 (6).

PucyHok 17 (a) — ®ukcaums ycTpoiicTea Ha PucyHok 17 (6) — PacnonoxeHvie pasbémMoB
MOHTaXHOV niacTrHe
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4.3 YcTaHOBKa YCTPOICTBA Ha LUMU/IbKY

1. YcTaHoBUTE CKOBY 13 KOMM/IEKTA NOCTABKN HA MOHT&XHYH0 N1aCTUHY C MOMOLLbIO BUHTOB M3x5, prcyHoK 18.

PucyHok 18 — YcTaHOBKa CKO6bl Ha MOHTaXHYO N/IaCTUHY

2. HakpyTnTe MOHTaXHY0 NnacTuHy Ha wnunsky M10 o ynopa, pucyHok 19.

PucyHok 19 — YcTaHOBKa MOHTAXHOW M1ACTUHbI HA LLMUIIbKY
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3. MopkntounTte Kabesnm K COOTBETCTBYIOLLMM pasbemaM ycTpoiicTBa. OnucaHne pasbemMoB NprBeAeHo B
pasgene KOHCTPYKTVBHOE UCMO/IHEHME. YCTaHOBWTE YCTPOCTBO Ha MOHTaXHYHO NIacTUHY, COBMECTUB
PE3MHOBbIE HOXKM C OTBEPCTUSIMU Ha N1acTHeE, pucyHok 20.

PucyHok 20 — YcTaHOBKa YCTPOMCTBA HA MOHTaXHYHO M/1aCTUHY

4. 3adukcnpyiiTe YCTPOMNCTBO Ha NnacTuHe, CABUHYB €ro B CTOPOHY, PUCYHOK 21.

PucyHok 21 — dukcaumsa ycTpoicTBa Ha MOHTaXKHOW niacTuHe
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4.4 YcTaHOBKa yCTpoilcTBa Ha KpoHwTeinH VESA100

KOHCTpyKUMA AaHHOTo YCTPOWCTBa NpefycMaTpmuBaeT KpensieHue ¢ Ucnonb3oBaHreM KpoHwTeiHos VESA100.
1. BbIKpyTUTE Pe3UHOBbIE HOXKM, PAcrofioKeHHble Ha paguaTope ycTpolicTea (pucyHok 12 (a)).

2. MNpuvKpenuTe KpeneHne K yCTPOACTBY.

@ nepep ycraHoBKOI Ha KpoHLTeliH VESAT00 y6eanTtech, YTo KpenaeHune Cnoco6HO BbiaepXaTb Maccy
yCTpONCTBA.
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5 YnpaBneHue yCTpoMCTBOM Yepe3 web-nHtepdpeinc

5.1 Hauano pa6otsbl

[ns Hayana paboTbl NOAKIYMTECH K YCTPONCTBY No nHTepdeiicy WAN vepes web-6pay3ep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WEP-550K

v Login

3. BBeanTe umsi nonb3oBatesisi B CTpoke «BBeanTe NOrvH» U Naposib B CTPOKe «BBeanTe naposib».

© 3aBopckue ycTaHoBKM: NorMH — admin, naponb — password.

4. HaxxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

MOHWUTOPUHT Radio VAP CeTeBble HAaCTPOAKK BHELUHME CEPBUCHI Cucrema - (BbIXOA)
Wi-Fi KnneHTsl Wanenne WEP-550K
AnnapaTHan Bepcua w2

CTaTUCTHKA N0 TpAHKY

3asoackoi MAC-aapec

HypHan coBbiTHil
CepHitHBIA HOMED WPE1000033

CeTesan MHpOpMaLHa Bepcus N0

MHhopmaLUKMa o PezepeHan sepcuna MO
pagvouHTeppeiicax
Bepcua sarpy3quka
Wrdpopmauna ob yeTpoRcTee > CHCTEMHOE BPEMA 13.05.2026 08:21:20
THN NHTaHKA PoE++ @
Bpema paGoTol 0 oH, 00:13:47
3arpyaka LIy 4%
Mcnone3yeman namaTe 519 506 MGaidT / 981 MBaiT
i OGHOBUTDL
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5. Mpun HEOBXOAMMOCTN MOXHO NEPEK/TUNTL A3bIK 0TOBpaXKeHUsA nHopmMauun. ns ycTpoincTs
WEP-550K focTynHbI pycckas u aHrnuiickas Bepcun web-nHtepdeiica.

MOHWUTOPUHT Radio VAP CeTeBble HAaCTPOAKK BHeLUHME CEPBUCH Cucrema - (BbIXOA)

Wi-Fi KnneHTsl Wanenne WEP-550K
AnnapaTHana BepcuA w2
CTaTtnCTHKE No TpagMKy
3aBoackoit MAC-aapec

FypHan coBeTHi
CepuiiHbli Homep WPE1000033

CeTesan MH(pOpMaLWA Bepcia MO
MHthopmauma o PesepBHas sepcua MO
paguouHTepiDelicax
Bepcua 3arpy3quka
VIHpopMaLus o6 yeTpokcTse > CHcTeMHOE BpeMA  13.05.2026 08:21:20
THN NMTaHKUA PoE++ @
Bpema paGoTol 0 oH, 00:13:47

3arpyaka Ly 4%

Mcnone3yeman namaTe 519 506 MGaidT / 981 MBaiT

i OGHOBUTDL

5.2 TpumeHeHue KoHdurypaumm n oTMeHa M3MeHEHW

1. MNpumeHeHre KoHurypawumm

Mpn HaXXaTUK KHOMKM 3anyckaeTcsi IPoLEecc coxpaHeHust koHdurypauum o flash-
namsiTb YCTPOICTBA 1 NPUMEHEHNE HOBbIX HACTPOEK. Bce HacTpolikv BCTynatoT B cuny 6e3
nepesarpysku ycTpoiicTaa.

B web-nHtepdeiice WEP-550K peanunsoBaHa Bu3yanbHas UHAMKALMS TEKYLLLEro COCTOSAHMSA npolecca
nprMeHeHnst HacTpoek (Tabnuua 8).

Ta6nuua 8 — BuayanbHas VHAMKALIMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHNSI HacTPoeK

BHewHwuii B, OnucaHue CoCTOAHUA

Mocne HaxkaTusa Ha KHOMKY «|_|pI/IMeHI/ITb» nponcxognT npouecc npuMeHeHna n

3anmncu HacTpPoeK B NamsATb ycTpoictea. O6 3TOM MHGOPMMPYET 3HAUOK il B
Ha3BaHWM BKMAAKN N Ha KHOMKe «MPUMEHNUTb».
06 ycneLwHoM CoXpaHeEHUN N NMPUMEHEHNW HACTPOEK MHPOPMMPYET 3HAUOK

B Ha3BaHWM BKIAAKN.

2. OTMeHa U3MeHeHuM

© OTmeHa n3MeHeHui NPOM3BOANTCS TOMBKO [0 HAXATUA Ha KHOMKY «[pUMeHUTL». MpU HaXKaTUK Ha
KHOMKY «[pUMEHUTBL» N3MEHEHHbIE Ha CTpaHuLe napamMeTpbl 6yayT 06HOB/EHbI HA TEKYLLME 3HAYEHNS,
3anvcaHHble B NaMsATU yCTpoicTea. locne Haxatusa Ha KHOMKY «[puMeHUTb» BO3BPAT K NpeablayLumm
HacTpoikam 6yaeT HEBO3MOXEH.

. . X OTmeHa
KHoMKa OTMeHbI U3MEeHeHUIA UMeeT crieayoLnii BUa;
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no skcnayatauum WEP-550K

IMOHWTOPHHT Radio VAP

Wi-Fi KnMeHTbI
CTaTMCTHKA NO TPAgHEKY
KypHan colbiTHi
Cetesan nHopmaums

WHgropmauua o
paguoWHTEpDelicax

WMHhopmalua of yeTpoiicTee »

© 000 "pednpusmue "Snmekc”, 2025

CeTeBble HACTPOMKM

Wanenune

AnnapaTtHas sepcus
3aBofckoil MAC-agpec
CepuiiHbIA HoMep
Bepcua MO

PesepeHaa sepcua MO
Bepcua sarpy3uuka
CHCTEMHOE BpemMs

Tun NUTaHUA

Bpema padoThl

3arpyska LMY

Mcnonb3yeman namaTb

Z OGHOBHMTH

BHELUHWE CEPBUCHI

Cuctema

WEP-550K

vz

WP61000033

13.05.2026 08:23:54
PoE++ ©
0 OH, 00:16:21

3%

519 509 MOaiT / 981 MOanT

n - (BbIX0A)

Bepcur M0: 1 (Bepcun WEB: ]

OKHO NMOo/b30BaTeNIbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTeii:

1. Bknafgku MeH — ANns rpynnupoBKX NogMeH0 no kateropusm: MoHutopuHr, Radio, VAP, CeteBble

arw®

HacTpoiiku, BHelwHue cepBuckl, Cuctema.

Bbi60p si3blka MHTepdielica 1 kHomka «(BbIxoq)», NpeaHa3HauyeHHas A4/18 3aBepLUeHns ceaHca paboThl B

web-nHTepdelice nog aHHbIM NoNb3oBaTeNeM.
Bknagkv nogmeHo — 4715 ynpas/ieHNA NoJsIEM HacTpOeK.
Mone HacTpoek ycTpoincTBa — A1 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.

WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.
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5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MoHuTopuHr Radio VAP CeTeBble HACTPOHKH BHelwHu1e cepeucs! Cuctema -

Wi-Fi knwenTel >

§
7

Cramictuka no Tpadmwky

> RX
HypHan cobermmii

CeTesan uHthopmaLya

2%LTF Gl 0.8us ?%LTF Gl 0.8us
WHehopmaLya o 4322 4802
paauouHTepcheiicax

Wudopmauya of yetpoiicee

Hma Link Link RSSI, SNR, BW, BW, Bpemn
Ne xocra IP-appec MAC-anpec Wurepdpelic  Capacity Quality obm b TxRate RxRate My My padoThl

> 1 wian2-vapd  100% 100% -32 54 EHT NSS2-MCS10  EHT NSS2-MCS11 320 320 00:12:59

(Bbxoa)

+ No — HOMep NOAK/TOYEHHOIO YCTPONCTBA B CMUCKE;

* VIMsi xocma — ceTeBOoe VMs YCTPOWCTBa;

* IP-adpec — IP-agpec NoAKHYEHHOIO YCTPOCTBE,

* MAC-adpec — MAC-agpec noak/I4eHHOro yCTponcTea;

* MiHmepdpelic — nHTepdelic B3anmogerictens WEP-550K ¢ nogxitoueHHbIM YCTPOACTBOM,;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT aPeKTUBHOCTb NCMONb30BaHNA TOUKON JAOoCTyna

MOAY/IAUMKN Ha nepeaady. PaccumTbiBaeTCs UCXOAA U3 KONMYECTBA NaKeToB, NepefaHHbIX Ha Kavkaoi
MOAY/NSILUMKN [0 KMEHTA, N MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefarnTCs A0 KIMeHTa Ha MakCMMasibHOW MoayNaunni AN MakCMMasibHOro Tvna nss,
noaAepXnBaeMoro KImeHTom). MruHumanbHoe 3HaueHne — 2% (B cryyae, Koraa nakeTbl nepeaarTcsa Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ noaaepxkon MIMO 3x3). 3HaueHre napameTpa paccUnTbIBaeTcs

3a nocnegHve 10 cekyHz,
* Link Quality — napameTp, KOTOpPbI/i 0TO6PaXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMUTaHHbIA Ha

OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeTOB, OTMNPAaB/IEHHbIX K/IMEHTY. MakCMMasibHOE 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbLITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu

OZMH NakeT A0 K/IMEHTA He Obl YCNELIHO OTNpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* RSSI — ypoBeHb NpUHUMaEMOro curHana, obm;

* SNR — oTHOLWweHWe curHan/wym, ab;

* TxRate — kaHa/lbHas CKOPOCTb nNepegayn, MouT/c;

* RxRate — kaHanbHas CKOpOCTb npuema, MéuT/c;

* Tx BW — nonoca nponyckaHus Ha nepegade, MI'y;

* Rx BW — nonoca nponyckaHus Ha npueme, MI'y;

* Bpemsi pabomsi — Bpemsa coegmHeHunsa ¢ Wi-Fi knineHTom.

[ns BbiBoga 60/1ee pa3BepHyTOW MHGOPMaLK MO onpeae/ieHHOMY KIMEHTY BbiGEPUTE €ro B CMIUCKE.

Mogpo6HOe onucaHne BKHOYAET B CeOA cneyroLmne napameTpbl:

« [NepedaHo/npuHsmo sceeao, 6alim — KONMYecTBO NepeaaHHbIX/NMPUHATLIX Ha MNOAKIUYEHHOE YCTPONCTBO

6ainT;
+ [lepedaHo/npuHsIMOo BCe20, MaKemos — KONIMYECTBO NepeAaHHbIX/MPUHATLIX Ha NOAK/HOUYEHHOE
YCTPOWCTBO NaKeToB;

* [MepedaHo c owubkamu, Makemos — KONM4YecTBO NakeToB, NepeAaHHbIX C OLMOKaMM Ha NMOAK/YEHHOe

YCTPOWCTBO.
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5.4.2 TMoameHto «CTatnUCTuKa no Tpaduky»

B nogmeHio «CTaTucTUKa No TpacdhmKy» oTo6paxaroTcs rpadimkm CKOpPOCTW NepeaaHHoro/noy4eHHoro
Tpadhuka 3a nocnegHne 2 MYHyTbI, @ TaKKe CTaTUCTUKA O KONMYecTBe NnepeaaHHOro/nonyyeHHoro Tpadgmka ¢
MOMEHTA BK/IIOUEHMSI TOUKM AOCTyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka vepes Ethernet-unrepcpeiic
(ETHO) Toukun gocTyna 3a nocnefHve 2 MUHyTbl. Fpadmk aBTOMaTuyeckm 0GHOBMSETCS KaXAble 6 CEKYHA.

Mpadomkn WLANO, WLANT 1 WLANZ2 Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHOro/nosry4eHHoro tpadmka vyepes
nHTepdpeiicol Radio 2.4 Iy, Radio 5 'y 1 Radio 6 'y, 3a nocnegHvue 2 MuHyTbI. Fpadmk aBTomaTnyecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

MosuTopmkr L
WLANO Ta/Rx bps WLAN1 TxRxmbps
R 0 805 (max 0 bgs) R 0 mops ma: 0 maps
® T 0 bes (max: 0 bas) ® T 0 mops (max 257.5 mbgs)
s, mogs
(] 25
0 20
o E
0 206
[l ]
[l 1z
0 155
0 7
0 120
0 103
[ ]
0 5
o 52
0 1
M
0 [l DT T e T e
BI512 162516 162620 162624 162620 162532 162636 162640 16254 162648 162652 162656 162700 6ILM4 162708 16272 ta BIE12 162616 162620 162624 162620 16260 162636 162640 162544 162648 162652 162656 162000 162704 162700 162712 La
WLANZ Ta/Rx bpa LAN Ta/Rx mbps
R 089 R 0 mops (max 515.3 mbps)
® T 0 bes (max: 0 bas) ® T 0 mips (max 0.2 mbps)
bos. mbgs
(] 5H
0 wm
o 7
0 a2
[l e
[l e
0 09
0 s
0 240
0 206
[ 1z
0 a7
o 103
0 w
0 N
0 o
BI512 162516 162620 162624 162620 162532 162636 162640 16254 162648 162652 162656 162700 6ILM4 162708 16272 ta BIE12 162616 162620 162624 162620 16260 162636 162640 162544 162648 162652 162656 162000 162704 162700 162712 La

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepgelic — nmsa nHTepdeinca;

* Bcea2o nakemos — KO/M4ecTBO YCNeLIHO OTMNpaB/IeHHbIX NakeToBs;

* Bcezo 6alim — Ko/IM4eCcTBO YCMEeLHO OTNpaB/ieHHbIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPV OTMPaBKE;
* OWUbKU — KONNYeCTBO OLUNBOK.

Mepenano v

WHTepenc
LAM
WLAND
WLANT
erspand
ethl

ipGgre0
ipGini0
wlanD-apciid
wian1-apcli0
wian2

wlan2-apcii0

Bcero naketos

1385095

[}

3436942

Bcero GaiT
1947952084
0

4765613248

OTDpOWeHo NakeTos

Owndkn
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MpuHATO v
WHTepdenc Bcero nakeToe Bcero GalT OTOPOWEHO NAKETOE Owmnbrw
LAN 9856185 14495002366 33 0
WLAND 0 0 0 o
VULAM1 1382677 1941183584 4281 4281

erspan0 0 0 0 1]
eth1 0 0 o o
ipBgre0 0 0 0 1]
ipBtnio 0 0 0 o
wian(-apeli0 0 0 0 1]
wian1-apeli0 0 0 0 1]
wian2 0 0 0 o

wian2-apeli0 0 0 0 1]
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5.4.3 MoameHto «KypHan cobbITU»

B noameHo «)XKypHan co6bITUii» MOXHO NMPOCMOTPETL CMUCOK MHDOPMALMOHHBIX COOBLLEHWI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

Motmropuir  Radio VAP Cereswiewactpoiikn  Brewswe cepsncel  Cuctema - (ewxop)
Wi-Fi knuenmal BAOTET S @ Ouncims
Cramicnea na Tpacury Narauepema  Tun Mpouecc CoobuieHue
Hypuan coBeimai> Jan2309:18:42 daemoninfo  hostapd Client fa:34:31:10:59:82" disassociated on 'wlan1-vap0’, SSID Virtual Accass Point 0 (5GHz), Domain ", RSSI ", Reason "Sending station is leaving (or has lsft) IBSS or ESS”
Cetesan uxcpopmauun Jan 23 09:18:42  daemon.info  hostapd wilan1: STAfa:34:31:10:59:82 IEEE 802.11: disassociated due to STAleft (deauth)
Whchoprauma o Jan 23 09:18:05 daemon.info  hostapd Client "4c:49:6c:28:76:52' successfull authorized with ‘'wlan1-vap0', SSID "Virtual Access Point 0 (5GHz), Domain ", RSSI -50"
paauouHTepdeiicax
Jan 23 09:18:05 daemon.info  hostapd wlan1: STA 4c:49:6c:28:76:52 IEEE 802 11: associated
Mscpopuauyn o6 yetpoficras Jan2309:07:40  daemoninfe  hostapd Client 'fa:34:31:10:59:82' successfull authorized with ‘wian1-vap(', SSID Virtual Access Point 0 (5GHz), Domain *, RSSI 28
Jan 23 09:07:40 daemon.info  hostapd wlan1: STA fa:34:31:10:59:82 IEEE 802 11: associated
Jan 23 09:07:36  daemoninfo  hostapd Client *fa:34:31:10:59:82' disassociated on 'wlan1-vap(', SSID "Virtual Access Point 0 (5GHz)', Domain *, RSSI ", Reason: "Sending station is leaving (or has left) IBSS or ESS”
Jan 23 09:07:36 daemon.info  hostapd wlan1: STA fa:34:31:10:59:82 IEEE 802.11: disassociated due to STA left (deauth)

+ [lama u spemsi — pata n Bpems, Korga cobbiTvie 6b1/10 CreHepupoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ lpoyecc — nms npougecca, CreHepMpoBaBLIEro CoobLeHne;

+ CoobuwjeHue — onucaHne coobITus.

Tabnuua 9 — OnncaHne KaTeropuin BaXXHOCTU COObITUI

YpoBeHb  Tun BaXXHOCTU OnucaHue
CoO00LeHuN
0 UpesBblyaiiHble B cucTteme npousoLunia Kputuyeckas owmnoka, cuctema MOXeT paboTtatb
(emergency) HenpaBU/IbHO
1 CurHanbl TpeBoru (alert) Heo6xoamMmo HeMe/1leHHoe BMeLLaTe/lbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna KpuTuyeckas owmobka
3 Owwn6ouHbIe (error) B cucTteme npowzoLusia owmnéka
4 MpepynpexaeHns MpepynpexaeHne, HeaBapuitHoe coobLLEHNE
(warning)
5 YBegomneHus (notice) YBeoMeHne cucTembl, HeaBapuitHoe coobLLeHne
6 ViHtbopmaLumoHHbIe ViHdhopMaLMOHHbIE COOOLLIEHMST CUCTEMBI
(informational)
7 OTtnagouHble (debug) OTnagoyHble coobLEeHMA NPeoCTaBAsaT NONb30BaTENt0 MHAOPMaLMI0 A1s

KOPPEKTHOW HACTPOKN CUCTEMBI

[N nonyyeHnsi HOBbIX COOBLLEHNIA B XXypHaUsie COObITUIA HEOBXOANMO HaxXKaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXaB Ha KHOMKY «OUNCTUTb».
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5.4.4 TogmeHto «CeTeBas MHGopMaLns»

PykoBogacTBo no skcnayatauum WEP-550K

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/IAETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

MoHUTOpUHI Radio VAP

Wi-Fi knneel
Crameuka no Tpacpuky

HypHan coBeimii

CeTesble HaCTPOHKK Brewumme cepencel

Cratyc WAN

Cucrema

Vikrepdpeitc

MpoTokon

br0

DHCP

-

(Buixom)

IP-agpec
Cerezan uHdropMaLua >

Ethernet
Wscpopuaiyn o
paguouHTepdeiicax ETHO ETH1

CocToAHue nopTa Up CocToAHHE nopTa Down

Wrcbopuatys o6 ycTpoiicTee
CropocTe 10000
Aynnexc Full
MpuHATO 7.1 T6aiir (7 644 405 357 Bair)
Mepeaaro 1.8 baviT (1 947 075 995 Bait)
ARP ~

Ne IP-appec MAC-anpec

MapLpyTel ~
Ne Wnutepderic Hasnavenne W3 Macka Onaru
0 brd 0000 0000 uG

1 br) 0.0.0.0 u

Cratyc WAN:

* MIhmepgpelic — nms bridge-nHtepdeiica;
+ [pomokos1 — NPOTOKO/, MCNonb3yeMsblii ansa goctyna k cetn WAN;
+ IP-adpec — IP-aapec yCTpoiicTBa BO BHELLUHEN CETY;

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopta;
+ CKkopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;
« Adynnekc — pexum nepefayn gaHHbIX:
* Full — nonHbIi aynnekc;
+ Half — nonyaynnekc.
+ [NpuHsIMO — KONNYeCTBO NPUHATLIX Ha ETH 6ainrT;
+ lNepedaHo — KONMYECTBO NepeaaHHbIx ¢ ETH 6aiiT.

ARP:
B ARP-Tabnuue cogepxntcsa nHpopmanms o cootrsetctamm IP- 1 MAC-aapecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoiicTBa;
+ MAC-adpec — MAC-aapec ycTpoiicTBa.

MapLupyThbl:

* VIhmepghelic — nms bridge-nHtepdeiica;
+ HasHavyeHue — IP-agpec xocTa uiv nNoAceT! Ha3HAUYeHUs, 10 KOTOPbIX YCTAHOBNEH MapLLpPYT;

« Wmo3 — IP-agpec wnt3a, Yepes KOTOPbIii OCYLLECTBNSETCS BbIXOA Ha agpecara;
* Macka — macka nogcetu;

* ®azu — onpefesieHHble XxapakTepucTUKM AaHHOro MapLupyTa.
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PykoBogacTBo no skcnayatauum WEP-550K

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3auum, paboTaroLymM Ha NIOKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obl/1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefywmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yka3blBaeT Ha 6ydhepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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PykoBogacTBo no skcnayatauum WEP-550K

5.4.5 MoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB

WEP-550K.

MoruTopuHT Radio VAP

Wi-Fi knuenTel
Cramctia no Tpaduiy
HypHan cobermai
CeTeean MHbOpMaLUA

WrichopuaLyn o
pafuonHTepcbelicax >

Wrcpopmavya 06 ycTpoiicTae

CeTeBule HacTpOMEN Brewnme cepemcel Cucrema

Radio 2.4 My
Craryc
MAC-agpec
Pexam
Kawan
LUmprHa kanana, MMy

Radio 5Ty

Craryc
MAC-anpec
Pexam
Kakan

LUnprHa kanana, My

Radio 6Ty
Craryc
MAC-agpec
Pesxam

Kawan

Brrodero

|IEEE 802 11b/g/n/ax/be

6 (2437 M)
20

Brniouerio

IEEE 802.11ain/ac/ax’be

48 (5240 Mry)
20

Brrouero

IEEE 802.11ax/be

61 (6255 M)

\Wnpuwa kawana, My 320

PagnovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BKIOYEHO» 1 «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 pagmovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTtpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /I Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paguouHTepdeiice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «BkMoYeHOo», Have — «BbIKMHYeHO».

B 3aBucmmMocTu oT cTatyca Radio Ans MOHUTOpPUHra 4OCTynHa cneayouas nHpopmayms:
«BbIKNHOYEHOY»:

+ Cmamyc — cOCTOsiHUe paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexum paboTbl paguovHTepderica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — cOCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHasa, Ha KOTOPOM paboTaeT paavouHTepdec;

* LlupuHa kaHa/1a — WMpUHa No0Ckl YacToT KaHasa, Ha KOTOPOM paboTaeT paavouHTepdeiic.
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PykoBogacTBo no skcnayatauum WEP-550K

5.4.6 MoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «<MHcpopMaLma 06 ycTpocTBe» 0TOOPaxXeHbl OCHOBHbIe XapakTepuctukm WEP-550K.

MoHuTOpMHr  Radio VAP CeTeBbie HCTpOWWM  BHelWHMe cepickl  CucTeMa i~ (ebixon)
Wi-Fi KnkeHTel Wapenne  WEP-550K
AnnapaTHas sepcuA 12

CratucTika no Tpaguky
3aBoackoil MAC-agpec

KypHan coBbITHi
CepuiiHbli Homep WPE1000033

CeTegan WHOOpMaUKWA BEDCMFE no
WHchopmaLma o PesepeHan sepcua MO
paguonHTephedcax
BepcuA 3arpysquka
WHdpopmalna ob ycTpoiicTee > CMCTeMHOE BpemAa  13.05.2026 08:21:20
THN NHTaHKA PoE++ ©
BpemA padoTsl 0 oH, 00:13:47

3arpyska LTy 4%
Vicnonbayeman namaTh 519 506 MOaiT / 981 MoanT

= OGHOBUTE

* M130e/iue — HaMMeHoBaHne MoLeNn YyCTPOUCTBa;
+ Annapammsasi sBepcusi — Bepcus annaparHoro obecneyeHnss yCTponcTea;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdhelica ycTpoiCTBa, YCTaHOB/IEHHbIN 3aBOA0OM-
N3roToBUTENEM,
+ CepuliHbili HOMep — CEPUNHbBIA HOMEP YCTPOMNCTBA, YCTAHOB/EHHbI 3aBOA0OM-U3roTOBUTENEM;
* Bepcusi MO — Bepcus nporpammMHOro obecrnevyeHns yCTpomucTea;
* PesepsHas sepcusi 10 — npeapblayuias yctaHoBsieHHasa sepcus MO;
* Bepcusi 3a2py3quka — Bepcusa nporpaMMHOro obecrneyeHuns 3arpysyvka ycTponcTsa;
+ CucmeMHoe BpeMsi — TeKyLuue Bpems 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;
* Tun numaHusi — cTaHAapT TeKyLLero NUTarLero yCTponcTea:
* POE++;
* PoE+;
* PoE/Unclassified.
* Bpewmsi pabombl — BpeMs paboTbl C MOMEHTa NOCNeAHEro BK/IOYEHMSA NN nepe3arpy3ku yCTPonCcTea,;
+ 3aepy3ska LMY — cpefHUin NpoLEHT 3arpy3kun npoweccopa 3a nocnegHue 5 cekyHa,
* Yicnosnb3yemasi naMmsimb — NPOLEHT UCNOIb30BaHUA onepaTnBHON NamsTh YCTPOMNCTBA.
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PykoBogacTBo no skcnayatauum WEP-550K

5.5 MeHw «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

Mowwropar  Radio VAP CeTeseie acTpodn  Breumve cepaucer  Cuctema - (sbxon)

Radio 2.4 Tyy> O6ue
Radio 5 My Pexim IEEE 802.11b/g/n/ax/be v
Radio 6 My AgTomaTueckuit B=IGop KaHana

Toronmrensia OrpasmawTs cmcok kavanos

I's

. 11 (2432 — 2472 MINy) x

LWwpuna kanana, My 40 w
OcHoeHOM KaHan Lower A

MawHocTe curkana, gbu 16 v

NononuutensHo v

© [na nogkniouenmns yctpoiicTs B ctaHaapTe IEEE 802.11be (Wi-Fi 7) pekomeHgyeTcs HacTpoiika
pexnma 6esonacHoctn WPA2/WPA3, WPA3 nnn OWE.

* Pexum — pexum paboTbl MHTepdelica cornacHo cregyrowmmM cTaHaapTam:
+ IEEE 802.11b/g/n;
 IEEE 802.11b/g/n/ax;
* |IEEE 802.11b/g/n/ax/be.

* ABmomamuyeckul B8bI60p KaHasia — NPy yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTu4eckm
BblOVMpaTh HaMMeHee 3arpy)XeHHblil paguokaHan gnsa pabotbl Wi-Fi-untepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTaHOBKM CTAaTUYECKOro paboyero kaHana;

* Kanas1 — BbIGOp KaHana nepegayvn AaHHbIX;

+ O2paHuyumsb CrucoK KaHasi08 — NpW yCTaHOBIEHHOM ch/iare Touka focTyna 6yAeT UCMosib30BaTh
OrpaHnYeHHbI Nonb30BaTeIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnYnTb CNMCOK KAHaU/10B» HE YCTaHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa gocTyna 6yaet BbloupaTtb pabounii KaHa U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa yacToT. KaHasbl gnanasoHa 2.4 Ty 1-13;

* lupuHa kaHasna, My — WnpmnHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HadeHmnsa 20 n 40 Mly;

+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKu
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCTOTHOM 06nacTu. ITK [Ba KaHana
20 MI'y Ha3bIBAKOT NEPBUYHBIM U BTOPUYHBLIM KaHanamu. MepBuYHbIA KaHan UCNosb3yeTcs KIIMeHTamu,
KOTOpbIe NoAAEPXNBAIOT TOMLKO NOJIOCY NnponyckaHua kaHana 20 MIy;

+ Upper — nepBuYHbIM KaHasioM 6yaeT BepxHuii kaHau 20 MI'y, B nonoce 40 MIy;
+ Lower — nepBuMYHbIM KaHas1oM ByAeT HWXHWUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHne ot 0 go 16 abwm.
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PykoBogacTBo no skcnayatauum WEP-550K

B cnyuae, ecnv B cnimcke «OrpaHMymTb CNMCOK KaHas10B» YKa3aH HeoCTYNHbIN 415 Bbibopa kaHal, To
OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

:

OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHWS LLMPUHbI KaHaa npuv 3arpy>KeHHoMm
pagnoacphupe. MNpun yctaHOBNEHHOM ¢h/iare peXxum BKJ/THOUEH,;

Kopomkul 3awjumHeili uHMepBas1 — NogAepXKka YKOPOUEHHOro 3alMTHOro nHTepeasia. Touka goctyna
nepefaeT AaHHble, UCNOo/b3ys 3alnTHbI nHTepBast B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepPXMBatOT KOPOTKUIA 3alLMTHBIN NHTepBaUT,

STBC — meToA NpoCTPpaHCTBEHHO-BPEMEHHOT0 6/104HOI0 KOANPOBAHNS, HaNpPaB/IEHHbIN Ha NOBbILWEHNE
HaeXHOCTU nepesayn AaHHbiX. MNpu ycTaHOBEHHOM dhyiare yCTPOMCTBO nepefaer O4UH NOTOK AaHHbIX
yepes HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPONCTBO He NepefaeT O4MH U TOT Xe NOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

lMepuod omnpasku c/y»xebHbix coobweHUl — nepuog nocbikn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHna ToUkn aocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—2000 mc,
no ymonyaHuo — 100 mc;

lMopoe ¢hpazmeHmayuu — nopor oparmeHTaummn gpelima B 6aritax. NMpuHumMaeT 3HavyeHnsa 256-2346, no
yMO/lHaHuio — 2346;

lMopoe RTS — yka3blBaeT unc/o GaiiT, Yepes KOTOPOEe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHNSA MOXET YYULINTL PAGOTy TOYKM AOCTyna Npu 60/1bWOoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEHbLUAET 06LLYH MPONYCKHYK CNOCOBHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HaveHns 0—2347, no ymonyaHuwo — 2347;

Kopomkasi npeambysia — ncnonb3oBaHne KOPOTKOM npeamby bl nakeTa.

[N BCTYNNeHWs1 B CUYy HOBOI KOHChUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». [1Ns OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MoruTOpUHT Radio VAP CeTessle HACTPOWEM BrelwHMe cepencel Cuctema

Radio 2.4 My OBume
Radio 5Ty » Pesxim IEEE 802.11a/n/ac/ax/be hd
Radio 6 My Agromarueckii Bsibop kanana

DononxutensHo QrpaHnumMTs CIMCOK KaHanos

LLpuHa kanana, My 40 v
Ocnoexoi kauan Lower hd
MowHocTe curiana, gbm 19 v

TononHWTENLHO

© /15 nopkntoueHus ycTpoiicTs B ctaHaapTe IEEE 802.11be (Wi-Fi 7) pekomeHayeTcsi HacTpoiika
pexuma 6esonacHoct WPA2/WPA3, WPA3 nnn OWE.

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
« IEEE 802.11 a/n/ac;
+ IEEE 802.11a/n/ac/ax;
+ |IEEE 802.117a/n/ac/ax/be.

+ Asmomamudyeckuli BbI6Op KaHasia — Npu yCTaHOB/IEHHOM doniare Touka 6yaeT aBToMaTrnyecku
BblGMpaTb HaVIMeHee 3arpy>eHHblii pagnokaHan ans paéotbl Wi-Fi nutepdpelica. Mpu cHAaTom thnare
OTKpbIBaAETCA AOCTYN A/19 YCTAaHOBKMN CTaTUYeCcKOoro paéoyero kaHana;

* KaHas — BblIGOp KaHasia nepefayun faHHbIX;

+ O2gpaHuyums CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCrnosib30Barhb
OrpaHMYeHHbIN Nosb30BaTeIeM CNMCOK KaHaoB A/1s1 paboTbl B aBTOMAaTM4eckoM pexunme Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnyYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa gocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCex AOCTYMHbIX KAHa/I0B AaHHOro
AnanasoHa 4YacToT. KaHanbl agnanasoHa 5 'u; 36—64, 132-144, 149-165;

+ WupuHa kaHana, MMy — wmnpmrHa nNoaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHumaeT 3HadveHus 20, 40, 80 n 160 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3afjaHHoro KaHana, pasHoli 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MI L, KOTopble rpaHnyaT B 4aCTOTHOW o6nacTtu. 3Tn asa kaHana 20 MI'y, Ha3bIiBatOT NEPBUYHBLIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHa UCNOJb3YETCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/IbKO
nonocy nponyckaHnsa kaHana 20 Mry;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;
* Lower — nepBUYHbIM KaHa/10M 6yAeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu,

* MowHocmb cueHasna, 0bm — perynmposka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 0 go 19 gbwm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna eLle He NPON3BOAM/IOCH HUKAKMX HACTPOEK, N0 YMon4yaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[lonNonHWTENbHO v

(0BSS Coexistence
Mopaepxra DFS BrrkoueHo ~
KopoTkui 2almMTHEIR MHTEPEAN
STBC
MNepwon oTnpaskn cnyxebHbix coobyerni, mc 100
Mopor dparmeHTaLm 2346
Mopor RTS 2347

KopoTkas npeambyna

+ [pymeHUTs X OtmenHa

+ OBSS Coexistence — pexum aBTOMaTn4YeCKoro yMmeHbLIEeHWS WWPUHbI KaHasa npu 3arpy>XeHHom
paanoadhmpe. NMpn ycTaHOBNEHHOM (hiare pexmnm BKITHOYEH;

+ lNoddepxxka DFS — mexaHn3m AMHaMU4YeCcKoro Bbibopa YacToThbl. TpebyeT OT 6eCnpPOBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadup v nsberartb UCMOb30BaHNS KaHa10B, COBNajatoLWmx ¢ kKaHasiaMu, Ha KOTOPbIX
pa6oTatoT paanonoKaLnoHHble cuctemsl B 5 'L AnanasoHe:

* BbIK/1HO4EHO — MeXaHW3M Bbik/toueH. DFS-kaHasbl He AOCTYMHbI A5 BbI6Opa;
* BK/1IO4EHO — MeXaHU3M BK/IHOYEH;
* [puHyoumesnibHO — MexaHu3M BbiK/ItodeH. DFS-kaHasbl AOCTYNHbI AN4 BbiGopa.

* Kopomkul 3awjumHbil uHmMepsasa — nogaepka yKopoueHHOoro 3almnTHoOro nHtepsasia. Touka goctyna
nepenaeT AaHHbIe, MCNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTamMu, KOTopble Takxke NogaepXnBarT KOPOTKMIA 3allMTHbIA NHTepBaUT;

+ STBC — meTof NpoCTPaHCTBEHHO-BPEMEHHOIO G/1I04YHOIN0 KOAVMPOBAHWS, HAaNpPaB/ieHHbI Ha NOBbILLIEHWE
HaAEeXHOCTU nepesayn aaHHbIX. Mpu ycTaHOB/IEHHOM ¢hiare yCTPpOMCTBO nepefaeT OAMH NOTOK AaHHbIX
yepes HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOUCTBO He nepejaeT O4UH U TOT Xe MOTOK
[laHHbIX Yepes3 HECKO/IbKO aHTEHH;

+ [Nepuod omnpasku c/yxebHbix coobweHull — nepnog nocblnikn Beacon-thpelimos. dpeiimbl
nepegaroTcs 4515 06HapyXeHNs TOUKM AocTyna B adhmpe, npuHumMaeT 3HavyeHms 20—2000 mc, no
ymonyaHuio — 100 mc;
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* [Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6aiitax. MpuH1MaeT 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — yka3blBaeT YnCI0 GaiiT, Yepes KOTOpoe NochinaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHUS MOXET Y/YULINTL PaBGoTy TOYKM fOCTyna Npu 60/1bWoM
KO/IM4ecTBe NOAKMHOYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEHbLUaEeT 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl naketa.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.3 MoameHto «Radio 6 MML»

B nogmeHto «Radio 6 N» oCcyLLEecTBASATCA HACTPOMKN OCHOBHbIX NapaMeTpoB pagnouHTepgenca
YCTPOWCTBa, paboTatoLlero B gnanasoHe 6 'y,

MoHUTOpMHT Radio VAP CeTeBele HacTpolikW BrelHue cepemcel Cuctema

Radio 2.4 Ty 0bune
Radio 5 My Pexam |IEEE 802 11ax/be hd
Radio 6 Ty > AgromaTtuyeckuii BxiBop KaHana
JononHuTensHo OrpaHy4uTL CNMCOK KaHanos
LLmpura kanana, My 40 v
OcHoBHoI KaHan Lower v
MowHocTs curHana, abm 19 v

[ononHUTENLHO v

© [ns nogkniouenmns yctpoiicTs B ctaHaapTe IEEE 802.11be (Wi-Fi 7) pekomeHgyeTcs HacTpoiika
pexuma 6esonacHoctn WPA2/WPA3, WPA3 nnn OWE.

© /15 6 ML 4OCTYNHBI pexUMbl 6e3onacHocTh Tonbko OWE, WPA3, WPA3-Enterprise.

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
« IEEE 802.117ax;
+ |EEE 802.11ax/be.

+ Asmomamuyeckuli 8bI60p KaHasa — Npu yCTaHOBMIEHHOM donare Touka 6yaet aBToMaTnyecku
BblGMpaTb HaVMeHee 3arpy>XeHHblii pagnokaHan ans pabotbl Wi-Fi nitepdpelica. Mpu cHAaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMU CTaTUYeCKOoro paboyero kaHana,

* KaHas1 — BbIGOp KaHasa nepefadun faHHbIX;

+ Oz2paHuyums CriucoK KaHas1i08 — Mnpu yCTaHOB/IEHHOM doiare Touka gocTtyna 6yget ncnonb3oBatb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMNCOK KaHa/10B 47151 paboTbl B aBTOMAaTU4eCcKoOM pexunme Bbibopa
kaHana. Ecnv donar HanpoTnB «OrpaHnynTb CMIMCOK KaHas10B» He YCTaHOB/IEH U/IN B CMIMCKE OTCYTCTBYIOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHa/I0B AaHHOro
AnanasoHa YacToT. KaHanbl gnanasoHa 6 'u; 1-93;

+ WupuHa kaHana, MMy — wmnpmrHa nosaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHus 20, 40, 80, 160 n 320 My,
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* OCHOBHOU KaHa/1 — napamMeTp MOXET ObITb U3MEHEH TOJIbKO MPY NPOMYCKHbIX CMOCOOHOCTAX CTaTUYECKN
3a/laHHbIX KaHau10B, paBHbIx 40 MI'y, 1 320 MIu.

+ KaHan 40 MI'y, MOXHO cumTatb COCTOALLMM M3 ABYX KaHauoB no 20 MI'u, KoTopble rpaHuyar B
4acTOTHOW o6nactu. 3Tn Asa kaHana 20 MI'y Ha3bIBalOT NEPBUYHLIM U BTOPUYHBLIM KaHaiamu.
MepBUYHbIV KaHas1 UICNO/b3YeTCH KNNeHTamu, KOTopble NOAAEPXMBAIOT TO/IbKO NOI0CY
nponyckaHusa kaHasa 20 MIy:

+ Upper — nepBuYHbIM KaHasioM 6yaeT BepxHuii kaHau 20 MITy, B nonoce 40 MIy;
+ Lower — nepBuMYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

+ KaHnan 320 MI'y, MOXHO cunTartb COCTOALWMM 13 ABYX nosoc no 160 MI'y, KoTopble rpaHuyar B
4acTOTHOW 06nacTu. KaHan, Ncnosb3yemblil KMeHTaMu, KOTopble NoAAEPXKUBAIOT TO/IbKO NOJI0CY
nponyckanusa 20 M, MOXeT pasmMeLLaTbcs B O4HOM U3 3TUX NOJOC:

+ Upper — kaHan nepegauun gaHHbix 20 Ml 6yaeT pasmelleH B BepxHei nonoce 160 MIy;
+ Lower — kaHau1 nepegaun gaHHbix 20 MMy 6yaeT pasmelleH B HkHein nonoce 160 MIu.
* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HadeHue ot 0 go 19 abwm.

© B cnyuae, ecnun B cniucke «OrpaHNuMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHau, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHasTbl.
Mpumep. Ha Touke gocTyna eLle He NPON3BOAM/IOCH HUKAKMX HACTPOEK, N0 YMon4YaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKasaHbl
kaHanbl: 1, 5,9, 13.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 1 1 9 B cnucke «OrpaHnyYnTb CNMCOK KaHa/10B» MEHSIOT CBO LBET C CUHET0 Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAE/NIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHa10B», HE MOAXOAAT Nog, onpeaeneHve «OCHOBHOM kaHan» = Upper.

B pasgene «[JoNo/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/HUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

[loNoNHUTENbHO ~

0BSS Coexistence
KopoTknit 2awmTHEIR MHTEPEan
STEC
Mepuon oTnpaeku cnyxebHen cooBLLeHuA, Mc 100
Mopor dparmeHTaym 2346
Mopor RTS 2347

KopoTkas npeambyna

+ [puMeHHTs X OTmenHa

* OBSS Coexistence — pexvM aBTOMaTMYECKOro YMEHbLUEHWNS LUMPUHBI KaHauta npu 3arpy>XeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM (h/1are PeXxnm BK/THOYEH;

* Kopomkul 3awyumHbIl uHmepsas — NoAAep)Kka YKOPOUYEHHOro 3aLlMTHOro HTepBasia. Touka focTyna
nepefaeT AaHHble, UICNO/b3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAepXMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
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STBC — meToa NpoCTpaHCTBEHHO-BPEMEHHOT0 6/104HOI0 KOAMPOBAHNS, HanpPaB/EHHbIN Ha NOBbILWEHKE
HaAEeXHOCTM nepeaayn gaHHbIX. Mpu ycTaHOB/IEHHOM dh/iare yCTPOMCTBO nepeaaeT oAnH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[aHHbIX Yepes3 HECKO/IbKO aHTEHH;

lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbinku Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;

lMopoe ¢hpacmeHmayuu — nopor oparmeHTaummn gpeliva B 6aritax. NMpuHUmMaeT 3HavyeHnsa 256-2346, no
yMoO4aHuio — 2346;

lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IM4YecTBe NOAK/IHOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEHbLUAET 06LLYH0 MPONYCKHYK CMNOCOBHOCTb
6ecnpoBogHol cetu. NpuHnmaeT 3HaveHns 0-2347, no ymonyaHuto — 2347;

Kopomkasi npeambysia — ncnonb3oBaHWe KOPOTKOM npeambysibl nakeTa.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.4 TMoameHto «JoNnoNHUTENBHO»

B nogmeH0 «[LonoMHUTENbHO» OCYLLECTBSETCA HACTPOKa AONOMHATE/bHbIX NapamMeTpoB
pagnovHTepelicoB ycTpoicTBea.

MoHUTOPUMHI Radio VAP CeTeBule HaCTpoMEH Brewnne cepancel Cucrema - (ebixon)

Radio 2.4 Ty JlononHuTensHo
Radio 5 My Crpana Poccur v [J Pasbnompoears

Radio 6 M1

[lononHuTensHo »

CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOIi paboTaeT Touka gocTyna. [Ans Beibopa CTpaHbl HYXHO
BbICTaBUTL cpnar «Pa36nokmpoBaTb». B 3aBUCUMMOCTM OT yKa3aHHOTO 3HAYeHWs1 GyayT NPYMEHEHbI
OrpaHNuYeHNs K Nonoce YacToT ¥ MOLLHOCTM NepeaaTyka, KoTopble AeiCTByIOT B AaHHOl cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMUCOK JOCTYMHbIX YACTOTHbIX KAHA/I0B, YTO B/IMSIET HA
aBTOMaTUYeCcKuii BbIGOP kaHana B pexume Channel = Auto. Ecnin knmeHTckoe o60pyaoBaHe
JMLIEH3MPOBAHO A5 UCMNO/b30BaHUS B PYrOM PervoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOI AoCTyna
B TAKOM C/ly4yae He yjgacTcs.

€@ Hactpoiika nokanbHbIX (PErMOHANbHBIX) OrpaHUyYeHNii, BKtouas paboTy Ha paspeLLeHHbIX
YACTOTHbIX KaHA/Iax 1 BbIXOAHOM MOLLHOCTU, ABMISIETCS OTBETCTBEHHOCTHI0 UHCTA/IATOPOB.

© BLI60p HeNpaBMILHOTO PErMOHa MOXET NPUBECTM K NPo6/IeMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKUMU YCTpOAiCTBaMu.

[na BCTynneHms B CUy HOBOWM KOHGUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI MUBMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINO/THSAETCS HACTpoiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP) u rpynn Multi-link Operation
(MLO) .

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTobpaxatoTcs HacTpolikn Bcex VAP Ha paanonHTepdeicax Radio 2.4 'y, Radio 5
'y 1 Radio 6 'y, a Takke HacTpolikn MLO rpynn. MoXHO NOCMOTPETb HACTPOIKN KaXXa0 BUPTYaslbHON TOUKM
B pasgenax VAPO-VAP15, MLO rpynn 0-15.

MoruTopUHr Radio VAP CeTessle HacTpoiku BrelHue cepeuce! Cucrema - (Bexog)

CymmapHo > 24Ty 51y 6Ty MLO
241y VAP BrnioyeHo Pexum DezonacHocT VLAN ID SSID Tpaucnupogark SSID Pexum Band Steer Wzonauna aboHeHToE

5Ty VAPQ BrlknioueHo - (

6T
. VAPT O Beiknrouero

MLO
VAP2 s BeimioueHo

VAP3 [ BrlknmioueHo

lNokazaTs Bee

LAY UV S % Otvena

+ VAPO-VAP15 — nopsagKoBblil HOMEP BUPTYa/IbHON TOUYKM A0CTYNa,;

+ 0-15 — nopsigkoBbIi HoMep rpynnbl MLO;

* Bk/1104eHO — Npy yCTaHOB/IEHHOM (hiare BUPTyasibHast TOUKa A0CTyna BK/IK0YEHa, MHaYe — BbIK/TIOYEH3;

* Pexum 6e3ornacHocmu — TUN WNpoBaHNS AaHHbIX, UCMOb3yeMbI Ha BUPTYa/lbHOW TOUKe J0CTyna;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHuMaTbes Ter npu nepegade tpaduka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHOoN VAP. Tpu NpoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
Tpadovk oT knneHToB byaeT HaBelumBaTbca Ter VLAN ID;

+ SSID — nmsa BMpTyanbHOI 6ecnpoBOLHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHue B adoup SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer — npv ycTaHOBNEHHOM ¢oniare akTMBHO NPUOPUTETHOE NOAK/IOUEHMe KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gatb VAP ¢ ognHakoBbiM SSID Kak MUHUMYM Ha ABYX
pagnovHTepdericax n akTuBMpoBaTb Ha HUX napameTp «Pexum Band Steery;

* U3on1534yus aboHeHmMos — Npuv YCTaHOB/IEHHOM chniare BK/IKoUeHa M30/1aums Tpadinka Mexay KaveHTaMmu
B npegenax ogHoii VAP.

[ns BCTynneHnst B Culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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MoameHto «VAP»

MoHuTOpHHT Radio VAP CeTestle HacTpoikyM BHellHm1e cepeucEl Cucrema -~ BbX0g)

Cymmapio VAPO VAPl  VAP2  VAP3  VAP4  VAPS  VAPG  VAP7  VAP8 VAP  VAPID  VAPT1  VAP12  VAPI3
24Ty VAP14  VAP15

50y OBLWne HaCcTpPOWHKK

61Ty BrniousHo

MLO VLANID

SSID Virtual Access Point 0 (2.4GHz)
Tpancnupoeats SSID
Pexana Band Steer
Waonauns aboxertos
Monpepxxa 802 11klv
Peskwra Minimal Signal
MuHVManbHeIi ypoBeHb cirHana, abm -100
WruTepean Minimal Signal, ¢ 10
MakcvMansHOE KOMHYECTBO KNHEHTOR 0

Pexunm BesonacHoct Beikntouero W

Monaepxxa 802.11r

O6LLMe HAaCTPOKK:

Bksito4eHo — npu yCcTaHOB/IEHHOM doiare BUPTYasibHas Touka AOCTyna BK/IYEeHa, MHaye — BbIK/THYEeH3a;
VLAN ID — Homep VLAN, c koToporo 6yaet cHuMaTbesa Ter npu nepegade tpadwuka Wi-Fi knneHtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIN
Tpadovk oT kMeHToB byaet HaBelwumsatbeA Ter VLAN ID;
SSID — ums BUpTyanbHON 6ecnpoBOAHON ceTy;
TpaHcuposams SSID — npun ycTaHOBNEHHOM ¢hriare BKKOYEHO BellaHune B adoup SSID, nHave —
BbIK/TIOYEHO;
Pexxum Band Steer — npu ycTaHOB/IEHHOM dh/iare akTMBHO NPUOPUTETHOE NOAK/OYEHME KveHTa K 5 T
ceTun. Ona paboTbl hyHKUMM HYy>XHO co3gatbk VAP ¢ ognHakoBbiM SSID kak MUHUMYM Ha ABYX
paavouHTepdpeincax n akTMBUMPOBaTbL Ha HUX napameTp «Pexwum Band Steer,
W3onayusi aboHeHmMoB — Npuv YCTaHOBJ/IEHHOM dofiare BKloYeHa U30nauns Tpadrka Mexay KavMeHTamm
B npegenax ogHoi VAP;
lModoepxka 802.11k/v — BkIOUUTL Nnoaaepxky ctaHgaptos 802.11k/v Ha BUPTyasibHOW TOUKe AOCTYNa;
Pexxum Minimal Signal — npu yctaHoBNeHHOM chnare pyHKUNS OTKNIYeHUA kameHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl (oyHKUMOHaNA
Heob6X04MMO HACTPOUTL CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHas1a B ABM, H/Xe KOTOPOro NPoONCXoAunT

OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHUSA OT BUPTYasIbHOIN CeTu;
* WiHmepsas1 Minimal Signal — nepunog, BpeMeHn, No NCTeYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOYEHUM KNIMEHTCKOro 060pyA0BaHus OT BUPTYasIbHOM CeTu.

MakcumasibHoe Ko/1u4ecmso K/IUeHmMos8 — MakCUMasibHO AOMYyCTUMOE YMC/I0 NOAK/THHYAEMbIX K
BUPTYas1bHOW CEeTU KIIMEHTOB;
Pexxum 6e3onacHocmu — pexum 6e30nacHOCTM A4ocTyna K 6ecnpoBOAHON CETU:

[ns nogkntoyeHns yctpoiicte B ctaHaapte IEEE 802.11be (Wi-Fi 7), pekomeHgyeTca HacTpolika
pexuma 6esonacHoct WPA2/WPA3, WPA3 nnn OWE.

[na 6 [Ty gocTynHbl pexumMbl 6e3onacHocty Tosibko OWE, WPA3, WPA3-Enterprise.

44



PykoBogacTBo no skcnayatauum WEP-550K

* BbIK/IlO4EHO — HEe UCMNOMb30BaTh WNpoBaHve 418 nepegadn AaHHbIX. Touka JocTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

« OWE (Opportunistic Wireless Encryption) — meTop, LUMPPOBaHKs, 06ecnedrBatoLLmMii 6e30nNacHOCTb
[laHHbIX, NepefaBaeMbIX N0 He3aLLMLLEHHOW CEeTH.

Mpw 3TOM OT Nosb30BaTesnein He TpebyeTcs Kakux-To AONONMHUTENbHbIX AeNCTBUI 1 BBOAA Napons
ANS NOAKNIOYEHUS K CeTu;

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LundppoBaHus, Npun Bel6ope 04HOro 13
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoika:

+ Koy WPA — knto4/naposib, Heobxoanmblii AN18 NOAKIYEHNS K BUPTYaUlbHON TOUKe
foctyna. [/ivHa kntoya coctasisert oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kaHaa 6ecnpoBOAHON CBSA3U, NPU KOTOPOM K/TUEHT
aBTOPU3yeTCs Ha LeHTpannsoBaHHoM RADIUS-cepsepe. [1/19 HACTPOKN fAaHHOro pexmnma
6e3onacHoCcTK TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa. Takxke TpebyeTcs ykasaTb K/iou
ona RADIUS-cepiepa. Mpu BeiGope onpegeneHHoro pexuma 6esonacHoctv 6yayT AOCTYMHbI
cnepyloLme HacTPOnKu.

Pesxu GezonacHocT WPAZ2/WPA3-Enterprise v
MFP OnUMOHENEHD ~
PMKSA islumposaHie [
Mognepwra 802.11r
Bpyuryio
FT-over-D3 O
Kniou moBuneHoro goctyna RO root
Kniou moBuneHoro goctyna R1
WMaexmudhuratop MoSunsHoro omeHa

Berpednbii MAC-anpec

Ne  MAC-appec YnanexHbii knioy mobunsxoro goctyna RO Ypanenusid knioy Mobunsuoro noctyna R1 RRB xmo4 RO RRB kmoy R1

+ [loGaemTs CeepHyTs

* MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrmos
6e3onacHocTn MFP nepesoautcsa B coctosiHue Omk/1io4eHo, Npuy BbiIbope pexnma 6e30nacHocT
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOsIHVE BK/IHOYEHO):

* Omk/o4eHOo — 3aWwmTa management-kaZpoB OTK/IHOYEHE;

+ OnyuoHa/lIbHO — 3alumTa paboTaeT, ecnun KNueHT nogaepxmsaet MFP. KnueHTbl 6€3 nognepxku
MFP moryT nogknountbes K gaHHon VAP;

* Bks1oyeHO — 3awmTa BKIKYEHa, K/IMEHTbI, He nogaepxvsatowwme MFP, nogknountbca He MoryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLUMM TOUKA AOCTYNa 3anoMUHAET K/IMEHTCKOe
YCTPOMCTBO NOc/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHO ayTeHTudmnkaumm Ha RADIUS-
cepBsepe npu NOAK/IYEHNN B TEYEHKEe 3TOro BpemeHu. BknoueHre gaHHoN yHKLUMM coKpallaeT BpeMms
POYMUVHIra npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;

+ 802.11r — chyHKUMOHAN BbLICTPOro POyMUHra, paboTaeT TOIbKO C KIMeHTamMK, KOTopble NogaepxusaroT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXEH TOMbKO Mexay VAP ¢ pexrumamn 6e30nacHoOCTy
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.

* [Moddepxka 802.11r — BKAOUNTb NOAAEPXKY cTaHgapTa 802.11r Ha BUPTYasibHOWN TOUKe AOCTYNa;

* BpyyHyro — npu ycTaHOBMIEHHOM (piare nosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKK
napaMeTpoB POYMUHTa,;

* FT-over-DS — BktoueHue pexnma «Over the DS»;

* Knod MobusibHo20 docmyrna RO — yHVKasbHbIV KN4 Ans gaHHoin VAP, Hanprmep, CepuitHbIi
HOMep;
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Kntoy mobusibHoeo docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
MoeHmugbukamop MobusIbHO20 OOMeHa — HOMep TPyMrbl, B paMKax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
BcmpeyHbili MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkK gocTyna. MakcMmasibHoe
KonnyectBo — 256;
* YOasieHHbIU K104 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN KoY, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aTe/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CMMBOSOB;
* RRB k/ito4 R1T — cnyyaliHblli kntoy. He gomkeH cosnagath ¢ «RRB kntod RO», HO 06513aTe/1bHO
fonmxkeH conagatb ¢ «<RRB kntou RO» BcTpeuHon T, AnvHa knova — 16 CMMBO/OB.
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RADIUS:

RADIUS

Homen root
|P-apgpec RADIUS cepeepa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrie HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa anA akkayHTWHME 1813

®

Mapons RADIUS cepeepa onA akkayHTUHra
MNepuogmyeckan oTNpaeka akkayHTUHE

WMHTepean oTnpaeky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;

+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;

« MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCS ANA ayTeEHTU(UKaLNN 1
asTopusauuu;

* Maposib RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;

* Vlcnonb3oBamb akkayHmuHe 4yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;

* Vlcnonb3o8ams opyaue HacmpoUlku 0711 akkayHmuHaa:

+ IP-adpec RADIUS cepsepa 0s151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncnosib3yemoro ans
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naponb ana RADIUS-cepsepa, ncnosnb3yemoro asisi
aKKayHTUHra;

« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT NCMoMb30BaH A1 coopa akKayHTUHra
Ha RADIUS-cepsepe;

* Maposb RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaunm u
asTopusauuu;

* [Mepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B Nose «HTepBan
OTMPaBKM akKayHTUHIa».
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OrpaHnyeHns CKOpPoCTU:

OrpaHn4YeHns CKOPOCTH
BRNIO4HTE

VAP Limit Down o BommoueHo v

VAP Limit Up 0 BemniueHo v

STA Limit Down o BeKMOUEHD W

STA Limit Up 0 BeinioueHo W

JononnuTensHo

Leiinep Broadcast Down 0 BeimioueHo v

We#nep Broadcast Up 0 Buikmioyeno W

Wefinep Multicast Down 0 BemniueHo v

Ledinep Multicast Up 0 Bemnioueno v

Bk/1to4umb — akTUBMPOBAThL M0JiIe HACTPOEK;

+ VAP Limit Down — orpaHu4eHne nNponycKHoOM CNocOBHOCTM B HanpaBfeHUN OT TOYKM A0CTyna Ao
KTMEHTOB (B CYMME), NOAK/THOUYEHHbIX K AaHHol VAP,

+ VAP Limit Up — orpaHu4eHve NponyckHOW CoCOBHOCTM B HANpaB/IeHUN OT K/IMEHTOB (B CyMME),
NoAKNHYEHHbIX K AaHHOol VAP, 00 ToUkn AOCTyna;

« STA Limit Down — orpaHnyeHne NponyckHOM CNOCOBHOCTN B HanpaBneHUM OT TOUKM AOCTyna Ao
KTMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUYEHHbIX K AaHHoI VAP;

+ STA Limit Up — orpaHuyeHue nponyckHOi CnoCoOGHOCTM B HanpaB/ieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKNOUEHHbIX K AaHHO VAP, 10 ToUkM gocTyna.

[lonosHUmMeIbHO — aKkTUBMPOBATb A0MOSIHUTE/IbHOE MOoJiIe HACTPOEK:

* Llletinep Broadcast Down — orpaHu4yeHne nNponyckHoO CNOCOBGHOCTM LUMPOKOBELLaTe/IbHOro Tpadvka B

Hanpas/ieHMN OT TOYKM A0CTyna [0 K/IMEHTOB;

* Llletinep Broadcast Up — orpaHmyeHne nponyckHO CNoCO6HOCTM LUMPOKOBeLLaTeNlbHOro Tpadvka B

HanpasfeHWMN OT KIMEHTOB A0 TOYKM AOCTYNa;

* Lletinep Multicast Down — orpaHu4eHne NPonyckHO cNoCOGHOCTX MHOroaApecHoro Tpaduvka B
HanpasfeHMN OT TOUKM AOCTYNa A0 KIMEHTOB;

* Lletinep Multicast Up — orpaHuyeHne nponyckHo CNoCO6HOCTN MHOToaApecHoro Tpaduka B
HanpaeneHWN OT KIMEHTOB A0 TOYKM AOCTyna.

[ns HacTpOlikM orpaHUYeHnin ecTb Crieaytolline napameTpbil:

* BbIK/1t04EHO — OrpaHnyeHne NPonyCcKHOW CNOCOBHOCTM HE NPUMEHSETCS;
* Kbum/c — orpaHMyeHne NPonyckHOM CNOCOBGHOCTN NPUMEHSIETCH B KOUT/C;
* rak/c — orpaHu4yeHne NpPonyckHom CnocobHOCTN NPMMEHSIETCA B Nak/c.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXXKMUTE KHOMKY «OTMeHa.
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5.6.3 TMoameHo «<MLO»

MoHuTopuHr Radio VAP CeTeBsle HacTpoikm BreluHue cepeucel Cuctema -~ (ecxon)

CymmapHo 0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15

24Ty OBLue HacTPONKK
5My BrniousHo
My ssiD MLO_SSID_D
MLO > VLAN ID

Pesxaim BesonacHocTi WPRA3 v
Kmiow WPA | sesssess @

MFP Brntovexo hd

O MLO (Multi-Link Operation) npeactaBnsieT 13 cebs koueByto yHKUMio cTaHaapTa Wi-Fi 7, kotopas
MO3BOJISIET YCTPOICTBY (Hanpumep, cCMapTOHY) NOAKMNOUATLCA K TOUKE A0CTyna 0AHOBPEMEHHO MO
HeCcKo/IbkUM ananasoHam (2.4 Ty, 5Ty v 6 ).

€ MLO-rpynna noa Homepom N uncnonb3syeT VAP'bI nog HoMepoMm N Ha BCex paavoananasoHax, uto
NPUBOAUT K TOMY, YTO HACTPOIKM COOTBETCTBYHOLMX VAP CTaHOBATCS HEAOCTYNHbI NPY BK/IOYEHUN
MLO-rpynnbl.

O6LLMe HAaCTPOKK:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare BUpPTyaUibHasi Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THOYEHE;

+ SSID — nms BUPTYasibHOI 6eCNPOBOAHON CETY;

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTbea Ter npu nepepadve tpadmka Wi-Fi knveHTam,
NoAKNHYEHHbIM K AaHHo MLO-rpynne. MNpu npoxoxaeHun Tpadiuka B 06paTHyt0 CTOPOHY Ha
HEeTerMpoBaHHbI TpaduK OT KNMeHToB byaeT HaBelumBaTbea Ter VLAN ID;

+ Pexum 6e3onacHocmu — pexum 6e3o0nacHOCTM A0CTyna K 6ecnpoBOAHOI CETU:

« OWE (Opportunistic Wireless Encryption) — meTof LuncpoBaHmusi, o6ecneumsartoLLmii 6e30nacHOCTb
[AaHHbIX, NepegaBaeMbliX N0 He3alNLLEHHOW CeTu.
Mpwn 3TOM OT NoMb30BaTENEN HE TPEByeTCa KakMX-TO AOMNONHUTENbHbIX AEACTBUIA 1 BBOAA Napons
ANS NOAKOYEHNS K CETU.

+ WPA3 — cnocobbl lindpoBaHusi, npu Bbi6ope 0HOro M3 Cnocobos byaeT AOCTYNHa cneaytolas
HacTpolika:

* Koy WPA — kntoy/naposb, HeOOX0A4MMbIN 418 NOAK/THYEHNA K BUPTYaslbHOWN TOYKe
aocTtyna. [iMHa Koya coctaBnseT oT 8 o 63 cMMBosIOB.

+ WPA3-Enterprise — pexum WINpoBaHMsa KaHasia 6ecnpoBOAHOi CBA3W, P KOTOPOM K/TUEHT
aBTOPU3YETCS Ha LeHTpanusoBaHHoM RADIUS-cepBepe. 1151 HACTPOWKM AAHHOMO pexuma
6e3onacHocTu TpebyeTcs ykaszaTb napameTpbl RADIUS-cepBepa (CM. CKpUH HUXE).

« MFP — 3aumta management-kagpoB (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise u WPA3-Enterprise, npu Bbibope opyrnx pexxMmos
6e3onacHocT MFP nepeBoaunTcs B cocTosiHne OmK/1I0HEHO, NMPY Bblbope pexunma 6e30nacHocTr
WPA3, WPA3-Enterprise, MFP nepeBoanTcsi B COCTOSIHVE BK/IHOHYEHO):

* Bk/1o4eHO — 3awmTa BKIKYEHa, K/IMEHTbI, He nogaepxuvsatowme MFP, nogknountscs He MoryT
(3HayeHune onummn ycTaHOB/IEHO MO YMOJIYaHWIO, & MHblE BapuaHTbl B JAHHOM peXumve He
npeaycMoTPeHbI).
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RADIUS:
RADIUS
Homen root
IP-agpec RADIUS cepeepa 192.168.1.2
Mopt RADIUS cepeepa 1812

Mapone RADIUS cepeepa

C]

+ [pymeHuTs ® OTtmena

+ [lJlomeH — noMeH nosib3oBarens;

+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepsepa;

+ MMopm RADIUS cepsepa — nopt RADIUS-cepBepa, KOTOpbI UCNob3yeTca ANa ayTeHTumkaumm n
asTopusauuu;

+ lNaposnb RADIUS cepsepa — naponb ana RADIUS-cepBepa, UCnosib3yemMoro Ans ayTeHTugukaumnm n
asTopusauuu;

[ns BCTyNneHust B Culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTPoeK B 3HEeProHe3aBnCnMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.7 MeHo «CeTeBble HAaCTPONKN»

5.7.1 MoameHto «CnuctemHas KoHdurypaums»

Mowmmopusr  Radio VAP Ceremsievactpoisn  Brewsue cepsicel  Cuctema - (ebixon)

CrcTemHan KoHMrypaLys > Wmn xocra
focryn Teorpadmueckmii gomeH root
Mpotokon Static v
Crammueckuit IP
CeTeran macka
LWinkos
Mepawunei DNS

BropusHsii DNS

* VIMs1 xocma — ceTeBOe 1MS YCTPOWCTBa, 3agaeTcs cTpoka 1-63 CMMBOMOB: TaTUHCKUE 3ar/1aBHble U
CTPOYHble BYKBbI, LUMPbI, 3HAK Aedurc «-» (aednc He MOXET ObiTb NOC/IEAHUM CYUMBOJIOM B UMEHN);

+ [eocpachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cnuctemsl ynpasneHms EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

*+ [Mpomokos — BbIGOP NPOTOKONA, MO KOTOPOMY ByAeT ocyLlecTBAATLCA nogkntoveHne no Ethernet-
NHTepdpeicy yCTPOICTBa K CETU NpefocTaB/IeHNs ycayr nposarijepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO 1 apyrve napamMmeTpbl, Heobxoanmble a5 pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKy;

+ Static — pexxum paboTbl, npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl HaA WAN-
nHTepdeic HazHavarTcs ctatuyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CiefytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoictea B ceTu npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noAceTy;
* Lmo3 — afpec, Ha KOTOPbI OTNPaB/IsAeTCA NakeT, ec/v [/19 HEro He HalileH MapLupyT B
Tabnvue mappyTusaumm.
* lepsu4HbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He
HasHaualTca aBTomarmyecku no nportokony DHCP, 3aaalite nx Bpy4Hyo.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.7.2 TMoameHto «JocTyn»

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

MoruTopuHr Radio VAP CeTeBele HacTpolikm BreluHue cepencsl

ACTEMA ru - (BeX0g)

CwcTemHan KoHgmrypauma WEB
HOoctyn » HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet O
SS8H

NETCONF

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.8 MeHt0 «BHellHMe cepBUCHI»

5.8.1 MoameHto «AirTune»

MoameHto «AirTune» npegHasHa4YeHo 47151 BK/UYEHMS U HACTPOIiKM cepBuca AirTune Ha Touke AocTyna.

PykoBogacTBo no skcnayatauum WEP-550K

Cepsuc AirTune ncnonbayertcs Ans onTuMmsaumm pagmopecypco (Radio Resource Management) u

aBTOMAaTUYECKOIN HACTPOIiKK 6eclloBHOro poymuHra 802.11 k/r.

MoHWTOpUHT Radio VAP

AirTune »

CeTessle HacTpolkW

BHelHue Cepencel

BrnrounTs

Anpec cepeuca AirTune

Cucrema

ws:/192.168.1.1:8099/apb/rrm

(Bbxoa)

* Bk/1royums — Npu yCTaHOBIEHHOM dh/iare Touka GyfeT noakntouatbes K cepucy AirTune, agpec
KOTOpOro ykasaH B none «Agpec cepsuca AirTune», Ans obecneveHns yHkumin Radio Resource

Management n/wnun poymuira 802.11 k/r;
+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/

rrm».

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb

HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.9 MeHto «Cucremar

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.9.1 MoameHto «O6HOBNEHNE MO ycTponcTBa»

MoameHo «O6HOBNeHMe MO ycTpoiicTBa» NpefHasHavYeHo 415 06HOBNEHUS NPOrpamMmmMHOro obecneyeHuns
yCTpOWCTBa.

MOHWUTOPKHI Radio VAP CeTeBble HACTPONKA BHELUHWE CepBMCHI Cuctema - (BbIXOO)

OBHoenexue MO ycTpoAcTea » AKTWBHAA BEpCHA MO

PesepeHan sepcur MO + C/lenath aKTMBHOI
KoHgurypauma

AxmyansHan sepcus 10 docmynHa no adpecy: hitp:#eltex-co.russupport/downioads!’

®ain ofHoenNeHua No BoibepuTe aiin | ®ain He BuIOpaH

Mepesarpyska

Mapone

KypHan

Nata u Bpema

OTnagoyHas MHpopMaLMA

+ AkKmusHasi sepcusi 10 — Bepcusl NporpaMmMHOro obecneyeHus, ycTaHOB/IEHHOTO Ha YCTPONCTBE,
paboTaloLlas B aHHbI MOMEHT;
* Pe3sepsHas sepcusi 10 — Bepcusa NporpaMMHOIo obecneyvyeHus,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYIO MOXHO nepekntiounTbes 6e3 3arpysku caiina Mo.
+ Cdeslamb akmusHoU — KHOIMKa, N03BOIAIOWLANA caenaTb pe3epBHyo Bepcuto MO akTUBHOW, ANs
3TOro nNoTpebyeTtca nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM c/iyyae cTaHeT
pe3epBHOIA.

OG6HoBMEHME NPOrpaMmMHOro obecnevyeHms

3arpysute chainn MO c cainta https://eltex.ru/download, Bbiobpas WEP-550K B cricke yCTpOICTB 1 coXpaHuTe

€ro Ha KomnbloTepe. Mocne aToro HaxmmnTe KHomnky «BbibepuTe thaiinx» B none Pads ob6HoseHuUs MO n
yKaxuTe nyTb K cpaiiny MO B chopmare .tar.gz.

[insa 3anycka npotecca 06HOBIEHNS HEOOXOAVMO HaxKaTb KHOMKY «3anycTuTb 06HOBNEHUE. [pouecc
06HOB/EHNSA 3aliMET HECKO/bKO MUHYT (O ero TekyLlem ctaTtyce ByAeT ykas3aHo Ha CTpaHuLue), mocsie Yero
YCTPONCTBO aBTOMaTUYECKM Nnepesarpy3nTcs.

@ He otknouaiite NUTaHWe YCTPOIACTBA M He BbINOMHAITE ero nepesarpysky B NpoLecce 0GHOBEHNS
no.
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5.9.2 MoameHto «KoHurypaums»

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

MOHWUTOPKHT Radio VAP CeTeBble HaCTPOHEM BHeLHHe CepBMChHl Cucrema - (BbIX0A)
O6HoBneHKe MO ycTpoicTsa MonyyYuTL apXMB KOHMUIypaLun 7 Crauatb
€ ycTpoicTea
KoHtpurypauma »
3arpysuTb apXUB KOHDUrypaLun | BoibepuTe dain | daiin He BoIGpaH
Mepesarpyska Ha YCTPOACTBO
Mapons
COpoC HA 33BOMICKWE HACTPOAKK CoxpatuThb napameTpbl AoCTyna

HypHan
% CoOpoc

NaTa v BpemAa

OTnanoyHan MHQOopMaLMA

MNonyyeHmne koHdbUryparmm

UTO6bI COXPaHUTb TEKYLLYH KOH(UIypaLmio YCTPOKCTBA Ha JIOKa/IbHBIV KOMMbIOTEP, HAXKMUTE KHOMKY
«CKavaTb».

O6HoBNEHME KOHUIYypauun

[ns 3arpy3kn COXpaHEHHOTO Ha SI0Ka/IbHOM KOMMboTepe haiina KoHMrypawmm ncnonb3yeTcst MyHKT

«3agpy3ums apxus KoHguaypayuu Ha ycmpolicmso». Ansi 06HOBNEHMSI KOH(UTYpaLM YCTPOMCTBA HAXMUTE

KHOMKY «BblGepuTe chaiiny, ykaxkute daiin (B hopmarte .tar.gz) n HaOXmMuUTe KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoHdurypauus npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoicTBa Ha 3aBOACKNE HACTPONKU

UTo6bI caenaTtb COPOC BCeX HACTPOEK YCTPOICTBA HA CTAHAAPTHbIE 3aBOACKME YCTAaHOBKM, HXKMUTE KHOMKY
«Cbpoc». Ecnu aktnBmnpoBaH dnar «CoxpaHuTb NapaMeTpbl AOCTynax, TO OyAyT COXpaHeHbI Te napameTpbl
KOHpUrypauumm, KoTopble 0TBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv gocTyna no
Telnet/SSH/NETCONF/Web).

5.9.3 MoameHio «Mepe3arpyska»

[na nepesarpyskn yCTponcTBa HaXXMUTE Ha KHOIMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTponcrsa
3aHUMaET NPUMEPHO 1,5 MUHYTBLI.

MOHHTOPMHT Radio VAP CeTeBble HaCTPOKM BHELUHHE CepBHCI Cuctema - (BbIXOM)
OGHoBNeHWe MO ycTpoiAcTea Mepesarpyska ycTpoAcTEa
KoHgurypauyma
Mepesarpyska »
Maponk
KypHan
Nata 1 spema
OTnancyHan uHopMauma
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5.9.4 ToameHto «Maponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

MOHWTOPMHT Radio VAP CeTeBble HACTPOIKM BHELUHWE CepBMCHI CucTtema - (BbIXOA)
QBHoBNeHWe MO ycTpoiicTea Maponb =
Kondmrypayma MogTeep#acHue napona @
Mepesarpyska
Mapone >
KypHan
[arta u BpemAa
OTnaaoyHas UHopmayms
5.9.5 TMoameHo «KypHasn»
MogmeHo «XKypHan» npegHa3Ha4yeHo 47151 HAaCTPOKM BbIBOAA Pa3HOro poda OT/1af04uHbIX CO0OLWEHNIA
CMCTEMbI B LIeNsAX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.
~
=L TEX  WEP-550K
MOHWTOPMHT Radio VAP CeTeBble HACTPOIKM BHELUHWe CepBHCEl CHcTeMa - (BbIXOM)

OGHoenexne MO ycTpoiAcTsa

KoHgurypauuma

Mepesarpyska

Maponk

Pexunm

Agpec Syslog-cepeepa

Mopt Syslog-cepeepa

Pasmep daiina, kb

Cepsep 1 dain v

syslog.server

HypHan »
m * OTMeHa

JaTta u Bpema

OTnanoyHaA HHQopMaLMa

* Pexum — pexum paboTtbl Syslog-areHTa:
* Jloka/ibHbIU ¢hali/l — HhopMaLUs XypHasia COXpaHAeTCsl B 1IOKa/IbHOM doaitnie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha BKnagke «MoHUTOpuHT/XKypHast cobbIThin,
« Cepsep u ¢halin — nHgopmauus XypHasa oTnpaBnsieTca Ha yaasieHHblin Syslog-cepeep u
COXpaHseTcs B JIOKa/IbHOM haiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT st BXogawmx coobuueHmnin Syslog-cepeepa (no ymonuanuo — 514,
[l0NyCTUMble 3HaYeHusi 1-65535);
+ Pasmep ¢palina, Kb — MmakcuMasnbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

Ansa BCTYMJ/ieHna B CUny HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HACTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.9.6 MoameHto «[lata 1 Bpems»

PykoBogacTBo no skcnayatauum WEP-550K

B noameHto «Jata u BpeMsi» MOXHO HACTPOWTbL BPEMS BPYUHYO UM C MOMOLLLbKO MPOTOKOA CUHXPOHMU3ALMN

BpemeHn (NTP).

5.9.6.1 BpyuHyro

MOHMTOPHHT Radio VAP

OBHoeneHne MO ycTpoicTea

KoHdHrypaLus

CeTeBble HaCTPONKK

PeKAM

[ara u spemMs yCTPoRCTEa

BHeLWHWE CepBHCh

Cucrema - (BbIXOO)

@® BpyuHyrw (O NTP cepeep

13.05.2026 09:45.37 | # PepaktupoBars

Yacosoil noac Mocksa, Poccua v

Mepesarpy3ka

BKNIOYNTL NEPEXOA HA NETHEE
BpEMSA

Mapons

JKypHan Mepexoq Ha NeTHee BpemA (He exipaHo) (He gniOpano) (He ebi0paro) (B --

fara v BpemMA » Mepexod Ha 3MMHEE BpeEMA (He exigpaHo) (He exiGpaqo) (He gnifpano)} (B —

QOTnanoyHan UHopMaLua CIEUI BpEMEHH (MHH.) 60

+ [ama u spemsi ycmpolicmsa — farta v BpeMs Ha YCTPOCTBE B faHHbIA MOMeHT. Ecnn TpebyeTca
KOPPEKLNS, HXXMUTE KHOMKY «PefakTnpoBaTb».
+ [ama, spemsi — 3afiaiiTe TEKyLLYIO AaTy U BPEMSA U HAXXMUTE KHOMKY «Tekyllas gata u Bpems»
[N ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
*+ Yacosol rosic — no3BoNSET YCTaHOBUTb YaCcOBOM NOAC B COOTBETCTBUM C 6vKaiLLumMM ropogom B
BalleM pervoHe 13 3a4aHHoro Crnvcka,
* Brsmoyums nepexod Ha /iemHee speMsi — Mpu YCTaHOB/IEHHOM dp/iare nepexop, Ha fieTHee/3nmMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuo BpEMEHMU:
* [Nepexod Ha silemHee BpeMsi — AeHb 1 BpeMs, Koraa OyeT BbINO/IHATLCA Nepexos Ha SieTHee
Bpems;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga OyAeT BbINO/IHATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHuU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumarthb 3HadyeHume oT 0 4o 720 MuH.

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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5.9.6.2 NTP-cepsep

IMOHMTOPUHT Radio VAP CeTeBble HACTPOWKKM BHelUHWe CepBUCh Cucrema - (BbIxOM)
O6Hoenexue MO ycTpoficTea Pexum O BpyuHylo @ NTP cepsep
KoHHrypaus [ara v Bpema yCTpoicTsa 13.05.2026 09:46:56
¥
NTP cepeep pool.ntp.org -
Mepesarpyska
Yacoso# noAc Mockea, Poccua v
Maponk
BKNIOYMTL NEPEXON, HA NETHEE v/
AypHan Pexon u
BpEMA
[laTta u Bpema > Mepexoa Ha NeTHee Bpems (He esIGpaHo) (He es1Gpano) (He swibpaHo) B
OTnafoyHas HdopMaLms MNepexon Ha 3MMHEE BpEMA (He abifpaHo) (He gbiGpanao) (He abifpaHo) B
CABWI BPEMEHK (MWH.) 60

« [ama u spemsi ycmpolicmsa — nata  BpeMS Ha YCTPOICTBE B AAaHHbIA MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe nMA cepBepa CUHXPOHU3aLUMn BpeMeHW. Bo3aMOXHO 3a4atb agpec
NN BbIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;
+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOI NOSIC B COOTBETCTBUM C GNMXaiiLuMmM ropoaom B
BalleMm pervoHe u3 3aaHHoro Crucka,;
* Br/1o4umb rnepexod Ha /iemdee speMsi — Nnpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3nMHee
BpeMsi OyAeT BbINO/HATLCSA aBTOMAaTUYECKN B 3a[jaHHbIV NepuoL, BpeEMEHN:
+ [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga OyaeT BbIMOSHATLCS Nepexos, Ha 3uMHee
Bpewms;
+ CoBue BpemeHu (MUH.) — nepuof, BpeMEHN B MUHYTAX, HA KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHne oT 0 4o 720 MUH.

[na BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBMUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpMeHnTb». N5l OTMEHbI MU3MEHEHWIA HAXXMUTE KHOMKY «OTMeHay.

5.9.7 MoameHto «OTNagouHas nHcopmaumns»

MOHHTOPHHT Radio VAP CeTeBbIE HACTPOMKK BHELHKE CEPBHCHI CucTeEMa - (BbIx0a)

OGHoenexwe MO ycTpoiicTea ©ann oTNancHHON MHAOPMALLMK * Crayatb
KoHurypauma
Mepesarpyska
Mapone
KypHan
Nata 1 spema

OmnaaoyHas MHdopMayus »

dainn 0Tn1aa04vHOoN nHhopMaLumm

YT0o6bl NoNy4nTb apxms troubleshooting.tar.gz c ycTpoiicTBa Ha /IoKa/IbHbI KOMMNLIOTEP, HKMUTE KHOMKY
«Ckayarb».
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6 Ynpas/fieHne yCTPoiCTBOM C NMOMOLLbH KOMaH/AHOW CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHue knasui (B aHrnuiickoin packnagke) [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteo WEP-550K HacTpoeHo Ha nony4yeHue agpeca no DHCP. Ecnu atoro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WEP-550K: 192.168.1.10, macka noacety: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# br0

WEP-550K(config):/interface/br0# common

WEP-550K(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-550K)
WEP-550K(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetn)
WEP-550K(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-550K(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-550K(config):/interface/br0/common# protocol static-ip (13mveHeHve pexuma paboTtsl ¢ DHCP Ha Static-
IP)

WEP-550K(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K(config):/route# add default (rae default — HassaHne mapLupyTa)

WEP-550K(config):/route# default

WEP-550K(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv uin y3sa HasHauyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WEP-550K(config):/route/default# netmask X.X.X.X (e X.X.X.X — macka ceTv HasHa4yeHus, 4/19 AedOTHOro
mMapLpyTta — 0.0.0.0)

WEP-550K(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lnwo3a)
WEP-550K(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/br0# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ A~~~
—_— o ===

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

—_ e~ A~~~
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6.2.1 HacTtpolika yaasiéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-550K(root):/# configure

WEP-550K(config):/# ssh

WEP-550K(config):/ssh# enable true (ynpasneHve ygasiéHHbIM AOCTYNOM N0 SSH. A OTKNI0YEeHUSA BBeAUTE
false. 1o ymon4yaHuto: true)

WEP-550K(config):/ssh# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)

WEP-550K(config):/sshi# session-limit X (rze X — makcumasibHoe konnyecTBo SSH-ceccuit. Mo ymonyaHuio: 7)
WEP-550K(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-550K(root):/# configure

WEP-550K(config):/# telnet

WEP-550K(config):/telnet# enable true (ynpasneHune yganéHHbiM 4OCTYynoM Mo Telnet. N5 OTKAOYEHUS
BeeauTe false. 1o ymonyaHuto: false)

WEP-550K(config):/telnet# port X (rae X — nopt. o ymonyaHumio: 23)

WEP-550K(config):/telnet# session-limit X (rne X — makcumansHoe konuyecTtso Telnet-ceccni. o
YMOJ/14aHWIO: 7)

WEP-550K(config):/telnet# save (coxpaHeHvie HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B agnanasoHe 5 'y — wlan1 n B ananasoHe 6 M, — wlan2.

© /15 nopkniouenns ycTpoiicTs B ctaHaapTe |EEE 802.11be (Wi-Fi 7), pekoMeHayeTcs HacTpoiika
pexnma 6esonacHoctn WPA2/WPA3, WPA3 nnn OWE.

© /15 6 L 4OCTYNHBI pexuUMbl 6esonacHocTh Tonbko OWE, WPA3, WPA3-Enterprise.

Tabnuua 10 — KomaHgp! 4NS HACTPOKM pexmnma 6esonacHoctn Ha VAP

Pexxum 6esonacHocTn
be3 napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA?2-Enterprise
WPA2/WPAS3-Enterprise
WPAS3-Enterprise

KomaHpa gna HacTpPoMKn pexuma 6e3o0nacHoOCTU
mode off

mode WPA

mode WPA2

mode WPA_WPA?2
mode WPA3

mode WPA2_WPA3
mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X
mode WPA2_WPA3_1X
mode WPA3_1X

Hwxe npeactaBneHbl npuMepbl HACTPOoLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocTy ans Radio 5Ty,

(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# wlanl-vap0

WEP-550K(config):/interface/wlanl-vap0# vap

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-550K_open' (13veHeHne nveHn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# ap-security
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mode off (pexxnm unchposaHms off — 6e3 naposis)
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (/e secret — naposs a71s RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l0ueHVIE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# exit

WEP-550K(config):/interface/wlanl-vap0# common

WEP-550K(config):/interface/wlanl-vap0/commont# enabled true (Bk/1l0ueHne BUPTYa/IbLHOM TOYKM [0OCTYNa)
WEP-550K(config):/interface/wlanl-vap0/commont# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

© K VAP ¢ pexumom 6esonacHocT OWE cMoryT nogxIounTbest knnenTsl Wi-Fi 6 1 Bbiwwe.

CospgaHue VAP c wumncposaHuem OWE

WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# interface

config):/interface# wlan1-vap0

config):/interface/wlanl-vap0# vap

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-550K_owe' (13veHeHne nmenn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# ap-security
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mode OWE (pexxum wndgposaHns OWE —
LUMdOpOBaHHOE coefVHeHne 6e3 BBOAAa Naposis. B Takom pexume cMOryT NogkIUunTbCA KNneHTbl Wi-Fi 6 1
BbiLLIE)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa, UCNosib3yeMoro AJ/19 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (/e secret — naposb a71s RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# exit

WEP-550K(config):/interface/wlanl-vap0# common

WEP-550K(config):/interface/wlanl-vap0/commont# enabled true (Bk/1l04eHne BUPTYa/ILHOM TOYKM 0CTYNa)
WEP-550K(config):/interface/wlanl-vap0/commont# save (COxpaHeHne HacTpoek)

—_ e~ o~~~

—_ e~~~
—_ ===
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6.3.3 HacTtpoiika VAP ¢ pexrnmom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# wlanl-vap0

WEP-550K(config):/interface/wlanl-vap0# vap

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-550K_Wpa2' (13vieHeHne nmenn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# ap-security
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mode WPA_WPA2 (pexxum LundpposaHms — WPA/
WPA2)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# key-wpa password123 (k/1t04/naposib,
HEeoO6XoANMbIA A5 NOAKUYEHUS K BUPTYaslbHOM TOUke AocTyna. [AvHa Kda Ao/mkKHa CoOCTaBNATb OT 8
[0 63 CUMBOJIOB)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (/e secret — naposb a71s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKO
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (nHTepBasI OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# exit

WEP-550K(config):/interface/wlanl-vap0# common

WEP-550K(config):/interface/wlanl-vap0/commont# enabled true (Bk/1l0ueHne BUPTYa/IbLHOM TOYKM 0OCTYNa)
WEP-550K(config):/interface/wlanl-vap0/commont# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.4 HacTtpoliika VAP c Enterprise-aBTopu3auuei

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# interface

config):/interface# wlan1-vap0

config):/interface/wlanl-vap0# vap

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-550K_enterprise' (13veHeHne nmenn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# ap-security
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mode WPA_WPA2_1X (pexuvm wnpoBaHns —
WPA/WPA2-Enterprise)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# exit
WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# domain root (rze root — JOoMeH nosib3oBaresns)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOoTopbIii
MCNONb3yeTcsa ANA ayTeEHTMdINKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-password secret (/e secret — naposes /15
RADIUS-cepBepa, NCrosb3yemMoro ass ayteHTudonkaumm n aBtopusawmn)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKkN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (/e secret — naposs a71s RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# exit

WEP-550K(config):/interface/wlanl-vap0# common

WEP-550K(config):/interface/wlanl-vap0/commont# enabled true (Bk/1l0ueHne BUPTYaIbLHOM TOYKM 0CTYNa)
WEP-550K(config):/interface/wlanl-vap0/commont# save (COxpaHeHne HacTpoek)

—_ e~ o~~~
—_ ===

—_ e~~~
—_ ===

o Mpun ncnonb3oBaHun Enterprise-aBTopmsanmm HasHadyeHHbIn Ha RADIUS-cepsepe C-VLAN cTtaHoBUTCA
NPUOPUTETHLIM AN1A 06CNyxmBaHus knueHta. 3HaveHne VLAN nepepgaetca B RADIUS-aTpunbyTte Tunnel-
Private-Group-Id.
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6.3.5 HacTtpoiika VAP ¢ BHelUHeli nopTasibHOM aBTopu3auneni

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# interface

config):/interface# wlan1-vap0

config):/interface/wlanl-vap0# vap

config):/interface/wlanl-vap0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-vap0/vap# ap-security

config):/interface/wlanl-vap0/vap/ap-security# mode off (pexviv wnposanns off — 6e3 napons)
config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'Portal_WEP-550K' (13meHeHve nveHn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# captive-portal
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# verification-mode external-portal (Bx/1t04eHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# scenarios
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# scenario-redirect
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOrO
nopTasia B COOTBETCTBMM C Tabnvuen 11)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# exit
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# enabled true (si/1t0ueHne hyHkLMoHana
captive-portal)

WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# exit
WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-password secret (/e secret — naposns /15
RADIUS-cepBepa, Mcnonb3yemMoro Ans aBTopmsanmnn)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# save (coxpaHeHve HacTpoek)

~ N~ N~~~ o~ —~
—_— =
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JononHutenbHble KOMaHAbI AN HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# preauth-filter-mode acl (napamverp,
onpeaensLmii Ha OCHOBaHUN Yero byaeT hunbTpoBaTbCA Tpaduk HeaBTOPN30BAHHbIX KNTMEHTOB.
Bo3moxHble 3HaueHus: acl, white-list. [1o ymonyaHuto: white-list)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# http-auth false (oTk/1t0ueHNe aBTOpPU3aLMYM MO
http. Mo ymonyaHuio: true)

WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# ipv4-aclipv4_list (rae ipv4_list — umsa cnvcka
npasu ipv4-acl)

WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# url-acl url_list (rge url_list — vnvsa cnucka
npaswn url-acl)

WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# filter-dns-by-acl true (Bk/1toueHve dousistpaLmm
DNS-3anpocoB no npasuiam preauth-acl. Mo ymonuaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rge XX-
XX-XX-XX-XX-XX — chopmaT MAC-agpeca KMeHTa, KOTopblil 6yaeT noAcTaBnATLCs BMecTo <AP_MAC> B
3anpocax Ha BHeLHNA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-
XX-XX-XX — cpopmat MAC-agpeca TOUKM A0CTyna, KOTOpbIin 6yAeT NnoacTaBnATbCs BMecTo <NAS_ID> B
3anpocax Ha BHeLHnA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXEXXXX, XXXXXXXXXXXX. [10 YMOTHAHMHD: XXXXXXXXXXXX)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# disconnect-on-reject true (napamverp,
OTBEevaloLLMii 3a OTK/IOYEHME KNIMEHTa nocsie nosny4veHuns Access-Reject. 11 oTkitoueHms seeaute false)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# exit
WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# use-macaddr-as-password true (nepegasatbs MAC-
aZpec KNueHTa B kayecTBe naposs B RADIUS 3anpocax. Mo ymonyaHutio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-XX-
XX-XX — dpopmat MAC-agpeca KNneHTa, KoTopblii 6yaet courypupoBatb B RADIUS-3anpocax. PyHKUMoHan
paboTaeT To/IbKO Nnpu ycnoBumn use-macaddr-as-password = true. Bo3MOXHble 3HauYeHns: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTHAHUHO: XXXXXXXXXXXX)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHne HacTpOoek)

© /715 nonyyenns nHcopmaumn 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Ta6nuua 11 — Hactpoiika URL wabnoHa Ana BHELHe nopTasibHOW aBTopU3auum

MapameTp

<NAS_ID>

<NAS_IP>
<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<AP_LOCATION>

OnucaHue
NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH HU oauH
13 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS- n HTTP(S)-

?aKeTax 6yaet ucnonb3oBatbcss MAC-agpec T/ B dhopmaTe "nas-id-
ormat”

IP-apgpec T/,

[lOMEHHOE MMSI, KOTOPOE NOKa3blBAETCS KIMEHTY Npu
nepeHanpasneHnm

MAC-agpec Toukn goctyna

MAC-agpec knvMeHTa

SSID

URL, KOTOpbI n3Ha4asIbHO 3anpatunBas KNneHT

AP-location T,
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6.3.6 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
cepsepa)
WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup# add <IP-agpec gononHutensHoro RADIUS-
cepBepa B KOHchurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KOMYECTBO: 4)

WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec
aonosniHutenibHoro RADIUS-cepBepa B KOHurypaumn)
WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — IP-
agpec RADIUS-cepBepa)

WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# auth-port X (r1e X — nopt RADIUS-
cepBepa, KOTOPbI UCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmnsaumm. Mo ymonyaHumio: 1812)
WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# auth-password secret (/e secret —
naposb ans RADIUS-cepBepa, NCNo/b3yemMoro Ansi ayTeHTudukaumm n aBTopusawm)
WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — IP-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMOMb3YeTCcs AN akkayHTUHra. Mo ymonyaHuio: 1813)
WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-password secret (1/e secret —
naposb Ans RADIUS-cepBepa, NCMNosb3yeMoro Ansi akkayHTUHra)
WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# order 1 (rae order — nprnoputet RADIUS-
cepBepa. Ecnn npnoputeT He GbiN yKasaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBAThL NOPAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-550K(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# wlan1-vap0

config):/interface/wlanl-vap0# vap

config):/interface/wlanl-vap0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepBepa)
config):/interface/wlanl-vap0/vap/radius# backup (HacTporika gonosnHuTensHoro RADIUS-

—_ e~ o~~~
—_ ===

6.3.7 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-550K(config):/interface/wlanl-vap0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

Bbi6op cnocoba npuopuTusaymum

WEP-550K(config):/interface/wlanl-vap0/vap# priority-by-dscp false (aHa/113 nproputera 13 nosns CoS (Class
of Service) TerMpoBaHHbIX NAKETOB. 3HAYEHME NO YMOMYaHUIO: true. B 3TOM cnyyae aHanManpyeTcs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTa)
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BknioueHue pexxuma Band Steer

WEP-550K(config):/interface/wlanl-vap0/vap# band-steer-mode true (Bx/ioueHne pexxumva Band Steer. 114
oTKNtoveHns seeaute false)

BkntoueHue pexuma MFP (802.11W)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mfp required (Bk/1l0unTL 3alMTy management-
Kaapos (opelimoB). required — TpebyeTcs nogaepxka MFP OT KNueHTa, KNneHTbl 6e3 MFP He cMoryT
noAxkN4YnThLCS. capable — coBMecTMO ¢ MFP, KnneHTbl 6e3 nogaepxkiu MFP MoryT noAkaounTeea. 4ns
oTKNtoueHusi seeanTe off)

BkoueHue Ucnosib3oBaHus TLS npy aBTopusauum

WEP-550K(config):/interface/wlanl-vap0/vap/radius# tls-enable true (1crnosb3oBars TLS npy aBTopu3aLmm.
[na otknoueHus seeaute false)

BksitoueHue ckpbITOro SSID

WEP-550K(config):/interface/wlanl-vap0/vap# hidden true (BktoueHvie ckpbIToro SSID. /15 OTKHYEeHNS
BeeauTe false)

BK/loueHne U30MALUKN KIIMEHTOB Ha VAP

WEP-550K(config):/interface/wlanl-vap0/vap# station-isolation true (Bk/1t0ueHvie nsonsaumm Tpadrka mexay
KnneHTamum B npegenax ogHol VAP. ina otknoueHns seegue false)

OrpaHu4yeHue KonmyecTea KJIMeHTOB Ha VAP

WEP-550K(config):/interface/wlanl-vap0/vap# sta-limit X (rge X — MakcrumasribHO A0NyCTUMOE YNC/I0
NOAK/IYAEMbIX K BAPTYasIbHOW CETU K/IMEHTOB)

BknroueHue Minimal Signal

WEP-550K(config):/interface/wlanl-vap0/vap# check-signal-enable true (Bk/1t04eHVIE CMOL30BAHNSA
doyHKuMoHana Minimal Signal. 19 oTkntoveHus seeuTe false)
WEP-550K(config):/interface/wlanl-vap0/vap# min-signal X (rze X — noporosoe 3HaveHve RSSI, npu
[AOCTXKEHMN KOTOPOTroO TOYKa ByAET OTKNtoUaTb KNneHTa oT VAP. MNapaMeTp MOXET NPUHUMATb 3HAYeHUs
0T -100 A0 -1)

WEP-550K(config):/interface/wlanl-vap0/vap# check-signal-timeout X (r7e X — nepuos BpemeHu B CekyHaax,
N0 UCTEYEHUN KOTOPOro NPUHUMAETCS peLleHre 06 OTKIIOUYEHUN KITMEHTCKOrO 060pya0BaHns OT
BUPTYaJ/IbHOW CETN)

WEP-550K(config):/interface/wlanl-vap0/vap# save (coxpaHeHVe HacTpoek)
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BknoueHue nepegayn aGoHeHCKoro Tpacmka BHe GRE-TYHHens

WEP-550K(config):/interface/wlanl-vap0/vap# local-switching true (Bk/toueHve nepenayv aboHEHTCKOro
Tpadhmka BHe GRE-TyHHens. ns oTknoyeHns seeguTe false. [0 yMOI4aHMIO BbIK/THOYEHO)

HacTtpoiika orpaHMYeHNsi CKOPpOCTH

HaCTQOﬁKa mel‘/'lnepa B HanpaB/i€HUU OT KJINEHTOB ‘Ka)_KAOTO B OTAe.HbHOCTVI), NOAK/MIOYEHHbIX K
AaHHDVI VAP, 1,0 TOYKU gocTyna:

WEP-550K(config):/interface/wlanl-vap0/vap# shaper-per-sta-rx
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-sta-rx# value X (rae X — makc/manbHas CKopocTb B
KOUT/C NI NakeThbl/c)

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-sta-rx# mode kbps (Bx/toueHve weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-sta-rx# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHVe HacTpoek)

HaCTQOﬁKa mel‘/'lnepa B HanpaB/ieHUN OT TOYKU AOCTyNna A0 K/INeHTOB ‘KMAOTO B OTge.ﬂbHOCTVI,,
NOAKNOYEHHbIX K AaHHOVI VAP:

WEP-550K(config):/interface/wlanl-vap0/vap# shaper-per-sta-tx
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-sta-tx# value X (rge X — makcrumanbHas cKopocTb B
KOUT/C NI NakeThbl/c)

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-sta-tx# mode kbps (Bx/t0ueHve weiinepa. Moxet
npuHUMaTh 3HadeHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-sta-tx# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHVe HacTpoek)

HaCTpOVIKa mel‘/'lnepa B HanpaB/ieHUN OT KJINEHTOB !B cymme), NOAKNOYEHHbIX K AaHHOﬁ VAP, oo
TOYKM AocTyna:

WEP-550K(config):/interface/wlanl-vap0/vap# shaper-per-vap-rx
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-vap-rx# value X (rge X — MakcrumasibHas CKOpoCTh B
KOUT/C NI NakeThbl/c)

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve wernepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/1HOYEHO)
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-vap-rx# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHVe HacTpoek)

HacTpolika wevinepa B HanpaBJeHUU OT TOYKN AOCTYNa A0 KJINEHTOB (B CyMMe), NOAKNKOYEHHbIX K
[aHHOoA VAP:

WEP-550K(config):/interface/wlanl-vap0/vap# shaper-per-vap-tx
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-vap-tx# value X (rge X — mMakcumasibHast CKOpoCTh B
KOUT/C NI NakeThbl/c)

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHve wenepa. Moxet
npuHUMaTth 3HavyeHue: kbps — KOUT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-per-vap-tx# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHVe HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-550K(config):/interface/wlanl-vap0/vap# shaper-bcast-rx

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-bcast-rx# value X (rae X — mMakcymasibHas CKOpPOCThb B
KOUT/C N nakeThbl/c)

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-bcast-rx# mode kbps (Bk/itoueHne wennepa. Moxet
npuHUMaTth 3HavyeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-bcast-rxi# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (COXpaHeHne HacCTpPoeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-550K(config):/interface/wlanl-vap0/vap# shaper-bcast-tx

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-bcast-tx# value X (rze X — MakcrmasibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-bcast-tx# mode kbps (Bk/itoueHmne weinepa. Moxet
npuHUMaTth 3HavyeHue: kbps — KOUT/c, pps — naketbl/c, off — BbIK/THOUEHO)
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-bcast-tx# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-550K(config):/interface/wlanl-vap0/vap# shaper-mcast-rx

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-mcast-rx# value X (rae X — makcumasibHasi CKOpoCTh B
KOUT/C NI NakeThbl/c)

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-mcast-rx# mode kbps (Bx/itoueHmne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-mcast-rx# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHve HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-550K(config):/interface/wlanl-vap0/vap# shaper-mcast-tx

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-mcast-tx# value X (rae X — makcumasibHas CKopocTh B
KOUT/C NI NakeThbl/c)

WEP-550K(config):/interface/wlanl-vap0/vap/shaper-mcast-tx# mode kbps (Bx/1toueHune wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-550K(config):/interface/wlanl-vap0/vap/shaper-mcast-txi# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHve HacTpoek)
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HacTpolika KOHTponsa goctyna no MAC yepe3 RADIUS-cepBep

WEP-550K(config):/interface/wlanl-vap0/vap# acl

WEP-550K(config):/interface/wlanl-vap0/vap/acl# mode radius (Bbi00p pexvma radius — nposepka MAC-
agpecos vepes RADIUS-cepsep)

WEP-550K(config):/interface/wlanl-vap0/vap/acl# policy allow (BbI60p NonTHkL. BO3MOXHbIE 3HAYEHWS:
allow — paspeluaTb NOAKIOYEHME TONILKO TEM KMEHTaM, KOTOPbIX 0406puna RADIUS-cepBep; deny —
3anpewarb NOAK/IYEHNE KNIMEHTaM, KOTOPbIX 0406pna RADIUS-cepBep. 3Ha4YeHre No yMon4aHuio: deny)
WEP-550K(config):/interface/wlanl-vap0/vap/acl# enable true (Bk/toueHvie KOHTPONIA focTyna no MAC yepes
RADIUS-cepBep. Ana oTktoueHnsa seeguTe false)

WEP-550K(config):/interface/wlanl-vap0/vap/acl# exit

WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# domain root (rge root — f0MeH nonb30Baresis)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-port X (rie X — nopt RADIUS-cepBepa, KOTOpbIii
ncnonb3yeTcs ANns ayTeHTudmkauum 1 astopusayun. No ymonyaxuio: 1812)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-password secret (r1e secret — naposis 14
RADIUS-cepBepa, UCMosib3yemMoro 415 ayTeHTUdnKaumm 1 aBTopusatnm)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (e secret — naposib /15 RADIUS-
cepBepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/10HEHVIE NEPUOANYECKOIA
OTNpaBKM co0bLeHniA «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexagy VAP ¢ pexxumom 6e3onacHocTn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C vHcTpyKumeit no HacTpoiike VAP ¢ pexvmom 6e3onacHoctn WPA2-Personal n gpyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvimom 6e3zonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled false
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# r0-key-holder-id 12345 (yHyika/IbHbLIN KNHOY /15
[aHHOI VAP)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# mobility-domain 100 (joveH fo/mkeH coBnagaTh Ha
BCTpeYHbIX VAP)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# mac
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aspec VAP
nHTEepderica BCTPEeYHOM Toukn goctyna — T/A_2)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH/Ka/bHbLIN
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# exit
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled true (Bi/1l0ueHVe paboThbl TOUKK AOCTYNA MO
NPOTOKO/Yy 802.11r)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpolika 802.11r Ha T2

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled false
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHbLIN KNHOY [/15
AaHHoro VAP)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# mobility-domain 100 (joveH fo/mkeH coBnagaTh Ha
BCTpeYHbIX VAP)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# mac
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azapec VAP-
nHTEepderica BCTPEeYHOM Toukn goctyna — TA1)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHuKaIbHbINA
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# exit
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled true (Bx/10ueHIe pabOTLI TOUKM AOCTYNA M0
NpPOTOKO/Yy 802.11r)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled false
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# mac
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rze 132
— KaHaJ1, Ha KOTOpOM paboTaeT Touka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# exit
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/it0ueHEe paboThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/it0ueHe paboThl TOUKM
[ocTyna no npotokosy 802.11k/v)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

6.4 Hactpoiika MLO

© MLO-rpynna 3ageiictByeT VAP no ofHOMY M3 KaXA0ro AvanasoHa (2.4, 51 6 TW), Npn 3TOM HOMEP
3apgeiictBoBaHHoro VAP paBeH N, rae N — Homep rpynnbl. Hanpumep MLO-rpynna 4 ncnonb3yet
cneaytouwme VAP: wlan0-vap4, wlan1-vap4 n wlan2-vap4.
Mpw BKAoYeHUM MLO-rpynnbl HACTPOVKN COOTBETCTBYHOLWMX VAP 6yayT MTHOPUPOBATbLCS.

6.4.1 HacTtpoiika MLO-rpynnbl ¢ pexnmom wmndpoaHns OWE

Co3zpgaHue MLO-rpynnbi ¢ peXxumom wncpposaHns OWE

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# mlo

config):/mlo# mlo-group

config):/mlo/mlo-group# 1

config):/mlo/mlo-group/1# ssid SSID_WEP-550K_MLO_owe (13MeHeHve nvieHn SSID)
config):/mlo/mlo-group/1# ap-security

config):/mlo/mlo-group/1/ap-security# mode OWE (pexvimv wvdposaHns — OWE)
config):/mlo/mlo-group/1/ap-security# exit

config):/mlo/mlo-group/1# enabled true (Bk/1t0ueHie MLO-rpynnol)
config):/mlo/mlo-group/1# save (coxpaHeHve HacTpoek)

PASS AR AN AR AR A AR A AR A
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6.4.2 HacTtpoiika MLO-rpynnel ¢ pexumom 6e3onacHoct WPA-Personal

CospgaHune MLO-rpynnbl ¢ pexxumom 6e3onacHocTy WPA3-Personal

WEP-550K(root):/# configure

WEP-550K(config):/# mlo

WEP-550K(config):/mlo# mlo-group

WEP-550K(config):/mlo/mlo-group# 1

WEP-550K(config):/mlo/mlo-group/1# ssid SSID_WEP-550K_MLO_Wpa3 (13veHeHve nveHn SSID)
WEP-550K(config):/mlo/mlo-group/1# ap-security

WEP-550K(config):/mlo/mlo-group/1/ap-security# mode WPA3 (pexkum LwndposaHmns — WPA3)
WEP-550K(config):/mlo/mlo-group/1/ap-security# key-wpa password123 (k/1:04/naposib, He0OX0ANMbIA 15
NOAKMIOYEHMSA K BUPTYasIbHOM TOUKe AocTyna. [AnnHa Knr4va Ao/mkHa CoCTaB/saATb OT 8 0 63 CUMBOJI0B)
WEP-550K(config):/mlo/mlo-group/1/ap-security# exit

WEP-550K(config):/mlo/mlo-group/1# enabled true (Bk/itoueHne MLO-rpynbl)
WEP-550K(config):/mlo/mlo-group/1# save (CoxpaHeHne HacTpoek)

6.4.3 HacTtpoiika MLO-rpynnbl ¢ Enterprise-aBTopusaumeii

CospgaHue MLO-rpynnbl ¢ peXXumMom 6e3onacHocTy WPA3-Enterprise

WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure
config):/# mlo
config):/mlo# mlo-group
config):/mlo/mlo-group# 1

WEP-550K(config):/mlo/mlo-group/1# ssid SSID_WEP-550K_MLO_Wpa3E (13veHeHve nmeHun SSID)
WEP-550K(config):/mlo/mlo-group/1# ap-security

WEP-550K(config):/mlo/mlo-group/1/ap-security# mode WPA3_1X (pexxum wincpposaHnsa — WPA3-Enterprise)
WEP-550K(config):/mlo/mlo-group/1/ap-security# exit

WEP-550K(config):/mlo/mlo-group/1# radius

WEP-550K(config):/mlo/mlo-group/1/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WEP-550K(config):/mlo/mlo-group/1/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIN
ncnonb3yeTcsa AN ayteHTudmkaumm n astopusaymn. Mo ymonyaHuto: 1812)
WEP-550K(config):/mlo/mlo-group/1/radius# auth-password secret (i/e secret — naposis 15 RADIUS-
cepBepa, MCNo/Ib3yeMOoro Ansi ayTeHTudmnKaumm n aBTopmusannm)
WEP-550K(config):/mlo/mlo-group/1/radius# exit

WEP-550K(config):/mlo/mlo-group/1# enabled true (Bk/1toueHne MLO-rpynmbl)
WEP-550K(config):/mlo/mlo-group/1# save

~ N N~~~ o~~~ —~

)
)
)
)
)
)
)
)

6.4.4 [ononHuTtenbHble HacTpoikn MLO

HacTpoliika VLAN-ID gnsa MLO-group

WEP-550K(config):/mlo/mlo-group/1# vlan-id X (rae X — Homep VLAN-ID gna MLO-group)
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6.5 HacTtpolika AirTune

HacTpolika AirTune

WEP-550K(config):/# airtune

WEP-550K(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-
ajpec cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-550K(config):/airtune# enabled true (Bk/toueHne B3anmogenctens ¢ cepsucom AirTune. s
OTK/o4YeHns BBeaunTe false)

WEP-550K(config):/airtunef# save (coxpaHeHve HacTpoek)

[nsa aBTomatmyeckoii HacTpoikmi 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEO6X0AMMO BKIHOUYNTb
doyHKumoHan 802.11r, 4N 3TOro BbINOAHUTE Crieayowme HacTPOKN:

HacTtpoiika 802.11r yepes AirTune

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled true (Bk/1t0ueHVIe pabOTLI TOYKM AOCTYNA M0
NPOTOKO/y 802.11r)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# save (coxpaHeHve HacTpoek)

[ns aBTomartunyeckoi HacTpoiiku 802.11k/v uepes cepsuc AirTune Ha ToYke AOCTyna HEOOX0AMMO BK/THOUNTL
dyHkumnoHan 802.11k/v Ha SSID, gn1a 3TOr0 BbINOHUTE CNEAYHOLNE HACTPONKM:

HacTtpoiika 802.11k/v uepes AirTune

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/1t0ueHNE NOALEPKKN
npoTtokona 802.11k/v Ha BUPTYasibHOW TOYKE A0CTyna)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

HacTtpoiika cepsuca AirTune onucaHa B JOKyMeHTaumm koHTposiepa SoftWLC.
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6.6 Hactpoliiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcss aBToMaTnyeckunin BbiIbop pabodyero kaHana. 4nsa 1oro 4toob!
YCTaHOBUTb KaHas BPYUHYH UM CMEHUTbL MOLLHOCTb, UCMO/b3YITe criefytolie KoMaHbl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# wlan0

WEP-550K(config):/interface/wlan0# wlan

WEP-550K(config):/interface/wlan0/wlan# radio

WEP-550K(config):/interface/wlan0/wlan/radio# channel X (re X — HOmep cTatnyeckoro kaHasa, Ha KOToOpoMm
OyaeT paboTarb TOYKa)

WEP-550K(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t04eHne aBToBLIOOPa KaHana. [ns
BK/IIOUYEHNA BBeAUTE true)

WEP-550K(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHNE YCNO/L30BaHNS
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-550K(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wupuHa kaHana. lNapamverp Moxet
npuHUMaTh 3HadveHune: o Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-550K(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MoLHOCTL B ABM. [NapameTtp
MOXET MpUHUMaTh 3HadyeHue: ana Radio 1: 0-16 gbm; ona Radio 2: 0-19 nbm)
WEP-550K(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)

—_ ===

© Cnucku gocTynHbIX KaHaNoB

Ana Radio 2.4 Ty gnsa BbIGOpA AOCTYMHbI CeAYIOWMNE KaHAbI:
* Npu WupuHe kaHana20Mru; 1,2, 3,4,5,6,7,8,9,10, 11,12, 13.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.
a

Ana Radio 5 Ty anAa BbiGOpa AOCTYNHbI cneaylolne KaHanbl:
* npw WwupuHe kaHana 20 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
* npwu WwupuHe kaHana 160 Mru; 36, 40, 44, 48, 52, 56, 60, 64.

Ana Radio 6 Ty anAa BbiGOpa AOCTYNHbI cAeaylolne KaHanbl:
* Npwv Ww1puHe kaHana 20 Mlru; 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93.
* Npwu WrpuHe kaHana 40 Mrru;
« ecnn «control-sideband» = lower: 1, 9, 17, 25, 33, 41, 49, 57, 65, 73, 81, 89.
« ecnu «control-sideband» = upper: 5, 13, 21, 29, 37, 45, 53, 61, 69, 77, 85, 93.
* npwv wnpuHe kaHana 80/160 MIru: 1, 5,9, 13, 17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69,
73,77, 81, 85, 89, 93.
* Npwu WwrpurHe KaHana 320 Mrru;
« ecnun «control-sideband» = lower: 1, 5,9, 13, 17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61.
+ ecnu «control-sideband» = upper: 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77, 81, 85, 89, 93.
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6.6.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WEP-550K(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t0ueHVe ncnonb30BaHMA
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBTOBbIOOpa KaHas10B. Ans oTkoueHnsa seeauTe false. o
YMO/14aHuIo: true)

WEP-550K(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (re 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdeinc)

N3meHeHne OCHOBHOIO KaHasa

WEP-550K(config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT NpuHUMaThL
3HauyeHue: lower, upper. 10 ymonyaHuto: onsa Radio 1: lower; o/18 Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBaia

WEP-550K(config):/interface/wlan0/wlan/radio# sgi true (Bxk/1H0HuEHVIE MCMONB30BAHNA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasIa ANd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [ins oTknoueHus BBeauTe false)

BkntoueHune STBC

WEP-550K(config):/interface/wlan0/wlan/radio# stbhc true (Bk/iloueHne meTofa NpoCcTPaHCTBEHHO-
BPEMEHHOr0o 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. Ona oTkntoveHns seeaute false)

Bk/loueHne UCnosib30BaHUs KOPOTKOIA NpeaMGynbl

WEP-550K(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/104eHVIE MCMONB30BAHMA KOPOTKON
npeamoybl naketa. Ana oTkaoyeHnsa seeguTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-550K(config):/interface/wlan0/wlan/radio# wmm true (Bx/1t0ueHvie nogaepxki WMM (Wi-Fi Multimedia)
[na otknoueHus seeaute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 Ty (wlanl)

WEP-550K(config):/interface/wlanl/wlan/radio# dfs X (rge X — pexum pabotsl mexaHusma DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaHn3M BbIK/IOUYEH, DFS-KaHasbl 4OCTYMNHbI AN BbI6opa; auto —
MexaHu3M Bk/toYeH; disabled — mexaHn3M BblktoYeH, DFS-KaHasbl He4OCTYMNHbI A1 BblGopa)
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BknioyeHue pexnva aBTOMaTUUYECKOIi CMeHbl LMPUHBbI KaHana

WEP-550K(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/l04eHNE pexMa aBTOMaTNYeCcKOoM
CMEHbI LLUMPUHbI KaHana ¢ 40 My Ha 20 Ml npu 3arpyXeHHoM paanoadompe. s oTKNHYeHUs BBeAUTe
false)

6.7 Hactpolika DHCP onuumn 82

© Hactpoiika DHCP onuum 82 npon3BoauTCs 0TAENbLHO ANS KaxXA0ro pagnonHTepdelica. B gaHHOM
pasgene NpMBoAsATCS NpUMepbl HAcTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexunmbl pabotel DHCP snooping:

+ ignore — o6paboTka onuumn 82 OTK/IOYEHA. 3HAYEHNE NO YMO/THaHUIO;
+ replace — Touka gocTyna NoACTaBASET UM 3aMEHSIET 3HAYeHMe onuun 82;
* remove — TO4YKa gocTyna ygansieT 3HadeHume onuumn 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# wlan0 (HacTpoiika 6yaet nponssoguTbcs Ans Radio 2.4 Ty, Ecnu
Heo6XoANMO HaCTPOUTL 82 ONUMIO B AManasoHe 5 unn 6 'y, — seeanTte wlanl nnv wlan2 cOoTBETCTBEHHO)
WEP-550K(config):/interface/wlan0# common

WEP-550K(config):/interface/wlan0/common# dhcp-snooping
WEP-550K(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL160p paboTbl
DHCP snooping B pexume 3ameHbl Uin NoAcTaBneHns onuun 82)
WEP-550K(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

Ecnn Ha pagmonHTepdeiice HacTpoeHa nonutrka obpaboTtkm onuumn 82 replace, To Ans KOHUrypupoBaHus
CTaHOBATCA AOCTYMNHbI Ceaytoume napameTpsbl (CM. HUXe).
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HacTpoiika napameTpoB onuum 82

WEP-550K(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa cogepxmnmoro CID Ha 3HaueHne, ykasaHHoe B napametpe dhcp-option-82-custom-CID. [
apaMeTp MOXET NpUHUMaThb 3Ha4YeHus: APMAC-SSID — 3ameHa cogepxXmmoro CID Ha <MAC-aZipec TO4KK
aocTtyna>-<ums SSID>. SSID — 3aMmeHa coaepxmMmoro CID Ha uMs SSID, K KOTOPOMY MOAK/OUEH KIMEHT. Mo
ymMon4yaHuo: APMAC-SSID)

WEP-550K(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (e
custom — 3aMeHa coaePXMmMoro RID Ha 3HaveHne, ykazaHHoe B napamMeTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXnmoro RID Ha MAC-aapec
KNIMEHTCKOrO ycTpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-agpec Touku aocTtyna. APdomain —
3aMeHa coaepXmMmMoro RID Ha IOMEH, B KOTOPOM HaxoAMTCA Todka gocTtyna. Mo ymonyaHuio: ClientMAC)
WEP-550K(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-

CID longstring (rae longstring — 3HaueHve OT 1 40 52 CMMBOJ10B, KOTOPOE OyaeT nepefasaTscA B CID. Ecnn
3HauyeHue napametpa dhcp-option-82-custom-CID He 3aaH0, ToUka 6yaeT n3meHaTb CID Ha 3HaYeHMe Mo
ymMonuyaHuo: <MAC-agpec TOUKM AocTyna>-<ums SSID>)
WEP-550K(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID

longstring (rae longstring — 3HayeHne 0T 1 0 63 CMMBOJ10B, KOTOpPOe ByaeT nepefasarbcs B RID. Ecniun
3HaueHne napametpa dhcp-option-82-custom-RID He 3a/1aHO, TOUKa OyAeT M3MEHSTh RID Ha 3HAYEHME NO
ymonyaHuo: MAC-agpec K/IMEHTCKOro YCTPONCTBA)
WEP-550K(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KQUecTBe pa3aennTens
BbICTyNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3fenntensi BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WEP-550K(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

6.8 CucTeMHbIe HacCTPOIiKn

6.8.1 O6HoBNEeHMe MO ycTpoiicTBa

OGHoBneHue MO Touku goctyna no tftp

WEP-550K(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue pavina NO> (npumep:
firmware upload tftp 192.168.1.15 WEP-550K-1.4.2_build_X.tar.gz)
WEP-550K(root):/# firmware upgrade

O6HoBneHue MO Touku goctyna no http

WEP-550K(root):/# firmware upload http <URL ansa ckaumBaHusa pavina NMO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WEP-550K-1.4.2_build_X.tar.gz)
WEP-550K(root):/# firmware upgrade

MepekntoueHne Ha pe3epBHY0 Bepcuto MO Touku gocTyna

WEP-550K(root):/# firmware switch

84



PykoBogacTBo no skcnayatauum WEP-550K

6.8.2 YnpasneHue KoHUrypaumein yctporictea

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WEP-550K(root):/# manage-config reset-to-default

C6poc KoHurypauyum yctpoiictea B Aeth0o/NTHOE COCTOSHUE C COXpPaHeHUeM napameTpoB goctyna

WEP-550K(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiictBa Ha TFTP-cepBep

WEP-550K(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

CkauaTb KOH(hpUrypaumoHHbIii haiin yctpoiictea Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. lJaHHasA komaHAa BbinonHsAeTcA Ha cepsepe/TK)

3arpy3ntb KOHhUrypauuoHHbIii haiin Ha ycTpoicTBO ¢ TFTP-cepBepa

WEP-550K(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina
KOHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-550K(root):/# manage-config apply (MprimeHeHne KoHurypaumm Ha To4Ky A0CTyna)

6.8.3 Tllepesarpyska ycTpolicTea

KomaHaa anA nepesarpysku ycTpoiicTea

WEP-550K(root):/# reboot

6.8.4 HacTpoiika pexuma ayTeHTUdunkaumm

YCTPOICTBO MMEET 3aBO/CKYH0 YUETHYH0 3anncb admin ¢ naponem password. YaanuTb JaHHYH YUETHYHO
3annchb HeMb3sl. VI3MEHUTbL Naposib MOXHO C MOMOLLH YKa3aHHbIX HUXKE KOMaH.

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-550K(root):/# configure

WEP-550K(config):/# authentication

WEP-550K(config):/authentication# admin-password <HoBbIii naponb ANA y4yeTHOU 3anucu admin> (07 1
[0 64 CUMBOJI0B, BK/1HO4ASA NTaTUHCKME BYKBbI U LNpbI)

WEP-550K(config):/authentication# save
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6.8.5 HacTpoiika gaTbl 1 BpeMeHU

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/10ueHVe pexxuma paboTsl ¢ NTP)

config):/date-time# ntp

WEP-550K(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepsepa)
WEP-550K(config):/date-time/ntp# alt-servers (ycTaHoBka A0NONHUTENBHLIX NTP-cepeepoB)
WEP-550K(config):/date-time/ntp/alt-servers# add < omeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHne pasaena KoHgurypaumm aononHntTensHoro NTP-cepepa. MakcumanbHoe
Konun4yecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)

WEP-550K(config):/date-time/ntp/alt-servers# exit

WEP-550K(config):/date-time/ntp# exit

WEP-550K(config):/date-time# common

WEP-550K(config):/date-time/commont# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBka BpemMeHHO
30HbI)

WEP-550K(config):/date-time/commont# save (CoxpaHeHne HacTpoek)

—_ e~ A~~~

6.8.6 [ononHuTenbHble HACTPONKN CUCTEMBI

M3meHeHMe nMeHU ycTpoiicTBa

WEP-550K(root):/# configure

WEP-550K(config):/# system

WEP-550K(config):/system# hostname WEP-550K_room2 (r1e WEP-550K_room2 — HOBOE VMs YCTPOCTBA.
MapameTp MOXET coaepXaTb OT 1 A0 63 CUMBOJIOB: /TATMHCKME 3ar/iaBHble U CTPOYHbIE OYKBbI, LUAIPbI,
3HaK geduc «-» (aedmnc He MOXET ObITb MNOC/IEAHNUM CUMMBOJ/IOM B MMeHW). Mo ymonvaHuto: WEP-550K)
WEP-550K(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue reorpamueckoro gomeHa

WEP-550K(root):/# configure

WEP-550K(config):/# system

WEP-550K(config):/system# ap-location ap.test.root (rie ap.test.root — JOMEH y3na AepeBa YCTPONCTB
CMCTEMbI ynpaBneHus EMS, B KOTOPOM pacnosiaraeTcs Touka goctyna. Mo ymonyaHuio: root)
WEP-550K(config):/system# save (COxpaHeHve HacTpoek)

N3meHeHue Radius NAS-ID

WEP-550K(root):/# configure

WEP-550K(config):/# system

WEP-550K(config):/system# nas-id Lenina_1.Novovsibirsk.root (rie Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec T/)
WEP-550K(config):/system# save (CoxpaHeH/e HacTpoek)
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HacTpoliika LLDP

WEP-550K(root):/# configure

WEP-550K(config):/# ldp

WEP-550K(config):/lldp# enabled true (B/itoueHve pyHkuoHana LLDP. [ina oTkioueHns seeguTe false. o
YMO/IHaHUIO: true)

WEP-550K(config):/lldp# tx-interval 60 (M3meHeHne nepuoga otnpasku LLDP-coo6LeHwnii. Mo ymonyaHuio:
30)

WEP-550K(config):/lldp# system-name WEP-550K_reserv (r1e WEP-550K_reserv — HOBOE VMs YCTPOMCTBA.
Mo ymonuaHuto: WEP-550K)

WEP-550K(config):/lldp# save (coxpaHeHne HacTpoek)

6.9 HacTpolika napameTpoB NOpPTasibHOI aBTOpM3aLmm

HacTtpoiika UMeH NapaMeTpoB, NepeaBaeMbiX Be6-cepBepoM aBTopu3aLun

WEP-550K
WEP-550K

root):/# configure

config):/# captive-portal

WEP-550K(config):/captive-portal# web-redirector

WEP-550K(config):/captive-portal/web-redirector# param-names
WEP-550K(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTporika nveHnn
napameTpa, CoAepXaLlero MCXoAaHbIn URL, 3anpoLUeHHbI KAMeHTOM. KMeHT OyaeT nepeagpecoBaH Ha
AaHHbIN URL B cnyyae ycrnewHon agTopmsangmnm)
WEP-550K(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napameTpa, cogepxauiero URL, Kyaa OyaeT nepeagpecoBaH K/IMEHT B C/lyvae OLLIMOKM aBTOpM3aLIin)
WEP-550K(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika rveHu
napameTpa, CoAepXaLlero IOTUH A/151 K/IMEHTA)
WEP-550K(config):/captive-portal/web-redirector/param-names# password pass (HacTpoika nmeHu
napameTpa, CoAepaLlero naposib AAs KANEHTA)
WEP-550K(config):/captive-portal/web-redirector/param-names# save (coxpaHeHne HacTpoek)

PASS AR AR Ay

© Hactpoiika HyxHa, ecnv UMeHa napameTpoB B oTeeTe http ¢ kogom 302 oTnuaoTcs oT AePONTHbIX
VIMEH, NPUHNMAIOLLIMXCSA TOYKOI AocTyna.

© B 3HaueHnsx napametpos redirect_url, error_url, username, password MOXHO VCMO/Mb30BaTb TOMbKO
cnemytolme cumosbl [a-zA-Z0-98\-_.1*'(),[{0,255}

HacTpolika aganTMBHOIO peXuma pa6oTbl NOpTa/ibHO aBTOpU3aLMmn

WEP-550K(root):/# configure

WEP-550K(config):/# captive-portal

WEP-550K(config):/captive-portal# web-redirector

WEP-550K(config):/captive-portal/web-redirector# captive-adaptive true (Bk/1l0ueHVe aganTnBHOroO pexvmva
paboTbl NOpTasIbHON aBTOpPU3aL MK A8 YCTPONCTB i0S. AN oTkioveHuns Beegute false. o ymonyaHuio:
false)

WEP-550K(config):/captive-portal/web-redirector# save (coxpaHeHve HacTpoek)
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© npu BKIKOUEHHOM afaNTUBHOM peXVMe PaGoTbl NPW CBOPAUYMBAHWM OKHA aBTOPU3aLMU Ha
ycTporictBax iOS pa3spbiBa coegUHEHNS NPOUCXOANTL He ByaeT.

HacTtpoiika npaBun ipv4-acl

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# acl

config):/acl# ipva

config):/acl/ipv4# add ipv4_list (co3gaHuve crnivicka ACL-npasusi)

config):/acl/ipva# ipva_list

config):/acl/ipv4/ipv4_list# entry

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry# add 0 (co3parve ACL-npasuna)
WEP-550K(config):/acl/ipv4/ipv4_Llist/entry# 0

WEP-550K(config):/acl/ipv4/ipva4_Llist/entry/0# action permit (ykazaHve geicteus An1s npasuia. BoamoxHbie
BapvaHThbl: permit — paspelnTb, deny — 3anpeTuTb)

WEP-550K(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpoiika pexnmva paboTskl NPOTOKO/A,
no KOTOpoMy ByAeT oTpabaTbiBaTb NpaBunio. Bo3MoxHble 3Ha4YeHus: any — /10601 NpoTokon, value —
KOHKPETHbI NPOTOKON)

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# protocol gre (BbIGOp npoTokona. Bo3mMoXHble 3Ha4YeHns: gre,
icmp, igmp, tcp, udp)

WEP-550K(config):/acl/ipv4/ipva_list/entry/0# src-port-start X (rae X — HavaslbHbIA NOPT UCTOYHMKA)
WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# src-port-end X (rae X — KOHEYUHbIA NOPT UCTOYHUKA.
Vicnonb3yeTcsa ToNbKO ANA src-port-mode range)

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# src-mode host (HacTpolika pexuma hunsTpauum NCTOUHKKA.
Bo3MOXHble BapuaHTbl: any — 110601 CTOYHMK, host — dounbTpauusa no agpecy xocta, network —
domneTpaums no agpecy cetn)

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# src-ip X.X.X.X (rze X.X.X.X — IP-aZpec xocTa UCTOUHUKA)
WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# src-mask X.X.X.X (rge X.X.X.X — macka nogcetu xocra
WNCTOYHMKA)

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# src-port-mode any (HacTpoiika pexxuma paboTsl nopTta
NCTOYHMKA. BO3MOXHbIE 3HAYEHNS: any — /10601 pexrm, eq — paBHo, gt — 6onbLue, lt — MeHbLUe, neq — He
paBHO, range — [ana3oH NOpPTOoB)

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# dst-mode host (HacTpolika pexvima chuastpaunm
HasHavyeHus. BO3MOXHble BapuaHTbl: any — /110601 MCTOYHMK, host — hunbTpauusa no agpecy xocTa,
network — dounbTpaLms No agpecy cetu)

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa HazHavyeHns)
WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# dst-mask X.X.X.X (rge X.X.X.X — mMacka nogcertu xocrta
Ha3Ha4YeHus)

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# dst-port-mode any (HacTpoiika pexxuma paboTsl noprta
HasHavyeHusl. BO3MOXHble 3Ha4YeHUSA: any —/1l0601 pexnm, eq — paBHo, gt — 6obLue, lt — MeHbLUe, neq —
He paBHO, range — AMana3oH NopToB)

WEP-550K(config):/acl/ipv4/ipv4_Llist/entry/0# dst-port-start X (ra1e X — HavasibHbIA NOPT Ha3HaYeHs)
WEP-550K(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (e X — KOHEYHbLI NOPT HA3HAYEeHUS.
Vicnonb3yetcsa Tonbko ansa dst-port-mode range)

WEP-550K(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# save (coxpaHeHve HacTpoek)

PASS AR AR AN AR A AR A
_— i O
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HacTtpoiika npasun url-acl

WEP-550K(root):/# configure

WEP-550K(config):/# acl

WEP-550K(config):/acl# url

WEP-550K(config):/acl/url# add url_list (cozpgaHne cnucka ACL-npasun)

WEP-550K(config):/acl/url# url_list

WEP-550K(config):/acl/url/url_list# action permit (ykazaHne geicteus 475 cnmcka. BoamoxHbIe BapnaHThbl:
permit — paspelunTs, deny — 3anpetunTsb)

WEP-550K(config):/acl/url/url_list# entry

WEP-550K(config):/acl/url/url_list/entry# add 0 (co3naHve ACL-npasuna)
WEP-550K(config):/acl/url/url_list/entry# 0

WEP-550K(config):/acl/url/url_list/entry/0# domain < omeHHOe umMsa> (yKazaHne foMeHa NN perynisapHoro
BbIpaXKeHMWsI)

WEP-550K(config):/acl/url/url_list/entry/0# save (coxpaHeHVe HacTpoek)

6.10 HacTtpolika DAS-cepBepa

dyHkumoHan DAS-cepBepa ob6ecneunBaeT 06paboTKy 3anpocoB AnHamu4yeckon astopmsaumm RADIUS Toukamu
gocTtyna.

KomaHgb! AnsA HacTpoiiku DAS-cepBepa

WEP-550K(root):/# configure

WEP-550K(config):/# das-server

WEP-550K(config):/das-server# enabled true (Bx/it0ueHrie DAS-cepsepa. [ns otknoveHns seeante false)
WEP-550K(config):/das-server# auth-password secret (rze secret — naposis /151 DAS-cepeepa, NCnosb3yercs
npuv wndpposaHum RADIUS-3anpocos)

WEP-550K(config):/das-server# save (CoxpaHeHve HacTpoek)
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6.11 HacTpolika HECKO/bKNX afpecoB KOHTPO11EPOB

KomaHAbl ANsi HACTPOIKN HECKOJIbKUX aipeCOB KOHTPOJ1/1IepoB

WEP-550K(root):/# configure

WEP-550K(config):/# service-activator

WEP-550K(config):/service-activator# wlc

WEP-550K(config):/service-activator/wlc# keepalive 120 (TarivayT nogkno4eHns Kk KoHTpossiepy. Mo
NcTeyeHnn TaimayTa 6yaeT coBepLUeHa NonbITKa NOAK/IYEHMS K CNneaytoLLeMy KOHTPONepy B CNMCKe.
Bo3MOXHble 3HauYeHus: [30..32767]. o ymonyaHmio: 120)

WEP-550K(config):/service-activator/wlc# options

WEP-550K(config):/service-activator/wlc/options# try-switch-to-master-wlc true (Bx/1t0ueHve
nepuoamnYeckmx NonbITOK NOAKNKYEHNS K NEPBOMY KOHTPONEPY U3 cnucka. s BbiknioveHus: false. o
ymMmos4yaHuto: false)

WEP-550K(config):/service-activator/wlc/options# require-date-time-sync true (Bk/1l0ueHVIE CYHXPOHU3ALNN
BPEMEeHM OT KOHTponnepa no NTP nepeq NonbITKOM noakntoyeHns. s otkatoveHus: false. Mo
ymMo4yaHuto: false)

WEP-550K(config):/service-activator/wlc/optionst# exit

WEP-550K(config):/service-activator/wlc# wlc-connections-info
WEP-550K(config):/service-activator/wlc/wlc-connections-info# add name (cozgaHvie 610ka HacTpoek A1
NOAK/IYEHMS K KOHTPONNepy. Bo3aMOXHO A06aBNATL HECKO/BbKO 6/10KOB HacTpoek. NS yaaneHus
ncnosnb3yiTe komaHay del)

WEP-550K(config):/service-activator/wlc/wlc-connections-info# name (nepexop, B 6/10k)
WEP-550K(config):/service-activator/wlc/wlc-connections-info/name# wlc-url <Agpec koHTponnepa WLC>
(npumep: https://192.168.1.20:8043)

WEP-550K(config):/service-activator/wlc/wlc-connections-info/name# user-gre-addr X.X.X.X (rze X.X. XX — |P-
agpec KOHTponnepa 419 TepMUHaLn user-gre TYHHENS)
WEP-550K(config):/service-activator/wlc/wlc-connections-info/name# save (coxpaHeHvie HacTpoek)

6.12 HacTtpoiika MmeHempkepa NacCUBHOIO CKaHMPOBAaHWUSA PafMOOKPYXEHUA

[nsi ocylecTBNEHMS MOCTOSIHHOTO CKaHMPOBaHMSA Ha TOUKE AOCTYNa, HE0GX0AMMO HACTPOUTL MEHEMKEP
naccuBHOro ckaHnpoBaHus "scand".

KomaHabl Ans HAacTpoiiku scand

WEP-550K(root):/# configure

WEP-550K(config):/# scand

WEP-550K(config):/scand# neighbor-scan

WEP-550K(config):/scand/neighbor-scan# neighbor-scan-enabled true (Bk/it04eHVie NOCTOAHHOIO
CckaHupoBaHus. 19 oTkntoveHus seeute false)

WEP-550K(config):/scand/neighbor-scan# save (coxpaHeHne HacTpoek)
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6.13 MOHUTOPUHT

6.13.1 Wi-Fi knneHTbl

WEP-550K(root):/# monitoring associated-clients

name
mld-mac
mld-mac-ap

index | ©
ssid | Virtual Access Point 0 (6GHz)
hw-addr | a:a5:08:xx:xXX:XX
ip-addr | 192.168.1.15
hostname | client
domain | root
authenticated | yes
associated | yes
authorized | yes
captive-portal-vap | no
enterprise-vap | no
band | 6
tx-fails | 14
link-capacity | 100%
link-quality | 100%
uptime | 00:12:05
interface | wlan2-vap®
rfid | 2
wid | ©
tx—bw | 326M
rx—bw | 326M
rx-bw-all | 326M
rssi-1 | -41
rssi-2 | -42
rssi-3 | -47
rssi | -47
snr-1 | 53
snr-2 | 54
snr-3 | 54
snr | 53
mfp | yes
tx-rate | EHT NSS2-MCS10 ?XLTF GI 0.8us 4322
rx-rate | EHT NSS2-MCS12 ?XxLTF GI 0.8us 5188
tx-retry-count | 14
rx-retry-count | 1156
tx-period-retry | ©
using-802.11r | no
using-802.11k | no
using-802.11v | no
wireless-mode | be
mlo-enabled | yes

|

|

|

wlan2-vap0:sta-0
18:2b:3c:4d:5e:6f
e0:f3:4a:5b:6c:7d

mlo-link-1--———————————————- |
mlo-link-1-band 2
mlo-link-1-bandwidth 40M

mlo-link-1-mac
mlo-link-1-bssid

la:2b:3c:4d:5e:6f
e2:f3:4a:5b:6¢c:7d
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mlo-link-1-rssi-1
mlo-link-1-rssi-2
mlo-link-1-snr-1
mlo-link-1-snr-2
mlo-link-1-tx-rate
mlo-link-1-rx-rate
mlo-link-1-bytes-tx
mlo-link-1-bytes-rx
mlo-link-1-packets-tx
mlo-link-1-packets-rx
mlo-link-1l-errors-tx
mlo-link-1-retries
mlo-link-1-air-time-tx
mlo-link-1-air-time-rx

mlo-link-2---———-----—--—-—-
mlo-link-2-band
mlo-link-2-bandwidth
mlo-link-2-mac
mlo-link-2-bssid
mlo-link-2-rssi-1
mlo-link-2-rssi-2
mlo-link-2-rssi-3
mlo-link-2-snr-1
mlo-link-2-snr-2
mlo-link-2-snr-3
mlo-link-2-tx-rate
mlo-link-2-rx-rate
mlo-link-2-bytes-tx
mlo-1link-2-bytes-rx
mlo-link-2-packets-tx
mlo-link-2-packets-rx
mlo-link-2-errors-tx
mlo-link-2-retries
mlo-link-2-air-time-tx
mlo-link-2-air-time-rx

mlo-link-3--——-—————----—-—-—-— - ——
mlo-1link-3-band
mlo-link-3-bandwidth
mlo-link-3-mac
mlo-link-3-bssid
mlo-link-3-rssi-1
mlo-link-3-rssi-2
mlo-link-3-rssi-3
mlo-link-3-snr-1
mlo-link-3-snr-2
mlo-link-3-snr-3
mlo-link-3-tx-rate
mlo-link-3-rx-rate
mlo-1link-3-bytes-tx
mlo-1link-3-bytes-rx
mlo-1link-3-packets-tx
mlo-1link-3-packets-rx
mlo-link-3-errors-tx
mlo-link-3-retries
mlo-link-3-air-time-tx
mlo-link-3-air-time-rx
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160M

la:2b:3c:4d:5e:7f
e2:f3:4a:5b:6¢:8d

-40

-40

-44

56

56

55

EHT NSS3-MCSO ?xLTF GI 0.8us 25
EHT NSS3-MCS10 ?xLTF GI 0.8us 387
160

26688

2

0

0

0

5608

172408

6

320M

la:2b:3c:4d:5e:8f
e2:f3:4a:5b:6¢:9d

-41

-42

-47

53

54

54

EHT NSS3-MCSO ?xLTF GI 0.8us 216
EHT NSS3-MCS10 ?xLTF GI 0.8us 3242
832

1760
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Counter Transmitted Received
Total Packets: 7110 9168

TX success: 100

Total Bytes: 5454016 1939584
Data Packets: 0 4263
Data Bytes: 0 1169546
Mgmt Packets: 7 32

Mgmt Bytes: 0 0
Dropped Packets: 0 0
Dropped Bytes: 0 0

Lost Packets: 0

Multicast groups: none

6.13.2 WHopmaLmsa 06 ycTpoictee

WEP-550K(root):/# monitoring information

system-time 07:54:17 13.05.2026

OC:EE:20:XX:XX1:XX
OC:EE:20:XX:XX1:XX

factory-wan-mac
factory-lan-mac

I
uptime | 060:01:42
hostname | WEP-550K
software-version | 1.4.2 build X
secondary-software-version | 1.4.2 build X
boot-version | 1.4.2 build X
uboot-version | 1.4.2 build X
memory-usage | 52%
memory-free | 466M
memory-used | 515M
memory-total | 981M
cpu-load | 2.9%
cpu-average | 2.30%
is-default-config | true
vendor | Eltex
device-type | Access Point
board-type | WEP-550K
hw-platform | WEP-550K

I

I
factory-serial-number | WPXXXXXXXX
hw-revision | 1v2
session-password-initialized | false
ott-mode | false
last-reboot-reason | reboot by user
test-changes-mode | false
power-supply | PoE++
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6.13.3 CeteBas UHpopmaums

WEP-550K(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | Ocree:20:xx:xx:xx
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

WEP-550K(root):/# monitoring ethernet-ports

ETHO:
name: ETHO
link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 69952
rx-packets: 662
tx-bytes: 22397
tx-packets: 143

ETH1:
name: ETH1
link: down
speed: 10

duplex: disabled
media-type: copper
rx-bytes: 0
rx-packets: 0
tx-bytes: 0
tx-packets: 0

WEP-550K(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-550K(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-550K(root):/# monitoring lldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Port Device ID Port ID System Name Capabilities

etho e0:d9:e3:xx XX XX gi 0/16 MES B,R

TTL
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6.13.4 becnpoBofHble MHTEpPEChI

WEP-550K(root):/# monitoring radio-interface

name | wlano

rfid | ©

status | on

band | 2.4 GHz
hwaddr | OC:EE:20:xX:XX:XX
tx-power | 15 dBm
connection status | AP mode
operation mode | vap

mode | b/g/n/ax/be
noise-1 | -77 dBm
noise-2 | -78 dBm
channel | 6

frequency | 2437 MHz
bandwidth | 20 MHz
utilization | 5%

thermal | 41

name | wlanl

rfid | 1

status | on

band | 5 GHz
hwaddr | OC:EE:20:xX:XX:XX
tx-power | 19 dBm
connection status | AP mode
operation mode | vap

mode | a/n/ac/ax/be
noise-1 | -91 dBm
noise-2 | -91 dBm
noise-3 | -92 dBm
channel | 36
frequency | 5180 MHz
bandwidth | 20 MHz
utilization | 1%

thermal | 40

name | wlan2

rfid | 2

status | on

band | 6 GHz
hwaddr | OC:EE:20:xX:XX:XX
tx-power | 19 dBm
connection status | AP mode
operation mode | vap

mode | ax/be
noise-1 | -92 dBm
noise-2 | -92 dBm
noise-3 | -92 dBm
channel | 1

frequency | 5955 MHz
bandwidth | 20 MHz
utilization | 0%

thermal | 45
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6.13.5 XKypHan cobbITuii

WEP-550K(root):/# monitoring events

Jan 1 00:00:36 WEP-550K user.notice root: The AP startup configuration was updated
successfully by root

Jan 1 00:00:36 WEP-550K daemon.info networkd[4442]: DHCP-client: Interface br0® obtained
lease on 192.168.1.15.

Oct 1 06:03:13 WEP-550K daemon.info configd[4390]: The AP running configuration was updated
successfully by admin

Oct 1 06:08:42 WEP-550K auth.info login[24431]: root login on 'pts/0'

Oct 1 06:16:41 WEP-550K daemon.info hostapd: wlan®@-vap2: STA 16:40:ee:xx:xx:xx IEEE 802.11:
associated

Oct 1 06:16:41 WEP-550K daemon.info hostapd: Client '16:40:ee:xx:xx:xx' successfull
authorized with 'wlan®-vap2', SSID 'eltex', Domain '', RSSI '-34'

6.13.6 CkaHunpoBaHue acpupa

€ Bo Bpems ocylecTBNEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/OUEH, UTO
npvBeAEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

AKTUBHOE CKaHUpoBaHue 3achupa

WEP-550K(root):/#monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm  Bandwidth, MHz
AP off [ -37 28
AP wpaz 9 -51 4aL
AP wpaz2 1 -54 28
AP wpaz2 11 -B1 28
AP off [ -B2 A8L
AP off [ -B2 48L
AP wpa/wpal 2 -79 48L
AP off 149 -79 88
AP off 48 -79 28
AP off 52 -79 28
AP wpaz 40 -79 28
AP wpa/wpa2 11 -79 28
AP off 11 -80 28
AP wpaz2-1x 11 -26 26
AP off 1 -81 28
AP wpa3-1x 77 -81 28
AP wpa2-1x 1 -82 28
AP off 64 -82 160
AP wpaz 11 -82 28
AP wpaz2 11 -82 28
AP owe 64 -83 168
AP wpaz2-1x 64 -83 88
AP wpa3 53 -83 328L
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MaccrBHOE cKkaHMpoBaHue ahupa

I‘Ipe,qBapl/lTeano HeO6XO,C|,|/IMO BKNKYNTb MEHEPKEP MACCUBHOIO CKaHNPOBaHUA paAnOOKPYXXEHNUA.

WEP-550K(root):/# monitoring neighbor-ap

SSID Security Mode BSSID Channel RSSI, dBm
Open 1 -38
OWE 1 -74
WPA2 5 -73
WPA/WPA2 6 -57
WPA3 ] -58
WPA3_1X 9 -59
WPA2 ] -7@
WPA3 9 -63
WPAZ_1X 11 -63
Open 36 -67
WPA2/WPA3 36 -67
WPA3 36 -52
Open 36 -54
Open 40 -67
WPA2/WPA3 48 -68
WPA2_1X 44 -61
WPAZ 48 -74
Open 48 -74
QOpen 52 -59
WPA2_1X 56 -61
WPAZ_1X 60 -39
WPAZ_1X 60 -59
WPA/WPA2 68 -59
WPA2 64 -62
WPAZ_1X 64 -64
WPAZ_1X 132 -47
WPA2 132 -47
WPA2_1X 148 -72
WPAZ 149 -45
WPAZ_1X 161 -64
Open 165 -57

6.14 MonyyeHne oTnaf04HON NHpopmaLmun

KomaHpa ansa c6opa otnagouHoi uHpopmayum

WEP-550K(root):/# get-troubleshooting-file

Bandwidth, MHz
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Last seen time

2025.18.29 12:26:42
2025.18.29 12:26:42
2825.10.29 12:38:10
2025.10.29 12:20:30
2025.19.29 12:30:30
2025.18.29 12:32:14
2825.18.29 12:32:14
2025.10.29 12:32:14
2025.19.29 12:33:36
2025.18.29 12:34:37
2825.18.29 12:34:37
2825.10.29 12:34:37
2025.10.29 12:34:37
2025.19.29 12:27:@3
2025.18.29 12:27:@3
2825.10.29 12:27:23
2025.10.29 12:27:44
2025.19.29 12:27:44
2025.18.29 12:28:85
2825.10.29 12:28:25
2025.10.29 12:28:46
2025.18.29 12:28:45
2025.18.29 12:28:45
2825.10.29 12:29:@7
2025.10.29 12:29:@7
2025.18.29 12:29:27
2025.18.29 12:29:27
2825.10.29 12:308:50
2025.10.29 12:32:12
2025.18.29 12:33:55
2025.18.29 12:34:16

Mocne BbINOMHEHNA KOMaHAbl ByAeT co3aaH apxus troubleshooting.tar.gz, coaepxaluumii 0oTNago4Hble faHHble

1 CBEAEHNs1 0 COCTOSIHUW YCTPOIiCTBA.

Monyuntb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO No npotokony TFTP Ha cepsep.

KomaHga ans nonyyeHus oTnafouHolii nHgopmauum

WEP-550K(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*k*xkkkkkkkkkkkkkkkkkkkkxkkxkkx*| 62755 0:00:00 ETA

MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosy SCP:

scp <Monb3oBaTenb>@<IP-agpec Toukn goctyna>:troubleshooting.tar.gz

troubleshooting.tar.gz (npumep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.

[aHHas komaHAa BbinosHAeTca Ha cepepe/TK)
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/ BcnomoraresnbHble YTUNNTBI

7.1 YTunuta traceroute

YTunuTa nokasbiBaeT, Yepes Kakue y3/bl (MapLipyTM3aTopbl) MPOXOAMT NakKeT, CKOIbKO BPEMEHN 3aHUMAET
06paboTka nNakeTa Ha KaxaoMm y3ne.

KomaHga 3anycka TpaccCupoBKu

WEP-550K(root):/# traceroute <tecTUpyeMblii XOCT>

7.2 Ytunutatcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb Nogckasky no paéoTe ¢ yTUAUTOM MOXHO KOMaHAOM:

WEP-550K(config):/# tcpdump --help

7.2.1 3axsart Tpadimka c N60ro akTMBHOIO UHTepeica

Hanpumep, MoXeMm BKHOUMTbL 3axBaTt naketoB Ethernet-nHtepdelica.

Mpumep KoMaHAbI

WEP-550K(root):/# tcpdump -i eth0

7.3 Ytunuta iperf

[JaHHas yTunmMTa ucnosb3yetcs Ans 3anycka noTtoka Tpadmka c OAHOro YCTPOMCTBA Ha ApYyroe.
OTnpasnsoLas CTOpoHa Ha3bIBaeTCS KIMEHTOM, NPUHMMAtOLLLAS — CEPBEPOM.

Monyuntb NoAackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WEP-550K(root):/# iperf --help

Mpumep 3anycka notoka Tpadomka ¢ T Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOpOHY cepBepa

WEP-550K(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepBepa)
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8 Crnncok n3ameHeHum

Bepcusa gokymeHTa Jdata
BbinycKa
Bepcus 1.2 10.2026
Bepcua 1.1 05.2026
Bepcua 1.0 03.2026

Bepcusa nporpammHoro obecneyexms 1.4.2

PykoBogacTBo no skcnayatauum WEP-550K

CopgepxaHne nsmeHeHui

CuHxpoHu3auus ¢ sepcuein MO 1.4.2
6.7 Hactpoiika DHCP onuun 82
6.11 HacTpoiika HECKO/IbKMX afpecoB KOHTPO//1IEPOB

6.12 HacTpoiika MeHempkepa NacCMBHOIO CKaHWPOBaHMS
PaIMOOKPYXEHNS

Vi3meHeHo:

5.6.2 NogmeHto «VAP»

5.6.3 NMogmeHto «MLO»

6.3.7 [lononHuTenbHble HacTpoiikn VAP
6.4.4 lononHuTenbHble HacTpoikn MLO
6.13 MoHUTOpPUHT

CuHxpoHusaums c sepcuein M0 1.3.0

Job6asneHo:

5.6.3 MNoameHo «MLO»

5.9.7 NoameHto «OTnagouHas nHpopmauns»

6.3.6 Hactpoliika gononHutensHoro RADIUS-cepsepa Ha VAP
6.9 Hactpoiika DAS-cepsepa

Vi3meHeHo:

5.5.3 MoameHio «Radio 6 I'u»

5.6 MeHio «VAP»

6.3.5 Hactpoiika VAP ¢ BHeLlHe nopTasibHOIT aBTopm3aumei
6.3.7 [lononHuTenbHble HacTpoiikn VAP

6.7.2 YnpaBneHue KoHdurypaumein yctpoiictea

6.7.5 HacTpoliika gaTtbl 1 BpeMEHM

6.8 HacTpoiika napaMeTpoB NopTasibHON aBTOopM3aLmm

6.10 MOHUTOPUHT

6.11 MonyyeHne oTNago4Hoi HGopMaLMm

Mepsas ny6nukauus
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex.ru/download
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