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Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.58

28.08.2026

CuHXpoHU3aums c Bepcuei 4.0.27.2

U3meHeHus B paspenax:
5.8 HacTpoiika cucteMHOro BpemeHu

Bepcua 1.57

13.07.2026

CuHXpoHu3auma c sepcuei 4.0.27.1

Bepcua 1.56

03.07.2026

CuHXpoHU3auua c Bepcuein 4.0.27

[Nob6aBneHbl pasgenbi:

Npunoxxenue [. MNpoxoxkaeHue TpadPuKa mexay noptamm co
BK/IIOUEHHOW usonauuen

Npunoxxenue E. Koabl n atpnbytbl RADIUS-coobueHnit
MNpunoxenune XK. Vendor-Specific atpnbyToi

M3meHeHUA B pasgenax:

3.2 YcTaHOBKA YCTPOMCTBA B CTOMKY (Kpome MES3508, MES3508P,
MES3510P)

3.3 YctaHoBKa Ha DIN-peitky u aemoHTax ycrtpoiicts MES3508,
MES3508P, MES3510P

3.5 MoaKknoueHne nuTaoLet cetn

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.10.3 Hactpoiika Private VLAN

5.13.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.1 MexaHusm AAA

5.21.2 NMpoTtokon RADIUS

5.21.7 HacTpoiika goctyna

5.22 }XypHan aBapuit, npotoKon Syslog

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnuneHTa (CoA)

5.28.2.2 PacwumpeHHas nposBepKa NOA/IMHHOCTU

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcua 1.55

08.04.2026

CuHXpoHu3auma c sepcueit 4.0.26.3

U3meHeHuA B paspenax:
2.3 OCHOBHbIe TeXHMYECKUe XapaKTepuCTUKu

Bepcua 1.54

20.02.2026

CuHXpoHu3aums c sBepcuein 4.0.26.1

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu
2.5 KomnneKT nocraBku

5.7.2 KomaHgapb! gna pabotbl ¢ painamm

5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB

Bepcma 1.53

26.12.2025

CuHxpoHu3sauuma c sepcueit 4.0.26

U3meHeHunA B paspgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKU

2.4 KOHCTPYKTUBHOE UCMNOJIHEHUE

2.5 KomnneKkT nocTtaBKku

5.21.2 NMpoTtokon RADIUS

5.21.7 HacTpoiika goctyna

5.28.2 MpoBepKa NOANMHHOCTM K/IMEHTA Ha OCHOBe NopTa (CTaH-
Aapt 802.1x)

5.28.5 3awura IP-agpeca KnueHTa (IP source Guard)

5.28.6 KoHTponb npotokona ARP (ARP Inspection)

Bepcma 1.52

17.11.2025

CuHXpoHu3sauma c sepcueit 4.0.25.5
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U3meHeHunA B pasgenax:

2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKHU
2.4.4 CeeTtoBaA UHAMKALMA

5.5 KomaHabl ynpaBaeHus cuctemoi

Bepcma 1.51 19.09.2025 CuHXpoHu3auma c sepcueit 4.0.25.3

U3meHeHuUA B paspenax:

2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKHU
2.4.4 CeeTtoBaA UHAMKALMA

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

Bepcua 1.50 15.08.2025 CuUHXpoHU3auma c Bepcueit 4.0.25.2

U3meHeHuA B paspenax:
2.3 OCHOBHbIe TeXHUYECKUE XapaKTePUCTUKMU
5.28.2.1 basoBsas npoBepKa NOAJAMHHOCTH

Bepcua 1.49 22.07.2025 CuHXpoHu3saums c Bepcuei 4.0.25.1

N3meHeHUA B pasgenax:

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.21.7 Hactpoiika gocTtyna

5.28.5 3awumTa IP-agpeca knueHTa (IP source Guard)

Bepcua 1.48 27.06.2025 CuHXpoHu3aums c Bepcuei 4.0.25
Bepcua 1.47 07.05.2025 CuHXpoHu3aums c Bepcuei 4.0.24.5
Bepcua 1.46 19.02.2025 CuHXpoHu3aums c Bepcuei 4.0.24.1

U3meHeHus B pasgenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.7.2 KomaHabl ana pabotbl ¢ paitnamm

5.8 HacTpoiika cucTeMHOro BpeMeHuU

5.13.2 NpoTtokon arperauumn kKaHanos LACP

5.21.1 MexaHusm AAA

5.21.3 NMpotokon TACACS+

5.28.2.1 basoBas npoBepKa NOAJ/IMHHOCTH

5.28.2.2 PacwumnpeHHasa npoBepKa NoAJNMHHOCTU

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTuueckoii mapLupyTusaumm

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.13 KoHdurypauua BupTyanbHoi 06a1actm mapLipytusauum
(VRF lite)

Bepcua 1.45 03.12.2024 CuHXpoHu3auma c Bepcuei 4.0.23.6

U3meHeHuUA B pasgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHp,

5.7.3 KomaHabl gna pesepsMpoBaHUa KOHPUrypaumm

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

6.2.1 O6HOBNEHMNE CUCTEMHOrO NPpOorpamMmmHoro obecneyeHus

Bepcua 1.44 07.10.2024 CuHXpoHU3aums c sepcueit 4.0.23.5

U3meHeHuA B pasgenax:
5.17.5.2 Hactpoiika npotokona MSTP

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 3
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Bepcua 1.43

12.08.2024

CuHXpoHU3auma c Bepcuein 4.0.23.1

U3meHeHus B paspenax:

2.4 KOHCTPYKTUBHOE UCNONIHEHUE

4.4 Pexxum pab0oTbl KOMMyTaTOpa

5.6 KomaHabl ana HacTPOIKM NnapameTpoB A48 3aAaHuA naponei
5.7.1 OnucaHue aprymeHTOB KOMaHA,

5.8 HacTpoiika cucTeMHOro BpemeHu

5.17.5.1 Hacrpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.21.4 NpoTtoKon ynpasneHus cetbto (SNMP)

5.22 }ypHan aBapuii, npoTtokon S

5.23 3epkanuMpoBaHue (MOHUTOPUHT) NOpPTOB

5.28.2.1 ba3oBas npoBepKa NOAJ/IMHHOCTH

5.28.2.2 PacwumpeHHasa npoBepKa NOAJANHHOCTU

5.28.7 ®dyHKumoHan First Hop Security

5.29 dyHKuum DHCP Relay-nocpegHuka

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.42

04.06.2024

CuHxpoHusauums c sepcuei MO 4.0.22.7

U3meHeHuUA B pasgenax:

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npoToKona LLDP

5.23 3epKkanuposaHue (MOHUTOPUHT) NOPTOB

5.33 KoHdurypauymsa 3awurol ot DoS-atak

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.41

07.03.2024

CuHxpoHusaums c sepcueit M0 4.0.22

Bepcua 1.40

19.12.2023

CuHxpoHusauums c sepcuei MO 4.0.21.7

Bepcuna 1.39

20.10.2023

CuHxpoHusauums c sepcuei MO 4.0.21.5

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.21.1 MexaHusm AAA

5.29.1 ®yHkuuu DHCP Relay ans IPv4

5.32 KoHdurypauma ACL (cnUCKu KOHTpOAA A0CTyna)

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)
5.35.13 KoHdurypauua BupTyanbHoi 061actm mapLipytusauum
(VREF lite)

Bepcua 1.38

09.08.2023

CuHxpoHusauuma c sepcuent M0 4.0.21

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu

5.5 KomaHpgbl ynpasaeHUsa cuctemoim

5.8 HacTpoiika cucTeMHOro BpemeHu

5.21.2 NMpoTtokon RADIUS

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnmeHta (CoA)

5.33 KoHpurypauma 3awutbl ot DoS-atak

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.6 Hactpoiika Route-Map

Bepcua 1.37

28.04.2023

CuHxpoHusaums c sepcueit MO 4.0.20

U3meHeHuA B pasgenax:
5.7.1 OnucaHue aprymeHTOB KOMaHp,
5.10.2 HacTpoiika VLAN u peXMumoB KommyTauum nHtepdeiicos

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 PyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.35.3 HacTtpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTtpoiika npotokona IS-IS

Bepcua 1.36 23.01.2023 CuHxpoHusauusa c sepcuei MO 4.0.19

U3meHeHus B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.16.1 MpoToKon IPv6

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.1 NMpoTtokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.2 Nportokon RADIUS

5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.23 3epkanuMpoBaHue (MOHUTOPUHT) NOPTOB

5.28.1 dyHKUUM 06ecneyeHun 3aWmTbl NOPTOB

5.28.2.2 PacwumnpeHHasa npoBepKa NoAJNMHHOCTU

5.34.1 HacTpoiika QoS

5.35.1 KoHdurypaumsa ctaTMiueckoii mapLuipytTusaumm

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.35 16.12.2022 CuHxpoHusauums c sepcueit M0 4.0.18.4

Bepcua 1.34 29.11.2022 CuHXpoHusauums c sepcuei MO 4.0.18.2

U3meHeHunA B pasgenax:

5.7.3 KomaHpab! gna pesepsnposBaHna KoHpurypauum
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.17.2 HacTpoiika npotoKkona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hacrpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoToKon ynpasaeHua cetbio (SNMP)

5.34.1 HacTpoiika QoS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5
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Bepcua 1.33

29.07.2022

CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenni:
5.35.13 KoHdurypauma BupTyasnbHOM 061acTU MmapLupyTU3auum
(VREF lite)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBieHUsa cuctemoim

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 Napamertpsbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHTa (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMiueckoii mapLupytTusaumm

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.32

27.06.2022

CuHxpoHusauums c sepcuent MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe;KMumoB KommyTauum uHtepdeiicos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npoToKona LLDP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.3 KoHdurypauma ACL Ha 6a3e MAC

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcma 1.31

01.04.2022

CnHxpoHusauma c sepcueit N0 4.0.16.14

Bepcuna 1.30

28.02.2022

CuHxpoHusauums c sepcuein N0 4.0.16.13

Bepcuna 1.29

12.01.2022

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu
5.18 Voice VLAN

5.25.3 luarHocTUKa MHAUKauMmn nHtepdeinncos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauua ACL Ha 6a3e MAC

Bepcua 1.28

12.11.2021

U3meHeHuA B pasgenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKU

2.4.1 BHelWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTea
2.4.2 3aaHAA 1 BepXHAA NaHeun YCTPoicTBa

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.27 12.10.2021 U3meHeHunA B pasgenax:

2.3 OcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauumn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26 30.07.2021 Jo6asneH kommyTtatop MES2324P ACW

UsmeHeHUA B pasgenax:

2.3 OCcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepeaHeii NnaHen ycTpoicTBa
2.4.2 3aaHAA 1 BepPXHAA NaHe/n yCTpoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum pab0oTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucteMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBOo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npoToKon S

5.31 KoHdurypauma DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25 30.04.2021 [Oob6aBneHbl pasgenbi:
5.25.3 luarHocTMKa MHAUKauMmM nHtepdeincos

M3meHeHUA B paspenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTposb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJAMHHOCTM K/IMEHTA HA OCHOBe NopTa (cTaH-
Bapt 802.1x)

5.28.3 Hactpoiika ¢pyHKumn MAC Address Notification

5.33 KoHdurypauma 3awurbl ot DoS-atak

5.34.1 Hactpoiika QoS

Bepcua 1.24 02.03.2021 CuHxpoHusauums c sepcuei MO 4.0.15.3

Bepcma 1.23 10.02.2021 U3meHeHuA B pasgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiika KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)
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Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 MNMpoTtokon GRE
U3meHeHuUA B paspenax:
5.7.4 KomaHAabl gna aBTOMaTUYeCcKoro o6HoBneHUA U KoHdurypa-
T
5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN
5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)
5.17.1 Hactpoiika npoTtokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 Nportokon TACACS+
5.28.4 KoHTtponb npotokona DHCP u onuyua 82
5.33 KoHdurypauma 3awutbl ot DoS-atak
5.34.1 Hactpoiika QoS
Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa
Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:
2.5 KomnneKT nocraBku
5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdurypauma 3awmrol ot DoS-atak
Bepcuma 1.20 16.10.2020 U3meHeHuA B pasgenax:
2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN
5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy
Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:
5.1 ba3oBble KOMaHAbl
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos
5.17.11 Hactpoiika ¢yHKuUuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoTtoKon ynpasneHusa cetbto (SNMP)
5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB
5.28.5 3awuTa IP-agpeca KnueHrTa (IP source Guard)
Bepcma 1.18 02.09.2020 [Oob6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika aKTMBHOro ceaHca KnuneHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBA3KM Kntoueit

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4.4 CBeTtoBaA UHAMKALMA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamu

5.10 KoHdwurypauma uitepdeiicos n VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKumua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKktponuTtaHue no amHuam Ethernet (PoE)

5.28.1 ®dyHKLUUM 06ecnevyeHnn 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxunsaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcna 1.17 23.01.2020 [Ho6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 Napamertpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuyua 82

Bepcua 1.16 22.10.2019 [Oo6aBneHbl pa3gensi:

3.3 YctaHoBKa Ha DIN-peitky

4.5.1.2 PaclumMpeHHas HaCTpoiiKa ypoBHA A0CTyna

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YaaneHHbl 3anycK KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

M3meHeHUA B paspenax:

5.7.2 KomaHgapb! gna paboTbl ¢ painammu

5.10.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBO npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclwumpeHHasa npoBepKa NoAJMHHOCTU

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcma 1.15 16.09.2019 [Oob6aBneHbl pasgenbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHKummn DHCP Relay gns IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu

2.5 KomnneKT nocraBku

4.5.1 ba3oBasa HaCTpoOiiKa KOMMyTaTopa

5.10 KoHdwurypauma untepdeiicos n VLAN

5.22 }XypHan aBapuii, npoTtokon S

5.28.2.3 HacTpoiika akTUBHOro ceaHca KaueHta (CoA)
5.32 KoHdwurypauma ACL (cnucku KOHTpOAA aocTyna)

Bepcua 1.14 27.05.2019 [ob6aBneHbl pasgenni:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

5.20.3 Npotokon MISDP

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 9
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5.35.5 HacTpoiika npotoKona IS-IS

5.35.7 Hactpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIE TEXHUYECKUE XapaKTePUCTUKMN

5.10 KoHdurypaumsa unitepdeiicos u VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKUUM orpaHuyeHuna multicast-tpaduka

5.20.1 NMpoTtokon PIM

5.20.4 ®dyHKuma IGMP Proxy

5.21.4 NpoTtoKon ynpasneHus cetbto (SNMP)

5.28.4 KoHTtponb npotokona DHCP u onuyua 82

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLupyTU3auum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

5.35.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
Bepcma 1.13 05.02.2019 U3meHeHunA B paspenax:

2.2.4 ®yHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI

4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP u FTP

5.25.2 inarHocTMKa onTU4eCKOro TpaHcmeepa

5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU

5.27.3 KoHTtponb npotokona DHCP u onuun 82

5.28 ®dyHkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHusa cucremoim

YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensl:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-

ment)

5.34.4 HacTpoiika npotoKkona BGP (Border Gateway Protocol)
Bepcuna 1.12 01.11.2018 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKku

5.17.4 MexaHusm o6Hapy:KeHus nerenb (loopback-detection)

5.5 KomaHabl ynpasaeHusa cuctemoim

5.19.2 Npasuna rpynnosoi agpecauunun (multicast addressing)
Bepcma 1.11 28.09.2018 [Oob6asneH pasgen:

5.17.5.3 Hactpoiika npotokona PVST+

U3meHeHunA B pasgenax:

2.4.1 BHewHWi BUA M onucaHue nepegHeit naHenun ycTpoicTea.

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHpabl ynpasaeHUsa cuctemoim

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)

5.19.2 Npasuna rpynnoBoi agpecauunun (multicast addressing)

5.25.2 inarHocTnKa onTM4eCcKOro TpaHcmeepa

5.25.1 ilnarHocTUKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKumMA o6ecneyeHuUA 3aWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,

10 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcma 1.10

28.06.2018

N3meHeHUA B pa3penax:
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

Do6aBneHbl pasgensl:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3Y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHUa u KoHdurypa-
uum

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnbl arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKkona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. MTPUMEPbI MTPUMEHEHUA U KOHOPUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcna 1.8

12.12.2017

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuKku

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE

2.4.4 CeBeTOoBasA MHAUKALMUA

5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKkona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcueepa

6.2 XypHan aBapwmii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcna 1.7

18.09.2017

[o6asneHbl pasgenbi:
5.9.3 Hactpoiika Private VLAN

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku

5.4 KomaHpAbl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN u pexXMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.18 I'pynnoBasa agpecaumsa

5.20.6 Cnucku pocryna ACL anA ynpaBaeHUA YyCTPOMUCTBOM
5.20.2 Npotokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.21 }XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTponb npotokona DHCP u onuua 82

5.28 KoHdurypauma PPPoE Intermediate Agent

5.32.1 HacTpoiika QoS

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.6 25.05.2017 [ob6aBneHbl pasgenbi:
5.16.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
U3meHeHus B paspenax:
2.2.4 dyHKUMM TpeTbero ypoBHA ceteBo mogenu OSI
5.9 KoHdurypauua nnrepdeiicos n VLAN
5.12 Mpynnbl arperauum KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHusm o6HapyxeHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotokona G.8032v2 (ERPS)
5.20.4 NpoTokon ynpasaeHus cetoio (SNMP)
5.20.7.1 Telnet, SSH, HTTP u FTP
5.26.1 PyHKUUM 06ecnevyeHnA 3aWwmuTbl NOPTOB
5.27 ®dyHkuum DHCP Relay nocpeaHuka
5.28 KoHdwurypaumsa PPPOE Intermediate Agent
5.30.3 KoHourypauma ACL Ha 6a3e MAC
5.32.1 Hactpoiika QoS
5.33.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcma 1.5 23.03.2017 [Oob6aBneHbl pasgenbi:
5.6.3 KomaHabl gna pe3epBUpoBaHUA KOHGUrypauum
5.26.6 Hactpoiika ¢pyHKkumn MAC Address Notification
NPUNOXEHUE I ONMUCAHUE NPOLLECCOB KOMMYTATOPA
U3meHeHuUA B pasgenax:
4.3 3arpy3o4yHoe MeHto
5.4 KomaHgbl ynpaBieHUA CUCTEMOM
5.6.2 KomaHgab! gnsa paboTbl ¢ paiinamu
5.9 KoHurypauus nHtepodeiicos
5.18.2 ®dyHKUMA nocpeaHUKa npoToKkona IGMP (IGMP Snooping)
5.16.2 Hacrpoiika npotokona ARP
5.16.5.1 Hactpoiika npotokona STP, RSTP
5.20.1 MexaHusm AAA
5.26.3 KoHTponb npotokona DHCP u onuua 82
6.1 MeHto Startup

Bepcna 1.4 09.09.2016 [Oob6aBneHbl pasgensbi:
2.4 KOHCTPYKTUBHOE UCNOIHEHUe — A06aBneHo onucaHue Kom-
myTtatopos MES2308
5.8 KoHpurypauusa BpemeHHbIX MHTepBanoB time-range
5.15.8 Hactpoiika npotokona OAM
5.17.4 ®yHKUMM orpaHmnueHuna multicast-tpagpuka
5.24 dneKTponuTtaHue no nmHuam Ethernet (PoE)
5.27 KoHowurypauma PPPoE Intermediate Agent
U3meHeHuUA B pasgenax:
2.3 OCHOBHbIe TEXHONOrnYecKue XapaKTepucTuKmn
5.4 KomaHAbl ynpaBaeHUa cuctemoim
5.7 HacTpoiiKa CUCTEMHOrO BpeMeHH
5.8 KoHdurypauua nHtepdeiicos
5.12 HacTtpoiika IPv4-agpecauum
5.15.5 CemeicTBO NnpoToKonoB STP (STP, RSTP, MSTP)
5.17.1 Npasuna rpynnosoi agpecauunun (multicast addressing)
5.17.2 dyHKUMA nocpegHUKa npotokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA
5.19.2 NMpotokon RADIUS
5.19.5 MpoTokon ynpasneHusa cetbio (SNMP)

12 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcma 1.3

22.07.2016

[o6asneHbl pasaenbi:
5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)

U3meHeHun B paspenax:

2.2.3 dyHKUMM BTOPOro YpPOBHA ceTeBoii moaenu OSI
5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1Telnet, SSH, HTTP u FTP

5.20 XypHan aBapuit, npotokon SYSLOG

5.27 KoHdurypauma ACL (CnUCKM KOHTpOANA Ao0CTyna)

Bepcusa 1.2

25.05.2016

[Oo6aBneHbl pasgenbi:

2.3 OCHOBHbI@ TeXHOJIOTMYECKUE XapaKTepUCTUKHU

2.4 KOHCTPYKTUBHOE UCMOIHEHUE - ONUCAaHUE KOMMYTaTOPOB
MES2348B

Bepcma 1.1

12.05.2016

[Nob6aBneHbl pasgenni:

2.3 OCHOBHbIe TEXHO/IOTMYECKUE XapaKTePUCTUKHN

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTAaTOpPOB
MES3324, MES2324

YpaaneH paspen:
5.14.2 TyHHenupoBaHue npotoKoa IPv6 (ISATAP)

Bepcua 1.0

25.03.2016

MepBasa ny6ankaums.

Bepcua NO

4.0.27.2

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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YC/TOBHbIE OBO3HAYEHMUA

O603HaueHue

OnucaHue

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKe YKa3blBaloTCsA HeobA3aTeNbHble
napameTpbl, HO UX BBOA, NpeaoCcTaBAnAeT onpeaeneHHble 40NOAHUTENbHbIe
onuuu.

{}

B ¢urypHbIx ckobKax B KOMaHAHOW CTPOKe YKa3blBalOTCA BO3MOXKHble 065-
3aTeNbHble NapameTpbl. Heobxoanmo BbIbpaTb OAUH M3 NapameTPoB..

«,»
«-»

ﬂ'aHHbIe 3HaKN B ONNCaHNUN KOMaHAbl UCNOJ1b3YIOTCA ANA YKa3aHNA AUnana-
30HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUAN».

«f»

ﬂ,aHHbIl‘/’l 3HaK B OnNMcaHne KoMaHAabl yKa3blBaeT Ha 3Ha4eHKMe Mo YMO/T4aHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBaloTcA nepemeHHble WAM MapameTpbl, KOTopble
Heo6X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM MU CTPOKON.

MNonyXUpHbIA

MONYKUPHbIM WPUOTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHNA.

<MonyxcupHeoiii
Kypcue>

MONYKMPHbIM KYPCUBOM B Yr/10BbIX CKOBKax YyKa3blBalOTCA HA3BaHUA Kna-
BMLL Ha Knasuatype.

Courier New

MNonyxupHbiMm Wpndtom Courier New 3anucaHbl NpUMepbl BBOAA KOMaHA.

Courier New|

Wpundptom Courier New B paMmKe C TeHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUSA
KOMaHa,

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTpoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecTu

/5' MpumeyaHuA coaeprKaTt BaXHy0 MHGOPMALMIO, COBETbI UM PEKOMEHLALMNM MO UCNONb30-
, Bpeps, yCTPOMUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa A notepe
e

AdHHDbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumuu
ceTeli cBA3M B COOTBETCTBMM C KoHuenumelr NGN (ceTu cneaytouiero nokosieHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHUM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAAEKHbIX U BbICOKONPOU3BOANTEb-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/AI0MHOM apxmuTekType NGN.

Mepesaya wHoOpMaummM Ha 6OMbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHOro MacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTopas Mo3BOAAET TMOKO OCYLLEeCTBAATb pacnpeaeneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl MES23xx, MES33xx n MES5324 MOryT MCNO/1b30BaTbCA Ha CETAX KPYMHbIX NpeanpusaTunit
W NpeanpuATU Manoro u cpegHero busHeca (SMB), B onepaTtopckux cetax. OHM obecneuymBatoT BbICOKYHO
NpPOW3BOAUTENBbHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06cAy»KMBaHUA (QOS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILWEHHOM HafeXHOCTbIO 3a CYET pe3epBUpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHavyeHa 414 opraHM3aumm
3aLUMLLLEHHbIX OTKA30yCTOMYMBBLIX CETEl Mepenayn AaHHbIX Ha OObeKTax, rge HeobxoAMMO BbIMOJHEHWE
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NMYHOIO BMAA TEMMEpPaTyPHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumu no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA4 AnA KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.
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2 OINUCAHUE U3AENUA

2.1 Ha3HaueHue

KommyTtatopbl arperaumm MES33xx, MES5324 — 370 BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOMCTBA],
OCHalleHHble WHTepdelicamm 10GBASE-R, 40GBASE-R » npepgHasHayeHHble AN WCMNO/Mb30BaHUA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaumm 1 B LieHTpax 06paboTku aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTy Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneumBaeT rmMbKOCTb B MCNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOro nepexoaa Ha 6osee BbICOKME CKOPOCTM Nepepauyn AaHHbIX. Hebnokupyemas
KOMMYTaLMOHHANA MaTpuLa NO3BOJIAET OCYLLECTBAATL KOPPEKTHYIO 06paboTKy NAaKeToB NPU MaKCUMAaAbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHUMAa/bHbIE U NpeacKasyemMble 3a4ePKKM Ha BCex TUNax TpaduKa.

Cxema BeHTUNAUMM front-to-back obecneunBaet addeKkTMBHOE OXNaxKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YC0BUAX COBpeMeHHbIx LLO/.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI U WUCTOYHUKU NUTAaHMNA NOCTOAHHOIO WIAU NepemMeHHOro TOKa B
CoYeTaHnn C Pa3BUTOMN CUCTEMOIN MOHUTOPWMHIA annapaTHOM YacTK YCTPOMCTBA NO3BONAIOT NOYUYNTb BbICOKME
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuTaHua U
BEHTMNALMOHHbIX Moaynel, obecneunsan becnepeboiiHOCTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLecTBAAIOT NOAKNIOYEHME KOHEYHbIX MO/b30BaTesiel U ceTeilt npeanpuaTuii
MaJIoro 1 cpeaHero 6M3Heca K ceTAM onepaTopoBs CBA3M C Momolbio nHTepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHBIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xoaMmo BbiNoiHEHME TpeboBaHUI Mo
obecneyeHuUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®yYHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUKUIA YCTPOMUCTB, AOCTYMNHbIX 418 aAMUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awuma om BNOKMpPOBKa BO3HUKAET B C/IyHaAX Neperpy3Kkm BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
6n0KupoesKu GUKOM OT HECKONbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3a4epXKam nepegaum
oyepedu (HOL) LaHHbIX U NOTepe NaKkeToBs.
Moddepxka c 6
NocobHOCTb NoAAEpPKMBATb Nepefaydy CBePXANMHHBIX KagpoB, YTO MO3BO/AET

C8EepPXOAUHHbIX AAep PEAatly CBEPXA AP .

nepenaBaTb AaHHbIE MEHBLUMM YMCNOM NAKETOB. ITO CHUNKAET 06beM CyKebHOM
Kaodpoe (Jumbo

MHbopMaLmu, Bpems 06paboTKM 1 NepepbIBbl.
frames)
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YnpaeneHue
nomokom
(IEEE 802.3X)

YnpaBneHue NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbi-
COKOCKOPOCTHbIM. N5 NpeAoTBpalLeHMA NepenoaHeHns bydpepa HU3KOCKOPOCT-
HOE YCTPOMCTBO MMEET BO3MOXHOCTb OTNPaBaATb NakeT PAUSE, Tem cambim WH-
dopmMUpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAenaTb naysy npu
nepegaye nakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaepxunsaet o6begMHeHNE HECKOIbKUX YCTPOMCTB B CTEK. B 3TOM
C/lydae KOMMYTATOpbl PaccMaTpMBalOTCA KaK eAuHOe YCTPOMCTBO C 06LWMmMM
HacTpoiKkamu. BO3MOXKHbI AB€e TOMOMOrMM MOCTPOEHMUA CTEKA — KOJbLO U Le-
noyka. Mpu aTom NapameTpbl NOPTOB BCEX YCTPOMCTB, BKAOYEHHbIX B CTEK, MOXKHO
3agaTb C KOmMMyTaTopa, paboTaloliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYLOEMKOCTb YNPAB/JIEHUA CETHIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOWCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop cocTtaBnfaeT B namat TabaunLy, B KOTOPOWA yCTaHaB/IMBAETCA COOTBET-
cTere mexkagy MAC-agpecamu 1 y3namm nopTos KOMMyTaTopa.

Pexcum obyveHus

B oTcyTCcTBME 06yYeHUA JdaHHble, MOCTYNaloLIMe Ha KaKo-1Mbo nopT, nepeaatoTcs
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTOpa. B pexxnume obyyeHns KOMMmyTaTop aHaNu-
3MpyeT Kagpbl 1, onpeaenvs MAC-aapec oTnpaBuTens, 3aHOCUT ero B Tabauuy
KomMmyTaumn. Bnocneacteuu Kagp Ethernet, npeaHasHayeHHbIM gns xocta, MAC-
aapec KOTOPOro y»Ke ecTb B Tabmue, nepenaeTca TONbKO Yepes yKasaHHbIN B Tab-
ivue nopr.

Moddepicka
nepedayu Ha
Heckonbko MAC-

[aHHaa dyHKUMA NO3BONAET YCTaHAB/AIMBATL COEAMHEHUA KOAMH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kaap, afpecoBaHHbI MHOroaZLpecHowm

adpecos rpynne, nepeAaeTca Ha KaxKabl NOPT, BXOAALLMIA B Fpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe 5 3

epems xpaHeHus Ecnu ot ycTpoiictea ¢ onpegeneHHbiMm MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpeMeHU He NOCTYNakT NaKeTbl, TO 3aNUCb ANA AaHHOrIO a eCa yCTapeBaeTun a-

MAC-adpecoe p y AnAa a Aap ycTap YA

Aut tic Aai naeTca. 9To no3BondAeT noaaepxumeaTb Ta6/w|u.y KOMMYTaUuunn B aKTya/lbHOM CO-

(Automatic Aging for CTOSHIN.

MAC Addresses)

CmamuyecKue .

3anucu MAC CeTteBom KOMMYTATOpP NMNO3BOAIAET NO/1Ib30BATE/NO OoNpene/inTb CTatTuyeCkne 3anmcu

X . cooteeTcTBUN MAC-aapecoB, KOTOpble COXpaHAtOTCA B Tab/iMLLEe KOMMYTaLLUN.
(Static MAC Entries)
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DHELTEX

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN U 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune GyHKLMIA BTOporo yposHa (Layer 2)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHKyua IGMP npv aHanuse cogepxunmoro IGMP-nakeToB, onpeaenunTb, Kakme yCTPOUCTBA B CETH
Snooping YYacTBYIOT B rpynnax MHOroagpecHomn paccbik1, U agpecoBaTtb TPAaduK Ha COOT-
BETCTBYIOLLME NOPTHI.
®yHKyusa MLD Peanusauma npotokosna MLD no3sonsaeT ycTpoicTey MMHUMM3NPOBATb MHOMOA-
Snooping pecHbii IPv6-TpaduK.
®PyHKUMA, NO3BONAIOLLAA MEepeHanpaBaATb MHOroaApecHblt Tpaduk n3 oaHon
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHni, YTO NO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«lWTopm» — 37O pasmHokeHue broadcast-, multicast-, unknown unicast-naketos
B KaXXAOM y3/1e, KOTOPOe NPUBOAUT K NaBUHOOBPA3HOMY POCTY MX YMC/Ia M Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOroagpecHbIX U LUIMPOKOBELLATENbHbIX KapOoB, NPUHATbIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKannpoBaHue NopToB No3BonAeT Ayb6amposaTb TpaduK HabaoAaeMbIx NOPTOB,
nepecbinas Bxogawme U/Uam UcxoaslimMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeN KOMMYTAaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOLUIA U KOH-
Tpo/AMpyemble NOPTbI U BbIBGpaTh TUM TpadMKa (BXOAALLMIA M/UAN UCXOZALLMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLWMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa dyHKUMA NO3BOASET HAa3HauuTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpaBaATbCcA Becb TpadukK, obecneymsan Tem cambiM U30-
NALMIO C APYTMMUM NopTamu (B Npegenax o4HOro KoMMyTaTopa), HaxoAAWMMUCA B
3TOM e WnpoKoBeLwaTensHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOASET M30AMPOBATL rPynny NopTos (B npeaenax og4HOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEXKAY CO-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELATENbHOM AOMEHE, HO He MpMHAANeXawumm K 3ToM
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMIO MEXKAY YCTPONCTBAMM, HAXOLALLMMUCA B OL4HOM LUMPO-
KoBeLLaTeNbHOM AOMeHe, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Mododepxka
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHOW 3a4ayeit KOTOPOoro ABNSA-
eTca npueeaeHune cetn Ethernet ¢ M36bITOYHBIMM COEAMHEHMAMMU K APEBOBUAHON
TOMONOINK, UCKAOYalOLWeN neTan. KommyTaTtopbl 06MeHMBaOTCA KOHdUrypaum-
OHHbIMM COOBLLEHNAMM, UCMO/b3YA Kaapbl cneuunansHoro dopmara, v BbIGOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepegayy Ha nopTbl.

Moddepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABnsieTcA ycoseplleHCTBOBaHMeM npoTokona STP,
XapaKTepm3yeTca MeHbLIMM BPpEMEHEM NPUBEAEHUSA CETU K 4PEBOBULHON TOMO-
nornmn n umeet 6onee BbICOKYH YCTOMYMBOCTD.
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH A1a NoBblWEeHUA YCTOMYMBOCTU U HALEKHOCTU CETU Ne-
pefayun LaHHbIX, UMeoLLen KO/bLEBYIO TOMNOMOTNIO, 3@ CYET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuu. Bpemsa BoccTaHOBNEHUA He npeBbiwaeT 1
CEKYHZbI, YTO CYLLECTBEHHO MeHbLUEe BPEMEHU NEPECTPOMKMN CETU MPU UCMNOb30-
BaHWM NPOTOKO/IOB CEMEICTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmx oaHy LWMPOKOBELLATE b-
Hyt0 061acTb (LomeH). KommyTaTop noanepKMBaeT pasinyHble CPeacTBa Kaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns ux NpUHaANeKHOCTU K onpegeneHHon VLAN.

Moddepka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoa Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHpopmaumm o
COCTOAHUWM KaHana Mexay HernocpeacTBEHHO MOAKAOYEHHBIMU YCTPOMUCTBaMMU
Ethernet ncnonbsytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoit-
CTBa A40MKHbI NoAAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauum GARP VLAN obecneumBaeT auHamuueckoe paobasne-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Eciv BK/OYEH MPOTOKO/
GVRP, KommyTaTOp onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHAANEX-
HocTK K VLAN Ha BCce NopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMONOTUM.

Moddepicka VLAN Ha
6ase nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA MO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCMO/Ib30BATb Ha KaXKAOM NOPTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHMSA
TpaduKa ans nepegadm MHGopmaumm o npuHaanexxHoctm Kk VLAN. MossonseT nc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHue
KaHan0e ¢
ucnonv3o8aHuUem
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXKAy ABYMS YCTPOMCTBaMM (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B e41HbIM KaHa nepesayun AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06beAMHEHUA KaHAN0B, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIN KaHas, ero TpadukK as-
TOMaTUYECKU nepepacnpenenaerca o He OTKa3aBLIMM KOMMOHeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca OyHKLMA CO34aHMA Fpynn KaHanos. Arperaums
kaHanos (Link aggregation, trunking) unwn IEEE 802.3ad — TexHonorns obveamHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OO4MH NOTMYECKMit. ITO cnocobCTBYET He
TO/IbKO YBE/IMYEHUIO NPONYCKHON CMOCOOHOCTU MarncTpaibHbIX KAHAI0B KOMMY-
TaTOP—KOMMYTATOpP WM KOMMYTaTOp—CepBep, HO U NOBbILEHUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) Ha3HayeHus.

lpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOM CKOpPOCTblo, paboTatowmx B gyn-
NIEKCHOM peXunme.

Mododepxcka Auto
Voice VLAN

MpenoctaBnAeT BO3MOXKHOCTb MAEHTUOULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecau
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu xe IP-tenedoHa, To AaHHbIA NOPT aBTOMATUYECKN AobasaseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-aapecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPUPOBAHHbIX NPaBua GUAbTPALUN NO HOMepPaM BHYTpeHHux VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpaduK
aboHeHTa Ha HeckonbKo VLAN, nsmeHutb metky SPVLAN y nakeTa B oTAe/1bHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesolii moodenu OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHsa (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTpoiicTBa CnocobHbl aBTOMAaTMyeckM nonyyatb |IP-agpec no npoTokony
BootP/DHCP.

Cmamuyeckue IP-
mapuwpymel

AZMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTAaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoToKon conocTasneHus IP-agpeca un ¢pusmyeckoro agpeca ycTpoicTaa.
CooTBeTCcTBME YCTaHaBAMBAETCA Ha OCHOBE aHa/M3a OTBeTa OT y3/1a ceTu, agpec
y3/1a 3anpallnBaeTca B LULMPOKOBELLATEIbHOM NaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMWYECKOW MapLLpPYTM3aLMM, KOTOPbIA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOPMALMIO, MOJYYan ee OT COCeaHNX MapLIPyTH-
3aTOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE MPOMENKYTOUHBIX Y3/108.

®yukyusa IGMP
Proxy

IGMP Proxy — GYHKUMA YNPOLLEHHOM MapLIPYTU3aLMN MHOFOaAPECHbIX AAaHHbIX
mexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NpOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpyTU3aLMKU, OCHOBAHHbLIA Ha TEXHO/IOTUM OTCNe-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3yowmin 4Na Haxox-
OeHWa KpaTyaiwero nyty anroputm Jelkctpol. Mpotokon OSPF pacnpoctpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLIpyTU3aTopaMmn O4HON aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMM cucTemamm (AS). MapLipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHus.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 415 pe3epBrpoBaHMA MapLIpyTU3aToOpoB, BbINO-
HAKOLWMX PO/b W/03a N0 YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHus IP-
NHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIN ByaeT
MCNO/Ib30BaTbLCA KakK LU/IK03 MO YMOIYAHUIO A1 KOMMbIOTEPOB B CETU.

PIM-npoTOoKON MHOroagpecHoi mapuwpytusauuu ans IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaAULMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTO Toro, 4Ttobbl co3gaBaTb COBCTBEHHYKO ceTeByto Tonosnoruio. PIM
ncnonb3yeT unicast-Tabanuy mapLpyTusaumm ans nposepkun RPF. IT1a nposepKa
BbINONHAETCA  MaplipyTM3aTopamu, u4Tobbl  ybeauTbcs, 4TO  nepegava
MHOroaApecHoro TpaduKa BbINOAHAETCA Mo NyTM 6e3 netenb.
Mpotokon ana obmeHa unHdopmaumein 06 MCTOUHMKAX MY/bTUKACTa MeX
lpomokon MSDP P A bopma, ¥ AY

pasaunyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GyHKLMM KadecTBa obcnykusaHua (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCyKMBAHUA

Moddepka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMNIO UCXOAALLETO TPadMKa NO oYepeanam
Ha Kak4om nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOLUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAAM B 3aro/IoBKax nake-
TOB.

Moddepicka Knacca
obcayrcueaHusn
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LENAX CBOEBPEMEHHOMN AOCTaBKU YyBCTBU-
TE/NIbHOTO K BPEMEHHbIM 3a4eprKKam Tpadumka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT MUCMNOb30BaTb 3HAa4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaam.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMYTaTopa, NpeaHasHauYeHHana 4aa 3aWuTbl OT aTak C UCMNO/b30Ba-
Huem npoTokosna DHCP. Obecneumsaet Ppunbtpaumto DHCP-cooblueHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NoAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AencTena bpaHamayspa Mexay HeHaZeKHbIMM noptTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa nossosiseT nponHbopmuposaTb DHCP-cepsep o0 Tom, C Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMO KOMMYyTaTop, Ucnob3yowmin yHkumo DHCP Snooping, o6Hapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepsKalmin onumio 82, KOTopbIn
OH NoNYy4YnN Yepes HeHaaExHbIl (untrusted) noprT.

UDP relay MNepeHanpasneHue wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLwecTBasfeT LeHTpa/sM30BaHHOe ynpaBiaeHue ceTeBbiMU agpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLMMM KOHOUIYPALMOHHbIMM NapameTpamu, aBToMmaTuye-
cepsepa

CKM NpeaoctaBaiAaa X KIMEHTaM.

IP Source address
guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBMIA 6a3bl AaHHbIX NpuBsA3kKM DHCP — DHCP Snooping
M CTaTUYeCcKM CKoHoUrypmpoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yeTca ana
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaA ONA 3aWnTbl OT aTaK C UCNO/1Ib30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOCTyMNaeT C HeHaAeXHOro nopTa,
Inspection noAagsepraeTca NpoBepKe — cooTBeTcTBYeT n IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packIBaeT nakKer.

Ha ocHoBe MHbOpMaUnK, coaepKaLleinca B 3aroloBKax yposHen 2, 3 n 4, y aamu-
[2-13—-14ACL dopma, AepKaLL yp yaa

(Access Control List)

HUCTPATOPa eCTb BO3MOXKHOCTb HACTPOWUTL NPABKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL bypeT aenctsoBaThb.
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Moddepxka OcHoBHana PpyHKUMA 6JOKMPOBKU — MOBbLICUTb HE30NaCHOCTb CeTU, NPeAO0CTaBAAN
306710KUPOBAHHBIX [0CTYyN K MOPTY KOMMyTaTopa TO/IbKO A5 ycTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

noéauHHoOCMU Ha
OCHose nopma
(802.1x)

MpoBepka noanvHHocTy IEEE 802.1x npeactaenset cobot MexaHM3M KOHTPOA
[O0CTyna K pecypcam Yepes BHeLWHUI cepsep. Mpolueaine nposepKy Noa/MHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTw.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmymamopom

Tabanua 7 — OCHOBHbIEe GYHKLMKN yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3ka u
ebi2py3Ka ¢aiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaeieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoToKkon TFTP ncnonb3yetcs a8 onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNOpTHOM npoTokose UDP.

YcTpoicTea noaaepuBatoT 3arpysky 1 nepeaady no JaHHOMy NPOToKoNy dainios
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

lpomokon SCP
(Secure Copy)

MpoToKon SCP ncnonb3yeTtcsa A4 onepaunin 3anmucu u yteHuns dannos. MpoTokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsili
MOHUMOpPUH2
(RMON)

YpaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPMHIA KOMMNbIOTEPHbIX Ce-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3T0
CTaHgapTHaA 6asa MIB, B KOTOpoi onpegeneHbl TEKyLWAn U Npeaplaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl ypaBaeHus, NpeaocTaBAstoLMeE AaHHbIe B peanb-
HOM BpemMeHMu.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YIPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InA ynpaBneHua AOCTYNOM K CUCTEME ONpeaensaeTca CNMCOK 3anuncen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBMUAETMN AOCTYNA.

Unmepdpeiic
KOMaHOHOU cmpoKu
(cLi)

YnpasneHne kKommyTatopamm nocpeactsom CLI ocyliecTBnseTcs NOKanbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKK KoHconu (CLI) sBnAeTca NpoMbIWAEHHbIM CTaHAAPTOM. UH-
TepnpeTaTtop CLI npeaocTaBAseT CNMCOK KOMaHA, U KAKYEBbLIX C/I0B A/1A MOMOLLM
MONb30BaATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoTtokon, obecneynsarowmin nepesady coobLLEHMI O NPONCXOAALLNX B

Syslog M

cucteme cobbITUAX, a TaKKe yBegOMNEHU 06 OLWMBKAxX yaaNeHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpPOTOKON CMHXPOHM3ALMM BPEeMEHU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHM3aL MM BPEMEHM CETEBOTO YCTPOMCTBA C CEPBEPOM A0 MUAAUCE-

Time Protocol)

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHa3HAYeHHan 41A onpeaeneHms mapiu-

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaeUTb YPOBHU NPUBMAETMIA A0CTYNA 410 NO/Nb30Ba-
KOHmMponaupyemoim A . P . P PeA yp P Aocryna 4 .
Tenen yCTPoMCTBa U XapaKTEPUCTUKM L1 KaXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

ypoeHU npusunezulii

AN5 YTeHms — 1 ypoBeHb, NOAHbIN 4ocTyn — 15 ypoBeHb).

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHus (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baoKkuposka
» TMna gocTyna:
UHMe, euca .
e Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayusa AaHHbIX KOMMyTaTOpA.

dunempayus IP-

Joctyn no SNMP paspelsaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWMXCA Yie-

adpecos 013 SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3ALMKN U y4deTa.

Cepsep RADIUS ucnonb3yeT 6a3y AaHHbIX NO/Ab30BaTe/ei, KOTOpas COAEPKUT
Knuexm RADIUS pBep Y VA , HOTOPaR COACP

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosb3osatena. KommyrtaTopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NOAAEPIKKY MPOBEPKU NOANMHHOCTU K/IMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ o6ecneymsaeT LLeHTpaamnso-
(Terminal Access BaHHYlO cucTeMy 6€30NacHOCTM A1A NPOBEPKN NOb30BaTe/IEM, MONYHAOLWNX 40-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHun cosmectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKu NOJJANHHO-

cTu.

dyHKuma cepsepa SSH nossonseTt KamMeHTy SSH ycTaHOBUTb C YCTPOMCTBOM 3alLLu-
Cepeep SSH YHKL, psep Y Y ycTp u,

LLIeHHOoe coeguHeHue ANA YNPaBAeHUa UM.

aHHasA HKUMA NpefocTaBiaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepxa f e,qCTanZro:Me co’;oAﬁ Habop KomaHa, v n MMEHHTE ux ana Kozd)mr alfmm
MAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabnmue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKW YCTPOMCTBA.

Tabnunua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATE GYHKLMM BUPTYanbHOro Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TPaHCU . Mpun Tectn HUK

JluazHocmuka YcTponcTBo No3BonAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTC/NEXMBAIOTCA TaKMe NapameTpbl, KaK TOK U HanpsaXXeHne NuTaHua, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepika 3Tmx OyHKLMIA B TpaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbI MexaHW3M MO3BONSAET KOMMYTAaTOPY CHU3UTL 3HepronoTpebneHue 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB.

KommyTaTop 0bnagaeT Bcemu HEOBXOAUMbBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye

Coomeemcmeue
cmandapmy MIK e YmeHue pacnosHaBsaTb Ethertype GOOSF-COO6LLI,€HMF|
61850 e  YmeHue paboTaTb C TEFTOM BUMPTyanbHOM CeTU M Terom npuoputeta IEEE
802.1Q GOOSE-coobuieHua
o [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHbim ctaHgapTom M3K 61850 grManasoHom rpynn BewaHmA.
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2.3 OcCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBeAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TEXHMYECKUEe XapPaKTEPUCTUKN

O6wme napameTpbl

NHTepdeiichbl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
Ax40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHtepdeicol 1/10/40 rémt/c

MES5324 ”
aneKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHtepdeicol 1/10 réut/c

MES2348B aneKkTpuyeckne nHTepdeiicsl 10/100/1000 M6buTt/c

MES2348P

CKOpOCTb nepegavun MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHrepdeics 100/1000 M6uT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328I

MES2308P onTuyeckune nHtepdeicol 1 réur/c

MES2308 aneKTpunyeckue nHtepdericsl 10/100/1000 M6uT/c

28
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MES5324 800 r6u/c
MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW 128 rbut/c
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MponyckHan MES3348 176 Féut/c
CNocobHoCTb MES3348F
MES3316F 112 réwmt/c
MES2328l 56 I6uT/cC
MES3308F 96 MéuTt/c
MES2308R
MES3508P 20 T6uT/c
MES3508
MES2308
MES2308P 24 T6uT/c
MES3510P
MES5324 512,8 MPPS
MES3324
MES3324F 95 MPPS
MES2324
MES2324B
MES2324FB 92,1 MPPS
MES2324F
MES2324P
MES2324p Acw | Dot MPPS
MES2348B
NMpoussoanTeNb- MES2348P 130.9 MPPS
HOCTb Ha NakeTax MES3348
[JIMHOM 64 BaliTal MES3348F
MES2308R 14,7 MPPS
MES3508P
MES3508 14 MPPS
MES3510P 17,8 MPPS
MES2328lI 41,6 MPPS
MES2308
MES2308P 17,7 MPPS
MES3316F 83 MPPS
MES3308F 71 MPPS

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHeVI nepeaayun

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
O6vem MES2324FB 1,5 Mb
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l

bydepHoit
namaATu

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

MES5324 4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
O6vem O3Y (DDR3) MES2324F
MES23488
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l

512 Mb
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O6bem M3Y (RAW
NAND)

MES5324

2Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

512 Mb

Tabnnua MAC-
aapecos

MES5324

65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

16384

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 7748

MES3324F
MES3324

MES3316F
MES3308F
MES3348 4023
MES3348F
MES3508P
MES3508

MES3510P

Konunuectso ARP-

" MES2324
3anuncen

MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328I

820

Nopaepxka VLAN cornacHo 802.1Q go 4094 aktusHbIx VLAN

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

Konunuectso rpynn

L2 Multicast (IGMP MES2348B
snooping) MES2348P

MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! ina kaxporo xocta B ARP-TabauLLe co3aaeTca 3anuchb B TabanLe MapLupyTsaumm
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Konunyecrtso npasun
sSQinQ

MES5324

1982 (ingress/egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006 (ingress/egress)

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328I

958 (ingress/egress)

Konunuectso npasun
ACL

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Konunyectso ACL MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328I

1024

Konnyectso npasun ACL B ogHom ACL 256

7744 1pva

MESS324 1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
Konunyectso MES3510P

12864 IPv4
3222 IPv6

mapuwpyTos L3

. MES2324
Unicast?! 523

MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P 816 IPv4
MES2324FB 210 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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Konnuyectso
mapuwpyTtos L3
Multicast (IGMP
Proxy, PIM)?

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3876 IPv4
1006 IPv6

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

412 IPv4
103 IPv6

Konnyectso VRRP-mapuwpyTtmMsaTopos

255

MaKcMmanbHbIN

pasmep ECMP-rpynn

MES5324

64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF

16 (BkAtoyan VRF no ymonyaHuto)

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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Konunyectso L3-
uHTepdeicos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

130

KonnuecTso BupTyasibHbix Loopback-

uHTepdeicos

64

Konunyectso aksemnaapos npoueccos OSPF

20

Konnuyectso OSPF-coceacTts

64

Konnyectso BGP-coceacts

32

Arperaums KaHanos (LAG)

48 rpynn, 8o 8 NopTOB B KaxKAo0M

Konunuyectso aksemnnapos MSTP 64
Konunyectso aksemnnapos PVST 63
Konunuectso DHCP pool 32

KauecTtBo o6cnykmBaHua QoS

npuopuTnsauma Tpadmka, 8 ypoBHeM
8 BbIXOAHbIX ouepeseli ¢ pasHbIMU NPUOPUTETAMM 1A KaKA0ro
nopta

Ceepxa/iHHbIE Kaapbl (jumbo frames)

MaKCMMasbHbIM pasmep naketos 10240 6anT

CreKknpoBaHue

0o 8 yctpoiicte (kpome MES3508, MES3508P n MES3510P)
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IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u

CooTBeTCTBME CTAaHAAPTAM

MES3510P)

M3K 61850
YnpasneHue
JlokanbHoOe ynpasnieHue Console
YpaneHHoe ynpasBneHue SNMP, Telnet, SSH, web

dusnueckne xapakTepUCTUKM U YCI0BUA OKpPYIKatloLen cpeabl

ceTb nepemeHHoro Toka: 100—240 B, 47-63 Iy,

(mansa PM165-220/12, PM160-220/12, PM65-220/12)

ceTb NOCTOAHHOrO TOKa: 36—72 B gha PM100-48/12; 120-370 B
MES2328] Ana PM65-220/12

MES3308F BapUaHTbI MUTAHUA:

MES3316F - OOVH UCTOYHUK NUTaHMA NOCTOAHHOTO MW NEPEMEHHOIO TOKa;
MES3324 - ABa UCTOYHWMKA NUTAHMA NOCTOAHHOIO UAN NepeMeHHOro ToKa
MES3324F

C BO3MOKHOCTbIO ropsyei 3ameHbl

MES3348 /' [Ona 6noka nutaHua PM65-220/12 ponyckaetca
V 3NEeKTPOonuUTaHUe OT CeTU NOCTOAHHOrO TOKa C

Hanpsa)keHuem B ananasoHe 120-370 B DC.

ceTb nepemeHHoro Toka: 100240 B, 47-63 Iy,

MCTOYHUKM NUTAHUA CeTb NOCTOAHHOIO TOKa: 36—72 B
MES3348F BapWaHTbI NUTAHUA:
MES5324 - O4MH UCTOYHMK NUTAHMA NOCTOAHHOIO UM NEPEMEHHOIO TOKa;

- ABa UCTOYHUKA MNUTaHNA NOCTOAHHOIO NN NepemMeHHOro Toka
C BO3BMOXHOCTbHO ropﬂqeﬁ 3aMeHbl

ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2324 AC V [onyckaeTcs aNeKTponuTaHue oT CeT NOCTOAHHOrO

MES2308 TOKa € HanpsAXeHuem B guanasoHe 120-370 B DC.
MES2308R

MES2308P AC

MES2324pP AC ceTb NnepemeHHoro Toka: 170-264 B, 50-60 I'y,

MES2324P ACW ceTb NnepemeHHoro Toka: 100—-240 B, 50-60 I'y,

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

37



HELTEX

ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
CeTb NOCTOAAHHOrO TOKa: 36-72 B
BapWaHTbl NUTAHUA:

MES2348P
- OOVH UCTOYHUK NUTAaHMA NOCTOAHHOIO AN NEPEMEHHOIO TOKa;
- ABa UCTOYHMKA NUTaHUA NOCTOAHHOIO WM NepPeMeHHOro ToKa
C BO3MOXHOCTbIO FropAYei 3aMeHbl
MES3508P CETb NOCTOAHHOIO TOKa: C BK/KOYEHHOM PpyHKuMel PoE:
MES3510P 45-57 B; c oTKNtoueHHoM yHKumel PoE: 20-57 B
MES3508 ceTb MOCTOAHHOrO Toka: 20-75 B
ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
CBUHLLOBO-KMC/IOTHbIN akKymynsaTop: 12 B
XapaKTepUCTUKK 3apsALHOro YCTPOMCTBa:
- TOK 3apAaja:
2,7+0.2 A — MES2324FB 1 MES2348B,;
1.610.1 A — MES23248B.
- HanpAXeHue cpabaTtblBaHWA pacuenuTens Harpyskm — 10—
MES2324B 10,5 B;
MES2324FB - NOPOroBOE HanpAKeHne MHANKALUN HU3KOoro 3apaga — 11 B
MES2348B /| CeueHue nNpoBoga ANA noaknioveHua AKb He meHee
V 1,5 mm. ina MES2324B pekomeHpayeTca
ucnonb3oBatb AKB @mKocTblo He meHee 12 Ah, pna
MES2324FB u MES2348B — He meHee 20 Ah.
/. Ona MES2324B gonycKkaeTtcs 31eKTponuTaHue oT ceTu
V NOCTOAHHOIO TOKa C HanpAXeHuem B gnanasoHe
120-370 B DC.
MES2324F
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOSAHHOrO TOKa: 36—72 B

lycKoBble TOKK

MES2308
MES2308R AC: SPM35-220/12, 34 A, 6 Mc
MES2308P AC: SPM270-220/56, 36 A, 5 Mc

MES2308P DC

DC: SPM270-48/56, 115 A, 5 mc

MES2324

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM35-48/12, 140 A, 4 mc (72 B)

MES2324B

AC: SPM45B-220/12, 15 A, 6 mc

MES2324F DC

AC: SPM160-48/12, 150 A, 4 mc (72 B)

MES2324FB AC
MES2348B AC: SPM120B-220/12, 37 A, 4 mc
MES2324P AC: SPM380-220/56, 25 A, 6 mc

MES2324P DC

DC: SPM380-48/56, 200 A, 5 mc (72 B)

MES2348

AC: SPM160-220/12, 40 A, 4 mc
DC: SPM160-48/12, 150 A, 4 mc (72 B)

MES2348B DC

DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2348P

AC: PM950-220/56, 40 A, 10 mc
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MES2328I
MES3308F AC: PM65-220/12, 30 A, 4 mc; PM160-220/12, 50 A, 8 mc;
MES3316F
MES3324 PM165-220/12, 23 A, 5 mc
MES3324F DC: PM100-48/12, 200 A, 4 mc (72 B)
MES3348
MES3348F AC: PM160-220/12, 50 A, 8 mc; PM165-220/12, 23 A, 5 mc
MES5324 DC: PM100-48/12, 200 A, 4 mc (72 B)
MES3508 DC: DRS-270-56, 200 A, 1 mc (48 B)
MES3508P
MES3510P DC: DRS-270-56, 300 A, 1 mc (48 B)
MES5324 He 6onee 107 Bt
MES3324F He 6onee 45 Bt
MES2324 He 6onee 25 BT
MES3308F He 6onee 27 Bt
MES3324
MES3316F He 6onee 35 Bt
MES2324F He 6onee 39 BT
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
MES3348F
MNoTpebnaemasn MES2348B He 6onee 89 BT
MOLLHOCTb
MES2348P He 6onee 1600 Bt
MES2308
MES2308R He 6onee 14 Bt
MES3508 He 6onee 15 BT
MES2308P AC He 6onee 275 Bt
MES2308P DC He 6onee 280 BT
MES2324P AC
MES2324P ACW He 6onee 445 Bt
MES2324P DC He 6onee 455 Bt
MES3508P
MES3510P He 6onee 260 Bt
MES2328I He 6onee 33 Bt
NoTpe6nsemas MES23248B He 6onee 26 Bt
MoLHOCTb 6e3 y4eTa MES2324FB
3apsaga AKb MES2348B He 6onee 45 BT
[N CM@HHbIX MCTOYHUKOB
Notpebnaemasn AC, W DC, W
MoLLHOCTb 6e3 yyeTa 2xAC, W 2xDC,W
Harpyski Pok MES2308P 14 10 - -
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MES2324P

15 17 - -

MES2348P

35 35 41 45

MES3508P DC

MES3510P DC

BroayeT MoLLHOCTH
PoE

MES2324P
MES2324P ACW

380 Bt

MES2348P

1450 Bt

MES3508P
MES3510P

240 BT (ans npunokeHuii 802.3at pekomeHgyemoe
HanpseHue nuTaHua 54-56 B DC)

MES2308P

240 Bt

BeHTnnauua

MES2308
MES2308P
MES2308R
MES2324
MES2324B
MES2328lI
MES3508
MES3508P
MES3510P

nacCnBHOE OXnaXaeHue

MES2324P
MES2348B
MES3308F
MES3348

Front-to-Back, 2 BeHTMnATOpa

MES3316F

Front-to-Back, 3 BeHTUAATOpA

MES2324F
MES2324FB
MES2348P
MES3324
MES3324F
MES3348F
MES5324

Front-to-Back, 4 BeHTUAATOpPA

MaKcmanbHbIn
YypOBEeHb
aKyCTMYeCKOoro Lyma

MES2308
MES2308P
MES2308R
MES2324
MES2324B
MES2328I
MES3508
MES3508P
MES3510P

C nepegHen naHenn, max < 33 gb
C 3aHen naHenu, max < 33 ab

MES2324F
MES2324FB

c nepegHen naHenu, max < 53,8 b
C 3afiHei naHenu, max < 54,2 nb

MES2324P
MES2324P ACW

c nepegHen naHenu, max < 43,3 gb
C 3afHen naHenu, max < 53,1 ab

MES2348B

C nepeagHen naHenn, max < 53,9 ab
C 3afiHei naHenu, max < 54,2 nb
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c nepegHen naHenu, max < 60,6 gb

MES2348P C 3a/iHei NnaHenu, max < 66,7 ab
MES3308F
MES3316F C nepegHen naHenu, max < 54 nb
MES3324 € 3agHel naHenun, max < 54,2 ob
MES3324F
MEs3348 ol nae, e <51 b
i B et
MESS324 e naon, k<6505
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 BT
MES3308F 17 Bt
MES2324F 39 Bt
MES2324B 28 Bt
MES2324FB 50 Bt
MES3348 43 Bt
MES3348F 89 Bt
TennosblgeneHvel MES2348B 54 Br
MES2348P 150 Bt
MES3508 15 Bt
MES2308P AC 35 BT
MES2308P DC 40 Bt
MES2324P DC 75 Bt
E
MES2328lI 33 Bt

! YkaszaHo TennosblgeseHne npm NosHoM Harpyskxe.
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AnnapaTHaA
nogaepxka Dying
Gasp

MES2308R

eCTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328lI

HeT

WHTepsan paboumnx
Temneparyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

o1 -20 go +45 °C

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

oT1-20 go +50 °C

MES2348P

oT-10 go +50 °C

MES2324F
MES2324FB

oT1-20 go +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 go +45 °C

MES3508P
MES3508
MES3510P

o1 -40 po +70 °C

MES2328lI

ot -40 po +60 °C
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MHTepBan TemnepaTypbl XpaHeHUsA

MHTEepBaa TemnepaTypbl XpaHeHus oT -50 ao +70 °C (o1 -50 °C
8o +85 °C ana MES3508, MES3508P u MES3510P)
/' Mepep nepBbiMm BKAIOYEHUEM NOCAE XPAHEHUSA NPU
V TemnepaTtype meHblei, yem -20 °C, uau npm 6onbluen,
yem +50 °C, TpebyeTca Bblgep:KaTb KOMMYTATOP NpU
KOMHATHOM TemnepaType He MeHee YeTbIpEX YacoB.

OTHOCUTENbHAA BAAXKHOCTb NpK
aKcnnyaTtaumm (6e3 obpasoBaHuUs

KOHAeHcaTa)

He 60nee 80 % (oT 5 Ao 95% ana MES3508, MES3508P,

MES3510P)

OTHOCKTENIbHAA BNAXKHOCTb npn XpaHeHnn

o110 10 95 % (0T 5 Ao 95 % ana MES3508, MES3508P,

(6e3 obpasoBaHUs KoHAEHCaTa) MES3510P)
MES5324 430 x 44 x 298 mm
MES2324
MES23248 430 x 44 x 158 mm
MES2324P AC 440 x 44 x 203 mm
MES2324P ACW
MES2324P DC 430 x 44 x 304 mm
MES2324FB
MES2324F 430 x 44 x 243 mm
MES3324F
MES3324
MES3316F 430 x 44 x 275 mm
MES3308F

raﬁapMTHHe MES2348B 440 x 44 x 280 mm

pasmepbl (LU x B x T)
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308
MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P
MES3508 85 x 152 x 115 mm
MES3510P 85x 175 x 115 mm
MES2328I 430 x 44 x 305 mm
MES5324 3,95 Kr
MES2308
MES2308R 1,45 kr

Macca
MES2308P AC 2,55 kr
MES2308P DC 2,35 kr
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MiEsz3245 2250
MES2324P AC 3,16 Kr
MES2324P ACW 4,52 kr
MES2324P DC 4,02 kr
MES2308P AC 2,55 Kkr
MiEsas1cr 3250
MES2324FB 3,55 Kr
Ve 385
MES2348P 9,55 Kr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F Axr
MES3508 1,36 Kr
MES3508P 1,40 kr
MES3510P 1,74 kr

Cpok cnyx6bl He meHee 15 net

V\ Tun NUTaHKUA YCTPOMCTBa onpegenseTca Npuy 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pa3sfene onmcaHo KOHCTPYKTMBHOE MCMONHeHWe ycTpoincTs. MpeacrasineHbl n3obpaskeHns
nepeaHen, saaHei (BepxHeint ana MES3508, MES3508P, MES3510P) 1 60K0BbIx MaHeelt yCTPOMCTB, ONMncaHbI
pa3bembl, CBETOAMOAHbIE MHAMKATOPbI M OpraHbl yrpasaeHus.

Ethernet-kommyTaTopbl MES23xx, MES33xx, MES5324 BbiNo/HEHbI B METaNIMYECKOM KOpnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xX BbINOJIHEHbI B META/I/IMYECKOM KOPMyce A1s KPenneHus Ha
DIN-peitky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BMA, nepegHein naHenu yctponcte MES23xx, MES33xx, MES35xx n MES5324 nokasaH Ha
puUcyHKax 1-24.

et

e {%[

) baies
Giten .
D [T

=

1 2 34

PucyHok 1 — MepeaHas naHenb MES5324

B Ta6nmu,e 10 npmeegeH nepevyeHb pa3bemMoB, CBETOANOAHbIX MHONKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHen KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHue pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepegHeln naHenm MES5324

No dnemeHT nepegHen Onmcanme
naHenu
Unit ID NHANKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/segombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHAMKATOp pe3epBHOro 3/1eKTPONUTaHMA.
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Console

KOHCONbHbIM NOPT ANA NOKANBbHOTO YNpaBieHNsa yCTPONCTBOM.
PacnuHoBKa pasbema cnegytowas:

He ncnonb3yeTcs

He ncnonb3yeTcs

RX

GND

GND

X

He ucnonb3syetca

He ncnonb3yeTcs

He ncnonb3yeTcs

Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KOHCO/IbHbIV Kabenby.

O oOoNOOULD WNPR

usB

USB-nopr.

00B

Moprt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
JIeHUA YCTPOMUCTBOM.

YnpaBaeHue ocyLLecTBAAETCA N0 CeTH, pa3feNibHO C KaHaoM nepeaaqn
[aHHbIX.

Mgmt

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpas/ieHns ycTpou-
CTBOM. YNpaB/iieHWNe OCYLLEeCTBAAETCA N0 CETU Nepesayn AaHHbIX.

dyHKUMOHANbHAsA KHOMKa A/19 nepesarpysKku ycTponcTea 1 cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPU Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ NnpoucxoamT ne-
pesarpyska ycTpoWncTBa;

-NPU HAXKAaTUW Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaunm.

[1-24]

CnoTbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

()
0

©
°

=X o e
-ﬂ- 0
—1H

A FLiA40
l'_; (o]

900000800,

o
(2]
~

PucyHok 3 — lMNepepHaa naHenb MES3324
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9000000

1 3 24 5 6 7
PucyHok 4 — lMepeaHaa naHenb MES3316F
AOLTeX  Mesnow Comatn

—038
0 OO

~0 00 &

8227028 J

lTl ‘

1 3 24

PucyHok 5 — lMepeaHaa naHenb MES3308F

B Tabanue 11 npmBeneH nepevyeHb PasbeMOB, CBETOANOAHbBIX MHAMKATOPOB M OPraHOB yrnpaB/ieHus,
pPacnonoXeHHbIX Ha nepegHel naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, MHAMKATOPOB M OPraHOB ynpaBieHus nepeaHen naHenn MES3308F,

MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAMKaTOp pexkrnma paboTbl yCTpoicTBa (BeayLmii/Beaomblit).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTpONUTaHuA.
2 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
3 00B JNIEHNA YCTPOMUCTBOM.
YnpasneHue ocyLLLeCTBAAETCA MO CETU, Pa3fe/ibHO C KaHaNoM nepeaaymn
OaAHHbIX.
dyHKLMOHaNbHAA KHOMKA ANs Nepes3arpysku ycTporcTea n cbpoca K 3a-
BOZCKMM HACTPOMKaM:
4 r - MPY Ha¥aTUM Ha KHOMKY ANUTeNbHOCTblo MmeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpoicTBa;
- NPW HaXKaTUW Ha KHOMKY AAnTenbHOCTbio 6onee 10 ¢ mpoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
[1-24] CnoTbl ANA YCTAaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]

Ethernet-kommymamopsi ceputi MES23xx, MES33xx, MES35xx, MES5324
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl gnAa ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

Aelrex meszz

OOOOOOOOOOOOO OOOO%OOOQOO

UnitID
T8
Power O O O
Metr O O O
a0 OO
MmO O O

15

PucyHok 9 — lMepeaHaa naHenb MES2324P DC

B Tabnnue 12 npuBeaeH nepevyeHb PasbemoB, CBETOANOAHbIX UHANKATOPOB M OpPraHoOB ynpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHelt naHenAn kommyTtatopos MES2324 AC, MES2324 DC, MES2324P AC, MES2324P
ACW, MES2324P DC.
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Tabnnua 12 — OnucaHMe pa3bemoB, MHAMKATOPOB M OpraHOB ynpasieHua nepeaHein naHenu MES2324 AC,
MES2324 DCY, MES2324P AC, MES2324P ACW, MES2324P DC

Ne dnemeHT nepeaHen
PEA OnucaHue
naHenm
~110-250VAC max 2A Pasbem onsa NOAKNHOUYEHUA K UCTOUHMKY 31EKTPONUTAHMA NEePEMEHHOro
TOKa.
1
36-72 VDC Pasbem 414 NOAKNIOYEHNA K UCTOYHMKY 3N1EKTPONUTAHMA NOCTOAHHOIO
TOKa.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2 Master NHauKaTop pexuma paboTbl ycTpolicTBa (Beayumii/seaombiit).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHankaTop asapuu.
3 Console KoHCO/IbHbIV NOPT ANA NOKANbHOMO YNPaBAEHUA YCTPONCTBOM.
PyHKLMOHabHAA KHOMKA ANA nepe3arpysku ycTpoincTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 P - MIPY HaXXaTUW Ha KHOMKY ANUTeNbHOCTbIo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
- NPU HaXaTUW Ha KHOMKYy AauTenbHocTblo 6onee 10 ¢ npoucxoaut
cHbpocC HACTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaumum.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUHECKUX MHTepdeicoB.
XG1, XG2
7 XG3: XGa Cnotbl ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.

TN CSESEIES e SEETE S SEIESEIEN € (IS LT E e TS EIEN N (3L SN ETE T S S0 O CIESE T e eS
EL] 17 '] 15 0 H E- 3 n £’}

PucyHok 10 — lNepeaHaa naHenb MES2348P

B Tabanue 13 npuseneH nepevyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/ieHuUs,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopa MES2348P.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHUa yCTPOMCTBOM. YNpaBaeHMe OCyLLECTBAAETCA NO CeTU, pasaesbHo
C KaHaoOM nepesayn AaHHbIX).
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Tabnunua 13 — OnucaHune pasbemMoB, UHAMKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHenn MES2348P

Unit MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
1 Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (BeayLmii/seaombiit).
PS1 NHOuMKaTOp CcOCTOAHMA NepBoro 6J10Ka NMTaHMA.
PS2 MNHaunKaTop cocToAHMA BTOporo 610Ka nuTaHus.

dyHKUMOHaNbHAA KHOMKa Ana nepesarpyskun yctpoiictea u cbpoca K 3a-
BOACKMM HacTpOliKam:
- NPY HaXKaTWUM HA KHOMKY AANTENbHOCTbIO MmeHee 10 ¢ npomcxoauT nepe-

2 F
3arpysKa ycTpoicTBa;
- NPW HAXXaTUM Ha KHOMKY ANuTeNbHOCTbIo 6os1ee 10 ¢ nponcxoamT cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.

3 Console KOHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/AEHUA YCTPOWCTBOM.

4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).

XG1, XG2
5 XG3, XG4 CnoTbl Ana ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.
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PucyHok 13 — lNMepeaHaa naHenb MES2324F DC
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PucyHok 14 — MNepegHaa naHens MES2348B

SHELTEX  MES23281

1..24- 10/100/10008ASE-T
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PucyHok 15 — lMepeaHasa naHeno MES2328I

PucyHok 16 — lMepeaHasa naHenb MES3348

PucyHok 17 — MNepeaHas naHenb MES3348F

B Tabanue 14 npuBeneH nepevyeHb PasbeMOB, CBETOANOAHbLIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
PacnonoXeHHbIX Ha NepegHel NaHenn Kommytatopos MES2324B, MES2324FB, MES2324F DC, MES2328],

MES2348B, MES3348, MES3348F.

Tabnnua 14 — OnucaHue pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHua nepeaHen naHenn MES23248B,
MES2324FB, MES2324F DC', MES2328I, MES2348B, MES3348, MES3348F

~110-250VAC, 60/50Hz Paszbem ana nogKNtoUYeHMA K UCTOYHUKY INEKTPOMUTAHUA NepemeH-
max 2A HOro TOKa.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) ana yaaneHHoOro yrnpasaeHMs yCTPOMCTBOM. YNpaB/ieHne OCYLLECTBIAETCA MO CeTU, pasae/bHO
C KaHaNoM nepeaaun AaHHbIX).
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48 (45 ~ 57) VDC Pasbem AnAa NOAKAOYEHUA K UCTOYHMKY 31EKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NoaKNIO4EHUA aKKyMyNATOPHOW 6aTapen 12V.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
Master MHAmMKaTop pexknma paboTbl ycTpoiicTea (BegyLwnii/seaomblit).
3 Fan NHauKkaTop paboTbl BEHTUAATOPOB.
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
Battery NHaukaTop cocToAaHuA batapeu.
RPS NHAnKaTop pe3epBHOro 3NeKTPonUTaHuA.
Console KoHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/EHUA YCTPOWCTBOM.
4
usB MopT USB (TonbKo ana MES2328I).
DyHKUMOHANbHAA KHOMKAa A/1A nepes3arpyskun yctponctea m cbpoca K
33aBOACKUM HaCcTPOMKam:
5 . - MPU HAXKaTUM Ha KHOMKY ANUTeNbHOCTb0 meHee 10 ¢ npoucxoaut
nepesarpyska yCTpPOWCTBa;
- NPWU HaKaTUM HA KHOMKY AnuTenbHocTbio H6osee 10 ¢ npoucxoamt
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA ycTaHOBKKU TpaHcusepos 1G SFP.
[11-12,
23-24] MES2324FB Kom6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
6 -
[25-28] MES2328]| Kom60-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
) MES3348 MopTtbl 10/100/1000BASE-T (RJ-45).
[1-48]
MES3348F CnoTbl A4NA ycTaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTePdENCOB.
XG1, XG2
8 XG3, XG4 CnoTbl gnA ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

PucyHok 18 — lMepeaHasa naHenb MES2308
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PucyHok 19 — lMepegHaa naHenb MES2308P AC
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PucyHok 21 — MepeaHasa naHenb MES2308R

B Ttabnuue 15 npueeaeH nepevyeHb pPa3bemMOB, CBETOAMOAHbLIX MHOMKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepegHei NnaHean kommyTtatopos MES2308, MES2308P AC, MES2308P DC, MES2308R.

Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OPraHoB ynpaBieHus nepegHer naHenn MES2308,
MES2308P AC, MES2308P DC, MES2308R

dnemeHT nepeaHen
Ne PeA OnucaHue
naHenu
1 Knemma 3azemneHunsa K .
& neMmma AN 3a3eMeHnA YCTPOMCTBa.
~110-250VAC, 60/50Hz Pasbem gna nogKknoyYeHma K UCTOYHUKY INEKTPONUTAHUA NEPEMEHHOrO
max 2A TOKa.
2
Pasbem AnAa NoaKNIOYEHUA K UCTOUYHWUKY 3NEKTPONUTAaHMA NOCTOAHHOIO
36-72 VDC
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
3 Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm MHAuKaTop aBapuu.
4 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
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®YHKUMOHaIbHasA KHOMKa A/1A NepesarpysKku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPW HA)KaTUKM Ha KHOMKY AJNTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa ycTpolicTBa;

- MPM HaXKaTUW Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cbpOoC HacTpoEK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

[1-10]

10 noptos 10/100/1000BASE-T (RJ-45).

Link/Speed

CBeTOBasA MHAMKALMA COCTOAHMUA ONTUYECKMX NHTEPENCOB.

[11,12], [9, 10]

CnoTbl ANA yCTaHOBKM TpaHcmsepos 1G SFP.

Aelrex
MES3508

PucyHok 22 — lNepeaHasa naHenb MES3508

B Tabnunuax 16, 17, 18 npueeaeH nepeyeHb pa3bemoB, CBETOANOLHbIX MHAMKATOPOB M OPraHOB yrnpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnunua 16 — OnucaHune pasbemMoB, UHANKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHean MES3508

Ne dnemeHT nepeaHen Onmcanme
naHenu
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 NHAMKATOPbl MMTaHUA YCTPOMCTBA.
3
Temp MHaMKaTop TemnepaTypbl.
®yHKUMOHabHaA KHOMKa A1A Nepe3arpy3Kku ycTponcTea u copoca K 3a-
BOACKMM HaCTpOMKam:
4 . - NPWU HAXKaTUM Ha KHOMKY A/UTENbHOCTbI0 MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPU HaxaTUW Ha KHOMKY AAuTenbHocTbio 6onee 10 ¢ npoucxoguT
cbpoc HacTPOEK YCTPOMCTBA A0 3aBOACKOM KOHpUTYpaLmu.
5 Console KOHCONbHbIM NOPT AN5 NIOKANbHOIO YNpaB/eHUs YCTPOUCTBOM.
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PucyHok 23 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pa3bemoB, MHAMKATOPOB M OPraHOB ynpaBaeHuns nepeaHent naHenn MES3508P

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CeeToBan nHAMKauma PoE.
3 9,10 Kom60o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKaTOPbI MUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.
PyHKLMOHaNbHAA KHOMKa A1A Nepesarpysku ycTpomnctea u copoca K 3a-
BOACKMM HacCTpOMKam:
5 r - NPWU HaXKaTUM Ha KHOMKY AUTENbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWncTBa;
- NPU HaXkaTUW Ha KHOMKY AAuTesnbHocTbio 6onee 10 ¢ npoucxoguT
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
6 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOMUCTBOM.
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AELTEX
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1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 24 — lMepeaHasa naHenb MES3510P

Tabnmua 18 — OnuncaHue pasbemoB, MUHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

o 3 7
N NnemeHT nepeaHeun Onncanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKaUmMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MNHAWKaTOPbI MUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTtypbl.
dPyHKUMOHaNbHas KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HAXKaTUM Ha KHOMKY AJANTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa yCTpoIiCTBa;
-NPU HaXkaTUW Ha KHOMKY AAuTesnbHoOcTbio 6onee 10 ¢ npoucxoguT
cbpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 Console KOHCO/IbHbIV NOPT A8 NOKAbHOIO YNPaBAEHWUS YCTPOMUCTBOM.

2.4.2 3a0HAA U 8epxHAA nNaHenu ycmpolicmea

BHewWwHM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuBeaeH Ha pucyHKe 25.

PucyHok 25 — 3agHaa naHenb MES5324
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B Tabnmue 19 npmBeaeH nepeyeHb PasbemoB, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmyTaTopa
MES5324.

Tabanua 19 — OnuncaHme pa3beMoB 3aHeEN NaHenn KommyTtaTopa MES5324

Ne dnemeHT 3agHell naHenm OnucaHue
- -

1 Knemma 3azemnenHuna —= Knemma pgns 3asemneHuma yCTpomncTBa.

CbeMHble BEHTUAALMOHHbIE MOAY/IM C BO3MOXHOCTbIO ropsyei 3a-
2 CbemMHble BEHTUAATOPbI

MeHbI.
3 43VDC Pasbem pesepBHOro 6/10ka NUTaHWUA OAA MOAK/IOYEHUA K UCTOY-

HWKY 3/1EKTPONUTAHMA NOCTOAHHOIO TOKA.

Pa3bem ocHOBHOTO 6110Ka NMNTaHUA ANAa NOAKNKYEHNA K NCTOYHUK
4 ~220 VAC 50 Hz max 1A ANIA TIOA ¥

9/IEKTPONUTAHNA NEepPeMEHHOro TOKa.

BHeLWHMI BMA, 3aHUX NaHeNnen KommyTaTtopoB cepumn MES33xx npuBeaeH Ha pUcyHKax 26—29.
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PucyHok 26 — 3agHaa naHenb MES3308F
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PucyHok 28 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 29 — 3agHaa naHenb MES3348

Tabnnuya 20 — OnucaHMe pasbemMoB 3agHEN NaHeNN KoMmmyTaTopoBs cepmumn MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
1 Knemma 3asemnexHuna —= Knemma gns 3a3emneHus ycTpoicTBea.
CbeMHble BEHTUNALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsayeit 3a-
2 CbeMHble BEHTUAATOPbI
MEHbI.
3 48VDC Pasbem pesepBHOro 6710Kka NUTAHUA AAA NOAKAOYEHUS K UCTOUYHUKY
3/1EKTPONUTAHMNA NOCTOAHHOIO TOKa.
Pazbem oCHOBHOro 6/10Ka NUTaAHUA A/1A NOAKAOYEHMA K UCTOUYHUK
4 ~220 VAC 50 Hz max 1A AR TOA y
3N1EeKTPONUTaHMA NepemMeHHOro TokKa.

BHewWwHMI BMA 3aHEN NaHe M KomMmyTaTopos cepumn MES23xx npuseaeH Ha pucyHKax 30-34.
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PucyHok 30 — 3agHaa naHenb MES2324, MES2324B
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PucyHok 32 — 3agHaa naHenb MES2324P ACW
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PucyHok 33 — 3agHAaa naHenb MES2324F DC, MES2324FB

PucyHok 34 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnuncaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324F DC, MES2324FB, MES2348B

Ne dnemeHT 3agHei naHenm OnucaHue
—_— v
1 Knemma 3asemnexHnsa = Knemma gna 3asemneHua ycTpomncrea.
2 BeHTMnAaTOpHLI.
3 12VDC max 5A Knemmbl g5 NoAKNOYEHMA aKKYMYNATOPHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz Paszbem ona NOAKAOYEHUA K UCTOYHWUKY NEKTPONUTAHUA NepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 35.

_/"L@

[=T=]
o

1 2 3 4
PucyHok 35 — 3agHaa naHens MES2348P

B Tabnmue 22 npmBeaeH NepeyeHb PasbemoB, PacnoOKeEHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa
MES2348P.

Tabnnuya 22 — OnucaHune pasbemoB 3a4Hein naHenn KommyTtatopa MES2348P

Ne dnemeHT 3agHen naHenn OnucaHue
CbemHble BEHTUNALMOHHbIE MOAYN C BO3MOXHOCTbIO ropayei 3a-
1 CbeMHble BEHTUAATOPbI
MEHbI.
[ — o
2 Knemma 3azemnenHuna = Knemma gnqa 3aszemneHuna yCcTpomncTsa.
3 ~100-240VAC, 60/50Hz Pasbem pesepBHOro 610Ka NUTaHWUA ANA NOAKAOYEHUA K UCTOM-
max 10A HUKY 3/1EKTPONUTAHMA NEPEMEHHOro TOKa.
4 ~100-240VAC, 60/50Hz Pasbem ocHOBHOro 6/10Ka NUTAHWUA A5 NOAKNOYEHMUA K UCTOYHUKY
max 10A 9IeKTPONUTAHNA NepeMeHHOro ToKa.
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BHewWHMI BMA 3a4HEN NaHenn KommyTaTopos cepun MES2308x npuseaeH Ha pucyHKe 36.

-
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PucyHok 36 — 3agHasa naHenb MES2308, MES2308P AC, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npueeneH Ha pucyHke 37.
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PucyHok 37 — 3agHaa naHenb MES2328l|

BHeWwHMN BMA, BepxHen naHenm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha

pucyHke 38.
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PucyHok 38 — BepxHaAa naHenb MES3508, MES3508P, MES3510P

Tabanuya 23 — OnuncaHme pasbeMoB BepxHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHel naHenn

OnucaHue

—te
1 Knemma 3asemnenua =

Knemma ana 3asemneHus yCTpOVICTBa.

48 (20~ 75) VDC (ana
MES3508)

Pasbembl gna NOAKNIOYEHUA K UCTOYHUMKAM SN1EKTPONUTAHUA NOCTO-

2
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)
3 12VDC max 5A PeneiHbiN BbIxo4 aBapuinHOMN curHanmnsaumm: 1 A 24 V DC.
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2.4.3 bBoKosble naHenu ycmpolicmea
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PucyHok 40 — JleBasi 60KkoBasA naHenb Ethernet-kommyTaTopos

Ha 60KOBbIX NMaHenax yCTponcTBa Pacrno/ioeHbl BEHTUNALMOHHbIE PELIeTKU, KOTopble cayaT ans
oTBOAa Tenna. He 3aKpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMMK MpeameTaMmu. ITO MOKET
MPMBECTM K Neperpesy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapylleHMa B ero pabote. PekomeHaauumn no
YCTaHOBKE YCTPOICTBa Pacno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/IIOUEHME .

2.4.4 Ceemoeasn uHOUKayusa

CoctosHue nHtepdeiicos Ethernet MHanumpyetca asyma cBeToaMoAHbIMU MHANKATOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOANOA0B NOKA3aHO Ha pUCYHKax 41, 42, 43.

LINK/ACT SPEED
PucyHok 41 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

Do ]

HVA VAR

fe—

LINK/ACT  SPEED

PucyHok 42 — BHelwHuit BuA pasbema SFP/SFP+
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SPEED

PucyHoK 43 — BHewHu Bua pasbema RJ-45

Tabnunua 24 — CeeToBasA MHAMKALMA COCTOAHUA MHTepdencos QSFP+

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME HE YCTaHOBAEHO

FopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 40 [ut/c

lopnT NOCTOAHHO

Mwuranune

MaeT nepepaya faHHbIX

Tabanuya 25 — CeeToBas MHAMKAUMA COCTOAHUA HTepdencos SFP+

BbikntoueH

BbikntoueH

MopT BbIKAOYEH NN COeAUHEHME He YCTAaHOBAEHO

BbikntoueH

FopnT NnocToAHHO

YcTaHoOB/IeHO coeAnHeHne Ha ckopocTu 1 Féeut/c

lopuT nocToAHHO

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c

Mwuranune

MpoeT nepepava gaHHbIX

Tabnunua 26 — CBeToBas MHAMKALUMSA COCTOAHUA UHTepdecos SFP

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

lopuT noctoAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoct 100 M6uT/c

FopnT NOCTOAHHO

FopnT NnocToAHHO

YcTaHOB/EHO coeAnHeHne Ha ckopocTu 1 Iéut/c

Mwuranune

MaeT nepepaya AaHHbIX

Tabnuua 27 — CseToBas nHAnKauma coctoaHna Ethernet-noptos 10/100/1000BASE-T

BbikntoueH

BbikntoueH

[MopT BbIKNOYEH AN COeaUHEHUE He YCTaHOBIEHO

BbikntoueH

[opuT NOCTOAHHO

YcTaHOBMEHO coeAuHeHne Ha ckopoctn 10 Méut/c
nnan 100 M6uT/c

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éut/c

MwuraHune

MaeT nepegaya AaHHbIX

NHaukaTop Unit ID (1-8) cny»kuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTeKe.
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CuctemHble nHamkaTopbl (Power, Master, Fan, RPS) cayxaT ana onpefeneHus cocToaHuA paboTbl

Y3/10B KOMMYTaTOPOB.

Tabnmua 28 — CBeToBan MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HaszeaHue PyHKYUA 5
CocmosHue uHOUKamopa CocmosaHue ycmpolicmea
uHOuKkamopa uHAukamopa
BbikntoueH MuTaHWe BbIKAKOYEHO
. MuTaHne BKAOYEHO, HOPMa/bHaA
3eneHbll, ropuUT NOCTOAHHO .
paboTa ycTpoicTea
OTcyTCTBME NEPBMUYHOIO NMUTaHMA
MES3348 OpaHxe OCH!BHOFO VICTF())LIHVIKa (npwm
MES3348F B::Pl NUTAaHWKU YCTPOMCTBA OT P
MES5324 yerp
pe3epBHOro NCTOYHMKA)
MES2308
MES2308R
CoctoaHue MES2308P
Power WUCTOYHMKOB MES2324 KpacHbin ABapwusa BTOPUYHOIO UCTOYHMKA
i MES23248 P P P
MES2324F DC
MES2324FB
MES2324P
MES2328lI OTCcyTCTBME NEPBUYHOrO NUTAHUA
MES3308F OCHOBHOIO UCTOYHMKA (Npu
MES3316F KpacHbin NUTaHWKN YCTPOMCTBA OT
MES3324 pe3epBHOro UCTOYHMKA) UIn
MES3324F aBapuA BTOPMUYHOIO UCTOYHMKA
. CamoTecTnpoBaHue yCTPOMCTBA
3eneHbli, mepLaeT
npw ctapte (POST)
Mpwu3sHak o YcTpoiicTBO ABNAETCA
3eneHbli, ropuT NOCTOAHHO
Master Begyliero «MacTepom» B CTEKe
YCTPOICTBa Npwm YCTpOMCTBO He ABnseTca
BbikntoueH
paboTe B cTeke «MacTepom» B CTEKe
CocTosiHMe 3eneHbli, ropuT NOCTOAHHO Bce BEHTUAATOPbBI UCMPABHbI
Fan BEHTMNATOPA . OTKa3 oaHoro uau bonee
KpacHbIn, ropuT NOCTOAHHO
OoXNaxKaeHuA BEHTU/IATOPOB
3eneHbli, ropuT NOCTOAHHO HopmanbHasa paboTa ycTpoictaea
OTKa3 ogHoro nau bonee
BEHTUIATOPOB, BbICOKaA
KpacHbIi1, ropuT NOCTOAHHO TemnepaTtypa Ha O4HOM U3
NHankaTop TepMoaaT4MKoB Uan asapua PoE
Status COCTOsIHUA (MES2348P)
yCTpoOCTBa 3arpyskKa yctpouncTtsa. He
Ha3HayeH IP-agpec HW Ha OAMH
KpacHbln-3eneHbiit, muraeT 13 uHTepdencos, NMbo B cTeKke He
obHapyxeH mactep (MES2324,
MES2324FB, MES2324F DC)
MopgKntoyeH notpebutens PoE
NHauKaTop 3eneHbliA, FOPUT NOCTOAHHO (roput nHankaTop,
PoE coctoAaHna PoE- COOTBETCTBYIOLLMI NOPTY)
nopTtos MNotpebutenn PoE He
BbikntoueH
NOAKNOYEHbI
Pexkum paboTbl . Pe3epBHbIN UCTOYHUK NOAKAOYEH
RPS P 3eneHbln, ropuUT NOCTOAHHO P A
pe3epBHOro n paboTaeT HopmaibHO
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NCTOYHMKA OTcyTCcTBME NEPBMUYHOIO NUTaHMUA
nUTaHMA KpacHbIi, roput NOCTOAHHO pe3epBHOro UCTOYHWMKA UK ero
HencnpaBHOCTb
Pe3epBHbIN UCTOYHUK He
BbikntoueH
NoAKAo4eH
o AKB nogxnto4veHa, nutaHue B
3eneHbliA, ropuT NOCTOAHHO
HOopMme
3eneHblit, muraet AKB 3apsrkaeTca
Battery NHanKkaTop
. .o OcHOBHOE NUTaHWE OTK/IHOYEHO,
(MES23248B, COCTOAHUA KpacHbIn-3enéHblii, muraet
N AKB paspsarkaetca
MES2324FB, AKKYMYNATOPHOM K ” m > AKE
acHbIN, muraet W3KWI YPOBEHb 3apAaa
MES2348B) 6aTapen P ’ yp PAA
BbikntoueH AKB oTKnto4eHa
o Asapusa PTb (pacuenuTens Toka
KpacHbIn, ropuT NOCTOAHHO
6aTtapewu)
o Bnok nuTaHmA ycTaHOBAEH B C/OT,
3eneHbll, ropuUT NOCTOAHHO
nuTaHWe BKAOYEHO
BnoK nUTaHWA yCTaHOBNEH B CNOT,
ps1 ps2 NHauKaTop HO MUTaHMeE OTK/OYEHO; 610K
(MESé348P) COCTOAIHUA KpacHbIi1, ropuT NOCTOAHHO NUTaHMA YCTAaHOB/IEH B CJIOT,
6/710K0B NUTaHKA NUTAHWE BK/IOYEHO, HO eCcTb
HeMcnpaBHOCTb
Bnok nuTaHMA He yCTaHOBNEH B
BbikntoueH
cnot
. A Harpy3ka PoE Bbiwe HacTpoinku
KpacHbln—3enéHblii, muraet
usage-threshold
CseToBaf KpuTnyeckas owmnbka B paboTe
WHANKaLMA . PoE, npuBeawasn K OTKAIOUYEHUIO
Alarm AnKaL KpacHbIN, ropuT NOCTOAHHO » NPVIBEA
CUCTEMHbBIX PoE Ha Bcex nopTax Mbo oTKa3
WHOMKaTOPOB 04HOro Unn bonee BEHTUNATOPOB
HarpysKka PoE HM»Ke HacTponKu
BbikntoueH
usage-threshold
PWR1 3eneHbli, ropuT NOCTOAHHO MuTaHue nogaHo Ha BBoa PWR1
(MES3508, ’
MES3508P, NHanKaTop MutaHne Ha BBoA PWR1 He
BbikntoveH
MES3510P) CoCTOAHMA noaaHo
PWR2 nNUTaHMA 3 . n PWR2
o e/eHbIN, FOpUT NOCTOAHHO UTaHWe NOZaHO Ha BBO
(MES3508, ycTpoiicTea »Top a )i}
MES3508P, MutaHne Ha BBoA PWR2 He
BbikntoveH
MES3510P) nogaHo
Temp KpacHbIi1, ropuT NOCTOAHHO Meperpes ycTpoiicTBa
(MES3508, MHamnKaTop ’
MES3508P, TemnepaTypbl BbiKtoueH HopmanbHan paboTa, neperpesa
MES3510P) HeT

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

e Ethernet-kommyTtaTop;

e KoMnneKT Kpenerka B CTOMKY;

e lHyp nutaHma EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

e LHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES2324B,
MES2324F DC, MES2324FB, MES2324P DC, MES2348B, MES3508, MES3508P, MES3510P);
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Pasbem kabenbHon uactn 2EDGK-5.08-02P-14-00AH — 2 wrT. (Tonbko ana MES3508,
MES3508P, MES3510P);

Pasbem KabenbHoi uactu 2EDGK-5.08-03P-14-00AH — 1 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

MamATKa 0 JOKyMeHTaLNu;

CepTUdUKAT COOTBETCTBUS;

Macnopr.

Mo 3aMpPocCy B KOMMNNEKT NOCTaBKN OMNUMNOHA/IbHO MOTYT ObITb BKOYEHDI:

PykoBoacTBo no akcnayatauum Ha CD-aucke;

KoHconbHbIN Kabenb;

Moaynb nutaHus PM160-220/12 (ana MES2328I, MES3308F, MES3316F, MES3324(F),
MES3348(F), MES5324), PM165-220/12 (ans MES2328I, MES3308F, MES3316F, MES3324(F),
MES3348(F), MES5324), PM65-220/12 (ana MES2328I, MES3308F, MES3316F, MES3324(F),
MES3348) nunn PM950-220/56 (pna MES2348P);

WHyp nutaHua EBpoBunka-Cl3, 1.8m (B cayyae KOMMAEKTaUMW MoOAyNEM MUTAHMA
PM160-220/12, PM165-220/12, PM65-220/12 nan PM950-220/56);

Moaynb nutaHmMa PM100-48/12 (gna MES2328l, MES3308F, MES3316F, MES3324(F),
MES3348(F), MES5324) unu PM950-48/56 (ana MES2348P);

LWHyp nuTaHusa MBC 2x1.5, 2m (B cnydyae KomnnekTaumm moaynem nutaHma PM100-48/12);
SFP/SFP+/QSFP+-TpaHcusepsl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B aaHHOM pa3gene onucaHbl Npoueaypbl YCTaHOBKU 060py10BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI AN1A YCTAHOBKM B CTOMKY M BUHTbI 418 Kpenje-
HUA KPOHLUTEMHOB K KOpMycy ycTpoicTBa. A4 YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 44 — KpenneHune KpOHLITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayasloM YCTAaHOBKMU.

2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha 6o-
KOBOW MaHenn ycTpoicTBea.

C NoMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

YCTpoiicTBa yCTaHABAMBAIOTCA B CTOMKKM raybuHol ot 600 go 1000 mm. Ons yCTaHOBKKM YCTPOMCTBA B
CTOMKY:

1. MpunoxKnTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. UcnonbayiiTe
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO pacno/iarasocb rOPU30OHTaIbHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMMU.
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PucyHok 45 — YcTaHOBKa YCTPOMCTBA B CTOMKY
Ha pucyHKke 46 npuBeaeH Npumep pasmelleHns kommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o MES-5324 N2 )
o KabenbHblii opraHansep o
o] MES-5324 N3 )
(] KabenbHbiih opraHanaep (]
o  MESB5324 N4 )
o KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHoK 46 — PasmelueHne kommytatopos MES5324 B cToike

’ I He 3aKpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, A TAKXKE BEHTUIATOPbI, PAacMo/IOXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapyleHuA ero paboTbl.
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3.3 YcraHoBKa Ha DIN-peitiky u pgemoHTaxX ycrpoicrse MES3508, MES3508P,
MES3510P

W YCTPOICTBO pa3meLL,aeTca BepTUKaNbHO, Tak Kak 60KOBble NaHenn o6ecneuynBsaloT Tenno-

vl 0TBOA,. YCTaHOBKa YCTPOiCcTBA BO3MOXHA Ha DIN-peiiky ctaHgapTbl IEC60715, noaaepKu-
BaloTCA TONbKO Nnpodpunmn TS35x7,5 n TS35x15.
YcTaHoBKa ycTpolicTea Ha DIN-peliky:
1. HaK/IoHWUTb Kopnyc YCTPONCTBa BEpPXHEN YacTbto OT ceba n coeanHUTb ¢ DIN-peiKkoit Takmum 06-
pa3om, YToObl ee BEPXHAA KPOMKa OKasasiacb 33 MPOBOJIOYHOM MPYKMUHOM KpenneHus. Hapa-
BMTb Ha KOPMYC YCTPOMCTBA CBEPXY, KaK NPeACTAaBAEHO Ha PUCYHKE HUXKE.
PucyHok 47 — MNepBbIi 3Tan nHcTannauum MES Ha DIN-peiky
2. He cHMMas AaBneHus, NpUMKaTb HUMKHIOK YacTb Kopnyca ycTpoiictea K DIN-pelike 40 3aLuesku-
BaHWA, KaK NOKA3aHO Ha PUCYHKe HUMKe
PucyHok 48 — Btopoit atan uHctannauum MES Ha DIN-peiky
JemoHTax ycTponctsa c DIN-penku:
1. HapgaBuTb Ha KOpMycC YCTPOMCTBA CBEPXY.
2. He cHMMasA faBneHun, NOTAHYTb HUKHIOK YacTb YCTPOMCTBA Ha cebs.
3. MpunoaHss Kopnyc, CHATb ycTponcteo ¢ DIN-peliku.
68 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DELTEX

MoaKnoueHMe MPOMbILLNEHHbIX KommyTaTopoB MES3508, MES3508P, MES3510P K 610Ky nuTaHuA
DRS-270-56

1. Yb6eautbcs, yto nuTaHue 230 B oTKAoYeHO OT 6/10Ka nuTaHma DRS-270-56.

2. CoeauHuTb Kabenem oTpuLaTebHbIM NOAOC 6/10Ka NUTAHUA U OTPULLATEIbHbIM NOJIIOC KOMMYTaTOpPa
yepes KIEMMHble KOIOAKMU.

3. AHanornyHbim ob6pa3om coeaNHUTb MNOSIOXKMUTESbHbIE NONKOCHI.

4. Hape)XHo 3aTAHYTb BUHTbI Ha KIEMMHbIX KOJIOAKAX U YCTaHOBUTb MX B COOTBETCTBYHOLLME PAa3beEMbI HA
6/10Ke NUTaHMA U KOMMmyTaTope. Pe3ynbTaTt NnpeacTaBAeH Ha PUCYHKE HUMKE.

PucyHok 49 — MoakntovyeHne nutaHnAa KommyTtatopa oT DRS-270-56

5. MNoakntoumTb Kabenb nutaHma 230 B K KnemmHol konogke DRS-270-56 ¢ cobntogeHnem dasbi (L),
Hyna (N) v 3a3emnenns (). HageKHO 3aTAHYTb BUHTbI Ha KNEMMHOM KOJIOAKE U YCTaHOBUTD ee B
pa3bem ¢ MapKuposKon 110-240V ~ 3A 50-60Hz Ha 610Ke NUTaHMA B COOTBETCTBUM C PUCYHKOM
HUXe.

PucyHok 50 — lNoakntoueHne nutaHua K DRS-270-56
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6. Yb6eauTbCs, YTO BCE KOHTAKTbl NOAKAKOYEHbI BEPHO, U MEXKAY HUMWN UCKAKOYEHO 3aMblKaHuKe, noce
yero nogaTb NuTaHMe Ha DRS-270-56.

Mpumep NOAKNHOYEHMA MPOMbILIEHHOrO KOMMYTaTOPa A1A NUTAHUA OT oaHoro 610Kka DRS-270-56 npea-
CTaB/IEH HA PUCYHKE HUXKe.

PucyHok 51 — MoakntouyeHne KOMMyTaTopa A48 NUTAHUA OT ogHoro 6.10ka DRS-270-56

Mpumep NOAKNHOYEHMA NPOMbILIEHHOrO KOMMYTATOPA A1A NUTAHUA OT ABYyX 610K0B DRS-270-56 npeacTas-
JIEH HA PUCYHKe HUXKe.

PucyHok 52 — lMogKntoueHne KommyTaTopa 414 NMTaHus oT Asyx 61okoe DRS-270-56
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3.4 YcraHOBKa mopgyneun NUTaHuA

KommyTtaTtop moxkeT paboTtaTb C OAHUM UM ABYMA MOAY/IAMM NUTaHUA. YCTaHOBKA BTOPOro moay/s
NUTaHWA HeobxoaMma B C/ly4ae WCMOJIb30BaHUS YCTPOMCTBA B YCNOBMAX, TPebylowmx MoBbILEHHOM
HageXHOoCTH.

MecTa Ana yCTaHOBKM MOAyNen NMUTAHUA C INEKTPUYECKON TOUKM 3peHNA paBHOLEHHbI. C TOYKU 3peHuns
NCNO/Ib30BaHWNA YCTPOMCTBA MOAY/1b MUTAHUA, HAXOAALMIACA BIMIKE K Kpato, CYUTAETCA OCHOBHbIM, BaMnXKe K
LEeHTPYy — pe3epBHbIM. MoaynuM nNUTaHUMA MOFYT YCTaHaBAMBATLCA M M3BAEKaTbCA 0€3 BbIKAIOYEHUSA
ycTpoicTea. MNpu ycTaHOBKE UIN U3BIEYEHUM AONOIHUTE/IBHOIO MOAY/1A NMUTAaHUSA KOMMYTaToOp NPOAO/IKaeT
paboTy 6e3 nepesanycka.

’ ' Mepep, o6cnykMBaHMEM U3LeNUA, PEMOHTOM WU APYTMMU aHANIOTUYHBIMU AeCTBUAMM
ol | OTKNIOYUTE U3peNine OT BceX UCTOYHUKOB NMUTAHUA.

PucyHok 53 — YcTaHOBKa Moaynein nuTaHus
CoctosiHMe Mopynel NUTaHMA MOMKET ObiTb MPOBEPEHO MO WMHAMKAUMW Ha nepeaHelt MaHenu

KommyTaTopa (cm. pasgen 2.4.4) uan NO [MArHOCTUKe, AOCTYMHOM yepes MHTepdeicbl ynpasBaeHus
KOMMYTaTOPOM.

MHaMKaumua aBapum moayna NUTaHMA MOXKeT 6bITb BbI3BaHa He TOJ/IbKO OTKa3om MoAyns,
ol | HO M OTCYTCTBMEM NEPBUYHOrO NUTAHUA.

3.5 MoaknioueHue NUTalOLWEN CETU

1. Mpexae yem K yCTPOMCTBY ByaeT NOAK/IOYEeHa NMUTaloWan ceTb, HEO6XOAMMO 3a3eMINUTL KOp-
nyc ycTpoicTea. 3a3emneHne Heobxo4MMO BbINONHATL M30/MPOBAHHbLIM MHOFOXKUAbHbIM NPO-
BOAOM. YCTPOMCTBO 3a3eMNEHMA U CEYEHME 3a3eMAAIOLLENO NPOBOAA A0/XHbl COOTBETCTBO-
BaTb TpeboBaHMAM Y. PYHKUMOHANLHOIO 3a3eM/IeHNA Ha KoMMmyTaTopax MES HeT, Heobxo-
AVMO NOAKN0YATb TOIbKO 3aLLMTHOE, B COOTBETCTBUM C PEKOMEHAALMAMM.

’ nOAKﬂIO'-leHVle AO/MKHO OCyLLecCTBNAATbCA KBaﬂMdJMU,MpOBaHHblM cneynaancTtom.
-
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2. Ecnu npeanonaraetcs NOAKAOYEHME KOMMbIOTEPa MAM MHOrO 060pPYyA0BaHUA K KOHCONbHOMY
NopTy KOMMYTaTOpa, 3TO 060pyA0BaHME TaKKe AOKHO ObiTb HAZLEKHO 33a3eMEHO.

3. [MoakntounTe K yCTPOMCTBY Kabesb NUTaHUA. B 3aBUCMMOCTM OT KOMMIEKTALLMM YCTPOMCTBA, Nn-
TaHME MOMKEeT OCYLLLECTBNATLCA OT CETU NEPEMEHHOI0 TOKa IMBO OT CETU NOCTOAHHOTO ToKa. Mpu
NOAKNOYEHUN CETU NMEePeMEHHOr0 TOKa CieayeT UCNO/b30BaTb Kabesib, BXOAALLMIA B KOMMIEKT
ycTpoicTea. Mpu NoAKAYEHUN K CETU NOCTOAHHOIO TOKa MCNOb3ynTe NPoBOoA, CeYEeHNEM He
MeHee 1 Mm% 1 cobtogaiite NONAPHOCTb, YKa3aHHYIO Ha 610Ke NUTaHuA.

Bo us6exxaHue BO3HMKHOBEHMA KOPOTKOro 3aMbIKaHUA NPU NOAK/IIOYEHUM K CETU NMOCTO-
AHHOrO TOKa PEKOMEHAYEeTCA NPOU3BECTM 3aUMCTKY NPOBOAA Ha AANHY 9 MM.

L1

Llenb NnMTaHUA NOCTOAAHHBIM TOKOM [,0J1KHa COAEPKaTb YCTPOMUCTBO OTK/IIOYEHUA NUTAHUA
¢ Pusnyeckum pasbeauHeHnem coeauHeHUn (BbIKAOUYaTe b, Pa3bem, KOHTAKTOP, aBToO-
MaTUYeCKU BblKAlOYaTe b U T.N.).

AL

Ha ycTpoiictBax co cMeHHbIM 6/10KOM NUTAaHUA PEKOMEHAYETCA BbINONIHUTL 3a3em/IeHUue
KaK Kopnyca KoMmMmyTaTopa, Tak u 6.10Kka nutaHmA. 3To obecneunBaeT 3awWwmTy ot Nnpobos
Ha Kopnyc. 3a3emneHune 6,10Ka NUTaHUA OCYLLLECTBAAETCA NOAK/IIOUEHUEM TPEXKUIBHOTO
Kabensa B po3eTKy € 3a3eM/IAIOLLMM KOHTAKTOM.

L1

4. BK/IOYMTE NUTAHME YCTPOMCTBA M yOeaAnTech B OTCYTCTBUM aBapuit MO COCTOSHUIO MHAUKATOPOB
Ha nepeaHen naHenun.

3.6 MoaknwoueHne AKb Kk MES2324B, MES2324FB, MES2348B

MoakntoyeHne AKB ocyliecTsaseTca MeAHbIM MPOBOAOM ceyeHnem He meHee 1,5 mm2. Mpu nogknto-
yeHun AKBb Heobxoanmo cobatogatb NOAAPHOCTb.

EmrocTb AKE He meHee 20 Ah.

PucyHok 54 — MoakntodeHune AKB K ycTponcTay

3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

/ YcTaHOBKa ONTUYECKUX MOAY/Iei MOXKeT NPOM3BOAUTLCA KaK NPU BbIK/IIOYEHHOM, TaK U
NpU BKAIOYEHHOM YCTPOIACTBE.
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1. BcTaBbTe BepXxHMit SFP-Moaynb B CIOT OTKPbITOM YacTblo pa3bema BHU3, @ HUXHUI SFP-moaynb
OTKPbITOM YaCTbiO pa3bema BBEPX.

PucyHok 55 — YcTaHoBKa SFP-TpaHcmBepoB
2. Hapgasute Ha Moaynb. Koraa oH BCTAHET Ha MECTO, Bbl YC/bILINTE XapaKTEPHbIN LLENYOK.

PucyHok 476 — YcTaHoBneHHble SFP-TpaHcuBepbl
[na ynaneHna TpaHcusepa:

1. OTKpoiiTe 3aLenKky moayns.

PucyHok 487 — OTKpbITMe 3awenkn SFP-TpaHcueepos

2. WU3Bnekute MmoAay/nb U3 CnoTa.

PucyHok 498 — N3BneyeHune SFP-TpaHcuBepoB
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4 HAYA/NbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CReaytoWwmne HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepenaym AaHHbix — 115200 60p4;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHOEe U NPporpaMmmHoe ynpasaeHe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHaaa VT100 (MHOrMe TepMUHa/bHbIE MPOrPaMmMbl UCMO/b3YIOT
AAaHHbIN PEXUM IMYNALNUM TEPMUHANA B KAUECTBE PEeXMMA NO YMONUYAHUIO).

4.2 BKAlOYeHUue YyCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO NPOrpaMMHoe obecrneyeHme amyAaLuMmn TepMmuHana.

BKNOUUTb YCTPOMCTBO. [MMpK KaxKa0oM BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl Npu BKAoYeHUKU (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb YCTPOCTBa nepes,
3arpysKoli UCNoIHAeMOM NPorpaMmbl B onepaTuBHyo namsaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHAbl noc/ie 3aBeplieHuns npoueaypbl POST HauMHaeTcs aBTo3arpy3Ka NporpamMmHoOro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNoIb3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, NMpepBaB 3arpy3Ky Haxkatmem Knasuwmn <Esc> nnun <Enter> B Te4eHMe 3TOrO BPEMEHMU.
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Mocne ycnewHo 3arpy3ku KOMMYTaTopa NOABUTCA CUCTEMHOE NpUraaweHme nHtepdeinca KomaHaHOM

cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled,
detection process

User Name:

Detected speed: 115200
User Name:admin
Password: ***** (admin)

console#

press Enter twice to complete the

BULWW <Shift>un <?>,

4.3 3arpy3o4yHoe MmeHIo

Ana 6blCTp0I’O Bbi30Ba CNMpPaBKU O AOCTYNMHbIX KOMaHA4aX MCI'IOI1b3yVITe KOMGMHaLI,MI-O Kna-

[na BXxofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,
nepesarpysuTb YCTPOWCTBO M B TEYEHUME ABYX CEKYHA, NOCAE 3aBepLueHmaA npoueaypbl POST HaxaTb <ESC> unum

<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42)

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc.

Eltex version: v2011.12 2013 03.0 4.0.1

to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back
Enter your choice or press 'ESC' to exit:

Tabnuua 29 — OyHKUMKM MHTepdelica 3arpy304HOro MeHHo

®yHKYUA

OnucaHue

Restore Factory Defaults

BoccTtaHOBUTbL 3aBOACKME HaCTpOﬁKM

Boot password

YCTaHOBUTL/YAaNUTb Naposb Ha bootrom

Image menu

BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO

Password Recovery Procedure

COpOoCUTb HAaCTPOIMKM ayTEHTUPUKALUK

Back

MPOAONKNTL 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpaA

KommyTtatopbl MES23xx, MES33xx, MES5324 paboTaloT B pexnme CTEKMPOBAHMUA.

V KommyTtatopbl MES3508, MES3508P wn MES3510P He noaAaepXuBAlOT pPexXum
CTEKMPOBAHMA.

Ctek OYHKUMOHMPYET Kak eanMHOEe YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TOM
e MogEeNN, UMEeIoLLMX Cieaytolme poaun, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID yctpoiictBa oT 1 Ao 8), C HEro NPoOUCXOAUT ynpaBaeHNe BCEMM YCTPOMCTBAMU B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocCTasibHble byayT GyHKUMOHMPOBaTb B posn backup.

—  Backup (UID ycTpoiicta oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/TyYae BbIXOAa YNPABAAIOLLErO YCTPOWCTBA M3 CTPOoA, bepeT Ha cebsa GyHKuUM
ynpasaeHna cTeEKOM. Po/ib MOKHO Ha3HAYUTb MaKCMMYM CEMM YCTPOMCTBAM.

— Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoaumMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Ponb MOXHO Ha3HauyMUTb MaKCUMYM LIECTH
ycTponcteam. [lonycTMma KoppekTHaa paboTa cteka 6e3 ycTponCcTB ¢ AaHHOW Posbio.

Ona KoppeKTHOM paboTbl cTeka Heobxoaum xoTa 6bl OAUH KOHUT C poablo master U oauH
OHUT ¢ ponbto backup.

.-

/’ UHTepdeiicbl B pexkume CTEKMPOBAHUA PabOTAlOT TONIbKO HA MaKCUMAJIbHOI CKOPOCTU UH-
Tepdeica.

Mo yMoNYaHWI0O KOMMYTATOP HaxoAMTcA B poan master, nopTbl XLG (XG) yyacTBytoT B nepesaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-nopTbl ANA CUHXPOHU3AUWUKM, OCTasibHble
KOMMyTaTopbl cemeiicTea, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-nopTbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpu 3TOM yKasaHHble NOPTbI HE y4yacTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TONOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KO/bLLEBAA U IMHENHAA.
[nA noBbllWEHUA OTKAa30yCTOMYMBOCTM CTEKA PEKOMEHAYEeTCA UCMOJIb30BaTb KOMbLEBYO Tornonorutwo. Mpu
MCMNO/1Ib30BaHUWN JIMHEAHOM TONOJIOTUM B CXEME U3 ABYX IOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, UTo
No3BO/IAET NOBbICUTL MPOMYCKHY CNOCOBHOCTb KaHana. MNpu ncnonb3oBaHMM KONbLEBOM TONOMOMMU OAMH
CTEKOBbIN NMHK BnoknpyeTtcs ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6nokupyetca gna
06yyeHHoro Unicast-Tpaduka, 4To N03BONAET NOBbICUTb MPONYCKHYH CNOCOHHOCTL CTEKOBbIX IMHKOB.

V Ana kommytatopos MES2348P, MES2348B, MES3348, MES3348F pna obbeguHeHus B

JIVHEHOM TONONOrNK CTEKOBbIX NOPTOB B LAG Heob6xoanmo ucnonb3osBatb UHTEpPEichbl

tel-8/0/1, tel-8/0/4 wnn tel-8/0/2, tel-8/0/3. Mpu nwbbIX ApPYrUXx KOoMGUHALMAX
CTEKOBbIX NOPTOB OAMH U3 HUX ByAeT HaxoauUTbCA B pesepse u umeTb cratyc Standby.

KommyTtatopbl cepuit MES23xx, MES33xx n MES53xx noaaep:usatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbIi YHKUMOHAN MO3BONASET MWMHUMMMU3MPOBATbL MNOTEPU A1A TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Korga backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMANM3aUMKM A0 poan master, 3anyckaetca Tarimep NSF n pukcupytotca STP-cTaTycbl NOpTOB, NOPTHI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM NPUMEHAIOTCS Ha
KOMMYyTaToOpe, CTaBllemM master, B peaslbHOM BpeEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopupyetcsa. TaKKe 3anpeLliaeTca BbiNOJHEHWE KOMAHZ MPOCMOTPA KOoHourypaumm (KomaHgbl “show
running-config, show startup-config” B peskume EXEC), nameHeHue cocToAaHUA NOPTOB (KoMaHAabl “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaumm untepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHto “vlan database”), ckopoctn noptoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxume EXEC), nepesarpyska ycTpoictsea
(“reload” B pexxume EXEC), uameHeHue wumeHM ycTponctBa (“hostname” B pexume rnobanbHOM
KOHdUrypaumm), BkatodeHme/BbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumn).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasibHOM BpeMEHM.

Tabnmua 30 — Matpuua cteknpoBaHua ans MES23xx

& ™ < Q i Q w a a o
S 2 S N S 3 8 3 S 3
&’ N N N 2 N S g N N N
2 % 2 2 X 3 | 38| o o o
W s s w 2 W w w W W
S S S S S S S S
MES2308R + - - - - - - - - -
MES2308 - + - - - - - - - -
MES2324 - - + + + - + . - .
MES2324B - - + + + - + - - -
MES2324FB - - + + + - + - - -
MES23488B - - - - . + - - . .
MES2324F DC - - + + + - + - - -
MES2324P - - - - - - - + - +
MES2308P - - . - - - ; ; + ;
MES2348P - - - - - - - + - +

Tabanuya 31 — Matpuua cteknposaHma ana MES33xx, MES5324

< w w w % w <
8 N S S S S P
2 ® 2 % B % 4
g Q a Q g a g
S S S
s S s s
MES3324 + + + + - - -
MES3324F + + + + - - -
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MES3308F + + + + - - -
MES3316F + + + + - - )
MES3348 - - - . + + -
MES3348F - - - . + + .
MES5324 - - - - - . +
Hacmpolika cmeKkuposaHuUss KOMMymamopos
3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmnii Bua,;
console (config) #
Tabnnua 32 — KomaHAabl AN HAaCTPOMKK CTEKa
Komanda 3HayeHue/3HayeHue Neiicmeue

1o ymonyaHuro

stack configuration links
{fol-4| te1-4 | gi9-12} —

HasHauuTb MHTEpENChl AN CUHXPOHU3aLMK PaboTbl
KOMMYyTaTopa B cTeKe. MMHMManbHoe Konmyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoicTBa «unit-id» nokanbHOMY

— /BbIK/OYEHO
no stack nsf

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTpOMCTBaA NPOM30MAET NOC/e Nepe3arpyskn KOMMyTaTopa.
no stack configuration YAanuTb HacTPOMKK CTeKa.
stack configuration master MpUHYAUTENBHO HAa3HAYMUTb YCTPOWCTBO MAcTepPOM (MacTepcTBO
unit unit_id bypeT Bceraa CoOXpaHeHo 3a FOHUTOM B C/ly4ae HaIMYmus ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OT/INYHBIN
. OT TOro, Ha KOTOPOM BbINOJIHAEM €€, TO TeKYLL I macTep
unit_id: (1..8)/— NPUHYAUTENbHO NepesarpysunTca Ana oTaadym macrtepcrsa.
no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY anroputmy (nocne
master nepesarpysku mactepom byzer Bblb6paHO yCTPOMCTBO C
Hanbonbwmm uptime).
stack configuration fec Hactpoutb pexkum Forward Error Correction (FEC) Ha
{off| cl74} —Joff MHTepdeicax cTeka.
V TonbKo ana MES5324.
stack nsf Pa3pelunTtb HenpepbIBHYIO Nepeaayy AaHHbIX (NSF) Bo Bpems

OoTAa4Yn mactepcTBa.

3anpeTuTb HenpepbIBHYIO Nepesadvy AaHHbIX (NSF) Bo Bpems
OTAa4Mn MmacTepcTsa.

stack nsf timer value

value: 3apaTb Bpems, B TeyeHue kotoporo anutca NSF.
no stack nsf timer (60..600) ¢/120 ¢ YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHGUTYPUPOBAHMIO FOHWUTA B CTEKE.
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KomaHObI pexcuma KoHgu2ypayuu roHUma

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoH$Urypaumm toHuTa:

console(unit)#

Tabnnua 33 — KomaHabl 415 HACTPONKM OTAE/IbHOTO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

HasHauuTb posib KOMMYyTaTOPA B CTEKE.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

stack configuration links
{fo1-4 | tel-4 | gi9-12}

HasHauuTb nHTepdelicbl 4na CMHXPOHMU3ALMN PaboTbl
KOMMYyTaTOpa B CTeKe.

stack configuration unit-id

HasHaunTb Homep ycTpoicTBa «unit-id» KOHPUrypupyemomy

unit_id unit_id: (1..8, toHMUTY. CMeHa HOMepa yCTpoMCcTBa Npon3onaeT nocne
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HaCTPOMKK CTeEKa.
’ [ONna npumeHeHMA HaCTPoeK cTeKa Heobxoguma nepesarpysKka yCTPOMUCTBa.
-

[pumep

=  Ob6beaAnHUTb B CTEK ABa KommyTaTtopa MES5324. HazHaunTb BTOPbIM FOHUTOM, UCMO/1b30BaTb UHTEP-

delicbl fol-2 B KaYecTBe CTEKUPYIOLLMX.

console# config

console (config)# stack configuration unit-id 2 links fol-2

console (config) #

KomaHOwbI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWmin BUA,:

console#

Tabnnua 34 — ba3oBble KOMaHAbI, 4OCTYNHbIe B pexkmume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show stack

OT106pa3nTb MHPOpPMaLMto 06 YCTPOCTBAX, BXOAALLMX B CTEK.

show stack configuration

OT106pa3nTb MHPOPMALMIO O CTEKUPYIOLLIUX MHTEpdEelicax
IOHUTOB B CTEKe, a TaK¥Ke TeKyLLMI BapuaHT Bbibopa macTtepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMaLKN O CTEKUPYIOLLUX
nHTepdericax.
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=  [lpumep ucnonbsosaHMA KomaHabl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ‘ YcTpoicTBa ¢ ogMHaKoBbIMU uaeHTUPUKaTtopamu «Unit ID» He moryT pabotaTtb B ogHOM
- CTekKe.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®DYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOKHO pPa3ae/inTb Ha ABa TuMa.

— basoBas HacTpoiika — BK/o4aeT B cebs onpeaeneHne 6a30Bbix GYHKLMIA KOHOUIypaummu u
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoitka napameTpoB cucTembl 6€30MaCHOCTM — BK/IOYAET YNpaB/ieHWe CUCTEMOW
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpysKe yCTPOICTBaA BCe HECOXPaHEHHble AaHHble byayT yTepaHbl. Ana coxpa-
HeHUA N6bIX BHECEHHbIX U3MEHEHUI B HAaCTPOIIKY KOMMYTaTopa UCNob3yeTca ceaylo-
Wasn KomaHaa:

console# write

4.5.1 ba3oeasa Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum ycTponcTsa HeEOH6XOAMMO NOAKIOHYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTenbHbIM NOPT. 3anyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYNALMM TEPMUHANE COTNIACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo Bpema HayaibHOM HAaCTPOMKMN MOXKHO ONpeaennTb UHTEPEIAC, KOTOPbIN ByAeT NCNob30BaThCA ANA
NOAK/IOYEHMA K YCTPOUCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOYHaEeT cneaytoulee:

1. 3agaHue naposa ans nonbsosatens «adminy» (c yposBHem npusunernin — 15).
Co3zaHue HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTuueckoro IP-agpeca, Macku noaceT U Wko3a No yMoa4aHuio.
Mony4yeHune IP-agpeca ot cepsepa DHCP.

Hactpoika napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naposs 044 nosab3osamensa «admin» U co30aHUe HoB8biX nosab3osameneli

DAna obecneyeHms 3aLMLEHHOrO BXOAA B CUCTEMY HEO6XO4MMO Ha3HAUYMTb Naponb Npu-
Lol BUIeErMpOBaHHOMY No/sb3oBaTento «adminy».
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MmA nonb3oBaTenn v Naposib BBOAUTCA NPU BXOAE B CUCTEMY BO BPEMS CEAHCOB aAMMHUCTPUPOBAHNA
ycTpoicTBa. 4aa co3gaHma HOBOTo NOJIb30BATENA CUCTEMbI UM HACTPOMKM Nt0HOro 13 NapameTpoB — UMEHMU
noJib30BaTesA, NAapo/is, YPOBHA NPUBUAETUIA, UCMONb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I-15}

V‘ YpoBeHb npuBuneruii 1 paspeluaer AocTyn K yCTPOICTBY, HO 3anpeLLaeT HaCTPoIKy. Ypo-
BeHb npusBuaernii 15 paspeLuaeT Kak A0CTyn, TaK MU HACTPOMUKY YCTPOMUCTBA.

Mpumep KoMaHg, Ana 3agaHusa noab3osatento «admin» napona «eltex» u cosgaHusa nosnb3oBaTtens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHas Hacmpolika yposHs docmyna

Ha ycTpoiicTBe CyLlecTByeT BO3MOMHOCTb pacnpefesieHns npas nosib3oBaTtesiell B 3aBUCMMOCTM OT
YPOBHA MNPUBMAETNIA, HAa KOTOPOM KaxAblii M3 nosb3osaTeneit 6bin co3gaH. KOHKPETHOMY YPOBHIO
npusuaernii npucesansaeTcs Habop KOMaHA, KOTOPble MOFYT BbIMOAHATLCA NO/b30BaTENAMMU C YPOBHEM He
HUXe 3a4aHHoro.

KOMMyTaTOP nogaepXxuBaet cuctemy HacnegosaHuaAa Ha60pa KOMaHpA, oT 6onee HU3KUX

N YPOBHeii npuBuaeruii.
’ MpuBuaerun BbICTPAUBAIOTCA TOJIbKO AN KOHKPETHO 3afaHHOro y3na. Kaxayio KomaHay
o Heo6Xx0AMMO NPONUCbIBaTb ABHO, He UCMO/Ib3yA COKPaLLeHHble GopMbl.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOMN CTPOKM pesrkMma rnobasbHOro KOHGUrypuUpoBaHUA:
console (confiqg) #

Tabanua 35 — KomaHAabl 415 HACTPOMKM paclUMpeHHOoro focTyna

KomaHda 3HayeHue/3HayeHue -
Jeticmsue
1o ymon4yaHuio
privilege context level MpuceansaeT ykazaHHOMY YPOBHIO NpUBUAErUiA
command
level: (1..15); 334aHHYI0 KOMaHAy.
/ypoBeHb npusunernii | - Context — pexum paboTbl KOMaHAHOM CTPOKMK;
KOMaHZ, pekuma - level — ypoBeHb npuBuaeruii, Ha KoTopom byaet
EXEC — 1, [O0CTyNHa HacTpaMBaemMasa KOMaHAa;
BCEX OCTa/IbHbIX - command — KomaHpaa.
no privilege context level Komaka — 15 Yaanaet AocTyn K KOMaHZe C YPOBHS, Ha KOTOPOM
command KoMaHza bbina paspelleHa.
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= [lpMmep HacTPOIMKM Habopa KoMmaHA Ana nosb3osaTena «admin» c 4 ypoBHemM npuBuaeruii n Habopa

KOMaHZA, ona nonb3oBatens «usery» ¢ 10 ypoBHeM NpuBuaerni:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlian 10 vlan

#
#
#
#

Tenepb A1 NOKabHbIX NMONb30BaTeeN, Yelt ypOBEHb NPUBUAETUIA BbllLe UK paBeH 4, CTaHeT AO0CTyneH
BblBOA, KOMaHAbl show running-config, Ho He 6yaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenel, ypoBeHb
npuBMaerMii Kotopbix cootTsetcTayeT 10 u Bbiwe, byaeT AOCTyNHA HacTpolika 1 vlan, u BbiBog, KomaHabl show

running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u Wwst03a rno yMOoAYaHUIO

[na BO3MOXKHOCTU yNpaBieHMUA KOMMYTAaTOPOM M3 CETU HEOBXOAMMO Ha3HAUUTb ycTponcTay IP-agpec,
MacKy NoACeTU U, B CyHae ynpaBAeHUA U3 APYroi CeTH, W3 No YyMONYaHUIO. IP-agpec MOXKHO Ha3HauYUTb
nobomy nHtepoeiicy — VLAN, dusnueckomy nopty, rpynne noptos (No ymonyaHuto Ha nHtepdeiice VLAN 1
Ha3HauyeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a AoKEeH NPUHAANEKATb K TOM Ke

NnoAceTu, YTo 1 oauH u3 IP-nHTepdelicos ycTpolicTaa.

/’ ‘ B cnayuae ecnum IP-aapec HacTpauBaetca gnA uHTepdeiica GUsnUYecKoro nopTa UK rpynnbl

nopToB, 3TOT uHTepdeiic yaanaetca us rpynnbl VLAN, KOTOpOi OH NpUHagaesKan.

V ‘ IP-agpec 192.168.1.239 cywiecTByeT A0 TeX Nop, NOKa Ha nt0bom nHTepdeice ctaTuuecku

unm no DHCP He co3gaH apyroit IP-agpec.

V Mpwu ypaneHun Bcex IP-agpecoB KoMmyTaTopa A0CTYyN K HeMy 6yaeT ocyLw,ecTBAATbCA NO

IP-agpecy 192.168.1.239/24.

Mpumep KomaHa HacTpoku IP-agpeca ana nHtepoeiica VLAN 1:

MapameTpbl MHTEpPdelica:

IP-adpec, Ha3Hauaembll 01a uHmepgetica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#
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[na Toro 4tobbl YoeanTbes, YTo agpec 6bla HaszHaveH uHTepdelicy, BBeaUTe KOMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxKeT ncnonbiosatbca npotokon DHCP, B cnyvae ecan B ceTu npucyTcTeyet
cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusmnueckuis
nopT, rpynny nopToB.

V Mo ymonuyaHuio DHCP-KAneHT BKAlOYEH Ha uHTepdeiice VLAN 1.

Mpuvmep HACTPOMKK, NpesHA3HAYEeHHON ANs NoAyvYeHUs anHamudeckoro IP-agpeca or DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl y6eanTbea, UTo agpec bbii HasHaYeH UHTepdENCy, BBEAUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempoes npomokosaa SNMP 0as docmyna K ycmpolicmey

YCTPOMCTBO COAEPKUT BCTPOEHHbIN areHT SNMP 1 noaaeprkmBaeT Bepcun npoTtokona vl/v2c/v3. AreHt
SNMP noagep:xunBaeT Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[Nna BO3MOMHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA MocpeacTBOm npoTokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommMmyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobluecTBa:

— ro — onpeaensaeT AOCTYN TO/IbKO Ha YTeHuUe;
— rw — onpegenset AOCTYN Ha YTEHUE U 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHucTpaTopa.

Hanbonee pacnpocTpaHeHO MCMONb30BaHWE CTPOK coobuiectBa public — ¢ JOCTYNOM TOMbKO ANS
yTeHusa obbekToB MIB U1 private — c AOCTyNnoOmM Ha 4YTeHWe U U3MeHeHue obbekToB MIB. [na Kaxaoro
coobLLecTBa MOXHO 3a4aTb IP-aapec cTaHUMKM ynpasaeHus.
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Mpumep cosgaHua coobuiectsa private ¢ AOCTYNOM Ha yTeHMe M 3anucb M IP-agpecom cTaHUMM

ynpasneHna 192.168.16.44:

console# configure
console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44

console (config)# exit
console#

[ns npocMoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.
SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:
Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type
Traps are enabled.
Authentication-failure trap is enabled.
Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol be3onacHocmu

Ona obecneyeHns 6e30MacHOCTUM CUCTEMbI

ucnonb3yetrca MmexaHusm AAA  (ayTeHTUdUKaLMS,

aBTOpU3aLMA, ydeT). Ans WwndpoBaHMA AaHHbIX UCNOJb3YeTCA MexaHu3m SSH.

— Authentication (ayTeHTUdMKaLMA) — conocTaBAeHWe 3anpoca CyLecTBYoLWen y4ETHOM 3anucu

B cucTeme 6e€30MacHOCTU.

— Authorization (aBTopv3aums, NPOBEPKa YPOBHA A0OCTyNa) — COMNOCTaBNeHMe YYETHOM 3aMncCK B
cucteme (Npolueawert ayTeHTUGUKaLMIO) U onpeaenéHHbIX MOAHOMOUUNA.
— Accounting (y4€T) — cnexeHue 3a noTpebaeHMem pecypcoB nosib3oBaTenem.

MpY MCNONB30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO UMA NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTca nonb3oBaTesemM. B ciayyae eciv Maposib yTpayeH, MOMKHO Mepesarpysutb
YCTPOMCTBO M Yepe3 CepuitHblli MOPT NpepBaTb 3arpysKy, HaxKae Knasuwwy <Esc> vnun <Enter>. B TeuyeHue
nepBbIX ABYX CEKYHZ, NOC/e NOSBAEHUA COOBLLEHMA aBTO3arpy3KM OTKPOETCA MeHI0 Startup, B KOTOPOM HYXKHO
3anycTuTb Npoueaypy BoccTaHoBAeHUA napona ([2] Password Recovery Procedure).
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/ Monb3oBaTtenb no ymonuaHuio (admin/admin) cyuwecteyer Ao Tex nop, noka He co34aH
noboii gpyroii nonb3oBaTtesb C ypoBHEM NpuBuaerunii 15.

/ Mpu yganeHun Bcex co3paHHbIX Nosb3oBaTeneit ¢ 15 ypoBHeM npusuaernini goctyn K
KommyTatopy 6yAeT OCywecTBAATbCA MO, NOAb30BaTeNeM MO YMOJIYAHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/Jib B CUCTeMe MOXHO 3a4aTb ANA CEPBUCOB!

— KoHconb (nogkntoueHue yepes cepuinHbIn NOPT);
—  Telnet;
— SSH.

4.5.2.1 YcmaHoeKa naposs 0715 KOHCOAU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBET Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErMCTPaLMM B YCTPOMCTBE Yepes CEeaHC KOHCOAM
BBeguTe Naposib — console.
4.5.2.2 YcmaHoska napons ons Telnet

aaa authentication login authorization default line
aaa authentication enable default line

console (config) #

console (config) #

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password telnet

B oTBeT Ha npwurialleHne BBECTM Napo/ib BO BPeMs Pernctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0as SSH
console (config)# aaa authentication login authorization default line
console (config)# aaa authentication enable default line
console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMS PErMCTPALIMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.
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4.5.3 Hacmpoliika 6aHHepa

[nsa yaobcTBa aKenyaTaummn ycTpoicTBa MOXKHO 334aTb 6aHHEp — coobLlieHune, coaepsKaliee nobyto
nHdopmaumto. Hanpmmep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[Nna HacTPOMKM KOMMYTaATOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpeaeneHHbll CNMCOK KOMaHA,. BBoA CMMBOJIA «?» CAYKUT AN MPOCMOTpPa Habopa KomaHA, SOCTYMHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KomaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyNneH cpasy Nocse ycrnewHol 3arpy3kmM KommMmyTaTopa
W BBOAA MMEHMW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHue cu-
CTeMbI B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>”.

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXMm AOCTyNeH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHne cUcTeMbl B 3TOM
perKMme COCTOUT U3 UMEHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0B6LWMX HacTpoeK KommyTaTopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B pexknm ocyL,ecTBaaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXKMm npeaHasHayveH ana KoHu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOU-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3soBble KOMaHAbI

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexxnume EXEC nmeet cneaytowmin sua;
console>

Tabnnua 36 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
no ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNtoUNTLCS B MPUBUAETMPOBAHHBIN PEXKMM (ecnun 3HaueHne
He yKa3aHo — To ypoBeHb npusuneruii 15).

login - 3aBepLUeHMe TeKyLLLel CeCCMU U CMeHa NOo/Ib30BaTeNA.

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.

help . 3anpoc cnpaBoYHON MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHAHOW CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUWHANbLHOW ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAHOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBEAEHHbIX KOMAHA,
ANA TEKyLel TepMUHANbHOM ceccum.

OTKNOUNTDL GYHKLMIO COXPaHEHWA UCTOPUU BBELEHHbBIX KOMAHA,
ANA Tekywel TepMUHaNbHOM ceccum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA ANA
TeKyLLen TEPMUHAIbHOW ceccuu.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT06pasunTb BbIBOA KOMaHA, 6e3 pasaeneHuns Ha CTPaHULbI
(paspeneHve BbIBOAA CNPABKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHa

BKAOYMUTBL NOATBEPKAEHWNE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHg,

OTKNOUYNTL NOATBEPKAEHUE Nepes, BbINOJHEHNEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabanua 37 — ba3oBble KOMaHAbI, A4OCTYNHble B pexkmume privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

KomaHda

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) n3

iv: (1,7, 15)/1
priv: (1,7, 15)/ NPUBUAETMPOBAHHOIO KOMaHAHOrO pexkuma (privileged EXEC).

disable [priv]

configure[terminal] — MepenTn B peMm KoHOUrypaumm.

debug-mode - MepeliTv B peXxnm OTNaaKu.

YCTaHOBUTb PEKUM HACTPOWMKM dUAbTPaLMm TpaduKa.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BaBOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; AobasneHa BO3MOXKHOCTb GUAbTPALUKN MO
TpuHaguatv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

set system mode {acl-sginq
| acl-sqing-udb}
acl-sging

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMAx KOH@u2ypayuu

3anpoc KOMaHAHOI‘;I CTPOKN nmeeT O AnH N3 cheagyroumnx suaos:
console#

console (config) #
console (config-line) #

Tabnnua 38 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOMIypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
exit BbIliTH U3 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
- nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM
- (privileged EXEC).
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do BbINONHWUTBL KOMaHAY KoMaHAHoro ypoBHs (EXEC) u3 noboro
peXnma KoHdpurypaumu.
help — BbiBecTu cnpasKy Mo NCNO/Ib3yeMbiM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLwmii Bua,;

console (confiqg) #

Tabnnua 39 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe rnobanbHol KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobLieHnn exec (Npumep: Nonb3oBaTe b
YCNELIHO BOLWe B CUCTEMY) U BKHOYMTb BbIBOA, HA IKPaH.
- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obuwee 2000 cumBoOB).

Y8anuTtb TeKCT coobLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKcT coobuweHua login (MHPopmaunoHHoe coobuieHue,
KoTopoe oTobparkaeTca nepes, BBOAOM MMEHM NONb30BaTeNA U
napona), U BKKOYUTb BbIBOA Ha IKPaH.

- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obwee 2000 cumBonos).

YpanuTb TeKCT coobuienus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MakCMManibHO BO3MOXKHOE YMCN0 aKTUBHbIX ceccuin CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpas/ieHua
V yepes com-nopr.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PeXMME KOHPUTYypaLMM TEPMUHANA UMEET CeayoWmMi BUA,;:

console (config-line) #

Tabnunua 40 — ba3oBble KOMaHAbl, AOCTYMHbIE B PEXXUME KOHOUTYpaLMM TepMUHaANa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

history

no history

—/byHKuMA BKAOYEHA

BKAt0UNTL GYHKLMIO COXPAHEHUA NCTOPUUN BBEAEHHbBIX KOMAHA,

BbIKNOUNTL QYHKLMIO COXPAaHEHWUA UCTOPUN BBEAEHHbIX
KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHuTb pasmep bydepa UcTopun BBEAEHHbIX KOMAHA,

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlel TepMUHANBbHOM CeCCUM B MUHYTaX.

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOK CTPOKKU

dunbTpaumnsa coobuieHnin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaemblX AaHHbIX B OTBET Ha 3amnpochl
nosb3oBaTens u obneryntb NOUCK Heobxoammon nHpopmaumn. Ona dunbTpaunmn nHbopmauumn Tpebyetca
N06aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” wn ucnonb3oBaTb OAHY M3 onuuii puabTpaumu,
nepeYncsieHHbIX B Tabaumue 41.

Tabnunua 41 — KomaHabl pexkmma rnobanbHo KoHpUrypaumum

3HayeHue/3HayeHue

Memod Aelicmeue
o ymon4aHuio
begin pattern HaiiTn nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKalLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHZ, CLI B npousBonbHbIN dpaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeaoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaTb BbIBOA, KOMaHAbl B daitn (nepesanucatb daiin, ecnm Takon yxe cylle-
cTBYeT), TpebyeTtcaA nocse Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKasaTb UMSA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbI B KOHeL, ¢aina, nocne Habopa KomaHabl 0TObpaXKeHun
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UMmsA daiina. MNpmumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MepeHanpaBAaTb BbiBOA KOMaHA, B daiin MOXKeT TO/IbKO Noab3oBaTteib ¢ 15 ypoBHem npu-
BUNErUn.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHaa dyHKUMA No3BOAAET CO34aBaTb YHUOUUMPOBAHHbIE HABOPbl KOMAHL — MaKPOCbl, KOTopble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnunua 42 — KomaHabl pexkmuma rnobanbHo KoHGUrypaumum

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

macro name word [track
object [state activa-
tion_statel]]

no macro name word

word: (1..32)
CUMBO/I0B
object: (1..64);
activation_state: (any,
up, down)/any

Co3aaTb HOBbI Habop KOMaHA, ecan Habop € TaKUM UMeHeM
cylwiecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
MOCTPOYHO. 3aKOHYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA
“@”. MakcumanbHasa a4nvHa makpoca — 510 cumBonos. B Tene
MaKpOCa MOXHO MCMO/b30BaTh A0 TPEX NepeMeHHbIX B
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byaet
aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHnua DOWN B coctosiHne UP, down —
aKTuBauma npu nepexoge us coctoaHna UP B coctoaHne DOWN,
any — aKkTMBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaAH M3meHeHnem TRACK obbekTa npu
Ha/IM4YMKU NepeMeHHbIX B Tese.

YAanuTb yKasaHHbIA MaKpoc.

macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpoc.
CMMBO/IOB

macro global trace word word: (1..32) MpoBepuTb YKa3aHHbI MaKpoC Ha BaNAHOCTb.
CUMBO/I0B

macro global description Co34aTb CTPOKY-AECKPUNTOP rNob6asbHOro Mmakpoca.

word: (1..160)

word

CMMBO/IOB

no macro global description

YAanuTb CTPOKY-AECKpUNTOp.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 43 — KomaHgbl perkmuma EXEC

KomaHda

3HayeHue/3HayeHue

no ymon4aHuro

Aelicmeue

macro apply word [pattern1
valuel] [pattern2 value2]
[pattern3 value3]

macro trace word

word: (1..32)
CMMBO/IOB

MPUMEHNTb yKa3aHHbIM MaKpoc.

- pattern — wabnoH, cocToAWMI N3 06bABNEHUA, HaNpUMep,
cumBeona "S", n nepeMeHHOM, HaNnUCaHHbIX CIUTHO;

- value — nepemeHHas KoH$uUrypaumu.

npOBeleTb yKa3aHHbIl71 MaKpOC Ha BaAUOHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}] |
name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
CUMBOJI0B

OTO6pa3nTb NapaMeTpbl HACTPOEHHbIX MAaKPOCOB Ha
yCTpOMCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if)#
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Tabnnua 44 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — WwWabnoH, coCcTOAWMIA U3 0O6BABNEHUA, HAaNpUMep,
[pattern3 value3] CMMBOJ10B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KOHPUrypaLmm.
macro trace word word: (1..32) MpoBepunTb YKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBWTb CTPOKY-AECKPMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AeCKpUNTOp.

5.5 KomaHpabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 45 — KomaHabl ynpasaeHusa cuctemoi B pexkxume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyut ana nepegayn 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y3y CETH, a TaKXe ANA KOHTPONA
nocrtynatowmx oteeTtos (ICMP Echo-Reply).

- vrf-name — nmaA BUpTyanbHoM 061aCTM MapLUpyTM3aLUnK;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep nakeTa Ana OTNPaBKK, KoanMyecTBo 6alT B
nakere;

- count — KONMYecTBO NAKeTOB ANA nNepesayu;

- timeout — BpemA OXXWOAHMA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0/108B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepesaym 3anpocos (ICMP Echo-Request)
npoTokona ICMP yKkasaHHOMY y3/1y CETU, a TaKXKe ANA KOHTPOA
noctynatowmx oteetos (ICMP Echo-Reply).

-A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — [OMEHHOe UMsA y3/1a CeTu;

- Size — pa3mep NakeTa gna OTNPaBKK, KOAMYecTBO 6aliT B
nakerte;

- count — KOIMYECTBO NaKeTOB A1A Nepefayu;

- timeout — Bpemsa 0XXnAaHUA oTBeTa Ha 3anpoc.

92

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

Onpenenvts MapwpyT TpadurKa A0 Y313 Ha3HAYEHUA.
- vrf-name — umA BUPTyanbHOM 061acTU MapLpyTM3aLmm;
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMA y311a CeTH;
- Size — pa3mep NaKkeTta gaa OTNPaBKM, KOAMYecTBO 6aliT B
nakerte;
- tt/ — MaKcMManbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAayy NakeTa Ha Kaxgom
y4acTke;
- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMO/Ib3yeMblii AR Nepeaaym nakeTos.

OnucaHue owmn60K Npu BbINONHEHUN KOMAHA, U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 47, 48.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpefenvTtb MapwpyT TpadurKa 40 y3na HazHAYeHus.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — [OMeHHOEe UMA y3/1a CeTH;
- Size — pasmep NakeTa A4/1a OTNPaBKK, KOANYECTBO OalT B
nakerte;
- tt/ — MaKcMManbHOE KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
YYacTKe;
- timeout — Bpems 0XXWAaHWA OTBETA HA 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMONb3yeMbli AN1A Nepeaaym nakeTos.
OnucaHue oWwKn60K Npu BbINOHEHUN KOMaHA, U
V pe3ynbTaToB NpuBeAeHo B Tabauuax 47, 48.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/23

OTKpbITb TELNET-ceccuio ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOEe UMA y311a CeTH;
- port — TCP-nopT, no KoTopomy paboTaeT cnykba Telnet;
- keyword — knto4yeBoe CNoBO.
OnucaHue cneuuanbHbiXx KOMaHg Telnet u Kawoue-
V BbIX C/10B npuseAeHo B Tabnuue 49.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuio ana y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — nomeHHoe Ums y3na cetu;
- port — TCP-nopT, no KoTopomy paboTaeT cay»6a SSH;
- keyword — knto4yeBoe CN0BO.
V OnucaHue KA4yeBbIX C10B NPUBEAEHO B Tabnuue
50.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepeKnoUNTLCA Ha 4PYryHo YCTaHOBAEHHYIO telnet-ceccuto.
- connection — Homep ycTaHoBNeHHOW telnet-ceccun.

show users [accounts]

0T06pa3nTb MHPOPMALMIO O NONL30BATENAX, MCMOb3YIOLLMX
pecypcbl yCTPOICTBa.

clear line line

3aKprTb BXO4ALLYH CeCCUI0 yaaNeHHOro ynpasaeHna

line: (0..5) (SSH/Telnet).
- line — Homep ceccum yaaneHHoro ynpasieHus.
show sessions . OT06pazuTb UHGOPMaLMIO 06 OTKPLITLIX CECCUAX K YAANEHHbIM
yCcTpoicTBam.
show system - BbIBECTM CUCTEMHYIO MHOPMaLUIO.
show system battery . OTo6pa3uTb nHpopmaumio o baTapee.
[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBA B CTEKE.
show system id [unit OT06pa3nTb CEPUNHBIN HOMEp YCTPOCTBA, PEBMU3UNIO NAATbI U
unit] unit: (1..8)/— 6asosblit MAC-agpec.
- unit — Homep YCTPOMICTBA B CTeKe.
show system [unit unit] unit: (1..8)/— OT0.6pa3l/ITb CMCTeMH\:PO MHPOpPMaLMIO KOMMYTaTOPA.
- unit — Homep YCTPOMICTBA B CTEKe.
show system fans [unit unit: (1..8)/— OT06pazunTb MHGOPMALMIO O COCTOSHUU BEHTUAATOPOB.

unit]

- unit — Homep yCTPOICTBA B CTEKe.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

93



HELTEX

show system power-
supply — OT106pasnTb MHPOPMALMIO O COCTOAHUU UCTOYHMKOB NUTAHUA.
show system sensors — OT06pasnTb MHOGOPMALLMIO TEMMNEPATYPHBIX AATYMKOB.
show version OT06pasunTb TEKYLLYHO BEPCUIO CUCTEMHOTO NPOrPaMMHOro
- obecneyeHus ycTponcTsa.
show system router OTO6pPasnTb pasmep M 3aHATOCTb annapaTHbIX TabauLy,
resources yCTPOMCTBA (MapLwpyTmn3aumm, cocegem, nHtepdeiicos).
show system tcam OTO6pasunTb 3arpysky pecypcos namatiu TCAM (onpeseneHHo
utilization unit: (1..8)/— aapecyemas namaTb).
[unit unit] - unit — HOMep YCTPOWCTBA B CTEKE.
show tasks utilization OTO6pPasunTb ypOBEHb 3arpy3Kn PECYpPCcoB LLEeHTPaNbHOro
- npoLeccopa KOMMYTaTopa AJ/1A KaXKA0ro CUCTEMHOTIO npoLiecca.
show tech-support OT06pasunTb MHbOPMaLLMIO 06 yCTPOCTBE, HeObXOAMMYIO ANA
[config | memory] HayasIbHOM AMarHoCTUKM Npobnem.
BbiBO4 KOMaHAbI NpeacTaBafAeT coboit KombuHauuo
V BbIBOAOB NEPeUYMCNIeHHbIX HUXKe KOMaHA:
e  show clock
e  show system
e  show version
e  show bootvar
e show running-config
e show ip interface
e show ipv6 interface
e  show spanning-tree active
e  show stack
e show stack configuration
e show stack links details
e show interfaces status
e show interfaces counters
e show interfaces utilization
e show interfaces te1/0/xx
- o show fiber-ports optical-transceiver
o show interfaces channel-group
e  show cpu utilization
e show cpu input-rate detailed
e show tasks utilization
e  show mac address-table count
e showarp
o show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e  show ip igmp snooping mrouter
e show ipv6 mld snooping groups
e  show ipv6 mld snooping mrouter
e show logging file
e show logging
e show users
e  show sessions
e  show system router resource
e  show system tcam utilization
show storage devices — OT06pa3unTb 3HaueHns obbema n ceoboaHou namsaTtn MN3Y.
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KomaHpa «show sessions» oTobpakaeT Bce yganeHHble coeAUHEHUA TONbKO U3 TEKyLL e
ceccuu. [laHHaA KOMaHAA UCNOb3yeTcA cnepylowmm obpasom:

.‘

1. BbInONAHUTb NOAK/AIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTtopa C NMOMOLLbIO
TELNET unm SSH;

2. BepHyTbCAa B poaUTENbCKYHO ceccuio (Ha KommyTaTop). 14 3TOro HaXKaTb KOMBUHaLUIO
Knasuw <Ctrl+Shift+6>, oTnycTUTb U HaxaTb <x> (MKc). MponsonaeET nepexos B poau-
TeNbCKYIO Ceccuio;

3. BbInonHUTb KomaHAy «show sessions». B Tabanue 40KHbI NPUCYTCTBOBATb BCE UCXO-
AAlWMe coeanHeHUA B TeKyLei ceccum;

[nA Toro utobbl BEPHYTLCA K CECCUM YAANEHHOTO YCTPOMCTBA, HEO6XOAMMO BbINOSIHUTD KO-

maHagy «resume N», rae N — Homep coeguHEeHUA 13 BbIBOAA KOMaHAbI «show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnmua 46 — KomaHabl ynpaBaeHusa cuctemoii B pexkmme privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1..8)/— I'Iepfaa:?nycmrb yCTpoﬁcrfxo.

- unit_id — Homep yCTPOWCTBa B CTEKE.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEKYTOK BPEMEHMU, Yepe3 KOTOPbI NpousonaeT
hh:mm} hh: (0..23), mm: .

(0.59). OT/I0XKEeHHas nepesarpysKa ycTponcTaa.
reload at hh:mm hh: (0..23), mm: N
(0..59). YcTaHOBWTb BpeMs nepesarpysku ycTpoicTea

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password a Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHO 3arpy3KM pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kafpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate _ OTO6pa3sunTb CTAaTUCTMKY MO CKOPOCTU BXOAALIMX KaApos,
detailed obpabaTbiBaembIx MpoLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OT06pa3nTb CNUCOK HacTpoeHHbIX noporos gns CPU.
show memory thresholds — OT106pa3mnTb CNUCOK HACTPOEHHbIX MOporos ana RAM.
show sensor thresholds — OT06pa3nTb CMCOK NOPOroB AN AaTYMKOB.
show storage thresholds - OT106pa3nTb CNMCOK NOPOroB AR PA3Ae0B YCTPOMUCTB.
show system mode — 0OT06pa3sunTb MHGOPMaLMIO O NapameTpax GuabTpauun TpaduKa.

- I'Ipmmep MCMo/sIb30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x ok
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Tabnuua 47 — OnucaHMe pe3ynbTaToB BbIMOJHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBoe MMA 3TOroO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH M BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTCca ANA KaXKA0WN NOMbITKM NepeAayn nakeTta.

Mpu BbINONHEHMM KOMaHAbI traceroute MoryT NPou3oiTn oWMBKKN, onnucaHne oWwWMBOK NpMBEAEHO B
Tabnuue 48.

Tabnnua 48 — OWMOKKM NpU BbINOJHEHMM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT npu NonbITKe Nnepegayum nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ASMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpaduka no npasmnam B Tabauue goctyna ACL.
F TpebyeTcs pparmeHTauma 1 yctaHoBKa 6uTos DF.
H Y3en ceTn HegoOCTyMNEH.
N CeTb HeOCTYMHa.
P lpoToKON HepgoCTyneH.
Q MCTOYHUK NoaaBneH.
R NcTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHre Telnet KommyTaTopoB MNOAAEP*KMBAET cneuuanbHble KOMaHabl —
JYHKLMWN KOHTpOAA TepmMHana. Jna BXo4a B peXum creumasbHblX KOMaHZA BO BpemsA akTuBHoW Telnet-
Ceccum NCNoJib3yeTcs KOMBUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 49 — CneumanbHble KomaHabl Telnet

CneyuanbHaa KoMaHOd Ha3HayeHue
AN MNepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatsb no telnet yganeHue cumsona (EC).
AN o MNepepatb no telnet npeKkpaweHune BoiBoga (AO).
ARt Mepeaatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatoye-
HUA.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXXnMM KOMaHAHOM CTPOKMU.
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TaKe BO3MOXKHO MCNO/b30BaHME AOMNOMHUTEbHbIX ONLUMIA Npu OTKPbITMM Telnet- n SSH-ceccuit:

Tabnnua 50 — Kntouesble c1oBa, UCNO/ib3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKkanbHO BKAtoUaeT dyHKUMIO echo (NogaBaeHMe BbiIBOZa Ha KOHCOJIb).
/password OnpeaenseT naponb Ans Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BbiBOA, BCEX COOBLLEHMI NporpaMMHoro obecneyeHusa Telnet.

/source-interface

OnpeaenseT nHTepdENnC-UCTOUHUK.

Bk/touaeT 06paboTKy NOTOKa, KOTOPbINM paspellaeT HesawmeHHoe TCP-coeguHeHne
6e3 KoHTpoA NocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHne He 0b6pabaTbl-

/stream BaeT Telnet-onunn U MOXKET MCNONB30BATLCA A5 NOAKNOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrme npoto-
KOAbl, He Aastowmeca Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 51 — KomaHapl ynpaB/ieHUa cUCTEMOW B pexxnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
hostname name name: (1..160) 3afaTb ceTeBoe MMA YCTPOWCTBA.
no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHME MO YMOIYAHWIO.
service tasks-utilization Pa3speLlunTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPabHOro NPOLLEeccopa KOMMYTaTOPa A5 KaXAoro
CUCTEMHOrO npouecca.
- — —/BK/OYEHO —
no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATbL YPOBEHb 3arpy3Kku
pecypcoB LLeHTPabHOro NPOLLEeccopa KOMMYTaTOPa A5 KaXAoro
CUCTEMHOrO npouecca.
service cpu-utilization Pa3spelunTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoL,eccopa KommyTaTopa.
- —— —/BKAOYEHO —
no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATL YPOBEHb 3arpy3Ku
PecypcoB LLeHTPaAbHOro Npoueccopa KoMmyTaTopa.
service cpu-input-rate Pa3spewnTb yCTPOICTBY NPOrpaMmMHO M3MEPATb CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaembiX LEeHTPasIbHbIM
MpPOLEeCcCoOpoOM KOMMYTaTopa.
- - —/BKAOYEHO -
no service cpu-input-rate 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATL CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPAIbHbIM
MpOoLEeccopoM KoMmyTaTopa.
service cpu-rate-limits traffic: (http, telnet, YcTtaHoBMTb Ha CPU orpaHMyeHnA CKOpPOCTM BXOAALWMX KaapOoB AN
traffic pps ssh, snmp, ip, link-local, | onpeaneneHHoro TMna Tpaduka.
arp, arp-inspection, - pps — MaKeToB B CEKyHAY.
stp-bpdu, routing, Peanusyet ¢pyHKuuio CoPP (Control Plane Protection).
ip-options,other-bpdu, V
dhcp-snooping,
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no service cpu-rate-limits

traffic

igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

BoccTaHOBMTL 3HaUEHMeE ppPs Mo YMOIYAHUIO A/1A ONpeaeNeHHoro
Tpadwuka.

syn);

pps: 8..2048

service password-recovery Pa3pelunTtb BOCCTaHOB/IEHME NAPOA Yepes 3arpy304HOE MEHIO
bled «password recovery procedure» ¢ COXpaHeEHUEM KOHPUrypaLmu.

no service /enable Pa3pelunTb BOCCTaHOB/IEHWE NAPO/A Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHGUrypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannmHra 1MHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra MHKa.
service mirror- Co31aBaTb pe3epBHYIO KOMUIO TeKyLLel KOHPUrypaumn.
conflgu.ratnon — Jenabled
no service .
mirror-configuration OTKNIOUYUTD KOMMPOBaHME TEKYLLEe KoHOUrypauuu.
system router resources ip_entries: YCcTaHOBWTb pazmep TabauLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ibmv6_entries])

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npougeHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpyskm CPU.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpyskm CPU. 3HayeHue 3a-
rpy3kn CPU 3a 3TOT MHTepBan byaeT cpaBHMBATbLCA C MOPOro-
BbIM;

- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbim
3HayeHuem, Heobxoaumoe ans cpabaTblBaHMA NOPOra;

- value — 3Ha4YeHWe Nopora;

- flap_interval — 3HauyeHue, onpegenstolLee MOMEHT BOCCTa-
HOB/IEHWA Nopora nocae cpabaTbiBaHUSA;

- severity — ypOBeHb Ba*HOCTU TPanos A/1A 3TOro Nopora;

- notify — BKalouaeT/oTKAOYAET OTNPaBKy TPAnos o cpabatbl-
BaHWK Nopora;

- recovery-notify — BKalouyaeT/oTK/O4aeT OTNPABKY TPaMNoB o
BOCCTQHOB/IEHMM NOpPOra.

YAanuTb Nopor € 3aiaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obbema ceobogHOM namaTi RAM.

- index — NPoW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6beMom cBO6OAHOM NamMATU U
MopPOroBbIM 3HaYeHMem, Heobxoammoe a1 cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHWe nopora;

- flap_interval — 3HayeHue, onpegensatolLee MOMEHT
BOCCTaHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb BaXKHOCTM TPanoB 4/14 3TOro Nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPANos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkatouyaeT/oTK/0UaET OTNPaBKy TPanos o
BOCCTAHOB/NEHUW NoOpora.

Ypanutb nopor ¢ 33faHHbIM UHA,EKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb NOpor 4N AaT4MKA CKOPOCTU BPALLLEHWUA BEHTUAATOPA.
- fan_num — Homep BeHTUANATOPA;

- unit_jid — Homep IOHWTa, Ha KOTOPOM HaXOAMTCA BEHTUNATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHME MEXAY CKOPOCTbIO BPALLLEHMUSA
BEHTU/IATOPA U NMOPOroBbiM 3Ha4YeHMEM, HeobxoamMmoe Ans
cpabaTbiBaHWA Nopora;

- value — 3Ha4eHWe Nopora;

- flap_interval — 3HayeHune, onpegensaoLLee MOMeEHT
BOCCTAHOB/IEHUA NOpora nocse cpabaTbiBaHUs;

- severity — ypoBeHb BaXHOCTW TPaNoB AN1A 3TOro Nopora;

- notify — BK/ItO4aeT/oTKAOUaET OTNPABKY TPanos o
cpabaTbiBaHMM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPANos o
BOCCTAaHOB/IEHMW NOpOra.

YaanuTtb nopor ¢ 3aflaHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha IoHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor ANs AaTyMKa TeMNepaTypbl.

- sensor_num — HOMEp TEPMOJATUMKa;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOLMUTCA TEPMOLATUUK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOLWIEHWE MeXAY TEMMNepaTypol U MOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTbiBaHWMA NOPOra;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHune, onpegensatoLLee MOMEHT
BOCCTaHOB/IEHWA NOpora nocse cpabaTbiBaHUSA;

- severity — ypOBeHb BaXHOCTU TPanoB A/ 3TOro Nnopora;

- notify — BK/IlO4aeT/oTKAOYaeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAto4YaeT/oTKlOUaeT OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOpPOTra.

YAanutb Nopor ¢ 3a4aHHbIM UHAEKCOM ANA TepMoJaTIMKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor aAna o6bema ceob6ogHOM NamaTh Ha N3Y.

- index — NPown3BO/IbHbIN MHAEKC NOPOTra;

- relation — oTHoWeHMe mexay ob6bema cBob6oAHOM NamATU K
NMoporoBbiM 3Ha4YeHUeM, Heobxoamumoe a/1a cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3Ha4yeHune, onpegensatoLLee MOMEHT
BOCCTAHOB/IEHUSA Mopora nocse cpabaTbiBaHus;

- severity — ypOBeHb BaXHOCTU TPanoB A/1s 3TOro Nopora;

- notify — BKAlouaeT/oTK/OYaEeT OTNPaBKy TPaMNos O
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkAtouYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAHOB/IEHMW NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTtb peakLmio KOMMYTaTOPa Ha HaaTue KHOMKM F.

- enable — npu HaxaTMKM Ha KHOMKY AnuTenbHOCTbIO MeHee 10 c,
NPOMCXOANT Nepesarpyska yCTpoMCTBa; NPU HaKaTUM Ha KHOMKY
AnvTenbHocTblo 6onee 10 ¢, npoucxoauT cbpoc ycTpolicTea Ao
33aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKO Nepesarpyska.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTPoB ANA 3a4aHUA Naponien

JaHHbI KOMNAEKC KOMaHA, NpeAHasHavyeH Ana 3a4aHusA MUHUMAJIbHOM CNOXHOCTU NapoiA, a TaKxXe
ANf 3alaHMA BpeMeHU AeCTBMA Napons.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rn1o6anbHON KOHOUIYpauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 52 — KomaHgpbl ynpaB/ieHUn cUcTeEMOW B pexxmnme rnobanbHoi KoHourypaumum

KomaHda

3HayeHue/3HayeHue
10 yMoA4aHuio

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHnn 3a4aHHOO CPOKa
byaeT npeasioXKeHO CMeHUTb Naposb. 3HavyeHue O roBopuT O
TOM, YTO BPEMS KU3HU Naposel He 3aZaHo.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtOUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKNIOUUTb OrpaHUYeHmne, 3a4atoLLee MUHUMaNbHOE KOIMYeCTBO
K/laccoOB CMMBO/OB (CTpOYHble OyKBbI, 3arnaBHble OyKBbl,
undpbl, CUMBOAbI).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOUMTb OrpaHMUYeHME Ha MUHUMAJIbHYIO AJIMHY Napons.

BoccTaHOBUTL 3HAYEHME MO YMONYAHMUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOYMTb OrpaHUYeHne, 3afalollee MaKCUMMasbHOE Ko/nue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napois UCMNO/Ib30BaTh B KAYECTBE HOBOTO
CTapbli.

—/enabled "
no passwords complexity Pa3pelunTb MCNo/b30BaThb CTapbIit NAapob Npu cMeHe.
not-current
passwords complexity 3anpeTuTb MCNOAbL30BaTb B KayecTBe Mapo/if MMA Mo/b30Ba-
not-username Tens.
- —/enabled
no passwords complexity Pa3pelwnTb Mcnonb3oBaTh B Ka4yecTBe Maposis MMsA MoJ/b30Ba-
not-username Tens.
password lockout value YCTaHOBWTb KONMYECTBO MAYLIMX MOAPAL MOMbITOK BBOAA Ma-
ponsa c owmnbKon A0 BNOKMPOBKM IOKANbHOM YY4ETHON 3anuncu
value: (1..5)/—

no password lockout

nonb3osBaTenAa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

passwords time block sec-
onds

no passwords time block

seconds: (0..7200)/0

YcTaHOBWUTb Bpema BG10KMPOBKM NIOKa/NbHOW y4eTHOM 3anucu
nosb3oBaTens.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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Tabnmua 53 — KomaHabl yn

paBneHuns cuctemon B pexknume privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show passwords configuration

— OT06pasnTb MHPOPMaLMio 06 OrpaHUYEHNAX HA NAPON.

set username username active

HEBEPHOro BBOAA NapoaA.

PaSsﬂOKMpOBaTb nonb3osaTtenA, 336}10KVIpOBaHHOFO no npunynHe

5.7 Pabora

¢ patnamm

5.7.1 OnucaHue ap2ymeHmoe KOMaHO

Mpu ocyuiecTBAeHMM onepaumii Hag ¢annamm B KayecTBe apryMeHTOB KOMaHZ, BbICTynaloT agpeca
URL — onpezennTtenn MecToHaxoxaeHua pecypca. OnnucaHue KatoueBblX CI0B, UCMO/b3YEMBbIX B ONepaumnx,

npuseneHo B Tabnauue 54.

Tabnumua 54 — CN1COK KNtoueBbIX C/I0B U UX OnucaHne

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec nnm aapec Mecta HasHauyeHus 419 S3HeProHe3aBUCUMON NamaTu.
JHeproHesaBMcMMan NamaTb UCNOAb3YETCA MO YMOAYaHuIo, eciv agpec URL onpeaeneH 6e3

npedukca (npedurkcamm ssaatotea: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konus daiina Tekyuwen KoHourypaumm.

startup-config

®aiin nepBoHa4YanbHON KOHGUIypauum.

active-image

daiin c akTMBHbIM 0bpasom.

inactive-image

daiin c HeaKTUBHLIM 06pasom.

ftp://

UcxopHbI agpec unv agpec mecta HazHadeHua ana FTP-cepsepa.
CuHtakcuc: ftp://[username[:password]@host/[directory/] filename
- username — WMA NONb30BaTENS;

- password — napo/ib NoNb3oBaTenNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- directory — Kkatanor;

- filename — vma daiina.

tftp://

UcxopHbI agpec unm agpec mecta HasHadeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename.

- host — IPv4-agpec unun ceteBoe MMs YCTPOMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — Katanor;

- filename — vma daiina.

scp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.
CuHTtakemc: scp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NOJib30BaTeNsA;

- password — napo/ib NoNb30BaTeNs;

- host — IPv4-agpec nnm ceTeBoe MMA YCTPOWCTBA;

- port — NopT Ha3HaYeHus;

- directory — Katanor;

- filename — nma daina.

sftp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.

CuHtakcuc: sftp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NONb30BaTeNA;

- password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- port — NopT Ha3HaYeHus;

- directory — Katanor;

- filename — vnma daina.

logging

daiin c uctopmeit KomaHa,
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5.7.2 KomaHObI 014 pabomei ¢ palinamu

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXnme rnobanbHON KOHOUTypauum MMeeT cieayowmii Bua;

console (confiqg) #

Tabanua 55 — KomaHabl 4158 HAaCTPOMKM NapamMeTPOB KOMMPOBAHUSA B peXnme rnobanbHON KoOHOUrypaumm

3HavyeHue/3HavyeHue .,
KomaHoa / Aelicmeue
no ymon4aHuio

ip tftp source-interface

{fortygigabitethernet fo_port: (1..4);

fo_port | tengigabitether- tg_port: (1..24);

net te_port | gigabitether- gi_port: (1..24); .

net gi_port | loopback Ib_port: (1..64); OnpegennTb IP-uHTepdeiic nctouHnka ana naketos TFTP IPv4.
Ib_port | tunnel tn_port | tn_port: (1..16);

port-channel group | vlan grogp: (1..48);

vian_id} vlan_id: (1..4094)

no ip tftp source-interface /BbikniodeHo YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

ip sftp source-interface

{fortygigabitethernet fo_port: (1..4);

te_port: (1..24);

0_port | tengigabitether-
fo_port | el8 gi_port: (1..24);

net te_port | gigabitether-

net gi_port | loopback Ib_port: (1..64); Onpepgenntb IP-unTepdeiic uctouHmka ana naketos SFTP IPv4.
tn_port: (1..16);

Ib_port | tunnel tn_port |
group: (1..48);

ort-channel group | vlan
P group | vlan_id: (1..4094)

vlan_id}
= /BbIKNIOYEHO

no ip sftp source-interface YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;:

console#
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Tabnnua 56 — KomaHabl ans paboTbl ¢ paiinamm B pexkume privileged EXEC

destination_url:

3HaveHue/
KomaHoa 3Ha4yeHue no Aelicmeue
YMOAYAHUIO
copy source_url destination_url Konuposatb ¢aiin n3 MectonosioxKeHnsa NCTOYHUKA B
[exclude | include-encrypted | MEeCTOMNO/I0}KEHWNE HazHaYeHus.
include-plaintext] - source_url — mecTonosioxeHune konupyemoro daina;
- destination_url — appec mecTa Ha3HayeHus, Kyaa dain byaer
CKOMMpPOBaH.
CneaytoLme onumuu AOCTYMHbI TOIbKO NMPW KONUPOBaHUK 13
daitna KoHoUrypaumm:
- exclude — nHpopmauus, KpUTMYHas gns 6e30NacHOCTH, He
6yZeT BK/AOYEHA B KOHEYHbIN daiin;
- include-encrypted — nHpopmauua, KpuTuyHaa gnn
source_url: 6e3onacHocTH, 6y4eT BKAIOYEHa B KOHEUHbIN daiin B
(1..160) 3aWndpoBaHHOM BUAE;
CUMBO/IOB;

- include-plaintext — nHbopmauma, KpuTUuHana ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIV dain B

(1..160) He3allnppoBaHHOM BUAE.
copy source_url running-config CMMBONOS; KonupoBsatb palin KoHPUrypaumm c cepeepa B TEKYLLYHO
KOoHduUrypaumto.
copy running-config CoxpaHuWTb TEKYLLYIO KOHdUTypaL Mo Ha cepBepe.
destination_url [exclude | include- - exclude — MCKAOUNTL U3 KONUPYEMBIX AAHHBIX MHGOPMALMIO O
encrypted | include-plaintext] KAloYax, Naponsx u . n.
- include-encrypted — coxpaHATb AaHHbIE O K/AtOYAX, MAPOIAX B
wndpoBaHHOM BUAE;
- include-plaintext — coxpaHATb AaHHbIe O KNtoYax, Naponax B
ABHOM BMe.
copy startup-config destination_url CoxpaHWTb NepBOHaYasIbHYO KOHPUIYpaLMIO Ha cepBepe.
copy running-config startup-config — CoxpaHUTb TeKyLLy0 KOHOUTypaLUuio B NepBOHAYaNbHYO.
copy running-config file CoxpaHu1Tb TEKYLLYIO KOHOMIypaumio B 3a4aHHbIN pe3epBHbIN
- daiin KoHdUrypauum.
copy startup-config file CoxpaHuWTb NepBOHAYaAbHY KOHOUIYpaUuio B 3a4aHHbIN
- pe3epBHbIi paitn KoHdurypaumu.
boot config source_url Konuposatb daiin KoHdurypauum c cepsepa B dpain
o nepBOHaYaNbHOW KOHGUIypaumu.
dir [flash:path | dir_name] — OT06pa3unTb CNUCOK dalinoB B yKasaHHOM KaTanore.
more {flash:file | startup-config | OT06pasunTb cogeprkumoe darina.
running-config | mirror-config | - startup-config — oTobpakaeT coaepkumoe daina
active-image | inactive-image | nepBoHaYaNbHOW KOHGUrypaumu;
logging | file} - running-config — otobparkaeT cogepxunmoe dpainna TekylLen
KOHdUrypauuu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaT ycTPonCTBa;
- mirror-config — oTobpaxkaeT cogepkumoe daina Tekywen
file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBOIOB - active-image — oTobpakaeT Bepcuto TeKkyLlero gpalina obpasa

no.
- inactive-image — oTob6pakaeT Bepcuio HeakTMBHOro daina
obpasa MoO.
- logging — oTobpaskaeT cogepkumoe daina KypHana.
- file — nma danna.
’ daiinbl otobpaxkarorca B popmate ASCII.

delete ur/

Yaanute danin.

delete startup-config

Ypanute daiin nepBoHavyanbHOM KOHPUrypaLmm.

boot system source_url

Konuposatb daitn NO c cepBepa B HEaKTUBHYIO 061acTb NamMATK
Ha mecTo pesepsHoro 0.

boot system inactive-image

3arpysuTb c HeakTMBHOro obpasa Mo.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

103



HELTEX

(1..65535)/1, all

show {startup-config | running- ip_addr: A.B.C.D, | OTobpa3utb cogeprkumoe dalina nepsoHavanbHOM (startup-
config} interface {ip ip_addr | all); config) unu Tekywen (running-config) kKoHoUrypaumm.
gigabitethernet gi_port | gi_port: - interfaces — KoHdUrypauus nHtepdelicos KommyTtatopa — IP-
tengigabitethernet te_port | (1..8/0/1..48); nHTepdericos, uanyecknx nHTepdencos, rpynn nHTepdencos
fortygigabitethernet fo_port | oob te_port: (port-channel), VLAN-unTepdeiicos, OOB-nopta, loopback-
| port-channel group | vlan (1..8/0/1..24); nHTepdencos, TyHHeNen.
vlan_id | tunnel tunnel_id | fo_port: Cnegaytowime onummn AOCTYNHbI NPY BbIBOAE TEKYLLEN
loopback loopback_id} ipvé (1..8/0/1..4) KOHdUrypauuu:
{router ospf process_id} router group: (1..48); - ipv6 router ospf — kKoHoUrypauua IPv6 OSPF npoueccos.
{ospf process_id} [brief | detailed] vlan_id: - router ospf — KoHourypauwms IPv4 OSPF npoueccos.
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6e3 ABOUYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH- n SSL-kntoueir;
(1..16); - detailed — BbIBOA, KOHOUIYpPALUK C BKAHOYEHUEM ABOUYHbIX
loopback_id: LAHHbBIX.
(1..64); BbiBOA4, KOHTEKCTOB KOHUrypauum IP-uHtepdeiicos n
process_id: npoueccos OSPF goctyneH Tonbko ana ¢paina Tekywen

KoHdurypauum (running-config).

show bootvar

MoKa3aTb aKTUBHbIN daitn cuctemHoro MO, KOTopbIA YCTPOMCTBO
3arpyyaert npu 3anycke.

write [memory]

CoxpaHuTb TEKYLLYO KOHOUIypaumio B Gaia nepsoHavaibHOM
KOHOUrypaumm.

boot license source_url [unit

3arpysuTb Ha yCTPOICTBO ana NLEHIUN.

unit_id) unit_id: (1..8) - unit_id — Homep tOHWTa B CTEKe.
delete license [word] [unit unit_id] YpanuTb ¢ yCTPOMCTBA BCE YCTaHOB/EHHble Gaibl IMLEH3IUNA.
unit_id: (1..8) - word — vms dalina IMUEH3UU, KOTOPbIN A0/IKEH ObITb yAaNeH;
- unit_id — Homep 1OHWUTA B CTeKe.

show license [unit unit_id] unit_id: (1..8) MoKa3aTb ycTaHOB/IEHHbIe dalinbl ANLEH3UN.

- - unit_id — Homep OHWUTA B CTeke.
rename url new_url url, new_url: MN3meHUTb Mmsa daiina.

(1..160) - url — Tekyuwee nmsa daina;
CMMBO/IOB - new-url — HoBoe UMsa daiina.

CepBep TFTP He moxKeT 6bITb agpecom UCTOYHMKA U aApecoM HasHaYeHUs ANA OAHOW KO-
vadRi MaHAbl KONUpPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Yaanutb paiin test U3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

PesynbTaT BbINOJHEHUA KOMaHAbI: NOC/e NOATBEPKAEHMA dain byaeT yaaneH.

CyLwiecTByeT BO3MOXHOCTb NPOCMOTPa KOHOUIYpaLunUn ANA TEKYLLETO MECTOMNONOMKEHNA AN clenyto-
LWMX PEKMMOB KOHPUrypaLmm:

" vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vlian id}
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Tabnmua 57 — KomaHabl npocmoTpa KoHPUrypaumm ns TeKyLLLEero MectonoioXeHus

3Ha4yeHue/3HayeHue
no ymon4aHuro
show _

KomaHoa Aelicmeue

OTO6pPasnTb HACTPOMKM ANA TEKYLLETO PEXKMMA KOHOUTYpaLum.

5.7.3 KomaHObI 0nsa pe3epsuposaHus KOHgu2ypayuu

B AaHHOM pasgene OMNWCaHbl KOMAHAbI, MNpegHasHavyeHHble AAA HACTPOWMKM pe3epBMPOBaHMA
KOHUrypaLmmn No Tainmepy Uam Npu COXpaHeHUn TekyLuen KoHPurypaumum Ha flash-Hakonutene.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkume rnobanbHoi KoHOUTypaunmn MMeeT creayoLmnin Bua;
console (config) #

Tabanuya 58 — KomaHabl ynpaBaeHNa cUCTEMOWN B pexxume rnobanbHo KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

backup server server port
port

server: (1..22)
CMMBO/IOB
port: (0..65535)/nopt
no ymonuanumio (tftp —

YKa3aTb cepBep, Ha KOTOPbI byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHOUrypaumm.

- server — cTpoKa B ¢opmate «tftp://XXX. XXX XXX XXX» nam
«scp://username:password@XXX. XXX.XXX.XX»

- port — NopT Ha3Ha4YeHUA cepBepa, Ha KOTopbIN byaeT npouc-

69, scp — 22) XOAMTb pe3epBaLma KOHOUrypaumm.
no backup server Ypanutb cepsep A1A pesepBUpoBaHUA.
backup path path YKasaTb NyTb pacnonoxeHua ¢aina Ha cepsepe u npedukca
path: (1..128) daiina. MNpu coxpaHeHnn K npedukcy byaet nobaBnATbCA TeKy-
CMMBOJI0B Was AaTa v Bpemsa B popmate rrrrMmaa44MMCC.
no backup path Y8anuTb nyTu ANA pe3epBUpoBaHUA.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BkAounTb coxpaHeHue NUCTOPUU pe3epPBHbIX KOMWN.

OTKAIOYUTL COXpaHeHue NUCTOPUU pe3epBHbIX KOMNWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKa3aTb NPOMEXKYTOK BPeMeHW, MO UCTeYeHMN KoToporo byaeT
OCYLLECTBNATLCA aBTOMAaTUYECKOe pe3epBMPOBaHME KOHPUry-
paumm.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BkAounTb aBTOMaTUyYeckoe pesepBnpoBaHue KOHd)VIpraLI,VIVI.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

backup write-memory

no backup write-memory

—/BbIK/OYEHO

BK/lOUMTL pe3epBMpoBaHME KOHOUrypauuu Npu COXpaHeHum
nonb3osaTtenem KoHdurypaumum Ha flash-HakonuTens.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKNIOYEHO

BKAOUMTL OTNPaBKy MyCTOro MakeTa A/NA NPOBEPKU Hannumsa
TFTP-cepBepa (3HayeHne no yMmoa4aHuio).

OTKNOYUTL OTNPABKY MYCTOro NakeTa ANA MPOBEPKU HanUuua
TFTP-cepsepa.
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KomaHOb! pexcuma privileged EXEC

Tabanua 59 — KomaHgbl ynpasaeHma cuctemon B pexkume privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Lleiicmeue
no yMmon4aHuro
show backup OT06pa3nTb MHGOPMALMIO O HACTPOIKAX pe3epBMPOBaHUSA
- KoHbUrypauum.
show backup history OTO6pPa3nTb NCTOPUIO YCNELIHO COXPAHEHHbIX Ha cepBep
- KOHbUIrypauuii.

5.7.4 KomaHObI 019 aemomamuyecko20 06HOBMeHUA U KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o 06Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTUyeckoro obHoBneHus, 6asmpytowmitica Ha DHCP, ecan oH
BK/OYEH M MMA TekctoBoro d¢aiina (DHCP-onuusa 43, 125), copep:kawero mma obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBToMmaTUyeCcKoro 0B6HOBNEHWNS COCTOMUT M3 cneayroumnx aTanos:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIV Qalii 1 YuTaeT U3 Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaet nepsbiii 610K (512 6aiiT) obpasa NO c TFTP-cepBepa, B KOTOPOM coaep-
*¥utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro c TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa NO KommyTaTopa. ECM OHM OTAKYAOTCA, KOMMYTATOP 3arpyrkaeT 06pa3 NO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnm o6pas MO b6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaercs.

[pouecc asmomamu4ecko20 KOHGU2YypUposaHUs

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYECKOro KoHoUrypmnpoBaHusa, 6asmpytowmiica Ha DHCP, npu
BbINO/IHEHUW CeAYHOLMX YCAOBUIA:

— B KOHOUrypaumm paspeLleHo aBTOMaTMYeCKoe KOHOUrypupoBsaHue;

— otBer DHCP-cepBepa coaeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

MonyueHHbIN daitn KoHUrypauum 3arpyKaerTca B NnepBoHayYanbHyto (startup) KoHdury-
e pauumio. Mocne 3arpy3Kku KOHGUrypaLuMm KOMMyTaTop nepesarpyraercs.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHo KOHOUTYpaLMN MMeET CAeayoLWnin Bua,;

console (config) #

Tabnnua 60 — KomaHabl ynpaBaeHUa cUCTEMOW B pexume rnobanbHo KoHpUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

boot host auto-config BKAOUMTL aBTOMaTMuecKylo KoHbwurypaumio, 6asupylolytoca

—/BK/IIOYEHO 12 DHCP.
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no boot host auto-config BbIKNOYMTb aBTOMATUUECKYIO KOHOUIypauuto, 6asmpytoLytocs
Ha DHCP.
boot host auto-update BKAtounTb aBTOMaTMyeckoe obHoBneHue MO, Hasupytoweecs
Ha DHCP.
—/BKAIOYEHO
no boot host auto-update BbIkNtoUMTb aBTOMaTMUYeckoe obHoBneHue MO, 6asmpytoweecs
Ha DHCP.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPpoKM B pexkmme privileged EXEC umeet cheaytowmii Bua;:
console#

Tabanua 61 — KomaHabl ynpaBaeHma cuctemom B pexkume privileged EXEC

3HayeHue/3HayeHue .
KomaHda / Aelicmeue
o ymon4aHuro

KOHdUrypaumu.

show boot MpocMoTpeTb HACTPOMKM aBTOMATUYECKOTO OOHOB/IEHUS U

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
35265 (Eltex)
option-data + 2.
unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nmuHa cTpoku sub-option-data

obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

unsigned integer 32, #enterprise-number. VmeHTudMKaATOP NPOMU3BOIUTEJISI, BCeTIa PaBEH

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-

text #sub-option-data. MmMsa TexcTOBOTO Oarja, coImepXamero WM

filename "mesXXX-test.cfg"; #VMa KOHOUTYpaLUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1Ma TEKCTOBOTO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/ Mo ymonuyaHUIO aBTOMaTUUYECKMIA Nepexos, Ha IeTHee BPeMs OCYLLECTB/IAETCA B COOTBET-
cTBMM co cTaHaapTamu CLLA n EBponbl. B KoHpuUrypauum moryt 6biTb 3agaHbl ntobble gata

U BpemMmsa anAa nepexoga Ha sietTHee spema un 06paTHO.

KomaHOb1 pexcuma privileged EXEC

3anpoc KomaHAHOM CTPoKK B pexume privileged EXEC umeeT cneaytowmii Bua;

console#
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Tabnnua 62 — KomaHabl HACTPOMKKU CUCTEMHOIO BpemeHu B pexkunme privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymon4aHuro
clock set hh:mm:ss day hh: (0..23); Py4yHasn ycTaHOBKa CUCTEMHOrO BpemeHu (KomaHga A0CTyNHa
month year mm: (0..59); TO/IbKO AR MPUBMAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — 4acbl, MM — MWHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecay; year — rog,

show sntp configuration
[vrf {vrf_name | all}]

vrf_name: (1..32)
CUMBOJI0B

Mokas3aTb KoHbUrypaumio npoTokona SNTP.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLmu.

show sntp status [vrf

{vrf_name | all}] vrf_name: (1..32)

CMMBOJIOB

lMoKasaTb CTaTyC NPOTOKOA CUHXPOHM3auun spemeHn SNTP no
cetu.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLmu.

show ntp

MoKa3aTb TeKyllee COCTOSHME U CTaTUCTUKY Cay»Kbbl NTP.

show ntp status

MokasaTb cTaTyc NpOTOKONA CUHXPOHM3auun spemenn NTP no
ceTn.

show ntp associations
[detail]

MokasaTb MHbOPMaLMIo 0 cornacoBaHum ycTpolictea ¢ NTP-
cepBepamu 1 0AHOPAHTOBLIMU y3/1aMMU.

show ntp statistics

MNoKa3aTb CTaTUCTUKRY pa6OTbI NPOTOKOANa.

KomaHOob! pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexknme EXEC numeeT cneayowmin Bua;

console>

Tabnnua 63 — KomaHabl HACTPOMKM CUCTEMHOTO BPEMEHU B pexknume «EXEC»

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show clock

show clock detail

lNoKasaTb cMcTemHOe Bpemsa 1 Aarty.

[onosHutesibHo 0To6pasnTb NapameTpbl YaCOBOTO NOACa U
nepexoza Ha fieTHee Bpems.

KomaHObI pexcuma 2a06an6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 64 — KomaHap! 419 HAaCTPOMKM CUCTEMHOIO BPEMEHMU B pexknme rnobanbHol KoHduUrypauum

3HayeHue/3HayeHue
no ymon4aHuo

KomaHda

Aeiicmeue

clock source {sntp | ntp |
browser}

— /BHELLHWNIA NUCTOYHUK
He ucnonb3yetcs

no clock source {sntp | ntp
| browser}

Mcnonb3oBaTh BHELWHNIA UCTOYHMK A1 YCTAaHOBKM CUCTEMHOTO
BpemeHMu.
» B cnyyae HasHaAYeHMA UCTOUYHMKOM htp, YCTPOICTBO

6yAeT No yMOoYaHUIO BbINOHATb POJb Ntp-server,
OTBeuasn Ha 3anpocbl KAMEHTOB.

3anpeTuTb UCNONb30BaHNE BHELWHEro MCTOYHMKA AR YCTaHOBKM
CUCTEMHOTO BpEMEHW.
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clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHmMA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWTb 3HaYeHMe YacoBOro NosAca.

- zone — cnoBo, cGopMMpPOBaAHHOE M3 NepBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMUCcaHNe 30HbI);

- hours-offset — yacoBoe cmeLLeHNE OTHOCUTE/IbHO HYNEBOrO
mepugmaHa UTC;

- minutes-offset — MUHYTHOE CMeLLeHNe OTHOCUTENIbHO HY1eBOTO
mepuamaHa UTC.

YCTaHOBWUTb 3HAYeHME NO YMONYaHULO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HET ONu1caHusA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;
Mo ymonyanumio
nepexog, Ha feTHee
BPEMSs BbIK/NOYEH

3apath AaTy M BpEMA AN aBTOMATMYECKOro nepexoa Ha fieTHee
Bpems 1 BO3BpaTa 0b6paTHO (414 onpeaeneHHoro roga).
MepBbiM B KOMaHAE YKa3blBAaeTCA ONMCAaHME 30HbI, BTOPbIM BPEMS
L5 Nepexoa Ha IeTHee Bpems U TPeTbMM Bpems 4N1A BO3BpaTa.
- zone — cnoBo, cGOPMUPOBaAHHOE 13 NEPBbIX BYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (onuncaHme 30Hbl);

- date — uucno;

- month — mecsu;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KoAnYecTBO MUHYT, A0b6aBASEMbIX NPU NEPEXOAE Ha
NieTHee Bpems.

3apaTh AaTy M BpeMA AN aBTOMATUYECKOro Nepexoaa Ha ieTHee
BpPeMms 1 BO3BpaTa 06paTHO B PEXUME EKEroAHO.

- zone — cnoBo, cGoOpPMMPOBaAHHOE M3 NEPBbIX BYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (ONMcaHue 30HbI);

- usa — yCTaHOBUTb NPaBWU/Ia Nepexosa Ha NeTHee Bpems,
ncrnonbsyemble B CLLA (nepexos Bo BTOpOe BOCKpeceHbe mapTa,
06paTHO B NepBoe BOCKpeceHbe HOABPSA, B 2 yaca yTpa no
MeCTHOMY BPEMEHH);

- eu — YCTaHOBWUTb NPaBW/Ia Nepexoaa Ha NeTHee Bpems,
ucnonbsyemble EBpocotosom (nepexos B nocnegHee BOCKpeceHbe
MapTa, 06paTHO B NocieaHee BOCKpeceHbe OKTAbpsA, B 1 yac yTpa
no FpuHBKYY);

- hh — yacbl, mm — MUHYTbI;

- week — Hepens mecsAua;

- day — peHb Hepenu;

- month — mecsu;

- offset — KonnyecTBo f06aBNAEMbBIX MUHYT NPU Nepexose Ha
NleTHee Bpems.

OTK/OYUTL ABTOMATUYECKMNIA nepexoj Ha neTHee spema.

sntp authentication-key number: YCTaHOBUTb K/AtOY NPOBEPKMU NOAJNHHOCTM AnA npoTokona SNTP.
number md5 value (1..4294967295); - number — HOMep KAoYa;
encrypted sntp authentica- value: (1..32) - value — 3HayeHue KNoYa;
tion-key number md5 value CMMBOJIOB; - encrypted — 334aTb 3Ha4YeHMe K/toYa B 3alLlMbpPOBaHHOM BUAE.
no sntp authentication-key Mo ymonuaHuio YaanuTb K04 NPOBEPKU NOAAMHHOCTM ANA npoTokona SNTP.
number nposepka
noA/IMHHOCTH

OTKNIOYEHa

sntp authenticate —/nposepka TpeboBaTb NPOBEPKY NOAAMHHOCTM A/1A NOAYYEeHUA MHbOPMaL UK
NOANMHHOCTM He ot NTP-cepBeposB.

no sntp authenticate TpebyeTca YCTaHOBUTb 3HAYEeHUE NO YMOJIHAHUIO.
sntp source-interface {for- fo_port: (1..4); Onpegenutsb IP-uHTepdeiic uctouHmka gns naketos NTP IPv4.,
tygigabitethernet fo_port | te_port: (1..24); -vrf_name — vms BUPTya/ibHOM 061aCTU MapLipyTM3aLmu.
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}
[vrf {vrf_name | all}]

no sntp source-interface

vlan_id: (1..4094);
vrf_name: (1..32)
CUMBO/IOB
/BbIKNIOYEHO

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipve

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNOYEHO

Onpegenutb IPv6-nHTEpdeiic ncTouyHmKa gas naketos NTP IPv6.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHWIO
ncnosbayetca
CNy4YaiHbIN NopT

YctaHoBuTb SRC UDP-nopTt ana naketos NTP.
~ Mpwn ucnonbzosaHnn UDP-nopTos u3 gnanasoHa 1-1024
V npeABapUTeNbHO HYXKHO Y6eAUTbCA, YTO AaHHbIM NOpT
cB0604EH U He UCNOJIb3YETCA A4PYrMMU CEPBUCAMMU.
MopT 50000 siBNAETCA MOPTOM MO YMOIHAHUIO ANA
¢yHKUMOHana peer detection ipaddr.

YCTaHOBWUTb 3Ha4YeHME N0 YMOIYAHMUIO.

sntp trusted-key key_num-
ber

key_number:
(1..4294967295);
Mo ymonyanumio

OcyLecTsnTb NPOBEPKY NOAJNHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHU3MpyeTca ¢ nomoLbio SNTP no 3agaHHOMY Ktouy.
- key_number — HOoMmep KAtoua.

no sntp trusted-key npoBepka YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
key_number NoAJ/IMHHOCTHU
OTK/IOYEHA
sntp broadcast client ena- PaspewunTtb paboTy WnpoKosewaTesbHbix SNTP-KnveHTOB.
ble {both | ipv4 | ipv6}
no sntp broadcast client en- —/3anpeuwerio YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
able
sntp anycast client enable PaspewunTtb paboTy SNTP-KiMeHTam, NoaaepKMBaoLWUM MeTos,
{both | ipv4 | ipv6} PACCbI/IKM NAKETOB, NO3BONAOLMIA NOCbIIATL AAHHbIE
—/3anpeleHo 6uKaliemMy YyCTPOMCTBY U3 rpynnbl NoayyaTenen.
no sntp anycast client ena- YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
ble
sntp client poll timer sec- seconds: YcTaHoBUTL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTb paboTy SNTP-KNMeHTam, NOALEPKUBAIOLWMM METOL,
pPaccblIKM NaKeToB, NO3BOAAIOLMI MOCLINATL AAHHbIE
6uKaliemMy yCTPOMCTBY U3 FPYyNMbl NONyYaTeNnemn, a TakKe
WwnpoKosewaTenbHbiM SNTP-kaneHTam ana BblIOpaHHOro

| vlan vian_id} tl;o—poor;t_: ((;[12?5 nHTepoeiica.
:cf)u _'(1 .4'18)', - nogpobHoe onucaHme UHTephEcoB U310XKEHO B pasgene
g .p. v «KoHourypauua nHtepdeiicos».
- vlan_id (1..4094)
no sntp client enable {for- YCTaHOBUTbL 3HaYEHUE NO YMONYAHUIO.
L. /3anpelueHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewunTtb paboTy ogHoaapecHbIx SNTP-KnveHTOB.

no sntp unicast client ena- —/3anpeleHo YCTaHOBUTb 3HaYEHWE NO YMONYAHUIO.

ble

sntp unicast client poll PaspelnTtb NocneaoBaTeNbHbI ONPOC 3aAaHHbIX 04HOAAPECHbIX
— /3anpeweHo SNTP-cepBepoB.

no sntp unicast client poll

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [poll] [priority
priority] [key keyid] [vrf
{vrf_name | all}]

priority: (0..255)/0
hostname: (1..158)
CUMBO/IOB;
keyid:
(1..4294967295);
vrf_name: (1..32)

3apatb agpec SNTP-cepsepa.

- priority — npuopwuTeT CepBepa: NPU YCNOBUMN PABHbIX 3HAYEHU N
CTPATYMOB CUHXPOHM3aLMA BpeMeHU byaeT BbINONHATLCA C
cepBepom, Yy KOTOpOro Hambosbliee 3HaYeHne NnpuopuTeTa;
- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — IPv6z-aapec y3na cetu ana ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbil IPv6-aapec KaHana;
interface_name — nms ncxogsailero uHtepderica 3agaerca B
cnepyolem popmare: vlan {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOE UMSA y31a CceTy;

- poll — BK/OYaeT onpoc;

- keyid — npgeHTUOMKATOP KAOYa;

cvmsonos - vrf_name — uMa BUPTYanbHON 061aCTV MapLIpyTHU3aLMK.
no sntp server Ypanutb cepsep 13 cnucka SNTP-cepsepos.
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [vrf {vrf_name |
all}]
ntp source-interface {for- fo_port: (1..4); Onpegenutsb IP-uHTepdeic nctouHmKa ansa naketos NTP IPv4.
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);

loopback /b_port | tunnel
tn_port | port-channel
group | vlan vian_id}

no ntp source-interface

tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094);
/BbIK/IIOYEHO

YCTaHOBWUTb 3HaYeHue Nno YMONYaHUIO.

ntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group |

| vlan vian_id}

no ntp source-interface-
ipv6

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIK/OYEHO

Onpegenutsb IPv6-uHTepdelic nctouHmKa ana naketos NTP IPv6.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ntp {server | peer}
{ipv4_address | ipv6_ad-
dress | hostname} [version
version]

version: (1..4)/4
hostname: (1..158)

3apatb agpec NTP-cepBepa nnv ogHOPaHroBoro y3na.
- ipv4_address — IPv4-agpec y3na ceTty;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — pomeHHOe UMA y3na ceTy;

- version — onpeaenvTb BEPCMIO NPOTOKOA ntp.

no ntp {server | peer} cMMBonos Ypanutb cepsep 13 cnnucka NTP-cepsepos.

{ipv4_address | ipv6_ad-

dress | hostname}

clock dhcp timezone PaspewunTb NnoNyyeHre Taknx AaHHbIX KaK YacOBOW MOAC U lIeTHee
— /3anpetweHo Bpems oT DHCP-cepsepa.

no clock dhcp timezone

3anpeTuTb NONYyYEeHME TaKMX AaHHbIX KaK 4acoBOM MOAC U NIeTHee
Bpemsa oT DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKM B peXXMMe KOHOUIypauum nHtepdenca umeeT cneayowmnii Bua;:

console (config-if)#

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

111



HELTEX

Tabnnua 65 — KomaHApl 414 HAaCTPOMKM CUCTEMHOIO BPEMEHMU B pexknume KoHourypaumm nHtepdeitca

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymoa4aHuro
sntp client enable PazpewwnTtb paboty SNTP-KAMEHTY, KOTOPbI NOAAEPHKUBAET
MeTOZ, PacCbl/IKM NaKeToB, NO3BONAIOLWMIA NOCbINATL AaHHbIE
ycTpoicTBy BanKawemy 13 rpynnbl NoaydYaTenein, a Takke

WwnpokoselwatenbHoMy SNTP-KAMeHTY Ha HacTpaneBaemom

nHTepodeiice (Ethernet, port-channel, VLAN).

—/3anpeweHo

no sntp client enable YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.

[pumepebl 8b1M0AHEHUA KOMAHO

=  OT10b6pasuTb CUCTEMHOE BPeMsa, AaTy U AaHHbIe M0 YacOBOW 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUnMn BpeMeHU OTOGpE])KHETCFl C noMmouwbto AONO/THUTENIbHOIO CMMBO1a
nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme o0b03HauyeHuA:

— TouKa (.) 03HauaeT, YTo Bpemsa AOCTOBEPHO, HO HET CUHXPOHM3aLMK C cepeepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA [OCTOBEPHO N CUHXPOHU3ALMA €CTb;
— 3Be3go4ka (*) o3HauaerT, YTo Bpems HeJoCTOBEPHO.

= 334aTb A4aTy M BpemA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009
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=  OTvobpasuTb cTtaTyc npoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum 0 3
Status :oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbllle CUCTEMHOE BPEeMsi CUHXPOHM3MPOBaHO OT cepBepa 10.10.10.1, nocnegHuit oTeeT
nosayyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BPEMEHMU C BpemeHem Ha cepsepe coctasmno 1.04 c.

= VYKasaTtb ntp-server:

console (config) #clock source ntp
console (config) #ntp server 10.10.10.1

= YKasaTtb ntp-peer:

console (config) #clock source ntp
console (config) #ntp peer 10.10.10.1

= YKasaTtb sntp-server gna unicast—pemmma:

console (config) #clock source sntp

console (config) #sntp client poll timer 60
console (config) #sntp unicast client enable
console (config) #sntp unicast client poll
console (config) #sntp server 10.10.10.1 poll

Ona NTP-knuneHTa B Bepcusax Hxe 4.0.23.1 gonyctuma cneayrowas KOHoMrypaumsa:

console (config) #clock source ntp
console (config) #sntp server <IP-azmpec> poll

HauunHas c Bepcumn 4.0.23.1 KoHoUrypaumsa NTP-KanMeHTa MsSmMeHeHa B CBA3W C NOJIHOM Noaaep KoM
npotokona NTP:

console (config) #clock source ntp
console (config) #ntp server <IP-anmpec> poll
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5.9 KoHo}urypauuma BpemeHHbIX UHTepBanos time-range

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKK B pexkume rnobanbHOM KOHOUIypaumu:

console (config) #

Tabanuya 66 — KomaHabl pexkmma rnobanbHoM KoHpUrypauum

3HayeHue/3HayeHue
no ymon4aHuo

KomaHda

Aelicmeue

time-range time_name
time_name: (0..32)
cMmBoNa

no time-range time_name

CosgaTb time_range v BX0OA, B PeXMUM KOHOUTYpaLumn BpeMeHHbIX
WMHTEPBaNOB.
- time_name — umsa npoduna HacTpoek time_range.

Yanutb BpeMeHHOM MHTepBa.

KomaHObI pexcuma KoHgu2ypauuu 8pemMeHHbIX UHMepsano8s

console# configure

console (config)# time-range range name

console (config-time-range) #

Tabnnua 67 — KomaHapl pexxnma KoHPUrypaLmm BpeMEHHOTo MHTEPBAa

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3afaTb Ha4yano v (MNn) KoHel, BPeMEHHOTO UHTepBana B popmaTe:
date month year mm: (0..59); Yyac: MUHYTa feHb MecsL, rof.
date: (1..31); YaanuTh BpeMeHHOI MHTepBan.

no absolute {end | start}

month: (jan..dec);
year: (2000..2097)

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOM MHTEPBaA B TEYEHWE OLHOIO M3 AHEN Heaenn
W/IN KaXKA0ro [HA Heaenu.

Y4anutb BpeMeHHOM HTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BPEMEHHOM MHTEPBAs B TEYEHUE HeAenu.

YpanuTb BpeMeHHOM uHTepsann.

KomaHObI pexcuma KoHguaypayuu uHmepgelicog Ethernet u Port-Channel

Bupa 3anpoca KomMaHAHOM CTPOKU B peXKUME KOHOUTypaummn nHtepodeicos:

console (config-if)#

Tabanua 68 — KomaHabl pexkmma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

operation time time_name

no operation time

time_name: (0..32)
cMMBONIA

3apatb time-range, onpegenaowmii BpeMeHHOW UHTepBa, B KO-
TOopom MHTepdeic byaeT HaxoAnTbesa B cocTosiHum Up.
- time_name — vma npoduns HacTpoek time-range.

YanuTb BpeMeHHOM MHTepBa.
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5.10 KoHdurypauua unrepdeiicos n VLAN

5.10.1 NMapamempeol Ethernet-unmepdelicos, Port-Channel- u Loopback-unmepdgpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range

{..} | loopback lIloopback id}

console (config-if) #

[aHHbIA pexXmMm [OCTyneH M3 pexuma KoOHPUrypaummu u npepHasHayeH AAA 3afaHUA NapameTpos
KOHUrypaumm nHtepdeica (nopta KOMMyTaTopa UK rPynnbl MOPTOB, PaboTaloWmX B PEXKMME pasaeneHus

Harpysku), in6o avanasoHa nHTepdencos.

Bbibop nHTEpdeinca ocywecTBAAETCA NPY NOMOLLM KOMaHA,:

Ona MES5324

Tabanuya 69 — KomaHabl Bbibopa nHTepdelica aaa MES5324

KomaHoa

Ha3HauyeHue

interface fortygigabitethernet fo_port

Ons HacTpoliku 40G-uHTepdelicos

interface tengigabitethernet te_port

AnA HacTponkn 10G-nHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ONA HAaCTPOWMKM rpynn KaHanoB

interface oob

015 HAaCTPOMKM UHTepdeiica ynpaBaeHusa

interface loopback /oopback_id

ON1R HAaCTPOMKM BUPTYabHbIX MHTepdeincos

roe:

— group — NOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— fo_port — nopsaakosbii Homep 40G-uHTepdeiica, 3agaetca s suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaaxosbiit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopapKoBblit HOMepP BUPTYanbHOro MHTepdelica, obuiee KOAMYECTBO COMNACHO Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabanua 70 — KomaHgabl Bbibopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,

MES2324P ACW, MES2324F, MES2324FB

KomaHoa

Ha3sHayeHue

interface tengigabitethernet te_port

O1A HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HACcTPOMnKKM 1G-uHTepdencos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface oob

ONA HAacTPOMKKM UHTepdelica ynpasneHuna (MHTepdelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)

interface loopback /oopback_id

[OJ1 HACTPOMKM BUPTYabHbIX MHTepdencos

roe:

— group — NopsAAKOBbIA HOMep rpynnbl, obLiee KOAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;
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— gi_port — nopsaaxosbin Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..24;
— loopback_id — nopsaxkoBbiit HOMep BUPTyanbHOro MHTepdeica, obliee KoMYEeCTBO COr/lacHO Tab-
nvue 9 (ctpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

[Ona MES2348B, MES3348, MES3348F

Tabnnua 71 — KomaHab! Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3sHayeHue

interface tengigabitethernet te_port

ona HacTtpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpoliku 1G-uHTepdeincos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback /oopback_id

DO HACTPOMKM BUPTYaNbHbIX MHTEpdeincoB

roe:

— group — NOPAZKOBbIA HOMEP rpynnbl, obliee KoaMYecTBo coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbli Homep 10G-uHTepdelica, 3agaerca B suae: 1..8/0/1.. 4;

— gi_port — nopsaxosblit Homep 1G-uHTepdeiica, 3aaaetca B8 suge: 1..8/0/1..48;

— loopback_id — nopagakoBblit HOMeEp BUPTYanbHOro MHTepdeica, oblLLiee KOIMYeCcTBO COrnacHo Tab-
nue 9 (ctpoka «Konnuectso BMpTyasnbHbIx Loopback-uHtepdeiicos»).

[ina MES3316F

Tabanua 72 — KomaHgb! Bblbopa nHTepdelica ana MES3316F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

Ons HacTpolikn 10G-uHTepdelicos

interface gigabitethernet gi_port

ONR HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaios

interface oob

AN HacTpoMKK uHTepdelica ynpasnerus (MHTepdeiic ynpasne-
HWA NPUCYTCTBYET HE HAa BCEX KOMMYTATOpPax)

interface loopback /oopback_id

[OJ19 HAaCTPOMKM BUPTYabHbIX MHTEpdecos

roe:

— group — NOpAAKOBbIN HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopazkoBblit HOMep BUPTYasbHOrO MHTepdelica, obliee KOAMYECTBO COrNacHoO Tab-
nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES3308F

Tabnnua 73 — KomaHab! Bbibopa uHTepdelica ana MES3308F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

Ons HacTpolikv 10G-uHTepdelicos

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

[ANA HACTPOMKM rpynn KaHanos

interface oob

ONA HAcTPOMKM MHTepdelica ynpasneHuna (MHTepoelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCEX KOMMYTaTopax)

interface loopback /oopback_id

[OJ15 HACTPOMKM BUPTYabHbIX MHTepdeincos

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);
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— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopagKosblii Homep 1G-uHTepodelica, 3agaerca B suge: 1..8/0/1..8;

— loopback_id — nopagkosblit HOMep BUPTYasbHOrO MHTepdelica, obliee KOAMYECTBO COMNAacHO Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdericos»).

Ona MES2328|

Tabnnua 74 — KomaHgbl Bbibopa uHTepdelica ana MES2328I

KomaHoa

Ha3sHnayeHue

interface tengigabitethernet te_port

ona HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

LA HacTpoliku 1G-uHTepdeicos

interface port-channel group

[ANA HAaCTPOWKM rpynn KaHanoB

interface oob

O HAaCTPOWKKN nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)

interface loopback /oopback_id

[O1A HAaCTPOMKMN BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaxosbiit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..28;
— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KONMYECTBO COrlacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2308 u MES2308P

Tabnuua 75 — KomaHabl Bbibopa nHtepdeinca ana MES2308, MES2308P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

O1A HACTponKK 1G-uHTepdencos

interface port-channel group

L1 HACTPOMKM TPynn KaHanos

interface loopback /oopback_id

ONA HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..12;
— loopback_id — nopagkoBblit HOMep BUPTYanbHOro UHTepdenca, obLiee KoIMYecTBo COrnacHo Tab-
nvue 9 (cTpoKa «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES2308R

Tabnunua 76 — KomaHabl Bbibopa uHTepdelica ana MES2308R

KomaHoa

Ha3HaueHue

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback /oopback_id

[OJ1 HACTPOMKM BUPTYabHbIX MHTepdencos

roe:

— group — NopsAAKOBbIA HOMep rpynnbl, obLiee KOAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopagaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..10;
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— loopback id — nopsagKoBbii HOMep BUPTYyanbHOro UHTepdelica, obliee KOANMYECTBO COrlacHO Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ona MES3508 n MES3508P

Tabnunua 77 — KomaHab! Bbibopa uHTepdelica ana MES3508 n MES3508P

Komanda HasHa4yeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group [ON1A HAaCTPOWMKM rpynn KaHanoB
interface loopback loopback_id [ON1A HAaCTPOWMKMN BUPTYaNibHbIX MHTEpdelicoB

rae:

— group — NOPAAKOBbIA HOMEP rpynnbl, obliee KoaMYecTBo coriacHo Tabaunue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..10;

— loopback _id — nopsagKoBbii HOMeEP BUPTYyanbHOro MHTepdelica, obliee KOJINMYECTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES3510P

Tabnnua 78 — KomaHabl Bbibopa uHTepdeiica ana MES3510P

Komanda Ha3HayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-uHTepdeicos
interface port-channel group [ONA HAaCTPOWMKM rpynn KaHaoB
interface loopback /oopback_id 0115 HAaCTPOMKM BUPTYabHbIX MHTepdeicos

rae:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKa «Arperaums
KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetcs 8 suge: 1/0/1..12;

— loopback_id — nopazkoBblit HOMep BUPTYasibHOrO MHTepdelica, obliee KOAMYECTBO COrNacHO Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

3anucb uHTepdeiica

1..8/0/1..N

HOMep YCTPOWNCTBaA B CTEKE HOoMep c/ioTa Homep MHTepdelica

KomaHZbl, BBeZEHHble B peXuMMe KOHPUrypauum uHTepdeica, NpUMeHsatoTca K BblbpaHHOMY
nHTepdelicy.

Huyke npuBepeHbl KOMaHAbl 417 BXO4A@ B PEXMMM HaCTpoKKM aecsToro Ethernet-uHtepdeiica (ans
MES5324) nepBoro ycTpoiCTBa B CTEKE U BXO/a B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #
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Bbl6op AManasoHa MHTepdencoB OCyLLEeCTBAACTCA MPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — pna HacTpoliku ananasoHa fortygigabitether-
net-nHTepdencos;
— interface range tengigabitethernet portlist — gna HacTpoliku ananasoHa tengigabitether-
net-nHTepdencos;
— interface range gigabitethernet portlist — pna HacTpoMku amanasoHa gigabitethernet-

nHTepdelicos;

— interface range port-channel grouplist — pna HacTpoMKu gManasoHa rpynn NopToB.

KomaHabl, BBeAEHHbIE B AaHHOM pexXnme, NPUMEHAKTCA K Bbl6paHHOMy AnanasoHy MHTep(bel\;ICOB.

Huke npuBeaeHbl KOMaHAbI 415 BXOLA B PEXMM HAaCTPOIMKM aManasoHa Ethernet-uHtepodeiicos ¢ 1 no
10 (ans MES5324) n ans BxoAa B PEXKMM HACTPOMKM BCEX FPYNN NOPTOB.

console# configure

console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure

console (config)# interface range port-channel 1-8
console (config-if) #

Tabnnua 79 — KomaHabl pexkmma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
o ymon4aHuio
shutdown BbIKNOUUTb KOHUTYpUpyemblili nHTepdelic (Ethernet, port-
—/BK/IOYEH channel).
no shutdown BKkAtounTb KOHOUIYpUpyembli MHTEpdENiC.
description descr descr: (1..64) [o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).
no description cumBonos/Het .
Ypanutb onvcaHue uHtepdeiica.
onucaHusa

speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesayn faHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYEHME MO YMONYAHMIO.

duplex mode

no duplex

mode: (full, half)/full

3afath pexum gynnekca uHtepdeiica (moaHogynneKcHoe
coeamnHeHne, NONyAynieKkcHoe coeamHeHune, Ethernet).

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

unidirectional send-only

no unidirectional

—/BbIK/OYEHO

Bkntouutb nopr, OCHaLLJ,eHHbIVI ABYyHanpaBaeHHbIMU
npuemonepenatinkamm, B pexkmm O,D‘HOHaI'IpaB}'IeHHOlZ
nepegavun.

V TonbKko ana MES3508, MES3508P.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/IIOYMTb aBTOCOrIaCOBaHME A1A CKOPOCTU M AyneKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpeseneHHble
COBMECTMMOCTV NapameTpa aBTOCOr/IacoOBaHNUsA, €C/IM NapameTpbl
He 3aJlaHbl, TO NOAAEPKMBatOTCA Bce coBmecTumocTtu (Ethernet,
port-channel).

BbIKNIOUUTbL aBTOCOrNAcoBaHWE A8 CKOPOCTU U AynaeKca Ha
HacTpavBaemom uHTepbelice.

negotiation bypass

no negotiation bypass

—/BKNOYEHO

BbIKNOUMTb NPONYCK NpoLesypbl aBTOCOM/1aCoBaHUA, eCu
napTHEpP Ha BCTpe‘-IHOl71 CTOpPOHe He OoTBeYaerT.

BkAouMTb NPONYCK NpoLeaypbl aBTOCOrNAacoBaHWUA, eCnu NapTHep
Ha BCTpe“IHOI\/'I CTOpPOHE He oTBeYaeT.
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flowcontrol mode

mode: (on, off,

3apaTb pexkum ynpasnerHua notokom flowcontrol (BkAtounTb,
OTK/IOYUTb AWM aBTOCOFIacoBaHNe). ABTOCOrnacoBaHue
flowcontrol paboTaeT TONbKO B Cy4Yae, eCU PeXRnm

auto)/off aBTOCOrNacoBaHMA negotiation BKAOYEH Ha HacTpaMBaemom
nHtepoerice (Ethernet, port-channel).
no flowcontrol OTKNIOUYUTD PEKMM YNpaBJAEHUA MOTOKOM.
back-pressure BKAtoUNTb GYHKLMIO «06PaTHOrO AABNEHMA» HA HACTPaMBAaEMOM
nHTepderice (Ethernet).
—/BbIKAOYEH

no back-pressure

BbIK/MOUNTL QYHKLUMIO «0BPATHOrO AaBAEHUA» HA HACTPaUBaeMOM
UHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCcTaHOBWTb Neprog, B TeUeHUe KOTOPOro cobnpaeTca cTaTUCTUKa
0 Harpyske Ha uHTepodeiice.
V Mpw aTOM MHTepBan pacyérta CYETYNKOB He
n3meHsaeTcA.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6paTh TMN KOMBO-NOPTa B Ka4YeCcTBe OCHOBHOMO HOCUTENA.
-force-fiber — paspelieHa akTMBHOCTb TO/IbKO ONTUYECKOM YacTu
KOMb0-nopTa;

-force-copper — paspelleHa akTUBHOCTb TO/IbKO MeZHOM YacTu
KOMb0-nopTa;

-prefer-fiber — npenMmyuLecTBo onTUYeckoro AnHKa.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

mtu size

no mtu

size: (128..1500)/1500
6anT

YcTaHOBUTb 3HaUeHMe maximum transmission unit (MTU)
/' HacTpoiika MTU He pa6oTaeT gna TpaH3UMTHOro TpaduKa.

HacTpoiika npumeHseTca nocae nepesarpysku
V ycTpoiictea.

’ 3HaueHue mtu He BKatovaeT B ceba 18 6aiiT,
. npuxoanawmeca Ha 3aronosok Ethernet u KoHTponbHyO
cymmy (FCS).

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

snmp trap link-status

no snmp trap link-status

—/BKNIOYEHO

BKntounTb otnpaBky SNMP trap-coobLueHuii o cocTosHUM
MHTepdEeNCHbIX TMHKOB.

OTKAtounTb oTnpaBky SNMP trap-coobLueHni.

hardware profile portmode
{1x40g | 4x10g}

—/1x40g

MNepeknountb pexkum noptoB XLG1-XLG4.

V‘ KomaHpa AocTynHa ToAbKO ANA NOPTOB
fortygigabitethernet ycrpoiictBa MES5324.

V HacTpoiika npumeHsaeTca nocne nepesarpysku
ycTpoiicTea.

feccl74

fec off

—/BbIKOYEH

BKOUNTL perMm NpAMOI KoppeKLmm owmnbok cl74 Ha
HacTpanBaemMom UHTepoerice (XLG1-XLG4).

V KomaHaa AOCTyNHa TONbKO ANA NOPTOB
fortygigabitethernet ycrpoiictBa MES5324.

V‘ KomaHaa HeaoCTynHa ANA CTEKOBbIX JIMHKOB.

OTKAOUUTD PEXUM NPAMOI KOPPEKLMM OLINBOK.

ip tcp adjust-mss value

no ip tcp adjust-mss

value:
(500..1460)/1460 6aiit

HasHauutb pumsunyeckomy nHTepoeiicy Ethernet pasmep TCP
Maximum segment size.
' Ucnonb3yetca npu Haamuuu IP address Ha uHTepdeiice.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumuu:

console (config) #

Tabnmua 80 — KomaHabl pexxmma obLmx HacTpoek nHtepdeica Ethernet n Port-Channel

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

port jumbo-frame

Paspewntb KomMmyTaTopy paboTaTb C Kagpamu 60bLIOTO
pasmepa.

V 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.

HacTpoiika BCTYNUT B cMy TONbKO Noc/ie nepesarpysku

flapping/paspeweHo

no errdisable recovery
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |

—/3anpeuero ycTpoiictaa.
| 3HaueHMe maximum transmission unit (MTU) npu

V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpetTnTb KOMMyTaTOPYy PaboTaTh € Kagpamu 60/1bLIOTO

pa3smepa.
errdisable recovery cause BK/IIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne ero
{all | loopack-detection | OTK/IIOUYEHUA B CIeAYHOLLMNX CAyYanX:
port-security | dotlx-src- - loopback-detection — 06Hapy:keHue netensb;
address | acl-deny | stp- - port-security — HapylweHue 6e3onacHOCTK Ana port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxKaeHuWe ayTeHTUGUKaLUN,
guard | unidirectional-link OCHOBaHHOM Ha MAC-agpecax nosib3osaTenei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnvcKkam goctyna (ACL);
flapping | I12pt-guard | pvst - stp-bpdu-guard — aktuBauus 3awmTtl BPDU Guard (nepeaava
| vpc | arp-inspection | HecaHKLMOHMPOBaHHOro naketa BPDU yepes nHtepdeiic);
dhcp-rate-limit} - stp-loopback-guard — o6Hapy:keHue netenb npoTokosiom STP;

- udld — akTmMBauma 3awmuTbl UDLD;

- storm-control — 3awmTa oT «WTOPMa» A4/1A Pa3INYHOTO

Tpaduka;

- link-flapping — dnannuHr nuHka;

—/3anpeweHo - 12ot- d—
link. pt-guar NpeBbILIEHME KOIMYECTBA BXOAALLMX NAKETOB

dyHKuuK L2PT;

- pvst — owmnbKKM npoToKona PVST;

- vpc — owmnbKM npotokona VPC;

- arp-inspection — owmn6bKM KoHTpons npoTokona ARP;

- dhcp-rate-limit — npesbilweHne KonnyecTBa NPUHATLIX DHCP-
naKkeToB Ha NopTy.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

link-flapping}

errdisable recovery interval YCTaHOBWTb BPEMEHHOM MHTEPBaN ANA aBTOMATUYECKOro
seconds seconds: NOBTOPHOTO BKAIOYEHUA MHTepdelica.

no errdisable recovery (30..86400)/300 ¢ YCTaHOBWTb 3HaYEHME MO YMOIYAHMIO.

interval
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default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

C6poCcnTb HACTPOMKKN MHTepdeirca uam rpynnol UHTEPHENCOB Ha
3HaYeHwuA, YCTaHOBJ/IEHHbIE MO YMONYAHWIO.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console#

Tabnnua 81 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear counters

C6pocKTb CTaTUCTUKY ANA BCeX MHTepdencoB.

clear counters {oob | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

CbpocuTb CTaTUCTUKY ANA uHTepdeiica.

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTMBMPOBATbL MOPT UK FPYNNY NOPTOB, BbIKNHOHYEHHbIX KOMaHA0M
shutdown.

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cBOAHY MHPOPMALMIO O COCTOSIHUM, HAaCTPOMKe U
CTaTUCTUKe NOopPTa.

show interfaces configura-
tion {oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb KoHbUrypaumio nHTepdencos.

show interfaces status

MoKa3aTb cocToAHWUE BCeX MHTephEncoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNoka3aTb cocToAHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOINAacoBaHWA, 06bABAEHHbIe ANA BCexX
UHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb MapameTpbl aBTOCOIACOBaHNA, 06bABIEHHbIE ANA
Ethernet-nopTa, rpynnbi NnopTos..

show interfaces description

Moka3aTb onucaHua Bcex nHTepdeiicos.
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show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb onucaxue Ethernet-nopTta, rpynnbi NOpPTOB.

show interfaces counters

MoKas3aTb CTaTUCTUKY N5 BCEX UHTePdEliCcOoB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANA MHTepdelica.

show interfaces utilization

MoKa3aTb CTaTUCTUKY NO HarpysKe A4/ Bcex nHTepdeicos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cTaTUCTUKY Mo Harpy3ke ana Ethernet-nuHtepdelica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ans untepdelica.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM AN aBTOMATUYECKOM NOBTOPHOM aKTUBALUK
nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb NPUYMHY OTKAKOYEHMA NOPTa, FPYNMbl MOPTOB U
COCTOSIHME aBTOMATUHECKON aKTUBALIUN.

show hardware profile
portmode

Mokasatb pexum noptos XLG1-XLG4.

V' KomaHpa paoctynHa TonbKo ana MES5324.

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Mdix

Port Type

Mode Port Mode
gil/0/1 1G-Copper
-— Access
gil/0/2 1G-Copper
-— Access
gil/0/3 1G-Copper
-— Access
gil/0/4 1G-Copper
-— Access

Duplex

Speed Neg

Flow Link Uptime Back

ctrl State (d,h:m:s) Pressure

Down -= -=

Down -= -=

Down -= -=

Down -= -=
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gil/0/5 1G-Copper
-= Access
gil/0/6 1G-Copper
-= Access
gil/0/7 1G-Copper
- Access
gil/0/8 1G-Copper
- Access
gil/0/9 1G-Copper
- Access
gil/0/10 1G-Copper
- Access
gil/0/11 1G-Copper
- Access
gil/0/12 1G-Copper
- Access
gil/0/13 1G-Copper
- Access
gil/0/14 1G-Copper
- Access
gil/0/15 1G-Copper
- Access
gil/0/16 1G-Copper
- Access
gil/0/17 1G-Copper
- Access
gil/0/18 1G-Copper
- Access
gil/0/19 1G-Copper
- Access
gil/0/20 1G-Copper
- Access
gil/0/21 1G-Copper
- Access
gil/0/22 1G-Copper
- Access
gil/0/23 1G-Copper
- Access
gil/0/24 1G-Copper
- Access
tel/0/1 10G-Fiber
Off Trunk
tel/0/2 10G-Fiber
Off Trunk
tel/0/3 10G-Fiber
- Access
tel/0/4 10G-Fiber
- Access

Ch Type Duplex

Full

Full

10000 Disabled Off

10000 Disabled Off

Speed Neg

Flow
control

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Up

Up

Down

Down

Link

Stat

e
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present

00,04:37:36

00,04:37:10

Disabled

Disabled
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MoKasaTb CBOAHYHO MHPOPMALMIO O COCTOAHUK, HACTPOMKe U cTatucTuKe Ethernet-nopra (pexunm

OTObparkeHUs CTaTUCTUKM KnaccudmKkaumm Tpadmka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1

Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41

Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000

Link is down for 0 days, 0 hours, 3 minutes and 28 seconds

Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

O O OO OO OooOo

(@]

Output queues: (queue #: packets passed/packets dropped)

1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O J oUW

lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBaHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -
tel/0/2 10G-Fiber Disabled --
tel/0/3 10G-Fiber Disabled -
tel/0/4 10G-Fiber Disabled --

fol/0/3 40G-Fiber Disabled --

fol/0/4 40G-Fiber Disabled -

gil/0/1 1G-Copper Enabled Slave

Pol - Enabled Slave

Po2 -= Enabled Slave

Po8 -- Enabled Slave

Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h,
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= [loKasaTb CTAaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

- [ToKa3aTb CTaTUCTUKY NO rpynne KaHanosB 1:
console# show interfaces counters port-channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: O

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0
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= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 82 — OnucaHme cHeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6aliToB.
InUcastPkts Konnyectso NPUHATBLIX 04HOAAPECHbIX NAKeTOB.
InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.
InBcastPkts Konnyectso NPUMHATBIX LWWUMPOKOBELLATeNbHbIX NAaKEeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeToB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOa4pPEeCHbIX MAaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWUMPOKOBeELLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTLIO (C KoAnMYecTBom HanT
He COOTBETCTBYIOLLMM AJINHE) 1 He NPOLeanX NPOBEPKY KOHTPOIbHOM CyMMbl
(FCS).

FCS Errors

Konnyectso npuHATLIX KaAPOB C KONMYECTBOM HaiT, COOTBETCTBYIOLMM A/IUHE, HO
He NpoLeALnX NPOBEPKY KOHTPObHOMU cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOB/EYEHHbIX B €4MHUYHYIO KO/IM3MIO, HO BNOC/IeACTBUM ne-
penaHHbIX ycnewHo.

Multiple Collision
Frames

Konnuectso KagpoBs, BoBaeYeHHbIX 6onee 4em B OA4HY KONNM3UIO, HO BNOCAEACTBUN
nepesaHHbIX yCNeLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NomMbITKa nepegayn oT10XKeHa 1U3-3a 3aHA-
TOCTU Cpeabl nepenayun.

Late Collisions

Konunuectso cnydaes, Koraa Konnmsma sadmMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM nepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblan nepegaHbl U3-3a M36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

KonnyecTtBo cny4vaes, KOrga COCTOAHME KOHTPOA HeCYLLI.ef;i 6b110 noTepAHo, nmbo He
yTBEPXKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Konnyectso NpMHATLIX NAaKETOB, Pa3Mmep KOTOPbIX NPEBbLILLAET MaKCUMabHbIN pas-
peLleHHbI pasmep Kagpa.

Internal MAC Rx
Errors

Konnuectso KagpoB, KOTOpPble He bW NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
ownbKKu npnema Ha yposHe MAC.
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Symbol Errors

[na vuTepdelica, paboTatouiero B pexkmme 100 M6UT/c — KOANYECTBO CyYaes, Ko-
roa UMenca HefonNyCTMMbIA CUMBO/ A@HHbBIX, B TO BPEMA KaK NpaBu/ibHas HecyLan
6blna npeacTaBneHa.

[nsa nutepdeiica, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YeCTBO C/ly4yaeB, KOrga cpeacTsa Npuema 3aHATbl B TeYEHME BPEMEHU, PaBHOMY UK
6onbwemy yem pasmep cnota (slotTime), M B Te4EHME KOTOPOTO MMENOCh XOTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh oWwWMOKY npuema gaHHbIx (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vuTepdelica, paboTatoLiero B N0 HOM AynaeKcHOM pexxume 1000 M6éuT/c —
KOZIMYECTBO C/ly4YaeB, KOr4a CpeacTBa NPUEMa 3aHATbI B TeYEeHWE BPEMEHM, PaBHOMY
unu 6onblieMy YeM MUHUMAJbHBIM pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro Mmesnoch xoTa 6bl 0oaHO cobbiTne, KOTopoe 3acTasnseT PHY Bbigasatb
olWKnbKy nprMema faHHbIx (Data reception error) Ha GMIL.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaumu PAUSE.

Transmitted Pause
Frames

Konnuyectso nepegaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 83 — KomaHabl pexkmuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

vlan database

— MepeliTn B pexxmm KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

HbIX AN1A BHYTPEHHEero ncnonb3oBaHUA;

LEHHbIX A1 BHYTPEHHEro MCMno/b30BaHus;
VLANIist: (2..4094)

- add — no6asuTb yKkasaHHble VLAN ID B nepeyeHb 3anpeLueH-

- remove — yaanuTb ykasaHHble VLAN ID 13 nepeuHA 3anpe-

- except — f06aBUTb B NepeyeHb 3anpeLLeHHbIX AN BHYTPeH-
Hero ucnosnb3osaHuma sce VLAN ID, 33 UCKAOYEHMEM YKa3aHHbIX
B KayecTBe NnapameTpa;

- none — ounctuTb nepeyeHb VLAN ID, 3anpelyeHHbIX 418 BHYT-
PEHHEr0 MCNOb30BaHMA.

vlan mode {basic | tr101}

—/basic

BKOUMTL BO3MOXKHOCTb A06aBNeHUA Ha GpU3MUECKOM UHTep-
delice B peume customer cpasy AByX uAeHTUOMKATOpPOB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntoumTb cbOp cTaTUCTUKM ana ananasoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTb C60p CTaTUCTUKKN ONA YKAa3aHHOIo ANana3oHa.
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vlan tr101 map inner-vlan
c_vian_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdelice cpasy 2 MaeHTUPUKaTopa
VLAN (B pexkume customer), 6a3mpytoacb Kak Ha s_vlan_id, Tak
1 Ha c_vlan_id. Mpu aTom aelicTBue BbINOAHAETCA TO/IbKO AN1A
Tpadwmka, uaywero ¢ uHTepdelica, yKasaHHOro B JaHHOWM
HacTpoWKe.
- c_vlan_id — ngeHTMdMKaLMOHHbIV HOMep BHYTpeHHe VLAN.
- interface — cnucok uHTepdeiicos, K BXxoaslLemy Tpaduky Ko-
TOPbIX BO3MOXHO MPUMEHEHMEe AAaHHOro npaswunaa. JuanasoH
HOMEpPOB UHTEPENCOB MOXKHO 3a4aTb NepeyncieHnem yepes
3anATY0 UM YKa3aTb Ha4ya/lbHOE U KOHEYHOEe 3HaYeHuA Auana-
30Ha Yepes gedwuc.

' Ona  paboTbl AaHHOW KOMaHADI

. HacTpoiika pexuma «vlan mode tr101».

Heobxoauma

Yaanutb npasuno.

KomaHObI pexcuma KoHguaypauyuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIN peMm LOCTYNeH U3 pexxmnma rnobanbHoM KOHPUrypaLumm u npeaHasHayeH ANs 3a4aHus

napameTpos KoHourypaumm VLAN.

Tabnunua 84 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_namel]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosibko VLAN.

Ypanntbe VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOKO0/108, aCCOLUNPOBAHHbIX
BMmecTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueasatb MAC-agpec unm gnanasoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicog) VLAN

BuA 3anpoca KOMaHAHOWN CTPOKM B pexxnme KoHpurypaunm nHtepoerica VLAN:

console# configure
console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIA pexXmMm [OCTyneH M3 peXuma KOHPUrypaumu u npepHasHayeH AAA 3afaHUA NapameTpos

KoHdurypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTEepdeica ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLEeCTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

Hu)Ke npuBeaeHbl KOMaHAbl AN BXO4A B PEXMUM HAcTPOMKKM nHTepdelica VLAN 1 1 BXxoga B pexum

HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 85 — KomaHabl pexkuma KoHourypauum nHtepdeiica VLAN

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
name name name: (1..32) [No6aButb nmsa VLAN.
no name CMMBO/I0B/UMA YCTaHOBUTb 3HAaYEHMNE MO YMOIYAHUIO.
COOTBETCTBYET HOMEpPY
VLAN

ip tcp adjust-mss value HasHauntb nHTepoericy VLAN pasmep TCP Maximum segment

value: size.

(500..460)/1460 ’ Ucnonb3ayetca npu Hanuuum IP address Ha untepdeiice.

6anT .

no ip tcp adjust-mss YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epyrnnel nopmos

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexknume KoHurypaummn nntepoeliica Ethernet, nHtepodeica

rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}

console (config-if) #
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[aHHbIN pexum AO0CTYyNneH U3 pexkuma KoHOUrypauum v npegHasHavyeH ANA 3a4aHuA NapameTpos

MopT MoKeT paboTaTb B YETbIPEX PEKMMAX:

— access — vHTepdelic gocTyna — HeTernpoBaHHbI UHTepdelic ana ogHon VLAN;
—  trunk — vHTepdenc, NPUHUMaIOLWLMIA TONbKO TErMPOBaHHbIA TPadUK, 3a UCKAOUYEHNEM Of-
Horo VLAN, KOTopbI MOXKET 6biTb 06aBieH ¢ MOMOLLbIO KOMaHAbl switchport trunk native

vlan;

KOHOUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl NOPTOB, PabOTalOWMX B pPEXUME Pa3ge/eHns
Harpysku), in6o avanasoHa nHTepdencos.

— general — vHTepdelic ¢ nonHol noaaep*Kkoi 802.1¢, NPMHMMAET KaK TErMPOBaHHbIM, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeiic.

Tabnnua 86 — KomaHapl pexxunma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3agaTtb perkmum paboTtbl nopta B VLAN.
- mode — pexum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

switchport access vlian
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nHtepdeiica goctyna.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/npuUHMMaTh BCe
TUNbl Kaapos

MpuHMMaTbL Ha MHTepdeiice TONBKO Kagpbl onpeseseHHOro Tuna:
- untagged-only — T0/1bKO HeTerMpoBaHHbIE;
- all — Bce Kagpsl.

MpuHMMaTL Ha MHTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuTb Bce aocTynHble VLAN gns gaHHOro
nHTepodelica.

OTKAOYMTbL aBTOMaTMYeckoe agobasneHue VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ansa nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXKHO
3aJaTb NepeyncieHrem Yyepes 3anATyio UAN YKa3aTb Ha4yaibHOE U
KOHEYHOe 3HayeHus AManasoHa Yepes gedpuc "-".

Ypanute cnucok VLAN gns untepdeliica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oo6asutb Homep VLAN B KauecTtse Default VLAN ana aaHHoro
uHTepodelica. Becb HeTermMpoBaHHbIM TPaduK, NOCTYyNAOLLMIA Ha
[OaHHbIN NopT, onpeaensetcs B aHHyo VLAN.

-vlan_id — npeHTMduUKaLMoHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nitepdeitca.

- tagged — nopTt byaeT nepeaaBaTb TErMPOBaHHbIE NaKeTbl 415
VLAN;

- untagged — nopt 6yaeT nepesaBaTb HETETMPOBAHHbIE NAKeTbI
ana VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 334aTb
nepeyncieHmMem Yyepes 3anaTyo UAM YKa3aTb Ha4yabHOE U

nn

KOHe4YHOe 3Ha4YeHUA AMana3oHa Yyepes ,u,ed)mc .

Yaanute cnucok VLAN ans uHtepoelica.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

131



HELTEX

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
10 YMOAYaHMNIO

Lobasutb ngeHtndukatop VLAN nopta (PVID) 4ns ocCHOBHOroO
MHTepoeica.
-vlan_id — naeHTMduMKaumoHHbIN Homep VLAN nopra.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/dunbTpauma
BK/tOYEHA

BbIKNIOUNTL ANA OCHOBHOTO MHTepdeiica GUAbTPaLMIO BXOAALLMX
nakeToB Ha OCHOBE NPUCBOEHHOro MM 3HayveHusa VLAN ID.

BKAOUNTB 418 OCHOBHOIO MHTepdelica GUAbTPaLMIO BXOAALLMX
NnaKeToB HAa OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

Ecaun dunbTpauma BratoYEHa, M NaKeT He BxoauT B rpynny VLAN ¢
NpUCBOEHHbIM nakeTty 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTca.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHMMaTh BCe
TUNbI KagpoB

MpUHUMaTL Ha UHTepdEelice TONbKO Kagpbl oNpeaeneHHoro Tuna:
- tagged-only — TonbKO TErMpoBaHHbIe;

- untagged-only — To/nbKO HeTerMpoBaHHbIe;

- all — Bce Kagpsl.

MpuHUMaTb Ha MHTepdeice BCe TUMbI KafPOB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group:
(1.. 2147483647)

YcTaHoBUTb NpaBuao Knaccudukaumm VLAN ana nitepdeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKONY.

- group — MAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group:
(1..2147483647)

YcTaHoBWUTb NpaBuao Knaccudukaumm VLAN ana nntepdeiica,
0OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — MaeHTUOUKALMOHHDBIV HOMep Fpynnbl;

-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccuburkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHoBUTb NpaBuao Knaccudukaumm VLAN ana untepdeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKOAY.

- group — MAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccudurkauuu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
UCXO4AWMX C fAHHOTO UHTepdelica.

' Donyctumbie 3HaueHus Ethertype npeacraBneHbl B

. MpunoxeHue B. NogaepkuBaemble 3HaueHus Ethertype.

3ameHuTb ethertype ncxogswero ¢ MHTepdeica naketa Ha
3HaYeHue Mo YMOoYaHMIo.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[ob6asutb TPID B Tabanuy knaccupukatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
Moaaep:kmnsaemble 3HaveHus Ethertype.

Yaanutb TPID 13 Tabauubl knaccudumkatopos VLAN.

switchport customer vian
vlan_id

vlan_id: (1..4094)/1

Oo6asutb VLAN ans nonb30BaTeNIbCKOro MHTepdeiica.
-vlan_id — npeHTMdMKaLMOoHHbIN Homep VLAN.
’ B pexume pabotbl «vlan mode tr101» KoppeKTHan
H paboTta ¢pyHKLMOHANA BO3MOXKHA TONIbKO ANA
BXOZAALLEro HETerMPoOBaHHOTO MW eAUHOXKAbI
TermpoBaHHOro Tpaduka. ina Bxoaawero Kagpa c
AByma unu 6onee teramu VLAN 6yaet go6aBneH Kak Ko
Bxopawmum S-VLAN, TaK n Ko Bxogawmm C-VLAN.
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switchport customer vlan
vlan_id inner-vlan vian_id

no switchport customer
vian

[106aBUTb K BXOAALWMM HETErMPOBaHHbIM MaKeTamM Ha KJMEHTCKOM
nopTy BHyTpeHHu 802.1q 3aronoBok — C-VLAN (inner-vlan) un
BHelwwHuI 802.1q 3aroqI0BoOK, coaeprKawmii pvid 4ONONHUTENbHOM
VLAN (S-VLAN).
[nsa paboTbl 3TO KOMaHAbl HEO6XOANMO BKAOYUTD
. rno6anbHo pexkum «vlan mode tr101».

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He asnatowmxca VLAN nonb3oBaTenbCKoro uHtepdeiica) Ha
HacTpanBaeMom UHTepdelice, COBMECTHO C NO/1b30BaATENAMMU
LpYyrux NoNb30BaTENIbCKMX NOPTOB, NPUHUMAIOLLUX
MHOroazpecHsbiii Tpadumk M3 gaHHbIX VLAN.

-vlan_list — cnucok VLAN ID. Auana3oH VLAN MoOXKHO 3a4aTb
nepeyncreHMem Yyepes 3anaTyto UAM YKa3aTb Ha4yaslbHOE U
KOHeyHoe 3HayeHus gnanasoHa yepes geduc "-".

3anpeTuTb NPMHMMATb MHOTOAAPECHbIN TpadUK Ha
HacTpanBaeMom uHTepdelice.

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NOpPTy

3anpetutb gobasBneHne ykasaHHbix VLAN nopry.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 3agaTb
nepeyncieHnem Yyepes 3anATyto AN YKasaTb HavasbHoOe U
KOHEeYHOe 3HayeHus gManasoHa Yepes gedpuc "-".

PaspewwnTb AobaBneHne ykazaHHbIx VLAN noprty.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

M0 YMOAYaHUIO
yneHctso B default
VLAN paspelieHo

3anpetutb gobasnerne default VLAN nopty.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

switchport protected-port
[isolate-group group_id |
community group_id]

no switchport protected-
port

group_id:
(1..8)/BbIKNtOYEHO

MepeBecT NOPTbl B PEXMUM M301ALMM, 06 BEANHAS UX B TPYNMNY.
- isolate-group — gobasneHue B rpynny U30JMPOBaHHbLIX MEXAY
coboli nopTos.;
- community — gobasseHue B rpynny NopToB, CBA3aHHbIX MEXAY
c060W, HO U30/IMPOBAHHDBIX OT APYrUX, CO BKAHOYEHHBIM PEXKMMOM
N301ALMUMN.
[} isolate-group n community He MOryT UMeTb OAWH U TOT
N e group_id.

MNpoxoxaeHue TpaduKa mexay NopTamu B pasHbIX

V pexxumax U3onfauMmn YKa3aHo B MaTPULLE NPOXOXKAEHUA
Tpaduka (cm. NMpunoxkenue A. NMpoxoxxkpgeHue Tpaduka
MeXKAy NopTaMu CO BKIIOYEHHOW u3onauuein).

BocctaHOBUTL 3HaYeHMe no YMOANYaHULO.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonuyanuio
ncnonbsyercs
MapLpyT13auma no
6ase JaHHbIX
n3yyeHHbIXx MAC-
aapecos (FDB)

MepesecT NopT B pexkum Private VLAN Edge. OTmeHaeT
MapLpyTn3aumio no 6ase AaHHbIX M3y4eHHbIx MAC-agpecos (FDB)
W HanpaBAseT BeCb 04HOALPECHbIA, MHOTOaAPECHbIN U
LWMpOKoBeLLaTeNbHbIM Tpaduk Ha uplink-noprt.

OTK/IOUNTb OTMEHY MapLUpyTU3aumm no 6ase AaHHbIX M3YYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTL NOPT KakK Ternpytowmii B gedpontHon VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnnua 87 — KomaHgbl pexkmma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
show vlan — Mokasatb uHPopmauuto no scem VLAN.
show vlan tag vian_id vlan_id: (1..4094) MNokaszatb uHopmauuto no VLAN, nouck no ngeHtuduKkaTopy.
show vlan internal usage MNMokasaTtb cnucok VLAN ana BHyTpeHHero ncnosib3oBaHumA
- KOMMYTaTOpPOM.
show default-vlan-mem- MokasaTtb cocTas rpynnbl gedontHon VLAN.
bership [gigabitether- .
net gl ‘;E)gr tgl tengign- gi_port: (1..8/0/1..48);
T te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | ]
port-channel group | de- group: (1..48)
tailed]
KomaHOoeb! pexcuma EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 88 — KomaHabl pexkmma EXEC
Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o yMoOAYAaHUIO
show vlan multicast-tv vlan MoKasaTb NOPTbI-UCTOUYHUKM U NPUEMHMKU MHOTOaLPECHOro
vlan_id vlan_id: (1..4094) Tpaduka B faHHoM VLAN. MopTbl-UCTOYHUKM MOTYT KaK
nepegasatb, Tak U NPUHUMATb MHOFOAAPECHbIN TPadUK.
show vlan protocols-groups — MoKasaTb MHPOPMALMIO O rpynmnax MPOTOKO/O0B.
show vlan macs-groups — MokaszaTtb nHpopmauuto o rpynnax MAC-aapecos.
show interfaces switchport MoKasaTb KOHGMrypaLMIo NOpTa, FPynnbl NOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MokasaTb cocToAHWE NopToB: B pexkume Private VLAN Edge, B
tected-ports [gigabitether- rivate-vlan-edge-coobuiecTse.
net o ;':ort I [t’i ﬁgiga_ gi_port: (1..8/0/1..48); | P € W
N te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port |
port-channel group | de- group: (1..48)
tailed]

[Mpumepbl 8b1NOAHEHUA KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console# show vlan
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Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,g11/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MoKa3aTb NOPTbI-MCTOYHMKN U MPUEMHUKN MHOFOagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvb) Ethernet

= [loKasaTb KOHOUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N ooyl WwN
N nnonon noa

Forbidden VLANS:
Vlan Name

Classification rules:
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Protocol based VLANs:
Group ID

Vlan ID

Mac based VLANs:
Group ID

Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseTr npou3BoAMTb pasrpaHuyeHuMe TpaduKa Ha BTOPOM
yposHe mogenn OS| mexay nopTamm KOMMYTATOpa, KOTOpble HAaXO4ATCA B OAHOM LUMPOKOBEL,ATEIbHOM

AomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN nopTos:

promiscuous — MopT, KOTOPbIA cnocobeH 0bMeHMBaATLCA AaHHbIMU MeXKAy NobbiMmu
nHTepdelicamum, BkatoYas isolated- 1 community-noptbl PVLAN;

isolated — nopT, KOTOPbIN NOAHOCTBIO N30IMPOBAH OT APYrUX NOPTOB BHYTPU OAHOIO
n Toro e PVLAN, HO He oT promiscuous-noptoB. PVLAN 610KupytoT Becb Tpaduk,
MAYLINIA B CTOPOHY isolated-nopToBs, Kpome TpaduKa co CTOPOHbI Promiscuous-nopTos;
NnakeTbl CO CTOPOHbI isolated-nopToB MoOryT nepenaBaTbCA TO/IbKO B CTOPOHY
promiscuous-nopToB;

community — rpynna nopToB, KOTOpble MOryT 0BMeHMBaATLCA AaHHbIMU MeXay cobol
W promiscuous-nopTamm, st nHTepdencobl oTaeneHbl Ha BTOPom ypoBHe mogenn OSI
OT BCEX OCTa/IbHbIX community-nHTepdeicos, a Takke isolated-noptos BHyTpM PVLAN.

Mpouecc BbINOAHEHUA GYHKUMU OOMNOJAHUTENLHOrO pasfeneHusa NopToB C MOMOLLbIO TEXHOAOTUM
Private VLAN npepctaBneH Ha pucyHke 50.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

T
m][(= m](=

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 509 — Mpumep paboTbl TexHoNnorum Private VLAN

BuAa 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm nHtepderica Ethernet, nHtepodeiica VLAN,
nHTepdelica rpynnbl NOPTOB:
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console# configure

console (config)# interface {tengigabitethernet te port | gigabitethernet

gi port | port-channel group | range {..}

console (config-if)#

| vlan vlian id}

Tabnnua 89 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport mode private-
vlan {promiscuous | host}

no switchport mode

3agaTtb pexkum pabotbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

switchport mode private-
vlan trunk {promiscuous |
secondary}

no switchport mode pri-
vate-vlan trunk

3apaTb pexkum paboTbl nopta B VLAN Trunk.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport private-vlan
mapping [trunk] pri-
mary_vlan add second-
ary_vlan

switchport private-vlan
mapping [trunk] pri-
mary_vlan remove second-
ary_vlan

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[06aBuTb 0OCHOBHYO U BTOpocTeneHHble VLAN Ha promiscuous-
nHTepoeic.
Ha oguH promiscuous-uHtepdeiic Henb3a A06aBUTbL
6onblue ogHoM primary vian.

Ypanutb BTopocTeneHHble VLAN Ha promiscuous-uHTepdeiice.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
hostassociation pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asunTb primary u secondary vlan Ha host-uHtepdeiic.
V Ha oguH host-uHtepdeiic Henb3sa f06aBUTbL 6onblue
opgHoiu secondary vlan.

Ypanntb OCHOBHYIO 1 BTopocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-
mary_vlan secondary_vlan

no switchport private-vian
association trunk

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asutb primary un secondary vlan Ha trunk-secondary
MHTepodeinc.
Ha oguH trunk-secondary untepdeiic Henbsa 8,06aBuTbL
6onblue ogHoM secondary vlan.

Y[anutb OCHOBHYIO 1 BTopocTeneHHble VLAN.

switchport private-vlan
trunk allowed vlan add
vlan

switchport private-vlan
trunk allowed vlan remove
vlan

vlan: (1..4094)

[Oo6asunTb Ha PVLAN Trunk-uHtepderic VLAN, He yyacTBytoLLei B
PVLAN.

Ypanutb Ha PVLAN Trunk-uHTepdeiice VLAN, He yyacTBytoLLen B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vian
trunk native vlan

vlan: (1..4094) / 1

[o6asnTb Homep VLAN, He yyacTsytowlyto B PVLAN, B KauecTse
Default VLAN ana PVLAN Trunk-untepdeiica.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

Tabnnua 90 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeilicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkAtounTb mexaHu3m Private VLAN 1 3aaatb TMN nHTepdeitca.

OTKNOYMTb MexaHuM3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan
(1..4094)

[o6asuTb (yaanutb) npusasky BTopocteneHHol VLAN K
OCHOBHOW. HacTpolika npumeHnma TosibKo ansa primary VLAN.
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no private-vlan association Ynanutb npuBasky sTopocteneHHol VLAN K OCHOBHOM.

V‘" MaKcnmanbHoe Konnyectso BropocreneHHbix VLAN — 256.

[Mpumep Hacmpoliku uHmepgeticoe kKommymamopa Switch A (pucyHok 509 — Mpumep pabomesl mex-

Hoso2uu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopTt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community
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[Mpumep HacmpolKu uHmMepgelicos npu pabome mexHosao2uu Private VLAN Trunk

e trunk-isolated nopt — gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscuous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community

private-vlan community

5.10.4 Hacmpoiika uimepdgeiica IP

IP-uHTEPpdENC co3paéTca npu HasHayveHuwn [P-agpeca Ha nobot M3 MHTepdelicoB YCTPOMCTBa:

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.
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BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPuUrypaumnm nHtepdelica IP:
console# configure
console (config) # interface ip A.B.C.D

console (config-ip) #

[aHHbIA pexXmMm [OCTyneH M3 pexuma KOHPUrypaummu u npepHasHayeH AAA 3afaHUA NapameTpos
KoHduUrypaummn nntepodeiica IP.

Tabnmua 91 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica IP

3HaveHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro
directed-broadcast Bkntountb pyHKuMIo nepesoaa IP directed-broadcast naketa B
CTaHOAPTHBIM LWMPOKOBELLLATE/IbHbIM NAKeT U pa3peLlnTb
—/BbIK/OYEHO N o
nepegady Yepes BblbpaHHbIN UHTepdeiC.
no directed-broadcast 3anpeTtutb TpaHcaaumio IP directed-broadcast naketos.
helper-address ip_address BKAounTb Nepeagpecaumio WMpoKosellaTebHbix UDP-nakeTos

Ha onpegfeneHHbIn agpec.
- ip_address — IP-aapec Ha3HayeHus, Ha KOTOpbI byayT

ip_address: A.B.C.D
nepeHanpaBAATbCA NaKeTbI.

no helper-address ip_ad-
OTKNOYNTL Nepeagpecaumio WnpokoseLatenbHbix UDP-nakeTos.

dress

ip irdp PaspewnTb paccblNKy aHoHCoB npoTokona IRDP (ICMP Router
—/BKAtOYEHO Discovery Protocol).

no ip irdp OTKNOYUTb PACCbIIKY aHOHCOB.

ip redirects BKNOUUTL reHepaumio MapLupyTM3aTopom coobuieHnin ICMP
—/BKAOYEHO Redirect.

no ip redirects OTKAtounTb oTnpasky ICMP Redirect.

[pumepbl 8bINOAHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if)# exit

console (config)# interface ip 100.0.0.1
console (config-ip)# directed-broadcast

5.11 Selective Q-in-Q

JaHHaa ¢yHKUMA NO3BOMSET HA OCHOBE CKOHOUIYPUPOBAHHbLIX Npasua GUAbLTPALMM MO HOMeEpPam
BHyTpeHHUX VLAN (Customer VLAN) npoussoauTb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
nogmeHsTb Customer VLAN, a Tak)Ke 3anpelLuaTb NpoxoxKaeHune TpadmKa.

[ns ycTpoiicTBa co3aaeTcs CNMCOK NPaBWA, HA OCHOBaHMM KoToporo byaet obpabatbiBaTbea TpaduK.
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.‘

MNpasuna Selective Q-in-Q ncnonb3yloT annapatHble pecypcbl TCAM. CymmapHblit 06bem
npasun gna cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paseH pasmepy TCAM onpeaeneHHoro
ycTpoiicTBa (3a BbiveToMm 66 NnpaBua No ymonuyaHuio). MakcumanbHoe Konundectso SQinQ-
npaBuA ANA OAUHOYHOrO YCTPOICTBa NpuBeAeHO B Tabanue 9 — OCHOBHblE TEXHUYECKHue
XapaKTePUCTUKMU.

Ecnn ycrpoiictBa o6beaunHeHbl B cTeK, To cepsucbl DHCP Snooping, VLAN ACL, Security
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ncnonbsyioT
TCAM Bcex unit-oB cTeKa, a cepsuchbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsyior TCAM onpeaeneHHoro unit-a.
MaKcumanbHoe cymmapHoe Koandectso SQinQ-npasun cteka MES5324 — 11600 npasun.
MaKcumanbHoe cymmapHoe Koanuectso SQinQ-npasun cteka MES33xx — 11136 npasua.
MaKcumanbHoe cymmapHoe Konnuyectso SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelticos) Ethernet u Port-Chan-

nel

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet

te port |
{}

console (config-if)#

fortygigabitethernet fo port | oob | port-channel group | range

Tabnnua 92 — KomaHabl pexkmma KoHourypauum nHtepdelica (amanasoHa nntepoeicos) Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co34aTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy ¢ BHelLHel meTKkoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas meTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao ByeT NPUMEHATHCA KO BCEM BXOAALLMM NaKkeTam, K
KOTOPbIM He 6blan NPUMEeHEeHbI Apyrue npasuna («Npasuao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-
gress_vlan_id]

ingress_vlan_id: (1..4094)

Co3aatb 3anpeLuatoLlee NPaBuiIo, Ha OCHOBaHWU KOTOPOTO
BXOAALLMeE NaKeTbl C BHEWHeN MeTKol Tera ingress_vlan_id
byayT oTbpacbiBaTeeA. Ecnum ingress_vlan_id He yKka3sbiBaeTca —
6yayT oT6pachIBaTbCs BCE BXOAALLME MAKETbI.

selective-qinq list ingress
permit [ingress_vlan in-
gress_vlan_id]

ingress_vlan_id: (1..4094)

Co3aatb paspeLuatoLee NPaBuIo, Ha OCHOBAHUM KOTOPOTO
BXOAALLMeE NaKeTbl C BHELWHeN MeTKol Tera ingress_vlan_id
byayT nepeaaBatbesa 6e3 usmeHeHui. Ecav ingress_vian_id He
YKasbiBaeTca — byayT nepenaBaTbCs BCe BXOAALLME NaKeTbl He3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTtb NpaBUIo, Ha OCHOBAHMM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id Bxoasuiero naketa 6yaeT 3aMeHATbCA HA
vlan_id. Ecnwn ingress_vlan_id He yKka3biBaTb — npasuno byaet
NPUMEHATLCA KO BCEM BXOAALLMM MaKeTam.

no selective-qging list in-
gress [ingress_vlan vian_id]

vlan_id: (1..4094)

YaanuTb ykasaHHoe npasuo selective ging ans exoaalmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaansaer
MPaBMIO MO YMOIYAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBuaO, Ha OCHOBAHMM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id ncxopawero naketa 6y4eT 3amMeHATLCA Ha
vlan_id.

no selective-qging list
egress ingress_vlan vian_id

vlan_id: (1-4094)

Yaanutb cnncok npasua selective qing Ans McxogaLLmMx NakeTos.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

BuA 3anpoca KoMaHAHOWM CTPOKM B pexume KoHurypaummn nutepdeiica VLAN:

console (config-if) #

Tabnnua 93 — KomaHabl pexkmma KoHourypauum uHtepderica VLAN

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

no ip management

Co3gaTb NpaBMO 415 YrpaBJeHUsa KOMMYTaTOPOM C MOMOLLbHO
Q-in-Q TpaduKa.
B kauectBe outer_vlan_id ucnonb3syerca BHewHuit VLAN
(S-VLAN). Ana paboTtbl AaHHOro npasuia uHTepdeiic
VLAN (C-VLAN) gon:keH 6biTb B cocrosiHum Up.

YAanuTte co3gaHHoe NpaBuno.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 94 — KomaHabl pexkmuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show selective-qinq —

OT06pa3sunTb cnmncok npasua selective ging.

show selective-ginq inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTob6pa3unTb cnncok npasun selective qing gns ykasaHHoro
nopra.

show ip management [vlan

vian_id] vlan_id: (1-4094)

OT06pasnTb CNUCOK NPaBWA ANA YNPaBAEHUA KOMMYTaTOPOM C
nomoubto Q-in-Q Tpadumka.

[pumepbl 8bINOAHEHUS KOMAHO.

= Co3gaTtb NpaBW/IO, HAa OCHOBaHWW KOTOPOrO, BHELUHAA MeTKa BxoAsuiero naketa 11 6yaer 3ame-

HATbCA Ha 10.

console# configure

console (config)# interface tengigabitethernet 1/0/1
console (config-if)# selective-qing list ingress override vlan 10

ingress-vlan 11
console (config-if) # end

=  OT06pasnTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type

ingress te0/1

Vlan ID

override vlan 10

Classification by Parameter
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5.12 Storm Control gna pasanuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

«LWTopm» BO3HMKaeT BCAeACTBME Ype3mepHOro Koamdectsa broadcast-, multicast-, unknown unicast-
co0bLLEeHNI, 0OAHOBPEMEHHO NepesaBaemMblx Mo CETU Yepes O4MH NOpPT, YTO NPUBOAMT K NeperpysKe pecypcos
CeTV 1 NOABNIEHMIO 3aepKeK. «LLITopm» MOXKET BO3HUKHYTb MPU HAIMUYMK «3aKO/IbLLOBAHHbIX» CEFMEHTOB B CETH

Ethernet.

KOMMYTaTOP namepAaeT CKOpPOCTb MPUHMMAEMOIo LWNPOKOBELWLATENBbHOTIO,

MHOroagpecHoro wu

HENU3BECTHOI0O O4HOAAPECHOIo TpachKa ANnA nopTtoB C BKJAKYEHHbLIM KOHTPO/NEM LWNPOKOBELWATE/IbHOIO
«WwTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWAET 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHUe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnnua 95 — KomaHgpl pexxnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/OYMTb KOHTPO/Ib MHOTOAAPECHOro TpaduKa:

- registered — 3aperucTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- level — o6bem TpadumKa B Nnpou,eHTax OT NPONYyCKHOM cnocobHo-
cTn nHTepdeiica;

- kbps — obbem TpadukKa.

Mpu obHapyeHUM MHoroaapecHoro TpaduKka nHTepdenc mo-
KeT 6bITb OTK/toYeH (shutdown) nnu nobasneHa 3anuchk B XKyp-
Han cooblueHwuii (trap).

BbikntounTb KOHTPO/Ib MHOTOQApPEeCcHOro Tpad)VIKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/IOUYNTBL KOHTPO/Ib MHOTOaApeCcHOro TpaduKa:

- registered — 3aperncTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- pps — KO/IMYECTBO MaKeTOB B CEKYHAY.

Mpu 06HapyKEHNUN MHOTOaAPECHOTO TPadUKa UHTeEpdENC MOXKET
6bITb OTKAtOYEH (shutdown) nnun gobasneHa 3anuch B XKypHan co-
obuweHui (trap).

BbIK/NIHOYNTb KOHTPOJIb MHOTOA4PECHOTO TPadUKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/HOYMTbL KOHTPO/Ib HEM3BECTHOMO OAHOAAPECHOro TpaduKa.

- level — 06bem TpadumKa B NpoLeHTax OT NPONYyCKHOM cnocobHo-
CTU uHTepodelica;

- kbps — obbem TpadukKa.

Mpu o06Hapy,eHWU Henm3BecTHOro O4HOaAPECcHOro TpaduKa MH-
Tepdeiic MoxeT 6bITb OTKAtoYeH (shutdown) nnn gobasneHa 3a-
MUCb B KypHan cooblueHnit (trap).

BbIKAOYMTL KOHTPO/Ib OA4HOAAPecHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/IIOYNTb KOHTPO/Ib HEM3BECTHOMO OZHOAAPECcHOro TpaduKa.

- pps — KONMYECTBO MaKeToB B CEKYHAY.

Mpu 06HapyKeHWU Hem3BeCTHOro 04HOaAPECcHOro TpaduKa MH-
Tepdeiic MoxeT 6bITb OTKtoYeH (shutdown) nnu gobasneHa 3a-
NUCb B KypHan cooblueHnit (trap).

BbIKAOYMTL KOHTPO/Ib OA4HOAAPEeCcHOro TpaduKa.
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storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/OUYNTbL KOHTPO/Ib LMPOKOBELLLATENLHOTO TpaduKa.

- level — 06bem TpaduKa B NPOLLEHTAX OT MPOMNYCKHOM CNOCO6HO-
TV nHTepodeiica;

- kbps — obbem TpadukKa.

Mpy 06HapyKeHUN WKNPOKOBELLATENbHOIO Tpaduka MHTepdeic
MOKeT b6biTb oTKtoueH (shutdown) uam pobasneHa 3anuch B
KYpHan coobuweHunit (trap).

BbIK/IOUNTL KOHTPO/Ib LUIMPOKOBELLATENBHOIO TpaduKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

BKHOUMTBL KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.
- ppS — KO/IMYECTBO MaKeTOB B CEKYHAY.

Mpy 06HapyKeHUN WMPOKOBELLATENbHOIO Tpaduka MHTepdeiic
MOXKeT bbITb OTKAtoyeH (shutdown) unu pobaeneHa 3anuch B
KYpHan coobuweHunit (trap).

pps: (125.. 19531250)

no storm-control broadcast

BbIK/IOYNTL KOHTPO/Ib LUIMPOKOBELLATENBHOIO TpaduKa.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 96 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
o ymon4arHuro

KomaHoa

MoKasaTb KOHOUrypaumio GyHKUMM KOHTPOAA «lTOpma» Ann
YKa3aHHOro noprta M60 BCex MOPTOB.

show storm-control inter-
face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

[pumepbl 8bIN0AHEHUS KOMAHO

= BK/IIOUYUTb KOHTPOJIb LUMPOKOBELLATE/NIBHOFO, MHOTOQA4PECHOMO M OAHOaApecHOro Tpaduka Ha 3-m
nHtepoeiice Ethernet. YctaHoBUTb CKOPOCTb A/1A KOHTPOIMpyemoro Tpaduka — 5000 K6/c: ans wn-
poKkosewatenbHoro, 30 % noaockl NPONyCKaHUA AN BCero MmHoroaapecHoro, 70 % ona HeM3BeCcTHOro
OfHOaApPecHOro.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.13 lpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneunBaloT nogaepskky rpynn arperaumm KaHanoe LAG B KonuuyecTse cOriacHo
Tabnuue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaxpgana rpynna nopToB A0/XKHA COCTOATb U3 UHTepdeicos
Ethernet ¢ oanHaKoBOW CKOPOCTbIO, paboTatlowWwmx B AynaeKCHOM pexume. ObbeanHeHWe NopToB B rpynny
yBE/IMUYMBAET MPONYCKHYIO CNOCOBHOCTb KaHana MeXay B3aumMoAenCTBYIOWUMM YCTPONCTBAMM U MOBbILWAET
OTKa30yCcTONYMBOCTb. [pynna NopToB ABNAETCA A8 KOMMYTaTopa OAHUM JIOTMHYECKUM MOPTOM.

YCTPOWCTBO NOAAEPKUBAET ABA PeXMMa PaboTbl rpynnbl NOPTOB — CTAaTMYecKasa rpynna M rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBylOLEM pasaene
KOHUrypaumum.
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/ Ecan ana nHtepdeifica nponssepeHbl HACTPOUKHU, TO ANa Aob6asBaeHUA ero B rpynny cie-
AyeT BEPHYTb HACTPOIKM NO YMOTHAHMUIO.

[obaBneHune nHTepdelicoB B rpynny arperauun KaHanoB AOCTYMHO TO/IbKO B perKMme KoHdUrypaumm
nHTepdelica Ethernet.

KomaHObI pexcuma KoHguaypayuu uHmepaetica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPurypaumnm nnHtepderica Ethernet:

console (config-if)#

Tabanua 97 — KomaHabl pexkmma KoHourypauum nHtepdeiica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
channel-group group mode [Oo6asunTb ethernet-uHtepdeiic 8 rpynny nopTos.
mode group: (1..48); - on — pobasuTb NOpT B KaHan 6e3 LACP;
mode: (on, auto) - guto — po6aBuTb NOPT B KaHan ¢ LACP B pexxkunme «activer.
no channel-group Ypanutb Ethernet-uHtepdeiic n3 rpynnel nopTos.

KomaHObI pexcuma KoHguaypauyuu uHmepaetica Port-Channel

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHpurypaumnm nHtepoeliica Port-Channel:

console (config-if)#

Tabanua 98 — KomaHabl pexkmma KoHourypauum nHtepdeiica Port-Channel

Komanda 3Ha4yeHue/3HayeHue Nleiicmeue

no ymoa4YaHuro

lacp min-links min-links 3a4aTb MMHUMANbHOE YUC/IO aKTUBHbIX IMHKOB B cocTase Port-

Channel, npn KoTopom OH NepexoauT B coctosiHue Up.
min-links: (1..8)/1 HacTpoiika Bo3moXKHa TonbKo npu pabote Port-Channel
B pexxume LACP.

no lacp min-links min-links YCTaHOBWTb 3HaYEHNE MO YMOIYAHUIO.

lacp max-bundle max-bun- 3aAaTb MaKCMMaNbHOE YMC/I0 aKTUBHbIX JIMHKOB B cocTase Port-

dle Channel, octanbHble AnHKKM Port-Channel 6yayT nepesengeHbl B

cocTosHue inactive.
AKTUBHbIE NOPTbI BbiBUpatoTcA No 3HauyeHuto lacp

max-bundle: (1..8)/8 V npuopuTeTa NopTa UAu, Npu paBHO3HaYHOCTH
npuoputeTa — no Homepy nopra.

V HacTpoiika Bo3amoxKHa TonbKo npu pabote Port-Channel
B pexxume LACP.

no lacp max-bundle YCTaHOBWTb 3HaYEHME MO YMOHAHUIO.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console# configure
console (config) #
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Tabnmua 99 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro

port-channel load-balance 3afaTb MexaHU3m 6anaHCUMPOBKM Harpyskun ana ctpaternm ECMP
{src-dst-mac-ip | W ANA rPynnbl arperMposaHHbIX NOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dst-mac-ip-port | MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKUM OCHOBbLIBAETCA Ha IP-

agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMpPOBKU
ocHoBbiBaeTca Ha MAC-agpece, IP-agpece u TCP-nopTte
—/src-dst-mac-ip Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dst-ip — mexaH13m 6anaHCMPOBKKM OCHOBbLIBAETCA Ha IP-
agpece nonydarens.

- mpls-aware — BKtoueHue napcuHra L3/L4-3aronoskos
naketos ¢ MPLS-meTKamu gns BCero ycTpomncTaa. AKTyasibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

no port-channel load-bal-

ance Bo3BpaT K HacTpoiKam 6anaHCUMPOBKM Harpy3Kun No yMoAYaHuio.

KomaHObI pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnumua 100 — Komanapl pexkuma EXEC

3HaveHue/3HayeHue "
KomaHda / Aeiicmeue
no ymon4aHuro
show interfaces channel- MokasaTb MHGOPMaLMIO NO rpynne KaHaioB..
group: (1..48) bopmay, Py
group [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KAHAn06

dyHKumen ctatnyeckmnx rpynn LAG asnsetcs 06beanHEHNE HECKOIbKUX PUINYECKMX KaHAMO0B B O4MH,
YTO MO3BO/IAET YBENMYUTb MPOMYCKHYK CNOCOOHOCTb KaHasa M NOBbICUTb €ro OTKAa3oyCTOMYMBOCTb. A
CTaTMYeCKMX FPynn NPUOPUTET UCMO/Ib30BaHUA KaHaN0B B 06beMHEHHOM MNyyKe He 3a4aeTcA.

/ Dna sBkaovyeHuA pabotbl UHTepdeiica B cocTaBe CTaTUYECKON rpynnbl UCNONb3YiiTe Ko-
maHay channel-group {group} mode on B pexume KoH}Urypauum cooTBeTCTBYIOLLETO UH-
Tepdeiica.

5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKumMel npoTokona Link Aggregation Control Protocol (LACP) siBnseTca o6beauHEHNE HECKONbKUX
dU3NYECKMX KaHANOB B OAMH. ArperMpoBaHvMe KaHaloB MCMOAb3YeTCs AN YBE/MYEHUS MPOMYCKHOW
CNOCOBHOCTM KaHana W MoBbllWEHWUA ero oTKasoycTtoiumBocTu. LACP nossosifieT nepenasaTb TpaduK no
06beAnHEeHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMU NPUOPUTETAMMU.
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V DOna BKAoueHus paboTbl MHTepdeiica no nportokony LACP ucnonb3yitTe KomaHAy
channel-group {group} mode auto B pexxume KoHPpUrypaumum cooTBeTCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 101 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
no yMmon4aHuwo
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YCTaHOBUTb 3HAYE€HME N0 YMOIYAHMIO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnmua 102 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosa LACP:
Mo ymonyanuio .
- long — pauntenbHoe Bpemsa TalimayTa;
ncnosb3yercs o
- short — manoe Bpema TanmayTa.
- 3HauyeHue long
no lacp timeout YCTaHOBUTb 3HAaYEHNE MO YMOIYAHUIO.

lacp port-priority value YcTaHoBUTb NpuopuTeT nHTEpdelica Ethernet.

value: (1..65535)/1

no lacp port-priority YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.

lacp force-up MNpuHyanTenbHo fo6asuTb MHTepdeiic B LACP, BHe 3aBUCMMOCTH
—/BbIK/IOYEHO OT Hanmums lacp pdu c OTBETHOM CTOPOHDI.

no lacp force-up OTMeHUTb NpUHyauTenbHoe nobasneHne nHtepoelica 8 LACP.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 103 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
show lacp {gigabitethernet Moka3saTb nHdopmaumio o npotokone LACP ana untepoeiica
gi_port | tengigabitether- Ethernet. Ecnu gononHuUTEIbHbIE NAaPAaMETPbl HEe MCMONb3YHTCH,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To byaeT nokasaHa Bca MHbopmauma.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — rNoKasblBaeT NapameTpbl HACTPOMKK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NPOTOKON3;
tocol-state] - statistics — nokasbliBaeT cTaTUCTUKY pPaboTbl NPOTOKONA;
- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

;;rc:)v:,:z]acp port-channel group: (1..48) Moka3zatb nHPopmauutio o npotokone LACP ana rpynnbl NopTos.
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[pumepbl 8bINOAHEHUS KOMAHO

= Co3aaTb NepByo rpynny nopTos, paboTatouyto no npotokoay LACP n BkatoyatoLLyto Asa MHTepdeica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetsbl 12 n 13 gna noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config)# interface port-channel I

console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if) # lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1,/0/4
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if)# lacp port-priority 13

console (config-if)# exit

5.13.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosAoT 06begMHUTb OAHY WAW HecKosibKo Ethernet-nuunii gns
YyBEINYEHMA CKOPOCTM N obecneyeHmsa oTKasoyctonumBocTn. MLAG TaK e u3BecTHa Kak VPC (Virtual port-
channel). Npu 06blMHOM LAG arperMpoBaHHble IMHUU A0AKHbI ObITb HAa O4HOM GU3MUYECKOM YCTPONCTBE, B
cnydae ke ¢ VPC arpervpoBaHHble JIMHUU HaxoAATCA Ha pa3Hbix Guamyeckux yctponcreax. PyHkuma VPC
No3BOAAET COeAMHUTD ABa GMU3NYECKUX YCTPOMCTBA B OAHO BUPTYabHOE.

l ' Mpu HacTpolike VPC Ha 04HOPAHIoBbIX KOMMYTaTOpPaXx A0/KHa 6biTb 0gMHaKoBas Bepcus
e nporpammHoro obecneyeHus.

' O6HoBneHne MO Ha KommyTtatopax VPC-napbl A0MKHO NPOU3BOAUTBCA MOCNenoBa-
H TeNbHO: CHauyana Ha O4HOM YCTPOICTBY, a NOCAe ero nepesarpysku — Ha gpyrom. B npo-

uecce 06HOBNEHMA M Nepe3arpy3ku KOMMyTaTopa ¢ Posiblo Primary ero ¢pyHKLMM aBTOMa-
TUUYECKM NepexoanT K YCTPOMCTBY C ponblo Secondary.

/' VPC Port-Channel KOHTpoAUpyOTCA TONILKO KOMMYTaTOPOM C ponbio Primary, KommyTa-
Top Secondary ucnonb3yet HaCTPOMKu Primary.

Henb3sa ncnonb3oBartb HacTpoiky switchport forbidden default-vlan gns peer-link, Tak Kak
Tpadumk npotokona VPC nepegaetca B default vlan Kak untagged.

.-

KomaHObI pexcuma 2a06asnabHol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rinob6anbHoM KoHbUrypauum:

console (config) #
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Tabnnua 104 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeilicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospatb VPC-gomeH.
Ha ogHOm ycTpoiicTBe MoXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX YCTPOMCTBaX A0/IKEH
6bITb 0guHaKoBbi VPC-gomeH.

Ypanute VPC-goMeH c yCcTpolcTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Co3spatb VPC-rpynny. [1na Kaxaoro arpernpoBaHHOro nHTep-
deiica gonkHa bbiTb co3gaHa otaensHas VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn AonHbI coBNagaTh.
CymmapHoe konmyectso VPC-rpynn He moKeT npe-
V BbICUTb 48.

Ypanute VPC-rpynny c ycTponcTea.

vpc

no vpc

—/BbIK/IOYEHO

Bkntountb pexxkmum VPC. Ucnonb3yeTtca nocne KoHoUrypaumm
VPC.

BbikntounTb pexkmm VPC.

KomaHObI pexcuma KoHguaypayuu VPC

Bua 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypaumm VPC:

console (config) # vpe domain domain id
console (config-vpcdomain) #

Tabnmua 105 — KomaHabl pexkmuma KoHpurypaumm VPC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauutb Port-Channel B kauectse peer-link.

WckntoumTb Port-Channel 3 yuactma 8 VPC.

peer detection

no peer detection

—/BbIK/IIOYEHO

BkntounTb peer detection protocol.
Peer-detection — p[OMNOAHUTENbHDLIA MEXaHU3M,
V obecneumnsaowmii pyHKunoHmposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuwiaerca uc-
nonb3oBaHue peer-link gna opraHusauum uHtep-
deiica peer-detection.

BbikntounTtb peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaTb MHTEpBan OTNPaBKM coobLlieHui peer detection pro-
tocol.

YCTaHOBUTb 3HaYeHMEe N0 YMOTHYAHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3anaTb Bpems oxuaaHus oTeeTa peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

udp_port:
(1..65535)/50000

Hactpoutb IP-agpec nonyyatensa naketos, IP-agpec otnpasu-
Tens n UDP-nopt gna peer detection protocol.
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no peer detection ipaddr

YCTaHOBUTb 3Ha4YeHME NO YMOHAHMUIO.

peer keepalive

BktounTb cnykby keepalive.

no peer keepalive

BbIkntountb cnyby keepalive.

peer keepalive timeout sec

sec: (2..15)/5

3a4aTb BPeMsA OXWUAaHMA OTBETa Ha 3anpoc LEe/sI0CTHOCTU
peer-link.

no peer keepalive timeout

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

role priority value value: (1..255)/100

YCTaHOBWUTbL NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHBLINM
3HayeHnem 6yaeT HasHayeHo Primary.

no role priority

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

system mac-addr mac_ad-
dress

YcraHoButb MAC-agpec cuctembl Ana otnpasku B VPC-nopTbl.

no system mac-addr

YCTaHOBUTb 3HaYeHMe NO YMOIHAHMUIO.

system priority value
value: (1..65535)/32767

YCTaHOBUTb NPUOPUTET CUCTEMbI A5 OTNpaBku B VPC-nopTbl.
[oneH 6bITb 0ANHAKOBbIM Ha 060X YCTPOCTBAX.

no system

YCTaHOBUTb 3HaYeHue no YMO4YaHULO.

KomaHObI pexcuma KoHguypayuu VPC

Bua 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id
console (config-group) #

Tabnnua 106 — KomaHab! pexuma KoHdurypaumm VPC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

domain domain_id
domain_id: (1..255)

YcraHosutb VPC-group yneHom VPC-gomeHa.

no domain domain_id

Ucknountb VPC-group n3 VPC-gomeHa.

vpc-port group

[ob6asutb Port-Channel 8 VPC-rpynny.

group: (1..48)

no vpc-port group

MckntoumTb Port-Channel ns VPC-rpynnbl

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 107 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show vpc

OT06pa3unTb MHPopMaumto o KoHourypaumm VPC.

show vpc group id

OT06pasunTb MHPOopMaLMIo O Tekywwem coctosaHumn VPC Group id.

show vpc peer-detection

OT06pa3unTb cocTosHMe cnyxbbl peer detection protocol.

show vpc role

OT06pa3unTb MHGOPMALMIO O POJIN YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection

}

OT06pPa3unTb COCTOAHME CHETYUKOB CNyKbbI VPC.
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5.14 Hactpoiika IPv4-agpecauun

B AaHHOM pa3aene onucaHbl KOMaHAbl ANA HACTPOMKKN CTaTUYECKUX NapameTpoB IP-agpecauunm, Takux
Kak IP-agpec, macka noaceTtu, W03 No ymosdaHuto. Hactpoiika npoTtokosioB DNS m ARP onucaHa B
COOTBETCTBYOWMX pa3genax 4OKYMeHTaUuu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgeltica Ethernet, uHmepdgpelica 2pynnesl nopmos, VLAN,

Loopback

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

noptos, nHTepdeica VLAN, nutepdeica Loopback.

console (config-if) #

Tabanua 108 — KomaHgb! pexkuma KoHpurypaumnm nHtepoerica

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip address ip_address {mask
| prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauuTb 3agaHHOMy WHTepdelicy IP-agpeca u macku noa-
ceTu.
3HaueHMe Macku moxet 6biTb 3anucaHo nm6o B ¢pop-
V mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO e4UHUL, B ABOMYHOM NpeACTaBAEHUU MACKU.

Ypanutb IP-agpec uHTepodeiica.

ip address dhcp

no ip address dhcp

Nonyumnts IP-agpec ana HactTpansaemoro nHTepoenca or DHCP-
cepsepa.
V He ucnonb3syetca gna loopback-unrepdeiica.

3anpeTtntb ucnonb3osaHue npotokona DHCP ana nonyyeHma IP-
afpeca BblbpaHHbIM MHTEpdeicom.

ip unnumbered [vlan
vlan_id | loopback loop-
back_id]

no ip unnumbered

vlan_id: (1..4094);
loopback_id: (1..64)

PaspelunTtb KoHPUryprpyemomy nHTepdelicy saumcreosarts IP-
aapeca VLAN u Loopback-uHTtepdeiica.

OTKAOYUTD C')yHKLI,MIO 3aMMCTBOBaHMA aapeca.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 109 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip default-gateway ip_ad-
dress

no ip default-gateway

—/wno3 no
YMOYaHMIO He 3a4aH

3agatb anAa KOMMYTATOpPa agpec WaK3a no ymondaHuio.

Ypanutb Ha3HaYeHHbIN ajpec Wwn3a no ymon4aHuto.
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ip helper-address {ip_inter-
face | all} ip_address
[udp_port_list]

no ip helper-address {ip_in-
terface | all} ip_address

—/BbIK/IOYEHO

BkatounTb nepeagpecaumio WwnpokosewatenbHbix UDP-nakeTos
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-agpec uHTepdelica, ANA KOTOporo
BbINOJIHAETCA HAaCTPOWMKaA;

- all — nosBonseT BbI6GpaTh Bee IP-uHTEpdelich ycTponcTBa;

- ip_address — |P-aapec Ha3Ha4YeHuWsA, Ha KOTopbI ByayT
nepeHanpasnATbcA nakeTbl. 3HavyeHme 0.0.0.0 oTKAoYaeT
nepeagpecauuio;

- udp_port_list — cnucok noptos UDP. LLinpokoselLaTebHbIl
TpaduK, HanpaBAEHHbIM Ha NepeyncieHHble B CNIMCKe NOpPTbl,
nopaBepraeTca nepeagpecaunn. MakcumanbHoe obuiee
KO/IMYeCTBO NOPTOB M aAPecoB Ha yCTpoKrcTeo — 128.

OTMeHUTb NepeagpecaLmio Ha 3afaHHbIX MHTepdeiicax.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 110 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear host {* | word}

word: (1..158)
CMMBO/IOB

Yaanntb U3 namATK NonyyveHHble no npotokony DHCP 3anucu
COOTBETCTBUI MMeH nHTepdeiicos n nx IP-agpecos.
* — yaanuTb BCE COOTBETCTBUA.

renew dhcp {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
vlan vian_id | port-chan-
nel group | oob} [force-au-
toconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

OTtnpasuTtb 3anpoc K DHCP-cepsepy Ha ob6HoBNeHME IP-aapeca.
- force-autoconfig — npu obHoBNeHUM IP-aapeca 3arpy:kaeTtcs
KoHOUrypaumsa c TFTP-cepsepa.

show ip helper-address

OTo6pasnTb TabaunLy nepeagpecaLmm WnpoKosewaTenbHbix UDP-
nakeTos.

KomaHObI pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console>

Tabnumua 111 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show ip interface [vrf {vrf-
name | all} | gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan_id | oob]

vrf-name: (1..32)
CUMBONA;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id: (1...64)
vlan_id: (1..4094)

MoKasaTb KoHPUrypauuio IP-agpecaumm AN yKasaHHOro
nHTepderica nam ob6aactm BUPTyanbHOM mapLupyTrsaumm (vrf).
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5.15 Hactpoiika Green Ethernet

Green Ethernet — TexHoO/0MMA, NO3BONAKOLLAA CHU3UTb 3HepronoTpebsieHMe ycTPoMcTBa 3a cuyer
OTK/IIOYEHUA NMUTAHUA A1 HEAKTUBHbIX 1EKTPUYECKUX MOPTOB U U3MEHEHUA YPOBHSA NepeaBaeMoro CMrHana
B 3aBMCMMOCTU OT A/IMHbI Kabens.

KomaHObI pexcuma 2a0b6an6Hol KoOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 112 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
no ymMmoa4YaHuro
green-ethernet energy-de- BKOUNTL SHEeprocbeperatowmnin PeXMm a8 HeaKTUBHbIX
tect nopToB.
—/BbIK/IOYEH —
no green-ethernet en- OTKAOUNTL 3Heprocbeperaowmii PesKMm NS HeaKTUBHbIX
ergy-detect nopToB.
green-ethernet short- BkntounTb aHeprocbeperatoLwmin pexkMm Ansa NopToB, K KOTOPbIM
reach NOAKNHYAIOTCA YCTPOMCTBA C AIMHOMN Kabensa NogKntoYeHus
MeHbLLE NOPOroBOro 3HaYEHWA, YCTaHABANBAEMOTO C MOMOLLbHO
—/BbIK/OYEH
KomaHabl green-ethernet short-reach threshold.
no green-ethernet OTKAOUNTL 3Heprocbeperarowmii PeXKMM Ha OCHOBaHWUM ANUHbI
short-reach Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabauua 113 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
Mo ymMoa4YaHuro

green-ethernet energy-de- BkAtounTb 3Heprocbeperatowmin pexkum ans nHtepdeiica.
tect

—/BKAtOYEH » »
no green-ethernet en- OTKNIOYMTL 3HEeprocbeperaroLLmn pexkum gns nHtepdelica.
ergy-detect
green-ethernet short- BkntounTb 3HeprocbeperatoL il peKMm Ha OCHOBAHUU AJIUHbI
reach Kabens.

—/BKNtOYEH —
no green-ethernet OTKAOUNTb 3Heprocbeperaowmii PeKMM Ha OCHOBaHMM ANNHbI
short-reach Kabens.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#
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Tabnnua 114 — KomaHabl pexkuma privileged EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymosn4aHuro
show green-ethernet [giga- OTOb6pasunTb CTaTUCTUKY green-ethernet.
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48);
gabitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
detailed]
green-ethernet power-me- . C6pOCUTb CHETUNK M3MEPUTENA MOLLHOCTM.
ter reset
[pumepsi 8biM0AHEHUS KOMAHO
=  OTo6pa3unTb CTAaTUCTUKY green-ethernet:
console# show green-ethernet detailed
Energy-Detect mode: Disabled
Short-Reach mode: Disabled
Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

5.16 Hactpoiika IPve-agpecauun

5.16.1 Npomokon IPv6

KommyTtaTopbl noagep:kusatoT paboty no npotokony IPv6. Mopaeprkka IPv6 saBnaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKOJIbKY MPOTOKON IPv6 npu3BaH, B MepcnekTnBe, NMOJIHOCTbIO 3aMEHUTb agpecauumio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwmpeHHoe agpecHoe npocTpaHcTeo — 128
61T BmecTo 32. Agpec IPv6 npeactasnseT cobont 8 6/10K0B, pasaefieHHbIX ABOETOYNEM, B KaxKaom 6aoKe 16
61T, 3aNMCaHHbIX B BUAE YeTblpex WeCcTHaAUaTePUYHbIX YnCen.

MoMUMO yBeNMUYEHMA a[PEeCHOro MNPOCTPAHCTBA MNPOTOKON IPV6 MMEeT MepapXMyecKkylo cxemy
agpecaumn, obecneyvBaeT arperaumio MaplIpyToB, ynpollaer Tabauuy MapwpyTM3aumu, npyv 3TOM
addeKTMBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbLILLAETCA 33 CYET MeXaHN3Ma 0BHapyKeHUn coceaHMX Y3/10B.
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JNlokanbHble agapeca IPv6 (IPv6Z) B KOmMyTaTOope HasHa4yaloTca WHTepdeiicam,
ncnoab3oBaHMKM IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCA caeayowmii popmar:

nosTomy npu

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — umsa nHtepdeinca:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1|2|3|4|5|6|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4)

V’- Ecnun 3HayeHue rpynnbl UM HECKONbKUX FPYNN NOAPAA B aapece npoTtoKkona IPvé pasHo
Hynio — 0000, TOo AaHHble rpynnbl moryt 6biTb onyuweHbl. Hanpumep, appec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpalyeH ao FE40::AD21:FE43.
CoKpalueHuto He MoryT 6bITb NOABEPrHyThbl 2 pa3geneHHble HyaeBble rpynnbl M3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V‘ EUI-64 — 310 nageHtudukatop, co3gaHHbii Ha 6ase MAC-agpeca uHtepdeiica, asnaio-
wmiica 64 mnagwmmmu 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha gse Yactu no 24

6uTa, mexay Kotopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnuua 115 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3HayeHue/3HayeHue

KomaHda

no ymosn4aHuro

Aeiicmeue

ipv6 default-gateway
ibv6_address

no ipv6 default-gateway
ipv6_address

3a4aTb 3HAYEHWe IoKabHOTro agpeca IPv6-wato3a no
YMOJIYAHUIO.

YaanuTtb HacTPOMKK IPV6-L1t03a NO YMONYAHUIO.

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3paTb cTaTUYecKoe cooTeeTcTBMe mexay MAC-agpecom
coceaHero ycTpoictea u ero IPv6-aapecom.

- ipv6_address — IPv6-aapec;

- mac_address — MAC-agpec.

Ypanutb ctaTuyeckoe cooTsetcTene mexay MAC-agpecom
cocepHero ycTpoicTea v ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

milliseconds:
(0..2147483647)/100;

no ipv6 icmp error-interval

bucketsize: (1..200)/10

3azaTb orpaHuMyeHme ckopoctu gas ICMPv6-coobLieHunii 06
ownbKax.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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ipv6 route
prefix[prefix_length
{gateway} [metric]
[distance distance]

no ipv6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[o06aBuTb cTaTUYeCKnin MapwpyT IPV6.

- prefix — ceTb Ha3HayeHwus;

- prefix_length — npeduKc macku ceTu (KOIMYEeCTBO eguHuL, B
macke);

- gateway — W03 ANA JOCTYNA K CETU HAa3HaYyeHusn;

- distance — aAMUHUCTPATUBHAA SUCTAHLMA MapLUpYTa.

YAanuTb cTaTM4eckuii mapwpyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

— /BbIKOYEHO

BkAouMTb NepeHanpasieHne o4HOAAPECHbIX MAKeTOB.

OTKNIOUYUTL NepeHanpasieHne 04HOaAPECHbIX MAKETOB.

ipvé6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipv6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBWTb 3HaYeHMeE agMUHUCTPATUBHOM AncTaHumm (AD) ana
BCEX MApLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — ycTaHOBWTb 3Ha4YeHue AD 1A MeXK30Ha bHbIX
MapLLpPYTOB, NPUHATbLIX N0 NpoTokoay OSPF;

- ospf intra-as — yctaHOBWTb 3HaueHne AD ana
BHYTPM30HA/IbHbIX MapLUPYTOB, NPUHATbIX MO npoTokony OSPF;
- static — ycTaHOBWUTL 3Ha4YeHne AD ans cTaTUYeckmx
MapLIpyTOB.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

KomaHOb! pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepoeica:

console (config-if) #

Tabnnua 116 — KomaHabl pexkuma KoHpurypaumm nutepdeliica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ipv6 enable

no ipv6 enable

—/BbIK/IIOYEHO

BkntoumTb noaneprKKy IPv6 Ha nHTepdelice.

OTKAOYUTL NoaaepKKy IPv6 Ha nHTepdeiice.

fix_length [eui-64] [anycast]

ipv6 address ipv6_address/pre-

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecan
ncnonb3yeTcsa Napamerp
eui-64)

3apatb IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-agpec, Ha3zHauyeHHbIM MHTepdeicy (8
6/10KOB, pasfeNieHHbIX ABOETOUMEM, B KaxKaom bioke 16 6uT,
3aMNMCaHHbIX B BUZE YETbIPEX WECTHAALATEPUYHbIX YMCen);

- prefix_length — pnuHa npedukca IPv6 — aecaTuyHoe Yncno
— KOJIMYECTBO CTapLunx BUT agpeca cocTaBaAoLWmMX npedukc;

- eui-64 — npeHTUdMKaTOp, CO3aaHHbIN Ha 6aze MAC-agpeca
nHTepodelica, 3anucbiBaeTca B 64 mnagwmx buta IPv6-agpeca;

- anycast — yKa3blBaeT, YTO 334aHHbIN agpec anycast-aapec.

Ypanuto IPv6-agpec ¢ uHtepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyanuio
aBTOMaTU4ecKan
KOHbUrypauus BrkAOYEHa,
aZipeca He Ha3HayeHbl.

BK/NOUYNTL aBTOMATUYECKYHO KOHdurypaumto IPve-agpecos Ha
WHTepdelice. Agpeca HacTPamBaloTCA B 3aBUCMMOCTM OT npe-
duKcoB, KOTOpble nosyyeHbl B coobuweHuax «Router
Advertisement».

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

fix_length link-local

ipv6 address ipv6_address/pre-

no ipv6 address [ipv6_ad-

Mo ymonuyaHuio 3HayeHne
JI0OKa/bHOTO agpeca:

3azaTb IoKanbHbIN IPv6-agpec nHtepdeiica. Ctapwme 6uTbl 1o-
KanbHbIX IP-agpecos B IPv6 — FE80::

YpanuTe noKanbHbil IPv6-agpec.

no ipv6 nd dad attempts

! ‘ (FE80::EUI64)
dress/prefix-length link-local]
ipv6 nd dad attempts at- 3apaTb KO/IMYECTBO cOoO0bLeHMIA-TpeboBaHUIi, nepesaBaembix
tempts_number (0..600)/1 NHTepdercom B3aMMOLENCTBYIOLLEMY YCTPOMCTBY B Cy4Yae 06-

HapyeHus gybaunkauum (Konnusum) IPve-agpeca.

BepHyTb 3HaYeHWe N0 YyMONYaHMIO.
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ipv6 unreachables
—/enabled

no ipv6 unreachables

Bkntountb ICMPV6-cO06LLEHNA O HEAOCTUMKMMOCTU agpecaTa
npv nepegaye NaKeToB Ha onpeseneHHbIn nHTepdeinc.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ipvé mld version version

version: (1..2)/2

no ipv6 mld version

Onpeaenntb Bepcuio npoTokosia MLD ansa nHtepdeiica.

YCTaHOBWUTb 3HAYeHUE NO YMONYaHUIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 117 — KomaHgb! pexkuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Mokasatb MHPopmaumo o coceaHux IPv6-ycTpoiicTBax, co-
OeprKallyroca B Kalue.

clear ipv6 neighbors

OunCTUTL K3W, copeprKawmi UHOOPMaUMIO O COCeAHMUX
yCTpoicTBax, paboTatolwmx no npotokony IPv6. UHdopmauma
0 CTAaTUYECKMX 3aMNMCAX COXpaHAETCA.

show ipv6 distance

MNoKasaTb 3HaYeHWe aMUHUCTPATUBHOM AUCTAHLUKN ANA pas-
JINYHBIX UICTOYHMKOB MapLLpyTa.

KomaHOob! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 118 — KomaHab! pexkuma EXEC

KomaHda 3Ha4yeHue/3HayeHue

1o ymonyaHuro

HAelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKasaTb HacTPOMKKM NpPoToKoANa IPV6 Ans yKazaHHOTo UHTep-
deiica.

show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface {gigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);
| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

MokasaTb Tabaunuy IPv6-mapLipyTos.
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5.17 HacTtpoiKa NnpoTOKoN0B

5.17.1 Hacmpolika npomoKona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agayelt npotokona DNS sasnsetca onpegeneHue IP-agpeca y3na ceTu (xocTta) no 3anpocy,
copeprKalleMy €ero AoMeHHoe uMA. Basa [AaHHbIX COOTBETCTBUIA AOMEHHbBIX MMEH Y3/10B CETU WU
cooTBeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKU B peskume r106anbHON KOHPUrypaumm:
console (confiqg) #

Tabnnua 119 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip domain lookup

no ip domain lookup

—/BKNOYEHO

PaspewwnTtb ncnonb3osaHne npotokona DNS.

3anpeTutb Mcnosb3oBaHue npoTokoaa DNS.

ip dns server

no ip dns server

— /BbIKAOYEH

BKkntounTb paboty DNS-cepBsepa.

Bbikntountb paboty DNS-cepBepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegenuts IPv4/IPv6-aapeca gna aoctynHbix DNS-cepsepos.

Ypanuts IP-agpec DNS-cepBepa 13 cnncka AOCTynHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

OnpeaennTb LOMEHHOE MMSA MO YMOIYaHUIo, KoTopoe Byaert
MCNONb30BaTbLCA MPOrPaMMON, 418 AONOAHEHUA
HenpaBu/IbHbIX LOMEHHbIX UMeH (LOMEeHHbIX UMeH 6e3 TOUKM).
[N OMEeHHbIX MMeH 6e3 TOUYKM B KoHel, uMmeHu ByaeT
[06aBNATLCA TOUKA M YKa3aHHOE B KOMaHAE LOMEHHOE UMS.

YaanuTb JOMEHHOe MMA MO YMOAYAHUIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158) cumsonos

OnpepennTb CTaTUMECKNE COOTBETCTBUA MMEH y3/10B ceTu |P-
agpecam, 06aBUTb YCTaHOBNIEHHOE COOTBETCTBUE B K3LLI.
DyHKUMA nokanbHoro DNS. MorkHo onpegenuTs oo BocbMu |IP-
agpecos.

YpanuTb ctaTUyeckne COOTBETCTBMA MMEH Y3108 ceTu |P-
aapecam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnmua 120 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

YaanuTb 3anucb COOTBETCTBMA MMeHM y3na ceTh IP-agpecy Kawa
nnbo sce 3anucu (*).

show hosts [name]

name: (1..158) cumsonos

OT06pa3nTb AOMEHHOE MMA MO YMOYaHUIO, cnucok DNS-
CcepBepoB, CTaTUYECKME U KILMPOBAHHbIE COOTBETCTBUA UMEH
y3108 cetu u IP-agpecos.

Mpu ncnonb3oBaHUN B KOMAHAE MMEHU y3/1a CETH,
oTobparkaeTcA COOTBETCTBYOWMIA emy IP-agpec.

show ip dns server

OT06pa3uTb ctaTyc DNS-cepBepa 1 CNUCOK AOCTYNHbIX
cepBepoB.

show ip dns server cache —

OT06pa3unTtb Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OT06pa3unTb NOAPO6HbLIN BbIBOA 3aMMCK, BKAOYAKOLWMIA B cEbA
oTeeTbl RR Ha AaHHbIV 3anpoc query_name v query_type.

show ip dns server
counters

OT06pa3unTb obuiee YNCI0 3anNpocoB M obLLee YUCI0 OTBETOB,
HanaeHHbIX B cache-hit.

clear ip dns server cache —

Ounctutb Kaw DNS-cepsepa.

clear ip dns server
counters

O6HyIWITb CYETYUKM 3anpoCcoB U OTBETOB.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE MMA

Nno YMO/ZTYaHNIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3e/1 CETU C UMeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoTOKon paspelleHus aApecoB) — MNPOTOKON KaHa/bHOIo
YPOBHSA, BbINOAHALOWMIA PyHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM cogeprKalleroca B 3anpoce |P-

appeca.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumum:

console (config) #
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Tabnnua 121 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

arp ip_address hw_address

[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D;
tengigabitethernet te_port dopmat hw_address:

| fortygigabitethernet H.H.H

fo_port | port-channel H:H:H:H:H:H
group | vlan vian_id | oob] H-H-H-H-H-H;

no arp ip_address gi_port: (1..8/0/1..48);
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4);

| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)

group | vlan vian_id | oob]

[o6aBuTb cTaTMyeckyto 3anucb cooTsetcTams IP- 1 MAC-
agpecos B Tabaunuy ARP gna yKasaHHOro B KomaHze
uHTepdelica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Yaanutb ctaTuyeckyto 3anmce cooteetcTama IP- u MAC-agpecos
n3 Tabaunupl ARP gna ykazaHHOro B KomaHzae nHTepdeiica.

arp timeout sec
sec: (1..40000000)/60000

HacTpouTb BpemMs KU3HM AMHAMUYECKUX 3anuceit B Tabauue
ARP (c).

no ip arp proxy disable

- c
no arp timeout YCTaHOBUTb 3Ha4YeHUE NO YMONYAHUIO.
ip arp proxy disable OTKNOUUTL peXkum npokcmposaHmna ARP-3anpocos gna
. KOMMyTaTOopa.
—/OTKNIOYEH

BkntoumTb pexknm npokcuposaHua ARP-3anpocos gna
KOMMyTaTOpa.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnmua 122 — KomaHapl pexkmma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear arp-cache

YpanuTb Bce guHammyeckue 3anmcu ns ARP-Tabanupl (KomaHaa
[OCTYyMNHA TONbKO A8 NPUBUIETMPOBAHHOTO NO/b30BaTeNs).

show arp [ip-address ip_ad- dopmar ip_address:
dress] [mac-address A.B.C.D
mac_address] [giga- dopmat mac_address:
bitethernet gi_port | tengi- H.H.H vaun H:H:H:H:H:H
gabitethernet te_port | for- nnu H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, duabTp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.
- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasaTtb rnobanbHyto KoHdurypauuto ARP 1 koHourypaumio ARP
ons nHtepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupa 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if)#
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Tabnmua 123 — KomaHabl pexmma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl uHTepdeicos, nHtepdeica

VLAN

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip proxy-arp

—/BKAIOYEHO

no ip proxy-arp

BkAtounTb pexxum npokcuposaHma ARP-3anpocos Ha
HacTpanBaemom MHTepoeiice.

OTKNOYNTL peXum npokcmpoBaHnA ARP-3anpocoB Ha
HacTpanBaemom MHTepoeiice.

ip local-proxy-arp

—/BbIK/IOYEHO

no ip local-proxy-arp

BKntounTb Ha nHTepdelice dpyHKumMoHan Local Proxy ARP
(KommyTaTop ByaeT oTBeyaTb Ha ARP-3anpockl K XocTam,
HaxoAALMMCA B TOM YMCNIe Ha 3TOM Xe L3-uHTtepdeiice). Ona
paboTbl AaHHOW GYHKLMM HA NOPTY HEOBXOAMMO BKAOUYUTL
06bI4HbIN Proxy ARP (IP proxy-arp).

OTKAtounTb PyHKLMOHan Local Proxy ARP Ha uHTepdeiice.

[pumepbl UCM016308AHUS KOMAHO

[JobaBuTb cTtatuyeckyto 3anmcb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMSA XKU3HU AMHAMUYecKuX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config)# arp timeout 12000

= [lokasaTb cogepkmumoe ARP-Tabsmupbl:

console# show arp

HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb No cetu uaeHTudumkatopbl VLAN. OcHoBHOM ¢yHKUMeN npoTokona GVRP sasnsetcs
obHapyeHne nHdopmaLmm 06 oTCyTCTBYIOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu noayvyeHuu
coobuieHnit GVRP. Nonyune nHdopmaumio o6 otcytcreytowmx VLAN, KommyTaTop AobaBnseT ee B cBoto 6asy

AaHHbIX.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM peXxnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnnua 124 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

gvrp enable

no gvrp enable

—/BbIK/IOYEH

BkatounTb ncnonb3osaHue npotokona GVRP-kommyTtaTtopom.

BbIKNOUMTBE MCNonb3oBaHMe NPOToKoaa GVRP-kommyTaTopom.
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gvrp static-vlan

no gvrp static-vlan

MonyuyeHHble no GVRP VLAN 6yayTt aBTomatnyeckn Aobasnatben
Bo vlan database.

OTKAOUUTb fo6aBneHue vlan-0B, NONYYEHHbIX NO NPOTOKOY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabanua 125 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHTepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4aHuro
gvrp enable BkntounTtb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
—/BbIKAOYEH
no gvrp enable BbIkntounTb Mcnonb3osaHMe npoTokona GVRP Ha HacTpaneaemom
uHTepodelice.
gvrp vlan-creation-forbid 3anpeTnTb AMHaMUYecKoe nameHeHune nnm cosganme VLAN ana
HacTpanBaemoro nHTepoeica.
—/pa3spelueHo

PaspewunTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanumio
cosfaHune un
pernctpauma VLAN Ha
nHTepoelice
paspelueHa

BbINONHUTL CHATUE perncTpaumm ana scex VLAN 1 He gonyckatb
CO34aHuA UK pernctpauumn Hosbix VLAN Ha gaHHOM uHTepodelice.

YCTaHOBUTb 3HAYEHME MO YMOYAHWIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHpurypaumm nutepoeiica VLAN:

console (config-if) #

Tabnunua 126 — KomaHabl pexkuma KoHdurypaumm nntepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpeTtutb aHoHcuposaHue VLAN no npotokony GVRP.

OTmMeHuUTb 3anpeT Ha aHoHcnpoBsaHue VLAN no npotokony GVRP.

KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 127 — KomaHapl pexkmma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
clear gvrp statistics OYNCTUTL HAKONJIEHHYIO CTAaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOob! pexcuma EXEC
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:
console>
Tabanua 128 — KomaHgb! pexkmuma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
show gvrp configuration Moka3aTb KoH$Urypauuio npotokona GVRP gna ykasaHHoro
[gigabitethernet gi_port | nHTepoerica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics Moka3aTb HaKONIEHHYIO CTAaTUCTUKY No NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHOro uHtepodeiica, 1mbo ansa Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasaTb CTaTUCTUKY MO oWwmMbKam npu paboTte npoTokona GVRP
[gigabitethernet gi_port | AN YKa3aHHOro uHTepodelica, Mmbo gna Bcex UHTepENcos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIA MeXxaHM3M MO3BOASAET YCTPOMCTBY OTCAEXMBATb 3aKO/bLLOBAHHbIE MOPTbI. [eTaa Ha nopTty
0bHapyKMBaeTcs NyTEM OTCbIIKM KOMMyTaTopom Kagpa (frame) c MAC-agpecom nopta KOMMyTaTopa B rnoJie
Source MAC v wnpoKoBewaTenbHbIM (N0 yMmon4YaHuio) agpecom B none Destination MAC.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rn1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnmua 129 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IOUMTb MeXaHM3M 06HapyKeHWUs neTesb 418 KOMMyTaTopa.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30 c

YcTaHOBUTbL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHwWA, yKasbiBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauyecTBe agpeca HazHayeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHMKA;

- base-mac-addr — B KayecTBe agpeca Ha3HaYeHMA UCNO/b3yeTcA
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca HazHayeHuUA
MCMNoNb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B KauecTBe agpeca HasHayeHuA
MCMNONb3yeTCca WMPOKOBELLATEbHbIN afpec.

BocctaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

loopback-detection vlan-based
[vlan_list]

no loopback-detection
vlan-based

vlan_list:
(1..4094)/BbIKNtOYEHO

BKAOUUTL pexkum obHapyKeHus netens 8o VLAN. MNpu Hannumm
netnu 8o VLAN aaHHan VLAN b6yaet 3ab610KknpoBaHa Ha NopTy, Ha
KOTOopom bblnia 0b6HapyKeHa neTns.

-vlan_list — cnncok VLAN, no3BONSOLWNIN BKAOYUTD
obHapyKeHue neTesb TONbKO B YKaszaHHbIX VLAN. AnanasoH VLAN
MOHO 3aJaTb NepeymcieHnem Yepes 3anaTyto UM yKasaTb
HayaNbHOE N KOHeYHOe 3HaYeHMA AMana3oHa Yepes geduc: «-».
Ecnun cnvcok He 3agaH, obHapyKeHue neTenb ByaeT BKIOYEHO BO
Bcex VLAN.

OTKNOYUTL pexkum obHapyeHua netenb 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNIOYEHO

3apatb Bpemsa 610KMpoBKKu VLAN.
- value — Bpems, no ncreyeHme kotoporo VLAN aBToMaTM4eCcKu
pa3biokupyercs.

3abnokuposaHHble VLAN He ByayT BOCCTaHAB/MBATLCA
aBTOMATUYECKM.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epynmnel nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopToB:

console# configure
console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port | port-channel group}

te port |

console (config-if) #

Tabnnua 130 — KomaHpgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnel nHtepdencos, nHtepdeiica

VLAN

tengigabitethernet

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

loopback-detection enable

no loopback-detection enable

— /BbIKAOYEH

BK/OUMTL MeXaHM3M 06Hapy)KeHWil neTesb Ha NOpTy.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 131 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

show loopback-detec- OT06pasunTb cocTosHMe mexaHn3ma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetu Ethernet c
MHOXXeCTBEHHbIMN CBA3AMU K ,D,peBOBMAHOﬁ TONOJ10MUMK, VICKﬂPO'«IaI-OLLI,eﬁ LUWKNbl MaKeToB. KOMMyTaTOpr
06MeHMBalOTCA  KOHOUIYpaUMOHHbBIMU COOBLEHUAMU, WCMONb3yA Kadpbl crneumanbHoro dopmarta, U
BbIOOPOYHO BK/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) saBnaetcs ycoBeplueHCTBOBaHMEM MpoToKona STP, xapaKTepusyetcs
MEHbLLMM BpemeHeMm NpuBeaeHUsA CETU K APeBOBMAHOMN TONOOrMU U UMeeT 60/iee BbICOKYHO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHOM peanusaumen STP,
noagepxusarouwen ncnonbdosaHne VLAN. MSTP npegnosiaraet KoHpurypaumio Heobxoanmoro Koam4yecTsa
3K3eMMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBMCMMOCTM OT uncna rpynn VLAN Ha KommyTaTope.
Kaxabl aK3eMNAAp MOXKET cofepraTb Heckosibko rpynn VLAN. Hegoctatkom npotokona MSTP sBnsieTcs 1o,
YTO Ha BCEX KOMMYTATOpax, B3aumogenctaytowmx no MSTP, fonKHbl ObITb OANHAKOBO CKOHPUIYPUPOBAHDI
rpynnsl VLAN.

V MakcMmanbHO A0NycTUMOe KoNnyecTBo aksemnaspos MSTP yKkasaHo B Tabauue 9.

MexaHnsm Multiprocess STP npegHasHaveH 419 CO34aHNA He3aBncMmblx aepesbes STP/RSTP/MSTP Ha
nopTax yCTPOMCTBA. M3MeHeHMA COCTOAHUA OTAENbHOIO AEPEBA HE OKAa3bIBaOT BAMAHMA Ha COCTOSAHUE APpYruX
AepeBbeB, YTO NO3BOJIAET MNOBbICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEPeCcTPOeHMA AepPeEBaA B Cy4Yae
O0TKa3oB. [pu KOHOUIypMpOBaHMU cedyeT WCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMA KOJEL, Mexay
nopTaMm-4seHaMm pasHbix AepeBbeB. O 06CnyKMBaHUA N30/IMPOBAHHbIX AePEBLEB B CUCTEME CO3aETCA
OTAeNbHbIM Npouecc Ha Kaxkaoe aepeso. C NpouLeccom ConocTaBAAOTCA NOPTbl YCTPOMUCTBA, NPUHaANeKalume

aepesy.

5.17.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 132 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree

PaspewnTb ncnoab3oBaHMe KOMMYTaTOPOM NpoToKoaa STP.

- —/BKAOYEHO
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode {stp | YCcTaHOBUTL peXkMm paboTbl NpoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 ¢

YCTaHOBWUTb MHTEPBA/ BPEMEHMU, 3aTPauYMBaEeMblil HA
NpoCAyWMBaHME N U3yYeHMe COCTOAHUIN Nepes,
nepekloHeHneM B COCTOAHNE Nepeaaum.

YCTaHOBWUTb 3HaAYeHUE No YMO/T4aHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 ¢

YCTaHOBUTb MHTEPBA/ BPEMEHN MEXKAY Nnepesadyamm
LUMpPOKOoBeLLaTeNbHbIX coobuweHnin «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOPaM.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree loopback-guard

Pa3pewnTb 3almTy, BbIK/OYalOLLY0 MHTepdec npu
nonyyeHun csoero BPDU.

- —/3anpeleHo =
no spanning-tree loop- 3anpeTuTb 3aLLMTY, BbIKAOYaOLWYO nHTepdelic npu
back-guard nonyyeHunn ceoero BPDU.
spanning-tree loopguard de- BKAtounTb PpyHKUMIO Loop Guard gns Bcex NopTos.
fault
—/oTK/I04eHO

no spanning-tree loopguard
default

OTKAtounTb PyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 c

YCTaHOBUTb BpeMA XU3HK cBAsytowero aepesa STP.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTb npuoputeT cBasytowero gepesa STP.
3HayeHne npuopuTeTa A0KHO bbITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCTaHOBUTbL METOZ onpeaeneHua LLeHHOCTHU NyTH.
- long — 3Ha4yeHue LeHHocTH B gnanasoHe 1..200000000;
- short — 3HayeHuMe UeHHOCTM B AnanasoHe 1..65535.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

OnpeaennTb pexkum 06paboTkun naketos BPDU-
MHTEpdENCOM, Ha KOTOPOM BbIKAtOYEH NPOTOKOA STP.

- filtering — Ha nHTepdeiice ¢ BbIKNIOYEHHBIM MPOTOKOIOM
STP BPDU-naKeTbl dUAbTPYHOTCS;

- flooding — Ha MHTepdeiice ¢ BbIKAOYEHHBIM NPOTOKONOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatoTca,
TEerMpoBaHHble — GUAbTPYIOTCA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co3aaTb OTAENbHbIV NPOLECC M NepeBecTM KOMaHAHbIN
NMHTepdENC B peXKMM ero KoHdurypauuu.
V BHyTpM npouecca npMMeHUMbI BbileyKa3aHHble

KOMaHAbI:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds;
spanning-tree max-age seconds;
spanning-tree priority prior_val.

YaanuTh yKasaHHbIi npouecc.

spanning-tree tc-protection

BKAtOUNTL OrpaHMyYeHme Ha KoamyecTBo obpabaTbiBaembix
TCN/TC BPDU 3a yCTaHOB/IEHHbBIN MHTEPBA/I BPEMEHU ANA
STP, RSTP, HyneBoro ak3emnaapa MSTP.
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no spanning-tree tc-protec-
tion

BbIKOUMTbL OrpaHMyYeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 ¢

YCTaHOBUTb MHTEPBA/ OrPaHUYEHUA KONNYECTBa
ob6pabaTbiBaembix TCN/TC BPDU.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

spanning-tree tc-protection
threshold count

no spanning-tree tc-protec-
tion threshold

count: (1..255)/1

YCTaHOBWUTb MaKCMMabHOE KO/IM4ecTBO 0bpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbI UHTEPBaAA BPEMEHM.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

Mpu 3apgaHum STP napamertpos forward-time, hello-time, max-age Heo6xoaumo Bbinon-
e HeHue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl nopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnumua 133 — KomaHabl pexkmuma KoHpurypaumm nHtepoeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
MHTepodeiice.

—/paspelueHo
no spanning-tree disable /pasp Paspewntb paboTy npoToKona STP Ha KoHGUTYypUpyemom
UHTepodeiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIN MHTepdeic.

no spanning-tree cost

(1..200000000)/cm.
Tabnnuy 134

- cOSt — UEeHHOCTb NyTw.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta ¥ MeToAa onpeaeneHnsa LeHHOCTU NyTH, cM.Tabanuy 134,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTb NpUOPUTET MHTEPdElica B cBA3YIOLLEeM aepee STP.

V 3HauyeHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BK/IOUMTb PEXMUM, B KOTOPOM MOPT NPMU NOAHATUN Ha HEM JIMHKA
Cpa3y CTaHOBMTCA B COCTOAHME Nepeaaqm, He A0KMAAACh
ncTeyeHuna Talimepa.

- auto — go6aBnseT 3a4epKKY 3 CeKyHAbI Nepes Nepexosom B
COCTOsIHME Nnepeaayn.

BbIK/NOUMTbL PEKMM MOMEHTA/IbHOTO NepPexoaa B COCTOAHME
nepesayn no NOAHATUIO WIUHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/ucnonb3oBaHue
rnobanbHOM HAaCTPOIKK

BKAOUMTL 3aWMTY «KOPHA» AN1A BCexX CBA3yoWMmMx gepesbes STP
Bbl6paHHOro nopTa.

- root — 3anpeLaeT uHTepoelicy 6biTb KOPHEBbLIM NOPTOM
KOMMYTaTOpa;

- loop — BK/toYaeT Ha MHTepdeice AONONHUTENBHYIO 3aLLUTY OT
netenb. B cnyyae ecnv nHTepdec HaxoAUTCA B COCTOAHUMN,
oTAn4YHom oT Designated v npu aTom nepecraet noayyatb BPDU,
MHTepdenc bnokupyercs;

- none — oTKAto4aeT Bce Guard-pyHKLMM Ha MHTepdeiice.

Mcnonb3oBaTh r106abHYH HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

Pa3pewnTb 3aWmTy, BbIKAOYAIOLLYIO MHTepdEerc Nnpu npuéme
naketos BPDU.

3anpeTuTb 3aWMTY, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.
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spanning-tree mac-address
{dotld | dotlad}

no spanning-tree mac-ad-
dress

—/dot1d

N3meHnTb MAC-agpec, ¢ KOTOPbIM OTNPABAAIOTCA U MPUHMMAIOTCA
BPDU.

- dotld — otnpasnatoTca n npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/onsa gynnexkcHoro
nopTa — «TOYKa-
TOYKa», anA
nonyaynaekcHoro —
«pa3BETB/IEHHbIN»

YctaHoBUTb NpoToKoA RSTP B nepegatoLiee coctoaHme u
onpeaennTb TUN CBA3M A/1A BbIOBpaHHOro nopTa:

- point-to-point — TO4Ka-TOuYKa;

- shared — pa3BeTBAEHHbIN.

YCTaHOBWUTb 3HAYeHUE NOo YMOIHaHUIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted- tcn

—/npuem BPDU ¢
¢dnarom TCN
paspelueH;

vlan_list: (1..4094)

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpeaennTtb pexxum obpaboTkm naketos BPDU-uHTepdelicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha uHTepodelice c BbIkAOYEHHbIM NPpoTOKOAOM STP
BPDU nakeTbl dpUNbTpyLOTCA;

- flooding — Ha nHTepdelice ¢ BbIKMOYEHHbIM NPOTOKOAOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
bunbTpytoTca.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpwuBa3aTb NOPT K YKazaHHOMY npoueccy. Mo ymonyaHuio Bce
nopTbl NPMBA3aHbI K HYN1EBOMY NnpoLieccy.
- id — Homep npouecca.

BoccTaHOBWTL NPUBA3KY NOPTA MO YMONYAHMIO.

Tabnunua 134 — LleHHOCTb NYTH, YCTAaHOB/IEHHAs NO YMO14aHuIo (spanning-tree cost)

Unmepipeiic Memod onpedeneHusa yeHHocmu nymu
Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V Ona uutepdeiicos Port-channel HayanbHaA ctoMmocTb onpeaenseTcs CTOMMOCTbIO nep-
BOro /INHKa, Boweplero B coctas Po. B cnyyae metoaa Long npu Ao6aBneHUM aKTUBHbIX

JIMHKOB Ha4yanbHaA ctoumocTb Po Aenntca Ha X KOaMYecTso.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:

console#
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Tabnmua 135 — KomaHapl pexkmma privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokKasaTtb coctoaHne npoTokona STP.

show spanning-tree detail
[active | blockedports] —

MokasaTb NoApobHY0 MHPOPMaALMIO O HACTPOKax NPoToKona
STP, Hpopmaumio 06 aKTUBHbIX UK 3a6N0KMPOBAHHBIX NOP-
Tax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb Npouecc MUrpauumn NPoTokona. 3aHOBO NPouc-
XOANT nepecyéT aepesa STP.

KomaHOob! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 136 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MokasaTtb pexxum 06paboTku naketoB BPDU Ha nHTepdelicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (confiqg) #

Tabnnua 137 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

Pa3pelunTb UCMOb30BaHWE KOMMYTAaTOPOM NpoToKona STP.

pvst}
no spanning-tree mode

—/paspelueHo
no spanning-tree /pasp 3anpeTuTb MCNOb30BaHME KOMMYTaTOPOM NpoToKona STP.
spanning-tree mode {stp | YCcTaHOBUTb pexkum paboTbl npoTokona STP.
rstp | mstp | pvst | rapid- —/RSTP

YCTaHOBUTb 3Ha4YeHME NO YMOJYAHMUIO.
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spanning-tree pathcost YCTaHOBUTb METOZ, OnpeaeeHUn LLeHHOCTU NyTu.
method {long | short} - long — 3HauyeHue yeHHocTn B ananasoHe 1..200000000;
—/long - short — 3HaueHune LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.
method
spanning-tree mst in- YCTaHOBUTb NPUOPUTET A/1A JAHHOTO KOMMYTaTOpa nepes,
stance_id priority priority 0CTa/IbHbIMU, UCMONb3YHOLLMMM 0BWMIA 3K3emnaap MSTP.
- instance_id — sk3emnnap MST;
instance_id: (1..63); - priority — npuopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YCTaHOBWTb 3HaYeHME N0 YMOHAHMIO.

stance_id priority

spanning-tree mst YCTaHOBUTb MaKCMMasIbHOE KOIMYECTBO TPAH3UTHBIX Y4aCTKOB
max-hops hop_count Ana naketa BPDU, Heobxoaumbix ana GpopmupoBaHus aepesa u

yaepKaHua nHGopmaLmMm o ero cTpoeHnun. Ecam naket yxe
npowen MmakCumasibHoe KOIM4eCTBO TPAH3UTHbIX Y4aCTKOB, TO
hop_count: (1..40)/20 Ha cnegylollem yyacTke oH oTbpacbiBaeTcs.

- hop_count — makcMmasibHOe KOMYECTBO TPAH3UTHBIX
y4acTKOB Ana naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.

max-hops

spanning-tree mst in- BKAOUNTL OrpaHuyeHme Ha KomdecTBo obpabaTbiBaembix TC
stance_id tc-protection BPDU 3a ycTaHOB/EHHbI MHTEPBAN BPEMEHW.

instance_id: (1..63)

no spanning-tree mst in- BbIK/NOYMTL OrpaHMyeHne Ha KomyecTBo obpabaTbiBaemblx TC

stance_id tc-protection BPDU.

spanning-tree tc-protec- YCTaHOBUTb MHTEPBAN OrPaHUYEHUA KOIMYECcTBa
tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..63);

no spanning-tree tc-pro- seconds: (1..10)/2 c YCTaHOBUTb 3HAYE€HME MO YMOAYAHWIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YCTaHOBUTb MaKCMMabHOE KonnyecTso obpabaTbiBaembix TC
tion mst instance_id BPDU 3a 3aZ@aHHbI MHTEPBAN BPEMEHM.
threshold count instance_id: (1..63);

no spanning-tree tc-pro- count: (1..255)/1 YCTaHOBUTb 3HAYeHME MO YMOAYAHUIO.

tection mst instance_id

threshold

spanning-tree mst Boitu B pexkum KoHdUrypaumum npotokosna MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 138 — KomaHabl pexkuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MEXAY IK3emMNAapom npoTokona MSTP n
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — npeHTUdPUKaTOp sK3emnaapa npoTokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApom npoTtokona MSTP u
vlan vian_range rpynnamu VLAN.
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name string

Nno hame

string: (1..32) cumBona

3apaTb UMa KoHurypauum MST.
- string — uma KoHdurypauum MST.

Yaanutb umsa KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3un KoHbUrypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHne No ymondauuio (value).

show {current | pending}

MokasaTb Tekyyto (current) inbo oxuaaroLwyto (pending)
KoHUrypauuio MST.

exit _ BbIiT U3 pexnma KoHdurypaumm npotokosna MSTP ¢
COXpaHeHWem KOHUrypaumu.
abort BbIIT 13 pexruma KoHbUrypauum npotokona MSTP 6e3

COXpaHeHWA KOHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if) #

Tabnmua 139 — KomaHabl pexmuma KoHpurypaumm nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3almTa BbIKAOYEHA

BKAOUMTL 3aLWMTYy «KOPHA» A/1A BCEX CBA3YOWMX aepesbeB STP
BblbpaHHOro nopTa. [laHHaA 3awmTa 3anpeLwaeT uHTepdericy boiTb
KOpHEeBbIM MOPTOM KOMMyTaTopa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree mst in-
stance_id guard root

no spanning-tree mst in-
stance_id guard root

instance_id: (1..63);
/3awWmTa BbIK/IOYEHa

BKNOUMTL 3aLLMTY «KOPHA» YKa3aHHoOro sksemnnapa MSTP gna
BblbpaHHOro nHTepdeiica. JaHHaa 3awmTa 3anpeLiaeT
MHTepdency 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdelica B ak3emnasape MSTP.

- instance-id — npeHTUOUKATOP 3K3emnaspa npoTokosaa MSTP;
- priority — npuopuTeT uHTepdeiica.

V 3HaueHMe NpUopUTETa A,OMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NYTU Yepes BblIbpaHHbIA UHTepdelc ana
onpeaeneHHoOro aksemnasapa npotokona MSTP.

- instance-id — npeHTUdUKaTOpP 3K3emnaapa npoTokona MSTP;
- cOSt — UEeHHOCTb NyTw.

YCTaHOBWTb 3HauYeHue, onpeaenaeMoe Ha OCHOBaHUM CKOPOCTU
nopTa M MeToAa onpeaeneHna LeHHOCTU NyTh, cMm. Tabauuy 134,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTEPdEICA B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/| 3HaueHue npuopuTeTa AOMKHO BbITb KPaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted-tcn

—/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

171



HELTEX

KomaHOb! pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnmua 140 — KomaHabl pexkmma EXEC

KomaHoa 3Ha4yeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

MokaszaTb KOHbUrypaumio npoTokona STP.

gi_port: (1.8/0/1.48); | instance_id — naeHTudmrKaTop 3K3emnasapa npotokona MSTP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..63).

show spanning-tree detail MokasaTb NogpPobHY0 MHPOPMALLMIO O HACTPOLiKe npoTokona STP,
[active | blockedports] [in- MHbOPMaLMto 06 aKTUBHbBIX MU 3aBNOKMPOBAHHBIX MOPTaX.
stance instance_id] - active — npocmoTp MHPopmaummn 06 akTUBHbIX NOPTaXx;

inst id: (1..63
instance_id: ( ) - blockedports — npocmoTp nHbGOpMauumn o0 3a6N10KMPOBaAHHbIX

noprax;
- instance_id — vaeHTudMKaTOp 3K3emnaspa npotokona MSTP.

show spanning-tree MokasaTb MHPOPMaLMIO O CKOHPUTIYPUPOBAHHBIX IK3EMMNAPAX

mst-configuration - MSTP.

clear spanning-tree de- Mepes3anycTuTb NPOLECcC MUrPaLLMM NPOTOKOIA. 3aHOBO

tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi__port: (1..8/0/1..48); npPoOMCXoauT NPocYET aepesa STP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48).

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NpoTOKoANa STP, ycTaHOBUTbL 3HaYeHMe npuoputeTa ceasytowero aepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHAa, MHTePBan BPEMEHN MeXKAY Nepenadyamm LWNPOKO-
BelaTeibHbIX coobLeHn «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MoKa3aTb KOHPUrypaumio npotokona STP:

console (config)# spanning-tree

console (config) # spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address aB:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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Name

tel/0/6 enabled 128.
tel/0/7 enabled 128.

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5

hello 5, max age 38, forward delay 20

Interfaces

State Prio.Nbr Cost Sts Role PortFast Type

tel/0/1 enabled 128.1

tel/0/2 disabled 128.2

tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
6
7
8

4 Frw Desg Yes P2P (RSTP)

tel/0/8 enabled 128. 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3HoBuaHoCTel npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHus B otaenbHbiXx VLAN. MpuMmeHeHMe AaHHOTo Npo-
TOKona no3sonseT B Kaxxaom VLAN co3gaTb oTaenbHbIM ak3emnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsetcsa ycoBeplieHCTBOBaHMEM NpoTokona PVSTP+, xapakTtepusy-
€TCA MEHbLUMM BpeMEHEM NPUBEAEHNS CETU K APEBOBUAHOMN TONOJIOTMN U MMeEeT boJiee BbICOKYIO YCTOMYK-

BOCTb.

]

.‘

.-

.‘

Bcero nogaep»kaHo 64 PVST/RPVST-uHctaHca. Mpu 3ToM HY/N1€BOI MCNONb3yeTca ANA Bcex
VLAN, B KOTOpbIX OTK/AloueH PVST/RPVST. Kaxxgomy VLAN c BKaloueHHbIm PVST/RPVST
cootBeTcTByeT oauH PVST/RPVST-uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST Bpe-
MeHHO 6a0KupyloTca, Nno3Tomy nepeg skaoueHnem PVST/RPVST Heobxoaumo paccum-
TaTb Konu4yectso ucnonbsyemoix VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecnm pgaH-
Hoe 3HaueHue npeBbllwaeT 63, TO NePBOHaYaNbHO HYXHO OTKAuUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

Mpwu BkAloYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lNMoatomy B cny4asx, Korga B KO/bLie UCNONb3YIOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclumputb AMmuTbl obpa-
60TKu PVST bpdu-tpaduka Ha CPU. [ina aToro ucnonb3yerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

Ecnm B npouecce aKkcnayatauum noHagoburca yépatb VLAN us PVST/RPVST-UHCTaHCOB U
[,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/leayoL e A4eACTBUA:

1) OTknounTbL STP B HeHyXHbIX VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXKume KOHGUrypupoBaHUA).

2) Bkntountb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rno6ansHom
pexXume KoHPUrypuposaHma).
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:

console (config) #

Tabanua 141 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIHOYEHbI

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAtoYMTb paboTy NnpoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
duNbTPaLMA OTKNKOYEHA

dunbTPyeT UM NponyckaeT Bxoaalume Kaapbl PVST/RPVST-
BPDU.
V JaHHaA KomaHAa aeiicTByeT B TOM ciyyae,

ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecau BKkAOYEH
pexum PVST/RPVST, To gaHHaa KomaHga
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnu B yKasaHHoi VLAN oTkntoueH STP.

- filtering — BKAtOUMTL dUNbTPaLMIO;
- flooding — oTkAOUUTL dUANbTPaLMIO.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 ¢

YCTaHOBWUTb MHTEPBaN BPeMEHM, 3aTPaunMBaeMbli Ha
NPOCAYLIMBaHNE U U3yYeHUe COCTOAHUN nepes NepekntoyeHem
B COCTOAHME nepeaaymn Ana ykasaHHboix VLAN.
V Taiimepbl AONKHbI COOTBETCTBOBATL C/eAy-
toweii popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 c

YCTaHOBUTbL MHTEPBA BPEMEHUN MeXAy nepesadyamm
LWMpOKOoBeLLaTesbHbIX coobuweHnin «Hello» K
B3aMMOZEMNCTBYIOLLMM KOMMYTAaTOpPaM A1 YKa3aHHbIX VLAN.

YCTaHOBUTb 3HaYeHue Nno YMONYaHULO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 ¢

YCcTaHOBUTL Bpemsa KU3HU cBasytoLlero aepesa STP gna
yKasaHHbIx VLAN.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpouTb npuopuTeT ceasyoLlero gepesa STP.
V 3HaueHue Bbl6UpaeTcA M3 ANManNasoHa C Wa-
rom 4096.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BKOYMTb OrpaHUYEHnEe Ha KonnyecTBo obpabaTbiBaemMbIx
TCN/TC BPDU 3a yCTaHOB/IEHHBIN MHTEPBAN BpemeHu ans STP,
RSTP, HyneBoro sk3emnaapa MSTP.

BbIKOUMTbL OrpaHUyeHne Ha Konnyectso obpabaTbiBaeMbix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

vlan_list: (1..4094);
seconds: (1..10)/2 c

YCTaHOBWUTb MHTEPBAJ OFPaHNYEHNA KOANYECTBa
obpabaTbiBaembix TCN/TC BPDU.
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no spanning-tree vlan
vlan_list tc-protection in-
terval

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

spanning-tree vlan
vlan_list tc-protection
threshold count

no spanning-tree vlan
vlan_list tc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBUTb MaKCMMaNbHOE KO/IMYecTBo 0bpabaTbiBaembix
TCN/TC BPDU 3a 3agaHHbI MHTEPBAN BPEMEHM.

YCTaHOBWUTb 3HAYEeHUE NO YMOI4HaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perkMma KoHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabanua 142 — KomaHgbl pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree vlan vian_list

bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpPaLMA OTKAOYEHa

dunbTpyeT MAM NponyckaeT Bxogalme Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM nHTepdeiice.
V JaHHaA KOMaHAA AeiicTBYeT B TOM cyyae,

ecnm STP oTKAOUYEH M60 BKAKOYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecam BKkAOYEH
pexum PVST/RPVST, To gaHHasa KomaHga
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnm B yKasaHHoW VLAN oTtknatoueH STP.

- filtering — BkNtOUNTL GUNBTPaALMIO;
- flooding — oTtkAtouMTL GUABTPaLMIO.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBWTb LEHHOCTb NYTU Yepes AaHHbI MHTepdeic ana
yKa3aHHbIX VLAN.
- cOSt — UEeHHOCTb NyTw.

YCTaHOBUTbL 3HaYeHune, onpeaensemoe Ha OCHOBaHUU CKopoctn
nopTa u meToaa onpegeneHna LeEHHOCTU NYTU ANA YKAa3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpetutb paboTy NnpoToKona STP Ha KoHdUrypupyemom
nHTepoerice ans ykasaHHbix VLAN.

Paspewntb paboTy npoTtokona STP Ha KoHGUTYpUpyemom
nHTepoerice ans ykasaHHbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YCTaHOBUTbL NpUOpPUTET MHTEPdENCa B KOPHEBOM CBA3YHOLLLEM
nepese STP.
V 3HaueHue BblbMpaeTca M3 AManasoHa C Wwa-
rom 16.

YCTaHOBUTb 3HaYeHMeE N0 YMOHAHWUIO.

spanning-tree vlan vian_list
guard {root | loop | none}

vlan_list: (1..4094);

BK/IIOYMTD 3aLLMTY KKOPHA» Ha JaHHOM UHTepdelice ana
yKa3saHHbIX VLAN.

- root — 3anpewaet nHTepdelicy 6bITb KOPHEBLIM MOPTOM
KOMMYTaTOpa;

- loop — BKAtOYaeT Ha UHTepdelice AONONHUTENBHYIO 3aLLMUTY OT
netenb. B cnyyae, ecnn nHTepdeic HaxoANTCA B COCTOAHMM,
oTAn4YHom oT Designated v npu aTom nepecraet nonyyaTb BPDU,
nHTepoeric baokupyercs;

- none — oTK/Ato4aeT Bce Guard-pyHKLMM Ha MHTepdeiice.
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no spanning-tree vlan OTkntoumnTb BCe Guard-dpyHKUMM Ha nHTepdelice.

vlan_list guard

spanning-tree vian vlan_list 3anpetutb npmvem BPDU c pnarom TCN gna ykasaHHbIx VLAN.

restricted-tcn

—/BbIK/OYEHO

no spanning-tree vian PaspewwnTtb nprem BPDU c ¢narom TCN gns ykasaHHbix VLAN.

vlan_list restricted-tcn

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHa3HayeH AN NOBbILLEHUSA YCTOMUMBOCTU U
HaAeXHOCTM CeTU nepefaun AaHHbIX, UMEloLWEe KONbLUEBYIO TOMOJIOTMIO, 33 CYET CHUMKEHUA BpPEeMEHMU
BOCCTAHOB/IEHWNA CETM B C/ly4ae aBapun. Bpema BOCCTaHOBAEHMA He npeBbiwaeT 1 ceKyHabl, YTO CyLecTBeHHO
MEeHbLLE BPeMEeHM NepecTPomKn CeTU Npu UCMNo1b30BaHNM NPOTOKO/I0B CEMENCTBA spanning tree.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnmua 143 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aelicmeue

erps

no erps

—/BbIK/IOYEHO

Paspewntb paboTy npoTtokona ERPS.

3anpeTtutb paboTy npoTtoKosa ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3patb ERPS-konbLo ¢ naeHTudumkatopom R-APS VLAN, no
KOTOpOM byaeT nepeaaBaTbca cnyxebHas MHGopmaums u
nepexos, B peXXMM KOHPUrypaLmMm KonbLa.

-vlan_id — Homep R-APS VLAN.

Yaanutb ERPS-KonbLo ¢ naeHTudurkatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bua 3anpoca KOMaHAHOM CTPOKM B peXkMme KOHOUIypaLmMmn KobLa:

console (config-erps) #

Tabnnua 144 — KomaHabl pexkuma KoHpurypaumm ERPS-konbua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6asutb AnanasoH VLAN B cnMCOK 3almieHHbIx VLAN.
-vilan_list — cnucok VLAN. inanasoH VLAN MoXHoO 3agaTb
nepeyncieHMemM Yepes 3anaTyto UM yKa3aTb HauyasbHoe 1

nn

KOHEeYHOEe 3Ha4YeHUA AMana3oHa Yepes ,u,ecbmc .

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanutb gnanasoHd VLAN n3 cnmncka 3awmueHHbix VLAN.
-vlan_list — cnucok VLAN ana yaanexus.

port {west | east} {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no port {west | east}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Bbi6paTh west (east)-nopT KOMMyTaTOPa, BKAOUYEHHOTO B KOAbLLO.

Ypanutb west (east)-nopT KOMMYTATOpPa, BKAKOYEHHOIO B KONbUO.
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rpl {west | east} {owner |
neighbor}

no rpl

—/no rpl

Bbi6paTb RPL-nOpT KOMMyTaTOpa U €ro posib.

- west — RPL-nopTtom byaeT HazHayeH west-nopT;

- east — RPL-nopTom 6yaeT HasHaveH east-nopT;

- owner — KOMMyTaTop byaeT aBnATbCA BAagenbuem RPL-nopTa;
- neighbor — KommyTaTOp OyZeT ABNATLCA COCEA0M BAALENbLA
RPL-noprTa.

Ypanutb RPL-nopT KommyTaTopa.

level level

no level

level: (0..7)/1

HacTpouTb ypoBeHb coobuieHnit R-APS. Heobxoammo gnn
NpoxoxaeHus coobueHunit yepes CFM MEP.
- level — ypoBeHb coobuieHunit R-APS.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ring enable

no ring enable

—/BbIK/IIOYEHO

BK/110UNTL GYHKLMOHMPOBaHME KO/bLA.

BbIKNOYNTL QYHKLMOHUPOBAHME KO/bLA.

version version

no version

version: (1..2)/2

BbIbpaTb pexxnm COBMECTUMOCTM C APYIMMWU BEPCUAMMU NPOTOKONA
G.8032.
- version — BepcuA npoToKkona G.8032.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

revertive

no revertive

—/revertive

BbibpaTb perkmMm paboTbl KosbLa.

YCTaHOBWTb 3HaYeHMEe N0 YMONYAHWIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKa3aTb NOAKONbLO A8 AAaHHOTO KoAbLa.
- vlan_id — Homep VLAN.

Ypanutb NnogKoOMbLO.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BK/lOYMUTbL OTNPaBKYy cMrHana ounctkn MAC-Tabanubl B OCHOBHOE
KONbLLO NPW NepecTpoeHnn NoAKObLA.

OTKAOYNTL OTNPABKY cMrHana ounctkm MAC-Tabaunubl B OCHOBHOE
KONbLLO NPV NepecTpoeHnn NoAKobLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBUTL Taimep, 610KMPYIOLLMIA YCTapeBLIMe COObLEeHUs
R-APS.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YCTaHOBUTb TaliMep 3a4ePKKM peakLmmM KoMMyTaTopa Ha
M3MEHEeHWe B COCTOAHMUM. BMecTo peakumm Ha cobbiTue
BK/IIOYAETCA Talimep, No UCTeYeHMN KOTOPOro KOMMYTaTop
nHbopmMUpyeT o cBoem cocTosaHuK. MpeaHasHayeH ans
yMeHblieHUa Gayaa NakeTos npu ¢aanmnmHre NopTos.

YCTaHOBWTb 3HaYe€HMEe N0 YMOAYAHWUIO.

timer wtr value

value:(1..12) mun/5

YcTaHOBUTL Talimep, KOTOpbI 3anyckaetca Ha RPL Owner
KoMmyTaTope B revertive-pexume. Ucnonbsyertca ana
npeaoTBPALLLEHNA YacTbIX 3aLLMUTHBIX NEPEKNOYEHMI U3-3a

MmH CWUrHaN0B O HEMCMNPABHOCTAX.

no timer wtr YCTaHOBWTb 3HaYeHME MO YMONYAHMUIO.

switch forced {west | east} dopcupoBaTh 3anNycK 3aLUTHOMO NEPEKNOYEHUA KoMbLa, Npu
—/no 3TOM H610KMPYETCA YKa3aHHbIN NOPT.

no switch forced OTMeHUTb popPCUPOBaHMA NEPEKNIOYEHUS KObLA.

switch manual {west | Bpy4Hyto 3ab10KMpPOBaTh YKa3aHHbIW west (east)-nopt u

east} —/no pa3bnoknposaTb east (west).

no switch manual OTMEHWTb PYYHYIO BNOKMPOBKY.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOAa B PEXMUM

KOHUrypaLmm KosbLa.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 145 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

3anpocutb nHdopmaumio 06 obwem coctosiHum ERPS nnm
COCTOAHWUM YKa3aHHOrO KO/bLa.

show erps [vlan vian_id] vian_ id: (1..4094)

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKUuMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUWU U XapaKkTepuctukax. MHbopmaumsa, cobpaHHaa nocpeacTsom
npoTtokona LLDP, HakananBaeTca B yCTPOMCTBAX M MOXKET ObITb 3aNpoLLeHa YNPaBAAOLLMM KOMMbIOTEPOM MO
npotokoay SNMP. Takum 06pa3om, Ha OCHOBAHUM COBPaHHOM MHPOPMALLMK, Ha YNPABAAIOLLEM KOMMbIOTEPE
MOMeET HbITb CMOAENMPOBAHA TONOAOIMA CETU.

KommyTaTopbl NoAAepKMBAIOT Nepeaayy Kak CTaHAAPTHbIX NapameTpoB, Tak U ONUMOHANbHbBIX, TaKUX
KaK:

—  WMMSA YCTPOICTBA U €ro onucaHue;
—  WMA NOPTa M ero onucaHue;
—  nHdpopmauma o MAC/PHY u . a.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 146 — KomaHabl pexkuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymona4yaHuro
lidp run Pa3pewntb KoMMyTaTopy UCNOb30BaHWe NpoToKoaa LLDP.
—/paspelueHo
no lidp run 3anpeTnTb KOMMYTATOPY MCNOIb30BaHWe NpoToKoaa LLDP.

lldp timer seconds seconds: (5..32768)/30 OnpefennTb, Kak 4acTo ycTpoicTeo byaeT oTnpaBAaTbL

c obHoBneHne nHdopmaumm LLDP.

no lidp timer YCTaHOBWTb 3HAaYE€HNE MO YMONYAHUIO.

lidp hold-multiplier number 3a4aTb BE/IMYMHY BPEMEHW A/1A MPUHMMAIOLLErO YCTPOICTBA, B
TeYeHNe KOTOPOro HYXHO yAepXKnsaTb NPUHMMaEMble NaKeTbl
LLDP nepeg ux copocom.

[laHHaa BeNnYMHaA NepefaeTca Ha NPUHUMAIOLLYO CTOPOHY B LLDP
number: (2..10)/4 update-nakeTax (NnakeTax 06HOBNEHWA), ABNAETCA KPAaTHOCTbIO ANA
Tarimepa LLDP (lldp timer). Takum obpa3om, Bpemsa KusHu LLDP-
nakeToB paccuymuTbiBaeTca no popmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

no lidp hold-multiplier YcTaHaBAMBAET 3HAYEHUE MO YMOYAHMIO.

lldp reinit seconds MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkuaaTb nepes,
seconds: (1..10)/2 c NOBTOPHOM MHULMann3aumen LLDP.

no lidp reinit YCTaHOBWTb 3HaYEHME N0 YMOIYAHMIO.
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lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2 c

YCTaHOBUTbL 3aZePXKKy MexXagy nociegylowymn nepesadyamu
naketos LLDP, MHUUMMPOBAHHbIMU M3MEHEHUSMU 3HAYEHWI
WUAW cTaTyca B OKaNbHbIX 6a3ax AaHHbIX MIB LLDP.

V PekomeHayeTtcs, 4TO6bl faHHasA 3aAepikKa

6blna MmeHblle, yem 3HauyeHue 0.25* LLDP-
YCTaHOBWTb 3HAYEHME N0 YMONYAHUIO.

lidp lidpdu {filtering |
flooding}

no lidp lidpdu

—[filtering

Timer.
OnpeaennTb pexkum 06paboTku naketos LLDP, Korga npoTokon
LLDP BbikNtOYEH HA KOMMYTaTOpE:
- filtering — yka3biBaeT, 4yTo LLDP-nakeTbl puabTpytoTCa, ecnm
NpoTOKOA LLDP BbIKAOYEH Ha KOMMYTaTOpE;
- flooding — yKkasbiBaeT, uto LLDP-naKkeTbl nepeaatoTcs, ecam
npoTokon LLDP BbikAtOYEeH Ha KOMMYyTaTOope.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

YcTaHoBWTb Yncno nostopeHnin PDU LLDP ans 6bicTporo 3anycka,
onpeaenaemoro nocpeacrtsom LLDP-MED.

number: (1..10)/3

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenvTb NpaBuao a4 napametpa network-policy (cetesas
NOAUTUKA YCTPOICTBA). JaHHbI napameTp aBaserTcs
OMNUMOHANbHBLIM ONA pacwMpeHna NnpoTokona LLDP MED.

- number — nopsaKoBbI HoMmep npasuna network policy;

- application — rnaBHaa GyHKUMA, onpeaeneHHan ANA JaHHOTO
npasuna network policy.

-vlan_id — npeHtndukatop VLAN gnsa gaHHoOro npasuna;

- tagged/untagged — onpegensert, TernpoBaHHOM namn

HeTernposaHHol byaet VLAN, ucnonb3syemas gaHHbIM NpaBuaom.

- priority — NnpuYopWTET aHHOTO Npasuaa (Mcnonb3yeTcs Ha
BTOpOM ypoBHe mogenu OSl);
- value — 3HauyeHue DSCP, ncnonb3syemoe AaHHbIM NPaBUJIOM.
Ecnun He yKasbiBaTb 3HaYeHMe DSCP, no ymon4yaHmio KOMMyTaTop
6ypet oTnpasnaTb napametp DSCP 0.

V UsmeHeHue network-policy BO3M0OXXHO TONbKO

rae oHa npumeHeHa.

nocne CHATUA NOJUTUKU CO BCEX UHTepdeiicoB,
YpanuTb co3gaHHoe nNpasuao Ans napameTpa network-policy.

lldp notifications interval
seconds

no lidp notifications
interval

seconds: (5..3600)/5
c

YCTaHOBWTb MaKCMMaJibHYHO CKOPOCTb Nepeaadn yBeaoMIeHuUin
LLDP.

- seconds — nepuog, BpeMeHw, B TeYeHKe KOTOPOro YCTPOMUCTBO
MOXKeT 0TNpPaBuTb He 60s1ee 04HOro YBeAOMAEHUSA.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnunua 147 — KomaHabl pexkuma KoHdurypaumnm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

M0 YMONYaAHMIO
pa3speLueHo
Mcnonb3oBaHMe B 060MX
HanpasaeHUsX.

Paspewuntb nepegayy naketos no npotokony LLDP Ha
nHTEpdelice.

3anpeTnTb Nepegavy NaketTos No NpoTokony LLDP Ha
MHTepodeiice.

PaspewunTb npuem naketos nNo NnpoTokoay LLDP Ha
nHTEpdelice.
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no lidp receive

3anpeTnTb NpMem NakeTos No nNpoTokoay LLDP Ha
MHTepodeice.

lidp optional-tiv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BKNIOYEHbI B MaKeT.

OnpeaennTb, Kakne onuuoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/lOYEHbl YCTPOMCTBOM B NepeaaBaemMblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOTO A0 NATU
onuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi pocTynHa TO/NbKO Ha
V YCTPOCTBaX ¢ noaaep:xkoii PoE.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWUIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanumo
onuMoHanbHble TLV He
BKJ/IIOYEHbI.

OnpeaennTb, Kakne onumoHanbHble TLV-nonsa byayt
BKJIKOYEHbI YCTPOMCTBOM B NepegaBaembiii LLDP-nakeT:

- pvid — PVID unHTepdelica;

- ppvid — go6asutb/yaanuts PPVID;

- vlan-name — po6asutb/yaanutb Homep VLAN;

- protocol — f06aBuUTL/yaannTb onpeaeneHHbI NPOTOKO.

YCTaHOBUTb 3HAYeHMe Nno YMO4aHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonuyanutio
ynpasnsaowmii agpec
onpegensetca
aBTOMaTUYECKMH.

OnpeaennTb yNpasasaowWwmii agpec, 06bABAEHHbIN Ha

nHTepoelice.

- ip_address — 3apaetca cTatudeckuii IP-agpec;

- none — yKa3bIBaeT, YTo agpec He 06bABNEH;

- automatic — yKasbIBaeT, 4TO cMCTeMa aBTOMATUYECKH

BblOMpaeT ynpaBastoLwmii agpec, U3 CKOHGUIYpPUPOBAHHBIX

afipecoB 3afaHHOro UHTepdelica.

Ecnm nntepdeiic ethernet nnmn nutepdeiic rpynnsl noptos

npuHaanexxat VLAN, To gaHHbI agpec VLAN He byget

BKJIKOYEH B CMIMCOK BO3MOMHbIX YNPaBAAIOLMX apecoB.

V B cnyyae Hannuma HeckonbKux IP-agpecos cuc-
Tema BblbupaeT HauyanbHbIii IP-agpec us gnana-
30Ha AMHamuuyeckux IP-agpecos. Echm guHamu-
YyecKue agpeca OTCYTCTBYIOT, TO cucTema BbibU-
paeT HauyanbHbIK IP-agpec U3 guanasoHa BO3-
MOXHbIX cTaTU4ecKux IP-apgpecos.

Ypanutb ynpasnatowmi IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Nno YMONYaHMIO OTNpaBKa
yBegomienuit LLDP
3anpelyeHa.

Pa3spelunTb/3anpeTuTb OTNpaBKy yBeaomaeHunin LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpeuaer.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3pewnTb ncnosb3oBaHMe paclumpeHns npotokona LLDP

location, MED.
inventory)/3anpetueHo B KOMaHAy MOXHO BKNHOUYUTH OT OAHOTO A0 TpeX
UCNonb3oBaHne cneymanbHbix TLV.
paclmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauuTb npasuno network-policy sgaHHOMy UHTepdelicy.
{add | remove} number - add — Ha3HauaeT npaBuno;
number: (1-32) - remove — yaanseT Npasuno;

no lldp med network-policy

- number — Homep nNpasuna.

Ypanutb npasuao network-policy ¢ gaHHOro MHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aliT;
civic_address_data:
(6..160) 6air;
ecs_elin_data: (10..25)
6aur.

3apaTb MecTonoN0KeHMe YCTPOWUCTBa AN NpoTokona LLDP
(3HaueHne napameTpa location npotokona LLDP MED).

- coordinate — appec B cucTemMe KOOPAMUHaT;

- civic_address_data — aAMUHUCTPATUBHBLIN agpec
YCTPOMCTBA;

- ecs-elin_data — agpec B popmate, onpeseneHHOM
ANSI/TIA 1057.
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no lidp med location
{coordinate | civic-address
| ecs-elin}

YAanuTb HaCTPOMKKM NapameTpa mectonosioxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

—/3anpelyeHo

Paspeluntb/3anpeTuTb OTNpasKy yBegomneHunin LLDP MED o6
N3MEHEHWUW TOMONOTUN.

- enable — paspelaeT oTNpaBKy yBEAOMIEHNI;

- disable — 3anpeLaeT oTnpaBKy yBEAOMIEHWIA.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

v

KaXabli NopT rpynnbl.

%

MakeTbl LLDP, npuHATbIe Yepe3 rpynny nopTos, 3aNOMUHAIOTCA UHAUBUAYANBHO NOp-
TaMu rpynnbl, NPUHABLWMMU coobweHua. LLDP otnpaBnsaeT pasnnyHble coobeHunn Ha

Pa6oTa npoTtoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMpPOBaHHbIX NPoTOKonom STP-nopTax.

Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/ly4ae, ecnm

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabanua 148 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuncTuTb Tabnnuy agpecos 06HaPYKEHHbIX COCEHUX YCTPONCTB
M HayaTb HOBbIM LMKN 0bMeHa nakeTamu no npotokony LLDP
MED.

show lidp configuration [gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-kKoHUrypaLmm Bcex pusmnyeckux nHtepdencos
YCTPOMCTBa, MO0 33AaHHbIX MHTepdENCOoB.

show lildp med configura-
tion [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNMoKaszaTb KOHGUIrypauum pacmpeHunsa npotokona LLDP-MED ansa
Bcex puamnyeckmx nHtepodeicos, MO0 3aaHHbIX UHTEPdECOB.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-nHpopmaumio, KOTOpyto aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lMokasaTtb cTaTyc nepe3sarpysku TLVs LLDP.
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show lldp neighbors MNMoKas3aTb MHGOPMaLMIO O COCEAHMX YCTPOMCTBAX, Ha KOTOPbIX
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | pabortaet npoTtokon LLDP.

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

show lldp statistics MokasaTtb cTaTUcTuKy LLDP.

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

[pumepbl 8bINOAHEHUS KOMAHO

= YcTaHoBUTb AnA nopTta tel/0/10 cneayowme tlv-nona: port-description, system-name, system-de-
scription. na gaHHoro nHtepdenca gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config) # configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabanuya 149 — OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpegenunTb, KaK 4acTo ycTpoincTBo oTrnpasnseT LLDP-o6HoBAEHMA.

Onpepenutb BennUnHy Bpemenn (TTL, Time-To-Live) 418 NPUHUMALOLLETO YCTPO-
Hold Multiplier CTBa, B TEYEHME KOTOPOTO HYXKHO YAepKnBaTb NpUHMMaemMble nakeTbl LLDP nepep,
ux cbpocom: TTL = Timer * Hold Multiplier.

Onpegenntb MMHMMaNbHOE BpeMA, B Te4eHne KOTOporo nopT 6yp,eT OXnaaTb nepen

Reinit delay nocbinkol cneaytouwero LLDP-coobueHus.

Tx delay Onpeaenuntb 3a4epKKY Mexay I'IOCﬂue,L'J,WOLLI,VIMM nepegadyamu LLDP-kagpos, MHULN-
MPOBaHHbIX U3MEHEHUAMM 3HaYeHuU NMbo cTaTyca.

Port Homep noprta.

State Pexkum paboTbl nopTa gas npotokona LLDP.
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MNepepasaemole TLV-onumu.
Bo3MoOHble 3HaYyeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHue cuctembl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopbli nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpelieHsl ysegomnenuma LLDP.

MokasaTb MHGOPMaLMIO O COCeAHUX YCTPOMCTBAX:

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 £s-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full

duplex mode
Operational MAU type: Unknown

duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half

Tabnnua 150 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Umsa nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTndmKkaTop nopTa cocenHero ycTpomncTaa.
System name CucTeMHOe UMA YCTPOMCTBA.
Capabilities [aHHoe none onucbIiBaeT TUN YCTPOMCTBA:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna Wi-Fi (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitctso (DOCSIS cable device);
H — CeteBoe ycTtpoiictso (Host);

r — MosTopuTens (Repeater);

O — Tun HeussecTeH (Other).

System description OnucaHWe coceiHero ycTpoicTaa.
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Port description OnwncaHue nopTa cocegHero ycTpomncTaa.

Management address Appec ynpaB/iieHUA yCTPOMUCTBOM.

Auto-negotiation
support

OnpegensaeT, NnoaAepKMBaETCA I aBTOMATUYECKOE onpeaesieHne pexmma nopra.

Auto-negotiation
status

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUUECKOIO ONpeaeNeHns pexxmma
nopta.

Auto-negotiation Onpepenset pexumsl, nogaepKnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeaene-

Advertised HUSA noprTa.

Capabilities

Operational MAU Pabouunit MAU-TMN ycTpolicTaa.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLMN YyPOBHS KaHana
nepegayn AaHHbIX NPeacTaBAAoT coboli NPOTOKON MOHUTOPUHIA COCTOSHUA KaHana. B aTom npoTokosie gna
nepegayn MHPOpPMaLMM O COCTOAHUM KaHasla MeXKAy HEenocpeacTBEHHO MOAKAHOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoicTBa A0MKHbI NOAAePKNBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnmua 151 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNOYEHO

BkntounTtb nopaepkky Ethernet OAM Ha nopty.

OtkntounTb Ethernet OAM Ha KOHUrypupyemom nopry.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame threshold

YcTaHOBWTb NOPOT KONMYECTBa OLWMBOK 33 yKa3aHHbIN Nepuog,
(nepnopg, yctaHaBAnBaetca komaHaow ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-moni-
tor frame window

mcC

YCTaHOBUTbL BPEMEHHOM MPOMEKYTOK A/1a noacyeTa KoanyecTsa
OLWKNBOK.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame-period threshold

YcTaHoBUTbL Nopor gns cobbitma «frame-period» (nepmog,
ycTaHaBauBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3Ha4YeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-moni-
tor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOM NPOMEXYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

count: (1..900)/1

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepunog,
ycTaHaBauBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam link-moni-
tor frame-seconds thresh-
old

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTbL BPEMEHHOM MPOMEKYTOK ana cobbitua «frame-
period».

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXknMm paboTbl npoTokona OAM:
- active — kommyTaTop nocTosaHHO oTnpasasaet OAMPDU;

—/active - passive — KommyTaTop HaunHaeT otnpasaaTe OAMPDU Tonbko
npu Haanumum OAMPDU co BCTPeYHOM CTOPOHBI.
no ethernet oam mode BoCCTaHOBWTL 3HAYEHME MO YMOYAHMIO.
ethernet-oam remote-fail- BKAtOUNTL NOAAepKKY M 06paboTKy cobbiTnin «remote-failure».
ure
—/BKAIOYEHO
no ethernet oam re- BoccTaHOBWTL 3HAYEHME MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky dyHKkunmn remote-loopback.
back supported — JoTknioueno
no ethernet oam re- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWUIO.
mote-loopback supported
ethernet oam uni-direc- BKOUNUTL GYHKLMIO OBHAPYXKEHUA OAHOHANPaB/IEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
— —/OTKAKOUYEHO
no ethernet oam uni-direc- BoccTaHOBWTL 3HaUYEHWE MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpeaenvTb peakuuio KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anuchb B }KypHan;
—/log - error-disable — nepesog nopta B coctosiHue «error-disable»,
3anucb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3HaYeHWE MO YMOIHAHMIO.
tional detection action
ethernet oam uni-direc- BKtOUYNUTL arpeccuBHbIV peXUm onpeseneHns
tional detection agressive OfHOHanpaBneHHoW cBA3n. Ecam oT cocegHero ycTpoicTea
nepectatot npuxogutb Ethernet OAM-coobueHns — AMHK
—/oTK/I04eHO

no ethernet oam uni-direc-
tional detection aggressive

nome4yaeTca Kak OAHOHaI'IpaBneHHbIVI.

BoccTtaHOBUTL 3HaYeHWe nNo YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 ¢

YCTaHOBWUTb BPEMEHHOW UHTepBan AN onpeaeneHnsa TUMna cBaAsmn
Ha nopry.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI 414 NPUBUIAETMPOBAHHOMO NoAb30BaTena. Bua 3anpoca KOMaHAHOW CTPOKM

perknma privileged EXEC:

console#
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Tabnunua 152 — KomaHabl pexxuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OYnCTUTL cTaTUCTURY Ethernet OAM g ykasaHHOro nHTepdeiica.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pasunTb coctoaHmne npoTokona Ethernet OAM gna ykasaHHoro
MHTepodeica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT106pasnTb CTaTUCTUKY O6MEeHa NPOTOKO/IbHLIMM COOBLLEHNAMM
019 yKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTobpa3unTb HacTpoikn Ethernet OAM pnsa ykasaHHoro
nHTepdeiica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTo6pasnTb COCTOAHME MeXaHU3Ma onpeaeneHns
OfHOHanpaB/IeHHbIX CBA3EN AJ1A YKa3aHHOro nHTepdeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NPOLLECC TECTUPOBAHWA KaHaa C NOMOLLbIO
ethernet oam remote-loopback Ha ykaszaHHOM MHTepdeiice.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pa3unTb cOCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:
Remote client
MAC address:
Vendor (oui) :

gigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£9:4b:0c:00:03
a8 f9 4b
Administrative configurations:
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PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

3

active

not supported
supported
supported

not supported
1500

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtaBnseT dbyHKUMM Habaoge-
HWA, MOUCKa U YCTPAHEHMA HeucnpasBHocTel B ceTax Ethernet, No3Bonss KOHTPOMPOBATL COEAMHEHWE, U30-
IMPOBaTb NPOBHEMHbIE YYACTKM CETU U MAEHTUPULMPOBATL KIMEHTOB, K KOTOPbIM MPUMEHSAINCL OrpaHuYe-

HUA B CETU.

MpoToKon onepupyeT cieayowmumMm NOHATUAMM:

=  Maintenance Domain (MD) — y4acTOK ceTu, NpUHaaNeKalLUniA U ynpaBAseMblii O4HUM ONePaTOPOM;
= Maintenance Association (MA) — COBOKYNHOCTb KOHeYHbIx TodeKk (MEP), Karkaas us KoTopbiX UMeeT
oAuHakoBbIn naeHTudmkatop MAID (Maintenance Association ldentifier), onpeaenatowmin Tun cep-

BUCa;

= Maintenance association End Point (MEP) — KoHeyHasi TOUKa cepBuca, pacrno/ioXKeHHas Ha ero rpa-

HULE;

= Maintenance domain Intermediate Point (MIP) — npomeyTouyHaa To4yKa A0MeHa.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma ri1o6anbHOro KOHPUrypmpoBaHumsa:

console (config) #

Tabnnua 153 — KomaHabl pexkuma rnobanbHom KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name:(1..32)
CMMBO/I0B
level: (0..7)/0

Co3aaTb (MM cmeHUTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem
«name» 1 NepeinTh B pemMm KOHOUTYPUpPOBaHUA 4OMEHA.
- level — yposeHb CFM aomeHa.

Yaanute CFM-gomeH (MD) ¢ umeHem “name”.

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume KOHGUryprupoBaHua gomeHa:

console (config-cfm-md) #

Tabnuua 154 — KomaHapl pexxuma KoHpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

id { dns dns | name name
| mac mac_address num-
ber | null }

name: (1..43) cumBonos
dns: (1..43) cumBonos

YKasatb ngeHtuoukatop CFM-gomeHa (MD). MmeHem gomeHa
MOXET 6bITb:
- dns — dns-ums;
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mac_address : H.H.H
mnm H:H:H:H:H:H vam H-
H-H-H-H-H
number: (0-65535)

no id

Mo ymonuaHutio: id name
COOTBETCTBYET UMEHM
AOMeHa

- name — TEKCTOBAA CTPOKa;
- mac_address number — MAC-aapec 1 YucnoBoi
MAeHTUPUKATOP AOMEHa;

- null — NULL npeHTtndmkatop.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

service port

{ vlan-id vian_id |
name name |
number number}

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

no service vlan vian_id

Co3pgaTb CFM-cepsuc (MA) 6e3 npusasku K VLAN 1 nepexos B
pexxmMm KoHOUIYpUpoBaHUA cepauca.

Ypanute CFM-cepsuc (MA).

Co3gatb CFM-cepsuc (MA), npuessaHHbIi K VLAN c Homepom
«vlan» v nepeiTn B peXMm KoHOUTypMpoBaHUA cepsuca. UmeHem
CepBUCa MOXKET bbITb:

- vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — yncnosoi naeHTMdMKaTop.

Ypanute CFM-cepsuc (MA), npusasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

—/a BTOMaTU4eCcKoe
CO34aHue OTK/Ilo4EeHO

no mip auto-create

BKNHOUMTL aBTOMATUYECKOE CO34aHME MPOMEKYTOUYHbIX TOYEK
cepsuca (MIP). MpomerKyTouHble ToukM cepsuca (MIP) cosaatoTca
Ha BCex NopTax, Ha KoTopbix nponucad VLAN cepsuca.
Heobs3aTenbHblii NnapameTp «lower-mep-only» nckaoyaeT us
CMUCKA NOPTbI, HA KOTOPbIX YXKe CO34aHa KOHEeYHas TOYKa cepBuca.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUsa cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIypupoBaHUa AOMeHa:

console (config-cfm-ma) #

Tabnuua 155 — KomaHapl pexkuma KoHpurypmuposaHma CFM cepsuca (MA)

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

continuity-check in-
terval interval

no continuity-check
interval

interval: (1, 10, 100, 600) ¢/
1lc

YcTaHOBUTb MHTepBan oTnpasku Continuity Check coobuueHmnii.

YCcTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

direction down

no direction down

YCTaHOBWUTL HanpaBneHe KoHeYHoM Toukon cepsuca (MEP) B
HUCXoAsALLee.

YCTaHOBWTL HanpaBneHMe KOHeYHOoM To4KK cepsuca (MEP) B
Bocxoasllee.

efd notify erps

no efd notify erps

— /BbIK/OYEHO

BK/IOUNTL OTNPABKY yBEAOMIEHWI 06 06HapyKeHUU n3MeHeHus
cocToAHMA Konbla ERPS Ha cobbiTuaA events propagation link
failure/restore v HapyLeHWe CBA3HOCTH, AETEKTUPOBAHHbIX C
nomoupsto Continuity Check Protocol (CCM)

OTKNIOYUTb OTNPABKY YBEAOMIEHWUNA.

mep id

no mep id

id: (1..8191)

[06aBuTb KOHeYHyto Touky cepsuca (MEP) ¢ naeHtMpmnkatopom
«id» K AaHHOMY cepBuCy.
[laHHOW KOMaHpAoI OocyLecTBAAETCA TONbKO NpUBA3KA
MEP K cepBucy. MEP co3gaetca B pexxume KOHPUrypu-
poBaHusa uHtepdeiica.

YAanuTb KOHEYHyo TouKy cepsuca (MEP).

mip auto-create {
lower-mep-only |
none }

— /N0 yMmon4aHuio
MCNONb3YeTCA PeXKNM,
CKOHOUIYpUPOBaHHBbIN ANA

BK/OUMTb aBTOMATUYECKOE CO3JaHNe NPOMEKYTOUHbIX TOUEK
cepsuca (MIP). NMpomexyTouHble Touku cepsuca (MIP)
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no mip auto-create

AOMeHa, B KOTOpOM
HaxoaAunTca cepsuc

CO034at0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heobs3aTenbHble napameTpbl:
—  lower-mep-only — nckao4aeT U3 cnmMcka nopTbl, Ha
KOTOPbIX y¥Ke co3aaHa KoHeyHas Touka cepsuca (MEP);
—  none — He C0343aBaTb aBTOMATUYECKN MPOMEKYTOUHbIE
To4YKM cepsuca (MIP).

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuA 3anpoca KOMAHOHOM CTPOKK B pexume KoHPUrypmposaHus mHtepderica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 156 — KomaHabl pexkmuma KoHPurypuposaHusa nutepdeinca Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CYMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumBONOB;
number: (0..65535).

Co3patb Ha UHTepdelice KoHeyHoM Toukn cepeuca (MEP) ¢
naeHTudmKaTopom mep_id pns yKazaHHOro cepBmca B YKasaHHOM
JOMEHe 1 nepexos B pexunm koHburypmposaHma MEP.

YAanuTb KOHEYHYIO TOUKY cepBuca ¢ MHTepdeiica.

KomaHObI pexcuma KoHgU2ypuposaHUa KoHeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHGUIyprupoBaHUa AoMeHa:

console (config-if-cfm-mep) #

Tabnuua 157 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Touku (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuro
active BK/IIOYNTb KOHEYHYIO TOYKY cepBuca (MEP).
- —/BbIKNtOYEHa
no active YCTaHOBWUTb 3HAYEHME MO YMOYAHMIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IIOYEHA

BrkntoueHune otnpasku Continuity Check coobuieHni.

YCcTaHOBUTb 3HaYyeHue no YMONYaHULO.

COs cos

no Cos

cos: (0..7)/7.

YcTaHOBUTb 3HauYeHue npuopuTeta CoS, ¢ KoTopbim ByayT
oTtnpasnsaTbes Continuity Check coobueHus.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaTb MHTepBas 3a4ePKK, N0 UCTEYEHUM KOTOPOTo 6yp,eT
reHepnpoBaTbCA aBapuA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaTb NPOMEXKYTOK BPEMEHM, MO UCTEYEHMUU KOTOPOTro
npousonaeT cbpoc aBapuu.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

—/mac-remote-error-
Xcon

BKAOYUTL YBEAOMAEHMA ANA ONpeAeieHHbIX TUNOB COBbITHIA.
Tunbl cOBbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — To/bKo cobbitua DefError u DefXcon;
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- remote-error-xcon — To/1bKo cobbiTua DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — To/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKo cobbiTne DefXcon;

- none — yBeAOMNEHUSA OTK/KOUEHbI.

no alarm notification YCTaHOBUTbL 3HaYEHUE NO YMONYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabnnua 158 — KomaHgb! pexuma privileged EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
0 yMon4YaHuo

KomaHoa

show ethernet cfm do-

R name: (1..32) cumBonos | OTo6pasuTb MHGOPMaLMIO 06 yKazaHHOM AOMeHe Uau 060 BCex.
main [name]

0OT06pa3znTb MHPopmaumio 06 owmnbKkax Continuity Check
npoToKona.

show ethernet cfm errors _

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OT06pa3nTb MHGOPMALMIO O NOKANbHBIX UK YAANEHHbIX
KOHEUHbIX TO4Kax cepsuca (MEP).

show ethernet cfm mpdb name: (1..43) cumBonoB

[domain-id { dns name | mac-address: H.H.H uw OT06pasnTb MHGOPMALIMIO O MPOMENKYTOUHbIX TOYKaX CepBMmca
name | name name| mac H:H:H:H:H:H nan H-H-H- (MIP) /179 yKa33HHOTO AOMEHa AW ANA BCex

mac-address number | H-H-H; ’

null}] number: (0-65535)

show ethernet cfm statis-
— OTo6pasnTb CFM-CTaTUCTUKY AN BCEX LOMEHOB.

tics

show ethernet cfm statis- domain-name: (0..32)

tics domain domain-name CUMBOOB;

service { vlan-id vian_id | vlan_id: (1..4094); 0OT06pa3nTb CFM-CcTaTUCTUKY A5 YKA3aHHOTO OMEHa.

name name | number name: (0..45) cumBo10B;

number } number: (0..65535)

show ethernet cfm statis- . OTo6pasnTb CFM-CTaTUCTUKY AN YKa3aHHOW KOHEYHOM TOYKM
. Ly id: (1..8191)

tics mpid id cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKunA pesepBMpoBaHUA, NpegHasHadeHHaa AnA obecneyeHMA HAZEXKHOCTM KaHana
nepeaaun gaHHbix. B ceaske flex-link moryt HaxoauTtbes ethernet n port-channel untepdelicbl. OauH 13 aTnNX
NHTepdelicoB HaxoamMTcA B 3a0I0KMPOBAHHOM COCTOAHUM U HauyMHAET NPOMYCKaTb TPadMK TONbKO B C/yyae
aBapuKn Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnel NIopmos

Bupa, 3anpoca KOMaHAHON CTPOKM B pexume KoHoUrypupoBaHua uHtepdeiica Ethernet, nnrtepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 159 — KomaHabl pexkmma KoHpurypuposaHus nHtepdeiica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
flex-link backup { Bkntoumnth flex-link Ha MHTepdeice n HazHauMTb BbIBpaHHOMY
tengigabitethernet te_port nHtepdericy ponb backup-untepdeiica s flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— BoikntounTb flex-link Ha MHTepdeiice 1 yaanuto Bblb6paHHbIM
tengigabitethernet te_port nHtepderic us flex-link napsi.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3agaTb AeicTBME NPy NOAHATUU MHTepdelica, y4acTBYHOLLEro BO
[forced | bandwidth| off] flex-link:
- forced — ecnmn nogHaBWMIiCA MHTEpPdENC HAaCTPOEH Kak master, To
OH CTaHEeT aKTUBHbIM UHTepdeicom;
—Joff - bandwidth — npu nogHAaTUM MHTEpdelica akTUBHbBIM CTaHeT
nHTepdelic c bonbluei NPonyCcKHOM cCNocoBbHOCTLIO;
- off — nogHaABWUIica nHTepdelic ocTaHeTca B 3a6/10KMPOBaHHOM
COCTOSIHUM.
no flex-link preemption BepHyTb 3HaueHne No ymoayaHuio.
mode
flex-link preemption delay 3afaTb BpemMa OT Nepexoaa OTK/AYEHHOro NopTa B COCTOAHNE
delay «up», N0 NPOLIECTBMM KOTOPOTO BbINOIHAETCA AEUCTBME,
delay: (1..300)/35 ycTaHoBneHHoe komaHgo flex-link preemption mode.
- delay — nepwvog BpemeHu, B CEKYHAAX.
no flex-link preemption BepHyTb 3HaueHne No ymoayaHuio.
delay

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 160 — KomaHapl pexxknma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); Moka3saTtb KoHdurypauuto dyHKumm flex-link.
port_channel: (1..48)

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKUuA Layer 2 Protocol Tunneling (L2PT) no3BonsieT nponyckaTb C/y*KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, 4To NO3BOSAET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI CETU.

L2PT wuHkancynmpyetr PDU Ha rpaHM4YHOM KOMMYyTaToOpe, nepedaeT WX Ha Apyroh rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIV OXKMAAET CNeunanbHble MHKancyIMpoBaHHbIe Kagpbl, @ 3aTeM AeKancyaupyeT 1x, 4To
No3BO/AAET NO/Ab30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.

KommyTtaTopbl cepmum MES3000 npeaocTaBastoT BO3MOXKHOCTb MHKANCyIMPOBaTb CyKebHble nakeTbl
npotokonos STP, LACP, LLDP, IS-IS.
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[pumep

Ecan Bkntountb L2PT ana npotokona STP, To kommyTtaTopbl A, B, C u D byayt o6beauHeHbl B OAHO
CcBA3yloLLEee AepeBO, HECMOTPA Ha TO, YTO KOMMYTaATOp A He coeanHeH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PrcyHok 60 — Mpumep paboTbl dyHKuMM L2PT). MHPopmaumna 06 nsmeHeHMM TOMONOTUN CETU MOXKET BbITb
nepefaHa CKBO3b CeTb NpoBanaepa.

Cetb
nposangepa

LIl ] switch 2

PucyHok 60 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
WHKancynauua:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU;

2. Nopcuctema L2PT onpegensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATLIA PDU, n npose-
PSeT, BK/OMEHA /1M Ha NOPTY, C KOTOPOro NpMHAT 3ToT PDU, HacTpoiika I2protocol-tunnel gna gax-
Horo L2-npoToKona.

Ecnun HacTpoiKa BKOYEH], TO:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAKOYEHO TYHHeAupoBaHue, otnpasndetca PDU-Kaap;

— BO BCce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHENAWpPOBaHWe, OTNpasBnAeTca
MHKancynnposaHHbIi PDU-Kaap (McxogHbit Kagp ¢ Destination MAC-agpecom, MU3MEHEHHbIM
Ha TYHHE/IbHbIN).

Ecnu HaCTDOﬁKa BbIK/IKOYEHAQA, TO:

— PDU-Kagp nepenaetca B 06paboTUMK COOTBETCTBYHOLLETO NPOTOKONA.
Jdekancynauma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHaYeHUs, 3a4aHHbIM NPU Mo-
Mol KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsat BK/AOYAETCA TONbKO TOrAa,
Korga xoTa 6bl Ha O4HOM NOPTY BK/OYEHA HACTPOIKa I2protocol-tunnel (He3aBncMmo OT NpoTo-
Kona).
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2. Mpwn nepexsate naketa ¢ MAC-agpecom Ha3HAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/aa nonagaeT B
noacuctemy L2PT, KoTopasa onpegensaeT L2-npoToKon gna gaHHoro PDU no ero 3aronosky, 1 npo-
BEPAET, BK/AKOYEHA /IM Ha MOPTY, C KOTOPOrO NPMHAT MHKAMNCynMpoBaHHbIM PDU, HacTpolika
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnu HacTpoiiKa BKAOYEHa], TO:

—  MNOpT, C KOTOPOro 6blN1 NONYYEH MHKaNCyAnpoBaHHbIM PDU-Kkagp, 61oKupyeTcs ¢ npuumHoi 12pt-
guard.

Ecnum HacTpoiiKa BbIKAOYEHA:

— BO BCce noptbl VLAN, Ha KOTOpbIX BKAKOYEHO TYHHeAMPOBaHWE, OTApaBaAeTcA
AeKancyamposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHE/MPOBaHWe, OTnpasaseTcA
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU PeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 161 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o yMmon4arHuro

12protocol-tunnel address 3apaTb MAC-agpec HazHayeHUs ANA TYHHEeNMPYeMbIX KafpoB.

mac_address:
{mac_address} (01:00:ee:ee:00:00,

01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I12protocol-tunnel ad-
dress

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V' Ha rpaHuyHOom uHTepdeiice aonKeH 6biTb OTKAKOUYEeH NpoToKon STP (spanning-tree
disable).

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, uHtepdeiica rpynnbi
NopTOB:

console (config-if)#

Tabnnua 162 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

3HayeHue/3Ha4yeHue no "
KomaHda / Aeilicmeue
YMOMYAHUIO

12protocol-tunnel {stp | lacp BKAOUMTD pexnum MHKancynauum naketos STP BPDU.
| lidp | isis-I1 | isis-12 | pvst
| cdp | dtp | vtp | pagp |
udld | rip | ospf | vrrp}

—/BbIK/IOYEHO
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no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp | udld | rip | ospf |
vrrp }

BbIKNOUNTE peXMm MHKancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3apaTb 3HavyeHne CoS gnAa 3anakoBaHHbIX PDU-Kagpos.

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp |
isis-11 | isis-12 | pvst | cdp |
dtp | vtp | pagp}

(1..4096)/BbIKNtOYEHO

no I2protocol-tunnel cos cos: (0.7)/5 YcTaHoBUTb COS B 3HaYeHME N0 YMONYAHMIO.
I12protocol-tunnel drop- HacTpouTb Noporosoe 3Ha4eHUe CKOPOCTH BxoaALLmMX PDU-
threshold {stp | lacp | lidp | KagpoB (B MaKeTax B CEKYHAY), NOAYYEHHbIX U NOA/IEHKALLNX
isis-11 | isis-12 | pvst | cdp | WHKancynauuu. Npu npesbiweHun nopora PDU

dtp | vtp | pagp} threshold threshold: oTbpacbiBatoTCA.

OTKAOYUTD PEXKUM KOHTPOAA CKOPOCTM BXxoaALWmMX PDU-
Kaapos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtOYEHO

WHKancynaumu. NMpu npesbiweHnn nopora nopT byaet
nepeseseH B cocTonHue Errdisable (oTkntoueHn).

HacTpouTb noporosoe 3Ha4YeHue CKoOpocTn BxogAawmx PDU-
KaZpoB (B MaKeTax B CEKYHAY), MONYUYEHHbIX U NOANEMKALLNX

OTKNOUYUTD PEXKUM KOHTPONA CKOPOCTM BXoAALWwmx PDU-
Kaapos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 163 — KomaHgbl pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

0OT06pa3nTb nHPopmaumto L2PT ana ykasaHHOro nHtepdelica
WUAKN ana Bcex MHTepdelicos, Ha KOTOPbIX BKAtOYeH L2PT, ecau
HTepdelc He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: ( 1..48)

OuncTUTb cTaTUCTURY L2PT ana ykazaHHOro nHtepdeiica nam
AN Bcex UHTepdelicoB, Ha KOTOPbIX BKAOYeH L2PT, ecnm
NMHTepdelc He yKasaH.

[Mpumepbl 8b1NOAHEHUA KOMAHO

= YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HaYeHue 01:00:0c:cd:cd:d0, BkntounTb otnpaBky SNMP traps

oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config)# snmp-server enable traps l2protocol-tunnel
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= BK/AKOUYUTb pPeXUM TyHHennpoBaHus STP Ha uHTepdeiice, ycTaHOBUTbL 3HaYeHMe CoS-naketos BPDU
paBHbIM 4, BKIHOUYMUTb KOHTPO/Ib CKOPOCTU BXOAALLLMX NakeToB BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLLeHUid 0 cpabaTbiBaHUM TpUITepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o0/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ncnonb3syetca ana sbigeneHna VolP-ob6opyaoBanus B otaenoHyto VLAN. ns VolP-kagpos
MOTyT 6bITb Ha3HauyeHbl QOS-aTpUBYTLl 418 NPUOPUTM3ALNKM TpaduKa. Knaccnpurkauma Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopygposaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier — nepsble 24 6uTta
MAC-agpeca) otnpaButens. HasHayeHue Voice VLAN ans nopta npoMcxoguT aBTOMaTUUYECKM, KOrAa Ha nopT
noctynaet kKaap ¢ OUI u3 tabanupl Voice VLAN. Koraa nopt onpeaennercs, Kak npuHaanexawmii Voice VLAN
— AaHHbIN NopT gobasnserca Bo VLAN Kak tagged.

Voice VLAN npumeHUm gns cnegyromx cxem:

— VolP-obopynoBaHue HacTpamBaeTcsi, 4Tobbl paccbinaTb TermpoBaHHble naketbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMyTaTope.

— VolP-obopygoBaHue paccbinaet HeTermpoBaHHble DHCP-3anpocskl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomoliblo KOTOPOWM YCTPOMCTBO aBTOMAaTUYECKM
Ha3HauaeT cebe VLAN ana mapkuposku Tpaduka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-obopyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

oul dupma-npouzsodumernsd
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
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« Voice VLAN moKeT 6biTb aKTUBMPOBAH HA NopTax, paboTtatowmx B pexkume trunk n general.
V MNpu HasHaueHun Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHuA Heob6xogumo uc-
nonb3osarthb lldp-med noantnku nnm DHCP.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 164 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan ag-
ing-timeout

timeout: (1..43200)/1440

YCTaHOBWTb TaiMayT AJ/1A NOpTa, NPUHAANEXKALLLEro K voice-vlan.
Ecnu c nopTa B Te4eHMEe 3a,aHHOTO BPEMEHM He 6bl1I0 KaApoB C
OUl VolP-obopyaosaHus, To voice vlan yaanaetca ¢ gaHHoro
nopTa.

BoccTtaHOBUTb 3HAYEHWE MO YMONYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YCcTaHOBUTb BbIXOAHYIO odepeab ana Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM ana Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BKntoyaeT nepeHasHayeHne CoS Ha yKasaHHbIM A
Tpadmka B Voice VLAN.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YcraHoBuTb naeHtuonkatTop VLAN gna Voice VLAN

Yaanutb naeHtndpunratop VLAN ana Voice VLAN
Ana ypaneHuna ngentueukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAOUMTL ¢PyHKUMIo voice vian
Ha BCex noprax.

voice vlan oui-table {add
oui | remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BoAnTb peaaktnposatb Tabamuy OUI.
- oui — nepsble 3 6alita MAC-aapeca;
- word — onvcaHue oui.

YpanuTb Bce Nosib3oBaTenbckue nameHeHuns OUI-Tabamubl.

voice vlan oui-table auto-
learning

no voice vlan oui-table
auto-learning

—/BbIK/IIOYEHO

M03BONTL BKIOUMTbL aBTOMATMYECKOe 3anosiHeHne OUI-
Tabmubl Ha ocHOBe NPUHATbIX LLDP.
Mpwu ucnonbzosaHum c port security Bo3amo>kHa paboTa
V TONbKO B pexxume max address.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

voice vlan secure mac-
learning

no voice vlan secure mac-
learning

—/BbIK/OYEHO

YcTaHOBUTb 3anpeT Ha usydyeHme MAC-agpecos, nepsble 24
6uTa KOTOpbIX coBNagatoT ¢ 3anmucamu us OUI-Tabauubl Ha
KOMMyTaTope, B HeTernpoBaHHOM VLAN.

BoccTtaHOBUTL 3HaYeHMe nNo YMON4YaHUIO.

voice vlan state {oui-ena-
bled | disabled}

no voice vlan state

—/BbIK/OYEHO

BkatounTtb/oTKkNtOUMTL Voice VLAN.

BepHyTb 3HaYeHWe No YMONYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnnua 165 — KomaHab! pexxuma KoHdpurypaumm nHtepdeliica Ethernet

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

voice vlan enable
no voice vlan enable

— /BbIKIOYEHO

Bkatoumntb Voice VLAN ana noprta.

OTkntoumTb Voice VLAN gns nopTa.

voice vlan authentication
bypass enable

— /BbIK/OYEHO

no voice vlan
authentication bypass

PaspewwnTb Tpadumky Voice VLAN nrHopmpoBaTb
ayTeHTUdMKaumio 802.1x.
V dyHKuMOHaN paboTaeT gna pexkumos dotlx
host-mode single-host, multi-session.

3anpetutb Tpaduky Voice VLAN urHopuposatb
ayTeHTUdMKaumio 802.1x.

no voice vlan cos mode

enable
voice vlan cos mode {src | BK/OYMTb MapKMPOBKY TpadumKa 41 BCeX Kagpos, B0 TOIbKO
all} —/src AN UCTOYHUKA.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 166 — KomaHgb! pexkuma privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

show voice vlan type oui
[dynamic] —

MokasaTtb KoHourypaumio ¢pyHKumm Voice VLAN n OUI-Tabanuy.
- dynamic — nokasatb KoHourypaumio dyHKumm Voice VLAN un
AuMHamuyeckune 3anucu B OUl-Tabnunue.

5.19 FpynnoBas agpecauyua

5.19.1 ®yHKYyus nocpedHuka npomokonaa IGMP (IGMP Snooping)

®dyHKuMa IGMP Snooping ucnonb3yetca B CeTAX rPynnoBoin paccblikn. OcHoBHOW 3apayven IGMP
Snooping ABnsAeTCcA NpefoCcTaBAeHMe MHOTOaAPEeCHOro TpaduKa TONbKO ANA TeX MOPTOB, KOTOPbIE 3anNpocun

ero.

v

IGMP Snooping moxeT Ucnoab30BaTbCA TONbKO B cTaTuueckoi rpynne VLAN. NMopaepxu-
BaloTca Bepcum npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ' Y1o6bl IGMP Snooping 6bin akTMBHbIM, PyHKUUA rpynnosoi ¢uabTpauum “bridge mul-
rad ticast filtering” ponxkHa 6bITb BKAOUEHa (cm. pa3gen 5.19.2 NMpasuna rpynnoBoit agpeca-

uum (multicast addressing)).
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PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOFOQAPECHbIe MAapLLPYTM3aTOPbl, OCHOBAHO Ha

cneayrowmx cobbituax:

— IGMP-3anpocbl NPUHATBI HA NOPTY;
— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;
— MaKeTbl NPOTOKO/MA MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npnHATLI Ha NOPTY;

— nakKeTtbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NopTy.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuA 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 167 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip igmp snooping

no ip igmp snooping

no ymonyaHuio GyHKLmMA
BbIKNIOYEHa

Pa3spewnTtb ucnosb3osaHue ¢pyHKuMmn IGMP Snooping
KOMMYTaTOpOM.

3anpetuTb ncnonb3osaHue dyHKLuMM IGMP Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)
no ymonyaHuio GyHKLMA
BbIK/IlOYEHa

PaspewnTtb ncnonbsosaHue dyHKuun IGMP Snooping
KOMMYTaTOpOM A/1A faHHOro uHTepderica VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb ncnonb3osaHue dyHKLuMmn IGMP Snooping
KOMMYTAaTOpOM A8 AaHHoro nHtepdeinca VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue Bcex naketos IGMP Group
Specific Query B NopTbl, NPUBA3aHHbIE K rPynne, COrMacHo
Tabsmue ip igmp snooping groups.

OTKNtOUYUTL NepeHanpasneHne naketos IGMP GroupSpecific
Query B NOPTbI, NPUBA3aHHbIE K rpynne, cornacHo Tabaunue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperunctpupoBatb rpynnosoii IP-agpec B Tabnanue
rpynnoBoi agpecauum u cTaTMyeckn fo6asuTb MHTEpdENnchl
13 rpynnbl gna Tekylen VLAN.

- vlan_id — naeHTMounKaumoHHbIn Homep VLAN;

- ip_multicast_address — rpynnoso# IP-agpec.
MNepeuyncneHne nHTepdelicoB OCYLLECTBASETCS YEPE3 K-» U
«,”.

Ypanute rpynnosoit IP-agpec 13 Tabaunupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
M0 YMONYaHUIO
paspelueHo

PaspewunTtb gns gaHHow rpynnsl VLAN aBTomaTuyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb gna gaHHol rpynnbl VLAN aBTOMaTUYecKoe
pacrno3HaBaHWe NOPTOB, K KOTOPbIM NOAK/IOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.
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ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vian
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaennTb NOPT, K KOTOPOMY MOAKIOYEH MapLLIpyTU3aTop
MHOToaZpecHOM PaccblIKM AN 3agaHHoin VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

YKasaTb, YTO K MOPTY HE MOAK/YEH MapLLIPyTU3aTOp
MHOr0aZpecHOM PacCblIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHOBWTb 3anpeT Ha onpeaeneHne nopTa (cTaTuyeckn,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY MOAK/OYEH
MapLLpPyTU3aTOP MHOIOaAPECHOMN PACChINKMU.

- vlan_id — naeHTMdUKauMOoHHbIM Homep VLAN.

CHATb 3anpeT Ha onpegeneHre NopTa Kak nopTa, K
KOTOPOMY NOAKNHOYEH MapLUPYTU3aTOP MHOFOAAPECHOM
PaccbIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/BblAaya 3anpocos
OTK/IKOYEHa

BKNOUMTL NOAAEPKKY BblAauM 3anpocoB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

OTKNOYUTDL NOAAEPKKY BblAAUM 3aNpOCOB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKAtounTb 3ameHy IP-aapeca NCTOYHMKA Ha YKa3aHHbIN IP-
agpec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — npeHTMounKaumoHHbIn Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTopbIi byaeT nponsseneHa
3ameHa SRC IP.
3HayeHue no ymonyauuio 0.0.0.0 rosoput o Tom,
V yTto 3ameHa SRC IP IGMP report nponsBoauUTbca He
6yper.

OTKNOYNTL 3ameHy IP-aapeca nctouHmka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

no ip igmp snooping vlian
vlan_id replace source-mac

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nnn H-H-H-

H-H-H
—/BbIKNOYEHO

BkntounTb 3ameHy MAC-agpeca UCTOUYHMKA HA YKa3aHHbIN
MAC-agpec Bo Bcex nakeTax IGMP report B 3agaHHon VLAN.
- vlan_id — naeHTuounKaumoHHbIn Homep VLAN;

- mac_address — MAC-agpec, KoTopblit byaeT noacTaBneH B
naket IGMP report.

OTkAtounTb 3ameHy MAC-agpeca UcTovHMKa B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Paspewuntb nogmeHy MAC-agpeca UCTOYHUKA nau IP-
agpeca UCTOYHMKA BO Bcex naketax IGMP report,
NoCTynalLWuX B 3a4aHHbIN NOPT B 3a4aHHON VLAN.
-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetntb nogmeHy MAC-agpeca UCTOYHKMKA naun IP-appeca

. . —/paspeleHo
vlan_id replace interface MCTOYHMKa BO Bcex nakeTax IGMP report, noctynatoLmx B
interfaces 3aZaHHbIA NOPT B 3agaHHOM VLAN.
ip igmp snooping vlan vian_id YctaHoBuTb Bepcuto IGMP-npoTokona, Ha OCHOBaAHUMU
querier version {2 | 3} KoTopou byayT dopmuposaTbca IGMP-query 3anpocsi.
—/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

vlan_id: (1..4094)

Onpenenntb UcxogHbIV IP-agpec, KoTopbl byaer
mcnonb3osaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe otnpasnsaeT IGMP-3anpochl.
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no ip igmp snooping vlan
vlan_id querier address

YCTaHOBUTb 3HaYeHMe Mo ymonyaHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, oH ucnonb3yeTtca B Kayectse
agpeca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIK/OYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuwer VLAN. O3HavaerT, 4To NopT A0JIXKeH bbITb
HemeaNeHHOo yganeH us rpynnel IGMP nocne nonyyeHua
coobuieHuns IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT To1bKO B
TOM CNy4Yae, Korga Bce Nosb30BaTeNu, NOAKIOYEHHbDIE K
AaHHOMY MOPTY OTAMCANNCL OT FPYNMbl (CHETUMK
nosb3oBaTenein BeAeTcs Ha ocHoBaHMK Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu Ucnoab30BaHWM JAHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
MHTepdeiicax (Npu ycnoeuu, yto npouecc IGMP Snooping
Immediate-Leave He BKAOYEH rN06anbHO Ha TeKyLuen
VLAN).

OTKAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Terywer VLAN nnum ykasaHHom ¢dusnyeckom nHtepdeiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKAtounTb GyHKLMIO proxy report B onpegeneHHom VLAN.
Mpw BKAOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byaeT oTBe4aTb OT CBOEIO UMEHU
Ana ctatnyeckmx rpynn. Knnentckue IGMP report ans
CTAaTUYECKMX rPynn Npu 3Tom oTbpacbiBatoTCA.

- version — yctaHaBanBaeT Bepcuto IGMP gna otnpasku
nakeTos. [10 ymonyaHuio Bepcua onpegenaerca no
npuweawemy Ha KommyTtaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BKAOUMTL MannuHr HeTermposaHHbIX IGMP-3anpocos ana
QinQ-nHTepdelicoB Ha yKasaHHbIM vlan_id.

interface — mannuHT BKAOYAETCA TONIbKO HA YKa3aHHbIX
nHTepdercax.

BbIKNOYMTb MannuHT HeTernpoBaHHbIX IGMP-3anpocos gna
yKa3aHHbIx QinQ-uHTepdeicos.

interface — MannuHr BbIKNKOYAETCA TO/ILKO HA YKa3aHHbIX
nHTepdercax.

ip igmp snooping map cpe vian
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
vlan cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAOUNTE ManNNUHF TerMpoBaHHbIx cvlan-id IGMP-3anpocos
ana QinQ-nHTepdeincos Ha ykasaHHbIN vlan_id. interface —
ManmnWHF BK/IOYAETCA TONbKO Ha YKa3aHHbIX MHTepdeicax.

BbIKNOYMTb MANMUHT TErMpPOBaHHbIX cvlan-id IGMP-
3anpocoB A1 yKasaHHbIXx QinQ-uHTepdelicos.

interface — mannuHr BbIKNOYAETCA TONbKO HA YKa3aHHbIX
MHTepdeicax.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabanua 168 — KomaHgbl pexuma KoHpurypaunmn nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHOBUTbL 3HaYyeHue yctonumsoctu gns IGMP.
Ecnun Ha KaHane HabnlodaeTca NnoTeps AaHHbIX, 3HAaYEHUe
YCTOMYMBOCTU JOMIKHO BbITb yBENMYEHO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcTaHoBUTb Bepcuto IGMP-npoToKona.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
c

YCTaHOBUTb TailimayT, N0 KOTOPOMY CUCTEMa OTNpPaBAAET
OCHOBHbIE 3aMpPOChl BCEM Y4aCTHUKAM rpynnbl MHOrOa4pecHow
nepefaun ons NPoOBEPKU UX aKTUBHOCTMU.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MAaKCUMaJIbHOE BpemMA OTBETa Ha 3anpoc.

YCTaHOBWUTb 3HaYeHue no YMO4aHUIO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaveHune
nepemeHHown robustness

YCTaHOBUTb KOZIMYECTBO 3aNPOCOB, NOC/E PACCHIIKN KOTOPbIX,
KOMMYTaATOp onpegenAaeT, YTO Ha AaHHOM NOPTY HeT
XeNnawuwnx y4actsosaTb B MHoroaAPECHOVI paccbl/iKe.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YCTaHOBUTb MHTEPBAA 3anpoca ANA NocneAHero y4acTHUKa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknmMa KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnnua 169 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocoB ¢ KANEHTCKUX
VLAN B Multicast VLAN ansa nHtepdeiica B pexkmme «access».
’ Ana pabotbl gaHHOU PyHKUMM TpebyeTca BKAKOUEHUE
b ip igmp snooping He TonbKo rno6anbHo u B Multicast
VLAN, HO 1 B KnineHTcKux VLAN.

BbIKntounTb NepeHanpasneHune IGMP-3anpocoB ¢ KANEHTCKNX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

201



HELTEX

switchport trunk mul-
ticast-tv vlan vian_id

[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHue IGMP-3anpocos u3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
MHTepodeiica B pexknme «trunk». Multicast-tpaduk nepenaetcs
Ha NOPT HETErMPOBAHHbBIM WU/IM TETMPOBAHHBIM B 3aBUCUMOCTHU
oT napamertpa tagged. MapameTp tagged yKasbiBaeT Ha To, YTO
Multicast-Tpaduk fonKeH OTNPaBAATLCSA B NOPT TEFMPOBAHHbIM
B8 Multicast VLAN.

BbikntounTb NepeHanpasneHme IGMP-3anpocos B Multicast
VLAN. MNopT nckatoyaeTcs 13 rpynn MHOroaapecHom paccbl/ikv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue IGMP-3anpocos n3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
MHTepdeiica B pexknme «general». Multicast-tpadpumk
nepegaeTca Ha NOPT HETErMPOBAHHLIM MW TETMPOBAHHbLIM B
33aBUMCUMMOCTM OT NapameTpa tagged. MapameTp tagged
yKa3blBaeT Ha To, 4yTo Multicast-Tpaduk gonKeH oTNpaBnATbCA B
nopT TerMpoBaHHbiM B Multicast VLAN.

BbikntounTb NnepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT nckAtoYaeTcs 13 rpynn MHOroaapecHom paccbikv B
Multicast VLAN.

KomaHOobl pexcuma EXEC

Bce KomaHAb! AOCTYNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 170 — KomaHgb! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MNokaszaTb MHOPMaLUUIo 06 M3yUYeHHbIX MHOFOaAPECHbIX
MapLUpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokaszatb uHPopmauuto IGMP-snooping gns JaHHOrO
nHTepoeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKkasaTb nHbopMaLMio 06 M3yUYeHHbIX MHOTOa4PeCHbIX
rpynnax, y4acTByHOLLMX B rPYNMNOBOI paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasaTtb Tabanuy cooTseTcTBUI mexay VLAN obopynoBaHus,
YCTQHOBJ/IEHHOTO y nosb3osatena, n VLAN ana teneselLtaHums.

show ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBecTn nepeyeHb aBTopn3oBaHHbIX IGMP-rpynn Ha Bcex
HTepdericax KommyTaTopa, MMHB0 TONbKO Ha 3aA4aHHOM
MHTepodeiice.

clear ip igmp snooping
authorization-cache
[interface {gigabitethernet

gi_port: (1..8/0/1..48);

OuncTuTb Tabnnuy aBTopr3oBaHHbIX IGMP-rpynn Ha Bcex
nHTepdericax KommyTaTopa, AMbo TONbKO Ha 3aaHHOM
MHTepodeiice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]
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[Mpumepbl 8bINOAHEHUA KOMAHO

Bkntountb pyHKLMIO IGMP snooping Ha kKommyTaTtope. Ana VLAN 6 paspelnTb aBTOMATUYECKOE pacrno-

3HaBaHWEe MNOPTOB, K KOTOPbIM MOAK/AOYEHbl MHOrOagpecHble MapLpyTU3aTopbl. YCTaHOBUTb WHTepBan

mexay IGMP-3anpocamn — 100 c. YBeAMUYNTb 3HAYEHWE YCTOMUMBOCTM A0 4. YCTaHOBUTb MaKCMMmasibHoe

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
(config)# interface vlan 6
console (config-if)# ip igmp snooping query-interval 100
(
(

console
console
console

console
console

Bpema oTeeTa Ha 3anpoc — 15 c.

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.19.2 Mpasuna 2pynnoeoli adpecayuu (multicast addressing)

[aHHbI Knacc KomaHg npeaHasHayeH ANA 3a4aHuA Mnpasua rpynmnosBoi agpecaumu B CeTUM Ha

KaHa/bHOM U ceTeBOM ypoBHAX mogenmn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnme KoHPurypaumnm nHtepoeiica VLAN:

console (config-if) #

Tabanua 171 — KomaHgbl pexxuma KoHpurypaumnm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

—/mac-group

3a4aTb peXxum rpynnosow nepesayn JaHHbIX.

- mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
n MAC-agpecax;

- ipv4-group — mMHoroagpecHan nepegaya c TMnom puabTpauum,
0oCcHoBaHHbIM Ha VLAN u agpece npuemHuka B dopmate IPv4;

- ip-src-group — MHoroagpecHas nepegaya ¢ TMINom GpuabTpauum,
OCHOBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare I1Pv4.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

bridge multicast address
{mac_multicast_address |
ib_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

[ob6asuTtb rpynnosoit MAC-agpec B Tabauvuy rpynnosoi
aflpecauyn 1 cTaTMueckun fobaBuUTb UK YAANUTL UHTEPdENChbl 3
rpynnoi.

- mac_multicast_address — rpynnosoi MAC-agpec;

- ip_multicast_address — |P-agpec MHOroaapecHol paccbinky;
-add — pobaBnfAeT ctaTMyecKyo noAnucky K rpynnosomy MAC-
aapecy avanasoHa Ethernet-nopTos uau rpynn noptos.

- remove — yAandaeT CTaTUYecKyto NoANMUCKY K rpynnosomy MAC-
agpecy.

MepeuncneHve MHTepdeicos OCyLLLECTBAAETCA YEPES «-» U «,»

Ypanute rpynnosoii MAC-agpec us Tabaunupl.
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bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKOYEHWE HACTPAMBAEMOTO NOPTa/NMOpPTOB K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-aapec MHOroapecHoOM paccbiikuy;
- add — no6asneHve NopTa/NOPTOB B CMMCOK 3aNPELLEHHBIX;

- remove — yjaneHue nopTa/NopToB U3 CNKNCKA 3anpeLLeHHbIX.
MepeuncneHve nHTepdeicoB OCYLLECTBAAETCA YEPES «-» U «,»

Yaanutb 3anpeltatoutee npasuno ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepeaava Bcex
MHOroaapecHbIX
MaKeToB 3anpeLLeHa.

Pa3pelwnTb Nepegayy BceX MHOrOaAPECHbIX MAaKeTOB Ha MNOPTY.
- add — pob6asnsaer noptbl/06beANHEHHDBIE NOPTbI B CMUCOK
NopTOB, A/1A KOTOPbIX paspelleHa nepeaaya BCex rpynmnosbIx
NnaKeTos;

- remove — ybupaeT rpynny noptos/o6beanHEHHbIX NOPTOB M3
paspeluatowero npasumna.

MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEPES «-» U «,».

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonuyanutio
nopTam He 3anpeLLeHo
ONHaMUYecKn
npUcoegnHATLCA K
MHOroaZpecHom
rpynne.

3anpeTuTb NOPTY AUHAMUYECKN [06aBNATLCA K MHOrOaAPECHOM
rpynne.

- add — nob6asnsaet noptbl/06beANHEHHbIE MOPTbI B CMUCOK
NnopToB, A1A KOTOPbIX 3anpeLLeHa nepegaya BCex rpynmnosbix
NnaKeTos;

- remove — yb6upaeT rpynny nopTos/o6beanHeHHbIX NOPTOB K3
3anpeLuatoLLero npasuna.

MepeuncneHve nHTePdENCOB OCYLLECTBASETCA YEPES K-» U «,».

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBathb IP-agpec B Tabauue rpynnosoi agpecaumm u
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

-add — pobasnaeT nopTbl K rpynne;

- remove — yaanseT NopTbl U3 rpynnbl;

Mepeuncnerne nHTepdENCOB OCYLLECTBAAETCA Yepes «-» U «,».

Ypanute rpynnosoi IP-agpec n3 Tabavubl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOPTY AUHAMUYECKM [06aBNATHCA K MHOTOAAPECHOM

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CINCKY 3aNpeLLEeHHbIX;

- remove — yjaneHue nopTa/NopToB U3 CINCKA 3anpeLLeHHbIX.

Mepeuncnerune nHTepdENCcOB OCYLLECTBAAETCA YEpes «-» U «,»
Mpexae yem onpegennTb 3anpelleHHble MOPThbI,

V rpynnbl MHOrOaAPEeCHOW PacCbiNIKU AOMKHbI 6bITb 3a-

perucrTpmMpoBaHbl.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YCTaHOBWUTL COOTBETCTBME MeXay IP-agpecom nonb3oBatens u
rpynnoBsbiM afpecom B Tabauue rpynnoBsor agpecauuu, 1
cTaTMyeckun fobasnaet/yganaer MHTepdeincobl U3 rpynnoi.

- ip_address — ncxogHbivi IP-agpec;

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yaannTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHve cooTBeTCTBUA
mexay IP-agpecom nonb3oBaTensa U rpynnoBbIM aApecom B

Tabnunue rpynnoso agpecauun gna onpegeneHHoro nopra.
- ip_address — vcxogHbii IP-agpec;

gi_p?rt |. gi_port: (1..8/0/1..48); - ip_multicast_address — rpynnoso# IP-agpec;

tengigabitethernet te_port te_port: (1..8/0/1..24); - add — 3anpet Ha gobaBneHne nopTa B rpynny ncxogHoro IP-

| fortygigabitethernet f_ g 1 8/0/1“ 4 "' | anpeca;

fo_port | port-channel o_port: (.. ~4); - remove — 3anpeT Ha yAasieHne nopTta 13 rpynnbl ucxogHoro IP-
group: (1..48)

group} agpeca.

no bridge multicast BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.

forbidden source

ip_address group

ip_multicast_address

bridge multicast ipv6 mode 3a4aTb peXKMm rpynnoBoi nepegayun AaHHbIX aAnsa IPv6-nakeTos

{mac-group | ip-group | MHOro0aApecHoOM PaccblIKuU.

ip-src-group} - mac-group — MHoOroagpecHas nepegaya, ocHoBaHHaa Ha VLAN

n MAC-agpecax;

— /mac-group - ip-group — MHoroagpecHas nepegaya c TMNom GuabTpauum,

no bridge multicast ipv6
mode

0oCHoBaHHbIM Ha VLAN u agpece npuemHuka B dopmare IPv6;
- ip-src-group — mMHoroagpecHas nepegada ¢ TMNom GuabTPaLmu,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens B dopmare IPv6.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpmpoBathb rpynnosoli IPv6-agpec B Tabauvue rpynnosoii
afpecauuu, n ctatmdeckun gobasnset/yaanaer uHTepdeicosl U3
rpynnbi.

- ipv6_multicast_address — rpynnosow IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansfeT NopTbl U3 rpynnbl;

MepeuncneHme nHTepdENCoB OCYLLECTBASETCA YEPES K-» U «,».

Yaanutb rpynnosoit IP-agpec U3 Tabaunupl.

bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKNOYEHWE HACTPaMBaEeMOro nopTa/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoii IP-agpec;

-add — po6aBneHne NopTa/NOPTOB B CMUCOK 3aMNpPELLEHHbIX;

- remove — yaaneHue nopTa/nopTos U3 CANCKA 3aMpeLLeHHbIX.
MepeuncneHve MHTepdencoB OCYLLECTBAAETCA Yepes «-» U «,»

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.
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bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTL cooTBETCTBME Mexay IPv6-aapecom nosb3osatens u
rpynnoBbimM agpecom B Tabaunue rpynnoBov agpecaumu, 1
cTaTMyeckun fobasnaet/yganaer MHTepdencobl U3 rpynnbi.

- ipv6_address — ucxoaHoivi IP-appec;

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpThLI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHne cooTBeTcTanA
mexay IPve-agpecom nonb3oBaTensa v rpynnosbiM a4pecom B
TabauLe rpynnoBoi agpecaummn Ana onpeaeneHHoro nopra.

- ipv6_address — ncxoaHbiii IPv6-agpec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ucxogHoro IPve-
agapeca;

- remove — 3anpeT Ha ya/feHne nopTa u3 rpynnbl UCXOAHOTO
IPv6-agpeca.

BoccTaHOBUTL 3HaYeHMe nNo YMONYaHULO.

KomaHObI pexcuma KoHgpuaypayuu uHmepgelica (OuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepgelica epynnsl MOPMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, VLAN, nHtepodeiica

rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group |

vlan | range {..}}

console (config-if)#

Tabnunua 172 — KomaHapl pexkuma KoHpurypaumm nHtepdetica Ethernet, VLAN, rpynnbl uHtepdeiicos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YCTaHOBWTb NPaBMAO Nepesayn NakeTos C
He3aperucTpUpPoBaHHbIX PYMNNOBbIX a4PECOB.

- forwarding — nepezaBatb He3aperMcTpMpoBaHHble
MHOroafpecHble NakeTbl;

- filtering — ¢punbTPOBaTL HE3APErMCTPUPOBAHHBIE
MHOroaJpecHble nakeTbl.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHUIO.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnuua 173 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

bridge multicast filtering

BKAHOUNTL GUABTPALMIO FPYNMOBbLIX afPECOB.

no bridge multicast —/oTKAo4eHO OTKAOYUTDL GUABTPALMIO FPYNMOBbIX a4PECOB.

filtering

mac address-table 3apaTtb Bpems xpaHeHus MAC-agpeca B Tabavue rnobanbHo

aging-time seconds {vlan nnn pna onpegeneHHoro VLAN.

vlan_id} -vlan_id — ngeHtTMdMKaymoHHbIM Homep VLAN.
Ona kommyTtaTtopoB cepuit MES23xx, MES33xx

V Bpemsa xpaHeHua MAC-agpeca MOXHO 3agaBaTb B
AunanasoHe ot 10 pgo 410 cekyHg ¢ warom 1
CeKyHAa, a 3atemM TMPUHUMAIOTCA TOJ/bKO
seconds:

no mac address-table
aging-time {seconds} [vlan
vlan_id]

(10..1000000)/300 ¢

3HaueHus, KpatHble 300. [OnAa KommyTaTtopa
MES5324 spema xpaHeHna MAC-appeca MOXXHO
3aaasatb B AuanasoHe ot 10 ao 630 ceKyHp ¢
warom 1 cekyHAa, a 3aTem NPUHUMAIOTCA TOJIbKO
3Ha4yeHuA, KpaTHble 300.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonuanuio
BK/IOYEHO

Bkntountb nsyvyeHne MAC-agpecos B gaHHoOm VLAN.

OTKNtOUnTb N3ydeHne MAC-agpecos B gaHHom VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[ob6asutb ncxogHoit MAC-agpec B Tabnauuy rpynnosoit
agpecauuu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbI MAC-agpec MOXHO yAanuTb TO/IbKO C
nomoLLbto KomaHabl no bridge address;

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysKku ycTponcTBa;

- delete-on-timeout — gaHHbIN agpec yaanutcs no Tanm-ayTy;
- secure — AaHHbIW agpec yAaauTca TONbKO C MOMOLLbIO
KomaHzabl no bridge address nav nocne BosspatieHuns nopTa B
pexxunm obyyeHua (no port security).

Yaanute MAC-agpec 13 Tabnuubl rpynnoBon agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | llc-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpeaenvTb AeicTBUE ANA NAaKETOB MHOMOAAPECHOM PacChbiIKM
C 3ape3epBUpPOBaAHHOrO agpeca.

- mac_multicast_address — rpynnosoi MAC-agpec;

- ethtype — Tvn nakeTta Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — naketbl nepegatotca B pexkume bridge.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3apatb pasmep obnactm MAC-agpecos B aroputme
XeLMPOBaHUSA. MI3MeHeHUa BCTyNatoT B AeicTBKe nocne
pecTapTa KOMMyTaTOpa.

YCTaHOBUTb 3HAYEHWE N0 YyMONYaHUI0. M3meHeHMs BCTynatoT B
JelicTBue nocne pectapra KoMMyTaTopa.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabanua 174 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

YaanuTb cTaTudeckue/guHammyeckue 3anucuy 13 Tabauubl
rpynnoBoW agpecauuu.

- dynamic — yaaneHue guHaMMYeCKUX 3anucew;

- secure — yjasieHne CTaTUYeCKuX 3anucen.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 175 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTtb Tabanuy MAC-agpecoB A1a ykasaHHOro nHtepdeliica
nmMbo Bcex HTepdencos.

- dynamic — npocmMoTp TO/IbKO AMHAMUYECKUX 3aNUCEN;

- static — NpoCcMOTp TONbKO CTaTUYECKUX 3anucen;

- secure — NMPOCMOTP TOJIbKO 6e30MacHbIX 3anucei;

-vlan_id — naeHTMounKaumMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb KonAnyecTBo 3anucei B Tabanue MAC-agpecos gns
yKasaHHoro nHtepderica nmbo ana scex MHTepdencos.
-vlan_id — npeHTMduUKaLuMoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3aTb TabanLy rpynnoBbiX a4pecoB ANs yKa3saHHOro
nHTepoderica nnbo scex HTepdeicos VLAN (KomaHaa AOCTynHa
TONIbKO ANA NPUBUAETMPOBAHHOIO NOb30BATENSA).

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnoso IPv4-aapec;

- ipv6_multicast_address — rpynnoso IPv6-aapec;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec NCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKa.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT Tab/mLy CTaTUYECKMX FPynMnoBbIX a4pecos ANA
yKasaHHoro uHtepdelica inbo scex nHtepdeicos VLAN.
-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — |Pv4-aapec NUCTOYHUKA;

- ipv6_source_address — |Pv6-aapec UCTOYHUKA;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoi Tabaumubl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MokaszaTtb KoOHOUrypaLmio GUAbTPa FPYNNOBbIX 3APECOB ANA
yKasaHHoro VLAN.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTb KoHOUrypaLmto GUnbTPa ANA HeE3apErnCTPUPOBAHHbIX
rpynnoBbIX apecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKasaTb peXkum rpynmnoBoi agpecauun ona yKasaHHoOro
nHTepoerica nmbo Bcex MHTepdericos VLAN.
-vlan_id — naeHTMduMKauMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OT06pasuTb NPaBuU/Ia, YCTAHOBAEHHbIE A5 FPYNNOBbIX
3ape3epBMpPOBaHHbIX a4 Pecos.

[pumepbl 8bIN0AHEHUS KOMAHO

BKAounTb GUAbTPaALMIO TPYNMNOBbLIX aAPECcOB KOMMYTAaTOPOM. 3a4aTb Bpemsa xpaHeHna MAC-agpeca
450 ceKyHA, pa3spewnTb nepeaady He3apermcTpMpoBaHHbIX MHOroagpecHbIX naketos Ha 11 nopty

KoOMMyTaTopa.

console# configure

console (config) # mac address-table aging-time 450

console (config)# bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

type Ports
dynamic te0/1, tel/2
static te0/1-8
dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8

te0/8
te0/8
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5.19.3 MLD snooping — npomoKosa KOHMpOoAa MHO20a0pecHo20 mpaguKa e IPve

MLD snooping — mexaHWU3mM MHOroaZApecHOM PacCbisIkM COOBLLEHMIA, MO3BONAOWMIA MUHUMU3NPOBATb
MHoOroagpecHbl Tpaduk B IPv6-ceTsx.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 176 — KomaHgbl rnobanbHOro permma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
—/BbIK/OYEHO

Bkatoumtb MLD snooping.

OTkAtoUMTL MLD snooping.

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperucTpupoBaTh rpynnosoi IPv6-aapec B Tabaunue rpynnosoi
afpecaumm u ctatuuecku gobasnset/yaanset uHtepdeiics! U3
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnosow IPv6-aapec;
MepeuncneHne HTephEcoB OCyLLECTBAAETCA YEpes «-» U «,».

Yaanutb rpynnosoii IP-agpec n3 tabaumubl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[Oo6aBnTb NpaBuno, 3anpeluatoLlee NopTam U3 CNUcKa
pernctpmposaTtbca Kak MLD-mrouter.

YAanuTb npasuo, 3anpeLatoLee nopTam 13 CNmncka
perucTpmpoBaTbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNtOYEHO

M3yunTb NopTbl, NOAKAOYEHHble K mrouter-y no MLD-query-
nakeTam.

He n3y4yatb nopTbl, NOAKAOYEHHbIE K mrouter-y no MLD-query-
nakeTam.

ipvé mid snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[06aBWTb CNMCOK mMrouter-nopTos.
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no ipv6 mid snooping vlan Yaanutb mrouter-nopTbl.
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

ipvé mid snooping vlan
vlan_id immediate-leave BkntounTb npouecc MLD Snooping Immediate-Leave Ha TekyLei
[interface {gigabitethernet VLAN.

gi_port | - interface — npu ncnonb3oBaHUM faHHOTO NapameTpa MexaHuU3m
tengigabitethernet te_port fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdeicax (npu

| fortygigabitethernet vlan_id: (1..4094); ycnosuu, uto npouecc MLD Snooping Immediate-Leave He
fo_port | port-channel gi_port: (1..8/0/1..48); | BKAto4eH rnobanbHO Ha Tekylei VLAN).

group}] te_port: (1..8/0/1..24);
no ipv6 mid snooping vlan fo_port: (1..8/0/1..4);
vlan_id immediate-leave group: (1..48);
[interface {gigabitethernet —/BbIKAOYEHO
gi_port | OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TekyLieln
tengigabitethernet te_port VLAN nnu ykasaHHom nHtepdelice.

| fortygigabitethernet
fo_port | port-channel
group}]

ipvé mid snooping querier BKkntounTb NoaaepKKy BblAayum 3anpocos igmp-query.

no ipvé mid snooping —/BbIK/IIO4EHO OTKNOYMTbL NOAAEPKKY BblAauM 3anNpocoB igmp-query.
querier

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepagelicos) Ethernet, uHmepgelica

2pynnsl nopmos, UHmepagetica VLAN

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
noptoB un nHtepdenca VLAN:

console (config-if) #

Tabnuua 177 — KomaHgpl pexxnma KoHurypauum nHtepdeica (amanasoHa mHtepoeicos) Ethernet, nHtep-
demca rpynnbl nopTtos, nHTepdenca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000 mc

3a4aTb MaKCMMasbHYIO 3a1ePXKKy OTBETaA NOC/Ee4HEr0 YieHa
rPynmnbl, KOTOPas UCMO/b3YeTCA A1 BbIYMCNEHUA KOAa
MaKCMManbHOW 3aaepKu oTeeTa (Max Response Code)

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ipvé mld query-interval value

no ipv6 mld query-interval

value: (30..18000)/125 ¢

3a4aTb MHTepBas paccbliNKkmM OCHOBHbIX MLD-3anpocos.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10 ¢

3a4aTb MaKCMManNbHYIO 3af,epPXKKy OTBeTa, KOTOpaAa
MCNoNb3yeTcAa AnAa BbIYNCNEHUI KO4a MaKCUMaNbHOWM
3a4epXKKKU oTBeTa.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ipvé mld robustness value

no ipv6 mld robustness

value: (1..7)/2

YCTaHOBWTb 3HaYeHWe KoadduLMeHTa 0TKa3oyCTOMUUBOCTY.
Ecnu Ha KaHane HabaogaeTca notepsa AaHHbIX, KO3abOULMEHT
OTKa30yCTOMYMBOCTU A0/KeEH BbITb yBENUYEH.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

ipvé mld version version

no ipvé mid version

version: (1..2)/2

YCTaHOBWTb BEPCUIO MPOTOKONA, AEWCTBYHIOLLYIO Ha AHHOM
nHTepdelice.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.
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KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnmua 178 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHuro
show ipv6 mld snooping 0OT06pasnTb MHOOPMALLMIO O 3aPErUCTPUPOBAHHDBIX Fpynnax B
groups [vlan vian_id] [address COOTBETCTBMM C 3a[laHHbIMM B KOMaHAe NapameTpamm
ipv6_multicast_address] vlan_id: (1..4094) dunbTpaymm.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKa.

show ipv6 mld snooping
interface vian_id

OT06pa3nTb MHGOPMaLMIO O KOHPUrypaumm MLD-snooping ana

vlan_id: (1..4094) [aHHO VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vian, id: (1..4094) OT06pa3nTb MHGOPMaLMIO O mrouter-nopTax.

5.19.4 ®yHKyuu oepaHuyeHua multicast-mpaguka

®YHKUMKM orpaHuuyeHna multicast-Tpaduka ucnonbsytoTca na yaobHOW HACTPOMKM OrpaHUyeHus
NPOCMOTpPA ONpeAeNeHHbIX FPynn MHOroaAapecHoOn PaccbUIKu.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnnua 179 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HauyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio

multicast snooping profile MepeiTn B pexxnm KoHdurypaumm multicast-npoduns.

profile_name

no multicast snooping profile_name: (1..32) YaanuTb yKasaHHbIl multicast-npodunb.

profile profile_name CMMBO/IOB Multicast-npodunb moxKeT 6bITb yaaneH TONbKO
nocne Toro, Kak 6yAer oTBA3aH OT BCeX NOpPTOB
KoMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabnnua 180 — KomaHgbl pexkuma KoHpurypaumm multicast-npodunsa

3HaveHue/3Ha4yeHue o
KomaHoa / Aeiicmeue
no ymoa4YaHuro
match ip low_ip [high_ip] low_ip: BanngHbIn 3a4aTb COOTBETCTBME NPOPUAA YKasaHHOMY AnanasoHy IPv4
multicast-agpec; multicast-agpecos.
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no match ip low_ip
[high_ip]

high_ip: BannaHbin
multicast-agpec

YaanuTb cooTBeTCcTBME NPOdUNA yKazaHHOMY AnanasoHy IPv4
multicast-agpecos.

match ipv6 low_ipv6
[high_ipvé]

no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbiii IPv6
multicast-agpec;
high_ipv6: BanngHbin
IPv6 multicast-agpec

3afaTb COOTBETCTBUE NPOPUAA YKasaHHOMY AnanasoHy IPv6
multicast-agpecos.

YaanuTb COOTBETCTBME NPOGUNA YKazaHHOMY auanasoHy IPv6
multicast-agpecos.

permit B cnyyae HecooTBeTCTBMA OAHOMY U3 3a4aHHbIX AMAMNA30HOB,
. IGMP-report 6yayT nponyckaTbcs.
- —/no permit
no permit B cnyyae HECOOTBETCTBUA OAHOMY U3 3a4aHHbIX AMAMNA30HOB,

IGMP-report 6yayT otbpacbiBaTbcA.

KomaHObI pexcuma KoHguaypayuu uHmepgetica (QuanasoHa uiHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabnunua 181 — KomaHab! pexkuma KoHdpurypaumm nHtepdelica (guanasoHa nHtepdencos) Ethernet

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

multicast snooping
max-groups number
no multicast snooping
max-groups

OrpaHMYmMTb KOIMYECTBO OLHOBPEMEHHO NPOCMATPUBAEMbIX
multicast-rpynn ana nHtepdeiica.

number (1..1000)/—

CHATb OrpaHMYeHne Ha KOANYeCTBO OAHOBPEMEHHO
npocmaTpuBaemsbix rpynn gna nHtepdeica.

multicast snooping add
profile_name

MpuBA3aTb YKasaHHbIM multicast-npodunb K HTepdelicy.
profile name: (1..32)
CMMBOJI0B

multicast snooping remove
{profile_name | all}

Ypanutb cooTBeTcTBMe multicast-npoduna (Bcex multicast-
npoduneit) nHTepdeicy.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 182 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show multicast snooping
groups count —

0OT06pa3snTb MHGOPMALLMIO 418 BCEX MOPTOB O TEKYLLEM
KO/IMYeCTBE 3aperMcTPMpPOBaHHbIX TPy, a TaKKe
MaKCHMa/ibHOE BO3MOMKHOE KOJIMYEeCTBO.

show multicast snooping
profile [profile_name]

profile name: (1..32)
CUMBOIOB

OT06pasnTb MHPOPMaLMIO O CKOHPUTYPMPOBaHHbLIX multicast-
npodunax.

5.19.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbIN MexaHM3M NO3BOJSIAET NPOM3BOAUTL aBTOPM3ALLMIO 3anNpocoB NpoTokona IGMP ¢ nomouwsto
RADIUS-cepBepa. [nsa obecneyeHuAa HageKHOCTM W pacnpeneneHua Harpyskm MOXKeT WCMOJib30BaTbCA
Heckosibko RADIUS-cepBepoB. Bbibop cepBepa 415 OTNpPaBKM 04epeaHOro 3anpoca aBTopm3saLmMm NnponcxoguT
cnyyariHbim obpasom. Ecnm cepsep He OTBETU, OH NOMEYAETCA KaK BpeMeHHO Hepabouuii, u nepecraet
Yy4acTBOBATb B MEXaHU3MeE OMpOoca Ha onpeAenieHHbI Nepmnos, a 3anpoc OTCbIIAETCA HA CAeAyoWwmin cepaep.
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Mony4yeHHble aBTOPM3aLMOHHbIE AaHHbIe XPaHATCA B K3LW-MNaMATU KOMMYTaTopa B TeYEHUE 334aHHOro
nepuoaa BPeMeHW. ITO NO3BOAAET YCKOPUTb MOBTOPHYKO 06paboTky IGMP-3anpocos. [apameTpsbl
aBTOpM3aLMKN BKAKOYALOT B cebs:

=  MAC-agpec KIMEHTCKOrO YCTPOMCTBA;
=  WpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PeweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnmua 183 — KomaHabl pexkmma rnobanbHoro KoHGUrypmupoBaHus

KomaHda 3Ha4yeHue/3Ha4yeHue no .
Aelicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YCTaHOBUTb BpeEMA XU3HM B Kawwe. Ecan 3HayeHne paBHO
tion cache-timeout timeout HY/Il0 — OTCYET BPEMEHM KMU3HWN OTKIOUEH (3annch He

timeout: (0..10000) mnH/0 | yAanaeTca co BpeMeHem).

no ip igmp snooping authori-

. . YCTaHOBUTb 3HaYeHMeE N0 YMOIUaHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOUIYpUpoBaHUA nHTepdelica:
console (config-if) #

Tabnnua 184 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHoa 3HayeHue/3Ha4yeHue Aelicmeue
no yMmoa4YaHuro
multicast snooping authorization BkntounTb aBTopusaumto yepes RADIUS-cepsep. Ecnv ykasaH
radius [required] napametp required, To B c/lyyae He4OCTYMHOCTU BCeX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.
—/oTKnto4eHa B npotnuBHOM cnyyae IGMP-3anpoc 6yaet obpaboTaH gaxe
npwv OTCYTCTBUM OTBETA CEPBEPA.
no multicast snooping OTKNOYUTL aBTOPU3ALMIO.
authorization
multicast snooping authorization BKAtounTb NpeaBaputenbHyro 06paboTky IGMP-3anpocos Ha
forwarding-first nopTy Ao otseta RADIUS-cepsepa. [pn nony4yeHnmn oteeTta
OT cepBepa B C/1ly4ae NONOXKUTENIbHOIO OTBETA NOANNCKa
oCTaeTcA, B C/ly4ae oTpMLATEIbHOrO — yAansaeTca, ecam
—/oTkNo4eHa [OMOHUTENbHO HAacTpoeHa PyHKLUMA ip igmp snooping
immediate-leave.
no multicast snooping
authorization forwarding-first BoccTaHOBWTL 3HaYeHWE MO YMOYAHMIO.
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KomaHOb! pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 185 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aeiicmeue
show ip igmp snooping authori- OTob6pa3nTb coaepknmoe Kawa asTopmsaumnmn IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnv B KOMaHAe yKa3aH nHTepdeic — To otobpaskatorca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmbl, KOTOPbIE 3aPErncTpPMpPoBaHbl Ha
tengigabitethernet te_port ] yKa3aHHoMm nHTepdelice.
clear ip igmp snooping authori- O4YnCTUTD K3 aBTOPU3ALUK.
zation-cache gi_port: (1..8/0/1..24); Ecnun B KOMaHAe yKasaH nHTepdelic — ounLatoTes 3anmcm
[gigabitethernet gi_port | te_port: (1..8/0/1..4). Kall AN1A YKa3aHHOTo MHTepdeiica.
tengigabitethernet te_port ] Ecnun nHtepdelic He yKasaH — K3l OYMLLAETCA MONHOCTbIO.

5.20 MapuwpyT1u3aymMa mHoroagpecHoro tpadpumka

5.20.1 Npomokon PIM

PIM — npoTOKo/ MHOroaAapecHoin maplupyTmsauumn gaa IP-ceteld, co3gaHHbIA Ana peleHna npobaem
rpynnoBon mapuwpyTtusaumm. PIM 6asupyeTca Ha TPaAMUMOHHbLIX MAapLUPYTHbIX MPOTOKO/ax (Hanpumep,
Border Gateway Protocol), BmecTo Toro, utobbl co3gaBaTb COBCTBEHHYIO ceTeBylo Tononoruto. PIM
ncnonbsyet unicast-Tabanuy mapwpytmsauum  ans  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLpyT1satopamu, 4tobbl ybeamTbea, 4To Nepegadya MHOroaApecHoro Tpaduka BbinoaHAETCA No Nyt 6e3
nerenb.

RP (rendezvous point) — TOuka paHAEeBy, Ha KOTOpOM O6yayT pPerucTpupoBaTbCA MCTOYHUKM
MHOTroaApecHbIX MOTOKOB 1 CO34aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa MHbopmaLmm o RP KaHguaaTax, popmupoBaHum cnncka RP
ONA  KaxkAoW MHOroapecHol rpynnbl M OTNpPaBKa CnNucka B npegenax gomeHa. KoHourypauus
MHOrOaApecHO MapLupyTM3aumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOm KOHOUrypaumm:

console (config) #

Tabnnuya 186 — KomaHgbl rnobanbHOro pernma KoHourypaumm

3HayeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro
ip multicast-routing pim BKAOYMTb MHOTOQAPECHYO0 MapLIpyTU3aLmio, npotokona PIM Ha
—/no ymonyaHuio o
BCex uHTepdeicax.
- - - - bYHKLMA BbIKNIOYEHA
no ip multicast-routing pim OTKNOYUTL MHOFOAZPECHYIO MapLUPYTU3aLUMio U NpoToKo PIM.
ipvé multicast-routing pim —/no ymonyaHuio BKAtounTb gis IPv6 MHOroaapecHyo MapLipyT13aLmto, NPOTOKON
bYHKUMA BbIKOYEHA PIM Ha Bcex nHtepdeiicax.
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no ipv6 multicast-routing
pim

OTKAoUMTL ana IPv6 mHOroagpecHyto mapLupyTmnsaLumio n
npotokon PIM.

ip mroute prefix pre-
fix_length
fw_router_address tunnel
tunnel_id

no ip mroute prefix pre-
fix_length
fw_router_address tunnel
tunnel_id

prefix: (A.B.C.D);
prefix-length:
(A.B.C.D uan /n);
fw_router_ad-
dress: (A.B.C.D);
tunnel_id: (1..16)

Co3paTb CTaTUYECKoe NPaBUIO 418 MHOroaApecHon Tabaunupl
MapLpyTU3aLmm.

- prefix — |P-afpec ceTu Ha3HaYeHus;

- prefix_length — macka npeduKca HasHa4YeHUA UK ee A/IMHa;
- fw_router_address — IP-agpec mapwpyTu3aTtopa MHOToas-
pecHol paccbinku;

- tunnel_id — naeHTuduUKaTOp TyHHENA.

YAanuTb CTaTUYecKoe NpaBuIo M3 TabmLbl MHOroaApecHom
MapLpyTU3aLmm.

ipv6 pim accept-register list
acc_list

no ipvé6 pim accept-register
list

acc_list: (0..32)
cMMBO/IA

MpMeHNTb GUNBTPALMIO PErUCTPALMOHHBIX coobLeHuid PIM ana
IPv6.

- acc_list — cnncok mHoroaapecHbix NpeduKcoBs, 3agaBaembli
nomoubto ctaHgaptHoro ACL.

OTKNOUNUTB GUAbTPALMIO.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num)]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHamAaaTa B BSR (bootstrap router).
- ip_address — BanuaHbIi IP-agpec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopwuTer.

OTKNOUUTL AaHHbIN NapameTp.

ipv6 pim bsr-candidate
ibv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHamAaaTa B BSR (bootstrap router).
- ipv6_address — BanuaHbli IPv6-agpec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopuTer.

OTKNOYUTD AaHHbIN NapameTp.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BKAOUNTL MapLLPYTU3aLMIO 3a43aHHOTO AMANa3oHa
MY/IbTUKACTHbIX rpynn B pexkume PIM-DM.
- multicast_subnet — mHoroagapecHasa NoAceTb;
- default — ykasaTtb amnanasoH B 224.0.1.0/24.
V KomaHAay MOKHO BBECTM HECKONbKO pas, 3ajaB He-
CKO/ZIbKO ANana3oHOB.

OTKNOUUTL AaHHbIN NapameTp.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3paTb cTaTnyeckyto Rendezvous Point (RP), aononHuTenbHo
MOXHO YKa3aTb MHOroaApecHyto NoAceTb ANA AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — MHOroaapecHas noaceTb.

Ypanutb ctatndeckyto RP uam yaanutb RP ans ykasaHHoM
noaceTu.

ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

Co3paTb cTaTuyeckyto Rendezvous Point (RP), sononHuTtenbHo
MOKHO YKa3aTb MHOroaZpecHyto noaceTb aaa AaHHoM RP.

- ipv6_unicast_ addr — |Pv6-agpec;

- ipv6_multicast_ subnet — mHoroaapecHaa noaceTb.

Yaanutb ctatnyeckyto RP uam yaanutb RP ans ykasaHHoM
noacetu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cMMBONIA
priority: (0..192)/192;
secs: (1..16383)/60 c

Co3patb KaHauaata ansa Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnMcok MHOroagpecHbIx NpeduKcoB, 3a4aBaemMblit ¢
nomolLLbto cTaHaapTHoro ACL;

- priority — NpMOPUTETHOCTb KaHANAATA;

- Secs — nepuoz OTNPaBKM COOBLLEHUI.

OTKNIOYUTL SaHHBIV NapameTp.
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ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

acc_list: (0..32)
cMMBO/IA
priority: (0..192)/192;
secs: (1..16383)/60 c

Co3patb KaHauaata ans Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-aapec;

- acc_list — cnucok mHoroaapecHbIx NnpedrKcoB, 3a4aBaeMblii €
nomolLupto cTaHaapTHoro ACL;

- priority — NPMOPUTETHOCTb KaHANAATA;

- secs — nepuop, OTNPaBKM COOBLLEHMA.

OTKNIOUYUTD AaHHBIN NapameTp.

ip pim ssm {range mul-
ticast_subnet | default}

no ip pim ssm [range mul-
ticast_subnet | default]

YKa3aTb MHOroapecHyto NoAceTb

- range — yKasaTb MHOroaApecHyI NoACeTb;

- multicast_subnet — mHoroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 232.0.0.0/8.

OTKNIOUYUTD AaHHBIN NapameTp.

ipv6 pim ssm {range
ipv6_multicast_subnet | de-
fault}

YKa3aTb MHOroaApecHyto noaceTb

- range — yKa3aTb MHOroaApecHyI NoAcCeTb;

- ipv6_multicast_subnet — mHoroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 FF3E::/32.

no ipv6 pim ssm [range
ipv6_multicast_subnet | de-
fault]

OTKNOYUTD AaHHbIN NapameTp.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

—/BKNtOYEHO

BK/ItOUMTL pacluMpeHHbIn dyHKLmMoHan rendezvous point (RP).

OTKNOYUTL pacluMpeHHbI pyHKUMOoHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua, 3anpoca KOMaHAHOM CTPOKMK:
console (config-if) #

Tabnnua 187 — KomaHab! pexkuma KoHpurypaumnm nHtepdericos Ethernet, VLAN, rpynnbl noptos

3HaveHue/ 3HayeHue »
KomaHda / Aelicmeue
o ymMmon4aHuio

ip (ipv6) pim BkntounTb PIM Ha nHTepdeiice.

— - — /BKOYEHO -
no ip (ipv6) pim Bbikntountb PIM Ha uHTepodelice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHunii c MHTepdeiica.

- —/oTK/I04eHO —
no ip pim bsr-border OTKNIOYUTb JaHHbIN NapameTp.
ip (ipv6) pim dr-priority pri- YKasaTb npuoputeT gaa Bbibopa DR-poyTepa.
ority iorit - priority — npuopuTeT DR-poyTepa onpeaenatoLmii, KTo 13

priority:

KoMmyTaTopoB cTaHeT DR-poytepom. KommyTtaTop ¢ Hanbonblumm

(0..4294967294)/1
3HayeHuem ctaHeT DR-poyTepom.

no ip (ipv6) pim dr-priority
ip ip (ipv6) pim hello-inter-

BepHyTb 3HaYeHWe No YyMONYaHUIO.
YKasaTb nepuog otnpasku hello-nakeTos.

val secs - sec — nepuog oTnpasku hello-nakeTtos.
— - - secs: (1..18000)/30 ¢

no ip (ipv6) pim hello-inter- BepHyTb 3HaYeHne No ymoa4YaHuto.

val

YKa3aTb MHTEPBAN, B TEHEHME KOTOPOFrO KOMMYTATOpP OTCbINAeT
join unm prune-coobuweHuns.
- interval — nepuwopa BpemeHu OTNPaBKM join, prune coobLLeHNN.

ip (ipv6) pim join-prune-in-

terval interval .
interval: (1..18000)/

60c

no ip (ipv6) pim
join-prune-interval

ip (ipv6) pim neighbor-filter
acc_list

BepHyTb 3HaYeHne No ymonyaHuio.

dunbTpoBaTth BXOAALWME PIM-coobLieHus.

- acc_list — cnucok agpecos, Ha OCHOBE KOTOPbIX NPOU3BOAMUTCA
dunbTpayms.

OTKNOYUTL AaHHbIN NapameTp.

acc_list: (0..32)
cMMBONIA

no ip (ipv6) pim neigh-
bor-filter
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ip pim passive BKNOUMTL NacCUMBHbIV peXMm Ha nHTepdeice. ITOT MHTepdeic He

6yneT oTNPaBAATb U NPUHUMATL coobuweHuns PIM oT apyrux
—/disable mapLlpyTnsaTopos PIM. HacTpolika HMKaK He BAUSET Ha

coobuieHuns IGMP.

no ip pim passive BbIKNOUYMTb NACCUMBHBIN PEXUM.

ip igmp static-group BkAtounTb cTaTMueckuii 3anpoc multicast-rpynnel Ha nHTepdelice.

group_address [source - group-address — IP-agpec rpynnbi;

source_addr] - source-addr — IP-agpec UCTOYHMKA rpynmnbl.

V Ha uHtepdeiice agomxeH 6biTb BKAOYEH PIM.

no ip igmp static-group BbIKNtOUMTL cTaTUYeCKuiA 3anpoc multicast-rpynnbl.
group_addr [source
source_addr]

Tabnnua 188 — KomaHgbl pexkuma KoHpurypaumm tyHHensa GRE

3HavyeHue/ 3HayeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro

ip pim Bkntountb PIM Ha nHTepdeiice.

—— —/BK/OYEHO -
no ip pim BbikntounTb PIM Ha uHTepdodelice.
ip pim bsr-border MpeKkpaTuTb Nepeaayvy BSR-coobuwieHnin ¢ nntepdelica.

— —/oTK/Il04eHO -
no ip pim bsr-border OTKNIOYUTb AaHHbIM NapameTp.
ip pim dr-priority priority YKasaTb npuopuTeT ansa Bbibopa DR-poyTepa.

L - priority — npuoputeT DR-poyTepa onpesensatowmii, KTo n3
priority:

KoMmyTaTopos cTaHeT DR-poyTepom. KommyTtaTop ¢ Hanbonblumm

(0..4294967294)/1
3HayeHuem cTtaHeT DR-poyTepom.

no ip pim dr-priority BepHyTb 3HAYEHWE MO YMOYaHUIO.
ip ip pim hello-interval secs YKasatb nepuog otnpasku hello-nakeTos.
secs: (1..18000)/30 ¢ - sec — nepvog oTtnpaeku hello-naketos.
no ip pim hello-interval BepHyTb 3HaueHne No ymonyaHuto.
ip pim join-prune-interval YKa3aTb MHTepBan, B TeHEHME KOTOPOro KOMMYTaTOP OTCblNaeT
interval join nnu prune-coobueHuns.

interval: (1..18000)/ - interval — nepnog, BpemMeHn 0TNpaBKK join, prune coobLieHni.

no ip pim join-prune-inter- e0¢ BepHyTb 3HaueHne No ymonyaHuio.
val
ip pim neighbor-filter dunbTpoBaTh BXOAALWME PIM-cooblueHus.
acc_list acc_list: (0..32) - acc_list — cnncok aapecos, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cMmBONna dunbTpaums.
no ip pim neighbor-filter OTKNOYUTD AAHHbIN NapameTp.
ip pim passive BKNOUMTbL NacCMBHbIV peXMm Ha nHTepdeice. ITOT MHTepdenc He
6yneT oTNpaBAATb U NPUHUMATL coobuweHuns PIM oT apyrux
—/disable mapLlpytnusaTopos PIM. HacTpoiika HUKaK He BAUSET Ha
coobueHus IGMP.
no ip pim passive BbIKNOUMTb NACCUMBHBIN PEXUM.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 189 — KomaHabl pexmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue

no ymon4aHuro
show ip (ipv6) pim rp map- OT06pa3unTb akTMBHbIE RP, CBA3aHHbIE C MapLUPYTHOWM
ping [RP_addr] — nHpopmaumei.

- RP_addr — IP-agpec.

show ip (ipv6) pim neigh- OT06pa3unTb MHPopmaLuio o PIM-coceasx.
bor [detail] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group| vlan vlan_id: (1..4094).
vlan_id]
show ip (ipv6) pim inter- OTo6pasuTb nHdopmaumio no PIM-uHTepdeicam:

- state-on — oTobparkaeT Bce UHTepdeichl, rae BKAoYeH PIM;
- state-off — oTo6parkaeT Bce MHTEpdENcChI, rae BbikaAoYeH PIM.

face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

state-off]

show ip (ipv6) pim group- _ OTo6pa3unTb Tabanuy NPUBA3KM MHOFOAAPECHbIX FPyNm.
map [group_address] - group-address — appec rpynnoi.

show ip (ipv6) pim counters — OTo6pa3uTb cogepknmoe PIM-cyeTymKoB.

show ip (ipv6) pim bsr elec- . OTo6pa3unTb nHdpopmaumio o BSR.

tion

show ip (ipv6) pim bsr rp- _ OTo6pa3unTb MHPopmaLmio 06 U3y4eHHbIX KaHgmaaTax B RP.
cache

show ip (ipv6) pim bsr can- . OTo6pa3unTb cocTosiHMEe KaHaAMAaToB B RP.

didate-rp

clear ip (ipv6) pim counters — O6HYNUTL PIM-cyeTumnkum.

[Mpumep UCnoa1b308aHUA KOMAHO

= bBasoBas HacTpoiKa PIM SM c ctatnueckum RP (1.1.1.1). MpeasaputenbHo A0MKEH BbITb HAaCTPOEH
NPOTOKO/ MapLIpyTU3aLMK.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20.2 ®dyHkyua PIM Snooping

®yHKumMA PIM Snooping ncnonbsyeTca B CETAX, I4e KOMMYTATOP UCNONHAET poab L2-ycTpoicTBa Mexay
PIM-mapupyTmnsatopamm.

OcHoBHoOM 3agayen PIM Snooping asnaetca npegocTaBieHMe MHOI0aApecHoro TpadurKka ToNbKo A
Tex NopPTOB, C KOTOPbIX 6biaK NosydeH PIM Join, PIM Register.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaummu:

console (config) #
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Tabnnua 190 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
ip pim snooping PaspewunTb ncnonb3osaHme dpyHkunm PIM Snooping
—/BbIKNIOYEHO KOMMYTaTOpOM.

no ip pim snooping 3anpeTuTb ncnonb3oBaHue GyHKUUM
ip pim snooping vlan PaspewunTb ncnonb3osaHune ¢pyHkunm PIM Snooping
vlan_id KOMMYTaTOpPOM A/1a AaHHOoro nHTepdeica VLAN.

__ : vian_ id: (1..4094) vlan_id — naeHTMPUKaUMOHHBbI Homep VLAN. :
no ip pim snooping vlan 3anpetuTb ucnonb3osaHue dyHKLuMK PIM Snooping
vlan_id KOMMYTaTOpPOM A48 faHHoro nHtepdeica VLAN.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 191 — KomaHab! pexkuma EXEC

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
o ymon4aHuio
show ip pim snooping — Moka3aTtb 06uyo MHGOPMaLUIO O HACTPOWMKaX.
show ip pim snooping vlan . MoKa3aTb CTAaTUCTUKY KOHTPOJIA MHOFOaA4pecHoro Tpadmka B
pp ping vian_id: (1..4094) . ¥ KOHTP Ap pad

vlan_id - OaHHoM vlan.

show ip pim snooping groups - MoKa3aTb CNMCOK 3aperncTpPMpPOBaHHbIX rpynmn.

sh ip pim snooping neighbors — MoKa3aTb CNUCOK 3aperncTpUpoBaHHbIX y4acTHUKOB PIM.

5.20.3 NMpomokon MSDP

MpoToKon 0bHapy»KeHMA UCTOYHMKOB MHOroaapecHon paccbiiku (MSDP) ucnonbsyetcs ana obmeHa
nHbopmaumenn o6 mctouyHmkax Multicast-Tpadmka mexay pasHbimu PIM-pomeHamn. MSDP-coeanHeHue
06bI4HO ycTaHaBAMBaeTcs mexay RP Kaxkaoro gomeHa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B pexkume rnobasbHOoM KoHUrypaumm:
console (config) #

Tabnnua 192 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymos14aHuro
router msdp BkntounTb npoTtokon MSDP 1 nepeiTn B pexkum ero
KOHbUrypaumu.
no router msdp OcTaHoBUTb NpoTOKOA MSDP 1 yganutb BCHO ero
KOHoUrypaumto.
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KomaHObI pexcuma KoHgu2ypayuu npomokoad MSDP

BuAa 3anpoca KoMaHAHON CTPOKM B pexxnume KOHPUrypaumnm npotokona MSDP:

console (config-msdp) #

Tabanua 193 — KomaHabl pexkmma KoHpurypaumm npotokona MSDP

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-agpec He Ha3HaueH

HasHauuTtb IP-agpec, KoTopbiit 6yaeT ncnoib3oBaH B KayecTse
nexoaawero npu coeamHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

cache-sa-holdtime secs

secs: (150..3600)/150 c

YCTaHOBUTb Bpems *KM3HU SA-3anncK B KaLle.

no cache-sa-holdtime

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

holdtime secs

no holdtime

secs: (3..150)/75 ¢

YcTaHoBUTb Talimep holdtime. Ecam B TeueHuMe 3Toro BpemeHu
He byaeT npuHaTo keepalive-coobueHne, To coeguHeHne ¢
cocefom cbpacbiBaeTcs.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 ¢

YCTaHOBUTbL MHTEPBAN MeXAay oTnpasBKoi keepalive-coobuieHnin.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

originator-ip ip_address

no originator-ip

—/IP-agpec He Ha3HaueH

HasHauutb IP-agpec, ncnonblyemblit B Kadectse agpeca RP B
McxoasLwmx coobuieHmax SA.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

peer ip_address

no peer ip_address

[o6aBuTb B KOHOUrypauuo MSDP-nMp 1 BONTU B pEXUM €ro
KoHbUrypauuu.

Yaannte MSDP-nup.

KomaHObl pexcuma KoHgu2ypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm MSDP-nmpa:

console (config-msdp) #

Tabnunua 194 — KomaHapl pexkuma KoHpurypaumm MSDP-nupa

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-agpec He Ha3HaueH

HasHaunTtb IP-agpec, KoTopbili byaeT NCnob30BaH B KayecTse
ncxoaAuLero npu coegmHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HaYeHue no YMOYaHULO.

description text

no description

text: (1..160) cumsona

3agatb onucaHne MSDP-nupa.

Yaanntb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

[obasutb cocega kK MESH-rpynne.

Yaanutb cocega.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter {in | out }
sec_num

sec_num:
(0..4294967294)

Co3aaTtb npasunio GpunbTpaLmm SA-cCoobLLEHNN:

- permit — paspewatoLiee npasuao GuabTPaLmK;

- deny — 3anpewatouiee npasuao GuabTpaLmm;

- Sec_num — HOMep CeKLUW NpaBuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — $unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢unbTpauma no agpecy nctoyHmka Multicast-
TpaduKa.

Ypanaet CO34aHHYIO CeKLUUIo npaBnna.
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shutdown AOMUHUCTPATUBHO BbIKAHOYNTL ceccuto ¢ MSDP-nmnpom, He
—/BbIKNIOYEHO yAanAa ero KOHPUrypaumm.
no shutdown YCTaHOBUTb 3Ha4YE€HNE N0 YMOAYAHUIO.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnmua 195 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show ip msdp peers [ ip_addr] MokasaTb MHGOPMALIMIO O HACTPOEHHBIX NUPaXx, cTaTyce
coefiMHeHWA, HaCTPOMKax NMPOB, a TaK¥Ke CTaTUCTUKY obmeHa
- coobuieHmamm npotokona MSDP
- ip_addr — IP-agpec nupa.
show ip msdp source-active - MokasaTtb cogepMmoe Kalwa SA.
show ip msdp summary — Moka3aTb cymmapHyto MHbopmauuio npoTokosia MSDP.
clear ip msdp counters - OBHYNTb CHETUMKM.
clear ip msdp peers [ ip_addr] . MepeycTtaHoBUTb coeanHeHna ¢ MSDP-nnpamu
- ip_addr — IP-agpec nupa.

5.20.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHOroagpecHoit mapwpyTtmsaumm IGMP  Proxy npeaHasHayeHa Aaa peanusauuu
YNPOLLEHHOW MapLIpyTM3aLMU MHOrOagpecHbIX AaHHbIX MeXKAy CeTAMM, ynpaBisemoi Ha OCHOBaHUU
npoTtokona IGMP. C nomoubto IGMP Proxy ycTpoicTBa, He HaxodslMecs B OAHOM CETU C CEepBepom
MHOTr0oagpecHO’ Paccbi/IK1, MMEIOT BO3MOXKHOCTb MOAKAUYATbCA K MHOTOa4peCcHbIM rpynnam.

MapLpyT13aLma OCYLLECTBAAETCA MeXay MHTepdencom BbilwecTos el ceTu (uplink) u nHTepdeincamm
HuxecTosawmx cetet (downlink). Mpun atom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bbIYHbIN
nosaydyatenb MHoroagpecHoro Tpaduka (multicast client) n popmupyet cobcTBeHHble coobLLeHMA NPoToKoAa
IGMP. Ha uHtepdelicax downlink KommyTaTop BbICTyNaeT B KaYecTBe cepBepa MHOI0aApecHOM PaccbiK1 U1
obpabaTtbiBaeT coobueHMa NpoTokona IGMP oT ycTponcTs, MOAKAOYEHHDBIX K 3TUM MHTepdeicam.

V KonuuectBo nopaep:KuBaembiX rpynn MHOroagpecHoit paccbiiku npotokonaom IGMP
Proxy yKka3saHo B Tabnuue 9.
V IGMP Proxy nogaep*usaet go 512 downlink-untepdeiicos.
V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:
- IGMP Proxy He noaaep:KuBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH TONbKO 0AUH UHTepdelic BbillecToALLel ceTu;
- Npu Ucnoib3oBaHuu Bepcuun V3 npotokona IGMP Ha uHTepdeiicax K HUKeCcToALLLeN ceTn
obpabaTbiBaloTca ToNbKO 3anpocbl TuNa exclude (*,G) u include (*,G).

V Bo VLAN-e, B KOTOpbI1 ocyliecTBAseTcA NpoKkcuposaHue, IGMP Snooping aonxeH 6biTb
OTK/IOYEH.

V IGMP Proxy ana QinQ-tTpa¢pumkKa:

. ONA KOPPEKTHOWU paboTtbl ¢pyHKUMOHaNa Heobxogumo BKAOUMTbL IGMP Proxy un IGMP

Snooping B SVLAN u CVLAN, a TaK»e HacTpouTb IP-agpeca Ha paHHbIX uHTepdeiicax.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanua 196 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

ip multicast-routing

igmp-proxy —/no ymonyaHuio
no ip multicast-routing dYHKUMA BbIKIOYEHA
igmp-proxy

PazpelwnTtb paboTy MapLupyTU3aLMM MHOFOAAPECHbIX AaHHbIX
Ha CKOHOUIYpPUPOBAHHbIX MHTEpPdeNcax.

3anpeTuTb paboTy MapLUpyTU3aLMMN MHOFOAAPECHBIX AaHHbIX Ha
CKOHOUIYpUpPOBaHHbIX UHTepdelicax.

ip mroute prefix pre-
fix_length fw_router_ad-

dress tunnel tunnel_id prefix: (A.B.C.D); pre-

fix-length: (A.B.C.D unu
/n); fw_router_ad-
dress: (A.B.C.D); tun-
nel_id: (1..16)

Co3paTb cTaTUYecKoe NPaBuIo A4 MHOFOaAPECHON Tabaunupl
MapLUpyTU3aLmK.

- prefix — |IP-agpec ceT Ha3HayeHus;

- prefix_length — macka npeduKca HazHauyeHUa nnu ee
ONVHa;

- fw_router_address — |P-agpec mapwpyT1M3aTopa MHOroag-
PEeCHO paccbinKu;

- tunnel_id — naeHTUPUKaTOP TyHHENA.

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

Y4anutb ctaTMyeckoe nNpasmao u3 Tabanubl MHOroaapecHom
MapLUpyTU3aLmu.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkume KoHpurypauum nutepoeicos Ethernet, VLAN, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 197 — KomaHgb! pexxuma KoHpurypauum nHtepoeiicos Ethernet, VLAN, rpynnbl noptos

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aelicmeue

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

KoHurypupyembiin nHTepdeiic agnaetca MHTepdercom K
HuXKecToAwweln cetu. KomaHaa HaszHavaeT cBszaHHbIM uplink-
MHTepdENc, y4acTByOWMI B MapLIPYTMU3aLLMK.

ip igmp static-group group-
address [source source-addr]

no ip igmp static-group group-
address [source source-addr]

BKAtOUNTL CTaTUUYECKMI 3anpoc multicast-rpynnbl Ha MHTepdelice.
- group-address — |P-agpec rpynnbi;

- source-addr — |P-afpec UCTOYHMKA rpynnbl.

V Ha uHtepdeiice aonkeH 6biTb BKAOUYEH IGMP Proxy.

BbIKNOUMTL CTaTUYECKUI 3anpoc multicast-rpynnbl.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 198 — KomaHgb! pexkuma KoHdpurypaumnm nHtepoeiicos VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTaHoBUTb 3HaYeHne DSCP B IP-3aronoBke gna naketos
npoTokona IGMP, KoTopoe 6yaeT NCno/b30BaTbCA KOMMYTAaTOPOM
Ha uHTepderice VLAN.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTaHoBWTb 3HauveHune 802.1p B IP ana naketos npoTokona IGMP,
KOoTOpoe byZeT Mcnosib30BaTbCA KOMMYTAaTOPOM Ha MHTepdeice
VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYaHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 199 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

MpoCcMOTPeTb CMMCKU MHOFOAAPECHbIX rpynn. BoamoskeH BbiGop
rpynn no agpecy rpynnbl AW NO aApecy UCTOYHMKA
MHOroagpecHbIX AaHHbIX.

- ip_multicast_address — |P-agpec rpynnbl;

- ip_address — |P-appec UCTOYHUKA;

- summary — KpaTKoe coAepKaHue KaxKaon 3anucuy B
MHOroagpecHol Tabanue mapLupyTMsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MokaszaTb MHopMauuto o ctatyce IGMP-proxy NPUMEHUTENbHO K
MHTepdeiicam.

[pumep 8b1M10MHEHUS KOMAHO

console# show ip igmp-proxy interface

Interface Type
vlanb upstream
v1lan30

Interface Protection

downstream default

* — the switch is the Querier on the interface
IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

CoS DSCP
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5.21 ®yHKuMM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ana obecneyeHns 6e3o0nacHOCTU CUCTEMbI

aBTOpM3aLMA, yUeT).

nucnonbsyetrcs mexaHMam AAA  (ayTeHTUdPUKaumA,

— Authentication (ayTeHTUdMKaUMsa) — conocTaBaeHUE 3anpoca CyLLLECTBYOLWEN YY4ETHOM 3anucK
B cucTeme 6€30NacHOCTMU.

— Authorization (aBTopu3auus, NpoBepKa YpoOBHA 40CTyrNa) — COMNocTaB/ieHne y4ETHOM 3anucu B
cucteme (npotlealieit ayteHTUGUKaLMIO) M onpeaenéHHbIX NOAHOMOUYMA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB No/ib30BaTENEM.

Ona wndpoBaHMA gaHHbIX UCNONb3yeTcA MexaHu3m SSH.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 200 — KomaHab! pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CUMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4yaHuio
OCYLLECTBAAETCA NPOBEPKA
no fioKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YCcTaHOBWUTL CNOCo6 ayTeHTUDMKALMM ON1A BXOAA B CUCTEMY.
- authorization — pa3pelaeT npoxoxaeHne aBTopm3aLmn no
OMNUCaAHHbBIM HU}KE METOAAM;
- default — ncnonb3osatb ANA ayTeHTUPUKALMM ONUCAHHDbIE
HUXKEe MeToAbl;
- list_name — nmsa cnucka ayTeHTUPUKALMOHHbIX METOAOB,
AKTUMBM3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHue metoaos (method_list):
- enable — ncnonb3oBaTb Naposb A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG A/1A AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb IOKaNbHyO 633y MMeH nNoab3oBaTenem
ONs ayTeHTUdUKaumm;
- none — He UCNONb30BaTb ayTEHTUOUKALMIO;
- radius — ncnonb3osatb cnncok RADIUS-cepsepoB ana
ayTeHTUdMKaUMK;
- tacacs — vcnonb3osatb cnucok TACACS cepsepoB ana
ayTeHTUdMKaLMK.

V Ecnn meToa ayTeHTUGMKaLMM He onpegeneH, To

AOCTYN K KOHCOU BCerpa ycnewHbli.

Co3aaHue CNUCKa oCyLLeCcTBAAETCA KOMaHAOiA:
V aaa authentication login list_name method_list.

MUcnonb3oBaHMe cnucka:

aaa authentication login list-name

’ Bo u3bexkaHue notepu AoCTyna cneayer BBO-
. AUTb HEeobXoAUMbBIII MMHUMYM HacCTPOEK ANnA
YKa3blBaemMoro MeToaa ayTeHTugMnKaumm.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLLECTBAAETCA NPOBEpPKa
no /fIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHOBUTL CNOCco6 ayTeHTUOMKALMM NPY NOBbILEHUWN YPOBHSA
npvBUAErnii Ana BXo4a B CUCTEMY.
- authorization — paspelwaeT npoxoxaeHne aBTopm3aLmn no
OMMUCAHHbBIM HUXE MeToAaM;
- default — ncnonb3oBaTh 419 ayTeHTUMKALMYM ONUCAHHbIE
HUXe MeToabl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHBIX METOA0B,
AKTMBU3UPYIOLLLEroca, KOrAa Nonb3oBaTe /b BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG AN1A AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb I0KaNbHYIO 633y MMEH Nonb3oBaTeNen
Ona ayTeHTuduKaumm;
- none — He UCNONb30BaTb ayTEHTUDUKALMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB s
ayTeHTUdUKaumK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepos Ana
ayTeHTUdMKaLMK.

V Ecnu meTop ayTeHTUGUKAL MUK He onpeaesieH, TO

BAOCTYN K KOHCOU BCeraa ycnewHbli.

Co3gaHue CNUCKA OCYLLLeCTBASETCA KOMaHA0M:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
’ Bo u3bexaHue notepu Aoctyna cnegyer BBO-
° AUTb HEO6XOAMMbBI MUHUMYM HacTpoek AnA
yKa3blBaemMoro MeToaa ayTeHTupMKaumm.
no aaa authentication YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
enable authorization {de-
fault | list_name}
enable password pass- YCTaHOBWUTb NapPO/b 414 KOHTPOIA M3MEHEHMWA NPUBUAErniA
word [encrypted] [level [O0CTyna nosib3osaTenei.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;

no enable password
[level level]

password: (0..159)
cmmsonos/admin

- encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
naposib B 3alIMPPOBAHHOM BUAE, CKOMUPOBAHHBIN C ApYroro
YCTPOICTBA).

YcTaHOBUTb napo/ib N0 YMON4YaHUIO.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBonOB;
password: (1..64)
CMMBO/I0B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lo6aBuTb Nonb3oBaTens B I0KaNbHYO 6a3y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — napons;

- name — VMA NoNb30BaTeNS;

- encrypted_password — 3awndpoBaHHbIV Napoab (Hanpumep,
naponb B 3aWnMbpoBaHHOM BUAE, CKONMUPOBAHHBIW C APYroro
YCTPOICTBA).

YpaanuTb nonb3osaTens u3 NIOKaNnbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

— /N0 yMmon4aHuio
BeAEeHMe yyeTa 3anpeLleHo

Pa3spelwnTb BeieHMe yyeTa (akKayHTa) AN ceccuii ynpasaeHus.
PaspelleHO TONbKO ANA NoJsib3oBaTeneli, Boweg-
V WKMX B CUCTEMY NO MMEHM U napoato. Ana sowes-
LIMX MO Napo/ilo TepMUHaNA, BeAeHUe yyeTa 3anpe-

LeHo.

] BepeHue yueta akTUBUPYETCA M NpeKpaLLaeTcsa, Ko-
V raa nosb3oBaTe/lb BXOAUT U OTK/IOYAETCcA OT CU-
CTeMbl, YTO COOTBETCTBYET 3HaUeHUAM start u stop B
coobueHunax nporokona RADIUS (napameTpbl, co-
AepXawmeca B coobuieHusax nportokona RADIUS,
npusegeHbl B Tabauue 201).
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no aaa accounting login
start-stop

3anpeTuTb BegeHuMe yyeTta (akkayHTa) ans seegeHHbIx B CLI Ko-
MaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

—/no ymon4aHuio
BeAeHMe y4yeTa 3anpeLeHo

PaspewunTb BegeHue yyeTa (akkayHTa) ans ceccuin 802.1x.
BepeHue yueta akTMBUpPYeETCA M NpeKpallaeTca, Koraa
V nonb3oBaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUAM start u stop B coobuie-
HuAX npotokona RADIUS (napameTpbl, cogeprKawyu-
eca B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabauue 201).

B pexxume Multiple sessions coobueHus start/stop

V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNs, B pexxume
Multiple hosts — Tonbko ans nonb3osarens, npowepn-
wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpefenvte MeToZn ayTeHTUOMKauMu npu goctyne Kk HTTP-
cepsepy. Mpy ycTaHOBKE CMMCKA METOAOB AOMOHUTE/NbHbIN
meTog, 6yaeT NPMMEHATLCA TONbKO B TOM C/lyyae, Korga no oc-
HOBHOMY MeToAy ayTeHTUPUKaLMKM BO3BPaALLLEHa OWKOKa.

- method_list — meToA ayTeHTUDUKaumUK:

local — no meHu 13 NoKanbHOM 6a3bl JAHHbBIX;

none — He UCMNONb3yeTCA;

tacacs — ncnonb3oBaHMe cnUcKoB Bcex cepepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authentication mode
{chain | break}

—/chain

YCTaHOBUTbL aNrOpPUTM OMpoca METOA0B ayTEHTUDUKaLUM.

- chain — nocne HeygayYHOM NONLITKM ayTEHTUDMKaLUK MO nep-
BOMY METOAY B CMUCKe C/ieAyeT NonbITKa ayTeHTUGUKaLMmn no
caepylolemy metoay B LENoYKe;

- break — nocne HeygauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOoA4y Npouecc ayTeHTUdPMKauumn octaHasamBaeTca. AyTeHTUdU-
KaLuusa no cneaytoLemy meToay AOMYyCTUMa TONbKO B C/lyyae He-
BO3MOKHOCTU ayTEHTUOUKALMM MO NpeablayLiemy metoay.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/no ymon4yaHuio
BeAEHME yYeTa KOMaHS,
BbIK/IOYEHO

BkatounTb BegeHue yyeta BBegeHHbix B CLI KomaHza no npoTo-
Kony Tacacs+.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa accounting update

no aaa accounting up-
date

—/no ymonyaHuio
BbIK/IIOYEHO

BkatoyeHue otnpasku Interim-Update yepes perynspHble npo-
MEKYTKN BPEMEHW.

BblkntoueHne otnpasku Interim-Update uepes perynspHble
NPOMEKYTKU BpEMEHMU.

aaa accounting update
periodic minutes

no aaa accounting up-
date periodic

minutes: (1..300)/
1 muHyTa

YKasaHue NpoMeKyTKa BPeMeHU, Yepes KoTopblil ByaeT npous-
BOAMTbCA OTNpasKa Interim-update.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHWUIO.

aaa authorization com-
mands {default |
list_name} group
method_list

list_name: (1..15)
cumsonos; method_list:
(tacacs, local);

— /N0 YMOAYaHUIO aKTUBEH
cnucok default n
aBTOPU3aLMA He
ocyuiecTenseTca

YCTaHOBWUTb CNOCO6 aBTOPU3ALMU BBOAUMbIX KOMAHA,

- default — pepgaktupoBaTtb cnMcoK c umeHem default, KoTopbiii
MO YMOIYAHMIO eCTb B CUCTEME;

- list_name — MMA CNMCKa MeToAOB aBTOpU3aLMK, co3aaBae-
MOTO W pegakTMpPyemoro no/ib3oBaTtesiem:

- tacacs — meToz, N03BONAIOLWMIA MCNOIb30BaTh cnncok TACACS
cepBepoB A/ aBTOpU3aLMUKY;

- local — meToa, Npu KOTOpPOM aBTOPU3aALMA HE OCYLLEeCTBASA-
ercA.
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no aaa authorization
commands {default |
list_name}

BoccTaHOBMTb 3HaYeHMEe NO YMOMYAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHUto no
YMOIHaHUI0;
- list_name — ypanuTb Noib30BaTENbCKUI CMIUCOK C UMEHEM
list_name.
Cnucok c umeHem default He moxKeT 6bITb yaaneH us
V cucTembl.

aaa authorization com-
mands {default |

list_name: (1..15)

AKTMBMPOBATb CMMCOK METOAO0B aBTOpPM3aLMU BBOAUMbBIX KO-
MaHAa,
- default — caenatb akTMBHbBIM CNUCOK ¢ UMeHem default;

list_name} CMMBOJIOB; - list_name — cpenaTb aKTUBHbIM COOTBETCTBYOLLMI NO/Ib30Ba-
—/default TE/IbCKUI CNUCOK.
no aaa authorization BocCCTaHOBUTL 3HaYEHME MO YMOHAHMIO.
commands
. [Ona Toro 4To6bl KAMEHT NOAYYUA AOCTYN K YCTPOMCTBY, AarXKe eciu Bce MeToAbl ayTeHTU-
! duKaumm BepHyan owmnbKy, UCNoNb3yiTe 3HAUYEHUE NnocnegHero metoga B KOMmaHpe —

none.

Tabnunua 201 — ATpubyTbl coobuieHUI BeaeHMA yyeTa npoTokona RADIUS ana ceccuit ynpasneHus

Hanuuue Haauyue
ampubyma e | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobweHuu
Start Stop

User-Name (1) Ectb EcTb NpeHTndrKauma nonb3osartens.

NAS-IP-Address (4) Ecrb Ecrb IP-a,u,puec KOMMYTATOpa, KOTOPbIA MCNoAb3yeTca Ans
ceccuin c RADIUS-cepsepom.
n -

Class (25) Ects Ecrb pou3Bo/bHOE 3Ha:JEHVIe, BKJ/IIOYEHHOE BO BCe CO06
LLEeHUA yyeTa ceccui.
MAC- NA 7 7

Called-Station-ID (30) Ectb Ects C-appec nopta S, ncnonblyemol ANA ceccum ¢
RADIUS-cepsepom.

Calling-Station-ID (31) EcTb Ectb MAC-agpec nonb3oBarens.

Framed-IP-Address (8) Ectb Ectb IP-agpec nosnb3oBatens.

Acct-Session-ID (44) EcTb Ectb YHUKanbHbIM naeHTUUKATOp yyeTa.

Acct-Authentic (45) Ecto Ecto YKa3blBaeT MeTos, No KOTOPOMY K/IMEHT ,0/KEH ObITb
ayTEHTUOMLMPOBAH.

Acct-Session-Time (46) Her Ecrb MoKa3blBaeT, Kak A0Aro nonb3osaTeNb Obll NOAKLO-
YeH K cucteme.

Acct-Terminate-Cause

(49) Het EcTb MpuynHa 3aKpbITUA ceccmu.

Tabnnua 202 — ATpunbyTbl coobLeHNI BeaeHMA yyeTa npoTokona RADIUS ana ceccmin 802.1x

Hanuuue Haauvue
ampubyma e | ampubyma e
Ampubym pudy pudy onucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTndumkauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIN MUcnonb3yeTca AnA
NAS-IP-Address (4) Ectb EcTb p,pu v P P ¥ A
ceccuii c RADIUS-cepsepom.
MopT KOMMYTaTOPa, Ha KOTOPOM NOAKNOUUACA NONb-
NAS-Port (5) Ectb EcTb P ¥ pa, P A
3oBaTeNb.
MNpon3BosbHOE 3HaYeHMe, BKIOYEHHOe BO BCe CO0b-
Class (25) Ectb EcTb P o
LEeHUA yyeTa ceccui.
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Called-Station-ID (30) EcTb Ectb IP-agpec kKommyTaTopa.

Calling-Station-ID (31) EcTb Ectb IP-agpec nonb3oBartens.

Acct-Session-ID (44) EcTb Ectb YHWKaNbHbIN naeHTUDUKATOP yyeTa.

Acct-Authentic (45) Ecto Ectb YKasblBaeT MeTog, N0 KOTOPOMY KAUEHT A0/IKEH BbITb
ayTEHTUOMLMPOBAH.

Acct-Session-Time (46) Her Ecrb Moka3blBaeT, Kak 40Aro Nonb3osaTeNb Obl1 NOAKLO-
YeH K cucteme.

Acct-Terminate-Cause Het Ectb MpuunHa 3aKpbITUA ceccuu.

(49)

Nas-Port-Type (61) EcTb EcTb MoKa3blBaeT TMN NopTa KAneHTa.

Eltex-Data-Filter Het Ectb CnucoK npaBuAn, cogepawuii B cebe Kawyesble
cnosa ACL (MpunoxeHne XK. Vendor-Specific at-
pubYyTHI).

Eltex-Data-Filter-Name Het EcTb Uma ACL. Ecam He 3afaHO, TO MMEET 3HayeHue
«RADIUS_ACL».

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXUME KOHPUTIypaLmm TepMUHana:

console (config-line) #

Tabanua 203 — KomaHgb! pexkuma KOHPUrypaunm TepMmUHAIbHbIX CECCUI

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

login authentication {de-
fault | /ist_name}

list_name: (1..12)
C“MBO/IOB

no login authentication

3afaTb MeTog, ayTeHTUdMKaLMK Npu BXoae a5 KOHconu, telnet,
ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO3/aHHbIM KoMaHAoW aaa authentication login default.

- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIA KOMaHAO0M aaa
authentication login /ist_name.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

enable authentication {de-
fault | list_name}

list_name: (1..12)

3a4aTb MeToA ayTeHTUGMKaLMM NOb30BaTENA NPU NOBbILLIEHUN
YPOBHSA NpUBUAEruiA ANA KOHconu, telnet, ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO3/4aHHbI KOMaHgoM aaa authentication login default.

tion

Mmoo - list_name — ncnonb3oBaTb CNMUCOK, CO34aHHbIA KOMaHAO0M aaa
authentication login /ist_name.
no enable authentication YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
commands authorization BKAOUYNTL aBTOPMU3ALLMIO KOMAHA A7 TEPMUHANIbHOW Ceccuu.
no commands authoriza- —/BKAOYEHO OTKNIOYMTD aBTOPM3aLMIO KOMaHA, 418 TEPMUHAJIbHOM Ceccum.

password password [en-

crypted
ypted] password: (0..159)

CMMBOJIOB

no password

3aaTtb Naponb 4na TepMuHana.

- encrypted — 3a4aTb 3aWMdPOBaHHbLINA Napoab (Hanpumep,
napo/ib B 3alWMdPOBaHHOM BUAE, CKONMPOBaHHbIV C APYyroro
YCTPOICTBA).

Ypanutb naponb AnA TepmuHana.

KomaHOb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 204 — KomaHabl pexkmma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
Mo YyMOAYAHUIO
show authentication meth- MoKasaTb nHbopmaLmio 06 ayTEHTUOUKALMOHHBIX METOAAX Ha
ods a KoMmyTaTope.
show authorization MokasaTb MHGOPMaLMIO O CO3AaHHBIX HA KOMMYTaTOpe MeToAax
methods - aBTOPM3aUMKM KOMAHA,. YKa3blBAaeT HA aKTUBHbI MeTOA.
show users accounts MoKasaTb SIoKanbHY0 6a3y AaHHbIX NOb30BaTENEeN U UX
- npuBUAErni.

KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>

Bce KomaHAbl 4aHHOTO pasfaena AOCTYMHbI TO/bKO ANA NMPUBUAETMPOBAHHbIX MO/b30BaTENEN.

Tabnnua 205 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show accounting MoKaszaTb MHGOPMALLMIO O HACTPOEHHbIX METOAAX BEAEHUA
y4eTa (aKkKayHTa).

5.21.2 Npomokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayteHTUdUKaumm, astopmsauum m ydeta. Cepsep RADIUS
ncnosbayet 6a3y aHHbIX NONb30BaTeNeN, KOTOPAA COAEPKUT AaHHbIE MPOBEPKM NOLJANHHOCTU ANA KaXKA0ro
nosib3oBatens. Taknm obpasom, ncnosibzoBaHue NpoTokosa RADIUS obecneymBaeT 4ONOAHUTENbHYIO 3aLUMUTY
npu A0CTyNe K pecypcam CeTH, a TaKKe Npu JOCTyne K CaMoMy KOMMYTATopy.

MNopaeprknBaemble aTpmnbyTbl M Koabl RADIUS yKasaHbl B: MpunoxeHue E. Koabl 1 atpnbytsl RADIUS-
COODOLEHNNA.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #
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Tabnmua 206 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout
timeout] [retransmit re-
tries] [deadtime time] [key
secret_key] [priority prior-
ity] [usage type] [track-id
track_id]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:

(0..65535)/1813;

timeout: (1..30) c;

retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dot1x,
igmp-auth, coa, dotlx-
eapol, dotlx-mac,
all)/all
track_id: (1..8)

[06aBuUTb yKa3aHHbI cepBep B CNMCOK MCnonblyembix RADIUS-
cepBepos.

- ip_address — IPv4 vnu IPv6-apgpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

- auth_port — Homep nopTa gaa nepefayn ayTeHTUGUKALMOHHbIX
LAHHbBIX;

- acct_port — Homep nopTa 4/1A nepeaayun JaHHbIX y4eTa;

- timeout — NHTepBan OXKMAaHMA OTBETA OT CepBepa;

- retries — KONM4ecTBO NonbITOK Noncka RADIUS-cepBepa;

- time — Bpemsa B MMHYTax, B TEYEHME KOTOPOro HeAOCTyMNHble
cepsepa He byayT onpawmneatbcs RADIUS-KaneHTom
KOMMyTaTopa;

- secret_key — Knto4 gna ayTeHTUOUKALMM U LUMPPOBAHUA BCEro
obmeHa gaHHbimK RADIUS;

- priority — npuopwuTeT ncnonb3osaHus RADIUS-cepsepa (yem
HWXXe 3HaYeHUE, TEM NPUOPUTETHEE CEPBEP);

- type — T”n ucnonbzosaHma RADIUS-cepsepa;

- track_id — Homep onepauun moHuTopuHra RADIUS-cepBepa;
- encrypted — 3asaTb KoY B 3aWwndpoBaHHOM BUE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key ana aaHHoro RADIUS-cepBepa ncnonb3ytoTca
3HaYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaHZ YKa3aHHbIX HUXKe.

YAanuTb yKasaHHbIV cepBep U3 cnucka ncnonb3yemblx RADIUS-
cepBepos.

radius-server attributes
framed-ip-address include-
in-access-req

no radius-server attributes
framed-ip-address include-
in-access-req

—/BbIK/IOYEHO

Lob6asutb aTpnbyT framed-ip-address (Onuma Ne8) B access-
request nakeTbl.
’ |  3HaueHue aTpubyTa 3aN0NHAETCA HAa OCHOBe Tabauy,
N dhcp snooping unu arp. Nouck nget B Tabnauue dhcp-
snooping, a 3aTem, ecM 3anucb He 6bi1a HaligeHa, B
Tabauue arp.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

radius-server attributes
nas-id include-in-access-req
[format word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

[o6asutb aTpnbyT NAS-Id (onuma Ne32) B Access-Request nakeTbl.

Cumsonbl "%h", BcTpeyatowwmecs 8 popmaTHOM CTPOKe,
3aMEeHSAIOTCA Ha TeKkyllee umsa xocta (hostname).

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMMBON0B/MNO
YMOHAHUIO KoY —
nycras cTpoKa

YCTaHOBUTb KtOY, UCNONb3YEMBIN MO YMONYAHUIO, ANA
ayTeHTMdMKaLMm 1 wWndposaHma Bcero obmeHa aaHHbimM RADIUS
MeX Ay YCTPOWCTBOM U OKpyxeHnem RADIUS.

- encrypted — 334aTb K/toy B 3aWwndpoBaHHOM BUAE.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 ¢

YcTaHOBUTb MHTEepBan OXXMAaHUA OTBETA OT CepBepa,
VICI'IOI]b3yeMbIl71 No0 YMO/ZIHaHUIO.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

Onpepenntb KOANYECTBO NOMNbITOK NomMcka RADIUS-cepsepa u3
CM1CKa cepBepoB, UCMOJIb3yeMoe Mo ymonyaHuto. MNpu oTkase
OCYLLECTBAAETCA MOUCK C/IeAYHOLLEro NO NPUOPUTETY cepBepa U3
cnucka.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.
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radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

OnTumnsnposaTb Bpemsa onpoca RADIUS-cepsepos, Koraa
HeKoTopble cepBepa HeAOCTYMHbI. YCTaHaBANBaET Bpems B
MWHYTaX, NCNOAb3yeMOoe NO YMONYAHUIO, B TEHEHME KOTOPOro
HefoCTynHble cepBepa He ByayT onpawwmnsatbea RADIUS-
KAMEHTOM KOMMYyTaTopa.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apatb MHTepdeic ycTpolicTsa, IP-agpec KoToporo byaeT
MCNO/Ib30BaTbCA MO YMOJIYAHUIO B Ka4yecTBe agpeca UCTOYHUKA
nepegasaemoro B coobuieHnax npotokona RADIUS.

Ypanute nHtepdeic ycTpoicTea.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

3apaTb MHTepdeic ycTpoiicTsa, IPv6-aapec KoToporo byaet
MCNO/Ib30BaTbCA MO YMOIYAHUIO B Ka4ecTBe agpeca UCTOYHUKA
nepegasaemoro B coobuieHnsax npotokona RADIUS.

vlan id} group: (1..48)

no radius-server host Yaanutb nHTepdeic yctpoiicTsa.

source-interface-ipv6

radius-server track track_id Co3gaTb onepauuio Nepuoanyeckoit NpoBepPKM JOCTYMHOCTH
[interval interval] [max-re- RADIUS-cepsepa.

tries retries] [timeout - track_id — Homep onepauuu;

timeout] [username - interval — nHTepBan oTNPaBKM COOBLLEHNN;

username] [password pass- track_id: (1.8); - retries — KO/IMYECTBO NONbITOK NPOBEPKM AocTynHocTh RADIUS-

word]

no radius-server track
track_id

interval: (1..300)/5 c;
retries: (1..10)/3;
timeout: (1..300)/60 c;
username: (1..128)
cumsonos/radius-
tracker;
password: (1..128)
CMMBONOB/—

cepsepa;
- timeout — HTepBan, B Te4eHNe KOTOPOTro HeAOCTYMNHbIe
cepBepa He byayT onpawmneatbes RADIUS-KaneHTom
KOoMMyTaTopa;
- username — VWMA NOJIb30BaTeNA, UCNO/b3YIOLLEEeCA B
nepuoamnyeckmx coobeHmnsx.
’ |  Mpoeepka aoctynHoctn RADIUS-cepBepa npoucxoaut
H nocpeacrTsom ornpasKu Access-Request. MonyyeHmne
otBeTHOro Access-Accept nnm Access-Reject
pacueHMBaeTca KaK AO0CTyNHOCTb cepBepa. Ana RADIUS-
cepBepa Heobxoguma HacTpoiika deadtime.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBWUTb NOPT PErucTpaLmm y4éTHbIX 3anmceit Ha RADIUS-
cepsepe.

OTMeHuUTb ncnonbsosaHne UDP-nopTta ana perncrpaumm y4eTHbIX
3anuce.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHoBuTb UDP-nopT AnA oTnpaBKM 3anpocoB Ha
AYTEHTUDUKALMIO YHETHBIX 3anncei.

OTMeHUTb ucnonb3osaHne UDP-nopTa AN 3anpocos Ha
ayTeHTUUKALMIO YHETHBIX 3aMUCeN.

radius server enable

no radius server enable

Bkatountb RADIUS-cepBep Ha KOmmyTaTope.

Bbikntountb RADIUS-cepBep Ha KommyTaTope.

radius server group word

word: (1-32)

3asaTtb Ha3BaHWe ANA rPynnbl CepBepa U NepenTh B pexmum ee
KOHOUTYpUpPOBaHMS.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipv4 | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xi XX
key: (1-128) cumsona

YCTaHOBUTb KAtOY ANA UCMOb30BaHMA radius server.
default — kntoy HasHauvaeTcA ANA UCNONIb30BAHUA KNUEHTAMMU, HE
nmeruwmnx onpeaseneHHoro Kaya.

Yaanutb KAoY ANA UCNOJIb30BaHUA radius server.
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radius server secret {ipv4 | dopmar ipv4_address:

Mcnonb3oBaTh 3alumbpoBaHHbIi KAOY AOCTYNA K cepsepy Ans

ipv6} A.B.C.D; KOHKPETHOro XocTa.

no radius server secret ¢dopmart ipv6_address: | YaanuTb Koy ana ucnonb3osaHua radius server.

{ipva | ipv6} XX XXX

radius server traps ac- BK/OUMTb NOAAEPMKKY trap-coobLeHNi Ha COBbITUA YUETHDIX
couting 3anucen.

no radius server traps ac- B OTK/IIOUNTD NOAAEPIKKY trap-coobLeHNiA.

couting

radius server traps authen-
tication {failure | success}

no radius server traps au-
thentication

BKNHOUMTB NOALEPIKKY trap-co0bLLEHNI, OTODpaXKaOLWMNX
pe3ynbTaTt ayTeHTUdMKaummn Ha RADIUS-cepBepe.
failure — c6oi1 npu nonbiTKe ayTeHTUOUKaALUW.
success — ycrnewHo nNporaeHHan ayTeHTudMKauma.

OTKNOUYNUTD NOAAEPIKKY trap-CO0BLEHNNA.

radius server user
username username group
password pass —

no radius server user
username username

Co3paTb N0Nb30BATENA M HAa3HAUNUTL 48 HEro rpynny Ha cepeepe
C 334,aHHbIM NApPOAEM UCNONb30BAHMA.

YpaanuTb Nonb3oBaTeNs Ha cepsepe.

KomaHObI pexcuma KoHgu2ypuposaHus radius server epynnsl

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUme KoHUrypuposaHus radius server-rpynnbi:

console (config-radius-server—-group) #

Tabnnua 207 — KomaHgbl pexxuma KoHpurypuposaHua radius server-rpynnbi:

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

acl acl_name acl_name: (1-32)

cumBoaa

no acl

HasHaunTb ncnonb3oBaHue yKkaszaHHoro ACL B JaHHOM rpynne.

OTKNOYUTB UCNONb30BaHWe yka3aHHoro ACL B gaHHOWM rpynne.

allowed-time-range
range_name
no allowed-time-range

range_name: (1..32)
cumBona

HasHaunTb nepuos BpemeHu time-range Ha UCNonb3oBaHWe
rpynnoi.

OTKAOYUTb MCNONb30BaHNE time-range Ha MCNO/Q1b30BaHUE
rpynnbl.

privilege-level /eve/
level: (1-15)/1

no privilege-level

Ha3HauuTb ypoBeHb NPUBUAETUIA, Ha KOTOPOM BYAEeT UCMONHUMA
KoHbUrypupyemas rpynna.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

KomaHObI pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 208 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeilicmeue

show radius-servers status —

Moka3satb cTaTyc cepsepos RADIUS.

show radius-servers
tracking configuration

MoKa3aTb HaCTPOMKM NEPUOAMNYECKOW NPOBEPKM JOCTYNHOCTH
cepsepos RADIUS.

show radius-servers [key]

OT06pa3unTb NapameTpbl HacTpolikn RADIUS-cepsepos (KomaHaa
[AOCTYMHA TONbKO A/1A NPUBUIETMPOBAHHbIX NONb30BaTeNeN).

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

233



HELTEX

show radius server {statis- OT06pasunTb CTAaTUCTMKY NpoTokona RADIUS, nHdopmaumio o
tics | group | accounting | nonb3oBaTensax, KoHourypaumo RADIUS-cepeepa
configuration | rejected |
secret | user}

[pumepbl UC016b308AHUS KOMAHO

=  YCTaHOBMUTb r0basibHble 3HAaYEHUA A1 NapaMeTpPOoB: MHTEPBa/ OXKUAAHUA OTBETA OT cepBepa — 5
CEeKyHA, KonnyecTso nonbIiTOK nomcka RADIUS-cepsepa — 5, Bpems, B Te4eHMe KOTOPOro HeJoCTyn-
Hble cepBepa He 6yayT onpawmeatbca RADIUS-kKnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Koy — secret. Jobasutb B cnmcok RADIUS-cepBep, pacnonoxeHHbIM Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa gns ayteHTMdMKauMm — 1645, KoAMYecTBO NOMNbLITOK AOCTYNa K cepeepy
— 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2

= [lokasaTb NapameTpbl HacTponkn RADIUS-cepsepos.

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Npomokon TACACS+

MpoTokon TACACS+ obecneuymBaeT UEHTPA/SN30BaHHYIO cucTemy 6e30MacHOCTM Ans MPOBEPKU
nosib30BaTeNeN, NOAYyYaAOLWMX AOCTYN K YCTPOMCTBY, MPU 3TOM NoaaepkuBaa coBmectumoctb ¢ RADIUS wm
APYrMMUK npoLeccammn npoBepku noainHHocTn. TACACS+ npefocTaBaseT cneayowime cnyxooi:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTcs BO Bpemsa BXoda B CUCTEMY MO
MMeHaM Nosib3oBaTesien n onpeaeneHHbIM NoAb30BaTENAMMN NAPOISAM.

— Authorization (aemopusayus). ObecneynBaeTcs BO Bpems Bxoga B cuctemy. [locne
3aBepLlIeHMA CeaHCa MNpPOBEPKM MNOAJIMHHOCTM  3aMyCKAaeTCcA CeaHC aBTopu3aumMm ¢
NCNOJIb30BaHMEM MPOBEPEHHOINO MMEHW MO/b30BATENA, TaKKe CEepBepoOM MPOBEPATCA
NpPMBMUIErMN NONb30BATENS.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHON CTPOKM B pexume rnobanbHo KoHGUrypaumu:

console (config) #

Tabanua 209 — KomaHgbl pexkruma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port]
[timeout timeout] [key
secret_key] [priority

[06aBuUTb yKasaHHbI cepBep B CNMCOK Ucnonbayembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepBepa;

- single-connection — B Ka)KZbli1 MOMEHT BPEMEHUN UMETbH He
60nblle 0AHOro coeanHeHMA Ana obmeHa agaHHbimu ¢ TACACS-

priority] [vrf vrf_name] cepsepom;
encrypted tacacs-server hostname: (1..158) - port — Homep nopTa gna obmeHa aaHHbIMM ¢ TACACS-
host {ip_address | CUMBOOB; cepBepom;

hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority] [vrf vrf_name]

no tacacs-server host
{ip_address | hostname}
[vrf vrf_name]

port: (0..65535)/49;
timeout: (1..30) c;
secret_key: (0..128)
CYMBOJIOB;
priority: (0..65535)/0;
vrf_name: (1..32)
CUMBOJI0B

- timeout — MHTepBanN OXKMOAHUA OTBETA OT CepBepa;

- secret_key — ko4 gna ayteHTMOUKALMM U LindpoBaHUA
Bcero obmeHa gaHHbimu TACACS;

- priority — npnopwuTteT ncnonb3oBaHus TACACS-cepsepa (4em
HU}Ke 3HaYeHue, TeM NpUopUTETHEE CEpPBEP);

- encrypted — 3HayeHue secret_key B 3alwnMppoBaHHOM BUAE;
- vrf_name — vuMa BUPTyanbHON 061acTn MapLipyTM3aLmu.

B cnyyae oTcyTCcTBMA B KOMaHAe NnapaMeTpoB timeout,
secret_key pns paHHoro TACACS-cepBepa UCNO/b3YOTCA
3HaYeHWA, HaCTPOEHHbIE C NOMOLLBIO KOMaHA, YKa3aHHbIX
HUXKe.

YpanuTb ykasaHHbIN cepBep M3 cnucKa ucnosib3yembix TACACS-
cepBepoB.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBO/I0B/NO YMONYaHWIO
K04 — MycTas CTPOKa

YCTaHOBUTb KtOY, UCNONb3YEMBIN MO YMOAYAHUIO, ANA
ayTeHTUdMKaLMK 1 WndppoBaHMa Bcero obmeHa AaHHbIMU
TACACS mexay ycTpoMCTBOM M OKpykeHnem TACACS;

- encrypted — 3HaueHwue secret_key B 3alunmppoBaHHOM BUAE.

YCcTaHOBUTb 3HaYeHue no YMOANYaHULO.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 ¢

YCTaHOBUTb UHTEPBAJ OXKMAAHMA OTBETA OT CEpBepa,
MCNONb3YeMblii N0 YMONYAHUIO.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}
[vrf vrf_name]

no tacacs-server host
source-interface [vrf
vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48);
vrf_name: (1..32)
CUMBOIOB

3apatb MHTepdeic ycTpolicTBa, IP-agpec KoToporo byaeT
MCNONb30BaTLCA MO YMOMYAHUIO B KaUeCcTBe agpeca UCTOYHUKA
ons obmeHa coobweHnamm ¢ TACACS-cepsepom.

Yaanutb nHTepdeic yctpolicrsa.
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tacacs-server host 3azaTb MHTepdeinc ycTpoiicTBa, IP-agpec KoToporo byaeT
source-interface-ipv6 MCNONb30BaTLCA MO YMOMYAHMIO B KaYecTse agpeca UCTOYHMKA
{gigabitethernet gi_port | Ans obmeHa coobuieHuamu c TACACS-cepsepom.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

no tacacs-server host Yaanutb nHTepdeinc ycTpoicTsa.

source-interface [vrf

vrf_name]

tacacs-server attributes Hactpoutb dopmat nons port.

port {console | telnet | Mcnonb3ytoTcs cneaytowme wabnoHbl:

ssh} word - %N — HOMep TeKyLLEeN ceccuu;
word: (1..160) cumBonos | - % % — cumson %.

no tacacs-server attributes Yaanute dopmat nons port.

port {console | telnet |

ssh}

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxkume EXEC:

console#

Tabanua 210 — KomaHgb! pexkuma EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmoa4aHuro
show tacacs [ip_address | host_name: (1..158) OT06pasmnTb HACTPOMKY M CTaTUCTUKRY ana cepsepa TACACS+.
hostname] [vrf {vrf_name | CMMBOJIOB; - ip_address — IP-appec TACACS+ cepBepa;
allj] vrf_name: (1..32) - hostname — nims cepBepa;
CUMBO/IOB - vrf_name — vmaA BMpPTyanbHoOW 061aCT MapLIpyTU3aLLMK.
show tacacs key [vrf vrf_name: (1..32) OTo6pa3nTb NapaMeTpbl HAaCTPOMKM tacacs-cepBepoB
{vrf_name | all] CMMBOOB )

5.21.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHosorua, npussaHHas obecneuynTb ynpaB/ieHWE W KOHTPO/Ib Haj YCTPOWCTBaMM U
NPUNONKEHNAMM B CETU CBA3M NyTEéM ob6bmeHa ynpasasiowen wuHOOpPMaUMeNn MexKay areHTamm,
PacnoNOXKEHHbIMU HA CETEBbIX YCTPOWCTBAX, U MeHeayKepaMu, Haxo4AWMMUCA HA CTaHUMAX yNpaBAeHus.
SNMP onpepnenseTt ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTAaHUMIA U 21EMEHTOB CETU (rnaBHble
MaLUMHBbI, LWAO3bl U MapLpPyTU3aTOPbl, TEPMUHANbHbIE CEPBepbl), KOTOpble COBMECTHO obecneumsatoT
aAMUHNCTPATUBHbIE CBA3M MEXAY CETEBbIMM YNPaBAAOWMNMM CTaHLUAMM U CETEBLIMMU areHTamm.

KommyTaTopbl NO3BOAAIOT HAcTpouTb paboTty npoTtokosa SNMP ana yaaneHHOro MOHUTOPMHIA M
ynpas/ieHNs yCTPOIMCTBOM. YCTPOICTBO NoaaepKMBaeT NpoToKobl Bepcuiit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabnunua 211 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

snmp-server server

no snmp-server server

Nno YMONYaHWIo
nogAepKka NpoTokoa
SNMP oTKkntoueHa

BkatounTb noaaepkky npotokona SNMP.

OTKNOUYMTb NoAAep KKy npoTokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_ad-
dress] [vrf vrf_name]

no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address] [vrf
vrf_name]

community: (1..20)
CMMBO/I0B;
encrypted_community
:(1..20) cumBonos;
dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
X XXX X;
dopmat
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
group_name: (1..30)
CMMBONOB
vrf-name: (1..32)
CUMBOJI0B

YCTaHOBWTb 3HaYeHMe CTPOKM coobuiecTsa ansa obmeHa AaHHbIMU
no npotokony SNMP.

- community — cTpoKa coobuiectsa (naposb) 4ns goctyna no
npotokony SNMP;

- encrypted — 3azaTb CTPOKyY coobuiecTsa B 3aWMdpPOBaHHOM
BUAE;

- r0 — A0CTyN TONbKO ANA YTEHUS;

- rW — [0CTyn ANS YTEHMA U 3anNuUcy;

- SU — A0CTYN agMUHUCTPATOPA;

- view_name — onpegensaet ums ana npasuna o6osperma SNMP,
KOTOpPOe [0/IKHO BbITb NPesBapUTeNbHO ONPeAENEHO C MOMOLLbIO
KOMaHZAbl snmp-server view. Onpegensier 06bekTbl, LOCTYMHble
coobuiectsy;

- ipv4_address, ipv6_address, ipv6z_address — |P-agpec
YCTPOKCTBa;

- mask — macka agpeca IPv4, koTopas onpeaensier, Kakne 6UTbI
ajpeca UCTOYHMKA NaKeTa CPaBHMBAOTCA € 3afaHHbIM IP-agpecom;
- prefix_length — uncno 6uT, KoTopble cocTaBnatoT npedukc IPva-
agpeca;

- group_name — onpegenseT UMA rpynnbl, KOTOPOE AO/KHO bbITb
npeaBapuTeNbHO onpesesieHo C NOMOLLbIO KOMAHAbl Shmp-server
group. Onpepenset 06bEKTDI, LOCTYNHblE coobLLecTsy;
-vrf_name — nmsa 061acTv BUPTyaibHOM MapLIpyTU3aLMK.

Ypanutb napameTpbl gnAa CTPOKU COO6LIJ,€CTBa.

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CUMBOJI0B

Co3patb UK pefakTMpoBaTb Npasmio ob6o3penus gns SNMP —
paspelatoLlee npasuao, AMBO orpaHMYMBaloLLEE CEpBEPY-
obospesatento goctyn K OID.

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBNeHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/OYaTh B ceba
3ape3epBUpPOBaHHbIe C/I0Ba, Hanpumep: system, dod). C nomolLubto
cMMBOAA * MOXKHO 0603HaUYUTL cemeicTBo noaaepesbes: 1.3.%.2);
- include — OID BkAntoyeHa B NpaBuao Ans obo3peBaHuUs;

- exclude — OID nckntoyeHa 13 npasuna gns 0603peBaHus.

Yaanutb npasuno o6o3peHmnsa gna SNMP.
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snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBOI0B; Write_view:

(1..32) cumBonos

Co3gatb SNMP-rpynny unu tabaunuy cootsetctanin SNMP-
nonb3oBaTenen 1 npasua 06o3peHnit SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 mogens 6esonacHocTu;

- noauth, auth, priv — Tun ayteHTMduMKaLMKM, ncnonb3yembiin
npotokonom SNMP v3 (noauth — 6e3 ayteHTUduKauum, auth —
ayTeHTUdMKauma 6e3 wnudposBaHus, priv — ayTeHTUdMKALMA C
wudpoBaHuem);

- notify_view — uma npasuaa 0603peHnA, KOTOPOMY paspeLleHo
onpegenatb coobuweHns SNMP-areHta — inform u trap;

- read_view — ums npasuia 0603peHUs, KOTOPOMY pPas3peLLIEHO
TONIbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYTaTopPa;

- write_view — nma npasuna 0603peHnsa, KOTOPOMY paspeLleHo
BBOAMTb AaHHble U KOHUrypuposaTb cogepkmumoe SNMP-areHTa
KOMMmyTaTopa.

Yaanute SNMP-rpynny.

snmp-server user
user_name group_name {v1
| v2c | v3 | remote
{ip_address | host} [vrf
vrf_name]}

no snmp-server user
user_name {vl | v2c | v3 |
remote {ip_address | host}
[vrf vrf_name] }

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBOJI0B
vrf-name: (1..32)
CMMBOJI0B

Cosgatb SNMPv3-nonb3osaTensa.

- user_name — UMs No/Ib30BaTeNs;

- group_name — VMaA rpynnbl;

-vrf_name — nmsa 061acTV BUPTyabHOM MapLipyTU3aL MK,

Yaannte SNMPv3-nonb3osartens.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [0ID]

filter_name: (1..30)
CMMBOJ/IOB

Co3gaTtb MAu pegakTupoBaTtb npasuno SNMP-bunbTpa, KoTopoe
nossonset ¢puabTpoBaThb inform u trap-coobLueHun, nepesasaemole
SNMP-cepBepy.

- filter_name — nma SNMP-bunbTpa;

- 0OID — npenTndmKaTop ob6bekTa MIB, npeacTaBneHHbIN B BUAE
nepesa ASN.1 (cTpoka BMaa 1.3.6.2.4, MOXKeT BKtOYaTb B cebs
3ape3epBUpOBaHHbIE C10Ba, Hanpumep: system, dod. C nomolubto
CMMBO/IA * MOXKHO 0603HaYUTL cemMeicTBO noaaepesbes: 1.3.*%.2);
- include — OID BkntoYeHa B NpaBuIo GUAbTPALLUN;

- exclude — OID ncKkntoveHa 13 npasuaa GuUabTpaLmu.

Yaanute npasuno SNMP-dpunbTpa.

snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 ] 2c | 3 {noauth | auth |
priv}] {community |
username} [vrf vrf_name]
[udp-port port] [filter
filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[vrf vrf_name] [traps |
informs]

hostname: (1..158)
CUMBO/I0B;
community: (1..20)
CUMBOJIOB;
username: (1..20)
CMMBO/I0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBOJI0B

OnpeaennTb HACTPOIKKM ANA Nnepesayn coobLeHnin ysegomneHms
inform u trap SNMP-cepsepy.

- community — cTpoKa coobuiectsa SNMPv1/2c ansa nepenauv
coobueHnit yBegoMNeHuUs;

- username — vma nonb3osatens SNMPv3 gna ayTeHTUdUKALMM;

- version — onpeaenar Tmn coobuweHui trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKa3bIiBaeT noA/MHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3blBaeT NOANMHHOCTb NaKeTa;

- priv — yKa3blBaeT NoA/NMHHOCTb NakeTa ¢ wndposaHmem;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepuoa OXKMAAHUA NOATBEPKAEHUI Nepes, NOBTOPHOM
nepegaven coobueHuii inform;

- retries — KO/IM4eCTBO NOMbITOK Nepeaayn coobueHunit inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA;

-vrf_name — vmsa 061acTV BUPTYaibHOM MapLIpyTU3aLMK.

YaanuTb HacTpOKM Ana nepeaayn coobLieHUii yBeaOMAEHNA
inform n trap SNMPv1/v2/v3-cepsepy.
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snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CUMBOJI0B

Co3patb naeHTUdMKaTop NoKanbHoro SNMP-ycTpoictea —
enginelD.

- engineid_string — nma SNMP-ycTpoiicTBa;

- default — npu ucnonbsoBaHMKM gaHHOW HacTpoliku engine ID
byAeT aBTOMaTUYECKM co34aH Ha ocHoBe MAC-aapeca ycTpoiicTaa.

Ypanutb ngeHtnounKaTop nokanbHoro SNMP-ycTpoiictBa — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}
[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [vrf vrf_ name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)
vrf_name: (1..32)
CMMBO/10B

3agaTb MHTepodeic ycTpoiicTBa, IP-agpec KoToporo byaeT
MCNONb30BaTLCA MO YMOYAHMIO B KaYecTBe agpeca UCTOYHUKaA Ann
obmeHa coobuieHnammn ¢ SNMP-cepsepom.

- vrf_name — onpegenseT umsa 061acT BUPTYaNbHOM
MapLUpyTU3aLMH.

Ypanutb nHtepdeic yctpoicTsaa.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback _id | vlan vian id}

no snmp-server
source-interface-ipv6 [traps
| informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

3apaTb MHTepdeic ycTpoiicTBa, IPv6-agpec KoToporo byaeT
MCNONb30BaTLCA MO YMOYAHUIO B KaUecTBe agpeca UCTOYHUKaA ANns
obmeHa coobuieHmamm c SNMP-cepeepom.

Ypanutb nHtepdeic ycTpoicTea.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)

Co3patb naeHTuodmKaTop yaaneHHoro SNMP-ycTpoiictBa — engine
ID.
- engineid_string — naeHTuounkatop SNMP-ycTpoiicTBa;

. . CMMBOI0B; o
engineid_string [vrf L . -vrf_name — nmsa 061acTV BUPTYasibHOM MapLIpyTU3aL UK.
engineid_string: (5..32)

vrf_name] CUMBOJI0B;
no snmp-server enginelD vrf-name: (1 '32) Yaanutb ngeHtuounkaTop yaaneHHoro SNMP-yctpolictBa — engine
remote {ipv4_address | cmmso.no:; ID.
ipv6_address | hostname}
[vrf vrf_name]
snmp-server enable traps Bkntountb nogaepkky SNMP trap-coobLueHuii.
no snmp-server enable —/BKNOYEHO OTKAtoUMTL NogaepKKy SNMP trap-coobLueHuii.
traps
snmp-server enable traps BkntounTb oTnpaBky SNMP trap-coobuieHunii npu HeygauHoM
authentication / nonbITKe ayTeHTUdUKaL M.

—/BKAOYEHO
no snmp-server enable OTkAtouMTb 0TNPaBKy SNMP trap-coobuieHuin.
traps authentication
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHnit:
[erps | link-status] - erps npotokona ERPS;

- link-status — cocTosHuMA UHTEPPENCHBIX TMHKOB.

—/BKNIOYEHO —
no snmp-server enable OTKAtouMTb 0TNpaBky SNMP trap-coobuieHnin:
traps [erps | link-status] - erps npoTtokona ERPS;

- link-status — cocTosHMA UHTEPPENCHBIX NTMHKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobLieHunii npy M3aMeHeHnu
flex-link —/ BKNIOYEHO coctoaHua napsl flex-link nHtepdeliicos.
no snmp-server enable OTKAtouMTL oTNPaBKy SNMP trap coobueHmnit npu n3meHeHUn
traps flex-link cocToaHua napsl flex-link-uHTepdeicos.
snmp-server enable traps — JoTKloueHO BkatounTb oTnpasky SNMP trap-coobuieHuii npu usmeHeHuU B

mac-notification change

Tabanue nsyyeHHbix MAC-agpecos.
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no snmp-server enable
traps mac-notification
change

OTKNtoUNTL oTNpaBky SNMP trap-coobuieHunii Nnpu 3sMeHeHun B
Tabauvue nsyyeHHbix MAC-agpecos.

snmp-server enable traps
mac-notification flapping

BkatounTb oTnpaBky SNMP trap-coobuieHmnit npu o6Hapy»KeHnn
dnannmHra MAC-agpecos.

no snmp-server enable —/BKt04EHO OTKAt0UNTL 0TNPaBKy SNMP trap-coobuieHnii npu o6HapyKeHuUm
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps Bktountb otnpasky SNMP trap-coobuieHnii npotokona OSPF.
ospf

—/BKAIOYEHO
no snmp-server enable OTKAouNTb oTnpaBky SNMP trap-coobLieHui.
traps ospf
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO —
no snmp-server enable OTKAouNTb oTnpaBky SNMP trap-coobLieHuni.
traps ipv6 ospf
snmp-server enable traps Bkntountb oTnpasky SNMP trap-coobuieHunit npu A0CTUXREHUN
dhcp-snooping limit clients npeaenbHOro Koanyectsa nogkntoveHHbix DHCP-knneHToB.
no snmp-server enable —/oTKA04eHO OTkAtounTL 0TNpaBky SNMP trap-coobueHuit.
traps dhcp-snooping limit
clients
snmp-server enable traps Bkntountb oTnpaBky SNMP trap-coobuieHunit Ha perncTpaumio
transceiver-alarm cobbITMA U3MeHeHu NnapameTtpos SFP c DDM.

CocrosiHMe cunTbiBaeTcA pas B 60 ceKyHA. MoxkeTt

—/oTrntoueHo V npuHMmaTb 3HayeHna W — Warning, E — Error, OK.
no snmp-server enable YCTaHOBWTb 3HaYeHUe N0 YMOAYAHUIO.
traps transceiver-alarm
snmp-server trap PaspewunTb NepenaBatb cO0bLEHMSA trap-cepBepy, KOTOPbIN He
authentication npowen ayTeHTudunKaumio.

—/paspelueHo
no snmp-server trap 3anpeTnTb NepeaaBaTb cO0bLLEeHNA trap-cepBepy, KOTOPbIN He
authentication npowen ayTeHTUdmKaumio.
snmp-server contact text text: (1..160) Onpefenntb KOHTaKTHYI0 MHPOPMaLMIO YCTPOICTBA.
no snmp-server contact CMMBOIOB YAanuTb KOHTAaKTHYIO MHPOPMaLMIO YCTPOMCTBaA.
snmp-server location text text: (1..160) Onpezenntb HGOPMaLMIO O MECTOMNOJIOXKEHUN YCTPOMCTBA.
no snmp-server location CMMBOIOB Yaanute MHGOPMALMIO O MECTOMOIOXKEHMU YCTPOMCTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value goMKHbI
3a4aBaTbCA B
COOTBETCTBUM CO

YCTaHOBUTb 3HaYeHUs NepemeHHbIx B 6ase gaHHbix MIB
KomMyTaTopa.

- variable_name — nmsa nepemeHHoW;

- name, value — Napbl COOTBETCTBUIN UMSA — 3HAYEHMe.

cneunduraumen

snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHuit o cpabatbiBaHum
cpu notification nopora 3arpysku CPU.

—/OTKAIOYEHO —
no snmp-server enable OTKNtounTL oTNpaBky SNMP trap-coobuyeHuii o cpabaTbiBaHUK
traps cpu notification nopora 3arpysku CPU.
snmp-server enable traps BkatounTb oTnpasky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHUM
cpu recovery-notification nopora 3arpysku CPU.
no snmp-server enable —/oTKAo4eHo OTkAtounTL oTNpaBky SNMP trap-coobLyeHunii 0 BOCCTaHOBEHUM
traps cpu recovery- nopora 3arpy3sku CPU.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunit o cpabatbiBaHMM
memory notification nopora gna obbema csobogHoro mecta 8 RAM.

—/oTKNtO4EeHO —
no snmp-server enable OTKAtounTb oTnpaBky SNMP trap-coobuieHuii o cpabatbiBaHUM
traps memory notification nopora gns o6bema ceobogHoro mecta 8 RAM.
snmp-server enable traps BkntounTb oTnpasky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHUM
memory recovery- nopora gns o6bema ceobogHoro mecta 8 RAM.
notification

—/oTKNtO4EeHO

no snmp-server enable
traps memory recovery-
notification

OTKNtouNTL oTnpaBky SNMP trap-coobuyeHunii 0 BOCCTaHOBEHWUM
nopora gns o6bema ceobogHoro mecta 8 RAM.
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snmp-server enable traps
sensor notification

BkatounTb oTnpaBky SNMP trap-coobuieHuii o cpabatbiBaHUm
nopora ANA 3HaYeHNA AAaTYNKOB.

—/OTKAIO4EHO —
no snmp-server enable OTKAtoUNTb 0TNPaBKy SNMP trap-coobuieHuli o cpabaTbiBaHUK
traps sensor notification nopora Ana 3HaYeHUAa A4aTYNKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobLLeHunii 0 BOCCTaHOBAEHUN
sensor recovery- nopora A/1A 3HaYeHUA AaTYNKOB.
notification

—/oTK/Il04EeHO —
no snmp-server enable OTkAtouUTL 0TNPaBKy SNMP trap-coobLieHmnit 0 BOCCTaHOBNEHUM
traps sensor recovery- nopora A4 3Ha4YeHUA AaTYNKOB.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHuii o cpabatbiBaHMM
storage notification nopora aAns o6bema cBO6OAHOro MecTa Ha BCTPOeHHOM dew-

namaTu.

—/OTK/Il04EHO —
no snmp-server enable OTkAtounTL 0TNPaBKy SNMP trap-coobuieHunit o cpabatbiBaHWUmK
traps storage notification nopora 411 o6bema cBob604HOro Mecta Ha BCTPOEHHOW dnelwu-

namaTu.

snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o0 BocCTaHOBAEHUU
storage recovery- nopora ana o6bema cBo60AHOr0 MecTa Ha BCTPOeHHon diew-
notification namaTu.

—/oTKA04eHO

no snmp-server enable
traps storage recovery-
notification

OTKAtouMTb oTNpaBky SNMP trap-coobLLeHunit 0 BocCTaHOBAEHUMU
nopora ana obbema cBoboAHOro Mecta Ha BCTPOEHHOW dnelu-
namaTu.

snmp-server
description description

no snmp-server description

description: (1..160)
CUMBOJI0B;

M3meHUTb 3HaveHune nona sysDescr gna sHewHero SNMP-3anpoca.

BepHyTb 3HayeHMe No yMmon4aHuio noas sysDescr.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #
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Tabnunua 212 — KomaHabl pexkuma KoHpurypaumm nHtepdelrica Ethernet

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

snmp trap link-status

no snmp trap link-status

—/BKAIOYEHO

BkatounTb oTnpaBky SNMP trap-coobuieHunit npu M3meHeHuu
COCTOAHMA HACTPaMBaEMOro nopra.

BbIktounTb oTnpaBky SNMP trap-coobuieHunii npu smeHeHUmn
COCTOAHMA HacTpaMBaemMoro nopTa.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 213 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show snmp

Mokasatb ctaTyc SNMP-coeanHeHUN.

show snmp enginelD

MokasaTb naeHTudmnKaTop nokanbHoro SNMP-ycTpoictea —
enginelD.

show snmp views

view_name: (1..30)

Moka3saTb npasuia ob6o3peHna SNMP.

[view_name] CMMBO/IOB

show snmp groups group_name: (1..30) Mokasatb SNMP-rpynnbi.

[group_name] CMMBO/10B

show snmp filters filter_name: (1..30) Moka3zatb SNMP-ounbTpbI.

[filter_name] CMMBO/IOB

show snmp users user_name: (1..30) Moka3satb SNMP-nonb3oBateneu.

[user_name] CMMBO/OB

show snmp vrf {name | all} VRF name: (1..32) MokasaTtb HacTpolikn SNMP ansa ykasaHHoro VRF.
CMMBO/I0B

5.21.5 Mpomokon yoanéHHo20 MoHUmMopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) nABnseTca pacwupeHvem npoTtokona SNMP, nossonas
npenocTaBuTb 6o/ee WMPOKME BO3MOXKHOCTM KOHTPOAA ceTeBoro Tpaduka. Otamune RMON ot SNMP coctout
B XapakTepe cobupaemoit MHGopmaLmm — AaHHble cobupaemble RMON B nNepByto oyepenb XapakTepusyoT
TpaduMK mexKay y3namu cetn. MHbopmaumsa, cobpaHHaa areHToMm, NepeaaeTcs B NPUIOMKEHUE YNpPaBAeHUA

CeTblo.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 214 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue

KomaHoa

no ymon4aHuro

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);

type: (none, log, trap,

log-trap);
com_text: (0..127)
CMMBOJIOB;
desc_text: (0..127)
CUMBOJIOB;
name: CTPOKa

HacTpouTb cobbITHSA, MCNOIb3yemble B CUCTEME YAaNEHHOTO
MOHUTOpPUHra.

- index — nHaeKc cobbiTus;

- type — TMN yBEAOM/IEHUA, FTEHEPUPYEMOTO YCTPOMUCTBOM MO
3TOMY CObbITHIO:

none — He reHepMpoOBaTb YBEAOM/IEHUS,

log — reHepupoBaTh 3anuch B Tabaumue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anuch B Tabsaumue n otcbinatb SNMP
trap;

- com_text — cTpoKa coobuectsa SNMP gns nepecbiiku trap;
- desc_text — onucaHue cobbITuA;

- name — “MA co3aaTens cobbiTus.

Ypanutb cobbiTve, UCNoNb3yeMoe B CUCTEME YAANEHHOMo
MOHUTOPUHTa.

rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KOppeKTHbIl OID;
interval:
(1..2147483647) c;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;

startup: (rising, falling,

rising-falling)/rising-
falling;
name: CTpoKa

HacTpouTb ycioBma Bblgaum aBapuinHbIX CUTHaN0B.

- index — MHAEKC aBapuUNHOro cobbITUS;

- mib_object_id — naeHTUdUKaTOp NnepeMeHHOM YacTn obbekTa
OID;

- interval — wHTepBan, B TeueHMe KOTOPOro AaHHble 0T6MpatoTea
M CPaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALLEN rPaHULLAMK;

- rthreshold — Bocxoaslas rpaHnLa;

- fthreshold — HucxopAWanA rpaHMLa;

- revent — nHAEKC cobbITUA, KOTOPOE UCNOb3yeTcA NpU
nepecevyeHMmn BOCXO4ALLEN rPaHULbI;

- fevent — nHpeKkc cobbiTuA, KOTOpOe MCNONb3yeTcA Npu
nepecevyeHnn HUCXoaALEeN rpaHuLbl;

- type — meTo 0T60Pa YKa3aHHbIX MepeMeHHbIX M noacyeTa
3HaYeHWA ANA CPaBHEHUA C rpaHULAMK:

MeTog, absolute — abcontoTHoe 3HauYeHUe BbIGpaHHOWM
nepemMeHHoM 6yaeT CPaBHEHO C rpaHULLEN HA KOHLE
nccnesyemoro MHTepBana;

MeTog, delta — 3HauYeHue BbIGpaHHOM NepemeHHON Npu
nocsegHem otbope 6yAeT BbIMTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuUa byaeT cpaBHEHa C rpaHuLamMu (pasHuua mexay
3HaYeHUAMM NepeMeHHOM B KOHLE W B HaYa/ie KOHTPOJIbHOTO
MHTepBana);

- startup — MHCTPYKUMA ANs reHepaummn cobblTUiA Ha NepBom
KOHTPOJ/IbHOM MHTepBane. OnpeaenseT NpaBuaa reHepaLmm
aBapPUIHbIX COBLITUI 418 NEepPBOro KOHTPOJ/ILHOTO MHTEPBaa
nyTem cpaBHeHWA OTOHBPaHHOM NepemeHHOoM ¢ oaHOM, 6o
obenmu rpaHuLamm:

- rising — reHepupoBaTb eAMHMYHOE aBapuiiHoe cobbiThe Nno
BOCXOAALLEN rpaHuLEe, eCnn 3HaYeHMe oTobpaHHOM NepeMeHHo
Ha NepBOM KOHTPO/IbHOM MHTepBane 6onblue 1M60 paBHO 3TOM
rpaHuue;

- falling — reHepupoBaTtb egMHUYHOE aBapuiiHOe cobbiThe No
HUCXOZALLEN TPaHMLEe, eC/IM 3HaYeHne OTObpaHHOW NepeMeHHOoM
Ha NepBOM KOHTPO/IbHOM MHTepBase MeHbLUe NMH0 paBHO 3TOM
rpaHuue;

- rising-falling — reHepupoBaTb egMHUYHOE aBapuitHOe cobbiThe
MO BOCXOZALLEN U/UAN HACXOAALLEN rPaHNLLE, €CIN 3HAYeHne
0TO6pPaHHOW NepemMeHHOM Ha NepPBOM KOHTPOIbHOM MHTepBane
60blue MM60 paBHO BOCXOAALLEN FpaHULLE U/UAK MeHbLue NMBo
paBHO HUCXOAALLEW FPAHULLE;

- owner — UmA co3aaTeNs aBapuMHOro cobbiTua.

Y8anuTb ycnoBue Bblgaum aBapuiiHbIX COObITUN.
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rmon table-size {history 3apaTb MakcMManbHblit pasmep RMON-Tabaumy,
hist_entries | log log_en- - history — maKkcrMmanbHOe Ko/IM4ecTBO CTPOK B Tabaivue
tries} hist_entries: ncropuu;
(20..32767)/270; - log — makcMmanbHoOe KoIMYecTBO CTPOK B TabsinLie 3anucei.
log_entries: 3HaueHMe BCTYNUT B CMAY TO/NbKO nocne nepesa-
(20..32767)/100 e rpy3Ku yCTpoICTBa.
no rmon table-size {history YCTaHOBUTb 3HAYE€HME N0 YMONYAHUIO.
| log}

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if)#

Tabnnua 215 — KomaHabl pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl nHtepdelicos

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
Mo ymMoa4YaHuto

rmon collection stats index BkAtountb GopMMpoBaHME UCTOPUM MO FPYNNam CTaTUCTUKKN ANA

[owner name] [buckets index: (1..65535); 6a3bl AaHHbIX (MIB) yaneHHOro MOHUTOPUHTA.

bucket_num] [interval inter- name: (0..160) - index — nHaeKkc Tpebyemow rpynnbl CTaTUCTUKK;

val] CMMBOJIOB; - name — Bnagenew, rpynnbl CTAaTUCTUKK;

bucket-num: - bucket_num — 3HauyeHwWe, acCcoOLUMPYEMOE C KOIMYECTBOM
(1..50)/50; AYeek Ana cbopa UCTOPUM MO rpynne CTaTUCTUKK;
interval: - interval — nepwopg, onpoca gns $opmUpPOBaHUS UCTOPUN.

no rmon collection stats in- (1..3600)/1800 c BbIKNOUMTb GOPMMPOBAHME UCTOPUM MO FPyNMNam CTaTUCTUKM ANA

dex 6a3bl A4aHHbIX (MIB) yAaneHHOro MOHUTOPUHTa.
KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>
Tabnuua 216 — Komanapl pexkuma EXEC
3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmsue
no yMmoaYaHuro
show rmon statistics {giga- Moka3aTb cTaTUCTUKY MHTepdeiica Ethernet, anbo rpynnbi
bitethernet gi_port | tengi- NopTOB, NCNO/Ib3YEMYIO AN YAANIEHHOTO MOHUTOPUHTA.

gabitethernet te_port | for-
tygigabitethernet fo_port |

port-channel group} gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3uTb MHbGOPMaLMIO MO 3anpaLllMBaemMbIM rpynnam
CTaTUCTUKM.

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]
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period: (1..2147483647) ¢ | - errors — NOKa3blBAeT CYETYMKM OLIMOOK;
- other — nokasbiBaeT cyeTYMKM 06PbLIBOB M KONNU3UIA;
- period — NoKa3blBaeT MCTOPUIO 33 3aNPOLLEHHbIN Nepuog,

show rmon history index MokasaTtb uctoputo Ethernet ctatuctmkn RMON.

{throughput | errors | - index — 3anpoleHHas rpynna CTaTUCTUKK;

other} [period period] - throughput — nokasbiBaeT cHeTYMKN NPOU3BOANUTENBHOCTH
index: (1..65535); (nponyckHoM cnocobHocTK);

BpPeMeHM.
show rmon alarm-table — MoKkasaTb CBOAHYIO TabaunLy aBapuiiHbIX COBBITUIA.
show rmon alarm index MoKasaTb KOHPUIYpPaLLMIO HACTPOMKM aBapUINHbIX COOLITUIA.

index: (1..65535
index: ( ) - index — MHAEKC aBapuitHOro coBbITUA.

show rmon events — MokasaTtb Tabanuy cobbiTUn yaaneHHoro moHmTopmHra RMON.

show rmon log [index] index: (0..65535)

- index — vHAEKc cobbiTuA.

MokasaTb Tabanuy 3anucent yaaneHHoro MoHuTopuHra RMON.

[pumepbl 861N0AHEHUA KOMAHO

= [loKasaTb cTaTUCTUKY 10 nHTepodelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8

Octets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0

Undersize Pkts: 0 Oversize Pkts: O

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnnuya 217 — OnucaHne pesynbTaTos

Mapamemp OnucaHue

Dropped KonnuyectBo 3a4eTEKTMPOBAHHbIX COObITUIA, KOTAa NAaKeTbl OblINM OTOPOLLEHDI.

KonnuectBo 6aiT AaHHbIX (BKAOYana 6aiTbl NAOXMX NAKETOB), MPUHATLIX U3 CETU (UCKto4as

Octets . o
dpeitmosble 6UTbI, HO BKItOYAs BUTbI KOHTPOIbHOM CyMMbI).

Packets Konnyectso NpuHATLIX NAaKeTOB (BKAtOUAsA NAOXME, LUIMPOKOBELLATE/IbHbIE U MHOTOAZpPECHbIe Na-
KeTbl).

Broadcast Konnyectso NpUHATBLIX LUIMPOKOBELLATENbHbIX MAKETOB (TO/IbKO KOPPEKTHbIE MAKeTbI).

Multicast KonnyectBo NpUHATBIX MHOFOaApPeCcHbIX NAKETOB (TO/IbKO KOPPEKTHbIE NaKeTbl).

KonnyectBo NpUHATLIX NAKETOB AANHOM OT 64 Ao 1518 6aiT BKAOYMTENBHO, UMEOLWUNX HEBEP-
CRC Align Errors HYO KOHTPOJIbHYO CYMMY 6O C LLeIbIM YMCAOM BaiT (OWMBKM NPOBEPKMN KOHTPOIbHOW CyMMbI
— FCS), nnbo ¢ Heuenbim Yncnom 6aiT (oWwmnbKKM BbipaBHMBaHMA — Alignment).

Collisions OueHKa KonmyecTBa KoNAn3uiA Ha JaHHom Ethernet-cermeHTe.

KonmyectBo NpuHATbLIX MAKeTOB A/MHOM MeHblle 64 6aiT (Mcknovas dpelimosblie 6UTbI, HO

Undersize Pkts N
BK/tOYaA BUTbI KOHTPOJIbHOM CYyMMbI), HO B OCTa/IbHOM MPaBM/IbHO CHOPMUPOBAHHBIX.

Ko/MyecTBo NpUHATLIX NMakeToB AAMHOM 6osblie 1518 6aiT (McKatoyas dpelimoBble 6UTbI, HO

Oversize Pkts o
BK/10YaA BUTbI KOHTPO/IbHOM CyMMbl), HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHbIX.

KonmuectBo NpuHATbLIX MAKeTOB A/MHOM MeHblle 64 6aiT (Mcknovas dpelimosblie 6UTbI, HO
BK/ItOYaA 6UTbI KOHTPOIBHOM CYMMbI), UMEIOLLIMX HEBEPHYHO KOHTPO/bHYIO CYMMY JIMBO C LiesibiM
yncnom 6ainT (OWMBKM NPOBEPKN KOHTPOAbHOM cymmbl — FCS), 1Mbo C HeuenbiMm Yyucaom 6ant
(owmnbKM BbipaBHMBaHMA — Alignment).

Fragments
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Ko/NMyecTBo NPUHATLIX NakeToB AANHOW 6onblie 1518 6aiT (Mckatovan ¢pelimosble 6UTbI, HO
BKJ/1t0YaA BUTbI KOHTPO/IbHOWM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY An60 C Lesibim

Jabbers . . o
yncnom 6anT (OWMBKM NPOBEPKN KOHTPOALHOW cymmbl — FCS), n1Mbo C HeuenbiMm yucaom 6ant
(owmnbKM BbipaBHMBaHMA — Alignment).

64 Octet KonnuecTBo NpUHATLIX NAKETOB (BKIOYAs NAoOXMe NakeTbl) ANMHOW 64 6anTa (McKntouan dpeit-

MOBble 6UTbl, HO BKtOYasA BUTbI KOHTPOIbHOW CYyMMbl).

65 to 127 Octets

KonnuyecTBo NPUHATLIX NAaKeTOB (BK/IOYasA NA0OXMe MakeTbl) AANHON OoT 65 oo 127 6alT BKAOUU-
TeNbHO (MCKAoYasa ¢ppermoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIbHOM CYMMbI).

128 to 255 Octets

Ko/imuecTBo NpMHATLIX NAKETOB (BKAKOYAA NAOXME NaKeTbl) ANMHOW OT 128 no 255 6alAT BKAKOUK-
TeNbHO (MCKAYasa ¢ppermoBble BUTbI, HO BKAKOYAA BUTbI KOHTPOIbHOM CYMMbI).

256 to 511 Octets

Ko/imyecTBo NpMHATLIX NAKETOB (BKAKOYAA NAOXME NaKeTbl) ANMHOM OT 256 A0 511 6aiT BKAOUM-
TeNbHO (MCKNtoYasa dpperimoBble BUTbLI, HO BKAOYAnA BUTbI KOHTPO/IbHOM CYMMbl).

512 to 1023 Octets

KonnuyecTBo NPUHATLIX NAaKeTOB (BK/IOYasA NAoOXMe nakeTbl) ganHon ot 512 ao 1023 6ainT BKAtO-
ynTenbHoO (McKkNtoYaa dpeimoBble BUTbI, HO BKAKOYAA BUTbI KOHTPOIBHOM CYMMbI).

1024 to 1518 Octets

Ko/imuecTBo NpMHATLIX NAKEeTOB (BKAKOYAA NA0OXME NaKeTbl) AnnHon ot 1024 no 1518 6aiT BKAtO-
yuTenbHoO (McKkNoYaa dpeimoBble BUTbI, HO BKAKOUYAA BUTbI KOHTPOILHOM CYyMMbl).

MoKas3aTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK gasa nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnnuya 218 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Index NHAEeKC, YHUKaNbHO NOAEHTUOULMPYIOLWNI 3annchb.
Interface Ethernet-uHTtepodeiic, Ha KOTopom 3anyLeH onpoc.
Interval MHTepBan B CEKyHAAX MeXAy OnNpocamm.

Requested Samples

3aI'IpOLLIeHHOG KO/INYeCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHOo.

Granted Samples

PaspelweHHoe (OCTaBLIeecs) KOIMYECTBO OTCYETOB, KOTOPOE MOMKET BbiTb COXPAHEHO.

Owner

Bnagenew, AaHHOW 3anumcu.

MoKa3aTb CYETYMKM NPOMYCKHOM CNOCOBHOCTM ANA rPynnbl CTAaTUCTUKK 1:

console# show rmon history 1 throughput

Sample set:
Interface:

Time

Requested samples:

Maximum table size:

Nov 10 2009 18:38:00

1 Owner: MES
gio/1 Interval: 1800
50 Granted samples: 50
100
Octets Packets Broadcast Multicast %
204595549 278562 2893 675218.67%
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Tabnnua 219 — OnucaHue pesynbTaTos

MNapamemp OnucaHue

Time [arta n Bpemsa co3gaHuma 3anucu.

Octets KonnuectBo 6anT faHHbIX (BKAHOYAn 6aTbl N10XMX NAKETOB) MPUHATLIX U3 CETU (MCKtoYan peit-
MOBble 6UTbI, HO BK/IOYas BUTbI KOHTPOJIBHOW CYMMBbl).

packets Ko/imyecTBo NPMHATLIX NAKeTOB (BK/tOYas NAoXuMe nakeTbl) B TeyeHue nepmroga GopmmpoBaHus
3anucu.

Broadcast KonmyectBo NPMHATBIX XOPOLUMX NAaKETOB B TeyeHMe nepuoga GopmnMpoBaHUA 3anucy Hanpas-
JIEHHbIX Ha WMpPOKOBeLaTelbHble agpeca.

Multicast Ko/imyecTBo NPMHATLIX XOPOLUMX NAKeTOB B TeyeHue nepnoga Gopm1MpoBaHUA 3anucy Hanpas-
JIEHHbIX HAa MHOTFOaApecHble agpeca.
OueHKa cpegHelt NPonycKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha AaHHOM UHTepdelice B Te-

Utilization YeHue nepmnoaa popmmpoBaHua 3anucu. NMponyckHaa cnocobHOCTb OLEHUBAETCA BEIMYMHON A0
TbICAYHOM NPOLLEeHTa.
KonmyectBo NpuHATLIX B TedeHMe nepuoaa GopmMMpoBaHMA 3anMcu NAKeTOB AJIMHON OT 64 no

CRC Align 1518 6alT BKAOUYUTENBHO, UMEIOLWMUX HEBEPHYIO KOHTPOJIbHYIO CyMMYy NGO C LENbIM YMCIOM
6alnT (OLWMBKM NPOBEPKM KOHTPOAbHOM cymmbl — FCS), b0 ¢ HeuenbiMm Ynuciom 6ainT (owmnbKm
BblpaBHMBaHUA — Alignment).

Collisions OueHKa KoaIMYecTBa KOU3NIA Ha gaHHOM Ethernet-cermeHTe B TeyeHne nepuoga popmmnposa-

HUA 3anucu.

Undersize Pkts

KonnyectBo NpuHATLIX B TeueHMe neproaa GopMMpoBaHMA 3anNncu NakeTos 4ANHON MeHblue 64
6anT (UckNovan dpeitmoBble BUTLI, HO BK/IOYAA BUTbI KOHTPOJIBHOW CyMMbl), HO B OCTa/lbHOM
npasuabHO CHOPMUPOBAHHDIX.

Oversize Pkts

Ko/iMuecTBo MPUHATLIX B TeyeHue nepuogda GopMMUPOBaHUA 3aMUCKU NaKeToB ANUHOW 6onblue
1518 6aiT (McKAtoYan GppelrimoBble BUTbI, HO BKIOYAsA BUTbI KOHTPOIbHOM CYMMbI), HO B OCTa/b-
HOM NpPaBuUAbHO CHOPMUPOBAHHDIX.

Fragments

Konnyectso NpuHATBIX B TeYeHMe neproaa GopMUpPOBaHUSA 3aNnCKh NaKeToB A/ IMHOW MeHblue 64
6alnT (MCcKNtoYas ppeitmoBble BUTLI, HO BKAOYAA BUTbI KOHTPOJIbHOM CYMMbI), UMEIOLLMX HeBEp-
HYIO KOHTPOJIbHYIO CyMMY 6O C LieNIbIM YUCAOM 6alT (OWMOKM NPOBEPKM KOHTPObHOW CYMMbI
— FCS), nnbo ¢ Heuenbim Yncnom 6aiT (oWwmnbKKM BbipaBHMBaHMA — Alignment).

Jabbers

Konnyectso NpuHATbIX B TeyeHUe nepuona GopmMMpoBaHMA 3anmcy NakeToB A/MHON Bonblue
1518 6aiT (Uckntoyaa dperimosble 6UTbI, HO BKAKOYAA BUTbI KOHTPONbHOW CYMMbI), MMEIOLLUX
HEBEPHYIO KOHTPOJIbHYIO CyMMY 6O C LLeibiM YnMciom 6aiT (OWMBKM NPOBEPKN KOHTPONLHOWM
cymmbl — FCS), 1Mbo ¢ HeuenbiMm Yncnom 6anT (ownbku BbipaBHMBaHUA — Alignment).

Dropped

Konnuectso 3aeTeKTMPOBAHHbIX COOLITUN, KOraa NakeTbl Dbl OTOPOLLEHBI B TEYEHME NEPUOAA
bopmunpoBaHna 3anmcu.

= [loka3aTb CBOAHYIO TabMLYy CUFHANOB TPEBOTU:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabnnua 220 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index MHAeKC, YHUKaNbHO MAEHTUOULMPYIOLWLMI 3aNuUCh.
(0]]D] OID KOHTPONUPYEMOWN NepeMeHHON.
Owner Monb3oBaTenb, CO34aBLUMIA 3aNUCh.

= [loKa3aTb KOHPUrypaLmio aBapuiiHbIX CObbITMI C MHAEKCOM 1:

console# show rmon alarm I

Alarm 1

Interval:

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:
Owner: CLI

0ID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000

Tabnuua 221 — OnucaHune pesybTaToB

Mapamemp

OnucaHue

oID

OID KOHTpo/IMpyeMoW nepeMeHHOM.

Last Sample Value

3HaueHWe NepeMeHHOM Ha NocieAHEM KOHTPOIbHOM MHTepBase. Ecan meTog oTbopa nepemeH-
HbiX absolute — To 370 abcontoTHOE 3HaYeHMe nepemeHHOM, ecnu delta — pasHuMua mexKay 3Ha-
YEeHUAMU NepPeMEHHON B KOHLLE M B HaYasie KOHTPO/IbHOrO MHTepBana.

Interval

MNHTepBan B CeKyHAax, B Te4eHMe KOTOpOoro AaHHble OT6MpaIOTCﬂ 1 CpaBHMBAKOTCA C BerHeVI n
HUKHEW rpaHnULamu.

Sample Type

MeTopg, oTbopa yKaszaHHbIX NepeMeHHbIX U MoAcYeTa 3HAUYEHUA 418 CPAaBHEHUA C rpaHuLamun. Me-
Topg, absolute — abcontoTHoe 3HayeHMe BbIGpaHHOW NepemeHHow byeT CpaBHEHO C rpaHuLLen
Ha KOHLe uccnegyemoro nHTepsana. Metog, delta — 3HayeHuMe BbIGpaHHOW NnepemeHHON npwu
nocnesHem otbope ByAeT BbIUTEHO U3 TEKYLLLETO 3HAaYEHUA, U pasHULLA ByeT CpaBHEHA C rpaHu-
LamMu (pasHuLa MeXay 3HaYeHUSMU NepemMeHHON B KOHLE W B Hayane KOHTPOJIbHOrO WMHTep-
Bana).

Startup Alarm

MHCTPYKUMA ONA reHepaummn cobbiTUii Ha NepBOM KOHTPONbHOM MHTepBane. Onpeaenset npa-
BW/1a reHepaLLMm aBapuiiHbIX COBbITUI AN NEPBOrO KOHTPO/ILHOTO MHTEPBAA NyTEM CPaBHEHUA
0TO6PaHHOM NepemeHHOM ¢ ogHON, IMBO 0benmmn rpaHULLaMK.

rising — reHepupoBaTb eAMHMYHOE aBapuitHoe cobbiTMe NO BOCXOAALLEN FpaHuLLe, ec/in 3Have-
HWe oTobpaHHOW NepemeHHOM Ha NePBOM KOHTPOAbHOM WHTepBane 6onblue AMbo paBHO 3TOM
rpaHuLe.

falling — reHepupoBaTb eANMHUYHOE aBapPUINHOE COBbITUE MO HUCXOAALLEN FPaHULLE, ECIN 3HAYe-
HWe 0TobpaHHOW NepeMeHHOW Ha NepPBOM KOHTPO/IbHOM MHTEPBaJIe MeHbLUe IM60 paBHO 3ToW
rpaHuue.

rising-falling — reHepupoBaTb eguHMUHOE aBapuitHOe cobbiTWe NO BOCXOAALLEN U/UAN HUCXO-
AALLEeN rpaHunLe, ecnmn 3HadyeHne oTobpaHHOM NepemeHHOM Ha NePBOM KOHTPO/IbHOM MHTepBane
6onblie MM60 pPaBHO BOCXOAALLEN rpaHuLE, U/UAN MeHbLLE B0 PaBHO HUCXOAALLEH rpaHuLe.

Rising Threshold

3HaueHuMe BocxogAlLeit rpaHuLbl. Korga 3HadeHne oTo6paHHOM nepeMeHHOMN Ha npeaplayLem
KOHTPO/IbHOM MHTepBane 6bl10 MeHblUe JaHHOW rPaHuLbl, @ Ha TEKYLLEM KOHTPO/IbHOM UHTEp-
Bane 60/bliem NMBO PaBHOM 3HAYEHMIO FPAHULLbI, TOTAa eAMHUYHOE COBbITUE reHepupyeTcs.

Falling Threshold

3HaueHMe HUCXoAAWElN rpaHuubl. Koraa 3HadeHne oTob6paHHON nepemMeHHOM Ha npeablayLem
KOHTPO/IbHOM MHTepBane 66110 6oblie AaHHOWM rPaHuLbl, @ Ha TEKYLLLEM KOHTPOJNIbHOM MHTEp-
BaJie MeHbLUe B0 PaBHO 3HAUYEHWIO FPaHULLbI, TOFAA eAMHUYHOE cOBbITUE reHepupyeTcsa.

Rising Event

NHaekc cobbITnA ncnonb3yrouleroca, Koraa BocxoaAauan rpaHuULL.a nepecevyeHa.
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Falling Event

MHAEeKc cobbITUA MCNOb3YIOLLErocs, KOrAa HUCXOAALLAA rpaHnLLA nepeceyeHa.

Owner

Monb3oBaTesb, CO34aBLWNIA 3aMUCh.

® [lokasaTtb Tabaunuy cobbIiTMin yaaneHHoOro moHntTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabanuya 222 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Index NHAEeKC, YHUKaNbHO NaeHTUOULMPYOLWNIN cobbiTue.
Description KommeHTapuii, onucbiBatowmii cobbliTme.

Tun yBegoMNeHUs, reHepupyemoro yCTPpOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepUpPoOBaTb yBEAOMIEHUA,

Type log — reHepupoBaTb 3anuch B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anuch B Tabanue u otcbinate SNMP trap.

Community Crtpoka coobuwectea SNMP ansa nepecbinku trap.

Owner Monb3oBaTtenb, cO34aBLLMIA COObITHE.

Bpema 1 gaTa reHepupoBaHuA nociesHero cobbiTma. Ecan He 6b110 creHepMpPoBaHO COBbLITUIM, TO

Last time sent
3TO 3HayYeHune byaeT paBHO HyAo.

MNMokasaTtb Tabauuy 3anuceit yaganeHHoro moHutTopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

1 Errors

Tabnunua 223 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO UAEHTUOULMPYIOLLMI 3aNKUCh.
Description KoMmmeHTapuii, onucbiBatowmii cobbiTme.
Time Bpemsa co3gaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BOMAET pPaspewnTb MO0 OrpaHUyYMTb AOCTyn K
ynpaB/eHNIO YCTPOMCTBOM Yepes onpegesneHHble nopTbl av rpynnbl VLAN. 15 3ToM Lean co3aaroTca CMCKK
poctyna (Access Control List, ACL) ana ynpasneHus.

’ .~ ACL per VLAN pab6otaet TonbKo B pexxume «acl-sqing»
L]
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:

console (config) #

Tabnunua 224 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa

Aelicmeue

management access-list
name

- name: (1..32) cumBona
no management access-list

name

Co3aatb CNUCOK A0CTyna ANnA ynpasaeHua. Bxoa B pexum
KOHOUrypaumm cnucka AocTyna A8 ynpasBieHus.

YAanuTb CNWUCOK AOCTYNa ANA YyNpaBiAeHus.

management access-class
{console-only | name}

name: (1..32) cumBona

no management ac-
cess-class

OrpaHuymMTbL yNpasieHue YCTPOWCTBOM MO onpeaeneHHOMY
cnucky goctyna (access list). AKTUBMPYET yKasaHHbIM CNUCOK
JocTyna.

- console-only — ynpasneHune ycTpOWCTBOM AOCTYMNHO TO/IBKO C
KOHCONN.

OTMEHUTb OrPaHUYEHME Ha ypaBAeHMe YCTPOUCTBOM MO
onpeaeneHHoMy CnNUcKy aocTtyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka 0ocmyna 0718 ynpasaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXMUME KOHPUIypaLmm Cnncka 40CTyna ana ynpasaeHus:

console (config) # management access-list eltex manag

console (config-macl)#

Tabnuua 225 — KomaHabl perkMma KoHOUrypaumum cnmcka goctyna Ans ynpasaeHun

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaTh paspeLuatollee yciosue ANA yNpasaAoLLEro cnmcka
Aocrtyna.

- service — Tvn goctyna.

- index — npvopuTeT npasuna.
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deny [gigabitethernet 3apaTh 3anpelyatollee yciosme ANa ynpaBasioLLero cnmcka
gi_port | aoctyna.

tengigabitethernet te_port - service — TMn pocTyna,

| fortygigabitethernet - index — npvopuTeT npasuna.

fo_port | port-channel
group | oob | vlan vian_id]

[service service] [ace- gi_port: (1..8/0/1..48);
priority index] te_port: (1..8/0/1..24);
deny ip-source fo_port: (1..8/0/1..4);
{ipv4_address | group: (1..48);
ibv6_address/prefix_length} vlan_id: (1..4094);
[mask {mask | service: (telnet, snmp,
prefix_length}] http, https, ssh);
[gigabitethernet gi_port | index: (1..65535)
tengigabitethernet te_port

| fortygigabitethernet

fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

remove ace-priority index index: (1..65535) YpanuTe ycnosue U3 cnMcka AocTyna.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabanua 226 — KomaHgbl pexkuma privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuio

show management access-

R name: (1..32) cumBona MokasaTtb cnucku goctyna (access list) ana ynpasneHus.
list [name] ( ) Aoctyna ( ) ana ynp

show management ac- MokaszaTb MHPOPMaUUIo 06 aKTUBHbIX CMIMCKAX JOCTYyMa
cess-class (access list) ona ynpasnenums.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP
[aHHble KOMaHAbl npeaHasHayeHbl A8 HaCTPOMKM CepBepoB AOCTyna Aasa  ynpasieHuA
KommyTatopom. Moaaepxkka cepsepoB TELNET n SSH KommyTaTtopom No3BoAAET YAANEHHO MNOAKNOYATLCA K

HeMy AN MOHUTOPUHIA U KOHOUTYpaumm.

KomaHObI pexcuma 2a06anab6Hol KoOHGpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabnunua 227 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue rno
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

no ymonuanuio Telnet-
cepBsep BK/OYEH

PaspewunTb yaaneHHoe KOHGUrypMpoBaHUe yCTPOICTBa
yepes Telnet.

3anpeTuTb yaaneHHoe KOHPUrypnpoBaHMe YCTPOUCTBa Yepes
Telnet.

ip ssh server

no ip ssh server

no ymon4anuto SSH- cepsep
OTK/ItOYeH

PaspewunTb yaaneHHoe KOHOUIyprMpoBaHMe yCTPOMCTBa
yepes SSH.
y  [o Tex nop, NoKa Kntoy Ans WwnudppoBaHUSA He cre-
V HepupoBaH, SSH-cepBep 6yaeT HaxoAUTbCA B pe-
3epse. Mocne reHepauum Katova (Mcnonbsyemoble
KomaHpabl crypto key generate rsa u crypto key
generate dsa) cepsep nepeiiget B pabouee cocro-
fiHMe.

3anpeTuTb yaaneHHoe KoHUrypmMpoBaHue yCTponcTBa Yepes
SSH.

ip scp server

no ip scp server

no ymonyanuto SCP-cepsep
OTK/ItO4EH

PaspewunTtb KONUposaHue daiinos ns Gpanso0BoOro XxpaHUAULLA
KOMMyTaTopa U Ha Hero Yyepes SCP.
/1 SSH-cepsep poskeH 6biTb BKAIOYEH.

BbikntounTb SCP-cepsep.

ip ftp passive

no ip ftp passive

— /BbIK/IOYEHO

BKAOUUTB NACCUBHBIN pexkum paboTbl FTP-knuneHTa.

BbIK/IHOUNTb NACCUBHbBIN peXxnm paboTbl FTP-kaneHTa.

ip ssh mac algorithms

no ip ssh mac

algorithms:(hmac-sha2-256,
hmac-sha2-512, hmac-shal,
umac-64-etm@openssh.com,
hmac-sha2-256-
etm@openssh.com, hmac-
sha2-512-etm@openssh.com,
hmac-shal-
etm@openssh.com, umac-
64@openssh.com)/paspelieH
bl BCE a/ITOPUTMbI

3a4aTb CNUCOK pa3peLleHHbIX aAropUTMOB ayTeHTUdMKaLMK
ANnA cepsepa.

BOCCTaHOBUTbL CNMCOK pa3peLleHHbIX aITOPUTMOB
ayTeHTUdMKaLMK.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonb3yembliii SSH-cepsepom.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaTtb MHTepdenc ana SSH-ceccui.

Yaanutb nHTepdeic.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipvé6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaTtb MHTepoeinc ansa IPve SSH-ceccui.

Ypanutb nHtepoeic.

ip ssh pubkey-auth [auto-
login]

no ymon4yaHuto
Ucnosb3oBaHUe I'Iy6}'|W-lHOFO
K/1l0Ya 3anpeuteHo

PaspewunTb ncnonb3osBaHme Nyb6AMYHOrO KAOYa ANs
BXxoAALmx SSH-ceccum.

- auto-login — oTkNOYNTL HEOBXOAMMOCTbL ayTeHTUGMKALUM
Mo NOTUHY M NapoAto nocne nposepku SSH-katoua.
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no ip ssh pubkey-auth

3anpeTuTb UCMONb30BaHWE NY6AUYHOIO KAtoYa gnn
BXoAALwmx SSH-ceccuu.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLleHbl Bce

anropuTMbl, KpOMe none

3a/aTb CNUCOK paspeLleHHbIX alropuTMOB WndpoBaHus 4is
cepsepa.

BocCCTaHOBUTL CMNCOK paspeLleHHbIX aAropuTMOB obmeHa
KNK4YamMmu No yMO/IHaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-group1-shal)/
paspelueHbl BCe MeToabl

3a4aTb CNUCOK paspeLleHHbIX MeToA0B 06MeHa Katouamm
ans
cepsepa.

BocCTaHOBUTL CMNCOK paspeLleHHbIX aaAropuTMOB obmeHa
KNKYamMmu nNo yMOTHaHUIO.

ip ssh password-auth

no ip ssh password-auth

No YMONYaHUIO BK/IKOYEHO

BK/IIOUNTD PEXMM ayTEHTUOUKALLMM MO NApOIO.

OTKIOUNUTD PEXKMUM ayTEHTUPMKALMM NO NAPOILO.

crypto key pubkey-chain
ssh

N0 YMOIYAHUIO KAIOY He
Co3paH

BoliTM B pexKmMm KoHdUrypaumm nybanyHoro Katoua.

crypto key generate dsa

leHepupoBaTb Napy Katodel DSA — 4acTHbIA U NY6AUYHbIN
ana SSH-cepsuca.
Ecnu xota 6b1 0AUH U3 Napbl KNOYEN yrKe co3AaH,
V TO CMCTEMA NPEANOKUT Nepe3anucaTb KoY.

crypto key generate rsa

[eHepupoBaTb Napy Katodel RSA — yacTHbI U NyB6ANYHbIN
ana SSH-cepsuca.
V Ecnu xoTa 6bl 0ANH U3 Napbl KNKOYEN YKe CO3AaH,
TO CUCTEMA NPEA/IOKUT Nepe3anucaTb KAKou.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTupoBsatb napy Kawoyei DSA.
- encrypted — B 3awmndposaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MmnopTtuposaTtb napy katodein RSA.
- encrypted — B 3awmndposaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupoBaTb SSL-cepTndUKar.

ip http server

no ymonyanuto HTTP-cepsep

PaspelwnTb yaaneHHoe KOHGUTYpUpPOBaHME YCTPOMCTBA
yepes web.

no ip http server BKIOYEH 3anpeTuTb yaaseHHoe KOHPUrypnpoBaHue yCTPoUCTBa Yepes
web.

ip http port port 3apatb nopt HTTP-cepsepa.

p %P portp 1..65535/80 A P PBep

no ip http port

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

ip http secure-server

no ip http secure-server

no ymon4yaxuio HTTPS-
cepBep BKAOYEH

Bkatountb HTTPS-cepsep.

BbikntounTtb HTTPS-cepsep.

ip http secure-server port
port

ip http secure-server port

1..65535/443

3agatb nopt HTTPS-cepsepa.

BoccTaHOBUTL 3HaYeHMe no YMOANYaHULO.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaTtb TalmayT HTTP-ceccum.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ip https certificate {1 | 2}

no ip https certificate

—/1

OnpefenvTb akTUBHbIA HTTPS-cepTudMKar.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2} im-
port

no crypto certificate {1 | 2}

leHepupoBaTb SSL-cepTndUKar.

MmnopTtuposaTtb SSL-cepTUdMKaT, HA3HAYEHHDBIN LLeHTPOM
cepTudMKaLmm.

BocctaHOBUTL SSL-cepTUdMKAT No ymondaHuto gns
yKasaHHoro ceptuduKara.

Y

Knioumn, creHepupoBaHHble KOmaHgamum crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA Nosb3oBaTena ¢aitne KoHoUrypauuu.
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KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Ka4d

BuA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaumnm nybaM4Horo Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 228 — KomaHabl pexkuma KoHPUrypaumm nybaMyHoro Katoda

Komanda 3HavyeHue/3HavyeHue Leiicmeue

o ymoa4aHuio
user-key username {rsa | BOWTM B pexMM CO3AaHMA UHAMBUAYANBHOTO NY6ANYHOTO
dsa} K/loYa.

username: (1..48) - rsa — co3gatb RSA-kntoy;

CMMBOJ/I0B - dsa — co3pgatb DSA-kntou.
no user-key username Yaanutb ny6ANYHBIV KAOY ANA onpeseneHHoro
nonb3oBaTens.

BuAa 3anpoca KOMaHAHOM CTPOKM B peXXnume CO34aHUSA MHAMBUAYANbHOTO Ny6ANYHOrO KAtova:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 229 — KomaHapl pexkuma co3gaHna MHANBMUAYaAbHOro nybanyHoro Kaua

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4yaHuro
key-string _ Co3paTb Ny6/IMYHbIN KNtoY ANA ONpeseneHHoro
nosb3osaTens.
key-string row key_string Co3aaTb NyBAUYHBIN KAOY ANA onpeaeneHHoro

nonb3oBaTesA. BBOA KNtOUa OCYLLECTBAAETCA MOCTPOUHO.

- key_string — 4acTb KAtoua.
[ina Toro utobbl CMCTEMA NMOHANA, YTO K/tOY BBE-
AeH MONHOCTbIO, HE06X0AUMO BBECTU KOMaHAY
key-string row 6e3 cumBonoB.

KomaHOobi pexcuma EXEC

KomaHabl faHHOTO pa3aena AOCTYMNHbI TO/IbKO A8 NPUBUAETMPOBAHHbIX NOb30BaTENEN.
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:
console#

Tabanua 230 — KomaHgb! pexkuma EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuo

KomaHda

show ip ssh . MokasaTtb KoHPUrypaumto SSH-cepBepa, a TakKe aKTUBHbIE
Bxoaauwme SSH-ceccum.
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show crypto key pub- username: (1..48) MoKka3aTb NybAnYHble SSH-KNtoUM, COXpaHeHHble Ha

key-chain ssh [username CMMBOIOB. KOMMyTaTope.

username] [fingerprint Mo ymonyaHuio - username — VUMA YAANEHHOTO K/MEHTa;

{bubble-babble | hex}] OTMNeYaToK Kawua B - bubble-babble — otneyaTok Kntoua B Koge Bubble Babble;
LecTHaAUaTeEPUYHOM - hex — oTneyaToK K/o4a B LWeCTHaAUaTEPUIHOM Koae.

dopmare.

show crypto key mypubkey MokasaTb ny6nyHble KNtoun SSH-kommyTaTopa.

[rsa | dsa] o

show crypto certificate [1 | _ OTo6pasuTb SSL-ceptndumkaTol ana HTTPS-cepsepa.

2]

[pumepbl 8bINOAHEHUS KOMAHO

BKntounTb cepeep SSH Ha KommyTaTope. PaspelwmnTb cnonb3oBaHue nyb6anyHbix Katouen. Cosgatb RSA-

KJItoY AnA nosb3osartensa eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) # key-string

AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIw9GBRoNZQZx JHKCcKL6rM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUvVV35LqdJk67I0U/zfwO11gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgqmuSn/WA051iDX2TExQWu081icglk02LYciz+Z4TrEU/ 9FIxwP1VQO
JCc+KBXuR0JuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D1i71+w3fNiOA6wI044t6+AINEICBCCAAYCF6

zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNR4DYDvSzg01DnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.21.7.2 KomaHObI KOHpuUypayuu mepmuHana

KomaHabl KOHOUIypauumn TepMmnHana CAy»KaT A1a HAacTPOMKM NapamMeTpoB JIOKa/NbHOW M yaaneHHoM

KOHCO/U.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnuua 231 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

3HayeHue/3Ha4yeHue .
KomaHoa / HAelicmeue
no ymon4aHuwo

line {console | telnet | ssh} BOWTU B peXnMm COOTBETCTBYIOLLErO TePMMUHANA (NOKaNbHas
— KOHCO/b, YAaneHHasa KoHconb — Telnet nau yaaneHHas
3alMLLeHHan KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXUME KOHPUrypaLmm TepMnHana:

console# configure
console (config)# line {console | telnet | ssh}
console (config-line) #
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Tabnumua 232 — KomaHabl pexmuma KoHpurypaumm tTepmmHana

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4yaHuro
speed bps b 2400, 9600 YCTaHOBWUTbL CKOPOCTb AOCTYMNa MO JIOKa/IbHOM KOHCONU
S:
ps: ( ! ! (KomaHAa JOCTYNHA TONbKO B peXXume KoH$Urypawmm
19200, 38400, 57600, M
JIOKaNbHOM KOHCO/N).
115200)/115200 60p,
no speed YCTaHOBWUTb 3HaYEHUE NO YMOIYAHUIO.
autobaud BKAOUMTL aBTOMaTUUYECKOe onpeaesieHMe CKOpoCTH JocTyna
Mo NOKa/IbHOW KOHCONM (KOMaHAa A0CTYMNHa TO/IbKO B perKmume
—/BKNOYEHO KOHdUrypaLmm OKanbHOW KOHCOAN).
no autobaud BbIKNOUMTL aBTOMATMYECKOE OnpeseneHne CKopocTM 4OoCTyna
MO NOKa/IbHOW KOHCOMN
exec-timeout minutes . 3afaTb MHTEpBas, B Te4EHWE KOTOPOro cMcTeMa OXKuaaet
minutes: (0..65535)/10
[seconds] BBOZa NoJsib3oBaTens. Ecam B TedeHUe AaHHOIO MHTepBana
MUH;
Nonb30BaTe/ib HUYEro He BBOAUT, TO KOHCO/1b OTK/IOYAeTCA.
- seconds: (0..59)/0 c
no exec-timeout YCTaHOBUTb 3Ha4YeHNe NO YMONYAHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 233 — KomaHgb! pexkuma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

show line [console | telnet MokasaTb NapameTpbl TEpMUHANA.
| ssh]

KomaHoa Aeiicmeue

5.21.7.3 Y0aneHHsili 3anyck komaHO nocpedcmsom SSH

PyHKUMA NO3BONAET YAA/IEHHO OCYLLECTBUTD BbINOJIHEHME KOMaH/Z Ha KOMMyTaTope Yepes ceccuto SSH.
[na paboTbl AaHHON GYHKUMKM HEObX0AMMO, YTOObI Ha KOMMyTaTope Bbln BKAtoveH SSH-cepsep (KomaHaa ip
ssh server B rnobasbHOM pexkume KOHOUTYPUPOBAHUSA).

Huke nokasaH npumep UCno/ib30BaHUA GYHKUMM yaaNeHHOro 3amnycka KomaHg Yyepes SSH.

BbinonHntb KOMaHay show clock ana KommyTtatopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHgpbl, Tpebylowme noarsep>kgeHuns (Hanpumep: write, reload u gp.), *kayT BBoga noareep-
}OEHWi M ToNbKO NoTom coeguHeHune SSH paspbiBaeTca.

5.22 XypHan aBapui, npotoKon Syslog

CuctemHsble KYpPHaZbl NO3BONAOT BECTU UCTOPUIO CO6bITI/Il‘/JI, npousowealunx Ha YCTpOﬁCTBe, a TaKXe
KOHTPO/IMPOBATb npounsoweguine cobbITMA B peanbHOM BpEMEHMN. B KYPHan 3aHOCATCA cobbITMA CEMW TUMNOB:
l-IFJGSBbI‘-IaI‘/'IHbIe, CUrHanbl TpEBOIrU, KPUTUYECKME U HE KpUTUYECKUE OLIJI/I6KVI, npegynpexageHus,
yBegomneHus, VIHd)OpMaLI,I/IOHHbIe M oTnagoyHble.
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KomaHObI pexcuma 2a06asab6Hol KoHguU2ypayuu

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume rnobanbHon KoHdUrypaumm:

console (config) #

Tabnnua 234 — KomaHab! pexuma rnobanbHomn KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

logging on

no logging on

—/pervcTpaums BrAOYEHA

BK/IIOUUTB perncTpaLmio oT1afouHbIX COOBLLEHUI K
coobuieHunit 06 owmnbKax.

BbIK/IOYNTb PErUCTPALMIO OTIaA0UHbIX COOBLLEHUI U
coobuieHunit 06 owmnbKax.
Mpu BbIKNOUYEHHOW perncTpaLMm oTnagouHble co-
V o6weHuna u coobweHns o6 ownbKkax 6yayT nepe-
AaBaTbCA HAa KOHCOb.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text] [vrf
vrf_name]

no logging host
{ip_address | host} [vrf
vrf_name]

host: (1..158) cumBoNOB;
port: (1..65535)/514;
level: (cm. Tabnnuy 236);
facility: (local0..7)/local7;
text: (1..64) cumBonoB;
vrf_name: (1..32)
CMMBOJI0B

BKAtOUNTL Nepeaayy aBapuiiHbIX U OTAAL04HbIX COOBLLEHNI
Ha yaaneHHbl Syslog-cepsep.

- ip_address— IPv4 unwn IPv6-agpec Syslog-cepsepa;

- host — ceTeBoe ums Syslog-cepsepa;

- port — Homep NopTa A1a nepeaayn coobuieHuni no
npoTokony Syslog;

- level — ypoBeHb BaXXHOCTU COOBLLEHMI, NepeaaBaemMbIX HA
Syslog-cepsep;

- facility — ycnyra, nepefaBaemas B COOOLLEHUSAX;

- description — naeHtTudpukaTop xocra/origin-id, Kotopbliit
pobasnaetca B Syslog-cooblueHne Ana yKkasaHHOro
yaaneHHoro Syslog-cepsepa. MNpu ncnonb3oBaHUKM NapameTpa
Syslog-coobleHuna nepepatotcs B popmate RFC 5424;

- vrf_name — MA BUPTYanbHOM 061aCcTV MapLIpyTMU3aL M.

Ypanutb BblOpaHHbI cepBEp U3 CMMCKA UCNO/b3yEMbIX
Syslog-cepsepos.

logging console [level]

no logging console

level: (cm. Tabanuy
236)/informational

BKntouMTb Nepesayvy aBapuiiHbIX UM OTNAL0UHbIX
Cco06LLEHMI BbIBPAHHOTO YPOBHSA BAaXKHOCTU Ha KOHCOJIb.

BbIKMOUMTL Nepesayy aBapuidHbIX UM OTNAL0UHbIX
COODbLLEHMI Ha KOHCO/Tb.

logging buffered [sever-
ity_levell]

no logging buffered

severity_level: (cm.
Tabamuy
236)/informational

BKOUMTL Nepesaydy aBapuiHbIX UAKU OTNAL0YUHBIX
co0b6LeHNI BbIBPAHHOTO YPOBHSA BaXKHOCTU BO BHYTPEHHMIA
6ydep.

BbIKNOUMTL Nepesayy aBapuiiHbIX UK OTNAL0UHbIX
co0b6LEeHNI BO BHYTpeHHUI Bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MEeHUTb KONIMYECTBO COOBLLEHMIA, 3aNMOMMHAEMBbIX BO
BHyTpeHHem bydepe. HoBoe 3HauYeHUe pasmepa bydepa
NPUMEHUTCA NOC/e NepesarpysKku yCTpoicTea.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

logging file [level]

level: (cm. Tabnunuy 236)

BKNOUNTL Nepesavy aBapuiHbIX UM OTNAL0UHBIX
Cco06LLEeHMI BbIBPAaHHOTO YPOBHA BaXKHOCTK B dalin KypHana.

no logging file /errors BbIKNOUNTL Nepesady aBapuUiHbIX UAM OTNAAA04HbIX
coobuieHunin B dalin xkypHana.
aaa logging login 3aHOCKTb B XKypPHabl COBbITUA ayTeHTUdUKALMMK,
aBTOpU3aLMK U yyeTa (AAA).
- - —/BKNOYEHO
no aaa logging login He 3aHOCUTb B }KypHasbl cObbITUA ayTeHTUdMKaL MM,
aBTOpU3aLMK U yyeTa (AAA).
. . BKAOUUTB 3aNUCh B }KypHaN cobbITnit nHbopmaumm ob
logging events link-status Xp . bopma,
M3MEHeHWUM COCTOSHUI MHTepdECoB.
—/BKNIOYEHO

no logging events link-
status

BbIK/IOYMTb 3aMNNUCh B }KYPHa OCHOBHbIX COBbITHI
MHbOpPMauum 06 U3MEHEHUMN COCTOAHNIN MHTEPENCOB.
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logging events
spanning-tree
port-state-change

no logging events
spanning-tree
port-state-change

—/BKAKOYEHO

BK/OUMTL perucTpaumio M3meHeHus cratyca uHTepdeicos B
STP.

OTKNIOYUTD PErUCTPALLUIO U3MEHEHUSA CTaTyca UHTepdelicoB B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

— /BbIKOYEHO

BKAOUMTL perncrpaumio usmeHeHui Tononorum B STP.

OTKNIOYUTD PErUCTPALLUIO M3MEHEHUI Tonosormm B STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKntouMTb perncrpaunio cmeHbl root bridge.

BbIKNOUNTL perncTpaymio cmeHsbl root bridge.

logging events ddm
threshold

no logging events ddm
threshold

— /BbIKOYEHO

BKAHOUMTL perncTpaumio cobbiTMa MU3SMeHEHU NAapaMeTpoB
SFP c DDM.
CocTtosAiHMe cumuTbiBaeTcA pa3 B 60 ceKyHa. MoxkeTt
npuHUMaTbL 3HadyeHna W — Warning, E — Error, OK.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

logging cli-commands

no logging cli-commands

—/OTKNOUYEHO

BktounTb normposaHue BBegeHHbIx B CLI KomaHa,.

OTKNOUMTb NorMposBaHme BeeaeHHbIX B CLI KomaHa,

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymon4yaHuio
perucTpauma BKAYeHa

BKAOUMTB perncrpaumio cobbiTnin dpatnoBoit cuctemsl.

- COpy — perucTpaumsa coobLieHui, CBA3aHHbIX C onepaLuamm
KonupoBaHua ¢paiinos;

- delete-rename — perucTpayma coobLeHnn, CBA3AHHbIX C
yoanennem gpaiinos u nepeMmeHoBaHMEM Onepauuii.

BbIkntounTb pernctpaumio cobbitnin darinosowm cuctemsl.

management logging
deny

no management logging
deny

Mo ymon4yaHuio
perncrpauma BkaYeHa

Bkaountb perncrpauuio cobbITHiM 0 3anpeTe A0CTyna K
ynpasaeHN KOMMYTaAaTOPOM.

BbIKNOUMTL permucTpauumio cobbiTuii 0 3anperte gocTyna K
ynpaB/ieHN0 KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/oTKNOYEHO

BKNOUMTL KOHTPO/Ib arperaunm Syslog-coobLLeHni.

OTKAOYMTb arperauumto Syslog-coobLieHni.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 ¢

YCTaHOBUTb BpemMA XpaHeHUA CrpynnmpoBaHHbIx Syslog-
coobLLeHuA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BKOUNTbL KOHTPO/Ib OFPaHNYEHNA CKOPOCTM BXOAALLMX
KaZpoB 4/17 onpeaesieHHoro tTuna Tpaduka.

OTKAOUUTbL NOTMpPOBaHMe.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/Het

3azaTb 3HayeHue origin-id, gobasnaemoe B Syslog-
coobuieHus. Mpu ncnonb3oBaHUM KomaHabl Syslog-
coobuieHunn nepegatotcsa B opmate RFC 5424,

Mcnonb3oBaTtb 3Ha4YeHMe N0 YMOYAHUIO.
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logging source-interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id
| oob} [vrf vrf_name]

no logging source-
interface [vrf vrf_name]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
loopback_id: (1..64)

group: (1..48);
vlan_id: (1..4094);
vrf_name: (1..32)
CMMBOJI0B

Mcnonb3oBaTb IP-agpec ykazaHHoOro nHtepdeica B Kayectse
MCTOYHMKa B IP-nakeTax npoTokona Syslog.
- vrf_name — vma BUPTyanbHoM 061aCcTM MapLipyT1saumuu.

Mcnonb3osaTh IP-agpec ucxoasuwero nHtepdeliica.

logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipvé

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3oBaTh IPv6-agpec yKazaHHOro UHTepdelica B
KayecTBe UCTOYHMKa B IP-nakeTax npoTokona Syslog.

Mcnonb3osaThb IPv6-agpec ncxogsauwero nHtepdeica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIK/IIOYEHO

BKOUNTb PabOTy NepeKNOYEHNA CYXMX KOHTAKTOB MNpu
BO3HWKHOBEHWW aBapUMHOTO cObbITUA.
- state — NONOXKeHWe KOHTAKTOB, KOTOPble GUKCUPYIOT
aBapwio.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKMOUMTL PabOTy NePEKNOUEHUA CYXMX KOHTAKTOB Npw
BO3HMKHOBEHMM aBapUItHOro cobbITUA.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIKOYEHO

BKNIOUMTL NEpPeKNtOUYEHUE CYXMX KOHTAKTOB MO COObITUIO
paspbiBa Konbua ERPS.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKNHOUNTL NEepeKItoYEHME CYXMX KOHTAKTOB MO CObbITUIO
pa3pbiBa Konbua ERPS.

alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKOYEHO

BKNIOUMTL NEpPeKNtoUYeHUEe CYXMX KOHTAKTOB MO COObITUIO

HencnpaBHocTK PoE-KoHTponepa nnm ero neperpysku.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIK/NIOUNTL NEPEK/IOYEHME CYXMX KOHTAKTOB MO cobbITUIO
HencnpasHocTH PoE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BKAtoUNTbL paboTy NEpPEKNOYEHMA CYXMX KOHTAKTOB NpK OT-
KNtoyeHUn 610Ka NUTaHuA.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKNOUMTL PABOTY NEePEKIIOYEHNA CyXMX KOHTAKTOB Npu
OTK/ItOYEeHMM 610Ka NUTaHWA.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIK/OYEHO

BKAOUMTL PaboTy NEpeKouYeHMs CYXMX KOHTAaKTOB npu
BO3HMKHOBEHMM KPUTMYECKOW TemnepaTypbl Ha Temnepa-
TYPHbIX AaTYMKaX.
TonbKo gns ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIK/MOUNTL PabOTy NepeKNtUEHUSA CYXMX KOHTAKTOB Npw
BO3HMKHOBEHUMN KPUTUYECKOI TemnepaTypbl Ha
TeMnepaTypHbIX AaTYMKaX.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoOHPurypaumnm nnHtepderica Ethernet:

console (config-if)#

Tabanua 235 — KomaHgbl pexxuma KoHpurypaunmn nHtepoeiica

Komanoa 3HayeHue/3HayeHue no Neiicmeue
yMon4YaHuio
alarms events link-status BK/IIOUNTB PabOoTy NepPeKNOYEHNA CYXMX KOHTAKTOB MNpu
[status] N3MeHeHWM onepaTUBHOrO CTaTyca UHTepdelica.
status: (up/down) Tonbko pna ycrpoiicte MES3508, MES3508P wm
/BbIKAOYEHO MES3510P.
no alarms events link-status BbIK/IIOUNTL PAabOTy MEPEKNIOUYEHNUA CYXMX KOHTAKTOB Npu
[status] M3MeHEHUN oNepaTMBHOrO cTaTyca uHTepdelica.

Kaxaoe coobuieHMe MMeeT CBOM YPOBEHb BaXKHOCTU; B Tabauue 236 npuseaeHbl TUMbl COOOLLEHUI B
nopaake ybbiBaHNA NX BaXKHOCTU.

Tabanuya 236 — Tunbl BaXXHOCTU COOBLLEHNT

Tun eaxcHocmu coobujeruli OnucaHue
. . B cucTeme npousoLna KpuUTMYeckas ownbKa, cucTema MoXKeT paboTaTb Henpa-
YpesBblyaliHble (emergencies)
BUJIbHO.
CurHanbl Tpesorw (alerts) HeobxoaMMo HemeaNeHHOE BMELLIATE/IbCTBO B CUCTEMY.
Kputnueckue (critical) B cucTeme npomsowia KpUTUYeckas olmnbKa.
OwwnbouHble (errors) B cucteme npomsoluna owmnbKa.
MpeaynpexaeHus (warnings) MpeaynpexaeHue, HeasapuitHoe coobLieHue.
YBegomneHus (notifications) YBegomieHne cucTembl, HeaBapuitHoe coobuyeHue.
NHbopmaumoHHble (informational) NHPpopmaumoHHble coobLieHmns cucTemol.
. OTnagouHble cooblueHns, NpeaoCcTaBaAAOT NOAb30BATENO MHPOPMaLMIO AAA
OTnagouHble (debugging) A N uf » PEA bopmay A
KOPPEKTHOM HAaCTPOMKM CUCTEMBI.

KomaHOobl pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 237 — KomaHab! pexkuma privileged EXEC ana npocmoTpa dainna *KypHana n aBapuiiHbIX cObbITUI

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro

clear logging — Yaanutb Bce cooblieHnn 13 BHyTpeHHero bydepa.

clear logging file — YpanuTb Bce coobuieHma 3 daina KypHana.

show logging file OT06pasmnTb COCTOAHMUE KypHANa, aBapuinHble N OTNAL0YHbIEe
- cooblLeHus, 3anncaHHble B paline KypHana.

show logging OT06pasunTb COCTOAHME KyPHaa, aBapuiiHbIe U OTNAL0UHbIe
o coobLeHus, 3anmcaHHble BO BHyTpeHHeMm Bydepe.

show syslog-servers [vrf vrf_name: (1..32) OT06pasnTb HACTPOMKM ANA yaanéHHbIX Syslog-cepsepos.

{vrf_name | all}] CMMBOOB - vrf_name — nmsa BMPTyanbHOW 061aCTM MapLLpyTM3aLmu.
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show alarms Otobparkaet Bcto MHPOpMaumio 06 aBapuiiHbIX COBbITUAX.
- TonbKko pna ycrpoiicte MES3508, MES3508P u
MES3510P.

system dry-contacts [dry- MepekntounTb pexxMmbl PpaboTbl CYXMX KOHTAKTOB:
status] - lock — nepekntoyeHne cyxmx KOHTAKTOB NPOUCXOAUT NO
cobbiTuIo aBapuu;
dry-status: - unlock — no cobbITNIO aBapUN Cyxme KOHTaKTbl He byayT
(lock/unlock/toggle) nepekntoyaTcs;
/unlock - toggle — NpuvHyAUTENIbHAA CMEHA NEPEKIOYEHUA CYXUX
KOHTaKTOB.
TonbKko pna ycrpoiicte MES3508, MES3508P u
MES3510P.
show system dry-contacts OT06pasunTb TEKyLLME HACTPOMKMN CYXMX KOHTAKTOB.
- TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

[pumepbl UCI016308AHUA KOMAHO

= BK/HOYUTb PETUCTPALINIO OLUMBOYHBIX COOBLLEHMN HAa KOHCONU:
console# configure

console (config)# logging on
console (config)# logging console errors

= OuuncTuTb dakin KypHana:
console# clear logging file

Clear Logging File [y/n] vy
5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®yHKLMA 3epKaIMPOBAHUA NOPTOB NpeaHa3HAYeHa A1 KOHTPOAA ceTeBOro TpaduKa nyTem nepecbiiku
KOMUIM BXOAAWMX M/MAN UCXOAALLMX NAKETOB C OAHOMO MM HECKOIbKMX KOHTPO/IMPYEMbIX NOPTOB Ha OAMH
KOHTPOAUPYIOLLMIA NOPT.

K KOHTpoanpyoLlemy NopTy NPUMEHAIOTCA CAeaytolme orpaHUYeHna:
— TopT He MoKeT BbITb KOHTPOIMPYOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
IP-MHTEepdENC fLoNKEH OTCYTCTBOBATL A/1A STOrO NOpPTa;
— NpoTtokon GVRP goneH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpOAMpyeMbIM NOPTaM NPUMEHAIOTCA CeaytolWme orpaHNIYeHus:
— TOpT HE MOXKET HbITb KOHTPOIMPYIOWMM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO.
CyluiecTByeT orpaHMYeHMe Ha 7 ceccuii 3epKanmpoBaHms, No 8 3epKanmpyembix MHTepdeincos (nopTos
nnu VLAN) B KaxkaoMn.

V 3epkanupoBaHue VLAN BO3MOXKHO TO/IbKO B NEepBOA CeCCUM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 261



HELTEX

Tabnnua 238 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue

no ymoa4YaHuro
port monitor mode 3asaTb pexunm paboTbl NopTa
{monitor-only | network} - monitor-only — Kagpbl, nocTynawoowue Ha MopT, oTbpacbiBa-

—/monitor-only toTCS;

- network — no3sosAeT BecTM 06MeH JaHHbIMU.

no port monitor mode BepHyTb 3Ha4eHne No ymoayaHuio.
port monitor remote vian HaszHauutb VLAN ana yaaneHHoro moHuTtopuHra (RSPAN), B
vlan_id [cos priority] [tx | rx] . KOTOpYHO 6yAyT NOMELLaTbCA NAaKEeTbl C KOHTPOMPYEMbIX

vlan_id: (1..4094); o

. MHTepdencos.
- priority: (0..7)/0

no port monitor remote vian Yaanute VLAN gnAa yaaneHHoro MOHUTOPUHra.
vian_id

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoHpurypaumnm uHtepdelica Ethernet:
console (config-if)#

’ ' [aHHble KOMaHAbI HeNb3A BbINOJIHATL B peXXume KoHpuUrypauum auanasoHa uHtepdeii-
e coB Ethernet.

Tabnunua 239 — KomaHabl AOCTYMHbIE B peXXUMe KoHbUrypaumm nitepdeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoA4YaHuto
port monitor {remote | gi- BkAtounTb GYHKLMIO MOHUTOPUHIA HAa HAaCcTpaMBaemMom
gabitethernet gi_port | nHTepoeice. JaHHbIN UHTepdeinc byaeT KOHTPOIMPYOWMM NOPTOM
tengigabitethernet te_port [AN1A YKa3aHHOTO B KOMaHAe KOHTPO/IMPYyeMoro nopra.
| fortygigabitethernet - gi_port, te_port, fo_port — KOHTpONMpPyeMbIit NOPT;
fo_port} [rx | tx] - X — KONWPOBaTb NaKeTbl, NPUHATbIE KOHTPONNPYEMbBIM NMOPTOM;
- tX — KOnMpoBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM
nopTom;
Mpu OTCYTCTBMM NMapameTpa rx/tx ¢ KOHTPOAUPYEMOro nopTa
gi_port: (1..8/0/1..48); Konwpychn BCe NakKeThbl. 6
te_port: (1.8/0/1.24). YHKLUA MOHUTOPUHIA MOXKeT 6bITb HaCTPOeHa Ha ABYX
nopTax oAHOBPEMEHHO.
fo_port: (1..8/0/1..4);
KoHdurypauusa PortChannel B kauectse
V KOHTpO/IMpytoLero uHtepdeiica NnponssoauTca nocne
nepesoga uHTepdeiica B coctoaHue UP.
no port monitor {remote | BbIKN0UNTD PYHKLMIO MOHUTOPMHIA Ha HAacTpaMBaemMmom
gigabitethernet gi_port | MHTepodeice.
tengigabitethernet te_port
| fortygigabitethernet
fo_port }

262 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

port monitor vlan vian_id BKAOUNTL QYHKLMIO MOHUTOPUHIA Ha HacTpaMBaemom
nHTepderice. [laHHbIN UHTEpdENC ByAEeT KOHTPONUPYHOLLMM NOPTOM
LA yKasaHHou VLAN.

MopT MOHMTOPUHTA He A0/KEH NPUHAANEXKATD K
V HacTpansBaemoit VLAN.

71 MouutopuHr VLAN moxeT 6biTb BKNIOYEH NLWb B TOM
cayyae, eC/iM B CUCTeMe HacTpoeHo He 6onee oaHOro
KOHTpOAMpYyloLLero nopra.

vlan_id: (1..4094)

EcAu KOHTPOAUPYIOLWMIA NOPT HACTPOEH PaHEE, TO TONIbKO
V 3TOT NOPT MOKET 6bITb UCMNO/Ib30BAH A1 MOHUTOPUHTA

VLAN.
no port monitor vlan Yaanutb yKasaHHyto VLAN 13 MOHUTOPUHTa.
vlan_id
port monitor remote BKAoUNTb QYHKLMIO yaaneHHoro moHuTopuHra (RSPAN) Ha
HacTpanBaeMoMm uHTepdelice.
no port monitor remote o BbIKMOUNTD DYHKLMIO yAaneHHoro MoHuTopuHra (RSPAN) Ha

HacTpanBaeMom uHTepdelice.

KomaHOob! pexcuma EXEC

3anpoc KOMaHAHOM CTPoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 240 — KomaHabl, AocTynHble B pexume EXEC

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4arHurwo

show ports monitor BbIBECTU MHPOPMALMIO MO KOHTPOMPYIOLWMM U KOHTPOIMPYEMbIM
noptam.

[pumepbl 8bINOAHEHUS KOMAHO

=  YcTtaHoBuTb 13 uHTepdelic Ethernet KoHTponupyowmm ansa 18 nHtepdeica Ethernet. Becb Tpaduk
¢ 18 nntepdeiica nepegasaTb Ha 13.

console# configure
console (config) # interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

=  BbiBECTU MHPOPMALMIO MO KOHTPOMPYIOWMM U KOHTPOAUPYEMbIM NOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority 0

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled
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5.24 ®dyHKuua sFlow

sFlow — TexHo/10r1A, NO3BONAKOLLAA OCYLLECTBAATb MOHUTOPUHT TPadUKa B MAKETHbIX CETAX Nepeaaumn
[AAHHbIX NyTEM YacTUYHOM BbIOOPKKU TpadmKa ANna nocieaytollei MHKaNcynsauum B cneumasbHble coobueHus,
nepefaBaemMble Ha cepBep cbopa CTaTUCTUKW.

KomaHOb! pexrcuma 2n06aa6HoU KOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmK:

console (config) #

Tabanua 241 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaTtb agpec cepsepa cbopa ctatuctukm sflow.

dress | ipv6_address |
ipv6z_address | url} [port
port] [max-datagram-size
byte]

no sflow receiver id

port: (1.. 5535)/6343;
byte: nonoxurenoHoe
uenoe 4ncno/1400;
dopmar ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX XoXiX;
dopmar
ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumeonos

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — B[OMeHHOEe UMsA XOCTa;

- port — HOmep nopTa;

- byte — MaKCMMasibHOE KOMYEeCcTBO BaT, KOTOPOE MOKET BObITb
OTNPaBAEHO B OAMH MAKET AAHHbIX.

YaanuTb agpec cepsepa cbopa cTatucTmkm sflow.

sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

no sflow receiver source-in-
terface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaTtb nHTepdeiic ycTpoiicTBa, IP-aapec koToporo byaeT ucnosb-
30BaTbCA MO YMOJIYAHUIO B KayecTBe afpeca WCTOYHMKA cbopa
CTaTUCTUKK.

Ypanutb siBHoe 3agaHue MHTepdelica, ¢ agpeca KoToporo byaert
OTNPaBAATLCA CTATUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port}

console (config-if) #
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Tabnuua 242 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

rate:

3afaTb CPeSHIO CKOPOCTb BbIGOPKM NakeToB. MTorosas cCKOpOCTb
BbIGOPKM cumTaeTcs Kak 1/rate*current_speed (current_speed —
TeKyLan cpeaHnAs CKOPOCTb).

(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

- rate — cpefHAA CKOPOCTb BbIGOPKM NaKeToB;

- id — Homep sflow-cepBepa;

- bytes — makcMmanbHOe KonmnyecTso 6aiT, KoTopoe byaert
cKonupoBaHo 13 o6pasLa nakera.

no sflow flow-sampling

OTKNHOUUTB CHETYMKM BbIBOPKM HA NOPTY.

sflow counters-sampling

secid

sec: (15..86400) c;
id: (0..8)

OnpeaenvTb MakCMMasbHbI MHTEPBAN MeXKAY yCneLwHbiMu
BbIGOPKaMM NaKeToB.

- Sec — MaKCUManbHbI/ MHTEPBAN MeXay BbIBOPKaMMU B CEKYHAAX.
- id — Homep sflow-cepBepa (3apgaeTca komaHaoit sflow receiver 8
rno6anbHOM pexume KoHPUrypaLmm).

no sflow counters-sampling

OTKNOUNUTB CHETYMKM BbIBOPKM HA MOPTY.

KomaHObi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeet cneaytowmin Bua;

console>

Tabnuua 243 — KomaHabl, 4OCTynHble B pexkxume EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

BobiBecTu HacTpoiku sflow.

clear sflow statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OumncTuTb cTaTUCTURY sFlow. Ecnm nHTepdelic He ykasaH,
KOMaHAa OUMLLAET BCE CYETUYMKM CTATUCTMKK SFlow.

show sflow statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

OT06pasunTb CTaTUCTUKY SFlow.

[pumepbl 8bIN0AHEHUS KOMAHO

=  YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 gna

cbopa ctatnctukm sflow. na Ethernet-uHtepdelicos

te1/0/1-te1/0/24 ycTtaHOBUTbL CPeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 K6UT/C U MaKcUMab-
HbI MHTEPBAN MEXAY ycnewHbiMu Bbibopkamm naketos — 240 c.

console# configure
console (config)# sflow receiver 1 10

.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1

console

(config-if) # sflow counters-sampling 240 I
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5.25 ®yHKUUM AUArHOCTUKKN PU3NYECKOro YPOBHSA

CeTeBble KOMMYTAaTOpPbl COZEPKAT annapaTtHble M NporpammHble CpeacTsa ANA  AMArHOCTUKMU
dum3nyecknx nHTepdeincoB 1 NHKIK cBA3KN. B nepeyeHb TECTUPYEMbIX NAPAMETPOB BXOAAT Cneaytowme:

[Nns aneKkTpuyecknx nHTepdencos:
— A/IMHa Kabens;
—  paccTofHMe A0 MecTa HeEMCNPaABHOCTU — 06pPbIBA UM 3aMbIKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:
— napameTpbl NUTAHUA — HANPAXKEHUE U TOK;

— BbIXOAHaA oNTU4YeCKaa MOLLHOCTb,
— ONnTn4yeCKaAa MOWHOCTb Ha npueme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOM CTPoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnuua 244 — KomaHabl ANArHOCTUKM MeaHOro Kabens

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymon4aHuro

test cable-diagnostics tdr BbINONHUTL BUPTYa/ibHOE TECTUPOBAHME Kabena aAna ykasaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | nHTepdeiica.
net gi_port] - all — gna Bcex uHTepodelicos.
show cable-diagnostics tdr OT06pa3nTb pesy/bTaTbl NOCAEAHEro BUPTYaibHOrO TECTUPOBAHMA
[interface gigabitethernet gi_port: (1..8/0/1..48) Kabena ana ykasaHHoro nHtepdeica.
gi_port]
test cable-diagnostics tdr- BbINONHUTL BUPTYanbHOe TeCcTMpoBaHMe Kabensa ¢ HU3Kom
fast [all | interface giga- gi_port: (1..8/0/1..48) | TouHOCTbIO ANA yKasaHHOro nHTepdelica.
bitethernet gi_port ] - all — gna Bcex uHTepodelicos.

OT06pasnTb NPeANONOKUTENBHYIO ANUHY Kabens, NOAKAYEHHOTO

K YKasaHHoMy nHTepdelicy (ecav Homep nopTa He 3a4aH, To

show cable-diagnostics ca- KOMaHAa BbINONHAETCA ANA BCEX NOPTOB).

ble-length [interface giga- WHTepdeiic AonkKeH 6bITb aKTUBHbLIM U paboTaTtb B

bitethernet gi_port] V pexume 1000 M6ut/c namn 100 M6ut/c. AnarHoctuka
noAaAepKMBAETCA TONbKO Ha MHTepdeiicax

GigabitEthernet.

gi_port: (1..8/0/1..48)

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lpoTectnposatb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gil/1

Cable on port gil/0/1 is good
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5.25.2 luaezHocmuKka onmu4yecKo2o mpaHcueepa

®DYyHKUMA OMArHOCTMKM MO3BO/IAET OLEHUTb TeKyllee COCTOSiHWE ONTUYECKOro TpaHcuBepa U
ONTUYECKOU TNHUU CBA3N.

Bo3MOKeH aBTOMATMYECKUIA KOHTPOIb COCTOSHUA IMHWUI CBA3W. [1A 3TOr0 KOMMYTaTOp NEPUOANYECKN
OnpalnBaeT napamMeTpbl OMNTUYECKUX WHTEepdEcoB M CPaBHMBAET WX C MOPOrOBbIMK 3HAYEHUAMM,
3aZl@aHHbIMM MPOU3BOAUTENSAMM TpaHcuBepoB. [pu BbiIXoAe MapameTpoB 3a AONyCTUMble Mpeaesnsbl
KommyTaTop GopmMuMpyeT Npeaynpexgatolime U aBapuiiHbie coobLeHus.

KomaHOowbi pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeeTt cnepytowmii Bua;

console>

Tabnuua 245 — KomaHaa AMarHoCTUKKM ONTUYECKOro TpaHcueepa

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4YarHuro

show fiber-ports opti- OTO6pa3nTb pesynbTaThl AMArHOCTMKM ONTUYECKOTO TPaHCUBEpa.
cal-transceiver [detailed] . . .
[interface {gigabitethernet gi_port: (1..8/0/1..48);
i_port | tengigabitether- te_port: (1..8/0/1..24);
9L . fo_port: (1..8/0/1..4).
net te_port | fortygiga-
bitethernet fo_port}]

[pumep 8b1M10AHEHUS KOMAHObI

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabauua 246 — MNapameTpbl AMArHOCTUKM ONTUYECKOTO TpaHCcMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmsepa.
Voltage HanpsakeHne nuTaHmA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegave.
Output Power BbIxoAHaA MOLHOCTb Ha nepegaye (MBT).
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Input Power BxogHas MoOWHOCTb Ha npueme (MBT).

LOS MoTtepa curHana.

3Ha4YyeHMA pe3ynbTaToB AMArHOCTUKM:

— N/A — HepocTynHo,
— N/S — He noagepskunsaetcs.

5.25.3 flJuazHocmuka uHAuUKayuu uHmepdgeiicoe

KomaHObi pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 247 — KomaHgbl ANAarHOCTUKM MHAMKAUMM UHTepdelicoB

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
test led port mode { force- BKNOUUTL HEOBXOAMMbIN PEXMM PaboTbl MHAMKALMK MHTepdeica
on | force-off |force-blink - force-off — BbIKNIOYEH;
| default [gigabitethernet gi_port: (1..8/0/1..48); | - force-on — ropuT NOCTOAHHO;
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - force-blink — muranve;
net te_port | fortygiga- fo_port: (1..8/0/1..4); | - default — pexum paboTbl CBETOBOW MHAMKALMKU MOPTOB,
bitethernet fo_port | all]} /default all OMNUCaHHbIN B NyHKTE 2.4.4;
V Tonbko gna yctpoiicte MES5324.
show led port mode [giga- OT06pa3nTb MHGOPMALMIO O peXRMMe PaboTbl MHAMKALMK Ha
bitethernet gi_port | tengi- nHTEpoelice
gabitethernet te_port | —
fortygigabitethernet
fo_port]

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHusi o6 ypoBHe obcny:kmBaHus B IP-ceTax) — TEXHONOrMs aKTMBHOrO MOHWTOPUHTA,
MCNONb3YIOWANACA AN U3MEPEHMA NapameTpPoB ObICTPOAENCTBUA KOMMbBIOTEPHbIX CETEM M KayecTBa nepegayu
OaHHbIX. AKTUBHbIA MOHUTOPUHI NPeAcTaBaseT cobon NPOAOIKUTENBHYIO LMKANYECKYIO reHepaLumto TpaduKa,
c60op MHPOpMaLMK O ero NPOXOKAEHUN NO CETU U BELAEHME CTAaTUCTUKN.

Ha gaHHbIA MOMEHT M3MepPeHME NAapPaMEeTPOB CETU MOKET OCYLLECTBAATLCA C UCMOb30BaHME NPOTOKOA
ICMP.

Mpu Kaxkgom BbinonHeHUn onepaumm ICMP Echo ycTpolictBo oTnpasaseT ICMP Echo request coobuieHue
Ha aZpec HasHa4YeHUn, OXKMAaeT noaydyeHus coobueHmsa ICMP Echo reply B TedeHuMe 3a4aHHOIO MHTEpPBana Bpe-
MeHMU.

C oagHoit IP SLA onepaumelt MOXKHO CBS3aTb HecKoibko 06bekToB TRACK. CocToAaHMe ob6bekTa TRACK ums-
MEHAETCA B MOMEHT M3MeHeHUA cocToaHus IP SLA onepaumm, nmbo ¢ 3agaHHON 3a4ePHKKON.

Mpu M3MEeHEeHMN COCTOAHUA TPeKa BO3MOXHO BbINOJIHEHWE MaKpPOKOMaHA. MaKpOKOMaHAbl BbINOAHA-
0TCA B peXknume rinobanbHoro KoHGUrypupoBsaHua. 11 BbINONHEHMA KOMaHA, pexXuma privileged EXEC KomaHapl
HeobxoaMMo AoNoNHUTb Npedurkcom do. KomaHabl co3gaHna Habopa MakpoKomaHa npuseaeHbl B Tabanue 42,
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Ona ncnono3osanua pyHKUmMM IP SLA Heob6xoAMMO BbINOAHUTL Caeaytolne AencTBumA:

— CospgaTb onepauymio icmp-echo 1 ckoHpUrypupoBaTh eé.
— 3anycTuTb BbIMOJIHEHUE ONepaLum.
— CosgaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauueit n CKoHbUrypmMpoBaThb ero.

— [pn HeobxogMMOCTM, CO34aTb MAKPOCHI, BbINOAHAEMbIE MPU U3MEHEHUU COCTOAHMA OODBEKTA

TRACK.

- HDOCMOTDETb CTaTUCTURY, NpUn HEO6XO,CI,MMOCTM, O4YnNCTUTDL ee.
- an HEO6XO,£I,VIMOCTVI, NPEKPaTUTb BbIMOJIHEHNE Oonepaunn.

KomaHObI pexcuma 2a0b6ana6Hol KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHduUrypaumm:

console (config) #

Tabnunua 248 — KomaHab! pexuma rnobanbHoi KoHduUrypaumum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MepeiTtn B pexxnm KoHdurypmuposaHua IP SLA onepaumu.
- operation — HOMmep onepauuu.

Ypanntb IP SLA onepauutio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anycTuTb Ha BbinonHeHue IP SLA onepauuio.

- operation — HOMep onepauuu.

- life — Bpems, B TeueHMe KOTOPOro onepauma byaeT BbINONHATLCA.
- start-time — Bpemsa 3anycka.

MpeKkpatnTb BbinosHeHue IP SLA onepauun.
- operation — HoMmep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64);
operation: (1..64)

Co3patb TRACK 06beKT, KOTOpbI byaeT oTcnexKmBaTtb cocTosiHue IP
SLA onepauuu.

- object — Homep TRACK ob6beKTa.

- operation — Homep IP SLA onepauuu.

Ypanutb TRACK-06beKT.
- object — Homep TRACK-obbekTa.

logging events ip sla opera-
tion-state-change

BKAtoUNTL BbIBOA, COObLLEHMI 06 M3MeHeHUM cTaTyca IP SLA onepa-
Lu1n.

no logging events ip sla track-
state-change

- - —/BKNtOYEHO —
no logging events ip sla oper- BbIKNtOUMTb BbIBOA, COOBLLLEHNI 06 M3MeHeHuu cTaTyca IP SLA one-
ation-state-change paumm.
logging events ip sla track- BKNtOUNTL BbIBOZ COOBLLEHMI 06 M3MEHEHUM CTaTyCa TPeKa.
state-change
—/BKAKOYEHO

BbIK/MOUMTb BbIBOA COOBLLEHNI 06 M3MEHEHMM CTaTyca TPeKa.

Tabnnua 249 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158)
CMMBOJI0B

MepeiTn B pexum KoHourypmposanua ICMP ECHO onepa-
Luu.

-A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe MA y3na ceTu.
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KomaHObI pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO-onepayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypuposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabanuya 250 — KomaHab! pexkuma KoHpurypuposaHma onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

frequency secs

no frequency

secs: (10..500)/10 ¢

YCTaHOBUTbL 4acTOTy MOBTOPEHUS
- Secs — 4acToTa, B CEKYHAAX.

ICMP ECHO-onepauuu.

YCTaHOBWUTb 3HAUYEHME YACTOTbl NOBTOPEHUI NO YMONYAHUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YCTaHOBWUTb O/ IMHY TaimMayTa, NO UCTEYEHUM KOTOPOro, ecamu
He npuwen ICMP-oTBeT, onepauus 6yaer cuyuTaTbCA
HeyaauyHoM.

- msecs — TaMayT, B MUIIMCEKYHOAX.

YCTaHOBUTb 3HaYyeHue TaﬁmayTa No YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YcTaHOBUTbL KOMYecTBO 6anT, nepesaBaembix B ICMP-nakeTe
B KauecTBe AaHHbIX (payload).
- bytes — Konn4yecTso 6alT.

YCTaHOBWTb 3HaYeHWe KonnyecTsa 6aiT No yMon4aHuIo.

I Ona HopmanbHoOro sbinoaHeHua onepauyun ICMP Echo pekomeHgyeTca yCTaHOBUTb 3Ha-

YyeHue 4acToTbl BbiNOJIHEHUA onepauunmn 60nbLI.IV|M, yem 3Ha4yeHue TaﬁmayTa onepauyuun.

KomaHObI pexcuma KOHuU2ypuposaHUa mpeka

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnunua 251 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HavyeHue

Aelicmeue

delay {up secs down secs |
up secs | down secs}

no delay [up] [down]

secs: (1..180)/0

YCTaHOBUTb 3aZ1ePKKY A/1a cMeHbl cocTossHuA TRACK-06beKTa,
npu n3meHeHumn coctoAaHusa IP SLA-onepauum.

- Secs — 3afeprKKa, B CEKYHOAX.

- up — 3ajepXKKa WM3MEHEeHMA COCTOAHUA MpPU U3MEHEHUU
onepauumn B coctoaHme OK;

- down — 3ageprKka U3MEHEHUA COCTOSIHUA NPU U3MEHEHUU
onepauuu B coctosHue Error.

YanuTb 3a4epiKKy.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnunua 252 — KomaHabl pexkuma privileged EXEC

KomaHoa

3HayeHue

Aelicmesue

show ip sla operation
[operation]

operation: (1..64)

OT06pa3unTb uHPopmaumio 06 IP SLA-onepaymsx.

- operation — HoMep onepaLuu.

show track [object]

object: (1..64)

OTo6pasuTb nHdopmaumio o TRACK-o6beKTax.

- object — Homep 0bbekKTa.

clear ip sla counters
[operation]

operation: (1..64)

O6HynunTb cueTumkm IP SLA-onepauuu.

- operation — HOMep onepaLuu.

Mpumep HaCTPOMKM, NpesHA3HAYEHHOW AR KOHTPOAsA y3na cetu ¢ agpecom 10.9.2.65, ¢ oTnpasKol
icmp-3anpoca Kaxkable 20 ceKkyHa, BpemeHem OTBeTa Ha icmp-3anpoc, He npesbiwatowmm 500 mc, u
pasmepom AaHHbix 92 6aliTa; 3aaeprkka cmeHbl cocToaHuA TRACK-06beKkTa — 3 ceKyHApbl; NpU U3MEHEHUMN
coctonaHuMAa TRACK-o6beKTa BbinoHAWTCA Makpocbl TEST_DOWN mn TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console(config)# macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (config) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo)# exit

console (config-ip-sla) # exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track)# delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTUMKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0
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roe:

— Operation state — TeKyw,ee COCTOAHME Onepaumu:
= scheduled — onepauua BbINOHAETCS;
= pending — BbINOJIHEHWE ONEpPaLUN OCTAHOBNAEHO.
— Operation return code — Kop, 3aBepLUeHMA nocnegHen BbiNoJHEHHOW onepauum:
= OK — ycnewHoe 3aBeplueHne npeablayLen onepaymm;
= Error — Heyga4yHoe 3aBepLueHue nocneaHer nonbiTkM U3MepeHus.
— Operation Success counter — KOIMYECTBO YCMELHO 3aKOHUYEHHbIX OnepaLnii.
— Operation Failure counter — KONNYeCTBO HeyAa4yHO 3aKOHYEHHbIX Onepauuii.
— ICMP Echo Request counter — KONMYeCTBO NPOBEAEHHbIX 3aMyCKOB onepauunm.
— ICMP Echo Request counter — KONM4YeCcTBO NoydYeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CY4ETYMK, OTOOPAXKAIOLWMIA KOIMYECTBO M3MEPUTE/IbHbBIX OMNepaLni, 3aKOHYMBLUNXCA C CO-

OTBETCTBYIOLLMM KOAOM OLUNOKM.

5.27 dnekTponuTaHue no anHuam Ethernet (PoE)

Mogenn kommyTaTtopos ¢ cydpukcom ‘P’ B 0603HaAUYEHUMN NOAAEPHKMBAIOT INEKTPONUTAHUE YCTPOCTB
no nvHum Ethernet B cooTBeTcTBUM C pekomeHaaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKMK A.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console# configure

console(config)#

Tabnuua 253 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

power inline limit-mode {port | BbI6paTb perKMm OrpaHUYeHUs MOLLLHOCTH

class} 3N1eKTPONUTAHMUA:
- port —orpaHuyeHue ycTaHaBAMBAETCA Ha OCHOBAHUMU

—/class aAMUHUCTPATUBHbIX MAPAaMeTPOB NOpPTa;

- class — orpaHuyeHue ycTaHaBIMBAETCA HAa OCHOBAHUK
Knacca NoAKNYEHHOro YCTponcTea

no power inline limit-mode BepHyTb 3HaueHne No ymonyaHuio

power inline restart auto BKntounTb aBTOMaTMYecKuii pectapT PoE B cayyae
OTKAtoYeHnA POE-KOHTpoNNepa.

no power inline restart auto —/BK/IOYEHO YCTaHOBUTb 3HaYeHne No ymonyaHumio. OTKAIOUNTD

aBTOMaTU4YecKuin pectapT PoE B ciiyyae oTKAoYeHus PoE-
KOHTpoOAnepa.

power inline usage-threshold
percent

no power inline usage-threshold

percent: (1..99)/95

YCTaHOBUTL NOPOT NOTPE6IAEMON MOLLHOCTK, NPK
KoTopom dpopmupyeTca HpopmaLMoHHOe coobLieHre
(snmp trap) o npesbiWweHUN nopora.

BoccTtaHOBUTL 3HaYeHWe nNopora no YMO/IYaHuUIo.

power inline traps enable

no power inline traps enable

—/BbIK/OYEHO

Paspelwnts bopmmnposaHmne MHPOPMaLMOHHbIX
coobuieHunit gna noacuctemsl PoE.

BepHyTb HAacTPOWKKM K NapameTpam no YMOAYaHMIO.

power inline inrush test disable

—/BKNOYEHO

BKAtounTb NposepKy inrush-Toka.
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no power inline inrush test
disable

OTKNOYUTL NPOBEPKY inrush-Toka.

power inline disable

no power inline disable

—/BbIK/OYEHO

OTKNOYNTb Ucnonb3oBaHue PoE.
/ HacTtpoiika BcTynuT B cMNy TONbKO nocne
nepesarpysKu ycTpoucTsa.

BKkAtounTb ncnonbsosaHue PoE.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepderica Ethernet:

console# configure

console (config)# interface gigabitethernet gi port
console (config-if)#

Tabnnua 254 — KomaHgb! pexkuma KoHdpurypaumm nntepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CUMBOAA;
—/auto

YnpaBnaTb paboToi npoTokona obHapyKeHua PoE-ycTpoicTts
Ha uHTepdodelice.

-auto — paspelwaeT paboTy NpoToKosa obHapyxeHuna PoE-
YCTPOWCTB Ha MHTepdeiice 1 BKAOYAET NoAayy 3/1eKTponuTa-
HWA Ha nHTepdeic;

-never — 3anpewaeT paboTy npoTokona obHapyKeHusa PoE-
YCTPOWCTB Ha UHTepdelice N OTKAOYAET NoAaYy 3NeKTPONUTa-
HUA;

-time-range — BpeMeHHOM UHTEPBa/, B TeYEHME KOTOPOTro
nuTaHue byaeT nogasaTbCA Ha MHTepdENC.

power inline powered-device
pd_type

no power inline
powered-device

pd_type:(1..24)
CMMBOJI0B/He 334aHO

[o6aBuTb Npon3BoibHOE onucaHne PoE-ycTpoiicTea ga
MOMOLLM B aAMUHUCTPUPOBAHUM 060PYA0BaHUA.

YoanuTb paHee 3afaHHoe onucaHue PoE-ycTpoiicTea.

power inline priority {critical |
high | low}

no power inline priority

—/low

3agaTtb npuopuTeT uHTepdeiica PoE npu ynpasneHun anek-
TponuTaHMeM.

- critical — ycTaHaBAMBaeT HaMBbLICLIMIN NPUOPUTET SNEKTPO-
NMUTaHUA. DNEKTPONUTAHWE NOPTOB C TaKUM NpUopuTeTom by-
[eT npeKkpawaTbCa B NOCNEAHION o4vepeab Mpu neperpyske
cuctembl PoOE;

- high — ycTaHaBAMBaeT BbICOKMIA NPUOPUTET 3NEKTPONUTa-
HUA;

- low — ycTaHaBnMBaeT HU3KUIM NPUOPUTET SNEKTPONUTAHUA.

BoccTaHOBUTL NPUOPUTET NO YMONYAHUIO.

power inline limit power

no power inline limit

power: (0..30000)/30000
mMBT

HasHauunTb npeaen MOWHOCTU SNEKTPONUTAHUA ONA
BblbpaHHOro nopTa.

BoccTaHOBUTL npegen MmowHOCTU NO YMO/THaHUIO.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#
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Tabnunua 255 — KomaHabl pexuma privileged EXEC

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHoa

Aelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pa3unTb COCTOAHUE 31EKTPONUTAHNA MHTepdENCoB,
NoAAEPKMBAOLWMX NMUTaHME NO nHUKM PoE.
- unit_id — Homep OHWTa B CTEKeE.

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pa3unTb XapaKTEPUCTMKM NOTpebaeHUs MoLHOCTU POE-
UHTepdencoB yCTPOUCTBa.
- unit_id — Homep OHWTa B CTEKeE.

show power inline version

OT06pa3unTb BEPCUIO NPOrPamMMHOro obecneyeHms
KOHTpoAanepa nogcuctemsbl PoE.

[pumepbl 861N0AHEHUA KOMAHO

console# show power inline

MoKasaTb COCTOAHME INEKTPONUTAHNA BCEX MHTEPPENCOB YCTPOIMCTBA:

Power-limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto Oon 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKasaTb COCTOAHME 3/IEKTPONUTaHMA BbibBpaHHOro MHTepdeiica:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low

Port is off.
802.3AT

Port Status:

Port standard:
Admin power limit
Time range:

(for port power-limit mode) :

Detection is in process

30.0 watts
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Operational power limit:
Spare pair:

Negotiated power:

Current (mA):

Voltage (V) :

Overload Counter:

Short Counter:

Denied Counter:

Absent Counter:

Invalid Signature Counter:

30.0 watts
Disabled

0 watts (None)
0

0
0
0
0
0
0

OnucaHune oTobparkaemMbixX NapaMeTPoB 3NEKTPONUTAHUA NpUBeaeHo B Tabanue 256.

Tabnuua 256 — MapameTpbl CTaTyCca 3NEKTPONUTaHNUSA

Nominal Power

HomMHaNbHaA MOLWHOCTb UCTOYHMKA NUTaHUA noacuctemsl PoE.

Consumed Power

N3mepeHHOe 3HayeHMe NoTpebaaemoit MOLWHOCTH.

Usage Threshold Moporosoe 3Ha4YeHWe noTpebaaemoi MoLHOCTH, NpU KoTopom popmupyeTcsa MHbop-
MaLMOHHOe cooblueHue (snmp trap) o npeBbIleHUN Nopora.

Traps OTobparkaeT paspeleHme popmmposaHne MHGOPMALLMOHHbBIX COOBLLEHWNA.

Port O603HayeHne nHTepderica KommyTaTopa.

Admin AOMWHUCTPATUBHOE COCTOAHWE 3/IEKTPONUTAHMUA NOPTa. BO3MOMKHbIE 3HauyeHnAa —
auto u never.

Priority MpuopuTeT ynpaBaeHNs 3N1eKTPoNMTaHMEM NopTa. Bo3mokHble 3HaYeHna — critical,
high, low.

Oper OnepaTMBHOE COCTOAHME 3IEKTPONUTAHUA NOPTa. BO3MOKHbIE 3HaYeHUA:

Off — nuTaHWe NopTa BbIKAOYEHO aLMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BKAKOYEHO, OXKMAaHMe NoakaovYeHnA PoE-ycTponcTea;
On — nuTaHWe NopTa BKAOYEHO M eCTb NpUcoeamMHeHHoe PoE-ycTpoicTeo;

Fault — aBapua nuTaHuA nopTta. POE-ycTPOMCTBO 3anpocuao MOLLHOCTb 6onbluyto,
4yem [OCTYNHO UAK notpebnsemas POE-ycTpOMCTBOM MOLLHOCTb NpeBbiCMaa 3a4aH-
HbIX Npegen.

Port standard

Knaccndukaumsa noaKknoyeHHoro yctpoictsa B cootsetcTeum ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CyeTumK KoNNYecTBa C/ly4aeB Neperpyskun No 3/1IeKTPONUTAHMUIO.

Short Counter

CyeTumK cnyvaeB KOPOTKOrO 3aMblKaHUA.

Denied Counter

CyeTumK cnyyaeB OTKa3a B NO4AY€ INEKTPONUTAHMA.

Absent Counter

CyeTuMK cnydaeB MNPEKPaLLEHUA 3NEeKTPOMUTaHMA M3-33 OTKAOYEHMSA MUTAemMoro
yCTpoWcTBa.

Invalid Signature
Counter

CyeTumK oWMBOK KnaccudpukaLmMm nogxatodeHHbIX POE-ycTpoicTB.

5.28 dyHKUMM obecneueHua 6esonacHoOCTU

5.28.1 ®yHKkyuu obecneyeHun 3auUumsi NOPMos

C uenbto NOBbIWEHKA 6e3onacHOCTK B KOMMYTaTope Cyw,ectByet BO3MOXHOCTb HAaCTPOUTb Kakoi-nnbo

MOpPT TaK, 4Tobbl AOCTYN K KOMMYTATOPY Yepes 3TOT NOPT NPeAOoCTaBAANCA TONbKO 3a4aHHbIM YCTPOWCTBaM.
®YHKUMA 3alMTbl NOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTOpbIM paspeluaetca goctyn. MAC-
afpeca MoryT 6biTb HAaCTPOEHbI BPYYHYIO MAW M3yyeHbl KOMMyTaToOpoMm. locne M3ydeHua HeobxoauMbIX
afipecoB MopT cieayeT 3ab/0KMPOBaTh, 3alUUTMB €ro OT MOCTYN/eHUA NaKeToB C HeusydyeHHbiMu MAC-
aapecamu. Taknum obpasom, Koraa 3ab10KMPOBaHHbIM NOPT NoaydaeT nakeT,  MAC-agpec UCTOYHMKA NakeTa
He cBA3aH C 3TMM NOPTOM, aKTUBU3MPYETCA MEXAaHM3M 3aLUWTbl, B 3aBUCMMOCTM OT KOTOPOro MOryT 6bITb
NPUHATLI CleaylolmMe Mepbl: HECAHKLMOHUPOBaHHbIE MaKeTbl, MOCTynatowme Ha 3a610KMPOBAHHbIN NOPT,
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nepecblnatorca, oTbpacbiBaloTca, MO0 Ke NopT, NPUHABLLMIA NAKeT, oTKAoYaeTcs. OyHKUMA 6e30nacHOCTM
Locked Port no3sosnser coxpaHWUTb CAUCOK M3y4veHHbIXx MAC-agpecoB B ¢dainne KOHPUrypauuu, TakUm
06pa3om, 3TOT CMUCOK MOXKHO BOCCTAHOBUTb MOC/IEe Nepe3arpy3Kku yCTpomncTaa.

/ CyuiectByeT orpaHMyeHue Ha Konnuecteo MAC-agpecoB, KOTOpOe MOKET U3yunTb Nopr,
MCNO/b3YIOWNIT GYHKLUMIO 3aLLMUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if)#

Tabanua 257 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port security

no port security

— /BbIK/IOYEHO

BKkAtounTb GYHKLMIO 3aWnTbI Ha MHTepdeiice. BaokupyeT
dYHKLMIO U3y4yeHUA HOBbIX agpecos Ans uHTepdelica. MakeTbl
C HensydyeHHbIMM MAC-agpecamm UCTOUYHMKA OTOpacbIBatOTCA.
KomaHpga aHanornyHa komaHge port security discard.

OTKNOUMTD PYHKLMIO 3aLLUTLI HA UHTepdelice.

port security max num [voice]

no port security max

num: (0..65536)/1

3aaTb MaKCMMabHOE KOJIMYECTBO afiPECOB, KOTOPOE MOXKET
U3y4mnTb NOpT. Mpu 3Tom 13 0bLLEro NIMMUTA aApPECOB
BblYMTAETCA IMMMUT agpecos B voice vian.

- voice — yCTaHaBAMBAET MAKCMMa/IbHOE KOIMYECTBO aApecos,
KOTOpoe MoxKeT b6bITb M3yyeHo B voice-vian.

NIumunT agpecos B voice-vlan He MoXKeT npeBbilaTb 06K
SIMMKT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

port security routed se-
cure-address mac_address

no port security routed se-
cure-address mac_address

®opmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

PaspelwmnTb TONbKO MapLUPYTM3aLMIO NAKETOB C YKa3aHHbIM
MAC-agpecom UCTOYHMKA.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

port security {forward |
discard | discard-shut-
down | discard-shutdown-
vlan} [trap freq]

freqg: (1..1000000) c

BkAtounTb GYHKLMIO 3awmThbl Ha MHTepdelice. Barokupyet
YHKUMIO M3y4eHMa HOBbIX afpecoB AN1A uHTepdeiica.

- forward — nakeTbl ¢ HensyyeHHbIMM MAC-agpecamu
NCTOYHMKA NepecbinatoTca.

- discard — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamm
WCTOYHMKa OTOpacbIBatoTCA.

- discard-shutdown — nakeTbl ¢ HensyyeHHbIMU MAC-
afipecaMu UCTOYHMKA OTOpacbIBaloTCA, NOPT OTK/OYaeTCA.
- discard-shutdown-vlan — nakeTbl ¢ Hensy4yeHHbIMM MAC-
afipecamu UCTOYHMKA oTbpacbiBatoTca. MopT yaanaerca us
cootsetcTaytouen(nx) VLAN. Bo3spaT nopta 8o VLAN
ocylLecTBaseTca KomaHgoh set interface active.

- freq — YacToTa reHepupyembix coobLeHui npoTokona SNMP
trap npuy NOCTyN/ieHNN HeCAHKLMOHNPOBAHHbIX MaKeToB.

port security trap freq

freqg: (1..1000000) c

3a/aTb YacToTy reHepupyembix coobLLeHni npoTokona SNMP
trap 1 Syslog npu NOCTyNAeHUN HECAaHKLLMOHMPOBAHHbIX
MaKeTos.

276 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

port security mode {secure
{permanent | delete-on-
reset} | max-addresses |
lock}

3a4aTb pexxum orpaHuyeHuna nsyveHma MAC-agpecos gna
HacTpanBaemoro nHTepodeiica.

- max-addresses — yaanser Tekylime AMHAMUYECKN
U3yYeHHble apeca, CBA3aHHble C UHTepdelicom. PaspelueHo

M3yYyeHne MakCMMaibHOro KOIM4YecTBa afpecoB Ha MopTy.
MoBTOpPHOE N3yyYeHMe N CTapeHre paspeLleHbl.

- lock — coxpaHsaeT B KOHdUrypaLmio TeKyLLMe ANHAMUYECKU
M3y4YeHHble agpeca, CBA3aHHbIe ¢ UHTepdEicomM 1 3anpeLlaeT
obyyeHue HOBbIM agpecam U CTapeHMUE YiKe U3yYeHHbIX
agpecos.

- secure — HacTpauBaeT CTaTUYECKOE OFpaHUYEHMNE U3YYEHUA
MAC-agpecos Ha nopTy.

- permanent — gaHHbii MAC-agpec coxpaHuTca B Tabauue
Aaxe nocne nepesarpyskn ycTponcTsa.

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysku ycTponcTBea.

—/lock

no port security mode YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 258 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMon4YaHuo

KomaHoa

MoKa3aTb HACTPOMKM yHKLUMM 6€30MacHOCTU Ha BbIbpaHHOM
nHTepdelice.

show ports security {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed}

show ports security ad-
dresses {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb TeKyLLee KONMYECTBO U3YYEHHbIX afPECOB U
gi_port: (1..8/0/1..48); BO3MOHbIV IMMUT ANA 3a6/10KMPOBaHHbIX MOPTOB.
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

AKTMBMPOBATb MHTEPdENC, OTKAOUEHHDbIN GYHKLMEN 3aWmTbl
nopta (KomMmaHAa JOCTYMNHa TONbKO ANA NPUBUIETMPOBAHHOIO
nonb3osaTens).

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}

show ports security status - MoKa3aTb TEKYLMIA CTATYC BCeX MHTepdecos.

[pumepsi 8biM10AHEHUS KOMAHO

= BkatounTb GyHKUMIO 3awmThl Ha 15 uHTepdeiice Ethernet. YcTaHOBUTL OrpaHMYeHUe Ha U3yyeHue
agpecos — 1 agpec. Mocne usyyenma MAC-agpeca 3a6/10KMpoBaTb GYHKLUMIO U3YYEHUA HOBLIX aj-
pecoB A5 uHTepdeiica ¢ Lenblo oTOPOoCUTb NakeTbl ¢ HemdydeHHbIMUM MAC-agpecammn UCTOYHMKA.
CoxpaHuTb B palin n3yvyeHHbIN agpec.

console# configure
console (config)# interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
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console (config-if) # port security max I
console (config-if) # port security

5.28.2 lposepka NodaAUHHOCMU KaAUueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.28.2.1 baszosas nposepka nodauHHocMu

AyTeHTUdUKaumMAa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NPOBEPKY NOAJIMHHOCTM NOJ/ib30BaTeNeN
KOMMYTaTOpa 4Yepe3 BHELWHWWA CepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAWEHT. TO/bKO
ayTEHTUPULMPOBAHHbBIE N AaBTOPU3OBAHHbIE MO/Ib30BATENM CMOFYT MepenasBatb WU MPUHUMATb AaHHbIE.
MpoBepKa NoA/IMHHOCTU NOAb30BaTeel NopToB BbiNnoaHsAeTca cepepom RADIUS nocpeactsom npoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 259 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa Aelicmeue

dotlx system-auth-control BKAOUUTL pexkum ayTeHTUdMKaumm 802.1X Ha KommyTaTope.

no dotlx system-auth-con- —/BbIKOYEHO

trol

BbIKNt0UnTL pexxknm ayteHTudmKaumm 802.1X Ha KommyTaTope.

dotlx mac-auth radius
username {groupsize
groupsize separator separa-
tor {lowercase | upper-
case}}

BbibpaTb dopmat coobuieHnit, KoTopble oTnpasaaoTca RADIUS-
KnneHTom Ha RADIUS-cepBep B npouecce ayTeHTUGUKALUK Ha
ocHoBe MAC-aapeca, M ONUMOHAIbHO HACTPOUTbL popmat
atTpubyta User-Name.

Ecnu username He HacTpoeH, To NnpumeHutca popmar
6e3 pasgenurens ¢ HUXKHUM PErncTPoOm.

groupsize: 1, 2, 4,
12/12
separator: -, ;, ./none V

no dotlx mac-auth

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

dotlx mac-auth password
password

no dotlx mac-auth pass-

password: (1..32)

Mcnonb3oBaTb 3a4aHHbIN a4MUHUCTPATOPOM MAposb B aTpubyTe
User-Password Bmecto MAC-agpeca cynnanKaHTa.

OTMEHUTb UCNONb30BaHWE 334aHHOIO AAMUHUCTPATOPOM

CMMBO/IOB
word napons B atpubyte User-Password: ucnonbzosatb MAC-agpec
cynnavkaHTa B aTpubyTe User-Password.
aaa authentication dotlx 3apaTb 04MH UK ABa MeTOoAa NPOBEPKM NOA/MHHOCTY,
default {none | radius} aBTopuM3aumn 1 yyeta (AAA), 4ns UCNOb30BaHUA Ha
[none | radius] uHtepoeiicax IEEE 802.1X.
- none — He BbIMOHATb ayTeHTUUKaLMIO;
- radius — ncnonb3osaTb cnucok RADIUS-cepsepos ans
—/radius ayTeHTMdMKaLmMmM nonb3oBaTens.

no aaa authentication
dotlx default

Bropoii metoa ayTeHTUPUKauUM mMcnonb3yercs
V TO/NbKO B C/lyyae, ec/iv No NepBoMy ayTeHTUdUKaLma
6blna HeycnewHoM.

YCTaHOBUTb 3HaYeHMeE N0 YMOHAHWIO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nnHtepdelica Ethernet:

console (config-if)#
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v/

umm.

NpoTtokon EAP (Extensible Authentication Protocol) BbinonHser 3agaum ana ayteH-
TUPUKaLUM YyAANEHHOTrO K/MEHTa, NPXU 3TOM onpeaensas mexaHU3m ayTeHTupuKa-

Tabnnua 260 — KomaHab! pexxuma KoHdpurypaumm nntepdeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

— /force-authorized;

HacTpoutb ayTeHTUdMKaumio 802.1X Ha uHTepdeiice.
Pa3peluaeT py4HOMN KOHTPOJIb 32 COCTOAHWEM aBTOPM3aLMK
nopra.

- auto — ncnosb3oBatb 802.1X 41Aa U3SMEHeHMA COCTOAHUA
KJMEHTA MeX Yy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbikntoyaeT ayTeHTUdMKaumMio 802.1X Ha
nHTepoerice. MopT NepexoamnT B aBTOPN30BAHHOE COCTOSHUE
6e3 ayTeHTUPMKaLumu;

time: (1..32) f -
- force-unauthorized — nepesoguT NOPT B HEABTOPM30BaHHOE
cocTosHue. MrHopupytoTCA BCe MOMbITKM ayTeHTUdUKaLmMm
K/IMEHTa, KOMMYTaTOP He NPeAOCTaBAAET CEPBUC
ayTeHTUdUKaLMM AN 3TOrO NOPTa;
- time — uHTepBan BpemeHu. ECav gaHHbI NnapameTp He
onpegseneH, To NOPT He aBTOPU30BaH.
no dotlx port-control YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
dotlx reauthentication —/nepuoanueckmne BK/I1OYMTb NEPUOLMYECKME MOBTOPHbIE MPOBEPKMU
NMOBTOPHbIE NPOBEPKM NoA/IMHHOCTY (NepeayTeHTUUKALMIO) KNKEHTa.
no dotlx reauthentication NOANMHHOCTH BbIK/NOYMTL NEPUOAMYECKUE NMOBTOPHbIE MPOBEPKM
BbIK/1tOYEHbI nog/IMHHOCTU (NepeayTeHTUPUKALUIO) KANEHTA.
dotlx timeout reauth-pe- . YcTaHOBUTb NEpUOA MeXay NOBTOPHbIMU NPOBEPKaMu
riod period period: NoA/IMHHOCTMU.
. (60..4294967295)/
no dotlx timeout 3600 ¢ YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
c

YCTaHOBWTb NMeprog, B TeueHUe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHMM MOJIMAHMA NOCNE HEYAAYHOMN NPOBEPKU
NOA/IMHHOCTH.

B TeyeHue nepmnoaa MoaYaHMA KOMMYTATOP He MPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YCTaHOBUTb 3HAYE€HME MO YMOYAHMIO.

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
c

YCTaHOBUTb NMeproa, B TEYEHME KOTOPOro KOMMYTaTop
OXKMAaeT OTBET Ha 3anpoc IMB0 NaeHTUOUKALMIO NO
npotokony EAP oT KnneHTa, nepes, NOBTOPHOW OTMNPaBKoW
3anpoca.

YCTaHOBUTb 3HAYE€HME MO YMOYAHMIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCTaHOBUTb MaKCMManbHOE YMCNO NOMbITOK Nepeaayn
3anpocoBs npoTtokona EAP-knneHTy nepes HOBbIM 3aMyCKOM
npouecca NpoBepKu NOAJMHHOCTU.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHUIO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30 ¢

YcTaHOBUTb NEpUog mexay NOBTOPHbIMK Nepegadamm
3anpocos npoTokona EAP-knueHTy.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30 ¢

YCTaHOBUTb Nepuos, B Te4eHNne KoTOpOoro KOMMYTaTop
OXXWOaeT OTBETa OT cepBepa ayTeHTI/I(bVIKaU,VIVI.

YCTaHOBUTb 3HaYeHue no YMOYaHUIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535) ¢/
He 3afaHo

YcTaHOBUTb nepunog spemeHn HeakKTMBHOCTU K/IMeHTa, No
ncte4yeHmMe KoOToporo KIMEHT CTAaHOBUTCA HEABTOPU3OBAHHbIM.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHUIO.
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dotlx multi-sessions moni-
tor-mode

- - —/BbIK/OYEHO
no dotlx multi-sessions

monitor-mode

BkntounTb oTnpaBky multicast Request Identity Hesasucumo
OT ayTeHTUPULMPOBAHHBIX CECCUIA.

BbIkNOUNTL Nepuoanyeckne otnpaBku multicast Request
Identity He3aBucuMMo OT ayTEHTUPULMPOBAHHBIX CECCUN.

dotlx action track dead

force-authorized —/BbIK/IOYEHO

no dotlx action track dead

Mpwn HepocTynHocT RADIUS-cepBepa KAMEHT nepexoauT B
COCTOAHWE aBTOPU30BAHHOTO.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

dotlx action track alive

reauthentication
—/BbIK/IOYEHO

no dotlx action track alive

Mpu BoccTtaHoBNeHUM goctynHocTn RADIUS-cepBepa
(Bo3BpaLLeHnu 13 coctoaHuna dead) MHULMMPYETCA NOBTOPHan
ayTeHTUUKALMA KINEHTOB.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 261 — KomaHgb! pexuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHoa

Aelicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto OCyLLEecTBUTb NOBTOPHYO NPOBEPKY NOANMHHOCTM
yKa3aHHOro nopTta B KOMaHge, 1Mbo Bcex NopTos.,
nogaepxusarowmx 802.1X.

show dotlx [interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb coctonaHme 802.1X aAna KommyTtaTopa AMbo ann
yKa3aHHOro uHtepdelica.

show dot1x users
[username username]

username: (1..160)
CUMBOJIOB

MNoKa3aTb aKTUBHbIX ayTEHTUDULIMPOBAHHbIX NO/b30BaATENEN
802.1X KommyTaTtopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb cTatnucTuKy no 802.1X ans BbibpaHHOro nHTepdelica.

[pumepbl 8bINOAHEHUS KOMAHO

= BkAounTb pexum ayteHTuduKaumm 802.1x Ha KommyTtaTope. Mcnonb3osatb RADIUS-cepsep ans
NPOBEPKMN MOAJIMHHOCTU KNMEHTOB Ha nHTepdeicax IEEE 802.1X. Ana 8 untepdeiica Ethernet uc-

Nosib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config) # aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToaHMe 802.1x ana KommyTtaTopa, 4na 8 uHtepdeliica Ethernet.

console# show dotlx interface tengigabitethernet 1,/0/8

Authentication is enabled
Authenticating Servers: Radius
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tel/0/8
Host mode:

Tx period:

Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access:
Server timeout:
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period:
Quiet period:
Interfaces 802.1X-Based Parameters
30 sec

Supplicant timeout: 30 sec

Max req: 2
Authentication success: 0
Authentication fails: 0

disabled

30 sec

0 sec

60 sec

Tabnnua 262 — OnuncaHue pesybTaToB BbINOJHEHUA KOMaHA,

Mapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexum ayteHTMdmMKaymm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumoHHbI peXum MnopTa: aBTOPM30BaHHbIN, HEABTOPM30BAHHDLIN, MO0 BbIK/HOYEHHbIN
(Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTeHTUOUKALNM.

Reauth Period

Mepuoa mexay NOBTOPHbIMM NPOBEPKaMM NMOANNHHOCTHU.

Mmsa nonbsosaTens npu ncnonbsosaHmm 802.1X. Ecnn nopT aBTOpM30BaH, TO 0TobpakaeTca ums

Username Tekylero nosnb3osartens. Ecav noprt He aBTOpM30BaH, TO OToBpa)kaetcAd MMA MOC/iefHEro
YCMeLIHO aBTOPU30BAHHOIO NOb30BaTENA Ha NOPTY.
Quiet period Mepuog, B TeYUEHWE KOTOPOro KOMMYTATOP OCTAETCA B COCTOAHUM MONYAHWUA NOC/NE HeyAauHOW
P NPOBEPKMN MOAJIMHHOCTM.
Tx period Mepuoga, B TeYUEHWE KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc M6 naeHTUdMKaLMIo No
p npoTtokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKoOi 3anpoca.
Max reg MaKcMmasibHOe YM1C/I0 MOMbITOK Nepeaayn 3anpocos NPOTokona EAP KaneHTy nepes HOBbIM 3a-

NyCKOM npouecca NnpoBepKn NOANINHHOCTU.

Supplicant timeout

Meprog mexkay NOBTOPHbLIMM Nepesavyamm 3anpocos NPoTokona EAP KaneHTy.

Server timeout

Mepuog, B Te4eHME KOTOPOro KOMMYTATOP OXMAAET OTBETA OT CepBepa ayTeHTUGMKaLuu.

Session Time

BpeMﬂ NOAKNKYEHUA NONb30BaTENA K yCTpOﬁCTBy.

Mac address

MAC-agpec nonb3osartens.

Authentication Method

MeTog ayTeHTUOMKALMM YCTaHOBNEHHOM ceccum.

Termination Cause

MprynHa 3aKpbITUA ceccun.

State

TeKyluee 3HaueHMe aBTOMAaTa COCTOSHUIA onpeaennTens NoAJMHHOCTM U BbIXOAHOMO aBTOMara
COCTOSHUN.

Authentication success

KonnuyectBo nonyyeHHbIX coobuieHnin 06 ycnewHom ayTeHTUPUKaLmMm oT cepeepa.

Authentication fails

Konnuectso nonyyeHHbIx cOOB6LLEHMI 0 HeycnelwHoW ayTeHTUdMKaLLMM OT cepBepa.

VLAN

pynna VLAN Ha3HavyeHHaA Noib30BaTenNto.

Filter ID

aeHtudukatop rpynnbl bunbTpaLmu.
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= [loKasaTtb cTaTMCTUKY no 802.1x ana nHtepdeica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnua 263 — OnuncaHMe pPe3ybTaToB BbIMNOJIHEHMA KOMaH/,

Mapamemp OnucaHue

KonnuyectBo KOppeKTHbIX NakeToB Atoboro Tuna npotokona EAPOL (Extensible Authentication
EapolFramesRx

Protocol over LAN), npuHATbIX AaHHbIM OnpeaenvMTenem noa/IMHHOCTH.,

KonmuectBo KOPPEKTHbIX MakeToB /itoboro Tmna npotokona EAPOL, nepesaHHbIX AaHHbIM
EapolFramesTx PP P + NEPEA A

onpegenvTenem noaJMHHOCTHU.

Konunyectso naketos Start npotokosna EAPOL, NpuHATbLIX AaHHbIM onpeaenvTesniem noasvH-
EapolStartFramesRx

HOCTK.

Konnuectso nakeTos Logoff npoTokona EAPOL, NnpuHATbIX AaHHbIM onpeaennTesnem noganH-
EapolLogoffFramesRx

HOCTW.

Konunuectso naketos Resp/Id npoTokona EAPOL, NpUHATbIX AaHHbIM OnpeaenuTenem noa-
EapolRespldFramesRx p/id np » 1P A pea A

JNIMHHOCTW.

Konnuecteo naketos oTeeToB (Kpome Resp/Id) npoTtokona EAPOL, NpuHATbIX faHHbIM onpe-
EapolRespFramesRx (kp p/id) np » 1P A p

aAenntenem NnOANANHHOCTU.

EapolRegldFramesTx Konunuectso naketoB Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaenutesem

NoA/IMHHOCTU.
KonnuectBo naketos 3anpocoB (Kpome Resp/ld) npoTtokona EAPOL, nepegaHHbIX AaHHbIM
EapolReqFramesTx P (kp p/id) np » NEPEA A
onpeaenutenem noasIMHHOCTY.
. Konnyectso naketos npotokona EAPOL c Hepacno3HaHHbIM TUNOM, NMPUHATBLIX AAHHbIM
InvalidEapolFramesRx P P » 1P A

onpegenutenem NnOSNAUHHOCTU.

Konnuyectso naketos npoTtoKosa EAPOL c HEKOPPEKTHOM OANHOM, MPUHATBIX AAHHbIM Onpe-

EaplengthErrorFramesRx
AenvTenem NoANNHHOCTY.

LastEapolFrameVersion Bepcua npotokona EAPOL, npuHATaA B Camom NociegHeM Ha AaHHbI MOMEHT nakeTe.

LastEapolFrameSource MAC-agpec UCTOYHMKA, MPUHATLIA B CAMOM MNOC/IeAHEM Ha AAaHHbIM MOMEHT NaKeTe.

5.28.2.2 PacwupeHHasa nposepKa nodauHHOCMuU

PacwupeHHble HacTpoliku dotlx No3BOAAIOT NPOBOAMTL NPOBEPKY MOAJAMHHOCTU AN HECKOJbKMX
K/MEHTOB, NOAK/IOYEHHbIX K NopTy. CyllecTByeT ABa BapuvaHTa ayTeHTUPMKaLMK: NepBbli, Koraa NpoBepKa
NOAJIMHHOCTM HA OCHOBE MOPTa TpebyeT ayTeHTUPUKALMM TOIbKO OLHOTO KJMEHTA, YTObbI AOCTYN K cucTeme
MMenn Bce KameHTbl (pexxum Multiple hosts); BTopoi, Koraa npoBepKa NOAAMHHOCTU Tpebyet
ayTeHTMOUMKALMM BCEX MOAKIIOYEHHbIX K MOPTY KAMeHToB (pexunm Multiple sessions). Ecan nopT B pexunme
Multiple hosts He npoxoauT ayTeHTMdMKALMIO, TO BCEM MNOAKNIOYEHHbIM XOCTam byaeT 0TKasaHo B AOCTyne K

pecypcam ceTu.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnnua 264 — KomaHgbl pexuma rnobanbHoi KoHdUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHoa

Aeiicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKAOYEHO

PaspelnTb OTNPaBKY trap-coObLEHNIA, KOrAa KANEHT yCnewHo
NPOXoamT ayTeHTUdUKaLMIO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

dotlx traps authentication
failure [802.1x | mac |

web] —/BbIKOYEHO

no dotlx traps authentica-
tion failure

PaspewunTb OTNPaBKY trap-coobLeHui, Koraa KAMEHT He npoLen
ayTeHTUdUKaLMIO.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

dotlx traps authentication
quiet
— /BbIKOYEHO

no dotlx traps authentica-
tion quiet

BKOUUTL OTNPABKY trap-coobLueHnid Npu NpeBblweHnn
nosib3oBaTeNeM MaKCUMasIbHO 4OMYCTUMOrO KOIMYeCcTBa
6e3ycneLuHbIX NOMbITOK ayTeHTUdUKALMK.

YCTaHOBUTb 3HaYeHMe NO YMOHAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 265 — KomaHabl pexkuma KoHdurypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

dotlx host-mode
{multi-host | single-host |

multi-sessions} —/multi-host

Pa3pelwnTb Hasnume o4HOr0/HECKONbKUX KAMEHTOB Ha
aBTopm3oBaHHOM nopty 802.1X.

- multi-host — HeckoNbKO KNNEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKo ceccui.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

—/protect;
freq: (1..1000000)/1 ¢

no dotlx single-host-viola-
tion

3afaTb AeNCTBUNE, KOTOPOE HEODXOAMMO BbINOJIHUTL, KOTrAa
ycTpoicteo, MAC-agpec KoToporo oTanyaertca oT MAC-agpeca
K/IMEHTA, OCYLLECTBAAET NOMNbITKY J0CTyNa K MHTepdeicy.
- restrict — naketbl ¢ MAC-agpecom, oTamnyHbim oT MAC-aapeca
KAMEeHTa, NepecblNatoTca, NPy 3TOM agpec UCTOYHUKA He
nsyyaercs;
- protect — naketbl c MAC-agpecom, oTandHbiMm oT MAC-agpeca
KNMeHTa, oTbpacbiBatoTCs;

- shutdown — nopTt BbikAtovaeTca, naketsl ¢ MAC-agpecom,
oTAnyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

- freq — YacToTa reHepupyembix coobLeHuit npoTokona SNMP
trap npu NOCTyN/ieHNN HeCaHKLMOHNPOBAHHbIX NMaKeTOB.

V KomaHga urHopupyertca B pexxume Multiple hosts.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKAOYEHO

BKkntounTb ayTeHTUdMKaLmtO.
- mac — BK/Il0YaeT ayTeHTUPMKALMIO, OCHOBAHHYH Ha MAC-
agpecax;
- 802.1x — BK/ItOYaET ayTeHTUPMKaLMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkatoyaeT mexaHn3am web-based ayteHTUdPpMKaLmm
. - He pomkHO 6bITb cTaTUuecknx npusasok MAC-agpe-
! COB.
- ®YHKUMA NOBTOPHOW ayTeHTUPMKALUU [OMKHA
6bITb BKAIOYEHA.

BbIK/MOUNTb ayTEHTUDUKALMIO, OCHOBaHHYt Ha MAC-agpecax
nonb3osaTesnei.

dotlx max-hosts hosts

no dotlx max-hosts

hosts:
(1..4294967295)

3aaTb MaKCMMaNbHOE KO/IMYECTBO XOCTOB, NPOLUEALINX
ayTeHTUdMKaLMio.

BepHyTb 3HaUYEHME MO YMOYaHUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3apaTb KOAIMYECTBO HeyAauHbIX NOMbITOK BBOAA JIOTMHA, Nocae
KOTOPbIX KMEHT BIOKUpyeTCS.
0 — 6eCKOHEYHOE YMC/I0 MOMBITOK.

BepHyTb 3HaYeHMe MO YMOAYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

— /BbIK/IOYEHO

BKkntounTb pyHKUMIO rocteBont VLAN Ha Tekylem uHTepdeiice.

Bbikntountb dyHKUMIO rocTeBoit VLAN Ha Tekylem nHtepdeiice.

dotlx critical-vlan enable

no dotlx critical-vlan ena-
ble

— /BbIKOYEHO

BKAtounTb PyHKUMIO KpuTndeckoro VLAN Ha TeKkylem
nHTepdelice.

BbIKMOUNTb GYHKUMIO KpuTUYeckoro VLAN Ha Tekyliem
nHTepdelice.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIK/IOYEHO

BK/OUMTbL NPOBEPKY NOA/IMHHOCTM, OCHOBAHHYH Ha ACL/
Ha3HauuTb QoS-Policy.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIKOYEHO

BKkntounTb 06paboTKy onuum Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbIkNouNTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B
coobueHmnsax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIK/OYEHO

BKntoumTb PyHKLMIO AMHamMYeckoro aobasneHus ACL Ha nopT
yepes coobuieHuns ot RADIUS-cepBepa.

BbIKNOUNTb GYHKLMIO ANMHaMMYecKoro gobasneHua ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.

authentication open

no authentication open

— /BbIKAOYEHO

BK/OUYNTL BO3MOXKHOCTb YCTPOWCTBY 32 MOPTOM C HAaCTPOEHHOM
aBTOpPU3aLMEN NONYUYNTL AO0CTYN A0 BbINOJHEHWA NpoLecca
ayTeHTUdMKaLMK.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHPurypmposaHus nHtepoerica VLAN:

console (config-if) #

Tabnunua 266 — KomaHabl pexxuma KoHpurypmuposaHua nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx guest-vian

no ymonyanumio VLAN He
onpezeneH Kak rocteBoi

Onpegenutb roctesoi VLAN.

OTKpbIBaeT HeaBTOPM30BaHHbIM NOb30BaTENAM UHTEpdelica
poctyn K roctesomy VLAN. Ecam roctesoi VLAN onpeaeneH u
paspelleH, NopT byaeT aBTOMATUYECKN NPUCOEOUHATLCA K HEMY,
Korga He aBTOPM30BaH, M NOKMAATb, Koraa nponaer
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aBTOpU3aumMto. YToBbI MCNONBL30BaTb AaHHbIN GYHKLMOHAA, NOPT
He 40/KeH bbITb CTaTUYECKMM YneHom roctesoro VLAN.

no dotlx guest-vian YCTaHOBUTb 3HAYeHME N0 YMOHAHMUIO.
dotlx critical-vlan no ymon4yaxumio VLAN Onpegenntb VLAN B KauecTBe Kputnyeckoro. OTKpbiBaeT
He onpegeneH Kak HEeaBTOPM30BaHHbIM NO/Ib30BATENAM AOCTYN B KPUTUUYECKUI
KPUTUYECKUI VLAN npwu HegocTynHocTu cepsepos RADIUS. Ecnv Kputuyeckui

VLAN onpegeneH u paspelueH, NopT 6yaeT aBTomaTUYecKn
n06aBeH B HEro NOC/e aKTUBALMM U NOKUHET KPUTUYECKUI
VLAN npu nony4yeHuun oTeeTa OT cepsepa.

no dot1x critical-vlan YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.
dotlx auth-not-req No YMOAYAHUIO aBTO- Onpegenntb VLAN 6e3 aBTopusaumn. OTKpbIiBaeT
pusauma ana VLAN HEeaBTOPM30BaAHHbIM MO/1b30BATENAM AOCTYN K BblAeNE€HHOMY
BKJ/IIOYEHA VLAN. HeaBTopwu3oBaHHbI VLAN gosixeH 6biTb Ha3HayYeH Ha

NopT CTaTUYECKM KaK tagged.

no dotlx auth-not-req YCTaHOBUTb 3Ha4YE€HUE NO YMOAYAHUIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabanua 267 — KomaHgbl pexkuma privileged EXEC

Komanda 3HayeHue/3HayeHue leiicmeue
Mo ymon4aHuio
show dot1x [interface MokasaTtb coctoaHune 802.1X gna kommyTatopa mbo ana
igabitethernet gi_por: Ka3aHHOr0 UHT! Mca.
ittt gL || g por 1y 49 | PSSR
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port | oob}]
show dot1x detailed — MoKa3aTb pacliMpeHHble HACTPOMKKM NpoToKoaa 802.1x.
show dotlx users [MoKa3aTb aBTOPU30BAHHbIX K/IMEHTOB.
username: CTpoKa
[username]
show dot1x locked clients MoKa3aTb HEaBTOPM30BAHHbIX KIMEHTOB, 3ab6/I0KMPOBaHHbIX NO
o Tarimayry.
show dot1x statistics MoKa3aTb cTaTMcTUKY 802.1x Ha MHTepdelicax.
interface {gigabitethernet
gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fo_port: (1..8/0/1..4)
fortygigabitethernet
fo_port | oob}
show dot1x advanced MoKa3aTb pexxmMmbl paboTbl dotlx.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port | oob}

5.28.2.3 Hacmpolika akmueHo2o ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — 310 ¢pyHKLMSA, KOTOpan no3sonseT cepsepy RADIUS HacTpouTb
aKTMBHbIN CeaHC KNNEeHTa, paHee ayTeHTUGMLMPOBAHHOIO Ha OcHoBe cTaHgapTa 802.1x. O6paboTKa coobLeHNi
CoA-Request npoucxoaut B cootseTcTBMM ¢ RFC 5176. ObpabaTbiBatoTcs coobuieHuns, npuweawmne Ha UDP-nopT
3799 ot cepBepoB, 3afaHHbIX KOMaHAoM radius-server hosts 1 ¢ KAOYOM, 3a4aHHbIM KOMaHAoM radius-server
key. Ona ngeHTMdUKaumm ceaHca KameHTa ucnonbaytotcs RADIUS-aTpubyThl User-Name nnu Acct-Session-Id.
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Tabnuua 268 — MNoaaeprkmBaemble aTpmbyTbl, Nnepenatowmecs Yepes CoA-coobuieHun

Ampubym Tun 3HavyeHue OnucaHue
User-Name 1 — Mmsa nonb3osartena.
Filter-ID 11 access list NaoeHTndumkaTop cnmncka ACL, ncnonbsyemblii ans
NPUMeEHEeHWA NOJMTUKM A0CTYNa.
ATpubyTbl Npou3BOAUTENS, MOAAEPHKMBAEMbIE AaTPUBYTbI
Vendor-Specific 26 — yKasaHbl B pasgene «Mpunoxkerue XK. Vendor-Specific
aTpubyThI».
Calling-Station-Id 31 — NaeHTMdMKaATOpP BbI3bIBalOLLEN CTOPOHbI (KANEHTa).
Acct-Session-Id 44 — NpeHTuduMKaTOp yyeTHOM ceccum.
Tunnel-Type 64 13 Twun TyHHenA. Ucnonb3yeTca Ana HasHaveHusa VLAN.
Tunnel-Medium-Type 65 6 Tun cpeabl TyHHens. CooTtsertctayet Ethernet/IEEE 802.
Tunnel-Private-Group-Id 81 VLAN ID rjf,;:::ly?m(arop VLAN, KoTopbIi TpebyeTca HasHauUTbL

KomaHObI pexcuma 2no0banbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 269 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

aaa authorization dynamic
radius

no aaa authorization
dynamic

—/BbIK/IOYEHO

BKAOUNTb QYHKLMIO HACTPOMKM aKTUBHOTO ceaHca KnneHTa (CoA).

BbIKNHOUNTL GYHKLMIO HACTPOMKM aKTUBHOTIO ceaHca KaveHTa (CoA).

5.28.3 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuMA MAC Address Notification nossonseTt oTcnexmnsatb NoABAEHUE U UCHE3HOBEHME aKTUBHOIO
obopynoBaHMA Ha CETU NYyTEM COXPaHeHUs nctopmm nsydyeHma MAC-agpecos. Mpn 06HapyReHNUN U3MEHEHWI
B cocTaBe n3ydyeHHbIx MAC-afpecoB KOMMYTaToOp coxpaHAeT nHbopmaumio B Tabauue n nsselaeT 06 aTom ¢
NomoLLbio coobuieHmnit npotokona SNMP. DyHKUMA MMeeT HacTpaMBaemble NapameTpbl — Fy6UHA UCTOPUM
0 cOBbITUAX U MUHMMANBHbBIN MHTEpPBaN OTNPaBKK cooblieHnin. Cepsmc MAC Address Notification oTkatoueH
MO YMO/IMaHUIO U MOXKET 6bITb HACTPOEH BbIBOPOYHO AN1A OTAENbHbBIX NOPTOB KOMMYyTaTOpa.

KomaHObI pexcuma 2a0b6anabHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 270 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuio

Aelicmeue

mac address-table notifica-
tion change

—/BbIK/IOYEHa

KomaHpza npegHasHavyeHa ans rnobasnbHOro ynpasneHus
dyHKuMen MAC notification. KomaHaa paspeluaer perucrpaumio
cobbiTuit aobasneHus u yganeHua MAC-agpecos 8/u3 Tabauuy,
KOMMYTaTOpa 1 OTNPaBKY yBEAOM/IEHUA O CODbLITUSAX.

Ona paboTbl GyHKLUM HEOBXOAMMO LONONHUTENBHO Pa3peLwaTh
reHepauuio yBeAOMIEHUI Ha nHTepdeicax (CMm. HuKe).
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no mac address-table noti-
fication change

BbIkntountb pyHKUMto MAC notification rnob6anbHO M OTMEHUTL
COOTBETCTBYIOLLME HACTPOWKM Ha BCeX MHTepdericax.

mac address-table notifica-
tion flapping

BkAtounTb PyHKLMIO 0bHapyKeHus dnannuHra MAC-aapecos.

no mac address-table notifi- /Braiovena BbIKNt0UNTb PYHKLUMIO 0BHapyKeHua dnannmHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKCcUMManbHbIN MPOMEKYTOK BPEMEHU MEXAY OTNpaBKaMmm
tion change interval value SNMP-yBegomneHui. Ecnm 3HaueHue MHTepBasa BPEMEHUN PaBHO
0, TO reHepauMsa yBeAOMIEHUIN U COXPaHEHWE COBbITUI B UCTOPUIO
byAeT OCyLWecTBAATLCA HEMEANEHHO MO Mepe BOSHUKHOBEHUA
value: cobbITUI 06 M3MeHeHUn coctossHMA Tabanubl MAC-agpecos. Ecan

no mac address-table noti-
fication change interval

(0..4294967295)/1

3HayeHue MHTepBasa BpemeHu 6onble 0, To ycTpoiicTBo byaeT
HaKanameaTb cobbiTMA 06 N3MeHeHUU cocTosHMA Tabanubl MAC-
a[pecoB B TeYEHWE 3TOr0 BPEMEHM, a 3aTeM OTNPaBAATbL
yBegomieHus npotokona SNMP 1 coxpaHaTb cobbiTUA B UCTOPUN.

BoccTaHOBUTL 3HAYeHMe No YMONYaHUIO.

mac address-table notifica-
tion change history value

no mac address-table noti-
fication change history

value: (0..500)/1

3a4aTb MaKCMManbHOE KOIMYECTBO CObbITUI 06 M3MeHeHUN
cocTosHuA Tabanubl MAC-afpecoB, KOTOPOE COXpPaHAETCA B
ncropuu. Ecnm yctaHoBneH pasmep UCTopumn pasHbii 0, To
cobbITUA He coxpaHsatoTca. Npu nepenonHeHnn bydepa nctopumn
HOBOE cOobbITME NOMELLAETCA HAa MECTO CamMOoro CTaporo.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

—/BbIK/IIOYEHO

BkntounTb otnpasky SNMP-yBegomneHuii 06 usmeHeHUK
coctoAHmA Tabanubl MAC-agpecoB. [Ina oTKAOYEHUA
MCNoNb3yeTcs oTpuLaTenbHas popma KomaHabl.

Ecnv oTnpaBKa yBeAOMIEHUI BKNOYEHA, TO YCTPOMCTBO byaeT
MHGOPMMPOBATL O COBLITUAX COOBLLEHNAMM NpoToKoa SNMP u
COXPaHATb COOTBETCTBYHOLWME cObbITUA B UcTopun. Ecim oTnpaska
SNMP-yBe4OMIEHWNIN BbIK/IKOYEHA, TO YCTPOMCTBO BYyAET TONbKO
COXPaHATb COBBLITUA B UCTOPUMN.

OTKAtounTb oTnpaBky SNMP-yBegomieHnit 06 M3MeHeHUn
cocTosHua Tabaunubl MAC-aapecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-
ping

—/BKNlOYEHa

BKntounTb oTnpaBKy Tpanos o ¢aannuHre MAC-agpecos.

OTKANOUUTL OTNPaBKy Tpanos o ¢paannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 271 — KomaHabl pexkuma KoHdpurypaumm nHtepdelrica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notifica-
tion change

—/BbIK/IlOYEHa

BKOUYNTL reHepaumio yBegOMNEHUI Ha KaXKaoM UHTepdelice o
cobbITUAX N3MeHeHus cocTosHua MAC-agpecos. OTaenbHo
MOXHO pa3peLlmnTb reHepaLmio yBeOMAEeHWU TONbKO 06
nsyyeHun MAC-aapecos, 160 ToNbKO 06 UX yaaneHuu.

OTK/OUYNTL reHepaLmio yBeaoMmaeHui Ha nHtepbeiice.
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KomaHOb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 272 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro
show mac address-table OTO06pa3unTh Bce yBegoMAeHUA 06 U3sMeHeHWM cocTosHuA MAC-
notification change history gi_port: (1..8/0/1..48); a4,pecoB, COXPaHEHHbIX B UCTOPUN.
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet fo_port: (1..8/0/1..4);
te_port | fortygigabitether- group: (1..48);
net fo_port | port-channel vlan_id: (1..4094).
group | vlan vian_id]
show mac address-table OTo6pa3unTb CTAaTUCTMKY cepBuca: obuiee KOMYeCTBO cobbITUI 06
notification change statis- nsydyeHnn MAC-agpecos, obuiee KoNn4ecTBo cobbITuiA 06
tics - yaaneHnn MAC-agpecos, obLiee KOMYECTBO OTNPaBAEHHbIX
SNMP-coobueHui.

[pumepbl UC0/16b308AHUS KOMAHO

= B npumepe NoOKasaHO, Kak HacTpouTb Nepeaady coobueHunit SNMP MAC Notification Ha cepBep ¢
aapecom 172.16.1.5. [pun HacTpoliKe 3agaeTca obuee paspelweHre paboTbl cepBuca, HacTpa-
MBAETCA MUHMMA/IbHBIN MHTEPBAN OTNPABKM COOBLLEHU, 3a4aeTcA pasMep UCTOPUM COBLITUIN K
HaCTpPamMBaEeTCA CEPBUC HA BbIBPaHHOM MOpPTY.

console (config
console (config

) # snmp-server host 172.16.1.5 traps private

)
console (config)

)

)

( #
( # snmp-server enable traps mac-notification change
( # mac address-table notification change

console (config) # mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7
console (config-if) # snmp trap mac-notification change
console (config-if)# exit
console (confiqg) #
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5.28.4 KoHmposnab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli NpOTOKO/, NO3BONAIOLLMIA KAMEHTY NO 3anpocy
nonyyatb IP-agpec n apyrve tpebyemble napameTpbl, Heobxoanmble ana pabotbl 8 cetn TCP/IP.

Mpotokon DHCP MoeT MCNob30BaTbCA 3/10YMbILAEHHUKAMK A/1A COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KNMeHTa, 3actasnaa DHCP-cepBep BblgaTh BCe AOCTYNHbIE aapeca, Tak U CO CTOPOHbI CepBepa,
nyTem ero nogmeHbl. [porpammHoe obecrneyeHne KOMMYTaTopa NO3BOAET 0becneynTb 3aLWmnTy YCTPOMUCTBA
OT aTaK € Ucnonb3oBaHMem npoTokosa DHCP, gna yero npumeHseTca GyHKLMA KOHTPOAA NpoTokona DHCP —
DHCP Snooping.

YcTpoiicTBo cnocobHo oTcnexkmnsaTth noasneHne DHCP-cepBepoB B ceTu, paspeluas Ux UCNob3oBaHMe
TONbKO Ha «A0BepeHHbIX» MHTepdencax, a TakKe KOHTPOMPOBaTb A0CTyn KaneHtoB K DHCP-cepsepam no
Tabnuue cooTBETCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonw3yercs ansa toro, 4ytobbl nponHbopmmposatb DHCP-
cepsep 0 Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) n yepes Kakoi ero nopt 6bin NosayyYeH 3anpoc.
MpumeHaeTca oNa yCTaHOBNEHMA COOTBETCTBUN IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKKe 414 3aluTbl OT
aTaK ¢ ucnosibzoBaHMem npoTokosa DHCP. Onuus 82 npeacTtaBnseT coboi AOMNONHUTENbHYIO MHbOPMaLUIO
(Mmsa ycTpoictea, Homep nopTa), AobasnseMyto KOMMYTaTOPOM, KOTOPbIN paboTaeT B perkume DHCP Relay
areHTa (6e3 pobasneHusa IP-agpeca Ha KAMEHTCKUI UHTepdelic) nnm ¢yHKkumm DHCP Snooping (npu ycnosuu
BK/IlOYEHMsA KomaHapb! ip dhcp information option). Ha ocHoBaHun aaHHo onumn DHCP-cepBep BbigenseT IP-
aapec (ananasoH IP-agpecos) u apyrve napameTpbl NOPTY KOMMyTaTopa. Monyuyms Heobxoanmble AaHHble OT
cepsepa, DHCP Relay areHT Bblgenset IP-agpec KAMEHTY, a TaKXKe nepepaer emy gpyrme Heobxogumble
napameTpsbl.

Onuma dopmupyeTca € y4eTom npuoputeta (B nopagKe yMeHbLIEHWA): HACTPOMKKU WHTepdelica
Ethernet - HacTpoliku nHTepdeiica VLAN = HacTPOMKKU pexknuma rnobanbHOro KOHGUrypmpoBaHus.

Tabnunua 273 — dopmart noneit onuum 82

Mone lMepedaeaemas uHgpopmayusa

Mms xocTa ycTpolicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6akT — HoMep NOPTa, K KOTOPOMY NOAKNHOUYEHO YCTPOICTBO, OTNPABAA-
towee dhcp-3anpoc.

Enterprise number — 0089c1

MAC-agpec ycTponcrsa.

Circuit ID

Remote agent ID

DAna ucnonb3oBaHua onuun 82 Ha yCTpoiicTBe A0/KHA BbITb BKAOYEeHA ¢yHKuua DHCP
relay areHTa (6e3 po6asneHus IP-agpeca Ha KNIMEHTCKUA uHTepdeiic) unmn epyHKuma DHCP
Snooping (npu ycnosum BKAoueHUA KOoMmaHapl ip dhcp information option).

Dna KoppeKTHOU pabotbl dyHKumMn DHCP Snooping Bce ucnonbayemoie DHCP-cepBepbl
BONKHbI 6bITb NOAKAIOUYEHDI K «A,0BEepPeHHbIM» NOPTamM KommyTtatopa. Ana gobasneHusn
nopTa B CMUCOK «4,0BEPEeHHbIX» ucnonb3lyerca KomaHaa IP dhcp snooping trust B pexxume
KOHoUrypauuu muHtepdeiica. Ana obecnedyeHns 6e3onacHOCTU Bce OCTasibHble NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «Heg0BepPeHHbIMU Y.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexmnma rnobanbHoOM KOHOUIypaumm:

console (config) #

Tabnunua 274 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

—/BbIK/IOYEHO

BKAOUYNTBL KOHTPOb NpoToKona DHCP nytem BeseHuUs Tabauubl
DHCP Snooping 1 oTnpaBKM KNMEHTCKUX LMPOKOBELLATENBbHbIX
DHCP-3anpocoB Ha «40BepeHHble» NOpThl.

BbIKNt0UNTb KOHTPOAL NpoToKoaa DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbiKNtO4EHO

PaspewunTtb KOHTPONb NpoTokoaa DHCP B npeaenax ykasaHHOM
VLAN.

3anpeTuTb KOHTPOJIb NpoToKona DHCP B npeaenax ykasaHHoM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

No YMONYAHUIO Npuem
DHCP-nakeToB c onuueit
82 OT «HEeHaAeXHbIX»
nopToB 3anpeLueH

PaspewunTtb npuHnumatb DHCP-nakeTsl ¢ onuueit 82 ot
«HEHaAEeXHbIX» NOPTOB.

3anpetutb npuHMMmaTe DHCP-nakeTsbl c onumeit 82 ot
«HEHaAEeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

N0 YMONYAHUIO
BepUPMKaLMA BKAOYEHA

BkntounTb Bepudpmkaumo MAC-agpeca kameHTa n MAC-agpeca
MCTOYHMKa, npuHAToro B DHCP-nakeTe Ha «He40BEpPEHHbIX»
noprax.

BbIkntounTb Bepuomrkaumo MAC-agpeca KnmeHta 1 MAC-agpeca
MCTOYHMKa, NnpuHAToro B DHCP-nakeTe Ha «Heg0BEpPEHHbIX»
noprax.

ip dhcp snooping database

no ip dhcp snooping
database

pe3epBHbIi dpain He
ucrnonb3yercs

PaspewunTb ucnonb3oBaHue pesepBHoro ¢aiina (6asbl) KOHTpoNs
npoTtokona DHCP, no3BosAloLwero BOCCTAaHOBUTb 3aNUCK B
Tabsmue B c/yyae nepesarpyskun ycTponcTea.
V Heobxoauma HacTpoiika CMUHXPOHU3AL MU CUCTEMHOTO
spemeHu (NTP/SNTP).

3anpeTuTb UCNONb30BaHKe pe3epBHOro ¢aina (6asbl) KOHTPONA
npotokona DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IOYEHO

PaspewunTb ouncTKy Tabanusl DHCP Snooping npy nageHuu
nHTepodelica.

3anpeTuTb ouncTKy Tabaunubl DHCP Snooping npu nageHun
nHTepodelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/IIOYEHO

PaspewunTb ycTpoiicTey fobasneHue onumm 82 npu pabote
npotokona DHCP.

3anpeTuTb ycTpolicTey aobasneHune onuum 82 npu pabote
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBOJIOB

YcTaHoBUTL aeHTMoUKaTop Access Node ID onuun 82.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
cumBonos/—

YctaHoBUTb naeHTUdUKaTop Remote agentlD onuuum 82.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information
option format-type option

HacTtpoutb popmat DHCP onumm 82.

dopmar:

- Sp — HOMep c/I0Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — Homep cnoTa, nopTa un VLAN;

- bin — 6uHapHbI dpopmart: VLAN, cioT, nopT;

- user-defined — ¢opmat onpegensetca nonb3osatenem. Mpu
onpegeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HaveHue nons ifTable::ifType B
WeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B ¢popmate H-H-H-H-H-H-H;
%M: MAC-agpec cuctemsl B popmate H-H-H-H-H-H-H;
%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);

%i: ifindex nopTa;

%V: naeHtTnduratop VLAN;

%c: MAC-agpec knneHTa B popmate H-H-H-H-H-H;
%a: IP-appec cuctemol B dopmate A.B.C.D;

%%: OAMHOYHbIV CMMBOA %.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

—/tr101

no ip dhcp information
option suboption type

YcTaHOBUTL popmart onumm 82.

- tr101 — ycraHaBauBaeT ¢popmat onuum 82 cornacHo
CUMHTaAKCUCYy, MPUHATOMY B pekomeHgaunax TR-101 8
cooTBeTCTBUM ¢ GOPMATOM, KOTOPLIN NpuBeaeH B Tabauue 275 —
dopmaT nonert onuun 82 cornacHo pekomeHgaumam TR-101;

- custom — ycTaHaBaunBaeT GopmaT onuum 82 B COOTBETCTBUM C
dopmaTtom, KoTopbIV NpuBeaeH B Tabauue 276.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp route {connected |
static}

no ip dhcp route

PaspelunTb ycTpOICTBY CO3AaBaTb 3anuch B Tabauue
MapLUpyTU3aLMM C Mackol /32 gnsa Kaxgoro IP-agpeca
nony4yeHHoro KaneHtom ot DHCP-cepsepa.
3anucu B Tabavue MappyTn3aumm aBTOMaTUYECKH YaaNnaoTca
npw UCTeYeHUU CPOoKa apeHAabl IP-agpecos.
— connected — mapLUpyT co3aaeTcA KakK NOAKNOYEHHbIN;
— static — mMapLUpyT co3AaeTcA KaK CTaTUYeCKUit.

| ®dyHKuuMA paboTaeT TONbKO NpU BKAOYEHHbIX DHCP

Snooping u DHCP Relay.

3anpeTuTb YCTPOMCTBY CO34aBaTb 3anuch B Tabvue
MapLpyTu3aummn gna Kaxaoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnnua 275 — dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

lone

lepedasaemasn uHgpopmayus

Circuit ID

Mmsa xocTa ycTpoicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>
MocneaHuin 6aliT — HOMep NopTa, K KOTOPOMY MOAK/IIOYEHO YCTPOCTBO, OTNPaBAIo-

wee 3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTponcTaa.
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Tabnuua 276 — ®opmat noneit onumm 82 perknma custom

VLAN (2 6aiiTa)
Homep moayns (1 6awiT)
Homep noprta (1 6aliT)

Mone lMepedasaemas uHgpopmayusa
OnvHa (1 6aiT)
Tun Circuit ID
Circuit ID Bnuwia (1 Gaitr)

OnvHa (1 6aiT)

Tun Remote ID (1 6aiT)
OnvHa (1 6aiT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnnel nopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabanua 277 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

BkntounTb KOHTpOAb NnpoTokona DHCP B npeaenax
MHTepodeiica.

BbIKNOUMTL KOHTPOAL NpoToKona DHCP B npeaenax
nHTepoelica.

ip dhcp snooping trust

Nno YMONYaHMIO
MHTepoeic He aBnseTcs
[0BEPEHHbIM

no ip dhcp snooping trust

[06aBUTb MHTEPENC B CNNCOK «40BEPEHHBIX» NPU
NCMNONb30BaHUN KOHTPOIA NpoTokona DHCP. DHCP-Tpaduk
«[0BEpPEeHHOro» uHTepdelica cumtaetcs 6e30nacHbIM U He
KOHTpO/IMpyeTcA.

YaanuTb nHTepdenc ns cnmcka «40BepeHHbIX» Npu
MCNob30BaHMM KOHTpOAA npotokoaa DHCP.

ip dhcp snooping limit rate
rate

rate: (1..2048)
pps/BbIKOYEHO

no ip dhcp snooping limit rate

YCTaHOBUTb OrpaHUYeHne ANa aHHOro NopTa Ha KOJIMYeCTBO
npuHumaembix DHCP-nakeToB B cekyHAy. [1pu npesbiweHnn
ycTaHoB/ieHHoro nopora dhcp-nakeToB uHTepdelic
61oKkupyeTca.

CHATb OrpaHUYeHne Ha KONM4ecTBo NpHMMaembix DHCP-
MaKeToB B CEKYHAY.

ip dhcp snooping limit clients
value

: —— value: (1..2048)/He 3apaH
no ip dhcp snooping limit cli-

ents

YCcTaHOBUTb npeagenbHoe KONNYeCTBO NOAKNHYEHHbIX
KNNEHTOB.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp information option
[global]

—/global

no ip dhcp information option

Pa3pewunTb ycTpolictey gobasneHune onummn 82 Ha
nHTepoerice npu paboTte npotokona DHCP.

- global — gobasnexue onumn 82 onpeaensiercs
HacTpolrikamu Ha uHTepdeice VLAN.

3anpeTuTb ycTpoicTey fAobasneHme onuumn 82 Ana AaHHOro
MHTepdeiica npu pabote npoTokosa DHCP.

ip dhcp information option
format-type access-node-id
node_id

node_id: (1..32)
cMmMBON0OB/—

YcTaHOBUTb MAEeHTUPMKaTOP access-node_id onumn 82 Ha
nHTEpdelice.
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no ip dhcp information option
format-type access-node-id

YCTaHOBUTb 3HAYeHne no YMONYaHUIO.

ip dhcp information option
format-type circuit-id cir-
cuit_id

no ip dhcp information option
format-type circuit-id

circuit_id:
(1..63) cumsonos/—

YcraHoBuTb cneumnonyHblin Circuit-id Ha nHTepdelice.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

ip dhcp information option
format-type remote-id re-
mote_id

no ip dhcp information option
format-type remote-id

remote_id:
(1..63) cumsonos/—

YcTaHoBUTb cnieynounyHbii Remote-id Ha nHTepdelice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben

Hactpoutb popmat DHCP-onumm 82 Ha uHTepodeiice.
dopmar:

- Sp — HOMep c/10Ta ¥ NOpTa;

- sV — Homep cnoTa u VLAN;

- pv — Homep nopta n VLAN;

- Spv — HOoMep cnoTa, nopta n VLAN;

- bin — 6uHapHbI popmart: VLAN, cnoT, nopt;

- user-defined — dopmat onpegenserca nonb3oBaTesiem.
Mpw onpeaeneHnm NCNoNb3yOTCA cneaytolme WabaoHbl:
%h: hostname;

%p: KOPOTKOE UMsA nopTa, Hanpumep gil/0/1;

%P: oivMHHOE UMms nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HaueHue nons ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B dopmate H-H-H-H-H-H-H;
%u: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoOMep nopTa (Kak Ha nLEeBoi NaHenu);

%i: ifindex nopra;

%v: naeHtnounkatop VLAN;

%c: MAC-agpec knneHTa B popmate H-H-H-H-H-H;

%a: IP-agpec cuctemol B popmate A.B.C.D.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ip dhcp information option
suboption-type {global | tr101
| custom}

no ip dhcp information option
suboption-type

—/global

HactpouTtb dopmat onumm 82 Ha nHTepdeiice.

- global — popmat onummn onpeaenaerca HacTpolrikamu
onuun Ha nHtepodelice VLAN;

- tr101 — ycraHasamnBaeT GopmaT onumm 82 cornacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 B
COOTBETCTBMM C GOPMATOM, KOTOPbIN NpUBEAEH B Tabaunue
275;

- custom — ycTaHaBnmBaeT dopmart onummn 82 B
COOTBETCTBUM C GOPMATOM, KOTOPbI NpUBeAEH B Tabauue
276.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHurypmposaHus nHtepoerica VLAN:

console (config-if) #
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Tabnuua 278 — KomaHabl pexkmuma KoHpurypuposaHusa nutepdeinca VLAN

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp information op- PaspewwnTsb ycTpolictey gobasneHune onuum 82 Ha uHTepdeiice
tion [global] npu pabote npoTtokona DHCP.
- global — gob6asneHve onunn 82 onpeaenserca
—/global rno6anbHbIMM HAaCTPOMKaMM.

no ip dhcp information
option

3anpeTtuTb ycTpoicTBy gobasneHune onumm 82 Ans AaHHOro
VLAN npwu paboTe npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32)
cMmBoONOB/—

YcTaHOBUTbL MaeHTUdMKaTop access-node_id onumu 82 ans
paHHoro VLAN.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32)
cMmBonoB/—

YcTaHOBUTL naeHTUdMKaTop remote_id onunn 82 ana
paHHoro VLAN.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

Hactpoutb dopmat DHCP-onummn 82 ana aaHHoro VLAN.
dopmar:

- Sp — HOMep c/10Ta U NopTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta un VLAN;

- Spv — HOMep cn0Ta, nopta u VLAN;

- bin — 6uHapHbI dopmaT: VLAN, cnoT, nopr;

- user-defined — dopmat onpeaenserca nosnb3osatenem. Mpu
onpeaeneHnn NCnonb3yrTcA caeaytowme WabaoHbl:
%h: hostname;

%p: KOPOTKOE MMA MopTa, Hanpumep gil/0/1;

%P: o MHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LWecTHaAUaTeEPMYHOM BUAE);

%m: maK-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
%Uu: HOMep OHUTA;

%S: HOMep CNoTa;

%n: HoMep NopTa (KaKk Ha MLEeBoi NaHenn);

%i: ifindex nopTa;

%v: naeHtnounkatop VLAN;

%C: MaK-agpec KnveHTta B popmate H-H-H-H-H-H;

%a: IP agpec cuctembl B popmate A.B.C.D.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

Hactpoutb popmat onumm 82 ana gaHHoro VLAN.

- global — dopmat onumm onpegensertca rnobanbHbIMK
HacTporikamu;

-trl01 — ycraHaBamBaeT popmaTt onuum 82 cornacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBUM C GOPMATOM, KOTOPbI NpUBeAEH B Tabauue
275;

- custom — ycTaHasavMBaeT Gopmart onumm 82 B COOTBETCTBUM
¢ dopmaTtom, KoTopbiii NpuBeaeH B Tabnuue 276.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 279 — KomaHgb! pexuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet

gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel
group} expiry {seconds |
infinite}

group: (1..48);
seconds:
(10..4294967295) c

[o6asuTb B dpaitn (6asy) KoHTpons npoTtokosa DHCP
cooTBeTcTBUe MAC-agpeca kaneHTa rpynne VLAN u IP-agpecy
ONA yKasaHHOro uHtepdelica.

[aHHas 3anucb byaeT aelcTBUTeIbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPEMEHMU KU3HU 3aNnUCU, ECIN KAUEHT HE OTMNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoBNeHUe. Tailmep obHynAeTcA
B C/ly4ae NoJly4eHnn oT KAMEHTA 3anpoca Ha 06HoBeHWe
(komaHAa [OCTYNHA TONbKO A/18 MPUBUAETMPOBAHHOMO
nonb3oBaTens).

- seconds — BpeMs XU3HU 3anucK;

- infinity — Bpems }XN3HK 3aNMCK He orpaHMYEHO.

no ip dhcp snooping
binding mac_address
vian_id

Yaanutb 13 daiina (6asbl) KOHTpoNa npotokosia DHCP
cooTsetctBne MAC-agpeca kaneHTa u rpynnbl VLAN.

clear ip dhcp snooping
database {mac-address
mac_address} {vlan vlan}
{gigabitethernet gi _port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

tengigabitethernet fo_port: (1..8/0/1..4);
te_port | group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port | port-channel

group}

Ounctutb daiin (6asy) KoHTpona npotokona DHCP nau
oTAenbHyto 3anuck B dpaine(base) koHTpons DHCP.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 280 — KomaHab! pexkmuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip dhcp information
option

MokasaTb HPpopMaLmio 06 Mcnonb3oBaHWUM onumm 82
npotokona DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

te_port |

- (1. 1..4);
fortygigabitethernet fo_por:u(. (f/ 2/8) 4);
fo_port | port-channel group:L..
group]

MoKasaTb KOHOUTYpaunto GYHKLMM KOHTPOAA NPOTOKONA
DHCP.
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show ip dhcp snooping MoKa3aTb cOOTBETCTBMA U3 Paina (6asbl) KOHTPOA NPOTOKONA
binding [mac-address DHCP.

mac_address] [ip-address
ip_address ] [vlan vian_id]
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

[pumepbl 861N0AHEHUA KOMAHO

=  Paspewntb ncnonbsosaHne DHCP onumn 82 B8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option
console (config) # interface gigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

MNMoKasaTb BCe COOTBETCTBUA U3 Tab/iMLbl KOHTPOAA NpoTokona DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa ana puabTpaumm TpaduKa, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHUM Tabanubl cootseTcTBMN DHCP Snooping 1 ctaTnyeckmx cooTBeTcTBuin IP Source
Guard. Taknum obpaszom, IP Source Guard nossosseTt 60poTbcA ¢ NoaAMeHON IP-aapecoB UCTOYHMKA B NAKeTax.

V DOna KoppeKkTHOM paboTbl pyHKLMOHANA HeobXoaMMO NpeaBapuTenbHo HacTpoutb DHCP
Snooping.
V dyHKuumio 3awuTbl IP-aapeca (IP Source Guard) Heo6xogMMo BKAOUUTD rN06anbHO U AnA
uHTepdeiica.
' ‘ ®dyHKumnoHan IP Source Guard He otcnexkuBaet cmeHy MAC-aapeca UCTOUYHUKA. OTCNeXKu-
. BaHMe NpoucxoauT TonbkKo ana ceasku IP-VLAN-Port.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnmua 281 — KomaHabl pexmma rnobanbHom KoHpuUrypaumm

KomaHoa

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip source-guard

no ip source-guard

no ymon4yaHuio GyHKums
BbIK/lOYEHA

BKtOUMTL PYHKLMIO 3aLLMTbI OT NogMeHbI IP-TpaduKa
K/IMEeHTOB MO agpecy UCTOYHUKA A4 KOMMYyTaTopa Ha
0OCHOBaHWK Tabmubl cooTBeTcTBMiA DHCP Snooping n
cTaTMyecknx cootseTcTBuMiM IP Source Guard.

BbIKNOUNTE GYHKLMIO 3aWMTbI OT NnoaMeHbI IP-Tpadumka
K/IMEHTOB MO aApecy UCTOYHUKA 419 KOMMYTaTopa Ha
0OCHOBaHuU Tabauubl cootBeTcTeuii DHCP Snooping u
cTaTMyeckux cootseTcTeuit IP Source Guard.

ip source-guard binding
mac_address vlan_id ip_ad-
dress {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

Co3AaTb CTaTMYECKYIO 3anucb B Tab/iMLe COOTBETCTBUA MeXAY
IP-apapecom KnueHTa, ero MAC-agpecom u rpynnoi VLAN ans
YKa3aHHOro B KomaHze nHTepdeiica.

YpanuTb cTaTUYECKYHO 3anuck B Tabaunue COOTBETCTBUA.

ip source-guard tcam re-
tries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60 c

3apaTb YacToTy 0bpaLleHns yCTPOMCTBA K BHYTPEHHUM
pecypcam C Lenblo 3anncn B NamaTb HEAKTUBHbIX 3aLMLLEHHbIX
IP-appecos.

- never — 3anpeLyaeT 3an1cb B NaMATb HEAKTUBHbIX
3awmuieHHbIX IP-agpecos.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepgelica

epyrnnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
nopToB:

console (config-if) #

Tabnunua 282 — KomaHabl pexkuma KoHpurypauum nHtepdelica Ethernet, rpynnbl uHtepdelicos

3HayeHue/3HayeHue

HAelicmeue
o ymon4aHuio

KomaHda

BKOUMTL PYHKLMIO 3aLLMTbI OT NogMeHbl IP-TpaduKa
WCTOYHMKA ANA HacTpanmBaemoro uHtepoeiica.
- vlan — BK/OUUTb GYHKUMIO 3aLmThl IP-TpaduKa UCTOUHUKA
ons nntepdelica VLAN;
- ignore-vlan — BKAOYMTL PyHKUMIO 3aLLmTbl IP-Tpaduka
MCTOYHMKa, urHopmpys VLAN-tag.
Heckonbko kaneHTckux VLAN pgobasnstotca uepes
V 3anATylo B C/ly4ae nepeyncneHuns u yepes gedpuc B
c/yyae yKasaHuA AManasoHoB.
Bbikntountb GyHKUMIO 3aWwmThl IP-TpadmKa NCTOUHUKA ANA
HacTpanBaemoro nHTepodeiica.
- vlan — BbIK/IOYNTL PYHKLMIO 3aWmTbI IP-TpaduKa
WCTOYHMKA ANs HacTpansaemoro uHtepdeica VLAN.

ip source-guard [vlan
{vlan-id} | ignore-vlan]

No YMONYaHUIO GYHKLMA
BbIK/tOYEHa

no ip source-guard [vlan
{vlan-id}]
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnuya 283 — KomaHabl pexkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip source-guard tcam locate

BpyuyHyto 3anycTuTh NpoLecc obpalleHns ycTpoicTBa K
BHYTPEHHUM pecypcam C Lesiblo 3anucK B NaMATb HEaKTUBHbIX
3alWyLLeHHbIX IP-aapecos. KomaHaa f0CTyNHA TONbKO ANA
NPWUBMIErMPOBAHHOIO NOb30BATENSA.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 284 — KomaHgb! pexkmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3nTb HacTponKy dyHKLMM IP Source Guard Ha
3agaHHOM Mbo Ha Bcex MHTepdelicax ycTpoicTaa.

show ip source-guard sta-
tistics [vlan vian_id]

vlan_id: (1..4094)

OT06pasmnTb cTaTUCTURY dyHKUMM IP Source Guard Ha
3a4aHHOM Nmnbo Ha Bcex VLAN.

show ip source-guard sta-
tus [mac-address mac_ad-
dress] [ip-address ip_ad-
dress ] [vlan vian_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

OTo6pasuTb cTaTyc dyHKLmMM IP Source Guard ansa
yKa3aHHoro uHtepdelica, IP-agpeca, MAC-agpeca nnm
rpynnbl VLAN.

show ip source-guard inac-
tive

OTo6pasunTb IP-agpeca UCTOYHMKOB, He MPOXOAALLMNX
nposepky IP Source Guard.

[pumepbl 8b1N0AHEHUS KOMAHO

= [loKasaTb HacCTPOMKY PYyHKLMM 3awwmTbl IP-agpeca ana Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State

te0/4 Enabled

te0/21 Enabled

te0/22 Enabled
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= Braountb PpyHKUMIO 3aWwmThbl IP-agpeca ana punbTpaummn TpapuKka Ha OCHOBaHUM TabauLpbl COOTBET-
cteuin DHCP Snooping 1 ctatnyecknx cootsetctemin IP Source Guard. Co3gaTb CTaTUYECKYHO 3anuch B
Tabnuue cooteeTcTBMA AnA uHTepdeiica Ethernet 12: IP-agpec knmeHta — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-i rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.28.6 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KOHTposaa npoTokosia ARP (ARP Inspection) npegHasHayeHa AN 3aWwmTbl OT aTak C
ucnonb3oBaHnem npotokona ARP (Hanpumep, ARP-spoofing — nepexBat ARP-Tpaduka). KoHTposb
npoTtoKosia ARP ocyliecTBaseTca Ha OCHoBe CTaTU4eckux cootsetcTeuit IP- 1 MAC-agpecoB, 3a4aHHbIX A8
rpynnbl VLAN.

’ ' MopT, CKOHGUrypupoBaHHbIA «HegoBepeHHbIM» ana ¢yHKuum ARP Inspection, gonxeH
e TaK}Ke b6bITb «HepgoBepeHHbIM» ana ¢pyHKuun DHCP Snooping nau coorsercteune MAC-ag-
peca u IP-agpeca gna aToro noprta A0/XKHO 6biTb CKOHPUrypupoBaHo cTaTuyecku. NHaue

AAHHbIN NOPT He ByaeT oTBeyaTb Ha 3anpocbl ARP.

/ Ona HeHagEXXHbIX NOPTOB BbINOJ/IHAKOTCA NpoBepKu coorsetcTeuit IP- u MAC-agpecos.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnuua 285 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

ip arp inspection

no ip arp inspection

no ymonuyaHuio GyHKUMA
BbIK/tOYEHA

BK/IOUNTB KOHTPO/Ib NpoToKona ARP (byHKumto ARP
Inspection).

BbIK/OUNTL KOHTPONb NpoTokona ARP (dyHKumio ARP
Inspection).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
no ymonyaHuio GyHKUMA
BbIK/lOYEHA

PaspewunTb NpoBepKy npoTokona ARP, ocHOBaHHyto Ha 6ase
cooTBeTcTBuit DHCP Snooping, B BbibpaHHoM rpynne VLAN.

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHYytO Ha b6ase
cootBetcTBuii DHCP Snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MpepoctaBuTb cneumduUYHbIE NPOBEPKM A1 KOHTPONA
npotokona ARP.

MAC-agpec nctouyHuka: Ansa ARP-3anpocos 1 oTBeTOB
nposepseTca cooTBeTcTBMEe MAC-aapeca B 3aronoske Ethernet
MAC-agpecy NCTOYHUKA B COA4EPKMMOM NPoTOoKoAa ARP.
MAC-agpec Ha3HavyeHua: Ana ARP-oTBeTOB npoBepsaeTca
cootseTtcTteune MAC-agpeca B 3aronoske Ethernet MAC-agpecy
Ha3Ha4yeHUA B coAepKUMOMm npoTtokona ARP.

IP-appec: NMposepaeTca cogepkmumoe ARP-nakeTa Ha Hannuyume
HeKoppeKTHbIX IP-aapecos.

3anpeTuTb cneunduyHbie NPOBEPKM A8 KOHTPOIA MPOTOKOA
ARP.
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ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3aatb CNUCoK cTatnyeckux ARP-cooTtBeTcTBMN.
2. BoiiTi B pexknum KoHourypaumm ARP-cnunckos.

YaanuTb cnncok ctatuyecknx ARP-cOOTBETCTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vian_id

vlan_id: (1..4094)

HasHaunTb cnncok ctatuyecknx ARP-cooTBeTCTBUI ANs
yKasaHHon VLAN.

OTMEeHWTb Ha3HaYeHWe CNUcKa ctatudeckux ARP-cooTeeTcTBUIA
ONs yKasaHHon VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 c

3a4aTb MMHMMaJIbHBIN MHTEPBaN MeXAy COObLWeHNAMM,
cofeprKalmmm nHoopmaumio npoTokona ARP,
nepenaBaembiMu B KypHan.

- 3HayeHue 0 yKasblBaeT Ha TO, YTo cooblueHua byayT
reHepMpoBaTbCA HE3aMeaNTENbHO;

- infinite — He reHepupoBaTb COObLLEHNI B KypHa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, nHrepdeiica rpynnbi

nopTOoB:

console (config-if)#

Tabnnua 286 — KomaHabl pexmma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip arp inspection trust

no ip arp inspection trust

no yMOAYaHUIOo
HTepdelic He ABnAeTcA
[OBEepPeHHbIM

[006aBUTb MHTEPENC B CNNCOK «40BEPEHHBIXY» NPU
MCMO/b30BaHWUM KOHTPOAA npoTokona ARP. ARP-Tpaduk
«40BEPEHHOrO» UHTepdelica cunTaeTcad 6e30NacHbIM U He
KOHTpO/IMpyeTCA.

Ypanute nHTepdenc n3 cnmcka «g0BepPEHHbIX» Npu
MCMNOJIb30BaHNM KOHTPOAA NpoTokonia ARP.

ip arp inspection limit rate
rate

no ip arp inspection limit
rate

rate:(0..2048)/0 pps

HacTpouTb OrpaHMYEeHNE CKOPOCTM pas3peLleHHbIX arp-nakeTos
B pps.

Yaanutb orpaHnyeHune CKOPOCTU ONA pa3pelleHHbIX arp-
naKeToB.

KomaHOsI pexcuma KoHguaypauuu ARP-criuckos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexxume KoHpurypaumm ARP-cnmnckos:

console# configure

console (config)# ip arp inspection list create spisok
console (config-arp-list) #

Tabnunua 287 — KomaHabl pexkuma KoHpurypauum ARP-cnuckos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-ad-
dress mac_address

[o6asunTb cTaTuyeckoe cootsetcTeue IP- 1 MAC-agpecos.

Ypanutb ctatuyeckoe cootsetcrane IP- u MAC-agpecos.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 288 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show ip arp inspection [gi- Moka3aTb KoH$Urypaumio GyHKLMN KOHTPOAA NpoToKkona ARP
gabitethernet gi_port | gi_port: (1..8/0/1..48); Inspection Ha BbIBpaHHOM UHTepdeice/Bcex UHTEpdENCcax.
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitether- fo_port: (1..8/0/1..4);
net fo_port | port-channel group: (1..48)
group]
show ip arp inspection list MoKasaTb CNUCKM CTaTUYecKux cooTBeTcTBui IP- 1 MAC-
- afpecoB (KOMaHAa AOCTYMHA TONbKO A/18 NPUBUIETMPOBAHHOMO
nosb3oBaTens).
show ip arp inspection sta- MoKasaTb CTAaTUCTUKY A5 CieLYOWMX TUNOB MNAKETOB, KOTOPbIE
tistics [vlan vian_id] 6b11m 06paboTaHbl Npu nomom GyHKUUM ARP:
vlan_id: (1..4094) - nepeaaHHble nakeTsl (forwarded);
- noTepsiHHble NakeTbl (dropped);
- ownbkm B IP/MAC (IP/MAC Failures).
Qe?riparpinspesﬁonsta- vian_id: (1..4094) O4YnCTUTb CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.
tistics [vlan vian_id]

[pumepbl 8bIN0AHEHUS KOMAHO

= BKAOYUTb KOHTPOJIb NPOTOKoAa ARP 1 no6aBnTb B CNUCOK spisok cTaTnuyeckoe cootsetcteme: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3HaunTb cnncok spisok crtatnyeckmx ARP-
cooTBeTcTBUIA ana VLAN 11:

console# configure

console (config) # ip arp inspection list create spisok

console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list) # exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKnX cootBeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
P ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®yHkyuoHan First Hop Security

MakeT ¢dyHKUMI First Hop Security BkntoyaeT B ceba aHanusatop DHCPv6-nakeTos, IPv6 Source Guard, ND
Inspection n RA Guard. [JaHHbI Habop GYHKLUMI NpegHa3HavyeH ana obecneyeHns KOHTPoAA U puabTpaymm IPve
TpaduKa B ceTu.

AHanusaTtop DHCPv6 naketoB nossonseT gobasnatb coceaeit B Tabaunuy npmeasok IPv6 binding table npu
nosy4yeHuu agpeca no DHCP, a TakKe no3BosaseT 6opoTbea ¢ HegoepeHHbIMU DHCPV6 cepsepamu.
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IPv6 Source Guard no3BonseT yCTPONCTBY OTKAOHATb TPAaUK, ECNM OH UCXOAUT OT agpeca, KOTOPbI He co-
xpaHeH B IPv6 binding table. Tabnnua npuesasok coceaelt IPv6 binding table, noakatoueHHbIX K YCTPOMCTBY, CO-
3[aeTcA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCAEXKMBaAHUE NO NPOTOKOJy 0bHapyKeHua coceaeli (NDP).

C nomoupto pyHKumMmM ND Inspection KommyTaTop npoBepsieT coobuieHns NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) 1 coxpaHsiet ux B IPv6 binding table. Ha ocHoBaHUM TabaMLbl KOMMyTaTOp OTBpPAchI-
BaeT itobble nogaenbvHble coobuwerHnsa NS / NA.

®yHKuMoHan RA Guard nossosseT 6J10KMPOBaTb UAW OTKAOHATb HEXenaTebHble UM NOCTOPOHHUE CO06-
weHua Router Advertisement (RA), nocTynatoLwime Ha KOMMyTaTop OT MapLIpyTU3aTopa.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunA 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:
console (confiqg) #

Tabanua 289 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
ipv6 neighbor binding Co3aaTb NONUTUKY NpUBA3KKM coceaeli (neighbor binding)
policy policy_name . N NepenTUn B PEXUM €€ KOHOUTYPUPOBAHMS.
- - — policy_name: (1..32) cumsona —
no ipv6 neighbor binding YpanuTe NOAUTUKY NPUBA3KKU coCeaeln.
policy policy_name
ipv6 first hop security AKTMBMPOBATH NOrMPOBAHME APONa NAKEeTOB MpU
logging packet drop HEeCOoOTBETCTBMM NOANTUKAM Be3onacHoCTM cyK6 RA
Guard, ND Inspection, DHCPv6 Guard u IPv6 Source
— /BbIKOYEHO G
uard.
no ipveé first hop security YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
logging packet drop
ipv6 neighbor binding ad- BKkntounTb aobaBneHne 3anuceit B Tabamuy NpuBA3KK
dress-config {stateless | cocepeit Ha 0OCHOBaHUM:
any | dhcp} - stateless —IPv6 RA-coobuieHuit;
- dhcp — naketa DHCPv6 Reply. Mpu atom Bee Link-local
— /BbIKAOYEHO IPv6-aapeca BHOCATCA B Tabauuy NpuBA3KKM coceaen no

YMONYaHuUIo B pesynbrate aHanunsa ICMPv6-nakeTos;
- any — pnobaBnAatb Bce agpeca.

no ipv6 neighbor binding YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
address-config

ipv6 neighbor binding [o6aBuTb cTaTMYecKyto 3anuck ¢ npedpuKcom B Tabamuy
address-prefix {vlan | Neighbor Prefix Table.
X:X:X:X::X/<0-128>} - vlan — npwuBAasaTtb 3anucb K onpeaeneHHomy VLAN.
no ipv6 neighbor binding YAanuTb CTaTUYECKYHO 3anuch € NpeduKcom 13 Tabauubl
address-prefix {vlan | Neighbor Prefix Table.
X:X:X:X::X/<0-128>}
ipv6 neighbor binding BkAtOUMTL NPOBEPKY aApecoB B TabauLe NpuBA3KK
address-prefix-validation cocepent.

- - - —/BbIKNIOYEHO
no ipv6 neighbor binding YCTaHOBUTb 3HaYeHWE NO YMOYAHUIO.
address-prefix-validation
ipv6 neighbor binding YCTaHOBUTb BPEMSA KM3HM TabunLbl NPUBA3KK cocesen
lifetime minutes . DOJ15 3aNUCKU B MUHYTAX.

- - — minutes: 1..60 /5
no ipv6 neighbor binding YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
lifetime
ipv6 neighbor binding BKOYUTB NOrMPOBaHME OCHOBHBIX COBbITUI NO
logging U3MeHeHWIo TabnuLbl NPUBA3KK.

- - — —/BbIK/OYEHO
no ipv6 neighbor binding YCTaHOBUTb 3HaYeHWE NO YMOYAHUIO.
logging
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ipv6 neighbor binding max-
entries {interface-limit |
vlan-limit | mac-limit} {limit
| disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/BbIKAO4EHO

OnpeaennTb MakcMMmasibHOe KOIMYecTBO 3anucen B
Tabauue NpuBA3KKM coceseint.

- interface-limit — onpegenuTte AMMUT Ana nHTepodeiica;
- vlan-limit — onpegennts AMmut VLAN;

- mac-limit — onpegenntb "ummuT MAC-agpecos;

- disable — pa3pewnTb MakcMMmanbHoe KONNMYeCcTBO
3anucelt. MakcumanbHoe 3HaveHue = 4294967294,

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id
interface interface mac mac-
address

no ipv6 neighbor binding
static ipv6 {X:X:X:X::X} vlan
vlan_id

[o6aBuTb cTaTMyecKkyto 3anuch 6e3 npedukca B Tabamuy
Neighbor Prefix Table.

- vlan — npusAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3anNKcb K onpeaeneHHOMY
nHTepdelicy;

- mac — npusA3aTb 3anucb K onpeaeneHHomy MAC-
agpecy.

Yaanutb CTaTUYECKYIO 3aMUCh.

ipv6 source guard policy
policy_name

no ipv6 source guard pol-
icy policy_name

policy_name: (1..32) cumBona

Co3patb NoanMTUKY Source Guard 1 nepeinTn B pexxmm eé
KOH$UrypupoBaHumsa.

YpanuTb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name: (1..32) cumBona

Co3gatb noantnky DHCP Guard v nepeintu B pexnm eé
KOHOUIrypupoBaHus.

Ypanute noanturky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard
preference

minimum_value;maximum_value:
(0..255)/BbIKNIOUEHO

YCTaHOBUTb MaKCMMa/IbHbIA U MUHUMabHbIN npeaensl
npeanoyteHns ana DHCPv6 cepsepa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection
policy policy_name

policy_name: (1..32) cumsona

Co3zgatb noantnky ND Inspection 1 nepeiTu B pexkum eé
KOHUIrypnpoBaHus.

Ypanutb nonntuky ND Inspection.

ipv6 nd inspection drop-
unsecure

no ipv6 nd inspection
drop-unsecure

— /BbIK/OYEHO

BK/OUYMTbL OT6PAChIBaHWE NAKETOB C OTCYTCTBYHOLWMMMU UM
HefoNyCTUMbIMM NapaMeTpammn UAU NOAMUCHIO.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection
sec-level minimum

minimum: (0..7)/Bbiknt04eHO

YCTaHOBUTb MUHMMa/bHOE 3HAYEHWe NapameTpa YpoBHs
6e30MacHOCTH, NP UCMOTb30BAHWUM ONLUMIA
KpunTtorpaduyeckm creHepmpoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection val-
idate source-mac

— /BbIKAOYEHO

BkntounTb nposepky MAC-agpeca naketa no ero link-layer
aapecy.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name: (1..32) cumBona

Co3pgatb nonntky ND RA Guard u nepeiiti B pexkum eé
KOHUIrypupoBaHus.

Ypanute nonantuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-
limit

minimum_value;maximum_value:
(1..255)/BbIKNIOYEHO

YcTaHOBUTL Npeaensl 3HaveHua Cur Hop Limit 8 Router
Advertisement-coobLieHusx.

YCTaHOBUTb 3HAYeHUA Mo YMONYaHUIO.
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ipv6 nd raguard managed-
config-flag {off | on}

— /BbIKOYEHO

no ipv6 nd raguard man-
aged-config-flag

BkatounTb nposepky dnara "managed-config" B
coobuieHusax Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HavyeHue dnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ipv6 nd raguard other-
config-flag {off | on}

— /BbIK/OYEHO

no ipv6 nd raguard other-
config-flag

Bkatountb npoBepky dnara "other-config" 8 coobeHumsax
Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HavyeHue dnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

— /BbIKOYEHO

no ipv6 nd raguard
router-preference mini-
mum

YCTaHOBUTb MUHUMa/IbHOE 06bABIAEMOE 3HaUYeHne
Default Router Preference B Router Advertisement-
COO0bLIEHUSAX.

- low — HU3Koe 3HayeHue;

- medium — cpegHee 3HayYeHwUe;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

— /BbIKOYEHO

no ipv6 nd raguard
router-preference maxi-
mum

YCTaHOBUTb MaKcMMasibHOe 06bABAAEMOE 3HaYeHne
Default Router Preference B Router Advertisement-
CcoOobLIeHUSAX.

- low — HU3KOEe 3HayeHMue;

- medium — cpegHee 3Ha4yeHue;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusdasku cocedell

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-nbr-binding) #

Tabanua 290 — KomaHgb! pexuma NoAUTUKM NPUBA3KK cocesen

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

logging binding enable

- 104eHO
logging binding disable [Beiknioven

BKAOUWTL NorMposaHune gobasneHuns/yaanenus IPv6 8 Tabavuy
NPVBA3KK coceselt.

BbIKAOUMTL NorMpoBaHue gobasneHus/yaanerus IPve B
Tabmuy NpuBA3KKM coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}
limit:
(0..65535)/0TKNtO4EHO

no max-entries

OnpeaenvTb MaKCMManbHOE KONMYECTBO 3anuceit B Tabaunue
NpUBA3KK coceaeit.

- interface-limit — onpeaenuTte "MMUT ana nHTepdeiica,

- vlan-limit — onpegenutbe numut VLAN,

- mac-limit — onpegenntb Amut MAC-agpecos,

- disable — paspewnTb MaKcMManbHOE KOIMYECTBO 3anucei.
MaKcumanbHoe 3HaveHue = 4294967294.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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address-config {dhcp | any
| stateless}

no address-config

—/address-config

BkntounTtb AobasneHune 3anumceli B Tabamuy NpuBA3KK cocenei
Ha OCHOBAHMMU:

- dhcp — naketa DHCPv6 Reply. Mpwu sTom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/MLy NPUBA3KM cocesein No yMoAYaHUIo
B pe3ynbTaTe aHanm3a ICMPv6-nakeTos,

- any — pgobasnatb BCe agpeca,

- stateless — Ha ocHoBe IPv6 RA coobLueHuit.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

address-prefix-validation
{enable | disable}

no address-prefix-
validation

— /BbIKOYEHO

BK/110UMTbL NPOBEPKY aApecoB B Tabuue NpPUBA3KM cocepeit.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

device-role {perimeter |
internal}

no device-role

— /BbIKOYEHO

YKas3aTb po/ib YCTPOICTBA, MOAKIOUEHHOTO K MHTepdelicy.
- perimeter — yCcTPOWCTBO NepuMeTpa;
- internal — BHyTpeHHee yCTPOMCTBO.

Y6paTb posib C YCTPOMCTBA, NOAK/IOUYEHHOTO K HTEpdElicy.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

BuAa 3anpoca KoMaHAHOM CTPOKU:

console (config-nbr-srcgrd) #

Tabnuua 291 — KomaHapl pexkmma ipvé Source Guard noanuTtnkm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

trusted-port

no trusted-port

— /BbIK/IOYEHO

Onpenenntb fOBEPEHHDBIN NOpT. [laHHAA NoANTUKa
NPUMEHAETCA Ha NOPT, HAa KOTOPOM He A0/IKHA NPUMEHATLCA
noanTuKa Source Guard.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-dhcp-guard) #

Tabnnua 292 — KomaHgb! pexuma ipvé DHCP Guard noavtukm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

device-role {client | server}

no device-role

— /BbIK/OYEHO

YKa3aTb po/ib YyCTPOMCTBA, MOAKIOYEHHOTO K MHTepdelicy.
- server — yCTaHOBWTb POJib CepBepa;
- client — ycTaHOBUTb pPo/b KMEHTA.

Y6paTb posib C yCTPOMCTBA, MOAK/IOUYEHHOTO K MHTEpdENCy.

match reply {disable | prefix-
list prefix_list}

no match reply

prefix_list: (0..32)
CMMBO13/BbIKNOYEHO

BK/I104MTb NPOBEPKY aHOHCMPYEMBbIX a4PEeCcOB, NONYYEHHbIX B
coobuieHnax DHCPv6.

- disable — oTkntounTL Nposepky no DHCPv6-coobuweHmam.
- prefix-list — npeduKc-macka, no Kotopoi byaer
OCYLLLECTBAATLCA NPOBEPKaA.

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

match server address {disable
| prefix-list prefix_list}

no match server address

prefix_list: (0..32)
CMMBO13/BbIKNOYEHO

BK/1104MTb NPOBEPKY aApeca UCTOYHMKA cepBepa.

- disable — oTKAlOUMTL NPOBEPKY agpeca UCTOUHMKa cepBepa.
- prefix-list — npeduKc-macka, no Kotopoi byaer
OCYLLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MUHUMa/IbHbIV Npeaen aHoHcupyembix DHCPv6-
cepBepom Onuui.
- disable — BbIKNHOYMTbL MPOBEPKY ONUMIA.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MaKCMMabHbIN Npeaen aHoHcupyembix DHCPv6-
cepBepom Onuui.
- disable — BbIKNOUMTL NPOBEPKY ONLUNA.

YCTaHOBWTb 3HaYeHMe MO YMOIHAHUIO.

KomaHObI pexcuma KoHgu2ypauuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-nd-inspection) #

Tabnunua 293 — KomaHab! pexuma ipvé ND Inspection nonmMtukm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/OYEHO

YKa3aTb Po/b YCTPOMCTBA, MOAKIOUEHHOTO K MHTEPdENCy.
- host — ycTaHOBUTb po/ib XOCTa;
- router — yCTaHOBUTL PO/Ib MapLUpyTU3aTOpPa.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

drop-unsecure {enable
| disable}

no drop-unsecure

—/BbIK/IOYEHO

BKt0UMTL OTEPAChbIBaHWE NAKETOB C OTCYTCTBYIOLLMMU UK
HefonyCTUMbIMM NapaMeTpammn UAU NOAMUCHIO.

YCTaHOBUTb 3HaYeHMe No YMOYaHUIO.

sec-level minimum
{sec_level minimum |
disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIKNIOYEHO

YKasblBaeT MMHUMa/bHOE 3HaYeHMe napaMeTpa ypoBHA
6e30MacHOCTM NPU MCMNOAb30BaHUM OMNUMIA KpUNTOrpaduueckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

validate source-mac {enable |
disable}

no validate source-mac

—/BbIK/IOYEHO

BkntounTb nposepky MAC-agpeca naketa no ero link-layer
aapecy.

- enable — BKNOUYNTD;

- disable — BbIKNHOUUTD.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-ra-guard) #

Tabanua 294 — KomaHgbl pexxkuma ipvé RA Guard noanTmku

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/IOYEHO

YKa3aTb Po/b YCTPOICTBA, NOAKAOUEHHOTO K MHTEpdEiCy.
- host — ycTaHOBUTbL pPoib XOCTa;
- router — yCTaHOBWUTL PONIb MapLUpyTHU3aTOpPa.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

hop-limit {minimum
value_limit | maximum
value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtOYEHO

YcTaHOBUTL Npeaensl 3HaveHua Cur Hop Limit 8 Router
Advertisement-coobuieHuax.

YCTaHOBUTb 3HAYeHUA Mo YMONYaHUIO.

managed-config-flag {off |
on}

—/BbIK/IIOYEHO

BkntoumTb npoBepKy ¢pnara "managed-config" B coobLlieHnaAx
Router Advertisement.
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no managed-config-flag

- off — 3HaueHune dnara LOMNKHO 6bITH O;
- on — 3HayeHue dnara JOMKHO bbITb 1.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

match ra address {disable |
prefix-list prefix_list}

no match ra address

prefix_list:(1-
32)cMmBoNa/BbIKNHOYEHO

BkntounTb NpoBepKy agpecos B Router Advertisement-
coobuieHUsX.

- disable — oTKnOUMTbL NPOBEPKY aapPeECOoB;

- prefix-list — npeduKc-macka, no KoTopoli byzert
OCYLLECTBNATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

match ra prefixes {disable |
prefix-list prefix_list}

no match ra address

prefix_list:
(1-32)cmBona/BbikntoueHo

BkntoumTb NpoBepKy npedurkcos B Router Advertisement-
COO0bLIEHUSAX.

- disable — oTKntOuUMTL NpoBEpPKY NpPedUKCOoB;

- prefix-list — npedukc-macka, no koTopoi byaet
OCYLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

other-config-flag {off | on}

no other-config-flag

—/BbIK/IOYEHO

BkntounTb npoBepKy dnara "other-config" B cooblieHnAx
Router Advertisement.

- off — 3HaueHune dnara 4ONKHO 6bITh O;

- on — 3HayeHue dnara gOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOHAHUIO.

router-preference minimum
{low | medium | high}

no router-preference min-
imum

—/BbIK/IOYEHO

YCcTaHOBUTb MUHUMabHOE 06bABNAeMOoe 3HaveHMe Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HU3KOEe 3HauyeHMue;

- medium — cpegHee 3HayeHue;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

router-preference maximum
{low | medium | high}

no router-preference max-
imum

—/BbIK/IOYEHO

YCTaHOBUTb MaKcuMaibHoe 06bsABAsAemoe 3HauyeHne Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HM3KOe 3HaYeHue;

- medium — cpegHee 3HauyeHue;

- high — BbicoKkoe 3HaueHue.

YCTaHOBUTb 3HaYeHMe NO YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

Bug, 3anpoca KOMaHAHOW CTPOKMU:

console (config-ipv6-fhs) #

Tabnunua 295 — KomaHgbl pexuma ipvé First Hop Security nonntmnku

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

—/BbIK/IOYEHO

AKTUBMPOBATb IOTMPOBaHME 4PONa NaKeToB Npu
HecooTBETCTBMM NOAUTUKaM 6e3onacHocTh cay»6 RA Guard,
ND Inspection, DHCPv6 Guard u IPv6 Source Guard.

- enable — BKNOYMTL IOrMpPOBaHKUE ApPONa NaKeToB Aan
[aHHOW NONUTUKMK;

- disable — oTkOUMTL NOrMpoOBaHKe Apona NakeToB AN
OaHHOW NONUTUKM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM pexxnma KoHourypaumm nHtepdeinca VLAN:
console (config-if)#

Tabanua 296 — KomaHgbl pexuma KoHpurypaunm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeilicmeue

ipv6 first hop security

no ipvé6 first hop security

— /BbIKOYEHO

Bkntoumtb ICMPV6 1 DHCPV6 snooping Bo vlan.

Bbikntountb ICMPV6 1 DHCPV6 snooping Bo vlan.

ipv6 first hop security attach-
policy policy_name

no ipv6 first hop security
attach-policy

policy_name:
(1..32)cmBona/BbikntoueHo

[o6asutb noantuky First Hop Security Ha nHTepdelic.

Ypanutb nonntury First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

— /BbIKOYEHO

BKAtOUMTbL NPUBA3KY coceleit n gobasneHune 3anuceli B
Tabauuy.

BbIK/IOUMTL NPUBA3KY cocenein u gobasneHune 3anuceit B
Tabauuy.

ipv6 neighbor binding attach-
policy policy_name

no ipv6 neighbor binding
attach-policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb nonntnky Neighbor Binding Ha nHTepderic.

Yaanutb nonntnky Neighbor Binding c untepdeiica.

ipv6 source guard

no ipv6 source guard

— /BbIK/IOYEHO

BkntoumTb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

—/BbIK/IOYEHO

Bkntoumtb DHCP Guard.

Bbikntounts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-
policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantnky DHCP Guard Ha nHTepdeiic.

Ypanute nonntukn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

—/BbIK/IIOYEHO

Bkntoumtb IPv6 ND Inspection.

Bbikntountb IPv6 ND Inspection.

ipv6 nd inspection attach-
policy policy_name

no ipv6 nd inspection at-
tach-policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantnky ND Inspection Ha MHTepdelic.

Ypanute noantuky ND Inspection ¢ nHtepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

—/BbIK/OYEHO

Bkatountb IPv6 ND RA Guard.

Bbikntountb IPv6 ND RA Guard

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-
policy

policy_name:
(1..32)cumBsona/BbiknoYeHO

[o6asutb noantnky ND RA Guard Ha uHTepodelic.

Yaanute nonntnky ND RA Guard ¢ nHtepdeiica.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnuua 297 — KomaHabl pexmma EXEC

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmesue

show ipv6 first hop security

OT06pasmnTb HAaCTPOMKM GyHKUMIA IPV6 First Hop Security.

show ipv6 source guard

OTob6pa3unTb cocTossHMe PpyHKUMM IPV6 source guard.

show ipv6 neighbor binding
table

OT06pasunTb TabanuLy NPUBA30OK coceaen.

show ipv6 dhcp guard

OT06pasmnTb COCTOAHME M HACTPOMKKM yHKLMM DHCP Guard.

show ipv6 nd inspection

OT06pa3nTb COCTOAHME N HAacTponku pyHKuum ND Inspection.

show ipv6 nd raguard

OT06pasunTb COCTOAHME M HAaCTPONKKM GyHKLMM RA Guard.

5.29 ®dyHkumu DHCP Relay-nocpegHuka

5.29.1 ®yHkyuu DHCP Relay dns IPv4

KommyTtatopbl nogaep»kusatotT pyHKumm DHCP Relay areHTta. 3agadveit DHCP Relay areHTa sBasetcs
nepeaadya DHCP-nakeToB OT K/MEHTA K cepBepy 1 obpaTHo B ciy4dae, ecain DHCP-cepsep HaxoamTcs B O4HOM
CeTW, a KNNEHT B Apyroi. pyroi pyHKumMen asaseTca gobasneHme onoiHUTEebHbIX onuuii B DHCP-3anpochl
KAneHTa (Hanpumep, onumu 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOmMMyTaTope: KOMMyTaTop NPUHMMAET oT KaneHta DHCP-
3anpocbl, NepeaaeT 3TU 3anpoCcbl cepBepy OT UMEHM KAMEHTA (OCTaBasAA B 3anpoce onuuun ¢ TpebyembiMmu
KMEHTOM NapameTpamu M, B 3aBUCMMOCTU OT KOHOUrypaumm, aobasnsa ceou onumu). MNonyyns oTeBeT oT
cepsepa, KOMMYTaTOp NepeaaeT ero KANeHTy.

KomaHObI pexcuma 2a0baab6HoU KOHGuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnuua 298 — KomaHapl pexkruma rnobanbHom KoHdUrypauum

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

HAelicmeue

ip dhcp relay enable

no ip dhcp relay enable

N0 YMONYaHUIO areHT
BbIK/NOYeH

Bkntountb pyHKUmm DHCP Relay-areHTa Ha KommyTaTope.

BbikntounTb pyHKUMM DHCP Relay-areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address [vlan vian_id]

vlan_id: (1..4094)
vrf_name: {1..32}

3apaTb IP-agpec goctynHoro DHCP-cepsepa gna DHCP Relay-
areHTa.

[vrf vrf_name] cMmBoONna - vlan — knuneHTckuit VLAN, 3anpocbl U3 Kotoporo byayT
HanpaBaeHbl Ha IP-agpec KOHKPETHOTro cepBepa.
V Mo3KeT 6bITb Heckonbko knueHTckux VLAN pgobasnsiorca yepes
3agaHo po 32 3anATylo B C/ly4yae nepevynciaeHusn n yepes gedpuc s
cepseposB c/lyyae yKasaHWA AManasoHoB.
no ip dhcp relay address (ananazonom Yaanutb IP-agpec us cnucka DHCP-cepsepos gnst DHCP Relay-
lip_address] [vrf vrif_name] uwnmn areHTa.
nepeuncieHnem).

ip dhcp relay information
option format-type option

format: (sp, sv, pv,

Hactpoutb popmat DHCP-onumm 82.
dopmar:

format [delimiter delim- spv, bin); - sV — Homep cnoTa u VLAN;
iter] delimiter: - pv — Homep nopTa v VLAN;
(.,;#)/npoben - Spv — Homep cnoTa, nopTa u VLAN;

- bin — 6uHapHbI popmar: VLAN, cnoT, nopr.
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no ip dhcp relay infor- YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO.
mation option format-type
option
ip dhcp relay information 3apaTb aeHTUPMKaTop remote-id .
option format-type re-
mote-id word word: (1..63) cum-
no ip dhcp relay infor- BOJIOB Yoanutb naeHtudunkaTop remote-id.
mation option format-type
remote-id
ip dhcp relay information YCTaHOBUTb CTPOKY MAEHTUPUKALMKM YCTPOICTBA A0CTYNa.
. word: (1..48) cum-
option format-type ac-
cess-node-id word Bonos/
- - naeHTuduKaTop —
no ip dhcp relay infor- o BoccTtaHOBUTL HAaCTPOMKM MO YMOAYAHMIO.
mation option format-type ycrponersa He
HasHauyeH

access-node-id
ip dhcp relay information Hactpoutb dopmat onuum 82.
option suboption-type - tr101 — yctaHaBAuBaeT ¢opmat onumum 82 cornacHo
{tr101 | custom} CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 (cm. Tabanuy

275);

—/tr101 - custom — yctaHaBauBaeT popmaT onumm 82 B COOTBETCTBUM C

dopmaTom, NpmBeseHHOM B Tabanue 276.
no ip dhcp relay infor- BepHyTb 3Ha4eHne No ymonyaHuio.
mation option suboption-
type

Onpegenutb pexknm obpaboTkn DHCP-nakeToB ¢ onuuel 82:
ip dhcp relay information - keep — nponyckaeT nakeTbl 6e3 M3MeHeHUN;
policy {keep | replace | drop} - replace — 3amellaet cogepxunmoe onumm 82;

—/keep - drop — oTbpacbiBaeT nakeTbl c onuuein 82.

no ip dhcp relay information YCTaHOBUTb PEXUM MO YMOJIHaHUIO.
policy
ip dhcp relay source-port Ucnonb3oBaTh B KauecTBe MCTOYHUKA 3a4aHHbIn UDP-nopr.
port port: (0..65535)/67
no ip dhcp relay source- BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
port

KomaHObI pexcuma KoHguaypauyuu uHmepgpetica VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm nHtepoeiica VLAN:

console# configure
console (config)# interface vlan vlan id
console (config-if) #

Tabnunua 299 — KomaHabl pexkuma KoHdpurypaumm nHtepderica VLAN

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
ip dhcp relay enable Bkntountb dpyHKuMm DHCP Relay-areHTa Ha HacTpanBaemom
MO YMONYAHUIO areHT MHTepodeiice.
no ip dhcp relay enable BbIK/IOYEH Bbikntountb pyHKUMM DHCP Relay-areHTa Ha HacTpaMBaemom
nHTEpdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexkume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #
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Tabnmua 300 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

KomaHda

OnpegenuTb pexxnm obpabotkm DHCP-nakeToB ¢ onuueit 82.
- keep — nponyckaet nakeTbl 6e3 UsMeHeHuUl;

- replace — 3ameLaeT cogepknumoe onuum 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onumen 82.

3HayeHuWe Ha nopTax umeeT 6osiee BbICOKMI NPUOPUTET, YEM
rnobanbHan HacTPoMKa.

ip dhcp relay information
policy {keep | replace | -/global
drop | global}

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 301 — KomaHgb! pexkmuma EXEC
3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aelicmeue

OT06pa3nTb KOHPUrypaLmto HacTpoeHHon dyHKuuu DHCP
Relay-areHTa 41 KoMmyTaTopa v OTAE/bHO ANA UHTepdeiicos,
a TaK¥Ke CMMCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay [vrf

vrf_name] vrf_name: {1..32}

CcMmBO1a

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTtb cocTonaHue pyHKumMn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHKyuu DHCP Relay 0ns IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KoMMyTaTop MOMKET BbINOHATL GYHKUMKN NOCpeaHUKa s
DHCPv6. laHHbIM PyHKUMOHaN peannsoBaH B Buae nonHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®dyHKuma LDRA nossonsieT BCTaBUTb B KaneHTckme DHCPv6-nakeTbl onumu 18 n 37, He nameHas ¢opmat
naketa. MonHoecHbii DHCPv6 Relay nossonseT ocyuwectBnatb nepegadyy DHCPv6-nakeToB OT KAMEHTA K
cepsepy M obpaTHO B cnydvae, ecnn DHCPv6-cepBep HaxoauTcs B OAHOM CeTH, a KAWEHT B gpyroi. [pyroi
dyHKUMel aBnseTca gobasneHune onumin 18 u 37 8 DHCPv6-3anpockl KaMeHTa. MpuHumMn paboTbl NOAHOBECHOTO
DHCPv6 Relay areHTa Ha KomMyTaTope: KOMMYTaToOp NpUHUMAET oT KameHTa DHCP-3anpockl, nepegaet atm
3anpocbl CEPBEPY OT MMEHM KAMEHTa (OCTaBAAS B 3aMpoce Onuumm ¢ TpebyembiMU KIMEHTOM NapameTpamu U, B
33aBMCMMOCTM OT KOHUrypauum, aobasnss ceom onumm). Noayyns oTBET OT CEPBEPA, KOMMYTATOP NepesaeT ero
K/INEHTY.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnnua 302 — KomaHabl pexuma rnobasibHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
o ymon4aHuro

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKa3atb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMNI
MHTepoenc.

Yaanutb agpec DHCP-cepBepa unun ncxogawmii uHtepdeliic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumBonos

3afatb uaeHTUOMKaTop nopTa (onums 18).

Ypanutb naeHTudukaTop nopra.

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumsonos

3agatb naeHTMdukaTop remote-id (onuma 37).

Ypanutb naeHtTudukatop remote-id.

lvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3pgatb nonntuky DHCPV6 Relay v BoliTH B pexkum eé
KOHUryprpoBaHus.

Ypanutb nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTponTb MUHUMANbHYIO M MAaKCMMa/IbHYIO FpaHmLy AnA
preference, otnpasnsemoro B Advertise dhcpv6 coobieHmm
oT cepBepa KauneHTy. Advertise dhcpvb cooblieHus ¢
BbIXOAALWMMM 3a rpaHuuy preference 6yayT oT6poOLLEHDI.

YAanuTe MMHUMANbHYIO M MaKCUMaNbHYIO rpaHuLy ans
preference.

KomaHObI pexcuma KoHguaypuposaHua noaumuxku DHCPv6 Relay

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnunua 303 — Komanapl pexkuma KoHpurypmposaHua nonmtukm DHCPv6 Relay

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no ymon4aHuio

Aeiicmeue

device-role {client | server}

no device-role

word: (1..63)
CUMBOIOB

3apaTb poab NOPTa, K KOTOPOMY NpKUBA3aHA NOAUTUKA. MopT
MOKeT BbITb 0603HAYEH KaK [lOBEPEHHbI — B CTOPOHY
cepBepa U KaK HeZlOBEPEHHbI — B CTOPOHY K/MEHTA.

Ypanutb POANb NOPTa, K KOTOPOMY NpnBA3aHa NONTUKA.

match reply disable

no match reply

—/BbIK/IOYEHO

OTKN0YNTb NPOBEPKY BblAAHHbIX CEPBEPOM a4PeCcoB B
nosy4yeHHbIX coobueHmnax DHCPv6.

BK/1OUMTL NPOBEPKY BblAAHHbBIX CEPBEPOM aZpECOB B
nosly4yeHHbIx coobeHnsax DHCPV6.

match reply prefix-list word

word: (1..32)
CUMBOJI0B

HacTpouTtb duabTpaLmio BblgaHHbIX CEPBEPOM aApecos B
nosy4YeHHbIx coobleHnax DHCPv6 cornacHo prefix-list.
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no match reply OTKAOUUTL GUABTPALLMIO BblAAHHbBIX CEPBEPOM aAPECOB B

nosy4yeHHbIx coobeHuax DHCPv6 cornacHo prefix-list.

match server address disable OTKNOUYUTbL NPOBEPKY agpeca cepBepa B NOYYEHHbIX

coobuieHunax DHCPv6.

—/BbIK/OYEHO

no match server address BK/1lOUMTbL NPOBEPKY apeca cepBepa CepBepoM agpecos B

nosly4yeHHbIX coobuieHmnax DHCPv6.

HacTpouTb dunbTpaumio agpeca cepsepa B NONYYEHHbIX
coobueHuax DHCPv6 cornacHo prefix-list.

match server address prefix-list
word word: (1..32)

CMMBOJIOB

no match server address OTKNOUUTL GUABTPaLMIO agpeca cepBepa B NOMYYEeHHbIX

coobueHuax DHCPv6 cornacHo prefix-list.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnuua 304 — KomaHabl pexkmma KoHPurypuposaHusa nurtepdeiica Ethernet

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKkazatb agpec DHCP-cepBepa UAM HaCTPOUTb UCXOAALLMI
MHTepoeic.

Yaanutb agpec DHCP-cepBepa unu ncxoaawmii untepdelic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumsonos

3afatb uaeHTMdMKaTop nopTa (onuus 18)

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumBonos

3afatb uaeHTMOMKaTop remote-id (onuua 37)

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumsonos
vlan_id: (1..4094)

MpuBA3aTb NONUTUKY K MHTEpbENCY.

OTBA3aTb NOJMTUKY OT MHTepdeiica.

ipvé dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MUHUMA bHYIO ¥ MaKCUMabHYHO TPaHULy Ans
preference, otnpasnsaemoro B Advertise dhcpv6 coobuieHnn
oT cepBepa KnaneHTy. Advertise dhcpvb coobuieHus ¢
BbIXOAALMMM 3a rpaHuLy preference 6yayT oTbpoLeHbl.

YAanuTb MUHUMAbHYIO U MAaKCUMasbHYIO FPaHULy Ans
preference.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 305 — KomaHgbl pexkuma KoHpurypuposaHua nHtepoeica VLAN

3Ha4yeHue/ 3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKasatb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMI
MHTepodeic.

Yaanutb agpec DHCP-cepBepa unun ncxoaawmii nHtepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

- - - word: (1..63) cumBonos
no ipv6 dhcp relay information

option format-type inter-
face-id

3agaTtb naeHTMduKaTop nopta (onuua 18).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id

word word: (1..63) cumsonos

no ipv6 dhcp relay information
option format-type remote-id

3agatb naeHTMdukaTop remote-id (onuma 37).

BoccTtaHOBUTL 3HaYeHWe no YMON4YaHUIO.

ipv6 dhcp guard [attach-policy
word] word: (1..32) cumBonoB

vlan_id: (1..4094)

no ipv6 dhcp guard [attach-
policy word]

MpuBA3aTb NOANTUKY K MHTEpbENCY.

OTBA3aTb NONNTUKY OT UHTepdelica.

ipv6 dhcp Idra
no ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkntounts Lightweight DHCPv6 Relay Agent (LDRA).

Bkntounts Lightweight DHCPv6 Relay Agent (LDRA).

ipvé first hop security [attach-
policy word]

- - - —/BbIKOYEHO
no ipvé6 first hop security [at-

tach-policy word]

Paspewntb paboty pyHKumin DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPV6.

3anpetutb paboty ¢yHKUMn DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPV6.

Npumep HacTpolikn DHCPv6 LDRA:

console#
console# configure

console (config)# ipv6é dhcp guard policy DHCP RELAY TRUST
console (config-dhcp-guard) # device-role server

(
console (config-dhcp-guard) # exit
console (config) # !
(

console (config) # interface gigabitethernet 1/0/12
console (config-if)# ipv6é dhcp relay information option format-type

interface-id GilZ2

console (config-if) # ipvé dhcp relay information option format-type remote-id

MES2324
console (config-if)# exit
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console (config)# !

console (config)# interface gigabitethernet 1/0/24

console (config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
console (config-if) # exit

console (config)# !

console (config) # interface vlan I

console (config-if) # ipvé dhcp ldra

console (config-if)# ipv6é dhcp guard

console (config-if)# ipvé first hop security

5.30 KoHpwurypauua PPPoE Intermediate Agent

®yHKunA PPPOE |A peannsoBaHa B COOTBETCTBUM € TpeboBaHMAMM AoKkymeHTa DSL Forum TR-101 u
npezHasHavyeHa Ana UCNOAb30BaHMA HAa KOMMYTaTopax, paboTatowwmx Ha ypoBHe AoCTyna.

PyHKUMA No3BONSET AONOAHATL NakeTbl PPPOE Discovery nHpopmaument, xapaktepusyroLwen nHtep-
deinc goctyna. ITo HEOHBXOAUMO ANA MAeHTUDMKALMM MOJIb30BaTENbCKOIO HTepdelica Ha cepBepe AocTyna
(BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-
covery ocyLuecTBaseTca rnobasbHO A5 BCEro YCTPOMCTBA M BbIBOPOYHO A1A KaXKA0ro nHTepdeica.

Peanunsaums ¢yHKkUMm PPPOE IA npegocTaBnseT 4ONOAHUTEIbHbIE BO3MOMKHOCTN KOHTPOS COOBLLEHN
NPOTOKO/1a NyTeM Ha3HaYeHUs A0BEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 306 — KomaHabl pexkuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/OoTKAtO4EeH

Paspewntb paboty PPPOE Intermediate Agent.

3anpetutb paboty PPPOE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermedi-
ate-agent timeout

seconds :(0..600)/300

YCTaHOBUTb IMMUT BpEMEHWN HEAKTUBHOCTU NO/Ib30BaTeNs.

BOCCTaHOBUTbL HACTPOMKM MO YMOYAHMIO.

pppoe intermediate-agent

YCTaHOBUTb CTPOKY MAEHTUGMKALLMM YCTPOICTBA AOCTYna.

. word: (1..48
format-type access-node-id ( )
cumsona/
word
" " naeHtTnduKkatop —
no pppoe intermedi- N BoccTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
yCTpOICTBa He
ate-agent format-type ac-
. HasHayeH
cess-node-id
pppoe intermediate-agent YCTaHOBUTb TEKCT coobuieHnsa o6 owmnbKke npesbllleHUsa pas-
format-type generic-er- mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO- uau
ror-message word PADS-nakeTax.
word: (1..128)
" Ecam cooblueHue coaepKUT cumsosbl npobena, ero
cumeona/PPPoE 4 He06X0AUMO 3aK/IIOUNTb B KaBbIYKU.

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

Discover packet is too
large to process

BocctaHoBUTL HaCTpOﬁKM N0 YMOZIHaHUIO.
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pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmart B
cooTBeTcTBMM ¢ TR-101:
slot / port : vlan

HactpouTtb Habop napameTpoB U Pa3genuTeny Mexay HUMM,
KOTOpble NCNOb3YTCA AN GOPMUMPOBaHUA NoAoNuMK circuit -id.
B KOMaHAe MCnonb3yoTcA cneaytowme yCaoBHble 0603HaYeHus:
- sp — slot + port

-sv —slot +vlan

- pv — port + vlan

- spv — slot + port + vlan

- user-defined — dopmart onpegensertca nonb3osatenem. Mpu
onpegeneHnm UCNob3yoTca cneaytowme WwabnoHbl:

%h: hostname;

%p: KOPOTKOe MMA nopTa, Hanpumep gil/0/1;

%P: aAvHHOE MMsA nopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TMN nopTa (3HaveHue nonsa ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmaTte H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep IOHNUTA;

%S: HOMmep C/0Ta;

%n: HoOMep nopTa (Kak Ha nLEeBoi NaHenu);

%i: ifindex nopTa;

%v: ngeHtnédukatop VLAN.

%c: MAC-agpec abOHEHTCKOro yCTPOWCTBa;

%alvlan_id]: IP-agpec nntepdeiica VLAN. Ecam vlan_id He yKasaH,
To noacrtasnaetca IP-agpec uHtepderica default vlian. Ecam IP-
agpec He HaraeH, noactasnsetca agpec 0.0.0.0.

BoccTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CMMBO/IOB

HasHauuTb ngeHTMomKaTop remote-id, gobasnsemoro Kommy-
TaTopoM rnobanbHo.

BoccTaHOBWTbL HAaCTPOMKY NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoOHOUrypaumm nHtepoeica:

console (config-if) #

Tabanua 307 — KomaHgb! pexkuma KoHpurypauum nntepderica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspewwnTb paboTy PPPOE Intermediate Agent Ha uHTepdoelice.

3anpetutb paboTy PPPOE Intermediate Agent Ha nHTepdeiice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJ/IOB

HasHauntb ngeHTnduKatop circuit-id, sobasnsemoro
KommyTaTopom. MaeHTUdUKaATOpP, 3a4aHHBIN B KOMaHae,
NOMIHOCTbIO NepeonpeaenaeT MAeHTUPUKATOP, BblUUCAAEMbIN
Ha OocHoBe rnobanbHbIx NapameTpoBs access-node-id v
option/delimeter.

BoccTaHOBMTL HaCTPOMKY Ha OCHOBE r106a/bHbIX NapameTpos
access-node-id v option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

remote_id: (1..63)
cumeonos/MAC-agpec
KOMMyTaTopa.

HasHauutb naeHTndumkaTop remote-id, fobasnsemoro
KommyTaTopom. MaeHTndUKaTop A0AKeEH BbiTh
CKOHOUrypupoBaH Ha Bcex MHTepdelicax KommyTaTopa, rae
pabotaeT PPPOE IA.
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no pppoe intermedi-
ate-agent format-type re-
mote-id

BOCCTaHOBUTb HAaCTPOWMKY MO YMOMYAHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He asnsaeTca
[lOBEPEHHbIM.

YnpasnsaTb pexxnmom gosepua K uHtepoeicy. KomaHaa
nobasnaeT MHTepdenc K CNUCKY J0BEPEHHDIX.
NHTepdelicbl, K KoTopbiM NnogKkntoueHbl PPPoE-cepBepbl,
HacTpamBalOTCA KaK foBepeHHble. MHTepdelchl, K KOoTopbiM
NOAKNOYEHbI NO/Ib30BaTeNMN, HAaCTPaMUBatOTCA Kak
HefOBEPEHHbIE.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKOYEH

PaspewunTb yaaneHue vendor-specific onumm 13 naketos PADO,
PADS, PADT nepep, 0TNpaBKoW UX B CTOPOHY NO/Ib30BaTeNSA.
DYHKUMA yaaNeHUA MOMKeT BbITb MCNO/Ib30BAHA TOIbKO Ha
MHTepdelice, Ha KOTOPOM paspelLeHa pabota PPPoE IA n
KOTOpbIN ABNSETCA f0BEPEHHbIM MHTepdencom. O6bIYHO
dYHKUMA yaaneHusa HacTpanBaeTca Ha HTepdeiice,
obpaleHHom B cTopoHy PPPoE-cepsepa.

BbIKNOUNTD PEKMM YaaNEHUSR.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 308 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3unTb HacTpolikm PPPOE Intermediate Agent. Echm B
KOMaHAe ABHO He 33ZlaH UHTepdelic, TO KOMaHAa BbINONHAETCA
L5 BCceX UHTepdelicos, rae paspelwweHa pabota PPPoE A 1 Bcex
[OBepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3unTb CTaTUCTUKY paboTbl PPPOE Intermediate Agent. Ecan B
KOMaHze He 3a4aH ABHO MHTepdeic, TO KOMaHAa BbINOJHAETCA
Ons Bcex UHTepdelicos ¢ paspelueHHbiM PPPOE IA n Bcex
[,0BEepeHHbIX NOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OumnCTUTL CTaTUCTMRY paboTbl PPPOE Intermediate Agent. Ecnv B
KOMaHze He 3a4aH ABHO MHTepdec, TO KOMaHAa BbINOHAETCA
ONA Bcex nHTepdelicos ¢ paspeleHHbim PPPOE IA 1 Bcex
[,0BEepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTO6Pa3mnTL BCEX 3apPErncTPUPOBAHHBIX KIMEHTCKUX ceccuid. Ecam
B KOMaHAe He 3a4aH ABHO MHTepdeiic, To oTobparkatoTcs Bce
CEeCcuM C COPTMPOBKOIM No HTepdeiicam.

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

mac address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKprTb KNNEHTCKYH CceCcuio. Ecnu He YKa3aH mac address, TO BCe
ceccun.
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5.31 KoHdurypauuma DHCP-cepsepa

DHCP-cepBep ocywiectBafeT LEeHTPaM30BaHHOE yNpaBaeHUe CeTeBbIMM agpecamm U COOTBETCTBYIO-
MMM KOHPUTYPALMOHHBIMW NMapamMeTpaMm, aBTOMaTUYECKU NPeaoCTaBAAA UX KIMEHTaM. DTO NO3BONAET U3-
6exaTb Py4YHON HACTPOMKM YCTPOMCTB CETU N YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KnueHT (nonyyeHmne coberBeHHoro IP-aapeca ot cep-
Bepa DHCP), Tak 1 kak DHCP-cepBep. BoamorkHa ogHoBpemMeHHan pabota DHCP-cepsepa u DHCP-relay.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 309 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ip dhcp server

no ip dhcp server

—/BbIK/IOYEHO

Bkntounte pyHKumio DHCP-cepBepa Ha KommyTaTope.
Mepep, BKAlOYEHUEM cepBepa AO0NXKHbI 6bITb
l oTKntoueHbl DHCP-knueHTbl Bo Bcex VLAN. B T. u.
= BK/IIOUYEHHDI No ymonyaHuto Bo VLAN 1.

BbikntounTb pyHKuMto DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBonos

Boitu B pexxum KoHdUrypauum ctatnyeckux agpecos DHCP-
cepsepa.

Yaanutb KoHdpurypauuto DHCP-KAneHTa ¢ 3aaHHbIM
MMEHEM.

ip dhcp pool network
name

no ip dhcp pool network
name

name: (1..32) cumBosioB

BoliTn B perkum KoHdpurypaumm DHCP-nyna agpecos DHCP-
cepsepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konandecrso DHCP pool
. YKas3aHo B Tabnuue 9.

Ypannte DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_ad-
dress]

no ip dhcp excluded-ad-
dress low_address
[high_address]

YKasatb IP-agpec, koTopble DHCP-cepBep He byaeT HasHa4vaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIV IP-agpec AManasoHa;

- high-address — KoHeuHbIN IP-agpec ananasoHa.

Ypanutb IP-agpec U3 cnucka UCKAOYEHUI A1 Ha3HAYeHUA
ero DHCP-knueHTam.

ip dhcp ping enable

no ip dhcp ping enable

—/BbIK/IIOYEHA

BkntounTb nepenady ICMP-3anpocoB Ha HasHa4Yaembli |P-
afpec, 4Tobbl NPOBEPUTb 3aHATOCTb agpeca, Npexae Yem oH
bypet HazHayeH DHCP-knneHTy.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

OnpeaennTb KonnMyecTso oTnpaeasembix ICMP-3anpocos.

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300..1000)/500 mc

OnpeaenuTb TalMayT, B TedeHne Kotoporo DHCP-cepeep
0XMOAEeT OTBET C agpeca, Ha KoTopbli nonyyeH ICMP-3anpoc.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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KomaHObI pexcuma KoHgu2ypayuu cmamu4yeckux adpecos DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOWN CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnnua 310 — KomaHgbl pexxuma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

3apesepBupoBaTb IP-agpeca ansa DHCP-KknmeHTa BpyUHyto.

- ip_address — IP-aapec, KoTopblit 6ygeT conocTaBeH c
dU3NYECKUM aapeCcoM KNEHTa;

- mask/prefix_length — macka nogcetu/gnvHa npedukca;

- id — dusnyeckuit agpec (MaeHTUPUKaTOpP) ceTeBol KapTbl;
- mac_address — MAC-agpec.

Ypanutb 3apesepBupoBaHHbie IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpegenutb uma DHCP-knneHTa.

Ypanutb uma DHCP-KknuneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHdpurypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabnuua 311 — KomaHapl pexkuma KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YCTaHOBWUTb HOMEP MOACETM U MACKy NOACETU ANA Nyna
appecos DHCP-cepsepa.

- network_number — |P-appec Homepa NoAceTy;

- low_address — HavanbHbIN IP-agpec grMana3oHa afpecos;
- high_address — KoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka nogceTn/pamHa npedukca.

Ypanute KoHdurypauuto DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpemsa apeHabl IP-aapeca, KOTOpbI HazHavyeH oT DHCP.
- infinite — Bpema apeHAbl He OrpPaHNYEHO;

- days — KONn4ecTBo AHEW;

- hours — KonnyecTBo Yacos;

- minutes — KOIMYeCTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

ping enable

no ping enable

—/BbIKAOYEHA

BkntounTb nepeagavy ICMP-3anpocoB Ha Ha3Havaembill IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-KnuveHTy.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #
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Tabnnua 312 — KomaHabl pexxuma KoHdpurypaumm

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

default-router ip_ad-
dress_list

no default-router

Mo yMOAYaHMIO CNUCOK
MapLUpPyTU3aTOPOB He
onpegesneH.

OnpefenvTb CNMCOK MApLLPYTM3aTOPOB NO YMOAYAHUIO ANA

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB MapLupyTU3aTOPOB.,

MOKeT cofep)KaTb A0 8 3anuce, pasaeneHHbIx Npobesom.
' IP-agpec maplupyTuM3aTopa A0nXKeH 6bITb B TOM Ke
H noACceTH, YTO U KINEHT.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dns-server ip_address_list

no dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpegeneH.

Onpegenntb cnucok DNS-cepBepoB, 4OCTYNHbIX ANA
knmueHTtos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

domain-name domain

no domain-name

domain: (1..32) cumBonos

Onpegenntb gomeHHoe uma ana DHCP-knveHTOB.

YCTaHOBUTb 3Ha4YeHMe NO YMOHYAHMUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuio cnmucok
WINS-cepsepos He
onpeaeneH.

Onpegenntb cnncok WINS-cepBepoB, AOCTYMHbIX ANA
knmentos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOXKET CoAepPKaTb A0 8 3anunceit, pasaeneHHbIx npobesom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonuaHuio TMN y3na
NetBIOS He onpepeneH.

Onpegenutb TN y3na NetBIOS Microsoft ans KaneHToB
DHCP:

- b-node — WKNpOKOBELLATENbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rmbpuaHbIi.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykaszaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AO/IKEH bbITb
NoNy4YeH 3arpy3o4Hblit pain.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca anAa ykasaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOro A0/KeH BbITb NONYYEH 3arpy304Hbli daiin.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKazaTtb umsa $aina, UCnosb3yemoro AN8 HayalbHOM
3arpy3ku DHCP-knueHTa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

time-server ip_address_list

no time-server

Mo ymonyaHumio cnmucok
cepBepoB He onpeaeneH.

OnpeaennTb CNUCOK CEPBEPOB BPEMEHMU, LOCTYMHbIX A5
KnneHtos DHCP.

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMeHw,
MOMKET COAepaTb A0 8 3anuceit, pasaeneHHbIx npobenom.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CMMBO/IOB;
desc: (1..160) cumBonos

Hactpoutb onuumm DHCP-cepsepa.

- code — Kog, onuuu DHCP-cepBepa;

- bool_val — norunyeckoe 3HayeHwe;

- integer — uenoe NoNOXKUTENbHOE YUCNO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om dopmarte.

Ypanute onuuun ana DHCP-cepsepa.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnuua 313 — KomaHabl pexkmma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue feiicmeue
no yMOAYAHUIO
clear ip dhcp binding Yaanutb 3anucu U3 Tabaumubl COOTBETCTBUA GU3UUECKUX
{ip_address | *} a4pecoB M agpecos, BblaaHHbIX ¢ nyna DHCP-cepsepom:
o - ip_address — IP-agpec, Ha3HayeHHbIi DHCP-cepsepom;

- ¥ — yaanuTb Bce 3anucu.
show ip dhcp — MpocmoTpeTb KoHbUrypauun DHCP-cepsepa.
show ip dhcp excluded-ad- MpocmoTpeTb IP-agpeca, koTopble DHCP-cepsep He byaeT
dresses o Ha3Ha4aTb g1 DHCP-KAMeHTOB.
show ip dhcp pool host MpocmoTpeTb KoHOUIypauuio ana cTaTudeckux agpecos DHCP-
[in_address | name] name: (1..32) cepsepa:

CMMBO/IOB - ip_address — IP-agpec KAneHTa;

- name — uma DHCP-nyna agpecos.

show ip dhcp pool network MpocmoTpeTb KoHdUrypauuto DHCP-nyna agpecos DHCP-
name: (1..32)
[name] cepsepa:
CUMBOJI0B

- name — nma DHCP-nyna agpecos.
show ip dhcp binding MpocmoTpeTb IP-agpeca, KOTopble CONOCTaBAEHbI C
[ip_address] — dM3NYECKMMU a4 pecamm KNINEHTOB, a TaK e BPems apeHapl,

cnocob HasHavyeHua u coctoaHue IP-agpecos.
show ip dhcp server statis- MpocmoTpeTb ctatnctnky DHCP-cepsepa.
tics o
show ip dhcp allocated MpocmoTpeTb akTMBHbIe IP-agpeca, BbigaHHble DHCP-

o cepBepom.

[pumepbl 8bINOAHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-KAneHTOB: uma gomeHa — test.ru, wnios
no ymonyaHuo — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_ — — —

5.32 KoHdurypauma ACL (cnucku KoHTponsa aoctyna)

ACL (Access Control List — cnucok KoHTposa goctyna) — Tabauua, KoTopas onpeaenseT npasuna
bunbTpaLmm BXoAALWEro U ucxoaawero TpadmMka Ha OCHOBAHUKM NepefaBaeMblX B MaKeTax MPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

/ ACL-cnucku Ha 6ase IPv6, IPv4 u MAC-agpecoB He A0/KHbl MMEeTb OAMHaKOBble Ha3Ba-
HuA.

/ IPv6- 1 IPv4-cnnucku moryT pabotatb BMmecTe Ha ogHOM pusnueckom nHrepdeiice. CNUCoK
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMELL,ATbCA CO cnUckom IPv6. [lBa cnucka oau-

HAKOBOro TUMNa He MOryT paboTaTtb BMecTe Ha UHTepdeiice.

KomaHgbl Ana co3faHua W pefakTMpoBaHus cnvckoB ACL AOCTYyMHbI B peume rnobanbHoM
KOHUrypaumum.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

KomaHaHan cTpoka B pexkume rnobasnbHOM KOHOUIypauum nmeeT BUA,:
console (config) #

Tabanua 314 — KomaHgbl Ana co3gaHma n KoHourypaumm cnuckos ACL

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_ad-
dress_mask]}

no ip access-list access_list

ip access-list extended ac-
cess_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address [ipv6_ad-
dress_prefix]}

access_list: (0..32)

Co3paTtb cTaHAAPTHBIN cnncok ACL.

- deny — 3anpeTnTb NPOXOXKAEHNE NAKETOB C YKAa3aHHbIMMU
napameTtpamu;

- permit — pa3peLwwnTb NPOXOXKAEHME NAKETOB C
YyKa3aHHbIMW NapameTpamu.

YpanuTb cTaHgapTHbINA cnncok ACL.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauun
IPv4 1 BOITU B peXkuM ero KoHGUrypawmm (ecam crnmcok ¢
OaHHbIM UMEHEM eLLe He CO34aH), MMB0 BONTU B PEXUM
KOHPUrypaLmm paHee CO34aHHONO CMMUCKa.

YaanuTb paclwmpeHHbin cnucok ACL ana agpecaumn IPv4.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauun
IPV6.

- deny — 3anpeTuTb NPOXOXKAEHNE NAKETOB C YKa3zaHHbIMM
napameTpamu;

cMmBona - permit — paspewunTb NPOXOXKAEHME NAKETOB C

YKa3aHHbIMM NapameTpamu.

no ipv6 access-list ac- Ypanutb cTaHZapTHbIN cnncok ACL gna agpecauun IPv6.

cess_list

ipv6 access-list extended Co34aTb HOBbIN pacwmnpeHHbIN cnucok ACL ana agpecauunu

access_list IPV6 1 BOITM B peXMM ero KoHdUrypaumum (ecim cnucok c
JaHHbIM UMEHEM ellle He CO34aH), B0 BOWTU B PEXUM
KOHPUrypaLmm paHee CO34aHHONO CMCKa.

no ipv6 access-list ex- Y8anuTb paclumpeHHsblii cnncok ACL ans agpecauuu IPvb.

tended access_list

mac access-list extended Co3aaTtb HOBbIN cNUCOK Ha 6aze MAC-agpecaunun n BOMTU B

access_list peXunm ero KOHOGUrypaumm (ecnm CMcoK ¢ JaHHbIM UMEHEM
elle He co3aaH), IMb0o BOWTU B PEXKUM KOHOUTYpaLmn paHee
CO3/,aHHOrO CNMCKa.

no mac access-list ex- Yaanutb cnucok ACL Ha 6a3ze MAC-aapecaumu.

tended access_list

access-list configuration YCTaHOBUTb peXxum KoHdurypuposaHua ACL.

mode {default | commit} - default — ACL moKHO pefaKkTMpOBaTb TO/IbKO TOrAa, Koraa
OH He NPMBA3aH HU K OAHOMY U3 MHTepdelicos. HacTpoiku

— /default npasua ACL npumeHatoTca HemeaneHHO.

- commit — ACL MOKHO pefaKTUpoBaTb, KOrAa OH NpuBA3aH
K dusnueckomy nnm VLAN nHtepdelicy. UsmeHeHun
BCTYNAloT B CUY NOCAE BbINONHEHWUA KOMaHAb! access-list
commit.

access-list commit

NMpumeHnTb n3meHeHna Bo Bcex ACL-cnuckax.

access-list commit {ac-
cess_list}

access_list: (0..32)
cumBona

MpumeHUTb n3MmeHeHns B onpegeneHHom ACL-cnucke.
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access-lists statistics { port
| vlan}

no access-lists statistics {
port | vlan}

—/BbIKAOYEHO

BKAounTb CTaTUCTMKY cnnckos ACL

- port — TonbKo ana cnnuckos ACL, npmBA3aHHbIX K

du3MYeCKMM UHTepdelcam;

- vlan — TonbKo ansa cnuckos ACL, NpuBA3aHHbIX K

nHTepdericam VLAN.

[Ona kommyTtatopos cepuu MES23xx BO3MOXKHO
V BKJ/IIOYEHME CTaTUCTUKK cnnckos ACL,

NPUBA3AHHbIX TONbKO K GpU3NYECKUM nopTam
WAU TONBKO K uHTepdeiticam VLAN.

BbIKNHOYMTbL CTaTUCTMKY cnnckos ACL.

time-range time_name

no time-range time_name

time_name: (0..32)
cMmBOIA

BoWiTh B pexxum KoHbUrypauum time-range 1 onpegenuntb
BpPeMeHHble MHTepBasbl 419 CUCKa AocTyna.
- time_name — umsa npoduna HacTpoek time-range.

YaanuTe 3a8aHHy0 KOHGUrypaumio time-range.

Ona Toro 4tobbl

aKTnemsmnposatb cnuncok ACL,

NHTepdeiicom, MCNob3yIOLLMM CNIMCOK, MOXKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica Ethernet, VLAN, epynnsi nopmos

HeobxoaMmOo CBA3aTb €ero C uHTepdelicom.

KomaHaHas cTpoka B pexxume KoHourypauum nutepdeica Ethernet, VLAN, rpynnbl NOPTOB UMEET BUA,:

console (config-if) #

Tabnmua 315 — KomaHaa HasHauyeHua cnncka ACL-uHTepdeiicy

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

service-acl {input | out-
put} access_list

no service-acl {input |
output}

access_list: (0..32)
cumBoNa

B HacTpoiikax onpeaenéHHoro pusnyeckoro nHTepderica
NpWBA3aTb YKa3aHHbIM CMUCOK K AaHHOMY UHTepdelicy.

/ MpuBeA3Ka K MHTepdeiicy VLAN BO3MOKHa TO/IbKO
ONA HanpasaeHus input.

Ha nHTepdeiic MoKHO HasHaunTb TonbKo Extended
ACL.

MNop aeiictBue ACL, HasHauyaemoro Ha interface
vlan, nonagaet He TONbKO MapLIPYTU3UPYEMDbIIA
TpaduK, HO U TPAadUK BHYTPU ceTU.

MNop aeiicteue ACL, HasHauyaemoro Ha interface
vlan, nonagaert Becb BXoAALMIA B NOPTbI TPAadUK B
paHHou VLAN.

EEEE

YpanuTb CNMCOK C HTepdeiica.

KomaHOob! pexcuma privileged EXEC

KomaHaHan cTpoka B perkume privileged EXEC nmeet sua;

console#
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Tabnunua 316 — KomaHabl Ana npocmoTpa cnnckos ACL

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4aHuio

show access-lists [ac- Moka3saTb cnuckun ACL, co3gaHHble Ha KOMmyTaTope.
cess_list] .

- access_list: (0..32)
show access-lists cUMBONA MokasaTb cnuckm ACL, co3aaHHble Ha KOMMYTaTope, KOTopble B
time-range-active [ac- HacTosLLee Bpems ABAAIOTCA aKTUBHbIMU.
cess_list]
show interfaces access-lists ) Mokasatb cnucku ACL, HasHaueHHble UHTepdeiicam.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); e
glgabite! gLp te_port: (1..8/0/1..24);
tengigabitethernet -

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

ck::ar a.ccess lists cgunters gi_port: (1..8/0/1..48); O6HYNUTb BCE CYETUMKM Enwcms ACL, nMb0 cYETUMKM ANA CMIUCKOB
[gigabitethernet gi_port | ACL 3apgaHHoOro nHtepdelica.

.. te_port: (1..8/0/1..24);
tengigabitethernet

L fo_port: (1..8/0/1..4);
te_port | fortygigabitether- aroup: (1..48);
n r rt-channel !
et fo_port | port-channe vian_id: (1..4094)

group | vlan vian_id]

show interfaces access-lists MoKasaTb CYETYMKM CNNCKOB AOCTYNa.

trapped packets [giga- gi_port: (1..8/0/1..48);

bitethernet gi_port | tengi- te_port: (1..8/0/1..24);

gabitethernet te_port | for- fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);

port-channel group | vlan vlan_id: (1..4094)

vian_id]

clear access-lists statistics — OuncTUTb CTaTUCTURY cnmckos ACL.

show access-lists candi- MoKasaTb cocTosiHMe Bcex ACL-CMMCKOB NOC/ie BbINOAHEHNA
date-config - KOMaHAbl access-list commit.

show access-lists candi- access_list: (0..32) MNokasaTtb coctosHuMe onpeaeneHHoro ACL-cnucka nocne
date-config {access_list} cMmBoNna BbINO/IHEHUA KOMaHAbl access-list commit.

show candidate-config ac- MokasaTb, KaKk 6yayT BbirnaaeTs ACL-cnucku B show running-
cess-list - config nocne BbInoNHEeHWA KOMaHAb! access-list commit.

KomaHOob! pexcuma EXEC

KomaHgaHan cTpoka B pexkume EXEC umeet supa;

console#

Tabnunua 317 — KomaHab! ana npocmoTpa cnnckos ACL

3HavyeHue/3Ha4yeHue .

KomaHoa / Aelicmeue
o ymon4yaHuro

show time-range MokasaTtb KoHUrypaumio time-range.

[time_name]

5.32.1 KoHndpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBedeHbl 3HAYEHMA U OMUCAHMA OCHOBHbIX MAapPaMEeTPOB, WUCMOJIb3yeMbIX B
COCTaBe KOMaHg, HacTporKKu cnnckoB ACL, 0CHOBaHHbIX Ha agpecauum IPv4.
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CospgaHne n BXo4 B pexum pegaktuposaHuAa cnuckos ACL, OCHOBaHHbIX Ha agpecauun [Pv4,
OCyLLeCcTBNAETCA NO KOMaHAe: ip access-list extended access-I1ist. Hanpumep, ana cosgaHua
cnucka ACL nopa Ha3BaHuem EltexAL Heo6xoaMMO BbINONHUTL Cheaytolme KOMaHabl:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

..~

Mpu ogHOBpPEeMeHHOM UCMONAb30BaHUKM Npasun ¢ napamerpom offset-list u npasun c na-
pametpom UDP/TCP-nopt (permit/deny tcp/udp any src_tcp/udp_port any dst_tcp/
udp_port) cywecresyer annapatHoe orpaHuyeHue. [1na Ux coBmecTHoi pa6oTbl Heo6xo-

Aumo npu cosgaHum offset-nucra, nomumo HyXHbix 6aiiToB, ykasaTtb 6aitbl TCP/UDP-
noptos 13 L4-3aronosKa.

Tabnumua 318 — OcHOBHbIE NapaMeTPbl, UCNO/Ib3YEMbIE B KOMaHAAX

Mapamemp

3HavyeHue

Aelicmeue

permit

Co3paTb paspewatoliee npasuao ¢punbTpaumm B cnmcke ACL.

deny

Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.

protocol

NpoTOKON

Mone npegHasHa4YeHo ANA YKasaHUA NPoToKona (Mam Bcex
NPOTOKON0B), Ha OCHOBE KOTOPOro ByAeT ocyLiecTBaseTcA
dunbTpaymsa. Mpu BblbOpe NPOTOKOIA BOSMOXKHbI Cieaytowme
BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1Mb60 YMcnOBOE 3Ha4YEeHWe NPOTOKOA, B
AunanasoHe (0-255).

[na cootBeTcTBUA NIOOOMY NPOTOKONY MCNONb3YyeTcA 3HaveHue IP.

source

aapec UCTOYHUKaA

Onpegenntb IP-agpec ncTouHMKA NakeTa.

source_wildcard

wildcard-macka agpeca
WUCTOYHMKA

BuTtoBaa macka, npumeHsaemas K IP-agpecy UCTOYHMKA NaKeTa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble He06X0AMMO
WUTHOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbBIX BUTOB A0/KHbI ObITb
3anucaHbl eguMHnLbl. Hanpumep, MCNoib3ya MacKy, MOXHO
onpeaennTb gna npasmna unbTpaumm IP-cetb. Ytobbl 06aBUTL B
npasuao punbtpaumm IP-cetb 195.165.0.0, Heob6xo0AMMO 3a43aTb
3HayeHue mackm 0.0.255.255, To ecTb COracHO AaHHOW macke
nocnegHue 16 6ut IP-agpeca 6yayT UrHOPUPOBATLCA.

destination

aapec HasHa4yeHnAa

Onpegenutsb IP-agpec Ha3HavYeHUA NakeTa.

destination_wildcard

wildcard-macka agpeca

ButoBas macka, npumeHaemas K IP-agpecy HasHaueHUa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HeobxoaAMMO
MTHOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbBIX BUTOB A0/IXKHbI ObITb

HasHayeHuA
3anucaHbl egMHNULBI. Macka MCNOoAb3yeTCA aHaZI0rMYHO Macke
source_wildcard.
vlan vlan: (1..4094) Onpegenntb VLAN, ana KoToporo 6yaeT npuMeHsaTbCA NPaBuiio.
dscp dscp: (0..63) Onpeaenntb 3HauyeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpegenntb NnpuoputeT IP-Tpaduka.
time_name time_name: (0..32) Onpeaenntb KOHOUIypaLUnIo BpEMEHHbIX MHTEPBA/IOB.

CMMBOJ1I0B
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icmp_type

TMN cCO0bLLEHMA
npotokona ICMP

Ucnonbsyetca ana ¢unbtpauum ICMP-nakeToB. Bo3MOXKHbIe TUMbI
coobuweHunin nonsa icmp_type: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-
request, information-reply, address-mask-request, address-mask-
reply, traceroute, datagram-conversion-error, mobile-host-
redirect, mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nnéo
yncnosoe 3HayYeHue Tuna coobueHus, B AManasoHe (0-255).

icmp_code

icmp_code: (0..255)

Kog coobuweHunin npotokona ICMP, ncnonbayembit ana
dunbTpaymm ICMP-nakeToB.

igmp_type

TMN cOObLEeHMA
npotokona IGMP

Tun coobuweHnin npoTokona IGMP, ucnonbsyemsiii gns
dunbTpaymm naketos IGMP. Bo3amoxkHble TUNbl coobweHnin nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo YncnoBoe 3HayeHne
TMna coobuieHus, B ananasoHe (0—255).

destination_port

UDP/TCP-nopt
Ha3Ha4veHUnA

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morKHble 3HaueHua nona TCP-nopra: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHune (0— 65535).

list_of_flags

¢dnaru npotokona TCP

Ecnun ans ycnosua dunbtpauum onar 4oaKeH 6biTb yCTaHOB/EH, TO
nepes HUM CTaBUTCA 3HAK «+», €CAN He LO/KeH bbITb YCTaHOB/EH,
TO «-». BO3MOXXHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HECKOJIbKMX $GN1aros B ycnosum puabtpaumm, dnarm obveanHatoTca
B OZHY CTPOKy 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

BbIKNOUMTb NOPT, C KOTOPOTo 6bIN MPUHAT MAKET,
YO,0BNETBOPAOLWMI yCI0BUAM Nt060M U3 KoMaHZ 3anpeTa deny, B
cocTaBe KOTOpoit 6b110 onncaHo nosne.

log_input

BKNOUUTL OTNPaBKY MHPOPMALLMOHHBIX COOOLLEHMI B
CUCTEMHDIN XKYPHaA NPU NOJYYEHUN NaKeTa, KOTOPbIi
COOTBETCTBYET 3amnucHu.

offset_list_name

offset_list_name: (0..32)

3a4aTb UCMO/Ib30BaHMeE CNUCKA WabnoHOB Nosb3oBaTens o
pacnosHaBaHWA nakeTos. Jna kaxpaoro cnucka ACL moxxer 6bITb

CUMBOJI0B o
onpezeneH CBOM CNUCOK WabaoHoB.
ace-priority MHAeKc 3a4aeT NofoKeHMe NpaBuaa B CMIUCKE U ero
ace-priority: npuopuTeT. Yem meHblle UHAEKC — TeM NpUuoputeTHee

(1..2147483647)

npaBuao. 3HaYeHne MHAEKCA JOMKHO ObITb YHUKAZbHBIM B
pamKax cnucka npasua B ogHom ACL.

Ona sbibopa Bcero AnanasoHa napamertpos, Kpome dscp u IP-precedence, ucnonb3yerca

Ecan naket nonagaet nop, Kputepuit npasuna B ACL, To Hag HUM BbINONHAETCA AeiicTBUe

V,, napamerp «any».

atoro npasuna (permit/deny). JanbHeliwan npoBepKa He NPOU3BOAUTCA.
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Y
v

Ecnn Ha uHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauyasnbHO NakeT 6ygeT nposepeH
Ha cootBeTcTBUe npasunaam IP ACL, notom — MAC ACL (B cnyyae, ecam He nonagert noa
peiictBue HU ogHoro u3 npasun IP ACL).

Ecnn nocne nposepku Ha cootBeTcTBue npasunam IP unn MAC ACL (Korga 1 ACL HasHauyeH
Ha uHtepdeiic) uam IP 1 MAC ACL (Koraa 2 ACL HasHauyeHbl Ha UHTepdeiic) NakeT He nonan

nog, AeAcTBMe HM OAHOro U3 NpaBu, TO K AaHHOMY NaKeTy byaeT NpMMeHeHo aelicTeue

“deny any any”.

Tabnnua 319 — KomaHabl, ucnonb3yemble ana Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaunm

KomaHda

Aeiicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name] [ace-priority
index]

[06aBuTb paspeLuatoLLyto 3anncb GUAbLTPAL MM ANA NPOTOKONA.
lMaKeTbl, OTBEYalOLLMeE yCNoBUAM 3anucK, ByayT obpabaTbiBaTbeA
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit ip {any | source_mac source_mac_wildcard}

{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

[06aBuTb paspeLuatoLLyto 3anncb GuabTpaLmMmM Ans npoTokona IP.

MakeTbl, OTBEYAtOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbeA
KOMMYTaTOPOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

YAanuTb CO34aHHYIO paHee 3anuch.

permit icmp {any | source source_wildcard}{any | desti-
nation destination_wildcard} {any | icmp_type}{any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

[o6aBuTb paspeluatoLLyo 3anmcb GuUabTpaLum gns NpoToKona
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit igmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[06aBuTb paspeLuaoLLyto 3anuck GuabTpaLumn Ana NpPoToKoNa
IGMP. MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[06aBunTb paspeLuaroLLyto 3anucs GUabTPaLUmM Ana NPoToKoNa
TCP. MakeTbl, OTBEYAOLME YCIOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YaanuTb co3aaHHYI0 paHee 3anuchb.
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permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspeLuaroLLyto 3anuce GuabTPaLUmM 418 NpoToKoNa
UDP. NakeTbl, 0OTBEYatOLME YCNOBMAM 3anucu, byayTt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YLanuTb CO34aHHYI0 paHee 3anucsb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GuUabTPaLMK ANA NPOTOKOAA.
MaKeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, ByayT 610KMpoBaTLCA
KommyTaTopom. Mpu ncnonb3osaHum Kntovesoro cnosa disable-
port pusnyecknin HTepdenc, NPUHABLININ TaKoM NakeT, byaeT
BbIK/OYeH. Mpu ncnonbsoBaHMK Katoyesoro ciosa log-input
6yAeT oTNpaB/eHO coobLLeHMe B CUCTEMHBIV KypHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YLanuTb CO34aHHYI0 paHee 3anucsb.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[o6aBunTb 3anpeLatoLLyto 3anmcb GuUabTpaLmmn 4na npoTokona IP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3osBaHuu Knovesoro cnosa disable-
port pusnyecknin HTepdenc, NPUHABLUNI TaKoW NaKeT, byaet
BbIK/tOYeH. MpY NCNoab30BaHMM Kato4YeBoro cnosa log-input
byneT oTNpaBAEHO COObLEHME B CUCTEMHDIN KYPHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBunTb 3anpeLatoLLyto 3anmcb GUAbTPaLmMmM 414 NPOTOKONa
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucK, byayt
6710KMpPOBaTLCA KOMMYTATOPOM. [PK UCNOIB30BAHUK K/THOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLINIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpy MCNnoNb30BaHWUM KOYEBOTO C/10Ba
log-input 6yaeT oTnpaBneHo coobLLeHNE B CUCTEMHBII KYPHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[06aBunTb 3anpeLyatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
IGMP. MakKeTbl, 0TBEYalOLLME YCOBUAM 3anucK, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU MCNOL30BAHUM K/HOYEBOTO
cnosa disable-port dbusnuecknin uHTepdeinc, NpUHABLIKIA TaKoM
nakeT, byaeT BblkAtoYeH. Mpr CNoNb30BaHWUM KAKOUYEBOTO C/10Ba
log-input 6yaeT oTnpaBneHo coobLLeHNE B CUCTEMHBII KYPHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpeLyatoLLyto 3anncb GUabTPaLMK ANA NPOTOKoNA
TCP. MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT
6/10KMPOBATHCA KOMMYTATOPOM. MPU UCMONB30BAHWUM K/HOYEBOTO
cnosa disable-port dusnyecknii nHTepdelic, NPUHABLLMIA TaKoM
nakert, 6yAeT Bbik/atoYeH. [py NCNoAb30BaHUM KOYEBOTO C0BA
log-input 6yaeT oTnpaBneHo coobLLEHNE B CUCTEMHBIIN KYPHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YaanuTb co34aHHYI0 paHee 3anuchb.
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deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[06aBuTb 3anpeLyatoLLyto 3anucb GUAbLTPaLMK AN NPOTOKONA
UDP. NakeTbl, OTBEYatOLME YCNOBMAM 3anucu, byayt
6/10KMPOBATLCA KOMMYTATOPOM. [1pU UCMONB30BAHNUM KHOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLIKIA TaKoM
nakert, 6yAeT BbIK/AOYEH. [pM MCNONb30BAaHUM K/IHOYEBOTO C/10BA
log-input 6yaeT oTNpaBneHO cOOBLLEHME B CUCTEMHbIN XKYPHaI.

input]

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-

Y[anuTb cO34aHHYI0 paHee 3anuch.

value} ...

offset-list offset_list_name {offset_base offset mask

Co3AaTb CNUCOK WabaoHOB Nonb3oBaTena ¢ UMeHem name. Umsa
MOKET BK/ItoYaTb OT 1 0 32 cumBOIOB. B 0gHOM KOMaHAe MOXKeT
copepKaTbCs 40 TPMHAALATH WAbAOHOB B 3aBUCUMOCTM OT
BbIGPAHHOrO peXmnma HaCTPOIMKKM CNUCKOB AO0CTyNa (KomaHAaa set
system mode), BKtoYalOLWMX Caeaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HaYeHMUA:

I3 — Hayano cmelleHmMA ¢ Havana IP-3aro10BKa;

14 — Hayano cmelleHus ¢ KoHua IP-3arosioBKa.

- offset — cmeleHne baliTa faHHbIX B Npeaenax nakeTa.
ba3oBoe cmelleHe NpUHUMaETCA 33 HaYano oTcYeTa;

- mask — macka. B aHanu3e nakeTa NPUHMMALOT y4acTue TOIbKO
Te paspaabl bakiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX pPa3paaax
Macku 3agaH ‘0’;

- value — NCKOMOE 3HauyeHue.

no offset-list offset_list name

YLanuTb CO34aHHbIN paHee CNUCOK.

access-list commit

MpumeHnTb nsmeHeHuna 8 ACL-cnmcke.

5.32.2 Konopuzypayusa ACL Ha 6a3e IPv6

B AaHHOM pa3sgene npuBefeHbl 3HAYEHMSA U OMMCAHMA OCHOBHbIX MapameTpoB, MCMNO/b3yeMbIX B
cocTaBe KOMaHA, HacTpoiiku cnnckos ACL, ocHoBaHHbIX Ha agpecaunun IPve.

Co3gaHve M BXog4, B pexuMM pefakTmposBaHuA cnvckoB ACL, OCHOBaHHbIX Ha agpecaumn IPv6,
OCyLLeCcTBAAETCA N0 KOMaHAe: ipv6 access-list access-1ist. Hanpumep, gna cosganua cnmucka ACL
nog, HassaHMem MESipv6 He06X0AMMO BbINOAHUTbL CleAytoLwmMe KOMaHAbI:

console#

console# configure
console (config)# ipv6é access-list extended MESipvé
console (config-ipve-al) #

Tabanuya 320 — OcHoOBHbIE NApPaMeTpPbl, UCMOIb3yeMble B KOMaHAAX

Mapamemp

3HayeHue

Aeiicmeue

permit

Co3aaTb paspelatoLee npasuao ¢puabTpauum B cnmcke ACL.

deny

Cospaatb 3anpeuiatouee npasmao ¢puabtTpauum s cnvcke ACL.

protocol

NpoOTOKOA

Mone npeaHasHayeHo ANA YKasaHWA NPOTOKoNa (Mau Bcex
NPOTOKO/I0B), Ha OCHOBE KOTOPOro ByZeT ocyLLecTBAAETCA
dunbTpaums. Mpu BbiIbope NPOTOKOA BO3MOXKHbI CeaytoLme
BapuaHTbl: icmp, tcp, udp, 1Mbo YUncnoBoe 3HAYEHNE NPOTOKONA
— icmp (58), tcp (6), udp (17).

[na cootBeTcTBUA N1OOBOMY NPOTOKONY UCNONb3YyeTCA 3HaYeHNe
IPv6.

source_prefix/length

agpec otnpasuTena n ero

Onpegenuts IPv6-agpec n gavHy npedukca cetn (0-128)

ANVHa (konmyecTBO CTaplUNX BUT afpeca) UCTOUHMKA NaKeTa.
destination_prefix/length afipec Ha3HayeHuA 1 ero Onpegenuts IPv6-agpec n ganHy npedukca cetm (0-128)
ANvHa (konuuecTBo cTaplnx 6BUT agpeca) Ha3HaYeHUA NakeTa.
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dscp dhcp: (0..63) Onpegaenntb 3HauyeHne DSCP-nona diffserv.
precedence precedence: (0..7) Onpegenntb npuopuTeT IP-Tpadumka.
time_name time_name: (1..32) OnpeaennTb KOHOUrypaLUnio BpeEMEHHbIX MHTEPBAJIOB.
CMMBONOB
icmp_type Ucnonbsyetca ana ¢punbtpaumm ICMP-nakeToB. Bo3moXKHble
TUMbI U YUCNOBbIE 3HAYEHUA COOBLLEHNIA Noasa icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
TMN cO0bLLEeHMA
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code icmp_code: (0..255) Ucnonbsyetca ana ounbtpaumnmn ICMP-nakeTos.

destination_port

UDP/TCP-nopt
Ha3HaueHuna

source_port

UDP/TCP-nopT MCTOYHUKA

Bo3morKHble 3HayeHus nona TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

Ona UDP-noprTa: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcep (177).

JInbo uncnosoe 3HauyeHue (0 - 65535).

list_of_flags

¢dnarun npotokona TCP

Ecnu pns ycnosua dunbtpaumm dnar 4oaKeH ObiTb YCTAHOBNEH,
TO Nnepes, HUM CTaBUTCA 3HAK «+», €C/IN HE A0/KeH BbITb
YCTaHOB/IEH, TO «-». BO3MOKHble BapuaHTbl dpnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port

BbIKNHOUYMTb NOPT, C KOTOPOTO BbIN MPUHAT NaKeT,
Y4,0BNETBOPAOLWMIA yci0BUAM Ntobol U3 KomaHg 3anpeTa deny,
B COCTaBe KoTopoit 6bia10 onncaHo none.

log-input

BKNOUUTL OTNPaBKY MHPOPMALLMOHHBIX COOOLLEHMI B
CUCTEMHbIN KYpPHaN Npu NoJyYeHUM NakeTa, KOTOpPbIi
COOTBETCTBYET 3anncHu.

ace-priority

ace-priority:
(1..2147483647)

WHaekc npasuna B Tabsmue. Yem meHblUe MHAEKC — Tem
npuopuTeTHEE NPaBUNO. 3HaYeHe MHAEKCA LOKHO BbiTh
YHUKaNnbHbIM B pamMKax Cru1cka npasua B ogHom ACL.

V Dna Bblbopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syercs

napameTp «any».

V‘ Mocne Toro, Kak xota 6bl 0aHA 3anucb AobaBneHa B cnucoK ACL, nochegHUMM B CNUCOK
[obaenaATcA 3anucm:
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HUX pa3peLLaloT NOUCK coceaHUX IPV6-yCTPOMCTB C NOMOLLbIO NPOTOKOA
ICMPvV6, a nocnheaHAAa O3Ha4YaeT UTHOPUPOBAHUE BCEX NAKETOB, HE YA0BAETBOPAIOLLUX
ycnosuam ACL.

Tabnunua 321 — KomaHabl, Mcnonb3yemble ana HacTpolikn ACL cnnckos Ha ocHoBe IPv6-aapecaunm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[l06aBuTb paspelualoLLyto 3anncb GunbTpaLum ana
npoTokona. MakeTbl, OTBEYaloLLME YCNOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

330

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anunchb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKoNa
ICMP. MaKeTbl, OTBEYatloLLME YCAOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[o6aBuTb paspeluatoLyto 3anncb GUabTPaLMK ANA NPOTOKoNa
TCP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YaanuTb co3aaHHyIo paHee 3anuch.

permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
UDP. MakeTbl, OTBEYaloLLME YCIOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o06aBuTb 3anpeLyatoLLyto 3anucb GuabTpauum ansa
npoTokona. MakeTbl, 0OTBEYatoLMe YCNOBUAM 3anuncu, byayT
610KMPOBATHCA KOMMYTaTOPOM. MpK UCNONB30BaHUK
Kntoyesoro cnoBa disable-port pusnuecknin MHTEpdEic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNoNb30BaHMM KNtoYeBoro cnosa log-input 6yaer
OTNPaBNEHO COOBLLEHNE B CUCTEMHDIN KYpHa.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanutb co3gaHHyo paHee 3anucob.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[06aBuTb 3anpeLyatoLLyto 3anucb GUAbTPaLLMM AN NPOTOKONA
ICMP. MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayTt
610KMPOBATLCA KOMMYTaTOPOM. MpPU NCNOb30BAHMM
Kntoyesoro cnosa disable-port dpusnyeckunin MHTepoeiic,
NPUHABLUNIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNoNb30BaHMM KNtoYeBoro cnosa log-input 6yaer
OTNpPaBAEHO COObLEHNE B CUCTEMHDIV XKypPHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanutb co3gaHHyo paHee 3anuncob.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBunTb 3anpeLatoLLyto 3anmce GUAbTPaLLMK ANA NPOTOKONA
TCP. MakeTbl, OTBEYAOLWME YCIOBMAM 3anucu, byayt
610KMPOBATLCA KOMMYTATOPOM. MpPK UCNOb30BAHMM
Kntoyesoro cnosa disable-port dpusnyeckunin nHTepoeiic,
NPWHABLUWI TaKOW NaKeT, byaeT BbikAYeH. Mpu
MCNONb30BaHWUM KAtoYeBoro cno.a log-input 6yaet
OTNpPaBAEHO COOBLEHME B CUCTEMHDIN KYpHa.
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no deny tcp {any | source_prefix/length} {any | Y8anuTb Co34aHHYI0 paHee 3anuch.
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

deny udp {any | source_prefix/length} {any | source_port} [o6aBunTb 3anpeLyatoLLyto 3anucb GUAbTPaLMM ANA NPOTOKONA
{any | destination_prefix/length} {any | destination_port} UDP. MakeTbl, OTBEYaloLMe YCAOBUAM 3anucK, byayTt

[dscp dscp | precedence precedence] [match-all 610KMPOBATHCA KOMMYTaTOPOM. MpU UCNOABb30BaHUK

list_of flags] [time-range time_name] [disable-port | kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
log-input] [ace-priority index] NPWHABLUWI TaKoW NaKeT, byaeT BbikAoYeH. MNpu

MCNo/b30BaHMK KatoueBoro ciosa log-input 6yaer
OTNPaBAEHO COOBLIEHNE B CUCTEMHbIN KypHa.

no deny udp {any | source_prefix/length} {any | YaanuTb co34aHHyo paHee 3anuch.
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

offset-list offset_list_name {offset_base offset mask value} Co34aTb CNUCOK Wab/I0HOB NO/Ib30BaATENA C UMEHEM name.
Mma moxeT BkAoYaTb oT 1 40 32 cumBonoB. B oaHoM
KOMaHZAE MOET coAepKaTbCA A0 TPMHAALATU LWabnoHOB B
3aBMCMMOCTM OT BbIOPAHHOTO PEXMMA HACTPOMKM CMUCKOB
AocTyna (komaHaa set system mode), BKAto4atoLwmx
cnepyolme napameTpbi:

- offset_base — 6a3oBoe cMmelleHMe. BO3MOXKHbIe 3HaYEeHUA:
I3 — Hayano cmeleHUs ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmelleHUsA ¢ KoHua IPv6-3arosioBKa.

- offset — cmeleHne H6aliTa faHHbIX B Npeaeniax nakera.
ba3oBoe cmelleHWe NPUHUMAETCA 33 HAa4aslo OTCYETa;

- mask — macka. B aHanuse nakeTa NpMHMMAIOT yyYacTue
TO/IbKO Te pa3pagbl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX
pa3psagax Mmacku 3agaH ‘0’;

- value — UCKOMOE 3HayeHue.

no offset-list offset_list name YaanuTb co3gaHHbIN paHee CrMCOoK.

access-list commit MNpvmeHnTb M3meHeHna B ACL-cnucke.

5.32.3 Kondpueypayusa ACL Ha 6a3ze MAC

B paHHOM paspene npuseneHbl 3HAYEHUA U OMUCAHMA OCHOBHbIX MApPaMeTPOoB, UCMOAb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

Co3gaHve M BXoA4 B peXMM pefaKtupoBaHuAa cnmuckoB ACL, ocHoBaHHbix Ha MAC-agpecauumm,
OCyLlecTB/AETCA MO KOmMaHae: mac access-list extended access-l1ist. Hanpumep, ana
co3gaHuA cnucka ACL nog HazsaHMem MESmac HeobxoaMMO BbINOAHUTL CAeaytowme KOMaHab!:

console#

console# configure

console (config) # mac access-list extended MESmac
console (config-mac-al) #

Mpu oaHOBpeMeHHOM MCNOoNb30BaHUM NpaBua ¢ napameTpom offset-list u npasun c na-
pametpom EtherType (permit/deny any any EtherType) cywecrsyer annapaTHoe orpaHm-
yeHue. na nx coemectHo pabotbl Heobxogumo npu cosgaHum offset-nucra, nommmo
HY>XHbIX 6aiTOB, yKa3aTtb 6aiiTbl EtherType.

.‘
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Tabnumua 322 — OcHOBHble NapaMeTPbl, UCNO/Ib3YEMblE B KOMaHAAX

Mapamemp 3HaveHue Aelicmeue
permit - Co3patb paspelatolee Npasuao ¢punbTpauum B cnmcke ACL.
deny - CospaaTb 3anpeLyatouee npasmno ¢puabTpauum B cnmcke ACL.
source - Onpegennte MAC-agpec CTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
UCTOYHUKA

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heob6xo41MMOo
UrHOPUPOBaTb. B 3HaUeHUA MTHOPMPYEMBIX BUTOB A,0/1XKHbI ObITb
3anucaHbl eAnHULbI. Hanpumep, Ncnonb3ys Macky, MOXKHO
onpeaenuTb Ana npasuna punbTpaunmn ananaszoH MAC-agpecos.
YT106b1 f062BMTL B Npasuio dpunbTpaummn sce MAC-agpeca,
HaumHatowmecs Ha 00:00:02:AA.xx.xx, HE0bX0AMMO 334aTb
3HauyeHue macku 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM macke,
nocnegHue 32 6uta MAC-agpeca byayT He BaXKHbl 41 aHaAu3a.

destination

MAC-agpec Ha3HavyeHuA

nakeTa

Onpegenntb MAC-agpec HazHauyeHMA NakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHus

Macka onpegenset 6utol MAC-agpeca, KoTopble He06Xxo41MMO
UrHOPMPOBaTb. B 3HaYeHUA UTHOPMPYEMbIX BUTOB LO/KHbI BbITb
3anucaHbl eanHULbl. Macka MCNo/b3yeTca aHaN0rMYHO Macke
source_wildcard.

vilan_id

vlan_id: (1..4094)

MoaceTtb VLAN dunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnykumsanusa (CoS) duabTpyemMbix NaKeTOB.

cos_wildcard

wildcard-macka knacca
obcnyxuanHus (CoS)
bUAbTPyEMbIX NAKeTOB

Macka onpegensnet 6utbl CoS, KoTopble Heob6xoaNMMO
WUTHOPUPOBATL. B 3HAYEHMA UTHOPUPYEMbBIX BUTOB AO/IKHbI ObITb
3anucaHbl eanHULbI. Hanpumep, 4Tobbl UCNOIb30BaTb B Npasuse
dunbtpaumm CoS 6 n 7, Heobxoammo B none CoS ykasaTtb
3HavyeHue 6, "nbo 7, a B NoNe Macku 3HadyeHue 1 (7 B 4BOMYHOM
npeacTtasneHnn — 111, 1 - 001, nonyyaercs, 4To nocaegHuin 6uT,
ByAeT UrHopmpoBaThea, To ecTb CoS moskeT 6biTb 60 110 (6),
nmbo 111 (7)).

eth_type eth_type: (0..0xFFFF) Ethernet-Tn ¢puNbTPyEMbIX NAKETOB B LECTHAALATEPUYHOM
3anucu.
disable-port BbIK/IOUNTL NOPT, C KOTOPOTro 6biN NPUHAT NaKeT,
i YZA0B/IETBOPAIOLMIA YCIOBUAM KOMaHAbI 3anpeTa deny.
log-input BKAtOUMTb OTNPaBKY MHPOPMALMOHHBIX COOOLLLEHUN B
- CUCTEMHBII XKYPHaA NpY NOAYYEHUM NAKETa, KOTOPbIN
COOTBETCTBYET 3aNNUCK.
time_name time_name: (1..32) Onpenenvtb KOHOUTYPALMIO BPEMEHHbIX MHTEPBA/IOB.

CMMBO/I0B

offset_list_name

offset_list__name: (1..32)

CMMBOJ1I0B

3a4aTb MCNO/Ib30BaHMeE CMUCKA WaboHOB Noab3oBaTens gas
pacrnosHaBaHua nakeToB. Jas kaxaoro cnucka ACL moxkeT 6bITb
onpeaenieH CBOM CNMCOK WaboHOB.

ace-priority

ace-priority:
(1..2147483647)

NHaekc npasuna B Tabamue. Yem meHbLUE MHAEKC — TEM
npuopuTeTHee NPaBuIo. 3HaYeHne MHAEKCA JOMKHO BbITh
YHUKaNbHbIM B pamKax cnucka npasun 8 ogHom ACL.

< KX

Dna Bbibopa Bcero AvManasoHa napameTpoBs, Kpome dscp u IP-precedence, ucnonbsyerca
napametp «any».
Ecnu nakeTt nonagaet noa Kputepuit npasuaa B ACL, To Hag, HAM BbINOJIHAETCA AeACTBUE
aToro npasuna (permit/deny). lanbHelilwan npoBepKa He NPOU3BOAUTCA.

Ecnn Ha uHTepdeiic HasHadeHbl IP u MAC ACL, To nepBoHa4anbHO NakeT 6yaer nposepeH
Ha cooTBeTcTBMe npasunam IP ACL, notom — MAC ACL (B cnyyae, ecnu He nonaget nog,
AeicTeue HU ogHoro 13 npasun IP ACL).

Ecnuv nocne npoBepKu Ha cooTteeTcTBMe npasunam IP unm MAC ACL (Korga 1 ACL HasHaueH
Ha uHTepdeic) unm IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan

noa AeucTBue HU OAHOrO U3 NPaBUA, TO K AaHHOMY NaKeTy byaeT NnpUMMeHeHo aecTBue
“deny any any”.
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Tabnmua 323 — KomaHabl, ucnosbayemoble ans Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecaunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list_ name]

[lo6aBuTb paspeluatoLLyio 3anuch GunbTpaumm. MakeTol,
oTBevatoLme ycnosuam sanmcu, byayT obpabatbiBaTbea
KOMMYTaToOpOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

Y[anuTb co34aHHYI0 paHee 3anuch.

deny {any | source source-wildcard}{any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[o6aBuTb 3anpewatoLyto 3anmcb GunbTpaymu. NakeTsbl,
oTBeyvaloLme ycnosuam 3anucu, byayt 610KkmMpoBaTtbea
KommyTaTopom. Mpun MCNONb30BaHMM KNIOYEBOTO C10BA
disable-port, dpusnyecknin nHTepdeic, NpUHABLLMI TaKoN
nakeT, byAeT BbIK/IOYEH.

Mpw ncnonbsoBaHUM KatodeBoro ciosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIV KypHa.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list name]

YAanuTb CO34aHHYIO paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3paTb CNUCOK WabIoHOB NOb30BaTENsA C UMEHEM name.
Mma moxkeT BKAto4aTb oT 1 Ao 32 cMmBON0B. B 0AHOM KomaHae
MOXET COAEPMKATLCA A0 TPUHALLATM Wab/OHOB B 3aBUCMMOCTHU
OT BbIBPAHHOTO PeXXMMa HaCTPOMKM CMMUCKOB A0CTyNa (KomaHaa
set system mode), BK/loYalOLWMX Cneaylowme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HaYeHuUA:
12 — Hayano cmeuleHma ot EtherType;
outer-tag — Hayano cmeleHuns ot STAG;
inner-tag — Havyano cmeweHus ot CTAG;
src-mac — Havano cmelteHma ¢ MAC-agpeca UCTOYHUKA;
dst-mac — Havano cmeweHuns c MAC-agpeca HasHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B Npegenax nakeTa.
ba3oBoe cmeLleHMe NPUHUMAETCA 33 Ha4yaslo OTCYEeTa;
- mask — macka. B aHanu3e naketa npuHMMatoT yyactme
TO/IbKO Te pa3pAaabl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX
paspagax Macku 3agaH ‘0’;
- value — nckomoe 3HayeHue.

no offset-list offset_list_name

Ypanutb CO3AaHHbIl71 paHee CNUCOK.

access-list commit

MNpumeHnTb M3meHeHna B ACL-crincke.

5.33 KoHwurypauma 3awmtbl oT DoS-atak

[aHHbIV KNacc KomaHg no3sosAeT 610KMPOBaTb HEKOTOPbIE PAcNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console (config) #
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Tabnunua 324 — KomaHAabl ANA HACTPOMKM 3aWmTbl oT DoS-aTak

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

ip martian-address filtering

no ip martian-address
filtering

—/BKAIOYEHO

BKIOUMTb GUABTPALMIO NAKETOB C aAPEcamm UCTOUYHUKA U
Ha3HayeHua u3 cetn 0.0.0.0/8.

BbIK/MOUNTL GUABTPALMIO NAKETOB C apecaMm UCTOUYHMKA U
Ha3HayeHua u3 cetn 0.0.0.0/8.

security-suite deny
martian-addresses {add |
remove} ip_address

ip_address:mask/—

HacTtpouTtb nnu yaanuts gnanasoH IP-agpecos. MakeTbi ¢ IP-
a[pecom MCTOYHUKA UK Ha3HavyeHus, nonagatoLme noa,
HaCTPOEHHbI AnanasoH, byayT oTOpoLLEHbI.

security-suite deny
martian-addresses
reserved {add | remove}

HacTpouTb unun yaanutb dpunbtp gna 3ape3epBUpoBaHHbIX IP-
agpecoBs. 3ape3epBUPOBAHHBIMU CUUTAIOTCA CneayoLllme ajgpeca:
0.0.0.0/8 — aapeca UCTOYHMKA U Ha3HaYeHMA (UCKoueHne —
agpec uctovHuka 0.0.0.0);

no security-suite deny syn-
fin

add/— 127.0.0.0/8 — agpeca UCTOYHMKA U HAa3HAYeHUS;
192.0.2.0/24 — aapeca UCTOYHMKA M Ha3HaYeHUs;
224.0.0.0/4 — ToNbKO agpeca UCTOYHMKA;
240.0.0.0/4 — agpeca MCTOYHMKA M Ha3HaAYeHUA (MCKIOHEHNE —
agpec HasHayeHua 255.255.255.255).
security-suite deny syn-fin OT6pocuTs TCP-nakeTbl C 04HOBPEMEHHO ycTaHOBAEHHbIMM SYN-
n FIN- dnaramu.
—/BKAKOYEHO

BbIKMOUNTb GYHKUMIO 0TOpackiBaHUA TCP-nakeToB
oAHOBpemMeHHOo ycTaHoBaeHHbiMK SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspelnTb NPOXOKAEHMNE ONpeaeNeHHbIX TUNOB
TpaduKa, XapaKTePHbIX ANA BPELOHOCHbIX MPOrpamm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHMKA
paBHbiMm 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl ¢ NOpTOM
Ha3Ha4vyeHunA paBHbiM 2140 n nopTom UCTOYHUKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C nopTom
Ha3HayeHuA 31337 1 nopTom MCTOYHMKa paBHbiMm 1024,

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIKAOYEHO

BKAIOUNTL KNacc KOMaHA, security-suite.
- global-rules-only — oTkntoyaeT knacc KomaHg, security-suite Ha
nHTepoercax.
V He BauseT Ha paboTy KomaHAbl security-suite deny syn-
fin.

OTKNOUMTD K/1acC KOMaHA security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

Hactpoutb pexxkum 3awmtbl ot SYN-aTak:

- block — oTbpacbiBaeT npegHasHaveHHble ycTpoicTay TCP-
naKeTbl ¢ ycTaHOB/IeHHbIM diarom SYN 1 popmupyet
npeaynpexaatouiee coobuieHne;

- report — dopmupyeT npeaynpexgaroLLee coobleHne npm
npuxoae npeaHasHayeHHoro ycTpolicTey TCP-nakeTa ¢
ycTaHoBneHHbIM dnarom SYN;

- disable — oTkntoyaet 3awumTy.

Hactpoutb PeXnm no ymonyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpepennTb MHTEpPBa, MO UCTEYeHUU KoToporo byaer
pa3bnokuposaH paHee 3a6N10KMPOBaAHHbIN UCTOYHUK SYN-aTaku.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpeaennTb CKOPOCTb (KOANYECTBO NAaKETOB B CEKyHAY) OT
KOHKPETHOro UCTOYHMKA, NPY KOTOPOW 3TOT UCTOYHUK ByaeT
NMAEHTUPULMPOBAH KaK aTaKyowWwmiA.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

security-suite syn
protection statistics

— /BbIK/OYEHO

BkntounTb BegeHme ctatuctmkm SYN-atak.
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no security-suite syn
protection statistics

BbIKNtOUNTL BegeHme ctatuctmkm SYN-aTak.

KomaHObI pexcuma KoHguaypayuu uHmepdgelica Ethernet, epynnel nopmos

KomaHZHas cTpoka B perkume KoHoUrypauumn nHTepdeliica Ethernet, rpynnsi NopToB MMeeT BUA,:

console (config-if)#

Tabnnua 325 — KomaHga KoHpurypauum 3awmtbl ot DoS-aTak ana uHtepdencos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

| remove} {any | ip_ad-
dress [mask]}

security-suite deny {frag-
mented | icmp | syn} {add

ip_address: IP-agpec;
mask: macka B ¢popmate
IP-appeca unu npedukca

no security-suite deny

{fragmented | icmp | syn}

Co3aaTb NpaBuIo, 3anpeLuatoLLee NPoxoXKaeHWe Tpaduka,
COOTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — pparmeHTUpOBaHHbIE NaKeTbl

-icmp — ICMP-Tpadmk

- syn — SYN-nakeTbl

YaanuTb 3anpeLuarollee npasuno.

[mask]}

security-suite dos syn-at-
tack rate {any | ip_address

rate: (199..2000) nakeTtoB
B CEKYyHAY;

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

ip_address: — IP-agpec;
mask: macka B popmarte
IP-appeca unu npedukca

3agatb nopor SYN-3anpocoB Ha onpeaeneHHbIn IP-
afpec/ceTb, NPV NPEBbILLEHUN KOTOPOTO JIMILHUE Kaapbl
6yayT oTbpacbiBaTbCA.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnunua 326 — KomaHga pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite
configuration

OT06pa3nTb HaCTPOMKM 3almTbl oT DoS-aTak.

show security-suite syn
protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3nTb HaCTPOMKM 3aLmTbl oT SYN-aTaK 1 onepaTuBHOe
cocTosiHune nHTepdencos.

show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3snTb HACTPOMKM CTaTUCTUKM 3aWnTbl OT SYN-aTak u

MHPOPMaLMIO 06 UCTOYHMKAX aTaKK.

- detailed — oTobparkaeT LONONHUTENBHYIO MHPOPMaLUIO 06

WCTOYHUKE aTaKku;

- source-ip — oTobpaKaeT MHPOPMaLMIO ANA yKa3aHHoro IP-

afpeca UCTOYHUKA;

- interface — oTob6pakaeT MHGOPMaLMIO o5 YKAa3aHHOTO

MHTepodeica.

V B cTratuctuke coxpaHsaerca uHpopmaumsa o 512
nocneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OuYnCTUTL CTATUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.34 KauectBo 06cnyusaHma — QoS

Mo ymon4aHMIo Ha BCeX MOPTAaX KOMMYTATOPaA MCNOb3YeTCA OpraHM3aLma oyepeam NnakeTos No MeToay
FIFO: nepBbIi npuwen — nepsbli ywén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepegayn Tpaduka npu
NCNo/ab30BaHMM A4aHHOIO MeTOAa MOFYT BO3HUKHYTb NPo6ieMbl, MOCKONbKY YCTPOMCTBOM MTHOPUPYHOTCA BCE
nakeTbl, He Bolweawmne B bydpep ovyepean FIFO, n cooTBETCTBEHHO TepAOTCA 6e3B0O3BpaTHO. PellaeT AaHHyto
npobnemy mMeToz, OpraHU3yloLWuiA odepeaun no npuoputety Tpaduka. MexaHmsam QoS (Quality of Service —
KayecTBO 0OC/Y»KMBaHUSA), Peann3oBaHHbIM B KOMMYTAaTOpax, NO3BOAET OPraHM30BaTb BOCEMb oyepenen
npuopuTeTa NAaKeToB B 3aBUCMMOCTM OT TMMa NepesaBaemblX AAHHbIX.

5.34.1 Hacmpoiika QoS

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHo KOHPUrypaumm:

console (config) #

Tabnunua 327 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHOBUTL 3HaveHne nona DSCP gns IP-nakeTos, bopmMmmnpyembix
LLeHTpabHbIM NPOLLECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHoBUTb 3HaveHue nona DSCP ana naketos, bopmupyembix
LLeHTPaIbHbIM MPOLLECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHoBUTb 3HaYeHue nona CoS A41a TermpoBaHHbIX NaKeTos,
bopmMUpyeMbIX LLeHTPaIbHbIM NPOLECCOPOM.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

gos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Paspewntb KommyTaTopy ncnonb3osatb QOS.

- basic — 6a308blIi1 pexkum QoS;

- advanced — paclmpeHHbI pexxum KoHdurypaumm QoS,
BKNIOYAIOLLMI NONHBIM NepeveHb KOMaHZA HacTporikmn QoS;

- ports-trusted — B laHHOM NoApeXKMMe MaKeTbl HANPABAAIOTCA B
BbIXOAHYIO o4yepesb Ha OCHOBAaHUM NO/eN B 3TUX NaKeTax;

- ports-not-trusted — B faHHOM NoApeXxnme BCe NaKeTbl
HaMpaBAAOTCA B o4Yepeb, KOTOPOW COOTBETCTBYET cos=0
(cooTBeTCTBME MOKHO NOCMOTPETL KOMaHAOW «show qos interface
queuing»), 4nA OTNPaBKM B Apyrue odepean Tpebyetca HazHavaTb
Ha BXOAHOW UHTepdeWnc cTpaTermto Knaccupurkaumm tpaduka
(policy-map). 3HaueHus dscp He yunTbIBatOTCA NpU BbiGOpe
BbIXOAHOW oyepeam B 3TOM NoApPeEKMME.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode
trust

—/oTKAtO4eH

YCcTaHOBWTb MeTO/, A0BEPUA Ha NopTax Npu paboTe B pexnme
paclmpeHHoro KoHeurypaumm QoS n nogpexunme ports-trusted.

- c0s — nopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsAet 3HadeHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT AosepseT 060Mm ypoBHAM, ogHako DSCP nmeet
npuopuTeT Hag 802.1p.

YcTaHOBUTL MeToA Mo YMONYaHUIO.
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class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumsonos;
Mo ymon4yaHuo
ncnosb3yeTca onuua
match-all

1. Co3paTb CNUCOK KpuTepues kKnaccubukaumm tpaduka.

2. BOWMTHK B peXMM peakTMPOBaHUA CNUCKa KpUTepnes

KnaccuouKkaumm Tpaduka.

- match-all — Bce Kp1TepUM JaHHOTO cNWCKa AOXKHbI ObITb

BbINOJIHEHDI;

- match-any — oauH, nt0601 KpUtepuii 4aHHOTO CNUCKA AOKEH

6bITb BbINO/HEH.

V B cnucke KputepuesB moxeT 6bITb 0AHO MAKM ABa npa-
Buna. Ecam npasuna gBa, n 06a oHM yKa3biBaloOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudpukauma 6yaer ocy-
LLLECTB/IATLCA NO NEPBOMY B CMUCKE BEPHOMY NpaBuny.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YAanuTb CNUCOK KpUTepmes KnaccuduKkaumm tpaduka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3patb cTpaTernto knaccudukaumm Tpaduka.
2. BONTK B peXXMM pefakTUpOBaHNA cTpaTernmn knaccuburkaumm
TpadukKa.
B ogHOM HanpasneHUN NOAAEPKUBAETCA TONbKO OAHa
V cTpaTterua Knaccudukauum Tpadmka.
Mo ymonuaHuio policy-map ycraHasnausaetr DSCP = 0
ana IP-naketos u CoS = 0 Ana TerMpoBaHHbIX NAaKeTOB.

V JeiicTByeT TONbKO ANA pexxmuma gos advanced.

Ypanute npasuno Knaccudurkaumm tpaduka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-
dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumeona;
committed_rate_kbps:
(3..57982058) K6uT/C;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6uT/C;
peak_burst_byte:
(3000..19173960) 6aiit

OnpenennTb WabOH HAaCTPOEK, KOTOPbIM NO3BOAAET OrPaHNYUTD

nosocy NPONycKaHWA KaHana.

Mpwu paboTe c NoNOCOM NPONYCKaHWUA UCNONb3YETCA aArOPUTM

MapPKMPOBAHHOM «KOP3MHbI». 3a4a4eit anroputma aBaserTca

NPUHATUE PELLEHUSA: NepeaaTb NaKkeT UAN OTOPOCUTb.

MapameTpamu anroputma aBAATCA CKOPOCTb noctynaeHus (CIR)

MapKepoB B «KOP3UHY» U 06BEM (CBS) «KOpP3MHbI».

- committed-rate-kbps — cpepHee 3HayeHMe CKOPOCTU TpaduKa;

- committed-burst-byte — pa3mep caepxusaroLLero nopora 8

baiiTax;

- drop — nakeT 6ygeT oT6poLIEH, KOraa «KOpP3nHa» NepenosiHUTCS;

- policed-dscp-transmit — npu nepenosHeHUn «KOP3UHbI»

3HauyeHue DSCP byaeT nepeonpeseneHo;

- peak — ycTaHOBWTb NOPOroBOE 3HaYEHNe CKOPOCTU TpaduKa ¢

nepeonpeaeneHHbIMU 3HaYeHnamm DSCP;

- violate-action — ycTaHOBUTb AeicTBUE Hag NAKETOM nocne

npeBsbILeHNA NOPOroBOro 3HaYeHUs.

V Henb3a yaanutb WwWabnoH HacTpoeK, ecim OH UCNOJb3y-
erca B cTpaterumn policy map, nepes yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wabnoHa cTpaterumn: no
police aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

V Napametp policed-dscp-transmit nossonset npu npe-
BblLWIEHUU 3HaueHna commited_rate nnm peak_rate ne-
peAaTb NaKeT Aanblie, U3MEHUB B HeM MeTKy dscp, Ko-
TOpas HacTpauBaeTcA KomaHgoi qos map policed-dscp
C AONONHUTENbHBbIM aprymeHTom violation B cayuae c
peak_rate. Npu aTom npu npeBbilweHnn commited_rate
M peak _rate MOXHO HacTpauMBaTb pasHble 3HaYeHuA

dscp.

Ypanutb wabnoH HaACTpOeK peryamposaHnA CKOPOCTU KaHana.
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qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps com-
mitted_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [vio-
late-action {drop | po-
liced-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;
committed_burst_packe
t: (1..19531250)
NnakeToB;
aggregate_policer_nam
e: (1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoB

OnpeaennTb WabnoH HACTPOEK, KOTOPbIN No3BONAET

OrPaHUYUTb MONOCY NPOMNYCKAHWA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeseNeHHY CKOPOCTb NepeAayn AaHHbIX.

Mpw paboTe c N0NI0COM NPONYCKaHWUA UCMONb3YETCA aAroPUTM

MapKUPOBaHHOM «KOP3UMHbI». 3a4a4elt anroputma ABAseTcA

NPUHATUE PeLleHuns: NnepeaaTh NAKeT UM OTOPOCUTD.

MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNEHUA

(CIR) mapKepoB B «KOP3MHY» 1 06BEM (CBS) «KOp3MHbBI».

- committed_rate_pps — cpefHee 3HaYeHME CKOPOCTH TpaduKa

B pps;

- excess_burst_packet — pasmep caepKMBaloLWEro Nnopora B

nakerax;

- drop — nakeTt 6yaeT oT6pOLIEH, KOraa «Kop3uHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosiHeHUU «KOP3UHbI»

3HayeHue DSCP byaeTt nepeonpegeneHo.

V Henb3a ypanutb WabnoH HacTpoek, eciv OH UCMONb3y-
eTca B cTpaterum policy map, nepeps yaaneHuem cne-
AyeT yAanuTb HasHavyeHue wWabnoHa cTpaTerMu: no
police aggregate aggregate-policer-name.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

V Napametp policed-dscp-transmit nossonser npu npe-

BbllUEHUU 3HAYEHUA commited_rate wam peak_rate ne-
pepaTtb NaKeT ganblue, U3MeHUB B Hem MeTKy dscp, KoTopas
HacTpamBaeTca KOomaHAol qos map policed-dscp ¢ gononHm-
TeNbHbIM aprymeHTom violation B cnyyae c peak_rate. Mpu atom
npu npeebllWeHnn commited_rate n peak_rate MOXKHO HacTpau-
BaTb pa3Hble 3HaueHuA dscp.

YpanuTb WwabnoH HaCTPOEeK PeryiMpoBaHMsa CKOPOCTH KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHusa CoS no
YMONYaHUIO ANA
oyepepnen:
CoS =1 — ouepeab 2
CoS =2 — ovepeap 3
CoS=0— ovepegb 1
CoS =3 — o4yepeapb 6
CoS =4 — ovepeap 5
CoS =5 — ouepeap 8
CoS=6 — ouvepeap 8
CoS=7 — ovepenb 7

OnpepennTtb 3HaueHus CoS ana odyepeaen ucxogauwiero Tpaduka.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255);
3HayeHue no
YMOIYaHUIO

onpeaensaerca
KOJIMYEeCTBOM
HACTPOEHHbIX ouepesen
WRR. Hanpumep, ecaun
HacTpoeHo 5 oyepesei
WRR, To HacTpolika no
ymon4yaHuio byaet
UMETb BUA: WrT-queue
bandwidth 1248 16

MpUCBOWTbL BEC NCXOAALLIUM OYEPESAM, UCMOb3YEMbIN
mexaHnamom WRR (Weighted Round Robin — BecoBoi mexaHu3am
pacnpegeneHun Harpysku).

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonuaHuto Bce
ouepegm
obpabatbiBatoTca No
anropuTtmy «strict
priority».

3a4aTb KONNYECTBO NPUOPUTETHBIX OYepesen.

Ona npuoputeTtHoii ouepegu Bec WRR 6ypet urHopm-
V poBaTtbcA.

Ecnmn 3apaertca otanyHoe ot «0» 3HayeHue N, To cTap-
wue N ouepepeit 6yayT npuoputeTHbimu (He 6yayT
yuyacrsoBaTtb B WRR).
Mpumep:
0: BCe oYepeAun paBHOMNPABHbI;
1: cemb mnagnx ouepepeit yuacteytotr B WRR, 8-as He
y4yacrsyer;
2: wecTb Mmnaawmx oyepeaeit yuacreyior B WRR, 7, 8 He
y4yacrsylorT.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

qos wrr-queue wrtd

no qos wrr-queue wrtd

no ymonyanuto WRTD
BbIK/IOYEHO

Bkntounte WRTD (Weighted Random Tail Drop) Becosoit

MexaHW3M yaaneHus NakeTos U3 ouepesei.

V M3meHeHUs BCTYNAT B CUAY MNoOC/Ae nepes3arpysku
yCTpOWcTBa.

Bbikntounte WRTD.

gos map enable {cos-dscp
| dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

— /BbIKOYEHO

Mcnonb3oBaTth 3agaHHy0 Tabvuy nepeMapKMpoBKM AN AoBe-
PEHHbIX NOPTOB KOMMYTaTOpPa.

He ncnosnb3oBaTtb Tabaunuy nepemapKMpoBKu.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)
Mo ymonuaHuio Bce
naKkeTbl UmetoT
npuoputet cbpoca dp=0

MocTaBuTb B cooTBeTcTBME 3HadveHnto DSCP npuoputeT cbpoca
(4em BblWe YMCNOBOE 3HAYEHNE NPUOPUTETA, TEM HUXKE BEPOAT-
HOCTb TOrO, YTO MaKeT byaeT oTOPOLLEH; B NepByto ovepesb OT-
6pacbiBatoTcA NakeTbl ¢ NpuoputeTom cbpoca 0, 3aTtem 1, 3aTem
2).

- dscp_list — onpepgensaetr Ao 8 3HadeHnit DSCP, 3HauyeHus
pasaenatoTcs 3Hakom npobena.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HAYEHUA MO YMOI4aHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTbL Tabanuy nepemapkuposku DSCP. 3ameHseT 3Haue-
Hue DSCP Ha CoS.

BepHyTbCH K 3Ha4YeHUAM Mo YMO/THaHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabamuy nepemapkuposkn CoS. 3ameHsAeT 3HauyeHune
CoS Ha DSCP.

BepHyTbCﬂ K 3Ha4YeHUAM N0 YMO/THaHUIO.

qos map policed-dscp
[violation] dscp_list to
dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuio Tabamua
NOBTOPHOM MAPKMUPOBKM
ABNAETCA NYCTOM, TO ecTb
3HayeHus DSCP ansa scex
BXOAALLMX NaKeToB
0OCTaloTCA HEM3MEHHbIMM

3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxoaAwmx na-
KeTOB C yKa3aHHbIMM 3HaYeHnAMmM DSCP 3apaeT HOBOe 3HaveHue
DSCP.
- dscp_list — onpegenset o 8 3HayeHuit DSCP, 3HaYeHus pasge-
NATCA 3HaKOM npobena.
- dscp_mark_down — onpepenset HoBoe 3HayeHue dscp.
- violation — 3apatb HoBOe 3HaueHne DSCP B nakeTe npu npesbl-
LeHMM 3Ha4YeHun peak_rate.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.

qos map dscp-queue
dscp_list to queue_id

dscp_list: (0..63)
queue_id: (1..8)
3HayeHuA no
YMONYAHUIO:

YCTaHOBWTb COOTBETCTBME MeXAY 3HaueHuamu DSCP BxoasLwmx
NaKeToB M oYepeasmu.

- dscp_list — onpegenset oo 8 3HayeHuit DSCP, 3HaYeHus pasge-
NATCA 3HaKom npobena.
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no qos map dscp-queue
[dscp_list]

DSCP: (0-7), ouepeapb 1
DSCP: (8-15), ouepesab 2
DSCP: (16-23), ouepeab

YCTaHOBUTb 3HAYeHne no YMO/IHaHUIO.

3
DSCP: (24-31), ouepegp
4
DSCP: (32-39), ouepeab
5
DSCP: (40-47), ouepegp
6
DSCP: (48-55), ouepeab
7
DSCP: (56-63), ouepegp
8
qos trust {cos | dscp | YCTaHOBUTb peXUM [0BepuUa KOMMyTaTopa B 6a3oBom pexnume
cos-dscp} QoS (CoS nnun DSCP).
- €OS — yCTaHaB/AMBAET KaaccMdUKaLMIO BXOAALLMX MAKETOB NO
3HayeHuAm CoS. [na HeTermpoBaHHbIX NAaKeTOB MCNoOJ/b3yeTcA
3Ha4veHue CoS No ymonyaHuio;
- dscp — ycTaHaBAMBAET KNacCUPUKALMIO BXOAALLMX MAKETOB NO
—/dscp 3HaueHuam DSCP.
- cos-dscp — ycTaHaB/AMBAET KNacCUPMKaLMIo BXOAALLMX NAaKeTOB
no 3HadyeHnam DSCP gna IP-naketoB 1 no 3HavyeHuam CoS ana He
IP-nakeToB.
V‘ JeiicTByeT TONbKO ANA pexuma qos basic.
no qos trust YCTaHOBUTb 3HAYEHNE N0 YMONYAHUIO.
gos dscp-mutation Mo3BonseT NnpumeHnTb Tabanuy n3meHeHU dscp K COBOKYMHOCTU
dscp-aoBepeHHbIX NOPTOB. Mcnosb3oBaHMe TabauLbl UISMEHEHU I
no3BoAsAEeT nepesanucaTb 3HayeHus dscp B IP-nakeTax Ha HOBble
— 3HayeHuA.
V‘ MNpumeHnTb Tabnuuy usmeHeHuii DSCP BO3MOXHO
TONbKO ANA BXoAsALero Tpadpuka AoBepeHHbIX NOPTOB.
no gos dscp-mutation OTMEHWTb MCNOb30BaHME KapTbl U3MeHeHn dscp.
qos map dscp-mutation . 3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxogAawmx na-
in_dscp: (0..63);

in_dscp to out_dscp

no qos map dscp-muta-
tion [in_dscp]

out_dscp: (0..63)

Mo ymon4aHuio KapTa
M3MEHEeHWI ABNseTca
NnycToW, To ecTb
3HayveHunA DSCP pgns Bcex
BXOOALLMX MNAKETOB
0CTaloTCA HEM3MEHHbIMM

KeTOB C YKa3aHHbIMM 3HaYeHnAMmM DSCP 3agaeT HOBble 3HaYeHuA
DSCP.

- in-dscp — onpepenseT fo 8 3HayeHuit DSCP, 3HayYeHun pasge-
NATCA 3HAaKOM npobena.

- out-dscp — onpegenseT fo 8 HOBbIX 3HaYeHu DSCP, 3HayYeHuA
pasaenatoTcs 3Hakom npobena.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6KnT/C;
burst: (3000..19173960)
6anT/128 KbanT

YCTaHOBWTb OrpaHUYeHMe CKOPOCTU ANA BXoAALLero Tpaduka ana
3agaHHoMi VLAN.

- vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pasmep caepKuBatoLero nopora (orpaHuyYeHne
cKopocTK) B HaitTax.

CHATb orpaHun4yeHne CKOPOCTU BxoaAallero Tpad)m(a.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
) nakeToB

YCTaHOBWTb OrpaHUYeHME CKOPOCTU AN BXOAALLEro TpaduKa ans
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONMYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepxuBatoLLero nopora (orpaHuyexve
CKOPOCTW) B NaKeTax.

CHATb orpaHunyeHMe CKOpPOCTU BxoaAallero Tpad)VIKa.
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gos tail-drop mirror-limit HactpouTb pacnpegeneHue pecypcos bydepa Ana CKONMPOBAHHbIX
{rx | tx} limit MaKeToB B KOHTPO/IMPYIOLLMIA NOPT.
- X — CKOMMPOBaHHbIE NaKeTbl, NPUHATbIE KOHTPOIMPYEMbIM
o nopTom;
limit: (0..7000)/3500
- tX — CKOMMPOBaHHbIE NaKeTbl, NepefaHHble KOHTPOANPYEMbIM
nopTom.
no gos tail-drop mirror- YCTaHOBUTb 3HaYEHMNE MO YMOAYAHUIO.
limit {rx | tx}
gos tail-drop multicast BK/1tounTb OrpaHMyeHmne penavkaumm multicast-naketos.

replication-limit

- - — /BbIKOYEHO -
no qos tail-drop multicast BbIK/IIOUMTb OrpaHMyeHmne penankaumm multicast-naketos.

replication-limit

traffic-limiter mode {kbps YCTaHOBUTb peMm paboTbl orpaHuyeHus Tpaduka.

| pps} - kbps — orpaHuyeHve BXOAALLMX KUNOBUT B CEKYHAY;

- pps — OrpaHuyeHmne BXOLALLMX NAKETOB B CEKYHAY;

[aHHaA KOMaHAa U3MEHSAET peXxUum paboTbl Ana
V cnepyowero pyHKUMoHana: storm-control, rate-limit,

/kbps rate-limit vlan, police, qos aggregate-policer.

V Bbl6paHHbINA peXXMm J0MKEH COOTBETCTBOBATb
HacTpoiiKam orpaHMYeHus Tpadpuka Haue orpaHUYeHns
TpaduKa He npousoiiget. Hanpumep: KomaHga storm-
control unicast kbps He 6yaeT orpaHuunsath Tpadumk,
ecnu BBeaeHa KomaHga traffic-limiter mode pps.

KomaHObI pexcuma pedakmuposaHUsa CNUCKa Kpumepues Kaaccugukayuu mpaguKka

Bua 3anpoca KOMaHAHOW CTPOKM pexnmMa penakTMPOBAHWMA CMMCKA KpUTepues KaaccuduKaumm
TpadukKa:

console# configure

console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabnuua 328 — KomaHabl pexkMma peaakTMpoBaHMA CNMCKaA Kputepmes Knaccudukaumm TpadmKa

3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
o ymMon4aHuro
match access-group [o6asutb KpUTEpKUit Knaccudukaumm Tpaduka. Onpegenset
acl_name npasuna ounbTpauum Tpaduka no cnuncky ACL ansa
Knaccudukaumu.
acl_name: (1..32) ¢ .,u'
- DeiicTByeT TONbKO ANA pexxuma qos advanced.
CMMBO/IOB v
no match access-group Yaanutb KpuTepuii Knaccudukaumm Tpadpuka.
acl_name

KomaHObI pexcuma pedaxrmuposaHus cmpameauu Kadccugukayuu mpagduka

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma peaakTMpoBaHua cTpaternmn kKnaccudurkaumm tpadmka:

console# configure
console (confiqg)# policy-map policy-map-name
console (config-pmap) #
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Tabanua 329 — KomaHabl perkMma peaakTMpoBaHua cTpaTernm Knaccuoukaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

class class_map_name [ac-
cess-group acl_name]

no class class_map_name

class_map_name: (1..32)
CYMBOJIOB;
acl_name: (1..32)
C“MBO/I0B

Onpenenntb NPaBuIo KnaccuduKkauum TpadmKka u BOUTU B
peXmMm KoHpUrypaumm npasuaa Knaccudukauum — policy-map
class.
- acl_name — onpegensnet npasuaa ¢punbTpaunm TpaduKka no
cnucky ACL ana knaccuomKkaumu. Mpu co3aaHmMm HOBOTo NpaBuna
KnaccuduKaumm onuMoHaNbHbIA NapameTp access-group
obs3aTeneH.

[na Toro ytobbl UCNONBb30BaTb HACTPOMKM CTPATErUn
V policy-map gna vHTepdeiica, ucnonb3lyinte KomaHAy

[DeicTByeT TONIbKO ANA pexxuma gos advanced.

service-policy B pexxume KoHourypauum uHtepdeiica.
Yaanutb npasuno knaccubukaumm tpadumka class-map u3

cTpateruu policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kadccuguxkayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHPUrypaLmm npaBmnaa KnaccupuKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabanua 330 — KomaHab! pexkuma KoHpUrypaumm npasuaa Knaccudurkaumm

KomaHda

3HayeHue/3HayeHue rno
YMOAYAHUIO

Aelicmeue

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HoMep monitor ceccumn 4na 3epKannposBaHmna Tpaduka.

OTMeHUTb 3epKannposaHue.

trust

no trust

Mo YMONYAHUIO PEXNM
AosepunAa He yCTaHOB/1EH

OnpeaenvTb pexMm A0Bepua K onpeaeneHHomy Tmny Tpaduka
COrNacHO rnobanbHOMY peXxUMy A0BEPUA.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCcTaHOBUTb HOBblE 3HaYeHua ans IP-nakeTa.
KomaHpa set aBnAeTca B3aMMOMCKAIOUalOLWeENR ¢
V KOMaHAoi trust gna oaHol M Toi e cTpaTerum
policy-map.

Crparerum policy-map, ucnonb3sytowme KoOmaHabl
set, trust uam umerowmin Knaccupukaumio ACL,
HA3HaAYaloTCA TONbKO AN UCXOAALMX UHTepdeit-
COB.

[eicTByeT TONIbKO ANA pexxuma gos advanced.

Y

Ypanutb HOBble 3HaYeHMa ana IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaBuTb NakeTbl, y40BAETBOPAIOWME NPABUIY
KnaccuouKaumm TpaduKa, B yKasaHHbIM NopT.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.
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police commit-

transmit [peak
peak_rate_kbps

dscp-transmit}]]}]

ted_rate_kbps commit-
ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-

peak_burst_byte [violate-
action {drop | policed-

committed_rate_kbps:
(3..12582912) k6buT/c;

(3000..19173960) 6aitr;
peak_rate_kbps:
(3..57982058) kbUT/C;
peak_burst_byte:
(3000..19173960) 6aiiT

police aggregate

aggregate_policer_name

committed_burst_byte:

OrpaHMyYMTb NOIOCY NPOMYCKaHUA KaHana.

Mpu paboTe c NoNOCOM NPOMNYCKAHUA UCMOb3YETCA aNTOPUTM
MapKMPOBAHHOM «KOP3WHbI». 3aga4ei aNroputma aBnseTca
NPUHATUE pelleHuns: nepesaTb NakeT Uan oTOPOCUTD.
MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNAEHUA
(CIR) mapKepoB B «KOP3MHY» 1 06bEM (CBS) «KOP3UHbI».

- committed_rate_kbps — cpepHee 3Ha4Y€HNE CKOPOCTU
TpaduKa;

- committed_burst_byte — pa3mep caepKu1BatoLLEro nopora 8
banTax;

- drop — naket b6ygeT oTOpOLLEH, KOr4a KKOP3UHa»
nepenosiHnTCS;

- policed-dscp-transmit — npu nepenonHeHNM «KOP3UHbI»
3HaueHne DSCP byaeT nepeonpeaeneHo;

- peak — yCTaHOBUTb NOPOroBOe 3HaYeHNe CKOPOCTU TpadurKa
C nepeonpeaeneHHbIMU 3HavYeHnAamu DSCP;

- violate-action — ycTaHOBUTb AelCTBME Haj NAKeTOM nocne
NPeBbILEHMSA MOPOroBOro 3Ha4YeHus.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npwm

V npesbiWeHUU 3HaYeHua committed_rate wnun
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
HeM MeTKy dscp, KoTopaa HacTpauBaeTtcs
KOMaHAoM qos map policed-dscp c
AONONHUTENbHbIM  aprymeHTom  violation B
cnyyae c peak_rate. NMpu 3TOM NpU NpeBbiIEHUU
committed_rate n peak_rate MOXXHO HacTpanBaTb
pa3Hble 3HaueHus dscp.

HasHauutb npasuny knaccudumrkauum Tpaduka wabnoH
HaCTpOoEeK, KOTOPbI NO3BOAAET OrPaHUYUTL NOAOCY
NponycKaHuA KaHana.

/.  Deiicteyet TonbKo ANA pexknma qos advanced.

no police Ypanutb WwWabnoH HacTPOEK peryiMpoBaHUA CKOPOCTU KaHana
13 npasuia KnaccuduKaumm Tpadpuka.
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police pps
committed_rate_pps
committed_burst_packet}
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-
dscp-transmit}]]}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) naKketos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeToB

OrpaHMyMTb NONIOCY NPOMYCKaHMA KaHana.

Mpw paboTe c NoNOCOM NPONYCKaHUA UCMO/b3YyeTcA
ANrOPUTM MAPKMPOBAHHOW «KOP3UHBbI». 3afauel

aNropUTMA ABNAETCA NPUHATUE PeLleHUA: NnepeaaTb NakeTt
U oTbpocuTb. MapameTpamum anropuTMa ABAAOTCA
ckopocTb noctynaeHusn (CIR) mapKepoB B «KOP3UHY» U
06BbEM (CBS) «KOp3UHbBI».

- committed_rate_pps — cpefHee 3Ha4YeHWe CKOPOCTH
TpaduKa B pps;

- committed_burst_packet — pasmep caeprKuBatoLLEro
rnopora B NakeTax;

- drop — naket 6ygeT oTOpOLIEH, KOTAa KKOP3UHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUN «KOP3UHbI»
3HayeHue DSCP byaeTt nepeonpeneneHo;

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTu TpaduKa
C nepeonpegeneHHbIMn 3Ha4YeHnammn DSCP;

- violate-action — ycTaHOBUTb AeNCTBME HAA NAKETOM Noc/e
npeBsbILEeHNA NOPOroBOro 3HaYeHUA.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npum

V npesbiWeHUU 3HaYeHua committed_rate wnmn
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
Hem MeTKy dscp, KoTopas HacTpauBaeTca
KOMaHZAoi gos map policed-dscp c
AONOJIHUTENbHBIM  aprymeHTom violation B
cnyyae c peak_rate. NMpu 3TOM NpY NpesbilIEHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pa3Hble 3HaueHus dscp.

YaanuTh WwabnoH HaCTPOeK peryimpoBaHms CKOPOCTH
KaHasna 13 npaBuaa Knaccudurkaumm tpadmka.

KomaHObI pexcuma KoHgu2ypayuu npoguns qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHourypaumm npoduna gos tail-drop:
console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

Y

Tabnunua 331 — KomaHabl pexkuma KoHdpurypaumum npodpuns qos tail-drop

3HayeHUA NIMMUTOB, 6IM3KUX K MaKCUMaJIbHbIM, MOXXHO UCNOJIb30BaTb, TO/IbKO €C/IN pacluMpeHune
AmmuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOAHbIX o4Yepeanx.

3HayeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
port-limit /imit MES23/33/35xx: 3agatb pasamep NakeTHOro pasgensaemoro nyna ana nopra.

limit] [without-sharing |
with-sharing]

no queue queue_id

limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

no port-limit limit: (0..5902)/88 YCTaHOBMUTb 3HAYEHME MO YMOMHaHWIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: M3meHUTb NapameTpbl ouepesu:

- queue_id — Homep ouepeay;

- limit — KonnyecTBO NaKeToOB B OUEPEAY;

- without-sharing — 3anpetuTb goctyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHME NO YMOHAHWUIO.
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Mpumep Hacmpoliku tail-drop profile u Ha3HayeHue e20 Ha Nopm

Co3paHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

Ha3sHaueHwue tail-drop profile Ha nopT:

console (config) # interface Gigabit Ethernet 1/0/1
console (config-tdprofile)# gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbli nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHpurypaumm nHtepoerica Ethernet, rpynnel nopTos:

console (config-if)#

Tabnuua 332 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

service-policy {input |
output} policy_map_name
[default-action {deny-any |
permit-any}]

HasHaunTb uHTEpdelicy cTpaTternto KnaccuduKkaumm Tpaduka.

- deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencramne
NONUTUKM;

- permit-any — pa3pewmnTb NpoxoxaeHue Tpaduka, He
nonagatowero noj AencTBme NOANTUKN.

policy_map_name:
(1..32) cumBonos

no service-policy {input |
output}

Yaanutb cTpaTerunto knaccudukaumm tpaduka c nHTepdeiica.

traffic-shape
committed_rate
[committed_burst]

YCTaHOBWUTb OrPaHUYEHUNE CKOPOCTU ANS UCXoasALLero Tpaduka
yepes uHTepodeic.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pa3mep cAep:KMBatoLLero nopora
(orpaHuuyeHue ckopocTu) B HanTax.

committed_rate:
(64..10000000) k6uT/c;

committed_burst:
(4096..16762902) 6aiit

no traffic-shape CHATb OrpaHUYeHne CKOPOCTU ncxoaALero Tpadmka yepes

UHTepodelic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..10000000) kbuT/C;
committed_burst:
(4096..16762902) 6aiiT

YCTaHOBUTb OrpaHUYeHne CKOPOCTU TpadurKa Yepes uHTepdeic
L8 Ucxoaallen ovepegm.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, K6UT/C;

- committed_burst — pa3mep caeprKMBatoLero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHATb OrpaHUYeHne CKopocTH TpaduKa Yepes uHTepdeiic ana
ncxopAaLLei ouepeam.

qos trust [cos | dscp |
cos-dscp]

no qos trust

—/BKNtOYEHO

BKAtounTb 6a30BbIN MeXaHU3M (oS AN UHTepdelica.

- €0s — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HauyeHunto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT gosepAeT oboum yposHAM, ogHako DSCP
nmeet npuopuTteT Hazg 802.1p.

BbIKN0UNTL 6A30BbIN MexaHU3M oS 1A HTepdeica.

rate-limit rate [burst burst]

YcTaHOBUTb OorpaHun4yeHne CKOpPOoCTHn gna exoaAaulero Tpad)m(a.
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no rate-limit rate: (64..10000000) CHATb OrpaHUYeHne CKOPOCTU BxoasaLLero TpaduKa.
KbuT/C;
burst: (3000..19173960)
6ainT/128 KbanT

rate-limit pps rate_pps rate_pps: (125.. YCTaHOBWUTb OrPaHUYEHNE CKOPOCTM ANA BXOAALLEero TpaduKa B
[burst burst_packet] 19531250) pps pps.
no rate-limit burst_pps: (1.. 19531250) | CHAaTb orpaHWUeHMe CKOPOCTM BXOAALLETO TpaduKa.
naketos
qos cos default_cos YcTaHOBUTL 3HayeHne CoS no ymonyaHuto gns nopta (CoS,

NPUMEeHsAEeMbI A1 BCEro HETErMpoBaHHOIo TpaduKa,

default_cos: (0..7)/0 o
NPOXOAALLErO Yepes MHTepdeiic).

Nno qos cos YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypayuu uHmepgelica Vian

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHourypaumm nHtepoeica VLAN:

console (config-if) #

Tabnnua 333 — Hactpoliika QoS

KomaHda 3HayeHue/3Ha4yeHue Aelicmeue
no ymona4yaHuro
0OS COS egress cos YCTaHOBUTb 3HAYeHMe napameTpa nona npmoputeta 802.1p Ana
NCXOAALLEro TerMPOBaHHOIO TpadurKa, bopmnpyemoro
cos: (0..7)/0

LLeHTPa/IbHbIM MPOLLECCOPOM.
No oS cos egress YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 334 — KomaHab! pexkuma EXEC

3Ha4yeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4arHuro

show qos MokasaTb pexunm QOS, HaCTPOEeHHbIN Ha ycTpolicTee. B 6azoBom
pexXunme NoKasbIBaeT «40BEePEeHHbIN» pexunm (trust mode).

show class-map
[class_map_name]

Moka3aTb CNUCKKN KpuTepumes Knaccuduraumm Tpaduka.

class_map_name: (1..32
-map_ ( ) V [elicTByeT TONbKO ANA pexxuma qos advanced.

CMmBO1a

show policy-map [pol-
icy_map_name]

MokasaTb npasuna Knaccuduraumm tpaduka.

olicy_map_name: “
policy_map._| /| [DeiictByeT TONbKO ANA peXXMMA qOS advanced.

(1..32) cumBona

show qos aggregate-policer Moka3aTb HaCTPOWMKM CpeaHei CKOPOCTM U OrpaHUYeHNs
[aggregate_policer_name] aggregate_policer_name: | nonocbl nponyckaHus ans npasun Kaaccudurkaumm tpaduka.
(1..32) cumBona /| DeiicTByet TONbKO ANA pexkuma qos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb QoS-napameTpbl Ansa HTepdelica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Ethernet gl;

- te_port — Homep nHTepoeincos Ethernet XG1-XG24;

- fo_port — Homep uHTepdericos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpolikun bydepa gns ouepepeit nHTepdelica;

- queueing — anroputm obpaboTkm ouepegeit (WRR nam EF),
Bec gna WRR-ouepegeit, Knaccobl 06Cny»KMBaHMA ana odyepesnen
n npuopwutet gna EF;

- policers — ckoHOUryprpoBaHHbIe cTpaTernn KnaccuobukaLlmm
TpadumkKa gns uHTepdelica;

- shapers — orpaHuuyeHue ckopocTn Ana ucxogauiero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MokasaTb MHPOpPMaLMIO O 3aMeHe MoJieit B NaKeTax,
mcnonb3yembix QOS.

- dscp-queue — Tabanua cootsetcTeua DSCP 1 oyepeseit;

- dscp-dp — Tabauua coorsetcTBuA meTok DSCP 1 npuopuTeTa
cbpoca (DP);

- policed-dscp — Tabanua nepemapkuposku DSCP;

- dscp-mutation — Tabaunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop —

MpocmoTpeTb napametpsbl tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

MNpocmoTpeTsb tail-drop MHGopmaL Mo NO KOHKPETHOMY NOPTY
(Bcem noptam).

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port]

show qos tail-drop unit o MpocmoTpeTs tail-drop MHGopmaL Mo NO KOHKPETHOMY
unit_id unit_id: (1..8) YCTPOMCTBY B CTEKeE.

show ip tx-priority

MpocmoTpeTb MHGOPMALMIO O MapKUPOBKE TpaduKa,
bopMUpPYyEMOro LLeHTPaIbHbIM NPOLLECCOPOM.

[pumep 8bIM10AHEHUS KOMAHO

= BkawounTb pexknum QoS advanced. Pacnpegenntb Tpadumk no odepesam, naketbl ¢ DSCP 12 B nepsyto
ouyepesb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmana ovepegb — npuoputeTHad. Co3aaTtb cTpaTernto
Knaccuoukaymm Tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP 12 1 16 m
OrpaHMYMBAIOLLYIO CKOPOCTb — cpeAHas ckopocTb 1000 K6ut/c, nopor orpaHuyeHunsa 200000 6aiT.
Mcnonb3oBaTh AaHHYO cTpaTernio Ha nHTepdeicax Ethernet 14 u 16.

console#
console# configure

console (config)# ip access-list tcp ena
console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16

console (config-ip-al)# exit

console (config)# gos advanced ports-trusted
console (config) # gqos map dscp-queue 12 to I

console (config)# priority-queue out num-of-queues I

console (config) # policy-map traffic

)
)
console (config)# qgos map dscp-queue 16 to 2
)
)

console (config-pmap) # class classl access-group tcp ena

console (config-pmap-c) # exit
console (config-pmap) # exit

console (config) # interface tengigabitethernet 1,/0/14
console (config-if) # service-policy input

console (config-if)# exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input

console (config-if)# exit
console (config) #

(
(
(
(
(
(
(
(c
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(

348

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

5.34.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHom KOHPUrypaLumm:

console (config) #

Tabnnua 335 — KomaHab! pexuma rnobanbHoM KoHdUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumBonos;
no ymonyaxuio QoS-
CTaTUCTUKA OTK/IIOYEHa

BKkAtounTb QOS-CTAaTUCTUKY MO OrPaHUYEHUI0 NONOC
NPONYyCKaHusA.

OTKNOUMTb QOS-CTAaTUCTUKY NO OFPAHMUYEHMIO NOOC
NponycKaHus.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHne No YMOJIYaHUIO:
set 1: Bce NnpuopuTeThbI, BCE
ouepenm, BbICOKUM
npuopuTeT cbpoca.
set 2: Bce npuopwuTeTol, BCe
oyepeam, HU3KUM
npuopuTeT cbpoca.

BKkAtounTb QOS -CTaTUCTUKY A/1A BbIXOAHbIX o4yepesent.
- set — onpeaenseT Habop CYETYMKOB;

- queue — onpegenseT NCXOAALLYIO ovepesb;

- dp — onpepaenseT npuoputeT cbpoca.

OTKNUYNTL QOS-CTAaTUCTUKY ANA BbIXOAHbIX oYepeaei.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnbl nopTos:

console (config-if) #

Tabnnua 336 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BkatounTb cbop QOS-CTaTUCTUKKM HA UHTepdelice.

- policy-map_name — ctpaTerua knaccubukaumm tpaduka;
- class_map_name — cnWCOK KpuTepueB Knaccuduraumum
TpaduKa.

OTKAtouMTb cObop QOS-CTaTUCTUKM Ha UHTepdelice.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBOJIOB;
Mo ymonuaHuto cbop
QoS-cTaTUCTUKM
OTK/tOYEH

no qos statistics policer
policy_map_name
class_map_name

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnunua 337 — KomaHabl pexkuma EXEC

3HayeHue/ 3HayeHue
o ymon4YaHuro

KomaHoa Aelicmeue

clear qos statistics — OumncTnTb cTaTUCTUKY QOS.

show qos statistics - MoKa3aTtb cTaTucTnKy QOS.

5.35 KoH}urypauma npoToKoN0B8 MapLupyTM3aLmum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyecKkaa MapLpyTM3aums — BUA MapLpyTU3aLmMm, Npu KOTOPOW MapLLIPYTbl YKa3bliBalOTCA B ABHOM
BMAE NPU KOHPUIypaLmm mappyTM3aTopa. Bca maplupyTusaums npyv sTOM NPOUCXoauT 6e3 yuyacTus Kakux-
NM60 NPOTOKO/I0B MapLLPYTM3aLMM.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 338 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

ip route prefix prefix_length

{reject-route | gateway
[metric metric] |name
name] [distance distance]}

no ip route prefix
prefix_length {reject-route
| gateway}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

nwan /n);

gateway: (A.B.C.D)

metric (1..255)/1;

name: (1..32)

CUMBONa;

distance (1..255)/1

Co3gaTtb cTaTM4ecKoe NpasmIo MapLIpyTU3aLmm.

- prefix — IP-agpec ceTu Ha3HayeHus;

- prefix_length — macka npeduKca HasHaYeHUs Uam ee 4INHA;

- reject-route — 3anpeLLaeT MapLpPyTU3aLMIO K CETU Ha3HaYeHun
Yyepes BCe L/O3bI;

- gateway — IP-agpec wnto3a gna AOCTyna K CeTU HasHayeHus;

- metric — MeTpuKa ANA JaHHOIo MapLLpyTa;

- name — UMA MapLUpyTa;

- distance — agMMHUCTPATMBHAA AUCTAHLMA MApLLPYTa.

Y4anuTb NpaBuao 13 TabamLbl CTaTUYECKOW MapLIPYTM3aLLMK.

distance {ospf {inter-as |
intra-as} | static} distance

distance {ospf {inter-as |
intra-as} | static}

distance
(1..255)/static:1, OSPF
intra-as:30, OSPF inter-
as:110

YCTaHOBWTb 3HAYEHME afMUHUCTPATUBHOM AnucTaHuuu (AD) ana
BCEX MAPLUPYTOB yKa3aHHOro TMna.

- ospf inter-as — ycTaHoBWTb 3HaueHe AD g1 MeXK30Ha IbHbIX
MapLIpyTOB, MPUHATbIX NO NpoTokony OSPF;

- ospf intra-as — ycTtaHOBWTb 3Ha4YeHMe AD AA BHYTPU3OHANbHbIX
MapLIpyTOB, NPUHATBIX MO npoTokony OSPF;

- static — ycTtaHOBUTbL 3HaYeHne AD anA cTaTUYeCKMX MapLLpPyTOB.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHOb! pexcuma KoHgpuaypayuu VRF

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config-vrf) #
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Tabnunua 339 — KomaHabl pexkuma KoHdurypaumm vrf

KomaHoa

3HayeHue/ 3HayeHue
o ymon4YaHuro

Aelicmeue

ip route prefix {mask | pre-
fix_length} { reject-route |
gateway [metric distance]
|name namel}

no ip route prefix
prefix_length} { reject-route
| gateway}

prefix_length: (0..32);
distance: (1..255)/1

Co3aaTb cTaTMYecKoe NPaBuI0 MapLLIPyTM3aLmu.

- prefix — ceTb HaszHauyeHua (Hanpumep, 172.7.0.0);

- mask — macka cetu (B popmaTe feCATUYHON CUCTEMDbI
NCYUCNEHMA);

- prefix_length — npeduKc macku cetn (KOAMYeCTBO eanHuUL, B
macke);

- gateway — W03 A4N1A JOCTYNA K CETU Ha3HAYeHus;

- distance — Bec mapLpyTa;

- name — VMA MapLIpyTa;

- reject-route — 3anpeT MapLpPyTU3aLMM K CETU Ha3HaYeHUA Yepes
BCE LU/IO3bl.

Y4anuTb NPaBuao U3 TabaunLbl CTaTUYECKOW MapLIPYTU3aLLUK.

ip default-gateway
{gateway}

no ip default-gateway
{gateway}

—/wno3 no
YMONYaHUIO He 3a4aH

3a4aTb ANA KOMMYTaTOpa aApec Wk3a No yMoayaHuio yepes vrf,

Ypanutb Ha3HaYeHHbIN ajpec Wwnks3a no ymon4aHuto.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 340 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
vrf [vrf-name] | static | ad-
dress ip_address [mask |
prefix_length] [multicast]
[longer-prefixes]]

MoKasaTb TabAnLy MapLIpyTM3aLmMK, YA0BAETBOPAIOLLYIO 3a4aHHbIM
KpUTEepUAM.

- connected — NOAK/AOYEHHbIN MAPLWPYT, TO €CTb MapLLPYT, B3ATbIN
C HENOCPEACTBEHHO MOAKOUYEHHOTO U QYHKLMOHUPYHOLLErO
NHTEpodelica;

- static — cTaTMyeckunii mapLpyT, NPONMCaHHbIN B Tabanue
MapLpyTusaumm;

- vrf — o61acTb BMPTYasibHOM MapLUpyTU3aLMmM, B KOTOPOW
Haxo4MTCA MapLUPYT;

- multicast — mapLpyTbl, 3a4eACTBOBaHHbIE 48 Nepesayum
MHOroagpecHoro Tpaduka.

show distance

loKasaTb 3HaYeHue aAMMHMCTpaTMBHOﬁ ANCTaHUUN onA
Pa3NNYHbIX ICTOYHMKOB MapLlpyTa.
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[Tpumep 8bIMN0AHEHUA KOMAHObI

= [lokasaTb Tabavuy mapLpyTusaumm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunuya 341 — OnucaHue pesybTaTta BbINOSHEHMA KOMaHAbI

Mone OnucaHue
MoKa3blBaeT NPOUCXOXKAEHME MapLLPYTA:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHK-
pytowero nHtepodeiica),
S — Static (cTaTMyecknit MapLUpyT, NPONMUCaHHbIN B TabaMLe MapLupyTM3aLmm).
10.9.1.0/24 Apapec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMWMHWUCTPATUMBHAA AUcTaHuMA (cTeneHb AoBepus
[5/2] MapLIpyTU3aToOpPy, YEM YMCIO Bbille, TEM MEHbLUE AOBEpUe K UCTOYHMKY), BTOpoe
yncno — MeTpUKa MapLipyTa.
via 10.0.1.2 Onpegpenset IP-agpec cnepylolwero mapluipyTM3aTopa, 4Yepes KoTopblii NpoxoguT
T MapLUpyT A0 CeTu.
00:39:08 OnpeaenseT Bpema nociegHero 06HOBMEHUA MmapLpyTa (Y4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT A0 CETU.

5.35.2 Hacmpolika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTPeHHWI NPOTOKOA, KOTOPbIN No3BonseT
MapLpyTM3aTopaM AUHAMUYECKM OOHOBAATb MapLUIPYTHYO WMHbOPMaLMiO, MNojyvyass ee OT COCeAHWMX
MapLLpyTU3aTOPOB. ITO OYEHb NPOCTON NPOTOKO/, OCHOBAHHbIN HA NPUMEHEHUW OUCTAHLMOHHOMO BEKTOPA
MmapupyTtmsaumm. Kak guCcTaHUMOHHO-BEKTOPHbIM MNpoToKos, RIP nepuopgmyeckn nocbliaet obHOBAEHMA
MeXay cocefamMu, CTpoA, TakMm o06pa3om, TOMonorui cetu. B Kaxgom o6HOBAEeHUM nepepaeTca
MHbOpMaUMA O AUCTAaHUMKM [0 BCeX ceTel Ha cocefHU mMaplipytusatop. KommyTtaTtop nopaeprkvmsaet
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumumu:

console (config) #

Tabnnua 342 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HavyeHue o
KomaHda / Aeiicmeue
no ymoa4vyaHuro
router rip BoiiTn B perkMm KoHdurypaumm npotokona RIP.
no router rip Yaanutb rnobanbHyto KoHduUrypauuio npotokona RIP.
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KomaHObI pexcuma KoHgu2ypayuu npomokosad RIP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-rip) #

Tabnunua 343 — KomaHabl pexkmuma KoHpurypauum npotokona RIP

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWTb 3HaYEeHME METPUKM, C KOTOPOW ByayT
AHOHCMPOBATLCA MapPLIPYTbl, NONYYEHHbIE APYTMMU
NpPOTOKONaMMK MapLpyTU3aumn. bes napameTpa ycTaHaB/IMBaeT
3HauYeHue No YMOYaHMIo.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

network A.B.C.D

A.B.C.D: IP-agpec

YcTaHoBuTb IP-aapec nHTepdeiica, KoTopblii byaeT yyacTBoBaTb
B MpoLuecce MapLupyTM3aumu.

no network A.B.C.D nHTepdeiica Ypanutb IP-appec nHtepodelica, Kotopblii byaeT yyacTBoBaTth B
npoLecce MapLipyTM3aLmm.
redistribute {static | con- PaspewnTb aHOHCMpOBaHMe mapLpyTos Yepes RIP.
nected } [metric transpar- - 6e3 napameTpoB — O3Ha4aeT, YTo byAeT UCNoIb30BaTbCA
ent] default-metric npy aHoHCMpOBaHMM MapLLpPYTOB;
- metric transparent — o3HauvaeT, 4To 6yAeT NCNONb30BaATLCSA
- METPUKA U3 TabAnLbl MapLLPYTU3aLUM.
no redistribute {static | 3anpeTuTb aHOHCMPOBaHME CTaTUHYECKMX MapLLpyToB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLLaeT UCNOb30BaTb METPUKY U3
parent] TabMuUbl MapwpyTM3aLmu.
redistribute ospf [id] [met- Pa3pewntb aHoHcMpoBaHue OSPF mapuwpyTos uepes RIP.
ric metric | match type | id: (1-65536) - id — naeHTudmkaTop npouecca OSPF;
route-map metric: (1..15, - type — Npon3BOANTL AHOHCUPOBAHME TONIbKO A/1A YKA3aHHbIX

route_map_name]

transparent)/1;

match: (internal,
external-1, external-2,
nssa-external-1, nssa-

Tnos OSPF mapwpyTos;

- route-map_name — NpoOVU3BOANTb aHOHCMPOBaHMNeE
MapLIpyTOB nocne ux GuabTpaLun Yepes yKasaHHyto route-
map;

no redistribute ospf [id] external-2); 3anpeTuTb aHOHCMpOBaHUe mapLupyTos OSPF yepes RIP. B
[metric metric | match type route_map_name: (1..32) | cnyuae ykasaHua napameTpa BO3BpPaLLAET ero 3HauYeHue no
| route-map cumBona YMONYAHUIO.
route_map_name]
redistribute bgp metric Paspewntb aHoHcHMpoBaHue BGP mapupytos yepes RIP.
[metric | transparent] - metric — 3HaYeHne MeTPUKM AN UMMIOPTUPYEMBIX

MapLUpyTOB;

metric: (1..15, - metric transparent — o3HauvaeT, 4To 6yAEeT NCNONb30BaATLCSA

no redistribute bgp metric
[metric | transparent]

transparent)/1

METPUKA U3 TabnLbl MapLUpyTU3aLMK.

3anpeTnTb aHOHCMpPOBaHWe mapLupytos BGP yepes RIP. B
CNyyYae yKasaHuWA napameTpa BO3BpaLLLAEeT ero 3HayeHue no
YMONYAHMIO.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewuntb aHoHcHMpoBaHue IS-1S mapwpyTos yepes RIP.
- level — ycTaHOBWTb, M3 KaKoro ypoBHA IS-IS byayT
QHOHCMPOBATLCA MapPLLPYTbI;

- match — npou3BOAUTL AaHOHCMPOBAHMWE TONbKO A/1A
YKa3aHHbIX TMNos IS-IS mapwpyTos.

3anpeTnTb aHOHCMpPOBaHUe MapLpyTos IS-IS yepes RIP. B
CNyYae yKasaHWA napameTpa BO3BpaLLAeT ero 3Ha4yeHue no
YMONYaHMI0.

shutdown

no shutdown

—/BKNOYEHO

BbIKNOUYMTbL Npouecc maplpyTusaumm no npotokony RIP.

BkAtoumTb Nnpouecc maplupyTmsaumm no npotokony RIP.

passive-interface

no passive-interface

—/BK/IOYEHO

OTKNOUYUTE OBHOBNEHWA MApLIPYTU3aLUK.

BKNIOUUTL O6HOBNEHWA MaPLLPYTU3aLUK.
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default-information origi- FeHepupoBaTb MaPLLPYT MO YMOAYAHUIO
nate —/MmapupyT He

no default-information reHepupyertca BoccTaHOBUTbL 3Ha4YEeHWE NO YMOAYaHUIO.
originate

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKMU:

console (config-if) #

Tabnunua 344 — KomaHab! pexkuma KoHdpurypaumm nntepdelica IP

3HayeHue/ 3Ha4yeHue .
KomaHoa Aelicmeue
no ymon4aHuro
ip rip shutdown BbIKAOUYMTbL Npouecc mappyTtnsaumm no npotokony RIP Ha
AaHHOM uHTepdeiice.
— —/BKAOYEHO
no ip rip shutdown BkntounTb npouecc maplupytusaugmm no npotokony RIP Ha gaHHOM
UHTepodeiice.
ip rip passive-interface no YMO4YaHUIO BbIKNtOUMTL OTNPaBKy 06HOBAEHWUI Ha UHTepdelice.
no ip rip passive-interface OTNpaBKa 06HOBNEHWI | YcTaHOBUTL 3HAYEHME MO YMONYAHUIO.
BKJIOYEHA
ip rip offset offset [Jo06aBnTb cmeLleHne K MeTpuKe.
— offset: (1..15)/1
no ip rip offset YCTaHOBUTb 3HAYEHME N0 YMONYAHUIO.

ip rip default-information
originate metric

YCTaHOBUTb METPUKY A4/19 MapLipyTa No YMONYAHUIO

metric: (1..15)/1; TpaHcanpyemoro vyepes RIP.

Mo ymonuyanutio

no ip rip default-infor- dYHKUMA OTKAIOYEHA

mation originate

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

ip rip authentication mode BkntounTb ayteHTUdMKaumto B RIP 1 onpepenntb ee Tvn:
{text | md5} Mo YMONYaHMIO - text — ayTeHTUdMKaUMA OTKPLITbIM TEKCTOM;
ayTeHTUdMKauma - md5 — ayTeHTUdUKaumm MD5.
no ip rip authentication OTK/ItO4EHa. YCTaHOBUTb 3HAYeHME MO YMOAYAHWIO.
mode
ip rip authentication OnpenennTtb HAbop KNtoYEN, KOTOPbIN MOXKET UCMONb30BaTLCA
key-chain key_chain key_chain: (1..32) ANA ayTeHTUdUKaLmu.
no ip rip authentication CMMBON0OB YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
key-chain
ip rip authentication-key OnpenennTb KN4 a8 ayTEHTUGUKALUM OTKPbLITBIM TEKCTOM.
clear_text: (1..16)
clear_text -
—— —— CUMBOJI0B
no ip rip authentication-key YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
ip rip distribute-list access | (1.32) YcTaHoBUTb CTaHAAPTHbIN IP ACL Ana dUAbTPaALMM aHOHCUPYEMbIX
acl_name: (1..
acl_name - MapLIpyTOB.
—————— - CMMBONOB
no ip rip distribute-list YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#
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Tabnuua 345 — KomaHabl pexkmma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymon4aHuro
show ip rip [database | MpocmoTpeTb nHbopmaumio o RIP-maplpyTmsayuu:
statistics | peers] - database — nHpopmaLma o HacTpolikax RIP;
- - statistics — cTaTUcTMUYeCcKue aaHHbIe;
- peers — MHGOPMALMA YYaCTHMKA CETU.

[pumepbl UC016308AHUS KOMAHO

Bkntountb npotoKkoa RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTH-
dukaumto MD5 yepes Habop Kntouelt mykeys:

console#

console# configure

console (config)# router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.35.3 Hacmpolika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKOA AUHAaMWYECKOM MapLIpPyTM3aLuUmM, OCHOBaHHbIN Ha TEXHO-
JIOTUM OTC/IeXKMBAHMA cocTosHMA KaHana (link-state technology) 1 ncnonb3ylowmii Ans HaXxoXKAEHUA KpaTyai-
wero nytn anroputm Oenkctpbl. Mpotokon OSPF npeacTtasaseT coboli NpoOTOKON BHYTpeHHero wnto3a (IGP).
MpoTokon OSPF pacnpocTpaHaeT MHPOPMaLMIO O AOCTYMHbIX MapLUPYTax MeXKAy MapLipyTU3aTopamm o4HOM
aBTOHOMHOW CUCTEMBI.

YCTpoIiCcTBO NOAAEPKMBAET O4HOBPEMEHHYIO PabOTy HECKONIbKUX HE3ABMCMMbIX 3K3eMMIAPOB NpoLLec-
coB OSPF. Hactpoitka napameTtpoB ak3emnnspa OSPF npomsBoauTcs nyTem yKasaHua naeHTudumKaTopa kK-
semnaapa (process_id).

Mpu ncnonbsosaHnn VRF Konndectso OSPF-instance (ceccuit) pacnpegenserca mexay HUMKU. MoKHO
MCcNoNb30BaTb BCe ceccum B ogHomM VRF nam pacnpegenmts Mmexay pasHbiMu, HO He bonee, yem obLiee Koan-
YeCcTBO CECCMM Ha BCe YCTPOICTBO.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:
console (config) #

Tabnnua 346 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aeilicmeue

BKAOUMTL MapLpyTmnsaumio no npotokoay OSPF.
3apaTb MaeHTUPMKaTOP npoiecca.

router ospf [process_id]

[vrf vrf_name] process_id: (1..65535)/1

vrf_name: (1..32)

no router ospf [process_id] CUMBONA BbIKknOUNTL MapLupyTM3aumio no npotokony OSPF.
[vrf vrf_name]
ipv6 router ospf [pro- BkaounTb mapupyTtmusaumio no npotokony OSPFv3.
cess_id 3apatb naeHTUPMKaTOp npouiecca.

— ] process_id: (1..65535)/1 A A ¢ P ok
no ipvé6 router ospf [pro- BbIKntounTb MapLupyTM3saumio no npotokony OSPFv3.
cess_id]
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ipv6 distance ospf {in-
ter-as | intra-as} distance

no ipvé6 distance ospf {in-
ter-as | intra-as}

distance: (1..255)

3a4aTb aAMUHUCTPATUBHYIO AUCTaHUMIO Ana maplpytos OSPF,
OSPFv3.

- inter-as — AnA BHELWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTpW aBTOHOMHOW CUCTEMBI.

BepHyTb 3HaYEHUA N0 YMONYAHUIO.

KomaHOb1 pexcuma npouecca OSPF

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipvé router ospf process)#

Tabnunua 347 — KomaHab! pexkuma KoHpurypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

no redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBOJIOB;
name_acl: (1..32)
CUMBO/I0B;
value: (0-4294967295)

PaspewunTb aHOHCUpPOBaHWe connected-mapLupyToB:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT UMNOPTUMPOBATb NOACETHU.

- metric — 3HaYeHWe METPUKU ONA UMNOPTUPYEMbIX MapLL-
pyToOB;

- name-policy — vMA NOAUTUKM WMMMOPTA, MO3BOJAOLWEN
dUNbTPOBATL M BHOCUTb W3MEHEHWA B WMMNOPTUPYemble
MapLLpyTbl;

-name-acl — wuma ctaHgapTtHoro IP ACL, nossossatoLLero
dMAbTPOBATL UMMNOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag ANA MMNOPTUPYEMbIX
MapLUpyTOB.

3anpeTuTb aHOHCUpPOBaHUWe connected-mapwpyTos. B ciyyae
YKa3aHuWA napameTpa BepHYTb ero 3HaYeHme no yMoa4YaHMIo.

redistribute static [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute static [met-
ric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

PaspelwunTb aHOHCMpPOBaHME CTAaTUYECKUX MapLLPYTOB:

- metric-type type-1 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c nomeTKon Kak OSPF
external 2;

- subnets — no3BosfeT UMNOPTUPOBATL MNOACETH;

- metric — 3Ha4YeHne MEeTPUKN 417 UMMNOPTUPYEMbIX MApLU-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTa, MO3BOAAOLLEN
dnNbTPOBaTb M BHOCUTb U3MEHEHWA B MMNOPTUPYEMble
MapLIpPyTbl;

-name-acl — wumsa ctaHgapTtHoro IP ACL, nossosisawoLLero
$dnAbTPOBaTL UMNOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag Ana MMNOPTUPYEMbIX
MapLUPYTOB.

3anpeTuTb aHOHCUPOBAHME CTaTUYECKUX MApLUPYTOB. B cayyae
YKa3aHua napameTpa BepHyTb ero 3HayeHue No yMOAYaHMUIO.
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redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2 | nssa-exter-
nal-1 | nssa-external-2}]
[tag value] [subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [tag value]
[subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona;
value: (0-4294967295)

MmnopTtuposaTb maplpyTbl n3 npouecca OSPF B npouecc
OSPF:

- nssa-only — ycTaHaB/iMBaeT 3HayeHMe nssa-only ansa Bcex
MMMNOPTUPYEMbIX MaPLLPYTOB;

- metric-type type-1 — nmnoptupyeTt c nomeTkon Kak OSPF
external 1;

- metric-type type-2 umnopTtupyeT c NnomeTKoM Kak OSPF
external 2;

- match internal — umnopTupyet mapLpyTbl B npeaenax area;
- match external-1 — umnopTtupyet mapupyTtbl Tuna OSPF
external 1;

- match external-2 — nmnoptupyet mapwpytbl TMNa OSPF
external 2;

- match nssa-external-1 — umnoptupyeT mapwpyTbl Tuna OSPF
NSSA external 1;

- match nssa-external-2 — nmnoptupyet mapwpyTbl TNa OSPF
NSSA external 2;

- subnets — no3BonAeT MMNOPTUPOBATb NOACETYH;

- name — NpUMeHAET YKa3aHHYI NOJUTUKY MMMOPTA,
no3BoAAOLWY0 GUALTPOBATb M BHOCUTb USMEHEHMUA B
MMMNOPTUPYEMbIE MAPLIPYTbI;

- metric — yCcTaHaB/MBaET 3HaYEHME METPUKMN ANA UMNOPTH-
pyeMbIX MapLIpyTOB;

- value — 3HauyeHue aTpnbyTa tag ona UMNOPTUPYEMBIX
MapLLpyTOB.

3anpeTnTb MMNOPT MapLpyToB 13 npouecca OSPF B npouecc
OSPF. B cnyyae ykaszaHWA NnapameTpa BEPHYTb €ro 3Ha4yeHune no
YMOAYaHUIO.

redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony RIP:

- metric-type type-1 — umnopTupyeT c nomeTKon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — no3BonseT UMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKU ANA UMMNOPTUPYEMbIX MapLL-
pyToB;

- name-policy — vMA NOAUTUKM WMMMOPTA, MO3BOJIAOLLEN
dUNbTPOBATL M BHOCUTb M3MEHEHWA B MMMOPTUPYEMble
MapLLpyTbl;

- name-acl — wuma ctaHgaptHoro IP ACL, nossosAatoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HayeHue aTpubyTa tag ons UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb aHOHCMPOBAHWE MAPLLPYTOB, NOJTYYEHHbIX NO
npotokony RIP. B cnyyae ykasaHuAa napameTpa BEpHYTb ero
3HAYeHME N0 YMOHaHUIO.
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redistribute isis [/level]
[match match] [metric met-
ric] [metric-type {type-1 |
type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute isis [/evel]
[match match] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..65535);
value: (0-4294967295)

PaspelwunTb aHOHCMpPOBaHWE MapLUPYTOB, NOAYYEHHbIX NO
npotokony IS-IS:

- metric-type type-1 — umnopTt c nomeTkol OSPF external 1;
- metric-type type-2 — nmnopt c nometkoi OSPF external 2;
- subnets — no3BonfeT UMNOPTUPOBATL NOACETH;

- level — ypoBeHb IS-IS, n3 KoToporo byayT aHOHCMPOBATLCA
MapLUpyTbl;

- match — npou3BOAMTb aHOHCMPOBaAHWE TO/IbKO ANA YKa-
3aHHbIX TMNOB IP-IS mapwpyTos;

- metric — 3HaYeHWe METPUKMU ANA UMNOPTUPYEMbIX MapLL-

pyTOB,

- name-policy — VMA NOAUTUKM MMMOpPTa, NO3BOAAKOLWEN
$unbTPOBaTL U BHOCUTb W3MEHEHWA B MMMOPTUPYEMble
MapLUpyTbl;

- value — 3HaueHue aTpubyTa tag ANA UMNOPTUPYEMBIX
MapLLpyTOB.

be3 napameTpoB 3anpeTUTb aHOHCMPOBAHWE MapLLPYTOB,
NONYYEHHbIX NO NPOTOKOAY IS-IS. B cnyyae ykasaHuA
napameTpa BEPHYTb €ro 3Ha4eHne No YMONYAHMUIO.

redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony BGP:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWE METPUKMU A1 UMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTA, MO3BOJIAOLEN
dUNbTPOBATL M BHOCUTb W3MEHEHWA B WMMNOPTUPYemble
MapLLpyTbl;

- name-acl — wuma ctaHgapTtHoro IP ACL, nossosstoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpmbyTa tag anNa UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb aHOHCMpPOBAHWE MapPLLPYTOB, MOAYYEHHbIX MO
npoTtokony BGP. B cnyyae ykasaHua napameTpa BepHYTb ero
3HaYeHue Mo YMOYAHMIO.

compatible rfc1583

no compatible rfc1583

—/enabled

Bktountb coBmectumocTtb ¢ RFC 1583 (Tosibko ans IPv4).

BbIKAtOUMTL coBmecTMmocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: ngeHtuopukaTtop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YCTaHOBUTbL UAEHTUOUKATOP MapLIpPYTU3aTOPa, KOTOPbIN
YHWUKaNbHO naeHTUMLMPYET MapLipyTM3aTop B Npeaenax
0ZHOW aBTOHOMHOM CUCTEMBI.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BktounTb (0TKAOUKTL) 3K3emnaap OSPF Ha IP-uHTepdelice
(ana IPv4).

Ypanute IP-agpec nHTepoeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBUTb MeTpuKy OSPF-mapuipyTa.

OTKAOUNTD GYHKLMIO.

area A.B.C.D stub [no-sum-
mary]

A.B.C.D: uaeHtTndukatop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca

YCTaHOBWUTb A9 YKa3aHHOW 30HbI TMN stub. 30Ha —
COBOKYMHOCTb CeTeW U MapLUpyTU3aTOPOB, UMEIOLLUX OAUH U
TOT e naeHTMduKaTop.

- no-summary — He o0TnNpaBAATb MHGOPMaLMIO O
CYMMMPOBAHHbIX BHELLHUX MapLUpyTax.
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no area A.B.C.D stub

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: uaeHtndukatop
MaplupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNOXKUTENBHOE YNC/IO;

YCTaHOBUTb N5 YKa3aHHOM 30HbI TMM NSSA.

- no-summary — He NPMHUMaTb MHGOPMaLKIO O
CYMMMPOBAHHbIX BHELIHUX MapLpyTax BHYTPb NSSA-30HbI;

- interval — onpepenaeT NPOMeEXKYTOK BpemMeHMU (B cekyHAax), B
TeyeHne KOTOporo TpaHcNATOp ByaeT BbINOSHATL CBOM
bYHKLMM nocne Toro, Kak 06HAPYKUT, YTO TPAHCAATOPOM CTas
LpYroi rpaHUYHbIN MapLupyTUsaTop.

- translator-role — onpegensert, kKakum obpasom Ha
MapLupyTu3aTope byaeT GYyHKLMOHUPOBATL PEKUM
TpaHcnsTopa (TpaHcnsaumm Type-7 LSA B Type-5 LSA):

- always — B npuHyaANTENBLHOM NOCTOAHHOM PEXKUME;

- candidate — B pexvme yyacTusa B Bbibopax TpaHcAATOPa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: naeHTndukatop
MaplupyTU3aTopa B
dopmare IPv4-appeca;
secs: (1..65535) c;
word: (1..256) cumonos

Co3AaTb BUPTyasibHOE COeANHEHNE MeXAY OCHOBHOM U
OPYrMMU yaaneHHbIMM 061acTAMM, KOTOPbIE UMEIOT MeX Ay
HUMM 0bnacTu.

- hello-interval — ykasaTtb hello-nHtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHLIMM
nepegadamu;

- transmit-delay — yKka3aTb Bpems 3a4epKKu;

- dead-interval — ykasaTb dead-uHtepsan;

- null — 6e3 ayTeHTUdMKauuy;

- message-digest — ayTeHTUdMKaLMA C WUNDpPOBaAHUEM;

- word — naposb gns ayTeHTUGUKaumm.

Y[anuTb BUPTyanbHOE CoefMHeHMe.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: naeHtndukatop
MaplupyTusaTopa B
dopmare IPv4-agpeca;
cost: uenoe
NONOXUTENbHOE YNC/IO

YCTaHOBWUTb 3HaYEHWE CTOMMOCTU CYMMapPHOTo MapLIpyTa,
ucnonbsyemoro ans stub- u NSSA-3oH (gna IPv4).

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: ngeHtuopukaTtop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
—/BbIKNIOYEHO

BKAOUNTL ayTEHTUDUKALMIO oNA BCeX MHTepdecoB AaHHOM
30HbI (ana IPv4):
- message-digest — c wuodposaHnem MDS5.

OTKNOUNUTD ayTEHTUOUKALMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: ngeHtuopukaTtop
MaplupyTu3aTopa B
dopmare IPv4-appeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co34aTb CYMMApPHbI MapLUPYT Ha rpaHuue 30HbI (ans IPv4).
- advertise — aHOHCMPOBaTb CO34aHHbIN MAPLLPYT;
- not-advertise — He aHOHCMPOBATb CO34aHHbIM MApPLLPYT.

Y[anuTb CyMMapHbIi MapLupyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: uaeHtTndukatop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumsona

YCTaHOBUTb GUABLTP Ha MaPLLPYTbI, aHOHCUPYEMble B
YKa3aHHYt0 30HY U3 Apyrux 30H (ana IPv4).
®dunbTpauma NPoM3BOAUTCA TOIbKO AN MapPLLPYTOB
LSA Type 3.

Yaanute GUALTP Ha MapLIPYTbl, aHOHCUMPYEMbIE B YKa3aHHYIO
30HY M3 ApYrux 30H (ana IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: naeHtTndukatop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumsona

YCTaHOBUTb GUNBLTP HA MapLLPYTbI, aHOHCUPYEMblE U3
YKa3aHHOW 30HbI B gpyrue 30Hbl (gna IPv4).
dunbTpaLmMA NPOM3BOAUTCA TONbKO ANA MapLIPYTOB
LSA Type 3.

Yaanutb GUAbTP Ha MapLIPyTbl, aHOHCMPYEMble U3 yKa3aHHOM
30HbI B Apyrue 30Hbl (ans IPv4).

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

359



HELTEX

area A.B.C.D shutdown

no area A.B.C.D shutdown

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
—/BKAIOYEHO

OTtkntoumntb npouecc OSPF ana 30HbI.

BkatounTb npouecc OSPF ana 30HbI.

auto-cost reference-band-
width reference

reference: (0..400000)/

YCTaHOBWUTbL aBTOMATUYECKMI1 pacyeT MeTpUKK MHTepdelica B
3aBMCMMOCTM OT €ro CKOpoCTH Nno ¢popmyne: reference/ifSpeed.
- reference — 6a30Bas CKOPOCTb.

V 3HaueHue reference, pasHoe 0, oTKAO4aeT
0 Mbur/c ABTOMATUYECKUIi pacyeT MeTPUKU.
no auto-cost reference- YCTaHOBUTb 3Ha4YeHNE NO YMOAYAHUIO.
bandwidth
shutdown OTkAtoumTb Npouecc OSPF.
—/BKAOYEHO

no shutdown

Bkatountb npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/OYEHO

BKAHOUMTL cCymMmnpoBaHMe mapwpyToB IPv4, KoTopble 6bian
nony4veHbl OSPF 13 apyrmux npoToKonos.
not-advertise — npocymmunpoBaTb, HO He aHOHCMPOBaTb.

OTKOYNUTD CYMMapM3aLMI0 MapLIPYTOB.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apaTtb IPv4-appec ana ctatmyeckoro OSPF-coceaa.
- ip_add — IPv4-appec.
- priority — yKasaTb priority agnsa cocega (y4nTbiBaeTCs TONbKO B
coctoaHuu attempt/down).
| HacTtpoliika aKTyasibHa TO/IbKO Ana non-broadcast u
V point-to-multipoint non-broadcast Tunos certeii.

Ypanute KoHdurypaymio gna OSPF-cocena ¢ ykasaHHbIm IPv4-
agpecom.

summary-prefix ipvé [not-
advertise]

summary-prefix ipvé [not-
advertise]

—/BbIK/IOYEHO

BkatounTb cymmupoBaHue mapLupyTtos IPv6, koTopble 6biim
nonyyeHbl OSPF n3 gpyrmMx npoToKON0B.
not-advertise — npocymmmnpoBaTb, HO He aHOHCMPOBaATb.

OTK/IIOUYUTD CYMMapM3aLLMI0 MapLLPYTOB.

timers spf delay delay

delay: (0..600000)/5000

YCTaHOBWUTb BEIMUYNHY 3a4,ePKKU, NPOM3BOAUMOM Nepes,
oyepeaHbIM NocnenoBaTe/ibHbIM pacyeTom SPF.

no timers spf delay me YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
timers Isa throttle min_in- 3apaTb BpemeHHble napameTpbl LSA-TpoTTanHra. TpOTTAUHT
terval hold_interval max_in- [EeNCTBYET TONbKO Ha LSA, MICTOYHMKOM KOTOPBbIX ABNSETCS
terval /IOKaNbHOE YCTPOMCTBO.
- min_interval — MWHUManNbHbIN BPEMEHHOW UHTEPBAN MeXAY
min_interval: ABYyMA nocsefoBaTesIbHO OTNPaBAAIOWUMNCA OANHAKOBbIMU
(0..60000)/5000 mc; LSA.
hold_interval: - hold_interval — wHTepBan, onpeaenatoLlnin TeKyLLee Bpems
(0..60000)/0 mc; 3afepKKu. C Kaxaow HoBoW nocnenoBatenbHom LSA aToT
max_interval: WHTEPBA/l YMHOXAETCA Ha [1Ba, NOKa He AOCTUIHET 3HaYeHUn

no timers Isa throttle

(0..60000)/0 mc

max_interval.

- max_interval — makcMManbHbIi BpEMEHHOM MHTEpPBan
MeXAy ABYMA NocnefoBaTeIbHO OTNPaBAALWMMNUCA
OAMHaKoBbIMM LSA.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMAJIbHbIA BPEMEHHOW MHTEPBaA, C KOTOPbIM
MapLupyTH3aTop obpabaTbiBaeT NpuHUMaemble LSA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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3anpetutb Bcem IP-uHTEpdeicam, yyacTsyowmm B npouecce
OSPF, 06MeHMBaTbCA MPOTOKO/IbHBIMW COOBLLLEHUAMM C
coceasmm (BKNHOUNTb MAaCCUBHbBIN PEXKUM).

V MNpu npMumeHeHUU JaHHOU KOMaHAbI HAacCTPOMKa ip
ospf passive-interface yganaetca co Bcex ip-
MHTep¢eiicoB U CTaHOBUTCA ANA HUX 3HAYEHUeM No
YMONYaHMUIo.

passive-interface

/BbIKNIOYEHO

no passive-interface YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ip) #

Tabnnua 348 — KomaHabl pexkuma KoHdpurypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmoan4YaHuo

Aeiicmeue

ip ospf shutdown

BbIKAHOUNTL MapLpyTU3aumio no npotokony OSPF Ha
nHTepdelice.

- —/BKNOYEHO
no ip ospf shutdown BKkAtouMTb MapwpyTusaumto no npotokony OSPF Ha
nHTepodelice.
ip ospf network {broadcast Bbibpatb TMN ceTu:
| non-broadcast | point-to- - broadcast — wrpoKoBeLaTeIbHAA CETb C MHOYKECTBEHHbIM
point | point-to-multipoint L0CTyNnom;
non-broadcast} - non-broadcast — HelwnpoKoBewaTenbLHan ceTb C
—/broadcast MHOXECTBEHHbIM 4OCTYNOM;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa»;
- point-to-multipoint non-broadcast — HewunpoKoBeLlLaTebHasnA
CeTb C MHOXECTBEHHbIM AOCTYMOM «TOYKA-MHOTOTOUYKA».

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)

BkntounTb ayTeHTUdUKaumio B OSPF u onpepenuTsb ee Tn. bes
YKa3aHuA napameTpos ByZeT MCno/ib30BaTbCA ayTEHTUOUKALMA
C NMOMOLLbIO MapoiA, 3a4aHHOTO OTKPbITbIM TEKCTOM.

- keychain — BkntoyaeT ucnonbzoBaHue Habopa Kaoyen.
PaboTaeT B cBA3Ke C pexxnmom message-digest.

CMMBO/I0B; . N o
’ - key_chain — nma Habopa Kntoyeit, cCo34aHHOMO KOMaHAoM
Mo YMONYaAHUIO keychain;
’?
ayTeHTMdMKauma
v duKay, - null — He ncnonb3oBaTb ayTeHTUPUKALMIO;
OTK/IloYeHa

- message-digest — ayTeHTUdMKauma MD5 ¢ ncnonb3osaHue
Habopa Katouell.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumBonoB

Ha3Hauutb naponb ana ayteHTUdUKaLMK cocesen, AOCTYMNHbIX
Yyepes Tekywnin nHtepdeiic. Maposb, yKazaHHbIM TakKUM
obpasom, byaeT BHeApEH B 3aro/I0BOK KaXK40ro yXO4ALLEro B
3Ty ceTb NakeTa OSPF B KauecTBe K/Ao4a ayTEHTUOUKALMM.

Yaanutb naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHUA KaHasa, KoTopas ABAAEeTCA
YC/IOBHbIM MOKasaTesnem "cToumocTn" nepecbiiku AaHHbIX NO
KaHany.

YCTaHOBUTb 3Ha4YeHME NO YMOIHAHMUIO.

ip ospf poll-interval inter-
val

no ip ospf poll-interval

interval: (1..255)/120

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KoToporo mapLipytusatop otnpasnset hello-naketsi ¢
HeaKTuBHOro uHTepderica (OSPF-coceacTBo B cTaTyce down).
HacTpoiika akTyanbHa TonbKo a8 non-broadcast n
V point-to-multipoint non-broadcast Tunos ceteii.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535) c;
minimal —1c

YCTaHOBWUTbL MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOpOro coces, byfeT cuUTaTbCA HEAKTUBHBIM. ITOT UHTEPBAN
[OMKeH 6bITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTtepsanam otnpasku hello-nakertos.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip ospf hello-interval inter-
val

no ip ospf hello-interval

interval: (1..65535)/10 c

YCTaHOBWUTb MHTEPBAJI BPEMEHU B CEKYHAAX, MO UCTEYEHUMU
KOTOPOro mapLipyTusaTop oTnpasaset cneayowmii hello-naker
c uHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

—/BKAIOYEHO

OTKAtoYMTb NpoBepkn MTU.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip ospf passive-interface

no ip ospf passive-inter-
face

— /BbIKOYEHO

3anpeTuTb IP-uHTepdeicy 06MeHMBATLCA MPOTOKOIbHbIMMU
CO0BLWEHMAMM C COCeAAMM (BKIHOUMTb NACCUBHbIN PEXUM).

YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.

V Ecnuv npumeHeHa HacTpoiiKa passive-interface B
pexxume KoHpurypauum npouecca OSPF, To aaHHas
KOMaHAA BbIBOAUT AaHHbIN IP-uHTepdeiic us
NacCUBHOIO pexxuma.

passive-interface

no passive-interface

— /BbIK/IOYEHO

BbIK/IHOYNTL OTMNPABKY NPOTOKO/IbHbIX COODLWEHUI ANA BCEX
OSPF-uHTepdeiicos.

BKNOUMTb OTNPaBKY NPOTOKO/IbHbIX CO0bLeHnI gns Bcex OSPF-
WHTepdericos.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YCTaHOBWUTbL MPUOPUTET MApLLPYTM3aTOpa, KOTOPbI
ncnosb3syetcsa gns sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5 ¢

YCTaHOBWUTb MHTEPBAJ BPEMEHM B CEKYHAAX, NO UCTEYEHNU
KOTOPOro MapLupyTU3aTop NOBTOPHO OTMPABUT NAKeT, Ha
KOTOPbIM He NOMYYMUN NOATBEPIKAEHNA O NONYHEHMM
(Hanpumep, Database Description nau Link State Request
nakertbl).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1 c

YCTaHOBUTL MPUMEPHOE Bpems B CeKyHAax, Heobxoammoe ans
nepeaayn nNaketa CoCTOAHMA KaHana.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf bfd

no ip ospf bfd

— /BbIK/OYEHO

BkatounTb npotokon BFD Ha OSPF-coceacTse.

Bbikntountb npotokon BFD Ha OSPF-coceacTse.

KomaHObI pexcuma KoHguaypauuu uHmepdgpetica Ethernet, VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 349 — Komanapl pexkuma KoHpurypaumm nntepderica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKNIOYEHO

BbIKNOUNTE MapLipyTM3aymio no npotokony OSPFv3 Ha
nHTepodelice.

BKAOUMTL MappyTmsaumio no npotokony OSPFv3 Ha
nHTepdelice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: nageHtTuduKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca

BkntounTb (oTKAtOuMTL) OSPF npouecc ans onpeaeneHHom
30HbI.

ipv6 ospf cost cost

cost: (1..65535)/10

YCTaHOBWUTb METPUKY COCTOAHUA KaHana, KoTopas ABAseTcA
YC/IOBHbIM MOKasaTesniem "cToumocTun" nepecbiiku AaHHbIX NO
KaHasny.
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no ipv6 ospf cost

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535) ¢

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOporo cocep, 6yeT cYUTaTbCA HEAKTUBHbBIM. DTOT UHTEPBAN
00/IXKeH 6bITb KpaTHbIM 3HadveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 nHtepsanam otnpasku hello-nakertos.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ipv6 ospf hello-interval in-
terval

no ipv6 ospf hello-interval

interval: (1..65535)/10 ¢

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOPOro mapLpyTusaTop oTnpasaseT cneaywowmii hello-naker
¢ uHTepdelica.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ignore

— /BbIKAOYEHO

OTkntoumTb NpoBepky MTU.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 ospf neighbor 3apatb IPvb-appec cocepa.

{ipv6_address}

ipv6 ospf neighbor N Ypnanute IPv6-agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YCTaHOBUTbL NPUOPUTET MapLIPYTU3aTopa, KOTOPbIN

no ipv6 ospf priority

priority: (0..255)/1

ucnosb3syetcs gns sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

ipv6 ospf retransmit-inter-
val interval

no ipv6 ospf retransmit-in-
terval

interval: (1..65535)/5 ¢

YCTaHOBWUTbL MHTEpPBaa BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOPOro MapLLpyTU3aTop NOBTOPHO OTMPaBUT NAKET, Ha
KOTOPbII HE MOAYYMA NOATBEPKAEHNA O NONYYEHUN
(Hanpumep, Database Description nakeT nau Link State Request
naKeTbl).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1 c

YCTaHOBUTb NPMMEPHOE BPeMA B CeKyHAax, Heobxoanmoe A
nepeaayn Naketa CoCTOAHWA KaHana.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 350 — KomaHgb! pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show {ip | ipv6} ospf [pro-
cess_id | vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBONa

OTo6pa3unTb KoHdUrypaumto OSPF.

show {ip | ipv6} ospf [pro-
cess_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTo6pa3unTb nHdpopmaumo 06 OSPF-cocegsax.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec cocega
vrf_name: (1..32)
cumBoNna

OTo6pa3uTb nHdpopmaumio 06 OSPF-coceae € yKasaHHbIM
aapecom.

show {ip | ipv6} ospf [pro-
cess_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBoNa

OT06pa3unTb KoHdUrypauuto scex OSPF-uHTepdeicos.
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show {ip | ipv6} ospf [pro-
cess_id] interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel _id |
A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16);
A.B.C.D: IP-agpec;
vrf_name: (1..32)
cMmBosia

OT06pa3unTb KoHdUrypaLmuio KoHKkpeTHoro OSPF-uHTepdelica.

show {ip | ipv6} ospf [pro-
cess_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary
[vrf vrf_name]]

process_id: (1..65535);
vrf_name: (1..32)
cumBona

OTo6pa3uTb cocTosiHMe 6asbl gaHHbIX NpoToKona OSPF.

show {ip | ipv6} ospf vir-
tuallinks [process_id] | [vrf
vrf_name]

process_id: (1..65535);
vrf_name: (1..32)
cumBOIaA

OT06pa3nTL NapaMeTpbl U TEKyLLLEe COCTOSHUE BUPTYasIbHbIX
JIMHKOB.

clear ip ospf [process id |
vrf vrf_name process}

process_id: (1..65535);
vrf_name: (1..32)
cUMBOIA

PasopBaTb COCEACTBA M YAA/IUTb COOTBETCTBYOLLME MAPLLPYTHI.

lpumepebl 861MN0AHEHUS KOMAHO

e [lokasaTb OSPF-cocenen ana onpegeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-npouecc ans onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npOTOKO/ rpaHUYHOIO LWAK033a) ABAAETCA MPOTOKO/IOM MapLIpyTU3a-
UMK MeXKay aBTOHOMHbIMK cuctemamum (AS). OcHoBHOM dyHKUMel BGP-cuctembl aBnseTcs obmeH nHpopma-
LuMein o 4OCTYNHOCTM ceTel ¢ Apyrumn cuctemamm BGP. MHPopmaLma o OCTYNHOCTM CeTeN BKAKOYAET CMMCOK
aBTOHOMHbIX cucTem (AS), yepes KoTopble MPOXOAUT 3Ta MHPOPMaLMS.

BGP aBnseTca NpOTOKOIOM NPUKNALHOTO YPOBHSA N GYHKLUMOHMPYET NOBEPX NPOTOKO1A TPAHCMOPTHOTO
ypoBHs TCP (nopt 179). Mocne ycTaHOBKU coeanHeHMUs nepenaétca Hdopmaumsa 060 Bcex mapLipyTax, npesa-
Ha3Ha4YeHHbIX ANA 3KcnopTa. B ganbHelwem nepenaérca ToNbKo MHPopmauma 06 nameHeHUsax B Tabamuax
MapLIpyTU3aumu.

! NoppepxKa npotokona BGP npeaoctaBnfaeTca nNo AULEH3UU.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnunua 351 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

router bgp [as_plain_id_|
as_dot _id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BKAOUMTL MapLupyTU3aLmio no npotokoay BGP.

3apatb naeHTUdUKaTop AS 1 BOIMTU B peXUM ero
KOHOUIypUpOBaHUA.

- as_plain_id — naeHTndMKaTOpP aBTOHOMHOW CUCTEMDbI,
MCNO/b3yeMblil MapLLPYTU3aTOPOM NPU YCTaHOBNEHUN
cocencTBa U 0bmeHe mapLupyTHOW MHPOopMaLme.

- as_dot_id — naeHTMPUKATOp aBTOHOMHOM cucTeMbl B 32-
6uTHOM dopmare.

OcTtaHoBUTb BGP-mapLipyTtusaTop, yaanuTb BCto KOHUrypauuto
npoTokona BGP.

ip community-list standard
name seq section_id {per-
mit | deny}

ip community-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip community-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cumBona

Co3paTb CTaHAAPTHbIM CMCOK community ¥ BOWTH B peXXnm ero
KOHOUIypUpPOBaHUA.

Co34aTb paclUMpeHHbIM CIMCOK community.

- reg_exp — perynsapHoe BblpaxkeHue.

[JaHHbIM cnMcok community MCNonb3yeTca Kak wabaoH ana
MoMUCKa CoBRageHMM community B cekummn match B route-map.

YAanuTb yKasaHHbIA CIMCOK community LEIMKOM UAN TOJIbKO
KOHKPETHYIO Ero CEKLUMUIO.

ip extcommunity-list
standard name seq sec-
tion_id {permit | deny}

ip extcommunity-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip extcommunity-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cumona

Co3AaTb CTaHAAPTHbBIV CMCOK C pacluMpPeHHbIMM community 1
BOMTM B PEXKMM €ro KoHOUTrypupoBaHuA.

Co3aaTb PacUMpPeHHbI CNINUCOK C pacliMpPeHHbIMKM community.

- reg_exp — perynspHoe BbipaxeHue.

[aHHbI cnncok extcommunity Mcnonb3yeTca Kak WwabioH aaa
MoMCKa COBMNageHUM pacliMpeHHbIX community B cekumm match
B8 route-map.

Ypanutb yKa3aHHbIﬁ CAUCOK extcommunity LeMKoOM Unm
TO/IbKO KOHKPETHYI ero cekuuio.

ip as-path access-list name
seq section_id {permit |
deny} reg_exp

no ip as-path access-list
name seq [section_id]

name: (1..32) cumBona;
section_id (1-
4294967295);
reg_exp: (1..160) cumBona

Co3aatb CNUCOK as-path.

- reg_exp — perynsapHoe BbipaxeHue.

[aHHbIM cnucok as-path ncnonb3yetca Kak WabnoH gna noncka
coBnageHni as-path-filter 8 cekumm match s route-map.

YpanuTb yKasaHHbIM cnMcok as-path LeaMkom uam Tonbko
KOHKPETHYIO ero cexkuuio.

KomaHObI pexcuma KoHgu2ypayuu AS

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHpurypaumm AS:

console (router-bgp) #

Tabnnua 352 — KomaHgbl pexkuma KoHdurypaumm AS

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apaTtb uaeHTudukaTop BGP-maplupyTtnsatopa.

Yaanutb naeHtndukatop BGP-mappytusaTopa.

bgp asnotation dot

no bgp asnotation

—/asplain

3ageiicTBoBaTh cMcTemy 0603HauYeHus Homepos AS B popmaTe
asdot.

YCTaHOBUTb 3HaYeHue no YMON4aHUIO
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bgp client-to-client reflec-
tion

—/BKAIOYEHO

BKNtOUYNTL NepecblIKy MapLpyToB, Noay4YeHHbIx oT reflector-
KnAneHTa, apyrum BGP-cocepgam.

no bgp client-to-client re-
flection

BbIK/NHOUMTL NEPECHIIKY MapLIPYTOB, Noay4YeHHbIx oT reflector-
KnueHTa, apyrum BGP-coceaam.

bgp cluster-id ip_add

3afatb MaeHTMOMKaTop Knactepa BGP-mapwpyTusatopa.
B cnyuae, ecnu naeHTMOUKATOP KNactepa He
V HacTpoeH, B KauecTBe naeHTMpuKaTopa byaer
MCNoab30BaTbCA rNobanbHblii uaeHTMdUKaTop BGP-
MapLupyTM3aTopa.

no bgp cluster-id

Yaanutb naeHtTuduUKaTop Knactepa BGP-mapwpytusaTtopa

bgp transport path-mtu-
discovery

BKkatounTb npoueaypy Path MTU Discovery ans
aBTOMaTu4yeckoro onpegeneHna Maximum Segment Size npu
ycTtaHoBneHun TCP-coeauHeHma mexay coceaamu.
BknroueHune Path MTU Discovery Ha npouecce
V BK/IIOYAET ero Ha Bcex coceasx.

no bgp transport path-
mtu-discovery

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYUTL NPOTOKON BGP, He yaanaa ero
KOHPUrypaumtio.
970 peitcTBue BNEeYET 3a co60M pa3pbiB BCEX ceccuii ¢
V BGP-cocegammu 1 o4UCTKY Tab1Lbl MapLLIPYTUM3aLMK
nporokona BGP.

BKkntounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3apatb IPv4- unu IPv6-agpec ana BGP-coceaa unv nepeiitv B
PEXMM KOHPUTYPUPOBAHMA CYLLECTBYIOLLEIO COCEAa.
-ip_add — IPv4- unu IPv6-agpec.
Bo3moOXKHO ycTaHOB/NIEHUe coceacTBa B TOM YUCE U
V yepes IPv6 Link-local agpeca.

Yaanutb KoHdurypauuto gna BGP-cocega ¢ ykasaHHbIm IPv4-
nnu IPvb-agpecom.

peer-group name

no peer-group name

name: (1..32) cumBona

Cospatb Peer-rpynny
- name — umA rpynnbl

Ypanutb co3gaHHyto Peer-rpynny.

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKkazatb Tmn IPv4 Address Family n nepesectn KommyTaTop B
peXkmMm KoHpurypaumm cootsetcTeytowein Address Family.

BbIKntounTb cooTBeTcTBYOLWY0 Address-Family.

address-family ipv6
unicast

no address-family ipv6
unicast

YKaszatb T1n IPv6 Address Family unicast u nepesectu
KOMMYTaTOp B PEKUM KOHOUIYypaLMm COOTBETCTBYOLLEN
Address-Family.

BbIKkntounTb cooTBeTcTBYOLWYO Address-Family.

vrf [vrf_name]

no vrf [vrf_name]

vrf-name: (1..32)
cuMMBO/IA

Co3paHue KoHTeKcTa VRF.

- vrf-name — nms BUPTYanbHOM 061aCTM MApPLLPYTM3aLUN.
’ VRF gonxeH 6biTb co3aaH B rnobanbHou
o KOHUrypauum Komytaropa.

YpaneHune KoHTeKcTa VRF.

,  Ecnm cocepcTBo ycTaHOBAEHO Ha IPv4-aapecax, To npu otnpaBKke mapwpyTtoB IPv6 Takomy coceny
V B KauecTBe next-hop 6yaeT ycraHoBNEH UCKYCCTBEHHDI IPv6-aapec, ocHoBaHHbIN Ha IPv4-aapece.
Y1o6bl 3TO MU3MEHUTb, He06X0AUMO UCNOJb30BaTb route-map, B KOTOPOii yKa3aTb Heob6xoaAnMbIii

IPv6 next-hop. Mpumep AaHHOIA HACTPOMKKU NpUBeAEH HUXKe.

[Mpumep co30aHuUA route-map U npusa3Ku ee K BGP-cocedy 0414 UusmeHeHUs Ucxo0auwux Mmapwpymos
IPv6

console (config) #ipv6 route-map test 10 permit
console (config-route-map) #set ipvé next-hop 2030::1
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console (config-route-map) #exit
console (config) #router bgp 65500

console (router-bgp-nbr) #address-family ipv6 unicast

(
(
console (router-bgp) #neighbor 10.0.0.2
(
(

console (router-bgp-nbr-af) #route-map test out

B pe3synbTaTe BbINONHEHMA KOMAHAbI Npu oTnpasKe IPv6-mapwpyTtos coceay 10.0.0.2 3HayeHuMe nona

next-hop 6yaet 2030::1.

KomaHObI pexcuma KoHgu2ypauuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKU B pexxume KoHpurypaumum Address-Family:

console (router-bgp-af) #

Tabnnua 353 — KomaHgb! pexkuma koHdurypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ipv4_add [mask
mask]

no network ipv4_add
[mask mask]

3apaTb noaceTb, KOTOpPaA aHOHcUpyeTcAa BGP-cocegam.
- ipv4-add — IPv4-agpec nopceTw.
- mask — macka noaceTu.
Ecnn macka He yKa3aHa, N0 yMO/I4YaHUIO OHa 3ajaeTcA
V K/1acCoOBbIM METOA0M afpecauumm.

YaanuTb aHOHC AaHHOW NOACEeTU.

network ipv6_add

no network ipv6_add

ipv6_add: X:X:X:X::X/(0-
128)

3apatb noaceTb, KOTOpasa aHOHcupyeTca BGP-coceaam.
- ipv6-add — IPv6-agpec noacetw.

Y4anuTb aHOHC AaHHOM NoaceTy.

aggregate-address
ipv4_add mask [summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntoumTb arperaunio 6osee cneydUYHbIX MapLIpPyTOB,
BXOAALLMX B YKa3aHHbIV npeduKc

- ipv4_add — IPv4-agpec noacetu.

- mask — macka noacetu.

- route_map_name — uma route-map.

Yaanute arperaumio 6onee cneunduryHbIX MapLIpyTOB,
BXOAALLMX B YKa3aHHbIM npeduKc.

aggregate-address
ipv6_add [summary-only |
as-set | advertise-map
route_map_name | attrib-
ute-map route_map_name
| suppress-map
route_map_name]

no aggregate-address
ipv6_add

BkAtounThb arperauuio 6onee cneundurUHbIX MapLLPYTOB,
BXOAALLMX B YKa3aHHbIV npeduKc

- ipv6_add — IPv6-agpec noacetu.

- route_map_name — uma route-map.

Yaoanutob arperaumto 6onee cneunduyHbIX MapLIPYTOB,
BXOAALMX B YKa3aHHbIN npeduKc.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (1..32) cumsona

Pa3pelnTb aHOHCMPOBAHMeE connected-mapLupyTos.

- metric — 3HayeHue aTpubyTa MED, KOoTOpoe 6yaeT NpUCBOEHO
MMMNOPTUPOBAHHBIM MapLLPyTaMm.

- name — Ha3BaHwue access-list, KoTopbli ByaeT npumeHeH K
MapLupyTam.

3anpeTuTb aHOHCHMpPOBaHMe connected-mMapLUpPyTOB.
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redistribute rip [metric
metric | filter-list name]

metric: (1-4294967295);
name: (1..32) cumBona

no redistribute rip

MmnopTtuposatb mapwpytbl RIP B BGP.
- metric — 3HayeHue aTpnbyTa MED, KOoTOpOe byaeT npucsoeHo
MMNOPTUPOBAHHBIM MApLLpPYTaM.
- name — Ha3BaHWe CNUcKa access-list, KoTopblii bygeT
NPUMEHEH K MapLupyTam.

' HepoctynHo gna address-family ipv6 unicast.

3anpeTnTb MMMNOPT MapLLPYTOB 13 npoTokona RIP.

redistribute static [metric
metric | filter-list name]

metric: (1-4294967295);
name: (1..32) cumBona

no redistribute static

Pa3pelunTb aHOHCMPOBaHME CTaTUYECKMX MapLLPYTOB.

- metric — 3HayeHue aTpmbyTa MED, KOoTOpoe byaeT NpUcBOEHO
MMMNOPTUPOBAHHBIM MapLIPyTam.

- name — Ha3BaHwue access-list, KoTopblli ByaeT NnpuMeHeH K
MaplLupyTam.

3anpeTnTb aHOHCMPOBAHUE CTaTUYECKMX MAPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2, nssa-
external-1, nssa-external-
2); name: (1..32)
CMMBO/I0B;
mtype: (type-1, type-2);
name: (1..32) cumBona

no redistribute ospf

MmnopTtuposatb mapwpytbl OSPF B BGP.
- id — naeHTndmkaTop npouecca OSPF.
- metric — 3HayeHue aTpnbyTa MED, KOTOpOE byAeT NPUCBOEHO
MMNOPTUPOBAHHBIM MapLLPyTam.
- type — ™1in OSPF-mapLpyToB, aHOHCMpyemMbix B BGP.
- name — Ha3BaHWe CNMCcKa access-list, KoTopbiit byaeT
NPUMMEHEH K MapLupyTam.
- mtype — tmn meTpukmn Ex1 nam Ex2.
V B cnyuae c address-family ipv6 unicast

noapasymesaetca OSPF3.
3anpeTuTb MMNOPT MapLIPyTOB 13 npotokosia OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name] level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBona

no redistribute isis

MmnopTtuposatb mapwpyTbl 13 IS-IS 8 BGP.

- level — ycTaHOBUTb, U3 KaKoro ypoBHs IS-IS byayT

AHOHCMPOBATLCA MAPLLPYTbI;

- match — npoun3BoAWTb AHOHCUPOBAHME TONbKO ANA

YKa3aHHbIX TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHNe MEeTPUKMN AN UMMNOPTUPYEMbIX

MapLpyToB;

- acl_name — nms ctaHgapTHoro IP ACL, KoTopbiit byaeT

MCNoab30BaH ANAa GUAbTPALMU UMNOPTUPYEMbIX MapLLPYTOB.
' HepocrynHo pna address-family ipv6 unicast.

3anpeTuTb MMNOPT MapLUPYTOB U3 NpoTOoKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnnua 354 — KomaHab! pexmuma KoHpurypaumm BGP-coceaa

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

description descr
no description

descr: (1..80)
CMMBOJIOB/HET OnMcaHus

Oob6asutb onucaHme BGP-cocepa.

Ypanutb onncaHne BGP-cocega.
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maximum-prefix value
[threshold percent | hold-
timer second | action type ]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BKNOUMTB OrpaHUYEHNE KOANYECTBA NPUHUMAEMbIX
mapuwpyTtos ot BGP-coceaa.

- value — MaKcMManbHOe KONNYEeCTBO NPUHUMAEMBbIX
MapLUpyTOB.

- percent — NPOLEHT OT MAaKCMMA/IbHOFO KO/IMYECTBa
MapLLpPyTOB, N0 AOCTUMXKEHUM KOTOPOro OTNpPaBaAeTca
npeaynpexaeHue.

- second — BpeMeHHOW NPOMEXKYTOK (B cekyHAax), no
WCTEYEHMIO KOTOPOTO NPOUCXOAUT NEPENOAKIOUEHME, eCN
ceccus bbla pa3opBaHa M3-3a NPEBbILWEHNA KOANYEeCTBa
MapLUpyTOB.

- type — Ha3HavaeT AeincTBue BbINOSHAEMOE NPU JOCTUNKEHUN
MaKCMManbHOro 3HaYeHNA — paspbiB ceccum <restart> nam
oTnpaBKa npeaynpexaeHna <warning-only>.

BbIKNHOUNTL OrpaHMYeHne KoMYecTBa NPUHNMAEMbIX
mapuwpyTos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30 c;
with-sec: (0-65535)/30 ¢

3afaTb BpeMeHHble MHTepBabl.

- adv-sec — MUHUMaNbHbIA MHTEPBAN MEXAY OTNPaBKOM
UPDATE coobLeHuWiA O4HOrO M TOTO e MapLupyTa.

- with-sec — MWUHWManNbHbIN UHTEPBAN MeXay
QHOHCMPOBaHMEM MapLUpyTa U ero nocsieayowmnm ae-
QHOHCUPOBaHMEM.

MpumeyaHue:

- advertisement-interval gonkeH 6biTb 60/bLIE MW paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpble A0/KHbI 6bITb aHOHCMPOBAHbI
coceaHum BGP-mapuipytusatopam, pacnpeaenatorca no
Heckonbknm UPDATE-coobueHuam. Mexkay oTnpaBKon 3TUX
UPDATE-coobLeHM BbIAEPKUBAETCA CNYyYalHbIN BpEMEHHOW
WHTEpBas TaKUM 06pa3om, UTobbI obLLee Bpema mexay
0bHOBNEHMEM MapLLPYTOB B I0KanbHOM Tabanue BGP n
oTtnpasKow nocnegHero UPDATE-coobLieHUs He NpeBbIlLano
advertisement-interval unu as-origination-interval 8 cnyyae
OTNPaBKM SIOKaNbHbIX (MapLpyTbl U3 NOKaNbHOW AS)
MapuwpyToB B eBGP-coeamHeHnn. Takum 06pasom, Kaxaplit U3
MapLpPYTOB MOXKET UMETb CIY4alHYO BENNYMHY 3a4ePKKM
QHOHCUPOBaHWMA.

- TouHoCTb paboTbl Taimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucut ot
MaKCMMaNbHOTrO 3HaYeHUA 06Oro 13 3TUX TPEX TaliMepos,
HacTpoeHHbIX Ha BGP-mapLlupyTnsatope (yunTbiBatoTcs
TaliMepsbl, HaCTpOeHHble Ans Bcex BGP-coceaeit). Bce 3HauyeHun
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MapLLPYTOB,
CKOHOUIYpMPOBaHHbIX HA YCTPOWCTBE, AUCKPETUINPYIOTCA
WHTepBanom B 1/255 oT HanboAbLLEro HACTPOEHHOrO
3HaYyeHuA. YBeMyeHne MaKCMManbHOro 3HayeHns byaet
NPUBOAUTD K YBE/IMYEHMIO HYAaCTOTbl AUCKPETM3aL MU TallMepoB
W, COOTBETCTBEHHO, K MOHWUKEHWIO TOYHOCTU UX PaboTbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ebgp-multihop

no ebgp multihop

—/TTL paseH 1

YcTaHoBuTb TTL, paBHbIv 64, Ans eBGP-noakAoueHni.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHWUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3apaTb BpeMeHHOM nHTepBan mexay otnpaskoit UPDATE
co0bLLEHNI OAHOTO M TOTO e MapLIpyTa, UCMOo/b3yeTca And
QHOHCa I0Ka/bHbIX (MapLUPyYTbl U3 IOKaNbHON AS) MapLupyToB
eBGP coceaam.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120 ¢

3agatb BpeMeHHOﬁ WMHTEepBan, No UCTe4eHNUn KoToporo
BO306HOBAAETCA NOMbITKA co3aaTtb BGP-ceccutio ¢ coceaom.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.
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next-hop-self [all]

no next-hop-self

— /BbIKOYEHO

BKAOUYNTL NOgMeHy 3HayeHuA aTpmbyTta NEXT_HOP Ha
NIOKaNbHbIV aApec mapLupyT1usaTopa.

- all —BkAovyaeT nogmeHy 3HayeHus atpnbyta NEXT_HOP Ha
JIOKaNbHbIM aapec MmapLupyTM3aTopa TaKKe U 41 MapLipyTos,
oTpakaemblix oT route-reflector.

OTKAtounTL NnogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3aaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoguTcA
BGP-cocea. YcTaHOBNAEHME cOCeACTBA HEBO3MOXKHO, NOKA
coceny He Ha3zHayeH Homep AS.

970 peicTBME BIEUYET pa3pbiB CECCUM C COCEA0M U
V OUYMCTKY BCEX NPUHATbIX OT HEro MapLUpyTOB.

Ypanutb naeHTMPUKATOp coceHe aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (O | 3-
65535)/90 c;
keepalive: (0-21845)/30 c

3aaTb BpeMeHHbIe MHTEPBaAbI.
- holdtime — ecnu B TeyeHue 3TOro BpeMeHu He byaeT
npuHaTo keepalive-cooblyeHune, To coeamMHEHUE C COCELOM
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoi keepalive-
coobuieHnn.
3HaueHusa holdtime u keepalive gonKHbI 6bITb MM60
V o6a paBHbI Hy0, 160 06a 60blue HynA.
holdtime gonkeH 6bITb 60/blUe UK paBeH
keepalive.
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopbiii HacTpoeH
Ha /IOKa/IbHOM MapLUPyTM3aTope, TO UCNONb3yeTCA
NOKaNbHOe 3HayeHue Talimepa keepalive;
- Ecnu 6b1n BbIGpaH Talimep hold, KoTopbliii HacTpoeH
Ha coceAHeMm MapLUpyTM3aTope, U 3HaYeHue
JIOKaNbHO HacTpoeHHoro Talimepa keepalive
meHbLe yem 1/3 sbibpaHHOro Taitmepa hold, To
MCMNoNb3yeTca 0KaNbHOE 3HaUYeHue Taiimepa
keepalive;
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopblii HacTpoeH
Ha coceAHeM MapLUPyTM3aToOpe, U 3HAYEHUE
NIOKaNbHO HAacTpoeHHOro Taimepa keepalive 6onblie
yem 1/3 sbibpaHHOro Taiimepa hold, To
MCMNONb3YeTCA LiesIoe YUC/I0, KOTOPOe MEHbLUE Yem
1/3 sbibpaHHoro Taiimepa hold.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3aaTb BPEMEHHOM MHTEPBA YAEPHKAHUA coceaa B COCTOSHUN
Idle nocne Toro, Kak oH 6bl1 cOpoLLEH B 3TO COCTOAHME. 3a 3TOT
WHTEpPBa BCE MOMbITKM NepeycTaHOBUTb COeAUHEHME C
coceom byayT OTKAOHEHbI.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 c

3afaTb BPEMEHHOM UHTePBaAN Mexay ycTaHoBKon TCP-
coefMHeHuA u otTnpaskoi nepsoro OPEN-coobueHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

—/no shutdown

AZMUHUCTPATMBHO BbIKNOYUTL ceccuto ¢ BGP-cocepom m
OYUCTUTb NPUHATbIE OT HEFr0 MapLLPYTbI, He yAANAA ero
KOHbUrypaumu.

AOMUHUCTPATUBHO BKAOUYUTL ceccuto ¢ BGP-cocegom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

Ha3sHauuTb nHTepdeiic, KoTopblit ByaeT UCnonb30BaH B
KayecTBe UCXOAALLEro NPU COeMHEHUM C COCELOM.

OTMEHUTb PYYHYIO HACTPOWKY UcxoasLero nHtepderica,
BK/IIOYUTb aBTOMATMYECKUIA BbIBOP MHTepdeiica.
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route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauntb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAETCA €CAN UCNOAb3YeTcs mesh-
Tononorua. Mpu nony4yeHnun oT Takoro KameHTta BGP-
MapLpPyTOB OHW He ByAyT NepecbiNaTbCa APYrMM KANEHTAM.
BGP-mapuwpyTtusatop asnsetca route-reflector-om,
V ecnu xota 6bl 04MH ero cocef, CKOHGUrypMpoBaH Kak
route-reflector knueHr.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

CoxpaHWTb NoayYeHHble OT cocesia MapLIPyTbl B OTAENbHOM
061acTi namaT. Metog No3BoNseT NPUMEHUTb BXOAALLYHO
noAnTuKy "route-map in" ans cocega 6e3 cbpoca coceactsa u
3anpoca MapLUpyToB.

V Mo ymonuyaHuio pabotaet mexaHusm Route Refresh.

OTKNIOYUTL MEeXaHM3M COXpaHEeHUA MapLIpPyTOB.

prefix-list name {in | out }

no prefix-list name {in |
out}

name: (1..32) cumBona

- name — HasBaHwue IP prefix-list, KoTopbIit ByaeT npumeHeH
K aHOHCMPYEMbIM MAN NPUHUMAEMbIM MapLIPyTaM.

OtBAa3aThb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — vmsaA Peer-rpynnbl, KoTopasa OyaeT NnpumeHeHa K

cocegay.
V HacTtpoiiku Ha Peer-rpynne umetot 6onee Bbico-
KU NPUOPUTET, YeM HACTPOIKN HAa camom cocepe.

YpanuTb cocea us rpynnbi.

address-family ipv4 {
unicast | multicast }

Ykasatb T1n IPv4 Address Family n nepesect kKommyTaTop B
pexum KoHdurypauum cootsetctaytoweln address family

—/unicast ana atoro BGP-cocepa.
no address-family ipv4 { Bbikntountb cooTBeTcTBYIOLLYIO IPv4 Address-Family.
unicast | multicast }
transport path-mtu-discov- BkntoumTb npouenypy Path MTU Discovery ana BGP-coceaa.
ery ' He noapep:kusaetca Ha IPv6-cocepcTBe.
—/disabled H

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepa.

fall-over bfd

no fall-over bfd

— /BbIK/IIOYEHO

Bkntountb npotokon BFD Ha cocege.
' He noapeprxusaerca Ha IPv6-cocepctse.

BbikntounTb npoTtokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..32) cumBona

3agatb ¢punbTp as-path s BGP-cocena.
- name — “MA CNUcKa as-path;

- in — oA BXOAALWMX MapLLPYTOB;

- out — 419 UCXOAALLMX MapLLPYTOB.

Yaanute GunbTp as-path.

password word

no password

word: (1..128) cumBon0B;
MO YMONYAHUIO ayTEHTU-
duKauma oTKIOYEHA

BKkntounTb ayTeHTUdMKauuto Bcex TCP-cermeHTOB, MPUHATDLIX
oT BGP-cocepga. 3a4ath KAty ayTeHTUdMKaALMK B TEKCTOBOM
Buae.

[aHHas HacTpoWKa UrHopupyeTca, ecnn gaa ayteHTUudUKa-
uMu yKkasaHa key-chain.

- word — KN4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3Ha4YeHME N0 YMOSHAHUIO.
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password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

BKkntounTb ayTeHTUdMKauuto Bcex TCP-cermeHTOB, NPUHATbLIX
oT BGP-coceaa. 3agaeT KAty ayTeHTUdMKauum B 3alwmdpo-
BaHHOM BuAe (Hanpumep, Naposb B 3alWMPPOBAHHOM BUAE,
CKOMWPOBAHHbIN C APYroro ycTponcTBa).

[aHHas HacTpolika UrHopupyeTca, ecan aas ayTeHTUdUKa-
uMuM ykasaHa key-chain.

- encryptedword — Knio4 B TEKCTOBOM BUAE.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBoNOB;
Mo YMOYAHMIO ayTEeHTU-
duKaLmA OTKAOYEHA

3apaTb MMA CBA3KM KNloYel, KoTopaa byaeT Mcnosib3oBaTbCa
ona ayteHTUdUKauum Bcex TCP-cermeHTOB, MPUHATBIX OT
BGP-coceaa.

- word — VMA CBA3KW KNIOYEN.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

prefix: (A.B.C.D);
prefix-length:
(A.B.C.D unun /n);
fw_router_address:
(A.B.C.D); tunnel_id:
(1..16)

Co3faTb cTaTMYecKoe MpaBuIO A/fA MHOroagpecHon Tab-
MLl MapLwpyTU3aLmm.

- prefix — IP-agpec ceTn HasHayeHus;

- prefix_length — macKka npeduKca HasHauyeHUs Unu ee
OVHA;

- fw_router_address — |P-agpec maplpyTmM3aTtopa MHOro-
a[pECHOM PacCbINKK;

- tunnel_id — npeHTUdMKaTOp TYHHENA.

YpanuTb CTaTMYecKoe NpaBuo M3 Tabanubl MHOroaapecHoM
MapLpyTusaumu.

KomaHObl pexcuma KoHguypayuu Address Family BGP-coceda

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabanua 355 — KomaHgb! pexkuma KoHdpurypaumm Address Family BGP-cocega

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BKAOUYNTL OrpaHMYeHMEe KOANYECTBa NPUHMMAEMbIX MapLLPYTOB
ot BGP-cocepa.

- value — MaKcMmanbHOe KONNYeCTBO MPUHUMAEMbIX
MapLLpPYyTOB.

- percent — NPOLEHT OT MAaKCMMaJ/IbHOTO KOMYecTsa
MapLUPYyTOB, NO AOCTUNKEHUW KOTOPOrO OTNpPaBAsAeTcA
npegynpexaeHue.

- second — BpeMeHHOW NPOMEeXKYTOK (B cekyHAax), no
MCTEYEHUIO KOTOPOTO NPOUCXOANT NEePenoaKOUEHUE, eCAn
ceccus bbina pasopsaHa M3-3a NPeBbILEHNUs KOMYeCcTsa
MapLIpyTOB.

- type — Ha3HavaeT AeicTBMe BbINOAHAEMOE NPU LOCTUKEHUN
MaKCMMaNbHOro 3HAaYeHUA — paspbiB ceccuu <restart> nnau
OTNpaBKa npeaynpexaeHnsa <warning-only>.

BbIKNOUMTb OrpaHMyeHme KoanYecTBa NPUHNUMaEMbIX
mapuwpyTtoB oT BGP-coceaa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30 c;
with-sec: (0-65535)/30 ¢

3apaTb BpemMeHHble MHTepBasbl.

- adv-sec — MMHUMa/bHbIW MHTEPBAJT MEXAY OTNPaBKOW

UPDATE coobLeHnit o4HOTo 1 TOro e MapLupyTa.

- With-sec — MUHUMA/bHbIN MHTEPBaN MEXKAY aHOHCUPOBaHUEM

MapLupyTa 1 ero nocsieayowmm ae-aHoOHCMPOBaHUEM.
- advertisement-interval gonxeH 6biTb 60nblwe Unn

V paseH withdraw-interval.

- MapuupyTbl, KOTOpble A0NXHbI 6bITb AHOHCUPOBAHDI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no Heckonbkum UPDATE-coobweHnam. Mexay
otnpaBKoi 3Tux UPDATE-coobLueHnii Bbigep)KuBaeTca
CNy4yalHbIi BpeMeHHO UHTepBan Takum obpasom,
4yTO06bI 06 EE Bpemsa mexay 06HoBNeHuem
MapLIPYTOB B JIOKanbHOM Tabauue BGP u oTnpasKoi
nocneaHero UPDATE-coobuieHus He npeBbiwano
advertisement-interval unu as-origination-interval 8
c/lydae OTNPaBKMU NOKaNbHbIX (MapLUpyTbl U3
NoKanbHoii AS) mapwpyTtos B eBGP-coeguHeHUU.
Takum 06pasom, KaXKabi U3 MapLUPYTOB MOXKET
MMEeTb CNyYaiiHyI0 BeINUMHY 3a4ePXKKU
QHOHCUMPOBAHMA.
- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucur ot
MAKCMMaNbHOro 3Ha4eHua ntoboro uU3 aITUX TpPEx
TalimepoB, HacTpoeHHbIX Ha BGP-mapwpyTtusatope
(yuuTbiBatoTCA Talimepbl, HACTPOEHHble AnA Bcex BGP-
cocegeit). Bce 3HaueHus TalimepoB aHOHCUPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
AVCKPETU3UPYIOTCA UHTEPBaNom B 1/255 ot
Hanbo/bLIero HaCTPOEHHOro 3HAYEeHUA. YBenmueHue
MaKCMManbHOro 3HaueHus 6yaer NpuBoAUTb K
YBE/IMYEHUIO YacCTOTbl AUCKPETU3ALMM TaliMepOoB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3apaTb BpEMEHHOM MHTepBan mexay otnpaskoit UPDATE
Co0bLEeHN 04HOMO U TOTO e MapLLpyTa, UCNONb3yeTca AnA
QHOHCA /IOKa/IbHbIX (MapLIPyTbl U3 NOKaNbHOM AS) MapLLpyTOB
eBGP cocepam.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

route-map name {in |
out}

no route-map name {in |
out }

name: (0..32) cumBona

- name — “mA NOAUTUKM route-map, KoTopas 6yaeT npume-
HeHa K cocesy B faHHoM Address Family. Mo3sonset punbTpo-
BaTb U BHOCUTb M3MEHEHUS B aHOHCUPYEMble U NpUHUMAaE-
Mble MapLpyTbl.

Y8anuTb NoNUTUKK ¢ saHHon Address Family.

next-hop-self

BKAtOUNTL NOAMEHY 3HaYeHuA aTpubyTta NEXT_HOP Ha

—/BKAOYEHO NIOKaNbHbIM agpec mapLipyTusatopa.
no next-hop-self OTKNOYUTL NogMeHy aTpmubyTta NEXT_HOP.
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBseTcsa ecnum ucnonblyercs mesh-
Tononorus. Mpu NoNy4eHUn oT TaKoro KAneHTa BGP-mapLupyTos
—/disabled OHM He ByayT nepecbiiaTbCa APYTUM KAUEHTaM.

no route-reflector-client

BGP-mapwpytusartop asaserca route-reflector'om,
V ecnu xoTA 6bl OAUH ero cocef, CKOHPUTypMpPoBaH KaK
route-reflector kameHr.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHguaypayuu Peer-epynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KOHPurypauum Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabanua 356 — KomaHgbl pexxuma KoHdurypaunm Peer-rpynn

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);

(restart, warning-only)

no maximum-prefix

second: (30-86400); type:

BKtOUYNTL OrpaHMyYeHme KOANYeCcTBa NPUHMMAEMbIX MapLLPYTOB
o1 BGP-cocepa.

- value — MmaKkcMmanbHOe KONNYEeCTBO NPUHUMAEMBbIX
MapLIpyTOB.

- percent — NPOLEHT OT MAaKCMMA/IbHOTO KOIMYeCTBa
MapLUPYyTOB, N0 AOCTUKEHUMU KOTOPOro OTNpaBAseTca
npegynpexaeHue.

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAax), No
NCTEYEHMNIO KOTOPOTro NMPOUCXOAMUT NepenoaKatoueHne, ecnm
ceccus bbina pasopsaHa M3-3a NPEBbILEHNUsA KOIMYECTBA
MapLUpPyTOB.

- type — HasHavaeT AeNcTBUE BbINOHAEMOE NPU JOCTUKEHUN
MaKCUMMANbHOro 3HAYEHUA — PaspblB ceccum <restart> nau
oTnpaBKa npeaynpexaeHuns <warning-only>.

BbIKNOUMTb OrpaHMyeHne KoanyecTBa NPUHUMaEMbIX
mapuwpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

adv-sec: (0-65535)/30 c;
with-sec: (0-65535)/30 ¢

3afaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHUMa bHbIA MHTEPBAT MEXAY OTNPaBKOW
UPDATE coobLeHnit oAHOTo U TOro e MapLupyTa.

- with-sec — MMHUManNbHbIN MHTEPBaN MeXaY
QHOHCUPOBaHWEM MapLLPyTa U ero NnocaeayoLmm ae-
aHOHCUPOBaHWEM.

- advertisement-interval goneH 6biTb 60nbLIE MM

V paBeH withdraw-interval.

- MapupyTbl, KOTOpble A0/XHbI 6bITb AHOHCUPOBAHbBI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no HeckonbKum UPDATE-coobweHuam. Mexay
oTtnpaBKoi 3Tux UPDATE-coo6LieHuii Bbigep:KmuBaeTca
C/lyyaiiHbI BpeMeHHOM MHTepBan Takum obpasom,
4yT06bI 06 EE Bpema mexay 06HoBNeHUem
MapLUPYTOB B JIOKa/ibHOM Tabanue BGP n oTnpaBKo#
nocneaHero UPDATE-coobuieHuns He npesbiwano
advertisement-interval unu as-origination-interval 8
c/lyyae OTNPaBKMU NIOKaNbHbIX (MapLIpyTbl U3
NoKanbHoii AS) mapwpytos B eBGP-coeguHeHUN.
Takum 06pasom, Kaxablii U3 MapLUPYTOB MOKET
MMEeTb CNyYaiiHyI0 BeINUMHY 3a4ePXKKU
QHOHCMPOBAHMA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucur ot

MAKCMMaNbHOro 3Ha4eHua ntoboro uU3 aTUX TpEx
TallMepoB, HACTPOEHHbIX Ha BGP-mapLuipyTtusarope
(yuuTbiBalOTCA TaliMepbl, HACTPOEHHble anA Bcex BGP-
cocepeit). Bce 3HaueHUa TalimepoB aHOHCMPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
OVCKPETU3UPYIOTCA UHTEPBanom B 1/255 ot
HaubonbLIero HaCTPOEHHOro 3Ha4YeHuA. YBenmueHue
MaKCMMaNbHOro 3HauyeHuA 6yaeT NnpuBoaUTb K
YBEJIMYEHUIO YacCTOTbl AUCKPETU3ALMM TaliMepoB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU MX paboTbl.
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no advertisement-interval

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3a4aTb BpeMeHHOM MHTepBan mexxay otnpaskoii UPDATE
COO06LWEHNI O4HOMO M TOTO e MapLLpPyTa, UCNONb3yeTca Ans
QHOHCA /IOKa/bHbIX (MApLpPYTbl U3 I0KaNbHOM AS) MapLupyToB
eBGP cocepam.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120 ¢

3a,ﬂ,aTb BpeMeHHOVI WUHTEpBasa, NO UCTEYEHUIO KOTOPOTo
BO306OHOBAAETCA NOMbITKA co3patb BGP-ceccuio ¢ cocegom.

YCTaHOBWUTb 3HAYeHUE No YMOI4aHUIO.

next-hop-self [all]

no next-hop-self

—/BbIK/IOYEHO

BKAtOUNTL NOAMEHY 3HaueHua aTpmbyTta NEXT_HOP Ha
JIOKa/IbHbIN afpec MapLipyTusaTopa.

- all —BkntovaeT nogmeHy 3HaueHus atpubyta NEXT_HOP Ha
NIOKa/IbHbIN afpec MapLIpyTU3aTopa TaKkKe U 419 MapLIpyTos,
oTpaxkaembix ot route-reflector.

OTKAouNTL NnogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aTb HOMep aBTOHOMHOU CUCTEMBI, B KOTOPOI HaxoamuTca
BGP-cocea. YcTaHOBNEHME cOCeacTBa HEBO3MOXHO, NOKa
coceny He HasHadyeH Homep AS.
970 peiicTBUE BAGUYET pa3pbiB CECCUMN C COCEA0M U
V OUYMCTKY BCEX MPUHATbIX OT HEFr0 MapLUPYTOB.

Y8anutb MAEHTUGMKATOP cocefHel aBTOHOMHOM CUCTEMDI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 c;
keepalive: (0-21845)/30 c

3aaaTb BpeMeHHble MHTepBasbl.
- holdtime — ecnu B Te4eHWe 3TOTO BPEMEHU He ByAeT NPUHATO
keepalive-coobuieHne, To coeguHeHNe C coceaom
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoi keepalive-
coobLweHunn.
3HaueHus holdtime u keepalive AonKHbI 6bITb NIM60
V o6a paBHbl HyN10, 160 06a 60nblue HynA.
holdtime gonkeH 6biTb 60nble unu paseH keepalive.
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha JIOKaIbHOM MapLLPYTU3aTOpPE, TO UCNONb3yeTcA
NOKasbHOe 3HayeHue Talimepa keepalive;
- Ecam 6bin Bbi6paH Taiimep hold, KoTopbiit HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAYEHME JIOKA/IbHO
HacTpoeHHoro Talimepa keepalive meHbwe yem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonbsyerca
NOKasbHOe 3HayeHue Talimepa keepalive;
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAYEHUE JIOKAJIbHO
HacTpoeHHoro Talimepa keepalive 6onblue uem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonb3syerca yenoe
4Yncno, KoTopoe MeHblue Yem 1/3 Bbi6paHHOro
Taiimepa hold.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3apaTb BpEMEHHOM MHTepBan yaep»aHusa cocesa B COCTOAHUM
Idle nocne Toro, Kak oH 6bl1 cOpoLIEH B 3TO COCTOAHME. 3a 3TOT
WMHTEpPBas BCE MOMbITKA NepeyCcTaHOBUTbL COeanHeHme C
cocefiom 6yayT OTKNOHEHbI.

YCTaHOBUTb 3HaYeHue no YMOYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 ¢

3a4aTb BpeMeHHOM MHTepBan mexay ycTaHoBKon TCP-
coeanHeHuns n otnpasKkoi nepsoro OPEN-coobLeHus.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKJAKOYNTL ceccnmn co scemm BGP-
cocegamu, BXOAALLMMM B COCTaB Peer-rpynnsbl, U ounwaeT
NPUHATbIE OT HUX MApPLLPYTbI, HEe YAANAA UX KOHOUTYpaumu.

B KOHOUrypaLmio Kaxkaoro cocena, BXOAALWEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.
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no shutdown

AAMWHUCTPATUBHO BKAOUYUTL ceccum co Bcemn BGP-coceaamu,
BXOZALLMMU B cocTas Peer-rpynnbl. Yaanaetr kKomaHay
shutdown 13 KoHbUTYpaLum Kaxaoro cocesa, BXOSALLEro B
peer-rpynny.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHauuTb MHTepdeiic, KoTopbli ByaeT MCNoNb30BaH B
KayecTBe UCXOAALLEro NpU COeANHEHUMN C COCEA0M.

FortygigabitEthernet
ve's fo_port(1..8/0/1..4);
fo_port Port-Channel group .(1.48)
Loopback /loopback Vlan group: (1..48);
. loopback: (1-64);
vian_id ] .
= vlan-id: (1-4094) — -

no update-source OTMEHWTb PYYHYIO HAacTPOIKY UcxoasaLlero nHTepoenica,
BKNOUYNTb aBTOMATUYECKUI BbiIbop MHTepdeitca.

route-reflector-client [ HasHauuTb BGP-cocena Route-Reflector knnenTtom.

meshed ] - meshed — napameTp BbiCTaBAsETCA, €CN UCMONb3YETCA
mesh-Tononorusa. Mpu Noay4YeHUn oT Takoro KaneHTa BGP-

—/disabled MapLUPYTOB OHK He ByayT nepecbinaTbca APYTMM KANEHTAM.
BGP-mapuwpyTtusaTtop asnserca route-reflector-om,
V ecnu xoTa 6bl 04MH ero coceg CKOHOUrypUpPOBaH Kak
KnueHT route-reflector.

no route-reflector-client YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

soft-reconfiguration in- CoxpaHWTb NOMYYEHHbIE OT cOCeaa MapLpyTbl B OTAE/bHOM

bound obnactn namATn. MeToz, No3BoNAET NPUMEHUTL BXOAALLYHO
noanTUKyY "route-map in" ana cocega 6e3 cbpoca cocencrsa u
3anpoca MapLipyToB.

—/disabled

no soft-reconfiguration in-
bound

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKNOUYNUTL MEXaHW3M COXPaHEHUA MapLLPYTOB

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — HasBaHwue IP prefix-list, KoTopbili byaeT NpUMeHeH K
AHOHCUPYEMbIM WM MPUHUMAEMbIM MApPLLPYTaM.

OtBasaThb IP prefix-list

fall-over bfd

no fall-over bfd

—/BbIK/IIOYEHO

BkatounTb npoTokon BFD Ha peer-rpynne.
’ | He noppepxxusaetca Ha IPv6-cocepacTse.

BbikntounTb NnpoTtokon BFD Ha Peer-rpynne.

password word

no password

word: (1..128) cumBon0B;
MO YMONYAHUIO ayTEHTU-
duKauma oTKAOYEHA

BKkntounTb ayTeHTUdMKaLmio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocepna. 3aaaTh K4 ayTEHTUDMKALUUU B TEKCTOBOM
Buae.

[aHHaa HacTpoWKa urHopupyeTca, ecan Ans ayTeHTUdmKa-
LMK yKasaHa key-chain.

[aHHafa HacTpoiika UrHopupyeTca ANA BXOAALLMX B HACTpau-
BaeMylo rpynny nupoB, ONA KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHblE HAaCTPOWKM ayTeHTUDUKAL M.

- word — KNto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTeHTH-
duKauma oTkNOUEHA

BkntounTb ayTeHTUdMKaumio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocena. 3apaeT ko4 ayTeHTUPMKaLMKM B 3alumndpo-
BaHHOM BUJe (Hanpumep, Naposib B 3aWMPPOBAHHOM BUAE,
CKOMWPOBAHHbIW C APYroro ycTpoicTea).

[aHHaA HacTpoiKa UrHOpUpYyeTca, ecin ANA ayTeHTUMKa-
LMK yKasaHa key-chain.

[laHHaA HacTpolKa UTHOPUPYETCA ANA BXOSALMX B HACTpaun-
BaeMyto rpynny nupoB, ANA KOTOPbIX MPUCYTCTBYHOT CO6-
CTBEHHbIE HAaCTPOWKM ayTeHTUMKALUN.

- encryptedword — K/to4 B TEKCTOBOM BUZE.

YCTaHOBUTb 3HaYeHue no YMOHaHUIO.
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password key-chain word 3apaTb UMA CBA3KM Ktoye, KoTopas byaeT Mcnosib3oBaTbCA
ana ayteHTMduKaumm Bcex TCP-cermeHTOB, MPUHATBIX OT
BGP-cocepa.

[aHHasA HacTpPolKa UrHOPUPYETCA ANA BXOAALLMX B HAaCTpau-
BaeMyto rpynny nupoBs, AN KOTOPbIX MPUCYTCTBYHOT CO6-
CTBEHHbIE HACTPOMKN ayTeHTUDUKaL M.

- word — UMA CBA3KM KtoYen.

word: (1..32) cumBoNOB;
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

no password key-chain YCTaHOBUTb 3HAYEHWUE MO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 community list

Bua 3anpoca KOMaHAHOM CTPOKU pPeXKMMa KOHGUrypaumnm ctaHgapTHoro community list:

console (ip-comm-list) #

Tabanua 357 — KomaHgbl pexxuma KoHPUrypaumm ctaHgaptTHoro community list

Komanoa 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
community {graceful-shut- [Oo6aBnTb community B cnncok.
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}
no community {graceful- Ypanute community M3 cnucka.
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHoz20 extcommunity list

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma KoHPUrypaumm cTaHgapTHoro extcommunity_list:

console (ip-extcomm-1list) #

Tabauua 358 — KomaHabl perkMma KoHbUrypaumm ctaHgapTHoro extcommunity list

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro

ext-community {4byteas- [o6aBuTb paclumpeHHoe community B CUCOK.
generic {transitive | non- number: (ASN2:NN,
transitive} | cost [igp | pre- ASN4:NN, IPV4:NN)
bestpath | rt | soo} number
ext-community cost [igp | value: (0..255) [06aBuT paclumpeHHoe community B CIIMCOK.
pre-bestpath] value
no ext-community YaanuTb paclumMpeHHoe community U3 cnucka.
{4byteas-generic {transitive
| non-transitive} | cost [igp o
| pre-bestpath | rt | soo}

KomaHObl pexcuma privileged EXEC

Bce KOmaHAb! AOCTYNHbI 419 NPUBUIEMMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 359 — KomaHapl pexkmma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

clear ip bgp [ip_add] vrf
[vrf-name]

ip_add: A.B.C.D;
vrf-name: (1..32)
cMmBona, all

MepeycTtaHoBUTb coeanHeHna ¢ BGP-cocegamm, oumiLana npu-
HATbIE OT HUX MapPLIPYTbI.

- ip-add — appec cocegHero BGP-cnukepa, ¢ Kotopbim byaeT
nepeycTtaHOB/IEHA CeCccUs;

-vrf_name — 1mA BUPTya/ibHOW 061aCTM MapLIpyTU3aLUK.

show ip bgp afi safi vrf [vrf-
name]

afi: (all, ipv4, ipv6);
safi: (all, unicast,

OTob6pasunTb Tabanuy BGP-mapwpytoB (Loc-RIB), yKasaHHbIX
AFI/SAFI.

multicast); - afi — npeHtTndukatop Adress Family;
vrf-name: (1..32) - safi — naeHTndukaTop Sub-Address Family;
cumBona, all -vrf_name — 1mA BUPTya/ibHOW 061aCTM MapLIpyTU3aLUK.
show ip bgp [ip_add] vrf ip_add: A.B.C.D; OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
[vrf-name] vnznam.e'.(ll '32’) - ip-add — npeduKc noacetn HasHadeHus, No KoTopomy byaeTt
N oTobpaxeHa noapobHas MHGopMaLMa O MapLIpyTax 4o Heé;
cumBona, all .
- vrf_name — vmaA BMpTyanbHOW 061aCTM MapLIpyTU3aLmMK.
show ip bgp neighbor [ip- OT06pa3nTb MHGOPMALMIO O HAacTpoeHHbIX BGP-coceasnx.
add [detail | advertised- - ip-add — appec cocegHero BGP-cnukepa, no kotopomy by-
routes | received-routes]] AeT oTounbTpoBaHa nHbopmaLms.
vrf [vrf-name] ip_add: A.B.C.D; - detail — oT06pa3uTb NnoapobHYyO HPOopMmaLumio.
vrf-name: (1..32) - advertised-routes — o0T06pa3uTb Tabauuy MapLUIPYTOB,
cumBona, all aHOHCMPOBaHHbIX COCeay.
- received-routes — 0T06pasuTb TabauUy NpUHMMaEMbIx

MapLUPYTOB 10 MPUMEHEHMUSA K HUM BXOAALLEN NONUTUKK;
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLUu.

show ip bgp peer-group
name vrf [vrf-name]

name: (1..32 cumBona);
vrf-name: (1..32)
cumBona, all

OT06pa3nTb co34aHHble peer-rpynnbl U X HACTPOMKM.
- name — 0TO6Pa3nTb HACTPOIKK FPYNMbl C UMEHEM Name;
- vrf_name — umA BUPTYaNbHON 061aCTU MapLipyTU3aLmu.

show ip bgp peer-group
name neighbors vrf [vrf-
name]

name: (1..32 cumsona);
vrf-name: (1..32)
cumBona, all

OTO6pa3nTb COCTOALMX B peer-rpynmne coceaen.
- name — 0To6Pa3nTb HACTPOIKM FPYMMbl C UMEHEM Name;
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLupyTM3aLUu.

5.35.5 Hacmpolika npomokona IS-1S

IS-IS (intermediate system to intermediate system) — npoTOKOA ANHAMMUYECKON MapLLIpPyTMU3aL MM, OC-
HOBaHHbIN Ha TEXHOJ/IOTMWN OTCIEKMUBAHUA COCTOAHUA KaHana (link-state technology) n nucnonbsytowmit ans
HaxoXAeHWA KpaTyaiwero nyty anroputm Lelkctpbl. MpoToKon IS-IS npeactasnneT coboi NpPOTOKON BHYT-
peHHero wnto3a (IGP). MpoTokon IS-IS pacnpocTpaHAET MHPOPMALMIO O AOCTYMHbIX MapPLIPYTax MeXKay MapL-
pyTM3aTopamMun 04HOM aBTOHOMHOWM CUCTEMDI.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 360 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

router isis

no router isis

—/ISIS-mappyTnsatop
OTK/ItOYeH

3anyctuTb IS-IS mapwpyTusaTop. BoiT B pexxmnm KoHurypa-
umn npotokona IS-IS.

OctaHoBUTb IS-IS mapwpyTtmnsatop. Yaanutb KoHdurypauuio
npoTokona IS-IS.
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KomaHObI pexcuma KoHgu2ypayuu npomokonda IS-1S

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm npoTtokona IS-IS:
console (router-isis) #

Tabnnua 361 — KomaHab! pexkuma KoHpurypaumm npotokona IS-IS

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

address-family ipv4
unicast

MNepeiTn B pexkum KoHourypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20) cumBonoB;
level: (level-1, level-2)/level-1-2

3a4aTb KoY ayTeHTMdMKaLmMM B BUAE TeKcTa. Mcnonb3y-
etcsa gns ayteHTMduKaumm LSP, CSNP, PSNP PDU. JaHHasn
HaCcTpoWKa UrHOPMPYeTCA ecnun ANa ayTeHTUdUKaLMM yKa-
3aHa key-chain.

- word — KoY B TEKCTOBOM Buae;

- level — ypoBeHb IS-IS, ana KoToporo npUMeEHUTCA
HaCTpOWKa.

Y8anuTb Koy ayTeHTUdMKaLMK.

authentication key en-
crypted encryptedword
[level]

no authentication key

encryptedword: (1..128)
CUMBO/IOB;
level: (level-1, level-2)/level-1-2

3apaeT KAY ayTeHTMOUKauMK B 3awmndpoBaHHOM Buae
(Hanpumep, naponb B 3awudpoBaHHOM  BUZE,
CKOMMPOBAaHHbIW C APYroro ycTpoicTea). Mcnonb3yercs ans
ayteHTuduKaumm LSP, CSNP, PSNP PDU. [laHHas HacTpoika
UrHopupyeTca ecav ansa ayteHTUdMKaumm ykasaHa key-
chain.

- encryptedword — Kkntou B 3aWIMPPOBAHHOM BUAE;

- level — ypoBeHb IS-IS, onA KoToporo npumeHuTCA
HacTpoliKa.

Y4anuTb Koy ayTeHTUGUKALLMM.

authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumeona;
level: (level-1, level-2)/level-1-2

3afaTb MMA CBA3KM K/tO4Yen, KoTopas byaer ucrnosib3o-
BaTbCA ANA ayTeHTUOUKaumm LSP, CSNP, PSNP PDU.

- word — “mA CBA3KN KAtouel;

- level — ypoBeHb IS-IS, gna KoToporo npumeHuTCs
HaCTpOWKa.

OTKNIOUYUTD PEXUM WUCNONb30BAHUA CBA3KKU KtoYen ana
ayTeHTUdUKaLmK.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonuyaHutio
ayTeHTUdMKaLMA OTKAOYEHA.

BkntounTb ayTeHTUdMKaumto B IS-IS M onpesenvTs ee Tmn:
- text — ayTeHTUOUKALMA OTKPLITBIM TEKCTOM;

- md5 — ayTteHTMdMKauma MD5;

- level — ypoBeHb IS-IS, ona KOTOPOro MpPUMEHUTCA
HacTpoliKa.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

hostname dynamic

BKAOUNTL NOAAEPKKY AMHaMMYecKnx hostname.

—/BKAOYEHO
no hostname dynamic BbIKNOUMTb NOAAEPIKKY AMHAMUYECKUX hostname.
is-type {level-1 | level-2- 3apatb TMN MapLIprTVI3aT0“pa B IS-IS pomeHe:
only |level-1-2} - level-1 — Bce B3anmoaencTema ¢ gpyrMmmn mMapLupyTmsa-
TOpaMM NPOUCXOAAT HA 1 ypoBHE;
—/level-1-2 - level-2-only — Bce B3anmogencTeus ¢ 4pyrumm mapLupy-

TM3aTOpPaMu NPOMCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NoAAepKMBAET B3aMMOLENCTBUA
060MX ypOBHEN.
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no is-type

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6ait

YCTaHOBUTb MaKCMMasIbHO BO3MOXHbI pasmep OTnpasa-
emblix LSP 1 SNP. 3HaueHue Isp buffer size He gonkHO npe-
BbILWATb 3Ha4YeHue pdu buffer size.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MC;
level: (level-1, level-2)/level-1-2

3a4aTb MMHMMabHBIN MHTEPBaN B MC, MEXAY reHepa-
uumen ogHoWM 1 Toi e LSP.

- second — 3HayeHWe MHTepBasa B MUAINCEKYHAAX, NO
nctedyeHnn Kotoporo LSP moxkeT 6bITb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb 419 KOTOPOro NPUMEHMM AAHHbIN UH-
TepBan. Ecnn He yKasbiBaTb, UHTEPBAN MPUMEHUTCA K
060MM YPOBHAM.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 c;

3a4aTb MaKCMMabHbIM UHTEPBAN B CEKYHAAX, MeXay re-
Hepauwuei LSP.

- second — 3HayeHWe MHTepBasa B CEKYHAAX, MO Ucteye-
HUKM KoToporo LSP 6yaeT 3aHOBO CreHepupoBaHo.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

max-Isp-lifetime second

second: (350-65535)/1200 c;

3a4aTb Bpema Xu3Hu LSP.

3HayeHune J0/IKHO bbITb X0TA 6bl Ha 300 cekyHA 6onblue,
yem Isp-refresh-interval.

- second — 3HayeHWe B CEKYHAAX.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both
level: (level-1, level-2)/level-1-2

3a4aTb UCNO/Ib3yEMbI CTUb METPUKM.

- narrow — NoAAepKMBaTh TOIbKO CTaHAAPTHYHO (Y3KyH0)
METPUKY.

-wide — NoaaepKMBaThb TO/IbKO PACLUMPEHHYIO METPUKY.
- both — noagepkmBaTb 06a CTUAA METPUKMN.

- level — ypoBeHb, 418 KOTOPOro NPMMEHUM YKa3aHHbIM
CTU/Ib METPUKU. EC/IM He yKa3blBaTb, METPUKA
NPUMEHUTCA K 060MM YPOBHAM.

YCcTaHOBUTb 3HaYeHue no YMOANYaHULO.

net XX XXXX.XXXX. XX

no net

YcTaHOBWUTL TaK HasbiBaemblt NET (Network Entity Title)
aApec — YHUKaNbHbIN MAEHTUPUKATOP MapLLpyTM3aTopa B
npegenax 1S-IS pomeHa. MNpu 3anucn NET ucnonb3yerca
WecTHaALUaTepmMyHan CMCTEMa CYNCNEHNA.

Ypanutb naeHTMdUKATOp MapLLpyTM3aTopa.

shutdown

no shutdown

—/BKNOYEHO

OTkntoumTb Npouecc ISIS.

Bkatountb npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YCTaHOBUTb MHTEPBAN MeXAy ABYMSA NOCAef0BaTeNbHbIMMU
nepecyetamu anroputma SPF B muanmcekyHgax.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YCTaHOBWTb, CKOIbKO pa3 anroputm SPF moskeT 6bITb nNpe-
pBaH obHoBNEeHNem LSDB.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

spf threshold updates-re-
start number

number: (1-
4294967295)/4294967295

3apaet Konnyectso o6HoBAeHMI LSDB, npu KOTOpbIX anro-
puTMm SPF ocTaHaBAMBAETCA M Nepe3anycKaercs
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no spf threshold up-
dates-restart

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

spf threshold updates-
start number

no spf threshold up-
dates-start

no max-Isp-lifetime

number: (1-
4294967295)/4294967295

YCTaHOBUTb KOIMYECTBO 06HOBIeHN LSDB, Heobxoaumoe
ONA HemedJ/IeHHOro 3anycka anroputma SPF (spf interval
maximum-wait npu aTom UrHopupyetca).

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

KomaHObI pexcuma KoHpuaypauuu Address-Family

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router—-isis-af) #

Tabnunua 362 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

PaspewunTb UMNoOpPT connected-mapLpyToBs:

- level — ypoBeHb IS-IS, B KOTOpbIN 6yAeT BbINOAHATHCA
nepepacnpeseneHme MmapLipyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
METPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyToB;

- name — umaA ctangapTHoro IP ACL, koTopbiii byaet
MCMoab30BaH Ana GUALTPALMU MMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuib
METPUKU, BCe 3HAYEHMA MEeTPUKKN bonblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpetuTb UMNopT connected-mapupyTos B IS-IS. B chyyae
YKa3aHuA napameTpa BEPHYTb €ro 3HaYeHne No yMOSHYaHMIo.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Pa3spelwmnTb MNOPT CTaTUYECKUX MapLLpyToB B IS-IS.

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — YCTaHOBWUTb MMMNOPTUPYEMbBIM MAPLIPYTam TUN
MEeTPUKHY;

- metric — 3HaYeHWe MEeTPUKM AN UMNOPTUPYEMBIX
MapLLpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopbiii byaet
MCMoAb30BaH ANa GUALTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuab
MEeTPUKU, BCe 3HAaYEHMA MeTPUKK 6onblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTb MMNOPT CTaTUYECKNX MapLLpyToB B IS-IS. B cayyae
yKa3aHMA napameTpa BEPHYTb €ro 3HaYeHne no yMOaAYaHMIo.
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redistribute rip [level Jevel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewunts umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
MEeTPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — nmaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNoab30BaH Ana GUALTPALMU MMNOPTUPYEMbIX MapLUPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTuib
METPUKU, BCe 3HAYEHMA MeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpetutb mnopTt mapupytos u3 RIP B IS-IS. B cayuae
YKa3aHuA napameTpa BEPHYTb ero 3HaYeHne No yMOSYaHMIo.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewuntb umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpeseneHue MmapLipyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
METPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — umaA cTaHgapTHoro IP ACL, koTopeblii byaet
MCMNoab30BaH Ana GUALTPALMU MMNOPTUPYEMbIX MapLIPYTOB.
Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIN (Narrow) ctunb
METPUKM, BCe 3HAYEHMA MEeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTuTb UMNopT mapwpyTtos n3 BGP B IS-IS. B chyyae
yKa3aHuA napameTpa BEpHYTb ero 3HayeHue No YMOIYaHUIO.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)

level: (level-1, level-2);
type: (internal, external);
match:(internal, external-

1, external-2, nssa-
external-1, nssa-external-
2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewntb umnopt mapwpyTtos n3 OSPF B IS-IS.

- id — npeHTndukaTop npouecca OSPF;

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTaM TUN
METPUKY;

- match — tvn mapwpyta OSPF, nognexawun umnopry.

- metric — 3Ha4YeHNe METPUKMN AN UMMNOPTUPYEMbIX
MapLLpyTOB;

- name — nms cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCMNoab30BaH Ana GUAbTPALMU UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbIN (narrow) CTuab
METPUKU, BCe 3HAYEHMA MEeTPUKKM bonblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTtb MNOPT MapLpyToB n3 OSPF B IS-IS. B cnyyae
YKa3aHuA napameTpa BEPHYTb €ro 3HaYeHUe No YMOSYaHMIO.

KomaHObI pexcuma KoHguaypayuu uHmepaetica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnunua 363 — KomaHabl pexkuma KoHpurypaumum nntepdeliica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeilicmeue

ip router isis

no ip router isis

— /BbIKOYEHO

BKAKOUYMTb NPOTOKON MaplpyTmsaunm IS-IS Ha Tekywem nHTep-
delice.

BbIKAHOUYUTL MPOTOKON MapLLpyTU3aumm IS-1S Ha TeKywem nHtep-
delice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-
2)/level-1-2

3apatb Knod ayTeHTUdMKauMM B BUAE TeKcTa. Mcnonb3yoTea
ons ayteHTndukaumm HELLO PDU. [laHHaA HacTpoiKa UrHopwm-
pyeTca ecam Ana ayTeHTMdMKauum ykasaH key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — yposeHsb IS-1S

Y4anuTb KoY ayTeHTUOUKaALUK.

isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3a4aTb KoY ayTeHTUGUKALMK B 3alUMPpPOBaHHOM BUAE
(Hanpumep, Naponb B 3aWMdpPOBaHHOM BUAE, CKONMPOBAHHbBIN C
OpYroro ycTpoicTea). Mcnonbsytotcs gns ayTeHTudumkaumm HELLO
PDU. [laHHaa HacTpoliKa UTHOPUPYETCA ecin ANA ayTeHTUdUKaLmm
yKasaH key-chain.

- encryptedword — kntod B 3alIMPpPOBAHHOM BUAE.

Y4anuTb KoY ayTeHTUOUKaLUK.

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumsona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKM KNtoven, KoTopas byaeT ncnosib3oBaTbeA
ana ayteHTuounkaumm HELLO PDU.
- word — VMA CBA3KWU KNIOYEN.

OTKNOUYNTD PEXUM UCNOMb30BAHUA CBA3KM KloUYel ANs ayTeH-
TMdUKaymu.

isis authentication mode

level: (level-1, level-

BkntounTb ayteHTUdMKaumio B HELLO PDU Ha TeKywem UHTep-
deiice 1 onpesennTs ee TUN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;
Mo ymon4yaHuio
- md5 — ayteHTUdUMKauma MD5.
ayTeHTMdUKaumA
- _— YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis authentication mode OTK/II0YEHa.
s YKasaTb, COCeACTBa KaKoro ypoBHA MOXHO GpOpmMpoBaTb Ha
isis circuit-type {level-1 | %‘) . yp bopmnp
aHHOM MHTepdeiice.
level-2-only |level-1-2 A
vl } —/level-1-2

no isis circuit-type

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YCTaHOBWUTb METPUKY ANA AaHHOIo MHTepdeiica.

- metric — 3Ha4yeHWe MeTpUKK. Ecnn rnobanbHO BKAKOYEH CTaH-
JapTHbIA (Narrow) cTUAb METPUKKM, BCE 3HAYEHUS METPUKM
6onbwe 63 6yayT ykasaHbl B TLV Kak 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeHATbCA MeT-
puKa.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

isis passive-interface

—/NaccuBHbIN peXxunm

Mepesectn MHTepdeliC B NACCUBHbLIN pPexUM. B aTom pexume
WHTepdelc He oTNpaBaseT U He NpuHUmaeT HELLO PDU.

.. - OTK/tOYEH YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis passive-interface
.. . . YcTaHOBUTL TMN MHTepdelica point-to-point.
isis network point-to-point pd P P
—/broadcast YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

no isis network point-to-
point
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isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHOBUTL pexkum paboTbl nagauHra hello-coobuweHnin.

- disable — oTKkNOUNTL NaaAWHT BO Bcex coobuieHmsax hello;

- enable — BKAOUUTL NagAnHT BO Bcex coobuueHusx hello;

- adaptive — BKOYUTbL NAAAMHT 4,0 YCTAaHOBNEHWA COCEACTBa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

- -buff-size si
isis pdu-buff-size size size (512-9000)/1500

6ant

no isis pdu-buff-size

YctaHoBuTb pasmep hello PDU. 3HaueHue pdu-buff-size gonkHo
6bITb 60/1blLe 3HAUeHus Isp-buff-size.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu uimepaetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnmua 364 — KomaHabl pexxmuma KoHpurypaummn nHtepodeiica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip router isis

— /BbIKOYEHO
no ip router isis

BK/IlOUMTL MPOTOKOAN MappyTm3aumm IS-IS Ha Tekywem nHTep-
delice.

BbIKAKOUYNTL NPOTOKON MapLLpYTU3aLUmMm IS-IS Ha TeKyLem nHTep-
delice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKasaTb, coceficTBa KaKOro ypoBHA MOXHO popmmpoBaThb Ha
naHHOM nHTepdelice.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YCTaHOBWUTb METPUKY ANA AaHHOIo MHTepdeiica.

- metric — 3Ha4YeHWe MeTpUKKU. Ecnun rnobanbHO BKAKOYEH CTaH-
OapTHbIA (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKK
6onblue 63 byayT ykasaHbl B TLV Kak 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeEHATLCA MeT-
puKa.

YCcTaHOBUTbL 3HaYeHue no YMOANYaHULO.

isis passive-interface .
—/NaccuBHbIN pexum

OTKNKOYEH

no isis passive-interface

MepesecTn MHTepdENC B MAcCUMBHbIN pexnm. B aTom pexume
UHTepdelic He oTNpaBAseT U He NpuHUmaeT HELLO PDU.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObl pexcuma privileged EXEC

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console#

Tabnunua 365 — KomaHabl pexxkuma privileged EXEC
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KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

show isis database [/evel]
[detail] [Isp-id /sp-id]

level: (level-1, level-2)
Isp-id: 20 cumsonos

OT06pa3unTb 6asy AaHHbIX TONOAOrMM NpoTOoKoAA IS-IS.

- level — yKasblBaeT ypoBeHb NpoToKoAa IS-IS, 6a3y AaHHbIX KO-
TOpoOro Heo6xoaMMo oTobpasunTh;

- detail — oTobpakeHune nogpobHol nHbopmaLmm o TLV;

- Isp-id — oTobparkeHue nHbopmaumm no BbibpaHHo! LSP PDU.

show isis hostname

OT06pa3unTb U3BECTHbIE COOTBETCTBUA SystemID n Hostname.

show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback]| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT106pa3unTb MHPopMaumto 06 MHTepdelicax, y4acTByOWMX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3unTb MHGOPMALMIO O coceasnX.

- detail — ucnonb3oBaHMe gaHHOro NnapameTtpa No3BosAeT
0TO6Pa3nTL AeTasibHYH MHGOPMALMIO O COCeaAaX.

clear isis

C6pocuTb BCE COCEACTBA M OYUCTUTL TabANLY MapLIpyTU3aLMm
IS-IS.

5.35.6 Hacmpolika Route-Map

MpumeHeHMe route-map No3BOAAET U3MEHATb aTPUBYTbI Y aHOHCUPYEMbIX U NPUHUMAEMbIX MApPLLPYTOB

BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume rnobasibHoM KoHdUrypaLmm:

console (config) #

Tabnuua 366 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

[ permit | deny ]

route-map name [ section_id ]

no route-map name [

section_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id: (1..
4294967295).

Co3aaTb 3anucb route-map.
MepeBoAnNT KOMaHAHYIO CTPOKY B PEXKMUM KOHOUTYPUPOBAHMSA
route-map.
- name — Ha3BaHue route-map.
- section_id — Homep 3anucu B 3TOM route-map.
- permit — NPMMeHUTb set KOMaHAbI K MapLIpyTam,
- deny — oT6pOCUTb MapLIpyTbI.
V MaKkcumanbHoe Konmyectso route-map = 32
(BKNlOYaA ceKuumu ogHoro route-map).

Ypanutb route-map
- section_id — ypansaet 3anucb ¢ Homepom section_id.
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KomaHOb! pexcuma KOH@U2ypayuu cekyuu route-map

BuA 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnnua 367 — KomaHabl pexmma KOHPUrypauum cekumm route-map

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

continue section_id [and ]

no continue

section_id: (1..
4294967295).

3aaaTb HOMep C/ieayloleit cekumm route-map, Kotopas 6yaer
NPUMEHEHa K MapLUpyTam, Noc/ie NPUMEHEHMWA TEKYLLEN.
- and — yKasbiBaeT, 4To match ycTaHOBKM B 3ToOW route-map
LOMKHbI B6bITb NorMyeckn obvegmHeHsl (AND) ¢ match
yCTaHOBKaMM B route-map, 0603Ha4eHHbIX NapameTpom
section_id.

Co3gaHue Lieno4ekK route-map (6e3 napametpa and)

V BO3MOXXHO, €C/IM TUN route-map BbICTaBAEH B permit.

/! Ecnv npum co3pannum Lenoukm npumeHseTca napamerp
and, To Bce set yCTaHOBKM A0/KHbl HAXOAUTbLCA B
nocneaHeu CeKUUM 3TOM L,enoYKu.

CbpocuTb YCTAaHOBKY.

match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apatb cootBeTcTBUe prefix-list n agpeca mapwpyTa.

- address — cootBetcTBMe prefix-list n ip agpeca mapwpyTa.

- next-hop — cooTsetcTeue prefix-list u next-hop ip agpeca

MapuwpyTa.

- route-source — cooTBeTcTBue prefix-list u ip agpeca

MCTOYHMKA MapLipyTa.
Y106bI HEe OTO6pacbiBaIUCb OCTa/NbHblE MapLIPYTbl, He

V yKasaHHble B prefix-list, Heo6xoamMmo co3gatb nycroi

route-map u npuBA3aTb €ro K TeKywemy uyepes
continue.

C6pocuTb cooTBETCTBUE.

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3afaTb COOTBETCTBME MaplupyTa ¢ aTpmubytom local-preference.

CbpocuTb COOTBETCTBUE.

match metric value

no match metric

value: (1.. 4294967295).

3afaTb COOTBETCTBME MapLLpyTa C aTpMbyTOoM metric.

CbpocuTb COOTBETCTBUE.

match origin [ igp |egp |
incomplete ]

no match origin

3a4aTb COOTBETCTBME MAPLLPYTA C aTPMBYTOM origin.

- igp — MapLpyT 6bIN NOYYEH M3 NPOTOKO/IA BHYTPEHHEMN
MapuwpyTu3aumm (Hanpumep, KomaHgon network)

- egp — MapLpyT 6bIa BblydeH No npoTokony EGP.

- incomplete — mapLpyT 6bln Bbly4eH KAKMM-TO UHBIM 06pPa3om
(Hanpumep KomaHgoi redistribute).

C6pocuTb COOTBETCTBME.

match {community |
extcommunity} name [ex-
act-match]

no match {community |
extcommunity}

3asaTb COOTBETCTBUE, NMPU KOTOPOM cCOommunity U3 cnucka ¢
MMEHEM name [ONKHbI COAEPHKATLCA B cCOmmunity MapLipyTa.
exact-match — TpebyeT TouHOro cosnageHuna Bcex community
M3 Cnm1cka c community mapLpyTa.

CHpocuTb COOTBETCTBUE.
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set community {add | re-

place | remove} {graceful-
shutdown | internet | lo-

cal-as | no-advertise | no-
export | number}

no set community

number: ASN2:NN

add — no6aBuTb K MapLpyTy community;

replace — yganutb Bce community u3 mapuwpyta 1 o6aBuTb
YKa3aHHoe;

remove — yAanuTb U3 MapLipyTa yKazaHHOe community.

CbpocuTb aeicTemne set community.

set community-list {add |
remove} name

no set community-list {add
| remove}

name: (1..32) cumBona

add — 806aBUTb K MapLLpyTy BCe community U3 CUCKa C
nmeHem name;

remove — yAanuTb U3 MapLipyTa Bce community,
cofeprKallmecs B CNUCKE C UMEHEM name.

CbpocuTb geiicteme set community-list.

set community-list remove
all

no set community-list re-
move all

YaanuTb U3 maplupyTta Bce community.

CbpocuTb geicTene, yaansiolLee U3 MapLipyTa Bce community.

set extcommunity {add |
replace | remove} sub-
type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — no6aBuTb K MapLWpPYTy paclMpeHHOe community;
replace — yaanuTb Bce paclUMpPEHHble community U3 mappyTa
1 0,06aBUTb YKA3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKazaHHOe community.

set extcommunity {add |
replace | remove} sub-
type color value

value: (0..4294967295)

add — po6aBuTb K MapLPYTY paclMpeHHOe community;
replace — yaanunTb Bce paclUMpPeHHble community U3 mapipyTa
1 [,06aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKazaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — po6aBuTb K MapLPYTy pacluMpeHHOe community;
replace — yaanuTb Bce pacliMpeHHble community M3 MmapLipyTa
1 106aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKasaHHoe (Mau Bce
nonagatowme nNog perynsapHoe BbiparkeHue) community. Ana
OaHHOW onepaLymn MOXKHO UCNONb30BaTb B KaYecTBe napameTpa
word perynsapHoe BblpaskeHue.

word: — uma community B popmate HEX.

no set extcommunity

Cbpocutb geicreme set extcommunity.

set extcommunity-list {add
| remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — n06aBMTb K MapLIPYTY BCE paclUMpPEHHbIE community 13
CNK1CKa C UMeHem name;

remove — yAanuTb U3 MapLLIpyTa BCe pacluMpeHHble
community, cogepKalimecs B CMCKe C UMeHem name.

CbpocuTb peicrsme.

match tag value

no match tag

value: (0-4294967295)

3afaTb COOTBETCTBME MApLUPYyTa C aTpmMbyToMm tag.

C6pocuTb cooTBETCTBME.

set tag value

no set tag

value: (0-4294967295)

YCTaHOBUTb 3HaYeHWe aTpubyTa tag.

C6pocuTb ycTaHOBKY aTpunbyTa tag.

match as-number reg_exp

no match as-number

reg_exp: (1..127)
cMmBosia

3a4aTb COOTBETCTBME MYTU MapLUPYTa U PEryaapHOro
BbIPaXKeHUn reg_exp.

CbpocuTb COOTBETCTBUE.

match as-path-filter name

no match as-path-filter

name: (1..32) cumBona

3aaTb COOTBETCTBME NYTU MApPLUPYTa U PEryasapHoro
BblpasKeHus as-path U3 cnucka c umeHem name.

CHpocuTb COOTBETCTBUE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyT AS_PATHLIMIT.

Hynesoe 3HayeHWe orpaHMyMBaeT aHOHCMPOBAHME NOKaJIbHO
CreHepMpoBaHHbIX MapLLPYTOB, TONbKO mexay iBGP cocegamm
(He 6yayT BUAHbI gna eBGP).

3HayeHue 6onbwe 0 o3HayaerT, yto ecam AS_PATH aTpubyT
nmeert 6osbwe AS-HomepoBs, Yem 3HavyeHne AS_PATHLIMIT, To
HYHO ero oTbpocuTb Npw Bbixoae B eBGP.

C6pocuTb path-limit.

set as-path prepend
as_number

as_number: (1-
4294967295)

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS-Homepa.
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no set as-path prepend

Cbpocutb gobaBneHue K AS-Path.

set as-path prepend local-
as value

no set as-path prepend lo-
cal-as

value: (0-10)

LOo6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha
BbIxog, eBGP coceay).

Cbpocutb gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cMMBO/IA

Yaanutb 13 atpnbyta AS-Path ykasaHHyio AS.

CbpocuTb yganeHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapLipyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBWTL 3HayeHue aTpubyta local-preference.

CbpocuTtb ycTaHoBKY aTpunbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBUTb 3HauYeHue aTpubyTa metric.

CbpocuTb yCTaHOBKY aTpmnbyTta metric.

set next-hop-peer

no set next-hop-peer

—/atpnbyT He
yCTaHoB/IEH

YcTaHOBUTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

C6pocunTb ycTaHOBKY aTpnbyTa.

set origin [ igp |egp | in-
complete ]

no set origin

YcTaHOBUTb 3HaYeHwue aTpubyTa origin.

- igp — MapLwpyT HbI1 NOlYYEH U3 NPOTOKOJIA BHYTPEHHEN
MapLupyT13auum (Hanpumep, KomaHaon network)

- egp — MapLupyT 6bIN BblydeH No npoTokoay EGP.

- incomplete — mapLpyT 6bi/1 Bbly4eH KaKMM-TO UHbIM 0Hpasom
(Hanpumep komaHaol redistribute).

C6pocuTb ycTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBWTb 3HaYeHue aTpnbyTa weight.

CbpocuTtb ycTaHOBKY aTpmnbyTa weight.

KomaHObI pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

BuAa 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 368 — KomaHgbl pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show route-map [name]

name: (0..32) cumBona

MpocmoTpeTb MHbOPMaLMIO O CO34aHHbIX route-map.
- name — uma route-map.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHpUrypaunm nHtepoeincos Ethernet, VLAN, nutepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnumua 369 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica Ethernet, VLAN, nHtepdeica rpynnbl nopTos

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHoa

Aeiicmeue

ip policy route-map name
name: (0..32) cumBona

no ip policy route-map

MpuMeHnTb route-map ¢ UMeHeM name AN1A 3aJaHHOro
uHTepdelica.

Ypanutb route-map c MHTepodeiica.

5.35.7 Hacmpolika Prefix-List

Prefix-nucTbl N03BONAOT GUNLTPOBATL NPUHMMAEMbIE M AHOHCUPYEMbIE MapLWPYTbl NPOTOKON0B AM-

HaMMYECKOWM MapLwpyTU3aLmK.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauyuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabanua 370 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge
ge_value] [le le_value]

list-name: (1..32);
seq_value: (1..
4294967294);

text: (0..80) cumBona;

ge_value: (1..32);
le_value: (1..32)

no ip prefix-list list-name [
seq seq_value]

Cosparb Prefix-list.
- permit — paspelatollee AencTBMe AN MapLupyTa
- deny — 3anpeuatouiee aeicreme gaa maplipyTta
- list-name — vms co3gasaemoro prefix-nncra
- seq_value — Homep 3anucK B cnucke npedukcos
- text — onucaHue cnucka npedurKcos
- ge_value — cooTseTcTBuE ganHe npeduKca, paBHON nam
6o/blen, Yem HacTpoeHHan ANnHa npeduKca
- le_value — cooTBeTcTBUE AMHE NpedUrKca, KOTopas paBHa
WM MEHbLLE HAaCTPOEHHOM A/InHbI NpeduKca.
V Ecnu He HaLWNOCb HYU OAHOrO COOTBETCTBUSA, TO byaeT

any.

npumeHeHa HeABHaA NOJIMTUKA NO ymonYaHuio deny
Ypanute cosgaHHbii Prefix-List.

KomaHOb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOIO NOb30BaTENSA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 371 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

show ip prefix-list [name] name: (0..32) cumsona

MpocmoTpeTb nHGopMaLmto o co3gaHHbix prefix-list.
- name — vma prefix-list.
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5.35.8 Hacmpoiika ceasKu Kawo4el

CBsi3Ka Kauen no3BonAeT co3datb Habop naponein (Kawueit) ¢ nocneayollein BO3MOMKHOCTbIO
HACTPOMKM BpEeMeHU AeCTBUS KaxKaoro naponas. Co3gaHHble Napoam MoryT MCnonb3oBaTbesa npoTtokonamm RIP,
OSPF, IS-IS pna ayteHTUdMKaLmu.

KomaHObI pexcuma 2no0banbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME r106anbHOM KOHPUTYpaLLMK:

console (config) #

Tabanua 372 — KomaHgbl pexnuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue .
KomaHda Aeiicmeue
o ymMmoAa4aHuio
key chain word word: (1.32) Co3AaTb CBA3KY KAtoyen ¢ umeHem word v BOWTU B PEXUM KOH-
e durypaumm CBA3KM Kaouen.
- cumsona/— >
no key chain word Y[anuTb CBA3KY KAtoYeW ¢ UMmeHem word.

KomaHObI pexcuma KoHGU2ypayuu cea3KuU Kawyel

Bua 3anpoca KOMaHAHOWM CTPOKM B PEXKMUME KOHOUTYpaLMK CBA3KU Ktoue:
console (config-keychain) #

Tabanua 373 — KomaHab! pexruma KOHPUrypauum cBAsKn Katoden

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
key key_id Co3aaTb KAtou ¢ naeHTUPmMKaTopom key_id n BOMTU B pexkum KOHPU-
key_id: (1..255)/— rypauumm Kawouda.
no key key_id Ypanutob Katod ¢ ngeHtuoukatopom key_id.

KomaHObI pexcuma KoHgu2ypauuu Kaw4a

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:
console (config-keychain-key) #

[aHHbIN perKMM QOCTYMEH U3 pexnma KoOHOUIypauumn CBA3KKM KNoUYen 1 NpeaHasHavyeH ana 3agaHusa
CaMoro K/lo4a M ero napameTpos.
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Tabnuua 374 — KomaHabl pexkmuma KoHPUrypaumm Katoya

no send-lifetime

Komanoa 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
key-string word word: (1..16) 3a4aTtb 3HAYEHUe Katova.
no key-string cumBonos/— YaanuTb 3Ha4YeHue Katoya.
encrypted key-string 3apaTb 3HaYeHWe KNtoYa B 3aWwndpoBaHHOM BUAE.
encryptedword - encryptedword — 3awmnpoBaHHbIM Napoab (Hanpumep, Naposb
encryptedword/— B 3aWwWMdpPOBaHHOM BUAE, CKONUPOBAHHbBIN C APYroro
YCTPOICTBA).
no encrypted key-string YAanuTtb 3Ha4YeHue Katoya.
accept-lifetime time_to_start 3a4aTb BPEMSA XKM3HU KNKOYa, B TeYUEHME KOTOPOTO KoY byaeT
{time_to_stop | duration | OEeUCTBUTENIEH ANA CBEPKM C K/IHOYOM B MPUHUMAEMBIX
infinite} coobuieHmsX.
- time_to_start — Bpems 1 gaTta Havana AelCTBUA KaKoYa.
3agaetca B dopmaTe hh:mm:ss month day year
v—/Bcer,u,a - time_to_stop — Bpema 1 gaTa NpekpalLeHusa 4eincTBuA Katova.
AelncTBuUTeNEH
3agaetca B dopmaTe hh:mm:ss month day year
- duration — 3apaeT NPoAOIKUTENBHOCTL AEUCTBUA KNtOYA B
CeKyHaax
- infinite — ycTaHaBnuBaeT 6eCKOHEYHOe BpeMa AeNCTBMA Katoua
no accept-lifetime YaanuTtb Bpems KU3HU Kato4a
send-lifetime time_to_start 3a4aTb BPEMSA KM3HU KNKOYa, B TeYEHME KOTOPOTo KAty byaeT
{time_to_stop | duration | OEUCTBUTENEH AN OTNPABKM COOBLLEHNN.
infinite} - time_to_start — Bpemsa 1 gaTta Hayasia AeMCTBUSA KaroYa.
3agaetca B dopmate hh:mm:ss month day year.
—/Bcerga - time_to_stop — Bpema 1 gaTa NpekpaLLeHua 4encTBuA Katova.
aencteuTeneH 3apaetca B dopmate hh:mm:ss month day year.

- duration — 3apaeT NPoAOIKUTENBHOCTL AEUCTBUA KNtOYA B
CeKyHAaax.
- infinite — ycTaHaBAnBaeT becKoHeYHOe BpemMs AeNCTBMA Kitoua.

YaanuTb BpeMA XKU3HU KAtoYa.

L/

KomaHOwbI pexcuma privileged EXEC

Bua 3anpoca KoOMaHAHOW CTPOKM UMeeT BUA,:

console#

Tabnnua 375 — KomaHgbl pexkuma privileged EXEC

Ecnn B KaKoW-TO MOMEHT BpeémMmeHU Cpa3y HEeCKOJIbKO Katouei GYAYT ABNATbLCA AEﬁCTBMTenb-
HbIMMU, TO d)aKTM‘-IeCKM ncnosib3oBartbCA 6VAET K104 C HAMMEHbLUUM MAEHTMd)MKaTOpOM.

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
o ymMoa4aHuro
show key chain word word: (1..32) OTO06pa3nTb MHPOPMALMIO O CBA3KE K/OYel C UmeHem word.
cumBsona/—
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[Tpumepbl 8bINOAHEHUA KOMAHO

Co3aaTtb CBA3KY KAto4Yel ¢ MmeHem namel n nomecTuTb B Heé ABa Kato4va. Ha kntode key 2 HacTpouTb
BPEMEHHOW MHTEpBas, B TE4EHUE KOTOPOro 3TOT K/OY MOMKET ObITb MCMONBb30BaAH A8 CBEPKU C KAHYOM B

NPUHATbLIX NaKeTax.

console (config) # key chain namel
console (config-keychain) # key I
console (config-keychain-key) # key-string testkeyl

console (config-keychain) # key 2
console (config-keychain-key) # key-string testkey?2
console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00

(
(
(
console (config-keychain-key)# exit
(
(

mar 20 202

0

MNMokasaTb MHGOPMaALMIO O CO34aHHOMN CBA3KE K/toYeil:

console# show key chain namel

key 1 —--

send
key 2 —--

send

accept lifetime

Key-chain namel:

text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwp6mWCy69nLuQk="

accept lifetime (always valid)

lifetime (always valid) -

(always valid) [valid now]

(always valid) [valid now]

text (Encrypted) "G7sTS+v50GJIwHBL6UxZyWVPzbgZ/6fIOF3h3NB6wYMM="

lifetime (always wvalid) -

(12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
(always valid) [valid now]

5.35.9 banaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcmpoBKa Harpy3km ECMP nossonseTt nepegasBaTb MNakeTbl OAHOMY MOAYYATENO MO HECKOJIbKMM
«AYyYWnM mappyTamy». JaHHbi GyHKUMOHAN NpegHasHayeH gns pacnpeseneHns Harpyskm 1 onTuMmmusawmm
NponycKkHoM cnocobHocTh cet. ECMP morkeT paboTaTb Kak CO CTaTUYECKMMM MapLLPYTamMM, TaK U C MPOTOKO-

Namu gMHamm4yeckoin mapuwpytusaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2a06aabHoU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME rN106anbHOM KOHPUIypaLmm:

console (co

nfig) #

Tabnnua 376 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip maximum-paths
mum_paths

maxi-

maximum_paths:
(1..64)/1

no ip maximum-paths

3afaTb MaKCMManbHOE KOIMYECTBO NyTel, KoTopble MOryT BbiTb
ycTaHoBeHbl B FIB AnA Kaxkaoro mapuipyTra.
HacTpoiika BCTynuT B CUly TO/IbKO NOC/AE COXPAaHEHUA
KOH$Urypaumm U nepesarpysku ycrpoiicrea.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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5.35.10 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npegHasHayeH ana pesepsnpoBaHMA MapLLPyTU3aTOPOB, BbIMOAHAIOLWMX PO/b LW/IHO3a
no ymosyaHuio. 3To gocturaetca nyTém obbeamHeHus IP-nHTepdelicoB rpynnbl MapLLIpPYyTU3aTOPOB B OAMNH
BMPTYa/bHbIN, KOTOPbIN OyAeT MCNOAb30BATbCA KaK L3 NO YMOAYAHUIO A5 KOMMNbloTepos B ceTu. Ha
KaHa/NbHOM ypOBHe pe3epBupyemble UHTepdeiicbl nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

ToNbKO OAMH U3 U3UYECKUX MAPLLPYTM3ATOPOB MOXKET BbIMOJIHATL MaplupyTusaumnto Tpadumka Ha
BUpTyanbHOM IP-uHTepdeice (VRRP master), octanbHble mMaplupyTU3aToOpbl B rpynne npeaHasHavyeHbl Ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master npoucxoaut B cootsetcteum ¢ RFC 5798. Ecam Tekywmi
master CTaHOBUTCA HeAoCTynHbiIM — BblbOpP master-a nosTopsieTca. HauBbICWIM NpuOpUTET MMmeeT
MapLipyTU3aTop ¢ cobcTBeHHbIM IP-agpecom, coBnagaloWmMM ¢ BUPTYanbHbIM. B cnyyae AOCTYMHOCTM OH
Bcerga ctaHosuTca VRRP master. MakcmmansHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHguaypauyuu uHmepaelicos Ethernet, VLAN, uHmepdgbelica epynnbl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkmme KoHpurypauum nutepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnuua 377 — KomaHabl pexkuma KoHpurypaumm nHtepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl nopTos

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBonos).

[Jo6aBuTb onucaHme Lenun unm ucnonb3osanus gns VRRP
MapLUpyTU3aTopa ¢ MAeHTUPUKaTopom vrid.

Ypanutb onucanne VRRP-mapwpyTtmsaTtopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenutb IP-agpec VRRP-mapLipyTusaTopa.

Ypanuts IP-agpec VRRP ¢ mapwpyTtusartopa. Ecam B kayectse
napameTpa He yKasaH IP-agpec, To yaanarca sce IP-agpeca
BMPTYaZIbHOTO MapLupyTU3aTopa, BCAeACTBME Yero yaanmTca U cam
BMPTYabHbI MapLUpyTU3aTop vrid Ha JAHHOM YCTPOMCTBE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyanuio
BKIOYEHO

BKAOUNTL pexkum, npu KoTopom backup-mappytusatop c bonee
BbICOKMM NpuopuTeTom ByaeT NbiTaTbCsA NepexsaTUTb Ha cebs
po/ib master y TeKyL,ero master-mapLpyTtusaTtopa c bonee
HU3KUM MPUOPUTETOM.
MapLupyTusatop, KOTopbiii ABAsAETCA BAagenbuem IP-
V agpeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ceba ponb master He3aBMCMMO OT HAaCTPOEK AaHHO
KOMaHAbl.

YCTaHOBUTb 3HaYeHue No YMOYaHULO.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonuanuto: 255 ana
Bnagensua IP-agpeca, 100
ONA OCTaNbHbIX

HasHauntb npnoputet VRRP-mapLipyTtmnsaTtopa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

vrrp vrid shutdown vrid: (1..255); Bbikntountb VRRP-npoToKON Ha AaHHOM MHTepdeice.

no vrrp vrid shutdown Mo ymonuaHuio: BkntounTtb VRRP-npoToKON Ha AaHHOM MHTepdeiice.
BbIK/1IOYEH

vrrp vrid source-ip ip_ad- Onpegenntb peanbHbii VRRP-aapec, KoTopsbili byget

dress vrid: (1..255); MCNONb30BaTbCA B KayecTse IP-agpeca otnpasutens ana VRRP-

no vrrp vrid source-ip

Mo ymonuanuto: 0.0.0.0

coobLeHui.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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vrrp vrid timers advertise
{seconds | msec millisec-
onds}

no vrrp vrid timers adver-
tise [msec]

seconds: (1..40);
milliseconds: (50..40950);
Mo ymonyanuio: 1 ¢

Onpegenntb MHTEPBAN MeXAy aHOHCaMK master-
mapuwpyTtusaTopa. Ecnu nHtepsan 3agaH B MUANNCEKYHAAX, TO
NPOUCXOANT OKPYrieHne BHWU3 0 6avKawen cekyHabl ans VRRP
Version 2 1 4o 6AMKaLLnX COTbIX Aonen cekyHapl (10
munnncekyHa) ana VRRP Version 3.

YCTaHOBUTb 3HaYeHME NO YMOHAHMUIO.

vrrp vrid version {2 | 3 |
283}

no vrrp vrid version

Onpegenutb nogaepkmsaemyto sepcuto VRRP-npoTtokona.

- 2 — nopaepxuBaetca VRRPv2, onpeseneHHbit 8 RFC3768.
Monyyaemble VRRPV3 coobuweHna oTbpacbiBatoTca
MmapLwpyTtrsatopom. Otnpasastotcs T01bKko VRRPV2 aHOHCHI.

-3 — nopaaepxuBaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
cosmectumoctu ¢ VRRPv2 (8.4, RFC5798). NMonyyaemble VRRPV2
coobuieHmns oTbpacbiBatoTca maplpytTnusatopom. OTnpaBasaoTCA
TonbKo VRRPV3 aHOHCHI.

- 2&3 — nopaepxkunsaetca VRRPvV3, onpegenenHbii B RFC5798 ¢
obpaTHOI coBMmecTUMOCTbo ¢ VRRPV2. NMonyyaembie VRRPV2
coobuieHmna obpabaTbiBatoTcA MapLupyTM3aTopom. OTnpasaaoTca
VRRPv2 1 VRRPvV3 aHOHCbI.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum ex-
clude pseudo-header

Mo ymon4yaHuio: uc-
nosb3yeTca MeTos,
pacyeTa KOHTPOJib-
HOW CYMMbI C NnceB-
[,03aroN0BKOM

BKNOUMTL MeToZ pacyeTa KOHTPOJIbHOWM Cymmbl B 3aronoske VRRP
6e3 yyeta ncesgosaronoska. RFC 3768.

YCTaHOBUTb METOZ pacyeTa KOHTPOJIbHOM CYMMbI, ONpeaeeHHbl
B RFC5798, no ymonuaHuio.

KomaHObI pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 378 — KomaHgbl pexuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vrrp [all | brief | in-
terface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MpocMmoTpeTb KPaTKyo UK AeTanbHyo MHGOPMALMIO ANA BCEX
MU OAHOMO HAaCTPOEHHOro BUPTyasibHOro mapLupytmusatopa VRRP.
- all — npocmoTp MHGOpPMaLMK O BCEX BUPTYasIbHBIX
MapLUPYTU3aTOPaX, BK/KOUYAA OTK/IIOYEHHDIE;

- brief — npocmoTp KpaTKoit MHGOPMaLMKM O BCeX BUPTYaNbHbIX
MapLIpyTU3aTopax.

[pumepbl 8bIN0AHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aApec B KayecTsBe agpeca BUpPTyab-
HOro MapLpyTtusaTtopa. Bkatounts VRRP-npoTokon Ha nHtepodeice VLAN.

console (config-vlan)# interface vlan 10

console (config-if)# vrrp 1 ip 10.10.10.1

(

console (config-if)# ip address 10.10.10.1/24
(
(

console (config-if) # no vrrp 1 shutdown
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= [locmoTpeTb KoHPUurypaumio VRRP:

console# show vrrp

Interface: vlan 10
Virtual Router 1

Virtual Router name
Supported version VRRPv3
State is Initializing
Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonseT 6bICTpo 06HAPYKUTb HEUCMPABHOCTU IMHKOB. BFD moKeT paboTaTb KaK co cTa-
TMYECKMMM MapLIpyTamM, TaK U C NPOTOKOIaMKN ANMHAMMYECKON MapuwpyTusaumm RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosBaHa paboTa ToNbKO € NpoToKonom BGP.

KomaHObI pexcuma 2n06anbHol KOHpuU2ypauuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnuua 379 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

bfd neighbor ip_addr

[multiplier mult_num]

terval int ] [min-rx min]

[in-

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apaTb BFD-coceaa.

- int — MUMHUManNbHLIY MHTEPBAN Nepesayn ana obHapyKeHna
OWKNBKY;

- min — MWMHMMaNbHBIN MHTEPBaN NPUEMA ANA OBHapyKeHUA
OLINBKM.

- mult_num — Konn4yecTBO NOTEPAHHbIX NAKETOB A0 pa3pbliBa
ceccum.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObI pexcuma

privileged EXEC

Bce KomaHAapl AOCTYynNHbI ANnA NPpUBNIETTMPOBAaHHOIO NOJ1Ib30BATENIA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnnua 380 — KomaHabl pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTpeTb MHbopmaLmio 06 akTMBHbIX BFD-coceasx.
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5.35.12 TMpotokon GRE

GRE (Generic Routing Encapsulation) — npoToKon TyHHeNMpPoBaHWUA ceTeBbIX NakeToB. Ero ocHOBHoe
HasHayeHMe — MHKaNcynsaums NakeToB CeTeBOro ypoBHsA ceteBon mogenu OSI B IP-nakeTbl. GRE moxkeT
ncnonb3oBaTtbca Ana opraHmsaummn VPN Ha TpeTbem yposHe mogenm OSI. B kommyTtaTtopax MES peannsoBaHsbl
CTaTnyeckme Heynpasnsemble GRE-TYHHeNN, TO eCTb TYHHENN CO34at0TCA BPYUYHYIO MyTEeM KOHPUIypMpoBaHmA
Ha JIOKaNbHOM M yAaneHHOM Yy3nax. [lapameTpbl TYHHENs AAA KaxAon W3 CTOPOH [AOJIXKHbl ObiTb
B3aMMOCOI/1TAaCOBaHHbIMM WM NEPEHOCUMbIE AaHHble He ByayT AeKancy/MpPoBaTbCA NAPTHEPOM.

V MpoTtokon GRE nopgaepxusaerca Ha mogenax cepum MES33xx, MES35xx n MES5324.
V B aKtyanbHbix Bepcuax MO Tak:Ke noaaeprKaHa paboTta PIM B pexxume KOHGUrypauum TyH-
HenAa GRE (KomaHAbl HACTPOMKM onucaHbl B Tabauue 188).

KomaHObI pexcuma 2a06anab6HolU KOHu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 381 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HavyeHue ”

KomaHoa / Aelicmeue
no ymMmoa4YaHuto

interface Tunnel tunnel_id tunnel_id: (1..16) Co3paTtb HTepdenc TYHHenNs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

Bug, 3anpoca KOMaHAHOW CTPOKU B peXKUme KOHPUrypaLmm nHtepdeiica TyHHens:

console (config-tunnel) #

Tabanua 382 — KomaHabl perkuma KoHourypaumm nHtepdeica TyHHens

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro

tunnel mode gre ip 3apatb TMN TyHHena GRE c ncnonb3osaHuem IPv4.

- — /BbIKAOYEHO
no tunnel mode gre ip Y[anuTb TyHHeNb.
tunnel source {ipv4_address HasHauutb IP-agpec nnmn nHtepdeiic, Kotopbin byaeT
| gigabitethernet gi_port | gi_port: (1..8/0/1..48); MCNOb30BaTbCA B KauyecTBe agpeca oTnpasuTens BHewwHero IP-
tengigabitethernet te_port | te_port: (1..8/0/1..24); 3aronoska GRE-TyHHenA.
fortygigabitethernet fo_port fo_port: (1..8/0/1..4);
| port-channel group | tun- group: (1..48);
nel tunnel_id | vlan vian_id} vlan_id: (1..4094)
no tunnel source Ypanutb IP-agpec oTnpasutens.
tunnel destination {_URL_ | HasHauuTtb IP-agpec nonyyatens (KoHUA TyHHens).
ipv4_address} —
no tunnel destination Ypanutb IP-agpec nonyyatens.
ip address ipv4_address YctaHoBuTb IP-agpec uHtepdelica TyHHena. C ucnonb3oBaHMem

3TOro agpeca KOMMYTaToOp AOCTYNEH Yepes3 TyHHeNb. MoxeT
— MCMo/Ib30BaTLCA B KAYECTBE LLUJ/H033a HA Y3/ IeHHOM YCTpoicTBe
npy MapLIpyTU3aLMKU B TYHHENb.

no ip address Yaoanute IP-aapec uHtepoerica TyHHens.
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KomaHObI pexcuma

EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 383 — Kom

aHAabl pexxnma EXEC

3HavyeHue/3HavyeHue .

KomaHoa / Aeiicmeue
Mo yMo4YaHUuio

show ip tunnel [tunnel-id] tunnel_id: (1..16) OT06pasnTb MHPOPMaLMIO TYHHENS.

tunnel_id

show ip interface tunnel

tunnel_id: (1..16) OT06pa3nTb NHPopmaumto 06 IP-uHtepdelice TyHHens.

show interfaces tunnel tunnel-id tunnel_id: (1..16) OT06pa3nTb MHGOPMaLMIO MHTEPDEMCa TYHHeNA.

pumep HACMPOUKU MYHHeNA

Co3gaHue TYHHENnA M« HaCTpOﬁKa CTaTU4eCKOro Mmapuwpyta A4gna ceTy, HaXOAﬂU.LEVICﬂ
I'IpOTMBOI'IOJ'IO)KHOVI CTOpPOHE TYHHenNA:

. B KayecTBe JIOKaIbHOro agpeca AnAa TyHHenAa ucnonabsyetca IP-agpec 192.168.1.1;
. B KaQ4yecTBe yAaNeHHOro aapeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.2;
. IP-afpec TyHHens Ha NoKanbHoM cTopoHe 172.16.0.1/30;

. CeTb Ha MPOTUBOMOJIOXHOMN cTopoHe TyHHend 10.10.1.0/24.

console (config)# wvlan database

console (config-vlan)# wvlan 301

console (config-vlan)# exit

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 301
console (config-if)# exit

console (config)# interface vlan 301

console (config-if) # exit

console (config) # interface Tunnel 1

console (config-tunnel) # Tunnel mode gre ip

console (config-tunnel) # Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel)# ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config)# ip route 10.10.1.0/24 Tunnel 1

(
(
(
(
(
(
(
(
console (config-if)# ip address 192.168.1.1/24
(
(
(
(
(
(
(
(

/ Ha BcTpeyHOM ycTpoiicTBe HE06X0AMMO BbINOAHUTL B3aMMOCOINaCOBaHHbIE HAaCTPOMKHK.

Ha
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5.35.13 KoHdwurypauua supTtyanbHoit obnactn mapwpyrusauum (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHonorva, KoTopasa MO3BOJIAET HECKO/IbKUM
3K3emMniapam Tabamubl MapLwpyTU3aLLMM COCYLLECTBOBATb B OAHOM MapLUpPyTU3aTOpe O4HOBPEMEHHO.

Cnucok noaaepaHHbix B VRF dyHKLMI focTyneH B Tabanue 387.

Tabnnua 384 — KomaHgbl pexknuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
ip vrf [vrf-name] vrf-name: (1..32) Co3paaHue BUpTyanbHOW 061aCTM MapLUpyTM3aumu.
no ip vrf [vrf-name] cMmBONa YpaneHve BMpTyanbHOM 061acTU MapLwpyTU3aumm.
Tabnnua 385 — KomaHgb! pexxuma KoHpurypaumm nHtepoeiica
3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
no ymoa4aHuro
ip vrf [vrf-name] MpwuBAaska nHTepdeiica K 061acTM BUPTYasibHOM MapLLIPYTMU3aL M.
Mocne BBOAA KOMaHZbI BCe CO34aHHble B AanbHelwem IP-agpeca
vrf-name: (1..32)
6yayT accoummpoBaTtbea ¢ vrf, K KoTopomy 6bln NpMBA3aH
cMMBO/IaA o
nHTepoeic.
no ip vrf OTBA3Ka MHTepdelica oT 061acTM BUPTYaibHOM MapLUpyTM3aLmm.

Tabnunua 386 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

KomaHoa

BbiBog, MHPOPMALMK O CO3AaHHBIX BUPTYanbHbIX 061acTaX
MapLipyT13aumm n o6 L3-uHtepoericax, Kotopble B HUX
HaxoasATcs.

show ip vrf [all | vrf-name] vrf-name: (1..32)

cumBoaa

Tabnunua 387 — dPyHKUMM, NoaaepKaHHbIe Ana paboTtbl B VRF

PyHKYUUu Hasuzayusa
KomaHgb! ynpasneHua 5.5 KomaHzbl ynpaBaeHua cuctemonm
cuctemonm
CTaTnyeckaa mapLipytmnsauma 5.35 KoHdurypauma npoToKoI0B MapLLpyTU3aLmMm
DHCP-Relay 5.29.1 dyHKuumn DHCP Relay ana IPv4
OSFP 5.35.3 Hactpoiika npoTtokona OSPF, OSPFv3
BGP 5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yerTca onAa BbINONHEHUA CneUnanbHbIX Npoueanyp, TakKMX Kak BOCCTaHOB/EHUE
3aBOACKUX HAaCTPOEK N BOCCTAaHOBIEHNE NAPONA.

[nsa Bxona B MeHto Startup HeobxogMMo NpepBaTb 3arpy3Ky HaxkaTvem Knasulumn <Esc> unu <Enter> B
TeYeHWe NepBbiX ABYX CEKYHA Noc/e NOoABAEHMS COOBLLEeHUA aBTO3arpysku (N0 OKOHYAHMM BbIMOJHEHWA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
5] Back
Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.
’ ' Ecam B TeueHue 15 ceKyHA (3HauyeHMe NO yMONYaHUIO) He BbIGpPaH HU OA4UH U3 NMYHKTOB
N MEHI0, TO 3arpy3sKa yCTPOMCTBa NPOAO/MKUTCA. Bpema 0XXMAaHUA MOXKHO YBENIMUYUTD C NO-

MOLW b0 KOMaHA KOHCO/IU.

Tabnumua 356 — OnuncaHue meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca AAs yAaseHuAa KOHoUrypaumu ycTpoWcTsa.
<1> BocctaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMM MO YMOIYAHUIO.
33aBOJCKMX HaCTpoeK
Boot password [aHHas npoueaypa UCNoNb3yeTca 4/ YCTaHOBKU/yAaieHMa Napoas Ha Havab-
<2> YcTaHoBKa / yAaneHve Naponsa | Hblid 3arpysymk.

Ha HayaNbHbIN 3arpysyuk

[aHHaa npoueaypa Mcnonb3yeTca ANA BOCCTAHOBAEHMUA YTpayeHHOro napons,
OHa No3BONAET NOAKNKYUTLCA K yCTpOVICTBy 6es napona.

Password Recovery [na BOCCTaHOBNEHMA NAPONA HAXKATb KAABULLY <2>, NPW NOC/eAYIOWEM NOAKNIO-
<3> Procedure YEeHWUW K YCTPOMCTBY Naponb ByaeT NPOUrHOPUpPOBaAH.
BocctaHoBneHne napons Current password will be ignored!

[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHas npoueaypa ucnonb3yetcs Ana Bbibopa akTMeBHoro ¢aitna cucremHoro
no.

Ecnv He BblbpaH HOBbIN 3arpyKeHHbI dain cuctemHoro MO aKTUBHbIM, TO
YCTPOWCTBO BbINONHWUT 3arpy3Ky C UCMOJ/Ib30BaHMEM TeKyLLLero akTuBHOro obpasa
Image menu

[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTee

[2] Set currentimage — BbI6op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [na BbIXOoAa U3 MEHIO W 3arpy3KKM YCTPOMCTBA HaxkMuTe Knasulwy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.
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.‘

6.2 O6HOBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gomkeH 6biTb 3anyLieH U HaCTPOeH Ha KOMNbloTepe, C KoToporo byger 3a-
rpy>Katbca nporpammHoe obecneueHue. CepBep A0KEH UMETb paspeLleHne Ha YTeHue
daiinos HauanbHoOro 3arpysumka u/wam cucremHoro NO. KomnbloTep ¢ 3anyL,eHHbIM
TFTP-cepBepom ponKeH 6biTb A0CTYNEH ANA KOMMYTaTOpa (MOXKHO NPOKOHTPOIMPOBATD,
BbINOJIHUB Ha KOMMmyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec Komnblo-
Tepa).

' ‘ O6HoBNEHME nporpammHOro obecneyeHna MOXKET OCYLLECTBAATLCA TONbKO NPUBUAEIU-
-

KOTO
cne,
no.

.‘

POBAHHbIM NOJib30BaTe/1IeM.

6.2.1 O6HosnEHUE cucmeMHO20 NPo2PAMMHO20 obecnevyeHus
3arpyska yCTpOWMCTBa oOcyllecTBaseTcs M3 dainna CMCTEMHOro nporpammHoro obecneyexus (M0),

pbii XpaHuTca Bo Gnaw-namaty. Mpu o6HOBNEHUM HOBbIM ¢ain cuctemHoro MO coxpaHseTca B
WanbHO BblaeNeHHOM 06nacTn namATK. Mpu 3arpysKe yCTPOMCTBO 3aMyCKaeT aKTUBHbIN $alin CUCTEMHOTO

Ecan Homep yCTPOMCTBA He 3a4aH, aHHaA KOMaHAa NpUMeEHAETCA K BegyLemy ycTpou-
cTay.

[na npocmoTpa TeKylleln BepCUMM CUCTEMHOIO NporpaMmHoro obecneyeHus, paboTatowero Ha

ycTpoiicTee, BBeguTe kKomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

lpouedypa obHosneHUa 10

CKonnpoBaTb HOBbIN ¢ain nporpammHoro obecrnedyeHma Ha YCTPOWCTBO B BblAeseHHY0 06aacTb na-

MHTM.¢OpMaTKOMaHAHZ

boot system tftp://tftp_ip_address/[:port]/[directory/]filename

400
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[pumep 8b1M0AHEHUS KOMAHObI

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpaMmmHoro obecneyeHns CTaHeT aKTUBHOM NocC/ie nepesarpyskum KommyTaTopa.

[na npocmoTpa AaHHbIX O BEPCUAX NPOrpamMmmMHOro obecrneyeHus N UX akTUBHOCTU BBEAUTE KOMaHAy
show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca8886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKky BBOAOM ‘y’.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMUX aepeBbes (MSTP)

MpoTokon MSTP no3BonAeT CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB ana otgenbHblx rpynn VLAN Ha
KOMMYTATOpPax JIOKaIbHOM CeTH, 4To No3BoaAeT 6anaHCMpPOBaTb Harpy3Ky. 18 NPOCTOTbl PACCMOTPUM Cy4al
C Tpema KoMmmyTaTopamm, 06beAMHEHHBbIMW B KOJIbLEBYH TOMOOTMUIO.

Myctb VLAN 10, 20, 30 o6beaunHstoTcs B nepsom aksemnaape MSTP, VLAN 40, 50, 60 o6beanHsoTcs BO
BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-oB 10, 20, 30 mexagy MepBbiM M BTOPbIM
KOMMyTaTOpamuM nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepesaBanca TpaH3UTOM 4epes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpHEBbIM A/1A BHyTpeHHero ceasytowero aepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaeTcsa cay:kebHaa nHopmauma. KommyTtaTopbl 06BbEOUHAIOTCA B KOJbLO,
ncnosib3ys noptol tel u te2. Huke npuBeaeHa cxema, M306parkatoLlas JIOrmMYecKyto TOMoI0r1to ceTu.

VLAN 10,20,30 naaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHa4YeHbl Ha akseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3707 NOPT NepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansA akzemnnapa 1

3JT0T NOPT NnepeckinaeT Tpaduk
Ans axaemnnsapa 1 u GnokmMpyer
Tpaduk Ana akzemnnapa 2

KOoMMmyTaTop 2

PucyHok A.1 — HacTpoika NpoToKo/1a MHOXeCTBa CBA3YHOLLUX AepeBbeB

Korga oayH M3 KOMMYTaTOpPOB BbIXOAWUT M3 CTPOA, M60 obpbiBaeTCcA KaHan, MHOMECTBO AepeBbeB
MSTP nepectpanBaeTca, 4TO NO3BOAAET MUHUMU3NPOBATL NOCAEACTBUA aBapun. Huxe npmseaeH npouecc
KOHUrypaumm KommyTtaTopos. 18 6os1ee BbICTPOM HACTPOMKM CO34aeTCs 06NN KOHOUIYPALMOHHDIN LWab-
JIOH, KOTOpbIN 3arpyxkaeTca Ha TFTP-cepBep M NCNO/b3yeTcs BNOCNeACTBUM AN1A HACTPOMKM BCEX KOMMYTATO-
pos. Co3gaHue wabnoHa N KoHPUrypauma nepBoro KOMmMyTaTopa:

console# configure

console (config)# vlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan)# exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox

.~ o o  ~ ~ ~ ~ —~
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console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config) # spanning-tree mst 1 priority 0

console (config)# exit

console# copy running-config tftp://10.10.10.1/mstp.conf

Hactpoiika selective-qing

HobasnerHue SVLAN

MprBeAeHHbIN 34ecb NpUMep KOHOUIYpauum KOMMYTaTopa AEMOHCTPUPYET Kak A06aBnATb MeTKy

SVLAN 20 Ko Bcemy BxoaaleMy TpaduKy 3a nckntoveHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTsAx nepenayn AaHHbIX 4OBOIbHO YaCTO BO3HUKAIOT 3a4a4u, cBsizaHHble ¢ nogmeHol VLAN (Hanpu-
Mep, 419 KOMMYTaTOPOB YPOBHS A0OCTYNa CYLLEeCcTBYeT TUNOBaA KOHPUTypaLma, HO NONb30BaTE/IbCKUIN TPadUK,
VolP n Tpaduk ans ynpasneHua Tpebyetca nepegasaTb B pasHbix VLAN Ha pa3nnyHbIX HanpasBaeHuaAx). B aTom
cnyyae 6110 6bl yA06HO BOCNob30BaTheA PyHKUMel noameHbl CVLAN gna 3ameHbl TMNM3MpPOBaHHbIX VLAN
Ha VLAN gna tpebyemoro HanpasnieHua. Huxe npuBeaeHa KOHOUIypauua KOMMYTaTopa, B KOTOPOM OCy-
wecrensetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 1 202. O6paTHaA NoAMEHa 40/1XKHA OCYLLECTBAATLCA

Ha 3TOM e nHTepdelice:

console# show running-config

vlan database

vlan 200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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Hacrpoitka multicast-TV VLAN

dyHKUMA «Multicast-TV VLAN» naeT BO3MOXHOCTb MCNO/1b30BaTh 415 Nepeaadym MHOroaapecHoro Tpa-
¢unKa ogHy VLAN B ceT onepaTtopa M AOCTaBAATb 3TOT TPAadUK NONb30BATENAM AAXKe B TOM C/1y4ae, €C/IM OHU
He asnatoTcA YyneHamm aton VLAN. C nomouwbio ¢yHKUmMKM «Multicast-TV VLAN» mMoKeT ObiTb COKpalleHa
Harpyska Ha ceTb OomepaTopa 3a CYeT OTCYTCTBUA Ay6AMPOBAHUA MHOroaApPECHbIX AaHHbIX, Hanpumep, nNpu

npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHusa GyHKUMKM NpeanofaraeT, YTo NopTbl Nosib30BaTeNnen paboTatoT B peXXnume «access»
nnun «customer» U npuHagnexKat K ntobok VLAN 3a uckntoyeHnem multicast-tv VLAN. MNonb3oBaTtenu nmerot
BO3MOXHOCTb TOJ/IbKO MOJly4aTb MHOr0aApecHbI Tpaduk n3 multicast-tv VLAN n He moryT nepezasatb AaH-
Hble B 3Toi VLAN. Kpome Toro, B KOMmyTaTope A0/KeH ObiTb HAacTpoeH NopT-UcTouyHMK multicast-tpaduKa,

KOTOPbIN A0/IXKEH bbITb y4acTHMKOM multicast-tv VLAN.

1.

Mpumep HacTpoiiKK gNa nopta B pexkume paboTbl access

Bkntountb d)VIﬂpraLI,VIIO MHOroagapecHbIX AaHHbIX:

console (config) # bridge multicast filtering

Hactpoutb VLAN nosb3osateneli (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHus (VID

1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan) # exit

HactpouTb NopThbl NO/b30BaTENEN:

console (config) # interface range tel/0/10-24

console (config-if) #

(

(

console (config-if) #
console (config-if
console (config-if
console (config-if

HactpouTb uplink-nopT, paspewwns nepeaady MHoroagpecHoro Tpaduka, TpadmKa nonb3osatenen n

ynpaBsneHue:

console (config)# interface tel/0/1

)
) #
) #
) #

switchport mode access
switchport access vlan 100

switchport access multicast-tv vlan 1000
bridge multicast unregistered filtering

exit

console (config-if)# switchport mode trunk

(
(

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
(

console (config-if) # exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, 406aBUTb NPUBA3KY rPyNn:

console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #

console (config) #

ip
ip
ip
ip
ip
ip
ip

ip

igmp
igmp
igmp
igmp
igmp
igmp
igmp

igmp

snooping
snooping
snooping
snooping
snooping
snooping
snooping

snooping

vlan
vlian
vlan
vlan
vlian
vlian

vlan

1000

1000 querier
100

101

102

103

124
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6.

HacTtpoutb MHTepdeic ynpasneHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTpoOiKK AnsA NopTa B pexume customer

l£|,aHHbIl\;1 TN NOAKNHYEHNA MOXKET 6bITb UCNONBL30BaH Aana Toro, 4yTO6bI NOMEYATb NOJIb30BaTENbCKME

IGMP-report-bl onpeaeneHHbix VLAN (CVLAN) otaenbHbIMK BHELWHMMM MeTKamu (SVLAN).

1.

BKkaoumnTb d)manpau,mo MHOroaapecHbIX AaHHbIX:

console (config)# bridge multicast filtering

Hactpoutb VLAN nons3sosatenein (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus
(VID 1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

HactpouTb nopT nosb3oBartens:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
( ) #

console (config-if exit

HactpouTb uplink-nopT, paspewwns nepegadyy MHOroaapecHoro Tpaduka, TpaduKa noab3osatene u
ynpasneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) # exit

Hactpoutb IGMP snooping rno6anbHo 1 Ha MHTepdencax, 406aBUTb NPaBMIA MapKUPOBKM NO/b30Ba-
Tenbckux IGMP-report-os:

console (config

( ip igmp snooping
console (config

(

(

#
# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

console (config
console (config

)
)
)
)

HacTtpoutb nHTepdeic ynpasneHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D120 | W G

&) (1) (8) (9

RJ-45 DB-9

PucyHok B.1 — MogKntoyeHne KOHcoNbHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnnua B.1 — MNopgaeprkmBaemble 3Ha4yeHuA EtherType

Ox22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x8sfd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0Ox88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88¢c6 0x88d9 Ox88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOMEHUE T. OMNCAHUE NMPOLLECCOB KOMMYTATOPA

Tabnuua .1 — OnuncaHue NpoLeccoB KoMmmyTaTopa

NUmsa npo-
OnucaHue npoyecca
yecca

3SMA Aging pns IP-multicast

3SWF MNepenaya NakeToB mexay YpPOBHEM 2 U CETEBbIM YPOBHEM

35wWQ MporpammHas 0bpaboTka ACL nepexBayeHHbIX MaKeToB

AAAT YnpasneHve n 06paboTka metogos AAA

AATT CumynaTtop AAA ana nposepku metonos AAA

ARPG Peanunsauyma npotokona ARP

B_RS YnpaBneHue nepesarpy3Kkon yCTPOWCTB B CTEKE

BFD Peanunsauma npotokona BFD

BOXM JononHuTtenbHble AEWCTBUA B CTEKe (NoNyyeHMe CBEAEHUI O CTeKe, UHAMKaAuMA, obmeH cooblieHnamu,
cmeHa Unit ID)

BOXS O6paboTKa KOMaHz COCTOAHUA cTeka: gobasneHune Master/Slave, syuyerHme Tonosnorum, o6HoBNEHME BEPCUN
MO Begomoro ycTpoliicTea (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE Intermediate
Agent

BRMN Bridge Management: EAPS, STP, onepauuu ¢ FDB (aobasneHwve, yaaneHue 3anuceii), 3epKaimpoBaHue, KOH-
¢durypauma noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHM3ALUN BEAYLLETO U BEAOMOTO YCTPOICTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonupoBaHue KoHOUrypaLMoHHbIX hainnos

CEAU OumncTka ouepegu cobbiTuii Address Update

CFM Peanuzauus Ethernet CFM

CNLD 3arpysKa/Bbirpy3ka KoHourypaumm

COPY YnpasneHve konuposaHnem ¢alinos

CPUM MoHuTOpUHr 3arpysku CPU

CPUT Ytnnumsaumna CPU

D_LM Link Manager — oTcneKvMBaHWe COCTOAHUSA CTEK-TMHKOB

D_SP Stacking Protocol

DDFG PaboTa ¢ painnoBoit cuctemom

DFST PacnpeaeneHHan dainosan cuctema (DFS). Mcnonb3yertca B paboTe cTeka

DH6C DHCPV6-KneHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHune nHoopmaLMm ¢ yaaneHHbIX OHUTOB (Bepcua MO, uptime, ycTaHOBKa aKkTUB-
Horo obpasa MN0)

DNSC KnneHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbITUiA OT yAaNEeHHbIX OHUTOB 06 M3MEHEHUWN COCTOSHUA BEHTUAATOPOB, UCTOY-

DSPT HUKOB NMUTaHUA, TepMoaaTinKoB, SFP-TpaHcuBepos. MonyyeHne coobLeHnn OT yaaneHHbIX HUTOB 06 MX
Bepcuun MO, cepnintHom Homepe, MD5 cymme MO

DSYN Stack application

DTSA Stack application

ECHO MpoTtokon ECHO

EPOE PoE (B3anmogelicTBme c nonb3osaTenem)

ESTC JlornpoBaHue cobbiTuiA 0 NpeBbieHnn noporos Tpaduka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTM4yecKas HacTpoiKa napametpos SERDES

EVAU ObpaboTka cobbiTnii Address Update, HUXHUI ypoBEHb, Nepeaaya Bbllle

EVFB Onpoc coctoaHua SFP

EVLC O6paboTKa cOBbITUI O CMEHE COCTOSHMA MOPTA, HUKHWUI YPOBEHb, Nepesaya Bbile

EVRT RX Training

EVRX §)6pa60ﬂ<a cobbITUI NpMéMma nakeTa n3 KommyTtaTopa B CPU, HUKHUI1 ypOBEHb, NEepeaya NakeTa Ha ypoBeHb

EVTX Ob6paboTka cobbITMIA OKOHYAHMA OTNPaBKM NakeTa N3 CPU B KOMMYTATOP, HUXKHUI YPOBEHDb
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exRX O6paboTKa BbIXxOAa NAKETOB C HUKHErO YPOBHA 2

FFTT YnpasneHue Tabavuein mapwpyTmusaumm 1 MapLipyTM3auma NakeTos

FHSF IPv6 First Hop Security (o6paboTka Talimepos)

FHSS MpunoxeHusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peanusauus web-cepsepa GoAhead

GRN_ Peanusauus Green Ethernet

HCLT MonyyeHne n 06paboTka KOMaHZA HAaCTPOMKMN YCTPOMCTBA HUKHETO YPOBHSA

HCPT PoE (B3anmogelncTBmne c KOHTPOANEPOM)

HLTX OTnpaBKa naketos n3 CPU B KommyTaTop

HOST OcHoBHoI host-noTok, xonocTol xo4,

HSCS Stack Config — HacTpolika GyHKUMI KOMMYTaTOpa Ha YAaNeHHOM loHUTE

HSES Stack Events — o6paboTka cobbiTuit link changed, address update ¢ yganeHHbIX OHUTOB Ha macTepe

HSEU O6paboTKa cobbITHIN CTeKa

ICMP Peanunsauyma npotokona ICMP

10TG YnpasaeHue TepmnHanamn BBo4a-Bbisoaa

I0TM YnpasaeHue TepmnHanamun BBo4a-BbiBoAa

IOUR YnpaBneHune TepmmMHanamm BBO4a-BblBOAA

IP6C Cuétumkm IPv4 un IPv6

IP6L Mpuném n oTnpasKa IPv6-nakeTos

IP6EM MapuwpyTtunsauma IPv4 n IPv6

IP6R Mpném n otnpasKa IPv6-nakeToB

IPAT YnpasneHue 6a3oi aaHHbIX IP-agpecos

IPG_ 0Ob6paboTKka NnepexBayeHHbIX GpparmeHTUPOBaHHbIX |[P-nakeToB

IPRD BcnomoratenbHas 3agayva ana ARP, RIP, OSPF

IPMT Ynpasnenue IP multicast mapwpytnsaumueit u IGMP Proxy

IT60

IT61 3agauv gna paboTbl C NpepbIBAHUAMM

IT64

1IT99

V11 3agava ansa paboTbl C BUPTYyanbHbIMM NPEPbIBAHUAMM

L2HU MNepenaya NakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIN CMEHbl COCTOSAHWA/HACTPOEK MHTEPdENCcoB 1 Nnepeaada coobLLeHUIA 3aperncTpMpoBaH-
HbIM Cly>K6am

L2UT Ytunusaums noptos (show interfaces utilization)

LACP MeHeaxep LAG n LACP

LBDR Peanunsauma ¢yHKumm Loopback Detection

LBDT OtnpaBka naketos Loopback Detection

LTMR Ob6uwan 3aga4a oA BCex TakMepos

MACT O6paboTka cobbiTnsa 06 okoHYaHuK gelicteua B FDB (aging MAC-agpecos)

MEMV MOHWUTOPWHF YTUAM3AL MM ONEPATUBHOM NaMATH

MLDP Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTDI

MRDP Reliable Datagram Protocol, stack transport

MROR PesepsupoBaHue KoHdUrypaLMoHHoro ¢alina B SHEProHesaBUCUMOM NamaTH

MSCm MeHegaKep ana paboTbl C TEPMUHANbHBIMW CECCUAMM

MSRP Mepenaya cobbITMIA B CTEKE NONb30BaTE/IbCKUM 3a[3a4aM

MSSS MpocnywwnsaHue IP-cokeTos

MUXT OTcnexmBaHMe U3SMEHEHWUI CTPYKTYPbI CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabena (VCT)

NBBT N-Base

NINP PaboTa c Kombo-nopTamm

NSCT HacTpolika orpaHnyYeHns CKOpPOCTM NepexsaTa Naketos Ha CPU, BeaeHWe CTaTUCTUKM MO NepexBavyeHHbIM na-
KeTam

NSFP OTcnexumBaHue cobbITUiM, CBA3aHHbIX C SFP, Ha CeTeBOM ypOBHe

NSTM Storm Control

NTPL Mepuoanyeckan reHepauma curHana gna onpoca 1abauny, MAC, VLAN, nopToB, Mmy/abTUKacTa, MapwpyTunsa-
L1u1, NpropmuTU3aLmm

NTST [obasneHne v yaaneHve toHUTOB B CTeKe, COPOC COCTOAHUA IOHUTA B COCTOAAHME MO YMONYAHUIO, HA CETEBOM

ypoBHe
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NVCT BcnomoratenbHas 3agayva gna VCT. 3anycK Tecta n OTCAeXKMBAHUE N3MEHEHMA COCTOAHMUA NopTa.
OBSR 3apaya Ans oTcnexXunBaHUA U yBeAOMIEHUA 06 n3MeHeHUAX cneumduyeckmx napameTpoB UHTepdelicos, He-
06xoanmbix ana LLDP, CDP v apyrux npoToKoN0B
PLCR O6paboTKa cobbITUIN CMEHbI COCTOAHWUA NOPTOB YCTPOWMCTB CTEKA
PLCT O6paboTKa cobbITMIN CMEHbI COCTOAHUA NOPTOB
PNGA Peanusauus ping
POLI Policy Management
PTPT Precise Time Protocol
RADS RADUIS-cepsep
RCDS KnneHt Remote CLI
22::2 Cepsep Remote CLI
RELY DHCPv6 Relay
ROOT PoauTenbckuii Tack gns Bcex 3agad
RPTS Routing protocol
SCLC OTcnexunBaHue coctoaHma OOB-nopTa
SCPT ABTOO6HOBNEHWE W aBTOKOHPUTYypaLus
SCRX MonyyeHune Tpadumka c OOB-nopTa
SEAU MonyyeHune cobbiTuii Address Update, HUXHUI ypoBEHD
SELC MonyyeHne cobbITUIA O CMEHE COCTOAHMA NOPTa, HUXKHUI YPOBEHDb
SERT OTcnexuBaHue cobbITUM Ha NOPTY ANs Hayana npoueaypbl RX Training
SERX MonyyeHne cobbiTMiA NpUéma naketa M3 KommyTaTtopa B CPU, HUXKHUIA ypoBeHb
SETX MonyyeHne cobbITUIA OKOHYAHWUA OTNPaBKK NakeTa n3 CPU B KOMMYTaTop, HUKHUIA YPOBEHb
SFMG sFlow Manager — 06paboTka cobbiTuit usmeHeHua IP-agpeca, CLI/SNMP 3anpocos, Talimepos
SFSM sFlow Sampler
SFTR MpoTokon Sflow
SNAD basa gaHHbIXx SNA
SNAE ObpaboTka cobbiTnii SNA
SNAS CoxpaHeHue 6a3bl aaHHbIX SNA B M3Y
SNMP Peanunsauyma npotokona SNMP
SNPR SNMP Proxy
SNTP Peanusauusa npotokona SNTP
SOCK YnpasneHue paboToli cokeToB
SQIN Hactpolika Selective QinQ
SS2M Slave To Master — nepegaya coobLLeHnit ¢ BegoMOoro ycTpoicTea (slave) Ha Beayluee (master)
SSHP Cepsep SSH — HacTpoiika, 06paboTka KomaHpa, Tanmep
SSHU Cepsep SSH — npoTtokon
SSLP Peanunsayma SSL
SSTC JlornpoBaHue cobbiTuii 0 NpeBbieHUn noporos Tpaduka Ha CPU (cpu input-rate detailed)
STMB ObpaboTka SNMP-3anpocos o cTaTyce cTeKa
STSA CLI-ceccua yepes COM-nopt
STSB CLI-ceccua yepes VLAN
STSC CLI-ceccua yepes VLAN
STSD CLI-ceccua yepes VLAN
STSE CLI-ceccua yepes VLAN
STSF CLI-ceccua yepes VLAN
STUT MOHUTOPUHT yTUAM3aLMK dneL-NamaTn
SW2M 0O6paboTka cobbiTnii Address Update ot FDB, 6510KMpoBKa NopTa Npu BOSHUKHOBEHUWN OWIMBOK Ha NOpTYy
SYLG BbiBOg, coobLieHunl B Syslog
TBI_ Tabnunua BpemeHHbIX NpomeKyTkos ana ACL
TCPP Peanusauua npotokona TCP
TFTP Peanusauua npotokona TFTP
TMNG YnpasneHue npuoputeTamm 3agad
TNSL KnneHt TELNET
TNSR Cepsep TELNET
TRCE Peanusauyus traceroute
TRIG 3anyck gevcrteua B FDB (aging MAC-agpecos)
TRMT YnpaBneHve IoHUTaMM B CTEKE C NOALEPHKKON TPaH3aKL MM
TRNS File Transfer — konupoBaHue dalinos mexay toHMTamu creka (MO)
UDPR UDP Relay
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UNQt 0O6paboTka N1aTGopPMO3aBUCUMBbIX COOBLITUM

URGN 0Ob6paboTKa KPUTHUYECKMX COBBITUI (Hanpumep, Nnepesarpysku)
UTST MNMopcucrtema IOHUT-TECTOB

VPCB VPC (pabota c MAC-Tabnunueit)

VPCM VPC (ocHOBHOM npouecc)

VRRP Peanusauusa npotokona VRRP

WBAM Web-based Authentication

WBSO B3saumopgeicteume ¢ web-KaneHTaMm, HUKHUI YpOoBEHb
WBSR YnpasneHue u Talimepbl web-cepeepa

WNTT Noppep»xka NAT gna WBA

XMOD Peanuszauus npotokona X-modem
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MPUNOMKEHUE O. NPOXOXAEHUE TPAGUKA MEXKAY NOPTAMMU CO BK/TIOYEHHOMN
U30NALMUEN

Tabnuua 4.1 — MaTpuua NpoXoXKaeHUs TpaduKa MeXK 4y NopTamm CO BKAOYEHHOW u3onsaumei

MopT 6e3
N301ALMM

MopTB
pexvme
nsonaumm
protected-
port

MopT B
pexume
n3onaumm
protected-
port isolate-
group
group_A

MopT B
pexume
n3onauMmn
protected-
port isolate-
group
group_B

MopT B
pexmme
M3onaumm
protected-
port isolate-
group
group_C

MNopTt B
pexmme
nsonaumm
protected-
port isolate-
group
group_D

MopT 6e3
nsonaunm

+

+

+

+

MopT B pexxume
nsonaumm
protected-port

MopT B pexxume
nsonaumm
protected-port
isolate-group
group_A

MopT B pexume
nsonaumm
protected-port
isolate-group
group_B

MopT B pexxume
nsonaumm
protected-port
isolate-group
group_C

MopT B pexume
nsonaumm
protected-port
isolate-group
group_D
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DHELTEX

NPUNOXEHWUE E. KOAbI N ATPUBYTbI RADIUS-COOBLLEEHUIA

Tabnuua E.1 — Noaaepxmeaemble Koabl RADIUS-coobuieHmi

Koo 3HavyeHue OnucaHue
Access-Request 1 3anpoc Ha ayTeHTUdMKaumio nofb3oBaTens.
Access-Accept 2 MNoaTBeprKAEHME yCnewHon ayTeHTUUKaL K.
Access-Reject 3 OTKas B ayTeHTUOUKaLUM.

Access-Challenge 11 3anpoc A0NONHUTENbHbIX AAaHHbIX ANA ayTEHTUDUKaALUM.
Accounting-Request 4 Mepesada yueTHo MHPopmaLmm (cTapt/cTon/obHoBEHME ceccuu).
Accounting-Response 5 MNoaTBeEpKAEHME NONYYEHUA YYETHON MHPOPMALUN.
Disconnect-Request 40 3anpoc Ha OTK/IIOYEHUE Ceccuu.

Disconnect-ACK 41 MNopaTeepKaeHue obpaboTku Disconnect-Request.

Disconnect-NAK 42 OTKas B 06paboTke Disconnect-Request.

CoA-Request 43 3anpoc Ha M3MEeHEHWE NapameTPOB aKTUBHOM Ceccum.

CoA-ACK 44 MNoatsepxaeHue o6paboTkn CoA-Request.

CoA-NAK 45 OTKas B 06paboTke CoA-Request.

Tabnuua E.2 — Noaaep:knBaemble aTpmbyTbl RADIUS-coobueHni

Ampubym Tun OnucaHue
User-Name 1 Mma nonb3osartens.
User-Password 2 Maponb nonb3oBaTtens.
NAS-IP-Address 4 IPv4-appec NAS-ycTpoiicTBa.
NAS-Port 5 Homep ¢pusmnyeckoro nnm norndeckoro nopta NAS.
Service-Type 6 Tun NnpefocTaBAfAeMOn YCayru.
Framed-IP-Address 8 HasHauvaembit IPv4-agpec KaneHTa.
Filter-ID 11 NpeHTndurkatop cnmucka ACL.
State 24 CnykebHble faHHble COCTOAHUA ANA NPOAO/IKEHNA 0OMeHa.
Class 25 CnykebHbIt naeHTUOUKATOP A8 CONOCTaBEHUA COOBLWEHNN.
Vendor-Specific 26 MNoaaepxuBaemble aTpmbyTbl Nponssoautens, cMm. Tabanua K.1 — Mogaep-
»kmBaemble Vendor-Specific aTpnbyTbl.
Session-Timeout 27 Bpems Xu13HM ceccmm B CEKyHAAX.
Termination-Action 29 [JelicTBre No 3aBepLIeHNUN CECCUN.
Called-Station-Id 30 NpeHTUdMKaTOp BbI3bIBAEMON CTOPOHDI.
Calling-Station-Id 31 NpeHTdMKaTOp BbI3bIBatOLLEN CTOPOHbI (KNNEHTa).
NAS-Identifier 32 CTpokosblii naeHTuduKaTop NAS.
Acct-Status-Type 40 Tun y4yeTHOro cobbiTus.
Acct-Session-Id 44 NpeHTdrKaTop yyeTHoW ceccuu.
Acct-Authentic 45 Metopg, ayTeHTUdMKaLUu.
Acct-Session-Time 46 JnantenbHOCTb ceccnm B CeKyHaax.
Acct-Terminate-Cause 49 MpuyrHa 3aBepLueHna ceccuu.
NAS-Port-Type 61 Twn nopta goctyna.
Tunnel-Type 64 Twun TyHHens.
Tunnel-Medium-Type 65 Tun cpeabl TYHHeNs.
EAP-Message 79 [aHHble npoTokona EAP.
Message-Authenticator 80 ATpubYT NPOBEPKM LLeSIOCTHOCTU COObLEeHUA.
Tunnel-Private-Group-Id 81 NaoeHTndmratop VLAN.
NAS-Port-Id 87 CTpOKOBbIN MAEHTUPUKATOP NopTa.
NAS-IPv6-Address 95 IPv6-aapec NAS-ycTpolicTsa.
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HELTEX

NMPUNOXEHUE K. VENDOR-SPECIFIC ATPUBYTbI

Tabnuua ¥K.1 — Moaaepxunsaemble Vendor-Specific atpnbyTbl

Ampubym Vendor ID Tun 3HayeHue OnucaHue
OnHamunyeckoe ACL-npasuno, npume-
Eltex-Data-Filter 35265 82 — Hsemoe K uHTepdeiicy. lonycTumble
3HaYeHun yKasaHbl B Tabanue XK.2.
Eltex-Data-Filter-Name 35265 83 access_list Mma anHamuyeckoro cnmncka ACL.
subscriber: Mcnonb3yeTca Ana KPaTKOBPEMEHHOTO
Cisco-AVPair 9 1 command=bounce- | oTkAlo4YeHMA NOpTa C NocaeaytoLLel no-
host-port BTOPHOW aBTOpPU3aLMeEN KANEHTa.

Tabnuua .2 — Kntouesble cnosa ACL

Knroyesoe cnoeo

OnucaHue

Tun nnn id npoTokona.
JonycTumble 3HaYeHUA:
- ans IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip,
pim, 12tp, isis;
- ana IPV6: icmpv6, tcpv6, udpvb.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec HaszHayeHus.

ip_src IP-agpec UCTOYHMKA.

ip_dst IP-appec HazHayeHus.

ipv6_src IPv6-aapec nctouHuka.

ipv6_dst IPv6-agpec HaszHayeHuA.

dscp 3HayeHune DCSP-nonsa (0..63).

ip_precedence Mpuoputert IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan Mopsaakosbili Homep VLAN.

icmp_type Tun coobuweHunit npotokona ICMP, ucnonb3yemblt gas GunbTpaumnm
ICMP-nakeTos (0..255).

icmp_code Kog, coobuweHuit npotokona ICMP, ucnonb3yemblii ana ounbtpauunm
ICMP-naketos (0..255).

igmp_type Twun npotokona IGMP.

udp_port_src

UDP-nopT NCTOYHMKA.

udp_port_dst

UDP-nopT Ha3HayeHuA.

tcp_port_src

TCP-nopT UCTOYHMKA.

tcp_port_dst

TCP-nopT Ha3HayeHwuA.

udp_src_start

HauvanbHoe 3HavyeHne UDP-nopTa u3 gnanasoHa UDP-NopToOB MCTOYHMKA.

udp_src_end

KoHeyHoe 3HaueHne UDP-nopTta n3 auanasoHa UDP-NopToB MCTOYHMKA.

udp_dst_start

HayanbHoe 3HayeHue UDP-nopTta u3 auanasoHa UDP-nopToB Ha3Haue-
HUA.

udp_dst_end

KoHeyHoe 3HayeHne UDP-nopta n3 gnanasoHa UDP-NnopToB Ha3HayYeHuA.

tcp_src_start

HauyanbHoe 3HaueHne TCP-nopTa 13 ananasoHa TCP-NopToOB MCTOYHMKA.

tcp_src_end

KoHeyHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB UCTOYHUKA.

tcp_dst_start

HauyanbHoe 3HaueHne TCP-nopTa 13 ananaszoHa TCP-nopToB HasHavyeHus.

tcp_dst_end

KoHeyHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB Ha3HavyeHuA.
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A ELTEX

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific atpnbyTtbl, NnpeaHasHayeHHble
Ana puMHamudeckoro pobasneHus cnmnckoB ACL Ha nopT 4yepe3 coobuweHua oT RADIUS-cepsepa. Ons
MCNo/s1b30BaHMA AaHHOro ¢yHKuMoHana Ha RADIUS-cepsepe HeobxoaMmo B c/10Bapb aTpubyToB Aob6aBuTb
aTpunbyTbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHzaopa 35265 (Eltex).

Mpumep HacTtporikn Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name pgna
Freeradius.

B daitn /path/to/freeradius/dictionary no6asuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegytowmm obpasom: nepeblie YeTbipe
CNoBa AO0J/KHbI 6biTb 3anucaHbl Yepe3 npoben B ctporom nopsagke: acl_type, action
(permit naun deny), ip_precedence, prot. Mocne 3anucu ob6asarenbHbIX NapameTpoBs
OCTa/bHble MapameTpbl 3aNUCbIBAOTCA B NPOU3BO/IbHOM NopsAaKe.

.‘

dopmar 3anucu MAC ACL dopmupyeTtca cnegyowmum obpasom: nepsble TpU CAOBa
AOMKHbI 6bITb 3anUcaHbl Yepe3 npoben B cTporom nopsagke: acl_type, action (permit nau
deny), ip_precedence. Mocne 3anucu 06a3ateNlbHbIX NApPaMeTPOB OCTa/ibHble MapameTpbl
3anu1cbiBalOTCA B NPOU3BOJIbHOM NopAaKe.

.‘

Macka gnsa IP-agpeca 3anucbiBaetca uepes «/» 6e3 npobenos.

.‘

’ ' MPOTOKON MOXKHO YKa3aTb KaK B UUC/IOBOM BUAE, TaK U CTPOKOIA.
-

Mpumep:

user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
ip dst=10.0.0.0/255.0.0.0 tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"
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HELTEX

TEXHWYECKAA NOAAEPXKKA

[ns nonyyeHns TeXHNYECKOM KOHCYAbTaLMM No BONpocam aKcnayaTaumm obopyaosaHma OO0 «[Mpeanpu-
ATne «/ITEKC» Bbl morkeTe 06paTnTbhca B CEPBUCHDBIN LLEHTP KOMMNaHUW:
dopma obpaTtHOM cBA3K Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex.ru/

Ha odumumanbHOM cavite KOMMNAHMU Bbl MOMKETE HAWTU TEXHUYECKYIO AOKYMEHTALMIO M NpPOrpammHoe
obecneuenune ana npoaykumm 000 «Mpeanpustne «/ITEKC», 06patnTbca K 6a3e 3HaHWN, OCTaBUTb UHTEPAK-
TUBHYIO 3aABKY UM NPOKOHCY/IbTUPOBATbLCA Y UHXKeHepoB CepBUCHOrO LLeHTpa:

OduumanbHbI caT KomnaHuu: https://eltex.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex.ru/support/downloads
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