MorpaHnyHbIK KOHTpOANep ceccun ESBC-3350

TexHuueckoe onucaHue

SHELTEX

— 3awurta 6usHec-npoueccos
— 3¢ PeKTuBHOE ynpasieHue
— AnnapaTHoe pe3epBUpOBaHUE

ESBC — komnoHeHT VolP-ceTn, yyacTeylowmiti B npouecce
06CNyKMBaHMA BbI30BA B KAYECTBE NOMPAHUYHOMO KOHTPOANEPA
ceccuit. YcTpoicTeo obecneymsaeT HOPMAAN3aLMIO CUTHABHOTO
MPOTOKO/a, 3aLLMTYy CETM OnepaTopa OT HECAHKLMOHMPOBAHHOIO
[0CTyNa M pasNnYHbIX aTak, Cbop CTaTUCTUKM.

MpumeHeHue

ESBC ncnonb3yeTca Ha rpaHuuax IP-ceteit:

— MeXay CeTAMM onepaTopoB CBA3W;

— MEeXAy CeTbio onepaTopa 1 KOPNOPaATUBHOM CETbIO
K/NEHTa;

— MeXay CeTbio onepatopa v nybAnMYHOM ceTblo.

¢YHKLI,MOHaI'IbeIe BO3MOXHOCTU

— ObecnevyeHne 6e30MacHOCTM CeTH onepaTopa CBA3N

— TpaHcnsauma nybamyHbix IP-agpecos

— [MbKoe pacnpeseneHme pesepsHbIX MapLIPYTOB

—MNopaeprkKa SIP-aboHeHTOB

— AHanus un Bepudmkauma SDP

— TnbKoe pacnpeseneHne BbI3OBOB Ha OCHOBE NPaBUA

— Mogudukauma SIP-3aronoBKOB C MOMOLLLbIO PeryaapHbIX
BblpaykeHunit PCRE

— MNoaaep:kKa rubKol MapLpyTU3aLMmn BbI30BOB

— MapLupyT1saums Ha rpynny HanpasaeHui ¢ NoaLePHKKOM
norukn 6anaHcmposku (RR 1 WRR)

— MNopaep:kKa AMHAMUYECKOTO pexXnma paboTbl TPAHKOB
yepes DNS, RADIUS

—MoaaeprKka nepemapLupyTM3aLmm Npu HeyAauyHOM Bbi30Be
(KoHTpoANb No Kogam oTeeToB SIP)

— MNoaaeprKa 06paboTkM oTBeToB 3XX ANs ynpaBieHusa
nepeHanpasaeHNEM BbI30BOB

— KoHTponb goctynHoctn HanpasaeHuii no OPTIONS

— KOHTPOAb YCTaHOBNEHHbIX CECCUI:
— no Hanaunuuio RTP/RTCP
— C UCnonb3oBaHMem TalimepoBs ceccun (RFC4028)

— XpaHeHWe 1 BOCCTaHOB/IEHME 3aMMCel O 3aperncTpPMPOBAHHbIX
aboHeHTax B b/

— TpaHcKoamMpoBaHWe/NpoKcMpoBaHue meama (ayamo un
BMAEO)

—Nopaepxka WebRTC+ICE ans 6pay3epHbix NPpUAOKEHWN

— MNoaaepxka QoS (HasHayeHue Diffserv) ana SIP u RTP

— 3anucb 6GunnnHrosom nHpopmaumm 8 CDR-dalin, napan-
nenbHan 3anucb CDR-dalina Ha NoKanbHbI HOCUTENb U
yAaneHHbii cepsep (FTP, SFTP, SCP)

—MNopaep:KKa ayTeHTUdUKaLMK:
— ayTeHTUOUKaUmA pernctpaumii aboHeHToB Yepes RADIUS
— /IOKa/IbHOE XpaHeHMe AaHHbIX ayTeHTUdUKaLMm
— perucTpauma TPaHKOB B PEXMME K/MEHTA Ha

BbllwecToswel IP ATC

— MopaepxKa TpaHauta ISUP (SIP-1/SIP-T)

— MNoppeprka TyHHennposaHuna PPTP u L2TP over IPsec ans
nepeaayn SIP u megmnatpaduka

— MNoaaepxKa GyHKUMKM poTaumm Homepos (Cg/CdPN) npu
OCYLLECTB/IEHNW UCXOAALLMX BbI30BOB

— Wcnonb3oBaHuWe Teros ceccuu ANA MOBbIWEHUA TMOKOCTU Mpu
MapupyTusaumnm/moandukaumm SIP-coobuieHnit

— YnpaBneHue napameTtpom Expires ana KoHTpona aboHeHTOB M
3aLLUTLI OT NeperpysokK

—MoaaepKa MexaHNM3MOB yNpaBaeHUA PerncTpaLmamm aboHeHTOB:
—MPUHYAMTENbHAA pa3perucTpaums;
—NPUHYAMUTENbHAA NepeperncTpaLms.

0O6xoa NAT
®PyHKLMA, HeobxoaMman ana obecneyeHmA NPO3PaYHOCTH
IP-ceTelt gnaronocosoro v BuaeoTpaduKa:
—noafepKa pexxmma nat-comedia
—noaaep:kka Public-IP
—nopaepkKa paboTbluepes yaaneHHbli STUN-cepsep
—nokanbHbIi STUN-cepBep
—noaaepka "sip.instance" n "reg-id" (RFC5626)

be3onacHocTb
ESBC ob6ecneuymBaeT 3almUTy CETU OMepaTopa OT HECAHKLMOHUPO-
BaHHOro foctyna. MHCTpymeHTamm ansa obecneveHna 6esonacHoc-
TU CNYXKaT MHTENNIEeKTya/ibHOe ynpaBaeHue AOCTYMOM U CKpbiTue
Tononoruu cetn. UcnonbsosaHue wndpoBaHmna curHannsaumm SIP n
MeauManoTokoB obecneymBaeT KOHOUAEHUMANbHOCTL U Be3onac-
HOCTb NepesiaBaembIX JaHHbIX.
—Hamunueckuii bpaHgmayap
—3awmTa ot SIP-pnyaa
—3awwmTa ot SIP-spoofing atak
—Bbnokunposka no AOR, User-Agent
—BbnoKknpoBska no cogepknumomy SIP-coobuieHums
—MNoapepKa wWndposaHMs curHanmsaumm (TLS)
nmegmanotokoBs (SRTP SDES, DTLS-SRTP)
— PeanunszoBaH GyHKLMOHAN BbIFPY3KM COBLITUI MHDOPMALMOHHOM
6e30nacHOCTM B CTOPOHHME SIEM-cucTembl B pexxume
peanbHOro BpemeHu
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®yHKUMOHaNbHbIe BO3MOXXHOCTU (NpoaoniKeHue)

KoHTponb TpadukKa MeaunanpoToKo/ibl

ESBC no3BosifAeT ynpaBasaTb KOJIMYECTBOM BXOAALLMX U UCXOOALLNX RTP
SIP-3anpocoB B 3aBMCMMOCTU OT HaNpPaBAEHUA: —RTCP
— ynpaB/ieHMe KOIMYECTBOM YCTaHOB/IEHHbIX CECCUN, — SRTP (SDES, DTLS)

orpaHuyeHune sxoaaumx/mexoaawmx CPS, RPS TpaHCNOpTHbIE NPOTOKONbI

— noaAaepxKa A0NONHUTENbHbIX OFpaHMLIEHMl\;I —TCP
(rps, regps, session pps v ap.) _UDP
CoKpbITME TONO/IOrMK CEeTH —TCP/UDP interworking
-TLS

ESBC wncnonb3yetca ana npenoctaBieHna A0CTyrna B ONepaTopcKyro

WM KOPNOPATUBHYIO CETb U3 BHeLLHel HedoBepeHHoM ceT, obecne- — WS/WSS
uKMBanA 3aLLUTY KOMMEPYECKMUX MHTEPECOB KOMMaHUN. CeTeBble NPOTOKONI
MoaaepMBatoTCA ChefytoLme MexaHM3Mbl: _1Pva

— UHTe/IeKTya/lbHast TPaHCAALMA IP-aApecos AR CUTHaNbHOTO M _ b,

MmeguaTtpaduka
— nosiHoueHHbIN B2BUA ansa obecneyeHns Tpebyemoro ypoBHs MNoppep:kuBaemblie BUAEOKOAEKHU (B perkume
MsonALmn cetell TpaHCKOAMpPOBaHMUA)

MOHUTOPUHT —H.263-1998
— MoHuTOopuHr ycTpoiictea no SNMP, otnpaska SNMP-Tpanos —H.264

npw aBapmax - VP8
— MpPOCMOTP MHGOPMALMM O 3aPErnCTPMPOBAHHbIX aBOHEHTaX ~VP3
- MOHMTOpMHr COCTOAHMA TPAHKOB Pe3epBMp03aHMe
= Moctpoenwue SIP Call Flow Diagram MpUMeHeHWe CXeMbl KNacTepPHOro pe3epBMpOBaHMA U Ay6au-
— MpocmoTp 1 ynpasneHye yCTaHoBAEHHbIMM COANHEHNAMN POBaHHbIX UCTOYHUKOB 3NEKTPONUTaHUA obecneynsaeT NO/HO-
— MpocmoTp 1 ynpasaeHue 6enbim/4epHbiM CIMCKaMm LLeHHOE pe3epBUpOBaHMe:
— Cratuctuka CPS, RPS — OTKa30YyCTOMYMBbIN KNacTep B pexkmme o0b/1er4eHHOro pesepsa
— Cratuctuka SIP-coobuieHnit no cxeme 1+1
— Ymnuta Sngrep — NPOCTOTa aAMUHUCTPUPOBAHUA U UHTETPALMN: CUHXPOHM3ALMUA
= MoHuTopUHr napameTpos Tpaduka (KPI): KoHbUrypauuii, Bpemenu, Bepcuii; Zero Touch Provisioning

— aKTMBHbIE BbI30BbI (ZTP)

— cpeaHas 4nuTenbHoCTb BbizoBa (ACD)

— BXogAwme/ncxoaaLLmMe nonbITKU BbI30Ba be3sonacHocTb

— KO/IMYECTBO 3aperncTpMpoBaHHbIX aBOHEHTOB/KOHTaKTOB - 3awwuTa ot DoS

—3awwmTa ot VolP-aTtak
HPOTOKOHbI CUrHaiM3aumnm

—SIp MNepepayva ¢pakca
-T.38
®YHKUMOHaNbHOCTb NpoTOoKona SIP 6711
—RFC-3261
—RFC-3264 (Offer/Answer) Noppep)xusaembie ayauoKoaeKu (B pexxnme
—RFC-3311 (Update Method) TPaHCKOAUPOBaHUA)
—RFC-4566 (SDP) —G.711 (a-law, p-law), G.729, G.722, G.726, iLBC, opus, speex,
—RFC-1889 (RTP) AMR, GSM, L16-mono
—RFC-2833 (Telephone Event)
—RFC-3515 (Refer Method) YnpasneHue
—RFC-3265 (Subscribe) — MML-KkoHconb (SSH/Telnet)
—RFC-6086 (INFO Method) — Web-uHtepdeiic?
—RFC 7118 (WebSocket) — KoHconbHbIv nopT RS-232 (RJ-45)

—RFC8445 (ICE) Kpome STUN/TURN
—RFC5768 (ICESIP)

—RFC8839 (SDPICE)

—B2BUA peering

—RFC4028

—RFC5168

—RFC 3489 (ClassicSTUN)
—RFC8489 (STUN)

—RFC5626

"He noddepxusaemcsa 8 mexyuweli eepcuu IMO.
2B paspabomke. B mekywel sepcuu 10 docmynHel He ece (hyHKUUU.

eltex.ru
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TexHn4yeckmne xapakrepuctukm ESBC-3350

Combo 10/100/1000BASE-T/1000BASE-X (SFP) 8
1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28) 4
KoHconbHbIM nopT RS-232 (RJ-45) 1
USB 3.0 2
Cnot gnsa microSD-KkapT 1

Konuuecrso agep CPU

CPU 24
RAM 32 b DDR5

Flash-namaTb 256 T6 NVMe

MakcumanbHasa notpebasemas MOLLHOCTb 110 Bt

200-240 B AC, 50-60 T;
MutaHue 36-72 B DC
[0 ABYX NCTOYHUKOB NMUTAHMUA C BOSMOXKHOCTbIO ropaYveit 3ameHbl

WHTepBan paboumx Temnepatyp Ot -10 go +45 °C
NHTepBan TemnepaTypbl XpaHEeHUA Ot -40 go +70 °C
OTHOCUTENIbHaA BAAXXHOCTb NPW SKcnayaTalmm He 6onee 80 %
OTHOCUTENbHAA BNIAXKHOCTb NPU XpPaHEeHUU 01101095 %
labapwutol (LU x B x T) 430 x 43,6 x 424 mm
Macca 5,638 Kr

CpoK cny»K6bl He meHee 15 net

MpoussogutenbHoctb ESBC-3350

MaKcumanbHoe KoNM4ecTso MaKcumanbHoe KOIMYeCTBO
OAHOBPEMEHHbIX BbI30BOB BbI30BOB B ceKyHAy (CPS)

PexXum paboTbl

[MpoKkcmpoBaHMe meama ¢ UICNOAb30BaHNEM KOLEKa

G711a 40 10500 40 1300
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Cxembl NpUMEHEHUA
MexonepaTtopcKoe B3aumogencrasme

JlokanbHasn cetb 1

JNlokanbHan cetb 3

S§§7
Q.931

SMG-1016M
My6nuyHas

CceTb

ECSS-10

ECSS-10
Softswitch

Softswitch

ECSS-10
Softswitch

JNokanbHan ceTb 2

MpepocraBneHue ycnyrmu «BupryanbHaa ATC»

ECSS-10
Softswitch

ESBC

SIP/WebRTC

SIP sip
TAUS My6nuynas IP-TenedoH
ABOHEHTCKMIA cetb
w3
——lE IP-TtenedoH
|E IP-tenedpoH

Odwuc3

AHanoroBbIii AHaNoroBbIi
TenedoH TenedoH

Oducl

WebRTC

St /\GOHeHTCKMi

N
Elph Desktop
Bpay3epHblit KIUEeHT

Elph Android/iOs
Mo6unbHbINA KAUEHT

IP-TenedpoH

Ananorosbiii  AHanorosbiii  IP-TenedoH
TenepoH TenepoH

Oduc 2

eltex.ru
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UHPopmauuma pna 3akasa

ESBC-3350 MorpaHWYHbIN KOHTponnep ceccuin ESBC-3350.

ESBC-CC-10 AkTMBauua 10 ogHOBpeMEHHbIX BbI30OBOB.

ESBC-CC-50 AkTnBauma 50 ogHoBpeMeHHbIX BbI3OBOB.

ESBC-CC-100 AkTtneauma 100 ogHOBpEeMEHHbIX BbI3OBOB.

ESBC-CC-500 AkTmBauma 500 ogHOBpeMEHHbIX BbI3OBOB.

ESBC-CC-10500 AkTmBauma 10500 ogHOBpeMEeHHbIX BbI3OBOB.

ESBC-CPS-20 AKTMBAUMA NOAAEPKKM MHTEHCMBHOCTM BXOAALEeN Harpy3km 20 CPS.
ESBC-CPS-40 AKTUBaLMA NOALEPKKN MHTEHCMBHOCTM BXoAsALLen Harpy3ku 40 CPS.
ESBC-CPS-60 AKTMBaAUMA NOAAEPKKM MHTEHCMBHOCTM BXoAsLEeN Harpy3skm 60 CPS.
ESBC-CPS-80 AKTMBAUMA NOAAEPKKM MHTEHCMBHOCTU BXoAALLEeN Harpy3skm 80 CPS.
ESBC-CPS-100 AKTMBaAUMA NOAAEPKKM MHTEHCMBHOCTM BXoAALWEen Harpyskm 100 CPS.
IPS AxTuBauma oyHKuun IPS/IDS.

BAOKMU NUTaHUA"

YcTpoicTBo bnok nutaHmna AC Bnok nuraHmua DC

ESBC-3350 PM350-220/12 PM350-48/12

TOnyuu ESBC-CC u ESBC-CPS 0613amesibHbl 011 8K/HOYEHUS 8 3AKA3.
2 Onpedensemca npu 3aKkase.

Caenatb 3aKkas 0 KomnaHuu Eltex

Mpegnpusatue «NTEKC» — Beaywmii pOCCUIACKUIA pa3paboTunk 1 Npoms-

t‘ ﬁ ::é?:: BOAMTENlb KOMMYHWKaLMOHHOTo obopyaosanua c 30-neTHeit uctopuei.

+7(383) 274 10 01 eltex@eltex.ru eltex.ru KOMNAeKCHOCTb pelleHnii M BO3MOXHOCTb MX 6ecllOoBHOM MHTerpaumm

+7 (383) 274 48 48 B MH(PACTPYKTypy 3aKasuMka — MPUOPUTETHOE HanpaBieHWe Pa3BUTUA
KOMNaHWK.
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