Cuctema kKoHTpoasa cetesoro poctyna NAICE ’
TexHnueckoe onucaHue ‘e LTe X
o

— EpMHan TouKa ynpaBneHus A0CTYNOM K ceTu

— be3onacHOCTb Ha OCHOBe NOJIMTUK A0CTYyNA

— CoortBeTcTBMe TpeboBaHUAM MHPOPMALMOHHOMK 6e30nacHOCTH
— MMbKaA uHTerpauma c cywecrTeyroleit UHPpPacTpyKTypoi

Network Access and Information Control Engine

Eltex NAICE — cuctema ynpaB/ieHMs AOCTYNOM K pecypcam ceTu npeanpuatua. PeweHue npegHasHavyeHo ANA
LEHTPA/IM30BaHHOrO yrNpasieHns NoAUTUKAMKM A0CTyna Nosb3oBaTesiell K NpoBOAHOM/6ecnpoBOAHON CeTU U ceTeBOMY
060pya0BaHMIO. YNpaBieHME CUCTEMOM OCYLLECTBAAETCA C MOMOLLbIO COBPEMEHHOTO BEG-MHTEpdEica.

NAICE sBnsieTca My/bTUBEHAOPHbBIM PELIEHNEM, KOTOPOE MOAAEPKMBAET B3aMMOAENCTBUE C CETEBBIM 060PYA0BAHMEM MO
npotokonam RADIUS n TACACS+.

®YHKUMOHaNbHbIE BO3MOXHOCTU

YnpaBneHue gocTynom

— lMpoBepKa COOTBETCTBUA KOHEYHbIX YCTPOMCTB TpeboBaHuam UE (Posture)

— LleHTpann3oBaHHoOeE ynpaBaeHne NOAUTUKAMM A0CTyNa

— CermeHTauMA Nonb30BaTeei ceT no aTpnbytam

— MNpodunmposanune no MAC-OUI v DHCP-npobam

— PerucTpauma cobbiTUi 4OCTYNA M MOHUTOPUHT akTUBHbIX RADIUS-ceccuit

— Poneas mogenb foctyna n asyxdaktopHas ayTeHTUdMKauma (2FA) npu Bxoae B Be6-nHTepdeic

AyTeHTUPMKaLMA M aBTOPU3aLUA

— MNopaeprKKa NogKAoYeHMA nonb3oBaTenen cetv no npotokony 802.1X (EAP-PEAP, EAP-TLS, EAP-TTLS, PAP, MSCHAPv2)

— MAC Authentication Bypass (MAB) — aBTopu3sauma Ha ocHoBe MAC-agpeca ycTpoiicTsa

— YnpaBneHue A4oCTynom K ceTeBoMy ob6opyaoBaHmio no npotokony TACACS+ c noaaeprkkon 2FA

— MoaaeprkKa rocTeBOro A0CTYyNa K CETU C UCNO/Ib30BaHUEM NOPTa/IbHOM aBTOPM3aLLUK: perucTpauma no SMS, astopumsaumsn
C MCMNoJIb30BaHMEM SIoKaibHOM 6a3bl, MS AD, LDAP/S

— MopaaeprKKka orpaHMYeHnA KonMYecTBa NOAK/IOYEHNN ANA OAHOM yyeTHoM 3anucy RADIUS

— Mopaeprkka AnHammn4yeckom astopmsaunm RADIUS CoA

BO3MOKHOCTU MHTErpaLUK

— MoaaepsKKka BHELHUX UCTOMHUKOB AaHHbix MS AD u LDAP/S ans asTopusauum nonb3osaTesieil CeTu, ceTeBblIX
a4MUHUCTPaTOPOB, Nonb3oBaTenei cuctembl NAICE

— MNopaep!kka oTnNpaBKK cobbiTUii ayTeHTUOUKaUUM U aBTopu3aumu nonb3osatenen cetm (RADIUS) u ceTteBbIx
agMuHucTpaTopoB (TACACS+), a Takxke gencteuit agmuHuctpatopos NAICE M Npounx perucTtpupyembix cobbiTUii BO
BHellHMe cuctembl: SIEM mnnum nor-konnektopsl. Mepenaya ocyuiectsnseTtca no npotokonam UDP/TCP B8 dopmaTte CEF
(Common Event Format) c BO3M0OXHOCTbI0 BbI6Opa OTNpaBasieMbiX COObITUIA.

— WHTerpayma c SMTP-cepBepom 3/1€KTPOHHOM NOYTbI 411 OTNPaBKM yBEAOMAEHWN

— WHTerpauyusa c TOTP v e-mail OTP B cueHapuax AByxdaKTopHOM ayTeHTUdUKaumum (2FA) npu Bxoae B Beb-nHTepdeic
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TexHunyeckune XdPaKTepUCTuKun

— Mopaepxka OC: Astra Linux 1.7/1.8, PE,0C7.3/8.0, Ubuntu 24.04 LTS, Debian 13

— OVA-n QCOW2-06pasbl Ha 6base Debian 13, Ubuntu 24, PEA OC8.0

— Cxema pesepsupoBaHua Active-Active

— MNopaeprkKka NMUEH3NPOBAHUA Yepe3 cepBep JIMLEH3MK (OHNalH MAM B 3aKPbITOM KOHType) u daiinoBoro
NINLEH3UPOBAHUSA C MPUBA3KOM K XapaKTepUCTMKam 060pyaoBaHMA

— [loCTyn K 6eccpoyHoOMy AeMO-PEXMMY 6e3 NONYYEeHUA NULLEH3UMU

— MNopaeprKKa nHterpaumm c Eltex Peeper — cuctemoint MOHUTOPUHIA NPOrpamMmMHbIX MPoAyKToB Eltex
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MNpepnpuatne «/ITEKC» — Beaywmii pOCCUMIACKUI pa3paboTymK U Npons-
‘ @ ian BOAMTENb KOMMYHWKaUMOHHOrO 0bopyaoBaHusa ¢ 30-neTHel UCTopuen.
KomnaeKcHOCTb pelleHnin M BO3MOMKHOCTb MX 6eclloBHOM MHTerpaumm
B MHOPACTPYKTYpy 3aKasumka — MNPUOPUTETHOE Hanpas/ieHWe Pa3BUTUA
KOMMaHUM.

+7(383) 2741001 eltex@eltex.ru eltex.ru
+7(383) 274 48 48



	Страница 1
	Страница 2

